CHAPTER

_"R—bk X2 Tqa

o [AHR—1F X271 ORiESM) (P.85-1)

o [R—=F kXx=V7 1 filfyEE] (P.85-2)

o IR—=FEX=2UT1iZ2oT) (P85-3)

o [FT7FNIDFR—F vFX2VU T 4%l (P.85-4)
o [R—F X271 OREHE] (P.]S-5)

o [WR—=hF X2V T 0 OREDOHER] (P.85-11)

(G¥) e ZOETHHLTWD a~y FOEXBLOHEHFEOFEMIZOWTIX, ROBEZZB L TE
S\,

http://www.cisco.com/en/US/products/ps11846/prod command reference list.html

e Cisco IOS Release 15.1SY &, /1 —HVFXv b A X —T =2 A AT R—FLTWET,
Cisco IOS Release 15.1SY iZ, WAN #fEE/-lda~ > FEaHR—FLTWERA,

o)

B> b Cisco Catalyst 6500 U — 2 ZA v FOFEM (REFBIONTF TNy a—T 40 o 7HEREET) (T
ONTIE, ROR=VITREND FF a2 A FEZRLTIEEN,
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd products support series_home.html

Hiff~=aT7 VDT ATT 74 —7 LISMT 5

R—bk %2 )T ORIHREH

L,
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W Kt X107 OHNEE

R— bk X)) T+ DFHHEIE

R—h X2V T 4 BT 74V bREOHEIZ, errdisable A7 — I HTRTOEF 2T F— b
%Al <& 5121, errdisable recovery cause psecure-violation 7 72—/ )L 227 ¢ X o L —
vary avwry REAHLET, £7/1%, shutdown B L no shutdown 1 > ¥ —7 = A A 3
74X z2lb—vary avryRFEANLT, FEITEXR 27 R—F2HFOAM 2= NVZRERTZ EN
T&EET,

FAFTIvZICFEINTTRTOEX 2T 7 NLRAEIEET HITIE, clear port-security
dynamic 70— L a7 4 Fal—v a3y a<wr REANLET,

RO MAC T FLAE, BEDOE Yy by FeLbizEEINET, 2oy b By MC
@\ ZDOT RVANLEEFEIND T 74 v 7, BEOZIOT FLARETIZEFEIND 1*774’ b4
71Ny Fo vy 7S E9, show mac address-table =~ > K& 45 & EFF o MAC
T RVAZFRIRTEETN, By b A7 —MIFERENFEFA (CSCeb76844),

AT A4 vFEMACT NLABRLZAFT Iy 7 IZEESNEH LI, ZOT7 FLAZRELT, EEE
723 B— FRICAR— MIREESND LI ‘3”%6 I%. write memory ¥ 721X copy
running-config startup config =~ F& AJJ LT, 7 R A% startup-config 7 7 A /VITIRIFT
LRERHY ET,

AN—k ¥ =Y 7 11X, Private VLAN (PVLAN; 77 A ~<X— k VLAN) R— & ¥ R—FLZF
B

A—hk X2V 7 11, [EEE 802.1Q F o/ HR— &R —FLET,

A—bhEX2UT 1413, ALY F R K=K 7F7A4% (SPAN) kAR — a2V R—FLEEA,

A—F X =2V 7 1L, EtherChannel F— FF ¥ XNV A F—T 2 A A~DT 7 EZABLIOV KT
VxR EYAR—MLET,

R—=F EBF2UF 1L 802.1X A— FR_R—AFBFHITIFE UAR—  RlIcRETE E 9,
R—=h X207 4%, FEZHB T 72 R—FLET,
— A= X2V T 41F, KOa~ FCHRELE N T VI T2 R—FLET,

switchport

switchport trunk encapsulation
switchport mode trunk
switchport nonegotiate

— X227 TR T~F%F7/7&Lfﬁ RETHE, R—bM X2V T4001%, T7EX
VLAN THA T I v 7 IZFEINTEZZDR—=FDTRTOARAT A v FBLORAXYT v 7 &
X7 T RLAR%E, k7/7®$4747WANL@X?4y%ikmx5?4y&k%:
T T RUVARZERLET, R— b X2V T74ILoT, 778X A= bDEFF VLAN Lo
TRCOEF 2T 7 RLARHIBRENET,

—?%;7F7/7%77tXT—%&LTﬁ RETHE, R—F BX=2UT 41%, XA T+
7 VLAN THEE INTET R TOAT 4 v X BILRAYT v 7 TRLVRA%E, 778X KA—1
DT 7 AVLAN THEEEIN-T RLRICEHRLET, R—F X2 F 410k T, A
7 4 7 VLAN LA @ VLAN THEEIN7TRTOT FLARHIFRENE T,

S
(G¥) F— 1k &%=V 7 1L, switchport trunk native vlan =~ > N T E L7z VLAN ID % f#
MLET,
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R—F tFxaUFs1z2vc A

. FZE&‘X/I' TR THEITENTWAILEY VI RBILEIE. ZNHDAL v TFIERINLTND
“— FTCHR—F X2V T 4 2 F—TNMICTHRICEBENLETT, T, A—F X2V
?4’51%15\7537??7‘1‘\"% M XTI E > THR—F2 errdisable ICRESND 720 T,

_R—bkEXxa)T« (:’JL\'C

o [(BAFIvIITFEEHINDEMACT RLAEAZT 47 MACT RLARIZLAAR—F XU
741 (P.85-3)

e [ 2T 4 vF MAC T RLRIZLDAR—=F BX=2VUF 1] (P.85-4)
e [IP Phone TOR—hk ¥ =VUT 1] (P.85-4)

BALFIVIIZEBEINAMACT7RLREREZT4v9 MAC 7 FLRIZ
FBAR—F XYY FT4q

HAFI v ITIZFEEEINDIMACT FLA, BIOAXT v 7 MACT FLAZFEHLIEZAR—F &

%1)7411\T—%«®%774/7%h FATH MAC T RLARZHIRFTAZ LT, A—FD

AT E T 7407 %HIBRBTEET, EX27 F—FZEX2T7 MAC T RLRAZEDVYTHE, F—

M, EESNET FLRADITN—=TINIRETT FLARBAIAN N T 74 v 7 Bfnik LERA, &

%17MAC7va®ﬁ%lo CHIBL, B—DEF =27 MACT7 RLAZE DY TH L, FOR—
RSN TVWD TN, A FZEDOR— FOoefElEHEHTE T,

TKONTNPOEEIT, BX2 U T 0 ERNBELET,

e F—PFEX2UT41F. EXa2aT7 MAC T RLAREXF=2T7 R— FCRAICEL-ESIC, 3%
%éﬂt&@t%:TMACTFVX&%AﬁF774/7®%EEMAC7FVXﬂ£&6&\
HEINTEXE—NEEALET,

o HAEHFaAT K- CHREEHITFEINT-EF2T7 MAC T RLAREZES NS 7 4 v 7N [Fl—
VLAN NOBIDOEF 27 R—FMIT7 78 ALLHET5L, RESNEEXT—FREASHE
j‘o

A
GE) HBEOEXF2T7 R—FTkEF=27 MAC T RLARREEHITEEB SN b L., F—

VLAN LORIOR—=F TR —=F EX2V T8 EF=27 MACT FLAZRKRIELZE ZIC
FRET D HOA R ME, MAC BE) O LTI £,

EBXE— ROFEMZOWTIE, [R—FTOFR—F X2V T 4 EXET— FORE] (P.85-6) &ML
TL &,

—hMZEF2T7 MACT FLADHEREZHRET DL, A—F X2V T 128> T. koWTh
MOFETT RLRA TF—=T e F 2T 7 RLABRMBAENET,

o TARTOEF=2T MAC 7 RL A%, switchport port-security mac-address mac_address 1
B—Tzf AT 4 Falb—vary avr REEALTAZT 4 v 7 ICRETEET,

e BHINTWAETNAADMACT RLAT, R— 0¥ EFa2T7 MACT RLREXAFIv7IZ
HETDHELICTHZENTEET,

o TRUVAHEWS OMAXT 4 v JIZREL, BOVDT FLARTA T I v ZITRESIND LI
THZENTEET,

R—=INV I EREEICRD E, FATI v ZICEEENTZT FLATTRATCHIBREENE T,
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WM ForLrOR—F X1V F48E

EE), Ve— K, if:liU‘/&éf'?/#tﬁb@&;&i R—FBPANNT 74 v 7 BZETDHET, A—
M EexFa2UT 403, FATI v 70 EENTZMAC T RLR%ET LA T—T7)VIHHRARER A,

WKRBDEF=2T7 MACT RLVART RV A T—=7CBIMESNTERERT, 7 RLA T =7 0ITER
WMAC 7 RLADLD N T 74 v 7 R — I NRZETLE, EXa VT ERERVET,

protect, restrict, F7z!3 shutdown DENE— ROWTNNIAR— FERETEET, [R—F EF=
U7« OFEHE] (P85-5) 2B ML TS,

TPVX@Wﬁﬁ%luﬂﬁb B ENT2T A ZAD MAC 7 RLAZRET DL, TDOTF A AT
AR — EEIESRIES N E T,

AT4YEXFMAC 7 FLRIZKBEHR—F XY T o

A7 4 v X MACT RLAZBHTAER—F X2 0T 41213, A¥%T 4927 MACT7 RFLXICk5
R—=F X2V T 4 ERBEOZEOFERH Y TN, EHIZ, AT 4 vF MACT RLRIZZX AT
IV IIWEETEET, AT 4 vFMACT FLRAEZFEHLER—F %27 4 Tlid, Voo ¥y
VIREEOFRAETR S, XA F I v 7 ICFEINTEMAC T RLAZHERFLET,

write memory % 721X copy running-config startup-config =~ > K2 A1+5 &, A7 1 v¥ MAC

T RLVRZEDHR—b X207 1%, 47 I v 7123 MAC 7 KL 2 % startup-config

77’4'/1/ WHRIFLET, LR T, BB ELITERNRIC. R—FPAN NI T4 07067 FL
EEETOMERS D FH A,

IP Phone TOHR—+ £FXaT 4

85-1 IP Phone 7t L TiER L =¥ E
93472k IP Phone AL YF
= 4D &

%?ﬁ TR FITEBEEGR SN TORWZD, AL v F TR, HEOHERN T STV HEIT.
—h D7 kbnTns Z & = WEM *ﬁtﬁfé‘iﬁho Bt D Cisco IP Phone /%, Cisco
Discovery Protocol (CDP) <T7A hDIFfE%~x 3 Type Length Value (TLV) %4 L T, #FIi
TWOEEBDR—IDYV 7 AT = NOEFEEZAAL v FIZEMLET, AL v FIEAA MEE TLV &
Wi LET, F—F X2V T 4Tl IPPhone D7 —% R—FrTHOV 7 X ezmbEs, HA
s OFEZERT TLV 1 ‘ﬁ]’i’xj’@ékﬁ—< I, AT 4w MACT RLVA, AT 4 vF MAC T R
VA, BIOFAFI I Eé?W;MAC7’FVXWﬁVV(7FLO<T TINBHIBRSILE T,
ﬁ'JﬁTéﬂf_Tﬁl/Xli AT I v 7IZFHINDINELEFRESINTZHEICEY, FOBEIsE

T

FIFILEDR—F X2 YT 4HTE

HgE FI+I FERE
R—F Xz UT 4 TA4E—T N
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R—F €xaUFs0FesE A

H#eE FI+IFERE

¥ 27 MAC 7 R L 2D Kk 1.

BRE—F shutdown, ¥ =7 MAC 7 R L AN K& #EiE L
72%5A. "—hMIvyvy h&¥ovr L, SNMP F7 v~
BN EE I NET,

R—bk X2 T DERERE
o [R—F X2V FT4DAF—7 1t (P.85-5)
o [F—=FTOFR—bF X2V T EE— FOERE] (P.85-6)
o [R—=FTOEXF=2T MAC 7 KL ADRKEDOHKE] (P.85-7)
o [RF 4y F MACT RLRICEAR—F BX2UT 4 DR—FTOAXx—714k] (P.85-8)
o [R—=FTORET 47 EXxa2T MAC T KL ADRE] (P.85-9)
o [R—=FTHOEF=27 MAC 7 RL2ADT— 7 #%E| (P.85-10)

R—bktEXaUTsD/ =TI

e [N/ TOR—F BXx=2UT DA x—714] (P.85-5)
e [ 7/ BAR—=FTOR—K BX2UT DA %—7114 (P.85-6)

SO TOR—k X2V TF14DLF—T UL
H— b EFa VT 1 R LT B YA R LET

A

3R O EXaT7 T RVARET VANV ETL THY, ERKCRTEIT 740N 77 ¥ a UEdR— o
Ty NETLUTHAED, NG TR— X2 YT 0524 FX—TNMICT AR, ZOFR— K
DEX¥2T7 MAC T RLADRKEZZELET (KR—FTOEx27 MAC 7 KL AD R KED
e (P.85-7) &),

N7 THR—h X2 VT 454 F—TNCTT DTN, ROEEEZITHET,

avwyk B

AT971 Router (config)# interface BMETAHAA L E—T oA AERRNLET,
{type slot/port | port-channel channel number}

A7972 Router (config-if)# switchport R—rELAFV2R - LTRELET,

AF973 Router(config-if)# switchport trunk encapsulation B 7t E 802.1Q & LTERELET,
{isl | dotlgqg}

AF97 4 Router (config-if)# switchport mode trunk TSAEICHR— "2 NS TR ELET,

ATY7 5 Router (config-if)# switchport nonegotiate DTP é‘»{ﬁ)ﬂﬁ LWk T 72/ ELET,
AF976 Router (config-if)# switchport port-security NIV I TR—F X2 VT 424 %—T NI LET,
AT97 T Router (config-if)# do show port-security HEXHRLET,

interface type slot/port | include Port Security
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W K+ eXaUF OBEARZ

W, FAEY b A=Yy 8 B—F 536 ZFZW T 7 LTHEL, F—bF X2 T 1%
AF—=T T HHERLET,

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # interface gigabitethernet 5/36

Router (config-if)# switchport

Router (config-if) # switchport mode trunk

Router (config-if) # switchport nonegotiate

Router (config-if)# switchport port-security

Router (config-if) # do show port-security interface gigabitethernet 5/36 | include Port
Security

Port Security : Enabled

TR R—FTOR—F £F2) T DA =T )L

TI7HABR=FTHR=bF X2V T 420 X—TNTTDITIE, ROEXEZITVET,

avwok B8
A7971 Router (config)# interface BETAAN L HF—T oA AERBIRLET,

{type slot/port | port-channel channel number} .
GE) A—HM3I. P/ R —FFEZIZPVLAN FR—
FEeLTHEHRTEET,

AT797 2 Router (config-if)# switchport R—hrE2LAFY2AR—FELTHRELET,
A7973 Router (config-if)# switchport mode access R—FrZ2LAY2T 7 EBAR—F L LTHEELET,

(G¥) 7744k ®—FK (dynamic desirable) DR—
MI, BF=27 F—FE LTRETEEE A,

AF97 4 Router (config-if)# switchport port-security R—FDOR—F X2V T 42— NI LET,
ATY7 5 Router (config-if)# do show port-security HEAXHRLET,

interface type slot/port | include Port Security

WL, ¥ATEY P A=y P R—F512 THR—F X2 VT 424 X —TNZTHHE2RLET,

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # interface gigabitethernet 5/12

Router (config-if) # switchport

Router (config-if) # switchport mode access

Router (config-if)# switchport port-security

Router (config-if) # do show port-security interface gigabitethernet 5/12 | include Port Security
Port Security : Enabled

R—FTOR—F X)) T1ERE— FOERTE

AR—=FTHR—=F BF2V T OBERKE— RZHRETDHITE. WOEEEITHET,

avwv R B#

AFv71 Router (config)# interface FRETH LAN R— R 28R L E 7,
{type slot/port | port-channel channel number}

Wl _Supervisor Engine 2T Y7 k97 av74Falb—>av 4 F YJ—X 15.18Y



| #£85% HA—FE£FaUTq

R—F €xaUFs0FesE A

avw Yk B#

AF97F2 Router (config-if)# switchport port-security EE) BEXE—F, BLUWEX 2V 7 BRI E
violation {protect | restrict | shutdown} nNr-Exn7 7y ‘/é‘f%ﬁﬁ Li'@‘

AT973 Router (config-if)# do show port-security X E X MRS LE T, violation_mode DfEIX. protect,
interface type slot/port | include violation mode restrict gifﬁjlshutdOWHl%ng

* protect : +oBoExaT MAC 7 RLAZHIERL T MAC 7 R AN R REE Flalb £ T,
PFC IZEETLT RVARAKRA LRy b Ry 7 LET,

e restrict : +7EDOEX 2T MAC 7 RLAZHIFRLTMAC 7 RV AEMNERKIEZ TH 5 E T,
PFCIZXELT RV AR ARy M4 Ru v 7L, Security Violation & 7 > Z M5y S F
\?‘O

e shutdown : /> ¥ —7 = A A% 7-72HIT errordisable 27— ~MZ LT, SNMP 7 v 7il& % %
ZLET,

(GX)  errdisable 27— R b EF 27 R— FZ[EIE T 5I2I1L, errdisable recovery cause violation_mode 7
g—/N)bary7 4 Xalb—vary avry REANLET, £720%, shutdown ¥ X no shut down 1
VHE =Tz AR AT 4Falb—vary avr REANLT, FHITEF 27 F— F2FHOA 32—
VZRT Z LM TEET,

WIZ, Ay b A= Fy b A=K 5/12 D% =2V T (EXE— N% protect [IZFERET HH %2R L
iﬁ—o

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # interface gigabitethernet 5/12

Router (config-if)# switchport port-security violation protect

Router (config-if) # do show port-security interface gigabitethernet 5/12 | include Protect
Violation Mode : Protect

w2, FHEY b A =Py b R—hF 512 DXV T 4ERE— F% restrict IRET HHZRL
9,

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # interface gigabitethernet 5/12

Router (config-if) # switchport port-security violation restrict

Router (config-if) # do show port-security interface gigabitethernet 5/12 | include Restrict
Violation Mode : Restrict

R—FTHOEF217 MAC 7 FLRADRRHBDETE

t¥ =27 MAC 7 RL ZADHRKREEZ R — MIRET HITIE, ROEEZITWET,

avvk iy
A7971 Router (config)# interface BETAA L H—T o ABRINLET,
{type slot/port | port-channel channel number}
AT972 Router (config-if)# switchport port-security R—RMIx L, X227 MAC 7 RL ADO R R %2HETE
maximum number of addresses vlan {vlan ID | LET+ (F7441ME1)
vlan range} °
(GX¥) VLAN ZELOREIX., 277 THR— |
SNET,
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W K+ eXaUF OBEARZ

o number of addresses DA NHHIL 1 ~ 4,097 TT,
e F—=hFEFaUT 41, FF727%YR—-bFLET,
- M7 T, RV BIRNTZ Y EOFTRTO VLAN I LT, X 27 MACT R

VADR KRB EFRETEET,
— X 27 MAC 7 FLADER¥IZ. 1 2O VLAN. F7-1348ED VLAN &I L TRE
TEET,

— FFED VLAN #PHIZ, —#o VLAN F524 v a () THORPFTANLET,

— HEDO VLAN E52 o~ TRU->TANT52 b, —fld VLAN BEEZH v 22 THOR
FTANTHZEHTEET,
WIZ, FAEY F A—=H%xy F K=K 5121 L, E%27 MAC T FLADHERREEL 64 ITRE
L1 &RLUET,

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # interface gigabitethernet 5/12

Router (config-if) # switchport port-security maximum 64

Router (config-if)# do show port-security interface gigabitethernet 5/12 | include Maximum

Maximum MAC Addresses : 64

ATA4YEMAC 7 FLRIZEABR—F X2 T DR—FTDA R—

JILiE

274 vFMACT RLARIZEDAR—bF X2V T 4 2R — b TARX—TMITDITIE, ROIEEE
TWET,

avw vk B

ZT971 Router (config)# interface RETAA X —T oA AR BIRLET,
{type slot/port | port-channel channel number}

AF972 Router (config-if)# switchport port-security 27 4 v F MAC T RLRAIZEAR—FEX2UT 1%
mac-address sticky —FT4X 7» Li?

» switchport port-security mac-address sticky 2~ > K2 AAT25 L, RDOLE I ET,
— R—=FTEAFT I IICFBEINTZT R TCOEF2T MACT RLAF AT 4 v BX%aT

MAC 7 Kb &| ’wiﬁéﬂi'@ﬁ

ABT 47 leEFaT MACT RLAIE, AT 4 v % MAC 7 RLRIZEBRENER A,

— EF VLAN TH A F I v 7 i2FEHINZEX2T7 MAC T FLRE, A7 4% MAC 7 R
VAL EMENFE T A,

- XA FIvIICFEEENTEZFHHOEFXF 2T MACT RLAIEZ, A7 4 vFX 7T RLRERDE
‘j—o

* no switchport port-security mac-address sticky =~ > FZ A4 5&, A— bk EOFTXTDR
TA4vFEXF2T MACT FLRAR, AT Iy 7 t%a7 MACT FLAICEBSNET,

Supervisor Engine 2T Y7 bz 7 av 74 F¥al—¥a>v H4 F Jyy—R 15.1SY
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FEFalT4q

o AT 4 /%MACTI\\/X?))?%?‘ v 71Z
MIRESND LD

721XV a— FR&IC

R—F €xaUFs0FesE A

FERINIZHEIZ, ZOT FLAEZEFRELT, EBE
W2 2121%, write memory 7213 copy

running-config startup-conﬁg awy REASHLT, 7 R A% startup-config 7 7 A /WAIZRTFET

LRENRDHY ET,

WIZ. AT 4 v F MACT FLAIZEAR—F X2 T 42Xy b A —H %y h R—F512 T

A F—=TMZT DH 2R LET,

Router# configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

Router (config) # interface gigabitethernet 5/12
Router (config-if)# switchport port-security mac-address sticky

R—FTDRET4 99 %217 MAC 7 FLRADEETE

ATyF1

ATy7 2

ATy73

ABZTF 47 ¥ 2T MACT FLZA&R— |

WCERET DITE, ROEEEITVET,

avy kR

E[:y

Router (config) # interface
{type slot/port | port-channel channel number}

xET D LAN A— M & &INL £7,

Router (config-if) # switchport port-security
mac-address sticky mac address [vlan vlan ID]

A—=RMIZXL, A¥T 4 v 27 MACT RL A& E%aT

T RLALELTRELET,

G¥) VLAN Z L oREIE. b7 720 THER—
S,

Router (config-if) # end

27 4 FXal—vary ET—REEKTLET,

o AT A4 YFMACT FLRIZEDAR—F X2 T %4 F%—
X227 MACT FLZZHRETEET (A7 4 vF MAC 7 FLAILED
(P.85-8) =ZM),

DKR— K~ TDOA 2 —T 4k

LTWEOHBEIT AT 4 vF
el N

T

o switchport port-security maximum =~ R CHR— MIFEHETHEF =27 MAC 7 FLADKK
Bick v, REWMHEREF 27 MAC 7 KL AN ERSET,

o BARELIVLRVEF2T MACT FLAZRETDE, HOVDOMACT FLAZFAT Iy
EESNET.

e FIUITIE A=hFEFX2 VT 4B FR—-bShET,
- b7 7 T VLANNTRAY T 4 v 7 £F 27 MACT RLAZBRETEET,

— NI T, AXT 4 v 7 EX2T MAC 7 RLRIZHIET 5 &L 912 VLAN 28 E L TW
WA Z D7 KL R4 switchport trunk native vlan =~ > N T E L7 VLAN Tk ¥ =
T LI R,

WIZ, ¥HEY b A —H Xy b FA— K 5/12 TMAC 7 K L2 1000.2000.3000 % EF =27 7 KL R &
LTREL, TORELHRT DB RLET,

Router# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # interface gigabitethernet 5/12
Router (config-if)# switchport port-security mac-address 1000.2000.3000
Router (config-if) # end
Router# show port-security address
Secure Mac Address Table
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W K+ eXaUF OBEARZ

1 1000.2000.3000 SecureConfigured Gi5/12

R—bFTOEFXF2127MACT7 FLRDI—VVTRE

o [R—=FTOEXF2T MACT RLADZ—V U7 24 70FE] (P.85-10)
. — FNTCOEXF2T7 MAC T RLAOZ—U 7 24 20i%E] (P.85-10)

o AZT 47 BFaT MACT FLABLUPARAT 4 vF BF a7 MACT FL AL, HIREOIN &
R0 EHA,

e absolute ¥— UV —REZHHL Cx—V 7 XA TRERETDE, ¥4 T IvIIZFHEINDE T
TOEXFaT7 TRVAGF, =— V07 XA L5RZ5 RN LR ET, mactivity% 7 —
REHFHL o=V 7 A TERETDE, ==V T XA LE, FATFI v 7IZFEIN-
TRTOEXR2T 7T RUVARMBEINE R D ETOHT 774 7HIHME LTE éniﬁo

R—FTOEF2127 MAC 7 RFLRDI—S VG B84 TDOHE

ATyF1

ATy7 2

TFXF 2T MACT RLADTZ—V 0 7 Z A LER—MIRETEET, X227 MAC 7 RLADT—
DT BA TR NIRET DI, ROEEEITVET,

avy R

iy

Router (config) # interface RETSH LAN R— FE2EIRL E1,

{type slot/port | port-channel channel number}

Router (config-if)# switchport port-security aging | X 27 MACT7 RV ADxZ—I 7 XA TFHKR— KT
type (absolute | inactivity) BIELET (5740 i absolute).

WIZ, ¥AEY b A=V Fy b B—F 5/12 D=7 B A 7% inactivity IR ET 5612~ LE
T

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # interface gigabitethernet 5/12

Router (config-if)# switchport port-security aging type inactivity

Router (config-if) # do show port-security interface gigabitethernet 5/12 | include Type
Aging Type : Inactivity

R—FTOEXFL7ZMAC 7 RLADI—S0Y 44 LOBE

ATyF1

tXF 2T MACT FLADT =0T ZA LR — MIRET DI, ROEEZITVET,

avy kR

E[:y

Router (config) # interface RETAA VI —T 24 AZEIRLET,

{type slot/port | port-channel channel number}

ATY72 Router (config-if)# switchport port-security aging |+* 27 MAC 7 RLADT—0 7 24 MR — MC
time aging time HELET, aging time DAL 1 ~ 1440 5 TF

(F7 1 HiZ0),
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R—F txaUFsoFEowE B

WIZ, FAEY P A—=% Xy B A=K 5/1DtF*=2T7 MACT RV R =—2 07 ZA Lk 2 FEH
(120 43) ICRET DB 2R LET,

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # interface gigabitethernet 5/1

Router (config-if)# switchport port-security aging time 120

Router (config-if) # do show port-security interface gigabitethernet 5/12 | include Time
Aging Time : 120 mins

R—bk X2 )T 1 DEREDHR

R—b tFa2 VT A RELFRT DI, kKoa~vr FE AN LET,

avwyFk

B

Router# show port-security [interface {{vlan vlian ID} |ZAA v FF-IIEINTA L F—T 24 ADKR—F X2
| {type slot/port}}] [address] VS RERERLUET,

e R—hrEF2UT 4Tl vlan F—U—FREF 70277 THR—FENRET,

¢ address ¥—7— K& AL TE*a27 MAC 7 KL AZERTHL, 47 RLADZ—V L /1
W (AL FICxT D7 v —rUER, ETdA ¥ —T =2 AT LOFR) BERINET,

o KOMENFRINET,
- BALE =T 2 ATHAINLDEF 2T MAC T FLADRKE
— A= T2 RAIHESINTZEF 2T MACT RL 2D
- BAELEZEX 2V T 4E KO
- ENE—F
WIZ, A ¥ —T A A% AT L7 WIEA O show port-security 2~ > FOHFl 2 TR L ET,

Router# show port-security

Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action
(Count) (Count) (Count)
Gi5/1 11 11 0 Shutdown
Gi5/5 15 5 0 Restrict
Gi5/11 5 4 0 Protect

Total Addresses in System: 21
Max Addresses limit in System: 128

WIT, BEEDA ¥ —7 = A A% 5 show port-security =~ > FOHAHIZRLET,

Router# show port-security interface gigabitethernet 5/1
Port Security: Enabled

Port status: SecureUp

Violation mode: Shutdown

Maximum MAC Addresses: 11

Total MAC Addresses: 11

Configured MAC Addresses: 3

Aging time: 20 mins

Aging type: Inactivity

SecureStatic address aging: Enabled
Security Violation count: O
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KIZ. show port-security address ¥t EXEC =~ > RO 2R L ET,

Router# show port-security address
Secure Mac Address Table

Vlan Mac Address Type Ports Remaining Age
(mins)
0001.0001.0001 SecureDynamic Gi5/1 15 (1)
1 0001.0001.0002 SecureDynamic Gi5/1 15 (I)
1 0001.0001.1111 SecureConfigured Gi5/1 16 (I)
1 0001.0001.1112 SecureConfigured Gi5/1 -
1 0001.0001.1113 SecureConfigured Gi5/1 -
1 0005.0005.0001 SecureConfigured Gi5/5 23
1 0005.0005.0002 SecureConfigured Gi5/5 23
1 0005.0005.0003 SecureConfigured Gi5/5 23
1 0011.0011.0001 SecureConfigured Gi5/11 25 (I)
1 0011.0011.0002 SecureConfigured Gi5/11 25 (I)

Total Addresses in System: 10
Max Addresses limit in System: 128

Cisco Catalyst 6500 >V — X A1 v FOFM REFBL RN T TN 2a—T 0 7 IEREGT) |

DONTIE, ROR=VITREND FF a2 A FEZRL TSN,
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html

Bi~==2T7VOTATT 74 —F NIBMTD
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