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ARA=T~DT v T 7 L— R

INETICHANIZL DI, ACL 2707 T A4 5L, = P BLU~A7 D2 DO N— Y =
T UY—=AREEEINET, TNHDY Y —200TFNIBNEVRLES L, ACL Ll Eo—
Ry =77 m s o035 LITTEERA,

VY —2AZHWREZLIEZBEAIT., ROEEZSRL TS0,

VI, 7 av724Fal—>aYy H4 F—11)—2X 12.2(40)SG
m. OL-14303-01-J |
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Supervisor Engine II-Plus. Supervisor Engine IV, Supervisor Engine V. # & U Supervisor Engine V-10GE ® TCAM R4 55 >4 & ACL ||

o [FulSI 7 TAITYXLOEHE] (P.39-9)
e [TCAM V— 30 0% A X2H ] (P.39-10)
o [HIfH 7y FOF ¥ 7FF v OF— FER] (P.39-12)

005329 PILIYXLDESR

GE)

(E)

GE)

VAT AEOZ R PHENREENTYH, = NV EEATELHE. Tu s T 37 X% packed
M5 scattered ICEFETLH L, ~AZMEHAREIZZ2 Y, ACLZN— R =728 561I27n /I LTX
LHE 2 ET,

ACL7a /737 TNa) XLEHEE LD TCAM Y —Ya O A X&ER LT HE, T
RTO ACL B—FERICN— R =7 b7 rr— RE, LW TCAM /RT7 A —Z (i > THY
n—RENET, Hr—F e 23 & T3 5E T ACL IFEHETE £ A,

BMiX, ACL= > N T Eto~vRA 7 8ER/MET25Z L2k, TCAM VU V—R2% X LIZHNHEA
TAHZ LTI,

B avwUFk

scattered ¥ 7213 packed 7 /L T Y X Lff |Switch# show platform hardware acl statistics
JHIFED TCAM F R % Hoie utilization brief

2= ?flxéfpacked.ﬁ)E>scaneredﬁi. Switch (config)# access-list hardware entries
i scattered

T N3 U X L% scattered 7> 5 packed |Z |Switch(config) # access-list hardware entries
IR packed

Zu

access-list hardware entries packed (7 7 + /L MR /EICZ72 - TH Y | show running-config =~ > R
D INTIFTER TAE A, scattered T— RERE LIAE L. T Taccess-list hardware entries
scattered] DITHRF/RENET, b VI packed T— FERELEHAIX,. a~r FHAKMEER
SNEEA,

TCAM 7 wu 27 Z I 7 7Y ZALDT 7 4 /v FiREE. packed T,

WO 1%, packed E— RTEET 2 A4 v FTHELZEDTYT, ACLT MU D 49% 121t %~
077 LT HDIT, 89% DV ATNUETHD T NN £77,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# access-list hardware entries packed

Switch (config) # end

Switch#

01:15:34: %SYS-5-CONFIG I: Configured from console by console
Switch#

| 0OL-14303-01-J
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(E)

TCAM ') —

Switch# show platform hardware acl statistics utilization brief

Entries/Total (%) Masks/Total (%)
Input Acl (PortAndvVlan) 2016 / 4096 ( 49) 460 / 512 ( 89)
Input Acl (PortOrVlan) 6 / 4096 ( 0) 4 / 512 ( O
Input Qos (PortAndVlan) 0 / 4096 ( 0) 0/ 512 ( O
Input Qos (PortOrVlan) 0 / 4096 ( 0) 0/ 512 ( 0
Output Acl (PortAndVlan) 0 / 4096 ( 0) 0/ 512 ( O
Output Acl (PortOrVlan) 0 / 4096 ( 0) 0/ 512 ( 0)
Output Qos (PortAndVlan) 0 / 4096 ( 0) 0/ 512 ( 0
Output Qos (PortOrVlan) 0 / 4096 ( 0) 0/ 512 ( O

L40ps: used 2 out of 64

WO X, 7T Y X LW scattered E— RIZEF INZRICNELTZHDOTT, =2 MU D 49% %

TG AT HIEDINEIR~ AT EN 49% IS LT 2 E R £7,

=Y EOFTRTOR—FTDHCP A X—VE L ZBIOIP Y —R& H— FRA RX—TLDOEEIT.

scattered ¥ —V— R&2HHTHILENH Y 7,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# access-list hardware entries scattered

Switch (config) # end

Switch#

01:39:37: %$SYS-5-CONFIG I: Configured from console by console
Switch#

Switch# show platform hardware acl statistics utilization brief
Entries/Total (%) Masks/Total (%)

Input Acl (PortAndvlan) 2016 / 4096 ( 49) 252 / 512 ( 49)
Input Acl (PortOrVlan) 6 / 4096 ( 0) 5/ 512 ( 0)
Input Qos (PortAndVlan) 0 / 4096 ( 0) 0/ 512 ( 0
Input Qos (PortOrVlan) 0 / 4096 ( 0) 0/ 512 ( O
Output Acl (PortAndVlan) 0 / 4096 ( 0) 0/ 512 ( O
Output Acl (PortOrVlan) 0 / 4096 ( 0) 0/ 512 ( 0
Output Qos (PortAndvVlan) 0 / 4096 ( 0) 0/ 512 ( O
Output Qos (PortOrVlan) 0 / 4096 ( 0) 0/ 512 ( O

L40ps: used 2 out of 64
Switch#

ERMINL W& 1]

TCAM (F, BAasfEEOT Yy M) 2T 2 ) —Ya vichElanhtd, TCAM 2k, AJ1 ACL,
/) ACL, A7) QoS (Quality Of Service) . 171 QoS @ 4 TN H Y £3, £ E ) PortAndVian
Y— g & PortOrVlan UV —Y a 2Bl &ihvE<d, 774/ FTid, PortAndVlan V —> = > &

PortOrVlan V —< 3 > OW A XX[FE LT,

WKDOFRIZ, T NI BIOTRAIZHEYR— B R—R—N_A P 2 D TR LET, Z—
NP 2Dy FIBEBIB~RA 78T, TCAM OFFE I & TY, =& 21X, AJii#aE

TCAM 1T1% 16,000 =2 U 23, HJj#RE TCAM 121X 16,000 = R U RH D F5,

B V7F9z73v74Falb—Yar H4 F—1YU—2X 12.2(40)SG

OL-14303-01-J |
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(E)

GE)

GE)

Supervisor Engine IvhkY TRY
Supervisor Engine 111 16,000 2,000
Supervisor Engine IV 16,000 2,000
Supervisor Engine V 16,000 2,000
Supervisor Engine II-Plus 8,000 1,000
Supervisor Engine II-Plus-TS 8,000 1,000
Supervisor Engine V-10GE 16,000 16,000
Supervisor Engine II-Plus-10GE | TBP TBP

Supervisor Engine II-Plus-TS, IV, V. I L1 Catalyst 4948 A A v FTHOx > U &< R 7 DN
8:1 THAHIH, vAZHD TCAM AX—RE, =2 MY HDOAR—ZANHEE INHANIHEIND
BB ET,

TCAM ZA 7055 ) —Ya IO ) —Va VNIZ N TWAZERHVET, TOLH 7%
e, V=YaroEsxr ) ey U RLERMOY =V a VICBETHZ LIk T, U—
VarvOh A REERTEEY, V—Va OV A4 XEEET 5HITIEL, access-list hardware region
{feature | qos} {input | output} balance =~ > FZHH L 3, TN D TCAM & A FIZIZEAF D
V=Va vy NTUARHY T,

NS 2EREL T 5L, PortAndVlan UV —a >0 MU 32 . PortOrVlan V —Y a3 vz v
FUEEY £, NT U AEEEKLSTH L. PortAndVian V=Y a Dy b U AEY . PortOrVlan
V—Yaroxzy M)z Ed, NI AEE 501275 &, PortAndVlan U —3 3 > & PortOrVlan
U—Ca B0 YRR Iz £,

HED TCAM % A 7Tl PortAndVlan V — 3 > & PortOrVlan V —Y s v M) 237 F &%
HZENTEET (72L& z21E. AJ1 ACL TCAM PortOrVlan UV — 3 v A ACL TCAM
PortAndVlan V —> g U~ TEx£9), TCAM A 7T MU A3 7 h 52 3T
Ao

U=V a OV A ZAEFIZLDERHDNE > D EFH5121%, show platform hardware acl
statistics utilization brief =~ > N&fEHA L £,

Switch# show platform hardware acl statistics utilization brief

Input Acl (PortAndvVlan) 2346 / 8112 ( 29) 1014 / 1014 (100)
Input Acl(PortOrVlan) 0 / 8112 ( 0) 0 / 1014 ( 0)
Input Qos (PortOrVlan) 0 / 8128 ( 0) 0 / 1016 ( 0)
Input Qos(PortOrVlan) 0 / 8128 ( 0) 0 / 1016 ( 0)
Output Acl (PortOrVlan) 0 / 8112 ( 0) 0 / 1014 ( 0)
Output Acl (PortOrVlan) 0 / 8112 ( 0) 0/ 1014 ( 0)
Output Qos (PortOrVlan) 0 / 8128 ( 0) 0 / 1016 ( 0)
Output Qos (PortOrVlan) 0 / 8128 ( 0) 0 / 1016 ( 0)

L40Ops: used 2 out of 64

| 0OL-14303-01-J
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GE)

o A1x. AJ1 ACL PortAndVlan UV —>a v DO~ 2 7 378 o= DD A ACL PortOrVlan
V=g VIZEEIRENRDY, BIORABRTHRHATESZ L2/RLTWET, KIZ, PortAndVlan V —
Ta Iz b U D T5% EEID YT, PortOrVlan YV — 5 12 25% 2E W 4 CT5 X9 A1 ACL
TCAM VU —2 gy NS AREESTLEZ R LET,

Switch# configure terminal
Switch (config) # access-list hardware region feature input balance 75

V=g NI AOFHEEIL, PortAndVian UV —Y a LZEID S CToH N Y —R T X
PortOrVlan V —a > DU VY —R 37 2 £,

Switch# show platform hardware acl statistics utilization brief

Input Acl (PortAndVlan) 2346 / 12160 ( 19) 1014 / 1520 ( 67)
Input Acl(PortOrVlan) 0 / 4064 ( 0) 0/ 508 ( O
Input Qos (PortOrVlan) 0 / 8128 ( 0) 0 / 1016 ( O
Input Qos (PortOrVlan) 0 / 8128 ( 0) 0 / 1016 ( O
Output Acl (PortOrVlan) 0 / 8112 ( 0) 0 / 1014 ( O
Output Acl (PortOrVlan) 0 / 8112 ( 0) 0/ 1014 ( O
Output Qos (PortOrVlan) 0 / 8128 ( 0) 0 / 1016 ( O
Output Qos (PortOrVlan) 0 / 8128 ( 0) 0 / 1016 ( O

L40ps: used 2 out of 64
Switch#

77 4V MHEICEJIZIE, access-list hardware region {feature | qos} {input | output} balance =~
VRO no BEFERT L0, NTUAE50ICLET, FKOFEIL QoS IZOWTHETTEET,

ACLIZEBAECPUD S ITINSa—TFa2y

GE)

s Ny
N

GE)

TR T LAINTEACLOT Y P VIC—T 57y ME, "= R =7 TREIhET, 727
L. KB ACL B8 LU IPSG O EIX. ACL RFERICT v 7 T LA SINDHHNT, Supervisor Engine
II-Plus-TS, IV, V., B LUV Catalyst 4948 X1 v F D TCAM v~ A7 2 HETHZ ENHV £7,

o7 e 7 583N ACLO Yy FUIZ—T B3y ME, CPUZBEHLTY 7 by =7 T
BIXNET, 2L, CPCUMHERELS o0y R Ry ENA3ZERnHD 7, /3
7 hHRE CPUMBAROEDIC R vy 7ENTWAENE I NEHBIT HIiE, kO URL 25 L T
<TZEVY,

http://www.cisco.com/en/US/products/hw/switches/ps663/products_tech note09186a00804cef15.shtml

ACL £721Z IPSG RENN— R 7 =7 TEHHHNZ T 0 7T I v 7 I TWa54 . Cisco I0S Release
12.2(31) SGA BAEIZ7 v 77 L—F L. TCAM U—3 2 > 0¥ A R%EH T 5 L. ACL D5l
s T I RARRICR D ENH Y T,

EAH SN TWRW TCAM = MY OHIBREE T3 512X, MENO CPU 7R LE2— A 70
B0 ET, ZHICEY, TCAM =2 U E-13~ 27 FIHEN 100% NFRUIEWES., —Eo
Ry b Y 7 b7 THIDEZNET,

FDFv TFvDE— FER

Supervisor Engine 6-E (%, Z OHfEE YR — LT EFHEA,

VI, 7 av724Fal—>aYy H4 F—11)—2X 12.2(40)SG
m. OL-14303-01-J |
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BRI L - TiE, (CPU 28I L) A7y &2 e — L Zxy 7S v LTV 7 by =7 THi
®TBHDT if£< A=K7 7Y v P LET, VLAN BALOF v 7 F ¥ £— NHEREIC LY
Catalyst 4500 >V — 2 A A v Fi%, ER L7Z VLAN TORHIE 7y bEFxy 7F v L, 9T
O VLAN IZ2oWTCiEN—Ru 27 TChI 74927 % 7Y v TaET,

AA »FTVLAN B F ¥ 7F v T—FE2HHAT L, AT/ 2 — L TCAM ¥ ¥ 7F ¥ =
VEHOSHIZT 4 t—T ML, AX—VE U THREEIIN—T 4 U THBED =D A 21— T 725
TW5b VLAN FLOMEBRAYX Y 7F ¥ ACLEZfMMLET (TXXTOIPXF¥7Fv = MY,
CGMP, BELMLD IP st = F VX, 5l&HE /e — )V TCAM 2 LT ¥ 7 F ¥ S
), ZOREERIZ, FFEDOHIE N v N EFIET 50T, AE ACL 31 X h—/L & 7= VLAN T/
¥y 7 Iy ShEd, oFXTO VLAN Tit, #l# b7 7 4 v 713 CPU IZHRE S D D Tlid7e
o A= FRo=T7TTY) v PENET,

VLAN B0 F v 7F ¥ T— NIZk v, Hl#E Ay Moa—FE#H ACL 8LV QoS AV ¥— (n—
Fy=7H) #@HATEEST, 61, CPUIRANTAENHWNZ 7 v 7 &5ar tre—L T L—
VRV U T ORBITTEET,

VLAN Efi% v 7F v T— N&#HT5 kO 4o0Tm s F—F % VLAN BEALTER
ﬁ%ifo%7»—7?ﬁﬁ;néh%7mﬁ:w@ﬁﬁ%ﬂ% LTLEEW,

* IGMP AxX—Vt'> 7 : CGMP, OSPF, IGMP, RIPv2, PIM. 224.0.0.1. 224.0.0.2, 224.0.0.*
* DHCP AX—E 7 : 7 TAT LV DO Y =3 —=NIns 7 T4 T 2 b, —=inbH—

FATSS
e 2=F%¥x¥ AL L—7F 447 :0SPF, RIPv2, 224.0.0.1, 224.0.0.2, 224.0.0.*
o WNATFFxF¥ AL NL—T 47 : OSPF, RIP v2, IGMP, PIM, 224.0.0.1, 224.0.0.2, 224.0.0.*

TI—T D—ERIZ i@ﬁ@%@ACEﬁ%étb(tkii 224.0.0.*% 1%, DHCP A X —Vt' > 7 L4+
DFTRTOIN—FICHFELET), BEDITN—T2F N T5E, o7 L—FhE0—Eo 7
FaLvoORITZED MY T—SnET,

VLAN D 4 >0 7a vanr Zv—7rora 7307 N H—E, kO LB T,
e IGMP 2X—tE 7%, &€ VLAN TZ a0 — LA X—T W T EHLENRH Y £,
e DHCP AX—¥ 7%, $8€ VLAN T/ 0 — WA F—TNWIZTILERNH Y £,

o I=F XY AN N—T 4 TFAFX—T NI, SVI (F72EF LAV 3IPH) Ao X —T A R ET v
I, IP e han 7T RLATE iéﬂfﬁéb%ﬂ&b@i*ﬁ, ZhiE, SVIA 4 —7 =
AANT v 720, 7abar 770 T RLARHFEINDE, A v F—T =4 ATT<IT
N—F 4T TatAO—HIZh A7 TT,

o VNANTFXXYAMN—T 4 TFAF—TNIEN, ST HXY AN V=T 7 Tubarol
ONA B —T oA ATHREINTVWDILERDH Y £7 (IGMP, PIMvl, PIMv2, MBGP,
MOSPF. DVMRP, BLWIGMP A X—t 7)),

SEEEES L UHREE
~

(GF) VLANBfIF ¥ 7 F v T— REHETHANIHEEEZH . BHHO VLAN TREREEET T 0NA x—7
7o TWA Z L B MRTHAMLERNH Y £,

VLAN Hfi¥% v 7F ¥ T— RN, ROTEFEBLOHIBRFELSEA SN ET,

e VLAN Hfii¥ ¥ 7F ¥ T— &2 A X —TWIZT 5 &, ACL/HERE TCAM = MU RN X 5 ITHE
SNFEJ,

EAFTREZ: TCAM = M U T, A== "AF 2 P OBBIC L > TEDY £, = Y
[/~ A7 BUT IV ACL/#ERE TCAM OFIHFRIT S HIHIR SN E T,

VI2bkyx7ava4Fal—ar H4 F—11)—2X 12.2(40)SG
| 0OL-14303-01-J .m
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ﬂlpll
filt

ATy71
AFy72

ATy73

o BOHFMOHETIE, /7 — L vy 7FFx T— LY HHE VLAN Bfiifx v 75+ £— KT
TCAM V YV —Z2Z2MEBETHZLDHVET P Y —A T—FRWNL O DA v Z—T = A Ak,
FE 2 —YEE PACL ECTAR—T iz &ENDRE),

TCAM V= a3 OV A4 XEEF L, REIZHK ST PortAndVlan F 721X PortOrVlan V — =
VLTI oz MY EFEHARRICTEET, itk = U2 ERIZET DHIC
N=RT 7T N 27ulII07TE5L98k0ET, TCAM U Y —2ARNHEEHEIND
L Xy IRV T P 2T CEEINET,

e VLAN Hfi¥% ¥ 7F ¥ £— FTiZ., ACL 2 VLAN £ AR—+rETHIE N5 7 4 v 7 &A%
FIERT AL OICRETEET,

X2 VT 4 ACLIZEEDELATKR T ENDS =D, g (Fa kan) RNEET 57201 %hEER
HIE A FEHFAT AL ACL DRESNTWAEZ 2RI HIMLERNHD T3, 72721,
ZOHRANET 7 v FOEMEL R L TY,

AT Y FOF v T F ¥ T— FEBIRT 211 ROEELETLET,

avwvFk B
Switch# conf terminal a7 4 Fal—ar T—RNEBLET,
Switch(config)# [no] access-list hardware HIEI Ay hOF¥Y7F v BE— 2RI L F9,

capture mode [vlan | global]

access-list hardware capture mode =~ > F® no JERT,
F¥ T TFxy FE—RET TN IO u— LR LET,

Switch (config)# end A X—T) FT— RIIEDY £,

Iz, Catalyst 4500 2V — X A A v F 3 BRENRA R —T7 /W27 > TS VLAN TEFHIH 7 > k
EX v T F T HRIICHRET HEERLET,

Switch# configure terminal

Enter configuration commands, one per line.End with CNTL/Z.
Switch (config)# access-list hardware capture mode vlan
Switch (config) # end

Switch#

WIZ, Catalyst 4500 >V —X AL v FRB, TXCOVLAN T (T 74NV N E—ROXXT 1 v
ACL #EHLC) #l#H ATy b2 78— Xy 7 F vy T 5L ICHETHHE2 TR LET,

Switch# configure terminal

Enter configuration commands, one per line.End with CNTL/Z.
Switch (config)# access-list hardware capture mode global
Switch (config) # end

Switch#

XY 7T B RRTa— B RNRERIIETRIND E, AXT 4 v 7 CAM = b U i3I

e FET, ZHITE Y, HIE S s FBMRUITRAE S TIC Catalyst 4500 Y — X A A v F A @il LT
CPU ICETDI Y 4 Ky (B MMERSNET, Zo—EpRIE, L VLAN Bfrox v 7
F¥ T RPN FRy =TT u s I 73nd 3B TInNET,

VLAN B &% ¥ 7 F v £— FEZRET DL EIE, i4 OEED show =~ REF~, @Yl eB{EIC
o TWDH I LZMRTIVNENRDY £9, VLAN Bfix ¥ 7F v T— N T, BRI o7m R ¥
74 v 7 CAM = kUL, show platform hardware acl input entries static all =~ > NOHJjTIE
7277 47 (inactive) & LTRREINET, Icb i, 77747 = MOy ML, EHIC
725 THEREDS A R— T /U725 T D VLAN ZLICHEMA SN T DO T, M ShizE £ICR0 £,

VI, 7 av724Fal—>aYy H4 F—11)—2X 12.2(40)SG
m. OL-14303-01-J |
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Supervisor Engine 6-E ® TCAM 7055z 584U AcL Wl

CamlIndex = Y O 79T47 |Ev & CamRegion

50 PermitSharedStp Y 3344 ControlPktsTwo
51 PermitLoopbackTest Y 0 ControlPktsTwo
52 PermitProtTunnel Y 0 ControlPktsTwo
53 CaptureCgmp N 440 ControlPktsTwo
54 CaptureOspf N 4321 ControlPktsTwo
55 Capturelgmp N 0 ControlPktsTwo

Sléperwsor Engine 6-E ® TCAM 7RJ 35256 &U
ACL

Supervisor Engine 6 L ACL & ACL X—ADREEZ 7' v/ 7 A4 % L &1X, Mapping Table Entry
(MTE), Va7 74, BLOTCAME/~ A7 = NI DO 3EFEON—FRy =7 VY —RAZH@MHAL
T, INHDU Y —ZADOWTNLBENRIINZEEIE, Sy A CPU ICEE S, Y7 b
T T N RMENFEITINET,

(3¥)  Supervisor Engines II-Plus 7> 5 V-10GE & 13572V | Supervisor Engine 6-E (X, /A raERY) ¥ —=x
FAEBICERE L EF, ~ A7 Supervisor Engine 6-E CTHA I T, Yu /o307 7
NIV ZLN T HOLH) EA, V—VarPEELRWEZD, V=3 O A2 AR D05
Ed 0 EEA, VLAN BLDO 7y b v 7 F v T— FIIHICRES L TWDHT20, 74 E—=7 /1
THZEETEEEA,

Supervisor Engine 6-E TV Y — AR HE SN TLE -7 A, REOHEMS 2R T I2LENH Y £
iR

~

GE) A H—TxAARE T AT — DA, TCAM UV Y —RIHEE I EEA,

ACLOLAY 4 8H

ZITIE, VA Y4 R— P EEEZED ACL 2% ET 25 A0FEEFEL LOHKFEIZOWTHA L
ij‘o

o A ¥ 4EEOHIKIFE (P.39-16)
o LAY 4 EAEREROETSHE] (P.39-16)
o TACL ¥R CPU 125 2 5% (P.39-18)

VI2bkyx7ava4Fal—ar H4 F—11)—2X 12.2(40)SG
| 0OL-14303-01-J .m
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W AcLOLA YV 4ESE

L1 ¥ 4 BEDOFIFEIER

(E)

(E)

WRDOEATOEEFEHRETEET, WTNLb, "—FU=TDOLA Y 4FHEN 1 SEHINET,
o gt (greater than : £V KZ W)
e It (less than : KV /h&EWy)
e neq (notequal : 5L < 72\)
« range (inclusive range : {5 #il)

Supervisor Engine 2-Plus 7>5 V-10GE ®#4 ., 1 50 ACL IZHEET AL, 6 DETICLTLEE
VW, ZOREBADLE, Bl LK HEDOREELZIT S ACE 2, ~N— U =7 THEHD ACE (224
SNDHIERDHVET, T, BEEZITHLACENRY 7 F =7 TREINDAREMERH U £77,

Supervisor Engine 6-E Ti&, VA ¥ 4 HEHOHIRIX, ACL ORI LICRARD 9 2, hoEFEIC
FoTHEDLLZIERHV T, BYTHELRLEL UL, ACLBERELIRENT 74 v 7 ICHH
SNTWENEI ™, ACLBEXx=2VU 7 4 ACL72DOZivkd QoS KU —D—FS5:Ah & LTHEH
SNTWD DN, IPv6 ACL BWEM 7 —F AR EHH L TTr 7T LASNTHLNE I 2 E
NHOFET,

IPv6 JEfE7 o — VXTI, LAY 2T RLA T—7 %A LT, ACL ®% ACE ® IPv6 %
BT RV AR EEMLET, 70— T VL TIRESNTZRDBRAR—AT, IHIELDLA T4
HEEZY R — T 272DIERAARECTT, ZOEMEHEAT 8546, IPve ACL (2, %{F5C IPve 7 K
VADTFNL 48 By hO—#7E T2~ A2 +25 ACE 25052 LIdTEEHEA,

—fRAIZ, WT ACLICEDD ZENTE L LAV 4 HFEORKRBIIKDO L S22 7,

Direction Protocol Type Operations
Input IPv4 Security 16
Input IPv6 Compressed Security 16
Input IPv6 Uncompressed Security 7
Input Ipv4 Qos 5
Input IPv6 Compressed QoS 12
Input IPv6 Uncompressed QoS 8
Output Ipv4 Security 17
Output IPv6 Compressed Security 17
Output IPv6 Uncompressed Security 8
Output IPv4 QoS 5
Output IPv6 Compressed QoS 12
Output IPv6 Uncompressed QoS 8

16 DFEAENIR—F 256, 17T FEOOHEEIZL > T, LES M) T—SnET,

FEAAREZ2 LA ¥ 4 HEBABZIEE. BB L-EAHE LY, BEBLZT5 ACERXNN—RKy =7
THEE ACEIZEBINDIZENBVET, ZOXIBREHBRIRICEIY, Xy MIY 7 o= T DM
Ho-wliz, CPUICEEENET,

L1V 4 BERERFDIEER

LAY 4 EEFEHEAT DL, ROTEBEFHITHE> TS ZEN,

o LATAHERIX, HAFELIIART U RRER - TWD &, BERDZEETHL ERLINET,
7oL Z1E, RO ACL 1T 3 SDORBR L VAV 4HEEPERINTOET, gt 10 & gt 1112 >D
BB LAVAEFE LR REIND72TT,

VI, 7 av724Fal—>aYy H4 F—11)—2X 12.2(40)SG
m. OL-14303-01-J |
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ACLOLAvaxy N

. gt 10 permit

. 1t 9 deny
. gt 11 deny

>

GE) eqEETIE. "RV =zTOLAVY4EREZHERALRNOT, [METHESRIRICERTEE
R

o KOBPDLE I, VA Y A4AHRET, RUEEFELEIART 0 FoMBEbETH, FETA— |
T 2050 R — MOEHA T 220 k> TREDHEICRY 7,

. Src gt 10....
. Dst gt 10

LUFE, &0 aEfzaesl <,

access-1list 101
(dst port) gt 10 permit
(dst port) 1t 9 deny
(dst port) gt 11 deny
(dst port) neq 6 permit
(src port) neqg 6 deny
(dst port) gt 10 deny

access-list 102
(dst port) gt 20 deny
(src port) 1t 9 deny
(src port) range 11 13 deny
(dst port) neqg 6 permit

TrEAJARI01 BLO102 THEALTHWA LAV 4EE X, KOLBY TT,
o TIEAUVRALMI0l DL AV 4THE 5

— gt10 permit BL N gt 10deny 1%, EHLHHRICEATT, £o7<FAULT, EHH B0
A—MI#EHEINET,

o TIUEAURAKMI02DLAY 4HE 4
o LATYAHBEDOAH 8 Qo7 7w Rx VR MNITHEENDZD)

— neq6 permit 1£2 2D ACL HITHEHFINET, Fo7<FALT, ELHLEUFEER— M
HanEd.

e FHLTVWALAV4HFIZOWTHIALET,
— LAY 47K 11X, ACL101 75 gt 10 permit 33 X T gt 10 deny ZH&# L £7,
— LAY 4% 21X, ACL101 25 1t 9 deny Z & L £,
— LAY 4% 31, ACL101 205 gt 11 deny Z#&#I L £7,
— LAY 4E 413, ACL101 3L U102 75 neq 6 permit ZFHH L 9,
— LAV 4E 5%, ACLI01 75 neq 6 deny 45 L £ 97,
— LAY 47K 61X, ACL102 205 gt 20 deny Z A& L £4,
— LAY 4% 71X, ACL102 75 1t 9 deny Z & L £,
— LAY 4K 81X, ACL102 » 5 range 11 13 deny #4841 L £,

VI2bkyx7ava4Fal—ar H4 F—11)—2X 12.2(40)SG
| 0OL-14303-01-J .m
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W AcLOLA YV 4ESE

ACL #EH CPU ICE5EZ 2%

ACL LHT, WD 2 >DJET CPU IZ L 52 2 Wit d v £,
s —HDONT Y T, N=FU =T U Y=REHENRIZLIZEA, ACL LORAEEZY 7 by =TT

P

FTTHLENDHY £,

/4

Supervisor Engine 2-Plus 7% V-10GE ®#;4, lrstack] & [synfinrst)] @ TCP 7 Z 7 Ol
HEDERN— Ry 27 TR EhE9, lrstack] i%. F—7U— K established & [F% <9,
flid> TCP 7 7 7 OfAELEIZ, Y7 by =7 THR—FSET,

Supervisor Engine 6-E ®#;5 . Trst ACKJ. Tsyn finrst], Turg), 3L Ipsh) ® TCP 7 Z
T OMABEDERN— R =7 TR SN ET, lrstack] (F, F—U — I established & [F5
TY, o TCP 77 VY D#AEHLEIX, V7 My =7 THR—FENFET,

Supervisor Engine 2-Plus 225 V-10GE O34, X COHEKEEZ /— F 7 = 7 TRET 5121,
ACL IZHET D LA ¥ 4 & (It. gt. neq. BEVrange) % 6 DETICTHLENHY £
T TOUEDO LAY 4 HETE, BiRSOEREIZONW T N— KT =7 THED ACE (24 #
LESELET, "= RU =T TCERTERDSTGA, Ny NIV 7 M= T7 TRE IR
F, AT AT KEOLA Y 4HEREOSH D KB ACL X, KED ACL BRE S iz
AA v FTHRIOATEENEL 720 £, EMERREIX, REISN TV Ao ACL 0.
EHHGD ACLICE > THRASNDFHFED LAV AEKRICL > TRAEY 7, eq EETIX,
LAY 4EREZLIEL LARWDT, [METHLEHTE £,

Supervisor Engine 6-E {22\ TCik, [+ ¥ 4 JHEOHIKFE] (P.39-16) 2L T ES
AN

ACL WD LA ¥ 4 HEOEFED 6 [T 2WEE, EEOR TLEAE B IELZ LN T
EET,

L BlERLET,

WROT 7EA JARMNMI, §XTAN—RFRy=7 CRBEINET,

access-list 104 permit tcp any any established
access-list 105 permit tcp any any rst ack
access-1list 107 permit tcp any synfin rst

T7E8A UZAK104 BEO 105 1X[F U TY, established % rst 38 & Y ack DEIEEZ T,

ROT7EAYAR01IE, TV 7 bo=7 TREShET,

access-list 101 permit tcp any any syn

ROT 7 A YRR 106 1, FEILHAED 4, 50%EHEN 2 20T, "—FU =7 TRHEI
£,

access—-list 106 permit tcp any range 100 120 any range 120 140
access-list 106 permit tcp any range 140 160 any range 180 200
access-list 106 permit tcp any range 200 220

access-list 106 deny tcp any range 220 240

WD — FOBE, PEAE LR L SUREN 3 5T ob B0 T, 3 FHD ACE kT 5 LA
Y4 EREILdst 161023 2 N— R =7 THEDO ACE 2L L5 L LET, B TE o
A, 3F/EDOACEIZY 7 by =7 TUHEH S ET,

access-list 102 permit tcp any 1t 80 any gt 100

access-list 102 permit tcp any range 100 120 any range 120 1024
access-list 102 permit tcp any gt 1024 any 1t 1023

VI, 7 av724Fal—>aYy H4 F—11)—2X 12.2(40)SG
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1=%vZXFMAC 7 FLR 248y Fnge B

WOT A U AR 103 OHE BRRIC. 3 FOD ACE 13 dst gt 1023 2/ — FD =7 THE
DACEIZEHL LS ELET, BRTERDPSTEHE, 3FDDO ACEILY 7 hU =7 TR
SNET, FEAR- PBIOSAER— FOEBEIIFACEIICRAETN, BRARD1 1Y 45
BLRZEET,

access-list 103 permit tcp any 1t 80 any 1t 80
access—-list 103 permit tcp any range 100 120 any range 100 120
access-1list 103 permit tcp any gt 1024 any gt 1023

~

(3¥)  source port It 80 & destination port 1t 80 (X, HA3HE L AR INDHOTHEELTLEE
AN

o —YRDONRT Y NMEIT AT T 47 HHTCPUILEETALERHY T8, 77 aito
FEN—KRU2TTCEITEINET, 2, Ny boun R ERGAE, v 7INEOT-HICa
=2 CPUICEEFEINFE TN, ik (X Fey ) 3n—FKRu=7 CETINET, v
T2 & - T CPU OMEHE DK T UE T2, 6 EI B2 ITETAL, ZORMNBEETD
DL, WD XS pGE T,

— log ¥—U—R2BMEA STV 2454
— A ACL T v PR ETR SNEHEE

— AJTACL T/Fy FBMESR S, ACL 86 &z A % —7 = A A [T ip unreachable
WA X =T Wl > T B4 (ip unreachable I3, 77 4 /V F T, T_XTHOA U F—T = A
ALTAR=T NS> TVET)

A=FXvRXAMNMACZRKLR 24181 V5 DERE

@E®D VLAN 128D MAC 7 RLADaZ=%v A~ T T 4 v 75T XTIy 73512, kROE
ERITWET,

avwy kR

E[:3)

Switch(config) # mac-address-table static mac address |#E® VLAN IZHD MAC 7 RLADa2=F%%¥ A h +F

vlan vlan ID drop

T4 v BT _XC Ty LET,

MAC 7 RLAR—=Z2DTuy X 7% 7 V74 52i% 2
Da<r RO no B E drop F—TV— R L THEALET,

WIZ, VLAN 12 1255 MAC 7 R L 2 0050.3e8d.6400 D2=F% ¥ A F NI T7 4 v 7% FT_XCTay
73 5B R LET,

Router# configure terminal
Router (config) # mac-address-table static 0050.3e8d.6400 vlan 12 drop

AFIfTE MAC #i5k ACL DEE

N
¢:3)

Z ZTOFMI. Supervisor Engine II-Plus 75 6-E £ TIZ&ZE LET,

| 0OL-14303-01-J
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W £Z#5#% MAC i3k ACL OFE

AT971
AFy72

ATy73

AT974
ATy75
AT976

B V7F9z73v74Falb—Yar H4 F—1YU—2X 12.2(40)SG

VLAN B X UOHEL A Y2 R—FCIPUSND T T 4 v 72T 4 V2 ) 7F510E, MACT R
AR LOAAIMTE MAC #E5& ACL 2 L4, £OFIEIT, thoAFify kR ACL 2 ET 2%
BLRAKTY, 7278RA VA MOARTE LTESEHEMTLZ L6 TETETA, 700 ~ 799 © MAC

TR VR RNEFIIVR—-FEINERHA,

GE)

AT E MACHEIE ACLIE, LA ¥ 3402 —T oA RTHEMTEEE A,

mac access-list extended =~ > R THR— I TWD IP LSO T 1 b a/LOFEMIZ OV TIE,
[ Catalyst 4500 Series Switch Cisco I0S Command Reference] % ZM L T 7ZE 0,

At & O MAC JE3k ACL Z1ERKT 51213, IROMEEZITVET,

avwyFk

E:)

Switch# configure terminal

Ja—N\) ar7 4 ¥al—vary T— NEBEBLET,

Switch (config) # mac access-list extended
name

LETEZHERALTMACHLETY 72 VA MEEHRLET,

Switch (config-ext-macl)# {deny | permit}
{any | host source MAC address | source
MAC address mask} {any | host destination
MAC address | destination MAC address
mask} [protocol-family {appletalk |
arp-non-ipv4 | decnet | ipx | ipvé6 |
rarp-ipv4 | rarp-non-ipv4 | vines | xns}]

JEEMACT 7R VAN avr74F¥al— g T— KT,
T_TOD (any) EEILMAC 7 KL A v A7 1 & %[5 58 MAC
7 RVAR, ERFRFEDORA N (host) EEIE MAC 7 KL A
BLOTRTO (any) 5% MAC 7 FL A, ~ 27 % 5i%
MAC 7 RV A, F3FEDsEE MAC 7 R L RIZ, permit £
7iX deny ZI8E L E7,

(EE)

e [protocol-family {appletalk | arp-non-ipv4 | decnet | ipx |
ipv6 | rarp-ipv4 | rarp-non-ipv4 | vines | xns} ]

Supervisor Engine 6-E Ti&, IPv6 N7 v M, LA ¥ 2
ACL NV 7 7 w7 F—%ERET. SOIZIPvE N7y
k2% Supervisor Engines II-Plus 2>5 V-10GE ® MAC
ACL & —E L7220 E L FERIC, IPv6 /X7 v Mid MAC
ACLIZ—ELEHEA, LMo T, ipve ¥—7V— N
Supervisor Engine II-Plus ~ V-10GE ® MAC ACL TiX
A F[4E T3 23, Supervisor Engine 6-E TIHfEA T F
A,

G¥)

Switch (config-ext-macl)# end

Fite EXEC £— FICR Y £,

Switch# show access-lists [number | name]

TI7ERXVANOREEZFRFLET,

Switch (config)# copy running-config
startup-config

(TR av74Xalb—ay 77 A NMIBREEETELET,

ACL 21 ZHI%4 % 121%. no mac access-list extended name 72 —/3)L 27 4 X2 b —3 g a
<~ RZMMALUET, L4EifTE MAC 359 ACL 7°5 ACE ZHBIICHIRT 52 &b TE £ 1,

iZ, DECnet Phase IV &9 EtherType ® 77 4 v 7 ZF&2ELR L, TOMDOTXTOX A 7D bk
TT7 47 EHFATSH, macl EWIHIARIOT 7 ERA VR MEIERK, BT DHHERLET,

Switch(config)# mac access-list extended macl

Switch (config-ext-macl)# deny any any decnet-iv (old) protocol-family decnet (new)
Switch (config-ext-macl) # permit any any

Switch (config-ext-macl) # end

Switch # show access-lists

Extended MAC access list macl

deny

any any decnet-iv (old) protocol-family decnet (new)

OL-14303-01-J |
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Z#t= IPv6 ACL o M

permit any any

77 A VANTACE OFBREREFIIN— Ry =2 THiE2A F—TNVERLEZT =TT DIT1E, K
Da<wr RFEANLET,

Switch# config t

Enter configuration commands, one per line.End with CNTL/Z.
Switch (config)# mac access-list extended macl

Switch (config-ext-nacl)# hardware statistics

Switch (config-ext-nacl)# end

ZHITE IPv6 ACL DEEE
~

(GE)  Z XX, Supervisor Engine 6-E (ZD B H S AvE T,

LA Y3 A F—Tx2Af A LDa=F YA, vAFFr AL BLOTr—FFx¥ 2 MIPv6 7
TA T EHTANEY 2 TFTBHT2HIT, S upervisor Engine 6-E |£, /N— KU =7 ~—2® IPv6 ACL
BYR—FLET, ZOXEHIRTI7EZX YVAMI IPV6 7 FLATHRESNZLATYIA L E—T
A A LIZOBRFETEET,

At & IPv6 ACL ZERT 51213, IROIEEZITVET,

avwUFk ]3]
AFv71 Switch# configure terminal Ja—nR) a7 4 Falb—ay T— REBEEBELET,
AF97F2 Switch(config)# ipvé access-list name AL TCTIPV6 778 A VA NEERZLET,

X'T")jf} Switch (config-ipvé-acl)# {deny | permit} % IPv6 ACE ZiE L ¥ 1,
{any | proto} {host ipvé-addr |

ipv6-prefix} host ipvé-addr | GE) ZoAT v FlE. ACL 0% ACE 2 EHT 5 & X (TH
ipvé-prefix} DIETZENHY ET,

ATy74  Switch(config-ipvé-acl)# ({EFE) IPV6 ACL D — R Y = T#iit &2 A 2 —7 M2 LET,
hardware statistics

AZF97 5 Switch(config-ipvé6-acl)# end ¥ HE EXEC £— FIZED £7,

ATY76 Switch# show ipvé access-list IPv6 7 7R VA NOEREEXRRLET,

IPv6 ACL % HIBR7 21Z1%. no ipv6 access-list name 72— )L 2> 7 4 Fal— gy a~vy K%
FEHLET, IPV6 77 A VR ML~ D ACE ZHIBRTH5Z L b TEET,

WOFITIE, 1 DORBEDEIE T/ 58T RLAEZRS 1 DD IPV6 b T 7 4 v 7 TR T 57, i
DT XTOFEFED IPv6 T 7 4 v ZIXFF [T 5 vétest D L4HiD IPv6 77 A U A N &EEHRE X
PERTDHEERLET,

Switch(config)# ipv6é access-list v6test
Switch (config-ipvé-acl)# deny ipv6é host 2020::10 host 2040::10
Switch (config-ipvé-acl)# permit any any
Switch (config-ipvé6-acl) # end
Switch# show ipv6é access-list
IPv6 access list vétest
deny ipvé host 2020::10 host 2040::10 sequence 10
permit ipv6 any any sequence 20

77%A UANACE OFRERFN— RV 2T HEEA X—TNMTTBHIZE, kKoa<wr REAILE
\?‘O

VI2bkyx7ava4Fal—ar H4 F—11)—2X 12.2(40)SG
| 0OL-14303-01-J .m
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GE)

GE)

LAV3 L4208 —T 4 X~D IPv6 ACL D&M

Switch (config)# ipv6é access-list vétest
Switch (config-ipvé6-acl)# hardware statistics
Switch (config-ipvé6-acl)# end

N—= RN THEAT. T 7NV N TIET A =T %> TWET,

ICMP 47> a > CT—#7 % Ace ZFf>H ) IPv6 ACL i, A A v F ETRKLET,

WOLEMIE, RACL OMBEDRR L 2554050 £3 (EHERIIH Y FHA),
o ACLIZ, A& —T A ZAOHAFAICEMAENET,
e IPV6 ACL IZIX, ICMP A7 > 3> 74—V R T—8T 25 Ace NEENTWET (ICMP ¥ 1 7%
721X ICMP =2— R),
DX D RERE L 72 RACL Ofil% 2 DR LET,

IPv6 access list al
permit icmp any any nd-ns sequence 10
deny ipvé6 any any sequence 20

IPv6 access list a2
permit icmp 2020::/96 any nd-ns sequence 10
deny ipv6 any any sequence 20

LAVY3I A3 —T x4 AAD IPv6 ACL DEH

IPVOACLZL A Y3 AL Z—T A RTHEBATHITIT. ROFEEELFEITLET,

avvk E[:5)
AFY71 Switch# configure terminal Ja—\)L a7 4 FXal—yary E—REEBLET,
AT972 Switch(config)# interface interface-type WETAA L H—T oA ZAFEELET,
slot/interface
GE)  interface-type 1X. VATV 3IA L E—T oA ATHDIULE
BdHY ET,
AF973  Switch(config-if)# ipvé traffic-filter IPV6 ACLZL A Y3 A4 —T A4 RZE@HALET,

ipvé-acl {in]|out}

IPv6 ACL 1%, Supervisor VI-E EDO/N— R =27 TOHRYR— SN FET,

IPv6 ACLIEZ, VA1 ¥3 A2 F—T 2 A ATOHYFR—FENET,

WOBIL, YERA R & IPv6 ACL simple-ipv6-acl % SVI300 v —7 > RAHNT 7 0 v Z7IZ@#A L
ij—o
Switch# configure terminal

Switch (config)# interface wvlan 300
Switch (config-if)# ipvé traffic-filter simple-ipvé-acl in

B V7F9z73v74Falb—Yar H4 F—1YU—2X 12.2(40)SG
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~

GE)

VLAN vv Foie B

ICMP 47> a > CT—#7 % Ace ZFioH /) IPv6 ACL i, A A v F ETRELET,

WORKMIT, RACL OIEDIFIR E 25560300 £9 (HEERITH Y THEA),
e ACLIF, A F—T A ZAOWHNFMICEHAINET,

o IPV6 ACLIZIX. ICMP A 7Y a v 74—V T4 2 Ace nEELTWE$ (ICMP 41 7%
721X ICMP = — K),

DX ) REREL 72 RACL O fl% 2 oo LET,

IPv6 access list al
permit icmp any any nd-ns sequence 10
deny ipv6 any any sequence 20

IPv6 access list a2
permit icmp 2020::/96 any nd-ns sequence 10
deny ipv6 any any sequence 20

VLAN < v TDEEE

AFvFT A1
AFyvFT 2

2T, RONFIZOWTIBH L £,

e [VLAN ~ v 7O ERFOEEHE]| (P.39-24)

e [VLAN v v 7 OfERkE L OHIFR) (P.39-25)

e [VLAN ~®» VLAN ~ v 7O (P.39-27)

e Ry hU—27T®» VLAN ~ v 7O k] (P.39-28)

Z I T, VLAN = v 75 ET D HIEIZOWTHBALET, ZoFHEE, VLANRNTTZ 4 v
7T 52— D 51 TT, VLAN = v ZIZ Mo ENH Y £8 A, VLAN = 72 L T,
BEDOHMDNT 7 4w 0% T 4 NZ ) 7T 5120 BEDEEITCELITSET FLAREE SN
ACL #BMNT2LENRH Y £9, VLAN v v THIZES 7y b X4 7 (IP £7213 MAC) 129 %
match TN H2LE. T 74V P TE, <~ v 7HOEDZ Y ML K LAWYy M kr vy 7 &
NET, Y7y b XA TFITHkT 2D match 2~ 2 KRR WEE. T 740 F Tk, &7y hadfinik
EnET,

VLAN = v 7 2B LT, 1 DE7138 5D VLAN [CEAT 2101, IROEEEZITVET,

VLAN 2 9 A% I[P ACL % 72 13$55E IP ACL. F 72134 Aifl & MAC $43E ACL Z1ERk L £,

VLAN ACL v v 7" = b U Z{ERLT 511X, vlan access-map 72— 3L a7 4 Fal— g
avwr Fe AN LET,

TI7RA <y ar7 4 ¥al—v gy £— KT, action & LT, forward (7 x/L }) F72i%
drop 2 EECTANTEE Y, £/, match =~ FE A LT, MO MAC 7 R L R 721 03l &
NTZIP X7y REFIZIP UANDO R v RERELZD ., 1 DE 13O ACL (EHEE 713455 &
Ny hERETHZELTEET, match 2~ RBBEINTWARWEESIX, T 3TOr v hE
T varNEHAENET, match a~v > REEHTHE, X7y FEEEO ACL LHRETEET,

BESNT ACL ODWTNNIAT Yy bR —FT 5L, Tr7varyBPElaInEd,

| 0OL-14303-01-J
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W VLAN v v JOEE

GE) &4 T v b 247 (IP £721F MAC) 1Z%9 % match A]2Y VLAN <> FIZHH5ATH,
Ry NIRFEDEATIT—B LRSS, T 74V FTIEARATry M3 Re Yy 7 ENET, 3%
B AT DRy MZRFT D match =2~ R VLAN = v 7NIC2< . ZRUCHTDHT 723
URREINTWRWEGESE, Ny MIREINLET,

AFv7T 4 VLAN ~v 7% 1 DE-13#%HO VLAN ([Z#EH$5120Z, vlan filter f > % —7 = A4 A a7 4 X2
L—y gy avwr ReHLET,

GE) LAY 2 A2 —7xA A2 ACL (PACL) MM SN TW5HAA »F Ed VLAN (21X, VLAN < v
TEEATEEE A,

VLAN 7 v JORERDITEFE

VLAN = v 7 & ET DB, ROEEFHIME> TS,
e VLAN <y 71X IPVA ARP Ry a7 42 ) 7 LER A,

e L—FT Y RVLANA v Z—T x4 A (ANEFREFHN) T 74 v 7 2EETILILIICRES
niznv—% ACL RIFEET., VLAN = v I70RRESINTWARWEAEE, T XCTO N7 4 v 70
A EINFES,

o #% VLAN v~y 7id—HEoxr FY CHlanEd, VLAN vy 70y b DJEFIZEETY,
AL FICHERFZ LN ME, VLAN <y 7ORPIIOT MVIZHLTT A ENET, —K
L7258, VLAN = v 7 OZOENICHRESNTET 7 v a v BNEITEShET, —H L o7z
A, X7y MIvwy 7RORO= FVICKLTT A FENET,

o YNy b XAT (IP £721F MAC) (ZxT 5 match )23 VLAN <~ v 712 1 o £7-138%H 5
BATH, N7y FRFRDLO match AIC—HLAWES, T 74V FTIIRyry kR ke vy
ENFET, YN v b XA TITHT D match A)2Y VLAN = v TRIZARWEES. T 7 4V F Tl
Ny MIRERESNE T,

o 2D ACL BB EINTWVAEAIL., VAT LAOBRBICHERIN AL ERH 0 7,

VI, 7 av724Fal—>aYy H4 F—11)—2X 12.2(40)SG
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VLAN vv Foie B

VLAN < v TDER S & VHIBR

ATy71
A797 2

% VLAN < v 7}

IMEF I~ ST —

Hoxo M) THERENET, VLAN ~ v 7 = U Z1EK,

BN, FTITHIBRT 211k, ROEEZITVET,

avy kR

=]y

Switch# configure terminal

sa—N\)ar74X¥al—yary E— NeBBLET,

Switch (config)# vlan access-map

VLAN v v 7 Z2AEik L, 4fie, EETESEZMNTET, FEE ~v 7

name

[number])

NOT ) D —r o AT TY,

[ C£LRTD VLAN ~ v 7 &2ERT 5 &, 10 T o8INT 2F 5 NIEIZE D

YCoNET, v 7 EERELIFHEIRTDIEXIE, YT oHvy T =
F)DOFEZEANNTEET,

ZDav Ly REANTAE, T/ Awy S arv 74 FXal—ay
T— RNIZEDLY F5,

A7973

Switch (config-access-map) # action
{drop | forward}

UEE) ~v X = MV T57 27 ava2RELET, 740 ME
#iz1% (forward) T,

AT974

number}

Switch (config-access-map) # match
{ip | mac} address {name |
[name | number]

1l DEITEROBEREEZITIET 72 2 U R MIH LT/ v b & g
LET (IP £7E MAC 7 RLRZEFEH), X7y holix, et s
Tua bhanv XA TOT7T A YR M LTEFITbivEd, IP N7y
ME, EEEZIIIEIP 72782 U X M LT s ET, IP LSt
D7y Mk, AR E MACHRET 722 U & 1 ﬂbftim&éﬂ
F4, match 2= FREESNTWVWARWEASIL, T XTOYr v M
JvaryinFEITENET,

ATy75

Switch (config-access-map) # end

Ja—) ar7Z 4 Xal—vary BE—RIEDET,

AT97 6

Switch (config)# show
running-config

TI7%AVRANOHRELTFRRLET,

AT977

Switch (config) # copy
running-config startup-config

UEE) 274 F¥alb—vary 7y ANVICEREERTLET,

~ v 7 &HIRT 5I21%. no vlan access-map name 7 2 —/N)L 3T 4 X al— gy awy Rl
MALES, v T7HOHE—DY—S 2 = M ZHIBRT 512X, no vlan access-map name number
ra—sy arZaFab—var avry RaefLET, 774V DT 7 v ar ThHWMEET
21ZiE, moaction 77/t A~wy 7 ar7 4 Xal—rvary avr REFHLET,

VLAN = v 7’ Cl, $5E® permit £7213 deny ¥— UV — N3 &£t A, VLAN~ > 72 L
Ty NEEST I, X7y bEeWiT25 ACL 2B LT, 77varvaE Ray IR ELE
7. ACL IZ permit #f8ET 5 &, —FHE AeasnEz 4, ACLND deny i, —FH LWV E WS EBKRT
‘j—o

ACL XU VLAN < v Z0O 4l

#l 1

wIZ, BEDORBIDOZHD ACL BEL W VLAN ~ v 72 ERT 50 %257 LET,

TIZTE. Ry FEESET S ACL BEUVLAN ~ v 72 ERT 5027 LET, B¥O~y 7T
X, ipl ACL (TCP /X7 v ) 12— T 5T _XTCONNTy MR RayFEhET, &I, 73TO
TCP 7y FE#HFA L, NSOy b ETXTHELET S ipl ACL #/EfL$4, VLAN v~ v 7
WX IP 27w Mk 5 match AIRNGFEET B0, T 740 OT 72 a »Tidk, £ match A1 & b
—HLBWIP Ty bR TRTC Ry ENET,
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W VLAN v v JOEE

#l 2

#l 3

Switch (config)# ip access-list extended ipl
Switch (config-ext-nacl)# permit tcp any any
Switch (config-ext-nacl)# exit

Switch (config)# vlan access-map map_1 10
Switch (config-access-map) # match ip address ipl
Switch (config-access-map) # action drop

Wi, 4y N 2T S VLAN = v 7 2 {ERT % 6% 5% L5, ACL ip2 1% UDP /S4 » k%77
LET, ip2 ACL & 5T 25T 7 v FAGEESHLET,

Switch (config)# ip access-list extended ip2
Switch (config-ext-nacl)# permit udp any any
Switch (config-ext-nacl) # exit

Switch (config)# vlan access-map map_1l 20

Switch (config-access-map) # match ip address ip2
Switch (config-access-map) # action forward

IOy LTI, INURIOED ACL £ H—F L7220 T_XTDOIP X7 v b (TCP T% UDP TH 7220
Ny b)) BRey7EhEd,

WOFHID VLAN v FTiX, 774NV BTIP X7y bR Fa vy 7S, MAC X7y iRk S b
EOITRESNTWET, EHED ACL 101, AR E9E8ET 7 &2 U 2 K igmp-match 3 X O
tep-match Z#EH LT, RO LS IZ VLAN -y 7ZRELET,

e T XTOHOUDP N7 v FREREINET,

o TRTOIGMP X7y b3 Fmy FIET,

e FTRTDTCP X7y bREHEINET,

o FOMODTRXTDOIP /N7y MRy FINET,
o TARTOIEIP N7y MRHEEINET,

Switch (config)# access-list 101 permit udp any any
Switch (config)# ip access-list extended igmp-match
Switch (config-ext-nacl)# permit igmp any any
Switch(config)# ip access-list extended tcp-match
Switch (config-ext-nacl)# permit tcp any any
Switch (config-ext-nacl)# exit

Switch (config)# wvlan access-map drop-ip-default 10
Switch (config-access-map) # match ip address 101
Switch (config-access-map)# action forward
Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-ip-default 20
Switch (config-access-map)# match ip address igmp-match
Switch (config-access-map)# action drop

Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-ip-default 30
Switch (config-access-map)# match ip address tcp-match
Switch (config-access-map) # action forward

WDFEIDO VLAN = > 7T, 774V TMAC Xy MR Ray 7 &, IP N7y MRHEEIND
Lol ESNTHET, MACHIEIET 7 X U R |k good-hosts 3 LU good-protocols %3 L T,
WO ESIZVLAN v v 72 RELET,

e JRA K 0000.0c00.0111 # LT 0000.0c00.0211 725D MAC 737 > R PREREESNE T,
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Bl 4

VLAN v 7oz B

¢ DECnet ¥ 7213 Virtual Integrated Network Service (VINES) v h=2/ 77 I U D MAC /N7 v
FERE S LE T,

o ZTOMOTRTOIIP X7y bR FryTINET,

s TRTOIP ATy FBREEESNLET,

Switch (config) # mac access-list extended good-hosts

Switch (config-ext-macl)# permit host 000.0c00.0111 any

Switch (config-ext-macl)# permit host 000.0c00.0211 any

Switch (config-ext-nacl)# exit

Switch (config) # mac access-list extended good-protocols
Switch (config-ext-macl)# permit any any protocol-family decnet
Switch (config-ext-macl)# permit any any protocol-family vines
Switch (config-ext-nacl) # exit

Switch(config)# wvlan access-map drop-mac-default 10

Switch (config-access-map) # match mac address good-hosts
Switch (config-access-map)# action forward

Switch (config-access-map) # exit

Switch(config)# vlan access-map drop-mac-default 20

Switch (config-access-map) # match mac address good-protocols
Switch (config-access-map)# action forward

WKOFID VLAN v v 7 TiE, 7 XTOATy b (IPBIOCIP LA BN Rry FEnd K ICRES
NTWEd, 77&A U AL tep-match 35 KO good-hosts Z il L T, kDX HIZ VLAN v v 7%
RELET,

o TRTOTCP N7y bRERESNET,

e JRA K 0000.0c00.0111 3 LT 0000.0c00.0211 725D MAC 737 > R BEREESNE T,

o TOMDTNTOIP ATy A FryZENET,

o TOMDTSTOMAC 7y b Rry TENET,

Switch (config)# wvlan access-map drop-all-default 10
Switch (config-access-map) # match ip address tcp-match
Switch (config-access-map)# action forward

Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-all-default 20
Switch (config-access-map) # match mac address good-hosts
Switch (config-access-map)# action forward

VLAN ~® VLAN < v 70i&E M

1 >0 VLAN = 7% | F 713> VLAN I[CEAT 5121, ROEERZITVET,

=l B
AF7971 Switch# configure terminal Ja—)L a7 4 F¥al—ay BT— K2t LET,
AT972 Switch(config)# vlan filter VLAN v v 7% 1 oF 7213645 VLAN IZ@EA L9,

mapname vlan-list list

list \IZIFH.— VLANID (22). e L72#iH (10 ~22), £721% VLAN
IDDOARY 7 (12, 22, 30) ZHETETET, B~ A 7 U DHi
BICAR—RAEHATHZEHLTEET,
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A7973

AT974

avwyFk

B&

switch(config)# show TR A NORERFRLET,

running-config

cSwitch (config) # copy
running-config startup-config

UEE) 27 4FXalb—ay Zr A NVCHREXRFELET,

~

(E)

LAY 2 A8 —=T=AAT ACL (PACL) HEH I TWDH AA vF LD VLAN IZiZ, VLAN v v
T TE A,

RIZ., VLAN v 7 1 % VLAN 20 ~ 22 (AT 562" LET,

Switch(config)# wvlan filter map 1 vlan-list 20-22

2y FJ—-TOVLAN v JDERZE

X 39-3 12, =R T4 YV 77—y NOEBRERLET, FANXBIOFARNY FR72D
VLAN NIZHY, 94X V7 /un—Ey b AL vF ABIORAAS v F ClZHERINLTWVET, &K
ARXMWOEFRARNY ~DR T 749713, AL v T BILEoTL—TFT 4 73NET, FAFX 0D
RARNY ~DNTFT 749 7F " T 747D F) KAV ITHAIAALvTF ATT VA 3 b
n—/LTEET, ROWEHKTIX, A4 vFiT VLAN = 7L QoS ¥ ACL #¥ KR — b+ LET,

B 39-3 J4x¥)ogd on—8y FORE
Catalyst 4500 1) —X XA v F

VLANT Y T XY ~AD !
HTTP &8 ———> —/

HTTP IV kY RS Y b T =——=>

Koy FEha |:||

10.1.1.32

94154

— — — VLAN2
—> N7y b

7272 HTTP 974 v 7 B HRARXDEBHRARNY ~ZA v F o 7 LERVESIT. A4 vF A
VLAN =~y 7Z2EMA L, A& X (IP7 FL-%10.1.1.32) »HHRA Y (IP 7 FL % 10.1.1.34) ~
DODHTTP b7 4 v I NAAL v F BTV v P 7ENTIC, T_XCTAAL v F ATRry7Ehd &
INZTHZILEHLTEET, TOXITHRETDITIL, ROFIAEZIATLET,

VI, 7 av724Fal—>aYy H4 F—11)—2X 12.2(40)SG
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VLAN vv Foie B

BANZ, HTTP F— R CHFRTOTCP b7 7 4 v 7 %37 (—8) $5IP 7272 U A} http &
%bi‘é—o

Switch(config)# ip access-list extended http
Switch (config-ext-nacl)# permit tcp host 10.1.1.32 host 10.1.1.34 eq www
Switch (config-ext-nacl) # exit

WIZ, VLAN 778 A ¥ 7 map2 #{Ef L., hitp T 7 ERA VA RN —HTD T 74 v 7™ Ky
TEN, EOMFTRTOIP T 74 v 7 REEESNDEIITLET,

Switch (config)# wvlan access-map map2 10

Switch (config-access-map) # match ip address http
Switch (config-access-map) # action drop

Switch (config-access-map) # exit

Switch (config)# ip access-list extended match_all
Switch (config-ext-nacl)# permit ip any any

Switch (config-ext-nacl) # exit

Switch (config)# wvlan access-map map2 20

Switch (config-access-map) # match ip address match_all
Switch (config-access-map)# action forward

WIZ, VLAN 77 & A <> 7 map2 % VLAN 1 [Z#MH L £7,

Switch(config)# vlan filter map2 vlan 1

AD VLAN [2H 2 H—/"~DT7 I ADIEE

39-4 12, BD VLAN IZH DY —_"~DT 7 B RAEHIRT 5 HiEEZ R LET, ZOFITIX. VLAN
10 AOH—,310.1.1.100 (23 L TiE, RO X HIZT 7 B ARFIRS W THES,

e VLAN20 NOH¥ 7 %> k 10.1.2.08 1ZHDHFAMDOT 72 A %I LET,
e VLANION®OFAA K 10.1.1.4 B3 LT 10.1.1.8 D7 7 A &EIE LT,

39-4 1> VLAN LDH—/SADTF I £ REF
VLAN T v 7

= @
10.1.1.100 l
|

HIxy b

H#—/% (VLAN 10) 10.1.2.0/8

RX + (VLAN 20)

n
0
<
[}

A—
7

1o.1.1.4|:|
=y

AR+ (VLAN 10)

Catalyst 4500 ¥ 1) —X XA v F

&Rk (VLAN 10) —> N7y b

ZOFEIETIE, B VLAN IZH DV —"~DT 7 A Z2HEGRT5H L5 VLAN ~ v 72 #H L T
ACL ##E L %9, VLAN ~v 7 SERVER 1 ACL i, ¥ 7 %> b 10.1.2.0/8 NDOFEA k., KA bk
10.1.1.4, BEXOHEAN10.1.1.8 DT 7 EAZELRLET, —FH, TOMTXTOIP VI 7 4 v 7 %
FAILET, 25 v 73 Tidk, VLAN 10 |{Z VLAN =~ 7 SERVERI Z#H L 7,
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FIE

W VLAN 75 €X = v FEEORT

COXICRETAHIIIROFIELFEITLET,

ARTF9FT 1 ®ETHy bERAEL, #FAlT2IPACL 2E&HLET,
Switch (config)# ip access-list extended SERVER1_ACL
Switch (config-ext-nacl))# permit ip 10.1.2.0 0.0.0.255 host 10.1.1.100
Switch (config-ext-nacl))# permit ip host 10.1.1.4 host 10.1.1.100
Switch (config-ext-nacl))# permit ip host 10.1.1.8 host 10.1.1.100
Switch (config-ext-nacl))# exit

AFv7F 2 SERVERI ACL & —%T2IP XF vy h&2 Rey 7 LT, —&HLAWIP X7y h&ixkd 520 ACL
ZHH LT, VLAN~ v 7Z2EHLET,
Switch (config) # vlan access-map SERVER1_MAP
Switch (config-access-map) # match ip address SERVER1_ACL
Switch (config-access-map) # action drop
Switch (config)# vlan access-map SERVER1_MAP 20
Switch (config-access-map)# action forward
Switch (config-access-map) # exit

AFv7 3 VLANI0OIZC VLAN~v 7 %@EH L7,

Switch (config)# vlan filter SERVER1 MAP vlan-list 10.

VLAN 77 R 2 v JRHROE TR

VLAN 727 &2 = > 7 E721X VLAN 7 4 VZIZET AR ERRZT 2120, ROWTHLDOIEEEAT

WET,

avwyFk

B&

ACL [&3F Y FI9—Y X2 VT 1 ORE |

Switch# show vlan access-map [mapname]

TRTOVLAN 77 B A vy FERITRESNTZT 7 & A
~ v 7T DR ERRLET,

Switch# show vlan filter [access-map name |
vlan vlan-id]

F_XTD VLAN 7 4 L ZIZET A 1E#. E3EEShiz
VLAN X VLAN 77 &£ 2 ~ v ZICHT A ER AT R LE

B

%&IZ, show vlan access-map 2~ > FOHAFZR L ET,

Switch# show vlan access-map
Vlan access-map "map 1" 10
Match clauses:
ip address: ipl
Action:
drop
Vlan access-map "map 1" 20
Match clauses:
mac address: macl
Action:
forward
Vlan access-map "map 1" 30
Match clauses:
Action:
drop

B V7F9z73v74Falb—Yar H4 F—1YU—2X 12.2(40)SG
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~

GE)

JL—4% ACL £ VLAN = v 7 BaabeTaEmTaA% B

— A 301 E match 2~ FRH Y A, TXTONRTy b IPEBEIWRIPUS) T2 &R
AEhThrRey7anEd,

iz, show vlan filter =~ > RO A2~ L E T,

Switch# show vlan filter
VLAN Map map 1 is filtering VLANs:
20-22

JL—% ACL % VLAN v v JLllAEHETHERAT A&

GE)

FE AT (IP £721X MAC) O3 » MIKkT % match =~ K23 VLAN ~ v 7 IZH HHETH,
Ry RIRFEOEATIZ—BLRNWEA, T 74V 8T, Xy bR Faey7EnEd, VLAN
<~y 7HIZ match 2~ KR, 77 va ryBEESNTWRVWES, EOVLAN vy = Y
EHL—H LWy MIERInET,

1 2DAA v F ET, VLAN v v P E2IIATIV—F ACL Z#lAELE THEMRT A2 LIXTEER
Ao

JL—% ACL % VLAN ¥ v JLHHART SI58DXEEIR

N—2% ACL & VLAN v v 7' %[ U VLAN LICRET 2LEN D L5E 1T, IROEBEFHEIIWE-> T
ZEWN,

ZA yF N—FRu=7, i (ANBIOHD) ZLi2, 1 HoBEzETT 50T, L—% ACL
BLUWVLAN v v 7%[F C VLAN IZRET2HG13, INbE2aT28ER”H Y 3, 1—X
ACL # VLAN ~ v L35 & ACE OBEPBHICHENT 224030 £7,

TEDLRTRRBOT 74N K T2 arvf{TXTO2 NI OT v a VRF—L25b X1,
ACL Z5td LE ¥, RoOWTFroBRadH LT ACL Z3dR LET,

permit...

permit...

permit...

deny ip any any

FoX

deny...

deny...

deny...

permit ip any any
ACL NCHBOHF A ETIIESRT 7 v a v 2ERTOIHEE. TWEhOT 7 ar A4 725 LD
T, = P UEZHEL £9,
IP ACE & LA ¥ 4 {F# % &1 TCP/UDP/ICMP ACE 235 & & ACL NIZTELE L, full-flow E— K%

BETOMNERHDLEIX, VA VY4ACEZ Y A FOKRBIZRELET, ZOFR, IP T FLRITE
ST T4y I DT ANZY) P TRERINET,
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Bl ).—% ACL £ VLAN = v LA EbETRAT 5%

VLAN [SEREhS/L—% ACL & VLAN < v T4l

UTFoFEITE, »—4% ACLEBXOVLAN v > 7% VLAN [Z#EHAL T, AL T K XFr v b, 7V
R M =Ty Ry b BEOSATFFY AN Xy bADT 7 BRAZHIELET, K
DT, ZNENOREICIEEIND Ty "R LET, 72720, X7y RO/XZAN VLAN < v
TRACL Z- TR ERETHRA L FITET, Xy hEBELRNTRR Yy Y T52 b TEE
7

ACLBLURSMYF K Ty b+
39-512, VLAN NTRA v F 7 EN5/3ry M ACL BT 5 H5E% R~ LEd, VLAN AT
AA v F T ENDNry ME, v—% ACL TIPS EH A,
39-5 AL YF E 7y bA® ACL O5EA
Catalyst 4500 &) —X XA v F

. A% mA
VLAN10 | JL—%  JL—% | VLAN20
¥v7 | ACL ACL | =v7
v v v v
|7 L—L
_"
AR kA
(VLAN 10) ‘
) N—F 1 LT HaE
Rk C _’/
(VLAN 10) | |
=y | | .
VLAN1O R AL ) S VLAN20 %

ACLBXUIL—TY F /37y k
39-6 12, V=T v R Ary MZACL AT HiEERLET, V—T v K20y hOBFA,
ACL IZRDIEFRCTHH INET,
1. AJJ VLAN ® VLAN = v 7
2. AJL—% ACL
3. HHn—% ACL
4. 7] VLAN ® VLAN = v 7

VI, 7 av724Fal—>aYy H4 F—11)—2X 12.2(40)SG
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PACLZE W

39-6 =Ty F 35y h~A®D ACL OEA

Catalyst 4500 1) —X XA v F

A% wH o
VLAN10 | JL—%  JL—% | VLAN20
<v7 | ACL ACL o RvT
@ vV Vv @
m -l
= | | =
AR kA e
(VLAN 10) | | (VLAN 20)
L =T U
VLAN 10 | | VLAN20 %

PACL D&%%E

Z I Tk, PACL R ET D HIECHODWTCHHLET, PACLIZ, VA4 ¥Y2 A ¥ —T =2 A LED7 ¢
NWHE Y T EGETA 0 ENET, PACLIZ, VA Y 3HEH, LA V4~ X —IFRELILIP
PAHADOLA Y 2IHERIZESHNT, VA Y240 F—T oA ADNT T4 T T 4 NE) T TEE
ﬁ—o

Z 2T, ROAFICOWVWTHALET,

* TPACL OfFpk) (P.39-33)

o [PACL RERFOEFFH] (P.39-34)

e LAY 244 —T=AADIP ACL LT MAC ACL ®#% &) (P.39-34)
o [7UEA I N—7 %—R%& PACL O3 2071k (P.39-35)

e LA X2 X —T2AAETOT 7 A ITN—7 F— ROFKE] (P.39-35)
o LAY 242 —Tx=AZ~D ACL M (P.39-36)

o TLA¥ 242 —T7=AZ LD ACL BEDEF] (P39-36)

PACL DERK

PACL Z#fER LT, 1 DEIIEHDOA 7 —T = A ZZHEMT 21213, ROEEEZITVET,

AFYT 1 A F—T A AZHEMT HIELE [P ACL £ 7213359 IP ACL., 7134 01X MAC #59 ACL #1{E
BLET,

ATv7 2 ipaccess-group %721 mac access-group interface =~ K& L T, IP ACL %721X MAC ACL
1 OELFEROLVA Y 24 —T = ZTHALET,

VI2bkyx7ava4Fal—ar H4 F—11)—2X 12.2(40)SG
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W pACL OEE

PACL RERDIEFHE

PACL ZHETHHEAIE, ROEEFHEICEEL TLIFEN,

o BHMIZKLTR—DLAFY2A L F—T A AZHEATELDIE, Z<TH1O2DIP T 7
YZhE1TDDODMAC 727 EA U ARNZITTY,

e IPT7 7R VANI, IPXFry  ETFETA4NZ) T LET, MACTZ7EX U R KNI, IP UL
NNy NEFETA4NEZY) T LUET,

e PACLDO—¥: LTHRETX% ACL & ACE O, AA v FDNN—FR =T U Y—R|TLYH
RENEST, Zhob0NN—Fy=7 U Y—A%,
AT MIHRESHT-4% ACL #8 (RACL. VACL & ¥) THFENES, "—Fu=TIC
PACL%7uZZ I 7¢501t0kn— Ko7 U Y —ARRWEE, AJPACL L HH
PACL 7 7 v a vy £9,

— AJIPACL TlE, —#D/ v bR Y 7 MY = TEEREDTZDIZ CPUICIEESIVET,
— WA PACL TlE, PACL WAR— F L TF 4 —FMICRESNET,
o ROHIRIX., HJ PACL ZiFICEEEL £,

— "= KRU=xTIWZPACL 270/ I 7¢I+ 5 "—Ru=xT U —=ANRWEE,
) PACL IR — M@ &S, BEA v E—UNFRENET,

— WHPACLB LAY 2R —FEZREINTNDIHE, LAY 2R — 3BT 5 VLAN IZ
VACL £7213v—% ACLIZRETE EH A,
LAY 2R —FBET 5 VLAN EiZ VACL £7213v—% ACL PR E I TN D . HA

PACLIZVA ¥ 2R — b RICERETEET A, 2F Y. PACL & VLAN X—2 D ACL
(VACL B3 LU —# ACL) i, LA ¥ 2R—F L TIIMAEIZHMATT,

o HAIPACL & MACACL TliduxXo 2R dR— SN TWHWEEALN, AAIPACL DuX 7
F T a Y AR— &R TWET,

o TIURBAIN—T ET—REMFHLT, TOMo ACL &0) PACL OXtFEEREEE TE£9, ‘/
A2aDT Ty N7 A —LHIIBWTEEO —ENE2 oD, T 74V 0T 78R T —7
T—RFEFEHLET,

LANXY24 23— 4 ADIP ACL XU MAC ACL DEETE

LAY 2WBEA v Z—T = A AWM TE 5 D1%, IP ACL £7213 MAC ACL 721 T, (B 5fF&,
Al E) fRHEIP ACL, (FHAF &, ARMTX) $55R IP ACL, ¥ X ORI 55k MAC ACL &
R—hFENTHET,

LA Y24 F—T7 A AEIZIP ACL £721Z MAC ACL # M4 2121%. ROMEEZITWET,

= S B&
A79F1 Switch# configure t Ja—r )L ary7 4 F¥al—vay B— ReBBLET,
AT972 Switch(config)# interface Ao B =Tz AT 4 Falb—ay T— RNERELET,

interface

A7yF3  switch(config-if)# [no] {ip | mac |LA ¥ 2 AL X —T A A RIZT VR I N—T T— FE@RHELET,

) access-group (name | number! no 7Vv7 4y 7R E v ALY 2 A F—T A X5 IP ACL £721%
in| out) MAC ACL #Hlfr L %7,
A7974  Switch(config)# show TIEA YA OREERTLET,

running-config

VI, 7 av724Fal—>aYy H4 F—11)—2X 12.2(40)SG
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PACLZE W

WIZ, TXTOTCP b T 7 4 v 7 ZFFA L, BEEWICZOMI XTOIP FT 7 4 v 7 Z2EGT D40
£ & 538 IP ACL simple-ip-acl Zi% €4 262~ LE T,
Switch(config)# ip access-list extended simple-ip-acl

Switch (config-ext-nacl)# permit tcp any any
Switch (config-ext-nacl)# end

Wiz, FEEILAR A K 000.000.011 ZF_XTORERA M THFAIT L, £Aliff & iKiE MACL
simple-mac-acl & ET L1 %7~ LET,
Switch (config) # mac access-list extended simple-mac-acl

Switch (config-ext-macl)# permit host 000.000.011 any
Switch (config-ext-macl)# end

79X J)I—T T—F#%PACL L6tRT545%

S
GB)

TIRAIN—T F—FREMHALT, 0D ACL & @ PACL OxFEEXE AT &£, =& 2
X, LAY 2408 —7 x4 AN VLAN 100 IZJB T 5%H. VACL (VLAN 7 /%) V1 X VLAN
100 Biz@EA &S, PACLPl WL A Y2 A X —T A4 A LICEHAINET, ZORNWTIX, VLAN
100 EOLAY2 A4 H =T 2 ADT T 4 v 7ICPL EVIREDLICEESTEINEIETET DL
ERHVET, A X —T A4 ABMOFA T, access-group mode =~ > REMHHA LT, Fild
ERINIEEONTINERECEET,

KDE— FPEHRINTNET,

e preferport F— K : PACL WL A Y 2 A ¥ —T x4 A LIZRESN TV DEHE, PACL BNAZNIC
e, oMo ACL b—# ACL & VACL) #8Zhic L Ed, LA Y244 —T7 AR FEIC
PACL #HENRE I N TWARWEA, FOMOEAFRERBEEN I DA v ¥ — T = 4 ATHAE S
N, 42—z XA LICEAEINET, TWBT 7NV DT 7R J)V—7 F— KTT,

o prefer vlan £— F : AR — T VLAN _— 2D ACL #fE%EM S 41, PACL RNEH DA 1T,
VLAN _X—2 D ACL #EDNHENRV ET, LAV 24 H—T x4 AT VLAN <X—20 ACL
MEEEDNBEA TERWEE, A v & —T7 = A LOBEFED PACL HfENTEH SN ET,

e merge T— K : N"—Ru=7Z7ul 7 I 7EN5RIC, BWHHEZR ACL iEEZHA L E7,

H71 PACL &, VACL B LUV —# ACL IZHHAIZHMM e T, 778X Zv—7 ®&— NI b
T4 TANZ) T OMEEEE L EE A,

LAN2AVE—T A ARETOTHERR TIL—F E— FOHRE

YSEVA
AFy72

ATv73

ATy74

LAX2AF =T A A LT 7R E— RERET DI, ROEEEZITNET,

avw vk B

Switch# configure t Ja—nR) a7 4 F¥Fal—vary T—RERBLET,
Switch(config)# interface f o H =Tz A a7 4F¥alb—vary ET—RKEBELET,
interface

Switch (config-if)# [no] LAVY2A L EZ—T oA AT 78 Z TV —F F— RERELET,
access-group mode no 7L7 4 vl AF, LAY 2 A E—T A A5 IPACL £721%
{prefer {port | vlan} | merge} MAC ACL %ﬁ”lﬁébi?—

Switch (config)# show TIRAVRANOHREEFRRLET,

running-config

| 0OL-14303-01-J

Y2+ 7 av724Fal—ay i1 F—1Y1Y—212.2(40)SG



$39F ACLISESRYFT—9Y £FaVT1OHRE |

W pACL OEE

Iz, PACL USNDORERHA LT, A1 F—T x4 A FICHEAT 0 %2R~ LET,

Switch# configure t
Switch (config)# interface interface
Switch (config-if)# access-group mode prefer port

KIZ, "= Ry =T ur 7 I 7 Sn5ANs, BHATRER ACL itz ma T 202 L Ed,

Switch# configure t
Switch(config)# interface interface
Switch (config-if)# access-group mode merge

LAY 2423—T x4 XAD ACL OEH

LAY 2402 —7 A ZIZIP ACL BEUOMAC ACL M+ 51213, ROWTNLDEEEZITH
ij‘o

avwro kR

=]:5)

Switch (config-if) #

ip access-group ip-acl {in | out} LAY2 A4 2 —T =2 AIZIPACL 2@ LET,

Switch(config-if)# mac access-group mac-acl {in | out} |L A ¥ 2 (4L ¥ —T A A2 MACACL Z#EH L F7,

Catalyst 4500 >V — X 2 A v F L TB# 3 % Supervisor Engine III ¥ & O Supervisor Engine IV 1,
A HE—T7 x4 A LEDOAT] PACL BLOH ) PACL OiifE AR —FLTWET,

I, AR & $E5R IP ACL simple-ip-acl 7 7 A h £ —H Ry b S F—=T A A6/l DA T
T4y 7 AT R R LET,
Switch# configure t

Switch (config)# interface fastEthernet 6/1
Switch (config-if)# ip access-group simple-ip-acl in

WIZ, it & E3E MAC ACL simple-mac-acl # 7 7 A b £ —%F v b f X —T = A X 6/1 DA
N7 4y 7 ICEAT A ERLET,
Switch# configure t

Switch (config)# interface fastEthernet 6/1
Switch (config-if)# mac access-group simple-mac-acl out

LAXY24253—0x4XLED ACL FREDERR

VAT 240 F—T 242 LD ACL REIZHET AIEREETT DITE. ROWTNUNOEEELITVE
ﬁ—o

avvFk B

Switch# show ip interface [interface-name] AVE—T A ALDIP T 7R JV—TREEERL
£7

Switch# show mac access-group interface A EBE—T A ALOMAC T V7R TI—THEZF

[interface—name] ﬂ%L/ji7r

Switch# show access-group mode interface A VEBE—T A ALOT IR TNV —7 F— NRELF

[interface-name] RLUET

VI, 7 av724Fal—>aYy H4 F—11)—2X 12.2(40)SG
m. OL-14303-01-J |



| £39E ACLISESFRYLT—Y £F2UT1DRE

VLAN ® v 75L& UIL—% % PACL LT 25z M

Wiz, IP 77 A 7 )v—7 simple-ip-acl 31 > ¥ —7 = A A fa6/1 OFEFEHFENIRE SN TV D6%
RLET,

Switch# show ip interface fast 6/1
FastEthernet6/1 is up, line protocol is up
Inbound access list is simple-ip-acl

Outgoing access list is not set

wIZ, MAC 77 & A2 7' Vv—7 simple-mac-acl 2314 > % —7 = A A fab/1 DEFEFAICHESNTWD
Bl zm L ET,

Switch# show mac access-group interface fast 6/1

Interface FastEthernet6/1:

Inbound access-list is simple-mac-acl
Outbound access-list is not set

WIZ, TIEBA TN—THENA v EZ—T A A fab/l ITHREINTWAHIZRLET,

Switch# show access-group mode interface fast 6/1
Interface FastEthernet6/1:
Access group mode is: merge

VLAN ¥ v 7E&UIL—4% % PACL LAY A%

7 PACL 1%, VACL £7213Hin—% ACL L OMAAEHANH D 8 A (TPACL 3% E RO 13 B 5511
(P.39-34) T#HBL7=HMIBREZEM), /=72 L. A1 PACL ®/L—% ACL 3 XX VACL & OFANEM I,
# 39-1 W RENBAVE—T=2A AT IHVAITN—F T—RIZLoT#kFE £,

# 3941 PACL. VACL. & U/L—% ACL O#EERA
ACL 2147 A7 PACL
prefer port &— |prefer vlan merge E— R
N E—F
1. AJiv—% ACL PACL A & | AJj—4% PACL, AJjn—% ACL (&) DA
ns ACL 23 |THAEhs (A7)
INnd
2. VACL PACL 23 & |VACL 23 H |PACL, VACL (#:4&) DIETHEA S
no Y ) % (A
3. VACL t AJjn—% |PACL 23if & |VACL+ AJ; |PACL, VACL, AJj—# ACL (%
ACL nb N—% ACL |&) Olac@EMiEhs (AJ)
DEAEND

# 39-1 RSN 54 ACL Z A 73, RICHHT D80T U A TRERICER S Ed,

VI2bkyx7ava4Fal—ar H4 F—11)—2X 12.2(40)SG
| 0OL-14303-01-J .m



$39F ACLISESRYFT—9Y £FaVT1OHRE |

W VLAN vv 7B &V —4 % PACL LHiRT 35%

FUA L ARARNAE, SVIBRESNT VLAN20 DA ¥ —T = A ATHERINTHET,
39-7 TRTE DI, A F—T = A RAITITAT) PACL BRE S 4L, SVIIZTIZATIL—%F ACL 33

EENTWET,
B 39-7 S+ YA 1: ABIL—% ACL & PACL DHEE
Catalyst 4500 1) —X XA v F
1 AR :
AR =% B
PACL ! ACL . PACL
) ) )
O | ]
— | | —
RZ kA KR kB
(VLAN 10) | ‘ (VLAN 20)
L =T a VTR
VLAN 10 | | VLAN20 §

AVH—=T 2 A AT IR TA—T F— RN prefer port DFAH KA N ANSDODANNT 7 4 w71z
WH S 20 AT) PACL 724 T3, E— K28 prefer vlan OBH, V—T 4 v 7B ME LT HHRA

AMBDOAN T 7 4w 7 IZHEMAENDDIIASIA—4 ACL 72137 TF, E— KA merge THIHGHAE.

AJ) PACL D3NSR A N AMPBDOAN NT 7 4y ZITHH SHL, RICATv—4 ACL B3V —7 1~
THEMEETD NI 74y 7 IZHEAENET,

VI, 7 av724Fal—>aYy H4 F—11)—2X 12.2(40)SG
m. OL-14303-01-J |



| £39E ACLISESFRYLT—Y £F2UT1DRE

VLAN ® v 75L& UIL—% % PACL LT 25z M

FUA2:ARANAIE, VLANIO DA v F—T = A ZAZHFR SN THET, 39-8 TRT L DI,
VLAN 10 21X, VACL (VLAN v > ) & AJJ PACL B ESNTWET,

X 39-8 F#* 2: PACL @O VACL L DHHE%ER

Catalyst 4500 ) —X XA v F

AH VLAN 10
PACL v
| |:|_| TL—4 | | _ ‘_l :
J e | =
| RZ kA 2 B
(VLAN 10) (VLAN 10) !
VLAN 10 — N7y b 8

AVBE—=T AR T IRATN—T F— P prefer port DHH FA N APLDODAN T 7 4 v 71T
WA X5 DIEAT) PACL 7217 T, E— KM prefer vlan 4, VACL 72 BHEA N A D DAT
N7 4y ZIZEAENET, F— N2 merge DA, BANIAT) PACL AR A N ABDAT) FT
T4y 7S, D% VACL BRED M T 7 4 w7 IZ#HSNET,

| 0OL-14303-01-J

Y2+ 7 av724Fal—ay i1 F—1Y1Y—212.2(40)SG



$39F ACLISESRYFT—9Y £FaVT1OHRE |

W VLAN vv 7B &V —4 % PACL LHiRT 35%

FUA 3 ARARMAE VACL & SVI BRREI NI VLAN 10 DA » F—7 = A RTEERES LT
£, 39-9 THRT LI, SVIITIFATINV—F ACL BREINLTWT, A F—7 A AITIFA
71 PACL RRE SN TWET,

X 39-9 oFJ* 3:VACL &EAHIL—% ACL

Catalyst 4500 & ') —X XA v F

AR Hh
‘ 20
PACL ¥w7 | ACL ACL 7V

AF VLAN10W JL—% JL—%  VLAN

T

v
P I R ™
| e I B | =
RRA KA KA B
(VLAN 10) ‘ ! (VLAN 20)
=T 4 U
.
VLAN 10 | | VLAN20 §

A VB =T A AT IRA TAN—T F— R prefer port DA KA N ANSDODANNT 7 4 w71
WA X5 DIIAT) PACL 7217 T, E— R prefer vlan DA, VACL & AJjv—% ACL O
FERMABA RN AMPBDOANNT 7 4w 7 IZHASNET, £ — K2 merge DHEIL. AJJI PACL 3,
BANC, AANADPLOAN TG 7 4y 7 IZ#A S, WRIZ, VACLS R T 7 4 v Z IR &, &
Bz, AIv—2 ACLWNV—TFT 4 72 BETH NI 74y 7IZHEHASNEST (DFED, AN
PACL, VACL, BXOANNL—% ACL ODEREN N Z 7 4 v 7 CHEHINET),

VI, 7 av724Fal—>aYy H4 F—11)—2X 12.2(40)SG
m. OL-14303-01-J |
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