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OpenSSL/Open SSL Project
This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit 
(http://www.openssl.org/).

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com).

This product includes software written by Tim Hudson (tjh@cryptsoft.com).

License Issues
The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the OpenSSL License and th
original SSLeay license apply to the toolkit.See below for the actual license texts.Actually both licenses 
are BSD-style Open Source licenses.In case of any license issues related to OpenSSL please contact 
openssl-core@openssl.org.

OpenSSL License:
Copyright © 1998-2007 The OpenSSL Project.All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided 
that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the 
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions, and 
the following disclaimer in the documentation and/or other materials provided with the distribution

3. All advertising materials mentioning features or use of this software must display the following 
acknowledgment: "This product includes software developed by the OpenSSL Project for use in th
OpenSSL Toolkit (http://www.openssl.org/)".

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to endorse or promote 
products derived from this software without prior written permission.For written permission, please
contact openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may "OpenSSL" appear in
their names without prior written permission of the OpenSSL Project.
xliii
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



�c�L�u�_

it 

 

 

If 
 
 

.

6. Redistributions of any form whatsoever must retain the following acknowledgment:

"This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolk
(http://www.openssl.org/)".

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT "AS IS"' AND ANY EXPRESSED OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF 
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.IN NO 
EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY 
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES 
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR 
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER 
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT 
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY 
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH 
DAMAGE.

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com).This product
includes software written by Tim Hudson (tjh@cryptsoft.com).

Original SSLeay License:
Copyright © 1995-1998 Eric Young (eay@cryptsoft.com).All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).

The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following conditions are 
adhered to.The following conditions apply to all code found in this distribution, be it the RC4, RSA, 
lhash, DES, etc., code; not just the SSL code.The SSL documentation included with this distribution is 
covered by the same copyright terms except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be removed.
this package is used in a product, Eric Young should be given attribution as the author of the parts of the
library used.This can be in the form of a textual message at program startup or in documentation (online
or textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted provided 
that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the 
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and 
the following disclaimer in the documentation and/or other materials provided with the distribution

3. All advertising materials mentioning features or use of this software must display the following 
acknowledgement:

"This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)".

The word 'cryptographic' can be left out if the routines from the library being used are not 
cryptography-related.

4. If you include any Windows specific code (or a derivative thereof) from the apps directory 
(application code) you must include an acknowledgement: "This product includes software written 
by Tim Hudson (tjh@cryptsoft.com)".

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG "AS IS" AND ANY EXPRESS OR IMPLIED 
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF 
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.IN NO 
xliv
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



�c�L�u�_

e 
EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, 
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT 
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, 
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY 
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT 
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF 
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The license and distribution terms for any publicly available version or derivative of this code cannot be 
changed.i.e. this code cannot simply be copied and put under another distribution license [including th
GNU Public License].
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• �� SVI +¬�·�«�¸�î�º�� >&P.1-5>'

• �� UDLD��>&P.1-5>'

• ���"�M�‰�¥�–�î�§�¿�µ�º�� >&P.1-5>'

• �� VLAN ��>&P.1-5>'
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802.1Q �>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢

802.1Q �º�å�¿�Ü�å�¢�c�
�§�î�Å�«  �É�ß�Â�–�²�î  �–�å�Ç�Û�«�º�Û�¡�³�Õ�_
°�•�±�¢�Ü�A�Ã�£�µ�º�_
Ì�g
�±�¢�†�Ü�E�Z�
 VLAN �«�Ì�î�«�†�Ñ�G�M�•  Q-in-Q �•/¡�[�M���§�î�Å�«  �É�ß�Â�–�²�î�c  802.1Q �º�å�¿
�Ü�å�¢�†�Q#Ý�M�•�G�\�_�|�~�
�º�å�¿�Ý
Æ4Š�b
–�b�•�«�±�Ð�î  VLAN ID �†�»�:�G�\�^�C�
�›�•�«�±
�Ð�î�_  VLAN �†�m�~�\�Z�•�G�\�@�[�A�r�M���º�å�¿�Ý�_
°�•�M�m�Z�b�¹�î�±  �º�Û�Ç�•�µ�¡�c�º�å�¿�Ý  
VLAN ID �[�•�É�­�Ý�ì�I�€�r�M���Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�c�
�M�m�Z�b�Þ�–�Ö  2 �D�š�º�å�¿
�Ý�_�Q#Ý�I�€�•8®���b�•/¡�[�M�� 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�@�§
�Ï�î�º�I�€�•�b�c�
 Supervisor Engine V �T�E�[�M��

802.1Q �º�å�¿�Ü�å�¢�b0¿���m8p�_�X�8�Z�c�
 '¨ 22 'v�� 802.1Q �>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å
�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��

CDP

Cisco Discovery Protocol>&CDP>'�c�
�Ó�¹�•�”"‚'g�º�>�|�g�É�ß�º�¥�Ý"‚'g�º�b�¹�Â�–�«1*���É�ß�º
�¥�Ý�[�M�� CDP �c�Ý�î�±�
�«�–�µ�³�
�È�Ü�µ�ª�
�”�¡�­�«  �§�î�Â�†�µ�t�M�m�Z�b�©�«�¥0����[�Q#Ý�[
�A�r�M���›�¹�Â�–�«�c  CDP �†�Q#Ý�K�Z�
�Q�b�Ñ�~�†�Ú�b�¹�Â�–�«�_�”�»�Â�±�–�¬�K�
� �L  LAN �V�b
�Ú�b�¹�Â�–�«�_6õ�M�•�_���†�w�E�v�~�r�M�� CDP �†�Q#Ý�M�•�G�\�[�
 Cisco �«�–�µ�³�\�Ý�î�±�c  MAC 
�”�»�Þ�«�
 IP �”�»�Þ�«�
$Î�™�–�å�±�î�Ç�™�–�«�^�]�b�_���†�º�n�[�A�r�M�� CDP �c�¹�î�±�Ü�å�¡�™�V
�[�b�s��/œ�I�€�
$��^�•�¿�µ�º�á�î�¡�™�É�ß�º�¥�Ý�†�§�Ï�î�º�M�•  2 �X�b�©�«�¸�Ò�@�>�«�8�_1�1‘�[�A
�•�|�:�_�K�r�M�� CDP �†0¿���K�S�›�¹�Â�–�«�c�
�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�_�P�K�Z���‡$×�_�Ó�µ�­�î
�ª�†3æ�™�K�r�M���›�¹�Â�–�«�c�
(F�Æ�¿�µ�º�á�î�¡'ö#.�É�ß�º�¥�Ý>& SNMP>'�Ó�µ�­�î�ª�†�w�™�[�A�•  
1 �X�r�S�c0
�X�b�”�»�Þ�«�†�”�»�Â�±�–�¬�K�r�M��

CDP �b0¿���m8p�_�X�8�Z�c�
 '¨ 23 'v�� CDP �b0¿���� �†�g!·�K�Z�C�T�I�8��

EtherChannel �Â�å�»�Ý

EtherChannel �Ï�î�º  �Â�å�»�Ý�c�
0
�X�b�Ï�î�º�†  1 �X�b1=#.��3æ�Ã�«�_�¢�Ý�î�É�ì�K�Z�
 2 �X�b�«
�–�µ�³6ë�_9×�•�æ�K)F�†&�'g�K�r�M��

EtherChannel �b0¿���m8p�_�X�8�Z�c�
 '¨ 19 'v�� EtherChannel �b0¿���� �†�g!·�K�Z�C�T�I�8��

�ª�Õ�å�Î  �Ç�Þ�î�Ò

�ª�Õ�å�Î  �Ç�Þ�î�Ò�µ+��_�|�~�
�«�–�µ�³�?�}>& IEEE �–�î�§�¿�µ�º  MTU �†2x�<�•>'�q�±�[  9216 �Â�–
�º�b�Ã�£�µ�º�†3?3æ�[�A�
�G�b�|�:�^�Ç�Þ�î�Ò�†�� oversize���\�	0•�K�Z�»�ß�µ�É�M�•�G�\�c�6�~�r�O
�‡���G�b�µ+��c�
3û�–�±0d�•�^�¹�î�±3?3æ�[�Q#Ý�I�€�r�M���ª�Õ�å�Î�µ+��c�
 WS-X4306-GB>8�M�m�Z
�b�Ï�î�º�
 WS-X4232-GB-RJ>8�Ï�î�º  1 >|  2�
 WS-X4418-GB>8�Ï�î�º  1 >|  2�
 WS-X4412-2GB-TX>8
�Ï�î�º  13 >|  14�
 4648-GB-RJ45V�
 WS-X4648-GB+RJ45V�
 WS-X4706-10GE �Û�–�å�•�î�»�
�>�|�g
�«�î�Ã�î�Â�–�¨  �”�µ�É�Ü�å�¡  �Ï�î�º�_0¿���[�A�r�M��

�ª�Õ�å�Î  �Ç�Þ�î�Ò�_�X�8�Z�c�
 '¨ 6 'v���–�å�±�î�Ç�™�–�«�b0¿���� �†�g!·�K�Z�C�T�I�8��
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MST

IEEE 802.1s Multiple Spanning-Tree>&MST>'�c�
�"�M�b  802.1Q �r�S�c  ISL>&�«�–�µ�³6ë�Ü�å�¡>'
VLAN �º�Û�å�¡
Æ�[0
�X�b�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�†0Á�•�K�r�M�� MST �c�
 IEEE 802.1w 
Rapid Spanning-Tree>&RST>'�”�Ý�¦�Ü�¬�Ò�†0
�X�b�«�Ã�½�å�¢�¶�Ü�î�_�Ñ�G�K�r�M���G�b�Ñ�G�_�|�W
�Z�
 VLAN #”�C�[9×3ÿ�¥�å�Â�î�ª�™�å�«�\�ß�î�»  �Â�Û�å�©�å�¢�b�g�‰�†��#'�[�A�r�M��

MST �†�Q#Ý�M�•�\�
�º�Û�å�¡�†�Ó�K�Z0
�X�b�«�Ã�½�å�¢�¶�Ü�î�†�S(��[�A�r�M�� VLAN �†�¢�Ý�î�É�\
�K�Z�r�\�u�
�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�_�P�Â�Ü�E�•�G�\�@�[�A�r�M���›�–�å�«�±�å�«�_�
�Ú�b
�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�_�k�Ñ�K�^�8�º�Ï�ß�ª�†�Z�<�•�G�\�@�[�A�r�M���G�b�‚�K�8�”�î�Ÿ�¸
�¡�³�Õ�_�|�W�Z�
�¹�î�±  �º�Û�Ç�•�µ�¡�_0
�X�b3?3æ�Ã�«�@�Z�<�}�€�
�ß�î�»  �Â�Û�å�©�å�¢�@�•+��_�^
�~�r�M���6�•�–�å�«�±�å�«>&3?3æ�Ã�«>'�[7€���@$Î#Õ�K�Z�v�
�Ú�b�–�å�«�±�å�«>&3?3æ�Ã�«>'�_�s8j�†
�Z�<�^�8�b�[�
�¿�µ�º�á�î�¡�b*•7€���ö�@�¥�V�K�r�M��

MST �b0¿���m8p�_�X�8�Z�c�
 '¨ 17 'v�� STP �>�|�g  MST �b0¿���� �†�g!·�K�Z�C�T�I�8��

PVRST+

Per-VLAN Rapid Spanning Tree Plus>&PVRST+>'�c�
 VLAN �"�)�_�>�E�•  802.1w �b��/æ�[�M�� STP 
�Ô�î�»�_�P�K�Z�c�
 Per-VLAN Spanning-Tree Plus>&PVST+>'�\� �]�[�
 802.1w �_�ö�Y�C  Rapid 
Spanning-Tree Protocol>&RSTP>'�É�ß�º�¥�Ý�†��/œ�K�r�M��

PVRST+ �b0¿���m8p�_�X�8�Z�c�
 '¨ 17 'v�� STP �>�|�g  MST �b0¿���� �†�g!·�K�Z�C�T�I�8��

QoS

Quality of Service>&QoS>'�µ+��c�
�¿�µ�º�á�î�¡  �º�Û�Ç�•�µ�¡�†4E�¥�K�
%&�P$×�^5�0[�ö�_�‘�W�Z�É
�Û�–�œ�Ü�¸�•�†0¿���M�•�G�\�[3}3u�†75�F�K�r�M�� QoS �†�¿�µ�º�á�î�¡�_��/æ�M�•�\�
�¿�µ�º�á�î�¡  
�Ã�Ç�›�î�Ð�å�«�†�£ ��K�x�M�C�^�~�
�|�~� �Ý$×�^�•�æ�œ�Q#Ý�@�•+��\�^�~�r�M��

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
���b  QoS �b�µ+��†�§�Ï�î�º�K�Z�8�r�M��

• �(8®�\�Ð�î�Ÿ�å�¢

• �Ï�î�º�"�) /VLAN �"�)�b�Ï�Ü�©�å�¢�†�µ�t
°�Š�>�|�g���Š�Ï�Ü�©�å�¢

• �©�™�”�Ü�å�¢�\�©�™�î�Æ�å�¢

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
�™8—�C#ú�†�§�Ï�î�º�K�Z�8�r�M���™8—�C#ú�c�
 Cisco Discovery 
Protocol>&CDP>'�†�Q#Ý�K�Z�«�–�µ�³  �Ï�î�º�V�b  Cisco IP Phone>&Cisco IP Phone 7910�
 7935�
 7940�

�>�|�g  7960>'�b�Ñ�~�†�è���K�r�M��7Á0ð�@�è���I�€�^�8���œ�
�™8—�C#ú�µ+��@�Á�–  �É�Û�–�œ�Ü�¸�•  
�Ÿ�×�î�b1��Q#Ý�†4J�E�•�S�u�_�«�–�µ�³  �Ï�î�º�b�™8—0¿���†�¹�•�­�î�È�Ý�_�K�r�M��

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
 QoS Automation>&Auto-QoS>'�†�§�Ï�î�º�K�Z�8�r�M�� Auto QoS 
�c�
+¬�·0¿���†�Ó�K�Z�¤�Ñ�b  QoS �µ+��b�Q#Ý�†(F$��_�K�r�M��

Cisco Modular QoS �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>& Supervisor Engine 6-E>'

Cisco Modular QoS CLI>&MQC>'�c�
 Cisco IOS �¯�Ç�º�˜�™�”  QoS �b��/æ�_�Q#Ý�I�€�•�Ç�Þ�î�Ò�á�î
�¡�[�M�� MQC �†�Q#Ý�M�•�\�
�º�Û�Ç�•�µ�¡  �¡�Û�«�b��*O�
�º�Û�Ç�•�µ�¡  �Ï�Ü�©�î>&�º�Û�Ç�•�µ�¡  �¡
�Û�«�_4:#Ý�I�€�•  QoS �µ+��†�µ�t>'�b�8�B�
�>�|�g�–�å�±�î�Ç�™�–�«�l�b�º�Û�Ç�•�µ�¡  �Ï�Ü�©�î�b�Ü
�•�†/œ�:�G�\�@�[�A�r�M�� MQC �c  Cisco 
²�/�b�ö =�[�6�~�
0
�X�b0����Ç�“�Ñ�Ü�_�>�8�Z�M2��K�S�S
�e�b�Q#Ý�\  QoS �µ+��b�·�8�†�•+��_�K�r�M�� Cisco IOS Software Release 12.2(40) SG �c�
 Supervisor 
Engine 6-E �b  QoS �µ+��b0¿���_6õ�M�•  MQC �_�‘�8�r�M�� MQC �c�
�‚�K�8�µ+��>�|�g�¸�¡�À�ß�ª�î
�b�m�2�b3¿3ÿ�^�Ž6ä�†�–�¿�î�È�Ý�_�K�
�•�æ�œ�
4����
�Ñ�µ�©�Ù�å  �¡�Ü�¸�•�•�Ý�^�Å�ª�¿�«  �”�É�Ü
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 Cisco MQC �†�Q#Ý�K�Z�–�¿�î�È�Ý�_�I�€�r�M��

Two-Rate Three-Color �Ï�Ü�©�å�¢>& Supervisor Engine 6-E>'

Two-Rate Three-Color �Ï�Ü�©�å�¢�µ+�>&�9�¡�
 7u�™�º QoS>'�c�
�Ø�î�¨�@��*O�K�S�ö =�_�ö�Y�8�Z�

�º�Û�Ç�•�µ�¡  �¡�Û�«�b
°���Š��3æ3ÿ�Ø�†�D7H�K�r�M���Q�K�Z�
4:#Ý�•+��^  DiffServ �¥�î�»  �Ï�–�å�º

>&DSCP>'�Í�†0¿���K�Z�Ã�£�µ�º�b�Ð�î�¡�r�S�c,
�†0¿���K�r�M���G�b�µ+��c�
�¨�C�b���œ�
�¿�µ�º
�á�î�¡�_��
°�~�M�•�º�Û�Ç�•�µ�¡�b�Þ�î�º�†�D7H�M�•�S�u�_�¿�µ�º�á�î�¡�b�š�µ�ª�b�–�å�±�î�Ç�™�–�«
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�G�€�}�b�ö =�†2x�<�•�
�r�S�c4*�o�M�•�º�Û�Ç�•�µ�¡�c�É�Û�–�œ�Ü
�¸�•0¿���†�W�F�Z3æ�™�I�€�•�?�»�ß�µ�É�I�€�r�M��

QoS �>�|�g  Auto-QoS �_�X�8�Z�c�
 '¨ 32 'v�� Quality of Service �b0¿���� �†�g!·�K�Z�C�T�I�8��

�«�Ã�½�å�¢�¶�Ü�î  �É�ß�º�¥�Ý

�«�Ã�½�å�¢�¶�Ü�î  �É�ß�º�¥�Ý>& STP>'�c�
�¿�µ�º�á�î�¡�b�M�m�Z�b�À�î�»6ë�_�>�8�Z�
�”�¡�¸�•�È�[
�Ý�î�É�Ç�Ü�î�^�¹�î�±  �Ã�«�†&��–�M�•�Ç�›�î�Ý�º�º�Þ�Û�å�º�^�–�å�±�î�¿�µ�º�á�î�¡�†�8�B�K�r�M��
STP �c�”�Ý�¦�Ü�¬�Ò�†�Q#Ý�K�
�«�–�µ�³�»  �¿�µ�º�á�î�¡
Æ�b�Ý�î�É�Ç�Ü�î�[�q4:�^�Ã�«�†0£'ì�K�r�M��

STP �b0¿���m8p�_�X�8�Z�c�
 '¨ 17 'v�� STP �>�|�g  MST �b0¿���� �†�g!·�K�Z�C�T�I�8��

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
���b  STP �Ñ�G�†�§�Ï�î�º�K�Z�8�r�M��

• �«�Ã�½�å�¢�¶�Ü�î  PortFast>8PortFast �c�
�Ï�î�º�\�Ï�î�º�_%$�K�K)F�K�S�Í�«�º�†�
�Ü�«�½�å�¢  �«
�¸�î�º�\�Û�î�½�å�¢  �«�¸�î�º�†�Â�–�Ã�«�K�Z�
%$�K�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_&ã/œ�K�r�M��

• �«�Ã�½�å�¢�¶�Ü�î  UplinkFast>8UplinkFast �c�
�«�Ã�½�å�¢�¶�Ü�î  �º�Ï�ß�ª�b�š�f�‹�_9×3ÿ�b�¥�å
�Â�î�ª�™�å�«�†/œ�8�
�”�µ�É�Ü�å�¡  �¢�Ý�î�É�†�Q#Ý�K�Z
Õ6×�Ü�å�¡6ë�b�ß�î�»  �Â�Û�å�©�å�¢�†��
#'�K�r�M���”�µ�É�Ü�å�¡  �¢�Ý�î�É�c�
3?3æ�p�b�Ü�å�¡�[7€���@2s�A�S���œ�_�æ�p�Ã�«�†�f�j�K�r
�M�� UplinkFast �c�
%$�K�b�Ü�å�¡7€���@$Î#Õ�K�S�«�–�µ�³�_�P�K�Z�
�«�Ã�½�å�¢�¶�Ü�î�b�¥�å
�Â�î�ª�™�å�«�ì6ë�†%·)°�M�•�|�:�_0¿0£�I�€�Z�8�r�M��

• �«�Ã�½�å�¢�¶�Ü�î  BackboneFast>8BackboneFast �c�
6ë�K$×�^�Ü�å�¡7€���_�|�•�º�Ï�ß�ª�š�f�‹
�_�
�«�Ã�½�å�¢�¶�Ü�î�@�¥�å�Â�î�ª�™�å�«�M�•�b�_�²0[�^�ì6ë�†%·)°�K�r�M�� BackboneFast �c�

6ë�K$×�^�Ü�å�¡7€���@$Î#Õ�K�S�«�–�µ�³�_�P�K�Z�
�«�Ã�½�å�¢�¶�Ü�î�b�¥�å�Â�î�ª�™�å�«�ì6ë�†%·
)°�K�r�M��

• �«�Ã�½�å�¢�¶�Ü�î  �Ý�î�º  �ž�î�»>8�Ý�î�º  �ž�î�»�c�
�Ï�î�º�†�I�D$×�_�æ���Ï�î�º�_�K�Z�
�Ü�å�¡
�b�v�:�M�‰�[�«�–�µ�³�@�Ý�î�º  �«�–�µ�³�_�^�}�^�8�|�:�_�K�r�M��

STP �Ñ�G�_�X�8�Z�c�
 '¨ 18 'v���œ�É�©�Ù�å�b  STP �µ+��b0¿���� �†�g!·�K�Z�C�T�I�8��

SSO

�«�¸�î�º�Ç�Ý  �«�–�µ�³�œ�î�Â�î>& SSO>'�c�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�@
Õ6×�«�î�Ã�î�Â�–
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�¸�î�º�_���†�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�?�}
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�_���Û�K�r�M��

• �«�¸�î�º�Ç�Ý  IGMP �«�¾�î�Æ�å�¢

�G�b�µ+��c�«�–�µ�³�œ�î�Â�î�@$Î#Õ�K�S���œ�_�
�‚�K�8�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�@�Ð
�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �Ó�å�Â�î�©�µ�É�†1�1‘�M�•�|�:�_�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�?
�}�Û*f�K�S  IGMP �¹�î�±�†
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�_���Û�K�r�M���G�€�_�|�~�
�«�–�µ�³
�œ�î�Â�î�p�b�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�b�p�•�†3M�ö�K�r�M��
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'¨  1 'v       0����+0[
�Þ�–�Ö  2 �¯�Ç�º�˜�™�”�b�µ+�
• �«�¸�î�º�Ç�Ý  DHCP �«�¾�î�Æ�å�¢

�G�b�µ+��c�«�–�µ�³�œ�î�Â�î�@$Î#Õ�K�S���œ�_�
�‚�K�8�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�@�«
�¾�î�Æ�å�¢�I�€�S  DHCP �¹�î�±�†1�1‘�K�
�­�Ÿ�×�Ü�¸�•�µ+��@6ë�•�^�C�f�j�I�€�•�|�:�_�
�”�¡
�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�?�}�b  DHCP �«�¾�î�Æ�å�¢  �¹�î�±�†
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª
�å�_���Û�K�r�M��

SVI +¬�·�«�¸�î�º

SVI �Ï�î�º�@  VLAN �V�_0
�X�Ñ�~�M�•���œ�c�
 VLAN �b�M�m�Z�b�Ï�î�º�@�õ�F�M�•�\�A�_  SVI �v3û�–
�õ�F�K�r�M�� SVI �@���”�µ�É�r�S�c�²�˜�å��"g�Â�[�6�•�G�\�†�8�•�M�•�\�A�_�8�C�X�?�b�Ï�î�º�†*ƒ�Ö
�K�^�8�|�:�_�¿�µ�º�á�î�¡�†0¿0£�M�•���œ�@�6�~�r�M�� SVI +¬�·�«�¸�î�º�c�
 SVI �b���”�µ�É�r�S�c�²
�˜�å���8�•�ì�_*ƒ�Ö�K�^�8�Ï�î�º�_�Ð�î�Ÿ�å�¢�M�•�X�r�s�\�K�Z�µ+��K�
�Q�b�Ï�î�º�[�–�¿�î�È�Ý�_
�^�W�Z�8�•�M�m�Z�b  VLAN �_4:#Ý�I�€�r�M��

UBRL

User Based Rate Limiting>&UBRL>'�[�c�
�Ð�–�¡�ß�Ç�ß�î  �Ï�Ü�©�å�¢�@�G#Ý�I�€�
�º�Û�Ç�•�µ�¡  �Ç
�ß�î�@�·$×�_�Û*f�I�€�Z�
�Q�€�R�€�b�M�–�b�Ç�ß�î�@�¶�9�Þ�î�º�_�Þ�î�º�D7H�I�€�r�M�� UBRL �c�


Æ-¶ NetFlow �@�§�Ï�î�º�b  Supervisor Engine V-10GE �b�s�[�Q#Ý�[�A�r�M��

UDLD

UDLD �c�

œ�Ç�“�–�Â�r�S�c5¡0��–�î�§�¿�µ�º  �£�î�È�Ý�[�K)F�I�€�S�¹�Â�–�«�[�
�£�î�È�Ý�b"@#.�S
�B�†�Ô�½�±�K�Z�
�"�‰�¥�Ü�å�¡�†�è���[�A�•�|�:�_�K�r�M��

UDLD �_�X�8�Z�c�
 '¨ 24 'v�� UDLD �b0¿���� �†�g!·�K�Z�C�T�I�8��

�"�M�‰�¥�–�î�§�¿�µ�º

�"�M�‰�¥�–�î�§�¿�µ�º�[�c�

²�§5�� �ž�Ï�î�º  �–�î�§�¿�µ�º#Ý�_  2 �X�b
œ�Ç�“�–�Â  �«�º�Û�å�»�†�Q#Ý
�M�•�b�[�c�^�C�
� �ž�Ï�î�º�b�"�‰�¥�º�Û�Ç�•�µ�¡�b3æ�™�r�S�c�w�™�_�Ç�“�–�Â  �«�º�Û�å�»�†  1 �X�T
�E�Q#Ý�K�r�M��

�"�M�‰�¥�–�î�§�¿�µ�º�_�X�8�Z�c�
 '¨ 25 'v���"�M�‰�¥�–�î�§�¿�µ�º�b0¿���� �†�g!·�K�Z�C�T�I�8��

VLAN

VLAN �c"@#.�º�Ï�ß�ª�[�c�^�C�
1=#.�º�Ï�ß�ª�_�‘�W�Z�«�–�µ�³�\�Ý�î�±�†0¿���K�r�M���¿�µ�º�á�î
�¡'ö#.*…�c  VLAN �†�Q#Ý�M�•�G�\�[�
�–�å�±�î�¿�µ�º�á�î�¡
Æ�b  LAN �­�¢�Ó�å�º�b7Ÿ�œ�†�
�›�­�¢
�Ó�å�º�@�¿�µ�º�á�î�¡
Æ�[�"�M�b  LAN �\�K�Z/²&g�I�€�•�|�:�^�‰�2�[�
 1 �X�b+¬�Š�Ø�î�¨  �¢�Ý�î�É�_
�r�\�u�•�G�\�@�[�A�r�M�� VLAN �c�
�Ã�£�µ�º�@  VLAN 
Æ�b�Ï�î�º6ë�[�b�s�º�n�I�€�•�|�:�_�
1=#.
$×�_�¿�µ�º�á�î�¡�†$��^�•�È�ß�î�»�Ÿ�Õ�«�º  �»�Ó�–�å�_�­�¢�Ó�å�º�ì�K�r�M��3û�–�
 VLAN �c"I���b
�§�È�¿�µ�º�_�P�Â�K�r�M�@�
�²�N�K�v�P�Â�M�•�\�c7H�~�r�O�‡��

VLAN �
 VTP�
�>�|�g�²�–�¼�Ñ�µ�¡  VLAN �Ó�å�Â�î�©�µ�É�b0ò(ý�_�X�8�Z�c�
 '¨ 13 'v�� VLAN �

VTP�
�>�|�g  VMPS �b0¿���� �†�g!·�K�Z�C�T�I�8��

���b  VLAN 6õ4��b�µ+��v�§�Ï�î�º�I�€�r�M��
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'¨  1 'v       0����+0[
�Þ�–�Ö  3 �¯�Ç�º�˜�™�”�b�µ+�
• VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý>& VTP>'>8VTP �c  VTP 'ö#.�»�Ó�–�å�b�M�m�Z�b�¹�Â�–�«6ë�[�

VLAN �¡�b�M2��ö�\�K)F�†)T�â�K�r�M��0
�X�b  VTP �§�î�Â�†�Q#Ý�K�Z�
�¢�ß�î�Â�Ý  VLAN �_��
�†'ö#.�>�|�g�Ÿ�G�[�A�•
Õ6×�ö�†�»�Ó�–�å
Æ�_�v�S�}�M�G�\�@�[�A�r�M���±0d�•�^�¿�µ�º�á�î�¡�[
�v�
�ƒ�N�?�^  VTP �§�î�Â�K�?0[�Ó�I�€�r�O�‡��

• �É�Û�–�Ë�î�º  VLAN >8�É�Û�–�Ë�î�º  VLAN �c�
3û�–�b  VLAN �b�µ+��†�â�U�
�«�–�µ�³�V�b�Ú�b
�Ï�î�º�?�}�Þ�–�Ö  2 �†�6�•&ì�Ø�(7³�I�O�•�Ï�î�º  �­�µ�º�[�M��

�É�Û�–�Ë�î�º  VLAN �b0ò(ý�_�X�8�Z�c�
 '¨ 40 'v���É�Û�–�Ë�î�º  VLAN �b0¿���� �†�g!·�K�Z�C�T
�I�8��

• �É�Û�–�Ë�î�º  VLAN �º�Û�å�¡  �Ï�î�º>8�É�Û�–�Ë�î�º  VLAN �º�Û�å�¡  �Ï�î�º�†�Q#Ý�M�•�\�
�É�Û
�–�Ë�î�º  VLAN �V�b�­�•�å�²�Ü  �Ï�î�º�@0
�X�b�­�•�å�²�Ü  VLAN �†��/œ�K�r�M��

• �É�Û�–�Ë�î�º  VLAN !“�j�9�º�Û�å�¡  �Ï�î�º>8�É�Û�–�Ë�î�º  VLAN !“�j�9�º�Û�å�¡�†�Q#Ý�M�•�\�

!“�j�9�Ï�î�º�†  802.1Q �º�Û�å�¡  �Ï�î�º�_�Ñ�±�K�
0
�X�b�É�Û�–�Ð�Ü  VLAN >&�K�S�@�W�Z�
0
�X
�b�§�È�¿�µ�º>'�†��3æ�K�r�M���É�Û�–�Ë�î�º  VLAN !“�j�9�º�Û�å�¡�c�M+á$×�_�
�9�b�É�Û�–�Ð�Ü  
VLAN �V�[$��^�•�§�î�Å�«�r�S�c�¥�å�¸�å�¶�†"‚'g�§�È�«�¡�Û�–�Â�_�f�j�M�•�S�u�_�Q#Ý�K�r�M��
�­�•�å�²�Ü  VLAN �c�
�É�Û�–�Ë�î�º  VLAN !“�j�9�º�Û�å�¡�V�[��3æ�[�A�r�O�‡��

• �²�–�¼�Ñ�µ�¡  VLAN �Ó�å�Â�î�©�µ�É>8�²�–�¼�Ñ�µ�¡  VLAN �Ó�å�Â�î�©�µ�É�b�
�Ï�î�º�_�K)F�I�€
�S�¹�Â�–�«�b3æ�™
–  MAC �_�ö�Y�8�Z�
 VLAN �_�«�–�µ�³  �Ï�î�º�†�·$×�_�m�~�\�Z�•�G�\�@�[�A
�r�M���¿�µ�º�á�î�¡
Æ�_�6�•�«�–�µ�³�b  1 �X�b�Ï�î�º�?�}�¿�µ�º�á�î�¡
Æ�_�6�•�9�b�«�–�µ�³�b
�Ï�î�º�_�Í�«�º�†&ã�·�M�•���œ�
�Q�b�«�–�µ�³�c�Q�b�Í�«�º�_4:�)�^  VLAN �†�‚�K�8�Ï�î�º�l�·
$×�_�m�~�\�Z�r�M�� VMPS �¡�Û�–�”�å�º�µ+��†�Q#Ý�M�•�\�
�²�–�¼�Ñ�µ�¡  �”�¡�­�«  �Ï�î�º�†  
VMPS �¡�Û�–�”�å�º�_�š�n�[�A�r�M�� VMPS �¡�Û�–�”�å�º�c  VQP �¡�š�Ü�î�†�Q#Ý�K�Z  VMPS 
�§�î�Â�\3û�™�K�
�Ï�î�º�_�K)F�M�•�Í�«�º�b  MAC �”�»�Þ�«�_�ö�Y�8�Z�Ï�î�º�_  VLAN �†�m�~�\
�Z�}�€�r�M��

�Þ�–�Ö  3 �¯�Ç�º�˜�™�”�b�µ+�
�Þ�–�Ö  3 �«�–�µ�³�c�
�Ÿ�Õ�å�Ã�«  LAN �r�S�c�–�å�º�Û�¿�µ�º#Ý�_�q4:�ì�I�€�
�È�æ�–�î�§�¿�µ�º  �Ý�î
�¸�•�å�¢�\�«�–�µ�³�å�¢  �§�î�Å�«�†�f�j�M�•9×�ö+��«�–�µ�³�[�M���Þ�–�Ö  3 �«�–�µ�³�å�¢�c�
�Ý�î�º
��#.�\�–�å�¸�Ü�ª�™�å�º  �¿�µ�º�á�î�¡  �§�î�Å�«�b  2 �X�b�¯�Ç�º�˜�™�”�µ+��_�|�~�¿�µ�º�á�î�¡  �Ã
�Ç�›�î�Ð�å�«�†9×�u�r�M��

�‘�¶�b�¯�Ç�º�˜�™�”�Ë�î�«�b�«�–�µ�³�\�š3Q�M�•�\�
�Þ�–�Ö  3 �«�–�µ�³�c�|�~�¨�C�b�Ã�£�µ�º�†�|�~9×
3ÿ�_��#.�K�r�M���G�b���œ�
�Ð�–�¡�ß�É�ß�­�µ�§�†�Ë�î�«�\�M�•�š�å�ª�å�[�c�^�C�
"I��#Ý3õ�¥�E7Ÿ'�
�G2°>&ASIC>'�@�Q#Ý�I�€�r�M��

�G�G�[�c�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�V�b�z0[�^�Þ�–�Ö  3 �«�–�µ�³�å�¢  �¯�Ç�º�˜�™�”�b�µ+��_�X
�8�Z1��Â�K�r�M��

• �� CEF��>&P.1-7>'

• �� HSRP��>&P.1-7>'

• �� IP �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�� >&P.1-7>'

• ���Ð�Ý�³�Ÿ�Õ�«�º  �§�î�Å�«�� >&P.1-10>'

• �� NSF/SSO��>&P.1-11>'

• ���Ï�Ü�©�î�Ë�î�«  �Ý�î�¸�•�å�¢�� >&P.1-12>'

• ���"�‰�¥�Ü�å�¡  �Ý�î�¸�•�å�¢�� >&P.1-12>'

• �� VRF-lite��>&P.1-12>'
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�Þ�–�Ö  3 �¯�Ç�º�˜�™�”�b�µ+�

C

CEF

Cisco Express Forwarding>&CEF; �©�«�¥  �š�¡�«�É�Þ�«  �Ç�›�á�î�¹�•�å�¢>'�c�
�Ñ�G�Þ�–�Ö  3 IP �«�–�µ
�³�å�¢  �¸�¡�À�ß�ª�î�[�M�� CEF �c�±0d�•�[�·$×�^�º�Û�Ç�•�µ�¡  �Ã�±�î�å�†�â�X�–�å�±�î�¿�µ�º�^�]�b
�¿�µ�º�á�î�¡�\�
7Ÿ(Ù�º�b  Web �Ë�î�«  �”�É�Ü�£�î�©�Ù�å�
�M�^�ƒ�U�P0ð�g�'�b�­�µ�©�Ù�å�†#Ý�8�•
�¿�µ�º�á�î�¡�[�¿�µ�º�á�î�¡  �Ã�Ç�›�î�Ð�å�«�\�«�£�î�Û�Å�Ü�¸�•�†�q4:�ì�K�r�M�� CEF �c�¿�µ�º�á�î
�¡�b�]�b4Š�(�_�v�Q#Ý�[�A�r�M�@�
9×�8�N�Š�ö�†�â�X9×�ö+��Þ�–�Ö  3 IP �Â�µ�¡�Î�î�å  �«�–�µ�³�å�¢#Ý
�_0¿0£�I�€�Z�8�r�M��

CEF �b0¿���m8p�_�X�8�Z�c�
 '¨ 27 'v�� CEF �b0¿���� �†�g!·�K�Z�C�T�I�8��

HSRP

�Í�µ�º�«�±�å�Â�–  �Ý�î�±  �É�ß�º�¥�Ý>& HSRP>'�c�
�¶���b�Þ�–�Ö  3 �«�–�µ�³�b�”�Ë�–�Û�Å�Ü�¸�•�_�k
�Ñ�M�•�G�\�^�C�
�–�î�§�¿�µ�º  �¿�µ�º�á�î�¡�V�b�Í�«�º�?�}  IP �º�Û�Ç�•�µ�¡�†�Ý�î�¸�•�å�¢�M�•�G�\
�[�¿�µ�º�á�î�¡�b9×�8�”�Ë�–�Û�Å�Ü�¸�•�†�f�j�K�r�M���G�b�µ+��c�
 Router Discovery Protocol

>&RDP>'�†�§�Ï�î�º�O�N�
�r�S4E�¥�I�€�S�Ý�î�±�b�Ü�ß�î�»�ì�r�S�c7Á ;�@�œ�Ç�_�^�W�S�\�A�_�‚�K�8
�Ý�î�±�_�)�~�p�ƒ�•�µ+��†�â�S�^�8�Í�«�º�_"I�_�w� �[�M��

HSRP �b0¿���‰�2�_�X�8�Z�c�
���b  URL �†�g!·�K�Z�C�T�I�8��
http://www.cisco.com/en/US/docs/ios/ipapp/configuration/guide/ipapp_hsrp_ps6350_TSD_Products_
onfiguration_Guide_Chapter.html 

SSO �P�Â  HSRP

SSO �P�Â  HSRP �c�
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�«�–�µ�³�œ�î�Â�î�ì�_�
�«�±�å�Â�–  HSRP �Ý�î�±�_�Ã
�«�š�f�M�•�G�\�^�C�
4�)F�K�Z�¹�î�±  �Ã�£�µ�º�†3?3æ�K�r�M���«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�«�–�µ�³
�œ�î�Â�î�ì�_  NSF/SSO �c�
 HSRP �ì�•  IP �”�»�Þ�«�†�Q#Ý�K�¤%±�b�Ý�î�º�_�‘�W�Z�
4�)F�K�Z�¹�î�±  
�Ã�£�µ�º�†3?3æ�K�r�M���g�‰�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@�”�¡�¸�•�È  HSRP �Ý�î�±�[�»�K�K�S���œ�

�«�±�å�Â�–  HSRP �Ý�î�±�@�”�¡�¸�•�È�^  HSRP �Ý�î�±�\�K�Z�µ+��†�,�A)E�B�r�M�� Catalyst 4500 �b  
NSF/SSO �@�f�j�M�•�™8—�ö�>�|�g�”�Ë�–�Û�Å�Ü�¸�•�†�

Õ6×�©�Õ�î�©�b�6�•�Þ�–�Ö  3 7Ÿ(Ù�_�r�[�Ñ�±
�K�r�M�� SSO �P�Â  HSRP �c�
 �«�î�Ã�î�Â�–�¨
Õ6×�ö�b�6�•  Catalyst 4507R �>�|�g  4510R �©�Õ�î�©�V�b  
Supervisor Engine IV�
 V�
�>�|�g  V-10GE �[�<#Ý�•+��[�M��

IP �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�c�
���b�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�@�§�Ï�î�º�I�€�Z�8�r�M��

• �� BGP��>&P.1-8>'

• �� EIGRP��>&P.1-8>'

• �� GLBP��>&P.1-8>'

• �� IGRP��>&P.1-9>'

• �� IS-IS��>&P.1-9>'

• �� OSPF��>&P.1-9>'

• �� RIP��>&P.1-10>'

• �� VRRP��>&P.1-10>'
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�Þ�–�Ö  3 �¯�Ç�º�˜�™�”�b�µ+�
BGP

�Î�î�²�î  �¤�î�º�˜�™�–  �É�ß�º�¥�Ý>& BGP>'�c�
+¬�Š�©�«�¸�Ò6ë�[�b�Ý�î�¸�•�å�¢�_���b�Ý�î�É�Ç�Ü�î
�^�º�n�@+¬�·$×�_�–0É�I�€�•�»�Ó�–�å6ë�Ý�î�¸�•�å�¢  �©�«�¸�Ò�b0¿���†�•+��_�M�•�¥4Š�¤�î�º�˜�™�–  
�É�ß�º�¥�Ý�[�M�� BGP �[�c�
�›�Ý�î�º�c�¿�µ�º�á�î�¡$��•�\>&+¬�Š�©�«�¸�Ò  �Ã�«�\�ç�d�€�•>'�_���@
3û4#�M�•+¬�Š�©�«�¸�Ò�b�Ü�«�º�
�Q�b�Ú�b�Ã�«�“�ö�b�Ü�«�º�?�}�S�B�I�€�r�M��

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c  BGP �Â�î�ª�Ù�å  4 �†�§�Ï�î�º�K�
�G�€�_�c  Classless Interdomain 
Routing>&CIDR; �¡�Û�«�Þ�«  �»�Ó�–�å6ë�Ý�î�¸�•�å�¢>'�v�µ�r�€�r�M�� CIDR �c�
7Ÿ(Ù�Ý�î�º�M�^�ƒ�U
�«�î�Ã�î�¿�µ�º�†�8�B�K�Z�
�Ý�î�¸�•�å�¢  �¸�î�È�Ý�b�§�–�¬�†)°�`�K�r�M�� CIDR �c�
 BGP 
Æ4Š�b
�¿�µ�º�á�î�¡  �¡�Û�«�b�+�Õ�†�š�Ñ�×�Þ�î�º�K�
 IP �É�Þ�Ç�•�µ�¡�«�b�”�»�Â�±�–�¬�†�§�Ï�î�º�K�r�M��
CIDR �Ý�î�º�c�
 OSPF�
 EIGRP�
 RIP �_�|�W�Z�™3æ�I�€�r�M��

BGP �Ý�î�º  �Ð�µ�É)E)F

BGP �Ý�î�º�Ð�µ�É�b)E)F�µ+��[�c�
 BGP �Ý�î�º�Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b  continue �ƒ�†�_
°
�K�r�M�� continue �ƒ�_�|�~�
�É�ß�¢�Û�Ò�•+��^�Ï�Ü�©�î0¿���>�|�g�Ý�î�º  �Ç�•�Ý�±�Ü�å�¢�@�f�j�I�€
�r�M�� match �\  set �ƒ�_�|�•�š�å�º�Ü�b��/œ�@�B�Œ�K�S�6�\�
 BGP �Ý�î�º  �Ð�µ�É  continue �ƒ�†�Q#Ý�K
�Z�
�Ý�î�º  �Ð�µ�É�b3ã�•�š�å�º�Ü�†��/œ�[�A�r�M�� continue �ƒ�_�|�~�
� �L�Ý�î�º  �Ð�µ�É
Æ�[)Þ�~3É
�I�€�•�Ï�Ü�©�î0¿���X�†�ö�}�M�S�u�_�
�|�~�¨�C�b�Ô�ª�×�Û  �Ï�Ü�©�î��*O�†0¿���>�|�g�S�B�[�A�r�M��

EIGRP

Enhanced Interior Gateway Routing Protocol>&EIGRP>'�c  IGRP �b�M'��[�
�Ü�å�¡  �«�¸�î�º  �É�ß�º�¥
�Ý�b�<!l�_�¹�•�«�±�å�«  �Ë�¡�±  �É�ß�º�¥�Ý�†)��œ�K�S�v�b�[�M�� EIGRP �c�Ñ�S�f�‚�”�Ý�¦�Ü�¬�Ò

>&DUAL>'�†�G#Ý�K�Z�8�r�M�� EIGRP �c9×3ÿ�¥�å�Â�î�ª�™�å�«�
�•�š6×�§�È�¿�µ�º  �Ð�«�¡�
4Š�($×�C
#ú�f�‚�
0
�X�b�¿�µ�º�á�î�¡�™�§�Ï�î�º�b�›�µ+��†
��<�Z�8�r�M���¿�µ�º�á�î�¡  �º�Ï�ß�ª�@�š�f�I�€
�•�\�
 EIGRP �c�º�Ï�ß�ª  �¸�î�È�Ý�[��
›�r�[�b�‚�K�84:�)�^�Ý�î�º�†&�1��K�r�M���¸�î�È�Ý�_�G�b�|
�:�^�Ý�î�º�@0b�X�?�•�\�
 EIGRP �c�Ý�î�¸�•�å�¢  �¸�î�È�Ý�†�S�T�U�_�f�‚�K�r�M���Ø�î�¨�c  EIGRP 
�@ IPX �Ã�£�µ�º�b�Ý�î�¸�•�å�¢#Ý�_�f�j�M�•9×3ÿ�¥�å�Â�î�ª�™�å�«�\4Š�($×�f�‚�†�Q#Ý�[�A�r�M��

EIGRP �c�
�Ý�î�¸�•�å�¢�_���@�š�f�I�€�S���œ�_�b�s�Ý�î�¸�•�å�¢�f�‚�†3æ�™�M�•�G�\�[�
�•�æ�œ�†
(�(Ù�K�r�M���G�b�f�‚�_�c�
�Ý�î�¸�•�å�¢  �¸�î�È�Ý
²�/�[�c�^�C�
�š�f�I�€�S�Ü�å�¡�_6õ�M�•�_���T
�E�@�µ�r�€�r�M�� EIGRP �c�r�S�
�f�‚�†��3æ�M�•�\�A�b�Þ�î�º�†�ô���M�•���œ�_�
�Q#Ý�•+��^�•�æ�œ
�†*ƒ�Ö�_
°�€�r�M��

>&�@>' �Þ�–�Ö  3 �«�–�µ�³�å�¢�c�
 Next Hop Resolution Protocol>&NHRP>'�†�§�Ï�î�º�K�Z�8�r�O�‡��

>&�@>' �•�«�±�Ð�î�c�
 IPv6 �É�Þ�Ç�•�µ�¡�«�†�Ý�î�¸�•�å�¢�M�•�|�:�_  Enhanced Interior Gateway Routing 
Protocol>&EIGRP>'�†0¿���[�A�r�M�� IPv4 �>�|�g  IPv6 �É�Þ�Ç�•�µ�¡�«�g�‰�b  EIGRP 0¿���>�|�g�É�ß
�º�¥�Ý�·�8�c���Z�8�•�S�u�
�ï�8�_�M2��ö�@�6�~�
�^�L�s�x�M�C�^�W�Z�8�r�M�� IPv6 �¥�E�b  EIGRP �_
�|�~�
�>���]�c�¤�Ñ�b  EIGRP %±1‘�>�|�g�É�ß�­�«�†�Q#Ý�K�Z�
 IPv6 �¿�µ�º�á�î�¡�†�*�¥�«�º�[4Ä*(�[
�A�r�M��

GLBP

Gateway Load Balancing Protocol>&GLBP>'�µ+��c�
 LAN �V�b  1 �X�b�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�[0¿��
�I�€�S  IP �Í�«�º�b+¬�·�Ý�î�±  �Â�µ�¡�”�µ�É�†�f�j�K�r�M�� LAN �V�b0
�X�b�Ç�“�î�«�º  �Í�µ�É  �Ý�î�±
�†4�)��K�
 IP �Ã�£�µ�º�b3?3æ2�,´�†
¹�w�K�^�@�}�"�M�b�ì�•�Ç�“�î�«�º  �Í�µ�É  IP �Ý�î�±�†�f�j�K�r
�M�� GLBP �¹�Â�–�«�c�Ã�£�µ�º3?3æ�b�z�m�
�Ü�¯�î�«�b�Q#Ý"g�#�b�q4:�ì�†
¹�w�K�
�¥�«�º�†�P�ö�K�r
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�Þ�–�Ö  3 �¯�Ç�º�˜�™�”�b�µ+�
�M�� LAN �V�_�6�•�Q�b�Ú�b�Ý�î�±�c�

Õ6×�ì�I�€�S  GLBP �Ý�î�±�\�K�Z�·�8�[�A�r�M���G�b�Ý�î�±
�c�
�¤�Ñ�b�Ç�›�á�î�¹�•�å�¢  �Ý�î�±�@�µ+��K�^�C�^�W�S���œ�_�”�¡�¸�•�È�_�^�~�r�M���G�€�_�|�~�

�¿�µ�º�á�î�¡�b�Ÿ
–�Š�@�¥�V�K�
'ö#.�V�b2��¸�@3M�ö�I�€�r�M�� GLBP �c�
 Supervisor Engine 6-E �>
�|�g�† =$×�^�«�î�Ã�î�Â�–�¨  �š�å�ª�å�_4:#Ý�I�€�•�µ+��[�M��

GLBP �b0ò(ý�_�X�8�Z�c�
���b  URL �†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/docs/ios/ipapp/configuration/guide/ipapp_glbp_ps6350_TSD_Products_C
onfiguration_Guide_Chapter.html 

IGRP

Interior Gateway Routing Protocol>&IGRP>'�c�
�©�«�¥�@+¬�Š�©�«�¸�Ò>& AS>'
Æ�[�b�Ý�î�¸�•�å�¢#Ý
�_6ä$Î�K�S�
�ó���K�S�¹�•�«�±�å�«�Ë�¡�±  Interior Gateway Protocol>&IGP>'�[�M���¹�•�«�±�å�«  �Ë�¡
�º�Ý  �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�c�«�–�µ�³�_�P�K�
�Ý�î�¸�•�å�¢  �”�µ�É�¹�î�º  �Ó�µ�­�î�ª�†�Q#Ý�K�Z�›
7„�K�Ý�î�±�_�Ý�î�¸�•�å�¢  �¸�î�È�Ý�b�M�m�Z�b�¹�î�±�r�S�c�M4Š�b�¹�î�±�†���‡$×�_3æ�™�M�•�|�:�_
0[�Ó�K�r�M���Ý�î�¸�•�å�¢�_���@�¿�µ�º�á�î�¡�[���Û�I�€�•�\�
�Ý�î�±�c�–�å�±�î�¿�µ�º�á�î�¡
Æ�b�M
�m�Z�b�À�î�»�r�[�b2¥7³�†0£'ì�K�r�M�� IGRP �c�Ó�º�Ü�µ�¡�b)��s�œ�ƒ�O�†�Q#Ý�K�r�M���–�å�±�î�¿�µ
�º�á�î�¡4����
�•�æ�œ�
�™8—�ö�
�>�|�g2�,´�c�M�m�Z�Ý�î�¸�•�å�¢�ô���b7•�_*ƒ�Ö�_
°�€�}�€�r�M��

IS-IS

Intermediate System-to-Intermediate System>&IS-IS>'�É�ß�º�¥�Ý�c�
�Ü�å�¡�«�¸�î�º  �Ý�î�¸�•�å�¢  �”
�Ý�¦�Ü�¬�Ò�†�Q#Ý�K�r�M���G�€�c�
 TCP/IP #”�C�[�Q#Ý�I�€�•  Open Shortest Path First>&OSPF>'�Ý�î
�¸�•�å�¢  �É�ß�º�¥�Ý�_�]�&�_ =�Ð�K�Z�8�r�M�� ISO IS-IS �É�ß�º�¥�Ý�†4 #Ý�M�•���œ�_�c�
�›�Ý�î�±�@
�¿�µ�º�á�î�¡�b�ö
²�^�º�Ï�ß�ª  �Ð�µ�É>&�X�r�~�
�]�b�p6ë�©�«�¸�Ò�>�|�g�š�å�»  �©�«�¸�Ò�@�Ú�b�]�b
�p6ë�©�«�¸�Ò�\�š�å�»  �©�«�¸�Ò�_�K)F�K�Z�8�•�?>'�†�–�â�M�•�²0[�@�6�~�r�M���Ý�î�±�c�
�Ø�‡$×�_
�Ð�µ�É�V�[�”�Ý�¦�Ü�¬�Ò�†��/œ�K�Z�
�•+��ö�b�6�•�M�m�Z�b��
›�l�b�q%·�Ã�«�†0£'ì�K�r�M��

IS-IS �É�ß�º�¥�Ý�c�
 2 �X�b7u�™�†�Q#Ý�K�r�M���p6ë�©�«�¸�Ò>&�Ý�î�±>'�c�Þ�Ë�Ý  1 �>�|�g�Þ�Ë�Ý  2 �_
�(8®�I�€�r�M���Þ�Ë�Ý  1 �p6ë�©�«�¸�Ò�c�"�M�b�Ý�î�¸�•�å�¢  �š�Ü�”�†�…�8�r�M���º�Û�Ç�•�µ�¡�c�Q�b
�š�Ü�”
Æ�[�T�E�Ü�Þ�î�I�€�r�M���Ú�b�–�å�±�î�¿�µ�º�á�î�¡  �º�Û�Ç�•�µ�¡�c�q�v3Æ�8�Þ�Ë�Ý  2 �p6ë�©
�«�¸�Ò�_3æ�}�€�r�M���G�€�c�
�Þ�Ë�Ý  1 �p6ë�©�«�¸�Ò�\�K�Z�v�·�8�K�r�M���Þ�Ë�Ý  2 �p6ë�©�«�¸�Ò�c�

� �M�»�Ó�–�å
Æ�b$��^�•�Ý�î�¸�•�å�¢  �š�Ü�”6ë�[�º�Û�Ç�•�µ�¡�†&ã�·�K�r�M��

�Ð�Ý�³�š�Ü�”�†�§�Ï�î�º�M�•  IS-IS �[�c�"�M�b�p6ë�©�«�¸�Ò
Æ�_0
�X�b�Þ�Ë�Ý  1 �š�Ü�”�†�â�X�G�\�@�[
�A�•�b�[�
 1 �X�b�p6ë�©�«�¸�Ò�[0
�X�b�š�Ü�”�†�S�B�M�•�G�\�v�[�A�r�M���"�M�Þ�Ë�Ý  2 �š�Ü�”�c�
�š
�Ü�”6ë�º�Û�Ç�•�µ�¡�b�Â�µ�¡�Î�î�å�\�K�Z�Q#Ý�I�€�r�M��

IS-IS �c�–�î�§�¿�µ�º  �Ç�Þ�î�Ò�T�E�†�§�Ï�î�º�K�Z�8�r�M�� IS-IS �É�ß�º�¥�Ý�c  IPX �†�§�Ï�î�º�K�Z�8
�r�O�‡��

OSPF

Open Shortest Path First>&OSPF>'�É�ß�º�¥�Ý�c�
 RIP �b�D(Ù�†
ž�y�M�•�G�\�†% $×�\�K�S�† =�Ë�î�«
�b  IP �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�[�M�� OSPF �c�Ü�å�¡  �«�¸�î�º  �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�[�6�•�S�u�

� �L7u�™8•�æ
Æ�b�M�m�Z�b�Ý�î�±�_  Link-State Advertisement>&LSA; �Ü�å�¡  �«�¸�î�º  �”�»�Â�±�–�¬�Ó
�å�º>'�†3æ�™�K�r�M�� OSPF LSA 
Æ�[�c�
�K)F�M�•�–�å�±�î�Ç�™�–�«�\�Q�€�}�b�Ó�º�Ü�µ�¡�_6õ�M�•
�_���@#Ý�8�}�€�r�M���Ü�å�¡�«�¸�î�º�_���@(ü'��M�•�\�
�Ý�î�±�c�
 Shortest Path First>&SPF>'�”�Ý�¦
�Ü�¬�Ò�†�Q#Ý�K�Z�›�À�î�»�l�b�q%·�Ã�«�†0£'ì�K�r�M���G�b�Ú�b  OSPF �b�µ+��_�c�
'¼�¥�«�º  �Ð�Ý�³
�Ã�«  �Ý�î�¸�•�å�¢�x�V�)�™�b  Type of Service>&ToS; �±�–�É  �œ�È �§�î�Å�«>'0[�Ó�_�ö�Y�C�Ý�î�¸�•�å�¢
�^�]�@�6�~�r�M��
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�Þ�–�Ö  3 �¯�Ç�º�˜�™�”�b�µ+�
OSPF �c�
 OSPF �b4�)F�K�S�¿�µ�º�á�î�¡�>�|�g�Í�«�º�b�¢�Ý�î�É�[�6�•�š�Ü�”�b�+�Õ�†�G#Ý�K�Z�8�r
�M�� OSPF �š�Ü�”�c�

Æ4Š�º�Ï�ß�ª�@�š�Ü�”�¥�b�Ý�î�±�?�}0b�<�^�8  OSPF Autonomous System>&AS; 
+¬�Š�©�«�¸�Ò>'�†1=#.$×�_�(�m�K�S�v�b�[�M���š�Ü�”�_�|�W�Z  IP �¿�µ�º�á�î�¡  �¡�Û�«�@�f�j�M�•�b�\
�c$��^�•7u�™�Þ�Ë�Ý�@3ã�•�I�€�
�G�€�}�†�Q#Ý�K�Z�
�Ý�î�¸�•�å�¢�_���b7Ÿ(Ù�x�¿�µ�º�á�î�¡�b0ò(ý�¦
8o�b�Ð�«�¡�†/œ�:�G�\�@�[�A�r�M���G�b�|�:�^�µ+��_�|�~�
 OSPF �c�±0d�•�¿�µ�º�á�î�¡�_�>�E�•�«
�£�î�Û�Å�Ü�¸�•�†�|�~�I�ì�K�r�M��

RIP

Routing Information Protocol>&RIP>'�c�
�¹�•�«�±�å�«�Ë�¡�±�b�»�Ó�–�å
Æ�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�[
�M�� RIP �c�`0d�•�[�’2A�^�¿�µ�º�á�î�¡�[� �Ý$×�_�µ+��K�r�M���±0d�•�[0
7§�^�–�å�±�î�¿�µ�º�á�î�¡
�[�c�
 RIP �c�q�±�Í�µ�É  �•�˜�å�º  15�
 Variable-Length Subnet Mask>&VLSM; �•�š6×�§�È�¿�µ�º  �Ð�«
�¡>'�b8��§�Ï�î�º�
8�� "á$×�^�•�æ�œ�Q#Ý�
�¥�å�Â�î�ª�™�å�«�b4��I�^�]�X���b�D(Ù�@�6�~�r�M�� RIP 
II �c  VLSM �†�§�Ï�î�º�K�Z�8�r�M��

VRRP

Virtual Router Redundancy Protocol>&VRRP; �ì�•�Ý�î�±
Õ6×�É�ß�º�¥�Ý>'�c�
�† =�Ë�î�«�b�Ç�“�î�«
�º�Í�µ�É
Õ6×�É�ß�º�¥�Ý�[�M�� VRRP �†�Q#Ý�M�•�\�
�Ý�î�±  �¢�Ý�î�É�c  1 �X�b�ì�•  IP �”�»�Þ�«�\  1 �X
�b�ì�•  MAC �”�»�Þ�«�†
¹�w�M�•�G�\�[�
 1 �X�b�ì�•�Ý�î�±�\�K�Z�µ+��K�r�M���Ð�«�±�î  �Ý�î�±�c�Ã
�£�µ�º3?3æ�†��/œ�K�
�Â�µ�¡�”�µ�É  �Ý�î�±�c�”�–�»�Ý"g�Â�b�r�r�[�M�� VRRP �c�M+á$×�_�
0
�X�b�Ë
�å�²�î�b�Ç�“�î�«�º�Í�µ�É  �¤�î�º�˜�™�–
Õ6×�S�B�[�Q#Ý�K�r�M��

�Ð�Ý�³�Ÿ�Õ�«�º  �§�î�Å�«

�Ð�Ý�³�Ÿ�Õ�«�º  �§�î�Å�«�c�
�¿�µ�º�á�î�¡�V�b�Ã�£�µ�º�†�²0[�^���œ�_�b�s�I�D$×�_0
0��K�
�Í�«�º
�V�b�¢�Ý�î�É�b�·$×�^�•
°�>�|�g+:3å�†0Á�•�M�•�G�\�[�
�•�æ�œ�†(�(Ù�K�r�M�����b�Ð�Ý�³�Ÿ�Õ�«�º  
�§�î�Å�«�@�§�Ï�î�º�I�€�Z�8�r�M��

• Cisco Group Management Protocol>&CGMP>'�§�î�Â>8 CGMP �§�î�Â�@�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ
�¡�†'ö#.�K�r�M���Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�c�
�K)F�M�•�Í�«�º�@�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ
�¡�†0[�Ó�M�•�Ï�î�º�T�E�_3?3æ�I�€�r�M��

• �–�å�±�î�¿�µ�º  �¢�Ý�î�É'ö#.�É�ß�º�¥�Ý>& IGMP>'�«�¾�î�Æ�å�¢>8 IGMP �«�¾�î�Æ�å�¢�@�Ð�Ý�³
�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�†'ö#.�K�r�M���«�–�µ�³  �¯�Ç�º�˜�™�”�c�
 IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ã�£�µ�º�†�è
0É�K�Z�
�Q�b
Æ���_�ö�Y�8�Z�Ã�£�µ�º�†3?3æ�K�r�M���Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�c�
�Ð�Ý�³
�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�†0[�Ó�M�•�Í�«�º�@�K)F�I�€�S�Ï�î�º�_�b�s3?3æ�I�€�r�M��

IGMPv3 �b�§�Ï�î�º�_�|�W�Z�
 IGMPv3 �Í�«�º�r�S�c�Ý�î�±�@�Ñ�~�M�•���œ�_�
�Ð�Ý�³�Ÿ�Õ�«�º  
�º�Û�Ç�•�µ�¡  �Ç�Û�µ�¹�•�å�¢�@�š�D�I�€�r�M�� IGMPv3 �«�¾�î�Æ�å�¢�c�
 IGMPv3 �¡�š�Ü�î�>�|
�g�Ó�å�Â�î�©�µ�É  �Þ�Ï�î�º  �Ó�µ�­�î�ª�†�Ü�µ�«�å�K�Z�
�Í�«�º�\�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b6õ4�
�Ü�E�†)T�â�K�r�M���r�S�
�«�–�µ�³�?�}�Ð�Ý�³�Ÿ�Õ�«�º  �¹�î�±�†�Q�€�@�²0[�^�Ï�î�º�_�T�E���Û
�I�O�•�G�\�@�[�A�r�M�� IGMPv3 �«�¾�î�Æ�å�¢�c�
 IGMPv1 �>�|�g  IGMPv2 �\�ö
²�^%&�«4 #Ý�ö
�@�6�~�r�M��

Explicit Host Tracking>&EHT>'�c�
 IGMPv3 �«�¾�î�Æ�å�¢�b�Ñ�G�µ+��[�M�� EHT �c�
�Ï�î�º�"�)
�b�6�ì+:3å��#.�†�•+��_�K�r�M�� EHT �c�
�Í�«�º�H�\�b�Ó�å�Â�î�©�µ�É�_���b3ã2§�
�r�S�c�M�m
�Z�b  IGMPv3 �¢�Ý�î�É  �Ó�å�Â�_6õ�M�•)+0£�_���b�p7Ÿ�_�Q#Ý�[�A�r�M��

IGMP �«�¾�î�Æ�å�¢�b0¿���m8p�_�X�8�Z�c�
 '¨ 20 'v�� IGMP �«�¾�î�Æ�å�¢�\�Ç�•�Ý�±�Ü�å�¢�b0¿
���� �†�g!·�K�Z�C�T�I�8��
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'¨  1 'v       0����+0[
�Þ�–�Ö  3 �¯�Ç�º�˜�™�”�b�µ+�
• IPv6 Multicast Listen Discovery>&MLD >'�\  Multicast Listen Discovery �«�¾�î�Æ�å�¢>8 MLD �c�

%$�K�K)F�I�€�S�Ü�å�¡�b�Ð�Ý�³�Ÿ�Õ�«�º�Ü�«�¼�î>& IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  �Ã�£�µ�º�†�w�™�M�•�À�î
�»>'�b�Ñ�~�†�è���K�
�Ð�Ý�³�Ÿ�Õ�«�º  �Ã�£�µ�º�@7„�K�À�î�»�_6õ�€�M�•  IPv6 �Ð�Ý�³�Ÿ�Õ�«�º�¹�Â
�–�«�è���M�•�b�_�Q#Ý�M�•�É�ß�º�¥�Ý�[�M�� MLD �«�¾�î�Æ�å�¢�c�
 MLD v1 �\  MLD v2 �b  2 '�8®
�b�Â�î�ª�Ù�å�[�§�Ï�î�º�I�€�r�M���¿�µ�º�á�î�¡  �«�–�µ�³�[�c�
 MLD �«�¾�î�Æ�å�¢�†�Q#Ý�K�Z�Ð
�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�b�Ç�Û�µ�¹�•�å�¢�†�š�D�K�
 IPv6 �Ð�Ý�³  �Ÿ�Õ�«�º  �¹�î�±�†  VLAN 
Æ
�b�M�m�Z�b�Ï�î�º�_�Ç�Û�µ�¹�•�å�¢�I�€�•�b�[�c�^�C�¹�î�±�†�w�™�M�•�Ï�î�º�b�Ü�«�º�_3?3æ�K�r
�M���G�€�_�|�~�
�¿�µ�º�á�î�¡  �¹�Â�–�«�b2�,´�†3M�ö�K�
�Ü�å�¡�[�Y0[�^�•�æ�œ�†�q�`�ì�K�

IPv6 �Ð�Ý�³  �Ÿ�Õ�«�º  �¹�î�±�†� "á$×�_4Ä�™�[�A�r�M��

�Ð�Ý�³�Ÿ�Õ�«�º  �§�î�Å�«�b0¿���b0ò(ý�_�X�8�Z�c�
 '¨ 21 'v�� IPv6 MLD �«�¾�î�Æ�å�¢�b0¿���� �†
�g!·�K�Z�C�T�I�8��

• Protocol Independent Multicast>&PIM>'>8PIM �c�É�ß�º�¥�Ý"‚'g�º�[�
 EIGRP�
 OSPF�
 BGP�
�«
�±�¸�•�µ�¡  �Ý�î�º�^�]�
�Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢  �¸�î�È�Ý�b1��s3¸�s�_�]�b�Ø�½�Ÿ�Õ�«�º  �Ý�î
�¸�•�å�¢  �É�ß�º�¥�Ý�@�Q#Ý�I�€�Z�v�<#Ý�[�A�r�M�� PIM �c�I�}�_�
�ö
²�_"‚'g�K�S�Ð�Ý�³�Ÿ�Õ�«
�º  �Ý�î�¸�•�å�¢  �¸�î�È�Ý�†�8�B�M�•�æ�ƒ�~�_�
�Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢  �¸�î�È�Ý�†�Q#Ý�K�Z  
Reverse Path Forwarding>&RPF>'�³�™�µ�¡�µ+��†��/œ�K�r�M��

�Ð�Ý�³�Ÿ�Õ�«�º  �§�î�Å�«�b0¿���‰�2�_�X�8�Z�c�
 '¨ 29 'v�� IP �Ð�Ý�³�Ÿ�Õ�«�º�b0¿���� �†�g!·�K�Z
�C�T�I�8��

NSF/SSO

Non-Stop Forwarding with Stateful Switchover>&NSF/SSO>'�c�
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�«�–�µ�³
�œ�î�Â�î�ì�_�Þ�–�Ö  3 �Ý�î�¸�•�å�¢#”�C�[)E)F�K�Z�¹�î�±  �Ã�£�µ�º�†3?3æ�K�r�M�� Catalyst 4500 �b  
SSO �>�|�g  NSF 1�1‘�[�f�j�I�€�•�™8—�ö�>�|�g�”�Ë�–�Û�Å�Ü�¸�•�†�
�Þ�–�Ö  3 �¿�µ�º�á�î�¡�_�r�[�Ñ
�±�K�r�M���«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�«�–�µ�³�œ�î�Â�î�ì�
 NSF/SSO �c�
�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�_
���†�G�Ÿ�>�|�g�è0É�M�•�M�‰�[�
�¤%±�b�Ý�î�º�_�‘�W�Z)E)F�K�Z�¹�î�±  �Ã�£�µ�º�†3?3æ�K�
�Y�²0[�^
�Ý�î�º  �Ç�Û�µ�É�†�,�A2s�G�I�N�
�¿�µ�º�á�î�¡�@�Y�ó���_�^�•�b�†�G4J�K�r�M�� NSF/SSO �†�Q#Ý�M�•
�\�
 IP Phone �¥�î�Ý�c�»�ß�µ�É�I�€�r�O�‡�� NSF/SSO �c�
 OSPF�
 BGP�
 EIGRP�
 IS-IS�
�>�|�g  
Cisco Express Forwarding>&CEF; �©�«�¥  �š�¡�«�É�Þ�«  �Ç�›�á�î�¹�•�å�¢>'�[�§�Ï�î�º�I�€�r�M��
NSF/SSO �c�M+á$×�_�
�û���r�S�c�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�b�q5�0[4Š�(>&�Þ�–�Ö  3 7Ÿ(Ù/
�¥�”�r�S�c�Þ�ª�Ü�š�å�º  �Þ�–�Ö  3 �á�–�Ö�Ü�å�¢  �¡�ß�î�®�µ�º0¿0£�^�]>'�[�Ž6ä�I�€�r�M���G�€�c�
5�
0[�^�”�É�Ü�£�î�©�Ù�å�b�"�M�©�Õ�î�©�Ž6ä�b5�0[�^�¥�å�Ï�î�¿�å�º�[�M�� NSF/SSO �c�
�«�î�Ã�î�Â�–
�¨
Õ6×�b�6�•  Catalyst 4507R �>�|�g  4510R �©�Õ�î�©�b��,´�I�€�S�«�î�Ã�î�Â�–�¨  �š�å�ª�å�M�m�Z�[�<
#Ý�[�A�r�M��

NSF/SSO �b0ò(ý�_�X�8�Z�c�
 '¨ 9 'v�� Cisco NSF/SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿����
�†�g!·�K�Z�C�T�I�8��

ISSU

SSO �@�µ+��M�•�_�c�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�\�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
�g�‰�b IOS �Â�î�ª�Ù�å�@� �L�[�6�•�²0[�@�6�~�r�M�� Cisco IOS �¯�Ç�º�˜�™�”�b�”�µ�É�¢�Þ�î�»�r�S�c
�²�˜�å�¢�Þ�î�»�p�_�Â�î�ª�Ù�å�@�M+´�K�^�8�\�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�I�D$×�_  RPR �Ô�î
�»�b�·�8�_�^�~�r�M���G�b�Ô�î�»�[�c�
�«�–�µ�³�œ�î�Â�î�‹�_�Ü�å�¡�Ç�Û�µ�É�\�§�î�Å�«�p�•�@$Î#Õ�K
�r�M���G�b�e8Ÿ�c�
�¯�Ç�º�˜�™�”�b�”�µ�É�¢�Þ�î�»�r�S�c�²�˜�å�¢�Þ�î�»�p�_  SSO/NSF �Ô�î�»�[�·�8
�[�A�•  In Service Software Upgrade>&ISSU; �–�å�§�î�Å�«  �¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»>'�µ+��_�|�W
�Z0Ž�ô�I�€�r�M��
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'¨  1 'v       0����+0[
'ö#.�µ+�
ISSU �[�c�
�”�¡�¸�•�È�>�|�g�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�Q�€�R�€�[��/œ�K�Z�8�•�«�¸�î�º�Ç
�Ý �¥�å�Ï�î�¿�å�º6ë�[  Version Transformation Framework �†�<#Ý�M�•�G�\�_�|�~�
�g�‰�b�«�î�Ã�î�Â
�–�¨  �š�å�ª�å�V�b$��^�•�Ü�Ü�î�«  �Þ�Ë�Ý�b  Catalyst IOS �–�Ó�î�ª�†�”�µ�É�¢�Þ�î�»�r�S�c�²�˜�å�¢
�Þ�î�»�[�A�r�M��

�Ï�Ü�©�î�Ë�î�«  �Ý�î�¸�•�å�¢

�‘�¶�b  IP �b3?3æ�8�•�c�
3?3æ�M�•�Ã�£�µ�º�b��
›  IP �”�»�Þ�«�b�s�_�ö�Y�8�Z�8�r�K�S�� Policy Based 
Routing>&PBR; �Ï�Ü�©�î�Ë�î�«  �Ý�î�¸�•�å�¢>'�[�c�
3æ�™
–�–�å�±�î�Ç�™�–�«�
 IP 3æ�™
–�”�»�Þ�«�

�Þ�–�Ö  4 �Ï�î�º'¼�b�Ã�£�µ�º�_6õ4��K�S�”�»�Þ�«�è�¥�b�_���_�ö�Y�8�Z3?3æ�[�A�r�M���G�b�µ+��_�|
�~�
�¿�µ�º�á�î�¡'ö#.*…�c�|�~��3>�_�¿�µ�º�á�î�¡�†0¿���>�|�g0¿0£�[�A�•�|�:�_�^�~�r�M��

PBR �b0ò(ý�_�X�8�Z�c�
 '¨ 30 'v���Ï�Ü�©�î�Ë�î�«  �Ý�î�¸�•�å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��

�"�‰�¥�Ü�å�¡  �Ý�î�¸�•�å�¢

UniDirectional Link Routing>&UDLR; �"�‰�¥�Ü�å�¡  �Ý�î�¸�•�å�¢>'�c�
�"�M�‰�¥�b"@#.�–�å�±�î�Ç�™
�–�«>&9×�•�æ�b/¨�Í�Ü�å�¡�^�]>'�V�[�Ð�Ý�³�Ÿ�Õ�«�º  �Ã�£�µ�º�†�Â�µ�¡  �³�Õ�¿�Ý�†�â�X�«�±�È  �¿�µ�º
�á�î�¡�_3?3æ�M�•�m�•�†�f�j�K�r�M��

�"�‰�¥�Ü�å�¡  �Ý�î�¸�•�å�¢�b0¿���b0ò(ý�_�X�8�Z�c�
 �� Cisco IP and IP Routing Configuration Guide��
�b�� Configuring UniDirectional Link Routing���†�g!·�K�Z�C�T�I�8��

VRF-lite

VPN Routing and Forwarding Lite>&VRF-Lite>'�c�
 IP �Ý�î�¸�•�å�¢�b�Ñ�G�µ+��[�
0
�X�b�Ý�î�¸�•�å
�¢  �–�å�«�±�å�«�†�f�j�K�r�M�� BGP �\� �]�_�
 VRF-Lite �c�›  VPN �•�«�±�Ð�î�_�P�K�Z�9���b  IP 
�Ý�î�¸�•�å�¢�>�|�g3?3æ�¸�î�È�Ý�†)T�â�K�S�r�r�
�Þ�–�Ö  3 VPN �§�î�Å�«�b�8�B�†�•+��_�K�r�M��
VRF-Lite �c�

°�Š�–�å�±�î�Ç�™�–�«�†�Q#Ý�K�Z$��^�•  VPN �b�Ý�î�º�†�
�9�K�r�M�� VRF-Lite �c�
 1 
�X�r�S�c0
�X�b�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�†�›  VPN Routing/Forwarding>&VRF; VPN �Ý�î�¸�•�å�¢ /
3?3æ>'�_�P�Â�Ü�E�Z�ì�•�Ã�£�µ�º3?3æ�¸�î�È�Ý�†�g�B�K�
�"�M�b�«�–�µ�³�V�_0
�X�b�Þ�–�Ö  3 VPN �†
�8�B�[�A�•�|�:�_�K�r�M�� VRF �b�w� �^�–�å�±�î�Ç�™�–�«�c�
�–�î�§�¿�µ�º  �Ï�î�º�^�]�b"@#.�–�å
�±�î�Ç�™�–�«�
�r�S�c  VLAN �«�–�µ�³�ì�•�–�å�±�î�Ç�™�–�«>& SVI>'�^�]�b1=#.�–�å�±�î�Ç�™�–�«�[
�M���S�T�K�
�–�å�±�î�Ç�™�–�«�c�–�_0
�X�b  VRF �_�“�M�•�G�\�@�[�A�r�O�‡��

VRF-Lite �_�X�8�Z�c�
 '¨ 31 'v�� VRF-Lite �b0¿���� �†�g!·�K�Z�C�T�I�8��

'ö#.�µ+�
Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c  CLI �†3û�L�Z�
�r�S�c  SNMP �^�]�b�æ�p�”�¡�­�«�‰�'�†3û�L�Z
�¿�µ�º�á�î�¡�b'ö#.�\�D�š�†/œ�8�r�M���«�–�µ�³  �¯�Ç�º�˜�™�”�c�
���b�¿�µ�º�á�î�¡'ö#.�µ+��†�§
�Ï�î�º�K�Z�8�r�M��

• �� Cisco Network Assistant �>�|�g)��s3¸�s  CiscoView��>&P.1-13>'

• �� DHCP��>&P.1-13>'

• �� FAT �b�Ç�“�–�Ý'ö#.�©�«�¸�Ò>& Supervisor Engine 6-E �b�s>' ��>&P.1-13>'

• ���I�D  10/100 +¬�·�¿�¦�©�š�î�©�Ù�å�� >&P.1-14>'

• �� Intelligent Power Management��>&P.1-14>'
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• �� MAC �”�»�Þ�«3û%±�� >&P.1-14>'

• �� MAC 3û%± MIB��>&P.1-14>'

• �� NetFlow )+0£�_���� >&P.1-14>'

• ���­�Ÿ�×�”  �©�™�Ý��>&P.1-14>'

• ��(F�Æ�¿�µ�º�á�î�¡'ö#.�É�ß�º�¥�Ý�� >&P.1-15>'

• �� SPAN �>�|�g  RSPAN��>&P.1-15>'

• ���ì�•�Ý�î�±
Õ6×�É�ß�º�¥�Ý>& VRRP>'��>&P.1-15>'

• �� Web Content Coordination Protocol��>&P.1-16>'

Cisco Network Assistant �>�|�g)��s3¸�s  CiscoView
Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�†0¿���M�•�S�u�b  Web �Ë�î�«�b�¶�î�Ý�[�M�� Cisco Network Assistant 
�c�
�«�±�å�»�”�ß�å  �¹�Â�–�«�
�¹�Â�–�«�b�¡�Û�«�±�
�r�S�c�¹�Â�–�«�b7Ÿ�œ�†�
�H�Q#Ý�b�–�å�º�Û
�¿�µ�º�b�õ�–�b���d�['ö#.�K�r�M���¢�Û�Ç�•�•�Ý  �Ø�î�¨  �–�å�±�î�Ç�™�–�«�†�Q#Ý�M�•�\�
�¥�Ð�å�»�Û
�–�å  �–�å�±�î�Ç�™�–�«  �¥�Ð�å�»�†0l�<�•�²0[�@�^�C�
0
�X�b0¿���8���†��/œ�[�A�r�M��)��s3¸�s  
CiscoView �c�
�«�–�µ�³  �Ç�Û�µ�©�×�V�_)��s3¸�t�G�\�@�[�A�•�¹�Â�–�«'ö#.�”�É�Ü�£�î�©�Ù�å�[�
�«
�–�µ�³�b�²�–�¼�Ñ�µ�¡  �«�¸�î�±�«�
�Ô�½�±�Ü�å�¢�
�>�|�g0¿���_���†�f�j�K�r�M��

�Å�ª�×�”�Ý  �Ï�î�º  �«�¸�î�±�«�_��>8�«�–�µ�³  LED �_�|�W�Z�
�Ï�î�º�Þ�Ë�Ý�>�|�g�«�–�µ�³�Þ�Ë�Ý�b�«
�¸�î�±�«�†% 0i�['ö#.�[�A�r�M��

Cisco Network Assistant �>�|�g)��s3¸�s  CiscoView �b0ò(ý�_�X�8�Z�c�
 '¨ 12 'v�� Cisco Network 
Assistant �_�|�•  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b0¿���� �†�g!·�K�Z�C�T�I�8��

DHCP

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
���b�‰�2�[  DHCP �†�Q#Ý�K�r�M��

• DHCP �§�î�Â>8 Cisco IOS DHCP �§�î�Â�µ+��c�
�Ý�î�±
Æ�[�æ���I�€�S�”�»�Þ�«  �É�î�Ý�?�}  
DHCP �¡�Û�–�”�å�º�_  IP �”�»�Þ�«�†�m�~�\�Z�Z'ö#.�M�•�ö
²�^  DHCP �§�î�Â��/æ�[�M�� Cisco 
IOS DHCP �§�î�Â�@+¬3��b�¹�î�±�Ë�î�«�[  DHCP 0[�Ó�†��/œ�[�A�^�8���œ�
�G�b0[�Ó�†�¿�µ�º
�á�î�¡'ö#.*…�@��*O�K�S  1 �X�r�S�c0
�X�b�­�•�å�²�Ü  DHCP �§�î�Â�_3?3æ�[�A�r�M��

• DHCP �b+¬�·0¿��>8�G�b�µ+��_�|�~�
�H�Q#Ý�b�«�–�µ�³>& DHCP �¡�Û�–�”�å�º>'�c2s�·�ì�_  IP �”
�»�Þ�«�_���>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�Q#Ý�K�Z�
+¬�·$×�_0¿���I�€�r�M��

DHCP �§�î�Â�b0¿���b0ò(ý�_�X�8�Z�c�
 ���b  URL �b�� Cisco IOS IP and IP Routing Configuration
Guide���b�� Configuring DHCP���b'v�†�g!·�K�Z�C�T�I�8��
http://www.cisco.com/en/US/docs/ios/ipaddr/configuration/guide/iad_dhcp_rdmp_ps6350_TSD_P
oducts_Configuration_Guide_Chapter.html 

FAT �b�Ç�“�–�Ý'ö#.�©�«�¸�Ò>& Supervisor Engine 6-E �b�s>'

FAT �Ç�“�–�Ý  �©�«�¸�Ò�c�
�¹�Â�–�«  �¹�•�«�¡�>�|�g�Ç�Û�µ�©�×�V�b�Ç�“�–�Ý�b'ö#.�_�È�C�Q#Ý�I�€�Z
�8�r�M�� FAT �Ç�“�–�Ý  �©�«�¸�Ò�b�§�Ï�î�º�_�|�~�
�Ç�Û�µ�©�×6ë�[�–�Ó�î�ª�b�P7V�
3ã�•�
�>�|�g3?
3æ�†���Æ�_/œ�:�G�\�@�[�A�r�M��
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'ö#.�µ+�
�I�D  10/100 +¬�·�¿�¦�©�š�î�©�Ù�å

�G�b�µ+��_�|�~�
�Ï�î�º�@+¬�·�¿�¦�©�š�î�©�Ù�å�M�•3ÿ�Ø�†"@#.�q�±3ÿ�Ø�|�~�v�*�83ÿ�Ø�_�D7H�M�•�|
�:�
�Ï�î�º�†0¿���[�A�r�M���G�b�‰�2�c�«�Ý�î�É�µ�º�†�ö�}�M�b�[�
 ACL �†�Q#Ý�M�•�|�~�v�a�^�8
�œ�î�Â�Ê�µ�»�\�^�~�r�M��

Intelligent Power Management

�G�b�µ+��c�©�«�¥0��b�w7Á�¹�Â�–�«�\4��·�K�
7Á�Š�¿�¦�©�š�î�©�Ù�å�†�Q#Ý�K�Z�
 802.3af �¡�Û�«�_�|
�~�f�j�I�€�•(•�Ø�b7Á�Š�˜2�5��†2x�<�•  802.3af  =�Ð�b�w7Á�¹�Â�–�«�b7Á�Š�˜2�5��†�q4:�ì�K�r�M���r
�S7Á�Š�¿�¦�©�š�î�©�Ù�å�_�|�~�
 802.3af �>�|�g  IEEE �† =�[�²0[�\�I�€�•�|�:�^9×7Á�Š�Þ�Ë�Ý�†�§
�Ï�î�º�K�^�8�‚�8�Ô�ª�×�î�Ý�\�‚�K�8�w7Á/æ*(�\�b�W�)�«�n�ö�v�•+��_�^�~�r�M��

Intelligent Power Management �b0ò(ý�b0ò(ý�_�X�8�Z�c�
 '¨ 11 'v�� Power over Ethernet �b0¿���� �b
�� Intelligent Power Management���†�g!·�K�Z�C�T�I�8��

MAC �”�»�Þ�«3û%±

MAC �”�»�Þ�«3û%±�µ+��_�|�~�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�_�|�W�Z�Û*f�I�€�
�š�î�ª�å�¢�”�˜
�º�K�
�«�–�µ�³�?�}�P7V�I�€�S  MAC �”�»�Þ�«�@�Ô�½�±�Ü�å�¢�I�€�r�M��3û%±�c  
CISCO-MAC-NOTIFICATION MIB )�#ä�[3æ�™�r�S�c�v�“�I�€�r�M���G�€�c�M+á$×�_�
�Í�«�º�@&ã�·
�M�•�S�g�_  MAC �”�»�Þ�«3û%±�–�Ë�å�º�†�p7Ÿ�M�•�p�¸�¿�µ�º�á�î�¡'ö#.�”�É�Ü�£�î�©�Ù�å�_�|�W�Z�Q
#Ý�I�€�r�M�� ¯�~$×�^  DoS �7�Á>&�§�î�Å�«�Ä)/�7�Á>'�r�S�c�p6ë*…�7�Á�†3û%±�M�•�|�:�
�Ø�î�¨0¿��
�•+��^  MAC �¸�î�È�Ý�<#Ý"á�K�A�8�Í�†��*O�[�A�r�M��

MAC �”�»�Þ�«3û%±�b0ò(ý�_�X�8�Z�c�
 '¨ 4 'v���«�–�µ�³�b'ö#.�� �†�g!·�K�Z�C�T�I�8��

MAC 3û%± MIB
MAC 3û%± MIB �µ+��c�¿�µ�º�á�î�¡  �Ã�Ç�›�î�Ð�å�«�
�<#Ý"á�
�>�|�g�­�Ÿ�×�Ü�¸�•"g�Â�†�Ô�½�±�Ü�å
�¢�K�r�M���G�€�_�|�~�
�¿�µ�º�á�î�¡'ö#.*…�c�–�î�§�¿�µ�º  �Ç�Þ�î�Ò�†3?3æ�M�•�«�–�µ�³�V�[�Û*f�r
�S�c�P7V�I�€�S  MAC �”�»�Þ�«�†3ã2§�[�A�r�M��

NetFlow )+0£�_��

NetFlow )+0£�_���c�
�¢�ß�î�Â�Ý  �º�Û�Ç�•�µ�¡�b�Ô�½�±�Ü�å�¢�µ+��[�
�«�–�µ�³�†3û4#�M�•�M�m�Z�b  
IPv4 �Ý�î�¸�µ�»  �º�Û�Ç�•�µ�¡�_�X�8�Z�Ç�ß�î�Þ�Ë�Ý�b%�0i�†�•+��_�K�r�M���Ý�î�¸�µ�»  IP �Ç�ß�î�>�|
�g�«�–�µ�³�»  IP �Ç�ß�î�b�g�‰�†�§�Ï�î�º�K�r�M��

NetFlow )+0£�_���b0ò(ý�_�X�8�Z�c�
 '¨ 46 'v�� NetFlow �b0¿���� �†�g!·�K�Z�C�T�I�8��

�­�Ÿ�×�”  �©�™�Ý

Secure Shell>&SSH; �­�Ÿ�×�”  �©�™�Ý>'�c�
�¿�µ�º�á�î�¡�†�Ó�K�Z�9�b�¥�å�Æ�×�î�±�_�ß�¢�–�å�K�Z�

�Ü�Ô�î�º�[�¥�Ð�å�»�†��/œ�K�
�6�•�Ð�©�å�?�}�9�b�Ð�©�å�_�Ç�“�–�Ý�†&ã�·�[�A�•�|�:�_�M�•�É�ß�¢�Û
�Ò�[�M���«�–�µ�³�?�}�c  SSH �K)F�†6ä���[�A�r�O�‡�� SSH �c�«�–�µ�³�l�b�Ü�Ô�î�º  �ß�¢�–�å  �­�µ
�©�Ù�å�b�f�j�b�s�_7H���I�€�
�§�î�Â�\�K�Z�b�s�µ+��K�r�M��
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(F�Æ�¿�µ�º�á�î�¡'ö#.�É�ß�º�¥�Ý

(F�Æ�¿�µ�º�á�î�¡'ö#.�É�ß�º�¥�Ý>& SNMP>'�c�¿�µ�º�á�î�¡  �¹�Â�–�«6ë�[�b'ö#.�_���b�º�n�†� "á�ì
�K�r�M�� Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
���b  SNMP �±�–�É�\�Ñ�G�†�§�Ï�î�º�K�Z�8�r�M��

• SNMP>8�ö
²�^�–�å�±�î�¿�µ�º�† =

• SNMP v2>8�¥�Ñ�×�½�¸�•�Ë�î�«�b  SNMP �Â�î�ª�Ù�å  2 #Ý'ö#.�Ç�Þ�î�Ò�á�î�¡

• SNMP v3>8noAuthNoPriv�
 authNoPriv�
�>�|�g  authPriv �b  3 �X�b�Þ�Ë�Ý�†�â�X�­�Ÿ�×�Ü�¸�•  �Ç
�Þ�î�Ò�á�î�¡>& cat4000-i5k91s-mz �^�]�b�¡�Ü�É�º  �–�Ó�î�ª�[�b�s�Q#Ý�•+�>'

• SNMP �º�Û�µ�É  �Ó�µ�­�î�ª�Ñ�G>8�«�Ã�½�å�¢�¶�Ü�î  �º�Ï�ß�ª�b�š�f3û%±�x0¿���š�f3û%±�†�µ�t�

"I���b  SNMP �º�Û�µ�É  �Ó�µ�­�î�ª�b3ã�•�_��

SNMP �b0ò(ý�_�X�8�Z�c�
 '¨ 45 'v�� SNMP �b0¿���� �†�g!·�K�Z�C�T�I�8��

SPAN �>�|�g  RSPAN
�«�–�µ�³�»  �Ï�î�º  �”�¼�Û�–�¨>& SPAN>'�c�
�¿�µ�º�á�î�¡  �”�¼�Û�–�¨�r�S�c�Ü�Ô�î�º  �Ô�½�±�Ü�å�¢

>&RMON>'�É�ß�î�È�_�|�W�Z�Ï�î�º�V�b0Ž�Ò#Ý�º�Û�Ç�•�µ�¡�†�Ô�½�±�Ü�å�¢�K�r�M���r�S�
���b�¦8o�@
�•+��_�^�~�r�M��

• SPAN �­�µ�©�Ù�å�V�b  ACL �†0¿���K�r�M��

• SPAN ��
›�Ï�î�º�V�b%T�™�º�Û�Ç�•�µ�¡�@3û�–�]�>�~�«�–�µ�³�å�¢�I�€�•�|�:�_�K�r�M��

• ��
›�Ï�î�º�?�}�«�Ã�å�I�€�S�Ã�£�µ�º�b�•�É�­�Ý�ì�±�–�É�†�Â&g$×�_0¿���K�r�M��

• �Ã�£�µ�º�@�Ø�½�Ÿ�Õ�«�º�
�Ð�Ý�³�Ÿ�Õ�«�º�
�r�S�c�È�ß�î�»�Ÿ�Õ�«�º�[�6�•�?�
�Ã�£�µ�º�@�w� �[
�6�•�?�]�:�?�_�Â�L�Z
°�Š�«�½�Ç�•�å�¢�†�D7H�K�r�M��

• �º�Û�È�Ý�©�×�î�¸�•�å�¢% $×�[  SPAN ��
›�Ï�î�º�b  CPU �_3æ�™�I�€�S�Ã�£�µ�º�
�r�S�c  SPAN ��

›�Ï�î�º�b  CPU �?�}�b�Ã�£�µ�º�†�Ñ�Û�î�Ü�å�¢�K�r�M��

SPAN �_�X�8�Z�c�
 '¨ 43 'v�� SPAN �>�|�g  RSPAN �b0¿���� �†�g!·�K�Z�C�T�I�8��

Remote SPAN>&RSPAN>'�c�
 SPAN �b�Ñ�G�µ+��[�6�~�
3æ�™
–�Ï�î�º�\��
›�Ï�î�º�@0
�X�b�«�–�µ�³
�_�(�S�I�€�
�¿�µ�º�á�î�¡�V�b0
�X�b�«�–�µ�³�b�Ü�Ô�î�º  �Ô�½�±�Ü�å�¢�@�[�A�r�M���›  RSPAN �­�µ
�©�Ù�å�b�º�Û�Ç�•�µ�¡�c�
�g�•�M�•�M�m�Z�b�«�–�µ�³�V�b�Q�b  RSPAN �­�µ�©�Ù�å�S#Ý�b�Ø�î�¨�æ��  
RSPAN VLAN �_��3æ�I�€�r�M��

RSPAN �_�X�8�Z�c�
 '¨ 43 'v�� SPAN �>�|�g  RSPAN �b0¿���� �†�g!·�K�Z�C�T�I�8��

�ì�•�Ý�î�±
Õ6×�É�ß�º�¥�Ý>& VRRP>'

Virtual Router Redundancy Protocol>&VRRP; �ì�•�Ý�î�±
Õ6×�É�ß�º�¥�Ý>'�c�

¹3û�b  LAN �_�K)F�I
�€�S�Ý�î�±6ë�[�·�8�K�
�G�€�_�|�~�Ý�î�±�c  LAN �¡�Û�–�”�å�º�_�Ç�“�î�«�º�Í�µ�É�Ÿ
–�µ+��†�f�j�K
�r�M��

VRRP �b0ò(ý�_�X�8�Z�c�
���b  URL �†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/docs/ios/ipapp/configuration/guide/ipapp_vrrp_ps6350_TSD_Products_C
onfiguration_Guide_Chapter.html 
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Web Content Coordination Protocol

Web Content Communication Protocol>&WCCP>'�Â�î�ª�Ù�å  2 �Þ�–�Ö  2>&L2>'�Ü�²�–�Þ�¡�©�Ù�å�_�|
�~�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�Þ�–�Ö  2/MAC �”�»�Þ�«�i�A�n�<�†�Q#Ý�K�Z�
�¥�å�¸�å�¶0[�Ó
�†%$�K�K)F�I�€�S�¥�å�¸�å�º  �š�å�ª�å�_3ñ4#$×�_�Ü�²�–�Þ�¡�º�K�r�M�� WCCPv2 L2 �Ü�²�–�Þ�¡�©�Ù
�å�c�«�–�µ�³�å�¢  �Á�î�»�˜�™�”�[9×3ÿ�ì�I�€�•�b�[�
)r&à�Ý�î�¸�•�å�¢  �•�É�­�Ý�ì>& GRE>'�†�Q#Ý�K
�S�Þ�–�Ö  3>&L3>'�Ü�²�–�Þ�¡�©�Ù�å�|�~�v� "á$×�[�M���Ÿ�Õ�µ�©�×  �¡�Û�«�±�b�¥�å�¸�å�º  �š�å�ª�å�c�

8–)¾�_�”�¡�­�«�I�€�•�¥�å�¸�å�¶�†3ñ4#$×�_�–�Ñ�K�
� �L�¥�å�¸�å�¶�_6õ�M�•4�)F�K�S0[�Ó�_�Â�L�r
�M���G�b)��Ý�
�œ�Ü�ª�¼�Ý�b�¥�å�¸�å�¶  �§�î�Â�?�}� �M�¥�å�¸�å�¶�†)Þ�~3É�K��3æ�M�•�²0[�@�^�C�^
�~�r�M���G�€�c�Ï�î�º�r�S�c�²�–�¼�Ñ�µ�¡  �§�î�Å�«�b�6�•  HTTP �>�|�g8�  HTTP �º�Û�Ç�•�µ�¡�b3ñ4#
$×�^�Ü�²�–�Þ�¡�©�Ù�å�†�§�Ï�î�º�K�r�M>& Web �Ÿ�Õ�µ�©�å�¢�
 HTTPS �Ÿ�Õ�µ�©�å�¢�
�Ç�“�–�Ý3?3æ�É
�ß�º�¥�Ý>& FTP>'�Ÿ�Õ�µ�©�å�¢�
�É�ß�Ÿ�©  �Ÿ�Õ�µ�©�å�¢�
�Ó�¹�•�”  �Ÿ�Õ�µ�©�å�¢�
�>�|�g�«�º�Ü�î�Ñ
�å�¢  �§�î�Å�«�^�]>' �� WCCPv2 L2 �Ü�²�–�Þ�¡�©�Ù�å�c�M+á$×�_�
�…�æ�§�–�º�r�S�c�-�Ñ�^�]�b�¿�µ�º
�á�î�¡  �š�µ�ª�[3ñ4#$×�^�Ÿ�Õ�µ�©�å�¢�†�•+��_�K�r�M�� WCCPv2 L2 �Ü�²�–�Þ�¡�©�Ù�å�c�
 PBR �r�S
�c  VRF-Lite �@0¿���I�€�S� �L
°�Š�–�å�±�î�Ç�™�–�«�[�–�¿�î�È�Ý�_�[�A�r�O�‡�� L2 �Ü�²�–�Þ�¡�©�Ù
�å�b�S�u�b  ACL �Ë�î�«�b�(8®�c�§�Ï�î�º�I�€�r�O�‡��

WCCP �_�X�8�Z�c�
 '¨ 49 'v�� WCCP �Â�î�ª�Ù�å  2 �§�î�Å�«�b0¿���� �†�g!·�K�Z�C�T�I�8��

�­�Ÿ�×�Ü�¸�•�µ+�
Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c  CLI �†3û�L�Z�
�r�S�c  SNMP �^�]�b�æ�p�”�¡�­�«�‰�'�†3û�L�Z
�¿�µ�º�á�î�¡�b'ö#.�\�D�š�†/œ�8�r�M���«�–�µ�³  �¯�Ç�º�˜�™�”�c�
���b�­�Ÿ�×�Ü�¸�•�µ+��†�§�Ï�î�º
�K�Z�8�r�M��

• �� 802.1X ID �Ë�î�«�b�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•�� >&P.1-16>'

• ���²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�� >&P.1-17>'

• �� DHCP �«�¾�î�Æ�å�¢�� >&P.1-17>'

• ���Ç�Û�µ�¹�•�å�¢  �È�ß�µ�¡�� >&P.1-18>'

• ���Á�î�»�˜�™�”�Ë�î�«�b�¥�å�º�ß�î�Ý  �É�Þ�î�å  �Ï�Ü�©�å�¢�� >&P.1-18>'

• ���«�±�¸�•�µ�¡  �Í�«�º#Ý  IP �¯�î�«  �ž�î�»�� >&P.1-18>'

• �� IP �¯�î�«  �ž�î�»�� >&P.1-19>'

• ���ß�î�•�Ý1�0É�
 RADIUS�
�>�|�g  TACACS+ 1�0É��>&P.1-19>'

• �� Network Admission Control>&NAC>'��>&P.1-19>'

• �� ACL �_�|�•�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•�� >&P.1-20>'

• ���Ï�î�º  �­�Ÿ�×�Ü�¸�•�� >&P.1-20>'

• ���«�º�î�Ò�D�š�� >&P.1-20>'

• �� uRPF �«�º�Ü�¡�º  �Ô�î�»>& Supervisor Engine 6-E �b�s>' ��>&P.1-21>'

• ���Ø�î�¸�•�Ü�¸�•�� >&P.1-21>'

802.1X ID �Ë�î�«�b�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•

�G�b�­�Ÿ�×�Ü�¸�•�µ+��b
Æ���c�
���b�\�>�~�[�M��

• 802.1X �É�ß�º�¥�Ý>8�G�b�µ+��c�
�«�–�µ�³  �Ï�î�º�_�K)F�K�S�Í�«�º�_�«�–�µ�³  �§�î�Å�«�l�b�”�¡
�­�«�’�†�m�~�\�Z�•�S�_�
�Q�b�Í�«�º�†1�0É�M�•�S�u�b�m�•�†�f�j�K�r�M��
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• VLAN �m�~�\�Z�†�Q#Ý�K�S  802.1X 1�0É>8�G�b�µ+��_�|�~�
 802.1X 8��P�Â�Í�«�º�@  802.1X 1�0É
�†�Q#Ý�M�•�¿�µ�º�á�î�¡�_�”�¡�­�«�[�A�r�M��

• 802.1X RADIUS �”�•�˜�å�¸�•�å�¢>8�G�b�µ+��_�|�~�
�¿�µ�º�á�î�¡  �¹�Â�–�«�b�Q#Ý"g�#�†3ã2§�[
�A�r�M��

• �¤�«�º  VLAN �_�P�M�•  802.1X 1�0É>8�G�b�µ+��_�|�~�
 VLAN �m�~�\�Z�†�Q#Ý�K�Z"I���b�Ø�î�¨
�b�¿�µ�º�á�î�¡  �”�¡�­�«�†�D7H�[�A�r�M��

• MAC 1�0É�Â�–�Ã�«�†�Q#Ý�K�S  802.1X 1�0É>8�G�b�µ+��_�|�~�
 802.1X �§�É�Ü�•�å�º�µ+��b�^�8
�š�î�ª�™�å�º�Þ�«  �¹�Â�–�«>&�É�Ü�å�±�^�]>'�l�b�¿�µ�º�á�î�¡  �”�¡�­�«�†�f�j�K�r�M���«�–�µ�³  
�Ï�î�º�[�‚�K�8  MAC �”�»�Þ�«�†�è���M�•�\�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�¹�Â�–�«�b  MAC 
�”�»�Þ�«�_�ö�Y�A�
 802.1X 1�0É0[�Ó�†�É�ß�Ÿ�©�K�r�M��

• �”�¡�­�«�Y+�1�0É�Â�–�Ã�«�†�Q#Ý�K�S  802.1X 1�0É>8AAA �§�î�Â�@�?4)�Y+��[�6�•�
�r�S�c�Â'Å
�K�^�8���œ�
�G�b�µ+��@4:#Ý�I�€�r�M���G�b���œ�
�Ï�î�º�@�¡�ß�î�¬�I�€�Z�8�•�\  802.1X �Ø�î�¨
1�0É�c�M+á$×�_�»�K�K�
�Ø�î�¨�b�”�¡�­�«�@�Ä�°�I�€�r�M���”�¡�­�«�Y+�1�0É�Â�–�Ã�«�µ+��c�

�ß�î�•�Ý�_�æ���I�€�S  VLAN �[5�0[�^�Ï�î�º  �¿�µ�º�á�î�¡  �”�¡�­�«�†0Á�•�M�•�S�u�b�
 Catalyst 
4500 �©�Ü�î�¬  �«�–�µ�³�V�[0¿���•+��^�æ�p�m�•�†�f�j�K�r�M��

• �"�‰�¥�D�š�Ï�î�º�†�Q#Ý�K�S  802.1X 1�0É>8�G�b�µ+��_�|�~�
 Wake-on-LAN>&WoL>'�Ð�ª�µ�¡  �Ã
�£�µ�º�c!“0Á�•�b  802.1X �«�–�µ�³  �Ï�î�º�_�K)F�I�€�S�á�î�¡�«�¸�î�©�Ù�å�_�?4)�[�A�r�M���"�‰
�¥�D�š�Ï�î�º�c�M+á$×�_�
�p�¸�§�î�Â�?�}�á�î�¡�«�¸�î�©�Ù�å�l�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�r�S
�c�¯�Ç�º�˜�™�”�b�”�µ�É�¹�î�º�†�ª6ë�_3æ���M�•�S�u�_�Q#Ý�I�€�r�M��

• 802.1X 1�0É�»�K�œ�î�É�å�m�~�\�Z>8�G�b�µ+��_�|�~�
�¹�Â�–�«�@  802.1X �_�|�•+¬3��b1�0É�_�»
�K�K�S>&�S�\�<�d�
�G�K�8�Ã�«�á�î�»�@�f�j�[�A�^�8>'���œ�_�P���[�A�•�|�:�«�–�µ�³�†0¿���[�A
�r�M��

• 8b�Œ VLAN �†�Q#Ý�K�S 802.1X 1�0É>8�G�b�µ+��_�|�~�
 Cisco IP Phone �\  802.1X �§�É�Ü�•�å�º  �§
�Ï�î�º  �¹�Â�–�«�b�g�‰�†�Q#Ý�M�•7•�
�Ï�î�º�V�b  802.1X �­�Ÿ�×�Ü�¸�•�@�Q#Ý�[�A�r�M��

• 802.1X �¥�å�Â�î�ª�™�å�«>8�G�b�µ+��_�|�~�
 802.1X 0¿���>�|�g��/æ�b�«�–�µ�³�å�¢  �Å�ª�¿�«  �Ø
�½�µ�º6ë�b�M2��ö�†�–�U�r�M��

• �Ð�Ý�³�»�Ó�–�å1�0É>8�G�b�µ+��[�c�
 802.1x �§�É�Ü�•�å�º�b�^�8�§�î�»�Ã�î�¸�•7Á0ð�c�
 MAC 1�
0É�Â�–�Ã�«�_�|�~1�0É�I�€�•�²0[�@�6�~�r�M��

802.1X ID �Ë�î�«�b�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•�b0ò(ý�_�X�8�Z�c�
 '¨ 34 'v�� 802.1X �Ï�î�º�Ë�î�«1�
0É�b0¿���� �†�g!·�K�Z�C�T�I�8��

�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å

�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å>& DAI>'�c�
�M�m�Z�b  ARP 0[�Ó�†�æ/œ�w�™�K�
�™8—�[�A�^�8
�Ï�î�º�[�Â'Å�K�
�›�æ/œ�w�™�í�s�Ã�£�µ�º�†�w� �^  IP/MAC �Â�–�å�¹�•�å�¢�\!·�œ�K�r�M�� DAI �c�

� �M�b  VLAN �b�Ú�b�Ï�î�º�_!“� �^  ARP �Â'Å�†�Ü�Þ�î�K�^�8�G�\�_�|�~�
�¿�µ�º�á�î�¡�7�Á�†75�F�K
�r�M���Ä�°�I�€�S  ARP �Ã�£�µ�º�c�
%����b�S�u�_�«�–�µ�³�_�|�W�Z0°6��I�€�r�M��

DAI �b0ò(ý�_�X�8�Z�c�
 '¨ 38 'v���²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿���� �†�g!·�K�Z�C�T�I�8��

DHCP �«�¾�î�Æ�å�¢

DHCP �«�¾�î�Æ�å�¢�c�
 DHCP �§�î�Â�†�S�B�M�•�­�Ÿ�×�Ü�¸�•�µ+��[�M�� DHCP �«�¾�î�Æ�å�¢�c�
�™
8—�[�A�^�8  DHCP �Ó�µ�­�î�ª�†�æ/œ�w�™�K�
 DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¸�î�È�Ý�†�S(��>�|
�g�Ó�å�¸�¼�å�«�M�•�G�\�[�ó
²�ö�†�v�S�}�K�r�M���™8—�[�A�^�8�Ó�µ�­�î�ª�\�c�
�¿�µ�º�á�î�¡�r�S�c
�Ç�“�–�”�˜�›�î�Ý�¥4Š�?�}�b�w�™�Ó�µ�­�î�ª�b�:�U�
�¿�µ�º�á�î�¡
Æ�[�º�Û�Ç�•�µ�¡�7�Á�†�,�A2s�G�M
�•+��ö�b�6�•�Ó�µ�­�î�ª�b�G�\�[�M��
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�­�Ÿ�×�Ü�¸�•�µ+�
DHCP �«�¾�î�Æ�å�¢�c�
�™8—�[�A�^�8�Í�«�º�\  DHCP �§�î�Â�b6ë�[�Ç�“�–�”�˜�›�î�Ý�_���S�z�m�†�Ý
�S�K�r�M���r�S�
 DHCP �«�¾�î�Æ�å�¢�c�š�å�»�Ø�î�¨�_�K)F�M�•�™8—�[�A�^�8�–�å�±�î�Ç�™�–�«�\  
DHCP �§�î�Â�r�S�c�9�b�«�–�µ�³�_�K)F�M�•�™8—�[�A�•�–�å�±�î�Ç�™�–�«�\�†0b�(�E�•�‰�2�†�f�j�K
�r�M��

DHCP �§�î�Â�b0¿���b0ò(ý�_�X�8�Z�c�
���b  URL �b�� Cisco IOS IP and IP Routing Configuration 
Guide���b�� Configuring DHCP���b'v�†�g!·�K�Z�C�T�I�8��
http://www.cisco.com/en/US/docs/ios/ipaddr/configuration/guide/iad_dhcp_rdmp_ps6350_TSD_Produ
cts_Configuration_Guide_Chapter.html 

DHCP �«�¾�î�Æ�å�¢�b0¿���m8p�_�X�8�Z�c�
 '¨ 37 'v�� DHCP �«�¾�î�Æ�å�¢�
 IP �¯�î�«  �ž�î�»�
�>�|
�g�«�±�¸�•�µ�¡  �Í�«�º�b  IPSG �b0¿���� �†�g!·�K�Z�C�T�I�8��

�Ç�Û�µ�¹�•�å�¢  �È�ß�µ�¡

�Ç�Û�µ�¹�•�å�¢  �È�ß�µ�¡�_�|�~�
�Ø�î�¨�c�Ï�î�º�"�)�[�Ø�½�Ÿ�Õ�«�º�>�|�g�Ð�Ý�³�Ÿ�Õ�«�º  �Ã�£�µ�º
�b�Ç�Û�µ�¹�•�å�¢�†�¹�•�­�î�È�Ý�_�[�A�r�M�� MAC �”�»�Þ�«�@�‡7H�)�€�
�r�S�c�«�–�µ�³�_�|�W�Z�Û
*f�I�€�^�?�W�S�S�u�_�
�–1¤�I�€�Z�8�^�8�Ï�î�º�?�}�b�Y�Â�b�Ø�½�Ÿ�Õ�«�º�r�S�c�Ð�Ý�³�Ÿ�Õ�«�º  �º
�Û�Ç�•�µ�¡�@�–1¤�I�€�S�Ï�î�º�_�Ç�Û�µ�¹�•�å�¢�M�•�G�\�@�6�~�r�M��

�Ç�Û�µ�¹�•�å�¢  �È�ß�µ�¡�b0ò(ý�_�X�8�Z�c�
 '¨ 41 'v���Ï�î�º  �Ø�½�Ÿ�Õ�«�º�>�|�g�Ð�Ý�³�Ÿ�Õ�«�º  �Ç
�Û�µ�¹�•�å�¢  �È�ß�µ�¡�� �†�g!·�K�Z�C�T�I�8��

�Á�î�»�˜�™�”�Ë�î�«�b�¥�å�º�ß�î�Ý  �É�Þ�î�å  �Ï�Ü�©�å�¢

�¥�å�º�ß�î�Ý  �É�Þ�î�å  �Ï�Ü�©�å�¢�c�
�Á�î�»�˜�™�”�b  CPU /œ�A�¥�å�º�ß�î�Ý  �É�Þ�î�å  �º�Û�Ç�•�µ�¡
�b�Þ�î�º�†�D7H�M�•)+�œ�¯�Ü�×�î�©�Ù�å�†�f�j�K�r�M���G�€�_�|�~�
�Ø�î�¨�c�©�«�¸�Ò
²�/�_�¥�å�º
�ß�î�Ý  �É�Þ�î�å  ACL �†�–�å�«�º�î�Ý�K�Z�
�Þ�î�º�D7H�M�•�r�S�c�O�–�b�6�•  DoS �7�Á�†�<7V�M�•�G
�\�[  CPU �†�–1¤�[�A�r�M���¥�å�º�ß�î�Ý  �É�Þ�î�å  �Ï�Ü�©�å�¢�_�|�~�
�¿�µ�º�á�î�¡�b�ó���
�”�Ë�–�Û
�Å�Ü�¸�•�
�>�|�g�Ã�£�µ�º3?3æ�†&����_�K�
�«�–�µ�³�V�[�b�7�Á�x5��82�,´�_�v�?�?�ƒ�}�N�
�É�ß�º�¥
�Ý �”�µ�É�¹�î�º�b�†�»�^�]�b�¿�µ�º�á�î�¡�õ�F�†�G4J�K�r�M���Á�î�»�˜�™�”�Ë�î�«�b�¥�å�º�ß�î�Ý  �É
�Þ�î�å  �Ï�Ü�©�å�¢�c�
��,´�I�€�S  Catalyst 4500 �«�î�Ã�î�Â�–�¨  �š�å�ª�å�M�m�Z�[�<#Ý�[�A�r�M���G�€
�c�
�I�r�J�r�^�Þ�–�Ö  2 �>�|�g�Þ�–�Ö  3 �¥�å�º�ß�î�Ý  �É�ß�º�¥�Ý>& CDP�
 EAPOL�
 STP�
 DTP�

VTP�
 ICMP�
 CGMP�
 IGMP�
 DHCP�
 RIPv2�
 OSPF�
 PIM�
 TELNET�
 SNMP�
 HTTP�
�>�|�g��

›�@ 224.0.0.* �Ð�Ý�³�Ÿ�Õ�«�º  �Ü�å�¡  �ß�î�•�Ý  �”�»�Þ�«�[�6�•�Ã�£�µ�º>'�†�§�Ï�î�º�K�r�M���¦�S��
*O�I�€�S�©�«�¸�Ò  �Ï�Ü�©�î�r�S�c�Ø�î�¨0¿���•+��^�Ï�Ü�©�î�c�G�€�}�b�É�ß�º�¥�Ý�_4:#Ý�[�A�r�M��

�¥�å�º�ß�î�Ý  �É�Þ�î�å  �Ï�Ü�©�å�¢�b0ò(ý�_�X�8�Z�c�
 '¨ 36 'v���¥�å�º�ß�î�Ý  �É�Þ�î�å  �Ï�Ü�©�å�¢�b
0¿���� �†�g!·�K�Z�C�T�I�8��

�«�±�¸�•�µ�¡  �Í�«�º#Ý  IP �¯�î�«  �ž�î�»

�G�b�µ+��_�|�~�
 ARP �Ã�£�µ�º�_�|�•�«�±�¸�•�µ�¡  �Í�«�º�?�}�Û*f�K�S  IP �”�»�Þ�«�b�­�Ÿ�×�Ü�¸�•�†
�–1¤�K�Z�?�}�
�¹�Â�–�«�b�º�Û�µ�Ÿ�å�¢  �¹�î�±�Ë�î�«�†�Q#Ý�K�Z�æ���I�€�S  MAC �”�»�Þ�«�_�Q�b  IP 
�”�»�Þ�«�†�Â�–�å�»�[�A�r�M���Q�b�S�u�
�š�å�º�Ü�@�Ü�å�¡  �²�˜�å  �–�Ë�å�º
²�/�[�Ñ)F�•+��[�M��

�«�±�¸�•�µ�¡  �Í�«�º�b�S�u�b  IP Source Guard>&IPSG; IP �¯�î�«�ž�î�»>'�_�|�~�
 DHCP �Í�«�º�>�|�g
�«�±�¸�•�µ�¡  �Í�«�º�g�‰>&�S�\�<�d�
 DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«�>�|�g�¹�Â�–
�«�b�º�Û�µ�Ÿ�å�¢  �¹�î�±�Ë�î�«�b�g�‰�_�>�8�Z>'�b�Ï�î�º�>�|�g  MAC �”�»�Þ�«�H�\�_0
�X�b�Â�–�å
�»�†��/œ�[�A�r�M���I�}�_�
7H�Ø�†2x4#�K�S���œ�_��#.�†��/œ�[�A�r�M��

�«�±�¸�•�µ�¡  �Í�«�º�b�S�u�b  IPSG �b0¿���m8p�_�X�8�Z�c�
 '¨ 37 'v�� DHCP �«�¾�î�Æ�å�¢�
 IP �¯�î�«  
�ž�î�»�
�>�|�g�«�±�¸�•�µ�¡  �Í�«�º�b  IPSG �b0¿���� �†�g!·�K�Z�C�T�I�8��
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�­�Ÿ�×�Ü�¸�•�µ+�

4.
IP �¯�î�«  �ž�î�»

�G�b�µ+��c�
 DHCP �«�¾�î�Æ�å�¢�\� �]�
 DHCP �«�¾�î�Æ�å�¢�_0¿���I�€�S�™8—�[�A�^�8  12 �Ï�î�º�[
�–�¿�î�È�Ý�_�I�€�r�M���q�6�_�
 DHCP �«�¾�î�Æ�å�¢��#.�_�|�W�Z�Ÿ�Õ�É�³�Õ�I�€�S  DHCP �Ã�£�µ�º
�†7V�C�Ï�î�º�V�b�M�m�Z�b  IP �º�Û�Ç�•�µ�¡�@�
�È�ß�µ�¡�I�€�r�M���¡�Û�–�”�å�º�@  DHCP �§�î�Â�?�}
�w� �^  IP �”�»�Þ�«�†�w�™�M�•�\�
 Per-Port and VLAN Access Control List>&PVACL>'�@�Ï�î�º�V�_�–
�å�«�º�î�Ý�I�€�
�m�~�\�Z�}�€�S  IP �”�»�Þ�«�†�â�X�¡�Û�–�”�å�º�T�E�_�¡�Û�–�”�å�º  IP �º�Û�Ç�•�µ�¡
�†�D7H�K�r�M���G�€�_�|�~�
 DHCP �§�î�Â�_�|�W�Z�m�~�\�Z�}�€�Z�8�^�83æ�™
–  IP �”�»�Þ�«�†�â�X  IP 
�º�Û�Ç�•�µ�¡�@�<7V�I�€�r�M���G�b�Ç�•�Ý�±�Ü�å�¢�c�
�O�–�b�6�•�Í�«�º�@�¿�–�Â�î  �Í�«�º�b  IP �”�»
�Þ�«�†�Á�–�ª�Õ�µ�¡�M�•�G�\�_�|�W�Z�¿�µ�º�á�î�¡�†�7�Á�M�•�b�†75�B�r�M��

IP �¯�î�«�ž�î�»�b0¿���m8p�_�X�8�Z�c�
 '¨ 37 'v�� DHCP �«�¾�î�Æ�å�¢�
 IP �¯�î�«  �ž�î�»�
�>�|�g�«
�±�¸�•�µ�¡  �Í�«�º�b  IPSG �b0¿���� �†�g!·�K�Z�C�T�I�8��

�ß�î�•�Ý1�0É�
 RADIUS�
�>�|�g  TACACS+ 1�0É

�ß�î�•�Ý1�0É�
 Remote Authentication Dial-In User Service>&RADIUS>'�
�>�|�g  Terminal Access 
Controller Access Control System Plus>&TACACS+>'1�0É�‰�'�[�c�
�«�–�µ�³�l�b�”�¡�­�«�@�¥�å�º
�ß�î�Ý�I�€�r�M��0ò(ý�_�X�8�Z�c�
���b  URL �†�g!·�K�Z�C�T�I�8��
http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_cfg_authentifcn_ps635
0_TSD_Products_Configuration_Guide_Chapter.html 

Network Admission Control >&NAC>'

NAC �c���b  2 �X�b�µ+��[�S�B�I�€�r�M��

• NAC �Þ�–�Ö  2 IP �è0É

NAC L2 IP �c�
 Cisco Network Admission Control �b�Y�•���^�µ+��[�M���G�b�µ+��c�
�¤���K�S�Í
�«�º>& LAN �Ï�î�º�_�K)F�M�•  PC �>�|�g�Ú�b�¹�Â�–�«>'�@�û���¿�µ�º�á�î�¡�_�K)F�K�|�:�\�K�S
�ì!l�[�q�6�_75�š�K�r�M�� Cisco Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b  NAC L2 IP �c�
�¿�µ�º�á�î�¡
�b�Þ�–�Ö  2 �š�µ�ª�[�
8�  802.1X �P�Â�Í�«�º  �¹�Â�–�«�_�P�M�•�Ï�«�³�Õ�è0É�†��/œ�K�r�M���Í�«�º  
�¹�Â�–�«�b�Ï�«�³�Õ�è0É�_�c�
�”�å�³�˜�–�Ý�«�b"g�Â�x  OS �Ã�µ�³  �Þ�Ë�Ý�v�µ�r�€�r�M���û���”�¡
�­�«  �Ï�Ü�©�î�\�Í�«�º  �¹�Â�–�«�b�Ï�«�³�Õ�_�Â�L�Z�
�Í�«�º�c!“�²�ó�_0Á�•�I�€�S�~�
�D7H�Ü�A
�”�¡�­�«�@0Á�•�I�€�S�~�
�r�S�c�¿�µ�º�á�î�¡�l�b�˜�–�Ý�«�¤���†75�D�S�u�_�ö
²�_7x7³�I�€�S�~
�M�•�G�\�@�6�~�r�M��

�Þ�–�Ö  2 IP �è0É�b0ò(ý�_�X�8�Z�c�
���b  URL �†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_server_for_windows/
1/configuration/guide/nac_conf.html

• NAC �Þ�–�Ö  2 802.1X 1�0É

Cisco Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
 802.1X �P�Â�¹�Â�–�«�_�r�[  NAC �§�Ï�î�º�†�Ñ�G�K�r
�M�� NAC L2 IP �\� �]�_�
 NAC L2 802.1X �µ+��[�v�š�å�»�Ï�–�å�º�_���_�ö�Y�8�Z�
�¿�µ�º�á�î
�¡  �”�¡�­�«  �Þ�Ë�Ý�†�ô���K�r�M��

802.1X ID �Ë�î�«�b�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•�b0ò(ý�_�X�8�Z�c�
 '¨ 34 'v�� 802.1X �Ï�î�º�Ë�î
�«1�0É�b0¿���� �†�g!·�K�Z�C�T�I�8��
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�­�Ÿ�×�Ü�¸�•�µ+�
ACL �_�|�•�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•

�”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>& ACL>'�c�
�Ý�î�±  �–�å�±�î�Ç�™�–�«�[�b�Ý�î�¸�µ�»  �Ã�£�µ�º�b3?3æ
�r�S�c�È�ß�µ�¡�†�D�š�K�Z�
�¿�µ�º�á�î�¡  �º�Û�Ç�•�µ�¡�†�Ç�•�Ý�±��#.�K�r�M�� Catalyst 4500 �©�Ü�î
�¬  �«�–�µ�³�c�›�Ã�£�µ�º�†1*�m�
�”�¡�­�«  �Ü�«�º
Æ�[�æ���K�S�ö =�_�ö�Y�8�Z�
�Ã�£�µ�º�b3?3æ�r�S
�c�»�ß�µ�É�†�ô���K�r�M��

MAC �”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>& MACL>'�\  VACL �@�§�Ï�î�º�I�€�Z�8�r�M�� VACL �c  Cisco 
IOS �[�c  VLAN �Ð�µ�É�\�K�Z1�1‘�I�€�r�M��

���b�­�Ÿ�×�Ü�¸�•�µ+��@�§�Ï�î�º�I�€�Z�8�r�M��

• VLAN �–�å�±�î�Ç�™�–�«�V�b  MAC �”�»�Þ�«�b�Ø�½�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�†�È�ß�µ�¡�M�•�G�\�†
�•+��_�M�•  MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢  

• %T�™�º�Û�Ç�•�µ�¡�_�P�K�Z�«�–�µ�³�V�b�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�_  ACL �†4:#Ý�M�•�G�\�†�•+�
�_�M�•�Ï�î�º  ACL 

ACL�
 MACL �
 VLAN �Ð�µ�É�
 MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�
�>�|�g�Ï�î�º  ACL �b0ò(ý�_�X�8�Z
�c�
 '¨ 39 'v�� ACL �_�|�•�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•�b0¿���� �†�g!·�K�Z�C�T�I�8��

�Ï�î�º  �­�Ÿ�×�Ü�¸�•

�Ï�î�º  �­�Ÿ�×�Ü�¸�•�c�
�Ï�î�º�_�”�¡�­�«�M�•�á�î�¡�«�¸�î�©�Ù�å�b  MAC �”�»�Þ�«�_�ö�Y�8�Z�Ï�î
�º�b�º�Û�Ç�•�µ�¡�†�D7H�K�r�M���º�Û�å�¡  �Ï�î�º  �­�Ÿ�×�Ü�¸�•�c�
�G�b�µ+��†  VLAN �"�)�b�º�Û�å�¡

>&�É�Û�–�Ë�î�º  VLAN >&PVLAN>'�b"‚'g�º�º�Û�å�¡�†�µ�t>'�_�r�[�Ñ�G�K�r�M��

�«�¸�•�µ�Ÿ  �Ï�î�º  �­�Ÿ�×�Ü�¸�•�c�
�Ï�î�º�b�Ü�å�¡  �²�˜�å�>�|�g�«�–�µ�³�b�Ü�­�µ�º�_
��<�•�S�u�

�·$×�_�Û*f�I�€�S  MAC �”�»�Þ�«�†��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�–�Ñ�M�•�G�\�[�Ï�î�º  �­�Ÿ�×�Ü
�¸�•�†�Ñ�G�K�r�M���G�€�_�|�~�
�¿�µ�º�á�î�¡'ö#.*…�c0Á�•�I�€�•  MAC �”�»�Þ�«�r�S�c�›�Ï�î�º�b  
MAC �”�»�Þ�«�b�q�±�X�†�D7H�[�A�r�M��

8b�Œ VLAN �«�¸�•�µ�Ÿ  �Ï�î�º  �­�Ÿ�×�Ü�¸�•�c�
�«�¸�•�µ�Ÿ  �Ï�î�º  �­�Ÿ�×�Ü�¸�•�†  Voice-over-IP
>&VoIP>'�Ž6ä�_�r�[�Ñ�G�K�r�M��8b�Œ  VLAN �«�¸�•�µ�Ÿ  �Ï�î�º  �­�Ÿ�×�Ü�¸�•�c�
�Ï�î�º�†�ß�µ�¡�K�

IP Phone �>�|�g  IP Phone �b*ü�‹�b�á�î�¡�«�¸�î�©�Ù�å�\�c$��^�•  MAC �”�»�Þ�«�b�6�•�«�¸�î�©�Ù�å
�?�}�b�”�¡�­�«�†�È�ß�µ�¡�K�r�M��

�Ï�î�º  �­�Ÿ�×�Ü�¸�•�b0ò(ý�_�X�8�Z�c�
 '¨ 35 'v���Ï�î�º  �­�Ÿ�×�Ü�¸�•�b0¿���� �†�g!·�K�Z�C�T�I�8��

�«�º�î�Ò�D�š

�È�ß�î�»�Ÿ�Õ�«�º�š�D�c�
 1 �X�r�S�c0
�X�b�«�–�µ�³  �Ï�î�º�V�[�
 LAN �@�È�ß�î�»�Ÿ�Õ�«�º  �«�º�î�Ò
�_�|�W�Z�ã�˜�K�^�8�|�:�_�M�•�µ+��[�M�� LAN �b�È�ß�î�»�Ÿ�Õ�«�º  �«�º�î�Ò�c�
�È�ß�î�»�Ÿ�Õ�«�º  �Ã
�£�µ�º�@  LAN �_�Ç�Û�µ�¹�•�å�¢�M�•�\$Î#Õ�K�
4#�k�^�º�Û�Ç�•�µ�¡�@#Õ�s���I�€�
�¿�µ�º�á�î�¡  �Ã
�Ç�›�î�Ð�å�«�†�*�W�I�O�r�M���É�ß�º�¥�Ý�«�±�µ�¡��/æ�r�S�c�¿�µ�º�á�î�¡0¿���b�š�Û�î�@�
�È�ß�î�»
�Ÿ�Õ�«�º  �«�º�î�Ò�b�N�I�_�^�~�r�M���Ð�Ý�³�Ÿ�Õ�«�º�>�|�g�È�ß�î�»�Ÿ�Õ�«�º�š�D�c�
�Ï�î�º�†3û4#
�M�•�È�ß�î�»�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�b5��† ����K�
"I���b�±�–�Ò  �–�å�±�î�Â�Ý�[�È�ß�î�»�Ÿ�Õ�«�º  �º
�Û�Ç�•�µ�¡�†�M4Š�b0¿���•+��^�K�A�8�Í�b�Í�\�š3Q�K�r�M���È�ß�î�»�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�b5��@�G
�b�–�å�±�î�Â�Ý�b6ë�_�K�A�8�Í�_4)�M�•�\�
�È�ß�î�»�Ÿ�Õ�«�º  �Ç�Þ�î�Ò�@�»�ß�µ�É�I�€�
�õ�–�[�Ï�î
�º�@�©�Õ�µ�º�²�˜�å�K�r�M��

Cisco IOS Software Release 12.2(40)SG �[�c�
�È�ß�î�»�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�>�|�g�Ð�Ý�³�Ÿ�Õ�«�º  
�º�Û�Ç�•�µ�¡�b�Ï�î�º�"�)�[�b�š�D�@�•+��[�M  >&Supervisor Engine 6-E �b�s>' ��

�È�ß�î�»�Ÿ�Õ�«�º�š�D�b0¿���m8p�_�X�8�Z�c�
 '¨ 42 'v���«�º�î�Ò�D�š�b0¿���� �†�g!·�K�Z�C�T�I�8��
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'¨  1 'v       0����+0[
�­�Ÿ�×�Ü�¸�•�µ+�
uRPF �«�º�Ü�¡�º  �Ô�î�»>& Supervisor Engine 6-E �b�s>'

Unicast Reverse-path Forwarding>&uRPF; �Ø�½�Ÿ�Õ�«�º  RPF>'�µ+��c�
�è0É�•+��^3æ�™
–  IP �”�»�Þ�«
�@�Y2Š�K�Z�8�•  IP �Ã�£�µ�º�†�ë� �M�•�G�\�[�
6ë4*�W�S�r�S�c
�4�>&�«�É�î�Ç�•�å�¢�I�€�S>'3æ�™
–  
IP �”�»�Þ�«�@�¿�µ�º�á�î�¡�_�v�€�Z$Î#Õ�M�•�e8Ÿ�†3M�ö�M�•�b�_�z'g�U�r�M�� uRPF �@ IP �Ý�î�¸�•�å
�¢  �¸�î�È�Ý�\�Z�œ�ö�b�v�€�S�w� �^3æ�™
–�”�»�Þ�«�†�â�X�Ã�£�µ�º�T�E�†3?3æ�M�•�G�\�_�|�W�Z�

DoS �7�Á�>�|�g  DDoS �7�Á�†�Q�}�K�r�M���G�€�_�|�~�
�>���]�b�¿�µ�º�á�î�¡�
 ISP�
�>�|�g�g�~�b�–
�å�±�î�¿�µ�º�@�–1¤�I�€�r�M�� uRPF �†�«�º�Ü�¡�º  �Ô�î�»�[�Q#Ý�M�•���œ�c�
�Ý�î�±�@�`�~�Ã�£�µ�º�b
3?3æ�_�Q#Ý�M�•�–�å�±�î�Ç�™�–�«�[�Ã�£�µ�º�†�w�™�M�•�²0[�@�6�~�r�M�� uRPF �«�º�Ü�¡�º  �Ô�î�»�c�

IPv4 �>�|�g  IPv6 �É�Þ�Ç�•�µ�¡�«�b�g�‰�[�§�Ï�î�º�I�€�Z�8�r�M�� �Á�î�»�˜�™�”  IPv6 �b  IPv6 �Ç�›�á�î
�¹�•�å�¢�c�

–�b�¨�X�b�e8Ÿ�†0Ž�ô�M�•�|�:�_0¿0£�I�€�Z�8�•���a�æ�b  IP �É�ß�º�¥�Ý�[�M��

�È�ß�î�»�Ÿ�Õ�«�º�š�D�b0¿���m8p�_�X�8�Z�c�
 '¨ 28 'v�� uRPF �b0¿���� �†�g!·�K�Z�C�T�I�8��

�Ø�î�¸�•�Ü�¸�•

�Þ�–�Ö  2 Traceroute

�Þ�–�Ö  2 traceroute �_�|�~�
�«�–�µ�³�c�Ã�£�µ�º�@3æ�™
–�¹�Â�–�«�?�}��
›�¹�Â�–�«�l3æ�™�I�€�•6ë�_
3û4#�M�•"@#.�Ã�«�†1‘�9�[�A�r�M���Þ�–�Ö  2 Traceroute �c�
�Ø�½�Ÿ�Õ�«�º�b3æ�™
–�>�|�g��
›  MAC �”
�»�Þ�«�T�E�†�§�Ï�î�º�K�r�M��

�Þ�–�Ö  2 traceroute �_�X�8�Z�c�
 '¨ 7 'v���Ï�î�º�b�«�¸�î�±�«�\�K)F�b&�1��� �†�g!·�K�Z�C�T�I�8��

TDR

Time Domain Reflectometry>&TDR; �±�–�Ò  �»�Ó�–�å�o�U"á0£>'�c�
�£�î�È�Ý�b"g�Â�>�|�g�™8—�ö�b0Ç
�•�_�Q#Ý�I�€�•�¸�¡�À�ß�ª�î�[�M�� TDR �c�
�œ�î�É�å�
�©�Ù�î�º�
�r�S�c)
'ƒ�b�£�î�È�Ý"g�Â�†�è��
�K�r�M���r�S�
7€���Ï�–�å�º�r�[�b2¥7³0£'ì�v�§�Ï�î�º�K�r�M��

TDR �_�X�8�Z�c�
 '¨ 7 'v���Ï�î�º�b�«�¸�î�±�«�\�K)F�b&�1��� �†�g!·�K�Z�C�T�I�8��

�¹�Â�µ�¢�µ+�

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�_�c�
�6�‡0¿���†�¹�Â�µ�¢�M�•�S�u�b�¥�Ð�å�»�@�8�C�X�?�6�~�r�M��
�G�€�}�b�¥�Ð�å�»�c�
���b�¢�Ý�î�É�_�µ�r�€�r�M��

• platform

• debug platform

0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 Series Switch Cisco IOS Command Reference���†�g!·�K�Z�C�T�I�8��
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�­�Ÿ�×�Ü�¸�•�µ+�
1-22
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



�¯�Ç�º�˜�™�”  �¥�å�Ç�

OL-14303-01-J
C H A P T E R 2

�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«

�G�b'v�[�c�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b0¿���_�Q#Ý�M�•  CLI �_�X�8�Z1��Â�K�r�M���G�b'v�b�z
�^
Æ���c�
���b�\�>�~�[�M��

• ���«�–�µ�³  CLI �l�b�”�¡�­�«�� >&P.2-1>'

• ���¥�Ð�å�»�Û�–�å�b��#.�� >&P.2-3>'

• ���Ä�«�º�Ü*(�n�� >&P.2-3>'

• �� Cisco IOS �¥�Ð�å�»  �Ô�î�»�b�+0[�� >&P.2-4>'

• ���¥�Ð�å�»  �Ü�«�º�>�|�g�S�e�b�v�“�� >&P.2-5>'

• �� ROMmon �b  CLI��>&P.2-7>'

>&�@>' �G�b'v�b�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�

�� Catalyst 4500 Series Switch Cisco IOS Command Reference���>�|�g���b  URL �b6õ4��Ð�½�×�”�Ý�†�g
!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6350/index.html

Supervisor Engine 6-E �[�c�
�Ú�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�\�š3Q�K�Z���b  CLI �¥�Ð�å�»�@�š�f�I�€�r
�M��

• verify �>�|�g  squeeze �¥�Ð�å�»�c  FAT �Ç�“�–�Ý  �©�«�¸�Ò�[�c�§�Ï�î�º�I�€�r�O�‡��

• rename �¥�Ð�å�»�c  FAT �Ç�“�–�Ý  �©�«�¸�Ò�[�§�Ï�î�º�I�€�r�M��

Supervisor Engine 6-E �[�c�
 rename �¥�Ð�å�»�c�È�î�º  �Ç�Û�µ�©�×�>�|�g  slot0 �_�P�K�Z3ã�•�I�€
�Z�8�r�M���Ú�b�M�m�Z�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�[�c�
 rename �¥�Ð�å�»�c  NVRAM �¹�Â�–�«�[
�b�s�§�Ï�î�º�I�€�r�M��

• fsck �¥�Ð�å�»�c�
 slot0 �¹�Â�–�«�[�§�Ï�î�º�I�€�r�M���G�b�¥�Ð�å�»�c�
 6-E �è�¥�b�«�î�Ã�î�Â�–
�¨  �š�å�ª�å�b�Ç�“�–�Ý  �©�«�¸�Ò�[�c�§�Ï�î�º�I�€�Z�8�r�O�‡��

�«�–�µ�³  CLI �l�b�”�¡�­�«
�G�G�[�c�«�–�µ�³  CLI �l�b�”�¡�­�«�‰�2�_�X�8�Z1��Â�K�r�M��

• �� EIA/TIA-232 �¥�å�¯�î�Ý  �–�å�±�î�Ç�™�–�«�†�Q#Ý�K�Z  CLI �_�”�¡�­�«�M�•���œ�� >&P.2-2>'

• �� Telnet �†�Q#Ý�K�Z CLI �_�”�¡�­�«�M�•���œ�� >&P.2-2>'
2-1
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'¨  2 'v       �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«
�«�–�µ�³  CLI �l�b�”�¡�­�«
EIA/TIA-232 �¥�å�¯�î�Ý  �–�å�±�î�Ç�™�–�«�†�Q#Ý�K�Z  CLI �_�”�¡�­�«�M�•
���œ

>&�@>' EIA/TIA-232 �c�
 EIA>&(•�\7Á�Ê�d���
>'�>�|�g  TIA>&(•�\7Á�¼3û�™�d���
>'�_�|�W�Z�† =�\�K�Z1�
���I�€�•�r�[�c�
 Recommended Standard 232>&RS-232>'�\�ç�d�€�Z�8�r�K�S��

�«�–�µ�³�b�6�‡0¿���c�
 EIA/TIA-232 �¥�å�¯�î�Ý  �–�å�±�î�Ç�™�–�«�_�K)F�K�Z/œ�8�r�M���¥�å�¯�î�Ý  
�–�å�±�î�Ç�™�–�«�b�£�î�È�Ý�K)F�m8p�_�X�8�Z�c�
 �� Catalyst 4500 Series Switch Module Installation 
Guide���†�g!·�K�Z�C�T�I�8��

�¥�å�¯�î�Ý  �–�å�±�î�Ç�™�–�«�†)�#ä�K�Z�«�–�µ�³�_�”�¡�­�«�M�•�_�c�
���b�8���†/œ�8�r�M��

EIA/TIA-232 �–�å�±�î�Ç�™�–�«�†)�#ä�K�Z�«�–�µ�³�_�”�¡�­�«�K�S�6�\�
���b�|�:�_/²&g�I�€�r�M��

Press Return for Console prompt

Switch> enable
Password:< >
Switch# 

Telnet �†�Q#Ý�K�Z  CLI �_�”�¡�­�«�M�•���œ

>&�@>' �«�–�µ�³�_  Telnet �†�K)F�M�•�S�_�
�«�–�µ�³�b  IP �”�»�Þ�«�†0¿���M�•�²0[�@�6�~�r�M�� ��"@#.�Þ�–�Ö  3 
�–�å�±�î�Ç�™�–�«�b0¿���� >&P.26-11>' �†�g!·�K�Z�C�T�I�8��

�G�b�«�–�µ�³�c�
�q�±  8 �X�b  Telnet �­�µ�©�Ù�å�†� �ì�_�§�Ï�î�º�K�r�M�� Telnet �­�µ�©�Ù�å�c�
�”�–
�»�Ý"g�Â�b�r�r  exec-timeout �¥�Ð�å�»�[�æ���K�S�ì6ë�@)�4#�M�•�\�
+¬�·$×�_�)�•�I�€�r�M��

�«�–�µ�³�_  Telnet �†�K)F�M�•�_�c�
���b�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch> enable  �Ø�î�¨  EXEC �É�ß�å�É�º>& >>'�?�}�
 enable �†
°�Š�K
�Z�
"I�’  EXEC �Ô�î�»>&�9�¡�
"I�’  EXEC �Ô�î�»>'�_
�š�f�K�r�M��

�«�̧ �µ�É 2 Password: password  

Switch# 

�Ã�«�á�î�»  �É�ß�å�É�º�[�
�©�«�¸�Ò�Ã�«�á�î�»�†
°�Š�K
�r�M���É�ß�å�É�º>& #>'�@/²&g�I�€�
"I�’�Ô�î�»�[  CLI 
�_�”�¡�­�«�K�S�G�\�†&g�K�r�M��

�«�̧ �µ�É 3 Switch# quit  �8���¥�Ð�å�»�b��/œ�@)
�¢�K�S�6�\�
�­�µ�©�Ù�å�†)
�¢
�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 telnet  { hostname  | ip_addr } �Ü�Ô�î�º  �Í�«�º�?�}  telnet �¥�Ð�å�»�\�
�”�¡�­�«�M�•
�«�–�µ�³�b�¡�S�r�S�c  IP �”�»�Þ�«�†
°�Š�K�r�M��

�«�̧ �µ�É 2 Password: password  

Switch# 

�É�ß�å�É�º�[�
 CLI �b�Ã�«�á�î�»�†
°�Š�K�r�M���Ã�«
�á�î�»�@0¿���I�€�Z�8�^�8���œ�c�
 Return �†�²�K�r�M��
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'¨  2 'v       �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«
�¥�Ð�å�»�Û�–�å�b��#.
���_�
�«�–�µ�³�\�b  Telnet �­�µ�©�Ù�å�†6ä���M�•�[�†&g�K�r�M��

unix_host% telnet Switch_1
Trying 172.20.52.40...
Connected to 172.20.52.40.
Escape character is '^]'.
User Access Verification
Password:< >
Switch_1> enable
Password:
Switch_1# 

�¥�Ð�å�»�Û�–�å�b��#.
�«�–�µ�³  �¥�Ð�å�»�[�c�
�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�O�‡���r�S�
�¥�Ð�å�»�>�|�g�Ã�Û�Ó�î�±�c�
#'
�~�Q#Ý�•+��^�Ú�b�¥�Ð�å�»�r�S�c�Ã�Û�Ó�î�±�\�
�9�•+��^�e�Ð�X�r�[%,$��[�A�r�M��

�q�‹�_
°�Š�K�S  20 �¶�b�¥�Ð�å�»�c�š�T�Â�µ�Ç�“�_�–�Ñ�I�€�•�b�[�
�G�€�}�b�¥�Ð�å�»�†�«�¡�ß�î�Ý�K
�Z�
�É�ß�å�É�º�_
°�Š�r�S�c)…7Ÿ�[�A�r�M�� /² 2-1 �_�
�«�–�µ�³  �¥�Ð�å�»�b
°�Š�>�|�g)…7Ÿ�_�Q#Ý�M
�•�Ÿ�î�Î�î�»  �©�Ù�î�º�•�µ�º�†&g�K�r�M��

�Ä�«�º�Ü*(�n
�š�T�Â�µ�Ç�“�_�c�
�q�‹�_
°�Š�K�S  20 �¶�b�¥�Ð�å�»  �Û�–�å�@�–�Ñ�I�€�r�M���Ä�«�º�Ü*(�n�_�|�W�Z�


Ì
°�Š�O�N�_�¥�Ð�å�»  �Û�–�å�_�”�¡�­�«�[�A�r�M�� /² 2-2 �_�
�Ä�«�º�Ü*(�n�¥�Ð�å�»�†&g�K�r�M��

�«�̧ �µ�É 3 �8���_�²0[�^�¥�Ð�å�»�†
°�Š�K�r�M��

�«�̧ �µ�É 4 Switch# quit  Telnet �­�µ�©�Ù�å�†)
�¢�K�r�M��

�¥�Ð�å�» % $×

/² 2-1 �Ÿ�î�Î�î�»  �©�Ù�î�º�•�µ�º

�Ÿ�î�«�º�ß�î�¡ )��Ý

Ctrl-B �r�S�c  
��  �Ÿ�î�†�²�M 1

1. %®�3�Ÿ�î�c�
 VT100 �^�]�b  ANSI �«�n'ƒ�Ž�[�b�s�w� �[�M��

�•�î�¯�Ý�†  1 �e�Ð�‹3å�I�O�r�M��

Ctrl-F �r�S�c
�
  �Ÿ�î�†�²�M 1

�•�î�¯�Ý�†  1 �e�Ð�S4
�I�O�r�M��

Ctrl+A �†�²�M �¥�Ð�å�»�Û�–�å�b
›8Œ�_�•�î�¯�Ý�†&ã�·�K�r�M��

Ctrl+E �†�²�M �•�î�¯�Ý�†�¥�Ð�å�»  �Û�–�å�b�Ž�•�_&ã�·�K�r�M��

Esc+B �†�²�M �•�î�¯�Ý�†  1 �"1��‹3å�I�O�r�M��

Esc+F �†�²�M �•�î�¯�Ý�†  1 �"1��S4
�I�O�r�M��
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'¨  2 'v       �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«
Cisco IOS �¥�Ð�å�»  �Ô�î�»�b�+0[
Cisco IOS �¥�Ð�å�»  �Ô�î�»�b�+0[

>&�@>' Cisco IOS �¥�Ð�å�»  �Ô�î�»�b0ò(ý�_�X�8�Z�c�
���b  URL �b�� Cisco IOS Configuration Fundamentals 
Configuration Guide���>�|�g�� Cisco IOS Configuration Fundamentals Command Reference���†�g!·�K
�Z�C�T�I�8��

http://www.cisco.com/en/US/docs/ios/12_2/configfun/configuration/guide/ffun_c.html

http://www.cisco.com/en/US/docs/ios/fundamentals/command/reference/cf_book.html

Cisco IOS �Ø�î�¨  �–�å�±�î�Ç�™�–�«�_�c�
�Ø�î�¨  EXEC�
"I�’  EXEC>&enable>'�
�¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å�
�–�å�±�î�Ç�™�–�«�
�§�È�–�å�±�î�Ç�™�–�«�
�>�|�g�É�ß�º�¥�Ý�[�w�b�›�Ô�î�»�@�6�~
�r�M��#'�~�b�Ô�î�»�_�|�W�Z�Q#Ý�[�A�•�¥�Ð�å�»�@�ô�r�~�r�M���d���b�Ô�î�»�[�Q#Ý�[�A�•�¥�Ð�å�»�b
�M0t�†/²&g�M�•�_�c�
�©�«�¸�Ò  �É�ß�å�É�º�_$2�e'¢>& ?>'�†
°�Š�K�r�M��0ò(ý�_�X�8�Z�c�
 ���¥�Ð�å�»  
�Ü�«�º�>�|�g�S�e�b�v�“�� >&P.2-5>' �†�g!·�K�Z�C�T�I�8��

�«�–�µ�³�V�[�­�µ�©�Ù�å�†6ä���M�•�\�A�_�c�
�Ø�î�¨  �Ô�î�»>&�9�¡�
�Ø�î�¨  EXEC �Ô�î�»>'�?�}���u
�r�M�� EXEC �Ô�î�»�[�Q#Ý�[�A�•�b�c�
7H��$×�^�¥�Ð�å�»  �§�È�­�µ�º�[�M���M�m�Z�b�¥�Ð�å�»�_�”�¡
�­�«�M�•�_�c�
"I�’  EXEC �Ô�î�»>&�9�¡�
"I�’�Ô�î�»>'�†6ä���M�•�²0[�@�6�~�r�M��"I�’  EXEC �Ô�î
�»�_�”�¡�­�«�M�•�_�c�
�Ã�«�á�î�»�†
°�Š�M�•�²0[�@�6�~�r�M��"I�’  EXEC �Ô�î�»�[�c�
�õ�–�b  
EXEC �¥�Ð�å�»�†
°�Š�K�S�~�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�”�¡�­�«�K�S�~�M�•�G�\
�@�[�A�r�M���o�\�‡�]�b  EXEC �¥�Ð�å�»�c�
#'�~�b0¿���«�¸�î�±�«�†/²&g�M�•  show �¥�Ð�å�»�x�
�•
�˜�å�±�r�S�c�–�å�±�î�Ç�™�–�«�†�Ü�­�µ�º�M�•  clear �¥�Ð�å�»�^�]�b  1 �G7H�~�b�¥�Ð�å�»�[�M���«�–�µ
�³�†
Ì2s�·�K�S�\�A�_�
 EXEC �¥�Ð�å�»�c�–�Ñ�I�€�r�O�‡��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�c�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�š�f�[�A�r�M���¥�å�Ç�•� �×
�Þ�î�©�Ù�å�†�–�Ñ�M�•�\�
�«�–�µ�³�†
Ì2s�·�K�S�\�A�_�G�€�}�b�¥�Ð�å�»�@�–�Ñ�I�€�r�M���r�N�
�¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���M�•�²0[�@�6�~�r�M���¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�?�}�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�
�§�È�–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�
�>�|�g�›'��É�ß�º�¥�Ý�[�w�b�Ô�î�»�†6ä���[�A�r�M��

�«�–�µ�³�@�G�K�C2s�·�K�^�8���œ�c�
 ROMmon �\�ç�d�€�•�9�b�Ô�î�»�†�Q#Ý�K�r�M���S�\�<�d�
�«
�–�µ�³�b2s�·�ì�_�w� �^�©�«�¸�Ò  �–�Ó�î�ª�@�^�?�W�S���œ�
�r�S�c�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý
�@�o�€�Z�8�S���œ�
 ROMmon �Ô�î�»�@6ä���I�€�•�G�\�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 �� ROMmon �b  
CLI��>&P.2-7>' �†�g!·�K�Z�C�T�I�8��

/² 2-2 �Ä�«�º�Ü*(�n�¥�Ð�å�»

�¥�Ð�å�» % $×

Ctrl+P �r�S�c���Ÿ�î  1

1. %®�3�Ÿ�î�c�
 VT100 �^�]�b  ANSI �«�n'ƒ�Ž�[�b�s�w� �[�M��

�š�T�Â�µ�Ç�“
Æ�b�¥�Ð�å�»�†�ç�g���K�r�M���q�‹�_��/œ
�K�S�¥�Ð�å�»�@�q�6�_�ç�g���I�€�r�M���Ÿ�î  �©�î�£�å
�«�†)Þ�~3É�M�\�
�‚�8�¥�Ð�å�»�@8p�_�ç�g���I�€�r�M��

Ctrl+N �r�S�c���Ÿ�î  1 Ctrl+P �r�S�c���Ÿ�î�[�¥�Ð�å�»�†�ç�g���K�S�6�\�[�

�Ä�«�º�Ü  �Â�µ�Ç�“
Æ�b�|�~�‚�K�8�¥�Ð�å�»�_�`�~�r�M��
�Ÿ�î  �©�î�£�å�«�†)Þ�~3É�M�\�
�‚�K�8�¥�Ð�å�»�@�ç�g
���I�€�r�M��

Switch# show history  EXEC �Ô�î�»�[�
%$�S�_
°�Š�K�S�¥�Ð�å�»�†�8�C�X�?/²
&g�K�r�M��
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'¨  2 'v       �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«
�¥�Ð�å�»  �Ü�«�º�>�|�g�S�e�b�v�“
/² 2-3 �_�
�|�C�Q#Ý�I�€�•  Cisco IOS �Ô�î�»�†&g�K�r�M��

Cisco IOS �¥�Ð�å�»  �–�å�±�î�É�Ü�±>&�9�¡�
 EXEC>'�@�
�Ø�î�¨�@
°�Š�K�S�¥�Ð�å�»�†0Ž5��K�Z��/œ�K
�r�M���¥�Ð�å�»�†
°�Š�M�•7•�
�Ú�b�¥�Ð�å�»�\�
�9�@�X�C�e�Ð�X�T�E�†
°�Š�K�Z�
�¥�Ð�å�»�>�|�g�Ÿ�î
�á�î�»�†%,$��[�A�r�M���S�\�<�d�
 show �¥�Ð�å�»�c  sh�
 configure terminal �¥�Ð�å�»�c  config t �_%,
$��[�A�r�M��

exit �†
°�Š�M�•�\�
�«�–�µ�³�c  1 �Þ�Ë�Ý�S�_�`�~�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†�ö
²�_)
�¢
�K�Z"I�’  EXEC �Ô�î�»�_�`�•�_�c�
 Ctrl+Z �†�²�K�r�M��

�¥�Ð�å�»  �Ü�«�º�>�|�g�S�e�b�v�“
�õ�–�b�¥�Ð�å�»  �Ô�î�»�[�
$2�e'¢>& ?>'�†
°�Š�M�•�\�
�Q#Ý�[�A�•�¥�Ð�å�»�b�Ü�«�º�†
°�m�[�A�r�M��

Switch> ?

"I���b�e�Ð�b�j�g�[���r�•�¥�Ð�å�»  �Ü�«�º�†�v�“�M�•�_�c�
0ñ�\�M�•�e�Ð�b�‹�•�_$2�e'¢>& ?>'�†
°�Š
�K�r�M��$2�e'¢�b�S�_�«�Ì�î�«�†
°�€�^�8�[�C�T�I�8���G�b�g�'�b�Ê�Ý�É�c�
�Ø�î�¨�_�æ�ƒ�W�Z  1 �X�b
�"1��†�ö�B�I�O�•�S�u�
�á�î�»  �Ê�Ý�É�\�ç�g�r�M��

/² 2-3 �Q#Ý8–�Ø�b9×�8 Cisco IOS �¥�Ð�å�»  �Ô�î�»

�Ô�î�» #Ý3õ 6ä���‰�2 �É�ß�å�É�º

�Ø�î�¨  EXEC �Ü�Ô�î�º  �¹�Â�–�«�l�b�K)F�
'ƒ�Ž
�b�M�ì$×�^0¿���š�f�
�ö�•$×�^�¸
�«�º�b��/œ�
�©�«�¸�Ò�_���†/²&g
�K�r�M��

�ß�¢�–�å�K�r�M�� Switch>

"I�’  EXEC>&�–�¿�î�È�Ý>' �·�8�Ã�Û�Ó�î�±�b0¿����"I�’�¥�Ð
�å�»  �­�µ�º�_�c�
�Ø�î�¨  EXEC 
�Ô�î�»�[�Q#Ý�[�A�•�¥�Ð�å�»�\�\
�v�_�
 configure �¥�Ð�å�»�@�µ�r
�€�r�M�� configure �¥�Ð�å�»�†�Q
#Ý�K�Z�
�9�b�¥�Ð�å�»  �Ô�î�»�_�”
�¡�­�«�K�r�M��

�Ø�î�¨  EXEC �Ô�î�»�?�}�
 enable 
�¥�Ð�å�»�\�–�¿�î�È�Ý  �Ã�«�á�î�»

>&�Ã�«�á�î�»�@0¿���I�€�Z�8�•��
�œ>'�†
°�Š�K�r�M��

Switch#

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å

�©�«�¸�Ò�ì6ë�r�S�c�«�–�µ�³�¡�^
�]�
�©�«�¸�Ò
²�/�_�s8j�M�•�µ+�
�†0¿���K�r�M��

"I�’  EXEC �Ô�î�»�?�}  configure 
terminal  �¥�Ð�å�»�†
°�Š�K�r�M��

Switch(config)#

�–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å

interface �¥�Ð�å�»�†�Q#Ý�K�Z�

10 � �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å
�±�î�Ç�™�–�«�
� �ž�Å�µ�º  �–�î�§
�¿�µ�º  �–�å�±�î�Ç�™�–�«�
�Ç�“�«
�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–
�«�b�8�N�€�?�b�ï�8�†�–�¿�î�È�Ý
�ì�r�S�c�š�f�K�r�M��

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �Ô�î�»�?�}  interface type 
location �¥�Ð�å�»�†
°�Š�K�r�M��

Switch(config-if)#

�¥�å�¯�î�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å

%$�K�K)F�K�S�¥�å�¯�î�Ý�r�S�c�ì
�•'ƒ�Ž�?�}�
�¥�å�¯�î�Ý  �–�å�±�î
�Ç�™�–�«�†0¿���K�r�M�� Telnet �[
�Q#Ý�K�r�M��

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �Ô�î�»�?�}  line console 0 �¥�Ð
�å�»�†
°�Š�K�r�M��

Switch(config-line)#
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'¨  2 'v       �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«
�¥�Ð�å�»  �Ü�«�º�>�|�g�S�e�b�v�“
�Ÿ�î�á�î�»�r�S�c�,�X�b�Ü�«�º�†/²&g�M�•�_�c�
�Ÿ�î�á�î�»�r�S�c�,�X�b�æ�ƒ�~�_$2�e'¢�†
°�Š�K�r
�M��$2�e'¢�b�S�_�«�Ì�î�«�†  1 �X
°�€�Z�C�T�I�8���G�b�g�'�b�Ê�Ý�É�c�
�M�[�_
°�Š�K�S�¥�Ð�å�»�

�Ÿ�î�á�î�»�
�>�|�g�,�X�_�ö�Y�8�Z�
�Q#Ý�[�A�•�Ÿ�î�á�î�»�r�S�c�,�X�†/²&g�M�•�b�[�
�¥�Ð�å�»�S�e
�Ê�Ý�É�\�ç�g�r�M��

Switch# configure ?
  memory             Configure from NV memory
  network            Configure from a TFTP network host
  overwrite-network  Overwrite NV memory from TFTP network host
  terminal           Configure from the terminal
  <cr>

�S�_
°�Š�K�S�¥�Ð�å�»�†
Ì/²&g�M�•�_�c�
���Ÿ�î�r�S�c  Ctrl+P �†�²�K�r�M�����Ÿ�î�†)F�E�Z�²�M�\�

�q�‹�_
°�Š�K�S  20 �¶�b�¥�Ð�å�»�†/²&g�[�A�r�M��

�Ä�å�º �¥�Ð�å�»�b
°�Š�[�e8Ÿ�@#Õ�L�S���œ�c�
�©�«�¸�Ò  �É�ß�å�É�º�†&�1��K�
$2�e'¢>& ?>'�†
°�Š�K�Z�Q#Ý�[
�A�•�¥�Ð�å�»�b�Ü�«�º�†/²&g�K�Z�C�T�I�8���¥�Ð�å�»  �Ô�î�»�@6ë4*�W�Z�8�•�?�
6ë4*�W�S�S�e�†�Q#Ý
�K�Z�8�•�•+��ö�@�6�~�r�M��

1 �X�S�b�Ô�î�»�_�`�•�_�c�
 exit �†
°�Š�K�r�M���]�b�Ô�î�»�b���œ�[�v�
 Ctrl+Z �†�²�M�?�
 end �¥�Ð�å
�»�†
°�Š�M�•�\�
�S�T�U�_"I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�ì�•�¥�å�¯�î�Ý

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�_�c�

Õ6×�ö�†�â�S�O�•�S�u�
 2 �X�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�†�š3U
�[�A�r�M���«�–�µ�³�_7Á ;�@
°�•�\�
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b  1 �X�@�”�¡�¸�•�È�_�^�~�
�«�–�µ�³
�œ�î�Â�î�@$Î#Õ�M�•�r�[�”�¡�¸�•�È�b�r�r�_�^�~�r�M���v�:  1 �X�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�c�«�±�å
�Â�–  �Ô�î�»�b�r�r�[�M��

�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�Q�€�R�€�_�c�
+¬3��b�¥�å�¯�î�Ý  �Ï�î�º�@�6�~�r�M���«�±�å�Â�–  �«�î�Ã�î
�Â�–�¨  �š�å�ª�å�b�¥�å�¯�î�Ý  �Ï�î�º)�#ä�[�T�E�
�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�_�”�¡�­�«�[�A
�r�M���K�S�@�W�Z�
�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨�_�P�M�•�”�¡�­�«�
�Ô�½�±�Ü�å�¢�
�r�S�c�¹�Â�µ�¢�†
/œ�:�_�c�
�«�±�å�Â�–  �¥�å�¯�î�Ý�_�K)F�M�•�²0[�@�6�~�r�M��

�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�ì�•�¥�å�¯�î�Ý�†�Q#Ý�M�•�\�
�«�±�å�Â�–  �¥�å�¯�î�Ý�l�b"@#.
$×�^�K)F�@�^�C�Z�v�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�?�}�«�±�å�Â�–  �¥�å�¯�î�Ý�_�”�¡�­�«�[�A�r
�M�� EOBC �[  IPC �†�Q#Ý�K�Z�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�\3û�™�K�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–
�¨  �š�å�ª�å�V�[�«�±�å�Â�–  �¥�å�¯�î�Ý�†�š�Ñ�×�Þ�î�º�K�r�M���M�Ø�_�”�¡�¸�•�È�_�[�A�•�”�¡�¸�•�È  
�«�±�å�Â�–  �¥�å�¯�î�Ý  �­�µ�©�Ù�å�c  1 �X�T�E�[�M��

�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�ì�•�¥�å�¯�î�Ý�_�|�~�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�_
�ß�¢�–�å�K�Z�8�•�Ø�î�¨�c�
�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�V�[  show �¥�Ð�å�»�†�Ü�Ô�î�º�[��
/œ�K�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�[�Q�b)��Ý�†/²&g�[�A�r�M���ì�•�¥�å�¯�î�Ý�c�
�”�¡�¸�•
�È �«�î�Ã�î�Â�–�¨  �š�å�ª�å�?�}�T�E�<#Ý�[�A�r�M��

�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�?�}�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b  attach module �¥�Ð�å
�»�
 session module �¥�Ð�å�»�
�r�S�c  remote login �¥�Ð�å�»�†�Q#Ý�K�Z�«�±�å�Â�–�ì�•�¥�å�¯�î�Ý�_
�”�¡�­�«�[�A�r�M���G�€�}�b�¥�Ð�å�»�†��/œ�K�Z�«�±�å�Â�–  �¥�å�¯�î�Ý�_�”�¡�­�«�M�•�_�c�
"I�’  
EXEC �Ô�î�»>&�Þ�Ë�Ý  15>'�†6ä���K�Z�8�•�²0[�@�6�~�r�M��

�«�±�å�Â�–�ì�•�¥�å�¯�î�Ý�_�”�¡�­�«�M�•�\�
'ƒ�Ž�É�ß�å�É�º�c+¬�·$×�_  
[<hostname>-standby-console#] �_�š�ƒ�~�r�M�� hostname �c�«�–�µ�³�_0¿���K�S�¡�S�[�M���ì�•�¥�å
�¯�î�Ý�†)
�¢�M�•�\�
�G�b�É�ß�å�É�º�c
–�b�É�ß�å�É�º�_�`�~�r�M��
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'¨  2 'v       �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«
ROMmon �b  CLI
exit �¥�Ð�å�»�r�S�c  quit  �¥�Ð�å�»�†
°�Š�M�•�\�
�ì�•�¥�å�¯�î�Ý�c)
�¢�K�r�M���ß�¢�–�å�K�S�”�¡
�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b'ƒ�Ž�b!“�q�·�ì6ë�@0¿���I�€�S�”�–�»�Ý�ì6ë�†2x�<�•�\�
�”�¡�¸�•
�È �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b'ƒ�Ž�?�}+¬�·$×�_�ß�¢�”�˜�º�K�r�M���G�b���œ�
�ì�•�¥�å�¯�î�Ý  �­�µ
�©�Ù�å�v)
�¢�K�r�M���r�S�
�«�±�å�Â�–�@
Ì2s�·�M�•�\�
�ì�•�¥�å�¯�î�Ý  �­�µ�©�Ù�å�v+¬�·$×�_)
�¢
�K�r�M���«�±�å�Â�–�@2s�·�K�S�6�\�c�
�9�b�ì�•�¥�å�¯�î�Ý  �­�µ�©�Ù�å�†�8�B�M�•�²0[�@�6�~�r�M��

�ì�•�¥�å�¯�î�Ý�†�Q#Ý�K�Z�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�_�ß�¢�–�å�M�•�_�c�
���b�|�:�_�K�r
�M��

Switch# session module 2
Connecting to standby virtual console
Type "exit" or "quit" to end this session

Switch-standby-console# exit
Switch#

�«�±�å�Â�–  �¥�å�¯�î�Ý�@�–�¿�î�È�Ý�_�I�€�Z�8�^�8���œ�c�
���b�Ó�µ�­�î�ª�@/²&g�I�€�r�M��

Switch-standby-console#
Standby console disabled.
Valid commands are: exit, logout

>&�@>' �«�±�å�Â�–�ì�•�¥�å�¯�î�Ý�_�c�
�¥�Ð�å�»�š�T�
�¥�Ð�å�»/õ�ö�
�¥�Ð�å�»  �Ê�Ý�É�
4Š�(�¥�Ð�å�»  �Ÿ�î
�á�î�»�^�]�
�«�î�Ã�î�Â�–�¨  �¥�å�¯�î�Ý�?�}�<#Ý�[�A�•�† =$×�^�µ+��@
��ƒ�W�Z�8�r�M��

���b�D7H�¦8o�@�«�±�å�Â�–�ì�•�¥�å�¯�î�Ý�_4:#Ý�I�€�r�M��

• �ì�•�¥�å�¯�î�Ý�[��/œ�I�€�S�¥�Ð�å�»�c�
�M�m�Z�q�‹�r�[��/œ�I�€�r�M�� auto-more �µ+��c�6�~�r
�O�‡���K�S�@�W�Z�
 terminal length 0 �¥�Ð�å�»�b��/œ�ì�\� �L�|�:�_�µ+��K�r�M���r�S�
�P0ð�g
�'�[�c�6�~�r�O�‡���K�S�@�W�Z�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�V�[�Ÿ�î  �©�î�£�å�«�†
°�Š
�K�Z�v�
�¥�Ð�å�»�b��/œ�†�p�•�[�A�r�O�‡���G�b�S�u�
�¥�Ð�å�»�b���Š5��@�¨�8���œ�
�ì�•�¥�å
�¯�î�Ý�c�G�b���Š�†�«�î�Ã�î�Â�–�¨�b#ì8��V�_/²&g�K�r�M��

• �ì�•�¥�å�¯�î�Ý�c�P0ð�g�'�[�c�6�~�r�O�‡���ì�•�¥�å�¯�î�Ý�c�¥�Ð�å�»�b�–�å�±�Û�¡�¸�•�È�ö�†�è
���K�^�8�S�u�
�Ø�î�¨�\�b�P0ð�†�²0[�\�M�•�¥�Ð�å�»�@
°�Š�I�€�•�\�
 RPC �±�–�Ð�î�@�¥�Ð�å�»
�†�p�•�M�•�r�[�ì�•�¥�å�¯�î�Ý�c�…�µ�K�r�M��

�ì�•�¥�å�¯�î�Ý  �±�–�Ð�î�c  60 &Ê�_0¿���I�€�Z�8�r�M�� 60 &Ê�‹�_�ì�•�¥�å�¯�î�Ý�c�É�ß�å�É�º�_�`
�~�r�M���G�b6ë�
�Ÿ�î�Î�î�»�?�}�¥�Ð�å�»�†�p�•�[�A�r�O�‡���ï�8�†)F�E�•�S�_�
�±�–�Ð�î�@�‡7H
�)�€�_�^�•�b�†�…�X�²0[�@�6�~�r�M��

• �ì�•�¥�å�¯�î�Ý�†�Q#Ý�K�Z�
�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�V�[/²&g�I�€�Z�8�•�¹�Â�µ�¢�>
�|�g  Syslog �Ó�µ�­�î�ª�†/²&g�M�•�G�\�c�[�A�r�O�‡���ì�•�¥�å�¯�î�Ý�c�
�ì�•�¥�å�¯�î�Ý�?�}��
/œ�I�€�S�¥�Ð�å�»�b���Š�T�E�†/²&g�K�r�M����7•�b�«�±�å�Â�–  �¥�å�¯�î�Ý�[/²&g�I�€�•�9�b�_��
�c�
�ì�•�¥�å�¯�î�Ý�[�c/²&g�[�A�r�O�‡��

ROMmon �b  CLI
ROMmon �c2s�·�ì�r�S�c�Ü�­�µ�º�ì�
�6�•�8�c5��±�^�[�¥�š�Û�î�@$Î#Õ�K�S�\�A�_6õ�Z�M�•  ROM 
�Ë�î�«�b�É�ß�¢�Û�Ò�[�M���«�–�µ�³�[  ROMmon �Ô�î�»�@6ä���I�€�•�b�c�
�«�–�µ�³�@�w� �^�¯�Ç�º
�˜�™�”  �–�Ó�î�ª�†0b�X�E�•�G�\�@�[�A�^�?�W�S���œ�
 NVRAM 
Æ�b0¿���@�o�€�Z�8�S���œ�
�r�S�c�¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�@  ROMmon �Ô�î�»�†6ä���M�•�|�:�_0¿���I�€�Z�8�S���œ�[�M��
ROMmon �Ô�î�»�[�c�
�Ç�Û�µ�©�×  �Ó�Ô�Ü�
�¿�µ�º�á�î�¡  �§�î�Â  �Ç�“�–�Ý�
�r�S�c�È�î�º�Ç�Û�µ�©�×
�?�}�¯�Ç�º�˜�™�”  �–�Ó�î�ª�†�m�·�[�ß�î�»�[�A�r�M��

�r�S�
�«�–�µ�³�†
Ì2s�·�K�Z�
2s�·�ì�b�q�6�b  5 &Ê6ë�_ Ctrl+C �†�²�K�Z�v�
 ROMmon �Ô�î�»�†6ä��
�[�A�r�M��
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'¨  2 'v       �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«
ROMmon �b  CLI

e

>&�@>' �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�b0¿���[�
 Ctrl+C �@�œ�Ç�_0¿���I�€�Z�8�•���œ�[�v�
�«�–�µ�³�b
Ì
2s�·�‹  60 &Ê6ë�c Ctrl+C �†�Q#Ý�[�A�r�M��

ROMmon �Ô�î�»�†6ä���M�•�\�
�É�ß�å�É�º�@  rommon 1> �_�š�ƒ�~�r�M�� ? �¥�Ð�å�»�†�Q#Ý�K�Z�
�<
#Ý�•+��^  ROMMON �¥�Ð�å�»�†&�1��K�r�M��

ROMmon �¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 Series Switch Cisco IOS Command Referenc��
�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/hw/routers/ps380/products_configuration_guide_chapter09186a
0080118d19.html
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C H A P T E R 3

�«�–�µ�³�b�6�‡0¿��

�G�b'v�[�c�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�†�6�‡0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M��

�G�b'v�b�_���c�
���b  URL �b�� Cisco IOS Configuration Fundamentals Command Reference, Release 
12.2SR���b'ö#.�_���\'ö#.�m8p�†/õ2Š�M�•�v�b�[�M��

http://www.cisco.com/en/US/docs/ios/12_2/configfun/command/reference/frfabout.html

�G�b'v�b�z�^
Æ���c�
���b�\�>�~�[�M��

• ���¹�Ç�›�Ý�º  �«�–�µ�³0¿���� >&P.3-1>'

• �� DHCP �Ë�î�«�b+¬�·0¿���b0¿���� >&P.3-2>'

• ���«�–�µ�³�b0¿���� >&P.3-9>'

• ��"I�’  EXEC �¥�Ð�å�»�l�b�”�¡�­�«  �¥�å�º�ß�î�Ý�� >&P.3-13>'

• ���–�¿�î�È�Ý  �Ã�«�á�î�»�†�À�€�S���œ�b�G�Ÿ�‰�2�� >&P.3-25>'

• ���«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�š�f�� >&P.3-26>'

• ���«�–�µ�³�b��,´�ì�b�¹�Ç�›�Ý�º0¿���l�b�Ü�­�µ�º�� >&P.3-32>'

>&�@>' �G�b'v�b�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 Series Switch 
Cisco IOS Command Reference���>�|�g���b  URL �b6õ4��Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6350/index.html

�¹�Ç�›�Ý�º  �«�–�µ�³0¿��
�G�G�[�c�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b�¹�Ç�›�Ý�º0¿���_�X�8�Z1��Â�K�r�M�� /² 3-1 �_�›�µ+��b
�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

/² 3-1 �¹�Ç�›�Ý�º  �«�–�µ�³0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

'ö#.#Ý�K)F �Ø�î�¨  �Ô�î�»

�¢�ß�î�Â�Ý  �«�–�µ�³�_�� �©�«�¸�Ò�¡�
�©�«�¸�Ò�b4�)!
›�
�ß�£�î�©�Ù�å�_�c�¹�Ç�›�Ý�º�Í
�@0¿���I�€�Z�8�r�O�‡��

�©�«�¸�Ò  �¡�ß�µ�¡ �©�«�¸�Ò  �¡�ß�µ�¡  �±�–�Ò�_�c�Í�@0¿���I�€�Z�8�r�O�‡��
3-1
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DHCP �Ë�î�«�b+¬�·0¿���b0¿��

 

DHCP �Ë�î�«�b+¬�·0¿���b0¿��
�G�G�[�c�
 DHCP �Ë�î�«�b+¬�·0¿���†0¿���M�•�m8p�_�X�8�Z1��Â�K�r�M��

• �� DHCP �Ë�î�«�b+¬�·0¿���b�+0[�� >&P.3-2>'

• �� DHCP �¡�Û�–�”�å�º0[�Ó�É�ß�­�«�� >&P.3-3>'

• �� DHCP �§�î�Â�b0¿���� >&P.3-4>'

• �� TFTP �§�î�Â�b0¿���� >&P.3-4>'

• �� DNS �§�î�Â�b0¿���� >&P.3-5>'

• ���Ü�Þ�î  �¹�Â�–�«�b0¿���� >&P.3-5>'

• ���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b
°�m�‰�2�� >&P.3-6>'

• ���S�B�[�� >&P.3-7>'

DHCP �§�î�Â�@�©�«�¥  �¹�Â�–�«�b���œ�
�r�S�c�«�–�µ�³�†  DHCP �§�î�Â�\�K�Z0¿���K�Z�8�•���œ�

DHCP �b0¿���b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS IP and IP Routing Configuration Guide Cisco IOS Release
12.1���b�� IP Addressing and Services���†�g!·�K�Z�C�T�I�8��

DHCP �Ë�î�«�b+¬�·0¿���b�+0[

>&�@>' �Ü�Ü�î�«  12.2(20)EW �è7F�[�c�
 write erase �¥�Ð�å�»�†
°�Š�M�•�G�\�_�|�~�
 DHCP �b+¬�·0¿���†�–
�¿�î�È�Ý�_�[�A�r�M���G�b�¥�Ð�å�»�_�|�~�
 Non-Volatile Random Access Memory>&NVRAM; �Y�y$Î
�ö  RAM>'�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�¡�Ü�”�I�€�r�M�� Release 12.2(20)EW �|�~�v
�S�b�–�Ó�î�ª�[�c�
�G�b�¥�Ð�å�»�c+¬�·0¿���†�–�¿�î�È�Ý�_�K�r�O�‡��

DHCP �c�
�–�å�±�î�¿�µ�º�Í�«�º�>�|�g�–�å�±�î�¿�µ�º�á�î�Ÿ�å�¢  �¹�Â�–�«�_0¿���_���†�f�j�K�r�M��
�G�b�É�ß�º�¥�Ý�_�c�
 2 �X�b�¥�å�Ï�î�¿�å�º�@�µ�r�€�r�M�� 1 �X�c  DHCP �§�î�Â�?�}�¹�Â�–�«�_�¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ã�Û�Ó�î�±�†�f�j�M�•�¥�å�Ï�î�¿�å�º�
�v�:  1 �X�c�¹�Â�–�«�_�¿�µ�º�á�î�¡  �”�»
�Þ�«�†�m�~�\�Z�•�¥�å�Ï�î�¿�å�º�[�M�� DHCP �c�¡�Û�–�”�å�º / �§�î�Â  �Ô�¹�Ý�_�ö�Y�8�Z�8�r�M���æ��
�I�€�S  DHCP �§�î�Â�@�
�·$×�_0¿���I�€�•�¹�Â�–�«�_�P�K�Z�
�¿�µ�º�á�î�¡  �”�»�Þ�«�†�m�~�\�Z�
�¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Ã�Û�Ó�î�±�†�f�j�K�r�M���«�–�µ�³�c�
 DHCP �¡�Û�–�”�å�º�>�|�g  DHCP �§�î
�Â�\�K�Z�µ+��[�A�r�M��

DHCP �Ë�î�«�b+¬�·0¿���_�|�~�
�«�–�µ�³>& DHCP �¡�Û�–�”�å�º>'�@2s�·�ì�_  IP �”�»�Þ�«�_���>�|�g
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�Q#Ý�K�Z+¬�·$×�_0¿���I�€�•�S�u�
�«�–�µ�³�V�[�b  DHCP �¡�Û�–
�”�å�º
��b0¿���c�²0[�6�~�r�O�‡���S�T�K�
 IP �”�»�Þ�«�_6õ4��Ü�E�}�€�S�›'��b�Ü�î�«  �œ�É�©�Ù�å�_

�Ã�«�á�î�» �Ø�î�¨  �Ô�î�»�r�S�c�–�¿�î�È�Ý  �Ô�î�»�b�Ã�«�á�î�»�c0¿���I�€�Z
�8�r�O�‡>& Return �Ÿ�î�†�²�K�Z�C�T�I�8>' ��

�«�–�µ�³  �É�ß�å�É�º Switch> 

�–�å�±�î�Ç�™�–�« �–�¿�î�È�Ý��3ÿ�Ø�\�Ç�ß�î�D�š�c+¬�·�¿�¦�©�š�î�©�Ù�å�[�

Internet Protocol>&IP; �–�å�±�î�¿�µ�º  �É�ß�º�¥�Ý>'�”�»�Þ�«�c�æ
���I�€�Z�8�r�O�‡��
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DNS �§�î�Â�b  IP �”�»�Þ�«�†�
 DHCP �Â'Å�@ IP �”�»�Þ�«�†�v�“�M�•  DHCP �§�î�Â�b�Ü�î�«  �¹�î�±�Ë�î
�«�_0¿���[�A�r�M���Ü�î�«  �¹�î�±�Ë�î�«�_�c�
 DNS �§�î�Â�b  IP �”�»�Þ�«�†  2 �X�r�[
°�Š�[�A�r�M��

DNS �§�î�Â�c�
�«�–�µ�³�\� �L  LAN �V�_4Ä*(�M�•�G�\�v�
�Q�b�«�–�µ�³�\�c�9�b  LAN �V�_4Ä*(�M�•
�G�\�v�[�A�r�M�� DHCP �§�î�Â�@�9�b  LAN �V�_�Ñ�~�M�•���œ�
�«�–�µ�³�c�Ý�î�±�†�Ó�K�Z  DHCP 
�§�î�Â�_�”�¡�­�«�[�A�^�E�€�d�^�~�r�O�‡��

�Ü�Þ�î  �¹�Â�–�«�b0¿��

�«�–�µ�³�@�
�9�b  LAN �V�b�Í�«�º�?�}�b�Â'Å�†�²0[�\�M�•�È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†3æ�™�M�•���œ
�c�–�_�
�w�™�I�€�•�È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†��
›�Í�«�º�_3?3æ�M�•�|�:�Ü�Þ�î/æ*(�†0¿���M�•�²
0[�@�6�~�r�M���G�b�|�:�^�È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�b�[�\�K�Z  DHCP �Ã�£�µ�º�
 DNS �Ã�£�µ�º�
��
�œ�_�|�W�Z�c  TFTP �Ã�£�µ�º�@�ò�F�}�€�r�M��
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'¨  3 'v       �«�–�µ�³�b�6�‡0¿��
DHCP �Ë�î�«�b+¬�·0¿���b0¿��
�Ü�Þ�î/æ*(�@  Cisco �Ý�î�±�[�6�•���œ�
 IP �Ý�î�¸�•�å�¢�†�–�¿�î�È�Ý�_�K>& ip routing  �¢�ß�î�Â�Ý  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»>' �
�Ê�Ý�Ã�î  �”�»�Þ�«�†0¿���K�r�M>& ip helper-address �–�å�±�î�Ç�™
�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»>' �� �W 3-2 �[�c�
�Ý�î�±  �–�å�±�î�Ç�™�–�«�†���b�|�:�_0¿���K
�Z�8�r�M��

�–�å�±�î�Ç�™�–�«  10.0.0.2 �b���œ

router(config-if)#  ip helper-address 20.0.0.2
router(config-if)#  ip helper-address 20.0.0.3
router(config-if)#  ip helper-address 20.0.0.4

�–�å�±�î�Ç�™�–�«  20.0.0.1 �b���œ

router(config-if)#  ip helper-address 10.0.0.1

�W 3-2 +¬�·0¿���[�b�Ü�Þ�î  �¹�Â�–�«�b�Q#Ý

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b
°�m�‰�2

IP �”�»�Þ�«�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�@  DHCP �[�S#Ý�b�Ü�î�«�\�K�Z�v�“�[�A�•�?�]
�:�?�_�Â�L�Z�
�«�–�µ�³�c���b�‰�2�[0¿���_���†
°�m�K�r�M��

• IP �”�»�Þ�«�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�@�
�«�–�µ�³#Ý�_�£(Ù�I�€�
 DHCP �Â'Å>&1 
�Ç�“�–�Ý1��s3¸�s�‰�'>'�[�f�j�I�€�r�M��

�«�–�µ�³�c�
 DHCP �§�î�Â�r�S�c�«�–�µ�³�V�[��/œ�I�€�•  DHCP �§�î�Â�µ+��b�8�N�€�?�?�}�
 IP 
�”�»�Þ�«�
�§�È�¿�µ�º  �Ð�«�¡�
 TFTP �§�î�Â  �”�»�Þ�«�
�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý
�¡�†�w�™�K�r�M���«�–�µ�³�c�
 TFTP �§�î�Â�_�Ø�½�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†3æ�™�K�Z�
�¡�S�Ü�A�¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�§�î�Â�b�Ë�î�«  �¹�•�Þ�¡�º�Ü�?�}�v�“�K�Z�
�w�™�‹�
�È�î�º�”�µ
�É �É�ß�­�«�†�ö�¢�K�r�M��

• �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�@�£(Ù�I�€�Z�8�•�@�
 DHCP �Â
'Å�_  TFTP �§�î�Â  �”�»�Þ�«�@�µ�r�€�Z�8�^�8���œ>& 1 �Ç�“�–�Ý1��s3¸�s�‰�'>'

�«�–�µ�³�c�
 DHCP �§�î�Â�?�}  IP �”�»�Þ�«�
�§�È�¿�µ�º  �Ð�«�¡�
�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ç�“�–�Ý�¡�†  DHCP �§�î�Â�r�S�c�«�–�µ�³�V�[��/œ�I�€�•  DHCP �§�î�Â�µ+��b�8�N�€�?�?�}�w�™
�K�r�M���«�–�µ�³�c�
 TFTP �§�î�Â�_�È�ß�î�»�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†3æ�™�K�Z�
�¡�S�Ü�A�¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�§�î�Â�b�Ë�î�«  �¹�•�Þ�¡�º�Ü�?�}�v�“�K�Z�
�w�™�‹�
�È�î�º�”�µ�É  �É
�ß�­�«�†�ö�¢�K�r�M��

• IP �”�»�Þ�«�T�E�@�«�–�µ�³#Ý�_�£(Ù�I�€�
 DHCP �Â'Å�[�f�j�I�€�Z�>�~�
  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ç�“�–�Ý�¡�c�f�j�I�€�^�8���œ>& 2 �Ç�“�–�Ý1��s3¸�s�‰�'>'

�,���6�4
9ÔDHCP �"�\�����f�;9Õ

Cisco �^�o�2
9Ô�]�_�o9Õ
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DHCP �(�o�C TFTP �(�o�C DNS �(�o�C

20.0.0.2 20.0.0.3

20.0.0.1
10.0.0.2

10.0.0.1

20.0.0.4
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'¨  3 'v       �«�–�µ�³�b�6�‡0¿��
DHCP �Ë�î�«�b+¬�·0¿���b0¿��
�«�–�µ�³�c�
 DHCP �§�î�Â�
�r�S�c�«�–�µ�³�V�[��/œ�I�€�•  DHCP �§�î�Â�µ+��b�8�N�€�?�?�}  IP 
�”�»�Þ�«�
�§�È�¿�µ�º  �Ð�«�¡�
�>�|�g  TFTP �§�î�Â  �”�»�Þ�«�†�w�™�K�r�M���«�–�µ�³�c�
 TFTP 
�§�î�Â�_�Ø�½�Ÿ�Õ�«�º�Ó�µ�­�î�ª�†3æ�™�K�
 network-confg �r�S�c  cisconet.cfg �b�¹�Ç�›�Ý�º  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�v�“�K�r�M  >&network-confg �Ç�“�–�Ý�@1��s3¸�u�^�8���œ�
�«
�–�µ�³�c  cisconet.cfg �Ç�“�–�Ý�†1��s3¸�s�r�M>' ��

�¹�Ç�›�Ý�º�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_�c�
�«�–�µ�³�b�Í�«�º�¡�?�}  IP �”�»�Þ�«�l�b
�Ð�µ�Æ�å�¢�@�µ�r�€�Z�8�r�M���«�–�µ�³�c�
�Ç�“�–�Ý�b�_���†�Í�«�º  �¸�î�È�Ý�_�i�A3¸�s�
�Í�«
�º�¡�†
°�m�K�r�M���Ç�“�–�Ý�[�Í�«�º�¡�@0b�X�?�}�^�8���œ�
�«�–�µ�³�c  DHCP �Â'Å�b�Í�«�º�¡
�†�Q#Ý�K�r�M�� DHCP �Â'Å�[�Í�«�º�¡�@�æ���I�€�Z�8�^�8���œ�
�«�–�µ�³�c�¹�Ç�›�Ý�º�b  Switch 
�†�Í�«�º�¡�\�K�Z�Q#Ý�K�r�M��

�¹�Ç�›�Ý�º�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�r�S�c  DHCP �Â'Å�?�}�Í�«�º�¡�†
°�m�K�S�6�\�

�«�–�µ�³�c�Í�«�º�¡�\� �L�¡�S�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý>& network-confg �r�S�c  
cisconet.cfg �b�]�U�}�@
›�_1��s3¸�r�€�S�?�_�Â�L�Z�
 hostname-confg �r�S�c  hostname.cfg>'�†  
TFTP �§�î�Â�?�}1��s3¸�s�r�M�� cisconet.cfg �Ç�“�–�Ý�@1��s3¸�r�€�Z�8�•���œ�c�
�Í�«�º�b�Ç�“
�–�Ý�¡�c  8 �e�Ð�_�)�~���Z�}�€�r�M��

network-confg�
 cisconet.cfg�
�r�S�c�Í�«�º�¡�\� �L�¡�S�b�Ç�“�–�Ý�†1��s3¸�t�G�\�@�[�A�^�8��
�œ�
�«�–�µ�³�c  router-confg �Ç�“�–�Ý�†1��s3¸�s�r�M�� router-confg �Ç�“�–�Ý�†1��s3¸�t�G�\�@�[
�A�^�8���œ�
�«�–�µ�³�c  ciscortr.cfg �Ç�“�–�Ý�†1��s3¸�s�r�M��

>&�@>' ���b�8�N�€�?�b���œ�_�
�«�–�µ�³�c  TFTP �§�î�Â0[�Ó�†�È�ß�î�»�Ÿ�Õ�«�º�K�r�M�� 1>' DHCP �Â'Å�?�}  
TFTP �§�î�Â�†
°�m�[�A�^�?�W�S���œ�
 2>'�Ø�½�Ÿ�Õ�«�º��3æ�_�|�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý
�b1��s3¸�s�_�»�K�K�S���œ�
 3>' TFTP �§�î�Â�¡�†  IP �”�»�Þ�«�_�š�n�[�A�^�8���œ

�S�B�[

�W 3-3 �_�
 DHCP �Ë�î�«�b+¬�·0¿���†�Q#Ý�K�Z  IP �_���†�v�“�M�•�¿�µ�º�á�î�¡�b�[�†&g�K�r�M��

�W 3-3 DHCP �Ë�î�«�b+¬�·0¿���†�Q#Ý�M�•�¿�µ�º�á�î�¡�b�S�B�[

/² 3-2 �_�
 DHCP �§�î�Â�
�r�S�c�«�–�µ�³�V�[��/œ�I�€�•  DHCP �§�î�Â�µ+��b�S#Ý�b�Ü�î�«�b�¥�å
�Ç�•� �×�Þ�î�©�Ù�å�†&g�K�r�M��

�,���6�4  1
00e0.9f1e.2001

Cisco �^�o�2
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�,���6�4  2
00e0.9f1e.2002

�,���6�4  3
00e0.9f1e.2003

DHCP �(�o�C DNS �(�o�C TFTP �(�o�C
9Ômaritsu9Õ

10.0.0.1

10.0.0.10

10.0.0.2 10.0.0.3

�,���6�4  4
00e0.9f1e.2004
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'¨  3 'v       �«�–�µ�³�b�6�‡0¿��
DHCP �Ë�î�«�b+¬�·0¿���b0¿��
DNS �§�î�Â�b0¿��

DNS �§�î�Â�c�
 TFTP �§�î�Â�¡  maritsu�†  IP �”�»�Þ�«  10.0.0.3 �_�Ð�µ�Æ�å�¢�K�r�M��

TFTP �§�î�Â  �¥�å�Ç�•� �×�Þ�î�©�Ù�å>& UNIX >'

TFTP �§�î�Â�b�Ë�î�«  �¹�•�Þ�¡�º�Ü�c�
 /tftpserver/work/ �_0¿���I�€�Z�8�r�M���G�b�¹�•�Þ�¡�º�Ü�_
�c�
 2 �Ç�“�–�Ý1��s3¸�s�‰�'�[�Q#Ý�I�€�•  network-confg �Ç�“�–�Ý�@�6�~�r�M���G�b�Ç�“�–�Ý�_�c�
 IP 
�”�»�Þ�«�_�ö�Y�8�Z�«�–�µ�³�_�m�~�\�Z�}�€�•�Í�«�º�¡�@�µ�r�€�Z�8�r�M���Ë�î�«  �¹�•�Þ�¡�º�Ü�_�c�

���_&g�M�|�:�_�
�›�«�–�µ�³�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý>& switch1-confg�
 switch2-confg �^
�]>'�v�µ�r�€�Z�8�r�M��

prompt> cd /tftpserver/work/
prompt> ls
network-confg
switch1-confg
switch2-confg
switch3-confg
switch4-confg
prompt> cat network-confg
ip host switch1 10.0.0.21
ip host switch2 10.0.0.22
ip host switch3 10.0.0.23
ip host switch4 10.0.0.24

DHCP �¡�Û�–�”�å�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å

�«�–�µ�³  1 >|  4 �_�c�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�c�Ñ�~�K�r�O�‡��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b1��Â

�W 3-3 �b���œ�
�«�–�µ�³  1 �c�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†���b�|�:�_�K�Z1��s3¸�s�r�M��

• �«�–�µ�³  1 �c�
 DHCP �§�î�Â�?�}  IP �”�»�Þ�«  10.0.0.21 �†
°�m�K�r�M��

• DHCP �§�î�Â�b�Â'Å�[�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�@�f�j�I�€�^�8���œ�
�«�–�µ�³  1 �c  
TFTP �§�î�Â�b�Ë�î�«  �¹�•�Þ�¡�º�Ü�?�}  network-confg �Ç�“�–�Ý�†1��s3¸�s�r�M��

• �«�–�µ�³  1 �c�
�Í�«�º  �¸�î�È�Ý�_  network-confg �Ç�“�–�Ý�b
Æ���†3ã�•�K�r�M��

/² 3-2 DHCP �§�î�Â  �¥�å�Ç�•� �×�Þ�î�©�Ù�å

�«�–�µ�³  1 �«�–�µ�³  2 �«�–�µ�³  3 �«�–�µ�³  4

�Â�–�å�¹�•�å�¢  �Ÿ�î
>&�Á�î�»�˜�™�”  �”�»�Þ
�«>'

00e0.9f1e.2001 00e0.9f1e.2002 00e0.9f1e.2003 00e0.9f1e.2004

IP �”�»�Þ�« 10.0.0.21 10.0.0.22 10.0.0.23 10.0.0.24

�§�È�¿�µ�º  �Ð�«�¡ 255.255.255.0 255.255.255.0 255.255.255.0 255.255.255.0

�Ý�î�±  �”�»�Þ�« 10.0.0.10 10.0.0.10 10.0.0.10 10.0.0.10

DNS �§�î�Â  �”�»�Þ�« 10.0.0.2 10.0.0.2 10.0.0.2 10.0.0.2

TFTP �§�î�Â�¡ maritsu�r�S�c  
10.0.0.3

maritsu�r�S�c  10.0.0.3 maritsu�r�S�c  10.0.0.3 maritsu�r�S�c  10.0.0.3

�È�î�º  �Ç�“�–�Ý�¡
>&�¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý>' >&�õ
�–>'

switch1-confg switch2-confg switch3-confg switch4-confg

�Í�«�º�¡>&�õ�–>' switch 1 switch 2 switch 3 switch 4
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'¨  3 'v       �«�–�µ�³�b�6�‡0¿��
�«�–�µ�³�b0¿��
• �«�–�µ�³  1 �c�
 IP �”�»�Þ�«  10.0.0.21 �†�ö�_�Í�«�º  �¸�î�È�Ý�†�è(ô�K�
�Í�«�º�¡>& switch1>'�†�v
�“�K�r�M��

• �«�–�µ�³  1 �c�
�Í�«�º�¡�_�P�Â�M�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†1��s3¸�s�r�M���S�\�<�d�

TFTP �§�î�Â�?�}  switch1-confg �†1��s3¸�s�r�M��

�«�–�µ�³  2 >|  4 �v�
� �]�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�>�|�g  IP �”�»�Þ�«�†�v�“�K�r�M��

�«�–�µ�³�b0¿��  
�G�G�[�c�«�–�µ�³�b0¿���‰�2�_�X�8�Z1��Â�K�r�M��

• ���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�|�•�«�–�µ�³�b0¿���� >&P.3-9>'

• ����/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å0¿���b&�1��� >&P.3-10>'

• ����/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å0¿���Í�b2s�·�Ç�“�–�Ý�l�b�–�Ñ�� >&P.3-10>'

• �� NVRAM �[�b0¿���b&�1��� >&P.3-10>'

• ���¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b0¿���� >&P.3-11>'

• ���«�±�¸�•�µ�¡  �Ý�î�º�b0¿���� >&P.3-12>'

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�|�•�«�–�µ�³�b0¿��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�?�}�«�–�µ�³�†0¿���M�•�m8p�c�
���b�\�>�~�[�M��

�«�¸�µ�É 1 �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�¥�å�¯�î�Ý  �–�å�±�î�Ç�™�–�«�_�
�¥�å�¯�î�Ý'ƒ�Ž�†�K)F�K�r�M��

�«�¸�µ�É 2 �X&Ê�‹�_�
�Ø�î�¨  EXEC �É�ß�å�É�º>& Switch> >'�@/²&g�I�€�r�M���G�b�6�\�
"I�’  EXEC �Ô�î�»>&�9
�¡�
�–�¿�î�È�Ý  �Ô�î�»>'�†6ä���[�A�r�M�� enable �\
°�Š�K�Z�
�–�¿�î�È�Ý  �Ô�î�»�†6ä���K�r�M��

Switch> enable

>&�@>' �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�š�f�M�•���œ�c�
�–�¿�î�È�Ý  �Ô�î�»�†6ä���K�Z�8�•�²0[�@�6�~�r
�M��

�É�ß�å�É�º�@�–�¿�î�È�Ý  �É�ß�å�É�º>& #>'�_�š�ƒ�~�r�M��

Switch#

�«�¸�µ�É 3 �–�¿�î�È�Ý  �É�ß�å�É�º>& #>'�_�
 configure terminal �¥�Ð�å�»�†
°�Š�K�Z�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#

�«�¸�µ�É 4 �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»  �É�ß�å�É�º�_�
 interface type slot/interface �¥�Ð�å�»�†
°
�Š�K�Z�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

Switch(config)# interface fastethernet 5/1
Switch(config-if)# 

�«�¸�µ�É 5 �G�€�}�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b�8�N�€�?�[�
�«�–�µ�³0¿���b�š�f�†/œ�8�r�M��

�«�¸�µ�É 6 �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�M�•�_�c�
 end �¥�Ð�å�»�†
°�Š�K�r�M��
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'¨  3 'v       �«�–�µ�³�b�6�‡0¿��
�«�–�µ�³�b0¿��
�«�¸�µ�É 7 0¿���†�–�Ñ�K�r�M�� >&����/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å0¿���Í�b2s�·�Ç�“�–�Ý�l�b�–�Ñ�� >&P.3-10>' �†�g
!·>' ��

�G�€�[�q�`7H�b�«�–�µ�³0¿���@�ö�¢�K�

°�Š�K�S0¿���†�Q#Ý�K�Z�Ý�î�±�†2s�·�[�A�•�|�:�_�^�~�r�K
�S���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b�Ü�«�º�†&�1��M�•�_�c�
�É�ß�å�É�º�[  ? �†
°�Š�M�•�?�
�r�S
�c�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  help �Ÿ�î�†�²�K�r�M��

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å0¿���b&�1�


°�Š�K�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å�r�S�c�š�f�†&�1��M�•�_�c�
���b�[�_&g�M�|�:�_�
�–�¿�î�È�Ý�É�ß�å
�É�º>& #>'�[  show running-config �¥�Ð�å�»�†
°�Š�K�r�M��

Switch# show running-config
Building configuration...
 
Current configuration:
!
version 12.0
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!
hostname Switch

<...output truncated...>

!
line con 0
 transport input none
line vty 0 4
 exec-timeout 0 0
 password lab
 login
 transport input lat pad dsipcon mop telnet rlogin udptn nasi
!
end
Switch#

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å0¿���Í�b2s�·�Ç�“�–�Ý�l�b�–�Ñ

�@�– �G�b�¥�Ð�å�»�c�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[
°�Š�K�S0¿���Í�†�–�Ñ�K�r�M���G�b�8���†/œ�ƒ
�^�8�\�
���G�©�«�¸�Ò�†�Ü�ß�î�»�M�•�\�A�_0¿���@�»�ƒ�€�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�l�b�š�f
Æ���
�r�S�c�«�±�î�º�”�µ�É  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å�l�b�š�f�†  NVRAM �_�–�Ñ�M�•�_�c�
�–�¿�î�È�Ý  �É�ß�å�É�º>& #>'�[  copy 
running-config startup-config �¥�Ð�å�»�†
°�Š�K�r�M��

Switch# copy running-config startup-config

NVRAM �[�b0¿���b&�1�

NVRAM �_�–�Ñ�I�€�Z�8�•�_���†/²&g�M�•�_�c�
 show startup-config EXEC �¥�Ð�å�»�†
°�Š�K�r�M��
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'¨  3 'v       �«�–�µ�³�b�6�‡0¿��
�«�–�µ�³�b0¿��
���_�
�M+á$×�^�©�«�¸�Ò0¿���b�[�†&g�K�r�M��

Switch# show startup-config
Using 1579 out of 491500 bytes, uncompressed size = 7372 bytes
Uncompressed configuration from 1579 bytes to 7372 bytes
!
version 12.1
no service pad
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
service compress-config
!
hostname Switch
!
!
ip subnet-zero
!
!
!
!
interface GigabitEthernet1/1
 no snmp trap link-status
!
interface GigabitEthernet1/2
 no snmp trap link-status
!--More-- 

<...output truncated...>

!
line con 0
 exec-timeout 0 0
 transport input none
line vty 0 4
 exec-timeout 0 0
 password lab
 login
 transport input lat pad dsipcon mop telnet rlogin udptn nasi
!
end

Switch# 

�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b0¿��

>&�@>' �«�–�µ�³�@�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�†�Q#Ý�M�•�b�c�
�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�@0¿���I�€�Z�8�^�8��
�œ�_7H�}�€�r�M��

�«�–�µ�³�_�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�@0¿���I�€�Z�8�^�8���œ�
�Ú�b�§�È�¿�µ�º�_�¹�î�±�†3æ�™�M�•�¹
�Ç�›�Ý�º  �¤�î�º�˜�™�–�†0¿���K�r�M���¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�_�c�
�«�–�µ�³�_%$�K�K)F�M�•�Ý�î�±
�V�b�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†�æ���M�•�²0[�@�6�~�r�M��

�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��
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'¨  3 'v       �«�–�µ�³�b�6�‡0¿��
�«�–�µ�³�b0¿��
���_�
�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�†0¿���K�
�Q�b0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# ip default-gateway 172.20.52.35
Switch(config)# end
3d17h: %SYS-5-CONFIG_I: Configured from console by console
Switch#  show ip route
Default gateway is 172.20.52.35

Host               Gateway           Last Use    Total Uses  Interface
ICMP redirect cache is empty
Switch# 

�«�±�¸�•�µ�¡  �Ý�î�º�b0¿��

Telnet �«�¸�î�©�Ù�å�r�S�c  SNMP �¿�µ�º�á�î�¡'ö#.�á�î�¡�«�¸�î�©�Ù�å�@�
�«�–�µ�³�\$��^�•�¿�µ�º
�á�î�¡�_�Ñ�~�K�
�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�@0¿���I�€�Z�8�^�8���œ�
�Q#Ý�K�Z�8�•�š�å�»  �«�¸�î�©�Ù
�å�@�Ñ�~�M�•�¿�µ�º�á�î�¡�_�P�Â�M�•�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢  �¸�î�È�Ý  �š�å�º�Ü�†3ã�•�K�^�E�€�d
�^�}�^�8���œ�@�6�~�r�M��

�«�±�¸�•�µ�¡  �Ý�î�º�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�«�–�µ�³�V�[  ip route �¥�Ð�å�»�†�Q#Ý�K�Z�
 IP �”�»�Þ�«  171.10.5.10 �b�á�î�¡�«�¸�î�©�Ù�å�l�b
�«�±�¸�•�µ�¡  �Ý�î�º�†0¿���M�•�[�†&g�K�r�M���G�b���œ�
�§�È�¿�µ�º  �Ð�«�¡�\3?3æ�Ý�î�±�b  IP �”�»�Þ
�«  172.20.3.35 �†#Ý�8�r�M��

Switch# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# ip route 171.10.5.10 255.255.255.255 172.20.3.35
Switch(config)# end
Switch#

���_�
 show running-config �¥�Ð�å�»�†�Q#Ý�K�Z�
�«�±�¸�•�µ�¡  �Ý�î�º�b0¿���†&�1��M�•�[�†&g�K�r
�M��

Switch#  show running-config
Building configuration...
.
<...output truncated...>
.
ip default-gateway 172.20.52.35
ip classless

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# ip default-gateway IP-address �¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�†0¿���K�r�M��

�«�̧ �µ�É 2 Switch#  show ip route �¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�@  IP �Ý�î�¸�•�å�¢  �¸�î�È�Ý�_
�G�K�C/²&g�I�€�•�G�\�†&�1��K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# ip route  dest_IP_address mask  
{ forwarding_IP  | vlan  vlan_ID } 

�Ü�Ô�î�º  �¿�µ�º�á�î�¡�l�b�«�±�¸�•�µ�¡  �Ý�î�º�†0¿��
�K�r�M��

�«�̧ �µ�É 2 Switch# show running-config �«�±�¸�•�µ�¡  �Ý�î�º�@�G�K�C/²&g�I�€�•�G�\�†&�1��K�r
�M��
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'¨  3 'v       �«�–�µ�³�b�6�‡0¿��
"I�’  EXEC �¥�Ð�å�»�l�b�”�¡�­�«  �¥�å�º�ß�î�Ý
ip route 171.10.5.10 255.255.255.255 172.20.3.35
no ip http server
!
line con 0
 transport input none
line vty 0 4
 exec-timeout 0 0
 password lab
 login
 transport input lat pad dsipcon mop telnet rlogin udptn nasi
!
end
 
Switch#

���_�
�«�–�µ�³�V�[  ip route �¥�Ð�å�»�†�Q#Ý�K�Z�
 IP �”�»�Þ�«  171.20.5.3 �b�á�î�¡�«�¸�î�©�Ù�å�l�b
�«�±�¸�•�µ�¡  �Ý�î�º�†0¿���M�•�[�†&g�K�r�M���G�b���œ�
�§�È�¿�µ�º  �Ð�«�¡�\�K)F�I�€�Z�8�•  Virtual 
Local Area Network>&VLAN; �ì�•  LAN>' 1 �†#Ý�8�r�M��

Switch# configure terminal
Switch(config)# ip route 171.20.5.3 255.255.255.255 vlan 1
Switch(config)# end
Switch# 

���_�
 show running-config �¥�Ð�å�»�†�Q#Ý�K�Z�
�«�±�¸�•�µ�¡  �Ý�î�º�b0¿���†&�1��M�•�[�†&g�K�r
�M��

Switch# show running-config
Building configuration...
.
<...output truncated...>
.
ip default-gateway 172.20.52.35
ip classless
ip route 171.20.5.3 255.255.255.255 Vlan1
no ip http server
!
!
x25 host z
!
line con 0
 transport input none
line vty 0 4
 exec-timeout 0 0
 password lab
 login
 transport input lat pad dsipcon mop telnet rlogin udptn nasi
!
end

Switch# 

"I�’  EXEC �¥�Ð�å�»�l�b�”�¡�­�«  �¥�å�º�ß�î�Ý
���b�m8p�_�‘�W�Z�
�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�\"I�’  EXEC �¥�Ð�å�»�l�b�”�¡�­�«�†
�D�š�K�r�M��

• ���«�±�¸�•�µ�¡  �–�¿�î�È�Ý  �Ã�«�á�î�»�b0¿���r�S�c�š�f�� >&P.3-14>'

• �� enable password �¥�Ð�å�»�>�|�g  enable secret �¥�Ð�å�»�b�Q#Ý�� >&P.3-14>'

• ���–�¿�î�È�Ý  �Ã�«�á�î�»�b0¿���r�S�c�š�f�� >&P.3-15>'
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'¨  3 'v       �«�–�µ�³�b�6�‡0¿��
"I�’  EXEC �¥�Ð�å�»�l�b�”�¡�­�«  �¥�å�º�ß�î�Ý
• ���Ã�«�á�î�»�b�/�•�ì�� >&P.3-22>'

• ��0
�X�b"I�’�Þ�Ë�Ý�b0¿���� >&P.3-23>'

�«�±�¸�•�µ�¡  �–�¿�î�È�Ý  �Ã�«�á�î�»�b0¿���r�S�c�š�f  
�–�¿�î�È�Ý  �Ô�î�»�l�b�”�¡�­�«�†�D�š�M�•�«�±�¸�•�µ�¡  �Ã�«�á�î�»�†0¿���r�S�c�š�f�M�•�_�c�
���b
�8���†/œ�8�r�M��

���_�
"I�’  EXEC �Ô�î�»�[�–�¿�î�È�Ý  �Ã�«�á�î�»�†�� lab���_0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# enable password lab
Switch(config)#

�Ã�«�á�î�»�r�S�c�”�¡�­�«  �Þ�Ë�Ý�b0¿���†/²&g�M�•�‰�2�_�X�8�Z�c�
 ���Ã�«�á�î�»�
�”�¡�­�«  �Þ�Ë�Ý�

�>�|�g"I�’�Þ�Ë�Ý�b0¿���b/²&g�� >&P.3-24>' �†�g!·�K�Z�C�T�I�8��

enable password �¥�Ð�å�»�>�|�g  enable secret �¥�Ð�å�»�b�Q#Ý

�¿�µ�º�á�î�¡�[3æ�w�™�I�€�•�Ã�«�á�î�»�r�S�c  TFTP �§�î�Â�_�–�Ñ�I�€�•�Ã�«�á�î�»�_�X�8�Z�
�­�Ÿ�×
�Ü�¸�•�†�I�}�_�I�ì�M�•�_�c�
 enable password �¥�Ð�å�»�r�S�c  enable secret �¥�Ð�å�»�†�Q#Ý�K�r�M��
�]�U�}�b�¥�Ð�å�»�v�
�–�¿�î�È�Ý  �Ô�î�»>&�¹�Ç�›�Ý�º>'�r�S�c�æ���K�S�Q�b�Ú�b"I�’�Þ�Ë�Ý�_�”�¡�­
�«�M�•�S�u�_�
�Ø�î�¨�@
°�Š�K�^�E�€�d�^�}�^�8�/�•�ì�Ã�«�á�î�»�†0¿���K�r�M��

enable secret �¥�Ð�å�»�b�Q#Ý�†�N�á�K�r�M��

enable secret �¥�Ð�å�»�†0¿���K�S���œ�
�G�b�¥�Ð�å�»�c  enable password �¥�Ð�å�»�|�~�v
ƒ
›�I�€�r
�M��� �ì�_  2 �X�b�¥�Ð�å�»�†�w� �_�c�[�A�r�O�‡��

�«�–�µ�³�@�–�¿�î�È�Ý  �Ã�«�á�î�»�†0[�Ó�M�•�|�:�_0¿���M�•�_�c�
���b�8�N�€�?�b�8���†/œ�8�r�M��

level �œ�É�©�Ù�å�†�Q#Ý�K�Z�]�U�}�?�b�Ã�«�á�î�»  �¥�Ð�å�»�†
°�Š�M�•�\�
"I���b"I�’�Þ�Ë�Ý�_�”�¡�­
�«�M�•�S�u�b�Ã�«�á�î�»�†��*O�[�A�r�M���Þ�Ë�Ý�†�æ���K�Z�Ã�«�á�î�»�†0¿���K�S�6�\�
"I�’�Þ�Ë�Ý�_
�”�¡�­�«�M�•�²0[�b�6�•�Ø�î�¨�T�E�_�
�Ã�«�á�î�»�†3û%±�K�Z�C�T�I�8���›�Þ�Ë�Ý�[�”�¡�­�«�[�A�•�¥
�Ð�å�»�†�æ���M�•�_�c�
 privilege level �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

/² 3-1

�¥�Ð�å�» % $×

Switch(config)# enable password  password  "I�’  EXEC �Ô�î�»�b�‚�K�8�Ã�«�á�î�»�†0¿���M�•
�?�
�r�S�c�¤�Ñ�b�Ã�«�á�î�»�†�š�f�K�r�M��

�¥�Ð�å�» % $×

Switch(config)# enable password  [ level  
level ] { password  | encryption-type  
encrypted-password }

"I�’  EXEC �Ô�î�»�†6ä���M�•�S�u�b�Ã�«�á�î�»�†
0¿���K�r�M��

Switch(config)# enable secret  [ level  
level ] { password  | encryption-type 
encrypted-password }

�Y�•3ë$×�^�/�•�ì�‰�'�†�Q#Ý�K�Z�–�Ñ�I�€�•�©�î�¡
�Þ�µ�º  �Ã�«�á�î�»�†0¿���K�r�M  >&enable password 
�¥�Ð�å�»�>�|�g  enable secret �¥�Ð�å�»�†�g�‰�\�v
0¿���K�S���œ�
�Ø�î�¨�c�–�¿�î�È�Ý  �©�î�¡�Þ�µ�º  
�Ã�«�á�î�»�†
°�Š�K�^�E�€�d�^�~�r�O�‡>' ��
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'¨  3 'v       �«�–�µ�³�b�6�‡0¿��
"I�’  EXEC �¥�Ð�å�»�l�b�”�¡�­�«  �¥�å�º�ß�î�Ý
service password-encryption �¥�Ð�å�»�†�–�¿�î�È�Ý�_�K�Z�8�•���œ�c�

°�Š�K�S�Ã�«�á�î�»�@�/�•�ì
�I�€�r�M�� more system:running-config �¥�Ð�å�»�†�Q#Ý�K�Z�Ã�«�á�î�»�†/²&g�M�•�\�
�Ã�«�á�î�»�c
�/�•�ì�g�'�[/²&g�I�€�r�M��

�/�•�ì�±�–�É�†�æ���M�•���œ�c�
�/�•�ì�Ã�«�á�î�»>&�9�b  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b0¿���?�}
�¥�Æ�î�K�S�/�•�ì�Ã�«�á�î�»>'�†
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.z.=3›�
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Þ�‘�Ò�ù�Ô�•
%5�Ã�Á'"�æ�]�,�;�
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Þ�‘�Ò�ù�Ô�•
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�*�]�o�-  �,���6�4

�b�o�"�,�9�o�*�Z�f

171.20.10.8

171.20.10.7

�b�o�"�,�9�o�*�Z�f
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�­�Ÿ�×�Ü�¸�•�b�»� �†75�F�M�•�S�u�
�¿�µ�º�á�î�¡'ö#.�”�É�Ü�£�î�©�Ù�å�†�Q#Ý�K�Z  TACACS+ �†0¿
���M�•�G�\�c�[�A�r�O�‡�� TACACS+ �†�–�¿�î�È�Ý�_0¿���K�S���œ�
 CLI �†3û�L�Z�«�–�µ�³�_�”�¡�­�«
�M�•�Ø�î�¨�†1�0É�[�A�r�M��

>&�@>' TACACS+ �b0¿���c  CLI �†�Q#Ý�K�Z/œ�8�r�M�@�
 TACACS+ �§�î�Â�c�’7H�Þ�Ë�Ý  15 �_0¿���I�€�S  
HTTP �K)F�†0Á�•�K�r�M��

TACACS+ �§�î�Â  �Í�«�º�b"I���>�|�g1�0É�Ÿ�î�b0¿��

1�0É#Ý�_�"�M�§�î�Â�†�Q#Ý�M�•�
�r�S�c�¤�Ñ�b�§�î�Â  �Í�«�º�†�¢�Ý�î�É�ì�M�•�S�u�_  AAA �§�î�Â  �¢
�Ý�î�É�†�Q#Ý�M�•�|�:�«�–�µ�³�†0¿���[�A�r�M���§�î�Â�†�¢�Ý�î�É�ì�K�Z0¿���í�s�§�î�Â  �Í�«�º�b�§
�È�­�µ�º�†4E�¥�K�
"I���b�§�î�Å�«�_�Q�b�§�î�Â�†�Q#Ý�[�A�r�M���§�î�Â  �¢�Ý�î�É�c�
�¢�ß�î�Â�Ý  
�§�î�Â  �Í�«�º  �Ü�«�º�\�\�v�_�Q#Ý�I�€�
4E�¥�I�€�S�§�î�Â  �Í�«�º�b  IP �”�»�Þ�«�b�Ü�«�º�@�µ�r�€�Z
�8�r�M��

TACACS+ �§�î�Â�†)T�â�M�•  IP �Í�«�º�†"I���K�
�õ�–�[�/�•�Ÿ�î�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»
�[���b�m8p�†��/œ�K�r�M��
3-18
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



'¨  3 'v       �«�–�µ�³�b�6�‡0¿��
"I�’  EXEC �¥�Ð�å�»�l�b�”�¡�­�«  �¥�å�º�ß�î�Ý
�æ���I�€�S  TACACS+ �§�î�Â�¡�r�S�c�”�»�Þ�«�†�P7V�M�•�_�c�
 no tacacs-server host hostname �¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���§�î�Â  �¢�Ý�î�É�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ü�«�º�?�}�P7V�M�•�_�c�
 no aaa group server tacacs+ group-name �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �¥�Ð�å�»�†�Q#Ý�K�r�M�� TACACS+ �§�î�Â�b  IP �”�»�Þ�«�†�P7V�M�•�_�c�
 no server ip-address 
�§�î�Â  �¢�Ý�î�É  �§�È�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

TACACS+ �ß�¢�–�å1�0É�b0¿��

AAA 1�0É�†0¿���M�•�_�c�
1�0É�‰�'�b�¡�S�Ü�A�Ü�«�º�†��*O�K�Z�?�}�
�I�r�J�r�^�Ï�î�º�_�Q�b�Ü�«
�º�†4:#Ý�K�r�M���‰�'�Ü�«�º�_�c��/œ�M�•1�0É�b�±�–�É�\��/œ8p�Î�†��*O�K�r�M���G�b�Ü�«�º�†"I���b
�Ï�î�º�_4:#Ý�K�Z�?�}�
��*O�K�S1�0É�‰�'�†��/œ�M�•�²0[�@�6�~�r�M���O�M�b�[�¥�c�¹�Ç�›�Ý�º�b�‰�'
�Ü�«�º>&
�!›�_  default �\�¡�S�@�Ü�E�}�€�Z�8�•>'�[�M���¹�Ç�›�Ý�º�b�‰�'�Ü�«�º�c�
�¡�S�Ü�A�‰�'�Ü
�«�º�†�Â&g$×�_��*O�I�€�S�–�å�±�î�Ç�™�–�«�†7V�8�Z�
+¬�·$×�_�M�m�Z�b�Ï�î�º�_4:#Ý�I�€�r�M����*O
�í�s�b�‰�'�Ü�«�º�c�
�¹�Ç�›�Ý�º�b�‰�'�Ü�«�º�_
ƒ
›�K�r�M��

�‰�'�Ü�«�º�c�
�Ø�î�¨1�0É�b�S�u�¡�š�Ü�î3æ�™�†/œ�:�m8p�\1�0É�‰�'�†0°3Ù�K�S�v�b�[�M��1�0É�b�S�u
�_  1 �X�r�S�c0
�X�b�­�Ÿ�×�Ü�¸�•  �É�ß�º�¥�Ý�†�æ���[�A�•�b�[�
�q�6�b�‰�'�@�»�K�K�S���œ�b�Â�µ�¡
�”�µ�É  �©�«�¸�Ò�@&��–�I�€�r�M���¯�Ç�º�˜�™�”�c�
�Ü�«�º
Æ�b�q�6�b�‰�'�†�Q#Ý�K�Z�Ø�î�¨�†1�0É�K

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 tacacs-server host hostname [port 
integer] [ timeout integer] [key string]

TACACS+ �§�î�Â�†)T�â�M�•  IP �Í�«�º>& 1 �X�r�S�c0
�X>'�†"I���K�r
�M���G�b�¥�Ð�å�»�†0
�X�G
°�Š�K�Z�

ƒ
›�Í�«�º�b�Ü�«�º�†�8�B�K�r�M��
�¯�Ç�º�˜�™�”�c�
�æ���I�€�S8p�Î�[�Í�«�º�†�è(ô�K�r�M��

• hostname �_�c�
�Í�«�º�b�¡�S�r�S�c  IP �”�»�Þ�«�†�æ���K�r�M��

• >&�õ�–>' port  integer �_�c�
�§�î�Â�b�Ï�î�º$��•�†�æ���K�r�M���¹
�Ç�›�Ý�º�c�Ï�î�º  49 �[�M���æ���[�A�•(
�V�c  1 >|  65535 �[�M��

• >&�õ�–>' timeout integer �_�c�
�«�–�µ�³�@�¹�î�Ô�å�?�}�b�Â'Å�†�…
�X�ì6ë�†&Ê�X�[�æ���K�r�M���G�€�†4#�B�•�\�«�–�µ�³�c�±�–�Ò�”�˜
�º�K�Z�š�Û�î�†�	0•�K�r�M���¹�Ç�›�Ý�º�c  5 &Ê�[�M���æ���[�A�•(

�V�c  1 >|  1000 &Ê�[�M��

• >&�õ�–>' key string �_�c�
�«�–�µ�³�\  TACACS+ �¹�î�Ô�å6ë�b�M�m�Z
�b�º�Û�Ç�•�µ�¡�†�/�•�ì�>�|�g�/�•0Ž7V�M�•�S�u�b�/�•�Ÿ�î�†�æ��
�K�r�M���/�•�ì�@�G�K�C�µ+��M�•�_�c�
 TACACS+ �¹�î�Ô�å�_� �L
�Ÿ�î�†0¿���M�•�²0[�@�6�~�r�M��

�«�̧ �µ�É 3 aaa new-model AAA �†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 4 aaa group server tacacs+ group-name >&�õ�–>' AAA �§�î�Â  �¢�Ý�î�É�†�
"I���b�¢�Ý�î�É�¡�[��*O�K�r�M��

�G�b�¥�Ð�å�»�_�|�W�Z�
�«�–�µ�³�c�§�î�Â  �¢�Ý�î�É  �§�È�¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�_�^�~�r�M��

�«�̧ �µ�É 5 server ip-address >&�õ�–>'"I���b  TACACS+ �§�î�Â�†��*O�í�s�b�§�î�Â  �¢�Ý�î�É�_�P�Â�Ü
�E�r�M�� AAA �§�î�Â  �¢�Ý�î�É�b  TACACS+ �§�î�Â�H�\�_�
�G�b�«�¸�µ
�É�†)Þ�~3É�K�r�M��

�¢�Ý�î�É�b�›�§�î�Â�c�
�«�¸�µ�É  2 �[��*O�í�s�b�v�b�[�^�E�€�d�^�~�r
�O�‡��

�«�̧ �µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show tacacs 
°�Š
Æ���†&�1��K�r�M��

�«�̧ �µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  3 'v       �«�–�µ�³�b�6�‡0¿��
"I�’  EXEC �¥�Ð�å�»�l�b�”�¡�­�«  �¥�å�º�ß�î�Ý
�r�M���Q�b�‰�'�[�Â'Å�@�“�}�€�^�?�W�S���œ�
�¯�Ç�º�˜�™�”�c�Q�b�Ü�«�º�?�}���b1�0É�‰�'�†4E�¥�K�r
�M���G�b�É�ß�­�«�c�
�Ü�«�º
Æ�b1�0É�‰�'�_�|�•3û�™�@�B�Œ�M�•�?�
��*O�I�€�S�‰�'�†�M�m�Z0è�K)
�ƒ
�•�r�[)Þ�~3É�I�€�r�M���G�b��#.�b�6�•�ì!l�[1�0É�@�»�K�K�S���œ>&�X�r�~�
�­�Ÿ�×�Ü�¸�•  �§�î�Â�r
�S�c�ß�î�•�Ý�b�Ø�î�¨�¡�¹�î�±�Ë�î�«�@�Ø�î�¨  �”�¡�­�«�†�Ä�°�M�•�\�Â'Å�K�S���œ>' �
1�0É�É�ß�­�«�c
�õ�F�K�
�Q�€�è�V1�0É�‰�'�@0è/œ�I�€�•�G�\�c�6�~�r�O�‡��

�ß�¢�–�å1�0É�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 aaa new-model AAA �†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 3 aaa authentication login { default | 
list-name} method1 [method2...]

�ß�¢�–�å1�0É�‰�'�Ü�«�º�†�8�B�K�r�M��

• login authentication �¥�Ð�å�»�_�¡�S�Ü�A�Ü�«�º�@�æ�� �I�€�^�?�W�S
���œ�_�Q#Ý�I�€�•�¹�Ç�›�Ý�º�b�Ü�«�º�†�8�B�M�•�_�c�
 default �Ÿ�î
�á�î�»�b�‹�•�_�¹�Ç�›�Ý�º�b"g�#�[�Q#Ý�M�•�‰�'�†�æ���K�r�M���¹
�Ç�›�Ý�º�b�‰�'�Ü�«�º�c�
+¬�·$×�_�M�m�Z�b�Ï�î�º�_4:#Ý�I�€�r�M��

• list-name �_�c�
�8�B�M�•�Ü�«�º�b�¡�S�\�K�Z�Q#Ý�M�•�e�Ð�4�†�æ��
�K�r�M��

• method1... �_�c�
1�0É�”�Ý�¦�Ü�¬�Ò�@0è/œ�M�•��7•�b�‰�'�†�æ���K
�r�M��3ã�•�b1�0É�‰�'�c�
�Q�b�S�b�‰�'�[�š�Û�î�@3É�I�€�S���œ�_
7H�~�Q#Ý�I�€�r�M���S�b�‰�'�@�»�K�K�S���œ�c�Q#Ý�I�€�r�O�‡��

���b�8�N�€�?�b�‰�'�†4E�¥�K�r�M��

• enable>8�–�¿�î�È�Ý  �Ã�«�á�î�»�†1�0É�_�Q#Ý�K�r�M���G�b1�0É�‰�'
�†�Q#Ý�M�•�_�c�
�6�}�?�L�u enable password �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�–�¿�î�È�Ý  �Ã�«�á�î�»�†��*O�K
�Z�>�C�²0[�@�6�~�r�M��

• group tacacs+>8TACACS+ 1�0É�†�Q#Ý�K�r�M���G�b1�0É�‰�'�†�Q#Ý
�M�•�_�c�
�6�}�?�L�u  TACACS+ �§�î�Â�†0¿���K�Z�>�C�²0[�@�6�~
�r�M��0ò(ý�_�X�8�Z�c�
 �� TACACS+ �§�î�Â  �Í�«�º�b"I���>�|�g1�
0É�Ÿ�î�b0¿���� >&P.3-18>' �†�g!·�K�Z�C�T�I�8��

• line>8�G)z�Ã�«�á�î�»�†1�0É�_�Q#Ý�K�r�M���G�b1�0É�‰�'�†�Q#Ý�M
�•�_�c�
�6�}�?�L�u�G)z�Ã�«�á�î�»�†��*O�K�Z�>�C�²0[�@�6�~�r�M��
password password �Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý
�K�r�M��

• local>8�ß�î�•�Ý  �Ø�î�¨�¡�¹�î�±�Ë�î�«�†1�0É�_�Q#Ý�K�r�M���¹�î�±
�Ë�î�«�_�Ø�î�¨�¡�_���†
°�Š�K�Z�>�C�²0[�@�6�~�r�M�� username 
password �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r
�M��

• local-case>8�±�e�Ð�\�`�e�Ð�@�
�9�I�€�•�ß�î�•�Ý  �Ø�î�¨�¡�¹�î�±
�Ë�î�«�†1�0É�_�Q#Ý�K�r�M�� username name password �¢�ß�î�Â�Ý  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
�Ø�î�¨�¡�_���†�¹�î
�±�Ë�î�«�_
°�Š�M�•�²0[�@�6�~�r�M��

• none>8�ß�¢�–�å�_1�0É�†�Q#Ý�K�r�O�‡��

�«�̧ �µ�É 4 line [console | tty  | vty] line-number 
[ending-line-number]

�Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
1�0É�Ü�«�º�b4:#Ý�P1ß
�\�M�•�G)z�†0¿���K�r�M��
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'¨  3 'v       �«�–�µ�³�b�6�‡0¿��
"I�’  EXEC �¥�Ð�å�»�l�b�”�¡�­�«  �¥�å�º�ß�î�Ý
AAA �†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no aaa new-model �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
�Q#Ý�K�r�M�� AAA 1�0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no aaa authentication login {default | list-name} 
method1 [method2...] �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���ß�¢�–�å�_6õ�M�•  
TACACS+ 1�0É�†�¹�•�­�î�È�Ý�_�M�•�
�6�•�8�c�¹�Ç�›�Ý�º�Í�_�`�M�_�c�
 no login authentication 
{ default | list-name} �Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

"I�’  EXEC �”�¡�­�«�>�|�g�¿�µ�º�á�î�¡  �§�î�Å�«#Ý�b  TACACS+ 0Á�•�b0¿��

AAA 0Á�•�_�|�W�Z�Ø�î�¨�@�Q#Ý�[�A�•�§�î�Å�«�@�D7H�I�€�r�M�� AAA 0Á�•�@�–�¿�î�È�Ý�b���œ�
�«
�–�µ�³�c�ß�î�•�Ý  �Ø�î�¨  �¹�î�±�Ë�î�«�r�S�c�­�Ÿ�×�Ü�¸�•  �§�î�Â�V�_�6�•�Ø�î�¨�b�É�ß�Ç�“�–�Ý�?�}
�v�“�K�S�_���†�Q#Ý�K�Z�
�Ø�î�¨�b�­�µ�©�Ù�å�†0¿���K�r�M���Ø�î�¨�c�
�Ø�î�¨  �É�ß�Ç�“�–�Ý
Æ�b�_
���[1��u�}�€�Z�8�•���œ�_7H�~�
0[�Ó�K�S�§�î�Å�«�b�”�¡�­�«�@1��•�I�€�r�M��

aaa authorization �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�_  tacacs+ �Ÿ�î�á�î�»�†�Ü�E�Z�Q#Ý�M
�•�\�
"I�’  EXEC �Ô�î�»�l�b�Ø�î�¨�b�¿�µ�º�á�î�¡  �”�¡�­�«�†�D7H�M�•�Ã�Û�Ó�î�±�†0¿���[�A�r�M��

aaa authorization exec tacacs+ local �¥�Ð�å�»�c�
���b0Á�•�Ã�Û�Ó�î�±�†0¿���K�r�M��

• TACACS+ �†�Q#Ý�K�Z1�0É�†/œ�W�S���œ�c�
 TACACS+ �†�Q#Ý�K�Z"I�’  EXEC �”�¡�­�«�†0Á�•�K
�r�M��

• 1�0É�_  TACACS+ �†�Q#Ý�K�^�?�W�S���œ�c�
�ß�î�•�Ý  �¹�î�±�Ë�î�«�†�Q#Ý�K�r�M��

>&�@>' 0Á�•�@0¿���I�€�Z�8�Z�v�
 CLI �†�Q#Ý�K�Z�ß�¢�–�å�K�
1�0É�I�€�S�Ø�î�¨�_�P�K�Z�c�
0Á�•�c%,$��I�€
�r�M��

"I�’  EXEC �”�¡�­�«�>�|�g�¿�µ�º�á�î�¡  �§�î�Å�«�_6õ�M�•  TACACS+ 0Á�•�†�æ���M�•�_�c�
"I�’  
EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�«�̧ �µ�É 5 login authentication { default | 
list-name}

�G)z�r�S�c�G)z�­�µ�º�_�P�K�Z�
1�0É�Ü�«�º�†4:#Ý�K�r�M��

• default �†�æ���M�•���œ�c�
 aaa authentication login �¥�Ð�å�»�[�8
�B�K�S�¹�Ç�›�Ý�º�b�Ü�«�º�†�Q#Ý�K�r�M��

• list-name �_�c�
 aaa authentication login �¥�Ð�å�»�[�8�B�K�S�Ü�«
�º�†�æ���K�r�M��

�«�̧ �µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show running-config 
°�Š
Æ���†&�1��K�r�M��

�«�̧ �µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 aaa authorization network tacacs+ �¿�µ�º�á�î�¡6õ4��b�M�m�Z�b�§�î�Å�«0[�Ó�_�P�M�•�Ø�î�¨  TACACS+ 0Á
�•�†�
�«�–�µ�³�_0¿���K�r�M��

�«�̧ �µ�É 3 aaa authorization exec tacacs+ �Ø�î�¨�_"I�’  EXEC �b�”�¡�­�«�’7H�@�6�•���œ�
�Ø�î�¨  TACACS+ 0Á�•
�†�«�–�µ�³�_0¿���K�r�M��

exec �Ÿ�î�á�î�»�†�æ���M�•�\�
�Ø�î�¨  �É�ß�Ç�“�–�Ý�_��
>&autocommand �_���^�]>'�@3É�I�€�•���œ�@�6�~�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��
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'¨  3 'v       �«�–�µ�³�b�6�‡0¿��
"I�’  EXEC �¥�Ð�å�»�l�b�”�¡�­�«  �¥�å�º�ß�î�Ý
0Á�•�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no aaa authorization { network | exec} method1 �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

TACACS+ �”�•�˜�å�¸�•�å�¢�b2s�·

AAA �”�•�˜�å�¸�•�å�¢�µ+��c�
�Ø�î�¨�@�”�¡�­�«�K�S�§�î�Å�«�\�
�˜2��K�S�¿�µ�º�á�î�¡  �Ü�¯�î�«5�
�†�º�Û�µ�Ÿ�å�¢�K�r�M�� AAA �”�•�˜�å�¸�•�å�¢�†�–�¿�î�È�Ý�_�M�•�\�
�«�–�µ�³�c�Ø�î�¨�b�q�·"g�#
�†�”�•�˜�å�¸�•�å�¢  �Þ�¥�î�»�b�g�'�[  TACACS+ �­�Ÿ�×�Ü�¸�•  �§�î�Â�_���Ì�K�r�M���›�”�•�˜�å�¸�•
�å�¢  �Þ�¥�î�»�_�c�”�•�˜�å�¸�•�å�¢�b  Attribute-Value>&AV>'�Ì�”�@�µ�r�€�
�Þ�¥�î�»�c�­�Ÿ�×�Ü�¸�•  
�§�î�Â�_�A(á�I�€�r�M���G�b�¹�î�±�†�
�¿�µ�º�á�î�¡'ö#.�
�¡�Û�–�”�å�º13�Ó�
�r�S�c%����b�S�u�_�(
�Ò�[�A�r�M��

Cisco IOS �b�’7H�Þ�Ë�Ý�>�|�g�¿�µ�º�á�î�¡  �§�î�Å�«�_6õ�M�•  TACACS+ �”�•�˜�å�¸�•�å�¢�†�–�¿�î
�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�”�•�˜�å�¸�•�å�¢�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no aaa accounting { network | exec} { start-stop} 
method1... �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

TACACS+ 0¿���b/²&g

TACACS+ �§�î�Â)+0£�_���†/²&g�M�•�_�c�
 show tacacs "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

�Ã�«�á�î�»�b�/�•�ì

�É�ß�º�¥�Ý  �”�¼�Û�–�¨�[�Ã�£�µ�º�†1*�m�•>&�Ã�«�á�î�»�†1��s�v�•>'�G�\�@�[�A�•�b�[�
�Ã�«�á�î�»
�†�/�•�ì�M�•�|�:�_  Cisco IOS �¯�Ç�º�˜�™�”�†0¿���M�•�G�\�_�|�W�Z�
�”�¡�­�«  �­�Ÿ�×�Ü�¸�•�†�I�ì
�M�•�G�\�@�[�A�r�M���/�•�ì�†/œ�:�\�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý
Æ�[�Ã�«�á�î�»�@1��s�v�~
�•+��^�g�'�_�^�•�b�†75�F�[�A�r�M��

�Ã�«�á�î�»�†�/�•�ì�M�•�|�:�_  Cisco IOS �¯�Ç�º�˜�™�”�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

�«�̧ �µ�É 5 show running-config 
°�Š
Æ���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 aaa accounting network start-stop 
tacacs+

�¿�µ�º�á�î�¡6õ4��b�M�m�Z�b�§�î�Å�«0[�Ó�_�X�8�Z�
 TACACS+ �”�•
�˜�å�¸�•�å�¢�†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 3 aaa accounting exec start-stop tacacs+ TACACS+ �”�•�˜�å�¸�•�å�¢�_�|�~�
"I�’  EXEC �É�ß�­�«�b�q�6�_0°
6�6ä���”�•�˜�å�¸�•�å�¢3û%±�
�q�‹�_0°6��õ�F3û%±�†3æ�™�M�•�|�:�_
0¿���K�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show running-config 
°�Š
Æ���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  3 'v       �«�–�µ�³�b�6�‡0¿��
"I�’  EXEC �¥�Ð�å�»�l�b�”�¡�­�«  �¥�å�º�ß�î�Ý
�/�•�ì�c�
#'�~�b0¿���@�–�Ñ�I�€�•�\�A�
�r�S�c�Ã�«�á�î�»�@0¿���I�€�•�\�A�_/œ�ƒ�€�r�M���Ã�«�á�î
�»�b�/�•�ì�c�
1�0É�Ÿ�î  �Ã�«�á�î�»�
"I�’�¥�Ð�å�»  �Ã�«�á�î�»�
�¥�å�¯�î�Ý�>�|�g�ì�•'ƒ�Ž�G)z�”�¡
�­�«  �Ã�«�á�î�»�
�>�|�g�Î�î�²�î  �¤�î�º�˜�™�–  �É�ß�º�¥�Ý>& BGP>'�¿�–�Â�î  �Ã�«�á�î�»�†�µ�t�
�M�m
�Z�b�Ã�«�á�î�»�_4:#Ý�I�€�r�M�� service password-encryption �¥�Ð�å�»�†�Q#Ý�M�•�\�
0Á�•�I�€�Z�8
�^�8�Ø�î�¨�@�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b�Ã�«�á�î�»�†/²&g�[�A�^�C�^�~�r�M��

�@�– service password-encryption �¥�Ð�å�»�[�c�
9×�Ø�^�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•�c�f�j�I�€�r�O�‡��
�G�b�¥�Ð�å�»�†�Q#Ý�M�•���œ�c�
�Q�b�Ú�b�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•�m�•�v1n�L�•�²0[�@�6�~�r
�M��

�/�•�ì�Ã�«�á�î�»�†�À�€�S���œ�
�Ã�«�á�î�»�b�G�Ÿ�c�[�A�r�O�‡>&
–�b�Ã�«�á�î�»�†�v�~�`�M�G�\�c�[
�A�r�O�‡>' ���S�T�K�
�/�•�ì�Ã�«�á�î�»�†�À�€�Z�v�
�«�–�µ�³�b�D�š�†�v�~�`�M�G�\�c�[�A�r�M��0ò(ý
�_�X�8�Z�c�
 ���–�¿�î�È�Ý  �Ã�«�á�î�»�†�À�€�S���œ�b�G�Ÿ�‰�2�� >&P.3-25>' �†�g!·�K�Z�C�T�I�8��

�Ã�«�á�î�»�r�S�c�”�¡�­�«  �Þ�Ë�Ý�b0¿���†/²&g�M�•�‰�2�_�X�8�Z�c�
 ���Ã�«�á�î�»�
�”�¡�­�«  �Þ�Ë�Ý�

�>�|�g"I�’�Þ�Ë�Ý�b0¿���b/²&g�� >&P.3-24>' �†�g!·�K�Z�C�T�I�8��

0
�X�b"I�’�Þ�Ë�Ý�b0¿��

Cisco IOS �¯�Ç�º�˜�™�”�_�c�
�Ã�«�á�î�»  �­�Ÿ�×�Ü�¸�•�b�Ô�î�»�@�¹�Ç�›�Ý�º�[  2 �X�6�~�r�M���Ø�î�¨  
EXEC �Ô�î�»�\"I�’  EXEC �Ô�î�»�[�M���›�Ô�î�»�_�
�q�±  16 �¶�b7u�™�Þ�Ë�Ý�?�}�^�•�¥�Ð�å�»�†0¿��
�[�A�r�M��0
�X�b�Ã�«�á�î�»�†0¿���M�•�G�\�_�|�~�
�Ø�î�¨  �¢�Ý�î�É�9�_"I���b�¥�Ð�å�»�l�b�”�¡�­
�«�†0Á�•�M�•�G�\�@�[�A�r�M��

�S�\�<�d�
�¨�C�b�Ø�î�¨�@  clear line �¥�Ð�å�»�_�”�¡�­�«�[�A�•�|�:�_�M�•�_�c�
�G�b�¥�Ð�å�»�_�Þ�Ë
�Ý 2 �­�Ÿ�×�Ü�¸�•�†�m�~�\�Z�
�Þ�Ë�Ý  2 �Ã�«�á�î�»�†�È(
�V�_4Ä�x�K�r�M���M�‰�
 configure �¥�Ð�å�»
�_�”�¡�­�«�[�A�•�Ø�î�¨�†7H���M�•���œ�_�c�
�G�b�¥�Ð�å�»�_�Þ�Ë�Ý  3 �­�Ÿ�×�Ü�¸�•�†�m�~�\�Z�
�Q�b
�Ã�«�á�î�»�†4Ä�x�M�•�Ø�î�¨�X�†�ö�}�K�r�M��

�G�G�[�c�
3ã�•�Þ�Ë�Ý�b�­�Ÿ�×�Ü�¸�•�†0¿���M�•�m8p�_�X�8�Z1��Â�K�r�M��

• ���¥�Ð�å�»�b"I�’�Þ�Ë�Ý�b0¿���� >&P.3-23>'

• ���G)z�b�¹�Ç�›�Ý�º"I�’�Þ�Ë�Ý�b�š�f�� >&P.3-24>'

• ��"I�’�Þ�Ë�Ý�l�b�ß�¢�–�å�� >&P.3-24>'

• ��"I�’�Þ�Ë�Ý�b)
�¢�� >&P.3-24>'

• ���Ã�«�á�î�»�
�”�¡�­�«  �Þ�Ë�Ý�
�>�|�g"I�’�Þ�Ë�Ý�b0¿���b/²&g�� >&P.3-24>'

�¥�Ð�å�»�b"I�’�Þ�Ë�Ý�b0¿��

�¥�Ð�å�»�b"I�’�Þ�Ë�Ý�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

/² 3-3

�¥�Ð�å�» % $×

Switch(config)# service password-encryption  �Ã�«�á�î�»�†�/�•�ì�K�r�M��
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'¨  3 'v       �«�–�µ�³�b�6�‡0¿��
"I�’  EXEC �¥�Ð�å�»�l�b�”�¡�­�«  �¥�å�º�ß�î�Ý
�Ã�«�á�î�»�r�S�c�”�¡�­�«  �Þ�Ë�Ý�b0¿���†/²&g�M�•�‰�2�_�X�8�Z�c�
 ���Ã�«�á�î�»�
�”�¡�­�«  �Þ�Ë�Ý�

�>�|�g"I�’�Þ�Ë�Ý�b0¿���b/²&g�� >&P.3-24>' �†�g!·�K�Z�C�T�I�8��

�G)z�b�¹�Ç�›�Ý�º"I�’�Þ�Ë�Ý�b�š�f

"I���b�G)z�r�S�c�G)z�¢�Ý�î�É�b�¹�Ç�›�Ý�º"I�’�Þ�Ë�Ý�†�š�f�M�•�_�c�
���b�8���†/œ�8�r�M��

�Ã�«�á�î�»�r�S�c�”�¡�­�«  �Þ�Ë�Ý�b0¿���†/²&g�M�•�‰�2�_�X�8�Z�c�
 ���Ã�«�á�î�»�
�”�¡�­�«  �Þ�Ë�Ý�

�>�|�g"I�’�Þ�Ë�Ý�b0¿���b/²&g�� >&P.3-24>' �†�g!·�K�Z�C�T�I�8��

"I�’�Þ�Ë�Ý�l�b�ß�¢�–�å

"I���b"I�’�Þ�Ë�Ý�_�ß�¢�–�å�M�•�_�c�
���b�8���†/œ�8�r�M��

"I�’�Þ�Ë�Ý�b)
�¢

"I���b"I�’�Þ�Ë�Ý�†)
�¢�M�•�_�c�
���b�8���†/œ�8�r�M��

�Ã�«�á�î�»�
�”�¡�­�«  �Þ�Ë�Ý�
�>�|�g"I�’�Þ�Ë�Ý�b0¿���b/²&g

0ò(ý�^�Ã�«�á�î�»�_���†/²&g�M�•�_�c�
���b�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# privilege  mode level  level 
command 

�¥�Ð�å�»�b"I�’�Þ�Ë�Ý�†0¿���K�r�M��

�«�̧ �µ�É 2 Switch(config)# enable password level  level  
[ encryption-type ] password  

"I�’�Þ�Ë�Ý�_�”�¡�­�«�M�•�S�u�b�–�¿�î�È�Ý  �Ã�«�á�î�»
�†�æ���K�r�M��

/² 3-4

�¥�Ð�å�» % $×

Switch(config-line)# privilege level  level  �G)z�b�¹�Ç�›�Ý�º"I�’�Þ�Ë�Ý�†�š�f�K�r�M��

/² 3-5

�¥�Ð�å�» % $×

Switch# enable  level  �æ���I�€�S"I�’�Þ�Ë�Ý�_�ß�¢�–�å�K�r�M��

/² 3-6

�¥�Ð�å�» % $×

Switch# disable  level  �æ���K�S"I�’�Þ�Ë�Ý�†)
�¢�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# show running-config  �Ã�«�á�î�»�>�|�g�”�¡�­�«  �Þ�Ë�Ý�b0¿���†/²&g�K�r�M��

�«�̧ �µ�É 2 Switch# show privilege  "I�’�Þ�Ë�Ý�b0¿���†/²&g�K�r�M��
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'¨  3 'v       �«�–�µ�³�b�6�‡0¿��
�–�¿�î�È�Ý  �Ã�«�á�î�»�†�À�€�S���œ�b�G�Ÿ�‰�2
���_�
�Ã�«�á�î�»�>�|�g�”�¡�­�«  �Þ�Ë�Ý�b0¿���†/²&g�M�•�[�†&g�K�r�M��

Switch# show running-config
Building configuration...

Current configuration:
!
version 12.0
service timestamps debug datetime localtime
service timestamps log datetime localtime
no service password-encryption
!
hostname Switch
!
boot system flash sup-bootflash
enable password lab
!
<...output truncated...>

���_�
"I�’�Þ�Ë�Ý�b0¿���†/²&g�M�•�[�†&g�K�r�M��

Switch# show privilege
Current privilege level is 15
Switch# 

�–�¿�î�È�Ý  �Ã�«�á�î�»�†�À�€�S���œ�b�G�Ÿ�‰�2

>&�@>' NVRAM �_�6�}�?�L�u0¿���I�€�Z�8�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�_�X�8�Z�c�
 ���¯�Ç�º�˜�™�”  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�b0¿���� >&P.3-27>' �†�g!·�K�Z�C�T�I�8��

�–�¿�î�È�Ý  �Ã�«�á�î�»�†�À�€�S���œ�b�G�Ÿ�m8p�c�
���b�\�>�~�[�M��

�«�¸�µ�É 1 �¥�å�¯�î�Ý  �–�å�±�î�Ç�™�–�«�_�K)F�K�r�M��

�«�¸�µ�É 2 2s�·�‹  5 &Ê�è
Æ�_ Ctrl �†�²�K�S"g�Â�[  C �†�²�K�Z�
�È�î�º  �©�î�£�å�«�†�õ�F�K�
 ROM �Ô�½�±�†6ä��
�K�r�M��

�«�¸�µ�É 3 �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ó�Ô�Ü>&NVRAM>'�†1��s3¸�r�N�_2s�·�M�•�|�:�_�
�«�–�µ�³�†0¿���K�r�M��

�«�¸�µ�É 4 �©�«�¸�Ò�†�Ü�È�î�º�K�r�M��

�«�¸�µ�É 5 �–�¿�î�È�Ý  �Ô�î�»�_�”�¡�­�«�K�r�M>&�Ã�«�á�î�»�@0¿���I�€�Z�8�^�8���œ�c�
�Ã�«�á�î�»�†�æ���K�r
�O�‡>'��

�«�¸�µ�É 6 �Ã�«�á�î�»�†/²&g�r�S�c�š�f�M�•�?�
�r�S�c0¿���†�˜�d�K�r�M��

�«�¸�µ�É 7 3û�–�]�>�~  NVRAM �†1��s3¸�‡�[2s�·�M�•�|�:�_�
�«�–�µ�³�†
Ì0¿���K�r�M��

�«�¸�µ�É 8 �©�«�¸�Ò�†�Ü�È�î�º�K�r�M��
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'¨  3 'v       �«�–�µ�³�b�6�‡0¿��
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�š�f
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å�b�š�f

�G�G�[�c�
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�µ+��\�
 BOOT �š�X
�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�†�š�f�M�•�m8p�_�X�8�Z1��Â�K�r�M��

• ���«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�È�î�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�+0[�� >&P.3-26>'

• ���¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�b0¿���� >&P.3-27>'

• ���«�±�î�º�”�µ�É  �©�«�¸�Ò  �–�Ó�î�ª�b�æ���� >&P.3-31>'

• ��#”�C�š�X�b�D�š�� >&P.3-32>'

�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�È�î�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�+0[

�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b2s�·�É�ß�­�«�_�c�
 2 '�8®�b�¯�Ç�º�˜�™�”  �–�Ó�î�ª�@6õ�€�K�r�M�� ROM �Ô
�½�±�\�«�î�Ã�î�Â�–�¨  �š�å�ª�å  �¯�Ç�º�˜�™�”�[�M���«�–�µ�³�†2s�·�r�S�c�Ü�­�µ�º�M�•�\�
 Random 
Access Memory Monitor>&ROMmon; �Û�å�²�Ò  �”�¡�­�«  �Ó�Ô�Ü �Ô�½�±>'�¥�î�»�@��/œ�I�€�r�M��
NVRAM �_�–�Ñ�I�€�Z�8�•0¿���_�Â�L�Z�
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�c  ROMmon �Ô�î�»�†)E)F�M�•�?�

�r�S�c�«�î�Ã�î�Â�–�¨  �š�å�ª�å  �¯�Ç�º�˜�™�”�†�ß�î�»�K�r�M��

�Ø�î�¨
��[0¿���[�A�•  2 �X�b�Ã�Û�Ó�î�±�_�|�W�Z�
�«�–�µ�³�b2s�·�‰�2�@�ô�r�~�r�M���¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Þ�ª�«�±�\  BOOT #”�C�š�X�[�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�_�X�8�Z�c�
 ���È�î�º  
�Ç�•�î�Ý�»�b�š�f�>�|�g  boot �¥�Ð�å�»�b�Q#Ý�� >&P.3-28>' �†�g!·�K�Z�C�T�I�8�� BOOT #”�C�š�X�_�X�8
�Z�c�
 ���«�±�î�º�”�µ�É  �©�«�¸�Ò  �–�Ó�î�ª�b�æ���� >&P.3-31>' �†�g!·�K�Z�C�T�I�8��

ROM �Ô�½�±�b�+0[

ROM �Ô�½�±>&ROMmon>'�c�«�–�µ�³�b2s�·�ì�
�Ü�­�µ�º�ì�
�r�S�c+´�è$×�^�[�¥�@$Î#Õ�K�S���œ�_
�ç�g���I�€�r�M���«�–�µ�³�[  ROMmon �Ô�î�»�@6ä���I�€�•�b�c�
�«�–�µ�³�@�w� �^�¯�Ç�º�˜�™�”  �–
�Ó�î�ª�†0b�X�E�•�G�\�@�[�A�^�?�W�S���œ�
 NVRAM 
Æ�b0¿���@�o�€�Z�8�S���œ�
�r�S�c�¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�@  ROMmon �Ô�î�»�†6ä���M�•�|�:�_0¿���I�€�Z�8�S���œ�[�M�� ROMmon 
�Ô�î�»�[�c�
�È�î�º�Ç�Û�µ�©�×�r�S�c�Ç�Û�µ�©�×  �¹�•�«�¡�?�}�¯�Ç�º�˜�™�”  �–�Ó�î�ª�†�m�·�[�ß�î�»
�[�A�r�M���r�S�
'ö#.�–�å�±�î�Ç�™�–�«�?�}2s�·�M�•�G�\�v�[�A�r�M�� ROMmon �Ô�î�»�c�É�Û�–�Ð�Ü  
�–�Ó�î�ª�†�ß�î�»�K�r�M���G�b�É�Û�–�Ð�Ü  �–�Ó�î�ª�[�
 BOOTLDR #”�C�š�X�†�Q#Ý�K�Z�ß�î�•�Ý�_�

�r�S�c�¿�µ�º�á�î�¡�†3û�L�Z�
�æ���I�€�S�¯�î�«�?�}2s�·�M�•�­�•�å�²�Ü  �–�Ó�î�ª�†0¿���[�A�r�M��
�G�b�š�X�_�X�8�Z�c�
 ���«�–�µ�³�b��,´�ì�b�¹�Ç�›�Ý�º0¿���l�b�Ü�­�µ�º�� >&P.3-32>' �†�g!·�K�Z�C�T�I
�8��

�r�S�
�«�–�µ�³�†
Ì2s�·�K�Z�
2s�·�‹�b�q�6�b  5 &Ê6ë�_ Ctrl �†�²�K�S"g�Â�[  C �†�²�K�Z�v�
 ROMmon 
�Ô�î�»�†6ä���[�A�r�M��'ƒ�Ž�§�î�Â�?�}�K)F�K�Z�8�•���œ�c�
�š�«�£�î�É�_�|�W�Z  Telnet �É�ß�å�É�º
�†/²&g�K�
 send break �¥�Ð�å�»�†
°�Š�M�•�\�
 ROMmon �Ô�î�»�@6ä���I�€�r�M��

>&�@>' �¥�å�Ç�•� �×�Þ�î�©�Ù�å�Þ�ª�«�±�[  Ctrl �†�²�K�S"g�Â�[  C �†�²�M�µ+��@�¹�•�­�î�È�Ý�_0¿���I�€�Z�8
�•�?�]�:�?�_�?�?�ƒ�}�N�
�«�–�µ�³�b
Ì2s�·�‹  5 &Ê6ë�c�–�_  Ctrl �†�²�K�S"g�Â�[  C �†�²�M�µ+��@�–
�¿�î�È�Ý�_�^�~�r�M��

ROM �Ô�½�±�b�µ+��c�
���b�\�>�~�[�M��

• 7Á ;�ž
°�ì�b�™8—�ö�¸�«�º

• �Á�î�»�˜�™�”�b�6�‡�ì
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'¨  3 'v       �«�–�µ�³�b�6�‡0¿��
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�š�f
• 2s�·+��Š>&�m�·�_�|�•2s�·�>�|�g+¬�·2s�·�@�•+�>'

• �Ç�“�–�Ý  �©�«�¸�Ò>& ROMmon �b��/œ�ì�c1��s�v�~�S#Ý>'

�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�b0¿��

�«�–�µ�³�c  16 �Å�µ�º�b�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�†�Q#Ý�K�r�M���G�b�¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�_"I���b�©�«�¸�Ò  �Ã�Û�Ó�î�±�†0¿���[�A�r�M���¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Þ�ª�«�±�b0¿���c�
 NVRAM �_�6�}�?�L�u0¿���I�€�Z�8�r�M��

���b���œ�c�
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�b0¿���Í�†�š�f�M�•�²0[�@�6�~�r�M��

• 2s�·
–�>�|�g�¹�Ç�›�Ý�º�b�È�î�º  �Ç�“�–�Ý�¡�†4E�¥�M�•���œ

• �È�ß�î�»�Ÿ�Õ�«�º  �”�»�Þ�«�†�D�š�M�•���œ

• �¥�å�¯�î�Ý'ƒ�Ž�b�Î�î�Þ�î�º�†0¿���M�•���œ

• �Ç�Û�µ�©�×  �Ó�Ô�Ü�?�}�œ�Ì�Þ�î�¸�•�å�¢  �¯�Ç�º�˜�™�”�†�ß�î�»�M�•���œ

• �À�€�S�Ã�«�á�î�»�†�G�Ÿ�M�•���œ

• �È�î�º�«�º�Û�µ�É  �É�ß�¢�Û�Ò  �É�ß�å�É�º�[  boot �¥�Ð�å�»�†�Q#Ý�K�
�m�·�[�©�«�¸�Ò�†2s�·�M�•��
�œ

• �©�«�¸�Ò  �È�î�º�«�º�Û�µ�É  �¯�Ç�º�˜�™�”>&�È�î�º  �–�Ó�î�ª>'�r�S�c�œ�å�Î�î�»  �Ç�Û�µ�©�×  �Ó�Ô�Ü
�V�b�¹�Ç�›�Ý�º�b�©�«�¸�Ò  �–�Ó�î�ª�?�}+¬�·$×�_2s�·�K�
 NVRAM �V�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ç�“�–�Ý
Æ�b  boot system �¥�Ð�å�»�†1��s�v�•�|�:�_�I�D$×�_0¿���M�•���œ

�@�– 1��W�Z Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b�«�–�µ�³�@�õ�F�M�•�|�:�^�¦�Â�†4J�E�•�S�u�_�
�¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±0¿���†�w� �_�M�•�_�c�
 /² 3-3 �_0°3U�I�€�Z�8�•�¶���b0¿���Í�†�Q#Ý
�M�•�b�[�c�^�C�
0¿���Í�†)��s�œ�ƒ�O�•�²0[�@�6�~�r�M���S�\�<�d�
��,´�ì�b�¹�Ç�›�Ý�º�[�6�•  
0x2101 �\�8�:�Í�c�
 3 �X�b0¿���Í�b)��s�œ�ƒ�O�[�M��

/² 3-3 �_�
 �›�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ó�Ô�Ü �Å�µ�º�b�–�á�†&g�K�r�M�� /² 3-4 �_ �È�î�º  
�Ç�•�î�Ý�» �b��*O�†&g�K�r�M��

 
/² 3-3 �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±  �Å�µ�º

�Å�µ�º$��• 1 16 4
�X �–�á

00 >|  03 0x0000 >|  0x000F �È�î�º  �Ç�•�î�Ý�»>& /² 3-4 �†�g!·>'

04 0x0010 �•�Q#Ý

05 0x0020 �Å�µ�º  2 �c�¥�å�¯�î�Ý�G)z3ÿ�Ø  

06 0x0040 �©�«�¸�Ò  �¯�Ç�º�˜�™�”�_  NVRAM �b
Æ���†!“0i�I�O�r�M��

07 0x0080 OEM2 �Å�µ�º�†�–�¿�î�È�Ý�_�K�r�M��

08 0x0100 �•�Q#Ý

09 0x0200 �•�Q#Ý

10 0x0400 �M�m�Z 0 �b  IP �È�ß�î�»�Ÿ�Õ�«�º

11 >|  12 0x0800 >|  0x1000 �¥�å�¯�î�Ý�G)z3ÿ�Ø�b�Å�µ�º  1 �\  0>&�¹�Ç�›�Ý�º�c  9600 �Î�î>'

13 0x2000 �¿�µ�º�È�î�º�b�»�K�‹�_  ROM �Ô�½�±�†�ß�î�»�K�r�M��

14 0x4000 IP �È�ß�î�»�Ÿ�Õ�«�º�[�¿�µ�º�á�î�¡$��•�†�Q#Ý�K�r�O�‡��
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'¨  3 'v       �«�–�µ�³�b�6�‡0¿��
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�š�f
�È�î�º  �Ç�•�î�Ý�»�b�š�f�>�|�g  boot �¥�Ð�å�»�b�Q#Ý

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�b�È�î�º  �Ç�•�î�Ý�»�_�|�~�
�«�–�µ�³�c�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò  
�–�Ó�î�ª�†�ß�î�»�M�•�?�]�:�?�†�ô���K�
�ß�î�»�M�•���œ�c�©�«�¸�Ò  �–�Ó�î�ª�†�]�b�)*(�?�}�v�“�M
�•�?�†�ô���K�r�M���G�G�[�c�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�b�È�î�º  �Ç�•�î�Ý�»�b�Q#Ý�‰�2�>�|
�g0¿���m8p�\�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�b�È�î�º  �Ç�•�î�Ý�»�†�š�f�M�•���œ�b�m8p�_�X�8�Z
1��Â�K�r�M�� ROMmon �[�c�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�b�š�f�\�È�î�º0¿���b�š�f�_  confreg 
�¥�Ð�å�»�†�Q#Ý�[�A�r�M��

�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�b�Å�µ�º  0 >|  3 �@�
�È�î�º  �Ç�•�î�Ý�»�†�g�B�K�r�M��

>&�@>' �©�«�¸�Ò�>�|�g�«�Ì�”0����b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�b��,´�ì�b�¹�Ç�›�Ý�º�Í�c�
 0x2101 �[
�M���S�T�K�
�N�á�Í�c  0x0102 �[�M��

�È�î�º  �Ç�•�î�Ý�»�†  00 �r�S�c  01>&0-0-0-0 �r�S�c  0-0-0-1>'�_0¿���M�•�\�
�©�«�¸�Ò�c�©�«�¸�Ò  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b2s�·�è�ç�†!“0i�K�Z�
���b�·�8�†/œ�8�r�M��

• �È�î�º  �Ç�•�î�Ý�»�@  00 �_0¿���I�€�Z�8�•���œ�c�
�©�«�¸�Ò  �È�î�º�«�º�Û�µ�É�r�S�c  ROMmon �É
�ß�å�É�º�[  boot �¥�Ð�å�»�†
°�Š�K�
�m�·�[�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�†2s�·�M�•�²0[�@�6�~�r
�M��

• �È�î�º  �Ç�•�î�Ý�»�@  01 �_0¿���I�€�Z�8�•���œ�c�
�È�î�º�Ç�Û�µ�©�×  Single In-line Memory 
Module>&SIMM; �©�å�¢�Ý  �–�å�Û�–�å  �Ó�Ô�Ü �Ô�ª�×�î�Ý>'�[�q�6�_�è���I�€�S�–�Ó�î�ª�†2s�·�K
�r�M��

• �È�î�º  �Ç�•�î�Ý�»
²�/�@  0-0-1-0 >|  1-1-1-1 �b(
�V�b�Í�[�6�•���œ�
�«�–�µ�³�c�«�±�î�º�”�µ�É  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b  boot system�¥�Ð�å�»�[�æ���I�€�•�©�«�¸�Ò  �–�Ó�î�ª�†�ß�î�»
�K�r�M��

�@�– �È�î�º�Ç�•�î�Ý�»�†  0-0-1-0 >|  1-1-1-1 �b(
�V�b�Í�_0¿���M�•���œ�c�
 boot system �¥�Ð�å�»�[�Í�†
�æ���M�•�²0[�@�6�~�r�M���Í�†�æ���K�^�8�\�
�«�–�µ�³�c2s�·�[�A�N  ROMmon �b�r�r�_�^�~�r�M��

1. �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�b��,´�ì�b�¹�Ç�›�Ý�º�Í�c  0x2101 �[�M���G�b�Í�c�
���b0¿���Í�†)��s�œ�ƒ�O�S
�v�b�[�M���Â�–�¼�Ü  �Å�µ�º  13�
�Å�µ�º  8 = 0x0100�
�>�|�g�Â�–�¼�Ü  �Å�µ�º  00 >|  03 = 0x0001 >&/² 3-4 �†�g!·>' ��

2. OEM = Original Equipment Manufacturer>&%&�m
›�_�†0�4��
&k>'

/² 3-4 �È�î�º  �Ç�•�î�Ý�»>&�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±  �Å�µ�º  00 >|  03>'�b1��Â

�È�î�º  
�Ç�•�î�Ý�» �–�á

00 �©�«�¸�Ò  �È�î�º�«�º�Û�µ�É  �É�ß�å�É�º�b"g�Â>&+¬�·2s�·�K�r�O�‡>'

01 �œ�å�Î�î�»  �Ç�Û�µ�©�×  �Ó�Ô�Ü�V�[�q�6�_�è���I�€�S�©�«�¸�Ò  �–�Ó�î�ª�†2s�·�K�r�M��

02 >|  0F BOOT #”�C�š�X�[�æ���I�€�S�–�Ó�î�ª�†�Q#Ý�K�Z+¬�·2s�·�K�r�M��0
�X�b�–�Ó�î�ª�@�æ
���I�€�Z�8�•���œ�
�«�–�µ�³�c  BOOT �š�X�[�q�6�_�æ���I�€�S�–�Ó�î�ª�b2s�·�†0è�s�r
�M���«�–�µ�³�@�G�b�–�Ó�î�ª�?�}�b2s�·�_�B�Œ�M�•�\�

Ì2s�·�ì�_� �L�–�Ó�î�ª�@�Q#Ý
�I�€�r�M���«�–�µ�³�@  BOOT �š�X�[�q�6�_�æ���I�€�S�–�Ó�î�ª�?�}�b2s�·�_�»�K�M�•�\�

�«�–�µ�³�c  BOOT �š�X�b���b�–�Ó�î�ª�?�}�b2s�·�†0è�s�r�M�� BOOT �š�X�b�q�‹�b�–
�Ó�î�ª�?�}�«�–�µ�³�@2s�·�[�A�^�8���œ�
�«�–�µ�³�c  BOOT �š�X�b�q�6�_�`�W�Z2s�·�†
0è�s�r�M��+¬�·2s�·�c�
�«�–�µ�³�@  BOOT �š�X�[�æ���I�€�S�8�N�€�?�b�–�Ó�î�ª�?�}�b
2s�·�_�B�Œ�M�•�r�[)F�A�r�M��
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'¨  3 'v       �«�–�µ�³�b�6�‡0¿��
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�š�f
boot �¥�Ð�å�»�c�""‚�[�v
°�Š�[�A�r�M�@�
�Ç�Û�µ�©�×  �Ó�Ô�Ü�_�–�Ñ�I�€�S�Ç�“�–�Ý�¡�
�¿�µ�º�á�î�¡  
�§�î�Â�?�}�b2s�·�†�æ���M�•�Ç�“�–�Ý�¡�^�]�
3ã�•�b2s�·�è�ç�†�µ�u�•�G�\�v�[�A�r�M���Ç�“�–�Ý�¡�r
�S�c�Ú�b2s�·�è�ç�†�æ���O�N�_  boot �¥�Ð�å�»�†�Q#Ý�M�•�\�
�©�«�¸�Ò�c�¹�Ç�›�Ý�º�b�Ç�Û�µ�©�×  �–
�Ó�î�ª>&�œ�å�Î�î�»  �Ç�Û�µ�©�×  �Ó�Ô�Ü�V�b�q�6�b�–�Ó�î�ª>'�?�}2s�·�K�r�M���r�S�
"I���b�Ç�Û�µ
�©�×  �–�Ó�î�ª�?�}2s�·�M�•�|�:�_�æ���M�•�G�\�v�[�A�r�M>& boot system flash filename �¥�Ð�å�»�†�Q
#Ý>'��

�r�S�
 boot �¥�Ð�å�»�†�Q#Ý�K�Z�
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�V�b�«�ß�µ�º  0 �_�6�•�¥�å�Ã�¡�º  �Ç�Û�µ
�©�×  �•�î�»�_�–�Ñ�I�€�S�–�Ó�î�ª�†2s�·�M�•�G�\�v�[�A�r�M��

�È�î�º  �Ç�•�î�Ý�»�b�š�f

�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�b�È�î�º  �Ç�•�î�Ý�»�†�š�f�K�r�M���¯�Ç�º�˜�™�”  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�b�È�î�º  �Ç�•�î�Ý�»�†�š�f�M�•�_�c�
���b�8���†/œ�8�r�M��

�«�–�µ�³�@  Cisco IOS �¯�Ç�º�˜�™�”�†��/œ�K�Z�8�•���œ�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�†�š�f�M
�•�m8p�c�
���b�\�>�~�[�M��

�«�¸�µ�É 1 enable �¥�Ð�å�»�>�|�g�Ã�«�á�î�»�†
°�Š�K�Z�
"I�’�Þ�Ë�Ý�†6ä���K�r�M��

Switch>  enable
Password: 
Switch#

�«�¸�µ�É 2 EXEC �Ô�î�»  �É�ß�å�É�º>& #>'�[�
 configure terminal �¥�Ð�å�»�†���b�|�:�_
°�Š�K�r�M��

Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# 

�«�¸�µ�É 3 �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�†  0x102 �_0¿���K�r�M��

Switch(config)# config-register 0x102

value �¥�Ð�å�»�š�X�†�æ���K�Z�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�b
Æ���†0¿���K�r�M�� value �c�

›
8Œ�@ 0x �b  16 4
�X�[�M>& /² 3-3>&P.3-27>' �†�g!·>' ��

�«�¸�µ�É 4 �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�M�•�_�c�
 end �¥�Ð�å�»�†
°�Š�K�r�M���‚�K�80¿���Í�@�Ó�Ô�Ü
�_�–�Ñ�I�€�r�M���S�T�K�
�©�«�¸�Ò�†
Ì2s�·�M�•�r�[�‚�K�80¿���Í�c�w� �_�^�~�r�O�‡��

�«�¸�µ�É 5 show version EXEC �¥�Ð�å�»�†
°�Š�K�Z�
#'�~�w� �^�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�Í�†/²&g�K�r
�M���G�€�c���G�b�Ü�ß�î�»�ì�_�Q#Ý�I�€�r�M���G�b�Í�c���b���Š�[�b�|�:�_�
#ì8��b�q�‹�b/œ�_/²&g�I
�€�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# show version #'�~�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±0¿���Í�†�8�9�K
�r�M��

�«�̧ �µ�É 2 Switch# configure terminal �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
 terminal  �œ
�É�©�Ù�å�†�æ���K�r�M��

�«�̧ �µ�É 3 Switch(config)# config-register  value  �«�–�µ�³�l�b�|�ƒ�M�•�©�«�¸�Ò  �–�Ó�î�ª�b�ß�î�»�‰�2�_
�Â�L�Z�
�¤�Ñ�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±0¿���Í
�†�š�f�K�r�M��

�«�̧ �µ�É 4 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 5 Switch# reload �«�–�µ�³�†
Ì2s�·�K�Z�
�š�f�†�w� �_�K�r�M��
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'¨  3 'v       �«�–�µ�³�b�6�‡0¿��
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�š�f
Configuration register is 0x141 (will be 0x102 at next reload)

�«�¸�µ�É 6 0¿���†�–�Ñ�K�r�M�� >&����/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å0¿���Í�b2s�·�Ç�“�–�Ý�l�b�–�Ñ�� >&P.3-10>' �†�g!·
�K�Z�C�T�I�8>' ���¥�å�¯�î�Ý�?�}  reload �¥�Ð�å�»�†
°�Š�M�•�^�]�b�‰�2�[�©�«�¸�Ò�†�Ü�ß�î�»�K�^�8�?
�B�~�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�b�š�f�c�w� �_�^�~�r�O�‡>' ��

�«�¸�µ�É 7 �©�«�¸�Ò�†�Ü�È�î�º�K�r�M���©�«�¸�Ò�†
Ì2s�·�K�S�ì!l�[�
�‚�K�8�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±
�Í�@�w� �_�^�~�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±0¿���Í�b&�1�

#'�~�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±0¿���Í�†&�1��M�•�_�c�
 show version EXEC �¥�Ð�å�»�†�Q#Ý
�K�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�b0¿���†&�1��M�•�_�c�
 ROMmon �Ô�î�»�[  show version 
�¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�–�µ�³�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±0¿���Í�†&�1��M�•�_�c�
���b�8���†/œ�8�r�M��

���_&g�M  show version �¥�Ð�å�»�b���Š�[�[�c�
#'�~�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�c�
�«�–�µ�³
�@�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò  �–�Ó�î�ª�†+¬�·$×�_�ß�î�»�K�^�8�|�:�_0¿���I�€�Z�8�r�M���Þ�ª�«�±�c  
ROMmon �Ô�î�»�†6ä���K�
�Ø�î�¨�_�|�•  ROM �Ô�½�± �¥�Ð�å�»�b
°�Š�†�…�µ�K�r�M��

Switch# show version
Cisco IOS Software, Catalyst 4500 L3 Switch Software (cat4500-ENTSERVICES-M), Version 
12.2(40)SG, RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2007 by Cisco Systems, Inc.
Compiled Wed 07-Nov-07 19:16 by prod_rel_team
Image text-base: 0x10000000, data-base: 0x11992640

ROM: 12.2(31r)SGA4
Pod Revision 0, Force Revision 31, Gill Revision 19

Switch uptime is 2 minutes
System returned to ROM by reload
System image file is 
"tftp://172.25.60.31/release/122/bin/122-40.SG/cat4500-entservices-mz.122-40.SG"

cisco WS-C4948-10GE (MPC8540) processor (revision 5) with 262144K bytes of memory.
Processor board ID FOX095107K6
MPC8540 CPU at 667Mhz, Fixed Module
Last reset from Reload
1 Virtual Ethernet interface
48 Gigabit Ethernet interfaces
2 Ten Gigabit Ethernet interfaces
511K bytes of non-volatile configuration memory.
          
Configuration register is 0x860

/² 3-7

�¥�Ð�å�» % $×

Switch# show version �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�b0¿���Í�†/²&g�K
�r�M��
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'¨  3 'v       �«�–�µ�³�b�6�‡0¿��
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�š�f

 

�«�±�î�º�”�µ�É  �©�«�¸�Ò  �–�Ó�î�ª�b�æ��

�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�r�S�c  BOOT #”�C�š�X�_0
�X�b�È�î�º  �¥�Ð�å�»�†

°�Š�K�Z�
�©�«�¸�Ò  �–�Ó�î�ª�†�ß�î�»�M�•�Â�µ�¡�”�µ�É�‰�2�†�f�j�M�•�G�\�@�[�A�r�M��

BOOT #”�C�š�X�_�X�8�Z�c�
 �� Cisco IOS Configuration Fundamentals Configuration Guide���b
�� Loading and Maintaining System Images and Microcode���b'v�b�� Specify the Startup System Image
in the Configuration File���[�v1��Â�I�€�Z�8�r�M��

���b8o% �_�‘�W�Z�
�Ç�Û�µ�©�×  �Ó�Ô�Ü�?�}2s�·�M�•�|�:�_�«�–�µ�³�†0¿���K�Z�C�T�I�8���Ç�Û�µ�©�×  
�Ó�Ô�Ü�c  Single In-Line Memory Module>&SIMM; �©�å�¢�Ý  �–�å�Û�–�å  �Ó�Ô�Ü �Ô�ª�×�î�Ý>'�r�S�c�Ç
�Û�µ�©�×  �¹�•�«�¡�b�8�N�€�?�_�^�~�r�M���Ç�Û�µ�©�×  �Ó�Ô�Ü�b�±�–�É�_�X�8�Z�c�
4:�)�^�Á�î�»�˜�™
�”�b�–�å�«�º�î�Ý�>�|�g�Ó�å�¸�¼�å�«  �Ð�½�×�”�Ý�†&�1��K�Z�C�T�I�8��

�Ç�Û�µ�©�×  �Ó�Ô�Ü�b�Q#Ý

�Ç�Û�µ�©�×  �Ó�Ô�Ü�†�Q#Ý�M�•�\�
���b�8���@�•+��_�^�~�r�M��

• TFTP �†�Q#Ý�K�S�©�«�¸�Ò  �–�Ó�î�ª�b�Ç�Û�µ�©�×  �Ó�Ô�Ü�l�b�¥�Æ�î

• �Ç�Û�µ�©�×  �Ó�Ô�Ü�?�}�b+¬�·�r�S�c�m�·�_�|�•�©�«�¸�Ò�b2s�·

• TFTP �r�S�c  RCP �†�Q#Ý�K�S�Ç�Û�µ�©�×  �Ó�Ô�Ü �–�Ó�î�ª�b�¿�µ�º�á�î�¡  �§�î�Â�l�b�¥�Æ�î

�Ç�Û�µ�©�×  �Ó�Ô�Ü�b�µ+�

�Ç�Û�µ�©�×  �Ó�Ô�Ü�†�Q#Ý�M�•�\�
���b�8���@�•+��_�^�~�r�M��

• TFTP �r�S�c  RCP 3?3æ�_�|�•0
�X�b�©�«�¸�Ò  �¯�Ç�º�˜�™�”  �–�Ó�î�ª�b�Ü�Ô�î�º�[�b�ß�î�»>&�Ç�“
�–�Ý�b�ß�î�»�H�\�_  1 �G�b3?3æ>'

• �Ç�Û�µ�©�×  �Ó�Ô�Ü�_�–�Ñ�I�€�S�©�«�¸�Ò  �¯�Ç�º�˜�™�”  �–�Ó�î�ª�?�}�b�
�m�·�r�S�c+¬�·�_�|�•�«
�–�µ�³�b2s�·>& ROM �?�}�b%$�K2s�·�v�•+�>'

�­�Ÿ�×�Ü�¸�•�P'Ç

�Ç�Û�µ�©�×  �Ó�Ô�Ü�?�}�ß�î�»�M�•���œ�
���b�­�Ÿ�×�Ü�¸�•�V�b�@�–�†�g!·�K�Z�C�T�I�8��

�@�– �Ç�Û�µ�©�×  �Ó�Ô�Ü�_�–�Ñ�I�€�S�©�«�¸�Ò  �–�Ó�î�ª�†�š�f�[�A�•�b�c�
 �¥�å�¯�î�Ý'ƒ�Ž�b"I�’  EXEC 
�Þ�Ë�Ý�?�}�_�?�B�}�€�r�M��

�Ç�Û�µ�©�×  �Ó�Ô�Ü�b0¿��

�«�–�µ�³�@�Ç�Û�µ�©�×  �Ó�Ô�Ü�?�}2s�·�M�•�|�:�_0¿���M�•�m8p�c�
���b�\�>�~�[�M���Á�î�»�˜�™�”�b
�–�å�«�º�î�Ý�‰�2�_�X�8�Z�c�
4:�)�^�Á�î�»�˜�™�”�b�–�å�«�º�î�Ý�>�|�g�Ó�å�¸�¼�å�«  �Ð�½�×�”�Ý�†
�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 1 TFTP �r�S�c�Q�b�Ú�b�É�ß�º�¥�Ý�[�©�«�¸�Ò  �–�Ó�î�ª�†�Ç�Û�µ�©�×  �Ó�Ô�Ü�_�¥�Æ�î�K�r�M�����b  URL 
�b�� Cisco IOS Configuration Fundamentals Configuration Guide, Release 12.2���b�� Cisco IOS File 
Management���>�|�g�� Loading and Maintaining System Images���b'v�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/12_2sr/cf_12_2sr_book.html
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'¨  3 'v       �«�–�µ�³�b�6�‡0¿��
�«�–�µ�³�b��,´�ì�b�¹�Ç�›�Ý�º0¿���l�b�Ü�­�µ�º
�«�¸�µ�É 2 �Ç�Û�µ�©�×  �Ó�Ô�Ü
Æ�b�²0[�^�Ç�“�–�Ý�?�}�©�«�¸�Ò�@+¬�·$×�_2s�·�M�•�|�:�_0¿���K�r�M���¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Þ�ª�«�±�Í�†�š�f�K�^�E�€�d�^�}�^�8���œ�@�6�~�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª
�«�±�†�š�f�M�•�‰�2�_�X�8�Z�c�
 ���È�î�º  �Ç�•�î�Ý�»�b�š�f�>�|�g  boot �¥�Ð�å�»�b�Q#Ý�� >&P.3-28>' �†
�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 3 0¿���†�–�Ñ�K�r�M��

�«�¸�µ�É 4 �©�«�¸�Ò�b7Á ;�†�œ�Ç�_�K�Z�?�}
Ì�g�œ�å�_�K�Z�©�«�¸�Ò�†
Ì2s�·�K�
�M�m�Z�G�–�_�·�8�K�Z�8�•�?�]
�:�?�†&�1��K�r�M��

#”�C�š�X�b�D�š

#”�C�š�X�b�D�š�c  ROM �Ô�½�±�@/œ�8�r�M�@�
"I���b�¥�Ð�å�»�†�Q#Ý�K�Z#”�C�š�X�†�8�B�
�š�f�
�r�S
�c/²&g�M�•�G�\�@�[�A�r�M�� BOOT �š�X�\  BOOTLDR �š�X�†�8�B�r�S�c�š�f�M�•�_�c�
�Q�€�R�€  
boot system �\  boot bootldr �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M�� BOOT #”�C
�š�X�b0¿���b0ò(ý�_�X�8�Z�c�
 �� Configuration Fundamentals Configuration Guide���b�� Loading and 
Maintaining System Images and Microcode���b'v�b�� Specify the Startup System Image in the 
Configuration File���†�g!·�K�Z�C�T�I�8��  

>&�@>' boot system �\  boot bootldr �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�@�w� �^�b�c�
��/œ�¥�å
�Ç�•� �×�Þ�î�©�Ù�å�T�E�[�M���6�\�[�Q#Ý�[�A�•�|�:�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�–�Ñ�M�•���œ�c�

ROM �Ô�½�±�D�š�W�_�_���†*(�C�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_#”�C�š�X�b0¿���†�–�Ñ�M�•
�²0[�@�6�~�r�M��#”�C�š�X�†��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å�_�–�Ñ�M�•�_�c�
 copy system:running-config nvram:startup-config �¥�Ð�å�»�†�Q#Ý�K�r�M��

BOOT �š�X�>�|�g  BOOTLDR �š�X�b
Æ���†/²&g�M�•�_�c�
 show bootvar �¥�Ð�å�»�†�Q#Ý�K�r�M���G
�b�¥�Ð�å�»�c�
�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�b�G�€�}�b�š�X�b0¿���Í�†/²&g�K�r�M�@�

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b0¿���Í�@�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b0¿���Í�\$��^�W�Z
�8�•���œ�_�c�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�b0¿���Í�v/²&g�K�r�M�����_�
�«�–�µ�³�V�b  BOOT �š
�X�\  BOOTLDR �š�X�†&�1��M�•�[�†&g�K�r�M��

Switch# show bootvar
BOOTLDR variable = bootflash:cat4000-is-mz,1;
Configuration register is 0x0
Switch# 

�«�–�µ�³�b��,´�ì�b�¹�Ç�›�Ý�º0¿���l�b�Ü�­�µ�º
0�4�
–�>�|�g�Ü�Ì�”  �­�å�±�î�[�c�
 erase /all non-default �¥�Ð�å�»�†�Q#Ý�K�Z���b�8���†��/œ�[�A�r
�M��

• �ß�î�•�Ý�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�Y�y$Î0¿���>�|�g"g�Â>& NVRAM �>�|�g�Ç�Û�µ�©�×>'�†�¡
�Ü�”�K�r�M��

• �•�«�±�Ð�î�l��,´�M�•�S�_�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�V�[��,´�ì�b�¹�Ç�›�Ý�º  �Ã�Û�Ó�î�±
�†0¿���K�r�M��

���_�
�G�b�¥�Ð�å�»�b���Š�[�†&g�K�r�M��

Switch# erase /all non-default
Erase and format operation will destroy all data in non-volatile storage.  Continue? 
[confirm]
Formatting bootflash: ...
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'¨  3 'v       �«�–�µ�³�b�6�‡0¿��
�«�–�µ�³�b��,´�ì�b�¹�Ç�›�Ý�º0¿���l�b�Ü�­�µ�º
                       
Format of bootflash complete
Erasing nvram:
Erasing cat4000_flash:
Clearing crashinfo:data
Clearing the last power failure timestamp
Clearing all ROMMON variables
Setting default ROMMON variables:
     ConfigReg=0x2101
     PS1=rommon ! >
     EnableAutoConfig=1
Setting vtp mode to transparent
%WARNING! Please reboot the system for the changes to take effect
Switch#
00:01:48: %SYS-7-NV_BLOCK_INIT: Initialized the geometry of nvram
Switch#

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�@  TFTP �§�î�Â�_�”�¡�­�«�•+��^���œ�c�
 tftp �¥�Ð�å�»�†�Q#Ý�K�Z
�È�î�º�Ç�Û�µ�©�×  �Ó�Ô�Ü�_�–�Ó�î�ª�†�¥�Æ�î�[�A�r�M��

Switch# copy tftp://192.20.3.123/tftpboot/abc/cat4500-entservices-mz.bin bootflash:

�¥�Æ�î�@�ö�¢�M�•�\�
 reload �¥�Ð�å�»�_�|�~�È�î�º�Ç�Û�µ�©�×  �Ó�Ô�Ü�_�A(á�I�€�S�–�Ó�î�ª�_�¥�Æ�î
�I�€�S�d�?�~�b  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b�–�Ó�î�ª�†
Ì2s�·�[�A�r�M��

Switch# reload

 System configuration has been modified. Save? [yes/no]: no
 Proceed with reload? [confirm]

 00:06:17: %SYS-5-RELOAD: Reload requested by console. Reload Reason: Reload Command.

erase /all non-default �¥�Ð�å�»�_�|�W�Z0¿���I�€�•�¹�Ç�›�Ý�º  �Ã�Û�Ó�î�±�b0ò(ý�_�X�8�Z�c�

�� Catalyst 4500 Series Switch Command Reference���b  erase �¥�Ð�å�»  �Ì�î�ª�b�Q#Ý�V�b�ž�–�»�Û�–�å
�†�g!·�K�Z�C�T�I�8��
3-33
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



'¨  3 'v       �«�–�µ�³�b�6�‡0¿��
�«�–�µ�³�b��,´�ì�b�¹�Ç�›�Ý�º0¿���l�b�Ü�­�µ�º
3-34
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



 

�¯�Ç�º�˜�™�”  �¥�å�Ç�

OL-14303-01-J
C H A P T E R 4

�«�–�µ�³�b'ö#.

�G�b'v�[�c�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[  1 �G�T�E/œ�:'ö#.�8���b��/œ�‰�2�_�X�8�Z1��Â�K�r�M��

�r�S�G�b'v�[�c�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b�¢�Û�Ç�•�•�Ý/²&g�\�
 GUI �Ë�î�«�b'ö#.�>�|�g0¿
���–�å�±�î�Ç�™�–�«�†�f�j�M�•)��s3¸�s  CiscoView �¿�µ�º�á�î�¡'ö#.�©�«�¸�Ò�b�–�å�«�º�î�Ý�>�|�g
0¿���‰�2�_�X�8�Z�v1��Â�K�r�M��

�G�b'v�b�z�^
Æ���c�
���b�\�>�~�[�M��

• ���©�«�¸�Ò�¥�ì�b'ö#.�� >&P.4-1>'

• ���©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�b0¿���� >&P.4-14>'

• ���Â�¼�î�b�8�B�� >&P.4-17>'

• �� MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.�� >&P.4-19>'

• �� ARP �¸�î�È�Ý�b'ö#.�� >&P.4-31>'

• ��)��s3¸�s  CiscoView �§�Ï�î�º�b0¿���� >&P.4-31>'

�©�«�¸�Ò�¥�ì�b'ö#.
�¿�µ�º�á�î�¡  �±�–�Ò  �É�ß�º�¥�Ý>& NTP>'�†�Q#Ý�K�Z�m�·�r�S�c+¬�·�[�«�–�µ�³�b�©�«�¸�Ò�¥�ì�†0¿��
�[�A�r�M��

>&�@>' �G�b'v�b�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�

�� Catalyst 4500 Series Switch Cisco IOS Command Reference���>�|�g���b  URL �b6õ4��Ð�½�×�”�Ý�†�g
!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6350/index.html

�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• ���©�«�¸�Ò  �¡�ß�µ�¡�� >&P.4-2>'

• �� NTP �b�+0[�� >&P.4-2>'

• �� NTP �b0¿���� >&P.4-3>'

• ���m�·�[�b�¥�ì�b0¿���� >&P.4-11>'
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'¨  4 'v       �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
�©�«�¸�Ò  �¡�ß�µ�¡  
�ì�I�§�î�Å�«�b�p�>�\�^�•�b�c�©�«�¸�Ò  �¡�ß�µ�¡�[�
�G�€�_�|�W�Z�¥�ì�†�Ô�½�±�Ü�å�¢�K�r�M���G�b
�¡�ß�µ�¡�c�©�«�¸�Ò�@2s�·�K�S%•6ë�?�}6ä���K�r�M��

�©�«�¸�Ò  �¡�ß�µ�¡�c�
���b�§�î�Å�«�_�ì�I�†�f�j�K�r�M��

• �Ø�î�¨�b  show �¥�Ð�å�»

• �ß�¢�>�|�g�¹�Â�µ�¢  �Ó�µ�­�î�ª

�©�«�¸�Ò  �¡�ß�µ�¡�c�
� ���a#ú�ì>& UTC>'>&�9�¡�¢�Ü�½�µ�ª�† =�ì>& GMT>'>'�_�ö�Y�8�Z�©�«�¸�Ò
Æ4Š
�b�ì�I�†�–�ì�º�Û�µ�Ÿ�å�¢�K�r�M��#'�…�b�ì6ë�•�>�|�g�Ÿ�ì6ë�_6õ�M�•�_���†0¿���M�•�G�\�_�|�~�
�ì
�I�@#'�…�b�ì6ë�•�[�G&��_/²&g�I�€�•�|�:�_�[�A�r�M��

�©�«�¸�Ò  �¡�ß�µ�¡�c�
�ì�I�_ �™8—�ö�@�6�•�?�]�:�?>&�X�r�~�
�™8—�[�A�•�\0b�^�I�€�•�ì�I ;�_�|�W
�Z�ì�I�@0¿���I�€�Z�8�•�?>'�†�–�ì�Ô�½�±�Ü�å�¢�K�r�M���™8—�ö�b�^�8���œ�c�
�ì�I�c/²&g% $×�[�b�s
�Q#Ý�I�€�

Ì4Ä�™�I�€�r�O�‡��0¿���_�X�8�Z�c�
 ���m�·�[�b�¥�ì�b0¿���� >&P.4-11>' �†�g!·�K�Z�C�T�I
�8��

NTP �b�+0[

NTP �c�
�¿�µ�º�á�î�¡�V�b�¹�Â�–�«6ë�b�ì�I�b� �‡�ì�†% $×�_0¿0£�I�€�Z�8�r�M�� NTP �c�Ø�î�¨  �¹�î
�±�¢�Û�Ò  �É�ß�º�¥�Ý>& UDP>'�['�
>�K�
 UDP �c  IP �V�['�
>�K�r�M�� NTP �c  RFC 1305 �_0d���I�€�Z
�8�r�M��

NTP �¿�µ�º�á�î�¡�c3û�–�
�Û�ª�œ  �¡�ß�µ�¡�x�±�–�Ò  �§�î�Â�_�K)F�I�€�S�N�Ê�ì0£�^�]�
�™8—�[�A�•�±
�–�Ò  �¯�î�«�?�}�Q�b�ì�I�†�v�“�K�r�M�� NTP �c�
�¿�µ�º�á�î�¡�_�G�b�ì�I�†�(4Ä�K�r�M�� NTP �c�A�ƒ
�u�Z� "á$×�[�
 1 �(6ë�_  1 �Ã�£�µ�º�†�Q#Ý�M�•�T�E�[�
 2 �Ž�b�¹�Â�–�«�†  1 �Ñ�Ü&Ê�è
Æ�_� �‡�ì�[�A�r
�M��

NTP �c�
 �«�º�Û�±�Ò>&7u�™>' �\�8�:�+�Õ�†�Q#Ý�K�Z�
�™8—�[�A�•�±�–�Ò  �¯�î�«�\�¹�Â�–�«�@7³�€�Z�8
�•  NTP �Í�µ�É�†0°3Ù�K�r�M���«�º�Û�±�Ò  1 �±�–�Ò  �§�î�Â�_�c�
�Û�ª�œ  �¡�ß�µ�¡�r�S�c�N�Ê�ì0£�@%$�K
�K)F�I�€�Z�>�~�
�«�º�Û�±�Ò  2 �±�–�Ò  �§�î�Â�c�
 NTP �†�Q#Ý�K�Z�«�º�Û�±�Ò  1 �±�–�Ò  �§�î�Â�?�}�ì�I
�†�v�“�K�r�M>&�è7F�b�«�º�Û�±�Ò�v� �]�[�M>' �� NTP �@'�
>�M�•�¹�Â�–�«�c�
�±�–�Ò  �¯�î�«�\�K�Z�

NTP �†�Q#Ý�K�Z3û�™�M�•�«�º�Û�±�Ò$��•�@�q�`�b�¹�Â�–�«�†+¬�·$×�_4E�¥�K�r�M���G�b�‰�2�_�|�W�Z�

NTP �ì�I4Ä�™�b+¬�·)…�B�º�¶�Ü�î�@� "á$×�_�S(��I�€�r�M��

NTP �[�c�
� �‡�ì�I�€�Z�8�^�8�¹�Â�–�«�\�b� �‡�ì�†75�B�r�M���r�S�
 NTP �[�c�
0
�X�b�¹�Â�–�«�?
�}���Ì�I�€�•�ì�I�†�š3Q�K�Z�
�«�º�Û�±�Ò�b$��•�@�`�I�C�Z�v�
�ì�I�@�Ú�b�¹�Â�–�«�\�±�œ�_$��^�•�¹
�Â�–�«�\�c� �‡�ì�K�r�O�‡��

NTP �@'�
>�M�•�¹�Â�–�«6ë�b3û�™>& �”�¯�©�š�î�©�Ù�å >'�c�
3û�–7ü$×�_0¿���I�€�r�M���›�¹�Â�–�«�_
�c�
�”�¯�©�š�î�©�Ù�å�†/œ�:
²�¹�Â�–�«�b  IP �”�»�Þ�«�@�Z�<�}�€�r�M���”�¯�©�š�î�©�Ù�å�b�Ì�”�\�^
�•�¹�Â�–�«6ë�[  NTP �Ó�µ�­�î�ª�†�º�n�M�•�G�\�_�|�W�Z�
�G&��^�ì�I�b)T�â�@�•+��_�^�~�r�M���S�T
�K�
 LAN #”�C�[�c�
�æ�ƒ�~�_  IP �È�ß�î�»�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†�Q#Ý�M�•�|�:�_  NTP �†0¿���[�A�r
�M���›�¹�Â�–�«�†�
�"�_�È�ß�î�»�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†3æ�w�™�M�•�|�:�_0¿���M�€�d�|�8�b�[�
�G�b
�æ�p�m�•�_�|�~0¿���b0
7§�I�@)†�ô�I�€�r�M���G�b���œ�c�
�_���b�v�€�c�M�‰�¥�_7H�}�€�r�M��

�¹�Â�–�«�V�[)T�â�I�€�•�ì�I�c�
5�0[�^�Ü�¯�î�«�[�M�� NTP �b�­�Ÿ�×�Ü�¸�•�µ+��†�Q#Ý�K�Z�
�Y�G&�
�^�ì�I�@1��W�Z�6�•�8�c�–�W$×�_0¿���I�€�•�G�\�†75�F�K�Z�C�T�I�8���Q�b�‰�2�\�K�Z�
�”�¡�­�«  �Ü
�«�º�Ë�î�«�b�D(Ù�‰�'�\�/�•�ì1�0É�‰�'�@�6�~�r�M��

�©�«�¥�_�|�•  NTP �b��/æ�[�c�
�«�º�Û�±�Ò  1 �§�î�Å�«�†�§�Ï�î�º�K�Z�8�^�8�S�u�
�Û�ª�œ  �¡�ß�µ�¡�r
�S�c�N�Ê�ì0£�_�K)F�[�A�r�O�‡���¿�µ�º�á�î�¡�b�ì�I�§�î�Å�«�c�
 IP �–�å�±�î�¿�µ�º�V�b�Ã�È�Ü�µ�¡  
NTP �§�î�Â�?�}�v�“�M�•�G�\�†�N�á�K�r�M��
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'¨  4 'v       �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
�W 4-1 �_�
 NTP �†�Q#Ý�M�•�M+á$×�^�¿�µ�º�á�î�¡�[�†&g�K�r�M���«�–�µ�³  A �c�
 NTP �§�î�Â  �Ô�î�»�[
0¿���K�S�«�–�µ�³  B�
 C�
 D �b  NTP �Ð�«�±�î�[�M���«�–�µ�³  B�
 C�
 D �\�«�–�µ�³  A �\�b6ë�_�c�§�î
�Â �”�¯�©�š�î�©�Ù�å�@0¿���I�€�Z�8�r�M���«�–�µ�³  E �c�
�”�µ�É�«�º�Ü�î�Ò  �«�–�µ�³>&�«�–�µ�³  B>'
�>�|�g�²�˜�å�«�º�Ü�î�Ò  �«�–�µ�³>&�«�–�µ�³  F>'�b  NTP �Æ�”�\�K�Z0¿���I�€�Z�8�r�M��

�W 4-1 �M+á$×�  ̂NTP �¿�µ�º�á�î�¡�b�S�B

�¿�µ�º�á�î�¡�@�–�å�±�î�¿�µ�º�?�}�)�~7³�I�€�Z�8�•���œ�
�©�«�¥�_�|�•  NTP ��/æ�[�c�
� �‡�ì�K�Z
�8�^�C�Z�v�
�¹�Â�–�«�@  NTP �†�Q#Ý�K�Z� �‡�ì�K�Z�8�•�|�:�_�·�8�†0¿���[�A�r�M���Ú�b�¹�Â�–�«�c�

NTP �_�|�~�G�b�¹�Â�–�«�\� �‡�ì�I�€�r�M��

NTP �b�ì�I�c�
�Ú�b�‰�2�_�|�•�ì�I�_
ƒ
›�K�r�M��

+¬&k�b�Í�«�º  �©�«�¸�Ò�_  NTP �¯�Ç�º�˜�™�”�†)��s
°�€�Z�8�•�Ó�î�•�î�v�6�~�
�r�S�
 UNIX �©�«�¸�Ò
#Ý�b�Ã�È�Ü�µ�¡  �Â�î�ª�Ù�å�x�Q�b�t#Õ�¯�Ç�º�˜�™�”�v
°�m�[�A�r�M���G�b�¯�Ç�º�˜�™�”�_�|�W�Z�
�Í
�«�º  �©�«�¸�Ò�v�ì�I�@� �‡�ì�I�€�r�M��

NTP �b0¿��

�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• �� NTP �b�¹�Ç�›�Ý�º0¿���� >&P.4-4>'

• �� NTP 1�0É�b0¿���� >&P.4-4>'

• �� NTP �”�¯�©�š�î�©�Ù�å�b0¿���� >&P.4-6>'

�,���6�4  F

�,���6�4  A

�b�o�"�,�9�o�*�Z�f

�b�o�"�,�9�o�*�Z�f

�`�o���^
�b�o�"�#�^�o�J

�(�o�C

10
13

49

�,���6�4  B

�,���6�4  E

�,���6�4  C �,���6�4  D
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'¨  4 'v       �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
• �� NTP �È�ß�î�»�Ÿ�Õ�«�º  �§�î�Å�«�b0¿���� >&P.4-7>'

• �� NTP �”�¡�­�«�D7H�b0¿���� >&P.4-8>'

• �� NTP �Ã�£�µ�º�b3æ�™
–  IP �”�»�Þ�«�b0¿���� >&P.4-10>'

• �� NTP 0¿���b/²&g�� >&P.4-11>'

NTP �b�¹�Ç�›�Ý�º0¿��

/² 4-1 �_�
 NTP �b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

NTP �c�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�[�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M���M�m�Z�b�–�å
�±�î�Ç�™�–�«�c�
 NTP �Ã�£�µ�º�†�w�™�K�r�M��

NTP 1�0É�b0¿��

�G�b�m8p�c�
 NTP �§�î�Â�b'ö#.*…�\� 1*�M�•�²0[�@�6�~�r�M���G�b�m8p�[0¿���M�•�_���c�
�ì�I�†  
NTP �§�î�Â�\� �‡�ì�M�•�S�u�_�«�–�µ�³�@�Q#Ý�M�•�§�î�Â�_�P�Â�K�Z�8�•�²0[�@�6�~�r�M��

�­�Ÿ�×�Ü�¸�•% $×�[�Ú�b�¹�Â�–�«�\�b�”�¯�©�š�î�©�Ù�å>&�G&��^�ì�I�b)T�â�†/œ�:�S�u�b  NTP �†��/œ
�M�•�¹�Â�–�«6ë�b3û�™>'�†1�0É�M�•�_�c�
���b�8���†/œ�8�r�M��

/² 4-1 NTP �b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

NTP 1�0É �¹�•�­�î�È�Ý  1�0É�Ÿ�î�c�æ���I�€�Z�8�r�O�‡��

NTP �Æ�”�r�S�c�§�î�Â  �”�¯�©�š�î
�©�Ù�å

�•0¿��

NTP �È�ß�î�»�Ÿ�Õ�«�º  �§�î�Å�« �¹�•�­�î�È�Ý���]�b�–�å�±�î�Ç�™�–�«�v  NTP �È�ß�î�»�Ÿ�Õ�«�º  
�Ã�£�µ�º�†3æ�w�™�K�r�O�‡��

NTP �”�¡�­�«�D7H �”�¡�­�«  �¥�å�º�ß�î�Ý�c�æ���I�€�Z�8�r�O�‡��

NTP �Ã�£�µ�º3æ�™
–  IP �”�»�Þ�« 3æ�™
–�”�»�Þ�«�c�
$Î�™�–�å�±�î�Ç�™�–�«�_�|�W�Z0¿���I�€�r
�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 ntp authenticate �¹�Ç�›�Ý�º�[�c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�•  NTP 1�0É�µ+��†�–
�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 3 ntp authentication-key number md5 value 1�0É�Ÿ�î�†��*O�K�r�M���¹�Ç�›�Ý�º�[�c�1�v��*O�I�€�Z�8�r�O�‡��

• number �_�c�
�Ÿ�î�b$��•�†�æ���K�r�M���æ���[�A�•(
�V�c  1 
>|  4294967295 �[�M��

• md5 �c�
 Message Digest Algorithm 5>&MD5>'�†�Q#Ý�K�Z
�Ó�µ�­�î�ª1�0É�§�Ï�î�º�@/œ�ƒ�€�•�|�:�_�æ���K�r�M��

• value �_�c�
�Ÿ�î�_�P�M�•  8 �e�Ð�r�[�b�õ�–�b�«�º�Ü�å�¢�†
°
�Š�K�r�M��

�«�–�µ�³�\�¹�Â�–�«�b�n�‰�@�8�N�€�?�b1�0É�Ÿ�î�†�â�U�
 ntp 
trusted-key key-number �¥�Ð�å�»�_�|�W�Z�Ÿ�î$��•�@�æ���I�€�Z
�8�^�87H�~�
�«�–�µ�³�c�¹�Â�–�«�\� �‡�ì�K�r�O�‡��
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'¨  4 'v       �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
NTP 1�0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no ntp authenticate �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å
�»�†�Q#Ý�K�r�M��1�0É�Ÿ�î�†�P7V�M�•�_�c�
 no ntp authentication-key number �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Â�–�«  ID �b1�0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no ntp 
trusted-key key-number �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 �¹�Â�–�«�b  NTP �Ã�£�µ�º�_1�0É�Ÿ�î  42 �†0¿���K�Z�8�•�¹�Â�–�«�\�T�E� �‡�M�•�|�:�_�«�–�µ�³
�†0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# ntp authenticate
Switch(config)# ntp authentication-key 42 md5 aNiceKey
Switch(config)# ntp trusted-key 42
Switch(config)# end
Switch#

�«�̧ �µ�É 4 ntp trusted-key key-number 1 �X�r�S�c0
�X�b�Ÿ�î$��•>&�«�¸�µ�É  3 �[��*O�K�S�v�b>'�†�æ���K
�r�M���Æ�”  NTP �¹�Â�–�«�c�
�G�b�«�–�µ�³�\� �‡�ì�M�•�S�u�
�G
�b�«�–�µ�³�l�b  NTP �Ã�£�µ�º
Æ�_�G�b�Ÿ�î$��•�†0¿���K�^�E�€�d
�^�~�r�O�‡��

�¹�Ç�›�Ý�º0¿���[�c�
�™8—�I�€�•�Ÿ�î�c��*O�I�€�Z�8�r�O�‡��

key-number �_�c�
�«�¸�µ�É  3 �[��*O�K�S�Ÿ�î�†�æ���K�r�M��

�G�b�¥�Ð�å�»�c�
�«�–�µ�³�@�
�™8—�I�€�Z�8�^�8�¹�Â�–�«�\1��W
�Z� �‡�ì�M�•�G�\�†75�B�r�M��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 show running-config 
°�Š�†&�1��K�r�M��

�«�̧ �µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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'¨  4 'v       �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
NTP �”�¯�©�š�î�©�Ù�å�b0¿��

NTP �”�¯�©�š�î�©�Ù�å�c�
�Æ�”  �”�¯�©�š�î�©�Ù�å>&�«�–�µ�³�†�Ú�b�¹�Â�–�«�_� �‡�ì�M�•�?�
�«�–�µ
�³�_�P�K�Z�Ú�b�¹�Â�–�«�†� �‡�ì�I�O�•�?�b�]�U�}�?�@�•+�>'�_0¿���M�•�G�\�v�
�§�î�Â  �”�¯�©�š�î
�©�Ù�å>&�«�–�µ�³�†�Ú�b�¹�Â�–�«�_� �‡�ì�I�O�•�b�s�[�
�Q�b3ë�c�[�A�^�8>'�_0¿���M�•�G�\�v�[�A�r
�M��

�9�b�¹�Â�–�«�\�b  NTP �”�¯�©�š�î�©�Ù�å�†�g�B�M�•�_�c�
���b�8���†/œ�8�r�M��

�”�¯�©�š�î�©�Ù�å�b�M'ƒ�K�?0¿���M�•�²0[�@�6�~�r�O�‡���v�:�M�‰�b�¹�Â�–�«�_�c+¬�·$×�_�”�¯�©�š�î
�©�Ù�å�@0¿���I�€�r�M���¹�Ç�›�Ý�º�b  NTP �Â�î�ª�Ù�å>&�Â�î�ª�Ù�å  3>'�†�Q#Ý�K�
 NTP � �‡�ì�@��/œ
�I�€�^�8���œ�c�
 NTP �Â�î�ª�Ù�å  2 �†�Q#Ý�K�Z�s�Z�C�T�I�8���–�å�±�î�¿�µ�º�V�b�¨�C�b  NTP �§�î�Â
�@�Â�î�ª�Ù�å  2 �['�
>�K�Z�8�r�M��

�Æ�”�r�S�c�§�î�Â  �”�¯�©�š�î�©�Ù�å�†�P7V�M�•�_�c�
 no ntp peer ip-address �r�S�c no ntp server 
ip-address �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 NTP �Â�î�ª�Ù�å  2 �†�Q#Ý�K�Z�
 IP �”�»�Þ�«  172.16.22.44 �b�Æ�”�b�¡�ß�µ�¡�_�©�«�¸�Ò  �¡�ß�µ�¡
�†� �‡�ì�M�•�|�:�_�«�–�µ�³�†0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# ntp server 172.16.22.44 version 2

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 ntp peer ip-address [version number] 
[key keyid] [source interface] [prefer]

�r�S�c  

ntp server ip-address [version number] 
[key keyid] [source interface] [prefer]

�«�–�µ�³�b�©�«�¸�Ò  �¡�ß�µ�¡�†�Æ�”�_� �‡�ì�M�•�?�
�Æ�”�_�|�W�Z� �‡
�ì�M�•>&�Æ�”  �”�¯�©�š�î�©�Ù�å>'�|�:�_0¿���K�r�M��

�r�S�c

�«�–�µ�³�b�©�«�¸�Ò  �¡�ß�µ�¡�†�±�–�Ò  �§�î�Â�_�|�W�Z� �‡�ì�M�•>&�§�î
�Â �”�¯�©�š�î�©�Ù�å>'�|�:�_0¿���K�r�M��

�Æ�”�r�S�c�§�î�Â  �”�¯�©�š�î�©�Ù�å�c�¹�Ç�›�Ý�º�[�c��*O�I�€�Z�8�r�O
�‡��

• �Æ�”  �”�¯�©�š�î�©�Ù�å�b ip-address �_�c�
�¡�ß�µ�¡�b� �‡�ì�†/œ
�:�
�r�S�c� �‡�ì�b�P1ß�\�^�•�Æ�”�b  IP �”�»�Þ�«�†�æ���K�r�M��
�§�î�Â  �”�¯�©�š�î�©�Ù�å�[�c�
�¡�ß�µ�¡�b� �‡�ì�†/œ�:�±�–�Ò  �§�î
�Â�b  IP �”�»�Þ�«�†�æ���K�r�M��

• >&�õ�–>' number �_�c�
 NTP �b�Â�î�ª�Ù�å$��•�†�æ���K�r�M���æ���[
�A�•(
�V�c  1 >|  3 �[�M���¹�Ç�›�Ý�º�[�c�
�Â�î�ª�Ù�å  3 �@4E�¥�I�€
�r�M��

• >&�õ�–>' keyid �_�c�
 ntp authentication-key �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[��*O�I�€�S1�0É�Ÿ�î�†
°�Š�K�r�M��

• >&�õ�–>' interface �_�c�
 IP �b3æ�™
–�”�»�Þ�«�†�v�“�M�•�–�å�±�î
�Ç�™�–�«�†�æ���K�r�M���¹�Ç�›�Ý�º�[�c�
3æ�™
–  IP �”�»�Þ�«�c$Î�™
�–�å�±�î�Ç�™�–�«�?�}�v�“�K�r�M��

• >&�õ�–>' prefer �Ÿ�î�á�î�»�†�æ���M�•�\�
�G�b�Æ�”�r�S�c�§�î�Â�@� 
�‡�ì�†/œ�:
ƒ
›�Æ�”�r�S�c�§�î�Â�_�^�~�r�M���G�b�Ÿ�î�á�î�»�c�

�Æ�”�\�§�î�Â6ë�b�)�~�p�<�†�ö�}�K�r�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show running-config 
°�Š�†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  4 'v       �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
Switch(config)# end
Switch#

NTP �È�ß�î�»�Ÿ�Õ�«�º  �§�î�Å�«�b0¿��

NTP �@'�
>�M�•�¹�Â�–�«6ë�b3û�™>& �”�¯�©�š�î�©�Ù�å >'�c�
3û�–7ü$×�_0¿���I�€�r�M���›�¹�Â�–�«�_
�c�
�”�¯�©�š�î�©�Ù�å�†�8�B�M�m�A�M�m�Z�b�¹�Â�–�«�b  IP �”�»�Þ�«�@�Z�<�}�€�r�M���”�¯�©�š�î�©�Ù
�å�b�Ì�”�\�^�•�¹�Â�–�«6ë�[  NTP �Ó�µ�­�î�ª�†�º�n�M�•�G�\�_�|�W�Z�
�G&��^�ì�I�b)T�â�@�•+��_�^
�~�r�M���S�T�K�
 LAN #”�C�[�c�
�æ�ƒ�~�_  IP �È�ß�î�»�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†�Q#Ý�M�•�|�:�_  NTP �†
0¿���[�A�r�M���›�¹�Â�–�«�†�
�"�_�È�ß�î�»�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†3æ�w�™�M�•�|�:�_0¿���M�€�d�|�8
�b�[�
�G�b�æ�p�m�•�_�|�W�Z0¿���b0
7§�I�@)†�ô�I�€�r�M���S�T�K�
�G�b���œ�c�
�_���b�v�€�c�M�‰�¥
�_7H�}�€�r�M��

�Ý�î�±�b�|�:�_�¿�µ�º�á�î�¡�V�[�ì�I�_���†�È�ß�î�»�Ÿ�Õ�«�º�M�•  NTP �È�ß�î�»�Ÿ�Õ�«�º  �§�î�Â�@�6
�•���œ�
�«�–�µ�³�c�–�å�±�î�Ç�™�–�«�H�\�_  NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†3æ�w�™�[�A�r�M���«
�–�µ�³�c  NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†�Æ�”�l3æ�™�[�A�•�b�[�
�Æ�”�c�Q�b�«�–�µ�³�_� �‡�ì�[�A
�r�M���«�–�µ�³�c�
 NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†�w�™�K�Z+¬3��b�¡�ß�µ�¡�†� �‡�ì�M�•�G�\�v�[
�A�r�M���G�G�[�c�
 NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�b3æ�™�\�w�™�b�g�‰�b�m8p�_�X�8�Z1��Â�K�r�M��

NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†�Æ�”�_3æ�™�K�Z�
�Æ�”�@+¬3��b�¡�ß�µ�¡�†�«�–�µ�³�_� �‡�ì�M�•�|
�:�
�«�–�µ�³�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

�–�å�±�î�Ç�™�–�«�_�|�•  NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�b3æ�™�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no ntp 
broadcast �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�Ï�î�º�@  NTP �Â�î�ª�Ù�å  2 �Ã�£�µ�º�†3æ�™�M�•�|�:�_0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# interface gigabitethernet0/1

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†3æ�™�M�•�–�å�±�î�Ç�™�–�«�†�æ��
�K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 3 ntp broadcast [version number] [key keyid] 
[destination-address]

NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†�Æ�”�_3æ�™�M�•�–�å�±�î�Ç�™�–�«
�†�–�¿�î�È�Ý�_�K�r�M��

�¹�Ç�›�Ý�º�[�c�
�G�b�µ+��c�M�m�Z�b�–�å�±�î�Ç�™�–�«�[�¹�•�­�î
�È�Ý�[�M��

• >&�õ�–>' number �_�c�
 NTP �b�Â�î�ª�Ù�å$��•�†�æ���K�r�M���æ
���[�A�•(
�V�c  1 >|  3 �[�M���Â�î�ª�Ù�å�†�æ���K�^�8���œ�c�

�Â�î�ª�Ù�å  3 �@�Q#Ý�I�€�r�M��

• >&�õ�–>' keyid �_�c�
�Æ�”�_�Ã�£�µ�º�†3æ�™�M�•�\�A�_�Q#Ý�M�•
1�0É�Ÿ�î�†�æ���K�r�M��

• >&�õ�–>' destination-address �_�c�
�«�–�µ�³�_�¡�ß�µ�¡�†� �‡�ì
�K�Z�8�•�Æ�”�b  IP �”�»�Þ�«�†�æ���K�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show running-config 
°�Š�†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�«�̧ �µ�É 7 ���b�m8p�[1��Â�M�•�|�:�_�
�K)F�I�€�Z�8�•�Æ�”�@  NTP �È�ß�î�»
�Ÿ�Õ�«�º  �Ã�£�µ�º�†�w�™�M�•�|�:�_0¿���K�r�M��
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'¨  4 'v       �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
Switch(config-if)# ntp broadcast version 2
Switch(config-if)# end
Switch#

�K)F�K�S�Æ�”�?�}  NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†�w�™�M�•�|�:�_�«�–�µ�³�†0¿���M�•�_�c�
���b�8
���†/œ�8�r�M��

�–�å�±�î�Ç�™�–�«�_�|�•  NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�b�w�™�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no ntp 
broadcast client �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���Û�˜�å�»�º�Ü�µ
�É4����b�£ ��Í�†�¹�Ç�›�Ý�º0¿���_�š�f�M�•�_�c�
 no ntp broadcastdelay �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�Ï�î�º�@  NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†�w�™�M�•�|�:�_0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ntp broadcast client
Switch(config-if)# end
Switch#

NTP �”�¡�­�«�D7H�b0¿��

�è7F�[1��Â�M�•�|�:�_�
 2 �X�b�Þ�Ë�Ý�[  NTP �”�¡�­�«�†�D�š�[�A�r�M��

• ���”�¡�­�«  �¢�Ý�î�É�b�8�B�\�ö�•  IP �”�¡�­�«  �Ü�«�º�b�m�~�\�Z�� >&P.4-9>'

• ��"I���b�–�å�±�î�Ç�™�–�«�V�b  NTP �§�î�Å�«�b�¹�•�­�î�È�Ý�ì�� >&P.4-10>'

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†�w�™�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�

�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 ntp broadcast client �–�å�±�î�Ç�™�–�«�@  NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†�w�™�[�A�•�|�:
�_�K�r�M��

�¹�Ç�›�Ý�º�[�c�
�–�å�±�î�Ç�™�–�«�c  NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º
�†�w�™�K�r�O�‡��

�«�̧ �µ�É 4 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 ntp broadcastdelay microseconds >&�õ�–>'�«�–�µ�³�\  NTP �È�ß�î�»�Ÿ�Õ�«�º  �§�î�Â6ë�b�£ ��I�€�•�Û�˜�å
�»�º�Ü�µ�É4����†�š�f�K�r�M��

�¹�Ç�›�Ý�º�c  3000 �Ð�–�¡�ß&Ê�[�M���æ���[�A�•(
�V�c  1 >|  999999 �[
�M��

�«�̧ �µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show running-config 
°�Š�†&�1��K�r�M��

�«�̧ �µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  4 'v       �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
�”�¡�­�«  �¢�Ý�î�É�b�8�B�\�ö�•  IP �”�¡�­�«  �Ü�«�º�b�m�~�\�Z

�”�¡�­�«  �Ü�«�º�†�Q#Ý�K�Z  NTP �§�î�Å�«�l�b�”�¡�­�«�†�D�š�M�•�_�c�
���b�8���†/œ�8�r�M��

�”�¡�­�«  �¢�Ý�î�É�b�Ÿ�î�á�î�»�c�
�q�`�b�D7H�?�}�q�±�b�D7H�_�
���b8p�Î�[�«�Ÿ�Õ�å�I�€�r�M��

1. peer>8�ì�I0[�Ó�\  NTP �D�š�¡�š�Ü�î�†0Á�•�K�
�I�}�_�
�«�–�µ�³�@�”�¡�­�«  �Ü�«�º�b�ö =�† 6�S
�M�”�»�Þ�«�†�â�X�¹�Â�–�«�\� �‡�ì�M�•�G�\�†0Á�•�K�r�M��

2. serve>8�ì�I0[�Ó�\  NTP �D�š�¡�š�Ü�î�†0Á�•�K�r�M�@�
�«�–�µ�³�@�”�¡�­�«  �Ü�«�º�b�ö =�† 6�S
�M�”�»�Þ�«�†�â�X�¹�Â�–�«�\� �‡�ì�M�•�G�\�†0Á�•�K�r�O�‡��

3. serve-only>8�”�¡�­�«  �Ü�«�º�b�ö =�† 6�S�M�”�»�Þ�«�†�â�X�¹�Â�–�«�?�}�b�ì�I0[�Ó�_7H�~0Á�•�K
�r�M��

4. query-only>8�”�¡�­�«  �Ü�«�º�b�ö =�† 6�S�M�”�»�Þ�«�†�â�X�¹�Â�–�«�?�}�b  NTP �D�š�¡�š�Ü�î�_
7H�~0Á�•�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 ntp access-group { query-only | 
serve-only | serve | peer} 
access-list-number

�”�¡�­�«  �¢�Ý�î�É�†�8�B�K�
�ö�•  IP �”�¡�­�«  �Ü�«�º�†4:#Ý�K�r�M��

�Ÿ�î�á�î�»�b�–�á�c���b�\�>�~�[�M��

• query-only>8NTP �D�š�¡�š�Ü�î�_7H�~0Á�•�K�r�M��

• serve-only>8�ì�I0[�Ó�_7H�~0Á�•�K�r�M��

• serve>8�ì�I0[�Ó�\  NTP �D�š�¡�š�Ü�î�c0Á�•�K�r�M�@�
�«�–�µ�³�@
�Ü�Ô�î�º�¹�Â�–�«�\� �‡�ì�M�•�G�\�c0Á�•�K�r�O�‡��

• peer>8�ì�I0[�Ó�\  NTP �D�š�¡�š�Ü�î�†0Á�•�K�
�«�–�µ�³�@�Ü�Ô�î
�º�¹�Â�–�«�\� �‡�ì�M�•�G�\�†0Á�•�K�r�M��

access-list-number �_�c�
 1 >|  99 �b(
�V�[�† =�b  IP �”�¡�­�«  �Ü�«�º$�
�•�†
°�Š�K�r�M��

�«�̧ �µ�É 3 access-list access-list-number permit  
source [source-wildcard] 

�”�¡�­�«  �Ü�«�º�†�8�B�K�r�M��

• access-list-number �_�c�
�«�¸�µ�É  2 �[�æ���K�S$��•�†
°�Š�K�r�M��

• permit �Ÿ�î�á�î�»�†
°�Š�M�•�\�
�²�ó�@�M+´�K�S���œ�_�”�¡�­�«�†
0Á�•�K�r�M��

• source �_�c�
�«�–�µ�³�l�b�”�¡�­�«�@0Á�•�I�€�S�¹�Â�–�«�b  IP �”
�»�Þ�«�†
°�Š�K�r�M��

• >&�õ�–>' source-wildcard �_�c�
3æ�™
–�_4:#Ý�M�•�á�–�Ý�»�•�î�»  
�Å�µ�º�†
°�Š�K�r�M��

>&�@>' �”�¡�­�«  �Ü�«�º�†�8�B�M�•�\�A�c�
�”�¡�­�«  �Ü�«�º�b�Ž�•�_�/
;ò�b�Ä�°�«�¸�î�º�Ó�å�º�@�¹�Ç�›�Ý�º�[�Ñ�~�K�
�Q�€�è�S�b�«
�¸�î�º�Ó�å�º�[�M+´�@0b�X�?�}�^�?�W�S�M�m�Z�b�Ã�£�µ�º�_4:
#Ý�I�€�•�G�\�_�@�–�K�Z�C�T�I�8��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show running-config 
°�Š�†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  4 'v       �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
0
�X�b�”�¡�­�«  �±�–�É�_�X�8�Z3æ�™
–  IP �”�»�Þ�«�@�”�¡�­�«  �Ü�«�º�_�M+´�M�•���œ�c�
�q�6�b�±�–�É
�@1��•�I�€�r�M���”�¡�­�«  �¢�Ý�î�É�@�æ���I�€�^�?�W�S���œ�c�
�M�m�Z�b�”�¡�­�«  �±�–�É�@�M�m�Z�b
�¹�Â�–�«�_1��•�I�€�r�M���8�N�€�?�b�”�¡�­�«  �¢�Ý�î�É�@�æ���I�€�Z�8�•���œ�c�
�æ���I�€�S�”�¡�­
�«  �±�–�É�T�E�@1��•�I�€�r�M��

�«�–�µ�³  NTP �§�î�Å�«�_�P�M�•�”�¡�­�«  �¥�å�º�ß�î�Ý�†�P7V�M�•�_�c�
 no ntp access-group 
{ query-only | serve-only | serve | peer} �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�«�–�µ�³�@�”�¡�­�«  �Ü�«�º  99 �?�}�b�Æ�”�_� �‡�ì�[�A�•�|�:�_0¿���M�•�[�†&g�K�r�M���S�T
�K�
�«�–�µ�³�c�”�¡�­�«  �Ü�«�º  42 �_�P�K�Z�c�”�¡�­�«�†�D7H�K�
�ì�I0[�Ó�_7H�~0Á�•�K�r�M��

Switch# configure terminal
Switch(config)# ntp access-group peer 99
Switch(config)# ntp access-group serve-only 42
Switch(config)# access-list 99 permit 172.20.130.5
Switch(config)# access list 42 permit 172.20.130.6
Switch(config)# end
Switch#

"I���b�–�å�±�î�Ç�™�–�«�V�b  NTP �§�î�Å�«�b�¹�•�­�î�È�Ý�ì  

NTP �§�î�Å�«�c�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�V�[�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M��

�–�å�±�î�Ç�™�–�«�[  NTP �Ã�£�µ�º�b�w�™�†�¹�•�­�î�È�Ý�_�M�•�_�c�
���b�8���†/œ�8�r�M��

NTP �Ã�£�µ�º�b3æ�™
–  IP �”�»�Þ�«�b0¿��

�«�–�µ�³�@  NTP �Ã�£�µ�º�†3æ�™�M�•�\�
3æ�™
–  IP �”�»�Þ�«�c�
3û�–  NTP �Ã�£�µ�º�@3æ�™�I�€�S�–�å
�±�î�Ç�™�–�«�b�”�»�Þ�«�_0¿���I�€�r�M���M�m�Z�b  NTP �Ã�£�µ�º�_"I���b3æ�™
–  IP �”�»�Þ�«�†�Q#Ý�M
�•���œ�c�
 ntp source �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���”�»�Þ�«�c�æ���I
�€�S�–�å�±�î�Ç�™�–�«�?�}�v�“�K�r�M���–�å�±�î�Ç�™�–�«�V�b�”�»�Þ�«�†3É�™�Ã�£�µ�º#Ý�b��
›�\�K�Z
�Q#Ý�[�A�^�8���œ�_�
�G�b�¥�Ð�å�»�c�}�<�[�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
�¹�•�­�î�È
�Ý�_�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

�«�̧ �µ�É 3 ntp disable �–�å�±�î�Ç�™�–�«�[  NTP �Ã�£�µ�º�b�w�™�†�¹�•�­�î�È�Ý�_�K�r�M��

�¹�Ç�›�Ý�º�[�c�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�c  NTP �Ã�£�µ�º�†�w�™�K�r
�M��

�–�å�±�î�Ç�™�–�«�[  NTP �Ã�£�µ�º�b�w�™�†
Ì�Ø�–�¿�î�È�Ý�_�M�•�_�c�

no ntp disable �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q
#Ý�K�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show running-config 
°�Š�†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  4 'v       �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
3æ�™
– IP �”�»�Þ�«�†�v�“�M�•"I���b�–�å�±�î�Ç�™�–�«�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

�æ���I�€�S�–�å�±�î�Ç�™�–�«�c�
�M�m�Z�b��
›�_3æ�™�I�€�•�M�m�Z�b�Ã�£�µ�º�b3æ�™
–�”�»�Þ�«�_�Q#Ý
�I�€�r�M��3æ�™
–�”�»�Þ�«�†"I���b�”�¯�©�š�î�©�Ù�å�_�Q#Ý�M�•���œ�c�
 �� NTP �”�¯�©�š�î�©�Ù�å�b0¿
���� >&P.4-6>' �_1��Â�K�S�|�:�_�
 ntp peer �r�S�c  ntp server �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å
�»
Æ�[  source �Ÿ�î�á�î�»�†�Q#Ý�K�r�M��

NTP 0¿���b/²&g

���b  2 �X�b"I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z  NTP �_���†/²&g�[�A�r�M��

• show ntp associations [detail]

• show ntp status

�G�b���Š�_/²&g�I�€�•�Ç�•�î�Ý�»�b0ò(ý�_�X�8�Z�c�
  
�� Cisco IOS Configuration Fundamentals Command Reference, Release 12.3���†�g!·�K�Z�C�T�I�8��

�m�·�[�b�¥�ì�b0¿��

�Ú�b�±�–�Ò  �¯�î�«�@�Q#Ý�[�A�^�8���œ�c�
�©�«�¸�Ò�b
Ì2s�·�‹�
�m�·�[�¥�ì�†0¿���[�A�r�M���ì�I�c�

���_�©�«�¸�Ò�†
Ì2s�·�M�•�r�[�G&��[�M���m�·0¿���c�q�‹�b�m�•�\�K�Z�b�s�Q#Ý�M�•�G�\�†�N�á�K�r
�M���«�–�µ�³�†� �‡�ì�[�A�•�¥4Š�¯�î�«�@�6�•���œ�c�
�m�·�[�©�«�¸�Ò  �¡�ß�µ�¡�†0¿���M�•�²0[�c�6
�~�r�O�‡��

�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• ���©�«�¸�Ò  �¡�ß�µ�¡�b0¿���� >&P.4-11>'

• ���¥�ì0¿���b/²&g�� >&P.4-12>'

• ���±�–�Ò  �°�î�å�b0¿���� >&P.4-12>'

• ���Ÿ�ì6ë�b0¿���� >&P.4-13>'

�©�«�¸�Ò  �¡�ß�µ�¡�b0¿��

�¿�µ�º�á�î�¡�V�_�
 NTP �§�î�Â�^�]�b�ì�I�§�î�Å�«�†�f�j�M�•�¥4Š�¯�î�«�@�6�•���œ�
�m�·�[�©�«�¸
�Ò �¡�ß�µ�¡�†0¿���M�•�²0[�c�6�~�r�O�‡��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 ntp source type number IP 3æ�™
–�”�»�Þ�«�†�v�“�M�•�–�å�±�î�Ç�™�–�«�b�±�–�É�>�|�g$��•�†�æ
���K�r�M��

�¹�Ç�›�Ý�º�[�c�
3æ�™
–�”�»�Þ�«�c�
$Î�™�–�å�±�î�Ç�™�–�«�?�}0¿���I
�€�r�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show running-config 
°�Š�†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  4 'v       �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
�©�«�¸�Ò  �¡�ß�µ�¡�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�©�«�¸�Ò  �¡�ß�µ�¡�†�m�·�[   2001 �º�b  7 �v  23 �¥���‹  1 �ì  32 �(�_0¿���M�•�[�†&g�K�r�M��

Switch# clock set 13:32:00 23 July 2001

�¥�ì0¿���b/²&g

�¥�ì�b0¿���†/²&g�M�•�_�c�
 show clock [detail] "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

�©�«�¸�Ò  �¡�ß�µ�¡�c�
�™8—�ö�@�6�•>&�G&��[�6�•�\�™�L�}�€�•>'�?�]�:�?�†&g�M  authoritative �Ç�Û�¢
�†)T�â�K�r�M���©�«�¸�Ò  �¡�ß�µ�¡�@�±�–�Ñ�å�¢  �¯�î�«�_�|�W�Z0¿���I�€�Z�8�•���œ�c�
�Ç�Û�¢�†0¿��
�K�r�M���ì�I�@�™8—�ö�b�^�8�v�b�[�6�•���œ�c�
/²&g% $×�[�b�s�Q#Ý�I�€�r�M���¡�ß�µ�¡�@�™8—�I�€�

authoritative �Ç�Û�¢�@0¿���I�€�•�r�[�
�Æ�”�b�ì�I�@!“� �^���œ�
�Æ�”�\�¡�ß�µ�¡�c� �‡�I�€�r�O�‡��

show clock �b/²&g�b�S�_�6�•0°�•�c�
���b�–�á�@�6�~�r�M��

• *>8�ì�I�c�™8—�[�A�r�O�‡��

• >&'5$Ñ>'>8�ì�I�c�™8—�[�A�r�M��

• .>8�ì�I�c�™8—�[�A�r�M�@�
 NTP �c� �‡�K�Z�8�r�O�‡��

�±�–�Ò  �°�î�å�b0¿��  

�m�·�[�ì6ë�•�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 clock set hh:mm:ss day month year

�r�S�c  

clock set hh:mm:ss month day year

���b�8�N�€�?�b�g�'�[�
�m�·�[�©�«�¸�Ò  �¡�ß�µ�¡�†0¿���K�r�M��

• hh:mm:ss �_�c�
�ì�I�†�ì6ë>& 24 �ì6ë�g�'>' �
�(�
&Ê�[�æ���K�r�M��
�æ���I�€�S�ì�I�c�
0¿���I�€�S�±�–�Ò  �°�î�å�_�ö�Y�A�r�M��

• day �_�c�
�\�v�b�¥�Ü�[�¥�†�æ���K�r�M��

• month �_�c�
�v�†�¡�S�[�æ���K�r�M��

• year �_�c�
�º�†�æ���K�r�M>&�–�_  4 �F�[�æ��>' ��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 clock timezone zone hours-offset 
[minutes-offset]

�ì6ë�•�†0¿���K�r�M��

�ì�I�†  UTC �_0¿���M�•�_�c�
 no clock timezone �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�–�µ�³�c
Æ4Š�ì�I�†  UTC �['ö#.�M�•�b�[�
�G�b�¥�Ð�å�»�c/²&g% $×
�b���œ�>�|�g�m�·�[�ì�I�†0¿���K�S���œ�_7H�W�Z�Q#Ý�K�r�M��

• zone �_�c�
�† =�ì6ë�@�‹/œ�I�€�Z�8�•�\�A�_/²&g�I�€�•�±�–�Ò�°�î
�å�b�¡�S�†
°�Š�K�r�M���¹�Ç�›�Ý�º�c  UTC �[�M��

• hours-offset �_�c�
 UTC �?�}�b�ì�j�†
°�Š�K�r�M��

• >&�õ�–>' minutes-offset �_�c�
 UTC �?�}�b�(�j�†
°�Š�K�r�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��
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'¨  4 'v       �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
clock timezone �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b minutes-offset �š�X�c�
#'�…�b�±�–�Ò  
�°�î�å�\  UTC �\�b�ì�j�@�(�"�)�[�6�•���œ�_�Q#Ý�[�A�r�M���S�\�<�d�
�•�¼�²�±0Y�R�"�Ê�b�6�•�
�æ
�b�±�–�Ò  �°�î�å>& Atlantic Standard Time>&AST; �±0Y�R�† =�ì>' >'�c  UTC-3.5 �[�M���G�b���œ�
 3 �c  3 
�ì6ë�
 .5 �c  50% �†�–�á�K�r�M���G�b���œ�
�²0[�^�¥�Ð�å�»�c clock timezone AST -3 30 �[�M��

�Ÿ�ì6ë�b0¿��

�–�º"I���b�¥�_�Ÿ�ì6ë�@6ä���>�|�g)
�¢�M�•�…�æ�_�Ÿ�ì6ë�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

clock summer-time �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b�q�6�b4Š�(�[�c�Ÿ�ì6ë�b6ä���ì�‡
�†�
 2 $�% �b4Š�(�[�c)
�¢�ì�‡�†�æ���K�r�M���M�m�Z�b�ì�I�c�
#'�…�b�±�–�Ò  �°�î�å�†�ö =�_�K�Z�8�r
�M��6ä���ì6ë�c�† =�ì�†�ö =�_�K�Z�8�r�M��)
�¢�ì6ë�c�Ÿ�ì6ë�†�ö =�_�K�Z�8�r�M��6ä���v�@)
�¢�v�|
�~�‹�b���œ�c�
�©�«�¸�Ò�[�c�!��#+�_�8�•�\0b�^�I�€�r�M��

���_�
�Ÿ�ì6ë�@  4 �v�b'¨�M�¥�Y�b  2 �ì�_���r�~�
 10 �v�b�q)
�¥�Y�b  2 �ì�_)
�ƒ�•�|�:�_�æ���M�•�[�†
&g�K�r�M��

Switch# configure terminal
Switch(config)# clock summer-time PDT recurring 1 Sunday April 2:00 last Sunday October 
2:00
Switch(config)# end
Switch#

�«�̧ �µ�É 4 show running-config 
°�Š�†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 clock summer-time zone recurring  
[week day month hh:mm week day month 
hh:mm [offset]]

�–�º�æ���I�€�S�¥�_6ä���>�|�g)
�¢�M�•�Ÿ�ì6ë�†0¿���K�r�M��

�Ÿ�ì6ë�c�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M���Ã�Û�Ó�î�±�^
�K�[ clock summer-time zone recurring �†�æ���M�•�\�
�Ÿ�ì6ë�b�Ý�î�Ý
�c(•�\�b�Ý�î�Ý�†�¹�Ç�›�Ý�º�_�K�r�M��

• zone �_�c�
�Ÿ�ì6ë�@�‹/œ�I�€�Z�8�•�\�A�_/²&g�I�€�•�±�–�Ò  �°�î�å
�b�¡�S>&�S�\�<�d  PDT>'�†
°�Š�K�r�M��

• >&�õ�–>' week �_�c�
�v�b�14�% �?�†�æ���K�r�M>& 1 >|  5�
�r�S�c  
last>'��

• >&�õ�–>' day �_�c�
�Y�¥�†�æ���K�r�M>& Sunday�
 Monday �^�]>' ��

• >&�õ�–>' month �_�c�
�v�†�æ���K�r�M>& January�
 February �^�]>' ��

• >&�õ�–>' hh:mm �_�c�
�ì�I�†�ì6ë>& 24 �ì6ë�g�'>'�\�(�[�æ���K�r�M��

• >&�õ�–>' offset �_�c�
�Ÿ�ì6ë�b6ë�
3ã�•�M�•�(�b�X�†�æ���K�r�M���¹
�Ç�›�Ý�º�c  60 �[�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show running-config 
°�Š�†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  4 'v       �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�b0¿��
�Ø�î�¨�b�ƒ�+�…�æ�b�Ÿ�ì6ë�@���‡$×�^�Ã�±�î�å�_�‘�ƒ�^�8>&���b�Ÿ�ì6ë�b�G&��^�¥�ì�†0¿���M�•>'���œ
�c�
���b�8���†/œ�8�r�M��

clock summer-time �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b�q�6�b4Š�(�[�c�Ÿ�ì6ë�b6ä���ì�‡
�†�
 2 $�% �b4Š�(�[�c)
�¢�ì�‡�†�æ���K�r�M���M�m�Z�b�ì�I�c�
#'�…�b�±�–�Ò  �°�î�å�†�ö =�_�K�Z�8�r
�M��6ä���ì6ë�c�† =�ì�†�ö =�_�K�Z�8�r�M��)
�¢�ì6ë�c�Ÿ�ì6ë�†�ö =�_�K�Z�8�r�M��6ä���v�@)
�¢�v�|
�~�‹�b���œ�c�
�©�«�¸�Ò�[�c�!��#+�_�8�•�\0b�^�I�€�r�M��

�Ÿ�ì6ë�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no clock summer-time �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å
�»�†�Q#Ý�K�r�M��

���_�
�Ÿ�ì6ë�@  2000 �º  10 �v  12 �¥�b  02:00 �_���r�~�
 2001 �º  4 �v  26 �¥�b  02:00 �_)
�ƒ�•�|�:�_0¿
���M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# clock summer-time pdt date 12 October 2000 2:00 26 April 2001 2:00
Switch#

�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�b0¿��
�«�–�µ�³�_�©�«�¸�Ò�¡�†0¿���K�Z"I���K�r�M���¹�Ç�›�Ý�º�[�c�
�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�c  
Switch �[�M��  

�©�«�¸�Ò  �É�ß�å�É�º�†0¿���K�Z�8�^�8���œ�c�
�©�«�¸�Ò�¡�b�q�6�b  20 �e�Ð�†�©�«�¸�Ò  �É�ß�å�É�º�\�K
�Z�Q#Ý�K�r�M���±�^�~0°�•>& >>'�@�Ü�•�I�€�r�M���©�«�¸�Ò�¡�@�š�f�I�€�•�\�
�É�ß�å�É�º�c�f�‚�I�€
�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 clock summer-time zone date [month 
date year hh:mm month date year hh:mm 
[offset]]

�r�S�c

clock summer-time zone date [date 
month year hh:mm date month year 
hh:mm [offset]]

�q�6�b�¥�Ü�[�Ÿ�ì6ë6ä���b�¥�Ü�†�
 2 $��u�b�¥�Ü�[)
�¢�b�¥�Ü�†0¿���K
�r�M��

�Ÿ�ì6ë�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no clock summer-time �¢�ß�î�Â�Ý  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�Ÿ�ì6ë�c�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��

• zone �_�c�
�Ÿ�ì6ë�@�‹/œ�I�€�Z�8�•�\�A�_/²&g�I�€�•�±�–�Ò  �°�î�å
�b�¡�S>&�S�\�<�d  PDT>'�†
°�Š�K�r�M��

• >&�õ�–>' week �_�c�
�v�b�14�% �?�†�æ���K�r�M>& 1 >|  5�
�r�S�c  
last>'��

• >&�õ�–>' day �_�c�
�Y�¥�†�æ���K�r�M>& Sunday�
 Monday �^�]>' ��

• >&�õ�–>' month �_�c�
�v�†�æ���K�r�M>& January�
 February �^�]>' ��

• >&�õ�–>' hh:mm �_�c�
�ì�I�†�ì6ë>& 24 �ì6ë�g�'>'�\�(�[�æ���K�r�M��

• >&�õ�–>' offset �_�c�
�Ÿ�ì6ë�b6ë�
3ã�•�M�•�(�b�X�†�æ���K�r�M���¹
�Ç�›�Ý�º�c  60 �[�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show running-config 
°�Š�†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  4 'v       �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�b0¿��

e 

�G�G�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS Configuration 
Fundamentals Command Reference, Release 12.3���>�|�g�� Cisco IOS IP Command Reference, Volum
2 of 3: Routing Protocols, Release 12.3���†�g!·�K�Z�C�T�I�8��

�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• ���¹�Ç�›�Ý�º�b�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�b0¿���� >&P.4-15>'

• ���©�«�¸�Ò�¡�b0¿���� >&P.4-15>'

• �� DNS �b�+0[�� >&P.4-15>'

�¹�Ç�›�Ý�º�b�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�b0¿��

�¹�Ç�›�Ý�º�b�«�–�µ�³�b�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�c  Switch �[�M��

�©�«�¸�Ò�¡�b0¿��

�m�·�[�©�«�¸�Ò�¡�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

�©�«�¸�Ò�¡�†0¿���M�•�\�
�©�«�¸�Ò  �É�ß�å�É�º�\�K�Z�v�Q#Ý�I�€�r�M��

DNS �b�+0[

�»�Ó�–�å  �¿�î�Ò  �©�«�¸�Ò>& DNS>'�É�ß�º�¥�Ý�c�
�(�S�º�¹�î�±�Ë�î�«  DNS �†�D�š�K�
�G�€�_�|�~�Í
�«�º�¡�†  IP �”�»�Þ�«�_�Ð�µ�Æ�å�¢�[�A�r�M���«�–�µ�³�V�_  DNS �†0¿���M�•�\�
 ping�
 telnet�

connect �^�]�b�M�m�Z�b  IP �¥�Ð�å�»�x�
6õ4��M�•  Telnet �§�Ï�î�º�ï�8�ì�_�
 IP �”�»�Þ�«�b�æ�ƒ�~�_�Í
�«�º�¡�†�Q#Ý�[�A�r�M��

IP �_�|�W�Z��*O�I�€�•7u�™�º�b�è�¡�‰�'�[�c�
�¹�Â�–�«�†���d�r�S�c�»�Ó�–�å�["I���[�A�r�M���»�Ó
�–�å�¡�c�
�Æ�Ü�œ�»>& .>'�†�
�)�~�e�Ð�\�K�Z�Q#Ý�K�Z�S�B�I�€�Z�8�r�M���S�\�<�d�
�©�«�¥�c�
 IP �[  
com �\�8�:�»�Ó�–�å�¡�_�(8®�I�€�•�_��)�)Ê�^�b�[�
�»�Ó�–�å�¡�c  cisco.com �\�^�~�r�M���G�b�»�Ó�–
�å
Æ�b"I���b�¹�Â�–�«�
�S�\�<�d�Ç�“�–�Ý3?3æ�É�ß�º�¥�Ý>& FTP>'�©�«�¸�Ò�c�
 ftp.cisco.com �[/²�I�€
�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 hostname name �m�·�[�©�«�¸�Ò�¡�†0¿���K�r�M��

�¹�Ç�›�Ý�º0¿���c  switch �[�M��

�¡�S�c  ARPANET �Í�«�º�¡�b�Ý�î�Ý�_�‘�:�²0[�@�6�~�r�M���G�b�Ý�î�Ý
�[�c�Í�«�º�¡�c�e�Ð�[���r�~�
�e�Ð�r�S�c�X�Ð�[)
�ƒ�~�
�Q�b6ë�_�c�e
�Ð�
�X�Ð�
�r�S�c�Á�–�Ç�å�K�?�Q#Ý�[�A�r�O�‡���¡�S�_�c  63 �e�Ð�r�[�Q
#Ý�[�A�r�M��

�¹�Ç�›�Ý�º�b�Í�«�º�¡�_�`�M�_�c�
 no hostname �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show running-config 
°�Š�†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�b0¿��
IP �[�c�»�Ó�–�å�¡�†�º�Û�µ�Ÿ�å�¢�M�•�S�u�_�
�»�Ó�–�å  �¿�î�Ò  �§�î�Â�\�8�:�+�Õ�@��*O�I�€�Z�8�r
�M���»�Ó�–�å  �¿�î�Ò  �§�î�Â�b�z�m�c�
�¡�S�?�}  IP �”�»�Þ�«�l�b�Ð�µ�Æ�å�¢�†�Ÿ�Õ�µ�©�×>&�r�S�c�¹�î
�±�Ë�î�«>'�_�–�Ñ�M�•�G�\�[�M���»�Ó�–�å�¡�†  IP �”�»�Þ�«�_�Ð�µ�Æ�å�¢�M�•�_�c�
�r�N�
�Í�«�º�¡�†
�Â&g�K�
�¿�µ�º�á�î�¡�V�_�Ñ�~�M�•�¿�î�Ò  �§�î�Â�†�æ���K�
 DNS �†�–�¿�î�È�Ý�_�K�r�M��

�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• �� DNS �b�¹�Ç�›�Ý�º0¿���� >&P.4-16>'

• �� DNS �b0¿���� >&P.4-16>'

• �� DNS �b0¿���b/²&g�� >&P.4-17>'

DNS �b�¹�Ç�›�Ý�º0¿��

/² 4-2 �_�
 DNS �b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

DNS �b0¿��

DNS �†�Q#Ý�M�•�|�:�_�«�–�µ�³�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

/² 4-2 DNS �b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

DNS �–�¿�î�È�Ý  �«�¸�î�º �–�¿�î�È�Ý

DNS �¹�Ç�›�Ý�º  �»�Ó�–�å�¡ �•0¿��

DNS �§�î�Â �¿�î�Ò  �§�î�Â�b�”�»�Þ�«�@�•0¿��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 ip domain-name name 8��ö
²�Ÿ8í�Í�«�º�¡>&�»�µ�º�Ü�A  10 4
/²0°�»�Ó�–�å�¡�b�^�8�¡�S>'�†�ö�B�I
�O�•�S�u�_�¯�Ç�º�˜�™�”�@�Q#Ý�M�•�
�¹�Ç�›�Ý�º�b�»�Ó�–�å�¡�†��*O�K�r�M��

�»�Ó�–�å�¡�†�P7V�M�•�_�c�
 no ip domain-name name �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�»�Ó�–�å�¡�†�•�Ÿ8í�b�¡�S�?�}�
�)�•�S�u�_�Q#Ý�I�€�•�q�6�b�Æ�Ü�œ�»�c
°�€
�^�8�[�C�T�I�8��

2s�·�ì�_�c�»�Ó�–�å�¡�c0¿���I�€�Z�8�r�O�‡�@�
 BOOTP �r�S�c  Dynamic 
Host Configuration Protocol>&DHCP>'�§�î�Â�?�}�«�–�µ�³  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å�†�v�“�K�Z�8�•���œ�c�
 BOOTP �r�S�c  DHCP �§�î�Â�_�|�W�Z�¹�Ç�›�Ý
�º�b�»�Ó�–�å�¡�@0¿���I�€�•�G�\�@�6�~�r�M>&�§�î�Â�_�G�b�_���@0¿���I�€�Z
�8�•���œ>' ��

�«�̧ �µ�É 3 ip name-server server-address1 
[server-address2 ... 
server-address6]

�¡�S�\�”�»�Þ�«�b0Ž�ô�_�Q#Ý�M�•  1 �X�r�S�c0
�X�b�¿�î�Ò  �§�î�Â�b�”�»�Þ�«
�†�æ���K�r�M��

�¿�î�Ò�§�î�Â�b�”�»�Þ�«�†�P7V�M�•�_�c�
 no ip name-server server-address 
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�q�±  6 �X�b�¿�î�Ò  �§�î�Â�†�æ���[�A�r�M���›�§�î�Â  �”�»�Þ�«�c�«�Ì�î�«�[�

�)�~�r�M���q�6�_�æ���I�€�S�§�î�Â�@�
�É�Û�–�Ð�Ü  �§�î�Â�[�M���«�–�µ�³�c�

�q�6�_�É�Û�–�Ð�Ü  �§�î�Â�_  DNS �¡�š�Ü�î�†3æ�™�K�r�M���Q�b�¡�š�Ü�@�»�K�K
�S���œ�c�
�Â�µ�¡�”�µ�É  �§�î�Â�_�¡�š�Ü�@3æ�™�I�€�r�M��
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'¨  4 'v       �«�–�µ�³�b'ö#.
�Â�¼�î�b�8�B
�«�–�µ�³�b  IP �”�»�Þ�«�†�Q�b�Í�«�º�¡�\�K�Z�Q#Ý�M�•���œ�c�
 IP �”�»�Þ�«�@�Q#Ý�I�€�
 DNS �¡�š�Ü�î
�c$Î#Õ�K�r�O�‡���Æ�Ü�œ�»>& .>'�^�K�[�Í�«�º�¡�†0¿���M�•�\�
�Æ�Ü�œ�»�\�
�Q�€�_)F�C�¹�Ç�›�Ý�º�b
�»�Ó�–�å�¡�@�Í�«�º�¡�_3ã�•�I�€�
�Q�b�‹�[  DNS �¡�š�Ü�î�@/œ�ƒ�€�
�¡�S�†  IP �”�»�Þ�«�_�Ð�µ�Æ�å�¢
�K�r�M���¹�Ç�›�Ý�º�b�»�Ó�–�å�¡�c�
 ip domain-name �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»
�_�|�W�Z0¿���I�€�•�Í�[�M���Í�«�º�¡�_�Æ�Ü�œ�»>& .>'�@�6�•���œ�c�
 Cisco IOS �¯�Ç�º�˜�™�”�c�
�Í�«
�º�¡�_�¹�Ç�›�Ý�º�b�»�Ó�–�å�¡�†3ã�•�O�N�_  IP �”�»�Þ�«�†�è(ô�K�r�M��

DNS �b0¿���b/²&g

DNS 0¿���_���†/²&g�M�•�_�c�
 show running-config "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

�Â�¼�î�b�8�B
Message-of-The-Day>&MoTD>'�Â�¼�î�>�|�g�ß�¢�–�å  �Â�¼�î�†�8�B�[�A�r�M�� MoTD �Â�¼�î�c�ß�¢�–
�å�ì�_�K)F�K�Z�8�•�M�m�Z�b'ƒ�Ž�[/²&g�I�€�
�M�m�Z�b�¿�µ�º�á�î�¡  �Ø�î�¨�_�s8j�b�6�•�Ó�µ�­�î�ª

>&�©�«�¸�Ò�b�©�Õ�µ�º�²�˜�å�£�Ì�^�]>'�†3æ�™�M�•�b�_�}�<�[�M��

�ß�¢�–�å  �Â�¼�î�v�
�K)F�K�Z�8�•�M�m�Z�b'ƒ�Ž�[/²&g�I�€�r�M��/²&g�I�€�•�b�c�
 MoTD �Â�¼�î�b�‹
�[�
�ß�¢�–�å  �É�ß�å�É�º�@/²&g�I�€�•�S�[�M��

>&�@>' �G�G�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS Configuration 
Fundamentals Command Reference, Release 12.3���†�g!·�K�Z�C�T�I�8��

�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• ���Â�¼�î�b�¹�Ç�›�Ý�º0¿���� >&P.4-17>'

• �� MoTD �ß�¢�–�å  �Â�¼�î�b0¿���� >&P.4-18>'

• ���ß�¢�–�å  �Â�¼�î�b0¿���� >&P.4-19>'

�Â�¼�î�b�¹�Ç�›�Ý�º0¿��

MoTD �>�|�g�ß�¢�–�å  �Â�¼�î�c0¿���I�€�r�O�‡��

�«�̧ �µ�É 4 ip domain-lookup >&�õ�–>'�«�–�µ�³�[�
 DNS �Ë�î�«�b�Í�«�º�¡�b�”�»�Þ�«�l�b�š�n�†�–�¿�î�È�Ý
�_�K�r�M���G�b�µ+��c�
�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_�I�€�Z�8�r�M��

�«�–�µ�³�V�b  DNS �†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no ip domain-lookup �¢�ß�î
�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�Ø�î�¨�b�¿�µ�º�á�î�¡�¹�Â�–�«�@�
�¡�S�b�m�~�\�Z�†�D�š�[�A�^�8�¿�µ�º�á�î
�¡
Æ�b�¹�Â�–�«�\�K)F�M�•�²0[�@�6�•���œ�
�¢�ß�î�Â�Ý�^�–�å�±�î�¿�µ�º�b
�¿�î�Ñ�å�¢�‰�'>& DNS>'�†�Q#Ý�K�Z�
�Ø�î�¨�b�¹�Â�–�«�†�M�–�_1‘�9�M�•�¹�Â
�–�«�¡�†�·$×�_�m�~�\�Z�•�G�\�@�[�A�r�M��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 show running-config 
°�Š�†&�1��K�r�M��

�«�̧ �µ�É 7 copy running-config 
startup-config

>&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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'¨  4 'v       �«�–�µ�³�b'ö#.
�Â�¼�î�b�8�B
MoTD �ß�¢�–�å  �Â�¼�î�b0¿��

�Ø�î�¨�@�«�–�µ�³�_�ß�¢�–�å�K�S�\�A�_�
#ì8��_/²&g�I�€�•  1 /œ�r�S�c0
�X/œ�b�Ó�µ�­�î�ª�Â�¼�î�†�8
�B�[�A�r�M��

MoTD �ß�¢�–�å  �Â�¼�î�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�Ï�å�»0°�•>& #>'�†6ä���>�|�g)
�¢�b�
�)�~�e�Ð�\�K�Z�Q#Ý�K�
�«�–�µ�³�b  MoTD �Â�¼�î�†0¿��
�M�•�[�†&g�K�r�M��

Switch(config)# banner motd #
This is a secure site. Only authorized users are allowed.
For access, contact technical support.
#
Switch(config)#

���_�
�S�b0¿���_�|�~/²&g�I�€�S�Â�¼�î�b�[�†&g�K�r�M��

Unix> telnet 172.2.5.4
Trying 172.2.5.4...
Connected to 172.2.5.4.
Escape character is '^]'.

This is a secure site. Only authorized users are allowed.
For access, contact technical support.

User Access Verification

Password:

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 banner motd c message c MoTD �†�æ���K�r�M��

MoTD �Â�¼�î�†�P7V�M�•�_�c�
 no banner motd �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

c �_�c�
�õ�–�b�
�)�~�e�Ð�
�S�\�<�d�Ï�å�»0°�•>& #>'�†
°�Š�K�Z�

Return �Ÿ�î�†�²�K�r�M���
�)�~�e�Ð�c�Â�¼�î  �¸�Ÿ�«�º�b���r�~�\)
�ƒ
�~�†/²�K�r�M��)
�ƒ�~�b�
�)�~�e�Ð�b�‹�•�b�e�Ð�c�ë� �I�€�r�M��

message �_�c�
 255 �e�Ð�r�[�b�Â�¼�î  �Ó�µ�­�î�ª�†
°�Š�K�r�M���Ó�µ
�­�î�ª
Æ�_�c�
�)�~�e�Ð�†�Q#Ý�[�A�r�O�‡��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show running-config 
°�Š�†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  4 'v       �«�–�µ�³�b'ö#.
MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.
�ß�¢�–�å  �Â�¼�î�b0¿��

�K)F�I�€�S�M�m�Z�b'ƒ�Ž�[�ß�¢�–�å  �Â�¼�î�@/²&g�I�€�•�|�:�_0¿���[�A�r�M���Â�¼�î�@/²&g�I�€�•�b
�c�
 MoTD �Â�¼�î�b�‹�[�
�ß�¢�–�å  �É�ß�å�É�º�@/²&g�I�€�•�S�[�M��

�ß�¢�–�å  �Â�¼�î�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�»�Ý0°�•>& $>'�†6ä���>�|�g)
�¢�b�
�)�~�e�Ð�\�K�Z�Q#Ý�K�
�«�–�µ�³�b�ß�¢�–�å  �Â�¼�î�†0¿��
�M�•�[�†&g�K�r�M��

Switch# configuration terminal
Switch(config)# banner login $
Access for authorized users only. Please enter your username and password.
$
Switch(config)# end
Switch#

MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.
MAC �”�»�Þ�«  �¸�î�È�Ý�_�c�
�«�–�µ�³�@�Ï�î�º6ë�b�º�Û�Ç�•�µ�¡3?3æ�_�Q#Ý�M�•�”�»�Þ�«�_���@�µ�r
�€�Z�8�r�M���G�b�”�»�Þ�«  �¸�î�È�Ý�_$Ï6��I�€�S�M�m�Z�b  MAC �”�»�Þ�«�c�
 1 �X�r�S�c0
�X�b�Ï�î�º
�_�P�Â�K�Z�8�r�M���”�»�Þ�«  �¸�î�È�Ý�_�µ�r�€�•�”�»�Þ�«  �±�–�É�_�c�
���b�v�b�@�6�~�r�M��

• �²�–�¼�Ñ�µ�¡  �”�»�Þ�«>8�«�–�µ�³�@�Û*f�K�
�Q#Ý�I�€�^�C�^�W�S�ì!l�[�‡7H�)�€�\�^�•3æ�™
–  
MAC �”�»�Þ�«

• �«�±�¸�•�µ�¡  �”�»�Þ�«>8�m�·�[
°�Š�I�€�
�‡7H�)�€�_�^�}�N�
�«�–�µ�³�b�Ü�­�µ�º�ì�_�v�˜�d�I
�€�^�8�Ø�½�Ÿ�Õ�«�º�r�S�c�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«

�”�»�Þ�«  �¸�î�È�Ý�c�
��
›  MAC �”�»�Þ�«�
�P�Â�M�•  VLAN>&�ì�•  LAN>' ID�
�”�»�Þ�«�_�P�Â�Ü�E�}
�€�S�Ï�î�º$��•�
�>�|�g�±�–�É>&�«�±�¸�•�µ�¡�r�S�c�²�–�¼�Ñ�µ�¡>'�b�Ü�«�º�[�M��

>&�@>' �G�G�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_�P�Â�M�•�¥�Ð�å�»  
�Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 banner login c message c �ß�¢�–�å  �Ó�µ�­�î�ª�†�æ���K�r�M��

�ß�¢�–�å  �Â�¼�î�†�P7V�M�•�_�c�
 no banner login �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

c �_�c�
�õ�–�b�
�)�~�e�Ð�
�S�\�<�d�Ï�å�»0°�•>& #>'�†
°�Š�K�Z�
 Return 
�Ÿ�î�†�²�K�r�M���
�)�~�e�Ð�c�Â�¼�î  �¸�Ÿ�«�º�b���r�~�\)
�ƒ�~�†/²�K�r
�M��)
�ƒ�~�b�
�)�~�e�Ð�b�‹�•�b�e�Ð�c�ë� �I�€�r�M��

message �_�c�
 255 �e�Ð�r�[�b�ß�¢�–�å  �Ó�µ�­�î�ª�†
°�Š�K�r�M���Ó�µ
�­�î�ª
Æ�_�c�
�)�~�e�Ð�†�Q#Ý�[�A�r�O�‡��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show running-config 
°�Š�†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  4 'v       �«�–�µ�³�b'ö#.
MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.
�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• ���”�»�Þ�«  �¸�î�È�Ý�b�8�B�� >&P.4-20>'

• �� MAC �”�»�Þ�«�>�|�g  VLAN ��>&P.4-20>'

• �� MAC �”�»�Þ�«  �¸�î�È�Ý�b�¹�Ç�›�Ý�º0¿���� >&P.4-21>'

• ���”�»�Þ�«  �š�î�ª�å�¢  �±�–�Ò�b�š�f�� >&P.4-21>'

• ���²�–�¼�Ñ�µ�¡  �”�»�Þ�«  �š�å�º�Ü�b�P7V�� >&P.4-22>'

• �� MAC �š�f3û%±�º�Û�µ�É�b0¿���� >&P.4-22>'

• �� MAC &ã�·3û%±�º�Û�µ�É�b0¿���� >&P.4-25>'

• �� MAC �K�A�8�Í3û%±�º�Û�µ�É�b0¿���� >&P.4-26>'

• ���«�±�¸�•�µ�¡  �”�»�Þ�«  �š�å�º�Ü�b3ã�•�>�|�g�P7V�� >&P.4-27>'

• ���Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�b0¿���� >&P.4-29>'

• ���”�»�Þ�«  �¸�î�È�Ý  �š�å�º�Ü�b/²&g�� >&P.4-30>'

�”�»�Þ�«  �¸�î�È�Ý�b�8�B

�M�m�Z�b�Ï�î�º�[�§�Ï�î�º�I�€�•0
�X�b  MAC �”�»�Þ�«�_�|�W�Z�
�«�–�µ�³�b�õ�–�b�Ï�î�º�†�›�á�î�¡
�«�¸�î�©�Ù�å�
�Ü�Æ�î�±�
�«�–�µ�³�
�Ý�î�±�
�6�•�8�c�Q�b�Ú�b�¿�µ�º�á�î�¡�¹�Â�–�«�_�K)F�[�A�r
�M���›�Ï�î�º�[�w�™�M�•�Ã�£�µ�º�b3æ�™
–�”�»�Þ�«�†�v�“�K�
�”�»�Þ�«  �¸�î�È�Ý�_�”�»�Þ�«�\�Q�b�P
�Â�M�•�Ï�î�º$��•�†3ã�•�M�•�G�\�_�|�W�Z�
�«�–�µ�³�c�·$×�^�”�»�Þ�«�æ���†/œ�8�r�M���¿�µ�º�á�î�¡
�[�«�¸�î�©�Ù�å�b�Q0¿�r�S�c�v�~�¥�K�@/œ�ƒ�€�•�\�
�«�–�µ�³�c�”�»�Þ�«  �¸�î�È�Ý�†�f�‚�K�
�‚�K�8
�²�–�¼�Ñ�µ�¡  �”�»�Þ�«�†3ã�•�K�
�Q#Ý�I�€�Z�8�^�8�”�»�Þ�«�c�‡7H�)�€�_�K�r�M��

�š�î�ª�å�¢6ë7x�c�¢�ß�î�Â�Ý�_0¿���I�€�r�M���S�T�K�
�«�–�µ�³�c  VLAN �H�\�_�”�»�Þ�«  �¸�î�È�Ý�†
)T�â�K�
 STP>&�«�Ã�½�å�¢�¶�Ü�î  �É�ß�º�¥�Ý>'�_�|�W�Z  VLAN �"�)�[�w� �‡6ë�†%·)°�[�A�r�M��

�«�–�µ�³�c�
�w�™�K�S�Ã�£�µ�º�b��
›�”�»�Þ�«�_�ö�Y�8�Z�
�õ�–�b)��s�œ�ƒ�O�b�Ï�î�º6ë�[�Ã�£�µ�º�†
3æ�™�K�r�M��MAC �”�»�Þ�«  �¸�î�È�Ý�†�Q#Ý�M�•�G�\�_�|�W�Z�
�«�–�µ�³�c�
��
›�”�»�Þ�«�_�P�Â�Ü�E
�}�€�S�Ï�î�º>&0
�X�•>'�_7H���K�Z�Ã�£�µ�º�†3?3æ�K�r�M����
›�”�»�Þ�«�@�Ã�£�µ�º�†3æ�™�K�S�Ï�î�º
�V�_�6�•���œ�c�
�Ã�£�µ�º�c�Ç�•�Ý�±�Ü�å�¢��#.�I�€�
3?3æ�I�€�r�O�‡���«�–�µ�³�c�
�–�_�«�º�”  �”
�å�»  �Ç�›�á�î�»�‰�'�†�Q#Ý�K�r�M���G�b�S�u�
�ö
²�^�Ã�£�µ�º�†�8�W�S�‡�–�Ñ�K�Z�š�Û�î�@�^�8�?�è
���K�Z�?�}��3æ�K�r�M��

MAC �”�»�Þ�«�>�|�g  VLAN
�”�»�Þ�«�c�M�m�Z�
 VLAN �\�P�Â�Ü�E�}�€�r�M�� 1 �X�b�”�»�Þ�«�†0
�X�b  VLAN �_�P�Â�Ü�E�
�Q�€�R
�€�[$��^�•��
›�†0¿���[�A�r�M���S�\�<�d�
�Ø�½�Ÿ�Õ�«�º  �”�»�Þ�«�†  VLAN 1 �b�Ï�î�º  1 �>�|�g  
VLAN 5 �b�Ï�î�º  9�
 10�
 1 �_3?3æ�M�•�\�8�W�S�G�\�@�•+��[�M��

VLAN �H�\�_�
"‚+¬�b1=#.�”�»�Þ�«  �¸�î�È�Ý�@)T�â�I�€�r�M���6�•  VLAN �[1�1‘�I�€�Z�8�•�”�»�Þ�«
�@�9�b VLAN �[1�1‘�I�€�•�_�c�
�9�b  VLAN 
Æ�b�Ï�î�º�_�|�W�Z�Û*f�I�€�•�?�
�r�S�c�9�b  VLAN 

Æ�b�Ï�î�º�_�«�±�¸�•�µ�¡�_�P�Â�Ü�E�}�€�•�²0[�@�6�~�r�M��
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'¨  4 'v       �«�–�µ�³�b'ö#.
MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.
�É�Û�–�Ë�î�º  VLAN �@0¿���I�€�Z�8�•���œ�
�”�»�Þ�«�Û*f�c���b�|�:�_  MAC �”�»�Þ�«�b�±�–�É�_�e
�‘�I�€�r�M��

• �É�Û�–�Ë�î�º  VLAN �b  1 �X�b  VLAN �[�Û*f�K�S�²�–�¼�Ñ�µ�¡  MAC �”�»�Þ�«�c�
6õ4�  VLAN �[
0
0��I�€�r�M���S�\�<�d�
�É�Û�–�Ë�î�º  VLAN �b�­�•�å�²�Ü  VLAN �[�Û*f�I�€�S  MAC �”�»�Þ�«
�c�É�Û�–�Ð�Ü  VLAN �_0
0��I�€�r�M��

• �É�Û�–�Ð�Ü�r�S�c�­�•�å�²�Ü  VLAN �_0¿���I�€�S�«�±�¸�•�µ�¡  MAC �”�»�Þ�«�c6õ4�  VLAN �_�c
0
0��I�€�r�O�‡���É�Û�–�Ë�î�º  VLAN �b�É�Û�–�Ð�Ü�r�S�c�­�•�å�²�Ü  VLAN 
Æ�_�«�±�¸�•�µ�¡  
MAC �”�»�Þ�«�†0¿���K�S���œ�
 � �L�«�±�¸�•�µ�¡  MAC �”�»�Þ�«�†�M�m�Z�b6õ4�  VLAN �_0¿���M
�•�²0[�@�6�~�r�M��

�É�Û�–�Ë�î�º  VLAN �b0ò(ý�_�X�8�Z�c�
 '¨ 40 'v���É�Û�–�Ë�î�º  VLAN �b0¿���� �†�g!·�K�Z�C�T�I�8��

MAC �”�»�Þ�«  �¸�î�È�Ý�b�¹�Ç�›�Ý�º0¿��

/² 4-3 �_�
 MAC �”�»�Þ�«  �¸�î�È�Ý�b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

�”�»�Þ�«  �š�î�ª�å�¢  �±�–�Ò�b�š�f

�²�–�¼�Ñ�µ�¡  �”�»�Þ�«�c�
�«�–�µ�³�@�Û*f�K�
�Q#Ý�I�€�^�C�^�•�\�‡7H�)�€�_�^�•3æ�™
–  MAC �”�»
�Þ�«�[�M���M�m�Z�b  VLAN �r�S�c�æ���I�€�S  VLAN �_�P�K�Z�
�š�î�ª�å�¢  �±�–�Ò�b0¿���†�š�f�[�A
�r�M��

�š�î�ª�å�¢  �±�–�Ò�†%·�C0¿���K�M�B�•�\�
�”�»�Þ�«�@�q#Ý�I�€�^�8�r�r�¸�î�È�Ý�?�}�P7V�I�€�•�•+�
�ö�@�6�~�r�M���Q�b���œ�
�«�–�µ�³�c��
›�@�Y�Â�b�Ã�£�µ�º�†�w�™�M�•�\�
�w�™�Ï�î�º�\� �L  VLAN 

Æ�b�M�m�Z�b�Ï�î�º�_�
�Q�b�Ã�£�µ�º�†�Ç�Û�µ�¹�•�å�¢�I�O�r�M���G�b�Y�²0[�^�Ç�Û�µ�¹�•�å�¢�_�|�W
�Z�
�Ã�Ç�›�î�Ð�å�«�_�O�s8j�†�l�p�M�•+��ö�@�6�~�r�M���r�S�
�š�î�ª�å�¢  �±�–�Ò�†6×�C0¿���K�M�B
�•�\�
�”�»�Þ�«  �¸�î�È�Ý�@�•�Q#Ý�b�”�»�Þ�«�[�8�W�e�8�_�^�~�
�G�€�_�|�W�Z�‚�K�8�”�»�Þ�«�†�Û*f
�[�A�^�C�^�~�r�M���G�b)��Ý�Ç�Û�µ�¹�•�å�¢�\�^�~�
�«�–�µ�³�b�Ã�Ç�›�î�Ð�å�«�_�O�s8j�†�l�p�M�•+�
�ö�@�6�~�r�M��

/² 4-3 MAC �”�»�Þ�«  �¸�î�È�Ý�b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

�š�î�ª�å�¢  �±�–�Ò 300 &Ê

�²�–�¼�Ñ�µ�¡  �”�»�Þ�« +¬�·�Û*f

�«�±�¸�•�µ�¡  �”�»�Þ�« �•0¿��
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'¨  4 'v       �«�–�µ�³�b'ö#.
MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.
�²�–�¼�Ñ�µ�¡  �”�»�Þ�«  �¸�î�È�Ý�b�š�î�ª�å�¢  �±�–�Ò�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

�²�–�¼�Ñ�µ�¡  �”�»�Þ�«  �š�å�º�Ü�b�P7V

�²�–�¼�Ñ�µ�¡  �š�å�º�Ü�†�M�m�Z�P7V�M�•�_�c�
 EXEC �Ô�î�»�[  clear mac address-table dynamic �¥�Ð
�å�»�†�Q#Ý�K�r�M��"I���b  MAC �”�»�Þ�«>& clear mac address-table dynamic address mac-address>'�

�æ���I�€�S"@#.�Ï�î�º�r�S�c�Ï�î�º  �³�Õ�¿�Ý�V�b�M�m�Z�b�”�»�Þ�«>& clear mac address-table 
dynamic interface interface-id>'�
�r�S�c�æ���I�€�S  VLAN �V�b�M�m�Z�b�”�»�Þ�«>& clear mac 
address-table dynamic vlan vlan-id>'�b�P7V�v�[�A�r�M��

�²�–�¼�Ñ�µ�¡  �š�å�º�Ü�@�P7V�I�€�S�G�\�†&�1��M�•�_�c�
 show mac address-table dynamic "I�’  
EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

MAC �š�f3û%±�º�Û�µ�É�b0¿��

MAC �š�f3û%±�µ+��_�|�~�
�«�–�µ�³�_  MAC �š�f�”�¡�¸�•�Å�¸�•�†�–�Ñ�M�•�G�\�[�¿�µ�º�á�î�¡�V�b
�Ø�î�¨�†3ã2§�[�A�r�M���«�–�µ�³�@  MAC �”�»�Þ�«�†�Û*f�r�S�c�P7V�M�•�S�g�_�
 SNMP 3û%±�†#Õ�B
�K�Z�¿�µ�º�á�î�¡'ö#.�©�«�¸�Ò�_3æ�™�I�O�•�G�\�@�[�A�r�M���¿�µ�º�á�î�¡�_�¨�X�b�Ø�î�¨�b��
°�~�@
�6�•���œ�c�
�º�Û�µ�É  �–�å�±�î�Â�Ý  �±�–�Ò�†0¿���K�Z3û%±�º�Û�µ�É�†�r�\�u�
�¿�µ�º�á�î�¡  �º�Û
�Ç�•�µ�¡�†�P�ö�[�A�r�M�� MAC 3û%±�š�T�¸�î�È�Ý�c�
�º�Û�µ�É�@�–�¿�î�È�Ý�_0¿���I�€�S�Á�î�»�˜�™
�”�b�Ï�î�º�H�\�b  MAC �”�»�Þ�«  �”�¡�¸�•�Å�¸�•�†�–�Ñ�K�r�M�� MAC �”�»�Þ�«3û%±�c�
�²�–�¼�Ñ�µ�¡
�>�|�g�«�±�¸�•�µ�¡�b  MAC �”�»�Þ�«�_�X�8�Z#Õ�B�I�€�r�M��+¬�k�”�»�Þ�«�r�S�c�Ð�Ý�³�Ÿ�Õ�«�º  �”
�»�Þ�«�_�X�8�Z�c�
�–�Ë�å�º�c#Õ�B�I�€�r�O�‡��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 mac address-table aging-time [0 | 
10-1000000] [vlan vlan-id]

�²�–�¼�Ñ�µ�¡  �š�å�º�Ü�@�Q#Ý�r�S�c�f�‚�I�€�S�‹�
 MAC �”�»�Þ�«  
�¸�î�È�Ý
Æ�_�–�â�I�€�•�ì6ë�†0¿���K�r�M��

�¹�Ç�›�Ý�º�Í�_�`�M�_�c�
 no mac address-table aging-time �¢�ß�î
�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�æ���[�A�•(
�V�c  10 >|  1000000 &Ê�[�M���¹�Ç�›�Ý�º�c  300 �[�M��
0 �†
°�Š�K�Z�‡7H�)�€�†�¹�•�­�î�È�Ý�_�M�•�G�\�v�[�A�r�M���«�±
�¸�•�µ�¡  �”�»�Þ�«�c�
�‡7H�)�€�_�^�•�G�\�v�¸�î�È�Ý�?�}�P7V�I�€
�•�G�\�v�6�~�r�O�‡��

vlan-id �b�w� (
�V�c�
 1 >|  4094 �[�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show mac address-table aging-time 
°�Š�†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  4 'v       �«�–�µ�³�b'ö#.
MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.
NMS �Í�«�º�_  MAC �š�f3û%±�º�Û�µ�É�†3æ�™�M�•�_�c�
���b�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä��
�K�r�M��

�«�̧ �µ�É 2 snmp-server host host-addr [traps | informs] { version { 1 | 
2c | 3}} [auth | noauth | priv] community-string [udp-port 
port] [ notification-type]

�º�Û�µ�É  �Ó�µ�­�î�ª�b�w�™
��†�æ���K�r�M��

• host-addr �_�c�
 NMS �b�¡�S�r�S�c  IP �”�»�Þ
�«�†�æ���K�r�M��

• SNMP �º�Û�µ�É�†�Í�«�º�_3æ�™�M�•�_�c�

traps>&�¹�Ç�›�Ý�º>'�†�æ���K�r�M�� SNMP �_
���†�Í�«�º�_3æ�™�M�•�_�c�
 informs �†�æ���K
�r�M��

• �§�Ï�î�º�M�•  SNMP �Â�î�ª�Ù�å�†�æ���K�r�M��
informs �_�c�Â�î�ª�Ù�å  1>&�¹�Ç�›�Ý�º>'�†�Q#Ý
�[�A�r�O�‡��

• community-string �_�c�
3û%±�·�8�ì�_3æ�™�M�•
�«�º�Ü�å�¢�†�æ���K�r�M�� snmp-server host �¥
�Ð�å�»�†�Q#Ý�K�Z�G�b�«�º�Ü�å�¢�†0¿���[�A�r
�M�@�
�G�b�«�º�Ü�å�¢�†��*O�M�•�_�c�

snmp-server community �¥�Ð�å�»�†�Q#Ý�K�

���_  snmp-server host �¥�Ð�å�»�†�Q#Ý�M�•�G
�\�†�N�á�K�r�M��

• notification-type �_�c�
 mac-notification �Ÿ�î
�á�î�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 3 snmp-server enable traps mac-notification change �«�–�µ�³�_�|�•  MAC �š�f�º�Û�µ�É�b  NMS �l�b3æ
�™�†�–�¿�î�È�Ý�_�K�r�M��

�«�–�µ�³�_�|�•  MAC �š�f3û%±�º�Û�µ�É�b3æ�™�†
�¹�•�­�î�È�Ý�_�M�•�_�c�
 no snmp-server enable 
traps mac-notification change �¢�ß�î�Â�Ý  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 4 mac address-table notification change MAC �”�»�Þ�«�š�f3û%±�µ+��†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 5 mac address-table notification change [interval  value] | 
[history-size value]

�º�Û�µ�É  �–�å�±�î�Â�Ý  �±�–�Ò�\�š�T�¸�î�È�Ý�b�§
�–�¬�†
°�Š�K�r�M��

• >&�õ�–>' interval  value �_�c�
 NMS �_�P�K�Z#Õ
�B�I�€�•�›�º�Û�µ�É  �­�µ�º6ë�b3û%±�º�Û�µ�É  �–
�å�±�î�Â�Ý�†&Ê�"�)�[�æ���K�r�M���æ���[�A�•
(
�V�c  0 >|  2147483647 &Ê�[�M���¹�Ç�›�Ý�º�c  
1 &Ê�[�M��

• >&�õ�–>' history-size value �_�c�
 MAC 3û%±�š
�T�¸�î�È�Ý�b�q�±�š�å�º�Ü�X�†�æ���K�r�M���æ
���[�A�•(
�V�c  0 >|  500 �[�M���¹�Ç�›�Ý�º�c  1 
�[�M��

MAC �š�f3û%±�µ+��†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no 
mac address-table notification change �¢�ß�î�Â�Ý  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��
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'¨  4 'v       �«�–�µ�³�b'ö#.
MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.
���_�
�¿�µ�º�á�î�¡'ö#.�©�«�¸�Ò�\�K�Z  172.69.59.93 �†�æ���K�
�«�–�µ�³�_�|�•�¿�µ�º�á�î�¡'ö#.�©
�«�¸�Ò�l�b  MAC �š�f3û%±�º�Û�µ�É�b3æ�™�†�–�¿�î�È�Ý�_�K�
 MAC �š�f3û%±�µ+��†�–�¿�î�È�Ý�_�K�

�–�å�±�î�Â�Ý  �±�–�Ò�†  60 &Ê�
�š�T�§�–�¬�†  100 �š�å�º�Ü�_0¿���K�
"I���b�Ï�î�º�[  MAC �”�»�Þ�«�@
3ã�•�I�€�S���œ�b�º�Û�µ�É�†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# snmp-server host 172.69.59.93 private mac-notification
Switch(config)#  snmp-server enable traps mac-notification change
Switch(config)# mac address-table notification change
Switch(config)# mac address-table notification change interval 60
Switch(config)# mac address-table notification change history-size 100
Switch(config)#  interface fastethernet0/2
Switch(config-if)#  snmp trap mac-notification change added
Switch(config-if)#  end
Switch# show mac address-table  notification change interface
MAC Notification Feature is Enabled on the switch
MAC Notification Flags For All Ethernet Interfaces :
----------------------------------------------------
Interface            MAC Added Trap MAC Removed Trap
---------            -------------- ----------------
GigabitEthernet1/1   Enabled        Enabled         
GigabitEthernet1/2   Enabled        Enabled         
GigabitEthernet1/3   Enabled        Enabled         
GigabitEthernet1/4   Enabled        Enabled         
GigabitEthernet1/5   Enabled        Enabled         
GigabitEthernet1/6   Enabled        Enabled         
GigabitEthernet1/7   Enabled        Enabled         
GigabitEthernet1/8   Enabled        Enabled         
GigabitEthernet1/9   Enabled        Enabled         
GigabitEthernet1/10  Enabled        Enabled         
GigabitEthernet1/11  Enabled        Enabled         
GigabitEthernet1/12  Enabled        Enabled         

�«�̧ �µ�É 6 interface interface-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
�†6ä���K�
 SNMP MAC �š�f3û%±�º�Û�µ�É�†�–�¿�î
�È�Ý�_�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

�«�̧ �µ�É 7 snmp trap mac-notification change { added | removed} MAC �š�f3û%±�º�Û�µ�É�†�–�¿�î�È�Ý�_�K�r�M��

• added �†�æ���M�•�\�
�G�b�–�å�±�î�Ç�™�–�«�_  
MAC �”�»�Þ�«�@3ã�•�I�€�•�S�g�_  MAC �š�f
3û%±�º�Û�µ�É�@3æ�™�I�€�r�M��

• removed �†�æ���M�•�\�
�G�b�–�å�±�î�Ç�™�–�«
�?�}  MAC �”�»�Þ�«�@�P7V�I�€�•�S�g�_  MAC 
�š�f3û%±�º�Û�µ�É�@3æ�™�I�€�r�M��

"I���b�–�å�±�î�Ç�™�–�«�V�[  MAC �š�f3û%±�º�Û�µ
�É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no snmp trap 
mac-notification change { added | removed} �–�å
�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
�Q#Ý�K�r�M��

�«�̧ �µ�É 8 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 9 show mac address-table notification change interface

show running-config


°�Š�†&�1��K�r�M��

�«�̧ �µ�É 10 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†
�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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'¨  4 'v       �«�–�µ�³�b'ö#.
MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.
Switch#

MAC &ã�·3û%±�º�Û�µ�É�b0¿��

MAC &ã�·3û%±�†0¿���M�•�\�
 MAC �”�»�Þ�«�@� �M  VLAN 
Æ�b"I���b�Ï�î�º�?�}�9�b�Ï�î�º�_&ã�·�M
�•�S�g�_�
 SNMP 3û%±�@#Õ�B�I�€�
�¿�µ�º�á�î�¡'ö#.�©�«�¸�Ò�_3æ�™�I�€�r�M��

MAC &ã�·3û%±�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä��
�K�r�M��

�«�̧ �µ�É 2 snmp-server host host-addr [traps | informs] { version { 1 | 
2c | 3}} [auth | noauth | priv] community-string [udp-port 
port] [ notification-type]

�º�Û�µ�É  �Ó�µ�­�î�ª�b�w�™
��†�æ���K�r�M��

• host-addr �_�c�
 NMS �b�¡�S�r�S�c  IP �”�»�Þ
�«�†�æ���K�r�M��

• SNMP �º�Û�µ�É�†�Í�«�º�_3æ�™�M�•�_�c�

traps>&�¹�Ç�›�Ý�º>'�†�æ���K�r�M�� SNMP �_
���†�Í�«�º�_3æ�™�M�•�_�c�
 informs �†�æ���K
�r�M��

• �§�Ï�î�º�M�•  SNMP �Â�î�ª�Ù�å�†�æ���K�r�M��
informs �_�c�Â�î�ª�Ù�å  1>&�¹�Ç�›�Ý�º>'�†�Q#Ý
�[�A�r�O�‡��

• community-string �_�c�
3û%±�·�8�ì�_3æ�™�M�•
�«�º�Ü�å�¢�†�æ���K�r�M�� snmp-server host �¥
�Ð�å�»�†�Q#Ý�K�Z�G�b�«�º�Ü�å�¢�†0¿���[�A�r
�M�@�
�G�b�«�º�Ü�å�¢�†��*O�M�•�_�c�

snmp-server community �¥�Ð�å�»�†�Q#Ý�K�

���_  snmp-server host �¥�Ð�å�»�†�Q#Ý�M�•�G
�\�†�N�á�K�r�M��

• notification-type �_�c�
 mac-notification �Ÿ�î
�á�î�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 3 snmp-server enable traps mac-notification move �«�–�µ�³�_�|�•  MAC &ã�·3û%±�º�Û�µ�É�b  NMS �l
�b3æ�™�†�–�¿�î�È�Ý�_�K�r�M��

�«�–�µ�³�_�|�•  MAC 3û%±�º�Û�µ�É�b3æ�™�†�¹�•
�­�î�È�Ý�_�M�•�_�c�
 no snmp-server enable traps 
mac-notification move �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 4 mac address-table notification mac-move MAC &ã�·3û%±�µ+��†�–�¿�î�È�Ý�_�K�r�M��

�G�b�µ+��†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no 
mac-address-table notification mac-move �¢�ß�î
�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�Q#Ý�K�r�M��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��
4-25
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



 

'¨  4 'v       �«�–�µ�³�b'ö#.
MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.
���_�
�¿�µ�º�á�î�¡'ö#.�©�«�¸�Ò�\�K�Z  172.69.59.93 �†�æ���K�
�«�–�µ�³�_�|�•  MAC &ã�·3û%±�º
�Û�µ�É�b  NMS �l�b3æ�™�†�–�¿�î�È�Ý�_�K�
 MAC &ã�·3û%±�µ+��†�–�¿�î�È�Ý�_�K�
 MAC �”�»�Þ�«�@
"I���b�Ï�î�º�?�}�9�b�Ï�î�º�_&ã�·�M�•���œ�b�º�Û�µ�É�†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# snmp-server host 171.69.59.93 private mac-notification
Switch(config)#  snmp-server enable traps mac-notification move
Switch(config)# mac address-table notification mac-move
Switch(config)#  end
Switch# show mac address-table  notification mac-move
MAC Move Notification: Enabled

MAC �K�A�8�Í3û%±�º�Û�µ�É�b0¿��

MAC �K�A�8�Í3û%±�†0¿���M�•�\�
 MAC Address Table>&MAT >'�K�A�8�Í�b�D7H�Í�_4)�K�S�ì!l�r�S�c
�D7H�Í�†2x�<�S�ì!l�[�
 SNMP 3û%±�@#Õ�B�I�€�
�¿�µ�º�á�î�¡'ö#.�©�«�¸�Ò�_3æ�™�I�€�r�M��

MAC �”�»�Þ�«�K�A�8�Í3û%±�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

�«�̧ �µ�É 6 show mac address-table notification mac-move

show running-config

MAC &ã�·3û%±�«�¸�î�±�«�†/²&g�K�r�M��

�«�̧ �µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†
�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä��
�K�r�M��

�«�̧ �µ�É 2 snmp-server host host-addr [traps | informs] { version { 1 | 
2c | 3}} [auth | noauth | priv] community-string [udp-port 
port] [ notification-type]

�º�Û�µ�É  �Ó�µ�­�î�ª�b�w�™
��†�æ���K�r�M��

• host-addr �_�c�
 NMS �b�¡�S�r�S�c  IP �”�»�Þ
�«�†�æ���K�r�M��

• SNMP �º�Û�µ�É�†�Í�«�º�_3æ�™�M�•�_�c�

traps>&�¹�Ç�›�Ý�º>'�†�æ���K�r�M�� SNMP �_
���†�Í�«�º�_3æ�™�M�•�_�c�
 informs �†�æ���K
�r�M��

• �§�Ï�î�º�M�•  SNMP �Â�î�ª�Ù�å�†�æ���K�r�M��
informs �_�c�Â�î�ª�Ù�å  1>&�¹�Ç�›�Ý�º>'�†�Q#Ý
�[�A�r�O�‡��

• community-string �_�c�
3û%±�·�8�ì�_3æ�™�M�•
�«�º�Ü�å�¢�†�æ���K�r�M�� snmp-server host �¥
�Ð�å�»�†�Q#Ý�K�Z�G�b�«�º�Ü�å�¢�†0¿���[�A�r
�M�@�
�G�b�«�º�Ü�å�¢�†��*O�M�•�_�c�

snmp-server community �¥�Ð�å�»�†�Q#Ý�K�

���_  snmp-server host �¥�Ð�å�»�†�Q#Ý�M�•�G
�\�†�N�á�K�r�M��

• notification-type �_�c�
 mac-notification �Ÿ�î
�á�î�»�†�Q#Ý�K�r�M��
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'¨  4 'v       �«�–�µ�³�b'ö#.
MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.
���_�
�¿�µ�º�á�î�¡'ö#.�©�«�¸�Ò�\�K�Z  172.69.59.93 �†�æ���K�
 MAC �K�A�8�Í3û%±�µ+��†�–�¿�î�È�Ý
�_�K�
�«�–�µ�³�_�|�•  MAC �K�A�8�Í3û%±�º�Û�µ�É�b  NMS �l�b3æ�™�†�–�¿�î�È�Ý�_�K�
6ë7x�†  123 &Ê
�_0¿���K�
�D7H�Í�†  78% �_0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# snmp-server host 171.69.59.93 private mac-notification
Switch(config)#  snmp-server enable traps mac-notification threshold
Switch(config)# mac address-table notification threshold
Switch(config)# mac address-table notification threshold interval 123
Switch(config)# mac address-table notification threshold limit 78
Switch(config)#  end
Switch# show mac-address-table notification threshold
     Status       limit        Interval
-------------+-----------+-------------
   enabled        78           123
Switch#

�«�±�¸�•�µ�¡  �”�»�Þ�«  �š�å�º�Ü�b3ã�•�>�|�g�P7V

�«�±�¸�•�µ�¡  �”�»�Þ�«�_�c�
���b"I�ö�@�6�~�r�M��

• �”�»�Þ�«  �¸�î�È�Ý�l�b3ã�•�>�|�g�”�»�Þ�«  �¸�î�È�Ý�?�}�b�P7V�c�
�m�·�[/œ�:�²0[�@�6�~�r�M��

• �Ø�½�Ÿ�Õ�«�º�r�S�c�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�\�K�Z0¿���[�A�r�M��

• �‡7H�)�€�_�^�•�G�\�c�^�C�
�«�–�µ�³�@
Ì2s�·�K�Z�v)T�â�I�€�r�M��

�«�̧ �µ�É 3 snmp-server enable traps mac-notification threshold �«�–�µ�³�_�|�•  MAC �K�A�8�Í3û%±�º�Û�µ�É�b  
NMS �l�b3æ�™�†�–�¿�î�È�Ý�_�K�r�M��

�«�–�µ�³�_�|�•  MAC �K�A�8�Í3û%±�º�Û�µ�É�b3æ�™
�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no snmp-server 
enable traps mac-notification threshold �¢�ß�î�Â
�Ý �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 4 mac address-table notification threshold MAC �”�»�Þ�«�K�A�8�Í3û%±�µ+��†�–�¿�î�È�Ý�_�K
�r�M��

�G�b�µ+��†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no 
address-table notification threshold �¢�ß�î�Â�Ý  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 5 mac address-table notification threshold [limit 
percentage] | [interval time]

MAT �Q#Ý"á�†�Ô�½�±�Ü�å�¢�M�•�S�u�b�K�A�8�Í�†

°�Š�K�r�M��

• >&�õ�–>' limit percentage �_�c�
 MAT �<#Ý"á�b
�m�œ�†�æ���K�r�M���æ���[�A�•�Í�c�
 1 >|  
100% �[�M���¹�Ç�›�Ý�º�c  50% �[�M��

• >&�õ�–>' interval time �_�c�
3û%±�b6ë7x�†�æ��
�K�r�M���æ���[�A�•�Í�c�
 120 &Ê�è�V�[�M���¹
�Ç�›�Ý�º�c  120 &Ê�[�M��

�«�̧ �µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show mac address-table notification threshold

show running-config

MAT �<#Ý"á�K�A�8�Í3û%±�«�¸�î�±�«�†/²&g�K�r�M��

�«�̧ �µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†
�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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'¨  4 'v       �«�–�µ�³�b'ö#.
MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.
�«�±�¸�•�µ�¡  �”�»�Þ�«�†3ã�•�>�|�g�P7V�[�A�
�r�S�
�«�±�¸�•�µ�¡  �”�»�Þ�«�b3?3æ�·�8�†��*O�[�A�r
�M��3?3æ�·�8�c�
�Ã�£�µ�º�†�w�™�K�S�Ï�î�º�@�
�9�b�Ï�î�º�_�Ã�£�µ�º�†3?3æ�M�•�·�8�†�ô���K�r�M��
�Ï�î�º�c�²�N�a�^�C�\�v  1 �X�b  VLAN �\�P�Â�K�Z�8�•�b�[�
�«�–�µ�³�c�æ���I�€�S�Ï�î�º�?�}�
�”�»
�Þ�«�_�P�Â�M�•  VLAN ID �†�v�“�K�r�M��3æ�™
–�Ï�î�º�H�\�_�
��
›�Ï�î�º�b�Ü�«�º�†�9���_�æ���[�A
�r�M��

"I���b�”�»�Þ�«�@�«�±�¸�•�µ�¡�\�K�Z
°�Š�I�€�Z�8�^�8  VLAN �_�
�Q�b�«�±�¸�•�µ�¡  �”�»�Þ�«�†�â�X
�Ã�£�µ�º�@�?%T�M�•�\�
�M�m�Z�b�Ï�î�º�_�Ã�£�µ�º�@�Ç�Û�µ�¹�•�å�¢�I�€�
�Û*f�I�€�r�O�‡��

�”�»�Þ�«  �¸�î�È�Ý�_�«�±�¸�•�µ�¡  �”�»�Þ�«�†3ã�•�M�•�_�c�
��
›  MAC �Ø�½�Ÿ�Õ�«�º  �”�»�Þ�«�\�
�Q
�b3æ�™
– VLAN �†�æ���K�r�M���G�b��
›�”�»�Þ�«�[�w�™�K�S�Ã�£�µ�º�c�
 interface-id �œ�É�©�Ù�å�[�æ
���I�€�S�–�å�±�î�Ç�™�–�«�_3?3æ�I�€�r�M��

�É�Û�–�Ë�î�º  VLAN �b�É�Û�–�Ð�Ü�r�S�c�­�•�å�²�Ü  VLAN 
Æ�_�«�±�¸�•�µ�¡  MAC �”�»�Þ�«�†0¿���K
�S���œ�
� �L�«�±�¸�•�µ�¡  MAC �”�»�Þ�«�†�M�m�Z�b6õ4�  VLAN �_0¿���M�•�²0[�@�6�~�r�M���É�Û�–
�Ë�î�º  VLAN �b�É�Û�–�Ð�Ü�r�S�c�­�•�å�²�Ü  VLAN �_0¿���I�€�S�«�±�¸�•�µ�¡  MAC �”�»�Þ�«�c6õ4�  
VLAN �_�c0
0��I�€�r�O�‡���É�Û�–�Ë�î�º  VLAN �b0ò(ý�_�X�8�Z�c�
 '¨ 40 'v���É�Û�–�Ë�î�º  VLAN 
�b0¿���� �†�g!·�K�Z�C�T�I�8��

�«�±�¸�•�µ�¡  �”�»�Þ�«�†3ã�•�M�•�_�c�
���b�8���†/œ�8�r�M��

���b�[�[�c�
 MAC �”�»�Þ�«  �¸�î�È�Ý�_�«�±�¸�•�µ�¡  �”�»�Þ�«  c2f3.220a.12f4 �†3ã�•�M�•�‰�2�†&g�K
�r�M�� VLAN 4 �[�G�b  MAC �”�»�Þ�«�†��
›�”�»�Þ�«�\�K�Z�Ã�£�µ�º�†�w�™�M�•�\�
�Ã�£�µ�º�c�æ���I
�€�S�Ï�î�º�_3?3æ�I�€�r�M��

Switch# configure terminal
Switch(config)# mac address-table static c2f3.220a.12f4 vlan 4 interface 
gigabitethernet0/1

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 mac address-table static mac-addr vlan 
vlan-id interface interface-id 

MAC �”�»�Þ�«  �¸�î�È�Ý�_�«�±�¸�•�µ�¡  �”�»�Þ�«�†3ã�•�K�r�M��

• mac-addr �_�c�
�”�»�Þ�«  �¸�î�È�Ý�_3ã�•�M�•��
›  MAC �Ø�½�Ÿ�Õ
�«�º  �”�»�Þ�«�†�æ���K�r�M���G�b��
›�”�»�Þ�«�†�â�X�Ã�£�µ�º�@�æ
���K�S  VLAN �_%T�™�M�•�\�
�æ���K�S�–�å�±�î�Ç�™�–�«�_3?3æ�I�€
�r�M��

• vlan-id �_�c�
�æ���K�S  MAC �”�»�Þ�«�†�â�X�Ã�£�µ�º�†�w�™�M�•  
VLAN �†�æ���K�r�M���æ���[�A�•  VLAN ID �b(
�V�c  1 >|  4094 �[
�M��

• interface-id �_�c�
�w�™�K�S�Ã�£�µ�º�b3?3æ
›�–�å�±�î�Ç�™�–�«�†�æ
���K�r�M���w� �^�–�å�±�î�Ç�™�–�«�c�
"@#.�Ï�î�º�r�S�c�Ï�î�º  
�³�Õ�¿�Ý�[�M���«�±�¸�•�µ�¡  �Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�b���œ�
0
�X
�b�–�å�±�î�Ç�™�–�«  ID �†
°�Š�[�A�r�M���«�±�¸�•�µ�¡  �Ø�½�Ÿ�Õ�«
�º  �”�»�Þ�«�b���œ�
�–�å�±�î�Ç�™�–�«�c� �ì�_  1 �X�K�?
°�Š�[�A�r
�O�‡���S�T�K�
� �L  MAC �”�»�Þ�«�>�|�g  VLAN ID �†�æ���M�•�\�

�¥�Ð�å�»�†0
�X�G
°�Š�[�A�r�M��

�”�»�Þ�«  �¸�î�È�Ý�?�}�«�±�¸�•�µ�¡  �š�å�º�Ü�†�P7V�M�•�_�c�
 no mac 
address-table static mac-addr vlan vlan-id [interface interface-id] �¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show mac address-table static 
°�Š�†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  4 'v       �«�–�µ�³�b'ö#.
MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.
Switch(config)#  end
Switch#

�Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�b0¿��

>&�@>' �Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�c�
 Supervisor Engine 6-E �[�c�§�Ï�î�º�I�€�Z �8�r�O�‡ ��

�Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�@�–�¿�î�È�Ý�b���œ�
�«�–�µ�³�c�
"I���b3æ�™
–  MAC �”
�»�Þ�«�r�S�c��
›  MAC �”�»�Þ�«�†�â�X�Ã�£�µ�º�†�»�ß�µ�É�K�r�M���G�b�µ+��c�¹�Ç�›�Ý�º�[�c�¹�•
�­�î�È�Ý�[�
�Ø�½�Ÿ�Õ�«�º  �«�±�¸�•�µ�¡  �”�»�Þ�«�T�E�†�§�Ï�î�º�K�Z�8�r�M��

�G�b�µ+��†�Q#Ý�M�•���œ�c�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

• �Ð�Ý�³�Ÿ�Õ�«�º  MAC �”�»�Þ�«�
�È�ß�î�»�Ÿ�Õ�«�º  MAC �”�»�Þ�«�
�>�|�g�Ý�î�±  MAC �”�»�Þ�«
�c�§�Ï�î�º�I�€�r�O�‡�� mac address-table static mac-addr vlan vlan-id drop �¢�ß�î�Â�Ý  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�M�•�\�A�_�
�G�€�}�b�”�»�Þ�«�b�8�N�€�?�†�æ���M�•�\�
��
�b�8�N�€�?�b�Ó�µ�­�î�ª�@/²&g�I�€�r�M��

% Only unicast addresses can be configured to be dropped

% CPU destined address cannot be configured as drop address

• CPU �_3?3æ�I�€�•�Ã�£�µ�º�v�§�Ï�î�º�I�€�r�O�‡��

• �Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«�†�«�±�¸�•�µ�¡  �”�»�Þ�«�\�K�Z3ã�•�K�
 �Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«  
�Ç�•�Ý�±�Ü�å�¢�†0¿���M�•���œ�c�
�q�‹�_
°�Š�I�€�S�¥�Ð�å�»�_�Â�L�Z�
�«�–�µ�³�c  MAC �”�»�Þ
�«�†�«�±�¸�•�µ�¡  �”�»�Þ�«�\�K�Z3ã�•�M�•�?�
�r�S�c�Q�b  MAC �”�»�Þ�«�†�â�X�Ã�£�µ�º�†�»�ß�µ
�É�K�r�M�� 2 $��u�_
°�Š�K�S�¥�Ð�å�»�c�
�q�6�b�¥�Ð�å�»�†�V�i�A�K�r�M��

�S�\�<�d�
 mac address-table static mac-addr vlan vlan-id interface �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�_)F�E�Z�
 mac address-table static mac-addr vlan vlan-id drop �¥�Ð�å�»�†

°�Š�M�•�\�
�«�–�µ�³�c�
3æ�™
–�r�S�c��
›�\�K�Z�æ���I�€�S  MAC �”�»�Þ�«�†�â�X�Ã�£�µ�º�†�»
�ß�µ�É�K�r�M��

mac address-table static mac-addr vlan vlan-id drop �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å
�»�_)F�E�Z�
 mac address-table static mac-addr vlan vlan-id interface �¥�Ð�å�»�†
°�Š�M�•�\�
�«
�–�µ�³�c�
�«�±�¸�•�µ�¡  �”�»�Þ�«�\�K�Z  MAC �”�»�Þ�«�†3ã�•�K�r�M��

�Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�†�–�¿�î�È�Ý�_�K�Z�
�«�–�µ�³�@"I���b�”�»�Þ�«�†�â�X
�Ã�£�µ�º�†�»�ß�µ�É�M�•�|�:�_0¿���M�•�_�c�
3æ�™
–�r�S�c��
›�Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«�>�|�g�w
�™
��b  VLAN �†�æ���K�r�M��
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'¨  4 'v       �«�–�µ�³�b'ö#.
MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.
�«�–�µ�³�@3æ�™
–�r�S�c��
›�Ø�½�Ÿ�Õ�«�º  �«�±�¸�•�µ�¡  �”�»�Þ�«�†�»�ß�µ�É�M�•�|�:0¿���M�•�_�c�

���b�8���†/œ�8�r�M��

���b�[�[�c�
�Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�†�–�¿�î�È�Ý�_�K�
 c2f3.220a.12f4 �b3æ�™

–�r�S�c��
›�”�»�Þ�«�†�â�X�Ã�£�µ�º�†�»�ß�µ�É�M�•�|�:�_�«�–�µ�³�†0¿���M�•�‰�2�†&g�K�r�M��3æ�™

–�r�S�c��
›�\�K�Z�G�b  MAC �”�»�Þ�«�†�â�X�Ã�£�µ�º�@  VLAN4 �V�[�w�™�I�€�S���œ�
�Ã�£�µ�º�@�»
�ß�µ�É�I�€�r�M��

Switch# configure terminal
Switch(config)# mac address-table static c2f3.220a.12f4 vlan 4 drop
Switch(config)#  end
Switch#

�”�»�Þ�«  �¸�î�È�Ý  �š�å�º�Ü�b/²&g

/² 4-4 �_&g�M 1 �X�r�S�c0
�X�b"I�’  EXEC �¥�Ð�å�»�†�Q#Ý�M�•�\�
 MAC �”�»�Þ�«  �¸�î�È�Ý�†/²&g�[
�A�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 mac address-table static mac-addr vlan 
vlan-id drop 

�Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�†�–�¿�î�È�Ý�_�K�
�«�–�µ
�³�@�æ���K�S3æ�™
–�r�S�c��
›�Ø�½�Ÿ�Õ�«�º  �«�±�¸�•�µ�¡  �”�»�Þ�«�†�â
�X�Ã�£�µ�º�†�»�ß�µ�É�M�•�|�:�_0¿���K�r�M��

• mac-addr �_�c�
3æ�™
–�r�S�c��
›�Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«�†�æ
���K�r�M���G�b  MAC �”�»�Þ�«�†�â�X�Ã�£�µ�º�c�»�ß�µ�É�I�€�r�M��

• vlan-id �_�c�
�æ���K�S  MAC �”�»�Þ�«�†�â�X�Ã�£�µ�º�†�w�™�M�•  
VLAN �†�æ���K�r�M���æ���[�A�•  VLAN ID �b(
�V�c  1 >|  4094 �[
�M��

�Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�†�¹�•�­�î�È�Ý�_�M�•�_
�c�
 no mac address-table static mac-addr vlan vlan-id �¢�ß�î�Â�Ý  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show mac address-table static 
°�Š�†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

/² 4-4 MAC �”�»�Þ�«  �¸�î�È�Ý/²&g#Ý�b�¥�Ð�å�»

�¥�Ð�å�» 1��Â

show ip igmp snooping groups �M�m�Z�b VLAN �r�S�c�æ���I�€�S  VLAN �_�P�M�•�Þ�–�Ö  2 �Ð�Ý�³�Ÿ�Õ�«�º  �š�å
�º�Ü�†/²&g�K�r�M��

show mac address-table address �æ���I�€�S  MAC �”�»�Þ�«�b  MAC �”�»�Þ�«  �¸�î�È�Ý�_���†/²&g�K�r�M��

show mac address-table aging-time �M�m�Z�b VLAN �r�S�c�æ���I�€�S  VLAN �b�š�î�ª�å�¢  �±�–�Ò�†/²&g�K�r�M��

show mac address-table count �M�m�Z�b VLAN �r�S�c�æ���I�€�S  VLAN �[�Ñ�~�K�Z�8�•�”�»�Þ�«�X�†/²&g�K�r
�M��

show mac address-table dynamic �²�–�¼�Ñ�µ�¡  MAC �”�»�Þ�«  �¸�î�È�Ý  �š�å�º�Ü�b�s�†/²&g�K�r�M��

show mac address-table interface �æ���I�€�S�–�å�±�î�Ç�™�–�«�b  MAC �”�»�Þ�«  �¸�î�È�Ý�_���†/²&g�K�r�M��

show mac address-table notification MAC 3û%±�Ã�Û�Ó�î�±�>�|�g�š�T�¸�î�È�Ý�†/²&g�K�r�M��
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'¨  4 'v       �«�–�µ�³�b'ö#.
ARP �¸�î�È�Ý�b'ö#.
ARP �¸�î�È�Ý�b'ö#.
�¹�Â�–�«�\3û�™�M�•�_�c>&�–�î�§�¿�µ�º�V�b�¹�Â�–�«�^�]>' �
�¯�Ç�º�˜�™�”�c�q�6�_�Q�b�¹�Â�–�«�b  48 
�Å�µ�º  MAC �”�»�Þ�«�r�S�c�ß�î�•�Ý  �¹�î�±  �Ü�å�¡  �”�»�Þ�«�†�Û*f�M�•�²0[�@�6�~�r�M�� IP �”�»�Þ�«
�?�}�ß�î�•�Ý  �¹�î�±  �Ü�å�¡  �”�»�Þ�«�†�Û*f�M�•�É�ß�­�«�†�
 �”�»�Þ�«0Ž�ô �\�8�8�r�M��

�”�»�Þ�«0Ž�ô�É�ß�º�¥�Ý>& ARP>'�c�
�Í�«�º  IP �”�»�Þ�«�†�
0ñ�\�M�•�Ó�¹�•�”�r�S�c  MAC �”�»�Þ�«
�>�|�g  VLAN ID �_�P�Â�Ü�E�r�M�� IP �”�»�Þ�«�†�Q#Ý�K�Z�
 ARP �c�P�Â�M�•  MAC �”�»�Þ�«�†0b�X�E
�r�M�� MAC �”�»�Þ�«�@0b�X�?�•�\�
 IP �\  MAC �”�»�Þ�«�\�b�P�Â�†  ARP �Ÿ�Õ�µ�©�×�_�A(á�K�
�M�d
�x�C�è(ô�[�A�•�|�:�_�K�r�M���Q�b�‹�
 IP �¹�î�±�¢�Û�Ò�@�Ü�å�¡�™�Ç�Þ�î�Ò�_�•�É�­�Ý�ì�I�€�
�¿�µ
�º�á�î�¡�†3û�L�Z3æ�™�I�€�r�M���–�î�§�¿�µ�º�è�¥�b  IEEE 802 �¿�µ�º�á�î�¡�_�>�E�•  IP �¹�î�±�¢�Û
�Ò�b�•�É�­�Ý�ì�>�|�g  ARP 0[�Ó / �Â'Å�_�X�8�Z�c�
�§�È�¿�µ�º�á�î�¡  �”�¡�­�«  �É�ß�º�¥�Ý>& SNAP>'
�[0d���I�€�Z�8�r�M�� IP �–�å�±�î�Ç�™�–�«�[�c�
�† =$×�^�–�î�§�¿�µ�º�g�'�b  ARP �•�É�­�Ý�ì>& arpa 
�Ÿ�î�á�î�»�[/²�I�€�•>'�@�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M��

�m�·�[�¸�î�È�Ý�_3ã�•�I�€�S  ARP �š�å�º�Ü�c�‡7H�)�€�_�^�}�^�8�b�[�
�m�·�[�P7V�M�•�²0[�@�6�~�r
�M��

CLI �b�m8p�_�X�8�Z�c�
 Cisco.com �[
°�m�•+��^  Cisco IOS Release 12.3 �b�Ð�½�×�”�Ý�†�g!·�K�Z�C�T
�I�8��

)��s3¸�s  CiscoView �§�Ï�î�º�b0¿��
Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
 Catalyst Web Interface>&CWI>'�¶�î�Ý�†�Q#Ý�K�S  CiscoView Web 
�Ë�î�«�b'ö#.�µ+��†�§�Ï�î�º�K�Z�8�r�M�� CiscoView �c�
�«�–�µ�³  �Ç�Û�µ�©�×�V�_)��s3¸�t�G�\�@�[
�A�•�¹�Â�–�«'ö#.�”�É�Ü�£�î�©�Ù�å�[�
�«�–�µ�³�b�²�–�¼�Ñ�µ�¡  �«�¸�î�±�«�
�Ô�½�±�Ü�å�¢�
�>�|�g
0¿���_���†�f�j�K�r�M�� CiscoView �[�c�
�Ô�ª�×�î�Ý�\�Ï�î�º�@,
�(�E�I�€�S�«�–�µ�³  �©�Õ�î�©�b"@
#.$×�Å�×�î�†/²&g�K�r�M���Ô�½�±�Ü�å�¢�µ+��†�Q#Ý�M�•�\�
�«�–�µ�³�b�«�¸�î�±�«�
�Ã�Ç�›�î�Ð�å�«�

�>�|�g�Q�b�Ú�b)+0£�_���@/²&g�I�€�r�M���²0[�^�­�Ÿ�×�Ü�¸�•�’7H�@�Z�<�}�€�Z�8�€�d�
0¿���µ+��_
�|�W�Z�
�¹�Â�–�«�_�I�r�J�r�^�š�f�†�•�<�•�G�\�@�[�A�r�M�� Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b0¿��
�µ+��>�|�g�Ô�½�±�Ü�å�¢�µ+��c�
 CiscoWorks LAN Management Solution>&LMS>'�>�|�g  CiscoWorks 
Routed WAN Management Solution>&RWAN>'�†�µ�t�M�m�Z�b�§�î�Â�Ë�î�«�b  CiscoWorks �¯�Ü�×�î
�©�Ù�å�b  CiscoView �[�Q#Ý�•+��^�µ+��\� �M�[�M��

�G�G�[�c�
 Cisco IOS Release 12.1(20)EW �è7F�b�Ü�Ü�î�«�[�Q#Ý�[�A�•)��s3¸�s  CiscoView �§�Ï�î�º
�_�X�8�Z1��Â�K�r�M��

• ��)��s3¸�s  CiscoView �b�+0[�� >&P.4-32>'

• ��)��s3¸�s  CiscoView �b�–�å�«�º�î�Ý�>�|�g0¿���� >&P.4-32>'

• ��)��s3¸�s  CiscoView �_���b/²&g�� >&P.4-34>'

show mac address-table static �«�±�¸�•�µ�¡  MAC �”�»�Þ�«  �¸�î�È�Ý  �š�å�º�Ü�T�E�†/²&g�K�r�M��

show mac address-table vlan �æ���I�€�S  VLAN �b  MAC �”�»�Þ�«  �¸�î�È�Ý�_���†/²&g�K�r�M��

/² 4-4 MAC �”�»�Þ�«  �¸�î�È�Ý/²&g#Ý�b�¥�Ð�å�»  >&)F�A>'

�¥�Ð�å�» 1��Â
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'¨  4 'v       �«�–�µ�³�b'ö#.
)��s3¸�s  CiscoView �§�Ï�î�º�b0¿��
)��s3¸�s  CiscoView �b�+0[

)��s3¸�s  CiscoView �¿�µ�º�á�î�¡'ö#.�©�«�¸�Ò�c�
 Web �Ë�î�«�b�–�å�±�î�Ç�™�–�«�[�M�� HTTP �>�|
�g  SNMP �†�Q#Ý�K�Z�«�–�µ�³�†�¢�Û�Ç�•�µ�¡/²&g�K�
 GUI �Ë�î�«�b'ö#.�>�|�g0¿���–�å�±�î�Ç�™�–�«
�†�f�j�K�r�M�����b  URL �[)��s3¸�s  CiscoView �b  Java Archive>&JAR>'�Ç�“�–�Ý�†�²�˜�å�ß�î�»�[�A
�r�M�� http://www.cisco.com/cgi-bin/tablebuild.pl/cview-cat4000

)��s3¸�s  CiscoView �b�–�å�«�º�î�Ý�>�|�g0¿��

)��s3¸�s  CiscoView �b�–�å�«�º�î�Ý�>�|�g0¿���†/œ�:�_�c�
���b�8���†/œ�8�r�M��

>&�@>' �«�–�µ�³  Web �Ì�î�ª�_�”�¡�­�«�M�•�S�u�b�¹�Ç�›�Ý�º�b�Ã�«�á�î�»�c�
�«�–�µ�³�b�–�¿�î�È�Ý�Þ�Ë�Ý  
�Ã�«�á�î�»�[�M��

���_�
�«�–�µ�³�_)��s3¸�s  CiscoView �†�–�å�«�º�î�Ý�>�|�g0¿���M�•�[�†&g�K�r�M��

Switch# dir
Directory of bootflash:/
Directory of bootflash:/
    1  -rw-     9572396  Dec 30 2002 01:05:01 +00:00  cat4000-i9k2s-mz.121-19.EW
    2  -rw-     9604192   Jan 3 2003 07:46:49 +00:00  cat4000-i5k2s-mz.121-19.EW
    3  -rw-     1985024  Jan 21 2003 03:31:20 +00:00  Cat4000IOS.v4-0.tar
    4  -rw-     1910127  Jan 23 2003 04:23:39 +00:00  cv/Cat4000IOS-4.0.sgz
    5  -rw-        7258  Jan 23 2003 04:23:46 +00:00  cv/Cat4000IOS-4.0_ace.html

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Router# dir device_name  �¹�Â�–�«�b
Æ���†/²&g�K�r�M��

)��s3¸�s  CiscoView �†�6�u�Z�–�å�«�º�î�Ý�M�•���œ�

�r�S�c  CiscoView �¹�•�Þ�¡�º�Ü�@'5�b���œ�_�c�
 �«
�¸�µ�É 5 �_4
�‡�[�C�T�I�8��

�«�̧ �µ�É 2 Switch# delete device_name :cv/*  CiscoView �¹�•�Þ�¡�º�Ü�?�}�¤�Ñ�b�Ç�“�–�Ý�†�P7V�K�r
�M��

�«�̧ �µ�É 3 Switch# squeeze device_name :  �Ç�“�–�Ý  �©�«�¸�Ò�b�«�Ì�î�«�†�G�Ÿ�K�r�M��

�«�̧ �µ�É 4 Switch# copy tftp bootflash tar �Ç�“�–�Ý�†�È�î�º�Ç�Û�µ�©�×�_�¥�Æ�î�K�r�M��

�«�̧ �µ�É 5 Switch# archive tar /xtract tftp:// 
ip address of tftp server /ciscoview.tar 
device_name :cv  

Trivial File Transfer Protocol>&TFTP; (F�Æ�Ç�“�–�Ý3?3æ
�É�ß�º�¥�Ý>'�§�î�Â�V�b  tar �Ç�“�–�Ý�?�}  CiscoView 
�¹�•�Þ�¡�º�Ü�_�
 CiscoView �Ç�“�–�Ý�†�³���K�r�M��

�«�̧ �µ�É 6 Switch# dir device_name :  �¹�Â�–�«�b
Æ���†/²&g�K�r�M��


Õ6×�S�B�b���œ�c�

Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�Ç�“
�–�Ý  �©�«�¸�Ò�_�X�8�Z �«�¸�µ�É 1 >| �«�¸�µ�É 6 �†)Þ�~
3É�K�r�M��

�«�̧ �µ�É 7 Switch# configure terminal  �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 8 Switch(config)#  ip http server  HTTP Web �§�î�Â�†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 9 Switch(config)#  snmp-server community  string  ro  1��s�v�~�S#Ý�·�8�b  SNMP �Ã�«�á�î�»�†0¿���K�r�M��

�«�̧ �µ�É 10 Switch(config)#  snmp-server community  string  rw  1��s�v�~ / �i�A3¸�s#Ý�·�8�b  SNMP �Ã�«�á�î�»�†0¿���K
�r�M��
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'¨  4 'v       �«�–�µ�³�b'ö#.
)��s3¸�s  CiscoView �§�Ï�î�º�b0¿��
    6  -rw-         405  Jan 23 2003 04:23:46 +00:00  cv/Cat4000IOS-4.0_error.html
    7  -rw-        2738  Jan 23 2003 04:23:46 +00:00  cv/Cat4000IOS-4.0_install.html
    8  -rw-       20450  Jan 23 2003 04:23:46 +00:00  cv/Cat4000IOS-4.0_jks.jar
    9  -rw-       20743  Jan 23 2003 04:23:46 +00:00  cv/Cat4000IOS-4.0_nos.jar
   10  -rw-       12383  Jan 23 2003 04:23:46 +00:00  cv/applet.html
   11  -rw-         529  Jan 23 2003 04:23:46 +00:00  cv/cisco.x509
   12  -rw-        2523  Jan 23 2003 04:23:46 +00:00  cv/identitydb.obj
   13  -rw-        1173  Mar 19 2003 05:50:26 +00:00  post-2003.03.19.05.50.07-passed.txt

32578556 bytes total (38199688 bytes free)
Switch# 
Switch# del cv/*
Delete filename [cv/*]? 
Delete bootflash:cv/Cat4000IOS-4.0.sgz? [confirm]y
Delete bootflash:cv/Cat4000IOS-4.0_ace.html? [confirm]y
Delete bootflash:cv/Cat4000IOS-4.0_error.html? [confirm]y
Delete bootflash:cv/Cat4000IOS-4.0_install.html? [confirm]y
Delete bootflash:cv/Cat4000IOS-4.0_jks.jar? [confirm]y
Delete bootflash:cv/Cat4000IOS-4.0_nos.jar? [confirm]y
Delete bootflash:cv/applet.html? [confirm]y
Delete bootflash:cv/cisco.x509? [confirm]y
Delete bootflash:cv/identitydb.obj? [confirm]y
Switch#

Switch# squeeze bootflash:
All deleted files will be removed. Continue? [confirm]y
Squeeze operation may take a while. Continue? [confirm]y
Squeeze of bootflash complete
Switch#
Switch# copy tftp bootflash
Address or name of remote host []? 10.5.5.5
Source filename []? Cat4000IOS.v5-1.tar 
Destination filename [Cat4000IOS.v5-1.tar]? 
Accessing tftp://10.5.5.5/Cat4000IOS.v5-1.tar...
Loading Cat4000IOS.v5-1.tar from 10.5.5.5 (via FastEthernet2/1): 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
[OK - 2031616 bytes]

2031616 bytes copied in 11.388 secs (178400 bytes/sec)
Switch#
Switch# dir
Directory of bootflash:/

Directory of bootflash:/
    1  -rw-     9572396  Dec 30 2002 01:05:01 +00:00  cat4000-i9k2s-mz.121-19.EW
    2  -rw-     9604192   Jan 3 2003 07:46:49 +00:00  cat4000-i5k2s-mz.121-19.EW
    3  -rw-     1985024  Jan 21 2003 03:31:20 +00:00  Cat4000IOS.v4-0.tar
    4  -rw-        1173  Mar 19 2003 05:50:26 +00:00  post-2003.03.19.05.50.07-passed.txt
    5  -rw-     2031616  Mar 26 2003 05:33:12 +00:00  Cat4000IOS.v5-1.tar

32578556 bytes total (38199688 bytes free)

Switch#
Switch# archive tar /xtract Cat4000IOS.v5-1.tar /cv
extracting Cat4000IOS-5.1.sgz (1956591 bytes)
extracting Cat4000IOS-5.1_ace.html (7263 bytes)
extracting Cat4000IOS-5.1_error.html (410 bytes)
extracting Cat4000IOS-5.1_install.html (2743 bytes)
extracting Cat4000IOS-5.1_jks.jar (20450 bytes)
extracting Cat4000IOS-5.1_nos.jar (20782 bytes)
extracting applet.html (12388 bytes)
extracting cisco.x509 (529 bytes)
extracting identitydb.obj (2523 bytes)
Switch#
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'¨  4 'v       �«�–�µ�³�b'ö#.
)��s3¸�s  CiscoView �§�Ï�î�º�b0¿��
Switch# dir

Directory of bootflash:/
    1  -rw-     9572396  Dec 30 2002 01:05:01 +00:00  cat4000-i9k2s-mz.121-19.EW
    2  -rw-     9604192   Jan 3 2003 07:46:49 +00:00  cat4000-i5k2s-mz.121-19.EW
    3  -rw-     1985024  Jan 21 2003 03:31:20 +00:00  Cat4000IOS.v4-0.tar
    4  -rw-        1173  Mar 19 2003 05:50:26 +00:00  post-2003.03.19.05.50.07-passed.txt
    5  -rw-     2031616  Mar 26 2003 05:33:12 +00:00  Cat4000IOS.v5-1.tar
    6  -rw-     1956591  Mar 26 2003 05:36:11 +00:00  cv/Cat4000IOS-5.1.sgz
    7  -rw-        7263  Mar 26 2003 05:36:19 +00:00  cv/Cat4000IOS-5.1_ace.html
    8  -rw-         410  Mar 26 2003 05:36:19 +00:00  cv/Cat4000IOS-5.1_error.html
    9  -rw-        2743  Mar 26 2003 05:36:19 +00:00  cv/Cat4000IOS-5.1_install.html
   10  -rw-       20450  Mar 26 2003 05:36:19 +00:00  cv/Cat4000IOS-5.1_jks.jar
   11  -rw-       20782  Mar 26 2003 05:36:19 +00:00  cv/Cat4000IOS-5.1_nos.jar
   12  -rw-       12388  Mar 26 2003 05:36:19 +00:00  cv/applet.html
   13  -rw-         529  Mar 26 2003 05:36:19 +00:00  cv/cisco.x509
   14  -rw-        2523  Mar 26 2003 05:36:19 +00:00  cv/identitydb.obj

32578556 bytes total (7358284 bytes free)

Switch#
Switch# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# ip http server
Switch(config)# snmp-server community public ro  
Switch(config)# snmp-server community public rw
Switch(config)# exit
Switch# wr
Building configuration...
Compressed configuration from 2735 bytes to 1169 bytes[OK]
Switch# show ciscoview ?
  package  ADP Package Details
  version  ADP version
  |        Output modifiers
  <

�«�–�µ�³�l�b  Web �”�¡�­�«�b0ò(ý�_�X�8�Z�c�
���b URL �[�� Cisco IOS Configuration Fundamentals 
Configuration Guide���b�� Using the Cisco Web Browser���b'v�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fun_c/fcprt1/fcd105.htm 

)��s3¸�s  CiscoView �_���b/²&g

)��s3¸�s  CiscoView �_���†/²&g�M�•�_�c�
���b�¥�Ð�å�»�†
°�Š�K�r�M��

���_�
)��s3¸�s  CiscoView �Ç�“�–�Ý�>�|�g�Â�î�ª�Ù�å�_���†/²&g�M�•�[�†&g�K�r�M��

Switch# show ciscoview package
File source:
CVFILE                          SIZE(in bytes)
------------------------------------------------
Cat4000IOS-5.1.sgz               1956591               
Cat4000IOS-5.1_ace.html          7263                  

�¥�Ð�å�» % $×

Switch#  show ciscoview package  )��s3¸�s  CiscoView �Ç�“�–�Ý�_6õ�M�•�_���†/²&g�K�r�M��

Switch#  show ciscoview version  )��s3¸�s  CiscoView �b�Â�î�ª�Ù�å�†/²&g�K�r�M��
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)��s3¸�s  CiscoView �§�Ï�î�º�b0¿��
Cat4000IOS-5.1_error.html        410                   
Cat4000IOS-5.1_install.html      2743                  
Cat4000IOS-5.1_jks.jar           20450                 
Cat4000IOS-5.1_nos.jar           20782                 
applet.html                      12388                 
cisco.x509                       529                   
identitydb.obj                   2523                  

Switch# show ciscoview version
Engine Version: 5.3.4 ADP Device: Cat4000IOS ADP Version: 5.1 ADK: 49
Switch#
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'¨  4 'v       �«�–�µ�³�b'ö#.
)��s3¸�s  CiscoView �§�Ï�î�º�b0¿��
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Cisco IOS �–�å�§�î�Å�«  �¯�Ç�º�˜�™�”  �”�µ�É
�¢�Þ�î�»  �É�ß�­�«�b0¿��

>&�@>' �–�å  �§�î�Å�«  �¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»  �É�ß�­�«�c�
 Supervisor Engine 6-E �[�c�§�Ï�î�º �I�€�Z�8
�r�O�‡ ��


Õ6×�©�«�¸�Ò�['�
>�K�Z�8�•���œ�
 In Service Software Upgrade>&ISSU; �–�å�§�î�Å�«  �¯�Ç�º�˜�™�”  
�”�µ�É�¢�Þ�î�»>'�É�ß�­�«�_�|�~�
 Cisco IOS �¯�Ç�º�˜�™�”�@�f�‚�r�S�c�š�f�I�€�•6ë�v�Ã�£�µ�º�b3?
3æ�@)F/œ�I�€�r�M���o�\�‡�]�b�¿�µ�º�á�î�¡�[�c�
0£#ì$×�^�¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»�@�²�˜�å�±
�–�Ò�b�±�A�^�N�I�_�^�W�Z�8�r�M�� ISSU �_�|�~�
 Cisco IOS �¯�Ç�º�˜�™�”�@�š�f�I�€�•6ë�
�Ã�£�µ�º
�b3?3æ�@)F/œ�I�€�r�M���G�€�_�|�~�
�¿�µ�º�á�î�¡�b�”�Ë�–�Û�Å�Ü�¸�•�@�¥�V�K�
0£#ì�I�€�S�¯�Ç�º
�˜�™�”  �”�µ�É�¢�Þ�î�»�_�|�W�Z$Î#Õ�M�•�²�˜�å�±�–�Ò�@�š�<�}�€�r�M���G�G�[�c�
 ISSU �b�+�Õ�_�X�8
�Z1��Â�K�
�©�«�¸�Ò�[  ISSU �†��/œ�M�•�S�u�b�m8p�_�X�8�Z1��Â�K�r�M��

>&�@>' �G�b'v�b�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 Series Switch 
Cisco IOS Command Reference���>�|�g���b  URL �b6õ4��Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6350/index.html
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Æ��
6õ4�2(�q


Æ��
• �� ISSU �†��/œ�M�•�S�u�b�S�f�²�ó�� >&P.5-2>'

• �� ISSU �b��/œ�_6õ�M�•�D(Ù�¦8o�� >&P.5-3>'

• �� ISSU �b��/œ�_6õ�M�•�_���� >&P.5-4>'

• �� ISSU �É�ß�­�«�b��/œ�‰�2�� >&P.5-14>'

ISSU �†��/œ�M�•�S�u�b�S�f�²�ó
4:#Ý�I�€�•�S�f�²�ó�c�
���b�\�>�~�[�M��

• �¤�Ñ�b�–�Ó�î�ª�\�±�î�¤�µ�º  �–�Ó�î�ª�b�–�Ó�î�ª  �±�–�É�c�M+´�M�•�²0[�@�6�~�r�M���S�\�<�d�

�X�(6ë�º�Û�Ç�•�µ�¡�†�»�b$Î#Õ�^�K�[�
 IPBASE �–�Ó�î�ª�?�}  ENTSERVICES �–�Ó�î�ª�_>&�r�S
�c�Q�b3ë�_>'�”�µ�É�¢�Þ�î�»�M�•�G�\�c�[�A�r�O�‡��� �]�b�D7H�@�
�/�•�–�Ó�î�ª�\8��/�•�–�Ó�î
�ª�b6ë�_4:#Ý�I�€�r�M��

• ISSU �†4:#Ý�[�A�•�b�c
Õ6×�©�Õ�î�©�T�E�[�M��

• �”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�\�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�g�‰�@�©�«�¸�Ò�[�Q
#Ý�•+��[�6�•�G�\�
�>�|�g�Q�€�}�@� �L�±�–�É�[�6�•>& WS-X4516-10GE �^�]>'�G�\�†&�1��K�r
�M��

• ISSU �É�ß�­�«�†6ä���M�•�S�_�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�\�«�±�å�Â�–  �«�î�Ã�î�Â�–
�¨  �š�å�ª�å�b�g�‰�b�Ç�“�–�Ý  �©�«�¸�Ò>&�È�î�º�Ç�Û�µ�©�×�r�S�c�¥�å�Ã�¡�º  �Ç�Û�µ�©�×>'�_�‚0d
�>�|�g�‚�8  Cisco IOS �¯�Ç�º�˜�™�”  �–�Ó�î�ª�@�ß�î�»�I�€�Z�8�•�²0[�@�6�~�r�M���‚�8�–�Ó�î�ª
�c�
�È�î�º�Ç�Û�µ�©�×�r�S�c�¥�å�Ã�¡�º  �Ç�Û�µ�©�×�b�8�N�€�?�_�A(á�I�€�Z�8�•�²0[�@�6�~�r�M��
ISSU �É�ß�­�«�@�Ž6ä�I�€�•�S�_�È�î�º�š�X�†�š�f�M�•�m�A�[�c�^�8�b�[�
�G�€�}�b�8�N�€�?�b�ß
�£�î�©�Ù�å�?�}�©�«�¸�Ò�@2s�·�I�€�Z�8�•�²0[�@�6�~�r�M��

• �«�¸�î�º�Ç�Ý  �«�–�µ�³�œ�î�Â�î>& SSO>'�†0¿���K�
�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�†  
STANDBY HOT �«�¸�î�º�_�M�•�²0[�@�6�~�r�M��

show module�
 show running-config�
�>�|�g  show redundancy state �¥�Ð�å�»�†�Q#Ý�M�•�\�

SSO �@�–�¿�î�È�Ý�?�]�:�?�†&�1��[�A�r�M��

���_�
 show redundancy state �¥�Ð�å�»�†�Q#Ý�K�Z�

Õ6×�Ç�“�©�Ü�¸�•  �«�¸�î�º�_6õ�M�•�_���†/²
&g�M�•�[�†&g�K�r�M��

6õ4�8o% �Ð�½�×�”�Ý  �±�–�º�Ý

ISSU �b��/œ �� Cisco IOS Software: Guide to Performing In Service Software 
Upgrades��

Cisco Nonstop Forwarding>&NSF>'�_6õ�M�•�_�� �� Cisco Nonstop Forwarding��

http://www.cisco.com/en/US/docs/ios/12_2s/feature/guide/fsnsf20s.
html

�«�¸�î�º�Ç�Ý  �«�–�µ�³�œ�î�Â�î>& SSO>'�_6õ�M�•�_�� �«�¸�î�º�Ç�Ý  �«�–�µ�³�œ�î�Â�î

http://www.cisco.com/en/US/docs/ios/12_0s/feature/guide/sso120s.
html

ISSU �¡�Û�–�”�å�º�>�|�g  MPLS �¡�Û�–�”�å�º �� ISSU MPLS Clients��
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ISSU �b��/œ�_6õ�M�•�D(Ù�¦8o
Switch# show redundancy states  
       my state = 13 -ACTIVE 
     peer state = 8  -STANDBY HOT 
           Mode = Duplex
           Unit = Primary
        Unit ID = 1

Redundancy Mode (Operational) = Stateful Switchover
Redundancy Mode (Configured)  = Stateful Switchover
Redundancy State              = Stateful Switchover
Maintenance Mode = Disabled
    Manual Swact = enabled
  Communications = Up

   client count = 39
 client_notification_TMR = 240000 milliseconds
          keep_alive TMR = 9000 milliseconds
        keep_alive count = 0 
    keep_alive threshold = 18 
           RF debug mask = 0x0   

Switch#

SSO �†�–�¿�î�È�Ý�_�K�Z�8�^�8���œ�c�
 SSO �†�–�¿�î�È�Ý�_�K�
0¿���M�•�‰�2�b0ò(ý�_�X�8�Z�

�� Stateful Switchover���†�g!·�K�Z�C�T�I�8��

• NSF �@0¿���I�€�Z�>�~�
�G�–�_'�
>�K�Z�8�•�²0[�@�6�~�r�M�� NSF �†�–�¿�î�È�Ý�_�K�Z�8�^�8��
�œ�c�
 NSF �†�–�¿�î�È�Ý�_�K�
0¿���M�•�‰�2�b0ò(ý�_�X�8�Z�
 �� Cisco Nonstop Forwarding���†�g
!·�K�Z�C�T�I�8��

• no ip routing �¥�Ð�å�»�†
°�Š�M�•�\  ISSU �c  SSO �?�}  RPR �Ô�î�»�_�Ç�›�î�Ý  �Â�µ�¡�M�•�S�u�

�º�Û�Ç�•�µ�¡�b�†�»�@#Õ�L�r�M��

ISSU �b��/œ�_6õ�M�•�D(Ù�¦8o
���b�D(Ù�¦8o�@4:#Ý�I�€�r�M��

• ISSU �†��/œ�M�•�S�_�
�©�«�¸�Ò�@
Õ6×�Ô�î�»  SSO �_0¿���I�€�Z�>�~�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–
�¨  �š�å�ª�å�\�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�g�‰�b�Ç�“�–�Ý  �©�«�¸�Ò�_�‚�K�8  ISSU �«�n
�–�Ó�î�ª�@�µ�r�€�Z�8�•�G�\�†&�1��K�r�M���©�«�¸�Ò�[��/œ�I�€�Z�8�•#'�~�b  IOS �Â�î�ª�Ù�å�v  
ISSU �†�§�Ï�î�º�K�Z�8�•�²0[�@�6�~�r�M��

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�›'��b�¥�Ð�å�»�†��/œ�M�•�G�\�_�|�~�
�«�î�Ã�î�Â�–�¨  �š�å�ª
�å�b�Â�î�ª�Ù�å�\  IOS �b�«�n�ö�†�8�9�[�A�r�M�� Cisco Feature Navigator �b  ISSU �”�É�Ü�£�î�©�Ù
�å�†�Q#Ý�K�Z�8�9�M�•�G�\�v�[�A�r�M��

• ISSU �É�ß�­�«�b��/œ�p�c�
�Á�î�»�˜�™�”�_�š�f�†�•�<�^�8�[�C�T�I�8��

• ISSU �c�
 Cisco IOS 12.2(31)SGA �>�|�g�Q�€�è7F�b�Ü�Ü�î�«�[�Q#Ý�[�A�r�M��

>&�@>' �M�m�Z�b�Û�–�å�•�î�»�@�§�Ï�î�º�I�€�Z�8�r�M��
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'¨  5 'v       Cisco IOS �–�å�§�î�Å�«  �¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»  �É�ß�­�«�b0¿��
ISSU �b��/œ�_6õ�M�•�_��
ISSU �b��/œ�_6õ�M�•�_��
ISSU �†��/œ�M�•�S�_�
���b�+�Õ�†#.0Ž�K�Z�>�C�²0[�@�6�~�r�M��

• �� Stateful Switchover �b�+0[�� >&P.5-4>'

• �� NSF �b�+0[�� >&P.5-6>'

• �� ISSU �É�ß�­�«�b�+0[�� >&P.5-7>'

• �� ISSU �†�§�Ï�î�º�M�•  Cisco IOS �¯�Ç�º�˜�™�”�b�Â�î�ª�Ù�½�å�¢�µ+��� >&P.5-12>'
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'¨  5 'v       Cisco IOS �–�å�§�î�Å�«  �¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»  �É�ß�­�«�b0¿��
ISSU �É�ß�­�«�b��/œ�‰�2
ISSU �_�P�M�•  SNMP �§�Ï�î�º

SSO �_�P�M�•  SNMP �c�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�\�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å
�@� �L  Cisco IOS �¯�Ç�º�˜�™�”  �Â�î�ª�Ù�å�†��/œ�K�Z�8�•�G�\�†�S�f�\�K�Z�
 SNMP 0¿���\  MIB �†� 
�‡�ì�M�•�Ó�•�½�¬�Ò�†�f�j�K�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�?�}�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š
�å�ª�å�l�b  SSO �†�§�Ï�î�º�K�Z�8�r�M���G�b�S�f�c�
 ISSU �_�c�\�Z�c�r�~�r�O�‡��

ISSU �†�Q#Ý�K�S���œ�
 SNMP �¡�Û�–�”�å�º�c�²0[�_�Â�L�Z�
 2 �X�b$��^�•  Cisco IOS �Â�î�ª�Ù�å6ë�[  
MIB �b�š�n�†/œ�:�G�\�@�[�A�r�M�� SNMP �¡�Û�–�”�å�º�c�M�m�Z�b  MIB �b�š�n�†/œ�8�
�”�¡�¸�•�È  
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�\�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å6ë�b3æ�w�™�µ+��†��#.�K�r�M�� SNMP 
�b��/œ�ì�_�
�g�‰�b  Cisco IOS �Ü�Ü�î�«�b  MIB �Â�î�ª�Ù�å�@� �L�[�6�•���œ�_�T�E�
 MIB �@�”�¡�¸�•
�È �«�î�Ã�î�Â�î�¨  �š�å�ª�å�?�}�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�_�ö
²�_� �‡�ì�I�€�r�M��

Cisco Feature Navigator �†�Q#Ý�K�S�«�n�ö�b�è0É

Cisco Feature Navigator �b  ISSU �”�É�Ü�£�î�©�Ù�å�[�c�
���b
Æ���†��/œ�M�•�G�\�@�[�A�r�M��

• ISSU �P�Â�–�Ó�î�ª�†4E�¥�M�•

• �P1ß�b�–�Ó�î�ª�\�«�n�ö�†�â�X�–�Ó�î�ª�†"I���M�•

• 2 �X�b�–�Ó�î�ª�†�š3Q�K�
�Q�€�}�b�–�Ó�î�ª�b�«�n�ö�Þ�Ë�Ý>&�«�n�ö�@�6�•�
�Ë�î�«�Þ�Ë�Ý�[�«�n
�ö�@�6�•�
�«�n�ö�@�^�8>'�†�•�q�M�•

• 2 �X�b�–�Ó�î�ª�†�š3Q�K�
�›  ISSU �¡�Û�–�”�å�º�b�¡�Û�–�”�å�º�«�n�ö�†&�1��M�•

• �–�Ó�î�ª�b�Ü�Ü�î�«  �À�î�º�_�P�M�•�Ü�å�¡�†�f�j�M�•

ISSU �É�ß�­�«�b��/œ�‰�2
�¹�Â�–�«�b�·�8�Ô�î�»�[�6�~�
 ISSU �†��/œ�M�•�S�u�b�S�f�²�ó�[�6�•  SSO �\�c$��^�~�
 ISSU �É�ß�­
�«�c�«�–�µ�³�b'�
>�p�_��/œ�I�€�•�M4��b�«�¸�µ�É�[�M���G�b�«�¸�µ�É�_�|�W�Z�
 Cisco IOS �¯�Ç�º
�˜�™�”�@�‚�K�8�¯�Ç�º�˜�™�”�_�”�µ�É�¢�Þ�î�»�r�S�c�š�f�I�€�r�M�@�
�º�Û�Ç�•�µ�¡�l�b�s8j�c�q�`7H
�_�š�<�}�€�r�M��

ISSU �É�ß�­�«�b��/œ�p�c�
���b�D(Ù�¦8o�_�@�–�K�Z�C�T�I�8��

• ISSU �†�Q#Ý�K�Z�8�•���œ�[�v�
�Ó�å�¸�¼�å�«  �˜�•�å�»�˜�b6ë�_�”�µ�É�¢�Þ�î�»�†��/œ�M�•�G�\�†
�N�á�K�r�M��

• ISSU �É�ß�­�«�p�c�
0¿���b�š�f�@�²0[�_�^�•�|�:�^�‚�K�8�µ+��†�–�¿�î�È�Ý�_�K�^�8�[�C�T�I�8��

• �²�˜�å�¢�Þ�î�»�†/œ�:���œ�
 Cisco IOS �¯�Ç�º�˜�™�”  �–�Ó�î�ª�b�²�˜�å�¢�Þ�î�»  �Ü�Å�ª�Ù�å�_�^
�8�µ+��@�6�W�S�\�A�c�
 ISSU �É�ß�­�«�†6ä���M�•�S�_�Q�b�µ+��†�¹�•�­�î�È�Ý�_�K�Z�C�T�I�8��

�G�b8o�[�c�
���b�º�Æ�µ�¡�_�X�8�Z�v�~�V�F�r�M��

• �� ISSU �¯�Ç�º�˜�™�”  �–�å�«�º�Þ�î�©�Ù�å�b&�1��� >&P.5-15>'

• ���«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�l�b�‚�K�8  Cisco IOS �¯�Ç�º�˜�™�”�b�ß�î�»�� >&P.5-18>'>&�²
8r>'

• ���«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�l�b�)�~�p�<�� >&P.5-21>'>&�²8r>'

• �� ISSU �ß�î�Ý�Â�µ�¡  �±�–�Ð�î�b�õ�F>&�õ�–>' ��>&P.5-23>'>&�õ�–>'

• ���‚�K�C�«�±�å�Â�–�_�^�W�S�«�î�Ã�î�Â�–�¨  �š�å�ª�å�l�b�‚�K�8  Cisco IOS �¯�Ç�º�˜�™�”�b�ß�î
�»�� >&P.5-24>'

• �� ISSU �É�ß�­�«�p�b�¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»�b�p�•�� >&P.5-26>'
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'¨  5 'v       Cisco IOS �–�å�§�î�Å�«  �¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»  �É�ß�­�«�b0¿��
ISSU �É�ß�­�«�b��/œ�‰�2
• ���”�µ�É�¢�Þ�î�»�e8Ÿ�†�G4J�M�•�S�u�b�ß�î�Ý�Â�µ�¡  �±�–�Ð�î�b0¿���� >&P.5-27>'

• �� ISSU �«�n�ö�Ð�º�Ü�¡�«�_���b/²&g�� >&P.5-29>'

ISSU �¯�Ç�º�˜�™�”  �–�å�«�º�Þ�î�©�Ù�å�b&�1�

ISSU �É�ß�­�«�_�c�
 5 �X�b�«�¸�î�º>& Disabled�
 Init�
 Load Version�
 Run Version�
�>�|�g  System 
Reset>'�@�6�~�r�M�� show issu state �¥�Ð�å�»�†�Q#Ý�M�•�\�
#'�~�b  ISSU �«�¸�î�º�†�v�“�[�A�r�M��

• Disabled �«�¸�î�º>8�š�å�ª�å�@�Ü�­�µ�º�I�€�Z�8�•6ë�b�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b"g
�Â

• Init �«�¸�î�º>8 ISSU �É�ß�­�«�@6ä���M�•�S�b�
 2 �X�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å>& 1 �X�c�”�¡�¸�•�È
�[�
�Ú�‰�c�«�±�å�Â�–>'�b�6�‡�«�¸�î�º�� ISSU �É�ß�­�«�@�ö�¢�K�S�6�\�b�q)
�«�¸�î�º�[�v�6�•��

• Load Version>&LV>'�«�¸�î�º>8�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�_�‚�K�8  Cisco IOS �¯�Ç�º
�˜�™�”  �Â�î�ª�Ù�å�@�ß�î�»�I�€�S���œ�b�«�¸�î�º��

• Run Version>&RV>'�«�¸�î�º>8 issu runversion �¥�Ð�å�»�_�|�W�Z�
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�«
�–�µ�³�œ�î�Â�î�@�I�D�I�€�•�«�¸�î�º���‚�S�_�”�¡�¸�•�È�_�^�W�S�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@�‚
�K�8  Cisco IOS �¯�Ç�º�˜�™�”  �–�Ó�î�ª�†��/œ��

• System Reset>&SR>'�«�¸�î�º>8 Init �«�¸�î�º�_4)�M�•�S�_  issu abortversion �¥�Ð�å�»�†��/œ�K�S
���œ�
�r�S�c  issu acceptversion �¥�Ð�å�»�†��/œ�M�•�S�_�ß�î�Ý�Â�µ�¡  �±�–�Ð�î�b�‡7H�@�)�€�S��
�œ�b�«�¸�î�º��

show �¥�Ð�å�»�†
°�Š�K�Z�
 ISSU �É�ß�­�«�p�b�«�¸�î�º�_6õ�M�•�_���†�v�“�K�Z�
 ISSU �¯�Ç�º�˜�™�”  
�–�å�«�º�Þ�î�©�Ù�å�†&�1��[�A�r�M��

�m8p�b�+0[

1. enable

2. show issu state [detail]

3. show redundancy

�m8p�b0ò(ý

���_�
 ISSU �É�ß�­�«�p�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�«�¸�î�º�\#'�~�b�«�¸�î�±�«�†/²&g�M�•�[�†&g�K
�r�M��

Switch> enable
Switch# show issu state
Switch# show redundancy

�¥�Ð�å�»�r�S�c�”�¡�©�Ù�å % $×

�«�̧ �µ�É 1 Switch> enable "I�’  EXEC �Ô�î�»�†�–�¿�î�È�Ý�_�K�r�M��

• �Ã�«�á�î�»�†
°�Š�K�r�M>&0[�Ó�I�€�S���œ>' ��

�«�̧ �µ�É 2 Switch# show issu state  [ detail] ISSU �É�ß�­�«�p�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�«�¸�î�º�†
/²&g�K�r�M��

�«�̧ �µ�É 3 Switch# show redundancy �¹�Â�–�«�b#'�~�r�S�c4#�d�b�«�¸�î�±�«�
�Ô�î�»�
�>�|�g
6õ4��M�•
Õ6×�_���†/²&g�K�r�M��
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'¨  5 'v       Cisco IOS �–�å�§�î�Å�«  �¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»  �É�ß�­�«�b0¿��
ISSU �É�ß�­�«�b��/œ�‰�2
ISSU �É�ß�­�«�†6ä���M�•�S�b
Õ6×�Ô�î�»�b&�1�

ISSU �É�ß�­�«�†6ä���M�•�S�_�
�©�«�¸�Ò�b
Õ6×�Ô�î�»�†&�1��K�Z�
 NSF/SSO �†�²�N0¿���M�•�|�:�_
�K�Z�C�T�I�8��

���_�
�©�«�¸�Ò�@  SSO �Ô�î�»�†6ä���K�Z�>�~�
�«�ß�µ�º  1 �@�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�[�

�«�ß�µ�º  2 �@�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�[�6�•�G�\�†&�1��M�•�[�†&g�K�r�M���g�‰�b�«�î
�Ã�î�Â�–�¨  �š�å�ª�å�[� �L  Cisco IOS �¯�Ç�º�˜�™�”  �–�Ó�î�ª�†��/œ�K�Z�8�r�M��

Switch# show redundancy states  
       my state = 13 -ACTIVE 
     peer state = 8  -STANDBY HOT 
           Mode = Duplex
           Unit = Primary
        Unit ID = 1

Redundancy Mode (Operational) = Stateful Switchover
Redundancy Mode (Configured)  = Stateful Switchover
Redundancy State              = Stateful Switchover
Maintenance Mode = Disabled
    Manual Swact = enabled
  Communications = Up

   client count = 39
 client_notification_TMR = 240000 milliseconds
          keep_alive TMR = 9000 milliseconds
        keep_alive count = 0 
    keep_alive threshold = 18 
           RF debug mask = 0x0   

Switch# show redundancy  
Redundant System Information :
------------------------------
       Available system uptime = 1 minute
Switchovers system experienced = 0
              Standby failures = 0
        Last switchover reason = none

                 Hardware Mode = Duplex
    Configured Redundancy Mode = Stateful Switchover
     Operating Redundancy Mode = Stateful Switchover
              Maintenance Mode = Disabled
                Communications = Up

Current Processor Information :
-------------------------------
               Active Location = slot 1
        Current Software state = ACTIVE
       Uptime in current state = 0 minutes
                 Image Version = Cisco IOS Software, Catalyst 4500 L3 Switch Software 
(cat4500-ENTSERVICES-M), Version 12.2(31)SGA, RELEASE SOFTWARE (fc1)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2006 by Cisco Systems, Inc.
Compiled Tue 05-Sep-06 16:16 by sanjdas
                          BOOT = bootflash:old_image,1;
        Configuration register = 0x822

Peer Processor Information :
----------------------------
              Standby Location = slot 2
        Current Software state = STANDBY HOT
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ISSU �É�ß�­�«�b��/œ�‰�2
       Uptime in current state = 1 minute
                 Image Version = Cisco IOS Software, Catalyst 4500 L3 Switch Software 
(cat4500-ENTSERVICES-M), Version 12.2(31)SGA, RELEASE SOFTWARE (fc1)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2006 by Cisco Systems, Inc.
Compiled Tue 05-Sep-06 16:16 by sanjdas
                          BOOT = bootflash:old_image,1;
        Configuration register = 0x822

ISSU �É�ß�­�«�†6ä���M�•�S�b  ISSU �«�¸�î�º�b&�1�

�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�\�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�@�”�µ�É�>�|�g  ISSU Init 
�«�¸�î�º�[�
�È�î�º�š�X�@0¿���I�€�Z�>�~�
�w� �^�Ç�“�–�Ý�@�æ���I�€�Z�8�•�G�\�†&�1��K�r�M��

���_�
�É�ß�­�«�@6ä���M�•�S�_  ISSU �«�¸�î�º�†/²&g�M�•�[�†&g�K�r�M��

Switch# show issu state detail
                          Slot = 1
                      RP State = Active
                    ISSU State = Init
                 Boot Variable = bootflash:old_image,1;
                Operating Mode = Stateful Switchover
               Primary Version = N/A
             Secondary Version = N/A
               Current Version = bootflash:old_image

                          Slot = 2
                      RP State = Standby
                    ISSU State = Init
                 Boot Variable = bootflash:old_image,1;
                Operating Mode = Stateful Switchover
               Primary Version = N/A
             Secondary Version = N/A
               Current Version = bootflash:old_image

�‚�K�8  Cisco IOS �¯�Ç�º�˜�™�”  �Â�î�ª�Ù�å�@�g�‰�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�_�Ñ�~�M�•�²0[�@�6�~�r
�M�����_�
�‚�K�8�Â�î�ª�Ù�å�@�Ñ�~�M�•�G�\�†&�1��M�•�S�u�_�
�Q�€�R�€�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å
�b�¹�•�Þ�¡�º�Ü�_���†/²&g�M�•�[�†&g�K�r�M��

Switch# dir bootflash:
Directory of bootflash:/

    5  -rwx    13636500   Sep 6 2006 09:32:33 +00:00  old_image
    6  -rwx    13636500   Sep 6 2006 09:34:07 +00:00  new_image

61341696 bytes total (1111388 bytes free)

Switch# dir slavebootflash:
Directory of slavebootflash:/

    4  -rwx    13636500   Sep 6 2006 09:40:10 +00:00  old_image
    5  -rwx    13636500   Sep 6 2006 09:42:13 +00:00  new_image

61341696 bytes total (1116224 bytes free)
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'¨  5 'v       Cisco IOS �–�å�§�î�Å�«  �¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»  �É�ß�­�«�b0¿��
ISSU �É�ß�­�«�b��/œ�‰�2
�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�l�b�‚�K�8  Cisco IOS �¯�Ç�º�˜�™�”
�b�ß�î�»

�G�G�[�c�
 ISSU �†�Q#Ý�K�Z�
�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�_�‚�K�8  Cisco IOS �¯�Ç�º�˜�™�”  
�Â�î�ª�Ù�å�†�ß�î�»�M�•�‰�2�_�X�8�Z1��Â�K�r�M��

�S�f�²�ó

• �‚�K�8  Cisco IOS �¯�Ç�º�˜�™�”  �–�Ó�î�ª�b�Â�î�ª�Ù�å�@�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�\�«
�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�g�‰�_�M�[�_�Ñ�~�K�Z�8�•�G�\�†&�1��K�r�M���r�S�
4:�)�^
�È�î�º  �Ã�Û�Ó�î�±>& BOOT �«�º�Ü�å�¢�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±>'�@�«�±�å�Â�–  
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�_0¿���I�€�Z�8�•�G�\�†&�1��K�r�M��

• >&�õ�–>'3ã�•�b�¸�«�º�>�|�g�¥�Ð�å�»�†��/œ�K�Z�
�6�\�[�š3Q�M�•�S�u�_�²0[�^�Æ�”�>�|�g�–�å
�±�î�Ç�™�–�«�b#'�~�b�«�¸�î�º�†�8�9�K�r�M��

• �©�«�¸�Ò>&�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�\�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�g�‰>'�@  
SSO 
Õ6×�Ô�î�»�_�^�W�Z�8�•�G�\�†&�1��K�r�M���©�«�¸�Ò�@  SSO �Ô�î�»�[�c�^�C�
 RPR �Ô�î�»�[
�6�•���œ�
 ISSU CLI �¥�Ð�å�»�†�Q#Ý�K�Z�©�«�¸�Ò�†�”�µ�É�¢�Þ�î�»�M�•�G�\�c�[�A�r�M�@�
�”�µ
�É�¢�Þ�î�»�p�_�©�«�¸�Ò�@�±5��b�Ã�£�µ�º�†�†�»�K�r�M��

�«�î�Ã�î�Â�–�¨  �š�å�ª�å�_  SSO �Ô�î�»�†0¿���M�•�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Stateful Switchover��
�†�g!·�K�Z�C�T�I�8��

• ISSU �@�µ+��M�•�S�u�_�c�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�\�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š
�å�ª�å�b�–�Ó�î�ª�¡�@�M+´�M�•�²0[�@�6�~�r�M��

�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�[���b�m8p�†��/œ�K�r�M��

�m8p�b�+0[

1. enable

2. issu loadversion active-slot active-image-new standby-slot standby-image-new [forced]

3. show issu state [detail]

4. show redundancy[states]
5-18
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



'¨  5 'v       Cisco IOS �–�å�§�î�Å�«  �¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»  �É�ß�­�«�b0¿��
ISSU �É�ß�­�«�b��/œ�‰�2
�m8p�b0ò(ý

���_�
 ISSU �É�ß�­�«�†6ä���K�
�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�†  Standby Hot �«�¸�î�º�[2s�·
�K�
�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å>&�«�ß�µ�º  2>'�_�‚�K�8�–�Ó�î�ª�†�ß�î�»�M�•�[�†&g�K�r�M��

Switch> enable
Switch# issu loadversion 1 bootflash:new_image 2 slavebootflash:new_image
Switch# show issu state detail
                          Slot = 1
                      RP State = Active
                    ISSU State = Load Version
                 Boot Variable = bootflash:old_image,12
                Operating Mode = Stateful Switchover
               Primary Version = bootflash:old_image
             Secondary Version = bootflash:new_image
               Current Version = bootflash:old_image

                          Slot = 2
                      RP State = Standby
                    ISSU State = Load Version
                 Boot Variable = bootflash:new_image,12;bootflash:old_image,12
                Operating Mode = Stateful Switchover
               Primary Version = bootflash:old_image
             Secondary Version = bootflash:new_image

�¥�Ð�å�»�r�S�c�”�¡�©�Ù�å % $×

�«�̧ �µ�É 1 Switch> enable "I�’  EXEC �Ô�î�»�†�–�¿�î�È�Ý�_�K�r�M��

• �Ã�«�á�î�»�†
°�Š�K�r�M>&0[�Ó�I�€�S���œ>' ��

�«�̧ �µ�É 2 Switch# issu loadversion  active-slot 
active-image-new standby-slot standby-image-new 
[ forced ]

ISSU �É�ß�­�«�†6ä���K�r�M���r�S�
�‚�K�8  Cisco IOS �¯
�Ç�º�˜�™�”  �Â�î�ª�Ù�å�_�«�n�ö�@�^�8�G�\�@�è%±�I�€�S��
�œ�_�c�
+¬�·�ß�î�Ý�Â�µ�¡�†!“� �_�K�r�M>&�õ�–>' ��

issu loadversion �¥�Ð�å�»�†
°�Š�K�Z�?�}�«�±�å�Â�–  �«�î
�Ã�î�Â�–�¨  �š�å�ª�å�_  Cisco IOS �¯�Ç�º�˜�™�”�@�ß�î�»�I
�€�Z�
�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�@  SSO �Ô�î�»
�_&ã/œ�M�•�r�[�_�c�X&Ê�?�?�~�r�M���G�€�_�|�W�Z�
�«�±
�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�_�‚�K�8�–�Ó�î�ª�@�Ü
�ß�î�»�I�€�r�M��

forced �œ�É�©�Ù�å�†�Q#Ý�M�•�\�
�«�±�å�Â�–  �«�î�Ã�î�Â
�–�¨  �š�å�ª�å�@�‚�K�8�–�Ó�î�ª�[2s�·�K�r�M���«�±�å�Â�–  
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�_�–�Ó�î�ª�@�ß�î�»�I�€�S�6�\�

�–�Ó�î�ª�_�«�n�ö�@�^�8�\�
�©�«�¸�Ò�c�I�D$×�_  RPR 
�Ô�î�»�_�^�~�r�M���Q�€�è�¥�b���œ�
�©�«�¸�Ò�c  SSO 
�Ô�î�»�†)F/œ�K�r�M��

�«�̧ �µ�É 3 Switch# show issu state  [ detail ] ISSU �É�ß�­�«�p�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�«�¸�î�º�†
/²&g�K�r�M�� ISSU �É�ß�­�«�b�G�b�ì!l�[�
�G�b�¥�Ð�å�»
�†�Q#Ý�K�Z�
�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�@�ß�î
�»�I�€�
 SSO �Ô�î�»�_�^�W�Z�8�•�G�\�†&�1��K�r�M��

 issu loadversion �¥�Ð�å�»�†
°�Š�K�Z�?�}�«�±�å�Â�–  �«�î
�Ã�î�Â�–�¨  �š�å�ª�å�_  Cisco IOS �¯�Ç�º�˜�™�”�@�ß�î�»�I
�€�Z�
�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�@  SSO �Ô�î�»
�_&ã/œ�M�•�r�[�_�c�X&Ê�?�?�•���œ�6�~�r�M�� show issu 
state �¥�Ð�å�»�†
°�Š�M�•�±�–�Ñ�å�¢�@�©�M�B�•�\�
�²0[
�^�_���@/²&g�I�€�^�8���œ�@�6�~�r�M��

�«�̧ �µ�É 4 Switch# show redundancy [states] 
Õ6×�Ç�“�©�Ü�¸�•  �«�¸�î�º�_���†/²&g�K�r�M��
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ISSU �É�ß�­�«�b��/œ�‰�2
               Current Version = bootflash:new_image

Switch# show redundancy states
       my state = 13 -ACTIVE 
     peer state = 8  -STANDBY HOT 
           Mode = Duplex
           Unit = Primary
        Unit ID = 1

Redundancy Mode (Operational) = Stateful Switchover
Redundancy Mode (Configured)  = Stateful Switchover
Redundancy State              = Stateful Switchover
Maintenance Mode = Disabled
    Manual Swact = enabled
  Communications = Up

   client count = 39
 client_notification_TMR = 240000 milliseconds
          keep_alive TMR = 9000 milliseconds
        keep_alive count = 1 
    keep_alive threshold = 18 
           RF debug mask = 0x0

���_�
 forced �œ�É�©�Ù�å�_�|�W�Z�©�«�¸�Ò�@  RPR �Ô�î�»�_&ã/œ�M�•�[�†&g�K�r�M��

Switch> enable
Switch# issu loadversion 1 bootflash:new_image 2 slavebootflash:new_image forced
Switch# show issu state detail
                          Slot = 1
                      RP State = Active
                    ISSU State = Load Version
                 Boot Variable = bootflash:old_image,12
                Operating Mode = RPR
               Primary Version = bootflash:old_image
             Secondary Version = bootflash:new_image
               Current Version = bootflash:old_image

                          Slot = 2
                      RP State = Standby
                    ISSU State = Load Version
                 Boot Variable = bootflash:new_image,12;bootflash:old_image,12
                Operating Mode = RPR
               Primary Version = bootflash:old_image
             Secondary Version = bootflash:new_image
               Current Version = bootflash:new_image

���_�

Õ6×�Ô�î�»�@  RPR �\�K�Z/²&g�I�€�•�[�†&g�K�r�M��

Switch# show redundancy states
       my state = 13 -ACTIVE 
     peer state = 4  -STANDBY COLD 
           Mode = Duplex
           Unit = Primary
        Unit ID = 1

Redundancy Mode (Operational) = RPR
Redundancy Mode (Configured)  = Stateful Switchover
Redundancy State              = RPR
Maintenance Mode = Disabled
    Manual Swact = enabled
5-20
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



'¨  5 'v       Cisco IOS �–�å�§�î�Å�«  �¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»  �É�ß�­�«�b0¿��
ISSU �É�ß�­�«�b��/œ�‰�2
  Communications = Up

   client count = 39
 client_notification_TMR = 240000 milliseconds
          keep_alive TMR = 9000 milliseconds
        keep_alive count = 1 
    keep_alive threshold = 18 
           RF debug mask = 0x0 

�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�l�b�)�~�p�<

�G�b�8���[�c�
�‚�K�8  Cisco IOS �¯�Ç�º�˜�™�”  �–�Ó�î�ª�†��/œ�K�Z�8�•�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š
�å�ª�å�l�b�«�–�µ�³�œ�î�Â�î�‰�2�_�X�8�Z1��Â�K�r�M��

�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�[���b�m8p�†��/œ�K�r�M��

�m8p�b�+0[

1. enable

2. issu runversion standby-slot [standby-image-new]

3. show issu state [detail]

4. show redundancy[states]

�m8p�b0ò(ý

���_�
�«�±�å�Â�–�T�W�S�«�î�Ã�î�Â�–�¨  �š�å�ª�å>&�«�ß�µ�º  2>'�l�b�«�–�µ�³�œ�î�Â�î�†$Î#Õ�I�O�
�”
�¡�¸�•�È�T�W�S�«�î�Ã�î�Â�–�¨  �š�å�ª�å�†�Ü�­�µ�º�K�S�:�<�[�‚�8�–�Ó�î�ª�†�Ü�ß�î�»�K�Z�«�±�å�Â
�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�_�M�•�[�†&g�K�r�M��

Switch> enable
Switch# issu runversion 2 slavebootflash:new_image
This command will reload the Active unit.  Proceed ? [confirm]

A switchover happens at this point. At the new active supervisor engine, do the following 
after old active supervisor engine comes up as standby.

�¥�Ð�å�»�r�S�c�”�¡�©�Ù�å % $×

�«�̧ �µ�É 1 Switch> enable "I�’  EXEC �Ô�î�»�†�–�¿�î�È�Ý�_�K�r�M��

• �Ã�«�á�î�»�†
°�Š�K�r�M>&0[�Ó�I�€�S���œ>' ��

�«�̧ �µ�É 2 Switch# issu runversion standby-slot 
[standby-image-new]

�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�?�}�«�±�å�Â�–  �«�î
�Ã�î�Â�–�¨  �š�å�ª�å�l�b�«�–�µ�³�œ�î�Â�î�†�I�D�K�
�”�¡
�¸�•�È�T�W�S>&#'�~�c�«�±�å�Â�–>'�«�î�Ã�î�Â�–�¨  �š�å�ª
�å�_�‚�8�–�Ó�î�ª�†�Ü�ß�î�»�K�r�M��

issu runversion �¥�Ð�å�»�†
°�Š�M�•�\  SSO �b�«�–�µ�³
�œ�î�Â�î�@��/œ�I�€�
0¿���I�€�Z�8�•���œ�c  NSF �É�ß
�©�î�ª�Õ�@2s�·�K�r�M��

�«�̧ �µ�É 3 Switch# show issu state  [ detail ] ISSU �É�ß�­�«�p�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�«�¸�î�º�†
/²&g�K�r�M�� ISSU �É�ß�­�«�b�G�b�ì!l�[�
�G�b�¥�Ð�å�»
�†�Q#Ý�K�Z�
�«�ß�µ�º  2 �[�«�–�µ�³�œ�î�Â�î�@/œ�ƒ�€�Z�8
�•�G�\�†&�1��K�r�M��

�«�̧ �µ�É 4 Switch# show redundancy [states] 
Õ6×�Ç�“�©�Ü�¸�•  �«�¸�î�º�_���†/²&g�K�r�M��
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'¨  5 'v       Cisco IOS �–�å�§�î�Å�«  �¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»  �É�ß�­�«�b0¿��
ISSU �É�ß�­�«�b��/œ�‰�2
Switch# show issu state detail
                          Slot = 2
                      RP State = Active
                    ISSU State = Run Version
                 Boot Variable = bootflash:new_image,12;bootflash:old_image,12
                Operating Mode = Stateful Switchover
               Primary Version = bootflash:new_image
             Secondary Version = bootflash:old_image
               Current Version = bootflash:new_image

                          Slot = 1
                      RP State = Standby
                    ISSU State = Run Version
                 Boot Variable = bootflash:old_image,12
                Operating Mode = Stateful Switchover
               Primary Version = bootflash:new_image
             Secondary Version = bootflash:old_image
               Current Version = bootflash:old_image

>&�@>' �‚�K�C�”�¡�¸�•�È�_�^�W�S�«�î�Ã�î�Â�–�¨  �š�å�ª�å�c#'�~�‚�K�8�¯�Ç�º�˜�™�”  �Â�î�ª�Ù�å�†��/œ�K�

�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�c�‚�8�¯�Ç�º�˜�™�”  �Â�î�ª�Ù�å�†��/œ�K�
 STANDBY HOT �«
�¸�î�º�b"g�Â�[�M��

Switch# show redundancy states
       my state = 13 -ACTIVE 
     peer state = 8  -STANDBY HOT 
           Mode = Duplex
           Unit = Secondary
        Unit ID = 2

Redundancy Mode (Operational) = Stateful Switchover
Redundancy Mode (Configured)  = Stateful Switchover
Redundancy State              = Stateful Switchover
Maintenance Mode = Disabled
    Manual Swact = enabled
  Communications = Up

   client count = 39
 client_notification_TMR = 240000 milliseconds
          keep_alive TMR = 9000 milliseconds
        keep_alive count = 1 
    keep_alive threshold = 18 
           RF debug mask = 0x0 

runversion �@�ö�¢�M�•�\�
�‚�K�C�”�¡�¸�•�È�_�^�W�S�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@�‚�K�8�¯�Ç�º�˜�™�”  
�Â�î�ª�Ù�å�†��/œ�K�
�”�¡�¸�•�È�T�W�S�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª
�å�_�^�~�r�M���«�±�å�Â�–�@�Ü�­�µ�º�I�€�S�:�<�[�Ü�ß�î�»�I�€�r�M�@�
�è�S�b�¯�Ç�º�˜�™�”  �Â�î
�ª�Ù�å�b�r�r�
 STANDBY HOT �«�¸�î�±�«�[�œ�å�Û�–�å�_�`�~�r�M�����_�
�G�€�}�b"g�Â�†&�1��M�•
�[�†&g�K�r�M��

Switch# show redundancy
Redundant System Information :
------------------------------
       Available system uptime = 23 minutes
Switchovers system experienced = 1
              Standby failures = 0
        Last switchover reason = user forced

                 Hardware Mode = Duplex
    Configured Redundancy Mode = Stateful Switchover
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'¨  5 'v       Cisco IOS �–�å�§�î�Å�«  �¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»  �É�ß�­�«�b0¿��
ISSU �É�ß�­�«�b��/œ�‰�2
     Operating Redundancy Mode = Stateful Switchover
              Maintenance Mode = Disabled
                Communications = Up

Current Processor Information :
-------------------------------
               Active Location = slot 2
        Current Software state = ACTIVE
       Uptime in current state = 11 minutes
                 Image Version = Cisco IOS Software, Catalyst 4500 L3 Switch Software 
(cat4500-ENTSERVICES-M), Version 12.2(31)SGA, RELEASE SOFTWARE (fc1)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2006 by Cisco Systems, Inc.
Compiled Tue 05-Sep-06 16:16 by sanjdas
                          BOOT = bootflash:new_image,12;bootflash:old_image,12
        Configuration register = 0x822

Peer Processor Information :
----------------------------
              Standby Location = slot 1
        Current Software state = STANDBY HOT
       Uptime in current state = 4 minutes
                 Image Version = Cisco IOS Software, Catalyst 4500 L3 Switch Software 
(cat4500-ENTSERVICES-M), Version 12.2(31)SGA, RELEASE SOFTWARE (fc1)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2006 by Cisco Systems, Inc.
Compiled Tue 05-Sep-06 16:16 by sanjdas
                          BOOT = bootflash:old_image,12
        Configuration register = 0x822

ISSU �ß�î�Ý�Â�µ�¡  �±�–�Ð�î�b�õ�F>&�õ�–>'

�G�G�[�c�
�ß�î�Ý�Â�µ�¡  �±�–�Ð�î�†�õ�F�M�•�‰�2�_�X�8�Z1��Â�K�r�M���G�€�c�
�õ�–�[/œ�:�ï�8�[�M��

�ß�î�Ý�Â�µ�¡  �±�–�Ð�î�@���±�–�Ò�”�˜�º���M�•�S�_���b�m8p�†��/œ�K�^�?�W�S���œ�
 ISSU �É�ß�­�«�c
+¬�·$×�_�p�•�I�€�

–�b  Cisco IOS �¯�Ç�º�˜�™�”  �Â�î�ª�Ù�å�_�`�~�r�M���¹�Ç�›�Ý�º�b�ß�î�Ý�Â�µ�¡  
�±�–�Ð�î�c  45 �(�[�M��

/œ�:�²0[�@�6�•�ï�8�c�
���b�|�:�_�8�•�K�r�M��

• �«�–�µ�³�†6×�ì6ë�G�b"g�Â�[)T�â�M�•���œ�c�
�ß�î�Ý�Â�µ�¡  �±�–�Ð�î�†�õ�F�M�•�²0[�@�6�~�r�M
>&�Q�b�‹�
&�1��K�Z�
%$�K  commitversion �¥�Ð�å�»�†��/œ�K�r�M>' ��

• 45 �(6ë�b�ß�î�Ý�Â�µ�¡  �±�–�Ð�î  �˜�•�å�»�˜
Æ�[���b�«�¸�µ�É>& �� acceptversion���b��/œ>'�_4
�t
���œ�c�
�ß�î�Ý�Â�µ�¡  �±�–�Ð�î�†�õ�F�M�•�²0[�c�6�~�r�O�‡��

>&�@>' issu runversion �¥�Ð�å�»�b�6�\�
�õ�–�[  issu acceptversion �¥�Ð�å�»�†��/œ�M�•�G�\�@�[�A�r�M��

�m8p�b�+0[

1. enable

2. issu acceptversion active-slot-number [active-slot-number]

3. show issu state [detail]
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'¨  5 'v       Cisco IOS �–�å�§�î�Å�«  �¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»  �É�ß�­�«�b0¿��
ISSU �É�ß�­�«�b��/œ�‰�2
�m8p�b0ò(ý

���_�
�õ�F�M�•�S�b�±�–�Ð�î�†/²&g�M�•�[�†&g�K�r�M�����b�[�[�c�
 �� Automatic Rollback Time���_��
�_�
+¬�·�ß�î�Ý�Â�µ�¡�@/œ�ƒ�€�•�r�[�b�ì6ë�@&g�I�€�Z�8�r�M��

Switch> enable
Switch# show issu rollback-timer
        Rollback Process State = In progress
      Configured Rollback Time = 45:00
       Automatic Rollback Time = 38:30

Switch# issu acceptversion 2 bootflash:new_image
% Rollback timer stopped. Please issue the commitversion command.
Switch# show issu rollback-timer
        Rollback Process State = Not in progress
      Configured Rollback Time = 45:00

�‚�K�C�«�±�å�Â�–�_�^�W�S�«�î�Ã�î�Â�–�¨  �š�å�ª�å�l�b�‚�K�8  Cisco IOS 
�¯�Ç�º�˜�™�”�b�ß�î�»

�G�G�[�c�
�‚�K�C�«�±�å�Â�–�_�^�W�S�«�î�Ã�î�Â�–�¨  �š�å�ª�å�_�‚�K�8  Cisco IOS �¯�Ç�º�˜�™�”  �Â�î
�ª�Ù�å�†�ß�î�»�M�•�‰�2�_�X�8�Z1��Â�K�r�M��

�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�[���b�m8p�†��/œ�K�r�M��

�m8p�b�+0[

1. enable

2. issu commitversion standby-slot-number [standby-image-new]

�¥�Ð�å�»�r�S�c�”�¡�©�Ù�å % $×

�«�̧ �µ�É 1 Switch> enable "I�’  EXEC �Ô�î�»�†�–�¿�î�È�Ý�_�K�r�M��

• �Ã�«�á�î�»�†
°�Š�K�r�M>&0[�Ó�I�€�S���œ>' ��

�«�̧ �µ�É 2 Switch# issu acceptversion  active-slot 
[active-image-new]

�ß�î�Ý�Â�µ�¡  �±�–�Ð�î�†�p�F�K�
�‚�K�8  Cisco IOS ISSU 
�É�ß�­�«�@  ISSU �É�ß�­�«�p�_+¬�·$×�_�p�•�I�€�Z�8�^�8
�|�:�_�K�r�M��

�ß�î�Ý�Â�µ�¡  �±�–�Ð�î�_�|�W�Z�æ���I�€�S�ì6ë
Æ�_  issu 
acceptversion �¥�Ð�å�»�†
°�Š�K�Z�
�«�î�Ã�î�Â�–�¨  �š�å
�ª�å�@�¥4Š�l�b�K)F�†&�'g�K�S�G�\�†�Ž1��K�r�M���Q�:�K
�^�8�\�
 ISSU �É�ß�­�«�@)
�¢�K�
�©�«�¸�Ò�c�«�±�å�Â�–  
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�_�)�~�p�<�Z�
�è�S�b  Cisco IOS 
�¯�Ç�º�˜�™�”  �Â�î�ª�Ù�å�_�`�~�r�M��

�«�̧ �µ�É 3 Switch# show issu rollback-timer +¬�·�ß�î�Ý�Â�µ�¡�@/œ�ƒ�€�•�r�[�b�ì6ë�†/²&g�K�r�M��
5-24
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



'¨  5 'v       Cisco IOS �–�å�§�î�Å�«  �¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»  �É�ß�­�«�b0¿��
ISSU �É�ß�­�«�b��/œ�‰�2
�m8p�b0ò(ý

���_�
#'�~�b�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å>&�«�ß�µ�º  1>'�†�Ü�­�µ�º�K�Z�
�‚�K�8  Cisco IOS 
�¯�Ç�º�˜�™�”  �Â�î�ª�Ù�å�†�Ü�ß�î�»�M�•�[�†&g�K�r�M�� commitversion �¥�Ð�å�»�†$Î/œ�K�S�6�\�
�«
�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�@  Standby Hot �«�¸�î�º�[2s�·�K�r�M��

Switch> enable
Switch# issu commitversion 1 slavebootflash:new_image

Wait till standby supervisor is reloaded with the new image. Then apply the following:

Switch# show redundancy states
00:17:12: %RF-5-RF_TERMINAL_STATE: Terminal state reached for (SSO)
       my state = 13 -ACTIVE 
     peer state = 8  -STANDBY HOT 
           Mode = Duplex
           Unit = Secondary
        Unit ID = 2

Redundancy Mode (Operational) = Stateful Switchover
Redundancy Mode (Configured)  = Stateful Switchover
Redundancy State              = Stateful Switchover
Maintenance Mode = Disabled
    Manual Swact = enabled
  Communications = Up

   client count = 39
 client_notification_TMR = 240000 milliseconds
          keep_alive TMR = 9000 milliseconds
        keep_alive count = 0 
    keep_alive threshold = 18 
           RF debug mask = 0x0 

Switch# show redundancy  
Redundant System Information :
------------------------------
       Available system uptime = 41 minutes
Switchovers system experienced = 1
              Standby failures = 1
        Last switchover reason = user forced

                 Hardware Mode = Duplex
    Configured Redundancy Mode = Stateful Switchover
     Operating Redundancy Mode = Stateful Switchover
              Maintenance Mode = Disabled
                Communications = Up

�¥�Ð�å�»�r�S�c�”�¡�©�Ù�å % $×

�«�̧ �µ�É 1 Switch> enable "I�’  EXEC �Ô�î�»�†�–�¿�î�È�Ý�_�K�r�M��

• �Ã�«�á�î�»�†
°�Š�K�r�M>&0[�Ó�I�€�S���œ>' ��

�«�̧ �µ�É 2 Switch# issu commitversion standby-slot-number 
[standby-image-new]

�‚�K�8  Cisco IOS �¯�Ç�º�˜�™�”  �–�Ó�î�ª�@�«�±�å�Â�–  �«�î
�Ã�î�Â�–�¨  �š�å�ª�å�_�ß�î�»�I�€�•�|�:�_�K�r�M��

�«�̧ �µ�É 3 Switch# show redundancy [states] 
Õ6×�Ç�“�©�Ü�¸�•  �«�¸�î�º�_���†/²&g�K�r�M��

�«�̧ �µ�É 4 Switch# show issu state  [ detail ] ISSU �É�ß�­�«�p�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�«�¸�î�º�†
/²&g�K�r�M�� ISSU �É�ß�­�«�b�G�b�ì!l�[�
�G�b�¥�Ð�å�»
�†�Q#Ý�K�Z�
�«�ß�µ�º  2 �[�«�–�µ�³�œ�î�Â�î�@/œ�ƒ�€�Z�8
�•�G�\�†&�1��K�r�M��
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ISSU �É�ß�­�«�b��/œ�‰�2
Current Processor Information :
-------------------------------
               Active Location = slot 2
        Current Software state = ACTIVE
       Uptime in current state = 29 minutes
                 Image Version = Cisco IOS Software, Catalyst 4500 L3 Switch Software 
(cat4500-ENTSERVICES-M), Version 12.2(31)SGA, RELEASE SOFTWARE (fc1)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2006 by Cisco Systems, Inc.
Compiled Tue 05-Sep-06 16:16 by sanjdas
                          BOOT = bootflash:new_image,12;bootflash:old_image,1;
        Configuration register = 0x822

Peer Processor Information :
----------------------------
              Standby Location = slot 1
        Current Software state = STANDBY HOT
       Uptime in current state = 12 minutes
                 Image Version = Cisco IOS Software, Catalyst 4500 L3 Switch Software 
(cat4500-ENTSERVICES-M), Version 12.2(31)SGA, RELEASE SOFTWARE (fc1)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2006 by Cisco Systems, Inc.
Compiled Tue 05-Sep-06 16:16 by sanjdas
                          BOOT = bootflash:new_image,12;bootflash:old_image,1;
        Configuration register = 0x822

Switch# show issu state detail
                          Slot = 2
                      RP State = Active
                    ISSU State = Init
                 Boot Variable = bootflash:new_image,12;bootflash:old_image,1;
                Operating Mode = Stateful Switchover
               Primary Version = N/A
             Secondary Version = N/A
               Current Version = bootflash:new_image

                          Slot = 1
                      RP State = Standby
                    ISSU State = Init
                 Boot Variable = bootflash:new_image,12;bootflash:old_image,1;
                Operating Mode = Stateful Switchover
               Primary Version = N/A
             Secondary Version = N/A
               Current Version = bootflash:new_image

ISSU �É�ß�­�«�@�ö�¢�K�r�K�S���G�€�è7F�
 Cisco IOS �¯�Ç�º�˜�™�”  �Â�î�ª�Ù�å�b�”�µ�É�¢�Þ�î�»�r�S
�c�²�˜�å�¢�Þ�î�»�†/œ�:�_�c�
�‚�K�8  ISSU �É�ß�­�«�b2s�·�@�²0[�_�^�~�r�M��

ISSU �É�ß�­�«�p�b�¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»�b�p�•

issu abortversion �¥�Ð�å�»�†$Î/œ�K�Z�
�]�b�•7u�_�>�8�Z�v�m�·�[  ISSU �É�ß�­�«�†�p�•�[�A�r�M
>&issu commitversion �¥�Ð�å�»�†$Î/œ�M�•�S>' ���r�S�
�¯�Ç�º�˜�™�”�_�|�•7€���b�è%±�_�|�W�Z�v�

ISSU �É�ß�­�«�c+¬�·$×�_�p�•�K�r�M��

>&�@>' �«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�@  Standby Hot �«�¸�î�º�_&ã/œ�M�•�S�_�
 issu abortversion �¥�Ð
�å�»�†$Î/œ�M�•�\�
�º�Û�Ç�•�µ�¡�@�p�•�M�•�•+��ö�@�6�~�r�M��
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ISSU �É�ß�­�«�b��/œ�‰�2
issu loadversion �¥�Ð�å�»�†$Î/œ�K�S�6�\�_�É�ß�­�«�†�m�·�[�p�•�K�S���œ�
�«�±�å�Â�–  �«�î�Ã�î�Â�–
�¨  �š�å�ª�å�@�Ü�­�µ�º�I�€�

–�b�¯�Ç�º�˜�™�”�@�Ü�ß�î�»�I�€�r�M��

issu runversion �r�S�c  issu acceptversion �¥�Ð�å�»�b�8�N�€�?�†
°�Š�K�S�6�\�_�É�ß�­�«�@�p�•�I�€
�S���œ�c�

–�b�¯�Ç�º�˜�™�”  �Â�î�ª�Ù�å�†�,�A)F�A��/œ�K�Z�8�•�‚�K�8�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š
�å�ª�å�[  2 �G�u�b�«�–�µ�³�œ�î�Â�î�@��/œ�I�€�r�M���‚�K�8�¯�Ç�º�˜�™�”�†��/œ�K�Z�8�S�«�î�Ã�î�Â�–
�¨  �š�å�ª�å�@�Ü�­�µ�º�I�€�

–�b�¯�Ç�º�˜�™�”  �Â�î�ª�Ù�å�@�Ü�ß�î�»�I�€�r�M��

>&�@>' �”�¡�¸�•�È�^�«�î�Ã�î�Â�–�¨�b�¥�Ð�å�»�[  abortversion �¥�Ð�å�»�†$Î/œ�M�• �S�_�
�«�±�å�Â�–  �«�î
�Ã�î�Â�–�¨  �š�å�ª�å�@�ö
²�_2s�·�I�€�Z�8�•�G�\�†&�1��K�r�M��

�G�G�[�c�
 issu commitversion �¥�Ð�å�»�†�Q#Ý�K�Z  ISSU �É�ß�­�«�†�ö�¢�M�•�S�_�
 ISSU �É�ß�­�«�†
�p�•�M�•�‰�2�_�X�8�Z1��Â�K�r�M��

�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�[���b�8���†��/œ�K�r�M��

�m8p�b�+0[

1. enable

2. issu abortversion active-slot [active-image-new]

�m8p�b0ò(ý

���_�
�«�ß�µ�º$��•  2>&#'�~�”�¡�¸�•�È�^�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�«�ß�µ�º>'�b  ISSU �É�ß�­�«�†�p
�•�M�•�[�†&g�K�r�M��

Switch> enable
Switch# issu abortversion 2

�”�µ�É�¢�Þ�î�»�e8Ÿ�†�G4J�M�•�S�u�b�ß�î�Ý�Â�µ�¡  �±�–�Ð�î�b0¿��

Cisco IOS �¯�Ç�º�˜�™�”�c�
�‚�K�C�”�¡�¸�•�È�_�^�W�S�«�î�Ã�î�Â�–�¨  �š�å�ª�å�\�«�±�å�Â�–  �«�î
�Ã�î�Â�–�¨  �š�å�ª�å�\�b3û�™�@�”�µ�É�¢�Þ�î�»�_�|�W�Z�
�)�•�I�€�S"g�Â�_�^�•�b�†�G4J�M�•�S�u�_�

ISSU �ß�î�Ý�Â�µ�¡  �±�–�Ð�î�†)T�â�K�r�M��

�‚�K�8�¯�Ç�º�˜�™�”�@�¥�Ñ�µ�º�I�€�Z�8�^�8���œ�
�r�S�c  Run Version �Ô�î�»�p�_�«�–�µ�³�l�b�K)F�@
�»�ƒ�€�S���œ�_�Ø�î�¨�@�…�X�²0[�@�^�8�|�:�_�
�ß�î�Ý�Â�µ�¡  �±�–�Ð�î�†  45 �(>&�¹�Ç�›�Ý�º>'�è
Æ�_
0¿���M�•�G�\�v�[�A�r�M���‚�K�8�–�Ó�î�ª�†�¥�Ñ�µ�º�M�•�S�_�‚�K�8  Cisco IOS �¯�Ç�º�˜�™�”�b�·�8�†
&�1��M�•�S�u�b���(�^�ì6ë�@�²0[�^���œ�c�
 45 �(�†2x�<�•�Í�_�ß�î�Ý�Â�µ�¡  �±�–�Ð�î�†0¿���M�•�G�\
�v�[�A�r�M��

>&�@>' �w� �^�±�–�Ð�î�Í�b(
�V�c�
 0 >|  7200 &Ê>&2 �ì6ë>'�[�M�� 0 &Ê�b�Í�†0¿���M�•�\�
�ß�î�Ý�Â�µ�¡  �±�–
�Ð�î�c�¹�•�­�î�È�Ý�_�^�~�r�M��

�¥�Ð�å�»�r�S�c�”�¡�©�Ù�å % $×

�«�̧ �µ�É 1 Switch> enable "I�’  EXEC �Ô�î�»�†�–�¿�î�È�Ý�_�K�r�M��

• �Ã�«�á�î�»�†
°�Š�K�r�M>&0[�Ó�I�€�S���œ>' ��

�«�̧ �µ�É 2 Switch# issu abortversion active slot 
[active-image-new]

4
/œ�p�b  ISSU �”�µ�É�¢�Þ�î�»�r�S�c�²�˜�å�¢�Þ�î�»  �É
�ß�­�«�†�Ÿ�Õ�å�­�Ý�K�
�Ý�î�±�b�«�¸�î�º�†�
�É�ß�­�«
�@6ä���M�•�S�b�«�¸�î�º�_�`�K�r�M��
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ISSU �É�ß�­�«�b��/œ�‰�2
ISSU �É�ß�­�«�@�G�–�_/œ�ƒ�€�Z�8�•�G�\�_ 62Š�K�
#'�~�b"g�Â�†�–�X���œ�c�
 issu acceptversion �¥
�Ð�å�»�†��/œ�M�•�G�\�_�|�~�
�Ž1Y�K�S�G�\�†&g�M�²0[�@�6�~�r�M���G�€�_�|�~�
�ß�î�Ý�Â�µ�¡  �±�–
�Ð�î�@�õ�F�K�r�M���Q�b�S�u�
 issu acceptversion �¥�Ð�å�»�†
°�Š�M�•�G�\�c�
 ISSU �É�ß�­�«�†4
�u
�•�b�_�A�ƒ�u�Z5�0[�[�M��

�G�b�•7u�[  issu commitversion �¥�Ð�å�»�†��/œ�M�•�G�\�c�
 issu acceptversion �¥�Ð�å�»�\  issu 
commitversion �¥�Ð�å�»�b�g�‰�†
°�Š�M�•�G�\�\� �L�[�M��#'�~�b"g�Â�[�M���‡6ë��/œ�K�^�8�£���[�

�‚�K�8�¯�Ç�º�˜�™�”  �Â�î�ª�Ù�å�_ 62Š�K�Z�8�•���œ�c�
 issu commitversion �¥�Ð�å�»�†�Q#Ý�K�r�M��

>&�@>' �ß�î�Ý�Â�µ�¡  �±�–�Ð�î�c�
 ISSU �b  Init �«�¸�î�º�[�T�E0¿���[�A�r�M��

�G�G�[�c�
�ß�î�Ý�Â�µ�¡  �±�–�Ð�î�†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M��

�m8p�b�+0[

1. enable

2. configure terminal

3. issu set rollback-timer hh::mm::ss

4. show issu rollback-timer

�m8p�b0ò(ý

���_�
�ß�î�Ý�Â�µ�¡  �±�–�Ð�î�†  3600 &Ê�_0¿���M�•�[�†&g�K�r�M��

Switch> enable
Switch# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# issu set rollback-timer 3600
% Rollback timer value set to [ 3600 ] seconds

Switch(config)# exit

Switch# show issu rollback-timer
        Rollback Process State = Not in progress
      Configured Rollback Time = 60:00

���b�[�[&g�M�|�:�_�
�ß�î�Ý�Â�µ�¡  �±�–�Ð�î�†  LV �«�¸�î�º�[0¿���M�•�G�\�c�[�A�r�O�‡��

Switch# show issu state detail
                          Slot = 1
                      RP State = Active
                    ISSU State = Load Version
                 Boot Variable = bootflash:old_image,12
                Operating Mode = RPR
               Primary Version = bootflash:old_image

�¥�Ð�å�»�r�S�c�”�¡�©�Ù�å % $×

�«�̧ �µ�É 1 Switch> enable "I�’  EXEC �Ô�î�»�†�–�¿�î�È�Ý�_�K�r�M��

• �Ã�«�á�î�»�†
°�Š�K�r�M>&0[�Ó�I�€�S���œ>' ��

�«�̧ �µ�É 2 Switch# configure  terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 Switch(config)# issu set rollback-timer  
hh::mm::ss

�ß�î�Ý�Â�µ�¡  �±�–�Ð�î�Í�†0¿���K�r�M��

�«�̧ �µ�É 4 Switch(config)# exit "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 Switch# show issu rollback-timer ISSU �ß�î�Ý�Â�µ�¡  �±�–�Ð�î�b#'�~�b0¿���†/²&g�K�r�M��
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ISSU �É�ß�­�«�b��/œ�‰�2
             Secondary Version = bootflash:new_image
               Current Version = bootflash:old_image

                          Slot = 2
                      RP State = Standby
                    ISSU State = Load Version
                 Boot Variable = bootflash:new_image,12;bootflash:old_image,12
                Operating Mode = RPR
               Primary Version = bootflash:old_image
             Secondary Version = bootflash:new_image
               Current Version = bootflash:new_image

Switch# show issu rollback-timer  
        Rollback Process State = Not in progress
      Configured Rollback Time = 60:00

Switch# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# issu set rollback-timer 20
% ISSU state should be [ init ] to set the rollback timer

ISSU �«�n�ö�Ð�º�Ü�¡�«�_���b/²&g

ISSU �«�n�ö�Ð�º�Ü�¡�«�_�c�
0ñ�\�M�•�Â�î�ª�Ù�å�_�?�?�ƒ�•�Ú�b�¯�Ç�º�˜�™�”  �–�Ó�î�ª�_6õ�M�•�_��
�@�µ�r�€�r�M���G�b�«�n�ö�Ð�º�Ü�¡�«�_�c�
 2 �X�b�¯�Ç�º�˜�™�”  �Â�î�ª�Ù�å>& 1 �X�c�
�”�¡�¸�•�È  �«�î
�Ã�î�Â�–�¨  �š�å�ª�å�[��/œ�I�€�•�¯�Ç�º�˜�™�”  �Â�î�ª�Ù�å�[�
�v�:�M�‰�c�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  
�š�å�ª�å�[��/œ�I�€�•�¯�Ç�º�˜�™�”  �Â�î�ª�Ù�å>'�b�«�n�ö�@&g�I�€�
�G�€�_�|�W�Z�
�©�«�¸�Ò�c��#'
�•+��^�q�v9×�Ø�^�·�8�Ô�î�»�†�8�9�[�A�r�M���G�b�_���c�
�Ø�î�¨�@  ISSU �†�Q#Ý�M�•�?�]�:�?�†�8�•
�M�•���œ�_�v�z'g�U�r�M��

�G�G�[�c�
 ISSU �«�n�ö�Ð�º�Ü�¡�«�_6õ�M�•�_���†/²&g�M�•�‰�2�†&g�K�r�M��

�m8p�b�+0[

1. enable

2. show issu comp-matrix { negotiated | stored | xml}

�m8p�b0ò(ý

���_�
�¿�¦�©�š�î�º�I�€�S�«�n�ö�Ð�º�Ü�¡�«�_6õ�M�•�_���†/²&g�M�•�[�†&g�K�r�M��

�¥�Ð�å�»�r�S�c�”�¡�©�Ù�å % $×

�«�̧ �µ�É 1 Switch> enable "I�’  EXEC �Ô�î�»�†�–�¿�î�È�Ý�_�K�r�M��

• �Ã�«�á�î�»�†
°�Š�K�r�M>&0[�Ó�I�€�S���œ>' ��

�«�̧ �µ�É 2 Switch# show issu comp-matrix  
{ negotiated  | stored | xml }

ISSU �«�n�ö�Ð�º�Ü�¡�«�_6õ�M�•�_���†/²&g�K�r�M��

• negotiated>8�¿�¦�©�š�î�º�I�€�S�«�n�ö�Ð�º�Ü�¡�«�_
���†/²&g�K�r�M��

• stored>8�–�Ñ�I�€�S�«�n�ö�Ð�º�Ü�¡�«�_���†/²&g�K�r
�M��

• xml>8�¿�¦�©�š�î�º�I�€�S�«�n�ö�Ð�º�Ü�¡�«�_���†  
XML �g�'�[/²&g�K�r�M��
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ISSU �É�ß�­�«�b��/œ�‰�2
Switch> enable
Switch# show issu comp-matrix negotiated  

CardType: WS-C4507R(112), Uid: 2,  Image Ver: 12.2(31)SGA
Image Name: cat4500-ENTSERVICES-M

Cid     Eid     Sid     pSid    pUid      Compatibility
=======================================================
2       1       262151  3       1         COMPATIBLE
3       1       262160  5       1         COMPATIBLE
4       1       262163  9       1         COMPATIBLE
5       1       262186  25      1         COMPATIBLE
7       1       262156  10      1         COMPATIBLE
8       1       262148  7       1         COMPATIBLE
9       1       262155  1       1         COMPATIBLE
10      1       262158  2       1         COMPATIBLE
11      1       262172  6       1         COMPATIBLE
100     1       262166  13      1         COMPATIBLE
110     113     262159  14      1         COMPATIBLE
200     1       262167  24      1         COMPATIBLE
2002    1       -       -       -         UNAVAILABLE
2003    1       262185  23      1         COMPATIBLE
2004    1       262175  16      1         COMPATIBLE
2008    1       262147  26      1         COMPATIBLE
2008    1       262168  27      1         COMPATIBLE
2010    1       262171  32      1         COMPATIBLE
2012    1       262180  31      1         COMPATIBLE
2021    1       262170  41      1         COMPATIBLE
2022    1       262152  42      1         COMPATIBLE
2023    1       -       -       -         UNAVAILABLE
2024    1       -       -       -         UNAVAILABLE
2025    1       -       -       -         UNAVAILABLE
2026    1       -       -       -         UNAVAILABLE
2027    1       -       -       -         UNAVAILABLE
2028    1       -       -       -         UNAVAILABLE
2054    1       262169  8       1         COMPATIBLE
2058    1       262154  29      1         COMPATIBLE
2059    1       262179  30      1         COMPATIBLE
2067    1       262153  12      1         COMPATIBLE
2068    1       196638  40      1         COMPATIBLE
2070    1       262145  21      1         COMPATIBLE
2071    1       262178  11      1         COMPATIBLE
2072    1       262162  28      1         COMPATIBLE
2073    1       262177  33      1         COMPATIBLE
2077    1       262165  35      1         COMPATIBLE
2078    1       196637  34      1         COMPATIBLE
2079    1       262176  36      1         COMPATIBLE
2081    1       262150  37      1         COMPATIBLE
2082    1       262161  39      1         COMPATIBLE
2083    1       262184  20      1         COMPATIBLE
2084    1       262183  38      1         COMPATIBLE
4001    101     262181  17      1         COMPATIBLE
4002    201     262164  18      1         COMPATIBLE
4003    301     262182  19      1         COMPATIBLE
4004    401     262146  22      1         COMPATIBLE
4005    1       262149  4       1         COMPATIBLE

Message group summary:
Cid     Eid     GrpId     Sid     pSid    pUid    Nego Result
=============================================================
2       1       1         262151  3       1       Y
3       1       1         262160  5       1       Y
4       1       1         262163  9       1       Y
5       1       1         262186  25      1       Y
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ISSU �É�ß�­�«�b��/œ�‰�2
7       1       1         262156  10      1       Y
8       1       1         262148  7       1       Y
9       1       1         262155  1       1       Y
10      1       1         262158  2       1       Y
11      1       1         262172  6       1       Y
100     1       1         262166  13      1       Y
110     113     115       262159  14      1       Y
200     1       1         262167  24      1       Y
2002    1       2         -       -       -       N - did not negotiate
2003    1       1         262185  23      1       Y
2004    1       1         262175  16      1       Y
2008    1       1         262147  26      1       Y
2008    1       2         262168  27      1       Y
2010    1       1         262171  32      1       Y
2012    1       1         262180  31      1       Y
2021    1       1         262170  41      1       Y
2022    1       1         262152  42      1       Y
2023    1       1         -       -       -       N - did not negotiate
2024    1       1         -       -       -       N - did not negotiate
2025    1       1         -       -       -       N - did not negotiate
2026    1       1         -       -       -       N - did not negotiate
2027    1       1         -       -       -       N - did not negotiate
2028    1       1         -       -       -       N - did not negotiate
2054    1       1         262169  8       1       Y
2058    1       1         262154  29      1       Y
2059    1       1         262179  30      1       Y
2067    1       1         262153  12      1       Y
2068    1       1         196638  40      1       Y
2070    1       1         262145  21      1       Y
2071    1       1         262178  11      1       Y
2072    1       1         262162  28      1       Y
2073    1       1         262177  33      1       Y
2077    1       1         262165  35      1       Y
2078    1       1         196637  34      1       Y
2079    1       1         262176  36      1       Y
2081    1       1         262150  37      1       Y
2082    1       1         262161  39      1       Y
2083    1       1         262184  20      1       Y
2084    1       1         262183  38      1       Y
4001    101     1         262181  17      1       Y
4002    201     1         262164  18      1       Y
4003    301     1         262182  19      1       Y
4004    401     1         262146  22      1       Y
4005    1       1         262149  4       1       Y

List of Clients:
Cid       Client Name              Base/Non-Base
================================================
2         ISSU Proto client        Base
3         ISSU RF                  Base
4         ISSU CF client           Base
5         ISSU Network RF client   Base
7         ISSU CONFIG SYNC         Base
8         ISSU ifIndex sync        Base
9         ISSU IPC client          Base
10        ISSU IPC Server client   Base
11        ISSU Red Mode Client     Base
100       ISSU rfs client          Base
110       ISSU ifs client          Base
200       ISSU Event Manager clientBase
2002      CEF Push ISSU client     Base
2003      ISSU XDR client          Base
2004      ISSU SNMP client         Non-Base
2008      ISSU Tableid Client      Base
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ISSU �É�ß�­�«�b��/œ�‰�2
2010      ARP HA                   Base
2012      ISSU HSRP Client         Non-Base
2021      XDR Int Priority ISSU cliBase
2022      XDR Proc Priority ISSU clBase
2023      FIB HWIDB ISSU client    Base
2024      FIB IDB ISSU client      Base
2025      FIB HW subblock ISSU clieBase
2026      FIB SW subblock ISSU clieBase
2027      Adjacency ISSU client    Base
2028      FIB IPV4 ISSU client     Base
2054      ISSU process client      Base
2058      ISIS ISSU RTR client     Non-Base
2059      ISIS ISSU UPD client     Non-Base
2067      ISSU PM Client           Base
2068      ISSU PAGP_SWITCH Client  Non-Base
2070      ISSU Port Security clientNon-Base
2071      ISSU Switch VLAN client  Non-Base
2072      ISSU dot1x client        Non-Base
2073      ISSU STP                 Non-Base
2077      ISSU STP MSTP            Non-Base
2078      ISSU STP IEEE            Non-Base
2079      ISSU STP RSTP            Non-Base
2081      ISSU DHCP Snooping clientNon-Base
2082      ISSU IP Host client      Non-Base
2083      ISSU Inline Power client Non-Base
2084      ISSU IGMP Snooping clientNon-Base
4001      ISSU C4K Chassis client  Base
4002      ISSU C4K Port client     Base
4003      ISSU C4K Rkios client    Base
4004      ISSU C4K HostMan client  Base
4005      ISSU C4k GaliosRedundancyBase

���_�
�–�Ñ�I�€�S�«�n�ö�Ð�º�Ü�¡�«�_6õ�M�•�_���†/²&g�M�•�[�†&g�K�r�M��

Switch# show issu comp-matrix stored
 
Number of Matrices in Table = 1
 
        (1) Matrix for cat4500-ENTSERVICES-M(112) - cat4500-ENTSERVICES-M(112) 
        ==========================================
        Start Flag (0xDEADBABE)
 
                My Image ver:  12.2(905.7)HAEFT
                Peer Version    Compatability
                ------------    -------------
                12.2(31)SGA             Base(2)
                12.2(31)SGA1            Base(2)
                12.2(905.7)HAEFT        Comp(3)
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C H A P T E R 6

�–�å�±�î�Ç�™�–�«�b0¿��

�G�b'v�[�c�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�_�–�å�±�î�Ç�™�–�«�†0¿���M�•�m8p�_�X�8�Z1��Â�K�r
�M��0¿���V�b�@�–�¦8o�
0¿���m8p�
�>�|�g0¿���[�_�X�8�Z�v&g�K�r�M��

�G�b'v�b�z�^
Æ���c�
���b�\�>�~�[�M��

• ���–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�+0[�� >&P.6-1>'

• �� interface �¥�Ð�å�»�b�Q#Ý�� >&P.6-2>'

• ���–�å�±�î�Ç�™�–�«(
�V�b0¿���� >&P.6-4>'

• ���–�å�±�î�Ç�™�–�«(
�V�Ð�¡�ß�b��*O�>�|�g�Q#Ý�� >&P.6-5>'

• �� Supervisor Engine V-10GE �[�b  10 � �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�>�|�g� �ž�Å�µ�º  �–�î�§�¿�µ
�º  SFP �Ï�î�º�b4Ä*(�� >&P.6-7>'

• �� 10 � �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�r�S�c� �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�b  WS-X4606-10GE-E 
�>�|�g  Supervisor Engine 6-E �l�b4Ä*(�� >&P.6-8>'

• ��
œ�¹�ª�±�Ý  �Ô�½�± �º�Û�å�©�î�Â�b�§�Ï�î�º�� >&P.6-10>'

• ���œ�É�©�Ù�å�b�–�å�±�î�Ç�™�–�«�µ+��b0¿���� >&P.6-11>'

• ���Í�µ�º�«�á�µ�É�b�+0[�� >&P.6-23>'

• ���–�å�±�î�Ç�™�–�«�b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«�� >&P.6-23>'

>&�@>' �G�b'v�b�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 Series Switch 
Cisco IOS Command Reference���>�|�g���b  URL �b6õ4��Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6350/index.html

�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�+0[
�¹�Ç�›�Ý�º�[�c�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�@�–�¿�î�È�Ý�_�^�W�Z�8�r�M�� 10/100 Mbps �–�î�§�¿�µ�º  
�–�å�±�î�Ç�™�–�«�c�
�K)F3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«�†+¬�·�¿�¦�©�š�î�©�Ù�å�K�r�M�� 10/100/1000 Mbps 
�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�c�
3ÿ�Ø�
�¹�×�É�Þ�µ�¡�«�
�Ç�ß�î�D�š�†�¿�¦�©�š�î�©�Ù�å�K�r�M��
1000 Mbps �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�c�
�Ç�ß�î�D�š�T�E�†�¿�¦�©�š�î�©�Ù�å�K�r�M��+¬�·�¿�¦
�©�š�î�©�Ù�å�[�c�
�d���b  2 �Ï�î�º�[�q3ÿ�b3ÿ�Ø�@+¬�·$×�_4E�¥�I�€�r�M���–�å�±�î�Ç�™�–�«�_3ÿ�Ø�@
�Â&g$×�_�æ���I�€�Z�8�•���œ�
�Q�b�–�å�±�î�Ç�™�–�«�@�Â&g$×�_
²�§5��_0¿���I�€�Z�8�•���œ�†7V�A�

�¹�Ç�›�Ý�º�[���§5��_0¿���I�€�r�M��

�¨�C�b�µ+��c�
�–�å�±�î�Ç�™�–�«�H�\�_�–�¿�î�È�Ý�_�^�~�r�M�� interface �¥�Ð�å�»�†
°�Š�M�•�\�A�

���b�¦8o�†�æ���M�•�²0[�@�6�~�r�M��
6-1
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interface �¥�Ð�å�»�b�Q#Ý
• �–�å�±�î�Ç�™�–�«  �±�–�É

– �Ç�“�«�º  �–�î�§�¿�µ�º>& fastethernet �Ÿ�î�á�î�»�†�Q#Ý>'

– � �ž�Å�µ�º  �–�î�§�¿�µ�º>& gigabitethernet �Ÿ�î�á�î�»�†�Q#Ý>'

– 10 � �ž�Å�µ�º  �–�î�§�¿�µ�º>& tengigabitethernet �Ÿ�î�á�î�»�†�Q#Ý>'

• �«�ß�µ�º$��•>8�–�å�±�î�Ç�™�–�«  �Ô�ª�×�î�Ý�b�š3U
›�«�ß�µ�º�[�M���«�ß�µ�º�_�c�
�V�?�}�W�l�

1 �?�}���r�•3û�K$��•�@�Ü�E�}�€�Z�8�r�M��

• �–�å�±�î�Ç�™�–�«$��•>8�Ô�ª�×�î�Ý�b�–�å�±�î�Ç�™�–�«$��•�[�M��   �–�å�±�î�Ç�™�–�«$��•�c�
�–�_  
1 �?�}���r�~�r�M���«�–�µ�³�b�G8��_�¥�?�W�Z�e�?�}�‘�_�
�–�å�±�î�Ç�™�–�«�_$��•�@�Ü�E�}�€�Z
�8�r�M��

�«�–�µ�³�V�b�«�ß�µ�º / �–�å�±�î�Ç�™�–�«�b"@#.$×�)*(�†&�1��K�Z�
�–�å�±�î�Ç�™�–�«�†"I���[�A�r
�M���r�S�
 Cisco Internetwork Operating System>&Cisco IOS>'�b  show �¥�Ð�å�»�†�Q#Ý�K�Z�
"I���b�–
�å�±�î�Ç�™�–�«�r�S�c�M�m�Z�b�–�å�±�î�Ç�™�–�«�_6õ�M�•�_���†/²&g�M�•�G�\�v�[�A�r�M��

interface �¥�Ð�å�»�b�Q#Ý
���_&g�M�M+á$×�^�m8p�c�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�b0¿���8���_4:#Ý�I�€�r�M��

�«�¸�µ�É 1 "I�’  EXEC �É�ß�å�É�º�_�
 configure terminal �¥�Ð�å�»�†
°�Š�K�Z�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

Switch# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# 

�«�¸�µ�É 2 �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�
 interface �¥�Ð�å�»�†
°�Š�K�r�M���–�å�±�î�Ç�™�–�«  
�•�î�»�V�b�¥�¿�¡�±�b�–�å�±�î�Ç�™�–�«  �±�–�É�>�|�g�–�å�±�î�Ç�™�–�«$��•�†1‘�9�K�r�M�����_�

�Ç�“�«�º  �–�î�§�¿�µ�º�
�«�ß�µ�º  5�
�–�å�±�î�Ç�™�–�«  1 �†4E�¥�M�•�[�†&g�K�r�M��

Switch(config)# interface fastethernet 5/1  
Switch(config-if)# 

�«�¸�µ�É 3 �–�å�±�î�Ç�™�–�«�b$��•�c�
�–�å�«�º�Þ�î�©�Ù�å�ì�_�
�r�S�c�©�«�¸�Ò�_�Ô�ª�×�î�Ý�@3ã�•�I�€�S�\�A
�_�d���[�m�~�\�Z�}�€�r�M���«�–�µ�³�_�š3U�I�€�Z�8�•�M�m�Z�b�–�å�±�î�Ç�™�–�«�b�Ü�«�º�†/²&g�M�•
�_�c�
 show interfaces EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M�����b���Š�[�b�|�:�_�
�«�–�µ�³�@�§�Ï�î�º�M�•
�–�å�±�î�Ç�™�–�«�H�\�_�Þ�Ï�î�º�@�8�B�I�€�r�M��

Switch(config-if)# Ctrl-Z
Switch# show interfaces
Vlan1 is up, line protocol is down 
  Hardware is Ethernet SVI, address is 0004.dd46.7aff (bia 0004.dd46.7aff)
  MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec, 
     reliability 255/255, txload 1/255, rxload 1/255
  Encapsulation ARPA, loopback not set
  ARP type: ARPA, ARP Timeout 04:00:00
  Last input never, output never, output hang never
  Last clearing of "show interface" counters never
  Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
  Queueing strategy: fifo
  Output queue: 0/40 (size/max)
  5 minute input rate 0 bits/sec, 0 packets/sec
  5 minute output rate 0 bits/sec, 0 packets/sec
     0 packets input, 0 bytes, 0 no buffer
     Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
     0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
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interface �¥�Ð�å�»�b�Q#Ý
     0 packets output, 0 bytes, 0 underruns
     0 output errors, 0 interface resets
     0 output buffer failures, 0 output buffers swapped out
GigabitEthernet1/1 is up, line protocol is down 
  Hardware is Gigabit Ethernet Port, address is 0004.dd46.7700 (bia 0004.dd46.7700)
  MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec, 
     reliability 255/255, txload 1/255, rxload 1/255
  Encapsulation ARPA, loopback not set
  Keepalive set (10 sec)
  Auto-duplex, Auto-speed
  ARP type: ARPA, ARP Timeout 04:00:00
  Last input never, output never, output hang never
  Last clearing of "show interface" counters never
  Input queue: 0/2000/0/0 (size/max/drops/flushes); Total output drops: 0
  Queueing strategy: fifo
  Output queue: 0/40 (size/max)
  5 minute input rate 0 bits/sec, 0 packets/sec
  5 minute output rate 0 bits/sec, 0 packets/sec
     0 packets input, 0 bytes, 0 no buffer
     Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
     0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
     0 input packets with dribble condition detected
     0 packets output, 0 bytes, 0 underruns
     0 output errors, 0 collisions, 0 interface resets
     0 babbles, 0 late collision, 0 deferred
     0 lost carrier, 0 no carrier
     0 output buffer failures, 0 output buffers swapped out
GigabitEthernet1/2 is up, line protocol is down 
  Hardware is Gigabit Ethernet Port, address is 0004.dd46.7701 (bia 0004.dd46.7701)
  MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec, 
     reliability 255/255, txload 1/255, rxload 1/255
  Encapsulation ARPA, loopback not set
  Keepalive set (10 sec)
  Auto-duplex, Auto-speed
  ARP type: ARPA, ARP Timeout 04:00:00
  Last input never, output never, output hang never
  Last clearing of "show interface" counters never
  Input queue: 0/2000/0/0 (size/max/drops/flushes); Total output drops: 0
  Queueing strategy: fifo
  Output queue: 0/40 (size/max)
  5 minute input rate 0 bits/sec, 0 packets/sec
  5 minute output rate 0 bits/sec, 0 packets/sec
     0 packets input, 0 bytes, 0 no buffer
     Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
     0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
     0 input packets with dribble condition detected
     0 packets output, 0 bytes, 0 underruns
     0 output errors, 0 collisions, 0 interface resets
     0 babbles, 0 late collision, 0 deferred
     0 lost carrier, 0 no carrier
     0 output buffer failures, 0 output buffers swapped out
--More-- 
<...output truncated...>

�«�¸�µ�É 4 ���b�[�_&g�M�|�:�_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  5/5 �b0¿���†6ä���M�•�_�c�
�¢�ß�î�Â
�Ý �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  interface �Ÿ�î�á�î�»�
�–�å�±�î�Ç�™�–�«  �±�–�É�
�«�ß�µ�º$��•�

�–�å�±�î�Ç�™�–�«$��•�†
°�Š�K�r�M��

Switch# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# interface fastethernet 5/5  
Switch(config-if)# 
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'¨  6 'v       �–�å�±�î�Ç�™�–�«�b0¿��
�–�å�±�î�Ç�™�–�«(
�V�b0¿��
>&�@>' �–�å�±�î�Ç�™�–�«  �±�–�É�\�–�å�±�î�Ç�™�–�«$��•�b6ë�_�c�
�«�Ì�î�«�c�Y0[�[�M���S�\�<�d�

�V0°�b�[�[�c�
 fastethernet 5/5 �r�S�c  fastethernet5/5 �b�8�N�€�†
°�Š�K�Z�v�?�r�8�r�O�‡��

�«�¸�µ�É 5 interface �¥�Ð�å�»�_)F�8�Z�
�¶���b�–�å�±�î�Ç�™�–�«�_�²0[�^�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�r�M��
°�Š�M�•�¥�Ð�å�»�_�|�W�Z�
�Q�b�–�å�±�î�Ç�™�–�«�V�[��/œ�I�€�•�É
�ß�º�¥�Ý�>�|�g�”�É�Ü�£�î�©�Ù�å�@�ô�r�~�r�M���9�b  interface �¥�Ð�å�»�†
°�Š�M�•�?�
�r�S�c  Ctrl �†
�²�K�S"g�Â�[  Z �†�²�K�Z�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�
"I�’  EXEC �Ô�î
�»�_�`�•�r�[�

°�Š�K�S�¥�Ð�å�»�@�p7Ÿ�I�€�
�P�Â�M�•  interface �¥�Ð�å�»�_4:#Ý�I�€�r�M��

�«�¸�µ�É 6 �–�å�±�î�Ç�™�–�«�†0¿���K�S�6�\�[�
 ���–�å�±�î�Ç�™�–�«�b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«��
>&P.6-23>' �_0°3U�I�€�Z�8�•  show EXEC �¥�Ð�å�»�†�Q#Ý�K�Z�
�–�å�±�î�Ç�™�–�«�b�«�¸�î�±�«�†&�1�
�K�r�M��

�–�å�±�î�Ç�™�–�«(
�V�b0¿��
�–�å�±�î�Ç�™�–�«(
�V�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†�Q#Ý�K�Z�
� �L�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ã�Û
�Ó�î�±�†�â�X0
�X�b�–�å�±�î�Ç�™�–�«�†0¿���[�A�r�M���–�å�±�î�Ç�™�–�«(
�V�¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�†6ä���M�•�\�
�G�b�Ô�î�»�†)
�¢�M�•�r�[�

°�Š�K�S�M�m�Z�b�¥�Ð�å�»  �Ã�Û�Ó�î�±�@�
�Q�b(

�V
Æ�b�M�m�Z�b�–�å�±�î�Ç�™�–�«�_4:#Ý�I�€�r�M��

� �L0¿���†�â�X�–�å�±�î�Ç�™�–�«�b(
�V�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

>&�@>' interface range �¥�Ð�å�»�†�Q#Ý�M�•���œ�
 vlan�
 fastethernet�
 gigabitethernet�

tengigabitethernet�
 macro �Ÿ�î�á�î�»�\�²�µ�©�×�b6ë�_�«�Ì�î�«�†
°�€�r�M��   �¥�Ð�å�»  interface 
range fastethernet 5/1 - 5 �c�w� �^(
�V�†�æ���K�Z�8�r�M�@�
�¥�Ð�å�»  interface range fastethernet 
1-5 �_�c�w� �^  range �¥�Ð�å�»�@�µ�r�€�Z�8�r�O�‡��

>&�@>' interface range �¥�Ð�å�»�c�
 interface vlan �¥�Ð�å�»�†�Q#Ý�K�Z0¿���I�€�Z�8�•  Virtual Local Area 
Network>&VLAN; �ì�•�ß�î�•�Ý  �š�Ü�”  �¿�µ�º�á�î�¡>'�–�å�±�î�Ç�™�–�«�_�X�8�Z�T�E�w� �[�M>&0¿��
�í�s�b  VLAN �–�å�±�î�Ç�™�–�«�†/²&g�M�•�_�c�
 show running-configuration �¥�Ð�å�»�†�Q#Ý�K�r
�M>'�� show running-configuration �¥�Ð�å�»�[/²&g�I�€�^�8  VLAN �–�å�±�î�Ç�™�–�«�_�
 interface 
range �¥�Ð�å�»�c�Q#Ý�[�A�r�O�‡��

�¥�Ð�å�» % $×

Switch(config)# interface range  
{ vlan vlan_ID - vlan_ID } | 
{{ fastethernet  | gigabitethernet  | 
tengigabitethernet  | macro macro_name }  
slot/interface - interface } [ , 
{ vlan vlan_ID - vlan_ID } {{ fastethernet  
| gigabitethernet  | tengigabitethernet  | 
macro  macro_name } 
slot/interface - interface }] 

0¿���M�•�–�å�±�î�Ç�™�–�«�b(
�V�†4E�¥�K�r�M����
�b!l�_�@�–�K�Z�C�T�I�8��

• �²�µ�©�×�b�S�_�«�Ì�î�«�†
°�€�r�M��

• �•�å�Ð�[�
�)�W�Z�
(
�V�†  5 �X�r�[
°�Š�[�A�r
�M��

• �•�å�Ð�b�S�‹�_�«�Ì�î�«�c�²0[�6�~�r�O�‡��
6-4
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



'¨  6 'v       �–�å�±�î�Ç�™�–�«�b0¿��
�–�å�±�î�Ç�™�–�«(
�V�Ð�¡�ß�b��*O�>�|�g�Q#Ý
���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  5/1 >|  5/5 �M�m�Z�†
Ì�g�–�¿�î�È�Ý�_�M�•�[�†&g�K�r
�M��

Switch(config)# interface range fastethernet 5/1 - 5  
Switch(config-if-range)# no shutdown  
Switch(config-if-range)#
*Oct  6 08:24:35: %LINK-3-UPDOWN: Interface FastEthernet5/1, changed state to up
*Oct  6 08:24:35: %LINK-3-UPDOWN: Interface FastEthernet5/2, changed state to up
*Oct  6 08:24:35: %LINK-3-UPDOWN: Interface FastEthernet5/3, changed state to up
*Oct  6 08:24:35: %LINK-3-UPDOWN: Interface FastEthernet5/4, changed state to up
*Oct  6 08:24:35: %LINK-3-UPDOWN: Interface FastEthernet5/5, changed state to up
*Oct  6 08:24:36: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet5/
5, changed state to up
*Oct  6 08:24:36: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet5/
3, changed state to up
*Oct  6 08:24:36: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet5/
4, changed state to up
Switch(config-if)#

���_�
�•�å�Ð�†�Q#Ý�K�Z�
�±�–�É�b$��^�•�–�å�±�î�Ç�™�–�«  �«�º�Ü�å�¢�†3ã�•�K�Z(
�V�†�æ���K�

�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  5/1 >|  5/5 �\�
 GigabitEthernet 1/1 �>�|�g  1/2 �†
Ì�g�–�¿�î
�È�Ý�_�M�•�[�†&g�K�r�M��

Switch(config-if)# interface range fastethernet 5/1 - 5, gigabitethernet 1/1 - 2  
Switch(config-if)# no shutdown  
Switch(config-if)#
*Oct  6 08:29:28: %LINK-3-UPDOWN: Interface FastEthernet5/1, changed state to up
*Oct  6 08:29:28: %LINK-3-UPDOWN: Interface FastEthernet5/2, changed state to up
*Oct  6 08:29:28: %LINK-3-UPDOWN: Interface FastEthernet5/3, changed state to up
*Oct  6 08:29:28: %LINK-3-UPDOWN: Interface FastEthernet5/4, changed state to up
*Oct  6 08:29:28: %LINK-3-UPDOWN: Interface FastEthernet5/5, changed state to up
*Oct  6 08:29:28: %LINK-3-UPDOWN: Interface GigabitEthernet1/1, changed state to
 up
*Oct  6 08:29:28: %LINK-3-UPDOWN: Interface GigabitEthernet1/2, changed state to
 up
*Oct  6 08:29:29: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet5/
5, changed state to up
*Oct  6 08:29:29: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet5/
3, changed state to up
*Oct  6 08:29:29: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet5/
4, changed state to up
Switch(config-if)#

�–�å�±�î�Ç�™�–�«(
�V�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[0
�X�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°
�Š�M�•�\�A�
�›�¥�Ð�å�»�c
°�Š�M�•�S�g�_��/œ�I�€�r�M>&�–�å�±�î�Ç�™�–�«(
�V�¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �Ô�î�»�b)
�¢�‹�_�r�\�u�Z��/œ�I�€�•�ƒ�E�[�c�6�~�r�O�‡>' ���¥�Ð�å�»�b��/œ�p�_�–�å�±�î�Ç�™�–�«
(
�V�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�M�•�\�
�M4Š�b�¥�Ð�å�»�@(
�V
Æ�b�M�m�Z�b�–�å�±�î�Ç�™
�–�«�[��/œ�I�€�^�8���œ�v�6�~�r�M���¥�Ð�å�»  �É�ß�å�É�º�@/²&g�I�€�S�b�†&�1��K�Z�?�}�
�–�å�±�î
�Ç�™�–�«(
�V�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�Z�C�T�I�8��

�–�å�±�î�Ç�™�–�«(
�V�Ð�¡�ß�b��*O�>�|�g�Q#Ý
�–�å�±�î�Ç�™�–�«(
�V�Ð�¡�ß�†��*O�K�Z�
0¿���M�•�–�å�±�î�Ç�™�–�«�b(
�V�†+¬�·$×�_4E�¥�[�A�r�M��
interface range macro �¥�Ð�å�»�[  macro �Ÿ�î�á�î�»�†�Q#Ý�M�•�_�c�
�¦�S�_�Ð�¡�ß�†��*O�K�Z�>�C�²
0[�@�6�~�r�M��
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'¨  6 'v       �–�å�±�î�Ç�™�–�«�b0¿��
�–�å�±�î�Ç�™�–�«(
�V�Ð�¡�ß�b��*O�>�|�g�Q#Ý
�–�å�±�î�Ç�™�–�«(
�V�Ð�¡�ß�†��*O�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  5/1 >|  5/4 �†4E�¥�M�•�|�:�_�
�–�å�±�î�Ç�™�–�«(
�V
�Ð�¡�ß  enet_list �†��*O�M�•�[�†&g�K�r�M��

Switch(config)# define interface-range enet_list fastethernet 5/1 - 4  

��*O�í�s�b�–�å�±�î�Ç�™�–�«(
�V�Ð�¡�ß�b0¿���†/²&g�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
��*O�í�s�b�–�å�±�î�Ç�™�–�«(
�V�Ð�¡�ß  enet_list�†/²&g�M�•�[�†&g�K�r�M��

Switch# show running-config | include define  
define interface-range enet_list FastEthernet5/1 - 4
Switch#

interface range �¥�Ð�å�»�[�–�å�±�î�Ç�™�–�«(
�V�Ð�¡�ß�†�Q#Ý�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�–�å�±�î�Ç�™�–�«(
�V�Ð�¡�ß  enet_list �†�Q#Ý�K�Z�
�–�å�±�î�Ç�™�–�«(
�V�¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�_�)�~�p�<�•�[�†&g�K�r�M��

Switch(config)# interface range macro enet_list  
Switch(config-if)#

/² 6-1

�¥�Ð�å�» % $×

Switch(config)# define interface-range  macro_name 
{ vlan vlan_ID - vlan_ID } | {{ fastethernet  | 
gigabitethernet } slot/interface - interface }
[ ,  { vlan vlan_ID - vlan_ID } {{ fastethernet  | 
gigabitethernet }  slot/interface - interface }] 

�–�å�±�î�Ç�™�–�«(
�V�Ð�¡�ß�†��*O�K�Z�

��/œ�p�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–
�Ý�_�–�Ñ�K�r�M��

/² 6-2

�¥�Ð�å�» % $×

Switch# show running-config  ��*O�í�s�b�–�å�±�î�Ç�™�–�«(
�V�Ð�¡�ß�b0¿���†/²&g
�K�r�M��

/² 6-3

�¥�Ð�å�» % $×

Switch(config)# interface range macro 
name 

��*O�K�S�–�å�±�î�Ç�™�–�«(
�V�Ð�¡�ß�_�–�Ñ�I�€
�S�Í�†�Q#Ý�K�Z�
0¿���M�•�–�å�±�î�Ç�™�–�«�b(

�V�†4E�¥�K�r�M��
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Supervisor Engine V-10GE �[�b  10 � �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�>�|�g� �ž�Å�µ�º  �–�î�§�¿�µ�º  SFP �Ï�î�º�b4Ä*(
Supervisor Engine V-10GE �[�b  10 � �ž�Å�µ�º  �–�î�§
�¿�µ�º  �Ï�î�º�>�|�g� �ž�Å�µ�º  �–�î�§�¿�µ�º  SFP �Ï�î�º�b
4Ä*(

>&�@>' Catalyst 4510R �©�Ü�î�¬  �«�–�µ�³�V�[�
 10-GigabitEthernet �Ï�î�º�>�|�g  GigabitEthernet SFP �”�µ�É
�Ü�å�¡  �Ï�î�º�b�g�‰�†�–�¿�î�È�Ý�_�M�•���œ�
�«�–�µ�³�†
Ì2s�·�M�•�²0[�@�6�~�r�M�� Catalyst 4503�

4506�
�>�|�g  4507R �©�Ü�î�¬  �«�–�µ�³�V�[�c�
�G�b�µ+��c+¬�·$×�_�–�¿�î�È�Ý�_�^�~�r�M��

Cisco IOS Release 12.2(25)SG �|�~�v�S�b�Ü�Ü�î�«�[�c�
 Cisco Catalyst 4500 Supervisor Engine 
V-10GE �_�|�~�
 �¹�×�”�Ý  �á�–�Ö�«�Æ�î�»  10 � �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�r�S�c�æ�p�•+��_4Ä)z�I
�€�S  4 �X�b� �ž�Å�µ�º  �–�î�§�¿�µ�º  SFP �”�µ�É�Ü�å�¡  �Ï�î�º�b�8�N�€�?�†�–�¿�î�È�Ý�_�[�A�r�M��
Cisco IOS Release 12.2(25)SG �[�c�
�¹�×�”�Ý  10 � �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�>�|�g  4 �X�b� �ž
�Å�µ�º  �–�î�§�¿�µ�º  SFP �Ï�î�º�†  Catalyst 4503�
 Catalyst 4506�
�>�|�g  Catalyst 4507R �©�Õ�î�©�_
� �ì�_4Ä*(�[�A�r�M��

Catalyst 4510R �©�Õ�î�©�b4Ä*(�[�c�
���b�S�B�b�:�U�8�N�€�?�@�§�Ï�î�º�I�€�r�M��

• �¹�×�”�Ý  10 � �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º>& X2 
œ�Ï�î�º>'�T�E��

• 4 �X�b� �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º>& SFP 
œ�Ï�î�º>'�T�E��

• �¹�×�”�Ý  10 � �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�>�|�g  4 � �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�b�g�‰���G
�b�Ô�î�»���œ�
 10 $��u�b�«�ß�µ�º>&�Ç�Þ�µ�¡�«�«�ß�µ�º>'�@�§�Ï�î�º�M�•�b�c�
 2 �Ï�î�º�b� �ž
�Å�µ�º  �–�å�±�î�Ç�™�–�«  �¥�å�Â�î�±>& GBIC>'�Û�–�å�•�î�»>& WS-X4302-GB>'�T�E�[�M

• Supervisor Engine 6-E �\)��s�œ�ƒ�O�Z�Q#Ý�M�•���œ�
 Catalyst 4510R-E �©�Õ�î�©�b�«�ß�µ�º  8�
 9�

�>�|�g  10 �_�Â�µ�¡�É�Þ�î�å  �º�Û�Ç�•�µ�¡��5��@  6Gbps 2x�<�•�Û�–�å�•�î�»�c4Ä*(�[�A�r�O�‡��

10 � �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�r�S�c� �ž�Å�µ�º  �–�î�§�¿�µ�º  SFP �”�µ�É�Ü�å�¡  �Ï�î�º�†4E�¥�M
�•�_�c�
���b�8���†/œ�8�r�M��

>&�@>' 10 �«�ß�µ�º  �©�Õ�î�©>& Catalyst 4510R �>�|�g  4510RE>'�_�š3U�I�€�Z�8�•  Supervisor Engine V-10GE
>&WS-X4516-10GE>'�[�c�
�‚0d�”�µ�É�Ü�å�¡  �Ô�î�»�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�Ç
�Û�µ�©�×  �Ó�Ô�Ü�_�¥�Æ�î�I�€�Z�©�«�¸�Ò�b7Á ;�@
Ì�ž
°�I�€�•���œ�
�©�«�¸�Ò�c�‚0d�”�µ�É�Ü�å�¡  
�Ô�î�»�[2s�·�K�r�O�‡���”�µ�É�Ü�å�¡  �Ô�î�»�†�š�f�K�S�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�Ç
�Û�µ�©�×  �Ó�Ô�Ü�_�¥�Æ�î�K�S�6�\�
�¥�Ð�å�»  �–�å�±�î�Ç�™�–�«)�#ä�[�‚�K�8�”�µ�É�Ü�å�¡  �Ô�î�»�_�š
�f�K�Z�?�}�
�©�«�¸�Ò�†
Ì2s�·�M�•�²0[�@�6�~�r�M���G�b�ï�8�_�|�~�
�©�«�¸�Ò�@�‚�K�8�”�µ�É�Ü�å�¡  
�Ô�î�»�[2s�·�K�r�M��

���_�
 Catalyst 4510R �©�Ü�î�¬  �«�–�µ�³�V�[  10-GigabitEthernet �Ï�î�º�>�|�g  GigabitEthernet SFP 
�”�µ�É�Ü�å�¡  �Ï�î�º�b�g�‰�†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# hw-module uplink select all

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 2 Switch(config)# hw-module uplink select [ all | 
gigabitethernet | tengigabitethernet ]

�–�¿�î�È�Ý�_�M�•�Ï�î�º  �±�–�É�†4E�¥�K�r�M��
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10 � �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�r�S�c� �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�b  WS-X4606-10GE-E �>�|�g  Supervisor Engine 6-E �l�b4Ä*(
Warning: This configuration mode will place slot 10 in flex slot mode

10 � �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�r�S�c� �ž�Å�µ�º  �–�î�§
�¿�µ�º  �Ï�î�º�b  WS-X4606-10GE-E �>�|�g  Supervisor 
Engine 6-E �l�b4Ä*(

Supervisor Engine 6-E �>�|�g  WS-X4606-10GE-E �g�‰�[  X2 �Ï�î�º�b��3>�ö�†�¥�V�I�O�•�S�u�_�

Catalyst 4500 �«�–�µ�³�c  TwinGig �¥�å�Â�î�±  �Ô�ª�×�î�Ý�†�§�Ï�î�º�K�Z�8�r�M�� TwinGig �¥�å�Â�î�±  
�Ô�ª�×�î�Ý�@  X2 �Í�î�Ý�_�K)F�K�Z�8�•�\�
 1 �X�b  X2 �Í�î�Ý>& 1 �X�b�É�Û�¢�–�å�•+��^  X2 
œ�Ï�î�º�_
�P�Â>'�@ 2 �X�b  SFP �Í�î�Ý>& 2 �X�b�É�Û�¢�–�å�•+��^  SFP 
œ�Ï�î�º�_�P�Â>'�_�š�n�I�€�r�M���G�€�_
�|�~�
 10 � �ž�Å�µ�º  �Ï�î�º�>�|�g  1 � �ž�Å�µ�º  �Ï�î�º�†� �L�Û�–�å�•�î�»�_0¿*(�[�A�r�M���r�S�
� 
�ž  �Å�µ�º  �Ï�î�º�†�Q#Ý�[�A�
�²0[�_�Â�L�Z�
 10 � �ž�Å�µ�º  �Ï�î�º�_�)�~�p�<�•�G�\�@�[�A�r�M��

���b
Æ���_�X�8�Z1��Â�K�r�M��

• ���Ï�î�º$��•0¿���†/œ�:  TwinGig �¥�å�Â�î�±�� >&P.6-8>'

• �� TwinGig �¥�å�Â�î�±�b�D7H�¦8o�� >&P.6-9>'

• �� X2/TwinGig �¥�å�Â�î�±  �Ô�î�»�b4E�¥�� >&P.6-9>'

�Ï�î�º$��•0¿���†/œ�:  TwinGig �¥�å�Â�î�±

TwinGig �¥�å�Â�î�±�@�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�[�6�•���œ�
�Û�–�å�•�î�»�V�b�Ï�î�º$��•�>�|
�g�Ï�î�º  �±�–�É�c�·$×�_�š�ƒ�~�r�M��#Ý1��@�G�b�·�8�†�o�Î�M�•�²0[�@�6�~�r�M�� Cisco IOS �[�c�
 10 
� �ž�Å�µ�º  �Ï�î�º�b�¡�S�c  TenGigabit �[�6�~�
 1 � �ž�Å�µ�º  �Ï�î�º�b�¡�S�c  Gigabit �[�M�� Cisco IOS 
Release 12.2(40)SG �è7F�[�c�
 TenGigabit 1/1 �>�|�g  Gigabit 1/1 �\�8�:�¡�S�b  2 �X�b�Ï�î�º�@�Ñ�~�K
�^�8�|�:�_�M�•�S�u�
 10 � �ž�Å�µ�º�>�|�g  1 � �ž�Å�µ�º  �Ï�î�º$��•�c"‚'g�K�Z�8�r�M���S�\�<�d�
 6 
�¶�b  X2 �Í�î�Ý�†�â�X  WS-X4606-10GE-E �Ô�ª�×�î�Ý�[�c�
 X2 �Ï�î�º�b�¡�S�c  TenGigabit �«�ß�µ�º
$��• /<1 >|  6> �[�6�~�
 SFP �Ï�î�º�b�¡�S�c  Gigabit �«�ß�µ�º$��• /<7 >|  18> �[�M��

�W 6-1 WS-X4606-10GE �b�S8��É�Þ�î�º

Cisco IOS �[�c�Ï�î�º  1 �?�}  18 �c�–�_�Ñ�~�K�r�M���X�r�~�
�G�€�}�b�Ï�î�º�b0¿���†4:#Ý�[�A�
 CLI 
���Š�_/²&g�I�€�r�M���S�T�K�
 X2 �Ï�î�º�r�S�c  SFP �Ï�î�º�@�6�•"I���b�ì6ë�”�¡�¸�•�È�_�^�W�Z�8�•
���œ�T�E�[�M���S�\�<�d�
 X2 �@ 2 $��u�b�Í�î�Ý�_�K)F�K�Z�8�•���œ�
 X2 �Ï�î�º  2 �c�”�¡�¸�•�È�[  
SFP �Ï�î�º  9 �>�|�g  10 �c�”�¡�¸�•�È�[�c�6�~�r�O�‡�� TwinGig �¥�å�Â�î�±�@  2 $��u�b�Í�î�Ý�_�K)F�K
�Z�8�•���œ�
 X2 �Ï�î�º  2 �c�”�¡�¸�•�È�[�c�^�C  SFP �Ï�î�º  9 �>�|�g  10 �c�”�¡�¸�•�È�[�M���”�¡�¸�•
�È�[�c�^�8�Ï�î�º�c�
�M�m�Z�b�”�µ�É�Ü�å�¡�@�«�–�µ�³�å�¢  ASIC �_�K)F�I�€�Z�8�^�8  Supervisor 
Engine IV �>�|�g  V-10GE �V�[�”�¡�¸�•�È�[�c�^�8�Ï�î�º�\� �]�_�…�ƒ�€�r�M��

1X2

SFP
Status

7 8 9 10 11 12 23
15

62
2 3 4X2

SFP 13 14 15 16 17 18

5 6
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10 � �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�r�S�c� �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�b  WS-X4606-10GE-E �>�|�g  Supervisor Engine 6-E �l�b4Ä*(
>&�@>' WS-X4606-X2-E �Ô�ª�×�î�Ý�[  TwinGig �>�|�g  X2 �º�Û�å�©�î�Â�†� �ì�_�Q#Ý�M�•���œ�
 �Ï�î�º  1 >|  3 
�†  1 �X�b�¢�Ý�î�É�
�Ï�î�º  4 >|  6 �†�v�:  1 �X�b�¢�Ý�î�É�_�r�\�u�r�M���õ�–�b�Ï�î�º�_  TwinGig �r�S
�c  X2 �º�Û�å�©�î�Â�†��
°�M�•�\�
�Ã�î�º�¼�î  �Ï�î�º�b�µ+��_�s8j�†�Z�<�
 3 �X�b�Ï�î�º�M�m�Z�[� �L
�±�–�É�†��#.�M�•�|�:+¬�·$×�_0¿���I�€�r�M���Ï�î�º  �¢�Ý�î�É
Æ�[�±�–�É�c�ã�œ�[�A�r�O�‡���S�\�<
�d�
�Ï�î�º  1 �_  X2 �†�
�Ï�î�º  2 �_  TwinGig �†��
°�K�S���œ�
�g�‰�G�–�_�µ+��K�r�O�‡��

TwinGig �¥�å�Â�î�±�b�D7H�¦8o

Supervisor Engine 6-E �©�«�¸�Ò�[�c�
�Ï�î�º�c�«�±�È  ASIC )�#ä�[�«�–�µ�³�å�¢  �š�å�ª�å�_�K)F�K�Z
�8�r�M���G�b�«�±�È  ASIC �_�c�Ï�î�º�_�X�8�Z���b�D7H�¦8o�@�6�~�r�M�� 1 �X�b�«�±�È  ASIC �V�[�c� 
�ž�Å�µ�º  �Ï�î�º�>�|�g  10 � �ž�Å�µ�º  �Ï�î�º�†�G#Ý�[�A�r�O�‡���X�r�~�
�M�m�Z  10 � �ž�Å�µ�º>& X2>'
�?�
�M�m�Z� �ž�Å�µ�º>& TwinGig �¥�å�Â�î�±�>�|�g  SFP>'�[�6�•�²0[�@�6�~�r�M�� X2 �Ô�ª�×�î�Ý�b�S
8��É�Þ�î�º�[�c�
��7•�b"@#.�¢�Ý�î�É�r�S�c�¢�Ý�î�É�b�G�~�_�e�?�€�•�Î�µ�¡�«�_�|�W�Z�
�G�b�«�±�È  
�Ï�î�º�b�¢�Ý�î�É�@&g�I�€�Z�8�r�M��

X2/TwinGig �¥�å�Â�î�±  �Ô�î�»�b4E�¥

�¹�Ç�›�Ý�º�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�c  X2 �[�M���Q�b�S�u�
 10 � �ž�Å�µ�º  �–�å�±�î�Ç�™�–�«
�b4Ä*(�†0£#ì�M�•���œ�c�
�1�v0¿���M�•�²0[�c�6�~�r�O�‡���S�T�K�
� �ž�Å�µ�º  �–�å�±�î�Ç�™�–�«�†
4Ä*(�M�•>&�X�r�~�
 TwinGig �¥�å�Â�î�±�†�Q#Ý�M�•>'���œ�c6õ4��M�•�Ï�î�º  �¢�Ý�î�É�†0¿���M�•�²0[
�@�6�~�r�M��

• �Ô�ª�×�î�Ý�b  X2 �Í�î�Ý�@�]�b�|�:�_�¢�Ý�î�É�ì�I�€�Z�8�•�?�†�8�•�M�•�_�c�
 show hw-module 
module <m> port-group <p> �¥�Ð�å�»�†
°�Š�K�r�M��

WS-X4606-10GE-E �©�Õ�î�©�b���œ�
���Š�c���b�|�:�_�^�~�r�M��

Switch# show hw-module module 1 port-group
Module Port-group Active                         Inactive
-------------------------------------------------------------
   1        1     Te1/1-3                        Gi1/7-12                      
   1        2     Te1/4-6                        Gi1/13-18 

Switch# show int status mod 1

Port      Name               Status       Vlan       Duplex  Speed Type
Te1/1                        notconnect   1            full    10G 10GBase-LR
Te1/2                        connected    1            full    10G 10GBase-LR
Te1/3                        notconnect   1            full    10G No X2
Te1/4                        notconnect   1            full    10G No X2
Te1/5                        notconnect   1            full    10G No X2
Te1/6                        notconnect   1            full    10G No X2
Gi1/7                        inactive     1            full   1000 No Gbic
Gi1/8                        inactive     1            full   1000 No Gbic
Gi1/9                        inactive     1            full   1000 No Gbic
Gi1/10                       inactive     1            full   1000 No Gbic
Gi1/11                       inactive     1            full   1000 No Gbic
Gi1/12                       inactive     1            full   1000 No Gbic
Gi1/13                       inactive     1            full   1000 No Gbic
Gi1/14                       inactive     1            full   1000 No Gbic
Gi1/15                       inactive     1            full   1000 No Gbic
Gi1/16                       inactive     1            full   1000 No Gbic
Gi1/17                       inactive     1            full   1000 No Gbic
Gi1/18                       inactive     1            full   1000 No Gbic
Switch#
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œ�¹�ª�±�Ý  �Ô�½�± �º�Û�å�©�î�Â�b�§�Ï�î�º
• � �ž�Å�µ�º�†4Ä*(�M�•�›  X2 �Ï�î�º  �¢�Ý�î�É�_�·�8�Ô�î�»�†0¿���M�•�_�c�
 hw-module module 
<m> port-group <p> select gigabitethernet �¥�Ð�å�»�†
°�Š�K�r�M���G�b0¿���c�
7Á ;�b
Ì�ž
°�>
�|�g�Ü�ß�î�»�ì�_�–�â�I�€�r�M��

TwinGig �¥�å�Â�î�±�†�Q#Ý�K�Z� �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�†4Ä*(�M�•�_�c�
���b
�8���†/œ�8�r�M��

���_�
 TwinGig �¥�å�Â�î�±�†�Q#Ý�K�Z  WS-X4606-10GE-E �V�b� �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î
�Ç�™�–�«�†4E�¥�M�•�[�†&g�K�r�M��

Switch# config terminal
Enter configuration commands, one per line.End with CNTL/Z.
Switch(config)# hw-module module 1 port-group 1 select gigabitethernet
Switch(config)# exit
Switch# show int status mod 1
Port      Name               Status       Vlan       Duplex  Speed Type
Te1/1                        inactive     1            full    10G No X2
Te1/2                        inactive     1            full    10G No X2
Te1/3                        inactive     1            full    10G No X2
Te1/4                        notconnect   1            full    10G No X2
Te1/5                        notconnect   1            full    10G No X2
Te1/6                        notconnect   1            full    10G No X2
Gi1/7                        notconnect   1            full   1000 No Gbic
Gi1/8                        notconnect   1            full   1000 No Gbic
Gi1/9                        notconnect   1            full   1000 No Gbic
Gi1/10                       notconnect   1            full   1000 No Gbic
Gi1/11                       notconnect   1            full   1000 No Gbic
Gi1/12                       notconnect   1            full   1000 No Gbic
Gi1/13                       inactive     1            full   1000 No Gbic
Gi1/14                       inactive     1            full   1000 No Gbic
Gi1/15                       inactive     1            full   1000 No Gbic
Gi1/16                       inactive     1            full   1000 No Gbic
Gi1/17                       inactive     1            full   1000 No Gbic
Gi1/18                       inactive     1            full   1000 No Gbic


œ�¹�ª�±�Ý  �Ô�½�± �º�Û�å�©�î�Â�b�§�Ï�î�º
�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>& CLI>'�¥�Ð�å�»>& show inventory�
 show idprom interface>'�†�º�Û
�å�©�î�Â�[�Q#Ý�M�•�\�
�©�Ü�”�Ý  �¼�å�Â�î�
�Ô�¹�Ý�¡�
�–�å�Ë�å�º�Ü�_���†�v�“�[�A�r�M��

���b�¥�Ð�å�»�c�
 Diagnostic Optical Monitoring>&DOM>'�µ+��†�§�Ï�î�º�M�•�º�Û�å�©�î�Â�S#Ý�b�¥
�Ð�å�»�[�M��

• "I���b�–�å�±�î�Ç�™�–�«  �º�Û�å�©�î�Â�b�­�å�§�î�M�m�Z�b#'�~�Í�>�|�g�K�A�8�Í�†/²&g�K�r�M��

show interfaces <int-name> transceiver [detail] [threshold]  

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 2 Switch(config)# hw-module module m port-group p 
select [gigabitethernet | tengigabitethernet ]

�›  X2 �Ï�î�º  �¢�Ý�î�É�_�P�M�•�ï�8�b�Ô�î�»�†4E�¥�K�r
�M��

�¹�Ç�›�Ý�º�c  10 � �ž�Å�µ�º  �–�î�§�¿�µ�º>& X2>'�[�M��

�«�̧ �µ�É 3 Switch(config)# exit �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 4 Switch# show int status mod n 0¿���†&�1��K�r�M��
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�œ�É�©�Ù�å�b�–�å�±�î�Ç�™�–�«�µ+��b0¿��
• �M�m�Z�b�º�Û�å�©�î�Â�b�M�m�Z�b�­�å�§�î�_�P�K�Z�
 entSensorThresholdNotification �†�–�¿�î�È
�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

snmp-server enable trap transceiver

• �º�Û�å�©�î�Â  �Ô�½�±�Ü�å�¢�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

transceiver type all  

>&�@>' �G�b�µ+��c�
 DOM �P�Â�º�Û�å�©�î�Â�@�Ñ�~�K�
�Ô�½�±�Ü�å�¢#Ý�_0¿���I�€�Z�8�•���œ�_�T�E�
�Q#Ý�[
�A�r�M���­�å�§�î�_���b�f�‚8–�Ø�c�
�º�Û�å�©�î�Â  Serial Electrically Erasable Programmable Read 
Only Memory>&SEEPROM>'�[0¿���I�€�S�¹�Ç�›�Ý�º�Í�_�|�W�Z$��^�~�r�M��

�œ�É�©�Ù�å�b�–�å�±�î�Ç�™�–�«�µ+��b0¿��
�G�G�[�c�
�œ�É�©�Ù�å�m8p�_�X�8�Z1��Â�K�r�M��

• ���–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  �Ô�î�»�b0¿���� >&P.6-11>'

• ���Ç�ß�î�D�š�b0¿���� >&P.6-14>'

• ���ª�Õ�å�Î  �Ç�Þ�î�Ò  �§�Ï�î�º�b0¿���� >&P.6-17>'

• ���Ë�Å�î  �ª�Õ�–�”�å�º�µ+��\�b�P0ð�� >&P.6-20>'

• ���Ï�î�º�[�b  Automatic Medium-Dependent Interface Crossover>&Auto-MDIX>'�b0¿���� >&P.6-20>'

�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  �Ô�î�»�b0¿��

• ��3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  �Ô�î�»0¿���V�b�ž�–�»�Û�–�å�� >&P.6-11>'

• ���–�å�±�î�Ç�™�–�«3ÿ�Ø�b0¿���� >&P.6-12>'

• ���–�å�±�î�Ç�™�–�«�b�¹�×�É�Þ�µ�¡�«  �Ô�î�»�b0¿���� >&P.6-13>'

• ���–�å�±�î�Ç�™�–�«3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  �Ô�î�»�b0¿���b/²&g�� >&P.6-13>'

• ���–�å�±�î�Ç�™�–�«�_6õ�M�•0°3Ù�b3ã�•�� >&P.6-14>'

3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  �Ô�î�»0¿���V�b�ž�–�»�Û�–�å

>&�@>' �¡�Û�–�”�å�º�b�¹�Â�–�«�_�c�
+¬�·�¿�¦�©�š�î�©�Ù�å�†0¿���K�r�O�‡���«�–�µ�³�_+¬�·�¿�¦�©�š�î�©�Ù
�å�M�•3ÿ�Ø�
�r�S�c3ÿ�Ø(
�V�†0¿���K�r�M��

3û�–�b���œ�
�–�å�±�î�Ç�™�–�«3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  �Ô�î�»  �Ã�Û�Ó�î�±�c  auto �_0¿���K�

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�@�–�å�±�î�Ç�™�–�«6ë�[�–�å�±�î�Ç�™�–�«3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  
�Ô�î�»�†+¬�·$×�_�¿�¦�©�š�î�©�Ù�å�[�A�•�|�:�_�K�r�M���–�å�±�î�Ç�™�–�«�b  speed �¥�Ð�å�»�>�|�g  
duplex �¥�Ð�å�»�†�m�·�[0¿���M�•���œ�_�c�
���b!l�†*ƒ�Ö�K�Z�C�T�I�8��

• no speed �¥�Ð�å�»�†
°�Š�M�•�\�
�«�–�µ�³�c+¬�·$×�_�–�å�±�î�Ç�™�–�«�b  speed �>�|�g  duplex �b
�g�‰�† auto �_0¿���K�r�M��

• �–�å�±�î�Ç�™�–�«3ÿ�Ø�†  1000>&Mbps>'�
�r�S�c  auto 1000 �_0¿���M�•�\�
�¹�×�É�Þ�µ�¡�«  �Ô�î�»
�@
²�§5��_�^�~�r�M���¹�×�É�Þ�µ�¡�«  �Ô�î�»�c�š�f�[�A�r�O�‡��
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'¨  6 'v       �–�å�±�î�Ç�™�–�«�b0¿��
�œ�É�©�Ù�å�b�–�å�±�î�Ç�™�–�«�µ+��b0¿��
• �–�å�±�î�Ç�™�–�«3ÿ�Ø�@  10 �r�S�c  100 �_0¿���I�€�S���œ�
�¹�×�É�Þ�µ�¡�«  �Ô�î�»�c�Â&g$×�_0¿��
�M�•���œ�†7V�A�
�¹�Ç�›�Ý�º�[���§5��_0¿���I�€�r�M��

�@�– �–�å�±�î�Ç�™�–�«3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  �Ô�î�»�b0¿���†�š�f�M�•�\�
�–�å�±�î�Ç�™�–�«�@
�©�Õ�µ�º�²�˜�å�I�€�Z�?�}
Ì2s�·�M�•���œ�@�6�~�r�M��

�–�å�±�î�Ç�™�–�«3ÿ�Ø�b0¿��

10/100 Mbps �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�[�–�å�±�î�Ç�™�–�«3ÿ�Ø�†  auto �_0¿���M�•�\�
3ÿ�Ø�\
�¹�×�É�Þ�µ�¡�«�c+¬�·�¿�¦�©�š�î�©�Ù�å�I�€�r�M���I�D  10/100 +¬�·�¿�¦�©�š�î�©�Ù�å�µ+��†�Q#Ý�M�•
�\�
 10/100/1000BASE-T �Ï�î�º�V�b�–�å�±�î�Ç�™�–�«3ÿ�Ø�b+¬�·�¿�¦�©�š�î�©�Ù�å�†�q�±  100 Mbps 
�_�D7H�[�A�r�M��

10/100 Mbps �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�Ï�î�º3ÿ�Ø�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  5/4 �b�–�å�±�î�Ç�™�–�«3ÿ�Ø�†  100 Mbps �_0¿���M�•
�[�†&g�K�r�M��

Switch(config)# interface fastethernet 5/4
Switch(config-if)# speed 100

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  5/4 �@3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«  �Ô�î�»�†+¬�·�¿�¦�©�š�î
�©�Ù�å�M�•�[�†&g�K�r�M��

Switch(config)# interface fastethernet 5/4
Switch(config-if)# speed auto

>&�@>' �G�€�c�
 speed auto 10 100 �b�æ���_8®���K�Z�8�r�M��

���_�
+¬�·�¿�¦�©�š�î�©�Ù�å  �Ô�î�»�b� �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  1/1 �b�–�å�±�î�Ç�™
�–�«3ÿ�Ø�†  10 Mbps �>�|�g  100 Mbps �_�D7H�M�•�[�†&g�K�r�M��

Switch(config)# interface gigabitethernet 1/1
Switch(config-if)# speed auto 10 100

���_�
� �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  1/1 �b3ÿ�Ø�¿�¦�©�š�î�©�Ù�å�†  100 Mbps �_�D7H�M
�•�[�†&g�K�r�M��

Switch(config)# interface gigabitethernet 1/1
Switch(config-if)# speed auto 100

>&�@>' � �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b+¬�·�¿�¦�©�š�î�©�Ù�å�†�œ�Ç�_�M�•�\�
�Ï�î�º�@�I�D$×
�_  1000 Mbps �>�|�g
²�§5��Ô�î�»�_�^�~�r�M��

� �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  1/1 �b�Ï�î�º3ÿ�Ø�b+¬�·�¿�¦�©�š�î�©�Ù�å�†�œ�Ç�_�M�•�_
�c�
���b�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# interface fastethernet  slot/interface 0¿���M�•�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

�«�̧ �µ�É 2 Switch(config-if)# speed  [ 10 | 100  | auto [10 | 100] ] �–�å�±�î�Ç�™�–�«�b�–�å�±�î�Ç�™�–�«3ÿ�Ø�†0¿��
�K�r�M��
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'¨  6 'v       �–�å�±�î�Ç�™�–�«�b0¿��
�œ�É�©�Ù�å�b�–�å�±�î�Ç�™�–�«�µ+��b0¿��
+¬�·�¿�¦�©�š�î�©�Ù�å�_�`�M�_�c�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  no speed 
nonegotiate �¥�Ð�å�»�†
°�Š�K�r�M��

>&�@>' WS-X4416 �Ô�ª�×�î�Ý�b�È�ß�µ�Ÿ�å�¢  �Ï�î�º�_�X�8�Z�c�
3ÿ�Ø�†+¬�·�¿�¦�©�š�î�©�Ù�å�_0¿���K�^�8
�[�C�T�I�8��

�–�å�±�î�Ç�™�–�«�b�¹�×�É�Þ�µ�¡�«  �Ô�î�»�b0¿��

>&�@>' �–�å�±�î�Ç�™�–�«�@  1000 Mbps �_0¿���I�€�Z�8�•���œ�
�¹�×�É�Þ�µ�¡�«  �Ô�î�»�†
²�§5��?�}���§5��_
�š�f�[�A�r�O�‡��

�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�¹�×�É�Þ�µ�¡�«  �Ô�î�»�†0¿���M�•�_�c�
���b�8���†/œ�8�r
�M��

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  5/4 �b�–�å�±�î�Ç�™�–�«�b�¹�×�É�Þ�µ�¡�«  �Ô�î�»�†  
full �_0¿���M�•�[�†&g�K�r�M��

Switch(config)# interface fastethernet 5/4
Switch(config-if)# duplex full

�–�å�±�î�Ç�™�–�«3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  �Ô�î�»�b0¿���b/²&g

�–�å�±�î�Ç�™�–�«�b�–�å�±�î�Ç�™�–�«3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«  �Ô�î�»0¿���†/²&g�M�•�_�c�
���b�8���†
/œ�8�r�M��

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  6/1 �b�–�å�±�î�Ç�™�–�«3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  
�Ô�î�»�†/²&g�M�•�[�†&g�K�r�M��

Switch# show interface fastethernet 6/1
FastEthernet6/1 is up, line protocol is up 
  Hardware is Fast Ethernet Port, address is 0050.547a.dee0 (bia 0050.547a.dee0)

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# interface gigabitethernet1/1  0¿���M�•�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

�«�̧ �µ�É 2 Switch(config-if)# speed  nonegotiate  �–�å�±�î�Ç�™�–�«�b+¬�·�¿�¦�©�š�î�©�Ù�å�†�¹�•�­�î�È
�Ý�_�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# interface fastethernet  
slot/interface  

0¿���M�•�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

�«�̧ �µ�É 2 Switch(config-if)# duplex  [ auto  | full  | half ] �–�å�±�î�Ç�™�–�«�b�¹�×�É�Þ�µ�¡�«  �Ô�î�»�†0¿���K�r
�M��

�¥�Ð�å�» % $×
Switch# show interfaces  [ fastethernet  | 
gigabitethernet | tengigabitethernet ] 
slot/interface  

�–�å�±�î�Ç�™�–�«3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  
�Ô�î�»�b0¿���†/²&g�K�r�M��
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'¨  6 'v       �–�å�±�î�Ç�™�–�«�b0¿��
�œ�É�©�Ù�å�b�–�å�±�î�Ç�™�–�«�µ+��b0¿��
  MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec, 
     reliability 255/255, txload 1/255, rxload 1/255
  Encapsulation ARPA, loopback not set
  Keepalive set (10 sec)
  Full-duplex, 100Mb/s
  ARP type: ARPA, ARP Timeout 04:00:00
  Last input 00:00:54, output never, output hang never
  Last clearing of "show interface" counters never
  Input queue: 50/2000/0/0 (size/max/drops/flushes); Total output drops: 0
  Queueing strategy: fifo
  Output queue: 0/40 (size/max)
  5 minute input rate 0 bits/sec, 0 packets/sec
  5 minute output rate 0 bits/sec, 0 packets/sec
     50 packets input, 11300 bytes, 0 no buffer
     Received 50 broadcasts, 0 runts, 0 giants, 0 throttles
     0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
     0 input packets with dribble condition detected
     1456 packets output, 111609 bytes, 0 underruns
     0 output errors, 0 collisions, 0 interface resets
     0 babbles, 0 late collision, 0 deferred
     1 lost carrier, 0 no carrier
     0 output buffer failures, 0 output buffers swapped out
Switch#

�–�å�±�î�Ç�™�–�«�_6õ�M�•0°3Ù�b3ã�•

�–�å�±�î�Ç�™�–�«�b�µ+��_6õ�M�•0°3Ù�†3ã�•�[�A�r�M��0°3Ù�c�
 show configuration�
 show 
running-config�
 �>�|�g  show interfaces �¥�Ð�å�»�b���Š�_/²&g�I�€�r�M��

�–�å�±�î�Ç�™�–�«�_0°3Ù�†3ã�•�M�•�_�c�
���b�¥�Ð�å�»�†
°�Š�K�r�M��

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  5/5 �_6õ�M�•0°3Ù�†3ã�•�M�•�[�†&g�K�r�M��

Switch(config)# interface fastethernet 5/5  
Switch(config-if)# description Channel-group to "Marketing"  

�Ç�ß�î�D�š�b0¿��

� �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�c�
%T�™�Ã�£�µ�º�b3æ�™�†4��}�O�•�S�u�_�Ç�ß�î�D�š�†�Q#Ý�K�r�M��
� �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�b�Â�µ�Ç�“�[�«�Ì�î�«�@�Y2Š�M�•�\�
�Q�b�Ï�î�º�c"I�f�^�Ã�£�µ�º�†
3æ�™�K�
�Ã�£�µ�º�b3æ�™�†�M���ì6ë4��}�O�•�|�:�_�
�Ü�Ô�î�º  �Ï�î�º�_0[�Ó�K�r�M���Ï�î�º�c�
� �L
% $×�[�
�Ü�å�¡�Ã�î�º�¼�î�?�}�G�b"I�f�^�Ã�£�µ�º�†�w�™�K�r�M���G�b"I�f�^�Ã�£�µ�º�† �Ï�î�¬  �Ç
�Þ�î�Ò �\�8�8�r�M��

� �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º0¿���c�
���b�\�>�~�[�M��

• �Ï�î�¬  �Ç�Þ�î�Ò�b3æ�™�@�œ�Ç�[�6�•>8�œ�î�Â�î�§�È�«�¡�Û�–�È�I�€�Z�8�^�8� �ž�Å�µ�º  �–�î�§
�¿�µ�º  �–�å�±�î�Ç�™�–�«

• �Ï�î�¬  �Ç�Þ�î�Ò�b�w�™�@�ƒ�r�K�8>8�œ�î�Â�î�§�È�«�¡�Û�–�È�I�€�Z�8�^�8� �ž�Å�µ�º  �–�î�§�¿�µ
�º  �–�å�±�î�Ç�™�–�«

• �Ï�î�¬  �Ç�Þ�î�Ò�b3æ�™�@�œ�å�[�6�•>8�œ�î�Â�î�§�È�«�¡�Û�–�È�I�€�S� �ž�Å�µ�º  �–�î�§�¿�µ�º  �–
�å�±�î�Ç�™�–�«

�¥�Ð�å�» % $×
Switch(config-if)# description  string  �–�å�±�î�Ç�™�–�«�_0°3Ù�†3ã�•�K�r�M��
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'¨  6 'v       �–�å�±�î�Ç�™�–�«�b0¿��
�œ�É�©�Ù�å�b�–�å�±�î�Ç�™�–�«�µ+��b0¿��
• �Ï�î�¬  �Ç�Þ�î�Ò�b�w�™�@�ƒ�r�K�8>8�œ�î�Â�î�§�È�«�¡�Û�–�È�I�€�S� �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å
�±�î�Ç�™�–�«

10 � �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º0¿���c�
���b�\�>�~�[�M��

• �Ï�î�¬  �Ç�Þ�î�Ò�b3æ�™�@�œ�Ç�[�6�•

• �Ï�î�¬  �Ç�Þ�î�Ò�b�w�™�@�œ�å�[�6�•

>&�@>' �V0°�b���ƒ�r�K�8�� �c  10 � �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�V�b�Ç�ß�î�D�š�b�œ�É�©�Ù�å�[�c
�6�~�r�O�‡��

�Ç�ß�î�D�š�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�œ�î�Â�î�§�È�«�¡�Û�–�È�I�€�S� �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º  7/5 �_�Ç�ß�î�D�š�†0¿���M�•�[
�†&g�K�r�M��

Switch# configure terminal
Switch(config)# interface g7/5
Switch(config-if)# flowcontrol send on
Switch(config-if)# end
Switch)# show interfaces gigabitEthernet 7/5 capabilities
GigabitEthernet7/5
  Model:                 WS-X4548-GB-RJ45-RJ-45
  Type:                  10/100/1000-TX
  Speed:                 10,100,1000,auto
  Duplex:                half,full,auto
  Trunk encap. type:     802.1Q,ISL
  Trunk mode:            on,off,desirable,nonegotiate
  Channel:               yes
  Broadcast suppression: percentage(0-100), hw
  Flowcontrol:           rx-(off,on,desired),tx-(off,on,desired)
  VLAN Membership:       static, dynamic
  Fast Start:            yes
  Queuing:               rx-(N/A), tx-(1p3q1t, Sharing/Shaping)
  CoS rewrite:           yes
  ToS rewrite:           yes
  Inline power:          no
  SPAN:                  source/destination
  UDLD:                  yes
  Link Debounce:         no
  Link Debounce Time:    no
  Port Security:         yes
  Dot1x:                 yes
  Maximum MTU:           1552 bytes (Baby Giants)
  Multiple Media Types:  no
  Diagnostic Monitoring: N/A

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch#  configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config)#  interface  
interface-id

�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
�Ç�ß�î�D�š
�†�–�¿�î�È�Ý�_�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

�«�̧ �µ�É 3 Switch(config-if)#  flowcontrol 
{ receive  | send }  { off | on | 
desired }

�Ï�î�¬  �Ç�Þ�î�Ò�†3æ�™�r�S�c�w�™�M�•�|�:� �ž�Å�µ�º  �–�î�§�¿�µ�º  
�Ï�î�º�†0¿���K�r�M��

�«�̧ �µ�É 4 Switch(config-if)#  end �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 Switch(config)#  end "I�’  EXEC �Ô�î�»�_�`�~�r�M��
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'¨  6 'v       �–�å�±�î�Ç�™�–�«�b0¿��
�œ�É�©�Ù�å�b�–�å�±�î�Ç�™�–�«�µ+��b0¿��
Switch)# show flowcontrol interface GigabitEthernet 7/5
Port       Send FlowControl  Receive FlowControl  RxPause TxPause
           admin    oper     admin    oper
---------  -------- -------- -------- --------    ------- -------
Gi7/5      on       off      desired   off         0       0

���_�
�œ�î�Â�î�§�È�«�¡�Û�–�È�I�€�Z�8�^�8�Ï�î�º  GigabitEthernet 5/5 �[�
 show interfaces �>�|�g  
show flowcontrol �¥�Ð�å�»�†��/œ�K�S���œ�b���Š�[�†&g�K�r�M��

Switch# show interfaces gigabitEthernet 5/5 capabilities
GigabitEthernet5/5
  Model:                 WS-X4306-GB-Gbic
  Type:                  No Gbic
  Speed:                 1000
  Duplex:                full
  Trunk encap. type:     802.1Q,ISL
  Trunk mode:            on,off,desirable,nonegotiate
  Channel:               yes
  Broadcast suppression: percentage(0-100), hw
  Flowcontrol:           rx-(off,on,desired),tx-(off,on,desired)
  VLAN Membership:       static, dynamic
  Fast Start:            yes
  Queuing:               rx-(N/A), tx-(1p3q1t, Sharing/Shaping)
  CoS rewrite:           yes
  ToS rewrite:           yes
  Inline power:          no
  SPAN:                  source/destination
  UDLD:                  yes
  Link Debounce:         no
  Link Debounce Time:    no
  Port Security:         yes
  Dot1x:                 yes
  Maximum MTU:           9198 bytes (Jumbo Frames)
  Multiple Media Types:  no
  Diagnostic Monitoring: N/A

Switch# show flowcontrol interface gigabitEthernet 5/5
Port       Send FlowControl  Receive FlowControl  RxPause TxPause
           admin    oper     admin    oper
---------  -------- -------- -------- --------    ------- -------
Gi5/5      off       off      desired  off          0       0

���_�
�§�Ï�î�º�I�€�Z�8�^�8  Fast Ethernet 3/5 �Ï�î�º�[�
 show interfaces �>�|�g  show flowcontrol �¥
�Ð�å�»�†��/œ�K�S���œ�b���Š�[�†&g�K�r�M��

Switch# show interfaces fa3/5 capabilities
FastEthernet3/5
  Model:                 WS-X4148-RJ-45
  Type:                  10/100BaseTX
  Speed:                 10,100,auto
  Duplex:                half,full,auto
  Trunk encap. type:     802.1Q,ISL
  Trunk mode:            on,off,desirable,nonegotiate
  Channel:               yes
  Broadcast suppression: percentage(0-100), sw
  Flowcontrol:           rx-(none),tx-(none)
  VLAN Membership:       static, dynamic
  Fast Start:            yes
  Queuing:               rx-(N/A), tx-(1p3q1t, Shaping)
  CoS rewrite:           yes
  ToS rewrite:           yes
  Inline power:          no
  SPAN:                  source/destination
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  UDLD:                  yes
  Link Debounce:         no
  Link Debounce Time:    no
  Port Security:         yes
  Dot1x:                 yes
  Maximum MTU:           1552 bytes (Baby Giants)
  Multiple Media Types:  no
  Diagnostic Monitoring: N/A

Switch# show flowcontrol interface fa3/5
Port       Send FlowControl  Receive FlowControl  RxPause TxPause
           admin    oper     admin    oper
---------  -------- -------- -------- --------    ------- -------
Fa3/5      Unsupp .  Unsupp.  Unsupp.  Unsupp .      0       0

�ª�Õ�å�Î  �Ç�Þ�î�Ò  �§�Ï�î�º�b0¿��

�G�G�[�c�
�ª�Õ�å�Î  �Ç�Þ�î�Ò  �§�Ï�î�º�_�X�8�Z1��Â�K�r�M��

• ���ª�Õ�å�Î  �Ç�Þ�î�Ò�†�§�Ï�î�º�M�•�Ï�î�º�>�|�g�Ô�ª�×�î�Ý�� >&P.6-17>'

• ���ª�Õ�å�Î  �Ç�Þ�î�Ò  �§�Ï�î�º�b�+0[�� >&P.6-17>'

• �� MTU �§�–�¬�b0¿���� >&P.6-19>'

�ª�Õ�å�Î  �Ç�Þ�î�Ò�†�§�Ï�î�º�M�•�Ï�î�º �>�|�g�Ô�ª�×�î�Ý

���b�Ï�î�º�>�|�g�Ô�ª�×�î�Ý�c�ª�Õ�å�Î  �Ç�Þ�î�Ò�†�§�Ï�î�º�K�Z�8�r�M��

• �«�î�Ã�î�Â�–�¨  �”�µ�É�Ü�å�¡  �Ï�î�º

• WS-X4648-RJ45V-E

• WS-X4648-RJ45V+E

• WS-X4306-GB>8�M�m�Z�b�Ï�î�º

• WS-X4232-GB-RJ>8�Ï�î�º  1 �\  2

• WS-X4418-GB>8�Ï�î�º  1 �\  2

• WS-X4412-2GB-TX>8�Ï�î�º  13 �\  14

• 4648-GB-RJ45V

• WS-X4648-GB+RJ45V

• WS-X4706-10GE

�q�‹�b  3 �X�b�Ô�ª�×�î�Ý�_�c�
�Q�€�R�€  2 �X�b�À�å�È�ß�µ�Ÿ�å�¢  �Ï�î�º�@�6�~�
�ª�Õ�å�Î  �Ç�Þ�î
�Ò�@�§�Ï�î�º�I�€�Z�8�r�M���Ú�b�Ï�î�º�c�œ�î�Â�î�§�È�«�¡�Û�–�È  �Ï�î�º�[�6�~�
�ª�Õ�å�Î  �Ç
�Þ�î�Ò�@�§�Ï�î�º�I�€�Z�8�r�O�‡��

�ª�Õ�å�Î  �Ç�Þ�î�Ò  �§�Ï�î�º�b�+0[

�G�G�[�c�ª�Õ�å�Î  �Ç�Þ�î�Ò�b�§�Ï�î�º�_�X�8�Z1��Â�K�r�M��

• ���q�±��3æ�"�)�b�+0[�� >&P.6-18>'

• ���ª�Õ�å�Î  �Ç�Þ�î�Ò  �§�Ï�î�º�b�+0[�� >&P.6-18>'

• ���–�î�§�¿�µ�º  �Ï�î�º�� >&P.6-18>'
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'¨  6 'v       �–�å�±�î�Ç�™�–�«�b0¿��
�œ�É�©�Ù�å�b�–�å�±�î�Ç�™�–�«�µ+��b0¿��
• �� VLAN �–�å�±�î�Ç�™�–�«�� >&P.6-19>'

�q�±��3æ�"�)�b�+0[

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�c�
�©�«�¸�Ò
²�/�[�q�±  32 �¶�b�q�±��3æ�"�)>& MTU>'�†0¿���[�A
�r�M���Q�b�S�u�
�M�m�Z�b�Þ�–�Ö  2 �>�|�g�Þ�–�Ö  3 �†)��s�œ�ƒ�O�S�–�å�±�î�Ç�™�–�«�V�[  system mtu�

mtu�
 ip mtu�
�>�|�g  ipv6 mtu �¥�Ð�å�»�†�Q#Ý�K�Z0¿���•+��^$��^�•  MTU �§�–�¬�b�q�±�X�c  32 �¶�[
�M��

�r�S�
�©�«�¸�Ò�_�c�–�å�±�î�Ç�™�–�«�_�¶�9�_0¿���I�€�•  ipv4 �>�|�g  ipv6 MTU �§�–�¬�@�A(á�I�€�r
�M���Q�b�S�u�
�M�m�Z�b  system mtu �¥�Ð�å�»�r�S�c�–�å�±�î�Ç�™�–�«�H�\�b  mtu �¥�Ð�å�»�_�X�8�Z�

1 �X�c  Internet Protocol Version 4>&ipv4>'#Ý�[�v�:  1 �X�c  Internet Protocol Version 6>&ipv6>'#Ý�\�K
�Z�
 2 �X�b$��^�•  MTU �Í�@�A(á�I�€�r�M���G�€�_�|�~�<#Ý�•+��^�«�ß�µ�º�X�@�
 32 �¶�?�}�I�}�_�a�^
�C�^�~�r�M���S�T�K�
�›  ip mtu �>�|�g  ipv6 mtu �¥�Ð�å�»�_�X�8�Z�A(á�I�€�•  MTU �Í�c  1 �X�T�E�[
�M��

0¿���K�Z�8�•�‚�K�8  MTU �Í�@�©�«�¸�Ò�_�Ñ�~�K�Z�8�•>&�X�r�~�9�b�–�å�±�î�Ç�™�–�«�V�[0¿���I�€�Z
�8�•>'���œ�c�
�‚�K�8  MTU �Í�†
Ì�Ø�A(á�M�•�S�u�_�‚�S�_�«�ß�µ�º�@�m�~�\�Z�}�€�r�O�‡��

�q�±7H�Ø�[�6�•  32 �_4)�K�Z�8�•���œ�_�
�‚�K�8  MTU �§�–�¬�†�‚�K�8�–�å�±�î�Ç�™�–�«�_0¿���K�|�:
�\�M�•�\�
�‚�K�8  MTU �§�–�¬�@�8�N�€�?�b�–�å�±�î�Ç�™�–�«�[�¦�S�_0¿���I�€�Z�8�•���œ�_�T�E0¿��
�†)F/œ�[�A�r�M���Q�:�[�^�8���œ�c�
�š�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�
�¹�Ç�›�Ý�º�b  MTU �§�–�¬�@0¿
���I�€�Z�8�•�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�}�€�r�M��

�ª�Õ�å�Î  �Ç�Þ�î�Ò  �§�Ï�î�º�b�+0[

�ª�Õ�å�Î  �Ç�Þ�î�Ò�c�
�¹�Ç�›�Ý�º�b�–�î�§�¿�µ�º  �§�–�¬�|�~�v�±�A�^�Ç�Þ�î�Ò�[�M���Ï�î�º�x�–�å
�±�î�Ç�™�–�«�b  MTU �§�–�¬�†�¹�Ç�›�Ý�º�|�~�±�A�C0¿���M�•�\�
�ª�Õ�å�Î  �Ç�Þ�î�Ò  �§�Ï�î�º�@�–
�¿�î�È�Ý�_�^�~�r�M��

�¹�Ç�›�Ý�º�è�¥�b  MTU �§�–�¬�_0¿���I�€�S  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b�–�î�§�¿�µ�º  LAN 
�Ï�î�º�c�
 1500 >|  9198 �Â�–�º�b�§�–�¬�b�Ã�£�µ�º�[�S�B�I�€�S�Ç�Þ�î�Ò�†�w�™�[�A�r�M���¹�Ç�›�Ý
�º�è�¥�b  MTU �§�–�¬�_0¿���K�S���œ�

°�Š�Ç�Þ�î�Ò�b�Ã�£�µ�º  �§�–�¬�@�³�™�µ�¡�I�€�r�M���Ã�£�µ
�º�@0¿��  MTU �|�~�±�A�8���œ�c�»�ß�µ�É�I�€�r�M��

�Ý�î�¸�•�å�¢�M�•�²0[�b�6�•�º�Û�Ç�•�µ�¡�[�c�
���Š�Ï�î�º�b  MTU �@�³�™�µ�¡�I�€�r�M�� MTU �@�Ã
�£�µ�º  �§�–�¬�|�~�`�I�8���œ�
�Ã�£�µ�º�c  CPU �_3?3æ�I�€�r�M�� �� do not fragment���Å�µ�º�@0¿���I
�€�Z�8�^�8���œ�
�Ã�£�µ�º�c�(�m�I�€�r�M��0¿���I�€�Z�8�•���œ�
�Ã�£�µ�º�c�»�ß�µ�É�I�€�r�M��

>&�@>' �ª�Õ�å�Î  �Ç�Þ�î�Ò  �§�Ï�î�º�[�c�
�Þ�–�Ö  2 �«�–�µ�³�»  �Ã�£�µ�º�c�(�m�I�€�r�O�‡��

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
���Š�Ï�î�º�[�Ã�£�µ�º  �§�–�¬�\  MTU �†�š3Q�K�r�O�‡�@�
�ª�Õ�å
�Î  �Ç�Þ�î�Ò�c�§�Ï�î�º�I�€�Z�8�^�8�Ï�î�º�[�»�ß�µ�É�I�€�r�M�� MTU �@�ª�Õ�å�Î  �§�–�¬�_0¿���I�€
�Z�8�^�C�Z�v�
�ª�Õ�å�Î  �Ç�Þ�î�Ò�†�§�Ï�î�º�K�Z�8�•�Ï�î�º�l�Ç�Þ�î�Ò�†��3æ�[�A�r�M��

>&�@>' �ª�Õ�å�Î  �Ç�Þ�î�Ò  �§�Ï�î�º�c�–�å�±�î�Ç�™�–�«�"�)�T�E�[0¿���I�€�r�M���ª�Õ�å�Î  �Ç�Þ�î�Ò  �§�Ï�î�º
�c�¢�ß�î�Â�Ý�_�c0¿���[�A�r�O�‡��

�–�î�§�¿�µ�º  �Ï�î�º

�G�G�[�c�
�–�î�§�¿�µ�º  �Ï�î�º�_�P�M�•�
�¹�Ç�›�Ý�º�Í�è�¥�b  MTU �§�–�¬�b0¿���_�X�8�Z1��Â�K�r
�M��

• ���–�î�§�¿�µ�º  �Ï�î�º�b�+0[�� >&P.6-19>'
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'¨  6 'v       �–�å�±�î�Ç�™�–�«�b0¿��
�œ�É�©�Ù�å�b�–�å�±�î�Ç�™�–�«�µ+��b0¿��
• ���Þ�–�Ö  3 �>�|�g�Þ�–�Ö  2 EtherChannel��>&P.6-19>'

�–�î�§�¿�µ�º  �Ï�î�º�b�+0[

Cisco IOS Release 12.2(25)EW �[�c�
"I���b�–�î�§�¿�µ�º  �Ï�î�º�_�¹�Ç�›�Ý�º�è�¥�b  MTU �§�–�¬�†
0¿���M�•�\�

°�Š�Ã�£�µ�º�b�§�–�¬�@�D7H�I�€�r�M�����Š�Ã�£�µ�º�_  MTU �c�s8j�K�r�O�‡��

Cisco IOS Release 12.1(13)EW �|�~�v�S�b�Ü�Ü�î�«�[�c�
 GigabitEthernet �[�T�E  MTU �§�–�¬�†0¿��
�[�A�r�M��

�Þ�–�Ö  3 �>�|�g�Þ�–�Ö  2 EtherChannel
Cisco IOS Release 12.2(25)EW �è7F�b�Ü�Ü�î�«�[�c�
 EtherChannel �b�M�m�Z�b�–�å�±�î�Ç�™�–�«�@� 
�L  MTU �_�^�•�|�:�_0¿���[�A�r�M�� EtherChannel �b  MTU �†�š�f�M�•�\�
�M�m�Z�b�Ó�å�Â  �Ï�î�º�b  
MTU �v�š�f�I�€�r�M���Ó�å�Â  �Ï�î�º�b  MTU �†�‚�K�8�Í�_�š�f�[�A�^�8���œ�
�Q�b�Ï�î�º�c�p�•�I�€
�r�M>&'ö#.�V�©�Õ�µ�º  �²�˜�å�I�€�r�M>' �� MTU �@$��^�•�Ï�î�º�c  EtherChannel �_�•
°�[�A�r�O�‡��
EtherChannel �b�Ó�å�Â  �Ï�î�º�@  MTU �†�š�f�M�•�\�
�Ó�å�Â  �Ï�î�º�c�p�•�I�€�r�M��

VLAN �–�å�±�î�Ç�™�–�«

�«�–�µ�³  �Ï�î�º�@� �L  VLAN �_�Ñ�~�M�•���œ�
�M�m�Z�b�«�–�µ�³  �Ï�î�º�[�ª�Õ�å�Î  �Ç�Þ�î�Ò�@�…�<�

� �L  MTU �§�–�¬�†�§�Ï�î�º�M�•�|�:�_�M�•�?�
�r�S�c�8�N�€�v0¿���K�^�8�|�:�_�K�r�M���S�T�K�
�G
�b�|�:�^� �M  VLAN �[�b  MTU �§�–�¬�b)+�M�c�²8r�b�v�b�[�c�6�~�r�O�‡��

VLAN �_$��^�•  MTU �§�–�¬�b�«�–�µ�³  �Ï�î�º�@�6�•�\�
 MTU �§�–�¬�@�±�A�8�Ï�î�º�?�}�w�™�K�S�Ã
�£�µ�º�c�
 MTU �§�–�¬�@�`�I�8�Ï�î�º�l3?3æ�I�€�•���œ�_�»�ß�µ�É�I�€�•�•+��ö�@�6�~�r�M��

VLAN 
Æ�b�«�–�µ�³  �Ï�î�º�[�ª�Õ�å�Î  �Ç�Þ�î�Ò�†�–�¿�î�È�Ý�_�K�Z�8�•���œ�
�P�Â�M�•  SVI �[�v�ª�Õ
�å�Î  �Ç�Þ�î�Ò�@�–�¿�î�È�Ý�[�M�� SVI �b  MTU �c�
 VLAN 
Æ�b�M�m�Z�b�«�–�µ�³  �Ï�î�º�[�q�`�b  
MTU �§�–�¬�b�v�b�|�~�v�–�_�`�I�C�^�•�c�N�[�M�@�
�G�b�²�ó�c�²8r�[�c�6�~�r�O�‡��

�Ã�£�µ�º�b  MTU �c�
 SVI �b
°�Š
��[�³�™�µ�¡�I�€�r�O�‡�@�
 SVI �b���Š
��[�³�™�µ�¡�I�€�r�M���Ã
�£�µ�º�b  MTU �@���Š  SVI �b  MTU �|�~�±�A�8���œ�
�Ã�£�µ�º�c  Central Processing Unit>&CPU; �p�¸
 ‡'ì��#./æ*(>'�_3æ�}�€�Z�(�m��#.�I�€�r�M�� �� do not fragment���Å�µ�º�@0¿���I�€�Z�8�^�8���œ�
�Ã
�£�µ�º�c�(�m�I�€�r�M��0¿���I�€�Z�8�•���œ�
�Ã�£�µ�º�c�»�ß�µ�É�I�€�r�M��

MTU �§�–�¬�b0¿��

MTU �§�–�¬�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# interface  {{ vlan  vlan_ID } | 
{{ type 1 slot/port } | { port-channel 
port_channel_number } slot/port }} 

1. type = fastethernet�
 gigabitethernet�
�r�S�c  tengigabitethernet

0¿���M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�̧ �µ�É 2 Switch(config-if)# mtu  mtu_size MTU �§�–�¬�†0¿���K�r�M��

Switch(config-if)# no mtu  �¹�Ç�›�Ý�º�b  MTU �§�–�¬>& 1500 �Â�–�º>'�_�`�K�r�M��

�«�̧ �µ�É 3 Switch(config-if)# end  �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢
�K�r�M��

�«�̧ �µ�É 4 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 5 Switch# show running-config interface  
[{ fastethernet  | gigabitethernet } slot/port ] 

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†&�1��K�r�M��
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'¨  6 'v       �–�å�±�î�Ç�™�–�«�b0¿��
�œ�É�©�Ù�å�b�–�å�±�î�Ç�™�–�«�µ+��b0¿��
>&�@>' �Û�–�å�•�î�»�† �v�~�¥�M�\ �
�Q�b�Û�–�å�•�î�»�b�Ï�î�º�V�[0¿���I�€�Z�8�•  MTU �Í�b0¿���@0Ž7V�I�€
�r�M���X�r�~�
�Û�–�å�•�î�»�†
Ì�Ø��
°�M�•�\�
 CLI �?�}�b�Q�b�Û�–�å�•�î�»�b�Ï�î�º�_�P�K�Z�è�S�b  
MTU �†
Ì0¿���M�•�²0[�@�6�~�r�M��

>&�@>' VLAN �–�å�±�î�Ç�™�–�«�\�
�Þ�–�Ö  2 �>�|�g�Þ�–�Ö  3 �–�î�§�¿�µ�º  �Ï�î�º�b  MTU �§�–�¬�†0¿���M�•
���œ�
�§�Ï�î�º�I�€�•  MTU �Í�c  1500 >|  9198 �Â�–�º�[�6�•�G�\�_�@�–�K�Z�C�T�I�8��

���_�
� �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º  1/1 �_  MTU �§�–�¬�†0¿���M�•�[�†&g�K�r�M��

switch# conf terminal
switch(config)# interface gi1/1
switch(config-if)# mtu 9198
switch(config-if)# end
switch(config)# end
switch# show interface gigabitethernet 1/2
GigabitEthernet1/2 is administratively down, line protocol is down
  Hardware is C6k 1000Mb 802.3, address is 0030.9629.9f88 (bia 0030.9629.9f88)
  MTU 9216 bytes, BW 1000000 Kbit, DLY 10 usec,
<...Output Truncated...>
switch#

IP MTU �§�–�¬�b0¿���_�X�8�Z�c�
 �� IP MTU �§�–�¬�b0¿���� >&P.26-8>' �†�g!·�K�Z�C�T�I�8��

�Ë�Å�î  �ª�Õ�–�”�å�º�µ+��\�b�P0ð

�Ë�Å�î  �ª�Õ�–�”�å�º�µ+��c�
 Cisco IOS Release 12.1(12c)EW �[�_
°�I�€�S�v�b�[�
�¢�ß�î�Â�Ý  �¥�Ð�å
�»  system mtu <size> �†�Q#Ý�K�Z�¢�ß�î�Â�Ý  �Ë�Å�î  �ª�Õ�–�”�å�º  MTU �†0¿���K�r�M���r�S�
�G�b�µ
+��_�|�~�
"I���b�–�å�±�î�Ç�™�–�«�[�–�î�§�¿�µ�º  �Ì�–�ß�î�»  �§�–�¬�@�q�±  1552 �Â�–�º�r�[�§�Ï�î
�º�[�A�•�|�:�_�^�~�r�M��

system mtu �¥�Ð�å�»�>�|�g�–�å�±�î�Ç�™�–�«�"�)�b  mtu �¥�Ð�å�»�c�
 �ª�Õ�å�Î  �Ç�Þ�î�Ò�†�§�Ï�î�º�[
�A�•�–�å�±�î�Ç�™�–�«�[�·�8�K�r�M�@�
�–�å�±�î�Ç�™�–�«�"�)�b  mtu �¥�Ð�å�»�@
ƒ
›�I�€�r�M��

�S�\�<�d�
�–�å�±�î�Ç�™�–�«  gi1/1 �_�–�å�±�î�Ç�™�–�«�"�)�[  MTU �†0¿���M�•�S�_�
 system mtu 
1550 �¥�Ð�å�»�†$Î/œ�K�Z  gi1/1 �b  MTU �†  1550 �Â�–�º�_�š�f�K�S�\�K�r�M�����_�
�–�å�±�î�Ç�™�–�«
�"�)�b  mtu �¥�Ð�å�»�†$Î/œ�K�Z  gi1/1 �b  MTU �†  9198 �Â�–�º�_�š�f�K�r�M�� �G�G�[�
 �¥�Ð�å�»  system 
mtu 1540 �[�Ë�Å�î  �ª�Õ�–�”�å�º�b  MTU �†  1540 �Â�–�º�_�š�f�K�Z�v�
 gi1/1 �b  MTU �c  9198 �Â�–�º
�b�r�r�[�š�f�I�€�r�O�‡��

�Ï�î�º�[�b  Automatic Medium-Depende nt Interface Crossover
>&Auto-MDIX >'�b0¿��

>&�@>' Supervisor Engine 6-E �c�
 Auto-MDIX �†�§�Ï�î�º�K�r�O�‡��

Automatic Medium-Dependent Interface Crossover>&Auto-MDIX>'�µ+��†�Ï�î�º�[�–�¿�î�È�Ý�_�M�•
�\�
�Ï�î�º�c+¬�·$×�_�²0[�^�£�î�È�Ý�K)F�±�–�É>&�«�º�Þ�î�º�r�S�c�¡�ß�«  �£�î�È�Ý>'�†�è���K�
4:
�)�_�K)F�†0¿���K�r�M�� Auto-MDIX �µ+��†�Q#Ý�O�N�_�«�–�µ�³�†�K)F�M�•���œ�
�§�î�Â�
�á�î�¡�«
�¸�î�©�Ù�å�
�r�S�c�Ý�î�±�^�]�b�¹�Â�–�«�b�K)F�_�c�«�º�Þ�î�º  �£�î�È�Ý�†�Q#Ý�K�
�Ú�b�«�–�µ�³�x
�Ü�Æ�î�±�b�K)F�_�c�¡�ß�«  �£�î�È�Ý�†�Q#Ý�M�•�²0[�@�6�~�r�M�� Auto-MDIX �@�–�¿�î�È�Ý�b���œ�
�Ú
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'¨  6 'v       �–�å�±�î�Ç�™�–�«�b0¿��
�œ�É�©�Ù�å�b�–�å�±�î�Ç�™�–�«�µ+��b0¿��
�b�¹�Â�–�«�\�b�K)F�_�c�]�U�}�b�£�î�È�Ý�[�v�Q#Ý�[�A�
�£�î�È�Ý�@�G�K�C�^�8���œ�c�–�å�±�î�Ç�™�–
�«�@+¬�·$×�_�Ÿ�G�†/œ�8�r�M���£�î�È�Ý�K)F�b0ò(ý�_�X�8�Z�c�
�Á�î�»�˜�™�”  �–�å�«�º�Þ�î�©�Ù�å  �ž
�–�»�†�g!·�K�Z�C�T�I�8��

Auto-MDIX �c�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�[�M���r�S�
 Auto-MDIX �†�–�¿�î�È�Ý�_�K�S���œ�
�G�b�µ+�
�†�G�–�_�·�8�I�O�•�S�u�
�Ï�î�º�V�b3ÿ�Ø�†  auto �_0¿���M�•�²0[�@�6�~�r�M�� Auto-MDIX �c�
5¡0�
�Ó�¹�•�”  �Ï�î�º�[�§�Ï�î�º�I�€�r�M���Ç�“�–�Â  �Ó�¹�•�”  �Ï�î�º�[�c�§�Ï�î�º�I�€�r�O�‡��

>&�@>' �Ï�î�º�b+¬�·�¿�¦�©�š�î�©�Ù�å�@�–�¿�î�È�Ý�[�6�•���œ�
�Û�–�å�•�î�»  WS-X4424-GB-RJ45�

WS-X4448-GB-RJ45 �>�|�g  WS-X4548-GB-RJ45 �[�c�
�¹�Ç�›�Ý�º�[  Auto-MDIX �@�§�Ï�î�º�I�€�r
�M�� mdix �¥�Ð�å�»�†�Q#Ý�K�Z�v  Auto-MDIX �†�¹�•�­�î�È�Ý�_�c�[�A�r�O�‡��

>&�@>' �Û�–�å�•�î�»  WS-X4548-GB-RJ45V�
 WS-X4524-GB-RJ45V�
�>�|�g  WS-X4506-GB-T �[�c�
�¹
�Ç�›�Ý�º�[�v�
 CLI �†�Q#Ý�K�S���œ�v�
 Auto-MDIX �@�§�Ï�î�º�I�€�r�O�‡��

>&�@>' �Û�–�å�•�î�»  WS-X4124-RJ45�
 WS-X4148-RJ45>&�Á�î�»�˜�™�”  �Ü�Å�ª�Ù�å  3.0 �è�V>'�>�|�g  
WS-X4232-GB-RJ45>&�Á�î�»�˜�™�”  �Ü�Å�ª�Ù�å  3.0 �è�V>'�[�c�
 CLI �†�Q#Ý�K�S���œ�_�
5¡0��Ó�¹�•
�”  �Ï�î�º�[  Auto-MDIX �@�§�Ï�î�º�I�€�r�M��

/² 6-1 �_�
 Auto-MDIX 0¿���\�
�G�–�>�|�g1��W�S�£�î�È�Ý4Ä)z�b)��Ý�_�|�•�Ü�å�¡"g�Â�†&g�K�r�M��

�Ï�î�º�V�[  Auto-MDIX �†0¿���M�•�_�c�
���b�m8p�†��/œ�K�r�M��

/² 6-1 �Ü�å�¡"g�Â�>�|�g  Auto-MDIX 0¿��

�ß�î�•�Ý
��b  
Auto-MDIX 

�Ü�Ô�î�º
��b  
Auto-MDIX

�£�î�È�Ý�K)F�@�G�K�8
���œ

�£�î�È�Ý�K)F�@�G�K�C
�^�8���œ

On On �Ü�å�¡  �”�µ�É �Ü�å�¡  �”�µ�É

On Off �Ü�å�¡  �”�µ�É �Ü�å�¡  �”�µ�É

Off On �Ü�å�¡  �”�µ�É �Ü�å�¡  �”�µ�É

Off Off �Ü�å�¡  �”�µ�É �Ü�å�¡  �²�˜�å

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config)# interface  
interface-id

0¿���M�•"@#.�–�å�±�î�Ç�™�–�«�_�P�K�Z�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 Switch(config-if)# speed auto �K)F�I�€�S�¹�Â�–�«�b3ÿ�Ø�†+¬�·�¿�¦�©�š�î�º�M�•�|�:�Ï�î�º�†0¿���K�r
�M��

�«�̧ �µ�É 4 Switch(config-if)# mdix auto �Ï�î�º�[  Auto-MDIX �†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 5 Switch(config-if)# end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 Switch# show interfaces 
interface-id

�–�å�±�î�Ç�™�–�«�V�b  Auto-MDIX �µ+��b0¿���†&�1��K�r�M��

�«�̧ �µ�É 7 Switch# copy running-config 
startup-config

>&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  6 'v       �–�å�±�î�Ç�™�–�«�b0¿��
�œ�É�©�Ù�å�b�–�å�±�î�Ç�™�–�«�µ+��b0¿��
Auto-MDIX �†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no mdix auto �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥
�Ð�å�»�†�Q#Ý�K�r�M��

���b�[�[�c�
�Ï�î�º�b  Auto MDIX �†�–�¿�î�È�Ý�_�M�•�‰�2�†&g�K�r�M��

Switch# configure terminal
Switch(config)# interface fastethernet 6/5
Switch(config-if)# speed auto
Switch(config-if)# mdix auto
Switch(config-if)# end

�–�å�±�î�Ç�™�–�«�b  Auto-MDIX 0¿���b/²&g

�–�å�±�î�Ç�™�–�«�b�–�å�±�î�Ç�™�–�«3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«  �Ô�î�»0¿���†/²&g�M�•�_�c�
���b�8���†
/œ�8�r�M��

�§�Ï�î�º�I�€�S�Û�–�å�•�î�»  �–�å�±�î�Ç�™�–�«�[�b  speed auto �>�|�g  mdix auto �¥�Ð�å�»�b0¿���‰�2
�_�|�W�Z�
 show interfaces �¥�Ð�å�»�[�c$��^�•  Auto-MDIX �«�¸�î�±�«�@/²&g�I�€�r�M��

/² 6-2 �_�
 Auto-MDIX 0¿���\�·�8�«�¸�î�º�
�>�|�g  Auto-MDIX �«�¸�î�±�«�†&g�K�r�M��

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  6/1 �[  Auto-MDIX 0¿���\�·�8�«�¸�î�º�†/²&g�M�•�[
�†&g�K�r�M��

Switch# show interfaces fastethernet 6/1
FastEthernet6/1 is up, line protocol is up (connected)
  Hardware is Fast Ethernet Port, address is 0001.64fe.e5d0 (bia 0001.64fe.e5d0)
  MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
     reliability 255/255, txload 1/255, rxload 1/255
  Encapsulation ARPA, loopback not set
  Keepalive set (10 sec)
  Full-duplex, 100Mb/s, link type is auto, media type is 10/100BaseTX
  input flow-control is unsupported output flow-control is unsupported
  Auto-MDIX on (operational: on)

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch> enable "I�’  EXEC �Ô�î�»�†�–�¿�î�È�Ý�_�K�r�M��

• �Ã�«�á�î�»�†
°�Š�K�r�M>&0[�Ó�I�€�S���œ>' ��

�«�̧ �µ�É 2 Switch# show interfaces type slot / interface  �–�å�±�î�Ç�™�–�«�b  Auto-MDIX 0¿���\�·�8�«�¸�î�º�†/²
&g�K�r�M��

/² 6-2 Auto-MDIX �>�|�g�·�8�«�¸�î�º

�–�å�±�î�Ç�™�–�«�V�b  Auto-MDIX 0¿���>�|�g�·
�8�«�¸�î�º 1��Â

Auto-MDIX on (operational: on) Auto-MDIX �c�–�¿�î�È�Ý�[�
�Ç�Ý�µ+��K�Z�8�r
�M��

Auto-MDIX on (operational: off) �G�b�–�å�±�î�Ç�™�–�«�[�c  Auto-MDIX �c�–�¿�î
�È�Ý�[�M�@�
�µ+��K�Z�8�r�O�‡�� Auto-MDIX �µ
+��†�G�–�_�·�8�I�O�•�_�c�
�–�å�±�î�Ç�™�–�«3ÿ
�Ø�†+¬�·�¿�¦�©�š�î�©�Ù�å�_0¿���M�•�²0[�@�6�~
�r�M��

Auto-MDIX off Auto-MDIX �c�
 no mdix auto �¥�Ð�å�»�_�|�W�Z
�¹�•�­�î�È�Ý�_�I�€�Z�8�r�M��
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'¨  6 'v       �–�å�±�î�Ç�™�–�«�b0¿��
�Í�µ�º�«�á�µ�É�b�+0[
  ARP type: ARPA, ARP Timeout 04:00:00
  Last input 00:00:16, output never, output hang never
  Last clearing of "show interface" counters never
  Input queue: 0/2000/0/0 (size/max/drops/flushes); Total output drops: 0
  Queueing strategy: fifo
  Output queue: 0/40 (size/max)
  5 minute input rate 0 bits/sec, 0 packets/sec
  5 minute output rate 0 bits/sec, 0 packets/sec
     511 packets input, 74464 bytes, 0 no buffer
     Received 511 broadcasts (511 multicasts)
     0 runts, 0 giants, 0 throttles
     0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
     0 input packets with dribble condition detected
     3552 packets output, 269088 bytes, 0 underruns
     0 output errors, 0 collisions, 0 interface resets
     0 babbles, 0 late collision, 0 deferred
     1 lost carrier, 0 no carrier
     0 output buffer failures, 0 output buffers swapped out
Switch#

�Í�µ�º�«�á�µ�É�b�+0[
Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�c  Online Insertion and Removal>&OIR; �Í�µ�º�«�á�µ�É>'�µ+��@�§
�Ï�î�º�I�€�Z�>�~�
�©�«�¸�Ò�†�œ�å�Û�–�å�_�K�S�r�r�Ô�ª�×�î�Ý�b�v�~�¥�K�>�|�g�º�n�†/œ�:�G�\�@�[
�A�r�M���Ô�ª�×�î�Ý�†�©�Õ�µ�º�²�˜�å�K�Z�?�}�v�~�¥�K�>�|�g�º�n�†/œ�8�
�Q�b�6�\�[
Ì2s�·�K�Z�v�

�Ú�b�¯�Ç�º�˜�™�”�r�S�c�–�å�±�î�Ç�™�–�«�c�©�Õ�µ�º�²�˜�å�I�€�r�O�‡��

�Ô�ª�×�î�Ý�b�v�~�¥�K�r�S�c�v�~�Ü�E�†/œ�:�\�A�
�¦�S�_�¯�Ç�º�˜�™�”�_3û%±�M�•�¥�Ð�å�»�†
°�Š�M�•
�²0[�c�6�~�r�O�‡���Ô�ª�×�î�Ý�b�v�~�¥�K�r�S�c�v�~�Ü�E�c�©�«�¸�Ò�?�}�«�î�Ã�î�Â�–�¨  �š�å�ª�å�_
3û%±�I�€�
�©�«�¸�Ò�@0¿���š�f�†�«�Ÿ�Õ�å�K�r�M���‚�K�C�v�~�Ü�E�}�€�S�Ô�ª�×�î�Ý�c�6�‡�ì�I�€�
�©
�«�¸�Ò0¿���_�X�8�Z�›�–�å�±�î�Ç�™�–�«  �±�–�É�@&�1��I�€�Z�?�}�
�‚�K�8�–�å�±�î�Ç�™�–�«�[0Ç�•�@
��/œ�I�€�r�M���Ô�ª�×�î�Ý�b�v�~�Ü�E�>�|�g�v�~�¥�K�p�_�
3û�–�b�·�8�@�p�•�I�€�•�G�\�c�6�~�r�O
�‡��

�Ô�ª�×�î�Ý�†�v�~�¥�K�Z�?�}�º�n�M�•���œ�
�r�S�c� �L�±�–�É�b�9�b�Ô�ª�×�î�Ý�†� �L�«�ß�µ�º�_/æ%T
�M�•���œ�
�©�«�¸�Ò0¿���l�b�š�f�c�²0[�6�~�r�O�‡���Q�€�r�[0¿���I�€�Z�8�S�±�–�É�b�–�å�±�î�Ç�™�–
�«�c�
�M�D�_�œ�å�Û�–�å�[�w� �_�^�~�r�M���Ô�ª�×�î�Ý�†�v�~�¥�K�
�9�b�±�–�É�b�Ô�ª�×�î�Ý�†/æ%T�M
�•���œ�
�Q�b�Ô�ª�×�î�Ý�b�–�å�±�î�Ç�™�–�«�c�Q�b�Ô�ª�×�î�Ý�b�¹�Ç�›�Ý�º0¿���['ö#.�V�b�”�µ�É�_�^
�~�r�M��

�–�å�±�î�Ç�™�–�«�b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«
�G�G�[�c�–�å�±�î�Ç�™�–�«�b�Ô�½�±�Ü�å�¢�\�Ó�å�¸�¼�å�«�b�‰�2�_�X�8�Z1��Â�K�r�M��

• ���–�å�±�î�Ç�™�–�«�\�¥�å�º�ß�î�Û�b�«�¸�î�±�«�b�Ô�½�±�Ü�å�¢�� >&P.6-24>'

• ���–�å�±�î�Ç�™�–�«�b�¡�Ü�”�\�Ü�­�µ�º�� >&P.6-24>'

• ���–�å�±�î�Ç�™�–�«�b�©�Õ�µ�º�²�˜�å�>�|�g
Ì2s�·�� >&P.6-25>'

• ���–�å�±�î�Ç�™�–�«  �Ü�å�¡  �«�¸�î�±�«  �–�Ë�å�º�>�|�g�º�Û�å�¡  �«�¸�î�±�«  �–�Ë�å�º�b0¿����
>&P.6-25>'

• ���¹�Ç�›�Ý�º0¿���l�b�–�å�±�î�Ç�™�–�«�b�Ü�­�µ�º�� >&P.6-28>'
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'¨  6 'v       �–�å�±�î�Ç�™�–�«�b0¿��
�–�å�±�î�Ç�™�–�«�b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«
�–�å�±�î�Ç�™�–�«�\�¥�å�º�ß�î�Û�b�«�¸�î�±�«�b�Ô�½�±�Ü�å�¢

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b  Cisco IOS �¯�Ç�º�˜�™�”�_�c�
�–�å�±�î�Ç�™�–�«�_6õ�M�•�_��>&�¯
�Ç�º�˜�™�”�>�|�g�Á�î�»�˜�™�”�b�Â�î�ª�Ù�å�
�¥�å�º�ß�î�Û�b�«�¸�î�±�«�
�–�å�±�î�Ç�™�–�«)+0£�_��
�^�]>'�†/²&g�M�•�S�u�b�¥�Ð�å�»�@ =
��I�€�Z�8�r�M���G�€�}�b�¥�Ð�å�»�c�
 EXEC �É�ß�å�É�º�[
°
�Š�K�r�M�����b/²�_�
�–�å�±�î�Ç�™�–�«�†�Ô�½�±�Ü�å�¢�M�•�S�u�b�¥�Ð�å�»�†�8�C�X�?)��Ó�K�r�M  

>&show �¥�Ð�å�»�b�M�m�Z�b�Ü�«�º�†/²&g�M�•�_�c�
 EXEC �É�ß�å�É�º�[  show ?�¥�Ð�å�»�†
°�Š�K�r
�M>'���G�€�}�b�¥�Ð�å�»�_�X�8�Z�b0ò(ý�c�
 �� Interface Command Reference���†�g!·�K�Z�C�T�I�8��

�–�å�±�î�Ç�™�–�«�_6õ�M�•�_���†/²&g�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  5/5 �b�«�¸�î�±�«�†/²&g�M�•�[�†&g�K�r�M��

Switch# show protocols fastethernet 5/5  
FastEthernet5/5 is up, line protocol is up
Switch# 

�–�å�±�î�Ç�™�–�«�b�¡�Ü�”�\�Ü�­�µ�º

show interfaces �¥�Ð�å�»�[/²&g�I�€�•�–�å�±�î�Ç�™�–�«  �•�˜�å�±�†�¡�Ü�”�M�•�_�c�
���b�¥�Ð�å�»�†

°�Š�K�r�M��

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  5/5 �b�•�˜�å�±�†�¡�Ü�”�K�Z�Ü�­�µ�º�M�•�[�†&g�K�r
�M��

Switch# clear counters fastethernet 5/5  
Clear "show interface" counters on this interface [confirm] y 
Switch#
*Sep 30 08:42:55: %CLEAR-5-COUNTERS: Clear counter on interface FastEthernet5/5
by vty1 (171.69.115.10)
Switch#

clear counters �¥�Ð�å�»>&�,�X�^�K>'�c�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�b#'�~�b�–�å�±�î�Ç�™�–�«  �•�˜�å
�±�†�M�m�Z�¡�Ü�”�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# show interfaces  [ type slot/interface ] �M�m�Z�b�–�å�±�î�Ç�™�–�«�r�S�c"I���b�–�å�±�î�Ç�™�–�«�_
�X�8�Z�
�«�¸�î�±�«�>�|�g0¿���†/²&g�K�r�M��

�«�̧ �µ�É 2 Switch# show running-config  Random Access Memory>&RAM; �Û�å�²�Ò  �”�¡�­�«  �Ó�Ô�Ü>'
�[#'�~��/œ�p�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��

�«�̧ �µ�É 3 Switch# show protocols  [ type slot/interface ] 0¿���I�€�Z�8�•�õ�–�b�É�ß�º�¥�Ý�_�X�8�Z�
�¢�ß�î�Â�Ý>&�©
�«�¸�Ò
²�/>'�>�|�g�–�å�±�î�Ç�™�–�«�[�w�b�«�¸�î�±�«�†/²
&g�K�r�M��

�«�̧ �µ�É 4 Switch# show version  �Á�î�»�˜�™�”0¿���
�¯�Ç�º�˜�™�”  �Â�î�ª�Ù�å�
�¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ç�“�–�Ý�b�¡�S�\3æ�™
–�
�>�|�g�È�î�º  �–�Ó�î
�ª�†/²&g�K�r�M��

�¥�Ð�å�» % $×
Switch#  clear counters  { type slot/interface } �–�å�±�î�Ç�™�–�«  �•�˜�å�±�†�¡�Ü�”�K�r�M��
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'¨  6 'v       �–�å�±�î�Ç�™�–�«�b0¿��
�–�å�±�î�Ç�™�–�«�b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«
>&�@>' clear counters �¥�Ð�å�»�c�
 SNMP �[�v�“�I�€�S�•�˜�å�±�†�¡�Ü�”�K�r�O�‡�� show interfaces EXEC 
�¥�Ð�å�»�[/²&g�I�€�S�•�˜�å�±�T�E�†�¡�Ü�”�K�r�M��

�–�å�±�î�Ç�™�–�«�b�©�Õ�µ�º�²�˜�å�>�|�g
Ì2s�·

�–�å�±�î�Ç�™�–�«�†�¹�•�­�î�È�Ý�_�M�•�\�
�æ���K�S�–�å�±�î�Ç�™�–�«�V�b�M�m�Z�b�µ+��@�¹�•�­�î�È
�Ý�_�^�~�
�Q�b�–�å�±�î�Ç�™�–�«�c�M�m�Z�b�Ô�½�±  �¥�Ð�å�»���Š�[�Q#Ý�Y+��\�K�Z/²&g�I�€�r�M���G
�b�_���c�
�M�m�Z�b�²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�†3û�L�Z�
�Ú�b�¿�µ�º�á�î�¡  �§�î�Â�_��4)
�I�€�r�M���G�b�–�å�±�î�Ç�™�–�«�c�
�Ý�î�¸�•�å�¢  �”�µ�É�¹�î�º�_�µ�r�€�^�C�^�~�r�M��

�–�å�±�î�Ç�™�–�«�†�©�Õ�µ�º�²�˜�å�K�S�6�\�[
Ì2s�·�M�•�_�c�
���b�8���†/œ�8�r�M��  

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  5/5 �†�©�Õ�µ�º�²�˜�å�M�•�[�†&g�K�r�M��

Switch(config)# interface fastethernet 5/5  
Switch(config-if)# shutdown  
Switch(config-if)#
*Sep 30 08:33:47: %LINK-5-CHANGED: Interface FastEthernet5/5, changed state to a 
administratively down
Switch(config-if)# 

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  5/5 �†
Ì�g�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch(config-if)# no shutdown  
Switch(config-if)#
*Sep 30 08:36:00: %LINK-3-UPDOWN: Interface FastEthernet5/5, changed state to up
Switch(config-if)# 

�–�å�±�î�Ç�™�–�«�@�¹�•�­�î�È�Ý�_�^�W�S�?�]�:�?�†&�1��M�•�_�c�
 show interfaces EXEC �¥�Ð�å�»
�†
°�Š�K�r�M���©�Õ�µ�º�²�˜�å�I�€�S�–�å�±�î�Ç�™�–�«�c�
 �� administratively down���\/²&g�I�€�r�M��

�–�å�±�î�Ç�™�–�«  �Ü�å�¡  �«�¸�î�±�«  �–�Ë�å�º�>�|�g�º�Û�å�¡  �«�¸�î�±�«  
�–�Ë�å�º�b0¿��

�–�å�±�î�Ç�™�–�«  �Ü�å�¡  �«�¸�î�±�«  �–�Ë�å�º�>�|�g�º�Û�å�¡  �«�¸�î�±�«  �–�Ë�å�º�†0¿���[�A�r�M��
Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�c�
���b�–�å�±�î�Ç�™�–�«  �ß� �å�¢  �–�Ë�å�º3û%±�@�¢�ß�î�Â�Ý�>�|
�g�–�å�±�î�Ç�™�–�«�"�)�b�g�‰�[�§�Ï�î�º�I�€�r�M��

• �¹�î�±  �Ü�å�¡  �«�¸�î�±�«�@�š�f�I�€�S���œ�c�
�–�_�–�å�±�î�Ç�™�–�«�V�b3û%±�@�–�¿�î�È�Ý�r�S
�c�¹�•�­�î�È�Ý�_�^�~�r�M��

• �º�Û�å�Ÿ�å�¢  �«�¸�î�±�«�@�š�f�I�€�S���œ�c�
�–�_�º�Û�å�¡  �–�å�±�î�Ç�™�–�«�V�b3û%±�@�–�¿�î
�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�^�~�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# interface { vlan  vlan_ID } | 
{{ fastethernet  | gigabitethernet | 
tengigabitethernet } slot / port } | { port-channel 
port_channel_number }

0¿���M�•�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

�«�̧ �µ�É 2 Switch(config-if)# shutdown  �–�å�±�î�Ç�™�–�«�†�©�Õ�µ�º�²�˜�å�K�r�M��

�«�̧ �µ�É 3 Switch(config-if)# no shutdown  �–�å�±�î�Ç�™�–�«�†
Ì�g�–�¿�î�È�Ý�_�K�r�M��
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'¨  6 'v       �–�å�±�î�Ç�™�–�«�b0¿��
�–�å�±�î�Ç�™�–�«�b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«
�–�å�±�î�Ç�™�–�«  �Ü�å�¡  �«�¸�î�±�«  �–�Ë�å�º�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�M�•�_�c�
 [no] 
logging event link-status [use-global] �¥�Ð�å�»�†�Q#Ý�K�r�M���–�å�±�î�Ç�™�–�«  �º�Û�å�¡  �«�¸�î�±�«  
�–�Ë�å�º�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�M�•�_�c�
 [no] logging event trunk-status [use-global] �¥
�Ð�å�»�†�Q#Ý�K�r�M��

�›�–�å�±�î�Ç�™�–�«  �Ü�å�¡  �«�¸�î�±�«  �ß� �å�¢  �–�Ë�å�º�c�
���b�«�¸�î�º�b�8�N�€�?�[0¿���[�A�r
�M��

• logging event link-status>8�Ü�å�¡  �«�¸�î�±�«  �ß� �å�¢  �–�Ë�å�º�c�
�«�–�µ�³�b�¢�ß�î�Â�Ý0¿���_
6õ�€�^�C�
�–�å�±�î�Ç�™�–�«�V�[�Â&g$×�_�–�¿�î�È�Ý�_�^�~�r�M��

• no logging event link-status>8�Ü�å�¡  �«�¸�î�±�«  �ß� �å�¢  �–�Ë�å�º�c�
�«�–�µ�³�b�¢�ß�î�Â�Ý0¿
���_6õ�€�^�C�
�–�å�±�î�Ç�™�–�«�V�[�Â&g$×�_�¹�•�­�î�È�Ý�_�^�~�r�M��

• logging event link-status use-global>8�G�€�c�
�–�å�±�î�Ç�™�–�«�V�b�¹�Ç�›�Ý�º�b�Ü�å�¡  �«�¸�î
�±�«  �ß� �å�¢  �–�Ë�å�º0¿���[�M���G�b0¿���c�
�«�–�µ�³�b�¢�ß�î�Â�Ý�^�Ü�å�¡  �«�¸�î�±�«  �ß� �å
�¢  �–�Ë�å�º0¿���_�‘�:�²0[�@�6�~�r�M��

�–�å�±�î�Ç�™�–�«  �º�Û�å�¡  �«�¸�î�±�«  �ß� �å�¢  �–�Ë�å�º�c�
� �L0¿���«�¸�î�º�[0¿���[�A�r�M��

�–�å�±�î�Ç�™�–�«�b�Ü�å�¡  �«�¸�î�±�«  �–�Ë�å�º3û%±�b0¿��

�Ü�å�¡  �«�¸�î�±�«  �ß� �å�¢  �–�Ë�å�º�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�M�•�_�c�
���b�8�N�€�?�b�¥
�Ð�å�»�†
°�Š�K�r�M��

�¢�ß�î�Â�Ý0¿��

�P�Â�M�•�ß� �å�¢  �–�Ë�å�º�c�
�¢�ß�î�Â�Ý�_0¿���M�•�G�\�v�[�A�r�M���¢�ß�î�Â�Ý�^0¿���_�|�~�
�M
�m�Z�b�–�å�±�î�Ç�™�–�«�_�¹�Ç�›�Ý�º  �ß� �å�¢0¿���@�f�j�I�€�r�M�� [no] logging event link-status 
global �¥�Ð�å�»�_�|�~�
�«�–�µ�³
²�/�b�–�å�±�î�Ç�™�–�«  �Ü�å�¡  �«�¸�î�±�«  �ß� �å�¢�†�–�¿�î�È�Ý�r
�S�c�¹�•�­�î�È�Ý�_�[�A�r�M�� [no] logging event trunk-status global �¥�Ð�å�»�_�|�~�
�«�–�µ�³
²�/
�b�–�å�±�î�Ç�™�–�«  �º�Û�å�¡  �«�¸�î�±�«  �ß� �å�¢�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�[�A�r�M��

�›�–�å�±�î�Ç�™�–�«  �Ü�å�¡  �«�¸�î�±�«  �ß� �å�¢  �–�Ë�å�º�@�–�å�±�î�Ç�™�–�«  �Þ�Ë�Ý�[0¿���I�€�Z�8
�^�8���œ�
���b�¢�ß�î�Â�Ý�^�ß� �å�¢  �–�Ë�å�º0¿���†�Q#Ý�K�r�M��

• logging event link-status global>8�Ü�å�¡  �«�¸�î�±�«  �ß� �å�¢  �–�Ë�å�º�@�–�å�±�î�Ç�™�–�«�V�[
0¿���I�€�Z�8�^�8���œ�
�–�¿�î�È�Ý�_�^�~�r�M��

• no logging event link-status global>8�Ü�å�¡  �«�¸�î�±�«  �ß� �å�¢  �–�Ë�å�º�@�–�å�±�î�Ç�™�–�«�V
�[0¿���I�€�Z�8�^�8���œ�
�¹�•�­�î�È�Ý�_�^�~�r�M��

�–�å�±�î�Ç�™�–�«�b�º�Û�å�¡  �«�¸�î�±�«  �ß� �å�¢  �–�Ë�å�º�_�v�
� �]�b�¢�ß�î�Â�Ý0¿���@�f�j�I�€�r
�M��

�¥�Ð�å�» % $×

Switch(config-if)# logging event link-status �–�å�±�î�Ç�™�–�«  �Ü�å�¡  �«�¸�î�±�«  �ß� �å�¢�†�–�¿�î�È
�Ý�_�K�r�M��

Switch(config-if)# no logging event link-status �–�å�±�î�Ç�™�–�«  �Ü�å�¡  �«�¸�î�±�«  �ß� �å�¢�†�¹�•�­�î
�È�Ý�_�K�r�M��

Switch(config-if)# logging event link-status use-global �–�å�±�î�Ç�™�–�«  �Ü�å�¡  �«�¸�î�±�«  �ß� �å�¢�b�¢�ß�î�Â
�Ý�^�¹�Ç�›�Ý�º0¿���†�æ���K�r�M��
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'¨  6 'v       �–�å�±�î�Ç�™�–�«�b0¿��
�–�å�±�î�Ç�™�–�«�b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«
�«�–�µ�³�b�¢�ß�î�Â�Ý  �Ü�å�¡  �«�¸�î�±�«  �ß� �å�¢  �–�Ë�å�º�b0¿��

�¢�ß�î�Â�Ý  �Ü�å�¡  �«�¸�î�±�«  �ß� �å�¢  �–�Ë�å�º�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�M�•�_�c�
���b�8
�N�€�?�b�¥�Ð�å�»�†
°�Š�K�r�M��

)��Ý

���_�
�¢�ß�î�Â�Ý0¿���>�|�g�–�å�±�î�Ç�™�–�«  �ß� �å�¢0¿���b)��s�œ�ƒ�O�@$��^�•���œ�b�–�å�±�î
�Ç�™�–�« �ß� �å�¢  �–�Ë�å�º�b�·�8�«�¸�î�º�b�§�Ð�Ü�î�b�[�†/²&g�K�r�M��

global setting       interface setting       actual logging state
--------------       -----------------       --------------------
     on                    on                       on
     off                   on                       on
     on                    off                      off
     off                   off                      off
     on                    default(use-global)      on
     off                   default(use-global)      off

���_�
�Ü�å�¡  �«�¸�î�±�«�>�|�g�º�Û�å�¡  �«�¸�î�±�«�b�ß� �å�¢  �–�Ë�å�º�b0¿���>�|�g�ß� �å�¢  �Ó�µ
�­�î�ª�b���Š�[�†/²&g�K�r�M��

//
// The global link status and trunk status logging events are enabled.
//
Switch# show running | include logging
show running | include logging
logging event link-status global
logging event trunk-status global
Switch#

//
// The interface link status and trunk status logging settings
// are set to default values, which follow regardless of the global
// setting.
//
Switch# show running interface g1/4
Building configuration...

Current configuration: 97 bytes
!
interface GigabitEthernet1/4
 switchport trunk encapsulation dot1q
 switchport mode trunk
end
Switch#

//
// The trunk status logging messages for the interface are 
// displayed whenever the interface trunking status is changed.
// Here we change the other end node's trunking encapsulation 
// from dot1q to isl.
//

�¥�Ð�å�» % $×

Switch(config-if)# logging event link-status global �¢�ß�î�Â�Ý  �Ü�å�¡  �«�¸�î�±�«  �ß� �å�¢�†�–�¿�î�È�Ý
�_�K�r�M��

Switch(config-if)# no logging event link-status global �¢�ß�î�Â�Ý  �Ü�å�¡  �«�¸�î�±�«  �ß� �å�¢�†�¹�•�­�î�È
�Ý�_�K�r�M��
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'¨  6 'v       �–�å�±�î�Ç�™�–�«�b0¿��
�–�å�±�î�Ç�™�–�«�b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«
3d00h: %DTP-5-ILGLCFG: Illegal config(on,isl--on,dot1q) on Gi1/4
3d00h: %DTP-5-ILGLCFG: Illegal config(on,isl--on,dot1q) on Gi1/4
3d00h: %DTP-5-ILGLCFG: Illegal config(on,isl--on,dot1q) on Gi1/4

//
// The link and trunk status logging message for the interface 
// are displayed whenever the interface link status is changed.
// Here we do a "shut" and "no shut" on the other end link node.
//
3d00h: %DTP-5-NONTRUNKPORTON: Port Gi1/4 has become non-trunk
3d00h: %LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet1/4, changed state to down
3d00h: %LINK-3-UPDOWN: Interface GigabitEthernet1/4, changed state to
down
3d00h: %LINK-3-UPDOWN: Interface GigabitEthernet1/4, changed state to up
3d00h: %DTP-5-TRUNKPORTON: Port Gi1/4 has become dot1q trunk
3d00h: %LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet1/4, changed state to up 

�¹�Ç�›�Ý�º0¿���l�b�–�å�±�î�Ç�™�–�«�b�Ü�­�µ�º

�–�å�±�î�Ç�™�–�«�_�¨�C�b�¥�Ð�å�»  �Û�–�å�†0¿���K�
�Q�b�–�å�±�î�Ç�™�–�«�b�M�m�Z�b0¿���†�¡�Ü�”
�M�•���œ�
 default interface �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

Switch(config)# default interface fastEthernet 3/5
Interface FastEthernet3/5 set to default configuration

�G�b�¥�Ð�å�»�†�Q#Ý�M�•�\�
�M�m�Z�b0¿���†�¡�Ü�”�K�
�–�å�±�î�Ç�™�–�«�†�©�Õ�µ�º�²�˜�å�M�•�G�\�@
�[�A�r�M��

Switch# show run interface fastethernet 3/5
Building configuration...

Current configuration : 58 bytes
!
interface FastEthernet3/5
 no ip address
 shutdown
end
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�¯�Ç�º�˜�™�”  �¥�å�Ç�

OL-14303-01-J
C H A P T E R 7

�Ï�î�º�b�«�¸�î�±�«�\�K)F�b&�1�

�G�b'v�[�c�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�V�[�«�–�µ�³  �Ï�î�º�b�«�¸�î�±�«�\�K)F�†&�1��M�•�‰�2
�_�X�8�Z1��Â�K�r�M��

�G�b'v�b�z�^
Æ���c�
���b�\�>�~�[�M��

• ���Ô�ª�×�î�Ý  �«�¸�î�±�«�b&�1��� >&P.7-1>'

• ���–�å�±�î�Ç�™�–�«�b�«�¸�î�±�«�b&�1��� >&P.7-2>'

• �� MAC �”�»�Þ�«�b/²&g�� >&P.7-3>'

• �� TDR �†�Q#Ý�K�S�£�î�È�Ý  �«�¸�î�±�«�b&�1��� >&P.7-3>'

• �� Telnet �b�Q#Ý��>&P.7-5>'

• ���ß�¢�”�˜�º  �±�–�Ð�î�b�š�f�� >&P.7-6>'

• ���Ø�î�¨  �­�µ�©�Ù�å�b�Ô�½�±�Ü�å�¢�� >&P.7-6>'

• �� ping �b�Q#Ý��>&P.7-7>'

• �� IP traceroute �b�Q#Ý��>&P.7-8>'

• ���Þ�–�Ö  2 traceroute �b�Q#Ý��>&P.7-9>'

• �� ICMP �b0¿���� >&P.7-11>'

>&�@>' �G�b'v�b�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 Series Switch 
Cisco IOS Command Reference���>�|�g���b  URL �b6õ4��Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6350/index.html

�Ô�ª�×�î�Ý  �«�¸�î�±�«�b&�1�
Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�Ð�Ý�³�Ô�ª�×�î�Ý  �©�«�¸�Ò�[�M���v�~�Ü�E�}�€�Z�8�•�Ô�ª�×�î�Ý�

�>�|�g�›�Ô�ª�×�î�Ý�b  MAC �”�»�Þ�«(
�V�\�Â�î�ª�Ù�å$��•�c�
 show module �¥�Ð�å�»�†�Q#Ý�K�Z&�
1��K�r�M��"I���b�Ô�ª�×�î�Ý$��•�†�æ���K�Z�
�Q�b�Ô�ª�×�î�Ý�b0ò(ý�^�_���†/²&g�M�•�_�c�

[mod_num] �,�X�†�Q#Ý�K�r�M��
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'¨  7 'v       �Ï�î�º�b�«�¸�î�±�«�\�K)F�b&�1�
�–�å�±�î�Ç�™�–�«�b�«�¸�î�±�«�b&�1�
���_�
�«�–�µ�³�V�b�M�m�Z�b�Ô�ª�×�î�Ý  �«�¸�î�±�«�†&�1��M�•�[�†&g�K�r�M��

Switch# show module all

Mod  Ports Card Type                              Model             Serial No.
----+-----+--------------------------------------+-----------------+-----------
 1     2   1000BaseX (GBIC) Supervisor Module     WS-X4014         JAB012345AB
 5    24   10/100/1000BaseTX (RJ45)               WS-X4424-GB-RJ45 JAB045304EY
 6    48   10/100BaseTX (RJ45)                    WS-X4148         JAB023402QK 

 M MAC addresses                    Hw  Fw                Sw              Stat
--+--------------------------------+---+-----------------+---------------+-----
 1 0004.dd46.9f00 to 0004.dd46.a2ff 0.0 12.1(10r)EW(1.21) 12.1(10)EW(1)    Ok    
 5 0050.3e7e.1d70 to 0050.3e7e.1d87 0.0                                    Ok    
 6 0050.0f10.2370 to 0050.0f10.239f 1.0                                    Ok 
Switch#

�–�å�±�î�Ç�™�–�«�b�«�¸�î�±�«�b&�1�
�«�–�µ�³  �Ï�î�º�b�§�Ð�Ü�î�r�S�c0ò(ý�_���†/²&g�M�•���œ�c�
 show interfaces status �¥�Ð�å�»�†�Q#Ý
�K�r�M���«�–�µ�³�V�b�M�m�Z�b�Ï�î�º�b0[(Ù�_���†/²&g�M�•�_�c�
�,�X�^�K�b  show interfaces status 
�¥�Ð�å�»�†
°�Š�K�r�M��"I���b�Ô�ª�×�î�Ý$��•�†�æ���M�•�\�
�Q�b�Ô�ª�×�î�Ý�b�Ï�î�º�_���T�E�@/²&g
�I�€�r�M��"I���b�Ï�î�º�b0ò(ý�_���†/²&g�M�•�_�c�
�Ô�ª�×�î�Ý$��•�\�Ï�î�º$��•�†
°�Š�K�r�M��

"I���b�Ï�î�º�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†4:#Ý�M�•�_�c�
4:�)�^1=#.�Ô�ª�×�î�Ý�†�æ���M�•
�²0[�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 ���Ô�ª�×�î�Ý  �«�¸�î�±�«�b&�1��� >&P.7-1>' �†�g!·�K�Z�C�T�I�8��

���_�
�º�Û�å�©�î�Â�†�µ�t  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�V�b�M�m�Z�b�–�å�±�î�Ç�™�–�«�b�«�¸�î�±
�«�†/²&g�M�•�[�†&g�K�r�M���G�b�¥�Ð�å�»�b���Š�[�c�
�Ú&k0��º�Û�å�©�î�Â�b���•�Ž1��b  GBIC���@/²
&g�I�€�r�M��

Switch# show interfaces status

Port    Name               Status       Vlan       Duplex  Speed Type
Gi1/1                      notconnect   1            auto   auto No Gbic
Gi1/2                      notconnect   1            auto   auto No Gbic
Gi5/1                      notconnect   1            auto   auto 10/100/1000-TX
Gi5/2                      notconnect   1            auto   auto 10/100/1000-TX
Gi5/3                      notconnect   1            auto   auto 10/100/1000-TX
Gi5/4                      notconnect   1            auto   auto 10/100/1000-TX
Fa6/1                      connected    1          a-full  a-100 10/100BaseTX
Fa6/2                      connected    2          a-full  a-100 10/100BaseTX
Fa6/3                      notconnect   1            auto   auto 10/100BaseTX
Fa6/4                      notconnect   1            auto   auto 10/100BaseTX

Switch#

���_�
 errdisable �«�¸�î�º�b�–�å�±�î�Ç�™�–�«�b�«�¸�î�±�«�†/²&g�M�•�[�†&g�K�r�M��

Switch# show interfaces status err-disabled 
Port    Name               Status Reason
Fa9/4                      err-disabled link-flap 
informational error message when the timer expires on a cause
-------------------------------------------------------------- 
5d04h:%PM-SP-4-ERR_RECOVER:Attempting to recover from link-flap err-disable state on Fa9/4
Switch#
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'¨  7 'v       �Ï�î�º�b�«�¸�î�±�«�\�K)F�b&�1�
MAC �”�»�Þ�«�b/²&g
MAC �”�»�Þ�«�b/²&g
show module �¥�Ð�å�»�†�Q#Ý�K�Z�Ô�ª�×�î�Ý�b  MAC �”�»�Þ�«(
�V�†/²&g�M�•�è�¥�_�
 show 
mac-address-table address �¥�Ð�å�»�\  show mac-address-table interface �¥�Ð�å�»�†�Q#Ý�K�Z�
"I��
�b  MAC �”�»�Þ�«�r�S�c�«�–�µ�³�b"I���b�–�å�±�î�Ç�™�–�«�b  MAC �”�»�Þ�«  �¸�î�È�Ý�_���†/²&g�[�A
�r�M��

���_�
"I���b  MAC �”�»�Þ�«�b  MAC �”�»�Þ�«  �¸�î�È�Ý�_���†/²&g�M�•�[�†&g�K�r�M��

Switch# show mac-address-table address 0050.3e8d.6400
vlan   mac address     type    protocol  qos             ports
-----+---------------+--------+---------+---+--------------------------------
 200  0050.3e8d.6400  static   assigned  --  Switch
 100  0050.3e8d.6400  static   assigned  --  Switch
   5  0050.3e8d.6400  static   assigned  --  Switch
   4  0050.3e8d.6400  static        ipx  --  Switch
   1  0050.3e8d.6400  static        ipx  --  Switch
   1  0050.3e8d.6400  static   assigned  --  Switch
   4  0050.3e8d.6400  static   assigned  --  Switch
   5  0050.3e8d.6400  static        ipx  --  Switch
 100  0050.3e8d.6400  static        ipx  --  Switch
 200  0050.3e8d.6400  static        ipx  --  Switch
 100  0050.3e8d.6400  static      other  --  Switch
 200  0050.3e8d.6400  static      other  --  Switch
   5  0050.3e8d.6400  static      other  --  Switch
   4  0050.3e8d.6400  static         ip  --  Switch
   1  0050.3e8d.6400  static         ip  --  Route
   1  0050.3e8d.6400  static      other  --  Switch
   4  0050.3e8d.6400  static      other  --  Switch
   5  0050.3e8d.6400  static         ip  --  Switch
 200  0050.3e8d.6400  static         ip  --  Switch
 100  0050.3e8d.6400  static         ip  --  Switch
Switch# 

���_�
"I���b�–�å�±�î�Ç�™�–�«�b  MAC �”�»�Þ�«  �¸�î�È�Ý�_���†/²&g�M�•�[�†&g�K�r�M��

Switch#  show mac-address-table interface gigabit 1/1
Multicast Entries
 vlan    mac address     type    ports
-------+---------------+-------+-------------------------------------------
   1  ffff.ffff.ffff system Switch,Gi6/1,Gi6/2,Gi6/9,Gi1/1
Switch# 

TDR �†�Q#Ý�K�S�£�î�È�Ý  �«�¸�î�±�«�b&�1�
�Ü�å�¡�†&�'g�[�A�^�8���œ�_�
 Time Domain Reflectometer>&TDR; �±�–�Ò  �»�Ó�–�å  �Ü�Ç�Þ�¡�º�Ó�î
�±>'�µ+��†�Q#Ý�K�Z�£�î�È�Ý�K)F�_7€���@�6�•�?�]�:�?�†�8�9�[�A�r�M��

>&�@>' �G�b�¸�«�º�c�
�¤�Ñ�«�–�µ�³�b�º�n�
� �ž�Å�µ�º  �–�î�§�¿�µ�º�l�b�”�µ�É�¢�Þ�î�»�
�r�S�c�‚�K�8
�£�î�È�Ý  �É�Û�å�º�†�_
°�M�•7•�_"I�_5�0[�_�^�~�r�M��
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'¨  7 'v       �Ï�î�º�b�«�¸�î�±�«�\�K)F�b&�1�
TDR �†�Q#Ý�K�S�£�î�È�Ý  �«�¸�î�±�«�b&�1�
�+0[

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b  48 �Ï�î�º  10/100/1000BASE-T �Ô�ª�×�î�Ý >&WS-X4548-GB-RJ45�

WS-X4548-GB-RJ45V�
 WS-X4524-GB-RJ45V�
 WS-X4013+TS�
 WS-C4948�
�>�|�g  
WS-C4948-10GE>'�[�c�
 TDR �†�Q#Ý�K�Z5¡�£�î�È�Ý�b�«�¸�î�±�«�†&�1��[�A�r�M�� TDR �c�
�™�•�†
�£�î�È�Ý�_3æ�™�K�
�o�U�K�Z�`�W�Z�A�S�™�•�†1��s�v�•�G�\�_�|�~�£�î�È�Ý�b7€���†�è���K�r�M���™�•
�b�M�m�Z�r�S�c�M4Š�c�
�£�î�È�Ý�b7€��'à�d�r�S�c�£�î�È�Ý�b)
'ƒ�_�|�~�o�U�I�€�Z�`�I�€�r�M��

>&�@>' �† =�b�•�¸�¦�Ü  5 �£�î�È�Ý�_�c  4 �X�b�Ì�”�@�6�~�r�M���›�Ì�”�c�
���b�«�¸�î�º>&�œ�î�É�å>&�K)F�I�€
�Z�8�^�8>' �
�†
/�
�©�Ù�î�º�
�r�S�c)
'ƒ>'�b�8�N�€�?�[�6�•�\�•���[�A�r�M�� TDR �¸�«�º�[�c  4 �X�M
�m�Z�b�«�¸�î�º�†�è���K�
�q�6�b  3 �X�b"g�Â�†�� Fault���\/²&g�K�
 4 $��u�b"g�Â�†�� Terminated���\
/²&g�K�r�M�� CLI ���Š�c/²&g�I�€�r�M�@�
�£�î�È�Ý6×�c�«�¸�î�º�@�� Faulty���b���œ�_�T�E/²&g�I�€�r
�M��

TDR �¸�«�º�b��/œ

TDR �¸�«�º�†6ä���M�•�_�c�
"I�’�Ô�î�»�[���b�8���†��/œ�K�r�M��

���_�
�Ô�ª�×�î�Ý  2 �b�Ï�î�º  1 �V�[  TDR �¸�«�º�†6ä���M�•�[�†&g�K�r�M��

Switch# test cable-diagnostics tdr int gi2/1  
Switch#

���_�
�Ô�ª�×�î�Ý�[  TDR �¸�«�º�@�§�Ï�î�º�I�€�Z�8�^�8���œ�_/²&g�I�€�•�Ó�µ�­�î�ª�[�†&g�K�r�M��

Switch# test cable-diagnostics tdr int gi2/1
00:03:15:%C4K_IOSDIAGMAN-4-TESTNOTSUPPORTEDONMODULE: Online cable
diag tdr test is not supported on this module
Switch#

���_�
�Ï�î�º�b  TDR �¸�«�º�b)��Ý�†/²&g�M�•�[�†&g�K�r�M��

Switch# show cable-diagnostics tdr interface gi4/13
Interface Speed  Local pair Cable length Remote channel Status
Gi4/13    0Mbps   1-2        102 +-2m     Unknown       Fault        
                  3-6        100 +-2m     Unknown       Fault        
                  4-5        102 +-2m     Unknown       Fault        
                  7-8        102 +-2m     Unknown       Fault    

>&�@>' �G�b�¥�Ð�å�»�c�
 Cisco IOS �¯�Ç�º�˜�™�”�b�W�¶�b�Ü�Ü�î�«�[�c�ë�F�I�€�•�£���[�M�� TDR �¸�«�º�†
��/œ�K�
�¸�«�º)��Ý�†/²&g�M�•�_�c�
 diagnostic start �>�|�g  show diagnostic result �¥�Ð�å�»�†�Q#Ý�K
�Z�C�T�I�8��

>&�@>' TDR �c�
�Ï�î�º�b�¸�«�º�[�M���Ï�î�º�c�
�¸�«�º�b��/œ�p>&3û�–�
 1 �(6ë>'�c�º�Û�Ç�•�µ�¡�†��#.�[
�A�r�O�‡��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# test cable-diagnostics tdr 
{ interface  { interface interface-number}}

TDR �¸�«�º�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch# show cable-diagnostics tdr
{ interface  { interface interface-number}}

TDR �¸�«�º�b�•�˜�å�±�_���†/²&g�K�r�M��
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'¨  7 'v       �Ï�î�º�b�«�¸�î�±�«�\�K)F�b&�1�
Telnet �b�Q#Ý
�ž�–�»�Û�–�å

TDR �†�Q#Ý�M�•���œ�c�
���b�@�–�¦8o�@4:#Ý�I�€�r�M��

• TDR �¸�«�º�†��/œ�p�b�Ï�î�º�\  Auto-MDIX �@�–�¿�î�È�Ý�b�Ï�î�º�†�K)F�K�S���œ�
�G�b  TDR )�
�Ý�c!“� �\�^�•�•+��ö�@�6�~�r�M���G�b���œ�
 TDR �¸�«�º�†6ä���M�•�S�_  WS-X4148-RJ45V �V
�b�Ï�î�º�†'ö#.�V�b�²�˜�å�_�M�•�²0[�@�6�~�r�M��

• TDR �¸�«�º�†��/œ�p�b�Ï�î�º�\  WS-X4148-RJ45V �V�b�Ï�î�º�^�]  100BASE-T �Ï�î�º�†�K)F�M
�•���œ�
�•�Q#Ý�b�Ì�”>& 4 >|  5 �>�|�g  7 >|  8>'�c�Ü�Ô�î�º  �š�å�»�[)
'ƒ��#.�I�€�^�8�S�u�
7€���\
�K�Z�Þ�Ï�î�º�I�€�r�M��

• TDR �¸�«�º�b��/œ�p�c�Ï�î�º0¿���†�š�f�K�^�8�[�C�T�I�8��

• �£�î�È�Ý�b"I�ö�?�}�
�G&��^)��Ý�†
°�m�M�•�_�c  TDR �¸�«�º�†0
�X�G/œ�:�²0[�@�6�~�r�M��

• >&3Æ'ƒ�r�S�c42'ƒ�b�£�î�È�Ý�†�v�~�¥�M�^�]>'�Ï�î�º  �«�¸�î�±�«�†�š�f�K�^�8�[�C�T�I�8��)��Ý�@
�Y�G&��\�^�•�•+��ö�@�6�~�r�M��

Telnet �b�Q#Ý
�«�–�µ�³�b�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>& CLI>'�_�c�
 Telnet �†�Q#Ý�K�Z�”�¡�­�«�[�A�r�M���r
�S�
�«�–�µ�³�?�}  Telnet �†�Q#Ý�K�Z�
�¿�µ�º�á�î�¡�b�Ú�b�¹�Â�–�«�_�”�¡�­�«�M�•�G�\�v�•+��[�M��
�q�±  8 �X�b  Telnet �­�µ�©�Ù�å�†� �ì�_��/œ�[�A�r�M��

�«�–�µ�³�\�b  Telnet �­�µ�©�Ù�å�†0¿���M�•�S�_�
�r�N�«�–�µ�³�b  IP �”�»�Þ�«>&���œ�_�|�~�¹�Ç�›�Ý�º  
�¤�î�º�˜�™�–�v>'�†0¿���M�•�²0[�@�6�~�r�M�� IP �”�»�Þ�«�\�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b0¿���‰�2�_�X
�8�Z�c�
 '¨ 3 'v���«�–�µ�³�b�6�‡0¿���� �†�g!·�K�Z�C�T�I�8��

>&�@>' �Í�«�º�¡�†�Q#Ý�K�Z�Í�«�º�\�b  Telnet �K)F�†&�'g�M�•�_�c�
�»�Ó�–�å  �¿�î�Ò  �©�«�¸�Ò>& DNS>'�†0¿��
�K�Z�–�¿�î�È�Ý�_�K�r�M��

�«�–�µ�³�?�}�¿�µ�º�á�î�¡�V�b�9�b�¹�Â�–�«�l�b  Telnet �K)F�†&�'g�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�«�–�µ�³�?�}�Ü�Ô�î�º  �Í�«�º  labsparc �l�b  Telnet �K)F�†&�'g�M�•�[�†&g�K�r�M��

Switch# telnet labsparc
Trying 172.16.10.3...
Connected to labsparc.
Escape character is '^]'.

UNIX(r) System V Release 4.0 (labsparc)

login:

�¥�Ð�å�» % $×

Switch# telnet host [port] �Ü�Ô�î�º  �Í�«�º�\�b  Telnet �­�µ�©�Ù�å�†&�
'g�K�r�M��
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'¨  7 'v       �Ï�î�º�b�«�¸�î�±�«�\�K)F�b&�1�
�ß�¢�”�˜�º  �±�–�Ð�î�b�š�f
�ß�¢�”�˜�º  �±�–�Ð�î�b�š�f
�ß�¢�”�˜�º  �±�–�Ð�î�c�
�Ø�î�¨�@�æ���I�€�S�ì6ë�|�~�v6×�C�”�–�»�Ý"g�Â�_�6�•�\�A�
+¬�·$×�_�«
�–�µ�³�?�}�)�•�K�r�M���ß�¢�”�˜�º  �±�–�Ð�î�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

�Ø�î�¨  �­�µ�©�Ù�å�b�Ô�½�±�Ü�å�¢
�«�–�µ�³�V�[#'�~�”�¡�¸�•�È�^�Ø�î�¨  �­�µ�©�Ù�å�†/²&g�M�•�_�c�
  show users �¥�Ð�å�»�†�Q#Ý�K�r�M��
�G�b�¥�Ð�å�»�c�
�«�–�µ�³�[�”�¡�¸�•�È�^�M�m�Z�b�¥�å�¯�î�Ý  �Ï�î�º�\  Telnet �­�µ�©�Ù�å�b�Ü�«�º�†
���Š�K�r�M��

�«�–�µ�³�b�”�¡�¸�•�È�^�Ø�î�¨  �­�µ�©�Ù�å�†/²&g�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�8���†/œ�8�r�M��

���_�
�¥�å�¯�î�Ý�\  Telnet �­�µ�©�Ù�å�[�ß�î�•�Ý1�0É�@�–�¿�î�È�Ý�b���œ�b�
 show users �¥�Ð�å�»�b
���Š�[�†&g�K�r�M>&�”�«�±�Ü�«�¡  [*] �@#'�~�b�­�µ�©�Ù�å�†&g�K�r�M>' ��

Switch# show users 
    Line       User       Host(s)              Idle       Location
*  0 con 0                idle                 00:00:00   

  Interface      User        Mode                     Idle     Peer Address

Switch# show users all
    Line       User       Host(s)              Idle       Location
*  0 con 0                idle                 00:00:00   
   1 vty 0                                     00:00:00 
   2 vty 1                                     00:00:00 
   3 vty 2                                     00:00:00 
   4 vty 3                                     00:00:00 
   5 vty 4                                     00:00:00 

  Interface      User        Mode                     Idle     Peer Address
Switch#

�”�¡�¸�•�È�^�Ø�î�¨  �­�µ�©�Ù�å�†�)�•�M�•�_�c�
���b�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

Switch# logoutwarning number �ß�¢�”�˜�º  �±�–�Ð�î�b�Í�†�š�f�K�r�M>&�±�–�Ò�”�˜�º�Í�_  0 �†
�æ���M�•�\�
�”�–�»�Ý"g�Â�b�­�µ�©�Ù�å�@+¬�·$×�_�)�•�I�€�•
�b�†75�B�r�M>' ��

�¹�Ç�›�Ý�º�Í�_�`�M�_�c�
 no �Ÿ�î�á�î�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

Switch# show users [all] �«�–�µ�³�[#'�~�”�¡�¸�•�È�^�Ø�î�¨  �­�µ�©�Ù�å�†
/²&g�K�r�M��

�¥�Ð�å�» % $×

Switch# disconnect { console | ip_addr} �«�–�µ�³�b�”�¡�¸�•�È�^�Ø�î�¨  �­�µ�©�Ù�å�†�)
�•�K�r�M��
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'¨  7 'v       �Ï�î�º�b�«�¸�î�±�«�\�K)F�b&�1�
ping �b�Q#Ý
���_�
�”�¡�¸�•�È�^�¥�å�¯�î�Ý  �Ï�î�º�b�­�µ�©�Ù�å�\�”�¡�¸�•�È�^  Telnet �­�µ�©�Ù�å�†�)�•�M�•�[�†
&g�K�r�M��

Switch> disconnect console
Console session disconnected.
Console> (enable) disconnect tim-nt.bigcorp.com
Telnet session from tim-nt.bigcorp.com disconnected. (1)
Switch# show users
  Session  User             Location
  -------- ---------------- -------------------------
  telnet   jake             jake-mac.bigcorp.com
* telnet   suzy             suzy-pc.bigcorp.com
Switch#

ping �b�Q#Ý
�G�G�[�c�
 IP ping �†�Q#Ý�M�•�m8p�_�X�8�Z1��Â�K�r�M��

• �� ping �b�µ+��� >&P.7-7>'

• �� ping �b��/œ�� >&P.7-7>'

ping �b�µ+�

ping �¥�Ð�å�»�†�Q#Ý�M�•�\�
�Ü�Ô�î�º  �Í�«�º�\�b�K)F�†&�1��[�A�r�M��$��^�•  IP �§�È�¿�µ�º�á�î�¡�b
�Í�«�º�_  ping �†��/œ�M�•���œ�
�¿�µ�º�á�î�¡�l�b�«�±�¸�•�µ�¡  �Ý�î�º�†��*O�M�•�?�
�§�È�¿�µ�º6ë�†
�Ý�î�¸�•�å�¢�M�•�Ý�î�±�†0¿���M�•�²0[�@�6�~�r�M��

ping �¥�Ð�å�»�c�
�Ø�î�¨  �Ô�î�»�>�|�g"I�’  EXEC �Ô�î�»�?�}0¿���[�A�r�M�� ping �c���b�8�N�€�?�b�Â
'Å�†3É�K�r�M��

• �G�–�^�Â'Å>8�G�–�^�Â'Å>& hostname �@�Ñ�~�M�•>'�c�
�¿�µ�º�á�î�¡  �º�Û�Ç�•�µ�¡�_�v�|�~�r�M
�@�
 1 >|  10 &Ê�è
Æ�[$Î#Õ�K�r�M��

• ��
›�b�Â'Å�^�K>8�Í�«�º�@�Â'Å�K�^�8���œ�
 No Answer �Ó�µ�­�î�ª�@3É�I�€�r�M��

• �Í�«�º�Y�Â>8�Í�«�º�@�Ñ�~�K�Z�8�^�8���œ�
 Unknown Host �Ó�µ�­�î�ª�@3É�I�€�r�M��

• ��
›�?4)�Y+�>8�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�@�æ���I�€�S�¿�µ�º�á�î�¡�_�?4)�[�A�^�8���œ�

Destination Unreachable �Ó�µ�­�î�ª�@3É�I�€�r�M��

• �¿�µ�º�á�î�¡�r�S�c�Í�«�º�?4)�Y+�>8�Í�«�º�r�S�c�¿�µ�º�á�î�¡�_�Ý�î�º  �¸�î�È�Ý�@�Ñ�~�K�^�8
���œ�
 Network �r�S�c  Host Unreachable �Ó�µ�­�î�ª�@3É�I�€�r�M��

��/œ�p�b  ping �†�õ�F�M�•�_�c�
 Ctrl+C �†�²�K�r�M��

ping �b��/œ

�«�–�µ�³�?�}�¿�µ�º�á�î�¡�V�b�9�b�¹�Â�–�«�_  ping �†��/œ�M�•�_�c�
�Ø�î�¨  �Ô�î�»�>�|�g"I�’  EXEC 
�Ô�î�»�[���b�8���†/œ�8�r�M��

���_�
�Ø�î�¨  �Ô�î�»�?�}�Ü�Ô�î�º  �Í�«�º�_  ping �†��/œ�M�•�[�†&g�K�r�M��

�¥�Ð�å�» % $×

Switch# ping host �Ü�Ô�î�º  �Í�«�º�\�b�K)F�†&�1��K�r�M��
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'¨  7 'v       �Ï�î�º�b�«�¸�î�±�«�\�K)F�b&�1�
IP traceroute �b�Q#Ý
Switch# ping labsparc
labsparc is alive
Switch> ping 72.16.10.3
12.16.10.3 is alive
Switch#

���_�
�Ã�£�µ�º�X�
�Ã�£�µ�º  �§�–�¬�
�±�–�Ò�”�˜�º�ì6ë�†�æ���K�Z�
"I�’  EXEC �Ô�î�»�[  ping �¥�Ð�å
�»�†
°�Š�M�•�[�†&g�K�r�M��

Switch# ping
Target IP Address []: 12.20.5.19
Number of Packets [5]: 10
Datagram Size [56]: 100
Timeout in seconds [2]: 10
Source IP Address [12.20.2.18]: 12.20.2.18
!!!!!!!!!!

----12.20.2.19 PING Statistics----
10 packets transmitted, 10 packets received, 0% packet loss
round-trip (ms)  min/avg/max = 1/1/1
Switch

IP traceroute �b�Q#Ý
�G�G�[�c�
 IP traceroute �µ+��†�Q#Ý�M�•�m8p�_�X�8�Z1��Â�K�r�M��

• �� IP traceroute �b�µ+��� >&P.7-8>'

• �� IP traceroute �b��/œ�� >&P.7-9>'

IP traceroute �b�µ+�

IP traceroute �†�Q#Ý�M�•�\�
�¿�µ�º�á�î�¡�V�[�Ã�£�µ�º�@3û4#�M�•�Ã�«�†�Í�µ�É�Â�–�Í�µ�É�[1‘�9�[�A
�r�M���G�b�¥�Ð�å�»�†��/œ�M�•�\�
�º�Û�Ç�•�µ�¡�@��
›�_�?4)�M�•�r�[�_3û4#�M�•�Ý�î�±�^�]�b�M�m�Z
�b�¿�µ�º�á�î�¡�™>&�Þ�–�Ö  3>'�¹�Â�–�«�@/²&g�I�€�r�M��

�Þ�–�Ö  2 �«�–�µ�³�c�
 trace �¥�Ð�å�»�b3æ�™
–�r�S�c��
›�\�K�Z�g�•�[�A�r�M�@�
 trace �¥�Ð�å�»���Š
�[�c�Í�µ�É�\�K�Z/²&g�I�€�r�O�‡��

trace �¥�Ð�å�»�c  IP �Ê�µ�²�î�b�Ñ)F�•+��ì6ë>& TTL>'�Ç�•�î�Ý�»�†�Q#Ý�K�Z�
�Ý�î�±�\�§�î�Â�["I���b
�Ü�±�î�å  �Ó�µ�­�î�ª�@#Õ�B�I�€�•�|�:�_�K�r�M�� traceroute �b��/œ�c�
�Ø�î�¨  �¹�î�±�¢�Û�Ò  �É�ß�º�¥
�Ý>&UDP>'�¹�î�±�¢�Û�Ò�†�
 TTL �Ç�•�î�Ý�»�@  1 �_0¿���I�€�Z�8�•��
›�Í�«�º�l3æ�™�M�•�G�\�?�}��
�r�~�r�M���Ý�î�±�@  1 �r�S�c  0 �b  TTL �Í�†�è���M�•�\�
�Ý�î�±�c�¹�î�±�¢�Û�Ò�†�»�ß�µ�É�K�Z  �–�å
�±�î�¿�µ�º�D�š�Ó�µ�­�î�ª  �É�ß�º�¥�Ý>& ICMP>' Time-Exceeded �Ó�µ�­�î�ª�†3æ�™
��_3É�K�r�M��
traceroute �c�
 ICMP Time-Exceeded �Ó�µ�­�î�ª�b3æ�™
–�”�»�Þ�«  �Ç�•�î�Ý�»�†1*�m�Z�
�q�6�b�Í�µ�É
�b�”�»�Þ�«�†�8�•�K�r�M��

�¿�¡�«�º  �Í�µ�É�†1‘�9�M�•�S�u�_�
 traceroute �c  TTL �Í�@  2 �b  UDP �Ã�£�µ�º�†3æ�™�K�r�M�� 1 $��u�b
�Ý�î�±�c�
 TTL �Ç�•�î�Ý�»�b�Í�?�}  1 �†�j�K�,�8�Z���b�Ý�î�±�_�¹�î�±�¢�Û�Ò�†3æ�™�K�r�M�� 2 $��u�b
�Ý�î�±�c  TTL �b�Í  1 �†&�1��K�
�¹�î�±�¢�Û�Ò�†�»�ß�µ�É�K�Z�
3æ�™
–�_  Time-Exceeded �Ó�µ�­�î�ª�†
3É�K�r�M���G�b�É�ß�­�«�c�
�¹�î�±�¢�Û�Ò�@��
›�Í�«�º�_�?4)�[�A�•�T�E�b�Í�r�[  TTL �@�Q�•�M�•�?�

�q�±  TTL �_�?4)�M�•�r�[)F�E�}�€�r�M��

�¹�î�±�¢�Û�Ò�@��
›�_�?4)�K�S�G�\�†�8�•�M�•�S�u�_�
 traceroute �c�¹�î�±�¢�Û�Ò�b  UDP ��
›�Ï�î�º
�†��
›�Í�«�º�@�Q#Ý�M�•�\�£ ��I�€�•8��–�_�±�A�^�Í�_0¿���K�r�M���Í�«�º�@�•&�1��b�Ï�î�º$��•�†�æ
���K�S�¹�î�±�¢�Û�Ò�†�w�E�v�•�\�
3æ�™
–�_  ICMP Port Unreachable �š�Û�î  �Ó�µ�­�î�ª�†3æ�™�K�r�M��
Port Unreachable �š�Û�î  �Ó�µ�­�î�ª�c�
��
›�_�?4)�K�Z�8�•�G�\�†  traceroute �_3û%±�K�r�M��
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'¨  7 'v       �Ï�î�º�b�«�¸�î�±�«�\�K)F�b&�1�
�Þ�–�Ö  2 traceroute �b�Q#Ý
IP traceroute �b��/œ

�Ã�£�µ�º�@�¿�µ�º�á�î�¡�[3û4#�M�•�Ã�«�†3ã2§�M�•�_�c�
 EXEC �Ô�î�»�r�S�c"I�’  EXEC �Ô�î�»�[��
�b�8���†/œ�8�r�M��

���_�
 trace �¥�Ð�å�»�†�Q#Ý�K�Z�
�Ã�£�µ�º�@�¿�µ�º�á�î�¡�[��
›�_�?4)�M�•�r�[�b�Ý�î�º�†/²&g�M�•
�[�†&g�K�r�M��

Switch# trace ip ABA.NYC.mil
 
Type escape sequence to abort.
Tracing the route to ABA.NYC.mil (26.0.0.73)
  1 DEBRIS.CISCO.COM (192.180.1.6) 1000 msec 8 msec 4 msec
  2 BARRNET-GW.CISCO.COM (192.180.16.2) 8 msec 8 msec 8 msec
  3 EXTERNAL-A-GATEWAY.STANFORD.EDU (192.42.110.225) 8 msec 4 msec 4 msec
  4 BB2.SU.BARRNET.NET (192.200.254.6) 8 msec 8 msec 8 msec
  5 SU.ARC.BARRNET.NET (192.200.3.8) 12 msec 12 msec 8 msec
  6 MOFFETT-FLD-MB.in.MIL (192.52.195.1) 216 msec 120 msec 132 msec
  7 ABA.NYC.mil (26.0.0.73) 412 msec 628 msec 664 msec
Switch# 

�Þ�–�Ö  2 traceroute �b�Q#Ý 
�Þ�–�Ö  2 traceroute �µ+��_�|�~�
�Ã�£�µ�º�@3û4#�M�•�
3æ�™
–�¹�Â�–�«�?�}��
›�¹�Â�–�«�l�b"@#.�Ã�«
�†1‘�9�[�A�r�M���Þ�–�Ö  2 Traceroute �c�
�Ø�½�Ÿ�Õ�«�º�b3æ�™
–�>�|�g��
›  MAC �”�»�Þ�«�T�E�†�§
�Ï�î�º�K�r�M���Ã�«
Æ�b�«�–�µ�³�@�–�â�M�•  MAC �”�»�Þ�«  �¸�î�È�Ý�†�Q#Ý�K�Z�Ã�«�†�8�9�K�r�M��
�«�–�µ�³�@�Þ�–�Ö  2 traceroute �†�§�Ï�î�º�K�^�8�¹�Â�–�«�†�Ã�«�[�è���M�•�\�
�«�–�µ�³�c�Þ�–�Ö  2 �º
�Þ�î�«  �Ÿ�×�î�†3æ�™�K)F�E�Z�±�–�Ò�”�˜�º�_�K�Z�K�r�8�r�M��

�«�–�µ�³�@3æ�™
–�¹�Â�–�«�b�Í�«�º�?�}��
›�¹�Â�–�«�b�Í�«�º�l�b�Ã�«�†3ã2§�M�•���œ�
�«�–�µ�³�c3æ
�™
–�¹�Â�–�«�?�}��
›�¹�Â�–�«�l�b�Ã�«�b�s�†1‘�9�K�r�M���Ã�£�µ�º�@3û4#�M�•�
3æ�™
–�Í�«�º�?�}3æ
�™
–�¹�Â�–�«�r�[�
�r�S�c��
›�¹�Â�–�«�?�}��
›�Í�«�º�r�[�b�Ã�«�c1‘�9�[�A�r�O�‡��

�G�G�[�c�
�Þ�–�Ö  2 traceroute �µ+��†�Q#Ý�M�•�m8p�_�X�8�Z1��Â�K�r�M��

• ���Þ�–�Ö  2 traceroute �b�Q#Ý�V�b�@�–�¦8o�� >&P.7-9>' 

• ���Þ�–�Ö  2 traceroute �b��/œ�� >&P.7-10>' 

�Þ�–�Ö  2 traceroute �b�Q#Ý�V�b�@�–�¦8o

�Þ�–�Ö  2 traceroute �b�Q#Ý�V�b�@�–�¦8o�†���_&g�K�r�M��

• Cisco Discovery Protocol>&CDP>'�c�
�¿�µ�º�á�î�¡�V�b�M�m�Z�b�¹�Â�–�«�[�–�¿�î�È�Ý�_�^�W�Z
�8�•�²0[�@�6�~�r�M���Þ�–�Ö  2 traceroute �†4:�)�_�µ+��I�O�•�S�u�_�c�
 CDP �†�¹�•�­�î�È�Ý�_�K
�^�8�[�C�T�I�8��

"@#.�Ã�«
Æ�b�¹�Â�–�«�@  CDP �_�P�K�Z3ñ4#$×�^���œ�
�«�–�µ�³�c�G�€�}�b�¹�Â�–�«�†3û4#�M�•�Ã
�«�†1‘�9�[�A�r�O�‡��

�¥�Ð�å�» % $×

Switch# trace [protocol] [destination] IP traceroute �†��/œ�K�Z�
�¿�µ�º�á�î�¡�[�Ã�£�µ
�º�@3û4#�M�•�Ã�«�†3ã2§�K�r�M��
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'¨  7 'v       �Ï�î�º�b�«�¸�î�±�«�\�K)F�b&�1�
�Þ�–�Ö  2 traceroute �b�Q#Ý
>&�@>' CDP �†�–�¿�î�È�Ý�_�M�•���œ�b0ò(ý�_�X�8�Z�c '¨ 23 'v�� CDP �b0¿���� �†�g!·�K�Z�C�T�I
�8��

• "@#.�Ã�«
Æ�b�M�m�Z�b�«�–�µ�³�c  IP �K)F�@�•+��[�^�E�€�d�^�~�r�O�‡���«�–�µ�³�@�9�b�«�–�µ�³
�?�}�?4)�•+��[�6�•���œ�
"I�’  EXEC �Ô�î�»�[  ping �¥�Ð�å�»�†�Q#Ý�K�Z�K)F�†�¸�«�º�[�A�r�M��

• �Ã�«
Æ�[1‘�9�•+��^�q�±�Í�µ�É�X�c  10 �[�M��

• 3æ�™
–�¹�Â�–�«�?�}��
›�¹�Â�–�«�l�b"@#.�Ã�«�_�^�8�«�–�µ�³�_�>�8�Z�
"I�’  EXEC �Ô�î�»�[  
traceroute mac �¥�Ð�å�»�r�S�c  traceroute mac ip �¥�Ð�å�»�†
°�Š�[�A�r�M���Ã�«
Æ�b�M�m�Z�b�«
�–�µ�³�c�
�G�b�«�–�µ�³�?�}�?4)�•+��[�^�E�€�d�^�~�r�O�‡��

• �æ���K�S3æ�™
–�>�|�g��
›  MAC �”�»�Þ�«�@� �M  VLAN �_�“�M�•���œ�
 traceroute mac �¥�Ð�å�»
���Š�c�Þ�–�Ö  2 �Ã�«�b�s�†/²&g�K�r�M���æ���K�S3æ�™
–�>�|�g��
›  MAC �”�»�Þ�«�@�
�Q�€�R�€$�
�^�•  VLAN �_�“�K�Z�8�•���œ�c�
�Þ�–�Ö  2 �Ã�«�c1‘�9�I�€�N�
�š�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�r
�M��

• �Ð�Ý�³�Ÿ�Õ�«�º3æ�™
–�r�S�c��
›  MAC �”�»�Þ�«�†�æ���M�•�\�
�Ã�«�c1‘�9�I�€�N�
�š�Û�î  �Ó�µ
�­�î�ª�@/²&g�I�€�r�M��

• 3æ�™
–�r�S�c��
›  MAC �”�»�Þ�«�@0
�X�b  VLAN �_�“�M�•���œ�c�
3æ�™
–�>�|�g��
›  MAC �”�»
�Þ�«�b�g�‰�@�“�K�Z�8�•  VLAN �†�æ���M�•�²0[�@�6�~�r�M�� VLAN �†�æ���K�^�8�\�
�Ã�«�c1‘�9
�I�€�N�
�š�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�r�M��

• �æ���K�S3æ�™
–�>�|�g��
›  MAC �”�»�Þ�«�@� �M�§�È�¿�µ�º�_�“�M�•���œ�
 traceroute mac ip �¥
�Ð�å�»���Š�c�Þ�–�Ö  2 �Ã�«�†/²&g�K�r�M�� IP �”�»�Þ�«�†�æ���M�•���œ�
�«�–�µ�³�c  Address 
Resolution Protocol>&ARP; �”�»�Þ�«0Ž�ô�É�ß�º�¥�Ý>'�†�Q#Ý�K�Z  IP �”�»�Þ�«�\�P�Â�M�•  MAC �”
�»�Þ�«�>�|�g  VLAN ID �†�P�Â�Ü�E�r�M��

– �æ���b  IP �”�»�Þ�«�b  ARP �b�š�å�º�Ü�@�Ñ�~�K�Z�8�•���œ�
�«�–�µ�³�c6õ4��Ü�E�}�€�S  MAC 
�”�»�Þ�«�†�Q#Ý�K�
"@#.�Ã�«�†1‘�9�K�r�M��

– ARP �b�š�å�º�Ü�@�Ñ�~�K�^�8���œ�
�«�–�µ�³�c  ARP �¡�š�Ü�î�†3æ�™�K�
 IP �”�»�Þ�«�†0Ž�ô�K
�|�:�\0è�s�r�M�� IP �”�»�Þ�«�@0Ž�ô�I�€�^�8���œ�c�
�Ã�«�c1‘�9�I�€�N�
�š�Û�î  �Ó�µ�­�î�ª
�@/²&g�I�€�r�M��

• 0
�X�b�¹�Â�–�«�@�Á�È�†�Ó�K�Z  1 �X�b�Ï�î�º�_�K)F�I�€�Z�8�•���œ>&�S�\�<�d0
�X�b  CDP �¿�–
�Â�î�@�Ï�î�º�[�è���I�€�S���œ>' �
�Þ�–�Ö  2 traceroute �µ+��c�§�Ï�î�º�I�€�r�O�‡��0
�X�b  CDP �¿
�–�Â�î�@  1 �X�b�Ï�î�º�[�è���I�€�S���œ�
�Þ�–�Ö  2 �Ã�«�c"I���I�€�N�
�š�Û�î  �Ó�µ�­�î�ª�@/²&g
�I�€�r�M��

• �G�b�µ+��c�
�º�î�¡�å�Ü�å�¢  VLAN �[�c�§�Ï�î�º�I�€�r�O�‡��

�Þ�–�Ö  2 traceroute �b��/œ

3æ�™
–�¹�Â�–�«�?�}��
›�¹�Â�–�«�l3æ�™�I�€�•�Ã�£�µ�º�@3û4#�M�•"@#.�Ã�«�†/²&g�M�•�_�c�
"I�’  
EXEC �Ô�î�»�[���b�8���b�8�N�€�?�†/œ�8�r�M��

�r�S�c

�¥�Ð�å�» % $×

Switch# traceroute mac { source-mac-address} 
{ destination-mac-address}

�Þ�–�Ö  2 traceroute �†��/œ�K�Z�
�¿�µ�º�á�î
�¡�[�Ã�£�µ�º�@3û4#�M�•�Ã�«�†3ã2§�K�r�M��
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ICMP �b0¿��
���b�[�c�
 traceroute mac �>�|�g  traceroute mac ip �¥�Ð�å�»�†�Q#Ý�K�Z�
�Ã�£�µ�º�@��
›�_�?4)�M�•
�r�[�_3û4#�K�S�¿�µ�º�á�î�¡�V�b"@#.�Ã�«�†/²&g�K�r�M��

Switch# traceroute mac 0000.0201.0601 0000.0201.0201

Source 0000.0201.0601 found on con6[WS-C2950G-24-EI] (2.2.6.6)
con6 (2.2.6.6) :Fa0/1 => Fa0/3
con5                 (2.2.5.5        )  :    Fa0/3 => Gi0/1
con1                 (2.2.1.1        )  :    Gi0/1 => Gi0/2
con2                 (2.2.2.2        )  :    Gi0/2 => Fa0/1
Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed
Switch# 

Switch# traceroute mac ip 2.2.66.66 2.2.22.22 detail
Translating IP to mac ..... 
2.2.66.66 => 0000.0201.0601
2.2.22.22 => 0000.0201.0201

Source 0000.0201.0601 found on con6[WS-C2950G-24-EI] (2.2.6.6)
con6 / WS-C2950G-24-EI / 2.2.6.6 :
        Fa0/1 [auto, auto] => Fa0/3 [auto, auto]
con5 / WS-C2950G-24-EI / 2.2.5.5 :
        Fa0/3 [auto, auto] => Gi0/1 [auto, auto]
con1 / WS-C3550-12G / 2.2.1.1 :
        Gi0/1 [auto, auto] => Gi0/2 [auto, auto]
con2 / WS-C3550-24 / 2.2.2.2 :
        Gi0/2 [auto, auto] => Fa0/1 [auto, auto]
Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed.
Switch# 

ICMP �b0¿��
ICMP �c�
 IP �K)F�†�D�š�>�|�g'ö#.�M�•�S�u�b�¨�C�b�§�î�Å�«�†�f�j�K�r�M���–�å�±�î�¿�µ�º  �Ê�µ
�²�î�_�e8Ÿ�@�è���I�€�S���œ�_�
 ICMP �Ó�µ�­�î�ª�@�Ý�î�±�r�S�c�”�¡�­�«  �§�î�Â�_�|�W�Z�Í�«�º�r
�S�c�Q�b�Ú�b�Ý�î�±�_3æ�™�I�€�r�M�� ICMP �b0ò(ý�_�X�8�Z�c�
 RFC 792 �†�g!·�K�Z�C�T�I�8��

ICMP Protocol Unreachable �Ó�µ�­�î�ª�b�–�¿�î�È�Ý�ì

Cisco IOS �¯�Ç�º�˜�™�”�@�Y�Â�^�É�ß�º�¥�Ý�†�Q#Ý�M�•8��È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†�w�E�v�•�\�
3æ
�™
–�_ ICMP Protocol Unreachable �Ó�µ�­�î�ª�†3É�K�r�M��

� �]�_�
��
›�”�»�Þ�«�r�[�b�Ý�î�º�†1�1‘�K�Z�8�^�8�S�u�q)
$×�^��
›�_�†�?�^�8�Ã�£�µ�º�†�¯�Ç�º
�˜�™�”�@�w�E�v�•�\�
3æ�™
–�_  ICMP Host Unreachable �Ó�µ�­�î�ª�†3É�K�r�M���G�b�µ+��c�
�¹�Ç�›
�Ý�º�[�–�¿�î�È�Ý�_�I�€�Z�8�r�M��

�¥�Ð�å�» % $×

Switch# traceroute mac ip { source-mac-address} 
{ destination-mac-address}

IP traceroute �†��/œ�K�Z�
�¿�µ�º�á�î�¡�[�Ã
�£�µ�º�@3û4#�M�•�Ã�«�†3ã2§�K�r�M��
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ICMP �b0¿��

i

ICMP Protocol Unreachable �\  Host Unreachable �Ó�µ�­�î�ª�b#Õ�B�†�–�¿�î�È�Ý�_�M�•�_�c�
 �–�å�±�î
�Ç�™�–�« �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[���b�¥�Ð�å�»�†
°�Š�K�r�M��

�@�– no ip unreachables �¥�Ð�å�»�†��/œ�M�•�\�
 ���Ã�«  MTU �¹�•�«�•�Â�Ü���µ+��@�õ�F�K�r�M���¿�µ�º
�á�î�¡�b�p�b�Ý�î�±�c�
�Ã�£�µ�º�†�I�D$×�_�(�m�K�r�M��

ICMP ��
›�?4)�Y+��Ó�µ�­�î�ª�@#Õ�B�I�€�•�Þ�î�º�†�D7H�M�•�_�c�
���b�8���†/œ�8�r�M��

ICMP Redirect �Ó�µ�­�î�ª�b�–�¿�î�È�Ý�ì

�q4:�^�¹�î�±  �Ý�î�º�@�Q#Ý�I�€�^�8���œ�@�6�~�r�M���S�\�<�d�
�w�™�K�S�Q�b� �L�–�å�±�î�Ç�™�–�«
�†�Q#Ý�K�S�Ã�£�µ�º�b
Ì3æ�†�Ý�î�±�_�I�D�[�A�r�M���G�b���œ�
 Cisco IOS �¯�Ç�º�˜�™�”�c�Ã�£�µ�º�b
3æ�™
–�_ ICMP Redirect �Ó�µ�­�î�ª�†3æ�™�K�Z�
�Ý�î�±�@�w�™�¹�Â�–�«�_%$�K�K)F�M�•�§�È�¿�µ�º�V
�_�6�•�G�\�
�r�S�
�Ý�î�±�c� �L�§�È�¿�µ�º�V�b�9�b�©�«�¸�Ò�_�Ã�£�µ�º�†3?3æ�M�•�²0[�@�6�•�G�\�†
3æ�™
–�_3û%±�K�r�M���¯�Ç�º�˜�™�”�c�Ã�£�µ�º�b3æ�™
–�_  ICMP Redirect �Ó�µ�­�î�ª�†3æ�™�K�r�M��
�G�€�c$Î�™
��Í�«�º�@�M�[�_�¿�¡�«�º  �Í�µ�É�_�Q�b�Ã�£�µ�º�†3æ�™�K�
�Q�€�†3æ�™
–�@�r�W�S�C1�1‘
�K�Z�8�^�8�•+��ö�@�6�•�S�u�[�M�� Redirect �Ó�µ�­�î�ª�c�
�Ý�î�º�?�}�w�™�¹�Â�–�«�†�P7V�K�
�|�~�²
�–�Þ�¡�º�^�Ã�«�†&g�M�æ���I�€�S�¹�Â�–�«�_�æ�<�•�|�:3æ�™
��_�æ&g�K�r�M���G�b�µ+��c�
�¹�Ç�›�Ý�º
�[�–�¿�î�È�Ý�_�I�€�Z�8�r�M��

�S�T�K�
�Í�µ�º�«�±�å�Â�–  �Ý�î�±  �É�ß�º�¥�Ý>& HSRP>'�@�–�å�±�î�Ç�™�–�«�_0¿���I�€�Z�8�•���œ�

�Q�b�–�å�±�î�Ç�™�–�«�[�c  ICMP Redirect �Ó�µ�­�î�ª�c>&�¹�Ç�›�Ý�º�[>'�¹�•�­�î�È�Ý�_�^�~�r�M��
HSRP �b0ò(ý�_�X�8�Z�c�
���b  URL �†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/docs/ios/ipapp/configuration/guide/ipapp_hsrp_ps6350_TSD_Products_Conf
guration_Guide_Chapter.html

Cisco IOS �¯�Ç�º�˜�™�”�@�w�™�K�S�–�å�±�î�Ç�™�–�«�?�}�Ã�£�µ�º�†
Ì3æ�M�•�|�:�_�æ���I�€�Z�8�•��
�œ�
 ICMP Redirect �Ó�µ�­�î�ª�b3æ�™�†�–�¿�î�È�Ý�_�M�•�_�c�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�[���b�¥�Ð�å�»�†
°�Š�K�r�M��

�¥�Ð�å�» % $×

Switch (config-if)# [ no] ip unreachables  ICMP ��
›�?4)�Y+��Ó�µ�­�î�ª�†�–�¿�î�È�Ý�_�K�r
�M��

ICMP ��
›�?4)�Y+��Ó�µ�­�î�ª�†�¹�•�­�î�È�Ý�_�M�•
�_�c�
 no �Ÿ�î�á�î�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

Switch (config)# [ no] ip icmp rate-limit 
unreachable [df]  milliseconds

ICMP ��
›�Ó�µ�­�î�ª�@#Õ�B�I�€�•�Þ�î�º�†�D7H�K
�r�M��

�Þ�î�º�D7H�†�P7V�K�
 CPU �<#Ý�†�*�ö�I�O�•�_�c�

no �Ÿ�î�á�î�»�†�Q#Ý�K�r�M��
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ICMP �b0¿��
ICMP Mask Reply �Ó�µ�­�î�ª�b�–�¿�î�È�Ý�ì

�¿�µ�º�á�î�¡  �¹�Â�–�«�@�–�å�±�î�¿�µ�º�á�î�¡�b"I���b�§�È�¿�µ�º�á�î�¡�_6õ�K�Z�
�§�È�¿�µ�º  �Ð�«
�¡�†1�1‘�K�Z�8�^�E�€�d�^�}�^�8���œ�@�6�~�r�M���G�b�_���†�v�“�M�•�S�u�_�
�¹�Â�–�«�c  ICMP 
Mask Request �Ó�µ�­�î�ª�†3æ�™�K�r�M���G�€�}�b�Ó�µ�­�î�ª�_�c�
0[�Ó�I�€�S�_���†�–�w�M�•�¹�Â�–
�«�b  ICMP Mask Reply �Ó�µ�­�î�ª�@�Â'Å�K�r�M�� Cisco IOS �¯�Ç�º�˜�™�”�c�
 ICMP Mask Reply �µ+�
�@�–�¿�î�È�Ý�b���œ�_�
 ICMP Mask Request �Ó�µ�­�î�ª�_�Â'Å�[�A�r�M��

Cisco IOS �¯�Ç�º�˜�™�”�@  ICMP Mask Reply �Ó�µ�­�î�ª�†3æ�™�K�Z�
 ICMP �Ð�«�¡0[�Ó�_�Â'Å�M�•�|
�:�_�æ���M�•�_�c�
���b�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

Switch (config-if)# [ no] ip redirects  ICMP Redirect �Ó�µ�­�î�ª�†�–�¿�î�È�Ý�_�K�r�M��

ICMP Redirect �Ó�µ�­�î�ª�†�¹�•�­�î�È�Ý�_�K�
 CPU 
�<#Ý�†�*�ö�I�O�•�_�c�
 no �Ÿ�î�á�î�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

Switch (config-if)# [ no] ip mask-reply  ICMP ��
›�Ð�«�¡0[�Ó�l�b�Â'Å�†�–�¿�î�È�Ý�_�K�r
�M��

�G�b�µ+��†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no �Ÿ�î�á�î�»
�†�Q#Ý�K�r�M��
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ICMP �b0¿��
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C H A P T E R 8

RPR �>�|�g  SSO �†�Q#Ý�K�S�«�î�Ã�î�Â�–�¨  
�š�å�ª�å�b
Õ6×0¿��

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�c�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�@�>7€�K�S���œ�_�

Õ6×
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@��#.�†�,�A)E�B�r�M���¯�Ç�º�˜�™�”�[�c�

Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�†  
Route Processor Redundancy>&RPR; �Ý�î�º  �É�ß�­�µ�§
Õ6×>'�r�S�c�«�¸�î�º�Ç�Ý  �«�–�µ�³�œ�î�Â�î

>&SSO>'�·�8�Ô�î�»�['�
>�M�•�G�\�[�
�«�î�Ã�î�Â�–�¨  �š�å�ª�å
Õ6×�S�B�†�–�¿�î�È�Ý�_�K�r�M��

>&�@>' SSO �†'�
>�I�O�•�S�u�b  ROMmon �b�q�`0[�ó�c�
 Cisco IOS Release 12.1(20r)EW1 �r�S�c  Cisco IOS 
Release 12.2(20r)EW1 �\�^�~�r�M��

�G�b'v�[�c�
 Catalyst 4507R �>�|�g  Catalyst 4510R �«�–�µ�³�V�[�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B
�†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M��

>&�@>' Cisco Nonstop Forwarding>&NSF>' with SSO>&NSF/SSO>'�b0ò(ý�_�X�8�Z�c�
 '¨ 9 'v�� Cisco 
NSF/SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿���� �†�g!·�K�Z�C�T�I�8��

�G�b'v�b�z�^
Æ���c�
���b�\�>�~�[�M��

• ���«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b�+0[�� >&P.8-2>'

• ���«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b� �‡�ì�b�+0[�� >&P.8-5>'

• ���«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�_6õ�M�•�@�–�¦8o�>�|�g�D(Ù�¦8o�� >&P.8-6>'

• ���«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿���� >&P.8-8>'

• ���m�·�_�|�•�)�~�p�<�� >&P.8-13>'

• ���¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»�b��/œ�� >&P.8-14>'

• ��
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�[�b  Bootflash �ï�8�� >&P.8-16>'

>&�@>' �G�b'v�b�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 Series Switch 
Cisco IOS Command Reference���>�|�g���b  URL �b6õ4��Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6350/index.html
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'¨  8 'v       RPR �>�|�g  SSO �†�Q#Ý�K�S�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×0¿��
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b�+0[
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b�+0[
�G�G�[�c�
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�_�X�8�Z1��Â�K�r�M��

• ���+0[�� >&P.8-2>'

• �� RPR �·�8�� >&P.8-3>'

• �� SSO�b�·�8�� >&P.8-3>'

• ���«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b� �‡�ì�b�+0[�� >&P.8-5>'

�+0[

�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�ö�@�w� �_�^�W�Z�8�€�d�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�@�>7€
�K�S���œ�x�m�·�«�–�µ�³�œ�î�Â�î�@��/œ�I�€�S���œ�_�

Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@�”�¡�¸�•�È
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�\�^�~�r�M��
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�c�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å
�ª�å�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�ì�_+¬�·$×�_�6�‡�ì�I�€�Z�>�~�
�G�b�G�\�_�|�W�Z�

�«�–�µ�³�œ�î�Â�î�ì6ë�@%·)°�I�€�r�M>&0¿���_�Â�L�Z�
 RPR �Ô�î�»�[�c  30 &Ê�è�V�
 SSO �Ô�î�»�[�c  1 
&Ê�è�W>'��

�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�ö�c�
�«�–�µ�³�œ�î�Â�î�ì6ë�b�P�ö�è�¥�_�v���b
Æ���†�§�Ï�î�º�K�Z
�8�r�M��

• 
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�q�ö���¤>& OIR>'

�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�_�|�~�
�Ó�å�¸�¼�å�«�ì�_
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b  
OIR �@�•+��_�^�~�r�M��
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@�š3U�I�€�Z�8�•���œ�
�”�¡�¸�•�È  �«�î
�Ã�î�Â�–�¨  �š�å�ª�å�@�Q�b�Ñ�~�†�è���K�

Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�c  RPR �Ô�î�»�[�c4Š�($×
�6�‡�ì�«�¸�î�º�
�>�|�g  SSO �Ô�î�»�[�c�ö
²�6�‡�ì�«�¸�î�º�[2s�·�K�r�M��

• �¯�Ç�º�˜�™�”�b�”�µ�É�¢�Þ�î�»  >&���¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»�b��/œ�� >&P.8-14>' �†�g!·>' ��

�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�¯�Ç�º�˜�™�”�š�f�p�b�²�˜�å�ì6ë�†�q�`7H�_�M�•�S�u�_�

Õ6×�«�î
�Ã�î�Â�–�¨  �š�å�ª�å�_�‚�K�8�–�Ó�î�ª�†�ß�î�»�K�Z�«�–�µ�³�œ�î�Â�î�†���‹�K�r�M��

�«�–�µ�³�†�q�6�_2s�·�K�Z�
�q�6�_2s�·�M�•�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š
�å�ª�å�\�^�W�Z�
�«�–�µ�³�œ�î�Â�î�@$Î#Õ�M�•�r�[�”�¡�¸�•�È�b�r�r�\�^�~�r�M��

���b�–�Ë�å�º�@  1 �X�r�S�c0
�X$Î#Õ�M�•�\�«�–�µ�³�œ�î�Â�î�@$Î#Õ�K�r�M��

• �”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b7€��>&�Á�î�»�˜�™�”�r�S�c�¯�Ç�º�˜�™�”�µ+��_�|�•>' �
�r�S
�c�v�~�¥�K

• �Ø�î�¨�_�|�•�I�D$×�^�«�–�µ�³�œ�î�Â�î

• �Ø�î�¨�_�|�•�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�Ü�ß�î�»

/² 8-1 �[�c�

Õ6×#Ý�b�©�Õ�î�©�>�|�g�«�î�Ã�î�Â�–�¨  �š�å�ª�å�_�X�8�Z1��Â�K�r�M��
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'¨  8 'v       RPR �>�|�g  SSO �†�Q#Ý�K�S�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×0¿��
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b�+0[
RPR �·�8
RPR �c�
 Cisco IOS Release 12.2(12c)EW �è7F�b�Ü�Ü�î�«�[�§�Ï�î�º�I�€�r�M��
Õ6×�«�î�Ã�î�Â�–�¨  
�š�å�ª�å�c�
 RPR �Ô�î�»�['�
>�M�•���œ�
4Š�($×�_�6�‡�ì�I�€�S�«�¸�î�º�[2s�·�K�
�”�¡�¸�•�È  �«�î
�Ã�î�Â�–�¨  �š�å�ª�å�b�[���¥�å�Ç�•� �×�Þ�î�©�Ù�å�\� �‡�ì�I�€�r�M��

>&�@>' �Ì)F$×�^�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�c�
 startup-config�
�È�î�º�š�X�
 config-register�
 VLAN 
�¹�î�±�Ë�î�«�@�µ�r�€�r�M��


Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�c�ö�•$×�^�©�«�¸�Ò�6�‡�ì�b�6�\�[2s�·�©�î�£�å�«�†�p�F�K�r�M���”�¡
�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�_7€���@$Î#Õ�K�S���œ�

Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@�‚�K�8�”�¡
�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�_�^�~�r�M��

�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�«�–�µ�³�œ�î�Â�î�[�c�
�Ô�ª�×�î�Ý  �±�–�É�\�«�¸�î�±�«�_6õ4��M�•�«�î
�Ã�î�Â�–�¨  �š�å�ª�å�b6ë�[�c�«�¸�î�º�@)T�â�I�€�N�
 RPR �Ô�î�»�b"@#.�Ï�î�º�M�m�Z�@
Ì2s�·�M�•�b
�[�
�º�Û�Ç�•�µ�¡�@�p�•�K�r�M��
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�6�‡�ì�@�ö�¢�M�•�\�

Õ6×�«�î�Ã�î
�Â�–�¨  �š�å�ª�å�c�Ô�ª�×�î�Ý�?�}�Á�î�»�˜�™�”�_���†1��s3¸�s�r�M��

SSO�b�·�8

>&�@>' �«�¸�î�º�Ç�Ý  �«�–�µ�³�œ�î�Â�î�c�
 Supervisor Engine 6-E �[�c�§�Ï�î�º �I�€�Z�8�r�O�‡ ��

SSO �c�
 Cisco IOS Release 12.2(20)EWA �è7F�b�Ü�Ü�î�«�[�§�Ï�î�º�I�€�Z�8�r�M��
Õ6×�«�î�Ã�î�Â�–
�¨  �š�å�ª�å�c�
 SSO �Ô�î�»�['�
>�M�•���œ�
�ö
²�_�6�‡�ì�I�€�S�«�¸�î�º�[2s�·�K�
�”�¡�¸�•�È  �«�î
�Ã�î�Â�–�¨  �š�å�ª�å�b�[���¥�å�Ç�•� �×�Þ�î�©�Ù�å�>�|�g��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�\� �‡�ì�K�r
�M���Q�b�6�\�

Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�c�
���b�É�ß�º�¥�Ý�b�«�¸�î�º�†)T�â�K�
�«�¸�î�º�Ç�Ý  
�«�–�µ�³�œ�î�Â�î�†�§�Ï�î�º�M�•�µ+��_6õ�M�•�Á�î�»�˜�™�”�>�|�g�¯�Ç�º�˜�™�”  �«�¸�î�º�b�š�f�M�m
�Z�†� �‡�ì�K�Z)T�â�K�r�M���Q�b�S�u�

Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�S�B
Æ�b�Þ�–�Ö  2 �­�µ�©�Ù�å�l
�b�m�~3¸�s�c�6�~�r�O�‡��


Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�[�c�
�›�Ü�å�¡�b�Á�î�»�˜�™�”  �Ü�å�¡  �«�¸�î�±�«�†1�1‘�M�•�S�u�
�«
�–�µ�³�œ�î�Â�î�_�^�•�S�_�”�¡�¸�•�È�T�W�S�Ï�î�º�c�”�µ�É�Ü�å�¡  �Ï�î�º�†�µ�u�
�”�¡�¸�•�È�b�r�r
�[�M���S�T�K�
�”�µ�É�Ü�å�¡  �Ï�î�º�c"@#.$×�_�«�î�Ã�î�Â�–�¨  �š�å�ª�å�V�_�6�•�b�[�
�«�î�Ã�î�Â�–
�¨  �š�å�ª�å�@�v�~�¥�I�€�•�\�)�•�I�€�r�M��

/² 8-1 �©�Õ�î�©�>�|�g�«�î�Ã�î�Â�–�¨�b�§�Ï�î�º

�©�Õ�î�©  
>&0���$��•>' �§�Ï�î�º�I�€�•�«�î�Ã�î�Â�–�¨  �š�å�ª�å

Catalyst 4507R
>&WS-C4507R>'


Õ6× Supervisor Engine II-Plus>&WS-X4013+>'�

Õ6×  
Supervisor Engine II-Plus>&WS-X4013+GE>'�
 Supervisor 
Engine IV>&WS-X4515>'�

Õ6×  Supervisor Engine V

>&WS-X4516>'�
�>�|�g
Õ6×  Supervisor Engine V
>&WS-X4516-10GE>'

Catalyst 4510R
>&WS-C4510R>'


Õ6× Supervisor Engine V>&WS-X4516>'�>�|�g
Õ6×  Supervisor 
Engine V>&WS-X4516-10GE>'
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'¨  8 'v       RPR �>�|�g  SSO �†�Q#Ý�K�S�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×0¿��
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b�+0[
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�_7€���@$Î#Õ�K�S���œ�

Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@�”�¡�¸�•
�È�_�^�~�r�M���G�b�‚�K�8�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�c�¤�Ñ�b�Þ�–�Ö  2 �«�–�µ�³�å�¢�_���†
�Q#Ý�K�Z�
�º�Û�Ç�•�µ�¡3?3æ�†)F�E�r�M���Ý�î�¸�•�å�¢  �¸�î�È�Ý�@�‚�K�8�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  
�š�å�ª�å�_3ã�•�I�€�•�r�[�
�Þ�–�Ö  3 �b3?3æ�c���‡�I�€�r�M��

SSO �c�
���b�Þ�–�Ö  2 �µ+��b�«�¸�î�º�Ç�Ý  �«�–�µ�³�œ�î�Â�î�†�§�Ï�î�º�K�r�M�����b�µ+��b�«�¸�î�º
�c�
�”�¡�¸�•�È�>�|�g
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b6ë�[�–�Ñ�I�€�r�M��

• 802.3

• 802.3u

• 802.3x>&�Ç�ß�î�D�š>'

• 802.3ab>&GE>'

• 802.3z>&CWDM �†�µ�u�S� �ž�Å�µ�º  �–�î�§�¿�µ�º>'

• 802.3ad>&LACP>'

• 802.1p>&�Þ�–�Ö 2 QoS>'

• 802.1q

• 802.1X>&1�0É>'

• 802.1D>&�«�Ã�½�å�¢�¶�Ü�î  �É�ß�º�¥�Ý>'

• 802.3af>&�–�å�Û�–�å  �Ã�á�î>'

• PAgP

• VTP

• �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å

• DHCP �«�¾�î�Æ�å�¢

• IP �¯�î�«  �ž�î�»

• IGMP �«�¾�î�Æ�å�¢>&�Â�î�ª�Ù�å  1 �>�|�g  2>'

• DTP>&802.1Q �>�|�g  ISL>'

• MST

• PVST+

• Rapid PVST

• PortFast/UplinkFast/BackboneFast

• BPDU �ž�î�»�>�|�g�Ç�•�Ý�±�Ü�å�¢

• 8b�Œ VLAN

• �Ï�î�º  �­�Ÿ�×�Ü�¸�•

• �Ø�½�Ÿ�Õ�«�º  MAC �Ç�•�Ý�±�Ü�å�¢

• ACL>&VACL �
 PACL�
 RACLS>'

• QoS>&DBL>'

• �Ð�Ý�³�Ÿ�Õ�«�º  �«�º�î�Ò�D�š / �È�ß�î�»�Ÿ�Õ�«�º�«�º�î�Ò�D�š

SSO �c�
���b�µ+��\�«�n�ö�@�6�~�r�M���S�T�K�
���b�µ+��b�É�ß�º�¥�Ý  �¹�î�±�Ë�î�«�c
Õ6×�«�î�Ã�î
�Â�–�¨  �š�å�ª�å�\�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b6ë�[�c� �‡�ì�I�€�r�O�‡��

• Layer 2 Protocol Tunneling>&L2PT; �Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢>'�†
��<�S  802.1Q �º�å�¿�Ü
�å�¢
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'¨  8 'v       RPR �>�|�g  SSO �†�Q#Ý�K�S�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×0¿��
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b� �‡�ì�b�+0[
• �Ë�Å�î  �ª�Õ�–�”�å�º

• �ª�Õ�å�Î  �Ç�Þ�î�Ò  �§�Ï�î�º

• CDP

• �Ç�Û�µ�¹�•�å�¢  �È�ß�µ�¡

• UDLD

• SPAN/RSPAN

• NetFlow

SSO �µ+��@�–�¿�î�È�Ý�b���œ�
���b�µ+��@
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�[�Û*f�I�€�r�M��

• Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�V�b�Þ�–�Ö  3 �É�ß�º�¥�Ý�M�m�Z>&�«�–�µ�³�ì�•�–�å�±�î�Ç�™�–�«
>&SVI>'>'

�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b� �‡�ì�b�+0[
3û�–�b�·�8�p�
�Ì)F$×�^�¥�å�Ç�•� �×�Þ�î�©�Ù�å>& RPR �>�|�g  SSO>'�\��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å

>&SSO �T�E>'�c�
 2 �Ž�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b6ë�b�¹�Ç�›�Ý�º�[� �‡�ì�I�€�r�M���«�–�µ�³�œ�î
�Â�î�ì�_�c�
�‚�K�8�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�@#'�~�b0¿���†�Q#Ý�K�r�M��

>&�@>' 
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å  �¥�å�¯�î�Ý�_  CLI>&�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>'�¥�Ð�å
�»�†
°�Š�M�•�G�\�c�[�A�r�O�‡��

�G�G�[�c�
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b� �‡�ì�_�X�8�Z1��Â�K�r�M��

• �� RPR �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b0¿���b� �‡�ì�� >&P.8-5>'

• �� SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b0¿���b� �‡�ì�� >&P.8-6>'

RPR �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b0¿���b� �‡�ì

RPR �Ô�î�»�[�c�

Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�c4Š�($×�_�6�‡�ì�I�€�•�T�E�[�6�•�S�u�
2s�·�ì�_0¿
���š�f�†�w�™�M�•���œ�
�>�|�g0¿���š�f�†�–�Ñ�M�•���œ�_�?�B�~�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª
�å�\�P0ð�K�r�M��


Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@  RPR �Ô�î�»�['�
>�K�Z�8�•���œ�c�
���b�–�Ë�å�º�@�º�Ü�ž�î�\�^�W�Z
0¿���_���b� �‡�ì�@$Î#Õ�K�r�M��

• 
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@2s�·�K�S�\�A�
 auto-sync �¥�Ð�å�»�_�|�W�Z�
�[���¥�å�Ç�•� �×
�Þ�î�©�Ù�å�_� �‡�ì�I�€�r�M���G�b�¥�Ð�å�»�c�
�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_�^�W�Z�8�r�M��0ò(ý�_
�X�8�Z�c�
 ���«�î�Ã�î�Â�–�¨  �š�å�ª�å�b0¿���b� �‡�ì�� >&P.8-12>' �†�g!·�K�Z�C�T�I�8��

• �”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�@
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�†�è���M�•�\�
0¿���_���@�”
�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�?�}
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�_� �‡�ì�I�€�r�M���G�b� �‡
�ì�_�|�~�

Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�V�_�6�•�¤�Ñ�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ç�“�–�Ý�@�V�i�A�I�€�r�M��

• 0¿���†�š�f�M�•���œ�c�
 write �¥�Ð�å�»�†�Q#Ý�K�Z�

Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�«�±�î�º�”�µ
�É �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�–�Ñ�>�|�g� �‡�ì�M�•�²0[�@�6�~�r�M��
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'¨  8 'v       RPR �>�|�g  SSO �†�Q#Ý�K�S�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×0¿��
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�_6õ�M�•�@�–�¦8o�>�|�g�D(Ù�¦8o
SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b0¿���b� �‡�ì

>&�@>' �«�¸�î�º�Ç�Ý  �«�–�µ�³�œ�î�Â�î�c�
 Supervisor Engine 6-E �[�c�§�Ï�î�º �I�€�Z�8�r�O�‡ ��


Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@  SSO �Ô�î�»�['�
>�K�Z�8�•���œ�c�
���b�–�Ë�å�º�@�º�Ü�ž�î�\�^�W�Z
0¿���_���b� �‡�ì�@$Î#Õ�K�r�M��

• �”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�@
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�†�è���M�•�\�
�[���>�|�g��
/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b� �‡�ì�@$Î#Õ�K�
�G�€�_�|�~�

Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@�ö
²
�6�‡�ì�«�¸�î�º�_&ã/œ�[�A�•�|�:�_�^�~�r�M��

• �Ü�”�Ý�±�–�Ò�[�š�f�@$Î#Õ�M�•�\�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�c�
�²0[�_�Â�L�Z�
��/œ
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�>�|�g>&�r�S�c>'�[���¥�å�Ç�•� �×�Þ�î�©�Ù�å�\
Õ6×�«�î�Ã�î�Â�–�¨  �š
�å�ª�å�†� �‡�ì�K�r�M��

• 0¿���†�š�f�M�•���œ�
 write �¥�Ð�å�»�†�Q#Ý�K�Z�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�@
Õ6×�«�î
�Ã�î�Â�–�¨  �š�å�ª�å�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�–�Ñ�>�|�g� �‡�ì�[�A�•�|�:�_
�M�•�²0[�@�6�~�r�M��

�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�_6õ�M�•�@�–�¦8o�>�|�g
�D(Ù�¦8o

�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�_6õ�M�•�@�–�¦8o�>�|�g�D(Ù�¦8o�c�
���b�\�>�~�[�M��

• �«�ß�µ�º  10 �[  WS-X4302-GB �^�K�[� �ž  �Å�µ�º  �–�î�§�¿�µ�º�>�|�g  10 � �ž�Å�µ�º  �–�î�§�¿�µ
�º  �”�µ�É�Ü�å�¡�b�g�‰�†�Q#Ý�M�•�|�:�_  Supervisor Engine V-10GE �†0¿���M�•���œ�c�
�Ô�ª�×�î
�Ý 10 �c�¹�•�­�î�È�Ý�_�^�~�
� �ž  �Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�†�Q#Ý�K�Z0¿���†�ß�î�Ý�Â�µ�¡�[
�A�r�O�‡��

�G�Ÿ�M�•�_�c�
���b�¥�Ð�å�»�†
°�Š�K�r�M��

config t
hw-module uplink select tengigabitethernet      // This sets the switch back to default 
mode
!
ctrl z
wr me
redundancy reload shelf  // The switch will reload with all 10 modules working ok

//The switch reloads

config t
hw-module uplink select gigabitethernet   // This sets the switch to the desired link
!
ctrl z
wr me
redundancy reload shelf   // The switch reloads with module 10 active with the gigabit 
ethernet port(s) ON and the ten gigabit ethernet port(s) Off

• RPR �[�c  Cisco IOS Release 12.1(12c)EW�
�Ü�Ü�î�«  12.1(19)E �è7F�b�Ü�Ü�î�«�@�²0[�[�M�� SSO 
�[�c  Cisco IOS Release 12.2(20)EWA �è7F�b�Ü�Ü�î�«�@�²0[�[�M��

• Catalyst 4507R �«�–�µ�³�>�|�g  4510R �«�–�µ�³�c�
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�_�P�Â�M
�•�O�M�b  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�M��
8-6
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



'¨  8 'v       RPR �>�|�g  SSO �†�Q#Ý�K�S�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×0¿��
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�_6õ�M�•�@�–�¦8o�>�|�g�D(Ù�¦8o
• Catalyst 4510R �©�Ü�î�¬  �«�–�µ�³�[�c�
 WS-X4516 �>�|�g  WS-X4516-10GE �«�î�Ã�î�Â�–�¨  �š�å
�ª�å�T�E�@�§�Ï�î�º�I�€�Z�8�r�M�� Catalyst 4507R �©�Ü�î�¬  �«�–�µ�³�[�c�
 WS-X4013+�

WS-X4013+10GE�
 WS-X4515�
 WS-X4516�
�>�|�g  WS-X4516-10GE �«�î�Ã�î�Â�–�¨  �š�å�ª�å
�@�§�Ï�î�º�I�€�Z�8�r�M��

• Catalyst 4507R �©�Ü�î�¬  �«�–�µ�³�b  Cisco IOS Release 12.2(25)SG �è7F�b�Ü�Ü�î�«�[�c�

10-GigabitEthernet �>�|�g  GigabitEthernet �”�µ�É�Ü�å�¡�c�
 Supervisor Engine V-10GE

>&WS-X4516-10GE>'�\  Supervisor Engine II+10GE>&WS-4013+10GE>'�[� �ì�_�Q#Ý�[�A�r�M��
Cisco IOS �Ü�Ü�î�«  12.2(25)SG �|�~�v�S�b�Ü�Ü�î�«�[�c�
 10-GigabitEthernet �”�µ�É�Ü�å�¡�r�S�c  
GigabitEthernet �”�µ�É�Ü�å�¡�†4E�¥�M�•�_�c  hw-module uplink select �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�¥�Ð�å�»�†�Q#Ý�M�•�²0[�@�6�~�r�M��

• Cisco IOS Release 12.2(25)SG �è7F�b�Ü�Ü�î�«�[�c�
 Supervisor Engine V-10GE
>&WS-X4516-10GE>'�†  Catalyst 4510R �©�Ü�î�¬  �«�–�µ�³�V�[�Q#Ý�M�•���œ�
 10-GigabitEthernet 
�”�µ�É�Ü�å�¡�\  GigabitEthernet �”�µ�É�Ü�å�¡�b�g�‰�†� �ì�_�Q#Ý�[�A�r�M���S�T�K�
�G�b���œ�c�

�«�ß�µ�º  10 �_  WS-X4302-GB �@�š3U�I�€�Z�8�•�²0[�@�6�~�r�M�� 10-GigabitEthernet �”�µ�É�Ü�å
�¡�r�S�c  GigabitEthernet �”�µ�É�Ü�å�¡�b�8�N�€�?�†4E�¥�M�•���œ�c�
�«�ß�µ�º  10 �_�õ�–�b�Û�–�å
�•�î�»�†�š3U�[�A�r�M���”�µ�É�Ü�å�¡�†4E�¥�M�•���œ�c�
 hw-module uplink select �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M�� Cisco IOS �Ü�Ü�î�«  12.2(25)SG �|�~�v�S�b�Ü�Ü�î�«�[�c�

10-GigabitEthernet �”�µ�É�Ü�å�¡�\  GigabitEthernet �”�µ�É�Ü�å�¡�b�g�‰�†� �ì�_�Q#Ý�M�•�G�\�c
�[�A�r�O�‡��

• RPR �r�S�c  SSO �Ô�î�»�[�
 WS-X4516-10GE �>�|�g  WS-X4013+10GE Supervisor Engines �[  
10-GigabitEthernet �”�µ�É�Ü�å�¡�†4E�¥�M�•���œ�
�–�å�±�î�Ç�™�–�«  10-GigabitEthernet 1/1 �>�|
�g  2/1 �T�E�†�Q#Ý�[�A�r�M��� �]�_�
 GigabitEthernet �”�µ�É�Ü�å�¡�†4E�¥�M�•���œ�c�
�–�å�±�î
�Ç�™�–�« GigabitEthernet 1/3�
 1/4�
 2/3�
�>�|�g  2/4 �T�E�†�Q#Ý�[�A�r�M���g�‰�b�”�µ�É�Ü�å�¡�†
� �ì�_4E�¥�M�•�\�
�–�å�±�î�Ç�™�–�«  TenGigabitEthernet 1/1 �>�|�g  2/1 �\�
�–�å�±�î�Ç�™�–�«  
GigabitEthernet 1/3�
 1/4�
 2/3�
�>�|�g  2/4 �†�Q#Ý�[�A�r�M��

• 
Õ6×�S�B�[�c�
� �L�«�î�Ã�î�Â�–�¨  �š�å�ª�å  �Ô�¹�Ý>&� �L�Ô�¹�Ý�
�Ó�Ô�Ü�
 NFL �»�î�±  �•�î�»�^
�]>'�[� �L  Cisco IOS �¯�Ç�º�˜�™�”  �–�Ó�î�ª�†�Q#Ý�M�•�
�©�Õ�î�©�_�š3U�I�€�Z�8�•�«�î�Ã�î�Â
�–�¨  �š�å�ª�å�@�²0[�[�M��

• WS-X4013+ �>�|�g  WS-X4515 �«�î�Ã�î�Â�–�¨  �š�å�ª�å�[  RPR �r�S�c  SSO �Ô�î�»�†�Q#Ý�M�•��
�œ�_�Q#Ý�[�A�•�b�c�
 GigabitEthernet �–�å�±�î�Ç�™�–�«�b  Gig1/1 �>�|�g  Gig2/1 �T�E�[�M��
Gig1/2 �>�|�g  Gig2/2 �”�µ�É�Ü�å�¡  �Ï�î�º�c�Q#Ý�[�A�r�O�‡��

• WS-X4516 �”�¡�¸�•�È�>�|�g
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@� �L�©�Õ�î�©�_�š3U�I�€�Z�8�•���œ�

�”�µ�É�Ü�å�¡  �Ï�î�º>& Gig1/1�
 Gig2/1�
 Gig1/2�
 Gig2/2>'�†�Q#Ý�[�A�r�M��

• �©�Õ�î�©�b�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�>�|�g
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�c�
�«�ß�µ�º  
1 �>�|�g�«�ß�µ�º  2 �_�š3U�M�•�²0[�@�6�~�r�M��

• �©�Õ�î�©�b�›�«�î�Ã�î�Â�–�¨  �š�å�ª�å�_�c�
�«�–�µ�³�†"‚+¬�_�·�8�I�O�•�S�u�_�
"‚+¬�b�Ç�Û�µ
�©�×  �¹�Â�–�«�\�¥�å�¯�î�Ý  �Ï�î�º�K)F�@
��<�}�€�Z�8�•�²0[�@�6�~�r�M��

• �›�«�î�Ã�î�Â�–�¨  �š�å�ª�å�_�c�
�¶�9�b�¥�å�¯�î�Ý  �Ï�î�º�K)F�†/œ�:�²0[�@�6�~�r�M���¥�å�¯�î
�Ý �Ï�î�º�_  Y �Ð�£�î�È�Ý�†�K)F�K�^�8�[�C�T�I�8��

• �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�_�c�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�ß�î�»  �Â�Û�å�©�å�¢�µ+��@�6
�~�r�O�‡��

• �«�–�µ�³�œ�î�Â�î�ì�_  Cisco Express Forwarding>&CEF; �©�«�¥  �š�¡�«�É�Þ�«  �Ç�›�á�î�¹�•�å�¢>'
�¸�î�È�Ý�@�¡�Ü�”�I�€�r�M���Q�b)��Ý�
�Ý�î�º  �¸�î�È�Ý�b
Ì�¥�å�Â�î�ª�™�å�«�@/œ�ƒ�€�•�r�[�

�Ý�î�¸�•�å�¢�P1ß�º�Û�Ç�•�µ�¡�c�p�•�I�€�r�M�� SSO �µ+��@�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�«
�–�µ�³�œ�î�Â�î�ì6ë�†  30 &Ê�è�V�?�}  1 &Ê�è�W�_�P�ö�M�•�b�[�
�G�b
Ì�¥�å�Â�î�ª�™�å�«�ì6ë�c�q
�`�\�^�~�r�M���r�S�
�«�–�µ�³�@  SSO #Ý�_0¿���I�€�S���œ�b�Þ�–�Ö  3 �b�Ç�™�î�Ý�œ�î�Â�î�ì6ë�v
�©�C�^�~�r�M��
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'¨  8 'v       RPR �>�|�g  SSO �†�Q#Ý�K�S�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×0¿��
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��
• �«�±�¸�•�µ�¡  IP �Ý�î�º�c�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý
Æ�b�š�å�º�Ü�?�}0¿���I�€�•�S�u�
�«
�–�µ�³�œ�î�Â�î�p�v)T�â�I�€�r�M��

• �”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�V�[)T�â�I�€�Z�8�•�Þ�–�Ö  3 �²�–�¼�Ñ�µ�¡  �«�¸�î�º�_���c�


Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�l�b� �‡�ì�@/œ�ƒ�€�N�
�«�–�µ�³�œ�î�Â�î�ì�_�»�ƒ�€�r�M��

• Cisco IOS Release 12.2 �è7F�
�§�Ï�î�º�I�€�Z�8�^�8"g�Â�@�è���I�€�S���œ>&�”�¡�¸�•�È  �«�î�Ã�î
�Â�–�¨  �š�å�ª�å�[  Cisco IOS Release 12.2(20)EW �@�

Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�[  Cisco IOS 
Release 12.1(20)EW �@'�
>�K�Z�8�•���œ�^�]>' �

Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@0
�X�G�Ü�­�µ�º�I
�€�
 ROMmon �Ô�î�»�_�^�~�r�M���K�S�@�W�Z�
 ���¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»�b��/œ�� >&P.8-14>'
�_&g�M�G�K�8�m8p�_�‘�W�Z�C�T�I�8��

• Cisco IOS Release 12.2(20)EWA �r�S�c  Cisco IOS Release 12.2(25)EW �†��/œ>&�r�S�c�”�µ�É�¢
�Þ�î�»>'�K�Z�

Õ6×�©�Õ�î�©>& Catalyst 4507R �r�S�c  Catalyst 4510R �©�Ü�î�¬  �«�–�µ�³>'�[�"�M
�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�†�Q#Ý�K�
�Ý�î�¸�µ�»  �Ï�î�º�†�Q#Ý�M�•���œ�c�
���b�8�N�€�?�†��/œ
�K�r�M��

– �Ý�î�¸�µ�»  �Ï�î�º�b�æ�ƒ�~�_�
 SVI �†�Q#Ý�K�r�M��

– 
Õ6×�Ô�î�»�†  SSO �?�}  RPR �_�š�f�K�r�M��

• SSO �Ô�î�»�[�b  SNMP � �‡�>�|�g  SNMP 0¿���ï�8�_�|�•
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b0¿���š
�f�c�

Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�\� �‡�ì�I�€�r�O�‡�� SSO �Ô�î�»�[  SNMP 0¿���ï�8�†��/œ�M
�•�G�\�c�[�A�r�M�@�
�£�‡�K�^�8�·�8�@$Î#Õ�M�•���œ�@�6�~�r�M��

SSO �Ô�î�»�[  SNMP �_�|�W�Z�«�–�µ�³�†0¿���K�S�6�\�[�
 �”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�V
�b  running-config �Ç�“�–�Ý�†  startup-config �Ç�“�–�Ý�_�¥�Æ�î�M�•�\�

Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª
�å�V�b  startup-config �Ç�“�–�Ý�b� �‡�ì�@$Î#Õ�K�r�M���‚�K�80¿���@
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å
�_4:#Ý�I�€�•�|�:�_
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�†�Ü�ß�î�»�K�r�M��

• �«�±�î�º�”�µ�É>&�M�Ó>'� �‡�p�c�
0¿���†�š�f�[�A�r�O�‡���G�b�É�ß�­�«�p�_0¿���†�š�f�K�|�:�\
�M�•�\�
���b�Ó�µ�­�î�ª�@#Õ�B�I�€�r�M��

Config mode locked out till standby initializes

• �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�«�–�µ�³�œ�î�Â�î�ì�_0¿���†�š�f�K�S���œ�
�Q�b�š�f
Æ���c�»�ƒ�€�r
�M��

�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��
�G�G�[�c�
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�†0¿���M�•�m8p�_�X�8�Z1��Â�K�r�M��

• ��
Õ6×�S�B�b0¿���� >&P.8-9>'

• ���«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�ì�•�¥�å�¯�î�Ý�� >&P.8-10>'

• ���«�î�Ã�î�Â�–�¨  �š�å�ª�å�b0¿���b� �‡�ì�� >&P.8-12>'
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'¨  8 'v       RPR �>�|�g  SSO �†�Q#Ý�K�S�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×0¿��
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��

Õ6×�S�B�b0¿��


Õ6×�S�B�†0¿���M�•�m8p�c�
���b�\�>�~�[�M��


Õ6×�S�B�†0¿���M�•���œ�c�
���b�G�\�_�@�–�K�Z�C�T�I�8��

• sso �Ÿ�î�á�î�»�c�
 Cisco IOS Release 12.2(20)EWA �è7F�b�Ü�Ü�î�«�[�§�Ï�î�º�I�€�Z�8�r�M��

• rpr  �Ÿ�î�á�î�»�c�
 Cisco IOS Release 12.1(12c)EW �è7F�b�Ü�Ü�î�«�[�§�Ï�î�º�I�€�r�M��

���_�
 SSO �b�©�«�¸�Ò�†0¿���K�

Õ6×�Ç�“�©�Ü�¸�•�_���†/²&g�M�•�[�†&g�K�r�M��

Switch> enable  
Switch# configure terminal  
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# redundancy  
Switch(config-red)# mode sso  
Switch(config-red)# end  
Switch# show redundancy
Redundant System Information :
------------------------------
       Available system uptime = 2 days, 2 hours, 39 minutes
Switchovers system experienced = 0
              Standby failures = 0
        Last switchover reason = none

                 Hardware Mode = Duplex
    Configured Redundancy Mode = Stateful Switchover
     Operating Redundancy Mode = Stateful Switchover
              Maintenance Mode = Disabled
                Communications = Up

Current Processor Information :
-------------------------------
               Active Location = slot 1
        Current Software state = ACTIVE
       Uptime in current state = 2 days, 2 hours, 39 minutes
                 Image Version = Cisco Internetwork Operating System Software
IOS (tm) Catalyst 4000 L3 Switch Software (cat4000-I5S-M), Version 12.2(20)EWA(3
.92), CISCO INTERNAL USE ONLY ENHANCED PRODUCTION VERSION
Copyright (c) 1986-2004 by cisco Systems, Inc.
Compiled Wed 14-Jul-04 04:42 by esi
                          BOOT = bootflash:cat4000-i5s-mz.122_20_EWA_392,1
        Configuration register = 0x2002

Peer Processor Information :
----------------------------
              Standby Location = slot 2
        Current Software state = STANDBY HOT
       Uptime in current state = 2 days, 2 hours, 39 minutes

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# redundancy  
Õ6×�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config-red)#  mode {sso  | rpr} SSO �r�S�c  RPR �†0¿���K�r�M���G�b�¥�Ð�å�»�†
°�Š�M
�•�\�

Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@�Ü�ß�î�»�I�€�

SSO �r�S�c  RPR �Ô�î�»�[�·�8�†6ä���K�r�M��

�«�̧ �µ�É 3 Switch# show running-config SSO �r�S�c  RPR �@�–�¿�î�È�Ý�[�6�•�G�\�†&�1��K�r�M��

�«�̧ �µ�É 4 Switch# show redundancy 
[clients |  counters |  history |  states]

�”�¡�¸�•�È�>�|�g
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å#Ý�_
Õ6×
�S�B�_��>&�•�˜�å�±�
�«�¸�î�º�^�]>'�†/²&g�K�r�M��
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Õ6×0¿��
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��
                 Image Version = Cisco Internetwork Operating System Software
IOS (tm) Catalyst 4000 L3 Switch Software (cat4000-I5S-M), Version 12.2(20)EWA(3
.92), CISCO INTERNAL USE ONLY ENHANCED PRODUCTION VERSION
Copyright (c) 1986-2004 by cisco Systems, Inc.
Compiled Wed 14-Jul-04 0
                          BOOT = bootflash:cat4000-i5s-mz.122_20_EWA_392,1
        Configuration register = 0x2002

Switch#

���_�

Õ6×�Ç�“�©�Ü�¸�•  �«�¸�î�º�_���†/²&g�M�•�[�†&g�K�r�M��

Switch# show redundancy states
my state = 13 -ACTIVE
     peer state = 8  -STANDBY HOT
           Mode = Duplex
           Unit = Primary
        Unit ID = 2

Redundancy Mode (Operational) = Stateful Switchover
Redundancy Mode (Configured)  = Stateful Switchover
     Split Mode = Disabled
   Manual Swact = Enabled
 Communications = Up

   client count = 21
 client_notification_TMR = 240000 milliseconds
          keep_alive TMR = 9000 milliseconds
        keep_alive count = 0
    keep_alive threshold = 18
           RF debug mask = 0x0
Switch#

���_�
�©�«�¸�Ò0¿���†  RPR �Ô�î�»�?�}  SSO �Ô�î�»�_�š�f�M�•�[�†&g�K�r�M��

Switch(config)# redundancy  
Switch(config-red)# mode
Switch(config-red)# mode sso
Changing to sso mode will reset the standby. Do you want to continue?[confirm]
Switch(config-red)# end
Switch#
*Aug  1 13:11:16: %C4K_REDUNDANCY-3-COMMUNICATION: Communication with the peer Supervisor 
has been lost
*Aug  1 13:11:16: %C4K_REDUNDANCY-3-SIMPLEX_MODE: The peer Supervisor has been lost

���_�
�©�«�¸�Ò0¿���†  SSO �Ô�î�»�?�}  RPR �Ô�î�»�_�š�f�M�•�[�†&g�K�r�M��

Switch(config)# redundancy  
Switch(config-red)# mode rpr
Changing to rpr mode will reset the standby. Do you want to continue?[confirm]
Switch(config-red)# end
*Aug  1 13:11:16: %C4K_REDUNDANCY-3-COMMUNICATION: Communication with the peer Supervisor 
has been lost
*Aug  1 13:11:16: %C4K_REDUNDANCY-3-SIMPLEX_MODE: The peer Supervisor has been lost

�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�ì�•�¥�å�¯�î�Ý

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�_�c�

Õ6×�ö�†�â�S�O�•�S�u�
 2 �X�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�†�š3U
�[�A�r�M���«�–�µ�³�_7Á ;�@
°�•�\�
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b  1 �X�@�”�¡�¸�•�È�_�^�~�
�«�–�µ�³
�œ�î�Â�î�@$Î#Õ�M�•�r�[�”�¡�¸�•�È�b�r�r�_�^�~�r�M���v�:  1 �X�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�c�«�±�å
�Â�–  �Ô�î�»�b�r�r�[�M��
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'¨  8 'v       RPR �>�|�g  SSO �†�Q#Ý�K�S�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×0¿��
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�Q�€�R�€�_�c�
+¬3��b�¥�å�¯�î�Ý  �Ï�î�º�@�6�~�r�M���«�±�å�Â�–  �«�î�Ã�î
�Â�–�¨  �š�å�ª�å�b�¥�å�¯�î�Ý  �Ï�î�º)�#ä�[�T�E�
�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�_�”�¡�­�«�[�A
�r�M���K�S�@�W�Z�
�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨�_�P�M�•�”�¡�­�«�
�Ô�½�±�Ü�å�¢�
�r�S�c�¹�Â�µ�¢�†
/œ�:�_�c�
�«�±�å�Â�–  �¥�å�¯�î�Ý�_�K)F�M�•�²0[�@�6�~�r�M��

�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�ì�•�¥�å�¯�î�Ý�†�Q#Ý�M�•�\�
�«�±�å�Â�–  �¥�å�¯�î�Ý�l�b"@#.
$×�^�K)F�@�^�C�Z�v�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�?�}�«�±�å�Â�–  �¥�å�¯�î�Ý�_�”�¡�­�«�[�A�r
�M�� EOBC �[  IPC �†�Q#Ý�K�Z�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�\3û�™�K�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–
�¨  �š�å�ª�å�V�[�«�±�å�Â�–  �¥�å�¯�î�Ý�†�š�Ñ�×�Þ�î�º�K�r�M���M�Ø�_�”�¡�¸�•�È�_�[�A�•�”�¡�¸�•�È  
�«�±�å�Â�–  �¥�å�¯�î�Ý  �­�µ�©�Ù�å�c  1 �X�T�E�[�M��

�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�ì�•�¥�å�¯�î�Ý�_�|�~�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�_
�ß�¢�–�å�K�Z�8�•�Ø�î�¨�c�
�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�V�[  show �¥�Ð�å�»�†�Ü�Ô�î�º�[��
/œ�K�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�[�Q�b)��Ý�†/²&g�[�A�r�M���ì�•�¥�å�¯�î�Ý�c�
�”�¡�¸�•
�È �«�î�Ã�î�Â�–�¨  �š�å�ª�å�?�}�T�E�<#Ý�[�A�r�M��

�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�?�}�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b  attach module �¥�Ð�å
�»�
 session module �¥�Ð�å�»�
�r�S�c  remote login �¥�Ð�å�»�†�Q#Ý�K�Z�«�±�å�Â�–�ì�•�¥�å�¯�î�Ý�_
�”�¡�­�«�[�A�r�M���G�€�}�b�¥�Ð�å�»�†��/œ�K�Z�«�±�å�Â�–  �¥�å�¯�î�Ý�_�”�¡�­�«�M�•�_�c�
"I�’  
EXEC �Ô�î�»>&�Þ�Ë�Ý  15>'�†6ä���K�Z�8�•�²0[�@�6�~�r�M��

�«�±�å�Â�–�ì�•�¥�å�¯�î�Ý�_�”�¡�­�«�M�•�\�
'ƒ�Ž�É�ß�å�É�º�c+¬�·$×�_  
[<hostname>-standby-console#] �_�š�ƒ�~�r�M�� hostname �c�«�–�µ�³�_0¿���K�S�¡�S�[�M���ì�•�¥�å
�¯�î�Ý�†)
�¢�M�•�\�
�G�b�É�ß�å�É�º�c
–�b�É�ß�å�É�º�_�`�~�r�M��

exit �¥�Ð�å�»�r�S�c  quit  �¥�Ð�å�»�†
°�Š�M�•�\�
�ì�•�¥�å�¯�î�Ý�c)
�¢�K�r�M���ß�¢�–�å�K�S�”�¡
�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b'ƒ�Ž�b!“�q�·�ì6ë�@0¿���I�€�S�”�–�»�Ý�ì6ë�†2x�<�•�\�
�”�¡�¸�•
�È �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b'ƒ�Ž�?�}+¬�·$×�_�ß�¢�”�˜�º�K�r�M���G�b���œ�
�ì�•�¥�å�¯�î�Ý  �­�µ
�©�Ù�å�v)
�¢�K�r�M���r�S�
�«�±�å�Â�–�@
Ì2s�·�M�•�\�
�ì�•�¥�å�¯�î�Ý  �­�µ�©�Ù�å�v+¬�·$×�_)
�¢
�K�r�M���«�±�å�Â�–�@2s�·�K�S�6�\�c�
�9�b�ì�•�¥�å�¯�î�Ý  �­�µ�©�Ù�å�†�8�B�M�•�²0[�@�6�~�r�M��

�ì�•�¥�å�¯�î�Ý�†�Q#Ý�K�Z�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�_�ß�¢�–�å�M�•�_�c�
���b�|�:�_�K�r
�M��

Switch# session module 2
Connecting to standby virtual console
Type "exit" or "quit" to end this session

Switch-standby-console# exit
Switch#

�«�±�å�Â�–  �¥�å�¯�î�Ý�@�–�¿�î�È�Ý�_�I�€�Z�8�^�8���œ�c�
���b�Ó�µ�­�î�ª�@/²&g�I�€�r�M��

Switch-standby-console#
Standby console disabled.
Valid commands are: exit, logout

>&�@>' �«�±�å�Â�–�ì�•�¥�å�¯�î�Ý�_�c�
�¥�Ð�å�»�š�T�
�¥�Ð�å�»/õ�ö�
�¥�Ð�å�»  �Ê�Ý�É�
4Š�(�¥�Ð�å�»  �Ÿ�î
�á�î�»�^�]�
�«�î�Ã�î�Â�–�¨  �¥�å�¯�î�Ý�?�}�<#Ý�[�A�•�† =$×�^�µ+��@
��ƒ�W�Z�8�r�M��

���b�D7H�¦8o�@�«�±�å�Â�–�ì�•�¥�å�¯�î�Ý�_4:#Ý�I�€�r�M��

• �ì�•�¥�å�¯�î�Ý�[��/œ�I�€�S�¥�Ð�å�»�c�
�M�m�Z�q�‹�r�[��/œ�I�€�r�M�� auto-more �µ+��c�6�~�r
�O�‡���K�S�@�W�Z�
 terminal length 0 �¥�Ð�å�»�b��/œ�ì�\� �L�|�:�_�µ+��K�r�M���r�S�
�P0ð�g
�'�[�c�6�~�r�O�‡���K�S�@�W�Z�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�V�[�Ÿ�î  �©�î�£�å�«�†
°�Š
�K�Z�v�
�¥�Ð�å�»�b��/œ�†�p�•�[�A�r�O�‡���G�b�S�u�
�¥�Ð�å�»�b���Š5��@�¨�8���œ�
�ì�•�¥�å
�¯�î�Ý�c�G�b���Š�†�«�î�Ã�î�Â�–�¨�b#ì8��V�_/²&g�K�r�M��
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Õ6×0¿��
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��
• �ì�•�¥�å�¯�î�Ý�c�P0ð�g�'�[�c�6�~�r�O�‡���ì�•�¥�å�¯�î�Ý�c�¥�Ð�å�»�b�–�å�±�Û�¡�¸�•�È�ö�†�è
���K�^�8�S�u�
�Ø�î�¨�\�b�P0ð�†�²0[�\�M�•�¥�Ð�å�»�@
°�Š�I�€�•�\�
 RPC �±�–�Ð�î�@�¥�Ð�å�»
�†�p�•�M�•�r�[�ì�•�¥�å�¯�î�Ý�c�…�µ�K�r�M��

�ì�•�¥�å�¯�î�Ý  �±�–�Ð�î�c  60 &Ê�_0¿���I�€�Z�8�r�M�� 60 &Ê�‹�_�ì�•�¥�å�¯�î�Ý�c�É�ß�å�É�º�_�`
�~�r�M���G�b6ë�
�Ÿ�î�Î�î�»�?�}�¥�Ð�å�»�†�p�•�[�A�r�O�‡���ï�8�†)F�E�•�S�_�
�±�–�Ð�î�@�‡7H
�)�€�_�^�•�b�†�…�X�²0[�@�6�~�r�M��

• �ì�•�¥�å�¯�î�Ý�†�Q#Ý�K�Z�
�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�V�[/²&g�I�€�Z�8�•�¹�Â�µ�¢�>
�|�g  Syslog �Ó�µ�­�î�ª�†/²&g�M�•�G�\�c�[�A�r�O�‡���ì�•�¥�å�¯�î�Ý�c�
�ì�•�¥�å�¯�î�Ý�?�}��
/œ�I�€�S�¥�Ð�å�»�b���Š�T�E�†/²&g�K�r�M����7•�b�«�±�å�Â�–  �¥�å�¯�î�Ý�[/²&g�I�€�•�9�b�_��
�c�
�ì�•�¥�å�¯�î�Ý�[�c/²&g�[�A�r�O�‡��

�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b0¿���b� �‡�ì

2 �Ž�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@�Q#Ý�M�•0¿���†�m�·�[� �‡�ì�M�•�_�c�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  
�š�å�ª�å�V�[���b�8���†/œ�8�r�M��

>&�@>' SNMP �_�|�•�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b0¿���š�f�c�

Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�_� �‡
�ì�I�€�r�O�‡���G�b���œ�b0ò(ý�^�v�~�…�8�_�X�8�Z�c�
 ���«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�_6õ�M�•
�@�–�¦8o�>�|�g�D(Ù�¦8o�� >&P.8-6>' �†�g!·�K�Z�C�T�I�8��

>&�@>' auto-sync �¥�Ð�å�»�c�
 config-reg�
 bootvar�
�>�|�g  startup/private �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý
�b� �‡�ì�T�E�†�D�š�K�r�M���•�Þ�å�²�î�>�|�g  VLAN �¹�î�±�Ë�î�«  �Ç�“�–�Ý�c�
�š�f�M�•�S�g�_�–�_
� �‡�ì�I�€�r�M�� SSO �Ô�î�»�[�c�
 running-config �c�–�_� �‡�ì�I�€�r�M��

���_�
 auto-sync standard �¥�Ð�å�»�†�Q#Ý�K�Z�
�¹�Ç�›�Ý�º�b+¬�·� �‡�ì�µ+��†
Ì�g�–�¿�î�È�Ý�_�K�

�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b  startup-config �>�|�g  config-register 0¿���†
Õ6×�«�î�Ã�î�Â�–
�¨  �š�å�ª�å�\� �‡�ì�M�•�[�†&g�K�r�M���È�î�º�š�X�b�”�µ�É�¹�î�º�c+¬�·$×�_/œ�ƒ�€�•�S�u�
�¹�•
�­�î�È�Ý�_�[�A�r�O�‡��

Switch(config)# redundancy
Switch(config-red)# main-cpu
Switch(config-r-mc)# auto-sync standard

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# redundancy 
Õ6×�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config-red)#  main-cpu main-cpu �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�È�Ô�î�»�†6ä���K
�r�M��

�«�̧ �µ�É 3 Switch(config-r-mc)# auto-sync { startup-config  | 
config-register  | bootvar  | standard }

0¿��0[(ò�†� �‡�ì�K�r�M��

�«�̧ �µ�É 4 Switch(config-r-mc)#  end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 Switch# copy running-config startup-config Dynamic Random-Access Memory>&DRAM; �²�–�¼�Ñ�µ
�¡  �Û�å�²�Ò  �Ó�Ô�Ü>'�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ç�“�–�Ý�†  NVRAM>&�Y�y$Î�ö  RAM>'�b�«�±�î�º�”�µ
�É �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_� �‡�ì�K�r�M��

>&�@>' DRAM �V�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–
�Ý�†� �‡�ì�M�•���œ�
�G�b�«�¸�µ�É�c�Y0[�[�M��
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Õ6×0¿��
�m�·�_�|�•�)�~�p�<
Switch(config-r-mc)# end
Switch# copy running-config startup-config

>&�@>' �† =�b+¬�·� �‡�P1ß�b0¿��0[(ò�†�¶�9�_�m�·�[� �‡�ì�M�•�_�c�
�¹�Ç�›�Ý�º�b+¬�·� �‡�ì�µ+��†�¹�•
�­�î�È�Ý�_�K�r�M��

>&�@>' auto-sync standard �†0¿���M�•�\�
�¶�9�b� �‡�ì�œ�É�©�Ù�å>& no auto-sync startup-config �^�]>'�c!“0i
�I�€�r�M��

���_�
�¹�Ç�›�Ý�º�b+¬�·� �‡�ì�†�¹�•�­�î�È�Ý�_�K�Z�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b  
config-register �T�E�†
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�_+¬�·$×�_� �‡�ì�K�
�«�±�î�º�”�µ�É  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å�b� �‡�ì�†0Á�•�K�^�8�[�†&g�K�r�M��

Switch(config)# redundancy
Switch(config-red)# main-cpu
Switch(config-r-mc)# no auto-sync standard
Switch(config-r-mc)# auto-sync config-register
Switch(config-r-mc)# end

�m�·�_�|�•�)�~�p�<
�G�G�[�c�
�¸�«�º�b�S�u�m�·�_�|�•�)�~�p�<>&�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�?�}
Õ6×�«�î�Ã�î
�Â�–�¨  �š�å�ª�å�l>'�†/œ�:�‰�2�†1��Â�K�r�M���H�Q#Ý�b'�
>#”�C�_  SSO �†�Ž6ä�M�•�S�_�
�m�·�[�)�~
�p�<�•�G�\�†�N�á�K�r�M��

>&�@>' �G�€�c�
 SSO �@
Õ6×�Ô�î�»�\�K�Z0¿���I�€�Z�8�•�G�\�†�S�f�\�K�Z�8�r�M��

�m�·�[�)�~�p�<�•�_�c�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�[���b�8���†/œ�8�r�M��

���b�Q#Ý�V�b�@�–�¦8o�_$��–�K�Z�C�T�I�8��

• �I�D$×�_�«�–�µ�³�œ�î�Â�î�†���‹�M�•�_�c�

Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�†  STANDBY HOT �«
�¸�î�º�_�M�•�²0[�@�6�~�r�M�� show redundancy �¥�Ð�å�»�†�Q#Ý�M�•�\�
�«�¸�î�º�†&�1��[�A�r
�M���«�¸�î�º�@  STANDBY HOT �[�^�8���œ�
 redundancy force-switchover �¥�Ð�å�»�c��/œ�I�€
�r�O�‡��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# show redundancy �Æ�”  �«�¸�î�º�@  STANDBY HOT �«�¸�î�º�[�6�•�G�\�†
&�1��K�r�M��

P.8-10 �b  show redundancy states �¥�Ð�å�»�b�[�†�g!·
�K�Z�C�T�I�8��

�«�̧ �µ�É 2 Switch#  redundancy force-switchover �”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�?�}
Õ6×�«�î�Ã�î
�Â�–�¨  �š�å�ª�å�l�b�«�–�µ�³�œ�î�Â�î�@6ä���I�€�r�M��


Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�«�¸�î�º�@  STANDBY 
HOT �[�^�8���œ�
�G�b�¥�Ð�å�»�c��/œ�I�€�r�O�‡��
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'¨  8 'v       RPR �>�|�g  SSO �†�Q#Ý�K�S�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×0¿��
�¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»�b��/œ
• �«�–�µ�³�œ�î�Â�î�†6ä���M�•�_�c�
 reload �¥�Ð�å�»�[�c�^�C�
 redundancy force-switchover �¥
�Ð�å�»�†�Q#Ý�K�r�M�� redundancy force-switchover �¥�Ð�å�»�@�

Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å
�@�G�K�8�«�¸�î�º�[�6�•�?�]�:�?�†�q�6�_&�1��K�r�M�� reload �¥�Ð�å�»�†�Q#Ý�K�Z�«�¸�î�±�«�@  
STANDBY HOT �[�^�8���œ�
 reload �¥�Ð�å�»�c#'�~�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�T�E�†�Ü�­�µ�º
�K�r�M��

�q�6�b�«�–�µ�³�œ�î�Â�î�b�6�\�
�©�Õ�î�©�b�«�ß�µ�º  1 �b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�†�”�¡�¸�•�È  �«�î
�Ã�î�Â�–�¨  �š�å�ª�å�_�M�•�²0[�@#Õ�L�•���œ�@�6�~�r�M���«�î�Ã�î�Â�–�¨  �š�å�ª�å  1 �V�b�–�Ó�î�ª�@�

�g�‰�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�V�[��/œ�M�•�–�Ó�î�ª�[�6�•���œ�c�
 
Õ6×�S�B�_�M�•�S�u�_�«�ß�µ�º  1 
�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�V�b�–�Ó�î�ª�†
Ì2s�·�M�•�²0[�c�6�~�r�O�‡���æ�ƒ�~�_�
�9�b�«�–�µ�³
�œ�î�Â�î�†�I�D$×�_��/œ�[�A�r�M���S�T�K�
�g�‰�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�V�[��/œ�M�•�–�Ó�î�ª�b
�Â�î�ª�Ù�å�†�‚�K�C�M�•���œ�
 ���¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»�b��/œ�� >&P.14>'�b�m8p�_�‘�W�Z�C�T�I
�8���]�b�«�ß�µ�º�_�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�@�µ�r�€�Z�8�•�?�†�8�•�K�
�²0[�_�Â�L�Z�9
�b�«�–�µ�³�œ�î�Â�î�†�I�D$×�_��/œ�M�•�_�c�
 show module �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»�b��/œ
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�@�§�Ï�î�º�M�•�¯�Ç�º�˜�™�”�b�”�µ�É�¢�Þ�î�»�m8p�_�|�W�Z�

Õ
6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�V�b  Cisco IOS �¯�Ç�º�˜�™�”  �–�Ó�î�ª�†�Ü�ß�î�»�K�
�Q�b�6�\�[�v�:�M�Ø�

�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�_�Ü�ß�î�»�[�A�r�M��

�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�_�|�W�Z�§�Ï�î�º�I�€�Z�8�•�¯�Ç�º�˜�™�”�b�”�µ�É�¢�Þ�î�»�m8p
�†�Q#Ý�M�•�\�

Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�V�b  Cisco IOS �¯�Ç�º�˜�™�”  �–�Ó�î�ª�†�Ü�ß�î�»�K�
�Q
�b�6�\�[�v�:�M�Ø�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�_�Ü�ß�î�»�[�A�r�M��

���b�©�¼�Ü�œ�c�§�Ï�î�º�I�€�r�O�‡���”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�[  Cisco IOS Release 
12.1(x)E �@'�
>�K�Z�>�~�
 �«�±�å�Â�–  �«�î�Ã�î�Â�–�¨�[  Cisco IOS Release 12.2(x)S �@'�
>�K�Z�8�•��
�œ���«�±�å�Â�–  �«�î�Ã�î�Â�–�¨�@)Þ�~3É�K�Ü�­�µ�º�I�€�r�M��


Õ6×�«�î�Ã�î�Â�–�¨�†  Cisco IOS Release 12.1(x)E �?�}  12.2(x)S �_�”�µ�É�¢�Þ�î�»�M�•���œ�c�
 �©�«�¸
�Ò�†�ö
²�_
Ì2s�·�M�•�G�\�@�²0[�\�^�~�r�M��

�¯�Ç�º�˜�™�”�b�”�µ�É�¢�Þ�î�»�†��/œ�M�•�_�c�
���b�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# copy source_device : source_filename  
slot0: target_filename

�r�S�c>8

Switch# copy source_device : source_filename  
bootflash: target_filename  

�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�È�î�º�Ç�Û�µ�©�×�_�
�‚�K�8  
Cisco IOS �¯�Ç�º�˜�™�”  �–�Ó�î�ª�†�¥�Æ�î�K�r�M��

�«�̧ �µ�É 2 Switch# copy source_device : source_filename  
slaveslot0: target_filename

�r�S�c>8

Switch# copy source_device : source_filename  
slavebootflash: target_filename  

�«�Þ�î�È  �¹�Â�–�«>& slavebootflash�
 slaveslot0 �^�]>'
�_�
�‚�K�8�–�Ó�î�ª�†�¥�Æ�î�K�r�M��
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'¨  8 'v       RPR �>�|�g  SSO �†�Q#Ý�K�S�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×0¿��
�¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»�b��/œ
���_�
�¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»�b��/œ�[�†&g�K�r�M��

Switch# config terminal
Switch(config)#  config-register 0x2
Switch(config)# boot system flash slot0:cat4000-i5s-mz.122-20.EWA
Switch(config)# redundancy
Switch(config-red)# main-cpu
Switch(config-r-mc)# auto-syn standard
Switch(config-r-mc)# end
Switch# copy running-config start-config
Switch# redundancy reload peer
Switch# redundancy force-switchover  
Switch#

���_�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�V�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�\
Õ6×�«�î�Ã�î�Â�–�¨  �š
�å�ª�å�\�b� �‡�ì�@�B�Œ�K�S�G�\�†&�1��M�•�[�†&g�K�r�M��

Switch# config terminal
Switch(config)# redundancy
Switch(config-red)# main-cpu
Switch(config-r-mc)# auto-sync standard
4d01h: %C4K_REDUNDANCY-5-CONFIGSYNC: The bootvar has been successfully synchronized to the 
standby supervisor
4d01h: %C4K_REDUNDANCY-5-CONFIGSYNC: The config-reg has been successfully synchronized to 
the standby supervisor
4d01h: %C4K_REDUNDANCY-5-CONFIGSYNC: The startup-config has been successfully synchronized 
to the standby supervisor

�«�̧ �µ�É 3 Switch# config terminal
Switch(config)#  config-register 0x2
Switch(config)# boot system flash 
device : file_name  

�‚�K�8�–�Ó�î�ª�†2s�·�M�•�|�:�_�
�«�î�Ã�î�Â�–�¨  �š�å
�ª�å�†0¿���K�r�M��

�©�«�¸�Ò�@�‚�8�–�Ó�î�ª�†+¬�·$×�_2s�·�M�•�|�:0¿���I
�€�Z�8�•���œ�
���b�¥�Ð�å�»  �«�º�Ü�å�¢�†$Î/œ�K�Z�æ�ƒ
�~�_�‚�K�8�–�Ó�î�ª�†2s�·�K�r�M��
no boot system flash device:old_file_name

�«�̧ �µ�É 4 Switch(config)#  redundancy 
Õ6×�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 5 Switch(config-red)#  main-cpu main-cpu �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�È�Ô�î�»�†6ä���K
�r�M��

�«�̧ �µ�É 6 Switch(config-r-mc)#  auto-syn standard 0¿��0[(ò�†� �‡�ì�K�r�M��

�«�̧ �µ�É 7 Switch(config-r-mc)#  end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 8 Switch# copy running-config start-config 0¿���†�–�Ñ�K�r�M��

�«�̧ �µ�É 9 Switch# redundancy reload peer 
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�†�Ü�ß�î�»�K�
�œ�å�Û�–�å
�_�`�K�r�M>&�‚�K�8�Ü�Ü�î�«�b  Cisco IOS �¯�Ç�º�˜�™�”
�†�Q#Ý�K�r�M>'��

>&�@>' �«�¸�µ�É  10 �_4
�t�S�_�
�«�–�µ�³�@  RPR �Ô�î
�»�[�·�8�K�Z�8�•�G�\�†&�1��K�r�M��

�«�̧ �µ�É 10 Switch# redundancy force-switchover 
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�l�b�«�–�µ�³�œ�î�Â�î�†�m
�·�[��/œ�K�r�M��
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@�
�‚�K
�8  Cisco IOS �¯�Ç�º�˜�™�”  �–�Ó�î�ª�†�Q#Ý�M�•�”�¡�¸�•
�È �«�î�Ã�î�Â�–�¨  �š�å�ª�å�_�^�~�r�M��

�Q�€�r�[�”�¡�¸�•�È�T�W�S�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@�‚
�K�8�–�Ó�î�ª�[
Ì2s�·�I�€�

Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª
�å�_�^�~�r�M��

�¥�Ð�å�» % $×
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'¨  8 'v       RPR �>�|�g  SSO �†�Q#Ý�K�S�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×0¿��

Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�[�b  Bootflash �ï�8
4d01h: %C4K_REDUNDANCY-5-CONFIGSYNC: The private-config has been successfully synchronized 
to the standby supervisor

�V0°�b�[�[�c�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�?�}�b�È�î�º�š�X�
 config-register�
�«�±�î�º�”�µ
�É �¥�å�Ç�•� �×�Þ�î�©�Ù�å�@
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�_� �‡�ì�K�S�G�\�†&g�K�r�M��


Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�[�b  Bootflash �ï�8

>&�@>' 
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�V�b�¥�å�¯�î�Ý  �Ï�î�º�c�Q#Ý�[�A�r�O�‡��


Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å  bootflash �†�ï�8�M�•�_�c�
���b�:�U  1 �X�r�S�c0
�X�b�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

Switch# dir slaveslot0: target_filename

or:
Switch# dir slavebootflash: target_filename  


Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b  slot0: �¹�Â�–�«�b
Æ���†/²
&g�K�r�M��


Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b  bootflash: �¹�Â�–�«�b
Æ��
�†/²&g�K�r�M��

Switch# delete slaveslot0: target_filename

or:
Switch# delete slave bootflash: target_filename  


Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b  slot0: �¹�Â�–�«�?�}�
"I��
�b�Ç�“�–�Ý�†�P7V�K�r�M��


Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b  bootflash: �¹�Â�–�«�?�}�

"I���b�Ç�“�–�Ý�†�P7V�K�r�M��

Switch# squeeze slaveslot0: target_filename

or:
Switch# squeeze slavebootflash: target_filename  


Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b  slot0: �¹�Â�–�«�†�«�¡�–�î
�¬�K�r�M��


Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b  bootflash: �¹�Â�–�«�†�«�¡
�–�î�¬�K�r�M��

Switch# format slaveslot0: target_filename

or:
Switch# format slavebootflash: target_filename  


Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b  slot0: �¹�Â�–�«�†�Ç�›�î
�Ð�µ�º�K�r�M��


Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b  bootflash: �¹�Â�–�«�†
�Ç�›�î�Ð�µ�º�K�r�M��

Switch# copy source_device : source_filename  
slaveslot0: target_filename

or:
Switch# copy source_device : source_filename  
slavebootflash: target_filename  

�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�?�}
Õ6×�«�î�Ã�î�Â�–
�¨  �š�å�ª�å�b  slot0: �¹�Â�–�«�l�Ç�“�–�Ý�†�¥�Æ�î�K�r�M��


Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b  bootflash: �¹�Â�–�«�_�Ç�“
�–�Ý�†�¥�Æ�î�K�r�M��

>&�@>' 3æ�™
–�c�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�
�r�S
�c  Trivial File Transfer Protocol>&TFTP; (F�Æ�Ç�“�–
�Ý3?3æ�É�ß�º�¥�Ý>'�§�î�Â�[�M��
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C H A P T E R 9

Cisco NSF/SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b

Õ6×�S�B�b0¿��

�G�b'v�[�c�
�«�¸�î�º�Ç�Ý  �«�–�µ�³�œ�î�Â�î>& SSO>'�†
��<�S  Cisco Nonstop Forwarding>&NSF; �À�å
�«�º�µ�É  �Ç�›�á�î�¹�•�å�¢>'�†�Q#Ý�K�Z�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�†0¿���M�•�‰�2�_�X�8�Z
1��Â�K�r�M��

>&�@>' �À�å�«�º�µ�É  �Ç�›�á�î�¹�•�å�¢�c  Supervisor Engine 6-E �[�c�§�Ï�î�º �I�€�Z�8�r�O�‡ ��

�G�b'v�b
Æ���c�
���b�\�>�~�[�M��

• �� NSF with SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�� >&P.9-1>'

• �� NSF/SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿���� >&P.9-10>'

>&�@>' �G�b'v�b�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 Series Switch 
Cisco IOS Command Reference���>�|�g���b  URL �b6õ4��Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6350/index.html

NSF with SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B
�G�G�[�c�
 NSF with SSO �†�Q#Ý�K�S�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�†1��Â�K�r�M��

• �� Cisco IOS NSF 1�1‘�>�|�g  NSF �P�Â�§�Ï�î�º�b�+0[�� >&P.9-1>'

• �� NSF with SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b�+0[�� >&P.9-4>'

• �� SSO �b�·�8�� >&P.9-4>'

• �� NSF �b�·�8�� >&P.9-5>'

• ���©�«�¥  �š�¡�«�É�Þ�«  �Ç�›�á�î�¹�•�å�¢�� >&P.9-5>'

• ���Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�� >&P.9-6>'

• �� NSF �b�@�–�¦8o�\�D(Ù�¦8o�� >&P.9-9>'

Cisco IOS NSF 1�1‘�>�|�g  NSF �P�Â�§�Ï�î�º�b�+0[

Cisco IOS NSF �_�c  2 �X�b�z�^�¥�å�Ï�î�¿�å�º�@�6�~�r�M��
9-1
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'¨  9 'v       Cisco NSF/SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��
NSF with SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B
NSF 1�1‘>8�«�î�Ã�î�Â�–�¨  �š�å�ª�å  �«�–�µ�³�œ�î�Â�î�@$Î#Õ�K�Z�8�Z�v  NSF �Ý�î�±�@�r�T�Ã�£�µ
�º�†3?3æ�•+��^�G�\�†7„�K�Ý�î�±  �¹�Â�–�«�@�è���M�•�µ+��†  NSF 1�1‘�\�8�8�r�M���Þ�–�Ö  3 �Ý�î
�¸�•�å�¢  �É�ß�º�¥�Ý>& OSPF�
 BGP�
 EIGRP�
 IS-IS>'�_�P�M�•  Cisco IOS �Ñ�G�µ+��c�
 CEF �Ý�î
�¸�•�å�¢  �¸�î�È�Ý�@�ì6ë�)�€�_�^�}�^�8�|�:�_�
�r�S�c  NSF �Ý�î�±�@�Ý�î�º�†�»�ß�µ�É�K�^�8�|
�:�_�
�Ý�î�º  �Ç�Û�µ�Æ�å�¢�†75�D�|�:0¿0£�I�€�Z�8�r�M�� NSF 1�1‘�Ý�î�±�c�
�Ý�î�¸�•�å�¢  �É�ß
�º�¥�Ý�_���†�¿�–�Â�î  NSF �Ý�î�±�_3æ�™�K�r�M��

NSF �µ+�>8 NSF �c  SSO �\4��·�K�Z  IP �Ã�£�µ�º�†3?3æ�K)F�E�•�G�\�_�|�~�
�«�î�Ã�î�Â�–�¨  �š�å
�ª�å  �«�–�µ�³�œ�î�Â�î�b�6�\�b�Þ�–�Ö  3 �¿�µ�º�á�î�¡�†�<#Ý�[�A�^�8�ì6ë�†�q�`7H�_�K�r�M���Þ
�–�Ö  3 �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý>& BGP�
 EIGRP�
 OSPFv2�
 IS-IS>'�b
Ì�¥�å�Â�î�ª�™�å�«�c�

�Ø�î�¨�_�P�K�Z�º�Û�å�«�Ì�”�Þ�å�º�[�6�~�
�Â�µ�¡�¢�Û�˜�å�»�[+¬�·$×�_$Î#Õ�K�r�M���Ý�î�¸�•�å
�¢  �É�ß�º�¥�Ý�c�¿�–�Â�î  �¹�Â�–�«�?�}�_���†�G�Ÿ�K�
 Cisco Express Forwarding>&CEF; �©�«�¥  �š
�¡�«�É�Þ�«  �Ç�›�á�î�¹�•�å�¢>'�¸�î�È�Ý�†
Ì�S(��K�r�M��

>&�@>' NSF �c�
 VRF �>�|�g  IPv6 �†�§�Ï�î�º�K�Z�8�r�O�‡��

>&�@>' NSF �P�Â�¹�Â�–�«�_�c�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�
 Catalyst 6500 �©�Ü�î�¬  �«�–�µ�³�
 Cisco 
7500 �©�Ü�î�¬  �Ý�î�±�
 Cisco 10000 �©�Ü�î�¬  �Ý�î�±�
�>�|�g  Cisco 12000 �©�Ü�î�¬  �Ý�î�±�@�6�~�r
�M��

���_�
 NSF �>�|�g  NSF 1�1‘�Ý�î�±�b�M+á$×�^�º�Ï�ß�ª�†&g�K�r�M��

�W 9-1 NSF �>�|�g  NSF �P�Â�«�–�µ�³�b�º�Ï�ß�ª

Si

SiSi

2 2

Catalyst 6500 NSF

Catalyst 4500
NSF �»��

Catalyst 4500
NSF �»�� 14

79
86
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'¨  9 'v       Cisco NSF/SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��
NSF with SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B
/² 9-1 �_�
 NSF 1�1‘�†�§�Ï�î�º�M�•�«�î�Ã�î�Â�–�¨  �š�å�ª�å�>�|�g  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³
�†&g�K�r�M��

Cisco IOS Release 12.2(20)EWA �è7F�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�c�
 EIGRP�
 IS-IS�
 OSPF�

�>�|�g  BGP �É�ß�º�¥�Ý�_�P�M�•  NSF 1�1‘�@�§�Ï�î�º�I�€�Z�8�r�M�� Cisco IOS Release 12.2(31)SG �è
7F�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�c  IP Base �–�Ó�î�ª�b  EIGRP �«�±�È�b  NSF 1�1‘�@�M�m�Z�b
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�_�P�K�Z�§�Ï�î�º�I�€�Z�8�r�M�� NSF 1�1‘�c�
 EIGRP �«�±�È�
 EIGRP�

IS-IS�
�>�|�g  OSPF �É�ß�º�¥�Ý�_�P�K�Z�c�¹�Ç�›�Ý�º�[�œ�å�_�^�~�r�M�� BGP �b���œ�
�m�·�[�œ�å�_
�M�•�²0[�@�6�~�r�M��

�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@  BGP>&graceful-restart �¥�Ð�å�»�†�Q#Ý>' �
 EIGRP�
 OSPF�
�r�S�c  IS-IS 
�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý#Ý�_0¿���I�€�S���œ�
�Ý�î�¸�•�å�¢  �”�µ�É�¹�î�º�c�
3Æ�K  NSF �P�Â�«�–�µ�³

>&�M+á$×�_ Catalyst 6500 �©�Ü�î�¬  �«�–�µ�³>'�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�«�–�µ�³�œ�î�Â�î�p�_+¬�·
$×�_3æ�™�I�€�r�M��

Cisco IOS Release 12.2(31)SG �?�}�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�c  NSF �µ+��@�§�Ï�î�º�I�€�Z
�8�r�M�� /² 9-2 �_�
 NSF �P�Â�[�6�•�«�î�Ã�î�Â�–�¨  �š�å�ª�å�>�|�g  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³
�†&g�K�r�M��

/² 9-1 NSF 1�1‘�«�î�Ã�î�Â�–�¨  �š�å�ª�å

NSF 1�1‘�«�î�Ã�î�Â�–�¨  �š�å�ª�å �§�Ï�î�º�P1ß�«�–�µ�³

Supervisor Engine II-Plus>&WS-X4013>' Catalyst 4507R �©�Ü�î�¬  �«�–�µ�³�
 Catalyst 
4506 �©�Ü�î�¬  �«�–�µ�³�
 Catalyst 4503 �©�Ü�î�¬  
�«�–�µ�³

Supervisor Engine II-Plus+TS>&WS-X4013+TS>' Catalyst 4507R �©�Ü�î�¬  �«�–�µ�³�
 Catalyst 
4506 �©�Ü�î�¬  �«�–�µ�³�
 Catalyst 4503 �©�Ü�î�¬  
�«�–�µ�³

Supervisor Engine II-Plus+10GE
>&WS-X4013+10GE>'

Catalyst 4507R �©�Ü�î�¬  �«�–�µ�³�
 Catalyst 
4506 �©�Ü�î�¬  �«�–�µ�³�
 Catalyst 4503 �©�Ü�î�¬  
�«�–�µ�³

Supervisor Engine IV>&WS-X4515>' Catalyst 4507R �©�Ü�î�¬  �«�–�µ�³�
 Catalyst 
4506 �©�Ü�î�¬  �«�–�µ�³�
 Catalyst 4503 �©�Ü�î�¬  
�«�–�µ�³

Supervisor Engine V>&WS-X4516>' Catalyst 4507R �©�Ü�î�¬  �«�–�µ�³�>�|�g  Catalyst 
4510R �©�Ü�î�¬  �«�–�µ�³

Supervisor Engine V-10GE>&WS-X4516-10GE>' Catalyst 4506 �©�Ü�î�¬  �«�–�µ�³�
 Catalyst 
4507R �©�Ü�î�¬  �«�–�µ�³�
 Catalyst 4510R �©
�Ü�î�¬  �«�–�µ�³

�[���«�–�µ�³>& WS-C4948 �>�|�g  
WS-C4948-10GE>'

Catalyst 4948 �«�–�µ�³�>�|�g  Catalyst 
4948-10GE �«�–�µ�³

/² 9-2 NSF �P�Â�«�î�Ã�î�Â�–�¨  �š�å�ª�å

NSF �P�Â�«�î�Ã�î�Â�–�¨  �š�å�ª�å �§�Ï�î�º�P1ß�«�–�µ�³

Supervisor Engine IV>&WS-X4515>' Catalyst 4507R �©�Ü�î�¬  �«�–�µ�³

Supervisor Engine V>&WS-X4516>' Catalyst 4507R �©�Ü�î�¬  �«�–�µ�³�>�|�g  Catalyst 
4510R �©�Ü�î�¬  �«�–�µ�³

Supervisor Engine V-10GE>&WS-X4516-10GE>' Catalyst 4507R �©�Ü�î�¬  �«�–�µ�³�>�|�g  Catalyst 
4510R �©�Ü�î�¬  �«�–�µ�³
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'¨  9 'v       Cisco NSF/SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��
NSF with SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B
NSF with SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b�+0[

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
�É�Û�–�Ð�Ü  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�@�>7€�K�S���œ�_
Õ6×�«�î
�Ã�î�Â�–�¨  �š�å�ª�å�@��#.�†�,�A)E�D�|�:�_�M�•�G�\�_�|�W�Z�
*•7€���ö�†�I�ì�[�A�r�M�� NSF �c�

SSO �\4��·�K�Z�
�«�–�µ�³�œ�î�Â�î�‹�_�Ø�î�¨�@�¿�µ�º�á�î�¡�†�Q#Ý�[�A�^�8�ì6ë�†�q�`7H�_�š�<�r
�M��

NSF �_�c���b�<!l�@�6�~�r�M��

• �¥�V�K�S�¿�µ�º�á�î�¡  �”�Ë�–�Û�Å�Ü�¸�•��

�«�–�µ�³�œ�î�Â�î�‹�_�Ø�î�¨  �­�µ�©�Ù�å�_���†)T�â�M�•�|�:�
 NSF �c�¿�µ�º�á�î�¡  �º�Û�Ç�•�µ�¡
�>�|�g�”�É�Ü�£�î�©�Ù�å  �«�¸�î�º�_���b3?3æ�†)F�E�r�M��

• �¿�µ�º�á�î�¡
²�/�b�ó���ö��

�¿�µ�º�á�î�¡�b�ó���ö�c�
�¿�µ�º�á�î�¡
Æ�b�Ý�î�±�[7€���@$Î#Õ�K�Z�Ý�î�¸�•�å�¢  �¸�î�È�Ý�@�˜
�»�K�S�\�A�_#Õ�B�I�€�•�Ý�î�º  �Ç�Û�µ�É�X�†�ö�}�M�G�\�[�5�•�[�A�r�M��

• 7„�K�Ý�î�±�c�Ü�å�¡  �Ç�Û�µ�É�†�è���K�^�8��

�«�–�µ�³�œ�î�Â�î�p�v�–�å�±�î�Ç�™�–�«�c�”�µ�É�b�r�r�^�b�[�
7„�K�Ý�î�±�c�Ü�å�¡  �Ç�Û�µ�É�†
�è���K�r�O�‡>&�Ü�å�¡�@�²�˜�å�‹�_�”�µ�É�_�`�•�\�8�:�G�\�@�6�~�r�O�‡>' ��

• �Ý�î�¸�•�å�¢  �Ç�Û�µ�É�b�G4J��

SSO �@�«�–�µ�³�œ�î�Â�î�ì�_�¿�µ�º�á�î�¡  �º�Û�Ç�•�µ�¡�†3?3æ�K)F�E�•�b�[�
�Ý�î�¸�•�å�¢  �Ç
�Û�µ�É�@�G4J�I�€�r�M��

• �«�–�µ�³�œ�î�Â�î�b�S�_&�'g�K�S�Ø�î�¨  �­�µ�©�Ù�å�b)T�â

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
 Route Processor Redundancy>&RPR>'�v�§�Ï�î�º�K�r�M��
Õ6×
�Ô�î�»�b0ò(ý�_�X�8�Z�c�
 '¨ 8 'v�� RPR �>�|�g  SSO �†�Q#Ý�K�S�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×0¿����
�†�g!·�K�Z�C�T�I�8��

SSO �b�·�8

SSO �c�
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b  1 �X�@�«�±�å�Â�–�\�K�Z�æ���I�€�Z�8�•���œ�_�
�g�~�b�«�î�Ã�î
�Â�–�¨  �š�å�ª�å�†�”�¡�¸�•�È�\�K�Z&�'g�K�r�M���Q�€�?�}  2 �X�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b6ë�b�_��
�†� �‡�ì�K�r�M���”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�_7€���@$Î#Õ�M�•�\�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–
�¨  �š�å�ª�å�?�}
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�l�b�«�–�µ�³�œ�î�Â�î�@$Î#Õ�K�r�M���r�S�c�”�¡�¸�•�È  
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@�«�–�µ�³�?�}�P7V�
�6�•�8�c�Ó�å�¸�¼�å�«�b�S�u�m�·�[�©�Õ�µ�º�²�˜�å�I
�€�r�M��

SSO �†��/œ�K�Z�8�•�¿�µ�º�á�î�Ÿ�å�¢  �¹�Â�–�«�[�c�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�@�>7€�K�S
�6�\�_
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@�8�X�[�v�D�š�†/œ�<�•�|�:�_�
�g�‰�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å
�@� �L  Cisco IOS �¯�Ç�º�˜�™�”  �Â�î�ª�Ù�å�\  ROMmon �Â�î�ª�Ù�å�[�·�8�K�Z�8�•�²0[�@�6�~�r�M�� �r
�S�
 SSO �«�–�µ�³�œ�î�Â�î�c  FIB �\7„�K�š�å�º�Ü�†�–1¤�K�
�«�–�µ�³�œ�î�Â�î�b�6�\�_�Þ�–�Ö  3 �º�Û
�Ç�•�µ�¡�†3?3æ�[�A�r�M��0¿���_���>�|�g�¹�î�±�S4��c�
2s�·�ì�>�|�g�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š
�å�ª�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�š�f�I�€�S�\�A�_�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�?�}
Õ6×
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�_� �‡�ì�I�€�r�M�� 2 �X�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b6ë�[�6�‡� �‡�ì�@/œ�ƒ
�€�S�6�\�
 SSO �c�g*…�b6ë�b�«�¸�î�º�_��>&3?3æ�_���†�µ�t>'�†)T�â�K�r�M��

�«�–�µ�³�œ�î�Â�î�p�
�©�«�¸�Ò�D�š�>�|�g�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�b��/œ�c�”�¡�¸�•�È  �«�î�Ã�î�Â�–
�¨  �š�å�ª�å�?�}
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�_3?3æ�I�€�r�M��
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'¨  9 'v       Cisco NSF/SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��
NSF with SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B
>&�@>' [no] service slave-log �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
�M�m�Z�b�š�Û�î  �Ó�µ�­�î�ª�†�«
�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�?�}�”�¡�¸�•�È  �š�å�ª�å�_3?3æ�[�A�•�G�\�_�@�–�K�Z�C�T�I�8���¹
�Ç�›�Ý�º�[�c�
�G�b�µ+��c�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 Series 
Switch Cisco IOS System Error Message Guide, Release 12.2(37)SG���†�g!·�K�Z�C�T�I�8��

NSF �b�·�8

NSF �c�
�–�_  SSO �\�\�v�_��/œ�I�€�
�Þ�–�Ö  3 �º�Û�Ç�•�µ�¡�b
Õ6×�µ+��†�f�j�K�r�M�� NSF �c�
�Ý�î
�¸�•�å�¢�_�X�8�Z�c  BGP�
 OSPF�
 IS-IS�
 EIGRP �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�[�
3?3æ�_�X�8�Z�c  Cisco 
Express Forwarding>&CEF; �©�«�¥  �š�¡�«�É�Þ�«  �Ç�›�á�î�¹�•�å�¢>'�[�§�Ï�î�º�I�€�Z�8�r�M���Ý�î
�¸�•�å�¢  �É�ß�º�¥�Ý�[�c  NSF �µ+��>�|�g1�1‘�µ+��@�Ñ�G�I�€�r�K�S���G�€�c�
�É�ß�º�¥�Ý�†'�
>�M�•
�Ý�î�±�@�«�–�µ�³�œ�î�Â�î�†�è���[�A�
�¿�µ�º�á�î�¡  �º�Û�Ç�•�µ�¡�†3?3æ�K)F�E�
�Æ�”  �¹�Â�–�«�?�}
�b�Ý�î�º�_���†�G�Ÿ�M�•�b�_�²0[�^�”�¡�©�Ù�å�†��/œ�[�A�•�G�\�†�–�á�K�r�M�� IS-IS �É�ß�º�¥�Ý�c�

�Æ�”  �¹�Â�–�«�?�}�w�™�K�S�_���b�æ�ƒ�~�_�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�\
Õ6×�«�î�Ã�î�Â�–
�¨  �š�å�ª�å6ë�[� �‡�I�€�Z�8�•�«�¸�î�º�_���†�Q#Ý�K�Z�
�«�–�µ�³�œ�î�Â�î�è7F�b�Ý�î�º�_���†�G�Ÿ
�M�•�|�:�_0¿���[�A�r�M��

�¿�µ�º�á�î�Ÿ�å�¢  �¹�Â�–�«�@  NSF �«�n�¯�Ç�º�˜�™�”�†��/œ�K�Z�8�•���œ�
�G�b�¹�Â�–�«�c  NSF 1�1‘
�[�M�� NSF �†�§�Ï�î�º�M�•�|�:�_�¹�Â�–�«�†0¿���K�S���œ�_�¹�Â�–�«�c  NSF �P�Â�_�^�~�r�M�� NSF 1�
1‘�¿�–�Â�î�r�S�c  NSF �P�Â�¿�–�Â�î�?�}�Ý�î�¸�•�å�¢�_���†
Ì�S(��K�r�M��

�›�É�ß�º�¥�Ý�c�
�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�@  Routing Information Base>&RIB>'�¸�î�È�Ý�†
Ì�S(��M�•
6ë�_�
�«�–�µ�³�œ�î�Â�î�p�_�Ã�£�µ�º�†3?3æ�K)F�E�•  CEF �_�k�Ñ�K�r�M���Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�@
�p�°�K�S�6�\�
 CEF �c  FIB �¸�î�È�Ý�†�f�‚�K�
�»� �K�S�Ý�î�º  �š�å�º�Ü�†�P7V�K�r�M���Q�€�?�}  CEF 
�c�Û�–�å�•�î�»�_�‚�K�8  FIB �_���†�f�‚�K�r�M��

�©�«�¥  �š�¡�«�É�Þ�«  �Ç�›�á�î�¹�•�å�¢

NSF �b5�0[�^0[(ò�c�Ã�£�µ�º3?3æ�[�M���©�«�¥0��b�¿�µ�º�á�î�Ÿ�å�¢  �¹�Â�–�«�[�c�
�Ã�£�µ�º3?3æ�c
�©�«�¥  �š�¡�«�É�Þ�«  �Ç�›�á�î�¹�•�å�¢>& CEF>'�_�|�W�Z��/œ�I�€�r�M�� CEF �c  FIB �†)T�â�K�
�«�–�µ
�³�œ�î�Â�î�ì�_�q�‚�T�W�S  FIB �_���†�Q#Ý�K�Z�
�«�–�µ�³�œ�î�Â�î�p�b�Ã�£�µ�º�b3?3æ�†)F/œ�K�r�M��
�G�b�µ+��_�|�~�
�«�–�µ�³�œ�î�Â�î�p�b�º�Û�Ç�•�µ�¡�b�p�•�†%·�C�K�r�M��

3û�–�b  NSF �·�8�p�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b  CEF �c#'�~�b  FIB �>�|�g7„�K�¹�î�±�Ë�î
�«�†�

Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b  FIB �>�|�g7„�K�¹�î�±�Ë�î�«�\� �‡�ì�K�r�M���”�¡�¸�•�È  �«�î
�Ã�î�Â�–�¨  �š�å�ª�å�b�«�–�µ�³�œ�î�Â�î�@$Î#Õ�M�•�\�

Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�c�r�N�
�”�¡
�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�_�Ñ�~�M�•�Ñ�Û�î�Ü�å�¢  �–�Ó�î�ª�[�6�•  FIB �>�|�g7„�K�¹�î�±�Ë�î�«
�†�â�U�r�M��3?3æ�š�å�ª�å�@�Ñ�~�M�•�É�Û�µ�º�Ç�›�î�Ò�[�c�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b  
CEF �_�|�W�Z3æ�™�I�€�•�š�f�†�Q#Ý�K�Z�
 CEF �@
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b3?3æ�š�å�ª�å�†�q�‚
�b"g�Â�_�–�U�r�M��3?3æ�š�å�ª�å�c�
�–�å�±�î�Ç�™�–�«�>�|�g�¹�î�±  �Ã�«�@�Q#Ý�•+��_�^�~�K�T�8�

�«�–�µ�³�œ�î�Â�î�‹�v3?3æ�†)E)F�[�A�r�M��

�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�@�É�Þ�Ç�•�µ�¡�«�"�)�[  RIB �†
Ì�g1��s3¸�s���u�•�S�u�
 CEF �_�P�K�Z�É�Þ
�Ç�•�µ�¡�«�"�)�b�”�µ�É�¹�î�º�@/œ�ƒ�€�r�M�� CEF �c�G�€�†�Q#Ý�K�Z  FIB �\7„�K�¹�î�±�Ë�î�«�†�f�‚
�K�r�M���¤�Ñ�š�å�º�Ü�\�‚0d�š�å�º�Ü�c�‚�K�8�Â�î�ª�Ù�å>& ���š�Ï�µ�¡�� >'$��•�†�w�™�K�r�M���G�€�c�

�Q�€�}�@�q�‚�[�6�•�G�\�†&g�K�r�M��3?3æ�š�å�ª�å�[�c�
�¥�å�Â�î�ª�™�å�«�p�_3?3æ�_���@�f�‚�I�€�r
�M�� RIB �@�p�°�I�€�•�\�
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�c�™�•�†���K�r�M���¯�Ç�º�˜�™�”�c�
#'�~�b�«
�–�µ�³�œ�î�Â�î  �š�Ï�µ�¡�|�~�v�S�b�š�Ï�µ�¡�†�â�W�S  FIB �>�|�g7„�K�š�å�º�Ü�†�M�m�Z�P7V�K�r�M��
�G�€�[  FIB �c�q�‚�b�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý3?3æ�_���†/²&g�M�•�|�:�_�^�~�r�M��
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'¨  9 'v       Cisco NSF/SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��
NSF with SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B
�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý

>&�@>' Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�c�
�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�†�Q#Ý�M�•�b�_�
 Enterprise 
Services Cisco IOS �¯�Ç�º�˜�™�”  �–�Ó�î�ª�@�²0[�[�M��

�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�c�
�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�V�[�b�s�·�8�K�
7„�K�Ý�î�±�?�}
�Ý�î�¸�•�å�¢  �”�µ�É�¹�î�º�†�w�™�K�r�M���Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�c�
�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š
�å�ª�å�[�c��/œ�I�€�r�O�‡���«�–�µ�³�œ�î�Â�î�b�6�\�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�c�
 NSF 1�1‘�¿�–�Â�î  
�¹�Â�–�«�@�Ý�î�¸�•�å�¢  �¸�î�È�Ý�†
Ì�S(��M�•�«�¸�î�º�_���†3æ�™�M�•�|�:0[�Ó�K�r�M���æ�ƒ�~�_�

IS-IS �É�ß�º�¥�Ý�c�
�¿�–�Â�î  �¹�Â�–�«�@  NSF 1�1‘�[�c�^�8#”�C�b  NSF �P�Â�¹�Â�–�«�V�[�Ý�î�¸�•�å
�¢  �¸�î�È�Ý�†
Ì�S(��M�•�S�u�
�«�¸�î�º�_���†�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�?�}
Õ6×�«�î�Ã�î
�Â�–�¨  �š�å�ª�å�_� �‡�ì�M�•�|�:0¿���[�A�r�M�� NSF �c  BGP�
 OSPF�
 IS-IS�
�>�|�g  EIGRP �É�ß�º
�¥�Ý�†�§�Ï�î�º�K�Z�8�r�M��

>&�@>' NSF �·�8�b���œ�
�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�c�
�Ý�î�¸�•�å�¢�_���†
Ì�S(��K�Z�8�•6ë�_�Ã�£�µ�º�†3?
3æ�K)F�E�•  CEF �_�|�W�Z$��^�~�r�M��

BGP �b�·�8

NSF �P�Â�Ý�î�±�c  BGP �Æ�”�[  BGP �­�µ�©�Ù�å�†6ä���K�
 OPEN �Ó�µ�­�î�ª�†�Æ�”�l3æ�™�K�r�M��
�Ó�µ�­�î�ª�_�c�
 NSF �P�Â�¹�Â�–�«�_���¢�Þ�î�«�Ç�Ý���Ü�«�±�î�º�µ+��@�6�•�G�\�†&g�M�«�¸�î�º�Ó
�å�º�@�µ�r�€�Z�8�r�M���¢�Þ�î�«�Ç�Ý  �Ü�«�±�î�º�c�
 BGP �Ý�î�¸�•�å�¢  �Æ�”�@�«�–�µ�³�œ�î�Â�î�b�6
�\�_�Ý�î�¸�•�å�¢  �Ç�Û�µ�É�@$Î#Õ�M�•�b�†75�D�Ó�•�½�¬�Ò�[�M�� BGP �Æ�”�@�G�b�µ+��†�w�™�K�S��
�œ�
�Ó�µ�­�î�ª�†3æ�™�M�•�¹�Â�–�«�@  NSF �P�Â�[�6�•�G�\�†1�1‘�K�Z�8�r�M�� NSF �P�Â�Ý�î�±  �Æ�”�>
�|�g  BGP �Æ�”�c�g�‰�\�v�­�µ�©�Ù�å�b&�'g�ì�_�
 OPEN �Ó�µ�­�î�ª
Æ�[�¢�Þ�î�«�Ç�Ý  �Ü�«�±�î�º�µ+�
�†�º�n�M�•�²0[�@�6�~�r�M���g�‰�b�Æ�”�@�¢�Þ�î�«�Ç�Ý  �Ü�«�±�î�º�µ+��†&g�M�«�¸�î�º�Ó�å�º�†�º�n
�K�^�8���œ�
�G�b�­�µ�©�Ù�å�[�¢�Þ�î�«�Ç�Ý  �Ü�«�±�î�º�c/œ�ƒ�€�r�O�‡��

BGP �­�µ�©�Ù�å�@�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�«�–�µ�³�œ�î�Â�î�p�_�p�•�I�€�S���œ�
 NSF 1�1‘  BGP 
�Æ�”�@ NSF �P�Â�Ý�î�±�_6õ4��M�•�Ý�î�º�M�m�Z�†�»� �\�K�Z�Ð�î�Ÿ�å�¢�K�r�M�@�
�M���‡6ë�b3?3æ
›
�†�ô���M�•�S�u�_�G�€�}�b�Ý�î�º�†�Q#Ý�K)F�E�r�M���G�b�µ+��c�
�‚�K�8�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  
�š�å�ª�å�@  BGP �Æ�”�[�Ý�î�¸�•�å�¢�_���b�¥�å�Â�î�ª�™�å�«�†�…�W�Z�8�•6ë�_�
�Ã�£�µ�º�@�»�ƒ�€�^
�8�|�:�_�K�r�M��

�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�«�–�µ�³�œ�î�Â�î�@$Î#Õ�K�S�6�\�
 NSF �P�Â�Ý�î�±�@  BGP �Æ�”�[�­�µ�©�Ù
�å�†
Ì&�'g�K�r�M���‚�K�8�­�µ�©�Ù�å�b&�'g�ì�_�
 NSF �P�Â�Ý�î�±�@
Ì2s�·�K�S�G�\�†1‘�9�M�•�‚�K
�8�¢�Þ�î�«�Ç�Ý  �Ü�«�±�î�º  �Ó�µ�­�î�ª�†3æ�™�K�r�M��

�G�b�ì!l�[�
�Ý�î�¸�•�å�¢�_���c  2 �X�b  BGP �Æ�”�b6ë�[�º�n�I�€�r�M���º�n�@�ö�¢�M�•�\�
 NSF �P�Â
�¹�Â�–�«�c�Ý�î�¸�•�å�¢�_���†�Q#Ý�K�Z�‚�K�83?3æ�_���†�â�W�S  RIB �>�|�g  FIB �[�f�‚�I�€�r�M��
NSF 1�1‘�¹�Â�–�«�c�¿�µ�º�á�î�¡�_���†�Q#Ý�K�Z�
�»� �Ý�î�º�†  BGP �¸�î�È�Ý�?�}�P7V�K�r�M���Q�b
�‹  BGP �É�ß�º�¥�Ý�@�ö
²�_�p�°�I�€�r�M��

BGP �Æ�”�@�¢�Þ�î�«�Ç�Ý  �Ü�«�±�î�º�µ+��†�§�Ï�î�º�K�Z�8�^�8���œ�
 OPEN �Ó�µ�­�î�ª
Æ�b�¢�Þ�î�«
�Ç�Ý �Ü�«�±�î�º�µ+��c!“0i�I�€�r�M�@�
 NSF �P�Â�¹�Â�–�«�\�b  BGP �­�µ�©�Ù�å�c&�'g�K�r�M���G�b�µ
+��_�|�~�
 NSF 8�1�1‘>&�X�r�~  NSF �µ+��b�^�8>' BGP �Æ�”�\�b%&�«4 #Ý�@�•+��_�^�~�r�M�@�
 NSF 
8�1�1‘  BGP �Æ�”�\�b  BGP �­�µ�©�Ù�å�[�c�¢�Þ�î�«�Ç�Ý  �Ü�«�±�î�º�c�Q#Ý�[�A�r�O�‡��

>&�@>' NSF �b  BGP �§�Ï�î�º�[�c�
�¿�–�Â�î  �¿�µ�º�á�î�Ÿ�å�¢  �¹�Â�–�«�@  NSF 1�1‘�[�6�•�²0[�@�6�~�r�M��
�X�r�~�
�¹�Â�–�«�_�c�¢�Þ�î�«�Ç�Ý  �Ü�«�±�î�º�µ+��@�6�~�
�­�µ�©�Ù�å&�'g�p�_  OPEN �Ó�µ�­�î�ª
Æ
�[�G�b�µ+��†�”�»�Â�±�–�¬�M�•�²0[�@�6�~�r�M�� NSF �P�Â�Ý�î�±�@"I���b  BGP �¿�–�Â�î�_�¢�Þ�î�«�Ç
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'¨  9 'v       Cisco NSF/SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��
NSF with SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B
�Ý �Ü�«�±�î�º�µ+��@�^�8�G�\�†�è���M�•�\�
 NSF �P�Â�­�µ�©�Ù�å�†�Q�b�¿�–�Â�î�\&�'g�K�r�O�‡���¢
�Þ�î�«�Ç�Ý  �Ü�«�±�î�º�µ+��b�6�•�Ú�b�M�m�Z�b�¿�–�Â�î�c�
�G�b  NSF �P�Â�¿�µ�º�á�î�Ÿ�å�¢  �¹�Â�–�«
�\  NSF �P�Â�­�µ�©�Ù�å�†)E)F�K�r�M��

OSPF �b�·�8

OSPF NSF �P�Â�Ý�î�±�@�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�«�–�µ�³�œ�î�Â�î�†��/œ�M�•���œ�
�Ý�î�±�c  
OSPF �¿�–�Â�î�\�Ü�å�¡  �«�¸�î�º  �¹�î�±�Ë�î�«�†
Ì� �‡�ì�M�•�S�u�
���b�8���†/œ�:�²0[�@�6�~�r�M��

• �¿�–�Â�î6õ�€�†�Ü�­�µ�º�K�^�8�[�
�¿�µ�º�á�î�¡�V�[�<#Ý�[�A�•  OSPF �¿�–�Â�î�†
Ì�Û*f�K�r�M��

• �¿�µ�º�á�î�¡�b�Ü�å�¡  �«�¸�î�º  �¹�î�±�Ë�î�«
Æ���†
Ì�v�“�K�r�M��

�«�î�Ã�î�Â�–�¨  �š�å�ª�å  �«�–�µ�³�œ�î�Â�î�b�6�\�
 NSF �P�Â�Ý�î�±�c�[�A�•�T�E3¿3ÿ�_  OSPF NSF �™
�•�†�¿�–�Â�î  NSF 1�1‘�¹�Â�–�«�_3æ�™�K�r�M���¿�–�Â�î  �¿�µ�º�á�î�Ÿ�å�¢  �¹�Â�–�«�c�
�G�b�Ý�î�±�\
�b�¿�–�Â�î6õ�€�†�Ü�­�µ�º�K�Z�c�^�}�^�8�–�å�ª�£�î�±�\�K�Z�G�b�™�•�†1�1‘�K�r�M�� NSF �P�Â�Ý�î
�±�@�¿�µ�º�á�î�¡�V�b�Ú�b�Ý�î�±�?�}�™�•�†�w�™�M�•�\�
�¿�–�Â�î  �Ü�«�º�b
Ì�S(��†���u�r�M��

�¿�–�Â�î6õ�€�@
Ì�S(��I�€�•�\�
 NSF �P�Â�Ý�î�±�c�M�m�Z�b  NSF 1�1‘�¿�–�Â�î�\�¹�î�±�Ë�î�«�b
Ì� 
�‡�ì�†���u�r�M���G�b�ì!l�[�Ý�î�¸�•�å�¢�_���c  OSPF �¿�–�Â�î�b6ë�[�º�n�I�€�r�M���º�n�@�ö�¢�M
�•�\�
 NSF �P�Â�¹�Â�–�«�c�Ý�î�¸�•�å�¢�_���†�Q#Ý�K�Z�
�»� �Ý�î�º�†�P7V�K�
 RIB �†�f�‚�K�Z�
�‚
�K�83?3æ�_���[  FIB �†�f�‚�K�r�M���Q�b�‹�
 OSPF �É�ß�º�¥�Ý�c�ö
²�_�p�°�I�€�r�M��

>&�@>' OSPF NSF �[�c�
�M�m�Z�b�¿�–�Â�î  �¿�µ�º�á�î�Ÿ�å�¢  �¹�Â�–�«�@  NSF �†1�1‘�M�•�²0[�@�6�~�r�M��
NSF �P�Â�Ý�î�±�@"I���b�¿�µ�º�á�î�¡  �­�¢�Ó�å�º�[  NSF 8�1�1‘�¿�–�Â�î�†�è���M�•�\�
�Q�b�­�¢�Ó�å
�º�[  NSF �µ+��†�¹�•�­�î�È�Ý�_�K�r�M�� NSF �P�Â�r�S�c  NSF 1�1‘�Ý�î�±�[�ö
²�_�S�B�I�€�S�Ú�b
�¿�µ�º�á�î�¡  �­�¢�Ó�å�º�_�P�K�Z�c�
)E)F�K�Z  NSF �µ+��†�f�j�K�r�M��

IS-IS �b�·�8

IS-IS NSF �P�Â�Ý�î�±�@�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�«�–�µ�³�œ�î�Â�î�†��/œ�M�•���œ�
�Ý�î�±�c  IS-IS 
�¿�–�Â�î�\�Ü�å�¡  �«�¸�î�º  �¹�î�±�Ë�î�«�†
Ì� �‡�ì�M�•�S�u�
���b�8���†/œ�:�²0[�@�6�~�r�M��

• �¿�–�Â�î6õ�€�†�Ü�­�µ�º�K�^�8�[�
�¿�µ�º�á�î�¡�V�[�<#Ý�[�A�•  IS-IS �¿�–�Â�î�†
Ì�Û*f�K�r�M��

• �¿�µ�º�á�î�¡�b�Ü�å�¡  �«�¸�î�º  �¹�î�±�Ë�î�«
Æ���†
Ì�v�“�K�r�M��

NSF �†0¿���M�•���œ�
 IS-IS NSF �µ+��c���b�œ�É�©�Ù�å�†�f�j�K�r�M��

• Internet Engineering Task Force>&IETF; �–�å�±�î�¿�µ�º�•/¡"I�91*���$�(�
>' IS-IS

• Cisco IS-IS

�6�•�¿�µ�º�á�î�¡  �­�¢�Ó�å�º�b7„�K�Ý�î�±�@�Ý�î�±�b
Ì2s�·�_6õ�M�•  IETF �–�å�±�î�¿�µ�º  �»�Û�Ç�º
�†�§�Ï�î�º�M�•�¯�Ç�º�˜�™�”  �Â�î�ª�Ù�å�†��/œ�K�Z�8�•���œ�

Ì2s�·�M�•  IETF NSF �Ý�î�±�†�-�|�K
�r�M�� IETF �†�Q#Ý�M�•���œ�
7„�K�Ý�î�±�c�«�–�µ�³�œ�î�Â�î�‹�b�Ý�î�¸�•�å�¢�_���†
Ì�S(��M�•7„�K
�_���>�|�g�Ü�å�¡  �«�¸�î�º�_���†�f�j�K�r�M�� IETF IS-IS �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�<!l�c�
�f�L�I
�€�S�† =�_�ö�Y�8�S�Æ�”  �¹�Â�–�«�b6ë�b�·�8�[�6�•�G�\�[�M��

>&�@>' �¿�µ�º�á�î�Ÿ�å�¢  �¹�Â�–�«�[  IETF �†0¿���K�S�_�v�?�?�ƒ�}�N�
7„�K�Ý�î�±�@  IETF �\�«�n�ö�@�^�8��
�œ�
�«�–�µ�³�œ�î�Â�î�‹�_  NSF �@�t�U�)�}�€�r�M��
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'¨  9 'v       Cisco NSF/SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��
NSF with SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B
�¿�µ�º�á�î�¡  �­�¢�Ó�å�º�V�b7„�K�Ý�î�±�@  NSF 1�1‘�[�^�8���œ�
�©�«�¥�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �œ
�É�©�Ù�å�†�Q#Ý�M�•�²0[�@�6�~�r�M�� Cisco IS-IS �¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�
�É�ß�º�¥�Ý7„�K�_���\
�Ü�å�¡�«�¸�î�º�_���g�‰�†�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�?�}
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�_3æ
�™�K�r�M���©�«�¥�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�<!l�c�
 NSF 1�1‘�¿�–�Â�î�_�k�Ñ�K�^�8�G�\�[�M��

IETF IS-IS �¥�å�Ç�•� �×�Þ�î�©�Ù�å

�«�î�Ã�î�Â�–�¨  �š�å�ª�å  �«�–�µ�³�œ�î�Â�î�‹�[�A�•�T�E3¿3ÿ�_�
 NSF �P�Â�Ý�î�±�c  IETF IS-IS �¥�å
�Ç�•� �×�Þ�î�©�Ù�å�†�Q#Ý�K�Z�
 IS-IS NSF 
Ì2s�·0[�Ó�†�¿�–�Â�î  NSF 1�1‘�¹�Â�–�«�_3æ�™�K�r�M��
�¿�–�Â�î  �¿�µ�º�á�î�Ÿ�å�¢  �¹�Â�–�«�c�
�G�b�Ý�î�±�\�b�¿�–�Â�î6õ�€�†�Ü�­�µ�º�K�Z�c�^�}�^�8�–�å
�ª�£�î�±�\�K�Z�G�b
Ì2s�·0[�Ó�†1�1‘�K�r�M�@�
�¹�Â�–�«�c
Ì2s�·�M�•�Ý�î�±�\�¹�î�±�Ë�î�«�b
Ì� �‡
�ì�†6ä���M�•�²0[�@�6�~�r�M��
Ì2s�·�M�•�Ý�î�±�@�¿�µ�º�á�î�¡�V�b�Ý�î�±�?�}
Ì2s�·0[�Ó�†�w�™�M�•
�\�
�¿�–�Â�î  �Ü�«�º�b
Ì�S(��†���u�r�M��

�º�n�@�ö�¢�M�•�\�
 NSF �P�Â�¹�Â�–�«�c�Ü�å�¡�«�¸�î�º�_���†�Q#Ý�K�Z�»� �Ý�î�º�†�P7V�K�
 RIB �†
�f�‚�K�Z�
�‚�K�83?3æ�_���[  FIB �†�f�‚�K�r�M���Q�b�‹  IS-IS �@�ö
²�_�p�°�I�€�r�M��

�M�‰�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�?�}�v�:�M�‰�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�l�b�«�–�µ�³�œ�î�Â�î�c�X&Ê
�è
Æ�_$Î#Õ�K�r�M�� IS-IS �c�Ý�î�¸�•�å�¢  �¸�î�È�Ý�†
Ì�S(��K�
�X&Ê�è
Æ�_�¿�µ�º�á�î�¡�\� �‡�ì�K�r
�M���G�b�ì!l�[�
 IS-IS �c���b  NSF 
Ì2s�·�†0è/œ�M�•�S�_"I���b�‡6ë�…�µ�K�r�M���G�b�‡6ë�_�
�‚�K�8

Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@2s�·�K�Z�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�\�b0¿���†� �‡�K�r�M��
IS-IS NSF �†
Ì2s�·�K�|�:�\�M�•�S�_�K)F�†�ó���I�O�•�S�u�
 IS-IS NSF �·�8�c�æ���I�€�S�ì6ë�b6ë�

�…�µ�K�r�M���G�b�µ+��c�
 IS-IS �@�»� �_���[  back-to-back NSF �†
Ì2s�·�K�^�8�|�:�_�K�r�M��

Cisco IS-IS �¥�å�Ç�•� �×�Þ�î�©�Ù�å

�©�«�¥�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �œ�É�©�Ù�å�†�Q#Ý�M�•�\�

Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�_���(�^7„
�K�_���>�|�g  LSP �_���@�–�Ñ�I�€�•�?�
�r�S�c �³�™�µ�¡�Ï�–�å�º �I�€�r�M���«�–�µ�³�œ�î�Â�î�‹�
�‚
�K�8�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�@�³�™�µ�¡�Ï�–�å�º�I�€�S�¹�î�±�†�Q#Ý�K�Z�
7„�K6õ�€�†)T
�â�K�
�Ý�î�¸�•�å�¢  �¸�î�È�Ý�†3¿3ÿ�_
Ì�S(��[�A�r�M��

>&�@>' �«�–�µ�³�œ�î�Â�î�‹�
 Cisco IS-IS NSF �_�c���(�^�¿�–�Â�î7„�K�_���>�|�g  LSP �_���@0¿���I�€�Z�8�r
�M�@�
�«�–�µ�³�œ�î�Â�î�b�S�_7„�K�K�Z�8�S�–�å�±�î�Ç�™�–�«�@�M�m�Z�œ�å�Û�–�å�_�^�•�r�[�…�µ�M�•
�²0[�@�6�~�r�M���m�~�\�Z�}�€�S�–�å�±�î�Ç�™�–�«�…�µ�ì6ë
Æ�_�–�å�±�î�Ç�™�–�«�@�œ�å�Û�–�å�_�^�}
�^�8���œ�
�¿�–�Â�î  �¹�Â�–�«�?�}�Û*f�I�€�S�Ý�î�º�c�Ý�î�¸�•�å�¢  �¸�î�È�Ý�b
Ì0£'ì�[*ƒ�Ö�I�€�r�O
�‡�� IS-IS NSF �[�c�6�}�z�•#.#ä�[�±�–�Ñ�å�¢,��C�œ�å�Û�–�å�_�^�•�G�\�@�[�A�^�8�–�å�±�î�Ç�™�–�«
�b�…�µ�ì6ë�†��6×�M�•�¥�Ð�å�»�@#Ý�–�I�€�Z�8�r�M��

�M�‰�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�?�}�v�:�M�‰�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�l�b�«�–�µ�³�œ�î�Â�î�c�X&Ê
�è
Æ�_$Î#Õ�K�r�M�� IS-IS �c�Ý�î�¸�•�å�¢  �¸�î�È�Ý�†
Ì�S(��K�
�X&Ê�è
Æ�_�¿�µ�º�á�î�¡�\� �‡�ì�K�r
�M���G�b�ì!l�[�
 IS-IS �c���b  NSF 
Ì2s�·�†0è/œ�M�•�S�_"I���b�‡6ë�…�µ�K�r�M���G�b�‡6ë�_�
�‚�K�8

Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@2s�·�K�Z�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�\�b0¿���†� �‡�K�r�M��
�G�b� �‡�@�ö�¢�K�S�6�\�
 IS-IS 7„�K6õ�€�>�|�g  LSP �¹�î�±�c�è���I�€�

Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª
�å�_�–�Ñ�I�€�r�M���S�T�K�
�‚�K�8  NSF 
Ì2s�·�c�
�…�µ�‡6ë�@)�4#�K�^�8�\  IS-IS �[0è/œ�I�€�r�O�‡��
�G�b�µ+��_�|�~�
 IS-IS �@�Â�µ�¡�¶�î�Â�µ�¡  NSF 
Ì2s�·�†0è/œ�K�^�8�|�:�_�K�r�M��

EIGRP �b�·�8

EIGRP NSF �P�Â�Ý�î�±�@  NSF 
Ì2s�·�‹�_�q�6�_
Ì2s�·�K�S�\�A�_�c�
�¿�–�Â�î�c�^�C�º�Ï�ß�ª  �¸�î
�È�Ý�c'5�[�M���Ý�î�±�@�–�å�±�î�Ç�™�–�«�†2s�·�K�
�¿�–�Â�î�†
Ì�v�“�K�
�º�Ï�ß�ª�î�>�|�g�Ý�î�¸�•
�å�¢  �¸�î�È�Ý�†
Ì�S(��M�•�²0[�@�6�•���œ�
�Ý�î�±�c
Õ6×�«�î�Ã�î�Â�–�¨  �š�å�ª�å>&#'�~�c�”�¡�¸�•
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'¨  9 'v       Cisco NSF/SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��
NSF with SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B
�È>'�_�|�W�Z3û%±�I�€�r�M��
Ì2s�·�Ý�î�±�>�|�g�Æ�”�c�

Ì2s�·�Ý�î�±�l�b�¹�î�±  �º�Û�Ç�•�µ�¡3?3æ
�†�p�•�M�•�G�\�^�C�
���b�8���†��/œ�M�•�²0[�@�6�~�r�M�� EIGRP �Æ�”  �Ý�î�±�c
Ì2s�·�Ý�î�±�?�}�Û
*f�K�S�Ý�î�º�†)T�â�K�
 NSF 
Ì2s�·�É�ß�­�«�†�Ó�K�Z�º�Û�Ç�•�µ�¡�†3?3æ�K)F�E�r�M��

�¿�–�Â�î�_�|�W�Z7„�K6õ�€�@�Ü�­�µ�º�I�€�^�8�|�:�_�

Ì2s�·�M�•�Ý�î�±�c
Ì2s�·�†&g�M�S�u�_  
EIGRP �Ã�£�µ�º  �Ê�µ�²�î�b�‚�K�8
Ì2s�·>& RS>'�Å�µ�º�†�Q#Ý�K�r�M�� RS �Å�µ�º�c�
 NSF 
Ì2s�·�p�_  
hello �Ã�£�µ�º�\�6�‡  INIT �”�µ�É�¹�î�º  �Ã�£�µ�º�_0¿���I�€�r�M�� Hello �Ã�£�µ�º�b  RS �Å�µ�º�†�Q#Ý
�M�•�\�
�¿�–�Â�î�_�M�d�x�C  NSF 
Ì2s�·�†3û%±�[�A�r�M�� RS �Å�µ�º�†�g!·�K�^�8���œ�
�¿�–�Â�î�c  
INIT �”�µ�É�¹�î�º�b�w�™�
�r�S�c  Hello �Í�î�Ý�»  �±�–�Ð�î�b�‡7H�)�€�_�|�W�Z�Ü�­�µ�º�I�€�S7„�K6õ
�€�†�è���K�r�M�� RS �Å�µ�º�†�Q#Ý�K�^�8���œ�
�¿�–�Â�î�c�
�Ü�­�µ�º�I�€�S7„�K6õ�€�†  NSF �r�S�c3û
�–�b2s�·�‰�2�†�Q#Ý�K�Z��#.�M�•�²0[�@�6�•�?�]�:�?1�1‘�[�A�r�O�‡��

hello �Ã�£�µ�º�r�S�c  INIT �Ã�£�µ�º�†�w�™�M�•�G�\�[�¿�–�Â�î�@
Ì2s�·�b%±�}�O�†�w�™�M�•�\�
�Æ�”  
�Ü�«�º
Æ�[
Ì2s�·�K�S�Æ�”�†0b�X�E�

Ì2s�·�K�Z�8�•�Ý�î�±�\�b7„�K6õ�€�†)T�â�K�r�M���¿�–�Â�î�c�º
�Ï�ß�ª�î  �¸�î�È�Ý�†�
�q�6�b�”�µ�É�¹�î�º  �Ã�£�µ�º�_0¿���I�€�S  RS �Å�µ�º�b�6�•
Ì2s�·�Ý�î�±�_3æ
�™�K�r�M���G�b�Ã�£�µ�º�c  NSF 1�1‘�[�6�~�

Ì2s�·�Ý�î�±�_�z'g�X�G�\�†&g�K�Z�8�r�M���¿�–�Â�î�c  
NSF 
Ì2s�·�¿�–�Â�î�[�^�8���œ�
 Hello �Ã�£�µ�º�_  RS �Å�µ�º�†0¿���K�r�O�‡��

>&�@>' �Ý�î�±�@  NSF �†1�1‘�[�A�Z�8�Z�v�
�¥�î�Ý�»  �«�±�î�º�[2s�·�I�€�S�S�u�_  NSF 
Ì2s�·�¿�–�Â�î�†�-
�|�K�^�8���œ�v�6�~�r�M��

1 �X�è�V�b�Æ�”  �Ý�î�±�@  NSF 1�1‘�b���œ�

Ì2s�·�Ý�î�±�c�”�µ�É�¹�î�º�†�w�™�K�Z�?�}�¹�î�±�Ë�î�«
�†
Ì�S(��K�r�M��
Ì2s�·�Ý�î�±�c  Routing Information Base>&RIB>'�_3û%±�[�A�•�|�:�_�p�°�K�S�?�]
�:�?�†1�1‘�M�•�²0[�@�6�~�r�M���›  NSF 1�1‘�Ý�î�±�c�
 End of Table>&EOT>'
Æ���†/²&g�M�•�S�u�_�

�q�‚�”�µ�É�¹�î�º  �Ã�£�µ�º�b  EOT �Ð�î�•�î�†3æ�™�M�•�²0[�@�6�~�r�M��
Ì2s�·�Ý�î�±�c  EOT �Ð�î
�•�î�†�w�™�M�•�\�
�p�°�K�S�G�\�†1�1‘�K�r�M��
Ì2s�·�Ý�î�±�c�”�µ�É�¹�î�º�b3æ�™�†6ä���[�A�r�M��

NSF 1�1‘�Æ�”�c�

Ì2s�·�Ý�î�±�?�}  EOT /²&g�†�w�™�K�S�\�A�_
Ì2s�·�Ý�î�±�@�p�°�K�S�ì6ë�†1�1‘�K
�r�M���Q�b�‹�Æ�”�c�º�Ï�ß�ª�î  �¸�î�È�Ý�†�«�Ÿ�Õ�å�K�Z�
3æ�™
–�\�K�Z
Ì2s�·�I�€�S�¿�–�Â�î�†�â�W
�S�Ý�î�º�†�è(ô�K�r�M���Æ�”�c�Ý�î�º  �±�–�Ò�«�±�å�É�\
Ì2s�·�–�Ë�å�º  �±�–�Ò�«�±�å�É�†�š3Q�K�

�Ý�î�º�@�r�T�<#Ý�[�A�•�?�]�:�?�†�8�•�K�r�M���Æ�”�c�”�¡�¸�•�È�_�^�~�

Ì2s�·�K�S�Ý�î�±�†�Ó�K�Z
�<#Ý�[�A�^�C�^�W�S�Ý�î�º#Ý�_�æ�p�Ã�«�†�è(ô�K�r�M��


Ì2s�·�Ý�î�±�@�M�m�Z�b  EOT /²&g�†�¿�–�Â�î�?�}�w�™�K�S���œ�
�r�S�c  NSF �p�°�±�–�Ð�î�@ 6�¢�K�S
���œ�
 EIGRP �c  RIB �_�¥�å�Â�î�ª�™�å�«�†3û%±�K�r�M�� EIGRP �c  RIB �¥�å�Â�î�ª�™�å�«�™�•�†�…�W
�Z�?�}�
�º�Ï�ß�ª�î  �¸�î�È�Ý�†�…�µ�p�b  NSF 1�1‘�Æ�”�M�m�Z�_�Ç�Û�µ�¹�•�å�¢�K�r�M��

NSF �b�@�–�¦8o�\�D(Ù�¦8o

NSF/SSO �_�c���b�|�:�^�D(Ù�¦8o�@�6�~�r�M��

• NSF �@�·�8�M�•�_�c�
 SSO �†�¹�Â�–�«�V�_0¿���M�•�²0[�@�6�~�r�M��

• NSF/SSO �c�
 IP �Â�î�ª�Ù�å  4 �º�Û�Ç�•�µ�¡�>�|�g�É�ß�º�¥�Ý�b�s�†�§�Ï�î�º�K�r�M�� IPv6 �º�Û
�Ç�•�µ�¡�c�§�Ï�î�º�K�Z�8�r�O�‡��

• Virtual Redundancy Router Protocol>&VRRP; �ì�•�Ý�î�±
Õ6×�É�ß�º�¥�Ý>'�c  SSO �†1�1‘�K�^�8�b
�[�
3û�–�b�·�8�p�_�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�\�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å6ë
�[�«�¸�î�º�_���@)T�â�I�€�r�O�‡�� VRRP �>�|�g  SSO �c
¹�Ñ�[�A�r�M�@�
�Q�€�R�€�b�µ+��c"‚'g
�K�Z�·�8�K�r�M�� VRRP �_�k�Ñ�M�•�º�Û�Ç�•�µ�¡�c�
�«�î�Ã�î�Â�–�¨  �«�–�µ�³�œ�î�Â�î�ì�_  
VRRP �«�±�å�Â�–�_�)�~�p�ƒ�•���œ�@�6�~�r�M��

• BGP NSF �_�g�•�K�Z�8�•�¿�–�Â�î  �¹�Â�–�«�c�M�m�Z  NSF �P�Â�[�
 BGP �¢�Þ�î�«�Ç�Ý  �Ü�«�±�î�º
#Ý�_0¿���I�€�Z�8�•�²0[�@�6�~�r�M��

• �ì�•�Ü�å�¡#Ý  OSPF NSF �c�§�Ï�î�º�I�€�r�O�‡��
9-9
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



'¨  9 'v       Cisco NSF/SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��
NSF/SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��
• � �L�¿�µ�º�á�î�¡  �­�¢�Ó�å�º�V�b�M�m�Z�b  OSPF �¿�µ�º�á�î�Ÿ�å�¢  �¹�Â�–�«�c�
 NSF 1�1‘>&NSF 
�¯�Ç�º�˜�™�”  �–�Ó�î�ª�†'�
>>'�[�6�•�²0[�@�6�~�r�M��

• IETF IS-IS �b���œ�
�¿�–�Â�î  �¹�Â�–�«�c�M�m�Z  NSF 1�1‘�¯�Ç�º�˜�™�”  �–�Ó�î�ª�†'�
>�M�•�²0[�@
�6�~�r�M��

NSF/SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��
�G�G�[�c  NSF �µ+��b0¿���8���_�X�8�Z1��Â�K�r�M��

• �� SSO �b0¿���� >&P.9-10>' 

• �� CEF NSF �b0¿���� >&P.9-11>'

• �� CEF NSF �b&�1��� >&P.9-11>'

• �� BGP NSF �b0¿���� >&P.9-12>' 

• �� BGP NSF �b&�1��� >&P.9-12>'

• �� OSPF NSF �b0¿���� >&P.9-13>'

• �� OSPF NSF �b&�1��� >&P.9-13>'

• �� IS-IS NSF �b0¿���� >&P.9-14>'

• �� IS-IS NSF �b&�1��� >&P.9-15>'

• �� EIGRP NSF �b0¿���� >&P.9-17>'

• �� EIGRP NSF �b&�1��� >&P.9-17>'

SSO �b0¿��

�6�}�z�•�§�Ï�î�º�P1ß�É�ß�º�¥�Ý�†�â�W�S  NSF �†�Q#Ý�M�•�_�c�
 SSO �†0¿���M�•�²0[�@�6�~�r�M��
SSO �†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

>&�@>' sso �Ÿ�î�á�î�»�c�
 Cisco IOS Release 12.2(20)EWA �è7F�b�Ü�Ü�î�«�[�§�Ï�î�º�I�€�Z�8�r�M��

���_�
 SSO �P�Â�\�K�Z�©�«�¸�Ò�†0¿���K�

Õ6×�«�¸�î�º�†/²&g�M�•�[�†&g�K�r�M��

Switch> enable  
Switch# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# redundancy  

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# redundancy  
Õ6×�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config-red)#  mode sso SSO �†0¿���K�r�M���G�b�¥�Ð�å�»�@
°�Š�I�€�•�\�

Õ6×
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@�Ü�ß�î�»�I�€�
 SSO �Ô�î�»�[
�·�8�†6ä���K�r�M��

�«�̧ �µ�É 3 Switch(config-red)#  end EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 Switch# show running-config SSO �@�–�¿�î�È�Ý�_�^�W�Z�8�•�G�\�†&�1��K�r�M��

�«�̧ �µ�É 5 Switch# show redundancy states �·�8�p�b
Õ6×�Ô�î�»�†/²&g�K�r�M��
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NSF/SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��
Switch(config-red)# mode sso  
Switch(config-red)# end  
Switch# show redundancy states  
my state = 13 -ACTIVE
     peer state = 8  -STANDBY HOT
           Mode = Duplex
           Unit = Primary
        Unit ID = 5

Redundancy Mode (Operational) = sso
Redundancy Mode (Configured)  = sso
     Split Mode = Disabled
   Manual Swact = Enabled
 Communications = Up

   client count = 29
 client_notification_TMR = 30000 milliseconds
          keep_alive TMR = 9000 milliseconds
        keep_alive count = 1
    keep_alive threshold = 18
           RF debug mask = 0x0
Switch#

CEF NSF �b0¿��

�¿�µ�º�á�î�Ÿ�å�¢  �¹�Â�–�«�@  SSO �Ô�î�»�[�·�8�K�Z�8�•6ë�
 CEF NSF �µ+��c�¹�Ç�›�Ý�º�[�·�8�K�r
�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�²0[�6�~�r�O�‡��

CEF NSF �b&�1�

CEF �@ NSF �P�Â�[�6�•�G�\�†&�1��M�•�_�c�
 show cef state �¥�Ð�å�»�†
°�Š�K�r�M��

Switch# show cef state

CEF Status [RP]
CEF enabled/running
dCEF enabled/running
CEF switching enabled/running
CEF default capabilities:
Always FIB switching:      yes
Default CEF switching:     yes
Default dCEF switching:    yes
Update HWIDB counters:     no
Drop multicast packets:    no
.
.
.
CEF NSF capable:           yes
IPC delayed func on SSO:   no
RRP state:   
I am standby RRP:          no
My logical slot:           0
RF PeerComm:               no
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'¨  9 'v       Cisco NSF/SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��
NSF/SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��
BGP NSF �b0¿��

>&�@>' BGP NSF �_�g�•�K�Z�8�•�Æ�”  �¹�Â�–�«�M�m�Z�_  BGP �¢�Þ�î�«�Ç�Ý  �Ü�«�±�î�º�†0¿���M�•�²0[�@�6�~
�r�M��

BGP �[  NSF �†0¿���M�•�_�c�
���b�8���†/œ�8�r�M>&�›  BGP NSF �Æ�”  �¹�Â�–�«�[�G�b�m8p�†)Þ�~3É�K
�r�M>'��

BGP NSF �b&�1�

BGP �b  NSF �†&�1��M�•�_�c�
 BGP �b�¢�Þ�î�«�Ç�Ý  �Ü�«�±�î�º�@  SSO �P�Â�¿�µ�º�á�î�Ÿ�å�¢  �¹�Â�–
�«�\�¿�–�Â�î  �¹�Â�–�«�_0¿���I�€�Z�8�•�?�]�:�?�†&�1��M�•�²0[�@�6�~�r�M��&�1��M�•�m8p�c�
���b
�\�>�~�[�M��

�«�¸�µ�É 1 show running-config �¥�Ð�å�»�†
°�Š�K�Z�
 �� bgp graceful-restart���@  SSO �P�Â�«�–�µ�³�b  BGP 0¿���_
/²&g�I�€�Z�8�•�G�\�†&�1��K�r�M��

Switch# show running-config

.

.

.
router bgp 120
.
.
.
bgp graceful-restart
 neighbor 10.2.2.2 remote-as 300
.
.
.

�«�¸�µ�É 2 �›  BGP �¿�–�Â�î�[�«�¸�µ�É  1 �†)Þ�~3É�K�r�M��

�«�¸�µ�É 3 SSO �¹�Â�–�«�>�|�g�¿�–�Â�î  �¹�Â�–�«�[�
�¢�Þ�î�«�Ç�Ý  �Ü�«�±�î�º�µ+��@�”�»�Â�±�–�¬�>�|�g�w�™�I
�€�S�G�\�†&g�K�Z�8�•�G�\�†&�1��K�
�¢�Þ�î�«�Ç�Ý  �Ü�«�±�î�º�µ+��†
��<�S�”�»�Þ�«  �Ç�“�Ñ�Ü�[�6�•
�G�\�†&�1��K�r�M���”�»�Þ�«  �Ç�“�Ñ�Ü�@/²&g�I�€�Z�8�^�8���œ�
 BGP NSF �v$Î#Õ�K�r�O�‡��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä��
�K�r�M��

�«�̧ �µ�É 2 Switch(config)# router bgp as-number BGP �Ý�î�¸�•�å�¢  �É�ß�­�«�†�–�¿�î�È�Ý�_�K�Z�

�«�–�µ�³�†�«�–�µ�³  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î
�»�_�K�r�M��

�«�̧ �µ�É 3 Switch(config-router)# bgp graceful-restart BGP �¢�Þ�î�«�Ç�Ý  �Ü�«�±�î�º�µ+��†�–�¿�î�È�Ý�_
�K�
 BGP NSF �†6ä���K�r�M��

BGP �­�µ�©�Ù�å�@&�'g�I�€�S�6�\�[�G�b�¥�Ð�å�»
�†
°�Š�K�S���œ�
 BGP �¿�–�Â�î�\�º�n�M�•�µ+��b
�­�µ�©�Ù�å�†
Ì6ä�M�•�²0[�@�6�~�r�M��


Ì2s�·�«�–�µ�³�\�M�m�Z�b�Æ�”�[�G�b�¥�Ð�å�»�†

°�Š�K�r�M��
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'¨  9 'v       Cisco NSF/SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��
NSF/SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��
Switch# show ip bgp neighbors  x.x.x.x

BGP neighbor is 192.168.2.2,  remote AS YY, external link
  BGP version 4, remote router ID 192.168.2.2
  BGP state = Established, up for 00:01:18
  Last read 00:00:17, hold time is 180, keepalive interval is 60 seconds
  Neighbor capabilities:
    Route refresh:advertised and received(new)
    Address family IPv4 Unicast:advertised and received
    Address famiiy IPv4 Multicast:advertised and received
    Graceful Restart Capabilty:advertised and received
      Remote Restart timer is 120 seconds
      Address families preserved by peer:
        IPv4 Unicast, IPv4 Multicast
  Received 1539 messages, 0 notifications, 0 in queue
  Sent 1544 messages, 0 notifications, 0 in queue
  Default minimum time between advertisement runs is 30 seconds

OSPF NSF �b0¿��  

>&�@>' OSPF NSF �_�g�•�K�Z�8�•�M�m�Z�b�Æ�”  �¹�Â�–�«�c  OSPF NSF �†1�1‘�[�A�•�|�:�_�M�•�²0[�@�6�~�r
�M�� NSF �¯�Ç�º�˜�™�”  �–�Ó�î�ª�†�¹�Â�–�«�_�–�å�«�º�î�Ý�M�€�d+¬�·$×�_1�1‘�M�•�|�:�_�^�~�r�M��

OSPF NSF �†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

OSPF NSF �b&�1�

OSPF NSF �†&�1��M�•�_�c�
 NSF �µ+��@ SSO �P�Â�¿�µ�º�á�î�Ÿ�å�¢  �¹�Â�–�«�V�[0¿���I�€�Z�8�•�?&�
1��M�•�²0[�@�6�~�r�M�� OSPF NSF �†&�1��M�•�m8p�c�
���b�\�>�~�[�M��

�«�¸�µ�É 1 show running-config �¥�Ð�å�»�†
°�Š�K�Z�
 �� nsf���@  SSO �P�Â�¹�Â�–�«�b  OSPF 0¿���_/²&g�I�€�Z�8
�•�G�\�†&�1��K�r�M��

Switch# show running-config

route ospf 120
log-adjacency-changes
nsf
network 192.168.20.0 0.0.0.255 area 0
network 192.168.30.0 0.0.0.255 area 1 
network 192.168.40.0 0.0.0.255 area 2 
.

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä��
�K�r�M��

�«�̧ �µ�É 2 Switch(config)# router ospf processID  OSPF �Ý�î�¸�•�å�¢  �É�ß�­�«�†�–�¿�î�È�Ý�_�K�Z�

�«�–�µ�³�†�Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
�_�K�r�M��

�«�̧ �µ�É 3 Switch(config-router)# nsf OSPF #Ý�_ NSF �·�8�†�–�¿�î�È�Ý�_�K�r�M��
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'¨  9 'v       Cisco NSF/SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��
NSF/SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��
.

.

�«�¸�µ�É 2 NSF �@�¹�Â�–�«�V�[�–�¿�î�È�Ý�[�6�•�?&�1��M�•�_�c�
 show ip ospf �¥�Ð�å�»�†
°�Š�K�r�M��

Switch> show ip ospf

Routing Process "ospf 1" with ID 192.168.2.1 and Domain ID 0.0.0.1
Supports only single TOS(TOS0) routes
Supports opaque LSA
SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs
Number of external LSA 0. Checksum Sum 0x0 
Number of opaque AS LSA 0. Checksum Sum 0x0
Number of DCbitless external and opaque AS LSA 0
Number of DoNotAge external and opaque AS LSA 0
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
External flood list length 0
Non-Stop Forwarding enabled, last NSF restart 00:02:06 ago (took 44 secs)
Area BACKBONE(0)
Number of interfaces in this area is 1 (0 loopback)
 Area has no authentication
 SPF algorithm executed 3 times

IS-IS NSF �b0¿��  
IS-IS NSF �†0¿���M�•�m8p�c�
���b�\�>�~�[�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä��
�K�r�M��

�«�̧ �µ�É 2 Switch(config)# router isis [ tag ] IS-IS �Ý�î�¸�•�å�¢  �É�ß�­�«�†�–�¿�î�È�Ý�K�Z�

�«�–�µ�³�†�Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
�_�K�r�M��

�«�̧ �µ�É 3 Switch(config-router)# nsf  [ cisco  | ietf ] IS-IS #Ý NSF �†�–�¿�î�È�Ý�_�K�r�M��

IETF �»�Û�Ç�º�Ë�î�«�b
Ì2s�·�†�§�Ï�î�º�M�•�¿�µ
�º�á�î�Ÿ�å�¢  �¹�Â�–�«�\�b7„�K6õ�€�@�–0É�I�€�•
� '��¿�µ�º�á�î�¡�[  IS-IS �†�–�¿�î�È�Ý�_�M�•�_
�c�
 ietf �Ÿ�î�á�î�»�†
°�Š�K�r�M��

NSF 1�1‘�¿�µ�º�á�î�Ÿ�å�¢  �¹�Â�–�«�\�b7„�K6õ�€
�@�^�8� '��¿�µ�º�á�î�¡�[  IS-IS �†'�
>�M�•�_�c�

cisco �Ÿ�î�á�î�»�†
°�Š�K�r�M��

�«�̧ �µ�É 4 Switch(config-router)# nsf  interval  [ minutes ]  >&�õ�–>' NSF 
Ì2s�·0è/œ�r�[�b�q�`�ì6ë�†�æ���K
�r�M�� 4�)F�K�S  NSF 
Ì2s�·0è/œ6ë�b�¹�Ç�›�Ý�º�ì
6ë�c�
 5 �(�[�M��
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NSF/SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��
IS-IS NSF �b&�1�

IS-IS NSF �†&�1��M�•�_�c�
 NSF �µ+��@ SSO �P�Â�¿�µ�º�á�î�Ÿ�å�¢  �¹�Â�–�«�V�[0¿���I�€�Z�8�•�?&�
1��M�•�²0[�@�6�~�r�M�� IS-IS NSF �†&�1��M�•�m8p�c�
���b�\�>�~�[�M��

�«�¸�µ�É 1  show running-config �¥�Ð�å�»�†
°�Š�K�Z�
 �� nsf���@  SSO �P�Â�¹�Â�–�«�b  IS-IS 0¿���_/²&g�I�€�Z�8
�•�G�\�†&�1��K�r�M�� Cisco IS-IS �r�S�c  IETF IS-IS 0¿���b�8�N�€�?�@/²&g�I�€�r�M�����b�[�c�
�¹�Â
�–�«�@ IS-IS NSF �b�©�«�¥��/æ�†�Q#Ý�K�Z�8�•�G�\�†&g�K�r�M��

Switch# show running-config
<...Output Truncated...>
router isis 
nsf cisco
<...Output Truncated...>

�«�¸�µ�É 2 NSF �¥�å�Ç�•� �×�Þ�î�©�Ù�å�@  cisco �_0¿���I�€�Z�8�•���œ�
 NSF �@�¹�Â�–�«�V�[�–�¿�î�È�Ý�?�†&�
1��M�•�_�c  show isis nsf �¥�Ð�å�»�†
°�Š�K�r�M���©�«�¥�b0¿���†�Q#Ý�M�•�\�
/²&g���Š�c�”�¡�¸�•�È  
RP �\
Õ6×  RP �[$��^�~�r�M�����b/²&g�[�c�
�”�¡�¸�•�È  RP �V�b�©�«�¥  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b��
�Š�[�†&g�K�r�M���G�b�[�[�c�
 �� NSF restart enabled���@�6�•�G�\�_�@�–�K�Z�C�T�I�8��

Switch# show isis nsf 

NSF is ENABLED, mode 'cisco'

RP is ACTIVE, standby ready, bulk sync complete
NSF interval timer expired (NSF restart enabled)
Checkpointing enabled, no errors
Local state:ACTIVE,  Peer state:STANDBY HOT,  Mode:SSO

���_�
�«�±�å�Â�–  RP �V�b�©�«�¥  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b���Š�[�†&g�K�r�M���G�b�[�[�c�
 �� NSF 
restart enabled���@�6�•�G�\�_�@�–�K�Z�C�T�I�8��

Switch# show isis nsf 

NSF enabled, mode 'cisco'
RP is STANDBY, chkpt msg receive count:ADJ 2, LSP 7
NSF interval timer notification received (NSF restart enabled)
Checkpointing enabled, no errors
Local state:STANDBY HOT,  Peer state:ACTIVE,  Mode:SSO

�«�̧ �µ�É 5 Switch(config-router)# nsf  t3  { manual  [ seconds ] | 
adjacency }

>&�õ�–>' IS-IS +¬3��b�Ü�å�¡  �«�¸�î�º�_���b#Õ�B�@
4#2�,´�_�^�~�
�Q�b�_���@�¿�–�Â�î�_�Ç�Û�µ�¹�•
�å�¢�M�•�S�_�
 IS-IS �@ IS-IS �¹�î�±�Ë�î�«�b� �‡
�†�…�µ�M�•�ì6ë�†�æ���K�r�M��

IETF �·�8�†4E�¥�K�S���œ�_7H�~�
 t3 �Ÿ�î�á�î�»
�@4:#Ý�I�€�r�M�� adjacency �†�æ���K�S���œ�

Ì
2s�·�K�Z�8�•�«�–�µ�³�c7„�K�¹�Â�–�«�?�}�…�µ�ì
6ë�†�v�“�K�r�M��

�«�̧ �µ�É 6 Switch(config-router)# nsf interface wait  seconds >&�õ�–>'
Ì2s�·�@�ö�¢�M�•�S�_�
 IS-IS 7„�K6õ�€�@
�6�•�–�å�±�î�Ç�™�–�«�@�M�m�Z'g�U�V�@�•�r�[�

IS-IS NSF �b
Ì2s�·�†�…�µ�M�•�ì6ë�†�æ���K�r�M��
�¹�Ç�›�Ý�º�c  10 &Ê�[�M��

�¥�Ð�å�» % $×
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NSF/SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��
�«�¸�µ�É 3 NSF �¥�å�Ç�•� �×�Þ�î�©�Ù�å�@  ietf �_0¿���I�€�Z�8�•���œ�
 NSF �@�¹�Â�–�«�V�[�–�¿�î�È�Ý�?�†&�1�
�M�•�_�c  show isis nsf �¥�Ð�å�»�†
°�Š�K�r�M�����b/²&g�[�c�
�¿�µ�º�á�î�Ÿ�å�¢  �¹�Â�–�«�V�b  IETF 
IS-IS �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b���Š�[�†&g�K�r�M��

Switch# show isis nsf 

NSF is ENABLED, mode IETF 
NSF pdb state:Inactive
NSF L1 active interfaces:0
NSF L1 active LSPs:0
NSF interfaces awaiting L1 CSNP:0
Awaiting L1 LSPs:
NSF L2 active interfaces:0
NSF L2 active LSPs:0
NSF interfaces awaiting L2 CSNP:0
Awaiting L2 LSPs:
Interface:Serial3/0/2
    NSF L1 Restart state:Running
    NSF p2p Restart retransmissions:0
    Maximum L1 NSF Restart retransmissions:3
    L1 NSF ACK requested:FALSE
    L1 NSF CSNP requested:FALSE
    NSF L2 Restart state:Running
    NSF p2p Restart retransmissions:0
    Maximum L2 NSF Restart retransmissions:3
    L2 NSF ACK requested:FALSE
Interface:GigabitEthernet2/0/0
    NSF L1 Restart state:Running
    NSF L1 Restart retransmissions:0
    Maximum L1 NSF Restart retransmissions:3
    L1 NSF ACK requested:FALSE
    L1 NSF CSNP requested:FALSE
    NSF L2 Restart state:Running
    NSF L2 Restart retransmissions:0
    Maximum L2 NSF Restart retransmissions:3
    L2 NSF ACK requested:FALSE
    L2 NSF CSNP requested:FALSE
Interface:Loopback1
    NSF L1 Restart state:Running
    NSF L1 Restart retransmissions:0
    Maximum L1 NSF Restart retransmissions:3
    L1 NSF ACK requested:FALSE
    L1 NSF CSNP requested:FALSE
    NSF L2 Restart state:Running
    NSF L2 Restart retransmissions:0
    Maximum L2 NSF Restart retransmissions:3
    L2 NSF ACK requested:FALSE
    L2 NSF CSNP requested:FALSE
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'¨  9 'v       Cisco NSF/SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��
NSF/SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��
EIGRP NSF �b0¿��

EIGRP NSF �†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

EIGRP NSF �b&�1�

EIGRP NSF �†&�1��M�•�_�c�
 NSF �µ+��@ SSO �P�Â�¿�µ�º�á�î�Ÿ�å�¢  �¹�Â�–�«�V�[0¿���I�€�Z�8�•�?
&�1��M�•�²0[�@�6�~�r�M�� EIGRP NSF �†&�1��M�•�m8p�c�
���b�\�>�~�[�M��

�«�¸�µ�É 1  show running-config �¥�Ð�å�»�†
°�Š�K�Z�
 �� nsf���@  SSO �P�Â�¹�Â�–�«�b  EIGRP 0¿���_/²&g�I�€�Z�8
�•�G�\�†&�1��K�r�M��

Switch# show running-config
.
.
.
router eigrp 100
 auto-summary
 nsf 
.
.
.

�«�¸�µ�É 2 NSF �@�¹�Â�–�«�V�[�–�¿�î�È�Ý�[�6�•�?&�1��M�•�_�c�
 show ip protocols �¥�Ð�å�»�†
°�Š�K�r�M��

Switch# show ip protocols  
*** IP Routing is NSF aware ***
Routing Protocol is "eigrp 100"
  Outgoing update filter list for all interfaces is not set
  Incoming update filter list for all interfaces is not set
  Default networks flagged in outgoing updates
  Default networks accepted from incoming updates
  EIGRP metric weight K1=1, K2=0, K3=1, K4=0, K5=0
  EIGRP maximum hopcount 100
  EIGRP maximum metric variance 1
  Redistributing: eigrp 100
  EIGRP NSF-aware route hold timer is 240s
  EIGRP NSF enabled
     NSF signal timer is 20s
     NSF converge timer is 120s
  Automatic network summarization is in effect
  Maximum path: 4
  Routing for Networks:
  Routing Information Sources:
    Gateway         Distance      Last Update
  Distance: internal 90 external 170

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä��
�K�r�M��

�«�̧ �µ�É 2 Switch(config)# router eigrp as-number EIGRP �Ý�î�¸�•�å�¢  �É�ß�­�«�†�–�¿�î�È�Ý�_�K
�Z�
�«�–�µ�³�†�Ý�î�±  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�_�K�r�M��

�«�̧ �µ�É 3 Switch(config-router)# nsf EIGRP NSF �†�–�¿�î�È�Ý�_�K�r�M��

��
Ì2s�·���«�–�µ�³�\�M�m�Z�b�Æ�”�[�G�b�¥�Ð�å�»
�†�Q#Ý�K�r�M��
9-17
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



'¨  9 'v       Cisco NSF/SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��
NSF/SSO �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b
Õ6×�S�B�b0¿��
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OL-14303-01-J
C H A P T E R 10

#”�C�Ô�½�±�Ü�å�¢�>�|�g7Á ;'ö#.

>&�@>' �G�b'v�†1��s4
�u�•�S�_�
 �� Catalyst 4500 Series Installation Guide���b�� Preparing for Installation���_
% �†3û�K�Z�C�T�I�8�� Power over Ethernet �b�_
°�_�|�W�Z7Á�¼2�,´�\!Õ�@�•�ƒ�W�Z�v�
�Q�€�_�P�Â�M
�•���(�^7Á�Š�\
í�7/æ*(�@0¿*(���d�_�6�•�G�\�†&�1��K�Z�C�T�I�8��

�G�b'v�[�c�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b7Á ;'ö#.�>�|�g#”�C�Ô�½�±�Ü�å�¢�µ+��_�X�8�Z1��Â�K
�r�M��0¿���V�b�@�–�¦8o�
0¿���m8p�
�>�|�g0¿���[�v&g�K�r�M��

�G�b'v�[1��Â�M�•�z�^
Æ���c�
���b�\�>�~�[�M��

• ��#”�C�Ô�½�±�Ü�å�¢�b�+0[�� >&P.10-1>'

• ��7Á ;'ö#.�� >&P.10-6>'

>&�@>' �G�b'v�b�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 Series Switch 
Cisco IOS Command Reference���>�|�g���b  URL �b6õ4��Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6350/index.html

#”�C�Ô�½�±�Ü�å�¢�b�+0[
�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• �� CLI �¥�Ð�å�»�_�|�•#”�C�b�Ô�½�±�Ü�å�¢�� >&P.10-2>'

• ��#”�C"g�Â�b/²&g�� >&P.10-2>'

• ��)m�ô��#.�� >&P.10-3>'

• ���©�«�¸�Ò  �”�Û�î�Ò�� >&P.10-4>'

�©�Õ�î�©  �¥�å�Ï�î�¿�å�º�b#”�C�Ô�½�±�Ü�å�¢�c�
�¥�å�Ï�î�¿�å�º7€���b
™�Ã�†�©�‡�_1™�Ì�K�r�M���G
�b1™�Ì�_�|�~�
�ó
²�[�™8—�ö�b9×�8�©�«�¸�Ò4 #Ý�†��#'�K�
�¿�µ�º�á�î�¡7€���†75�F�[�A�r�M��

�G�G�[�c�
5�0[�^�©�«�¸�Ò  �¥�å�Ï�î�¿�å�º�†�Ô�½�±�Ü�å�¢�M�•�‰�2�_�X�8�Z1��Â�K�r�M���G�€�_�|�~�

�Á�î�»�˜�™�”6õ4��b�e8Ÿ!l�†"I���K�
3ÿ�x�?�_�P�Â�[�A�•�|�:�_�^�~�r�M��
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'¨  10 'v       #”�C�Ô�½�±�Ü�å�¢�>�|�g7Á ;'ö#.
#”�C�Ô�½�±�Ü�å�¢�b�+0[
CLI �¥�Ð�å�»�_�|�•#”�C�b�Ô�½�±�Ü�å�¢

show environment CLI �¥�Ð�å�»�†�Q#Ý�K�Z�
�©�«�¸�Ò�†�Ô�½�±�Ü�å�¢�K�r�M���G�G�[�c�
�Q#Ý�M�•�¥
�Ð�å�»�>�|�g�Ÿ�î�á�î�»�b�ö�•�+0[�_�X�8�Z1��Â�K�r�M��

�©�«�¸�Ò  �«�¸�î�±�«�_���†/²&g�M�•�_�c�
 show environment [alarm | status | temperature] �¥�Ð�å�»
�†�Q#Ý�K�r�M�� /² 10-1 �_�Ÿ�î�á�î�»�†&g�K�r�M��

#”�C"g�Â�b/²&g

���b
Æ���_�X�8�Z1��Â�K�r�M��

• �� Supervisor Engine II-Plus �?�}  V-10GE �b"g�Â�� >&P.10-2>'

• �� Supervisor Engine 6-E �b"g�Â�� >&P.10-2>'

Supervisor Engine II-Plus �?�}  V-10GE �b"g�Â

���b�[�[�c�
 Supervisor Engine II-Plus �?�}  V-10GE �r�[�b#”�C�²�ó�†/²&g�M�•�‰�2�†&g�K�r�M���G�b
���Š�[�c�
7Á ;/æ*(�@$��^�W�Z�8�•�G�\�@�ƒ�?�~�r�M���«�–�µ�³�c"&�‰�b7Á ;/æ*(�T�E�†�Q#Ý�K�Z�>
�~�
�v�:�M�‰�†�¹�•�­�î�È�Ý�_�K�Z�8�r�M��

Switch# show environment
no alarm 

Chassis Temperature                    = 35 degrees Celsius
Chassis Over Temperature Threshold     = 75 degrees Celsius
Chassis Critical Temperature Threshold = 95 degrees Celsius

Power                                             Fan     Inline
Supply  Model No          Type       Status       Sensor  Status
------  ----------------  ---------  -----------  ------  ------
PS1     PWR-C45-2800AC    AC 2800W   good         good    good  
PS2     PWR-C45-1000AC    AC 1000W   err-disable  good    n.a.  

*** Power Supplies of different types have been detected***
Switch#

Supervisor Engine 6-E �b"g�Â

Supervisor Engine 6-E �>�|�g�G�€�_6õ4��M�•�Û�–�å�•�î�»�c�
0
�X�b ��Ø�­�å�§�î�†�•�î�»�"�)�[�§
�Ï�î�º�K�Z�8�r�M��#”�C"g�Â�b���Š�_�c�
�›�­�å�§�î�?�}1��s�v�W�S ��Ø�>�|�g�›�­�å�§�î�b ��Ø�K�A
�8�Í�@/²&g�I�€�r�M���G�€�}�b�Û�–�å�•�î�»�c�
1™�Ì�
5��±�
�©�Õ�µ�º�²�˜�å�b  3 �X�b�K�A�8�Í�†�§
�Ï�î�º�K�Z�8�r�M  >&Supervisor Engine II-Plus >|  V-10GE �c  2 �X�b�K�A�8�Í�†�§�Ï�î�º�K�Z�8�r�M>' ��

���b�[�[�c�
 Supervisor Engine 6-E �b"g�Â�†/²&g�M�•�‰�2�†&g�K�r�M���K�A�8�Í�c�•�µ�¥
Æ�_/²&g�I
�€�Z�8�r�M��

/² 10-1 show environment �¥�Ð�å�»�b�Ÿ�î�á�î�»

�Ÿ�î�á�î�» % $×

alarm �©�«�¸�Ò�b#”�C�”�Û�î�Ò�†/²&g�K�r�M��

status #'���º�n�•+��Ø�½�µ�º>& FRU>'�b�·�8�«�¸�î�±�«�>�|�g7Á ;�\7Á
 ;/æ*(�Ç�“�å  �­�å�§�î�b�_���†/²&g�K�r�M��

temperature �©�Õ�î�©�b ��Ø�†/²&g�K�r�M��
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'¨  10 'v       #”�C�Ô�½�±�Ü�å�¢�>�|�g7Á ;'ö#.
#”�C�Ô�½�±�Ü�å�¢�b�+0[
Switch# show environment
no temperature alarms

Module Sensor                     Temperature          Status      
------+--------------------------+--------------------+------------
2      air inlet                  23C (51C,65C,68C)              ok
2      air outlet                 29C (69C,83C,86C)              ok
5      air inlet                  38C (51C,65C,68C)              ok
5      air outlet                 38C (69C,83C,86C)              ok
6      air inlet                  34C (51C,65C,68C)              ok
6      air outlet                 37C (69C,83C,86C)              ok

Power                                             Fan      Inline
Supply  Model No          Type       Status       Sensor   Status
------  ----------------  ---------  -----------  -------  -------
PS1     PWR-C45-2800AC    AC 2800W   good         good     good   
PS2     none              --         --           --       --     

Power supplies needed by system    : 1
Power supplies currently available : 1

Chassis Type : WS-C4510R-E

Power consumed by backplane : 40 Watts

Switch Bandwidth Utilization : 0%

Supervisor Led Color : Green

Module  2 Status Led Color  : Green          
Module  5 Status Led Color  : Green          
Module  6 Status Led Color  : Orange         
Module 10 Status Led Color  : Green          

Fantray : Good

Power consumed by Fantray : 80 Watts

)m�ô��#.

Supervisor Engine 6-E �b�6�•�©�Õ�î�©�c�
 1 �Û�b�•�î�»�b7Á ;�†�)�•�K�Z�
�Û�–�å�•�î�»�b4#!Õ"g�Â�_
�P�K�Z�A�u(ý�?�^�P�Â�†/œ�:�G�\�@�[�A�r�M���S�T�K�
�«�î�Ã�î�Â�–�¨+¬�/�b ��Ø�@5��±�K�A�8�Í�†2x
4#�K�Z�•���œ�c�
 Supervisor Engine 6-E �c�ó
²�_�·�8 �[�A�r�O�‡ ���Q�b�S�u�
�«�î�Ã�î�Â�–�¨�c
�©�Õ�î�©�b7Á ;/æ*(�†�œ�Ç�_�K�Z�
�«�î�Ã�î�Â�–�¨+¬�/�b4#!Õ�†75�F�K�r�M���G�b���œ�
7Á ;/æ*(�b7Á
 ;�œ�å / �œ�Ç �«�–�µ�³�r�S�c7Á ;/æ*(�b  AC �r�S�c  DC 
°�Š7Á ;�†�œ�Ç�_�K�Z�?�}
Ì�g�œ�å�_�K�Z�
�«
�–�µ�³�†�G�Ÿ�[�A�r�M��

5��±�>�|�g�©�Õ�µ�º�²�˜�å ��Ø�\�8�:)m�ô"g�Â�_�|�~� �L��#.�@/œ�ƒ�€�r�M���Q�b�S�u�
���b/²
>&/² 10-2>'�_�
 ��Ø�_�|�•)m�ô"g�Â�†&g�K�r�M�@�
5��±�\�©�Õ�µ�º�²�˜�å�b)m�ô"g�Â�c�
�9�K�r�O�‡��
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'¨  10 'v       #”�C�Ô�½�±�Ü�å�¢�>�|�g7Á ;'ö#.
#”�C�Ô�½�±�Ü�å�¢�b�+0[
�£�î�«  4 �[�c�
�”�¡�¸�•�È  �š�å�ª�å�@+¬3��b�Ü�­�µ�º�†/œ�:�\�
�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å
�@�µ+��†�,�A)E�B�r�M���Q�b�‹�
 ��Ø�_�|�•)m�ô"g�Â�b�r�r�[�6�•���œ�c�
�‚�S�_�”�¡�¸�•�È�_�^�W�S
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�†�Ü�­�µ�º�K�r�M��

�£�î�«  5 �c�
8�
Õ6×�©�Õ�î�©�r�S�c�©�Õ�µ�º�²�˜�å�I�€�Z�8�•�?�ö
²�_2s�·�I�€�Z�8�^�8�«�±�å�Â�–  
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@�6�•�©�Õ�î�©�_4:#Ý�I�€�r�M��

�©�«�¸�Ò  �”�Û�î�Ò

�]�b�©�«�¸�Ò�_�v�
�Ó�ª�Õ�î�\�Ð�–�¼�î�b  2 '�8®�b�”�Û�î�Ò�@�6�~�r�M���Ó�ª�Õ�î  �”�Û�î�Ò�c�
�©�«
�¸�Ò�b�©�Õ�µ�º�²�˜�å�_�X�^�@�•�•+��ö�b�6�•5��±�^�e8Ÿ�†&g�K�r�M���Ð�–�¼�î  �”�Û�î�Ò�c�_���[�

�P���K�^�8�\5��±�^�e8Ÿ�\�^�•�•+��ö�@�6�•!l�_�X�8�Z3û%±�K�r�M��

/² 10-3 �_�
$Î#Õ�M�•�•+��ö�b�6�•#”�C�”�Û�î�Ò�†&g�K�r�M��

�Ç�“�å7€���”�Û�î�Ò�c�
�Ç�“�å7€��"g�Â�@�è%±�I�€�•�\$Î#Õ�K�
�Ç�“�å7€��"g�Â�@0Ž�˜�M�•�\�v�~�˜�I
�€�r�M�� ��Ø�”�Û�î�Ò�c�
 ��Ø�@ ��Ø�b�K�A�8�Í�_4)�M�•�\$Î#Õ�K�
 ��Ø�@�K�A�8�Í�†  5 °C �W�G�•�\
�v�~�˜�I�€�r�M�� 5 °C �c�
�”�Û�î�Ò�b�)�~�p�<�@/œ�ƒ�€�^�8�|�:�_�M�•�S�u�b�Ä�«�¸�Ü�©�«�Í�[�M��

�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b  LED �c�
�”�Û�î�Ò�@$Î#Õ�K�S�?�]�:�?�†&g�K�r�M��

/² 10-2 Supervisor Engine 6-E �b)m�ô"g�Â�>�|�g��#.

�£�î�«  1.�Ç�“�å�b�ö
²�^7€���_�|�•)m�ô"g
�Â

�©�Õ�î�©�b7Á ;�†�)�•�K�r�M��

�£�î�«  2.�Û�–�å�•�î�»�b ��Ø�_�|�•)m�ô"g
�Â

�Û�–�å�•�î�»�b7Á ;�†�)�•�K�r�M��

�£�î�«  3.�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å
�ª�å�b ��Ø�_�|�•)m�ô"g�Â

�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨�b7Á ;�†�)�~�r�M��

�£�î�«  4.�Í�µ�º�«�±�å�Â�–�r�S�c�¥�î�Ý�»
�«�±�å�Â�–
Õ6×�«�¸�î�º�b�«�±�å�Â�–  �«�î
�Ã�î�Â�–�¨  �š�å�ª�å�@�6�•�”�¡�¸�•�È  
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b ��Ø�_�|�•)m�ô
"g�Â

�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å�ª�å�†�Ü�­�µ�º
�K�r�M��

�£�î�«  5.�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å
�ª�å�†
��<�Z�8�^�8�?�
�Í�µ�º�«�±�å�Â�–
�r�S�c�¥�î�Ý�»�«�±�å�Â�–
Õ6×�«�¸�î�º�[
�c�^�8�«�±�å�Â�–  �«�î�Ã�î�Â�–�¨  �š�å�ª
�å�@�6�•�”�¡�¸�•�È  �«�î�Ã�î�Â�–�¨  �š�å
�ª�å�b ��Ø�_�|�•)m�ô"g�Â

�©�Õ�î�©�b7Á ;�†�)�•�K�r�M��

/² 10-3 $Î#Õ�M�•�•+��ö�b�6�•#”�C�”�Û�î�Ò

1™�Ì�K�A�8�Í�†2x�<�• ��Ø�­�å�§�î minor

5��±�K�A�8�Í�†2x�<�• ��Ø�­�å�§�î major

�©�Õ�µ�º�²�˜�å�K�A�8�Í�†2x�<�• ��Ø�­�å�§�î major

�Ç�“�å�b4Š�($×�^7€��  minor

�Ç�“�å�b�ö
²�^7€��  major
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'¨  10 'v       #”�C�Ô�½�±�Ü�å�¢�>�|�g7Á ;'ö#.
#”�C�Ô�½�±�Ü�å�¢�b�+0[
�©�«�¸�Ò�_�|�W�Z�Ó�ª�Õ�î  �”�Û�î�Ò�@$Î#Õ�M�•�\�±�–�Ð�î�@���·�K�r�M�@�
�Q�b�‡6ë�c�”�Û�î�Ò�_
�|�W�Z$��^�~�r�M���±�–�Ð�î�@�)�€�•�r�[�_�”�Û�î�Ò�@�v�~�˜�I�€�^�8���œ�c�
4#!Õ�_�|�•�s8j�@#Õ�L
�^�8�|�:�_�M�•�S�u�_�©�«�¸�Ò�c)m�ô��#.�†/œ�8�r�M���±�–�Ð�î�Í�>�|�g)m�ô��#.�c�
�«�î�Ã�î�Â�–�¨  
�š�å�ª�å�b�±�–�É�_�|�W�Z$��^�~�r�M��

>&�@>' �«�î�Ã�î�Â�–�¨  �š�å�ª�å�b  SYSTEM LED �b2s�·�·�8�^�]�
 LED �b0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 
Series Switch Module Installation Guide���†�g!·�K�Z�C�T�I�8��

/² 10-4 �[�
 Supervisor Engine II-Plus �?�}  V-10GE �b�”�Û�î�Ò�_�X�8�Z1��Â�K�r�M��

/² 10-5 �[�
 Supervisor Engine 6-E �b�”�Û�î�Ò�_�X�8�Z1��Â�K�r�M��

/² 10-4 Supervisor Engine II-Plus �?�}  V-10GE �b�”�Û�î�Ò

�–�Ë�å�º

�”�Û�î
�Ò�b'�
8®

�«�î�Ã�î�Â�–�¨  
LED �b,


�±�–�Ò�”�˜
�º 1��Â�>�|�g�”�¡�©�Ù�å

�©�Õ�î�©�b ��Ø�@5��±�K�A�8�Í
�†2x4#

Major 2e 5 �( �”�Û�î�Ò�@$Î#Õ�M�•�\�
 Syslog �Ó�µ�­�î�ª�@/²
&g�I�€�r�M��

�±�–�Ò�”�˜�º�@)�4#�M�•�\�
�Û�–�å�•�î�»�c�Ü
�­�µ�º"g�Â�_�^�~�r�M��

�«�î�Ã�î�Â�–�¨�@  Power-on 
Self-Test>&POST; 7Á ;�ž
°�ì+¬
�k0Ç�•�¸�«�º>'�_�»�K

Major 2e — Syslog �Ó�µ�­�î�ª�@/²&g�I�€�r�M��

�«�î�Ã�î�Â�–�¨�b2s�·�@�»�K�K�r�M��

�©�Õ�î�©  �Ç�“�å  �º�Þ�–�b7€�� Major 2e 4 �( �”�Û�î�Ò�@$Î#Õ�M�•�\�
 Syslog �Ó�µ�­�î�ª�@/²
&g�I�€�r�M��

�±�–�Ò�”�˜�º�@)�4#�M�•�\�
�Û�–�å�•�î�»�c�Ü
�­�µ�º"g�Â�_�^�~�r�M��

�©�Õ�î�©�b ��Ø�@1™�Ì�K�A�8�Í
�†2x4#

Minor �œ�Þ�å�ª  — �”�Û�î�Ò�@$Î#Õ�M�•�\�
 Syslog �Ó�µ�­�î�ª�@/²
&g�I�€�r�M��

�©�Õ�î�©  �Ç�“�å  �º�Þ�–�b4Š�($×
�^7€��

Minor �œ�Þ�å�ª — �”�Û�î�Ò�@$Î#Õ�M�•�\�
 Syslog �Ó�µ�­�î�ª�@/²
&g�I�€�r�M��

/² 10-5 Supervisor Engine 6-E �b�”�Û�î�Ò

�–�Ë�å�º

�”�Û�î
�Ò�b'�
8®

�«�î�Ã�î�Â�–�¨  
LED �b,


�±�–�Ò�”�˜
�º 1��Â�>�|�g�”�¡�©�Ù�å

�•�î�»�b ��Ø�@5��±�K�A�8�Í�†
2x4#

Major 2e 15 �( �”�Û�î�Ò�@$Î#Õ�M�•�\�
 Syslog �Ó�µ�­�î�ª�@/²
&g�I�€�r�M��

�±�–�Ò�”�˜�º�b��#.�_�X�8�Z�c�
 /² 10-2 �†�g
!·�K�Z�C�T�I�8��

�•�î�»�b ��Ø�@�©�Õ�µ�º�²�˜�å
�K�A�8�Í�†2x4#

Major 2e 30 &Ê �”�Û�î�Ò�@$Î#Õ�M�•�\�
 Syslog �Ó�µ�­�î�ª�@/²
&g�I�€�r�M��

�±�–�Ò�”�˜�º�b��#.�_�X�8�Z�c�
 /² 10-2 �†�g
!·�K�Z�C�T�I�8��
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7Á ;'ö#.
7Á ;'ö#.
�G�G�[�c�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b7Á ;'ö#.�µ+��_�X�8�Z1��Â�K�r�M��1��Â�M�•8o% �c���b
�\�>�~�[�M��

• �� Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b7Á ;'ö#.�� >&P.10-6>'

• ���Ô�ª�×�î�Ý�b7Á ;�)�•�� >&P.10-20>'

• �� Catalyst 4948 �«�–�µ�³�b7Á ;'ö#.�� >&P.10-20>'

>&�@>' Catalyst 4000/4500 �Ç�“�Ñ�Ü  �Ô�ª�×�î�Ý�M�m�Z�b7Á�Š�˜2�5��_�X�8�Z�c�
 �� Catalyst 4500 Series 
Module Installation Guide�� �b �� Appendix A, Specifications���†�g!·�K�Z�C�T�I�8��#'�~�b7Á�Š
Õ6×�S
�B�>�|�g�©�«�¸�Ò7Á�Š�˜2�5��†/²&g�M�•�_�c�
 show power�¥�Ð�å�»�†�Q#Ý�K�r�M��

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b7Á ;'ö#.

�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• ���§�Ï�î�º�I�€�•7Á ;/æ*(�� >&P.10-7>'

• �� Catalyst 4500 �«�–�µ�³�b7Á ;'ö#.�Ô�î�»�� >&P.10-8>'

• ��7Á ;'ö#.�Ô�î�»�b4E�¥�� >&P.10-8>'

• �� Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�b7Á ;'ö#.�b�D7H�¦8o�� >&P.10-9>'

• �� Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b7Á ;/æ*(�[�<#Ý�[�A�•7Á�Š�� >&P.10-13>'

• �� Supervisor Engine II-TS �[�–�å�Û�–�å  �Ã�á�î�@�Y2Š�K�S���œ�b��#.�� >&P.10-18>'

• ��0
�œ�Ô�î�»�b7Á�Š)T�â�µ+��� >&P.10-15>'

• �� 1400 W DC 7Á ;/æ*(�_6õ�M�•"I0°�¦8o�� >&P.10-17>'

• �� 1400 W DC SP �º�Ü�É�Ý
°�Š7Á ;/æ*(�_6õ�M�•"I0°�¦8o�� >&P.10-18>'

• �� Supervisor Engine II-TS �[�–�å�Û�–�å  �Ã�á�î�@�Y2Š�K�S���œ�b��#.�� >&P.10-18>'

�«�î�Ã�î�Â�–�¨�@7Á ;�ž
°�ì+¬
�k0Ç�•�¸�«�º>& POST>'�_�»�K��

Major 2e — Syslog �Ó�µ�­�î�ª�@/²&g�I�€�r�M��

�«�î�Ã�î�Â�–�¨�b2s�·�_�»�K��

�©�Õ�î�©  �Ç�“�å  �º�Þ�–�b7€�� Major 2e 30 &Ê �”�Û�î�Ò�@$Î#Õ�M�•�\�
 Syslog �Ó�µ�­�î�ª�@/²
&g�I�€�r�M��

�±�–�Ò�”�˜�º�b��#.�_�X�8�Z�c�
 /² 10-2 �†�g
!·�K�Z�C�T�I�8��

�©�Õ�î�©�b ��Ø�@1™�Ì�K�A�8�Í
�†2x4#

Minor �œ�Þ�å�ª — �”�Û�î�Ò�@$Î#Õ�M�•�\�
 Syslog �Ó�µ�­�î�ª�@/²
&g�I�€�r�M��

�©�Õ�î�©  �Ç�“�å  �º�Þ�–�b4Š�($×
�^7€��

Minor �œ�Þ�å�ª — �”�Û�î�Ò�@$Î#Õ�M�•�\�
 Syslog �Ó�µ�­�î�ª�@/²
&g�I�€�r�M��

/² 10-5 Supervisor Engine 6-E �b�”�Û�î�Ò  >&)F�A>'

�–�Ë�å�º

�”�Û�î
�Ò�b'�
8®

�«�î�Ã�î�Â�–�¨  
LED �b,


�±�–�Ò�”�˜
�º 1��Â�>�|�g�”�¡�©�Ù�å
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7Á ;'ö#.
• �� Catalyst 4948 �«�–�µ�³�b7Á ;'ö#.�Ô�î�»�� >&P.10-21>'

�§�Ï�î�º�I�€�•7Á ;/æ*(

�X'�8®�b7Á ;/æ*(�†4E�¥�K�Z�
�«�–�µ�³�_�š3U�K�S�Ô�ª�×�î�Ý�_���(�^7Á�Š�†&��–�[�A�r�M��

>&�@>' Cisco Power Calculator �†�Q#Ý�K�Z�
�Ô�ª�×�î�Ý�\4:�)�^  PoE 7Á�Š5��_�ö�Y�8�Z7Á ;/æ*(�†4E�¥�M�•�²
0[�@�6�~�r�M���•�«�±�Ð�î�@�©�Õ�î�©�_�Q#Ý�M�•�Û�–�å�•�î�»  �±�–�É�_�Â�L�Z�
 1000 >|  1400 AC �b6ë
�[4E�¥�K�r�M��

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�c�
���b7Á ;/æ*(�†�Q#Ý�[�A�r�M��

• �[���á�µ�º�X>8�G�b7Á ;/æ*(�c�
�–�_�M��5��b  PoE �>�|�g�©�«�¸�Ò7Á�Š�†�j)%�K�r�M��

– 1000 W AC>8�q�±  1050 W �b�©�«�¸�Ò7Á�Š�†�§�Ï�î�º�K�r�M  >&Catalyst 4510R �«�–�µ�³�[�c
�N�á�K�r�O�‡�� PoE �†�§�Ï�î�º�K�r�O�‡>' ��

– 1400 W AC>8�q�±  1400 W �b�©�«�¸�Ò7Á�Š�†�§�Ï�î�º�K�r�M  >&PoE �†�§�Ï�î�º�K�r�O�‡>' ��

– 2800 W AC>8�q�±  1400 W �b�©�«�¸�Ò7Á�Š�>�|�g  PoE �†�§�Ï�î�º�K�r�M��

• �•�š�á�µ�º�X>8�G�b7Á ;/æ*(�c�
 PoE �>�|�g�©�«�¸�Ò�d0[7Á�Š�_�P�Â�M�•�S�u�_�á�µ�º�X�†+¬�·$×
�_1*�Z�K�r�M��

– 1300 W AC>8�q�±  1050 W �b�©�«�¸�Ò7Á�Š�>�|�g  800 W �b  PoE �†�œ0£ 1300 W �_�D7H�K�Z�§
�Ï�î�º�K�r�M��

– 1400 W DC>8�q�±  1400 W �b�©�«�¸�Ò7Á�Š�
 7Á ;/æ*(�l�b)%7Á5��_�Â�L�S�•�š�á�µ�º�X�b  PoE 
�†�§�Ï�î�º�K�r�M��0ò(ý�_�X�8�Z�c�
 �� 1400 W DC 7Á ;/æ*(�_6õ�M�•"I0°�¦8o�� >&P.10-17>' �†
�g!·�K�Z�C�T�I�8��

– 1400 W DC Service Provider>8DC 
°�Š�b  3 �•�r�[�b�G)z>& 12.5 A�
 15 A�
 15 A>'�†�Q#Ý�K�

7Á�Š�j)%�K�Z�8�•�G)z�_�|�~�
 400 >|  1400 W �b(
�V�[�I�r�J�r�^�©�«�¸�Ò7Á ;�†�j)%�K�r
�M��0ò(ý�_�X�8�Z�c�
 �� 1400 W DC SP �º�Ü�É�Ý
°�Š7Á ;/æ*(�_6õ�M�•"I0°�¦8o�� >&P.10-18>' �†
�g!·�K�Z�C�T�I�8�� >&PoE �†�§�Ï�î�º�K�r�O�‡>' ��

– 4200 W AC>87Á ;�j)%�K�Z�8�•
°�Š7Á�Š�X�>�|�g
°�Š7Á�}�X�_�|�~�
�I�r�J�r�^�©�«�¸�Ò7Á�Š
�>�|�g  PoE �†�§�Ï�î�º�K�r�M��

>&�@>' Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b  AC 
°�Š7Á ;/æ*(�_�c�
�"�M�Ç�™�î�¬3æ�™
–  AC �@�²0[�[�M�� AC 
7Á ;/æ*(�b
°�Š�c�M�m�Z"‚'g�K�Z�8�•�b�[�
3æ�™
–  AC �[�c�
0
�X�b7Á ;/æ*(�
�r�S�c� �L7Á ;/æ*(�V
�_�6�•0
�X�b  AC 7Á ;�É�Û�¢�b6ë�b�)%&�@�M+´�K�r�O�‡���›�©�Õ�î�©�b7Á ;/æ*(�_�c�
�…�æ�>�|�g�›�\
�b0d���_4:�œ�M�•�§�–�¬�b�S#Ý�b�(�±�G2°�@/æ
��I�€�Z�8�•�²0[�@�6�~�r�M��

�«�–�µ�³�_7Á ;/æ*(�†�v�~�Ü�E�•���œ�c�
� �L�á�µ�º�X�b7Á ;/æ*(�†�Q#Ý�K�Z�C�T�I�8�� 1400 W DC 
�º�Ü�É�Ý
°�Š�^�]�b�Ð�Ý�³
°�Š7Á ;/æ*(�>�|�g  4200 W AC �_�c�
�G�b�o�?�_�v�D7H�¦8o�@�6�~�r�M��    
�G�€�}�b7Á ;/æ*(�b"I0°�¦8o�†�g!·�K�Z�C�T�I�8���á�µ�º�X�b$��^�•7Á ;/æ*(�†�G#Ý�M�•�\�
�«�–�µ�³
�c�á�µ�º�X�b�*�8�‰�†�Q#Ý�K�
�v�:�M�‰�†!“0i�K�r�M�� show power �¥�Ð�å�»�b���Š�[�c�
7Á ;/æ*(�b
"g�#�c  err-disable �\�K�Z/²&g�I�€�
�§�Ð�Ü�î�[�c���Š�b�á�µ�º�X�@�M�m�Z  0 �\�K�Z&g�I�€�r�M��

���_�
�á�µ�º�X�b$��^�•7Á ;/æ*(�†�G#Ý�K�S���œ�b  show power �¥�Ð�å�»�b���Š�[�†&g�K�r�M��

Switch# show power
Power                                             Fan     Inline
Supply  Model No          Type       Status       Sensor  Status
------  ----------------  ---------  -----------  ------  ------
PS1     PWR-C45-2800AC    AC 2800W   good         good    good  
PS2     PWR-C45-1000AC    AC 1000W   err-disable  good    n.a.  
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7Á ;'ö#.
*** Power Supplies of different type have been detected***

Power supplies needed by system    :1
Power supplies currently available :1

Power Summary                      Maximum
 (in Watts)              Used     Available
----------------------   ----     ---------
System Power (12V)        328         1360
Inline Power (-50V)         0 1400
Backplane Power (3.3V) 10 40
----------------------   ----
Total Used                338 (not to exceed Total Maximum Available = 750)
Switch#

Catalyst 4500 �«�–�µ�³�b7Á ;'ö#.�Ô�î�»

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�c�
���b  2 �X�b7Á ;'ö#.�Ô�î�»�†�§�Ï�î�º�K�Z�8�r�M��

• 
Õ6×>&Redundant>'�Ô�î�»>8
Õ6×�Ô�î�»�[�c  1 �X�u�b7Á ;/æ*(�†�z7Á ;/æ*(�
 2 �X�u�b7Á ;/æ*(�†
�Â�µ�¡�”�µ�É7Á ;/æ*(�\�K�Z�Q#Ý�K�r�M���z7Á ;/æ*(�_7€���@$Î#Õ�M�•�\�
 2 �X�u�b7Á ;/æ*(�@
�¿�µ�º�á�î�¡�†�p�•�I�O�•�G�\�^�C�
�S�T�U�_�«�–�µ�³�†�§�Ï�î�º�K�r�M���g�‰�b7Á ;/æ*(�c� �L
�á�µ�º�X�[�^�E�€�d�^�~�r�O�‡���r�S�
7Á ;/æ*(�c�
�""‚�[�«�–�µ�³�b�S�B�†�§�Ï�î�º�[�A�•�T�E
�b7Á�Š�†
��<�Z�8�•�²0[�@�6�~�r�M��

• 0
�œ>&Combined>'�Ô�î�»>80
�œ�Ô�î�»�[�c�
�š3U�I�€�S�M�m�Z�b7Á ;/æ*(�?�}�b7Á�Š�†�Q#Ý�K�Z�

�«�–�µ�³�S�B�_�²0[�^7Á ;�†�§�Ï�î�º�K�r�M���S�T�K�
0
�œ�Ô�î�»�[�c7Á ;�b
Õ6×�ö�c0¿���I�€�r
�O�‡��7Á ;/æ*(�_7€���@$Î#Õ�M�•�\�
 1 �X�r�S�c0
�X�b�Ô�ª�×�î�Ý�@�©�Õ�µ�º�²�˜�å�M�•�•+��ö�@
�6�~�r�M��

>&�@>' Catalyst 4510R �«�–�µ�³�[�c�
�M�m�Z�b�•+��^�S�B#Ý�b
Õ6×�Ô�î�»�†�§�Ï�î�º�M�•�b�_  1000 
W AC 7Á ;/æ*(�c���(�[�c�6�~�r�O�‡���²0[7Á�Š�@  1050 W �|�~�a�^�8�
7H�}�€�S�S�B�[
Õ6×
�Ô�î�»�†�§�Ï�î�º�[�A�r�M��

>&�@>' 1400 W DC 7Á ;/æ*(�[�c�
�¹�î�±7Á�Š�[0
�œ�Ô�î�»�@�§�Ï�î�º�I�€�r�M�� PoE 7Á�Š�[�c�
0
�œ
�Ô�î�»�@�§�Ï�î�º�I�€�r�O�‡��

7Á ;'ö#.�Ô�î�»�b4E�¥

�¹�Ç�›�Ý�º�[�c�
�«�–�µ�³�c
Õ6×�Ô�î�»�_0¿���I�€�Z�8�r�M�� show power �¥�Ð�å�»�[�c�
  
power supplies needed by system �@ 1 �b���œ�
�«�–�µ�³�c  redundant �Ô�î�»�[�M��
power supplies needed by system �@ 2 �b���œ�
�«�–�µ�³�c  combined �Ô�î�»�[�M��

�Q#Ý�M�•7Á ;/æ*(�\�Q�b�X�c�
�Q#Ý�M�•�«�–�µ�³�b�Á�î�»�˜�™�”�S�B�_�|�W�Z�ô�r�~�r�M���S�\�<�d�«
�–�µ�³�S�B�@�
 1 �X�b7Á ;/æ*(�[�j)%�[�A�•�è�V�b7Á�Š�†�²0[�\�M�•���œ�c�
0
�œ�Ô�î�»�†�Q#Ý�K�r
�M���S�T�K�
0
�œ�Ô�î�»�[�c�«�–�µ�³�_7Á ;�b
Õ6×�ö�c0¿���I�€�r�O�‡�����b!l�_$��–�K�Z�C�T�I�8��

• �˜2�7Á�Š�c�Q�€�R�€�
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�[  110 W�
 Catalyst 4503 �«�–�µ�³�b�Ç�“�å  �Î�µ�¡
�«�[�›  30 W�
 Catalyst 4506 �>�|�g  Catalyst 4507 �«�–�µ�³�b�Ç�“�å  �Î�µ�¡�«�[�›  50 W�
 Catalyst 
4503 �>�|�g  Catalyst 4506 �«�–�µ�³�b�Â�µ�¡�É�Þ�î�å�[  10 W�
 Catalyst 4507 �«�–�µ�³�b�Â�µ�¡�É
�Þ�î�å�[  40 W �[�M��
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'¨  10 'v       #”�C�Ô�½�±�Ü�å�¢�>�|�g7Á ;'ö#.
7Á ;'ö#.
• 1000 W �[�c�
�w7Á�¹�Â�–�«�†�§�Ï�î�º�K�^�8�Ç�Ý/æ
��b  Catalyst 4503 �«�–�µ�³�†�§�Ï�î�º�K�r
�M��

• 1300 W �[�c�
�©�«�¥�b�w7Á�¹�Â�–�«�†�§�Ï�î�º�M�•�Ç�Ý/æ
��b  Catalyst 4503 �«�–�µ�³�†�§�Ï�î
�º�K�r�M��

• WS-X4148-RJ45V �Ô�ª�×�î�Ý�V�b�›  PoE �Ï�î�º�[�b�²0[7Á�Š�c�
 6.3 W �[�M���«�–�µ�³
Æ�b�Ç�Ý
/æ
��b  5 �X�b  WS-X4148-RJ45V �Ô�ª�×�î�Ý�c�
 240 �Ï�î�º�†�S�B�K�r�M���G�b�S�B�_�c�
 PoE #Ý
�_  1512 W�
�Ô�ª�×�î�Ý#Ý�_  300 W �@�²0[�[�M��

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�b7Á ;'ö#.�b�D7H�¦8o

�D7H�¦8o  1

7Á ;/æ*(�@�j)%�M�•�è�V�b7Á�Š�†�²0[�\�M�•�«�–�µ�³�†�S�B�M�•�•+��ö�@�6�~�r�M��)%7Á+��Š�†2x�<�•
�«�–�µ�³�†�S�B�M�•"g�#�\�K�Z�
���b  2 �X�@�ò�F�}�€�r�M��

• �š3U�K�S�Ô�ª�×�î�Ý�b�d0[7Á�Š�@�
7Á ;/æ*(�_�|�W�Z�j)%�I�€�•7Á�Š�†2x�<�•���œ

7Á ;/æ*(�†  1 �X�v�~�Ü�E�
�«�–�µ�³�†0
�œ�Ô�î�»�_0¿���M�•�\�
�«�–�µ�³�c���b�š�Û�î  �Ó�µ�­�î
�ª�†/²&g�K�r�M��

Insufficient power supplies present for specified configuration. 

�G�b�š�Û�î  �Ó�µ�­�î�ª�c�
 show power �¥�Ð�å�»�b���Š�_�v/²&g�I�€�r�M���G�b�š�Û�î  �Ó�µ�­�î
�ª�@/²&g�I�€�•�b�c�
��*O�V0
�œ�Ô�î�»�[�·�8�M�•7Á ;/æ*(�@  2 �X�«�–�µ�³�_�š3U�I�€�Z�8�•�²0[
�@�6�•�S�u�[�M��

�š3U�I�€�S�Ô�ª�×�î�Ý�b�d0[7Á�Š�@7Á ;/æ*(�_�|�W�Z�j)%�I�€�•7Á�Š�†2x�<�•���œ�
�«�–�µ�³�c��
�b�š�Û�î  �Ó�µ�­�î�ª�†/²&g�K�r�M��

Insufficient power available for the current chassis configuration. 

�G�b�š�Û�î  �Ó�µ�­�î�ª�c�
 show power �¥�Ð�å�»�b���Š�_�v/²&g�I�€�r�M��

�«�–�µ�³�_�Ô�ª�×�î�Ý�†�Q0¿�K�|�:�\�K�Z7Á ;/æ*(�_�|�W�Z�j)%�I�€�•7Á�Š�†2x�<�•���œ�
�«�–�µ
�³�c�S�T�U�_�Q0¿�(�b�Ô�ª�×�î�Ý�†�Ü�­�µ�º  �Ô�î�»�_�K�
���b�š�Û�î  �Ó�µ�­�î�ª�†/²&g�K�r�M��

Module has been inserted 
Insufficient power supplies operating.

�r�S�
�µ+��K�Z�8�•�«�–�µ�³�b7Á ;�†�)�~�
�Ô�ª�×�î�Ý�†�Q0¿�M�•�?�
�Ô�ª�×�î�Ý�S�B�†�š�f�K�Z
�d0[7Á�Š�@�Q#Ý�[�A�•7Á�Š�†2x�<�•�|�:�_�^�W�S���œ�

Ì�Ø�«�–�µ�³�b7Á ;�†
°�€�•�\�
 1 �X�r�S
�c0
�X�b�Ô�ª�×�î�Ý�@�Ü�­�µ�º  �Ô�î�»�_�^�~�r�M��

• PoE �b�d0[7Á�Š�@�
7Á ;/æ*(�_�|�W�Z�j)%�I�€�•  PoE �†2x�<�•���œ

�©�«�¸�Ò�b7Á�Š�†�˜2��K�Z�8�•  IP Phone �@�¨�M�B�•���œ�
 IP Phone �l�b7Á�Š�@�P�ö�I�€�
7Á ;/æ
*(�_4:�)�^�d0[7Á�Š�_�P�ö�I�€�•�|�:�_�
�M4Š�b  IP Phone �b7Á ;�@�)�•�I�€�•�G�\�v�6�~�r�M��

�S*…�b�©�¼�Ü�œ�[�c>&�d0[7Á�Š�@�j)%7Á�Š�†2x�<�•���œ>' �
�©�«�¸�Ò�c�š3U�I�€�Z�8�•�Ô�ª�×�î�Ý�b�±
�–�É�>�|�g�¶�X�†�8�•�K�Z�
7Á�Š�˜2��_6õ�M�•�e8Ÿ�†0Ž�ô�K�|�:�\�K�r�M���8�•�§�–�¡�Ý�p�_�
�©�«�¸
�Ò�c�©�Õ�î�©�b�W�?�}8p�_�
�§�Ï�î�º�Y�•+��^>&�r�S�c7Á�Š�@�j)%�I�€�Z�8�^�8>'�Ô�ª�×�î�Ý�†�Ü�­�µ
�º  �Ô�î�»�_�K�r�M�����(�^7Á�Š�@�j)%�I�€�Z�8�•�«�î�Ã�î�Â�–�¨  �š�å�ª�å�>�|�g�Ô�ª�×�î�Ý�c�–�_�–
�¿�î�È�Ý�[�6�~�
�¿�µ�º�á�î�¡�K)F�c�p�•�I�€�r�O�‡���Ô�ª�×�î�Ý�c�Ü�­�µ�º  �Ô�î�»�_�^�W�Z�v�¨�a
�b7Á�Š�†�˜2��K�r�M���I�}�_�d0[7Á�Š�†�*�W�I�O�•�_�c�
�©�Õ�î�©�?�}�G�€�}�b�Ô�ª�×�î�Ý�†�v�~�¥�K
�Z�C�T�I�8���©�Õ�î�©�b�S�B�@4:�)�[�6�€�d�
�©�«�¸�Ò�@0Û�o�§�–�¡�Ý�_
°�•�G�\�c�6�~�r�O�‡��

�Ü�­�µ�º  �Ô�î�»�b�Ô�ª�×�î�Ý�c�
�©�Õ�î�©�_�v�~�Ü�E�}�€�Z�8�•�?�B�~�
7Á�Š�†�˜2��K)F�E�r�M���Ô
�ª�×�î�Ý�†�œ�å�Û�–�å"g�Â�_�M�•�\�A�_�²0[�^7Á�Š�c�
 show power module �¥�Ð�å�»�†�Q#Ý�M�•�\�ƒ
�?�~�r�M��
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'¨  10 'v       #”�C�Ô�½�±�Ü�å�¢�>�|�g7Á ;'ö#.
7Á ;'ö#.
�Q#Ý�M�•�©�«�¸�Ò�b�d0[7Á�Š�†'ì���K�
�©�«�¸�Ò�b7Á ;�@���(�[�6�•�?�]�:�?�†&�1��M�•�_�c�
�«�î
�Ã�î�Â�–�¨  �š�å�ª�å  �Ô�ª�×�î�Ý�
�Ç�“�å  �Î�µ�¡�«�
�>�|�g�š3U�K�S�Ô�ª�×�î�Ý>& PoE �†�µ�t>'�@�˜2�
�M�•7Á�Š�†�œ'ì�K�r�M�� PoE �_�c�
�M�m�Z�b7Á0ð�b�d0[7Á�Š�†�œ0£�K�r�M���Q#Ý�M�•�«�–�µ�³�b�›'�
�¥�å�Ï�î�¿�å�º�b7Á�Š�˜2�5��_�X�8�Z�c�
 ���Ô�ª�×�î�Ý�b7Á ;�)�•�� >&P.10-20>' �†�g!·�K�Z�C�T�I�8��

802.3af  =�Ð  PoE �Ô�ª�×�î�Ý�c�
 Field Programmable Gate Array>&FPGA>'�x�Ô�ª�×�î�Ý�b�Q�b�Ú�b
�Á�î�»�˜�™�”  �¥�å�Ï�î�¿�å�º�_7Á�Š�†�j)%�M�•���œ�
�q�±�[  20 W �b  PoE �†�˜2��M�•�G�\�@�6�~�r�M��
�«�–�µ�³�_�K)F�I�€�S�w7Á/æ*(�_���(�^7Á�Š�@�j)%�I�€�•�|�:�_�
 802.3af  =�Ð�b  PoE �Ô�ª�×�î�Ý�H�\
�_�
 PoE �d0[7Á�Š�_�a�^�C�\�v  20 W �†3ã�•�K�Z�C�T�I�8��

WS-X4148-RJ45V PoE �Ô�ª�×�î�Ý�[�c�
 PoE �b�˜2�7Á�Š�† ����[�A�r�O�‡���K�S�@�W�Z�
 PoE �†0£'ì
�M�•���œ�c�–�_�
�G�b�Ô�ª�×�î�Ý�b  PoE �˜2�7Á�Š�@'ö#.�V�b  PoE �\'¼�K�8�\�N���K�r�M��

�]�b�Ô�ª�×�î�Ý�@�”�¡�¸�•�È�[�
�]�b�Ô�ª�×�î�Ý>&�6�•���œ>'�@�Ü�­�µ�º"g�Â�?�†&�1��M�•�_�c�

show module �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�M�m�Z�b�š3U�í�s�Ô�ª�×�î�Ý�†�§�Ï�î�º�M�•���(�^7Á�Š�@�^�8�©�«�¸�Ò�_�P�M�•  show module
�¥�Ð�å�»�b���Š�[�†&g�K�r�M���G�b�©�«�¸�Ò�[�c  Module 5 �_�P�M�•7Á�Š�@�Y���(�[�M�� Status �•�Û�Ò
�_  PwrDeny �\�K�Z/²&g�I�€�Z�8�r�M��

�Ô�ª�×�î�Ý�[�˜2��I�€�•  PoE �@�
 power inline consumption default �¥�Ð�å�»�†�Q#Ý�K�Z�m�~�\�Z�}
�€�S  PoE �†  50 W �è�V2x4#�K�Z�8�•���œ�
 Status �•�Û�Ò�_  PwrOver �\/²&g�I�€�r�M���Ô�ª�×�î�Ý�[�˜
2��I�€�•  PoE �@ PoE �Ô�ª�×�î�Ý�b�D7H�Í�†  50 W �è�V2x4#�K�Z�8�•���œ�c�
 Status �•�Û�Ò�_  PwrFault 
�\/²&g�I�€�r�M��

Switch# show module
Mod  Ports Card Type                              Model             Serial No.
----+-----+--------------------------------------+-----------------+-----------
 1      2  1000BaseX (GBIC) Supervisor(active)    WS-X4014 JAB054109GH
 2      6  1000BaseX (GBIC)                       WS-X4306          00000110
 3     18  1000BaseX (GBIC)                       WS-X4418 JAB025104WK
 5      0  Not enough power for module            WS-X4148-FX-MT 00000000000
 6     48  10/100BaseTX (RJ45)                    WS-X4148 JAB023402RP

 M MAC addresses                    Hw  Fw           Sw               Status
--+--------------------------------+---+------------+----------------+---------
 1 005c.9d1a.f9d0 to 005c.9d1a.f9df 0.5 12.1(11br)EW 12.1(20020313:00 Ok
 2 0010.7bab.9920 to 0010.7bab.9925 0.2                               Ok
 3 0050.7356.2b36 to 0050.7356.2b47 1.0                               Ok
 5 0001.64fe.a930 to 0001.64fe.a95f 0.0 PwrDeny
 6 0050.0f10.28b0 to 0050.0f10.28df 1.0                               Ok
Switch#

�D7H�¦8o  2

Cat4507R �>�|�g  Cat4510R �©�Õ�î�©�b"I���b0¿���@�
�Q#Ý�•+��^�¹�î�±7Á�Š�b�q�±5��†2x�<�•���œ��
�G�€�}�b0¿���_�c�
���b  PID �b)��s�œ�ƒ�O�@�6�~�r�M��

• 7 �«�ß�µ�º�S�B>8

• �©�Õ�î�©>8 WS-C4507R-E�
 WS-C4510R-E

• �¹�×�”�Ý  �«�î�Ã�î�Â�–�¨>8 WS-X45-Sup6-E

• 1 �X�r�S�c0
�X>8 WS-X4448-GB-RJ45 �r�S�c  WS-X4148-FX-MT

Supervisor Engine 6-E �†�Q#Ý�K�Z 7 �>�|�g  10 �«�ß�µ�º  �©�Õ�î�©�b  10/100/1000 �Ï�î�º�&�Ø�†�q�±�ì
�M�•�S�u�_�c�
 WS-X4448-GB-RJ45 �Û�–�å�•�î�»�[�c�^�C  WS-X4548-GB-RJ45 �Û�–�å�•�î�»�†�v�~
�Ü�E�r�M�� WS-X4448-GB-RJ45 �Û�–�å�•�î�»�@�²0[�^���œ�c�
���b  2 �X�b�œ�É�©�Ù�å�@�•+��[�M��

• �œ�É�©�Ù�å 1
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'¨  10 'v       #”�C�Ô�½�±�Ü�å�¢�>�|�g7Á ;'ö#.
7Á ;'ö#.
Cat4507R �b  4 �Û�–�å�•�î�»  �«�ß�µ�º�
 Cat4510R �©�Õ�î�©�b  6 �Û�–�å�•�î�»  �«�ß�µ�º�T�E�@�Q#Ý
�I�€�r�M��

• �œ�É�©�Ù�å 2

�M�m�Z�b�«�ß�µ�º�@�²0[�^���œ�[�v�
�Q#Ý�[�A�•�b�c  1 �X�b  WS-X4448-GB-RJ45 �Û�–�å�•�î�»�T
�E�[�M��


Õ6× Supervisor Engine 6-E �†�Q#Ý�K�Z 7 �>�|�g  10 �«�ß�µ�º  �©�Õ�î�©�b  100 BASE-FX �Ï�î�º�&�Ø�†
�q�±�ì�M�•�S�u�_�c�
 WS-X4148-FX-MT �Û�–�å�•�î�»�[�c�^�C  FX 
œ�Ï�î�º�†�â�X  
WS-4248-FE-SFP �Û�–�å�•�î�»�†�v�~�Ü�E�r�M�� WS-X4148-FX-MT �Û�–�å�•�î�»�@�²0[�^���œ�c�

���b  2 �X�b�œ�É�©�Ù�å�@�•+��[�M��

• �œ�É�©�Ù�å 1

Cat4507R �b  4 �Û�–�å�•�î�»  �«�ß�µ�º�
 Cat4510R �©�Õ�î�©�b  6 �Û�–�å�•�î�»  �«�ß�µ�º�T�E�@�Q#Ý
�I�€�r�M��

• �œ�É�©�Ù�å 2

�M�m�Z�b�«�ß�µ�º�@�²0[�^���œ�[�v�
�Q#Ý�[�A�•�b�c  1 �X�b  WS-X4448-GB-RJ45 �Û�–�å�•�î�»�T
�E�[�M��

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�b
Õ6×�Ô�î�»�b0¿��

�¹�Ç�›�Ý�º�[�c�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b7Á ;/æ*(�c
Õ6×�Ô�î�»�[�·�8�M�•�|�:�_0¿���I�€
�Z�8�r�M��
Õ6×�Ô�î�»�†� �Ý$×�_�Q#Ý�M�•�_�c�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

• � �L�±�–�É�b7Á ;/æ*(�†  2 �X�Q#Ý�K�r�M��

• 7Á ;'ö#.�Ô�î�»�†
Õ6×�Ô�î�»�_0¿���K�Z�8�Z�
7Á ;/æ*(�@  1 �X�K�?�š3U�I�€�Z�8�^�8���œ�
�«�–�µ
�³�c�Q�b0¿���†�w�E
°�€�r�M�@�

Õ6×�ö�^�K�[�·�8�K�r�M��

�@�– �«�–�µ�³�_�š3U�I�€�Z�8�•7Á ;/æ*(�b�±�–�É�x�á�µ�º�X�@$��^�•���œ�
�«�–�µ�³�c7Á ;/æ*(�b�M�‰
�†1�1‘�O�N�
�«�–�µ�³�_7Á ;�b
Õ6×�ö�c0¿���I�€�r�O�‡��

• �[��7Á ;/æ*(�_�c�
�""‚�[�«�–�µ�³�S�B�†�§�Ï�î�º�[�A�•�T�E�b7Á�Š�†
��<�S7Á ;/æ*(�†4E�¥�K�Z
�C�T�I�8��

• �•�š7Á ;/æ*(�_�c�
���(�^7Á�Š�†�j)%�[�A�•7Á ;/æ*(�†4E�¥�K�
�©�Õ�î�©�>�|�g  PoE �d0[7Á�Š�@
�q�±7Á�Š�†2x�<�^�8�|�:�_�K�r�M���•�š7Á ;/æ*(�c�
2s�·�ì�_�©�Õ�î�©�>�|�g  PoE �d0[7Á�Š�_�P
�Â�M�•�|�:�_�
+¬�·$×�_7Á ;�Ü�¯�î�«�†1*�Z�K�r�M���q�6�_�Ô�ª�×�î�Ý�@�
)F�8�Z  IP Phone �@2s
�·�K�r�M��

• �©�Õ�î�©�>�|�g  PoE �_�Q#Ý�[�A�•�›7Á ;/æ*(�b�q�±7Á�Š�_�X�8�Z�c�
 /² 10-6>&P.10-13>' �†�g!·�K
�Z�C�T�I�8��

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�_
Õ6×�Ô�î�»�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch#  configure terminal �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_
°�~�r
�M��

�«�̧ �µ�É 2 Switch(config)#  power redundancy-mode redundant 7Á ;'ö#.�Ô�î�»�†
Õ6×�Ô�î�»�_0¿���K�r
�M��

�«�̧ �µ�É 3 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K
�r�M��

�«�̧ �µ�É 4 Switch#  show power supplies �«�–�µ�³�b7Á ;
Õ6×�Ô�î�»�†&�1��K�r�M��
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'¨  10 'v       #”�C�Ô�½�±�Ü�å�¢�>�|�g7Á ;'ö#.
7Á ;'ö#.
���_�
7Á ;'ö#.�Ô�î�»�†
Õ6×�Ô�î�»�_0¿���M�•�[�†&g�K�r�M��

Switch (config)# power redundancy-mode redundant
Switch (config)# end
Switch#

���_�
#'�~�b7Á ;
Õ6×�Ô�î�»�†/²&g�M�•�[�†&g�K�r�M�� �� Power supplies needed by system: 1���c�
�«
�–�µ�³�@
Õ6×�Ô�î�»�[�6�•�G�\�†&g�K�Z�8�r�M��

Switch# show power supplies
Power supplies needed by system:1
Switch#

0
�œ�Ô�î�»�_�c�
 4200 W AC 7Á ;�T�E�[�õ�–�[�Q#Ý�[�A�•
Õ6×�‰�2�@�6�~�r�M�� ��0
�œ�Ô�î�»�b7Á�Š)T
�â�µ+��� >&P.15>'�†�g!·�K�Z�C�T�I�8��

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�b0
�œ�Ô�î�»�b0¿��

7Á ;/æ*(�@�""‚�[�j)%�[�A�•�è�V�b7Á�Š�@�«�–�µ�³�S�B�_�|�~�²0[�\�I�€�•���œ�c�
7Á ;'ö#.�Ô�î�»�†
0
�œ�Ô�î�»�_0¿���K�r�M��0
�œ�Ô�î�»�c�g�‰�b7Á ;/æ*(�b7Á�Š�†�Q#Ý�K�r�M���S�T�K�
�«�–�µ�³�_7Á ;
�b
Õ6×�ö�c0¿���I�€�r�O�‡��

0
�œ�Ô�î�»�†� �Ý$×�_�Q#Ý�M�•�_�c�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

• � �L�±�–�É�\�á�µ�º�X>&�[���r�S�c�•�š�
 AC �r�S�c  DC>'�b7Á ;/æ*(�†�Q#Ý�K�r�M��

• �±�–�É�b$��^�•�
�r�S�c�á�µ�º�X�b$��^�•7Á ;/æ*(�†�Q#Ý�K�S���œ�
�«�–�µ�³�c�8�N�€�?�M�‰�b7Á
 ;/æ*(�K�?�Q#Ý�K�r�O�‡��

• �•�š7Á ;/æ*(�_�c�
���(�^7Á�Š�†�j)%�[�A�•7Á ;/æ*(�†4E�¥�K�
�©�Õ�î�©�>�|�g  PoE �d0[7Á�Š�@
�q�±7Á�Š�†2x�<�^�8�|�:�_�K�r�M���•�š7Á ;/æ*(�c�
2s�·�ì�_�©�Õ�î�©�>�|�g  PoE �d0[7Á�Š�_�P
�Â�M�•�|�:�_�
+¬�·$×�_7Á ;�Ü�¯�î�«�†1*�Z�K�r�M��

• 7Á ;'ö#.�Ô�î�»�†0
�œ�Ô�î�»�_0¿���K�Z�8�Z�
7Á ;/æ*(�@  1 �X�K�?�š3U�I�€�Z�8�^�8���œ�
�«�–�µ
�³�c�Q�b0¿���†�w�E
°�€�r�M�@�
7Á�Š�c  1 �X�b7Á ;/æ*(�?�}�K�?�<#Ý�[�A�r�O�‡��

• �«�–�µ�³�@0
�œ�Ô�î�»�_0¿���I�€�Z�8�•���œ�
�j)%�I�€�•7Á�Š�b�œ0£�c�
�¶���b7Á ;/æ*(�b�G&��^
�œ0£�Í�\�c�^�~�r�O�‡��7Á ;/æ*(�_�c�6�}�?�L�u7Á�v�b
¹�w�š"á�@�ô�u�}�€�Z�8�r�M>&0ò(ý�_�X�8
�Z�c�
 /² 10-6>&P.10-13>' �†�g!·�K�Z�C�T�I�8>' ��

• �©�Õ�î�©�>�|�g  PoE �_�Q#Ý�[�A�•�›7Á ;/æ*(�b�q�±7Á�Š�_�X�8�Z�c�
 /² 10-6>&P.10-13>' �†�g!·�K
�Z�C�T�I�8��

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�_0
�œ�Ô�î�»�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
7Á ;'ö#.�Ô�î�»�†0
�œ�Ô�î�»�_0¿���M�•�[�†&g�K�r�M��

Switch (config)# power redundancy-mode combined
Switch (config)# end
Switch#

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch#  configure terminal �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_
°�~�r
�M��

�«�̧ �µ�É 2 Switch(config)#  power redundancy-mode combined 7Á ;'ö#.�Ô�î�»�†0
�œ�Ô�î�»�_0¿���K�r
�M��

�«�̧ �µ�É 3 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K
�r�M��

�«�̧ �µ�É 4 Switch#  show power supplies �«�–�µ�³�b7Á ;
Õ6×�Ô�î�»�†&�1��K�r�M��
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'¨  10 'v       #”�C�Ô�½�±�Ü�å�¢�>�|�g7Á ;'ö#.
7Á ;'ö#.
���_�
#'�~�b7Á ;
Õ6×�Ô�î�»�†/²&g�M�•�[�†&g�K�r�M�� �� Power supplies needed by system: 2���c�
�«
�–�µ�³�@0
�œ�Ô�î�»�[�6�•�G�\�†&g�K�Z�8�r�M��

Switch# show power supplies
Power supplies needed by system:2
Switch#

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b7Á ;/æ*(�[�<#Ý�[�A�•7Á�Š

/² 10-6 �_�
�I�r�J�r�^  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b7Á ;/æ*(�[�<#Ý�[�A�•7Á�Š�†&g�K�r�M���«
�–�µ�³�@0
�œ�Ô�î�»�_0¿���I�€�Z�8�•���œ�
�j)%�I�€�•7Á�Š�b�œ0£�c�
�¶���b7Á ;/æ*(�b�G&��^�œ0£�Í
�\�c�^�~�r�O�‡��7Á ;/æ*(�c�
�Á�î�»�˜�™�”�_�|�~�6�}�?�L�u
¹�w�š"á�@�ô�u�}�€�Z�8�r�M��0
�œ�Ô�î
�»�[�c�
�Q#Ý�[�A�•)r7Á�Š�@  P +>&P�™
¹�w�š"á>'�_�^�~�
 P �c7Á ;/æ*(�b7Á�Š5��†&g�K�r�M��

/² 10-6 �«�–�µ�³�b7Á ;/æ*(�[�<#Ý�[�A�•7Á�Š

7Á ;�Ô�ª�×�î�Ý 
Õ6×�Ô�î�»>& W>' 0
�œ�Ô�î�»>& W>' 
¹�w�š"á

1000 W AC �©�Õ�î�© 1 = 1050

PoE = 0

1. �©�Õ�î�©7Á�Š�c�
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�
�M�m�Z�b�Û�–�å�•�î�»�
�>�|�g�Ç�“�å  �º�Þ�–�b7Á�Š�[�S�B�I�€�r
�M��

�©�Õ�î�©  = 1667

PoE = 0

2/3

1300 W AC �©�Õ�î�©>&�q�±>' = 1050

PoE>&�q�±>' = 800

�©�Õ�î�©  + PoE + �Â�µ�¡�É
�Þ�î�å  < 1300

�©�Õ�î�©>&�q�`>' = 767

PoE>&�q�±>' = 1333

�©�Õ�î�©>&�q�±>' = 1667

PoE>&�q�`>' = 533

�©�Õ�î�©  + PoE + �Â�µ�¡�É
�Þ�î�å  < 2200

2/3

1400 W DC �©�Õ�î�©>&�q�`>' = 200

�©�Õ�î�©>&�q�±>' = 1360

PoE>&�q�±>'2 =>&DC 
°�Š 3 - [
�©�Õ�î�©>&�q�`>' + �Â�µ�¡�É
�Þ�î�å ] / 0.75>'�™ 0.96

2. 1400 W DC 7Á ;/æ*(�b� "á�c  0.75 �[�
 0.96 �c  PoE �_4:#Ý�I�€�r�M��

3. 1400 W DC 7Á ;/æ*(�b  DC 
°�Š�c�š�f�•+��[�
0¿���•+��[�M��0ò(ý�_�X�8�Z�c�
 �� 1400 W DC 7Á ;/æ*(�_6õ�M
�•"I0°�¦8o�� >&P.17>'�†�g!·�K�Z�C�T�I�8��

�©�Õ�î�©  = 22674

PoE5

4. PoE �[�c�Q#Ý�Y�•

5. PoE �[�c�Q#Ý�Y�•

�©�Õ�î�©  - 2/3

PoE - 0

1400 W AC �©�Õ�î�©  = 1360

PoE = 06

6. 8b�Œ7Á�Š�^�K

�©�Õ�î�©  = 2473

PoE = 0

9/11

2800 W AC �©�Õ�î�©  = 1360

PoE = 1400

�©�Õ�î�©  = 2473

PoE = 2333

�©�Õ�î�© 7 - 9/11

PoE8 - 2/3

7. �¹�î�±�S#Ý

8. �–�å�Û�–�å  �Ã�á�î
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'¨  10 'v       #”�C�Ô�½�±�Ü�å�¢�>�|�g7Á ;'ö#.
7Á ;'ö#.
4200 W AC 7Á ;/æ*(�_6õ�M�•"I0°�¦8o

4200 W AC 7Á ;/æ*(�_�c  2 �X�b
°�Š�@�6�~�
�Q�€�R�€  110 V �r�S�c  220 V �[7Á�Š�j)%�I�€�r�M��

4200 W AC 7Á ;/æ*(�b  show power �¥�Ð�å�»���Š�c�
 1400 W DC �º�Ü�É�Ý
°�Š7Á ;/æ*(�\� �]�[�M
>&�X�r�~�
�§�È�Ô�ª�×�î�Ý>&0
�X�b
°�Š>'�b"g�Â�@/²&g�I�€�r�M>' �� 2 �X�b7Á ;/æ*(�@�š3U�I�€�Z�8�•��
�œ�c�
�§�È�Ô�ª�×�î�Ý�b���>7€�p���\���œ�Ç�� �
�>�|�g�§�È�Ô�ª�×�î�Ý�b�«�¸�î�±�«>&�G�–�
$��–�
�œ
�Ç>'�†�
�9�[�A�r�M��

Switch# show power
Power                                             Fan      Inline
Supply  Model No          Type       Status       Sensor   Status
------  ----------------  ---------  -----------  -------  -------
PS1     PWR-C45-4200ACV   AC 4200W   good         good     good
PS1-1                         220V   good
PS1-2                                   off
PS2     PWR-C45-4200ACV   AC 4200W   bad/off      good     bad/off
PS2-1                         220V   good
PS2-2                         220V   bad

Power supplies needed by system    : 1
Power supplies currently available : 2

Power Summary                      Maximum
 (in Watts)              Used     Available
----------------------   ----     ---------
System Power (12V)        140        1360
Inline Power (-50V)         0        1850
Backplane Power (3.3V)      0          40
----------------------   ----     ---------
Total                     140 (not to exceed Total Maximum Available = 2100)
Switch#

�Ú�b7Á ;/æ*(�\� �]�_�
�G�€�}  2 �X�b7Á ;/æ*(�c� �L�±�–�É�[�6�•�²0[�@�6�~�r�M>& 4200 W AC �r�S
�c  1400 W DC>'���Q�:�[�^�8���œ�
�‘
��b7Á ;/æ*(�c  errdisable �«�¸�î�º�_�^�~�
�e
��b7Á ;/æ*(�@4E
�¥�I�€�r�M���I�}�_�
�©�Õ�î�©�l�b�M�m�Z�b
°�Š�@� �L7Á�}�[�6�•�²0[�@�6�~�r�M��
Õ6×�Ô�î�»�[�c�

�e�‘�b7Á ;/æ*(�b
°�Š�@� �L�[�6�•�²0[�@�6�~�r�M��
Õ6×�Ô�î�»�[�e�‘�b7Á ;/æ*(�_7Á�Š�j)%�I�€�Z�8
�•���œ�
�Q�b7Á�Š�Í�c  2 �X�b7Á ;/æ*(�b�E�8�‰�_�ö�Y�A�r�M��

>&�@>' �©�«�¸�Ò�@  110 V �r�S�c  220 V �b0
�œ�Ô�î�»�[  4200 W �b7Á ;/æ*(�_�|�~7Á�Š�j)%�I�€�Z�8�•���œ�
 �<
#Ý�•+��^7Á�Š�c�©�«�¸�Ò�S�B>&�Û�–�å�•�î�»�b�±�–�É�
�Û�–�å�•�î�»�X�
�–�å�Û�–�å  �Ã�á�î�†�˜2��M
�•�Ï�î�º�X�^�]>'�_�|�~�ô���I�€�
)/�P�q�±7Á�Š�c�o�Î�I�€�r�O�‡��

>&�@>' �M+´�K�S
Õ6×7Á ;/æ*(0¿���[7Á ;/æ*(�b�§�È�Ô�ª�×�î�Ý�@�>7€�K�S���œ�
�v�:�M�‰�b>&�G�–�^>'7Á ;/æ
*(�@�M�m�Z�b�µ+��_7Á�Š�j)%�K�r�M��

/² 10-7 �_�

Õ6×�Ô�î�»�[�b7Á ;/æ*(�b0Û�o�‰�2�†&g�K�r�M��

/² 10-7 
Õ6×�Ô�î�»�[�b���Š

7Á ;�Ô�ª�×�î�Ý 12 V 3.3 V -50 V �œ0£

110 V 660 40 700 1050
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'¨  10 'v       #”�C�Ô�½�±�Ü�å�¢�>�|�g7Á ;'ö#.
7Á ;'ö#.
0
�œ�Ô�î�»�[�c�
�©�Õ�î�©�l�b�M�m�Z�b
°�Š�@� �L7Á�}�[�6�•�²0[�@�6�~�r�M��

/² 10-8 �_�
0
�œ�Ô�î�»�[�b7Á ;/æ*(�b0Û�o�‰�2�†&g�K�r�M��

0
�œ�Ô�î�»�b7Á�Š)T�â�µ+�

>&�@>' �G�b�µ+��c�
�g�‰�b7Á ;/æ*(�Ë�–�_  4200 W AC 7Á ;/æ*(�@�š3U�I�€�Z�8�•���œ�_�
0
�œ�Ô�î�»�T�E�[
�Q#Ý�[�A�r�M��

0
�œ�Ô�î�»�b7Á�Š)T�â�µ+��†�Q#Ý�K�Z�
7Á�Š�b�Q#Ý�†�q�±  2 �X�r�S�c  3 �X�b
°�Š>&0¿���•+�>'�_�D7H�[
�A�r�M��

4200 W AC 7Á ;/æ*(�@ 2 �Ž�b���œ�
�q�±  4 �X�b
°�Š�†�Q#Ý�[�A�r�M���G�b�µ+��_�|�~�
7Á�Š�b�Q#Ý�†  
2 �X�r�S�c  3 �X�b
°�Š�_�D7H�[�A�r�M��7Á ;/æ*(�b  1 �X�_7€���@$Î#Õ�K�Z�v�
7Á�Š�˜2��†�`�I�8
°�Š�X
�_�D7H�K�Z�6�•�b�[�
7Á�Š�b�†�»�c$Î#Õ�K�r�O�‡��

0
�œ�Ô�î�»�b7Á�Š)T�â�µ+��†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

110 V+110 V
�r�S�c  220 V

1360 40 1850 2100

220 V + 220 V 1360 40 3700 4200

/² 10-7 
Õ6×�Ô�î�»�[�b���Š  >&)F�A>'

7Á ;�Ô�ª�×�î�Ý 12 V 3.3 V -50 V �œ0£

/² 10-8 0
�œ�Ô�î�»�[�b���Š

7Á ;�Ô�ª�×�î�Ý 12 V 3.3 V -50 V �œ0£

�g�‰>&�Ë�–>'�[  110 V 1200 40 1200 1873

�M�‰�[ 110 V + 110 V�
 
�o�P
��[  110 V

2400 40 2000 2728

�g�‰�[  110 V + 110 V 2400 40 3100 3782

�g�‰�[  220 V 2400 40 3100 3782

�M�‰�[ 220 V + 220 V�

�o�P
��[  220 V

2400 40 4700 5493

�g�‰�[  220 V + 220 V 2400 40 6800 7600

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch#  configure terminal �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 2 Switch(config)#  power redundancy combined max inputs 
{2 | 3}

7Á�Š�b�Q#Ý�† 2 �X�r�S�c  3 �X�b
°�Š�l�D7H
�K�r�M��

>&�@>' �¥�Ð�å�»�b�q�±
°�Š4Š�(�c�
 4200 W 
AC �è�¥�b7Á ;/æ*(�M�m�Z�_�P�K�Z
�c!“0i�I�€�r�M��

�«�̧ �µ�É 3 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r
�M��
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'¨  10 'v       #”�C�Ô�½�±�Ü�å�¢�>�|�g7Á ;'ö#.
7Á ;'ö#.
���_�
 4 �X�b���G�–���^
°�Š>& 220 V>'�[  max inputs 3 �†0¿���K�
7Á�Š�†  7600 W �[�c�^�C  5500 W �_
�D7H�M�•�[�†&g�K�r�M�� 1 �X�b�§�È�Ø�½�µ�º�_7€���@$Î#Õ�K�S�~�
7Á ;�@�œ�Ç�_�^�W�S�~�K�S���œ�[
�v�
�Ø�î�¨�_�c  5500 W �†�f�j�M�•  3 �X�b���G�–���^
°�Š�@&��–�I�€�
�©�Õ�î�©�_�c7€���@$Î#Õ�M�•�S
�\� �L�Þ�î�º�[7Á�Š�j)%�I�€�r�M��

Switch# configuration terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# power redundancy combined max inputs 3
Switch(config)# end
Switch#
14:32:01: %SYS-5-CONFIG_I: Configured from console by console

���_�
�G�b�µ+��@2s�·�I�€�•�S�b  show power �¥�Ð�å�»�b���Š�†&g�K�r�M��

Switch# show power
sh power
Power                                             Fan      Inline
Supply  Model No          Type       Status       Sensor   Status
------  ----------------  ---------  -----------  -------  -------
PS1     PWR-C45-4200ACV   AC 4200W   good         good     good   
PS1-1                         110V   good         
PS1-2                         110V   good         
PS2     PWR-C45-4200ACV   AC 4200W   good         good     good   
PS2-1                         110V   good         
PS2-2                         110V   good         

Power supplies needed by system    : 1
Power supplies currently available : 2

Power Summary                      Maximum
 (in Watts)              Used     Available
----------------------   ----     ---------
System Power (12V)        140        1360
Inline Power (-50V)         0        1850
Backplane Power (3.3V)      0          40
----------------------   ----     ---------
Total                     140 (not to exceed Total Maximum Available = 2100)

���_�
�G�b�µ+��@2s�·�I�€�S�‹�b���Š�†&g�K�r�M���è�S�
 show power �¥�Ð�å�»�b���Š�[�c  Power 
supplies needed = 2 �\/²&g�I�€�Z�8�r�K�S�@�
 0
�œ�Ô�î�»�c#'�~�
 Power supplies needed by system    
: 2 Maximum Inputs = 3 �\/²&g�I�€�r�M��

Switch# show power
sh power
Power                                             Fan      Inline
Supply  Model No          Type       Status       Sensor   Status
------  ----------------  ---------  -----------  -------  -------
PS1     PWR-C45-4200ACV   AC 4200W   good         good     good   
PS1-1                         110V   good         
PS1-2                         110V   good         
PS2     PWR-C45-4200ACV   AC 4200W   good         good     good   
PS2-1                         110V   good         
PS2-2                         110V   good         

Power supplies needed by system    : 2 Maximum Inputs = 3 
Power supplies currently available : 2

Power Summary                      Maximum
 (in Watts)              Used     Available
----------------------   ----     ---------
System Power (12V)        140        2400
Inline Power (-50V)         0        2000
Backplane Power (3.3V)      0          40
----------------------   ----     ---------
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'¨  10 'v       #”�C�Ô�½�±�Ü�å�¢�>�|�g7Á ;'ö#.
7Á ;'ö#.
Total                     140 (not to exceed Total Maximum Available = 2728)

Switch#

1400 W DC 7Á ;/æ*(�_6õ�M�•"I0°�¦8o

�@�– 1400 W DC 7Á ;/æ*(�c�
�Ú�b�8�?�^�•7Á ;/æ*(�\�v�G#Ý�[�A�r�O�‡���Í�µ�º  �«�á�µ�É�x�Q�b�Ú�b
%·�‡6ë�b)m�ô�b���œ�[�v�G#Ý�K�^�8�[�C�T�I�8���G#Ý�M�•�\�«�–�µ�³�@5��±�^�†
/�†�w�E�•���œ�@
�6�~�r�M��

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[  1400 W DC 7Á ;/æ*(�†�Q#Ý�M�•���œ�c�
���b�@�–�¦8o�†*ƒ�Ö�K�Z
�C�T�I�8��

• 1400 W DC 7Á ;/æ*(�[�c�
�I�r�J�r�^  DC 7Á ;�@�Q#Ý�[�A�r�M�� DC 
°�Š�c�
 300 >|  7500 W �b(

�V
Æ�[�š�f�M�•�G�\�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
7Á ;/æ*(�b�Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

• �«�î�Ã�î�Â�–�¨  �š�å�ª�å�c�
 1400 W DC 7Á ;/æ*(�_�K)F�I�€�S  DC 7Á ;�†�è���[�A�r�O�‡�� 1400 
W DC 7Á ;/æ*(�†�Q#Ý�M�•���œ�
 power dc input �¥�Ð�å�»�†�Q#Ý�K�Z  DC 
°�Š7Á ;�†0¿���K�Z�C�T
�I�8���G�b�¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
 ��7Á ;/æ*(�l�b  DC 
°�Š�b0¿���� >&P.10-17>' �†�g!·�K�Z�C
�T�I�8��

• �¯�Ç�º�˜�™�”�c�©�«�¸�Ò7Á�Š>&�Ô�ª�×�î�Ý�
�Â�µ�¡�É�Þ�î�å�
�>�|�g�Ç�“�å>'�\  PoE �†+¬�·$×�_
1*�Z�K�r�M�� PoE �b� "á�c  96% �[�M�@�
�©�«�¸�Ò7Á�Š�c  75% �b� "á�K�?�6�~�r�O�‡���S�\�<�d�

120 W �b�©�«�¸�Ò7Á�Š�_�c�
 DC 
°�Š�?�}  160 W �@�²0[�[�M���G�b0[�ó�c�
 show power 
available �¥�Ð�å�»���Š�b�� Power Used���•�Û�Ò�_�o�Î�I�€�Z�8�r�M��

• 1400 W DC 7Á ;/æ*(�c�
 PoE #Ý�b7Á ;�œ�å / �œ�Ç �«�–�µ�³�†�9�¶�_
��<�Z�8�r�M��7Á ;/æ*(�Ç�“
�å�b�«�¸�î�±�«�>�|�g�z7Á ;�b�«�¸�î�±�«�c�
4��·�K�Z�8�r�M���]�U�}�?�M�‰�@�>7€�M�•�\�
7Á ;
/æ*(�\�Ç�“�å�b�g�‰�@�Y,� / �œ�Ç�\�K�Z�Þ�Ï�î�º�K�r�M���–�å�Û�–�å  �«�–�µ�³�b7Á ;�†�ž
°�M�•�S
�_�
�z7Á ;�@�œ�å�_�^�W�Z�8�•�G�\�†&�1��M�•�²0[�@�6�~�r�M���I�}�_�
�z7Á ;�†�)�•�M�•�S�_�

�–�å�Û�–�å  �«�–�µ�³�b7Á ;�@�œ�Ç�_�^�W�Z�8�•�G�\�†&�1��M�•�²0[�@�6�~�r�M��

7Á ;/æ*(�l�b  DC 
°�Š�b0¿��

1400 W DC 7Á ;/æ*(�r�S�c7Á ;�©�™�Ý�Ç�_  DC 
°�Š�Ã�á�î�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

� �M�b0¿���@�
�g�‰�b7Á ;�«�ß�µ�º�_4:#Ý�I�€�r�M���S�\�<�d�
 dc power input �†  1000 W �_0¿���K
�S���œ�
�«�–�µ�³�c�«�ß�µ�º  1 �\�«�ß�µ�º  2>&�Ñ�~�M�•���œ>'�b�g�‰�b�¥4Š  DC 7Á ;�\�K�Z  1000 W �†
0[�Ó�K�r�M��

���_�
�¥4Š  DC 7Á ;/æ*(�†  1000 W �_0¿���M�•�[�†&g�K�r�M��

Switch#  configure terminal
Switch (config)# power dc input 1000
Switch (config)# end
Switch#

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch#  configure terminal �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 2 Switch(config)#  power dc input watts DC 
°�Š7Á ;�b��5��†0¿���K�r�M��

�«�̧ �µ�É 3 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r
�M��
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1400 W DC SP 7Á ;/æ*(�†0
�œ�Ô�î�»�[�Q#Ý�M�•���œ�

°�Š�@�M+´�M�•�²0[�c�6�~�r�O�‡��

1400 W DC SP �º�Ü�É�Ý
°�Š7Á ;/æ*(�_6õ�M�•"I0°�¦8o

1400 W DC 7Á ;/æ*(�\�c$��^�~�
 1400 W DC SP 7Á ;/æ*(�_�c�§�È�Ô�ª�×�î�Ý>&0
�X�b
°�Š>'�@�µ�r
�€�Z�>�~�
7Á ;�b�œ�å / �œ�Ç�†/œ�:�G�\�@�[�A�•�|�:�_�^�W�Z�8�r�M�� Cisco IOS Release 12.2(25) EW
�[�c�
 show power �¥�Ð�å�»�c�
�¥�Ð�å�»�b���Š�@�
���b�|�:�_�§�È�Ô�ª�×�î�Ý�b�«�¸�î�±�«�@/²&g�I
�€�•�|�:�_�Ÿ�G�I�€�Z�8�r�M��

Switch# show power
Power                                             Fan      Inline
Supply  Model No          Type       Status       Sensor   Status
------  ----------------  ---------  -----------  -------  ------
PS1     PWR-C45-1400DC    DCSP1400W  good         good     n.a.
PS1-1                     12.5A      good
PS1-2                     15.0A      bad
PS1-3                     15.0A      off

PS2     none              --         --           --       --

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[  1400 W DC SP 7Á ;/æ*(�†�Q#Ý�M�•���œ�c�
���b�@�–�¦8o�†*ƒ�Ö�K
�Z�C�T�I�8��

• 2 �•�b  48 V 7Á�Š�Þ�î�Ý�†�Q#Ý�K�Z  2 �X�b7Á ;/æ*(�†�·�?�M���œ�c�
�¡�ß�«�á�–�Ö�Ü�å�¢�†�G#Ý�K
�Z7Á ;/æ*(�†�Þ�î�Ý�_�K)F�K�
�q�6�b7Á ;�ž
°�p�_�,�A3¸�r�€�•��':
°��7Á�v�†�q�`7H�_�š�<�•�G
�\�@�[�A�r�M���G�b"g�#�[�c�
�«�–�µ�³�†0
�œ�Ô�î�»�_0¿���K�Z�?�}�Þ�î�Ý�†�Ó�å�¸�¼�å�«#Ý�_�²
�˜�å�K�r�M��

• 3û�–�b���œ�

Õ6×�ö�†0¿���M�•�\�A�c�
 2 �X�b7Á ;/æ*(�@���M+´���M�•�²0[�@�6�~�r�M>&
°�Š�@� 
�M>'���S�\�<�d�
 PS1 �>�|�g  PS2 �b�g�‰�[�

°�Š  1 �>�|�g  3 �_7Á�Š�†�j)%�K�r�M���È�î�º�ì�_7Á ;
/æ*(�@�M+´�K�Z�8�^�8���œ�c�
�‘
��b>&'¨  2>'7Á ;/æ*(�@  errdisable "g�Â�_�^�~�r�M��

�M+´�K�S
Õ6×7Á ;/æ*(0¿���[7Á ;/æ*(�b�§�È�Ô�ª�×�î�Ý�@�>7€�K�S���œ�
�v�:�M�‰�b>&�G�–�^>'7Á ;/æ
*(�@�M�m�Z�b�µ+��_7Á�Š�j)%�K�r�M��

Supervisor Engine II-TS �[�–�å�Û�–�å  �Ã�á�î�@�Y2Š�K�S���œ�b��#.

Supervisor Engine II-TS �[  1400 W DC 7Á ;/æ*(>&PWR-C45-1400DC>'�@�Q#Ý�I�€�Z�8�Z�
7Á ;/æ*(
�b  12.5 A 
°�Š�b  1 �X�T�E�@�Q#Ý�I�€�•���œ�
�Q#Ý�I�€�•�Û�–�å�•�î�»�b�±�–�É�>�|�g�Û�–�å�•�î�»�b
�š3U���d>&�«�ß�µ�º  2 �r�S�c  3>'�_�|�W�Z�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b7Á�Š�˜2�5��c$��^�~�r�M��7Á�Š�˜
2�5��c  155 >|  330 W �b(
�V�[$��^�~�
 �G�€�c�«�î�Ã�î�Â�–�¨  �š�å�ª�å�[�<#Ý�•+��^�q�±�–�å�Û�–�å  �Ã
�á�î5�>& 0 >|  175 W>'�_�v�s8j�K�r�M���Q�b�S�u�
 1 �X�r�S�c0
�X�b�Û�–�å�•�î�»�@�©�Õ�î�©�_��
°�I
�€�Z�8�•���œ�
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�c�K)F�I�€�S�–�å�Û�–�å  �Ã�á�î  �¹�Â�–�«�l�b�–�å�Û�–�å  �Ã
�á�î�b�j)%�†�Ä�°�[�A�r�M��

���b  show power detail �>�|�g  show power module �¥�Ð�å�»���Š�[�c�
 �«�î�Ã�î�Â�–�¨  �š�å�ª�å�_2s
�I�M�•�I�r�J�r�^�•�š7Á�Š�˜2�5��>�|�g�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�–�å�Û�–�å  �Ã�á�î�b�+0[�@&g�I�€
�Z�8�r�M��

Switch# show power detail
show power detail
Power                                             Fan      Inline
Supply  Model No          Type       Status       Sensor   Status
------  ----------------  ---------  -----------  -------  -------
PS1     PWR-C45-1400DC    DCSP1400W  good         good     n.a.   
PS1-1                     12.5A       good         
PS1-2                     15.0A       off          
PS1-3                     15.0A       off          
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PS2     none              --         --           --       --     

Power supplies needed by system    : 1
Power supplies currently available : 1

Power Summary                      Maximum
 (in Watts)              Used     Available
----------------------   ----     ---------
System Power (12V)        360         360
Inline Power (-50V)         0           0
Backplane Power (3.3V)      0          40
----------------------   ----     ---------
Total                     360         400

Module Inline Power Summary (Watts)
(12V -> -48V on board conversion)
---------------------------------
                    Maximum
Mod      Used      Available
---      ----      ---------
1           5             25
---      ----      ---------

                           Watts Used of System Power (12V)
Mod   Model               currently  out of reset  in reset
----  -----------------   ---------  ------------  --------
 1    WS-X4013+TS            180         180         180
 2    WS-X4506-GB-T           60          60          20
 3    WS-X4424-GB-RJ45        90          90          50
 --   Fan Tray                30          --          --
-----------------------   ---------  ------------   -------
       Total                 360         330         250

                        Watts used of Chassis Inline Power (-50V)
                        Inline Power Admin  Inline Power Oper
Mod   Model                PS     Device       PS     Device     Efficiency
----  -----------------  ----------------    ----------------    ----------
 2    WS-X4506-GB-T          0        0          0        0          89
 3    WS-X4424-GB-RJ45       -        -          -        -           -
-----------------------  ----------------    ----------------    ----------
       Total                 0        0          0        0

                        Watts used of Module Inline Power (12V -> -50V)
                        Inline Power Admin  Inline Power Oper
Mod   Model                PS     Device       PS     Device     Efficiency
----  -----------------  ----------------    ----------------    ----------
 1    WS-X4013+TS            6        5          3        3          90
-----------------------  ----------------    ----------------    ----------

Switch# show power module
sh power module
                           Watts Used of System Power (12V)
Mod   Model               currently  out of reset  in reset
----  -----------------   ---------  ------------  --------
 1    WS-X4013+TS            180         180         180
 2    WS-X4506-GB-T           60          60          20
 3    WS-X4424-GB-RJ45        90          90          50
 --   Fan Tray                30          --          --
-----------------------   ---------  ------------   -------
       Total                 360         330         250

                        Watts used of Chassis Inline Power (-50V)
                        Inline Power Admin  Inline Power Oper
Mod   Model                PS     Device       PS     Device     Efficiency
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----  -----------------  ----------------    ----------------    ----------
 2    WS-X4506-GB-T          0        0          0        0          89
 3    WS-X4424-GB-RJ45       -        -          -        -           -
-----------------------  ----------------    ----------------    ----------
       Total                 0        0          0        0

                        Watts used of Module Inline Power (12V -> -50V)
                        Inline Power Admin  Inline Power Oper
Mod   Model                PS     Device       PS     Device     Efficiency
----  -----------------  ----------------    ----------------    ----------
 1    WS-X4013+TS            6        5          3        3          90
-----------------------  ----------------    ----------------    ----------

Switch#

�Ô�ª�×�î�Ý�b7Á ;�)�•  
�«�–�µ�³�_�š3U�I�€�S�M�m�Z�b�Ô�ª�×�î�Ý�_�j)%�M�•���(�^7Á�Š�@�©�«�¸�Ò�_�^�8���œ�c�
�Ô�ª�×�î�Ý
�b7Á ;�†�)�•�K�Z�
�*7Á�Š�Ô�î�»�_�[�A�r�M���Ô�ª�×�î�Ý�b7Á ;�†�)�•�M�•�_�c�
���b�8���†/œ�8�r
�M��

7Á ;�@�)�•�I�€�S�Ô�ª�×�î�Ý�_7Á ;�†�ž
°�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�Ô�ª�×�î�Ý  6 �b7Á ;�†�)�•�M�•�[�†&g�K�r�M��

Switch# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# no hw-module module 6 power
Switch(config)# end
Switch#

Catalyst 4948 �«�–�µ�³�b7Á ;'ö#.

�«�–�µ�³�_���(�^7Á�Š�†&����_�j)%�[�A�•�|�:�_�M�•�S�u�
 AC �r�S�c  DC 7Á ;/æ*(�†4E�¥�[�A�r�M��
Catalyst 4948 �«�–�µ�³�[�c�
���b7Á ;/æ*(�†�Q#Ý�[�A�r�M��

– 300 W AC 

– 300 W DC 

�G�b7Á ;/æ*(�_�c�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�\�b�«�n�ö�@�6�~�r�O�‡�� Power over Ethernet
>&PoE; �–�î�§�¿�µ�º)�#ä�b7Á ;�j)%>'�c  Catalyst 4948 �«�–�µ�³�[�c�§�Ï�î�º�I�€�Z�8�^�8�S�u�
�D7H
�I�€�S�á�µ�º�X�T�E�@�²0[�[�M�� PoE �b0ò(ý�_�X�8�Z�c�
 '¨ 11 'v�� Power over Ethernet �b0¿���� �†�g
!·�K�Z�C�T�I�8���«�–�µ�³�_7Á ;/æ*(�†�v�~�Ü�E�•�\�
7Á ;�@�ž
°�I�€�Z�8�^�8���œ�[�v�©�«�¸�Ò  �¯
�Ç�º�˜�™�”�_�|�W�Z7Á ;/æ*(�b  EEPROM �@1��s3¸�r�€�r�M�� AC 7Á ;/æ*(�\  DC 7Á ;/æ*(�c�G#Ý�[�A
�r�M��

�¥�Ð�å�» % $×

Switch(config)# no hw-module module num power �æ���I�€�S�Ô�ª�×�î�Ý�†�*7Á�Š�Ô�î�»�_�K
�Z�
�Q�b�Ô�ª�×�î�Ý�l�b7Á ;�†�)�•�K�r�M��

�¥�Ð�å�» % $×

Switch(config)# hw-module module num power �æ���I�€�S�Ô�ª�×�î�Ý�_7Á ;�†�ž
°�K�r�M��
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Catalyst 4948 �«�–�µ�³�b7Á ;'ö#.�Ô�î�»

Catalyst 4948 �«�–�µ�³�[�c�

Õ6×7Á ;'ö#.�Ô�î�»�†�§�Ï�î�º�K�r�M���G�b�Ô�î�»�[�c�
 2 �Ž�b7Á ;/æ*(
�@�G�–�_�·�8�K�Z�8�•���œ�
�›7Á ;/æ*(�c�–�_�²0[�^)r�©�«�¸�Ò7Á�Š�b  20 �\  80 >|  45 �\  55% �†�j)%
�K�r�M���M�‰�b7Á ;/æ*(�@�>7€�K�S���œ�
�v�:�M�‰�b/æ*(�c�²0[�^)r7Á�Š�b  100% �r�[�Q�•�I�O�r�M��
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C H A P T E R 11

Power over Ethernet �b0¿��

>&�@>' �G�b'v�†1��s4
�u�•�S�_�
 �� Catalyst 4500 Series Installation Guide���b�� Preparing for Installation���_
% �†3û�K�Z�C�T�I�8�� PoE �b�_
°�_�|�W�Z7Á�¼2�,´�\!Õ�@�•�ƒ�W�Z�v�
�Q�€�_�P�Â�M�•���(�^7Á�Š�\

í�7/æ*(�@0¿*(���d�_�6�•�G�\�†&�1��K�Z�C�T�I�8��

�G�b'v�[�c�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[  Power over Ethernet>&PoE>'�†0¿���M�•�‰�2�_�X�8�Z
1��Â�K�r�M��

�G�b'v�b
Æ���c�
���b�\�>�~�[�M��

• ���+0[�� >&P.11-1>'

• ��7Á�Š'ö#.�Ô�î�»�� >&P.11-2>'

• ���–�å�±�î�Ç�™�–�«�V�b�w7Á�¹�Â�–�«�_�P�M�•�˜2�7Á�Š5��b0¿���� >&P.11-4>'

• ���–�å�±�î�Ç�™�–�«�b�·�8�«�¸�î�±�«�b/²&g�� >&P.11-6>'

• ���Ô�ª�×�î�Ý�[�˜2��I�€�•  PoE �b/²&g�� >&P.11-7>'

>&�@>' �G�b'v�b�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 Series Switch 
Cisco IOS Command Reference���>�|�g���b  URL �b6õ4��Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6350/index.html

�+0[
Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
�©�«�¥
›/œ�† =  Power over Ethernet>&PoE>'�>�|�g  IEEE 802.3af 
 =�Ð>&2003 �º�_�Ž1�>'�b�g�‰�_6õ�M�•  PoE �†�§�Ï�î�º�K�r�M�� PoE �c�
�M�m�Z�b  Catalyst 4500 �©
�Ü�î�¬  �«�–�µ�³  �©�Õ�î�©�[�§�Ï�î�º�I�€�
 PoE �Ô�ª�×�î�Ý�>�|�g7Á ;/æ*(�†�²0[�\�K�r�M���Q#Ý�•+�
�^  PoE 7Á�Š5��c�
�¶���b7Á ;/æ*(�b  PoE ��5��_�|�~$��^�~�r�M�� PoE �b�§�Ï�î�º�_�|�~�
�©�«�¸�Ò�@
�–�å�Û�–�å/æ*(>& IP Phone�
 IP �Å�¹�œ  �Ç�›�å�
�>�|�g�† =�b5¡�£�î�È�Ý�K)F>&�•�¸�¦�Ü  5�
 5e�
 6 �b
�£�î�È�Ý�K)F>'�V�b�á�–�Ö�Þ�«  �”�¡�­�«  �Ï�–�å�º�^�]>'�_7Á�Š�j)%�[�A�•�|�:�_�^�~�r�M��

�r�S�
 PoE �_�|�~�¶���b  PoE �P�Â/æ*(�_�h8��¥�å�­�å�º�† =
��M�•�²0[�@�^�C�^�~�r�M���G�€�_�|�~�

�K)F
›�b/æ*(�_�²0[�[�6�W�S3ã�•�b7Á�¼4Ä)z�_�?�?�•2�#Ý�@�P�ö�I�€�r�M���I�}�_�
 PoE �c�"�M�b7Á
 ;�©�«�¸�Ò�V�b�¡�Ü�¸�•�•�Ý  �¹�Â�–�«�†�(7³�K�
 UPS �Â�µ�¡�”�µ�É�@�M�m�Z�b�©�«�¸�Ò�†�§�Ï�î�º�[
�A�•�|�:�_�K�r�M��
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'¨  11 'v       Power over Ethernet �b0¿��
7Á�Š'ö#.�Ô�î�»
3û�–�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c  2 �X�b4Ä*(�©�¼�Ü�œ�b�8�N�€�?�[4Ä*(�I�€�r�M���q�6�b�©�¼
�Ü�œ�c�¹�î�±�S#Ý�[�
�«�–�µ�³�>�|�g�P�Â�Ô�ª�×�î�Ý�†'�
>�I�O�•7Á�Š�@�²0[�\�^�~�r�M�� 2 $��u�b�©
�¼�Ü�œ�c�
�K)F�I�€�S�¹�Â�–�«�@�–�î�§�¿�µ�º  �Ï�î�º�?�}�w7Á�M�•4Ä*(�[�
�¹�î�±�>�|�g  PoE>&���–�å
�Û�–�å  �Ã�á�î���\�v�ç�d�€�•>'�†�§�Ï�î�º�K�r�M��

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
 Powered Device>&PD; �w7Á�¹�Â�–�«>'�@  PoE �Ô�ª�×�î�Ý�_�K)F�I
�€�Z�8�•�?�]�:�?�†�¤%±�[�A�r�M���G2°�_7Á�Š�@�^�8���œ�c�
�w7Á�¹�Â�–�«�_  PoE �@�j)%�I�€�r�M  

>&�G2°�V�_7Á�Š�@�6�•���œ�c�j)%�I�€�r�O�‡>' ���w7Á�¹�Â�–�«�†  AC 7Á ;�_�K)F�K�Z�
8b�Œ�G2°�_"‚+¬�b
7Á�Š�†�j)%�M�•�G�\�v�[�A�r�M��

�Á�î�»�˜�™�”0[�ó

PoE �†�Q#Ý�K�Z�¹�Â�–�«�_7Á�Š�†�j)%�M�•�_�c�
�©�Õ�î�©�[�c /² 11-1 �_&g�M7Á ;/æ*(�†�a�^�C�\�v  1 
�X�Q#Ý�K�
 /² 11-1 �_&g�M�«�–�µ�³�å�¢  �Ô�ª�×�î�Ý�b�a�^�C�\�v  1 �X�_�¹�Â�–�«�†�K)F�K�r�M��

7Á�Š'ö#.�Ô�î�»
�š�å�»  �«�¸�î�©�Ù�å�_  PoE �†�j)%�[�A�•�Ô�ª�×�î�Ý�@�«�–�µ�³�_)��s3¸�r�€�Z�8�•���œ�c�
�Q�b�š�å
�»  �«�¸�î�©�Ù�å�@7Á�Š�†�²0[�\�M�•�\�A�_  PoE �†+¬�·$×�_�è���K�Z4:#Ý�M�•�|�:�_�
�Ô�ª�×�î�Ý�V�b
�›�–�å�±�î�Ç�™�–�«�†0¿���[�A�r�M��

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�_�c�
 3 �X�b  PoE �Ô�î�»�@�6�~�r�M��

• auto>8PoE �–�å�±�î�Ç�™�–�«���«�î�Ã�î�Â�–�¨  �š�å�ª�å�c�
�«�–�µ�³�å�¢  �Ô�ª�×�î�Ý�@7Á0ð�µ�†
�è���K�
�«�–�µ�³�_���(�^7Á�Š�@�6�•���œ�_ �T�E �
�–�å�±�î�Ç�™�–�«�_7Á�Š�†�ž
°�M�•�|�:�_�«
�–�µ�³�å�¢  �Ô�ª�×�î�Ý�_�æ&g�K�r�M���–�å�±�î�Ç�™�–�«�V�b�q�±�á�µ�º�X�†�æ���[�A�r�M���á�µ
�º�X�†�æ���K�^�8���œ�
�«�–�µ�³�c�Á�î�»�˜�™�”�@�P�Â�M�•�q�±�Í�†2x�<�^�8(
�V�[7Á�Š�†�j)%�K
�r�M���G�b�Ô�î�»�[�c�
�–�å�±�î�Ç�™�–�«�@  PoE �b�j)%�_�P�Â�K�Z�8�^�C�\�v�s8j�c�6�~�r�O�‡��

• static>8�Á�– �É�Û�–�œ�Ü�¸�•�b  PoE �–�å�±�î�Ç�™�–�«���«�î�Ã�î�Â�–�¨  �š�å�ª�å�c�
�–�å�±�î
�Ç�™�–�«�@�K)F�I�€�Z�8�^�8���œ�[�v�
�–�å�±�î�Ç�™�–�«�_7Á�Š�†�¦�S�_�m�~�\�Z�
�–�å�±�î�Ç�™
�–�«�_7Á�Š�@�j)%�I�€�•�|�:�_�K�r�M���–�å�±�î�Ç�™�–�«�V�b�q�±�á�µ�º�X�†�æ���[�A�r�M���á�µ
�º�X�†�æ���K�^�8���œ�
�«�–�µ�³�c�Á�î�»�˜�™�”�[�§�Ï�î�º�I�€�•�q�±�Í�†�¦�S�_�m�~�\�Z�r�M��
�«�–�µ�³�@�G�b�m�~�\�Z�† 6�S�M�T�E�b7Á�Š�†�â�S�^�8���œ�
�¥�Ð�å�»�b��/œ�c�»�K�K�r�M���«�î
�Ã�î�Â�–�¨  �š�å�ª�å�c�
�«�–�µ�³�å�¢  �Ô�ª�×�î�Ý�@�w7Á�¹�Â�–�«�†�è���K�S���œ�_ �T�E �
�–�å
�±�î�Ç�™�–�«�_7Á�Š�†�ž
°�M�•�|�:�_�«�–�µ�³�å�¢  �Ô�ª�×�î�Ý�_�æ&g�K�r�M��

• never>8�¹�î�±  �–�å�±�î�Ç�™�–�«�b�s���«�î�Ã�î�Â�–�¨  �š�å�ª�å�c�
7Á�Š�@�j)%�I�€�Z�8�^�87Á0ð
�µ�@�K)F�I�€�Z�8�•���œ�[�v�
�–�å�±�î�Ç�™�–�«�_7Á�Š�†�ž
°�K�r�O�‡���G�b�Ô�î�»�c�
7Á�Š�@  
PoE �P�Â�–�å�±�î�Ç�™�–�«�_4:#Ý�I�€�^�8�|�:�_�M�•���œ�_7H�~�²0[�[�M��

/² 11-1 �Á�î�»�˜�™�”0[�ó

�«�–�µ�³�å�¢  �Ô�ª�×�î�Ý 7Á ;�Ô�ª�×�î�Ý

WS-X4148-RJ45V PWR-C45-1300ACV=

WS-X4224-RJ45V PWR-C45-1400DCV=

WS-X4248-RJ21V PWR-C45-2800ACV=

WS-X4248-RJ45V PWR-C45-4200ACV=

WS-X4505-GB-T

WS-X4524-GB-RJ45V

WS-X4548-GB-RJ45V
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'¨  11 'v       Power over Ethernet �b0¿��
7Á�Š'ö#.�Ô�î�»
�«�–�µ�³�c  802.3af  =�Ð  PoE �Ô�ª�×�î�Ý�b��7•�b  PoE �˜2�7Á�Š�† ����[�A�r�M���G�b ����Í�c  show 
power module �¥�Ð�å�»�b���Š�_/²&g�I�€�r�M��

WS-X4148-RJ45V PoE �Ô�ª�×�î�Ý�[�c�
 PoE �b�˜2�7Á�Š�† ����[�A�r�O�‡���K�S�@�W�Z�
 PoE �†0£'ì
�M�•���œ�c�–�_�
�G�b�Ô�ª�×�î�Ý�b  PoE �˜2�7Á�Š�@'ö#.�V�b  PoE �\'¼�K�8�\�N���K�r�M��

0ò(ý�_�X�8�Z�c�
 ���Ô�ª�×�î�Ý�[�˜2��I�€�•  PoE �b/²&g�� >&P.11-7>' �†�g!·�K�Z�C�T�I�8��

�o�\�‡�]�b�Ø�î�¨�_�P�K�Z�c�
�¹�Ç�›�Ý�º�b�� auto��0¿���@���(�_�µ+��K�
�É�Û�¢  �”�å�»  �É�Þ�–�µ+�
�@�f�j�I�€�r�M���Q�€�è�V�b0¿���c�²0[�6�~�r�O�‡���S�T�K�
�–�å�±�î�Ç�™�–�«�b�É�Û�–�œ�Ü�¸�•�†9×
�C�M�•���œ�
�¹�î�±�S#Ý�_�M�•���œ�
�q�±�á�µ�º�X�†�æ���M�•���œ�c�
���b�8���†/œ�8�r�M��

>&�@>' PoE �•�P�Â�–�å�±�î�Ç�™�–�«�_�X�8�Z+¬�·�è���\7Á ;�j)%�†0¿���M�•�\�
�š�Û�î  �Ó�µ�­�î�ª�@/²&g�I
�€�
0¿���@!“� �[�6�•�G�\�@&g�I�€�r�M��

���_�
�–�å�±�î�Ç�™�–�«�†3û�L�Z  PoE �†+¬�·�è���K�
7Á�Š�†�j)%�M�•�|�:�_�Ç�“�«�º  �–�î�§�¿�µ�º  �–
�å�±�î�Ç�™�–�«  4/1 �†0¿���K�
 PoE 0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# interface fastethernet 4/1  
Switch(config-if)# power inline auto
Switch(config-if)# end
Switch# show power inline fastethernet 4/1
Available:677(w)  Used:11(w)  Remaining:666(w)

Interface Admin  Oper            Power(Watts)     Device              Class
                            From PS    To Device                    
--------- ------ ---------- ---------- ---------- ------------------- -----
Fa4/1     auto   on         11.2       10.0       Ieee PD             0    

Interface  AdminPowerMax   AdminConsumption    
             (Watts)           (Watts)           
---------- --------------- --------------------  
Fa4/1                 15.4                 10.0
Switch# 

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# interface { fastethernet  | 
gigabitethernet } slot / port  

0¿���M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�̧ �µ�É 2 Switch(config-if)# power  inline  { auto  [max  
milli-watts ] | never  | static [ max 
milli-watts ]}

auto �Ÿ�î�á�î�»�c�
�–�å�±�î�Ç�™�–�«�@�w7Á�¹�Â�–�«�†+¬
�·�è���K�
7Á�Š�†�j)%�M�•�|�:�_0¿���K�r�M���G�€�c�¹
�Ç�›�Ý�º�b0¿���[�M��

static �Ÿ�î�á�î�»�c�
�–�å�±�î�Ç�™�–�«�†  auto �|�~9×�8�É
�Û�–�œ�Ü�¸�•�_0¿���K�r�M��

�²0[�_�Â�L�Z�
 max �Ÿ�î�á�î�»�†�Q#Ý�K�Z�
�–�å�±�î�Ç�™
�–�«�b�q�±�á�µ�º�X�†�æ���[�A�r�M>& 4000 >|  15400 �Ñ�Ü
�á�µ�º>' ��

PoE �P�Â�–�å�±�î�Ç�™�–�«�b�è���\7Á�Š�j)%�†�¹�•�­�î�È
�Ý�_�M�•�_�c�
 never �Ÿ�î�á�î�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 3 Switch(config-if)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 4 Switch# show power inline { fastethernet  | 
gigabitethernet } slot / port  

�«�–�µ�³�b  PoE �«�¸�î�º�†/²&g�K�r�M��
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'¨  11 'v       Power over Ethernet �b0¿��
�–�å�±�î�Ç�™�–�«�V�b�w7Á�¹�Â�–�«�_�P�M�•�˜2�7Á�Š5��b0¿��
���_�
�–�å�±�î�Ç�™�–�«�†3û�L�Z7Á�Š�†�j)%�K�^�8�|�:�_�–�å�±�î�Ç�™�–�«�†0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# interface fastethernet 5/2  
Switch(config-if)# power inline never
Switch(config-if)# end
Switch#

�–�å�¸�Ü�ª�™�å�º�^7Á ;'ö#.

�M�m�Z�b Catalyst 4500 PoE �P�Â�Ô�ª�×�î�Ý�c�
�–�å�¸�Ü�ª�™�å�º�^7Á ;'ö#.�†�Q#Ý�K�Z�›�–�å�±�î
�Ç�™�–�«�_7Á�Š�j)%�K�r�M�� Powered Device>&PD; �w7Á�¹�Â�–�«>'�@  PoE �P�Â�Ï�î�º�_�K)F�I�€�•�\�

�Ï�î�º�@  PD �†�è���K�
�Q�€�_�Â�L�Z7Á�Š�j)%�K�r�M���©�«�¥0��b  PD �@�Q#Ý�I�€�Z�8�•���œ�
�«�–�µ
�³�>�|�g  PD �c  Cisco Discovery Protocol>&CDP>'�Ã�£�µ�º�†�Q#Ý�K�Z7Á�Š�†�¿�¦�©�š�î�º�K�Z�
 PD �@
�²0[�\�M�•7Á�Š5��†�G&��_�8�•�K�r�M�� PD �@ 802.3af  =�Ð�b���œ�
 802.3af �¡�Û�«�_�|�~�è�ç�I�€�S
Æ
���\  PD �@��7•�_�²0[�\�M�•
Æ���b%&4*�(�c�
�Q�b�Ú�b/æ*(�[�Q#Ý�I�€�•�|�:7Á�Š�Â�ª�™�µ�º�_�`�I�€
�r�M���G�b�|�:�_�
7Á�Š�¿�¦�©�š�î�©�Ù�å�_�|�~�•�«�±�Ð�î�c7Á�Š�Â�ª�™�µ�º�†�Ñ�G�K�
�|�~� �Ý$×�_
�Q#Ý�[�A�•�|�:�_�^�~�r�M��

�r�S�
7Á�Š�¿�¦�©�š�î�©�Ù�å�_�|�~�
�‚�K�8�©�«�¥0��b�w7Á�¹�Â�–�«�\�©�«�¥�b�‚�8�Þ�ž�©�î  PoE �P
�Â�Ï�î�º�\�b%&�«4�#Ý�@�•+��_�^�~�r�M���‚�K�8�©�«�¥0�  PD �c�
�«�–�µ�³  �Ï�î�º�@�f�j�•+��^7Á�Š
�K�?�˜2��K�r�O�‡��

�–�å�±�î�Ç�™�–�«�V�b�w7Á�¹�Â�–�«�_�P�M�•�˜2�7Á�Š5��b0¿
��  

�¹�Ç�›�Ý�º�[�c�
�«�–�µ�³�@�–�å�±�î�Ç�™�–�«�V�[�w7Á�¹�Â�–�«�†�è���M�•���œ�
�w7Á�¹�Â�–�«�c�Ï�î
�º�@�j)%�[�A�•�q�±7Á�Š�†�˜2��M�•�\�•���K�r�M>&�Þ�ž�©�î  Power over Ethernet>&PoE>'�Ô�ª�×�î�Ý�[
�c  7 W�
 Cisco IOS Release 12.2(18)EW �[�_
°�I�€�S  IEEE PoE �Ô�ª�×�î�Ý�[�c  15.4 W>'�����_�
�«
�–�µ�³�@�w7Á�¹�Â�–�«�?�}  CDP �Ã�£�µ�º�†�w�™�M�•�\�
�G�b/æ*(�[�²0[�^7Á�Š�r�[�á�µ�º�X�†+¬�·$×
�_�*�W�I�O�r�M��3û�–�
�G�b+¬�·1*�Z�c���(�µ+��K�
3ã�•0¿���c�Y0[�[�6�~�
�N�á�I�€�r�O�‡���S�T
�K�
�«�–�µ�³
²�/>&�r�S�c"I���b�–�å�±�î�Ç�™�–�«>'�_�P�M�•�w7Á�¹�Â�–�«�b7Á�Š�˜2�5��†�æ���K�Z�

�«�–�µ�³�b3ã�•�µ+��†�f�j�[�A�r�M���G�€�c�
 CDP �@�¹�•�­�î�È�Ý�
�r�S�c�Q#Ý�[�A�^�8���œ�_�}�<
�[�M��

>&�@>' �m�·�[�w7Á�¹�Â�–�«�b7Á�Š�˜2�5��†0¿���M�•���œ�
�«�–�µ�³�\�w7Á�¹�Â�–�«�b6ë�b�£�î�È�Ý�_�|�•7Á�Š
�†�»�†0£�V�M�•�²0[�@�6�~�r�M��
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'¨  11 'v       Power over Ethernet �b0¿��
�–�å�±�î�Ç�™�–�«�V�b�w7Á�¹�Â�–�«�_�P�M�•�˜2�7Á�Š5��b0¿��
�«�–�µ�³
²�/�b7Á�Š�˜2�5��†�š�f�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�«�–�µ�³�_�K)F�I�€�S�w7Á�¹�Â�–�«�b�¹�Ç�›�Ý�º�b  PoE 7Á�Š�˜2�5��†  5000 �Ñ�Ü�á�µ�º�_0¿��
�K�
 PoE 7Á�Š�˜2�5��†&�1��M�•�[�†&g�K�r�M��

Switch# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# power inline consumption default 5000
Switch(config)# end
Switch# show power inline consumption default
Default PD consumption : 5000 mW
Switch# 

�"�M�b�w7Á�¹�Â�–�«�b7Á�Š�˜2�5��†�š�f�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�è���I�€�S/æ*(�b  802.3af �¡�Û�«�r�S�c�w7Á�¹�Â�–�«�[�w�™�K�S  CDP �Ã�£�µ�º�b�è�ç�_�?�?�ƒ
�}�N�
�–�å�±�î�Ç�™�–�«  gi 7/1 �b  PoE 7Á�Š�˜2�5��†  5000 �Ñ�Ü�á�µ�º�_0¿���M�•�[�†&g�K�r�M��0¿���b
�6�\�[�c�
�–�å�±�î�Ç�™�–�«  gi 7/1 �b  PoE 7Á�Š�˜2�5��†&�1��K�Z�8�r�M��

���b���Š�_�c�
�–�å�±�î�Ç�™�–�«�b�6�‡7Á�Š�˜2�5��@/²&g�I�€�r�M��

Switch# show power inline gi 7/1
Available:627(w)  Used:267(w)  Remaining:360(w)
 
Interface Admin  Oper            Power(Watts)     Device              Class
                            From PS    To Device                    
--------- ------ ---------- ---------- ---------- ------------------- -----
 

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# [ no] power inline consumption 
default  milli-watts  

�«�–�µ�³�_�K)F�I�€�S�M�m�Z�b�w7Á�¹�Â�–�«�b  PoE 7Á�Š�˜
2�5�>&�Ñ�Ü�á�µ�º�"�)>'�†0¿���K�r�M��7Á�Š�˜2�5��b0Á��
(
�V�c�
 4000 >|  15,400 �[�M��

7Á�Š�˜2�5��b+¬�·1*�Z�†
Ì�g�–�¿�î�È�Ý�_�M�•�_�c�
 no 
�Ÿ�î�á�î�»�†�Q#Ý�M�•�?�
�r�S�c  15,400 �Ñ�Ü�á�µ�º�†�æ��
�K�r�M��

�«�̧ �µ�É 2 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 3 Switch# show power inline consumption  default �«�–�µ�³�_�K)F�I�€�S�w7Á�¹�Â�–�«�b'ö#.�V�b  PoE 7Á�Š�˜
2�5��†/²&g�K�r�M��'ö#.�V�b  PoE �c ����I�€�S  PoE �Í�\$�
�^�~�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# interface { fastethernet  | 
gigabitethernet } slot / port  

0¿���M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�̧ �µ�É 2 Switch(config-if)# [ no] power inline 
consumption  milli-watts  

"I���b�–�å�±�î�Ç�™�–�«�_�K)F�I�€�S�w7Á�¹�Â�–�«�b  PoE 
7Á�Š�˜2�5�>&�Ñ�Ü�á�µ�º�"�)>'�†0¿���K�r�M��7Á�Š�˜2�5�
�b0Á��(
�V�c�
 4000 >|  15,400 �[�M��

7Á�Š�˜2�5��b+¬�·1*�Z�†
Ì�g�–�¿�î�È�Ý�_�M�•�_�c�
 no 
�Ÿ�î�á�î�»�†�Q#Ý�M�•�?�
�r�S�c  15,400 �Ñ�Ü�á�µ�º�†�æ��
�K�r�M��

�«�̧ �µ�É 3 Switch(config-if)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 4 Switch# show power inline consumption 
{ fastethernet  | gigabitethernet } slot / port

�–�å�±�î�Ç�™�–�«�b  PoE 7Á�Š�˜2�5��†/²&g�K�r�M��
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'¨  11 'v       Power over Ethernet �b0¿��
�–�å�±�î�Ç�™�–�«�b�·�8�«�¸�î�±�«�b/²&g
Gi7/1     auto   on         7.9        7.0        IP Phone 7941       3    
 
Interface  AdminPowerMax   AdminConsumption    
             (Watts)           (Watts)           
---------- --------------- --------------------  
 
Gi7/1                 15.4                 15.4

Switch# conf t
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# int gi 7/1
Switch(config-if)# power inline consumption 5000
Switch(config-if)# exit
Switch(config)# exit

���b���Š�_�c�
�–�å�±�î�Ç�™�–�«�_�P�M�•  power inline consumption �¥�Ð�å�»�b$Î/œ�‹�b7Á�Š�˜2�5�
�@/²&g�I�€�r�M��

Switch# sh power inline gi 7/1
Available:627(w)  Used:265(w)  Remaining:362(w)
 
Interface Admin  Oper            Power(Watts)     Device              Class
                            From PS    To Device                    
--------- ------ ---------- ---------- ---------- ------------------- -----

Gi7/1     auto   on         5.6        5.0        Ieee PD             3    
 
Interface  AdminPowerMax   AdminConsumption    
             (Watts)           (Watts)           
---------- --------------- --------------------  
 
Gi7/1                 15.4                  5.0

�–�å�±�î�Ç�™�–�«�b�·�8�«�¸�î�±�«�b/²&g
�›�–�å�±�î�Ç�™�–�«�_�c�
�–�å�±�î�Ç�™�–�«�b  PoE �«�¸�î�±�«�†�o�Î�M�•�·�8�«�¸�î�±�«�@�6�~�r�M��
�–�å�±�î�Ç�™�–�«�b�·�8�«�¸�î�±�«�c���b�|�:�_��*O�I�€�Z�8�r�M��

• on>8�Ï�î�º�_�|�W�Z7Á�Š�@�j)%�I�€�Z�8�r�M��

• off>8�Ï�î�º�_�|�W�Z7Á�Š�@�j)%�I�€�Z�8�r�O�‡���w7Á�¹�Â�–�«�@�¥4Š7Á ;�†�Q#Ý�K�Z�–�å�±�î
�Ç�™�–�«�_�K)F�I�€�Z�8�•���œ�
�«�–�µ�³�c�G�b�w7Á�¹�Â�–�«�†1�1‘�K�r�O�‡�� show power 
inline �¥�Ð�å�»���Š�b�� Device���•�Û�Ò�_�c�
 n/a �\/²&g�I�€�r�M��

• Power-deny>8�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b7Á�Š�@�Y2Š�K�Z�8�•�S�u�
�Ï�î�º�_7Á�Š�†�m�~�\�Z�•�G
�\�@�[�A�^�8�?�
�Ï�î�º�_0¿���I�€�S7Á�Š�@�²0[�\�M�•7Á�Š�|�~�a�^�8�b�[�
�Ï�î�º�@7Á�Š�†�j)%
�K�Z�8�r�O�‡��

• err-disable>8�«�±�¸�•�µ�¡  �Ô�î�»�[0¿���I�€�S�K)F�¹�Â�–�«�_�Ï�î�º�@7Á�Š�†�j)%�[�A�r�O�‡��

• faulty>8�Ï�î�º�@0Ç�•�¸�«�º�_�»�K�K�r�K�S��

show power inline �¥�Ð�å�»�†�Q#Ý�K�Z�
�–�å�±�î�Ç�™�–�«�b�·�8�«�¸�î�±�«�†/²&g�[�A�r�M��
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'¨  11 'v       Power over Ethernet �b0¿��
�Ô�ª�×�î�Ý�[�˜2��I�€�•  PoE �b/²&g
���_�
�Ô�ª�×�î�Ý  3 �V�b�M�m�Z�b�–�å�±�î�Ç�™�–�«�b�·�8�«�¸�î�±�«�†/²&g�M�•�[�†&g�K�r�M��

Switch# show power inline module 3
Available:677(w)  Used:117(w)  Remaining:560(w)

Interface Admin  Oper            Power(Watts)     Device              Class
                            From PS    To Device                    
--------- ------ ---------- ---------- ---------- ------------------- -----

Fa3/1     auto   on         17.3       15.4       Ieee PD             0    
Fa3/2     auto   on         4.5        4.0        Ieee PD             1    
Fa3/3     auto   on         7.1        6.3        Cisco IP Phone 7960 0    
Fa3/4     auto   on         7.1        6.3        Cisco IP Phone 7960 n/a  
Fa3/5     auto   on         17.3       15.4       Ieee PD             0    
Fa3/6     auto   on         17.3       15.4       Ieee PD             0    
Fa3/7     auto   on         4.5        4.0        Ieee PD             1    
Fa3/8     auto   on         7.9        7.0        Ieee PD             2    
Fa3/9     auto   on         17.3       15.4       Ieee PD             3    
Fa3/10    auto   on         17.3       15.4       Ieee PD             4    
Fa3/11    auto   off        0          0          n/a                 n/a  
Fa3/12    auto   off        0          0          n/a                 n/a  
Fa3/13    auto   off        0          0          n/a                 n/a  
Fa3/14    auto   off        0          0          n/a                 n/a  
Fa3/15    auto   off        0          0          n/a                 n/a  
Fa3/16    auto   off        0          0          n/a                 n/a  
Fa3/17    auto   off        0          0          n/a                 n/a  
Fa3/18    auto   off        0          0          n/a                 n/a  
          
--------- ------ ---------- ---------- ---------- ------------------- -----

Totals:          10   on    117.5      104.6 
Switch# 

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  4/1 �b�·�8�«�¸�î�±�«�†/²&g�M�•�[�†&g�K�r�M��

Switch# show power inline fa4/1
Available:677(w)  Used:11(w)  Remaining:666(w)

Interface Admin  Oper            Power(Watts)     Device              Class
                            From PS    To Device                    
--------- ------ ---------- ---------- ---------- ------------------- -----

Fa4/1     auto   on         11.2       10.0       Ieee PD             0    

Interface  AdminPowerMax   AdminConsumption    
             (Watts)           (Watts)           
---------- --------------- --------------------  

Fa4/1                 15.4                 10.0
Switch# 

�Ô�ª�×�î�Ý�[�˜2��I�€�•  PoE �b/²&g
�«�–�µ�³�c  802.3af  =�Ð  PoE �Ô�ª�×�î�Ý�b��7•�b  PoE �˜2�7Á�Š�† ����[�A�r�M��  ����Í�c  show power 
module �>�|�g  show power detail �¥�Ð�å�»�b���Š�_/²&g�I�€�r�M��

PoE �†0£'ì�M�•���œ�c�–�_�
 WS-X4148-RJ45V �Ô�ª�×�î�Ý�b  PoE �˜2�7Á�Š�@'ö#.�V�b  PoE �\'¼�K�8
�\�N���K�r�M��
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'¨  11 'v       Power over Ethernet �b0¿��
�Ô�ª�×�î�Ý�[�˜2��I�€�•  PoE �b/²&g
802.3af  =�Ð  PoE �Ô�ª�×�î�Ý�c�
 Field Programmable Gate Array>&FPGA>'�x�Ô�ª�×�î�Ý�b�Q�b�Ú�b
�Á�î�»�˜�™�”  �¥�å�Ï�î�¿�å�º�_7Á�Š�†�j)%�M�•���œ�
�q�±�[  20 W �b  PoE �†�˜2��M�•�G�\�@�6�~�r�M��
�«�–�µ�³�_�K)F�I�€�S�w7Á/æ*(�_���(�^7Á�Š�@�j)%�I�€�•�|�:�_�
 802.3af  =�Ð�b  PoE �Ô�ª�×�î�Ý�H�\
�_�
 PoE �d0[7Á�Š�_�a�^�C�\�v  20 W �†3ã�•�K�Z�C�T�I�8��

���_�
 show power module �¥�Ð�å�»�†�Q#Ý�K�Z�
 802.3af  =�Ð�Ô�ª�×�î�Ý�b  PoE �˜2�7Á�Š�†/²&g�M�•
�[�†&g�K�r�M��

�� Inline Power Oper���•�Û�Ò�_�c�
�Ô�ª�×�î�Ý�_�K)F�I�€�S�w7Á�¹�Â�–�«�[�˜2��I�€�•  PoE�
�>�|�g  
FPGA �x�Ô�ª�×�î�Ý�V�b�Q�b�Ú�b�Á�î�»�˜�™�”  �¥�å�Ï�î�¿�å�º�[�˜2��I�€�•  PoE �@/²&g�I�€�r�M��

�� Inline Power Admin���•�Û�Ò�_�c�
�Ô�ª�×�î�Ý�_�K)F�I�€�S�w7Á�¹�Â�–�«�_�|�W�Z�m�~�\�Z�}�€�S  
PoE �T�E�@/²&g�I�€�r�M��

>&�@>' �Ô�ª�×�î�Ý�_�w7Á�¹�Â�–�«�@�K)F�I�€�Z�8�^�8���œ�[�v�
 802.3af  =�Ð�Ô�ª�×�î�Ý�['�
>�K�Z�8�•  PoE 
�b�˜2�7Á�Š�@  0 �_�^�}�^�8�G�\�@�6�~�r�M���G�€�c�
 FPGA �x�Ô�ª�×�î�Ý�V�b�Q�b�Ú�b�Á�î�»�˜�™�”  
�¥�å�Ï�î�¿�å�º�[  PoE �@�˜2��I�€�•�S�u�[�M���r�S�
�Á�î�»�˜�™�”  �¥�å�Ï�î�¿�å�º�[�˜2��I�€�•  PoE 
�c�M���[�^�8�S�u�
'�
>�p�b  PoE �@�š�·�M�•�G�\�@�6�~�r�M��

Switch# show power module

Watts Used of System Power (12V)
Mod   Model               currently  out of reset  in reset
----  -----------------   ---------  ------------  --------
 1    WS-X4013+TS             330         330         330
 2    WS-X4548-GB-RJ45V       60          60          20
 3    WS-X4548-GB-RJ45V       60          60          20
 --   Fan Tray                30          --          --
-----------------------   ---------  ------------   -------
       Total                 480         450         370

                        Watts used of Chassis Inline Power (-50V)
                        Inline Power Admin  Inline Power Oper
Mod   Model                PS     Device       PS     Device     Efficiency
----  -----------------  ----------------    ----------------    ----------
 2    WS-X4548-GB-RJ45V    138      123         73       65          89
 3    WS-X4548-GB-RJ45V      0        0         22       20          89
-----------------------  ----------------    ----------------    ----------
       Total               138      123         95       85

                        Watts used of Module Inline Power (12V -> -50V)
                        Inline Power Admin  Inline Power Oper
Mod   Model                PS     Device       PS     Device     Efficiency
----  -----------------  ----------------    ----------------    ----------
 1    WS-X4013+TS         128      128         63       63         100
-----------------------  ----------------    ----------------    ----------

Switch# 

���_�
 show power detail �¥�Ð�å�»�\  show power inline �¥�Ð�å�»�†�Q#Ý�K�Z�
 802.3af  =�Ð�Ô�ª�×�î
�Ý�b  PoE �˜2�7Á�Š�†/²&g�M�•�[�†&g�K�r�M��

�� Inline Power Oper���•�Û�Ò�_�c�
�Ô�ª�×�î�Ý�_�K)F�I�€�S�w7Á�¹�Â�–�«�[�˜2��I�€�•  PoE�
�>�|�g  
FPGA �x�Ô�ª�×�î�Ý�V�b�Q�b�Ú�b�Á�î�»�˜�™�”  �¥�å�Ï�î�¿�å�º�[�˜2��I�€�•  PoE �@/²&g�I�€�r�M��

�� Inline Power Admin���•�Û�Ò�_�c�
�Ô�ª�×�î�Ý�_�K)F�I�€�S�w7Á�¹�Â�–�«�_�|�W�Z�m�~�\�Z�}�€�S  
PoE �T�E�@/²&g�I�€�r�M��
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'¨  11 'v       Power over Ethernet �b0¿��
�Ô�ª�×�î�Ý�[�˜2��I�€�•  PoE �b/²&g
Switch# show power detail  

Power                                             Fan      Inline
Supply  Model No          Type       Status       Sensor   Status
------  ----------------  ---------  -----------  -------  -------
PS1     PWR-C45-1300ACV   AC 1300W   good         good     good   
PS2     none              --         --           --       --     

Power supplies needed by system    : 1
Power supplies currently available : 1

Power Summary                      Maximum
 (in Watts)              Used     Available
----------------------   ----     ---------
System Power (12V)        480        1000
Inline Power (-50V)       138         800
Backplane Power (3.3V)      0           0
----------------------   ----     ---------
Total                     618 (not to exceed Total Maximum Available = 1300)

Module Inline Power Summary (Watts)
(12V -> -48V on board conversion)
---------------------------------
                    Maximum
Mod      Used      Available
---      ----      ---------
1         128            158
---      ----      ---------

                           Watts Used of System Power (12V)
Mod   Model               currently  out of reset  in reset
----  -----------------   ---------  ------------  --------
 1    WS-X4013+TS            330         330         330
 2    WS-X4548-GB-RJ45V       60          60          20
 3    WS-X4548-GB-RJ45V       60          60          20
 --   Fan Tray                30          --          --
-----------------------   ---------  ------------   -------
       Total                 480         450         370

                        Watts used of Chassis Inline Power (-50V)
                        Inline Power Admin  Inline Power Oper
Mod   Model                PS     Device       PS     Device     Efficiency
----  -----------------  ----------------    ----------------    ----------
 2    WS-X4548-GB-RJ45V    138      123         73       65          89
 3    WS-X4548-GB-RJ45V      0        0         22       20          89
-----------------------  ----------------    ----------------    ----------
       Total               138      123         95       85

                        Watts used of Module Inline Power (12V -> -50V)
                        Inline Power Admin  Inline Power Oper
Mod   Model                PS     Device       PS     Device     Efficiency
----  -----------------  ----------------    ----------------    ----------
 1    WS-X4013+TS          128      128         64       64         100
-----------------------  ----------------    ----------------    ----------

Switch# show power inline g1/1
Module 1 Inline Power Supply: Available:158(w)  Used:128(w)  Remaining:30(w)

Interface Admin  Oper            Power(Watts)     Device              Class
                            From PS    To Device                    
--------- ------ ---------- ---------- ---------- ------------------- -----

Gi1/1     auto   on         10.3       10.3       CNU Platform        3    
11-9
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



'¨  11 'v       Power over Ethernet �b0¿��
�Ô�ª�×�î�Ý�[�˜2��I�€�•  PoE �b/²&g
Interface  AdminPowerMax   AdminConsumption    
             (Watts)           (Watts)           
---------- --------------- --------------------  

Gi1/1                 15.4                 15.4

switch# show power inline g2/1
Chassis Inline Power Supply: Available:800(w)  Used:138(w)  Remaining:662(w)

Interface Admin  Oper            Power(Watts)     Device              Class
                            From PS    To Device                    
--------- ------ ---------- ---------- ---------- ------------------- -----

Gi2/1     auto   on         11.5       10.2       CNU Platform        n/a  

Interface  AdminPowerMax   AdminConsumption    
             (Watts)           (Watts)           
---------- --------------- --------------------  

Gi2/1                 15.4                 15.4

Switch# show power inline module 1
Module 1 Inline Power Supply: Available:158(w)  Used:128(w)  Remaining:30(w)

Interface Admin  Oper            Power(Watts)     Device              Class
                            From PS    To Device                    
--------- ------ ---------- ---------- ---------- ------------------- -----

Gi1/1     auto   on         10.3       10.3       CNU Platform        3    
Gi1/2     auto   on         10.3       10.3       CNU Platform        3    
Gi1/3     auto   on         10.3       10.3       CNU Platform        3    
Gi1/4     auto   on         10.3       10.3       CNU Platform        3    
Gi1/5     auto   on         10.3       10.3       CNU Platform        3    
Gi1/6     auto   on         10.3       10.3       CNU Platform        3    
Gi1/7     auto   on         10.3       10.3       CNU Platform        3    
Gi1/8     auto   on         10.3       10.3       CNU Platform        3    
Gi1/9     auto   on         10.3       10.3       CNU Platform        3    
Gi1/10    auto   on         15.4       15.4       Cisco/Ieee PD       3    
Gi1/11    auto   on         10.3       10.3       CNU Platform        3    
Gi1/12    auto   on         10.3       10.3       CNU Platform        3    
--------- ------ ---------- ---------- ---------- ------------------- -----

Totals:          12   on    128.2      128.2     
switch# 

switch# show power inline module 2
Chassis Inline Power Supply: Available:800(w)  Used:138(w)  Remaining:662(w)
Interface Admin  Oper            Power(Watts)     Device              Class
                            From PS    To Device                    
--------- ------ ---------- ---------- ---------- ------------------- -----

Gi2/1     auto   on         11.5       10.2       CNU Platform        n/a  
Gi2/2     auto   on         11.5       10.2       CNU Platform        n/a  
Gi2/3     auto   on         11.5       10.2       CNU Platform        n/a  
Gi2/4     auto   on         11.5       10.2       CNU Platform        n/a  
Gi2/5     auto   off        0.0        0.0        n/a                 n/a  
Gi2/6     auto   off        0.0        0.0        n/a                 n/a  
Gi2/7     auto   off        0.0        0.0        n/a                 n/a  
Gi2/8     auto   off        0.0        0.0        n/a                 n/a  
Gi2/9     auto   on         11.5       10.2       CNU Platform        3    
Gi2/10    auto   on         11.5       10.2       CNU Platform        n/a  
Gi2/11    auto   on         11.5       10.2       CNU Platform        n/a  
Gi2/12    auto   on         11.5       10.2       CNU Platform        n/a  
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'¨  11 'v       Power over Ethernet �b0¿��
�Ô�ª�×�î�Ý�[�˜2��I�€�•  PoE �b/²&g
Gi2/13    auto   on         11.5       10.2       CNU Platform        3    
Gi2/14    auto   on         11.5       10.2       CNU Platform        3    
Gi2/15    auto   on         11.5       10.2       CNU Platform        3    
Gi2/16    auto   on         11.5       10.2       CNU Platform        3    
Gi2/17    auto   off        0.0        0.0        n/a                 n/a  
Gi2/18    auto   off        0.0        0.0        n/a                 n/a  
Interface Admin  Oper            Power(Watts)     Device              Class
                            From PS    To Device                    
--------- ------ ---------- ---------- ---------- ------------------- -----

Gi2/19    auto   off        0.0        0.0        n/a                 n/a  
Gi2/20    auto   off        0.0        0.0        n/a                 n/a  
Gi2/21    auto   off        0.0        0.0        n/a                 n/a  
Gi2/22    auto   off        0.0        0.0        n/a                 n/a  
Gi2/23    auto   off        0.0        0.0        n/a                 n/a  
Gi2/24    auto   off        0.0        0.0        n/a                 n/a  
Gi2/25    auto   off        0.0        0.0        n/a                 n/a  
Gi2/26    auto   off        0.0        0.0        n/a                 n/a  
Gi2/27    auto   off        0.0        0.0        n/a                 n/a  
Gi2/28    auto   off        0.0        0.0        n/a                 n/a  
Gi2/29    auto   off        0.0        0.0        n/a                 n/a  
Gi2/30    auto   off        0.0        0.0        n/a                 n/a  
Gi2/31    auto   off        0.0        0.0        n/a                 n/a  
Gi2/32    auto   off        0.0        0.0        n/a                 n/a  
Gi2/33    auto   off        0.0        0.0        n/a                 n/a  
Gi2/34    auto   off        0.0        0.0        n/a                 n/a  
Gi2/35    auto   off        0.0        0.0        n/a                 n/a  
Gi2/36    auto   off        0.0        0.0        n/a                 n/a  
Gi2/37    auto   off        0.0        0.0        n/a                 n/a  
Gi2/38    auto   off        0.0        0.0        n/a                 n/a  
Gi2/39    auto   off        0.0        0.0        n/a                 n/a  
Gi2/40    auto   off        0.0        0.0        n/a                 n/a  
Interface Admin  Oper            Power(Watts)     Device              Class
                            From PS    To Device                    
--------- ------ ---------- ---------- ---------- ------------------- -----

Gi2/41    auto   off        0.0        0.0        n/a                 n/a  
Gi2/42    auto   off        0.0        0.0        n/a                 n/a  
Gi2/43    auto   off        0.0        0.0        n/a                 n/a  
Gi2/44    auto   off        0.0        0.0        n/a                 n/a  
Gi2/45    auto   off        0.0        0.0        n/a                 n/a  
Gi2/46    auto   off        0.0        0.0        n/a                 n/a  
Gi2/47    auto   off        0.0        0.0        n/a                 n/a  
Gi2/48    auto   off        0.0        0.0        n/a                 n/a  
--------- ------ ---------- ---------- ---------- ------------------- -----

Totals:          12   on    138.2      123.0 
Switch# 
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C H A P T E R 12

Cisco Network Assistant �_�|�•  Catalyst 
4500 �©�Ü�î�¬  �«�–�µ�³�b0¿��

�G�b'v�[�c�
�á�î�¡�«�¸�î�©�Ù�å�V�_  Network Assistant �†�–�å�«�º�î�Ý�K�Z�
 Catalyst 4500>&�r�S�c  
Catalyst 4900>'�©�Ü�î�¬  �«�–�µ�³�@  Network Assistant �\3û�™�M�•�|�:�_0¿���M�•�‰�2�_�X�8�Z1��Â�K
�r�M  >&�G�€�r�[�b  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³ �\�8�:#Ý1��c�
�g�‰�b�«�–�µ�³  �±�–�É�†�–�á�M�•
�|�:�_�Q#Ý�I�€�Z�8�r�M>' ���r�S�
�¥�Ñ�×�½�¸�•�>�|�g�¡�Û�«�±�b�8�B�‰�2�_�X�8�Z�v1��Â�K�r�M��
Network Assistant �c  2 �X�b�¸�¡�À�ß�ª�î�†�Q#Ý�K�Z�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�^�]�b�¿�µ�º
�á�î�¡  �¹�Â�–�«�b�¢�Ý�î�É�†'ö#.�K�r�M��

Network Assistant �c�
!“�q�b�¿�µ�º�á�î�¡'ö#.�¶�î�Ý�[�
�¢�Û�Ç�•�•�Ý  �Ø�î�¨  �–�å�±�î�Ç�™�–�«
>&GUI>'�_�|�•  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b0¿���>�|�g'ö#.�†�•+��_�K�r�M�� Network Assistant 
�c�
�­�Ÿ�×�”#”�C�>�|�g8��­�Ÿ�×�”#”�C�b�g�‰�['�
>�K�r�M�� Network Assistant �c�
�«�±�å�»�”�ß�å  
�¹�Â�–�«�
�¹�Â�–�«  �¢�Ý�î�É�
�r�S�c�«�–�µ�³  �¢�Ý�î�É>&�¥�Ñ�×�½�¸�•�r�S�c�¡�Û�«�±
Æ>'�†�
�H�Q
#Ý�b�–�å�º�Û�¿�µ�º�b�õ�–�b���d�['ö#.�K�r�M�� Network Assistant �†�Q#Ý�M�•�\�
�¥�Ð�å�»�†0l�<�•
�²0[�@�^�C�
0
�X�b0¿���8���†��/œ�[�A�r�M��

>&�@>' �G�b'v�b�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�

�� Catalyst 4500 Series Switch Cisco IOS Command Reference���>�|�g���b  URL �b6õ4��Ð�½�×�”�Ý�†�g
!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps5931/prod_installation_guides_list.html

�G�b'v�b
Æ���c�
���b�\�>�~�[�M��

• �� Network Assistant �b6õ4��µ+��>�|�g�¹�Ç�›�Ý�º0¿���� >&P.12-2>'

• �� CLI �¥�Ð�å�»�b�+0[�� >&P.12-2>'

• ���«�–�µ�³�[�b  Network Assistant �b0¿���� >&P.12-3>'

• ���¥�Ñ�×�½�¸�•�†�Q#Ý�K�S�¿�µ�º�á�î�¡'ö#.�� >&P.12-5>'

• ���¡�Û�«�±�b�¥�Ñ�×�½�¸�•�l�b�š�n�� >&P.12-9>'

• ���¡�Û�«�±�†�Q#Ý�K�S�¿�µ�º�á�î�¡'ö#.�� >&P.12-10>'

• ���¥�Ñ�×�½�¸�•  �Ô�î�»�r�S�c�¡�Û�«�±  �Ô�î�»�[�b  Network Assistant �b0¿���� >&P.12-13>'

>&�@>' Network Assistant �c  Cisco.com �V�b�œ�å�Û�–�å  �¯�Ç�º�˜�™�”  �–�Ó�î�ª�\�Â�å�»�Ý�I�€�Z�8�r�O�‡��
Network Assistant �c�
���b  URL �?�}�²�˜�å�ß�î�»�[�A�r�M��

http://www.cisco.com/en/US/products/ps5931/index.html
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'¨  12 'v       Cisco Network Assistant �_�|�•  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b0¿��
>&�@>' Network Assistant �b�¯�Ç�º�˜�™�”�>�|�g�Á�î�»�˜�™�”0[�ó�
�–�å�«�º�î�Ý�‰�2�
2s�·�‰�2�
�>�|�g�¹
�Â�–�«�l�b�K)F�‰�2�b0ò(ý�_�X�8�Z�c�
���b  URL �b�� Getting Started with Cisco Network Assistant��
�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps5931/prod_installation_guides_list.html

Network Assistant �b6õ4��µ+��>�|�g�¹�Ç�›�Ý�º0¿��

/² 1 �_�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b  Network Assistant 6õ4��b0¿���Ã�Û�Ó�î�±�†&g�K�r�M��

CLI �¥�Ð�å�»�b�+0[

/² 2 �_�
 Network Assistant 6õ4��b  CLI �¥�Ð�å�»�b�+0[�†&g�K�r�M��

/² 1 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b  Network Assistant 6õ4��b0¿��

�µ+� �¹�Ç�›�Ý�º�Í �N�á�Í

1�0É �¹�•�­�î�È�Ý �œ�É�©�Ù�å

IP �”�»�Þ�« �¥�Ñ�×�½�¸�•�r�S
�c�è���œ�É�©�Ù�å
�_�|�~$��^�~�r�M�� 1

1. �¥�Ñ�×�½�¸�•�b�¹�Â�–�«�è���>�|�g�¡�Û�«�±  �¥�Ð�å�²�_�c�
�«�–�µ�³�H�\�_  IP �”�»�Þ�«�†0¿���M
�•�²0[�@�6�~�r�M��

�Ø�î�¨4E�¥�•+�

IP HTTP �Ï�î�º$��• 80 �œ�É�©�Ù�å2

2. Network Assistant �b�Ï�î�º$��•�\  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�M+´�I�O�•�²0[�@�6�~�r�M��

IP HTTPS �Ï�î�º$��• 443 �œ�É�©�Ù�å3

3. �¹�Â�–�«�b�¡�Û�«�±�b�G�b�Í�T�E�
�š�f�[�A�r�M�� Network Assistant �b�Ï�î�º$��•�\  Catalyst 
4500 �©�Ü�î�¬  �«�–�µ�³�c�M+´�I�O�•�²0[�@�6�~�r�M���Í�c�
 1024 �|�~�V�b�õ�–�b8��¹�Ç�›�Ý�º
$��•�_�š�f�[�A�r�M��

IP HTTP �§�î�Â �¹�•�­�î�È�Ý �–�¿�î�È�Ý 4

4. Network Assistant �@�¹�Â�–�«�_�”�¡�­�«�M�•�b�_�²0[�[�M��

Cluster run �¹�•�­�î�È�Ý �–�¿�î�È�Ý 5

5. �¹�Â�–�«�b�¡�Û�«�±�†'ö#.�M�•���œ�_�T�E�
�–�¿�î�È�Ý�[�M��

/² 2 CLI �¥�Ð�å�»

�¥�Ð�å�» �µ+�

[no] cluster enable �¡�Û�«�±�_�¡�S�†�Ü�E�r�M��

[no] cluster run �¡�Û�«�±�Ü�å�¢�†�–�¿�î�È�Ý�_�K�r�M��

>&�@>' �G�b�¥�Ð�å�»�c�
�¡�Û�«�±�Ü�å�¢�S#Ý
�[�M��

[no] ip http server �«�–�µ�³�[  HTTP �†0¿���K�r�M��

[no] ip http port port_number HTTP �Ï�î�º�†0¿���K�r�M��

[no] ip domain-name domain_name �«�–�µ�³�V�[�»�Ó�–�å�†0¿���K�r�M��
12-2
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



'¨  12 'v       Cisco Network Assistant �_�|�•  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b0¿��
�«�–�µ�³�[�b  Network Assistant �b0¿��

�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• �� CNA �?�}  Catalyst 4500 �l�”�¡�­�«�M�•�b�_�²0[�^�q�`0¿���� >&P.12-3>'

• ���¥�Ñ�×�½�¸�•�†�Q#Ý�M�•�²0[�@�6�•���œ�b3ã�•0¿���� >&P.12-4>'

• ���¡�Û�«�±�†�Q#Ý�M�•�²0[�@�6�•���œ�b3ã�•0¿���� >&P.12-4>'

CNA �?�}  Catalyst 4500 �l�”�¡�­�«�M�•�b�_�²0[�^�q�`0¿��

�¹�Ç�›�Ý�º�b0¿���†�Q#Ý�M�•���œ�c�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�_�”�¡�­�«�K�Z�
 ip http server
>&HTTP #Ý>'�r�S�c  ip http secure-server>&HTTPS #Ý>'�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»
�†
°�Š�K�r�M��

[no] ip http secure-server �«�–�µ�³�V�[  HTTPS �†0¿���K�Z�
�–�¿�î�È�Ý
�_�K�r�M��

[no] ip http secure-port port_number HTTPS �Ï�î�º�†0¿���K�r�M��

[no] ip http max-connections 
connection_number

HTTP �§�î�Â�l�b�q�±� �ì�K)F�X�†0¿���K�r
�M��

[no] ip http timeout-policy 
idle idle_time life life_time requests 
requests

HTTPS �Ï�î�º�†0¿���K�r�M��

idle �Í�c  180 &Ê�†�N�á�K�r�M��

life �Í�c  180 &Ê�†�N�á�K�r�M��

0Á�•�[�A�•  requests �b�q�±�X�c  25 �†�N�á�K�r
�M��

line vty CNA �@�Q#Ý�M�•3ã�•�b  VTY �†0¿���K�r�M��

show version Cisco IOS Release �†/²&g�K�r�M��

show running-config �«�–�µ�³0¿���†/²&g�K�r�M��

vtp domain VLAN �†'ö#.�M�•  VTP �»�Ó�–�å�†�8�B�K�r�M��

vtp mode VLAN �b  VTP 'ö#.�_6õ�M�•�·�8�†0¿���K�r�M��

/² 2 CLI �¥�Ð�å�»  >&)F�A>'

�¥�Ð�å�» �µ+�

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config)# ip http server

or

Switch(config)# ip domain-name domain_name

>&HTTP �b���œ�T�E >'�«�–�µ�³�V�[  HTTP �§�î�Â�†�–�¿�î
�È�Ý�_�K�r�M���¹�Ç�›�Ý�º�[�c�
 HTTP �§�î�Â�c�¹�•�­�î
�È�Ý�_0¿���I�€�Z�8�r�M��

�«�–�µ�³�[�»�Ó�–�å�¡�†�–�¿�î�È�Ý�_�K�Z�
 HTTPS �†0¿��
�K�r�M��

�«�̧ �µ�É 3 Switch(config)# ip http secure-server �«�–�µ�³�V�[  HTTPS �§�î�Â�†�–�¿�î�È�Ý�_�K�r�M���¹�Ç�›
�Ý�º�[�c�
 HTTPS �§�î�Â�c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r
�M��
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'¨  12 'v       Cisco Network Assistant �_�|�•  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b0¿��
>&�@>' �¡�Û�«�±�Ü�å�¢�@�–�¿�î�È�Ý�b���œ�
�¥�Ñ�×�½�¸�•�†0¿���M�•�S�_�¡�Û�«�±�Ü�å�¢�†�¹�•�­�î�È�Ý�_�K
�r�M>&/² 2 �†�g!·>' ��

�¥�Ñ�×�½�¸�•�†�Q#Ý�M�•�²0[�@�6�•���œ�b3ã�•0¿��

�¥�Ñ�×�½�¸�•�†�Q#Ý�M�•���œ�c�
�«�–�µ�³�H�\�_  IP �”�»�Þ�«�†��*O�K�r�M��

�¡�Û�«�±�†�Q#Ý�M�•�²0[�@�6�•���œ�b3ã�•0¿��

�¡�Û�«�±�Ü�å�¢�†�Q#Ý�M�•���œ�
 �¹�Â�–�«�H�\�_  cluster run �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð
�å�»�†
°�Š�K�
�¡�Û�«�±  �¥�Ð�å�²�[  ip address �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†

°�Š�K�r�M��

�«�̧ �µ�É 4 Switch(config)# ip http max-connections 
connection_number

HTTP �§�î�Â�l�b�q�±� �ì�K)F�X�†0¿���K�r�M��

connection_number �c  16 �†�N�á�K�r�M��

�«�̧ �µ�É 5 Switch(config)# ip http timeout-policy idle 
idle_time  life life_time  requests requests

HTTPS �Ï�î�º�†0¿���K�r�M��

idle �Ÿ�î�á�î�»�[�c�
�K)F�@�”�–�»�Ý"g�Â�[�8�•�q�±�ì6ë
�X�†�æ���K�r�M�� idle �Í�c  180 &Ê�†�N�á�K�r�M��

life �Ÿ�î�á�î�»�[�c�
�K)F�@&�'g�K�Z�?�}�œ�î�É�å�[�8�•�q
�±�ì6ë�X�†�æ���K�r�M�� life �Í�c  180 &Ê�†�N�á�K�r�M��

requests �Ÿ�î�á�î�»�[�c�
�K)F�[�b�q�±0[�Ó�X�†�æ���K�r
�M��0Á�•�[�A�•  requests �b�q�±�X�c  25 �†�N�á�K�r�M��

�«�̧ �µ�É 6 Switch(config-if)# end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 Switch# show running-config 0¿���†&�1��K�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configuration terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config)# interface  { vlan  vlan_ID  | 
{ fastethernet  | gigabitethernet } 
slot/interface  | Port-channel number } 

�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�̧ �µ�É 3 Switch(config-if)# ip address ip_address 
address_mask

>&�õ�–>' Catalyst 4500 �©�Ü�î�¬�_  IP �”�»�Þ�«�†�m�~�\�Z�r
�M��

>&�@>' �«�–�µ�³�@�¥�Ñ�×�½�¸�•�b�M4Š�r�S�c�¡�Û�«�±  �¥�Ð
�å�»  �«�–�µ�³�b���œ�
�G�b�m8p�c�²8r�[�M���«�–�µ
�³�@�¡�Û�«�±  �Ó�å�Â�Ã/õ�b���œ�
�G�b�m8p�c�õ�–�[
�M��

�«�̧ �µ�É 4 Switch(config-if)# end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 Switch# show running-config 0¿���†&�1��K�r�M��
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'¨  12 'v       Cisco Network Assistant �_�|�•  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b0¿��
�¥�Ñ�×�½�¸�•�†�Q#Ý�K�S�¿�µ�º�á�î�¡'ö#.

�G�G�[�c�
 Network Assistant �”�É�Ü�£�î�©�Ù�å�_�|�• �¹�Â�–�« >&Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�

�Ý�î�±�
�”�¡�­�«  �Ï�–�å�º�
�>�|�g  PIX �Ç�“�–�”�˜�›�î�Ý�†�µ�t>''ö#.�_�>�E�•�¥�Ñ�×�½�¸�•�b�Q#Ý
�‰�2�_�X�8�Z1��Â�K�r�M��

�¥�Ñ�×�½�¸�•�†�Q#Ý�K�Z�¿�µ�º�á�î�¡
Æ�b�«�–�µ�³�†�(8®�M�•���œ�
�O�M�b0[�ó�c  HTTP �§�î�Â�>�|
�g�«�–�µ�³�H�\�b  IP �”�»�Þ�«�b0¿���[�M��

�¥�Ñ�×�½�¸�•
Æ�b�¹�Â�–�«�b)r�X�c�
 20 �è�W�_�^�•�|�:�_�K�r�M>&�q�±  4 �X�b  Catalyst 4500 �©�Ü�î�¬  
�«�–�µ�³>&�Ô�ª�×�Û�'>' �
 16 �b  Catalyst 2900/3500 �r�S�c  Catalyst 4948/4948-10GE �«�–�µ�³>&8��Ô
�ª�×�Û�'>' �
 2 �X�b�Ý�î�±�
�>�|�g  2 �X�b  PIX �Ç�“�–�”�˜�›�î�Ý�v�µ�t>' ��

>&�@>' �”�¡�­�«  �Ï�–�å�º�c�¹�Â�–�«�D7H�?�}7V�¥�I�€�r�K�S��#'�~�
 CNA �@'ö#.�[�A�•�”�¡�­�«  �Ï�–�å�º�X
�_�D7H�c�6�~�r�O�‡��

>&�@>' Add to Community �²�–�”�ß�¢�_�|�~�
�¨�X�b�¹�Â�–�«�@/²&g�I�€�r�M�@�
 20 �b�¹�Â�–�«�K�?4E�¥�[
�A�r�O�‡�� 21 $��u�b�¹�Â�–�«�†3ã�•�K�|�:�\�M�•�\�
�²�–�”�ß�¢�c  21 $��u�b�¹�Â�–�«�†/²&g�K�Z�
�Y
0[�^�¹�Â�–�«�b4E�¥�@0[�Ó�I�€�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configuration terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config)# cluster run �¡�Û�«�±�Ü�å�¢�†�–�¿�î�È�Ý�_�K�r�M��

>&�@>' �¡�Û�«�±�b�M4Š�\�^�•�•+��ö�b�6�•�«�–�µ�³�M�m�Z
�[�¡�Û�«�±�Ü�å�¢�†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 3 Switch(config)# cluster enable �¡�Û�«�±�_�¡�S�†�Ü�E�r�M��

�«�̧ �µ�É 4 Switch(config)# interface  { vlan  vlan_ID  | 
{ fastethernet  | gigabitethernet } 
slot/interface  | Port-channel number } 

�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�̧ �µ�É 5 Switch(config-if)# ip address ip_address 
address_mask

>&�õ�–>' Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b�¡�Û�«�±  �Ð�«
�±�î�_  IP �”�»�Þ�«�†�m�~�\�Z�r�M��

>&�@>' �«�–�µ�³�@�¥�Ñ�×�½�¸�•�b�M4Š�r�S�c�¡�Û�«�±  �¥�Ð
�å�»  �«�–�µ�³�b���œ�
�G�b�m8p�c�²8r�[�M���«�–�µ
�³�@�¡�Û�«�±  �Ó�å�Â�Ã/õ�b���œ�
�G�b�m8p�c�õ�–�[
�M��

�«�̧ �µ�É 6 Switch(config-if)# end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 Switch# show running-config 0¿���†&�1��K�r�M��
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>&�@>' Network Assistant �†�Q#Ý�K�Z�«�–�µ�³  �¥�Ñ�×�½�¸�•�†0¿���M�•0ò(ý�^�m8p�_�X�8�Z�c�
���b  URL �b  
�� Getting Started with Cisco Network Assistant���†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps5931/prod_installation_guides_list.html

�G�G�[�c�
�¥�Ñ�×�½�¸�•�†�8�B�M�•�S�_#.0Ž�M�•�²0[�@�6�•�@�–�¦8o�
0[�ó�_�X�8�Z1��Â�K�r�M���G�G
�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• ���Ã/õ�>�|�g�Ó�å�Â�b"I�ö�� >&P.12-6>'

• ���Ã/õ�>�|�g�Ó�å�Â�b+¬�·�è���� >&P.12-6>'

• ���¥�Ñ�×�½�¸�•�¡�� >&P.12-7>'

• ���Í�«�º�¡�� >&P.12-7>'

• ���Ã�«�á�î�»�� >&P.12-7>'

• �� Network Assistant �b�”�¡�­�«  �Ô�î�»�� >&P.12-8>'

• ���¥�Ñ�×�½�¸�•�_���� >&P.12-8>'

�Ã/õ�>�|�g�Ó�å�Â�b"I�ö

�Ã/õ�c�
 IP �”�»�Þ�«�†�â�U�r�M�@�
�¥�Ñ�×�½�¸�•�_�c3ã�•�I�€�Z�8�^�8�¿�µ�º�á�î�¡  �¹�Â�–�«�[�M��
�Ó�å�Â�c�
#'�~�¥�Ñ�×�½�¸�•�_�µ�r�€�•�¿�µ�º�á�î�¡  �¹�Â�–�«�[�M��

�¥�Ñ�×�½�¸�•�_�•
°�M�•�_�c�
�Ã/õ�c���b0[�ó�† 6�S�M�²0[�@�6�~�r�M��

• IP �”�»�Þ�«�@�æ���I�€�Z�8�•��

• �¹�Â�–�«�†+¬�·�è���M�•���œ�
 Cisco Discovery Protocol>&CDP>'�Â�î�ª�Ù�å  2 �@�–�¿�î�È�Ý�_0¿
���I�€�Z�8�•�G�\>&�¹�Ç�›�Ý�º>' ��

• HTTP>&�r�S�c  HTTPS>'�@�–�¿�î�È�Ý�[�6�•�G�\��

>&�@>' �¡�Û�«�±  �Ó�å�Â�c�¥�Ñ�×�½�¸�•�_3ã�•�[�A�r�M�@�
�Q�b3ë�c�[�A�r�O�‡��

>&�@>' �¡�Û�«�±  �¥�Ð�å�²�@�¥�Ñ�×�½�¸�•�_3ã�•�I�€�Z�v�
�¡�Û�«�±�b�Q�b�Ú�b�Ó�å�Â  �¹�Â�–�«�c+¬�·
$×�_3ã�•�I�€�r�O�‡���¡�Û�«�±  �Ó�å�Â�†'ö#.�M�•�_�c�
�¶�9�_�¥�Ñ�×�½�¸�•�_3ã�•�M�•�²0[�@
�6�~�r�M��

�Ã/õ�>�|�g�Ó�å�Â�b+¬�·�è��

Network Assistant �c�
 CDP �†�Q#Ý�K�Z�¿�µ�º�á�î�¡
Æ�b�<#Ý�•+��^�¹�Â�–�«�b�M�m�Z�†&�1��r�S�c�è
���K�
�¥�Ñ�×�½�¸�•�†�g�B�K�r�M��2s�·�¹�Â�–�«�b  IP �”�»�Þ�«�>�|�g  HTTP>&�r�S�c  HTTPS>'�É�ß�º
�¥�Ý�b�Ï�î�º$��•�?�}���u�Z�
 Network Assistant �c  CDP �†�Q#Ý�K�Z2s�·�¹�Â�–�«�_7„�K�M�•�¥�Ñ�×�½
�¸�•�Ã/õ�b�Ü�«�º�†�¥�å�Ã�–�Ý�K�r�M�� Network Assistant �c�
�w� �^  IP �”�»�Þ�«�†�â�X�?�B�~�
0
�X
�b�¿�µ�º�á�î�¡�>�|�g  VLAN 6ë�[�Ã/õ�¹�Â�–�«�>�|�g�Ó�å�Â  �¹�Â�–�«�†�è���[�A�r�M��

>&�@>' �¹�Ç�›�Ý�º�[�c�
�¥�Ñ�×�½�¸�•  �Ô�î�»�b  Network Assistant �c�q�±  4 �Í�µ�É
›�r�[�è���K�r�M��
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�¿�µ�º�á�î�¡  �¹�Â�–�«�@�è���I�€�•�S�u�b0[�ó�b�Ü�«�º�_�X�8�Z�c�
 ���Ã/õ�>�|�g�Ó�å�Â�b"I�ö��
>&P.12-6>' �†�g!·�K�Z�C�T�I�8��

>&�@>' Network Assistant �_�|�~�è���M�•���œ�c�
�Ã/õ�
�Ó�å�Â�
�r�S�c�¿�µ�º�á�î�¡  �¹�Â�–�«�[  CDP �†
�¹�•�­�î�È�Ý�_�K�^�8�[�C�T�I�8��

>&�@>' PIX �Ç�“�–�”�˜�›�î�Ý�c  CDP �†�§�Ï�î�º�K�^�8�S�u�
 [Topology] �Å�×�î�_�¿�–�Â�î�\�K�Z+¬�·/²&g�I
�€�r�O�‡�� [Create Community] �r�S�c  [Modify Community] �˜�•�å�»�˜�†�Q#Ý�K�Z�¥�Ñ�×�½�¸�•�_3ã
�•�K�S���œ�_�T�E/²&g�I�€�r�M�� PIX �Ç�“�–�”�˜�›�î�Ý�\�Ú�b�¥�Ñ�×�½�¸�•  �Ó�å�Â�\�b�Ü�å�¡�†&�1�
�M�•�_�c�
 [Topology] �Ï�µ�É�”�µ�É  �Ó�½�×�î�[  [ADD Link] �†4E�¥�K�Z�m�·�[�Ü�å�¡�†3ã�•�M�•�²0[
�@�6�~�r�M��

�è���I�€�S�¹�Â�–�«�b�Ü�«�º�†)…7Ÿ�K�
�²0[�_�Â�L�Z�¥�Ñ�×�½�¸�•�_3ã�•�[�A�r�M���¹�Â�–�«�@�¥�Ñ�×
�½�¸�•�_3ã�•�I�€�•�S�g�_�
�Q�b�¿�–�Â�î�@�è���I�€�
�Ã/õ�¹�Â�–�«�b�Ü�«�º�_3ã�•�I�€�r�M��
Network Assistant �@�¹�Â�–�«�†�è���[�A�^�8���œ�c�
 IP 'ö#.�”�»�Þ�«�_�|�~�m�·�[3ã�•�[�A�r�M��

�¥�Ñ�×�½�¸�•�¡

�Ó�å�Â  �¹�Â�–�«�b�Ü�«�º�_�¥�Ñ�×�½�¸�•�b0¿���_���†4:#Ý�M�•�\�
 Network Assistant �_�|�~�¥�Ñ�×�½
�¸�•�b�¡�S>&�r�S�c  IP �”�»�Þ�«>'�b
°�Š�@0[�Ó�I�€�r�M���¥�Ñ�×�½�¸�•�†'ö#.�M�•�_�c�
�r�N�¡�S�†
�m�~�\�Z�•�²0[�@�6�~�r�M�� Network Assistant �c�
�G�b�¡�S�†�H�Q#Ý�b  PC �_�–�Ñ�K�r�M��

�¥�Ñ�×�½�¸�•�¡�_�c�
 0 >|  9�
 a >|  z�
�>�|�g  A >|  Z �b�e�Ð�\�
�e�Ð6ë�b�«�Ì�î�«�†�Q#Ý�[�A�r�M��

>&�@>' �¡�Û�«�±�_�c�
 IP �”�»�Þ�«�_�|�W�Z�T�E�K)F�[�A�r�M���¡�S�†4E�¥�M�•�\�
�–�_�Q�b�¥�Ñ�×�½�¸�•�b
�¡�S�\�^�~�r�M��

�Í�«�º�¡

2s�·�¹�Â�–�«�r�S�c�¥�Ñ�×�½�¸�•  �Ó�å�Â�_�c�
�Í�«�º�¡�†�m�~�\�Z�•�²0[�c�6�~�r�O�‡���S�T�K�
�©
�«�¥�[�c�Í�«�º�¡�b�m�~�\�Z�†�N�á�K�Z�8�r�M�� Network Assistant �c�
�¹�Ç�›�Ý�º�[�c�m�~�\�Z�r�O
�‡���è���I�€�S�¹�Â�–�«�_�Í�«�º�¡�@�6�•���œ�
 Network Assistant �c�G�b�¹�Â�–�«�b�_���†1‘�9�M�•
�S�u�_�
 IP �”�»�Þ�«�
3û�™�É�ß�º�¥�Ý�
�>�|�g�æ���I�€�S�É�ß�º�¥�Ý  �Ï�î�º�\�\�v�_�Í�«�º�¡�†�H�Q
#Ý�b PC �_�–�Ñ�K�r�M��

�Ã�«�á�î�»

�¥�Ñ�×�½�¸�•  �Ó�å�Â�\�^�•�¹�Â�–�«�_�c�Ã�«�á�î�»�†�m�~�\�Z�•�²0[�c�6�~�r�O�‡�@�
�©�«�¥�[�c�Ã
�«�á�î�»�b�m�~�\�Z�†�N�á�K�Z�8�r�M��

�¥�Ñ�×�½�¸�•  �Ó�å�Â�H�\�_�9���b�Ã�«�á�î�»�†�m�~�\�Z�•�G�\�@�[�A�r�M��

3û�™�É�ß�º�¥�Ý

Network Assistant �c�
 HTTP>&�r�S�c  HTTPS>'�É�ß�º�¥�Ý�†�Q#Ý�K�Z�¿�µ�º�á�î�¡  �¹�Â�–�«�\3û�™�K
�r�M���Ã/õ�¹�Â�–�«�b�è���_  CDP �†�Q#Ý�M�•�\�
 HTTP>&�r�S�c  HTTPS>'�\3û�™�K�|�:�\�K�r�M��
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Network Assistant �b�”�¡�­�«  �Ô�î�»

Network Assistant �@�¥�Ñ�×�½�¸�•�r�S�c�¡�Û�«�±�_�K)F�I�€�Z�8�•���œ�
�Ã�«�á�î�»�_�|�~1��s�i�A
�Ô�î�»�>�|�g1��s���K�S#Ý�Ô�î�»�b  2 �X�b�Ô�î�»�@�Q#Ý�[�A�r�M��

�¥�Ñ�×�½�¸�•�_��

Network Assistant �c�
�M�m�Z�b�¥�Ñ�×�½�¸�•�b0¿���_���>�|�g�¶�9�b�¹�Â�–�«�_��>& IP �”�»�Þ�«�
�Í
�«�º�¡�
3û�™�É�ß�º�¥�Ý�^�]>'�†�H�Q#Ý�b�ß�î�•�Ý  PC �_�–�Ñ�K�r�M�� Network Assistant �@�¥�Ñ�×�½
�¸�•�_�K)F�M�•�\�A�
�ß�î�•�Ý�_�–�Ñ�I�€�S�¹�î�±�†�Q#Ý�K�Z�Ó�å�Â  �¹�Â�–�«�†
Ì�è���K�r�M��

�9�b  PC �†�Q#Ý�K�Z�¤�Ñ�b�¥�Ñ�×�½�¸�•�†'ö#.�K�|�:�\�M�•�\�
�Ó�å�Â  �¹�Â�–�«�b�_���c�Q#Ý�[�A�r�O
�‡��
Ì�Ø�¥�Ñ�×�½�¸�•�†�8�B�K�
�G�€�\� �L�Ó�å�Â  �¹�Â�–�«�†3ã�•�M�•�²0[�@�6�~�r�M��

�¹�Â�–�«�b3ã�•

�¥�Ñ�×�½�¸�•�_�Ó�å�Â�†3ã�•�M�•�_�c�
���b  3 �X�b�‰�2�@�6�~�r�M��

1 �X�u�b�‰�2�[�c�
 Network Assistant �V�b  [Devices Found] �˜�•�å�»�˜�†�Q#Ý�K�Z�
�è���K�S�¹�Â�–�«
�†�‚�K�8�¥�Ñ�×�½�¸�•�_3ã�•�K�r�M��

a. [Devices Found] �˜�•�å�»�˜�[�
3ã�•�M�•�Ã/õ�¹�Â�–�«�†4E�¥�K�r�M��

0
�X�b�Ã/õ�¹�Â�–�«�†3ã�•�M�•�_�c�
 Ctrl �Ÿ�î�†�²�K�Z4E�¥�†�M�•�?�
 Shift �Ÿ�î�†�²�K�Z(

�V�b�q�6�\�q�‹�b�¹�Â�–�«�†4E�¥�K�r�M��

b. [Add] �†�¡�Ü�µ�¡�K�r�M��

2 �X�u�b�‰�2�[�c�
 [Modify Community] �˜�•�å�»�˜�†�Q#Ý�K�Z�
�¤�Ñ�b�¥�Ñ�×�½�¸�•�_�¹�Â�–�«�†3ã
�•�K�r�M��

a. [Application] > [Communities] �†4E�¥�K�
 [Communities] �˜�•�å�»�˜�†6ä�A�r�M��

b. [Communities] �˜�•�å�»�˜�[�
�¹�Â�–�«�†3ã�•�M�•�¥�Ñ�×�½�¸�•�¡�†4E�¥�K�
 [Modify]  �†�¡
�Ü�µ�¡�K�r�M��

c. �m�·�[�"�M�b�¹�Â�–�«�†3ã�•�M�•�_�c�
 [Modify Community] �˜�•�å�»�˜�[�d���b�¹�Â�–�«�b  
IP �”�»�Þ�«�†
°�Š�K�
 [Add] �†�¡�Ü�µ�¡�K�r�M��

d. �Ã/õ�¹�Â�–�«�†�è���M�•�_�c�
2s�·�¹�Â�–�«�b  IP �”�»�Þ�«�†
°�Š�K�
 [Discover] �†�¡�Ü�µ�¡
�K�r�M��

e. �Ü�«�º�?�}�Ã/õ�¹�Â�–�«�†4E�¥�K�
 [Add] �†�¡�Ü�µ�¡�K�Z�?�}�
 [OK]  �†�¡�Ü�µ�¡�K�r�M��

0
�X�b�Ã/õ�¹�Â�–�«�†3ã�•�M�•�_�c�
 Ctrl �Ÿ�î�†�²�K�Z4E�¥�†�M�•�?�
 Shift �Ÿ�î�†�²�K�Z(

�V�b�q�6�\�q�‹�b�¹�Â�–�«�†4E�¥�K�r�M��

�¹�Â�–�«�†3ã�•�M�•  3 �X�u�b�‰�2�[�c�
 [Topology] �Å�×�î�†�Q#Ý�K�r�M��

a. [Topology] �Å�×�î�@/²&g�I�€�^�8���œ�c�
�µ+��Â�î�?�}  [View] �˜�•�å�»�˜  > [Topology] �†4E
�¥�K�r�M��

b. �Ã/õ�”�–�¥�å�†�‘�¡�Ü�µ�¡�K�Z�
 [Add to Community] �†4E�¥�K�r�M��

�Ã/õ�c�©�”�å�
�Ó�å�Â�c�¢�Ü�î�å�_�^�~�r�M��0
�X�b�Ã/õ�†3ã�•�M�•�_�c�
 Ctrl �Ÿ�î�†�²�K
�Z�
3ã�•�M�•�Ã/õ�†�e�¡�Ü�µ�¡�K�r�M��

�¥�Ñ�×�½�¸�•�_  20 �b�Ó�å�Â�@�d�“�K�Z�8�•���œ�
 �Q�b�¥�Ñ�×�½�¸�•�[�c  [Add to Community] 
�œ�É�©�Ù�å�c�Q#Ý�[�A�r�O�‡���G�b���œ�
�‚�K�8�Ó�å�Â�†3ã�•�M�•�S�_  1 �X�b�Ó�å�Â�†�P7V�M
�•�²0[�@�6�~�r�M��
12-8
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



'¨  12 'v       Cisco Network Assistant �_�|�•  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b0¿��
>&�@>' �¥�Ñ�×�½�¸�•�_�ß�¢�–�å�K�Z�8�Z�
�Ú�b  CNA �–�å�«�±�å�«�?�}�Q�b�¥�Ñ�×�½�¸�•�†�P7V�M�•���œ�
�G
�b�¥�Ñ�×�½�¸�•  �­�µ�©�Ù�å�†)
�¢�K�^�8�?�B�~�
�­�µ�©�Ù�å�†�Ó�K�Z�M�m�Z�b0¿���†��/œ�[�A�r�M��
�­�µ�©�Ù�å�b)
�¢>&�X�r�~�
�¥�Ñ�×�½�¸�•�b�P7V>'�‹�c�
�G�b�¥�Ñ�×�½�¸�•�_�K)F�[�A�^�C�^�~�r�M��

�¡�Û�«�±�b�¥�Ñ�×�½�¸�•�l�b�š�n

Cluster Conversion �˜�•�¨�î�»�_�|�~�
�¡�Û�«�±�†�¥�Ñ�×�½�¸�•�_�š�n�[�A�r�M���š�n�@�ö�¢�M�•�\�S
�T�U�_�
�¹�Â�–�«  �¢�Ý�î�É�†�¥�Ñ�×�½�¸�•�\�K�Z'ö#.�[�A�r�M���¥�Ñ�×�½�¸�•'ö#.�b�<!l�c�
�¥�Ñ�×
�½�¸�•
Æ�b�¹�Â�–�«�\�b3û�™�@�¡�Û�«�±
Æ�b�¹�Â�–�«�\�b3û�™�|�~�v�­�Ÿ�×�”�[�6�•>&0
�X�b�Ã�«�á�î
�»�>�|�g  HTTPS �†�Ó�M�•�S�u>'�G�\�[�M���I�}�_�
�¹�Â�–�«�b�”�Ë�–�Û�Å�Ü�¸�•�c9×�C�
�Ó�å�Â�_�[
�A�•�¹�Â�–�«�b(
�V�v�È�C�^�~�r�M��

>&�@>' Cluster Conversion �˜�•�¨�î�»�[�c�
�¡�Û�«�±��*O�c�š�f�I�€�r�O�‡���Q�b�S�u�
�¹�Â�–�«�†�¡�Û�«�±
�\�K�Z�v'ö#.�[�A�r�M��

Cluster Conversion �˜�•�¨�î�»�†6ä���M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 Network Assistant �†6ä���K�
�¥�Ð�å�²�b  IP �”�»�Þ�«�†�Ó�K�Z�¤�Ñ�b�¡�Û�«�±�_�K)F�K�r�M��

�«�¸�µ�É 2 �µ+��Â�î�[�
 [Configure] > [Cluster] > [Cluster Conversion Wizard] �†�¡�Ü�µ�¡�K�r�M��

�� Do you want to convert this cluster to a community?��>&�G�b�¡�Û�«�±�†�¥�Ñ�×�½�¸�•�_�š�n�K�r�M�?>'
�\�8�:2A�e�@/²&g�I�€�r�M��

�«�¸�µ�É 3 [Yes] �†4E�¥�K�Z���_4
�t�?�
 Cluster Conversion �˜�•�¨�î�»�†�m�·�['g�U�V�F�•���œ�c  [No] �†4E�¥�K
�r�M��

[Yes] �†4E�¥�M�•�\�
�6�‡#ì8��@/²&g�I�€�
�¡�Û�«�±�
�¥�Ñ�×�½�¸�•�
�>�|�g�Q�b�<!l�_6õ�M�•�_���@
�f�j�I�€�r�M��

���_�
�¡�Û�«�±
Æ�b�¹�Â�–�«�†&g�M/²�@  IP �”�»�Þ�«�>�|�g�§�È�¿�µ�º  �Ð�«�¡�†�â�S�^�8�¹�Â�–�«�?�}
/²&g�I�€�r�M���¥�Ñ�×�½�¸�•�b�Ó�å�Â�\�^�•�_�c�
�¡�Û�«�±
Æ�b�M�m�Z�b�¹�Â�–�«�[  IP �”�»�Þ�«�>�|
�g�§�È�¿�µ�º  �Ð�«�¡�†�â�X�²0[�@�6�•�G�\�_�@�–�K�Z�C�T�I�8��

>&�@>' �¹�Â�–�«�_  IP �”�»�Þ�«�>�|�g�§�È�¿�µ�º  �Ð�«�¡�†�â�X�–�å�±�î�Ç�™�–�«�@0
�X�6�•���œ�c�
�­�Ý�†�¡
�Ü�µ�¡�M�•�\0
�X�b�–�å�±�î�Ç�™�–�«�@/²&g�I�€�r�M���q�6�_/²&g�I�€�S�v�b�\�c$��^�•�–�å�±�î�Ç�™
�–�«�†4E�¥�[�A�r�M��

�«�¸�µ�É 4 [IP Address] �•�Û�Ò�[�c�
 IP �”�»�Þ�«�†�â�S�^�8�›�¹�Â�–�«�b  IP �”�»�Þ�«�†
°�Š�K�r�M��

�«�¸�µ�É 5 [Subnet Mask] �•�Û�Ò�[�c�
�§�È�¿�µ�º  �Ð�«�¡�†�â�S�^�8�›�¹�Â�–�«�b�­�Ý�†�¡�Ü�µ�¡�K�
�§�È�¿�µ�º  
�Ð�«�¡�†4E�¥�K�r�M��

�«�¸�µ�É 6 �¥�Ñ�×�½�¸�•�¡�†
°�Š�K�r�M��

�«�¸�µ�É 7 �š�n�†6ä���M�•�_�c�
 [Finish] �†�¡�Ü�µ�¡�K�r�M��

�š�n�@�ö�¢�M�•�\�
 Network Assistant �@
Ì6ä�K�
�‚�K�C�8�B�I�€�S�¥�Ñ�×�½�¸�•�_+¬�·$×�_�K)F�K�r
�M��
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>&�@>' �¡�Û�«�±�Ü�å�¢�@�–�¿�î�È�Ý�b���œ�
�¥�Ñ�×�½�¸�•�†0¿���M�•�S�_�¡�Û�«�±�Ü�å�¢�†�¹�•�­�î�È�Ý�_�M
�•�²0[�@�6�~�r�M>& /² 2 �†�g!·>' ��

�¡�Û�«�±�†�Q#Ý�K�S�¿�µ�º�á�î�¡'ö#.

�G�G�[�c�
�¡�Û�«�±�Ü�å�¢�†�Q#Ý�K�Z�
�«�±�å�»�”�ß�å�b  Network Assistant �”�É�Ü�£�î�©�Ù�å�r�S�c
�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>& CLI>'�†�Q#Ý�M�•  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b�8�B�>�|�g'ö
#.�‰�2�_�X�8�Z1��Â�K�r�M��

�¿�µ�º�á�î�¡
Æ�b�«�–�µ�³�†�(8®�M�•�_�c�
�¡�Û�«�±�Ü�å�¢�†�Q#Ý�[�A�r�M��'ö#.�I�€�•�«�–�µ�³�H�\
�_�¡�Û�«�±��/œ�¥�Ð�å�»�†
°�Š�M�•�²0[�@�6�~�r�M���z�^�<!l�c�
 1 �X�b  IP �”�»�Þ�«�[  16 �b�¹�Â�–�«
�†'ö#.�[�A�•�G�\�[�M��

>&�@>' �¡�Û�«�±�Ü�å�¢�c�
 CNA 1.0 �[�Q#Ý�I�€�•+¬�·�è���Ó�•�½�¬�Ò�[�M��

>&�@>' Network Assistant �†�Q#Ý�K�Z�«�–�µ�³  �¡�Û�«�±�†0¿���M�•0ò(ý�^�m8p�_�X�8�Z�c�
���b  URL �b  
�� Getting Started with Cisco Network Assistant���†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps5931/prod_installation_guides_list.html

�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• ���«�–�µ�³  �¡�Û�«�±�b�+0[�� >&P.12-10>'

• �� CLI �_�|�•�«�–�µ�³  �¡�Û�«�±�b'ö#.�� >&P.12-12>'

�«�–�µ�³  �¡�Û�«�±�b�+0[

�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• ���¡�Û�«�±�Ü�å�¢�b�+0[�� >&P.12-10>'

• ���¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b"I�ö�� >&P.12-11>'

• ���Ã/õ�«�–�µ�³�>�|�g�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�b"I�ö�� >&P.12-12>'

�¡�Û�«�±�Ü�å�¢�b�+0[

�«�–�µ�³  �¡�Û�«�± �c�
�q�±  16 �¶�b�K)F�I�€�S�¡�Û�«�±�P�Â  Catalyst �«�–�µ�³�[�
�"�M�š�å�¸�•�¸�•�\
�K�Z'ö#.�I�€�r�M�� 1 �X�b  IP �”�»�Þ�«�†�Ó�K�Z$��^�•  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³  �É�Û�µ�º
�Ç�›�î�Ò  �¢�Ý�î�É�†0¿���>�|�g�º�Û�È�Ý�©�×�î�¸�•�å�¢�[�A�•�|�:�_�
�¡�Û�«�±�b�«�–�µ�³�c�«�–�µ
�³  �¡�Û�«�±�Ü�å�¢�•/¡�†�Q#Ý�K�r�M��

�«�–�µ�³  �¡�Û�«�±�†�Q#Ý�M�•�\�
�«�–�µ�³�b"@#.$×�^�ß�£�î�©�Ù�å�x�É�Û�µ�º�Ç�›�î�Ò  �Ç�“�Ñ�Ü�_6õ
�€�^�C�
0
�X�b�«�–�µ�³�b'ö#.�†(F$��_�K�r�M��

>&�@>' �¹�Ç�›�Ý�º�[�c�
�¡�Û�«�±�Ü�å�¢  �Ô�î�»�b  Network Assistant �c�q�±  7 �Í�µ�É
›�r�[�è���K�r�M��
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�«�–�µ�³  �¡�Û�«�±�[�c�
 1 �X�b�«�–�µ�³�c �¡�Û�«�±  �¥�Ð�å�²  �«�–�µ�³ �_�^�•�²0[�@�6�~�r�M���q�±  15 
�¶�b�g�~�b�«�–�µ�³�c �¡�Û�«�±  �Ó�å�Â  �«�–�µ�³ �_�^�~�r�M�� 1 �X�b�¡�Û�«�±�c�
 16 �Ž�è
Æ�b�«�–�µ�³
�[�S�B�M�•�²0[�@�6�~�r�M���¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�b0¿���
'ö#.�

�>�|�g�Ô�½�±�†��/œ�[�A�•�O�M�b�«�–�µ�³�[�M���¡�Û�«�±  �Ó�å�Â�c�
�M�Ø�_  1 �X�b�¡�Û�«�±�_�K�?�d
�“�[�A�r�O�‡��

>&�@>' �²�N�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�\�K�Z  Catalyst 4500 �r�S�c  4948 �©�Ü�î�¬  �«�–�µ�³�†4E�¥�K�Z�C�T�I
�8��

�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b"I�ö

�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
���b0[�ó�† 6�S�K�Z�8�•�²0[�@�6�~�r�M��

• Cisco IOS Release 12.2(20)EWA �è7F�†�Q#Ý�K�Z�8�•�G�\��

• IP �”�»�Þ�«�@�æ���I�€�Z�8�•��

• Cisco Discovery Protocol>&CDP>'�Â�î�ª�Ù�å  2 �@�–�¿�î�È�Ý>&�¹�Ç�›�Ý�º>'�_0¿���I�€�Z�8�•��

• �¡�Û�«�±�P�Â�¯�Ç�º�˜�™�”�†�Q#Ý�K�
�¡�Û�«�±�Ü�å�¢�@�–�¿�î�È�Ý�[�6�•�G�\��

• IP HTTP>&�r�S�c  HTTPS>'�§�î�Â�@�–�¿�î�È�Ý�[�6�•�G�\��

>&�@>' Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�c�
 HTTP �>�|�g  HTTPS �c�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_0¿��
�I�€�Z�8�r�O�‡��

• 16 �•�b  VTY �G)z�@�6�•�G�\��

>&�@>' Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b�¹�Ç�›�Ý�º�c  4 �G)z�[�M���«�–�µ�³�[�b�Í�@  16 �_�^�•�|�:
0¿���K�r�M��

• �Ú�b�¡�Û�«�±�b�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�r�S�c�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�[�c�^�8��

>&�@>' �H�Q#Ý�b�«�–�µ�³  �¡�Û�«�±�_  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�@�µ�r�€�Z�8�•���œ�
�¡�Û�«�±  �¥�Ð�å
�»  �«�–�µ�³�v  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�_�M�•�²0[�@�6�~�r�M��

Network Assistant �\  VTY

Network Assistant �c�ì�•'ƒ�Ž>& VTY>'�G)z�†�Q#Ý�K�Z�
�¡�Û�«�±  �¥�Ð�å�»  �¹�Â�–�«�\3û�™�K�r�M��
Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�_�c�
�¹�Ç�›�Ý�º0¿���[  5 �•�b  VTY �G)z�@0¿���I�€�Z�8�r�M��
Network Assistant �[�c�
�Q�b�Ú�_  8 �•�b�G)z�†�G#Ý�[�A�r�M���G�b�S�u�
�q�±�X�b�G)z>&�r�S�c�q�*  
8 + 5 = 13>'�†0¿���K�
 Network Assistant �@�«�–�µ�³�\�x�~�v�~�[�A�•�|�:�_�K�Z�
 Telnet �[�²0[�\�^
�•�•+��ö�@�6�•  VTY �G)z�†�Q#Ý�K�^�8�[�C�T�I�8��

line vty �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
4:�)�^  VTY �G)z�X�†�§�Ï�î�º�M�•�|�:  
Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�†0¿���[�A�r�M���S�\�<�d�
 VTY �G)z�†  9 �•�µ�u�•�|�:�«�–�µ�³�†0¿
���M�•�_�c�
 line vty 6 15 �¥�Ð�å�»�†�Q#Ý�K�r�M��

>&�@>' �¤�Ñ�b  VTY �G)z�@�¹�Ç�›�Ý�º�è�¥�b0¿���b���œ�
�G�b0¿���†�‚�K�8  VTY �G)z�_4:#Ý�M�•�²0[�@�6�~
�r�M��
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�Ã/õ�«�–�µ�³�>�|�g�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�b"I�ö

�Ã/õ�«�–�µ�³�\�c�
�¡�Û�«�±�_�µ�r�€�^�8�¡�Û�«�±�P�Â�«�–�µ�³�[�M���¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�\�c�

#'�~�«�–�µ�³  �¡�Û�«�±�_�µ�r�€�Z�8�•�«�–�µ�³�[�M���Ã/õ�«�–�µ�³�r�S�c�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�_
�c"‚+¬�b  IP �”�»�Þ�«�>�|�g�Ã�«�á�î�»�@�6�~�r�M�@�
�²8r�[�c�6�~�r�O�‡��

>&�@>' �Ã/õ�b�Í�«�º�¡�[�c�
 [a-zA-Z0-9]-n �g�'�c&—�F�I�€�Z�8�r�M�� n �c  0 >|  16 �[�M���G�€�}�b�¡�S�c�£(Ù
�í�s�[�M��

�¡�Û�«�±�_�•
°�M�•�Ã/õ�«�–�µ�³�c�
���b0[�ó�† 6�S�K�Z�8�•�²0[�@�6�~�r�M��

• �¡�Û�«�±�P�Â�¯�Ç�º�˜�™�”�†��/œ�K�
�¡�Û�«�±�Ü�å�¢�@�–�¿�î�È�Ý�[�6�•�G�\��

• CDP �Â�î�ª�Ù�å  2 �@�–�¿�î�È�Ý�_0¿���I�€�Z�8�•��

• HTTP �§�î�Â�@�–�¿�î�È�Ý�[�6�•�G�\��

>&�@>' �¥�Ð�å�²  �«�–�µ�³�V�[  HTTP �@�–�¿�î�È�Ý�b���œ�[�v�
�¥�Ð�å�²  �«�–�µ�³�\�Ó�å�Â  �«�–�µ�³
6ë�b3û�™�c HTTP �†3û�L�Z/œ�ƒ�€�r�M���Q�b�S�u�
�­�Ÿ�×�”�[�c�6�~�r�O�‡��

• 16 �•�b  VTY �G)z�@�6�•�G�\��

• �Ú�b�¡�Û�«�±�b�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�r�S�c�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�[�c�^�8��

• �a�^�C�\�v  1 �X�b
¹3û  VLAN �†�Ó�K�Z�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�K)F�I�€�Z�8�•��

Catalyst 4500 �Ã/õ�«�–�µ�³�>�|�g�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�†0¿���M�•���œ�c�
 �¡�Û�«�±  �¥�Ð�å�»  
�«�–�µ�³�\�b  VLAN �K)F�V�b  SVI �†�Q#Ý�M�•�G�\�†�N�á�K�r�M��

CLI �_�|�•�«�–�µ�³  �¡�Û�«�±�b'ö#.

�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�q�6�_�ß�¢�–�å�M�•�\�
 CLI �?�}�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�†0¿���[�A�r
�M�� rcommand �Ø�î�¨  EXEC �¥�Ð�å�»�>�|�g�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³$��•�†
°�Š�K�Z�
 >&�¥�å�¯�î�Ý
�r�S�c  Telnet �K)F�†)�#ä�K�Z>' Telnet �­�µ�©�Ù�å�†6ä���K�
�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�b  CLI �_�”�¡�­
�«�K�r�M���¥�Ð�å�»  �Ô�î�»�c�š�f�I�€�
 Cisco IOS �¥�Ð�å�»�c3û�–�]�>�~�·�8�K�r�M���¡�Û�«�±  �Ó�å
�Â �«�–�µ�³�[  exit "I�’  EXEC �¥�Ð�å�»�†
°�Š�M�•�\�
�¥�Ð�å�»  �«�–�µ�³�b  CLI �_�`�~�r�M��

���_�
�¥�Ð�å�»�«�–�µ�³  CLI �?�}�Ó�å�Â  �«�–�µ�³  3 �_�ß�¢�–�å�M�•�[�†&g�K�r�M��

switch#  rcommand 3

�Ó�å�Â  �«�–�µ�³$��•�@�Y�Â�b���œ�c�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�[  show cluster members "I�’  
EXEC �¥�Ð�å�»�†
°�Š�K�r�M�� rcommand �¥�Ð�å�»�>�|�g�Q�b�Ú�M�m�Z�b�¡�Û�«�±  �¥�Ð�å�»�b0ò(ý�_
�X�8�Z�c�
 �� Catalyst 4500 Series Switch Cisco IOS Command Reference���†�g!·�K�Z�C�T�I�8��

Telnet �­�µ�©�Ù�å�c�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�\� �L�’7H�Þ�Ë�Ý�[�Ó�å�Â  �«�–�µ�³�b  CLI �_�”�¡�­
�«�K�r�M���Q�b�‹�
 Cisco IOS �¥�Ð�å�»�†3û�–�]�>�~�_�Q#Ý�[�A�r�M���«�–�µ�³�b  Telnet �­�µ�©�Ù�å�b
0¿���m8p�_�X�8�Z�c�
 �� Telnet �†�Q#Ý�K�Z CLI �_�”�¡�­�«�M�•���œ�� >&P.2-2>' �†�g!·�K�Z�C�T�I�8��

>&�@>' CISCO-CLUSTER_MIB �c�§�Ï�î�º�I�€�r�O�‡��
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'¨  12 'v       Cisco Network Assistant �_�|�•  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b0¿��
�¥�Ñ�×�½�¸�•  �Ô�î�»�r�S�c�¡�Û�«�±  �Ô�î�»�[�b  Network Assistant �b0¿
��

�G�G�[�c�
�¥�Ñ�×�½�¸�•�r�S�c�¡�Û�«�±�['�
>�M�•  Network Assistant �b0¿���[�Q#Ý�I�€�•  CLI �b0ò(ý
�_�X�8�Z1��Â�K�r�M�� Network Assistant �c�
 HTTP>&�r�S�c  HTTPS>'�K)F�[  Cisco IOS �¥�Ð�å�»�†3æ
�™�M�•�G�\�[�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�\3û�™�K�r�M��

�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• ���¥�Ñ�×�½�¸�•  �Ô�î�»�b�¿�µ�º�á�î�¡  �«�–�µ�³�V�[�b  Network Assistant �b0¿���� >&P.12-13>'

• ���¡�Û�«�±  �Ô�î�»�b�¿�µ�º�á�î�¡  �«�–�µ�³�V�[�b  Network Assistant �b0¿���� >&P.12-17>'

�¥�Ñ�×�½�¸�•  �Ô�î�»�b�¿�µ�º�á�î�¡  �«�–�µ�³�V�[�b  Network Assistant �b0¿��

�¥�Ñ�×�½�¸�•  �Ô�î�»�b�¿�µ�º�á�î�¡  �«�–�µ�³�V�[  Network Assistant �†0¿���M�•�_�c�
 �«�–�µ�³�[���b
�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config)# enable password name �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b�Ã�«�á�î�»�–1¤�†�–�¿�î
�È�Ý�_�K�r�M��

�«�̧ �µ�É 3 Switch(config)# vtp domain name VLAN �†'ö#.�M�•�S�u�_�
 VTP �»�Ó�–�å�†�8�B�K�r�M��

�«�̧ �µ�É 4 Switch(config)# vlan vlan_id VLAN �†�8�B�K�r�M��

�«�̧ �µ�É 5 Switch(config-vlan)# interface  { vlan  vlan_ID  | 
{ fastethernet  | gigabitethernet } 
slot/interface  | Port-channel number } 

�H�Q#Ý�b CNA �P�Â  PC �_�K)F�M�•�–�å�±�î�Ç�™�–�«�†4E�¥
�K�r�M��

�«�̧ �µ�É 6 Switch(config-if)# switchport access vlan  
vlan_id

�æ���b  VLAN �[4E�¥�I�€�S�–�å�±�î�Ç�™�–�«�†�–�¿�î�È�Ý
�_�K�r�M��

�«�̧ �µ�É 7 Switch(config-if)# interface  { vlan  vlan_ID  | 
slot/interface  | Port-channel number } 

0¿��#Ý�b  VLAN �–�å�«�±�å�«�†4E�¥�K�r�M��

�«�̧ �µ�É 8 Switch(config-if)# ip address ip_address SVI �_  IP �”�»�Þ�«�†�m�~�\�Z�r�M��

�«�̧ �µ�É 9 Switch(config-if)# no shutdown �–�å�±�î�Ç�™�–�«�†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 10 Switch(config-if)# ip http server Network Assistant �@�«�–�µ�³�\�P0ð�[�A�•�|�:  HTTP �§�î�Â
�†6ä���K�r�M��

�«�̧ �µ�É 11 Switch(config)# ip domain-name domain_name �«�–�µ�³�[�»�Ó�–�å�¡�†�–�¿�î�È�Ý�_�K�Z�
 HTTPS �†0¿��
�K�r�M��

�«�̧ �µ�É 12 Switch(config)# ip http secure-server �«�–�µ�³�V�[  HTTPS �§�î�Â�†�–�¿�î�È�Ý�_�K�r�M���¹�Ç�›
�Ý�º�[�c�
 HTTPS �§�î�Â�c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r
�M��

�«�̧ �µ�É 13 Switch(config)# ip http max-connections 
connection_number

HTTP �§�î�Â�l�b�q�±� �ì�K)F�X�†0¿���K�r�M��

connection_number �c  16 �†�N�á�K�r�M��
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'¨  12 'v       Cisco Network Assistant �_�|�•  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b0¿��
���_�
�¥�Ñ�×�½�¸�•  �Ô�î�»�b�¿�µ�º�á�î�¡  �«�–�µ�³�V�[  Network Assistant �†0¿���M�•�[�†&g�K
�r�M��

Switch# configure terminal
Switch(config)# vtp domain cnadoc
Changing VTP domain name from cisco to cnadoc
Switch(config)# vlan 2
Switch(config-vlan)# exit
Switch(config)# interface GigabitEthernet 2/1
Switch(config-if)# switchport access vlan 2
Switch(config-if)# exit
Switch(config)# interface vlan 2
Switch(config-if)# ip address 123.123.123.1 255.255.255.0
Switch(config-if)# no shutdown
Switch(config-if)# exit
Switch(config)# ip http server
Switch(config)# ip domain-name cisco.com
Switch(config)# ip http secure-server
Switch(config)# ip http max-connections 16

�«�̧ �µ�É 14 Switch(config)# ip http timeout-policy idle 
idle_time  life life_time  requests requests

HTTPS �Ï�î�º�†0¿���K�r�M��

idle �Ÿ�î�á�î�»�[�c�
�K)F�@�”�–�»�Ý"g�Â�[�8�•�q�±�ì6ë
�X�†�æ���K�r�M�� idle �Í�c  180 &Ê�†�N�á�K�r�M��

life �Ÿ�î�á�î�»�[�c�
�K)F�@&�'g�K�Z�?�}�œ�î�É�å�[�8�•�q
�±�ì6ë�X�†�æ���K�r�M�� life �Í�c  180 &Ê�†�N�á�K�r�M��

requests �Ÿ�î�á�î�»�[�c�
�K)F�b�q�±0[�Ó�X�†�æ���K�r�M��
requests �Í�c  25 �†�N�á�K�r�M��

�«�̧ �µ�É 15 Switch(config-if)# ip http secure-server >&�õ�–>'�«�–�µ�³�@  Network Assistant �?�}�b  HTTPS �K)F�†
�w�E
°�€�•�|�:�_�K�r�M��

�«�̧ �µ�É 16 Switch(config)# ip route a.b.c �¹�Ç�›�Ý�º  �Ý�î�±�\�b�Ý�î�º�†&�'g�K�r�M���G�€�c3û�–�

�ß�î�•�Ý  �–�å�±�î�¿�µ�º  �É�ß�Â�–�²�î�_�|�~�j)%�I�€�r�M��

>&�@>' �G�b�G)z�T�E�@�
�«�±�å�»�”�ß�å  �«�–�µ�³�\�¿�µ�º
�á�î�¡  �«�–�µ�³�b0¿���b%&4*!l�[�M��

�«�̧ �µ�É 17 Switch(config)# line con 0 �¥�å�¯�î�Ý  �Ï�î�º�†4E�¥�K�Z0¿���†��/œ�K�r�M��

�«�̧ �µ�É 18 Switch(config-line)# exec-timeout  x y 'ƒ�Ž�_�Ÿ�î�Î�î�»
°�Š�r�S�c���Š�@/²&g�I�€�^�8���œ�
+¬�·
�­�µ�©�Ù�å  �ß�¢�”�˜�º�†0¿���K�r�M��

�«�̧ �µ�É 19 Switch(config-line)# password  password �¥�å�¯�î�Ý  �Ï�î�º�b�Ã�«�á�î�»�†�æ���K�r�M��

�«�̧ �µ�É 20 Switch(config-line)# login �¥�å�¯�î�Ý  �Ï�î�º�l�b�ß�¢�–�å�†0Á�•�K�r�M��

�«�̧ �µ�É 21 Switch(config-line)# line vty x y CNA �@�«�–�µ�³�_�”�¡�­�«�M�•�S�u�b3ã�•�b  VTY �G)z�†�8
�B�K�r�M��

�«�̧ �µ�É 22 Switch(config-line)# password  password �«�–�µ�³�b�Ã�«�á�î�»�†�æ���K�r�M��

�«�̧ �µ�É 23 Switch(config-line)# login �«�–�µ�³�l�b�ß�¢�–�å�†0Á�•�K�r�M��

�«�̧ �µ�É 24 Switch(config-line)# line vty x y CNA �@�«�–�µ�³�_�”�¡�­�«�M�•�S�u�b3ã�•�b  VTY �G)z�†�8
�B�K�r�M��

�«�̧ �µ�É 25 Switch(config-line)# password  password �«�–�µ�³�b�Ã�«�á�î�»�†�æ���K�r�M��

�«�̧ �µ�É 26 Switch(config-line)# login �«�–�µ�³�l�b�ß�¢�–�å�†0Á�•�K�r�M��

�«�̧ �µ�É 27 Switch(config-line)# end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 28 Switch# show running-config 0¿���†&�1��K�r�M��

�¥�Ð�å�» % $×
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'¨  12 'v       Cisco Network Assistant �_�|�•  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b0¿��
Switch(config)# ip http timeout-policy idle 180 life 180 requests 25
Switch(config)# ip route 0.0.0.0 0.0.0.0 123.123.123.2
Switch(config)# line con 0
Switch(config-line)# exec-timeout 0 0
Switch(config-line)# password keepout
Switch(config-line)# login
Switch(config-line)# line vty 5 15
Switch(config-line)# password keepout
Switch(config-line)# login
Switch(config-line)# line vty 5 15
Switch(config-line)# end
Switch# show running-config
Building configuration...

Current configuration : 1426 bytes
!
version 12.2
no service pad
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
service compress-config
!
hostname Switch
!
boot-start-marker
boot-end-marker
!
enable password cna
!
no aaa new-model
ip subnet-zero
ip domain-name cisco.com
!
vtp domain cnadoc
vtp mode transparent
!
crypto pki trustpoint TP-self-signed-913087
 enrollment selfsigned
 subject-name cn=IOS-Self-Signed-Certificate-913087
 revocation-check none
 rsakeypair TP-self-signed-913087
!!
crypto pki certificate chain TP-self-signed-913087
 certificate self-signed 01
  3082028E 308201F7 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
  52312B30 29060355 04031322 494F532D 53656C66 2D536967 6E65642D 43657274
  69666963 6174652D 39313330 38373123 30210609 2A864886 F70D0109 02161456
  61646572 2D343531 302E6369 73636F2E 636F6D30 1E170D30 36303432 30323332
  3435305A 170D3230 30313031 30303030 30305A30 52312B30 29060355 04031322
  494F532D 53656C66 2D536967 6E65642D 43657274 69666963 6174652D 39313330
  38373123 30210609 2A864886 F70D0109 02161456 61646572 2D343531 302E6369
  73636F2E 636F6D30 819F300D 06092A86 4886F70D 01010105 0003818D 00308189
  02818100 F2C86FEA 49C37856 D1FA7CB2 9AFF748C DD443295 F6EC900A E83CDA8E
  FF8F9367 0A1E7A20 C0D3919F 0BAC2113 5EE37525 94CF24CF 7B313C01 BF177A73
  494B1096 B4D24729 E087B39C E44ED9F3 FCCD04BB 4AD3C6BF 66E0902D E234D08F
  E6F6C001 BAC80854 D4668160 9299FC73 C14A33F3 51A17BF5 8C0BEA07 3AC03D84
  889F2661 02030100 01A37430 72300F06 03551D13 0101FF04 05300301 01FF301F
  0603551D 11041830 16821456 61646572 2D343531 302E6369 73636F2E 636F6D30
  1F060355 1D230418 30168014 BB013B0D 00391D79 B628F2B3 74FC62B4 077AD908
  301D0603 551D0E04 160414BB 013B0D00 391D79B6 28F2B374 FC62B407 7AD90830
  0D06092A 864886F7 0D010104 05000381 81002963 26762EFA C52BA4B3 6E641A9D
  742CE404 E45FECB1 B5BD2E74 6F682476 A7C3DAA5 94393AE3 AA103B6E 5974F81B
  09DF16AE 7F9AE67C 5CB3D5B1 B945A5F3 36A8CC8C 8F142364 F849344D 5AE36410
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'¨  12 'v       Cisco Network Assistant �_�|�•  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b0¿��
  51182EB9 24A9330B 3583E1A3 79151470 D304C157 3417E240 52BE2A91 FC7BBEDE
  562BEDAD E6C46D9A F7FF3148 4CE9CEE1 5B17
  quit
!
!
!
power redundancy-mode redundant
no file verify auto
spanning-tree mode pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
vlan 2
!
interface GigabitEthernet1/1
 switchport access vlan 2
!
interface GigabitEthernet1/2
!
interface GigabitEthernet1/3
!
interface GigabitEthernet1/4
!
interface GigabitEthernet1/5
!
interface GigabitEthernet1/6
!
interface GigabitEthernet1/7
!
interface GigabitEthernet1/8
!
interface GigabitEthernet1/9
!
interface GigabitEthernet1/10
!
interface GigabitEthernet1/11
!
interface GigabitEthernet1/12
!
interface GigabitEthernet1/13
!
interface GigabitEthernet1/14
!
interface GigabitEthernet1/15
!
interface GigabitEthernet1/16
!
interface GigabitEthernet1/17
!
interface GigabitEthernet1/18
!
interface GigabitEthernet1/19
!
interface GigabitEthernet1/20
!
interface Vlan1
 no ip address
!
interface Vlan2
 ip address 123.123.123.1 255.255.255.0
!
ip route 0.0.0.0 0.0.0.0 123.123.123.2
ip http server
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'¨  12 'v       Cisco Network Assistant �_�|�•  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b0¿��
ip http secure-server
ip http max-connections 16
ip http timeout-policy idle 180 life 180 requests 25
!
line con 0
 password cna
 login
 stopbits 1
line vty 0 4
 password cna
 login
line vty 5 15
 password cna
 login
!
!
end

Switch#

�¡�Û�«�±  �Ô�î�»�b�¿�µ�º�á�î�¡  �«�–�µ�³�V�[�b  Network Assistant �b0¿��

�¡�Û�«�±  �Ô�î�»�b�¿�µ�º�á�î�¡  �«�–�µ�³�V�[  Network Assistant �†0¿���M�•�_�c�
 �«�–�µ�³�[���b�8��
�†/œ�8�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config)# enable password name �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b�Ã�«�á�î�»�–1¤�†�–�¿�î
�È�Ý�_�K�r�M��

�«�̧ �µ�É 3 Switch(config)# vtp domain name VLAN �>�|�g�¡�S�†'ö#.�M�•�S�u�_�
 VTP �»�Ó�–�å�†�8�B
�K�r�M��

�«�̧ �µ�É 4 Switch(config)# cluster run �¡�Û�«�±  �¥�Ð�å�²�V�[�¡�Û�«�±�†6ä���K�r�M��

�«�̧ �µ�É 5 Switch(config)# cluster enable cluster_name �«�–�µ�³�†�¡�Û�«�±  �¥�Ð�å�²�_0¿���K�r�M��

�«�̧ �µ�É 6 Switch(config)# vlan vlan_id VLAN �†�8�B�K�r�M��

�«�̧ �µ�É 7 Switch(config-vlan)# interface  { vlan  vlan_ID  | 
{ fastethernet  | gigabitethernet } 
slot/interface  | Port-channel number } 

�H�Q#Ý�b CNA �P�Â  PC �_�K)F�M�•�–�å�±�î�Ç�™�–�«�†4E�¥
�K�r�M��

�«�̧ �µ�É 8 Switch(config-if)# switchport access vlan  
vlan_id

�æ���b  VLAN 
Æ�b"@#.�Ï�î�º�†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 9 Switch(config-if)# interface  { vlan  vlan_ID  | 
slot/interface  | Port-channel number } 

0¿��#Ý�b  VLAN �–�å�«�±�å�«�†4E�¥�K�r�M��

�«�̧ �µ�É 10 Switch(config-if)# ip address ip_address SVI �_  IP �”�»�Þ�«�†�m�~�\�Z�r�M��

�«�̧ �µ�É 11 Switch(config-if)# no shut �–�å�±�î�Ç�™�–�«�†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 12 Switch(config-if)# ip http server Network Assistant �@�«�–�µ�³�\�P0ð�[�A�•�|�:  HTTP �§�î�Â
�†6ä���K�r�M��

�«�̧ �µ�É 13 Switch(config)# ip http secure-server >&�õ�–>'�«�–�µ�³�@  Network Assistant �?�}�b  HTTPS �K)F�†
�w�E
°�€�•�|�:�_�K�r�M��

�«�̧ �µ�É 14 Switch(config)# ip route a.b.c �¹�Ç�›�Ý�º  �Ý�î�±�\�b�Ý�î�º�†&�'g�K�r�M���G�€�c3û�–�

�ß�î�•�Ý  �–�å�±�î�¿�µ�º  �É�ß�Â�–�²�î�_�|�~�j)%�I�€�r�M��

>&�@>' �G�b�G)z�T�E�@�
�«�±�å�»�”�ß�å  �«�–�µ�³�\�¿�µ�º
�á�î�¡  �«�–�µ�³�b0¿���b%&4*!l�[�M��
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'¨  12 'v       Cisco Network Assistant �_�|�•  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b0¿��
���_�
�¡�Û�«�±  �Ô�î�»�b�¿�µ�º�á�î�¡  �«�–�µ�³�V�[  Network Assistant �†0¿���M�•�[�†&g�K�r
�M��

Switch# configure terminal
Switch(config)# vtp domain cnadoc
Switch(config)# cluster run
Switch(config)# cluster enable cnadoc
Switch(config)# vlan 10
Switch(config-vlan)# interface GigabitEthernet 2/1
Switch(config-if)# switchport access vlan 10
Switch(config-if)# interface vlan10
Switch(config-if)# ip address aa.bb.cc.dd
Switch(config-if)# no shut
Switch(config-if)# ip http server
Switch(config-if)# ip http secure-server
Switch(config)# ip route 0.0.0.0 0.0.0.0 123.123.123.2
Switch(config)# line con 0
Switch(config-line)# exec-timeout 0 0
Switch(config-line)# password keepout
Switch(config-line)# login
Switch(config-line)# line vty 5 15
Switch(config-line)# password keepout
Switch(config-line)# login
Switch(config-line)# line vty 5 15
Switch(config-line)# end
Switch# show running-config
Building configuration...

Current configuration : 1469 bytes
!
version 12.2
no service pad
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
service compress-config
!
hostname Switch

�«�̧ �µ�É 15 Switch(config)# line con 0 �¥�å�¯�î�Ý  �Ï�î�º�†4E�¥�K�Z0¿���†��/œ�K�r�M��

�«�̧ �µ�É 16 Switch(config-line)# exec-timeout  x y 'ƒ�Ž�_�Ÿ�î�Î�î�»
°�Š�r�S�c���Š�@/²&g�I�€�^�8���œ�
+¬�·
�­�µ�©�Ù�å  �ß�¢�”�˜�º�†0¿���K�r�M��

�«�̧ �µ�É 17 Switch(config-line)# password  password �¥�å�¯�î�Ý  �Ï�î�º�b�Ã�«�á�î�»�†�æ���K�r�M��

�«�̧ �µ�É 18 Switch(config-line)# login �¥�å�¯�î�Ý  �Ï�î�º�l�b�ß�¢�–�å�†0Á�•�K�r�M��

�«�̧ �µ�É 19 Switch(config-line)# line vty x y CNA �@�«�–�µ�³�_�”�¡�­�«�M�•�S�u�b3ã�•�b  VTY �G)z�†�8
�B�K�r�M��

�«�̧ �µ�É 20 Switch(config-line)# password  password �«�–�µ�³�b�Ã�«�á�î�»�†�æ���K�r�M��

�«�̧ �µ�É 21 Switch(config-line)# login �«�–�µ�³�l�b�ß�¢�–�å�†0Á�•�K�r�M��

�«�̧ �µ�É 22 Switch(config-line)# line vty x y CNA �@�«�–�µ�³�_�”�¡�­�«�M�•�S�u�b3ã�•�b  VTY �G)z�†�8
�B�K�r�M��

�«�̧ �µ�É 23 Switch(config-line)# password  password �«�–�µ�³�b�Ã�«�á�î�»�†�æ���K�r�M��

�«�̧ �µ�É 24 Switch(config-line)# login �«�–�µ�³�l�b�ß�¢�–�å�†0Á�•�K�r�M��

�«�̧ �µ�É 25 Switch(config-line)# end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 26 Switch# show running-config| include http HTTP �§�î�Â�@�–�¿�î�È�Ý�[�6�•�G�\�†&�1��K�r�M��

�¥�Ð�å�» % $×
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!
boot-start-marker
boot-end-marker
!
enable password cna
!
no aaa new-model
ip subnet-zero
!
vtp domain cnadoc
vtp mode transparent
cluster run
cluster enable cnadoccluster 0
!
!
!
!
!
power redundancy-mode redundant
no file verify auto
spanning-tree mode pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
vlan 2
!
interface GigabitEthernet1/1
 switchport access vlan 2
!
interface GigabitEthernet1/2
!
interface GigabitEthernet1/3
!
interface GigabitEthernet1/4
!
interface GigabitEthernet1/5
!
interface GigabitEthernet1/6
!
interface GigabitEthernet1/7
!
interface GigabitEthernet1/8
!
interface GigabitEthernet1/9
!
interface GigabitEthernet1/10
!
interface GigabitEthernet1/11
!
interface GigabitEthernet1/12
!
interface GigabitEthernet1/13
!
interface GigabitEthernet1/14
!
interface GigabitEthernet1/15
!
interface GigabitEthernet1/16
!
interface GigabitEthernet1/17
!
interface GigabitEthernet1/18
!

12-19
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



'¨  12 'v       Cisco Network Assistant �_�|�•  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b0¿��
interface GigabitEthernet1/19
!
interface GigabitEthernet1/20
!
interface Vlan1
 no ip address
!
interface Vlan2
 ip address 123.123.123.1 255.255.255.0
!
ip route 0.0.0.0 0.0.0.0 123.123.123.2
ip http server
no ip http secure-server
!
!
!
line con 0

Switch#
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C H A P T E R 13

VLAN�
 VTP�
�>�|�g  VMPS �b0¿��

�G�b'v�[�c�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b  VLAN �_�X�8�Z1��Â�K�r�M���r�S�
 VLAN �º�Û�å�Ÿ
�å�¢  �É�ß�º�¥�Ý>& VTP>'�†�–�¿�î�È�Ý�_�M�•�‰�2�
�>�|�g  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�†  VMPS 
�¡�Û�–�”�å�º�\�K�Z0¿���M�•�‰�2�_�X�8�Z�v1��Â�K�r�M��

�G�b'v�b�z�^
Æ���c�
���b�\�>�~�[�M��

• �� VLAN ��>&P.13-1>'

• �� VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý�� >&P.13-7>'

• �� VLAN �Ó�å�Â�î�©�µ�É  �Ï�Ü�©�î  �§�î�Â�� >&P.13-17>'

>&�@>' �G�b'v�b�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�

�� Catalyst 4500 Series Switch Cisco IOS Command Referenc���>�|�g���b  URL �b6õ4��Ð�½�×�”�Ý�†�g
!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6350/index.html

VLAN
�G�G�[�c�
�z�_���b
Æ���_�X�8�Z1��Â�K�r�M��

• �� VLAN �b�+0[�� >&P.13-1>'

• �� VLAN 0¿���ì�b�@�–�¦8o�>�|�g�D(Ù�¦8o�� >&P.13-3>'

• �� VLAN �b�¹�Ç�›�Ý�º0¿���� >&P.13-4>'

• �� VLAN �b0¿���� >&P.13-5>'

VLAN �b�+0[  
VLAN �c�
 1 �X�r�S�c0
�X�b  LAN �V�b�¹�Â�–�«  �¢�Ý�î�É�[�
��7•�_�c0
�X�b$��^�•  LAN �­�¢�Ó�å�º
�V�_�6�•���œ�[�v�
� �L�á�–�Ö�_�K)F�M�•�|�:�_3û�™0¿���I�€�Z�8�r�M�� VLAN �c"@#.�K)F�[�c�^�C
1=#.�K)F�_�ö�Y�8�Z�8�•�S�u�
��3>�ö�@�\�Z�v9×�8�µ+��[�M��

VLAN �c�
�Þ�–�Ö  2 �¿�µ�º�á�î�¡�b�È�ß�î�»�Ÿ�Õ�«�º  �»�Ó�–�å�†�ô���K�r�M���È�ß�î�»�Ÿ�Õ�«�º  �»�Ó
�–�å�c�
0¿��
Æ�b�8�N�€�?�b�¹�Â�–�«�?�}$Î�™�I�€�S�È�ß�î�»�Ÿ�Õ�«�º  �Ç�Þ�î�Ò�†�w�™�M�•�M�m�Z�b
�¹�Â�–�«  �­�µ�º�[�M���È�ß�î�»�Ÿ�Õ�«�º  �»�Ó�–�å�c3û�–�
�Ý�î�±�_�|�W�Z�(�m�I�€�r�M���G�€�c�Ý�î
�±�@�È�ß�î�»�Ÿ�Õ�«�º  �Ç�Þ�î�Ò�†3?3æ�K�^�8�S�u�[�M���Þ�–�Ö  2 �«�–�µ�³�c�
�«�–�µ�³�b0¿���_�ö�Y
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VLAN
�8�Z�È�ß�î�»�Ÿ�Õ�«�º  �»�Ó�–�å�†�8�B�K�r�M���«�–�µ�³�c�
0
�X�b�È�ß�î�»�Ÿ�Õ�«�º  �»�Ó�–�å�8�B�†
�•+��_�M�•�Ð�Ý�³�Ï�î�º  �È�Ü�µ�ª�[�M���È�ß�î�»�Ÿ�Õ�«�º  �»�Ó�–�å�c�
�«�–�µ�³
Æ�b�¶���b�ì�•�È
�Ü�µ�ª�b�|�:�_�µ+��K�r�M��

�«�–�µ�³
Æ�[  1 �X�r�S�c0
�X�b�ì�•�È�Ü�µ�ª�†��*O�[�A�r�M���«�–�µ�³
Æ�[�8�B�K�S�ì�•�È�Ü�µ�ª�c�

�‚�K�8�È�ß�î�»�Ÿ�Õ�«�º  �»�Ó�–�å>& VLAN >'�†��*O�K�r�M���«�–�µ�³
Æ�
�r�S�c  2 �X�b�«�–�µ�³6ë�[�

�º�Û�Ç�•�µ�¡�@%$�K�9�b  VLAN >&�È�ß�î�»�Ÿ�Õ�«�º  �»�Ó�–�å6ë>'�_�K)F�I�€�•�G�\�c�6�~�r�O�‡�� 2 
�X�b$��^�•  VLAN �†%&�«�K)F�M�•�_�c�
�Ý�î�±�r�S�c�Þ�–�Ö  3 �«�–�µ�³�@�²0[�[�M�� Catalyst 4500 �©
�Ü�î�¬  �«�–�µ�³�b  VLAN 6ë�Ý�î�¸�•�å�¢�b0ò(ý�_�X�8�Z�c�
 ���Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b�+0[��

>&P.26-1>' �†�g!·�K�Z�C�T�I�8��

�W 13-1 �_�
1=#.$×�_��*O�I�€�S�¿�µ�º�á�î�¡�†�8�B�M�•  3 �X�b  VLAN �b�[�†&g�K�r�M��

�W 13-1 VLAN �b�[  

VLAN �c3û�–�
 IP �§�È�¿�µ�º�á�î�¡�_�P�Â�Ü�E�}�€�r�M���S�\�<�d�
"I���b  IP �§�È�¿�µ�º�_�µ�r�€�•
�M�m�Z�b�š�å�»  �«�¸�î�©�Ù�å�†� �L  VLAN �_�d�“�I�O�•���œ�^�]�[�M�� VLAN 6ë�b�º�Û�Ç�•�µ�¡�c�

�Ý�î�¸�•�å�¢�M�•�²0[�@�6�~�r�M�� LAN �–�å�±�î�Ç�™�–�«�b  VLAN �Ó�å�Â�î�©�µ�É�c�
�–�å�±�î�Ç�™
�–�«�9�_�m�~�\�Z�•�²0[�@�6�~�r�M>&�G�€�c�–�å�±�î�Ç�™�–�«�Ë�î�«�r�S�c�«�±�¸�•�µ�¡�^  VLAN �Ó
�å�Â�î�©�µ�É�\�ç�d�€�r�M>' ��

'ö#.�»�Ó�–�å
Æ�_  VLAN �†�8�B�M�•���œ�
���b�Ã�Û�Ó�î�±�†0¿���[�A�r�M��

• VLAN $��•

• VLAN �¡

• VLAN �±�–�É  

• VLAN �«�¸�î�º>&�”�¡�¸�•�È�r�S�c�p�•>'

• VLAN �b�q�±��3æ�"�)>& MTU>'

• Security Association Identifier>&SAID>'

• �6�•  VLAN �±�–�É�?�}�9�b  VLAN �±�–�É�_�š�n�M�•�\�A�_�Q#Ý�M�•  VLAN $��•

1 4Ï

2 4Ï

���f�+�>���]�f�#1ñ47�0�Ì
VLAN

Cisco �^�o�2

�H���,�;  
���o�(�@�6�;

3 4Ï

�Q�o�$�9���f�#1ñ47�0�Ì
VLAN

�������f�9���f�#1ñ47�0�Ì
VLAN

16
75

1
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VLAN
>&�@>' �¯�Ç�º�˜�™�”�†�Q#Ý�K�Z  VLAN �b�±�–�É�†�š�n�M�•���œ�c�
�›�Ó�¹�•�”  �±�–�É�H�\�_$��^�•  VLAN 
$��•�@�²0[�_�^�~�r�M��

VLAN 0¿���ì�b�@�–�¦8o�>�|�g�D(Ù�¦8o

�¿�µ�º�á�î�¡�V�[  VLAN �†�8�B�>�|�g�š�f�M�•�\�A�c�
���b�@�–�¦8o�>�|�g�D(Ù�¦8o�_�‘�W�Z�C�T�I
�8��

• VLAN �†�8�B�M�•�S�_�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�†  VTP �§�î�Â  �Ô�î�»�r�S�c  VTP �º�Û�å
�«�Ì�”�Þ�å�º  �Ô�î�»�_�š�f�K�Z�C�T�I�8�� Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�@  VTP �§�î�Â�[�6�€
�d�
 VTP �»�Ó�–�å�†��*O�M�•�²0[�@�6�~�r�M�� VTP �b0¿���m8p�_�X�8�Z�c�
 �� VLAN �º�Û�å�Ÿ�å
�¢  �É�ß�º�¥�Ý�� >&P.13-7>' �†�g!·�K�Z�C�T�I�8��

• VLAN �¹�î�±�Ë�î�«  �Ô�î�»�[�c�
 Cisco IOS �b  end �¥�Ð�å�»�c�§�Ï�î�º�I�€�Z�8�r�O�‡��

• Ctrl + Z �†�²�K�Z�
 VLAN �¹�î�±�Ë�î�«  �Ô�î�»�†)
�¢�M�•�G�\�c�[�A�r�O�‡��

• Multiple Spanning-Tree Protocol>&MSTP; �Ð�Ý�³�É�Ý  �«�Ã�½�å�¢�¶�Ü�î  �É�ß�º�¥�Ý>'�@'�
>�K�

�Q#Ý�•+��^�M�m�Z�b  VLAN>&4094>'�@0¿���I�€�Z�8�•  Catalyst 4948 �«�–�µ�³�@�
�±�–�Ò�”�˜�º�@  
500 ms �• 6�_0¿���I�€�S  2 �X�b  Hot Standby Router Protocol>&HSRP; �Í�µ�º�«�±�å�Â�–  �Ý�î�±  �É
�ß�º�¥�Ý>'�Æ�”�b�Ã�«�_�6�•���œ�
 HSRP �@�Ç�Û�µ�É�K�r�M��

�G4J'Ç>8 

– �Q#Ý�M�• VLAN �b�X�†�ö�}�K�r�M��

– 600 ms �†2x�<�•�±�–�Ð�î�†0¿���K�r�M��

– no igmp snooping>&�¢�ß�î�Â�Ý>'�>�|�g  access-list hardware capture mode VLAN �¥�Ð�å�»
�†
°�Š�K�r�M��

VLAN �b(
�V

>&�@>' 4094 �b  VLAN �†�Q#Ý�M�•�_�c�
�Ñ�G�©�«�¸�Ò  ID �†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M�� ���È�Ü�µ�ª  ID 
�b�+0[�� >&P.17-2>' �†�g!·�K�Z�C�T�I�8��

Cisco IOS Release 12.2(25)EWA �è7F�[�c�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c  IEEE 802.1Q 0d�A�_ =
�Ð�K�
 4096 �b  VLAN �†�§�Ï�î�º�K�Z�8�r�M���G�€�}�b  VLAN �c�
�£(Ù�
�† =�
�Ñ�G�b  3 �X�b(
�V�_
�(�E�}�€�r�M��

VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý>& VTP>'�†�Q#Ý�K�Z�8�•���œ�
�G�€�}�b  VLAN �b�M4Š�c�¿�µ�º�á�î�¡

Æ�b�Ú�b�«�–�µ�³�_���Û�I�€�r�M���Ñ�G(
�V  VLAN �c���Û�I�€�^�8�S�u�
�¿�µ�º�á�î�¡  �¹�Â�–�«�H�\
�_�m�·�[0¿���M�•�²0[�@�6�~�r�M��

/² 13-1 �[�
 VLAN (
�V�b�Q�8�‰�_�X�8�Z1��Â�K�r�M��

/² 13-1 VLAN �b(
�V

VLANs (
�V #Ý3õ
VTP �_�|�W�Z
���Û�I�€�•  

0�
 4095 Reserved �©�«�¸�Ò�S#Ý�[�M���G�€�}�b  VLAN �c�g!·�r�S�c�Q#Ý�[�A�r�O�‡�� —

1 Normal �©�«�¥�b�¹�Ç�›�Ý�º�[�M���Q#Ý�[�A�r�M�@�
�P7V�[�A�r�O�‡�� Yes
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'¨  13 'v       VLAN�
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VLAN
�† =(
�V�b  VLAN �[0¿���[�A�•�Ã�Û�Ó�î�±

>&�@>' �–�î�§�¿�µ�º  VLAN 1 �>�|�g  1006 >|  4094 �[�Q#Ý�M�•�b�c�
�¹�Ç�›�Ý�º�Í�T�E�[�M��

VLAN 2 >|  1001 �[�c�
���b�Ã�Û�Ó�î�±�†0¿���[�A�r�M��

• VLAN �¡

• VLAN �±�–�É  

• VLAN �«�¸�î�º>&�”�¡�¸�•�È�r�S�c�p�•>'

• SAID

• VLAN �b  STP

VLAN �b�¹�Ç�›�Ý�º0¿��

/²  13-2 �_�
 VLAN �b�¹�Ç�›�Ý�º0¿���b�Í�†&g�K�r�M��

2 >|  1001 Normal �–�î�§�¿�µ�º  VLAN #Ý���Ø�î�¨�c�G�€�}�b  VLAN �†�8�B�
�Q#Ý�
�P7V�[�A�r
�M��

Yes

1002 >|  
1005

Normal FDDI �>�|�g�º�î�¡�å�Ü�å�¢#Ý�b�©�«�¥  �©�«�¸�Ò�¬�b�¹�Ç�›�Ý�º�[�M�� VLAN 
1002 >|  1005 �c�P7V�[�A�r�O�‡��

Yes

1006 >|  
4094

Extended �–�î�§�¿�µ�º  VLAN �S#Ý�[�M���Ñ�G(
�V  VLAN �†0¿���M�•���œ�
���b!l�_�@�–
�K�Z�C�T�I�8��

• �Þ�–�Ö  3 �Ï�î�º�>�|�g�M4Š�b�¯�Ç�º�˜�™�”�µ+��_�c�

Æ4Š  VLAN �@�²0[�[
�M��
Æ4Š VLAN �c  1006 �è�V�?�}�m�~�\�Z�r�M���G�b�|�:�^#Ý3õ�_�M�[�_
�m�~�\�Z�}�€�Z�8�•  VLAN �†�Q#Ý�[�A�r�O�‡��
Æ4Š�[�Q#Ý�I�€�Z�8�•  
VLAN �†/²&g�M�•�_�c�
 show vlan internal usage �¥�Ð�å�»�†
°�Š�K�r�M��

• Catalyst 0����Ç�“�Ñ�Ü  �¯�Ç�º�˜�™�”�@'�
>�K�Z�8�•�«�–�µ�³�[�c�
 VLAN 
1006 >|  1024 �†0¿���[�A�r�O�‡�� VLAN 1006 >|  1024 �†0¿���M�•���œ�c�

�Q�b  VLAN �@ Catalyst 0����Ç�“�Ñ�Ü  �¯�Ç�º�˜�™�”�@'�
>�K�Z�8�•�«�–�µ�³
�_�Ñ�G�I�€�^�8�|�:�_�K�Z�C�T�I�8��

• �Ñ�G(
�V  VLAN �†�Q#Ý�M�•�_�c�
�Ñ�G�©�«�¸�Ò  ID �†�–�¿�î�È�Ý�_�M�•�²0[
�@�6�~�r�M�� ���Ñ�G�©�«�¸�Ò  ID �b�–�¿�î�È�Ý�ì�� >&P.17-9>' �†�g!·�K�Z�C�T
�I�8��

No

/² 13-1 VLAN �b(
�V  >&)F�A>'

VLANs (
�V #Ý3õ
VTP �_�|�W�Z
���Û�I�€�•  

/² 13-2 �–�î�§�¿�µ�º  VLAN �b�¹�Ç�›�Ý�º�>�|�g(
�V

�Ã�Û�Ó�î�± �¹�Ç�›�Ý�º �w� �^�Í

VLAN ID 1 1 >|  4094

VLAN �¡ VLAN x�� x �c�¯�Ç�º�˜�™�”�[�m�~�\�Z�}�€
�S$��•�[�M��

(
�V�^�K

802.10 SAID 100,001 1 >|  4,294,967,294
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VLAN
>&�@>' Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
�º�î�¡�å�Ü�å�¢�r�S�c  FDDI �Ó�¹�•�”�†�§�Ï�î�º�K�r�O�‡���«
�–�µ�³�c  FDDI�
 FDDI-Net�
 Token Ring Concentrator Relay Function>&TrCRF; �º�î�¡�å�Ü�å�¢  �¥�å
�­�å�º�Þ�î�±  �Ü�Þ�î�µ+�>' �
�r�S�c  Token Ring Bridge Relay Function>&TrBRF; �º�î�¡�å�Ü�å�¢  �È�Ü�µ
�ª  �Ü�Þ�î�µ+�>'�º�Û�Ç�•�µ�¡�†3?3æ�K�r�O�‡�@�
 VTP �†3û�K�Z  VLAN 0¿���†���Û�K�r�M���¯�Ç�º�˜�™
�”�c�G�€�}�b�Ó�¹�•�”  �±�–�É�b�Ã�Û�Ó�î�±�†�–�Ñ�K�r�M�@�
��7•�_�c�§�Ï�î�º�I�€�Z�8�r�O�‡��

VLAN �b0¿��

>&�@>' VLAN �†0¿���M�•�S�_�
 VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý>& VTP>'�†�Q#Ý�K�Z�
�¿�µ�º�á�î�¡�b�¢�ß�î
�Â�Ý  VLAN 0¿���_���†)T�â�M�•�²0[�@�6�~�r�M�� VTP �_�X�8�Z�c�
 �� VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥
�Ý��>&P.7>' �†�g!·�K�Z�C�T�I�8��

>&�@>' VLAN �c�
�G�G�[)��Ó�I�€�Z�8�•�è�¥�_�v�¨�C�b�Ã�Û�Ó�î�±�†�§�Ï�î�º�K�Z�8�r�M��0ò(ý�_�X�8�Z�c�

�� Catalyst 4500 Series Switch Cisco IOS Command Referenc���†�g!·�K�Z�C�T�I�8��

>&�@>' VLAN �b0¿���c  vlan.dat �Ç�“�–�Ý�_�–�Ñ�I�€�
 vlan.dat �Ç�“�–�Ý�c�Y�y$Î�ö�Ó�Ô�Ü�_�–�Ñ�I�€�r�M��
vlan.dat �Ç�“�–�Ý�†�m�·�[�P7V�M�•�\�
 VLAN �¹�î�±�Ë�î�«�_%©%*�@#Õ�L�•�•+��ö�@�6�~�r�M��
VLAN �b0¿���r�S�c  VTP �†�š�f�M�•���œ�c�
�G�G�_0°3U�I�€�Z�8�•�¥�Ð�å�»�>�|�g

�� Catalyst 4500 Series Switch Cisco IOS Command Referenc���_0°3U�I�€�Z�8�•�¥�Ð�å�»�†�Q#Ý�K�Z�C
�T�I�8��

�G�G�[�c�
 VLAN �b0¿���m8p�_�X�8�Z1��Â�K�r�M��

• ���¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�b  VLAN �b0¿���� >&P.13-5>'

• �� VLAN �l�b�Þ�–�Ö  2 LAN �–�å�±�î�Ç�™�–�«�b�m�~�\�Z�� >&P.13-7>'

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�b  VLAN �b0¿��

�«�–�µ�³�@  VTP �§�î�Â  �Ô�î�»�r�S�c�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b���œ�c>& �� VLAN �º�Û�å�Ÿ�å�¢  �É�ß
�º�¥�Ý�� >&P.13-7>' �†�g!·>' �
�¢�ß�î�Â�Ý�>�|�g  VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  VLAN �†0¿��
�[�A�r�M�� VLAN �†�¢�ß�î�Â�Ý�>�|�g  config-vlan �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[0¿���K�S���œ�

VLAN �b0¿���c  running-config �r�S�c  startup-config �Ç�“�–�Ý�[�c�^�C�
 vlan.dat �Ç�“�–�Ý�_�–�Ñ�I
�€�r�M�� VLAN �b0¿���†/²&g�M�•�_�c�
 show vlan �¥�Ð�å�»�†
°�Š�K�r�M��

MTU �§�–�¬ 1500 1500 >|  18,190

�º�Û�å�«�Þ�î�©�Ù�¼�Ý  
�È�Ü�µ�ª  1

1002 0 >|  1005

�º�Û�å�«�Þ�î�©�Ù�¼�Ý  
�È�Ü�µ�ª  2

1003 0 >|  1005

VLAN �«�¸�î�º active active�
 suspend�
 shutdown

/² 13-2 �–�î�§�¿�µ�º  VLAN �b�¹�Ç�›�Ý�º�>�|�g(
�V  >&)F�A>'

�Ã�Û�Ó�î�± �¹�Ç�›�Ý�º �w� �^�Í
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'¨  13 'v       VLAN�
 VTP�
�>�|�g  VMPS �b0¿��
VLAN
�«�–�µ�³�@  VLAN �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b���œ�_�
 copy running-config startup-config �¥�Ð�å
�»�†��/œ�M�•�\�
 VLAN �b0¿���@  startup-config �Ç�“�–�Ý�_�–�Ñ�I�€�r�M����/œ�¥�å�Ç�•� �×�Þ�î
�©�Ù�å�†�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�\�K�Z�–�Ñ�K�S�6�\�_�
 show running-config �¥�Ð
�å�»�>�|�g  show startup-config �¥�Ð�å�»�†��/œ�M�•�\�
 VLAN �b0¿���@/²&g�I�€�r�M��

>&�@>' �«�–�µ�³�b2s�·�ì�_�
 startup-config �Ç�“�–�Ý�>�|�g  vlan.dat �Ç�“�–�Ý
Æ�b  VTP �»�Ó�–�å�¡�\  VTP 
�Ô�î�»�@$��^�•���œ�
�«�–�µ�³�c  vlan.dat �Ç�“�–�Ý
Æ�b0¿���†�Q#Ý�K�r�M��

�Ï�î�º  �Ó�å�Â�î�©�µ�É  �Ô�î�»�†��*O�K�S�~�
 VLAN �b�Ï�î�º�†3ã�•�>�|�g�P7V�M�•�_�c�
�–�å�±�î
�Ç�™�–�« �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»  �Ô�î�»�†�Q#Ý�K�r�M���G�€�}�b�¥�Ð�å�»�b)��Ý�c�

running-config �Ç�“�–�Ý�_�i�A3¸�r�€�r�M���G�b�Ç�“�–�Ý�†/²&g�M�•�_�c�
 show running-config �¥
�Ð�å�»�†�Q#Ý�K�r�M��

�Ø�î�¨0¿��  VLAN �_�c  1 >|  4094 �b�M�–�b  ID �@�6�~�r�M�� VLAN �†�8�B�M�•�_�c�
 vlan �¥�Ð�å�»�\
�Q#Ý�I�€�Z�8�^�8  ID �†
°�Š�K�r�M��"I���b  ID �@�Q#Ý�I�€�Z�8�•�?�]�:�?�†&�1��M�•�_�c�
 show vlan 
id ID �¥�Ð�å�»�†
°�Š�K�r�M�� VLAN �†�Ÿ�G�M�•���œ�c�
�¤�Ñ�b  VLAN �_  vlan �¥�Ð�å�»�†�Q#Ý�K�r
�M��

VLAN �b�8�B�ì�_�m�~�\�Z�}�€�•�¹�Ç�›�Ý�º  �Ã�Û�Ó�î�±�b�M0t�c�
 �� VLAN �b�¹�Ç�›�Ý�º0¿����
>&P.13-4>' �†�g!·�K�Z�C�T�I�8�� media �Ÿ�î�á�î�»�†�Q#Ý�K�^�8�[  VLAN �±�–�É�†�æ���M�•���œ�

VLAN �c�–�î�§�¿�µ�º  VLAN �_�^�~�r�M��

VLAN �†�8�B�M�•�m8p�c�
���b�\�>�~�[�M��

�–�î�§�¿�µ�º  VLAN �†�8�B�r�S�c�š�f�M�•���œ�c�
���b!l�_�@�–�K�Z�C�T�I�8��

• �Þ�–�Ö  3 �Ï�î�º�>�|�g�M4Š�b�¯�Ç�º�˜�™�”�µ+��_�c�
 1006 �è�V�?�}�¼8p�_
Æ4Š  VLAN �†�m�~�\�Z
�•�²0[�@�6�•�S�u�
�Ñ�G(
�V  VLAN �c  4094 �?�}7F8p�_0¿���K�Z�C�T�I�8��

• �Ñ�G(
�V  VLAN �@0¿���[�A�•�b�c�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�T�E�[�M�� VLAN 
�¹�î�±�Ë�î�«  �Ô�î�»�[�c�Ñ�G(
�V  VLAN �†0¿���[�A�r�O�‡��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal  �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config)# vlan  vlan_ID  
Switch(config-vlan)#

�–�î�§�¿�µ�º  VLAN �†3ã�•�K�r�M��

>&�@>' �–�î�§�¿�µ�º  VLAN 1 �>�|�g  FDDI�
�r�S�c�º�î�¡�å�Ü�å�¢  
VLAN 1002 >|  1005 �b�Ó�¹�•�”  �±�–�É�b�¹�Ç�›�Ý�º  VLAN 
�c�P7V�[�A�r�O�‡��
VLAN �†�P7V�M�•���œ�c�
�G�b  VLAN �_�m�~�\�Z�}�€�S�”�¡
�­�«  �Ï�î�º�\�K�Z0¿���I�€�S  LAN �–�å�±�î�Ç�™�–�«�c�8�N
�€�v�
8��”�¡�¸�•�È�_�^�~�r�M���G�€�}�b�Ï�î�º�c�
�‚�K�8  
VLAN �_�m�~�\�Z�}�€�•�r�[�

–�b  VLAN �_>&8��”�¡�¸�•�È
�[>'�P�Â�Ü�E�}�€�S�r�r�[�M��

VLAN �†�P7V�M�•���œ�c�
 no �Ÿ�î�á�î�»�†�Q#Ý�K�r�M��

Switch(config-vlan)#  �\/²&g�I�€�•���œ�
 VLAN  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�[��/œ�K�Z�8�r�M���‚�K�C�8�B�I�€�S  VLAN �b�Ã�Û
�Ó�î�±�†�š�f�M�•���œ�c�
�G�b�Ô�î�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 3 Switch(config-vlan)# end  VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�?�}�–�¿�î�È�Ý  �Ô�î�»�_�`�~
�r�M��

�«�̧ �µ�É 4 Switch# show vlan  [ id  | name] vlan_nam e VLAN �b0¿���†&�1��K�r�M��
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'¨  13 'v       VLAN�
 VTP�
�>�|�g  VMPS �b0¿��
VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý
• �Þ�–�Ö  3 �Ï�î�º�>�|�g�M4Š�b�¯�Ç�º�˜�™�”�µ+��c�
�Ñ�G(
�V  VLAN �†�Q#Ý�K�Z�8�r�M���8�B�r�S
�c�š�f�P1ß�b  VLAN �@�Þ�–�Ö 3 �Ï�î�º�r�S�c�¯�Ç�º�˜�™�”�µ+��_�|�W�Z�Q#Ý�p�b���œ�
�«�–�µ�³
�?�}�Ó�µ�­�î�ª�@/²&g�I�€�
 VLAN 0¿���c�š�f�I�€�r�O�‡��

���_�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�–�î�§�¿�µ�º  VLAN �†�8�B�K�
0¿���†&�1��M�•�[
�†&g�K�r�M��

Switch# configure terminal
Switch(config)# vlan 3 
Switch(config-vlan)# end  
Switch# show vlan id 3  
VLAN Name                             Status    Ports
---- -------------------------------- --------- -------------------------------
3    VLAN0003                         active 
VLAN Type  SAID       MTU   Parent RingNo BridgeNo Stp  BrdgMode Trans1 Trans2
---- ----- ---------- ----- ------ ------ -------- ---- -------- ------ ------
3    enet  100003     1500  -      -      -        -    -        0      0 
Primary Secondary Type              Interfaces
------- --------- ----------------- -------------------------------------------
Switch#

VLAN �l�b�Þ�–�Ö  2 LAN �–�å�±�î�Ç�™�–�«�b�m�~�\�Z

'ö#.�»�Ó�–�å
Æ�[�8�B�I�€�S  VLAN �c�
 VLAN �_  1 �X�r�S�c0
�X�b  LAN �–�å�±�î�Ç�™�–�«�†�m�~�\
�Z�•�r�[�•�Q#Ý�b"g�Â�b�r�r�\�^�~�r�M��

>&�@>' 4:�)�^�±�–�É�b  VLAN �_  LAN �–�å�±�î�Ç�™�–�«�†�m�~�\�Z�Z�C�T�I�8���–�î�§�¿�µ�º�±�–�É�b  
VLAN �_�c�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�
� �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�

10 � �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�†�m�~�\�Z�r�M��

VLAN �_  1 �X�r�S�c0
�X�b  LAN �–�å�±�î�Ç�™�–�«�†�m�~�\�Z�•�_�c�
 ���Þ�–�Ö  2 �«�–�µ�³�å�¢#Ý�b
�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿���� >&P.15-6>' �_0°3U�I�€�Z�8�•�8���†/œ�8�r�M��

VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý
�G�G�[�c�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b  VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý>& VTP>'�_�X�8�Z1��Â
�K�r�M��

�G�G�[�c�
�z�_���b
Æ���_�X�8�Z1��Â�K�r�M��

• �� VTP �b�+0[�� >&P.13-7>'

• �� VTP 0¿���ì�b�@�–�¦8o�>�|�g�D(Ù�¦8o�� >&P.13-11>'

• �� VTP �b�¹�Ç�›�Ý�º0¿���� >&P.13-12>'

• �� VTP �b0¿���� >&P.13-12>'

VTP �b�+0[  
VTP �c�Þ�–�Ö  2 �b�Ó�µ�­�î�ª�å�¢  �É�ß�º�¥�Ý�[�6�~�
 VTP �»�Ó�–�å�[�b  VLAN �b3ã�•�
�P7V�
�¡�S
�š�f�^�]�†'ö#.�M�•�G�\�_�|�~�
 VLAN 0¿���b�Z�œ�ö�†)T�â�K�r�M�� VTP �»�Ó�–�å>&�9�¡�
 VLAN 'ö
#.�»�Ó�–�å>'�c�
� �L  VTP �»�Ó�–�å�¡�†
¹�w�K�
�º�Û�å�¡�[%&�«�K)F�I�€�S  1 �X�è�V�b�¿�µ�º�á�î�¡  
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'¨  13 'v       VLAN�
 VTP�
�>�|�g  VMPS �b0¿��
VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý
�¹�Â�–�«�[�S�B�I�€�r�M�� VTP �†�Q#Ý�M�•�\�
 VLAN �¡�b5�0
�
!“� �^  VLAN �±�–�É�b�æ���
�­�Ÿ�×
�Ü�¸�•4*�o�^�]�b�I�r�J�r�^�e8Ÿ�_�|�W�Z#Õ�L�•�Y�G�^0¿���>�|�g0¿���b%©%*�@�q�`7H�_�š�<�}�€�r
�M��

VLAN �†�8�B�M�•�S�_�
�¿�µ�º�á�î�¡�[  VTP �†�Q#Ý�M�•�?�]�:�?�†�ô���M�•�²0[�@�6�~�r�M�� VTP �†
�Q#Ý�M�•�\�
 1 �Ž�r�S�c0
�X�b�¿�µ�º�á�î�¡  �¹�Â�–�«�V�[�p�¸7Ÿ(Ù$×�_0¿���š�f�†/œ�8�
�Q�€�}�b�š�f
�†+¬�·$×�_�¿�µ�º�á�î�¡�V�b�Ú�b�¿�µ�º�á�î�¡  �¹�Â�–�«�_��4)�M�•�G�\�@�[�A�r�M�� VLAN �b0¿���b
0ò(ý�_�X�8�Z�c�
 �� VLAN ��>&P.13-1>' �†�g!·�K�Z�C�T�I�8��

�G�G�[�c�
 VTP �b�µ+��_�X�8�Z1��Â�K�r�M��

• �� VTP �»�Ó�–�å�b�+0[�� >&P.13-8>'

• �� VTP �Ô�î�»�b�+0[�� >&P.13-8>'

• �� VTP �”�»�Â�±�–�¬�b�+0[�� >&P.13-9>'

• �� VTP �Â�î�ª�Ù�å  2 �b�+0[�� >&P.13-9>'

• �� VTP �É�Ý�î�½�å�¢�b�+0[�� >&P.13-10>'

VTP �»�Ó�–�å�b�+0[

VTP �»�Ó�–�å�c�
� �L  VTP �»�Ó�–�å�¡�†
¹�w�K�
%&�«�K)F�I�€�S  1 �Ž�r�S�c0
�X�b�¿�µ�º�á�î�¡  �¹�Â
�–�«�[�S�B�I�€�r�M�� 1 �Ž�b�¿�µ�º�á�î�¡  �¹�Â�–�«�@�d�“�[�A�•  VTP �»�Ó�–�å�c  1 �X�T�E�[�M���»�Ó
�–�å�b�¢�ß�î�Â�Ý  VLAN 0¿���†�š�f�M�•�_�c�
�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>& CLI>'�r�S�c(F�Æ
�¿�µ�º�á�î�¡'ö#.�É�ß�º�¥�Ý>& SNMP>'�†�Q#Ý�K�r�M��

�¹�Ç�›�Ý�º�[�c�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c  VTP �§�î�Â  �Ô�î�»�[�6�~�
�º�Û�å�¡  �Ü�å�¡�†�Ó
�K�Z�»�Ó�–�å�«�–�µ�³�_�X�8�Z�b�”�»�Â�±�–�¬�Ó�å�º�†�w�™�M�•�?�
�Ø�î�¨�@'ö#.�»�Ó�–�å�†0¿���K�^
�87H�~�
�»�Ó�–�å�c�¾�Ý�_0¿���I�€�r�M��'ö#.�»�Ó�–�å�¡�†�æ���M�•�?�
�«�–�µ�³�@�»�Ó�–�å�¡�†�Û*f
�M�•�r�[�
 VTP �§�î�Â�V�[�b  VLAN �b�8�B�r�S�c�š�f�c�[�A�r�O�‡��

�«�–�µ�³�@�
�º�Û�å�¡  �Ü�å�¡�†�Ó�K�Z  VTP �”�»�Â�±�–�¬�†�w�™�K�S���œ�
'ö#.�»�Ó�–�å�¡�>�|�g  VTP 
0¿���b�Ü�Å�ª�Ù�å$��•�†)E�Ž�K�r�M���«�–�µ�³�c�
�9�b'ö#.�»�Ó�–�å�¡�r�S�c�‚�80¿���b�Ü�Å�ª�Ù�å$�
�•�@�æ���I�€�S�”�»�Â�±�–�¬�_�X�8�Z�c!“0i�K�r�M��

�«�–�µ�³�†  VTP �º�Û�å�«�Ì�”�Þ�å�º�\�K�Z0¿���K�S���œ�
 VLAN �b�8�B�>�|�g�š�f�c�•+��[�M�@�
�Q
�b�š�f�@�8#Ý�M�•�b�c�¶���b�«�–�µ�³�_7H�}�€�r�M��

VTP �§�î�Â�V�b  VLAN 0¿���†�š�f�M�•�\�
�Q�b�š�f�c  VTP �»�Ó�–�å
Æ�b�M�m�Z�b�¿�µ�º�á�î�¡  �¹�Â
�–�«�_���Û�I�€�r�M�� VTP �”�»�Â�±�–�¬�Ó�å�º�c�
�M�m�Z�b�«�–�µ�³6ë�Ü�å�¡>& ISL>'�\  IEEE 802.1Q 
�º�Û�å�¡�K)F�_��3æ�I�€�r�M��

VTP �c�
�M�–�b�¡�S�\
Æ4Š�–�å�¹�µ�¡�«�b�P�Â�_�|�W�Z�
0
�X�b  LAN �±�–�É�_�P�K�Z  VLAN �†�²�–
�¼�Ñ�µ�¡�_�Ð�µ�Æ�å�¢�K�r�M���G�b�Ð�µ�Æ�å�¢�_�|�~�
�¿�µ�º�á�î�¡'ö#.*…�b�Y0[�^�¹�Â�–�«'ö#.�@3M
�ö�I�€�r�M��

VTP �Ô�î�»�b�+0[

���b�8�N�€�?�b  VTP �Ô�î�»�[�·�8�M�•�|�:�_ Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�†0¿���[�A�r�M��

• �§�î�Â>8 VTP �§�î�Â  �Ô�î�»�[�c�
 VLAN �b�8�B�
�š�f�
�>�|�g�P7V�†/œ�<�r�M���r�S�
 VTP �»�Ó
�–�å
²�/�_�P�K�Z�Ú�b0¿���Ã�Û�Ó�î�±>& VTP �Â�î�ª�Ù�å�
 VTP �É�Ý�î�½�å�¢�^�]>'�†�æ���[�A�r
�M�� VTP �§�î�Â�c�
� �M  VTP �»�Ó�–�å
Æ�b�Ú�b�¿�µ�º�á�î�¡  �¹�Â�–�«�_�
 VLAN 0¿���†�”�»�Â
�±�–�¬�K�
�º�Û�å�¡  �Ü�å�¡�†�Ó�K�Z�w�™�K�S�”�»�Â�±�–�¬�_�ö�Y�8�Z�
 VLAN 0¿���†�Ú�b�¿�µ�º
�á�î�¡  �¹�Â�–�«�\� �‡�ì�K�r�M�� VTP �§�î�Â�@�¹�Ç�›�Ý�º�b�Ô�î�»�[�M��

• �¡�Û�–�”�å�º>8 VTP �¡�Û�–�”�å�º�c�
 VTP �§�î�Â�\� �]�_�·�8�K�r�M�@�
 VTP �¡�Û�–�”�å�º�V�[  
VLAN �b�8�B�
�š�f�
�r�S�c�P7V�†/œ�:�G�\�c�[�A�r�O�‡��
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'¨  13 'v       VLAN�
 VTP�
�>�|�g  VMPS �b0¿��
VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý
• 3ñ4#$×>8VTP 3ñ4#�¿�µ�º�á�î�¡/æ*(�c�
 VTP �_6õ�Z�K�r�O�‡�� VTP �º�Û�å�«�Ì�”�Þ�å�º  �¿�µ�º
�á�î�¡  �¹�Â�–�«�c�
 VLAN 0¿���†�”�»�Â�±�–�¬�O�N�
�w�™�K�S�”�»�Â�±�–�¬�_�ö�Y�8�Z� �‡�ì�M
�•�G�\�v�6�~�r�O�‡���S�T�K  VTP �Â�î�ª�Ù�å  2 �[�c�
�º�Û�å�«�Ì�”�Þ�å�º  �¿�µ�º�á�î�¡  �¹�Â�–�«
�c�
�º�Û�å�Ÿ�å�¢  LAN �–�å�±�î�Ç�™�–�«�[�w�™�K�S  VTP �”�»�Â�±�–�¬�Ó�å�º�†3?3æ�K�r�M��

>&�@>' Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
�«�–�µ�³�@  Nonvolatile RAM>&NVRAM; �Y�y$Î�ö  RAM>'�l�b0¿
���b�i�A3¸�s�p�_7€���†�è���M�•�\�
+¬�·$×�_  VTP �§�î�Â  �Ô�î�»�?�}  VTP �¡�Û�–�”�å�º  �Ô�î�»�_�)
�~�p�ƒ�~�r�M���G�b���œ�
 NVRAM �@�G�–�_�·�8�M�•�r�[�
�«�–�µ�³�†  VTP �§�î�Â  �Ô�î�»�_�`�M�G�\
�c�[�A�r�O�‡��

VTP �”�»�Â�±�–�¬�b�+0[

VTP �»�Ó�–�å�b�›�¿�µ�º�á�î�¡  �¹�Â�–�«�c�
�£(Ù�I�€�S�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�_�P�K�Z�
�›�º�Û�å
�Ÿ�å�¢  LAN �–�å�±�î�Ç�™�–�«�?�}�”�»�Â�±�–�¬�Ó�å�º�†���‡$×�_3æ�™�K�r�M�� VTP �”�»�Â�±�–�¬�†�w
�™�K�S�¿�–�Â�î  �¿�µ�º�á�î�¡  �¹�Â�–�«�c�
 �²0[�_�Â�L�Z�›+¬�b  VTP �>�|�g  VLAN 0¿���†�f�‚�K�r�M��

VTP �”�»�Â�±�–�¬�[�c�
���b�¢�ß�î�Â�Ý0¿���_���@4Ä�x�I�€�r�M��

• VLAN ID >&ISL �>�|�g  802.1Q>'

• �š�Ñ�×�Þ�î�º�I�€�S  LAN �¡>& Asynchronous Transfer Mode>&ATM; 8�� �‡3?3æ�Ô�î�»>' LAN 
Emulation>&LANE; LAN �š�Ñ�×�Þ�î�©�Ù�å>'#Ý>'

• 802.10 SAID �Í>& FDDI>'

• VTP �»�Ó�–�å�¡

• VTP 0¿���b�Ü�Å�ª�Ù�å$��•

• �›  VLAN �b�q�±��3æ�"�)>& MTU>'�§�–�¬�†�µ�u�S  VLAN 0¿��

• �Ç�Þ�î�Ò�g�'

VTP �Â�î�ª�Ù�å  2 �b�+0[

�¿�µ�º�á�î�¡�[  VTP �†�Q#Ý�M�•���œ�c�
 VTP �Â�î�ª�Ù�å  1 �r�S�c�Â�î�ª�Ù�å  2 �b�]�U�}�†�Q#Ý�M�•�?
�†�ô���M�•�²0[�@�6�~�r�M��

>&�@>' Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
�º�î�¡�å�Ü�å�¢�r�S�c  FDDI �Ó�¹�•�”�†�§�Ï�î�º�K�r�O�‡���«
�–�µ�³�c�
 FDDI�
 FDDI-Net�
�º�î�¡�å�Ü�å�¢  �¥�å�­�å�º�Þ�î�±  �Ü�Þ�î�µ+�>& TrCRF>'�
�r�S�c�º�î
�¡�å�Ü�å�¢  �È�Ü�µ�ª  �Ü�Þ�î�µ+�>& TrBRF>'�º�Û�Ç�•�µ�¡�†3?3æ�K�r�O�‡�@�
 VTP �†3û�L�Z  VLAN 0¿
���†���Û�K�r�M��

VTP �Â�î�ª�Ù�å  1 �[�c�§�Ï�î�º�I�€�N�
�Â�î�ª�Ù�å  2 �[�§�Ï�î�º�I�€�•�µ+��c�
���b�\�>�~�[�M��

• �º�î�¡�å�Ü�å�¢  �§�Ï�î�º>8 VTP �Â�î�ª�Ù�å  2 �c�º�î�¡�å�Ü�å�¢  LAN �«�–�µ�³�å�¢�\  VLAN
>&TrBRF �\  TrCRF>'�†�§�Ï�î�º�K�r�M��

• 1�1‘�Y+��^  Type-Length-Value>&TLV>'�b�§�Ï�î�º>8 VTP �§�î�Â�r�S�c�¡�Û�–�”�å�º�c�
 TLV �@
0Ž�Ò�Y+��[�6�W�Z�v�
0¿���b�š�f�†�Ú�b�º�Û�å�¡�_���Û�K�r�M��1�1‘�Y+��^  TLV �c�
 NVRAM �_
�–�Ñ�I�€�r�M��
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'¨  13 'v       VLAN�
 VTP�
�>�|�g  VMPS �b0¿��
VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý
• �Â�î�ª�Ù�å�k�Ñ�º�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»>8 VTP �Â�î�ª�Ù�å  1 �b���œ�
 VTP �º�Û�å�«�Ì�”�Þ�å
�º  �¿�µ�º�á�î�¡  �¹�Â�–�«�c�
 VTP �Ó�µ�­�î�ª�b�p�b�»�Ó�–�å�¡�>�|�g�Â�î�ª�Ù�å�†1*�m�
�Â�î
�ª�Ù�å�>�|�g�»�Ó�–�å�¡�@�M+´�M�•���œ�_7H�W�Z�Ó�µ�­�î�ª�†3?3æ�K�r�M���«�î�Ã�î�Â�–�¨  �š�å
�ª�å  �¯�Ç�º�˜�™�”�[�§�Ï�î�º�I�€�•�»�Ó�–�å�c  1 �X�T�E�^�b�[�
 VTP �Â�î�ª�Ù�å  2 �c�
�Â�î�ª�Ù
�å�†�³�™�µ�¡�O�N�_  VTP �Ó�µ�­�î�ª�†�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[3?3æ�K�r�M��

• �Z�œ�ö�è��>8 VTP �Â�î�ª�Ù�å  2 �b���œ�
 CLI>&�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>' �
�r�S�c  SNMP
>&(F�Æ�¿�µ�º�á�î�¡'ö#.�É�ß�º�¥�Ý>'�†�Ó�K�Z�‚�K�8�_���@
°�Š�I�€�S���œ�_7H�~�
 VLAN �Z�œ�ö
�è��>& VLAN �¡�
�Í�^�]>'�†/œ�8�r�M�� VTP �Ó�µ�­�î�ª�?�}�‚�K�8�_���†�v�“�K�S���œ�
�r�S�c  
NVRAM �?�}�_���†1��s3¸�‡�T���œ�_�c�
�Z�œ�ö�è���†/œ�8�r�O�‡���w�™�K�S  VTP �Ó�µ�­�î�ª�b
�²�–�ª�™�«�º�@�w� �[�6�€�d�
�Z�œ�ö�è���†/œ�ƒ�N�_�_���†�w�E
°�€�r�M��

VTP �É�Ý�î�½�å�¢�b�+0[

VTP �É�Ý�î�½�å�¢�c�
�È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�
�Ð�Ý�³�Ÿ�Õ�«�º  �Ã�£�µ�º�
�Ø�½�Ÿ�Õ�«�º  �Ã�£�µ�º
�^�]�
�Y0[�^�Ç�Û�µ�¹�•�å�¢  �º�Û�Ç�•�µ�¡�†�P�ö�M�•�G�\�_�|�~�
�¿�µ�º�á�î�¡�b�•�æ�œ�†�Ñ�G�K�r
�M�� VTP �É�Ý�î�½�å�¢�†�Q#Ý�M�•�\�
�º�Û�Ç�•�µ�¡�@�¿�µ�º�á�î�¡  �¹�Â�–�«�_�”�¡�­�«�M�•�S�u�_�Q
#Ý�K�^�E�€�d�^�}�^�8�º�Û�å�¡  �Ü�å�¡�l�b�Ç�Û�µ�¹�•�å�¢  �º�Û�Ç�•�µ�¡�@�D7H�I�€�•�b�[�
�Q#Ý�•+�
�^�•�æ�œ�@�Q�<�r�M�� VTP �É�Ý�î�½�å�¢�c�
�¹�Ç�›�Ý�º�[�c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��

VTP �É�Ý�î�½�å�¢�†�w� �_�M�•�_�c�
'ö#.�»�Ó�–�å
Æ�b�M�m�Z�b�¹�Â�–�«�@  VTP �É�Ý�î�½�å�¢�†�§
�Ï�î�º�M�•�²0[�@�6�~�r�M�� VTP �É�Ý�î�½�å�¢�†�§�Ï�î�º�K�^�8�¹�Â�–�«�_�X�8�Z�c�
�º�Û�å�¡�V�[  
VLAN �†�Q#Ý�[�A�•�|�:�_�m�·�[0¿���M�•�²0[�@�6�~�r�M��

�W 13-2 �_�
 VTP �É�Ý�î�½�å�¢�†�Q#Ý�K�^�8���œ�b�«�–�µ�³�»  �¿�µ�º�á�î�¡�†&g�K�r�M���«�–�µ�³  1 �b
�–�å�±�î�Ç�™�–�«  1 �>�|�g�«�–�µ�³  4 �b�–�å�±�î�Ç�™�–�«  2 �c�
 Red �\�8�:  VLAN �_�m�~�\�Z�}�€�Z
�8�r�M���«�–�µ�³  1 �_�K)F�I�€�S�Í�«�º�?�}�
�È�ß�î�»�Ÿ�Õ�«�º�@3æ�™�I�€�r�M���«�–�µ�³  1 �c�
�G�b
�È�ß�î�»�Ÿ�Õ�«�º�†�Ç�Û�µ�¹�•�å�¢�K�r�M�� Red VLAN �_�–�å�±�î�Ç�™�–�«�†�â�S�^�8�«�–�µ�³  3�

5�
 6 �v�µ�u�Z�
�¿�µ�º�á�î�¡
Æ�b�M�m�Z�b�¿�µ�º�á�î�¡  �¹�Â�–�«�@�G�b�È�ß�î�»�Ÿ�Õ�«�º�†�w�™�K�r
�M��

�É�Ý�î�½�å�¢�b0¿���c�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�V�[�¢�ß�î�Â�Ý�_/œ�8�r�M>& �� VTP �É�Ý�î�½
�å�¢�b�–�¿�î�È�Ý�ì�� >&P.13-13>' �†�g!·>' ��

�W 13-2 VTP �É�Ý�î�½�å�¢�†�Q#Ý�K�^�8���œ�b�Ç�Û�µ�¹�•�å�¢  �º�Û�Ç�•�µ�¡

Catalyst �*�]�o�-
�,���6�4  4

Catalyst �*�]�o�-
�,���6�4  5

Catalyst �*�]�o�-
�,���6�4  3

Catalyst �*�]�o�-
�,���6�4  6

Catalyst �*�]�o�-
�,���6�4  1

Catalyst �*�]�o�-
�,���6�4  2

���f�2�o�H�����,  1

���f�2�o�H�����,  2

Red 
VLAN

94
15

1
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'¨  13 'v       VLAN�
 VTP�
�>�|�g  VMPS �b0¿��
VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý
�W 13-3 �c�
 VTP �É�Ý�î�½�å�¢�†�–�¿�î�È�Ý�_�K�S���œ�b� �L�«�–�µ�³�»  �¿�µ�º�á�î�¡�†&g�K�Z�8�r
�M�� Red VLAN �l�b�º�Û�Ç�•�µ�¡�c�æ���I�€�S�Ü�å�¡>&�«�–�µ�³  2 �b�–�å�±�î�Ç�™�–�«  5 �>�|�g�«
�–�µ�³  4 �b�–�å�±�î�Ç�™�–�«  4>'�[�É�Ý�î�½�å�¢�I�€�•�b�[�
�«�–�µ�³  1 �?�}�b�È�ß�î�»�Ÿ�Õ�«�º  �º�Û
�Ç�•�µ�¡�c�
�«�–�µ�³  3�
 5�
 6 �_3?3æ�I�€�r�O�‡��

�W 13-3 VTP �É�Ý�î�½�å�¢�†�Q#Ý�K�S���œ�b�Ç�Û�µ�¹�•�å�¢  �º�Û�Ç�•�µ�¡

VTP �§�î�Â�[  VTP �É�Ý�î�½�å�¢�†�–�¿�î�È�Ý�_�M�•�\�
'ö#.�»�Ó�–�å
²�/�[�É�Ý�î�½�å�¢�@�–�¿�î�È
�Ý�_�^�~�r�M�� VTP �É�Ý�î�½�å�¢�c�
�–�¿�î�È�Ý�_�K�Z�?�}�X&Ê�‹�_�w� �_�^�~�r�M���¹�Ç�›�Ý�º�[
�c�
 VLAN 2 >|  1000 �@�É�Ý�î�½�å�¢4:�A�[�M�� VTP �É�Ý�î�½�å�¢�Y4:�A�b  VLAN �?�}�b�º�Û�Ç�•�µ
�¡�c�
�É�Ý�î�½�å�¢�b�P1ß�_�^�~�r�O�‡�� VLAN 1 �c�–�_�É�Ý�î�½�å�¢�Y4:�A�[�M�� VLAN 1 �?�}�b�º
�Û�Ç�•�µ�¡�c�É�Ý�î�½�å�¢�[�A�r�O�‡��

�º�Û�å�Ÿ�å�¢  LAN �–�å�±�î�Ç�™�–�«�_  VTP �É�Ý�î�½�å�¢�†0¿���M�•�_�c�
 switchport trunk 
pruning vlan �¥�Ð�å�»�†�Q#Ý�K�r�M�� VTP �É�Ý�î�½�å�¢�c�
 LAN �–�å�±�î�Ç�™�–�«�@�º�Û�å�Ÿ�å�¢�†
��/œ�K�Z�8�•���œ�_�8#Ý�K�r�M�� VTP �»�Ó�–�å�[  VTP �É�Ý�î�½�å�¢�@�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý
�b�]�U�}�_0¿���I�€�Z�8�•�?�
"I���b  VLAN �@�Ñ�~�M�•�?�]�:�?�
�>�|�g  LAN �–�å�±�î�Ç�™�–�«�@
#'�~�º�Û�å�Ÿ�å�¢�†��/œ�K�Z�8�•�?�]�:�?�_�?�?�ƒ�}�N�
 VLAN �É�Ý�î�½�å�¢�†0¿���[�A�r�M��

VTP 0¿���ì�b�@�–�¦8o�>�|�g�D(Ù�¦8o

�¿�µ�º�á�î�¡�_  VTP �†��/æ�M�•���œ�
���b�@�–�¦8o�>�|�g�D(Ù�¦8o�_�‘�W�Z�C�T�I�8��

• VTP �»�Ó�–�å
Æ�b�M�m�Z�b�¿�µ�º�á�î�¡  �¹�Â�–�«�[�
� �L  VTP �Â�î�ª�Ù�å�†��/œ�M�•�²0[�@�6�~
�r�M��

• VTP �@�­�Ÿ�×�”  �Ô�î�»�b���œ�
'ö#.�»�Ó�–�å
Æ�b�›�¿�µ�º�á�î�¡  �¹�Â�–�«�_�Ã�«�á�î�»�†0¿���M
�•�²0[�@�6�~�r�M��

�@�– VTP �†�­�Ÿ�×�”  �Ô�î�»�[0¿���K�S���œ�
�»�Ó�–�å
Æ�b�›�¿�µ�º�á�î�¡  �¹�Â�–�«�_'ö#.�»�Ó�–�å  �Ã
�«�á�î�»�†�m�~�\�Z�^�8�\�
'ö#.�»�Ó�–�å�c�G�–�_�·�8�K�r�O�‡��

• VTP �Â�î�ª�Ù�å  2 �P�Â�b�¿�µ�º�á�î�¡  �¹�Â�–�«�V�[  VTP �Â�î�ª�Ù�å  2 �†�¹�•�­�î�È�Ý�_0¿���K�Z
�8�•���œ�
�Q�b  VTP �Â�î�ª�Ù�å  2 �P�Â�¿�µ�º�á�î�¡  �¹�Â�–�«�c�
� �M  VTP �»�Ó�–�å
Æ�[  VTP 
�Â�î�ª�Ù�å  1 �@'�
>�K�Z�8�•�¿�µ�º�á�î�¡  �¹�Â�–�«�\�K�Z�·�8�K�r�M>& VTP �Â�î�ª�Ù�å  2 �c�
�¹
�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M>' ��

�,���6�4  4

�,���6�4  5

�,���6�4  3�,���6�4  6 �,���6�4  1

�,���6�4  2

���f�2�o�H�����,  1

���f�2�o�H�����,  2

Red 
VLAN

31
07

5

���f�2�o�H�����,  4

���f�2�o�H�����,  5

�H�\�6�:���f�#  �;�\�H���6�"�

�J�^�o�>�f�#
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'¨  13 'v       VLAN�
 VTP�
�>�|�g  VMPS �b0¿��
VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý
• � �M  VTP �»�Ó�–�å
Æ�b�M�m�Z�b�¿�µ�º�á�î�¡  �¹�Â�–�«�@�Â�î�ª�Ù�å  2 �_�P�Â�M�•���œ�†7V�A�

�¿�µ�º�á�î�¡  �¹�Â�–�«�V�[  VTP �Â�î�ª�Ù�å  2 �†�–�¿�î�È�Ý�_�K�^�8�[�C�T�I�8�� 1 �Ž�b�§�î�Â�V
�[  VTP �Â�î�ª�Ù�å  2 �†�–�¿�î�È�Ý�_�M�•�\�
�»�Ó�–�å
Æ�b�M�m�Z�b�Â�î�ª�Ù�å  2 �P�Â�¿�µ�º�á�î
�¡  �¹�Â�–�«�[  VTP �Â�î�ª�Ù�å  2 �@�–�¿�î�È�Ý�_�^�~�r�M��

• VTP �§�î�Â�V�[  VTP �É�Ý�î�½�å�¢�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�M�•�\�
'ö#.�»�Ó�–�å
²�/
�[  VTP �É�Ý�î�½�å�¢�@�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�^�~�r�M��

• Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�V�[  VLAN �†�É�Ý�î�½�å�¢4:�A�r�S�c�Y4:�A�\�K�Z0¿���M�•��
�œ�
0¿���@�w� �^�b�c�
�Q�b�«�–�µ�³�V�b  VLAN �b�É�Ý�î�½�å�¢�T�E�[�M�� VTP �»�Ó�–�å
Æ�b�M
�m�Z�b�¿�µ�º�á�î�¡  �¹�Â�–�«�_�P�K�Z�w� �\�^�•�ƒ�E�[�c�6�~�r�O�‡��

VTP �b�¹�Ç�›�Ý�º0¿��

/² 13-3 �_�
 VTP �b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

�‚�S�_��,´�I�€�S  Catalyst 4500 �«�î�Ã�î�Â�–�¨  �š�å�ª�å�
 Catalyst 4900 �©�Ü�î�¬  �«�–�µ�³�
�>�|�g  
Cisco ME 4924-10GE �«�–�µ�³�b�¹�Ç�›�Ý�º  VTP �Ô�î�»�c�º�Û�å�«�Ì�”�Þ�å�º�[�M�� vlan.dat �†�P7V
�M�•�?�
  
erase cat4000_flash: �¥�Ð�å�»�†��/œ�K�Z�
�«�–�µ�³�†�Ü�­�µ�º�M�•�\�
 VTP �Ô�î�»�@�§�î�Â  �Ô�î�»
�_�š�ƒ�~�r�M��

VTP �b0¿��

�G�G�[�c�
 VTP �b0¿���m8p�_�X�8�Z1��Â�K�r�M��

• �� VTP �¢�ß�î�Â�Ý  �Ã�Û�Ó�î�±�b0¿���� >&P.13-12>'

• �� VTP �§�î�Â�\�K�Z�b�«�–�µ�³�b0¿���� >&P.13-14>'

• �� VTP �¡�Û�–�”�å�º�\�K�Z�b�«�–�µ�³�b0¿���� >&P.13-15>'

• �� VTP �b�¹�•�­�î�È�Ý�ì>& VTP �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»>' ��>&P.13-16>'

• �� VTP )+0£�_���b/²&g�� >&P.13-16>'

VTP �¢�ß�î�Â�Ý  �Ã�Û�Ó�î�±�b0¿��

�G�G�[�c�
 VTP �¢�ß�î�Â�Ý  �Ã�Û�Ó�î�±�b0¿���_�X�8�Z1��Â�K�r�M��

• �� VTP �Ã�«�á�î�»�b0¿���� >&P.13-13>'

• �� VTP �É�Ý�î�½�å�¢�b�–�¿�î�È�Ý�ì�� >&P.13-13>'

/² 13-3 VTP �b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º�Í

VTP �»�Ó�–�å�¡ �¾�Ý

VTP �Ô�î�» �§�î�Â

VTP �Â�î�ª�Ù�å  2 �b�–�¿�î�È�Ý  �«�¸�î
�º

�Â�î�ª�Ù�å  2 �c�¹�•�­�î�È�Ý

VTP �Ã�«�á�î�» �^�K

VTP �É�Ý�î�½�å�¢ �¹�•�­�î�È�Ý
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'¨  13 'v       VLAN�
 VTP�
�>�|�g  VMPS �b0¿��
VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý
• �� VTP �Â�î�ª�Ù�å  2 �b�–�¿�î�È�Ý�ì�� >&P.13-13>'

VTP �Ã�«�á�î�»�b0¿��

VTP �Ã�«�á�î�»�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 VTP �Ã�«�á�î�»�†0¿���M�•�[�†&g�K�r�M��

Switch# vtp password WATER
Setting device VLAN database password to WATER.
Switch#show vtp password
VTP Password:WATER
Switch#

VTP �É�Ý�î�½�å�¢�b�–�¿�î�È�Ý�ì

'ö#.�»�Ó�–�å
Æ�[  VTP �É�Ý�î�½�å�¢�†�–�¿�î�È�Ý�_�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
'ö#.�»�Ó�–�å
Æ�[  VTP �É�Ý�î�½�å�¢�†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch# vtp pruning
Pruning switched ON

���_�
0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# show vtp status | include Pruning
VTP Pruning Mode                : Enabled
Switch# 

VTP �Â�î�ª�Ù�å  2 �b�–�¿�î�È�Ý�ì

VTP �Â�î�ª�Ù�å  2 �P�Â�b�¿�µ�º�á�î�¡  �¹�Â�–�«�[�c�
 �¹�Ç�›�Ý�º�[  VTP �Â�î�ª�Ù�å  2 �@�¹�•�­�î�È�Ý
�_0¿���I�€�Z�8�r�M���§�î�Â�V�[  VTP �Â�î�ª�Ù�å  2 �†�–�¿�î�È�Ý�_�M�•�\�
 VTP �»�Ó�–�å
Æ�b�M�m�Z
�b  VTP �Â�î�ª�Ù�å  2 �P�Â�¿�µ�º�á�î�¡  �¹�Â�–�«�[  VTP �Â�î�ª�Ù�å  2 �@�–�¿�î�È�Ý�_�^�~�r�M��

�¥�Ð�å�» % $×

Switch# [ no] vtp password 
password_string  

VTP �»�Ó�–�å�b�Ã�«�á�î�»�†0¿���K�r�M���Ã�«�á�î�»
�b6×�I�c  8 >|  64 �e�Ð�[�M��

�Ã�«�á�î�»�†�P7V�M�•�_�c�
 no �Ÿ�î�á�î�»�†�Q#Ý�K�r
�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# [ no] vtp pruning  'ö#.�»�Ó�–�å
Æ�[  VTP �É�Ý�î�½�å�¢�†�–�¿�î�È�Ý�_�K
�r�M��

'ö#.�»�Ó�–�å
Æ�[  VTP �É�Ý�î�½�å�¢�†�¹�•�­�î�È�Ý�_
�M�•�_�c�
 no �Ÿ�î�á�î�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 2 Switch# show vtp status  0¿���†&�1��K�r�M��
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'¨  13 'v       VLAN�
 VTP�
�>�|�g  VMPS �b0¿��
VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý
�@�– � �M  VTP �»�Ó�–�å
Æ�b�¿�µ�º�á�î�¡  �¹�Â�–�«�_6õ�K�Z�
 VTP �Â�î�ª�Ù�å  1 �\�Â�î�ª�Ù�å  2 �b6ë�b
�–�å�±�î�œ�Ì�Û�Å�Ü�¸�•�c�6�~�r�O�‡�� VTP �»�Ó�–�å
Æ�b�M�m�Z�b�¿�µ�º�á�î�¡  �¹�Â�–�«�[�
� �L  
VTP �Â�î�ª�Ù�å�†�Q#Ý�M�•�²0[�@�6�~�r�M�� VTP �»�Ó�–�å
Æ�b�M�m�Z�b�¿�µ�º�á�î�¡  �¹�Â�–�«�@  
VTP �Â�î�ª�Ù�å  2 �†�§�Ï�î�º�K�Z�8�•���œ�è�¥�[�c�
 VTP �Â�î�ª�Ù�å  2 �†�–�¿�î�È�Ý�_�K�^�8�[
�C�T�I�8��

VTP �Â�î�ª�Ù�å  2 �†�–�¿�î�È�Ý�_�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 VTP �Â�î�ª�Ù�å  2 �†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch# vtp version 2
V2 mode enabled.
Switch# 

���_�
0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# show vtp status | include V2
VTP V2 Mode                     : Enabled
Switch# 

VTP �§�î�Â�\�K�Z�b�«�–�µ�³�b0¿��

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�†  VTP �§�î�Â�\�K�Z0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�«�–�µ�³�†  VTP �§�î�Â�\�K�Z0¿���M�•�[�†&g�K�r�M��

Switch# configuration terminal
Switch(config)# vtp mode server
Setting device to VTP SERVER mode.
Switch(config)# vtp domain Lab_Network
Setting VTP domain name to Lab_Network
Switch(config)# end
Switch# 

���_�
0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# show vtp status 
VTP Version                     : running VTP1 (VTP2 capable)
Configuration Revision          : 247
Maximum VLANs supported locally : 1005

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# [ no] vtp version  { 1 | 2} VTP �Â�î�ª�Ù�å  2 �†�–�¿�î�È�Ý�_�K�r�M��

�¹�Ç�›�Ý�º�Í�_�`�M�_�c�
 no �Ÿ�î�á�î�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 2 Switch# show vtp status  0¿���†&�1��K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configuration terminal �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_
°�~�r�M��

�«�̧ �µ�É 2 Switch(config)# vtp mode  server  VTP �§�î�Â�\�K�Z�«�–�µ�³�†0¿���K�r�M��

�«�̧ �µ�É 3 Switch(config)# vtp domain domain_name  �q�±  32 �e�Ð�r�[�b  VTP �»�Ó�–�å�¡�†��*O�K�r�M��

�«�̧ �µ�É 4 Switch(config)# end  VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 5 Switch# show vtp status  0¿���†&�1��K�r�M��
13-14
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



'¨  13 'v       VLAN�
 VTP�
�>�|�g  VMPS �b0¿��
VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý
Number of existing VLANs        : 33
VTP Operating Mode              : Server
VTP Domain Name                 : Lab_Network
VTP Pruning Mode                : Enabled
VTP V2 Mode                     : Disabled
VTP Traps Generation            : Disabled
MD5 digest                      : 0x45 0x52 0xB6 0xFD 0x63 0xC8 0x49 0x80
Configuration last modified by 0.0.0.0 at 8-12-99 15:04:49
Local updater ID is 172.20.52.34 on interface Gi1/1 (first interface found) 
Switch# 

VTP �¡�Û�–�”�å�º�\�K�Z�b�«�–�µ�³�b0¿��

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�†  VTP �¡�Û�–�”�å�º�\�K�Z0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�«�–�µ�³�†  VTP �¡�Û�–�”�å�º�\�K�Z0¿���M�•�[�†&g�K�r�M��

Switch# configuration terminal
Switch(config)# vtp mode client
Setting device to VTP CLIENT mode.
Switch(config)# exit
Switch# 

���_�
0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# show vtp status
VTP Version                     : running VTP1 (VTP2 capable)
Configuration Revision          : 247
Maximum VLANs supported locally : 1005
Number of existing VLANs        : 33
VTP Operating Mode              : Client
VTP Domain Name                 : Lab_Network
VTP Pruning Mode                : Enabled
VTP V2 Mode                     : Disabled
VTP Traps Generation            : Disabled
MD5 digest                      : 0x45 0x52 0xB6 0xFD 0x63 0xC8 0x49 0x80
Configuration last modified by 0.0.0.0 at 8-12-99 15:04:49
Switch# 

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configuration terminal  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_
°�~�r�M��

�«�̧ �µ�É 2 Switch(config)# [ no] vtp mode  client VTP �¡�Û�–�”�å�º�\�K�Z�«�–�µ�³�†0¿���K�r�M��

�§�î�Â  �Ô�î�»�†�–�¿�î�È�Ý�_�`�M�_�c�
 no �Ÿ�î�á�î�»
�†�Q#Ý�K�r�M��

�«�̧ �µ�É 3 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 4 Switch# show vtp status  0¿���†&�1��K�r�M��
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'¨  13 'v       VLAN�
 VTP�
�>�|�g  VMPS �b0¿��
VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý
VTP �b�¹�•�­�î�È�Ý�ì>& VTP �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»>'

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b  VTP �†�¹�•�­�î�È�Ý�_�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�«�–�µ�³�V�[  VTP �†�¹�•�­�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch# configuration terminal
Switch(config)# vtp transparent
Setting device to VTP mode.
Switch(config)# end
Switch# 

���_�
0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# show vtp status 
VTP Version                     : 2
Configuration Revision          : 247
Maximum VLANs supported locally : 1005
Number of existing VLANs        : 33
VTP Operating Mode              : Transparent
VTP Domain Name                 : Lab_Network
VTP Pruning Mode                : Enabled
VTP V2 Mode                     : Disabled
VTP Traps Generation            : Disabled
MD5 digest                      : 0x45 0x52 0xB6 0xFD 0x63 0xC8 0x49 0x80
Configuration last modified by 0.0.0.0 at 8-12-99 15:04:49
Switch# 

VTP )+0£�_���b/²&g

VTP �_6õ�M�•)+0£�_��>&3æ�w�™�I�€�S  VTP �”�»�Â�±�–�¬�
 VTP �š�Û�î�^�]>'�†/²&g�M�•�_�c�
���b
�8���†/œ�8�r�M��

���_�
 VTP �b)+0£�_���†/²&g�M�•�[�†&g�K�r�M��

Switch# show vtp counters
VTP statistics:
Summary advertisements received    : 7
Subset advertisements received     : 5
Request advertisements received    : 0
Summary advertisements transmitted : 997
Subset advertisements transmitted  : 13
Request advertisements transmitted : 3

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configuration terminal  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_
°�~�r�M��

�«�̧ �µ�É 2 Switch(config)# [ no] vtp mode  transparent �«�–�µ�³�b  VTP �†�¹�•�­�î�È�Ý�_�K�r�M��

�§�î�Â  �Ô�î�»�†�–�¿�î�È�Ý�_�M�•�_�c�
 no �Ÿ�î�á�î�»
�†�Q#Ý�K�r�M��

�«�̧ �µ�É 3 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 4 Switch# show vtp status  0¿���†&�1��K�r�M��

�¥�Ð�å�» % $×

Switch# show vtp counters  VTP �b)+0£�_���†/²&g�K�r�M��
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'¨  13 'v       VLAN�
 VTP�
�>�|�g  VMPS �b0¿��
VLAN �Ó�å�Â�î�©�µ�É  �Ï�Ü�©�î  �§�î�Â
Number of config revision errors   : 0
Number of config digest errors     : 0
Number of V1 summary errors        : 0

VTP pruning statistics:

Trunk            Join Transmitted Join Received    Summary advts received from
                                                   non-pruning-capable device
---------------- ---------------- ---------------- ---------------------------
Fa5/8               43071            42766            5

VLAN �Ó�å�Â�î�©�µ�É  �Ï�Ü�©�î  �§�î�Â
�G�G�[�c�
 VLAN �Ó�å�Â�î�©�µ�É  �Ï�Ü�©�î  �§�î�Â>& VMPS>'�†�Q#Ý�K�Z�²�–�¼�Ñ�µ�¡  �Ï�î�º  VLAN 
�Ó�å�Â�î�©�µ�É�†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M��

�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• �� VMPS �b�+0[�� >&P.13-17>'

• �� VMPS �¡�Û�–�”�å�º�b�+0[�� >&P.13-20>'

• ���²�–�¼�Ñ�µ�¡  �Ï�î�º  VLAN �Ó�å�Â�î�©�µ�É�b0¿���[�� >&P.13-26>'

• �� VMPS �¹�î�±�Ë�î�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b�[�� >&P.13-29>'

VMPS �b�+0[

�G�G�[�c�
 VMPS �§�î�Â�b�µ+��\�·�8�†1��Â�K�r�M��

• �� VMPS �§�î�Â�b�+0[�� >&P.13-17>'

• �� VMPS �§�î�Â�b�­�Ÿ�×�Ü�¸�•  �Ô�î�»�� >&P.13-18>'

• ���æ�p  VLAN ��>&P.13-19>'

• ���Y�G�^  VMPS �¡�Û�–�”�å�º0[�Ó�� >&P.13-19>'

VMPS �§�î�Â�b�+0[

VLAN �Ó�å�Â�î�©�µ�É  �Ï�Ü�©�î  �§�î�Â>& VMPS>'�c�
�Ï�î�º�_�K)F�I�€�S�¹�Â�–�«�b  MAC �”�»�Þ�«
�_�ö�Y�8�Z�
�Ï�î�º#Ý�b  VLAN �†�·$×�_4E�¥�M�•�p�¸7Ÿ�p�º�§�î�Â�†�f�j�K�r�M���¿�µ�º�á�î�¡
Æ�_
�6�•�«�–�µ�³�b  1 �X�b�Ï�î�º�?�}�¿�µ�º�á�î�¡
Æ�_�6�•�9�b�«�–�µ�³�b�Ï�î�º�_�Í�«�º�†&ã�·�M�•��
�œ�
�Q�b�«�–�µ�³�c�Q�b�Í�«�º�_4:�)�^  VLAN �_�‚�K�8�Ï�î�º�†�·$×�_�m�~�\�Z�r�M��

Cisco IOS �¯�Ç�º�˜�™�”�†��/œ�M�•  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
 VMPS �µ+��†�§�Ï�î�º�K�r�O
�‡���G�b�«�–�µ�³�c  VLAN Query Protocol>&VQP>'�¡�Û�–�”�å�º�\�K�Z�T�E�µ+��K�
 VQP �†�Ó�K�Z  
VMPS �\3û�™�K�r�M�� VMPS �µ+��_�X�8�Z�c�
 Catalyst �œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò  �¯�Ç�º�˜�™�”�†��
/œ�M�• Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³>&�r�S�c  Catalyst 6500 �©�Ü�î�¬  �«�–�µ�³>'�†�Q#Ý�M�•�²0[�@
�6�~�r�M��

VMPS �c  UDP �Ï�î�º�†�Q#Ý�K�Z�
�¡�Û�–�”�å�º�?�}  VQP 0[�Ó�†�…�U�w�E�r�M���K�S�@�W�Z�
 VMPS 
�@�¿�µ�º�á�î�¡�V�b�ß�î�•�Ý�r�S�c�Ü�Ô�î�º  �¹�Â�–�«�_�Ñ�~�M�•�?�]�:�?�†  VMPS �¡�Û�–�”�å�º�@%±
�•�²0[�c�6�~�r�O�‡�� VMPS �§�î�Â�c  VMPS �¡�Û�–�”�å�º�?�}�w� �^0[�Ó�†�w�™�M�•�\�
�¹�î�±�Ë�î
�«�[  MAC �”�»�Þ�« /VLAN �Ð�µ�Æ�å�¢�b�š�å�º�Ü�†�è(ô�K�r�M��
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'¨  13 'v       VLAN�
 VTP�
�>�|�g  VMPS �b0¿��
VLAN �Ó�å�Â�î�©�µ�É  �Ï�Ü�©�î  �§�î�Â
0[�Ó�_�P�M�•�Â'Å�[�c�
 VMPS �c���b�8�N�€�?�b�”�¡�©�Ù�å�†��/œ�K�r�M��

• �m�~�\�Z�}�€�S  VLAN �@�Ï�î�º  �¢�Ý�î�É�_7H���I�€�Z�8�•���œ�
 VMPS �c�G�b�¢�Ý�î�É�_�P�M�•
0[�Ó�Ï�î�º�†&�1��K�
���b�|�:�_�Â'Å�K�r�M��

– VLAN �@�Ï�î�º�[0Á�•�I�€�Z�8�•���œ�
 VMPS �c  VLAN �¡�†�Â'Å�\�K�Z�¡�Û�–�”�å�º�_3æ�™
�K�r�M��

– VLAN �@�Ï�î�º�[0Á�•�I�€�Z�>�}�N�
 VMPS �@�­�Ÿ�×�”  �Ô�î�»�[�^�8���œ�
 VMPS �c
�� access-denied���Â'Å�†3æ�™�K�r�M��

– VLAN �@�Ï�î�º�[0Á�•�I�€�Z�>�}�N�
 VMPS �@�­�Ÿ�×�”  �Ô�î�»�b���œ�
 VMPS �c
�� port-shutdown���Â'Å�†3æ�™�K�r�M��

• �¹�î�±�Ë�î�«
Æ�b  VLAN  �@�Ï�î�º�b#'�~�b  VLAN �\�M+´�O�N�
�Ï�î�º�V�_�”�¡�¸�•�È  �Í�«�º�@
�6�•���œ�
 VMPS �c  VMPS �b�­�Ÿ�×�”  �Ô�î�»0¿���_�Â�L�Z�
 �� access-denied��>&open>'�
�� fallback 
VLAN name��>&�æ�p VLAN 0¿���[  open>'�
�� port-shutdown��>&secure>'�
�r�S�c�� new VLAN 
name��>&multiple>'�Â'Å�†3æ�™�K�r�M��

�«�–�µ�³�c�� access-denied���Â'Å�†  VMPS �?�}�w�™�M�•�\�
 MAC �”�»�Þ�«�\�Ï�î�º6ë�b�º�Û
�Ç�•�µ�¡�†�È�ß�µ�¡�K)F�E�r�M���«�–�µ�³�c�Ï�î�º�¥�E�b�Ã�£�µ�º�†�Ô�½�±�K)F�E�
�‚�K�8�”�»�Þ
�«�†1‘�9�M�•�\  VMPS �_�¡�š�Ü�î�†3æ�™�K�r�M���«�–�µ�³�c  VMPS �?�}�� port-shutdown���Â'Å
�†�w�™�M�•�\�
�Ï�î�º�†�¹�•�­�î�È�Ý�_�K�r�M�� CLI�
 Cisco Visual Switch Manager>&CVSM>'�

�r�S�c  SNMP �†�Q#Ý�K�Z�Ï�î�º�†�m�·�[
Ì�g�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��

�r�S�
�­�Ÿ�×�Ü�¸�•�V�b#.#ä�?�}�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¸�î�È�Ý
Æ�b�Â&g$×�^�š�å�º�Ü�†�Q
#Ý�K�Z�
"I���b  MAC �”�»�Þ�«�l�b�”�¡�­�«�†�Ä�°�M�•�G�\�v�[�A�r�M�� VLAN �¡�_  none �Ÿ�î
�á�î�»�†
°�Š�M�•�\�
 VMPS �c�� access-denied���r�S�c�� port-shutdown���Â'Å�†3æ�™�K�r�M��

VMPS �§�î�Â�b�­�Ÿ�×�Ü�¸�•  �Ô�î�»

VMPS �c���b  3 �X�b�Ô�î�»�[�·�8�K�r�M�� VMPS �§�î�Â�@�Y�G�^0[�Ó�_�Â'Å�M�•�‰�2�c�
 VMPS �@0¿
���I�€�Z�8�•�Ô�î�»�_�|�W�Z$��^�~�r�M��

• �� open �Ô�î�»�� >&P.13-18>'

• �� secure �Ô�î�»�� >&P.13-19>'

• �� multiple �Ô�î�»�� >&P.13-19>'

open �Ô�î�»

�G�b�Ï�î�º�_  VLAN �@�m�~�\�Z�}�€�Z�8�^�8���œ�
 VMPS �@�G�b�Ï�î�º�_�P�M�•  MAC �”�»�Þ�«�b0[
�Ó�†&�1��K�r�M��

• �G�b  MAC �”�»�Þ�«�_6õ4��Ü�E�}�€�S  VLAN �@�Ï�î�º�[0Á�•�I�€�Z�8�•���œ�
 VLAN �¡�c�¡�Û�–
�”�å�º�_3É�I�€�r�M��

• �G�b  MAC �”�»�Þ�«�_6õ4��Ü�E�}�€�S  VLAN �@�Ï�î�º�[0Á�•�I�€�Z�8�^�8���œ�
�Í�«�º�c
�� access denied���Â'Å�†�w�™�K�r�M��

�G�b�Ï�î�º�_  VLAN �@�m�~�\�Z�}�€�Z�8�•���œ�
 VMPS �@�G�b�Ï�î�º�_�P�M�•  MAC �”�»�Þ�«�b0[�Ó
�†&�1��K�r�M��

• �G�b  MAC �”�»�Þ�«�_6õ4��Ü�E�}�€�S�¹�î�±�Ë�î�«
Æ�b  VLAN �@#'�~�b�Ï�î�º�b  VLAN �\�M+´�O
�N�
�æ�p  VLAN �¡�@0¿���I�€�Z�8�•���œ�
 VMPS �c�æ�p  VLAN �¡�†�¡�Û�–�”�å�º�_3æ�™�K�r�M��

• �G�b  MAC �”�»�Þ�«�_6õ4��Ü�E�}�€�S�¹�î�±�Ë�î�«
Æ�b  VLAN �@�Ï�î�º�_�m�~�\�Z�}�€�S#'�~�b  
VLAN �\�M+´�O�N�
�æ�p  VLAN �¡�@0¿���I�€�Z�8�^�8���œ�
�Í�«�º�c�� access denied���Â'Å�†�w
�™�K�r�M��
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'¨  13 'v       VLAN�
 VTP�
�>�|�g  VMPS �b0¿��
VLAN �Ó�å�Â�î�©�µ�É  �Ï�Ü�©�î  �§�î�Â
secure �Ô�î�»

�G�b�Ï�î�º�_  VLAN �@�m�~�\�Z�}�€�Z�8�^�8���œ�
 VMPS �@�G�b�Ï�î�º�_�P�M�•  MAC �”�»�Þ�«�b0[
�Ó�†&�1��K�r�M��

• �G�b  MAC �”�»�Þ�«�_6õ4��Ü�E�}�€�S  VLAN �@�Ï�î�º�[0Á�•�I�€�Z�8�•���œ�
 VLAN �¡�c�¡�Û�–
�”�å�º�_3É�I�€�r�M��

• �G�b  MAC �”�»�Þ�«�_6õ4��Ü�E�}�€�S  VLAN �@�Ï�î�º�[0Á�•�I�€�Z�8�^�8���œ�
�Ï�î�º�c�©�Õ�µ
�º  �²�˜�å�I�€�r�M��

�G�b�Ï�î�º�_  VLAN �@�m�~�\�Z�}�€�Z�8�•���œ�
 VMPS �@�G�b�Ï�î�º�_�P�M�•  MAC �”�»�Þ�«�b0[�Ó
�†&�1��K�r�M��

• �G�b  MAC �”�»�Þ�«�_6õ4��Ü�E�}�€�S�¹�î�±�Ë�î�«
Æ�b  VLAN �@#'�~�b�Ï�î�º�b  VLAN �\�M+´�K
�^�8���œ�
�æ�p  VLAN �¡�@0¿���I�€�Z�8�Z�v�Ï�î�º�c�©�Õ�µ�º�²�˜�å�I�€�r�M��

multiple �Ô�î�»

0
�X�b�Í�«�º>& MAC �”�»�Þ�«>'�@�M�m�Z� �L  VLAN �_�6�•���œ�
�G�€�}�†�²�–�¼�Ñ�µ�¡  �Ï�î�º�[�”
�¡�¸�•�È�_�[�A�r�M���²�–�¼�Ñ�µ�¡  �Ï�î�º�[�Ü�å�¡�@�²�˜�å�M�•�\�
�Ï�î�º�c�m�~�\�Z�}�€�Z�8�^�8
"g�Â�_�`�~�r�M���Ï�î�º�†3û�L�Z�œ�å�Û�–�å�_�^�•�Í�«�º�c�
�Ï�î�º�@  VLAN �_�m�~�\�Z�}�€�•�S�_�

VMPS �[�M�m�Z
Ì�³�™�µ�¡�I�€�r�M��

�²�–�¼�Ñ�µ�¡  �Ï�î�º�_�K)F�I�€�S0
�X�b�Í�«�º�@�9�b  VLAN �_�“�M�•���œ�
 VMPS �§�î�Â�_  multiple 
�Ô�î�»�@0¿���I�€�Z�8�€�d�
�q�‚�b0[�Ó�[�b  MAC �”�»�Þ�«�\�M+´�M�•  VLAN �@�¡�Û�–�”�å�º�_3É�I
�€�r�M��

>&�@>' Catalyst �œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò  �¯�Ç�º�˜�™�”�†��/œ�M�•  Catalyst 4500 �©�Ü�î�¬�>�|�g  Catalyst 
6500 �©�Ü�î�¬  �«�–�µ�³�c�
�G�b  3 �X�b�ï�8�Ô�î�»�M�m�Z�[  VMPS �†�§�Ï�î�º�K�r�M���S�T�K�
 User 
Registration Tool>&URT>'�c  open �Ô�î�»�T�E�†�§�Ï�î�º�K�r�M��

�æ�p VLAN

�æ�p VLAN �¡�†  VMPS �§�î�Â�[0¿���[�A�r�M��

�G�b�Ï�î�º�_  VLAN �@�m�~�\�Z�}�€�Z�8�^�8���œ�
 VMPS �@�G�b�Ï�î�º�_�P�M�•  MAC �”�»�Þ�«�b0[
�Ó�†�š3Q�K�r�M��

• �¹�î�±�Ë�î�«�_�^�8  MAC �”�»�Þ�«�†�â�X�¹�Â�–�«�†�K)F�M�•���œ�
 VMPS �c�Ç�›�î�Ý�Â�µ�¡  
VLAN �¡�†�¡�Û�–�”�å�º�_3æ�™�K�r�M��

• �æ�p VLAN �¡�@0¿���I�€�Z�>�}�N�
 MAC �”�»�Þ�«�@�¹�î�±�Ë�î�«�_�^�8���œ�
 VMPS �c
�� access-denied���Â'Å�†3æ�™�K�r�M��

�G�b�Ï�î�º�_  VLAN �@�m�~�\�Z�}�€�Z�8�•���œ�
 VMPS �@�G�b�Ï�î�º�_�P�M�•  MAC �”�»�Þ�«�b0[�Ó
�†�š3Q�K�r�M��

• VMPS �c�­�Ÿ�×�”  �Ô�î�»�b���œ�
�æ�p  VLAN �@�§�î�Â�_0¿���I�€�Z�8�•�?�]�:�?�_6õ�€�^�C�

�� port-shutdown���Â'Å�†3æ�™�K�r�M��

�Y�G�^  VMPS �¡�Û�–�”�å�º0[�Ó

���_�
�Y�G�^  VMPS �¡�Û�–�”�å�º0[�Ó�b�[�†  2 �X&g�K�r�M��

• MAC �”�»�Þ�«  �Ð�µ�Æ�å�¢�@ VMPS �¹�î�±�Ë�î�«�_�Ñ�~�O�N�
 �� no fall back�� VLAN �@ VMPS �_
0¿���I�€�Z�8�•���œ��
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'¨  13 'v       VLAN�
 VTP�
�>�|�g  VMPS �b0¿��
VLAN �Ó�å�Â�î�©�µ�É  �Ï�Ü�©�î  �§�î�Â
• �Ï�î�º�@�M�[�_  VLAN �_�m�~�\�Z�}�€>& VMPS �Ô�î�»�c�� multiple���[�̂ �8>' �
 2 $��u�b  VMPS �¡
�Û�–�”�å�º0[�Ó�@$��^�•  MAC �”�»�Þ�«�b  VMPS �[�w�™�I�€�S���œ��

VMPS �¡�Û�–�”�å�º�b�+0[

�G�G�[�c�
 VMPS �¡�Û�–�”�å�º�\�K�Z�«�–�µ�³�†0¿���M�•�‰�2�
�>�|�g�Q�b�«�–�µ�³�b�Ï�î�º�†�²�–
�¼�Ñ�µ�¡  VLAN �Ó�å�Â�î�©�µ�É�_0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M��

�G�b8o�[�c���b�º�Æ�µ�¡�_�X�8�Z1��Â�K�r�M��

• ���²�–�¼�Ñ�µ�¡  VLAN �Ó�å�Â�î�©�µ�É�b�+0[�� >&P.13-20>'

• ���¹�Ç�›�Ý�º�b  VMPS �¡�Û�–�”�å�º0¿���� >&P.13-20>'

• �� VMPS �¡�Û�–�”�å�º�\�K�Z�b�«�–�µ�³�b0¿���� >&P.13-21>'

• �� VMPS �b'ö#.�>�|�g�Ô�½�±�Ü�å�¢�� >&P.13-24>'

• ���²�–�¼�Ñ�µ�¡  �Ï�î�º  VLAN �Ó�å�Â�î�©�µ�É�b�º�Û�È�Ý�©�×�î�¸�•�å�¢�� >&P.13-25>'

�²�–�¼�Ñ�µ�¡  VLAN �Ó�å�Â�î�©�µ�É�b�+0[

�Ï�î�º�@�� dynamic���\�K�Z0¿���I�€�Z�8�•���œ�
�Ï�î�º�V�b  MAC �”�»�Þ�«�_�ö�Y�A  VLAN �_���†
�w�™�K�r�M�� VLAN �@7ü$×�_�Ï�î�º�_�m�~�\�Z�}�€�Z�8�^�8���œ�
�Ï�î�º�V�b  MAC �”�»�Þ�«�_�ö�Y
�A VMPS �?�}�·$×�_�v�“�I�€�r�M��

�²�–�¼�Ñ�µ�¡  �Ï�î�º�c�
 1 �X�b  VLAN �T�E�_�“�M�•�G�\�@�[�A�r�M���Ü�å�¡�@�”�¡�¸�•�È�_�^�•7•�

�Ï�î�º�@  VLAN �_�m�~�\�Z�}�€�•�r�[�«�–�µ�³�c�G�b�Ï�î�º�l�º�Û�Ç�•�µ�¡�†3?3æ�K�r�O�‡���²�–�¼
�Ñ�µ�¡  �Ï�î�º�V�_�6�•�‚0d�Í�«�º�b�q�6�b�Ã�£�µ�º�_�6�•3æ�™
–  MAC �”�»�Þ�«�c�
 VQP 0[�Ó�b�M4Š
�\�K�Z  VMPS �_3æ�™�I�€�
 VMPS �¹�î�±�Ë�î�«
Æ�[  MAC �”�»�Þ�«�\  VLAN �b!·�œ�@/œ�ƒ�€�r�M���M
+´�K�S���œ�
 VMPS �c�Q�b�Ï�î�º�b  VLAN $��•�†3æ�™�K�r�M���M+´�K�^�8���œ�
 >&VMPS �­�Ÿ�×�Ü
�¸�•  �Ô�î�»0¿���_�Â�L�Z>' VMPS �c0[�Ó�†�Ä�°�M�•�?�
�r�S�c�Ï�î�º�†�©�Õ�µ�º  �²�˜�å�K�r�M���•��
�I�€�•  VMPS �Â'Å�b0ò(ý�_�X�8�Z�c �� VMPS �b�+0[�� >&P.13-17>' �†�g!·�K�Z�C�T�I�8��

0
�X�b�Í�«�º>& MAC �”�»�Þ�«>'�@�M�m�Z� �L  VLAN �_�6�•���œ�
�G�€�}�†�²�–�¼�Ñ�µ�¡  �Ï�î�º�[�”
�¡�¸�•�È�_�[�A�r�M���²�–�¼�Ñ�µ�¡  �Ï�î�º�[�Ü�å�¡�@�²�˜�å�M�•�\�
�Ï�î�º�c�m�~�\�Z�}�€�Z�8�^�8
�«�¸�î�º�_�`�~�
 VLAN �_�“�I�^�C�^�~�r�M���Ï�î�º�†3û�L�Z�œ�å�Û�–�å�_�^�•�Í�«�º�c�
�Ï�î�º�@  
VLAN �_�m�~�\�Z�}�€�•�S�_�
 VMPS �[�M�m�Z
Ì�³�™�µ�¡�I�€�r�M��

�G�b�·�8�†/œ�:�_�c�
�¡�Û�–�”�å�º  �¹�Â�–�«�@  VMPS �_�?4)�•+��[�6�•�²0[�@�6�~�r�M�� VMPS �¡�Û
�–�”�å�º�c  UDP �Ã�£�µ�º�\�K�Z  VQP 0[�Ó�†3æ�™�K�
�p�F�M�•�S�_0
�X�G0è/œ�K�r�M��
Ì0è/œ�b6ë7x
�_�X�8�Z�c�
 ��
Ì0è/œ6ë7x�b0¿���� >&P.24>'�†�g!·�K�Z�C�T�I�8��

�r�S�
 VMPS �¡�Û�–�”�å�º�c���‡$×�_  VLAN �Ó�å�Â�î�©�µ�É�†
Ì&�1��K�r�M��
Ì&�1��b�G�X�_�X�8�Z
�c�
 �� VMPS �b'ö#.�>�|�g�Ô�½�±�Ü�å�¢�� >&P.24>'�†�g!·�K�Z�C�T�I�8��

�q�±  50 �Ž�b�Í�«�º�c�–�_"I���b�Ï�î�º�[�§�Ï�î�º�I�€�r�M���q�±�X�†2x�<�•�\�
 VMPS �§�î�Â�b�·�8
�Ô�î�»�_6õ�€�^�C�Ï�î�º�†�©�Õ�µ�º�²�˜�å�K�r�M��

>&�@>' �Ï�î�º�[  50 �†2x�<�•�Í�«�º�@�”�¡�¸�•�È�_�^�•�\�
 VMPS �c�²�–�¼�Ñ�µ�¡  �Ï�î�º�†�©�Õ�µ�º�²�˜�å�K
�r�M��

�¹�Ç�›�Ý�º�b  VMPS �¡�Û�–�”�å�º0¿��

/² 13-4 �_�
 �¡�Û�–�”�å�º  �«�–�µ�³�b�¹�Ç�›�Ý�º�b  VMPS �>�|�g�²�–�¼�Ñ�µ�¡  �Ï�î�º0¿���†&g�K�r�M��
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�>�|�g  VMPS �b0¿��
VLAN �Ó�å�Â�î�©�µ�É  �Ï�Ü�©�î  �§�î�Â
VMPS �¡�Û�–�”�å�º�\�K�Z�b�«�–�µ�³�b0¿��

�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• �� VMPS �§�î�Â�b  IP �”�»�Þ�«�b0¿���� >&P.13-21>'

• �� VMPS �¡�Û�–�”�å�º�[�b�²�–�¼�Ñ�µ�¡  �”�¡�­�«  �Ï�î�º�b0¿���� >&P.13-22>'

• �� VLAN �Ó�å�Â�î�©�µ�É�b
Ì&�1��� >&P.13-23>'

• ��
Ì&�1�6ë7x�b0¿���� >&P.13-23>'

• �� VLAN �Ó�å�Â�î�©�µ�É�b
Ì&�1��� >&P.13-23>'

VMPS �§�î�Â�b  IP �”�»�Þ�«�b0¿��

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�†  VMPS �¡�Û�–�”�å�º�\�K�Z0¿���M�•�_�c�
 VMPS �\�K�Z�µ+��M�•
�«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�Í�«�º�¡�†
°�Š�M�•�²0[�@�6�~�r�M��

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�V�[�É�Û�–�Ð�Ü�>�|�g�­�•�å�²�Ü  VMPS �†��*O�M�•�_�c�
���b�8���†
/œ�8�r�M��

���_�
�É�Û�–�Ð�Ü�>�|�g�­�•�å�²�Ü  VMPS �¹�Â�–�«�†��*O�M�•�[�†&g�K�r�M��

Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# vmps server 172.20.128.179 primary
Switch(config)# vmps server 172.20.128.178
Switch(config)# end

>&�@>' VMPS �¡�Û�–�”�å�º�[�G�b  CLI �†�Q#Ý�K�Z�
�q�±  4 �X�b  VMPS �§�î�Â�†0¿���[�A�r�M��

/² 13-4 �¹�Ç�›�Ý�º�b  VMPS �¡�Û�–�”�å�º�>�|�g�²�–�¼�Ñ�µ�¡  �Ï�î�º0¿��

�µ+� �¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å

VMPS �»�Ó�–�å  �§�î�Â �^�K

VMPS 
Ì&�1��–�å�±�î�Â�Ý 60 �(

VMPS �§�î�Â
Ì0è/œ�G�X 3

�²�–�¼�Ñ�µ�¡  �Ï�î�º �•0¿��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config)# vmps server  
{ ipaddress |  hostname }  primary

�É�Û�–�Ð�Ü  VMPS �§�î�Â�\�K�Z�µ+��M�•�«�–�µ�³�b  IP �”�»�Þ
�«�
�r�S�c�Í�«�º�¡�†�æ���K�r�M��

�«�̧ �µ�É 3 Switch(config)# vmps server  
{ ipaddress |  hostname }

�­�•�å�²�Ü  VMPS �§�î�Â�\�K�Z�µ+��M�•�«�–�µ�³�b  IP �”�»�Þ
�«�
�r�S�c�Í�«�º�¡�†�æ���K�r�M��

�«�̧ �µ�É 4 Switch(config)# end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 Switch# show vmps VMPS �§�î�Â  �š�å�º�Ü�†&�1��K�r�M��
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Switch# show vmps
VQP Client Status:
--------------------
VMPS VQP Version:   1
Reconfirm Interval: 60 min
Server Retry Count: 3
VMPS domain server: 172.20.128.179 (primary, current)
                    172.20.128.178
 
Reconfirmation status
---------------------
VMPS Action:         No Dynamic Port

VMPS �¡�Û�–�”�å�º�[�b�²�–�¼�Ñ�µ�¡  �”�¡�­�«  �Ï�î�º�b0¿��

VMPS �¡�Û�–�”�å�º  �«�–�µ�³�_�²�–�¼�Ñ�µ�¡  �”�¡�­�«  �Ï�î�º�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�²�–�¼�Ñ�µ�¡  �”�¡�­�«  �Ï�î�º�†0¿���K�

°�Š�†&�1��M�•�[�†&g�K�r�M��

Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface fa1/1
Switch(config-if)# switchport mode access
Switch(config-if)# switchport access vlan dynamic
Switch(config-if)# end

Switch# show interface fa1/1 switchport
Name: Fa0/1
Switchport: Enabled
Administrative mode: dynamic auto
Operational Mode: dynamic access
Administrative Trunking Encapsulation: isl
Operational Trunking Encapsulation: isl
Negotiation of Trunking: Disabled
Access Mode VLAN: 0 ((Inactive))
Trunking Native Mode VLAN: 1 (default)
Trunking VLANs Enabled: NONE
Pruning VLANs Enabled: NONE 

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config)# interface interface �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
0¿
���M�•�Ï�î�º�†�æ���K�r�M��

�«�̧ �µ�É 3 Switch(config-if)# switchport mode 
access

�Ï�î�º�†�”�¡�­�«  �Ô�î�»�_0¿���K�r�M��

�«�̧ �µ�É 4 Switch(config-if)# switchport access 
vlan dynamic

�²�–�¼�Ñ�µ�¡  VLAN �”�¡�­�«�b�P1ß�\�^�•�|�:�_�Ï�î�º�†0¿��
�K�r�M��

�«�̧ �µ�É 5 Switch(config-if)# end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 Switch# show interface interface 
switchport


°�Š�†&�1��K�r�M��
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VLAN �Ó�å�Â�î�©�µ�É  �Ï�Ü�©�î  �§�î�Â
�Î�–�«  �Ï�î�º

�²�–�¼�Ñ�µ�¡  �”�¡�­�«  �Ï�î�º�_  Voice VLAN ID>&VVID; 8b�Œ VLAN ID >'�@0¿���I�€�Z�8�•���œ�

�Ï�î�º�c�”�¡�­�«  VLAN �>�|�g8b�Œ  VLAN �g�‰�_�“�M�•�G�\�@�[�A�r�M���Q�b�S�u�
 IP Phone �_�K
)F�M�•�|�:0¿���I�€�S�”�¡�­�«  �Ï�î�º�[�c�
���b�S�u�_$��^�•  VLAN �†�æ���[�A�r�M��

• IP Phone �b�”�¡�­�«  �Ï�î�º>&�”�¡�­�«  VLAN >'�†�Ó�K�Z�«�–�µ�³�_�K)F�I�€�S  PC �l�
 PC �?�}�b
�¹�î�±  �º�Û�Ç�•�µ�¡

• IP Phone �l�
 IP Phone �?�}�b8b�Œ�º�Û�Ç�•�µ�¡>&8b�Œ  VLAN >'

VLAN �Ó�å�Â�î�©�µ�É�b
Ì&�1�

�«�–�µ�³�@  VMPS �?�}�w�™�K�S�²�–�¼�Ñ�µ�¡  �Ï�î�º  VLAN �Ó�å�Â�î�©�µ�É�b�m�~�\�Z�†&�1��M�•�_
�c�
���b�8���†/œ�8�r�M��


Ì&�1�6ë7x�b0¿��

VMPS �¡�Û�–�”�å�º�c�
 VMPS �?�}�w�™�K�S  VLAN �Ó�å�Â�î�©�µ�É�_���†���‡$×�_
Ì&�1��K�r�M��
VLAN/MAC �”�»�Þ�«�m�~�\�Z�†
Ì&�1��M�•�r�[  VMPS �¡�Û�–�”�å�º�@�…�µ�M�•�ì6ë>&�(>'�†0¿���[�A
�r�M��


Ì&�1�6ë7x�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

���_�

Ì&�1�6ë7x�†  60 �(�_�š�f�K�
�Q�b�š�f�†&�1��M�•�[�†&g�K�r�M��

Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# vmps reconfirm 60
Switch(config)# end
Switch# show vmps
VQP Client Status:
--------------------
VMPS VQP Version:   1
Reconfirm Interval: 60 min
Server Retry Count: 10
VMPS domain server: 172.20.130.50 (primary, current)

Reconfirmation status
---------------------
VMPS Action:         No Host 

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# vmps reconfirm �²�–�¼�Ñ�µ�¡  �Ï�î�º  VLAN �Ó�å�Â�î�©�µ�É�†
Ì&�1��K�r�M��

�«�̧ �µ�É 2 Switch# show vmps �²�–�¼�Ñ�µ�¡  VLAN 
Ì&�1��«�¸�î�±�«�†&�1��K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config)# vmps reconfirm minutes �²�–�¼�Ñ�µ�¡  VLAN �Ó�å�Â�î�©�µ�É�b
Ì&�1�6ë7x�†�(�"�)�[�æ��
�K�r�M��

�«�̧ �µ�É 3 Switch(config)# end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 Switch# show vmps �²�–�¼�Ñ�µ�¡  VLAN 
Ì&�1��«�¸�î�±�«�†&�1��K�r�M��
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Ì0è/œ6ë7x�b0¿��

���b�§�î�Â�_�¡�š�Ü�î�†��/œ�M�•�r�[  VMPS �¡�Û�–�”�å�º�@  VMPS �_4�)!�†0è/œ�M�•�G�X�†0¿���[�A
�r�M��


Ì0è/œ6ë7x�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

���_�

Ì0è/œ�G�X�†  5 �G�_�š�f�K�
�Q�b�š�f�†&�1��M�•�[�†&g�K�r�M��

Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# vmps retry 5
Switch(config)# end

Switch# show vmps
VQP Client Status:
--------------------
VMPS VQP Version:   1
Reconfirm Interval: 60 min
Server Retry Count: 5
VMPS domain server: 172.20.130.50 (primary, current)

Reconfirmation status
---------------------
VMPS Action:         No Host 

VMPS �b'ö#.�>�|�g�Ô�½�±�Ü�å�¢

show vmps �¥�Ð�å�»�†�Q#Ý�M�•�G�\�_�|�~�
���b  VMPS �_���†/²&g�[�A�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config)# vmps retry count VQP �¡�š�Ü�î�b
Ì0è/œ�G�X�†�æ���K�r�M���¹�Ç�›�Ý�º�Í�c  3 �[�M��
�æ���[�A�•(
�V�c  1 >|  10 �[�M��

�«�̧ �µ�É 3 Switch(config)# end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 Switch# show vmps 
Ì0è/œ�G�X�†&�1��K�r�M��

VQP �Â�î�ª�Ù�å VMPS �\�b3û�™�_�Q#Ý�M�•  VQP �b�Â�î�ª�Ù�å���«�–�µ�³�c�

VQP �Â�î�ª�Ù�å  1 �†�Q#Ý�K�Z VMPS �_�¡�š�Ü�î�†��/œ�K�r
�M��


Ì&�1��–�å�±�î�Â�Ý VLAN �?�}  MAC �”�»�Þ�«�l�b�m�~�\�Z�†
Ì&�1��M�•�r�[�«
�–�µ�³�@�…�µ�M�•�ì6ë>&�(>' ��

�§�î�Â
Ì0è/œ�G�X VQP �@ VMPS �l�¡�š�Ü�î�†
Ì3æ�™�M�•�G�X���G�b�G�X�M�m
�Z�†0è/œ�K�Z�v�Â'Å�@�“�}�€�^�8���œ�
�«�–�µ�³�c�­�•�å�²
�Ü VMPS �l�b�¡�š�Ü�î�†6ä���K�r�M��
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���_�
 VMPS �_���†/²&g�M�•�[�†&g�K�r�M��

Switch# show vmps
VQP Client Status:
--------------------
VMPS VQP Version:   1
Reconfirm Interval: 60 min
Server Retry Count: 3
VMPS domain server:
 
Reconfirmation status
---------------------
VMPS Action:         other

The following example shows how to display VMPS statistics:
Switch# show vmps statistics
VMPS Client Statistics
----------------------
VQP  Queries:               0
VQP  Responses:             0
VMPS Changes:               0
VQP  Shutdowns:             0
VQP  Denied:                0
VQP  Wrong Domain:          0
VQP  Wrong Version:         0
VQP  Insufficient Resource: 0

>&�@>' VMPS )+0£�_���b0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 Series Switch Cisco IOS Command Referenc���†�g
!·�K�Z�C�T�I�8��

�²�–�¼�Ñ�µ�¡  �Ï�î�º  VLAN �Ó�å�Â�î�©�µ�É�b�º�Û�È�Ý�©�×�î�¸�•�å�¢

VMPS �c���b�²�ó�[�²�–�¼�Ñ�µ�¡  �Ï�î�º�†  errdisable �_�K�r�M��

• VMPS �@�­�Ÿ�×�”  �Ô�î�»�[�
�Í�«�º�@�Ï�î�º�l�K)F�[�A�^�8���œ�� VMPS �c�
�Í�«�º�@�¿�µ�º
�á�î�¡�_�K)F�K�^�8�|�:�_�Ï�î�º�†  errdisable �_�K�r�M��

• 50 �è�V�b�”�¡�¸�•�È  �Í�«�º�@�²�–�¼�Ñ�µ�¡  �Ï�î�º�_�6�•���œ

errdisable �«�¸�î�º�b�–�å�±�î�Ç�™�–�«�b�«�¸�î�±�«�†/²&g�M�•�‰�2�_�X�8�Z�c�
 '¨ 7 'v���Ï�î�º�b�«
�¸�î�±�«�\�K)F�b&�1���  �†�g!·�K�Z�C�T�I�8�� errdisable �«�¸�î�º�_�^�W�Z�8�•�Ï�î�º�†�G�Ÿ�M�•�_�c�

errdisable recovery cause vmps �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

VMPS �»�Ó�–�å  �§�î
�Â

0¿���I�€�S  VLAN �Ó�å�Â�î�©�µ�É  �Ï�Ü�©�î  �§�î�Â�b  IP �”�»
�Þ�«���«�–�µ�³�c�
#'�~�� current���\�Ð�î�¡�I�€�S�v�b�_�¡
�š�Ü�î�†3æ�™�K�r�M�� �� primary���\�Ð�î�¡�I�€�S�v�b�c�
�É
�Û�–�Ð�Ü  �§�î�Â�[�M��

VMPS �”�¡�©�Ù�å �q�‚�b
Ì&�1�0è/œ�b)��Ý��
Ì&�1�6ë7x�@)�4#�K�S���œ�_+¬�·
$×�_
Ì&�1��I�€�•�?�
 vmps reconfirm �¥�Ð�å�»�r�S�c  
CVSM �x  SNMP �b� �]�b�¥�Ð�å�»�†
°�Š�M�•�G�\�[+¬�·$×
�_
Ì&�1��[�A�r�M��
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�W 13-4>&P.13-26>' �_�
 VMPS �§�î�Â�\�²�–�¼�Ñ�µ�¡  �Ï�î�º�†�â�X  VMPS �¡�Û�–�”�å�º  �«�–�µ�³�[�S
�B�I�€�•�¿�µ�º�á�î�¡�†&g�K�r�M���G�b�[�b�S�f�²�ó�c���b�\�>�~�[�M��

• VMPS �§�î�Â�\  VMPS �¡�Û�–�”�å�º�c�
�Q�€�R�€�9�b�«�–�µ�³�[�M��

• Catalyst 4000 �Ç�“�Ñ�Ü  �«�–�µ�³  1>&CatOS �†'�
>>'�c�
�É�Û�–�Ð�Ü  VMPS �§�î�Â�[�M��

• Catalyst 6000 �Ç�“�Ñ�Ü  �«�–�µ�³  3>&CatOS �†'�
>>'�>�|�g  URT �c�
�­�•�å�²�Ü  VMPS �§�î�Â�[
�M��

• �š�å�»  �«�¸�î�©�Ù�å�c�
���b�¡�Û�–�”�å�º�_�K)F�I�€�Z�8�r�M��

– Catalyst 4500 �©�Ü�î�¬  XL �«�–�µ�³  2>&Catalyst IOS �†'�
>>'

– Catalyst 4500 �©�Ü�î�¬  XL �«�–�µ�³  9>&Catalyst IOS �†'�
>>'

• �¹�î�±�Ë�î�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�c  Bldg-G.db �\�8�:�¡�S�[�
 IP �”�»�Þ�«�@  
172.20.22.7 �b  TFTP �§�î�Â�_�–�Ñ�I�€�Z�8�r�M��

�W 13-4 �²�–�¼�Ñ�µ�¡  �Ï�î�º  VLAN �Ó�å�Â�î�©�µ�É�b�S�B�[

�J�\���Q�]  VMPS
�(�o�C  1

�.���f�3�]  VMPS
�(�o�C  2 

�.���f�3�]  VMPS
�(�o�C  3 

172.20.26.150

172.20.26.151

Catalyst 4000
9ÔCatOS9Õ

Catalyst 6000
9ÔCatOS9Õ

URT

172.20.26.152

���o�(�@
�6�;

 �.�#�T�f�;

172.20.26.153

172.20.26.154

172.20.26.155

172.20.26.156

172.20.26.157

172.20.26.158

172.20.26.159

�"�\�����f�;
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TFTP �(�o�C

3/1

�,���6�4  10

�,���6�4  9

�,���6�4  8

�,���6�4  7

�,���6�4  6

�,���6�4  5

�,���6�4  3

�,���6�4  2

�,���6�4  1

�,���6�4  4

172.20.22.7
13

01
05

�^�o�2
13-26
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



'¨  13 'v       VLAN�
 VTP�
�>�|�g  VMPS �b0¿��
VLAN �Ó�å�Â�î�©�µ�É  �Ï�Ü�©�î  �§�î�Â
�•+��^�º�Ï�ß�ª�c�
 2 '�8®�6�~�r�M�� �W 13-5 �_�
 1 �X�b�š�å�»  �«�¸�î�©�Ù�å�_  VMPS �¡�Û�–�”�å�º�\
�K�Z'�
>�M�•  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�@%$�K�K)F�I�€�S�º�Ï�ß�ª�†&g�K�r�M�� �W 13-6 �_�
 1 �X
�b�š�å�»  �«�¸�î�©�Ù�å�_  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�\�K)F�M�•  Cisco IP Phone �@�K)F�I�€�S�º
�Ï�ß�ª�†&g�K�r�M��

�W 13-5 �²�–�¼�Ñ�µ�¡  �Ï�î�º  VLAN �Ó�å�Â�î�©�µ�É�b�S�B�[

�W 13-6 �²�–�¼�Ñ�µ�¡  �Ï�î�º  VLAN �Ó�å�Â�î�©�µ�É�b�S�B�[

���b�m8p�[�c�
 Catalyst 4000 �>�|�g  Catalyst 6000 �©�Ü�î�¬  �«�–�µ�³>& CatOS �†'�
>>'�@  VMPS �§�î
�Â�\�^�~�r�M���¿�µ�º�á�î�¡
Æ�b  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b�¡�Û�–�”�å�º�†0¿���M�•�_�c�
�G
�b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �¡�Û�–�”�å�º  �«�–�µ�³�[�6�•�«�–�µ�³  2 �b  VMPS �§�î�Â  �”�»�Þ�«�†0¿���K�r�M��

a. "I�’  EXEC �Ô�î�»�?�}�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

switch# configuration terminal

b. �É�Û�–�Ð�Ü  VMPS �§�î�Â�b  IP �”�»�Þ�«�†
°�Š�K�r�M��

switch(config)# vmps server 172.20.26.150 primary

c. �­�•�å�²�Ü  VMPS �§�î�Â�b  IP �”�»�Þ�«�†
°�Š�K�r�M��

switch(config)# vmps server 172.20.26.152

d. VMPS IP �”�»�Þ�«�b0¿���†&�1��M�•�_�c�
"I�’  EXEC �Ô�î�»�_�`�~�r�M��

switch#(config) exit

���f�<  �,�9�o�*�Z�f
9ÔVLAN 10 �]9Õ

Catalyst 45009ÔIOS9Õ
9ÔVMPS �"�\�����f�;9Õ

Catalyst 45009ÔCatOS9Õ/
Catalyst 65009ÔCatOS9Õ/

URT
9ÔVMPS �(�o�C9Õ 13

01
18

���f�2�o�@�6�;

Cisco IP Phone
9ÔVLAN 10 �]9Õ

���f�<  �,�9�o�*�Z�f
9ÔVLAN 20 �]9Õ

Catalyst 45009ÔIOS9Õ
9ÔVMPS �"�\�����f�;9Õ

Catalyst 45009ÔCatOS9Õ/
Catalyst 65009ÔCatOS9Õ/

URT
9ÔVMPS �(�o�C9Õ 13

01
19

IP

���f�2�o�@�6�;
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VLAN �Ó�å�Â�î�©�µ�É  �Ï�Ü�©�î  �§�î�Â
e. �«�–�µ�³�_0¿���I�€�S  VMPS �_���†/²&g�K�r�M��

switch# show vmps
VQP Client Status:
--------------------
VMPS VQP Version:   1
Reconfirm Interval: 60 min
Server Retry Count: 3
VMPS domain server: 172.20.26.152
                    172.20.26.150 (primary, current

�«�¸�µ�É 2 �«�–�µ�³  2 �b�Ï�î�º  Fa0/1 �†�²�–�¼�Ñ�µ�¡  �Ï�î�º�\�K�Z0¿���K�r�M��

a. �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

switch# configure terminal

b. �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

switch(config)# interface fa2/1

c. �«�±�¸�•�µ�¡  �”�¡�­�«  �Ï�î�º�b  VLAN �Ó�å�Â�î�©�µ�É  �Ô�î�»�†0¿���K�r�M��

switch(config-if)# switchport mode access

d. �Ï�î�º�b�²�–�¼�Ñ�µ�¡  VLAN �Ó�å�Â�î�©�µ�É�†�m�~�\�Z�r�M��

switch(config-if)# switchport access vlan dynamic

e. "I�’  EXEC �Ô�î�»�_�`�~�r�M��

switch(config-if)# exit
switch#

�«�¸�µ�É 3 �Ï�î�º  Fa2/1 �b�š�å�»  �«�¸�î�©�Ù�å  2 �†�K)F�K�r�M�� �š�å�»  �«�¸�î�©�Ù�å  2 �@�Ã�£�µ�º�†3æ�™�M�•�\�

�«�–�µ�³  2 �@�É�Û�–�Ð�Ü VMPS �§�î�Â�[�6�•�«�–�µ�³  1 �_�¡�š�Ü�î�†3æ�~�r�M���«�–�µ�³  1 �c�
�Ï�î
�º  Fa2/1 �b  VLAN ID �[�Â'Å�K�r�M���«�Ã�½�å�¢�¶�Ü�î  PortFast �Ô�î�»�@  Fa2/1 �V�[�–�¿�î�È�Ý�b��
�œ�
�Ï�î�º  Fa2/1 �c�S�T�U�_�K)F�I�€�Z3?3æ�†6ä���K�r�M��

�«�¸�µ�É 4 VMPS 
Ì&�1�6ë7x�†  60 �(�_0¿���K�r�M��
Ì&�1�6ë7x�\�c�
 VLAN/MAC �”�»�Þ�«�m�~�\�Z�†
Ì&�1��M
�•�r�[�«�–�µ�³�@�…�µ�M�•�ì6ë>&�(>'�[�M��

switch# config terminal
switch(config)# vmps reconfirm 60

�«�¸�µ�É 5 "I�’  EXEC �Ô�î�»�[�š�å�º�Ü�†&�1��K�r�M��

switch# show vmps
VQP Client Status:
--------------------
VMPS VQP Version:   1
Reconfirm Interval: 60 min
Server Retry Count: 3
VMPS domain server:
 
Reconfirmation status
---------------------
VMPS Action:         No Dynamic Port

�«�¸�µ�É 6 �«�¸�µ�É  1 �>�|�g�«�¸�µ�É  2 �†)Þ�~3É�K�Z�
 VMPS �§�î�Â  �”�»�Þ�«�†0¿���K�
 �›  VMPS �¡�Û�–�”�å�º  
�«�–�µ�³�b�²�–�¼�Ñ�µ�¡  �Ï�î�º�†�m�~�\�Z�r�M��
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VLAN �Ó�å�Â�î�©�µ�É  �Ï�Ü�©�î  �§�î�Â
VMPS �¹�î�±�Ë�î�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b�[

���_�
 VMPS �§�î�Â�_/²&g�I�€�•  VMPS �¹�î�±�Ë�î�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b�[�†&g�K�r
�M�� VMPS �¹�î�±�Ë�î�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�c  ASCII �¸�Ÿ�«�º  �Ç�“�–�Ý�[�
 VMPS 
�§�î�Â�\�K�Z�µ+��M�•�«�–�µ�³�_�”�¡�­�«�•+��^  TFTP �§�î�Â�_�–�Ñ�I�€�r�M��

!vmps domain <domain-name>
! The VMPS domain must be defined.
!vmps mode { open | secure }
! The default mode is open.
!vmps fallback <vlan-name>
!vmps no-domain-req { allow | deny }
!
! The default value is allow.
vmps domain WBU
vmps mode open
vmps fallback default
vmps no-domain-req deny
!
!
!MAC Addresses
!
vmps-mac-addrs
!
! address <addr> vlan-name <vlan_name>
!
address 0012.2233.4455 vlan-name hardware
address 0000.6509.a080 vlan-name hardware
address aabb.ccdd.eeff vlan-name Green
address 1223.5678.9abc vlan-name ExecStaff
address fedc.ba98.7654 vlan-name --NONE--
address fedc.ba23.1245 vlan-name Purple
!
!Port Groups
!
!vmps-port-group <group-name>
! device <device-id> { port <port-name> | all-ports }
!
vmps-port-group WiringCloset1
 device 198.92.30.32 port Fa1/3
 device 172.20.26.141 port Fa1/4
vmps-port-group “Executive Row”
 device 198.4.254.222 port es5%Fa0/1
 device 198.4.254.222 port es5%Fa0/2
 device 198.4.254.223 all-ports
!
!VLAN groups
!
!vmps-vlan-group <group-name>
! vlan-name <vlan-name>
!
vmps-vlan-group Engineering
vlan-name hardware
vlan-name software
!
!VLAN port Policies
!
!vmps-port-policies {vlan-name <vlan_name> | vlan-group <group-name> }
! { port-group <group-name> | device <device-id> port <port-name> }
!
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vmps-port-policies vlan-group Engineering
 port-group WiringCloset1
vmps-port-policies vlan-name Green
 device 198.92.30.32 port Fa0/9
vmps-port-policies vlan-name Purple
 device 198.4.254.22 port Fa0/10
 port-group “Executive Row”
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IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�b0¿��

>&�@>' IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�µ+��c�
 Supervisor Engine 6-E �[�c�§�Ï�î�º �I�€�Z�8�r�O�‡ ��

�G�b'v�[�c�
 IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�µ+��_�X�8�Z1��Â�K�r�M���G�b�µ+��†�Q#Ý�M�•�\�

�Â&g$×�_ IP �”�»�Þ�«�†�m�~�\�Z�^�8�[�
�–�å�±�î�Ç�™�–�«�V�[  IP ��#.�†/œ�:�G�\�@�•+��_�^�~�r�M��

�G�b'v�[1��Â�M�•
Æ���c�
���b�\�>�~�[�M��

• �� IP �”�å�¼�å�Â�î�»  �§�Ï�î�º�b�+0[�� >&P.14-2>'

• ���D7H�¦8o�� >&P.14-4>'

• �� DHCP �§�î�Â�_�>�E�•  IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«  �§�Ï�î�º�b0¿���� >&P.14-4>'

• ���K)F�Í�«�º�b�Ï�î�Ü�å�¢�†/œ�:  IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«  �§�Ï�î�º  �b0¿���� >&P.14-6>'

• �� IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«0¿���b/²&g�� >&P.14-8>'

• �� IP �”�å�¼�å�Â�î�»�b�º�Û�È�Ý�©�×�î�¸�•�å�¢�� >&P.14-9>'

>&�@>' �G�b'v�b�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 Series Switch 
Cisco IOS Command Reference���>�|�g���b  URL �b6õ4��Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6350/index.html

6õ4�2(�q

6õ4�8o% �Ð�½�×�”�Ý  �±�–�º�Ý

DHCP �>�|�g�Q�b�Ú�b  IP �”�»�Þ�µ�©�å�¢�b0¿���8�� �� Cisco IOS IP Addressing Services Configuration Guide, Release 
12.4���b�� IP Addressing and Services��

DHCP �>�|�g�Q�b�Ú�b  IP �”�»�Þ�µ�©�å�¢�b�¥�Ð�å�» �� Cisco IOS IP Addressing Services Command Reference, 
Release12.4 T��

VLAN �b0¿���8�� �� Cisco IOS LAN Switching Configuration Guide, Release 12.4���b
�� Virtual LANs���b'v

VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�» �� Cisco IOS LAN Switching Command Reference, Release12.4 T��
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'¨  14 'v       IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�b0¿��
IP �”�å�¼�å�Â�î�»  �§�Ï�î�º�b�+0[
IP �”�å�¼�å�Â�î�»  �§�Ï�î�º�b�+0[
IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�†�Q#Ý�K�S  VLAN �>�|�g  LAN �–�å�±�î�Ç�™�–�«�†0¿���M�•�S�_�

���b�+�Õ�†#.0Ž�M�•�²0[�@�6�~�r�M��

• �� DHCP �§�î�Â�\�Ü�Þ�î  �š�î�ª�™�å�º�[�b  IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«  �§�Ï�î�º��
>&P.14-2>'

• ���K)F�Í�«�º�b�Ï�î�Ü�å�¢�†/œ�:  IP �”�å�¼�å�Â�î�»�� >&P.14-3>'

DHCP �§�î�Â�\�Ü�Þ�î  �š�î�ª�™�å�º�[�b  IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™
�–�«  �§�Ï�î�º

IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�b�S�B�[�c�
�Â&g$×�_  IP �”�»�Þ�«�†�m�~�\�Z�^�8�[�
�–�å�±�î
�Ç�™�–�«�V�[  IP ��#.�†/œ�:�G�\�@�•+��_�^�~�r�M�� IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�c�
 Catalyst 
4500 �©�Ü�î�¬  �«�–�µ�³�_�M�[�_0¿���I�€�Z�8�•�9�b�–�å�±�î�Ç�™�–�«�?�}  IP �”�»�Þ�«�†���É�~�•��
�G�\�@�[�A�•�b�[�
�¿�µ�º�á�î�¡�>�|�g�”�»�Þ�«'56ë�†(�(Ù�[�A�r�M�� DHCP �§�î�Â / �Ü�Þ�î  �š�î�ª�™
�å�º�[�G�b�µ+��†�Q#Ý�M�•�\�
 DHCP �§�î�Â�_�|�W�Z�m�~�\�Z�}�€�S�Í�«�º  �”�»�Þ�«�†  DHCP �Ü�Þ�î  
�š�î�ª�™�å�º�[�·$×�_�Û*f�[�A�r�M��

�W 1 �_�
 IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�µ+��†��/æ�M�•�¿�µ�º�á�î�¡  �º�Ï�ß�ª�[�†&g�K�r�M���G
�b�º�Ï�ß�ª�[�c�
 DHCP �§�î�Â�@  IP �”�»�Þ�«�†�Í�«�º�_�m�~�\�Z�•�\�A�_�
7Ÿ(Ù�«�–�µ�³�@  IP �Ý�î�º
�†�·$×�_&�'g�K�r�M��

�W 1 VLAN �V�[  IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�µ+��†�Q#Ý�M�•�¿�µ�º�á�î�¡  �º�Ï�ß�ª�[

DHCP �œ�É�©�Ù�å  82
DHCP �c�
 TCP/IP �¿�µ�º�á�î�¡�V�b�Í�«�º�_0¿���_���†�û�M�Ç�Þ�î�Ò�á�î�¡�†�f�j�K�r�M��0¿���Ã�Û
�Ó�î�±�\�Ú�b�D�š�_���c�
 DHCP �Ó�µ�­�î�ª�b�œ�É�©�Ù�å  �Ç�•�î�Ý�»�_�–�Ñ�I�€�Z�8�•�±�¢�Ü�A�¹�î
�±8o% �[��3æ�I�€�r�M���¹�î�±8o% �c�
 �œ�É�©�Ù�å�\�v�ç�d�€�r�M���œ�É�©�Ù�å  82 �c�
�Ü�Þ�î  �š�î
�ª�™�å�º�@1�1‘�M�•�_���†�µ�‡�T�"�M�b  DHCP �œ�É�©�Ù�å�\�K�Z�S�B�I�€�Z�8�r�M��

95
96

1

�Q�^�4�_���W
���o�(�@�6�;

�,���6�4

4ø&‚
�^�o�2

GE

IP ���f�=�f�C�o�<
���f�2�o�H�����,

IP/MPLS
GE

DHCP �(�o�C

GE

GEDSL DSL

�!���F�6�;  ���o�(�@�6�;9Ô GE9Õ���6�J�]�f�"�

ö!ª�Ò�Ú  
DSL ���"�.�,  �Q�^�4�J�_�"�(

DSL

DSL

DSL

802.1Q VLAN
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'¨  14 'v       IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�b0¿��
IP �”�å�¼�å�Â�î�»  �§�Ï�î�º�b�+0[
IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�µ+��c�
 �š�î�ª�™�å�º  �Ü�Ô�î�º  ID �\�ç�d�€�•  DHCP �Ü�Þ�î  �š�î
�ª�™�å�º�_���œ�É�©�Ù�å�b�§�È�œ�É�©�Ù�å�†�Q#Ý�K�Z�
 DHCP �§�î�Â�_�_���†���<�r�M���š�î�ª�™�å
�º  �Ü�Ô�î�º  ID �[3æ�™�I�€�S�_���_�c�
�Ü�Þ�î  �š�î�ª�™�å�º�†"I���M�•  IP �”�»�Þ�«�
�–�å�±�î�Ç�™�–
�«�_6õ�M�•�_���
�>�|�g  DHCP 0[�Ó�†
°�Š�K�S�K)F�_6õ�M�•�_���@�µ�r�€�r�M�� DHCP �§�î�Â�c�G�b
�_���†�Q#Ý�K�Z�
 IP �”�»�Þ�«�b�m�~�\�Z�\�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�b�ô���†/œ�:�G�\�@�[�A�r�M��

�W 2 �_�
 IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�µ+��[�Q#Ý�I�€�•�š�î�ª�™�å�º  �Ü�Ô�î�º  ID �§�È�œ�É
�©�Ù�å�b�g�'�†&g�K�r�M��

�W 2 �š�î�ª�™�å�º  �Ü�Ô�î�º  ID �§�È�œ�É�©�Ù�å�b�g�'

 /² 1 �[�
 �W 2 �_&g�I�€�S�š�î�ª�™�å�º  �Ü�Ô�î�º  ID �§�È�œ�É�©�Ù�å  �Ç�•�î�Ý�»�_�X�8�Z1��Â�K�r�M��

�K)F�Í�«�º�b�Ï�î�Ü�å�¢�†/œ�:  IP �”�å�¼�å�Â�î�»

>&�@>' �G�b�µ+��œ�É�©�Ù�å�c�
 LAN �>�|�g  VLAN �–�å�±�î�Ç�™�–�«�T�E�_4:#Ý�[�A�r�M��

���œ�_�|�W�Z�c�
�Í�«�º  IP �”�»�Þ�«�@7ü$×�_�m�~�\�Z�}�€�Z�8�•�G�\�@�6�~�r�M�� IP �”�å�¼�å�Â�î�»  
�–�å�±�î�Ç�™�–�«�µ+��c�
�·$×�_�«�±�¸�•�µ�¡  �Í�«�º  IP �”�»�Þ�«�†�Û*f�[�A�r�M��

�2���J
9Ô�C���;  19Õ

43�Ð
9Ô�C���;  29Õ

���f�2�o�H�����,
9Ô�C���;  99Õ


M&‚�ã�ú
9Ô�C���;  109Õ


M&‚�ã�ú
9Ô�C���;  3 :*  49Õ

VLAN ID
9Ô�C���;  11 :*  129Õ

NAS IP ���<�_�,
9Ô�C���;  5 :*  89Õ

1
0
3
0
8
8

1 12 �C���;

/² 1 �š�î�ª�™�å�º  �Ü�Ô�î�º  ID �§�È�œ�É�©�Ù�å  �Ç�•�î�Ý�»�b1��Â

�Ç�•�î�Ý�» 1��Â

Type �g�'�±�–�É  �Í  2 �c�G�b�µ+��[�Q#Ý�M�•�g�'�†�æ���K�r�M  >&1 �Â�–�º>' ��

Length �š�î�ª�™�å�º  �Ü�Ô�î�º  ID �§�È�œ�É�©�Ù�å�b6×�I���±�–�É  �Ç�•�î�Ý�»
�\6×�I�Ç�•�î�Ý�»�c�µ�r�€�r�O�‡  >&1 �Â�–�º>' ��

Reserved �£
��� >&2 �Â�–�º>' ��

NAS IP Address ip unnumbered �¥�Ð�å�»�[�æ���K�S�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«  
>&4 �Â�–�º>' ��

Interface "@#.�–�å�±�î�Ç�™�–�«���G�b�Ç�•�î�Ý�»�b�g�'�c���b�\�>�~�[�M��
�«�ß�µ�º>& 4 �Å�µ�º>'  | �Ô�ª�×�î�Ý>& 1 �Å�µ�º>'  | �Ï�î�º>& 3 �Å�µ�º>'  

�S�\�<�d�
�–�å�±�î�Ç�™�–�«�¡�@�–�å�±�î�Ç�™�–�«  Ethernet 2/1/1 �b
���œ�
�«�ß�µ�º�c  2�
�Ô�ª�×�î�Ý�c  1�
�>�|�g�Ï�î�º�c  1 �[�M  >&1 �Â
�–�º>' ��

Reserved �£
��� >&1 �Â�–�º>' ��

VLAN ID �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b  VLAN ID >&2 �Â�–�º>' ��
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'¨  14 'v       IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�b0¿��
�D7H�¦8o
�D7H�¦8o
�D7H�¦8o�\�D(Ù�¦8o�c�
���b�\�>�~�[�M��

• IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�b���œ�
���b�µ+��@�§�Ï�î�º�I�€�r�O�‡��

– �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý

– HSRP/VRRP

– �«�±�¸�•�µ�¡  ARP 

– �9�b  VPN Routing/Forwarding>&VRF; VPN �Ý�î�¸�•�å�¢ / 3?3æ>'�[�b�”�å�¼�å�Â�î�»  �–�å
�±�î�Ç�™�–�«�\�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«

• Cisco IOS �[�c�
 dhcp host routes �†�K)F�Ý�î�º�\�K�Z3ã�•�M�•�œ�É�©�Ù�å�†�Q#Ý�[�A�r�M���S�T
�K�
�K)F�Ô�î�»�†�Q#Ý�K�Z�8�•���œ�
 clear ip route * �¥�Ð�å�»�c  dhcp �Í�«�º�K)F�Ý�î�º�†�Ì�‚$×
�_�P7V�K�r�M��

�G4J'Ç>8

– �Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«>& SVI>'�b���œ�c�
 shut �\
°�Š�K�Z�?�}  no shut �\
°�Š�K�r�M��

– �«�±�¸�•�µ�¡  �Ý�î�º�†�Q#Ý�M�•�S�u�_  IP �”�å�¼�å�Â�î�»�†�–�¿�î�È�Ý�_�M�•�_�c�
 ip dhcp 
route static �¥�Ð�å�»�†
°�Š�K�r�M��

• IP �”�å�¼�å�Â�î�»�[0¿���I�€�S�–�å�±�î�Ç�™�–�«�[  IP �Ü�²�–�Þ�¡�º�c3æ�™�I�€�r�O�‡��
>&CSCse75660>'��

• IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�c�Ð�Ý�³�Ÿ�Õ�«�º  �¯�î�«  �Ã�£�µ�º�†3?3æ�[�A�r�O�‡��
>&CSCse61766>'��

DHCP �§�î�Â�_�>�E�•  IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«  
�§�Ï�î�º�b0¿��

>&�@>' DHCP �@0¿���I�€�Z�>�~�
�·�8�•+��^"g�Â�[�6�•�²0[�@�6�~�r�M��

�G�G�[�c�
���b�m8p�_�X�8�Z1��Â�K�r�M��

• �� LAN �>�|�g  VLAN �–�å�±�î�Ç�™�–�«�_�P�M�•  IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«  �§�Ï�î�º�b
0¿���� >&P.14-4>'

• ���–�î�§�¿�µ�º  VLAN (
�V�_�P�M�•  IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«  �§�Ï�î�º�b0¿����
>&P.14-5>'

LAN �>�|�g  VLAN �–�å�±�î�Ç�™�–�«�_�P�M�•  IP �”�å�¼�å�Â�î�»  �–�å�±�î
�Ç�™�–�«  �§�Ï�î�º�b0¿��

�"�M  LAN �r�S�c  VLAN �–�å�±�î�Ç�™�–�«�_  IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«  �§�Ï�î�º�†0¿���M�•
�_�c�
���b�8���†/œ�8�r�M��

�m8p�b�+0[

1. enable
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'¨  14 'v       IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�b0¿��
DHCP �§�î�Â�_�>�E�•  IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«  �§�Ï�î�º�b0¿��
2. configure terminal

3. interface [fastethernet | gigabitethernet | tengigabitethernet | vlan vlan} port-channel | 
loopback]

4. ip unnumbered type number

�m8p�b0ò(ý

���_�
�–�î�§�¿�µ�º  VLAN 10 �@ IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�\�K�Z0¿���I�€�Z�8�•�[�†&g�K
�r�M��

Switch> enable
Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface vlan 10
Switch(config-if)# ip unnumbered Lookback 0

�–�î�§�¿�µ�º  VLAN (
�V�_�P�M�•  IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«  �§
�Ï�î�º�b0¿��

"I���b(
�V�b�–�î�§�¿�µ�º  VLAN �–�å�±�î�Ç�™�–�«�_  IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«  �§�Ï�î�º
�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

�m8p�b�+0[

1. enable

2. configure terminal

3. interface range {{ fastethernet | gigabitethernet | vlan vlan} slot/interface { fastethernet | 
gigabitethernet | vlan vlan} slot/interface macro macro-name}

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# enable "I�’  EXEC �Ô�î�»�†�–�¿�î�È�Ý�_�K�r�M��

�Ã�«�á�î�»�†
°�Š�K�r�M>&0[�Ó�I�€�S���œ>' ��

�«�̧ �µ�É 2 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 Switch(config)# interface [ fastethernet  | 
gigabitethernet  | tengigabitethernet |  vlan  
vlan  | port-channel |  loopback ]

�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä��
�K�
�º�å�¿�Ý  �Ï�î�º�\�K�Z0¿���M�•�–�å�±�î�Ç�™�–�«�†
°
�Š�K�r�M��

�«�̧ �µ�É 4 Switch(config-if)# ip unnumbered  type number �Â&g$×�  ̂IP �”�»�Þ�«�†�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�N�_
�–�å�±�î�Ç�™�–�«�V�b  IP ��#.�†�–�¿�î�È�Ý�_�K�r�M��

type �>�|�g  number �,�X�c�
 IP �”�»�Þ�«�@�m�~�\�Z�}�€�Z
�8�•�«�–�µ�³�V�b�9�b�–�å�±�î�Ç�™�–�«�†�æ���K�r�M���æ
���K�S�–�å�±�î�Ç�™�–�«�†�9�b�”�å�¼�å�Â�î�»  �–�å�±�î
�Ç�™�–�«�_0¿���M�•�G�\�c�[�A�r�O�‡��

�«�̧ �µ�É 5 Switch(config-if)# exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 Switch(config)# end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 Switch#  show running-config IP �”�å�¼�å�Â�î�»  �§�Ï�î�º�@�G�K�C0¿���I�€�Z�8�•�G�\
�†&�1��K�r�M��
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'¨  14 'v       IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�b0¿��
�K)F�Í�«�º�b�Ï�î�Ü�å�¢�†/œ�:  IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«  �§�Ï�î�º  �b0¿��
4. ip unnumbered type number

�m8p�b0ò(ý

���_�
 1 >|  10 �b(
�V�b  VLAN �†  IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�\�K�Z0¿���M�•�[�†&g�K�r�M��
FastEthernet 3/1 �b  IP �”�»�Þ�«�†
¹�w�K�Z�8�r�M��

Switch> enable
Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface range vlan 1 - 10
Switch(config-if)# ip unnumbered fastethernet 3/1
Switch(config-if)# exit
Switch(config)# end

�K)F�Í�«�º�b�Ï�î�Ü�å�¢�†/œ�:  IP �”�å�¼�å�Â�î�»  �–�å�±�î
�Ç�™�–�«  �§�Ï�î�º  �b0¿��

�K)F�Í�«�º�b�Ï�î�Ü�å�¢�†�Q#Ý�M�•  IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«  �§�Ï�î�º�†0¿���M�•�_�c�
��
�b�8���†/œ�8�r�M��

�¥�Ð�å�»�r�S�c�”�¡�©�Ù�å % $×

�«�̧ �µ�É 1 Switch# enable "I�’  EXEC �Ô�î�»�†�–�¿�î�È�Ý�_�K�r�M��

�Ã�«�á�î�»�†
°�Š�K�r�M>&0[�Ó�I�€�S���œ>' ��

�«�̧ �µ�É 2 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 Switch(config)# interface range  {{ fastethernet  
| gigabitethernet  | vlan  vlan } slot / interface  
{ fastethernet  | gigabitethernet  | vlan  vlan } 
slot / interface  | macro  macro-name }

0
�X�b�–�å�±�î�Ç�™�–�«�[� �ì�_�¥�Ð�å�»�†��/œ�K�r�M��

(
�V�_���†�(�E�•�S�u�_�
�g
��_�«�Ì�î�«�†�Ü�E�S�g�[�Á
�–�Ç�å�†
°�Š�M�•�²0[�@�6�~�r�M��

�«�̧ �µ�É 4 Switch(config-if)# ip unnumbered  type number �Â&g$×�  ̂IP �”�»�Þ�«�†�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�N�_
�–�å�±�î�Ç�™�–�«�V�b  IP ��#.�†�–�¿�î�È�Ý�_�K�r�M��

type �>�|�g  number �,�X�c�
 IP �”�»�Þ�«�@�m�~�\�Z�}�€�Z
�8�•�«�–�µ�³�V�b�9�b�–�å�±�î�Ç�™�–�«�†�æ���K�r�M���æ
���K�S�–�å�±�î�Ç�™�–�«�†�9�b�”�å�¼�å�Â�î�»  �–�å�±�î
�Ç�™�–�«�_0¿���M�•�G�\�c�[�A�r�O�‡��

�«�̧ �µ�É 5 Switch(config-if)# exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 Switch(config)# end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 Switch#  show running-config IP �”�å�¼�å�Â�î�»  �§�Ï�î�º�@�G�K�C0¿���I�€�Z�8�•�G�\
�†&�1��K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# enable "I�’  EXEC �Ô�î�»�†�–�¿�î�È�Ý�_�K�r�M��

�Ã�«�á�î�»�†
°�Š�K�r�M>&0[�Ó�I�€�S���œ>' ��

�«�̧ �µ�É 2 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��
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'¨  14 'v       IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�b0¿��
�K)F�Í�«�º�b�Ï�î�Ü�å�¢�†/œ�:  IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«  �§�Ï�î�º  �b0¿��
���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  6/2 �[�b  IP ��#.�>�|�g�K)F�Í�«�º�b�Ï�î�Ü�å�¢�†�–
�¿�î�È�Ý�_�M�•�[�†&g�K�r�M���r�S�
�¢�ß�î�Â�Ý  �Â�µ�¡�ß�¢  �Ÿ�×�î�†  2000 �_0¿���K�
 ARP 0[�Ó�b�q
�±�X�†  500 �_0¿���M�•�[�v&g�K�r�M��

Switch# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# interface fastEthernet 6/2
Switch(config-if)# no switchport
Switch(config-if)# ip unnumbered loopback 0 poll
Warning: dynamic routing protocols will not work on non-point-to-point interfaces with IP 
unnumbered configured.
Switch(config-if)# exit
Switch(config)# ip arp poll queue 2000
Switch(config)# ip arp poll rate 500
Switch(config)# end

�«�̧ �µ�É 3 Switch(config)# interface vlan vlan-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä��
�K�
�º�å�¿�Ý  �Ï�î�º�\�K�Z0¿���M�•�–�å�±�î�Ç�™�–�«�†

°�Š�K�r�M��

�«�̧ �µ�É 4 Switch(config-if)# ip unnumbered type number poll �Â&g$×�  ̂IP �”�»�Þ�«�†�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�N
�_�
�–�å�±�î�Ç�™�–�«�V�b  IP ��#.�>�|�g�
�K)F�Í�«�º�b
�Ï�î�Ü�å�¢�†�–�¿�î�È�Ý�_�K�r�M��

type �>�|�g  number �c�
 IP �”�»�Þ�«�@�m�~�\�Z�}�€�Z�8
�•�«�–�µ�³�V�b�9�b�–�å�±�î�Ç�™�–�«�†�æ���K�r�M���æ
���K�S�–�å�±�î�Ç�™�–�«�†�9�b�”�å�¼�å�Â�î�»  �–�å�±�î
�Ç�™�–�«�_0¿���M�•�G�\�c�[�A�r�O�‡��

type �,�X�_�c�
 loopback�
 fastethernet�

gigabitethernet�
 svi�
�>�|�g  portchannel �b�Í�†0¿���[
�A�r�M��

�«�̧ �µ�É 5 Switch(config-if)# exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 Switch(config)# ip arp poll queue  <10-10000> �Í�«�º  �”�»�Þ�«�b�¢�ß�î�Â�Ý  �Â�µ�¡�ß�¢  �Ÿ�×�î�@�è��
�I�€�•�|�:�_0¿���K�r�M��
�Ÿ�×�î  �§�–�¬�b�¹�Ç�›�Ý�º�c  1000 �[�M��

�«�̧ �µ�É 7 Switch(config)# ip arp poll rate  <10-10000> �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�[3æ�™�I�€�•  Address 
Resolution Protocol>&ARP; �”�»�Þ�«0Ž�ô�É�ß�º�¥�Ý>'0[
�Ó�b�q�±�X�†0¿���K�r�M��
ARP 0[�Ó�b�¹�Ç�›�Ý�º�X�c�
 1000 pps �[�M��

�«�̧ �µ�É 8 Switch(config)# end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 9 Switch#  show running-config IP �”�å�¼�å�Â�î�»  �§�Ï�î�º�@�G�K�C0¿���I�€�Z�8�•�G�\
�†&�1��K�r�M��

�¥�Ð�å�»  >&)F�A>'% $×
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'¨  14 'v       IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�b0¿��
IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«0¿���b/²&g
IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«0¿���b/²&g
show ip interface [type number] unnumbered [detail] �¥�Ð�å�»�†�Q#Ý�K�Z�
 �K)F�Í�«�º�b�Ï�î�Ü�å�¢
�†/œ�:�”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�b�«�¸�î�±�«�†/²&g�K�r�M��

�”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�b�«�¸�î�±�«�†/²&g�M�•�_�c�
���b�8���†  1 �X�r�S�c0
�X/œ�8�r�M��

���_�
�K)F�Í�«�º�b�Ï�î�Ü�å�¢�†/œ�:�”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�b�«�¸�î�±�«�†/²&g�M�•�[�†
&g�K�r�M��

Switch# show ip interface loopback 0 unnumbered detail  
Number of unnumbered interfaces with polling: 1
Number of IP addresses processed for polling: 2
10.1.1.7
10.1.1.8
Number of IP addresses in queue for polling: 2(high water mark: 3)
10.1.1.17
10.1.1.18

�«�–�µ�³�V�b�
�K)F�Í�«�º�b�Ï�î�Ü�å�¢�†/œ�:�”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«  �Â�µ�¡�ß�¢�b�z0[�^
)+0£�_���†/²&g�M�•�_�c�
 show ip arp poll �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�K)F�Í�«�º�b�Ï�î�Ü�å�¢�†/œ�:�”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�b�Â�µ�¡�ß�¢�b�z0[�^)+0£�_
���†/²&g�M�•�[�†&g�K�r�M��

Switch# show ip arp poll
Number of IP addresses processed for polling: 439
Number of IP addresses in queue for polling: 3 (high water mark: 0, max: 1000)
Number of requests dropped:
  Queue was full: 0
  Request was throttled by incomplete ARP: 0
  Duplicate request was found in queue: 0

�”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«  �Â�µ�¡�ß�¢�b�z0[�^)+0£�_���†�¡�Ü�”�M�•�_�c�
���b�|�:�_  clear 
ip arp poll  statistic �¥�Ð�å�»�†�Q#Ý�K�r�M��

Switch# clear ip arp poll statistic
Switch# show ip arp poll
Number of IP addresses processed for polling: 0
Number of IP addresses in queue for polling: 0 (high water mark: 0, max: 1000)
Number of requests dropped:
  Queue was full: 0
  Request was throttled by incomplete ARP: 0
  Duplicate request was found in queue: 0

�¥�Ð�å�» % $×

Switch# show ip interface  [ type number ] 
unnumbered  [ detail ] 

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�V�b�K)F�Í�«�º�b�Ï�î�Ü�å
�¢�†/œ�:�”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�b�«�¸�î�±�«�†/²
&g�K�r�M��

�¥�Ð�å�» % $×

Switch# show ip arp poll [ detail ] �«�–�µ�³�V�b�
�K)F�Í�«�º�b�Ï�î�Ü�å�¢�†/œ�:�”�å�¼�å�Â�î
�»  �–�å�±�î�Ç�™�–�«  �Â�µ�¡�ß�¢�b�z0[�^)+0£�_���†/²&g�K
�r�M��
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'¨  14 'v       IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�b0¿��
IP �”�å�¼�å�Â�î�»�b�º�Û�È�Ý�©�×�î�¸�•�å�¢
IP �”�å�¼�å�Â�î�»�b�º�Û�È�Ý�©�×�î�¸�•�å�¢
�K)F�Í�«�º�b�Ï�î�Ü�å�¢�†�¹�Â�µ�¢�M�•�‰�2�_�X�8�Z�c�
 Cisco.com �[  debug arp �¥�Ð�å�»�b  IOS �Ð
�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

�É�Þ�Ç�•�µ�¡�«�@  OSPF �¿�µ�º�á�î�¡�_�”�»�Â�±�–�¬�I�€�Z�8�•�Ý�î�É�Â�µ�¡  �–�å�±�î�Ç�™�–�«�b  IP 
�”�»�Þ�«�†  IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�@
¹�w�M�•���œ�
�Ý�î�É�Â�µ�¡  �–�å�±�î�Ç�™�–�«�†�Ï
�–�å�º�¶�î�Ï�–�å�º  �–�å�±�î�Ç�™�–�«�_�š�f�M�•�²0[�@�6�~�r�M���Q�:�K�^�8�\�
�Ý�î�É�Â�µ�¡  �–�å
�±�î�Ç�™�–�«�b�Í�«�º  �Ý�î�º�T�E�@  OSPF �¿�–�Â�î�_�”�»�Â�±�–�¬�I�€�r�M��

Switch(config)# int loopback 0
Switch(config-if)# ip address
Switch(config-if)# ip address 10.1.0.1 255.255.0.0 
Switch(config-if)# ip ospf network  point-to-point  
Switch(config-if)# end
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'¨  14 'v       IP �”�å�¼�å�Â�î�»  �–�å�±�î�Ç�™�–�«�b0¿��
IP �”�å�¼�å�Â�î�»�b�º�Û�È�Ý�©�×�î�¸�•�å�¢
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�¯�Ç�º�˜�™�”  �¥�å�Ç�

OL-14303-01-J
C H A P T E R 15

�Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿
��

�G�b'v�[�c�
�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>& CLI>'�†�Q#Ý�K�Z�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³
�V�[�Þ�–�Ö  2 �«�–�µ�³�å�¢#Ý�b�Ç�“�«�º  �–�î�§�¿�µ�º�\� �ž�Å�µ�º  �–�î�§�¿�µ�º�†0¿���M�•�m8p�_�X
�8�Z1��Â�K�r�M��0¿���V�b�@�–�¦8o�
0¿���m8p�
�>�|�g0¿���[�_�X�8�Z�v&g�K�r�M���G�b'v�b0¿���c�

�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�”�µ�É�Ü�å�¡  �Ï�î�º�†�µ�t�M�m�Z�b�Ô�ª�×�î�Ý�b�Ç�“�«�º  �–�î�§�¿�µ�º�>
�|�g� �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�_4:#Ý�I�€�r�M��

�G�b'v�b�z�^
Æ���c�
���b�\�>�~�[�M��

• ���Þ�–�Ö  2 �–�î�§�¿�µ�º  �«�–�µ�³�å�¢�b�+0[�� >&P.15-1>'

• ���Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º0¿���� >&P.15-5>'

• ���Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«0¿���ì�b�@�–�¦8o�>�|�g�D(Ù�¦8o�� >&P.15-5>'

• ���Þ�–�Ö  2 �«�–�µ�³�å�¢#Ý�b�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿���� >&P.15-6>'

>&�@>' �Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿���m8p�_�X�8�Z�c�
 '¨ 26 'v���Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿����  �†�g
!·�K�Z�C�T�I�8��

>&�@>' �G�b'v�b�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 Series Switch 
Cisco IOS Command Reference���>�|�g���b  URL �b6õ4��Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6350/index.html

�Þ�–�Ö  2 �–�î�§�¿�µ�º  �«�–�µ�³�å�¢�b�+0[  
�G�G�[�c�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�b�Þ�–�Ö  2 �–�î�§�¿�µ�º  �«�–�µ�³�å�¢�b�µ+��_�X�8�Z1�
�Â�K�r�M��

• ���Þ�–�Ö  2 �–�î�§�¿�µ�º  �«�–�µ�³�å�¢�b�+0[�� >&P.15-2>'

• �� VLAN �º�Û�å�¡�b�+0[�� >&P.15-3>'

• ���Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«  �Ô�î�»�� >&P.15-4>'
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'¨  15 'v       �Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿��
�Þ�–�Ö  2 �–�î�§�¿�µ�º  �«�–�µ�³�å�¢�b�+0[
�Þ�–�Ö  2 �–�î�§�¿�µ�º  �«�–�µ�³�å�¢�b�+0[  
Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
�Þ�–�Ö  2 �–�î�§�¿�µ�º  �­�¢�Ó�å�º6ë�b� �ì�Ã�Û�Þ�Ý�K)F�†�§�Ï�î
�º�K�Z�8�r�M���–�î�§�¿�µ�º  �­�¢�Ó�å�º6ë�b�«�–�µ�³�»  �¥�¿�¡�©�Ù�å�c�
�Ã�£�µ�º�@��3æ�I�€�Z�8�•
6ë�T�E)T�â�I�€�r�M���è7F�b�Ã�£�µ�º�_�c�
�9�b�­�¢�Ó�å�º6ë�_�‚�K�8�K)F�@&�'g�I�€�r�M��

>&�@>' Cisco IOS Release 12.1(13)EW �b���œ�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c  1600 �Â�–�º�b�Ã�£�µ�º�†
��#.�[�A�r�M�� ���œ�î�Â�î�§�–�¬���\�K�Z��#.�K�Z�ë� �M�•�G�\�c�6�~�r�O�‡���G�b�§�–�¬�c�
�M+á$×
�^  Institute of Electrical and Electronics Engineers>&IEEE; 7Á�¼7Á�Ê�Û�
>'�q�±��3æ�"�)>& MTU>'

>&1518 �Â�–�º>'�>�|�g  802.1Q MTU>&1522 �Â�–�º>'�|�~�v�±�A�^�Í�[�M���±��5��Ã�£�µ�º�†��#.�M�•
�_�c�
�¿�µ�º�á�î�¡�V�[  2 �X�b�¿�«�º�ì�K�S  802.1Q �Ê�µ�²�î�\�Ð�Ý�³�É�ß�º�¥�Ý  �Û�Ë�Ý  �«�–�µ�³�å
�¢>&MPLS>'�b�§�Ï�î�º�@�²0[�[�M��

Catalyst 4500 �©�Ü�î�¬�c�
9×�•�æ�b�¹�Â�–�«�>�|�g�¨�X�b�Ø�î�¨�_2s�I�M�•3}3u�e8Ÿ�†0Ž�ô�M�•�S�u
�_�
�¹�Â�–�«>&�§�î�Â�^�]>'�H�\�_�S#Ý�b  10 Mbps�
 100 Mbps�
�r�S�c  1000 Mbps �­�¢�Ó�å�º�†�m�~
�\�Z�r�M���«�–�µ�³�b�›�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�c�
�Q�€�R�€�9�b�–�î�§�¿�µ�º  �­�¢�Ó�å�º�_
�K)F�I�€�Z�8�•�b�[�
�«�–�µ�³�å�¢#”�C�@4:�)�_0¿���I�€�Z�8�€�d�
�§�î�Â�c
²�•�æ�œ�_�”�¡�­�«�[�A
�r�M��

/ª':�c�–�î�§�¿�µ�º  �¿�µ�º�á�î�¡�_�>�E�•�±�A�^7€���_�^�~�r�M�@�
�w� �^0Ž�ô'Ç�b  1 �X�c
²�§5�3û
�™�[�M���–�î�§�¿�µ�º�c3û�–�
���§5��Ô�î�»�[�·�8�K�r�M���X�r�~�
�›�«�¸�î�©�Ù�å�c3æ�™�r�S�c�w�™
�b�]�U�}�?�M�‰�K�?��/œ�[�A�r�O�‡��
²�§5��Ô�î�»�[�c�
 2 �X�b�«�¸�î�©�Ù�å6ë�[� �ì�_3æ�w�™�†/œ�:
�G�\�@�[�A�r�M���Ã�£�µ�º�†� �ì�_�n�‰�¥�_�v�M�G�\�@�[�A�•���œ�
�w� �–�î�§�¿�µ�º�•�æ�œ�c  2 �¸�_
�^�~�
 10 Mbps �–�å�±�î�Ç�™�–�«�[  20 Mbps�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�[  200 Mbps 
�_�^�~�r�M�� Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b� �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�c
²�§5�
�Ô�î�»�S#Ý�[�
 2 Gbps �b�w� �•�æ�œ�†�f�j�K�r�M��

�­�¢�Ó�å�º6ë�b�Ç�Þ�î�Ò  �«�–�µ�³�å�¢

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�V�b�›�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�c�
 1 �Ž�b�á�î�¡�«�¸�î�©�Ù�å
�r�S�c�§�î�Â�_�K)F�M�•�G�\�v�
�Á�È�_�K)F�K�
�Á�È�†)�#ä�K�Z0
�X�b�á�î�¡�«�¸�î�©�Ù�å�r�S�c�§�î
�Â�†�¿�µ�º�á�î�¡�_�K)F�M�•�G�\�v�[�A�r�M��

�† =$×�^�–�î�§�¿�µ�º  �Á�È�[�c�
�M�m�Z�b�Ï�î�º�@�Á�È
Æ�b
¹3û�b�Â�µ�¡�É�Þ�î�å�_�K)F�I�€�
�Á�È
�_�K)F�I�€�S�M�m�Z�b�¹�Â�–�«�@�
�¿�µ�º�á�î�¡�b�•�æ�œ�†
¹�w�K�r�M�� 2 �X�b�¹�Â�–�«6ë�[�
�•�æ�œ
�†�±5��_�Q#Ý�M�•�­�µ�©�Ù�å�†&�'g�K�S���œ�_�c�
�Q�b�Á�È�_�K)F�I�€�S�Ú�b�M�m�Z�b�«�¸�î�©�Ù�å
�[�
�¿�µ�º�á�î�¡  �Ã�Ç�›�î�Ð�å�«�@�*�W�K�r�M��

�Ã�Ç�›�î�Ð�å�«�b�*�W�†�š�<�•�S�u�_�
�«�–�µ�³�c�›�–�å�±�î�Ç�™�–�«�†�¶���b�­�¢�Ó�å�º�\�K�Z��#.
�K�r�M��$��^�•�–�å�±�î�Ç�™�–�«�V�b�«�¸�î�©�Ù�å�@%&�«�_3û�™�M�•�²0[�@�6�•���œ�
�«�–�µ�³�c�M�‰
�b�–�å�±�î�Ç�™�–�«�?�}�Ú�‰�b�–�å�±�î�Ç�™�–�«�_�á�–�Ö3ÿ�Ø�[�Ç�Þ�î�Ò�†3?3æ�K�Z�
�›�­�µ�©�Ù�å�@

²�•�æ�œ�†�<#Ý�[�A�•�|�:�_�K�r�M��

�–�å�±�î�Ç�™�–�«6ë�[�Ç�Þ�î�Ò�b�«�–�µ�³�å�¢�†� "á$×�_/œ�:�S�u�
�«�–�µ�³�c�”�»�Þ�«  �¸�î�È�Ý�†
)T�â�K�r�M���Ç�Þ�î�Ò�@�«�–�µ�³�_%T�™�M�•�\�
�Ý�î�±�c3æ�™
–�«�¸�î�©�Ù�å�b  MAC �”�»�Þ�«�\�
�Ç
�Þ�î�Ò�†�w�™�K�S�–�å�±�î�Ç�™�–�«�†�P�Â�Ü�E�r�M��

MAC �”�»�Þ�«  �¸�î�È�Ý�b�8�B

Catalyst 4500 �©�Ü�î�¬�c�
�w�™�K�S�Ç�Þ�î�Ò�b3æ�™
–�”�»�Þ�«�†�Q#Ý�K�Z�
 MAC �”�»�Þ�«  �¸�î�È�Ý
�†�8�B�K�r�M�� MAC �”�»�Þ�«  �¸�î�È�Ý�_$Ï6��I�€�Z�8�^�8��
›�”�»�Þ�«�†�â�X�Ç�Þ�î�Ò�†�«�–�µ�³�@
�w�™�M�•�\�
�Q�b�Ç�Þ�î�Ò�†�w�™�K�S�–�å�±�î�Ç�™�–�«�†7V�A�
� �M  VLAN �b�M�m�Z�b�–�å�±�î�Ç�™
�–�«�_�Ç�Þ�î�Ò�†�Ç�Û�µ�¹�•�å�¢�K�r�M����
›�¹�Â�–�«�?�}�Â'Å�@�6�•�\�
�«�–�µ�³�c0ñ�\�M�•3æ�™
–
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'¨  15 'v       �Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿��
�Þ�–�Ö  2 �–�î�§�¿�µ�º  �«�–�µ�³�å�¢�b�+0[
�”�»�Þ�«�>�|�g�–�å�±�î�Ç�™�–�«  ID �†�”�»�Þ�«  �¸�î�È�Ý�_3ã�•�K�r�M���«�–�µ�³�c�è7F�b�Ç�Þ�î�Ò�_
�X�8�Z�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�_�Ç�Û�µ�¹�•�å�¢�M�•�G�\�^�C  1 �X�b�–�å�±�î�Ç�™�–�«�_3?3æ�K�r
�M��

�”�»�Þ�«  �¸�î�È�Ý�_�c�
�š�å�º�Ü�b�Ç�Û�µ�¹�•�å�¢�†���ƒ�N�_  32,000 �è�V�b�”�»�Þ�«  �š�å�º�Ü�†�–'ö
�[�A�r�M���«�–�µ�³�c0¿���•+��^�š�î�ª�å�¢  �±�–�Ð�î�_�|�W�Z��*O�I�€�S�š�î�ª�å�¢  �Ó�•�½�¬�Ò�†�Q
#Ý�M�•�S�u�
�”�»�Þ�«�@8��”�¡�¸�•�È�^�r�r�æ���K�S&Ê�X�@)�4#�M�•�\�
�Q�b�”�»�Þ�«�c�”�»�Þ�«  
�¸�î�È�Ý�?�}�P7V�I�€�r�M��

VLAN �º�Û�å�¡�b�+0[  
�º�Û�å�¡�\�c�
 1 �X�r�S�c0
�X�b�–�î�§�¿�µ�º  �«�–�µ�³  �–�å�±�î�Ç�™�–�«�\�Ú�b�¿�µ�º�á�î�Ÿ�å�¢  �¹
�Â�–�«>&�Ý�î�±�
�«�–�µ�³�^�]>'�b6ë�b�Ï�–�å�º�¶�î�Ï�–�å�º  �Ü�å�¡�[�M���º�Û�å�¡�c  1 �X�b�Ü�å�¡
�†�Ó�K�Z0
�X�b  VLAN �º�Û�Ç�•�µ�¡�†��3æ�M�•�b�[�
 VLAN �†�¿�µ�º�á�î�¡
²�/�_�Ñ�G�M�•�G�\�@�[
�A�r�M��

�M�m�Z�b�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�V�[�
 2 '�8®�b�º�Û�å�Ÿ�å�¢  �•�É�­�Ý�ì�‰�'�†�Q#Ý�[�A�r�M��

• �«�–�µ�³6ë�Ü�å�¡>& ISL>'�É�ß�º�¥�Ý>8 ISL �c�
�©�«�¥"‚+¬�b�º�Û�å�¡  �•�É�­�Ý�ì�‰�'�[�M��

>&�@>' Supervisor Engine 6-E �c�
 ISL �º�Û�å�Ÿ�å�¢�†�§�Ï�î�º�K�Z �8�r�O�‡ ���Q�b�S�u�
 switchport 
trunk encapsulute �¥�Ð�å�»�c�§�Ï�î�º�I�€�Z�8�r�O�‡��

>&�@>' WS-X4418-GB �>�|�g  WS-X4412-2GB-T �Ô�ª�×�î�Ý�V�b�È�ß�µ�Ÿ�å�¢  � �ž�Å�µ�º  �Ï�î�º�c�

ISL �†�§�Ï�î�º�K�Z�8�r�O�‡�� WS-X4418-GB �Ô�ª�×�î�Ý�[�c�
 �Ï�î�º  3 >|  18 �@�È�ß�µ�Ÿ�å�¢  
� �ž�Å�µ�º  �Ï�î�º�[�M�� WS-X4412-2GB-T �Ô�ª�×�î�Ý�[�c�
�Ï�î�º  1 >|  12 �@�È�ß�µ�Ÿ�å�¢  
� �ž�Å�µ�º  �Ï�î�º�[�M��

• 802.1Q>8802.1Q �c�
��#ú�† =�b�º�Û�å�Ÿ�å�¢  �•�É�­�Ý�ì�‰�'�[�M��

�º�Û�å�¡�†0¿���[�A�•�b�c�
 1 �X�b�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�r�S�c  EtherChannel �Â�å�»�Ý�_�P
�K�Z�[�M�� EtherChannel �b0ò(ý�_�X�8�Z�c�
 '¨ 19 'v�� EtherChannel �b0¿���� �†�g!·�K�Z�C�T�I�8��

�–�î�§�¿�µ�º  �º�Û�å�¡  �–�å�±�î�Ç�™�–�«�c�
 /² 15-2 �_&g�M�º�Û�å�Ÿ�å�¢  �Ô�î�»�†�§�Ï�î�º�K�Z�8�r
�M���I�}�_�
�º�Û�å�¡�[�b  ISL �r�S�c  802.1Q �•�É�­�Ý�ì�b�Q#Ý�
�r�S�c�•�É�­�Ý�ì�±�–�É�b+¬�·�¿�¦
�©�š�î�©�Ù�å�†�æ���M�•�G�\�v�[�A�r�M��

�º�Û�å�Ÿ�å�¢�b+¬�·�¿�¦�©�š�î�©�Ù�å�†��/œ�M�•���œ�c�
�–�å�±�î�Ç�™�–�«�@� �M  VTP �»�Ó�–�å�_�6
�•�G�\�†&�1��K�Z�C�T�I�8��$��^�•�»�Ó�–�å
Æ�b�–�å�±�î�Ç�™�–�«�†�I�D$×�_�º�Û�å�Ÿ�å�¢�M�•�_�c�

trunk  �Ÿ�î�á�î�»�r�S�c  nonegotiate �Ÿ�î�á�î�»�†�Q#Ý�K�r�M�� VTP �»�Ó�–�å�b0ò(ý�_�X�8�Z�c�

'¨ 15 'v���Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿���� �†�g!·�K�Z�C�T�I�8��

�º�Û�å�¡  �¿�¦�©�š�î�©�Ù�å�c�
�²�–�¼�Ñ�µ�¡  �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý>& DTP>'�_�|�W�Z'ö#.�I�€�r
�M�� DTP �c�
 ISL �>�|�g  802.1Q �b�g�‰�b�º�Û�å�¡�[+¬�·�¿�¦�©�š�î�©�Ù�å�†�§�Ï�î�º�K�Z�8�r�M��

�•�É�­�Ý�ì�±�–�É

/² 15-1 �_�
�–�î�§�¿�µ�º  �º�Û�å�¡�b�•�É�­�Ý�ì�±�–�É�†&g�K�r�M��
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'¨  15 'v       �Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿��
�Þ�–�Ö  2 �–�î�§�¿�µ�º  �«�–�µ�³�å�¢�b�+0[
�Ü�å�¡�@  ISL �º�Û�å�¡�r�S�c  802.1Q �º�Û�å�¡�b�]�U�}�_�^�•�?�c�
�K)F�I�€�S  2 �X�b�–�å�±�î�Ç�™�–
�«�b�º�Û�å�Ÿ�å�¢  �Ô�î�»�
�º�Û�å�¡  �•�É�­�Ý�ì�±�–�É�
�>�|�g�Á�î�»�˜�™�”�µ+��_�|�W�Z�ô�r�~�r�M��

�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«  �Ô�î�»

/² 15-2 �_�
�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«  �Ô�î�»�†&g�K�
�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�_�>�E�•�›�Ô�î
�»�b�µ+��_�X�8�Z1��Â�K�r�M��

/² 15-1 �–�î�§�¿�µ�º  �º�Û�å�¡�b�•�É�­�Ý�ì�±�–�É

�•�É�­�Ý�ì�±�–�É �•�É�­�Ý�ì�¥�Ð�å�» % $×

ISL switchport trunk encapsulation isl �º�Û�å�¡  �Ü�å�¡�_  ISL �•�É�­�Ý�ì�†�æ���K�r�M��

802.1Q switchport trunk encapsulation dot1q �º�Û�å�¡  �Ü�å�¡�_  802.1Q �•�É�­�Ý�ì�†�æ���K�r
�M��

�¿�¦�©�š�î�©�Ù�å switchport trunk encapsulation negotiate �–�å�±�î�Ç�™�–�«�@�¿�–�Â�î  �–�å�±�î�Ç�™�–�«�\
�¿�¦�©�š�î�©�Ù�å�†/œ�8�
3Æ�K�–�å�±�î�Ç�™�–�«
�b0¿���>�|�g�µ+��_�Â�L�Z�
 ISL �º�Û�å�¡>&
ƒ
›>'
�r�S�c  802.1Q �º�Û�å�¡�_�^�•�|�:�æ���K�r�M��

/² 15-2 �Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«  �Ô�î�»

�Ô�î�» % $×

switchport mode access �–�å�±�î�Ç�™�–�«�c�Ì)F$×�^8��º�Û�å�Ÿ�å�¢  �Ô�î�»�_�^�~�
�Ü
�å�¡�†8��º�Û�å�Ÿ�å�¢  �Ü�å�¡�_�š�n�M�•�S�u�_�¿�¦�©�š�î�©�Ù
�å�†/œ�8�r�M���–�å�±�î�Ç�™�–�«�c�
�¿�–�Â�î  �–�å�±�î�Ç�™�–
�«�@�š�f�I�€�^�8���œ�[�v�
8��º�Û�å�¡  �–�å�±�î�Ç�™�–�«�_�^
�~�r�M��

switchport mode 
dynamic desirable 

�Ü�å�¡�?�}�º�Û�å�Ÿ�å�¢  �Ü�å�¡�l�b�š�n�†�–�å�±�î�Ç�™�–�«�_
�”�¡�¸�•�È�_0è/œ�I�O�r�M���–�å�±�î�Ç�™�–�«�c�
�¿�–�Â�î  �–
�å�±�î�Ç�™�–�«�@  trunk �
 desirable�
�r�S�c  auto �Ô�î�»�_0¿��
�I�€�Z�8�•���œ�
�º�Û�å�¡  �–�å�±�î�Ç�™�–�«�_�^�~�r�M��

switchport mode dynamic auto �¿�–�Â�î  �–�å�±�î�Ç�™�–�«�@  trunk  �Ô�î�»�r�S�c  desirable �Ô�î
�»�_0¿���I�€�Z�8�•���œ�
�–�å�±�î�Ç�™�–�«�b�Ü�å�¡�†�º�Û�å�Ÿ
�å�¢  �Ü�å�¡�_�š�n�K�r�M���G�b�Ô�î�»�c�
�M�m�Z�b�–�î�§�¿�µ
�º  �–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º  �Ô�î�»�[�M��

switchport mode trunk �–�å�±�î�Ç�™�–�«�c�Ì)F$×�^�º�Û�å�Ÿ�å�¢  �Ô�î�»�_�^�~�
�Ü�å
�¡�†�º�Û�å�Ÿ�å�¢  �Ü�å�¡�_�š�n�M�•�S�u�_�¿�¦�©�š�î�©�Ù�å�†
/œ�8�r�M���–�å�±�î�Ç�™�–�«�c�
�¿�–�Â�î  �–�å�±�î�Ç�™�–�«�@
�š�f�I�€�^�8���œ�[�v�
�º�Û�å�¡  �–�å�±�î�Ç�™�–�«�_�^�~�r�M��

switchport nonegotiate �–�å�±�î�Ç�™�–�«�†�Ì)F$×�^�º�Û�å�Ÿ�å�¢  �Ô�î�»�_�K�r�M�@�

�–�å�±�î�Ç�™�–�«�@  DTP �Ç�Þ�î�Ò�†#Õ�B�K�^�8�|�:�_�K�r�M��
�º�Û�å�Ÿ�å�¢  �Ü�å�¡�†&�'g�M�•�_�c�
�¿�–�Â�î  �–�å�±�î�Ç�™�–
�«�†�m�·�[�º�Û�å�¡  �–�å�±�î�Ç�™�–�«�\�K�Z0¿���M�•�²0[�@�6
�~�r�M��
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'¨  15 'v       �Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿��
�Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º0¿��
>&�@>' DTP �c�Ï�–�å�º�¶�î�Ï�–�å�º  �É�ß�º�¥�Ý�[�M���S�T�K�
�–�å�±�î�¿�µ�º�á�î�Ÿ�å�¢  �¹�Â�–�«�_�|�W�Z
�c�
 DTP �Ç�Þ�î�Ò�@�G�K�C3?3æ�I�€�^�8�G�\�@�6�~�r�M���G�b�e8Ÿ�†4J�E�•�S�u�_�
�G�€�}�b�Ü�å�¡
�V�[�º�Û�å�Ÿ�å�¢�†/œ�ƒ�^�8���œ�c�
 DTP �†�§�Ï�î�º�K�^�8�¹�Â�–�«�_�K)F�I�€�Z�8�•�–�å�±�î�Ç�™
�–�«�@�
 access �Ÿ�î�á�î�»�†�Q#Ý�K�Z0¿���I�€�Z�8�•�G�\�†&�1��K�Z�C�T�I�8�� DTP �†�§�Ï�î�º�K�^
�8�¹�Â�–�«�l�b�º�Û�å�Ÿ�å�¢�†�–�¿�î�È�Ý�_�M�•�_�c�
 nonegotiate �Ÿ�î�á�î�»�†�Q#Ý�K�Z�
�–�å�±�î
�Ç�™�–�«�†�º�Û�å�¡�_�K�
 DTP �Ç�Þ�î�Ò�@#Õ�B�I�€�^�8�|�:�_�K�r�M��

�Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º0¿��
/² 15-3 �_�
�Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«0¿���ì�b�@�–�¦8o�>�|�g�D(Ù�¦8o
�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�†0¿���M�•���œ�c�
���b�@�–�¦8o�>�|�g�D(Ù�¦8o�_$��–�K�Z�C�T�I�8��

• 802.1Q �º�Û�å�¡�†�Q#Ý�K�Z�K)F�K�Z�8�•  Cisco �«�–�µ�³�b�¿�µ�º�á�î�¡�[�c�
�º�Û�å�¡�V�[0Á��
�I�€�•  VLAN �H�\�_  1 �X�b�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�@)T�â�I�€�r�M���Ú&k0��b  802.1Q �«
�–�µ�³�@)T�â�M�•�b�c�
�º�Û�å�¡�V�[0Á���I�€�•�M�m�Z�b  VLAN �_�P�K�Z�«�Ã�½�å�¢�¶�Ü�î  �–�å
�«�±�å�«  1 �X�T�E�[�M��

802.1Q �º�Û�å�¡�†�Q#Ý�K�Z  Cisco �«�–�µ�³�†8��©�«�¥  �¹�Â�–�«�_�K)F�M�•���œ�
 Cisco �«�–�µ�³
�c�
�º�Û�å�¡�b�¿�–�¸�•�È  VLAN �b�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�†�
8��©�«�¥  802.1Q �«�–�µ
�³�b�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�\)��œ�K�r�M���S�T�K�
�›  VLAN �b�«�Ã�½�å�¢�¶�Ü�î�_��

/² 15-3 �Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º�Í

�–�å�±�î�Ç�™�–�«  �Ô�î�» switchport mode dynamic auto 

�º�Û�å�¡  �•�É�­�Ý�ì switchport trunk encapsulation negotiate 

VLAN 0Á��(
�V VLAN 1 >|  1005

�É�Ý�î�½�å�¢�_4:�A�^  VLAN (

�V

VLAN 2 >|  1001

�¹�Ç�›�Ý�º  VLAN >&�”�¡�­�«  
�Ï�î�º#Ý>'

VLAN 1

�¿�–�¸�•�È  VLAN >&802.1Q �S
#Ý�º�Û�å�¡#Ý>'  

VLAN 1

STP1

1. STP = �«�Ã�½�å�¢�¶�Ü�î  �É�ß�º�¥�Ý

�M�m�Z�b VLAN �[�–�¿�î�È�Ý

STP �Ï�î�º  �É�Û�–�œ�Ü�¸�• 128

STP �Ï�î�º  �¥�«�º • 10 Mbps �–�î�§�¿�µ�º  LAN �Ï�î�º�[�c  100

• 10/100 Mbps �Ç�“�«�º  �–�î�§�¿�µ�º  �Ï�î�º�[�c  19

• 100 Mbps �Ç�“�«�º  �–�î�§�¿�µ�º  �Ï�î�º�[�c  19

• 1000 Mbps � �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�[�c  4

• 10,000 Mbps 10 � �ž�Å�µ�º  �–�î�§�¿�µ�º  LAN �Ï�î�º�[�c  2
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'¨  15 'v       �Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿��
�Þ�–�Ö  2 �«�–�µ�³�å�¢#Ý�b�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿��
�c�
�Ú&k0��b  802.1Q �«�–�µ�³�b�¡�Û�˜�»�\�)�~7³�I�€�
 Cisco �«�–�µ�³�[)T�â�I�€�r�M�� Cisco 
�«�–�µ�³�†�)�~7³�K�Z�8�•�Ú&k0��b  802.1Q �b�¡�Û�˜�»�c�
�«�–�µ�³6ë�b�"�M�º�Û�å�¡  �Ü�å�¡�\�K
�Z�…�ƒ�€�r�M��

• 802.1Q �º�Û�å�¡�b�¿�–�¸�•�È  VLAN �@�
�º�Û�å�¡  �Ü�å�¡�b�g'ƒ�[� �M�[�6�•�G�\�†&�1��K�Z�C
�T�I�8���º�Û�å�¡�b�M'ƒ�b  VLAN �\�o�P
��b  VLAN �@$��^�•�\�
�«�Ã�½�å�¢�¶�Ü�î  �Ý�î�É�b�N
�I�_�^�~�r�M��

• 802.1Q �º�Û�å�¡�b�8�N�€�?�b  VLAN �[�«�Ã�½�å�¢�¶�Ü�î�†�¹�•�­�î�È�Ý�_�K�Z�v�
�«�Ã�½�å�¢�¶
�Ü�î  �Ý�î�É�@$Î#Õ�M�•���œ�@�6�~�r�M��

�Þ�–�Ö  2 �«�–�µ�³�å�¢#Ý�b�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«
�b0¿��

�G�G�[�c�
 Catalyst 4500 �©�Ü�î�¬�«�–�µ�³�_�>�E�•�Þ�–�Ö  2 �«�–�µ�³�å�¢�b0¿���m8p�_�X�8�Z1��Â�K
�r�M��

• ���Þ�–�Ö  2 �º�Û�å�¡�\�K�Z�b�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿���� >&P.15-6>'

• ���Þ�–�Ö  2 �”�¡�­�«  �Ï�î�º�\�K�Z�b�–�å�±�î�Ç�™�–�«�b0¿���� >&P.15-8>'

• ���Þ�–�Ö  2 0¿���b�¡�Ü�”�� >&P.15-10>'

�Þ�–�Ö  2 �º�Û�å�¡�\�K�Z�b�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿��

>&�@>' �Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º�c�
 switchport mode dynamic auto �[�M���¿�–�Â�î  �–�å�±�î
�Ç�™�–�«�@�º�Û�å�Ÿ�å�¢�†�§�Ï�î�º�K�
 trunk �Ô�î�»�r�S�c  dynamic desirable �Ô�î�»�_0¿���I�€�Z�8�•
���œ�
�Ü�å�¡�c�Þ�–�Ö  2 �º�Û�å�¡�_�^�~�r�M���¹�Ç�›�Ý�º�[�c�
�º�Û�å�¡�c�•�É�­�Ý�ì�b�¿�¦�©�š�î
�©�Ù�å�†/œ�8�r�M�� �¿�–�Â�î  �–�å�±�î�Ç�™�–�«�@�Q�€�R�€  ISL �\  802.1Q �b�•�É�­�Ý�ì�‰�'�†�§�Ï�î�º
�K�
�8�N�€�b�–�å�±�î�Ç�™�–�«�v�•�É�­�Ý�ì�±�–�É�b�¿�¦�©�š�î�©�Ù�å�_0¿���I�€�Z�8�•���œ�
�º�Û�å
�¡�c  ISL �•�É�­�Ý�ì�‰�'�†�Q#Ý�K�r�M��

>&�@>' Supervisor Engine 6-E �c�
 ISL �º�Û�å�Ÿ�å�¢�†�§�Ï�î�º�K�Z �8�r�O�‡ ��

�–�å�±�î�Ç�™�–�«�†�Þ�–�Ö  2 �º�Û�å�¡�\�K�Z0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# interface { fastethernet  | 
gigabitethernet | tengigabitethernet } 
slot / port  

0¿���M�•�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

�«�̧ �µ�É 2 Switch(config-if)# shutdown  >&�õ�–>'0¿���@�ö�¢�M�•�r�[�º�Û�Ç�•�µ�¡  �Ç�ß�î�†75�F�M�•�S�u
�_�
�–�å�±�î�Ç�™�–�«�†�©�Õ�µ�º�²�˜�å�K�r�M��
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'¨  15 'v       �Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿��
�Þ�–�Ö  2 �«�–�µ�³�å�¢#Ý�b�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿��
���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  5/8 �†  802.1Q �º�Û�å�¡�\�K�Z0¿���M�•�[�†&g�K�r�M��
�G�b�[�[�c�
�¿�–�Â�î  �–�å�±�î�Ç�™�–�«�@  802.1Q �º�Û�å�Ÿ�å�¢�†�§�Ï�î�º�M�•�|�:�_0¿���I�€�
�¿�–
�¸�•�È  VLAN �b�¹�Ç�›�Ý�º�@  VLAN 1 �_0¿���I�€�Z�8�•�v�b�\�K�r�M��

Switch# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# interface fastethernet 5/8  

�«�̧ �µ�É 3 Switch(config-if)# switchport trunk 
encapsulation  { isl  | dot1q  | negotiate } 

>&�õ�–>'�•�É�­�Ý�ì�‰�'�†�æ���K�r�M��

>&�@>' �G�b�¥�Ð�å�»�\�M)t�_  isl �r�S�c  dot1q �Ÿ�î�á�î�»�†�æ��
�K�Z�
�¹�Ç�›�Ý�º  �Ô�î�»>& negotiate>'�[�c�§�Ï�î�º�I�€
�^�8  switchport mode trunk �¥�Ð�å�»�†�§�Ï�î�º�M�•�|
�:�_�K�r�M��

>&�@>' Supervisor Engine 6-E �c�
 ISL �º�Û�å�Ÿ�å�¢�†�§�Ï�î�º
�K�Z �8�r�O�‡ ��

�«�̧ �µ�É 4 Switch(config-if)# switchport mode 
{ dynamic  { auto  | desirable } | trunk } 

�–�å�±�î�Ç�™�–�«�†�Þ�–�Ö  2 �º�Û�å�¡�\�K�Z0¿���K�r�M  >&�–�å
�±�î�Ç�™�–�«�@�Þ�–�Ö  2 �”�¡�­�«  �Ï�î�º�b���œ�
�r�S�c�º�Û�å�Ÿ
�å�¢  �Ô�î�»�†�æ���M�•���œ�T�E>' ��

�«�̧ �µ�É 5 Switch(config-if)# switchport access vlan 
vlan_num  

>&�õ�–>'�–�å�±�î�Ç�™�–�«�@�º�Û�å�Ÿ�å�¢�†�õ�F�K�S���œ�_�Q#Ý
�M�•�”�¡�­�«  VLAN �†�æ���K�r�M���”�¡�­�«  VLAN �@�¿�–�¸�•
�È VLAN �\�K�Z�Q#Ý�I�€�•�G�\�c�6�~�r�O�‡��

>&�@>' vlan_num �Ã�Û�Ó�î�±�c�
 1 >|  1005 �b�"�M�b  VLAN $��•
�r�S�c  2 �X�b  VLAN $��•>&�`�I�8�‰�@
›�
�²�µ�©�×�[�

�)�•>'�[�æ���M�•  VLAN (
�V�[�M���•�å�Ð�[�
�)�W�S  
vlan �Ã�Û�Ó�î�±�b6ë�
�r�S�c�²�µ�©�×�[�æ���K�S(
�V�b
6ë�_�c�
�«�Ì�î�«�†
°�€�^�8�[�C�T�I�8��

�«�̧ �µ�É 6 Switch(config-if)# switchport trunk 
native vlan  vlan_num  

802.1Q �º�Û�å�¡�b���œ�
�¿�–�¸�•�È  VLAN �†�æ���K�r�M��

>&�@>' �¿�–�¸�•�È  VLAN �†0¿���K�^�8���œ�
�¹�Ç�›�Ý�º�@�Q#Ý
�I�€�r�M>& VLAN 1>'��

�«�̧ �µ�É 7 Switch(config-if)#  switchport  trunk  
allowed  vlan  { add  | except  | all  | 
remove } 
vlan_num [, vlan_num [, vlan_num [,....]]

>&�õ�–>'�º�Û�å�¡�V�[0Á���I�€�•  VLAN �b�Ü�«�º�†0¿���K�r�M��
�¹�Ç�›�Ý�º�[�c�
�M�m�Z�b  VLAN �@0Á�•�I�€�r�M���º�Û�å�¡�?
�}�¹�Ç�›�Ý�º  VLAN �†�P7V�M�•�G�\�c�[�A�r�O�‡��

�«�̧ �µ�É 8 Switch(config-if)# switchport  trunk  
pruning  vlan  { add  | except  | none  | 
remove } 
vlan_num [, vlan_num [, vlan_num [,....]] 

>&�õ�–>'�º�Û�å�¡�[�É�Ý�î�½�å�¢�@0Á���I�€�Z�8�•  VLAN �b�Ü�«
�º�†0¿���K�r�M>& �� VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý�� >&P.13-7>' �†
�g!·>' ���¹�Ç�›�Ý�º�[�c�
�É�Ý�î�½�å�¢�@0Á���I�€�•  VLAN �b�Ü
�«�º�_�
 VLAN 1 �†7V�C�M�m�Z�b VLAN �@�µ�r�€�r�M��

�«�̧ �µ�É 9 Switch(config-if)# no shutdown  �–�å�±�î�Ç�™�–�«�†�”�¡�¸�•�È�_�K�r�M  >&�–�å�±�î�Ç�™�–�«�†
�©�Õ�µ�º�²�˜�å�K�Z�8�•���œ�_7H�~�²0[>' ��

�«�̧ �µ�É 10 Switch(config-if)# end  �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 11 Switch# show running-config interface 
{ fastethernet  | gigabitethernet | 
tengigabitethernet } slot / port  

�–�å�±�î�Ç�™�–�«�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��

�«�̧ �µ�É 12 Switch# show interfaces [ fastethernet  | 
gigabitethernet | tengigabitethernet ] 
slot / port switchport  

�–�å�±�î�Ç�™�–�«�b�«�–�µ�³  �Ï�î�º�b0¿���†/²&g�K�r�M��

�«�̧ �µ�É 13 Switch# show interfaces [{ fastethernet  | 
gigabitethernet | tengigabitethernet } 
slot / port ] trunk  

�–�å�±�î�Ç�™�–�«�b�º�Û�å�¡�b0¿���†/²&g�K�r�M��

�¥�Ð�å�» % $×
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'¨  15 'v       �Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿��
�Þ�–�Ö  2 �«�–�µ�³�å�¢#Ý�b�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿��
Switch(config-if)# shutdown  
Switch(config-if)# switchport mode dynamic desirable  
Switch(config-if)# switchport trunk encapsulation dot1q  
Switch(config-if)# no shutdown  
Switch(config-if)# end  
Switch# exit  

���_�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†&�1��M�•�[�†&g�K�r�M��

Switch# show running-config interface fastethernet 5/8  
Building configuration...
Current configuration:
!
interface FastEthernet5/8

switchport mode dynamic desirable
 switchport trunk encapsulation dot1q
end

���_�
�«�–�µ�³  �Ï�î�º�b0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# show interfaces fastethernet 5/8 switchport  
Name: Fa5/8
Switchport: Enabled
Administrative Mode: dynamic desirable
Operational Mode: trunk
Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: dot1q
Negotiation of Trunking: Enabled
Access Mode VLAN: 1 (default)
Trunking Native Mode VLAN: 1 (default)
Trunking VLANs Enabled: ALL
Pruning VLANs Enabled: 2-1001

���_�
�º�Û�å�¡�b0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# show interfaces fastethernet 5/8 trunk  

Port      Mode         Encapsulation  Status        Native vlan
Fa5/8     desirable    n-802.1q       trunking      1

Port      Vlans allowed on trunk
Fa5/8 1-1005

Port      Vlans allowed and active in management domain
Fa5/8 1-6,10,20,50,100,152,200,300,303-305,349-351,400,500,521,524,570,801-8
02,850,917,999,1002-1005

Port      Vlans in spanning tree forwarding state and not pruned
Fa5/8 1-6,10,20,50,100,152,200,300,303-305,349-351,400,500,521,524,570,801-8
02,850,917,999,1002-1005

Switch# 

�Þ�–�Ö  2 �”�¡�­�«  �Ï�î�º�\�K�Z�b�–�å�±�î�Ç�™�–�«�b0¿��

>&�@>' �Ñ�~�K�^�8  VLAN �_�–�å�±�î�Ç�™�–�«�†�m�~�\�Z�•�\�
 VLAN �¹�î�±�Ë�î�«�_�Q�b  VLAN �†�8�B�M
�•�r�[�
�–�å�±�î�Ç�™�–�«�c�µ+��K�r�O�‡>& ���¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�b  VLAN 
�b0¿���� >&P.13-5>' �†�g!·>' ��
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'¨  15 'v       �Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿��
�Þ�–�Ö  2 �«�–�µ�³�å�¢#Ý�b�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿��
�–�å�±�î�Ç�™�–�«�†�Þ�–�Ö  2 �”�¡�­�«  �Ï�î�º�\�K�Z0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 �Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  5/6 �†  VLAN 200 �b�”�¡�­�«  �Ï�î�º�\�K�Z0¿���M�•�[
�†&g�K�r�M��

Switch# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# interface fastethernet 5/6  
Switch(config-if)# shutdown  
Switch(config-if)# switchport mode access  
Switch(config-if)# switchport access vlan 200  
Switch(config-if)# no shutdown  
Switch(config-if)# end  
Switch# exit  

���_�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†&�1��M�•�[�†&g�K�r�M��

Switch# show running-config interface fastethernet 5/6
Building configuration...
!
Current configuration :33 bytes
interface FastEthernet 5/6

switchport access vlan 200
switchport mode access

end

���_�
�«�–�µ�³  �Ï�î�º�b0¿���†&�1��M�•�[�†&g�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# interface { fastethernet  | 
gigabitethernet | tengigabitethernet } 
slot / port  

0¿���M�•�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

�«�̧ �µ�É 2 Switch(config-if)# shutdown  >&�õ�–>'0¿���@�ö�¢�M�•�r�[�º�Û�Ç�•�µ�¡  �Ç�ß�î�†75�F�M�•�S
�u�_�
�–�å�±�î�Ç�™�–�«�†�©�Õ�µ�º�²�˜�å�K�r�M��

�«�̧ �µ�É 3 Switch(config-if)# switchport  �–�å�±�î�Ç�™�–�«�†�Þ�–�Ö  2 �«�–�µ�³�å�¢#Ý�_0¿���K�r�M��

• �–�å�±�î�Ç�™�–�«�†�Þ�–�Ö  2 �Ï�î�º�\�K�Z0¿���M�•�_�c�

�Ÿ�î�á�î�»�†�æ���O�N�_  switchport �¥�Ð�å�»�†  1 �G
°�Š
�M�•�²0[�@�6�~�r�M���Q�b�6�\�[�
�Ÿ�î�á�î�»�\�\�v�_�Ú
�b  switchport �¥�Ð�å�»�†
°�Š�K�Z�C�T�I�8��

• �Q�€�r�[�_�–�å�±�î�Ç�™�–�«�_�P�K�Z  no switchport �¥�Ð
�å�»�†
°�Š�K�Z�8�•���œ�_�T�E�²0[�[�M��

�«�̧ �µ�É 4 Switch(config-if)# switchport mode access  �–�å�±�î�Ç�™�–�«�†�Þ�–�Ö  2 �”�¡�­�«  �Ï�î�º�\�K�Z0¿���K�r
�M��

�«�̧ �µ�É 5 Switch(config-if)# switchport access vlan 
vlan_num  

�–�å�±�î�Ç�™�–�«�†  VLAN 
Æ�_4Ä*(�K�r�M��

�«�̧ �µ�É 6 Switch(config-if)# no shutdown  �–�å�±�î�Ç�™�–�«�†�”�¡�¸�•�È�_�K�r�M  >&�–�å�±�î�Ç�™�–�«�†
�©�Õ�µ�º�²�˜�å�K�S���œ�T�E>' ��

�«�̧ �µ�É 7 Switch(config-if)# end  �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r
�M��

�«�̧ �µ�É 8 Switch# show running-config interface 
{ fastethernet  | gigabitethernet } slot / port  

�–�å�±�î�Ç�™�–�«�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r
�M��

�«�̧ �µ�É 9 Switch# show interfaces [{ fastethernet  | 
gigabitethernet | tengigabitethernet } 
slot / port ] switchport  

�–�å�±�î�Ç�™�–�«�b�«�–�µ�³  �Ï�î�º�b0¿���†/²&g�K�r�M��
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'¨  15 'v       �Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿��
�Þ�–�Ö  2 �«�–�µ�³�å�¢#Ý�b�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿��
Switch# show interface fastethernet 5/6 switchport
Name:Fa5/6
Switchport:Enabled
Administrative Mode:dynamic auto
Operational Mode:static access
Administrative Trunking Encapsulation:negotiate
Operational Trunking Encapsulation:native
Negotiation of Trunking:On
Access Mode VLAN:1 (default)
Trunking Native Mode VLAN:1 (default)
Administrative private-vlan host-association:none
Administrative private-vlan mapping:none
Operational private-vlan:none
Trunking VLANs Enabled:ALL
Pruning VLANs Enabled:2-1001
Switch# 

�Þ�–�Ö  2 0¿���b�¡�Ü�”

�–�å�±�î�Ç�™�–�«�V�b�Þ�–�Ö  2 0¿���†�¡�Ü�”�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  5/6 �b�Þ�–�Ö  2 0¿���†�¡�Ü�”�M�•�[�†&g�K�r�M��

Switch# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# default interface fastethernet 5/6  
Switch(config)# end  
Switch# exit  

���_�
�Þ�–�Ö  2 0¿���b�¡�Ü�”�†&�1��M�•�[�†&g�K�r�M��

Switch# show running-config interface fastethernet 5/6  
Building configuration...
Current configuration:
!
interface FastEthernet5/6
end

���_�
�«�–�µ�³  �Ï�î�º�b0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# show interfaces fastethernet 5/6 switchport  
Name: Fa5/6
Switchport: Enabled
Switch# 

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# default interface { fastethernet  | 
gigabitethernet | tengigabitethernet } slot / port  

�¡�Ü�”�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

�«�̧ �µ�É 2 Switch(config-if)# end  �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)

�¢�K�r�M��

�«�̧ �µ�É 3 Switch# show running-config interface 
{ fastethernet  | gigabitethernet | 
tengigabitethernet } slot / port  

�–�å�±�î�Ç�™�–�«�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²
&g�K�r�M��

�«�̧ �µ�É 4 Switch# show interfaces [{ fastethernet  | 
gigabitethernet | tengigabitethernet } slot / port ] 
switchport  

�–�å�±�î�Ç�™�–�«�b�«�–�µ�³  �Ï�î�º�b0¿���†/²&g�K�r
�M��
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C H A P T E R 16

SmartPort �Ð�¡�ß�b0¿��

�G�b'v�[�c�
�«�–�µ�³�_  SmartPort �Ð�¡�ß�†0¿���K�Z4:#Ý�M�•�‰�2�_�X�8�Z1��Â�K�r�M��

�G�b'v�b
Æ���c�
���b�\�>�~�[�M��

• �� SmartPort �Ð�¡�ß�b�+0[�� >&P.16-1>'

• �� SmartPort �Ð�¡�ß�b0¿���� >&P.16-2>'

• �� SmartPort �Ð�¡�ß�b/²&g�� >&P.16-13>'

>&�@>' �G�b'v�b�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 Series Switch 
Cisco IOS Command Reference���>�|�g���b  URL �b6õ4��Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6350/index.html

SmartPort �Ð�¡�ß�b�+0[
SmartPort �Ð�¡�ß�c�
�M+á$×�^0¿���†�–�Ñ�K�S�~�

¹�w�M�•�8���†(F�"�_��/œ�M�•�S�u�b�‰�2�†�f�j�K
�r�M�� SmartPort �Ð�¡�ß�†�Q#Ý�M�•�\�
�¿�µ�º�á�î�¡
Æ�b�«�–�µ�³�b�)*(�_�ö�Y�8�Z�µ+��>�|�g0¿���†
�–�¿�î�È�Ý�_�K�S�~�
�¿�µ�º�á�î�¡�p�_�¨�X�b0¿���†�_
°�K�S�~�[�A�r�M��

�›  SmartPort �Ð�¡�ß�c�
�Ø�î�¨�@��*O�K�S  CLI �¥�Ð�å�»�b�­�µ�º�[�M�� SmartPort �Ð�¡�ß  �­�µ�º�_�c�‚
�K�8  CLI �¥�Ð�å�»�c�µ�r�€�r�O�‡���›  SmartPort �Ð�¡�ß�c�¤�Ñ�b  CLI �¥�Ð�å�»�b7Ÿ�œ�[�M��

SmartPort �Ð�¡�ß�†�–�å�±�î�Ç�™�–�«�_4:#Ý�M�•�\�
�Ð�¡�ß�_�µ�r�€�•  CLI �¥�Ð�å�»�@�–�å�±�î�Ç�™�–
�«�_0¿���I�€�r�M�@�
  �–�å�±�î�Ç�™�–�«�_  SmartPort �Ð�¡�ß�†4:#Ý�K�Z�v�
�–�å�±�î�Ç�™�–�«�b�¤�Ñ�b
0¿���c�»�ƒ�€�r�O�‡���‚�K�8�¥�Ð�å�»�c�–�å�±�î�Ç�™�–�«�_3ã�•�I�€�Z�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ç�“�–�Ý�_�–�Ñ�I�€�r�M��

�©�«�¥�b�¹�Ç�›�Ý�º  SmartPort �Ð�¡�ß�c�«�–�µ�³  �¯�Ç�º�˜�™�”�_)��s3¸�r�€�Z�8�r�M>& /² 16-1 �†�g
!·>' ���G�€�}�b�Ð�¡�ß�x�¥�Ð�å�»�c�
 show parser macro �Ø�î�¨  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z/²&g�[�A�r
�M��
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Catalyst �«�–�µ�³�¥�E�_�c�
�©�«�¥�@�N�á�M�•�¸�«�º�í�s�b�Ë�î�«�Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¸
�å�É�Þ�î�º�v�f�j�I�€�Z�8�r�M���œ�å�Û�–�å  �Ü�Ç�“�Þ�å�«  �ž�–�»  �¸�å�É�Þ�î�º�c�
�Ï�î�º�b�Q#Ý"g�#
�_�ö�Y�8�Z  SmartPort �Ð�¡�ß�†�8�B�M�•�b�_�Q#Ý�[�A�•  CLI �¥�Ð�å�»�†�f�j�K�r�M���©�«�¥�N�á�b
�¿�µ�º�á�î�¡0¿0£�x0¿���†�S(��K�
�Ž6ä�M�•�S�u�_�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¸�å�É�Þ�î�º�†�Q#Ý�K
�Z  SmartPort �Ð�¡�ß�†�8�B�[�A�r�M��

SmartPort �Ð�¡�ß�b0¿��
�‚�K�8  SmartPort �Ð�¡�ß�†�8�B�M�•�?�
�¤�Ñ�b�Ð�¡�ß�†�¸�å�É�Þ�î�º�\�K�Z�Q#Ý�M�•�\�
�H�Q#Ý�b�”�É
�Ü�£�î�©�Ù�å�S#Ý�b�‚�K�8�Ð�¡�ß�†�8�B�[�A�r�M���8�B�K�S�Ð�¡�ß�c�
"I���b�–�å�±�î�Ç�™�–�«�r�S�c
�–�å�±�î�Ç�™�–�«(
�V�_4:#Ý�[�A�r�M��

�G�G�[�c�
���b�_���_�X�8�Z1��Â�K�r�M��

• ���Ð�¡�ß�_�û�I�€�•�Ã�Û�Ó�î�±�� >&P.16-3>'

• �� SmartPort �Ð�¡�ß�b�¹�Ç�›�Ý�º0¿���� >&P.16-4>'

• �� SmartPort �Ð�¡�ß�b0¿���ì�b�@�–�¦8o�� >&P.16-6>'

• �� SmartPort �Ð�¡�ß�b�8�B�� >&P.16-8>'

• �� SmartPort �Ð�¡�ß�b4:#Ý�� >&P.16-8>'

/² 16-1 �©�«�¥�b�¹�Ç�›�Ý�º  SmartPort �Ð�¡�ß

�Ð�¡�ß�¡ 1

1. �©�«�¥�b�¹�Ç�›�Ý�º  SmartPort �Ð�¡�ß�c�
�«�–�µ�³�['�
>�M�•�¯�Ç�º�˜�™�”�b�Â�î�ª�Ù�å�_�|�W�Z$��^�~�r�M��

1��Â

cisco-global Rapid PVST+�
�Ý�î�É�ž�î�»�
�Ü�å�¡  �«�¸�î�º7€��#Ý�b�²�–�¼�Ñ�µ�¡  �Ï�î�º  �š
�Û�î�G�Ÿ�†�–�¿�î�È�Ý�_�M�•�_�c�
�G�b�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ð�¡�ß
�†�Q#Ý�K�r�M��

cisco-desktop PC �b�|�:�^�¹�«�¡�º�µ�É  �¹�Â�–�«�†�«�–�µ�³  �Ï�î�º�_�K)F�M�•���œ�
�¿�µ�º�á�î
�¡  �­�Ÿ�×�Ü�¸�•�\�™8—�ö�†9×�u�•�S�u�_�
�G�b�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ð�¡�ß�†�Q#Ý�K�r�M��

cisco-phone Cisco IP Phone �†/æ
��K�S  PC �b�|�:�^�¹�«�¡�º�µ�É  �¹�Â�–�«�†�«�–�µ�³  �Ï�î�º�_
�K)F�M�•���œ�
�G�b�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ð�¡�ß�†�Q#Ý�K�r
�M���G�b�Ð�¡�ß�c�
 cisco-desktop �Ð�¡�ß�b�Ñ�G�µ+��[�
� �L�­�Ÿ�×�Ü�¸�•�µ+��\�Ÿ

–�Š�µ+��†�f�j�K�r�M���S�T�K�
4����_�s8j�I�€�x�M�88b�Œ�º�Û�Ç�•�µ�¡�†4:�)�_
��#.�M�•�S�u�_�
�S#Ý8b�Œ  VLAN �@3ã�•�I�€�Z�8�r�M��

cisco-switch GigaStack �Ô�ª�×�î�Ý�r�S�c  GBIC �†�Q#Ý�K�Z�
�”�¡�­�«  �«�–�µ�³�\�¹�•�«�º�Ü
�Å�×�î�©�Ù�å  �«�–�µ�³�
�r�S�c�”�¡�­�«  �«�–�µ�³� �ˆ�†�K)F�M�•���œ�
�G�b�–�å
�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ð�¡�ß�†�Q#Ý�K�r�M��

cisco-router �«�–�µ�³�\  WAN �Ý�î�±�†�K)F�M�•���œ�
�G�b�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ð�¡�ß�†�Q#Ý�K�r�M��
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�Ð�¡�ß�_�û�I�€�•�Ã�Û�Ó�î�±

�¥�Ð�å�»�b�M4Š�_�c�M�m�Z�b�–�å�±�î�Ç�™�–�«�_�P�M�•�×#Ý�ö�b�^�8�v�b�@�6�~�r�M���S�\�<�d�
�Þ�–
�Ö 2 �–�å�±�î�Ç�™�–�«�b  VLAN ID �>�|�g�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�[�M���Ð�¡�ß�_�G
�b�|�:�^�¥�Ð�å�»�†��*O�M�•�\�
�G�b�Ð�¡�ß�†�9�b�–�å�±�î�Ç�™�–�«�_4:#Ý�M�•�S�_�
�Ã�Û�Ó�î�±

>&VLAN ID �r�S�c  IP �”�»�Þ�«>'�b�Í�†�š�f�M�•�²0[�@�6�~�r�M���6�•�8�c�
�Ã�Û�Ó�î�±�b�›�Í�†0¿��
�M�•�S�u�_�9���b�Ð�¡�ß�†�8�B�M�•�²0[�@�6�~�r�M��

�Ð�¡�ß�b�–�å�Ç�Û�«�º�Û�¡�³�Õ�c�
�Ð�¡�ß�†4:#Ý�K�Z�8�•6ë�_�Ã�Û�Ó�î�±�†�w�E
°�€�•�|�:�Ñ�G�[�A�r
�M���Ã�Û�Ó�î�±�c �Ÿ�î�á�î�»�\�Í �b�Ì�”�\�K�Z�
�û�I�€�r�M��

CLI �[
°�Š�[�A�•�Ÿ�î�á�î�» / �Í�Ì�”�X�c�q�±  3 �X�[�M���q�6�b�Ã�Û�Ó�î�±�c�Ÿ�î�á�î�»�[�6�•�²0[�@
�6�~�r�M�� 2 $��u�b�Ã�Û�Ó�î�±�c�P�Â�M�•�Í�[�M�� 3 $��u�b�Ã�Û�Ó�î�±�c  2 $��u�b�Ÿ�î�á�î�» / �Í�Ì�”
�b�Ÿ�î�á�î�»�[�M�����_�
�Ã�Û�Ó�î�±�†�¥�Ð�å�»�Ð�¡�ß�_�û�M�[�†&g�K�r�M��

Switch(config)# macro name parameter-test
Enter macro commands one per line. End with the character '@'.
switchport mode access
switchport access vlan $VLANID
switchport port-security
switchport port-security maximum $MAXHOST

�V0°�b�Ð�¡�ß�@�Ã�Û�Ó�î�±�^�K�[�–�å�±�î�Ç�™�–�«�_4:#Ý�I�€�S���œ�
!“� �^�¥�Ð�å�»�c�»�K�K�r�M��
�æ�ƒ�~�_�
4:�)�^�Ÿ�î�á�î�» / �Í�Ì�”�b�Ã�Û�Ó�î�±�†�Q#Ý�K�Z�
�Ð�¡�ß�†���b�|�:�_4:#Ý�M�•�²0[�@�6
�~�r�M��

Switch(config-if)# macro apply parameter-test $VLANID 1 $MAXHOST 5

�V0°�b�¥�Ð�å�»�†��/œ�M�•�\�
 $VLANID �†  1 �_�
 $MAXHOST �†  5 �_*(�A�n�<�S�6�\�[�Ð�¡�ß�@4:
#Ý�I�€�r�M���Ð�¡�ß
Æ�[�c�õ�–�b�«�º�Ü�å�¢�†�Ÿ�î�á�î�»�\�K�Z�æ���[�A�•�G�\�_�@�–�K�Z�C�T�I�8��

�Ð�¡�ß  �Ã�Û�Ó�î�±�b�Ê�Ý�É

�Ð�¡�ß�†�–�å�±�î�Ç�™�–�«�r�S�c�«�–�µ�³�_4:#Ý�M�•���œ�
�Ð�¡�ß�b�Ÿ�î�á�î�»�†0l�<�Z�>�C�G�\�c�T
7´�[�M���Ð�¡�ß�_�c�
�²8r�Ÿ�î�á�î�»�b��*O�†�µ�u�•�G�\�@�[�A�r�M���G�€�}�b�Ÿ�î�á�î�»�Í�†
°�Š�O
�N�_�Ð�¡�ß�†4:#Ý�K�S���œ�
�¥�Ð�å�»�c!“� �\0b�^�I�€�»�K�K�r�M��

�Ð�¡�ß�[��*O�I�€�S�Ÿ�î�á�î�»�_6õ�M�•�Ê�Ý�É�†�f�j�M�•�|�:�Ð�¡�ß  �–�å�Ç�Û�«�º�Û�¡�³�Õ�†�Ñ�G�[
�A�r�M���Ð�¡�ß�†�8�B�M�•�\�A�
�Ê�Ý�É  �«�º�Ü�å�¢�†>&�¥�Ó�å�º�\�K�Z>'�æ���K�
�Q�b�Ð�¡�ß�b�²8r
�Ÿ�î�á�î�»�†�M0t/²&g�M�•�|�:�_0¿���[�A�r�M��

���_�
�Ÿ�î�á�î�»�_6õ�M�•�Ê�Ý�É  �«�º�Ü�å�¢�†�æ���M�•�[�†&g�K�r�M��

Switch(config)# macro name test
switchport access vlan $VLANID
switchport port-security maximum $MAX
#macro keywords $VLANID $MAX

�Ê�Ý�É  �«�º�Ü�å�¢�c�Ð�¡�ß
Æ�b�]�G�_�[�v4Ä*(�[�A�r�M�����_�
�Ê�Ý�É  �«�º�Ü�å�¢�†�æ���M�•�9�b�[
�†&g�K�r�M��

Switch(config)# macro name test
switchport access vlan $VLANID
#macro keywords $VLANID
switchport port-security maximum $MAX
#macro keywords $MAX
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SmartPort �Ð�¡�ß�b�¹�Ç�›�Ý�º0¿��

�G�G�[�c�
�§�Ï�î�º�I�€�Z�8�•�Ð�¡�ß�b�¹�Ç�›�Ý�º0¿���†&g�K�r�M���G�€�}�b�Ð�¡�ß�c/²&g�>�|�g4:#Ý
�T�E�@�•+��[�M���Ø�î�¨�c�G�€�}�†�š�f�[�A�r�O�‡��

• �� cisco-global��>&P.16-4>'

• �� cisco-desktop��>&P.16-4>'

• �� cisco-phone��>&P.16-5>'

• �� cisco-router��>&P.16-5>'

• �� cisco-switch��>&P.16-5>'

cisco-global

���_�
 cisco-global �Ð�¡�ß�b�[�†&g�K�r�M��

# Enable dynamic port error recovery for link state failures.
errdisable recovery cause link-flap
errdisable recovery interval 60

# VTP requires Transparent mode for future 802.1x Guest VLAN 
# and current Best Practice 
vtp domain [smartports]
vtp mode transparent
 
# Enable aggressive mode UDLD on all fiber uplinks 
udld aggressive

# Enable Rapid PVST+ and Loopguard
spanning-tree mode rapid-pvst
spanning-tree loopguard default
spanning-tree extend system-id

cisco-desktop

���_�
 cisco-desktop �Ð�¡�ß�b�[�†&g�K�r�M��

# Basic interface - Enable data VLAN only
# Recommended value for access vlan (AVID) should not be 1
switchport access vlan $AVID
switchport mode access
# Enable port security limiting port to a single
# MAC address -- that of desktop
switchport port-security
# Ensure port-security age is greater than one minute
# and use inactivity timer
# “Port-security maximum 1” is the default and will not
# Show up in the config
switchport port-security violation restrict
switchport port-security aging time 2
switchport port-security aging type inactivity
# Configure port as an edge network port
spanning-tree portfast
spanning-tree bpduguard enable
16-4
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cisco-phone

���_�
 cisco-phone �Ð�¡�ß�b�[�†&g�K�r�M��

# VoIP enabled interface - Enable data VLAN
# and voice VLAN (VVID)
# Recommended value for access vlan (AVID) should not be 1\
switchport access vlan $AVID
switchport mode access
# Update the Voice VLAN (VVID) value which should be
# different from data VLAN 
# Recommended value for voice vlan (VVID) should not be 1
switchport voice vlan $VVID
# Enable port security limiting port to a 2 MAC
# addressess -- One for desktop and two for phone
switchport port-security
switchport port-security maximum 2
# Ensure port-security age is greater than one minute
# and use inactivity timer
switchport port-security violation restrict
switchport port-security aging time 2
switchport port-security aging type inactivity
# Enable auto-qos to extend trust to attached Cisco phone
auto qos voip cisco-phone
# Configure port as an edge network port
spanning-tree portfast
spanning-tree bpduguard enable@

cisco-router

���_�
 cisco-router �Ð�¡�ß�b�[�†&g�K�r�M��

# Access Uplink to Distribution
switchport trunk encapsulation dot1q 
# Define unique Native VLAN on trunk ports
# Recommended value for native vlan (NVID) should not be 1
switchport trunk native vlan $NVID
# Update the allowed VLAN range (VRANGE) such that it
# includes data, voice and native VLANs
# switchport trunk allowed vlan $VRANGE
# Hardcode trunk and disable negotiation to
# speed up convergence
# Hardcode speed and duplex to router
switchport mode trunk
switchport nonegotiate
speed 100
duplex full 
# Configure qos to trust this interface
auto qos voip trust
qos trust dscp
# Ensure fast access to the network when enabling the interface.
# Ensure that switch devices cannot become active on the interface.
spanning-tree portfast
spanning-tree bpduguard enable

cisco-switch

���_�
 cisco-switch �Ð�¡�ß�b�[�†&g�K�r�M��

# Access Uplink to Distribution
switchport trunk encapsulation dot1q
# Define unique Native VLAN on trunk ports
16-5
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# Recommended value for native vlan (NVID) should not be 1
switchport trunk native vlan $NVID
# Update the allowed VLAN range (VRANGE) such that it
# includes data, voice and native VLANs
# switchport trunk allowed vlan $VRANGE
# Hardcode trunk and disable negotiation to
# speed up convergence
switchport mode trunk
switchport nonegotiate
# Configure qos to trust this interface
auto qos voip trust
# 802.1w defines the link as pt-pt for rapid convergence
spanning-tree link-type point-to-point

SmartPort �Ð�¡�ß�b0¿���ì�b�@�–�¦8o

�«�–�µ�³�[�Ð�¡�ß�†0¿���M�•�\�A�_�c�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

• �Ð�¡�ß�†4:#Ý�K�S7•�_�
�S�e�š�Û�î�r�S�c0¿���š�Û�î�@$Î#Õ�K�Z�¥�Ð�å�»�@�»�K�K�S���œ�
�Ð�¡�ß
�c�g�~�b�¥�Ð�å�»�†�,�A)F�A�–�å�±�î�Ç�™�–�«�_4:#Ý�K�r�M��

• cisco-global �c�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[4:#Ý�M�•�²0[�@�6�~�r�M���Ú�b�–�å
�±�î�Ç�™�–�«  �Þ�Ë�Ý�b�Ð�¡�ß�|�~�v
›�_�G�b�Ð�¡�ß�†4:#Ý�M�•�G�\�†�N�á�K�r�M��

• �–�å�±�î�Ç�™�–�«�V�[�©�«�¸�Ò��*O�Ð�¡�ß>& cisco-desktop�
 cisco-phone�
 cisco-switch�
 �>�|�g  
cisco-router>'�†4:#Ý�M�•���œ�c�
"I���b�Ÿ�î�á�î�»�@�²0[�[�M��

• cisco-phone �Ð�¡�ß�†�Q#Ý�K�Z�Ï�î�º  �­�Ÿ�×�Ü�¸�•�†4:#Ý�M�•���œ�
�q�±�b�Ï�î�º  �­�Ÿ�×�Ü�¸�•
�c  2 �\�^�~�r�M>& switchport port-security maximum 2>'��

• �Ÿ�î�á�î�» / �Í�b�Ì�”�c�
�©�«�¸�Ò��*O�Ð�¡�ß�H�\�_�q�±  3 �X�r�[�æ���[�A�r�M��

• �Ð�¡�ß�†�8�B�M�•7•�_�
 exit �x  end �¥�Ð�å�»�
�r�S�c  interface interface-id �¥�Ð�å�»�†�Q#Ý�K�Z�¥
�Ð�å�»  �Ô�î�»�†�š�f�K�^�8�[�C�T�I�8���G�€�}�b�¥�Ð�å�»�†�Q#Ý�M�•�\�
 exit�
 end�
�r�S�c  
interface interface-id �_)F�C�¥�Ð�å�»�@$��^�•�¥�Ð�å�»  �Ô�î�»�[��/œ�I�€�•�G�\�@�6�~�r�M��

• �Ð�¡�ß�†�8�B�M�•�\�A�c�
� �L�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b  CLI �¥�Ð�å�»�†�Q#Ý�K�Z�C�T�I
�8��

• �M�–�b�Í�b�m�~�\�Z�†�²0[�\�M�•�Ð�¡�ß�†�8�B�M�•���œ�
 parameter value �Ÿ�î�á�î�»�†�Q#Ý�K
�Z�
�Q�b�–�å�±�î�Ç�™�–�«�_�[�w�b�Í�†�æ���K�r�M���Ÿ�î�á�î�»�b!·�œ�[�c�
�±�e�Ð�\�`�e�Ð�@�

�9�I�€�r�M���Ÿ�î�á�î�»�[�M+´�@0b�}�€�•�\�
�M�m�Z�P�Â�M�•�Í�_*(�A�n�<�}�€�r�M���Ÿ�î�á�î�»
�@�ö
²�_�M+´�M�•�\�
�Q�€�@6×�8�e�Ð�4�b�M4Š�[�6�W�S�\�K�Z�v�M+´�\0b�^�I�€�Z�
�P�Â�M�•�Í�_
*(�A�n�<�}�€�r�M��

• �Ð�¡�ß�¡�[�c�
�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�M���S�\�<�d�
�¥�Ð�å�»  macro name Sample-Macro 
�\  macro name sample-macro �c�
�9�b�Ð�¡�ß�_�^�~�r�M��

• �M4Š�b�Ð�¡�ß�_�c�
�Ã�Û�Ó�î�±�Í�@�²0[�^�Ÿ�î�á�î�»�@�µ�r�€�r�M�� macro global apply 
macro-name ?�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�r�S�c  macro apply macro-name? �–
�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•�\�
�Ð�¡�ß�[�²0[�^�Í�†�M0t/²&g�[
�A�r�M���Ÿ�î�á�î�»�Í�†
°�Š�O�N�_�Ð�¡�ß�†4:#Ý�K�S���œ�
�¥�Ð�å�»�c!“� �\�^�~�
�Ð�¡�ß�c4:#Ý
�I�€�r�O�‡��

• �«�–�µ�³�r�S�c�«�–�µ�³  �–�å�±�î�Ç�™�–�«�_�Ð�¡�ß�†�¢�ß�î�Â�Ý�_4:#Ý�K�Z�v�
�–�å�±�î�Ç�™�–
�«�b�¤�Ñ�b0¿���c�M�m�Z)T�â�I�€�r�M���G�€�c�
�j�(0¿���_4:#Ý�M�•���œ�_�z'g�U�r�M��

• �¥�Ð�å�»�†3ã�•�r�S�c�P7V�K�Z�Ð�¡�ß��*O�†�š�f�M�•���œ�

–�b�Ð�¡�ß�†4:#Ý�K�S�–�å�±�î�Ç�™�–
�«�_�š�f�c�o�Î�I�€�r�O�‡���‚0d�r�S�c�š�f�í�s�b�¥�Ð�å�»�†4:#Ý�M�•�_�c�
�–�å�±�î�Ç�™�–�«�_
�”�µ�É�¹�î�º�í�s�Ð�¡�ß�†
Ì4:#Ý�M�•�²0[�@�6�~�r�M��
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SmartPort �Ð�¡�ß�b0¿��
• �Ð�¡�ß�†4:#Ý�>�|�g�¹�Â�µ�¢�K�Z�
�S�e�š�Û�î�r�S�c0¿���š�Û�î�†�è���M�•�_�c�
 macro global 
trace macro-name �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�
�r�S�c  macro trace 
macro-name �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�[�A�r�M���S�e�š�Û�î�r
�S�c0¿���š�Û�î�@�N�I�[�¥�Ð�å�»�@�»�K�K�S���œ�[�v�
�Ð�¡�ß�c�,�A)F�A�g�~�b�¥�Ð�å�»�†4:#Ý�K
�r�M��

• "I���b�–�å�±�î�Ç�™�–�«  �±�–�É�[�w�b  CLI �¥�Ð�å�»�v�6�~�r�M��0¿���†�w�E
°�€�^�8�–�å�±�î
�Ç�™�–�«�_�Ð�¡�ß�†4:#Ý�M�•�\�
�Ð�¡�ß�c�S�e�³�™�µ�¡�r�S�c0¿���³�™�µ�¡�_�»�K�K�
�«�–�µ�³�c
�š�Û�î  �Ó�µ�­�î�ª�†3É�K�r�M��

• �–�å�±�î�Ç�™�–�«(
�V�l�b�Ð�¡�ß�b4:#Ý�c�
�"�M�–�å�±�î�Ç�™�–�«�l�b�Ð�¡�ß�b4:#Ý�\� �L�[�M��
�–�å�±�î�Ç�™�–�«�b(
�V�†�Q#Ý�M�•���œ�
�Ð�¡�ß�c�Q�b(
�V
Æ�b�›�–�å�±�î�Ç�™�–�«�_8p$��_4:#Ý
�I�€�r�M�� 1 �X�b�–�å�±�î�Ç�™�–�«�[�Ð�¡�ß  �¥�Ð�å�»�b��/œ�_�»�K�K�Z�v�
�Ð�¡�ß�c�g�~�b�–�å
�±�î�Ç�™�–�«�V�_4:#Ý�I�€�r�M��

• �Ð�¡�ß�†�«�–�µ�³�r�S�c�«�–�µ�³  �–�å�±�î�Ç�™�–�«�_4:#Ý�M�•�\�
�Ð�¡�ß�¡�@+¬�·$×�_�«�–�µ�³
�r�S�c�–�å�±�î�Ç�™�–�«�b�Ð�¡�ß�b1��Â�_3ã�•�I�€�r�M�� show parser macro description �Ø�î�¨  
EXEC �¥�Ð�å�»�†�Q#Ý�K�Z�
4:#Ý�I�€�S�¥�Ð�å�»�\�Ð�¡�ß�¡�†/²&g�[�A�r�M��

• �Ø�î�¨0¿���•+��^�Ð�¡�ß�_�c�
�q�±  3000 �e�Ð�b�¥�Ð�å�»�\�¥�Ó�å�º�†�–�â�[�A�•�Â�µ�Ç�“�@�6�~
�r�M���‚�K�C  1 /œ
°�Š�M�•�S�g�_�
 2 �e�Ð�Q#Ý�I�€�r�M��'5�b/œ�c�Q�b�r�r�•�˜�å�º�I�€�r�M��

�©�«�¥�b�¹�Ç�›�Ý�º  SmartPort �Ð�¡�ß�c�«�–�µ�³  �¯�Ç�º�˜�™�”�_)��s3¸�r�€�Z�8�r�M>& /² 16-1 �†�g
!·>' ���G�€�}�b�Ð�¡�ß�x�¥�Ð�å�»�c�
 show parser macro �Ø�î�¨  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z/²&g�[�A�r
�M��

�–�å�±�î�Ç�™�–�«�_�©�«�¥  �¹�Ç�›�Ý�º  Smartport �Ð�¡�ß�†4:#Ý�M�•���œ�c�
���b�@�–�¦8o�_�‘�W�Z�C
�T�I�8��

• show parser macro �Ø�î�¨  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z�
�«�–�µ�³�V�b�M�m�Z�b�Ð�¡�ß�†/²&g�K�r
�M��"I���b�Ð�¡�ß�b
Æ���†/²&g�M�•�_�c�
 show parser macro macro-name �Ø�î�¨  EXEC �¥�Ð�å�»
�†�Q#Ý�K�r�M��

• $ �[���r�•�Ÿ�î�á�î�»�_�c�
�M�–�b�Ã�Û�Ó�î�±�Í�@�²0[�[�M�� parameter value �Ÿ�î�á�î�»�†�Q#Ý
�K�Z�
�²0[�^�Í�†�©�«�¥  �¹�Ç�›�Ý�º  �Ð�¡�ß�_3ã�•�K�r�M��

�©�«�¥  �¹�Ç�›�Ý�º  �Ð�¡�ß�c  $ �\�8�:�e�Ð�†�Q#Ý�K�Z�8�•�b�[�
�²8r�Ÿ�î�á�î�»�†1‘�9�M�•�b�_�z
'g�U�r�M���Ð�¡�ß�†�8�B�M�•���œ�
 $ �\�8�:�e�Ð�†�Q#Ý�K�S�Ÿ�î�á�î�»�b��*O�_�c�D7H�@�6�~�r�O
�‡��
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SmartPort �Ð�¡�ß�b0¿��
SmartPort �Ð�¡�ß�b�8�B

SmartPort �Ð�¡�ß�†�8�B�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

SmartPort �Ð�¡�ß�b4:#Ý

SmartPort �Ð�¡�ß�†4:#Ý�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 macro name macro-name �Ð�¡�ß��*O�†�8�B�K�
�Ð�¡�ß�¡�†
°�Š�K�r�M���Ð�¡�ß��*O�_�c�
�q�±  
3000 �e�Ð�†�Q#Ý�[�A�r�M��

1 /œ�H�\�_  1 �X�b�Ð�¡�ß  �¥�Ð�å�»�†
°�Š�K�r�M���Ð�¡�ß�†)
�¢�M�•�_
�c�
 @ �e�Ð�†�Q#Ý�K�r�M���Ð�¡�ß
Æ�_�¥�Ó�å�º  �¸�Ÿ�«�º�†
°�Š�M�•�_
�c�
/œ�b�q�6�_  # �e�Ð�†�Q#Ý�K�r�M��

�Ð�¡�ß�¡�[�c�
�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�M���S�\�<�d�
�¥�Ð�å�»  
macro name Sample-Macro �\  macro name sample-macro �c�
�9�b
�Ð�¡�ß�_�^�~�r�M��

exit �r�S�c  end �¥�Ð�å�»�†�Q#Ý�K�^�8�G�\�
�r�S�c�Ð�¡�ß�[  interface 
interface-id �†�Q#Ý�K�Z�
�¥�Ð�å�»  �Ô�î�»�†�š�f�K�^�8�G�\�†�N�á�K�r
�M�� exit �r�S�c  end�
�r�S�c  interface interface-id �_)F�C�¥�Ð�å�»�@
�9�b�¥�Ð�å�»  �Ô�î�»�[��/œ�I�€�•�G�\�@�6�•�S�u�[�M���q,��b)��Ý�†
���M�_�c�
�Ð�¡�ß
Æ�b�M�m�Z�b�¥�Ð�å�»�@� �L�¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �Ô�î�»�[�6�•�²0[�@�6�~�r�M��

>&�@>' no �g�'�b  macro name �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥
�Ð�å�»�[�c�
�Ð�¡�ß��*O�T�E�@�P7V�I�€�r�M���Ð�¡�ß�@�M�[�_
4:#Ý�I�€�Z�8�•�–�å�±�î�Ç�™�–�«�b0¿���_�c�
�s8j�c�6�~�r�O
�‡��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show parser macro name macro-name �Ð�¡�ß�@�8�B�I�€�S�G�\�†&�1��K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 macro global { apply | trace} 
macro-name [parameter { value}] 
[parameter { value}] [ parameter 
{ value}]

�Ð�¡�ß�[��*O�I�€�S�›�¥�Ð�å�»�†�«�–�µ�³�_4:#Ý�M�•�_�c�
 macro 
global apply macro-name �†
°�Š�K�r�M���Ð�¡�ß�†4:#Ý�>�|�g�¹�Â�µ�¢
�K�Z�
�S�e�š�Û�î�r�S�c0¿���š�Û�î�†�è���M�•�_�c�
 macro global 
trace macro-name �†�æ���K�r�M��

>&�õ�–>'�«�–�µ�³�_�[�w�b�M�–�b�Ã�Û�Ó�î�±�Í�†�æ���K�r�M���q9×  3 �X
�b�Ÿ�î�á�î�»�\�Í�b)��s�œ�ƒ�O�†
°�Š�[�A�r�M���Ã�Û�Ó�î�±  �Ÿ�î�á�î
�»�b!·�œ�[�c�
�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�M���Ÿ�î�á�î�»�[�M+´�@
0b�}�€�•�\�
�M�m�Z�P�Â�M�•�Í�_*(�A�n�<�}�€�r�M��

�M4Š�b�Ð�¡�ß�_�c�
�Ã�Û�Ó�î�±�Í�@�²0[�^�Ÿ�î�á�î�»�@�µ�r�€�r�M��
macro global apply macro-name ? �¥�Ð�å�»�†�Q#Ý�M�•�\�
�Ð�¡�ß�[�²
0[�^�Í�†�M0t/²&g�[�A�r�M���Ÿ�î�á�î�»�Í�†
°�Š�O�N�_�Ð�¡�ß�†4:#Ý
�K�S���œ�
�¥�Ð�å�»�c!“� �\�^�~�
�Ð�¡�ß�c4:#Ý�I�€�r�O�‡��
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SmartPort �Ð�¡�ß�b0¿��
�«�–�µ�³�V�b�¢�ß�î�Â�Ý  �Ð�¡�ß4:#Ý�í�s�b0¿���†�P7V�M�•�_�c�
�Ð�¡�ß
Æ�_�6�•�›�¥�Ð�å�»�b  no �Â�î
�ª�Ù�å�T�E�†
°�Š�K�r�M�� default interface interface-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥
�Ð�å�»�†�Q#Ý�M�€�d�
�–�å�±�î�Ç�™�–�«�[4:#Ý�I�€�S�Ð�¡�ß�b0¿���†�P7V�[�A�r�M��

macro name �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b  no �g�'�†�Q#Ý�M�•�\�
 �Ð�¡�ß��*O�T�E�†
�P7V�K�r�M���Ð�¡�ß�@�M�[�_4:#Ý�I�€�Z�8�•�–�å�±�î�Ç�™�–�«�b0¿���_�c�
�s8j�c�6�~�r�O�‡��
default interface interface-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�€�d�
�–�å
�±�î�Ç�™�–�«�[4:#Ý�I�€�S�Ð�¡�ß�b0¿���†�P7V�[�A�r�M���r�S�

–�b�Ð�¡�ß�b�P�Â�M�•�¥�Ð�å�»�M�m�Z
�b  no �g�'�†�µ�t�¤�Ñ�b�Ð�¡�ß�b  anti-macro �†�8�B�[�A�r�M���Q�b�6�\�
�G�b�”�å�³�Ð�¡�ß�†�–�å�±�î
�Ç�™�–�«�_4:#Ý�K�r�M��

�G�G�[�c�
�§�Ï�î�º�I�€�Z�8�•�›�Ð�¡�ß�†4:#Ý�K�Z�

Æ���†/²&g�M�•�[�†&g�K�r�M��

• �� cisco-global��>&P.16-10>'

• �� cisco-desktop��>&P.16-10>'

• �� cisco-phone��>&P.16-11>'

• �� cisco-switch��>&P.16-11>'

• �� cisco-router��>&P.16-12>'

�«�̧ �µ�É 3 macro global description text >&�õ�–>'�«�–�µ�³�_4:#Ý�I�€�•�Ð�¡�ß�b1��Â�†
°�Š�K�r�M��

�«�̧ �µ�É 4 interface interface-id >&�õ�–>'�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�Z�

�Ð�¡�ß�†4:#Ý�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

�«�̧ �µ�É 5 default interface interface-id >&�õ�–>'�æ���K�S�–�å�±�î�Ç�™�–�«�?�}�M�m�Z�b0¿���†�˜�d�K�r�M��

�«�̧ �µ�É 6 macro { apply | trace} macro-name 
[parameter { value}] [ parameter 
{ value}] [ parameter { value}]

�Ð�¡�ß�[��*O�I�€�S�›�¥�Ð�å�»�†�–�å�±�î�Ç�™�–�«�_4:#Ý�M�•�_�c�

macro apply macro-name �†
°�Š�K�r�M���Ð�¡�ß�†4:#Ý�>�|�g�¹�Â�µ�¢
�K�Z�
�S�e�š�Û�î�r�S�c0¿���š�Û�î�†�è���M�•�_�c�
 macro trace 
macro-name �†�æ���K�r�M��

>&�õ�–>'�–�å�±�î�Ç�™�–�«�_�[�w�b�M�–�b�Ã�Û�Ó�î�±�Í�†�æ���K�r�M��
�q9× 3 �X�b�Ÿ�î�á�î�»�\�Í�b)��s�œ�ƒ�O�†
°�Š�[�A�r�M���Ã�Û�Ó�î�±  
�Ÿ�î�á�î�»�b!·�œ�[�c�
�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�M���Ÿ�î�á�î�»
�[�M+´�@0b�}�€�•�\�
�M�m�Z�P�Â�M�•�Í�_*(�A�n�<�}�€�r�M��

�M4Š�b�Ð�¡�ß�_�c�
�Ã�Û�Ó�î�±�Í�@�²0[�^�Ÿ�î�á�î�»�@�µ�r�€�r�M��
macro apply macro-name ? �¥�Ð�å�»�†�Q#Ý�M�•�\�
�Ð�¡�ß�[�²0[�^�Í
�†�M0t/²&g�[�A�r�M���Ÿ�î�á�î�»�Í�†
°�Š�O�N�_�Ð�¡�ß�†4:#Ý�K�S��
�œ�
�¥�Ð�å�»�c!“� �\�^�~�
�Ð�¡�ß�c4:#Ý�I�€�r�O�‡��

���_�
�G�b�¥�Ð�å�»�†4:#Ý�M�•�[�†&g�K�r�M��

Switch(config-if)# macro apply cisco-phone ?
  WORD  Keyword to replace with a value e.g. $AVID, $VVID
  <cr>

�«�̧ �µ�É 7 macro description text >&�õ�–>'�–�å�±�î�Ç�™�–�«�_4:#Ý�I�€�•�Ð�¡�ß�b1��Â�†
°�Š�K�r�M��

�«�̧ �µ�É 8 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 9 show parser macro description 
[interface interface-id]

�Ð�¡�ß�@�–�å�±�î�Ç�™�–�«�_4:#Ý�I�€�S�G�\�†&�1��K�r�M��

�«�̧ �µ�É 10 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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cisco-global

���_�
 cisco-global �\�8�:�©�«�¸�Ò��*O�Ð�¡�ß�†�Q#Ý�M�•�[�†&g�K�r�M��

Switch(config)# macro global apply cisco-global
Changing VTP domain name from gsg-switch  to [smartports]
Setting device to VTP TRANSPARENT mode.
Switch(config)# end
Switch# show parser macro name cisco-global
Macro name : cisco-global
Macro type : default global
# Enable dynamic port error recovery for link state failures.
errdisable recovery cause link-flap
errdisable recovery interval 60

# VTP requires Transparent mode for future 802.1x Guest VLAN
# and current Best Practice vtp domain [smartports] vtp mode transparent

# Enable aggressive mode UDLD on all fiber uplinks udld aggressive

# Enable Rapid PVST+ and Loopguard
spanning-tree mode rapid-pvst
spanning-tree loopguard default
spanning-tree extend system-id

cisco-desktop

���_�
�©�«�¸�Ò��*O�Ð�¡�ß  cisco-desktop �†�Q#Ý�K�Z�
 35 �b�Í�†�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™
�–�«  2/9 �b�”�¡�­�«  VLAN �_�m�~�\�Z�•�[�†&g�K�r�M��

>&�@>' �G�b�Ð�¡�ß�[�c�
�Ï�î�º�b�”�¡�­�«  VLAN �†�æ���M�•  $AVID �Ÿ�î�á�î�»�@�²0[�[�M��

Switch(config)# interface fastethernet2/9
Switch(config-if)# macro apply cisco-desktop $AVID 35
Switch(config-if)# end
Switch# show parser macro name cisco-desktop
Macro name : cisco-desktop
Macro type : customizable

# Basic interface - Enable data VLAN only
# Recommended value for access vlan (AVID) should not be 1
switchport access vlan $AVID [access_vlan_id]
switchport mode access
# Enable port security limiting port to a single
# MAC address -- that of desktop
switchport port-security
# Ensure port-security age is greater than one minute
# and use inactivity timer
# “Port-security maximum 1” is the default and will not
# Show up in the config
switchport port-security violation restrict
switchport port-security aging time 2
switchport port-security aging type inactivity
# Configure port as an edge network port
spanning-tree portfast
spanning-tree bpduguard enable
Switch# show parser macro description  
Interface    Macro Description
--------------------------------------------------------------
Fa2/9        cisco-desktop
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--------------------------------------------------------------

cisco-phone

���_�
�©�«�¸�Ò��*O�Ð�¡�ß  cisco-phone �†�Q#Ý�K�Z�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  2/9 �V
�b�”�¡�­�«  VLAN �_  35 �b�Í�†�
8b�Œ  VLAN �_  56 �b�Í�†�m�~�\�Z�•�[�†&g�K�r�M��

>&�@>' �G�b�Ð�¡�ß�[�c�
 �Ï�î�º�b�”�¡�­�«  VLAN �†�æ���M�•  $AVID �
 �>�|�g8b�Œ  VLAN �†�æ���M�•  $VVID 
�Ÿ�î�á�î�»�@�²0[�[�M��

Switch(config)# interface fastethernet2/9
Switch(config-if)# macro apply cisco-phone
Switch(config-if)# macro description cisco-phone $AVID 35 $VVID 56
Switch(config-if)# end
Switch# show parser macro name cisco-phone
Macro name : cisco-phone
Macro type : customizable

# VoIP enabled interface - Enable data VLAN
# and voice VLAN (VVID)
# Recommended value for access vlan (AVID) should not be 1\
switchport access vlan $AVID [access_vlan_id]
switchport mode access
# Update the Voice VLAN (VVID) value which should be
# different from data VLAN 
# Recommended value for voice vlan (VVID) should not be 1
switchport voice vlan $VVID [voice_vlan_id]
# Enable port security limiting port to a 2 MAC
# addressess -- One for desktop and one for phone
switchport port-security
switchport port-security maximum 2
# Ensure port-security age is greater than one minute
# and use inactivity timer
switchport port-security violation restrict
switchport port-security aging time 2
switchport port-security aging type inactivity
# Enable auto-qos to extend trust to attached Cisco phone
auto qos voip cisco-phone
# Configure port as an edge network port
spanning-tree portfast
spanning-tree bpduguard enable@

Switch# show parser macro description  
Interface    Macro Description
--------------------------------------------------------------
Fa2/9        cisco-phone
--------------------------------------------------------------

cisco-switch

���_�
�©�«�¸�Ò��*O�Ð�¡�ß  cisco-switch �†�Q#Ý�K�Z�
 38 �b�Í�†�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–
�«  2/9 �V�b�¿�–�¸�•�È  VLAN �_�m�~�\�Z�•�[�†&g�K�r�M��

>&�@>' �G�b�Ð�¡�ß�[�c�
�Ï�î�º�b�¿�–�¸�•�È  VLAN �†�æ���M�•  $NVID �Ÿ�î�á�î�»�@�²0[�[�M��

Switch(config)# interface fastethernet2/9
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Switch(config-if)# macro apply cisco-switch
Switch(config-if)# macro description cisco-switch $NVID 38
Switch(config-if)# end
Switch# show parser macro name cisco-switch
Macro name : cisco-switch
Macro type : customizable

# Access Uplink to Distribution
switchport trunk encapsulation dot1q
# Define unique Native VLAN on trunk ports
# Recommended value for native vlan (NVID) should not be 1
switchport trunk native vlan $NVID [native_vlan_id]
# Update the allowed VLAN range (VRANGE) such that it
# includes data, voice and native VLANs
# switchport trunk allowed vlan $VRANGE [vlan_range]
# Hardcode trunk and disable negotiation to
# speed up convergence
switchport mode trunk
switchport nonegotiate
# Configure qos to trust this interface
auto qos voip trust
# 802.1w defines the link as pt-pt for rapid convergence
spanning-tree link-type point-to-point

Switch# show parser macro description  
Interface    Macro Description
--------------------------------------------------------------
Fa2/9        cisco-switch
--------------------------------------------------------------

cisco-router

���_�
�©�«�¸�Ò��*O�Ð�¡�ß  cisco-router �†�Q#Ý�K�Z�
 451 �b�Í�†�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™
�–�«  2/9 �V�b�¿�–�¸�•�È  VLAN �_�m�~�\�Z�•�[�†&g�K�r�M��

>&�@>' �G�b�Ð�¡�ß�[�c�
�Ï�î�º�b�¿�–�¸�•�È  VLAN �†�æ���M�•  $NVID �Ÿ�î�á�î�»�@�²0[�[�M��

Switch(config)# interface fastethernet2/9
Switch(config-if)# macro apply cisco-router
Switch(config-if)# macro description cisco-router $NVID 45I
Switch(config-if)# end
Switch# show parser macro name cisco-router
Macro name : cisco-router
Macro type : customizable

# Access Uplink to Distribution
switchport trunk encapsulation dot1q 
# Define unique Native VLAN on trunk ports
# Recommended value for native vlan (NVID) should not be 1
switchport trunk native vlan $NVID [native_vlan_id]
# Update the allowed VLAN range (VRANGE) such that it
# includes data, voice and native VLANs
# switchport trunk allowed vlan $VRANGE [vlan_range]
# Hardcode trunk and disable negotiation to
# speed up convergence
# Hardcode speed and duplex to router
switchport mode trunk
switchport nonegotiate
speed 100
duplex full 
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# Configure qos to trust this interface
auto qos voip trust
qos trust dscp
# Ensure fast access to the network when enabling the interface.
# Ensure that switch devices cannot become active on the interface.
spanning-tree portfast
spanning-tree bpduguard enable 

Switch# show parser macro description  
Interface    Macro Description
--------------------------------------------------------------
Fa2/9        cisco-router
--------------------------------------------------------------

SmartPort �Ð�¡�ß�b/²&g
SmartPort �Ð�¡�ß�†/²&g�M�•�_�c�
 /² 16-2 �_&g�M"I�’  EXEC �¥�Ð�å�»�b  1 �X�r�S�c0
�X�b�¥�Ð�å�»�†
�Q#Ý�K�r�M��

/² 16-2 SmartPort �Ð�¡�ß�†/²&g�M�•�S�u�b�¥�Ð�å�»

�¥�Ð�å�» % $×

show parser macro 0¿���I�€�Z�8�•�M�m�Z�b�Ð�¡�ß�†/²&g�K�r�M��

show parser macro name macro-name "I���b�Ð�¡�ß�†/²&g�K�r�M��

show parser macro brief 0¿���I�€�Z�8�•�Ð�¡�ß�¡�†/²&g�K�r�M��

show parser macro description [interface 
interface-id]

�M�m�Z�b�–�å�±�î�Ç�™�–�«�r�S�c�æ���I�€�S�–�å�±�î�Ç�™�–�«�b�Ð
�¡�ß1��Â�†/²&g�K�r�M��
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�b�–�¿�î�È�Ý�ì�� >&P.17-9>' �†�g!·�K�Z�C�T�I�8��

STP MAC �”�»�Þ�«�b�m�~�\�Z

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b�©�Õ�î�©�_�c�
 64 �¶�r�S�c  1024 �¶�b  MAC �”�»�Þ�«�@�6�~�
 STP 
�b�|�:�^�¯�Ç�º�˜�™�”�µ+��†�§�Ï�î�º�M�•�S�u�_�Q#Ý�[�A�r�M���©�Õ�î�©�b  MAC �”�»�Þ�«�b(
�V�†/²
&g�M�•�_�c�
 show module�¥�Ð�å�»�†
°�Š�K�r�M��

Cisco IOS Release 12.1(12c)EW �è7F�b�Ü�Ü�î�«�[�c�
 64 �¶�r�S�c  1024 �¶�b  MAC �”�»�Þ�«�†�â�X
�©�Õ�î�©�†�§�Ï�î�º�K�Z�8�r�M�� 64 �¶�b  MAC �”�»�Þ�«�†�â�X�©�Õ�î�©�b���œ�
 STP �c�Ñ�G�©�«�¸�Ò  
ID �\  MAC �”�»�Þ�«�†�Q#Ý�K�Z�
 VLAN �H�\�_�M�–�b�È�Ü�µ�ª  ID �†�8�B�K�r�M��

Release 12.1(12c)EW �|�~�v�S�b�Ü�Ü�î�«�[�c�
 1024 �¶�b  MAC �”�»�Þ�«�†�â�X�©�Õ�î�©�†�§�Ï�î�º
�K�Z�8�r�M���G�€�}�b�Ü�Ü�î�«�[�c�
 STP �c  VLAN �H�\�_  1 �X�b  MAC �”�»�Þ�«�†�Q#Ý�K�Z�
 VLAN 
�H�\�_�M�–�b�È�Ü�µ�ª  ID �†�8�B�K�r�M��

�È�Ü�µ�ª  �É�ß�º�¥�Ý  �¹�î�±  �Ø�½�µ�º

�«�–�µ�³�»  �¿�µ�º�á�î�¡�[�–�_�”�¡�¸�•�È�^�«�Ã�½�å�¢�¶�Ü�î  �º�Ï�ß�ª�†�ô���M�•�b�c�
���b0[(ò�[
�M��

• �›�«�–�µ�³�b  VLAN �H�\�_6õ4��Ü�E�}�€�S�M�–�b�È�Ü�µ�ª  ID>&�È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•�\  MAC 
�”�»�Þ�«>'

• �Ý�î�º  �È�Ü�µ�ª�r�[�b�«�Ã�½�å�¢�¶�Ü�î  �Ã�«  �¥�«�º>&�r�S�c�È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•�Í>'

• �›�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�_�P�Â�Ü�E�}�€�S�Ï�î�º  ID>&�Ï�î�º  �É�Û�–�œ�Ü�¸�•�>�|�g  MAC �”
�»�Þ�«>'

�È�Ü�µ�ª  �É�ß�º�¥�Ý  �¹�î�±  �Ø�½�µ�º>&BPDU>'�_�c�
3æ�™
��È�Ü�µ�ª�\�Q�b�Ï�î�º�_�X�8�Z�
�È�Ü�µ
�ª�>�|�g  MAC �”�»�Þ�«�
�È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•�
�Ï�î�º  �É�Û�–�œ�Ü�¸�•�
�Ã�«  �¥�«�º�^�]�b�_��
�@�µ�r�€�r�M���©�«�¸�Ò�c�K)F�M�•�«�–�µ�³6ë�[  BPDU �†��3æ�K�Z�
�Ý�î�º  �«�–�µ�³�?�}�M�‰�¥�b�«
�Ã�½�å�¢�¶�Ü�î  �º�Ï�ß�ª�†0£'ì�K�r�M���›0¿��  BPDU �_�c�
�a�^�C�\�v���b8o% �@�µ�r�€�r�M��

• 3æ�™
��b�«�–�µ�³�@�Ý�î�º  �«�–�µ�³�\0b�^�K�Z�8�•�«�–�µ�³�b�M�–�b�È�Ü�µ�ª  ID

• �Ý�î�º�r�[�b�«�Ã�½�å�¢�¶�Ü�î  �Ã�«  �¥�«�º

/² 17-1 �Ñ�G�©�«�¸�Ò  ID �@�¹�•�­�î�È�Ý�b���œ�b�È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•�Í

�È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•�Í

�Å�µ�º  
16

�Å�µ�º  
15

�Å�µ�º  
14

�Å�µ�º  
13

�Å�µ�º  
12

�Å�µ�º  
11

�Å�µ�º  
10

�Å�µ�º  
9

�Å�µ�º  
8

�Å�µ�º  
7

�Å�µ�º  
6

�Å�µ�º  
5

�Å�µ�º  
4

�Å�µ�º  
3

�Å�µ�º  
2

�Å�µ�º  
1

32768 16384 8192 4096 2048 1024 512 256 128 64 32 16 8 4 2 1

/² 17-2 �Ñ�G�©�«�¸�Ò  ID �@�–�¿�î�È�Ý�b���œ�b�È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•�Í�>�|�g�Ñ�G�©�«�¸�Ò  ID

�È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•�Í �Ñ�G�©�«�¸�Ò  ID>&VLAN ID �\� 0¿��>'

�Å�µ�º  
16

�Å�µ�º  
15

�Å�µ�º  
14

�Å�µ�º  
13

�Å�µ�º  
12

�Å�µ�º  
11

�Å�µ�º  
10

�Å�µ�º  
9

�Å�µ�º  
8

�Å�µ�º  
7

�Å�µ�º  
6

�Å�µ�º  
5

�Å�µ�º  
4

�Å�µ�º  
3

�Å�µ�º  
2

�Å�µ�º  
1

32768 16384 8192 4096 VLAN ID
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'¨  17 'v       STP �>�|�g  MST �b0¿��
STP �b�+0[
• 3æ�™
��È�Ü�µ�ª�b�È�Ü�µ�ª  ID

• �Ó�µ�­�î�ª�b�w� �‡6ë

• 3æ�™
��Ï�î�º�b  ID

• hello �±�–�Ð�î�
 3?3æ4��� �±�–�Ð�î�
�>�|�g  max-age �É�ß�º�¥�Ý  �±�–�Ð�î�b�Í

�«�–�µ�³�@  BPDU �Ç�Þ�î�Ò�†3æ�™�M�•�\�
�Q�b�Ç�Þ�î�Ò�@��3æ�I�€�•  LAN �_�K)F�I�€�S�M�m�Z�b�«
�–�µ�³�@  BPDU �†�w�™�K�r�M���«�–�µ�³�@  BPDU �†�w�™�M�•�\�
�«�–�µ�³�c�Q�b�Ç�Þ�î�Ò�†3?3æ�M�•
�b�[�c�^�C�
�Ç�Þ�î�Ò�_�µ�r�€�•�_���†�Q#Ý�K�Z  BPDU �†0£'ì�K�
�º�Ï�ß�ª�_�š�f�@�6�€�d�
 BPDU 
�b3æ�™�†6ä���K�r�M��

BPDU �º�n�_�|�W�Z���b��#.�@/œ�ƒ�€�r�M��

• 1 �X�b�«�–�µ�³�@�Ý�î�º  �È�Ü�µ�ª�\�K�Z4E�¥�I�€�r�M��

• �Ý�î�º  �È�Ü�µ�ª�l�b�q%·2¥7³�c�
�Ã�«  �¥�«�º�_�ö�Y�8�Z�«�–�µ�³�H�\�_0£'ì�I�€�r�M��

• LAN �­�¢�Ó�å�º�H�\�_�æ/²�È�Ü�µ�ª�@4E�¥�I�€�r�M���G�€�c�
�Ý�î�º  �È�Ü�µ�ª�_�q�v3Æ�8�«�–�µ
�³�[�
�Q�b�«�–�µ�³�†�Ó�K�Z�Ç�Þ�î�Ò�@�Ý�î�º�_3?3æ�I�€�r�M��

• �Ý�î�º  �Ï�î�º�@4E�¥�I�€�r�M���G�€�c�È�Ü�µ�ª�?�}�Ý�î�º  �È�Ü�µ�ª�r�[�b�q4:�Ã�«�†�f�j�M�•
�Ï�î�º�[�M��

• �«�Ã�½�å�¢�¶�Ü�î�_�µ�r�€�•�Ï�î�º�@4E�¥�I�€�r�M��

�Ý�î�º  �È�Ü�µ�ª�b4E��

VLAN �H�\�_�
�q9×�b�È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•>&�q�`�b�É�Û�–�œ�Ü�¸�•�Í>'�†�â�X�«�–�µ�³�@�Ý�î�º  
�È�Ü�µ�ª�\�K�Z4E���I�€�r�M���M�m�Z�b�«�–�µ�³�@�¹�Ç�›�Ý�º  �É�Û�–�œ�Ü�¸�•�Í>& 32,768>'�_0¿���I
�€�Z�8�•���œ�c�
 VLAN 
Æ�[�q�`�b  MAC �”�»�Þ�«�†�â�X�«�–�µ�³�@�Ý�î�º  �È�Ü�µ�ª�_�^�~�r�M��

�«�Ã�½�å�¢�¶�Ü�î  �Ý�î�º  �È�Ü�µ�ª�c�
�«�–�µ�³�»  �¿�µ�º�á�î�¡�[1=#.$×�_�«�Ã�½�å�¢�¶�Ü�î  �º�Ï�ß�ª
�b�p�°�_�)*(�K�r�M���«�–�µ�³�»  �¿�µ�º�á�î�¡
Æ�b�]�b���d�?�}�b�Ã�«�v�
�Ý�î�º  �È�Ü�µ�ª�_�?4)�M
�•�S�u�_�²0[�\�I�€�^�8���œ�c�
�M�m�Z�«�Ã�½�å�¢�¶�Ü�î  �È�ß�µ�Ÿ�å�¢  �Ô�î�»�_�^�~�r�M��

�«�Ã�½�å�¢�¶�Ü�î�c  BPDU �?�}�f�j�I�€�•�_���†�Q#Ý�K�Z�
�«�–�µ�³�»  �¿�µ�º�á�î�¡�b�Ý�î�º  �È�Ü�µ
�ª�\�Ý�î�º  �Ï�î�º�
�>�|�g�›�«�–�µ�³�»  �­�¢�Ó�å�º�b�Ý�î�º  �Ï�î�º�\�æ���I�€�S�Ï�î�º�†4E���K�r
�M��

STP �±�–�Ð�î

/² 17-3 �[�
�«�Ã�½�å�¢�¶�Ü�î
²�/�b�Ã�Ç�›�î�Ð�å�«�_�s8j�M�•  STP �±�–�Ð�î�_�X�8�Z1��Â�K�r�M��

/² 17-3 STP �±�–�Ð�î

�š�X 1��Â

hello_time �«�–�µ�³�@�Ú�b�«�–�µ�³�_  hello �Ó�µ�­�î�ª�†�È�ß�î�»�Ÿ�Õ�«�º�M�•6ë7x�†
�æ���K�r�M��

forward_time �Ï�î�º�@3?3æ�†6ä���M�•�r�[�b�
�Ü�«�½�å�¢  �«�¸�î�º�>�|�g�Û�î�½�å�¢  �«
�¸�î�º�@)E)F�M�•�ì6ë�†�ô���K�r�M��

max_age �Ï�î�º�[�w�™�K�S�É�ß�º�¥�Ý�_���@�«�–�µ�³�[�–�â�I�€�•�‡6ë�†�ô���K�r
�M��
17-4
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



'¨  17 'v       STP �>�|�g  MST �b0¿��
STP �b�+0[
STP �º�Ï�ß�ª�b�8�B

�«�Ã�½�å�¢�¶�Ü�î  �”�Ý�¦�Ü�¬�Ò�b% �†�c�
�q�v�²�–�Þ�¡�º�^�Ü�å�¡�†�Ý�î�º  �Ï�î�º�_�M�•�G�\�[�M��
�«�Ã�½�å�¢�¶�Ü�î  �º�Ï�ß�ª�@�¹�Ç�›�Ý�º�b�Ã�Û�Ó�î�±�_�ö�Y�8�Z0£'ì�I�€�Z�8�•���œ�
�Ü�å�¡3ÿ�Ø�_
�|�~�
�«�–�µ�³�»  �¿�µ�º�á�î�¡�V�b3æ�™
–�?�}��
›�š�å�»  �«�¸�î�©�Ù�å�r�[�b�Ã�«�@�q4:�_�^�}�^�8
�•+��ö�@�6�~�r�M���S�\�<�d�
#'�~�b�Ý�î�º  �Ï�î�º�|�~�v�X�Í�b�±�A�8�Ï�î�º�_9×3ÿ�Ü�å�¡�†�K)F�M
�•�\�
�Ý�î�º  �Ï�î�º�@�š�f�I�€�•���œ�@�6�~�r�M��

�W 17-1 �[�c�
�«�–�µ�³  A �@�Ý�î�º  �È�Ü�µ�ª�\�K�Z4E���I�€�Z�8�r�M  >&�G�€�c�
�M�m�Z�b�«�–�µ�³�b
�È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•�@�¹�Ç�›�Ý�º�Í  [32,768] �_0¿���I�€�
�«�–�µ�³  A �@�q�v�*�8  MAC �”�»�Þ�«
�†�â�X���œ�_2s�G�~�r�M>' ���S�T�K�
�º�Û�Ç�•�µ�¡  �Ã�±�î�å�
3?3æ�Ï�î�º�b�X�
�r�S�c�Ü�å�¡  �±�–�É�_
�|�W�Z�c�
�«�–�µ�³  A �@�q4:�^�Ý�î�º  �È�Ü�µ�ª�[�6�•�\�c7H�~�r�O�‡���q4:�^�«�–�µ�³�b  STP �Ï�î�º  
�É�Û�–�œ�Ü�¸�•�†�V�F�Z>&�É�Û�–�œ�Ü�¸�•�b�X�Í�†�`�I�C�K�Z>' �
�Q�b�«�–�µ�³�†�Ý�î�º  �È�Ü�µ�ª�_0¿
���M�•�\�
�q4:�^�«�–�µ�³�†�Ý�î�º�\�K�Z�â�X�‚�K�8�«�Ã�½�å�¢�¶�Ü�î  �º�Ï�ß�ª�@�I�D$×�_
Ì0£'ì�I
�€�r�M��

�W 17-1 �«�Ã�½�å�¢�¶�Ü�î  �º�Ï�ß�ª�î

�S�\�<�d�
�«�–�µ�³  B �b  1 �X�b�Ï�î�º�@
œ�Ç�“�–�Â  �Ü�å�¡�[�6�~�
� �L�«�–�µ�³�b�9�b�Ï�î�º
>&Unshielded Twisted-Pair>&UTP; �©�î�Ý�»�^�K�¶�–�«�º�Ì�”>'�Ü�å�¡>'�@�Ý�î�º  �Ï�î�º�_�^�W�Z�8�•
�\�ì���K�r�M���¿�µ�º�á�î�¡  �º�Û�Ç�•�µ�¡�†9×3ÿ�b
œ�Ç�“�–�Â  �Ü�å�¡�_�v�K�S�‰�@� "á$×�[�M��
œ
�Ç�“�–�Â  �Ï�î�º�b�«�Ã�½�å�¢�¶�Ü�î  �Ï�î�º  �É�Û�–�œ�Ü�¸�•�†�Ý�î�º  �Ï�î�º�|�~�v9×�C>&�X�Í�†�`�I
�C>'�M�•�\�

œ�Ç�“�–�Â  �Ï�î�º�@�‚�K�8�Ý�î�º  �Ï�î�º�_�^�~�r�M��

STP �Ï�î�º  �«�¸�î�º

�É�ß�º�¥�Ý�_���@�«�–�µ�³�»  LAN �†3û4#�M�•�\�A�
���Û4����@#Õ�L�•�G�\�@�6�~�r�M���Q�b)��Ý�
�«
�–�µ�³�»  �¿�µ�º�á�î�¡�b�I�r�J�r�^�ì!l�>�|�g���d�[�º�Ï�ß�ª�î�b�š�ì�@$Î#Õ�K�r�M���Þ�–�Ö  2 �–�å
�±�î�Ç�™�–�«�@�«�Ã�½�å�¢�¶�Ü�î  �º�Ï�ß�ª�_�µ�r�€�Z�8�^�8"g�Â�?�}�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_%$
�K&ã/œ�M�•�\�
�M�ì$×�_�¹�î�±�b�Ý�î�É�@�g�B�I�€�•�•+��ö�@�6�~�r�M���Ï�î�º�c�‚�K�8�º�Ï�ß�ª�î�_
���@�«�–�µ�³�»  LAN )�#ä�[���Û�I�€�•�r�[�…�µ�K�
�Q�€�?�}�Ç�Þ�î�Ò3?3æ�†6ä���M�•�²0[�@�6�~�r
�M���I�}�_�
�‚�8�º�Ï�ß�ª�[3?3æ�I�€�S�Ç�Þ�î�Ò�b�Ñ)F�ì6ë�† 6�¢�I�O�•�G�\�v�²0[�[�M��

�«�Ã�½�å�¢�¶�Ü�î�†�Q#Ý�M�•�«�–�µ�³�V�b�›�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�c�
���b  5 �X�b�«�¸�î�º�b�8�N
�€�?�b"g�Â�[�Ñ�~�K�r�M��

• �È�ß�µ�Ÿ�å�¢>8�G�b�«�¸�î�º�[�c�
�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�c�Ç�Þ�î�Ò  �Ç�›�á�î�¹�•�å�¢�_�g
�•�K�r�O�‡��

• �Ü�«�½�å�¢>8�G�b�«�¸�î�º�c�
�«�Ã�½�å�¢�¶�Ü�î�_�|�~�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�b�Ç�Þ�î�Ò  
�Ç�›�á�î�¹�•�å�¢�l�b�g�•�@�ô���I�€�•�\�
�È�ß�µ�¡  �«�¸�î�º�?�}�q�6�_&ã/œ�M�•�«�¸�î�º�[�M��

S
56

88
DP

DP

RP DP

DPRP

DP

RP = �^�o�;  �P�o�;
DP = �0�o�P�o�;

DP

RP

DP
DA

CB
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'¨  17 'v       STP �>�|�g  MST �b0¿��
STP �b�+0[
• �Û�î�½�å�¢>8�G�b�«�¸�î�º�[�c�
�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�c�Ç�Þ�î�Ò  �Ç�›�á�î�¹�•�å�¢�_�g�•
�M�• =
��†�K�r�M��

• �Ç�›�á�î�¹�•�å�¢>8�G�b�«�¸�î�º�[�c�
�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�c�Ç�Þ�î�Ò�†3?3æ�K�r�M��

• �¹�•�­�î�È�Ý>8�G�b�«�¸�î�º�[�c�
�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�c�«�Ã�½�å�¢�¶�Ü�î�_�g�•�O�N�
�Ç
�Þ�î�Ò�†3?3æ�K�r�O�‡��

MAC �”�»�Þ�«�b�m�~�\�Z

�«�î�Ã�î�Â�–�¨  �š�å�ª�å�c  1024 �¶�b  MAC �”�»�Þ�«�†�â�U�
 VLAN �«�Ã�½�å�¢�¶�Ü�î�b�È�Ü�µ�ª  ID 
�\�K�Z�Q#Ý�I�€�r�M���«�Ã�½�å�¢�¶�Ü�î�@�”�Ý�¦�Ü�¬�Ò�_�Q#Ý�M�•  MAC �”�»�Þ�«(
�V>&�«�î�Ã�î�Â�–
�¨�b�m�~�\�Z(
�V>'�†/²&g�M�•���œ�c�
 show module �¥�Ð�å�»�†�Q#Ý�K�r�M��

Catalyst 4506 �«�–�µ�³�b  MAC �”�»�Þ�«�c4�$��[�m�~�\�Z�}�€�r�M���X�r�~�
(
�V�b�q�6�b  MAC �”
�»�Þ�«�c  VLAN 1 �_�m�~�\�Z�}�€�
(
�V�b  2 $��u�b  MAC �”�»�Þ�«�c  VLAN 2 �_�m�~�\�Z�}�€�r�M��
�S�\�<�d�
 MAC �”�»�Þ�«(
�V�@  00-e0-1e-9b-2e-00 >|  00-e0-1e-9b-31-ff �b���œ�
 VLAN 1 �È�Ü�µ�ª  
ID �c  00-e0-1e-9b-2e-00�
 VLAN 2 �È�Ü�µ�ª  ID �c  00-e0-1e-9b-2e-01�
 VLAN 3 �È�Ü�µ�ª  ID �c  
00-e0-1e-9b-2e-02 �\�^�~�r�M���Ú�b  Catalyst 4500 �©�Ü�î�¬  �É�Û�µ�º�Ç�›�î�Ò�[�c�
�M�m�Z�b  VLAN 
�c�¶���b  MAC �”�»�Þ�«�[�c�^�C�
� �M�b  MAC �”�»�Þ�«�_�Ð�µ�Æ�å�¢�K�r�M��

STP �>�|�g  IEEE 802.1Q �º�Û�å�¡

802.1Q VLAN �º�Û�å�¡�_�|�W�Z�
�¿�µ�º�á�î�¡�b�«�Ã�½�å�¢�¶�Ü�î�b�S(��‰�2�_�
�8�C�X�?�b�D(Ù�@
1"�O�}�€�r�M�� 802.1Q �º�Û�å�¡�†�Q#Ý�K�Z�K)F�K�Z�8�•  Cisco �«�–�µ�³�b�¿�µ�º�á�î�¡�[�c�
�º�Û�å
�¡�V�[0Á���I�€�•  VLAN �H�\�_  1 �X�b�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�@)T�â�I�€�r�M���Ú&k0��b  
802.1Q �«�–�µ�³�[�c�
�º�Û�å�¡�V�[0Á���I�€�•�M�m�Z�b  VLAN �_�P�K�Z�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±
�å�«�@ 1 �X�T�E)T�â�I�€�r�M��

802.1Q �º�Û�å�¡�†�Q#Ý�K�Z  Cisco �«�–�µ�³�†>& 802.1Q �†�§�Ï�î�º�M�•>'8��©�«�¥  �¹�Â�–�«�_�K)F�M
�•���œ�
 Cisco �«�–�µ�³�c�
�º�Û�å�¡�b  802.1Q �¿�–�¸�•�È  VLAN �b�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«
�†�
8��©�«�¥  802.1Q �«�–�µ�³�b�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�\)+�œ�K�r�M���S�T�K�
 VLAN �"�)
�b�«�Ã�½�å�¢�¶�Ü�î�_���c�
�Ú&k0��b  802.1Q �«�–�µ�³�b�¿�µ�º�á�î�¡�\�)�~7³�K�Z�
 Cisco �«�–�µ�³
�[)T�â�I�€�r�M�� Cisco �«�–�µ�³�†�)�~7³�K�Z�8�•�Ú&k0��b  802.1Q �¿�µ�º�á�î�¡�c�
�«�–�µ�³6ë�b�"
�M�º�Û�å�¡  �Ü�å�¡�\�K�Z�…�ƒ�€�r�M��

>&�@>' 802.1Q �º�Û�å�¡�b0ò(ý�_�X�8�Z�c�
 '¨ 15 'v���Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿���� �†�g
!·�K�Z�C�T�I�8��

Per-VLAN Rapid Spanning Tree

Per-VLAN Rapid Spanning-Tree Plus>&PVRST+>'�c  PVST+ �\� �L�[�M�@�
�|�~9×3ÿ�^�¥�å�Â�î�ª�™
�å�«�†�f�j�M�•�S�u�_�
 802.1D �[�c�^�C  IEEE 802.1w �_�ö�Y�8�S  Rapid STP>&RSTP>'�†�Q#Ý�K�r�M��
PVRST+ �c�
 PVST+ �\�o�p� �M�b0¿���†�Q#Ý�K�
�q�`7H�b0¿���[�í�s�r�M�� PVRST+ �[�c�
�º�Ï�ß�ª
�b�š�f�ì�_�Ï�î�º�"�)�[�²�–�¼�Ñ�µ�¡  CAM>&4��•�Ó�Ô�Ü>'�š�å�º�Ü�@�S�T�U�_�˜�d�I�€�r�M���µ+��@  
Rapid STP �_)��s3¸�r�€�Z�8�•�S�u�
 �G�b�Ô�î�»�[�c  UplinkFast �>�|�g  BackboneFast �c�–�¿�î�È�Ý�_
0¿���I�€�Z�8�r�M�@�
�”�¡�¸�•�È�_�^�~�r�O�‡�� PVRST+ �c�
�È�Ü�µ�ª�
�È�Ü�µ�ª  �Ï�î�º�r�S�c  LAN 
7€���@$Î#Õ�K�S�b�U�
3¿3ÿ�^�K)F�b�G�Ÿ�†�f�j�K�r�M��

�–�¿�î�È�Ý�ì�_6õ�M�•�_���_�X�8�Z�c�
 �� PVRST+ �b�–�¿�î�È�Ý�ì�� >&P.20>'�†�g!·�K�Z�C�T�I�8��
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STP �b�¹�Ç�›�Ý�º0¿��
STP �b�¹�Ç�›�Ý�º0¿��
/² 17-4 �_�
�¹�Ç�›�Ý�º�b�«�Ã�½�å�¢�¶�Ü�î0¿���†&g�K�r�M��

STP �b0¿��
�G�G�[�c�
 VLAN �V�[�«�Ã�½�å�¢�¶�Ü�î�†0¿���M�•�m8p�_�X�8�Z1��Â�K�r�M��

• �� STP �b�–�¿�î�È�Ý�ì�� >&P.17-8>'

• ���Ñ�G�©�«�¸�Ò  ID �b�–�¿�î�È�Ý�ì�� >&P.17-9>'

• ���Ý�î�º  �È�Ü�µ�ª�b0¿���� >&P.17-10>'

• ���­�•�å�²�Ü  �Ý�î�º  �«�–�µ�³�b0¿���� >&P.17-12>'

• �� STP �Ï�î�º  �É�Û�–�œ�Ü�¸�•�b0¿���� >&P.17-13>'

• �� STP �Ï�î�º  �¥�«�º�b0¿���� >&P.17-16>'

• �� VLAN �b�È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•�b0¿���� >&P.17-17>'

• �� hello �±�–�Ò�b0¿���� >&P.17-18>'

• �� VLAN �b�q�±�š�î�ª�å�¢  �±�–�Ò�b0¿���� >&P.17-18>'

• �� VLAN �b3?3æ4����ì6ë�b0¿���� >&P.17-19>'

• �� STP �b�¹�•�­�î�È�Ý�ì�� >&P.17-20>'

• �� PVRST+ �b�–�¿�î�È�Ý�ì�� >&P.17-20>'

/² 17-4 �«�Ã�½�å�¢�¶�Ü�î�b�¹�Ç�›�Ý�º0¿���Í

�µ+� �¹�Ç�›�Ý�º�Í

�–�¿�î�È�Ý  �«�¸�î�º  �M�m�Z�b VLAN �_�P�K�Z�«�Ã�½�å�¢�¶
�Ü�î�@�–�¿�î�È�Ý

�È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•�Í 32,768

�«�Ã�½�å�¢�¶�Ü�î  �Ï�î�º  �É�Û�–�œ�Ü�¸�•�Í>&�–�å�±�î
�Ç�™�–�«�"�)�[0¿���•+�  - �Þ�–�Ö  2 �”�¡�­�«  �Ï�î�º�\�K
�Z0¿���I�€�S�–�å�±�î�Ç�™�–�«�[�Q#Ý>'  

128

�«�Ã�½�å�¢�¶�Ü�î  �Ï�î�º  �¥�«�º>&�–�å�±�î�Ç�™�–�«�"
�)�[0¿���•+�  - �Þ�–�Ö  2 �”�¡�­�«  �Ï�î�º�\�K�Z0¿���I�€
�S�–�å�±�î�Ç�™�–�«�[�Q#Ý>'  

• 10 � �ž�Å�µ�º  �–�î�§�¿�µ�º>8 2

• � �ž�Å�µ�º  �–�î�§�¿�µ�º>8 4

• �Ç�“�«�º  �–�î�§�¿�µ�º>8 19

�«�Ã�½�å�¢�¶�Ü�î  VLAN �Ï�î�º  �É�Û�–�œ�Ü�¸�•�Í
>&VLAN �"�)�[0¿���•+�  - �Þ�–�Ö  2 �º�Û�å�¡  �Ï�î�º�\�K
�Z0¿���I�€�S�–�å�±�î�Ç�™�–�«�[�Q#Ý>'  

128

�«�Ã�½�å�¢�¶�Ü�î  VLAN �Ï�î�º  �¥�«�º>& VLAN �"�)�[
0¿���•+�  - �Þ�–�Ö  2 �º�Û�å�¡  �Ï�î�º�\�K�Z0¿���I�€�S�–
�å�±�î�Ç�™�–�«�[�Q#Ý>'  

• 10 � �ž�Å�µ�º  �–�î�§�¿�µ�º>8 2

• � �ž�Å�µ�º  �–�î�§�¿�µ�º>8 4

• �Ç�“�«�º  �–�î�§�¿�µ�º>8 19

hello �±�–�Ò 2 &Ê

3?3æ4����ì6ë 15 &Ê

�q�±�š�î�ª�å�¢  �±�–�Ò 20 &Ê
17-7
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



'¨  17 'v       STP �>�|�g  MST �b0¿��
STP �b0¿��
>&�@>' �G�b'v�[1��Â�M�•�«�Ã�½�å�¢�¶�Ü�î  �¥�Ð�å�»�c�
 no switchport �¥�Ð�å�»�[0¿���I�€�•�–�å�±�î�Ç�™�–
�«�†7V�A�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�V�[0¿���[�A�r�M��

STP �b�–�¿�î�È�Ý�ì

>&�@>' �¹�Ç�›�Ý�º�[�c�
�M�m�Z�b  VLAN �[�«�Ã�½�å�¢�¶�Ü�î�c�–�¿�î�È�Ý�_�^�W�Z�8�r�M��

�«�Ã�½�å�¢�¶�Ü�î�c�
 VLAN �"�)�[�–�¿�î�È�Ý�_�[�A�r�M���«�–�µ�³�c>&�«�Ã�½�å�¢�¶�Ü�î�†�¹�•
�­�î�È�Ý�_�K�S  VLAN �†7V�A>'�›  VLAN �_�X�8�Z�«�Ã�½�å�¢�¶�Ü�î�b�¶�9�b�–�å�«�±�å�«�†)T�â�K�r
�M��

VLAN �"�)�[�«�Ã�½�å�¢�¶�Ü�î�†�–�¿�î�È�Ý�_�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 VLAN 200 �V�[�«�Ã�½�å�¢�¶�Ü�î�†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch# configure terminal  
Switch(config)# spanning-tree vlan 200  
Switch(config)# end  
Switch#

>&�@>' �«�Ã�½�å�¢�¶�Ü�î�c�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_0¿���I�€�Z�8�•�b�[�
 show running �¥�Ð�å�»�†
°�Š�K
�Z�8�B�I�€�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�Z�v�
�«�Ã�½�å�¢�¶�Ü�î�†�–�¿�î�È�Ý�_�M�•�S�u�_
°�Š
�K�S�¥�Ð�å�»�c/²&g�I�€�r�O�‡��

���_�
 VLAN 200 �V�[�«�Ã�½�å�¢�¶�Ü�î�@�–�¿�î�È�Ý�_�^�W�Z�8�•�G�\�†&�1��M�•�[�†&g�K�r�M��

Switch# show spanning-tree vlan 200  

 VLAN200 is executing the ieee compatible Spanning Tree protocol
  Bridge Identifier has priority 32768, address 0050.3e8d.6401
  Configured hello time 2, max age 20, forward delay 15
  Current root has priority 16384, address 0060.704c.7000
  Root port is 264 (FastEthernet5/8), cost of root path is 38
  Topology change flag not set, detected flag not set
  Number of topology changes 0 last change occurred 01:53:48 ago
  Times:  hold 1, topology change 24, notification 2
          hello 2, max age 14, forward delay 10
  Timers: hello 0, topology change 0, notification 0

 Port 264 (FastEthernet5/8) of VLAN200 is forwarding
   Port path cost 19, Port priority 128, Port Identifier 129.9.
   Designated root has priority 16384, address 0060.704c.7000
   Designated bridge has priority 32768, address 00e0.4fac.b000

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config)# spanning-tree vlan  vlan_ID  VLAN vlan_ID �b�«�Ã�½�å�¢�¶�Ü�î�†�–�¿�î�È�Ý�_�K�r�M��
vlan_ID �Í�c�
 1 >|  4094 �b(
�V�[�æ���K�r�M��

�«�̧ �µ�É 3 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 4 Switch# show spanning-tree vlan  vlan_ID  �«�Ã�½�å�¢�¶�Ü�î�@�–�¿�î�È�Ý�_�^�W�Z�8�•�G�\�†&�1��K�r
�M��
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STP �b0¿��
   Designated port id is 128.2, designated path cost 19
   Timers: message age 3, forward delay 0, hold 0
   Number of transitions to forwarding state: 1
   BPDU: sent 3, received 3417

Switch#

�Ñ�G�©�«�¸�Ò  ID �b�–�¿�î�È�Ý�ì

>&�@>' 64 �¶�b  MAC �”�»�Þ�«�†�§�Ï�î�º�M�•�©�Õ�î�©�b�Ñ�G�©�«�¸�Ò  ID �c�
�–�_�–�¿�î�È�Ý�_�^�W�Z�8�r
�M��

1024 �¶�b  MAC �”�»�Þ�«�†�§�Ï�î�º�M�•�©�Õ�î�©�[�Ñ�G�©�«�¸�Ò  ID �†�–�¿�î�È�Ý�_�M�•�_�c�

spanning-tree extend system-id �¥�Ð�å�»�†�Q#Ý�K�r�M�� ���È�Ü�µ�ª  ID �b�+0[�� >&P.17-2>' �†�g!·�K�Z�C
�T�I�8��

�Ñ�G�©�«�¸�Ò  ID �†�–�¿�î�È�Ý�_�M�•�_�c�
���b�8���†/œ�8�r�M��

>&�@>' �Ñ�G�©�«�¸�Ò  ID �†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�M�•�\�
�M�m�Z�b�”�¡�¸�•�È�^  STP �–�å�«�±�å�«
�b�È�Ü�µ�ª  ID �@�f�‚�I�€�•�S�u�
�G�€�_�|�W�Z�«�Ã�½�å�¢�¶�Ü�î  �º�Ï�ß�ª�@�š�f�I�€�•���œ�@�6�~�r
�M��

���_�
�Ñ�G�©�«�¸�Ò  ID �†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch# configure terminal  
Switch(config)# spanning-tree extend system-id  
Switch(config)# end  
Switch#

���_�
0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# show spanning-tree summary | include extended
Extended system ID is enabled.

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# spanning-tree extend system-id  �Ñ�G�©�«�¸�Ò  ID �†�–�¿�î�È�Ý�_�K�r�M��

�Ñ�G�©�«�¸�Ò  ID �†�¹�•�­�î�È�Ý�_�K�r�M��

>&�@>' 64 �¶�b  MAC �”�»�Þ�«�†�§�Ï�î�º�M�•�©�Õ�î�©
�[�c�
�r�S�c�Ñ�G(
�V  VLAN �†0¿���K�Z�8�•��
�œ�_�c�
�Ñ�G�©�«�¸�Ò  ID �†�¹�•�­�î�È�Ý�_�[�A
�r�O�‡>& /² 17-4>&P.17-7>' �†�g!·>' ��

�«�̧ �µ�É 2 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 3 Switch# show spanning-tree vlan  vlan_ID  0¿���†&�1��K�r�M��
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STP �b0¿��
�Ý�î�º  �È�Ü�µ�ª�b0¿��

Catalyst 4000 �Ç�“�Ñ�Ü  �«�–�µ�³�c�
�«�–�µ�³�V�_0¿���I�€�S�”�¡�¸�•�È�^  VLAN �H�\�_�«�Ã�½�å�¢�¶
�Ü�î�b�–�å�«�±�å�«�†)T�â�K�r�M���›�–�å�«�±�å�«�_�c�
�È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•�>�|�g�È�Ü�µ�ª�b  
MAC �”�»�Þ�«�[�S�B�I�€�•�È�Ü�µ�ª  ID �@�P�Â�Ü�E�}�€�r�M�� VLAN �H�\�_�
�q�`�b�È�Ü�µ�ª  ID �†
�â�X�«�–�µ�³�@�
�Q�b  VLAN �b�Ý�î�º  �È�Ü�µ�ª�\�K�Z4E���I�€�r�M���È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•�@�š�f
�I�€�•�\�
�–�_�È�Ü�µ�ª  ID �v�š�ì�K�r�M���G�b)��Ý�
 VLAN �b�Ý�î�º  �È�Ü�µ�ª�@
Ì0£'ì�I�€�r�M��

�æ���I�€�S  VLAN �b�Ý�î�º  �È�Ü�µ�ª�_�^�•�|�:�_�«�–�µ�³�†0¿���M�•�_�c�
 spanning-tree vlan 
vlan-ID root �¥�Ð�å�»�†
°�Š�K�Z�
�È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•�†�¹�Ç�›�Ý�º�Í>& 32,768>'�?�}8��–�_�`�I
�^�Í�l�\�š�f�K�r�M���æ���I�€�S  VLAN �b�È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•�_0¿���M�•  8192 �c�
�G�b�Í�_
�|�W�Z�«�–�µ�³�@  VLAN �b�Ý�î�º�_�^�•���œ�_�Q#Ý�K�r�M�� VLAN �b�È�Ü�µ�ª�b�É�Û�–�œ�Ü�¸�•�@  
8192 �|�~�v�*�8���œ�
�«�–�µ�³�c�q�v�*�8�È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•�|�~  1 �`�I�8�X�Í�†�É�Û�–�œ�Ü
�¸�•�_0¿���K�r�M��

�S�\�<�d�
�¿�µ�º�á�î�¡�b�M�m�Z�b�«�–�µ�³�@�
 VLAN 100 �b�È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•�_�¹�Ç�›�Ý�º
�Í�b  32,768 �†0¿���K�Z�8�•�\�ì���K�r�M�� �«�–�µ�³�_  spanning-tree vlan 100 root primary �¥�Ð�å�»
�†�æ���M�•�\�
 VLAN 100 �b�È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•�@  8192 �_0¿���I�€�•�S�u�
�G�b�«�–�µ�³�c  
VLAN 100 �b�Ý�î�º  �È�Ü�µ�ª�_�^�~�r�M��

>&�@>' �«�Ã�½�å�¢�¶�Ü�î�b�›�–�å�«�±�å�«�b�Ý�î�º  �È�Ü�µ�ª�c�
�Â�µ�¡�Î�î�å  �«�–�µ�³�r�S�c�¹�•�«�º�Ü
�Å�×�î�©�Ù�å  �«�–�µ�³�[�6�•�²0[�@�6�~�r�M���”�¡�­�«  �«�–�µ�³�†�«�Ã�½�å�¢�¶�Ü�î�b�É�Û�–�Ð�Ü  
�Ý�î�º�\�K�Z0¿���K�^�8�[�C�T�I�8��

�Þ�–�Ö  2 �¿�µ�º�á�î�¡�b%$�„>&�¿�µ�º�á�î�¡�V�b�õ�–�b  2 �X�b�š�å�»  �«�¸�î�©�Ù�å6ë�_�>�E�•�q�±�È
�Ü�µ�ª  �Í�µ�É  �•�˜�å�º>'�†�æ���M�•�_�c�
 diameter �Ÿ�î�á�î�»�†�æ���K�r�M���¿�µ�º�á�î�¡�b%$�„�†
�æ���M�•�\�
�«�–�µ�³�c+¬�·$×�_�q4:�^  hello �±�–�Ò�
3?3æ4����ì6ë�
�Q�b%$�„�b�¿�µ�º�á�î�¡�b�q�±
�š�î�ª�å�¢  �±�–�Ò�†�Æ�µ�¡�”�µ�É�K�r�M���G�€�_�|�W�Z�
�«�Ã�½�å�¢�¶�Ü�î�b�¥�å�Â�î�ª�™�å�«�ì6ë
�@�±�œ�_%·)°�I�€�r�M��

hello-time �Ÿ�î�á�î�»�†�Q#Ý�K�Z�
+¬�·$×�_0£'ì�I�€�•  hello �±�–�Ò�†�V�i�A�[�A�r�M��

>&�@>' �«�–�µ�³�†�Ý�î�º  �È�Ü�µ�ª�\�K�Z0¿���K�S�6�\�[�
 hello �±�–�Ò�
3?3æ4����ì6ë�
�>�|�g�q�±�š�î�ª�å
�¢  �±�–�Ò�†�m�·�[0¿���K�^�8�[�C�T�I�8��

�«�–�µ�³�†�Ý�î�º  �«�–�µ�³�\�K�Z0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�«�–�µ�³�†  VLAN 10 �b�Ý�î�º  �È�Ü�µ�ª�\�K�Z0¿���K�
�¿�µ�º�á�î�¡%$�„�†  4 �_0¿���M�•�[�†&g
�K�r�M��

Switch# configure terminal  
Switch(config)# spanning-tree vlan 10 root primary diameter 4  
Switch(config)# end  
Switch#

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# [ no] spanning-tree vlan  vlan_ID  
root primary  [ diameter  hops  [ hello-time  seconds ]] 

�«�–�µ�³�†�Ý�î�º  �È�Ü�µ�ª�\�K�Z0¿���K�r�M��

�¹�Ç�›�Ý�º�b0¿���_�`�M�_�c�
 no �Ÿ�î�á�î�»�†�Q#Ý�K
�r�M��

�«�̧ �µ�É 2 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��
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���_�
�«�–�µ�³�@�«�Ã�½�å�¢�¶�Ü�î  �Ý�î�º�_�^�W�S�\�A�_0¿���@�š�ƒ�•�[�†&g�K�r�M�����_&g�M�b�c�

�«�–�µ�³�@  VLAN 1 �b�Ý�î�º�_�^�•�S�b0¿���[�M��

Switch# show spanning-tree vlan 1

VLAN1 is executing the ieee compatible Spanning Tree protocol
  Bridge Identifier has priority 32768, address 0030.94fc.0a00
  Configured hello time 2, max age 20, forward delay 15
  Current root has priority 32768, address 0001.6445.4400
  Root port is 323 (FastEthernet6/3), cost of root path is 19
  Topology change flag not set, detected flag not set
  Number of topology changes 2 last change occurred 00:02:19 ago
          from FastEthernet6/1
  Times: hold 1, topology change 35, notification 2
          hello 2, max age 20, forward delay 15
  Timers:hello 0, topology change 0, notification 0, aging 300

 Port 323 (FastEthernet6/3) of VLAN1 is forwarding
   Port path cost 19, Port priority 128, Port Identifier 129.67.
   Designated root has priority 32768, address 0001.6445.4400
   Designated bridge has priority 32768, address 0001.6445.4400
   Designated port id is 129.67, designated path cost 0
   Timers:message age 2, forward delay 0, hold 0
   Number of transitions to forwarding state:1
   BPDU:sent 3, received 91

 Port 324 (FastEthernet6/4) of VLAN1 is blocking
   Port path cost 19, Port priority 128, Port Identifier 129.68.
   Designated root has priority 32768, address 0001.6445.4400
   Designated bridge has priority 32768, address 0001.6445.4400
   Designated port id is 129.68, designated path cost 0
   Timers:message age 2, forward delay 0, hold 0
   Number of transitions to forwarding state:0
   BPDU:sent 1, received 89

�«�–�µ�³�†�Ý�î�º�\�K�Z0¿���K�r�M��

Switch# configure terminal  
Switch(config)# spanning-tree vlan 1 root primary 
Switch(config)# spanning-tree vlan 1 root primary
 VLAN 1 bridge priority set to 8192
 VLAN 1 bridge max aging time unchanged at 20
 VLAN 1 bridge hello time unchanged at 2
 VLAN 1 bridge forward delay unchanged at 15
Switch(config)#  end

���_&g�M�b�c�
�«�–�µ�³�@�Ý�î�º�_�^�W�S�6�\�b0¿���[�M��

Switch#  show spanning-tree vlan 1

VLAN1 is executing the ieee compatible Spanning Tree protocol
  Bridge Identifier has priority 8192, address 0030.94fc.0a00
  Configured hello time 2, max age 20, forward delay 15
  We are the root of the spanning tree
  Topology change flag set, detected flag set
  Number of topology changes 3 last change occurred 00:00:09 ago
  Times: hold 1, topology change 35, notification 2
          hello 2, max age 20, forward delay 15
  Timers:hello 0, topology change 25, notification 0, aging 15

Port 323 (FastEthernet6/3) of VLAN1 is forwarding
   Port path cost 19, Port priority 128, Port Identifier 129.67.
   Designated root has priority 8192, address 0030.94fc.0a00
   Designated bridge has priority 8192, address 0030.94fc.0a00
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   Designated port id is 129.67, designated path cost 0
   Timers:message age 0, forward delay 0, hold 0
   Number of transitions to forwarding state:1
   BPDU:sent 9, received 105

 Port 324 (FastEthernet6/4) of VLAN1 is listening
   Port path cost 19, Port priority 128, Port Identifier 129.68.
   Designated root has priority 8192, address 0030.94fc.0a00
   Designated bridge has priority 8192, address 0030.94fc.0a00
   Designated port id is 129.68, designated path cost 0
   Timers:message age 0, forward delay 5, hold 0
   Number of transitions to forwarding state:0
   BPDU:sent 6, received 102

Switch#

>&�@>' �È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•�@  8192 �_0¿���I�€�S�S�u�
�G�b�«�–�µ�³�@�«�Ã�½�å�¢�¶�Ü�î�b�Ý�î�º�_�^�~
�r�M��

�­�•�å�²�Ü  �Ý�î�º  �«�–�µ�³�b0¿��

�«�–�µ�³�†�­�•�å�²�Ü  �Ý�î�º�\�K�Z0¿���M�•�\�
�«�Ã�½�å�¢�¶�Ü�î  �È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•�c�¹�Ç�›
�Ý�º�Í>& 32,768>'�?�}  16,384 �_�š�f�I�€�r�M���Q�b)��Ý�
�É�Û�–�Ð�Ü  �Ý�î�º  �È�Ü�µ�ª�@�>7€�K�S���œ
�_>&�¿�µ�º�á�î�¡�V�b�Ú�b�«�–�µ�³�@�¹�Ç�›�Ý�º�b�È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•  32,768 �†�Q#Ý�K�Z�8�•�G
�\�@�S�f>' �
�Q�b�«�–�µ�³�@�æ���I�€�S  VLAN �b�Ý�î�º  �È�Ü�µ�ª�_�^�•�•+��ö�@9×�C�^�~�r�M��

�G�b�¥�Ð�å�»�†0
�X�b�«�–�µ�³�_�P�K�Z��/œ�K�
0
�X�b�Â�µ�¡�”�µ�É  �Ý�î�º  �«�–�µ�³�†0¿���[�A�r�M��
�É�Û�–�Ð�Ü  �Ý�î�º  �«�–�µ�³�†0¿���M�•�\�A�_�Q#Ý�K�S�v�b�\� �L�¿�µ�º�á�î�¡%$�„�>�|�g  hello �±�–
�Ò�†�Q#Ý�K�Z�C�T�I�8��

>&�@>' �«�–�µ�³�†�Ý�î�º  �È�Ü�µ�ª�\�K�Z0¿���K�S�6�\�[�
 hello �±�–�Ò�
3?3æ4����ì6ë�
�>�|�g�q�±�š�î�ª�å
�¢  �±�–�Ò�†�m�·�[0¿���K�^�8�[�C�T�I�8��

�«�–�µ�³�†�­�•�å�²�Ü  �Ý�î�º  �«�–�µ�³�\�K�Z0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�«�–�µ�³�†  VLAN 10 �b�­�•�å�²�Ü  �Ý�î�º  �«�–�µ�³�\�K�Z0¿���K�
�¿�µ�º�á�î�¡%$�„�†  4 �_0¿
���M�•�[�†&g�K�r�M��

Switch# configure terminal  
Switch(config)# spanning-tree vlan 10 root secondary diameter 4  
VLAN 10 bridge priority set to 16384
 VLAN 10 bridge max aging time set to 14
 VLAN 10 bridge hello time unchanged at 2
 VLAN 10 bridge forward delay set to 10
Switch(config)# end  
Switch#

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# [ no] spanning-tree vlan  vlan_ID  
root secondary  [ diameter  hops  [ hello-time  
seconds ]] 

�«�–�µ�³�†�­�•�å�²�Ü  �Ý�î�º  �«�–�µ�³�\�K�Z0¿���K�r
�M��

�¹�Ç�›�Ý�º�b0¿���_�`�M�_�c  no �Ÿ�î�á�î�»�†�Q#Ý�K�r
�M��

�«�̧ �µ�É 2 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��
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���_�
 VLAN 1 �b0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# sh spanning-tree vlan 1

VLAN0001
  Spanning tree enabled protocol ieee
  Root ID    Priority    32768
             Address     0003.6b10.e800
             This bridge is the root
             Hello Time   2 sec  Max Age 20 sec  Forward Delay 15 sec

  Bridge ID  Priority    32768
             Address     0003.6b10.e800
             Hello Time   2 sec  Max Age 20 sec  Forward Delay 15 sec
             Aging Time 300

Interface        Role Sts Cost      Prio.Nbr Status
---------------- ---- --- --------- -------- --------------------------------
Fa3/1            Desg FWD 19        128.129  P2p 
Fa3/2            Desg FWD 19        128.130  P2p 
Fa3/48           Desg FWD 19        128.176  Edge P2p 

Switch#

STP �Ï�î�º  �É�Û�–�œ�Ü�¸�•�b0¿��

�Ý�î�É�@$Î#Õ�K�S7•�
�«�Ã�½�å�¢�¶�Ü�î�c�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_&ã/œ�M�•�–�å�±�î�Ç�™�–�«�†
4E�¥�M�•���œ�_�Ï�î�º  �É�Û�–�œ�Ü�¸�•�†*ƒ�Ö�K�r�M���«�Ã�½�å�¢�¶�Ü�î�[�q�6�_4E�¥�M�•�–�å�±�î
�Ç�™�–�«�_9×�8�É�Û�–�œ�Ü�¸�•�Í�†�
�q�‹�_4E�¥�M�•�–�å�±�î�Ç�™�–�«�_�*�8�É�Û�–�œ�Ü�¸�•�Í�†�m�~
�\�Z�•�G�\�@�[�A�r�M���M�m�Z�b�–�å�±�î�Ç�™�–�«�@� �L�É�Û�–�œ�Ü�¸�•�Í�†�Q#Ý�K�Z�8�•���œ�
�«�Ã
�½�å�¢�¶�Ü�î�c�–�å�±�î�Ç�™�–�«$��•�@�q�v�`�I�8�–�å�±�î�Ç�™�–�«�†�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_
�K�Z�
�g�~�b�–�å�±�î�Ç�™�–�«�†�È�ß�µ�¡�K�r�M���æ���[�A�•�É�Û�–�œ�Ü�¸�•�b(
�V�c  0 >|  240 �[�

16 �N�X�Q�(�K�Z0¿���[�A�r�M>&�¹�Ç�›�Ý�º�c  128>'��

>&�@>' Cisco IOS �¯�Ç�º�˜�™�”�c�
 �–�å�±�î�Ç�™�–�«�@�”�¡�­�«  �Ï�î�º�\�K�Z0¿���I�€�Z�8�•���œ�_�c�Ï�î�º  
�É�Û�–�œ�Ü�¸�•�Í�†�Q#Ý�K�
�–�å�±�î�Ç�™�–�«�@�º�Û�å�¡  �Ï�î�º�\�K�Z0¿���I�€�Z�8�•���œ�_�c  
VLAN �Ï�î�º  �É�Û�–�œ�Ü�¸�•�Í�†�Q#Ý�K�r�M��

�–�å�±�î�Ç�™�–�«�b�«�Ã�½�å�¢�¶�Ü�î  �Ï�î�º  �É�Û�–�œ�Ü�¸�•�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# interface  {{ fastethernet  | 
gigabitethernet | tengigabitethernet } slot / port } 
| { port-channel port_channel_number }

0¿���M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�̧ �µ�É 2 Switch(config-if)# [ no] spanning-tree 
port-priority port_priority  

�–�å�±�î�Ç�™�–�«�b�Ï�î�º  �É�Û�–�œ�Ü�¸�•�†0¿���K�r
�M���æ���[�A�•  port_priority �Í�b(
�V�c  0 >|  240 �[�

16 �N�X�Q�(�[�A�r�M��

�¹�Ç�›�Ý�º�b0¿���_�`�M�_�c�
 no �Ÿ�î�á�î�»�†�Q#Ý�K
�r�M��
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���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�«�Ã�½�å�¢�¶�Ü�î  �Ï�î�º  �É�Û�–�œ�Ü�¸�•�†0¿���M�•
�[�†&g�K�r�M��

Switch# configure terminal  
Switch(config)# interface fastethernet 5/8  
Switch(config-if)# spanning-tree port-priority 100  
Switch(config-if)# end  
Switch#

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�†�”�¡�­�«  �Ï�î�º�\�K�Z0¿���K�S���œ�b�
0¿���†&�1�
�M�•�[�†&g�K�r�M��

Switch# show spanning-tree interface fastethernet 3/1

Vlan             Role Sts Cost      Prio.Nbr Status
---------------- ---- --- --------- -------- --------------------------------
VLAN0001         Desg FWD 19        128.129  P2p 
VLAN1002         Desg FWD 19        128.129  P2p 
VLAN1003         Desg FWD 19        128.129  P2p 
VLAN1004         Desg FWD 19        128.129  P2p 
VLAN1005         Desg FWD 19        128.129  P2p 
Switch#

���_�
�–�å�±�î�Ç�™�–�«�†�”�¡�­�«  �Ï�î�º�\�K�Z0¿���K�S���œ�b�
�–�å�±�î�Ç�™�–�«�b0¿���b0ò(ý�†
/²&g�M�•�[�†&g�K�r�M��

Switch# show spanning-tree interface fastethernet 3/1 detail
Port 129 (FastEthernet3/1) of VLAN0001 is forwarding 
   Port path cost 19, Port priority 128, Port Identifier 128.129.
   Designated root has priority 32768, address 0003.6b10.e800
   Designated bridge has priority 32768, address 0003.6b10.e800
   Designated port id is 128.129, designated path cost 0
   Timers:message age 0, forward delay 0, hold 0
   Number of transitions to forwarding state:1
   Link type is point-to-point by default
   BPDU:sent 187, received 1

 Port 129 (FastEthernet3/1) of VLAN1002 is forwarding 
   Port path cost 19, Port priority 128, Port Identifier 128.129.
   Designated root has priority 32768, address 0003.6b10.ebe9
   Designated bridge has priority 32768, address 0003.6b10.ebe9
   Designated port id is 128.129, designated path cost 0
   Timers:message age 0, forward delay 0, hold 0
   Number of transitions to forwarding state:1
   Link type is point-to-point by default
   BPDU:sent 94, received 2

 Port 129 (FastEthernet3/1) of VLAN1003 is forwarding 
   Port path cost 19, Port priority 128, Port Identifier 128.129.

�«�̧ �µ�É 3 Switch(config-if)# [ no] spanning-tree vlan  
vlan_ID port-priority  port_priority  

�–�å�±�î�Ç�™�–�«�b  VLAN �Ï�î�º  �É�Û�–�œ�Ü�¸�•�†0¿
���K�r�M�� �æ���[�A�•  port_priority �Í�b(
�V�c  0 >|  240 
�[�
 16 �N�X�Q�(�[�A�r�M��

�¹�Ç�›�Ý�º�b0¿���_�`�M�_�c�
 no �Ÿ�î�á�î�»�†�Q#Ý�K
�r�M��

�«�̧ �µ�É 4 Switch(config-if)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 5 Switch# show spanning-tree  interface  
{{ fastethernet  | gigabitethernet } slot / port } | 
{ port-channel  port_channel_number }
show spanning-tree  vlan  vlan_ID  

0¿���†&�1��K�r�M��

�¥�Ð�å�» % $×
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   Designated root has priority 32768, address 0003.6b10.ebea
   Designated bridge has priority 32768, address 0003.6b10.ebea
   Designated port id is 128.129, designated path cost 0
   Timers:message age 0, forward delay 0, hold 0
   Number of transitions to forwarding state:1
   Link type is point-to-point by default
   BPDU:sent 94, received 2

 Port 129 (FastEthernet3/1) of VLAN1004 is forwarding 
   Port path cost 19, Port priority 128, Port Identifier 128.129.
   Designated root has priority 32768, address 0003.6b10.ebeb
   Designated bridge has priority 32768, address 0003.6b10.ebeb
   Designated port id is 128.129, designated path cost 0
   Timers:message age 0, forward delay 0, hold 0
   Number of transitions to forwarding state:1
   Link type is point-to-point by default
   BPDU:sent 95, received 2

 Port 129 (FastEthernet3/1) of VLAN1005 is forwarding 
   Port path cost 19, Port priority 128, Port Identifier 128.129.
   Designated root has priority 32768, address 0003.6b10.ebec
   Designated bridge has priority 32768, address 0003.6b10.ebec
   Designated port id is 128.129, designated path cost 0
   Timers:message age 0, forward delay 0, hold 0
   Number of transitions to forwarding state:1
   Link type is point-to-point by default
   BPDU:sent 95, received 2
Switch# 

>&�@>' show spanning-tree port-priority �¥�Ð�å�»�c�
�Ü�å�¡�@�”�¡�¸�•�È�_�^�W�Z�8�•�Ï�î�º�b�_���T�E�†
/²&g�K�r�M���Ü�å�¡�@�”�¡�¸�•�È�^�Ï�î�º�@�^�8���œ�c�
 show running-config interface �¥�Ð�å�»�†
�Q#Ý�K�Z0¿���†&�1��K�Z�C�T�I�8��

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�«�Ã�½�å�¢�¶�Ü�î  VLAN �Ï�î�º  �É�Û�–�œ�Ü�¸�•�†
0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal  
Switch(config)# interface fastethernet 5/8  
Switch(config-if)# spanning-tree vlan 200 port-priority 64  
Switch(config-if)# end  
Switch#

���_�
�–�å�±�î�Ç�™�–�«�b  VLAN 200 �†�º�Û�å�¡  �Ï�î�º�\�K�Z0¿���K�S���œ�b0¿���†&�1��M�•�[�†&g
�K�r�M��

Switch# show spanning-tree vlan 200  
<...output truncated...>

Port 264 (FastEthernet5/8) of VLAN200 is forwarding
Port path cost 19, Port priority 64, Port Identifier 129.8.
   Designated root has priority 32768, address 0010.0d40.34c7
   Designated bridge has priority 32768, address 0010.0d40.34c7
   Designated port id is 128.1, designated path cost 0
   Timers: message age 2, forward delay 0, hold 0
   Number of transitions to forwarding state: 1
   BPDU: sent 0, received 13513

<...output truncated...>
Switch#
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STP �b0¿��
STP �Ï�î�º  �¥�«�º�b0¿��

�«�Ã�½�å�¢�¶�Ü�î  �Ï�î�º  �Ã�«  �¥�«�º�b�¹�Ç�›�Ý�º�Í�_�c�
�–�å�±�î�Ç�™�–�«  �Ó�¹�•�”3ÿ�Ø�b�Í�@�Q#Ý
�I�€�r�M���Ý�î�É�@$Î#Õ�K�S���œ�
�«�Ã�½�å�¢�¶�Ü�î�c�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_&ã/œ�M�•�–�å
�±�î�Ç�™�–�«�†4E�¥�M�•7•�_�Ï�î�º  �¥�«�º�†*ƒ�Ö�K�r�M���«�Ã�½�å�¢�¶�Ü�î�[�q�6�_4E�¥�M�•�–�å
�±�î�Ç�™�–�«�_�*�8�¥�«�º�Í�†�
�q�‹�_4E�¥�M�•�–�å�±�î�Ç�™�–�«�_9×�8�¥�«�º�Í�†�m�~�\�Z�•�G�\�@
�[�A�r�M���M�m�Z�b�–�å�±�î�Ç�™�–�«�@� �L�¥�«�º�Í�†�Q#Ý�K�Z�8�•���œ�
�«�Ã�½�å�¢�¶�Ü�î�c�
�–�å
�±�î�Ç�™�–�«$��•�@�q�v�`�I�8�–�å�±�î�Ç�™�–�«�†�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_�K�Z�
�g�~�b�–�å
�±�î�Ç�™�–�«�†�È�ß�µ�¡�K�r�M���æ���[�A�•�¥�«�º�b(
�V�c�
 1 >|  200,000,000 �[�M>&�¹�Ç�›�Ý�º�c�

�Ó�¹�•�”�_�|�W�Z$��^�~�r�M>' ��

�«�Ã�½�å�¢�¶�Ü�î�c�–�å�±�î�Ç�™�–�«�@�”�¡�­�«  �Ï�î�º�\�K�Z0¿���I�€�Z�8�•���œ�_�c�Ï�î�º  �¥�«�º
�Í�†�Q#Ý�K�
�–�å�±�î�Ç�™�–�«�@�º�Û�å�¡  �Ï�î�º�\�K�Z0¿���I�€�Z�8�•���œ�_�c  VLAN �Ï�î�º  �¥�«�º
�Í�†�Q#Ý�K�r�M��

�–�å�±�î�Ç�™�–�«�b�«�Ã�½�å�¢�¶�Ü�î  �Ï�î�º  �¥�«�º�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�«�Ã�½�å�¢�¶�Ü�î  �Ï�î�º  �¥�«�º�†�š�f�M�•�[�†&g�K
�r�M��

Switch# configure terminal  
Switch(config)# interface fastethernet 5/8  
Switch(config-if)# spanning-tree cost 18  
Switch(config-if)# end  
Switch#

���_�
�–�å�±�î�Ç�™�–�«�†�”�¡�­�«  �Ï�î�º�\�K�Z0¿���K�S���œ�b0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# show spanning-tree interface fastethernet 5/8  
 Port 264 (FastEthernet5/8) of VLAN200 is forwarding
   Port path cost 18, Port priority 100, Port Identifier 129.8.
   Designated root has priority 32768, address 0010.0d40.34c7
   Designated bridge has priority 32768, address 0010.0d40.34c7
   Designated port id is 128.1, designated path cost 0
   Timers: message age 2, forward delay 0, hold 0
   Number of transitions to forwarding state: 1
   BPDU: sent 0, received 13513

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# interface  {{ fastethernet  | 
gigabitethernet | tengigabitethernet } slot / port } 
| { port-channel port_channel_number }

0¿���M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�̧ �µ�É 2 Switch(config-if)# [ no] spanning-tree cost  
port_cost  

�–�å�±�î�Ç�™�–�«�b�Ï�î�º  �¥�«�º�†0¿���K�r�M��
port_cost �Í�c�
 1 >|  200,000,000 �b(
�V�[�æ���K�r�M��

�¹�Ç�›�Ý�º�b0¿���_�`�M�_�c�
 no �Ÿ�î�á�î�»�†�Q#Ý�K
�r�M��

�«�̧ �µ�É 3 Switch(config-if)# [ no] spanning-tree vlan  
vlan_ID  cost  port_cost  

�–�å�±�î�Ç�™�–�«�b  VLAN �Ï�î�º  �¥�«�º�†0¿���K�r�M��
port_cost �Í�c�
 1 >|  200,000,000 �b(
�V�[�æ���K�r�M��

�¹�Ç�›�Ý�º�b0¿���_�`�M�_�c�
 no �Ÿ�î�á�î�»�†�Q#Ý�K
�r�M��

�«�̧ �µ�É 4 Switch(config-if)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 5 Switch# show spanning-tree  interface  
{{ fastethernet  | gigabitethernet } slot / port } | 
{ port-channel  port_channel_number } 
show spanning-tree vlan  vlan_ID  

0¿���†&�1��K�r�M��
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STP �b0¿��
Switch#

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�«�Ã�½�å�¢�¶�Ü�î  VLAN �Ï�î�º  �¥�«�º�†0¿���M�•
�[�†&g�K�r�M��

Switch# configure terminal  
Switch(config)# interface fastethernet 5/8  
Switch(config-if)# spanning-tree vlan 200 cost 17  
Switch(config-if)# end  
Switch#

���_�
�–�å�±�î�Ç�™�–�«�b  VLAN 200 �†�º�Û�å�¡  �Ï�î�º�\�K�Z0¿���K�S���œ�b0¿���†&�1��M�•�[�†&g
�K�r�M��

Switch# show spanning-tree vlan 200  
<...output truncated...>
Port 264 (FastEthernet5/8) of VLAN200 is forwarding
Port path cost 17, Port priority 64, Port Identifier 129.8.
   Designated root has priority 32768, address 0010.0d40.34c7
   Designated bridge has priority 32768, address 0010.0d40.34c7
   Designated port id is 128.1, designated path cost 0
   Timers: message age 2, forward delay 0, hold 0
   Number of transitions to forwarding state: 1
   BPDU: sent 0, received 13513

<...output truncated...>
Switch#

>&�@>' show spanning-tree �¥�Ð�å�»�c�
�Ü�å�¡�@�”�¡�¸�•�È�_�^�W�Z�8�•>&�¢�Ü�î�å�_!l!I>'�Ï�î�º�b�_��
�T�E�†/²&g�K�r�M���Ü�å�¡�@�”�¡�¸�•�È�^�Ï�î�º�@�^�8���œ�c�
 show running-config �¥�Ð�å�»�†�Q#Ý
�K�Z0¿���†&�1��K�Z�C�T�I�8��

VLAN �b�È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•�b0¿��

>&�@>' VLAN �b�È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•�†0¿���M�•���œ�c�
�@�–�@�²0[�[�M���È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•�†�š
�f�M�•�_�c�
3û�–�b���œ�
 spanning-tree vlan vlan_ID root primary  �¥�Ð�å�»�>�|�g  spanning-tree 
vlan vlan_ID root secondary �¥�Ð�å�»�b�Q#Ý�†�N�á�K�r�M��

VLAN �b�«�Ã�½�å�¢�¶�Ü�î  �È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 VLAN 200 �b�È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•�†  33,792 �_0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal  
Switch(config)# spanning-tree vlan 200 priority 33792  

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# [ no] spanning-tree vlan  vlan_ID 
priority  bridge_priority  

VLAN �b�È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•�†0¿���K�r�M��
bridge_priority �Í�c�
 1 >|  65,534 �b(
�V�[�æ���K�r�M��

�¹�Ç�›�Ý�º�b0¿���_�`�M�_�c�
 no �Ÿ�î�á�î�»�†�Q#Ý�K
�r�M��

�«�̧ �µ�É 2 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 3 Switch# show spanning-tree  vlan vlan_ID  bridge 
[ brief ]

0¿���†&�1��K�r�M��
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STP �b0¿��
Switch(config)# end  
Switch#

���_�
0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# show spanning-tree vlan 200 bridge brief
                                      Hello Max  Fwd
Vlan                   Bridge ID      Time  Age Delay  Protocol
---------------- -------------------- ---- ---- -----  --------
VLAN200          33792 0050.3e8d.64c8    2   20    15  ieee
Switch# 

hello �±�–�Ò�b0¿��

>&�@>' hello �±�–�Ò�†0¿���M�•���œ�c�
�@�–�@�²0[�[�M�� hello �±�–�Ò�†�š�f�M�•�_�c�
3û�–�b���œ  
spanning-tree vlan vlan_ID root primary  �¥�Ð�å�»�>�|�g  spanning-tree vlan vlan_ID root secondary 
�¥�Ð�å�»�b�Q#Ý�†�N�á�K�r�M��

VLAN �b�«�Ã�½�å�¢�¶�Ü�î  hello �±�–�Ò�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 VLAN 200 �b  hello �±�–�Ò�†  7 &Ê�_0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal  
Switch(config)# spanning-tree vlan 200 hello-time 7  
Switch(config)# end  
Switch#

���_�
0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# show spanning-tree vlan 200 bridge brief
                                      Hello Max  Fwd
Vlan                   Bridge ID      Time  Age Delay  Protocol
---------------- -------------------- ---- ---- -----  --------
VLAN200          49152 0050.3e8d.64c8    7   20    15  ieee
Switch# 

VLAN �b�q�±�š�î�ª�å�¢  �±�–�Ò�b0¿��

>&�@>' �š�î�ª�å�¢  �±�–�Ò�†0¿���M�•���œ�c�
�@�–�@�²0[�[�M���q�±�š�î�ª�å�¢  �±�–�Ò�†�š�f�M�•�_�c�
3û�–
�b���œ�
 spanning-tree vlan vlan_ID root primary  �¥�Ð�å�»�>�|�g  spanning-tree vlan vlan_ID root 
secondary �¥�Ð�å�»�b�Q#Ý�†�N�á�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# [ no] spanning-tree vlan  vlan_ID 
hello-time  hello_time  

VLAN �b  hello �±�–�Ò�†0¿���K�r�M�� hello_time �Í�c�

1 >|  10 &Ê�b(
�V�[�æ���K�r�M��

�¹�Ç�›�Ý�º�b0¿���_�`�M�_�c�
 no �Ÿ�î�á�î�»�†�Q#Ý�K
�r�M��

�«�̧ �µ�É 2 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 3 Switch# show spanning-tree  vlan  vlan_ID  bridge 
[ brief ]

0¿���†&�1��K�r�M��
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STP �b0¿��
VLAN �b�«�Ã�½�å�¢�¶�Ü�î�q�±�š�î�ª�å�¢  �±�–�Ò�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 VLAN 200 �b�q�±�š�î�ª�å�¢  �±�–�Ò�†  36 &Ê�_0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal  
Switch(config)# spanning-tree vlan 200 max-age 36  
Switch(config)# end  
Switch#

���_�
0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# show spanning-tree vlan 200 bridge brief
                                      Hello Max  Fwd
Vlan                   Bridge ID      Time  Age Delay  Protocol
---------------- -------------------- ---- ---- -----  --------
VLAN200          49152 0050.3e8d.64c8    2   36    15  ieee
Switch#

VLAN �b3?3æ4����ì6ë�b0¿��

>&�@>' 3?3æ4����ì6ë�†0¿���M�•���œ�c�
�@�–�@�²0[�[�M��3?3æ4����ì6ë�†�š�f�M�•�_�c�
3û�–�b���œ�

spanning-tree vlan vlan_ID root primary  �¥�Ð�å�»�>�|�g  spanning-tree vlan vlan_ID root secondary 
�¥�Ð�å�»�b�Q#Ý�†�N�á�K�r�M��

VLAN �b�«�Ã�½�å�¢�¶�Ü�î3?3æ4����ì6ë�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 VLAN 200 �b3?3æ4����ì6ë�†  21 &Ê�_0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal  
Switch(config)# spanning-tree vlan 200 forward-time 21  
Switch(config)# end  
Switch#

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# [ no] spanning-tree vlan  vlan_ID 
max-age max_age 

VLAN �b�q�±�š�î�ª�å�¢  �±�–�Ò�†0¿���K�r�M��
max_age �Í�c�
 6 >|  40 &Ê�b(
�V�[�æ���K�r�M��

�¹�Ç�›�Ý�º�b0¿���_�`�M�_�c�
 no �Ÿ�î�á�î�»�†�Q#Ý�K
�r�M��

�«�̧ �µ�É 2 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 3 Switch# show spanning-tree  vlan  vlan_ID  bridge  
[ brief ] 

0¿���†&�1��K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# [ no] spanning-tree vlan  vlan_ID 
forward-time  forward_time  

VLAN �b3?3æ�ì6ë�†0¿���K�r�M�� forward_time �Í�c�
 4 
>|  30 &Ê�b(
�V�[�æ���K�r�M��

�¹�Ç�›�Ý�º�b0¿���_�`�M�_�c�
 no �Ÿ�î�á�î�»�†�Q#Ý�K
�r�M��

�«�̧ �µ�É 2 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 3 Switch# show spanning-tree  vlan  vlan_ID  bridge 
[ brief ]

0¿���†&�1��K�r�M��
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STP �b0¿��
���_�
0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# show spanning-tree vlan 200 bridge brief
                                      Hello Max  Fwd
Vlan                   Bridge ID      Time  Age Delay  Protocol
---------------- -------------------- ---- ---- -----  --------
VLAN200          49152 0050.3e8d.64c8    2   20    21  ieee
Switch#

���_�
�È�Ü�µ�ª�b�«�Ã�½�å�¢�¶�Ü�î�_���†/²&g�M�•�[�†&g�K�r�M��

Switch# show spanning-tree bridge

                                                   Hello  Max  Fwd
Vlan                         Bridge ID              Time  Age  Dly  Protocol
---------------- --------------------------------- -----  ---  ---  --------
VLAN200               49152 0050.3e8d.64c8           2    20   15  ieee        
VLAN202               49152 0050.3e8d.64c9           2    20   15  ieee        
VLAN203               49152 0050.3e8d.64ca           2    20   15  ieee        
VLAN204               49152 0050.3e8d.64cb           2    20   15  ieee        
VLAN205               49152 0050.3e8d.64cc           2    20   15  ieee        
VLAN206               49152 0050.3e8d.64cd           2    20   15  ieee        
Switch# 

STP �b�¹�•�­�î�È�Ý�ì

VLAN �"�)�[�«�Ã�½�å�¢�¶�Ü�î�†�¹�•�­�î�È�Ý�_�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 VLAN 200 �V�[�«�Ã�½�å�¢�¶�Ü�î�†�¹�•�­�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch# configure terminal  
Switch(config)# no spanning-tree vlan 200  
Switch(config)# end  
Switch#

���_�
0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# show spanning-tree vlan 200  
Spanning tree instance for VLAN 200 does not exist.
Switch#

PVRST+ �b�–�¿�î�È�Ý�ì

PVRST+ �c�
�¤�Ñ�b  PVST+ �Ç�Þ�î�Ò�á�î�¡�†0¿���>�|�g�Ú�b�µ+��\�b%&�«�8#Ý�_�Q#Ý�K�Z�8�r�M���r
�S�
 PVST+ �Ñ�G�µ+��v�M4Š�§�Ï�î�º�K�r�M��

PVRST+ �†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# no spanning-tree vlan  vlan_ID  VLAN �"�)�[�«�Ã�½�å�¢�¶�Ü�î�†�¹�•�­�î�È�Ý�_�K
�r�M��

�«�̧ �µ�É 2 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 3 Switch# show spanning-tree vlan  vlan_ID  �«�Ã�½�å�¢�¶�Ü�î�@�¹�•�­�î�È�Ý�_�^�W�Z�8�•�G�\
�†&�1��K�r�M��
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STP �b0¿��
���_�
 Rapid-PVST+ �†0¿���M�•�[�†&g�K�r�M��

Switch# config t
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# spanning-tree mode rapid-pvst
Switch(config)# int fa 6/4
Switch(config-if)# spanning-tree link-type point-to-point  
Switch(config-if)# end
Switch(config)# end
Switch#
23:55:32:%SYS-5-CONFIG_I:Configured from console by console    
Switch# clear spanning-tree detected-protocols

���_�
0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# show spanning-tree summary totals  
Switch is in rapid-pvst mode
Root bridge for:VLAN0001
Extended system ID           is disabled
Portfast Default             is disabled
PortFast BPDU Guard Default  is disabled
Portfast BPDU Filter Default is disabled
Loopguard Default            is disabled
EtherChannel misconfig guard is enabled
UplinkFast                   is disabled
BackboneFast                 is disabled
Pathcost method used         is short
Name                   Blocking Listening Learning Forwarding STP Active
---------------------- -------- --------- -------- ---------- ----------
1 vlan                       0         0        0          2          2
Switch#

�Ü�å�¡  �±�–�É�b0¿��

9×3ÿ�K)F�c�
�Ï�–�å�º�¶�î�Ï�–�å�º  �Ü�å�¡�V�T�E�_&�'g�I�€�r�M���«�Ã�½�å�¢�¶�Ü�î�c�Ï�–�å�º�¶�î
�Ï�–�å�º  �Ü�å�¡�†�
�«�Ã�½�å�¢�¶�Ü�î  �”�Ý�¦�Ü�¬�Ò�†��/œ�M�•  2 �X�b�«�–�µ�³�T�E�†�K)F�M�•�­�¢�Ó
�å�º�\�K�Z0b�^�K�r�M���«�–�µ�³�c�
�M�m�Z�b
²�§5��Ü�å�¡�†�Ï�–�å�º�¶�î�Ï�–�å�º  �Ü�å�¡�\�K�Z0b
�^�K�
���§5��Ü�å�¡�†
¹�w�Ü�å�¡�\0b�^�M�S�u�
�Â&g$×�^�Ü�å�¡  �±�–�É�b0¿���†�G4J�[�A�r�M��"I��
�b�Ü�å�¡  �±�–�É�†0¿���M�•�_�c�
 spanning-tree linktype �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# [ no] spantree mode rapid-pvst Rapid-PVST+ �†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 2 Switch(config)# interface interface/port �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�)
�~�p�<�r�M��

�«�̧ �µ�É 3 Switch(config)# 
spanning-tree link-type  point-to-point  

�Ï�î�º�b�Ü�å�¡  �±�–�É�†�Ï�–�å�º�¶�î�Ï�–�å�º  �Ô�î�»
�_0¿���K�r�M��

�«�̧ �µ�É 4 Switch(config-if)# exit �–�å�±�î�Ç�™�–�«  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 5 Switch(config)# exit �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 6 Switch(config-if)# clear spantree 
detected-protocols  mod/port

�Ï�î�º�V�b�M�m�Z�b�Þ�ž�©�î  �È�Ü�µ�ª�†�è���K�r�M��

�«�̧ �µ�É 7 Switch# show spanning-tree summary totals Rapid-PVST+ 0¿���†&�1��K�r�M��
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'¨  17 'v       STP �>�|�g  MST �b0¿��
MST �b�+0[
�É�ß�º�¥�Ý&ã/œ�b
Ì2s�·

MSTP �>�|�g  RSTP �b�g�‰�@'�
>�M�•�«�–�µ�³�c�
)��s3¸�s�º�b�É�ß�º�¥�Ý&ã/œ�É�ß�­�«�†�§�Ï�î�º
�K�
�Þ�ž�©�î  802.1D �«�–�µ�³�\�b%&�«4 #Ý�@�•+��\�^�~�r�M���G�b�«�–�µ�³�@�Þ�ž�©�î  802.1D 0¿��  
BPDU>&�É�ß�º�¥�Ý�b�Â�î�ª�Ù�å�@  0 �_0¿���I�€�Z�8�•  BPDU>'�†�w�™�K�S���œ�c�
�Q�b�Ï�î�º�V�[  
802.1D BPDU �T�E�†3æ�™�K�r�M���I�}�_�
 MSTP �«�–�µ�³�@�Þ�ž�©�î  BPDU �†�w�™�M�•���œ�
���b�¦
8o�v�è���K�r�M��

• �Ï�î�º�@�Ü�î�ª�Ù�å�b�C#ú�_�6�•

• $��^�•�Ü�î�ª�Ù�å�_6õ4��Ü�E�}�€�S  MST BPDU>&�Â�î�ª�Ù�å  3>'

• RST BPDU>&�Â�î�ª�Ù�å  2>' 

�S�T�K�
�«�–�µ�³�c�
 802.1D BPDU �†�w�™�K�^�C�^�W�S���œ�[�6�W�Z�v�
+¬�·$×�_  MSTP �Ô�î�»�_�c
�`�~�r�O�‡���G�€�c�
�Þ�ž�©�î  �«�–�µ�³�@�æ���«�–�µ�³�[�^�E�€�d�
�Ü�å�¡�?�}�P7V�I�€�S�?�]�:�?
�†�8�9�[�A�^�8�S�u�[�M���I�}�_�«�–�µ�³�c�
�K)F
›�«�–�µ�³�@�Ü�î�ª�Ù�å�_�•
°�K�S���œ�[�6�W�Z
�v�
�Ï�î�º�_�P�K�Z�,�A)F�A�
�C#ú�b�z�m�†�m�~�\�Z�•�•+��ö�v�6�~�r�M��

�«�–�µ�³
²�/�[�É�ß�º�¥�Ý&ã/œ�É�ß�­�«�†
Ì6ä�M�•>&�I�D$×�_�¿�–�Â�î  �«�–�µ�³�\
Ì�Ø�¿�¦�©�š�î�º
�I�O�•>'�_�c�
"I�’  EXEC �Ô�î�»�[  clear spanning-tree detected-protocols �¥�Ð�å�»�†�Q#Ý�K�r�M��
"I���b�–�å�±�î�Ç�™�–�«�V�[�É�ß�º�¥�Ý&ã/œ�É�ß�­�«�†
Ì6ä�M�•�_�c�
 interface-id "I�’  EXEC �Ô�î�»
�[  clear spanning-tree detected-protocols interface �¥�Ð�å�»�†�Q#Ý�K�r�M��

MST �b�+0[
�G�G�[�c�
 Catalyst 4000 �Ç�“�Ñ�Ü  �«�–�µ�³�_�>�E�•  MST �b�µ+��_�X�8�Z1��Â�K�r�M��

• �� IEEE 802.1s MST��>&P.17-22>'

• �� IEEE 802.1w RSTP��>&P.17-24>'

• �� MST/SST 6ë�b�–�å�±�î�œ�Ì�Û�Å�Ü�¸�•�� >&P.17-25>'

• �� Common Spanning-Tree��>&P.17-26>'

• �� MSTI��>&P.17-26>'

• �� MST �b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ã�Û�Ó�î�±�� >&P.17-26>'

• �� MST �Ü�î�ª�Ù�å�� >&P.17-27>'

• ���Ó�µ�­�î�ª  �š�î�ª�>�|�g�Í�µ�É  �•�˜�å�º�� >&P.17-28>'

• �� MST/PVST+ 6ë�b�–�å�±�î�œ�Ì�Û�Å�Ü�¸�•�� >&P.17-29>'

IEEE 802.1s MST

MST �c�
 IEEE 802.1w Rapid Spanning-Tree>&RST>'�”�Ý�¦�Ü�¬�Ò�†0
�X�b�«�Ã�½�å�¢�¶�Ü�î�_�Ñ�G�K
�r�M���G�b�Ñ�G�_�|�W�Z�
 VLAN #”�C�[9×3ÿ�¥�å�Â�î�ª�™�å�«�\�ß�î�»�Â�Û�å�©�å�¢�b�g�‰�†��#'�[
�A�r�M�� MST �c  Per VLAN Spanning-Tree Plus>&PVST+>'�|�~�v�¥�å�Â�î�ª�™�å�«�@3ÿ�C�
 802.1D 
STP�
 802.1w>&Rapid Spanning-Tree Protocol>&RSTP>'>'�
�>�|�g�©�«�¥  PVST+ �”�î�Ÿ�¸�¡�³�Õ�_�P�K
�Z�W�)�«�n�ö�@�6�~�r�M��

MST �†�Q#Ý�M�•�\�
�º�Û�å�¡�†�Ó�K�Z0
�X�b�«�Ã�½�å�¢�¶�Ü�î�†�S(��[�A�r�M�� VLAN �†�¢�Ý�î�É�\
�K�Z�r�\�u�
�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�_�P�Â�Ü�E�•�G�\�@�[�A�r�M���›�–�å�«�±�å�«�_�
�Ú�b
�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�_�k�Ñ�K�^�8�º�Ï�ß�ª�†�Z�<�•�G�\�@�[�A�r�M���G�b�”�î�Ÿ�¸�¡�³�Õ
�_�|�W�Z�
�¹�î�±  �º�Û�Ç�•�µ�¡�_0
�X�b3?3æ�Ã�«�@�Z�<�}�€�
�ß�î�»�Â�Û�å�©�å�¢�@�•+��_�^�~�r�M��
�6�•�–�å�«�±�å�«>&3?3æ�Ã�«>'�[7€���@$Î#Õ�K�Z�v�
�Ú�b�–�å�«�±�å�«�_�s8j�†�Z�<�^�8�b�[�
�¿�µ�º
�á�î�¡�b*•7€���ö�@�¥�V�K�r�M��
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MST �b�+0[
�±0d�•�^�¿�µ�º�á�î�¡�[�
�¿�µ�º�á�î�¡'ö#.�@���Æ�_�^�~�
�¿�µ�º�á�î�¡�b�I�r�J�r�^4Š�(�_�I�r�J�r
�^  VLAN �†4Ä*(�K�
�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�†�m�~�\�Z�•�G�\�_�|�W�Z�

Õ6×�Ã�«�†�Q#Ý�[�A
�r�M���«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�@�Ñ�~�[�A�•�b�c�
%©%*�K�^�8  VLAN �–�å�«�±�å�«�@�m�~�\�Z
�}�€�Z�8�•�È�Ü�µ�ª�_7H�}�€�r�M�� 1 )��b�È�Ü�µ�ª�†� �L  MST 0¿���_���†�Q#Ý�K�Z0¿���M�•�²0[�@�6
�~�r�M���G�b)��Ý�
"I���b�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«  �­�µ�º�_�g�•�I�O�•�G�\�@�[�A�r�M��� �L  
MST �¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�Z�<�}�€�Z%&�«�K)F�I�€�S�È�Ü�µ�ª�c�
 MST �Ü�î�ª�Ù�å�\�8�8�r�M��

MST �c�Ÿ�G�í�s�b  RSTP�
 MSTP �†�Q#Ý�K�r�M�� MST �_�c���b�|�:�^"I�©�@�6�~�r�M��

• MST �c  Internal Spanning-Tree>&IST>'�\�8�:�g�'�b�«�Ã�½�å�¢�¶�Ü�î�†��/œ�K�r�M�� IST �c�

MST �Ü�î�ª�Ù�å�_6õ�M�•
Æ4Š�_���_�|�W�Z  Common Spanning-Tree>&CST>'�_���†/õ�8�r�M��
MST �Ü�î�ª�Ù�å�c�
7„�K�M�•  Single Spanning-Tree>&SST>'�>�|�g  MST �Ü�î�ª�Ù�å�[�
�"�M�È
�Ü�µ�ª�\�K�Z1�1‘�I�€�r�M��

• MST �@'�
>�K�Z�8�•�È�Ü�µ�ª�c�
���b�|�:�_�
 SST �È�Ü�µ�ª�\�b�–�å�±�î�œ�Ì�Û�Å�Ü�¸�•�†&��–
�K�r�M��

– MST �È�Ü�µ�ª�c  IST �†��/œ�K�
 MST �Ü�î�ª�Ù�å�_6õ�M�•
Æ4Š�_���_�|�W�Z�
 CST �_���†/õ
�8�r�M��

– IST �c�Ü�î�ª�Ù�å
Æ�b�M�m�Z�b  MST �È�Ü�µ�ª�†)��œ�M�•�b�[�
�Q�b�È�Ü�µ�ª  �»�Ó�–�å
²�/�@
�µ�r�€�•  CST �[�c�
 1 �X�b�§�È�¶�Ü�î�\�K�Z1�1‘�I�€�r�M�� MST �Ü�î�ª�Ù�å�c�
 SST �È�Ü�µ
�ª�>�|�g  MST �Ü�î�ª�Ù�å�_7„�K�M�•�ì�•�È�Ü�µ�ª�\�K�Z1�1‘�I�€�r�M��

– Common and Internal Spanning Tree>&CIST>'�c�
�›  MST �Ü�î�ª�Ù�å�b  IST�
 MST �Ü�î�ª�Ù
�å�\%&�«�K)F�M�•  CST�
�>�|�g  SST �È�Ü�µ�ª�b0[(ò�b7Ÿ�r�~�[�M�� CIST �c  MST �Ü�î�ª�Ù�å

Æ4Š�b IST�
�>�|�g  MST �Ü�î�ª�Ù�å�¥4Š�b  CST �\� �M�[�M�� STP�
 RSTP�
�>�|�g  MSTP �c
�œ� �[�
 1 �X�b�È�Ü�µ�ª�†  CIST �b�Ý�î�º�\�K�Z4E���K�r�M��

• MST �c�›  MST �Ü�î�ª�Ù�å
Æ�[�
3ã�•�b�«�Ã�½�å�¢�¶�Ü�î�†&�'g�K�Z)T�â�K�r�M���G�€�}�b�«�Ã
�½�å�¢�¶�Ü�î�†  MST Instance>&MSTI>'�\�8�8�r�M�� IST �b$��•�c  0�
 MSTI �b$��•�c  1�
 2�
 3

>&�è�W� �]>'�_�^�~�r�M�� MSTI �c  MST �Ü�î�ª�Ù�å�_�P�K�Z�ß�î�•�Ý�[�
 MST �Ü�î�ª�Ù�å�@%&�«
�K)F�I�€�Z�8�•���œ�[�v�
�Ú�b�Ü�î�ª�Ù�å�b  MSTI �\�c!“6õ�€�[�M��

MSTI �c���b�|�:�_�
 MST �Ü�î�ª�Ù�å�C#ú�[  IST �\)��œ�K�
 CST �_�^�~�r�M��

– MSTI �b�«�Ã�½�å�¢�¶�Ü�î�_���@  MSTP �Þ�¥�î�»>& M �Þ�¥�î�»>'�_�A(á�I�€�r�M��

M �Þ�¥�î�»�c�–�_�
 MST �È�Ü�µ�ª  �É�ß�º�¥�Ý  �¹�î�±  �Ø�½�µ�º>&BPDU>'
Æ�[�•�É�­�Ý�ì�I�€
�r�M�� MSTP �[0£'ì�I�€�S�œ�Ü�ª�¼�Ý�b�«�Ã�½�å�¢�¶�Ü�î�c�
 MST �Ü�î�ª�Ù�å
Æ�[�T�E�”�¡
�¸�•�È�\�^�~�
 M �¶�Ü�î�\�ç�d�€�r�M�� M �¶�Ü�î�c  MST �Ü�î�ª�Ù�å�C#ú�[  IST �\)��s�œ�ƒ�I
�€�
 CST �†�g�B�K�r�M��

• MST �c�
8�  CST VLAN #Ý�b PVST+ BPDU �†#Õ�B�K�
 PVST+ �\�b�–�å�±�î�œ�Ì�Û�Å�Ü�¸�•�†)T
�â�K�r�M��

• MST �c���b�|�:�_�
 MSTP �b  PVST+ �Ñ�G�µ+��b�M4Š�†�§�Ï�î�º�K�r�M��

– UplinkFast �>�|�g  BackboneFast �c�
 MST �Ô�î�»�[�Q#Ý�[�A�r�O�‡���G�€�}�c  RSTP �_)��s
3¸�r�€�Z�8�r�M��

– PortFast �c�§�Ï�î�º�I�€�Z�8�r�M��

– BPDU �Ç�•�Ý�±�>�|�g  BPDU �ž�î�»�c�
 MST �Ô�î�»�[�§�Ï�î�º�I�€�Z�8�r�M��

– �Ý�î�É  �ž�î�»�>�|�g�Ý�î�º  �ž�î�»�c  MST �[�§�Ï�î�º�I�€�Z�8�r�M�� MST �c�
 BPDU �@�,�A
)F�A  VLAN 1 �[3æ�™�I�€�•!l�†7V�A�
 VLAN 1 �[�¹�•�­�î�È�Ý�b�µ+��†�Q�b�r�r�b"g�Â�[)T
�â�K�r�M��

– MST �«�–�µ�³�c�
 MAC )°�`�@�–�¿�î�È�Ý�b���œ�\� �]�_�·�8�K�r�M��

– Private VLAN>&PVLAN>'�b���œ�
�­�•�å�²�Ü  VLAN �†�É�Û�–�Ð�Ü�\� �L�–�å�«�±�å�«�_
�Ð�µ�Æ�å�¢�M�•�²0[�@�6�~�r�M��
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MST �b�+0[
IEEE 802.1w RSTP

802.1w �[0d���I�€�Z�8�•  RSTP �c�
 802.1D �[0d���I�€�S  STP �_�æ�ƒ�•�v�b�[�M�@�
 STP �\�b�«�n�ö
�c)T�â�I�€�Z�8�r�M�� RSTP �c�
 MST �µ+��\�\�v�_0¿���K�r�M��0ò(ý�_�X�8�Z�c�
 �� MST �b0¿����

>&P.17-30>' �†�g!·�K�Z�C�T�I�8��

MST �c  RSTP �@�f�j�M�•�S4��V�[�·�8�K�
"@#.�º�Ï�ß�ª�r�S�c0¿���Ã�Û�Ó�î�±�@�š�f�I�€�S�\�A�_
�¿�µ�º�á�î�¡�b�”�¡�¸�•�È�^�º�Ï�ß�ª�†
Ì0¿���M�•�ì6ë�†%·)°�K�r�M�� RSTP �c�
�«�Ã�½�å�¢�¶�Ü�î�_
�K)F�I�€�S�”�¡�¸�•�È  �º�Ï�ß�ª�b�Ý�î�º�\�K�Z�«�–�µ�³�†  1 �X4E�¥�K�
�«�–�µ�³�b�¶���b�Ï�î�º�_�

�Q�b�Ï�î�º�@�”�¡�¸�•�È  �º�Ï�ß�ª�_�µ�r�€�•�?�]�:�?�_�Â�L�Z�
�Ï�î�º�b�z�m�†�m�~�\�Z�r�M��

RSTP �c�«�–�µ�³�
�«�–�µ�³  �Ï�î�º�
�r�S�c  LAN 7€���b$Î#Õ�‹�_�
%·�ì6ë�[�K)F�[�A�•�|�:�_�K�r
�M���‚�K�8�Ý�î�º  �Ï�î�º�\�È�Ü�µ�ª�b�o�P
��b�æ���Ï�î�º�@�
�g*…6ë�b�Â&g$×�Á�å�»�©�™�–�¡�_�|�W
�Z�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_&ã/œ�K�r�M�� RSTP �†�Q#Ý�M�•�\�
�«�–�µ�³�b
Ì�6�‡�ì�ì�_�Ï�î�º�@
%$�K�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_&ã/œ�[�A�•�|�:�_�
�«�–�µ�³  �Ï�î�º�†0¿���[�A�r�M��

RSTP �c�
 802.1D �È�Ü�µ�ª�_�P�K�Z���b�|�:�^�W�)�«�n�ö�@�6�~�r�M��

• RSTP �c�Ï�î�º�"�)�[�
 802.1D �[0¿���I�€�S  BPDU �>�|�g�º�Ï�ß�ª�š�f3û%±>& TCN>' BPDU �†4E
�¥�K�Z3æ�™�K�r�M��

• �Ï�î�º�b�6�‡�ì�ì�_�
&ã/œ4����±�–�Ð�î�@6ä���I�€�
 RSTP BPDU �@3æ�™�I�€�r�M��&ã/œ4����±�–
�Ð�î�@�”�¡�¸�•�È�^6ë�
�È�Ü�µ�ª�c�Q�b�Ï�î�º�[�w�™�K�S�M�m�Z�b  BPDU �†��#.�K�r�M��

• �È�Ü�µ�ª�c�
�Ï�î�º�b&ã/œ4����±�–�Ð�î�@ 6�¢�K�S�‹�[  802.1D BPDU �†�w�™�K�S���œ�
�Q�€�@  
802.1D �È�Ü�µ�ª�_�K)F�I�€�Z�8�•�\0b�^�K�Z�
 802.1D BPDU �T�E�†�Q#Ý�M�•�|�:�_�^�~�r�M��

• RSTP �@�Ï�î�º�V�[  802.1D BPDU �†�Q#Ý�K�Z�8�Z�
&ã/œ4����±�–�Ð�î�b 6�¢�‹�_  RSTP BPDU �†
�w�™�K�S���œ�
 RSTP �_�|�W�Z&ã/œ4����±�–�Ð�î�@
Ì2s�·�I�€�
�Q�b�Ï�î�º�V�[  RSTP BPDU �b�Q
#Ý�@6ä���I�€�r�M��

RSTP �b�Ï�î�º�b�z�m

RSTP �[�c�
�Ï�î�º�b�z�m�c���b�|�:�_��*O�I�€�r�M��

• �Ý�î�º>8�«�Ã�½�å�¢�¶�Ü�î  �º�Ï�ß�ª#Ý�_4E�¥�I�€�S3?3æ�Ï�î�º

• �æ��>8�M�m�Z�b�«�–�µ�³�»  LAN �­�¢�Ó�å�º#Ý�_4E�¥�I�€�S3?3æ�Ï�î�º

• �æ�p>8#'�~�b�Ý�î�º  �Ï�î�º�_�|�W�Z�f�j�I�€�•�Ý�î�º  �È�Ü�µ�ª�l�b�æ�p�Ã�«

• �Â�µ�¡�”�µ�É>8�«�Ã�½�å�¢�¶�Ü�î�b�Ü�î�Ç3Æ�C�[�
�æ���Ï�î�º�_�|�W�Z�f�j�I�€�•�Ã�«�b�Â�µ�¡
�”�µ�É���Â�µ�¡�”�µ�É  �Ï�î�º�@�Ñ�~�[�A�•�b�c�
 2 �X�b�Ï�î�º�@�Ý�î�É�Â�µ�¡  �Ô�î�»�[�
�r�S�c

¹�w  LAN �­�¢�Ó�å�º�_�P�K�Z0
�X�b�K)F�†�â�X�È�Ü�µ�ª�[)��œ�I�€�Z�8�•���œ�T�E�[�M��

• �¹�•�­�î�È�Ý>8�«�Ã�½�å�¢�¶�Ü�î�b�·�8�_�>�8�Z�z�m�†�â�S�^�8�Ï�î�º

�Ï�î�º�b�z�m�c���b�|�:�_�m�~�\�Z�}�€�r�M��

• �Ý�î�º  �Ï�î�º�r�S�c�æ���Ï�î�º�b�z�m�b���œ�
�Ï�î�º�c�”�¡�¸�•�È  �º�Ï�ß�ª�_�µ�r�€�r�M��

• �æ�p�Ï�î�º�r�S�c�Â�µ�¡�”�µ�É  �Ï�î�º�b�z�m�b���œ�
�Ï�î�º�c�”�¡�¸�•�È  �º�Ï�ß�ª�?�}7V�¥�I�€
�r�M��

RSTP �Ï�î�º  �«�¸�î�º

�Ï�î�º  �«�¸�î�º�c�
�Ç�›�á�î�¹�•�å�¢�>�|�g�Û�î�½�å�¢  �É�ß�­�«�†�D�š�K�
�ë� �
�Û�î�½�å�¢�
�>�|
�g�Ç�›�á�î�¹�•�å�¢�b�Í�†�f�j�K�r�M�� /² 17-5 �_�
 STP �Ï�î�º  �«�¸�î�º�\  RSTP �Ï�î�º  �«�¸�î�º�†
&g�K�r�M��
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'¨  17 'v       STP �>�|�g  MST �b0¿��
MST �b�+0[
RSTP �c�ó���K�S�º�Ï�ß�ª�[�
�M�m�Z�b�Ý�î�º  �Ï�î�º�>�|�g�æ���Ï�î�º�@�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º
�_&ã/œ�K�
�M�m�Z�b�æ�p�Ï�î�º�>�|�g�Â�µ�¡�”�µ�É  �Ï�î�º�@�²�N�ë� �«�¸�î�º�_�^�•�|�:�_�K�r�M��

MST/SST 6ë�b�–�å�±�î�œ�Ì�Û�Å�Ü�¸�•

�ì�•�È�Ü�µ�ª�[)��d�€�S  LAN �_�c�
 SST �È�Ü�µ�ª�>�|�g  MST �È�Ü�µ�ª�?�}�S�B�I�€�•%&�«�K)F�I�€
�S�Ü�î�ª�Ù�å�@�µ�r�€�•���œ�@�6�~�r�M�� �W 17-2 �_�
�G�b6õ�€�†&g�K�r�M��

�W 17-2 SST �>�|�g  MST �Ü�î�ª�Ù�å�@%&�«�K)F�I�€�Z�8�•�¿�µ�º�á�î�¡

SST �Ü�î�ª�Ù�å�['�
>�K�Z�8�•  STP �_�>�8�Z�
 MST �Ü�î�ª�Ù�å�c���b�|�:�_�·�8�M�•�"�M  SST �r�S
�c$2���È�Ü�µ�ª�\�K�Z1�1‘�I�€�r�M��

• �M�m�Z�b$2���È�Ü�µ�ª�_�>�8�Z�
 BPDU �b�Ý�î�º  ID �\�Ý�î�º  �Ã�«  �¥�«�º�b�Í�c�M+´�K�r�M�@�

$2���È�Ü�µ�ª�c�"�M�b  SST �È�Ü�µ�ª�\���b!l�@$��^�~�r�M��

/² 17-5 STP �Ï�î�º  �«�¸�î�º�>�|�g  RSTP �Ï�î�º  �«�¸�î�º�b�š3Q

�·�8�«�¸�î�±�«
STP �Ï�î�º  �«
�¸�î�º

RSTP �Ï�î�º  �«
�¸�î�º

�”�¡�¸�•�È  �º�Ï�ß�ª�_�Ï�î�º�@�µ�r
�€�•�?�]�:�?

�–�¿�î�È�Ý �È�ß�µ�Ÿ�å�¢ 1

1. IEEE 802.1D �b�Ï�î�º  �«�¸�î�º�æ��

�ë�  2

2. IEEE 802.1w �b�Ï�î�º  �«�¸�î�º�æ�����ë� �c�
 MST �[�c�È�ß�µ�Ÿ�å�¢�\� �L�[�M��

No

�–�¿�î�È�Ý �Ü�«�½�å�¢ �ë�  No

�–�¿�î�È�Ý �Û�î�½�å�¢ �Û�î�½�å�¢ Yes

�–�¿�î�È�Ý 3?3æ 3?3æ Yes

�¹�•�­�î�È�Ý �¹�•�­�î�È�Ý �ë�  No

MST
�]�o�+�Z�f

MST
�]�o�+�Z�f

SST
�]�o�+�Z�f

SST
�]�o�+�Z�f

F
F

F

F

F

F

R
F

F

F

F

F

F
F

B
B

B

B

B

r

r

r

r

r
r

rb
b

F/f  = �H���b�o�:���f�#
B/b = �I�`�6� �f�#
R    = �^�o�;  �I�]�6�+
r     = �^�o�;  �P�o�;

6
8
2
8
5
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'¨  17 'v       STP �>�|�g  MST �b0¿��
MST �b�+0[
– $2���È�Ü�µ�ª�b  BPDU �_�c�
$��^�•�È�Ü�µ�ª  ID �@�Z�<�}�€�r�M���Ý�î�º  ID �\�Ý�î�º  �¥�«�º
�@� �L�^�b�[�
�G�b%&4*�@�¿�–�Â�î  SST �Ü�î�ª�Ù�å�b  STP �·�8�_�s8j�†�Z�<�•�G�\�c�6�~�r
�O�‡��

– $2���È�Ü�µ�ª  �Ï�î�º�?�}3æ�™�I�€�S  BPDU �[�c�
�Ó�µ�­�î�ª�w� �‡6ë�@�¨�a$��^�•�G�\�@�6
�~�r�M���Ó�µ�­�î�ª  �š�î�ª�c�Í�µ�É�H�\�_  1 &Ê�N�X�Q�<�•�b�[�
�Ó�µ�­�î�ª  �š�î�ª�b%&4*�c
&Ê�"�)�[ ����I�€�r�M��

• $2���È�Ü�µ�ª�b�6�•�Ï�î�º>&�Ü�î�ª�Ù�å  �š�µ�ª�_�6�•�Ï�î�º>'�?�}�9�b�Ï�î�º�l�b�¹�î�±  �º�Û
�Ç�•�µ�¡�c�
$2���È�Ü�µ�ª�r�S�c  MST �Ü�î�ª�Ù�å�_�ö
²�_�µ�r�€�•�Ã�«�†�S�]�~�r�M��$��^�•  
VLAN �_�“�M�•�¹�î�±  �º�Û�Ç�•�µ�¡�c�
 MST �_�|�W�Z&�'g�I�€�S  MST �Ü�î�ª�Ù�å
Æ�[$��^�•�Ã
�«�†�S�]�•���œ�@�6�~�r�M��

• �©�«�¸�Ò�c���b�8�N�€�?�b�‰�2�[�Ý�î�É�b$Î#Õ�†75�B�r�M��

– �C#ú�V�b�Ç�›�á�î�¹�•�å�¢  �Ï�î�º�†  1 �X0Á�•�K�
�Ú�b�M�m�Z�b�Ï�î�º�†�È�ß�µ�¡�K�Z�
0ñ�\�M
�•$2���È�Ü�µ�ª  �Ï�î�º�†�È�ß�µ�¡�K�r�M��

– CST �Ã�î�¸�•�©�Ù�å�†0¿���K�Z�
 SST �Ü�î�ª�Ù�å�b�Ï�î�º�†�È�ß�µ�¡�K�r�M��

Common Spanning-Tree
CST>&802.1Q>'�c�
�M�m�Z�b  VLAN �_�P�Â�M�•�"�M�b�«�Ã�½�å�¢�¶�Ü�î�[�M�� PVST+ �@'�
>�K�Z�8
�•  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�c�
 VLAN 1 �«�Ã�½�å�¢�¶�Ü�î�@  CST �_�P�Â�K�r�M�� MST �@'�

>�K�Z�8�•  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�c�
 IST>&�–�å�«�±�å�«  0>'�@ CST �_�P�Â�K�r�M��

MSTI

�G�b�Ü�Ü�î�«�[�c�
�q�±  16 �¶�b�–�å�«�±�å�«�@�§�Ï�î�º�I�€�Z�8�r�M���›�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±
�å�«�c�
 0 >|  15 �b�–�å�«�±�å�«  ID �[1‘�9�I�€�r�M���–�å�«�±�å�«  0 �c�²8r�[�
�–�_�Ñ�~�K�r�M���–�å
�«�±�å�«  1 >|  15 �c�õ�–�[�M��

MST �b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ã�Û�Ó�î�±

MST �b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�c���b  3 �X�b4Š�(�?�}�S�B�I�€�r�M��

• �¡�S>8 MST �Ü�î�ª�Ù�å�†"I���M�•  32 �e�Ð�b�«�º�Ü�å�¢>&�¾�Ý�b�Ù�u3¸�s�6�~>'  

• �Ü�Å�ª�Ù�å$��•>8#'�~�b  MST �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�Ü�Å�ª�Ù�å�†/²�M�
'¢�•�^�K  16 �Å�µ�º
�X 

>&�@>' MST 0¿���b�M4Š�\�K�Z�²0[�^���œ�
�Ü�Å�ª�Ù�å$��•�†0¿���M�•�²0[�@�6�~�r�M���Ü�Å�ª�Ù
�å$��•�c�
 MST �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†��/œ�M�•�S�g�_�
+¬�·$×�_�Q�<�•�ƒ�E�[�c�6�~
�r�O�‡��

• MST �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¸�î�È�Ý>8 4096 �Â�–�º�b4Ä�4���›�Â�–�º�c�
'¢�•�^�K�Z�X�\�K�Z0Ž
5��I�€�
 VLAN �_�P�Â�K�r�M���Í�c�
 VLAN �†�P�Â�Ü�E�•�–�å�«�±�å�«$��•�[�M�� VLAN 0 �_�P
�Â�M�•
›8Œ�Â�–�º�
�>�|�g  VLAN 4095 �_�P�Â�M�•  4096 $��u�b�Â�–�º�c�Q#Ý�K�r�O�‡���–�_  0 �_
0¿���K�r�M��

�›�Â�–�º�†�m�·�[0¿���M�•�²0[�@�6�~�r�M�� SNMP �r�S�c  CLI �†�Q#Ý�K�Z0¿���†��/œ�[�A�r�M��
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'¨  17 'v       STP �>�|�g  MST �b0¿��
MST �b�+0[
MST BPDU �_�c�
 MST �¥�å�Ç�•� �×�Þ�î�©�Ù�å  ID �>�|�g�³�™�µ�¡�§�Ò�@
°�~�r�M�� MST �È�Ü�µ�ª
�c�
 MST BPDU �b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  ID �>�|�g�³�™�µ�¡�§�Ò�@+¬3��b  MST �Ü�î�ª�Ù�å�b�¥�å
�Ç�•� �×�Þ�î�©�Ù�å  ID �>�|�g�³�™�µ�¡�§�Ò�\�M+´�K�S���œ�_7H�~�
 MST BPDU �†�w�E
°�€�r�M���8
�N�€�?�b�Í�@$��^�•���œ�
�Q�b  MST BPDU �c  SST BPDU �\0b�^�I�€�r�M��

MST �Ü�î�ª�Ù�å

�G�G�[�c�
 MST �Ü�î�ª�Ù�å�_�X�8�Z1��Â�K�r�M��

• �� MST �Ü�î�ª�Ù�å�b�+0[�� >&P.17-27>'

• ���C#ú�Ï�î�º�� >&P.17-27>'

• �� IST �Ð�«�±�î�� >&P.17-28>'

• ���š�µ�ª  �Ï�î�º�� >&P.17-28>'

• ���Ü�å�¡  �±�–�É�� >&P.17-28>'

MST �Ü�î�ª�Ù�å�b�+0[

� �L  MST �¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�Z�<�}�€�Z%&�«�K)F�I�€�S�È�Ü�µ�ª�c�
 MST �Ü�î�ª�Ù�å�\�8�8
�r�M���¿�µ�º�á�î�¡�[�Q#Ý�[�A�•  MST �Ü�î�ª�Ù�å�b�X�_�D7H�c�6�~�r�O�‡��

MST �Ü�î�ª�Ù�å�†�g�B�M�•���œ�
�Q#Ý�[�A�•�È�Ü�µ�ª�c���b�]�U�}�?�[�M��

• MST �Ü�î�ª�Ù�å�b�O�M�b�Ó�å�Â�[�6�•  MST �È�Ü�µ�ª

• LAN �_�|�W�Z%&�«�K)F�I�€�S  MST �È�Ü�µ�ª�� LAN �b�æ/²�È�Ü�µ�ª�b  MST �¥�å�Ç�•� �×�Þ�î
�©�Ù�å�c�
 MST �È�Ü�µ�ª�\� �L�[�M�� LAN �V�b�M�m�Z�b�È�Ü�µ�ª�@  MST BPDU �†��#.�K�r�M��

MST �¥�å�Ç�•� �×�Þ�î�©�Ù�å�@$��^�•  2 �X�b  MST �Ü�î�ª�Ù�å�†�K)F�K�S���œ�
 MST �Ü�î�ª�Ù�å�c��
�b�|�:�_�·�8�K�r�M��

• �¿�µ�º�á�î�¡�b
Õ6×�Ã�«6ë�[�ß�î�»�Â�Û�å�©�å�¢�†�W�~�r�M�� 2 �X�b  MST �Ü�î�ª�Ù�å�@
Õ6×�K)F
�I�€�Z�8�•���œ�
�M�m�Z�b�º�Û�Ç�•�µ�¡�c  MST �Ü�î�ª�Ù�å�\�b�"�M�K)F�†�Q#Ý�K�Z�
�¿�µ�º�á�î
�¡�V�†�v�€�r�M��

• RSTP �Á�å�»�©�™�–�¡�_�|�W�Z�
�Ü�î�ª�Ù�å6ë�b9×3ÿ�K)F�†�•+��_�K�r�M���S�T�K�
�G�b�Á�å�»
�©�™�–�¡�c  2 �X�b�È�Ü�µ�ª6ë�b���œ�o�]9×3ÿ�[�c�6�~�r�O�‡���Ý�î�É�†75�F�M�•�S�u�_�c�
�Ü�î
�ª�Ù�å
Æ�b�M�m�Z�b�È�Ü�µ�ª�@�Ú�b�Ü�î�ª�Ù�å�\�b�K)F�ì�_�œ�–�K�Z�8�•�²0[�@�6�~�r�M���G�b"g
�#�_�|�W�Z4����@#Õ�L�•�S�u�
  �¿�µ�º�á�î�¡�†�¨�X�b�Ü�î�ª�Ù�å�_�(�m�M�•�G�\�c�N�á�[�A�r�O
�‡��

�C#ú�Ï�î�º

�C#ú�Ï�î�º�c  LAN �_�K)F�M�•�Ï�î�º�[�
�Q�b�æ/²�È�Ü�µ�ª�c  SST �È�Ü�µ�ª�r�S�c$��^�•  MST �¥�å
�Ç�•� �×�Þ�î�©�Ù�å�b�È�Ü�µ�ª�b�]�U�}�?�[�M���æ���Ï�î�º�c�
 STP �È�Ü�µ�ª�†�è���K�S���œ�
�r�S
�c�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b$��^�•  RST/MST �È�Ü�µ�ª�?�}� �–�Ó�µ�­�î�ª�†�w�™�K�S���œ�
�C#ú�V�_
�6�•�G�\�†1�1‘�K�r�M��

�C#ú�[�c�
 MST �Ï�î�º�b�z�m�_6õ�€�^�C�
�Ï�î�º  �«�¸�î�º�@�I�D$×�_  IST �Ï�î�º  �«�¸�î�º�\� �L�_�^
�~�r�M���Ï�î�º�_�C#ú�Ç�Û�¢�@0¿���I�€�Z�8�•���œ�
 MST �Ï�î�º  �ß�î�Ý4E�¥�Ó�•�½�¬�Ò�_�|�W�Z�
�C
#ú�_�Ï�î�º�b�z�m�@�m�~�\�Z�}�€�
 IST �Ï�î�º�\� �L�«�¸�î�º�@0¿���I�€�r�M���C#ú�_�6�•  IST �Ï�î�º
�[�c�
�Â�µ�¡�”�µ�É  �Ï�î�º�b�ß�î�Ý�è�¥�b�M�m�Z�b�Ï�î�º�b�ß�î�Ý�†�,�A)E�D�G�\�@�[�A�r�M��
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'¨  17 'v       STP �>�|�g  MST �b0¿��
MST �b�+0[
IST �Ð�«�±�î

MST �Ü�î�ª�Ù�å�b  IST �Ð�«�±�î�c�q�`�È�Ü�µ�ª  ID �†�â�U�
 CST �Ý�î�º�_�P�M�•�Ã�«  �¥�«�º�@�q�`�b
�È�Ü�µ�ª�[�M�� MST �È�Ü�µ�ª�@  CST �b�Ý�î�º  �È�Ü�µ�ª�_�^�W�Z�8�•���œ�c�
�Q�€�@�Q�b  MST �Ü�î
�ª�Ù�å�b  IST �Ð�«�±�î�[�M�� CST �Ý�î�º�@  MST �Ü�î�ª�Ù�å�¥�_�6�•���œ�c�
�C#ú�V�b  MST �È�Ü�µ�ª
�b  1 �X�@ IST �Ð�«�±�î�\�K�Z4E�¥�I�€�r�M��� �L�Ü�î�ª�Ù�å�_�“�M�•�C#ú�V�b�Ú�b�È�Ü�µ�ª�c�
�Ý�î
�º�_�K)F�M�•�C#ú�Ï�î�º�†�q)
$×�_�È�ß�µ�¡�K�r�M��

�Ü�î�ª�Ù�å�C#ú�b0
�X�b�È�Ü�µ�ª�[�
�Ý�î�º�l�b�Ã�«�@�r�W�S�C� �L���œ�
�ƒ�N�?�_�`�I�8�È�Ü�µ�ª  
�É�Û�–�œ�Ü�¸�•�†0¿���M�•�G�\�[�
"I���b�È�Ü�µ�ª�†  IST �Ð�«�±�î�_�M�•�G�\�@�[�A�r�M��

�Ü�î�ª�Ù�å
Æ�[�b�Ý�î�º  �Ã�«  �¥�«�º�>�|�g�Ó�µ�­�î�ª  �š�î�ª�c�M���b�r�r�[�M�@�
�Í�µ�É�H�\�_  IST 
�Ã�«  �¥�«�º�c�Q�•�K�
 IST �g�~�Í�µ�É  �•�˜�å�º�c�ö�a�K�r�M�� show spanning-tree mst �¥�Ð�å�»�†
°
�Š�M�•�\�
 IST �Ð�«�±�î�
�Ã�«  �¥�«�º�
�È�Ü�µ�ª�b�g�~�Í�µ�É  �•�˜�å�º�_6õ�M�•�_���@/²&g�I�€�r�M��

�š�µ�ª  �Ï�î�º

8��È�Ü�µ�ª�å�¢  �¹�Â�–�«>&�Í�«�º�
�«�–�µ�³�^�]>'�_�K)F�M�•�Ï�î�º�@�
�š�µ�ª  �Ï�î�º�[�M���Á�È�_
�K)F�M�•�Ï�î�º�v�
�Á�È�r�S�c�Á�È�_�|�W�Z�K)F�I�€�S  LAN �_�È�Ü�µ�ª�@�^�8���œ�
�š�µ�ª  �Ï�î�º�[
�M���š�µ�ª  �Ï�î�º�c�
�Ü�å�¡�@�”�µ�É�_�^�•�\� �ì�_3?3æ�†6ä���K�r�M��

MST �[�c�›�Ï�î�º�†�Í�«�º�_�K)F�M�•0¿���@�²0[�[�M��7€��$Î#Õ�‹�_9×3ÿ�[�K)F�†&�'g�M�•�_�c�
�p
6ë�È�Ü�µ�ª�b8��š�µ�ª�æ���Ï�î�º�†�È�ß�µ�¡�M�•�²0[�@�6�~�r�M���Ï�î�º�@� �–�Ó�µ�­�î�ª�†3æ�~3É�M
�G�\�@�[�A�•�9�b�È�Ü�µ�ª�_�K)F�K�S���œ�
�Q�b�Ï�î�º�c�S�T�U�_3?3æ�†6ä���K�r�M���Q�€�è�¥�b��
�œ�
�Ï�î�º�@
Ì�g3?3æ�†6ä���M�•�r�[�_�
3?3æ4����ì6ë�b  2 �¸�b�ì6ë�@�?�?�~�r�M���Í�«�º�>�|�g�«
�–�µ�³�_�K)F�I�€�S�Ï�î�º�†  MST �Q#Ý�ì�b�š�µ�ª  �Ï�î�º�\�K�Z�
�Â&g$×�_0¿���M�•�²0[�@�6�~�r�M��

1��W�Z0¿���I�€�•�G�\�@�^�8�|�:�_�
�Ï�î�º�@  BPDU �†�w�™�M�•�\�
 PortFast �·�8�@�œ�Ç�_�^�~�r�M��
show spanning-tree mst interface �¥�Ð�å�»�†�Q#Ý�M�•�\�
 PortFast �b0¿���>�|�g�·�8�«�¸�î�±�«�†/²
&g�[�A�r�M��

�Ü�å�¡  �±�–�É

9×3ÿ�K)F�c�
�Ï�–�å�º�¶�î�Ï�–�å�º  �Ü�å�¡�V�T�E�_&�'g�I�€�r�M���Í�«�º�r�S�c�«�–�µ�³�_�P�K�Z�

�Ï�î�º�†�Â&g$×�_0¿���M�•�²0[�@�6�~�r�M���S�T�K�
�±4Š�(�b�¿�µ�º�á�î�¡�[�c�
�£�î�È�Ý�K)F�@�G�b
�²�ó�† 6�S�K�Z�8�•�b�[�
 spanning-tree linktype �¥�Ð�å�»�†
°�Š�K�
�M�m�Z�b
²�§5��Ü�å�¡�†�Ï�–�å
�º�¶�î�Ï�–�å�º  �Ü�å�¡�\�K�Z�…�:�G�\�[�
�Â&g$×0¿���†�G4J�[�A�r�M��

�Ó�µ�­�î�ª  �š�î�ª�>�|�g�Í�µ�É  �•�˜�å�º

IST �>�|�g  MSTI �c�
 BPDU �b�Ó�µ�­�î�ª�w� �‡6ë�>�|�g�q�±�š�î�ª�å�¢  �±�–�Ð�î�b0¿���Í�†�Q#Ý�K
�r�O�‡�� IST �>�|�g  MST �c�
 IP �Ñ)F�•+��ì6ë>& TTL>'�Ó�•�½�¬�Ò�_�A�ƒ�u�Z8®���K�S�9�¶�b�Í�µ�É  �•
�˜�å�º  �Ó�•�½�¬�Ò�†�Q#Ý�K�r�M���q�±�Í�µ�É  �•�˜�å�º�†�æ���K�Z�
�›  MST �È�Ü�µ�ª�†0¿���[�A�r�M��
�–�å�«�±�å�«�b�Ý�î�º  �È�Ü�µ�ª�c�
�q�±�Í�µ�É  �•�˜�å�º�\� �L�g�~�Í�µ�É  �•�˜�å�º�†�æ���K�Z�

BPDU>&�r�S�c  M �Þ�¥�î�»>'�†3æ�™�K�r�M�� BPDU>&�r�S�c  M �Þ�¥�î�»>'�†�w�™�K�S�È�Ü�µ�ª�c�
�w
�™�K�S�g�~�b�Í�µ�É  �•�˜�å�º�†  1 �T�E�ö�}�K�r�M���G�b)��Ý�
�•�˜�å�º�@  0 �_�^�W�S���œ�
�È�Ü�µ�ª
�c�G�b  BPDU>&�r�S�c  M �Þ�¥�î�»>'�†�ë� �K�
�Ï�î�º�b�S�u�_�–�â�K�Z�8�S�_���†�‡7H�)�€�_�K�r�M��
8��Ý�î�º  �È�Ü�µ�ª�c�
#Õ�B�K�S  BPDU>&�r�S�c  M �Þ�¥�î�»>'�[�
�ö�}�I�€�S�•�˜�å�º�†�g�~�b�Í�µ�É  
�•�˜�å�º�\�K�Z���Û�K�r�M��

BPDU �b  RST 4Š�(�_�æ���I�€�Z�8�•�Ó�µ�­�î�ª  �š�î�ª�>�|�g�q�±�š�î�ª�å�¢  �±�–�Ð�î�b0¿���Í�c�

�Ü�î�ª�Ù�å
Æ�[�c�–�_� �L�[�M���C#ú�V�_�6�•�Ü�î�ª�Ù�å�b�æ���Ï�î�º�_�|�W�Z�
� �L�Í�@��4)�I�€�r
�M��
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MST 0¿���ì�b�@�–�¦8o�>�|�g�D(Ù�¦8o
MST/PVST+ 6ë�b�–�å�±�î�œ�Ì�Û�Å�Ü�¸�•

>&� �M�Ü�î�ª�Ù�å
Æ�b>' MST �«�–�µ�³�@  PVST+ �«�–�µ�³�\�P0ð�M�•�|�:�_0¿���M�•���œ�
���b�@�–�¦
8o�_$��–�K�Z�C�T�I�8��

• MST �Ü�î�ª�Ù�å
Æ�b�M�m�Z�b  VLAN �_�P�M�•�Ý�î�º�†0¿���K�r�M�����b�[�†�g!·�K�Z�C�T�I�8��

Switch# show spanning-tree mst interface gigabitethernet 1/1

GigabitEthernet1/1 of MST00 is root forwarding 
Edge port: no             (trunk)          port guard : none        (default)
Link type: point-to-point (auto)           bpdu filter: disable     (default)
Boundary : boundary       (PVST)           bpdu guard : disable     (default)
Bpdus sent 10, received 310

Instance Role Sts Cost      Prio.Nbr Vlans mapped
-------- ---- --- --------- -------- -------------------------------
0        Root FWD 20000     128.1    1-2,4-2999,4000-4094
3        Boun FWD 20000     128.1    3,3000-3999

MST �«�–�µ�³�_�“�M�•�C#ú�Ï�î�º�c�
 PVST+ �†�©�Ñ�×�Þ�î�º�K�
�M�m�Z�b  VLAN �_  PVST+ 
BPDU �†3æ�™�K�r�M��

PVST+ �«�–�µ�³�V�[�Ý�î�É  �ž�î�»�†�–�¿�î�È�Ý�_�M�•�\�
 MST �«�–�µ�³�b0¿���@�š�f�I�€�S�\
�A�_�
�Ï�î�º�@  loop-inconsistent �«�¸�î�º�_�š�ì�M�•�•+��ö�@�6�~�r�M�� loop-inconsistent �«�¸�î
�º�†�Ÿ�G�M�•�_�c�
�Q�b  PVST+ �«�–�µ�³�[�Ý�î�É  �ž�î�»�†�¹�•�­�î�È�Ý�_�K�

Ì�g�–�¿�î�È�Ý�_
�M�•�²0[�@�6�~�r�M��

• MST �«�–�µ�³�b  PVST+ �§�–�»
Æ�_�6�•  VLAN �b�M4Š�r�S�c�M�m�Z�_�P�K�Z�
�Ý�î�º�†4Ä*(�K�^
�8�[�C�T�I�8���C#ú�b  MST �«�–�µ�³�@�æ���Ï�î�º�V�b  VLAN �b�M�m�Z�r�S�c�M4Š�_�P�M�•  
PVST+ BPDU �†�w�™�M�•�\�
�Ý�î�º  �ž�î�»�_�|�W�Z�Q�b�Ï�î�º�@�È�ß�µ�Ÿ�å�¢  �«�¸�î�º�_�^�~�r
�M��

PVST+ �«�–�µ�³�†  2 �X�b$��^�•  MST �Ü�î�ª�Ù�å�_�K)F�M�•�\�
 PVST+ �«�–�µ�³�?�}�b�º�Ï�ß�ª�š�f
�@�q�6�b  MST �Ü�î�ª�Ù�å�?�}
›�l��4)�I�€�r�O�‡���G�b���œ�
�º�Ï�ß�ª�š�f�c  VLAN �@�Ð�µ�Æ�å�¢
�I�€�Z�8�•�–�å�«�±�å�«�[���Û�I�€�•�T�E�[�M���º�Ï�ß�ª�š�f�c�q�6�b  MST �Ü�î�ª�Ù�å�_�P�K�Z�ß�î
�•�Ý�b�r�r�[�
�Q�b�Ú�b�Ü�î�ª�Ù�å�b  Cisco Access Manager>&CAM>'�š�å�º�Ü�c�Ç�Û�µ�©�×�I�€�r�O
�‡���Ú�b  MST �Ü�î�ª�Ù�å�_�v�º�Ï�ß�ª�š�f�@1�1‘�I�€�•�|�:�_�M�•�_�c�
 IST �_  VLAN �†�Ð�µ�Æ�å�¢
�M�•�?�
�r�S�c�”�¡�­�«  �Ü�å�¡�†�Ó�K�Z  2 �X�b�Ü�î�ª�Ù�å�_  PVST+ �«�–�µ�³�†�K)F�K�r�M��

MST 0¿���ì�b�@�–�¦8o�>�|�g�D(Ù�¦8o
0¿���ì�_�e8Ÿ�@2s�G�}�^�8�|�:�_�M�•�S�u�
���b�D(Ù�¦8o�\�@�–�¦8o�_�‘�W�Z�C�T�I�8��

• �M�m�Z�b PVST �È�Ü�µ�ª�b�M�m�Z�b  VLAN �[�«�Ã�½�å�¢�¶�Ü�î�†�¹�•�­�î�È�Ý�_�K�^�8�[�C�T�I
�8��

• CST �b�Ý�î�º�\�K�Z  PVST �È�Ü�µ�ª�†�Q#Ý�K�^�8�[�C�T�I�8��

• �”�¡�­�«  �Ü�å�¡�c  VLAN �†�(�m�M�•�G�\�@�6�•�b�[�
�”�¡�­�«  �Ü�å�¡�[�«�–�µ�³�†�K)F�K�^�8�[
�C�T�I�8��

• �M�m�Z�b PVST �Ý�î�º  �È�Ü�µ�ª�_�
 CST �Ý�î�º  �È�Ü�µ�ª�|�~�*�8>&�X�Í�b�±�A�8>'�É�Û�–�œ�Ü
�¸�•�†0¿���K�Z�C�T�I�8��

• �º�Û�å�¡�@�–�å�«�±�å�«�_�Ð�µ�Æ�å�¢�I�€�S�M�m�Z�b  VLAN �†��3æ�M�•�|�:�_�K�Z�C�T�I�8���Q
�b�–�å�«�±�å�«�_�P�Â�M�•  VLAN �c)/�P�_��3æ�K�^�8�[�C�T�I�8��
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MST �b0¿��
• �¤�Ñ�r�S�c�‚0d�b1=#.  VLAN �Ï�î�º�@�¨�X6õ�€�M�•  MST �¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�
�Ó�å�¸�¼
�å�«  �˜�•�å�»�˜�[�ö�¢�M�•�²0[�@�6�~�r�M���š�f�@3ã�•>&�–�å�«�±�å�«�l�b�‚0d  VLAN �b3ã�•�

�–�å�«�±�å�«6ë�[�b  VLAN �b&ã�·�^�]>'�I�€�•�S�g�_�
 MST �¹�î�±�Ë�î�«
²�/�@
Ì�6�‡�ì�I�€�•
�S�u�[�M��

MST �b0¿��
�G�G�[�c�
 MST �b0¿���m8p�_�X�8�Z1��Â�K�r�M��

• �� MST �b�–�¿�î�È�Ý�ì�� >&P.17-30>'

• �� MSTI �Ã�Û�Ó�î�±�b0¿���� >&P.17-31>'

• �� MSTI �Ï�î�º  �Ã�Û�Ó�î�±�b0¿���� >&P.17-32>'

• ���É�ß�º�¥�Ý&ã/œ�b
Ì2s�·�� >&P.17-33>'

• �� MST �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b/²&g�� >&P.17-33>'

MST �b�–�¿�î�È�Ý�ì

Catalyst 4500 �V�[  MST �†�–�¿�î�È�Ý�_�K�Z0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 MST �†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z.

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# spanning-tree mode  mst  MST �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config)# spanning-tree mst configuration  MST �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�È�Ô�î�»�†6ä���K�r�M��

MST �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¡�Ü�”�M�•���œ�c�
 no 
�Ÿ�î�á�î�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 3 Switch(config-mst)# show current  #'�~�b  MST �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��

�«�̧ �µ�É 4 Switch(config-mst)# name name MST �Ü�î�ª�Ù�å�¡�†0¿���K�r�M��

�«�̧ �µ�É 5 Switch(config-mst)# revision  revision_number MST �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�Ü�Å�ª�Ù�å$��•�†0¿��
�K�r�M��

�«�̧ �µ�É 6 Switch(config-mst)# instance  instance_number  vlan  
vlan_range

VLAN �†  MSTI �_�Ð�µ�Æ�å�¢�K�r�M��

vlan �Ÿ�î�á�î�»�†�æ���K�^�8���œ�
 MST �–�å�«�±�å�«
�_�Ð�µ�Æ�å�¢�I�€�S�M�m�Z�b  VLAN �b�Ð�µ�É�†!“� �_
�M�•�_�c�
 no �Ÿ�î�á�î�»�†�Q#Ý�K�r�M��

vlan �Ÿ�î�á�î�»�†�æ���M�•���œ�
 MST �–�å�«�±�å�«�?
�}�æ���I�€�S  VLAN �b�Ð�µ�É�†!“� �_�M�•�_�c�
 no 
�Ÿ�î�á�î�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 7 Switch(config-mst)# show pending 4:#Ý�M�•�‚�K�8  MST �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K
�r�M��

�«�̧ �µ�É 8 Switch(config-mst)# end  0¿���†4:#Ý�K�
 MST �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�È�Ô�î
�»�†)
�¢�K�r�M��

�«�̧ �µ�É 9 Switch# show spanning-tree mst configuration  #'�~�b  MST �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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MST �b0¿��
Switch(config)# spanning-tree mode mst

Switch(config)# spanning-tree mst configuration

Switch(config-mst)# show current
Current MST configuration
Name      []
Revision  0
Instance  Vlans mapped
--------  ---------------------------------------------------------------------
0         1-4094
-------------------------------------------------------------------------------
Switch(config-mst)# name cisco
Switch(config-mst)# revision 2
Switch(config-mst)# instance 1 vlan 1
Switch(config-mst)# instance 2 vlan 1-1000
Switch(config-mst)# show pending
Pending MST configuration
Name      [cisco]
Revision  2
Instance  Vlans mapped
--------  ---------------------------------------------------------------------
0         1001-4094
2         1-1000
-------------------------------------------------------------------------------
Switch(config-mst)# no instance 2
Switch(config-mst)# show pending
Pending MST configuration
Name      [cisco]
Revision  2
Instance  Vlans mapped
--------  ---------------------------------------------------------------------
0         1-4094
-------------------------------------------------------------------------------
Switch(config-mst)# instance 1 vlan 2000-3000
Switch(config-mst)# no instance 1 vlan 1500
Switch(config-mst)# show pending
Pending MST configuration
Name      [cisco]
Revision  2
Instance  Vlans mapped
--------  ---------------------------------------------------------------------
0         1-1999,2500,3001-4094
1         2000-2499,2501-3000
-------------------------------------------------------------------------------
Switch(config-mst)# end
Switch(config)# no spanning-tree mst configuration
Switch(config)# end
Switch# show spanning-tree mst configuration
Name      []
Revision  0
Instance  Vlans mapped
--------  ---------------------------------------------------------------------
0         1-4094
-------------------------------------------------------------------------------

MSTI �Ã�Û�Ó�î�±�b0¿��

MSTI �Ã�Û�Ó�î�±�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��
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MST �b0¿��
���_�
 MSTI �Ã�Û�Ó�î�±�b0¿���[�†&g�K�r�M��

Switch(config)# spanning-tree mst 1 priority ?
 <0-61440>  bridge priority in increments of 4096

Switch(config)# spanning-tree mst 1 priority 1
% Bridge Priority must be in increments of 4096.
% Allowed values are:
  0     4096  8192  12288 16384 20480 24576 28672
  32768 36864 40960 45056 49152 53248 57344 61440

Switch(config)# spanning-tree mst 1 priority 49152
Switch(config)#

Switch(config)# spanning-tree mst 0 root primary  
 mst 0 bridge priority set to 24576
 mst bridge max aging time unchanged at 20
 mst bridge hello time unchanged at 2
 mst bridge forward delay unchanged at 15
Switch(config)# ^Z
Switch#

Switch# show spanning-tree mst  

###### MST00        vlans mapped:  11-4094
Bridge      address 00d0.00b8.1400  priority  24576 (24576 sysid 0)
Root        this switch for CST and IST
Configured  hello time 2, forward delay 15, max age 20, max hops 20

Interface        Role Sts Cost      Prio.Nbr Status
---------------- ---- --- --------- -------- --------------------------------
Fa4/4            Back BLK 1000      240.196  P2p 
Fa4/5            Desg FWD 200000    128.197  P2p 
Fa4/48           Desg FWD 200000    128.240  P2p Bound(STP) 

###### MST01        vlans mapped:  1-10
Bridge      address 00d0.00b8.1400  priority  49153 (49152 sysid 1)
Root        this switch for MST01

Interface        Role Sts Cost      Prio.Nbr Status
---------------- ---- --- --------- -------- --------------------------------
Fa4/4            Back BLK 1000      160.196  P2p 
Fa4/5            Desg FWD 200000    128.197  P2p 
Fa4/48           Boun FWD 200000    128.240  P2p Bound(STP) 

Switch#

MSTI �Ï�î�º  �Ã�Û�Ó�î�±�b0¿��

MSTI �Ï�î�º  �Ã�Û�Ó�î�±�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# spanning-tree mst  X priority  Y MSTI �b�É�Û�–�œ�Ü�¸�•�†0¿���K�r�M��

�«�̧ �µ�É 2 Switch(config)# spanning-tree mst  X root  [ primary | 
secondary ] 

MSTI �b�Ý�î�º�\�K�Z�È�Ü�µ�ª�†0¿���K�r�M��

�«�̧ �µ�É 3 Switch(config)# Ctrl-Z �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 4 Switch# show spanning-tree mst 0¿���†&�1��K�r�M��
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MST �b0¿��
���_�
 MSTI �Ï�î�º  �Ã�Û�Ó�î�±�b0¿���[�†&g�K�r�M��

Switch(config)# interface fastethernet 4/4
Switch(config-if)# spanning-tree mst 1 ?
  cost           Change the interface spanning tree path cost for an instance
  port-priority  Change the spanning tree port priority for an instance

Switch(config-if)# spanning-tree mst 1 cost 1234567

Switch(config-if)# spanning-tree mst 1 port-priority 240
Switch(config-if)# ^Z

Switch# show spanning-tree mst 1 interface fastethernet 4/4

FastEthernet4/4 of MST01 is backup blocking 
Edge port:no             (default)        port guard :none        (default)
Link type:point-to-point (auto)           bpdu filter:disable     (default)
Boundary :internal                        bpdu guard :disable     (default)
Bpdus (MRecords) sent 125, received 1782

Instance Role Sts Cost      Prio.Nbr Vlans mapped
-------- ---- --- --------- -------- -------------------------------
1        Back BLK 1234567   240.196  1-10

Switch#

�É�ß�º�¥�Ý&ã/œ�b
Ì2s�·

RSTP �\  MST �_�c�
�Ú�b�Ü�î�ª�Ù�å�r�S�c�9�b�Â�î�ª�Ù�å�b  IEEE �«�Ã�½�å�¢�¶�Ü�î�\�G�K�C�P0ð�M
�•�S�u�b�«�n�Ó�•�½�¬�Ò�@)��s3¸�r�€�Z�8�r�M���S�\�<�d�
�Þ�ž�©�î  �È�Ü�µ�ª�_�K)F�I�€�S  RSTP �È
�Ü�µ�ª�c�
�Ï�î�º�b�8�N�€�?�[  802.1D BPDU �†3æ�™�K�r�M��� �]�_�
 MST �È�Ü�µ�ª�@�Þ�ž�©�î  
BPDU �r�S�c�9�b�Ü�î�ª�Ù�å�b  MST BPDU �†�w�™�M�•���œ�c�
�Ï�î�º�@�Ü�î�ª�Ù�å�b�C#ú�_�6�•�?�]
�:�?�†�è���K�r�M��

�K�?�K�
�G�b�|�:�^�Ó�•�½�¬�Ò�c� "á$×�^�Ô�î�»�l�b�Ÿ�•�†�	�F�r�M���S�\�<�d�
�Þ�ž�©�î  802.1D �_
�æ���I�€�S  RSTP �È�Ü�µ�ª�c�
 �Þ�ž�©�î  �È�Ü�µ�ª�@�Ü�å�¡�?�}�v�~�¥�I�€�S�6�\�v  802.1D �Ô�î�»�b"g
�Â�_�\�]�r�~�r�M��� �]�_�
 MST �Ï�î�º�c�K)F�K�Z�8�•�È�Ü�µ�ª�@� �L�Ü�î�ª�Ù�å�_�•
°�K�S�6�\�v�

+¬3��†�C#ú�Ï�î�º�\0b�^�K�r�M�� Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�_�I�D$×�_�¿�–�Â�î  �«�–�µ�³�\
Ì�¿
�¦�©�š�î�©�Ù�å�I�O�•���œ>&�É�ß�º�¥�Ý&ã/œ�†
Ì6ä�M�•���œ>' �
���b�|�:�_  clear spanning-tree 
detected-protocols �¥�Ð�å�»�†�Q#Ý�K�r�M��

Switch# clear spanning-tree detected-protocols fastethernet 4/4
Switch#

MST �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b/²&g

MST �b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�M�•�_�c�
���b�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config-if)# spanning-tree mst  x cost  y MSTI �Ï�î�º  �¥�«�º�†0¿���K�r�M��

�«�̧ �µ�É 2 Switch(config-if)# spanning-tree mst x port-priority  y MSTI �Ï�î�º  �É�Û�–�œ�Ü�¸�•�†0¿���K�r�M��

�«�̧ �µ�É 3 Switch(config-if)# Ctrl-Z �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 4 Switch# show spanning-tree mst  x interface  y 0¿���†&�1��K�r�M��
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MST �b0¿��
���_�
 MST �Ô�î�»�b�«�Ã�½�å�¢�¶�Ü�î  VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�M�•�[�†&g�K�r�M��

Switch(config)# spanning-tree mst configuration  
Switch(config-mst)# instance 1 vlan 1-10
Switch(config-mst)# name cisco
Switch(config-mst)# revision 1
Switch(config-mst)# Ctrl-D

Switch# show spanning-tree mst configuration  
Name      [cisco]
Revision  1
Instance  Vlans mapped
--------  ---------------------------------------------------------------------
0         11-4094
1         1-10
-------------------------------------------------------------------------------

Switch# show spanning-tree mst  

###### MST00        vlans mapped:  11-4094
Bridge      address 00d0.00b8.1400  priority  32768 (32768 sysid 0)
Root        address 00d0.004a.3c1c  priority  32768 (32768 sysid 0)
            port    Fa4/48          path cost 203100   
IST master  this switch
Operational hello time 2, forward delay 15, max age 20, max hops 20
Configured  hello time 2, forward delay 15, max age 20, max hops 20

Interface        Role Sts Cost      Prio.Nbr Status
---------------- ---- --- --------- -------- --------------------------------
Fa4/4            Back BLK 1000      240.196  P2p 
Fa4/5            Desg FWD 200000    128.197  P2p 
Fa4/48           Root FWD 200000    128.240  P2p Bound(STP) 

###### MST01        vlans mapped:  1-10
Bridge      address 00d0.00b8.1400  priority  32769 (32768 sysid 1)
Root        this switch for MST01

Interface        Role Sts Cost      Prio.Nbr Status
---------------- ---- --- --------- -------- --------------------------------
Fa4/4            Back BLK 1000      240.196  P2p 
Fa4/5            Desg FWD 200000    128.197  P2p 
Fa4/48           Boun FWD 200000    128.240  P2p Bound(STP) 

Switch# show spanning-tree mst 1

###### MST01        vlans mapped:  1-10
Bridge      address 00d0.00b8.1400  priority  32769 (32768 sysid 1)

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# show spanning-tree mst configuration �”�¡�¸�•�È�^�Ü�î�ª�Ù�å�b0¿���_���†/²&g�K�r�M��

�«�̧ �µ�É 2 Switch# show spanning-tree mst  [ detail ] MST �É�ß�º�¥�Ý�b0ò(ý�_���†/²&g�K�r�M��

�«�̧ �µ�É 3 Switch# show spanning-tree mst instance-id [ detail ] "I���b  MSTI �_6õ�M�•�_���†/²&g�K�r�M��

�«�̧ �µ�É 4 Switch# show spanning-tree mst interface  interface  
[ detail ]

"I���b�Ï�î�º�_6õ�M�•�_���†/²&g�K�r�M��

�«�̧ �µ�É 5 Switch# show spanning-tree mst  instance-id  
interface  interface  [ detail ]

"I���b�Ï�î�º�>�|�g"I���b�–�å�«�±�å�«�_6õ�M�•  
MST �_���†/²&g�K�r�M��

�«�̧ �µ�É 6 Switch# show spanning-tree vlan vlan_ID MST �Ô�î�»�b  VLAN �_���†/²&g�K�r�M��
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MST �b0¿��
Root        this switch for MST01

Interface        Role Sts Cost      Prio.Nbr Status
---------------- ---- --- --------- -------- --------------------------------
Fa4/4            Back BLK 1000      240.196  P2p 
Fa4/5            Desg FWD 200000    128.197  P2p 
Fa4/48           Boun FWD 200000    128.240  P2p Bound(STP) 

Switch# show spanning-tree mst interface fastethernet 4/4

FastEthernet4/4 of MST00 is backup blocking 
Edge port:no             (default)        port guard :none        (default)
Link type:point-to-point (auto)           bpdu filter:disable     (default)
Boundary :internal                        bpdu guard :disable     (default)
Bpdus sent 2, received 368

Instance Role Sts Cost      Prio.Nbr Vlans mapped
-------- ---- --- --------- -------- -------------------------------
0        Back BLK 1000      240.196  11-4094
1        Back BLK 1000      240.196  1-10

Switch# show spanning-tree mst 1 interface fastethernet 4/4

FastEthernet4/4 of MST01 is backup blocking 
Edge port:no             (default)        port guard :none        (default)
Link type:point-to-point (auto)           bpdu filter:disable     (default)
Boundary :internal                        bpdu guard :disable     (default)
Bpdus (MRecords) sent 2, received 364

Instance Role Sts Cost      Prio.Nbr Vlans mapped
-------- ---- --- --------- -------- -------------------------------
1        Back BLK 1000      240.196  1-10

Switch# show spanning-tree mst 1 detail     

###### MST01        vlans mapped:  1-10
Bridge      address 00d0.00b8.1400  priority  32769 (32768 sysid 1)
Root        this switch for MST01

FastEthernet4/4 of MST01 is backup blocking 
Port info             port id        240.196  priority    240  cost        1000
Designated root       address 00d0.00b8.1400  priority  32769  cost           0
Designated bridge     address 00d0.00b8.1400  priority  32769  port id  128.197
Timers:message expires in 5 sec, forward delay 0, forward transitions 0
Bpdus (MRecords) sent 123, received 1188

FastEthernet4/5 of MST01 is designated forwarding 
Port info             port id        128.197  priority    128  cost      200000
Designated root       address 00d0.00b8.1400  priority  32769  cost           0
Designated bridge     address 00d0.00b8.1400  priority  32769  port id  128.197
Timers:message expires in 0 sec, forward delay 0, forward transitions 1
Bpdus (MRecords) sent 1188, received 123

FastEthernet4/48 of MST01 is boundary forwarding 
Port info             port id        128.240  priority    128  cost      200000
Designated root       address 00d0.00b8.1400  priority  32769  cost           0
Designated bridge     address 00d0.00b8.1400  priority  32769  port id  128.240
Timers:message expires in 0 sec, forward delay 0, forward transitions 1
Bpdus (MRecords) sent 78, received 0

Switch# show spanning-tree vlan 10

MST01
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MST �b0¿��
  Spanning tree enabled protocol mstp
  Root ID    Priority    32769
             Address     00d0.00b8.1400
             This bridge is the root
             Hello Time   2 sec  Max Age 20 sec  Forward Delay 15 sec

  Bridge ID  Priority    32769  (priority 32768 sys-id-ext 1)
             Address     00d0.00b8.1400
             Hello Time   2 sec  Max Age 20 sec  Forward Delay 15 sec

Interface        Role Sts Cost      Prio.Nbr Status
---------------- ---- --- --------- -------- --------------------------------
Fa4/4            Back BLK 1000      240.196  P2p 
Fa4/5            Desg FWD 200000    128.197  P2p 

Switch# show spanning-tree summary  
Root bridge for:MST01
EtherChannel misconfiguration guard is enabled
Extended system ID   is enabled
Portfast             is disabled by default
PortFast BPDU Guard  is disabled by default
Portfast BPDU Filter is disabled by default
Loopguard            is disabled by default
UplinkFast           is disabled
BackboneFast         is disabled
Pathcost method used is long

Name                   Blocking Listening Learning Forwarding STP Active
---------------------- -------- --------- -------- ---------- ----------
MST00                     1        0         0        2          3      
MST01                     1        0         0        2          3      
---------------------- -------- --------- -------- ---------- ----------
2 msts                    2        0         0        4          6      
Switch#
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C H A P T E R 18

�œ�É�©�Ù�å�b  STP �µ+��b0¿��

�G�b'v�[�c�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�V�[�§�Ï�î�º�I�€�•�«�Ã�½�å�¢�¶�Ü�î  �É�ß�º�¥�Ý
>&STP>'�b�µ+��_�X�8�Z1��Â�K�r�M��0¿���V�b�@�–�¦8o�
0¿���m8p�
�>�|�g0¿���[�_�X�8�Z�v&g�K�r�M��

�G�b'v�b�z�^
Æ���c�
���b�\�>�~�[�M��

• ���Ý�î�º  �ž�î�»�b�+0[�� >&P.18-2>'

• ���Ý�î�º  �ž�î�»�b�–�¿�î�È�Ý�ì�� >&P.18-2>'

• ���Ý�î�É  �ž�î�»�b�+0[�� >&P.18-3>'

• ���Ý�î�É  �ž�î�»�b�–�¿�î�È�Ý�ì�� >&P.18-5>'

• �� EtherChannel �ž�î�»�b�+0[�� >&P.18-6>'

• �� EtherChannel �ž�î�»�b�–�¿�î�È�Ý�ì�� >&P.18-7>'

• �� PortFast �b�+0[�� >&P.18-7>'

• �� PortFast �b�–�¿�î�È�Ý�ì�� >&P.18-8>'

• �� BPDU �ž�î�»�b�+0[�� >&P.18-8>' 

• �� BackboneFast �b�–�¿�î�È�Ý�ì�� >&P.18-17>'

• �� PortFast BPDU �Ç�•�Ý�±�Ü�å�¢�b�+0[�� >&P.18-9>'

• �� BackboneFast �b�–�¿�î�È�Ý�ì�� >&P.18-17>'

• �� UplinkFast �b�+0[�� >&P.18-12>' 

• �� UplinkFast �b�–�¿�î�È�Ý�ì�� >&P.18-13>'

• �� BackboneFast �b�+0[�� >&P.18-14>'

• �� BackboneFast �b�–�¿�î�È�Ý�ì�� >&P.18-17>'

>&�@>' STP �b0¿���m8p�_�X�8�Z�c�
 '¨ 17 'v�� STP �>�|�g  MST �b0¿���� �†�g!·�K�Z�C�T�I�8��

>&�@>' �G�b'v�b�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 Series Switch 
Cisco IOS Command Reference���>�|�g���b  URL �b6õ4��Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6350/index.html
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�Ý�î�º  �ž�î�»�b�+0[
�Ý�î�º  �ž�î�»�b�+0[  
�«�Ã�½�å�¢�¶�Ü�î�b�Ý�î�º  �ž�î�»�†0¿���M�•�\�
�–�å�±�î�Ç�™�–�«�c�I�D$×�_�æ���Ï�î�º�_�^�~�
#'
�~�b�Ý�î�º  �«�¸�î�±�«�†�–1¤�K�Z�
�Ø3¶�b�«�–�µ�³�@�Ý�î�º  �«�–�µ�³�_�^�•�b�†75�B�r�M��

�Ý�î�º  �ž�î�»�†�Ï�î�º�"�)�[�–�¿�î�È�Ý�_�M�•�\�
�Ï�î�º�@�d�“�M�•�M�m�Z�b�”�¡�¸�•�È  VLAN �_
�Ý�î�º  �ž�î�»�@+¬�·$×�_4:#Ý�I�€�r�M���Ý�î�º  �ž�î�»�†�¹�•�­�î�È�Ý�_�M�•�\�
�æ���I�€�S�Ï�î�º�b
�Ý�î�º  �ž�î�»�@�¹�•�­�î�È�Ý�_�^�~�
�Q�b�Ï�î�º�c+¬�·$×�_�Ü�«�½�å�¢  �«�¸�î�º�_�^�~�r�M��

�Ý�î�º  �ž�î�»�@�–�¿�î�È�Ý�_�^�W�Z�8�•�Ï�î�º�†�â�X�«�–�µ�³�@�‚�K�8�Ý�î�º�†�è���M�•�\�
�Ï�î�º
�c  root-inconsistent �«�¸�î�º�_�^�~�r�M���Q�b�6�\�«�–�µ�³�@�‚�K�8�Ý�î�º�†�è���K�^�E�€�d�
�Q�b
�Ï�î�º�c+¬�·$×�_�Ü�«�½�å�¢  �«�¸�î�º�_�^�~�r�M��

�Ý�î�º  �ž�î�»�b�–�¿�î�È�Ý�ì  
�Þ�–�Ö  2 �”�¡�­�«  �Ï�î�º�V�b�Ý�î�º  �ž�î�»�†�–�¿�î�È�Ý�_�M�•>&�G�b�Ï�î�º�†�I�D$×�_�æ���Ï�î�º�_
�M�•>'�_�c�
���b�8���†/œ�8�r�M��

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  5/8 �V�[�Ý�î�º  �ž�î�»�†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r
�M��

Switch(config)# interface fastethernet 5/8  
Switch(config-if)# spanning-tree guard root  
Switch(config-if)# end  
Switch#

���_�
0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# show running-config interface fastethernet 5/8  
Building configuration...

Current configuration: 67 bytes
!
interface FastEthernet5/8
 switchport mode access
 spanning-tree guard root
end

Switch#

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# interface  {{ fastethernet  | 
gigabitethernet | tengigabitethernet } slot / port }

0¿���M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�̧ �µ�É 2 Switch(config-if)# [ no] spanning-tree guard root  �Ý�î�º  �ž�î�»�†�–�¿�î�È�Ý�_�K�r�M��

�Ý�î�º  �ž�î�»�†�¹�•�­�î�È�Ý�_�M�•���œ�c�
 no �Ÿ�î
�á�î�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 3 Switch(config-if)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 4 Switch# show spanning-tree 0¿���†&�1��K�r�M��
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�Ý�î�É  �ž�î�»�b�+0[
���_�
 root-inconsistent �«�¸�î�º�b�Ï�î�º�@�6�•�?�]�:�?�†�8�9�M�•�[�†&g�K�r�M��

Switch# show spanning-tree inconsistentports  

Name                 Interface              Inconsistency
-------------------- ---------------------- ------------------
VLAN0001             FastEthernet3/1        Root Inconsistent
VLAN0001             FastEthernet3/2        Root Inconsistent
VLAN1002             FastEthernet3/1        Root Inconsistent
VLAN1002             FastEthernet3/2        Root Inconsistent
VLAN1003             FastEthernet3/1        Root Inconsistent
VLAN1003             FastEthernet3/2        Root Inconsistent
VLAN1004             FastEthernet3/1        Root Inconsistent
VLAN1004             FastEthernet3/2        Root Inconsistent
VLAN1005             FastEthernet3/1        Root Inconsistent
VLAN1005             FastEthernet3/2        Root Inconsistent

Number of inconsistent ports (segments) in the system :10

�Ý�î�É  �ž�î�»�b�+0[
�Ý�î�É  �ž�î�»�c�
�Ï�–�å�º�¶�î�Ï�–�å�º  �Ü�å�¡�V�b�"�‰�¥�Ü�å�¡7€���@�N�I�[$Î#Õ�M�•�È�Ü�µ�ª�å�¢  
�Ý�î�É�b75�F�_�w� �[�M���¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�ì�K�S���œ�
�Ý�î�É  �ž�î�»�c�©�«�¸�Ò�V�b�M�m�Z
�b�Ï�–�å�º�¶�î�Ï�–�å�º  �Ï�î�º�_4:#Ý�I�€�r�M���Ý�î�É  �ž�î�»�c�Ý�î�º  �Ï�î�º�>�|�g�È�ß�µ�¡�I�€�S
�Ï�î�º�†�è���K�
�G�€�}�b�Ï�î�º�@�­�¢�Ó�å�º�V�b  DP �?�}  BPDU �†�w�™�K)F�E�•�|�:�_�K�r�M��
�Ý�î�É  �ž�î�»�P�Â�b�Ý�î�º  �Ï�î�º�r�S�c�È�ß�µ�¡  �Ï�î�º�@�æ���Ï�î�º�?�}3æ�}�€�S  BPDU �b�w�™�†�õ
�F�K�S���œ�
�Q�b�Ï�î�º�c"@#.�Ü�å�¡  �š�Û�î�@�Ï�î�º�[$Î#Õ�K�S�\�8�•�K�Z�
�È�ß�µ�Ÿ�å�¢  �«�¸�î�º
�_&ã/œ�K�r�M���Ï�î�º�c  BPDU �†�w�™�M�•�\�
�S�T�U�_�G�b�«�¸�î�º�?�}�G�Ÿ�K�r�M��

�Ý�î�É  �ž�î�»�c�Ï�î�º�"�)�[�–�¿�î�È�Ý�_�M�•�G�\�@�[�A�r�M���Ý�î�É  �ž�î�»�†�–�¿�î�È�Ý�_�M�•�\�

�M�m�Z�b�”�¡�¸�•�È  �–�å�«�±�å�«�r�S�c�Ï�î�º�@�“�M�•  VLAN �_�Ý�î�É  �ž�î�»�@+¬�·$×�_4:#Ý�I�€�r
�M���Ý�î�É  �ž�î�»�†�¹�•�­�î�È�Ý�_�K�S���œ�c�
�æ���K�S�Ï�î�º�_�P�K�Z�¹�•�­�î�È�Ý�_�^�~�r�M��
�Ý�î�É  �ž�î�»�†�¹�•�­�î�È�Ý�_�M�•�\�
�Ý�î�É�_�M2��ö�b�^�8�M�m�Z�b�Ï�î�º�@�Ü�«�½�å�¢  �«�¸�î�º
�_&ã/œ�K�r�M��
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�Ý�î�É  �ž�î�»�b�+0[
�³�Õ�¿�Ý�V�[�Ý�î�É  �ž�î�»�†�–�¿�î�È�Ý�_0¿���K�
�q�6�b�Ü�å�¡�@�"�M�‰�¥�_�^�W�S���œ�
�Ý�î�É  
�ž�î�»�c�s8j�†�w�E�S�Ï�î�º�@�³�Õ�¿�Ý�?�}7V�¥�I�€�•�r�[�
�³�Õ�¿�Ý
²�/�†�È�ß�µ�¡�K�r�M��
�W 18-1 �_�
 3 �Ž�b�«�–�µ�³�S�B�_�>�E�•�Ý�î�É  �ž�î�»�†&g�K�r�M��

�W 18-1 �Ý�î�É  �ž�î�»�@0¿���I�€�S�«�–�µ�³  3 �Ž�b�S�B

�W 18-1 �_�
���b0¿���†&g�K�r�M��

• �«�–�µ�³  A �>�|�g�«�–�µ�³  B �c�¹�•�«�º�Ü�Å�×�î�©�Ù�å  �«�–�µ�³�[�M��

• �«�–�µ�³  C �c�
�”�¡�­�«  �«�–�µ�³�[�M��

• �Ý�î�É  �ž�î�»�c�
�«�–�µ�³  A�
 B�
 C �b�Ï�î�º  3/1 �>�|�g  3/2 �[�–�¿�î�È�Ý�[�M��

�Ý�î�º  �«�–�µ�³�[�Ý�î�É  �ž�î�»�†�–�¿�î�È�Ý�_�K�Z�v� �Ý�c�6�~�r�O�‡�@�
�Ý�î�º  �«�–�µ�³�@8��Ý�î
�º  �«�–�µ�³�_�^�W�S���œ�_�–1¤�I�€�r�M��

�Ý�î�É  �ž�î�»�†�Q#Ý�M�•�\�A�_�c�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

• PortFast �P�Â�Ï�î�º�r�S�c�²�–�¼�Ñ�µ�¡  VLAN �Ï�î�º�[�c�
�Ý�î�É  �ž�î�»�†�–�¿�î�È�Ý�_�K�^�8
�[�C�T�I�8��

• �Ý�î�º  �ž�î�»�@�–�¿�î�È�Ý�b���œ�c�
�Ý�î�É  �ž�î�»�†�–�¿�î�È�Ý�_�K�^�8�[�C�T�I�8��

�Ý�î�É  �ž�î�»�c�
���b�|�:�_�Ú�b�µ+��\%&�«�8#Ý�K�r�M��

• �Ý�î�É  �ž�î�»�c  UplinkFast �r�S�c  BackboneFast �b�µ+��_�c�s8j�K�r�O�‡��

• �Ï�–�å�º�¶�î�Ï�–�å�º  �Ü�å�¡�_�K)F�I�€�Z�8�^�8�Ï�î�º�V�[�Ý�î�É  �ž�î�»�†�–�¿�î�È�Ý�_�K�Z�v�

�µ+��K�r�O�‡��

• �Ý�î�º  �ž�î�»�c�I�D$×�_�
�–�_�Ï�î�º�@�Ý�î�º  �Ï�î�º�_�^�•�|�:�_�K�r�M���Ï�î�º�@�Ý�î�º  �Ï�î
�º�r�S�c�æ�p�Ï�î�º�b���œ�T�E�
�Ý�î�É  �ž�î�»�c�w� �[�M��"I���b�Ï�î�º�V�[�Ý�î�É  �ž�î�»�\
�Ý�î�º  �ž�î�»�b�g�‰�†� �ì�_�–�¿�î�È�Ý�_�M�•�G�\�c�[�A�r�O�‡��

• �Ý�î�É  �ž�î�»�c�«�Ã�½�å�¢�¶�Ü�î�[1�1‘�I�€�Z�8�•�Ï�î�º�†�Q#Ý�K�r�M���Ý�î�É  �ž�î�»�c�
�Ï�î
�º7Ÿ(Ù�É�ß�º�¥�Ý>& PAgP>'�@�f�j�M�•1=#.�Ï�î�º�†�<#Ý�[�A�r�M���S�T�K�
�³�Õ�¿�Ý�†�g�B�M�•
�_�c�
�Q�b�³�Õ�¿�Ý�_�¢�Ý�î�É�ì�M�•�M�m�Z�b"@#.�Ï�î�º�b0¿���_�«�n�ö�@�^�E�€�d�^�~�r�O�‡��
�³�Õ�¿�Ý�†�g�B�M�•�S�u�_�
 PAgP �c�M�m�Z�b"@#.�Ï�î�º�V�[�Ý�î�º  �ž�î�»�r�S�c�Ý�î�É  �ž�î�»�b
0¿���†�’�M�_�K�r�M��

�Ý�î�É  �ž�î�»�_4:#Ý�I�€�•�@�–�¦8o�c�
���b�\�>�~�[�M��

– �«�Ã�½�å�¢�¶�Ü�î�c�
 BPDU �†3æ�™�M�•�³�Õ�¿�Ý
Æ�[�q�6�_�·�8�M�•�Ï�î�º�†�–�_4E�¥�K�r
�M���G�b�Ü�å�¡�@�"�M�‰�¥�_�^�W�S���œ�
�³�Õ�¿�Ý
Æ�b�Ú�b�Ü�å�¡�@4:�)�_�µ+��K�Z�8�•���œ
�[�v�
�Ý�î�É  �ž�î�»�c�³�Õ�¿�Ý�†�È�ß�µ�¡�K�r�M��

3/1 3/1

3/2

3/1 3/2

3/2

A B

C

�0�o�P�o�;

�^�o�;  �P�o�;


•�§�P�o�; 55
77

2
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�Ý�î�É  �ž�î�»�b�–�¿�î�È�Ý�ì
– �Ý�î�É  �ž�î�»�_�|�W�Z�È�ß�µ�¡�I�€�Z�8�•�M4��b�Ï�î�º�†�¢�Ý�î�É�ì�K�Z�
�³�Õ�¿�Ý�†�g�B
�K�S���œ�
�«�Ã�½�å�¢�¶�Ü�î�c�G�€�}�b�Ï�î�º�b�«�¸�î�º�_���†�M�m�Z�»�8�
�‚�K�8�³�Õ�¿�Ý  
�Ï�î�º�c�æ���I�€�S�z�m�†�Q#Ý�K�Z�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_&ã/œ�[�A�r�M��

– �³�Õ�¿�Ý�@�Ý�î�É  �ž�î�»�_�|�W�Z�È�ß�µ�¡�I�€�Z�8�•���œ�_�
�³�Õ�¿�Ý�@�)�•�I�€�•�\�
�«
�Ã�½�å�¢�¶�Ü�î�c�M�m�Z�b�«�¸�î�º�_���†�»�8�r�M���³�Õ�¿�Ý�†�g�B�M�•  1 �X�r�S�c0
�X�b�Ü
�å�¡�@�"�M�‰�¥�Ü�å�¡�[�6�•���œ�v�
�›"@#.�Ï�î�º�c�æ���I�€�S�ß�î�Ý�†�Q#Ý�K�Z�
�Ç�›�á�î
�¹�•�å�¢  �«�¸�î�º�_&ã/œ�[�A�r�M��

>&�@>' UniDirectional Link Detection>&UDLD; �"�M�‰�¥�Ü�å�¡�è��>'�†�–�¿�î�È�Ý�_�K�Z�

�Ü�å�¡7€���†"I���M�•�G�\�@�[�A�r�M�� UDLD �@7€���†�è���M�•�r�[�c�
�Ý�î�É�@$Î
#Õ�M�•�•+��ö�@�6�~�r�M�@�
�Ý�î�É  �ž�î�»�[�c�è���[�A�r�O�‡��

• �¹�•�­�î�È�Ý�ì�I�€�S�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�r�S�c  VLAN �V�[�c�
�Ý�î�É  �ž�î�»�c!“� 
�[�M��

�Ý�î�É  �ž�î�»�b�–�¿�î�È�Ý�ì
�Ý�î�É  �ž�î�»�c�¢�ß�î�Â�Ý�_�
�r�S�c�Ï�î�º�H�\�_�–�¿�î�È�Ý�_�[�A�r�M��

�«�–�µ�³�V�[�Ý�î�É  �ž�î�»�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�Ý�î�É  �ž�î�»�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch(config)# spanning-tree loopguard default  
Switch(config)# Ctrl-Z

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �Ï�î�º  4/4 �b�Q�€�r�[�b0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# show spanning-tree interface fastethernet 4/4 detail  
 Port 196 (FastEthernet4/4) of VLAN0010 is forwarding 
   Port path cost 1000, Port priority 160, Port Identifier 160.196.
   Designated root has priority 32768, address 00d0.00b8.140a
   Designated bridge has priority 32768, address 00d0.00b8.140a
   Designated port id is 160.196, designated path cost 0
   Timers:message age 0, forward delay 0, hold 0
   Number of transitions to forwarding state:1
   The port is in the portfast mode by portfast trunk configuration
   Link type is point-to-point by default
   Bpdu filter is enabled
   Loop guard is enabled by default on the port
   BPDU:sent 0, received 0

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# spanning-tree loopguard default �«�–�µ�³�V�[�Ý�î�É  �ž�î�»�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_
�K�r�M��

�«�̧ �µ�É 2 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 3 Switch# show spanning tree interface 4/4detail �G�b0¿���@�Ï�î�º�_�8#Ý�K�Z�8�•�G�\�†&�1��K�r�M��
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EtherChannel �ž�î�»�b�+0[
"I���b�–�å�±�î�Ç�™�–�«�V�[�Ý�î�É  �ž�î�»�†�–�¿�î�È�Ý�_�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �Ï�î�º  4/4 �[�Ý�î�É  �ž�î�»�†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch(config)# interface fastEthernet 4/4
Switch(config-if)# spanning-tree guard loop
Switch(config-if)# ^Z

���_�
0¿���@�Ç�“�«�º  �–�î�§�¿�µ�º  �Ï�î�º  4/4 �_�Z�<�•�s8j�†&�1��M�•�[�†&g�K�r�M��

Switch# show spanning-tree interface fastEthernet 4/4 detail 
 Port 196 (FastEthernet4/4) of VLAN0010 is forwarding 
   Port path cost 1000, Port priority 160, Port Identifier 160.196.
   Designated root has priority 32768, address 00d0.00b8.140a
   Designated bridge has priority 32768, address 00d0.00b8.140a
   Designated port id is 160.196, designated path cost 0
   Timers:message age 0, forward delay 0, hold 0
   Number of transitions to forwarding state:1
   The port is in the portfast mode by portfast trunk configuration
   Link type is point-to-point by default
   Bpdu filter is enabled
   Loop guard is enabled on the port
   BPDU:sent 0, received 0
Switch#

EtherChannel �ž�î�»�b�+0[
EtherChannel �ž�î�»�†�Q#Ý�M�•�\�
�«�–�µ�³�\�K)F�K�S�¹�Â�–�«6ë�[�b  EtherChannel �b0¿���b%©%*�†
�è���[�A�r�M��0¿���Ñ�«�c�
 EtherChannel �[�«�–�µ�³�b�–�å�±�î�Ç�™�–�«�†�m�·�[0¿���K�Z�
 1 �X�r
�S�c0
�X�b�–�å�±�î�Ç�™�–�«�@�Ú�b�¹�Â�–�«�V�_�^�?�W�S���œ�_$Î#Õ�K�r�M�� EtherChannel 0¿���ì�b
�@�–�¦8o�_�X�8�Z�c�
 �� EtherChannel 0¿���ì�b�@�–�¦8o�>�|�g�D(Ù�¦8o�� >&P.19-5>' �†�g!·�K�Z�C�T�I
�8��

>&�@>' EtherChannel �ž�î�»�c�
 PAgP �r�S�c  LACP �†�Ó�K�Z�[�c�^�C�
 forced �Ô�î�»>&�X�r�~���m�·�[0¿��
�I�€�•���Ô�î�»>'�_�^�W�Z�8�•  EtherChannel �_�b�s4:#Ý�I�€�r�M��

�«�–�µ�³�@�Ú�b�¹�Â�–�«�V�[�b0¿���Ñ�«�†�è���M�•�\�
 EtherChannel �ž�î�»�@�
 EtherChannel �Â�å�»
�Ý
Æ�b�M�m�Z�b�–�å�±�î�Ç�™�–�«�†  errdisable �_�K�
�š�Û�î  �Ó�µ�­�î�ª�†/²&g�K�r�M��

�G�b�µ+��c�
 spanning-tree etherchannel guard misconfig �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð
�å�»�[�–�¿�î�È�Ý�_�[�A�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# interface  { type  slot/port } | 
{ port-channel port_channel_number }

0¿���M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�̧ �µ�É 2 Switch(config-if)# spanning-tree guard loop  �Ý�î�É  �ž�î�»�†0¿���K�r�M��

�«�̧ �µ�É 3 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 4 Switch# show spanning tree interface 4/4detail  �G�b0¿���@�Ï�î�º�_�8#Ý�K�Z�8�•�G�\�†&�1��K�r�M��
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EtherChannel �ž�î�»�b�–�¿�î�È�Ý�ì
EtherChannel �ž�î�»�b�–�¿�î�È�Ý�ì
�«�–�µ�³�[  PVST+�
 Rapid PVST+�
�r�S�c  MSTP �@'�
>�K�Z�8�•���œ�
 EtherChannel �b0¿���b%©%*
�†�è���M�•  EtherChannel �ž�î�»�µ+��†�–�¿�î�È�Ý�_�[�A�r�M��

EtherChannel �ž�î�»�†�–�¿�î�È�Ý�_�M�•�_�c�
���b�m8p�†��/œ�K�r�M���G�b�m8p�c�õ�–�[�M��

EtherChannel �ž�î�»�µ+��†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no spanning-tree etherchannel guard 
misconfig �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

show interfaces status err-disabled "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�M�•�G�\�[�
 EtherChannel �b0¿��%©%*
�@�N�I�[�¹�•�­�î�È�Ý�_�^�W�Z�8�•�«�–�µ�³  �Ï�î�º�†/²&g�[�A�r�M���Ü�Ô�î�º  �¹�Â�–�«�V�[�c�
 show 
etherchannel summary "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z�
 EtherChannel �b0¿���†&�1��[�A�r�M��

0¿���†�Ÿ�G�K�S�‹�
1��W�Z0¿���K�Z�8�S�Ï�î�º  �³�Õ�¿�Ý  �–�å�±�î�Ç�™�–�«�V�[�
 shutdown �>�|�g  no 
shutdown �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�Z�C�T�I�8��

PortFast �b�+0[  
�«�Ã�½�å�¢�¶�Ü�î  PortFast �†�Q#Ý�M�•�\�
�Þ�–�Ö  2 �”�¡�­�«  �Ï�î�º�\�K�Z0¿���I�€�S�–�å�±�î�Ç�™�–
�«�c�
�Ü�«�½�å�¢  �«�¸�î�º�>�|�g�Û�î�½�å�¢  �«�¸�î�º�†)��N�_�
�S�T�U�_�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º
�_&ã/œ�K�r�M�� 1 �Ž�b�á�î�¡�«�¸�î�©�Ù�å�r�S�c�§�î�Â�_�K)F�I�€�S�Þ�–�Ö  2 �”�¡�­�«  �Ï�î�º�V�[  
PortFast �†�Q#Ý�M�•�\�
�«�Ã�½�å�¢�¶�Ü�î�b�¥�å�Â�î�ª�™�å�«�†�…�µ�K�^�8�[�
/æ*(�@�S�T�U�_�¿�µ�º
�á�î�¡�_�K)F�I�€�r�M���–�å�±�î�Ç�™�–�«�@�È�Ü�µ�ª  �É�ß�º�¥�Ý  �¹�î�±  �Ø�½�µ�º>&BPDU>'�†�w�™�K
�S���œ�[�v�
�«�Ã�½�å�¢�¶�Ü�î�c�Q�b�Ï�î�º�†�È�ß�µ�Ÿ�å�¢  �«�¸�î�º�_�O�N�_�
�Ï�î�º�b�·�8�«�¸�î
�º�†  non-port fast �_0¿���K�r�M���G�€�c�
0¿���I�€�S�«�¸�î�º�@  port fast �b�r�r�[�
�º�Ï�ß�ª�š�f�_
�g�•�K�Z�8�•���œ�v� �]�[�M��

>&�@>' PortFast �b% $×�c�
�”�¡�­�«  �Ï�î�º�@�«�Ã�½�å�¢�¶�Ü�î�b�¥�å�Â�î�ª�™�å�«�†�…�µ�M�•�ì6ë�†�q�`7H
�_�š�<�•�G�\�[�M���K�S�@�W�Z�
 PortFast �c�”�¡�­�«  �Ï�î�º�[�Q#Ý�M�•�\�q�v� �Ý$×�[�M���9�b�«
�–�µ�³�_�K)F�K�Z�8�•�Ï�î�º�[  PortFast �†�–�¿�î�È�Ý�_�M�•�\�
�«�Ã�½�å�¢�¶�Ü�î  �Ý�î�É�@�8�B�I�€
�•�Ü�«�¡�@�6�~�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 2 spanning-tree etherchannel guard 
misconfig

EtherChannel �ž�î�»�†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show spanning-tree summary 
°�Š�†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ
�K�r�M��
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PortFast �b�–�¿�î�È�Ý�ì
PortFast �b�–�¿�î�È�Ý�ì

�@�– PortFast �c�
�"�M�b�š�å�»  �«�¸�î�©�Ù�å�†�Þ�–�Ö  2 �”�¡�­�«  �Ï�î�º�_�K)F�M�•���œ�_ 7H�W�Z�Q#Ý�K
�Z�C�T�I�8���Q�:�K�^�8���œ�
�¿�µ�º�á�î�¡  �Ý�î�É�@$Î#Õ�M�•�•+��ö�@�6�~�r�M��

�Þ�–�Ö  2 �”�¡�­�«  �Ï�î�º�V�[  PortFast �†�–�¿�î�È�Ý�_�K�Z�
�S�T�U�_�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_&ã
/œ�I�O�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  5/8 �V�[  PortFast �†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch(config)# interface fastethernet 5/8  
Switch(config-if)# spanning-tree portfast  
Switch(config-if)# end  
Switch#

���_�
0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# show running-config interface fastethernet 5/8  
Building configuration...

Current configuration:
!
interface FastEthernet5/8
 no ip address
 switchport
 switchport access vlan 200
 switchport mode access
 spanning-tree portfast
end

Switch#

BPDU �ž�î�»�b�+0[  
�«�Ã�½�å�¢�¶�Ü�î  BPDU �ž�î�»�c�
 BPDU �†�w�™�M�•�
 PortFast �@0¿���I�€�S�–�å�±�î�Ç�™�–�«�†�«
�Ã�½�å�¢�¶�Ü�î  �È�ß�µ�Ÿ�å�¢  �«�¸�î�º�_&ã/œ�I�O�N�_�
�©�Õ�µ�º�²�˜�å�K�r�M���w� �^0¿���[�c�

PortFast �@0¿���I�€�S�–�å�±�î�Ç�™�–�«�c  BPDU �†�w�™�K�r�O�‡�� PortFast �@0¿���I�€�S�–�å�±�î

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# interface  {{ fastethernet  | 
gigabitethernet | tengigabitethernet } slot / port } 
| { port-channel port_channel_number }

0¿���M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�̧ �µ�É 2 Switch(config-if)# [ no] spanning-tree portfast  �"�M�b�á�î�¡�«�¸�î�©�Ù�å�r�S�c�§�î�Â�_�K)F�I�€�S�Þ
�–�Ö  2 �”�¡�­�«  �Ï�î�º�V�[  PortFast �†�–�¿�î�È�Ý�_�K
�r�M��

PortFast �†�¹�•�­�î�È�Ý�_�M�•���œ�c�
 no �Ÿ�î�á�î�»�†
�Q#Ý�K�r�M��

�«�̧ �µ�É 3 Switch(config-if)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 4 Switch# show running interface {{ fastethernet  | 
gigabitethernet | tengigabitethernet } slot / port } 
| { port-channel  port_channel_number }

0¿���†&�1��K�r�M��
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'¨  18 'v       �œ�É�©�Ù�å�b  STP �µ+��b0¿��
BPDU �ž�î�»�b�–�¿�î�È�Ý�ì
�Ç�™�–�«�@ BPDU �†�w�™�K�S���œ�
1�0É�I�€�Z�8�^�8�¹�Â�–�«�@�K)F�I�€�S���œ�\� �L�|�:�_�
!“� 
�^0¿���\�K�Z3û%±�I�€�r�M��'ö#.*…�c�m�·�[�–�å�±�î�Ç�™�–�«�†
Ì�g�·�8�I�O�^�E�€�d�^�}�^�8�b�[�

BPDU �ž�î�»�µ+��_�|�~�
!“� �^0¿���_�P�M�•&����^�P���@�•+��_�^�~�r�M��

>&�@>' BPDU �ž�î�»�µ+��@�–�¿�î�È�Ý�b���œ�
�«�Ã�½�å�¢�¶�Ü�î�c  BPDU �ž�î�»�µ+��†  PortFast �@0¿���I�€
�S�M�m�Z�b�–�å�±�î�Ç�™�–�«�_4:#Ý�K�r�M��

BPDU �ž�î�»�b�–�¿�î�È�Ý�ì
BPDU �ž�î�»�†�–�¿�î�È�Ý�_�K�Z�
 PortFast �@0¿���I�€�S�
 BPDU �†�w�™�M�•�–�å�±�î�Ç�™�–�«�†
�©�Õ�µ�º�²�˜�å�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 BPDU �ž�î�»�†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch(config)# spanning-tree portfast bpduguard  
Switch(config)# end  
Switch#

���_�
 BPDU 0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# show spanning-tree summary totals

Root bridge for: none.
PortFast BPDU Guard is enabled
Etherchannel misconfiguration guard is enabled
UplinkFast is disabled
BackboneFast is disabled
Default pathcost method used is short

Name                 Blocking Listening Learning Forwarding STP Active
-------------------- -------- --------- -------- ---------- ----------
            34 VLANs 0        0         0        36         36
Switch#

PortFast BPDU �Ç�•�Ý�±�Ü�å�¢�b�+0[
Cisco IOS Release 12.2(25)EW �è7F�[�§�Ï�î�º�I�€�•  PortFast BPDU �Ç�•�Ý�±�Ü�å�¢�_�|�W�Z�
'ö#.
*…�c�©�«�¸�Ò�@"I���b�Ï�î�º�[  BPDU �†3æ�w�™�K�^�8�|�:�_�[�A�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# [ no] spanning-tree portfast 
bpduguard  

�«�–�µ�³�b  PortFast �@0¿���I�€�S�M�m�Z�b�–�å�±�î
�Ç�™�–�«�V�[  BPDU �ž�î�»�†�–�¿�î�È�Ý�_�K�r�M��

BPDU �ž�î�»�†�¹�•�­�î�È�Ý�_�M�•���œ�c�
 no �Ÿ�î
�á�î�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 2 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 3 Switch# show spanning-tree  summary totals BPDU �b0¿���†&�1��K�r�M��
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'¨  18 'v       �œ�É�©�Ù�å�b  STP �µ+��b0¿��
PortFast BPDU �Ç�•�Ý�±�Ü�å�¢�b�–�¿�î�È�Ý�ì
�¢�ß�î�Â�Ý�_0¿���I�€�S  PortFast �Ç�•�Ý�±�Ü�å�¢�c�
�·�8�p�b�M�m�Z�b  PortFast �Ï�î�º�_4:#Ý�I�€�r
�M���·�8�•+�  PortFast �«�¸�î�º�b�Ï�î�º�c�
�Í�«�º�_�K)F�I�€�Z�8�•�\0b�^�I�€�
3û�–�c  BPDU �†�»
�ß�µ�É�K�r�M���·�8�p�b  PortFast �Ï�î�º�@  BPDU �†�w�™�M�•�\�
�Ï�î�º�c�M�D�_  PortFast �·�8�«�¸�î
�±�«�†�»�8�r�M���G�b���œ�
 PortFast BPDU �Ç�•�Ý�±�Ü�å�¢�c�G�b�Ï�î�º�V�[�¹�•�­�î�È�Ý�_�^�~�

STP �c�Ï�î�º�V�[  BPDU �b3æ�™�†
Ì6ä�K�r�M��

PortFast BPDU �Ç�•�Ý�±�Ü�å�¢�c�Ï�î�º�"�)�[0¿���M�•�G�\�v�[�A�r�M�� PortFast BPDU �Ç�•�Ý�±�Ü
�å�¢�@�Ï�î�º�V�[�Â&g$×�_0¿���I�€�Z�8�•���œ�
 BPDU �c3æ�™�I�€�N�
�w�™�K�S�M�m�Z�b  BPDU �c�ë
� �I�€�r�M��

�@�– �Í�«�º�_�K)F�I�€�Z�8�^�8�Ï�î�º�V�[  PortFast BPDU �Ç�•�Ý�±�Ü�å�¢�†�Â&g$×�_0¿���K�S���œ�

�Ï�î�º�c�w�™�K�S�M�m�Z�b  BPDU �†!“0i�K�Z�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_�^�•�b�[�
�È�Ü�µ�ª�å
�¢  �Ý�î�É�@$Î#Õ�M�•�•+��ö�@�6�~�r�M��

PortFast BPDU �Ç�•�Ý�±�Ü�å�¢�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�ì�K�
 PortFast BPDU �Ç�•�Ý�±�Ü�å�¢�b�¹
�Ç�›�Ý�º�[�Ï�î�º�†0¿���K�S���œ>& �� BackboneFast �b�–�¿�î�È�Ý�ì�� >&P.18-17>' �†�g!·>' �
 PortFast �@ 
PortFast BPDU �Ç�•�Ý�±�Ü�å�¢�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

�Ï�î�º�@�¹�Ç�›�Ý�º�_0¿���I�€�Z�8�^�8���œ�
 PortFast �b0¿���@  PortFast BPDU �Ç�•�Ý�±�Ü�å�¢�_�s
8j�M�•�G�\�c�6�~�r�O�‡�� /² 18-1 �_�
�Q#Ý�•+��^  PortFast BPDU �Ç�•�Ý�±�Ü�å�¢�b)��s�œ�ƒ�O�†&g�K
�r�M�� PortFast BPDU �Ç�•�Ý�±�Ü�å�¢�†�Q#Ý�M�•�\�
�š�å�»  �Í�«�º�b�K)F%$�‹�_�
�”�¡�­�«  �Ï�î�º�@
�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_%$�K&ã/œ�[�A�r�M��

PortFast BPDU �Ç�•�Ý�±�Ü�å�¢�b�–�¿�î�È�Ý�ì
PortFast BPDU �Ç�•�Ý�±�Ü�å�¢�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�Ï�î�º�V�[  PortFast BPDU �Ç�•�Ý�±�Ü�å�¢�†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch(config)# spanning-tree portfast bpdufilter default  
Switch(config)# Ctrl-Z

/² 18-1 PortFast BPDU �Ç�•�Ý�±�Ü�å�¢�b�Ï�î�º0¿��

�Ï�î�º�"�)�b0¿�� �¢�ß�î�Â�Ý0¿��
PortFast �b�«
�¸�î�º

PortFast BPDU �Ç�•�Ý�±�Ü�å
�¢�b�«�¸�î�º  

Default Enable Enable Enable1

1. �Ï�î�º�c  10 �è�V�b  BPDU �†3æ�™�K�r�M���G�b�Ï�î�º�@�8�N�€�?�b  BPDU �†�w�™�K�S���œ�
 PortFast �>�|�g  
PortFast BPDU �Ç�•�Ý�±�Ü�å�¢�c�¹�•�­�î�È�Ý�_�^�~�r�M��

Default Enable Disable Disable

Default Disable N/A Disable

Disable N/A N/A Disable

Enable N/A N/A Enable

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# spanning-tree portfast bpdufilter default �«�–�µ�³�V�[  BPDU �Ç�•�Ý�±�Ü�å�¢�†�¢
�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 2 Switch# show spanning-tree summary totals BPDU �b0¿���†&�1��K�r�M��
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'¨  18 'v       �œ�É�©�Ù�å�b  STP �µ+��b0¿��
PortFast BPDU �Ç�•�Ý�±�Ü�å�¢�b�–�¿�î�È�Ý�ì
���_�
 PVST+ �Ô�î�»�[  BPDU 0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# show spanning-tree summary totals  
Root bridge for:VLAN0010
EtherChannel misconfiguration guard is enabled
Extended system ID   is disabled
Portfast             is enabled by default
PortFast BPDU Guard  is disabled by default
Portfast BPDU Filter is enabled by default
Loopguard            is disabled by default
UplinkFast           is disabled
BackboneFast         is disabled
Pathcost method used is long

Name                   Blocking Listening Learning Forwarding STP Active
---------------------- -------- --------- -------- ---------- ----------
2 vlans                   0        0         0        3          3      

Switch#

>&�@>' PVST+ �_�X�8�Z�c�
 '¨ 17 'v�� STP �>�|�g  MST �b0¿����  �†�g!·�K�Z�C�T�I�8��

PortFast BPDU �Ç�•�Ý�±�Ü�å�¢�†�–�¿�î�È�Ý�_�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �Ï�î�º  4/4 �V�[  PortFast BPDU �Ç�•�Ý�±�Ü�å�¢�†�–�¿�î�È�Ý�_�M�•�[�†
&g�K�r�M��

Switch(config)# interface fastethernet 4/4
Switch(config-if)# spanning-tree bpdufilter enable  
Switch(config-if)# ^Z

���_�
 PortFast BPDU �Ç�•�Ý�±�Ü�å�¢�@�–�¿�î�È�Ý�_�^�W�Z�8�•�G�\�†&�1��M�•�[�†&g�K�r�M��

Switch# show spanning-tree interface fastethernet 4/4

Vlan             Role Sts Cost      Prio.Nbr Status
---------------- ---- --- --------- -------- --------------------------------
VLAN0010         Desg FWD 1000      160.196  Edge P2p 

���_�
�Ï�î�º�V�b0ò(ý�†/²&g�M�•�[�†&g�K�r�M��

Switch# show spanning-tree interface fastEthernet 4/4 detail  
 Port 196 (FastEthernet4/4) of VLAN0010 is forwarding 
   Port path cost 1000, Port priority 160, Port Identifier 160.196.
   Designated root has priority 32768, address 00d0.00b8.140a
   Designated bridge has priority 32768, address 00d0.00b8.140a
   Designated port id is 160.196, designated path cost 0
   Timers:message age 0, forward delay 0, hold 0
   Number of transitions to forwarding state:1
   The port is in the portfast mode by portfast trunk configuration
   Link type is point-to-point by default
   Bpdu filter is enabled
   BPDU:sent 0, received 0
Switch#

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# interface fastEthernet 4/4  0¿���M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�̧ �µ�É 2 Switch(config-if)# spanning-tree bpdufilter enable  BPDU �Ç�•�Ý�±�Ü�å�¢�†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 3 Switch# show spanning-tree interface fastethernet 4/4  0¿���†&�1��K�r�M��
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'¨  18 'v       �œ�É�©�Ù�å�b  STP �µ+��b0¿��
UplinkFast �b�+0[
UplinkFast �b�+0[  

>&�@>' UplinkFast �c�
4Ä)z�¡�ß�î�®�µ�º  �«�–�µ�³�_�Q#Ý�M�•�\�q�v� �Ý$×�[�M���Ú�b�”�É�Ü�£�î�©�Ù�å�_�G
�b�µ+��†�Q#Ý�K�Z�v�
�w� �\�c7H�~�r�O�‡��

�«�Ã�½�å�¢�¶�Ü�î  UplinkFast �µ+��c%$�K�Ü�å�¡7€���‹�b�¥�å�Â�î�ª�™�å�«�†9×3ÿ�ì�K�
�”�µ�É�Ü�å�¡  
�¢�Ý�î�É�†�Q#Ý�K�Z
Õ6×�Þ�–�Ö  2 �Ü�å�¡6ë�b�ß�î�»�Â�Û�å�©�å�¢�†��/œ�K�r�M���¥�å�Â�î�ª�™�å�«�c�

"I���b�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�†��/œ�M�•�–�å�±�î�¿�µ�º�á�î�Ÿ�å�¢  �¹�Â�–�«  �¢�Ý�î�É�@�–�å�±�î
�¿�µ�º�á�î�¡�b�º�Ï�ß�ª�š�f�‹�_�Q�b�º�Ï�ß�ª�_�œ�–�M�•3ÿ�Ø�\+��Š�[�M���”�µ�É�Ü�å�¡  �¢�Ý�î�É�c�


>&VLAN �H�\�b>'�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�b7Ÿ�œ�[�6�~�
�8�?�^�•�\�A�v�
�Q�b�p�b  1 �X�b�–�å�±�î
�Ç�™�–�«�T�E�@3?3æ�†/œ�8�r�M���X�r�~�
�”�µ�É�Ü�å�¡  �¢�Ý�î�É�c�
 >&3?3æ�†/œ�:>'�Ý�î�º  �Ï�î�º�\�


>&�­�Ý�Ç�Ý�î�É�†/œ�:�Ï�î�º�†7V�C>'�È�ß�µ�¡�I�€�S�Ï�î�º�b7Ÿ�œ�[�S�B�I�€�r�M���”�µ�É�Ü�å�¡  �¢
�Ý�î�É�c�
3?3æ�p�b�Ü�å�¡�[7€���@2s�A�S���œ�_�æ�p�Ã�«�†�f�j�K�r�M��

�W 18-2 �c�
�Ü�å�¡7€���@$Î#Õ�K�Z�8�^�8�\�A�b�º�Ï�ß�ª�[�[�M���Ý�î�º  �«�–�µ�³�[�6�•�«�–�µ�³  A 
�c�
�Ü�å�¡  L1 �†�Ó�K�Z�«�–�µ�³  B �_�
�Ü�å�¡  L2 �†�Ó�K�Z�«�–�µ�³  C �_%$�K�K)F�I�€�Z�8�r�M���«
�–�µ�³  B �_%$�K�K)F�I�€�Z�8�•�«�–�µ�³  C �b�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�c�
�È�ß�µ�Ÿ�å�¢  �«�¸�î�º�[
�M��

�W 18-2 %$�K�Ü�å�¡7€���@$Î#Õ�M�•�S�b  UplinkFast

�«�–�µ�³  C �@�
#'�~�”�¡�¸�•�È  �Ü�å�¡�[�6�•�Ý�î�º  �Ï�î�º�V�b  L2 �[�Ü�å�¡7€��>&%$�K�Ü�å�¡7€��>'
�†�è���M�•�\�
 UplinkFast �c�«�–�µ�³  C �[�È�ß�µ�¡�I�€�Z�8�S�Ï�î�º�b�È�ß�µ�¡�†0Ž7V�K�
�Ü�«�½�å
�¢  �«�¸�î�º�>�|�g�Û�î�½�å�¢  �«�¸�î�º�†)�#ä�O�N�_�
�S�T�U�_�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_&ã/œ�I�O
�r�M>&�W 18-3 �†�g!·>' ���G�b�«�–�µ�³  �œ�î�Â�î�_0[�M�•�ì6ë�c  1 >|  5 &Ê�[�M��

L1

L2 L3

�,���6�4  C

�,���6�4  A
9Ô�^�o�;9Õ �,���6�4  B

�I�`�6�"�Ð���Ú�P�o�;
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'¨  18 'v       �œ�É�©�Ù�å�b  STP �µ+��b0¿��
UplinkFast �b�–�¿�î�È�Ý�ì
�W 18-3 %$�K�Ü�å�¡7€���@$Î#Õ�K�S�6�\�b  UplinkFast

UplinkFast �b�–�¿�î�È�Ý�ì
UplinkFast �c�
�È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•�†  49,152 �_9×�u�
�«�–�µ�³�V�b�M�m�Z�b�–�å�±�î�Ç�™�–�«�b
�«�Ã�½�å�¢�¶�Ü�î  �Ï�î�º  �¥�«�º�_  3000 �†3ã�•�K�Z�
�«�–�µ�³�@�Ý�î�º  �«�–�µ�³�_�^�•�b�†75�B�r�M��
max_update_rate�Í�c�
 1 &Ê6ë�_3æ�™�I�€�•�Ð�Ý�³�Ÿ�Õ�«�º  �Ã�£�µ�º�X�†/²�K�r�M>&�¹�Ç�›�Ý�º�c  150 
pps �[�M>'��

�È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•�†0¿���K�Z�8�•  VLAN �V�[�c�
 UplinkFast �†�–�¿�î�È�Ý�_�M�•�G�\�c�[�A�r
�O�‡���È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•�†0¿���K�Z�8�•  VLAN �V�[  UplinkFast �†�–�¿�î�È�Ý�_�M�•�_�c�
�¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  no spanning-tree vlan vlan_ID priority  �¥�Ð�å�»�†
°�Š�K
�Z�
 VLAN �b�È�Ü�µ�ª  �É�Û�–�œ�Ü�¸�•�†�¹�Ç�›�Ý�º�_�`�K�r�M��

>&�@>' UplinkFast �†�–�¿�î�È�Ý�_�M�•�\�
�«�–�µ�³�b�M�m�Z�b  VLAN �_�s8j�K�r�M���¶���b  VLAN �_�X�8
�Z  UplinkFast �†0¿���M�•�G�\�c�[�A�r�O�‡��

UplinkFast �†�–�¿�î�È�Ý�_�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 UplinkFast �†�–�¿�î�È�Ý�_�K�Z�
�q�±�”�µ�É�¹�î�º3ÿ�Ø�†  400 pps �_0¿���M�•�[�†&g�K�r�M��

Switch(config)# spanning-tree uplinkfast max-update-rate 400  
Switch(config)# exit  
Switch#

���_�
 UplinkFast �@�–�¿�î�È�Ý�_�^�W�S  VLAN �†&�1��M�•�[�†&g�K�r�M��

Switch# show spanning-tree uplinkfast  

L1

L2 L3

�,���6�4  C

�,���6�4  A
9Ô�^�o�;9Õ �,���6�4  B

UplinkFast �Ç�P�o�;�

"å�’�H���b�o�:���f�#  �,�9�o�;�æ$–-�

�]�f�"4Ú�‚

11
24

2

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# [ no] spanning-tree uplinkfast 
[ max-update-rate  max_update_rate ] 

UplinkFast �†�–�¿�î�È�Ý�_�K�r�M��

UplinkFast �†�¹�•�­�î�È�Ý�_�K�Z�
�¹�Ç�›�Ý�º  �Þ�î�º
�†�Ÿ
–�K�
�¥�Ð�å�»�†�Q#Ý�M�•���œ�c�
 no �Ÿ�î�á�î�»
�†�Q#Ý�K�r�M��

�«�̧ �µ�É 2 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 3 Switch# show spanning-tree vlan  vlan_ID  VLAN �V�[  UplinkFast �@�–�¿�î�È�Ý�_�^�W�Z�8�•�G�\
�†&�1��K�r�M��
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'¨  18 'v       �œ�É�©�Ù�å�b  STP �µ+��b0¿��
BackboneFast �b�+0[
UplinkFast is enabled

Station update rate set to 150 packets/sec.

UplinkFast statistics
-----------------------
Number of transitions via uplinkFast (all VLANs)            :14
Number of proxy multicast addresses transmitted (all VLANs) :5308

Name                 Interface List
-------------------- ------------------------------------
VLAN1                Fa6/9(fwd), Gi5/7
VLAN2                Gi5/7(fwd)
VLAN3                Gi5/7(fwd)
VLAN4
VLAN5
VLAN6
VLAN7
VLAN8
VLAN10
VLAN15
VLAN1002             Gi5/7(fwd)
VLAN1003             Gi5/7(fwd)
VLAN1004             Gi5/7(fwd)
VLAN1005             Gi5/7(fwd)
Switch#

BackboneFast �b�+0[  
BackboneFast �c�
 UplinkFast �†/õ2Š�M�•�¸�¡�À�ß�ª�î�[�M�� UplinkFast �c�
�Ü�î�Ç�À�î�»  �«�–�µ�³�_
%$�K�K)F�M�•�Ü�å�¡�V�[�b7€���_�
3¿3ÿ�_�P�Â�M�•�|�:0¿0£�I�€�Z�8�r�M�@�
�Â�µ�¡�Î�î�å  �¥�”�b6ë
�K$×�^7€���_�c� �Ý�@�6�~�r�O�‡�� BackboneFast �c�q�±�š�î�ª�å�¢0¿���_�ö�Y�8�Z�q4:�ì�†/œ�8�r�M��
6ë�K$×�^7€���_�P�M�•�¹�Ç�›�Ý�º�b�¥�å�Â�î�ª�™�å�«�ì6ë�@�
 50 &Ê�?�}  30 &Ê�_%·)°�I�€�r�M���S�T
�K�
 BackboneFast �_�|�W�Z3?3æ4����@0Ž�˜�I�€�•�G�\�c�^�8�S�u�
%$�K�b7€���_�c� �Ý�@�6�~�r�O�‡��

>&�@>' BackboneFast �c�
�¿�µ�º�á�î�¡�b�M�m�Z�b�«�–�µ�³�V�[�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��

�«�–�µ�³�@�æ���«�–�µ�³�?�}�
�Ý�î�º  �È�Ü�µ�ª�\�æ/²�È�Ü�µ�ª�†� �L�«�–�µ�³�\�K�Z1‘�9�M�•  BPDU 
�†�w�™�M�•���œ�@�6�~�r�M���G�€�c�•�¶�6�~�<�^�8�G�\�^�b�[�
�G�b  BPDU �c�Y,��\0b�^�I�€�r�M��

BPDU �@�Y,��\0b�^�I�€�•�b�c�
�æ���«�–�µ�³�?�}�b�Ü�å�¡�@�Ý�î�º  �È�Ü�µ�ª�\�b�Ü�å�¡�†�†�»�K�S
���œ�[�M���æ���«�–�µ�³�c�
 BPDU �†3æ�™�K�Z#'�~�b�Ý�î�º  �È�Ü�µ�ª�>�|�g�æ/²�È�Ü�µ�ª�\�K�Z�b"g
�Â�†���<�r�M���w�™
��«�–�µ�³�c�
�q�±�š�î�ª�å�¢0¿���[��*O�I�€�S�‡6ë�
�W�)  BPDU �†!“0i�K�r�M��

�W�)  BPDU �†�w�™�K�S�6�\�
�w�™
��«�–�µ�³�c�Ý�î�º  �È�Ü�µ�ª�l�b�æ�p�Ã�«�@�6�•�?�]�:�?�†&�1��K
�|�:�\�K�r�M��

• �W�)  BPDU �†�w�E�v�W�S�Ï�î�º�@�M�[�_�È�ß�µ�Ÿ�å�¢  �Ô�î�»�[�6�€�d�
�«�–�µ�³�V�b�Ý�î�º  �Ï�î
�º�\�Q�b�Ú�b�È�ß�µ�¡�I�€�S�Ï�î�º�@�Ý�î�º  �È�Ü�µ�ª�l�b�æ�p�Ã�«�_�^�~�r�M��

• �W�)  BPDU �@�Ý�î�º  �Ï�î�º�_�?4)�K�S���œ�_�c�
�Q�b�\�A�_�È�ß�µ�¡�I�€�S�M�m�Z�b�Ï�î�º�@
�Ý�î�º  �È�Ü�µ�ª�l�b�æ�p�Ã�«�_�^�~�r�M���r�S�
�W�)  BPDU �†�Ý�î�º  �Ï�î�º�[�w�E�v�~�
�«�–�µ
�³�V�_�È�ß�µ�¡�I�€�S�Ï�î�º�@�o�?�_�^�8���œ�
�w�™
��«�–�µ�³�c�Ý�î�º  �È�Ü�µ�ª�l�b�Ü�å�¡�@
�²�˜�å�K�
�q�±�š�î�ª�å�¢0¿���[��*O�I�€�S�ì6ë�@)�4#�K�S�\�8�•�K�
�«�–�µ�³�†�Ý�î�º  �«�–�µ
�³�_�š�f�K�r�M��
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'¨  18 'v       �œ�É�©�Ù�å�b  STP �µ+��b0¿��
BackboneFast �b�+0[
�«�–�µ�³�@�Ý�î�º  �È�Ü�µ�ª�l�b�æ�p�Ã�«�†0b�X�E�•�\�
�G�b�‚�K�8�æ�p�Ã�«�†�Q#Ý�K�r�M���G�b�‚�K
�8�Ã�«�\�
�Ú�b�M�m�Z�b�æ�p�Ã�«�c�
 Root Link Query>&RLQ>' BPDU �b3æ�™�_�Q#Ý�I�€�r�M��
BackboneFast �@�–�¿�î�È�Ý�b���œ�
�W�)  BPDU �†�w�E�v�•�\�S�T�U�_  RLQ BPDU �@3æ�™�I�€�r�M��
�G�b�É�ß�­�«�_�|�~�
�Â�µ�¡�Î�î�å  �Ü�å�¡7€���b���œ�_�¥�å�Â�î�ª�™�å�«�@3ÿ�C�^�•���œ�@�6�~�r�M��

�W 18-4 �c�
�Ü�å�¡7€���@$Î#Õ�K�Z�8�^�8�\�A�b�º�Ï�ß�ª�[�[�M���Ý�î�º  �«�–�µ�³�[�6�•�«�–�µ�³  A �c
�Ü�å�¡  L1 �†�Ó�K�Z�«�–�µ�³  B �_�
�Ü�å�¡  L2 �†�Ó�K�Z�«�–�µ�³  C �_%$�K�K)F�I�€�Z�8�r�M���G�b�[�[
�c�
�«�–�µ�³  B �b�É�Û�–�œ�Ü�¸�•�@�«�–�µ�³  A �|�~�v�*�C�
�«�–�µ�³  C �|�~�v9×�8�S�u�
�«�–�µ�³  B 
�@ L3 �b�æ/²�È�Ü�µ�ª�_�^�~�r�M���q)
$×�_�
�«�–�µ�³  B �_%$�K�K)F�I�€�Z�8�•�«�–�µ�³  C �b�Þ�–�Ö  2 
�–�å�±�î�Ç�™�–�«�c�
�È�ß�µ�Ÿ�å�¢  �«�¸�î�º�_�^�•�²0[�@�6�~�r�M��

�W 18-4 6ë�K�Ü�å�¡7€���@$Î#Õ�M�•�S�b  BackboneFast

���_�
 L1 �_7€���@$Î#Õ�K�S�\�ì���K�r�M���G�b�­�¢�Ó�å�º�_%$�K�K)F�I�€�Z�8�•�«�–�µ�³  A �\�«�–�µ
�³  B �c�
�M�D�_�Ü�å�¡�b�²�˜�å�†1�1‘�K�r�M���«�–�µ�³  C �b�È�ß�µ�Ÿ�å�¢  �–�å�±�î�Ç�™�–�«�c�
�¿�µ
�º�á�î�¡�@+¬�k�G�Ÿ�[�A�•�|�:�_�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�†6ä���M�•�²0[�@�6�~�r�M���S�T�K�
�«
�–�µ�³  C �c  L1 �_%$�K�K)F�K�Z�8�^�8�S�u�
�q�±�š�î�ª�å�¢0¿���[��*O�I�€�S�ì6ë�@)�4#�M�•�r�[�
3û
�–�b  STP �b�Ý�î�Ý�_�‘�W�Z  L3 �V�[�b  BPDU 3æ�™�†6ä���K�r�O�‡��

BackboneFast �@0¿���I�€�Z�8�^�8  STP #”�C�[�c�
 L1 �_7€���@$Î#Õ�K�S���œ�
 �«�–�µ�³  C �c�Ü�å�¡  L1 
�_%$�K�K)F�K�Z�8�^�8�S�u�
�G�b7€���†�è���[�A�r�O�‡���S�T�K�
�«�–�µ�³  B �c  L1 �†)�#ä�K�Z%$�K
�Ý�î�º  �«�–�µ�³�_�K)F�K�Z�8�•�S�u7€���†�è���K�
�«�–�µ�³  B +¬3��†�Ý�î�º�_4E���K�r�M���«�–�µ�³  
B �c�«�–�µ�³  C �l�b0¿��  BDPU �b3æ�™�†6ä���K�
�«�–�µ�³  B +¬3��†�Ý�î�º�\�K�Z�Ü�«�º�K�r�M��

BackboneFast �†�Q#Ý�K�Z�q�±�š�î�ª�å�¢0¿���[��*O�I�€�S�ì6ë>& 20 &Ê>'�b4����†0Ž�˜�M�•���œ�
���b
��#.�v/œ�ƒ�€�r�M��

1. �«�–�µ�³  C �@�«�–�µ�³  B �?�}�Y,�0¿��  BPDU �†�w�™�M�•�\�
�«�–�µ�³  C �c6ë�K7€���@$Î#Õ�K�S�G
�\�†�N ��K�r�M��

2. �«�–�µ�³  C �c  RLQ �†3æ�™�K�r�M��

3. �«�–�µ�³  A �c  RLQ �†�w�™�K�r�M���«�–�µ�³  A �c�Ý�î�º  �È�Ü�µ�ª�[�6�•�S�u�
 RLQ �Â'Å�[+¬3��†
�Ý�î�º  �È�Ü�µ�ª�_�Ü�«�º�K�Z�Â'Å�K�r�M��

4. �«�–�µ�³  C �@�¤�Ñ�b�Ý�î�º  �Ï�î�º�V�[  RLQ �Â'Å�†�w�™�M�•�\�
�«�–�µ�³  C �c�Ý�î�º  �È�Ü�µ�ª�\
�ó���K�S�K)F�†)T�â�K�Z�8�•�G�\�†1�1‘�K�r�M���«�–�µ�³  C �c  RLQ 0[�Ó�†$Î�™�K�Z�8�•�S�u�

RLQ �Â'Å�†�Ú�b�«�–�µ�³�_3?3æ�M�•�²0[�c�6�~�r�O�‡��

5. BackboneFast �_�|�~�
�«�–�µ�³  C �b�È�ß�µ�¡�I�€�S�Ï�î�º�c�
�Q�b�Ï�î�º�b�q�±�š�î�ª�å�¢0¿��
�[��*O�I�€�Z�8�•�ì6ë�b)�4#�†�…�S�N�_�
�S�T�U�_�Ü�«�½�å�¢  �«�¸�î�º�_&ã/œ�K�r�M��

6. BackboneFast �c�«�–�µ�³  C �b�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�†�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_&ã/œ�I
�O�
�«�–�µ�³  B �?�}�«�–�µ�³  A �l�b�Ã�«�†�f�j�K�r�M��

L1

L2 L3

�,���6�4  C

�,���6�4  A
9Ô�^�o�;9Õ �,���6�4  B

�]�f�"4Ú�‚

11
24

4

BackboneFast �Ç�P�o�;�
�]�,�>�f�#  �,�9�o�;
�Å���î�\�o�>�f�#  �,�9�o�;�Æ��
�H���b�o�:���f�#  �,�9�o�;�æ  $–-�
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'¨  18 'v       �œ�É�©�Ù�å�b  STP �µ+��b0¿��
BackboneFast �b�+0[
�G�b�«�–�µ�³�œ�î�Â�î�_0[�M�•�ì6ë�c(Ù  30 &Ê�[�
�¹�Ç�›�Ý�º�b3?3æ4����ì6ë  15 &Ê�@0¿���I�€�Z�8�•
���œ�b3?3æ4����ì6ë�b  2 �¸�[�M��

�W 18-5 �_�
 BackboneFast �@�Ü�å�¡  L1 �[$Î#Õ�K�S7€���_�Â�L�Z�]�b�|�:�_�º�Ï�ß�ª�î�†
Ì0¿���M�•�?
�†&g�K�r�M��

�W 18-5 6ë�K�Ü�å�¡7€���@$Î#Õ�K�S�6�\�b  BackboneFast

�W 18-6 �_&g�M�Ó�¹�•�”
¹�w�º�º�Ï�ß�ª�_�‚�K�8�«�–�µ�³�@)��s3¸�r�€�S���œ�
 BackboneFast �c2s�·�I
�€�r�O�‡���G�€�c�
1�1‘�I�€�Z�8�•�æ/²�È�Ü�µ�ª>&�«�–�µ�³  B>'�?�}�W�)  BPDU �@%T�™�K�^�8�S�u�[
�M���‚�K�8�«�–�µ�³�c�
�Ý�î�º  �«�–�µ�³�\&à�I�€�•�W�)  BPDU �b3æ�™�†6ä���K�r�M���S�T�K�
�Ú�b�«
�–�µ�³�c�G�€�}�b�W�)  BPDU �†!“0i�K�r�M���Q�b)��Ý�
�‚�K�8�«�–�µ�³�c�«�–�µ�³  B �@�Ý�î�º  �«�–�µ
�³�[�6�•�«�–�µ�³  A �l�b�æ/²�È�Ü�µ�ª�[�6�•�G�\�†�Û*f�K�r�M��

�W 18-6 �Ó�¹�•�”
¹�w�º�º�Ï�ß�ª�_�>�E�•�«�–�µ�³�b3ã�•

L1

L2 L3

�,���6�4  C

�,���6�4  A
9Ô�^�o�;9Õ �,���6�4  B

�I�`�6�"�Ð���Ú�P�o�;

11
24

1

�,���6�4  A
9Ô�^�o�;9Õ

�,���6�4  C �,���6�4  B
9Ô�0�o�I�]�6�+9Õ

1J
��Ð���Ú�,���6�4

11
24

5

�I�`�6�"�Ð���Ú�P�o�;
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'¨  18 'v       �œ�É�©�Ù�å�b  STP �µ+��b0¿��
BackboneFast �b�–�¿�î�È�Ý�ì
BackboneFast �b�–�¿�î�È�Ý�ì

>&�@>' BackboneFast �†�w� �_�M�•�_�c�
�¿�µ�º�á�î�¡�b�M�m�Z�b�«�–�µ�³�V�[  BackboneFast �†�–�¿�î�È�Ý
�_�M�•�²0[�@�6�~�r�M�� BackboneFast �c�§�î�»�Ã�î�¸�•0��«�–�µ�³�_�P�Â�K�Z�8�r�M�@�
�º�î�¡�å�Ü
�å�¢  VLAN �V�[�c�§�Ï�î�º�I�€�Z�8�r�O�‡��

BackboneFast �†�–�¿�î�È�Ý�_�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 BackboneFast �†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch(config)# spanning-tree backbonefast  
Switch(config)# end  
Switch#

���_�
 BackboneFast �@�–�¿�î�È�Ý�_�^�W�Z�8�•�G�\�†&�1��M�•�[�†&g�K�r�M��

Switch# show spanning-tree backbonefast  
BackboneFast is enabled

BackboneFast statistics
-----------------------
Number of transition via backboneFast (all VLANs) : 0
Number of inferior BPDUs received (all VLANs)     : 0
Number of RLQ request PDUs received (all VLANs)   : 0
Number of RLQ response PDUs received (all VLANs)  : 0
Number of RLQ request PDUs sent (all VLANs)       : 0
Number of RLQ response PDUs sent (all VLANs)      : 0
Switch# 

���_�
�Ï�î�º  �«�¸�î�º�b�§�Ð�Ü�î�†/²&g�M�•�[�†&g�K�r�M��

Switch# show spanning-tree summary
Root bridge for:VLAN0001, VLAN1002-VLAN1005
Extended system ID   is disabled
Portfast             is enabled by default
PortFast BPDU Guard  is disabled by default
Portfast BPDU Filter is enabled by default
Loopguard            is disabled by default
EtherChannel misconfiguration guard is enabled
UplinkFast           is enabled
BackboneFast         is enabled
Pathcost method used is short

Name                   Blocking Listening Learning Forwarding STP Active
---------------------- -------- --------- -------- ---------- ----------
VLAN0001                  0        0         0        3          3      
VLAN1002                  0        0         0        2          2      
VLAN1003                  0        0         0        2          2      

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# [ no] spanning-tree backbonefast  BackboneFast �†�–�¿�î�È�Ý�_�K�r�M��

BackboneFast �†�¹�•�­�î�È�Ý�_�M�•���œ�c�
 no 
�Ÿ�î�á�î�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 2 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 3 Switch# show spanning-tree backbonefast  BackboneFast �@�–�¿�î�È�Ý�_�^�W�Z�8�•�G�\�†&�1�
�K�r�M��
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'¨  18 'v       �œ�É�©�Ù�å�b  STP �µ+��b0¿��
BackboneFast �b�–�¿�î�È�Ý�ì
VLAN1004                  0        0         0        2          2      
VLAN1005                  0        0         0        2          2      
---------------------- -------- --------- -------- ---------- ----------
5 vlans                   0        0         0        11         11     
          
BackboneFast statistics
-----------------------
Number of transition via backboneFast (all VLANs)           :0
Number of inferior BPDUs received (all VLANs)               :0
Number of RLQ request PDUs received (all VLANs)             :0
Number of RLQ response PDUs received (all VLANs)            :0
Number of RLQ request PDUs sent (all VLANs)                 :0
Number of RLQ response PDUs sent (all VLANs)                :0
Switch#

���_�
�«�Ã�½�å�¢�¶�Ü�î  �«�¸�î�º  �­�¡�©�Ù�å�b�M�m�Z�b/œ�†/²&g�M�•�[�†&g�K�r�M��

Switch# show spanning-tree summary totals
Root bridge for:VLAN0001, VLAN1002-VLAN1005
Extended system ID   is disabled
Portfast             is enabled by default
PortFast BPDU Guard  is disabled by default
Portfast BPDU Filter is enabled by default
Loopguard            is disabled by default
EtherChannel misconfiguration guard is enabled
UplinkFast           is enabled
BackboneFast         is enabled
Pathcost method used is short

Name                   Blocking Listening Learning Forwarding STP Active
---------------------- -------- --------- -------- ---------- ----------
5 vlans                   0        0         0        11         11     

BackboneFast statistics
-----------------------
Number of transition via backboneFast (all VLANs)           :0
Number of inferior BPDUs received (all VLANs)               :0
Number of RLQ request PDUs received (all VLANs)             :0
Number of RLQ response PDUs received (all VLANs)            :0
Number of RLQ request PDUs sent (all VLANs)                 :0
Number of RLQ response PDUs sent (all VLANs)                :0
Switch#
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EtherChannel �b0¿��

�G�b'v�[�c�
�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>& CLI>'�†�Q#Ý�K�Z  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³  �Þ
�–�Ö  2 �r�S�c�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�V�[  EtherChannel �†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M��0¿��
�V�b�@�–�¦8o�
0¿���m8p�
�>�|�g0¿���[�_�X�8�Z�v&g�K�r�M��

�G�b'v�b�z�^
Æ���c�
���b�\�>�~�[�M��

• �� EtherChannel �b�+0[�� >&P.19-1>'

• �� EtherChannel 0¿���ì�b�@�–�¦8o�>�|�g�D(Ù�¦8o�� >&P.19-5>'

• �� EtherChannel �b0¿���� >&P.19-6>'

>&�@>' �è7F�b�¥�Ð�å�»�c�
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b�”�µ�É�Ü�å�¡  �Ï�î�º�†�µ�t  Catalyst 4500 �©�Ü�î�¬  �«
�–�µ�³�V�b�M�m�Z�b�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�[�Q#Ý�[�A�r�M��

>&�@>' �G�b'v�b�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 Series Switch 
Cisco IOS Command Reference���>�|�g���b  URL �b6õ4��Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6350/index.html

EtherChannel �b�+0[
EtherChannel �c�
�¶���b�–�î�§�¿�µ�º  �Ü�å�¡�†  1 �X�b1=#.�Ü�å�¡�_�Â�å�»�Ý�K�
 Catalyst 4500 �©�Ü�î
�¬  �«�–�µ�³�\�9�b�«�–�µ�³�r�S�c�Í�«�º6ë�[�q�±  1600 Mbps>&Fast EtherChannel 
²�§5�>' �
 16 Gbps

>&Gigabit EtherChannel>'�
�r�S�c  40 Gbps>&10 Gigabit EtherChannel>'�b�•�æ�œ�†�•+��_�K�r�M��

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³  �c�
 �q�±  64 �¶�b  EtherChannel �†�§�Ï�î�º�K�Z�8�r�M�� Catalyst 4500 
�©�Ü�î�¬  �«�–�µ�³�_�6�•0
�X�b�Ô�ª�×�î�Ý�V�b>&0¿���_�«�n�ö�b�6�•>'�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–
�«�†  8 �X�r�[�Q#Ý�K�Z�
 1 �X�b  EtherChannel �†�g�B�[�A�r�M���›  EtherChannel �b�M�m�Z�b�–�å�±�î
�Ç�™�–�«�c� �L3ÿ�Ø�[�
�Þ�–�Ö  2 �r�S�c�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�\�K�Z0¿���I�€�Z�8�•�²0[�@�6�~�r
�M��

>&�@>' Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�_�K)F�M�•�¿�µ�º�á�î�¡  �¹�Â�–�«�_�|�W�Z�
 1 �X�b  EtherChannel �_
�Â�å�»�Ý�[�A�•�–�å�±�î�Ç�™�–�«�X�@�D7H�I�€�•���œ�@�6�~�r�M��
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'¨  19 'v       EtherChannel �b0¿��
EtherChannel �b�+0[
EtherChannel 
Æ�b�­�¢�Ó�å�º�[7€���@$Î#Õ�M�•�\�
7€���Ü�å�¡�V�[�Q�€�r�[��3æ�I�€�Z�8�S�º�Û
�Ç�•�µ�¡�@�Q�b  EtherChannel 
Æ�b�g�~�b�­�¢�Ó�å�º�_�)�~�p�<�}�€�r�M���­�¢�Ó�å�º�_7€���@$Î#Õ�M
�•�\�
�«�–�µ�³�
 EtherChannel�
7€���Ü�å�¡�†"I���M�•(F�Æ�¿�µ�º�á�î�¡'ö#.�É�ß�º�¥�Ý>& SNMP>'
�º�Û�µ�É�@3æ�™�I�€�r�M�� EtherChannel �b  1 �X�b�­�¢�Ó�å�º�_%T�™�K�S�È�ß�î�»�Ÿ�Õ�«�º�>�|�g�Ð�Ý
�³�Ÿ�Õ�«�º  �Ã�£�µ�º�@�
 EtherChannel �b�9�b�­�¢�Ó�å�º�_�`�I�€�•�G�\�c�6�~�r�O�‡��

>&�@>' Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b�Ï�î�º  �³�Õ�¿�Ý  �Ü�å�¡7€���b�«�–�µ�³�œ�î�Â�î�_�c�
 50 �Ñ�Ü&Ê�?
�?�~�
 SONET �b�|�:�^�Ü�å�¡7€���b�«�–�µ�³�œ�î�Â�î�_�c���(�[�M��

�G�G�[�c�
 EtherChannel �b�µ+��_�X�8�Z1��Â�K�r�M��

• ���Ï�î�º�³�Õ�¿�Ý  �–�å�±�î�Ç�™�–�«�� >&P.19-2>'

• �� EtherChannel �b0¿���‰�2�� >&P.19-2>'

• ���ß�î�»  �Â�Û�å�©�å�¢�� >&P.19-5>'

�Ï�î�º�³�Õ�¿�Ý  �–�å�±�î�Ç�™�–�«

�›  EtherChannel �_�c�
$��•�Ü�A�b�Ï�î�º�³�Õ�¿�Ý  �–�å�±�î�Ç�™�–�«�@  1 �X�N�X�6�~�r�M���Ï�î�º  �³�Õ
�¿�Ý  �–�å�±�î�Ç�™�–�«�_4:#Ý�I�€�•0¿���c�
�Q�b�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�}�€�S�M�m�Z�b"@#.�–
�å�±�î�Ç�™�–�«�_�s8j�K�r�M��

>&�@>' QoS>&Quality of Service>'�c�Ó�å�Â�_���Û�K�r�O�‡���¹�Ç�›�Ý�º�c  QoS cos = 0 �>�|�g  QoS dscp = 0 
�[�
�Ï�î�º  �³�Õ�¿�Ý�_4:#Ý�I�€�r�M���¶���b�–�å�±�î�Ç�™�–�«�_4:#Ý�I�€�•
°�Š�>�|�g���Š�Ï�Ü�©�î
�c!“0i�I�€�r�M��

EtherChannel �†0¿���K�S�6�\�[�
�Ï�î�º  �³�Õ�¿�Ý  �–�å�±�î�Ç�™�–�«�_4:#Ý�M�•0¿���c�
 EtherChannel 
�_�P�K�Z�w� �_�^�~�r�M���M�‰�
"@#.�–�å�±�î�Ç�™�–�«�_4:#Ý�M�•0¿���c�
4:#Ý
›�b�–�å�±�î�Ç�™�–�«
�T�E�_�w� �[�M�� EtherChannel �b�M�m�Z�b�Ï�î�º�b�Ã�Û�Ó�î�±�†�š�f�M�•�_�c�
�Ï�î�º  �³�Õ�¿�Ý  �–�å
�±�î�Ç�™�–�«�_�P�K�Z�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†4:#Ý�K�Z�C�T�I�8>&�G�b�|�:�^�¥�Ð�å�»�_
�c�
 STP �¥�Ð�å�»�x�
�Þ�–�Ö  2 EtherChannel �†�º�Û�å�¡�\�K�Z0¿���M�•�¥�Ð�å�»�@�6�~�r�M>' ��

EtherChannel �b0¿���‰�2

�G�G�[�c�
 EtherChannel �b0¿���‰�2�_�X�8�Z1��Â�K�r�M��

• �� EtherChannel �b0¿���b�+0[�� >&P.19-2>'

• �� EtherChannel �b�m�·0¿���� >&P.19-3>'

• �� PAgP EtherChannel �b0¿���� >&P.19-3>'

• �� IEEE 802.3ad LACP EtherChannel 0¿���� >&P.19-4>'

EtherChannel �b0¿���b�+0[

EtherChannel �†�m�·�[0¿���M�•�G�\�v�[�A�r�M�@�
 Port Aggregation Control Protocol>&PAgP>'�†�Q#Ý
�M�•�G�\�v�
�r�S�c  Cisco IOS Release 12.2(25)EWA �è7F�b�Ü�Ü�î�«�[�c  Link Aggregation Control 
Protocol>&LACP>'�†�Q#Ý�K�Z  EtherChannel �†�g�B�M�•�G�\�v�[�A�r�M�� EtherChannel �É�ß�º�¥�Ý�†
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EtherChannel �b�+0[
�Q#Ý�M�•�\�
�K)F
›�b�¿�µ�º�á�î�¡  �¹�Â�–�«�\�²�–�¼�Ñ�µ�¡�_�¿�¦�©�š�î�©�Ù�å�†/œ�:�G�\�_�|�~�

� �]�^"I�ö�†�â�X�Ï�î�º�@  EtherChannel �†�g�B�[�A�r�M�� PAgP �c�©�«�¥  �©�«�¸�Ò�¬"‚+¬�b�É�ß�º�¥
�Ý�[�6�~�
 LACP �c  IEEE 802.3ad �[��*O�I�€�S�É�ß�º�¥�Ý�[�M��

PAgP �\  LACP �c%&�«�·�8�K�r�O�‡�� PAgP �†�Q#Ý�M�•�|�:�_0¿���I�€�S�Ï�î�º�c�
 LACP �†�Q#Ý�M�•
�|�:�_0¿���I�€�S�Ï�î�º�\  EtherChannel �†�g�B�[�A�N�
�Q�b3ë�v�r�S�Y�•+��[�M��

/² 19-1 �_�
�Ø�î�¨
��[0¿���š�f�•+��b  EtherChannel �Ô�î�»�†&g�K�r�M��

EtherChannel �b�m�·0¿��

�m�·0¿���I�€�S  EtherChannel �Ï�î�º�c�
 EtherChannel �É�ß�º�¥�Ý  �Ã�£�µ�º�†�º�n�K�r�O�‡��
EtherChannel 
Æ�b�M�m�Z�b�Ï�î�º�†�«�n�ö�@�6�•0¿���_�K�S���œ�b�s�
�m�·�[0¿���I�€�S  
EtherChannel �@�g�B�I�€�r�M��

PAgP EtherChannel �b0¿��

PAgP �†�Q#Ý�M�•�\�
 LAN �Ï�î�º6ë�[  PAgP �Ã�£�µ�º�†�º�n�M�•�G�\�_�|�~�
 EtherChannel �†+¬�·$×
�_�8�B�[�A�r�M�� PAgP �Ã�£�µ�º�@�º�n�I�€�•�b�c�
 auto �Ô�î�»�>�|�g  desirable �Ô�î�»�b�Ï�î�º6ë�_
7H�}�€�r�M��

�G�b�É�ß�º�¥�Ý�c�
 LAN �Ï�î�º  �¢�Ý�î�É�b�µ+��†�²�–�¼�Ñ�µ�¡�_�Û*f�K�
�Ú�b  LAN �Ï�î�º�_3û%±�K
�r�M�� PAgP �c�
�G&��_�M+´�K�Z�8�•�–�î�§�¿�µ�º  �Ü�å�¡�†1‘�9�M�•�\�
�G�€�}�b�Ü�å�¡�†  1 �X�b  
EtherChannel �\�K�Z�r�\�u�r�M���8�B�I�€�S  EtherChannel �c�
�"�M�È�Ü�µ�ª  �Ï�î�º�\�K�Z�«�Ã�½�å�¢
�¶�Ü�î�_3ã�•�I�€�r�M��

auto �Ô�î�»�>�|�g  desirable �Ô�î�»�[�c�
 PAgP �c  LAN �Ï�î�º6ë�[�¿�¦�©�š�î�©�Ù�å�†/œ�8�
�Ï�î�º
3ÿ�Ø�
�º�Û�å�Ÿ�å�¢  �«�¸�î�º�^�]�b�M���b�ö =�_�‘�W�Z  EtherChannel �†�g�B�[�A�•�?�]�:�?�†�8�9�K
�r�M���Þ�–�Ö  2 EtherChannel �c  VLAN $��•�v�Q#Ý�K�r�M��

LAN �Ï�î�º6ë�[  PAgP �Ô�î�»�@$��^�W�Z�8�Z�v�
�Ô�î�»�@%©%*�K�^�87H�~  EtherChannel �†�g�B�[�A�r
�M�����_�[�†&g�K�r�M��

• desirable �Ô�î�»�b  LAN �Ï�î�º�c�
 desirable �Ô�î�»�b�9�b  LAN �Ï�î�º�\  EtherChannel �†�g�B�[
�A�r�M��

• desirable �Ô�î�»�b  LAN �Ï�î�º�c�
 auto �Ô�î�»�b�9�b  LAN �Ï�î�º�\  EtherChannel �†�g�B�[�A�r
�M��

/² 19-1 EtherChannel �b�Ô�î�»

�Ô�î�» 1��Â

on LAN �Ï�î�º�†!“�²�ó�?�X�I�D$×�_�³�Õ�¿�Ý�ì�M�•�Ô�î�»�� on �Ô�î�»�[�c�
 on �Ô�î�»�b  
LAN �Ï�î�º  �¢�Ý�î�É�@�
 on �Ô�î�»�b�9�b  LAN �Ï�î�º  �¢�Ý�î�É�_�K)F�I�€�Z�8�•���œ�_
�T�E�
�Q#Ý�•+��^  EtherChannel �@�Ñ�~�K�r�M�� on �Ô�î�»�[0¿���I�€�S�Ï�î�º�c�¿�¦�©
�š�î�©�Ù�å�†/œ�ƒ�^�8�S�u�
�Ï�î�º6ë�b�¿�¦�©�š�î�©�Ù�å  �º�Û�Ç�•�µ�¡�c�6�~�r�O�‡��

auto PAgP �Ô�î�»�� LAN �Ï�î�º�†�Ã�µ�©�È  �¿�¦�©�š�î�©�Ù�å  �«�¸�î�º�_�K�r�M���Ï�î�º�c�w
�™�K�S PAgP �Ã�£�µ�º�_�c�Â'Å�K�r�M�@�
 PAgP �¿�¦�©�š�î�©�Ù�å�c6ä���K�r�O�‡��

desirable PAgP �Ô�î�»�� LAN �Ï�î�º�†�”�¡�¸�•�È  �¿�¦�©�š�î�©�Ù�å  �«�¸�î�º�_�K�r�M���Ï�î�º�c  
PAgP �Ã�£�µ�º�†3æ�™�K�Z�
�Ú�b  LAN �Ï�î�º�\�b�¿�¦�©�š�î�©�Ù�å�†6ä���K�r�M��

passive LACP �Ô�î�»���Ï�î�º�†�Ã�µ�©�È  �¿�¦�©�š�î�©�Ù�å  �«�¸�î�º�_�K�r�M���Ï�î�º�c�w�™�K
�S LACP �Ã�£�µ�º�_�c�Â'Å�K�r�M�@�
 LCAP �¿�¦�©�š�î�©�Ù�å�c6ä���K�r�O�‡��

active LACP �Ô�î�»���Ï�î�º�†�”�¡�¸�•�È  �¿�¦�©�š�î�©�Ù�å  �«�¸�î�º�_�K�r�M���Ï�î�º�c  
LACP �Ã�£�µ�º�†3æ�™�K�Z�
�Ú�b�Ï�î�º�\�b�¿�¦�©�š�î�©�Ù�å�†6ä���K�r�M��
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EtherChannel �b�+0[
• auto �Ô�î�»�b  LAN �Ï�î�º�c�
�n�‰�b�Ï�î�º�@�¿�¦�©�š�î�©�Ù�å�†6ä���K�^�8�S�u�
 auto �Ô�î�»
�b�Ú�b  LAN �Ï�î�º�\  EtherChannel �†�g�B�[�A�r�O�‡��

IEEE 802.3ad LACP EtherChannel 0¿��

Cisco IOS Release 12.2(25)EWA �è7F�b�Ü�Ü�î�«�c�
 IEEE 802.3ad LACP EtherChannel �†�§�Ï�î�º�K
�Z�8�r�M�� LACP �[�c�
 LAN �Ï�î�º6ë�[  LACP �Ã�£�µ�º�†�º�n�M�•�G�\�_�|�•�
 EtherChannel �b+¬�·
�8�B�†�§�Ï�î�º�K�Z�8�r�M�� LACP �Ã�£�µ�º�@�º�n�I�€�•�b�c�
 passive �>�|�g  active �Ô�î�»�b�Ï�î�º
6ë�_7H�}�€�r�M��

�G�b�É�ß�º�¥�Ý�c�
 LAN �Ï�î�º  �¢�Ý�î�É�b�µ+��†�²�–�¼�Ñ�µ�¡�_�Û*f�K�
�Ú�b  LAN �Ï�î�º�_3û%±�K
�r�M�� LACP �c�
�G&��_�M+´�K�Z�8�•�–�î�§�¿�µ�º  �Ü�å�¡�†1‘�9�M�•�\�
�G�€�}�b�Ü�å�¡�†  1 �X�b  
EtherChannel �\�K�Z�r�\�u�r�M���8�B�I�€�S  EtherChannel �c�
�"�M�È�Ü�µ�ª  �Ï�î�º�\�K�Z�«�Ã�½�å�¢
�¶�Ü�î�_3ã�•�I�€�r�M��

passive �Ô�î�»�>�|�g  active �Ô�î�»�[�c�
 LACP �c  LAN �Ï�î�º6ë�[�¿�¦�©�š�î�©�Ù�å�†/œ�8�
�Ï�î�º
3ÿ�Ø�
�º�Û�å�Ÿ�å�¢  �«�¸�î�º�^�]�b�M���b�ö =�_�‘�W�Z  EtherChannel �†�g�B�[�A�•�?�]�:�?�†�8�9�K
�r�M���Þ�–�Ö  2 EtherChannel �c  VLAN $��•�v�Q#Ý�K�r�M��

LAN �Ï�î�º6ë�[  LACP �Ô�î�»�@$��^�W�Z�8�Z�v�
�Ô�î�»�@%©%*�K�^�87H�~  EtherChannel �†�g�B�[�A
�r�M�����_�[�†&g�K�r�M��

• active �Ô�î�»�b  LAN �Ï�î�º�c�
 active �Ô�î�»�b�9�b  LAN �Ï�î�º�\  EtherChannel �†�g�B�[�A�r
�M��

• active �Ô�î�»�b  LAN �Ï�î�º�c�
 passive �Ô�î�»�b�9�b  LAN �Ï�î�º�\  EtherChannel �†�g�B�[�A�r
�M��

• passive �Ô�î�»�b  LAN �Ï�î�º�c�
�n�‰�b�Ï�î�º�@�¿�¦�©�š�î�©�Ù�å�†6ä���K�^�8�S�u�
 passive 
�Ô�î�»�b�Ú�b  LAN �Ï�î�º�\  EtherChannel �†�g�B�[�A�r�O�‡��

LACP �[�c���b�Ã�Û�Ó�î�±�@�Q#Ý�I�€�r�M��

• LACP �©�«�¸�Ò  �É�Û�–�œ�Ü�¸�•>8 LACP �@�·�8�M�•�›�«�–�µ�³�V�[�
 LACP �©�«�¸�Ò  �É�Û�–�œ�Ü
�¸�•�†0¿���[�A�r�M���©�«�¸�Ò  �É�Û�–�œ�Ü�¸�•�c�
+¬�·$×�_0¿���M�•�G�\�v�
 CLI �†�Q#Ý�K�Z0¿
���M�•�G�\�v�[�A�r�M�� �� LACP �b�©�«�¸�Ò  �É�Û�–�œ�Ü�¸�•�>�|�g�©�«�¸�Ò  ID �b0¿���� >&P.19-12>'
�†�g!·�K�Z�C�T�I�8�� LACP �c�
�©�«�¸�Ò  �É�Û�–�œ�Ü�¸�•�\�«�–�µ�³�b  MAC �”�»�Þ�«�†)��s�œ
�ƒ�O�Z�©�«�¸�Ò  ID �†�g�B�K�r�M���r�S�
�G�€�†�Ú�b�©�«�¸�Ò�\�b�¿�¦�©�š�î�©�Ù�å�ì�_�v�Q#Ý�K
�r�M��

>&�@>' LACP �©�«�¸�Ò  ID �c�
 LACP �©�«�¸�Ò  �É�Û�–�œ�Ü�¸�•�Í�\�«�–�µ�³�b  MAC �”�»�Þ�«�†
)��s�œ�ƒ�O�S�v�b�[�M��

• LACP �Ï�î�º  �É�Û�–�œ�Ü�¸�•>8 LACP �†�Q#Ý�M�•�|�:�_0¿���I�€�S�Ï�î�º�H�\�_�
 LACP �Ï�î�º  
�É�Û�–�œ�Ü�¸�•�†0¿���M�•�²0[�@�6�~�r�M���Ï�î�º  �É�Û�–�œ�Ü�¸�•�c�
+¬�·$×�_0¿���M�•�G�\�v�

CLI �†�Q#Ý�K�Z0¿���M�•�G�\�v�[�A�r�M�� ���Þ�–�Ö  2 EtherChannel �b0¿���� >&P.19-9>' �†�g!·�K�Z�C
�T�I�8�� LACP �[�c�
�Ï�î�º  �É�Û�–�œ�Ü�¸�•�>�|�g�Ï�î�º$��•�_�|�~�Ï�î�º  ID �@�S�B�I�€�r�M��

• LACP 'ö#.�Ÿ�î>8 LACP �c�
 LACP �†�Q#Ý�M�•�|�:�_0¿���I�€�S�Ï�î�º�H�\�_�
�³�Õ�¿�Ý  �¢�Ý�î
�É ID $��•�\� �L'ö#.�Ÿ�î�Í�†+¬�·$×�_0¿���K�r�M��'ö#.�Ÿ�î�_�|�~�
�Ú�b�Ï�î�º�\�\�v�_7Ÿ(Ù�I
�€�•�Ï�î�º�b�µ+��@��*O�I�€�r�M���Ú�b�Ï�î�º�\�b7Ÿ(Ù�†/œ�:�Ï�î�º�b+��Š�c�
���b0[�I�_�|�W�Z
�ô�r�~�r�M��

– �¹�î�±  �Þ�î�º�
�¹�×�É�Þ�µ�¡�«�µ+��
�Ï�–�å�º�¶�î�Ï�–�å�º�º�x
¹�w�º�Ó�¹�•�”�^�]�b�Ï�î
�º�b"@#."I�ö

– �Ø�î�¨�@�8�B�K�S0¿���_6õ�M�•�D(Ù�¦8o
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EtherChannel 0¿���ì�b�@�–�¦8o�>�|�g�D(Ù�¦8o
LACP �c�
�q�±�X�b�«�n�Ï�î�º�†  EtherChannel �_0¿���K�|�:�\�K�r�M>&�Á�î�»�˜�™�”�V�b�q�±0Á���X
�c  8 �Ï�î�º�[�M>' ���Ï�î�º�†�³�Õ�¿�Ý�_�”�¡�¸�•�È�\�K�Z)��s3¸�u�^�8���œ�c�
�³�Õ�¿�Ý  �Ï�î�º�[7€��
�@$Î#Õ�K�S���œ�_�v+¬�·$×�_)��s3¸�r�€�r�O�‡��

>&�@>' �«�±�å�Â�–�>�|�g���§�È�³�Õ�¿�Ý�ì���c  LACP �>�|�g  PAgP �[�c�§�Ï�î�º�I�€�r�O�‡��

�ß�î�»  �Â�Û�å�©�å�¢

EtherChannel �c�
�³�Õ�¿�Ý�b�Ü�å�¡�_�P�M�•�º�Û�Ç�•�µ�¡2�,´�b�Â�Û�å�«�†�v�~�r�M���X�r�~  
EtherChannel �c�
�Ç�Þ�î�Ò
Æ�b�”�»�Þ�«�x�Ï�î�º�[�S�B�I�€�•�Â�–�¼�Ü  �Ã�±�î�å�b�M4Š�†�X�Í�ì�K�

�³�Õ�¿�Ý
Æ�b�Ü�å�¡�b  1 �X�†4E�¥�K�r�M��2�,´�b�Â�Û�å�«�†�v�•�S�u�_�
 EtherChannel �c�
 MAC �”�»
�Þ�«�
 IP �”�»�Þ�«�
�r�S�c�Þ�–�Ö  4 �Ï�î�º$��•�\�
�Ó�µ�­�î�ª�b3æ�™
–�
�Ó�µ�­�î�ª�b��
›�
�r�S�c
�g�‰�†�Q#Ý�K�r�M��

0¿���[�M$�'�8®�@�¨�C�^�•�œ�É�©�Ù�å�†�Q#Ý�K�Z�C�T�I�8���S�\�<�d�
�³�Õ�¿�Ý�b�º�Û�Ç�•�µ�¡�@�"�M
�b  MAC �”�»�Þ�«�b�s�_3æ�™�I�€�•���œ�
��
›  MAC �”�»�Þ�«�†�Q#Ý�M�•�\�
�–�_�³�Õ�¿�Ý
Æ�b� �L�Ü
�å�¡�@4E�¥�I�€�Z�K�r�8�r�M��3æ�™
–�”�»�Þ�«�r�S�c  IP �”�»�Þ�«�†�Q#Ý�M�•�‰�@�
�ß�î�»  �Â�Û�å�©�å
�¢�b� �Ý�@�V�@�~�r�M��

>&�@>' �ß�î�»  �Â�Û�å�©�å�¢�c�
�¢�ß�î�Â�Ý�_�b�s0¿���•+��[�M���K�S�@�W�Z�
�M�m�Z�b�³�Õ�¿�Ý>&�m�·0¿���

PAgP�
�r�S�c  LACP>'�c� �L�ß�î�»  �Â�Û�å�©�å�¢�‰�'�†�Q#Ý�K�r�M��

�ß�î�»  �Â�Û�å�©�å�¢�_�X�8�Z�b0ò(ý�c�
 �� EtherChannel �ß�î�»  �Â�Û�å�©�å�¢�b0¿���� >&P.19-13>' �†�g
!·�K�Z�C�T�I�8��

EtherChannel 0¿���ì�b�@�–�¦8o�>�|�g�D(Ù�¦8o
EtherChannel �–�å�±�î�Ç�™�–�«�b0¿���_�e8Ÿ�@�6�•�\�
�¿�µ�º�á�î�¡  �Ý�î�É�^�]�b�e8Ÿ�†�G4J�M�•�S
�u�_�
 EtherChannel �–�å�±�î�Ç�™�–�«�@+¬�·$×�_�¹�•�­�î�È�Ý�_�^�~�r�M�����b�@�–�¦8o�\�D(Ù�¦8o
�_�‘�W�Z�
0¿���ì�_�e8Ÿ�@2s�G�}�^�8�|�:�_�K�Z�C�T�I�8��

• �M�m�Z�b�Ô�ª�×�î�Ý�b�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�c�M�m�Z�
"@#.$×�_4�)F�K�Z�8�•�?�r�S�c
� �M�Ô�ª�×�î�Ý�V�\�8�W�S�–�å�±�î�Ç�™�–�«�_6õ�M�•0[�ó�b�^�8  EtherChannel>&�q�± 8 �X�b�–�å
�±�î�Ç�™�–�«>'�†�§�Ï�î�º�K�Z�8�r�M��

• EtherChannel �b�M�m�Z�b�–�å�±�î�Ç�™�–�«�†�
� �L3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  �Ô�î�»�[�·�8�M�•
�|�:�_0¿���K�r�M��

• EtherChannel �b�M�m�Z�b�–�å�±�î�Ç�™�–�«�†�–�¿�î�È�Ý�_�K�r�M�� EtherChannel 
Æ�b�–�å�±�î
�Ç�™�–�«�†  1 �X�²�˜�å�_�M�•�\�Ü�å�¡7€���\�K�Z��#.�I�€�
�Q�b�–�å�±�î�Ç�™�–�«�b�º�Û�Ç�•�µ�¡
�@ EtherChannel 
Æ�b�g�~�b�–�å�±�î�Ç�™�–�«�b  1 �X�_3?3æ�I�€�r�M��

• �–�å�±�î�Ç�™�–�«�b  1 �X�@�«�–�µ�³�»  �Ï�î�º  �”�¼�Û�–�¨>& SPAN>'��
›�Ï�î�º�b���œ�

EtherChannel �c�g�B�I�€�r�O�‡��

• �Þ�–�Ö  3 EtherChannel �b���œ

– �Þ�–�Ö  3 �”�»�Þ�«�†�
�³�Õ�¿�Ý�b"@#.�–�å�±�î�Ç�™�–�«�[�c�^�C�
�Ï�î�º  �³�Õ�¿�Ý1=#.�–�å
�±�î�Ç�™�–�«�_�m�~�\�Z�r�M��

• �Þ�–�Ö  2 EtherChannel �b���œ
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EtherChannel �b0¿��
– EtherChannel 
Æ�b�M�m�Z�b�–�å�±�î�Ç�™�–�«�†� �L  VLAN �_�m�~�\�Z�•�?�
�r�S�c�º�Û�å�¡
�\�K�Z0¿���K�Z�C�T�I�8��

– �º�Û�å�¡  �–�å�±�î�Ç�™�–�«�?�}  EtherChannel �†0¿���M�•���œ�c�
�M�m�Z�b�º�Û�å�¡�[�º�Û�å
�Ÿ�å�¢  �Ô�î�»�\�¿�–�¸�•�È  VLAN �@� �L�[�6�•�G�\�†&�1��K�Z�C�T�I�8�� EtherChannel �b�–
�å�±�î�Ç�™�–�«�b�º�Û�å�¡  �Ô�î�»�@$��^�•�
�r�S�c�¿�–�¸�•�È  VLAN �@$��^�•���œ�
�£�‡�K
�^�8)��Ý�†�Í�C�G�\�@�6�~�r�M��

– EtherChannel �c�
�º�Û�å�Ÿ�å�¢  �Þ�–�Ö  2 EtherChannel 
Æ�b�M�m�Z�b�–�å�±�î�Ç�™�–�«�[� �L
0Á��(
�V�b  VLAN �†�§�Ï�î�º�K�Z�8�r�M��4E�¥�K�S�–�å�±�î�Ç�™�–�«�b0Á��(
�V�@$��^�•��
�œ�
�–�å�±�î�Ç�™�–�«�c  EtherChannel �†�g�B�K�r�O�‡��

– �«�Ã�½�å�¢�¶�Ü�î  �É�ß�º�¥�Ý>& STP>'�Ï�î�º  �Ã�«  �¥�«�º�@$��^�•�–�å�±�î�Ç�™�–�«�c�
�«�n
�ö�@�6�•0¿���†/œ�W�Z�8�•7H�~�
 EtherChannel �†�g�B�[�A�r�M��$��^�•  STP �Ï�î�º  �Ã�«  �¥�«
�º�†0¿���K�Z�v�
 EtherChannel �b�–�å�±�î�Ç�™�–�«�b�«�n�ö�c�†�^�ƒ�€�r�O�‡��

• EtherChannel �†0¿���K�S�6�\�[�
�Ï�î�º  �³�Õ�¿�Ý  �–�å�±�î�Ç�™�–�«�_4:#Ý�M�•0¿���c�

EtherChannel �_�P�K�Z�w� �_�^�~�r�M���M�‰�
"@#.�–�å�±�î�Ç�™�–�«�_4:#Ý�M�•0¿���c�
0¿���M
�•�–�å�±�î�Ç�™�–�«�T�E�_�w� �[�M��

�«�º�î�Ò�D�š�c�G�b0d�N�b�[�¥�[�M���S�\�<�d�
 EtherChannel �b�M4Š�b�Ó�å�Â�_�«�º�î�Ò�D�š�†
0¿���M�•�G�\�c�[�A�r�O�‡���«�º�î�Ò�D�š�c�M�m�Z�b�Ï�î�º�_�P�K�Z0¿���M�•�?�
0¿���K�^�8�?�b
�]�U�}�?�_�M�•�²0[�@�6�~�r�M���M4Š�b�Ï�î�º�_�T�E�«�º�î�Ò�D�š�†0¿���M�•���œ�
�Q�b�Ï�î�º�c  
EtherChannel �–�å�±�î�Ç�™�–�«�?�}�»�ß�µ�É�I�€�r�M>&�p�•�«�¸�î�º>' ���K�S�@�W�Z�
�«�º�î�Ò�D
�š�c"@#.�–�å�±�î�Ç�™�–�«  �Þ�Ë�Ý�[�c�^�C�
�Ï�î�º  �³�Õ�¿�Ý  �–�å�±�î�Ç�™�–�«  �Þ�Ë�Ý�[0¿���K�Z
�C�T�I�8��

• �Ï�î�º  �­�Ÿ�×�Ü�¸�•�@�–�¿�î�È�Ý�[�6�•"@#.�–�å�±�î�Ç�™�–�«�c�
�Ï�î�º  �­�Ÿ�×�Ü�¸�•�@  
EtherChannel �V�[�v�–�¿�î�È�Ý�[�6�•���œ�_�b�s�
�Þ�–�Ö  2 EtherChannel �_�•
°�[�A�r�M���–
�¿�î�È�Ý�[�^�8���œ�
�¥�Ð�å�»�c  CLI �_�|�W�Z�Ä�°�I�€�r�M��

• 802.1X �Ï�î�º�_  EtherChannel �c0¿���[�A�r�O�‡��

EtherChannel �b0¿��
�G�G�[�c�
 EtherChannel �†0¿���M�•�m8p�_�X�8�Z1��Â�K�r�M��

• ���Þ�–�Ö  3 EtherChannel �b0¿���� >&P.19-6>'

• ���Þ�–�Ö  2 EtherChannel �b0¿���� >&P.19-9>'

• �� LACP �b�©�«�¸�Ò  �É�Û�–�œ�Ü�¸�•�>�|�g�©�«�¸�Ò  ID �b0¿���� >&P.19-12>'

• �� EtherChannel �ß�î�»  �Â�Û�å�©�å�¢�b0¿���� >&P.19-13>'

• �� EtherChannel �?�}�b�–�å�±�î�Ç�™�–�«�b�P7V�� >&P.19-14>'

• �� EtherChannel �b�P7V��>&P.19-14>'

>&�@>' �–�å�±�î�Ç�™�–�«�@�G�K�C0¿���I�€�Z�8�•�G�\�†&�1��K�Z�C�T�I�8  >&�� EtherChannel 0¿���ì�b�@�–�¦8o
�>�|�g�D(Ù�¦8o�� >&P.19-5>' �†�g!·>' ��

�Þ�–�Ö  3 EtherChannel �b0¿��

�Þ�–�Ö  3 EtherChannel �†0¿���M�•�_�c�
�Ï�î�º  �³�Õ�¿�Ý1=#.�–�å�±�î�Ç�™�–�«�†�8�B�K�
�–�î�§�¿�µ
�º  �–�å�±�î�Ç�™�–�«�†�Ï�î�º  �³�Õ�¿�Ý�_�K�r�M��
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EtherChannel �b0¿��
�G�G�[�c�
�Þ�–�Ö  3 EtherChannel �b0¿���_�X�8�Z1��Â�K�r�M��

• ���Ï�î�º�³�Õ�¿�Ý1=#.�–�å�±�î�Ç�™�–�«�b�8�B�� >&P.19-7>'

• ��"@#.�–�å�±�î�Ç�™�–�«�b�Þ�–�Ö  3 EtherChannel �\�K�Z�b0¿���� >&P.19-7>'

�Ï�î�º�³�Õ�¿�Ý1=#.�–�å�±�î�Ç�™�–�«�b�8�B

>&�@>' IP �”�»�Þ�«�†"@#.�–�å�±�î�Ç�™�–�«�?�}  EtherChannel �_&ã�·�I�O�•�_�c�
�Ï�î�º  �³�Õ�¿�Ý  �–�å�±�î
�Ç�™�–�«�†0¿���M�•�S�_"@#.�–�å�±�î�Ç�™�–�«�?�}  IP �”�»�Þ�«�†�P7V�M�•�²0[�@�6�~�r�M��

�Þ�–�Ö  3 EtherChannel #Ý�b�Ï�î�º  �³�Õ�¿�Ý  �–�å�±�î�Ç�™�–�«�†�8�B�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�–�å�±�î�Ç�™�–�«  port-channel 1 �†�8�B�M�•�[�†&g�K�r�M��

Switch# configure terminal  
Switch(config)# interface port-channel 1  
Switch(config-if)# ip address 172.32.52.10 255.255.255.0  
Switch(config-if)# end  

���_�
�–�å�±�î�Ç�™�–�«  port-channel 1 �b0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# show running-config interface port-channel 1  
Building configuration...

Current configuration:
!
interface Port-channel1
 ip address 172.32.52.10 255.255.255.0
 no ip directed-broadcast
end

Switch#

"@#.�–�å�±�î�Ç�™�–�«�b�Þ�–�Ö  3 EtherChannel �\�K�Z�b0¿��

"@#.�–�å�±�î�Ç�™�–�«�†�Þ�–�Ö  3 EtherChannel �\�K�Z0¿���M�•�_�c�
�›�–�å�±�î�Ç�™�–�«�[���b�8��
�†/œ�8�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# interface port-channel 
port_channel_number  

�Ï�î�º�³�Õ�¿�Ý  �–�å�±�î�Ç�™�–�«�†�8�B�K�r�M��
port_channel_number �b�Í�b(
�V�c  1 >|  64 �[�M��

�«�̧ �µ�É 2 Switch(config-if)# ip address  ip_address mask  EtherChannel �_  IP �”�»�Þ�«�>�|�g�§�È�¿�µ�º  �Ð�«�¡�†
�m�~�\�Z�r�M��

�«�̧ �µ�É 3 Switch(config-if)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 4 Switch# show running-config interface 
port-channel port_channel_number  

0¿���†&�1��K�r�M��
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EtherChannel �b0¿��
���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  5/4 �>�|�g  5/5 �†�
 port-channel 1�
 PAgP �Ô�î�»  
desirable �_0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal  
Switch(config)# interface range fastethernet 5/4 - 5  (Note: Space is mandatory.)
Switch(config-if)# no switchport  
Switch(config-if)# no ip address  
Switch(config-if)# channel-group 1 mode desirable  
Switch(config-if)# end  

>&�@>' range �Ÿ�î�á�î�»�b0ò(ý�_�X�8�Z�c�
 ���–�å�±�î�Ç�™�–�«(
�V�b0¿���� >&P.6-4>' �†�g!·�K�Z�C�T�I�8��

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  5/4 �b0¿���†&�1��M�•�[�†  2 �X&g�K�r�M��

Switch# show running-config interface fastethernet 5/4  
Building configuration...

Current configuration:
!
interface FastEthernet5/4

no ip address
no switchport
no ip directed-broadcast

 channel-group 1 mode desirable
end

Switch# show interfaces fastethernet 5/4 etherchannel  
Port state    = EC-Enbld Up In-Bndl Usr-Config
Channel group = 1           Mode = Desirable     Gcchange = 0

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# interface  { fastethernet  | 
gigabitethernet | tengigabitethernet } slot / port  

0¿���M�•"@#.�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�̧ �µ�É 2 Switch(config-if)# no switchport �G�b�–�å�±�î�Ç�™�–�«�†�Þ�–�Ö  3 �Ý�î�¸�µ�»  �Ï�î�º
�_�K�r�M��

�«�̧ �µ�É 3 Switch(config-if)# no ip address  �G�b"@#.�–�å�±�î�Ç�™�–�«�_  IP �”�»�Þ�«�@�m�~�\�Z
�}�€�Z�8�^�8�G�\�†&�1��K�r�M��

�«�̧ �µ�É 4 Switch(config-if)# channel-group port_channel_number  
mode { active  | on | auto  | passive  | desirable } 

�Ï�î�º  �³�Õ�¿�Ý�[�–�å�±�î�Ç�™�–�«�†0¿���K�

PAgP �r�S�c  LACP �Ô�î�»�†�æ���K�r�M��

PAgP �†�Q#Ý�M�•���œ�
�Ÿ�î�á�î�»  auto �r�S�c  
desirable �†
°�Š�K�r�M��

LACP �†�Q#Ý�M�•���œ�c�
�Ÿ�î�á�î�»  active �r�S�c  
passive �†
°�Š�K�r�M��

�«�̧ �µ�É 5 Switch(config-if)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 6 Switch# show running-config interface port-channel 
port_channel_number  

Switch# show running-config interface  { fastethernet  
| gigabitethernet | tengigabitethernet } slot / port  

Switch# show interfaces  { fastethernet  | 
gigabitethernet | tengigabitethernet } slot / port  
etherchannel  

Switch# show etherchannel 1 port-channel  

0¿���†&�1��K�r�M��
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EtherChannel �b0¿��
Port-channel  = Po1         GC   = 0x00010001    Pseudo-port-channel = Po1
Port indx     = 0           Load = 0x55

Flags:  S - Device is sending Slow hello.  C - Device is in Consistent state.
        A - Device is in Auto mode.        P - Device learns on physical port.
Timers: H - Hello timer is running.        Q - Quit timer is running.
        S - Switching timer is running.    I - Interface timer is running.

Local information:
                                Hello    Partner  PAgP     Learning  Group
Port      Flags State   Timers  Interval Count   Priority   Method  Ifindex
Fa5/4     SC    U6/S7           30s      1        128        Any      55

Partner's information:

          Partner              Partner          Partner         Partner Group
Port      Name                 Device ID        Port       Age  Flags   Cap.
Fa5/4     JAB031301            0050.0f10.230c   2/45         1s SAC     2D

Age of the port in the current state: 00h:54m:52s

Switch# 

���_�
�–�å�±�î�Ç�™�–�«  port-channel 1 �†0¿���K�S�6�\�[�
�–�å�±�î�Ç�™�–�«�b0¿���†&�1��M�•�[�†&g
�K�r�M��

Switch# show etherchannel 1 port-channel  

                Channel-group listing:
                ----------------------
Group: 1
------------

                Port-channels in the group:
                ----------------------
Port-channel: Po1
------------

Age of the Port-channel   = 01h:56m:20s
Logical slot/port   = 10/1           Number of ports = 2
GC                  = 0x00010001      HotStandBy port = null
Port state          = Port-channel L3-Ag Ag-Inuse

Ports in the Port-channel:

Index   Load   Port
-------------------
  1     00 Fa5/6
  0     00  Fa5/7

Time since last port bundled:    00h:23m:33s    Fa5/6

Switch#

�Þ�–�Ö  2 EtherChannel �b0¿��

�Þ�–�Ö  2 EtherChannel �†0¿���M�•�_�c�
 channel-group �¥�Ð�å�»�[�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�†
0¿���K�r�M���G�€�_�|�~�
�Ï�î�º  �³�Õ�¿�Ý1=#.�–�å�±�î�Ç�™�–�«�@�8�B�I�€�r�M��
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>&�@>' channel-group �¥�Ð�å�»�[�Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�†0¿���M�•�\�
 Cisco IOS �¯�Ç�º
�˜�™�”�c�Þ�–�Ö  2 EtherChannel �b�Ï�î�º  �³�Õ�¿�Ý  �–�å�±�î�Ç�™�–�«�†�8�B�K�r�M��

�Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�†�Þ�–�Ö  2 EtherChannel �\�K�Z0¿���M�•�_�c�
�›�–�å�±�î
�Ç�™�–�«�[���b�8���†/œ�8�r�M��

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  5/6 �>�|�g  5/7 �†�
 port-channel 2�
 PAgP �Ô�î�»  
desirable �_0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal  
Switch(config)# interface range fastethernet 5/6 - 7  (Note: Space is mandatory.)
Switch(config-if-range)# channel-group 2 mode desirable  
Switch(config-if-range)# end  
Switch# end  

>&�@>' range �Ÿ�î�á�î�»�b0ò(ý�_�X�8�Z�c�
 ���–�å�±�î�Ç�™�–�«(
�V�b0¿���� >&P.6-4>' �†�g!·�K�Z�C�T�I�8��

���_�
�–�å�±�î�Ç�™�–�«  port-channel 2 �b0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# show running-config interface port-channel 2  
Building configuration...

Current configuration:
!
interface Port-channel2

switchport access vlan 10
 switchport mode access
end

Switch# 

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  5/6 �b0¿���†&�1��M�•�[�†  2 �X&g�K�r�M��

Switch# show running-config interface fastethernet 5/6  
Building configuration...

Current configuration:

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# interface  { fastethernet  | gigabitethernet 
| tengigabitethernet } slot / port  

0¿���M�•"@#.�–�å�±�î�Ç�™�–�«�†4E�¥�K�r
�M��

�«�̧ �µ�É 2 Switch(config-if)# channel-group port_channel_number  mode 
{ active  | on | auto  | passive  | desirable } 

�Ï�î�º  �³�Õ�¿�Ý�[�–�å�±�î�Ç�™�–�«�†0¿��
�K�
 PAgP �r�S�c  LACP �Ô�î�»�†�æ���K�r�M��

PAgP �†�Q#Ý�M�•���œ�
�Ÿ�î�á�î�»  auto �r�S
�c  desirable �†
°�Š�K�r�M��

LACP �†�Q#Ý�M�•���œ�c�
�Ÿ�î�á�î�»  active 
�r�S�c  passive �†
°�Š�K�r�M��

�«�̧ �µ�É 3 Switch(config-if)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r
�M��

�«�̧ �µ�É 4 Switch# show running-config interface  { fastethernet  | 
gigabitethernet } slot / port  

Switch# show interface  { fastethernet  | gigabitethernet | 
tengigabitethernet } slot / port  etherchannel  

0¿���†&�1��K�r�M��
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EtherChannel �b0¿��
!
interface FastEthernet5/6

switchport access vlan 10
 switchport mode access
 channel-group 2 mode desirable
end

Switch# show interfaces fastethernet 5/6 etherchannel  
Port state    = EC-Enbld Up In-Bndl Usr-Config
Channel group = 1           Mode = Desirable     Gcchange = 0
Port-channel  = Po1         GC   = 0x00010001 
Port indx     = 0           Load = 0x55

Flags:  S - Device is sending Slow hello.  C - Device is in Consistent state.
        A - Device is in Auto mode.        P - Device learns on physical port.
        d - PAgP is down.
Timers: H - Hello timer is running.        Q - Quit timer is running.
        S - Switching timer is running.    I - Interface timer is running.
Local information:
                                Hello    Partner  PAgP     Learning  Group
Port      Flags State   Timers  Interval Count   Priority   Method  Ifindex
Fa5/6     SC    U6/S7           30s      1        128        Any      56

Partner's information:

          Partner              Partner          Partner         Partner Group
Port      Name                 Device ID        Port       Age  Flags   Cap.
Fa5/6     JAB031301            0050.0f10.230c   2/47        18s SAC     2F

Age of the port in the current state: 00h:10m:57s

���_�
�–�å�±�î�Ç�™�–�«  port-channel 2 �†0¿���K�S�6�\�[�
�–�å�±�î�Ç�™�–�«�b0¿���†&�1��M�•�[�†&g
�K�r�M��

Switch# show etherchannel 2 port-channel  
                Port-channels in the group:
                ----------------------

Port-channel: Po2
------------

Age of the Port-channel   = 00h:23m:33s
Logical slot/port   = 10/2           Number of ports in agport = 2
GC                  = 0x00020001      HotStandBy port = null
Port state          = Port-channel Ag-Inuse

Ports in the Port-channel:

Index   Load   Port
-------------------
  1     00  Fa5/6
  0     00  Fa5/7

Time since last port bundled:    00h:23m:33s    Fa5/6

Switch# 
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EtherChannel �b0¿��
LACP �b�©�«�¸�Ò  �É�Û�–�œ�Ü�¸�•�>�|�g�©�«�¸�Ò  ID �b0¿��

LACP �©�«�¸�Ò  ID �c�
 LACP �©�«�¸�Ò  �É�Û�–�œ�Ü�¸�•�Í�\�«�–�µ�³�b  MAC �”�»�Þ�«�†)��s�œ�ƒ�O�S
�v�b�[�M��

LACP �©�«�¸�Ò  �É�Û�–�œ�Ü�¸�•�>�|�g�©�«�¸�Ò  ID �†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 LACP �b�©�«�¸�Ò  �É�Û�–�œ�Ü�¸�•�†0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal  
Switch(config)# lacp system-priority 23456
Switch(config)# end  
Switch# show module

Mod  Ports Card Type                              Model             Serial No.
----+-----+--------------------------------------+-----------------+-----------
 1      2  1000BaseX (GBIC) Supervisor(active)    WS-X4014          JAB063808YZ
 2     48  10/100BaseTX (RJ45)                    WS-X4148-RJ       JAB0447072W
 3     48  10/100BaseTX (RJ45)V                   WS-X4148-RJ45V    JAE061704J6
 4     48  10/100BaseTX (RJ45)V                   WS-X4148-RJ45V    JAE061704ML

 M MAC addresses                    Hw  Fw           Sw               Status
--+--------------------------------+---+------------+----------------+---------
 1 0005.9a39.7a80 to 0005.9a39.7a81 2.1 12.1(12r)EW  12.1(13)EW(0.26) Ok
 2 0002.fd80.f530 to 0002.fd80.f55f 0.1                               Ok
 3 0009.7c45.67c0 to 0009.7c45.67ef 1.6                               Ok
 4 0009.7c45.4a80 to 0009.7c45.4aaf 1.6                               Ok

���_�
0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# show lacp sys-id  
23456,0050.3e8d.6400
Switch# 

�©�«�¸�Ò  �É�Û�–�œ�Ü�¸�•�@�q�6�_/²&g�I�€�
���_�«�–�µ�³�b  MAC �”�»�Þ�«�@/²&g�I�€�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# lacp system-priority 
priority_value

>&�õ�–>8LACP #Ý>'�w� �^�Í�c  1 >|  65535 �[�M���Í�@�±
�A�8�o�]�
�É�Û�–�œ�Ü�¸�•�c�*�C�^�~�r�M���¹�Ç�›�Ý�º
�c  32768 �[�M��

Switch(config)# no system port-priority  �¹�Ç�›�Ý�º�Í�_�`�K�r�M��

�«�̧ �µ�É 2 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 3 Switch# show lacp sys-id  0¿���†&�1��K�r�M��
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EtherChannel �b0¿��
EtherChannel �ß�î�»  �Â�Û�å�©�å�¢�b0¿��

>&�@>' �ß�î�»  �Â�Û�å�©�å�¢�c�
�¢�ß�î�Â�Ý�_�b�s0¿���•+��[�M���K�S�@�W�Z�
�M�m�Z�b�³�Õ�¿�Ý>&�m�·0¿���

PAgP�
�r�S�c  LACP>'�c� �L�ß�î�»  �Â�Û�å�©�å�¢�‰�'�†�Q#Ý�K�r�M��

EtherChannel �ß�î�»  �Â�Û�å�©�å�¢�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

�ß�î�»  �Â�Û�å�©�å�¢�b�Ÿ�î�á�î�»�c���b�\�>�~�[�M��

• src-mac>83æ�™
–�b MAC �”�»�Þ�«

• dst-mac>8��
›  MAC �”�»�Þ�«

• src-dst-mac>83æ�™
–�>�|�g��
›�b  MAC �”�»�Þ�«

• src-ip>83æ�™
–�b IP �”�»�Þ�«

• dst-ip>8��
›  IP �”�»�Þ�«

• src-dst-ip>83æ�™
–�>�|�g��
›  IP �”�»�Þ�«>&�¹�Ç�›�Ý�º>'

• src-port>83æ�™
–�b�Þ�–�Ö 4 �Ï�î�º

• dst-port>8��
›�Þ�–�Ö  4 �Ï�î�º

• src-dst-port>83æ�™
–�>�|�g��
›�b�Þ�–�Ö  4 �Ï�î�º

���_�
3æ�™
–�>�|�g��
›  IP �”�»�Þ�«�†�Q#Ý�M�•�|�:�_  EtherChannel �†0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal  
Switch(config)# port-channel load-balance src-dst-ip
Switch(config)# end  
Switch# 

���_�
0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# show etherchannel load-balance  
EtherChannel Load-Balancing Configuration:
        src-dst-ip

EtherChannel Load-Balancing Addresses Used Per-Protocol:
Non-IP: Source XOR Destination MAC address
  IPv4: Source XOR Destination IP address
  IPv6: Source XOR Destination IP address
Switch#

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# [ no] port-channel  load-balance  
{ src-mac  | dst-mac  | src-dst-mac  | src-ip  | 
dst-ip  | src-dst-ip  | src-port  | dst-port  | 
src-dst-port }

EtherChannel �ß�î�»�Â�Û�å�«�†0¿���K�r�M��

EtherChannel �ß�î�»  �Â�Û�å�©�å�¢�†�¹�Ç�›�Ý�º0¿���_
�`�M�_�c�
 no �Ÿ�î�á�î�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 2 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 3 Switch# show etherchannel load-balance  0¿���†&�1��K�r�M��
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EtherChannel �b0¿��
EtherChannel �?�}�b�–�å�±�î�Ç�™�–�«�b�P7V

EtherChannel �?�}�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�†�P7V�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  5/4 �>�|�g  5/5 �†�
 port-channel 1 �?�}�P7V�M�•�[�†&g
�K�r�M��

Switch# configure terminal  
Switch(config)# interface range fastethernet 5/4 - 5  (Note: Space is mandatory.)
Switch(config-if)# no channel-group 1  
Switch(config-if)# end  

EtherChannel �b�P7V

EtherChannel �†�P7V�M�•�\�
�Ó�å�Â  �Ï�î�º�@�©�Õ�µ�º�²�˜�å�I�€�
�³�Õ�¿�Ý  �¢�Ý�î�É�?�}�P7V�I�€�r
�M��

>&�@>' EtherChannel �†�Þ�–�Ö  2 �?�}�Þ�–�Ö  3 �_�
�r�S�c�Þ�–�Ö  3 �?�}�Þ�–�Ö  2 �_�š�f�M�•���œ�

EtherChannel �†�P7V�K�
4:�)�^0¿���[
Ì�g�8�B�M�•�²0[�@�6�~�r�M��

EtherChannel �†�P7V�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 port-channel 1 �†�P7V�M�•�[�†&g�K�r�M��

Switch# configure terminal  
Switch(config)# no interface port-channel 1  
Switch(config)# end  

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# interface  { fastethernet  | 
gigabitethernet | tengigabitethernet } slot / port  

0¿���M�•"@#.�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�̧ �µ�É 2 Switch(config-if)# no channel-group  �Ï�î�º  �³�Õ�¿�Ý  �–�å�±�î�Ç�™�–�«�?�}�–�å�±�î�Ç�™�–
�«�†�P7V�K�r�M��

�«�̧ �µ�É 3 Switch(config-if)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 4 Switch# show running-config interface  
{ fastethernet  | gigabitethernet | 
tengigabitethernet } slot / port  
Switch# show interface  { fastethernet  | 
gigabitethernet | tengigabitethernet } slot / port  
etherchannel  

0¿���†&�1��K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# no interface port-channel 
port_channel_number  

�Ï�î�º  �³�Õ�¿�Ý  �–�å�±�î�Ç�™�–�«�†�P7V�K�r�M��

�«�̧ �µ�É 2 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 3 Switch# show etherchannel summary  0¿���†&�1��K�r�M��
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C H A P T E R 20

IGMP �«�¾�î�Æ�å�¢�\�Ç�•�Ý�±�Ü�å�¢�b0¿��

�G�b'v�[�c�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�V�[�–�å�±�î�¿�µ�º  �¢�Ý�î�É'ö#.�É�ß�º�¥�Ý>& IGMP>'
�«�¾�î�Æ�å�¢�†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M��0¿���V�b�@�–�¦8o�
0¿���m8p�
�>�|�g0¿���[�v&g�K
�r�M��

�G�b'v�[1��Â�M�•�z�^
Æ���c�
���b�\�>�~�[�M��

• �� IGMP �«�¾�î�Æ�å�¢�b�+0[�� >&P.20-1>'

• �� IGMP �«�¾�î�Æ�å�¢�b0¿���� >&P.20-4>'

• �� IGMP �«�¾�î�Æ�å�¢�_���b/²&g�� >&P.20-13>'

• �� IGMP �Ç�•�Ý�±�Ü�å�¢�b0¿���� >&P.20-18>'

• �� IGMP �Ç�•�Ý�±�Ü�å�¢�b0¿���b/²&g�� >&P.20-22>'

>&�@>' Cisco Group Management Protocol>&CGMP>'�¡�Û�–�”�å�º  �¹�Â�–�«�†�§�Ï�î�º�M�•�_�c�
�«�–�µ�³�†  
CGMP �§�î�Â�\�K�Z0¿���K�r�M��0ò(ý�_�X�8�Z�c�
���b  URL �b�� Cisco IOS IP and IP Routing 
Configuration Guide, Cisco IOS Release 12.1���b�� IP Multicast���>�|�g�� Configuring IP Multicast 
Routing���b'v�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/docs/ios/12_1/iproute/configuration/guide/ip_c.html

>&�@>' �G�b'v�b�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 Series Switch 
Cisco IOS Command Reference���>�|�g���b  URL �b6õ4��Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6350/index.html

IGMP �«�¾�î�Æ�å�¢�b�+0[
�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• ���6�ì+:3å��#.�� >&P.20-3>'

• �� IGMP +:3å�±�–�Ð�î�b0¿���� >&P.20-4>'

• ���Â&g$×�^�Í�«�º  �º�Û�µ�Ÿ�å�¢�� >&P.20-4>'

>&�@>' QoS>&Quality of Service>'�c�
 IGMP �Ã�£�µ�º�_4:#Ý�K�r�O�‡��
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'¨  20 'v       IGMP �«�¾�î�Æ�å�¢�\�Ç�•�Ý�±�Ü�å�¢�b0¿��
IGMP �«�¾�î�Æ�å�¢�b�+0[
IGMP �«�¾�î�Æ�å�¢�_�|�~�
�«�–�µ�³�c�Í�«�º�\�Ý�î�±6ë�[3æ�™�I�€�•  IGMP �Ã�£�µ�º�b�_���†�«
�¾�î�Æ�å�¢�r�S�c�Ÿ�Õ�É�³�Õ�K�r�M���G�b�_���_�ö�Y�8�Z�
�«�–�µ�³�c�”�»�Þ�«  �¸�î�È�Ý�_�P�K�Z�Ð
�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�b3ã�•�r�S�c�P7V�†/œ�8�
�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�b�¶���b�Í�«�º  �Ï�î�º
�l�b�Ç�ß�î�†�–�¿�î�È�Ý>&�r�S�c�¹�•�­�î�È�Ý>'�_0¿���K�r�M�� IGMP �«�¾�î�Æ�å�¢�c�
 IGMPv1�

IGMPv2�
�>�|�g  IGMPv3 �b�M�m�Z�b�Â�î�ª�Ù�å�b  IGMP �†�§�Ï�î�º�K�r�M��

IGMPv1 �>�|�g  IGMPv2 �\�c�P!·$×�_�
 IGMPv3 �«�¾�î�Æ�å�¢�c�¹�Ç�›�Ý�º�[�6�ì+:3å��#.�†�f�j�K
�r�M�� IGMPv3 �«�¾�î�Æ�å�¢�c�
 Explicit Host Tracking>&EHT>'�†�f�j�K�
�¿�µ�º�á�î�¡'ö#.*…�c��
7•�_  IGMPv3 �†�§�Ï�î�º�M�•�Þ�–�Ö  2 �¹�Â�–�«�V�_  Source-Specific Multicast>&SSM>'�µ+��†4Ä*(�[
�A�r�M  >&���Â&g$×�^�Í�«�º  �º�Û�µ�Ÿ�å�¢�� >&P.20-4>' �†�g!·>' ��

IGMP �@0¿���I�€�Z�8�•�§�È�¿�µ�º�_�>�8�Z�
 IGMP �«�¾�î�Æ�å�¢�c�Þ�–�Ö 2 �[�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û
�Ç�•�µ�¡�†'ö#.�K�r�M�� switchport �Ÿ�î�á�î�»�†�Q#Ý�K�Z�
�w�™�_6õ�°�b�6�•�–�å�±�î�Ç�™�–�«�_�b
�s�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�†�·$×�_3?3æ�M�•�|�:�_�–�å�±�î�Ç�™�–�«�†0¿���[�A�r�M��

IGMP �«�¾�î�Æ�å�¢�c�
 MAC �Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  0100.5e00.0001 >|  01-00-5e-ff-ff-ff �b�º�Û
�Ç�•�µ�¡�†�D7H�K�r�M�� IGMP �«�¾�î�Æ�å�¢�c�
�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�_�|�W�Z#Õ�B�I�€�S�Þ�–�Ö  2 
�Ð�Ý�³�Ÿ�Õ�«�º  �Ã�£�µ�º�†�D7H�K�r�O�‡��

>&�@>' IP �Ð�Ý�³�Ÿ�Õ�«�º�>�|�g  IGMP �b0ò(ý�_�X�8�Z�c�
 RFC 1112�
 RFC 2236�
 RFC 3376>&IGMPv3>'�†
�g!·�K�Z�C�T�I�8��

>&�Ý�î�±�V�[0¿���I�€�S>' IGMP �c���‡$×�_  IGMP �M+á�¡�š�Ü�î�†3æ�™�K�r�M���Í�«�º�c�
6õ�°�b�6�•
�¢�Ý�î�É�b  IGMP �Ó�å�Â�î�©�µ�É  �Þ�Ï�î�º�[�G�€�}�b�¡�š�Ü�î�_�Â'Å�K�r�M�� IGMP �«�¾�î�Æ�å�¢�@
�–�¿�î�È�Ý�b���œ�
�«�–�µ�³�c  IGMP Join 0[�Ó�†�w�™�M�•�›�Þ�–�Ö  2 �Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�_�
�Þ
�–�Ö  2 3?3æ�¸�î�È�Ý�b  VLAN �H�\�_  1 �X�b�š�å�º�Ü�†�8�B�K�r�M���G�b�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡
�_6õ�°�†&g�K�Z�8�•�M�m�Z�b�Í�«�º�c  IGMP �Ó�å�Â�î�©�µ�É  �Þ�Ï�î�º�†3æ�™�K�
3?3æ�¸�î�È�Ý  �š�å�º
�Ü�_3ã�•�I�€�r�M��

IGMP �«�¾�î�Æ�å�¢�†3û�L�Z�Û*f�I�€�•�Þ�–�Ö  2 �Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�c�
�²�–�¼�Ñ�µ�¡�[�M���S
�T�K�
 ip igmp snooping static�¥�Ð�å�»�†�Q#Ý�K�Z�
�Þ�–�Ö 2 �Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�†7ü$×�_0¿��
�M�•�G�\�v�[�A�r�M��7ü$×�_�¢�Ý�î�É  �Ó�å�Â�î�©�µ�É�†�æ���M�•���œ�
�Q�b0¿���c  IGMP �«�¾�î�Æ�å
�¢�_�|�•+¬�·$×�^��#.�|�~
ƒ
›�I�€�r�M���Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �Ó�å�Â�î�©�µ�É�b�Ü�«�º�c�
�Ø�î
�¨�@��*O�K�S0¿���Í�\�
 IGMP �«�¾�î�Æ�å�¢0¿���Í�b�g�‰�[�S�B�[�A�r�M��

0100.5E00.0001 >|  0100.5E00.00FF (
�V�b�Ð�Ý�³�Ÿ�Õ�«�º  MAC �”�»�Þ�«�_�Ð�µ�Æ�å�¢�M�•  224.0.0.0 
>|  224.0.0.255 �b(
�V�b  IP �”�»�Þ�«�†�â�X�¢�Ý�î�É�c�
 �Ý�î�¸�•�å�¢  �¥�å�º�ß�î�Ý  �Ã�£�µ�º�S#Ý�[�M��
�G�€�}�b�¢�Ý�î�É�c�
 IGMPv3 �Ó�å�Â�î�©�µ�É  �Þ�Ï�î�º�_�Q#Ý�I�€�•  224.0.0.22 �†7V�8�Z�
 VLAN �b
�M�m�Z�b3?3æ�Ï�î�º�_�Ç�Û�µ�¹�•�å�¢�I�€�r�M��

>&�@>' VLAN �[�«�Ã�½�å�¢�¶�Ü�î  �º�Ï�ß�ª�@�š�f�I�€�S���œ�
 PortFast �@�–�¿�î�È�Ý�_�^�W�Z�8�^�8�M�m�Z
�b  VLAN �Ï�î�º�
�>�|�g  TCN �¡�š�Ü�î  �•�˜�å�º�‡6ë�_  no igmp snooping tcn flood �¥�Ð�å�»�@0¿��
�I�€�S�Ï�î�º�_�
 IP �Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�@�Ç�Û�µ�¹�•�å�¢�K�r�M��

�Þ�–�Ö  2 IGMPv2 �Í�«�º  �–�å�±�î�Ç�™�–�«�c  IP �Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�_�•
°�M�•�S�u�
 IP �Ð�Ý�³
�Ÿ�Õ�«�º  �¢�Ý�î�É�b  IGMP �Ó�å�Â�î�©�µ�É  �Þ�Ï�î�º�†3æ�™�K�r�M���Í�«�º�†�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É
�?�}+:3å�I�O�•�_�c�
�Q�b�Í�«�º�[���‡$×�^  IGMP �M+á�¡�š�Ü�î�†!“0i�M�•�?�
�r�S�c  IGMP Leave 
�Ó�µ�­�î�ª�†3æ�™�K�r�M���«�–�µ�³�c�Í�«�º�?�}  IGMP Leave �Ó�µ�­�î�ª�†�w�E�v�•�\�
 IGMP �¢�Ý�î
�É�[�w�b�¡�š�Ü�î�†3æ�™�K�Z�
�Q�b�–�å�±�î�Ç�™�–�«�_�K)F�I�€�S�¹�Â�–�«�@"I���b�Ð�Ý�³�Ÿ�Õ�«�º  
�¢�Ý�î�É�b�º�Û�Ç�•�µ�¡�_6õ�°�†&g�K�Z�8�•�?�]�:�?�†�8�9�K�r�M���«�–�µ�³�c�Q�b�Þ�–�Ö  2 �Ð�Ý�³
�Ÿ�Õ�«�º  �¢�Ý�î�É�b�¸�î�È�Ý  �š�å�º�Ü�†�f�‚�K�Z�
�¢�Ý�î�É�b�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�b�w�™�_
6õ�°�†&g�K�Z�8�•�Í�«�º�T�E�@�Ü�«�º�I�€�•�|�:�_�K�r�M��
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'¨  20 'v       IGMP �«�¾�î�Æ�å�¢�\�Ç�•�Ý�±�Ü�å�¢�b0¿��
IGMP �«�¾�î�Æ�å�¢�b�+0[
�P!·$×�_�
 IGMPv3 �Í�«�º�c�
"I���b�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�_�•
°�M�•�S�u�_>& allow �¢�Ý�î�É  �Þ
�¥�î�»  �Ô�î�»�[>' IGMPv3 �Ó�å�Â�î�©�µ�É  �Þ�Ï�î�º�†3æ�™�K�r�M�� IGMPv3 �Í�«�º�@�
�è�S�b3æ�™
–
�Ü�«�º�_�6�•�M�m�Z�b3æ�™
–�?�}�b�º�Û�Ç�•�µ�¡�†�Ä�°�M�•�S�u�_>& block �¢�Ý�î�É  �Þ�¥�î�»�[>'�Ó�å
�Â�î�©�µ�É  �Þ�Ï�î�º�†3æ�™�M�•���œ�
 EHT �@�–�¿�î�È�Ý�_�I�€�Z�8�•�\�
�Ï�î�º�b�q�‹�b�Í�«�º�c�6
�ì+:3å�_�|�W�Z�P7V�I�€�r�M��

�6�ì+:3å��#.

IGMP �«�¾�î�Æ�å�¢�b�6�ì+:3å��#.�†�Q#Ý�M�•�\�
�«�–�µ�³�c�–�å�±�î�Ç�™�–�«�_  IGMP �¢�Ý�î�É�[
�w�b�¡�š�Ü�î�†�¦�S�_3æ�™�O�N�
�Q�b�–�å�±�î�Ç�™�–�«�†3?3æ�¸�î�È�Ý  �š�å�º�Ü�?�}�P7V�K�r�M��
VLAN �–�å�±�î�Ç�™�–�«�c�
�œ�Ü�ª�¼�Ý�b  IGMP Leave �Ó�µ�­�î�ª�[�æ���I�€�S�Ð�Ý�³�Ÿ�Õ�«�º  �¢
�Ý�î�É�b�Ð�Ý�³�Ÿ�Õ�«�º  �¶�Ü�î�?�}�É�Ý�î�½�å�¢�I�€�r�M��0
�X�b�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�@� �ì�_
�Q#Ý�I�€�•���œ�[�v�
�6�ì+:3å��#.�_�|�~�
�«�–�µ�³�»  �¿�µ�º�á�î�¡�V�b�M�m�Z�b�Í�«�º�_�P�K�Z�q
4:�^�•�æ�œ'ö#.�@�•+��_�^�~�r�M��

IGMP �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_�K�S�«�–�µ�³�@  IGMPv2 �r�S�c  IGMPv3 Leave �Ó�µ�­�î�ª�†�w�E
�v�•�\�
 Leave �Ó�µ�­�î�ª�†�w�E�v�W�S�–�å�±�î�Ç�™�–�«�?�}  IGMP �¢�Ý�î�É�[�w�b�¡�š�Ü�î�†3æ�™
�K�
 MAC �Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�l�b�•
°�_6õ�°�†&g�K�S�Ú�b�Í�«�º�@�Q�b�–�å�±�î�Ç�™�–�«�_�K)F
�M�•�±�–�Ñ�å�¢�†�8�•�K�r�M���«�–�µ�³�@�¡�š�Ü�î�Â'Å6ë7x�[  IGMP Join �Ó�µ�­�î�ª�†�w�™�K�^�8��
�œ�
�Þ�–�Ö  2 3?3æ�¸�î�È�Ý�b�Ï�î�º  �Ü�«�º>& MAC-group�
 VLAN >'�š�å�º�Ü�?�}�–�å�±�î�Ç�™�–�«�@
�P7V�I�€�r�M��

>&�@>' �¹�Ç�›�Ý�º�[�c�
�M�m�Z�b  IGMP Join �c�M�m�Z�b�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±  �Ï�î�º�_3?3æ�I�€�r�M��

VLAN  �V�[�6�ì+:3å��#.�†�–�¿�î�È�Ý�_0¿���M�•�\�
�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�@�Ï�î�º�V�[�Û*f�I�€�Z
�8�•���œ�†7V�A�
 IGMP Leave �Ó�µ�­�î�ª�†�w�™�K�S�ì!l�[�
�Þ�–�Ö  2 �š�å�º�Ü�b�Ï�î�º  �Ü�«�º�?�}
�–�å�±�î�Ç�™�–�«�†�S�T�U�_�P7V�[�A�r�M��

>&�@>' IGMPv2 �«�¾�î�Æ�å�¢�†�Q#Ý�M�•���œ�
�6�ì+:3å��#.�c�›�–�å�±�î�Ç�™�–�«�_  1 �X�b�Í�«�º�K�?�K)F�I
�€�Z�8�^�8  VLAN �[�b�s�Q#Ý�K�Z�C�T�I�8���–�å�±�î�Ç�™�–�«�_0
�X�b�Í�«�º�@�K)F�I�€�Z�8�•  
VLAN �V�[�6�ì+:3å��#.�†�–�¿�î�È�Ý�_�M�•�\�
�M4Š�b�Í�«�º�@
�$Î$×�_�»�ß�µ�É�I�€�•�•+��ö�@�6
�~�r�M�� IGMPv3 �†�Q#Ý�M�•���œ�
�6�ì+:3å��#.�@�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_�I�€�Z�>�~�
 Explicit 
Host Tracking>&�W0°�†�g!·>'�_�|�~�
�«�–�µ�³�c�Ï�î�º�_  IGMPv3 �Í�«�º�b�«�–�µ�³�_�|�W�Z)T�â�I
�€�•�Í�«�º�@�"�M�r�S�c0
�X�[�6�•�\�A�†�è���[�A�r�M���Q�b)��Ý�
�«�–�µ�³�c"I���b�Ï�î�º�b*ü�‹�[
�"�M�Í�«�º�†�è���M�•�\�6�ì+:3å��#.�†��/œ�[�A�r�M��

>&�@>' IGMPv3 �c�
�‚�8�Â�î�ª�Ù�å�b  IGMP �\�b%&�«4 #Ý�@�•+��[�M��

"I���b  VLAN �b  IGMP �Â�î�ª�Ù�å�†/²&g�M�•�_�c�
 show ip igmp snooping querier vlan �¥�Ð�å�»�†
�Q#Ý�K�r�M��

�«�–�µ�³�@  IGMPv3 �«�¾�î�Æ�å�¢�†�§�Ï�î�º�M�•�?�]�:�?�†/²&g�M�•�_�c�
 show ip igmp snooping 
vlan �¥�Ð�å�»�†�Q#Ý�K�r�M��

IGMPv2 �b�6�ì+:3å�†�–�¿�î�È�Ý�_�M�•�_�c�
 ip igmp snooping immediate-leave �¥�Ð�å�»�†�Q#Ý�K
�r�M��

>&�@>' IGMPv3 �[�c�
�¹�Ç�›�Ý�º�[�6�ì+:3å��#.�@�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M��
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'¨  20 'v       IGMP �«�¾�î�Æ�å�¢�\�Ç�•�Ý�±�Ü�å�¢�b0¿��
IGMP �«�¾�î�Æ�å�¢�b0¿��
IGMP +:3å�±�–�Ð�î�b0¿��

0
�X�b�Í�«�º�@�"�M�–�å�±�î�Ç�™�–�«�_�K)F�I�€�Z�8�•  VLAN �[�c�
�6�ì+:3å��#.�c�Q#Ý�[�A�r�O�‡��
�G�b�|�:�^"g�#�[�b+:3å�b4��€�†�ö�a�I�O�•�S�u�
 IGMPv3 �[�c0¿���•+��^  Leave �±�–�Ð�î�†�f�j�K
�r�M��

Cisco IOS Release 12.2(25)SG �è�S�b�Ü�Ü�î�«�[�c�
 IGMP �«�¾�î�Æ�å�¢+:3å�ì6ë�c�¡�š�Ü�î�b�Â'Å�ì
6ë�_�ö�Y�8�Z�8�r�K�S���¡�š�Ü�î�b�¡�š�Ü�î�Â'Å�ì6ë�@ 6�¢�M�•�S�_�«�–�µ�³�@�Ó�å�Â�î�©�µ�É  �Þ
�Ï�î�º�†�w�™�K�^�?�W�S���œ�
�Ï�î�º�c�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �Ó�å�Â�î�©�µ�É�?�}�P7V�I�€�r�M��

Cisco IOS Release 12.2(31)SG �è7F�b�Ü�Ü�î�«�[�c�
 �Í�«�º�b"I���Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�l�b6õ�°�@
)F�8�Z�8�•�?�]�:�?�†�8�•�M�•�S�u�_�
�¢�Ý�î�É�[�w�b�¡�š�Ü�î�†3æ�™�K�S�6�\�_�«�–�µ�³�@�…�µ�M�•
�ì6ë�†0¿���[�A�r�M�� IGMP +:3å�Â'Å�ì6ë�c�
 100 >|  5000 �Ñ�Ü&Ê�b6ë�[0¿���[�A�r�M���G�b�±�–�Ð�î
�c�
�¢�ß�î�Â�Ý�[�v�
 VLAN �"�)�[�v0¿���[�A�r�M�� VLAN �_+:3å�ì6ë�†0¿���M�•�\�
�¢�ß�î�Â�Ý�_
0¿���K�S+:3å�ì6ë�c�V�i�A�I�€�r�M��

0¿���m8p�_�X�8�Z�c�
 �� IGMP +:3å�±�–�Ð�î�b0¿���� >&P.20-8>' �†�g!·�K�Z�C�T�I�8��

�Â&g$×�^�Í�«�º  �º�Û�µ�Ÿ�å�¢

Explicit Host Tracking>&EHT>'�c�
 IGMPv3 �Ó�å�Â�î�©�µ�É  �Þ�Ï�î�º�†3æ�™�M�•�Í�«�º�†3ã2§�M�•�G
�\�_�|�W�Z�
�¢�Ý�î�É  �Ó�å�Â�î�©�µ�É�†�Ô�½�±�Ü�å�¢�K�r�M���G�b3ã2§�_�|�W�Z�
�«�–�µ�³�c�›�Ï�î
�º�b�¢�Ý�î�É�_�P�Â�Ü�E�}�€�S�Í�«�º�_���†�è���[�A�r�M���I�}�_�
�Ø�î�¨�c  EHT �_�|�W�Z�Ó�å�Â�î
�©�µ�É�>�|�g�›'��b)+0£�_���†3ã2§�[�A�r�M��

EHT �[�c�
�«�–�µ�³�c�Ï�î�º�"�)�[�Ó�å�Â�î�©�µ�É�†3ã2§�[�A�r�M���Q�b�S�u�
�«�–�µ�³�c�›�Ï�î�º
�_�Ñ�~�M�•�Í�«�º�†1�1‘�K�
�Ï�î�º�b*ü�‹�_�Í�«�º�@  1 �X�T�E�Ñ�~�M�•���œ�_�6�ì+:3å��#.�†��/œ�[�A
�r�M��

EHT �@ VLAN �V�[�–�¿�î�È�Ý�_�I�€�Z�8�•�?�]�:�?�†�8�9�M�•�_�c�
 show ip igmp snoop vlan �¥�Ð
�å�»�†�Q#Ý�K�r�M��

IGMP �«�¾�î�Æ�å�¢�b0¿��

>&�@>' IGMP �†0¿���M�•���œ�c�
 VLAN �¹�î�±�Ë�î�«  �Ô�î�»�[  VLAN �†0¿���K�Z�C�T�I�8  >&'¨ 13 'v
�� VLAN �
 VTP�
�>�|�g  VMPS �b0¿����  �†�g!·>' ��

IGMP �«�¾�î�Æ�å�¢�_�|�~�
�«�–�µ�³�[  IGMP �Ã�£�µ�º�†1*�m�S�~�
�Ã�£�µ�º�b
Æ���_�ö�Y�8�Z3?3æ

›�†�ô���K�S�~�[�A�r�M��

�G�G�[�c�
 IGMP �«�¾�î�Æ�å�¢�†0¿���M�•�m8p�_�X�8�Z1��Â�K�r�M��

• �� IGMP �«�¾�î�Æ�å�¢�b�¹�Ç�›�Ý�º0¿���� >&P.20-5>'

• �� IGMP �«�¾�î�Æ�å�¢�b�¢�ß�î�Â�Ý�^�–�¿�î�È�Ý�ì�� >&P.20-5>'

• �� VLAN �V�[�b  IGMP �«�¾�î�Æ�å�¢�b�–�¿�î�È�Ý�ì�� >&P.20-6>'

• ���Û*f�‰�'�b0¿���� >&P.20-6>'

• ���Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�l�b7ü$×�^�K)F�b0¿���� >&P.20-7>'

• �� IGMP �6�ì+:3å��#.�b�–�¿�î�È�Ý�ì�� >&P.20-8>'

• �� IGMP +:3å�±�–�Ð�î�b0¿���� >&P.20-8>'
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'¨  20 'v       IGMP �«�¾�î�Æ�å�¢�\�Ç�•�Ý�±�Ü�å�¢�b0¿��
IGMP �«�¾�î�Æ�å�¢�b0¿��
• ���Â&g$×�^�Í�«�º  �º�Û�µ�Ÿ�å�¢�b0¿���� >&P.20-10>'

• ���Í�«�º�b7ü$×�^0¿���� >&P.20-10>'

• ���Ð�Ý�³�Ÿ�Õ�«�º  �Ç�Û�µ�¹�•�å�¢�b�š�D�� >&P.20-11>'

IGMP �«�¾�î�Æ�å�¢�b�¹�Ç�›�Ý�º0¿��

/² 20-1 �_�
 IGMP �«�¾�î�Æ�å�¢�b�¹�Ç�›�Ý�º0¿���Í�†&g�K�r�M��

IGMP �«�¾�î�Æ�å�¢�b�¢�ß�î�Â�Ý�^�–�¿�î�È�Ý�ì

IGMP �«�¾�î�Æ�å�¢�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 IGMP �«�¾�î�Æ�å�¢�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�K�
0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# ip igmp snooping 
Switch(config)# end  
Switch# show ip igmp snooping
Global IGMP Snooping configuration:
-----------------------------------
IGMP snooping             : Enabled
IGMPv3 snooping           : Enabled
Report suppression        : Enabled
TCN solicit query         : Disabled
TCN flood query count     : 2

Vlan 1:
--------

/² 20-1 IGMP �«�¾�î�Æ�å�¢�b�¹�Ç�›�Ý�º0¿���Í

�µ+� �¹�Ç�›�Ý�º�Í

IGMP �«�¾�î�Æ�å�¢ �–�¿�î�È�Ý

�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�± �•0¿��

�Â&g$×�^�Í�«�º  �º�Û�µ�Ÿ�å�¢ IGMPv3 �[�c�–�¿�î�È�Ý�� IGMPv2 �[�c�Q#Ý�Y�•

�6�ì+:3å��#. IGMPv3 �[�c�–�¿�î�È�Ý�� IGMPv2 �[�c�¹�•�­�î�È�Ý

�Þ�Ï�î�º�š�D �–�¿�î�È�Ý

IGMP �«�¾�î�Æ�å�¢�b�Û*f�‰�' PIM/DVMRP1 

1. PIM/DVMRP = Protocol Independent Multicast/Distance Vector Multicast Routing Protocol

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch#  configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 2 Switch(config)# [ no] ip igmp snooping  IGMP �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_�K�r�M��

IGMP �«�¾�î�Æ�å�¢�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no 
�Ÿ�î�á�î�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 3 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 4 Switch# show ip igmp snooping | include 0¿���†&�1��K�r�M��
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IGMP �«�¾�î�Æ�å�¢�b0¿��
IGMP snooping                  : Enabled
IGMPv2 immediate leave         : Disabled
Explicit host tracking         : Enabled
Multicast router learning mode : pim-dvmrp
CGMP interoperability mode     : IGMP_ONLY

Vlan 2:
--------
IGMP snooping                  : Enabled
IGMPv2 immediate leave         : Disabled
Explicit host tracking         : Enabled
Multicast router learning mode : pim-dvmrp
CGMP interoperability mode     : IGMP_ONLY

VLAN �V�[�b  IGMP �«�¾�î�Æ�å�¢�b�–�¿�î�È�Ý�ì

VLAN �V�[  IGMP �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 VLAN 2 �V�[  IGMP �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_�K�
0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# ip igmp snooping vlan 2
Switch(config)# end  
Switch# show ip igmp snooping vlan 2
Global IGMP Snooping configuration:
-----------------------------------
IGMP snooping             : Enabled
IGMPv3 snooping           : Enabled
Report suppression        : Enabled
TCN solicit query         : Disabled
TCN flood query count     : 2

Vlan 2:
--------
IGMP snooping                  : Enabled
IGMPv2 immediate leave         : Disabled
Explicit host tracking         : Enabled
Multicast router learning mode : pim-dvmrp
CGMP interoperability mode     : IGMP_ONLY

�Û*f�‰�'�b0¿��

�G�G�[�c  IGMP �«�¾�î�Æ�å�¢�b�Û*f�‰�'�_�X�8�Z1��Â�K�r�M��

• �� PIM/DVMRP �Û*f�‰�'�b0¿���� >&P.20-7>'

• �� CGMP �Û*f�‰�'�b0¿���� >&P.20-7>'

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# [ no] ip igmp snooping  vlan  vlan_ID IGMP �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_�K�r�M��

IGMP �«�¾�î�Æ�å�¢�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no 
�Ÿ�î�á�î�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 2 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 3 Switch# show ip igmp snooping vlan  vlan_ID 0¿���†&�1��K�r�M��
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IGMP �«�¾�î�Æ�å�¢�b0¿��
PIM/DVMRP �Û*f�‰�'�b0¿��

IGMP �«�¾�î�Æ�å�¢�†  PIM/DVMRP �Ã�£�µ�º�?�}�Û*f�M�•�|�:�_0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 IP IGMP �«�¾�î�Æ�å�¢�@  PIM/DVMRP �Ã�£�µ�º�?�}�Û*f�M�•�|�:�_0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# ip igmp snooping vlan 1 mrouter learn pim-dvmrp  
Switch(config)# end  
Switch#

CGMP �Û*f�‰�'�b0¿��

IGMP �«�¾�î�Æ�å�¢�†  CGMP self-join �Ã�£�µ�º�?�}�Û*f�M�•�|�:�_0¿���M�•�_�c�
���b�8���†/œ�8�r
�M��

���_�
 IP IGMP �«�¾�î�Æ�å�¢�@  CGMP self-join �Ã�£�µ�º�?�}�Û*f�M�•�|�:�_0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# ip igmp snooping vlan 1 mrouter learn cgmp  
Switch(config)# end  
Switch#

�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�l�b7ü$×�^�K)F�b0¿��

�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�l�b7ü$×�^�K)F�†0¿���M�•�_�c�
�«�–�µ�³�_  ip igmp snooping vlan mrouter 
interface �¥�Ð�å�»�†
°�Š�K�r�M��

�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�l�b�«�±�¸�•�µ�¡�^�K)F�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

Switch(config)# ip igmp snooping vlan  
vlan_ID  mrouter learn  [ cgmp | pim-dvmrp ] 

VLAN �b�Û*f�‰�'�†�æ���K�r�M��

�¥�Ð�å�» % $×

Switch(config)# ip igmp snooping vlan  
vlan_ID  mrouter learn  [ cgmp | pim-dvmrp ] 

VLAN �b�Û*f�‰�'�†�æ���K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch#  configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 2 witch(config)# ip igmp snooping vlan  vlan_ID  
mrouter interface interface_num 

VLAN �b�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�\�b7ü$×�^�K)F�†�æ��
�K�r�M��

>&�@>' �Ý�î�±�\�b�–�å�±�î�Ç�™�–�«�c�
�¥�Ð�å�»�†
°
�Š�M�•  VLAN 
Æ�_�^�E�€�d�^�~�r�O�‡���Ý�î�±
�\�Û�–�å  �É�ß�º�¥�Ý�c�”�µ�É"g�Â�[�6�•�²0[�@
�6�~�r�M��

�«�̧ �µ�É 3 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 4 Switch# show ip igmp snooping mrouter vlan  vlan_ID  0¿���†&�1��K�r�M��
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IGMP �«�¾�î�Æ�å�¢�b0¿��
���_�
�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�l�b�«�±�¸�•�µ�¡�^�K)F�†0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# ip igmp snooping vlan 200 mrouter interface fastethernet 2/10
Switch# show ip igmp snooping mrouter vlan 200
vlan ports
-----+----------------------------------------
 200  Fa2/10
Switch# 

IGMP �6�ì+:3å��#.�b�–�¿�î�È�Ý�ì

VLAN �V�[  IGMP �6�ì+:3å��#.�†�–�¿�î�È�Ý�_�K�S���œ�
�–�å�±�î�Ç�™�–�«�V�[  IGMPv2 Leave �Ó�µ
�­�î�ª�†�è���M�•�\�
�«�–�µ�³�c�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�?�}�–�å�±�î�Ç�™�–�«�†�P7V�K�r�M��

>&�@>' IGMPv3 �[�c�
 EHT �\�b�¹�Ç�›�Ý�º�[�6�ì+:3å��#.�@�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M��

IGMPv2 �–�å�±�î�Ç�™�–�«�[�6�ì+:3å��#.�†�–�¿�î�È�Ý�_�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 VLAN 200 �–�å�±�î�Ç�™�–�«�V�[  IGMP �6�ì+:3å��#.�†�–�¿�î�È�Ý�_�K�
0¿���†&�1��M�•�[�†
&g�K�r�M��

Switch# configure terminal
Switch(config)# ip igmp snooping vlan 200 immediate-leave  
Configuring immediate leave on vlan 200
Switch(config)# end  
Switch# show ip igmp interface vlan 200 | include immediate leave  
Immediate leave                : Disabled
Switch(config)#

IGMP +:3å�±�–�Ð�î�b0¿��

IGMP +:3å�±�–�Ð�î�†0¿���M�•�\�A�_�c�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

• +:3å�ì6ë�c�
�¢�ß�î�Â�Ý�[�v�
 VLAN �"�)�[�v0¿���[�A�r�M��

• VLAN �V�_+:3å�ì6ë�†0¿���M�•�\�
�¢�ß�î�Â�Ý�_0¿���I�€�S
Æ���c�V�i�A�I�€�r�M��

• �¹�Ç�›�Ý�º�b+:3å�ì6ë�c  1000 �Ñ�Ü&Ê�[�M��

• IGMP �b+:3å�ì6ë�b0¿���c�
 IGMP �Â�î�ª�Ù�å  2 �@'�
>�K�Z�8�•�Í�«�º�[�b�s�§�Ï�î�º�I�€�r�M��

• �¿�µ�º�á�î�¡�[��7•�b+:3å�_�?�?�•�…�U�ì6ë�c�
3û�–�
0¿���K�S+:3å�ì6ë�]�>�~�_�^�~�r�M���S�T
�K�
+:3å�ì6ë�c�
�Ü�”�Ý�±�–�Ò�b  CPU �b2�,´�b"g�Â�
�>�|�g�¿�µ�º�á�î�¡�b4���"g�Â�
�–�å�±�î
�Ç�™�–�«�?�}3æ�™�I�€�S�º�Û�Ç�•�µ�¡5��_�|�W�Z�
0¿���I�€�S�ì6ë�†�S�‹�M�• �G�\�@�6�~�r�M ��

�¥�Ð�å�» % $×

Switch(config)# ip igmp snooping vlan  
vlan_ID immediate-leave

VLAN �[�6�ì+:3å��#.�†�–�¿�î�È�Ý�_�K�r�M��

>&�@>' �G�b�¥�Ð�å�»�c�
 IGMPv2 �Í�«�º�T�E�_
4:#Ý�K�r�M��
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IGMP �«�¾�î�Æ�å�¢�b0¿��
IGMP �b0¿���•+��^  Leave �±�–�Ð�î�†�–�¿�î�È�Ý�_�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

���_�
 IGMP 0¿���•+��^  Leave �±�–�Ð�î�†�–�¿�î�È�Ý�_�K�
0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# ip igmp snooping last-member-query-interval 200
Switch(config)# ip igmp snooping vlan 10 last-member-query-interval 500
Switch(config)# end
Switch# show ip igmp snooping show ip igmp snooping
Global IGMP Snooping configuration:
-----------------------------------

IGMP snooping              : Enabled
IGMPv3 snooping            : Enabled
Report suppression         : Enabled
TCN solicit query          : Disabled
TCN flood query count      : 2
Last Member Query Interval : 200

Vlan 1:
--------
IGMP snooping                       : Enabled
IGMPv2 immediate leave              : Disabled
Explicit host tracking              : Enabled
Multicast router learning mode      : pim-dvmrp
Last Member Query Interval          : 200
CGMP interoperability mode          : IGMP_ONLY

Vlan 10:
--------
IGMP snooping                       : Enabled
IGMPv2 immediate leave              : Disabled
Explicit host tracking              : Enabled
Multicast router learning mode      : pim-dvmrp
Last Member Query Interval          : 500

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch#  configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config)# ip igmp snooping 
last-member-query-interval time

�¢�ß�î�Â�Ý�_  IGMP +:3å�±�–�Ð�î�†0¿���K�r�M���æ���[�A�•(

�V�c  100 >|  5000 �Ñ�Ü&Ê�[�M���¹�Ç�›�Ý�º�Í�c  1000 &Ê�[�M��

IGMP +:3å�±�–�Ð�î�†�¢�ß�î�Â�Ý�_�Ü�­�µ�º�K�Z�¹�Ç�›�Ý�º0¿��
�_�`�M�_�c�
 no ip igmp snooping last-member-query-interval  
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 3 Switch(config)# ip igmp snooping vlan  
vlan_ID  last-member-query-interval time

>&�õ�–>' VLAN �–�å�±�î�Ç�™�–�«�V�[�
 IGMP +:3å�±�–�Ð�î�†0¿
���K�r�M���æ���[�A�•(
�V�c  100 >|  5000 �Ñ�Ü&Ê�[�M��

"I���b  VLAN �?�}0¿���K�S  IGMP +:3å�ì6ë0¿���†�P7V�M�•�_
�c�
 no ip igmp snooping vlan vlan-id 
last-member-query-interval  �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

>&�@>' VLAN �V�_+:3å�ì6ë�†0¿���M�•�\�
�¢�ß�î�Â�Ý�_0¿���I
�€�S
Æ���c�V�i�A�I�€�r�M��

�«�̧ �µ�É 4 Switch(config)# end  "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 Switch# show ip igmp snooping >&�õ�–>'0¿���I�€�S  IGMP +:3å�±�–�Ð�î�†/²&g�K�r�M��

�«�̧ �µ�É 6 Switch# copy running-config 
startup-config

>&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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IGMP �«�¾�î�Æ�å�¢�b0¿��
CGMP interoperability mode          : IGMP_ONLY

Switch#

�Â&g$×�^�Í�«�º  �º�Û�µ�Ÿ�å�¢�b0¿��

IGMPv3 �[�c�
 EHT �c�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_0¿���I�€�Z�>�~�
 VLAN �"�)�[�¹�•�­�î�È�Ý�_�[�A
�r�M��

VLAN �V�[  EHT ��#.�†�¹�•�­�î�È�Ý�_�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 VLAN 200 �V�[  IGMP EHT �†�¹�•�­�î�È�Ý�_�K�
0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# no ip igmp snooping vlan 200 explicit-tracking  
Switch(config)# end  
Switch# show ip igmp snooping vlan 200 | include Explicit host tracking
Explicit host tracking         : Disabled

�Í�«�º�b7ü$×�^0¿��

�Í�«�º�c3û�–�
�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�_�·$×�_�•
°�K�r�M�@�
�–�å�±�î�Ç�™�–�«�V�[�Í�«�º�†7ü$×
�_0¿���M�•�G�\�v�[�A�r�M��

�–�å�±�î�Ç�™�–�«�V�[�Í�«�º�†7ü$×�_0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 VLAN 200 �[�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  2/11 �_�Í�«�º�†7ü$×�_0¿���M�•�[�†&g�K
�r�M��

Switch# configure terminal
Switch(config)# ip igmp snooping vlan 200 static 0100.5e02.0203 interface fastethernet 
2/11
Configuring port FastEthernet2/11 on group 0100.5e02.0203 vlan 200
Switch(config)# end

�¥�Ð�å�» % $×

Switch(config)#[ no]  ip igmp snooping vlan  
vlan_ID explicit-tracking

VLAN �V�[  EHT �†�–�¿�î�È�Ý�_�K�r�M��

EHT �†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no �Ÿ�î�á�î�»
�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

Switch(config-if)# ip igmp snooping vlan  
vlan_ID  static  mac_address  interface  
interface_num  

VLAN �[�Í�«�º�†7ü$×�_0¿���K�r�M��

>&�@>' �G�b�¥�Ð�å�»�c�
"I���b3æ�™
–  IP �”�»�Þ
�«�b�º�Û�Ç�•�µ�¡�†�w�™�M�•�|�:�_�c0¿
���[�A�r�O�‡��
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'¨  20 'v       IGMP �«�¾�î�Æ�å�¢�\�Ç�•�Ý�±�Ü�å�¢�b0¿��
IGMP �«�¾�î�Æ�å�¢�b0¿��
�Ð�Ý�³�Ÿ�Õ�«�º  �Ç�Û�µ�¹�•�å�¢�b�š�D

IGMP �«�¾�î�Æ�å�¢�@�–�¿�î�È�Ý�_0¿���I�€�S�«�–�µ�³�c�
�«�Ã�½�å�¢�¶�Ü�î  TCN �†�w�™�M�•�\�

VLAN �b�M�m�Z�b�Ï�î�º�_�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�†�Ç�Û�µ�¹�•�å�¢�K�r�M���Ð�Ý�³�Ÿ�Õ�«�º  �Ç
�Û�µ�¹�•�å�¢�b�š�D�_�|�~�
�«�–�µ�³�c�G�b�|�:�^�º�Û�Ç�•�µ�¡�b3æ�™�†�õ�F�K�r�M���Ç�Û�µ�¹�•�å�¢
�b�š�D�†�§�Ï�î�º�M�•�S�u�
 Cisco IOS Release 12.1(11b)EW �[�c���b�–�å�±�î�Ç�™�–�«  �¥�Ð�å�»�>�|
�g�¢�ß�î�Â�Ý  �¥�Ð�å�»�@�_
°�I�€�r�K�S��

�–�å�±�î�Ç�™�–�«  �¥�Ð�å�»�c���b�\�>�~�[�M��

[no | default] ip igmp snooping tcn flood

�¢�ß�î�Â�Ý  �¥�Ð�å�»�c���b�\�>�~�[�M��

[no | default] ip igmp snooping tcn flood query count [1 - 10]

[no | default] ip igmp snooping tcn query solicit

Cisco IOS Release 12.1(11b)EW �|�~�v�S�b�Ü�Ü�î�«�[�c�
�«�–�µ�³�@�«�Ã�½�å�¢�¶�Ü�î  TCN �†�w�™
�M�•�\�
 3 �G�b  IGMP �¡�š�Ü�î  �–�å�±�î�Â�Ý�b6ë�
 VLAN �b�M�m�Z�b�Ï�î�º�_�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û
�Ç�•�µ�¡�@�Ç�Û�µ�¹�•�å�¢�I�€�Z�8�r�K�S���G�€�c
Õ6×�S�B�_�²0[�[�K�S�@�
  Cisco IOS Release 
12.1(11b)EW �[�c�
�«�–�µ�³�@�Ð�Ý�³�Ÿ�Õ�«�º  �Ç�Û�µ�¹�•�å�¢�†�õ�F�M�•�r�[�b�¹�Ç�›�Ý�º�ì6ë�c�
 2 
�G�b  IGMP �¡�š�Ü�î  �–�å�±�î�Â�Ý�_�š�f�I�€�r�K�S��

�G�b�Ç�Û�µ�¹�•�å�¢�·�8�c�
�Ç�Û�µ�¹�•�å�¢�†/œ�:�«�–�µ�³�@�9�b�¢�Ý�î�É�_�“�M�•�¨�C�b�Ï�î�º�†�–
�w�K�Z�8�•���œ�_�c�ƒ�r�K�C�6�~�r�O�‡���º�Û�Ç�•�µ�¡�@�«�–�µ�³�\�š�å�»  �Í�«�º6ë�[�Ü�å�¡��5��†
2x�<�
�Ã�£�µ�º�@�»�ƒ�€�•�G�\�v�6�~�r�M��

no ip igmp snooping tcn flood �¥�Ð�å�»�†�Q#Ý�M�•�\�
�º�Ï�ß�ª�š�f�‹�_�«�–�µ�³  �–�å�±�î�Ç�™�–�«
�V�b�Ð�Ý�³�Ÿ�Õ�«�º  �Ç�Û�µ�¹�•�å�¢�†�¹�•�­�î�È�Ý�_�[�A�r�M���º�Ï�ß�ª�@�š�f�I�€�Z�8�•6ë�[�v�

�Ï�î�º�@�•
°�K�Z�8�•�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�T�E�@�Q�b�Ï�î�º�_3æ�™�I�€�r�M��

IGMP �¡�š�Ü�î�K�A�8�Í�†0¿���K�Z�
�º�Ï�ß�ª�š�f�‹�M�D�_�«�–�µ�³  �–�å�±�î�Ç�™�–�«�V�b�Ð�Ý�³
�Ÿ�Õ�«�º  �Ç�Û�µ�¹�•�å�¢�†�–�¿�î�È�Ý�_�M�•�_�c�
 ip igmp snooping tcn flood query count �¥�Ð�å�»
�†�Q#Ý�K�r�M��

�º�Ï�ß�ª�@�š�f�I�€�S���œ�
3û�–�«�Ã�½�å�¢�¶�Ü�î  �Ý�î�º  �«�–�µ�³�c�¢�Ý�î�É  �Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ
�«  0.0.0.0 �†�Q#Ý�K�Z�¢�ß�î�Â�Ý  IGMP Leave �Ó�µ�­�î�ª>& ���¡�š�Ü�î0[�Ó���\�ç�d�€�•>'�†$Î/œ�K�r
�M���«�–�µ�³�c�G�b0[�Ó�†�w�E�v�•�\�
�«�Ã�½�å�¢�¶�Ü�î�@�š�f�I�€�S  VLAN �b�M�m�Z�b�Ï�î�º�[0[
�Ó�†�Ç�Û�µ�¹�•�å�¢�K�r�M���”�µ�É�«�º�Ü�î�Ò  �Ý�î�±�@�G�b0[�Ó�†�w�E�v�•�\�
�S�T�U�_  IGMP �M+á
�¡�š�Ü�î�†$Î/œ�K�r�M��

ip igmp snooping tcn query solicit �¥�Ð�å�»�†�Q#Ý�M�•�\�
�«�Ã�½�å�¢�¶�Ü�î�è�¥�b�Ý�î�º  �«�–�µ�³
�_� �L�¡�š�Ü�î0[�Ó�†$Î/œ�M�•�|�:�_�æ&g�[�A�r�M��

���b8o�[�c�
�‚�K�8�¥�Ð�å�»�b0ò(ý�\�
�Q�b�Q#Ý�‰�2�_�X�8�Z1��Â�K�r�M��

IGMP �«�¾�î�Æ�å�¢  �–�å�±�î�Ç�™�–�«�b0¿��  

VLAN �[�º�Ï�ß�ª�@�š�f�I�€�•�\�
�Q�€�r�[�_�Û*f�I�€�S  IGMP �«�¾�î�Æ�å�¢�_���@!“� �_�^�•���œ
�@�6�~�r�M���º�Ï�ß�ª�š�f�S�_  1 �X�b�Ï�î�º�_�Ñ�~�K�Z�8�S�Í�«�º�c�
�º�Ï�ß�ª�š�f�‹�_�9�b�Ï�î�º�_
&ã�·�M�•�G�\�@�6�~�r�M���º�Ï�ß�ª�@�š�f�I�€�•���œ�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
�Ð�Ý�³
�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�@  VLAN 
Æ�b�M�m�Z�b�Ð�Ý�³�Ÿ�Õ�«�º�w�™*…�_3æ�™�I�€�•�|�:�_"I�9�^�”�¡
�©�Ù�å�†��/œ�K�r�M��

�«�Ã�½�å�¢�¶�Ü�î  �É�ß�º�¥�Ý�@  VLAN �[��/œ�I�€�Z�8�•���œ�
 VLAN �b�Ý�î�º  �«�–�µ�³�_�|�W�Z�«
�Ã�½�å�¢�¶�Ü�î  TCN �@$Î/œ�I�€�r�M�� IGMP �«�¾�î�Æ�å�¢�@�–�¿�î�È�Ý�_0¿���I�€�Z�8�•  VLAN �[  
TCN �†�w�™�M�•  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
�S�T�U�_���Ð�Ý�³�Ÿ�Õ�«�º  �Ç�Û�µ�¹�•�å�¢  �Ô�î
�»���†6ä���K�r�M���º�Ï�ß�ª�@
Ì�Ø�ó���K�
�M�m�Z�b�Ð�Ý�³�Ÿ�Õ�«�º�w�™*…�b�‚�K�8�)*(�@�Û*f�I�€�•
�r�[�b6ë�
�G�b�Ô�î�»�@)E)F�I�€�r�M��
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IGMP �«�¾�î�Æ�å�¢�b0¿��
���Ð�Ý�³�Ÿ�Õ�«�º  �Ç�Û�µ�¹�•�å�¢  �Ô�î�»���b6ë�
 IP �Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�c�
�Ð�Ý�³�Ÿ�Õ�«�º  
�¢�Ý�î�É  �Ó�å�Â�@�è���I�€�S�Ï�î�º�T�E�[�^�C�
 VLAN �b�M�m�Z�b�Ï�î�º�_4Ä�™�I�€�r�M��

Cisco IOS Release 12.1(11b)EW �è7F�
�«�–�µ�³�Ï�î�º�V�[  no ip igmp snooping tcn flood �¥�Ð�å�»�†
�Q#Ý�M�•�\�
 IP �Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�@�Q�b�Ï�î�º�_�Ç�Û�µ�¹�•�å�¢�I�€�•�b�†�m�·�[75�D�G
�\�@�[�A�r�M��

�º�Û�å�¡  �Ï�î�º�b���œ�
�G�b0¿���c�M�m�Z�b  VLAN �_4:#Ý�I�€�r�M��

�¹�Ç�›�Ý�º�[�c�
�Ð�Ý�³�Ÿ�Õ�«�º  �Ç�Û�µ�¹�•�å�¢�c�–�¿�î�È�Ý�[�M���Ç�Û�µ�¹�•�å�¢�†�¹�•�­�î�È�Ý
�_�M�•�_�c  no �Ÿ�î�á�î�»�†�
�¹�Ç�›�Ý�º�b�·�8>&�Ç�Û�µ�¹�•�å�¢�@�–�¿�î�È�Ý>'�_�`�M�_�c  default 
�†�Q#Ý�K�r�M��

�–�å�±�î�Ç�™�–�«�V�b�Ð�Ý�³�Ÿ�Õ�«�º  �Ç�Û�µ�¹�•�å�¢�†�–�¿�î�È�Ý�_�M�•�_�c�
���b�8���†/œ�8�r�M��

  

���_�
 �Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  2/11 �V�[�Ð�Ý�³�Ÿ�Õ�«�º  �Ç�Û�µ�¹�•�å�¢�†�¹�•�­�î�È
�Ý�_�M�•�[�†&g�K�r�M��

Switch(config)# interface  fastethernet 2/11
Switch(config-if)# no ip igmp snooping tcn flood
Switch(config-if)#  end
Switch#

IGMP �«�¾�î�Æ�å�¢  �«�–�µ�³�b0¿��

�¹�Ç�›�Ý�º�[�c�
�«�–�µ�³�@  2 �X�b  IGMP �M+á�¡�š�Ü�î�†�w�™�M�•�r�[���Ç�Û�µ�¹�•�å�¢  �Ô�î�»���@
)E)F�I�€�r�M���G�b�‡6ë�†�š�f�M�•�_�c�
 ip igmp snooping tcn flood query count n �¥�Ð�å�»�†�Q#Ý
�K�r�M�� n �c  1 >|  10 �b�X�Í�[�M��

�G�b�¥�Ð�å�»�c�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�Ë�Ý�[�8#Ý�K�r�M��

�¡�š�Ü�î�b�¹�Ç�›�Ý�º�Í�c  2 �[�M�� no �>�|�g  default �Ÿ�î�á�î�»�[�¹�Ç�›�Ý�º�_�`�~�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# interface  { fastethernet  | 
gigabitethernet | tengigabitethernet } slot / port  

0¿���M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�̧ �µ�É 2 Switch(config-if)# no ip igmp snooping tcn flood �«�–�µ�³�@  TCN �†�w�™�K�S���œ�
�–�å�±�î�Ç�™�–�«�V
�b�Ð�Ý�³�Ÿ�Õ�«�º  �Ç�Û�µ�¹�•�å�¢�†�¹�•�­�î�È�Ý�_�K
�r�M��

�–�å�±�î�Ç�™�–�«�V�b�Ð�Ý�³�Ÿ�Õ�«�º  �Ç�Û�µ�¹�•�å�¢
�†�–�¿�î�È�Ý�_�M�•�_�c�
���b�¥�Ð�å�»�†
°�Š�K�r�M��
default ip igmp snooping tcn flood

�«�̧ �µ�É 3 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 4 Switch# show running interface { fastethernet  | 
gigabitethernet | tengigabitethernet } slot / port

0¿���†&�1��K�r�M��
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'¨  20 'v       IGMP �«�¾�î�Æ�å�¢�\�Ç�•�Ý�±�Ü�å�¢�b0¿��
IGMP �«�¾�î�Æ�å�¢�_���b/²&g
IGMP �¡�š�Ü�î�b�K�A�8�Í�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 4 �G�b�¡�š�Ü�î��/œ�‹�_�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�b�Ç�Û�µ�¹�•�å�¢�†�õ�F�M�•�|�:�_�
�«
�–�µ�³�†�Ÿ�G�M�•�[�†&g�K�r�M��

Switch(config)#  ip igmp snooping tcn flood query count 4
Switch(config)#  end
Switch#

IGMP �«�¾�î�Æ�å�¢�@�–�¿�î�È�Ý�b  VLAN �[�b�º�Ï�ß�ª�š�f�†�«�Ã�½�å�¢�¶�Ü�î  �Ý�î�º  �«�–�µ�³�@&�
1��M�•�\�
 IOS �Ý�î�±�@  1 �X�r�S�c0
�X�b�M+á�¡�š�Ü�î�†3æ�™�M�•�\�8�:�¡�š�Ü�î0[�Ó�†�«�–�µ�³�@$Î
/œ�K�r�M���G�b�‚�K�8�¥�Ð�å�»  ip igmp snooping tcn query solicit �_�|�W�Z�
�«�–�µ�³�c�«�Ã�½�å�¢
�¶�Ü�î  �Ý�î�º�[�^�8���œ�v�
�º�Ï�ß�ª�š�f�†&�1��M�•�\�
�–�_�¡�š�Ü�î0[�Ó�†3æ�™�K�r�M��

�G�b�¥�Ð�å�»�c�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�Ë�Ý�[�8#Ý�K�r�M��

�¹�Ç�›�Ý�º�[�c�
�«�–�µ�³�@�«�Ã�½�å�¢�¶�Ü�î  �Ý�î�º�b���œ�†7V�A�
�¡�š�Ü�î0[�Ó�c�¹�•�­�î�È�Ý�_
0¿���I�€�Z�8�r�M�� default �Ÿ�î�á�î�»�[�¹�Ç�›�Ý�º�b�·�8�_�`�~�r�M��

�«�–�µ�³�_�¡�š�Ü�î0[�Ó�†3æ�™�M�•�|�:�_�æ&g�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 TCN �†�è���K�S�6�\�
�¡�š�Ü�î0[�Ó�†3æ�™�M�•�|�:�_�«�–�µ�³�†0¿���M�•�[�†&g�K�r�M��

Switch(config)#  ip igmp snooping tcn query solicit
Switch(config)#  end
Switch#

IGMP �«�¾�î�Æ�å�¢�_���b/²&g
�G�G�[�c  IGMP �«�¾�î�Æ�å�¢�_���†/²&g�M�•�‰�2�_�X�8�Z1��Â�K�r�M��

• ���¡�š�Ü�”�_���b/²&g�� >&P.20-14>'

• �� IGMP �Í�«�º  �Ó�å�Â�î�©�µ�É�_���b/²&g�� >&P.20-14>'

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)#
ip igmp snooping tcn flood query count <n>

�«�–�µ�³�@�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�b�Ç�Û�µ�¹�•
�å�¢�†�õ�F�M�•�r�[�b�
 IGMP �¡�š�Ü�î�b�X�†�š�f�K
�r�M��

�«�–�µ�³�†  IGMP  �¡�š�Ü�î�b�¹�Ç�›�Ý�º�b�X�_�`�M�_
�c�
���b�¥�Ð�å�»�†
°�Š�K�r�M�� default ip igmp 
snooping tcn flood query count

�«�̧ �µ�É 2 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)#
ip igmp snooping tcn query solicit

TCN �@�è���I�€�S���œ�_�
�¡�š�Ü�î0[�Ó�†3æ�™�M�•�|
�:�_�«�–�µ�³�†0¿���K�r�M��

�«�–�µ�³�_�|�•�¡�š�Ü�î0[�Ó�b3æ�™�†�õ�F�M�•�_�c
>&�«�–�µ�³�@�«�Ã�½�å�¢�¶�Ü�î  �Ý�î�º  �«�–�µ�³�[�^�8
���œ>'�
���b�¥�Ð�å�»�†
°�Š�K�r�M��
no ip igmp snooping tcn query solicit

�«�̧ �µ�É 2 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��
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'¨  20 'v       IGMP �«�¾�î�Æ�å�¢�\�Ç�•�Ý�±�Ü�å�¢�b0¿��
IGMP �«�¾�î�Æ�å�¢�_���b/²&g
• ���¢�Ý�î�É�_���b/²&g�� >&P.20-16>'

• ���Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±  �–�å�±�î�Ç�™�–�«�b/²&g�� >&P.20-17>'

• �� MAC �”�»�Þ�«  �Ð�Ý�³�Ÿ�Õ�«�º  �š�å�º�Ü�b/²&g�� >&P.20-17>'

• �� VLAN �–�å�±�î�Ç�™�–�«�V�b  IGMP �«�¾�î�Æ�å�¢�_���b/²&g�� >&P.20-18>'

�¡�š�Ü�”�_���b/²&g

�¡�š�Ü�”�_���†/²&g�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�«�–�µ�³�V�b�M�m�Z�b  VLAN �b  IGMP �«�¾�î�Æ�å�¢  �¡�š�Ü�”�_���†/²&g�M�•�[�†&g�K�r�M��

Switch# show ip igmp snooping querier
Vlan      IP Address     IGMP Version        Port
---------------------------------------------------
2         10.10.10.1     v2                  Router
3         172.20.50.22   v3                  Fa3/15

���_�
 VLAN 3 �b  IGMP �«�¾�î�Æ�å�¢  �¡�š�Ü�”�_���†/²&g�M�•�[�†&g�K�r�M��

Switch# show ip igmp snooping querier vlan 3
Vlan      IP Address     IGMP Version        Port
---------------------------------------------------
3         172.20.50.22   v3                  Fa3/15

IGMP �Í�«�º  �Ó�å�Â�î�©�µ�É�_���b/²&g

>&�@>' �¹�Ç�›�Ý�º�[�c�
 EHT �c  EHT �¹�î�±�Ë�î�«�_�q�±  1000 �š�å�º�Ü�†)T�â�K�r�M���V7H�_4)�M�•�\�
�š
�å�º�Ü�c�Q�€�è�V�8�B�I�€�r�O�‡���I�}�_�š�å�º�Ü�†�8�B�M�•�_�c�
 clear ip igmp snooping 
membership vlan �¥�Ð�å�»�†�Q#Ý�K�Z�¹�î�±�Ë�î�«�†�¡�Ü�”�K�r�M��

�Í�«�º  �Ó�å�Â�î�©�µ�É�_���†/²&g�M�•�_�c�
���b�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

Switch# show ip igmp snooping querier [ vlan  
vlan_ID ]

�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±  �–�å�±�î�Ç�™�–�«�†/²&g
�K�r�M��

�¥�Ð�å�» % $×

Switch# show ip igmp snooping membership 
[ interface interface_num ][ vlan vlan_ID ] 
[ reporter a.b.c.d ] [ source  a.b.c.d  group  
a.b.c.d ]

Explicit Host Tracking �_���†/²&g�K�r�M��

>&�@>' �G�b�¥�Ð�å�»�c�
�«�–�µ�³�V�[  EHT �@�–
�¿�î�È�Ý�_�I�€�Z�8�•���œ�_�b�s�w� �[
�M��
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'¨  20 'v       IGMP �«�¾�î�Æ�å�¢�\�Ç�•�Ý�±�Ü�å�¢�b0¿��
IGMP �«�¾�î�Æ�å�¢�_���b/²&g
���_�
 VLAN 20 �b�Í�«�º  �Ó�å�Â�î�©�µ�É�_���†/²&g�K�
 EHT �¹�î�±�Ë�î�«�†�P7V�M�•�[�†&g�K�r�M��

Switch# show ip igmp snooping membership vlan 20
#channels: 5
#hosts : 1
Source/Group Interface Reporter Uptime Last-Join Last-Leave

40.40.40.2/224.10.10.10 Gi4/1 20.20.20.20 00:23:37 00:06:50 00:20:30
40.40.40.3/224.10.10.10 Gi4/2 20.20.2020 00:23:37 00:06:50 00:20:30
40.40.40.4/224.10.10.10Gi4/1 20.20.20.20 00:39:42 00:09:17 -

40.40.40.5/224.10.10.10Fa2/1 20.20.20.20 00:39:42 00:09:17 -
40.40.40.6/224.10.10.10 Fa2/1 20.20.20.20 00:09:47 00:09:17 -

Switch# clear ip igmp snooping membership vlan 20

���_�
�–�å�±�î�Ç�™�–�«  gi4/1 �b�Í�«�º  �Ó�å�Â�î�©�µ�É�†/²&g�M�•�[�†&g�K�r�M��

Switch# show ip igmp snooping membership interface gi4/1
#channels: 5
#hosts : 1
Source/Group Interface Reporter Uptime Last-Join Last-Leave

40.40.40.2/224.10.10.10 Gi4/1 20.20.20.20 00:23:37 00:06:50 00:20:30
40.40.40.4/224.10.10.10Gi4/1 20.20.20.20 00:39:42 00:09:17 -

���_�
 VLAN 20 �>�|�g�¢�Ý�î�É  224.10.10.10 �b�Í�«�º  �Ó�å�Â�î�©�µ�É�†/²&g�M�•�[�†&g�K�r�M��

Switch# show ip igmp snooping membership vlan 20 source 40.40.40.2 group 224.10.10.10
#channels: 5
#hosts : 1
Source/Group Interface Reporter Uptime Last-Join Last-Leave

40.40.40.2/224.10.10.10 Gi4/1 20.20.20.20 00:23:37 00:06:50 00:20:30
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'¨  20 'v       IGMP �«�¾�î�Æ�å�¢�\�Ç�•�Ý�±�Ü�å�¢�b0¿��
IGMP �«�¾�î�Æ�å�¢�_���b/²&g
�¢�Ý�î�É�_���b/²&g

�¢�Ý�î�É�_�P�Â�Ü�E�}�€�S0ò(ý�^  IGMPv3 �_���†/²&g�M�•�_�c�
���b�8�N�€�?�b�8���†/œ�8�r�M��

���_�
 VLAN 1 �b�Í�«�º  �±�–�É�>�|�g�¢�Ý�î�É�b�Ï�î�º�†/²&g�M�•�[�†&g�K�r�M��

Switch# show ip igmp snooping groups vlan 10 226.6.6.7
Vlan      Group          Version     Ports
---------------------------------------------------------
10        226.6.6.7      v3          Fa7/13, Fa7/14
Switch>

���_�
3æ�™
–  IP �”�»�Þ�«�_�P�M�•#'�~�b�¢�Ý�î�É�b�«�¸�î�º�†/²&g�M�•�[�†&g�K�r�M��

Switch# show ip igmp snooping groups vlan 10 226.6.6.7 sources
Source information for group 226.6.6.7:
Timers: Expired sources are deleted on next IGMP General Query

SourceIP       Expires   Uptime    Inc Hosts Exc Hosts
-------------------------------------------------------
2.0.0.1        00:03:04  00:03:48  2         0
2.0.0.2        00:03:04  00:02:07  2         0
Switch>

���_�
�Í�«�º  MAC �”�»�Þ�«�_�P�M�•#'�~�b�¢�Ý�î�É�b�«�¸�î�º�†/²&g�M�•�[�†&g�K�r�M��

Switch# show ip igmp snooping groups vlan 10 226.6.6.7 hosts
IGMPv3 host information for group 226.6.6.7
Timers: Expired hosts are deleted on next IGMP General Query

�¥�Ð�å�» % $×

Switch# show ip igmp snooping groups [ vlan 
vlan_ID ]

�¢�Ý�î�É�
�¢�Ý�î�É>&�Í�«�º  �±�–�É>'�_�P�K�Z�w
�™�I�€�S�Þ�Ï�î�º  �±�–�É�
�>�|�g�Þ�Ï�î�º�@�w�™
�I�€�S�Ï�î�º�b�Ü�«�º�†/²&g�K�r�M��

�Þ�Ï�î�º  �Ü�«�º�_�c�
�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±  
�Ï�î�º�r�S�c�¢�Ý�î�É�b0ò(ý�^3?3æ�Ï�î�º0¿���c
�µ�r�€�r�O�‡���Q�b�æ�ƒ�~�_�
�Þ�Ï�î�º�@�w�™�I
�€�S�Ï�î�º�b�Ü�«�º�†/²&g�K�r�M��

�¢�Ý�î�É�b0ò(ý�^3?3æ�Ï�î�º0¿���†/²&g�M�•�_
�c�
  show mac-address-table multicast �¥�Ð�å�»
�†�Q#Ý�K�Z�
�G�b�¢�Ý�î�É�_�P�Â�M�•  MAC �”�»
�Þ�«�b  CLI ���Š�†/²&g�K�r�M��

Switch# show ip igmp snooping groups [ vlan 
vlan_ID a.b.c.d ] [ summary| sources | hosts ]

�¢�Ý�î�É  �”�»�Þ�«�[�w�b�_���†/²&g�K�r�M��3æ�™

–�>�|�g�Í�«�º�_�P�K�Z�¢�Ý�î�É�b#'�~�b�«�¸�î
�º�b0ò(ý�†�f�j�K�r�M��

>&�@>' �G�b�¥�Ð�å�»�c�
�ö
²�^  IGMPv3 �«�¾�î
�Æ�å�¢ �§�Ï�î�º�_�b�s4:#Ý�I�€�

IGMPv1�
 IGMPv2�
�r�S�c  IGMPv3 �¢
�Ý�î�É�_�Q#Ý�[�A�r�M��

Switch# show ip igmp snooping groups [ vlan 
vlan_ID ]  [ count ]

�¢�ß�î�Â�Ý�r�S�c  VLAN �"�)�[�©�«�¸�Ò�_�|�W
�Z�Û*f�I�€�S�¢�Ý�î�É  �”�»�Þ�«�b)r�X�†/²&g�K�r
�M��
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'¨  20 'v       IGMP �«�¾�î�Æ�å�¢�\�Ç�•�Ý�±�Ü�å�¢�b0¿��
IGMP �«�¾�î�Æ�å�¢�_���b/²&g
Host (MAC/IP)  Filter mode    Expires   Uptime    # Sources
-------------------------------------------------------------
175.1.0.29     INCLUDE        stopped   00:00:51       2
175.2.0.30     INCLUDE        stopped   00:04:14       2

���_�
 IGMPv3 �¢�Ý�î�É�b�§�Ð�Ü�î�_���†/²&g�M�•�[�†&g�K�r�M��

Switch# show ip igmp snooping groups vlan 10 226.6.6.7 summary
Group Address (Vlan 10)        : 226.6.6.7
Host type                      : v3
Member Ports                   : Fa7/13, Fa7/14
Filter mode                    : INCLUDE
Expires                        : stopped
Sources                        : 2
Reporters (Include/Exclude)    : 2/0

���_�
�©�«�¸�Ò�_�|�W�Z�¢�ß�î�Â�Ý�_�Û*f�I�€�S�¢�Ý�î�É  �”�»�Þ�«�b)r�X�†/²&g�M�•�[�†&g�K�r�M��

Switch# show ip igmp snooping groups count
Total number of groups:   54

���_�
 VLAN 5 �[�Û*f�I�€�S�¢�Ý�î�É  �”�»�Þ�«�b)r�X�†/²&g�M�•�[�†&g�K�r�M��

Switch# show ip igmp snooping groups vlan 5 count
Total number of groups:   30

�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±  �–�å�±�î�Ç�™�–�«�b/²&g

IGMP �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_�M�•�\�
�«�–�µ�³�c�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�b�K)F
›�–�å�±�î�Ç�™
�–�«�†+¬�·$×�_�Û*f�K�r�M��

�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±  �–�å�±�î�Ç�™�–�«�†/²&g�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 VLAN 1 �b�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±  �–�å�±�î�Ç�™�–�«�†/²&g�M�•�[�†&g�K�r�M��

Switch# show ip igmp snooping mrouter vlan 1
vlan            ports
-----+----------------------------------------
  1          Gi1/1,Gi2/1,Fa3/48,Router
Switch#

MAC �”�»�Þ�«  �Ð�Ý�³�Ÿ�Õ�«�º  �š�å�º�Ü�b/²&g

VLAN �b  MAC �”�»�Þ�«  �Ð�Ý�³�Ÿ�Õ�«�º  �š�å�º�Ü�†/²&g�M�•�_�c�
���b�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

Switch# show ip igmp snooping mrouter vlan  
vlan_ID  

�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±  �–�å�±�î�Ç�™�–�«�†/²&g
�K�r�M��

�¥�Ð�å�» % $×

Switch# show mac-address-table multicast  
vlan  vlan_ID  [ count ]

VLAN �b  MAC �”�»�Þ�«  �Ð�Ý�³�Ÿ�Õ�«�º  �š�å�º�Ü
�†/²&g�K�r�M��
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'¨  20 'v       IGMP �«�¾�î�Æ�å�¢�\�Ç�•�Ý�±�Ü�å�¢�b0¿��
IGMP �Ç�•�Ý�±�Ü�å�¢�b0¿��
���_�
 VLAN 1 �b  MAC �”�»�Þ�«  �Ð�Ý�³�Ÿ�Õ�«�º  �š�å�º�Ü�†/²&g�M�•�[�†&g�K�r�M��

Switch# show mac-address-table multicast vlan 1
Multicast Entries
 vlan    mac address     type    ports
-------+---------------+-------+-------------------------------------------
   1    0100.5e01.0101     igmp Switch,Gi6/1
   1    0100.5e01.0102     igmp Switch,Gi6/1
   1    0100.5e01.0103     igmp Switch,Gi6/1
   1    0100.5e01.0104     igmp Switch,Gi6/1
   1    0100.5e01.0105     igmp Switch,Gi6/1
   1    0100.5e01.0106     igmp Switch,Gi6/1
Switch#

���_�
 VLAN 1 �b  MAC �”�»�Þ�«  �š�å�º�Ü�b)r�X�†/²&g�M�•�[�†&g�K�r�M��

Switch# show mac-address-table multicast vlan 1 count
Multicast MAC Entries for vlan 1:    4
Switch#

VLAN �–�å�±�î�Ç�™�–�«�V�b  IGMP �«�¾�î�Æ�å�¢�_���b/²&g

"I���b  VLAN �V�b  IGMP �«�¾�î�Æ�å�¢�_���†/²&g�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 VLAN 5 �V�b  IGMP �«�¾�î�Æ�å�¢�_���†/²&g�M�•�[�†&g�K�r�M��

Switch# show ip igmp snooping vlan 5
Global IGMP Snooping configuration:
-----------------------------------
IGMP snooping             :Enabled
IGMPv3 snooping support   :Full
Report suppression        :Enabled
TCN solicit query         :Disabled
TCN flood query count     :2

Vlan 5:
--------
IGMP snooping                  :Enabled
Immediate leave                :Disabled
Explicit Host Tracking         :Disabled
Multicast router learning mode :pim-dvmrp
CGMP interoperability mode     :IGMP_ONLY

IGMP �Ç�•�Ý�±�Ü�å�¢�b0¿��
�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• �� IGMP �Ç�•�Ý�±�Ü�å�¢�b�¹�Ç�›�Ý�º0¿���� >&P.20-19>'

• �� IGMP �É�ß�Ç�“�–�Ý�b0¿���� >&P.20-19>'

• �� IGMP �É�ß�Ç�“�–�Ý�b4:#Ý�� >&P.20-20>'

• �� IGMP �¢�Ý�î�É�b�q�±�X�b0¿���� >&P.20-21>'

�¥�Ð�å�» % $×

Switch# show ip igmp snooping vlan vlan_ID  "I���b  VLAN �–�å�±�î�Ç�™�–�«�V�b  IGMP �«
�¾�î�Æ�å�¢�_���†/²&g�K�r�M��
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'¨  20 'v       IGMP �«�¾�î�Æ�å�¢�\�Ç�•�Ý�±�Ü�å�¢�b0¿��
IGMP �Ç�•�Ý�±�Ü�å�¢�b0¿��
>&�@>' IGMP �Ç�•�Ý�±�Ü�å�¢�µ+��c�
 IGMPv1 �>�|�g  IGMPv2 �T�E�[�·�8�K�r�M��

�Ó�º�ß�Ï�Ü�±�å�r�S�c  Multiple-Dwelling Unit>&MDU>'�–�å�«�º�î�Ý�^�]�M4Š�b#”�C�[�c�
'ö#.*…�c
�«�–�µ�³  �Ï�î�º�V�b�Ø�î�¨�@�d�“�M�•�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�†�D�š�[�A�r�M��'ö#.*…�c�•
°0£#ì�r
�S�c�§�î�Å�«0£#ì�b'�8®�_�ö�Y�8�Z�
 IP/TV �^�]�b�Ð�Ý�³�Ÿ�Õ�«�º  �§�î�Å�«�b4Ä�x�†�D�š�[�A�r�M��

'ö#.*…�c�G�b�|�:�^�D�š�†��/œ�M�•���œ�_�
 IGMP �Ç�•�Ý�±�Ü�å�¢�µ+��†�Q#Ý�K�r�M���G�b�µ+��†�Q#Ý
�M�•�\�
 IP �Ð�Ý�³�Ÿ�Õ�«�º  �É�ß�Ç�“�–�Ý�†0¿���K�Z�
�G�€�}�†�¶���b�«�–�µ�³  �Ï�î�º�_6õ4��Ü�E�•�G
�\�[�
�Ï�î�º�"�)�[�Ð�Ý�³�Ÿ�Õ�«�º�•
°�†�Ç�•�Ý�±�Ü�å�¢�[�A�r�M�� IGMP �É�ß�Ç�“�–�Ý�_�c�Ð�Ý�³
�Ÿ�Õ�«�º  �¢�Ý�î�É�†  1 �X�r�S�c0
�X�A(á�K�Z�
�¢�Ý�î�É�l�b�”�¡�­�«�†0Á�•�M�•�?�Ä�°�M�•�?�†�æ��
�[�A�r�M���Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�l�b�”�¡�­�«�†�Ä�°�M�•  IGMP �É�ß�Ç�“�–�Ý�@�«�–�µ�³  �Ï�î�º�_
4:#Ý�I�€�•�\�
 IP �Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�b�«�º�Ü�î�Ò�†0[�Ó�M�•  IGMP Join �Þ�Ï�î�º�@�ë� �I
�€�
�Ï�î�º�c�Q�b�¢�Ý�î�É�?�}�b  IP �Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�†�w�™�[�A�^�C�^�~�r�M���Ð�Ý�³
�Ÿ�Õ�«�º  �¢�Ý�î�É�l�b�”�¡�­�«�@�Ç�•�Ý�±�Ü�å�¢  �”�¡�©�Ù�å�[0Á�•�I�€�Z�8�•���œ�c�
�Ï�î�º�?�}�b  
IGMP �Þ�Ï�î�º�@3?3æ�I�€�Z�
3û�–�b��#.�@/œ�ƒ�€�r�M��

IGMP �Ç�•�Ý�±�Ü�å�¢�c�
 IGMP �Ó�å�Â�î�©�µ�É�b  Join 0[�Ó�b�s�†�D�š�K�
 IP �Ð�Ý�³�Ÿ�Õ�«�º  �º�Û
�Ç�•�µ�¡�b3?3æ�æ&g�µ+��_�c6õ�Z�K�r�O�‡��

 ip igmp max-groups <n> �¥�Ð�å�»�†�Q#Ý�M�•�\�
�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�@�•
°�[�A�•  IGMP �¢
�Ý�î�É�b�q�±�X�v0¿���[�A�r�M��

IGMP �Ç�•�Ý�±�Ü�å�¢�b�¹�Ç�›�Ý�º0¿��

/² 20-2 �_�
 IGMP �Ç�•�Ý�±�Ü�å�¢�b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

IGMP �É�ß�Ç�“�–�Ý�b0¿��

IGMP �É�ß�Ç�“�–�Ý�†0¿���K�
 IGMP �É�ß�Ç�“�–�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���M�•�_�c�

ip igmp profile  �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M�� IGMP �É�ß�Ç�“�–�Ý  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�
�Ï�î�º�?�}�b  IGMP Join 0[�Ó�b�Ç�•�Ý�±�Ü�å�¢�_�Q#Ý�I�€�•  IGMP �É
�ß�Ç�“�–�Ý�b�Ã�Û�Ó�î�±�†�æ���[�A�r�M�� IGMP �É�ß�Ç�“�–�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�c�

���b�¥�Ð�å�»�†�Q#Ý�K�Z�É�ß�Ç�“�–�Ý�†�8�B�[�A�r�M��

• deny>8�M+´�K�S�”�»�Þ�«�†�Ä�°�M�•�|�:�_�æ���K�r�M���G�€�c�¹�Ç�›�Ý�º�b�²�ó�[�M��

• exit>8IGMP �É�ß�Ç�“�–�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

• no>8�¥�Ð�å�»�†!“� �_�M�•�?�
�¥�Ð�å�»�b�¹�Ç�›�Ý�º�Í�†0¿���K�r�M��

• permit >8�M+´�M�•�”�»�Þ�«�†0Á�•�K�r�M��

• range>8�É�ß�Ç�“�–�Ý�b  IP �”�»�Þ�«(
�V�†�æ���K�r�M���"�M�b  IP �”�»�Þ�«�r�S�c6ä���”�»�Þ�«�\
)
�¢�”�»�Þ�«�†�æ���K�S  IP �”�»�Þ�«(
�V�†
°�Š�K�r�M��

/² 20-2 IGMP �Ç�•�Ý�±�Ü�å�¢�b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

IGMP �Ç�•�Ý�± �Ç�•�Ý�±�Ü�å�¢�^�K

IGMP �¢�Ý�î�É�b�q�±�X  �D7H�^�K

IGMP �É�ß�Ç�“�–�Ý �•0¿��
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'¨  20 'v       IGMP �«�¾�î�Æ�å�¢�\�Ç�•�Ý�±�Ü�å�¢�b0¿��
IGMP �Ç�•�Ý�±�Ü�å�¢�b0¿��
�¹�Ç�›�Ý�º�[�c�
 IGMP �É�ß�Ç�“�–�Ý�c0¿���I�€�Z�8�r�O�‡��  permit  �r�S�c  deny �Ÿ�î�á�î�»�è�¥�[�É
�ß�Ç�“�–�Ý�@0¿���I�€�Z�8�•���œ�
�¹�Ç�›�Ý�º�c  IP �”�»�Þ�«(
�V�l�b�”�¡�­�«�Ä�°�_�^�~�r�M��

�Ï�î�º�b  IGMP �É�ß�Ç�“�–�Ý�†�8�B�M�•�_�c�
���b�8���†/œ�8�r�M��

�É�ß�Ç�“�–�Ý�†�P7V�M�•�_�c�
 no ip igmp profile profile number �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�¥�Ð�å�»�†�Q#Ý�K�r�M��

IP �Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�r�S�c  IP �Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«(
�V�†�P7V�M�•�_�c�
 no range ip 
multicast address IGMP �É�ß�Ç�“�–�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 IGMP �É�ß�Ç�“�–�Ý  4 �†�8�B�K >&�"�M�b  IP �Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�l�b�”�¡�­�«�†0Á�• >'�
0¿
���†&�1��M�•�[�†&g�K�r�M���”�¡�©�Ù�å�@�Ä�°>&�¹�Ç�›�Ý�º>'�[�6�€�d�
 show ip igmp profile �¥�Ð�å
�»���Š�_�c/²&g�I�€�r�O�‡��

Switch# configure terminal
Switch(config)# ip igmp profile 4
Switch(config-igmp-profile)# permit
Switch(config-igmp-profile)# range 229.9.9.0
Switch(config-igmp-profile)# end
Switch# show ip igmp profile 4
IGMP Profile 4
    permit
    range 229.9.9.0 229.9.9.0

IGMP �É�ß�Ç�“�–�Ý�b4:#Ý

IGMP �É�ß�Ç�“�–�Ý�b��*O�_�‘�W�Z�”�¡�­�«�†�D�š�M�•�_�c�
 ip igmp filter �–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
�É�ß�Ç�“�–�Ý�†0ñ�\�M�•�–�å�±�î�Ç�™�–�«�_4:#Ý�K�r�M�� 1 
�X�b�É�ß�Ç�“�–�Ý�†0
�X�b�–�å�±�î�Ç�™�–�«�_4:#Ý�[�A�r�M�@�
�›�–�å�±�î�Ç�™�–�«�_4:#Ý�[�A�•�É�ß
�Ç�“�–�Ý�c  1 �X�T�E�[�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config)# ip igmp profile profile 
number

IGMP �É�ß�Ç�“�–�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä��
�K�
0¿���M�•�É�ß�Ç�“�–�Ý�_�X�Í�†�m�~�\�Z�r�M�� 1 >|  4�

294�
 967�
 295 �b�X�Í�†�æ���[�A�r�M��

�«�̧ �µ�É 3 Switch(config-igmp-profile)# permit | deny >&�õ�–>' IP �Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�l�b�”�¡�­�«�†0Á�•�r�S
�c�Ä�°�M�•�”�¡�©�Ù�å�†0¿���K�r�M���”�¡�©�Ù�å�†0¿���K�^
�8�\�
�É�ß�Ç�“�–�Ý�b�¹�Ç�›�Ý�º0¿���c�”�¡�­�«�Ä�°�_�^�~
�r�M��

�«�̧ �µ�É 4 Switch(config-igmp-profile)# range  ip 
multicast address

�”�¡�­�«�†�D�š�M�•  IP �Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�r�S�c  IP �Ð
�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�b(
�V�†
°�Š�K�r�M��(
�V�†
°�Š�M
�•���œ�c�
 IP �Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�b�W7H�Í�
�«�Ì�î�«
�†  1 �X�
 IP �Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�b�V7H�Í�†
°�Š�K�r�M��

range �¥�Ð�å�»�†0
�X�G
°�Š�M�•�\�
0
�X�b�”�»�Þ�«�r�S�c
�”�»�Þ�«(
�V�†
°�Š�[�A�r�M��

�«�̧ �µ�É 5 Switch(config-igmp-profile)# end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 Switch# show ip igmp profile profile number �É�ß�Ç�“�–�Ý�b0¿���†&�1��K�r�M��

�«�̧ �µ�É 7 Switch# copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r
�M��
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'¨  20 'v       IGMP �«�¾�î�Æ�å�¢�\�Ç�•�Ý�±�Ü�å�¢�b0¿��
IGMP �Ç�•�Ý�±�Ü�å�¢�b0¿��
>&�@>' IGMP �É�ß�Ç�“�–�Ý�c�
�Þ�–�Ö  2 �Ï�î�º�_�T�E4:#Ý�[�A�r�M���Ý�î�¸�µ�»  �Ï�î�º>&�r�S�c  SVI>'�6�•
�8�c  EtherChannel �Ï�î�º  �¢�Ý�î�É�_�“�M�•�Ï�î�º�_  IGMP �É�ß�Ç�“�–�Ý�c4:#Ý�[�A�r�O�‡��

�«�–�µ�³  �Ï�î�º�_  IGMP �É�ß�Ç�“�–�Ý�†4:#Ý�M�•�_�c�
���b�8���†/œ�8�r�M��

�–�å�±�î�Ç�™�–�«�?�}�É�ß�Ç�“�–�Ý�†�P7V�M�•�_�c�
 no ip igmp filter  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 IGMP �É�ß�Ç�“�–�Ý  4 �†�–�å�±�î�Ç�™�–�«�_4:#Ý�K�
0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# interface fastethernet2/12
Switch(config-if)# ip igmp filter 4
Switch(config-if)# end
Switch# show running-config interface fastethernet2/12
Building configuration...

Current configuration : 123 bytes
!
interface FastEthernet2/12
 no ip address
 shutdown
 snmp trap link-status
 ip igmp max-groups 25
 ip igmp filter 4
end

IGMP �¢�Ý�î�É�b�q�±�X�b0¿��

�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�@�•
°�[�A�•  IGMP �¢�Ý�î�É�b�q�±�X�†0¿���M�•�_�c�
 ip igmp 
max-groups �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���q�±�X�†�¹�Ç�›�Ý�º
0¿��>&�D7H�^�K>'�_�`�M�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

>&�@>' �G�b�D7H�c�Þ�–�Ö  2 �Ï�î�º�_�T�E4:#Ý�[�A�r�M���Ý�î�¸�µ�»  �Ï�î�º>&�r�S�c  SVI>'�6�•�8�c  
EtherChannel �Ï�î�º  �¢�Ý�î�É�_�“�M�•�Ï�î�º�_�c�
 IGMP �¢�Ý�î�É�b�q�±�X�†0¿���[�A�r�O�‡��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config)# interface interface-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
0¿
���M�•"@#.�–�å�±�î�Ç�™�–�«>& fastethernet2/3 �^�]>'�†
°�Š�K
�r�M���–�å�±�î�Ç�™�–�«�c�
 EtherChannel �Ï�î�º  �¢�Ý�î�É�_�“
�I�^�8�Þ�–�Ö  2 �Ï�î�º�[�^�E�€�d�^�~�r�O�‡��

�«�̧ �µ�É 3 Switch(config-if)# ip igmp filter profile 
number

�–�å�±�î�Ç�™�–�«�_�æ���I�€�S  IGMP �É�ß�Ç�“�–�Ý�†4:#Ý�K�r
�M���É�ß�Ç�“�–�Ý$��•�_�c�
 1 >|  4,294,967,295 �†�æ���[�A�r
�M��

�«�̧ �µ�É 4 Switch(config-if)# end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 Switch# show running configuration 
interface interface-id

0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 Switch# copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  20 'v       IGMP �«�¾�î�Æ�å�¢�\�Ç�•�Ý�±�Ü�å�¢�b0¿��
IGMP �Ç�•�Ý�±�Ü�å�¢�b0¿���b/²&g
�«�–�µ�³  �Ï�î�º�_  IGMP �É�ß�Ç�“�–�Ý�†4:#Ý�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�–�å�±�î�Ç�™�–�«�@�•
°�[�A�•  IGMP �¢�Ý�î�É�b�X�†  25 �_�D7H�M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# interface fastethernet2/12
Switch(config-if)# ip igmp max-groups 25
Switch(config-if)# end
Switch# show running-config interface fastethernet2/12
Building configuration...

Current configuration : 123 bytes
!
interface FastEthernet2/12
 no ip address
 shutdown
 snmp trap link-status
 ip igmp max-groups 25
 ip igmp filter 4
end

IGMP �Ç�•�Ý�±�Ü�å�¢�b0¿���b/²&g
�«�–�µ�³�V�b�M�m�Z�b�–�å�±�î�Ç�™�–�«�
�r�S�c�æ���I�€�S�–�å�±�î�Ç�™�–�«�b  IGMP �É�ß�Ç�“�–�Ý
�\�q�±�¢�Ý�î�É0¿���†/²&g�[�A�r�M��

IGMP �É�ß�Ç�“�–�Ý�†/²&g�M�•�_�c�
���b�8���†/œ�8�r�M��

 

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config)# interface interface-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
0¿
���M�•"@#.�–�å�±�î�Ç�™�–�«>& gigabitethernet1/1 �^�]>'�†
°�Š
�K�r�M���–�å�±�î�Ç�™�–�«�c�
 EtherChannel �¢�Ý�î�É�_�“�I�^
�8�Þ�–�Ö  2 �Ï�î�º�[�^�E�€�d�^�~�r�O�‡��

�«�̧ �µ�É 3 Switch(config-if)# ip igmp max-groups 
number

�–�å�±�î�Ç�™�–�«�@�•
°�[�A�•  IGMP �¢�Ý�î�É�b�q�±�X�†0¿��
�K�r�M���æ���[�A�•(
�V�c  0 >|  4,294,967,294 �[�M���¹�Ç�›�Ý�º
�[�c�q�±�X�@0¿���I�€�Z�8�r�O�‡��

�q�±�¢�Ý�î�É�D7H�†�P7V�K�
�q�±�X�^�K�b�¹�Ç�›�Ý�º�_�`�M�_
�c�
 no ip igmp max-groups �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 4 Switch(config-if)# end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 Switch# show running-configuration 
interface interface-id

0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 Switch# copy running-config 
startup-config

>&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

Switch# show ip igmp profile [ profile number ] �æ���I�€�S  IGMP �É�ß�Ç�“�–�Ý�
�r�S�c�«�–�µ�³�V�[��*O�I�€
�S�M�m�Z�b  IGMP �É�ß�Ç�“�–�Ý�†/²&g�K�r�M��
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'¨  20 'v       IGMP �«�¾�î�Æ�å�¢�\�Ç�•�Ý�±�Ü�å�¢�b0¿��
IGMP �Ç�•�Ý�±�Ü�å�¢�b0¿���b/²&g
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�M�•�_�c�
���b�8���†/œ�8�r�M��

 

���_�
�É�ß�Ç�“�–�Ý$��•�@
°�Š�I�€�Z�8�^�8���œ�b  show ip igmp profile "I�’  EXEC �¥�Ð�å�»�b�[�†
&g�K�r�M���«�–�µ�³�V�[��*O�I�€�S�M�m�Z�b�É�ß�Ç�“�–�Ý�@/²&g�I�€�r�M��

Switch# show ip igmp profile
IGMP Profile 3
    range 230.9.9.0 230.9.9.0
IGMP Profile 4
    permit
    range 229.9.9.0 229.255.255.255

���_�
�–�å�±�î�Ç�™�–�«�_  IGMP �b�q�±0¿���¢�Ý�î�É�X�@�æ���I�€�
 IGMP �É�ß�Ç�“�–�Ý  4 �@�–�å
�±�î�Ç�™�–�«�_4:#Ý�I�€�Z�8�•���œ�b  show running-config "I�’  EXEC �¥�Ð�å�»�b�[�†&g�K�r�M��

Switch# show running-config interface fastethernet2/12
Building configuration...
Current configuration : 123 bytes
!
interface FastEthernet2/12
 no ip address
 shutdown
 snmp trap link-status
 ip igmp max-groups 25
 ip igmp filter 4
end

�¥�Ð�å�» % $×

Switch# show running-configuration [ interface 
interface-id ]  

�æ���I�€�S�–�å�±�î�Ç�™�–�«�r�S�c�«�–�µ�³�V�b�M�m�Z�b�–�å
�±�î�Ç�™�–�«�_6õ�M�•�
 >&0¿���I�€�Z�8�•���œ�c>'�–�å�±�î�Ç�™
�–�«�@�d�“�[�A�•  IGMP �¢�Ý�î�É�b�q�±�X�\�
�–�å�±�î�Ç�™�–
�«�_4:#Ý�I�€�S  IGMP �É�ß�Ç�“�–�Ý�†�µ�t0¿���†/²&g�K�r�M��
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IGMP �Ç�•�Ý�±�Ü�å�¢�b0¿���b/²&g
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C H A P T E R 21

IPv6 MLD �«�¾�î�Æ�å�¢�b0¿��

>&�@>' IPv6 MLD �«�¾�î�Æ�å�¢�c�
 Supervisor Engine 6-E �[�b�s �§�Ï�î�º�I�€�r�M��

Catalyst 4500 �«�–�µ�³�[  Multicast Listener Discovery>&MLD >'�«�¾�î�Æ�å�¢�†�Q#Ý�M�€�d�
�«�–�µ�³
�»  �¿�µ�º�á�î�¡
Æ�b�¡�Û�–�”�å�º�>�|�g�Ý�î�±�l  IP �Â�î�ª�Ù�å 6>&IPv6>'�Ð�Ý�³�Ÿ�Õ�«�º  �¹�î�±�†� 
"á$×�_4Ä�™�M�•�G�\�@�[�A�r�M��

>&�@>' �G�b'v�b�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 Series Switch 
Cisco IOS Command Reference���>�|�g���b  URL �b6õ4��Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6350/index.html

�G�b'v�[1��Â�M�•
Æ���c�
���b�\�>�~�[�M��

• �� MLD �«�¾�î�Æ�å�¢�b�+0[�� >&P.21-1>'

• �� IPv6 MLD �«�¾�î�Æ�å�¢�b0¿���� >&P.21-5>'

• �� MLD �«�¾�î�Æ�å�¢�_���b/²&g�� >&P.21-11>'

MLD �«�¾�î�Æ�å�¢�b�+0[
IP �Â�î�ª�Ù�å  4>&IPv4>'�[�c�
�Þ�–�Ö  2 �«�–�µ�³�c�–�å�±�î�¿�µ�º  �¢�Ý�î�É'ö#.�É�ß�º�¥�Ý>& IGMP>'
�«�¾�î�Æ�å�¢�†�Q#Ý�K�Z�
�²�–�¼�Ñ�µ�¡�_�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�†0¿���M�•�G�\�_�|�~�
�Ð�Ý�³
�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�b�Ç�Û�µ�¹�•�å�¢�†�š�D�K�r�M���Q�b�S�u�
�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�c  IP 
�Ð�Ý�³�Ÿ�Õ�«�º  �¹�Â�–�«�_�P�Â�Ü�E�}�€�S�–�å�±�î�Ç�™�–�«�_�T�E3?3æ�I�€�r�M�� IPv6 �[�c�
 MLD 
�«�¾�î�Æ�å�¢�@� �]�b�µ+��†��/œ�K�r�M�� MLD �«�¾�î�Æ�å�¢�†�Q#Ý�M�•�\�
 IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  
�¹�î�±�c  VLAN >&�ì�•  LAN>'
Æ�b�M�m�Z�b�Ï�î�º�_�Ç�Û�µ�¹�•�å�¢�I�€�•�b�[�c�^�C�
�¹�î�±�†�w�™
�M�•�Ï�î�º�b�Ü�«�º�_4E�¥$×�_3?3æ�I�€�r�M���G�b�Ü�«�º�c�
 IPv6 �Ð�Ý�³�Ÿ�Õ�«�º�D�š�Ã�£�µ�º�†�«
�¾�î�Æ�å�¢�M�•�G�\�_�|�~�S(��I�€�r�M��
21-1
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'¨  21 'v       IPv6 MLD �«�¾�î�Æ�å�¢�b0¿��
MLD �«�¾�î�Æ�å�¢�b�+0[
MLD �c  IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�[�Q#Ý�I�€�•�É�ß�º�¥�Ý�[�
%$�K�K)F�I�€�S�Ü�å�¡�V�b�Ð�Ý�³
�Ÿ�Õ�«�º  �Ü�«�¼�î>& IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  �Ã�£�µ�º�†�w�™�M�•�À�î�»>'�b�Ñ�~�
�>�|�g�¿�–�Â�î  �À�î�»
�†�P1ß�\�M�•�Ð�Ý�³�Ÿ�Õ�«�º  �Ã�£�µ�º�†�è���K�r�M�� MLD �c  IGMP �?�}�t#Õ�K�Z�8�r�M�� MLD �Â�î
�ª�Ù�å  1>&MLDv1>'�c  IGMPv2 �\�
 MLD �Â�î�ª�Ù�å  2>&MLDv2>'�c  IGMPv3 �\�Q�€�R�€� '¼�[�M��
MLD �c  ICMP �Â�î�ª�Ù�å  6>&ICMPv6>'�b�§�È�É�ß�º�¥�Ý�[�M�� MLD �Ó�µ�­�î�ª�c  ICMPv6 �Ó�µ
�­�î�ª�b�§�È�­�µ�º�[�
 IPv6 �Ã�£�µ�º
Æ�[
›8Œ�b  Next Header �Í  58 �_�|�~1‘�9�I�€�r�M��

�«�–�µ�³�c�
���b  2 �X�b�Â�î�ª�Ù�å�b  MLD �«�¾�î�Æ�å�¢�†�§�Ï�î�º�K�r�M��

• MLDv1 �«�¾�î�Æ�å�¢>8 MLDv1 �D�š�Ã�£�µ�º�†�è���K�
 IPv6 ��
›�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�_�ö�Y
�8�Z�º�Û�Ç�•�µ�¡�b�È�Ü�µ�ª�å�¢�†0¿���K�r�M��

• MLDv2 Basic Snooping>&MBSS; MLDv2 �ö�•�«�¾�î�Æ�å�¢>' >8MLDv2 �D�š�Ã�£�µ�º�†�Q#Ý�K�Z�

IPv6 ��
›�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�_�ö�Y�8�Z�º�Û�Ç�•�µ�¡�b3?3æ�†0¿���K�r�M��

�«�–�µ�³�c  MLDv1 �É�ß�º�¥�Ý  �Ã�£�µ�º�\  MLDv2 �É�ß�º�¥�Ý  �Ã�£�µ�º�b�g�‰�[�«�¾�î�Æ�å�¢�[�A�

IPv6 ��
›�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�_�ö�Y�8�Z  IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  �¹�î�±�†�È�Ü�µ�ª�å�¢�K�r�M��

>&�@>' �«�–�µ�³�c�
 IPv6 3æ�™
–�>�|�g��
›�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�Ë�î�«�b3?3æ�†0¿���M�•  MLDv2 
Enhanced Snooping>&MESS; MLDv2 �Ñ�G�«�¾�î�Æ�å�¢>'�†�§�Ï�î�º�K�r�O�‡��

MLD �«�¾�î�Æ�å�¢�c�
�¢�ß�î�Â�Ý�r�S�c  VLAN �"�)�[�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_0¿���[�A�r
�M�� MLD �«�¾�î�Æ�å�¢�@�–�¿�î�È�Ý�b���œ�
 VLAN �"�)�b  IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  MAC �”�»�Þ�«  �¸�î
�È�Ý�c�¯�Ç�º�˜�™�”�[�S(��I�€�
 VLAN �"�)�b  IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«  �¸�î�È�Ý�c�¯�Ç�º�˜�™
�”�>�|�g�Á�î�»�˜�™�”�[�S(��I�€�r�M���Q�b�‹�
�«�–�µ�³�c�Á�î�»�˜�™�”�[  IPv6 �Ð�Ý�³�Ÿ�Õ�«�º�”�»
�Þ�«�_�ö�Y�C�È�Ü�µ�ª�å�¢�†��/œ�K�r�M��

���_�
 IPv6 MLD �«�¾�î�Æ�å�¢�b�M4Š�b�Ã�Û�Ó�î�±�_�X�8�Z1��Â�K�r�M��

• �� MLD �Ó�µ�­�î�ª�� >&P.21-2>'

• �� MLD �¡�š�Ü�î�� >&P.21-3>'

• ���Ð�Ý�³�Ÿ�Õ�«�º  �¡�Û�–�”�å�º  �š�î�ª�å�¢�b��"<�ö�� >&P.21-3>'

• ���Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�è���� >&P.21-3>'

• �� MLD �Þ�Ï�î�º�� >&P.21-4>'

• �� MLD Done �Ó�µ�­�î�ª�>�|�g�6�ì+:3å�� >&P.21-4>'

• �� TCN ��#.�� >&P.21-5>'

MLD �Ó�µ�­�î�ª

MLDv1 �c�
���b  3 '�8®�b�Ó�µ�­�î�ª�†�§�Ï�î�º�K�r�M��

• Listener Query>8IGMPv2 �¡�š�Ü�î�\� '¼�[�
 General Query �r�S�c  Mulicast-Address-Specific 
Query>&MASQ>'�b�8�N�€�?�_�^�~�r�M��

• Multicast Listener Report>8IGMPv2 �Þ�Ï�î�º�\� '¼�[�M��

• Multicast Listener Done �Ó�µ�­�î�ª>8 IGMPv2 Leave �Ó�µ�­�î�ª�\� '¼�[�M��

MLDv2 �[�c�
 MLDv1 �Þ�Ï�î�º�>�|�g  Done �Ó�µ�­�î�ª�_�•�<�Z�
 MLDv2 �¡�š�Ü�î�>�|�g  MLDv2 �Þ
�Ï�î�º�v�§�Ï�î�º�K�r�M��

�Ó�µ�­�î�ª�b3æ�w�™�b)��Ý#Õ�L�•�Ó�µ�­�î�ª  �±�–�Ð�î�>�|�g�«�¸�î�º&ã/œ�c�
 IGMPv2 �Ó�µ�­�î�ª�b
���œ�\� �L�[�M���Ü�å�¡�_�P�K�Z�ß�î�•�Ý�[�w� �^  IPv6 3æ�™
–�”�»�Þ�«�†�â�S�^�8  MLD �Ó�µ�­�î�ª
�c�
 MLD �Ý�î�±�>�|�g  MLD �«�–�µ�³�[!“0i�I�€�r�M��
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'¨  21 'v       IPv6 MLD �«�¾�î�Æ�å�¢�b0¿��
MLD �«�¾�î�Æ�å�¢�b�+0[
MLD �¡�š�Ü�î

�«�–�µ�³�c  MLD �¡�š�Ü�î�†3æ�™�K�
 IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«  �¹�î�±�Ë�î�«�†�S(��K�
 MLD �¢
�Ý�î�É�[�w�¡�š�Ü�î�
 MLD �¢�Ý�î�É�>�|�g3æ�™
–�[�w�¡�š�Ü�î�†#Õ�B�K�Z�
 MLD Done �Ó�µ�­�î�ª�_
�Â'Å�K�r�M���r�S�
�«�–�µ�³�c�Þ�Ï�î�º�š�D�
�Þ�Ï�î�º  �É�ß�Ÿ�©�å�¢�
�6�ì+:3å�µ+��
�>�|�g�«�±
�¸�•�µ�¡�^  IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  MAC �”�»�Þ�«0¿���v�§�Ï�î�º�K�r�M��

MLD �«�¾�î�Æ�å�¢�@�¹�•�­�î�È�Ý�b���œ�
�M�m�Z�b  MLD �¡�š�Ü�î�@
°�Š  VLAN �[�Ç�Û�µ�¹�•�å�¢�I
�€�r�M��

MLD �«�¾�î�Æ�å�¢�@�–�¿�î�È�Ý�b���œ�
�w�™�I�€�S  MLD �¡�š�Ü�î�@
°�Š  VLAN �[�Ç�Û�µ�¹�•�å�¢�I
�€�
�¡�š�Ü�î�b�¥�Æ�î�c  CPU �_3æ�™�I�€�
��#.�I�€�r�M�� MLD �«�¾�î�Æ�å�¢�[�c�
�w�™�I�€�S�¡�š
�Ü�î�?�}  IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«  �¹�î�±�Ë�î�«�†�S(��K�r�M�� MLD �«�¾�î�Æ�å�¢�c�
�Ð�Ý�³
�Ÿ�Õ�«�º  �Ý�î�±  �Ï�î�º�†�è���K�Z�
�±�–�Ð�î�†)T�â�K�
�Þ�Ï�î�º�Â'Å�ì6ë�†0¿���K�r�M���r�S�

VLAN �b�¡�š�Ü�”  IP 3æ�™
–�”�»�Þ�«�
 VLAN 
Æ�b�¡�š�Ü�”  �Ï�î�º�†�Û*f�K�Z�
�Ð�Ý�³�Ÿ�Õ�«�º�”�»
�Þ�«  �š�î�ª�å�¢�†)T�â�K�r�M��

�¢�Ý�î�É�@  MLD �«�¾�î�Æ�å�¢  �¹�î�±�Ë�î�«�_�Ñ�~�M�•���œ�
�«�–�µ�³�c  MLDv1 �Þ�Ï�î�º�†3æ�™�K
�Z�
�¢�Ý�î�É�[�w�b�¡�š�Ü�î�_�Â'Å�K�r�M���G�b�¢�Ý�î�É�@�Y�Â�b���œ�
�¢�Ý�î�É�[�w�b�¡�š�Ü�î�c
°
�Š VLAN �_�Ç�Û�µ�¹�•�å�¢�I�€�r�M��

�Í�«�º�@�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�?�}+:3å�M�•���œ�
 MLD Done �Ó�µ�­�î�ª>& IGMP Leave �Ó�µ�­�î
�ª�\� '¼>'�†3æ�™�[�A�r�M���«�–�µ�³�@  MLDv1 Done �Ó�µ�­�î�ª�†�w�™�K�S7•�_�
�6�ì+:3å�@�–�¿�î
�È�Ý�[�^�E�€�d�
�«�–�µ�³�c�Ó�µ�­�î�ª�†�w�™�K�S�Ï�î�º�_  MASQ �†3æ�™�K�Z�
�Ï�î�º�_�K)F�M�•�Ú
�b�¹�Â�–�«�@�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�_�g�•�²0[�@�6�•�?�]�:�?�8�9�K�r�M��

�Ð�Ý�³�Ÿ�Õ�«�º  �¡�Û�–�”�å�º  �š�î�ª�å�¢�b��"<�ö

�¡�š�Ü�î�X�_�ö�Y�8�Z�
�”�»�Þ�«�?�}�b�Ï�î�º  �Ó�å�Â�î�©�µ�É�b�P7V�†0¿���[�A�r�M�� 1 �X�b�”�»�Þ�«
�_�P�M�•�Ó�å�Â�î�©�µ�É�?�}�Ï�î�º�@�P7V�I�€�•�b�c�
0¿���I�€�S�X�b�¡�š�Ü�î�_6õ�K�Z�Ï�î�º�V�b�”
�»�Þ�«�_�P�M�•�Þ�Ï�î�º�@�^�8���œ�b�s�[�M���¹�Ç�›�Ý�º�b�G�X�c  2 �G�[�M��

�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�è��

IGMP �«�¾�î�Æ�å�¢�\� �]�_�
 MLD �«�¾�î�Æ�å�¢�[�c���b"I�ö�†�â�X�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�è���†/œ
�8�r�M��

• �Ø�î�¨�_�|�~0¿���I�€�S�Ï�î�º�_�c�
�‡7H�)�€�@�6�~�r�O�‡��

• �²�–�¼�Ñ�µ�¡�^�Ï�î�º�Û*f�c�
 MLDv1 �«�¾�î�Æ�å�¢  �¡�š�Ü�î�>�|�g  IPv6 PIMv2 �Ã�£�µ�º�_�|�~
/œ�ƒ�€�r�M��

• 0
�X�b�Ý�î�±�@� �L�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�V�_�6�•���œ�
 MLD �«�¾�î�Æ�å�¢�[�c�Ï�î�º�V�b
�"�M�b�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±>&%$�S�_�Ý�î�±�D�š�Ã�£�µ�º�†3æ�™�K�S�Ý�î�±>'�†3ã2§�K�r�M��

• �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±  �Ï�î�º�b�²�–�¼�Ñ�µ�¡�^�š�î�ª�å�¢�c�
�¹�Ç�›�Ý�º  �±�–�Ð�î�b  5 �(�_�ö�Y
�A�r�M���Ï�î�º�V�[�D�š�Ã�£�µ�º�@  5 �(6ë�w�™�I�€�^�8���œ�
�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�c�Ý�î�±�b
�Ï�î�º  �Ü�«�º�?�}�P7V�I�€�r�M��

• IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�è���@��/œ�I�€�•�b�c�
 MLD �«�¾�î�Æ�å�¢�@�«�–�µ�³�[�–�¿�î�È�Ý
�b���œ�b�s�[�M��
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'¨  21 'v       IPv6 MLD �«�¾�î�Æ�å�¢�b0¿��
MLD �«�¾�î�Æ�å�¢�b�+0[
• �w�™�I�€�S  IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�D�š�Ã�£�µ�º�c�
�«�–�µ�³�[  MLD �«�¾�î�Æ�å�¢�@�–�¿�î
�È�Ý�?�]�:�?�_�?�?�ƒ�}�N�
�–�_
°�Š  VLAN �_�Ç�Û�µ�¹�•�å�¢�I�€�r�M��

• �q�6�b  IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±  �Ï�î�º�@�è���I�€�S�‹�c�
�Y�Â�b  IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  �¹�î�±
�c�
�è���I�€�S�Ý�î�±  �Ï�î�º�_�P�K�Z�b�s3?3æ�I�€�r�M>&�Q�€�r�[�c�
�M�m�Z�b  IPv6 �Ð�Ý�³�Ÿ�Õ
�«�º  �¹�î�±�c
°�Š  VLAN �_�Ç�Û�µ�¹�•�å�¢�I�€�r�M>' ��

MLD �Þ�Ï�î�º

MLDv1 join �Ó�µ�­�î�ª�c�
�•2A$×�_�c  IGMPv2 �\� �L�|�:�_��#.�I�€�r�M�� IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  
�Ý�î�±�@  VLAN �[�è���I�€�^�8���œ�c�
�Þ�Ï�î�º�@��#.�I�€�^�8�?�
�r�S�c�«�–�µ�³�?�}3?3æ�I�€�r
�O�‡�� IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�@�è���I�€�
 MLDv1 �Þ�Ï�î�º�@�w�™�I�€�•�\�
 IPv6 �Ð�Ý�³�Ÿ�Õ�«
�º  �¢�Ý�î�É  �”�»�Þ�«�>�|�g  IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  MAC �”�»�Þ�«�@  VLAN �b  MLD �¹�î�±�Ë�î�«�_
°
�Š�I�€�r�M���Q�b�‹�
 VLAN 
Æ�b�¢�Ý�î�É�_�P�M�•�M�m�Z�b  IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�@�
�G
�b�”�»�Þ�«�†�Q#Ý�K�Z3?3æ�I�€�r�M�� MLD �«�¾�î�Æ�å�¢�@�¹�•�­�î�È�Ý�b���œ�
�Þ�Ï�î�º�c
°�Š  
VLAN �[�Ç�Û�µ�¹�•�å�¢�I�€�r�M��

MLD �«�¾�î�Æ�å�¢�@�–�¿�î�È�Ý�b���œ�c�
 MLD �Þ�Ï�î�º�š�D>&�Ü�«�¼�î  �Ó�µ�­�î�ª�š�D>'�c+¬�·$×
�_�–�¿�î�È�Ý�_�^�~�r�M���Þ�Ï�î�º�š�D�_�|�~�
�«�–�µ�³�c�¢�Ý�î�É�[�w�™�I�€�S�q�6�b  MLDv1 �Þ
�Ï�î�º�†  IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�_3?3æ�K�r�M���¢�Ý�î�É�b�Q�€�è7F�b�Þ�Ï�î�º�c�Ý�î�±�_3æ�™�I
�€�r�O�‡�� MLD �«�¾�î�Æ�å�¢�@�¹�•�­�î�È�Ý�b���œ�c�
�Þ�Ï�î�º�š�D�@�¹�•�­�î�È�Ý�_�^�~�
�M�m�Z
�b  MLDv1 �Þ�Ï�î�º�c
°�Š  VLAN �_�Ç�Û�µ�¹�•�å�¢�I�€�r�M��

�«�–�µ�³�c�
 MLDv1 �É�ß�Ÿ�©  �Þ�Ï�î�¸�•�å�¢�v�§�Ï�î�º�K�r�M�� MLDv1 MASQ �@�w�™�I�€�•�\�
�«
�–�µ�³�_�Ú�b�Ï�î�º�b�¢�Ý�î�É�@�Ñ�~�M�•���œ�
�>�|�g�¡�š�Ü�î�†�w�™�K�S�Ï�î�º�\�”�»�Þ�«�b�q�‹�b
�Ó�å�Â  �Ï�î�º�@$��^�•���œ�c�
�«�–�µ�³�c�¡�š�Ü�î�†�w�™�K�S�”�»�Þ�«�_6õ�M�•  MLDv1 �Þ�Ï�î�º�[
�Â'Å�K�r�M��

MLD Done �Ó�µ�­�î�ª�>�|�g�6�ì+:3å

�6�ì+:3å�µ+��@�–�¿�î�È�Ý�b���œ�_�Í�«�º�@  MLDv1 Done �Ó�µ�­�î�ª>& IGMP Leave �Ó�µ�­�î�ª�\� 
'¼>'�†3æ�™�M�•�\�
 Done �Ó�µ�­�î�ª�†�w�™�K�S�Ï�î�º�c�¢�Ý�î�É�?�}�S�T�U�_�P7V�I�€�r�M�� VLAN 
�[�6�ì+:3å�†�–�¿�î�È�Ý�_�M�•���œ�c>& IGMP �«�¾�î�Æ�å�¢�\� �]�_>' �
�Ï�î�º�_�"�M�b�Í�«�º�@�K)F
�I�€�Z�8�•  VLAN �[�b�s�G�b�µ+��†�Q#Ý�K�r�M���Ï�î�º�@�¢�Ý�î�É�b�q�‹�b�Ó�å�Â�[�6�•���œ�
�¢
�Ý�î�É�v�P7V�I�€�
�è���I�€�S  IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�_+:3å�_���@3?3æ�I�€�r�M��

VLAN �[�6�ì+:3å�@�–�¿�î�È�Ý�[�^�8���œ�_>& 1 �X�b�Ï�î�º�V�_�¢�Ý�î�É�b�¡�Û�–�”�å�º�@0
�X�6�•��
�œ>'�
 Done �Ó�µ�­�î�ª�@�Ï�î�º�[�w�™�I�€�•�\�
�G�b�Ï�î�º�[  MASQ �@#Õ�B�I�€�r�M���Ø�î�¨�c�
�¤
�Ñ�”�»�Þ�«�b�Ï�î�º  �Ó�å�Â�î�©�µ�É�@�P7V�I�€�•�ì�‡�†  MASQ �X�b0{!l�?�}�D�š�[�A�r�M���”�»�Þ�«
�_�P�M�•�Ó�å�Â�î�©�µ�É�?�}�Ï�î�º�@�P7V�I�€�•�b�c�
0¿���I�€�S�X�b�¡�š�Ü�î�_6õ�K�Z�Ï�î�º�V�b�”
�»�Þ�«�_�P�M�•  MLDv1 �Þ�Ï�î�º�@�^�8���œ�[�M��

#Õ�B�I�€�•  MASQ �X�c�
 ipv6 mld snooping last-listener-query count �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�_�|�~0¿���I�€�r�M���¹�Ç�›�Ý�º�b�G�X�c  2 �G�[�M��

MASQ �c�
 Done �Ó�µ�­�î�ª�@3æ�™�I�€�S  IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�_3æ�™�I�€�r�M���«�–�µ�³�b
�q�±�Â'Å�ì6ë
Æ�_  MASQ �[�æ���I�€�S  IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�_�Þ�Ï�î�º�@3æ�™�I�€�^�E�€�d�

MASQ �@3æ�™�I�€�S�Ï�î�º�c  IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«  �¹�î�±�Ë�î�«�?�}�P7V�I�€�r�M���q�±�Â
'Å�ì6ë�c�
 ipv6 mld snooping last-listener-query-interval �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð
�å�»�_�|�~0¿���K�r�M���P7V�I�€�S�Ï�î�º�@�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�b�q�‹�b�Ó�å�Â�[�6�•���œ�c�

�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�v�P7V�I�€�
�«�–�µ�³�c�è���I�€�S�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�M�m�Z�_�”�»�Þ�«
+:3å�_���†3æ�™�K�r�M��
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'¨  21 'v       IPv6 MLD �«�¾�î�Æ�å�¢�b0¿��
IPv6 MLD �«�¾�î�Æ�å�¢�b0¿��
TCN ��#.

ipv6 mld snooping tcn query solicit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
 �º�Ï�ß
�ª�š�f3û%±>& TCN>'3æ�™13�Ó�†�–�¿�î�È�Ý�_�M�•�\�
 MLDv1 �«�¾�î�Æ�å�¢�c�
0¿���I�€�S�X�b  
MLDv1 �¡�š�Ü�î�_�|�~�M�m�Z�b  IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�†�Ç�Û�µ�¹�•�å�¢�M�•�|�:  VLAN 
�_0¿���K�Z�?�}�
4E�¥�I�€�S�Ï�î�º�_�b�s�Ð�Ý�³�Ÿ�Õ�«�º  �¹�î�±�b3æ�™�†6ä���K�r�M���G�b�Í�c�

ipv6 mld snooping tcn flood query count �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z0¿
���K�r�M���¹�Ç�›�Ý�º�[�c�
 2 �X�b�¡�š�Ü�î�@3æ�™�I�€�r�M���«�–�µ�³�@  VLAN 
Æ�b STP �Ý�î�º�_�^
�•���œ�
�r�S�c�«�–�µ�³�@�Ø�î�¨�_�|�~0¿���I�€�S���œ�c�
�Ü�å�¡�_�P�K�Z�ß�î�•�Ý�[�w� �^  IPv6 3æ
�™
–�”�»�Þ�«�†�â�X  MLDv1 �¢�ß�î�Â�Ý  Done �Ó�µ�­�î�ª�v#Õ�B�I�€�r�M�� �G�€�c  IGMP �«�¾�î�Æ�å�¢
�b���œ�\� �L�[�M��

IPv6 MLD �«�¾�î�Æ�å�¢�b0¿��
���_�
 IPv6 MLD �«�¾�î�Æ�å�¢�b0¿���‰�2�_�X�8�Z1��Â�K�r�M��

• �� MLD �«�¾�î�Æ�å�¢�b�¹�Ç�›�Ý�º0¿���� >&P.21-5>'

• �� MLD �«�¾�î�Æ�å�¢0¿���ì�b�@�–�¦8o�� >&P.21-6>'

• �� MLD �«�¾�î�Æ�å�¢�b�–�¿�î�È�Ý�ì�r�S�c�¹�•�­�î�È�Ý�ì�� >&P.21-6>'

• ���«�±�¸�•�µ�¡�^�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b0¿���� >&P.21-7>'

• ���Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±  �Ï�î�º�b0¿���� >&P.21-8>'

• �� MLD �6�ì+:3å�b�–�¿�î�È�Ý�ì�� >&P.21-9>'

• �� MLD �«�¾�î�Æ�å�¢  �¡�š�Ü�î�b0¿���� >&P.21-9>'

• �� MLD �Ü�«�¼�î  �Ó�µ�­�î�ª�š�D�b�¹�•�­�î�È�Ý�ì�� >&P.21-11>'

MLD �«�¾�î�Æ�å�¢�b�¹�Ç�›�Ý�º0¿��

/² 21-1 �_�
 MLD �«�¾�î�Æ�å�¢�b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

/² 21-1 MLD �«�¾�î�Æ�å�¢�b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

MLD �«�¾�î�Æ�å�¢>&�¢�ß�î�Â�Ý>' �¹�•�­�î�È�Ý

MLD �«�¾�î�Æ�å�¢>& VLAN �"�)>' �–�¿�î�È�Ý  VLAN MLD �«�¾�î�Æ�å�¢�@��/œ�I�€�•�S�u�_�c�

MLD �«�¾�î�Æ�å�¢�@�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�[�6�•�²0[�@�6
�~�r�M��

IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�« �•0¿��

IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±  �Ï�î�º �•0¿��

MLD �«�¾�î�Æ�å�¢�6�ì+:3å �¹�•�­�î�È�Ý

MLD �«�¾�î�Æ�å�¢�b��"<�ö�š�X �¢�ß�î�Â�Ý>8 2�
 VLAN �"�)>8 0

>&�@>' VLAN �Í�c�¢�ß�î�Â�Ý0¿���†�V�i�A�K�r�M�� VLAN �Í
�@ 0 �b���œ�
 VLAN �c�¢�ß�î�Â�Ý�X�†�Q#Ý�K�r�M��
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IPv6 MLD �«�¾�î�Æ�å�¢�b0¿��
MLD �«�¾�î�Æ�å�¢0¿���ì�b�@�–�¦8o

MLD �«�¾�î�Æ�å�¢�b0¿���ì�c�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

• MLD �«�¾�î�Æ�å�¢�b"I�ö�c�8�X�[�v0¿���[�A�r�M�@�
0¿���†�w� �_�M�•���œ�c�
 ipv6 mld 
snooping �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z  MLD �«�¾�î�Æ�å�¢�†�¢�ß�î�Â
�Ý�_�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��

• MLD �«�¾�î�Æ�å�¢�\  IGMP �«�¾�î�Æ�å�¢�c%&�«�_"‚'g�K�Z�·�8�K�r�M���«�–�µ�³�[�g�‰�b�µ+��†
� �ì�_�–�¿�î�È�Ý�_�[�A�r�M�� Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[
¹�Ñ�•+��^  IPv4 �>�|�g  IPv6 �Ð
�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b�œ0£�š�å�º�Ü�X�c�
 16384 �¶�_�D7H�I�€�Z�8�r�M��

• 512 MB �b�Ó�Ô�Ü�@�š3U�I�€�S  Supervisor Engine 6-E �c�
 11000 �¶�b  MLD �«�¾�î�Æ�å�¢  �Ð�Ý�³
�Ÿ�Õ�«�º  �¢�Ý�î�É�†�§�Ï�î�º�K�r�M�@�
 1 GB �b�Ó�Ô�Ü�@�š3U�I�€�S  Supervisor Engine 6-E �c�

16384 �¶�b  MLD �«�¾�î�Æ�å�¢  �Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�†�§�Ï�î�º�K�r�M��

MLD �«�¾�î�Æ�å�¢�b�–�¿�î�È�Ý�ì�r�S�c�¹�•�­�î�È�Ý�ì

�¹�Ç�›�Ý�º�[�c�
 IPv6 MLD �«�¾�î�Æ�å�¢�c�«�–�µ�³�[�c�¢�ß�î�Â�Ý�_�¹�•�­�î�È�Ý�[�
�M�m�Z�b  
VLAN �[�c�–�¿�î�È�Ý�[�M�� MLD �«�¾�î�Æ�å�¢�@�¢�ß�î�Â�Ý�_�¹�•�­�î�È�Ý�b���œ�c�
�M�m�Z�b  
VLAN �[�v�¹�•�­�î�È�Ý�[�M�� MLD �«�¾�î�Æ�å�¢�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�M�•�\�
 VLAN 0¿��
�c�¢�ß�î�Â�Ý0¿���†�V�i�A�K�r�M���X�r�~�
 MLD �«�¾�î�Æ�å�¢�c�¹�Ç�›�Ý�º  �«�¸�î�º>&�–�¿�î�È�Ý>'
�b  VLAN �–�å�±�î�Ç�™�–�«�[�b�s�–�¿�î�È�Ý�_�^�~�r�M��

VLAN �"�)�r�S�c  VLAN (
�V�[  MLD �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�>�|�g�¹�•�­�î�È�Ý�_�[�A�r�M�@�

MLD �«�¾�î�Æ�å�¢�†�¢�ß�î�Â�Ý�_�¹�•�­�î�È�Ý�_�K�S���œ�c�
�M�m�Z�b  VLAN �[�¹�•�­�î�È�Ý�_�^
�~�r�M���¢�ß�î�Â�Ý  �«�¾�î�Æ�å�¢�@�–�¿�î�È�Ý�b���œ�
 VLAN �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�r�S�c�¹�•
�­�î�È�Ý�_0¿���[�A�r�M��

�«�–�µ�³�[�¢�ß�î�Â�Ý�_  MLD �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�q�‹�b�Ü�«�¼�î  �¡�š�Ü�î  �•�˜�å�º �¢�ß�î�Â�Ý>8 2�
 VLAN �"�)>8 0

>&�@>' VLAN �Í�c�¢�ß�î�Â�Ý0¿���†�V�i�A�K�r�M�� VLAN �Í
�@ 0 �b���œ�
 VLAN �c�¢�ß�î�Â�Ý�X�†�Q#Ý�K�r�M��

�q�‹�b�Ü�«�¼�î  �¡�š�Ü�î  �–�å�±�î�Â
�Ý

�¢�ß�î�Â�Ý>8 1000>&1 &Ê>'�
 VLAN >80

>&�@>' VLAN �Í�c�¢�ß�î�Â�Ý0¿���†�V�i�A�K�r�M�� VLAN �Í
�@ 0 �b���œ�
 VLAN �c�¢�ß�î�Â�Ý�b�–�å�±�î�Â�Ý�†�Q
#Ý�K�r�M��

TCN �¡�š�Ü�î3æ�™13�Ó �¹�•�­�î�È�Ý

TCN �¡�š�Ü�î  �•�˜�å�º 2

MLD �Ü�«�¼�î�š�D �¹�•�­�î�È�Ý

/² 21-1 MLD �«�¾�î�Æ�å�¢�b�¹�Ç�›�Ý�º0¿��  >&)F�A>'

�µ+� �¹�Ç�›�Ý�º0¿��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config)# ipv6 mld snooping �«�–�µ�³�[  MLD �«�¾�î�Æ�å�¢�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�K�r�M��
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IPv6 MLD �«�¾�î�Æ�å�¢�b0¿��
�«�–�µ�³�[  MLD �«�¾�î�Æ�å�¢�†�¢�ß�î�Â�Ý�_�¹�•�­�î�È�Ý�_�M�•�_�c�
 no ipv6 mld snooping �¢�ß�î
�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

VLAN �[  MLD �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

VLAN �–�å�±�î�Ç�™�–�«�[  MLD �«�¾�î�Æ�å�¢�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�æ���K�S  VLAN $��•�_�P
�K�Z  no ipv6 mld snooping vlan vlan-id �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�±�¸�•�µ�¡�^�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b0¿��

�Í�«�º�r�S�c�Þ�–�Ö  2 �Ï�î�º�c�
3û�–�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�_�²�–�¼�Ñ�µ�¡�_�•
°�K�r�M�@�

VLAN �_  IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�>�|�g�Ó�å�Â  �Ï�î�º�†�«�±�¸�•�µ�¡�_0¿���M�•�G�\�v�[�A�r
�M��

�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b�Ó�å�Â�î�\�K�Z�Þ�–�Ö  2 �Ï�î�º�†3ã�•�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�̧ �µ�É 3 Switch(config)# end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 Switch# copy running-config 
startup-config

>&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config)# ipv6 mld snooping �«�–�µ�³�[  MLD �«�¾�î�Æ�å�¢�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 3 Switch(config)# ipv6 mld snooping vlan  
vlan-id

VLAN �[  MLD �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_�K�r�M�� VLAN ID �b
(
�V�c  1 >|  1001 �>�|�g  1006 >|  4094 �[�M��

>&�@>' VLAN �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_�M�•�_�c�
 MLD �«�¾�î
�Æ�å�¢�@�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�[�6�•�²0[�@�6�~�r�M��

�«�̧ �µ�É 4 Switch(config)# end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 Switch# copy running-config 
startup-config

>&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config)# ipv6 mld snooping vlan 
vlan-id  static ipv6_multicast_address 
interface  interface-id 

�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b�Ó�å�Â�\�K�Z�Þ�–�Ö  2 �Ï�î�º�_�Ð�Ý
�³�Ÿ�Õ�«�º  �¢�Ý�î�É�†7ü$×�_0¿���K�r�M��

• vlan-id �c�
�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b  VLAN ID �[�M���æ
���[�A�•  VLAN ID �b(
�V�c  1 >|  1001 �>�|�g  1006 >|  4094 
�[�M��

• ipv6_multicast_address �c�
 128 �Å�µ�º�b�¢�Ý�î�É  IPv6 �”
�»�Þ�«�[�M���G�b�”�»�Þ�«�c  RFC 2373 �[�æ���I�€�S�g�'
�[�^�E�€�d�^�~�r�O�‡��

• interface-id �c�
�Ó�å�Â  �Ï�î�º�[�M��"@#.�–�å�±�î�Ç�™�–
�«�r�S�c�Ï�î�º  �³�Õ�¿�Ý>& 1 >|  64>'�_0¿���[�A�r�M��

�«�̧ �µ�É 3 Switch(config)# end "I�’  EXEC �Ô�î�»�_�`�~�r�M��
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IPv6 MLD �«�¾�î�Æ�å�¢�b0¿��
�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�?�}�Þ�–�Ö  2 �Ï�î�º�†�P7V�M�•�_�c�
 no ipv6 mld snooping vlan vlan-id 
static mac-address interface interface-id �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��
�¢�Ý�î�É�?�}�M�m�Z�b�Ó�å�Â  �Ï�î�º�@�P7V�I�€�S���œ�
�G�b�¢�Ý�î�É�c�P7V�I�€�r�M��

���_�
 IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�†7ü$×�_0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# ipv6 mld snooping vlan 2 static 3333.0000.0003 interface 
gigabitethernet 1/ 1
Switch(config)# end

�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±  �Ï�î�º�b0¿��

MLD �«�¾�î�Æ�å�¢�[�c�
 MLD �¡�š�Ü�î�>�|�g  PIMv6 �¡�š�Ü�î�†�Ó�K�Z�Ý�î�±  �Ï�î�º�_�X�8�Z�Û*f�K
�r�M�@�
�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>& CLI>'�†�Q#Ý�K�Z�v  VLAN �_�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±  �Ï�î
�º�†3ã�•�[�A�r�M���Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±  �Ï�î�º�†3ã�•�M�•>&�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�_�«�±�¸�•�µ�¡
�K)F�†3ã�•�M�•>'�_�c�
�«�–�µ�³�[  ipv6 mld snooping vlan mrouter �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

>&�@>' �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�l�b�«�±�¸�•�µ�¡�K)F�c�
�«�–�µ�³  �Ï�î�º�_7H�~�§�Ï�î�º�I�€�r�M��

VLAN �_�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±  �Ï�î�º�†3ã�•�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

VLAN �?�}�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±  �Ï�î�º�†�P7V�M�•�_�c�
 no ipv6 mld snooping vlan vlan-id 
mrouter interface interface-id �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 VLAN 200 �_�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±  �Ï�î�º�†3ã�•�M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# ipv6 mld snooping vlan 200 mrouter interface gigabitethernet 1/ 0/2
Switch(config)# exit

�«�̧ �µ�É 4 Switch# show mac-address-table  multicast 
mld-snooping

�«�±�¸�•�µ�¡  �Ó�å�Â  �Ï�î�º�>�|�g  IPv6 �”�»�Þ�«�†&�1��K�r
�M��

�«�̧ �µ�É 5 Switch# copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config)# ipv6 mld snooping vlan 
vlan-id  mrouter interface interface-id

�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�b  VLAN ID �†�æ���K�Z�
�Ð�Ý�³�Ÿ�Õ�«
�º  �Ý�î�±�_�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

• �æ���[�A�•  VLAN ID �b(
�V�c  1 >|  1001 �>�|�g  1006 >|  
4094 �[�M��

• �G�b�–�å�±�î�Ç�™�–�«�_�c"@#.�–�å�±�î�Ç�™�–�«�r�S�c
�Ï�î�º  �³�Õ�¿�Ý�†�æ���[�A�r�M���Ï�î�º  �³�Õ�¿�Ý(
�V�c  1 
>|  64 �[�M��

�«�̧ �µ�É 3 Switch(config)# end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 Switch# show ipv6 mld snooping mrouter 
[vlan vlan-id ]

VLAN �–�å�±�î�Ç�™�–�«�[  IPv6 MLD �«�¾�î�Æ�å�¢�@�–�¿�î�È
�Ý�_�^�W�Z�8�•�G�\�†&�1��K�r�M��

�«�̧ �µ�É 5 Switch# copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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IPv6 MLD �«�¾�î�Æ�å�¢�b0¿��
MLD �6�ì+:3å�b�–�¿�î�È�Ý�ì

MLDv1 �6�ì+:3å�†�–�¿�î�È�Ý�_�K�S���œ�
�«�–�µ�³�c�Ï�î�º�[  MLD Done �Ó�µ�­�î�ª�†�è���M�•�\
�S�T�U�_�
�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�?�}�Ï�î�º�†�P7V�K�r�M���6�ì+:3å�µ+��†�Q#Ý�M�•�b�c�
 VLAN 
�b�›�Ï�î�º�V�_�Þ�©�î�Â�@  1 �X�T�E�Ñ�~�M�•���œ�_7H���K�Z�C�T�I�8��� �M�Ï�î�º�_�Ð�Ý�³�Ÿ�Õ�«�º  
�¢�Ý�î�É�b�¡�Û�–�”�å�º�@0
�X�6�•���œ�c�
 VLAN �[�6�ì+:3å�†�–�¿�î�È�Ý�_�K�Z�c�^�~�r�O�‡��

MLDv1 �6�ì+:3å�†�–�¿�î�È�Ý�_�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

VLAN �[  MLD �6�ì+:3å�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no ipv6 mld snooping vlan vlan-id 
immediate-leave �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 VLAN 130 �[  MLD �6�ì+:3å�†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# ipv6 mld snooping vlan 130 immediate-leave
Switch(config)# exit

MLD �«�¾�î�Æ�å�¢  �¡�š�Ü�î�b0¿��

�6�ì+:3å�@�–�¿�î�È�Ý�[�^�8���œ�_�
�Ï�î�º�@  MLD Done �Ó�µ�­�î�ª�†�w�™�M�•�\�
�«�–�µ�³�c�Ï�î
�º�[  MASQ �†#Õ�B�K�Z�
 Done �Ó�µ�­�î�ª�@3æ�™�I�€�S  IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�_3æ�™�K�r�M��
�Ï�î�º�@�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�?�}�P7V�I�€�•�S�_�
3æ�™�I�€�•  MASQ �X�>�|�g�«�–�µ�³�@�Â'Å�†
�…�µ�M�•�ì6ë�†�õ�–�[0¿���[�A�r�M��

�«�–�µ�³�r�S�c  VLAN �b  MLD �«�¾�î�Æ�å�¢  �¡�š�Ü�î�b"I�ö�†0¿���M�•�_�c�
 ���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config)# ipv6 mld snooping 
vlan vlan-id  immediate-leave

VLAN �–�å�±�î�Ç�™�–�«�[  MLD �6�ì+:3å�†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 3 Switch(config)# end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 Switch# show ipv6 mld snooping vlan 
vlan-id

VLAN �–�å�±�î�Ç�™�–�«�V�[�6�ì+:3å�@�–�¿�î�È�Ý�_�^�W�Z�8�•�G�\
�†&�1��K�r�M��

�«�̧ �µ�É 5 Switch# copy running-config 
startup-config

>&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config)# ipv6 mld snooping 
robustness-variable value

>&�õ�–>'�«�–�µ�³�@�M+á�¡�š�Ü�î�_�Â'Å�K�^�8�Ü�«�¼�î>&�Ï�î�º>'�†
�P7V�M�•�S�_�
3æ�™�I�€�•�¡�š�Ü�î�X�†0¿���K�r�M���æ���[�A�•(
�V
�c  1 >|  3 �[�M���¹�Ç�›�Ý�º�c  2 �[�M��

�«�̧ �µ�É 3 Switch(config)# ipv6 mld snooping 
vlan vlan-id robustness-variable value

>&�õ�–>' VLAN �"�)�[�ß�Â�«�º�¿�«�š�X�†0¿���K�r�M���G�€�_�|�~�

MLD �Þ�Ï�î�º�Â'Å�@�^�8���œ�_�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�@�š�î�ª�å
�¢  �”�˜�º�I�€�•�r�[�_�
 MLD �«�¾�î�Æ�å�¢�@3æ�™�M�•�M+á�¡�š�Ü�î
�X�@�ô���I�€�r�M���æ���[�A�•(
�V�c  1 >|  3 �[�M���¹�Ç�›�Ý�º�c  0 �[
�M�� 0 �_0¿���M�•�\�
�Q#Ý�I�€�•�X�c�¢�ß�î�Â�Ý�^��"<�ö�š�X�b�Í�_
�^�~�r�M��
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IPv6 MLD �«�¾�î�Æ�å�¢�b0¿��
���_�
 MLD �«�¾�î�Æ�å�¢�b�¢�ß�î�Â�Ý�^��"<�ö�š�X�†  3 �_0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# ipv6 mld snooping robustness-variable 3
Switch(config)# exit

���_�
 VLAN �b  MLD �«�¾�î�Æ�å�¢�b�q�‹�b�Ü�«�¼�î  �¡�š�Ü�î  �•�˜�å�º�†  3 �_0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# ipv6 mld snooping vlan 200 last-listener-query-count 3
Switch(config)# exit

���_�
 MLD �«�¾�î�Æ�å�¢�b�q�‹�b�Ü�«�¼�î  �¡�š�Ü�î  �–�å�±�î�Â�Ý>&�q�±�Â'Å�ì6ë>'�†  2000>&2 &Ê>'
�_0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# ipv6 mld snooping last-listener-query-interval 2000
Switch(config)# exit

�«�̧ �µ�É 4 Switch(config)# ipv6 mld snooping 
last-listener-query-count count

>&�õ�–>' MLD �¡�Û�–�”�å�º�@�š�î�ª�å�¢  �”�˜�º�I�€�•�S�_�«�–�µ�³�@
3æ�™�M�• MASQ �X�†0¿���K�r�M���æ���[�A�•(
�V�c  1 >|  7 �[�M���¹
�Ç�›�Ý�º�c  2 �[�M���¡�š�Ü�î�c  1 &Ê�‹�_3æ�™�I�€�r�M��

�«�̧ �µ�É 5 Switch(config)# ipv6 mld snooping 
vlan vlan-id last-listener-query-count 
count

>&�õ�–>' VLAN �"�)�[  last-listener �¡�š�Ü�î  �•�˜�å�º�†0¿���K�r�M��
�G�b�Í�c�¢�ß�î�Â�Ý�_0¿���I�€�S�Í�†�V�i�A�K�r�M���æ���[�A�•(
�V
�c  1 >|  7 �[�M���¹�Ç�›�Ý�º�c  0 �[�M�� 0 �_0¿���M�•�\�
�¢�ß�î�Â�Ý�^
�•�˜�å�º�Í�@�Q#Ý�I�€�r�M���¡�š�Ü�î�c  1 &Ê�‹�_3æ�™�I�€�r�M��

�«�̧ �µ�É 6 Switch(config)# ipv6 mld snooping 
last-listener-query-interval interval

>&�õ�–>'�«�–�µ�³�@  MASQ �†3æ�™�K�S�6�\�
�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É
�?�}�Ï�î�º�†�P7V�M�•�r�[�…�µ�M�•�q�±�Â'Å�ì6ë�†0¿���K�r�M���æ��
�[�A�•(
�V�c�
 100 >|  32,768 �Ñ�Ü&Ê�[�M���¹�Ç�›�Ý�º�Í�c  1000>&1 
&Ê>'�[�M��

�«�̧ �µ�É 7 Switch(config)# ipv6 mld snooping 
vlan vlan-id 
last-listener-query-interval interval

>&�õ�–>' VLAN �"�)�[  last-listener �¡�š�Ü�î  �–�å�±�î�Â�Ý�†0¿���K�r
�M���G�b�Í�c�¢�ß�î�Â�Ý�_0¿���I�€�S�Í�†�V�i�A�K�r�M���æ���[�A�•
(
�V�c�
 0 >|  32,768 �Ñ�Ü&Ê�[�M���¹�Ç�›�Ý�º�c  0 �[�M�� 0 �_0¿���M�•
�\�
�¢�ß�î�Â�Ý�^�q�‹�b�Ü�«�¼�î  �¡�š�Ü�î  �–�å�±�î�Â�Ý�@�Q#Ý�I�€
�r�M��

�«�̧ �µ�É 8 Switch(config)# ipv6 mld snooping tcn 
query solicit 

>&�õ�–>'�º�Ï�ß�ª�š�f3û%±>& TCN>'�†�–�¿�î�È�Ý�_�K�r�M���G�€�_�|
�~�
 VLAN �c0¿���I�€�S�X�b�¡�š�Ü�î�_6õ�M�•  IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  
�º�Û�Ç�•�µ�¡�M�m�Z�†�Ç�Û�µ�¹�•�å�¢�K�Z�?�}�
�Ð�Ý�³�Ÿ�Õ�«�º  �¹�î
�±�†�Ð�Ý�³�Ÿ�Õ�«�º  �¹�î�±�b�w�™�†0[�Ó�M�•�Ï�î�º�_�P�K�Z�b�s3æ�™
�K�r�M���¹�Ç�›�Ý�º�[�c�
 TCN �c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��

�«�̧ �µ�É 9 Switch(config)# ipv6 mld snooping tcn 
flood query count count

>&�õ�–>' TCN �@�–�¿�î�È�Ý�b���œ�
3æ�™�I�€�•  TCN �¡�š�Ü�î�X�†�æ
���K�r�M���æ���[�A�•(
�V�c  1 >|  10 �[�
�¹�Ç�›�Ý�º�c  2 �[�M��

�«�̧ �µ�É 10 Switch(config)# end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 11 Switch# show ipv6 mld snooping 
querier [ vlan vlan-id]

>&�õ�–>'�«�–�µ�³�r�S�c  VLAN �b  MLD �«�¾�î�Æ�å�¢  �¡�š�Ü�”�_���†
&�1��K�r�M��

�«�̧ �µ�É 12 Switch# copy running-config 
startup-config

>&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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'¨  21 'v       IPv6 MLD �«�¾�î�Æ�å�¢�b0¿��
MLD �«�¾�î�Æ�å�¢�_���b/²&g
MLD �Ü�«�¼�î  �Ó�µ�­�î�ª�š�D�b�¹�•�­�î�È�Ý�ì

�¹�Ç�›�Ý�º�[�c�
 MLD �«�¾�î�Æ�å�¢  �Ü�«�¼�î  �Ó�µ�­�î�ª�š�D�c�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M���G
�b�µ+��@�–�¿�î�È�Ý�b���œ�
�«�–�µ�³�c�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±  �¡�š�Ü�î�H�\�_  1 �X�b  MLD �Þ�Ï�î�º
�b�s�†3?3æ�K�r�M���Ó�µ�­�î�ª�š�D�@�¹�•�­�î�È�Ý�b���œ�c�
0
�X�b�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�_  MLD 
�Þ�Ï�î�º�@3?3æ�I�€�r�M��

MLD �Ü�«�¼�î  �Ó�µ�­�î�ª�š�D�†�¹�•�­�î�È�Ý�_�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

MLD �Ó�µ�­�î�ª�š�D�†
Ì�g�–�¿�î�È�Ý�_�M�•�_�c�
 ipv6 mld snooping listener-message-suppression 
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

MLD �«�¾�î�Æ�å�¢�_���b/²&g
�²�–�¼�Ñ�µ�¡�_�Û*f�I�€�S�
�6�•�8�c�«�±�¸�•�µ�¡�_0¿���I�€�S�Ý�î�±  �Ï�î�º�>�|�g  VLAN �–�å�±�î
�Ç�™�–�«�b  MLD �«�¾�î�Æ�å�¢�_���†/²&g�[�A�r�M�� MLD �«�¾�î�Æ�å�¢#Ý�_0¿���K�S  VLAN �b  MAC 
�”�»�Þ�«  �Ð�Ý�³�Ÿ�Õ�«�º  �š�å�º�Ü�v/²&g�[�A�r�M��

MLD �«�¾�î�Æ�å�¢�_���†/²&g�M�•�_�c�
 /² 21-2 �_&g�M 1 �X�r�S�c0
�X�b"I�’  EXEC �¥�Ð�å�»�†�Q#Ý
�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config)# no ipv6 mld snooping 
listener-message-suppression 

MLD �Ó�µ�­�î�ª�š�D�†�¹�•�­�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 3 Switch(config)# end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 Switch# show ipv6 mld snooping IPv6 MLD �«�¾�î�Æ�å�¢  �Þ�Ï�î�º�š�D�@�¹�•�­�î�È�Ý�[�6
�•�G�\�†&�1��K�r�M��

�«�̧ �µ�É 5 Switch# copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r
�M��

/² 21-2 MLD �«�¾�î�Æ�å�¢�_��/²&g#Ý�b�¥�Ð�å�»

�¥�Ð�å�» % $×

show ipv6 mld snooping [ vlan vlan-id] �«�–�µ�³�b�M�m�Z�b  VLAN �r�S�c�æ���I�€�S  VLAN �b  MLD �«�¾�î�Æ
�å�¢0¿���_���†/²&g�K�r�M��

>&�õ�–>'�¶���b  VLAN �_6õ�M�•�_���†/²&g�M�•�_�c�
 vlan vlan-id �†
°
�Š�K�r�M���æ���[�A�•  VLAN ID �b(
�V�c  1 >|  1001 �>�|�g  1006 >|  
4094 �[�M��
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'¨  21 'v       IPv6 MLD �«�¾�î�Æ�å�¢�b0¿��
MLD �«�¾�î�Æ�å�¢�_���b/²&g
show ipv6 mld snooping mrouter [ vlan vlan-id] �·$×�_�Û*f�I�€�S�
�6�•�8�c�m�·�[0¿���I�€�S�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±  
�–�å�±�î�Ç�™�–�«�b�_���†/²&g�K�r�M�� MLD �«�¾�î�Æ�å�¢�†�–�¿�î�È
�Ý�_�M�•�\�
�«�–�µ�³�c�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�b�K)F
›�[�6�•�–�å
�±�î�Ç�™�–�«�†+¬�·$×�_�Û*f�K�r�M���G�€�}�b�–�å�±�î�Ç�™�–�«�c�·
$×�_�Û*f�I�€�r�M��

>&�õ�–>'�¶���b  VLAN �_6õ�M�•�_���†/²&g�M�•�_�c�
 vlan vlan-id �†
°
�Š�K�r�M���æ���[�A�•  VLAN ID �b(
�V�c  1 >|  1001 �>�|�g  1006 >|  
4094 �[�M��

show ipv6 mld snooping querier [ vlan  
vlan-id ]

VLAN 
Æ�[%$�S�_�w�™�K�S MLD �¡�š�Ü�î  �Ó�µ�­�î�ª�b  IPv6 �”�»�Þ�«
�>�|�g%T�™�Ï�î�º�_6õ�M�•�_���†/²&g�K�r�M��

>&�õ�–>' vlan vlan-id �†
°�Š�K�Z�
�"�M�b  VLAN �_���†/²&g�K�r�M���æ
���[�A�•  VLAN ID �b(
�V�c  1 >|  1001 �>�|�g  1006 >|  4094 �[�M��

/² 21-2 MLD �«�¾�î�Æ�å�¢�_��/²&g#Ý�b�¥�Ð�å�»  >&)F�A>'

�¥�Ð�å�» % $×
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C H A P T E R 22

802.1Q �>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü
�å�¢�b0¿��

�Â�î�³�Õ�Ý  �É�Û�–�Ë�î�º  �¿�µ�º�á�î�¡>& VPN>'�[�c�
�¨�C�b���œ�_�–�î�§�¿�µ�º�Ë�î�«�b
¹�w�–�å�Ç
�Û�«�º�Û�¡�³�Õ�[�6�•�û��0d�•�b�K)F�_�
�É�Û�–�Ë�î�º  �¿�µ�º�á�î�¡�\� �L�­�Ÿ�×�Ü�¸�•�
�É�Û�–�œ
�Ü�¸�•�
�™8—�ö�
'ö#.�b���Æ�I�@�f�j�I�€�r�M���º�å�¿�Ü�å�¢�c�
�¿�µ�º�á�î�¡�[0
�X�b�•�«�±�Ð�î�b
�º�Û�Ç�•�µ�¡�†��3æ�M�•�§�î�Å�«  �É�ß�Â�–�²�î�†�P1ß�_0¿0£�I�€�S�µ+��[�M���G�b�|�:�^�§�î�Å�«  �É
�ß�Â�–�²�î�c�
�›�•�«�±�Ð�î�b  VLAN �>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý0¿���†�Ú�b�•�«�±�Ð�î�b�º�Û�Ç�•�µ
�¡�_�s8j�†�Z�<�N�_)T�â�M�•�²0[�@�6�~�r�M�� Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
 IEEE 802.1Q �º�å
�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�†�§�Ï�î�º�K�Z�8�r�M��

>&�@>' Supervisor Engine 6-E �c�
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�†�§�Ï�î�º �K�r�O�‡ ��

>&�@>' 802.1Q �_�c  Cisco Catalyst 4948�
 Cisco Catalyst 4948-10GE�
�r�S�c  Catalyst 4500 �©�Ü�î�¬  �«�–�µ
�³  �«�î�Ã�î�Â�–�¨  �š�å�ª�å  II-Plus-10GE V �r�S�c  V-10GE �@�²0[�[�6�•�G�\�_�@�–�K�Z�C�T�I�8�� �Þ
�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�c�
�M�m�Z�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�V�[�§�Ï�î�º�I�€�r�M��

�G�b'v�[1��Â�M�•
Æ���c�
���b�\�>�~�[�M��

• �� 802.1Q �º�å�¿�Ü�å�¢�b�+0[�� >&P.22-2>'

• �� 802.1Q �º�å�¿�Ü�å�¢�b0¿���� >&P.22-4>'

• ���Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b�+0[�� >&P.22-7>'

• ���Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿���� >&P.22-9>'

• ���º�å�¿�Ü�å�¢  �«�¸�î�±�«�b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«�� >&P.22-13>'

>&�@>' �G�b'v�b�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 Series Switch 
Cisco IOS Command Reference���>�|�g���b  URL �b6õ4��Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6350/index.html
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'¨  22 'v       802.1Q �>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
802.1Q �º�å�¿�Ü�å�¢�b�+0[
802.1Q �º�å�¿�Ü�å�¢�b�+0[
� �L�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡
Æ�b�›�•�«�±�Ð�î�@0[�Ó�M�•  VLAN (
�V�c5�0
�M�•���œ�@�6
�~�
�–�å�Ç�Û�«�º�Û�¡�³�Õ�†)�#ä�M�•�•�«�±�Ð�î  �º�Û�Ç�•�µ�¡�@�ã�œ�M�•���œ�v�6�~�r�M���•�«�±
�Ð�î�H�\�_�M�–�b  VLAN ID (
�V�†�m�~�\�Z�•�\�
�•�«�±�Ð�î�b0¿���@�D7H�I�€�
 802.1Q �Ù�]�b  
VLAN �_6õ�M�•�V7H>&4096 �¶>'�†���Æ�_2x�<�Z�K�r�8�r�M��

802.1Q �º�å�¿�Ü�å�¢�†�Q#Ý�M�•�\�
�§�î�Å�«  �É�ß�Â�–�²�î�c�"�M�b  VLAN �†�Q#Ý�K�Z�
0
�X�b  
VLAN �†�â�X�•�«�±�Ð�î�†�§�Ï�î�º�[�A�r�M���G�b�\�A�_�
�•�«�±�Ð�î�b  VLAN ID �c�–1¤�I�€�
�›
�•�«�±�Ð�î  VLAN �b�º�Û�Ç�•�µ�¡�c�(7³�I�€�r�M��

802.1Q �º�å�¿�Ü�å�¢�†�§�Ï�î�º�M�•�|�:�_0¿���I�€�S�Ï�î�º�†�
�º�å�¿�Ý  �Ï�î�º�\�8�8�r�M���º�å�¿
�Ü�å�¢�†0¿���M�•���œ�c�
�º�å�¿�Ü�å�¢�S#Ý�b  VLAN ID �_�º�å�¿�Ý  �Ï�î�º�†�m�~�\�Z�r�M���•�«�±
�Ð�î�H�\�_�¶�9�b�§�î�Å�«  �É�ß�Â�–�²�î  VLAN ID �@�²0[�[�M�@�
�Q�b  VLAN ID �c�M�m�Z�b�•�«�±
�Ð�î�b  VLAN �†�§�Ï�î�º�K�r�M��

�P�Â�M�•  VLAN ID �†�Q#Ý�K�Z3û�–�b�‰�2�[�±�¢�Ü�E�I�€�S�•�«�±�Ð�î�b�º�Û�Ç�•�µ�¡�c�
 �•�«�±�Ð�î  
�¹�Â�–�«�b  802.1Q �º�Û�å�¡  �Ï�î�º�?�}3æ�™�I�€�Z�
�§�î�Å�«  �É�ß�Â�–�²�î  �š�µ�ª  �«�–�µ�³�b�º�å�¿
�Ý �Ï�î�º�_%T�™�K�r�M���•�«�±�Ð�î  �¹�Â�–�«�\�š�µ�ª  �«�–�µ�³6ë�b�Ü�å�¡�c�
8��P&à�Ü�å�¡�[�M���G
�€�c�
�Ü�å�¡�b�M'ƒ�@  802.1Q �º�Û�å�¡  �Ï�î�º�\�K�Z0¿���I�€�Z�8�•�b�_�P�K�
�v�:�M'ƒ�c�º�å�¿�Ý  
�Ï�î�º�\�K�Z0¿���I�€�Z�8�•�S�u�[�M���º�å�¿�Ý  �Ï�î�º  �–�å�±�î�Ç�™�–�«�_�
�•�«�±�Ð�î�H�\�_�M�–
�b�”�¡�­�«  VLAN ID �†�m�~�\�Z�r�M�� �W 22-1 �†�g!·�K�Z�C�T�I�8��  

�W 22-1 �§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�b  802.1Q �º�å�¿�Ý  �Ï�î�º

�•�«�±�Ð�î  �º�Û�å�¡  �Ï�î�º�?�}�§�î�Å�«  �É�ß�Â�–�²�î  �š�µ�ª  �«�–�µ�³�b�º�å�¿�Ý  �Ï�î�º�_%T�™�M�•
�Ã�£�µ�º�c�
0ñ�\�M�•  VLAN ID �†�Q#Ý�K�Z3û�–�b�‰�2�[  802.1Q �@�±�¢�Ü�E�I�€�r�M���º�Û�å�¡  �Ï�î
�º�?�}�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�_3æ�™�I�€�S�±�¢�Ü�A�Ã�£�µ�º�c�
�•�«�±�Ð�î�H�\�_�M�–
�b  VLAN ID �†�µ�t�9�b�Þ�–�Ö�b  802.1Q �±�¢>&�Ó�º�ß  �±�¢ >'�[�•�É�­�Ý�ì�I�€�Z�8�r�M��
–�b�•�«�±

���,�2�Q�o  A
VLAN 1 :*  100

���,�2�Q�o  B
VLAN 1 :*  200

���,�2�Q�o  B
VLAN 1 :*  200

���,�2�Q�o  A
VLAN 1 :*  100

�;�f�@�^  �P�o�;
VLAN 40

�;�f�@�^  �P�o�;
VLAN 30

�;�\�f�"
�P�o�;

�;�\�f�"
�P�o�;

�;�f�@�^  �P�o�;
VLAN 30

�;�f�@�^  �P�o�;
VLAN 40

�(�o�F�,
�J�`�C���3�o

802.1Q �;�\�f�"  �P�o�;

74
01

6

�;�\�f�"
5V�»$“�]�f�"

�;�f�@�^  �P�o�;
VLAN 30

802.1Q �;�\�f�"  �P�o�; 802.1Q �;�\�f�"  �P�o�;

802.1Q �;�\�f�"  �P�o�;

802.1Q �;�\�f�"  �P�o�;
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802.1Q �º�å�¿�Ü�å�¢�b�+0[
�Ð�î  802.1Q �±�¢�c�
�•�É�­�Ý�ì�I�€�S�Ã�£�µ�º
Æ�_�–�Ñ�I�€�r�M���K�S�@�W�Z�
�§�î�Å�«  �É�ß�Â�–
�²�î  �¿�µ�º�á�î�¡�_
°�•�Ã�£�µ�º�c�§5��_�±�¢�Ü�E�I�€�r�M���Ó�º�ß  �±�¢�_�c�•�«�±�Ð�î�b�”�¡�­�«  
VLAN ID �@�A(á�I�€�

Æ
��b�±�¢�_�c%T�™�º�Û�Ç�•�µ�¡�b  VLAN �\�^�•  VLAN ID �@�A(á�I�€�r�M��

�§5��±�¢�Ü�A�Ã�£�µ�º�@�§�î�Å�«  �É�ß�Â�–�²�î  �¥�”  �«�–�µ�³�b�9�b�º�Û�å�¡  �Ï�î�º�_%T�™�M�•�\�
�«
�–�µ�³�@�Ã�£�µ�º�†��#.�M�•�\�A�_�
�Ó�º�ß  �±�¢�@7V�d�I�€�r�M���Ã�£�µ�º�@�
�Q�b�¥�”  �«�–�µ�³�b
�9�b�º�Û�å�¡  �Ï�î�º�†���•�\�A�
� �L�Ó�º�ß  �±�¢�@�Ã�£�µ�º�_
Ì�g3ã�•�I�€�r�M�� �W 22-2 �_�

–�b

>&3û�–�b>'�Ç�Þ�î�Ò�[6ä���M�•�–�î�§�¿�µ�º  �Ã�£�µ�º�±�¢�S4��†&g�K�r�M��

�W 22-2 
–�b>&3û�–�b>' 802.1Q�
�>�|�g�§5��±�¢�Ü�A�–�î�§�¿�µ�º  �Ã�£�µ�º�g�'

�Ã�£�µ�º�@�§�î�Å�«  �É�ß�Â�–�²�î���Š�«�–�µ�³�b�º�Û�å�¡  �Ï�î�º�_%T�™�M�•�\�
�«�–�µ�³�@�Ã�£�µ�º
�†��#.�M�•�\�A�_�
�Ó�º�ß  �±�¢�@
Ì�g7V�d�I�€�r�M���S�T�K�
�Ã�£�µ�º�@�š�µ�ª  �«�–�µ�³�b�º�å�¿�Ý  
�Ï�î�º�?�}�•�«�±�Ð�î  �¿�µ�º�á�î�¡�_3æ�™�I�€�•�\�A�
�Ó�º�ß  �±�¢�c3ã�•�I�€�r�O�‡���Ã�£�µ�º�c3û
�–�b  802.1Q �±�¢�Ü�A�Ç�Þ�î�Ò�\�K�Z3æ�™�I�€�
�•�«�±�Ð�î�b�¿�µ�º�á�î�¡
Æ�_�6�•
–�b  VLAN $��•
�c�–�Ñ�I�€�r�M��

�š�µ�ª  �«�–�µ�³�b�º�å�¿�Ý  �Ï�î�º�†3û�L�Z�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�_
°�•�Ã�£�µ�º�c�
�±
�¢�^�K�b���œ�v�
 802.1Q �Ê�µ�²�î�@�±�¢�Ü�E�I�€�Z�8�•���œ�v�
�M�m�Z�±�¢�^�K�Ã�£�µ�º�\�K�Z�v�~
�…�ƒ�€�r�M���G�€�}�b�Ã�£�µ�º�c�
 802.1Q �º�Û�å�¡  �Ï�î�º�b�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�†
3û�L�Z3æ�™�I�€�•�\�A�_�
�Ó�º�ß  �±�¢  VLAN ID >&�º�å�¿�Ý  �Ï�î�º�b�”�¡�­�«  VLAN �_0¿��>'�[�•�É
�­�Ý�ì�I�€�r�M���Ó�º�ß  �±�¢�b�É�Û�–�œ�Ü�¸�•  �Ç�•�î�Ý�»�c�
�º�å�¿�Ý  �Ï�î�º�[0¿���I�€�Z�8�•�–�å
�±�î�Ç�™�–�«  �§�î�Å�«  �¡�Û�«>& CoS>'�É�Û�–�œ�Ü�¸�•�_0¿���I�€�r�M  >&0¿���I�€�Z�8�^�8���œ�
�¹
�Ç�›�Ý�º�c�®�ß�[�M>' ��

�W 22-1 �[�c�
�•�«�±�Ð�î  A �_  VLAN 30 �@�
�•�«�±�Ð�î  B �_  VLAN 40 �@�m�~�\�Z�}�€�Z�8�r�M��
�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�_
°�W�Z�
�š�µ�ª  �«�–�µ�³�b�º�å�¿�Ý  �Ï�î�º�_%T�™�M�•  802.1Q 
�±�¢�Ü�A�Ã�£�µ�º�c�
�§5��±�¢�Ü�A�_�^�~�r�M���G�b���œ�
�Ó�º�ß  �±�¢�_�c  VLAN ID 30 �r�S�c  40 �@
�A(á�I�€�

Æ
��b�±�¢�_�c
–�b�•�«�±�Ð�î  VLAN $��•>& VLAN 100 �^�]>'�@�A(á�I�€�Z�8�r�M���•�«
�±�Ð�î  A �\�•�«�±�Ð�î  B �b�g�‰�_�¿�µ�º�á�î�¡
Æ�[  VLAN 100 �@0¿���I�€�Z�8�•���œ�[�v�
 �Ó�º�ß  �±
�¢�@$��^�•�S�u�
�º�Û�Ç�•�µ�¡�c�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡
Æ�[�(7³�I�€�S�r�r�[�M���›�•
�«�±�Ð�î�c"‚+¬�b  VLAN $��•�«�Ì�î�«�†�D�š�K�r�M���G�€�c�
�Ú�b�•�«�±�Ð�î�@�Q#Ý�M�•  VLAN $��•
�«�Ì�î�«�x�
�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�@�Q#Ý�M�•  VLAN $��•�«�Ì�î�«�\�c!“6õ�€�[�M��

A B

C

HA
(IA, MA)

HB
(IB, MB)

HC
(IC, MC) 94

07
2
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802.1Q �º�å�¿�Ü�å�¢�b0¿��
802.1Q �º�å�¿�Ü�å�¢�b0¿��
�G�G�[�c�
 802.1Q �º�å�¿�Ü�å�¢�b0¿���_�X�8�Z1��Â�K�r�M��

• �� 802.1Q �º�å�¿�Ü�å�¢�b0¿���ì�b�@�–�¦8o�� >&P.22-4>'

• �� 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Ú�b�µ+��� >&P.22-5>'

• �� 802.1Q �º�å�¿�Ý  �Ï�î�º�b0¿���� >&P.22-6>'

>&�@>' �¹�Ç�›�Ý�º�b�«�–�µ�³�Ï�î�º  �Ô�î�»�@  dynamic auto �[�6�•�S�u�
 802.1Q �º�å�¿�Ü�å�¢�c�¹�Ç�›�Ý�º
�[�¹�•�­�î�È�Ý�[�M�� 802.1Q �¿�–�¸�•�È  VLAN �Ã�£�µ�º�b�±� �å�¢�v�
�M�m�Z�b  802.1Q �º�Û�å�¡  
�Ï�î�º�[�¹�•�­�î�È�Ý�[�M��

802.1Q �º�å�¿�Ü�å�¢�b0¿���ì�b�@�–�¦8o

802.1Q �º�å�¿�Ü�å�¢�†0¿���M�•���œ�c�
�º�å�¿�Ý�†3û4#�M�•�º�Û�Ç�•�µ�¡�_�P�K�Z�–�_8��P&à�Ü�å�¡
�†�Q#Ý�K�
�º�å�¿�Ý�H�\�_  1 �X�b  VLAN �†�S#Ý�_�M�•�²0[�@�6�~�r�M���r�S�
�¿�–�¸�•�È  VLAN �b0¿
��0[�ó�\�q�±��3æ�"�)>& MTU>'�_�v�@�–�M�•�²0[�@�6�~�r�M�� MTU �b0ò(ý�_�X�8�Z�c�
 ���©�«�¸�Ò  
MTU��>&P.22-5>' �†�g!·�K�Z�C�T�I�8��

�¿�–�¸�•�È  VLAN

�š�µ�ª  �«�–�µ�³�V�_  802.1Q �º�å�¿�Ü�å�¢�†0¿���M�•���œ�c�
�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�l
�b�Ã�£�µ�º3æ�™�_  802.1Q �º�Û�å�¡  �Ï�î�º�†�Q#Ý�M�•�²0[�@�6�~�r�M���S�T�K�
�§�î�Å�«  �É�ß�Â�–
�²�î  �¿�µ�º�á�î�¡�b�¥�”�†3û4#�M�•�Ã�£�µ�º�c�
 802.1Q �º�Û�å�¡�
 ISL �º�Û�å�¡�
�r�S�c8��º�Û�å�¡  
�Ü�å�¡�†3û�L�Z��3æ�I�€�•�G�\�@�6�~�r�M�� 802.1Q �º�Û�å�¡�†�G�€�}�b�¥�”  �«�–�µ�³�[�Q#Ý�M�•���œ
�_�c�
 802.1Q �º�Û�å�¡�b�¿�–�¸�•�È  VLAN �†�
� �L�«�–�µ�³�V�b8��º�Û�å�¡>&�º�å�¿�Ü�å�¢>'�Ï�î�º
�b�]�b�¿�–�¸�•�È  VLAN �_�v�M+´�I�O�^�8�[�C�T�I�8���¿�–�¸�•�È  VLAN �V�b�º�Û�Ç�•�µ�¡�@  
802.1Q 3æ�™�º�Û�å�¡  �Ï�î�º�[�±�¢�Ü�E�I�€�^�C�^�•�S�u�[�M��

�W 22-3 �†�g!·�K�Z�C�T�I�8��   VLAN 40 �c�
�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡>&�«�–�µ�³  2>'�b
°
�Š�š�µ�ª  �«�–�µ�³�[�
 �•�«�±�Ð�î  A �b  802.1Q �º�Û�å�¡  �Ï�î�º�b�¿�–�¸�•�È  VLAN �\�K�Z0¿���I�€�Z
�8�r�M���•�«�±�Ð�î  A �b�«�–�µ�³  1 �c�
�±�¢�Ü�A�Ã�£�µ�º�†  VLAN 30 �?�}�
�”�¡�­�«  VLAN 40 �_�“
�M�•�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡
Æ�b�«�–�µ�³  2 �b
°�Š�º�å�¿�Ý  �Ï�î�º�_3æ�™�K�r�M���º�å�¿
�Ý �Ï�î�º�b�”�¡�­�«  VLAN >&VLAN 40>'�c�
�š�µ�ª  �«�–�µ�³�b�º�Û�å�¡  �Ï�î�º�b�¿�–�¸�•�È  VLAN

>&VLAN 40>'�\� �L�^�b�[�
�º�å�¿�Ý  �Ï�î�º�?�}�w�™�K�S�±�¢�Ü�A�Ã�£�µ�º�_�Ó�º�ß  �±�¢�c3ã�•�I�€
�r�O�‡���Ã�£�µ�º�c�
�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�†3û�L�Z  VLAN 30 �±�¢�T�E�†���Š�š�µ�ª  
�«�–�µ�³>&�«�–�µ�³  3>'�b�º�Û�å�¡  �Ï�î�º�_��3æ�K�
���Š�«�–�µ�³  �º�å�¿�Ý  �Ï�î�º�†3û�L�Z�•�«�±
�Ð�î  B �_1��W�Z3?3æ�K�Z�K�r�8�r�M��

�G�b�e8Ÿ�b0Ž�ô�‰�2�c���b�\�>�~�[�M��

• �§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�b�¥�”  �«�–�µ�³6ë�[  ISL �º�Û�å�¡�†�Q#Ý�K�r�M���š�µ�ª  �«
�–�µ�³�_�K)F�K�S�•�«�±�Ð�î  �–�å�±�î�Ç�™�–�«�c  802.1Q �º�Û�å�¡�_0¿���M�•�²0[�@�6�~�r�M�@�

�¥�”  �Þ�–�Ö
Æ�b�«�–�µ�³�b�K)F�_�c  ISL �º�Û�å�¡�†�Q#Ý�M�•�G�\�†�N�á�K�r�M��

• �¿�–�¸�•�È  VLAN �†�µ�u�
 802.1Q �º�Û�å�¡�?�}3æ�™�I�€�•�M�m�Z�b�Ã�£�µ�º�@�±�¢�Ü�E�I�€�•�|
�:�_�š�µ�ª  �«�–�µ�³�†0¿���M�•�_�c�
 switchport trunk native vlan tag �Ï�î�º�"�)�¥�Ð�å�»�>�|
�g  vlan dot1q tag native �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���M�m�Z�b  
802.1Q �º�Û�å�¡�[�¿�–�¸�•�È  VLAN �Ã�£�µ�º�_�±�¢�Ü�E�M�•�|�:�_�«�–�µ�³�†0¿���M�•�\�
�«
�–�µ�³�c�
�º�Û�å�¡�?�}3æ�™�I�€�•�Ã�£�µ�º�M�m�Z�_�±�¢�Ü�E�I�€�Z�8�•�?&�1��K�
�º�Û�å�¡  
�Ï�î�º�V�[�±�¢�b�^�8�Ã�£�µ�º�†�w�™�K�r�O�‡��
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802.1Q �º�å�¿�Ü�å�¢�b0¿��
• �š�µ�ª  �«�–�µ�³�b�º�Û�å�¡  �Ï�î�º�b�¿�–�¸�•�È  VLAN ID �@�
�•�«�±�Ð�î  VLAN (
�V
Æ�[�^�8�G
�\�†&�1��K�r�M���S�\�<�d�º�Û�å�¡  �Ï�î�º�@  VLAN100 >|  200 �b�º�Û�Ç�•�µ�¡�†4 �j���œ�c�
�G
�b(
�V�è�¥�b$��•�†�¿�–�¸�•�È  VLAN �_�m�~�\�Z�r�M��

�W 22-3 802.1Q �º�å�¿�Ü�å�¢�\�¿�–�¸�•�È  VLAN �[�£�•�I�€�•�e8Ÿ

�©�«�¸�Ò  MTU

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�V�b�º�Û�Ç�•�µ�¡�_�P�M�•�¹�Ç�›�Ý�º�b�©�«�¸�Ò  MTU �c�
 1500 �Â�–
�º�[�M�� system mtu �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•�\�
�|�~�±�A�^�Ç�Þ�î�Ò
�†�§�Ï�î�º�M�•�|�:�_�«�–�µ�³�†0¿���[�A�r�M���Ó�º�ß  �±�¢�@3ã�•�I�€�S�\�A�_�
 802.1Q �º�å�¿�Ü�å
�¢�µ+��_�|�W�Z�Ç�Þ�î�Ò  �§�–�¬�@  4 �Â�–�º�Q�<�•�b�[�
�«�–�µ�³�b�©�«�¸�Ò  MTU �§�–�¬�†  1504 �Â�–
�º�è�V�_�Q�x�K�Z�
�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡
Æ�b�M�m�Z�b�«�–�µ�³�@�|�~�±�A�^�Ç�Þ�î�Ò
�†��#.�[�A�•�|�:�_0¿���M�•�²0[�@�6�~�r�M�� Catalyst 4500GigabitEthernet �«�–�µ�³�b�q�±0Á���©�«
�¸�Ò  MTU �c�
 9198 �Â�–�º�[�M�� FastEthernet �«�–�µ�³�b�q�±�©�«�¸�Ò  MTU �c�
 1552 �Â�–�º�[�M��

802.1Q �º�å�¿�Ü�å�¢�>�|�g�Ú�b�µ+�

802.1Q �º�å�¿�Ü�å�¢�c�
�Þ�–�Ö  2 �Ã�£�µ�º  �«�–�µ�³�å�¢�_�P�K�Z4:�)�_�µ+��K�r�M�@�
�Þ�–�Ö  2 �µ+�
�\�Þ�–�Ö  3 �«�–�µ�³�å�¢�\�c�M4Š�«�n�ö�@�6�~�r�O�‡��

• �º�å�¿�Ý  �Ï�î�º�c�Ý�î�¸�µ�»  �Ï�î�º�_�[�A�r�O�‡��

• IP �Ý�î�¸�•�å�¢�c�
 802.1Q �Ï�î�º�†�µ�t  VLAN �[�c�§�Ï�î�º�I�€�r�O�‡���º�å�¿�Ý  �Ï�î�º�?�}
�w�™�K�S�Ã�£�µ�º�c�
�Þ�–�Ö  2 �_���T�E�_�ö�Y�8�Z3?3æ�I�€�r�M���º�å�¿�Ý  �Ï�î�º�†�µ�t�«�–�µ
�³�ì�•�–�å�±�î�Ç�™�–�«>& SVI>'�[�Ý�î�¸�•�å�¢�@�–�¿�î�È�Ý�[�6�•���œ�
�º�å�¿�Ý  �Ï�î�º�?�}�w

802.1Q
�;�\�f�"  �P�o�;
VLAN 30 :*  40
�@���9���I  VLAN 40

�;�f�@�^  �P�o�;
���"�.�,  VLAN 30

�;�f�@�^  �P�o�;

�(�o�F�,
�J�`�C���3�o

�2�#�ê  VLAN 40 �æ
1J
��Ð���å�¿ �2�#�é�å4°

VLAN 5 :*  50

�,���6�4  4
���,�2�Q�o  A

VLAN 30 :*  40
�@���9���I  VLAN 40

�,���6�4  2 �,���6�4  3

Q

�,���6�4  5
���,�2�Q�o  B

�,���6�4  1
���,�2�Q�o  A

�@���9���I
VLAN 40

74
07

4

�;�\�f�"
5V�»$“�]�f�"
�;�\�H���6�"!ª�é1¡�¾�å�D�,
�,���6�4  2 �é�P�o�;�
1M�>�Ô���Î�ã�â
�@���9���I  VLAN �Ç.‹�Þ�á.3�o�Ð���Ú�Î�ã�æ����

�1¡�¾�å�D�,

Q = 802.1Q �;�\�f�"  �P�o�;

�;�f�@�^  �P�o�;
���"�.�,  VLAN 40

VLAN 30 !ª
�2�#
ƒ�È�D�$�6�;

VLAN 40
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802.1Q �º�å�¿�Ü�å�¢�b0¿��
�™�K�S�±�¢�^�K  IP �Ã�£�µ�º�c�
�«�–�µ�³�_1�1‘�I�€�Z�Ý�î�¸�•�å�¢�I�€�r�M���•�«�±�Ð�î�c�¿�–
�¸�•�È  VLAN �†�Ó�K�Z�–�å�±�î�¿�µ�º�_�”�¡�­�«�[�A�r�M���G�b�”�¡�­�«�@�²0[�^�8���œ�c�
�º
�å�¿�Ý  �Ï�î�º�†�µ�t  VLAN �[  SVI �†0¿���K�^�8�[�C�T�I�8��

• �º�å�¿�Ý  �Ï�î�º�[�c  IP �”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>& ACL>'�@�§�Ï�î�º�I�€�r�O�‡��

• �Þ�–�Ö  3 �b  Quality of Service>&QoS>'ACL �>�|�g�Þ�–�Ö  3 �_���_6õ4��M�•�Ú�b  QoS �µ+��c�
�º�å
�¿�Ý  �Ï�î�º�[�c�§�Ï�î�º�I�€�Z�8�r�O�‡�� MAC �Ë�î�«  QoS �c�º�å�¿�Ý  �Ï�î�º�[�§�Ï�î�º�I�€�r
�M��

• EtherChannel �Ï�î�º  �¢�Ý�î�É�c�
 802.1Q 0¿���@ EtherChannel �Ï�î�º  �¢�Ý�î�É
Æ�[�Z�œ�ö�@�\�€
�Z�8�•7H�~�
�º�å�¿�Ý  �Ï�î�º�\�«�n�ö�@�6�~�r�M��

• 802.1Q �º�å�¿�Ý  �Ï�î�º�[�c�
�Ï�î�º7Ÿ(Ù�É�ß�º�¥�Ý>& PAgP>'�
 Link Aggregation Control Protocol
>&LACP>'�
�>�|�g  UniDirectional Link Detection>&UDLD; �"�M�‰�¥�Ü�å�¡�è��>'�@�§�Ï�î�º�I�€�r
�M��

• �²�–�¼�Ñ�µ�¡  �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý>& DTP>'�c�
 802.1Q �º�å�¿�Ü�å�¢�\�«�n�ö�@�6�~�r�O�‡��
�G�€�c�
�º�å�¿�Ý  �Ï�î�º�>�|�g�º�Û�å�¡  �Ï�î�º�\�b8��P&à�Ü�å�¡�†�m�·�[0¿���K�^�E�€�d�^�}�^
�8�S�u�[�M��

• �Ý�î�É�Â�µ�¡�è���c�
 802.1Q �º�å�¿�Ý  �Ï�î�º�[�§�Ï�î�º�I�€�Z�8�r�M��

• 802.1Q �º�å�¿�Ý  �Ï�î�º�\�K�Z�Ï�î�º�@0¿���I�€�Z�8�•���œ�
�«�Ã�½�å�¢�¶�Ü�î  �È�Ü�µ�ª  �É�ß�º
�¥�Ý  �¹�î�±  �Ø�½�µ�º>&BPDU>'�Ç�•�Ý�±�Ü�å�¢�c�
�–�å�±�î�Ç�™�–�«�[+¬�·$×�_�–�¿�î�È�Ý�_0¿
���I�€�r�M�� Cisco Discovery Protocol>&CDP>'�c�
�–�å�±�î�Ç�™�–�«�[+¬�·$×�_�¹�•�­�î�È�Ý�_
0¿���I�€�r�M��

802.1Q �º�å�¿�Ý  �Ï�î�º�b0¿��

�Ï�î�º�†  802.1Q �º�å�¿�Ý  �Ï�î�º�\�K�Z0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config)# interface 
interface-id

�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
�º�å�¿�Ý  
�Ï�î�º�\�K�Z0¿���M�•�–�å�±�î�Ç�™�–�«�†
°�Š�K�r�M���G�b�–�å�±�î
�Ç�™�–�«�c�
�•�«�±�Ð�î  �«�–�µ�³�_�K)F�M�•�§�î�Å�«  �É�ß�Â�–�²�î  
�¿�µ�º�á�î�¡�b�š�µ�ª  �Ï�î�º�[�6�•�²0[�@�6�~�r�M���w� �^�–�å�±�î
�Ç�™�–�«�_�c�
"@#.�–�å�±�î�Ç�™�–�«�>�|�g�Ï�î�º  �³�Õ�¿�Ý1=#.�–�å
�±�î�Ç�™�–�«>&�Ï�î�º  �³�Õ�¿�Ý  1 >|  64>'�@�µ�r�€�r�M��

�«�̧ �µ�É 3 Switch(config-if)# switchport 
access vlan vlan-id

�–�å�±�î�Ç�™�–�«�@�º�Û�å�Ÿ�å�¢�†�õ�F�K�S���œ�_�Q#Ý�I�€�•�¹�Ç�›�Ý
�º  VLAN �†�æ���K�r�M���G�b  VLAN ID �c"I���•�«�±�Ð�î�_�[�w�[�M��

�«�̧ �µ�É 4 Switch(config-if)# switchport mode 
dot1q-tunnel

�–�å�±�î�Ç�™�–�«�†  802.1Q �º�å�¿�Ý  �Ï�î�º�\�K�Z0¿���K�r�M��

�«�̧ �µ�É 5 Switch(config-if)# exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 Switch(config)# vlan dot1q tag 
native

>&�õ�–>'�M�m�Z�b  802.1Q �º�Û�å�¡  �Ï�î�º�[�¿�–�¸�•�È  VLAN �Ã�£�µ�º
�b�±� �å�¢�@�–�¿�î�È�Ý�\�^�•�|�:�_�«�–�µ�³�†0¿���K�r�M���G�€�†0¿
���O�N�
�•�«�±�Ð�î  VLAN ID �@�¿�–�¸�•�È  VLAN �\� �L�[�6�•���œ�

�º�Û�å�¡  �Ï�î�º�c�Ó�º�ß  �±�¢�†4:#Ý�O�N�
�Ã�£�µ�º�c1��W�S��
›�_3æ�™
�I�€�•�•+��ö�@�6�~�r�M��

�«�̧ �µ�É 7 Switch(config)# end "I�’  EXEC �Ô�î�»�_�`�~�r�M��
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'¨  22 'v       802.1Q �>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b�+0[
�Ï�î�º�†  dynamic auto �b�¹�Ç�›�Ý�º  �«�¸�î�º�_�`�M�_�c�
 no vlan dot1q tag native �¢�ß�î�Â�Ý  �¥�Ð
�å�»�>�|�g  no switchport mode dot1q-tunnel �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
�Q#Ý�K�r�M���¿�–�¸�•�È  VLAN �Ã�£�µ�º�b�±�¢�Ü�E�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no vlan dot1q tag 
native �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�è�W�c�
�º�å�¿�Ý  �Ï�î�º�\�K�Z�–�å�±�î�Ç�™�–�«�†0¿���K�Z�¿�–�¸�•�È  VLAN �Ã�£�µ�º�b�±�¢�Ü�E�†
�–�¿�î�È�Ý�_�K�
0¿���†&�1��M�•�‰�2�b�[�[�M���G�b0¿���[�c�
�–�å�±�î�Ç�™�–�«  GigabitEthernet 2/7 
�_�K)F�K�Z�8�•�•�«�±�Ð�î�b  VLAN ID �c  VLAN 22 �[�M��

Switch(config)# interface gigabitethernet2/7
Switch(config-if)# switchport access vlan 22
% Access VLAN does not exist. Creating vlan 22
Switch(config-if)# switchport mode dot1q-tunnel
Switch(config-if)# exit
Switch(config)# vlan dot1q tag native
Switch(config)# end
Switch# show dot1q-tunnel interface gigabitethernet2/7
Port
-----
LAN Port(s)
-----
Gi2/7
Switch# show vlan dot1q tag native
dot1q native vlan tagging is enabled globally

�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b�+0[

>&�@>' Supervisor Engine 6-E �c�
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�†�§�Ï�î�º �K�r�O�‡ ��

�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�†3û�K�Z�K)F�I�€�S�›�§�–�º�b�•�«�±�Ð�î�c�
�›'��b�Þ�–�Ö  2 �É
�ß�º�¥�Ý�†�Q#Ý�K�Z�º�Ï�ß�ª�†�Ñ�G�K�
�M�m�Z�b�Ü�Ô�î�º  �§�–�º�>�|�g�ß�î�•�Ý  �§�–�º�†)��s3¸�t�²
0[�@�6�~�r�M�� STP �@�G�–�_��/œ�I�€�
�M�m�Z�b  VLAN �[�
�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�†3û
�K�Z�ß�î�•�Ý  �§�–�º�>�|�g�M�m�Z�b�Ü�Ô�î�º  �§�–�º�†)��s3¸�‡�T4:�)�^�«�Ã�½�å�¢�¶�Ü�î�†�S(��M�•
�²0[�@�6�~�r�M�� Cisco Discovery Protocol>&CDP>'�[�c�
7„�K�M�•�©�«�¥  �¹�Â�–�«�†�ß�î�•�Ý  �§�–�º
�>�|�g�Ü�Ô�î�º  �§�–�º�?�}�è���M�•�²0[�@�6�~�r�M�� VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý>& VTP>'�[�c�

�•�«�±�Ð�î  �¿�µ�º�á�î�¡�b�M�m�Z�b�§�–�º�[%©%*�K�^�8  VLAN 0¿���†�f�j�M�•�²0[�@�6�~�r�M��

�É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�@�–�¿�î�È�Ý�_�^�•�\�
�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�b%T�™
��b�š�µ
�ª  �«�–�µ�³�c�
"I�f  MAC �”�»�Þ�«�[�Þ�–�Ö  2 �É�ß�º�¥�Ý  �Ã�£�µ�º�†�•�É�­�Ý�ì�K�
�§�î�Å�«  �É�ß�Â
�–�²�î  �¿�µ�º�á�î�¡�_3æ�™�K�r�M���¿�µ�º�á�î�¡�b�¥�”  �«�–�µ�³�[�c�
�G�b�Ã�£�µ�º�@��#.�I�€�N�_
3û�–�b�Ã�£�µ�º�\�K�Z3?3æ�I�€�r�M�� CDP�
 STP�
�r�S�c  VTP #Ý�b�Þ�–�Ö  2 �É�ß�º�¥�Ý  �¹�î�±  �Ø�½�µ
�º>&PDU>'�c�
�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�†3û4#�K�
�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡
�b$Î�™
��_�6�•�•�«�±�Ð�î  �«�–�µ�³�_4Ä�™�I�€�r�M��� �M�Ã�£�µ�º�c� �L  VLAN �b�M�m�Z�b�•�«�±
�Ð�î  �Ï�î�º�[�w�™�I�€�
���b�|�:�^)��Ý�_�^�~�r�M��

�«�̧ �µ�É 8 Switch#  show dot1q-tunnel �«�–�µ�³�V�b�º�å�¿�Ý  �Ï�î�º�†/²&g�K�r�M��

�«�̧ �µ�É 9 Switch# show vlan dot1q tag native 802.1Q �¿�–�¸�•�È  VLAN �±� �å�¢  �«�¸�î�±�«�†/²&g�K�r�M��

�«�̧ �µ�É 10 Switch# copy running-config 
startup-config

>&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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'¨  22 'v       802.1Q �>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b�+0[
• �›�•�«�±�Ð�î  �§�–�º�b�Ø�î�¨�c�
�G�–�_  STP �†��/œ�[�A�r�M���r�S�
�M�m�Z�b  VLAN �c�
�ß�î�•
�Ý �§�–�º�?�}�T�E�[�^�C�M�m�Z�b�§�–�º�b�Ã�Û�Ó�î�±�_�ö�Y�8�Z�
�G�K�8�«�Ã�½�å�¢�¶�Ü�î�†�S
(��[�A�r�M��

• CDP �c�
�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�†�Ó�K�Z�K)F�K�S�Ú�b�©�«�¥  �¹�Â�–�«�_6õ�M�•�_��
�†�è���K�Z�
/²&g�K�r�M��

• VTP �c�
�§�î�Å�«  �É�ß�Â�–�²�î�†3û�L�Z�M�m�Z�b�«�–�µ�³�_  VLAN 0¿���†���Û�K�
�•�«�±�Ð�î  
�¿�µ�º�á�î�¡
²�/�[)+�M�K�r�M��

�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�c�
�º�Û�å�¡�
�”�¡�­�«�
�>�|�g�º�å�¿�Ý  �Ï�î�º�[�–�¿�î�È�Ý�_�M
�•�G�\�@�[�A�r�M���É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�@�–�¿�î�È�Ý�[�^�8���œ�
�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º
�á�î�¡�b�w�™
��_�6�•�Ü�Ô�î�º  �«�–�µ�³�c  PDU �†�w�™�O�N�
 STP�
 CDP�
�>�|�g  VTP �†�G�–�_��/œ
�[�A�r�O�‡���É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�@�–�¿�î�È�Ý�b���œ�
�›�•�«�±�Ð�î  �¿�µ�º�á�î�¡�b�Þ�–�Ö  2 �É
�ß�º�¥�Ý�c�
�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡
Æ�['�
>�K�Z�8�•�É�ß�º�¥�Ý�\�c
²8�$×�_�)�~7³�I
�€�r�M��

�S�\�<�d�
 �W 22-4 �[�c�
�•�«�±�Ð�î  A �c�
�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�†�Ó�K�Z�K)F�I�€�S
� �L  VLAN �_  4 �X�b�«�–�µ�³�†�â�W�Z�8�r�M���¿�µ�º�á�î�¡�[  PDU �@�º�å�¿�Ý�I�€�^�8���œ�
�¿�µ
�º�á�î�¡�b�¥�G�:
��b�«�–�µ�³�[�c�
 STP�
 CDP�
 VTP �†4:�)�_��/œ�[�A�r�O�‡���S�\�<�d�
�•�«�±
�Ð�î  A �b�§�–�º  1 �_�6�•�«�–�µ�³�V�b  VLAN �_�P�M�•  STP �c�
�§�–�º  2 �_�6�•�•�«�±�Ð�î  A �b�«
�–�µ�³�_�ö�Y�C�¥�å�Â�î�ª�™�å�«  �Ã�Û�Ó�î�±�†*ƒ�Ö�K�^�8�[�
�Q�b�§�–�º�_�6�•�«�–�µ�³�V�_�«�Ã�½
�å�¢�¶�Ü�î�†�S(��K�r�M�� �W 22-5 �_�
�«�Ã�½�å�¢�¶�Ü�î  �º�Ï�ß�ª�b�M�[�†&g�K�r�M��

�W 22-4 �Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢

���,�2�Q�o  A �(���;  2
VLAN 1 :*  100

���,�2�Q�o  B �(���;  2
VLAN 1 :*  200

���,�2�Q�o  B �(���;  1
VLAN 1 :*  200

���,�2�Q�o  A �(���;  1
VLAN 1 :*  100

VLAN 30

�;�\�f�"
�P�o�;

�,���6�4  1

�,���6�4  1

�;�\�f�"
�P�o�;

VLAN 30

VLAN 40

�(�o�F�,
�J�`�C���3�o

74
07

3

�;�\�f�"
5V�»$“�]�f�"

VLAN 30

VLAN 40

�;�\�f�"
�P�o�;

�,���6�4  2

�,���6�4  3

�,���6�4  4

�;�\�f�"
�P�o�;
22-8
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



'¨  22 'v       802.1Q �>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
�W 22-5 4:�)�^�¥�å�Â�î�ª�™�å�«�†�µ�r�^�8�Þ�–�Ö  2 �¿�µ�º�á�î�¡  �º�Ï�ß�ª

�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�b�š�µ�ª  �«�–�µ�³�b�•�«�±�Ð�î�_�K)F�I�€�S�”�¡�­�«  �Ï�î�º�
�º
�å�¿�Ý  �Ï�î�º�
�r�S�c�º�Û�å�¡  �Ï�î�º�[�
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢>&�É�ß�º�¥�Ý�†�Q#Ý>'�†
�–�¿�î�È�Ý�_�[�A�r�M���•�«�±�Ð�î  �«�–�µ�³�_�K)F�I�€�S�§�î�Å�«  �É�ß�Â�–�²�î�b�š�µ�ª  �«�–�µ�³
�c�
�º�å�¿�Ü�å�¢  �É�ß�­�«�†��/œ�K�r�M���š�µ�ª  �«�–�µ�³�b�º�å�¿�Ý  �Ï�î�º�r�S�c3û�–�b�º�å�¿�Ý  
�Ï�î�º�c�
�•�«�±�Ð�î�b  802.1Q �º�Û�å�¡  �Ï�î�º�_�K)F�[�A�r�M���š�µ�ª�«�–�µ�³  �”�¡�­�«  �Ï�î�º�c�

�•�«�±�Ð�î  �”�¡�­�«  �Ï�î�º�_�K)F�K�r�M��

�§�î�Å�«  �É�ß�Â�–�²�î�b%T�™�š�µ�ª  �«�–�µ�³  �Ï�î�º�_
°�W�S�Þ�–�Ö  2 PDU �@�
�º�Û�å�¡  �Ï�î�º�†�Ó
�K�Z�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�_
°�•�\�
�«�–�µ�³�c�
�•�«�±�Ð�î  PDU ��
›  MAC �”�»�Þ�«
�†�©�«�¥"‚+¬�b  well-known �Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«>& 01-00-0c-cd-cd-d0>'�[�V�i�A�K�r�M�� 802.1Q 
�º�å�¿�Ü�å�¢�@
°�Š�Ï�î�º�[�–�¿�î�È�Ý�b���œ�
�Ã�£�µ�º�v�§5��±�¢�Ü�A�[�M���¥
��b�±�¢�c�•�«�±
�Ð�î�b�Ó�º�ß  �±�¢�[�

Æ
��b�±�¢�c�•�«�±�Ð�î�b  VLAN �±�¢�[�M��

�º�å�¿�Ý  �Ï�î�º�r�S�c�”�¡�­�«  �Ï�î�º�†�Ó�K�Z�§�î�Å�«  �É�ß�Â�–�²�î�b%T�™�š�µ�ª  �«�–�µ�³�_
°�W�S
�Þ�–�Ö  2 PDU �@�
�º�Û�å�¡  �Ï�î�º�†�Ó�K�Z�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�_
°�•�\�
�«�–�µ�³
�c�
�•�«�±�Ð�î  PDU ��
›  MAC �”�»�Þ�«�†�©�«�¥"‚+¬�b  well-known �Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«

>&01-00-0c-cd-cd-d0>'�[�V�i�A�K�r�M�� 802.1Q �º�å�¿�Ü�å�¢�@�–�¿�î�È�Ý�b���œ�
�Ã�£�µ�º�v�§5��±
�¢�Ü�A�[�M���¥
��b�±�¢�c�•�«�±�Ð�î�b�Ó�º�ß  �±�¢�[�

Æ
��b�±�¢�c�•�«�±�Ð�î�b  VLAN �±�¢�[�M��
�¥�”  �«�–�µ�³�[�c
Æ4Š�±�¢�@!“0i�I�€�
� �L�Ó�º�ß  VLAN �b�M�m�Z�b�º�Û�å�¡  �Ï�î�º�_�Ã�£�µ�º�@3?
3æ�I�€�r�M��$Î�™
��b�š�µ�ª  �«�–�µ�³�[�c�
4:�)�^�Þ�–�Ö  2 �É�ß�º�¥�Ý�_���>�|�g  MAC �”�»�Þ�«�_
���@�Ÿ
–�I�€�
� �L�Ó�º�ß  VLAN �b�M�m�Z�b�º�å�¿�Ý  �Ï�î�º�?�”�¡�­�«  �Ï�î�º�_�Ã�£�µ�º�@3?3æ�I�€
�r�M���K�S�@�W�Z�
�Þ�–�Ö  2 PDU �c�ö
²�^"g�Â�b�r�r�[�–�â�I�€�
�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î
�¡�†�Ó�K�Z�•�«�±�Ð�î  �¿�µ�º�á�î�¡�b�o�P
��_4Ä�™�I�€�r�M��

�W 22-4 �†�g!·�K�Z�C�T�I�8���•�«�±�Ð�î  A �\�•�«�±�Ð�î  B �c�
�Q�€�R�€�”�¡�­�«  VLAN 30 �\  40 
Æ
�_�6�~�r�M��8��P&à�Ü�å�¡�c�
�§�–�º  1 �b�•�«�±�Ð�î�†�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�b�š�µ�ª  
�«�–�µ�³�_�K)F�K�r�M���§�–�º  1 �b�•�«�±�Ð�î  B �?�}�«�–�µ�³  2 �_%T�™�M�•�Þ�–�Ö 2 PDU>&BPDU �^
�]>'�c�
��
›  MAC �”�»�Þ�«�\�K�Z  well-known MAC �”�»�Þ�«�†�â�X�§5��±�¢�Ü�A�Ã�£�µ�º�\�K�Z�–
�å�Ç�Û�«�º�Û�¡�³�Õ�_3?3æ�I�€�r�M���G�b�§5��±�¢  �Ã�£�µ�º�_�c�
 40 �\�8�:�Ó�º�ß  VLAN �±�¢�
�>�|
�g  VLAN 100 �^�]�b
Æ4Š  VLAN �±�¢�@�Ü�8�Z�8�r�M���§5��±�¢�Ü�A�Ã�£�µ�º�@�«�–�µ�³  4 �_%T�™�M�•
�\�
 �Ó�º�ß  VLAN �±�¢  40 �c�P7V�I�€�r�M�� well-known MAC �”�»�Þ�«�c�›�Þ�–�Ö  2 �É�ß�º�¥�Ý  MAC 
�”�»�Þ�«�_*(�A�n�ƒ�~�
�Ã�£�µ�º�c  VLAN 100 �b�M5��±�¢�Ü�A�Ç�Þ�î�Ò�\�K�Z�§�–�º  2 �b�•�«�±�Ð�î  
B �_3æ�™�I�€�r�M��

74
01

7

���,�2�Q�o  A

’�Ð�@�6�;�b�o�"

VLAN 1 :*  100
22-9
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



'¨  22 'v       802.1Q �>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
�•�«�±�Ð�î  �«�–�µ�³�b�”�¡�­�«  �Ï�î�º�_�K)F�I�€�S�š�µ�ª  �«�–�µ�³�b�”�¡�­�«  �Ï�î�º�[�
�Þ�–�Ö  2 �É
�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�†�–�¿�î�È�Ý�_�M�•�G�\�v�[�A�r�M���G�b���œ�
�•�É�­�Ý�ì�\�•�É�­�Ý�ì0Ž7V
�b�É�ß�­�«�c�
�V0°�b1��Â�\� �L�[�M���S�T�K�
�Ã�£�µ�º�c�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�[�§
5��±�¢�Ü�E�I�€�r�O�‡���•�«�±�Ð�î�[�w�b�”�¡�­�«  VLAN �±�¢�b  1 5��±�¢�_�^�~�r�M��

�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• ���Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b�¹�Ç�›�Ý�º0¿���� >&P.22-10>'

• ���Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢0¿���ì�b�@�–�¦8o�� >&P.22-10>'

• ���Þ�–�Ö  2 �º�å�¿�Ü�å�¢�b0¿���� >&P.22-11>'

�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b�¹�Ç�›�Ý�º0¿��

/² 22-1 �_�
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢0¿���ì�b�@�–�¦8o

�è�W�c�
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿���ì�b�@�–�¦8o�>�|�g�·�8"I�ö�[�M��

• �«�–�µ�³�[�c�
 CDP�
 STP>&Multiple STP>&MSTP>'�†�µ�t>' �
 VTP �b�º�å�¿�Ü�å�¢�@�§�Ï�î�º�I
�€�r�M���É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�c�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M�@�
 802.1Q �º
�å�¿�Ý  �Ï�î�º�
�”�¡�­�«  �Ï�î�º�
�r�S�c�º�Û�å�¡  �Ï�î�º�V�[�É�ß�º�¥�Ý�H�\�_�–�¿�î�È�Ý�_�[�A
�r�M��

• �²�–�¼�Ñ�µ�¡  �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý>& DTP>'�c�
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�\�c8��«�n
�[�M���º�å�¿�Ý  �Ï�î�º�\�º�Û�å�¡  �Ï�î�º�b�6�•8��P&à�Ü�å�¡�†�m�·�[0¿���M�•�²0[�@�6�•�?�}�[
�M��

• 802.1Q 0¿���@ EtherChannel �Ï�î�º  �¢�Ý�î�É
Æ�[�M2��K�Z�8�•���œ�
 EtherChannel �Ï�î�º  �¢�Ý�î
�É�c�º�å�¿�Ý  �Ï�î�º�\�«�n�ö�@�6�~�r�M��

• �Þ�–�Ö  2 �º�å�¿�Ü�å�¢�@�–�¿�î�È�Ý�_0¿���I�€�S�Ï�î�º�[�•�É�­�Ý�ì  PDU>&"‚+¬�b��
›  MAC �”
�»�Þ�«�Ü�A>'�†�w�™�K�S���œ�c�
�Ý�î�É�†75�F�M�•�S�u�Ï�î�º�c�©�Õ�µ�º�²�˜�å�I�€�r�M��

• �G�b�Ï�î�º�c�
�É�ß�º�¥�Ý#Ý�_0¿���I�€�S�©�Õ�µ�º�²�˜�å�K�A�8�Í�_4)�K�S���œ�_�v�©�Õ�µ�º�²�˜
�å�I�€�r�M�� shutdown �¥�Ð�å�»�_)F�E�Z  no shutdown �¥�Ð�å�»�†
°�Š�M�•�\�
�Ï�î�º�†
Ì�g�m�·
�[�–�¿�î�È�Ý�_�[�A�r�M�� errdisable recovery �@�–�¿�î�È�Ý�[�6�•���œ�c�
�æ���I�€�S6ë7x�[�·�8
�@
Ì0è/œ�I�€�r�M��

/² 22-1 �Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  VLAN �b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü
�å�¢

�¹�•�­�î�È�Ý

�©�Õ�µ�º�²�˜�å�K�A�8�Í �•0¿����

�»�ß�µ�É�K�A�8�Í �•0¿����

CoS �Í  �¹�î�±  �Ã�£�µ�º#Ý�b�–�å�±�î�Ç�™�–�«�_  CoS �Í�@0¿���I�€�Z�8�•��
�œ�c�
�Q�b�Í�@�Þ�–�Ö  2 PDU �_�Q#Ý�I�€�•�¹�Ç�›�Ý�º�[�M��0¿���I
�€�Z�8�^�8���œ�
�¹�Ç�›�Ý�º�c  5 �[�M��
22-10
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



'¨  22 'v       802.1Q �>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
• �•�É�­�Ý�ì�@0Ž7V�I�€�S  PDU �T�E�@�•�«�±�Ð�î  �¿�µ�º�á�î�¡�_3?3æ�I�€�r�M���§�î�Å�«  �É�ß�Â�–
�²�î  �¿�µ�º�á�î�¡�V�['�
>�M�•�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�c�
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü
�å�¢  �Ï�î�º�_  BPDU �†3?3æ�K�r�O�‡�� CDP �Ã�£�µ�º�c�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢  �Ï�î�º
�?�}3?3æ�I�€�r�O�‡��

• �–�å�±�î�Ç�™�–�«�[�É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�@�–�¿�î�È�Ý�[�6�•���œ�c�
�•�«�±�Ð�î  �¿�µ�º�á�î
�¡�_�|�W�Z#Õ�B�I�€�S  PDU #Ý�_�
�É�ß�º�¥�Ý�H�\�b�©�Õ�µ�º�²�˜�å�K�A�8�Í�x�Ï�î�º�H�\�b
�©�Õ�µ�º�²�˜�å�K�A�8�Í�†0¿���[�A�r�M���D7H�†2x�<�•�\�
�Ï�î�º�c�©�Õ�µ�º�²�˜�å�I�€�r�M���Þ
�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢  �Ï�î�º�_  QoS ACL �>�|�g�Ï�Ü�©�î  �Ð�µ�É�†�Q#Ý�K�Z�
 BPDU 
�Þ�î�º�†�D7H�M�•�G�\�v�[�A�r�M��

• �–�å�±�î�Ç�™�–�«�[�É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�@�–�¿�î�È�Ý�[�6�•���œ�c�
�•�«�±�Ð�î  �¿�µ�º�á�î
�¡�_�|�W�Z#Õ�B�I�€�S  PDU #Ý�_�
�É�ß�º�¥�Ý�H�\�b�»�ß�µ�É�K�A�8�Í�x�Ï�î�º�H�\�b�»�ß�µ�É�K
�A�8�Í�†0¿���[�A�r�M���D7H�†2x�<�•�\�
�Ï�î�º�@  PDU �†�w�™�M�•�Þ�î�º�@�»�ß�µ�É�K�A�8�Í�•
 6�_�^�•�r�[�
�Ï�î�º�[  PDU �@�»�ß�µ�É�I�€�r�M��

• �•�«�±�Ð�î�b�ì�•�¿�µ�º�á�î�¡�@�G�–�_�·�8�M�•�|�:�_�
�º�å�¿�Ü�å�¢�I�€�S  PDU>&"I�_  STP 
BPDU>'�†�M�m�Z�b�Ü�Ô�î�º  �§�–�º�_4Ä�™�M�•�²0[�@�6�•�b�[�
�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º
�á�î�¡
Æ�b  PDU �_�c�
� �L�º�å�¿�Ý  �Ï�î�º�[�w�™�K�S�¹�î�±  �Ã�£�µ�º�|�~9×�8�É�Û�–�œ�Ü�¸�•�†
0¿���K�Z�C�T�I�8���¹�Ç�›�Ý�º�b���œ�
 PDU �[�c�¹�î�±  �Ã�£�µ�º�\� �L  CoS �Í�@�Q#Ý�I�€�r�M��

�Þ�–�Ö  2 �º�å�¿�Ü�å�¢�b0¿��

"I���b�Ï�î�º�_�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 Switch(config)# interface 
interface-id

�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
�º�å�¿�Ý  
�Ï�î�º�\�K�Z0¿���M�•�–�å�±�î�Ç�™�–�«�†
°�Š�K�r�M���G�b�–�å�±�î�Ç�™
�–�«�c�
�•�«�±�Ð�î  �«�–�µ�³�_�K)F�M�•�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º
�á�î�¡�b�š�µ�ª  �Ï�î�º�[�6�•�²0[�@�6�~�r�M���w� �^�–�å�±�î�Ç�™�–�«�_
�c�
"@#.�–�å�±�î�Ç�™�–�«�>�|�g�Ï�î�º  �³�Õ�¿�Ý1=#.�–�å�±�î�Ç�™�–�«

>&�Ï�î�º  �³�Õ�¿�Ý  1 >|  64>'�_0¿���[�A�r�M��

�«�̧ �µ�É 3 Switch(config-if)# switchport 
mode access
�r�S�c

Switch(config-if)# switchport 
mode dot1q-tunnel

�r�S�c

Switch(config-if)# switchport 
mode trunk

�–�å�±�î�Ç�™�–�«�†�”�¡�­�«  �Ï�î�º�
 802.1Q �º�å�¿�Ý  �Ï�î�º�
�r�S�c�º
�Û�å�¡  �Ï�î�º�\�K�Z0¿���K�r�M��

�«�̧ �µ�É 4 Switch(config-if)# 
l2protocol-tunnel [ cdp  |  stp  | 
vtp ]

% $×�b�É�ß�º�¥�Ý�_�P�K�Z�É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�†�–�¿�î�È�Ý�_�K�r
�M���Ÿ�î�á�î�»�†
°�Š�K�^�8���œ�
�º�å�¿�Ü�å�¢�c�
 3 �X�M�m�Z�b�Þ�–�Ö  
2 �É�ß�º�¥�Ý�[�–�¿�î�È�Ý�_�^�~�r�M��
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'¨  22 'v       802.1Q �>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
�8�N�€�?�b�Þ�–�Ö  2 �É�ß�º�¥�Ý�r�S�c  3 �X�M�m�Z�b�Þ�–�Ö  2 �É�ß�º�¥�Ý�b�É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�†
�¹�•�­�î�È�Ý�_�M�•�_�c�
 no l2protocol-tunnel [cdp | stp | vtp] �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���©�Õ�µ�º�²�˜�å�K�A�8�Í�>�|�g�»�ß�µ�É�K�A�8�Í�†�¹�Ç�›�Ý�º0¿���_
�`�M�_�c�
 no l2protocol-tunnel shutdown-threshold [cdp | stp | vtp] �¥�Ð�å�»�>�|�g  no 
l2protocol-tunnel drop-threshold [cdp | stp | vtp] �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 802.1Q �º�å�¿�Ý  �Ï�î�º�_  CDP�
 STP�
�>�|�g  VTP �b�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�†0¿��
�K�
�Q�b0¿���†&�1��M�•�[�†&g�K�r�M��

Switch(config)# interface FastEthernet2/1
Switch(config-if)# switchport mode dot1q-tunnel
Switch(config-if)# l2protocol-tunnel cdp
Switch(config-if)# l2protocol-tunnel stp
Switch(config-if)# l2protocol-tunnel vtp
Switch(config-if)# l2protocol-tunnel shutdown-threshold 1500
Switch(config-if)# l2protocol-tunnel drop-threshold 1000
Switch(config-if)# exit
Switch(config)# l2protocol-tunnel cos 7
Switch(config)# end
Switch# show l2protocol

�«�̧ �µ�É 5 Switch(config-if)# 
l2protocol-tunnel 
shutdown-threshold [ cdp  | stp  | 
vtp ] value

>&�õ�–>' 1 &Ê6ë�_�•�É�­�Ý�ì�•+��^�Ã�£�µ�º�X�†/²�M�K�A�8�Í�†0¿���K�r
�M��0¿���K�S�K�A�8�Í�†2x�<�•�\�
�–�å�±�î�Ç�™�–�«�c�¹�•�­�î�È�Ý�_�^
�~�r�M���É�ß�º�¥�Ý  �œ�É�©�Ù�å�†�æ���K�^�8���œ�
�K�A�8�Í�c�
�Q�€�R�€
�b�º�å�¿�Ü�å�¢�I�€�S�Þ�–�Ö  2 �É�ß�º�¥�Ý  �±�–�É�_4:#Ý�I�€�r�M���æ���[
�A�•(
�V�c  1 >|  4096 �[�M���¹�Ç�›�Ý�º�[�c�
�K�A�8�Í�c0¿���I�€�r�O�‡��

>&�@>' �G�b�–�å�±�î�Ç�™�–�«�[�»�ß�µ�É�K�A�8�Í�v0¿���M�•���œ�

�©�Õ�µ�º�²�˜�å�K�A�8�Í�b�Í�c�
�»�ß�µ�É�K�A�8�Í�b�Í�è�V�\�M
�•�²0[�@�6�~�r�M��

�«�̧ �µ�É 6 Switch(config-if)# 
l2protocol-tunnel drop-threshold 
[ cdp  | stp  | vtp ] value

>&�õ�–>' 1 &Ê6ë�_�•�É�­�Ý�ì�•+��^�Ã�£�µ�º�X�†/²�M�K�A�8�Í�†0¿���K�r
�M��0¿���K�S�K�A�8�Í�†2x�<�•�\�
�–�å�±�î�Ç�™�–�«�_�|�W�Z�Ã�£�µ�º�@
�»�ß�µ�É�I�€�r�M���É�ß�º�¥�Ý  �œ�É�©�Ù�å�†�æ���K�^�8���œ�
�K�A�8�Í
�c�
�Q�€�R�€�b�º�å�¿�Ü�å�¢�I�€�S�Þ�–�Ö  2 �É�ß�º�¥�Ý  �±�–�É�_4:#Ý�I�€
�r�M���æ���[�A�•(
�V�c  1 >|  4096 �[�M���¹�Ç�›�Ý�º�[�c�
�K�A�8�Í�c0¿
���I�€�r�O�‡��

>&�@>' �G�b�–�å�±�î�Ç�™�–�«�[�©�Õ�µ�º�²�˜�å�K�A�8�Í�v0¿���M�•���œ�

�»�ß�µ�É�K�A�8�Í�b�Í�c�
�©�Õ�µ�º�²�˜�å�K�A�8�Í�b�Í�è�W�[�6
�•�²0[�@�6�~�r�M��

�«�̧ �µ�É 7 Switch(config-if)# exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 8 Switch(config)# errdisable 
recovery cause l2ptguard

>&�õ�–>'�Þ�–�Ö  2 �q�±�Þ�î�º  �š�Û�î�?�}�b�Ÿ�§�Ó�•�½�¬�Ò�†0¿���K�Z�
�–
�å�±�î�Ç�™�–�«�@
Ì�g�–�¿�î�È�Ý�_�^�~�

Ì0è/œ�[�A�•�|�:�_�K�r�M��
errdisable recovery �c�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M���–�¿�î
�È�Ý�_�K�S���œ�
�¹�Ç�›�Ý�º�b6ë7x�c  300 &Ê�[�M��

�«�̧ �µ�É 9 Switch(config)# l2protocol-tunnel 
cos  value

>&�õ�–>'�º�å�¿�Ü�å�¢�I�€�S�M�m�Z�b�Þ�–�Ö  2 PDU �_�P�K�Z  CoS �Í�†0¿��
�K�r�M��(
�V�c  0 >|  7 �[�M���¹�Ç�›�Ý�º�c�
�–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý
�º  CoS �Í�[�M��0¿���I�€�Z�8�^�8���œ�
�¹�Ç�›�Ý�º�c  5 �[�M��

�«�̧ �µ�É 10 Switch(config)# end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 11 Switch# show l2protocol 0¿���í�s�b�É�ß�º�¥�Ý�
�K�A�8�Í�
�•�˜�å�±�v�µ�u�Z�«�–�µ�³�b�Þ�–�Ö  2 
�º�å�¿�Ý  �Ï�î�º�†/²&g�K�r�M��

�«�̧ �µ�É 12 Switch# copy running-config 
startup-config

>&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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'¨  22 'v       802.1Q �>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
�º�å�¿�Ü�å�¢  �«�¸�î�±�«�b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«
COS for Encapsulated Packets: 7
Port    Protocol Shutdown  Drop      Encapsulation Decapsulation Drop
                 Threshold Threshold Counter       Counter       Counter
------- -------- --------- --------- ------------- ------------- -------------
Fa2/11  cdp           1500      1000 2288          2282          0
        stp           1500      1000 116           13            0
        vtp           1500      1000 3             67            0

�º�å�¿�Ü�å�¢  �«�¸�î�±�«�b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«
/² 22-2 �_�
 802.1Q �>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�†%�0i�>�|�g�Ó�å�¸�¼�å�«�M�•�S�u�b�¥
�Ð�å�»�†&g�K�r�M��

>&�@>' Cisco IOS Release 12.2(20)EW �[�c�
 dot1q �>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢#Ý�b  BPDU �Ç�•
�Ý�±�Ü�å�¢0¿���c�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�� spanning-tree bpdufilter enable���\�K�Z/²&g�I�€
�r�O�‡���æ�ƒ�~�_�
 show spanning tree int detail �¥�Ð�å�»�b���Š�_/²&g�I�€�r�M>&���†�g!·>' ��

Switch# show spann int f6/1 detail
 Port 321 (FastEthernet6/1) of VLAN0001 is listening
   Port path cost 19, Port priority 128, Port Identifier 128.321.
   Designated root has priority 32768, address 0008.e341.4600
   Designated bridge has priority 32768, address 0008.e341.4600
   Designated port id is 128.321, designated path cost 0
   Timers: message age 0, forward delay 2, hold 0
   Number of transitions to forwarding state: 0
   Link type is point-to-point by default
   ** Bpdu filter is enabled internally **
   BPDU: sent 0, received 0

/² 22-2 �º�å�¿�Ü�å�¢�b�Ô�½�±�>�|�g�Ó�å�¸�¼�å�«�b�S�u�b�¥�Ð�å�»

�¥�Ð�å�» % $×

Switch# clear l2protocol-tunnel counters �Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢  �Ï�î�º�b�É�ß�º�¥�Ý  �•�˜�å�±�†�¡�Ü�”
�K�r�M��

Switch# show dot1q-tunnel �«�–�µ�³�b  802.1Q �º�å�¿�Ý  �Ï�î�º�†/²&g�K�r�M��

Switch# show dot1q-tunnel interface 
interface-id 

"I���b�–�å�±�î�Ç�™�–�«�@�º�å�¿�Ý  �Ï�î�º�[�6�•�?�]�:�?�†&�1��K�r�M��

Switch# show l2protocol-tunnel �Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢  �Ï�î�º�_6õ�M�•�_���†/²&g�K�r�M��

Switch# show errdisable recovery �Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ý  �š�Û�î�¹�•�­�î�È�Ý  �«�¸�î�º�b�G�Ÿ�±�–
�Ð�î�@�–�¿�î�È�Ý�?�]�:�?�†&�1��K�r�M��

Switch# show l2protocol-tunnel interface  
interface-id

"I���b�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢  �Ï�î�º�_6õ�M�•�_���†/²&g�K�r
�M��

Switch# show l2protocol-tunnel summary �Þ�–�Ö  2 �É�ß�º�¥�Ý�b�§�Ð�Ü�î�_���T�E�†/²&g�K�r�M��

Switch# show vlan dot1q native �«�–�µ�³�b�¿�–�¸�•�È  VLAN �±� �å�¢�b�«�¸�î�±�«�†/²&g�K�r�M��
22-13
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



'¨  22 'v       802.1Q �>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
�º�å�¿�Ü�å�¢  �«�¸�î�±�«�b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«
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C H A P T E R 23

CDP �b0¿��

�G�b'v�[�c�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�V�[  Cisco Discovery Protocol>&CDP>'�†0¿���M�•�‰�2
�_�X�8�Z1��Â�K�r�M��0¿���V�b�@�–�¦8o�
0¿���m8p�
�>�|�g0¿���[�_�X�8�Z�v&g�K�r�M��

�G�b'v�b�z�^
Æ���c�
���b�\�>�~�[�M��

• �� CDP �b�+0[�� >&P.23-1>'

• �� CDP �b0¿���� >&P.23-2>'

>&�@>' �G�b'v�[�Q#Ý�M�•  IOS �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
���b�Ð�½�×�”�Ý�†�g!·�K�Z
�C�T�I�8��

�� Cisco IOS Configuration Fundamentals Configuration Guide, Release 12.4��

http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/12_4/cf_12_4_book.html

�>�|�g�� Cisco IOS Configuration Fundamentals Command Reference, Release 12.2��

http://www.cisco.com/en/US/docs/ios/12_2/configfun/command/reference/ffun_r.html

>&�@>' �G�b'v�b�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 Series Switch 
Cisco IOS Command Reference���>�|�g���b  URL �b6õ4��Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6350/index.html

CDP �b�+0[
CDP �c�
�M�m�Z�b  Cisco �Ý�î�±�
�È�Ü�µ�ª�
�”�¡�­�«  �§�î�Â�
�>�|�g�«�–�µ�³�V�b�Þ�–�Ö  2>&�¹�î�±
�Ü�å�¡�™>'�[�·�8�M�•�É�ß�º�¥�Ý�[�M�� CDP �†�Q#Ý�M�•�\�
�¿�µ�º�á�î�¡'ö#.�”�É�Ü�£�î�©�Ù�å�[�

�¤%±�b�¹�Â�–�«�_3Æ�K�K�Z�8�•�©�«�¥  �¹�Â�–�«�
"I�_�W�)�Þ�–�Ö�b�º�Û�å�«�Ì�”�Þ�å�º  �É�ß�º�¥�Ý�†
��/œ�K�Z�8�•3Æ�K�¹�Â�–�«�†�è(ô�[�A�r�M���r�S�
�¿�–�Â�î  �¹�Â�–�«�b�¹�Â�–�«  �±�–�É�\(F�Æ�¿�µ�º
�á�î�¡'ö#.�É�ß�º�¥�Ý>& SNMP>'�š�î�ª�™�å�º  �”�»�Þ�«�v�Û*f�[�A�r�M���I�}�_�
 CDP �_�|�W�Z�
�”
�É�Ü�£�î�©�Ù�å�?�}�¿�–�Â�î  �¹�Â�–�«�_  SNMP �¡�š�Ü�î�†3æ�™�M�•�G�\�v�[�A�r�M��

CDP �c�
�§�È�¿�µ�º�á�î�¡  �”�¡�­�«  �É�ß�º�¥�Ý>& SNAP>'�†�§�Ï�î�º�K�Z�8�•�M�m�Z�b  LAN �>�|�g  
WAN �Ó�¹�•�”�V�[�·�8�K�r�M��
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'¨  23 'v       CDP �b0¿��
CDP �b0¿��
CDP �†0¿���K�S�›�¹�Â�–�«�c�
�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�_�P�K�Z���‡$×�_�Ó�µ�­�î�ª�†3æ�™�K�r�M��
�›�¹�Â�–�«�c�
 SNMP �Ó�µ�­�î�ª�†�w�™�[�A�•�”�»�Þ�«�†�a�^�C�\�v  1 �X�”�»�Â�±�–�¬�K�r�M���G�b
�”�»�Â�±�–�¬�Ó�å�º�_�c�
�w�™
��¹�Â�–�«�[  CDP �_���†�ë� �O�N�_�–�â�K�Z�>�C�ì6ë�†/²�M�Ñ)F�•+�
�ì6ë�r�S�c�Í�î�Ý�»�±�–�Ò�_���v�µ�r�€�r�M��

CDP �b0¿��
�G�G�[�c�
 CDP �b0¿���m8p�_�X�8�Z1��Â�K�r�M��

• �� CDP �b�¢�ß�î�Â�Ý�^�–�¿�î�È�Ý�ì�� >&P.23-2>'

• �� CDP �b�¢�ß�î�Â�Ý0¿���b/²&g�� >&P.23-2>'

• ���–�å�±�î�Ç�™�–�«�V�[�b  CDP �b�–�¿�î�È�Ý�ì�� >&P.23-3>'

• �� CDP �–�å�±�î�Ç�™�–�«�b0¿���b/²&g�� >&P.23-3>'

• �� CDP �b�Ô�½�±�>�|�g�Ó�å�¸�¼�å�«�� >&P.23-3>'

CDP �b�¢�ß�î�Â�Ý�^�–�¿�î�È�Ý�ì

CDP �†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 CDP �†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch(config)# cdp run

CDP �b�¢�ß�î�Â�Ý0¿���b/²&g

CDP �b0¿���†/²&g�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 CDP �b0¿���†/²&g�M�•�[�†&g�K�r�M��

Switch# show cdp
Global CDP information:
        Sending CDP packets every 120 seconds
        Sending a holdtime value of 180 seconds
        Sending CDPv2 advertisements is enabled
Switch# 

�Q�b�Ú�b  CDP show �¥�Ð�å�»�_�X�8�Z�c�
 �� CDP �b�Ô�½�±�>�|�g�Ó�å�¸�¼�å�«�� >&P.23-3>' �†�g!·�K�Z
�C�T�I�8��

�¥�Ð�å�» % $×

Switch(config)# [ no] cdp run CDP �†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�K�r�M��

CDP �†�¢�ß�î�Â�Ý�_�¹�•�­�î�È�Ý�_�M�•�_�c�
 no 
�Ÿ�î�á�î�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

Switch# show cdp �¢�ß�î�Â�Ý�^  CDP �_���†/²&g�K�r�M��
23-2
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'¨  23 'v       CDP �b0¿��
CDP �b0¿��
�–�å�±�î�Ç�™�–�«�V�[�b  CDP �b�–�¿�î�È�Ý�ì

"I���b�–�å�±�î�Ç�™�–�«�V�[  CDP �†�–�¿�î�È�Ý�_�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  5/1 �V�[  CDP �†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch(config)# interface fastethernet 5/1
Switch(config-if)# cdp enable 

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  5/1 �V�[  CDP �†�¹�•�­�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch(config)# interface fastethernet 5/1
Switch(config-if)# no cdp enable 

CDP �–�å�±�î�Ç�™�–�«�b0¿���b/²&g

�–�å�±�î�Ç�™�–�«�b  CDP 0¿���†/²&g�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  5/1 �b  CDP �b0¿���†/²&g�M�•�[�†&g�K�r�M��

Switch#  show cdp interface fastethernet 5/1
FastEthernet5/1 is up, line protocol is up
  Encapsulation ARPA
  Sending CDP packets every 120 seconds
  Holdtime is 180 seconds
Switch# 

CDP �b�Ô�½�±�>�|�g�Ó�å�¸�¼�å�«

/æ*(�V�b  CDP �†�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«�M�•�_�c�
���b�8���†  1 �X�r�S�c0
�X/œ�8�r�M��

�¥�Ð�å�» % $×

Switch(config-if)#  [no] cdp enable "I���b�–�å�±�î�Ç�™�–�«�V�[  CDP �†�–�¿�î�È�Ý�_�K
�r�M��

"I���b�–�å�±�î�Ç�™�–�«�V�[  CDP �†�¹�•�­�î�È�Ý�_
�M�•�_�c�
 no �Ÿ�î�á�î�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

Switch# show cdp interface  [ type / number ] CDP �@�–�¿�î�È�Ý�_0¿���I�€�Z�8�•�–�å�±�î�Ç�™�–
�«�b�_���†/²&g�K�r�M��

�¥�Ð�å�» % $×

Switch# clear cdp counters �º�Û�Ç�•�µ�¡  �•�˜�å�±�†  0 �_�Ü�­�µ�º�K�r�M��

Switch# clear cdp table �¿�–�Â�î  �¹�Â�–�«�_6õ�M�•�_���†�p�u�S  CDP �¸�î�È
�Ý�†�P7V�K�r�M��

Switch# show cdp 3æ�™�b8–�Ø�
3æ�™�I�€�S�Ã�£�µ�º�†�–�â�M�•�ì6ë�^�]�

�¢�ß�î�Â�Ý�^�_���†/²&g�K�r�M��
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CDP �b0¿��
���_�
�«�–�µ�³�b  CDP �•�˜�å�±0¿���†�¡�Ü�”�M�•�[�†&g�K�r�M��

Switch# clear cdp counters

���_�
�¿�–�Â�î/æ*(�_6õ�M�•�_���†/²&g�M�•�[�†&g�K�r�M��

Switch# show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
                  S - Switch, H - Host, I - IGMP, r - Repeater

Device ID        Local Intrfce     Holdtme    Capability  Platform  Port ID
JAB023807H1      Fas 5/3            127         T S       WS-C2948  2/46
JAB023807H1      Fas 5/2            127         T S       WS-C2948  2/45
JAB023807H1      Fas 5/1            127         T S       WS-C2948  2/44
JAB023807H1      Gig 1/2            122         T S       WS-C2948  2/50
JAB023807H1      Gig 1/1            122         T S       WS-C2948  2/49
JAB03130104      Fas 5/8            167         T S       WS-C4003  2/47
JAB03130104      Fas 5/9            152         T S       WS-C4003  2/48

Switch# show cdp entry  entry_name  
[ protocol  | version ]

"I���b�¿�–�Â�î�_6õ�M�•�_���†/²&g�K�r�M���É�ß�º�¥
�Ý�_���r�S�c�Â�î�ª�Ù�å�_���_���Š�†7H���M�•�G�\�@
�[�A�r�M��

Switch# show cdp interface  
[ type / number ] 

CDP �@�–�¿�î�È�Ý�_0¿���I�€�Z�8�•�–�å�±�î�Ç�™�–�«
�b�_���†/²&g�K�r�M��

Switch# show cdp neighbors  
[ type / number ] [ detail ]

�¿�–�Â�î/æ*(�_6õ�M�•�_���†/²&g�K�r�M��"I���b�–�å
�±�î�Ç�™�–�«�V�b�¿�–�Â�î�_6õ�M�•�_���_���Š�†7H��
�M�•�G�\�v�
�|�~0ò(ý�^�_���†0[�Ó�M�•�G�\�v�[�A�r
�M��

Switch# show cdp traffic CDP �•�˜�å�±>&3æ�w�™�I�€�S�Ã�£�µ�º�X�>�|�g�³�™�µ
�¡�§�Ò  �š�Û�î�†�µ�t>'�†/²&g�K�r�M��

Switch# show debugging �«�–�µ�³�[�–�¿�î�È�Ý�_0¿���I�€�Z�8�•�¹�Â�µ�¢�b�±
�–�É�_6õ�M�•�_���†/²&g�K�r�M��

�¥�Ð�å�» % $×
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UDLD �b0¿��

�G�b'v�[�c�
 Catalyst 4000 �Ç�“�Ñ�Ü  �«�–�µ�³�V�[  UniDirectional Link Detection>&UDLD; �"�M�‰�¥�Ü
�å�¡�è��>'�>�|�g�"�M�‰�¥�–�î�§�¿�µ�º�†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M��0¿���V�b�@�–�¦8o�
0¿��
�m8p�
�>�|�g0¿���[�_�X�8�Z�v&g�K�r�M��

�G�b'v�b�z�^
Æ���c�
���b�\�>�~�[�M��

• �� UDLD �b�+0[�� >&P.24-1>'

• �� UDLD �b�¹�Ç�›�Ý�º0¿���� >&P.24-2>'

• ���«�–�µ�³�V�[�b  UDLD �b0¿���� >&P.24-2>'

>&�@>' �G�b'v�b�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 Series Switch 
Cisco IOS Command Reference���>�|�g���b  URL �b6õ4��Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6350/index.html

UDLD �b�+0[
UDLD �_�|�~�

œ�Ç�“�–�Â�r�S�c5¡0��–�î�§�¿�µ�º  �£�î�È�Ý>&�•�¸�¦�Ü  5 �£�î�È�Ý�^�]>'�†�Q#Ý�K�Z
�K)F�I�€�S�¹�Â�–�«�[�
�£�î�È�Ý�b"@#.�S�B�†%�0i�K�
�"�‰�¥�Ü�å�¡�b�Ñ�~�†�è���[�A�r�M���Ü�å�¡�V
�[�ß�î�•�Ý  �¹�Â�–�«�?�}3æ�™�I�€�S�º�Û�Ç�•�µ�¡�c�¿�–�Â�î�[�w�™�I�€�•�b�_�P�K�
�¿�–�Â�î�?�}3æ
�™�I�€�S�º�Û�Ç�•�µ�¡�c�ß�î�•�Ý  �¹�Â�–�«�[�w�™�I�€�^�8���œ�_�c�–�_�
�"�‰�¥�Ü�å�¡�@$Î#Õ�K�r�M��
�"�‰�¥�Ü�å�¡�@�è���I�€�•�\�
 UDLD �@6õ�€�b�6�•�–�å�±�î�Ç�™�–�«�†�©�Õ�µ�º�²�˜�å�K�
�Ø�î�¨�_
3û%±�K�r�M���"�‰�¥�Ü�å�¡�c�
�«�Ã�½�å�¢�¶�Ü�î  �º�Ï�ß�ª  �Ý�î�É�†�c�L�u�
�I�r�J�r�^�e8Ÿ�†�,�A2s
�G�M�•+��ö�@�6�~�r�M��

UDLD �c�
�Þ�–�Ö  1 �Ó�•�½�¬�Ò�\�\�v�_�8#Ý�K�
�Ü�å�¡�b"@#.$×�«�¸�î�±�«�†�8�9�M�•�Þ�–�Ö  2 �É�ß
�º�¥�Ý�[�M���Þ�–�Ö  1 �[�c�
"@#.$×�©�¢�¼�Ü�å�¢�>�|�g7€���è���c�
+¬�·�¿�¦�©�š�î�©�Ù�å�_�|�W�Z��
#.�I�€�r�M�� UDLD �c�
�¿�–�Â�î�b  ID �b�è%±�
1��W�Z�K)F�I�€�S�–�å�±�î�Ç�™�–�«�b�©�Õ�µ�º�²�˜�å
�^�]�
+¬�·�¿�¦�©�š�î�©�Ù�å�[�c��/œ�Y�•+��^��#.�†��/œ�K�r�M��+¬�·�¿�¦�©�š�î�©�Ù�å�\  UDLD �b
�g�‰�†�–�¿�î�È�Ý�_�M�•�\�
�Þ�–�Ö  1 �\�Þ�–�Ö  2 �b�è%±�µ+��@4��·�K�
"@#.$×�>�|�g1=#.$×�^�"�M�‰�¥
�K)F�
�>�|�g�Ú�b�É�ß�º�¥�Ý�b1��·�8�†75�F�K�r�M��

�P�_�^�W�S�Ç�“�–�Â  �£�î�È�Ý�b�:�U�M�‰�b�K)F�@�)�•�I�€�S���œ�
+¬�·�¿�¦�©�š�î�©�Ù�å�@�”�¡�¸�•
�È�[�6�•7H�~�
�Q�b�Ü�å�¡�c�”�µ�É"g�Â�@)T�â�I�€�^�C�^�~�r�M���G�b���œ�
1=#.�Ü�å�¡�c�Y���[�6
�~�
 UDLD �c�1�b��#.�v/œ�8�r�O�‡���Þ�–�Ö  1 �?�}0b�Z�g�‰�b�Ç�“�–�Â�@�G�–�_'�
>�K�Z�8�€�d�
�Þ
�–�Ö  2 �b  UDLD �c�Q�€�}�b�Ç�“�–�Â�@�G�K�C�K)F�I�€�Z�8�•�?�]�:�?�
�º�Û�Ç�•�µ�¡�@�G�K�83Æ�K�¹
�Â�–�«6ë�[�n�‰�¥�_�v�€�Z�8�•�?�]�:�?�†�8�9�K�r�M��+¬�·�¿�¦�©�š�î�©�Ù�å�c�Þ�–�Ö  1 �b�µ+��^�b
�[�
�G�b�³�™�µ�¡�c+¬�·�¿�¦�©�š�î�©�Ù�å�[�c�Y�•+��[�M��
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'¨  24 'v       UDLD �b0¿��
UDLD �b�¹�Ç�›�Ý�º0¿��
�«�–�µ�³�c�
3Æ�K�¹�Â�–�«�b  UDLD �@�–�¿�î�È�Ý�b�–�å�±�î�Ç�™�–�«�_�
 UDLD �Ã�£�µ�º�†���‡$×�_
3æ�™�K�r�M���G�b�Ã�£�µ�º�@�M���ì6ë
Æ�_�š�¥�î  �Â�µ�¡�I�€�•�b�_�
"I���b&�1��Â'Å>&�š�¥�î>'�@��
- �K�Z�8�•���œ�_�c�
�Q�b�Ü�å�¡�c�"�‰�¥�Ü�å�¡�\�K�Z�Ç�Û�¢�Ü�E�I�€�
�–�å�±�î�Ç�™�–�«�@�©�Õ�µ�º
�²�˜�å�I�€�r�M�� UDLD �É�ß�º�¥�Ý�_�|�~�"�‰�¥�Ü�å�¡�@�G�K�C1‘�9�I�€�Q�b�Q#Ý�@&—�F�I�€�•�|�:
�_�M�•�S�u�_�c�
�Ü�å�¡�b�g'ƒ�b�¹�Â�–�«�[  UDLD �@�§�Ï�î�º�I�€�Z�8�•�²0[�@�6�~�r�M��

>&�@>' �¹�Ç�›�Ý�º�[�c�
 UDLD �c5¡0��–�å�±�î�Ç�™�–�«�V�[�c�ß�î�•�Ý�[�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��
�G�b'�8®�b�Ó�¹�•�”�c�
�”�¡�­�«  �–�å�±�î�Ç�™�–�«�_�Q#Ý�I�€�•�G�\�@�¨�8�b�[�
�Ó�¹�•�”�_�Y0[�^
�D�š�º�Û�Ç�•�µ�¡�†3æ�™�K�^�8�|�:�_�M�•�S�u�[�M��

�W 24-1 �_�
�"�M�‰�¥�Ü�å�¡�²�ó�b�[�†&g�K�r�M���›�«�–�µ�³�c�
3Æ�K�«�–�µ�³�_�Ã�£�µ�º�†3æ�™�K�r
�M�@�
�G�€�\� �L�«�–�µ�³�?�}�b�Ã�£�µ�º�†�w�™�[�A�r�O�‡�� UDLD �c�"�‰�¥�K)F�†�è���K�
�¹�•�­�î
�È�Ý�_�K�r�M��

�W 24-1 �"�‰�¥�Ü�å�¡

UDLD �b�¹�Ç�›�Ý�º0¿��
/² 24-1 �_�
 UDLD �b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

�«�–�µ�³�V�[�b  UDLD �b0¿��
�G�G�[�c�
 UDLD �b0¿���m8p�_�X�8�Z1��Â�K�r�M��

• �� UDLD �b�¢�ß�î�Â�Ý�^�–�¿�î�È�Ý�ì�� >&P.24-3>'

�,���6�4  X �,���6�4  Y

�,���6�4  Z

Tx

Rx Tx

Rx

RxTx

14
46

08

/² 24-1 UDLD �b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º  �«�¸�î�±�«

UDLD �¢�ß�î�Â�Ý  �–�¿�î�È�Ý  �«�¸�î�º �¢�ß�î�Â�Ý�_�¹�•�­�î�È�Ý

�–�å�±�î�Ç�™�–�«�9�b  UDLD �–�¿�î�È�Ý  �«�¸�î�º>&
œ�Ç�“�–
�Â �Ó�¹�•�”#Ý>'

�M�m�Z�b�–�î�§�¿�µ�º
œ�Ç�“�–�Â  �–�å�±�î�Ç�™�–�«�[�–
�¿�î�È�Ý

�–�å�±�î�Ç�™�–�«�9�b  UDLD �–�¿�î�È�Ý  �«�¸�î�º>&�¶�–�«�º
�Ì�”>&5¡0�>'�Ó�¹�•�”#Ý>'

�–�å�±�î�Ç�™�–�«  Ethernet 10/100 �\  1000BASE-TX �[
�¹�•�­�î�È�Ý
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'¨  24 'v       UDLD �b0¿��
�«�–�µ�³�V�[�b  UDLD �b0¿��
• ���–�å�±�î�Ç�™�–�«�V�[  UDLD �†�–�¿�î�È�Ý�_�M�•�‰�2�� >&P.24-3>'

• ��
œ�Ç�“�–�Â�è�¥�b�–�å�±�î�Ç�™�–�«�V�[�b  UDLD �b�¹�•�­�î�È�Ý�ì�� >&P.24-3>'

• ��
œ�Ç�“�–�Â  �–�å�±�î�Ç�™�–�«�V�[�b  UDLD �b�¹�•�­�î�È�Ý�ì�� >&P.24-4>'

• ���¹�•�­�î�È�Ý�_�^�W�S�–�å�±�î�Ç�™�–�«�b�Ü�­�µ�º�� >&P.24-4>'

UDLD �b�¢�ß�î�Â�Ý�^�–�¿�î�È�Ý�ì

�«�–�µ�³�V�b�M�m�Z�b
œ�Ç�“�–�Â  �–�å�±�î�Ç�™�–�«�V�[  UDLD �†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�M�•�_
�c�
���b�8���†/œ�8�r�M��

�–�å�±�î�Ç�™�–�«�V�[  UDLD �†�–�¿�î�È�Ý�_�M�•�‰�2

�›�–�å�±�î�Ç�™�–�«�V�[  UDLD �†�–�¿�î�È�Ý�_�M�•�_�c�
���b�8���†/œ�8�r�M��


œ�Ç�“�–�Â�è�¥�b�–�å�±�î�Ç�™�–�«�V�[�b  UDLD �b�¹�•�­�î�È�Ý�ì

�¶���b
œ�Ç�“�–�Â�è�¥�b�–�å�±�î�Ç�™�–�«�V�[  UDLD �†�¹�•�­�î�È�Ý�_�M�•�_�c�
���b�8���†/œ�8�r
�M��

�¥�Ð�å�» % $×

Switch(config)# [ no] udld enable  �«�–�µ�³�b
œ�Ç�“�–�Â  �–�å�±�î�Ç�™�–�«�V�[  UDLD �†�¢
�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�K�r�M��


œ�Ç�“�–�Â  �–�å�±�î�Ç�™�–�«�V�[  UDLD �†�¢�ß�î�Â�Ý�_
�¹�•�­�î�È�Ý�_�M�•�_�c�
 no �Ÿ�î�á�î�»�†�Q#Ý�K�r�M��

>&�@>' �G�b�¥�Ð�å�»�c�

œ�Ç�“�–�Â  �–�å�±�î�Ç�™�–�«�T�E
�†0¿���K�r�M���G�b�¥�Ð�å�»�_�|�•0¿���c�
�¶���b�–
�å�±�î�Ç�™�–�«�b0¿���_�|�W�Z�V�i�A�I�€�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config-if)# udld enable  "I���b�–�å�±�î�Ç�™�–�«�V�[  UDLD �†�–�¿�î�È�Ý�_�K
�r�M��
œ�Ç�“�–�Â  �–�å�±�î�Ç�™�–�«�b���œ�
�G�b�¥�Ð�å
�»�c  udld enable �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�¥�Ð�å�»�_�|�•0¿���†�V�i�A�K�r�M��

�«�̧ �µ�É 2 Switch# show udld  interface  0¿���†&�1��K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config-if)# no udld enable  
œ�Ç�“�–�Â�è�¥�b�–�å�±�î�Ç�™�–�«�V�[  UDLD �†�¹�•
�­�î�È�Ý�_�K�r�M��

>&�@>' 
œ�Ç�“�–�Â  �–�å�±�î�Ç�™�–�«�b���œ�
 no udld 
enable �¥�Ð�å�»�†�Q#Ý�M�•�\�
�–�å�±�î�Ç�™�–
�«�b0¿���c  udld enable �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�_�|�•0¿���_�`�~�r�M��

�«�̧ �µ�É 2 Switch# show udld  interface  0¿���†&�1��K�r�M��
24-3
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'¨  24 'v       UDLD �b0¿��
�«�–�µ�³�V�[�b  UDLD �b0¿��

œ�Ç�“�–�Â  �–�å�±�î�Ç�™�–�«�V�[�b  UDLD �b�¹�•�­�î�È�Ý�ì

"I���b
œ�Ç�“�–�Â  �–�å�±�î�Ç�™�–�«�V�[  UDLD �†�¹�•�­�î�È�Ý�_�M�•�_�c�
���b�8���†/œ�8�r�M��

�¹�•�­�î�È�Ý�_�^�W�S�–�å�±�î�Ç�™�–�«�b�Ü�­�µ�º

UDLD �_�|�W�Z�©�Õ�µ�º�²�˜�å�I�€�S�M�m�Z�b�–�å�±�î�Ç�™�–�«�†�Ü�­�µ�º�M�•�_�c�
���b�8���†/œ
�8�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config-if)# udld disable  
œ�Ç�“�–�Â  �–�å�±�î�Ç�™�–�«�V�[  UDLD �†�¹�•�­�î�È�Ý�_�K
�r�M��

>&�@>' �G�b�¥�Ð�å�»�c�

œ�Ç�“�–�Â�è�¥�b�–�å�±�î�Ç�™�–�«�V
�[�c�§�Ï�î�º�I�€�Z�8�r�O�‡��

udld enable �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b0¿
���_�`�M�_�c�
 no �Ÿ�î�á�î�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 2 Switch# show udld  interface  0¿���†&�1��K�r�M��

�¥�Ð�å�» % $×

Switch# udld reset  UDLD �_�|�W�Z�©�Õ�µ�º�²�˜�å�I�€�S�M�m�Z�b�–�å�±�î
�Ç�™�–�«�†�Ü�­�µ�º�K�r�M��
24-4
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C H A P T E R 25

�"�M�‰�¥�–�î�§�¿�µ�º�b0¿��

>&�@>' Supervisor Engine 6-E �c�
�G�b�µ+��†�§�Ï�î�º�K�Z �8�r�O�‡ ��

�G�b'v�[�c�
 Catalyst 4000 �Ç�“�Ñ�Ü  �«�–�µ�³�V�[�"�M�‰�¥�–�î�§�¿�µ�º�†0¿���M�•�m8p�_�X�8�Z1��Â
�K�r�M���G�b'v�b
Æ���c�
���b�\�>�~�[�M��

• ���"�M�‰�¥�–�î�§�¿�µ�º�b�+0[�� >&P.25-1>'

• ���"�M�‰�¥�–�î�§�¿�µ�º�b0¿���� >&P.25-1>'

>&�@>' �G�b'v�b�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 Series Switch 
Cisco IOS Command Reference���>�|�g���b  URL �b6õ4��Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6350/index.html

�"�M�‰�¥�–�î�§�¿�µ�º�b�+0[
�«�±�È�Þ�«  GigabitEthernet �Ï�î�º�c�
�"�‰�¥�b�º�Û�Ç�•�µ�¡�†3æ�™�r�S�c�w�™�M�•�|�:�_0¿���[�A�r
�M���"�M�‰�¥�–�î�§�¿�µ�º�[�c�

²�§5�� �ž�Ï�î�º  �–�î�§�¿�µ�º#Ý�_  2 �X�b
œ�Ç�“�–�Â  �«�º�Û�å�»�†
�Q#Ý�M�•�b�[�c�^�C�
� �ž�Ï�î�º�b�"�‰�¥�º�Û�Ç�•�µ�¡�b3æ�™�r�S�c�w�™�_�Ç�“�–�Â  �«�º�Û�å�»�†  1 
�X�T�E�Q#Ý�K�r�M��� �ž�Ï�î�º�†�Q�€�R�€3æ�™�r�S�c�w�™�º�Û�Ç�•�µ�¡�_0¿���M�•�\�
�o�\�‡�]�b�º�Û
�Ç�•�µ�¡�@!“�Â'Å�b�"�‰�¥�Å�¹�œ  �È�ß�î�»�Ÿ�Õ�«�º  �«�º�Ü�î�Ò�[�6�•�|�:�^�·#ì�«�º�Ü�î�Ñ�å�¢�^�]
�b�”�É�Ü�£�î�©�Ù�å�[�
�º�Û�Ç�•�µ�¡��5��@  2 �¸�_�^�~�r�M��

�"�M�‰�¥�–�î�§�¿�µ�º�b0¿��

>&�@>' �Ï�î�º�b  UDLD �†+¬�·$×�_�¹�•�­�î�È�Ý�_�M�•�_�c�
�"�M�‰�¥�–�î�§�¿�µ�º�†�À�å�È�ß�µ�Ÿ�å�¢  � �ž
�Ï�î�º�[0¿���M�•�²0[�@�6�~�r�M��
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�"�M�‰�¥�–�î�§�¿�µ�º�†�–�¿�î�È�Ý�_�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�–�å�±�î�Ç�™�–�«  GigabitEthernet 1/1 �[�º�Û�Ç�•�µ�¡�†�"�‰�¥�[3æ�™�M�•�|�:�_0¿���M�•�[�†
&g�K�r�M��

Switch# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# interface gigabitethernet 1/1  
Switch(config-if)# unidirectional send-only
Switch(config-if)# end

Warning!

Enable l2 port unidirectional mode will automatically disable port udld. 
You must manually ensure that the unidirectional link does not create 
a spanning tree loop in the network.

Enable l3 port unidirectional mode will automatically disable ip routing
on the port. You must manually configure static ip route and arp entry
in order to route ip traffic.

���_�
�–�å�±�î�Ç�™�–�«  GigabitEthernet 1/1 �[�º�Û�Ç�•�µ�¡�†�"�‰�¥�[�w�™�M�•�|�:�_0¿���M�•�[�†
&g�K�r�M��

Switch# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# interface gigabitethernet 1/1  
Switch(config-if)# unidrectional receive-only
Switch(config-if)# end

Warning!

Enable l2 port unidirectional mode will automatically disable port udld. 
You must manually ensure that the unidirectional link does not create 
a spanning tree loop in the network.

Enable l3 port unidirectional mode will automatically disable ip routing
on the port. You must manually configure static ip route and arp entry
in order to route ip traffic.

���_�
0¿���†&�1��M�•�[�†&g�K�r�M��

Switch> show interface gigabitethernet 1/1 unidirectional
  show interface gigabitethernet 1/1 unidirectional

Unidirectional configuration mode: send only

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# interface  { vlan  vlan_ID  | 
{ fastethernet  | gigabitethernet | 
tengigabitethernet } slot/interface  | Port-channel 
number } 

0¿���M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�̧ �µ�É 2 Switch(config-if)# [ no] unidirectional { send-only  
| receive-only } 

�"�M�‰�¥�–�î�§�¿�µ�º�†�–�¿�î�È�Ý�_�K�r�M��

�"�M�‰�¥�–�î�§�¿�µ�º�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no 
�Ÿ�î�á�î�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 3 Switch(config-if)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 4 Switch# show interface { vlan  vlan_ID  | 
{ fastethernet  | gigabitethernet | 
tengigabitethernet } slot/interface } 
unidirectional

0¿���†&�1��K�r�M��
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  CDP neighbour unidirectional configuration mode: receive only

���_�
�–�å�±�î�Ç�™�–�«  GigabitEthernet 1/1 �V�[�"�M�‰�¥�–�î�§�¿�µ�º�†�¹�•�­�î�È�Ý�_�M�•�[�†&g
�K�r�M��

Switch# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# interface gigabitethernet 1/1  
Switch(config-if)# no unidirectional
Switch(config-if)# end

���_�
�"�M�‰�¥�–�î�§�¿�µ�º�†�§�Ï�î�º�K�^�8�Ï�î�º�_  show interface �¥�Ð�å�»�†$Î/œ�K�S���œ�b)�
�Ý�†&g�K�r�M��

Switch#show interface f6/1 unidirectional
Unidirectional Ethernet is not supported on FastEthernet6/1
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�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿��

�G�b'v�[�c�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�V�b�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�_�X�8�Z1��Â�K�r�M��0¿
���V�b�@�–�¦8o�
0¿���m8p�
�>�|�g0¿���[�_�X�8�Z�v&g�K�r�M��

�G�b'v�b�z�^
Æ���c�
���b�\�>�~�[�M��

• ���Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b�+0[�� >&P.26-1>'

• ��0¿���ì�b�@�–�¦8o�� >&P.26-5>'

• ��1=#.�Þ�–�Ö  3 VLAN �–�å�±�î�Ç�™�–�«�b0¿���� >&P.26-5>'

• ���Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�\�K�Z�b  VLAN �b0¿���� >&P.26-6>'

• ��"@#.�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿���� >&P.26-11>'

• �� EIGRP �«�±�È  �Ý�î�¸�•�å�¢�b0¿���� >&P.26-12>'

>&�@>' �G�b'v�b�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 Series Switch 
Cisco IOS Command Reference���>�|�g���b  URL �b6õ4��Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6350/index.html

�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b�+0[
�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• ��1=#.�Þ�–�Ö  3 VLAN �–�å�±�î�Ç�™�–�«�� >&P.26-2>'

• ��"@#.�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�� >&P.26-2>'

• �� SVI +¬�·�«�¸�î�º7V�¥�b�+0[�� >&P.26-3>'

• ���Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«  �•�˜�å�±�b�+0[�� >&P.26-4>'

Catalyst 4500 �Ç�“�Ñ�Ü  �«�–�µ�³�c�
 Cisco IOS Internet Protocol>&IP>'�>�|�g  IP �Ý�î�¸�•�å�¢  �É�ß�º
�¥�Ý�[�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�†�§�Ï�î�º�K�Z�8�r�M�� �¿�µ�º�á�î�¡ �Þ�–�Ö�[�6�•�Þ�–�Ö  3 �c�
�z�_
�Ã�£�µ�º
Æ�¹�î�±�b1=#.�–�å�±�î�¿�µ�º�á�î�¡  �Ã�«�l�b�Ý�î�¸�•�å�¢�†/œ�8�r�M��

�¹�î�±  �Ü�å�¡  �Þ�–�Ö�[�6�•�Þ�–�Ö  2 �c�
 "@#.�Þ�–�Ö>&�Þ�–�Ö 1>'�†�D�š�M�•�É�ß�º�¥�Ý�\�
�Ó�¹�•�”
�_��3æ�I�€�•�S�b�¹�î�±�b�Ç�Þ�î�Ñ�å�¢�‰�2�@�µ�r�€�Z�8�r�M�� LAN �V�b  2 �X�b�­�¢�Ó�å�º6ë�[�Ç
�Þ�î�Ò
Æ�b�¹�î�±�†�Ç�•�Ý�±�Ü�å�¢�>�|�g3?3æ�M�•�Þ�–�Ö  2 �b�µ+��†�
 �È�Ü�µ�ª�å�¢ �\�8�8�r�M��
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�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b�+0[
Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
 2 '�8®�b�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�†�§�Ï�î�º�K�Z�8�r�M��1=#.
�Þ�–�Ö  3 VLAN �–�å�±�î�Ç�™�–�«�c�
�Ý�î�¸�•�å�¢�\�È�Ü�µ�ª�å�¢�b�µ+��†)+�œ�K�r�M��
Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
"@#.�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�†�Q#Ý�K�Z�‘�¶�b�Ý�î�±�b�|�:�_
0¿���[�A�r�M��

1=#.�Þ�–�Ö  3 VLAN �–�å�±�î�Ç�™�–�«

1=#.�Þ�–�Ö  3 VLAN �–�å�±�î�Ç�™�–�«�c�
�Þ�–�Ö  2 �«�–�µ�³�V�b  VLAN �l�b1=#.�Ý�î�¸�•�å�¢  �–�å
�±�î�Ç�™�–�«�\�K�Z�µ+��K�r�M���‘�¶�b�¿�µ�º�á�î�¡�[�c�
�Ý�î�±�\�«�–�µ�³6ë�b"@#.�–�å�±�î�Ç�™�–
�«�@ VLAN 6ë�Ý�î�¸�•�å�¢�†��/œ�M�•�²0[�@�6�~�r�K�S�� Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�"�M�b
Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�b�Ý�î�¸�•�å�¢�\�È�Ü�µ�ª�å�¢�µ+��†)+�œ�M�•�G�\�[�
 VLAN 6ë
�Ý�î�¸�•�å�¢�†�§�Ï�î�º�K�r�M��

�W 26-1 �[�c�
�‘�¶�b�¿�µ�º�á�î�¡�[  3 �Ž�b"@#.�¹�Â�–�«�_�|�W�Z��/œ�I�€�Z�8�S�Ý�î�¸�•�å�¢�\�È
�Ü�µ�ª�å�¢�µ+��@�
�]�b�|�:�_�K�Z  1 �Ž�b Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�V�[1=#.$×�_��/œ�I�€�Z�8
�•�?�†&g�K�r�M��

�W 26-1 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b1=#.�Þ�–�Ö  3 VLAN �–�å�±�î�Ç�™�–�«

"@#.�Þ�–�Ö 3 �–�å�±�î�Ç�™�–�«

"@#.�Þ�–�Ö 3 �–�å�±�î�Ç�™�–�«�c�
�‘�¶�b�Ý�î�±�_'¼�K�8�µ+��†�§�Ï�î�º�K�r�M���G�€�}�b�Þ�–�Ö  3 �–
�å�±�î�Ç�™�–�«�c�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�l�b"@#.�Ý�î�¸�•�å�¢  �–�å�±�î�Ç�™�–�«�†�Í�«�º
�_�f�j�K�r�M��

�W 26-2 �_�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�@�‘�¶�b�Ý�î�±�\�K�Z�µ+��M�•�[�†&g�K�r�M��

L2 �,���6�4 L2 �,���6�4

�^�o�2

�N�,�;  1 �N�,�;  2

VLAN 4F�^�o�9���f�#!ª�é�å�ê�é
�@�6�;�b�o�"  �;�P�`�+
 

�N�,�;  1 �N�,�;  2


±	û�é  Catalyst 4500 �*�]�o�-  �,���6�4
��é
.°!�  VLAN 4F�^�o�9���f�#

�^�o�9���f�#

VLAN1 VLAN2

VLAN1 VLAN2

94
16

9

���f�2�o�H�����,  Ethernet
1.1.1.1

���f�2�o�H�����,  VLAN1
1.1.1.1

���f�2�o�H�����,  VLAN2
2.1.1.1

���f�2�o�H�����,  Ethernet
2.1.1.1
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SVI +¬�·�«�¸�î�º7V�¥�b�+0[

>&�@>' Supervisor Engine 6-E �c�
 SVI +¬�·�«�¸�î�º7V�¥�§�Ï�î�º �K�r�O�‡ ��

�Ý�î�±  VLAN �–�å�±�î�Ç�™�–�«�†���”�µ�É / �”�µ�É��"g�Â�_�M�•�S�u�_�c�
���b�M+á$×�^�²�ó�† 6�S
�M�²0[�@�6�~�r�M��

• VLAN �@�«�–�µ�³�b  VLAN �¹�î�±�Ë�î�«�_�Ñ�~�K�
 ���”�¡�¸�•�È���[�6�•�G�\��

• VLAN �–�å�±�î�Ç�™�–�«�@�Ý�î�±�_�Ñ�~�K�
'ö#.�V�b�²�˜�å"g�Â�[�6�•�G�\��

• �a�^�C�\�v  1 �X�b�Þ�–�Ö  2>&�”�¡�­�«  �Ï�î�º�r�S�c�º�Û�å�¡>'�Ï�î�º�@�Ñ�~�K�
�G�b  VLAN �V�[
�Ü�å�¡�@���”�µ�É��"g�Â�[�6�~�
 VLAN �[�«�Ã�½�å�¢�¶�Ü�î  �Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�[�6�•�G
�\��

>&�@>' �P�Â�M�•  VLAN �Ü�å�¡�_�“�M�•�q�6�b�«�–�µ�³�Ï�î�º�@�”�µ�É�_�^�~�
�«�Ã�½�å�¢�¶�Ü�î  �Ç�›�á�î
�¹�•�å�¢  �«�¸�î�º�\�^�•�\�
 VLAN �–�å�±�î�Ç�™�–�«�b�É�ß�º�¥�Ý  �Û�–�å  �«�¸�î�º�@�”�µ�É�_�^�~�r
�M��

3û�–�
 VLAN 
Æ�_ VLAN �–�å�±�î�Ç�™�–�«�b�Ï�î�º�@0
�X�6�•���œ�c�
 VLAN 
Æ�b�M�m�Z�b�Ï�î�º�@
���²�˜�å���M�•�\�A�_  SVI �@���²�˜�å���K�r�M�� SVI +¬�·�«�¸�î�º7V�¥�µ+��c�
 SVI �b���”�µ�É�>�|�g
�²�˜�å���8�•�ì�_�•�˜�å�º�K�^�8�Ï�î�º�†�Ð�î�Ÿ�å�¢�M�•�À�È�_�^�~�
�Q�b�Ï�î�º�[�–�¿�î�È�Ý�[�6�•
�M�m�Z�b VLAN �_4:#Ý�I�€�r�M��

VLAN �–�å�±�î�Ç�™�–�«�c�
�Þ�–�Ö  2 �Ï�î�º�@�¥�å�Â�î�ª�™�å�«>&�X�r�~�
�Ü�«�½�å�¢�>�|�g�Û�î�½
�å�¢�?�}�Ç�›�á�î�¹�•�å�¢�_&ã/œ>'�M�•�ì6ë�†)�4#�K�S�6�\�
2s�·�K�r�M���G�€�_�|�~�
�Ý�î�¸�•�å�¢  
�É�ß�º�¥�Ý�>�|�g�Q�b�Ú�b�µ+��@  VLAN �–�å�±�î�Ç�™�–�«�†�Ç�Ý'�
>�I�O�•�r�[�Q#Ý�K�^�8�|�:�_�K
�r�M���r�S�
�È�Û�µ�¡  �Í�î�Ý  �Ý�î�¸�•�å�¢�^�]�b�9�b�e8Ÿ�@$Î#Õ�K�^�8�|�:�_�K�r�M��

�^�o�2

�N�,�;  1 �N�,�;  2

Catalyst 4500 �*�]�o�-  �,���6�4
��é �!�  VLAN 4F�^�o�9���f�#

���f�2�o�H�����,  Ethernet
1.1.1.1

���f�2�o�H�����,  Ethernet
2.1.1.1

94
16

8

2/1 2/2
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Supervisor Engine 6-E �[�c�
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• 
°�Š�Ð�Ý�³�Ÿ�Õ�«�º

• ���Š�Ø�½�Ÿ�Õ�«�º

• ���Š�Ð�Ý�³�Ÿ�Õ�«�º

�›'��b�•�˜�å�±�_�X�8�Z�
�Ã�£�µ�º�X�>�|�g3æ�w�™�I�€�•�œ0£�Â�–�º�X�b�g�‰�@�•�˜�å�º�I�€�r�M��

�§�Ï�î�º�I�€�•�•�˜�å�±�b�œ0£�X�c�
�§�Ï�î�º�I�€�Z�8�•�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�X�|�~�a�^�8�S
�u�
�M�m�Z�b�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�[�•�˜�å�±�†0¿���[�A�•�\�c�?�B�~�r�O�‡���Q�b�S�u�
�Ø�î�¨
�@�Þ�–�Ö 3 �–�å�±�î�Ç�™�–�«�_�•�˜�å�±�†�m�~�\�Z�•�\�
�6�•�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º
0¿���_�c�•�˜�å�±�@�^�C�^�~�r�M��

>&�@>' �Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«  �•�˜�å�±�†�–�¿�î�È�Ý�_�M�•�_�c�
�–�å�±�î�Ç�™�–�«  �Ô�î�»�[  counter �¥
�Ð�å�»�†$Î/œ�M�•�²0[�@�6�~�r�M���Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«  �•�˜�å�±�†0¿���M�•�m8p�_�X�8�Z�c�


���Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«  �•�˜�å�±�b0¿���� >&P.26-10>'�†�g!·�K�Z�C�T�I�8��

�G�€�}�b�Á�î�»�˜�™�”  �•�˜�å�±�c�
 show interface �¥�Ð�å�»�b���Š�_/²&g�I�€�r�M�����_�[�†&g�K�r
�M��

Switch# show interface vlan 1
Vlan1 is up, line protocol is up
  Hardware is Ethernet SVI, address is 0005.9a38.6cff (bia 0005.9a38.6cff)
  Internet address is 10.0.0.1/8
  MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec, 
     reliability 255/255, txload 1/255, rxload 1/255
  Encapsulation ARPA, loopback not set
  Keepalive not supported
  ARP type: ARPA, ARP Timeout 04:00:00
  Last input never, output never, output hang never
  Last clearing of "show interface" counters never
  Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
  Queueing strategy: fifo
  Output queue: 0/40 (size/max)
  5 minute input rate 0 bits/sec, 0 packets/sec
  5 minute output rate 0 bits/sec, 0 packets/sec
  L3 in Switched: ucast: 0 pkt, 0 bytes - mcast: 0 pkt, 0 bytes     <====
  L3 out Switched: ucast: 0 pkt, 0 bytes - mcast: 0 pkt, 0 bytes    <====
     0 packets input, 0 bytes, 0 no buffer
     Received 0 broadcasts (0 IP multicasts)
     0 runts, 0 giants, 0 throttles
     0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
     1 packets output, 46 bytes, 0 underruns
     0 output errors, 0 interface resets
     0 output buffer failures, 0 output buffers swapped out
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'¨  26 'v       �Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿��
0¿���ì�b�@�–�¦8o
0¿���ì�b�@�–�¦8o
Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
 AppleTalk �Ý�î�¸�•�å�¢�>�|�g  IPX �Ý�î�¸�•�å�¢�†�§�Ï�î�º�K�r
�M�� AppleTalk �Ý�î�¸�•�å�¢�>�|�g  IPX �Ý�î�¸�•�å�¢�_�X�8�Z�c�
���b  URL �b�� Cisco IOS AppleTalk 
and Novell IPX Configuration Guide���b�� Configuring AppleTalk���>�|�g�� Configuring Novell IPX��
�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/docs/ios/at/configuration/guide/12_4/atk_12_4_book.html

http://www.cisco.com/en/US/docs/ios/novipx/configuration/guide/config_novellipx_ps6350_TSD_Pro
ducts_Configuration_Guide_Chapter.html

>&�@>' Supervisor Engine 6-E �c�
 AppleTalk �Ý�î�¸�•�å�¢�\  IPX �Ý�î�¸�•�å�¢�†�§�Ï�î�º �K�Z�8�r�O�‡ ��

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
�§�È�–�å�±�î�Ç�™�–�«�r�S�c�Þ�–�Ö  3 �Ç�“�«�º  �–�î�§�¿�µ�º�
� 
�ž�Å�µ�º  �–�î�§�¿�µ�º�
 10 � �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�V�b  encapsulation �Ÿ�î�á�î�»
�†�§�Ï�î�º�K�Z�8�r�O�‡��

>&�@>' Cisco IOS �¯�Ç�º�˜�™�”�@'�
>�M�•�M�m�Z�b�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�\� �]�_�
 SVI �_�m�~�\�Z�}�€
�•  IP �”�»�Þ�«�>�|�g�¿�µ�º�á�î�¡�c�
�«�–�µ�³�V�b�Ú�b�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�_�m�~�\�Z�}�€�•
�v�b�\5�0
�[�A�r�O�‡��

1=#.�Þ�–�Ö  3 VLAN �–�å�±�î�Ç�™�–�«�b0¿��

>&�@>' 1=#.�Þ�–�Ö  3 VLAN �–�å�±�î�Ç�™�–�«�†0¿���M�•�S�_�
�«�–�µ�³�V�_  VLAN �†�8�B�>�|�g0¿���K�
�Þ
�–�Ö  2 �–�å�±�î�Ç�™�–�«�_  VLAN �Ó�å�Â�î�©�µ�É�†�m�~�\�Z�•�²0[�@�6�~�r�M���r�S�
 IP �Ý�î�¸�•�å
�¢�@�¹�•�­�î�È�Ý�b���œ�c  IP �Ý�î�¸�•�å�¢�†�–�¿�î�È�Ý�_�K�
 IP �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�†�æ���M�•
�²0[�@�6�~�r�M��

1=#.�Þ�–�Ö  3 VLAN �–�å�±�î�Ç�™�–�«�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# vlan  vlan_ID VLAN �†�8�B�K�r�M��

�«�̧ �µ�É 2 Switch(config)# interface vlan  vlan_ID 0¿���M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�̧ �µ�É 3 Switch(config-if)# ip address  ip_address subnet_mask  IP �”�»�Þ�«�>�|�g  IP �§�È�¿�µ�º�†0¿���K�r�M��

�«�̧ �µ�É 4 Switch(config-if)# no shutdown  �–�å�±�î�Ç�™�–�«�†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 5 Switch(config-if)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 6 Switch# copy running-config startup-config  0¿���b�š�f
Æ���†  Nonvolatile Random-Access 
Memory>&NVRAM; �Y�y$Î�ö  RAM>'�_�–�Ñ�K�r
�M��

�«�̧ �µ�É 7 Switch# show interfaces  [ type slot/interface ] 
Switch# show ip interfaces  [ type slot/interface ] 
Switch# show running-config interfaces  [ type 
slot/interface ]
Switch# show running-config interfaces vlan  vlan_ID

0¿���†&�1��K�r�M��
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'¨  26 'v       �Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿��
�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�\�K�Z�b  VLAN �b0¿��
���_�
1=#.�Þ�–�Ö  3 VLAN �–�å�±�î�Ç�™�–�«  vlan 2 �†0¿���K�
 IP �”�»�Þ�«�†�m�~�\�Z�•�[�†&g�K�r�M��

Switch> enable
Switch# config term
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# vlan 2
Switch(config)# interface vlan 2
Switch(config-if)# ip address 10.1.1.1 255.255.255.248
Switch(config-if)# no shutdown
Switch(config-if)# end

���_�
 show interfaces �¥�Ð�å�»�†�Q#Ý�K�Z�
�Þ�–�Ö  3 VLAN �–�å�±�î�Ç�™�–�«  vlan 2 �b�–�å�±�î�Ç�™
�–�«  IP �”�»�Þ�«�b0¿���>�|�g�«�¸�î�±�«�†/²&g�M�•�[�†&g�K�r�M��

Switch# show interfaces vlan 2
Vlan2 is up, line protocol is down
  Hardware is Ethernet SVI, address is 00D.588F.B604 (bia 00D.588F.B604)
  Internet address is 172.20.52.106/29
  MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,
     reliability 255/255, txload 1/255, rxload 1/255
  Encapsulation ARPA, loopback not set
  ARP type: ARPA, ARP Timeout 04:00:00
  Last input never, output never, output hang never
  Last clearing of "show interface" counters never
  Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
  Queueing strategy: fifo
  Output queue: 0/40 (size/max)
  5 minute input rate 0 bits/sec, 0 packets/sec
  5 minute output rate 0 bits/sec, 0 packets/sec
     0 packets input, 0 bytes, 0 no buffer
     Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
     0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
     0 packets output, 0 bytes, 0 underruns
     0 output errors, 0 interface resets
     0 output buffer failures, 0 output buffers swapped out
Switch#

���_�
 show running-config �¥�Ð�å�»�†�Q#Ý�K�Z�
�Þ�–�Ö  3 VLAN �–�å�±�î�Ç�™�–�«  vlan 2 �b�–�å
�±�î�Ç�™�–�«  IP �”�»�Þ�«�b0¿���†/²&g�M�•�[�†&g�K�r�M��

Switch# show running-config
Building configuration...

Current configuration : !
interface Vlan2
 ip address 10.1.1.1 255.255.255.248
!
ip classless
no ip http server
!
!
line con 0
line aux 0
line vty 0 4
!
end

�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�\�K�Z�b  VLAN �b0¿��
�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• �� SVI +¬�·�«�¸�î�º7V�¥�b0¿���� >&P.26-7>'
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'¨  26 'v       �Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿��
�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�\�K�Z�b  VLAN �b0¿��
• �� IP MTU �§�–�¬�b0¿���� >&P.26-8>'

• ���Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«  �•�˜�å�±�b0¿���� >&P.26-10>'

SVI +¬�·�«�¸�î�º7V�¥�b0¿��

>&�@>' Supervisor Engine 6-E �c�
 SVI +¬�·�«�¸�î�º7V�¥�§�Ï�î�º �K�r�O�‡ ��

>&�@>' SVI +¬�·�«�¸�î�º7V�¥�µ+��c�
�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�[�6�~�
 Spanning Tree Protocol>&STP; �«�Ã�½
�å�¢�¶�Ü�î  �É�ß�º�¥�Ý>'�«�¸�î�º�\� �‡�K�Z�8�r�M��

SVI +¬�·�«�¸�î�º7V�¥�µ+��c�
���b�Ï�î�º0¿���š�f�@$Î#Õ�K�S���œ�_�
�«�–�µ�³�b�Þ�–�Ö  3 �–�å�±�î
�Ç�™�–�«�b�©�Õ�µ�º�²�˜�å>&�r�S�c2s�·>'�†/œ�8�r�M��

• VLAN �V�b�q�‹�b�Ï�î�º�@�²�˜�å�M�•�\�
�Q�b  VLAN �V�b�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�@�©�Õ�µ�º
�²�˜�å�K�r�M>& SVI +¬�·�«�¸�î�º>' ��

• VLAN �V�b�q�6�b�Ï�î�º�@'g�U�V�@�W�S"g�Â�_�`�~�
�Q�€�r�[�©�Õ�µ�º�²�˜�å�K�Z�8�S  VLAN �V
�b�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�@2s�U�V�@�•���œ��

SVI +¬�·�«�¸�î�º7V�¥�c�
 SVI �b�«�¸�î�±�«��*O>&�”�µ�É�r�S�c�²�˜�å>'�_�µ�r�€�•�”�¡�­�«  �Ï�î�º
�r�S�c�º�Û�å�¡�†�
�Q�€�@� �L  VLAN �_�“�M�•���œ�[�v7V�¥�K�r�M���I�}�_�
7V�¥�I�€�S�”�¡�­�«  
�Ï�î�º�r�S�c�º�Û�å�¡�@�”�µ�É"g�Â�[�6�~�
 VLAN 
Æ�b�9�b�Ï�î�º�@�²�˜�å"g�Â�[�6�•���œ�[�v�
 SVI 
�«�¸�î�º�c�²�˜�å�_�š�f�I�€�r�M��

SVI �«�¸�î�º�†���”�µ�É���_�M�•�_�c�
 VLAN 
Æ�b�a�^�C�\�v  1 �X�b�Ï�î�º�@�”�µ�É"g�Â�[�6�~�
7V
�¥�I�€�Z�8�^�8�²0[�@�6�~�r�M���G�€�c�
 SVI �«�¸�î�±�«�b�ô���ì�_�Ô�½�±�Ü�å�¢  �Ï�î�º�b�«�¸�î�±
�«�†7V�¥�M�•�b�_�z'g�U�r�M��

SVI +¬�·�«�¸�î�º7V�¥�†4:#Ý�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 SVI +¬�·�«�¸�î�º7V�¥�†�–�å�±�î�Ç�™�–�«  g3/1 �_4:#Ý�M�•�[�†&g�K�r�M��

Switch# conf terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# interface g3/1
Switch(config-if)# switchport autostate exclude  
Switch(config-if)# end
Switch# show run int g3/4  
Building configuration...

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 2 Switch(config)#  interface  interface-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä
���K�r�M��

�«�̧ �µ�É 3 Switch(config-if)# switchport autostate exclude SVI �b�«�¸�î�±�«��*O>&�”�µ�É�r�S�c�²�˜�å>'�_�µ�r
�€�•�”�¡�­�«  �Ï�î�º�r�S�c�º�Û�å�¡�†7V�¥�K�r�M��

�«�̧ �µ�É 4 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 5 Switch# show run int g3/4 ��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��

�«�̧ �µ�É 6 Switch# show int g3/4 switchport 0¿���†&�1��K�r�M��
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'¨  26 'v       �Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿��
�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�\�K�Z�b  VLAN �b0¿��
Current configuration : 162 bytes
!
interface GigabitEthernet3/4
 switchport trunk encapsulation dot1q
 switchport trunk allowed vlan 2,3
 switchport autostate exclude                                  <=====
 switchport mode trunk
end

Switch# show int g3/4 switchport
Name: Gi3/4
Switchport: Enabled
Administrative Mode: trunk
Operational Mode: trunk
Administrative Trunking Encapsulation: dot1q Operational Trunking Encapsulation: dot1q 
Negotiation of Trunking: On Access Mode VLAN: 1 (default) Trunking Native Mode VLAN: 1 
(default) Administrative Native VLAN tagging: enabled Voice VLAN: none Administrative 
private-vlan host-association: none Administrative private-vlan mapping: none 
Administrative private-vlan trunk native VLAN: none Administrative private-vlan trunk 
Native VLAN tagging: enabled Administrative private-vlan trunk encapsulation: dot1q 
Administrative private-vlan trunk normal VLANs: none Administrative private-vlan trunk 
associations: none Administrative private-vlan trunk mappings: none Operational 
private-vlan: none Trunking VLANs Enabled: 2,3 Pruning VLANs Enabled: 2-1001 Capture Mode 
Disabled Capture VLANs Allowed: ALL
Autostate mode exclude                                     <======

Unknown unicast blocked: disabled
Unknown multicast blocked: disabled
Appliance trust: none
Switch#

IP MTU �§�–�¬�b0¿��

�–�å�±�î�Ç�™�–�«�?�}3æ�™�I�€�S  IPv4 �Ã�£�µ�º�r�S�c  IPv6 �Ã�£�µ�º�b�q�±��3æ�"�)>& MTU>'�§�–�¬
�†�É�ß�º�¥�Ý�H�\�_0¿���[�A�r�M��

MTU �b�D7H�¦8o�_�X�8�Z�c�
 ���q�±��3æ�"�)�b�+0[�� >&P.6-18>'�†�g!·�K�Z�C�T�I�8��

>&�@>' �–�å�±�î�Ç�™�–�«�_�É�ß�º�¥�Ý�_7H���I�€�^�8  MTU �Í�†0¿���M�•�_�c�
 mtu �–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M�� MTU �Í�b>& mtu �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�S>'�š�f�c�
 IP MTU �Í�_�s8j�†�Z�<�r�M��#'�~�b  IP MTU �Í�@  MTU �Í�\�M
+´�M�•���œ�_  MTU �Í�†�š�f�M�•�\�
 IP MTU �Í�c�‚�K�8  MTU �\�M+´�M�•�|�:+¬�·$×�_�š�f�I�€�r�M��
�S�T�K�
3ë�b���œ�c� �]�[�c�6�~�r�O�‡�� IP MTU �Í�†�š�f�K�Z�v  mtu �¥�Ð�å�»�b�Í�_�c�s8j�@�6�~
�r�O�‡��

MTU �§�–�¬�b0¿���_�X�8�Z�c�
 �� MTU �§�–�¬�b0¿���� >&P.6-19>'�†�g!·�K�Z�C�T�I�8��

�–�å�±�î�Ç�™�–�«�?�}3æ�™�I�€�S  IPv4 �Ã�£�µ�º�r�S�c  IPv6 �Ã�£�µ�º�b�q�±��3æ�"�)>& MTU>'�§�–�¬
�†�É�ß�º�¥�Ý�H�\�_0¿���M�•�_�c�
���b�8���†��/œ�K�r�M��
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'¨  26 'v       �Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿��
�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�\�K�Z�b  VLAN �b0¿��
���_�
�–�å�±�î�Ç�™�–�«�[  IPv4 MTU �†0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal
Enter configuration commands, one per line.End with CNTL/Z.
Switch(config)# interface vlan 1
Switch(config-if)# ip mtu 68
Switch(config-if)# exit
Switch(config)# end
Switch# show ip interface vlan 1
Vlan1 is up, line protocol is up
  Internet address is 10.10.10.1/24
  Broadcast address is 255.255.255.255
  Address determined by setup command
  MTU is 68 bytes
  Helper address is not set
.........................(continued)

���_�
�–�å�±�î�Ç�™�–�«�[  IPv6 MTU �†0¿���M�•�[�†&g�K�r�M��
Switch# configure terminal
Enter configuration commands, one per line.End with CNTL/Z.
Switch(config)# interface vlan 1
Switch(config-if)# ipv6 mtu 1280
Switch(config)# end
Switch# show ipv6 nterface vlan 1

���_�
0¿���†&�1��M�•�[�†&g�K�r�M��
Vlan1 is up, line protocol is up
  IPv6 is enabled, link-local address is FE80::214:6AFF:FEBC:DEEA 
  Global unicast address(es):
    1001::1, subnet is 1001::/64 
  Joined group address(es):
    FF02::1
    FF02::1:FF00:1
    FF02::1:FFBC:DEEA
  MTU is 1280 bytes
...................(continued)

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 2 Switch(config)#  interface  interface-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä
���K�r�M��

�«�̧ �µ�É 3 Switch(config-if)# [ no] ip mtu < mtu_size >
or
Switch(config-if)# [ no]  ipv6 mtu < mtu_size >

IPv4 MTU �§�–�¬�†0¿���K�r�M��

IPv6 MTU �§�–�¬�†0¿���K�r�M��

�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�M�•�\�
�¹�Ç�›�Ý�º�b  
MTU �§�–�¬>& 1500 �Â�–�º>'�_�`�~�r�M��

�«�̧ �µ�É 4 Switch(config-if)# exit �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)

�¢�K�r�M��

�«�̧ �µ�É 5 Switch(config)# end �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 6 Switch# show run interface interface-id ��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  26 'v       �Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿��
�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�\�K�Z�b  VLAN �b0¿��
>&�@>' �–�å�±�î�Ç�™�–�«�[  CLI �_�|�W�Z  IPv6 �†�–�¿�î�È�Ý�_�M�•�\�
���b�Ó�µ�­�î�ª�†/²&g�M�•�G�\�@�[�A
�r�M��

�� % Hardware MTU table exhausted ���G�b�|�:�^�©�¼�Ü�œ�[�c�
�Á�î�»�˜�™�”�_�É�ß�¢�Û�Ò�I�€�S  IPv6 
MTU �Í�\  IPv6 �–�å�±�î�Ç�™�–�«  MTU �Í�@�M+´�K�Z�8�r�O�‡���G�€�c�
 MTU �¸�î�È�Ý�_3ã�•�b�Í�†
�–�Ñ�M�•�b�_���(�^��5��@�^�8�\�A�_$Î#Õ�K�r�M���Q#Ý�K�Z�8�^�8  MTU �Í�b0¿���†0Ž7V�M�•�G�\�[
�¸�î�È�Ý
Æ�b�«�Ì�î�«�†'5�E�Z�?�}�
�–�å�±�î�Ç�™�–�«�[  IPv6 �†�¹�•�­�î�È�Ý�_�K�Z
Ì�Ø�–�¿�î�È�Ý
�_�M�•�?�
 MTU 0¿���†
Ì�Ø4:#Ý�K�r�M��

�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«  �•�˜�å�±�b0¿��

>&�@>' Supervisor Engine 6-E �c�
�–�å�±�î�Ç�™�–�«  �•�˜�å�±�†�§�Ï�î�º �K�r�O�‡ ��

>&�@>' �Û�–�å�•�î�»�† �v�~�¥�M�\ �
�Q�b�Û�–�å�•�î�»�b�Ï�î�º�[�Q�€�r�[�–�¿�î�È�Ý�_�I�€�S�Þ�–�Ö  3 �b0¿��
�@0Ž7V�I�€�r�M���Q�b�S�u�
�Û�–�å�•�î�»�†
Ì�Ø��
°�M�•�\�A�_�Þ�–�Ö  3 �•�˜�å�±�†
Ì�Ø�–�¿�î�È�Ý�_
�M�•�_�c�
�Q�b�Û�–�å�•�î�»�b�Þ�–�Ö  3 �Ï�î�º�_�P�K�Z�•�˜�å�±  CLI �†
Ì0¿���M�•�²0[�@�6�~�r�M��

�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«  �•�˜�å�±�†0¿���M�•>&�•�˜�å�±�†�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�_�m�~�\�Z�•>'
�_�c�
���b�8���†/œ�8�r�M��

���_�
�–�å�±�î�Ç�™�–�«  VLAN 1 �V�[�•�˜�å�±�†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch# configure terminal
Enter configuration commands, one per line.End with CNTL/Z.
Switch(config)# interface vlan 1
Switch(config-if)# counter
Switch(config-if)# end
Switch#
00:17:15: %SYS-5-CONFIG_I: Configured from console by console
Switch# show run interface vlan 1
Building configuration...

Current configuration : 63 bytes
!
interface Vlan1
 ip address 10.0.0.1 255.0.0.0
 counter
end

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 2 Switch(config)#  interface  interface-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä
���K�r�M��

�«�̧ �µ�É 3 Switch(config-if)# counter �•�˜�å�±�†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 4 Switch(config)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 5 Switch# show run interface interface-id ��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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'¨  26 'v       �Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿��
"@#.�Þ�–�Ö 3 �–�å�±�î�Ç�™�–�«�b0¿��
>&�@>' �•�˜�å�±�†�P7V�M�•�_�c�
 counter �¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

�q�±�X�b�•�˜�å�±�@�M�[�_�m�~�\�Z�}�€�Z�8�•���œ�c�
 counter �¥�Ð�å�»�c�»�K�K�
�š�Û�î  �Ó�µ�­�î
�ª�@/²&g�I�€�r�M��

Switch# config terminal
Enter configuration commands, one per line.End with CNTL/Z.
Switch(config)# interface fa3/2
Switch(config-if)# no switchport
Switch(config-if)# counter
 Counter resource exhausted
Switch(config-if)# end
Switch#
00:24:18: %SYS-5-CONFIG_I: Configured from console by console

�G�b���œ�
�9�b�–�å�±�î�Ç�™�–�«�b�•�˜�å�±�†0Ž�:�K�Z�‚�K�8�–�å�±�î�Ç�™�–�«�@�Q#Ý�[�A�•�|�:�_�M
�•�²0[�@�6�~�r�M��

"@#.�Þ�–�Ö 3 �–�å�±�î�Ç�™�–�«�b0¿��

>&�@>' "@#.�Þ�–�Ö 3 �–�å�±�î�Ç�™�–�«�†0¿���M�•�S�_�
 IP �Ý�î�¸�•�å�¢�@�¹�•�­�î�È�Ý�b���œ�c  IP �Ý�î�¸�•
�å�¢�†�–�¿�î�È�Ý�_�K�
 IP �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�†�æ���M�•�²0[�@�6�~�r�M��

"@#.�™ 3 �–�å�±�î�Ç�™�–�«�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  2/1 �_  IP �”�»�Þ�«�†0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# ip routing

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# ip routing IP �Ý�î�¸�•�å�¢�†�–�¿�î�È�Ý�_�K�r�M>& IP �Ý�î�¸�•�å
�¢�@�¹�•�­�î�È�Ý�_�^�W�Z�8�•���œ�T�E>' ��

�«�̧ �µ�É 2 Switch(config)# interface  { fastethernet  | 
gigabitethernet | tengigabitethernet } slot / port } 
| { port-channel port_channel_number }

0¿���M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�̧ �µ�É 3 Switch(config-if)# no switchport �G�b�Ï�î�º�†"@#.�Þ�–�Ö  2 �Ï�î�º�?�}"@#.�Þ�–�Ö  3 �Ï�î
�º�_�š�n�K�r�M��

�«�̧ �µ�É 4 Switch(config-if)# ip address  ip_address 
subnet_mask  

IP �”�»�Þ�«�>�|�g  IP �§�È�¿�µ�º�†0¿���K�r�M��

�«�̧ �µ�É 5 Switch(config-if)# no shutdown  �–�å�±�î�Ç�™�–�«�†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 6 Switch(config-if)# end  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 7 Switch# copy running-config startup-config  0¿���b�š�f
Æ���†  Nonvolatile Random-Access Memory
>&NVRAM; �Y�y$Î�ö  RAM>'�_�–�Ñ�K�r�M��

�«�̧ �µ�É 8 Switch# show interfaces  [ type slot/interface ] 
Switch# show ip interfaces  [ type slot/interface ] 
Switch# show running-config interfaces  [ type 
slot/interface ]

0¿���†&�1��K�r�M��
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EIGRP �«�±�È  �Ý�î�¸�•�å�¢�b0¿��
Switch(config)#  interface fastethernet 2/1
Switch(config-if)# no switchport
Switch(config-if)# i p address 10.1.1.1 255.255.255.248
Switch(config-if)#  no shutdown
Switch(config-if)#  end
Switch#

���_�
 show running-config �¥�Ð�å�»�†�Q#Ý�K�Z�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  2/1 �b�–
�å�±�î�Ç�™�–�«  IP �”�»�Þ�«�b0¿���†/²&g�M�•�[�†&g�K�r�M��

Switch# show running-config
Building configuration...
!
interface FastEthernet2/1
 no switchport
 ip address 10.1.1.1 255.255.255.248
!
…
ip classless
no ip http server
!
!
line con 0
line aux 0
line vty 0 4
!
end

EIGRP �«�±�È  �Ý�î�¸�•�å�¢�b0¿��
�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• ���+0[�� >&P.26-12>'

• �� EIGRP �«�±�È  �Ý�î�¸�•�å�¢�b0¿���‰�2�� >&P.26-13>'

• �� EIGRP �b%�0i�>�|�g)T�â�� >&P.26-19>'

• �� EIGRP �b0¿���[�� >&P.26-19>'

�+0[

EIGRP �«�±�È  �Ý�î�¸�•�å�¢�µ+��c�
�M�m�Z�b�–�Ó�î�ª�[�Q#Ý�[�A�
�š�å�»  �Ø�î�¨�b3Æ�C�_�Ý�î�¸�µ�»  
�º�Û�Ç�•�µ�¡�†&ã�·�M�•�G�\�[�Ü�¯�î�«�b�<#Ý"á�†�*�ö�I�O�r�M��

IP �Ë�î�«  �–�Ó�î�ª�_�c  EIGRP �«�±�È  �Ý�î�¸�•�å�¢�T�E�@�µ�r�€�Z�8�r�M�� IP �§�î�Å�«  �–�Ó�î�ª�_
�c�
�ö
²�^  EIGRP �Ý�î�¸�•�å�¢�@�µ�r�€�Z�8�r�M��

EIGRP �«�±�È  �Ý�î�¸�•�å�¢�†�Q#Ý�M�•�¿�µ�º�á�î�¡�[�c�
 IP �º�Û�Ç�•�µ�¡�@�Ø�î�¨�_�?4)�M�•�_�c�

�Ý�î�º  EIGRP �«�±�È  �Ý�î�¸�•�å�¢�†0¿���K�Z�8�•�«�–�µ�³�†3û4#�M�•�²0[�@�6�~�r�M���«�–�µ�³�c�

�Ø�î�¨  �–�å�±�î�Ç�™�–�«�\�K�Z0¿���I�€�Z�8�•�–�å�±�î�Ç�™�–�«�r�S�c�Ú�b�¹�Â�–�«�_�K)F�I�€�Z�8
�•�–�å�±�î�Ç�™�–�«�_�Ý�î�¸�µ�»  �º�Û�Ç�•�µ�¡�†3æ�™�K�r�M��

EIGRP �«�±�È  �Ý�î�¸�•�å�¢�†�Q#Ý�M�•���œ�
 EIGRP �†�Q#Ý�M�•�|�:�_�¹�•�«�º�Ü�Å�×�î�©�Ù�å  �Ý�î
�±�>�|�g�Ü�Ô�î�º  �Ý�î�±�†0¿���K�
�I�}�_�«�–�µ�³�T�E�†�«�±�È�\�K�Z0¿���M�•�²0[�@�6�~�r�M���æ
���K�S�Ý�î�º�T�E�@�«�–�µ�³�?�}���Û�I�€�r�M���«�–�µ�³�c�
�§�Ð�Ü�î�
�K)F�Ý�î�º�
�>�|�g�Ý�î�¸�•
�å�¢  �”�µ�É�¹�î�º�_�P�M�•�M�m�Z�b�¡�š�Ü�î�_�Â'Å�K�r�M��
26-12
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



'¨  26 'v       �Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿��
EIGRP �«�±�È  �Ý�î�¸�•�å�¢�b0¿��
�«�±�È  �Ý�î�±�b"g�Â�†3û%±�M�•�Ã�£�µ�º�†�w�™�K�S7„�K�Ý�î�±�c�
�Ý�î�º�_�X�8�Z�c�«�±�È  �Ý�î�±�_
!·�
�K�r�O�‡���r�S�
�«�±�È  �Æ�”�†�â�X�Ý�î�±�c�
�Q�b�Æ�”�_�X�8�Z�c!·�
�K�r�O�‡���«�±�È  �Ý�î�±
�c�
�¹�•�«�º�Ü�Å�×�î�©�Ù�å  �Ý�î�±�†�Q#Ý�K�Z4:�)�^�”�µ�É�¹�î�º�†�M�m�Z�b�Æ�”�_3æ�™�K�r�M��

�W 26-3 �[�c�
�«�–�µ�³  B �@ EIGRP �«�±�È  �Ý�î�±�\�K�Z0¿���I�€�Z�8�r�M���«�–�µ�³  A �>�|�g  C �c
�g�~�b  WAN �_�K)F�I�€�Z�8�r�M���«�–�µ�³  B �c�
�K)F�Ý�î�º�
�«�±�¸�•�µ�¡  �Ý�î�º�

Ì4Ä�x�Ý�î�º�

7Ÿ(Ù�Ý�î�º�†�«�–�µ�³  A �>�|�g  C �?�}�Í�«�º  A�
 B�
�>�|�g  C �_�”�»�Â�±�–�¬�K�r�M���«�–�µ�³  B �c�

�«�–�µ�³  A �?�}�Û*f�K�S�Ý�î�º�†�”�»�Â�±�–�¬�K�r�O�‡>&3ë�b���œ�v� �]�[�M>' ��

�W 26-3 EIGRP �«�±�È  �Ý�î�±0¿��

EIGRP �«�±�È  �Ý�î�¸�•�å�¢�b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS IP Configuration Guide, Volume 2 of 3: 
Routing Protocols, Release 12.2���b�� Configuring EIGRP Stub Routing���†�g!·�K�Z�C�T�I�8��

EIGRP �«�±�È  �Ý�î�¸�•�å�¢�b0¿���‰�2

EIGRP �«�±�È  �Ý�î�¸�•�å�¢�µ+��c�
�¿�µ�º�á�î�¡�b�ó���ö�†9×�u�
�Ü�¯�î�«�<#Ý"á�†�š�<�
�«�±�È  
�Ý�î�±�S�B�†(F(ò�ì�K�r�M��

�«�±�È  �Ý�î�¸�•�å�¢�c�M+á�_�Á�È  �”�å�»  �«�Ï�î�¡�º�b�¿�µ�º�á�î�¡  �º�Ï�ß�ª�[�Q#Ý�I�€�r�M���Á�È  
�”�å�»  �«�Ï�î�¡  �¿�µ�º�á�î�¡�[�c�
 1 �X�è�V�b�š�å�»>&�«�±�È>'�¿�µ�º�á�î�¡�@  1 �Ž�b�Ü�Ô�î�º  �Ý�î
�±>&�«�Ï�î�¡>'�_�K)F�I�€�
�Q�b�Ü�Ô�î�º  �Ý�î�±�c  1 �X�è�V�b�¹�•�«�º�Ü�Å�×�î�©�Ù�å  �Ý�î�±>&�Á�È>'
�_�K)F�I�€�Z�8�r�M���Ü�Ô�î�º  �Ý�î�±�c�
 1 �X�è�V�b�¹�•�«�º�Ü�Å�×�î�©�Ù�å  �Ý�î�±�_�b�s7„�K�K�Z
�8�r�M���Ü�Ô�î�º  �Ý�î�±�l�v�€�•  IP �º�Û�Ç�•�µ�¡�b�Ý�î�º�c�
�¹�•�«�º�Ü�Å�×�î�©�Ù�å  �Ý�î�±)�#ä�b
�Ý�î�º�b�s�[�M���G�b�±�–�É�b0¿���c3û�–�
4Ä�x�Ý�î�±�@  WAN �_%$�K�K)F�I�€�Z�8�•�|�:�^�
 WAN 
�º�Ï�ß�ª�[�Q#Ý�I�€�Z�8�r�M���¹�•�«�º�Ü�Å�×�î�©�Ù�å  �Ý�î�±�c�
�I�}�_�¨�C�b�Ü�Ô�î�º  �Ý�î�±�_�K
)F�[�A�r�M���¨�C�b���œ�
�¹�•�«�º�Ü�Å�×�î�©�Ù�å  �Ý�î�±�c  100 �è�V�b�Ü�Ô�î�º  �Ý�î�±�_�K)F�I�€�r
�M���Á�È  �”�å�»  �«�Ï�î�¡�º�º�Ï�ß�ª�[�c�
�Ü�Ô�î�º  �Ý�î�±�@�M�m�Z�b8��ß�î�•�Ý  �º�Û�Ç�•�µ�¡�†�¹�•
�«�º�Ü�Å�×�î�©�Ù�å  �Ý�î�±�_3?3æ�M�•�²0[�@�6�~�r�M���G�€�_�|�~�
�Ü�Ô�î�º  �Ý�î�±�@�ö
²�^�Ý�î
�¸�•�å�¢  �¸�î�È�Ý�†�–�â�M�•�²0[�c�^�C�^�~�r�M���M+á�_�
�¹�•�«�º�Ü�Å�×�î�©�Ù�å  �Ý�î�±�c�¹�Ç�›
�Ý�º  �Ý�î�º�è�¥�b�_���†�Ü�Ô�î�º  �Ý�î�±�_3æ�™�M�•�²0[�c�6�~�r�O�‡��

EIGRP �«�±�È  �Ý�î�¸�•�å�¢�µ+��†�Q#Ý�M�•���œ�
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�M+á�_�Ü�Ô�î�º  �Ý�î�±�_4#�Ø�b3}3u�@#Õ�L�r�M�� EIGRP �«�±�È  �Ý�î
�¸�•�å�¢�µ+��c�
�Ü�Ô�î�º  �Ý�î�±�@�¹�•�«�º�Ü�Å�×�î�©�Ù�å  �Ý�î�±�_�¥�”  �Ý�î�º�†�”�»�Â�±�–�¬�K�^
�8�|�:�_�K�Z�G�b�e8Ÿ�†75�B�r�M��4Ä�x�Ý�î�±  1 �†3û�L�Z�Ü�Ô�î�º  �Ý�î�±�@�Û*f�K�S�Ý�î�º�c�
4Ä�x
�Ý�î�±  2 �_�”�»�Â�±�–�¬�I�€�r�O�‡���Ü�Ô�î�º  �Ý�î�±�c�¹�•�«�º�Ü�Å�×�î�©�Ù�å  �Ý�î�±  2 �_�¥�”  �Ý�î
�º�†�”�»�Â�±�–�¬�K�^�8�S�u�
�¹�•�«�º�Ü�Å�×�î�©�Ù�å  �Ý�î�±�c�¿�µ�º�á�î�¡  �¥�”�_�¥�E�}�€�S�º�Û
�Ç�•�µ�¡�_�c�Ü�Ô�î�º  �Ý�î�±�†�p)E!l�\�K�Z�Q#Ý�K�r�O�‡��

EIGRP �«�±�È  �Ý�î�¸�•�å�¢�µ+��c�
�¿�µ�º�á�î�¡�b�ó���ö�†9×�u�•�b�_�z'g�U�r�M���¿�µ�º�á�î�¡�@
�Y�ó���_�^�W�S�\�A�_�
 EIGRP �¡�š�Ü�î�@8��p)E�Ý�î�±�l�b�D7H�I�€�S�•�æ�œ�Ü�å�¡�†�Ó�K�Z3æ�™�I
�€�•�b�†75�B�r�M���æ�ƒ�~�_�
�«�±�È  �Ý�î�±�b�K)F
›�b�(�S�º�Ý�î�±�@�«�±�È  �Ý�î�±�_�æ�ƒ�W�Z�¡�š
�Ü�î�_�Â'Å�K�r�M���G�b�µ+��_�|�~�
3}3u�K�Z�8�•�
�r�S�c�e8Ÿ�b�6�•  WAN �Ü�å�¡�_�|�W�Z�¿�µ�º
�á�î�¡�@�Y�ó���_�^�•�•+��ö�@�*�ö�I�€�r�M���r�S  EIGRP �«�±�È  �Ý�î�¸�•�å�¢�µ+��c�
�Á�È  �”�å�»  
�«�Ï�î�¡�º�¿�µ�º�á�î�¡�b0¿���\�Ó�å�¸�¼�å�«�†(F�Æ�ì�K�r�M���«�±�È  �Ý�î�¸�•�å�¢�†�¹�×�”�Ý�Í�î
�Ò�K)F�b�Ü�Ô�î�º0¿���[�–�¿�î�È�Ý�_�M�•�\�
�Ü�Ô�î�º  �Ý�î�±�@�Á�È  �Ý�î�±�l�b�p)E�Ã�«�\�K�Z/²&g
�I�€�^�8�|�:�_�Ü�Ô�î�º  �Ý�î�±�[�Ç�•�Ý�±�Ü�å�¢�†0¿���M�•�²0[�@�^�C�^�~�r�M��

�@�– EIGRP �«�±�È  �Ý�î�¸�•�å�¢�c�«�±�È  �Ý�î�±�T�E�[�Q#Ý�K�r�M���«�±�È  �Ý�î�±�c�
�¥�”�p)E�º�Û
�Ç�•�µ�¡�@3û4#�K�^�8�¿�µ�º�á�î�¡  �¥�”�r�S�c�¹�•�«�º�Ü�Å�×�î�©�Ù�å  �Þ�–�Ö�_�K)F�I�€�S�Ý�î�±
�\�K�Z��*O�I�€�r�M���«�±�È  �Ý�î�±�@�¹�•�«�º�Ü�Å�×�î�©�Ù�å  �Ý�î�±�è�¥�b  EIGRP �¿�–�Â�î�†�â
�X�G�\�c�[�A�r�O�‡���G�b�D7H�†!“0i�M�•�\�
�ƒ�r�K�C�^�8�·�8�@$Î#Õ�K�r�M��
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'¨  26 'v       �Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿��
EIGRP �«�±�È  �Ý�î�¸�•�å�¢�b0¿��
>&�@>' ATM�
�–�î�§�¿�µ�º�
�Ç�Þ�î�Ò  �Ü�Þ�î�
 ISDN PRI�
 X.25 �^�]�b�Ð�Ý�³�”�¡�­�«  �–�å�±�î�Ç�™�–�«
�c�
�Q�b�–�å�±�î�Ç�™�–�«�V�b�M�m�Z�b�Ý�î�±>&�Á�È�è�¥>'�@�«�±�È  �Ý�î�±�\�K�Z0¿���I�€�Z�8�•��
�œ�_�T�E�
 EIGRP �«�±�È  �Ý�î�¸�•�å�¢�µ+��@�§�Ï�î�º�I�€�r�M��

EIGRP �«�±�È  �Ý�î�¸�•�å�¢�b0¿���8���Ü�«�º

�G�G�[�c�
 EIGRP �«�±�È  �Ý�î�¸�•�å�¢�†0¿���M�•�S�u�_��/œ�M�•�8���_�X�8�Z1��Â�K�r�M���q�6�_1�
�Â�M�•�8���c�²8r�[�
�q�‹�b�8���c�œ�É�©�Ù�å�[�M��

• EIGRP �«�±�È  �Ý�î�¸�•�å�¢�b0¿�� >&�²8r>'

• EIGRP �«�±�È  �Ý�î�¸�•�å�¢�b&�1� >&�õ�–>'

EIGRP �«�±�È  �Ý�î�¸�•�å�¢�b0¿��

EIGRP �«�±�È  �Ý�î�¸�•�å�¢�†�Ü�Ô�î�º  �Ý�î�±�r�S�c�«�Ï�î�¡  �Ý�î�±�_0¿���M�•�_�c�
�Ý�î�±  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[���b�¥�Ð�å�»�†�Q#Ý�K�r�M��

EIGRP �«�±�È  �Ý�î�¸�•�å�¢�b&�1�

�Ü�Ô�î�º  �Ý�î�±�@  EIGRP �[�«�±�È  �Ý�î�±�\�K�Z0¿���I�€�Z�8�•�G�\�†&�1��M�•�_�c�
"I�’  EXEC 
�Ô�î�»�[�¹�•�«�º�Ü�Å�×�î�©�Ù�å  �Ý�î�±�?�}  show ip eigrp neighbor detail �¥�Ð�å�»�†�Q#Ý�K�r�M��
���Š�b�q�‹�b/œ�c�
�Ü�Ô�î�º  �Ý�î�±�r�S�c�«�Ï�î�¡  �Ý�î�±�b�«�±�È  �«�¸�î�±�«�†&g�K�r�M�����b�[
�c�
 show ip eigrp neighbor detail �¥�Ð�å�»�b���Š�†&g�K�r�M��

router# show ip eigrp neighbor detail

IP-EIGRP neighbors for process 1

H   Address                 Interface   Hold Uptime   SRTT   RTO  Q  Seq Type

                                        (sec)         (ms)       Cnt Num

0   10.1.1.2                Se3/1         11 00:00:59    1  4500  0  7   

   Version 12.1/1.2, Retrans: 2, Retries: 0

   Stub Peer Advertising ( CONNECTED SUMMARY ) Routes

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 router(config)# router eigrp 1 EIGRP �É�ß�­�«�†��/œ�M�•�Ü�Ô�î�º  �Ý�î�±�r�S
�c�¹�•�«�º�Ü�Å�×�î�©�Ù�å  �Ý�î�±�†0¿���K�r�M��

�«�̧ �µ�É 2 router(config-router)# network network-number EIGRP �¹�•�«�º�Ü�Å�×�î�©�Ù�å  �Ý�î�±�b�¿�µ�º
�á�î�¡  �”�»�Þ�«�†�æ���K�r�M��

�«�̧ �µ�É 3 router(config-router)# eigrp stub [ receive-only |  
connected  |  static |  summary ]

�Ü�Ô�î�º  �Ý�î�±�†  EIGRP �«�±�È  �Ý�î�±�\�K�Z0¿
���K�r�M��
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'¨  26 'v       �Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿��
EIGRP �«�±�È  �Ý�î�¸�•�å�¢�b0¿��
EIGRP �b%�0i�>�|�g)T�â

�¿�–�Â�î  �¸�î�È�Ý�?�}�¿�–�Â�î�†�P7V�M�•�_�c�
 EXEC �Ô�î�»�[���b�¥�Ð�å�»�†�Q#Ý�K�r�M��

�›'��b�Ý�î�¸�•�å�¢)+0£�†/²&g�M�•�_�c�
 EXEC �Ô�î�»�[���b�¥�Ð�å�»�†�Q#Ý�K�r�M��

EIGRP �b0¿���[

�G�G�[�c�
���b�[�†&g�K�r�M��

• �Ý�î�º7Ÿ(Ù�b�[

• �Ý�î�º1�0É�b�[

• �«�±�È  �Ý�î�¸�•�å�¢�b�[

�Ý�î�º7Ÿ(Ù�b�[

���b�[�[�c�
�–�å�±�î�Ç�™�–�«�V�_�Ý�î�º7Ÿ(Ù�†0¿���K�
�r�S�
+¬�·�§�Ð�Ü�î�µ+��†0¿���K�r�M���G�b
0¿���_�|�W�Z�
 EIGRP �c�
�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  0 �?�}�b�¿�µ�º�á�î�¡  10.0.0.0 �T�E�†7Ÿ(Ù
�M�•�|�:�_�^�~�r�M���I�}�_�
�G�b�[�[�c+¬�·7Ÿ(Ù�†�¹�•�­�î�È�Ý�_�K�r�M��

interface Ethernet 0
ip summary-address eigrp 1 10.0.0.0 255.0.0.0

!
router eigrp 1

network 172.16.0.0
no auto-summary

>&�@>' �–�å�±�î�Ç�™�–�«�?�}�b�¹�Ç�›�Ý�º  �Ý�î�º>& 0.0.0.0>'�†#Õ�B�M�•�b�_�
 ip summary-address eigrp �§
�Ð�Û�–�¬  �¥�Ð�å�»�c�Q#Ý�K�^�8�[�C�T�I�8���G�b�¥�Ð�å�»�†�Q#Ý�M�•�\�
�”�»�Ñ�½�«�º�Þ�î�¸�•�È  
�¹�•�«�±�å�«�@  5 �[�
�¾�Ý  0 �–�å�±�î�Ç�™�–�«�l�b  EIGRP 7Ÿ(Ù�¹�Ç�›�Ý�º  �Ý�î�º�@�8�B�I�€�r�M���G
�b�¹�Ç�›�Ý�º  �Ý�î�º�b�”�»�Ñ�½�«�º�Þ�î�¸�•�È  �¹�•�«�±�å�«�b�Í�@�`�I�8�\�
�Ý�î�¸�•�å�¢  �¸�î�È�Ý

Æ�b�Ú�b�¿�–�Â�î�?�}�Û*f�I�€�S�¹�Ç�›�Ý�º  �Ý�î�º�_�G�b�Ý�î�º�@*(�A�n�<�}�€�Z�K�r�:�G�\�@�6�~
�r�M���¿�–�Â�î�_�|�W�Z�Û*f�I�€�S�¹�Ç�›�Ý�º  �Ý�î�º�@7Ÿ(Ù�¹�Ç�›�Ý�º  �Ý�î�º�_�|�W�Z*(�A�n�<�}�€
�S���œ�
�r�S�c7Ÿ(Ù�Ý�î�º�@�Ñ�~�M�•�O�M�b�¹�Ç�›�Ý�º  �Ý�î�º�[�6�•���œ�
�Q�b�¹�Ç�›�Ý�º  �Ý�î�º��

�¥�Ð�å�» % $×

Router# clear ip eigrp neighbors  [ ip-address  | 
interface ] 

�¿�–�Â�î  �¸�î�È�Ý�?�}�¿�–�Â�î�†�P7V�K�r�M��

�¥�Ð�å�» % $×

Router# show ip eigrp interfaces  [ interface ] [ as-number ] EIGRP �_0¿���I�€�Z�8�•�–�å�±�î�Ç�™�–�«�_6õ�M�•
�_���†/²&g�K�r�M��

Router# show ip eigrp neighbors  [ type | number | static ] EIGRP �_�|�W�Z�è���I�€�S�¿�–�Â�î�†/²&g�K�r�M��

Router# show ip eigrp topology  [ autonomous-system-number  | 
[[ ip-address ] mask]]

�æ���I�€�S�É�ß�­�«�b  EIGRP �º�Ï�ß�ª  �¸�î�È�Ý�†
/²&g�K�r�M��

Router# show ip eigrp traffic  [ autonomous-system-number ] �M�m�Z�r�S�c�æ���I�€�S  EIGRP �É�ß�­�«�b3æ�w�™�Ã
�£�µ�º�X�†/²&g�K�r�M��
26-19
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



'¨  26 'v       �Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿��
EIGRP �«�±�È  �Ý�î�¸�•�å�¢�b0¿��
�Z�b�M�m�Z�b�º�Û�Ç�•�µ�¡�c�Ý�î�±�†7³�€�N�
�Q�b�æ�ƒ�~�_�
�G�b�º�Û�Ç�•�µ�¡�@�¾�Ý  0 �–�å�±�î�Ç�™
�–�«�_3æ�™�I�€�
�Q�G�[�»�ß�µ�É�I�€�r�M��

�d���b�–�å�±�î�Ç�™�–�«�?�}�b�¹�Ç�›�Ý�º  �Ý�î�º�T�E�†3æ�™�M�•�|�:�_�M�•�_�c�
 distribute-list  �¥�Ð
�å�»�†�Q#Ý�M�•�G�\�†�N�á�K�r�M���G�b�¥�Ð�å�»�†0¿���K�Z�
�–�å�±�î�Ç�™�–�«�?�}3æ�™�I�€�•�¹�Ç�›
�Ý�º>& 0.0.0.0>'�è�¥�b�M�m�Z�b$Î�™�Ý�î�º  �”�»�Â�±�–�¬�Ó�å�º�†�Ç�•�Ý�±�Ü�å�¢�[�A�r�M��

�Ý�î�º1�0É�b�[

���b�[�[�c�
+¬�Š�©�«�¸�Ò  1 �[  EIGRP �Ã�£�µ�º�b  Message Digest 5>&MD5>'1�0É�†�–�¿�î�È�Ý�_�K�r
�M��

�Ý�î�±  A 
interface ethernet 1

ip authentication mode eigrp 1 md5
ip authentication key-chain eigrp 1 holly

key chain holly
key 1

key-string 0987654321
accept-lifetime 04:00:00 Dec 4 1996 infinite
send-lifetime 04:00:00 Dec 4 1996 04:48:00 Dec 4 1996

exit
key 2

key-string 1234567890
accept-lifetime 04:00:00 Dec 4 1996 infinite
send-lifetime 04:45:00 Dec 4 1996 infinite

�Ý�î�±  B
interface ethernet 1

ip authentication mode eigrp 1 md5
ip authentication key-chain eigrp 1 mikel

key chain mikel
key 1

key-string 0987654321
accept-lifetime 04:00:00 Dec 4 1996 infinite
send-lifetime 04:00:00 Dec 4 1996 infinite

exit
key 2

key-string 1234567890
accept-lifetime 04:00:00 Dec 4 1996 infinite
send-lifetime 04:45:00 Dec 4 1996 infinite

�Ý�î�±  A �c�
�Ÿ�î�@  1 �b�M�m�Z�b  EIGRP �Ã�£�µ�º�†�w�E�v�~�
 MD5 �²�–�ª�™�«�º�b&�1��†0è�s�r�M��
�r�S�
�Ÿ�î�@  2 �b�Ã�£�µ�º�v�w�E�v�~�r�M���Q�b�Ú�b  MD5 �Ã�£�µ�º�c�M�m�Z�»�ß�µ�É�I�€�r�M���Ý�î
�±  A �c�
�Ÿ�î�@  2 �b�M�m�Z�b  EIGRP �Ã�£�µ�º�†3æ�™�K�r�M��

�Ý�î�±  B �c�Ÿ�î  1 �r�S�c�Ÿ�î  2 �†�w�E
°�€�
�Ÿ�î  1 �†3æ�™�K�r�M���G�b�©�¼�Ü�œ�[�c�
 MD5 �@1�0É�K
�r�M��

�«�±�È  �Ý�î�¸�•�å�¢�b�[

eigrp stub �¥�Ð�å�»�[�«�±�È�\�K�Z0¿���I�€�S�Ý�î�±�c�
�¹�Ç�›�Ý�º�[�K)F�>�|�g7Ÿ(Ù�Ý�î�¸�•�å�¢�_
���†�M�m�Z�b7„�K�Ý�î�±�\
¹�w�K�r�M���G�b�·�8�†�š�f�M�•���œ�
 eigrp stub �¥�Ð�å�»�[  4 �X�b�œ�É
�©�Ù�å  �Ÿ�î�á�î�»�†�Q#Ý�[�A�r�M��

• receive-only
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'¨  26 'v       �Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿��
EIGRP �«�±�È  �Ý�î�¸�•�å�¢�b0¿��
• connected

• static

• summary

�G�G�[�c�
 eigrp stub �¥�Ð�å�»�b�M�m�Z�b�g�'�b0¿���[�†&g�K�r�M�� eigrp stub �¥�Ð�å�»�c�8�C�X�?�b
�œ�É�©�Ù�å�†�æ���K�Z�š�f�[�A�r�M���G�€�}�b�œ�É�©�Ù�å�c�
 receive-only �Ÿ�î�á�î�»�†7V�8�Z�
�]�b
�|�:�^)��s�œ�ƒ�O�v�•+��[�M�� receive-only �Ÿ�î�á�î�»�c�
�Ý�î�±�@�Q�b  EIGRP +¬�Š�©�«�¸�Ò
Æ�b�Ú
�b�Ý�î�±�\�Ý�î�º�†
¹�w�M�•�G�\�†�D7H�K�r�M���r�S  receive-only �Ÿ�î�á�î�»�†�Q#Ý�M�•�\�
�M�m�Z
�b�±�–�É�b�Ý�î�º�b3æ�™�@�õ�F�M�•�S�u�
�Ú�b�œ�É�©�Ù�å�\�G#Ý�[�A�r�O�‡���Ú�b  3 �X�b�œ�É�©�Ù�å  
�Ÿ�î�á�î�»>& connected�
 static�
�>�|�g  summary>'�c�
�]�b�|�:�_)��s�œ�ƒ�O�Z�v�Q#Ý�[�A�r�M�@�

receive-only �Ÿ�î�á�î�»�\�M)t�_�c�Q#Ý�[�A�r�O�‡���G�€�}�b  3 �X�b�Ÿ�î�á�î�»�b�8�N�€�?�†  eigrp 
stub �¥�Ð�å�»�[�¶�9�_�Q#Ý�K�S���œ�
�K)F�>�|�g7Ÿ(Ù�Ý�î�º�c+¬�·$×�_�c3æ�™�I�€�r�O�‡��

connected �Ÿ�î�á�î�»�†�æ���M�•�\�
 EIGRP �«�±�È  �Ý�î�¸�•�å�¢�µ+��_�|�W�Z�K)F�Ý�î�º�@3æ�™�I�€
�r�M���K)F�Ý�î�º�@�¿�µ�º�á�î�¡�e�[�…�ƒ�€�^�8���œ�
 EIGRP �É�ß�­�«�[  redistribute connected �¥
�Ð�å�»�†�Q#Ý�K�Z�K)F�Ý�î�º�†
Ì4Ä�x�M�•�²0[�@#Õ�L�•���œ�@�6�~�r�M���G�b�œ�É�©�Ù�å�c�
�¹�Ç�›�Ý
�º�[�w� �[�M��

static �Ÿ�î�á�î�»�†�æ���M�•�\�
 EIGRP �«�±�È  �Ý�î�¸�•�å�¢�µ+��_�|�W�Z�«�±�¸�•�µ�¡  �Ý�î�º�@3æ�™
�I�€�r�M���G�b�œ�É�©�Ù�å�†�æ���K�^�8���œ�
 EIGRP �c3û�–�c+¬�·$×�_
Ì4Ä�x�I�€�•
Æ4Š�«�±�¸�•�µ
�¡  �Ý�î�º�†�µ�t�M�m�Z�b�«�±�¸�•�µ�¡  �Ý�î�º�†3æ�™�K�r�O�‡�� redistribute static �¥�Ð�å�»�†�Q#Ý�K�Z
�«�±�¸�•�µ�¡  �Ý�î�º�†
Ì4Ä�x�M�•�²0[�@�6�~�r�M��

summary �Ÿ�î�á�î�»�†�Q#Ý�M�•�\�
 EIGRP �«�±�È  �Ý�î�¸�•�å�¢�µ+��_�|�W�Z7Ÿ(Ù�Ý�î�º�@3æ�™�I�€
�r�M��7Ÿ(Ù�Ý�î�º�c�
 summary address �¥�Ð�å�»�†�Q#Ý�K�Z�m�·�[�8�B�M�•�G�\�v�[�A�

auto-summary �¥�Ð�å�»�†�–�¿�î�È�Ý�_�K�Z�Ó�ª�Õ�î  �¿�µ�º�á�î�¡�b�C#ú�Ý�î�±�[+¬�·$×�_�8�B�M�•
�G�\�v�[�A�r�M���G�b�œ�É�©�Ù�å�c�
�¹�Ç�›�Ý�º�[�w� �[�M��

���_�
�K)F�>�|�g7Ÿ(Ù�Ý�î�º�†�”�»�Â�±�–�¬�M�•�«�±�È�\�K�Z�Ý�î�±�†0¿���M�•�S�u�_  eigrp stub �¥�Ð
�å�»�@�Q#Ý�M�•�[�†&g�K�r�M��

router eigrp 1
network 10.0.0.0
eigrp stub

���_�
�K)F�>�|�g�«�±�¸�•�µ�¡  �Ý�î�º>&7Ÿ(Ù�Ý�î�º�b3æ�™�c&—�F>'�†�”�»�Â�±�–�¬�M�•�«�±�È�\�K�Z
�Ý�î�±�†0¿���M�•�S�u�_  eigrp stub connected static �¥�Ð�å�»�†�Q#Ý�M�•�[�†&g�K�r�M��

router eigrp 1
network 10.0.0.0
eigrp stub connected static

���_�
�Ý�î�±�†�«�±�È�\�K�Z0¿���M�•�S�u�_  eigrp stub receive-only �¥�Ð�å�»�†�Q#Ý�M�•�[�†&g�K�r
�M���G�b0¿���[�c�
�K)F�
7Ÿ(Ù�
�r�S�c�«�±�¸�•�µ�¡  �Ý�î�º�c3æ�™�I�€�r�O�‡��

router eigrp 1
network 10.0.0.0 eigrp 
stub receive-only
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'¨  26 'v       �Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿��
EIGRP �«�±�È  �Ý�î�¸�•�å�¢�b0¿��
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C H A P T E R 27

CEF �b0¿��

�G�b'v�[�c�
 Catalyst 4000 �Ç�“�Ñ�Ü  �«�–�µ�³�V�b  Cisco Express Forwarding>&CEF>'�_�X�8�Z1��Â�K
�r�M���G�b�µ+��b�@�–�¦8o�
0¿���m8p�
�>�|�g0¿���[�_�X�8�Z�v)��Ó�K�r�M��

�G�b'v�b�z�^
Æ���c�
���b�\�>�~�[�M��

• �� CEF �b�+0[�� >&P.27-1>'

• �� Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�b  CEF �b��/æ�� >&P.27-3>'

• �� CEF 0¿���b�D7H�¦8o�� >&P.27-6>'

• �� CEF �b0¿���� >&P.27-6>'

• �� CEF �b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«�� >&P.27-8>'

>&�@>' �G�b'v�b�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 Series Switch 
Cisco IOS Command Reference���>�|�g���b  URL �b6õ4��Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6350/index.html

CEF �b�+0[  
�G�G�[�c�
 CEF �b�·�8�†�S�B�M�•  2 �X�b�z�^�¥�å�Ï�î�¿�å�º�_�X�8�Z1��Â�K�r�M��

• �� CEF �b�<!l�� >&P.27-1>'

• ��3?3æ�_���Ë�î�«�� >&P.27-2>'

• ��7„�K6õ�€�¸�î�È�Ý�� >&P.27-2>'

CEF �b�<!l

CEF �c�

›4
$×�^�Þ�–�Ö  3 IP �«�–�µ�³�å�¢  �¸�¡�À�ß�ª�î�[�M���²�–�¼�Ñ�µ�¡  �º�Û�Ç�•�µ�¡  �Ã�±�î�å
�†"I6×�\�M�•�±0d�•�¿�µ�º�á�î�¡�
�r�S�c  Web �Ë�î�«�b�”�É�Ü�£�î�©�Ù�å�>�|�g�P0ð�º�­�µ�©�Ù�å�†
�¨#Ý�M�•�¿�µ�º�á�î�¡�[�
�Ã�Ç�›�î�Ð�å�«�>�|�g�«�£�î�Û�Å�Ü�¸�•�†�q4:�ì�K�r�M��
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'¨  27 'v       CEF �b0¿��
CEF �b�+0[
CEF �_�c���b�<!l�@�6�~�r�M��

• �Ý�î�¸�•�å�¢  �¸�î�È�Ý�_���@�š�f�I�€�•�\�
�Ÿ�Õ�µ�©�×
²�/�@�Ç�Û�µ�©�×�I�€�•���œ�@�6�~�r�M
�@�
 CEF �c�Ð�Ý�³�Þ�–�Ö  �«�–�µ�³�b�Ÿ�Õ�µ�©�×�‰�'�b�Ã�Ç�›�î�Ð�å�«�†�¥�V�I�O�r�M��

• �Þ�–�Ö  3 �Ý�î�¸�•�å�¢�_���_�ö�Y�8�Z�
0
�X�b�Ü�å�¡�_�Ã�£�µ�º�†�(�S�I�O�•�g�'�[�ß�î�»  �Â�Û
�å�©�å�¢�†/œ�8�r�M���¿�µ�º�á�î�¡/æ*(�@��
›�_�P�K�Z0
�X�b�Ã�«�†�è���K�S���œ�
�Q�b��
›�_�P
�Â�M�•0
�X�b�š�å�º�Ü�[�Ý�î�¸�•�å�¢  �¸�î�È�Ý�@�f�‚�I�€�r�M���Q�b��
›�l�b�º�Û�Ç�•�µ�¡�c�

�Q�€�}�b�Ã�«�b6ë�[�(�S�I�€�r�M��

CEF �c�
�Ð�Ý�³�Þ�–�Ö  �«�–�µ�³�b�Ý�î�º  �Ÿ�Õ�µ�©�×�[�c�^�C�
0
�X�b�¹�î�±�S4��[�_���†�–�Ñ�K�r
�M���G�b�¹�î�±�S4��_�|�W�Z�è(ô�@�q4:�ì�I�€�
� "á$×�^�Ã�£�µ�º3?3æ�@��#'�I�€�r�M��

3?3æ�_���Ë�î�«

Forwarding Information Base>&FIB; 3?3æ�_���Ë�î�«>'�c�
 IP �Ý�î�¸�•�å�¢  �¸�î�È�Ý�b3?3æ�_���b�Ñ
�Û�î  �–�Ó�î�ª�†�A(á�K�S�¸�î�È�Ý�[�M���¿�µ�º�á�î�¡�[�Ý�î�¸�•�å�¢�r�S�c�º�Ï�ß�ª�@�š�f�I�€�•�\�

�Ý�î�º  �É�ß�­�µ�§�@  IP �Ý�î�¸�•�å�¢  �¸�î�È�Ý�†�f�‚�K�
 CEF �@ FIB �†�f�‚�K�r�M�� FIB �š�å�º�Ü�\
�Ý�î�¸�•�å�¢  �¸�î�È�Ý  �š�å�º�Ü�c  1 �P 1 �b6õ�€�^�b�[�
 FIB �_�c�¤%±�b�M�m�Z�b�Ý�î�º�@�µ�r�€�r�M��
�K�S�@�W�Z�
9×3ÿ�«�–�µ�³�å�¢�
�q4:�«�–�µ�³�å�¢�^�]�
�«�–�µ�³�å�¢  �Ã�«�_6õ4��M�•�Ý�î�º  �Ÿ�Õ�µ
�©�×�b�Ó�å�¸�¼�å�«�@�Y0[�_�^�~�r�M�� CEF �c  FIB �†�Q#Ý�K�
 IP ��
›�É�Þ�Ç�•�µ�¡�«�_�ö�Y�8�Z�«
�–�µ�³�å�¢�†�ô���K�
 IP �Ý�î�¸�•�å�¢  �¸�î�È�Ý�b�_���_�ö�Y�8�Z�¿�¡�«�º�Í�µ�É  �”�»�Þ�«�_���†)T�â
�K�r�M��

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�c�
 CEF �c Integrated Switching Engine�Á�î�»�˜�™�”�_  FIB �†�ß�î
�»�K�Z�
3?3æ�b�Ã�Ç�›�î�Ð�å�«�†�¥�V�I�O�r�M�� Integrated Switching Engine�_�c�
�Ý�î�¸�•�å�¢�_��
�†�–�Ñ�[�A�•�
�ô�r�W�S�X�b�Ç�›�á�î�¹�•�å�¢  �«�ß�µ�º�@�6�~�r�M���G�b7H�Ø�†2x�<�•�\�
 CEF �c+¬
�·$×�_�¹�•�­�î�È�Ý�_�^�~�
�M�m�Z�b�Ã�£�µ�º�@�¯�Ç�º�˜�™�”�[3?3æ�I�€�r�M���G�b���œ�
�«�–�µ�³�V
�b�Ý�î�º�X�†�ö�}�K�Z�?�}�
 ip cef �¥�Ð�å�»�[�Á�î�»�˜�™�”  �«�–�µ�³�å�¢�†
Ì�Ø�–�¿�î�È�Ý�_�M�•�²0[
�@�6�~�r�M��

7„�K6õ�€�¸�î�È�Ý

CEF �c�
 FIB �b�o�?�_�
7„�K6õ�€�¸�î�È�Ý�†�Q#Ý�K�Z�Þ�–�Ö  2 �”�»�Þ�«�_���†�S�_�Ü�E�•�<�r�M��
�¿�µ�º�á�î�¡
Æ�b�À�î�»�c�
%&�«6ë�b2¥7³�@  1 �Í�µ�É�è
Æ�b���œ�_�
 �� 7„�K ���K�Z�8�•�\�8�8�r�M��7„
�K6õ�€�¸�î�È�Ý�[�
�M�m�Z�b  FIB �š�å�º�Ü�b�Þ�–�Ö  2 �¿�¡�«�º�Í�µ�É  �”�»�Þ�«�@)T�â�I�€�r�M��

7„�K6õ�€�b�è��

7„�K6õ�€�¸�î�È�Ý�c�
�‚�K�87„�K�À�î�»�@�è���I�€�S�\�A�_�f�‚�I�€�r�M�� >&�”�»�Þ�«0Ž�ô�É�ß�º�¥�Ý
>&ARP>'�^�]�†�Q#Ý�K�Z>'7„�K6õ�€�š�å�º�Ü�@�8�B�I�€�•�S�g�_�
�Q�b7„�K�À�î�»�b�Ü�å�¡�™�Ê�µ�²�î
�@7„�K6õ�€�¸�î�È�Ý�_�–�Ñ�I�€�r�M���Ý�î�º�@&����M�•�\�
�Ü�å�¡�™�Ê�µ�²�î�c�¿�¡�«�º  �Í�µ�É�>�|
�g�P�Â�M�•7„�K6õ�€�š�å�º�Ü�†�æ�K&g�K�r�M���Ü�å�¡�™�Ê�µ�²�î�c�Q�b�6�\�
 CEF �Ã�£�µ�º  �«�–�µ�³
�å�¢�ì�b�•�É�­�Ý�ì�_�Q#Ý�I�€�r�M��

7„�K6õ�€�b0Ž�ô

�ß�î�»  �Â�Û�å�©�å�¢�\
Õ6×�ö�b�g�‰�_�P�Â�M�•�|�:�_�Ý�î�±�@0¿���I�€�Z�8�•���œ�^�]�
�Ý�î�º�_�c
3æ�™
›�É�Þ�Ç�•�µ�¡�«�l�b0
�X�b�Ã�«�@�Ñ�~�M�•�G�\�@�6�~�r�M��0Ž�ô�I�€�S�Ã�«�H�\�_�
�Q�b�Ã�«�b
�¿�¡�«�º�Í�µ�É  �–�å�±�î�Ç�™�–�«�_�P�Â�M�•7„�K�l�b�Ï�–�å�±�@3ã�•�I�€�r�M���G�b�Ó�•�½�¬�Ò�c�

0
�X�b�Ã�«�[�b�ß�î�»  �Â�Û�å�©�å�¢�_�Q#Ý�I�€�r�M��
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'¨  27 'v       CEF �b0¿��
Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�b  CEF �b��/æ
"I�9�^��#.�@�²0[�^7„�K6õ�€�±�–�É

"I���b�[�¥�²�ó�@�Ñ�~�M�•���œ�
�«�–�µ�³�å�¢�†3¿3ÿ�_��#.�M�•% $×�[�
�¿�¡�«�º�Í�µ�É  �–�å�±�î
�Ç�™�–�«�b7„�K6õ�€>&�Í�«�º  �Ý�î�º�b7„�K6õ�€>'�_�•�<�
�Ú�b�±�–�É�b7„�K6õ�€�@�Q#Ý�I�€�r�M���É
�Þ�Ç�•�µ�¡�«�@��*O�I�€�•�\�
�[�¥��#.�@�²0[�^�É�Þ�Ç�•�µ�¡�«�c�
 /² 27-1 �_&g�K�S"I�f�^7„�K6õ�€
�b  1 �X�†�æ���K�Z�
�Ÿ�Õ�µ�©�×�_�A(á�I�€�r�M��

�•0Ž�ô�b7„�K6õ�€

�Ã�£�µ�º�b�S�_�Ü�å�¡�™�Ê�µ�²�î�@3ã�•�I�€�S���œ�
 FIB �c�¿�¡�«�º  �Í�µ�É�_�P�Â�M�•7„�K6õ�€�†�æ
�K&g�M�É�Ü�Ì�å�»�†0[�Ó�K�r�M��7„�K6õ�€�@  FIB �_�|�W�Z�8�B�I�€�
 ARP �^�]�b�Ó�•�½�¬�Ò�[�c�è��
�I�€�^�?�W�S���œ�
�Þ�–�Ö  2 �”�»�Þ�µ�©�å�¢�_���@�Y�Â�[�6�•�S�u�
�Q�b7„�K6õ�€�c�Y�ö
²�\0b�^�I�€
�r�M���Þ�–�Ö  2 �_���@1�1‘�I�€�•�\�
�Ã�£�µ�º�c�Ý�î�º  �É�ß�­�µ�§�_3?3æ�I�€�
 ARP �_�|�W�Z7„�K6õ
�€�@�8�9�I�€�r�M��

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�b  CEF �b��/æ
�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• ���Á�î�»�˜�™�”�>�|�g�¯�Ç�º�˜�™�”�b�«�–�µ�³�å�¢�� >&P.27-4>'

• ���ß�î�»  �Â�Û�å�©�å�¢�� >&P.27-6>'

• ���¯�Ç�º�˜�™�”  �–�å�±�î�Ç�™�–�«�� >&P.27-6>'

Catalyst 4000 �Ç�“�Ñ�Ü  �«�–�µ�³�c�
 Application Specific Integrated Circuit>&ASIC; "I��#Ý3õ�¥�E7Ÿ'�
�G2°>'�Ë�î�«�b Integrated Switching Engine�†�§�Ï�î�º�M�•�G�\�_�|�~�
���b��#.�†/œ�8�r�M��

• �Þ�–�Ö  2 �[�b�–�î�§�¿�µ�º  �È�Ü�µ�ª�å�¢

• �Þ�–�Ö  3 �[�b  IP �Ý�î�¸�•�å�¢

ASIC �c�Ã�£�µ�º3?3æ�S#Ý�_0¿0£�I�€�Z�8�•�S�u�
 Integrated Switching Engine �Á�î�»�˜�™�”�c�
 CPU 
�§�È�©�«�¸�Ò  �¯�Ç�º�˜�™�”�|�~�
�c�•�?�_9×3ÿ�[�G�b��#.�†��/œ�[�A�r�M��

�W 27-1 �_�
 Integrated Switching Engine�V�b  ASIC �Ë�î�«  �Þ�–�Ö  2 �>�|�g�Þ�–�Ö  3 �«�–�µ�³�å�¢  �É�ß
�­�«�b�+�Õ�†&g�K�r�M��

/² 27-1 �[�¥��#.�†���:7„�K�±�–�É

7„�K�±�–�É ��#.

�¾�Ý7„�K6õ�€ Null0 �–�å�±�î�Ç�™�–�«�_3æ�™�I�€�S�Ã�£�µ�º�c�»�ß�µ�É�I�€�r�M���–
�å�±�î�Ç�™�–�«  Null0 �c�
� �Ý$×�^�”�¡�­�«  �Ç�•�Ý�±�Ü�å�¢�g�'�\�K�Z
�Q#Ý�[�A�r�M��

�¢�Ü�î�½�å�¢7„�K6õ�€ �Ý�î�±�@0
�X�b�Í�«�º�_%$�K�K)F�I�€�Z�8�•���œ�
�Ý�î�±�V�b  FIB �¸�î
�È�Ý�c�
�¶���b�Í�«�º�[�c�^�C�
�§�È�¿�µ�º�_�P�Â�M�•�É�Þ�Ç�•�µ�¡�«
�†)T�â�K�r�M���§�È�¿�µ�º�b�É�Þ�Ç�•�µ�¡�«�c�
�¢�Ü�î�½�å�¢7„�K6õ�€
�†�Ï�–�å�º�K�r�M��"I���b�Í�«�º�_�Ã�£�µ�º�†3?3æ�M�•�²0[�@�6�•��
�œ�
7„�K�¹�î�±�Ë�î�«�?�}"I���b�É�Þ�Ç�•�µ�¡�«�@7Ÿ�u�}�€�r�M��

�Ã�å�º7„�K6õ�€ "I�f�^��#.�†�²0[�\�M�•�µ+��x  CEF �«�–�µ�³�å�¢�[�r�T�§�Ï�î�º�I�€
�Z�8�^�8�µ+��c�
���_�V�)�b�«�–�µ�³�å�¢  �Þ�Ë�Ý�_3æ�}�€�r�M>&�Ã�å�º
�I�€�r�M>' ��

�ë� 7„�K6õ�€ �Ã�£�µ�º�@�»�ß�µ�É�I�€�r�M��

�»�ß�µ�É7„�K6õ�€ �Ã�£�µ�º�@�»�ß�µ�É�I�€�r�M��
27-3
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'¨  27 'v       CEF �b0¿��
Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�b  CEF �b��/æ
�W 27-1 1=#. L2/L3 �«�–�µ�³�å�¢  �¥�å�Ï�î�¿�å�º

Integrated Switching Engine�c�
 ASIC �Á�î�»�˜�™�”�†�Q#Ý�K�Z�
1=#.�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�V�[  
VLAN 6ë�Ý�î�¸�•�å�¢�†��/œ�K�r�M�� ASIC �Á�î�»�˜�™�”�c�
�Í�«�º�
�«�–�µ�³�
�r�S�c�Ý�î�±�_�K)F
�M�•�|�:�_0¿���[�A�•"@#.�™  3 �–�å�±�î�Ç�™�–�«�v�§�Ï�î�º�K�Z�8�r�M��

�Á�î�»�˜�™�”�>�|�g�¯�Ç�º�˜�™�”�b�«�–�µ�³�å�¢

3û�–�b�Ã�£�µ�º�_�X�8�Z�c�
 Integrated Switching Engine�c�Á�î�»�˜�™�”�[�Ã�£�µ�º3?3æ�µ+��†��/œ�K
�r�M���G�€�}�b�Ã�£�µ�º�c8��–�_9×3ÿ�[�Á�î�»�˜�™�”�«�–�µ�³�å�¢�I�€�r�M���[�¥�b�Ã�£�µ�º�c�

CPU �§�È�©�«�¸�Ò  �¯�Ç�º�˜�™�”�_�|�W�Z3?3æ�I�€�r�M�� Integrated Switching Engine�@�±4Š�(�b�Ã
�£�µ�º�†�Á�î�»�˜�™�”�[3?3æ�K�Z�8�•�G�\�c�
)+0£�Þ�Ï�î�º�?�}�ƒ�?�~�r�M���¯�Ç�º�˜�™�”3?3æ�b3ÿ�Ø
�c�Á�î�»�˜�™�”3?3æ�_�š�m�Z�±�œ�_�W�@�~�r�M�@�
 CPU �§�È�©�«�¸�Ò�_�|�W�Z�Ã�£�µ�º�@3?3æ�I�€�Z
�v�
�Á�î�»�˜�™�”3?3æ�b3ÿ�Ø�@�W�@�•�G�\�c�6�~�r�O�‡��

�W 27-2 �c�
 Integrated Switching Engine�>�|�g  CPU �§�È�©�«�¸�Ò�b�«�–�µ�³�å�¢  �¥�å�Ï�î�¿�å�º�b�+
�Õ�W�[�M��

Integrated Switching Engine9ÔASIC9Õ

L3  �!�
���f�2�o�H�����,

.°!��^�o�2

L3 .°!�
���f�2�o�H�����,

L2 �,���6�4�P�o�;  

68
40

2

VLAN1

Gig 1/1

VLAN2
27-4
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



'¨  27 'v       CEF �b0¿��
Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�b  CEF �b��/æ
�W 27-2 �Á�î�»�˜�™�”�>�|�g�¯�Ç�º�˜�™�”  �«�–�µ�³�å�¢�b�¥�å�Ï�î�¿�å�º

Integrated Switching Engine�c�
�Á�î�»�˜�™�”�[  VLAN 6ë�Ý�î�¸�•�å�¢�†��/œ�K�r�M�� CPU �§�È�©�«
�¸�Ò  �¯�Ç�º�˜�™�”�c�
�§�È�¿�µ�º�á�î�¡  �”�¡�­�«  �É�ß�º�¥�Ý>& SNAP>'�•�É�­�Ý�ì�†�Q#Ý�M�•�

VLAN �l�b�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�†�§�Ï�î�º�K�r�M�� CPU �§�È�©�«�¸�Ò  �¯�Ç�º�˜�™�”�c�I�}�_�

)r&à�Ý�î�¸�•�å�¢  �•�É�­�Ý�ì>& GRE>'�º�å�¿�Ý�v�§�Ï�î�º�K�Z�8�r�M��

�Á�î�»�˜�™�”  �«�–�µ�³�å�¢

�Á�î�»�˜�™�”  �«�–�µ�³�å�¢�c�
 Supervisor Engine III �>�|�g  Supervisor Engine IV �b�† =�·�8�[�M��

�¯�Ç�º�˜�™�”  �«�–�µ�³�å�¢

�¯�Ç�º�˜�™�”  �«�–�µ�³�å�¢�c�
�Á�î�»�˜�™�”�[�º�Û�Ç�•�µ�¡�†��#.�[�A�^�8���œ�_/œ�ƒ�€�r�M�����b
�±�–�É�b�[�¥�Ã�£�µ�º�@�¯�Ç�º�˜�™�”�[��#.�I�€�r�M�@�
3ÿ�Ø�c�±�œ�_�*�W�K�r�M��

• IP �Ê�µ�²�î  �œ�É�©�Ù�å�†�Q#Ý�K�Z�8�•�Ã�£�µ�º  

>&�@>' TCP �Ê�µ�²�î  �œ�É�©�Ù�å�†�Q#Ý�K�Z�8�•�Ã�£�µ�º�c�
3?3æ�b�ô���_�s8j�K�^�8�b�[�
�Á�î
�»�˜�™�”�[�«�–�µ�³�å�¢�I�€�r�M��

• IP �Ñ)F�•+��ì6ë>& TTL>'�•�˜�å�±�@ 6�¢�K�Z�8�•�Ã�£�µ�º

• �º�å�¿�Ý  �–�å�±�î�Ç�™�–�«�_3?3æ�I�€�•�Ã�£�µ�º  

• �§�Ï�î�º�P1ß�¥�b�•�É�­�Ý�ì�±�–�É�†�æ���K�Z3æ�}�€�Z�A�S�Ã�£�µ�º

• �§�Ï�î�º�P1ß�¥�b�•�É�­�Ý�ì�±�–�É�@0¿���I�€�S�–�å�±�î�Ç�™�–�«�_�Ý�î�¸�•�å�¢�I�€�•�Ã�£�µ�º

• ���Š�–�å�±�î�Ç�™�–�«�b  MTU �†2x�<�Z�8�•�S�u�(�m�@�²0[�^�Ã�£�µ�º

• IGMP �Ü�²�–�Þ�¡�º�b�Ý�î�¸�•�å�¢�@�²0[�^�Ã�£�µ�º

• 802.3 �–�î�§�¿�µ�º  �Ã�£�µ�º

Integrated Switching Engine CPU �(�I�*�,�9�S

GRE
�;�f�@�^

L3  �!�
���f�2�o�H�����,

�^�o�2

L3 ���f�2�o�H�����,

L2 �,���6�4�P�o�;  

68
12

7

VLAN1

Gig 1/1

VLAN2
GRE

�;�f�@�^
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CEF 0¿���b�D7H�¦8o
�ß�î�»  �Â�Û�å�©�å�¢

Catalyst 4000 �Ç�“�Ñ�Ü  �«�–�µ�³�c�
 Integrated Switching Engine �Á�î�»�˜�™�”�[�
�Ã�£�µ�º  �Ý�î�¸�•
�å�¢�b�ß�î�»  �Â�Û�å�©�å�¢�†�§�Ï�î�º�K�r�M���ß�î�»  �Â�Û�å�©�å�¢�µ+��c�–�_�–�¿�î�È�Ý�[�M���G�b
�µ+��c�
� �M�¿�µ�º�á�î�¡�_0
�X�b$��^�•�¿�¡�«�º�Í�µ�É  �”�»�Þ�«�[0
�X�b�Ý�î�º�@0¿���I�€�Z�8�•
���œ�_�·�8�K�r�M���G�b�|�:�^�Ý�î�º�c�
7ü$×�_0¿���M�•�G�\�v�
 Open Shortest Path First>&OSPF>'�

Enhanced Interior Gateway Routing Protocol>&EIGRP>'�^�]�b�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�_�|�W�Z0¿��
�M�•�G�\�v�[�A�r�M��

�Á�î�»�˜�™�”�c�
�Á�î�»�˜�™�”  �Á�µ�©�×�µ+��†�Q#Ý�K�
3æ�™
–�>�|�g��
›  IP �”�»�Þ�«�
3æ�™
–�>�|�g
��
›  TCP �Ï�î�º$��•>&0ñ�\�M�•���œ>'�_�ö�Y�8�Z�Í�†0£'ì�M�•�G�\�_�|�W�Z�
3?3æ�†�ô���K�r�M���I
�}�_�
�G�b2�,´�(�S�º�Á�µ�©�×�Í�†�Q#Ý�K�Z�
�Ã�£�µ�º3?3æ�_�Q#Ý�M�•�Ý�î�º�@4E�¥�I�€�r�M��"I���b
�Ç�ß�î>& TCP �K)F�^�]>'
Æ�b�M�m�Z�b�Á�î�»�˜�™�”  �«�–�µ�³�å�¢�@� �L�¿�¡�«�º  �Í�µ�É�_�Ý�î�¸�•�å
�¢�I�€�•�b�[�
�Ã�£�µ�º�b8p�Î�š�f�@$Î#Õ�M�•�•+��ö�@�`�I�C�^�~�r�M�� 1 �X�b�¿�µ�º�á�î�¡�_�P�K�Z
�q�±  8 '�8®�b�Ý�î�º�@�§�Ï�î�º�I�€�r�M��

�¯�Ç�º�˜�™�”  �–�å�±�î�Ç�™�–�«

Catalyst 4000 �Ç�“�Ñ�Ü  �«�–�µ�³�P�Â�b  Cisco IOS �c�
�Á�î�»�˜�™�”3?3æ�š�å�ª�å�_�c)��s3¸�r�€�Z�8
�^�8  GRE �>�|�g  IP �º�å�¿�Ý  �–�å�±�î�Ç�™�–�«�†�§�Ï�î�º�K�Z�8�r�M���G�€�}�b�–�å�±�î�Ç�™�–�«�\
�b6ë�†�v�€�•�Ã�£�µ�º�c�M�m�Z�
�¯�Ç�º�˜�™�”�[��#.�M�•�²0[�@�6�~�r�M��3?3æ3ÿ�Ø�c�Á�î�»�˜�™�”  
�«�–�µ�³�å�¢  �–�å�±�î�Ç�™�–�«�_�š�m�Z�±�œ�_�*�W�K�r�M���r�S�
�G�€�}�b�–�å�±�î�Ç�™�–�«�[�c�

�Þ�–�Ö  2 �µ+��c�§�Ï�î�º�I�€�r�O�‡��

CEF 0¿���b�D7H�¦8o
Integrated Switching Engine�@�Á�î�»�˜�™�”�[�b�Þ�–�Ö  3 �«�–�µ�³�å�¢�[�§�Ï�î�º�M�•�•�É�­�Ý�ì�±�–
�É�c�
 Advanced Research Projects Agency>&ARPA>'�>�|�g  ISL>&�«�–�µ�³6ë�Ü�å�¡>' /802.1Q �T�E�[
�M�� CPU �§�È�©�«�¸�Ò�c�
�Þ�–�Ö  2 �P�Â�b  SNAP �^�]�
�¯�Ç�º�˜�™�”�[�b�Þ�–�Ö  3 �«�–�µ�³�å�¢�_�Q
#Ý�[�A�•�I�r�J�r�^�•�É�­�Ý�ì�†�§�Ï�î�º�K�r�M��

CEF �b0¿��
�G�G�[�c�
 CEF �†0¿���M�•�m8p�_�X�8�Z1��Â�K�r�M��

• �� CEF �b�–�¿�î�È�Ý�ì�� >&P.27-6>'

• �� CEF �b�ß�î�»  �Â�Û�å�©�å�¢�b0¿���� >&P.27-7>'

CEF �b�–�¿�î�È�Ý�ì

Catalyst 4000 �Ç�“�Ñ�Ü  �«�–�µ�³�[�c�
 CEF �c�¹�Ç�›�Ý�º�b0¿���[�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�^�W�Z�8
�r�M��0¿���c�²0[�6�~�r�O�‡��

CEF �†
Ì�Ø�–�¿�î�È�Ý�_�M�•�_�c�
���b�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

Switch(config)# ip cef distributed �† =�b  CEF �·�8�†�–�¿�î�È�Ý�_�K�r�M��
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'¨  27 'v       CEF �b0¿��
CEF �b0¿��
CEF �b�ß�î�»  �Â�Û�å�©�å�¢�b0¿��

CEF �b�ß�î�»  �Â�Û�å�©�å�¢�c�
3æ�™
–�>�|�g��
›�Ã�£�µ�º�_���b)��s�œ�ƒ�O�_�ö�Y�8�Z/œ�ƒ�€�r�M��
��
›�l�¹�î�±�†3?3æ�M�•�\�A�_�
0
�X�b�Ã�«�_�º�Û�Ç�•�µ�¡�†�(�S�I�O�•�G�\�_�|�W�Z�
�Ü�¯�î�«�b�<
#Ý�†�q4:�ì�[�A�r�M���ß�î�»  �Â�Û�å�©�å�¢�µ+��c�
��
›�"�)�[0¿���[�A�r�M���ß�î�»  �Â�Û�å�©�å�¢�b
�ô���c�
$Î�™�–�å�±�î�Ç�™�–�«�[/œ�ƒ�€�r�M���ß�î�»  �Â�Û�å�©�å�¢�†0¿���M�•�\�A�_�c�
��
›�"�)�[
$Î�™�–�å�±�î�Ç�™�–�«�_0¿���K�Z�C�T�I�8��

�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• ����
›�9�ß�î�»  �Â�Û�å�©�å�¢�b0¿���� >&P.27-7>'

• ��2�,´�(�S�º�Á�µ�©�×�µ+��b0¿���� >&P.27-7>'

• �� CEF �_���b/²&g�� >&P.27-8>'

��
›�9�ß�î�»  �Â�Û�å�©�å�¢�b0¿��

CEF �@�–�¿�î�È�Ý�b���œ�
��
›�9�ß�î�»  �Â�Û�å�©�å�¢�c�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�[�M����
›�9�ß�î�»  
�Â�Û�å�©�å�¢�†�Q#Ý�M�•���œ�c�
 CEF �†�–�¿�î�È�Ý�_�M�•�\�
3ã�•�b�8���c�²0[�6�~�r�O�‡��

��
›�9�ß�î�»  �Â�Û�å�©�å�¢�_�|�~�
�Ý�î�±�c0
�X�b�Ã�«�†�Q#Ý�K�Z2�,´�†�(�S�I�O�r�M���æ���I�€�S
$Î�™
–�\��
›�Í�«�º�b�Ì�”�c�
0
�X�b�Ã�«�†�Q#Ý�•+��^���œ�[�6�W�Z�v�
� �L�Ã�«�†�Q#Ý�M�•�G�\�@�–
0É�I�€�Z�8�r�M��$��^�•�Ì�”���Z�b�º�Û�Ç�•�µ�¡�c�
�Q�€�R�€$��^�•�Ã�«�†3û�•
4�¥�@�6�~�r�M�� CEF 
�†�–�¿�î�È�Ý�_�M�•�\�
��
›�9�ß�î�»  �Â�Û�å�©�å�¢�c�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_�^�~�r�M���G�b�ß�î
�»  �Â�Û�å�©�å�¢�‰�'�c�I�r�J�r�^#”�C�_4:�K�Z�8�r�M��

��
›�9�ß�î�»  �Â�Û�å�©�å�¢�c�
)+0£�V�b�º�Û�Ç�•�µ�¡�(�S�_�k�Ñ�M�•�b�[�
3æ�™
–�Ì�”�r�S�c��
›�Ì
�”�b�X�@�Q�<�•�o�]�
�ß�î�»  �Â�Û�å�©�å�¢�b� �Ý�@�±�A�C�^�~�r�M��

��
›�"�)�b�ß�î�»  �Â�Û�å�©�å�¢�†�Q#Ý�M�•�G�\�_�|�~�
�¶���b�Í�«�º  �Ì�”�b�Ã�£�µ�º�@8p�_�?4)�M�•
�G�\�@�–0É�I�€�r�M��"I���b�Í�«�º  �Ì�”���Z�b�Ã�£�µ�º�c�M�m�Z�
� �L�Ü�å�¡>& 1 �X�r�S�c0
�X�b�Ü�å
�¡>'�†�Q#Ý�K�Z�Ý�î�¸�•�å�¢�I�€�r�M��

2�,´�(�S�º�Á�µ�©�×�µ+��b0¿��

��
›  IP �É�Þ�Ç�•�µ�¡�«�_�P�K�Z0
�X�b�Ø�½�Ÿ�Õ�«�º  �Ý�î�º�@�Ñ�~�M�•���œ�
�Á�î�»�˜�™�”�c�
�É�Þ
�Ç�•�µ�¡�«�_�M+´�M�•�Ã�£�µ�º�†�Q#Ý�•+��^�M�m�Z�b�Ý�î�º�[3æ�™�M�•�b�[�
�M�m�Z�b�¿�¡�«�º  �Í�µ
�É �Ý�î�±�[2�,´�@�(�S�I�€�r�M���¹�Ç�›�Ý�º�[�c�
3æ�™
–�>�|�g��
›  IP �”�»�Þ�«�b�Á�µ�©�×�†0£'ì
�K�
�Ý�î�º4E�¥#Ý�_�_�A���I�€�S�Í�†�Q#Ý�K�Z�Q#Ý�I�€�•�Ý�î�º�@4E�¥�I�€�r�M���G�b)��Ý�
 1 �X�b3æ
�™
–�Ç�ß�î�r�S�c��
›�Ç�ß�î
Æ�b�M�m�Z�b�Ã�£�µ�º�@�²�N� �L�Ý�î�º�V�[3æ�™�I�€�•�S�u�
0
�X�b�Ã
�£�µ�º�_�X�8�Z�Ã�£�µ�º8p�Î�@�–�â�I�€�r�M�@�
�Ý�î�º�_�P�K�Z�Ç�ß�î�†�o�p�Û�å�²�Ò�_�(�S�K�r�M��

2�,´�(�S�º�Á�µ�©�×�µ+��c�š�f�[�A�•�b�[�
3æ�™
–�>�|�g��
›  IP �”�»�Þ�«�è�¥�_�
3æ�™
–  TCP/UDP 
�Ï�î�º�
��
›  TCP/UDP �Ï�î�º�
�r�S�c�Q�b�g�‰�†�Á�µ�©�×�_)��s3¸�t�G�\�@�[�A�r�M��

3æ�™
–�r�S�c��
›�Ï�î�º�
�6�•�8�c�Q�b�g�‰�†�Q#Ý�M�•�|�:�_2�,´�(�S�º�Á�µ�©�×�µ+��†0¿���M�•�_
�c�
���b�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

Switch (config)# [ no]  ip cef load-sharing 
algorithm include-ports source 
destination ]

3æ�™
–�>�|�g��
›�Ï�î�º�†�Q#Ý�M�•2�,´�(�S�º
�Á�µ�©�×�µ+��†�–�¿�î�È�Ý�_�K�r�M��

�¹�Ç�›�Ý�º�b  Cisco IOS 2�,´�(�S�”�Ý�¦�Ü�¬�Ò�†
�Q#Ý�M�•�|�:�_�«�–�µ�³�†0¿���M�•�_�c�
 no 
�Ÿ�î�á�î�»�†�æ���K�r�M��
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CEF �b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«
>&�@>' include-ports �œ�É�©�Ù�å�c�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�V�b�¯�Ç�º�˜�™�”�[�«�–�µ�³�å�¢�I�€�•
�º�Û�Ç�•�µ�¡�_�c4:#Ý�I�€�r�O�‡��

CEF �_���b/²&g

�p7Ÿ�I�€�S  CEF �_���†/²&g�[�A�r�M�� CEF �†/²&g�M�•�_�c�
���b�8���†/œ�8�r�M��

CEF �b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«
IP �º�Û�Ç�•�µ�¡�_6õ�M�•�_���†/²&g�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 �Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  3/3 �V�b  IP �Ø�½�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�_���†/²&g�M�•
�[�†&g�K�r�M��

Switch# show interface fastethernet 3/3 | begin L3  
  L3 in Switched: ucast: 0 pkt, 0 bytes - mcast: 12 pkt, 778 bytes mcast
  L3 out Switched: ucast: 0 pkt, 0 bytes - mcast: 0 pkt, 0 bytes 
     4046399 packets input, 349370039 bytes, 0 no buffer
     Received 3795255 broadcasts, 2 runts, 0 giants, 0 throttles
<...output truncated...>
Switch#

>&�@>' IP �Ø�½�Ÿ�Õ�«�º  �Ã�£�µ�º  �•�˜�å�º�c�
(Ù  5 &Ê6ë7x�[�f�‚�I�€�r�M��

IP )+0£�_���b/²&g

IP �Ø�½�Ÿ�Õ�«�º)+0£�_���c�
�–�å�±�î�Ç�™�–�«�"�)�[�p7Ÿ�I�€�r�M�� IP )+0£�_���†/²&g�M�•�_�c�
��
�b�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

Switch# show ip cef �p7Ÿ�I�€�S  CEF �_���†/²&g�K�r�M��

�¥�Ð�å�» % $×

Switch# show interface  type slot / interface  
| begin L3

IP �Ø�½�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�b�§�Ð�Ü�î�†/²&g�K
�r�M��

�¥�Ð�å�» % $×

Switch# show interface  type number 
counters detail

IP )+0£�_���†/²&g�K�r�M��
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'¨  27 'v       CEF �b0¿��
CEF �b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«
���_�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  3/1 �b  IP �Ø�½�Ÿ�Õ�«�º)+0£�_���†/²&g�M�•�[�†&g�K�r
�M��

Switch# show interface fastethernet 3/1  counters detail  

Port                InBytes       InUcastPkts      InMcastPkts       InBcastPkts 
Fa3/1            7263539133           5998222          6412307               156 

Port               OutBytes      OutUcastPkts     OutMcastPkts      OutBcastPkts 
Fa3/1            7560137031           5079852         12140475                38 

Port              InPkts 64        OutPkts 64    InPkts 65-127    OutPkts 65-127 
Fa3/1                 11274            168536          7650482          12395769 

Port         InPkts 128-255   OutPkts 128-255   InPkts 256-511   OutPkts 256-511 
Fa3/1                 31191             55269            26923             65017 

Port        InPkts 512-1023  OutPkts 512-1023 
Fa3/1                133807            151582 

Port       InPkts 1024-1518 OutPkts 1024-1518 InPkts 1519-1548 OutPkts 1519-1548 
Fa3/1                   N/A               N/A              N/A               N/A 

Port       InPkts 1024-1522 OutPkts 1024-1522 InPkts 1523-1548 OutPkts 1523-1548 
Fa3/1               4557008           4384192                0                 0 

Port       Tx-Bytes-Queue-1  Tx-Bytes-Queue-2 Tx-Bytes-Queue-3  Tx-Bytes-Queue-4 
Fa3/1                    64                 0            91007        7666686162 

Port       Tx-Drops-Queue-1  Tx-Drops-Queue-2 Tx-Drops-Queue-3  Tx-Drops-Queue-4 
Fa3/1                     0                 0                0                 0 

Port         Rx-No-Pkt-Buff     RxPauseFrames    TxPauseFrames   PauseFramesDrop 
Fa3/1                     0                 0                0               N/A 

Port       UnsupOpcodePause 
Fa3/1                     0 
Switch# 

CEF>&�¯�Ç�º�˜�™�”  �«�–�µ�³�å�¢>'�>�|�g�Á�î�»�˜�™�”  IP �Ø�½�Ÿ�Õ�«�º7„�K�¸�î�È�Ý�_���†/²&g�M�•
�_�c�
���b�8���†/œ�8�r�M��

���_�
7„�K)+0£�_���†/²&g�M�•�[�†&g�K�r�M��

Switch# show adjacency gigabitethernet 3/5 detail  
Protocol Interface                 Address
IP       GigabitEthernet9/5        172.20.53.206(11)
                                   504 packets, 6110 bytes
                                   00605C865B82
                                   000164F83FA50800
                                   ARP        03:49:31 

>&�@>' 7„�K)+0£�_���c�
(Ù  10 &Ê6ë7x�[�f�‚�I�€�r�M��

�¥�Ð�å�» % $×

Switch# show adjacency  [ interface ] [ detail  
| internal  | summary]

�œ�É�©�Ù�å�b  detail �Ÿ�î�á�î�»�†�æ���M�•�\�
�Þ
�–�Ö  2 �_���†�µ�u�S0ò(ý�^7„�K�_���@/²&g�I�€�r
�M��
27-9
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



'¨  27 'v       CEF �b0¿��
CEF �b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«
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C H A P T E R 28

uRPF �b0¿��

>&�@>' �G�b�µ+��c�
 Supervisor Engine 6-E �>�|�g  Catalyst 4900M �«�–�µ�³�[�b�s�§�Ï�î�º�I�€�r�M��

�G�b'v�[�c�
�Ø�½�Ÿ�Õ�«�º  Reverse Path Forwarding>&�Ø�½�Ÿ�Õ�«�º  RPF>'�µ+��_�X�8�Z1��Â�K�r�M��
�Ø�½�Ÿ�Õ�«�º  RPF �µ+��†�Q#Ý�M�•�\�
�«�–�µ�³�†3û4#�M�•�Y�G�^�g�'�r�S�c
�4��b  IP 3æ�™
–�”�»�Þ�«
�_�|�W�Z$Î#Õ�M�•�e8Ÿ�†3M�ö�[�A�r�M��

�G�b'v�b�Ø�½�Ÿ�Õ�«�º  RPF �¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS Security Command Reference���b
�� Unicast Reverse Path Forwarding Commands���b'v�†�g!·�K�Z�C�T�I�8���G�b'v�[�Q#Ý�I�€�S�Q�b�Ú
�b�¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«  �Ð�«�±  �–�å�¹�µ�¡�«�†�Q#Ý�M�•�?�
�œ�å�Û�–�å
�[�è(ô�K�Z�C�T�I�8��

�µ+��_6õ4��Ü�E�}�€�S�Á�î�»�˜�™�”  �É�Û�µ�º�Ç�›�î�Ò�r�S�c�¯�Ç�º�˜�™�”  �–�Ó�î�ª�b�_���†1‘�9�M�•
�_�c�
 Cisco.com �b  Feature Navigator �†�Q#Ý�K�Z�µ+��_�X�8�Z�b�_���†�è(ô�M�•�?�
"I���b�Ü�Ü�î�«
�b�¯�Ç�º�˜�™�”  �Ü�Ü�î�«�À�î�º�†�g!·�K�Z�C�T�I�8��0ò(ý�_�X�8�Z�c�
 �� Using Cisco IOS Software��
�b'v�b�� Identifying Supported Platforms���†�g!·�K�Z�C�T�I�8��

>&�@>' �G�b'v�b�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 Series Switch 
Cisco IOS Command Reference���>�|�g���b  URL �b6õ4��Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6350/index.html

'v�b
Æ��
�G�b'v�b
Æ���c�
���b�\�>�~�[�M��

• �Ø�½�Ÿ�Õ�«�º  �Ü�Â�î�«  �Ã�«3?3æ�b�+0[

• �Ø�½�Ÿ�Õ�«�º  RPF �b0¿���8���Ü�«�º

• �Ø�½�Ÿ�Õ�«�º  RPF �b�Ô�½�±�Ü�å�¢�\�Ó�å�¸�¼�å�«

• �Ø�½�Ÿ�Õ�«�º  RPF �b�Ô�½�±�Ü�å�¢�\�Ó�å�¸�¼�å�«

• �Ø�½�Ÿ�Õ�«�º  RPF �b0¿���[>8%T�™�Ç�•�Ý�±�\$Î�™�Ç�•�Ý�±
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'¨  28 'v       uRPF �b0¿��
�Ø�½�Ÿ�Õ�«�º  �Ü�Â�î�«  �Ã�«3?3æ�b�+0[
�Ø�½�Ÿ�Õ�«�º  �Ü�Â�î�«  �Ã�«3?3æ�b�+0[
�Ø�½�Ÿ�Õ�«�º  RPF �µ+��†�Q#Ý�K�Z�
�è0É�•+��^  IP 3æ�™
–�”�»�Þ�«�@�^�8  IP �Ã�£�µ�º�†�ë� �M�•�G�\
�[�
�Y�G�^�g�'�r�S�c
�4�>&
�/æ>'�b  IP 3æ�™
–�”�»�Þ�«�@�¿�µ�º�á�î�¡�[�Q#Ý�I�€�•�G�\�_�|�W�Z$Î
#Õ�M�•�e8Ÿ�†3M�ö�[�A�r�M���S�\�<�d�
 Smurf �x  Tribal Flood Network>&TFN>'�^�]�
�¨�C�b�M+á$×�^
�±�–�É�b  DoS �7�Á�c�

�4��I�€�S�
�r�S�c�����_�š�ƒ�•3æ�™
–  IP �”�»�Þ�«�†�Q#Ý�K�Z�
�7�Á�†':�A�F
�u�S�~�Ç�•�Ý�±�M�•�G�\�†�7�Á*…�@7<�F�[�A�•�|�:�_�K�r�M�� �Ã�È�Ü�µ�¡  �”�¡�­�«�†�f�j�M�•  Internet 
service provider>&ISP; �–�å�±�î�¿�µ�º  �§�î�Å�«  �É�ß�Â�–�²�î>'�b���œ�
 uRPF �@ IP �Ý�î�¸�•�å�¢  �¸�î
�È�Ý�\�Z�œ�ö�b�v�€�S�w� �^3æ�™
–�”�»�Þ�«�†�â�X�Ã�£�µ�º�T�E�†3?3æ�M�•�G�\�_�|�W�Z�
�Q�b�|�:�^
�7�Á�†�Q�}�K�r�M���G�b��#.�_�|�~�
 ISP �b�¿�µ�º�á�î�¡�
�Q�b8³���
�>�|�g�g�~�b�–�å�±�î�¿�µ�º�@
�–1¤�I�€�r�M��

�G�G�[�c�
���b�_���_�X�8�Z1��Â�K�r�M��

• �Ø�½�Ÿ�Õ�«�º  RPF �b�µ+�

• �Ø�½�Ÿ�Õ�«�º  RPF �b��/æ

• �D(Ù�¦8o

• 6õ4��µ+��>�|�g�¸�¡�À�ß�ª�î

• �Ø�½�Ÿ�Õ�«�º  RPF 0¿���b�S�f�²�ó

�Ø�½�Ÿ�Õ�«�º  RPF �b�µ+�

�Ø�½�Ÿ�Õ�«�º  RPF �@�–�å�±�î�Ç�™�–�«�[�–�¿�î�È�Ý�b�\�A�c�
�«�–�µ�³�c�Q�b�–�å�±�î�Ç�™�–�«�_�P
�M�•
°�Š�\�K�Z�w�™�K�S�M�m�Z�b�Ã�£�µ�º�†�è0É�K�Z�
3æ�™
–�”�»�Þ�«�>�|�g3æ�™
–�–�å�±�î�Ç�™�–�«
�@�Ý�î�¸�•�å�¢  �¸�î�È�Ý�_�Ñ�~�K�
�Ã�£�µ�º�†�w�™�K�S�–�å�±�î�Ç�™�–�«�\�M+´�M�•�G�\�†&�1��K�r
�M�����‹�‰�è(ô���µ+��c�
�©�«�¥  �š�¡�«�É�Þ�«  �Ç�›�á�î�¹�•�å�¢>& CEF>'�@�«�–�µ�³�[�–�¿�î�È�Ý�b��
�œ�_�T�E�<#Ý�[�A�r�M���G�€�c�
�è(ô�@3?3æ�_���Ë�î�«>& FIB>'�_�ö�Y�8�Z/œ�ƒ�€�•�S�u�[�M�� CEF �[
�c�
�Q�b�·�8�b�M4Š�\�K�Z  FIB �@#Õ�B�I�€�r�M��

>&�@>' �Ø�½�Ÿ�Õ�«�º  RPF �c
°�Š�µ+��[�6�~�
�K)F�b�”�µ�É�«�º�Ü�î�Ò)
'ƒ�_�6�•�Ý�î�±�b
°�Š�–�å�±�î�Ç�™
�–�«�_�T�E4:#Ý�I�€�r�M��

�Ø�½�Ÿ�Õ�«�º  RPF �c�
�«�–�µ�³  �–�å�±�î�Ç�™�–�«�[�w�™�K�S�Ã�£�µ�º�@�
�Ã�£�µ�º�b3æ�™
–�l�b�q4:
�^�`�~�Ã�«>&�`�~�Ý�î�º>'�[�?%T�K�Z�8�•�?�]�:�?�†&�1��K�r�M���Ø�½�Ÿ�Õ�«�º  RPF �c�
 CEF �¸�î�È
�Ý�b3ë�,�A�†/œ�:�G�\�[�G�€�†&�1��K�r�M���Ã�£�µ�º�@�q4:�^�Ü�Â�î�«  �Ã�«  �Ý�î�º�b�8�N�€�?�?�}�w
�™�I�€�S���œ�
�Ã�£�µ�º�c3û�–�]�>�~�_3?3æ�I�€�r�M���Ã�£�µ�º�†�w�™�K�S�Ã�«�\� �L�–�å�±�î�Ç�™�–
�«�_�Ü�Â�î�«  �Ã�«  �Ý�î�º�@�^�8���œ�
3æ�™
–�”�»�Þ�«�@�š�f�I�€�S�•+��ö�@�6�~�r�M���Ø�½�Ÿ�Õ�«�º  
RPF �@�Q�b�Ã�£�µ�º�b�Ü�Â�î�«  �Ã�«�†0b�X�E�}�€�^�8���œ�c�
�Ã�£�µ�º�c�»�ß�µ�É�I�€�r�M��

>&�@>' �Ø�½�Ÿ�Õ�«�º  RPF �[�c�
�¥�«�º�@'¼�K�8�M�m�Z�b���q,����Ü�±�î�å  �Ã�«�@�w� �\0b�^�I�€�r�M���X�r
�~�
0
�X�b�Ü�±�î�å  �Ã�«�@�Ñ�~�K�
�Ý�î�¸�•�å�¢  �¥�«�º>&�Í�µ�É  �•�˜�å�º�
5��s�^�]>'�_6õ�K�Z�Ú�b
�Ã�«�\� '¼�[�
�Ý�î�º�@  FIB �_�Ñ�~�M�•���œ�
�Ø�½�Ÿ�Õ�«�º  RPF �c�µ+��K�r�M���r�S�
 EIGRP �Â�Ü�”
�å�º�@�Q#Ý�I�€�
3æ�™
–  IP �”�»�Þ�«�_�`�•� '¼�[�c�^�8�Ã/õ�Ã�«�@�Ñ�~�M�•���œ�v�
�Ø�½�Ÿ�Õ�«�º  
RPF �c�µ+��K�r�M��

�Ø�½�Ÿ�Õ�«�º  RPF �\  ACL �†0¿���K�S�–�å�±�î�Ç�™�–�«�[�Ã�£�µ�º�†�w�™�K�S���œ�
���b��#.�@$Î#Õ�K
�r�M��

�«�¸�µ�É 1 �–�å�Â�˜�å�»  �–�å�±�î�Ç�™�–�«�[0¿���I�€�S�–�å�Â�˜�å�»  ACL �@&�1��I�€�r�M��
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'¨  28 'v       uRPF �b0¿��
�Ø�½�Ÿ�Õ�«�º  �Ü�Â�î�«  �Ã�«3?3æ�b�+0[
�«�¸�µ�É 2 �Ø�½�Ÿ�Õ�«�º  RPF �c�
�Ã�£�µ�º�@3æ�™
–�_�P�M�•�q4:�^�Ü�±�î�å  �Ã�«�[�?4)�K�S�?�]�:�?�†&�1��K�r
�M���G��#.�_�c�
 FIB �¸�î�È�Ý�b3ë�Ý�µ�¡�”�µ�É�†��/œ�K�r�M��

�«�¸�µ�É 3 �Ã�£�µ�º3?3æ�b�S�u  CEF �¸�î�È�Ý>& FIB>'�b�Ý�µ�¡�”�µ�É�†��/œ�K�r�M��

�«�¸�µ�É 4 ���Š  ACL �c�
�”�˜�º�Â�˜�å�»  �–�å�±�î�Ç�™�–�«�[&�1��I�€�r�M��

�«�¸�µ�É 5 �Ã�£�µ�º�c3?3æ�I�€�r�M��

�G�G�[�c�
���b�Ø�½�Ÿ�Õ�«�º  RPF �b�I�ì�_�X�8�Z1��Â�K�r�M��

• �”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º�\�ß� �å�¢

• �–�å�±�î�Ç�™�–�«�9�b)+0£�_��

�W 28-1 �_�
�Ø�½�Ÿ�Õ�«�º  RPF �\  CEF �†�G#Ý�K�
�Ã�£�µ�º�b�Ü�±�î�å  �Ã�«�†&�1��M�•�G�\�[�
 IP 3æ�™

–�”�»�Þ�«�†�è0É�M�•�‰�2�†&g�K�r�M���G�b�[�[�c�
�Ø�î�¨�@�–�å�±�î�Ç�™�–�«  � �ž�Å�µ�º  �–�î�§
�¿�µ�º  1/1 �?�}3æ�™
–�”�»�Þ�«  192.168.1.1 �[�6�•�Ã�£�µ�º�†3æ�™�K�r�K�S�� �Ø�½�Ÿ�Õ�«�º  RPF �c  FIB 
�[�
� �ž�Å�µ�º  �–�î�§�¿�µ�º  1/1 �_�P�M�•�Ã�«�@  192.168.1.1 �_�6�•�?�]�:�?�†&�1��K�r�M���M+´�M�•
�Ã�«�@�6�•���œ�
�Ã�£�µ�º�c3?3æ�I�€�r�M���M+´�M�•�Ã�«�@�^�8���œ�
�Ã�£�µ�º�c�»�ß�µ�É�I�€�r�M��

�W 28-1 IP 3æ�™
–�”�»�Þ�«�†�è0É�M�•�Ø�½�Ÿ�Õ�«�º  RPF

�W 28-2 �_�
�è0É�_�»�K�K�S�Ã�£�µ�º�†�Ø�½�Ÿ�Õ�«�º  RPF �@�»�ß�µ�É�M�•�‰�2�†&g�K�r�M���G�b�[�[
�c�
�>���]�c3æ�™
–�”�»�Þ�«�@  209.165.200.225 �[�6�•�Ã�£�µ�º�†3æ�™�K�Z�8�Z�
�Q�b�Ã�£�µ�º�†� �ž
�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  1/1 �[�w�™�K�r�M���Ø�½�Ÿ�Õ�«�º  RPF �c  FIB �[�
� �ž�Å�µ�º  
�–�î�§�¿�µ�º  1/1 �_�P�M�•�Ã�«�@  209.165.200.225 �_�6�•�?�]�:�?�†&�1��K�r�M���M+´�M�•�Ã�«�@�6�•

�:�o�2

�p�5���<�_�,  x.x.x.x

1M�>�0���<�_�,  192.168.1.1

IP �K�6�3�o �Y�>� �V�,�;
RPF

���>

�<�`�6�J

1M�>

�^�o�9���f�#  �9�o�I�^9æ
�� 172.19.66.7�� &»!±��192.168.0.0
�� 172.19.0.0 �ê"å�’�’&ï�� FDDI 2/0/0

CEF �9�o�I�^9æ
�� 192.168.0.0�� 172.19.66.7�� FDDI 2/0/0
�� 172.19.0.0�� �’&ï�5�� FDDI 2/0/0

4Þ�’4P�%�9�o�I�^9æ
�� FDDI 2/0/0�� 172.19.66.7�� 50000603E...AAAA03000800

�:�o�2 IP �K�6�3�o

RPF �ê�”1M�>�0���<�_�,�é
�]�C�o�,  �D�,�Ç�I
��P�o�;�ã

	û)L�Ô���Æ�ä�Á�Æ�

#Õ.z�Ò�ù�Ô�•

	û)L�Ô���D�,�Ç�½���•�'�”
RPF �ê�D�$�6�;�
�ð�Ò�”

�Ø���
  CEF �Ç0©1M�Ò�ù�Ô�•
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'¨  28 'v       uRPF �b0¿��
�Ø�½�Ÿ�Õ�«�º  �Ü�Â�î�«  �Ã�«3?3æ�b�+0[
���œ�
�Ã�£�µ�º�c3?3æ�I�€�r�M���G�b���œ�
�Ý�î�¸�•�å�¢  �¸�î�È�Ý�_�
�Ø�î�¨�b�Ã�£�µ�º�†� �ž�Å�µ
�º  �–�î�§�¿�µ�º  1/1 �V�b3æ�™
–�”�»�Þ�«  209.165.200.225 �_�`�M�Ü�Â�î�«  �š�å�º�Ü�c�6�~�r�O�‡���Q
�b�S�u�
�Ã�£�µ�º�c�»�ß�µ�É�I�€�r�M��

�W 28-2 �è0É�_�»�K�K�S�Ã�£�µ�º�†�»�ß�µ�É�M�•�Ø�½�Ÿ�Õ�«�º  RPF

�Ø�½�Ÿ�Õ�«�º  RPF �b��/æ  
�Ø�½�Ÿ�Õ�«�º  RPF �_�c�
�z0[�^��/æ�N#.�@�8�C�X�?�6�~�r�M��

• �Ã�£�µ�º�c�
�Ã�£�µ�º�b3æ�™
–�_�P�M�•�q4:�^�Ü�±�î�å  �Ã�«>&�Ý�î�º>'�@�6�•�–�å�±�î�Ç�™�–�«
�[�w�™�M�•�²0[�@�6�~�r�M>&�G�b�É�ß�­�«�c �P!·�Ý�î�¸�•�å�¢ �\�ç�d�€�r�M>' �� FIB �_�c�
�w�™
�
�–�å�±�î�Ç�™�–�«�_�P�M�•�Ý�î�º�\�M+´�M�•�Ý�î�º�@�Ñ�~�M�•�²0[�@�6�~�r�M�� FIB �_�Ý�î�º�†3ã
�•�M�•��#.�c�
�«�±�¸�•�µ�¡  �Ý�î�º�
�¿�µ�º�á�î�¡  �«�¸�î�º�Ó�å�º�
�r�S�c�²�–�¼�Ñ�µ�¡  �Ý�î
�¸�•�å�¢�†�Ó�K�Z��/œ�[�A�r�M  >&�Ã�£�µ�º�@�
"I���b�q4:�[�c�^�88��P&à
°�Š�Ã�«�_�|�W�Z�?4)
�M�•�G�\�@�ƒ�?�W�Z�8�•���œ�
�Ø�½�Ÿ�Õ�«�º  RPF �b�Q#Ý�† ACL �[0Á�•�K�r�M>' ��

• �w�™
��–�å�±�î�Ç�™�–�«�[�b  IP 3æ�™
–�”�»�Þ�«�c�
�Q�b�–�å�±�î�Ç�™�–�«�b�Ý�î�¸�•�å�¢  �š�å�º
�Ü�\�M+´�M�•�²0[�@�6�~�r�M��

• �Ø�½�Ÿ�Õ�«�º  RPF �c
°�Š�µ+��[�6�~�
�K)F�b�”�µ�É�«�º�Ü�î�Ò)
'ƒ�_�6�•�Ý�î�±�b
°�Š�–�å�±�î
�Ç�™�–�«�_�T�E4:#Ý�I�€�r�M��

�G�b�|�:�^��/æ�N#.�@�6�•�S�u�
�²�˜�å�«�º�Ü�î�Ò  �¿�µ�º�á�î�¡�r�S�c  ISP �?�}�–�å�±�î�¿�µ�º�_�P
�M�•�Ú�b�K)F�@�^�8���œ�[�v�
�Ø�½�Ÿ�Õ�«�º  RPF �c�
8³���b�S�u�T�E�[�^�C�
�²�˜�å�«�º�Ü�î�Ò  �¿�µ
�º�á�î�¡�r�S�c  ISP �b�S�u�_�v�¿�µ�º�á�î�¡'ö#.*…�@�Q#Ý�[�A�•�¶�î�Ý�_�^�~�r�M��

�p�5���<�_�,  x.x.x.x

1M�>�0���<�_�,  209.165.200.225

�Y�>� �V�,�;
RPF

���>

�<�`�6�J

1M�>

�^�o�9���f�#  �9�o�I�^9æ
�� 172.19.66.7�� &»!±��192.168.0.0
�� 172.19.0.0 �ê"å�’�’&ï�� FDDI 2/0/0

CEF �9�o�I�^9æ
�� 192.168.0.0�� 172.19.66.7�� FDDI 2/0/0
�� 172.19.0.0�� �’&ï�5�� FDDI 2/0/0

4Þ�’4P�%�9�o�I�^9æ
�� FDDI 2/0/0�� 172.19.66.7�� 50000603E...AAAA03000800

RPF �ê�”1M�>�0���<�_�,�é
�]�C�o�,  �D�,�Ç�I
��P�o�;�ã

	û)L�Ô���Æ�ä�Á�Æ�

#Õ.z�Ò�ù�Ô�•

	û)L�Ô���D�,�Ç�å�¿�•�'�”
RPF �ê�D�$�6�;�

�<�`�6�J�Ò�ù�Ô�•
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'¨  28 'v       uRPF �b0¿��
�Ø�½�Ÿ�Õ�«�º  �Ü�Â�î�«  �Ã�«3?3æ�b�+0[
�@�– 5��s�x�ß�î�•�Ý  �É�Ü�Ç�“�Þ�å�«�^�]�
�œ�É�©�Ù�å�b  BGP �“�ö�†�Q#Ý�K�Z�
3æ�™
–�”�»�Þ�«�_�`�•
�q4:�^�Ã�«�†�š�f�[�A�r�M���š�f�_�|�W�Z�
�Ø�½�Ÿ�Õ�«�º  RPF �b�ï�8�_�s8j�@���r�M��

�G�G�[�c�
�Ø�½�Ÿ�Õ�«�º  RPF �b��/æ�_6õ�M�•�_���†1��Â�K�r�M��

• �­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�\�Ø�½�Ÿ�Õ�«�º  RPF

• �Ø�½�Ÿ�Õ�«�º  RPF �†�Q#Ý�M�•���d

• �Ý�î�¸�•�å�¢  �¸�î�È�Ý�b0[�ó

• �Ø�½�Ÿ�Õ�«�º  RPF �†�Q#Ý�M�m�A�[�c�^�8���d

• BOOTP �>�|�g  DHCP �†�Q#Ý�M�•�Ø�½�Ÿ�Õ�«�º  RPF

�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�\�Ø�½�Ÿ�Õ�«�º  RPF

�Ø�½�Ÿ�Õ�«�º  RPF �†�Ž6ä�M�•�S�u�b�Ï�Ü�©�î�†�ô���M�•7•�_�c�
���b!l�†*ƒ�Ö�K�r�M��

• �Ø�½�Ÿ�Õ�«�º  RPF �c�
�¿�µ�º�á�î�¡�b�È(
�^4Š�(�?�}�²�˜�å�«�º�Ü�î�Ò�b�–�å�±�î�Ç�™�–�«>&�[
�A�€�d�¿�µ�º�á�î�¡�b�š�µ�ª>'�_4:#Ý�M�•�²0[�@�6�~�r�M��

• �Ø�½�Ÿ�Õ�«�º  RPF �b4:#Ý
›�@�²�˜�å�«�º�Ü�î�Ò�_�^�•�o�]�
�”�»�Þ�«�b
�4��†3M�ö�K�

�4��I�€
�S�”�»�Þ�«�b3æ�™
–�†"I���M�•�\�A�_(ý�?�C�D�š�[�A�r�M���S�\�<�d�
�Ø�½�Ÿ�Õ�«�º  RPF �†7Ÿ(Ù
�«�–�µ�³�_4:#Ý�M�•�\�
�¨�C�b�²�˜�å�«�º�Ü�î�Ò  �¿�µ�º�á�î�¡�r�S�c�¡�Û�–�”�å�º�?�}�b�7�Á�b
3M�ö�_�z'g�U�
'ö#.�@(F�"�_�^�~�r�M�@�
�7�Á�b3æ�™
–�b"I���_�c�w%��[�c�6�~�r�O�‡���¿�µ�º
�á�î�¡  �”�¡�­�«  �§�î�Â�_�Ø�½�Ÿ�Õ�«�º  RPF �†4:#Ý�M�•�\�
�7�Á�b(
�V�†) �~�
�7�Á
–�†3ã2§�K�x
�M�C�^�~�r�M���S�T�K�
�¨�X�b�§�–�º�_�Ø�½�Ÿ�Õ�«�º  RPF �†�Ž6ä�M�•�\�
�¿�µ�º�á�î�¡4 #Ý�b'ö
#.�¥�«�º�@�Q�•�K�r�M��

• �–�å�±�î�¿�µ�º�
�–�å�º�Û�¿�µ�º�
�>�|�g�š�¡�«�º�Û�¿�µ�º�b�Ü�¯�î�«�_�ƒ�S�W�Z�Ø�½�Ÿ�Õ�«�º  
RPF �†�Ž6ä�M�•�š�å�¸�•�¸�•�X�@�¨�C�^�•�o�]�
�–�å�±�î�¿�µ�º  �¥�Ñ�×�½�¸�•
²�/�b�±0d�•�^
�¿�µ�º�á�î�¡�b�p�•�†3M�ö�[�A�•�•+��ö�\�
�7�Á
–�†3ã2§�[�A�•�•+��ö�@9×�C�^�~�r�M��

• �Ø�½�Ÿ�Õ�«�º  RPF �c�º�å�¿�Ý�[�•�É�­�Ý�ì�I�€�S  IP �Ã�£�µ�º�†�è���K�r�O�‡>& GRE�
 LT2P�

PPTP �^�]>' ���Ø�½�Ÿ�Õ�«�º  RPF �c�Í�î�Ò  �¤�î�º�˜�™�–�[0¿���M�•�²0[�@�6�•�S�u�
�º�å�¿�Ü�å�¢
�>�|�g�•�É�­�Ý�ì�Þ�–�Ö�@�Ã�£�µ�º�?�}�P7V�I�€�S�‹�_�b�s�
�Ø�½�Ÿ�Õ�«�º  RPF �c��#.�I�€�r�M��

�Ø�½�Ÿ�Õ�«�º  RPF �†�Q#Ý�M�•���d  

�Ø�½�Ÿ�Õ�«�º  RPF �c�
�¿�µ�º�á�î�¡�?�}�b�”�¡�­�«  �Ï�–�å�º�@��2A$×�_  1 �X>&�X�r�~�
�”�µ�É�«�º
�Ü�î�Ò�K)F�@  1 �X>'�b�s�b���©�å�¢�Ý�Í�î�Ò��#”�C�[�Q#Ý�[�A�r�M�� 1 �X�b�”�¡�­�«  �Ï�–�å�º�†�â�X
�¿�µ�º�á�î�¡�c�
�P!·�Ý�î�¸�•�å�¢�b�q4:�^�[�[�M���X�r�~�
�Ã�£�µ�º�@�¿�µ�º�á�î�¡�_
°�•�–�å�±�î
�Ç�™�–�«�@�
 IP �Ã�£�µ�º�b3æ�™
–�_�P�M�•�q4:�^�Ü�±�î�å  �Ã�«�[�v�6�•�–�å�±�î�Ç�™�–�«�[�M���Ø�½
�Ÿ�Õ�«�º  RPF �b�q�v�M+á$×�^�Q#Ý���d�c�
�–�å�±�î�¿�µ�º�
�–�å�º�Û�¿�µ�º�
�r�S�c�š�¡�«�º�Û�¿�µ
�º#”�C�b�¿�µ�º�á�î�¡�Ø3¶�µ�þ�
�r�S�c8³���¿�µ�º�á�î�¡�b)
'ƒ#Ý�b  ISP #”�C�_�6�•�¿�µ�º�á�î�¡�Ø3¶
�µ�þ�[�M��

ISP �_�P�K�Z�"�M�b�K)F�Ï�–�å�º�†�â�X�û���¿�µ�º�á�î�¡

�û���¿�µ�º�á�î�¡�[�c�

°�Š�–�å�±�î�Ç�™�–�«�[�º�Û�Ç�•�µ�¡�†�Ç�•�Ý�±�Ü�å�¢�M�•7•�_>& 
°�Š�Ç�•�Ý
�±�Ü�å�¢ �\�ç�d�€�•�É�ß�­�«>'�Ø�½�Ÿ�Õ�«�º  RPF �†�Q#Ý�M�•  1 �X�b% $×�c�
�–�å�±�î�¿�µ�º�?�}%T�™
�K�S�Y�G�^�g�'�b�Ã�£�µ�º�?�}�–1¤�M�•�G�\�[�M���‘�¶�
�–�å�±�î�¿�µ�º�_�P�K�Z  1 �X�b�K)F�Ï�–�å�º
�†�â�X�ß�î�•�Ý  �¿�µ�º�á�î�¡�c�
�w�™�–�å�±�î�Ç�™�–�«�\�K�Z  ACL �†�Q#Ý�K�Z�

�4��I�€�S�Ã�£�µ�º
�@�–�å�±�î�¿�µ�º�?�}�ß�î�•�Ý  �¿�µ�º�á�î�¡�_
°�}�^�8�|�:�_�K�Z�8�r�K�S��
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'¨  28 'v       uRPF �b0¿��
�Ø�½�Ÿ�Õ�«�º  �Ü�Â�î�«  �Ã�«3?3æ�b�+0[
�¨�C�b�©�å�¢�Ý�Í�î�Ò�b�Ø�î�¨�_�X�8�Z�c�
 ACL �@�z'g�U�r�M�@�

°�Š�Ç�•�Ý�±�\�K�Z  ACL �†�Q#Ý�M
�•�\�A�c�
 2 �X�b
¹3û�K�Z�g!·�I�€�•�D(Ù�¦8o�†�µ�u�
�º�Þ�î�»�œ�Ç�@�6�~�r�M��

• 8��–�_9×�8�Ã�£�µ�º  �Þ�î�º�[�b  Packet Per Second>&PPS>'�Ã�Ç�›�î�Ð�å�«  

>&�@>' �G�b�D7H�c�
�¯�Ç�º�˜�™�”3?3æ�Ã�£�µ�º�_�b�s4:#Ý�I�€�r�M���Á�î�»�˜�™�”  �Ã�£�µ�º�b3?3æ
�c�
 ACL �>�|�g  uRPF �b�g�‰�[� �L�[�M��

• ACL �b�Ó�å�¸�¼�å�«>&�¿�µ�º�á�î�¡�_3ã�•�I�€�•�‚�K�8�”�»�Þ�«�@�6�•�?�]�:�?>'  

�Ø�½�Ÿ�Õ�«�º  RPF �c�
�G�€�}�b�D(Ù�¦8o�b�g�‰�_�P���[�A�•  1 �X�b�¶�î�Ý�[�M���Ø�½�Ÿ�Õ�«�º  RPF �†
�Q#Ý�M�•�\�

°�Š�Ç�•�Ý�±�Ü�å�¢�c  CEF PPS �Þ�î�º�[/œ�ƒ�€�r�M���Ü�å�¡�@  1 Mbps �†2x�<�•���œ�

�G�b��#.3ÿ�Ø�c�š�ƒ�~�r�M���I�}�_�
�Ø�½�Ÿ�Õ�«�º  RPF �c  FIB �†�Q#Ý�M�•�S�u�
 ACL �b�Ó�å�¸�¼�å�«
�c�²0[�6�~�r�O�‡���Q�b)��Ý�
�‘�¶�b  ACL �b�|�:�^'ö#.�¥�«�º�c3M�ö�I�€�r�M�����b�W�\�[�c�

°�Š
�Ç�•�Ý�±�Ü�å�¢�b�S�u�_�Ø�½�Ÿ�Õ�«�º  RPF �†0¿���M�•�‰�2�†&g�K�r�M��

�W 28-3 �_�
�”�µ�É�«�º�Ü�î�Ò  ISP �_�P�K�Z�"�M�Ü�å�¡�@�6�•�û���¿�µ�º�á�î�¡�†&g�K�r�M���G�b�[�[
�c�
6ë4*�W�S�Ã�£�µ�º�@�–�å�±�î�¿�µ�º�?�}�†�?�^�8�|�:�_�M�•�S�u�_�
�Ø�½�Ÿ�Õ�«�º  RPF �c�š�å
�±�î�É�Û�–�¬  �«�–�µ�³�b� �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  1/1 �[4:#Ý�I�€�r�M��6ë4*�W�S�Ã
�£�µ�º�@�û���¿�µ�º�á�î�¡�?�}�†�?�^�8�|�:�_�M�•�S�u�_�
�Ø�½�Ÿ�Õ�«�º  RPF �c  
�š�å�±�î�É�Û�–�¬  �«�–�µ�³�b� �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  2/1 �[4:#Ý�I�€�r�M��

�W 28-3 
°�Š�Ç�•�Ý�±�Ü�å�¢�b�S�u�_�Ø�½�Ÿ�Õ�«�º  RPF �†�Q#Ý�K�S�û���¿�µ�º�á�î�¡

�W 28-3 �b6õ�€�W�†�Q#Ý�M�•�\�
 ISP �«�–�µ�³�b
¾�º$×�^�S�B�c>& CEF �@�w� �_�^�W�Z�8�•�\�•���K
�Z>'���b�\�>�~�[�M��

interface Gigabit Ethernet 2/1
  description Link to Enterprise Network
  ip address 192.168.3.1 255.255.255.255

no switchport
  ip address 10.1.1.2 255.255.255.0
  ip verify unicast source reachable-via rx allow-default

�û���¿�µ�º�á�î�¡�b�¤�î�º�˜�™�–  �«�–�µ�³�b0¿���c�
���b�|�:�_�^�~�r�M>& CEF �@�w� �[�6�•�\�ì��
�K�r�M>'��

interface Gigabit Ethernet 1/2
description ExampleCorp LAN
ip address 192.168.10.1 255.255.252.0
no ip redirects
no ip directed-broadcast
no ip proxy-arp

interface Gigabit Ethernet 1/1
description Link to Internet
no switchport
ip address 10.1.1.1 255.255.255.0
ip verify unicast source reachable-via allow-default
no ip proxy-arp
no ip redirects
no ip directed-broadcast

���f�2�o�@�6�;G2/1G1/1
G1/2

���6�J�,�;�]�o�S
ISP

���f�2�o�J�\���-
�@�6�;�b�o�" 20

65
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'¨  28 'v       uRPF �b0¿��
�Ø�½�Ÿ�Õ�«�º  �Ü�Â�î�«  �Ã�«3?3æ�b�+0[
�G�b�W�[�
�Ø�½�Ÿ�Õ�«�º  RPF �@�"�M�b�¹�Ç�›�Ý�º  �Ý�î�º�[�µ+��M�•�G�\�@�ƒ�?�~�r�M��3ã�•�b�Ý�î�º
�x�Ý�î�¸�•�å�¢  �É�ß�­�«�c�6�~�r�O�‡���¿�µ�º�á�î�¡  192.168.10.0/22 �c�K)F�í�s�¿�µ�º�á�î�¡�[�M��
�Q�b�S�u�
3æ�™
–�”�»�Þ�«�@  192.168.10.0/22 �b(
�V
Æ�_�6�•�–�å�±�î�¿�µ�º�?�}�b%T�™�Ã�£�µ�º�c�

�Ø�½�Ÿ�Õ�«�º  RPF �_�|�W�Z�»�ß�µ�É�I�€�r�M��

�Ý�î�¸�•�å�¢  �¸�î�È�Ý�b0[�ó

�Ø�½�Ÿ�Õ�«�º  RPF �@�G�K�C�·�8�M�•�_�c�
 CEF �¸�î�È�Ý�_4:�)�^�_���@�Ñ�~�M�•�²0[�@�6�~�r�M���G
�b0[�ó�c�
�Ý�î�±�_�ö
²�^�–�å�±�î�¿�µ�º  �Ý�î�¸�•�å�¢  �¸�î�È�Ý�@�Ñ�~�M�•�²0[�@�6�•�\�8�:�–�á�[
�c�6�~�r�O�‡�� CEF �¸�î�È�Ý�_�²0[�^�Ý�î�¸�•�å�¢�_���b5��c�
�Ø�½�Ÿ�Õ�«�º  RPF �b0¿�����d�>�|�g
�«�–�µ�³�@�¿�µ�º�á�î�¡�[��/œ�K�Z�8�•�µ+��_�|�W�Z$��^�~�r�M���S�\�<�d�
 ISP #”�C�[�c�
�>���]�¥
�E�b�S#Ý)z7Ÿ(Ù�«�–�µ�³�[�6�•�«�–�µ�³�@�²0[�\�M�•�b�c  IGP �r�S�c  IBGP>&�¿�µ�º�á�î�¡�[�]�U�}�b
�•/¡�†�Q#Ý�K�Z�8�•�?�_�|�~$��^�~�r�M>'�[
Ì4Ä�x�I�€�S�«�±�¸�•�µ�¡  �Ý�î�º�_6õ�M�•�_���T�E�[�M��
�Ø�½�Ÿ�Õ�«�º  RPF �c8³���b�–�å�±�î�Ç�™�–�«�[0¿���I�€�r�M���Q�b�S�u�
�q�`7H�b�Ý�î�¸�•�å�¢�_��
�_6õ�M�•0[�ó�[�M���9�b�©�¼�Ü�œ�[�
�©�å�¢�Ý�Í�î�Ò�b  ISP �c�
�–�å�±�î�¿�µ�º�_�P�M�•�¤�î�º�˜�™�–  
�Ü�å�¡�_�Ø�½�Ÿ�Õ�«�º  RPF �†4Ä*(�M�•���œ�@�6�~�r�M���G�b���œ�
�–�å�±�î�¿�µ�º  �Ý�î�¸�•�å�¢  �¸�î
�È�Ý
²�/�@�²0[�[�M���Ý�î�¸�•�å�¢  �¸�î�È�Ý
²�/�†�²8r�_�M�•�G�\�[�
�–�å�±�î�¿�µ�º  �Ý�î�¸�•�å�¢  
�¸�î�È�Ý�_�µ�r�€�^�8�”�»�Þ�«�†�Q#Ý�M�•�¥4Š�b  DoS �7�Á�?�}�
 ISP �†�–1¤�[�A�r�M��

�Ø�½�Ÿ�Õ�«�º  RPF �†�Q#Ý�M�m�A�[�c�^�8���d

�Ø�½�Ÿ�Õ�«�º  RPF �c�
�¿�µ�º�á�î�¡
Æ4Š�b�–�å�±�î�Ç�™�–�«�[�c�Q#Ý�[�A�r�O�‡��
Æ4Š�–�å�±�î�Ç�™
�–�«�c�
�Ý�î�¸�•�å�¢�@8��P&à>& �W 28-4 �†�g!·>'�^���œ�@�6�~�r�M���X�r�~�
�Ã�£�µ�º�b3æ�™
–�_�P
�K�Z0
�X�b�Ý�î�º�@�6�~�r�M���Ø�½�Ÿ�Õ�«�º  RPF �c�

–���P&à�[�6�•�?�
�P&à�_0¿���I�€�Z�8�•���œ
�_�T�E4:#Ý�K�Z�C�T�I�8��'ö#.*…�@�
�Ø�½�Ÿ�Õ�«�º  RPF �†�w� �_�M�•�–�å�±�î�Ç�™�–�«�†�Å5��_0£#ì
�M�•7H�~�
�Ý�î�¸�•�å�¢�b8��P&à�c5��±�^�e8Ÿ�_�c�^�~�r�O�‡��

�S�\�<�d�
 ISP �¿�µ�º�á�î�¡�b�¥�”�_�6�•�«�–�µ�³�|�~�v�
 ISP �b�¿�µ�º�á�î�¡�b�š�µ�ª�_�6�•�«�–�µ
�³�_�c�
�P&à�Ü�Â�î�«  �Ã�«�@�6�•�G�\�@�¨�C�6�~�r�M�� ISP �¿�µ�º�á�î�¡�b�¥�”�_0¿*(�I�€�S�«�–�µ�³
�[�c�
�«�–�µ�³�?�}�b�q4:�^3?3æ�Ã�«�@�«�–�µ�³�_�`�•�Ã�£�µ�º#Ý�_4E�¥�I�€�S�Ã�«�[�6�•�?�]�:�?�@
�–0É�I�€�r�O�‡���K�S�@�W�Z�
 ACL �†�Q#Ý�K�Z�
�«�–�µ�³�@%T�™�Ã�£�µ�º�†�w�E
°�€�•���œ�†7V�8�Z�

�Ø�½�Ÿ�Õ�«�º  RPF �†8��P&à�Ý�î�¸�•�å�¢�@$Î#Õ�M�•�•+��ö�@�6�•���d�_4:#Ý�M�•�G�\�†�N�á�K�r�O�‡��
�Ã�£�µ�º�@�
"I���b�q4:�[�c�^�88��P&à
°�Š�Ã�«�_�|�W�Z�?4)�M�•�G�\�@�ƒ�?�W�Z�8�•���œ�
�Ø�½�Ÿ�Õ
�«�º  RPF �b�Q#Ý�† ACL �[0Á�•�K�r�M���S�T�K�
�¿�µ�º�á�î�¡�b�š�µ�ª>& ISP �b���œ�c�
�¿�µ�º�á�î�¡
�b8³���b�š�µ�ª>'�_�b�s�
�Ø�½�Ÿ�Õ�«�º  RPF �†4Ä*(�M�•�b�@�q�v�"(ç�[�M��

�W 28-4 �_�
8��P&à�Ý�î�¸�•�å�¢#”�C�[�
�Ø�½�Ÿ�Õ�«�º  RPF �@�G0d�b�º�Û�Ç�•�µ�¡�†�È�ß�µ�¡�M�•�•+�
�ö�@�6�•���œ�†&g�K�r�M��
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'¨  28 'v       uRPF �b0¿��
�Ø�½�Ÿ�Õ�«�º  �Ü�Â�î�«  �Ã�«3?3æ�b�+0[
�W 28-4 8��P&à�Ý�î�¸�•�å�¢#”�C�[�º�Û�Ç�•�µ�¡�†�È�ß�µ�¡�M�•�Ø�½�Ÿ�Õ�«�º  RPF

BOOTP �>�|�g  DHCP �†�Q#Ý�M�•�Ø�½�Ÿ�Õ�«�º  RPF

�Ø�½�Ÿ�Õ�«�º  RPF �[�c�
 0.0.0.0 �b3æ�™
–�\ 255.255.255.255 �b��
›�†�â�X�Ã�£�µ�º�†�û�M�G�\�@�[�A
�r�M���Q�b�S�u�
 Bootstrap Protocol>&BOOTP>'�>�|�g  Dynamic Host Configuration Protocol

>&DHCP>'�b6õ�X�c4:�)�_�·�8�K�r�M��

�D(Ù�¦8o

�Ø�½�Ÿ�Õ�«�º  RPF �†�Ð�Ý�³�Í�î�Ñ�å�¢�b�¡�Û�–�”�å�º�_4:#Ý�M�•���œ�
�ö�•$×�^�D(Ù�¦8o�@�8�C�X�?
�6�~�r�M��

• �Ð�Ý�³�Í�î�Ñ�å�¢�c�¡�Û�–�”�å�º�@
Õ6×�§�î�Å�«�†�S(��M�•% $×�\�œ�ƒ�^�8�S�u�
�¡�Û�–�”�å�º�c
� �L�«�–�µ�³�_�P�K�Z�Ð�Ý�³�Í�î�Ò�K)F�†�K�^�8�[�C�T�I�8��

• �Ü�å�¡�_�"�W�Z>&�–�å�±�î�¿�µ�º�_�¥�E�Z>'3æ�™�I�€�•�Ã�£�µ�º�c�
�Ü�å�¡�?�}�”�»�Â�±�–�¬�I�€
�S�Ý�î�º�\�M+´�I�O�•�²0[�@�6�~�r�M���M+´�K�^�8���œ�
�Ø�½�Ÿ�Õ�«�º  RPF �c�Q�b�Ã�£�µ�º�†�Y
�G�^�g�'�b�Ã�£�µ�º�\�K�Z�Ç�•�Ý�±�K�r�M��

�D7H�¦8o

�Ø�½�Ÿ�Õ�«�º  RPF �b4:#Ý�_6õ�K�Z�c�
���b�|�:�^,]�¸�b�ö�•$×�^�D7H�¦8o�@�6�~�r�M��

• �Ø�½�Ÿ�Õ�«�º  �Ý�î�¬  �Ô�î�»�c�§�Ï�î�º�I�€�Z�8�r�O�‡��

6õ4��µ+��>�|�g�¸�¡�À�ß�ª�î

�Ø�½�Ÿ�Õ�«�º  RPF �_6õ4��M�•�µ+��>�|�g�•/¡�_6õ�M�•0ò(ý�_�X�8�Z�c�
���b8o% �†�g!·�K�Z�C�T�I�8��

• �Ø�½�Ÿ�Õ�«�º  RPF �@�«�–�µ�³�V�[4:�)�_�µ+��M�•�_�c  CEF �@�²0[�[�M�� CEF �b0ò(ý�_�X�8�Z�c�

�� Cisco IOS Switching Services Configuration Guide���†�g!·�K�Z�C�T�I�8��

ISP
�@�6�;�b�o�" ���f�2�o�@�6�;

�(���;  A
S1

S0

ISP �Æ���(���;  A �ó�é
�¨1¡�å�^�o�;

�(���;  A �Æ��  ISP �ó�é
�¨1¡�å�^�o�;

33
40

7

S1 �æ1¡!ª�Ð�����Y�>� �V�,�;  RPF �ê
�(���;  A �Æ���é�;�\�H���6�"�


�I�`�6�"�Ò�ù�Ô�•

S0 �æ1¡!ª�Ð����
�Y�>� �V�,�;  RPF �ê

�(���;  A �ó�é�;�\�H���6�"�

�I�`�6�"�Ò�ù�Ö���•
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'¨  28 'v       uRPF �b0¿��
�Ø�½�Ÿ�Õ�«�º  RPF �b0¿���8���Ü�«�º
• Cisco IOS �”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>& ACL>'�†�Q#Ý�K�Z 
°�Š �>�|�g ���Š �Ç�•�Ý�±�Ü�å�¢�b�Ï
�Ü�©�î�†)��s�œ�ƒ�O�•�\�
�«�É�î�Ç�•�å�¢�7�Á�b3M�ö�_�P�M�•�Ø�½�Ÿ�Õ�«�º  RPF �b� �Ý�@�±�A�C
�^�~�r�M��

– 
°�Š�Ç�•�Ý�±�Ü�å�¢�c�

Æ4Š�¿�µ�º�á�î�¡�r�S�c�¥4Š�¿�µ�º�á�î�¡�?�}3æ�™�I�€�
�¿�µ�º�á�î
�¡  �–�å�±�î�Ç�™�–�«�[�w�™�I�€�S�º�Û�Ç�•�µ�¡�_�P�K�Z�Ç�•�Ý�±�†4:#Ý�K�r�M��
°�Š�Ç�•�Ý
�±�Ü�å�¢�[�c�
�ß�î�•�Ý  �¿�µ�º�á�î�¡�
�É�Û�–�Ë�î�º�
�r�S�c�È�ß�î�»�Ÿ�Õ�«�º  �”�»�Þ�«�\
�M+´�M�•3æ�™
–�”�»�Þ�«�†�â�X�
�Ú�b�¿�µ�º�á�î�¡�r�S�c�–�å�±�î�¿�µ�º�?�}%T�™�K�S�Ã�£�µ
�º�c�»�ß�µ�É�I�€�r�M���S�\�<�d  ISP #”�C�[�c�

°�Š�Ç�•�Ý�±�Ü�å�¢�c�¡�Û�–�”�å�º>&�>��
�]>'�r�S�c�–�å�±�î�¿�µ�º�b�8�N�€�?�b�«�–�µ�³�[�w�™�K�S�º�Û�Ç�•�µ�¡�_4:#Ý�[�A�r�M��

– 
°�Š�Ç�•�Ý�±�Ü�å�¢�c�
�¿�µ�º�á�î�¡  �–�å�±�î�Ç�™�–�«>&3æ�™
��–�å�±�î�Ç�™�–�«>'�†)
�¢
�M�•�º�Û�Ç�•�µ�¡�_�P�K�Z�Ç�•�Ý�±�†4:#Ý�K�r�M���¿�µ�º�á�î�¡�†�–�å�±�î�¿�µ�º�r�S�c�Ú�b
�¿�µ�º�á�î�¡�_�K)F�M�•�«�–�µ�³�V�b�Ã�£�µ�º�†�Ç�•�Ý�±�Ü�å�¢�M�•�G�\�[�
�¿�µ�º�á�î�¡�?
�}3æ�™�M�•�S�u�_�w� �^3æ�™
–  IP �”�»�Þ�«�†�â�X�Ã�£�µ�º�T�E�†0Á�•�[�A�r�M��

�¿�µ�º�á�î�¡  �Ç�•�Ý�±�Ü�å�¢�b0ò(ý�_�X�8�Z�c�
 �� RFC 2267���>�|�g�� Cisco IOS IP 
Configuration Guide���†�g!·�K�Z�C�T�I�8��

�Ø�½�Ÿ�Õ�«�º  RPF 0¿���b�S�f�²�ó

�Ø�½�Ÿ�Õ�«�º  RPF �†0¿���M�•�S�_�
 ACL �†0¿���K�r�M��

• �† =�r�S�c�Ñ�G  ACL �†0¿���K�Z�
!“� �^  IP �”�»�Þ�«�b3æ�™�†3M�ö�K�r�M>&���Š�Ç�•�Ý�±�Ü�å�¢�†
��/œ�K�r�M>' ���w� �^3æ�™
–�”�»�Þ�«�b�s�@
Æ4Š�¿�µ�º�á�î�¡�?�}3æ�™�I�€�
�–�å�±�î�¿�µ�º�_�?
4)�M�•�|�:�_0Á�•�K�r�M���Q�b�Ú�M�m�Z�b3æ�™
–�”�»�Þ�«�c�

Æ4Š�¿�µ�º�á�î�¡�?�}�–�å�±�î�¿�µ
�º�_3æ�™�I�€�r�O�‡��

• �† =�r�S�c�Ñ�G  ACL �š�å�º�Ü�†0¿���K�Z�
!“� �^3æ�™
–  IP �”�»�Þ�«�†�µ�t�Ã�£�µ�º�†�»�ß�µ�É
>&�Ä�°>'�K�r�M>&
°�Š�Ç�•�Ý�±�Ü�å�¢�†��/œ�K�r�M>' ��!“� �^3æ�™
–  IP �”�»�Þ�«�_�c���b�|�:�^'�
8®�@�6�~�r�M��

– �£(Ù�í�s�”�»�Þ�«

– �Ý�î�É�Â�µ�¡  �”�»�Þ�«

– �É�Û�–�Ë�î�º  �”�»�Þ�«>& RFC 1918�� Address Allocation for Private Internets��>'

– �È�ß�î�»�Ÿ�Õ�«�º  �”�»�Þ�«>&�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�^�]>'

– �–1¤�I�€�S�¿�µ�º�á�î�¡�_6õ4��Ü�E�}�€�S�w� �^�”�»�Þ�«(
�V�_�µ�r�€�^�83æ�™
–�”�»�Þ�«

�Ø�½�Ÿ�Õ�«�º  RPF �b0¿���8���Ü�«�º
�G�G�[�c�
�Ø�½�Ÿ�Õ�«�º  RPF �b0¿���8���_�X�8�Z1��Â�K�r�M���M0t
Æ�b�›�8���c�
�²8r�\�õ�–�_�(�E
�Z�8�r�M��

• �Ø�½�Ÿ�Õ�«�º  RPF �b0¿�� >&�²8r>'

• �Ø�½�Ÿ�Õ�«�º  RPF �b&�1� >&�õ�–>'

�G�b'v�b�q�‹�_�6�• �Ø�½�Ÿ�Õ�«�º  RPF �b0¿���[>8%T�™�Ç�•�Ý�±�\$Î�™�Ç�•�Ý�± �†�g!·�K�Z�C�T�I�8��
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'¨  28 'v       uRPF �b0¿��
�Ø�½�Ÿ�Õ�«�º  RPF �b0¿���8���Ü�«�º
�Ø�½�Ÿ�Õ�«�º  RPF �b0¿��

�Ø�½�Ÿ�Õ�«�º  RPF �c�
�«�–�µ�³�_�|�W�Z�w�™�I�€�S  IP �Ã�£�µ�º�b�ï�8�†/œ�:�–�å�±�î�Ç�™�–�«�V�[�–
�¿�î�È�Ý�_�^�•
°�Š
��µ+��[�M��

�Ø�½�Ÿ�Õ�«�º  RPF �†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

�Ø�½�Ÿ�Õ�«�º  RPF �b&�1�

�Ø�½�Ÿ�Õ�«�º  RPF �@�µ+��K�Z�8�•�G�\�†&�1��M�•�_�c�
 show cef interface �¥�Ð�å�»�†�Q#Ý�K�r�M����
�_�
�Ø�½�Ÿ�Õ�«�º  RPF �@� �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  3/1 �[�–�¿�î�È�Ý�_�^�W�Z�8�•�[
�†&g�K�r�M��

Switch# show cef interface gigabitEthernet 3/1
GigabitEthernet3/1 is up (if_number 79)
  Corresponding hwidb fast_if_number 79
  Corresponding hwidb firstsw->if_number 79
  Internet address is 10.1.1.1/24
  ICMP redirects are always sent
  IP unicast RPF check is enabled <======
  Input features: uRPF <=====
  Inbound access list is not set
  Outbound access list is not set
  IP policy routing is disabled
  BGP based policy accounting on input is disabled
  BGP based policy accounting on output is disabled
  Hardware idb is GigabitEthernet3/1
  Fast switching type 1, interface type 155
  IP CEF switching enabled
  IP CEF switching turbo vector
  IP Null turbo vector
  IP prefix lookup IPv4 mtrie 8-8-8-8 optimized
  Input fast flags 0x4000, Output fast flags 0x0
  ifindex 78(78)
  Slot 3 Slot unit 1 VC -1
  Transmit limit accumulator 0x0 (0x0)
  IP MTU 1500

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config-if)# interface type �Ø�½�Ÿ�Õ�«�º  RPF �†4:#Ý�M�•
°�Š�–�å�±�î�Ç�™�–�«
�†4E�¥�K�r�M���G�€�c�w�™
��–�å�±�î�Ç�™�–�«�[�M��
�Ø�½�Ÿ�Õ�«�º  RPF �c���b��
›�_�Ã�£�µ�º�†3?3æ�M�•
�S�_�
�q4:�^�Ü�±�î�å  �Ã�«�†&�1��[�A�r�M��

�–�å�±�î�Ç�™�–�«�b�±�–�É�c�Q#Ý�K�Z�8�•�«�–�µ�³
�>�|�g�«�–�µ�³�_�v�~�Ü�E�}�€�Z�8�•�–�å�±�î�Ç�™
�–�«  �•�î�»�b�±�–�É�S#Ý�[�M���<#Ý�•+��^�–�å�±�î
�Ç�™�–�«�b�±�–�É�b�M0t�†/²&g�M�•�_�c�
 interface 
?  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 2 Switch(config-if)# ip verify unicast source 
reachable-via rx allow-default

�–�å�±�î�Ç�™�–�«�[�Ø�½�Ÿ�Õ�«�º  RPF �†�–�¿�î�È�Ý
�_�K�r�M��

�«�̧ �µ�É 3 Switch(config-if)# exit �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†
)
�¢�K�r�M���Ø�½�Ÿ�Õ�«�º  RPF �†4:#Ý�M�•�–�å�±�î
�Ç�™�–�«�H�\�_�
�«�¸�µ�É 2 �\  3 �†)Þ�~3É�K�r�M��
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'¨  28 'v       uRPF �b0¿��
�Ø�½�Ÿ�Õ�«�º  RPF �b�Ô�½�±�Ü�å�¢�\�Ó�å�¸�¼�å�«
�Ø�½�Ÿ�Õ�«�º  RPF �b�Ô�½�±�Ü�å�¢�\�Ó�å�¸�¼�å�«
�G�G�[�c�
�Ø�½�Ÿ�Õ�«�º  RPF �b�Ô�½�±�Ü�å�¢�\�Ó�å�¸�¼�å�«�_�Q#Ý�M�•�¥�Ð�å�»�_�X�8�Z1��Â�K�r�M��

�Ø�½�Ÿ�Õ�«�º  RPF �c�
�Y�G�^�g�'�r�S�c
�4��I�€�S3æ�™
–�”�»�Þ�«�@�N�I�[�»�ß�µ�É�r�S�c�š�D�I�€
�S�Ã�£�µ�º�b�X�†�•�˜�å�º�K�r�M���Ø�½�Ÿ�Õ�«�º  RPF �c�
���b
²�/$×�^�_���\�–�å�±�î�Ç�™�–�«�H�\
�b�_���†�µ�t�»�ß�µ�É�I�€�S�Ã�£�µ�º�r�S�c3?3æ�I�€�S�Ã�£�µ�º�†�•�˜�å�º�K�r�M��

• 
²�/�b�Ø�½�Ÿ�Õ�«�º  RPF �b�»�ß�µ�É  

•  �–�å�±�î�Ç�™�–�«�H�\�b�Ø�½�Ÿ�Õ�«�º  RPF �b�»�ß�µ�É  

•  �–�å�±�î�Ç�™�–�«�H�\�b�Ø�½�Ÿ�Õ�«�º  RPF �b�š�D�I�€�S�»�ß�µ�É  

show ip traffic �¥�Ð�å�»�c�
�«�–�µ�³�b�M�m�Z�b�–�å�±�î�Ç�™�–�«�_�X�8�Z�»�ß�µ�É�r�S�c�š�D�I�€�S
�Ã�£�µ�º�b�œ0£�X>&�¢�ß�î�Â�Ý  �•�˜�å�º>'�†&g�K�r�M���Ø�½�Ÿ�Õ�«�º  RPF �b�»�ß�µ�É�X�c�
 IP )+0£�_
���­�¡�©�Ù�å�_�µ�r�€�r�M��

Switch# show ip traffic

IP statistics:
  Rcvd:  1471590 total, 887368 local destination
         0 format errors, 0 checksum errors, 301274 bad hop count
         0 unknown protocol, 0 not a gateway
         0 security failures, 0 bad options, 0 with options
  Opts:  0 end, 0 nop, 0 basic security, 0 loose source route
         0 timestamp, 0 extended security, 0 record route
         0 stream ID, 0 strict source route, 0 alert, 0 other
  Frags: 0 reassembled, 0 timeouts, 0 couldn't reassemble
         0 fragmented, 0 couldn't fragment
  Bcast: 205233 received, 0 sent
  Mcast: 463292 received, 462118 sent
  Sent:  990158 generated, 282938 forwarded

! The second line below (“0 unicast RPF”) displays Unicast RPF packet dropping 
information.

  Drop:  3 encapsulation failed, 0 unresolved, 0 no adjacency
         0 no route, 0 unicast RPF, 0 forced drop

�»�ß�µ�É�r�S�c�š�D�I�€�S�Ã�£�µ�º�b�X�@�®�ß�è�¥�b�Í�b���œ�
���b  2 �X�b�8�N�€�?�†�–�á�M�•�•+��ö
�@�6�~�r�M��

• �Ø�½�Ÿ�Õ�«�º  RPF �c�
�Y�G�^3æ�™
–�”�»�Þ�«�†�â�X�Ã�£�µ�º�†�»�ß�µ�É�r�S�c�š�D�K�Z�8�r�M
>&3û�–�b��#.>' ��

• 8��P&à�Ý�î�¸�•�å�¢�@�Ñ�~�M�•#”�C�[�Ø�½�Ÿ�Õ�«�º  RPF �†�Q#Ý�M�•�|�:�_�Ý�î�±�@1��W�Z0¿���I
�€�Z�8�•�S�u�
�Ø�½�Ÿ�Õ�«�º  RPF �c�G0d�b�Ã�£�µ�º�†�»�ß�µ�É�r�S�c�š�D�K�Z�8�r�M���X�r�~�

3æ�™
–�”�»�Þ�«�_�P�M�•�q4:�^�Ü�±�î�å  �Ã�«�\�K�Z0
�X�b�Ã�«�@�Ñ�~�M�•#”�C�b���œ�[�M��

show ip interface �¥�Ð�å�»�†�Q#Ý�M�•�\�
"I���b�–�å�±�î�Ç�™�–�«�[�»�ß�µ�É�r�S�c�š�D�I�€�S�Ã
�£�µ�º�b)r�X�@/²&g�I�€�r�M��"I���b  ACL �†�Q#Ý�M�•�|�:�_�Ø�½�Ÿ�Õ�«�º  RPF �@0¿���I�€�Z�8�•��
�œ�
�»�ß�µ�É�b)+0£�_���\
¹�_�Q�b  ACL �b�_���@/²&g�I�€�r�M��

Switch>  show ip interface fast 2/1

�¥�Ð�å�» % $×

Switch# show ip traffic �Ø�½�Ÿ�Õ�«�º  RPF �_�|�•�»�ß�µ�É�r�S�c�»�ß�µ�É�š�D
�_6õ�M�•�¢�ß�î�Â�Ý  �Ý�î�±�b)+0£�_���†/²&g�K�r�M��

Switch(config-if)# no ip verify unicast �–�å�±�î�Ç�™�–�«�[�Ø�½�Ÿ�Õ�«�º  RPF �†�¹�•�­�î�È�Ý
�_�K�r�M��
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'¨  28 'v       uRPF �b0¿��
�Ø�½�Ÿ�Õ�«�º  RPF �b0¿���[>8%T�™�Ç�•�Ý�±�\$Î�™�Ç�•�Ý�±
   Unicast RPF ACL 197
   1 unicast RPF drop
   1 unicast RPF suppressed drop

show access-lists �¥�Ð�å�»�†�Q#Ý�M�•�\�
"I���b�”�¡�­�«  �Ü�«�º�b"I���b�š�å�º�Ü�_�X�8�Z�c0b�X
�?�W�S�M+´�b�X�@/²&g�I�€�r�M��

Switch> show access-lists

Extended IP access list 197
     deny ip 192.168.201.0 0.0.0.63 any log-input (1 match)
     permit ip 192.168.201.64 0.0.0.63 any log-input (1 match)
     deny ip 192.168.201.128 0.0.0.63 any log-input
     permit ip 192.168.201.192 0.0.0.63 any log-input

�Ø�½�Ÿ�Õ�«�º  RPF �b0¿���[>8%T�™�Ç�•�Ý�±�\$Î�™�Ç�•�Ý�±
���b�[�[�c�
�H�C�©�å�É�Ý�^�©�å�¢�Ý�Í�î�Ò�b  ISP �†�Q#Ý�K�Z�
�Ø�½�Ÿ�Õ�«�º  RPF �\�G#Ý�I�€�•
°�Š
�>�|�g���Š�Ç�•�Ý�±�b�+�Õ�_�X�8�Z1��Â�K�r�M���G�b�[�[�c�
 ISP �@�m�~�\�Z�S  Classless Interdomain 
Routing>&CIDR; �¡�Û�«�Þ�«  �»�Ó�–�å6ë�Ý�î�¸�•�å�¢>'�È�ß�µ�¡  209.165.202.128/28 �†&g�K�r�M��
�”�µ�É�«�º�Ü�î�Ò  �–�å�±�î�Ç�™�–�«�[�–�å�Â�˜�å�»�>�|�g�”�˜�º�Â�˜�å�»  �Ç�•�Ý�±�b�g�‰�@�6�~�r�M��
�S�T�K�
3û�–�b  ISP �c�©�å�¢�Ý�Í�î�Ò�[�c�6�~�r�O�‡���K�S�@�W�Z�
8��P&à�Ç�ß�î�_�X�8�Z�b0d��>&$Î
�™�º�Û�Ç�•�µ�¡�@  1 �X�b�Ü�å�¡�?�}$Î�™�I�€�
�9�b�Ü�å�¡�?�}�`�•���œ>'�†0¿0£�K�Z  ISP �b�C#ú�Ý�î�±
�V�b�Ç�•�Ý�±�_)��s3¸�t�²0[�@�6�~�r�M��

ip cef distributed 
!
interface Serial 5/0/0

description Connection to Upstream ISP
ip address 209.165.200.225 255.255.255.252
no ip redirects
no ip directed-broadcast
no ip proxy-arp
ip verify unicast reverse-path rx allow-default
ip access-group 111 in
ip access-group 110 out

!
access-list 110 permit ip 209.165.202.128 0.0.0.31 any
access-list 110 deny ip any any log 
access-list 111 deny ip host 0.0.0.0 any log
access-list 111 deny ip 127.0.0.0 0.255.255.255 any log
access-list 111 deny ip 10.0.0.0 0.255.255.255 any log
access-list 111 deny ip 172.16.0.0 0.15.255.255 any log
access-list 111 deny ip 192.168.0.0 0.0.255.255 any log
access-list 111 deny ip 209.165.202.128 0.0.0.31 any log
access-list 111 permit ip any any
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d 
IP �Ð�Ý�³�Ÿ�Õ�«�º�b0¿��

�G�b'v�[�c�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�V�[�b  IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�_�X�8�Z1��Â�K
�r�M�� IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿���m8p�>�|�g0¿���[�v&g�K�r�M��

>&�@>' IP �Ð�Ý�³�Ÿ�Õ�«�º�b0ò(ý�_�X�8�Z�c�
���b  URL �†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6552/products_ios_technology_home.html

>&�@>' �G�b'v�[�Q#Ý�M�•�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
���b  URL �[�� Cisco 
Catalyst 4500 Series Switch Command Reference���\6õ4�2(�q�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products//hw/switches/ps4324/index.html

Catalyst 4500 �b�¥�Ð�å�»  �Ü�Ç�“�Þ�å�« �_�V3U�I�€�Z�8�^�8�¥�Ð�å�»�_�X�8�Z�c�
�|�~0ò(ý�^  Cisco 
IOS �Û�–�È�Û�Ü�†�g!·�K�Z�C�T�I�8�����b  URL �[�� Catalyst 4500 Series Switch Cisco IOS Comman
Reference���\6õ4�2(�q�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6350/index.html

�G�b'v�b�z�^
Æ���c�
���b�\�>�~�[�M��

• �� IP �Ð�Ý�³�Ÿ�Õ�«�º�b�+0[�� >&P.29-1>'

• �� IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿���� >&P.29-12>'

• �� IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«�� >&P.29-16>'

• ��0¿���[�� >&P.29-21>'

IP �Ð�Ý�³�Ÿ�Õ�«�º�b�+0[
�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• �� IP �Ð�Ý�³�Ÿ�Õ�«�º  �É�ß�º�¥�Ý�� >&P.29-2>'

• �� Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�V�[�b  IP �Ð�Ý�³�Ÿ�Õ�«�º�� >&P.29-4>'

• ���§�Ï�î�º�I�€�Z�8�^�8�µ+��� >&P.29-12>'
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'¨  29 'v       IP �Ð�Ý�³�Ÿ�Õ�«�º�b0¿��
IP �Ð�Ý�³�Ÿ�Õ�«�º�b�+0[
IP 3û�™�b�M'ƒ�[�6�•  IP �Ø�½�Ÿ�Õ�«�º�[�c�
3æ�™
–  IP �Í�«�º�@"I���b��
›  IP �Í�«�º�_�Ã�£�µ�º�†3æ�™
�K�r�M���G�b���œ�
 IP �Ã�£�µ�º�_�æ���I�€�•��
›�”�»�Þ�«�c�
 IP �¿�µ�º�á�î�¡�V�[�M�–�_1‘�9�I�€�•
�"�M�Í�«�º�b�”�»�Þ�«�[�M���G�€�}�b  IP �Ã�£�µ�º�c�
�¿�µ�º�á�î�¡�V�b3æ�™
–�Í�«�º�?�}�
�M4��b
�Ý�î�±�_�|�W�Z��
›�Í�«�º�_3?3æ�I�€�r�M��3æ�™
–�\��
›6ë�b�Ã�«�V�b�›�Ï�–�å�º�[�c�
�Ý�î�±�@�Ø�½
�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢  �¸�î�È�Ý�†�Q#Ý�K�Z�
�Ã�£�µ�º�b  IP ��
›�”�»�Þ�«�_�ö�Y�A�Ø�½�Ÿ�Õ�«�º3?3æ
›
�†�ô���K�r�M��

IP 3û�™�[ IP �Ø�½�Ÿ�Õ�«�º�b�P���_�6�•  IP �È�ß�î�»�Ÿ�Õ�«�º�[�c�
3æ�™
–�Í�«�º�c�¿�µ�º�á�î�¡  �­�¢
�Ó�å�º�V�b�M�m�Z�b�Í�«�º�_�Ã�£�µ�º�†3æ�™�K�r�M�� IP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�b��
›�”�»�Þ�«�[
�c�
��
›  IP �”�»�Þ�«�b�Í�«�º4Š�(�@�M�m�Z  1 �_0¿���I�€�
�¿�µ�º�á�î�¡4Š�(�@�§�È�¿�µ�º�b�”�»�Þ�«
�_0¿���I�€�Z�8�r�M���M4��b  IP �Í�«�º>&�Ý�î�±�†�µ�t>'�c�
��
›�”�»�Þ�«�\�K�Z  IP �È�ß�î�»�Ÿ�Õ�«�º  
�”�»�Þ�«�†�æ���I�€�S�Ã�£�µ�º�@�
�§�È�¿�µ�º�V�b�M�m�Z�b  IP �Í�«�º�¥�E�[�6�•�G�\�†1�1‘�K�Z�8�r
�M��"I�_0¿���K�^�87H�~�
�Ý�î�±�c  IP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†3?3æ�K�^�8�b�[�
�M+á$×�_  IP �È
�ß�î�»�Ÿ�Õ�«�º3û�™�c�ß�î�•�Ý  �§�È�¿�µ�º�_7H���I�€�r�M��

IP �Ð�Ý�³�Ÿ�Õ�«�º�c�
 IP �Ø�½�Ÿ�Õ�«�º3û�™�\  IP �È�ß�î�»�Ÿ�Õ�«�º3û�™�b�p6ë�_�)*(�K�r�M�� IP �Ð�Ý�³
�Ÿ�Õ�«�º3û�™�_�|�W�Z�
�Í�«�º�c  IP �¿�µ�º�á�î�¡�V�b�õ�–�b���d�_�6�•�Í�«�º�b �¢�Ý�î�É �_  IP �Ã�£�µ
�º�†3æ�™�K�r�M�� IP �Ð�Ý�³�Ÿ�Õ�«�º3û�™�[�c�
"I���b�¢�Ý�î�É�_�_���†3æ�™�M�•�S�u�_�
 IP �Ð�Ý�³
�Ÿ�Õ�«�º  �¢�Ý�î�É  �”�»�Þ�« �\�8�:"I�f�^�g�'�b  IP ��
›�”�»�Þ�«�†�Q#Ý�K�r�M�� IP �Ð�Ý�³�Ÿ�Õ�«�º  �¢
�Ý�î�É  �”�»�Þ�«�c�
�Ã�£�µ�º�b  IP ��
›�”�»�Þ�«  �Ç�•�î�Ý�»�_�æ���I�€�r�M��

IP �_���†�Ð�Ý�³�Ÿ�Õ�«�º�M�•�_�c�
�Þ�–�Ö  3 �«�–�µ�³�>�|�g�Ý�î�±�@�
 IP �Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b
�Ó�å�Â �_�K)F�M�•�M�m�Z�b���Š�–�å�±�î�Ç�™�–�«�_�
%T�™  IP �Ã�£�µ�º�†3?3æ�M�•�²0[�@�6�~�r�M��
Catalyst 4000 �Ç�“�Ñ�Ü  �«�–�µ�³�V�b�Ð�Ý�³�Ÿ�Õ�«�º  �É�ß�­�«�[�c�
 Integrated Switching Engine �[�Ã
�£�µ�º�@0
0��I�€�Z4:�)�^���Š�–�å�±�î�Ç�™�–�«�_3?3æ�I�€�
�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b�›�Ó�å�Â�_
3æ�™�I�€�r�M��

IP �Ð�Ý�³�Ÿ�Õ�«�º�c�Å�¹�œ�
1Ÿ�\�o�\�‡�]� �L�v�b�\0b�}�€�@�U�[�M���¿�µ�º�á�î�¡�_�6�u�Z�_
°�M
�•  IP �Ð�Ý�³�Ÿ�Õ�«�º  �”�É�Ü�£�î�©�Ù�å�c�
�¨�C�b���œ�Å�¹�œ�
1Ÿ�[�M�@�
�Å�¹�œ�c�û���b�Å�ª�¿�«  �Ô
�¹�Ý�_�Ü�•�o�Í�†�v�S�}�M�
�I�r�J�r�^  IP �Ð�Ý�³�Ÿ�Õ�«�º  �”�É�Ü�£�î�©�Ù�å�b  1 �X�_4#�B�r�O�‡��#Õ
#Ø�ö�b�¥�V�_�X�^�@�•�G�b�Ú�b  IP �Ð�Ý�³�Ÿ�Õ�«�º  �”�É�Ü�£�î�©�Ù�å�\�K�Z�c�
�Ð�Ý�³�Ó�¹�•�”�
1Ÿ�

�¹�î�±0
0��
�Ü�”�Ý�±�–�Ò  �¹�î�±  �Ð�Ý�³�Ÿ�Õ�«�º�
�©�Ñ�×�Þ�î�©�Ù�å  �”�É�Ü�£�î�©�Ù�å�^�]�@�6�~�r
�M��

�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• �� IP �Ð�Ý�³�Ÿ�Õ�«�º  �É�ß�º�¥�Ý�� >&P.29-2>'

• �� Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�V�[�b  IP �Ð�Ý�³�Ÿ�Õ�«�º�� >&P.29-4>'

• ���§�Ï�î�º�I�€�Z�8�^�8�µ+��� >&P.29-12>'

IP �Ð�Ý�³�Ÿ�Õ�«�º  �É�ß�º�¥�Ý  
Catalyst 4000 �Ç�“�Ñ�Ü  �«�–�µ�³�[�c�
�z�_���b�É�ß�º�¥�Ý�†�Q#Ý�K�Z  IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å
�¢�†��/œ�K�r�M��

• �–�å�±�î�¿�µ�º  �¢�Ý�î�É'ö#.�É�ß�º�¥�Ý>& IGMP>'

• Protocol Independent Multicast>&PIM; �É�ß�º�¥�Ý�_�k�Ñ�K�^�8�Ð�Ý�³�Ÿ�Õ�«�º>'

• IGMP �«�¾�î�Æ�å�¢�>�|�g  Cisco Group Management Protocol

�W 29-1 �_�
�G�€�}�b�É�ß�º�¥�Ý�@  IP �Ð�Ý�³�Ÿ�Õ�«�º#”�C
Æ�b�]�b4Š�(�[�·�8�M�•�?�†&g�K�r�M��
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'¨  29 'v       IP �Ð�Ý�³�Ÿ�Õ�«�º�b0¿��
IP �Ð�Ý�³�Ÿ�Õ�«�º�b�+0[
�W 29-1 IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý

�–�å�±�î�¿�µ�º  �¢�Ý�î�É'ö#.�É�ß�º�¥�Ý

IP �Ð�Ý�³�Ÿ�Õ�«�º  �Í�«�º�c  IGMP �Ó�µ�­�î�ª�†�Q#Ý�K�Z�
�ß�î�•�Ý�b�Þ�–�Ö 3 �«�–�µ�³�r�S�c�Ý�î�±
�_0[�Ó�†3æ�™�K�
"I���b�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�_�•
°�K�Z�
�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�b�w�™�†
6ä���K�r�M�� IGMPv2 �b�M4Š�b�Ñ�G�µ+��†�Q#Ý�M�•�\�
 IP �Í�«�º�c�Þ�–�Ö 3 �«�–�µ�³�r�S�c�Ý�î�±�_
�P�K�
 IP �Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�†+:3å�K�Z�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �º�Û�Ç�•�µ�¡�†�w�™�K�^�8�|�:
�_�Ó�u�•0[�Ó�v3æ�™�K�r�M��

�Þ�–�Ö 3 �«�–�µ�³�r�S�c�Ý�î�±�c�
 IGMP �_�|�W�Z�“�S�_���†�Q#Ý�K�Z�
�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �Ó
�å�Â�î�©�µ�É�b�Ü�«�º�†�–�å�±�î�Ç�™�–�«�"�)�[)T�â�K�r�M���–�å�±�î�Ç�™�–�«�V�[�a�^�C�\�v  1 �X�b
�Í�«�º�@�
�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �º�Û�Ç�•�µ�¡�†�w�™�M�•�S�u�b  IGMP 0[�Ó�†3æ�™�K�Z�8�•7H�~�

�Q�b�–�å�±�î�Ç�™�–�«�b�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �Ó�å�Â�î�©�µ�É�c�”�¡�¸�•�È�[�M��

�É�ß�º�¥�Ý"‚'g�Ð�Ý�³�Ÿ�Õ�«�º  

PIM �@�É�ß�º�¥�Ý�_�k�Ñ�K�^�8 #.#ä�c�
�Q#Ý�I�€�Z�8�•�õ�–�b�Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý
�†�<#Ý�K�Z�Ý�î�¸�•�å�¢  �¸�î�È�Ý�l�b�i�A3¸�s�†/œ�8>& Enhanced Interior Gateway Routing Protocol

>&EIGRP>'�
 Open Shortest Path First>&OSPF>'�
 Border Gateway Protocol>&BGP>'�
�>�|�g�«�±�¸�•�µ�¡  
�Ý�î�º�†�µ�t>' �
 IP �Ð�Ý�³�Ÿ�Õ�«�º�†�§�Ï�î�º�M�•�?�}�[�M�� PIM �c�I�}�_�
�ö
²�_"‚'g�K�S�Ð�Ý�³
�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢  �¸�î�È�Ý�†�8�B�M�•�æ�ƒ�~�_�
 �Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢  �¸�î�È�Ý�†�Q#Ý�K�Z  
Reverse Path Forwarding>&RPF>'�³�™�µ�¡�µ+��†��/œ�K�r�M�� PIM �c�
�Ú�b�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý
�@/œ�:�|�:�^�
�Ý�î�±6ë�[�b�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢  �”�µ�É�¹�î�º�b3æ�w�™�c/œ�8�r�O�‡��

PIM �¹�å�«  �Ô�î�»>& PIM-DM>'

PIM Dense Mode>&PIM-DM; PIM �¹�å�«  �Ô�î�»>'�c�
 �É�µ�©�×  �Ô�¹�Ý�†�Q#Ý�K�Z�¿�µ�º�á�î�¡�b�M�m
�Z�b4Š�(�_�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�†�Ç�Û�µ�¹�•�å�¢�I�O�r�M�� PIM-DM �c�
 LAN TV �x�û���_
���r�S�c2��»�_���È�ß�î�»�Ÿ�Õ�«�º�^�]�
�±4Š�(�b  LAN �[�Ð�Ý�³�Ÿ�Õ�«�º�b�w�™�@�²0[�\�I�€�•�¿�µ
�º�á�î�¡�[�b�Q#Ý�†% $×�\�K�Z�8�r�M���¿�µ�º�á�î�¡�V�b�M�m�Z�b�§�È�¿�µ�º�_�”�¡�¸�•�È�^�w�™*…�@
�Ñ�~�M�•���œ�
� "á$×�^4Ä�™�Ó�•�½�¬�Ò�_�^�~�r�M��

PIM �¹�å�«  �Ô�î�»�b0ò(ý�_�X�8�Z�c�
���b  URL �†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/docs/ios-xml/ios/ipmulti_optim/configuration/12-2sx/imc_pim_dense_rfr
sh.html

Catalyst 4500 �*�]�o�-  �,���6�4 �^�o�2

���f�2�o�@�6�;

PIMIGMP �Å���î
IGMP

�,�?�o�G�f�#

�N�,�;  A

�N�,�;  B

94
15

0
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'¨  29 'v       IP �Ð�Ý�³�Ÿ�Õ�«�º�b0¿��
IP �Ð�Ý�³�Ÿ�Õ�«�º�b�+0[
PIM �«�Ã�î�«  �Ô�î�»

PIM Sparse Mode>&PIM-SM; PIM �«�Ã�î�«  �Ô�î�»>'�c�
 �É�Ý  �Ô�¹�Ý�†�Q#Ý�K�Z�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û
�Ç�•�µ�¡�†4Ä�™�K�r�M���Â&g$×�_�¹�î�±�†0[�Ó�K�Z�8�Z�
�?�X�”�¡�¸�•�È�^�w�™*…�b�8�•�¿�µ�º�á�î�¡
�T�E�_�
�º�Û�Ç�•�µ�¡�@3?3æ�I�€�r�M�� PIM-SM �c�
�¹�«�¡�º�µ�É  �Å�¹�œ�
1Ÿ�x�û���¥�å�Æ�×�î�¸�•
�å�¢�^�]�
�a�X�b�w�™*…�@�Q�€�R�€$��^�•�Ð�Ý�³�Ÿ�Õ�«�º�†�M+á�_� �ì�Q#Ý�M�•�¿�µ�º�á�î�¡�[�b�Q#Ý
�†% $×�\�K�Z�8�r�M��

IGMP �«�¾�î�Æ�å�¢�>�|�g  CGMP

IGMP �«�¾�î�Æ�å�¢�c�
�Þ�–�Ö  2 �«�–�µ�³�å�¢#”�C�[�b�Ð�Ý�³�Ÿ�Õ�«�º�_�Q#Ý�K�r�M�� IGMP �«�¾�î�Æ
�å�¢�†�Q#Ý�M�•���œ�
�Þ�–�Ö 3 �«�–�µ�³�r�S�c�Ý�î�±�c�
�Í�«�º�\�Ý�î�±6ë�[3?3æ�I�€�•  IGMP �Ã
�£�µ�º�b�Þ�–�Ö  3 �_���†�è0É�K�r�M���«�–�µ�³�@"I���b�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b�Í�«�º�?�}  IGMP 
Host Report �†�w�™�M�•�\�
�«�–�µ�³�c�Q�b�Í�«�º�b�Ï�î�º$��•�†�P�Â�M�•�Ð�Ý�³�Ÿ�Õ�«�º  �¸�î�È�Ý  �š
�å�º�Ü�_3ã�•�K�r�M���«�–�µ�³�@�Í�«�º�?�}  IGMP Leave Group �Ó�µ�­�î�ª�†�w�™�M�•�\�
�«�–�µ�³
�c�¸�î�È�Ý  �š�å�º�Ü�?�}�Q�b�Í�«�º�b�Ï�î�º�†�P7V�K�r�M��

IGMP �D�š�Ó�µ�­�î�ª�c�Ð�Ý�³�Ÿ�Õ�«�º  �Ã�£�µ�º�\�K�Z3æ�™�I�€�•�b�[�
�Þ�–�Ö  2 �Ê�µ�²�î�T�E�@�è
0É�I�€�•���œ�c�
�Ð�Ý�³�Ÿ�Õ�«�º  �¹�î�±�\�
�9�[�A�r�O�‡�� IGMP �«�¾�î�Æ�å�¢�@'�
>�K�Z�8�•�«
�–�µ�³�c�
�M�m�Z�b�Ð�Ý�³�Ÿ�Õ�«�º  �¹�î�±  �Ã�£�µ�º�_�X�8�Z�
6õ4��M�•  IGMP �D�š�_���@�µ�r�€�Z�8
�•�?�]�:�?�†1*�m�r�M���*3ÿ�b  CPU �†�š3U�K�S�ß�î�š�å�»�b�«�–�µ�³�_  IGMP �«�¾�î�Æ�å�¢�†��/æ�M
�•�\�
�¹�î�±�†9×3ÿ�[3æ�™�M�•���œ�
�Ã�Ç�›�î�Ð�å�«�_5��±�^�s8j�@���•�•+��ö�@�6�~�r�M��
Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�c�
 IGMP �«�¾�î�Æ�å�¢�@�Ç�›�á�î�¹�•�å�¢  ASIC �[��/æ�I�€�Z�8
�•�b�[�
3?3æ3ÿ�Ø�_�s8j�@���•�G�\�c�6�~�r�O�‡��

>&�@>' Catalyst 4000 �Ç�“�Ñ�Ü  �«�–�µ�³  �c�
 Supervisor Engine I �>�|�g  Supervisor Engine II �†�š3U�K�S  
Catalyst 4500 �Ç�“�Ñ�Ü  �«�–�µ�³�^�]�
 IGMP �«�¾�î�Æ�å�¢�†�§�Ï�î�º�K�^�8�«�–�µ�³�b  CGMP �§�î�Â
�\�K�Z�µ+��[�A�r�M���«�–�µ�³�†  CGMP �¡�Û�–�”�å�º�\�K�Z0¿���M�•�G�\�c�[�A�r�O�‡��
Catalyst 4000 �Ç�“�Ñ�Ü  �«�–�µ�³�†�¡�Û�–�”�å�º�\�K�Z0¿���M�•�_�c�
 IGMP �«�¾�î�Æ�å�¢�†�Q#Ý�K�r
�M��

CGMP �c�
 Catalyst �«�–�µ�³�@  Cisco �Ý�î�±�V�b  IGMP �_���†�<#Ý�K�Z�Þ�–�Ö  2 �Ç�›�á�î�¹�•�å�¢�ô
���†/œ�<�•�|�:�_�M�•�©�«�¥�b�É�ß�º�¥�Ý�[�M�� CGMP �c�
�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�>�|�g�Þ�–�Ö  2 �«
�–�µ�³�[0¿���I�€�r�M���Q�b)��Ý�
 IP �Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�c�
�º�Û�Ç�•�µ�¡�†0[�Ó�K�S�Í�«
�º�†�â�X  Catalyst �«�–�µ�³�Ï�î�º�T�E�_4Ä�™�I�€�r�M���º�Û�Ç�•�µ�¡�†�Â&g$×�_0[�Ó�K�Z�8�^�8�«
�–�µ�³�Ï�î�º�c�º�Û�Ç�•�µ�¡�†�w�™�K�r�O�‡��

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�V�[�b  IP �Ð�Ý�³�Ÿ�Õ�«�º

Catalyst 4000 �Ç�“�Ñ�Ü  �«�–�µ�³�c�
�Þ�–�Ö  2 �[�–�î�§�¿�µ�º  �È�Ü�µ�ª�å�¢�
�Þ�–�Ö  3 �[  IP �Ý�î�¸�•
�å�¢�†/œ�:  ASIC �Ë�î�«�b Integrated Switching Engine �†�§�Ï�î�º�K�Z�8�r�M���G�b  ASIC �c�Ã�£�µ�º
3?3æ�S#Ý�_0¿0£�I�€�Z�8�•�b�[�
 ACL �>�|�g  QoS �†�–�¿�î�È�Ý�_�K�S"g�Â�[�
 Integrated Switching 
Engine�Á�î�»�˜�™�”�_�|�~8��–�_9×�8�Ã�Ç�›�î�Ð�å�«�†��#'�K�r�M  �Á�î�»�˜�™�”�_�|�•�á�–�Ö�«�Æ�î
�»�[�b3?3æ�c�
�[�¥�Ã�£�µ�º�†��#.�M�•�|�:�_0¿0£�I�€�S  CPU �§�È�©�«�¸�Ò  �¯�Ç�º�˜�™�”�|�~�v�A�ƒ
�u�Z9×3ÿ�\�^�~�r�M��

Integrated Switching Engine �Á�î�»�˜�™�”�c�
 VLAN 6ë�Ý�î�¸�•�å�¢#Ý�b�–�å�±�î�Ç�™�–�«�>�|�g�Þ�–
�Ö 2 �È�Ü�µ�ª�å�¢#Ý�b�«�–�µ�³�Ï�î�º�†�§�Ï�î�º�K�Z�8�r�M���r�S�
�Í�«�º�
�«�–�µ�³�
�r�S�c�Ý�î�±
�\�b�K)F�†0¿���[�A�•"@#.�™  3 �–�å�±�î�Ç�™�–�«�\�v�^�~�r�M��

�W 29-2 �_�
 Integrated Switching Engine �Á�î�»�˜�™�”�[�b�Þ�–�Ö  2 �>�|�g�Þ�–�Ö  3 �Ç�›�á�î�¹�•�å�¢
�b�+�Õ�W�†&g�K�r�M��
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'¨  29 'v       IP �Ð�Ý�³�Ÿ�Õ�«�º�b0¿��
IP �Ð�Ý�³�Ÿ�Õ�«�º�b�+0[
�W 29-2 �Á�î�»�˜�™�”�[�b�Þ�–�Ö  2 �>�|�g�Þ�–�Ö  3 �Ç�›�á�î�¹�•�å�¢�b�+�Õ�W

�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• �� CEF�
 MFIB�
�>�|�g�Þ�–�Ö  2 �Ç�›�á�î�¹�•�å�¢�� >&P.29-5>'

• �� IP �Ð�Ý�³�Ÿ�Õ�«�º  �¸�î�È�Ý�� >&P.29-7>'

• ���Á�î�»�˜�™�”�>�|�g�¯�Ç�º�˜�™�”�_�|�•3?3æ�� >&P.29-8>'

• ��8�  RPF �º�Û�Ç�•�µ�¡�� >&P.29-9>'

• ���Ð�Ý�³�Ÿ�Õ�«�º9×3ÿ�»�ß�µ�É�� >&P.29-10>'

• ���Ð�Ý�³�Ÿ�Õ�«�º3?3æ�_���Ë�î�«�� >&P.29-11>'

• �� S/M,224/4��>&P.29-12>'

CEF�
 MFIB�
�>�|�g�Þ�–�Ö  2 �Ç�›�á�î�¹�•�å�¢

Catalyst 4000 �Ç�“�Ñ�Ü  �«�–�µ�³�_��/æ�I�€�S  IP �Ð�Ý�³�Ÿ�Õ�«�º�c�
�p�¸7Ÿ�p�º  Cisco Express 
Forwarding>&CEF; �©�«�¥  �š�¡�«�É�Þ�«  �Ç�›�á�î�¹�•�å�¢>'�b�Ñ�G�µ+��[�M�� CEF �c�
�V�)�™�b�Ø�½
�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢  �¸�î�È�Ý>& BGP�
 OSPF�
 EIGRP �^�]�b�Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý
�_�|�W�Z�8�B�I�€�•>'�?�}�_���†�³���K�
�G�b�_���†�Á�î�»�˜�™�”  Forwarding Information Base

>&FIB; 3?3æ�_���Ë�î�«>'�_�ß�î�»�K�r�M�� FIB �b�Ø�½�Ÿ�Õ�«�º  �Ý�î�º�†�Q#Ý�M�•�\�
�V�)�™�b�Ý�î�¸�•
�å�¢  �¸�î�È�Ý�[�Ý�î�º�@�š�f�I�€�S���œ�[�v�
�Á�î�»�˜�™�”  �Ý�î�¸�•�å�¢  �«�¸�î�º�b  1 �X�b�Ý�î�º�†
�š�f�M�•�T�E�[�M���Á�î�»�˜�™�”�[�Ø�½�Ÿ�Õ�«�º  �Ã�£�µ�º�†3?3æ�M�•�S�u�_�
 Integrated Switching 
Engine �c  Ternary CAM>&TCAM>'�?�}3æ�™
–�>�|�g��
›�Ý�î�º�†�è(ô�K�
�Á�î�»�˜�™�”  FIB �?�}7„�K
�–�å�¹�µ�¡�«�†�v�~���K�Z�
�Á�î�»�˜�™�”  �¿�–�Â�î  �¸�î�È�Ý6õ�€�?�}�Þ�–�Ö  2 �Ü�Û�–�º�_���>�|�g�¿
�¡�«�º�Í�µ�É  �”�»�Þ�«�†�v�“�K�r�M��

Multicast Forwarding Information Base>&MFIB; �Ð�Ý�³�Ÿ�Õ�«�º3?3æ�_���Ë�î�«>'�§�È�©�«�¸�Ò�c�
�Ø
�½�Ÿ�Õ�«�º  CEF �b�Ð�Ý�³�Ÿ�Õ�«�º"'�[�M���G�b  MFIB �§�È�©�«�¸�Ò�c�
 PIM �>�|�g  IGMP �_�|�W�Z�8
�B�I�€�•�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�º�†�³���K�
�Á�î�»�˜�™�”3?3æ�b�S�u�b�É�ß�º�¥�Ý"‚'g�Ç�›�î�Ð�µ�º�_
�K�r�M�� MFIB �§�È�©�«�¸�Ò�c�
�É�ß�º�¥�Ý�[�w�b�_���†�P7V�K�
�²0[�^�Ç�›�á�î�¹�•�å�¢�_���T�E�†
�g�K�r�M�� MFIB �¸�î�È�Ý�b�›�š�å�º�Ü�c�
 >&S,G>'�r�S�c>& *,G>'�Ý�î�º�

°�Š  RPF VLAN�
�>�|�g
�Þ�–�Ö  3 ���Š�–�å�±�î�Ç�™�–�«�b�Ü�«�º�[�S�B�I�€�r�M�� MFIB �§�È�©�«�¸�Ò�c�
�É�Û�µ�º�Ç�›�î�Ò�k
�Ñ�b'ö#.�¯�Ç�º�˜�™�”�\4�� �K�Z�
�G�b�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�_���†�Á�î�»�˜�™�”  FIB �>�|�g
�Á�î�»�˜�™�”  Multicast Expansion Table>&MET>'�_�ß�î�»�K�r�M��

Integrated Switching Engine9ÔASIC9Õ

L3  �!�
���f�2�o�H�����,

.°!��^�o�2

L3 .°!�
���f�2�o�H�����,

L2 �,���6�4�P�o�;  

68
40

2

VLAN1

Gig 1/1

VLAN2
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IP �Ð�Ý�³�Ÿ�Õ�«�º�b�+0[
Catalyst 4000 �Ç�“�Ñ�Ü  �«�–�µ�³�c�
�Þ�–�Ö  3 �Ý�î�¸�•�å�¢�\�Þ�–�Ö  2 �È�Ü�µ�ª�å�¢�†� �ì�_��/œ�K�r
�M�� 1 �X�b  VLAN �–�å�±�î�Ç�™�–�«�_0
�X�b�Þ�–�Ö  2 �«�–�µ�³�Ï�î�º�†0¿���[�A�r�M���Ð�Ý�³�Ÿ�Õ�«
�º  �Ã�£�µ�º�†3?3æ�M�m�A���Š�«�–�µ�³�Ï�î�º�b7Ÿ�œ�†�8�9�M�•�S�u�
 Supervisor Engine III �c�Þ�–�Ö  3 
�b  MFIB �_���†�Þ�–�Ö  2 �b�Ç�›�á�î�¹�•�å�¢�_���\)��s�œ�ƒ�O�
�Á�î�»�˜�™�”  MET �_�–�Ñ�K�Z�Ã�£�µ
�º0
0��†/œ�8�r�M��

�W 29-3 �_�
 Catalyst 4000 �Ç�“�Ñ�Ü  �«�–�µ�³�@�Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�
�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•
�å�¢�
�>�|�g�Þ�–�Ö  2 �È�Ü�µ�ª�å�¢�_���†)��s�œ�ƒ�O�
�Á�î�»�˜�™�”�[3?3æ�†��/œ�M�•�µ+��b�+0[�†&g
�K�r�M��

�W 29-3 �Á�î�»�˜�™�”�[�b  CEF�
 MFIB�
�>�|�g�Þ�–�Ö  2 3?3æ�_���b)��s�œ�ƒ�O

MFIB �Ý�î�º�c�
 CEF �Ø�½�Ÿ�Õ�«�º  �Ý�î�º�\� �]�_�Þ�–�Ö  3 �[�6�•�S�u�
0ñ�\�M�•�Þ�–�Ö  2 �_���\)�
�œ�M�•�²0[�@�6�~�r�M�� MFIB �Ý�î�º�b�[�†&g�K�r�M��

(*,224.1.2.3)
RPF interface is Vlan3
Output Interfaces are:
Vlan 1
Vlan 2

�Ý�î�º>& *,224.1.2.3>'�@�Á�î�»�˜�™�”  FIB �¸�î�È�Ý�_�ß�î�»�I�€�
���Š�–�å�±�î�Ç�™�–�«�b�Ü�«�º�@  
MET �_�ß�î�»�I�€�r�M�����Š�–�å�±�î�Ç�™�–�«�b�Ü�«�º�l�b�Ï�–�å�±�
 MET �–�å�¹�µ�¡�«�
�>�|�g  
RPF �–�å�±�î�Ç�™�–�«�v�
 >&*,224.1.2.3>'�Ý�î�º�\�\�v�_�Á�î�»�˜�™�”  FIB �_�ß�î�»�I�€�r�M���Á�î�»
�˜�™�”�_�G�b�_���†�ß�î�»�M�•�G�\�[�
�Þ�–�Ö  2 �_���\�b)��œ�†6ä���[�A�•�|�:�_�^�~�r�M�� VLAN 1 
�V�b���Š�–�å�±�î�Ç�™�–�«�_�X�8�Z�
 Integrated Switching Engine �c  VLAN 1 �V�[�«�Ã�½�å�¢�¶�Ü�î  
�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_�6�•�M�m�Z�b�«�–�µ�³�Ï�î�º�_�Ã�£�µ�º�†3æ�™�M�•�²0[�@�6�~�r�M��� 
�L�É�ß�­�«�@  VLAN 2 �_4:#Ý�I�€�r�M�� VLAN 2 
Æ�b�«�–�µ�³�Ï�î�º�b�­�µ�º�†�ô���M�•�S�u�_�
�Þ
�–�Ö  2 3?3æ�¸�î�È�Ý�@�Q#Ý�I�€�r�M��

�Á�î�»�˜�™�”�@�Ã�£�µ�º�†�Ý�î�¸�•�å�¢�M�•���œ�
�M�m�Z�b���Š�–�å�±�î�Ç�™�–�«�b�M�m�Z�b�«�–�µ�³
�Ï�î�º�_�Ã�£�µ�º�†3æ�™�M�•�T�E�[�^�C�
�Á�î�»�˜�™�”�c
°�Š  VLAN �b>&�Ã�£�µ�º�@�?%T�K�S�«�–�µ
�³�Ï�î�º�†7V�C>'�M�m�Z�b�«�–�µ�³�Ï�î�º�_�v�
�Ã�£�µ�º�†3æ�™�K�r�M���S�\�<�d�
 VLAN 3 �_  2 �X�b
�«�–�µ�³�Ï�î�º  Gig 3/1 �>�|�g  Gig 3/2 �@�6�•�\�ì���K�r�M�� Gig 3/1 �V�b�Í�«�º�@�Ð�Ý�³�Ÿ�Õ�«�º  �Ã

�Y�>� �V�,�;  �^�o�9���f�#
�9�o�I�^

�Q�^�4� �V�,�;  �^�o�9���f�#
�9�o�I�^

Layer 2 0©1M
�9�o�I�^

H/W FIB
�9�o�I�^

H/W 4Þ�’4P�%
�9�o�I�^

MET -„-~
�9�o�I�^

�J�`�;�&�^

�B�o�<������
�9�o�I�^

�0�H�;������
�9�o�I�^

�Y�>� �V�,�; �Q�^�4� �V�,�;

CEF �� MFIB �(�I�*�,�9�S

CPU 
�(�I�*�,�9�S
�0�H�;������

Integrated
Switching 
Engine

L2 �Q�^�4� �V�,�;

OSPF PIM/IGMP IGMP �,�?�o�G�f�#
�,�D�>�f�#  �7�]�o

CEF MFIB

68
61
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'¨  29 'v       IP �Ð�Ý�³�Ÿ�Õ�«�º�b0¿��
IP �Ð�Ý�³�Ÿ�Õ�«�º�b�+0[
�£�µ�º�†3æ�™�M�•�\�
 Gig 3/2 �V�b�Í�«�º�v�Q�b�Ã�£�µ�º�†�w�™�K�^�E�€�d�^�}�^�8���œ�@�6�~�r�M��
Gig 3/2 �V�b�Í�«�º�_�Ð�Ý�³�Ÿ�Õ�«�º  �Ã�£�µ�º�†3æ�™�M�•�_�c�
 MET �_�ß�î�»�I�€�•�Ï�î�º�­�µ�º�_

°�Š  VLAN �b�M�m�Z�b�«�–�µ�³�Ï�î�º�†3ã�•�M�•�²0[�@�6�~�r�M��

VLAN 1 �_  1/1 �>�|�g  1/2�
 VLAN 2 �_  2/1 �>�|�g  2/2�
 VLAN 3 �_  3/1 �>�|�g  3/2 �@�µ�r�€�Z�8�€�d�

�G�b�Ý�î�º#Ý�b  MET �³�™�î�å�_�c�
�«�–�µ�³�Ï�î�º  1/1�
 1/2�
 2/1�
 2/2�
 3/1�
�>�|�g  3/2 �@�µ�r�€�•
�G�\�_�^�~�r�M��

IGMP �«�¾�î�Æ�å�¢�@�œ�å�b���œ�
�Ã�£�µ�º�c  VLAN 2 �b�M�m�Z�b���Š�«�–�µ�³�Ï�î�º�_3?3æ�I�€�•
�\�c7H�~�r�O�‡�� IGMP �«�¾�î�Æ�å�¢�_�|�W�Z�
�¢�Ý�î�É  �Ó�å�Â�r�S�c�Ý�î�±�@�Ñ�~�M�•�\�8�•�I�€
�S�«�–�µ�³�Ï�î�º�T�E�_�
�Ã�£�µ�º�@3?3æ�I�€�r�M���S�\�<�d�
 VLAN 1 �[  IGMP �«�¾�î�Æ�å�¢�@�–
�¿�î�È�Ý�[�
 IGMP �«�¾�î�Æ�å�¢�_�|�W�Z�Ï�î�º  1/2 �T�E�_�¢�Ý�î�É  �Ó�å�Â�@�Ñ�~�M�•�\�8�•�I�€�S��
�œ�
 MET �³�™�î�å�_�c�«�–�µ�³�Ï�î�º  1/1�
 1/2�
 2/1�
 2/2�
 3/1�
�>�|�g  3/2 �@�µ�r�€�•�G�\�_�^�~�r
�M��

IP �Ð�Ý�³�Ÿ�Õ�«�º  �¸�î�È�Ý  

�W 29-4 �_�
 Catalyst 4000 �Ç�“�Ñ�Ü  �«�–�µ�³�@�Á�î�»�˜�™�”�[  IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ã�£�µ�º�†3?3æ�M�•
% $×�[�Q#Ý�M�•�z�^�¹�î�±�S4��†&g�K�r�M��

�W 29-4 IP �Ð�Ý�³�Ÿ�Õ�«�º  �¸�î�È�Ý�>�|�g�É�ß�º�¥�Ý  

Integrated Switching Engine �c�
�¶���b  IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�º�†1‘�9�M�•% $×�[�
�Á�î�»�˜�™�”  
FIB �¸�î�È�Ý�†)T�â�K�r�M���›�š�å�º�Ü�c�
��
›�¢�Ý�î�É�b  IP �”�»�Þ�«�>�|�g�œ�É�©�Ù�å�b3æ�™
–  IP 
�”�»�Þ�«�[�S�B�I�€�r�M���Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�c�
�z�_>& S,G>'�>�|�g>& *,G>'�b  2 '�8®�b
�Ý�î�º�V�†�v�€�r�M�� >&S,G>'�Ý�î�º�c�
�Ð�Ý�³�Ÿ�Õ�«�º3æ�™
–�b  IP �”�»�Þ�«�\�
�Ð�Ý�³�Ÿ�Õ�«�º  �¢
�Ý�î�É��
›�b  IP �”�»�Þ�«�_�ö�Y�8�Z�
3æ�™
–�?�}�¢�Ý�î�É�l�v�€�r�M�� >&*,G>'�Ý�î�º�V�b�º�Û�Ç�•�µ
�¡�c�
 PIM RP �?�}�¢�Ý�î�É  G �b�M�m�Z�b�Þ�©�î�Â�_�v�€�r�M�� >&*,G>'�Ý�î�º�†�Q#Ý�M�•�b�c�
�«

68
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Integrated Switching Engine CPU �(�I�*�,�9�S

�^�o�9���f�#  �J�`�;�&�^

L3 �J�`�;�&�^

��PIM
�� IGMP

L2 �J�`�;�&�^  
��

��

IGMP 
�,�?�o�G�f�#
�,�D�>�f�#  �7�]�o

�B�o�<������  FIB �9�o�I�^

(S,G)�” RPF Vlan�” MET ���f�:�6�"�,
(*,G)�”���f�2�o�H�����,�” MET ���f�:�6�"�,

�B�o�<������  �9�o�I�^

�B�o�<������  MET �9�o�I�^  
9Ô-„-~9Õ

���f�:�6�"�,�” {Vlan, switchport} �é4ø�'

�0�H�;������  �9�o�I�^

�Q�^�4� �V�,�;  �^�o�9���f�#
�9�o�I�^

�� (S,G), RPF
���f�2�o�H�����,�”�´
�
���f�2�o�H�����,�é4ø�'

L2 0©1M
�9�o�I�^

Vlan�” MAC ���<�_�,
�,���6�4�P�o�;

S,G RPF ���f�2�o�H�����, MET ���f�:�6�"�,

S1, G1 vlan 3 1219
S2, G2 vlan 7 1241

*,  G4 vlan 99 1356

���f�:�6�"�, {vlan, switchport} �é4ø�'
0 ..
.. ..
.. ..

1279  {vlan3, Fa 3/1} {vlan5, Fa 3/2}, ��
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'¨  29 'v       IP �Ð�Ý�³�Ÿ�Õ�«�º�b0¿��
IP �Ð�Ý�³�Ÿ�Õ�«�º�b�+0[
�Ã�î�«  �Ô�î�»  �¢�Ý�î�É�T�E�[�M�� Integrated Switching Engine �Á�î�»�˜�™�”�_�c�
�œ0£  128,000 �b
�Ý�î�º#Ý�b�«�Ì�î�«�@ =
��I�€�Z�8�r�M���G�€�}�@�Ø�½�Ÿ�Õ�«�º  �Ý�î�º�
�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�º�
�>
�|�g�Ð�Ý�³�Ÿ�Õ�«�º9×3ÿ�»�ß�µ�É  �š�å�º�Ü�_�|�W�Z
¹�w�I�€�r�M��

���Š�–�å�±�î�Ç�™�–�«�b�Ü�«�º�c�
 Multicast Expansion Table>&MET>'�_�–�Ñ�I�€�r�M�� MET �_�c�

�q�±  32,000 �b���Š�–�å�±�î�Ç�™�–�«  �Ü�«�º#Ý�b�«�Ì�î�«�@�6�~�r�M  MET �Ü�¯�î�«�c�
�Þ�–�Ö  3 �Ð�Ý
�³�Ÿ�Õ�«�º  �Ý�î�º�>�|�g�Þ�–�Ö  2 �Ð�Ý�³�Ÿ�Õ�«�º  �š�å�º�Ü�_�|�W�Z
¹�w�I�€�r�M���Á�î�»�˜�™�”�[�Q
#Ý�[�A�•���Š�–�å�±�î�Ç�™�–�«  �Ü�«�º�b��7•�b�X�c�
0¿���_�|�W�Z$��^�~�r�M���Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î
�º�b)r�X�@  32,000 �†2x�<�•�\�
 Integrated Switching Engine �_�|�W�Z�Ð�Ý�³�Ÿ�Õ�«�º  �Ã�£�µ�º�†�«
�–�µ�³�å�¢�[�A�^�C�^�•���œ�@�6�~�r�M���Q�b�Ã�£�µ�º�c�
 CPU �§�È�©�«�¸�Ò�_�|�W�Z�A�ƒ�u�Z�*�8
3ÿ�Ø�[3?3æ�I�€�•�G�\�_�^�~�r�M

�Á�î�»�˜�™�”�>�|�g�¯�Ç�º�˜�™�”�_�|�•3?3æ

Integrated Switching Engine �c3û�–�
�Ã�£�µ�º�†�Á�î�»�˜�™�”�[8��–�_9×3ÿ�[3?3æ�K�r�M�� CPU �§�È
�©�«�¸�Ò�c�
�[�¥�Ã�£�µ�º�†�¯�Ç�º�˜�™�”�[3?3æ�K�r�M�� Integrated Switching Engine �@�±4Š�(�b�Ã
�£�µ�º�†�Á�î�»�˜�™�”�[3?3æ�K�Z�8�•�G�\�c�
)+0£�Þ�Ï�î�º�?�}�ƒ�?�~�r�M��

�W 29-5 �_�
�Á�î�»�˜�™�”�\�¯�Ç�º�˜�™�”�b3?3æ�¥�å�Ï�î�¿�å�º�b�+�Õ�W�†&g�K�r�M��

�W 29-5 �Á�î�»�˜�™�”�>�|�g�¯�Ç�º�˜�™�”�b3?3æ�¥�å�Ï�î�¿�å�º

Integrated Switching Engine �c�
3û�–�b�·�8�Ô�î�»�[�c�
�Á�î�»�˜�™�”�[  VLAN 6ë�Ý�î�¸�•�å�¢�†��
/œ�K�r�M�� CPU �§�È�©�«�¸�Ò�c�
�¯�Ç�º�˜�™�”�_�|�•3?3æ�b�S�u�_�
)r&à�Ý�î�¸�•�å�¢  �•�É�­�Ý�ì

>&GRE>'�º�å�¿�Ý�†�§�Ï�î�º�K�Z�8�r�M��

0
0��c�
�Ã�£�µ�º�b  1 �¥�Æ�î�†3æ�™�M�•�æ�ƒ�~�_�
�Ã�£�µ�º�†0
0��K�Z0
�X�b�¥�Æ�î�†3æ�™�M�•3?3æ�b
�M'��[�M���Þ�–�Ö  3 �[0
0��@/œ�ƒ�€�•�b�c�
�Ð�Ý�³�Ÿ�Õ�«�º  �Ã�£�µ�º�_7H�}�€�r�M���Ø�½�Ÿ�Õ�«�º  �Ã
�£�µ�º�@0
�X�b�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«#Ý�_0
0��I�€�•�G�\�c�6�~�r�O�‡�� IP �Ð�Ý�³�Ÿ�Õ�«�º�·�8
�[�c�
%T�™�K�S  IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ã�£�µ�º�H�\�_�
�Q�b�Ã�£�µ�º�b�¨�C�b0
0��@3æ�™�I�€�r�M��

IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ã�£�µ�º�†��3æ�M�•�Ý�î�º�b�±�–�É�c�
���b�\�>�~�[�M��

• �Á�î�»�˜�™�”  �Ý�î�º  

• �¯�Ç�º�˜�™�”  �Ý�î�º  

• 4Š�($×�^�Ý�î�º  

Integrated Switching Engine CPU �(�I�*�,�9�S

GRE
�;�f�@�^

L3  �!�
���f�2�o�H�����,

�^�o�2

L3 ���f�2�o�H�����,

L2 �,���6�4�P�o�;  

68
12

7
VLAN1

Gig 1/1

VLAN2
GRE

�;�f�@�^
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'¨  29 'v       IP �Ð�Ý�³�Ÿ�Õ�«�º�b0¿��
IP �Ð�Ý�³�Ÿ�Õ�«�º�b�+0[
�Á�î�»�˜�™�”  �Ý�î�º�c�
 Integrated Switching Engine �Á�î�»�˜�™�”�@�Ã�£�µ�º�b�M�m�Z�b0
0��†3?3æ�M
�•���œ�_$Î#Õ�K�r�M���¯�Ç�º�˜�™�”  �Ý�î�º�c�
 CPU �§�È�©�«�¸�Ò  �¯�Ç�º�˜�™�”�@�Ã�£�µ�º�b�M�m�Z�b
0
0��†3?3æ�M�•���œ�_$Î#Õ�K�r�M��4Š�($×�^�Ý�î�º�c�
 Integrated Switching Engine �@�M4Š�b0
0��†
�Á�î�»�˜�™�”�[3?3æ�K�
 CPU �§�È�©�«�¸�Ò�@�M4Š�b0
0��†�¯�Ç�º�˜�™�”�[3?3æ�M�•���œ�_$Î#Õ�K�r�M��

4Š�($×�^�Ý�î�º

>&�@>' �è�W�_0°3U�M�•�²�ó�@�B'g�M�•���œ�
 CPU �§�È�©�«�¸�Ò  �¯�Ç�º�˜�™�”�_�|�W�Z0
0��@3?3æ�I�€�r�M
�@�
�Á�î�»�˜�™�”�_�|�•0
0��b3?3æ�Ã�Ç�›�î�Ð�å�«�_�s8j�c�6�~�r�O�‡��

�6�•�Ý�î�º�_�P�M�•�Ã�£�µ�º�b0
0��b�M4Š�@  CPU �§�È�©�«�¸�Ò�_�|�W�Z3?3æ�I�€�•�²�ó�c�
���b�\�>
�~�[�M��

• ip igmp join-group  �¥�Ð�å�»�†�Q#Ý�K�Z�
�Ð�Ý�³�Ÿ�Õ�«�º3æ�™
–�b  RPF �–�å�±�î�Ç�™�–�«�V�b  IP 
�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b�Ó�å�Â�\�K�Z�«�–�µ�³�†0¿���K�Z�8�•���œ  

• �«�–�µ�³�@  PIM �«�Ã�î�«  �Ô�î�»�b3æ�™
–�l�b�Ç�“�î�«�º  �Í�µ�É�[�6�•���œ���G�b���œ�
�«�–�µ�³
�c  RP �_  PIM Register �Ó�µ�­�î�ª�†3æ�™�M�•�²0[�@�6�~�r�M��

�¯�Ç�º�˜�™�”  �Ý�î�º

>&�@>' RPF �–�å�±�î�Ç�™�–�«�r�S�c���Š�–�å�±�î�Ç�™�–�«�b0¿���_�X�8�Z���b�²�ó�@  1 �X�[�v�B'g�M�•�\�

���Š�b�M�m�Z�b0
0��c�¯�Ç�º�˜�™�”�[��/œ�I�€�r�M��

�6�•�Ý�î�º�_�P�M�•�Ã�£�µ�º�b0
0��b�M4Š�@  CPU �§�È�©�«�¸�Ò  �¯�Ç�º�˜�™�”�_�|�W�Z3?3æ�I�€�•�²�ó
�c�
���b�\�>�~�[�M��

• �–�å�±�î�Ç�™�–�«�@�Ð�Ý�³�Ÿ�Õ�«�º  �Ê�Ý�Ã�î�†�Q#Ý�K�Z0¿���I�€�Z�8�•���œ  

• �–�å�±�î�Ç�™�–�«�@  GRE �º�å�¿�Ý�r�S�c  Distance Vector Multicast Routing Protocol>&DVMRP; 
�¹�•�«�±�å�«  �Ë�¡�º�Ý  �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý>'�º�å�¿�Ý�[�6�•���œ

• �–�å�±�î�Ç�™�–�«�@  Advanced Research Products Agency>&ARPA; 9×'¼%Ê'20£#ì�•>'�è�¥�b�•�É�­
�Ý�ì�†�Q#Ý�K�Z�8�•���œ

���b�Ã�£�µ�º�c�
�–�_�¯�Ç�º�˜�™�”�_�|�W�Z3?3æ�I�€�r�M��

• 224.0.0.*>&* �c  0 >|  255>'�b(
�V�b�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�_3æ�™�I�€�•�Ã�£�µ�º���G�b(
�V�c�

�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�@�Q#Ý�K�r�M���Þ�–�Ö  3 �«�–�µ�³�å�¢�[�c�
�G�b(
�V�è�¥�b�M�m�Z�b�Ð
�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �”�»�Þ�«�@�§�Ï�î�º�I�€�Z�8�r�M��

• IP �œ�É�©�Ù�å�Ü�A�b�Ã�£�µ�º  

8�  RPF �º�Û�Ç�•�µ�¡

Reverse Path Forwarding>&RPF>'�³�™�µ�¡�_�»�K�K�S�º�Û�Ç�•�µ�¡�†�
8�  RPF �º�Û�Ç�•�µ�¡�\�8�8�r
�M�� Integrated Switching Engine �c�
8�  RPF �º�Û�Ç�•�µ�¡�†�Ç�•�Ý�±�Ü�å�¢>&�â)F$×�_�»�ß�µ�É>'�M�•
�?�
�r�S�c�Þ�î�º�D7H�K�Z3?3æ�K�r�M��

0
�X�b  �Þ�–�Ö 3 �«�–�µ�³  �r�S�c�Ý�î�±�@� �M�b  LAN �­�¢�Ó�å�º�_�K)F�I�€�Z�8�•
Õ6×�^�S�B�[�
3æ
�™
–�?�}$Î�™�–�å�±�î�Ç�™�–�«�V�b�w�™
��l�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�†3?3æ�M�•�b�c�
 1 �Ž�b/æ*(
�T�E�[�M��   �W 29-6 �_�
�M+á$×�^�¿�µ�º�á�î�¡�S�B�[8�  RPF �º�Û�Ç�•�µ�¡�@$Î#Õ�K�S"g�#�†&g�K�r�M��
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IP �Ð�Ý�³�Ÿ�Õ�«�º�b�+0[
�W 29-6 �«�±�È  �¿�µ�º�á�î�¡�_�>�E�•
Õ6×�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�b�S�B

�G�b'��b�º�Ï�ß�ª�[�c�
 PIM Designated Router>&PIM DR; PIM �æ���Ý�î�±>'�[�6�•�Ý�î�±  A �T�E�@
¹
3û�b VLAN �_�¹�î�±�†3?3æ�K�r�M���Ý�î�±  B �c3?3æ�I�€�S�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�†�w�™�K�r�M
�@�
�G�b�º�Û�Ç�•�µ�¡�†�»�ß�µ�É�K�r�M���Y�G�^�–�å�±�î�Ç�™�–�«�[�G�b�º�Û�Ç�•�µ�¡�@%T�™�K�S�b
�[�
 RPF �³�™�µ�¡�_�»�K�M�•�S�u�[�M���G�b�|�:�_  RPF �³�™�µ�¡�_�»�K�M�•�º�Û�Ç�•�µ�¡�†�
 ��8�  
RPF �º�Û�Ç�•�µ�¡���\�8�8�r�M��

�Ð�Ý�³�Ÿ�Õ�«�º9×3ÿ�»�ß�µ�É

PIM-SM�
 PIM-DM �^�]�b  IP �Ð�Ý�³�Ÿ�Õ�«�º  �É�ß�º�¥�Ý�[�c�
 >&S,G>'�r�S�c>& *,G>'�Ý�î�º�H�\�_�

�P�Â�M�•%T�™�–�å�±�î�Ç�™�–�«�@�6�~�r�M���G�b�–�å�±�î�Ç�™�–�«�†�
 RPF �–�å�±�î�Ç�™�–�«�\�8�8
�r�M���£ ��I�€�•  RPF �–�å�±�î�Ç�™�–�«�\�c$��^�•�–�å�±�î�Ç�™�–�«�_�Ã�£�µ�º�@�?%T�M�•�G�\�v�6
�~�r�M���Q�b���œ�
 PIM �_�|�W�Z�Ã�£�µ�º�_"I�f�^�É�ß�º�¥�Ý��#.�†/œ�:�S�u�_�
�Q�b�Ã�£�µ�º�†  
CPU �§�È�©�«�¸�Ò  �¯�Ç�º�˜�™�”�_3?3æ�M�•�²0[�@�6�~�r�M�� PIM �@��/œ�M�•"I�f�^�É�ß�º�¥�Ý��#.�b
�[�\�K�Z�c�
 PIM �”�§�î�º  �É�ß�º�¥�Ý�@�6�~�r�M��

�¹�Ç�›�Ý�º�[�c�
 Integrated Switching Engine �Á�î�»�˜�™�”�c�
8�  RPF �–�å�±�î�Ç�™�–�«�_%T�™�K�S
�M�m�Z�b�Ã�£�µ�º�†  CPU �§�È�©�«�¸�Ò  �¯�Ç�º�˜�™�”�_3æ�™�K�r�M���S�T�K�
�G�€�}�b8�  RPF �Ã�£�µ
�º�c�o�\�‡�]�b���œ�
�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�_�²0[�[�c�^�8�b�[�
�¨�C�b���œ�
�¯
�Ç�º�˜�™�”�_�|�•��#.�c�Y0[�[�M���1�b��*(�v/œ�ƒ�^�E�€�d�
�¯�Ç�º�˜�™�”�_3æ�™�I�€�•8�  RPF �Ã
�£�µ�º�b�S�u�
 CPU �_2�,´�@�?�?�•�>�Q�€�@�6�~�r�M��

MFIB 9×3ÿ�»�ß�µ�É�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�M�•�_�c�
 ip mfib fastdrop  �¥�Ð�å�»�†�Q#Ý�K
�r�M��

�G�b�e8Ÿ�†�G4J�M�•�S�u�
 CPU �§�È�©�«�¸�Ò  �¯�Ç�º�˜�™�”�c�
 RPF �_�»�K�K�S�Ã�£�µ�º�b�:�U�
�«
�–�µ�³�V�['�
>�K�Z�8�•  PIM �É�ß�º�¥�Ý�@�²0[�\�K�^�8�Ã�£�µ�º�†�w�™�K�S�ì!l�[�
9×3ÿ�»�ß�µ�É  �š
�å�º�Ü�†�Á�î�»�˜�™�”�_�ß�î�»�K�r�M��9×3ÿ�»�ß�µ�É  �š�å�º�Ü�c�
 >&S,G,%T�™�–�å�±�î�Ç�™�–�«>'�_
�|�W�Z/²�I�€�r�M��9×3ÿ�»�ß�µ�É  �š�å�º�Ü�_�M+´�M�•�Ã�£�µ�º�c�

°�Š  VLAN �[�È�Ü�µ�ª�å�¢�I�€�r
�M�@�
�¯�Ç�º�˜�™�”�_�c3æ�™�I�€�r�O�‡���K�S�@�W�Z�
 CPU �§�È�©�«�¸�Ò  �¯�Ç�º�˜�™�”�@�G�€�}�b  
RPF �š�Û�î�†��#.�K�
�²�N�K�v4#2�,´�_�^�•�v�b�[�c�6�~�r�O�‡��

�Ü�å�¡�b�²�˜�å�
�Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢  �¸�î�È�Ý�b�š�f�^�]�b�É�ß�º�¥�Ý  �–�Ë�å�º�_�|�W�Z�
�ó

²�_9×3ÿ�»�ß�µ�É�@�•+��^�Ã�£�µ�º�b7Ÿ�œ�_�s8j�@���•�G�\�@�6�~�r�M���è�S�c9×3ÿ�»�ß�µ�É�†/œ�W�Z
�v�e8Ÿ�b�^�?�W�S�Ã�£�µ�º�†�
�º�Ï�ß�ª�b�š�f�‹�
 PIM �¯�Ç�º�˜�™�”�_��#.�I�O�•�S�u�
 CPU �§�È�©
�«�¸�Ò  �¯�Ç�º�˜�™�”�_3?3æ�M�•�²0[�@�6�~�r�M�� CPU �§�È�©�«�¸�Ò  �¯�Ç�º�˜�™�”�c�
�É�ß�º�¥�Ý  �–�Ë
�å�º�_�Â'Å�K�Z9×3ÿ�»�ß�µ�É  �š�å�º�Ü�b�Ç�Û�µ�©�×�†/œ�8�
 IOS �b  PIM �¥�î�»�@�²0[�^  RPF �š�Û�î�†
�M�m�Z��#.�[�A�•�|�:�_�K�r�M��

�^�o�2  A �^�o�2  B

�@�6�;�b�o�"  A

�@�6�;�b�o�"  B

�Q�^�4� �V�,�;  �;�\�H���6�"

5V RPF �;�\�H���6�" 68
33

1
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IP �Ð�Ý�³�Ÿ�Õ�«�º�b�+0[
�M4Š�b�º�Ï�ß�ª�[�c�
 RPF �š�Û�î�@)Þ�~3É�K$Î#Õ�M�•�•+��ö�@�6�•�b�[�
�Á�î�»�˜�™�”�_�>�E�•9×3ÿ
�»�ß�µ�É  �š�å�º�Ü�b�Q#Ý�@"I�_5�0[�_�^�~�r�M��9×3ÿ�»�ß�µ�É  �š�å�º�Ü�@�^�E�€�d�
��#.�M�•�²0[�b
�^�8  RPF �š�Û�î  �Ã�£�µ�º�_�|�W�Z  CPU �@4#2�,´�_�^�•�•+��ö�@�6�~�r�M��

�Ð�Ý�³�Ÿ�Õ�«�º3?3æ�_���Ë�î�«

Multicast Forwarding Information Base>&MFIB; �Ð�Ý�³�Ÿ�Õ�«�º3?3æ�_���Ë�î�«>'�§�È�©�«�¸�Ò�c�

Integrated Switching Engine �V�b  Catalyst 4000 �Ç�“�Ñ�Ü  �«�–�µ�³  �Á�î�»�˜�™�”�b  IP �Ð�Ý�³�Ÿ�Õ�«�º  
�Ý�î�¸�•�å�¢�†�§�Ï�î�º�K�r�M�� MFIB �c�
1=#.$×�_�c  CPU �§�È�©�«�¸�Ò  �¯�Ç�º�˜�™�”�b  IP �Ð�Ý�³
�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý>& PIM�
 IGMP�
 MSDP�
 MBGP�
�>�|�g  DVMRP>'�\�
�Á�î�»
�˜�™�”�[  IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�†'ö#.�M�•�S�u�b�É�Û�µ�º�Ç�›�î�Ò�[�w�b�¥�î�»�\�b�p6ë�_
�Ñ�~�K�r�M�� MFIB �c�
�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�_�|�W�Z�8�B�I�€�S�Ý�î�¸�•�å�¢  
�¸�î�È�Ý�_���†�
 Integrated Switching Engine �Á�î�»�˜�™�”�@� "á$×�_��#.�K�Z3?3æ�_�Q#Ý�•+��^�
(F
�Æ�^�Ç�›�î�Ð�µ�º�_�š�n�K�r�M��

�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢  �¸�î�È�Ý�b�_���†/²&g�M�•�_�c�
 show ip mroute �¥�Ð�å�»�†�Q#Ý�K�r
�M�� MFIB �¸�î�È�Ý�b�_���†/²&g�M�•�_�c�
 show ip mfib �¥�Ð�å�»�†�Q#Ý�K�r�M��

>&�@>' Supervisor Engine 6-E �©�«�¸�Ò�[�c�
 show ip mfib �¥�Ð�å�»�b���Š�c�
�Á�î�»�˜�™�”  �•�˜�å�±�c/²&g
�I�€�r�O�‡��

MFIB �¸�î�È�Ý�_�c�
 IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�º�b7Ÿ�œ�@�µ�r�€�r�M�� IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�º�_�c�

>&S,G>'�Ý�î�º�
 >&*,G>'�Ý�î�º�^�]�
�8�C�X�?�b�±�–�É�@�6�~�r�M�� MFIB �¸�î�È�Ý�b�›�Ý�î�º�_�
�œ
�É�©�Ù�å�b  1 �X�r�S�c0
�X�b�Ç�Û�¢�†�P�Â�Ü�E�•�G�\�@�[�A�r�M���Ý�î�º  �Ç�Û�¢�c�
�Ý�î�º�_�M+´�M
�•�Ã�£�µ�º�b3?3æ�‰�2�†�æ&g�K�r�M���S�\�<�d�
 MFIB �Ý�î�º�_�Ü�E�}�€�S  Internal Copy>&IC>'�Ç�Û
�¢�c�
�«�–�µ�³�V�b�É�ß�­�«�@�Ã�£�µ�º�b�¥�Æ�î�†�w�™�M�•�²0[�@�6�•�G�\�†�–�á�K�r�M�� MFIB �Ý�î
�º�_�P�Â�Ü�E�[�A�•�Ç�Û�¢�c�
���b�\�>�~�[�M��

• Internal Copy>&IC>'�Ç�Û�¢>8�Ý�î�±�V�b�É�ß�­�«�@�
"I���b�Ý�î�º�_�M+´�M�•�M�m�Z�b�Ã�£�µ�º
�b�¥�Æ�î�†�w�™�M�•�²0[�@�6�•���œ�_0¿���K�r�M��

• Signalling>&S>'�Ç�Û�¢>8�G�b�Ý�î�º�_�M+´�M�•�Ã�£�µ�º�†�w�™�K�S�\�A�_�
�É�ß�­�«�_3û%±�M�•
�²0[�@�6�•���œ�_0¿���K�r�M���©�¢�¼�Ü�å�¢  �–�å�±�î�Ç�™�–�«�V�[�b�Ã�£�µ�º�w�™�_�Â'Å�K�Z�

�É�ß�º�¥�Ý  �¥�î�»�@  MFIB �«�¸�î�º�†�f�‚�M�•�^�]�b�·�8�†/œ�:�G�\�@*ƒ�<�}�€�r�M��

• Connected>&C>'�Ç�Û�¢>8�G�b�Ç�Û�¢�†  MFIB �Ý�î�º�_0¿���K�S���œ�
%$�K�K)F�I�€�S�Í�«�º�_
�|�W�Z�Ý�î�º�_3æ�™�I�€�S�Ã�£�µ�º�T�E�†�É�ß�º�¥�Ý  �É�ß�­�«�_3û%±�M�•�²0[�@�6�•�\�8�:!l�†
7V�A�
 Signalling>&S>'�Ç�Û�¢�\� �L�–�á�†�â�U�r�M��

�Ý�î�º�_�c�
 1 �X�r�S�c0
�X�b�–�å�±�î�Ç�™�–�«�_�P�Â�M�•�œ�É�©�Ù�å�b�Ç�Û�¢�†0¿���M�•�G�\�v�[�A
�r�M���S�\�<�d�
 VLAN 1 �_6õ�M�•�Ç�Û�¢�†0¿���K�S>& S,G>'�Ý�î�º�c�
 VLAN 1 �_%T�™�M�•�Ã�£�µ�º
�b�v�~�…�8�†�æ&g�M�•�\�\�v�_�
�G�b�Ý�î�º�_�M+´�M�•�Ã�£�µ�º�†  VLAN 1 �_3?3æ�M�m�A�?�]�:�?�v
&g�K�r�M�� MFIB �[�§�Ï�î�º�I�€�•�–�å�±�î�Ç�™�–�«�"�)�b�Ç�Û�¢�c�
���b�\�>�~�[�M  

• Accepting>&A>'>8�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�[  RPF �–�å�±�î�Ç�™�–�«�[�6�•�G�\�@�Â�}�?�^�–
�å�±�î�Ç�™�–�«�_0¿���K�r�M�� Accepting>&A>'�†�Ð�î�¡�I�€�S�–�å�±�î�Ç�™�–�«�_%T�™�K�S�Ã
�£�µ�º�c�
�M�m�Z�b  Forwarding>&F>'�–�å�±�î�Ç�™�–�«�_3?3æ�I�€�r�M��

• Forwarding>&F>'>8�V0°�b�|�:�_�
 Accepting>&A>'�Ç�Û�¢�\)��s�œ�ƒ�O�Z�Q#Ý�K�r�M�� Forwarding 
�–�å�±�î�Ç�™�–�«�b7Ÿ�œ�c�
�Ð�Ý�³�Ÿ�Õ�«�º �� olist��>&���Š�–�å�±�î�Ç�™�–�«  �Ü�«�º>'�\�ç�d�€�•
�v�b�†�g�B�K�r�M��

• Signalling>&S>'>8�G�b�–�å�±�î�Ç�™�–�«�_�Ã�£�µ�º�@%T�™�K�S�\�A�
 IOS �b�1�}�?�b�Ð�Ý�³�Ÿ�Õ�«
�º  �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý  �É�ß�­�«�_3û%±�M�•�²0[�@�6�•���œ�_0¿���K�r�M��
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IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿��
• Not platform fast-switched>&NP>'>8Forwarding>&F>'�Ç�Û�¢�\)��s�œ�ƒ�O�Z�Q#Ý�K�r�M�����Š�–�å
�±�î�Ç�™�–�«�@�É�Û�µ�º�Ç�›�î�Ò�_�|�W�Z9×3ÿ�«�–�µ�³�å�¢�[�A�^�8���œ�
 Forwarding �–�å�±�î
�Ç�™�–�«�c  Not platform fast-switched �\�K�Z�v�Ð�î�¡�@�Ü�E�}�€�r�M�� NP �Ç�Û�¢�c3û�–�

Forwarding �–�å�±�î�Ç�™�–�«�†�Á�î�»�˜�™�”�[�Ý�î�¸�•�å�¢�[�A�N�
�¯�Ç�º�˜�™�”3?3æ�@�²0[�^
���œ�_�Q#Ý�I�€�r�M���S�\�<�d�
 Catalyst 4000 �Ç�“�Ñ�Ü  �«�–�µ�³�b�º�å�¿�Ý  �–�å�±�î�Ç�™�–�«�c
�Á�î�»�˜�™�”�[�«�–�µ�³�å�¢�I�€�^�8�S�u�
 NP �Ç�Û�¢�@�Ü�E�}�€�r�M���Ý�î�º�_�P�Â�M�•  NP �–
�å�±�î�Ç�™�–�«�@�6�•���œ�c�
 Accepting �–�å�±�î�Ç�™�–�«�_%T�™�M�•�M�m�Z�b�Ã�£�µ�º�_�X�8
�Z�
�Á�î�»�˜�™�”�[�«�–�µ�³�å�¢�I�€�^�?�W�S�–�å�±�î�Ç�™�–�«�l�b�¯�Ç�º�˜�™�”0
0��b�S�u�_�

�Q�b�Ã�£�µ�º�b  1 �X�b�¥�Æ�î�@�¯�Ç�º�˜�™�”3?3æ�Ã�«�_3æ�™�I�€�r�M��

>&�@>' PIM-SM �Ý�î�¸�•�å�¢�†�Q#Ý�K�Z�8�•���œ�
 MFIB �Ý�î�º�_�c�
 PimTunnel [1.2.3.4] �^�]�b�–�å�±�î
�Ç�™�–�«�@�µ�r�€�•���œ�@�6�~�r�M���G�b�–�å�±�î�Ç�™�–�«�c�
�Ã�£�µ�º�@"I���b��
›�”�»�Þ�«�_�P�K
�Z�º�å�¿�Ü�å�¢�I�€�Z�8�•�G�\�†/²�M�S�u�_�
 MFIB �§�È�©�«�¸�Ò�@�8�B�M�•�ì�•�–�å�±�î�Ç�™�–�«�[
�M�� PimTunnel �–�å�±�î�Ç�™�–�«�c�
3û�–�b  show interface �¥�Ð�å�»�[�c/²&g�[�A�r�O�‡��

S/M,224/4

MFIB �[�c�
�Ð�Ý�³�Ÿ�Õ�«�º�P�Â�b�–�å�±�î�Ç�™�–�«�H�\�_>& S/M,224/4>'�š�å�º�Ü�@�8�B�I�€�r�M��
�G�b�š�å�º�Ü�_�|�W�Z�
%$�K�K)F�I�€�S�¿�–�Â�î�?�}3æ�™�I�€�S�M�m�Z�b�Ã�£�µ�º�@�
 PIM-SM RP �_  
Register �•�É�­�Ý�ì�I�€�•�|�:�_�^�~�r�M���M+á�_�
 PIM-SM �_�|�W�Z>& S,G>'�Ý�î�º�@&�'g�I�€�•�r
�[�b6ë�
�H�C�a�X�b�Ã�£�µ�º�T�E�@>& S/M,224/4>'�Ý�î�º�†�Q#Ý�K�Z3?3æ�I�€�r�M��

�S�\�<�d�
 IP �”�»�Þ�«  10.0.0.1 �>�|�g�¿�µ�º�Ð�«�¡  255.0.0.0 �b�–�å�±�î�Ç�™�–�«�[�
3æ�™
–�”�»�Þ�«
�@�¡�Û�«  A �¿�µ�º�á�î�¡  10 �_�d�“�M�•  IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ã�£�µ�º�_�M�m�Z�M+´�M�•�Ý�î�º�@�8�B�I
�€�•�\�ì���K�r�M���G�b�Ý�î�º�c�
�Ð�[$×�^�§�È�¿�µ�º / �Ð�«�¡6×�b/²0°�[�c>& 10/8,224/4>'�\0°3Ù�I
�€�r�M���–�å�±�î�Ç�™�–�«�_0
�X�b  IP �”�»�Þ�«�@�m�~�\�Z�}�€�Z�8�•���œ�_�c�
�G�€�}�b  IP �”�»�Þ�«
�H�\�_  1 �X�N�X�Ý�î�º�@�8�B�I�€�r�M��

�§�Ï�î�º�I�€�Z�8�^�8�µ+�

�G�b�Ü�Ü�î�«�[�c�
���b  IP �Ð�Ý�³�Ÿ�Õ�«�º�µ+��c�§�Ï�î�º�I�€�r�O�‡��

• �Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�l�b��3æ3ÿ�Ø�b�D�š

• '¼�¥�«�º  �Ã�«6ë�b  IP �Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�b2�,´�(�m

IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿��
�G�G�[�c�
 IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿���8���_�X�8�Z1��Â�K�r�M��

• �� IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b�¹�Ç�›�Ý�º0¿���� >&P.29-13>'

• �� IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b�–�¿�î�È�Ý�ì�� >&P.29-13>'

• ���–�å�±�î�Ç�™�–�«�V�[�b  PIM �b�–�¿�î�È�Ý�ì�� >&P.29-14>'

• �� PIM-SSM �Ð�µ�Æ�å�¢�b�–�¿�î�È�Ý�ì�� >&P.29-15>'

Auto-RP�
 PIM �Â�î�ª�Ù�å  2�
�>�|�g  IP �Ð�Ý�³�Ÿ�Õ�«�º  �«�±�¸�•�µ�¡  �Ý�î�º�^�]�b  IP �Ð�Ý�³�Ÿ�Õ�«
�º  �Ý�î�¸�•�å�¢�b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS IP and IP Routing Configuration Guide, Cisco IOS 
Release 12.3 ���†�g!·�K�Z�C�T�I�8��
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'¨  29 'v       IP �Ð�Ý�³�Ÿ�Õ�«�º�b0¿��
IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿��
IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b�¹�Ç�›�Ý�º0¿��

/² 29-1 �_�
 IP �Ð�Ý�³�Ÿ�Õ�«�º�b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

>&�@>' Source Specific Multicast �>�|�g  IGMPv3 �@�§�Ï�î�º�I�€�Z�8�r�M��

IGMPv3 �>�|�g  IGMP �†
��<�S  Source Specific Multicast �b0ò(ý�_�X�8�Z�c�
���b  URL �†�g!·�K�Z�C
�T�I�8��

http://www.cisco.com/en/US/docs/ios/ipmulti/configuration/guide/imc_cfg_ssm.html

IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b�–�¿�î�È�Ý�ì

IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�†�–�¿�î�È�Ý�_�M�•�\�
 Catalyst 4000 �Ç�“�Ñ�Ü  �«�–�µ�³�[�Ð�Ý�³�Ÿ�Õ
�«�º  �Ã�£�µ�º�†3?3æ�[�A�•�|�:�_�^�~�r�M���Ý�î�±�V�[  IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�†�–�¿�î�È�Ý
�_�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[���b�8���†/œ�8�r�M��

/² 29-1 IP �Ð�Ý�³�Ÿ�Õ�«�º�b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º�Í

RPF �b�Þ�î�º�D7H  �¢�ß�î�Â�Ý�_�–�¿�î�È�Ý  

IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î
�¸�•�å�¢

�¢�ß�î�Â�Ý�_�¹�•�­�î�È�Ý

>&�@>' IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�@�¹�•�­�î�È�Ý�_�^�W�Z�8�•��
�œ�
 IP �Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡  �¹�î�±�c  Catalyst 4000 �Ç�“
�Ñ�Ü �«�–�µ�³�_�|�W�Z3?3æ�I�€�r�O�‡���S�T�K�
 IP �Ð�Ý�³�Ÿ�Õ�«
�º�D�š�º�Û�Ç�•�µ�¡�c�,�A)F�A��#.�>�|�g3?3æ�I�€�r�M���K�S
�@�W�Z�
 IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�†�¹�•�­�î�È�Ý�_�K�Z
�v�
 IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�º�c�Ý�î�¸�•�å�¢  �¸�î�È�Ý�_�g�~�r
�M��

PIM �M�m�Z�b�–�å�±�î�Ç�™�–�«�V�[�¹�•�­�î�È�Ý

IGMP �«�¾�î�Æ�å�¢ �M�m�Z�b  VLAN �–�å�±�î�Ç�™�–�«�V�[�–�¿�î�È�Ý

>&�@>' "I���b�–�å�±�î�Ç�™�–�«�V�[  IGMP �«�¾�î�Æ�å�¢�†�¹�•�­�î�È�Ý
�_�M�•�\�
�M�m�Z�b���Š�Ï�î�º�@  Integrated Switching Engine �_
�|�W�Z3?3æ�I�€�r�M��
°�Š  VLAN �–�å�±�î�Ç�™�–�«�V�[  IGMP �«
�¾�î�Æ�å�¢�†�¹�•�­�î�È�Ý�_�M�•�\�
�Q�b�–�å�±�î�Ç�™�–�«�_6õ
4��M�•�Ð�Ý�³�Ÿ�Õ�«�º  �Ã�£�µ�º�c�
 VLAN �V�b�M�m�Z�b�Ç�›�á�î
�¹�•�å�¢  �«�–�µ�³�Ï�î�º�_3æ�™�I�€�r�M��

�¥�Ð�å�» % $×

Switch(config)# ip multicast-routing  IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�†�–�¿�î�È�Ý�_�K
�r�M��  
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'¨  29 'v       IP �Ð�Ý�³�Ÿ�Õ�«�º�b0¿��
IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿��
�–�å�±�î�Ç�™�–�«�V�[�b  PIM �b�–�¿�î�È�Ý�ì

�–�å�±�î�Ç�™�–�«�V�[  PIM �†�–�¿�î�È�Ý�_�M�•�\�
�Q�b�–�å�±�î�Ç�™�–�«�V�[  IGMP �·�8�v�–�¿�î�È
�Ý�_�^�~�r�M���–�å�±�î�Ç�™�–�«�c�
�¹�å�«  �Ô�î�»�
�«�Ã�î�«  �Ô�î�»�
�r�S�c�«�Ã�î�« / �¹�å�«  �Ô�î
�»�b�8�N�€�?�_0¿���[�A�r�M���G�€�}�b�Ô�î�»�c�
�Þ�–�Ö 3 �«�–�µ�³�r�S�c�Ý�î�±�_�|�•�Ð�Ý�³�Ÿ�Õ
�«�º  �Ý�î�¸�•�å�¢  �¸�î�È�Ý�b�i�A3¸�s�‰�2�\�
 �Þ�–�Ö 3 �«�–�µ�³�r�S�c�Ý�î�±�@%$�K�K)F�I�€�S  LAN 
�?�}�w�™�K�S�Ð�Ý�³�Ÿ�Õ�«�º  �Ã�£�µ�º�b3?3æ�‰�2�†�ô���K�r�M�� IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�†��
/œ�M�•�_�c�
�–�å�±�î�Ç�™�–�«�_�P�K�Z�
�G�€�}�b  PIM �Ô�î�»�b�8�N�€�?�†�–�¿�î�È�Ý�_�M�•�²0[�@
�6�~�r�M��

�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢  �¸�î�È�Ý�b�i�A3¸�s�[�c�
�¹�å�«  �Ô�î�»  �–�å�±�î�Ç�™�–�«�c�–�_�¸�î�È
�Ý�_3ã�•�I�€�r�M���«�Ã�î�«  �Ô�î�»  �–�å�±�î�Ç�™�–�«�c�
�²�˜�å�«�º�Ü�î�Ò  �Ý�î�±�?�}���‡$×�^  Join 
�Ó�µ�­�î�ª�†�w�™�K�S���œ�
�r�S�c�–�å�±�î�Ç�™�–�«�V�_%$�K�K)F�I�€�S�Ó�å�Â�@�Ñ�~�M�•���œ�_7H
�~�
�¸�î�È�Ý�_3ã�•�I�€�r�M�� LAN �?�}3?3æ�M�•���œ�
�¢�Ý�î�É�@1�1‘�K�Z�8�•  RP �@�6�€�d�
 SM �·
�8�@/œ�ƒ�€�r�M���Q�b���œ�
�Ã�£�µ�º�c�•�É�­�Ý�ì�I�€�
�Q�b  RP �_3æ�™�I�€�r�M��1�1‘�K�Z�8�•  RP 
�@�^�E�€�d�
�Ã�£�µ�º�c  DM �‰�'�[�Ç�Û�µ�¹�•�å�¢�I�€�r�M��"I���b3æ�™
–�?�}�b�Ð�Ý�³�Ÿ�Õ�«�º  �º
�Û�Ç�•�µ�¡�@���(�[�6�€�d�
�w�™
��b�Ç�“�î�«�º�Í�µ�É  �Ý�î�±�@�Q�b3æ�™
–�_  Join �Ó�µ�­�î�ª�†3æ�™
�K�
3æ�™
–�†�ö!l�\�M�•�¹�•�«�º�Ü�Å�×�î�©�Ù�å  �¶�Ü�î�@�S(��I�€�r�M��

�¹�Ç�›�Ý�º�[0¿���I�€�•�Ô�î�»�c�6�~�r�O�‡���¹�Ç�›�Ý�º�[�c�
�–�å�±�î�Ç�™�–�«�V�[�Ð�Ý�³�Ÿ�Õ�«�º  
�Ý�î�¸�•�å�¢�c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��

�¹�å�«  �Ô�î�»�b�–�¿�î�È�Ý�ì

�–�å�±�î�Ç�™�–�«�V�b  PIM �†�¹�å�«  �Ô�î�»�_0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

PIM �–�å�±�î�Ç�™�–�«�†�¹�å�«  �Ô�î�»�_0¿���M�•�[�_�X�8�Z�c�
 �G�b'v�b�q�‹�_�6�•  PIM �¹�å�«  �Ô�î
�»�b�[ �†�g!·�K�Z�C�T�I�8��

�«�Ã�î�«  �Ô�î�»�b�–�¿�î�È�Ý�ì

�–�å�±�î�Ç�™�–�«�V�b  PIM �†�«�Ã�î�«  �Ô�î�»�_0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

 

PIM �–�å�±�î�Ç�™�–�«�†�«�Ã�î�«  �Ô�î�»�_0¿���M�•�[�_�X�8�Z�c�
 �G�b'v�b�q�‹�_�6�•  PIM �«�Ã�î�«  
�Ô�î�»�b�[ �†�g!·�K�Z�C�T�I�8��

�¥�Ð�å�» % $×

Switch(config-if)# ip pim dense-mode �–�å�±�î�Ç�™�–�«�V�[�¹�å�«  �Ô�î�»  PIM �†�–�¿�î�È�Ý
�_�K�r�M��

�¥�Ð�å�» % $×

Switch(config-if)# ip pim 
sparse-mode

�–�å�±�î�Ç�™�–�«�V�[�«�Ã�î�«  �Ô�î�»  PIM �†�–�¿�î�È�Ý
�_�K�r�M��  
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'¨  29 'v       IP �Ð�Ý�³�Ÿ�Õ�«�º�b0¿��
IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿��
�«�Ã�î�« / �¹�å�«  �Ô�î�»�b�–�¿�î�È�Ý�ì

ip pim sparse-mode �r�S�c  ip pim dense-mode �¥�Ð�å�»�†�Q#Ý�M�•�\�
�–�å�±�î�Ç�™�–�«
²�/�_�«
�Ã�î�«  �Ô�î�»�r�S�c�¹�å�«  �Ô�î�»�@4:#Ý�I�€�r�M���S�T�K�
#”�C�_�|�W�Z�c�
�"�M�Ü�î�ª�Ù�å
Æ�b�M
4Š�b�¢�Ý�î�É�_�X�8�Z�c  PIM �†�«�Ã�î�«  �Ô�î�»�[��/œ�K�
�g�~�b�¢�Ý�î�É�_�X�8�Z�c�¹�å�«  �Ô�î�»�[
��/œ�K�^�E�€�d�^�}�^�8���œ�@�6�~�r�M��

�¹�å�«  �Ô�î�»�T�E�
�r�S�c�«�Ã�î�«  �Ô�î�»�T�E�†�–�¿�î�È�Ý�_�M�•�æ�ƒ�~�_�
�«�Ã�î�« - �¹�å�«  �Ô�î
�»�†�–�¿�î�È�Ý�_�[�A�r�M���G�b���œ�
�¢�Ý�î�É�@�¹�å�«  �Ô�î�»�[�6�€�d�–�å�±�î�Ç�™�–�«�c�¹�å�«  
�Ô�î�»�\�K�Z��#.�I�€�
�¢�Ý�î�É�@�«�Ã�î�«  �Ô�î�»�[�6�€�d�–�å�±�î�Ç�™�–�«�c�«�Ã�î�«  �Ô�î�»�\�K
�Z��#.�I�€�r�M���¢�Ý�î�É�†�«�Ã�î�«  �¢�Ý�î�É�\�K�Z�…�8�
�–�å�±�î�Ç�™�–�«�@�«�Ã�î�« / �¹�å�«  
�Ô�î�»�[�6�•���œ�_�c�
 RP �@�²0[�[�M��

�«�Ã�î�« / �¹�å�«  �Ô�î�»�†0¿���M�•���œ�
�«�Ã�î�«�r�S�c�¹�å�«�b�+�Õ�c�«�–�µ�³�V�b�¢�Ý�î�É�_4:#Ý
�I�€�
�¿�µ�º�á�î�¡'ö#.*…�c� �L�+�Õ�†�¿�µ�º�á�î�¡
²�/�_4:#Ý�M�•�²0[�@�6�~�r�M��

�«�Ã�î�« / �¹�å�«  �Ô�î�»�b�v�:  1 �X�b�<!l�c�
 Auto-RP �_���†�¹�å�«  �Ô�î�»�b�‰�'�[4Ä�x�K�^�@�}�

�Ø�î�¨  �¢�Ý�î�É�b�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�†�«�Ã�î�«  �Ô�î�»�b�‰�'�[�Q#Ý�[�A�•�\�8�:!l�[�M���K�S
�@�W�Z�
�Ü�î�Ç  �Ý�î�±�V�_�¹�Ç�›�Ý�º  RP �†0¿���M�•�²0[�c�6�~�r�O�‡��

�–�å�±�î�Ç�™�–�«�@�¹�å�«  �Ô�î�»�[��#.�I�€�•���œ�
���b�8�N�€�?�b�²�ó�@ 6�S�I�€�•�\�
�Q�b�–�å
�±�î�Ç�™�–�«�c�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢  �¸�î�È�Ý�b$Î�™�–�å�±�î�Ç�™�–�«  �Ü�«�º�_3ã�•�I�€�r
�M��

• �–�å�±�î�Ç�™�–�«�V�_�Ó�å�Â�r�S�c  DVMRP �¿�–�Â�î�@�Ñ�~�M�•���œ

• PIM �¿�–�Â�î�@�Ñ�~�K�
�¢�Ý�î�É�@�É�Ý�î�½�å�¢�I�€�Z�8�^�8���œ

�–�å�±�î�Ç�™�–�«�@�«�Ã�î�«  �Ô�î�»�[��#.�I�€�•���œ�
���b�8�N�€�?�b�²�ó�@ 6�S�I�€�•�\�
�Q�b�–
�å�±�î�Ç�™�–�«�c�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢  �¸�î�È�Ý�b$Î�™�–�å�±�î�Ç�™�–�«  �Ü�«�º�_3ã�•�I�€�r
�M��

• �–�å�±�î�Ç�™�–�«�V�_�Ó�å�Â�r�S�c  DVMRP �¿�–�Â�î�@�Ñ�~�M�•���œ

• �–�å�±�î�Ç�™�–�«�V�b  PIM �¿�–�Â�î�@�Â&g$×�^  Join �Ó�µ�­�î�ª�†�w�™�K�Z�8�•���œ

PIM �@�¢�Ý�î�É�\� �L�Ô�î�»�[�·�8�[�A�•�|�:�_�M�•�_�c�
���b�8���†/œ�8�r�M��

PIM-SSM �Ð�µ�Æ�å�¢�b�–�¿�î�È�Ý�ì

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c  SSM �Ð�µ�Æ�å�¢�†�§�Ï�î�º�K�r�M�� SSM �Ð�µ�Æ�å�¢�c�
 URD �\  
IGMP v3lite �b�8�N�€�v�<#Ý�[�A�^�8���œ�
�6�•�8�c�š�å�»  �©�«�¸�Ò�[�b  SSM �b�§�Ï�î�º�@�
'ö#.�V
�r�S�c�•/¡�V�b#.#ä�[�ƒ�r�K�C�^�8�?�
�Y�•+��[�6�•���œ�_  SSM �b&ã/œ�†�•+��_�K�r�M�� SSM �Ð�µ�Æ
�å�¢�_�|�~�
 IGMPv3 �@�•�§�Ï�î�º�[�6�•�‘�¶�º�b  Set-Top Box>&STB; �­�µ�º�º�µ�É  �Î�µ�¡�«>'�_�Î

@�†4Ä�™�K�S�~�
 IGMPv3 �Í�«�º  �«�±�µ�¡�†�<#Ý�K�^�8�”�É�Ü�£�î�©�Ù�å�_�P�K�Z�
 SSM �†�q#Ý�[�A
�r�M��

0ò(ý�_�X�8�Z�c�
���b  URL �†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/docs/ios/12_3t/12_3t2/feature/guide/gtssmma.html

�¥�Ð�å�» % $×

Switch(config-if)# ip pim 
sparse-dense-mode

PIM �@�¢�Ý�î�É�_�Â�L�Z�
�«�Ã�î�«  �Ô�î�»�r�S�c�¹
�å�«  �Ô�î�»�b�8�N�€�?�[�·�8�[�A�•�|�:�_�K�r�M��
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IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«
IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å
�¸�¼�å�«

"I���b�Ÿ�Õ�µ�©�×�
�¸�î�È�Ý�
�r�S�c�¹�î�±�Ë�î�«�b�M�m�Z�b
Æ���†�P7V�[�A�r�M���I�}�_�
"I���b)+
0£�_���†/²&g�M�•�G�\�v�[�A�r�M���G�G�[�c�
 IP �Ð�Ý�³�Ÿ�Õ�«�º�b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«
�‰�2�_�X�8�Z1��Â�K�r�M��

• ���©�«�¸�Ò�>�|�g�¿�µ�º�á�î�¡)+0£�_���b/²&g�� >&P.29-16>'

• ���Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢  �¸�î�È�Ý�b/²&g�� >&P.29-16>'

• �� IP MFIB �b/²&g�� >&P.29-19>'

• �� IP MFIB 9×3ÿ�»�ß�µ�É�b/²&g�� >&P.29-20>'

• �� PIM )+0£�_���b/²&g�� >&P.29-20>'

• ���¸�î�È�Ý�>�|�g�¹�î�±�Ë�î�«�b�P7V�� >&P.29-21>'

�©�«�¸�Ò�>�|�g�¿�µ�º�á�î�¡)+0£�_���b/²&g

IP �Ý�î�¸�•�å�¢  �¸�î�È�Ý�x�¹�î�±�Ë�î�«�b
Æ���^�]�
"I���b)+0£�_���†/²&g�[�A�r�M���f�j�I�€�•�_
���c�
�Ü�¯�î�«�b�Q#Ý"g�#�†�8���K�Z�¿�µ�º�á�î�¡�b�e8Ÿ�†0Ž�ô�M�•�S�u�_�Q#Ý�I�€�r�M���I�}�_�

�À�î�»�b�?4)�•+��ö�_6õ�M�•�_���†/²&g�K�
�¹�Â�–�«�b�Ã�£�µ�º�@)�#ä�M�•�¿�µ�º�á�î�¡
Æ�b�Ý�î�¸�•
�å�¢  �Ã�«�†�è���M�•�G�\�v�[�A�r�M��

�›'��b�Ý�î�¸�•�å�¢)+0£�_���†/²&g�M�•�_�c�
���b�8���†/œ�8�r�M��

�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢  �¸�î�È�Ý�b/²&g

�¹�å�«  �Ô�î�»�[�·�8�K�Z�8�•�Ý�î�±�_6õ�M�•  show ip mroute �¥�Ð�å�»�b���Š�[�†&g�K�r�M���G�b�¥�Ð
�å�»�[�c�
�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  cbone-audio �_6õ�M�•  IP �Ð�Ý�³�Ÿ�Õ�«�º  FIB �¸�î�È�Ý�b
Æ���@/²
&g�I�€�r�M��

Switch# show ip mroute cbone-audio
 
IP Multicast Routing Table
Flags: D - Dense, S - Sparse, C - Connected, L - Local, P - Pruned
R - RP-bit set, F - Register flag, T - SPT-bit set
Timers: Uptime/Expires
Interface state: Interface, Next-Hop, State/Mode

�¥�Ð�å�» % $×

Switch# ping  [ group-name  | group-address ] �Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �”�»�Þ�«�_  Internet 
Control Message Protocol>&ICMP; �–�å�±�î�¿�µ
�º�D�š�Ó�µ�­�î�ª  �É�ß�º�¥�Ý>'�š�¥�î0[�Ó�†3æ
�™�K�r�M��

Switch#  show ip mroute  [ hostname  | 
group_number ]

IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢  �¸�î�È�Ý�b
Æ��
�†/²&g�K�r�M��

Switch#  show ip pim interface  [ type number ] 
[ count ] 

PIM �_�P�K�Z0¿���I�€�S�–�å�±�î�Ç�™�–�«�_6õ
�M�•�_���†/²&g�K�r�M��  

Switch#  show ip interface  �M�m�Z�b�–�å�±�î�Ç�™�–�«�_�X�8�Z  PIM �_���†
/²&g�K�r�M��
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(*, 224.0.255.1), uptime 0:57:31, expires 0:02:59, RP is 0.0.0.0, flags: DC

Incoming interface: Null, RPF neighbor 0.0.0.0, Dvmrp
Outgoing interface list:

    Ethernet0, Forward/Dense, 0:57:31/0:02:52
    Tunnel0, Forward/Dense, 0:56:55/0:01:28
 
(198.92.37.100/32, 224.0.255.1), uptime 20:20:00, expires 0:02:55, flags: C

Incoming interface: Tunnel0, RPF neighbor 10.20.37.33, Dvmrp
Outgoing interface list:

    Ethernet0, Forward/Dense, 20:20:00/0:02:52

���_�
�«�Ã�î�«  �Ô�î�»�[�·�8�K�Z�8�•�Ý�î�±�_6õ�M�•  show ip mroute �¥�Ð�å�»�b���Š�[�†&g�K�r�M��

Switch# show ip mroute
 
IP Multicast Routing Table
Flags: D - Dense, S - Sparse, C - Connected, L - Local, P - Pruned
R - RP-bit set, F - Register flag, T - SPT-bit set
Timers: Uptime/Expires
Interface state: Interface, Next-Hop, State/Mode
 
(*, 224.0.255.3), uptime 5:29:15, RP is 198.92.37.2, flags: SC
  Incoming interface: Tunnel0, RPF neighbor 10.3.35.1, Dvmrp
  Outgoing interface list:
    Ethernet0, Forward/Sparse, 5:29:15/0:02:57
 
(198.92.46.0/24, 224.0.255.3), uptime 5:29:15, expires 0:02:59, flags: C
  Incoming interface: Tunnel0, RPF neighbor 10.3.35.1
  Outgoing interface list:
    Ethernet0, Forward/Sparse, 5:29:15/0:02:57

>&�@>' �Á�î�»�˜�™�”�[3?3æ�I�€�•�Ã�£�µ�º�_�X�8�Z�c�
�–�å�±�î�Ç�™�–�«  �±�–�Ð�î�c�f�‚�I�€�r�O�‡���š�å
�º�Ü  �±�–�Ð�î�c�
(Ù  5 &Ê�H�\�_�f�‚�I�€�r�M��

���_�
 show ip mroute �¥�Ð�å�»�_  summary �Ÿ�î�á�î�»�†�æ���K�S���œ�b���Š�[�†&g�K�r�M��

Switch# show ip mroute summary
 
IP Multicast Routing Table
Flags: D - Dense, S - Sparse, C - Connected, L - Local, P - Pruned
       R - RP-bit set, F - Register flag, T - SPT-bit set, J - Join SPT
Timers: Uptime/Expires
Interface state: Interface, Next-Hop, State/Mode
 
(*, 224.255.255.255), 2d16h/00:02:30, RP 171.69.10.13, flags: SJPC
 
(*, 224.2.127.253), 00:58:18/00:02:00, RP 171.69.10.13, flags: SJC
 
(*, 224.1.127.255), 00:58:21/00:02:03, RP 171.69.10.13, flags: SJC
 
(*, 224.2.127.254), 2d16h/00:00:00, RP 171.69.10.13, flags: SJCL
  (128.9.160.67/32, 224.2.127.254), 00:02:46/00:00:12, flags: CLJT
  (129.48.244.217/32, 224.2.127.254), 00:02:15/00:00:40, flags: CLJT
  (130.207.8.33/32, 224.2.127.254), 00:00:25/00:02:32, flags: CLJT
  (131.243.2.62/32, 224.2.127.254), 00:00:51/00:02:03, flags: CLJT
  (140.173.8.3/32, 224.2.127.254), 00:00:26/00:02:33, flags: CLJT
  (171.69.60.189/32, 224.2.127.254), 00:03:47/00:00:46, flags: CLJT
 

���_�
 show ip mroute �¥�Ð�å�»�_  active �Ÿ�î�á�î�»�†�æ���K�S���œ�b���Š�[�†&g�K�r�M��

Switch# show ip mroute active
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Active IP Multicast Sources - sending >= 4 kbps
 
Group: 224.2.127.254, (sdr.cisco.com)
   Source: 146.137.28.69 (mbone.ipd.anl.gov)
     Rate: 1 pps/4 kbps(1sec), 4 kbps(last 1 secs), 4 kbps(life avg)
 
Group: 224.2.201.241, ACM 97
   Source: 130.129.52.160 (webcast3-e1.acm97.interop.net)
     Rate: 9 pps/93 kbps(1sec), 145 kbps(last 20 secs), 85 kbps(life avg)
 
Group: 224.2.207.215, ACM 97
   Source: 130.129.52.160 (webcast3-e1.acm97.interop.net)
     Rate: 3 pps/31 kbps(1sec), 63 kbps(last 19 secs), 65 kbps(life avg)

���_�
 show ip mroute �¥�Ð�å�»�_  count �Ÿ�î�á�î�»�†�æ���K�S���œ�b���Š�[�†&g�K�r�M��

Switch# show ip mroute count
 
IP Multicast Statistics - Group count: 8, Average sources per group: 9.87
Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
 
Group: 224.255.255.255, Source count: 0, Group pkt count: 0
  RP-tree: 0/0/0/0
 
Group: 224.2.127.253, Source count: 0, Group pkt count: 0
  RP-tree: 0/0/0/0
 
Group: 224.1.127.255, Source count: 0, Group pkt count: 0
  RP-tree: 0/0/0/0
 
Group: 224.2.127.254, Source count: 9, Group pkt count: 14
  RP-tree: 0/0/0/0
  Source: 128.2.6.9/32, 2/0/796/0
  Source: 128.32.131.87/32, 1/0/616/0
  Source: 128.125.51.58/32, 1/0/412/0
  Source: 130.207.8.33/32, 1/0/936/0
  Source: 131.243.2.62/32, 1/0/750/0
  Source: 140.173.8.3/32, 1/0/660/0
  Source: 146.137.28.69/32, 1/0/584/0
  Source: 171.69.60.189/32, 4/0/447/0
  Source: 204.162.119.8/32, 2/0/834/0
 
Group: 224.0.1.40, Source count: 1, Group pkt count: 3606
  RP-tree: 0/0/0/0
  Source: 171.69.214.50/32, 3606/0/48/0, RPF Failed: 1203
 
Group: 224.2.201.241, Source count: 36, Group pkt count: 54152
  RP-tree: 7/0/108/0
  Source: 13.242.36.83/32, 99/0/123/0
  Source: 36.29.1.3/32, 71/0/110/0
  Source: 128.9.160.96/32, 505/1/106/0
  Source: 128.32.163.170/32, 661/1/88/0
  Source: 128.115.31.26/32, 192/0/118/0
  Source: 128.146.111.45/32, 500/0/87/0
  Source: 128.183.33.134/32, 248/0/119/0
  Source: 128.195.7.62/32, 527/0/118/0
  Source: 128.223.32.25/32, 554/0/105/0
  Source: 128.223.32.151/32, 551/1/125/0
  Source: 128.223.156.117/32, 535/1/114/0
  Source: 128.223.225.21/32, 582/0/114/0
  Source: 129.89.142.50/32, 78/0/127/0
  Source: 129.99.50.14/32, 526/0/118/0
  Source: 130.129.0.13/32, 522/0/95/0
  Source: 130.129.52.160/32, 40839/16/920/161
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  Source: 130.129.52.161/32, 476/0/97/0
  Source: 130.221.224.10/32, 456/0/113/0
  Source: 132.146.32.108/32, 9/1/112/0

>&�@>' �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�º�b�Â�–�º�>�|�g�Ã�£�µ�º)+0£�_���@�§�Ï�î�º�I�€�•�b�c�
�q�6�b  1024 �¶�b�Ð�Ý
�³�Ÿ�Õ�«�º  �Ý�î�º�_7H�}�€�r�M�����Š�–�å�±�î�Ç�™�–�«�b)+0£�_���c)T�â�I�€�r�O�‡��

IP MFIB �b/²&g  
MFIB �b�M�m�Z�b�Ý�î�º>&�V�)�™�b�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý  �¹�î�±�Ë�î�«�_�c�Ñ�~�K�^�8�@�
9×3ÿ�«
�–�µ�³�å�¢�†�I�}�_9×3ÿ�ì�M�•�S�u�_�Q#Ý�I�€�•�Ý�î�º�v�µ�t>'�†/²&g�[�A�r�M���G�€�}�b�Ý�î�º�c�

�¹�å�«  �Ô�î�»3?3æ�@�Q#Ý�I�€�Z�8�•���œ�[�v�
 MFIB �_/²&g�I�€�r�M��

MFIB �b�›'��b�Ý�î�¸�•�å�¢  �Ý�î�º�†/²&g�M�•�_�c�
���b�8���b�8�N�€�?�†/œ�8�r�M��

���_�
 show ip mfib �¥�Ð�å�»�b���Š�[�†&g�K�r�M��

IP Multicast Forwarding Information Base
Entry Flags: C - Directly Connected, S - Signal,
             IC - Internal Copy
Interface Flags: A - Accept, F - Forward, S - Signal,
             NP - Not platform switched
Packets: Fast/Partial/Slow Bytes: Fast/Partial/Slow:
(171.69.10.13, 224.0.1.40), flags (IC)
   Packets: 2292/2292/0, Bytes: 518803/0/518803
   Vlan7 (A)
   Vlan100 (F NS)
   Vlan105 (F NS)
(*, 224.0.1.60), flags ()
   Packets: 2292/0/0, Bytes: 518803/0/0
   Vlan7 (A NS)
(*, 224.0.1.75), flags ()
   Vlan7 (A NS)
(10.34.2.92, 239.192.128.80), flags ()
   Packets: 24579/100/0, 2113788/15000/0 bytes
   Vlan7 (F NS)
   Vlan100 (A)

�¥�Ð�å�» % $×

Switch# show ip mfib �Ã�£�µ�º3?3æ�_�Q#Ý�I�€�Z�8�•>& S,G>'�Ý�î�º�>�|�g
>&*,G>'�Ý�î�º�†/²&g�K�r�M���M�m�Z�b�Ð�Ý�³�Ÿ�Õ�«�º  
�Ý�î�º�_�X�8�Z�
9×3ÿ�«�–�µ�³�å�¢�
�*3ÿ�«�–�µ�³�å�¢�

�>�|�g�Ã�î�©�Õ�Ý  �«�–�µ�³�å�¢�I�€�S�Ã�£�µ�º�b�X�@/²
&g�I�€�r�M��

Switch#  show ip mfib all MFIB �b�M�m�Z�b�Ý�î�º>&�V�)�™�b�Ý�î�¸�•�å�¢  �É�ß�º�¥
�Ý �¹�î�±�Ë�î�«�_�c�Ñ�~�K�^�8�@�
9×3ÿ�«�–�µ�³�å�¢�†
�I�}�_9×3ÿ�ì�M�•�S�u�_�Q#Ý�I�€�•�Ý�î�º�v�µ�t>'�†/²&g
�K�r�M���G�€�}�b�Ý�î�º�_�c�
 >&S/M,224/4>'�Ý�î�º�@�µ
�r�€�r�M��

Switch#  show ip mfib log [n] �q3Æ$Î#Õ�K�S n �¶�b  MFIB 6õ4��–�Ë�å�º  �ß�¢�†�
�‚�K�8
8p�_/²&g�K�r�M��

Switch#  show ip mfib counters MFIB 6õ4��–�Ë�å�º�b�•�˜�å�±�†/²&g�K�r�M�� 0 �è�¥�b�•
�˜�å�±�T�E�@/²&g�I�€�r�M��
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IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«
(*, 239.193.100.70), flags ()
   Packets: 1/0/0, 1500/0/0 bytes
   Vlan7 (A)
..

9×3ÿ�«�–�µ�³�å�¢  �Ã�£�µ�º�b�X�c�
0ñ�\�M�•�Ý�î�º�V�[�Á�î�»�˜�™�”�_�|�W�Z�«�–�µ�³�å�¢�I�€�S�Ã
�£�µ�º�X�†/²�K�r�M��

4Š�($×�«�–�µ�³�å�¢  �Ã�£�µ�º�b�X�c�
9×3ÿ�«�–�µ�³�å�¢  �Ã�£�µ�º�@�
�¯�Ç�º�˜�™�”��#.�b�S�u�
�6�•
�8�c  1 �X�r�S�c0
�X�b8��É�Û�µ�º�Ç�›�î�Ò  �«�–�µ�³�»  �–�å�±�î�Ç�™�–�«>& PimTunnel �–�å�±�î�Ç�™�–
�«�^�]>'�_3?3æ�I�€�•�S�u�
 CPU �_�¥�Æ�î�I�€�S�G�X�†/²�K�r�M��

�*3ÿ�«�–�µ�³�å�¢  �Ã�£�µ�º�b�X�c�
0ñ�\�M�•�Ý�î�º�V�[�ö
²�_�¯�Ç�º�˜�™�”�_�|�W�Z�«�–�µ�³�å�¢�I
�€�S�Ã�£�µ�º�X�†/²�K�r�M��

IP MFIB 9×3ÿ�»�ß�µ�É�b/²&g

>&�@>' Supervisor Engine 6-E �c�
 show ip mfib fastdrop �¥�Ð�å�»�†�§�Ï�î�º �K�r�O�‡ ��

9×3ÿ�»�ß�µ�É  �š�å�º�Ü�†/²&g�M�•�_�c�
���b�8���†/œ�8�r�M��

���_�
 show ip mfib fastdrop �¥�Ð�å�»�b���Š�[�†&g�K�r�M��

Switch> show ip mfib fastdrop
MFIB fastdrop is enabled.
MFIB fast-dropped flows:
(10.0.0.1, 224.1.2.3, Vlan9 ) 00:01:32
(10.1.0.2, 224.1.2.3, Vlan9 ) 00:02:30
(1.2.3.4, 225.6.7.8, Vlan3) 00:01:50

�ö
²�^>& S,G>'�Ç�ß�î�>�|�g%T�™�Ã�£�µ�º�@�»�ß�µ�É�I�€�•
°�Š�–�å�±�î�Ç�™�–�«�@/²&g�I�€�r�M���±
�–�Ò�«�±�å�É�c�š�å�º�Ü�b�w� �‡6ë�†&g�K�r�M��

PIM )+0£�_���b/²&g

���_�
 show ip pim interface �¥�Ð�å�»�b���Š�[�†&g�K�r�M��

Switch# show ip pim interface
 
Address          Interface          Mode    Neighbor  Query     DR
                                            Count     Interval
198.92.37.6      Ethernet0          Dense   2         30        198.92.37.33
198.92.36.129    Ethernet1          Dense   2         30        198.92.36.131
10.1.37.2        Tunnel0            Dense   1         30        0.0.0.0

���_�
 show ip pim interface �¥�Ð�å�»�_  count �†�æ���K�S���œ�b���Š�[�†&g�K�r�M��

Switch# show ip pim interface count
 
Address          Interface          FS  Mpackets In/Out

�¥�Ð�å�» % $×

Switch# show ip mfib fastdrop #'�~�”�¡�¸�•�È�^9×3ÿ�»�ß�µ�É  �š�å�º�Ü�†�M�m�Z/²&g�K�

fastdrop �@�–�¿�î�È�Ý�?�]�:�?�†&g�K�r�M��
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0¿���[
171.69.121.35    Ethernet0          *   548305239/13744856
171.69.121.35    Serial0.33         *   8256/67052912
198.92.12.73     Serial0.1719       *   219444/862191

���_�
 IP �Ð�Ý�³�Ÿ�Õ�«�º�@�–�¿�î�È�Ý�_0¿���I�€�Z�8�•"g�Â�[  show ip pim interface �¥�Ð�å�»�_  
count �†�æ���K�S���œ�b���Š�[�†&g�K�r�M���G�b�[�[�c�
9×3ÿ�«�–�µ�³�å�¢�>�|�g�É�ß�­�«  �«�–�µ�³
�å�¢�I�€�•  PIM �–�å�±�î�Ç�™�–�«�b�Ü�«�º�\�
�G�€�}�b�Ã�£�µ�º�X�@/²&g�I�€�r�M�� IP �Ð�Ý�³�Ÿ�Õ�«
�º�@�–�¿�î�È�Ý�_0¿���I�€�Z�8�•�–�å�±�î�Ç�™�–�«�_�c�
 H �@/²&g�I�€�r�M��

Switch# show ip pim interface count
 
States: FS - Fast Switched, H - Hardware Switched
Address          Interface          FS  Mpackets In/Out
192.1.10.2       Vlan10             * H 40886/0
192.1.11.2       Vlan11             * H 0/40554
192.1.12.2       Vlan12             * H 0/40554
192.1.23.2       Vlan23             *   0/0
192.1.24.2       Vlan24             *   0/0

�¸�î�È�Ý�>�|�g�¹�î�±�Ë�î�«�b�P7V

"I���b�Ÿ�Õ�µ�©�×�
�¸�î�È�Ý�
�r�S�c�¹�î�±�Ë�î�«�b�M�m�Z�b
Æ���†�P7V�[�A�r�M��"I���b�Ÿ�Õ�µ
�©�×�
�¸�î�È�Ý�
�r�S�c�¹�î�±�Ë�î�«�b
Æ���@!“� �[�6�•���œ�
�r�S�c!“� �[�6�•�\*ƒ�<�}�€�•���œ
�_�
�G�€�}�b�P7V�@�²0[�_�^�~�r�M��

IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ÿ�Õ�µ�©�×�
�¸�î�È�Ý�
�>�|�g�¹�î�±�Ë�î�«�†�P7V�M�•�_�c�
���b�8���b�8�N�€�?
�†/œ�8�r�M��

>&�@>' IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�º�c�
�¹�î�±  �Ã�£�µ�º�@%T�™�K�S�ì!l�[�
�É�ß�º�¥�Ý  �–�Ë�å�º�l�b�Â'Å�\�K�Z

Ì#Õ�B�I�€�r�M��

0¿���[
�G�G�[�c�
 IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿���[�†&g�K�r�M��

• �� PIM �¹�å�«  �Ô�î�»�b�[�� >&P.29-21>'

• �� PIM �«�Ã�î�«  �Ô�î�»�b�[�� >&P.29-22>'

• �� BSR �b0¿���[�� >&P.29-22>'

PIM �¹�å�«  �Ô�î�»�b�[

���_�
�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�V�b�¹�å�«  �Ô�î�»  PIM �b0¿���[�†&g�K�r�M��

�¥�Ð�å�» % $×

Switch#  clear ip mroute IP �Ý�î�¸�•�å�¢  �¸�î�È�Ý�b�š�å�º�Ü�†�P7V�K�r�M��

Switch#  clear ip mfib counters  �Ý�î�º�"�)�>�|�g�¢�ß�î�Â�Ý�b  MFIB �•�˜�å�±�†�M
�m�Z�P7V�K�r�M��

Switch# clear ip mfib fastdrop 9×3ÿ�»�ß�µ�É  �š�å�º�Ü�†�M�m�Z�P7V�K�r�M��
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0¿���[
ip multicast-routing
interface ethernet 0

ip pim dense-mode

PIM �«�Ã�î�«  �Ô�î�»�b�[

���_�
�«�Ã�î�«  �Ô�î�»  PIM �b0¿���[�†&g�K�r�M�� RP �Ý�î�±�c�
�”�»�Þ�«  10.8.0.20 �b�Ý�î�±�[�M��

ip multicast-routing
ip pim rp-address 10.8.0.20 1

interface ethernet 1
ip pim sparse-mode

BSR �b0¿���[

���_�
�Ã/õ  BSR �b0¿���[�†&g�K�r�M���Ã/õ  BSR �c�Ã/õ  RP �[�6�•���œ�v�6�~�r�M��

version 11.3
!
ip multicast-routing
!
interface Ethernet0
 ip address 171.69.62.35 255.255.255.240
!
interface Ethernet1
 ip address 172.21.24.18 255.255.255.248
 ip pim sparse-dense-mode
!
interface Ethernet2
 ip address 172.21.24.12 255.255.255.248
 ip pim sparse-dense-mode
!
router ospf 1
 network 172.21.24.8 0.0.0.7 area 1
 network 172.21.24.16 0.0.0.7 area 1
!
ip pim bsr-candidate Ethernet2 30 10
ip pim rp-candidate Ethernet2 group-list 5
access-list 5 permit 239.255.2.0 0.0.0.255
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C H A P T E R 30

�Ï�Ü�©�î�Ë�î�«  �Ý�î�¸�•�å�¢�b0¿��

>&�@>' PBR �c  Supervisor Engine 6-E �[�§�Ï�î�º �I�€�Z�8�r�O�‡ ��

�G�b'v�[�c�
�Ý�î�±�V�[�b�Ï�Ü�©�î�Ë�î�«  �Ý�î�¸�•�å�¢>& PBR>'�b0¿���8���_�X�8�Z1��Â�K�r�M���z
�^
Æ���c���b�\�>�~�[�M��

• �� PBR �b�+0[�� >&P.30-1>'

• �� PBR �b0¿���8���Ü�«�º�� >&P.30-3>'

• �� PBR �b0¿���[�� >&P.30-5>'

>&�@>' �G�b'v�b�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 Series Switch 
Cisco IOS Command Reference���>�|�g���b  URL �b6õ4��Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6350/index.html

>&�@>' �µ+��_6õ4��Ü�E�}�€�S�Á�î�»�˜�™�”  �É�Û�µ�º�Ç�›�î�Ò�r�S�c�¯�Ç�º�˜�™�”  �–�Ó�î�ª�b�_���†1‘�9�M�•
�_�c�
 Cisco.com �b  Feature Navigator �†�Q#Ý�K�Z�µ+��_�X�8�Z�b�_���†�è(ô�M�•�?�
"I���b�Ü�Ü�î�«
�b�¯�Ç�º�˜�™�”  �Ü�Ü�î�«�À�î�º�†�g!·�K�Z�C�T�I�8��

PBR �b�+0[
�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• �� PBR �_�X�8�Z�� >&P.30-2>'

• �� PBR �Ç�ß�î  �«�–�µ�³�å�¢�b�+0[�� >&P.30-2>'

• �� PBR �b�Q#Ý��>&P.30-2>'

PBR �c�
�º�Û�Ç�•�µ�¡  �Ç�ß�î�_��*O�Ï�Ü�©�î�†0¿���K�
�Ý�î�º�_�>�E�•�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�l�b
�k�Ñ�Ø�†3M�C�K�Z�
�Ã�£�µ�º�b�Ý�î�¸�•�å�¢�†��3>�_/œ�<�•�|�:�_�K�r�M���G�b% $×�b�S�u�_�
 PBR 
�c�
�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�[�f�j�I�€�•�¤�Ñ�b�Ó�•�½�¬�Ò�†�Ñ�G�>�|�g/õ�ö�M�•�G�\�_�|�~�
�Ý�î
�¸�•�å�¢�b�D�š�†�I�ì�K�r�M�� PBR �_�|�~�
9×�¥�«�º  �Ü�å�¡�_�>�E�•�É�Û�–�œ�Ü�¸�•  �º�Û�Ç�•�µ�¡�^
�]�
"I���b�º�Û�Ç�•�µ�¡�b�Ã�«�†�æ���[�A�r�M��
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'¨  30 'v       �Ï�Ü�©�î�Ë�î�«  �Ý�î�¸�•�å�¢�b0¿��
PBR �b�+0[
0¿���K�S�Ï�Ü�©�î�_�ö�Y�8�Z�Ã�£�µ�º�†�Ý�î�¸�•�å�¢�M�•�‰�2�\�K�Z�
 PBR �†0¿���[�A�r�M���S�\�<
�d�
"I���b�š�å�»  �©�«�¸�Ò�b  ID�
�”�É�Ü�£�î�©�Ù�å  �É�ß�º�¥�Ý�
�r�S�c�Ã�£�µ�º  �§�–�¬�_�ö�Y�8�Z�Ã
�«�b  permit �x  deny �†/œ�:�Ý�î�¸�•�å�¢  �Ï�Ü�©�î�†��/æ�[�A�r�M��

PBR �†�Q#Ý�M�•�\�
���b�8���†��/œ�[�A�r�M��

• �Ñ�G�”�¡�­�«  �Ü�«�º�ö =�_�ö�Y�8�Z�º�Û�Ç�•�µ�¡�†�(8®�M�•���Ü�«�º�_�”�¡�­�«�K�
�M+´�ö =�†
0¿���K�r�M��

• "I���b�º�Û�Ç�•�µ�¡��#.�@/œ�ƒ�€�S�Ã�«�l�b�Ã�£�µ�º�b�Ý�î�¸�•�å�¢

�Ï�Ü�©�î�c�
 IP �”�»�Þ�«�
�Ï�î�º$��•�
�r�S�c�É�ß�º�¥�Ý�†�Ë�î�«�\�K�r�M���Ï�Ü�©�î�†�"(ç�_�M�•
�_�c�
�G�€�}�b0°3Ù�Ê�b�8�N�€�?  1 �X�†�Q#Ý�K�r�M��0
7§�^�Ï�Ü�©�î�_�M�•�_�c�
�G�€�}�†�M�m�Z�Q#Ý
�K�r�M��

PBR �_�X�8�Z

PBR �@�–�¿�î�È�Ý�^�–�å�±�î�Ç�™�–�«�[�w�™�I�€�S�M�m�Z�b�Ã�£�µ�º�c�
�Ý�î�º  �Ð�µ�É�\�ç�d�€�•�Ñ
�G�Ã�£�µ�º  �Ç�•�Ý�±�†3û4#�K�r�M�� PBR �[�Q#Ý�M�•�Ý�î�º  �Ð�µ�É�c�Ï�Ü�©�î�†0[�Ó�K�
�Ã�£�µ�º�b3?
3æ
›�†�8�•�K�r�M��

�Ý�î�º  �Ð�µ�É�c�e�[�S�B�I�€�Z�8�r�M���Ý�î�º  �Ð�µ�É�e�c�
 permit �r�S�c  deny �\�K�Z�Ð�î�¡�[�A�

���b�‰�2�[0Ž5��I�€�r�M��

• �e�@ deny �\�Ð�î�¡�I�€�Z�8�•���œ�
�M+´�ö =�_�œ+´�K�S�Ã�£�µ�º�c3û�–3?3æ�³�Õ�¿�Ý�†3û�L�Z3æ
�~3É�I�€�
��
›�Ë�î�«�b�Ý�î�¸�•�å�¢�†��/œ�K�r�M��

• �e�@ permit �\�Ð�î�¡�I�€�Z�8�Z�Ã�£�µ�º�@�”�¡�­�«  �Ü�«�º�\�M+´�K�Z�8�•���œ�
 �q�6�b�w� �^  set 
�ƒ�@�Q�b�Ã�£�µ�º�_4:#Ý�I�€�r�M��

PBR �†%T�™�–�å�±�î�Ç�™�–�«>&�Ã�£�µ�º�†�w�™�M�•�–�å�±�î�Ç�™�–�«>'�_�æ���[�A�r�M�@�
$Î�™�–�å
�±�î�Ç�™�–�«�_�c�æ���[�A�r�O�‡��

PBR �Ç�ß�î  �«�–�µ�³�å�¢�b�+0[

Catalyst 4500 �«�–�µ�³�å�¢  �š�å�ª�å�c�
 �� set next-hop���Ý�î�º�Ð�µ�É  �”�¡�©�Ù�å�\0Á�•  ACL �b�Ã
�£�µ�º�\�b!·�œ�†�§�Ï�î�º�K�r�M���Q�b�Ú�M�m�Z�b�Ý�î�º�Ð�µ�É  �”�¡�©�Ù�å>&�Ä�°  ACL �b!·�œ�†�µ
�t>'�c�
�Ç�ß�î  �«�–�µ�³�å�¢  �Ô�¹�Ý�_�|�W�Z�§�Ï�î�º�I�€�Z�8�r�M���G�b�Ô�¹�Ý�[�c�
�Ý�î�º�Ð�µ�É
�_�M+´�M�•�Ç�ß�î�b�q�6�b�Ã�£�µ�º�c�
3?3æ% $×�[�¯�Ç�º�˜�™�”�_4Ä�™�I�€�r�M���¯�Ç�º�˜�™�”�c�
�Ã
�£�µ�º�b�G�K�8��
›�†�8�9�K�
 TCAM �_�š�å�º�Ü�†�–�å�«�º�î�Ý�M�•�b�[�
�Q�b�6�\�b�Ç�ß�î�b�Ã
�£�µ�º�@�Á�î�»�˜�™�”�[�«�–�µ�³�å�¢�I�€�•�|�:�_�^�~�r�M�� Catalyst 4500 �«�–�µ�³�å�¢  �š�å�ª�å�c�

�q�±  4096 �b�Ç�ß�î�†�§�Ï�î�º�K�r�M��

PBR �b�Q#Ý

PBR �†�–�¿�î�È�Ý�_�K�Z�
"I���b�Ã�£�µ�º�b�Ý�î�¸�•�å�¢  �Ã�«�†�q%·�\�î�ƒ�€�•�Ã�«�?�}�š�f�[�A�r
�M���S�\�<�d�
 PBR �†�Q#Ý�K�Z�
���b�µ+��†�f�j�[�A�r�M��

• � '¼�”�¡�­�«

• �É�ß�º�¥�Ý�k�Ñ�Ý�î�¸�•�å�¢

• 3æ�™
–�k�Ñ�Ý�î�¸�•�å�¢

• �n�‰�¥�P�Â�µ�³  �º�Û�Ç�•�µ�¡�_�ö�Y�C�Ý�î�¸�•�å�¢

• �S#Ý�Ü�å�¡�_�ö�Y�C�Ý�î�¸�•�å�¢
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PBR �b0¿���8���Ü�«�º
�”�É�Ü�£�î�©�Ù�å�r�S�c�º�Û�Ç�•�µ�¡�_�|�W�Z�c�
3æ�™
–�k�Ñ�Ý�î�¸�•�å�¢�@�w� �[�M���S�\�<�d�
�~
�Ü0°6��†�•&k�_3æ�™�M�•���œ�c9×�•�æ�œ�[9×�¥�«�º�b�Ü�å�¡�†%·�ì6ë�Q#Ý�K�
7Á�Ê�Ó�î�Ý�^�]�b�¥�–$×
�_�Q�:�”�É�Ü�£�î�©�Ù�å  �¹�î�±�c�*�•�æ�œ�[�*�¥�«�º�b�Ü�å�¡�[3æ�™�K�r�M��

PBR �b0¿���8���Ü�«�º
�G�G�[�c�
 PBR �†0¿���M�•�S�u�_��/œ�M�•�8���_�X�8�Z1��Â�K�r�M���q�6�b8o�b�8���c�²8r�[�M�@�

�g�~�b8o�b�8���c�õ�–�[�M���G�b'v�b�Ž�•�_�6�• PBR �b0¿���[ �†�g!·�K�Z�C�T�I�8��

• PBR �b�–�¿�î�È�Ý�ì >&�²8r>'

• �ß�î�•�Ý  PBR �b�–�¿�î�È�Ý�ì >&�õ�–>'

PBR �b�–�¿�î�È�Ý�ì

PBR �†�–�¿�î�È�Ý�_�M�•�_�c�
�M+´�ö =�>�|�g�M�m�Z�b  match �ƒ�\�M+´�K�S���œ�b�·�8�†�æ���M�•
�Ý�î�º  �Ð�µ�É�†�8�B�M�•�²0[�@�6�~�r�M�����_�
"I���b�–�å�±�î�Ç�™�–�«�[�Q�b�Ý�î�º  �Ð�µ�É#Ý�b  
PBR �†�–�¿�î�È�Ý�_�K�r�M���æ���K�S�–�å�±�î�Ç�™�–�«�_%T�™�K�S�Ã�£�µ�º�b�:�U�
 match �ƒ�\�M+´
�K�S�v�b�c�M�m�Z  PBR �b�P1ß�_�^�~�r�M��

"I���b�–�å�±�î�Ç�™�–�«�V�[  PBR �†�–�¿�î�È�Ý�_�M�•�_�c�
���b�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# route-map  map-tag  [ permit  | 
deny ] [ sequence-number ]

�Ã�£�µ�º�b���Š
›�†�D�š�M�•�S�u�b�Ý�î�º  �Ð�µ�É�†��*O�K�r
�M���G�b�¥�Ð�å�»�†
°�Š�M�•�\�
�Ý�î�±�c�Ý�î�º�Ð�µ�É  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�^�~�r�M��

�«�̧ �µ�É 2 Switch(config-route-map)# match ip address 
{ access-list-number  | name} 
[ ...access-list-number  | name]  

�M+´�ö =�†�æ���K�r�M�� 1 �X�r�S�c0
�X�b�† =�r�S�c�Ñ�G�”
�¡�­�«  �Ü�«�º�[0Á�•�I�€�S3æ�™
–�>�|�g��
›  IP �”�»�Þ�«�†
!·�œ�K�r�M��

�«�¸�µ�É  3�
 4�
 5�
�r�S�c  6 �†��/œ�K�r�M��

�«�̧ �µ�É 3 Switch(config-route-map)# set ip next-hop 
ip-address  [... ip-address ]

�r�S�c

�ö =�_�M+´�K�S�Ã�£�µ�º�_4:#Ý�M�•�”�¡�©�Ù�å>& 1 �X�r�S�c
0
�X>'�†�æ���K�r�M��

�Ã�£�µ�º�†�Ý�î�¸�•�å�¢�M�•�¿�¡�«�º  �Í�µ�É�†�æ���K�r�M
>&�¿�¡�«�º  �Í�µ�É�c7„�K�K�Z�8�•�²0[�@�6�~�r�M>' ���G�b�·�8
�c�
 3û�–�b�Ý�î�¸�•�å�¢  �¸�î�È�Ý�[�æ���I�€�Z�8�•�¿�¡�«�º  
�Í�µ�É�\� �L�[�M��

�«�̧ �µ�É 4 Switch(config-route-map)# set interface 
interface-type interface-number
[...  type number ]

�r�S�c

�ö =�_�M+´�K�S�Ã�£�µ�º�_4:#Ý�M�•�”�¡�©�Ù�å>& 1 �X�r�S�c
0
�X>'�†�æ���K�r�M��

�Ã�£�µ�º�b���Š�–�å�±�î�Ç�™�–�«�†0¿���K�r�M���G�b�·�8
�c�
�Ã�£�µ�º�@�ß�î�•�Ý  �–�å�±�î�Ç�™�–�«�b�¥�_3?3æ�I�€�•
�|�:�_�æ���K�r�M���–�å�±�î�Ç�™�–�«�c>&�«�–�µ�³  �Ï�î�º�[
�c�^�8>'�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�[�^�E�€�d�^�}�N�
�Ã
�£�µ�º�b��
›�”�»�Þ�«�c�Q�b�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�}
�€�S  IP �¿�µ�º�á�î�¡
Æ�_�Ñ�~�K�Z�8�•�²0[�@�6�~�r�M���Ã
�£�µ�º�b��
›�”�»�Þ�«�@�¿�µ�º�á�î�¡�_�^�8���œ�
�Ã�£�µ�º
�c�»�ß�µ�É�I�€�r�M��
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PBR �b0¿���8���Ü�«�º
set �¥�Ð�å�»�c�
�Ú�b�¥�Ð�å�»�\�\�v�_�Q#Ý�[�A�r�M���G�€�}�b�¥�Ð�å�»�c�
�V0°�b�«�¸�µ�É  3 �_&g�M
8p�Î�_�‘�W�Z0Û�o�I�€�r�M���Q#Ý�•+��^�¿�¡�«�º  �Í�µ�É�c�–�å�±�î�Ç�™�–�«�[�/;ò�æ���I�€�r�M��
�ß�î�•�Ý  �Ý�î�±�c�
�¿�¡�«�º  �Í�µ�É�\�Q#Ý�•+��^�–�å�±�î�Ç�™�–�«�†�è���K�S�}�
�Ã�£�µ�º�†�Ý�î
�¸�•�å�¢�K�r�M��

�«�̧ �µ�É 5 Switch(config-route-map)# set ip default 
next-hop  ip-address  [... ip-address ]

�r�S�c

�ö =�_�M+´�K�S�Ã�£�µ�º�_4:#Ý�M�•�”�¡�©�Ù�å>& 1 �X�r�S�c
0
�X>'�†�æ���K�r�M��

�Q�b��
›�_�Â&g�Ã�«�@�^�8���œ�_�Ã�£�µ�º�†�Ý�î�¸�•�å�¢�M
�•�¿�¡�«�º  �Í�µ�É�†0¿���K�r�M���¿�¡�«�º  �Í�µ�É�_�Ã�£�µ
�º�†3?3æ�M�•�S�_�
�«�–�µ�³�c�Ã�£�µ�º�b��
›�”�»�Þ�«�†�Ø
�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢  �¸�î�È�Ý
Æ�[�è(ô�K�r�M���M+´�M
�•�v�b�@0b�X�?�W�S���œ�
�Ã�£�µ�º�c�Ý�î�¸�•�å�¢  �¸�î�È�Ý
�†)�#ä�K�Z3?3æ�I�€�r�M���M+´�M�•�v�b�@0b�X�?�}�^�?�W�S
���œ�
�Ã�£�µ�º�c�æ���I�€�S�¿�¡�«�º  �Í�µ�É�_3?3æ�I�€�r
�M��

�«�̧ �µ�É 6 Switch(config-route-map)# set default 
interface  interface-type interface-number 
[... type ...number ]

�ö =�_�M+´�K�S�Ã�£�µ�º�_4:#Ý�M�•�”�¡�©�Ù�å>& 1 �X�r�S�c
0
�X>'�†�æ���K�r�M��

�Q�b��
›�_�Â&g�Ã�«�@�^�8���œ�b�Ã�£�µ�º�b���Š�–�å�±�î
�Ç�™�–�«�†0¿���K�r�M���¿�¡�«�º  �Í�µ�É�_�Ã�£�µ�º�†3?3æ�M
�•�S�_�
�«�–�µ�³�c�Ã�£�µ�º�b��
›�”�»�Þ�«�†�Ø�½�Ÿ�Õ�«�º  
�Ý�î�¸�•�å�¢  �¸�î�È�Ý
Æ�[�è(ô�K�r�M���M+´�M�•�v�b�@0b�X
�?�W�S���œ�
�Ã�£�µ�º�c�Ý�î�¸�•�å�¢  �¸�î�È�Ý�†)�#ä�K�Z3?
3æ�I�€�r�M���M+´�M�•�v�b�@0b�X�?�}�^�?�W�S���œ�
�Ã�£�µ
�º�c�æ���I�€�S���Š�–�å�±�î�Ç�™�–�«�_3?3æ�I�€�r�M���Ã
�£�µ�º�b��
›�”�»�Þ�«�@�¿�µ�º�á�î�¡�_�^�8���œ�
�Ã�£�µ�º
�c�»�ß�µ�É�I�€�r�M��

�«�̧ �µ�É 7 Switch(config-route-map)# interface  
interface-type interface-number

�–�å�±�î�Ç�™�–�«�†�æ���K�r�M���G�b�¥�Ð�å�»�†
°�Š�M�•
�\�
�Ý�î�±�c�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�_�^�~�r�M��

�«�̧ �µ�É 8 Switch(config-if)# ip policy route-map  map-tag PBR �[�Q#Ý�M�•�Ý�î�º  �Ð�µ�É�†1‘�9�K�r�M�� 1 �X�b�–�å
�±�î�Ç�™�–�«�_�P�K�Z�Q#Ý�[�A�•�Ý�î�º  �Ð�µ�É  �±�¢�c  1 �X
�T�E�[�M�@�
$��^�•�©�î�£�å�«$��•�†�â�X�Ý�î�º  �Ð�µ�É  �š
�å�º�Ü�†0
�X0¿���[�A�r�M���G�€�}�b�š�å�º�Ü�c�
�q�6�b�M
+´�@0b�X�?�•�r�[�
�©�î�£�å�«$��•8p�_0Û�o�I�€�r�M���M+´
�@0b�X�?�}�^�8���œ�
�Ã�£�µ�º�c3û�–�]�>�~�_�Ý�î�¸�•�å�¢
�I�€�r�M��

�¥�Ð�å�» % $×
30-4
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



'¨  30 'v       �Ï�Ü�©�î�Ë�î�«  �Ý�î�¸�•�å�¢�b0¿��
PBR �b0¿���[
�ß�î�•�Ý  PBR �b�–�¿�î�È�Ý�ì

�Ý�î�±�_�|�W�Z#Õ�B�I�€�•�Ã�£�µ�º�c�
3û�–�
�Ï�Ü�©�î  �Ý�î�¸�•�å�¢�I�€�r�O�‡���G�€�}�b�Ã�£�µ�º
�b�S�u�b�ß�î�•�Ý  PBR �†�–�¿�î�È�Ý�_�M�•�_�c�
�Ý�î�±�@�Q#Ý�M�m�A�Ý�î�º  �Ð�µ�É�†&g�M�S�u�_�
��
�b�8���†/œ�8�r�M��

�G�€�[�
�Ý�î�±�?�}$Î�™�I�€�S�Ã�£�µ�º�c�M�m�Z�
�ß�î�•�Ý  PBR �b�P1ß�\�^�~�r�M��

�ß�î�•�Ý  PBR �[�Q#Ý�M�•�Ý�î�º  �Ð�µ�É>&�6�•���œ>'�†/²&g�M�•�_�c�
 show ip local policy �¥�Ð�å�»�†
�Q#Ý�K�r�M��

�§�Ï�î�º�I�€�Z�8�^�8�¥�Ð�å�»

�Ý�î�º�Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b���b  PBR �¥�Ð�å�»�c  CLI �b�v�b�[�M�@�
 Catalyst 
4500 �©�Ü�î�¬  �«�–�µ�³�b  Cisco IOS �[�c�§�Ï�î�º�I�€�Z�8�r�O�‡���G�€�}�b�¥�Ð�å�»�†�Q#Ý�K�|�:�\
�M�•�\�
�š�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�r�M��

• match-length

• set ip qos

• set ip tos

• set ip precedence

PBR �b0¿���[
�G�G�[�c�
 PBR �b0¿���[�†&g�K�r�M��

• ��� '¼�”�¡�­�«�[�� >&P.30-5>'

• ���¿�¡�«�º  �Í�µ�É�†�š�f�M�•�[�� >&P.30-6>'

• �� ACE �b�Ä�°�[�� >&P.30-6>'

PBR �b0¿���‰�2�_�X�8�Z�c�
�G�b'v�b �� PBR �b0¿���8���Ü�«�º�� �†�g!·�K�Z�C�T�I�8��

� '¼�”�¡�­�«�[

���_�
 2 �X�b3æ�™
–�@�
$��^�•�§�î�Å�«  �É�ß�Â�–�²�î�_�P�K�Z� '¼�”�¡�­�«�†�â�X�[�†&g�K�r�M���Ý�î
�±�_�Ã�£�µ�º�b��
›�_�X�8�Z�Â&g�Ã�«�@�^�8���œ�
3æ�™
–  1.1.1.1 �?�}�–�å�±�î�Ç�™�–�«  FastEthernet 
3/1 �_%T�™�K�S�Ã�£�µ�º�c�
 6.6.6.6 �_�6�•�Ý�î�±�l3æ�™�I�€�r�M���Ý�î�±�_�Ã�£�µ�º�b��
›�_�X�8�Z�Â
&g�Ã�«�@�^�8���œ�
3æ�™
–  2.2.2.2 �?�}%T�™�K�S�Ã�£�µ�º�c�
 7.7.7.7 �_�6�•�Ý�î�±�l3æ�™�I�€�r�M����

›�_�X�8�Z�b�Â&g$×�^�Ý�î�º�@�Ý�î�±�_�^�8�Ú�b�M�m�Z�b�Ã�£�µ�º�c%Ú� �I�€�r�M��

Switch (config)# access-list 1 permit ip 1.1.1.1 
access-list 1 permit ip 1.1.1.1
!
interface fastethernet 3/1

ip policy route-map equal-access

�¥�Ð�å�» % $×

Switch(config)# ip local policy route-map  map-tag �ß�î�•�Ý  PBR �[�Q#Ý�M�•�Ý�î�º  �Ð�µ�É�†1‘�9�K�r�M��
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'¨  30 'v       �Ï�Ü�©�î�Ë�î�«  �Ý�î�¸�•�å�¢�b0¿��
PBR �b0¿���[
!

route-map equal-access permit 10
match ip address 1
set ip default next-hop 6.6.6.6

route-map equal-access permit 20
match ip address 2
set ip default next-hop 7.7.7.7

route-map equal-access permit 30
set default interface null0

>&�@>' �»�ß�µ�É�M�•�Ã�£�µ�º�@�q�6�b  2 �X�b  route-map �ƒ�\�M+´�K�^�8���œ�
 set default interface null0 �†  
set interface null0 �_�š�f�K�r�M��

�¿�¡�«�º  �Í�µ�É�†�š�f�M�•�[

���_�
$��^�•3æ�™
–�?�}$��^�•���d>&�¿�¡�«�º  �Í�µ�É>'�l�Ý�î�¸�•�å�¢�M�•�[�†&g�K�r�M��3æ�™
–  
1.1.1.1 �?�}%T�™�K�S�Ã�£�µ�º�c  3.3.3.3 �_�6�•�¿�¡�«�º  �Í�µ�É�_3æ�™�I�€�
3æ�™
–  2.2.2.2 �?�}%T�™�K
�S�Ã�£�µ�º�c  3.3.3.5 �_�6�•�¿�¡�«�º  �Í�µ�É�l3æ�™�I�€�r�M��

access-list 1 permit ip 1.1.1.1
access-list 2 permit ip 2.2.2.2
!
interface fastethernet 3/1
 ip policy route-map Texas
!
route-map Texas permit 10
 match ip address 1
 set ip next-hop 3.3.3.3
!
route-map Texas permit 20
 match ip address 2
 set ip next-hop 3.3.3.5

ACE �b�Ä�°�[

���_�
�æ���I�€�S�Ý�î�º  �Ð�µ�É  �©�î�£�å�«�b��#.�†�õ�F�K�
���b�©�î�£�å�«�_8Õ�j�[�†&g�K�r�M��3æ
�™
– 1.1.1.1 �?�}%T�™�K�S�Ã�£�µ�º�c�
�©�î�£�å�«  10 �†�«�Ÿ�µ�É�K�Z�©�î�£�å�«  20 �_8Õ�g�r�M���§�È
�¿�µ�º  1.1.1.0 �?�}%T�™�M�•�Ú�b�M�m�Z�b�Ã�£�µ�º�c�
�©�î�£�å�«  10 �b  set �e�_�‘�8�r�M��

access-list 1 deny ip 1.1.1.1
access-list 1 permit ip 1.1.1.0 0.0.0.255
access-list 2 permit ip 1.1.1.1
access-list 2 permit ip 2.2.2.2
!
interface fastethernet 3/1
ip policy route-map Texas
!
route-map Texas permit 10
match ip address 1
set ip next-hop 3.3.3.3
!
route-map Texas permit 20
match ip address 2
set ip next-hop 3.3.3.5
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C H A P T E R 31

VRF-Lite �b0¿��

�Â�î�³�Õ�Ý  �É�Û�–�Ë�î�º  �¿�µ�º�á�î�¡>& VPN>'�c�
 ISP �Â�µ�¡�Î�î�å  �¿�µ�º�á�î�¡�V�[�>���]�_�­
�Ÿ�×�”�^�•�æ�œ
¹�w�†�f�j�K�r�M�� VPN �c�

¹3û�Ý�î�¸�•�å�¢  �¸�î�È�Ý�†
¹�w�M�•�§�–�º�b7Ÿ�œ�[
�M���•�«�±�Ð�î�b�§�–�º�c�
 1 �X�r�S�c0
�X�b�–�å�±�î�Ç�™�–�«�[�§�î�Å�«  �É�ß�Â�–�²�î�b�¿�µ�º�á�î
�¡�_�K)F�I�€�
�§�î�Å�«  �É�ß�Â�–�²�î�@�›�–�å�±�î�Ç�™�–�«�†  VPN �Ý�î�¸�•�å�¢  �¸�î�È�Ý�_�P�Â�Ü
�E�r�M�� VPN �Ý�î�¸�•�å�¢  �¸�î�È�Ý�c�
 VPN Routing/Forwarding>&VRF; VPN �Ý�î�¸�•�å�¢ / 3?3æ>'
�¸�î�È�Ý�\�ç�d�€�r�M��

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
 VRF-Lite �µ+��†�Q#Ý�K�Z�•�«�±�Ð�î  �š�µ�ª>& CE>'�¹�Â�–�«�[0

�X�b  VRF �–�å�«�±�å�«�†�§�Ï�î�º�K�r�M  >&VRF-Lite �c�
 Multi-VRF CE�
�r�S�c  Multi-VRF CE �¹�Â
�–�«�\�v�8�8�r�M>' �� VRF-Lite �_�|�W�Z�
�§�î�Å�«  �É�ß�Â�–�²�î�c  1 �X�b�–�å�±�î�Ç�™�–�«�†�Q#Ý�K
�Z�
5�0
�M�•  IP �”�»�Þ�«�†�â�X0
�X�b  VPN �†�§�Ï�î�º�[�A�r�M��

>&�@>' �«�–�µ�³�[�c�
 VPN �b�§�Ï�î�º�b�S�u�_�Ð�Ý�³�É�ß�º�¥�Ý  �Û�Ë�Ý  �«�–�µ�³�å�¢>& MPLS>'�@�Q#Ý�I�€
�r�O�‡�� MPLS VRF �b0ò(ý�_�X�8�Z�c�
���b  URL �[�� Cisco IOS Switching Services Configuration 
Guide���†�g!·�K�Z�C�T�I�8��
http://www.cisco.com/en/US/docs/ios/mpls/configuration/guide/mp_vpn_ipv4_ipv6_ps6922_TSD_Pro
ducts_Configuration_Guide_Chapter.html 

>&�@>' �G�b'v�b�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 Series Switch 
Cisco IOS Command Reference���>�|�g���b  URL �b6õ4��Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6350/index.html

�G�b'v�b
Æ���c�
���b�\�>�~�[�M��

• �� VRF-Lite �b�+0[�� >&P.31-2>'

• �� VRF-Lite �b�¹�Ç�›�Ý�º0¿���� >&P.31-4>'

• �� VRF-Lite 0¿���ì�b�@�–�¦8o�� >&P.31-5>'

• �� VRF �b0¿���� >&P.31-6>'

• �� VPN �Ý�î�¸�•�å�¢  �­�µ�©�Ù�å�b0¿���� >&P.31-7>'

• �� BGP PE/CE �Ý�î�¸�•�å�¢  �­�µ�©�Ù�å�b0¿���� >&P.31-7>'

• �� VRF-Lite �b0¿���[�� >&P.31-8>'

• �� VRF-Lite �«�¸�î�±�«�b/²&g�� >&P.31-13>'
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VRF-Lite �b�+0[
>&�@>' �G�b'v�b�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Catalyst 4500 Series Switch 
Cisco IOS Command Reference���>�|�g���b  URL �b6õ4��Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/ps6350/index.html

VRF-Lite �b�+0[
VRF-Lite �b�µ+��_�|�W�Z�
�§�î�Å�«  �É�ß�Â�–�²�î�c�
 VPN 6ë�[5�0
�K�S  IP �”�»�Þ�«�†�Q#Ý�[�A�•0

�X�b  VPN �†�§�Ï�î�º�[�A�r�M�� VRF-Lite �c
°�Š�–�å�±�î�Ç�™�–�«�†�Q#Ý�K�Z$��^�•  VPN �b�Ý�î�º�†
�
�9�K�
�›  VRF �_  1 �X�r�S�c0
�X�b�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�†�P�Â�Ü�E�Z�ì�•�Ã�£�µ�º3?3æ�¸�î�È
�Ý�†�g�B�K�r�M�� VRF �b�–�å�±�î�Ç�™�–�«�c�
�–�î�§�¿�µ�º  �Ï�î�º�^�]�b"@#.�–�å�±�î�Ç�™�–�«�
�r
�S�c  VLAN SVI �^�]�b1=#.�–�å�±�î�Ç�™�–�«�_�M�•�G�\�@�[�A�r�M�@�
�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�c�

�M�Ø�_0
�X�b  VRF �_�“�M�•�G�\�c�[�A�r�O�‡��

>&�@>' VRF-Lite �–�å�±�î�Ç�™�–�«�c�
�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�[�6�•�²0[�@�6�~�r�M��

VRF-lite �_�c���b�¹�Â�–�«�@�µ�r�€�r�M��

• CE �¹�Â�–�«�_�>�8�Z�
�•�«�±�Ð�î�c�
 1 �X�r�S�c0
�X�b�É�ß�Â�–�²�î  �š�µ�ª>& PE>'�Ý�î�±�l�b
�¹�î�±  �Ü�å�¡�†�Ó�K�Z�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�_�”�¡�­�«�[�A�r�M�� CE �¹�Â�–�«�c�

�§�–�º�b�ß�î�•�Ý  �Ý�î�º�†�É�ß�Â�–�²�î  �š�µ�ª  �Ý�î�±�_�”�»�Â�±�–�¬�K�
 �Q�G�?�}�Ü�Ô�î�º  VPN 
�Ý�î�º�†�Û*f�K�r�M�� Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c  CE �_�M�•�G�\�@�[�A�r�M��

• �É�ß�Â�–�²�î  �š�µ�ª>& PE>'�Ý�î�±�c�
�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�r�S�c�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý
>&BGP�
 RIPv1�
 RIPv2 �^�]>'�†�Q#Ý�K�Z�
 CE �¹�Â�–�«�\�Ý�î�¸�•�å�¢�_���†�º�n�K�r�M��

• PE �[�c�
%$�K�K)F�I�€�S  VPN �b  VPN �Ý�î�º�†)T�â�M�•�G�\�T�E�@�²0[�\�I�€�r�M���§�î�Å�«  �É
�ß�Â�–�²�î�b�M�m�Z�b  VPN �Ý�î�º�†  PE �@)T�â�M�•�²0[�c�6�~�r�O�‡���›  PE �Ý�î�±�c�
%$�K�K)F
�K�Z�8�•�§�–�º�H�\�_  VRF �†)T�â�K�r�M���M�m�Z�b�§�–�º�@� �L  VPN �_�Ñ�~�M�•���œ�c�
 PE 
�Ý�î�±�b0
�X�b�–�å�±�î�Ç�™�–�«�†  1 �X�b  VRF �_6õ4��Ü�E�•�G�\�@�[�A�r�M���›  VPN �c�
�æ��
�I�€�S  VRF �_�Ð�µ�Æ�å�¢�I�€�r�M�� PE �Ý�î�±�c�
�ß�î�•�Ý  VPN �Ý�î�º�†  CE �?�}�Û*f�K�S�6�\
�[�
 IBGP �†�Q#Ý�K�Z�9�b  PE �Ý�î�±�\  VPN �Ý�î�¸�•�å�¢�_���†�º�n�K�r�M��

• �É�ß�Â�–�²�î  �Ý�î�±>&�r�S�c�¥�”  �Ý�î�±>'�\�c�
�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡
Æ�_�6�~�

CE �¹�Â�–�«�_�K)F�K�Z�8�^�8�M�m�Z�b�Ý�î�±�[�M��

VRF-lite �†�Q#Ý�M�•�\�
0
�X�b8³���@  1 �X�b  CE �†
¹�w�[�A�r�M���r�S�
 1 �X�b"@#.�Ü�å�¡�b�s�@  CE 
�\  PE 6ë�_�Q#Ý�I�€�r�M��
¹�w  CE �c�
�>���]�H�\�_�9���b  VRF �¸�î�È�Ý�†)T�â�K�
"‚+¬�b�Ý�î�¸�•
�å�¢  �¸�î�È�Ý�_�ö�Y�8�Z�
�>���]�H�\�_�Ã�£�µ�º�†�«�–�µ�³�å�¢�r�S�c�Ý�î�¸�•�å�¢�K�r�M��
VRF-lite �c7H���I�€�S  PE �b�µ+��†  CE �¹�Â�–�«�_�Ñ�G�K�Z�
�¶�9�b  VRF �¸�î�È�Ý�†�–�ò�M�•�µ+��†
�Ü�Z�K�
 VPN �b�É�Û�–�Â�©�î�>�|�g�­�Ÿ�×�Ü�¸�•�†�È�Û�å�³  �œ�Ç�•�«�r�[�Ñ�G�K�r�M��

�W 31-1 �c�
�›  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�@0
�X�b�ì�•  CE �\�K�Z�·�8�M�•�S�B�†&g�K�r�M��
VRF-Lite �c�Þ�–�Ö  3 �µ+��[�6�•�S�u�
 VRF �b�›�–�å�±�î�Ç�™�–�«�c�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�[�6�•
�²0[�@�6�~�r�M��
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VRF-Lite �b�+0[
�W 31-1 0
�X�b�ì�•  CE �\�K�Z�·�8�M�•  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³

VPN 1

VPN 2

VPN 1

VPN 2

CE

MPLS-VRF
�^�o�2

MPLS-VRF
�^�o�2

Catalyst 4500
�,���6�4

Catalyst 4500
�,���6�4

PE PE

MPLS
�@�6�;�b�o�"

CE

CE = ���,�2�Q�o  ���6�+  �:�C���,
PE = �J�`�C���3�o  ���6�+  �:�C���, 99

72
1

Si Si
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'¨  31 'v       VRF-Lite �b0¿��
VRF-Lite �b�¹�Ç�›�Ý�º0¿��
���_�
 �W 31-1 �_&g�I�€�Z�8�•  VRF-Lite CE �P�Â�¿�µ�º�á�î�¡�b�Ã�£�µ�º3?3æ�É�ß�­�«�†&g�K�r�M��

• CE �@ VPN �?�}�Ã�£�µ�º�†�w�™�M�•�\�
 CE �c
°�Š�–�å�±�î�Ç�™�–�«�_�ö�Y�8�S�Ý�î�¸�•�å�¢  �¸�î
�È�Ý�†�è(ô�K�r�M���Ý�î�º�@0b�X�?�•�\�
 CE �c�Ã�£�µ�º�†  PE �_3?3æ�K�r�M��

• 
°�Š  PE �c�
 CE �?�}�Ã�£�µ�º�†�w�™�M�•�\�
 VRF �è(ô�†��/œ�K�r�M���Ý�î�º�@0b�X�?�•�\�
�Ý�î
�±�c�P�Â�M�•  MPLS �Û�Ë�Ý�†�Ã�£�µ�º�_3ã�•�K�
 MPLS �¿�µ�º�á�î�¡�_3æ�™�K�r�M��

• ���Š  PE �c�
�¿�µ�º�á�î�¡�?�}�Ã�£�µ�º�†�w�™�M�•�\�
�Û�Ë�Ý�†7V�d�K�Z�Q�b�Û�Ë�Ý�†�Q#Ý�K�
�G
�K�8  VPN �Ý�î�¸�•�å�¢  �¸�î�È�Ý�†1‘�9�K�r�M�����_�
���Š  PE �@3û�–�b�Ý�î�º�è(ô�†/œ�8�r�M��
�Ý�î�º�@0b�X�?�•�\�
�Ã�£�µ�º�†�G�K�87„�K�¹�Â�–�«�_3?3æ�K�r�M��

• CE �@���Š  PE �?�}�Ã�£�µ�º�†�w�™�M�•�\�
 CE �c
°�Š�–�å�±�î�Ç�™�–�«�†�Q#Ý�K�Z�G�K�8  VPN 
�Ý�î�¸�•�å�¢  �¸�î�È�Ý�†�è(ô�K�r�M���Ý�î�º�@0b�X�?�•�\�
 CE �c�Ã�£�µ�º�†  VPN 
Æ�_3?3æ�K�r
�M��

VRF �†0¿���M�•�_�c�
 VRF �¸�î�È�Ý�†�8�B�K�
 VRF �_�P�Â�Ü�E�}�€�S�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�†�æ
���K�r�M�����_�
 VPN�
�>�|�g  CE �\  PE 6ë�[�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�†0¿���K�r�M���É�ß�Â�–�²�î�b
�Â�µ�¡�Î�î�å�[  VPN �Ý�î�¸�•�å�¢�_���†4Ä�™�M�•���œ�c�
 BGP �@
ƒ
›�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�[�M��
VRF-Lite �¿�µ�º�á�î�¡�_�c�
���b  3 �X�b�z0[�^�¥�å�Ï�î�¿�å�º�@�6�~�r�M��

• VPN �Ý�î�º  �±�î�¤�µ�º  �¥�Ñ�×�½�¸�•>8 VPN �¥�Ñ�×�½�¸�•�b�Ú�b�M�m�Z�b�Ü�«�º�[�M�� VPN �¥
�Ñ�×�½�¸�•  �Ó�å�Â�î�H�\�_  VPN �Ý�î�º  �±�î�¤�µ�º�†0¿���M�•�²0[�@�6�~�r�M��

• VPN �¥�Ñ�×�½�¸�•  PE �Ý�î�±�b�Ð�Ý�³�É�ß�º�¥�Ý  BGP �Æ�”�Ü�å�¢>8VPN �¥�Ñ�×�½�¸�•�b�M�m�Z�b
�Ó�å�Â�_  VRF �b�?%T�•+��ö�_���†���Û�K�r�M�� VPN �¥�Ñ�×�½�¸�•�b�M�m�Z�b  PE �Ý�î�±�[  BGP 
�Æ�”�Ü�å�¢�†0¿���M�•�²0[�@�6�~�r�M��

• VPN 3?3æ>8VPN �§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�b�M�m�Z�b  VPN �¥�Ñ�×�½�¸�•  �Ó�å�Â6ë�b�M
�m�Z�b�º�Û�Ç�•�µ�¡�†3?3æ�K�r�M��

VRF-Lite �b�¹�Ç�›�Ý�º0¿��
/² 31-1 �_�
 VRF �b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

/² 31-1 VRF �b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

VRF �¹�•�­�î�È�Ý  VRF �c��*O�I�€�Z�8�r�O�‡��

�Ð�µ�É �–�å�Ï�î�º  �Ð�µ�É�
�š�¡�«�Ï�î�º  �Ð�µ�É�
�Ý�î�º  �Ð�µ�É�c��
*O�I�€�Z�8�r�O�‡��

VRF �q�±�Ý�î�º�X �^�K��

3?3æ�¸�î�È�Ý �–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º�c�
�¢�ß�î�Â�Ý  �Ý�î�¸�•�å�¢  
�¸�î�È�Ý�[�M��
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VRF-Lite 0¿���ì�b�@�–�¦8o
VRF-Lite 0¿���ì�b�@�–�¦8o
�¿�µ�º�á�î�¡�_  VRF �†0¿���M�•���œ�_�
���b!l�_$��–�K�Z�C�T�I�8��

• VRF-Lite �@0¿���I�€�S�«�–�µ�³�c0
�X�b�•�«�±�Ð�î�[
¹�w�I�€�
�M�m�Z�b�•�«�±�Ð�î�@"‚+¬�b
�Ý�î�¸�•�å�¢  �¸�î�È�Ý�†�â�U�r�M��

• �>���]�c�9���b  VRF �¸�î�È�Ý�†�Q#Ý�M�•�b�[�
� �L  IP �”�»�Þ�«�†
Ì�<#Ý�[�A�r�M���9���b  VPN 
�[�c  IP �”�»�Þ�«�b5�0
�@0Á�•�I�€�r�M��

• VRF-Lite �[�c�
0
�X�b�•�«�±�Ð�î�@  PE �\  CE �b6ë�[� �M�b"@#.�Ü�å�¡�†
¹�w�[�A�r�M��0
�X�b  
VLAN �†�â�X�º�Û�å�¡  �Ï�î�º�[�c�
�Ã�£�µ�º�@�>���]6ë�[�(7³�I�€�r�M���M�m�Z�b�•�«�±�Ð�î�@
"‚+¬�b  VLAN �†�â�U�r�M��

• VRF-Lite �c�
�M�m�Z�b  MPLS-VRF �µ+�>&�Û�Ë�Ý�º�n�
 Label Distribution Protocol>&LDP>'�b7„
�K6õ�€�
�r�S�c�Û�Ë�Ý�Ü�A�Ã�£�µ�º>'�†�§�Ï�î�º�K�Z�8�r�O�‡��

• PE �Ý�î�±�[�c�
 VRF-Lite �b�Q#Ý�\0
�X�b  CE �b�Q#Ý�_�c4*�8�@�6�~�r�O�‡�� �W 31-1 �[�c�
0
�X
�b�ì�•�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�@  VRF-Lite �¹�Â�–�«�_�K)F�I�€�Z�8�r�M��

• Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
"@#.�Ï�î�º�
 VLAN SVI �
�r�S�c�Q�b  2 �X�b)��s�œ�ƒ�O�†�Q
#Ý�K�S VRF �b0¿���†�§�Ï�î�º�K�Z�8�r�M�� SVI �c�
�”�¡�­�«  �Ï�î�º�r�S�c�º�Û�å�¡  �Ï�î�º�[�K)F
�[�A�r�M��

• �>���]�c�
�9�b�>���]�\5�0
�K�^�8�?�B�~�
0
�X�b  VLAN �†�Q#Ý�[�A�r�M���>���]�b  VLAN �c�

�«�–�µ�³�_�–�Ñ�I�€�Z�8�•4:�)�^�Ý�î�¸�•�å�¢  �¸�î�È�Ý�b1‘�9�_�Q#Ý�I�€�•"I���b�Ý�î�¸�•�å�¢  
�¸�î�È�Ý  ID �_�Ð�µ�Æ�å�¢�I�€�r�M��

• �Þ�–�Ö  3 TCAM �Ü�¯�î�«�c�
�M�m�Z�b  VRF 6ë�[
¹�w�I�€�r�M���›  VRF �@���(�^  CAM 8•�æ�†�â
�X�|�:�_�M�•�_�c�
 maximum routes �¥�Ð�å�»�†�Q#Ý�K�r�M��

• VRF �†�Q#Ý�K�S Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
 1 �X�b�¢�ß�î�Â�Ý  �¿�µ�º�á�î�¡�\�q�±  64 �b  
VRF �†�§�Ï�î�º�[�A�r�M���§�Ï�î�º�I�€�•�Ý�î�º�b)r�X�c�
 TCAM �b�§�–�¬�_�D7H�I�€�r�M��

• �o�\�‡�]�b�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý>& BGP�
 Open Shortest Path First>&OSPF>'�
 Enhanced Interior 
Gateway Routing Protocol>&EIGRP>'�
 Routing Information Protocol>&RIP>'�
�>�|�g�«�±�¸�•�µ�¡  
�Ý�î�¸�•�å�¢>'�†  CE �\  PE 6ë�[�Q#Ý�[�A�r�M���S�T�K�
���b#.#ä�?�}  External BGP>&EBGP>'�†
�Q#Ý�M�•�G�\�†�N�á�K�r�M��

– BGP �[�c�
0
�X�b  CE �\�b�x�~�v�~�_0
�X�b�”�Ý�¦�Ü�¬�Ò�†�²0[�\�K�r�O�‡��

– BGP �c�
�I�r�J�r�^'ö#.*…�_�|�W�Z'�
>�M�•�©�«�¸�Ò6ë�[�Ý�î�¸�•�å�¢�_���†�û�M�|�:�_0¿
0£�I�€�Z�8�r�M��

– BGP �[�c�
�Ý�î�º�b�“�ö�†  CE �_(F�"�_�û�M�G�\�@�[�A�r�M��

• VRF-Lite �c�
 Interior Gateway Routing Protocol>&IGRP>'�>�|�g  ISIS �†�§�Ï�î�º�K�r�O�‡��

• VRF-Lite �c�
�Ã�£�µ�º  �«�–�µ�³�å�¢  �Þ�î�º�_�s8j�K�r�O�‡��

• �Ð�Ý�³�Ÿ�Õ�«�º�†� �ì�_� �M�b�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�V�_0¿���M�•�G�\�c�[�A�r�O�‡��

• router ospf �b  capability vrf-lite  �§�È�¥�Ð�å�»�c�
 PE �\  CE 6ë�b�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�\�K�Z  
OSPF �@0¿���I�€�Z�8�•���œ�_�Q#Ý�M�•�²0[�@�6�~�r�M��
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VRF �b0¿��
VRF �b0¿��
1 �X�r�S�c0
�X�b  VRF �†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

>&�@>' �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_�P�M�•�«�–�µ�³  �¥�Ð�å�»  �Ü�Ç�“�Þ
�å�«�>�|�g�� Cisco IOS Switching Services Command Reference for Release 12.2���†�g!·�K�Z�C�T�I
�8��

VRF �†�P7V�K�Z�M�m�Z�b�–�å�±�î�Ç�™�–�«�†�P7V�M�•�_�c�
 no ip vrf vrf-name �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M�� VRF �?�}�6�•�–�å�±�î�Ç�™�–�«�†�P7V�M�•�_�c�
 no ip vrf 
forwarding  �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch# configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 2 Switch(config)# ip routing IP �Ý�î�¸�•�å�¢�†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 3 Switch(config)# ip vrf vrf-name VRF �¡�†�æ���K�
 VRF �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
�†6ä���K�r�M��

�«�̧ �µ�É 4 Switch(config-vrf)# rd 
route-distinguisher

�Ý�î�º1‘�9�Ê�†�æ���K�Z  VRF �¸�î�È�Ý�†�8�B�K�r�M��
Autonomous System>&AS; +¬�Š�©�«�¸�Ò>'$��•�>�|�g�õ
�–�b�X>&xxx:y>'�r�S�c  IP �”�»�Þ�«�>�|�g�õ�–�b�X

>&A.B.C.D:y>'�b�]�U�}�?�†
°�Š�K�r�M��

�«�̧ �µ�É 5 Switch(config-vrf)# route-target  
{ export  | import  | both } 
route-target-ext-community

�æ���I�€�S  VRF �b�–�å�Ï�î�º�
�š�¡�«�Ï�î�º�
�r�S�c�–
�å�Ï�î�º�>�|�g�š�¡�«�Ï�î�º  �Ý�î�º  �±�î�¤�µ�º  �¥�Ñ�×�½
�¸�•�b�Ü�«�º�†�8�B�K�r�M�� AS �©�«�¸�Ò$��•�\�õ�–�b$�
�•>&xxx:y>'�r�S�c  IP �”�»�Þ�«�\�õ�–�b$��•

>&A.B.C.D:y>'�†
°�Š�K�r�M��

>&�@>' �G�b�¥�Ð�å�»�c�
 BGP �@�·�8�K�Z�8�•���œ�_�b
�s�w� �[�M��

�«�̧ �µ�É 6 Switch(config-vrf)# import map 
route-map

>&�õ�–>' VRF �_�Ý�î�º  �Ð�µ�É�†�P�Â�Ü�E�r�M��

�«�̧ �µ�É 7 Switch(config-vrf)#  interface  
interface-id

�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä��
�K�Z�
 VRF �_�P�Â�Ü�E�•�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�†�æ
���K�r�M���–�å�±�î�Ç�™�–�«�_�c�Ý�î�¸�µ�»  �Ï�î�º�r�S
�c  SVI �†0¿���[�A�r�M��

�«�̧ �µ�É 8 Switch(config-if)# ip vrf forwarding  
vrf-name

VRF �†�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�_�P�Â�Ü�E�r�M��

�«�̧ �µ�É 9 Switch(config-if)# end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 10 Switch# show ip vrf  [brief  | detail  | 
interfaces ] [ vrf-name ] 0¿���†&�1��K�r�M��0¿���K�S  VRF �_6õ�M�•�_���†/²&g�K

�r�M��

�«�̧ �µ�É 11 Switch# copy running-config 
startup-config

>&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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'¨  48 'v       0Ç�•�b��/œ
Switch Subsystem Memory ...
 1: .  2: .  3: .  4: .  5: .  6: .  7: .  8: .  9: . 10: . 11: . 12: . 
13: . 14: . 15: . 16: . 17: . 18: . 19: . 20: . 21: . 22: . 23: . 24: . 
25: . 26: . 27: . 28: . 29: . 30: . 31: . 32: . 33: . 34: . 35: . 36: . 
37: . 38: . 39: . 40: . 41: . 42: . 43: . 44: . 45: . 46: . 47: . 48: . 
49: . 50: . 51: . 

Netflow Services Feature ...
se: . cf: . 52: . 53: . 54: . 55: . 56: . 57: . 58: . 59: . 60: . 61: . 
62: . 63: . 64: . 65: . 
          

Module 2 Passed

Remote TenGigabitPort status: Untested

  ___________________________________________________________________________

    2) packet-memory-bootup --------------------> U

          Error code --------------------------> 0 (DIAG_SUCCESS)
          Total run count ---------------------> 0
          Last test execution time ------------> n/a
          First test failure time -------------> n/a
          Last test failure time --------------> n/a
          Last test pass time -----------------> n/a
          Total failure count -----------------> 0
          Consecutive failure count -----------> 0
packet buffers on free list: 64557 bad: 0 used for ongoing tests: 979

Exhaustive packet memory tests did not run at bootup.
Bootup test results:5
No  errors.

  ___________________________________________________________________________

    3) packet-memory-ongoing -------------------> U

          Error code --------------------------> 0 (DIAG_SUCCESS)
          Total run count ---------------------> 0
          Last test execution time ------------> n/a
          First test failure time -------------> n/a
          Last test failure time --------------> n/a
          Last test pass time -----------------> n/a
          Total failure count -----------------> 0
          Consecutive failure count -----------> 0
packet buffers on free list: 64557 bad: 0 used for ongoing tests: 979

Packet memory errors: 0 0
Current alert level: green
Per 5 seconds in the last minute: 
    0 0 0 0 0 0 0 0 0 0 
    0 0 
Per minute in the last hour: 
    0 0 0 0 0 0 0 0 0 0 
    0 0 0 0 0 0 0 0 0 0 
    0 0 0 0 0 0 0 0 0 0 
    0 0 0 0 0 0 0 0 0 0 
    0 0 0 0 0 0 0 0 0 0 
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'¨  48 'v       0Ç�•�b��/œ
    0 0 0 0 0 0 0 0 0 0 
Per hour in the last day: 
    0 0 0 0 0 0 0 0 0 0 
    0 0 0 0 0 0 0 0 0 0 
    0 0 0 0 
Per day in the last 30 days: 
    0 0 0 0 0 0 0 0 0 0 
    0 0 0 0 0 0 0 0 0 0 
    0 0 0 0 0 0 0 0 0 0 
Direct memory test failures per minute in the last hour: 
    0 0 0 0 0 0 0 0 0 0 
    0 0 0 0 0 0 0 0 0 0 
    0 0 0 0 0 0 0 0 0 0 
    0 0 0 0 0 0 0 0 0 0 
    0 0 0 0 0 0 0 0 0 0 
    0 0 0 0 0 0 0 0 0 0 
Potential false positives: 0 0
  Ignored because of rx errors: 0 0
  Ignored because of cdm fifo overrun: 0 0
  Ignored because of oir: 0 0
  Ignored because isl frames received: 0 0
  Ignored during boot: 0 0
  Ignored after writing hw stats: 0 0
  Ignored on high gigaport: 0
Ongoing diag action mode: Normal
Last 1000 Memory Test Failures:
Last 1000 Packet Memory errors:
First 1000 Packet Memory errors:

  ___________________________________________________________________________

Switch#

>&�@>' �Ï�î�º�b�q�±�X�@�¸�«�º�I�€�S�G�\�†&�1��M�•�_�c�
7Á ;�ž
°�ì�_�g�‰�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@
�Ñ�~�M�•�G�\�†&�1��K�r�M��

7€���b�N�I�>�|�g�º�Û�È�Ý�©�×�î�¸�•�å�¢

�M�m�Z�b POST �¸�«�º�b7€���c�
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�V�b�Á�î�»�˜�™�”�_6õ�M�•�e8Ÿ�†&g�K�r�M��
IOS �@7H���I�€�S�µ+��†�Q#Ý�K�Z�«�î�Ã�î�Â�–�¨  �š�å�ª�å�†2s�·�M�•�G�\�[�
�Ø�î�¨�c0Ç�•�¸�«�º�b
)��Ý�†0Û�o�>�|�g/²&g�[�A�r�M��

�Á�î�»�˜�™�”7€���@)E)F�K�Z�8�•�?�]�:�?�†0Û�o�M�•�_�c�
�«�î�Ã�î�Â�–�¨  �š�å�ª�å�b7Á ;�†�œ�Ç / �œ
�å�K�
 POST �¸�«�º�_�`�~�r�M��

�r�S�
�©�Õ�î�©�[�«�î�Ã�î�Â�–�¨  �š�å�ª�å�†�v�~�¥�K�

Ì�Ø��
°�K�Z�v�
/æ%T�@�G�K�8�G�\�†&�1��[
�A�r�M��0ò(ý�c�
�©�«�¥�b�•�«�±�Ð�î  �§�Ï�î�º  �³�î�Ò�_�H4�)!�C�T�I�8��

>&�@>' 
Õ6×�©�Õ�î�©�[�c�
�M�[�_��
°�I�€�Z�8�•�«�î�Ã�î�Â�–�¨  �š�å�ª�å�[�b�j�4  POST �@�§�Ï�î�º�I�€�r
�M���S�T�K�
�q�6�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�†�ß�î�»�p�_�9�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�†��
°�M�•�\�

�q�6�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�c  faulty IOS �«�¸�î�º�[�È�î�º�K�r�M>& POST �@�t�U�)�}�€�
�M4Š�b  
POST �¸�«�º�@�Â�–�Ã�«�I�€�r�M>' ���G�€�c�
0
�X�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�†� �ì2s�·�K�S���œ�T�E
�_$Î#Õ�K�r�M��
›�_/æ%T�K�S�«�î�Ã�î�Â�–�¨  �š�å�ª�å�@  POST �†��/œ�K�Z�8�•6ë�c�
'5�b�«�î�Ã�î�Â
�–�¨  �š�å�ª�å  �«�ß�µ�º�_3ã�•�b�«�î�Ã�î�Â�–�¨  �š�å�ª�å�†/æ%T�K�^�8�[�C�T�I�8��7Á ;�ž
°�ì+¬�k0Ç
�•�¸�«�º  �©�î�£�å�«�@)
�¢�M�•�\�
 �� Exiting to ios...���Ó�µ�­�î�ª�@/²&g�I�€�r�M��
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C H A P T E R 49

WCCP �Â�î�ª�Ù�å  2 �§�î�Å�«�b0¿��

>&�@>' WCCP v2 �c  Supervisor Engine 6-E �[�§�Ï�î�º �I�€�Z�8�r�O�‡ ��

�G�b'v�[�c�
 Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�†0¿���K�
 Web Cache Communication Protocol
>&WCCP>'�Â�î�ª�Ù�å  2 �†�Q#Ý�K�Z�¥�å�¸�å�º  �š�å�ª�å>& Web �Ÿ�Õ�µ�©�×>'�_�º�Û�Ç�•�µ�¡�†�Ü�²�–�Þ
�¡�º�M�•�‰�2�†1��Â�K�r�M��

>&�@>' �G�b'v�b  WCCP �c  WCCP �Â�î�ª�Ù�å  2 �†/²�K�r�M�� WCCP �Â�î�ª�Ù�å  1 �c�§�Ï�î�º �I�€�r�O�‡ ��

�G�b'v�b
Æ���c�
���b�\�>�~�[�M��

• �� WCCP �b�+0[�� >&P.49-1>'

• �� WCCP �_6õ�M�•�D(Ù�¦8o�� >&P.49-5>'

• �� WCCP �b0¿���� >&P.49-6>'

• �� WCCP 0¿���b&�1��>�|�g�Ô�½�±�Ü�å�¢�� >&P.49-8>'

• �� WCCP �b0¿���[�� >&P.49-9>'

>&�@>' �G�b'v�b�8���c�
�¥�å�¸�å�º  �š�å�ª�å�@�¿�µ�º�á�î�¡�_0¿���I�€�Z�8�•�G�\�†�S�f�_�K�Z�8�r�M��
Cisco �¥�å�¸�å�¶  �š�å�ª�å�>�|�g  WCCP �_6õ4��Ü�E�}�€�S�Á�î�»�˜�™�”�\�¿�µ�º�á�î�¡�b0£#ì�_6õ�M
�•�_���_�X�8�Z�c�
���b���d�_�6�•  Cisco.com �?�}
°�m�•+��^0����Ð�½�×�”�Ý�b�Ü�å�¡�†�g!·�K�Z�C
�T�I�8��

http://www.cisco.com/en/US/docs/ios/12_2/configfun/configuration/guide/fcf018_ps1835_TSD_Produ
cts_Configuration_Guide_Chapter.html 

�>�|�g

http://www.cisco.com/en/US/tech/tk122/tk717/tsd_technology_support_protocol_home.html

WCCP �b�+0[
�G�G�[�c  WCCP �_�X�8�Z1��Â�K�r�M��

• �� WCCP �b�+0[�� >&P.49-2>'

• ���Á�î�»�˜�™�”�b�•3ÿ�� >&P.49-2>'
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WCCP �b�+0[
• �� WCCP �S�B�b�+0[�� >&P.49-3>'

• �� WCCP �b�µ+��� >&P.49-4>'

WCCP �b�+0[

WCCP �c�©�«�¥�@6ä$Î�K�S�¥�å�¸�å�¶  �Ý�î�¸�•�å�¢�•/¡�[�
�¿�µ�º�á�î�¡  �–�å�Ç�Û�«�º�Û�¡�³�Õ�_�¥
�å�¸�å�º  �š�å�ª�å�†)+�œ�M�•�G�\�@�[�A�r�M��

Cisco IOS WCCP �µ+��†�Q#Ý�M�•�\�
 Cisco Content Engine>&�r�S�c  WCCP �†��/œ�M�•�Ú�b�¥�å�¸�å
�º  �š�å�ª�å>'�†�Q#Ý�K�Z�¿�µ�º�á�î�¡�b  Web �º�Û�Ç�•�µ�¡  �Ã�±�î�å�†�ß�î�•�Û�–�¬�K�
�¥�å�¸�å�¶0[
�Ó�†�ß�î�•�Ý�[��#.�[�A�r�M���º�Û�Ç�•�µ�¡�b�ß�î�•�Û�–�¬�_�|�W�Z��3æ�¥�«�º�†�,�A�W�F�
�²�˜�å
�ß�î�»�ì6ë�†%·)°�[�A�r�M��

WCCP �_�|�W�Z�
 Cisco IOS �Ý�î�¸�•�å�¢  �É�Û�µ�º�Ç�›�î�Ò�c�¥�å�¸�å�¶0[�Ó�†�º�Û�å�«�Ì�”�Þ�å�º
�_�Ü�²�–�Þ�¡�º�[�A�r�M�� HTTP 0[�Ó�b3ñ4#$×�^�Ü�²�–�Þ�¡�º�b�z�^�<!l�c�
�Ø�î�¨�@+¬�(�b�È�Û�˜�¨
�†  Web �É�ß�Ÿ�©�†�Q#Ý�M�•�|�:�_0¿���K�^�8�[�M�t�G�\�[�M���Ø�î�¨�c�±�î�¤�µ�º  URL �†�Q#Ý�K�Z�¥
�å�¸�å�¶�†0[�Ó�[�A�r�M���r�S�
�Ø�î�¨�b0[�Ó�c�¥�å�¸�å�¶  �š�å�ª�å�_+¬�·$×�_�Ü�²�–�Þ�¡�º�I�€�r
�M���G�b���œ�b��3ñ4#$×���\�c�
0[�Ó�K�S�Ç�“�–�Ý>& Web �Ì�î�ª�^�]>'�@�¥�å�¸�å�¶  �š�å�ª�å�?�}3æ
�™�I�€�S�v�b�[�6�~�
�æ���K�S�§�î�Â�?�}3æ�™�I�€�S�v�b�[�c�^�8�G�\�@�š�å�»  �Ø�î�¨�_�c�ƒ�?�}�^
�8�\�8�:�–�á�[�M��

0[�Ó�†�w�™�K�S�¥�å�¸�å�º  �š�å�ª�å�c�
+¬�(�b�ß�î�•�Ý  �¥�å�¸�å�¶�†�Q#Ý�K�Z0[�Ó�_�Â�L�|�:�\�K�r
�M��0[�Ó�K�S�_���@�Ñ�~�K�^�8���œ�
�¥�å�¸�å�¶  �š�å�ª�å�?�}"‚+¬�b0[�Ó�@
–�b�±�î�¤�µ�º  �§�î�Â�_
$Î/œ�I�€�
�²0[�^�_���@�v�“�I�€�r�M���¥�å�¸�å�¶  �š�å�ª�å�c�
0[�Ó�I�€�S�_���†�v�“�M�•�\�
0[�Ó
�¡�Û�–�”�å�º�_3?3æ�K�
�è7F�b0[�Ó�_�P�Â�M�•�S�u�_�Ÿ�Õ�µ�©�×�K�r�M���Q�b�S�u�
�²�˜�å�ß�î�»�b�Ã
�Ç�›�î�Ð�å�«�@�±�A�C�¥�V�K�
3æ�™�¥�«�º�@�±�œ�_�P�ö�I�€�r�M��

WCCP �_�|�~�
�M4��b�¥�å�¸�å�º  �š�å�ª�å>& �¥�å�¸�å�º  �š�å�ª�å  �¡�Û�«�± �\�ç�j>'�@  1 �X�r�S�c0
�X
�b�Ý�î�±�_�¥�å�¸�å�¶�†�f�j�[�A�r�M���¿�µ�º�á�î�¡'ö#.*…�c�
�G�b�|�:�^�¡�Û�«�±��#.�µ+��†3û�L�Z
�Q#Ý�M�•�¥�å�¸�å�º  �š�å�ª�å�†(F�"�_�Ñ�G�K�Z�
�º�Û�Ç�•�µ�¡2�,´�@5��8���œ�[�v��#.�M�•�G�\�@�[
�A�r�M���©�«�¥�b�¡�Û�«�±��#.�•/¡�_�|�~�
�Q�€�R�€�b�¥�å�¸�å�¶  �Ó�å�Â�b� �ì�·�8�@�•+��_�^�~�

%$)z$×�^�«�£�î�Û�Å�Ü�¸�•�@��#'�K�r�M���¡�Û�«�±��#.�¥�å�¸�å�¶  �š�å�ª�å�_�|�W�Z�
�Ÿ�Õ�µ�©�×  �¯
�Ü�×�î�©�Ù�å�b�«�£�î�Û�Å�Ü�¸�•�

Õ6×�ö�
�>�|�g�•#Ý�ö�@�±�œ�_�5�•�I�€�r�M���q�±  32 �¶�b�¥�å�¸
�å�¶  �š�å�ª�å�†�¡�Û�«�±��#.�K�
% $×�b��5��r�[�Ñ�G�[�A�r�M��

�Á�î�»�˜�™�”�b�•3ÿ

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�_  Cisco Content Engine �@%$�K�K)F�I�€�Z�8�•�\�Á�î�»�˜�™�”�@�•3ÿ
�I�€�r�M���G�€�c�
�¯�Ç�º�˜�™�”�b�Þ�–�Ö  3 �Ü�²�–�Þ�¡�©�Ù�å�|�~�v� "á$×�[�M��

%$�K�K)F�I�€�S�¥�å�¸�å�º  �š�å�ª�å�†0¿���K�Z�
 WCCP �Þ�–�Ö  2 �Ü�²�–�Þ�¡�©�Ù�å�µ+��†�Ð�«�¡�m�~
�\�Z�¸�î�È�Ý�_�ö�Y�8�S�ß�î�»  �Â�Û�å�©�å�¢�\�\�v�_�Q#Ý�M�•�|�:�_�¿�¦�©�š�î�©�Ù�å�[�A�•�|�:�_
�M�•�²0[�@�6�~�r�M�� The show ip wccp web-cache detail �¥�Ð�å�»�†��/œ�M�•�\�
�Q�€�R�€�b�Ÿ�Õ�µ
�©�×�[�Q#Ý�I�€�•�Ü�²�–�Þ�¡�©�Ù�å�‰�2�@/²&g�I�€�r�M��

>&�@>' WCCP �Þ�–�Ö  2 �Ü�²�–�Þ�¡�©�Ù�å�µ+��†�Ð�«�¡�m�~�\�Z�¸�î�È�Ý�\�\�v�_�Q#Ý�M�•�|�:�_0¿���[�A�•
�b�c�
 Cisco Content Engine �¯�Ç�º�˜�™�”  �Ü�Ü�î�«  2.2 �è�V�b�Ü�Ü�î�«�[�M��
49-2
�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» — �Ü�Ü�î�«  12.2(40)SG

OL-14303-01-J



'¨  49 'v       WCCP �Â�î�ª�Ù�å  2 �§�î�Å�«�b0¿��
WCCP �b�+0[
WCCP �S�B�b�+0[

>&�@>' WCCPv1 �c�§�Ï�î�º�I�€�r�O�‡��

1 �X�b�Ÿ�Õ�µ�©�×  �¡�Û�«�±�_�§�î�Å�«�†�f�j�M�•�S�u�_0
�X�b�Ý�î�±�[  WCCP �†�Q#Ý�[�A�r�M��
�W 49-1 �_�
0
�X�b�Ý�î�±�†�Q#Ý�K�S�S�B�[�†&g�K�r�M��

�W 49-1 WCCP �†�Q#Ý�K�S Cisco Content Engine �¿�µ�º�á�î�¡�S�B

�¡�Û�«�±�
�>�|�g� �L�§�î�Å�«�†��/œ�K�Z�8�•�¡�Û�«�±�_�K)F�M�•�Ý�î�±
Æ�b�¥�å�¸�å�¶  �š�å�ª�å�b
�§�È�­�µ�º�c�
 �§�î�Å�«  �¢�Ý�î�É �\�ç�d�€�r�M���<#Ý�•+��^�§�î�Å�«�_�c�
 TCP �>�|�g�Ø�î�¨  �¹�î�±
�¢�Û�Ò  �É�ß�º�¥�Ý>& UDP>'�Ü�²�–�Þ�¡�©�Ù�å�@�6�~�r�M��

WCCP �[�c�
�Q�€�R�€�b�¥�å�¸�å�º  �š�å�ª�å�c�
�§�î�Å�«  �¢�Ý�î�É
Æ�b�M�m�Z�b�Ý�î�±�†1�1‘�M�•�²
0[�@�6�~�r�M���§�î�Å�«  �¢�Ý�î�É
Æ�b�M�m�Z�b�Ý�î�±�b�”�»�Þ�«�†�æ���M�•�_�c�
���b�8�N�€�?�b�‰
�2�†4E�¥�M�•�²0[�@�6�~�r�M��

• �Ø�½�Ÿ�Õ�«�º>8�¢�Ý�î�É
Æ�b�›�Ý�î�±�b�Ý�î�±  �”�»�Þ�«  �Ü�«�º�†�
�›�¥�å�¸�å�¶  �š�å�ª�å�[0¿��
�K�r�M���G�b���œ�
�¢�Ý�î�É
Æ�b�›�Ý�î�±�b�”�»�Þ�«�c�
0¿���ì�_�›�¥�å�¸�å�¶  �š�å�ª�å�_�X�8
�Z�Â&g$×�_�æ���M�•�²0[�@�6�~�r�M��

• �Ð�Ý�³�Ÿ�Õ�«�º>8�"�M�b�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�†�›�¥�å�¸�å�¶  �š�å�ª�å�[0¿���K�r�M���Ð�Ý�³
�Ÿ�Õ�«�º  �”�»�Þ�«�‰�'�b���œ�
�¥�å�¸�å�¶  �š�å�ª�å�c�
�§�î�Å�«  �¢�Ý�î�É�b�M�m�Z�b�Ý�î�±�_�f
�j�M�•�©�å�¢�Ý  �”�»�Þ�«3û%±�†3æ�™�K�r�M���S�\�<�d�
�¥�å�¸�å�¶  �š�å�ª�å�c�
�Ã�£�µ�º�†�–�_
�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«  224.0.0.100 �_3æ�™�M�•�|�:�_&g�M�G�\�@�[�A�r�M���Q�€�_�|�W�Z�
�Ð�Ý
�³�Ÿ�Õ�«�º  �Ã�£�µ�º�c�
 WCCP �†�Q#Ý�K�Z�Ü�µ�«�å�K�Z�8�•�¢�Ý�î�É#Ý�_0¿���I�€�S�§�î�Å�«  �¢
�Ý�î�É
Æ�b�M�m�Z�b�Ý�î�±�_3æ�™�I�€�r�M>&0ò(ý�_�X�8�Z�c�
 ip wccp group-listen �–�å�±�î�Ç�™
�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�g!·�K�Z�C�T�I�8>' ��

23
81

0

100BASE-T

100BASE-T

100BASE-T

100BASE-T

100BASE-T

100BASE-T

�"�\�����f�;

�"�\�����f�;

�"�\�����f�;

�"�\�����f�;

�"�\�����f�;

�"�\�����f�;

�(�o�F�,  �#�^�o�J

� �V�6�*�X  1

� �V�6�*�X  2

� �V�6�*�X  3

���f�2�o�@�6�;
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WCCP �b�+0[
�Ð�Ý�³�Ÿ�Õ�«�º  �œ�É�©�Ù�å�b���œ�_�²0[�^�ï�8�c�
�›�¥�å�¸�å�¶  �š�å�ª�å�[�"�M�b�”�»�Þ�«�†�æ���M
�•�G�\�T�E�^�b�[�
0¿���@���Æ�[�M���r�S�G�b�‰�2�[�c�
�¥�å�¸�å�º  �š�å�ª�å�_�–�G$��^�•�”�»�Þ�«
�b�Ü�«�º�†
Ì0¿���O�N�_�
�§�î�Å�«  �¢�Ý�î�É�_�²�–�¼�Ñ�µ�¡�_�Ý�î�±�†3ã�•�K�S�~�P7V�K�S�~�M�•�G
�\�@�[�A�r�M��

���b�|�:�^�v�€�[�
 WCCP 0¿���c�µ+��K�r�M��

1. �›�¥�å�¸�å�¶  �š�å�ª�å�c�
�Ý�î�±  �Ü�«�º�†�Q#Ý�K�Z0¿���K�r�M��

2. �›�¥�å�¸�å�¶  �š�å�ª�å�c�É�Þ�®�å�«�\�
3û�™�b&�'g�_�Q#Ý�I�€�S�M�m�Z�b�Ý�î�±  �Ü�«�º�†�”�¼�˜
�å�«�K�r�M���Ý�î�±�c�
�¢�Ý�î�É
Æ�b�¥�å�¸�å�¶  �š�å�ª�å�b�Å�×�î>&�Ü�«�º>'�[�Â'Å�K�r�M��

3. �¡�Û�«�±�b�M�m�Z�b�¥�å�¸�å�º  �š�å�ª�å�b�Å�×�î�@� �L�[�6�€�d�
 1 �X�b�¥�å�¸�å�º  �š�å�ª�å�@

›8Œ�\�K�Z�æ���I�€�
�Ã�£�µ�º�b�Ü�²�–�Þ�¡�©�Ù�å�ì�_�Ý�î�±�[4:#Ý�M�•�²0[�@�6�•�Ï�Ü�©�î�†0¿
���K�r�M��

���b8o�[�c�
�Ý�î�±�_  WCCP �†0¿���K�Z�§�î�Å�«  �¢�Ý�î�É�_�g�•�I�O�•�‰�2�†1��Â�K�r�M��

WCCP �b�µ+�

�G�G�[�c�
 WCCP �b���b�µ+��_�X�8�Z1��Â�K�r�M��

• HTTP �>�|�g8�  HTTP �§�î�Å�«�b�§�Ï�î�º

• 0
�X�Ý�î�±�b�§�Ï�î�º

• MD5 �­�Ÿ�×�Ü�¸�•

• Web �¥�å�¸�å�¶  �Ã�£�µ�º�b3É3æ

HTTP �>�|�g8�  HTTP �§�î�Å�«�b�§�Ï�î�º

WCCP �c  HTTP �º�Û�Ç�•�µ�¡>& TCP �Ï�î�º  80 �b�º�Û�Ç�•�µ�¡>'�>�|�g8�  HTTP �º�Û�Ç�•�µ�¡>& TCP 
�>�|�g  UDP>'�b�Ü�²�–�Þ�¡�©�Ù�å�†�•+��_�K�r�M�� WCCP �c�Ú�b�Ï�î�º�¥�E�Ã�£�µ�º�b�Ü�²�–�Þ�¡
�©�Ù�å�v�§�Ï�î�º�K�r�M���G�€�_�c�
�É�ß�Ÿ�©  Web �Ÿ�Õ�µ�©�×��#.�
�Ç�“�–�Ý3?3æ�É�ß�º�¥�Ý>& FTP>'
�Ÿ�Õ�µ�©�å�¢�
 FTP �É�ß�Ÿ�©��#.�
�Ï�î�º�b  Web �Ÿ�Õ�µ�©�å�¢>&�Ï�î�º  80 �†7V�C>'�
�>�|�g  Real 
Audio�
 Video�
�¸�Þ�Ç�›�½�î  �”�É�Ü�£�î�©�Ù�å#Ý�b�Ã�£�µ�º�@�µ�r�€�r�M��

�I�r�J�r�^�±�–�É�b�§�î�Å�«�@�<#Ý�[�A�•�|�:�_�M�•�S�u�_�
 WCCP �_�c0
�X�b �§�î�Å�«  �¢�Ý�î�É �\
�8�:*ƒ�<�‰�@�_
°�I�€�Z�8�r�M���²�–�¼�Ñ�µ�¡  �§�î�Å�«  ID $��•>&�� 98���^�]>'�r�S�c��*O�í�s�§�î�Å
�«  �Ÿ�î�á�î�»>& �� web-cache���^�]>'�†�Q#Ý�K�Z�
 WCCP �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[�§�î�Å�«
�_���†�æ���K�r�M���G�b�_���c�
�§�î�Å�«  �¢�Ý�î�É  �Ó�å�Â�î�@� �L�§�î�Å�«�†�Q#Ý�r�S�c�f�j�K�Z�8
�•�G�\�†&�1��M�•�S�u�_�Q#Ý�I�€�r�M��

>&�@>' Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
�q�±  8 �X�b�§�î�Å�«  �¢�Ý�î�É�†�§�Ï�î�º�K�r�M��

ACNS �Â�î�ª�Ù�å  5.2 �¯�Ç�º�˜�™�”�[�§�Ï�î�º�I�€�Z�8�•  WCCP �Â�î�ª�Ù�å  2 �§�î�Å�«�_�X�8�Z�c�
 ��  
Release Notes for Cisco ACNS Software, Release 5.2.3���†�g!·�K�Z�C�T�I�8��

�§�î�Å�«  �¢�Ý�î�É�b�¥�å�¸�å�º  �š�å�ª�å�c�
�É�ß�º�¥�Ý>& TCP �r�S�c  UDP>'�>�|�g�Ï�î�º>&3æ�™
–
�r�S�c��
›>'�_�|�W�Z�Ü�²�–�Þ�¡�º�I�€�•�º�Û�Ç�•�µ�¡�†�æ���K�r�M���Q�€�R�€�b�§�î�Å�«  �¢�Ý�î�É
�_�c�É�Û�–�œ�Ü�¸�•  �Þ�Ë�Ý�@�m�~�\�Z�}�€�Z�8�r�M���Ã�£�µ�º�c�
�§�î�Å�«  �¢�Ý�î�É�_�P�K�Z�É�Û�–
�œ�Ü�¸�•8p�_!·�œ�I�€�
�º�Û�Ç�•�µ�¡"I�ö�_�M+´�M�•�q9×�b�É�Û�–�œ�Ü�¸�•�b�§�î�Å�«  �¢�Ý�î�É�_
�|�W�Z�Ü�²�–�Þ�¡�º�I�€�r�M��
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WCCP �_6õ�M�•�D(Ù�¦8o
0
�X�Ý�î�±�b�§�Ï�î�º

WCCP �[�c�
0
�X�b�Ý�î�±�†�Ÿ�Õ�µ�©�×  �š�å�ª�å�b�¡�Û�«�±�_3ã�•�[�A�r�M���§�î�Å�«  �¢�Ý�î�É�[0

�X�b�Ý�î�±�†�Q#Ý�M�•�\�

Õ6×�ì�
�–�å�±�î�Ç�™�–�«7Ÿ(Ù�
�>�|�g�Ü�²�–�Þ�¡�©�Ù�å2�,´�b�(�S�@�•+�
�_�^�~�r�M��

MD5 �­�Ÿ�×�Ü�¸�•

WCCP �_�c�õ�–�b1�0É�µ+��@�6�~�
�Ã�«�á�î�»�>�|�g  HMAC MD5 �† =�†�Q#Ý�K�Z�
�]�b�Ý�î�±�>�|
�g�¥�å�¸�å�º  �š�å�ª�å�@�§�î�Å�«  �¢�Ý�î�É�b�M4Š�_�^�•�?�†�D�š�[�A�r�M��
¹�w&Î�&�Ÿ�î  MD5 �á�å
�±�–�Ò1�0É>&ip wccp [password [0-7] password] �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý
�K�Z0¿��>'�[�c�
�Ó�µ�­�î�ª�†�æ/œ�w�™�
�è���
�>�|�g�Ü�É�Þ�–�?�}�–1¤�K�r�M��

Web �¥�å�¸�å�¶  �Ã�£�µ�º�b3É3æ

�š�Û�î�x4#2�,´�b�S�u�_�
�¥�å�¸�å�º  �š�å�ª�å�@�Ÿ�Õ�µ�©�×�K�S0[�Ó�œ�È�ª�™�¡�º�†�f�j�[�A�^�8��
�œ�
�¥�å�¸�å�º  �š�å�ª�å�c�•�¶�b��
›�[�6�•�§�î�Â�_3?3æ�M�•�|�:�_0[�Ó�†�Ý�î�±�_3É�K�r�M��
WCCP �c�
�]�b0[�Ó�@�§�î�Å�«�†��/œ�I�€�N�_�¥�å�¸�å�º  �š�å�ª�å�?�}3É�I�€�S�?�†&�1��K�r�M��
�Ý�î�±�c�
�G�b�_���†�Q#Ý�K�Z�
0[�Ó�†�•�¶�b��
›�§�î�Â�_3?3æ�K�r�M>&�¥�å�¸�å�¶  �¡�Û�«�±�_0[�Ó
�†
Ì3æ�™�K�r�O�‡>' ���G�€�_�|�~�
�š�Û�î��#.�c�¡�Û�–�”�å�º�_�P�K�Z�º�Û�å�«�Ì�”�Þ�å�º�_�^�~�r�M��

�¥�å�¸�å�¶  �š�å�ª�å�@�Ã�£�µ�º�†�Ä�°�K�
�Ã�£�µ�º3É3æ�µ+��†6ä���M�•���œ�
�M+á$×�_���b�|�:�^#.
#ä�@�6�~�r�M��

• �¥�å�¸�å�º  �š�å�ª�å�@4#2�,´�[�Ã�£�µ�º�†��#.�M�•�5/ñ�@�^�8

• �¥�å�¸�å�º  �š�å�ª�å�_�M���b�Ç�•�Ý�±�Ü�å�¢�@�6�~�
�Ã�£�µ�º�b�Ÿ�Õ�µ�©�å�¢�c3ë� �Ý�[�6�•
>&IP 1�0É�@�œ�å�b���œ�^�]>'

WCCP �_6õ�M�•�D(Ù�¦8o
WCCP �_�c���b�|�:�^�D(Ù�¦8o�@�6�~�r�M��

• WCCP �@�·�8�M�•�b�c  IP �¿�µ�º�á�î�¡�T�E�[�M��

• �Ý�î�±�†�Ð�Ý�³�Ÿ�Õ�«�º  �¡�Û�«�±�_�P�Â�I�O�•�_�c�
 Time To Live>&TTL>'�Í�†  15 �è�W�_0¿���M
�•�²0[�@�6�~�r�M��

• �o�\�‡�]�b���œ�
�Ó�µ�­�î�ª�c  IP �Ð�Ý�³�Ÿ�Õ�«�º�b�S�u�
�Ó�å�Â�c6õ�€�b�^�8�Ó�µ�­�î�ª�x5�0

�Ó�µ�­�î�ª�†�w�™�M�•�G�\�@�6�~�r�M��4:�)�^�Ç�•�Ý�±�Ü�å�¢�†��/œ�M�•�²0[�@�6�~�r�M��

• 1 �X�b�§�î�Å�«  �¢�Ý�î�É�c�q�±  32 �b�¥�å�¸�å�º  �š�å�ª�å�\  32 �b�Ý�î�±�[�S�B�[�A�r�M��

• �¡�Û�«�±�b�M�m�Z�b�¥�å�¸�å�¶  �š�å�ª�å�c�
�¡�Û�«�±�_�§�î�Å�«�†�f�j�M�•�M�m�Z�b�Ý�î�±�\3û
�™�[�A�•�|�:�_0¿���M�•�²0[�@�6�~�r�M��

• �q�±  8 �X�b�§�î�Å�«  �¢�Ý�î�É�@�¡�Û�–�”�å�º�b� �M�–�å�±�î�Ç�™�–�«�V�[� �ì�_�§�Ï�î�º�I�€�r
�M��

• L2 
Ì�i�A3¸�s3?3æ�‰�'�c�§�Ï�î�º�I�€�Z�8�r�M�@�
 GRE �•�É�­�Ý�ì�c�§�Ï�î�º�I�€�Z�8�r�O�‡��

• �¥�å�¸�å�º  �š�å�ª�å�_�c  L3 �[%$�K�K)F�M�•�²0[�@�6�~�r�M�� 1 �X�r�S�c0
�X�b�Í�µ�É�†)��S  L3 
�K)F�c�§�Ï�î�º�I�€�r�O�‡��

• �Þ�–�Ö  2 �Ü�²�–�Þ�¡�©�Ù�å�[�c�
�¥�å�¸�å�º  �š�å�ª�å�>�|�g�¡�Û�–�”�å�º  �–�å�±�î�Ç�™�–�«�c
�Ý�î�±�_%$�K�K)F�K�
$��^�•  IP �§�È�¿�µ�º�á�î�¡�_�Ñ�~�M�•�G�\�@�²0[�[�M��
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WCCP �b0¿��
• TCAM �\0v�ô�ö�b9×�8�Ð�«�¡�Ë�î�«�m�~�\�Z�c�§�Ï�î�º�I�€�Z�8�r�M�@�
�Á�µ�©�×  �Â�£�µ�º�Ë�î
�«�‰�'�c�§�Ï�î�º�I�€�r�O�‡��

• �¡�Û�–�”�å�º  �–�å�±�î�Ç�™�–�«�[�b  WCCP �b�Ü�²�–�Þ�¡�º  ACL �c�§�Ï�î�º�I�€�r�O�‡��

• �–�å�±�î�Ç�™�–�«�[�b%T�™�º�Û�Ç�•�µ�¡�b�Ü�²�–�Þ�¡�©�Ù�å�c�§�Ï�î�º�I�€�r�M�@�
$Î�™�º�Û
�Ç�•�µ�¡�b�Ü�²�–�Þ�¡�©�Ù�å�c�§�Ï�î�º�I�€�r�O�‡��

• TCAM �b'5�A�@�^�C�^�•�\�
�º�Û�Ç�•�µ�¡�c�Ü�²�–�Þ�¡�º�I�€�N�
3û�–�]�>�~�_3?3æ�I�€�r�M��

• WCCP �Â�î�ª�Ù�å  2 0d�A�[�c�
�q�±  256 �¶�b�Ð�«�¡�†�§�Ï�î�º�K�r�M���S�T�K�
 Catalyst 4500 �©
�Ü�î�¬  �«�–�µ�³�c�
�"�M�b�Ð�«�¡�l�b�Ð�«�¡�m�~�\�Z�¸�î�È�Ý�T�E�†�§�Ï�î�º�K�r�M��

WCCP �b0¿��
���b0¿���8���[�c�
�¿�µ�º�á�î�¡�[�Q#Ý�M�•�¥�å�¸�å�¶  �š�å�ª�å�b�–�å�«�º�î�Ý�\0¿���@�ö�¢�K�Z�8
�•�G�\�†�S�f�\�K�Z�8�r�M���¡�Û�«�±�_�¥�å�¸�å�º  �š�å�ª�å�†0¿���K�Z�?�}�
�Ý�î�±�[  WCCP �µ+��†
0¿���M�•�²0[�@�6�~�r�M���¥�å�¸�å�º  �š�å�ª�å�b�S�B�>�|�g�­�µ�º�”�µ�É�_�X�8�Z�c�
 �� Cisco Content 
Engine User Guide���†�g!·�K�Z�C�T�I�8��

�Ÿ�Õ�µ�©�×  �š�å�ª�å�_�K)F�I�€�Z�8�•�Ý�î�±  �–�å�±�î�Ç�™�–�«�_  IP �†0¿���M�•�²0[�@�6�~�r�M���Ý�î
�±�b0¿���[�c�
�G�b'v�[1��Â�K�r�M���¥�Ð�å�»�S�e�b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS Configuration 
Fundamentals Command Reference>*Cisco IOS Release 12.3���†�g!·�K�Z�C�T�I�8��

���b8o�[�c�
 WCCP �b0¿���‰�2�_�X�8�Z1��Â�K�r�M��

• �� WCCP �†�Q#Ý�K�S�§�î�Å�«  �¢�Ý�î�É�b0¿���� >&P.49-6>'>&�²8r>'

• �� WCCP �§�î�Å�«  �¢�Ý�î�É�b�”�¡�­�«  �Ü�«�º�b�Q#Ý�� >&P.49-8>'>&�õ�–>'

• ���Ý�î�±�>�|�g�Ÿ�Õ�µ�©�×  �š�å�ª�å�b�Ã�«�á�î�»�b0¿���� >&P.49-8>'>&�õ�–>'

WCCP �†�Q#Ý�K�S�§�î�Å�«  �¢�Ý�î�É�b0¿��

WCCP �c�
�º�Û�Ç�•�µ�¡�b�æ/œ�w�™�>�|�g�Ü�²�–�Þ�¡�º�†/œ�:�S�u�_�_
°�I�€�S1=#.�Ü�²�–�Þ�¡�©�Ù
�å  �§�î�Å�«�_�ö�Y�8�Z�§�î�Å�«  �¢�Ý�î�É�†�Q#Ý�K�r�M���† =�§�î�Å�«�c�¥�å�¸�å�º  �š�å�ª�å�[�
 TCP 
�Ï�î�º  80>&HTTP>'�º�Û�Ç�•�µ�¡�†�æ/œ�w�™�K�Z�¥�å�¸�å�º  �š�å�ª�å�_�Ü�²�–�Þ�¡�º�K�r�M���G�b
�§�î�Å�«�c�
 Web �Ÿ�Õ�µ�©�×  �§�î�Å�«�b"I�©�c�Ý�î�±�\�¥�å�¸�å�¶  �š�å�ª�å�b�g�‰�?�}1�1‘�I�€�Z�8
�•�S�u�
 �¤%±�b�§�î�Å�« �\�ç�d�€�r�M���§�î�Å�«  ID �è�¥�b  well-known �§�î�Å�«�b0°3Ù�c�Y0[�[�M

>&�G�b���œ�c�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>& CLI>'�@�¥�Ð�å�»�S�e�_  web-cache �Ÿ�î�á�î�»�†�f�j
�K�r�M>'��

ACNS �Â�î�ª�Ù�å  5.2 �¯�Ç�º�˜�™�”�[�§�Ï�î�º�I�€�•  WCCP �§�î�Å�«�_�X�8�Z�c�
 �� Release Notes for 
Cisco ACNS Software, Release 5.2.3���†�g!·�K�Z�C�T�I�8��

Web �Ÿ�Õ�µ�©�×  �§�î�Å�«�è�¥�_�v�
�q�±  7 �X�b�²�–�¼�Ñ�µ�¡  �§�î�Å�«�†�«�–�µ�³�[� �ì�_��/œ�[�A�r
�M��

>&�@>' �«�–�µ�³�[�c� �ì�_0
�X�b�§�î�Å�«�@��/œ�[�A�r�M���r�S�
�Ý�î�±�>�|�g�¥�å�¸�å�º  �š�å�ª�å�c�
� 
�ì�_0
�X�b�§�î�Å�«  �¢�Ý�î�É�b�M4Š�_�^�•�G�\�@�[�A�r�M��
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WCCP �b0¿��
�²�–�¼�Ñ�µ�¡  �§�î�Å�«�c�
�¥�å�¸�å�¶  �š�å�ª�å�_�|�W�Z��*O�I�€�r�M���¥�å�¸�å�¶  �š�å�ª�å�c�
�æ/œ
�w�™�M�•�É�ß�º�¥�Ý�r�S�c�Ï�î�º�
�>�|�g�º�Û�Ç�•�µ�¡�b�(�S�‰�2�†�Ý�î�±�_�æ&g�K�r�M���²�–�¼�Ñ�µ
�¡  �§�î�Å�«  �¢�Ý�î�É�b�º�Û�Ç�•�µ�¡�b"I�©�_6õ�M�•�_���c�
�Ý�î�±+¬�/�_�c�6�~�r�O�‡���G�b�_���c�

�¢�Ý�î�É�_�g�•�M�•�q�6�b�¥�å�¸�å�¶  �š�å�ª�å�?�}�f�j�I�€�•�S�u�[�M���²�–�¼�Ñ�µ�¡  �§�î�Å�«�[�c�

1 �X�b�É�ß�º�¥�Ý>& TCP �r�S�c  UDP>'�_�q�±  8 �X�b�Ï�î�º�†�æ���[�A�r�M��

�S�\�<�d�
 Cisco Content Engine �[�c�²�–�¼�Ñ�µ�¡  �§�î�Å�«  99 �†�Q#Ý�K�Z�
�Ü�Â�î�«  �É�ß�Ÿ�©  �§�î�Å
�«�†�æ���K�r�M���S�T�K�
�G�b�§�î�Å�«$��•�c�
�Ú�b�¥�å�¸�å�º  �š�å�ª�å�[�c�Ú�b�§�î�Å�«�_�Q#Ý�I
�€�•�G�\�@�6�~�r�M�����b0¿���_���c�
 Cisco �Ý�î�±�[�×#Ý�§�î�Å�«�†�–�¿�î�È�Ý�_�M�•�S�u�b�v�b�[
�M���¥�å�¸�å�º  �š�å�ª�å�_�§�î�Å�«�†0¿���M�•���œ�b0ò(ý�_�X�8�Z�c�
�¥�å�¸�å�º  �š�å�ª�å�b�Ð�½�×
�”�Ý�†�g!·�K�Z�C�T�I�8��

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�[�§�î�Å�«�†�–�¿�î�È�Ý�_�M�•�_�c�
���b�8���†/œ�8�r�M��

Web �Ÿ�Õ�µ�©�×  �§�î�Å�«�b�æ��

Web �Ÿ�Õ�µ�©�×  �§�î�Å�«�†0¿���M�•�_�c�
���b�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# ip wccp  { web-cache  | 
service-number } [ group-address  groupaddress ] 
[ group-list  access-list ] [ password  password ]

�«�–�µ�³�[�–�¿�î�È�Ý�_�M�•�²�–�¼�Ñ�µ�¡  �§�î�Å�«�

�§�î�Å�«  �¢�Ý�î�É�[�Q#Ý�M�•  IP �Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ
�«>&�õ�–>'�
�¥�å�¸�å�º  �š�å�ª�å  �Ó�å�Â�î�©�µ�É�_�Q#Ý
�M�•�¢�Ý�î�É  �Ü�«�º>&�õ�–>' �
 MD5 1�0É�b�Q#Ý�b�w!“

>&�õ�–>'�†�æ���K�
 WCCP �§�î�Å�«�†�–�¿�î�È�Ý�_�K�r
�M��

�«�̧ �µ�É 2 Switch(config)# interface  type number 0¿���M�•�¡�Û�–�”�å�º  �–�å�±�î�Ç�™�–�«�†�æ���K�
�–�å
�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 3 Switch(config-if)# ip wccp  
{ web-cache | service-number } redirect  in

�æ���K�S�¡�Û�–�”�å�º  �–�å�±�î�Ç�™�–�«�[�

°�Š�º�Û
�Ç�•�µ�¡�b  WCCP �Ü�²�–�Þ�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K
�r�M��

�«�̧ �µ�É 4 Switch(config)# interface  type number >&�Ð�Ý�³�Ÿ�Õ�«�º�µ+��†��/œ�M�•���œ�_�T�E�²0[>'�Ð�Ý
�³�Ÿ�Õ�«�º�†�w�™�M�•�|�:�_0¿���M�•�¥�å�¸�å�º  �š�å�ª
�å  �–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

�«�̧ �µ�É 5 Switch(config-if)# ip wccp { web-cache  |  
service-number }  group-listen

>&�Ð�Ý�³�Ÿ�Õ�«�º�µ+��†��/œ�M�•���œ�_�T�E�²0[>'�«
�¸�µ�É  4 �[�æ���K�S�–�å�±�î�Ç�™�–�«�[  IP �Ð�Ý�³�Ÿ�Õ�«
�º  �Ã�£�µ�º>&�¥�å�¸�å�º  �š�å�ª�å�?�}3æ�™�I�€�•  
WCCP �É�ß�º�¥�Ý  �Ã�£�µ�º>'�b�w�™�†�–�¿�î�È�Ý�_�K
�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# ip wccp web-cache �«�–�µ�³�[  Web �Ÿ�Õ�µ�©�×  �§�î�Å�«�†�–�¿�î�È�Ý�_�K
�r�M��

�«�̧ �µ�É 2 Switch(config)# interface  type number Web �Ÿ�Õ�µ�©�×  �§�î�Å�«�†��/œ�M�•�¡�Û�–�”�å�º  �–�å
�±�î�Ç�™�–�«$��•�†�æ���K�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 Switch(config-if)# ip wccp web-cache redirect in �«�¸�µ�É  2 �[�æ���K�S�¡�Û�–�”�å�º  �–�å�±�î�Ç�™�–�«�†
�Q#Ý�K�Z�
�¥�å�¸�å�º  �š�å�ª�å�_�Ü�²�–�Þ�¡�º�[�A�•�Ã
�£�µ�º�?�]�:�?�b�³�™�µ�¡�†�–�¿�î�È�Ý�_�K�r�M��
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WCCP 0¿���b&�1��>�|�g�Ô�½�±�Ü�å�¢
WCCP �§�î�Å�«  �¢�Ý�î�É�b�”�¡�­�«  �Ü�«�º�b�Q#Ý

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�c�
�”�¡�­�«  �Ü�«�º�†�Q#Ý�K�Z�
�§�î�Å�«  �¢�Ý�î�É�_�•
°�M�•�¥�å�¸
�å�º  �š�å�ª�å�†�D7H�[�A�r�M��

�¥�å�¸�å�º  �š�å�ª�å�†�D7H�M�•�_�c�
���b�8���†/œ�8�r�M��

�Ý�î�±�>�|�g�Ÿ�Õ�µ�©�×  �š�å�ª�å�b�Ã�«�á�î�»�b0¿��

MD5 �Ã�«�á�î�»  �­�Ÿ�×�Ü�¸�•�[�c�
 �§�î�Å�«  �¢�Ý�î�É�_�•
°�M�•�¥�å�¸�å�º  �š�å�ª�å�>�|�g  Catalyst 
4500 �©�Ü�î�¬  �«�–�µ�³�H�\�_�§�î�Å�«  �¢�Ý�î�É  �Ã�«�á�î�»�†0¿���M�•�²0[�@�6�~�r�M���Ã�«�á�î�»
�c�q�±  7 �e�Ð�_�[�A�r�M���§�î�Å�«  �¢�Ý�î�É�b�¥�å�¸�å�º  �š�å�ª�å�r�S�c  Catalyst 4500 �©�Ü�î�¬  �«
�–�µ�³�c�
 WCCP �Ó�µ�­�î�ª  �Ê�µ�²�î�†&�1��K�S%$�‹�_�
�w�™�K�S  WCCP �Ã�£�µ�º�b�­�Ÿ�×�Ü�¸�•  
�¥�å�Ï�î�¿�å�º�†1�0É�K�r�M��1�0É�_�»�K�K�S�Ã�£�µ�º�c�ë� �I�€�r�M��

WCCP 3û�™�[ Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�@�Q#Ý�M�•  MD5 �Ã�«�á�î�»�†0¿���M�•�_�c�
���b�8��
�†/œ�8�r�M��

WCCP 0¿���b&�1��>�|�g�Ô�½�±�Ü�å�¢
WCCP �b0¿���†&�1��>�|�g�Ô�½�±�Ü�å�¢�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�8���†/œ�8�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 Switch(config)# access-list access-list  permit ip 
host  host-address  [ destination-address  | 
destination-host  | any ]

�¥�å�¸�å�º  �š�å�ª�å�b�Ø�½�Ÿ�Õ�«�º  �”�»�Þ�«�_�ö�Y�8�S
�”�¡�­�«  �Ü�«�º�†�8�B�K�r�M��

�«�̧ �µ�É 2 Switch(config)# ip wccp web-cache group-list 
access-list

�«�–�µ�³�_�
�]�b�¥�å�¸�å�º  �š�å�ª�å�b�§�î�Å�«  �¢�Ý�î
�É�l�b�•
°�@0Á�•�r�S�c�Y0Á�•�[�6�•�?�†&g�K�r�M��

�¥�Ð�å�» % $×

Switch(config)# ip wccp web-cache password  password Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�_  MD5 
�Ã�«�á�î�»�†0¿���K�r�M��

�¥�Ð�å�» % $×

Switch# show ip wccp  [ web-cache  | service-number ] WCCP �_6õ4��M�•�¢�ß�î�Â�Ý�_���†/²&g�K�r�M���G�b
�_���_�c�
��/œ�p�b�É�ß�º�¥�Ý�b�Â�î�ª�Ù�å�
�Ý�î�±  
�§�î�Å�«  �¢�Ý�î�É�b�¥�å�¸�å�º  �š�å�ª�å�b�X�
�Ý�î�±
�_�K)F�•+��^�¥�å�¸�å�º  �š�å�ª�å  �¢�Ý�î�É�
�Q#Ý�p�b
�”�¡�­�«  �Ü�«�º�@�µ�r�€�r�M��

Switch# show ip wccp  { web-cache |  service-number } detail �Ý�î�±�@�è���K�S�
�§�î�Å�«  �¢�Ý�î�É�b�¥�å�¸�å�º  �š
�å�ª�å�b�_���†�e�8�œ�ƒ�O�r�M�� Web �Ÿ�Õ�µ�©�×  �§�î
�Å�«�r�S�c�æ���b�²�–�¼�Ñ�µ�¡  �§�î�Å�«�b�8�N�€�?�b
�_���@/²&g�I�€�r�M��
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WCCP �b0¿���[
WCCP �b0¿���[
�G�G�[�c�
���b0¿���[�_�X�8�Z1��Â�K�r�M��

• ���M+á$×�^  WCCP 0¿���b��/œ�[�� >&P.49-9>'

• �� Web �Ÿ�Õ�µ�©�×  �§�î�Å�«�b��/œ�[�� >&P.49-9>'

• ��3ë�É�ß�Ÿ�©  �§�î�Å�«�b��/œ�[�� >&P.49-10>'

• ���”�¡�­�«  �Ü�«�º�b�Q#Ý�[�� >&P.49-10>'

• ���«�–�µ�³�>�|�g�¥�å�¸�å�º  �š�å�ª�å�l�b�Ã�«�á�î�»�b0¿���[�� >&P.49-10>'

• �� WCCP 0¿���b&�1��[�� >&P.49-10>'

�M+á$×�  ̂WCCP 0¿���b��/œ�[

���_�
�M+á$×�^  WCCP 0¿���­�µ�©�Ù�å�b�[�†&g�K�r�M�� VLAN 20 �c�¡�Û�–�”�å�º  �–�å�±�î�Ç�™�–�«
�[�M�� VLAN 50 �c�¥�å�¸�å�º  �š�å�ª�å  �–�å�±�î�Ç�™�–�«�[�M��

Switch# configure terminal  
Switch(config)# ip wccp web-cache group-address 224.1.1.100 password alaska1  
Switch(config)# interface vlan 20  
Switch(config-if)# ip wccp web-cache redirect in
Switch(config)# interface vlan 50  
Switch(config-if)# ip wccp web cache group-listen

Web �Ÿ�Õ�µ�©�×  �§�î�Å�«�b��/œ�[

���_�
 Web �Ÿ�Õ�µ�©�×  �§�î�Å�«0¿���­�µ�©�Ù�å�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# ip wccp web-cache
Switch(config)# interface vlan 20  
Switch(config-if)# ip wccp web-cache redirect in
Switch(config-if)# ^Z

Switch# show ip interface ip wccp �Ü�²�–�Þ�¡�©�Ù�å  �¥�Ð�å�»�@�¡�Û�–�”�å�º  �–
�å�±�î�Ç�™�–�«�[0¿���I�€�Z�8�•�?�]�:�?�†/²&g�K�r
�M���S�\�<�d�
 �� Web Cache Redirect is enabled / 
disabled���^�]�\/²&g�I�€�r�M��

Switch# show ip wccp  { web-cache |  service-number } view "I���b�§�î�Å�«  �¢�Ý�î�É�[�è���I�€�S/æ*(�
�º�Û�È�Ý
�@$Î#Õ�K�Z�8�•�¥�å�¸�å�º  �š�å�ª�å�
#'�~�b�«�–�µ�³
�_�K)F�I�€�Z�8�•�Q�b�Ú�b�M�m�Z�b�«�–�µ�³�[1�1‘�•
+��^�¥�å�¸�å�º  �š�å�ª�å�†/²&g�K�r�M��

view �Ÿ�î�á�î�»�c�
�§�î�Å�«  �¢�Ý�î�É�b�§�î�Å�«�M0t
�†&g�K�r�M�� Web �Ÿ�Õ�µ�©�×  �§�î�Å�«�r�S�c�æ���b�²
�–�¼�Ñ�µ�¡  �§�î�Å�«�b�8�N�€�?�b�_���@/²&g�I�€�r
�M��

0ò(ý�^�º�Û�È�Ý�©�×�î�¸�•�å�¢�_���†/²&g�M�•�_�c�
  
show ip wccp { web-cache | service number}  service �¥
�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×
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WCCP �b0¿���[
Switch# copy running-config startup-config
Switch# show ip interface vlan 20 | include WCCP Redirect
WCCP Redirect inbound is enabled
WCCP Redirect exclude is disabled

3ë�É�ß�Ÿ�©  �§�î�Å�«�b��/œ�[

���_�
 �Ü�Â�î�«  �É�ß�Ÿ�©  �§�î�Å�«�b��/œ�_�²�–�¼�Ñ�µ�¡  �§�î�Å�«  99 �†�Q#Ý�M�•  Cisco Content Engine 
�†�Q#Ý�K�Z�§�î�Å�«  �¢�Ý�î�É�†0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal
router(config)# ip wccp 99
router(config)# interface vlan 40  
router(config-if)# ip wccp 99 redirect in

�”�¡�­�«  �Ü�«�º�b�Q#Ý�[

�­�Ÿ�×�Ü�¸�•�†�¥�V�I�O�•�_�c�
#'�~�b�«�–�µ�³�[$Ï6��M�•�¥�å�¸�å�º  �š�å�ª�å�b�v�b�\�K�Z�w� �^  
IP �”�»�Þ�«�†�
�† =�b�”�¡�­�«  �Ü�«�º�†�Q#Ý�K�Z  Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�_3û%±�K�r�M����
�_�
�§�å�É�Ý  �Í�«�º�b�”�¡�­�«  �Ü�«�º$��•�@  10 �[�6�•�† =$×�^�”�¡�­�«  �Ü�«�º�b0¿���­�µ�©�Ù�å�[
�†&g�K�r�M��

router(config)# access-list 10 permit host 11.1.1.1
router(config)# access-list 10 permit host 11.1.1.2
router(config)# access-list 10 permit host 11.1.1.3
router(config)# ip wccp web-cache group-list 10

�«�–�µ�³�>�|�g�¥�å�¸�å�º  �š�å�ª�å�l�b�Ã�«�á�î�»�b0¿���[

���_�
 WCCP �Ã�«�á�î�»0¿���­�µ�©�Ù�å�b�[�†&g�K�r�M���Ã�«�á�î�»�c  alaska1 �[�M��

Switch# configure terminal
router(config)# ip wccp web-cache password alaska1

WCCP 0¿���b&�1��[

0¿���b�š�f�†&�1��M�•�_�c�
 more system:running-config "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M�����_�

Catalyst 4500 �©�Ü�î�¬  �«�–�µ�³�b  Web �Ÿ�Õ�µ�©�×  �§�î�Å�«�\�²�–�¼�Ñ�µ�¡  �§�î�Å�«  99 �@�]�U�}�v�–
�¿�î�È�Ý�[�6�•���œ�b�[�†&g�K�r�M��

Switch# more system:running-config

Building configuration...
Current configuration: 
! 
version 12.2
service timestamps debug uptime 
service timestamps log uptime 
no service password-encryption 
service udp-small-servers 
service tcp-small-servers 
! 
hostname router4 
! 
enable secret 5 $1$nSVy$faliJsVQXVPW.KuCxZNTh1 
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WCCP �b0¿���[
enable password alabama1
! 
ip subnet-zero 
ip wccp web-cache 
ip wccp 99 
ip domain-name cisco.com 
ip name-server 10.1.1.1
ip name-server 10.1.1.2
ip name-server 10.1.1.3
! 
! 
! 
interface Vlan200 
ip address 10.3.1.2 255.255.255.0 
no ip directed-broadcast 
ip wccp web-cache redirect in
ip wccp 99 redirect in
no ip route-cache 
no ip mroute-cache 
! 
interface Vlan300 
ip address 10.4.1.1 255.255.255.0 
! 
interface Serial0 
no ip address 
no ip directed-broadcast 
no ip route-cache 
no ip mroute-cache 
shutdown 
! 
interface Serial1 
no ip address 
no ip directed-broadcast 
no ip route-cache 
no ip mroute-cache 
shutdown 
! 
ip default-gateway 10.3.1.1 
ip classless 
ip route 0.0.0.0 0.0.0.0 10.3.1.1 
no ip http server 
! 
! 
! 
line con 0 
transport input none 
line aux 0 
transport input all 
line vty 0 4 
password alaska1
login 
! 
end
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C H A P T E R 50

MIB �§�Ï�î�º�b0¿��

�G�b'v�[�c�
 Cisco 4500�©�Ü�î�¬ �«�–�µ�³�_  SNMP �>�|�g  MIB �§�Ï�î�º�†0¿���M�•�‰�2�†1��Â�K�r
�M���G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• �� Cisco IOS �Ü�Ü�î�«�b  MIB �§�Ï�î�º�b�8�•�� >&P.50-13>'

• �� Cisco IOS MIB �¶�î�Ý�b�Q#Ý�� >&P.50-13>'

• �� MIB �b�²�˜�å�ß�î�»�>�|�g�¥�å�Ã�–�Ý�� >&P.50-14>'

• �� SNMP �§�Ï�î�º�b�–�¿�î�È�Ý�ì�� >&P.50-16>'

Cisco IOS �Ü�Ü�î�«�b  MIB �§�Ï�î�º�b�8�•
Cisco 4500�©�Ü�î�¬ �«�–�µ�³�[�·�8�M�•  Cisco IOS Release �_�µ�r�€�Z�8�•  MIB �†1*�m�•�_�c�
 ���b
�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 ���b  URL �b  Cisco MIB �§�Ï�î�º  �Ì�î�ª�_�”�¡�­�«�K�r�M��

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

�«�¸�µ�É 2 [Cisco Access Products] �[  [Cisco 4500 switch] �†4E�¥�M�•�\�
 Cisco 4500 �«�–�µ�³�[�§�Ï�î�º�I�€�•  
MIB �b�Ü�«�º�@/²&g�I�€�r�M��

�«�¸�µ�É 3 �Ü�«�º
Æ�†�«�¡�ß�î�Ý�K�Z% $×�b�Ü�Ü�î�«�†�H�K�r�M��

Cisco IOS MIB �¶�î�Ý�b�Q#Ý
�G�G�[�c�
 Cisco MIB �¶�î�Ý  �Ì�î�ª�_�”�¡�­�«�M�•�‰�2�†1��Â�K�r�M�� MIB Locator �†�Q#Ý�M�•�\�

Cisco IOS �¯�Ç�º�˜�™�”  �Ü�Ü�î�«�b  MIB �@�ƒ�?�~�r�M�� MIB �b�M+á�_���
 SNMP Object Navigator �†
�Q#Ý�K�Z SNMP �œ�È�ª�™�¡�º  ID>&OID>'�†  SNMP �¡�_�š�n�M�•�‰�2�
�>�|�g  Cisco MIB �†�ß�î�»�M
�•�‰�2�v�ƒ�?�~�r�M��

Cisco IOS MIB �¶�î�Ý�b�§�–�º�_�c���b�m8p�[�”�¡�­�«�[�A�r�M��

�«�¸�µ�É 1 ���b  URL �b  Cisco Products and Services �Ì�î�ª�_�”�¡�­�«�K�r�M��

http://tools.cisco.com/ITDIT/MIBS/servlet/index

�«�¸�µ�É 2 [MIB Locator] �†�¡�Ü�µ�¡�K�Z�”�É�Ü�£�î�©�Ù�å�†2s�·�K�r�M�� MIB Locator �†�Q#Ý�K�Z MIB �†�H�M
�_�c�
 3 �X�b�‰�2�@�6�~�r�M��
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MIB �b�²�˜�å�ß�î�»�>�|�g�¥�å�Ã�–�Ý
[MIB Locator] �Ì�î�ª�†�<#Ý�M�•�‰�2

a. �»�ß�µ�É�²�˜�å  �Ó�½�×�î�†�¡�Ü�µ�¡�K�
% $×�b  Cisco IOS �¯�Ç�º�˜�™�”  �Ü�Ü�î�«�†4E�¥�K�r�M��

b. [Platform Family] �Ó�½�×�î�_/²&g�I�€�S�Ç�•�î�³�Õ  �­�µ�º>& CAT4500-SUP2-PLUS�

CAT4500-SUP2-PLUS-TS�
 CAT4500-SUP3�
 CAT4500-SUP4�
 CAT4500-SUP5�

CAT4500-SUP5-10gGE2�
 CAT4948>'�?�}�
4:�)�^�Ç�•�î�³�Õ   �­�µ�º�†4E�¥�K�r�M���q�6�_�É
�Û�µ�º�Ç�›�î�Ò�†4E�¥�M�•�\�
 Cisco 4500�©�Ü�î�¬ �«�–�µ�³�_4:#Ý�I�€�•�Ü�Ü�î�«�>�|�g�Ç�•�î
�³�Õ  �­�µ�º�T�E�@/²&g�I�€�r�M��

c. [Feature Set] �Ó�½�×�î�[�
 [Service Provider W/VIP] �†4E�¥�K�r�M��

�«�¸�µ�É 3 MIB Locator �Ì�î�ª�[�c�–�Ó�î�ª�¡�[�è(ô�[�A�r�M���S�\�<�d�
���b�|�:�_
°�Š�K�Z  [Submit] �Î�±�å
�†�¡�Ü�µ�¡�K�r�M��

c7200-js56i-mz.12.0-1

�«�¸�µ�É 4 MIB Locator �Ì�î�ª�[�c�
�Ó�½�×�î�_/²&g�I�€�S  MIB �b�Ü�«�º�?�}  MIB �†�è(ô�M�•�G�\�v�[�A�r�M��
MIB �†4E�¥�M�•�G�\�v�
 CTRL �Ÿ�î�†�²�K�S�r�r�¡�Ü�µ�¡�M�•�G�\�_�|�W�Z0
�X�b  MIB �†4E�¥�M�•�G
�\�v�[�A�r�M���Q�b�6�\�
 [Submit] �Î�±�å�†�¡�Ü�µ�¡�K�r�M��

>&�@>' MIB �†4E�¥�K�S�}�
�Ü�å�¡�>�|�g�æ&g�_�‘�8�r�M��

MIB �b�²�˜�å�ß�î�»�>�|�g�¥�å�Ã�–�Ý
���b8o�[�c�
���b  MIB �†�²�˜�å�ß�î�»�K�Z�¥�å�Ã�–�Ý�M�•�‰�2�_�X�8�Z1��Â�K�r�M��
Cisco 4500�©�Ü�î�¬ �«�–�µ�³>8

• MIB �b�ï�8�_6õ�M�•*ƒ�Ö�¦8o

• MIB �b�²�˜�å�ß�î�»

• MIB �b�¥�å�Ã�–�Ý

MIB �b�ï�8�_6õ�M�•*ƒ�Ö�¦8o

MIB �b�ï�8�ì�_�c�
���b!l�†*ƒ�Ö�K�Z�C�T�I�8��

�¹�î�±�º�b��*O�_6õ�M�•�Y�M+´

• �¹�î�±�º�b��*O�@�M+´�K�^�8���œ�
�¥�å�Ã�–�Û  �š�Û�î�x1™�Ì�Ó�µ�­�î�ª�@$Î#Õ�M�•�G�\�@�6�~�r
�M�� Cisco MIB �b�¹�î�±�º��*O�@�M+´�M�•���œ�[�v�
�† =�b  RFC MIB �@�M+´�K�^�8�G�\�@�6�~�r
�M�����_�[�†&g�K�r�M��

     MIB A defines: SomeDatatype ::= INTEGER(0..100)
     MIB B defines: SomeDatatype ::= INTEGER(1..50) 

�G�b�[�c�I�I�8�^�š�Û�î�\0b�^�I�€�
 MIB �b1��s3¸�s�c1™�Ì�Ó�µ�­�î�ª�Ü�A�[�B�Œ�K�r�M��

>&2 �X�b��*O�@��2A$×�_� �L�[�v>'���b�[�c5��±�^�š�Û�î�\0b�^�I�€�
 MIB �b0Ž�Ò�_�»�K�K�r�M��

     MIB A defines: SomeDatatype ::= DisplayString 
     MIB B defines: SomeDatatype ::= OCTET STRING (SIZE(0..255)) 

MIB �¥�å�Ã�–�Û�@�G�€�}�†�š�Û�î�\�K�Z�…�:���œ�
�r�S�c1™�Ì�Ó�µ�­�î�ª�†�P7V�M�•���œ�
�G�b
� �L�¹�î�±�º�†��*O�M�•  MIB �b  1 �X�†)…7Ÿ�K�
��*O�@�M+´�M�•�|�:�_�K�r�M��
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MIB �b�²�˜�å�ß�î�»�>�|�g�¥�å�Ã�–�Ý

l

• �¨�C�b  MIB �c�Ú�b  MIB �?�}��*O�†1��s3¸�s�r�M��'ö#.�”�É�Ü�£�î�©�Ù�å�[  MIB �†1��s3¸�t�²0[
�@�6�~�
�•��*O�b�œ�È�ª�™�¡�º�b�e8Ÿ�@$Î#Õ�M�•���œ�
���b  MIB �†�æ���K�S8p�_1��s3¸�s�r�M��

SNMPv2-SMI.my
SNMPv2-TC.my
SNMPv2-MIB.my
RFC1213-MIB.my
IF-MIB.my
CISCO-SMI.my
CISCO-PRODUCTS-MIB.my
CISCO-TC.my

• �Q�b�Ú�b�_���x  SNMP �•/¡�Ä�å�º�_�X�8�Z�c�
���b  URL �†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/tech/tk648/tk362/technologies_tech_note09186a0080094aa5.shtm

• MIB �œ�È�ª�™�¡�º�_�m�~�\�Z�}�€�Z�8�•  SNMP OID �b�Ü�«�º�_�X�8�Z�c�
���b  URL �_�”�¡�­�«
�K�Z  [SNMP Object Navigator] �†�¡�Ü�µ�¡�K�
�Ü�å�¡�†�g!·�K�Z�C�T�I�8��

http://tools.cisco.com/ITDIT/MIBS/servlet/index

>&�@>' MIB Locator �_�”�¡�­�«�M�•�_�c�
 Cisco COO �¡�\�Ã�«�á�î�»�@�²0[�[�M��

• Cisco MIB �†�²�˜�å�ß�î�»�K�Z�¥�å�Ã�–�Ý�M�•�‰�2�_�X�8�Z�c�
���b  URL �†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/tech/tk648/tk362/technologies_tech_note09186a00800b4cee.shtml

MIB �b�²�˜�å�ß�î�»

�©�«�¸�Ò�_  MIB �@�^�8���œ�c�
���b�m8p�[�²�˜�å�ß�î�»�K�r�M��

�«�¸�µ�É 1 �S�b8o�b*ƒ�Ö�¦8o�†&�1��K�r�M>& �� MIB �b�ï�8�_6õ�M�•*ƒ�Ö�¦8o�� >'��

�«�¸�µ�É 2 ���b  Cisco URL �b�8�N�€�?�†�g!·�K�r�M���²�˜�å�ß�î�»�M�•  MIB �@�^�8���œ�c�
�v�:�M�‰�b  URL �_
�”�¡�­�«�K�r�M���]�U�}�_�v�^�8���œ�c�
�«�¸�µ�É  5 �b  URL �b�]�U�}�?�_�”�¡�­�«�K�r�M��

ftp://ftp.cisco.com/pub/mibs/v2

ftp://ftp.cisco.com/pub/mibs/v1

�«�¸�µ�É 3 MIB �b�Ü�å�¡�†�¡�Ü�µ�¡�K�Z�
�Q�b  MIB �†�©�«�¸�Ò�_�²�˜�å�ß�î�»�K�r�M��

�«�¸�µ�É 4 [File] > [Save] �r�S�c  [File] > [Save As] �†4E�¥�K�Z�
 MIB �†�©�«�¸�Ò�_�–�Ñ�K�r�M��

�«�¸�µ�É 5 ���b  URL �[�c�
��#ú�† =�b  MIB �†�²�˜�å�ß�î�»�[�A�r�M��

• http://www.oidview.com/mibs/0/md-0-1.html

MIB �b�¥�å�Ã�–�Ý

Cisco 4500�©�Ü�î�¬ �«�–�µ�³�†  SNMP �Ë�î�«�b'ö#.�”�É�Ü�£�î�©�Ù�å�\)+�œ�M�•���œ�c�
 �Q�b�É�Û�µ
�º�Ç�›�î�Ò#Ý�_  MIB �†�¥�å�Ã�–�Ý�M�•�²0[�@�6�~�r�M���S�\�<�d�
 HP Open View �†  UNIX �œ�Ì�Þ�î
�¸�•�å�¢  �©�«�¸�Ò�V�[��/œ�M�•���œ�c�
 Cisco 4500�©�Ü�î�¬ �«�–�µ�³  MIB �†  HP OpenView Network 
Management System>&NMS; �¿�µ�º�á�î�¡'ö#.�©�«�¸�Ò>'�[�¥�å�Ã�–�Ý�M�•�²0[�@�6�~�r�M���m8p�_
�X�8�Z�c�
 NMS �b�Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��
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SNMP �§�Ï�î�º�b�–�¿�î�È�Ý�ì
SNMP �§�Ï�î�º�b�–�¿�î�È�Ý�ì
���_�
 Cisco 4500�©�Ü�î�¬ �«�–�µ�³�_  SNMP �§�Ï�î�º�†0¿���M�•�m8p�b�+0[�†1��Â�K�r�M��

SNMP �¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
���b�©�«�¥  �Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

• ���b  URL �[
°�m�•+��^�� Cisco IOS Release 12.3 Configuration Fundamentals and Network 
Management Configuration Guide���b�� Monitoring the Router and Network���b8o

http://www.cisco.com/en/US/docs/ios/12_3/featlist/cfun_vcg.html

• ���b  URL �[
°�m�•+��^�� Cisco IOS Release 12.3 Configuration Fundamentals and Network 
Management Command Reference���b�� Part 3: System Management Commands���b�� Router and 
Network Configuration Commands���b8o

http://www.cisco.com/en/US/docs/ios/12_3/configfun/command/reference/fun_r.html

Cisco 4500�©�Ü�î�¬ �«�–�µ�³�_  SNMP �§�Ï�î�º�†0¿���M�•�_�c�
���b�«�¸�µ�É�†��/œ�K�r�M��

�«�¸�µ�É 1 �Ý�î�±�b�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>& CLI>'�†�Q#Ý�K�
 SNMP �b�ö�•0¿���†/œ�8�r�M���G�€�}
�b�ö�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�c  SNMPv2c �_�P�K�Z��/œ�I�€�r�M�� SNMPv3 �[�c  SNMP 
�Ø�î�¨�>�|�g�¢�Ý�î�É�v0¿���M�•�²0[�@�6�~�r�M  >&�¥�Ð�å�»�>�|�g0¿���_���_�X�8�Z�c�S3Ù�b�Ð�½�×
�”�Ý�†�g!·�K�Z�C�T�I�8>' ��

a. SNMP �Ü�î�»>& read>'�¥�Ñ�×�½�¸�•�>�|�g�Ü�î�» / �Û�–�º>& read/write>'�¥�Ñ�×�½�¸�•�†��*O�K�r
�M��

Router (config)# snmp-server community Read_Only_Community_Name  ro
Router (config)# snmp-server community Read_Write_Community_Name  rw

b. SNMP �Å�×�î�†0¿���K�r�M>&�Ú�b  SNMP �Ø�î�¨  �¢�Ý�î�É�_�”�¡�­�«�•+��_�M�•�œ�È�ª�™�¡�º�b(

�V�†�D7H�M�•�S�u>' ��

Router (config)# snmp-server view view_name  oid-tree  { included  | excluded }

�«�¸�µ�É 2 �Ý�î�±�?�}  SNMP 3û%±�†�w�™�M�•�Í�«�º�†>& IP �”�»�Þ�«�[>'�æ���K�r�M��

Router (config)# snmp-server host host

�«�¸�µ�É 3 �Ý�î�±�[3û%±�†#Õ�B�[�A�•�|�:�_0¿���K�r�M���Ÿ�î�á�î�»�†�Q#Ý�M�•�\�
#Õ�B�M�•�Ó�µ�­�î�ª�b�X�>�|
�g'�8®�†�D7H�[�A�r�M��

Router (config)# snmp-server enable traps  [ notification-type ] [ notification-option ]

�«�¸�µ�É 4 �œ�É�©�Ù�å #'���º�n�•+��Ø�½�µ�º>& FRU>'�_6õ�M�•  SNMP 3û%±�†�Ý�î�±�[#Õ�B�M�•�|�:�_0¿���K�r
�M��

Router (config)# snmp-server enable traps fru-ctrl

�«�¸�µ�É 5 �œ�É�©�Ù�å #”�C�Ô�½�±�Ü�å�¢�_6õ�M�•  SNMP 3û%±�†�Ý�î�±�[#Õ�B�M�•�|�:�_0¿���K�r�M��

Router (config)# snmp-server enable traps envmon
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$�1� 1��Â

ACE �”�¡�­�«  �¥�å�º�ß�î�Ý  �š�å�º�Ü

ACL �”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º

AFI Authority and Format Identifier

Agport 7Ÿ(Ù�Ï�î�º

ALPS Airline Protocol Support

AMP Active Monitor Present

APaRT +¬�·�Ã�£�µ�º1�1‘�>�|�g�š�n

ARP �”�»�Þ�«0Ž�ô�É�ß�º�¥�Ý

AV �“�ö�Í

AVVID Architecture for Voice, Video and Integrated Data

BDD Binary Decision Diagram

BECN 3ë�‰�¥�Â&g$×3}3u3û%±

BGP �Î�î�²�î  �¤�î�º�˜�™�–  �É�ß�º�¥�Ý  

BPDU �È�Ü�µ�ª  �É�ß�º�¥�Ý  �¹�î�±  �Ø�½�µ�º

BRF �È�Ü�µ�ª  �Ü�Þ�î�µ+�

BSC Bisync

BSTUN �È�ß�µ�¡  �©�Ü�”�Ý  �º�å�¿�Ý

BUS Broadcast and Unknown Server

BVI �È�Ü�µ�ª  �¢�Ý�î�É�ì�•�–�å�±�î�Ç�™�–�«

CAM 4��•�Ó�Ô�Ü

CAR �S#Ý�”�¡�­�«  �Þ�î�º  

CCA �§�î�Ÿ�µ�º  �•�î�»  �”�­�å�È�Ü

CDP Cisco Discovery Protocol

CEF �©�«�¥  �š�¡�«�É�Þ�«  �Ç�›�á�î�¹�•�å�¢

CGMP Cisco Group Management Protocol

CHAP �³�Õ�Þ�å�ª  �Á�å�»�©�™�–�¡1�0É�É�ß�º�¥�Ý
A-1
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¹3û�>�|�g�–�å�±�î�¼�Ý  �«�Ã�½�å�¢  �¶�Ü�î

CLI �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«

CLNS �¥�¿�¡�©�Ù�å�Þ�«�º�¿�µ�º�á�î�¡  �§�î�Å�«

CMNS �¥�¿�¡�©�Ù�å  �Ô�î�»  �¿�µ�º�á�î�¡  �§�î�Å�«

COPS Common Open Policy Server

COPS-DS Common Open Policy Server Differentiated Services

CoS �§�î�Å�«  �¡�Û�«

CPLD Complex Programmable Logic Device

CRC �`�G
Õ6×�è��

CRF �¥�å�­�å�º�Þ�î�±  �Ü�Þ�î�µ+�

CST Common Spanning Tree

CUDD University of Colorado Decision Diagram

DBL �²�–�¼�Ñ�µ�¡  �Â�µ�Ç�“�D7H

DCC �¹�î�±  �•�å�º�Ü  �¥�î�»

dCEF �(�S  CEF

DDR �²�–�Ö�Ý  �œ�å�¹�Ð�å�»  �Ý�î�¸�•�å�¢

DE �ë� 4:�ö

DEC Digital Equipment Corporation

DFI Domain-Specific Part Format Identifier

DFP �²�–�¼�Ñ�µ�¡  �Ç�•�î�»�Â�µ�¡  �É�ß�º�¥�Ý

DISL Dynamic Inter-Switch Link

DLC �¹�î�±  �Ü�å�¡�D�š

DLSw �¹�î�±  �Ü�å�¡  �«�–�µ�³�å�¢

DMP Data Movement Processor

DNS �»�Ó�–�å  �¿�î�Ò  �©�«�¸�Ò

DoD (•�\�\75)r%,

DoS �§�î�Å�«�Ä)/

DRAM �²�–�¼�Ñ�µ�¡  RAM

DSAP ��
›�§�î�Å�«  �”�¡�­�«  �Ï�–�å�º

DSCP DiffServ �¥�î�»  �Ï�–�å�º

DSPU �²�˜�å�«�º�Ü�î�Ò  SNA "@#.�Ø�½�µ�º

DTP �²�–�¼�Ñ�µ�¡  �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý

DTR �¹�î�±'ƒ�Ž�Þ�¹�•

DXI �¹�î�±�º�n�–�å�±�î�Ç�™�–�«

EAP �Ñ�G1�0É�É�ß�º�¥�Ý

EARL Enhanced Address Recognition Logic
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EEPROM 7Á�¼$×�_�˜�d�•+��[�É�ß�¢�Û�Ñ�å�¢�•+��^  ROM

EHSA �Ñ�G9×�©�«�¸�Ò�•#Ý�ö

EHT �Â&g$×�Í�«�º  �º�Û�µ�Ÿ�å�¢

EIA (•�\7Á�Ê�d���


ELAN �š�Ñ�×�Þ�î�º  LAN

EOBC �–�î�§�¿�µ�º  �”�˜�º�œ�È�Â�å�»  �³�Õ�¿�Ý

ESI �š�å�»  �©�«�¸�Ò1‘�9�Ê

FECN 8p�‰�¥�Â&g$×3}3u3û%±

FM Feature Manager

FRU #'�…�º�n�•+��Ø�½�µ�º

FSM Feasible Successor Metrics

GARP General Attribute Registration Protocol

GMRP GARP Multicast Registration Protocol

GVRP GARP VLAN Registration Protocol

HSRP Hot Standby Routing Protocol

ICC Inter-Card Communication

ICD International Code Designator

ICMP �–�å�±�î�¿�µ�º�D�š�Ó�µ�­�î�ª  �É�ß�º�¥�Ý

IDB �–�å�±�î�Ç�™�–�«0°3Ù�Ê�È�ß�µ�¡

IDP Initial Domain Part �r�S�c�–�å�±�î�¿�µ�º  �¹�î�±�¢�Û�Ò  �É�ß�º�¥�Ý

IFS IOS �Ç�“�–�Ý  �©�«�¸�Ò

IGMP �–�å�±�î�¿�µ�º  �¢�Ý�î�É'ö#.�É�ß�º�¥�Ý

IGRP Interior Gateway Routing Protocol

ILMI )+�œ�ß�î�•�Ý'ö#.�–�å�±�î�Ç�™�–�«

IP �–�å�±�î�¿�µ�º  �É�ß�º�¥�Ý

IPC �É�ß�­�µ�§6ë3û�™

IPX Internetwork Packet Exchange

IS-IS Intermediate System-to-Intermediate System

ISL �«�–�µ�³6ë�Ü�å�¡

ISO �\7•�† =�ì�µ�S

LAN Local Area Network

LANE LAN �š�Ñ�×�Þ�î�©�Ù�å

LAPB �¹/®�º�Ü�å�¡  �”�¡�­�«�m8p

LDA Local Director Acceleration

LCP �Ü�å�¡�D�š�É�ß�º�¥�Ý

LEC LAN �š�Ñ�×�Þ�î�©�Ù�å  �¡�Û�–�”�å�º

LECS LAN �š�Ñ�×�Þ�î�©�Ù�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Â

LEM �Ü�å�¡  �š�Û�î  �Ô�½�±
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LER �Ü�å�¡  �š�Û�î  �Þ�î�º

LES LAN �š�Ñ�×�Þ�î�©�Ù�å  �§�î�Â

LLC 1=#.�Ü�å�¡�D�š

LTL Local Target Logic

MAC �Ó�¹�•�”  �”�¡�­�«  �¥�å�º�ß�î�Ý

MACL MAC �”�¡�­�«  �¥�å�º�ß�î�Ý  

MD5 Message Digest 5

MFD Multicast Fast Drop

MIB 'ö#.�_���Ë�î�«

MII �Ó�¹�•�”"‚'g�º�–�å�±�î�Ç�™�–�«

MLS �Ð�Ý�³�Þ�–�Ö  �«�–�µ�³�å�¢

MLSE Maintenance Loop Signaling Entity

MOP �Ó�å�¸�¼�å�«  �œ�Ì�Þ�î�©�Ù�å  �É�ß�º�¥�Ý

MOTD Message-Of-The-Day

MLSE Maintenance Loop Signaling Entity

MRM Multicast Routing Monitor

MSDP Multicast Source Discovery Protocol

MST �Ð�Ý�³  �«�Ã�½�å�¢  �¶�Ü�î

MSTI MST Instance>8MST �–�å�«�±�å�«

MTU �q�±��3æ�Ø�½�µ�º

MVAP Multiple VLAN Access Port

NBP �¿�î�Ò  �Â�–�å�¹�•�å�¢  �É�ß�º�¥�Ý

NCIA �¿�–�¸�•�È  �¡�Û�–�”�å�º  �–�å�±�î�Ç�™�–�«  �”�î�Ÿ�¸�¡�³�Õ

NDE NetFlow �¹�î�±  �š�¡�«�Ï�î�º

NET Network Entity Title

NetBIOS Network Basic Input/Output System

NFFC NetFlow �Ç�•�î�³�Õ  �•�î�»

NMP �¿�µ�º�á�î�¡'ö#.�É�ß�­�µ�§

NSAP �¿�µ�º�á�î�¡  �§�î�Å�«  �”�¡�­�«  �Ï�–�å�º

NTP �¿�µ�º�á�î�¡  �±�–�Ò  �É�ß�º�¥�Ý

NVRAM �Y�y$Î�ö  RAM

OAM �œ�Ì�Þ�î�©�Ù�å�
�”�»�Ñ�½�«�º�Þ�î�©�Ù�å�
�Ó�å�¸�¼�å�«

ODM Order Dependent Merge

OSI �œ�î�É�å  �©�«�¸�Ò  �–�å�±�î�¥�¿�¡�©�Ù�å

OSPF Open Shortest Path First

PACL Port Access Control List

PAE Port Access Entity

PAgP �Ï�î�º7Ÿ(Ù�É�ß�º�¥�Ý
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PBD Packet Buffer Daughterboard

PBR �Ï�Ü�©�î  �Ë�î�«  �Ý�î�¸�•�å�¢

PC �Ã�î�¯�¼�Ý  �¥�å�Æ�×�î�±  

PCM �Ã�Ý�«'¢�•�š1*

PCR �Æ�î�¡  �­�Ý  �Þ�î�º

PDP �Ï�Ü�©�î  �¹�©�ª�Ù�å  �Ï�–�å�º

PDU �É�ß�º�¥�Ý  �¹�î�±  �Ø�½�µ�º

PEP Policy Enforcement Point

PGM Pragmatic General Multicast

PHY "@#.�j�™

PIB Policy Information Base

PIM Protocol Independent Multicast

PoE Power over Ethernet

PPP �Ï�–�å�º�¶�î�Ï�–�å�º  �É�ß�º�¥�Ý

PRID Policy Rule Identifiers

PVST+ Per-VLAN Spanning-Tree+

QM QoS Manager

QoS Quality of Service

RADIUS �Ü�Ô�î�º1�0É�²�–�Ö�Ý�–�å  �Ø�î�¨  �§�î�Å�«

RAM �Û�å�²�Ò�”�¡�­�«  �Ó�Ô�Ü

RCP �Ü�Ô�î�º  �¥�Æ�î  �É�ß�º�¥�Ý

RGMP Router-Ports Group Management Protocol

RIB �Ý�î�¸�•�å�¢�_���Ë�î�«

RIF �Ý�î�¸�•�å�¢�_���Ç�•�î�Ý�»

RMON �Ü�Ô�î�º  �¿�µ�º�á�î�¡  �Ô�½�±

ROM 1��s�v�~�S#Ý�Ó�Ô�Ü

ROMMON ROM �Ô�½�±

RP �Ý�î�º  �É�ß�­�µ�§�r�S�c�Û�å�¹�È�î  �Ï�–�å�º

RPC �Ü�Ô�î�º  �É�ß�©�î�ª�Õ  �¥�î�Ý

RPF �Ü�Â�î�«  �Ã�«3?3æ

RPR Route Processor Redundancy

RSPAN �Ü�Ô�î�º  SPAN

RST �Ü�­�µ�º

RSVP ReSerVation Protocol

SAID �­�Ÿ�×�Ü�¸�•  �”�¯�©�š�î�©�Ù�å  ID

SAP �§�î�Å�«  �”�¡�­�«  �Ï�–�å�º

SCM Service Connection Manager

SCP Switch Module Configuration Protocol
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SDLC � �‡�¹�î�±  �Ü�å�¡�D�š

SGBP Stack Group Bidding Protocol

SIMM �©�å�¢�Ý  �–�å�Û�–�å  �Ó�Ô�Ü �Ô�ª�×�î�Ý

SLB �§�î�Â  �ß�î�»  �Â�Û�å�©�å�¢

SLCP Supervisor Line-Card Processor

SLIP �©�Ü�”�Ý  �Û�–�å  �–�å�±�î�¿�µ�º  �É�ß�º�¥�Ý

SMDS Software Management and Delivery Systems

SMF �¯�Ç�º�˜�™�”  MAC �Ç�•�Ý�±

SMP Standby Monitor Present

SMRP �©�å�É�Ý  �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý

SMT �«�¸�î�©�Ù�å'ö#.

SNAP �§�È�¿�µ�º�á�î�¡  �”�¡�­�«  �É�ß�º�¥�Ý

SNMP (F�Æ�¿�µ�º�á�î�¡'ö#.�É�ß�º�¥�Ý

SPAN �«�–�µ�³�»  �Ï�î�º  �”�¼�Û�–�¨

SSTP Cisco Shared Spanning-Tree

STP Spanning Tree Protocol

SVC %&�m
›4E�¥�K)F

SVI �«�–�µ�³�ì�•�–�å�±�î�Ç�™�–�«

TACACS+ Terminal Access Controller Access Control System Plus

TARP Target Identifier Address Resolution Protocol

TCAM Ternary Content Addressable Memory

TCL Table Contention Level

TCP/IP ��3æ�D�š�É�ß�º�¥�Ý / �–�å�±�î�¿�µ�º  �É�ß�º�¥�Ý

TFTP (F�Æ�Ç�“�–�Ý3?3æ�É�ß�º�¥�Ý

TIA (•�\7Á�¼3û�™�d���


TopN �Ø�î�¨�@�Þ�Ï�î�º�[�Ï�î�º  �º�Û�Ç�•�µ�¡�†�(�Ò�[�A�•�|�:�_�M�•�Ø�î
�¸�•�Ü�¸�•

TOS �±�–�É  �œ�È �§�î�Å�«

TLV Type-Length-Value

TTL Time To Live

TVX �w� �^3æ�™

UDLD �"�M�‰�¥�Ü�å�¡�è���É�ß�º�¥�Ý

UDP �Ø�î�¨  �¹�î�±�¢�Û�Ò  �É�ß�º�¥�Ý

UNI �Ø�î�¨  �¿�µ�º�á�î�¡  �–�å�±�î�Ç�™�–�«

UTC � ���a#ú�ì

VACL VLAN �”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º

VCC �ì�•�³�Õ�¿�Ý�G)z

VCI �ì�•�G)z1‘�9�Ê
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VCR �ì�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Þ�ª�«�±

VINES �ì�•�¿�µ�º�á�î�¡  �©�«�¸�Ò

VLAN �ì�•  LAN

VMPS VLAN �Ó�å�Â�î�©�µ�É  �Ï�Ü�©�î  �§�î�Â

VPN �Â�î�³�Õ�Ý  �É�Û�–�Ë�î�º  �¿�µ�º�á�î�¡

VRF VPN �Ý�î�¸�•�å�¢ / 3?3æ

VTP VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý

VVID 8b�Œ VLAN ID

WFQ 5��s�Ü�E�’'¼�ì�Ÿ�×�î�–�å�¢

WRED 5��s�Ü�A�Û�å�²�Ò�©�‡�è��

WRR 5��s�Ü�A�Û�˜�å�»�ß�Å�å

XNS Xerox Network System
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