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W NetFlow /35y FOH U TY L F 22T

NetFlow /37y FDY > T1) U TI2DVT

NetFlow-lite #§fE1Z. AA v T DA L H—T 2 A AT HIENTELE=XY T KA FTOA
Ty s BT T HESNTWET, NetFlow OV 7Y 7 Xy hax 7 AR—14 52
Llicky, TARAZ2TEVEZONS N T T v R AbENE T, ATy v EFUTY UTT
HL— MIFRERET, REVWY 7Y 7 L— MR R—rShET, SV v rane sy
FiZ. NetFlow V9 £721% IPFIX OB T/ AR — F TX £7°,

HEEDHEEER

PEREDFAAEMIZ, kD 3 LUV THREAL ET,

VAT LEFHDFIR

e WCCP OHAY ZA L7 M, NetFlow-lite WV THNDA v H—T =2 ATRESHLTWNEHY
AlEYVAR—FrEhEEA,

o EEDA ¥ —7xAA LT NetFlow-lite E=% %% E T D&, LA ¥ 3 Deny ACL i%, ICMP %I
AR Y FEAR LR 2D ET,

e NetFlow-lite TE=#% U > 7 %A x—7/WZT 5 L, HEHAEEZR TCAM B L O 7 v Mgk ik
&2 B L E 9,

A28—T 4R LRILOFIR

e NetFlow-lite E=# U > 7 L AJJ QoS KU v —iF, ALA ¥ —T7 =2 ATHEFETEERHA,
QoS ARV v —}&. NetFlow-lite E=# VU 7L bEESHET,

e NetFlow-lite €E=# U > 7 & WCCP Exclude #fEix, FIULA > ¥ —7 = ATHETZTEHA,

e NetFlow-lite & SPAN %, FIUA > ¥ —7 = A ATHFTX F4 A, NetFlow-lite |Z SPAN L v %
BhahEd,

EZ=4 LRIILOFHIE

o HHEAHMN 20 ¥y FEHEALZKR—F Fx L, 1/64 OFKRY 7TV 7 L—F&H
R—FLET, HHEAEHN 40 FHE Y FE2BXIR—F Frruid, 1/128 R —FLET,

e PIM WHME—RK&EF{TL, RP £/21X DF L WD Lo —A0E L VLAN EiZhHEE. <
LF Xy 2~ 23y FD NetFlow-lite E=% V o 7 3HEE L £ A,

o . . > M=
NetFlow /3y FDYB LT U5 DEKRTE
NetFlow-lite #EE & R E T DIT1E, ROEDIEEEZFEITLET,
o MLy ZIZETHERORE] (P.62-3)
o [V TV LT NRTA—FZDERE] (P.62-4)
o (AL B —TxAZXFTIZVLAN OV 7YV o707 75 4 71k (P.62-6)
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NEBaAL Y 2T HIFHRDKRTE

SN2 LT ZERRET HITIX. ROEEEZITNET,

avwyFk B

AF971 Switch# config terminal a7 4F¥alb—vary E—FEHBLET,

AF972 Switch(config)# netflow-lite exporter exporter T 7 AR—H & EF L. NetFlow-lite =27 AR —#

HTE—RERMBLET,

ATY73 Switch(config-netflow-lite-exporter)# destination ST RLAZEELET
source-address

AT97F4 Switch(config-netflow-lite-exporter)# source EETOLAYIA LA —T o AEEELET,
source-address

AFY75 Switch(config-netflow-lite-exporter)# vrf VRF F~_LVEFEELET
source-address

AFY7 6 Switch(config-netflow-lite-exporter)# transport udp UDP N7 v AR— bR — &2 ELET,
destination-port

AT97 1 Switch(config-netflow-lite-exporter)# ttl ttl-value TTL fEZ¥E LE7T

AF978 Switch(config-netflow-lite-exporter)# cos cos-value CoS [ExIBE L F 7,

ATY79 Switch(config-netflow-lite-exporter)# dsecp dscp-value DSCP EZ&¥HE L F 1,

A79710 Switch(config-netflow-lite-exporter)# template data FUFL—NTF—F ZA LT NEEELET,
timeout timeout

AZT97 N Switch(config-netflow-lite-exporter)# options FFarDEALTT RNEEELET,
{sampler-table | interface-table} timeout timeout

AF97 12 Switch(config-netflow-lite-exporter)# export-protocol |T /7 AR— | Fu haArEELET
{netflow-v9 | ipfix}

AZF97 13 Switch(config-netflow-lite-exporter)# exit Juau—nRN) ary7 4 Fal—ary ET— RIREY

£7,
AT97F 14 Switch(config)# exit EXEC £— NIZREY £7,
ZT97 15 Switch# show netflow-lite exporter exporter T AR—HDOREEZFRRLET,

Bl

WIZ, A2 L7 2 EREL, =7 AR—FORELHERT D2 R LET,

Switch# config terminal

Switch (config) # netflow-lite exporter
Switch(config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter)#
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter)#
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter)#
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter) #
Switch (config-netflow-lite-exporter)#
Switch (config)# exit

exporterl

destination 5.5.5.6

source 5.5.5.5

transport udp 8188

ttl 128

cos 7

dscp 32

template data timeout 1

options sampler-table timeout 1
options interface-table timeout 1
export-protocol netflow-v9

exit

Switch# show netflow-lite exporter exporterl

Netflow-lite Exporter exporterl:
Network Protocol Configuration:
Destination IP address: 5.5.5.6
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W NetFlow 35y FOH U TY LT OB

Source IP Address: 5.5.5.5
VRF label: none
DSCP: 0x20
TTL: 128
COs: 7

Transport Protocol Configuration:
Transport Protocol: UDP
Source Port: 50441
Destination Port: 8188
Destination Ports to Load-share:

Export Protocol Configuration:
Export Protocol:

1

netflow-v9

Template data timeout: 1800
Options sampler-table timeout: 1800
Options interface-table timeout: 1800

Exporter Statistics:
Packets Exported: 56

FEREDHA FS14>

AL I7EZOIPT FLABLXOUDP A— FEHRECTEET, A7 ar b LT, a7 ZNEERFET
5D VRF -V 2T E4, 27 AR—FZDx—T 2 F T RLRAT, HETA LV FI—T oA A
L LTHREESNET, IPFIX £ 721X NetFlow VO =7 AR — " NP R—F SN ET,

T AR—FRE, T=L T TV T ET /T 4T T HESIHRETEET, Thid, 1v¥—
72 A AFEZIT VLAN F— FCEITTEET, 0PV T AUV AZ AR LTI AR—F & f5
ELnE, o7z s AR—hahEHA,

T AR—=% ¥ 7% — RTIL, NetFlow 77 L— FNOBEFHE L ETEET, £72, NetFlow /¥
o hBrTNV T TavRCETEAY T—F (T T arg 4 FXal—rvar RNTA—FE
FOSNMP f v X —T x2A A TF—T ) <= 7)) 1T, 27X L TCESMICZ ZAFR— |
TEET,

INDTZY AR—HFEEDMNHANT A =KL, a7 XDmTET FLA, RETxlbAv3 A0 4—T =
A A, BXU=a v s %o UDP seieiR— b T,

AL EZDT RUARIPV6 DYy, VRF 7-YVVEIEHENET, 7740 MO T m—L =T 4
VT T =T NN, a b I FITIPV6 =T AR— b Ry =T 4 7T AEDICERENE T,
CoSCLI A7 v aif, FPGA Ik~ T/ AR —=rENB V7 2y FZFIZ LT, VLAN
27D CoSEEFRET HI=DITHEHLET,

Yo T)T NS A= DERE

ST, ERATERLHINEE LT (7 A LLT, Sy hEATL IO LT YT 5T
A—H ERELET,

NetFlow ¥ v v ¥ 2 &REL, A4 v F FIP 70—k & A F—7 MT D100, KOfEEET O X
\?AO

avw vk B
AT971 Switch# config terminal a 74X al—ay B— FEBEBLET,
X'T'\)jZ Switch (config)# netflow-lite sampler sampler ¥ H Ejﬁ%fg@% ﬁﬁﬁ‘?{ri‘/? »£LT 4 LTy b

B V2r9z7 3 74FaL—vay Hi4 F—1YY—Z10S XE 3.4.0SG £ & U 10S 15.1(2)SG

DY TV T RT A= EFHE L. NetFlow-lite
Yo FT Y TE— REBBLET,
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avwyFk

B

A7973 Switch(config-netflow-lite-sampler)# packet-rate rate |NetFlow-lite %> 75 7 F— KT, ">y hOY

YAV L—rEEELET,

AT97F4  Switch(config-netflow-lite-sampler)# packet-section NetFlow-lite 7 — KT, o7V 7 &=

size size

Ny = F A A ELET,

AFY7 5 Switch(config-netflow-lite-sampler)# packet-offset NetFlow-lite 7 — R T, BA X7y N 7 v
effset hEELET
AF97F6 Switch(config-netflow-lite-sampler)# exit NetFlow-lite %> 7' Z 7 — R&KTLET,
AT9F T  Switch(config)# exit Ja—r\ L arZ 4 FXal—ary B— ReikT
LET,
A7978 Switch# show netflow-lite sampler sampler Yo FIFEREFERLET,

%

EREDHA

WIZ, Yo TV T RNTGA—EEREL, YT TOREERRT DR FET,

Switch# config terminal

Switch (config)# netflow-lite sampler samplerl

Switch (config-netflow-lite-sampler)# packet-rate 32

Switch (config-netflow-lite-sampler)# packet-section size 128
Switch (config-netflow-lite-sampler)# packet-offset 16
Switch(config-netflow-lite-sampler)# exit

Switch (config) # exit

Switch#

Switch# show netflow-lite sampler samplerl
Netflow-lite Sampler samplerl:

Id : 1

Packet Sampling rate: 1 out of 32
Packet Section Size: 64 bytes
Packet offset: 16 bytes

show netflow-lite sampler #i#% EXEC 2~ F& A L CREEZMBE T ET,

e %

Ny "V FY 7 L—1E, 2 DBRFET, 32 ~2M5 OFPHATHETE X T, 250 1 FHE Y
M HR—=r2 " T TN a—T 47T 28/1F. 1 OL—"RHFATINET, T, rx AT
DBFALR%ETT, 10Xy F A—FTiE, =7 AFR— FORIRIEERNEG T 5720, ZOHEIT
HETEERA,

WBENRTA—RT. Xrvy N L—FTF, K200 1 XHEYy N R—F+%2, 1/1 37V 7 THRE
TEET, FEO 1 XAy FEEIFI0F Iy 8 R—FCTRETE D KR N7ry hoY 7Y v
7 L—hiE, 1732 T, Xy bOH 7YV L—RNI2 DRFIHETETET (1/64 BLW
1/128 2 &),

B—lFy b AUV H =T 2 A ATH U TP TE2HHTEETN, MLENT A —FITHIRE - I3REMEET
XFEH A,

TRTCOMNENT A =L, Yo7 T ERAET HTDICHNIETT, FEEIILTWRWIENE T A —X
X, T 7 A4V MEZZR D £,
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A23—T A RERIEVLAN DYV TIYTDT U T4 T4k

IITEH AV E—T oA AFTITIVLAN OF=F (VAR LU AZER L, FHETH L FITHIW

ATyF1
ATy7 2

AT973

ATv7 4

AT975

AT976

ATyFT
AT978

ATv79

ATy71
AT972

ATv73

AT974

AT975

ATy7 6

ATyF T
ATv7 8

ATy79

B V2r9z7 3 74FaL—vay Hi4 F—1YY—Z10S XE 3.4.0SG £ & U 10S 15.1(2)SG

T AR—F EWRILET,

ALE—=T A RADY LTIV T BT 7T 47T DTN, ROEEEITVET,

avwro kR

=]:5)

Switch# config terminal

a7 4FXal—ary Ew— FEREBLET,

Switch(config)# interface interface-id

AP =Tz AT 4 Fal—vary E—F
ZRAtR L £,

Switch (config-if)# netflow-lite monitor monitor

A B—=T 2 A ADE=H A VAR ABERL.
NetFlow-lite F=% %7 — K& BB LET,

Switch (config-netflow-lite-monitor) # sampler sampler

NetFlow-lite €£=% V7% — KT, A v Z—7 = A
ALV TV T ET VT 4TI LET,

Switch (config-netflow-lite-monitor) # exporter
exporter

NetFlow-lite #=% 7% — KT, =7 AKR—H %
EYYTEF

Switch (config-netflow-lite-monitor)#
average-packet-size size

NetFlow-lite € =% %7€ — KT, #EKRA L D
SERNr oy N A XERELET,

Switch(config-netflow-lite-monitor)# exit

NetFlow-lite =% 7 — F%&TLET,

Switch (config)# exit

Jau—nN) a7 4 Fal—ay T—REKT
LET,

Switch# show netflow-lite monitor monitor interface
interface-name

BeEDO/ry ML T, E7237—% YV — R
HMTEIZERERTILET,

VLAN OY > 7V o 75T 7T 4 7123 DI,

WROMEEEITVET,

avwy kR

E[:3)

Switch# config terminal

a7 4 Fal—vary ET— RERBELET,

Switch(config)# wvlan config 2

Ao B =T xAfRA Ay T 4F¥al— gy F—FK
ZRMELET,

Switch (config-vlan-config) # netflow-lite monitor
monitor

AV B—T A ADE=R A VAR AR EFL.
NetFlow-lite E=% 7 & — FZBHBELET,

Switch (config-netflow-lite-monitor)#
average-packet-size size

NetFlow-lite T=% 7 — KT, BLKA L +D
Wty b A RERELET,

Switch (config-netflow-lite-monitor) # exporter
exporter

NetFlow-lite €£=% 4+ 7F— KT, =7 AR—F %
HY Y TET,

Switch (config-netflow-lite-monitor) # sampler sampler

NetFlow-lite €£=% V7% — KT, A v Z—7 x=A
ALV TV T ET VT 4TI LET,

Switch(config-netflow-lite-monitor)# exit

NetFlow-lite € =% V7 — RK&& T LET,

Switch (config) # exit

ya—r ar 74 Xal—ay B— REKT
LET,

Switch# show netflow-lite monitor monitor vlan vlan

BED/ST y MCBL T, ST —4 Y — 2 fidt
BRIl RERTLET,
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Bl

WIS, R=P DA F =T 2 XA FHE Y F1/3 T, T=Fa2RETLH2ZRLET,

Switch# config terminal
Switch (config) # int GigabitEthernetl/3
Switch (config-if)# netflow-lite monitor 1
Switch (config-netflow-lite-monitor)# sampler samplerl
Switch (config-netflow-lite-monitor)# average-packet-size 128
Switch (config-netflow-lite-monitor)# exporter exporterl
Switch(config-netflow-lite-monitor)# exit
Switch (config-if) # exit
Switch (config)# exit
Switch (config) #
Switch# show netflow-lite monitor 1 interface gil/3
Interface GigabitEthernetl/3:

Netflow-lite Monitor-1:

Active: TRUE
Sampler: samplerl
Exporter: exporterl
Average Packet Size: 0
Statistics:

Packets exported: 0

Packets observed: 0

Packets dropped: 0

Average Packet Size observed: 64
Average Packet Size used: 64

FfElZ, VLAN 2> 7 4 F¥al—3v 3y B— T, VLAN DE=F 3B ETXET,

Switch# config terminal

Switch (config)# wvlan config 2

Switch (config-vlan-config)# netflow-lite monitor 1

Switch (config-netflow-lite-monitor)# average-packet-size 128
Switch (config-netflow-lite-monitor)# exporter exporterl
Switch (config-netflow-lite-monitor)# sampler samplerl

Switch (config-netflow-lite-monitor)# exit

Switch (config-vlan-config)# exit

Switch (config) #

Switch# show netflow-lite monitor 1 vlan 2

VlanID-2:

Netflow-lite Monitor-1:
Active: TRUE
Sampler: samplerl
Exporter: exporterl
Average Packet Size: 0

Statistics:
Packets exported: 0
Packets observed: 0
Packets dropped: 0

Average Packet Size observed: 64
Average Packet Size used: 64

show policy-map 4% EXEC =~ N CREEZMRTE £ 7,

VIb,9z7 arv24Falb—v3> H4 F—1)1J—R10S XE 3.4.0SG & U 10S 15.1(2)SG
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W xra<vF

FEREDHLA K1

BTy hOV TV T L AP AETN, FE=FTHR—FEET, Zhboa~r R,
MEFR— MDA F—T 2 A A E—R, F—FF¥ XV A F—T A A, FIFXVLAN =7 ¢
Xal—varyEF—FTCAALET, T=XF, oA ¥ —T =2 ATEYHFR—FENTWEEA,
MEAR— IR KR—F FXRAVDANNTHLILGAE, A— MIE=XZHEHLTLRIIH THA,

Rz, E=2%2FK—F FYRVZHEATOILERDH D £5,

T HERETDHHEE, VERTA—HIV T IB8I0 I AR—F T, 7 AR—FNET=HX|C
BEAT T O TWARWES, oo s aR—bbahERA, Yo7 I2BBELRVE, ASAN
Ty ROV TV TNE, EDE—T v b AU F—T 2 ATETINERA,

WNro b BTV T AH=ANE, IINOTUEL STV TOERERRAET, 73U XA
DOREEX, BEDOA T —T oA AZBET D7y bOY A RUEFELET, 742U X LOFXN
TRREE & JHRET 5121, average-packet-size /X7 A — X A LET, VAT LAEKRT, &K 200 E
=HA NP R—FENET,

AT 74 v 7 DOBISRICHE ST, A v —T = A ATHIICFEH Ay v b A ABRIRTE SN,
DBL %> 7Y 7 L— FTEOEMEAINET,

TNV ZXLATHEHATE Sy b A ZOHPHIL, 64 ~ 9216 /X1 FTT, 0 OfEIX, B 7 > b
YA XOHBNRENRSLER I EEZFEKRLTWD ERINET,

Vo7 ITRBLIO I AR—=2F, Xy vOF T IR L THDCT2MHERNHY 3, WIh
IMDOVGEIRT A—ENRELTWDBEE, Yo7 T ERIETT I AR—EZRNEHTH D Z L Ao di8E
A=V MBRINFET,

®ArAIUEK

RIESNTcR/N~ A7 DEZFIRT 21203, HEIISCTEEN TG L TR a~vy FEEHLE
R

= B

Switch# show netflow-lite sampler Yo FIERERRLET,

sampler name

Switch# show netflow-lite monitor monitor Woa<wy Nix, BEOAA Yy MZBELT, B
interface interface name FOE S R L ISR AE R L ET,

Switch# show netflow-lite monitor monitor
vlan vian id

A F =T oA AT, WEAR—FEIT
VLAN OWTFNNICTDHZ &N TEET,

WOy b 2T Y TREHERBRR SN
i‘j_o

o TJAR—LNENENTY N (TN
DEFHK

e T—HN UY—ZADOREDTE=DIZ, Fav
TENTATy h (BrT) oEFHE

o E=FTREESINTAT Y FOEFHEK

Switch# show netflow-lite exporter L7 ZIZBETAIERE S a— )L AW
exporter nsme FEFLET

Wiz, Yo7 Il T A ERERTSTOHE TS LET,

B V2r9z7 3 74FaL—vay Hi4 F—1YY—Z10S XE 3.4.0SG £ & U 10S 15.1(2)SG
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Switch# show netflow-lite

sampler low-rate

Netflow-lite Sampler low-rate:

Description: Sampler
Sampling rate: 1 out of 256
Packet Section Size: 64 bytes
Packet offset: 0 bytes

sxavor A

WIZ, FED ATy MCELT, BLUOWHEAR— FOE=ZHEHER T LICHEREFRT 20 2R L

\?AO

Switch# show netflow-lite monitor 1 interface gil/3

Interface GigabitEthernetl/3:

Netflow-lite Monitor-1:
Active:
Sampler:
Exporter:
Average Packet Size:
Statistics:
Packets exported:
Packets observed:
Packets dropped:

TRUE
samplerl
exporterl
0

0
0
0

Average Packet Size observed: 64
Average Packet Size used: 64

WIZ, BED7 v M LT, BLWOVLAN OF = HEHER L ICHERER LT A0 27 LET,

Switch# show netflow-lite monitor 1 vlan 2

VlanID-2:

Netflow-lite Monitor-1:
Active:
Sampler:
Exporter:
Average Packet Size:

Statistics:
Packets exported:
Packets observed:
Packets dropped:

TRUE
samplerl
exporterl
0

0
0
0

Average Packet Size observed: 64
Average Packet Size used: 64

WIZ, EREENTe2 7 ZAR—=F X7y hOGFHEERTT 02 R LET,

Switch# show netflow-lite el
Netflow-lite Exporter el:
Description: Exporter
Network Protocol Configuration:
Destination IP address: 192.168.1.1
VRF label: cisc
Source IP Address: 10.1.1.5
DSCP: Ox1
TTL: 30
COS: 1
Transport Protocol Configuration:
Transport Protocol: UDP
Destination Port: 1234
Source Port: 65535

Export Protocol Configuration:

Export Protocol:
Exporter Statistics:
Export packets sent:

netflow-v9

36
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W cleara<>F

cleara<v>FK

F=F Ty MU T IoREERE 7 VT 51E, LBEISCTROavy FEEALET,

avwoF =4
Switch# clear netflow-lite monitor monitor id |F—X YV — AT, XAy s V7T O ER
statistics interface interface name 7 UF7LET

Switch# clear netflow-lite monitor monitor id
statistics vlan vian id

Switch# clear netflow-lite exporter exporter | L 7/ ¥ OiEetEHREZ 7 VT LET,
name statistics

YIFb9x7 av74FaL—>3> HM4F—11)—X10S XE 3.4.0SG £ & U 10S 15.1(2)SG
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