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IMPORTANT SAFETY INSTRUCTIONS

This warning symbol means danger. You are in a situation that could cause bodily injury. Before you
work on any equipment, be aware of the hazards involved with electrical circuitry and be familiar with
standard practices for preventing accidents. Use the statement number provided at the end of each warning
to locate its translation in the translated safety warnings that accompanied this device. Statement 1071
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E—FK T RRAE JovJk BTAHZE E—FOR®&
2 —H EXEC Telnet, SSH. &£ |_ .. .. logout £721% | Z OF— R&fEH
lkary—n% quit # AJL | L CROIEEELT
FRALTEy g T, WET,
N N
/%Eﬁﬁlﬂ sz—gﬂo . ﬁ%j{@%&hiﬁ
=5
*HART A RO
FE1T
* VAT AEHR
DI
¥iHE EXEC = —# EXEC Switond disable # A\ Jj | Z OE— R&fHEH
£— KT, enable LCTKRTLE|ILT, ALz
a<v s REASL 7, v REHERLE
F7, T, NAU—R%
fERLT, 2o
E— R ~DT 7%
AERELET,
Ju—syay | BHEEXEC = | T UCREE | Z oE— R
74 F¥al—v3 | KT, configure EXEC “E— K | switch2 &I H
N avr REASL WCIRDIZIE, | TR FA—F%
F9, exit £721% BRET HLEICE
end 2~ F | HLET,
AT 5B
». Cri+Z %
WHLET,

VLAN =227 ¢
Xal— gy

JTa— ) a3
T4 K2l —T3
v E— RT,
vlan vian-id =~
Y RFEANILE
D

Switch (config-vlan) #

IPv6 327 4FaL—23> A F, CiscolOSXE ') ') —R 36SE (Catalyst3850 21 v F) |}



AR E—F

ARV ESAVAvEa—T A ZADER |

E—F T vRAE A=A ®BTHE E— FORA®E
Ja—rral ZoF— Raflif
V74X L. VLAN (i
L—y a3y |[MHLAN) /X7 A —
E—RNIZRED | #ERELET,
AL, exit |[VIPE— B T
avy REAN| VAT LY R T
HLET, bbb & XX, PER
1 EXEC #iH VLAN
e RIS (VLAN ID 73
I2i%. Curivz | 10068hE) 2Rk
% L Tswitch® A
end = A )L ST yTav
F4 T4 F¥ =2l —T3
V77 A VITEETE
ERECEET,
AV H—=Tx A A 7D~NW2>/Smmeﬁmﬂﬂ# “rLcs | Zo'e—FREHH
a7 4 X2l — | T4 F¥al—Tg n—sbay | LT, /1 =Ry
var v E— T, T4 X2l — | b R—=bFDRT
interface =~ > K VarE—R|A—FEHRELE
EANTL. AV WCRD X, |7,
B—T = {4 A%¥g exit # AJJ L
ELET, ESc N
¥EHE EXEC
E— RIZRED
i, Ctrl+Z
L LUCIVIEN
end = A )L
ESc
?4} v arTA 7‘\‘: —Vb A Switch (config-1line)# D' }\%béﬁq
Xal—iary | 74Fal—s LT, KB
v E— R, INT A =B EFRIE
line vty F7-1% LET,
line console ==~
¥ REAEH L THE
MEEELET,

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)
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| axvrs1v 18—z 120ER

avrvrozik I

E—FK THOeRAEE Jav7Jk wTHE E—FOR®%&
wrLcs

o—/N)L 3o
T4 ¥z lb—
varE—~R
IR DIZIE
exit # AJ L
7

¥EHE EXEC
ET— NIZRED
IZiE. Ctrl+Z
g Gl IVIEN
end = AJ) L
£7,

EQANVEN -3

switthTa~ > RR—BIZH#k SN LIRS ETCav L FE AN LET,
show configuration £ EXEC 2~ REAKE CANT L HiEERIRLET,

Switch# show conf

> F®Dno R E & U default F2 =

| oL-32600-01-J

jw[ﬁ T T 4 Fal—vary avwy R, noERXNH Y £9, no BRIT—HRIZ, KrE O
REE7ZITEEL T 4 B — 7wu¢é%é\&éwi:v/b®@¢%@0%¢ﬁA;ﬁﬁbi#o
k&iﬁ\mmmmwm4y&—7l4x:V74¥;v~yaynva%ﬁ%¢5&\4y
H—=T 2 AADY %y METUPROEINET, no¥—TY— KR LTa~vr FEEHT 5 &,
TAC—TMIENTREEEHEA X —T NI, T 74NV TT 4 ®—T M5 TND
BRexR A X —T W THZ LM TEET,
a7 4 X2 lb—ay avy RIE, default BEXELEH Y £9, 2~ KO default XL, =
<V ROBREMEET 74NV MIRLET, KD a~y RiET 74V M TT 4 B—T VIR E
EINTNDHDOT, default XL no X LR CIC720 £9, 72720, T 74/ hTA R—TNIC
HESNTWT, REBPOEEBRFEDT 7 4V MEICRESNTWDHavwry by E4, =
NHDa~< Ly RIZHOWTIE, default =2~ > REFHTHE, a~vy RBA R3—7 2720 B
DT 7 4V MEICERESNET,

IPv6 327 4FaL—23> A F, CiscolOSXE ') ') —R 36SE (Catalyst3850 21 v F) |}



B cuors—»xy+e—2

CLIDIS— Avyvt—

DRI,
—HE AR L ET,

CLI 2 L Tswitch%

ARV ESAVAvEa—T A ZADER |

R2: CLORRMBIS— A vt—o

WET D L EITFRESND AR

EMDHLTT— X yE—TD

con"

IS—Ayt—o BRR NIV TDRTRAE
% Ambiguous command: "show SWitChZzﬁ o) }\t L«C%}J‘L\%&«C o) ]\%ﬁ]\j] L\ %?’ﬁ&:%ﬁé

DT DL TFEBATISNT
WEHE A,

R%F () ZADLE9, a~
VR LR ORNIIZAR— R
T ANLER A,

a<w s REEBIERATE S
F—U— FRERSIET,

% Incomplete command.

Ay FIZBHDF—U— FE
ToIHEDS, —EATSh TV E
B A,

awy REFANL, &k
Mg () #ALET, a~<
v R ERRIFFORIZIZAN—2
1 OANET,

avw s REEDIHEHTE S
F—U— KRFRINET,

% Invalid input detected at
‘2’ marker.

a< ROANI AT, M
ES TWAEFTZX v Ly M
Z (N TRLTWET,

Sl () AT HE. £
Davy R E—RNTHHTE
HIRTHOa~vwy RRFREN
F7,

avr FEEBIHEMTED
F—U—FRERINET,

aAVvIq4F¥Fal—aroxy

switchDFX EZE B 2 Fldk L CERRSHH Z LN TE £, Configuration Change Logging and Notification
BREAHH T2 LT, By a v EFhlda— P R—RATLIZEHFNEE N T vF /T E
T, nZICREENLDF, EHSh A a7 Falb—varavr B avry Fe AL

fa—HF, 3wy FOANKRE, 2y RISHT 58— pbn Y #— 2— KT,
i, BELCWBT 7Y r— s VORENEESND & X (T

DE9, Syslog ~ZDHAEFETHI L HBINTEET,

Z DHERE

R S D FEFBE T AL &

GE)

CLI £7213 HTTP OEEDOH NP1 7 & LTSN x4,

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)
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| axvrs1v 18—z 120ER
NS T INOY 3B |

ANVT ORATFLOFER

VAT A Tar T NTEREG () AT E, Kavr R E—RIERATE2a<r FoY
2 MBRFRENFET, T, EEODavy RlzoWT, BEETAF—TU— RBILOE | HKDo—&E %
KRTHZEHLTEXET,

FIRDHE

help

abbreviated-command-entry ?
abbreviated-command-entry <Tab>
2

command ?

o gk N =

command keyword ?

F IR D A8

AR NFEERETOVa Y E:9)

2Ty T help Av Y RE—RONVT V2T AOFH RG]
ERRLET,

U

Switch# help
ATFv T2 abbreviated-command-entry ? BEDA RN I TEEHLa~vr FOY R NEFR
RLET,

{1
Switch# di?
dir disable disconnect

ATFv T3 abbreviated-command-entry <Tab> BrEDa~wy R4 EMTELET,

i -
Switch# sh conf<tab>
Switch# show configuration

ATvT4 ? FrED a~ > K E— RO AR T T
~ v Fe—RFERLET,
E

Switch> ?

ATy 75 command ? a<y NIZB#ET A X —U— Ke—BRRLE
7,
1 -

Switch> show ?

IPv6 3> T74XalL—>3> A4 K, CiscolOSXE 'J ') —X 3.6SE (Catalyst 3850 X 1 v F)
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ATV RSA Y Ava—T A AOER |
B cuzemLCHEERET A4

aAv U RFEEET7I 3y B#
ATy T6 command keyword ? X —U— NIEET L5 5E —BER R LET,
1

Switch(config)# cdp holdtime ?
<10-255> Length of time (in sec) that
receiver must keep this packet

CLUZERAL THREZRET 27F

av Y FEEDRE

ADLTa<wr NI, Y7 ho=THlica~vy FEREE L TEINET, v FEREEREIL.
TI7EAaY br— U R NORERRE, EOVEMR v FEREF S MU EMESL AL
TR R B 7 WEE, FRICERITT, SEIZSUT, ZOMEEZ I AX <A, A TEET,

AV FERBNY D7 Y4 XDEE

T 7 F )L N TiE, switchiZEBEANNy 7 7ilca~ 2 K 941017258 L ¥4, HEOHEKE v
VarERIIRERBROT R TOE Yy a T, TOBEEETEET, ZOFIRIFEETT,

FIEDOBE
1. terminal history [size number-of-lines)
FE D FFH
OV FERET7TIVa Y B
2Tv 1 terminal history [size number-of-lines] e EXEC T— RCHED X —IF L vy g o HiC
switch3fedk 5 a~> FI A4 VOB EEF LET, A
1 - KIX 05 256 ETCTORITRETEET,
Switch# terminal history size 200

ATV ROEUHL

JBIE N Y 7 7128 % A~y RENFUCHTIZIE, ROBITFTWINPOBEZITVET, Zb
DEAEIIEF T

IPv6 3> T7sXalL—>3> 4 K. CiscolOSXE ') ') — X 3.6SE (Catalyst 3850 X 1 v F)
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| axvrs1v 18—z 120ER
avrreEnze I

A

GEx) KHIZF—NMEATX B301E, VTI00 72 & D ANSI AHssERIZIE S E T,

FIEDOHE
1. Ctr+P F 7213 EXKEISF—
2. CtrHN F7- X FEREF—
3. show history
FIED M
OV EFEEIET7Y3Yy BB

ATy Ctrl+P F 7213 E &K% — JBIE NSy 7 7 NOa~<y REMOHLET, KEBICETLIavr R
DERANIFFREHENE T, F—2HF-Nc, LodiHva<r KA
WERINET,

ATvT2 Ctr+N 72X TFEREF— [CrH+P E£721F ERAIF—Ta~vy REFOH L% T, BEANY 7 7
NOLVFH LWa~r FICRY E3, F—2# 7=z, LoFHLn
a<vy FRERFBRINET,

ATvT3 show history ¥iiE EXEC E— R T, HANCAN LIza<r ReaWnW o»FRLE
T, BRINDH 2~ FOEIL, terminal history 7 2 — )L 27 ¢

15'1‘: _ Xal—aryavry RBIWhistory 74> 27 4 X2l —g
Switch# show history oo ]\@gﬁﬁﬂﬁ@:i OT?Eﬁiﬂéﬂij—o

v FERHEMEED T« —J Lk

av v NIBREERRIL. BB A R—T Ul o CWET, BUEDIREy v a v Elida~vy
RIATT 4 =TI TEET, ZOFIRIMEETT,

FIEDHEE

1. terminal no history

IPv6 3> T74XalL—>3> A4 K, CiscolOSXE 'J ') —X 3.6SE (Catalyst 3850 X 1 v F)
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ARVESAUAVE8—T 1 RDEA |
B Geseor—JLiesLUT =Tt

FIEDFH

ARV FFEREETIVa Yy E]:g]

ATy T terminal no history HiME EXEC =— R CHEOD X —IF Lty g
DZDEEET 4 Z—T W LET,

1 -

Switch# terminal no history

REMBEDA FA—ITIIEE LU T E—TILiE

TR T — MIZHBENICA F—T MIRESINE TR, T 48— NI L0, HOA x—7
ST LT TEE£9,

FIaDOHE
1. terminal editing
2. terminal no editing
FlED
=V N3 il = ey = B#Y
ATvT1 terminal editing B EXEC — R CBUED X —I Ly va ki)
DILEMEE— REHOA XA —7 VI LET,
fi) :
Switch# terminal editing
ATvT2 terminal no editing B EXEC £— R CBUED X — I By va o)
DILEMREE— F&T 4 BE—7 ML E T,
A :
Switch# terminal no editing

F—ANIZEKBa7L FOREE
F—A bur—7F, I RTIA VOREIHELEET, ZNHDOF—R br—7 |TEETT,

A

GEx) KEIF—NEHTX 5001, VT100 72 & D ANSI EH#uHRIZRE S0 E T,

IPv6 3> T7sXalL—>3> 4 K. CiscolOSXE ') ') — X 3.6SE (Catalyst 3850 X 1 v F)
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| axvrs1v 18—z 120ER
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K3 HwEaATUER

mEmEo r—ItkssvTFs2—I0it [

wEaTUR

Bl

Ctrl-B F 71T K% —

N—Y N7 | LFRIBSEET,

Ctrl-F £/~ 13IAXKHIF—

H—NVE 1 XFREIEET,

Ctrl+A g~ RIA4 VOREHEICH— YLV EBE L F
KR

Ctrl+E =V NEa<vr R ITAVORRBIIBEIHLF
KR

Esc B H—= V& 1 HEEHIRSEE T,

Esc F H— )& | HEERE S FE T,

Ctrl+T H—=INVDEZH DL T, I— Y NMLEDL

FLEIMZET,

Delete % — ¥ 72 1% Backspace —

=V NDECHDH LT EHEELET,

Ctrl+D B—=I MBI H D LT EHIRLET,

Ctrl+K =V NNENDa~vL T, VOREBEETD
TRTOXFEHIRLET,

Ctrl+U F 7213 Cul+X =V NNENDa~ L BT A OEEFE TO
TRTOXFEHIRLET,

Ctrl+W =V NDECHLEEZEHIRLET,

Esc D H—I NVOMENLHEFEOREE TEHIBRL E
-3—0

Esc C H—=I NMED T — RE2 RKLFIZLET,

Esc L B = VDT & D HEEZ /NCTFIZ LET,

Esc U H— Y VOB L HEEORE F TERILFIC

]\/iﬁ—o

Ctrl+V £7213 Esc Q

BEDXF—A br—7 2 FITR[fE/ra~< > K
GaEixya—rhv ) ELTHEELET,

IPv6 327 4FaL—23> A F, CiscolOSXE ') ') —R 36SE (Catalyst3850 21 v F) |}



B Geseor—JLiesLUT =Tt

ARV ESAVAvEa—T A ZADER |

Return % —

TATEIT L EA F~A 27 m—L LT, WRHE
HIZWNED X 5RWRTINEEFRRIEET,

GE) show =~ > RO )72 & bR E
[C—EEICFR R TERVEWH T
More 7' u > 7 "MERA S NVE T,
More 7' 10 > 7 h RFR E TG
I%. Return % —33 L " Space & — % fiti
HLTAZa— L T&ET,

Space /3 —

1 Himsy FlcAxZ e—v LET,

Ctrl+L F 721% Ctrl+R

switch?> SE[EIZZER A v —U B & vz
BAIC, HEOa~ L R4 v 2HERLE
7,

EEIELYILENITURFSA UDREE

B EC1T0EBARVWa~vy RIL A2V TE, a~>r ROT v 77T I 02 Nifea i
HAT&EST, W= YNADBhEY—VUICETDHE, TOaAvy RIA4 0310 LFHTE T~V 7
FENET, IV RITAOEHENS 10 LFETIHRZRL RV ETN, E~A7a—LL
T, a~ Y ROEETPOBXE2F = v/ TEET, INLOF—HEEXEETT,

<y ROEFAIZA 7 o — LV L TCATNEE T = v 73T 5I20E, CtHB ¥ —F 7oid—F—%
ELHLET, a~vr FIA U ORHICEEBEIT 521X, Cul+tA Z#H L £,

MY

GEx) REIF—WNMEHATXADE., VTI100 72 XD ANSI E#assRICR S E T,

RIZ, BAEETITZBALOEWa~ R4 a0 ikdplazRrL£7,

FIEDHEE

1. access-list
2. Ctrl+A

3. Return ¥ —

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)
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| axvrs1v 18—z 120ER

show E&Umore A7 FHADKRES LU T4 L2 VY

FIRO A
aAX U RFERET7TIVa Y B#)
ATy T1 |access-list 11T EBxH7a— L ary 7 4 Xal—vay avy R
ANE=RRLET,
1| - S s N S -
o BANCH — Y ABTRICET 5 & 2O 10 TEATET
Switch (config)# access-list 101 permit| ~2 7 h X, HFERRIEINET, RLILE () 1T, FOT0
10.15.22.25 255.255.255.0 o <
oy gy 0 255:255.255 A=V SN EERLET, H— Y ABTRICHE
Switch(config)# § 101 permit top T BN, ZOFFREOI0 LTSI E~ 7 P SNET,
10.15.22.25 255.255.255.0 10.15.22.35
255.25
Switch (config)# $t tep 10.15.22.25
255.255.255.0 131.108.1.20
255.255.255.0 eq
Switch (config)# $15.22.25 255.255.255.0
10.15.22.35 255.255.255.0 eq 45
ATFwvTF2 |CtrI+A SRR AT =y LET,
i - ITRICEREIND RS ($) X, TOITRAE~A 7 r—)L
Swi.tch(config)# access-list 101 permit shizZtk %’?’%Lij—o
tcp 10.15.22.25 255.255.255.0 10.15.2$
ATv 73 |Return ¥— av U REFITLET,

V7 b7 TIE, BEREEIZ 80 7T AETHD EHESH
TWET, HEEOIENEZ DA%, terminal width £54% EXEC
a<r REFEHL TRRDEEZZRT L ET,

ST I NiREL o~y FBEEEEEEZIHT 5 L. §Bilc
AN LT a~ 2 R MY PO L CEE T £,

show 5 & U more av > FHAODBERS IV I70ILE )05

FIRDHE

| oL-32600-01-J

show 35 L more =~ > ROWMNEMRBBI R T7 4 V) 7 TEET,
NEY— b THHE6, HIINOARERIERERITHHEITELLET,

fEER T,

Z OEEIX. KREDH
hbhDavwr RO

1. {show | more} command | {begin | include | exclude} regular-expression

IPv6 3> 4F¥aL—23> 54 K, CiscolOSXE ') ') —X 3.6SE (Catalyst 3850 X o v F) B



ARV RZIAVAVE—T 4 ADERA
B x1vFx5v9Tc0CU~ADTHIER

FIEDFH

AU RFERETIVa Y =)

AT w71 |{show | more} command | {begin | include | exclude} HOEBRRBLIONTZ A AZ Y 7 LET,
regular-expression )
i??ﬂ“(‘ I, RFENFRERISNET, &

Bl - & 213, | exclude output & AJJ L7-454 . output
Swi-tch# show interfaces | include protocol =) = Fﬂ‘ﬁi IFRINEEAN, Output 75_’ STefTIX
Vlanl i§ up, lir}e protocol i§ up %%éﬂiﬁ*o

VlanlO is up, line protocol is down
GigabitEthernetl/0/1 is up, line protocol is down
GigabitEthernetl/0/2 is up, line protocol is up

ARAYFREAYDTOCU~NDT IR

CLLIZIZ v Y — V8¢, Telnet, SSH, F7/2137 UV Efif+ A2 ik TCT /78X TEFE
KR

AL 9 F AZ 9 ITBIOART 7 AN A B =T AL, ZRALTERLEST, AL v
FTEICAE T AUREERTAZ LI TEERA, 1DFRIFEEDOAY 7 A /"—Da
VY= R— FEEA =Ry MEBEA— M ERB L TR TEET, THEEDOCLI Y

arvEEATAEAIIEEL TSN, 120ty s TANLEZavy R, Bloty
gz iﬁréhiﬁh L7eRnoT, av>r FEANLEE Yy v a vy 2B CE20WgGEA0
HoET,

GE) AAf v TF AR 7 RERTAEEIT. 1 OOCLI Yy a v lERATAZ 2R LET,

BEDAHR 7 AN R— MR ETHHEAIL, CLIa~ L RA Vv F—T 2 ARTBICAFA v
AUNTELEEGDTLLIEEN,

U — )LEFEEIE Tenet BFHATCUIZZ Y RT B

CLILIZT 7B AT BT, switchDN—FRT =27 A A FL— a2y A FICRESNALTHDF
MEC, switcho> =t > — /b AF— MR £ 7213 PC 28T 520, E721EPC & A —H % v MEEL
AR— ML LT, switchOERZ A NZTHLERH D £,

sWitchR T TIZERE SN TWAEAIT., a—Hh L ar VY — L EEEEE 1T E— b Telnet 7 v 3 3
N2k > T CLI LJ’&JZXT% FITR, ZDFATDOT 7 BRI TE B L DT, YelTswitch
ERELTBSLERH Y £7,
WRDONT D IFET, switch & DR AN TE 97,
*switch= >V — /LR — MIEHAT —> a3 VERIZEAVYALT v 7T L 2T 50, %
72134 =%y NMEHEKR—MIPCEEHRLET, av Y — LV R—FERIIA—T Ry N

IPv6 3> T7sXalL—>3> 4 K. CiscolOSXE ') ') — X 3.6SE (Catalyst 3850 X 1 v F)
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| axvrs1v 18—z 120ER
avy—LiEgELd Temetg@mcelic7o 2292

AR — F ~OEHFIZOW T, swittchD/N— R =27 A A ML —3 a2 A RESBLT
<TZEW,

*UE— MEFHIXT —3 g U BIEE D Telnet TCP/IP % 72 13K5 51k Secure Shell (SSH; & % =
T V) Ny =TGR LUET, switchld Telnet £721XSSHZ 947 hEDFR Y b
U — Z RN FRE TR TR0 £ A, F70. switchlZ A r—T7 L v —2 Ly b /RAT—
REHRELTEL I EHLHMETT,

* switch|Z[FIFFICH R 16 @ Telnet v > a &Y R—FLEJ, 1 AD Telnet = —H|Z
Lo TITObN AT X, DT TOD Telnet & v ¥ g IS VET,

* switchlIF K 5 2DOL 272 SSH v v g V& FRIFFICY R — M L £,

gy =R —=F, =Py FMEHAR—F, Telhett v a, £2ESSHEYyVa %
WU THERT DL, AT — 3 RICa—Y EXEC a7 MR ERENET,

IPv6 3> T74XalL—>3> A4 K, CiscolOSXE 'J ') —X 3.6SE (Catalyst 3850 X 1 v F)
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ARV RSA U AvE—T A ADER |
B -y EgErE Temet BATCUIZT 7 ERT

IPv6 3> T4 ¥aL—3> HA K, CiscolOSXE ') ') —X 3.6SE (Catalyst 3850 X 1 v F)
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%ZE

Web5S D4 hIlA—H AL B3 —Tx(4 R
D EF

* Web GUI Offi HICBI3 D i# S, 17 ~—

* Web GUI OfEHICEAT H1F#H, 17 ~—¥

* Switch ® =Y —/L iR— h DFEfE, 19 L—

* WebGUI ~D1 /Ay, 19 ~—

* Web T— RBXUEF =27 Web T— ROFE, 19 <—

* Switch Web GUL D% E, 20 ~<—

Web GUI O EARIZREI S RiItRE M

* GUI I%. Windows 7. Windows Vista, Windows XP. Windows 2003, ¥ 72i% Windows 2000 %
FATL TS PC ECTHERTZLERH Y 7,

* switch GUI {&, Microsoft Internet Explorer 6.0 33 .Y 7.0, ¥ L OY Mozilla Firefox 73— 3 &
26.0 LT & HARMED D Y £,

Web GUI DRI T 41

Web 77U, oFD, I 740N a—W 4 F—T A4 RX (GUI) 1%, FswitchliZFHAIAE
nTnET,

P —EAR—F A HZ—T 2 AFFEHRAS VX —T =2 ABFEHAHLTCGUIIZT 7 AT
FTH, P—EAFR—b A F—T 24 ZADHEHZBEIO LET, GUI DX—Y EHIZH D
[Helpl 27 U v 73D, AL T4 ~LVTRERENET, T T4 ~NTEFRRTHIC
X, 77 UVORy T T T Tay hEBEHNIITLILERLY 7,

IPv6 32T 0Fal—>3> A4 K. CiscolOSXE |) ') —X 3.6SE (Catalyst3850 X o v F)
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Web 5574 AL 1—FA28—Tx420OEA |
B webcuio#ae

Web GUI D &E

switchWeb GUI 3K OF§EEE R — F L £,

RERR™ 4 F— R IP7 RLAB LR — )L 22— 42T — ROYIEE., F 721380 —
TORRE (LEFFHE 15) D%, U 4 P — NIIRAOERREZ5E T T 50D FIEZ#EE L

9, [Configuration] > [Wizard] ZEE) L, RO EERTETH7-DIT, 9 AT v 7 OFNEICHENF
R

o —
* SNMP 3 A7 L DOIEEE
*EPLAR— B
*UA YL AEH
* RF Mobility & [EE 5
*EEUTARE
« WLAN
*802.11 &
* Set Time
[Monitor] % 7" :
MBI Dswitch, 7 7 AT b, T7RBA KA FOFEMERRLET,
* T ANTOERRIS LU AP i iR 2 #m LE T,
CTIRARA L NOBRBEEFRLET,

CTRTCDA L H—T A ABILOCDP ~T7 7 1 v 7 {FHD Cisco Discovery Protocol (CDP) ®
TARTORAN=D—FERRLET,

* /3%H Friendly, Malicious, Adhoc, Classified, 5 O\ Unclassified {225V TC, X TOARIE
TIRBARAL VM EERLET,
[Configuration] # 7" :

*Web B EY 4 Y= FEMHEH LT, $XTOYPIRIED /D ITswitchZ HETE Y. U+
P— FTiE, 2=V OFFM, BEA =T oA AR EERETEET,

* VAT A, WHEEDHCP — 3, BH, BIOEE U T A BHATA—FERETETET,
* switch, WLAN, M4 ETEE7,

*switchC, X2 U7 4 RV —2RETXET,

CHRL—TFT YT VAT A VT MU 2T OEFB < Rswitchic 77 B A T& £,

[Administration] % 7' C, Y AT L BV 2R ETXET,
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Switch D>V —JL R— F DIES:E

&M

ATy T2

ATvT3

[T L& BHEIIC

HARZ2BEDR TE D K 9 (switchZ B ET HITIE, VI-100 4 —IF =l ab—var 7 ns
Z 2 (HyperTerminal, ProComm, Minicom, Tip 72 &) ZFE(TTHPCIl=a hu—T kT 5
VERH Y £,

XVET bV TV —T DA switch®D RJ-45 212V — )L AR— MR L, b 9 —Wia2 PC DU
TV AR— MM L7,

AC EJF = — R & switchiZ#55t L. 77— AfF& 100 ~ 240 VAC, 50/60 Hz DEJFR = MIELIALE
T, BREANET, BEIRAZ VT MNMIE-oT, AXL—T 47 VAT A Y7 by =T O (=2—
FoF T rva— REBXOERBEARHCZET A N BLXOEARENRRINET, switchOEJHEA
R Ol 2 MCER LIZEAIE, BEEIZA 2 U 7 Mo TREY 4 V— FREfTSRE T, EEOH
RICHES T, AR EEZA LTI IEE N,

yes EAJLET, CLIEY N7 v 7 U4 — ROERBLRYBERE /N7 A — X A F T, gigabitethernet
000 B—Tx2A ATHHYP—EAR—FDIPT FLAZEELET,

R 4 F— ROBRENRTA—=Z AT HE, WebGUIIZT 7B ATE 9, ZI T, switchh h—E
AR—=FDIPT RLARIZEDERESNET,

Web GUI ~DO T 1 >~

TIUFDT RUAN=IZIPT R Aswitchz AN LET, Btz tr=U 7 ¢ TRES HITIT,
https://ip-address & ASJ L ET, HfiatFx =V 7 0 THR#E L2WE T, http://ip-address & AJJ L E7,

Web E— FBELUtEF17 Web E— FOERE

ATy T
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[Configuration] > [Management] > [Protocol Management] > [HTTP-HTTPS] % &R L £ 7,
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[HTTP-HTTPS Configuration] ~— YN F /R SN E T,

RATY T2 WebE—F (=—H Thttp://ip-address| ZfH L CswitchGUIIZT 7 B ATE £9) 2G0T DHITIT,
[HTTP Access] K2 v F& 7 U A K55 [Enabled] 2R L3, AN LARWVWEAIL, [Disabled] %%
WLEF, WebE—F (HTTP) O#EHfelX, ¥ =2V 7 4 THRES N EE A,

ATY T3 X aT WebE—F (==— Thttps:/ip-address| % L TswitchGUIIZT 7 EAT& £9) 2HEhIC
T 5IZ1X, [HTTPS Access] K2 7 & 7 U AR5 [Enabled] Z34R L £9°, AT LaWgGETE,
[Disabled] Z3#&R L £9, &F=7 WebE— F (HTTPS) DO#filE, X = U7 4 THREINTVET,

AT w4 [IP Device Tracking] = v 7R v 7 AT, TNA A&BWT 52 L E2BIRLET,

ATY 75 [Enable] F=v 7Ry 7 ATKIAN KAV MEAFZ—TNMITDHZEERIRLET,

ATY 76 [Trustpoints] K2 v 7 H 7 JRARIMNE FT A RKRA LV FEBBRLET,

AT w1 [HTTP Timeout-policy (1 to 600 sec)] 7F A k iR~ 7 A2, FET 7T 4 7HLICE Y Web v v a VR & A A
TU NS LHETORMEZMEANTANLET,
N2 HFAIE 1 ~ 600 B CTF,

AT w78 [Server Life Time (1 to 86400 sec)] 7F A bk iR v 7 AZH— DT A T XA LB AN LET,
BRN72HEPHIE 1 ~ 86400 FH T,

AT w79 [Maximum number of Requests (1 to 86400)] 7 A k R 7 AT, P— "N AN D g KR Bk & A
ILET,
fEEC& 28 OHPHIZ, 1~ 86400 T,

AT9710 [Applyl 27 VU v 7 LET,
AT 71 [Save Configuration] %7 V v 7 L £,

Switch Web GUI D% E

WEY 4 P — R T, switch E COERPRREEITH) ZENTEET, 2O 4% — Fid, switch
ZHEAN LI E%eswitchZ TIHHERFOT 7 4L MUy P LERICETLET, REV 4V —
Ki%. GUI & CLI Dfi F DX THEATE £,

ATYT1 PCHEVP—ERARN—MIEEH L, switch&[RILY 7Ry hEHEHTLLIICIPVET RLAZHRELET,
switch’ N IOSXE A/ A—Y L bicu— &, —E R KR— |k A X —7 = A A gigabitethernet 0/0 &
LTRRESNET,

AT w72 PC T Internet Explorer 10 AR, Firefox 2.0.0.11 LAFE, %721 Google Chrome ZFHtA L., 77 V% 7 4 v K
IZEBA X =T A ADIPT RLRAEASILET, BEHA X —T A ADIP 7 FL R,
gigabitethernet0/0 (314, VP —EAR—hr A X —T A A) LRLTT, #IdTur A rT5L X,
HTTP D2 —H LB L ONAT = FEZANTHRERHY £¥, 774/ FTiE, 2—F4 1T admin, /3
AT — R cisco TT,
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switchWeb GUI 0%E [l

V=R R—b A =T = 2% F % & EE, HTTP & HTTPS O )5 2 T& %9, HTTPS
77 4 FTA F—T A THY . HTTP %A X— T NCT B L b TEF4,

MbTr A 295 E, <Model Number> <Hostname>] ~— VU NF R I N FE T,

~—C, switch Web GUI @ [Home] “X—UIZT 7 AT 57201, [Wireless WebGUI| V27 %27V w7
LET,

AN switchD % ENZ M EE 2T X TOFINAE FEITT H729IT, [Configuration] > [Wizard] & #IR L £,
[Admin Users] X— YV NERINET,

[Admin Users] ~X—C, Z OswitchiZH Y ¥ CTHEHEZF O —F 4L % [User Name] 7 F X b AR 7 XIZA
S, ZDswitchiZE Y Y THEH/SA T — K% [Password] 7 F A b R v 7 AF X O [Confirm Password]
TEXANRY T RZANLET, Next] 227 U7 LET,

F 7 4V b O2—F4 T admin T, T 7 4L FDO/RAT — R cisco T,  F 7= TswitchDH LWVEHLE
2—PEERTEET, =4 LR T— RITIE, K24 C50 ASCI LFE AT TEET,

[SNMP System Summary] “X— Y NFRRINE T,

[SNMP System Summary] ~2—3""C, switch®K D SNMP > A7 L /XT A —4 % AJJL, [Next] &2 VU v 7
Li‘é—o

* [Location] 7 F A k R v 7 AT —WiE&KARE/RswitchD T,
* [Contact] 7F A I 7R v 7 A THAHIREE 572 £ O — T JE 2 ATRE AR & JE DR,

*SNMP il 4 S £ S E72 SNMP k7 v 7 TiRET 5121E, [SNMP Global Trap] Rz > 7407 J A
I "C [Enabled] Z B4R L, S E I FE7 SNMP 7 v FIZ%f LT SNMP A2 4 LR K 919 51T
I3 [Disabled] % &N L £,

VAT A uT Ave—U%EET HITIE [SNMP Logging] K w7 #7 U A k5 [Enabled] % i3
KL, VAT al A vb—U%FE LRV AIT [Disabled] 23R L £,

GE) SNMP F 7 v 7 H—nNiF, T4 AR Ea—ay B— kL EENRETHD Z EBNETT
(gigabitethernet0/0 $— B A E 72 TEEA L F —7 = 4 RTRRE LEFA) o
[Management Port] <— VU NERIINET,

[Management Port] ~<—C, R — hDA ¥ —7 = A A (gigabitethernet 0/0) DR D /3T A — X % A
FIL, [Next] 27 Vw27 LET,

*[IP Address] 7F¥ A b Ry 7 A TH—ERA R—MIFIV YT F—T A4 ADIPT RL A,
* [Netmask] 7 ¥ A b Ry 7 AT, HFEHAR— b DA L H—T 2 A ADFy NI =7 A7 DT KL A,

* [IPv4 DHCP Server] 7% A b AR » 7 A TEIR S 41724 — b~ @ IPv4 Dynamic Host Configuration Protocol
(DHCP) D7 K1 %,

[Wireless Management] ~X— U BN FE R I FE T,

[Wireless Management] ~— 3 Clik, IROUA YL A A X —T = AEBOFEME AT L, [Next] &7
Vw27 LET,
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ATvT9
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* [Select Interface] Kut v 77X UZX Mnb, A2 —7x2A AL L TVLAN £721310 ¥4 > b
A=y FEEIRL £,

*[VLANID] 7% 2 h R v 7 2T VLAN % 7D ID, VLAN % 7 R/ 413 0,

*[IPAddress] 7F A N IRy 7 AT, TIZRBRARA V IRBERINT-TIA VYLV RAEHA LV X —T = A A
DOIPT KL A,

*[Netmask] 7¥ A N Ry 7 AT, VA XY LAEHEHASA X —T 2 A ADHy NT—F AT DT KL
A,

* [IPv4 DHCP Server] 7% A A" 7 2 TDHCPIPV4IP 7 R L X,

A B —7xA AL LTVLAN Z#R 3% L [Switch Port Configuration] 7§ A b R v 7 A TIRE S iz
VAP H, A—hELThI 7 A= ERITT 7 EBAFR—bEEETEET,

[RF Mobility and Country Code] ~— VN FE RSN E T,

[RF Mobility and Country Code] ~X—""C, RFEE U7 1 KA A %% [RF Mobility] 7 A2 k R v 7 AT

AJIL. [CountryCode] Ky X7 VA MNOLBIEDE a2 — REEIRL T, Next]Z27 Vv 7 LET,

GUI 7 BiE, 1 SOEESOHREZERINTE £,

GE) REZNAV—TMENRFA=Z LY T ARELRET DN, LTEESTIMEDa T Y%
ZRLTD, REICED L IICLTIEI N,

[Mobility Configuration] ~— T2 HE, FEEV T 4DV m—rYL a7 4 Fa b— g3 UVREPEREN

£

[Mobility Configuration] X—<" T, IROEEV T4 DT r—rYL a7 4 Fal—va UREZZREB X
AL, [Next] 227 U w7 LET,

* [Mobility Role] Kwu > 7 &# 7  J A K~ [Mobility Controller] & 7213 [Mobility Agent] % &R L £
TO

* [Mobility Agent] %34 L 7=835 1%, [Mobility Controller IP Address] 7% A b AR 7 AIZEEY
T4 a2 ha—7@IP 7T RL A, [Mobility Controller Public IP Address] 7% A k 7R v 7 ATFE
VT4 arybhae—J0PT7 RLAEZALET,

* [Mobility Controller] ##ERT 5L, EEV T 4 a2 br—FDIPT FLAEEEY T 4 2 b
B—=ZDNTY v 7 IPT FUARENENDT FA R Ry 7 AFRSNET,
* [Mobility Protocol Port] 7% A b Ry 7 RZEFE Y T ¢ 7a halvdOR— FNEERERINET,

* [Mobility Switch Peer Group Name] 7 F A b AR 7 AZEFE Y T 4 AL v TFOET T V—TZNFEKR
SNET,

* [DTLS Mode] 7% A b /R v 7 AT, DTLS 2’1 X —T /N THDLMNE I DIRINET,

DTLS (%, EUELEFRRIZH D TLS IZEEDL A ¥ —x v MR LR ES (IETF) 7’1 h=auv
<7,

* [Mobility Domain ID for 802.11 radios] 7 ¥ A k 7R v 7 A2, 802.11 EMHEDEL Y T ¢ RAA L ID N
KRINET,
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* [Mobility Keepalive Interval (1-30)sec] 7

switchWeb GUI 0%E [l

THXARN Ry 7 AT, BT switchiZ457 54 ping Z RO MR
(FPHAL) o

HEWEPHIZ 1 ~30 BT, 77 4/L MEIX 10 T,

* [Mobility Keep Alive Count (3-20) ] 7 F A b N> 7 AT, E7 switchhEZEARE & B 5 £ TIZ

ping ER & X5 B a5k,
AR #PAIX 3 ~20 T, 7 7 4 /V MEIX 3 TY,

* [Mobility Control Message DSCP Value (0-63)] 7F A F ;R v 7 AT, EE U 7 ¢ switchiZEREIND

DSCP fi,
ARRHPHIL 0~ 63 T, 774/ MEIZO0 TY,

* [Switch Peer Group Members Configured] 7 ¥ A h ARy 7 A THE LTV 7T 4 AL v F ET 7 —
T ANRN=DEEFRRFLET,

[WLANs] N—URFERESNET,

AT 9T 1M [WLANs] X— T, D WLAN KENRT A—Z & ASIL, [Next] 27 U v 27 LET,

*[WLANID] 7% & b 7R v 7 AT WLAN #5111,
*[SSID] 7 ¥ A h Ry 7 AT, 7747 v MIBEEMTOLRTWD
* [Profile Name] 7% A h R v 7 AT, 7747 v MBMEHAT 2 WLAN D4 i,

% WLAN @ SSID,

[802.11 Configuration] ~X— YV NE/RI N ET,

AT 712 [802.11 Configuration] ~<— " C, [802.11a/n/ac] F = v 7 R / 7 A L [802.11b/g/n] F = v Z R > 7 ADUNT

AT v F13 [Set Time] ~X—T T, RD/XT A —H(ZHSVTswitch?d HEFZFHE L

NEIIMFZ2 A 12 LT 802.11 #ERE A2 A R— T LT
[Set Time] — Y MNFREINET,

*[Mode] K>y 7H#v U A RH 6 [Manual] F 721

. Next] Z#27 U > LET,

. [Next] #7 U v 7 LET,

* [Current Time] 7 F A b 7R v 7 AT, switchOBED X A LAAX L TRERINET,

[NTP] Z i8R L £,

NTP $— O HREZ, switchliZHEHRE SN TWDTXTDOT 7B ARA > b, HHATEE/RNTP ¥ —
INEREIZHESW TR ZFE# L £,

* [Year, Month, and Day] K7 v 7*Z 7> U X k) Bswitch® H AT 2@ L £ 77,
* [Hours, Minutes, and Seconds] K& v X7 U X ML 2SI L E77,
s FEHT % [Zonel 7 ¥ A R AR w7 AZ AT L, switch TR%E SN BAEDORRA & b L7-55

B
7%y & [Offset] Ry X oy URXRPHERLET,

[Save Wizard] R— YN ERENE T,

AT v 714 [Save Wizard] XR— T, ZOFEZMFH L CTswitch TIT o 2R ELX MR TE 9, REMEZLET 54
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I%. [Previous] &7 U v 7 L, &YX —
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TRTOY 4 HF—RIZOWTHEIIA v BE— U BRERINTEAICOR, 74— REHEH L TER L
switchi¥ € R1ECTE £9, [Save Wizard] V 4 '— K RX—=TU T 7 —MMFRINTZHA. switchD FIHIEx
EDTZDIZT 4P — REHEFETTILERNLY 7,
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MLD R X—E VT DEXTE

TOFEY2—LF. MLD AX—E L OBEOHEMN G ENTNET,
© BERelEHMOMRE, 25 X—v

* IPv6 MLD A X — > 7 O EICET H1EH, 25 X—

* IPv6 MLD A X — ' v 7 ORESE, 31 ~—

* MLD AX— BV JEHROER, 40 X—

* MLD A X— b VY OEREF, 41 ~—

P EE IR IR D HERR

THERAOY 7 b 2T VY —ATHEE, ZOFV2a— /L THAINDLTXTOMEERTR— K&
TWD EITRY £ A, BHTOMRERHRI L OEEICO>NTL, EHT57 7y h7+r—2aB &
RNV 7 =7 U Y—ZAD BugSearchTool BL NV UV —R /= ESZHLTIZS, ZOFE
Va /IR EN TV HREDFMAZ MR L, FSHEESTHF— ST ) —=2DY X K
R T ODHEIE. ZOEY 2 —VOREICHDEBEFEHROXRLZZHRL TIIZEN,

TI7Y RN 7d— OV R—= R BLOVRAY T h T =T A A=V OV R— MIET D HEREME
9 %I1Z1%. Cisco Feature Navigator i ] L 9", Cisco Feature Navigator {Z(3, http://www.cisco.com/
go/ctn BT 7B AL ET, Ciscocom DT BT MIMLEHY FHA,

IPV6 MLD R X —E > J DEREIZEET 515
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A A+ F T Multicast Listener Discovery (MLD) AX—E > 7 E2FHLT, XA vTF K Rxv b
T—INDY F7AT v hEBIUL—FIZIP Version 6 (IPv6) ~/LF v A b T — X & ZhHRAICHE
BToaZe&nTEET, FITHRLRWRY, Ay F L0 HGEIE, AF L FTr XA vF
BXOAA vF 2EZ v 7 E2IELET,
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A

G¥) IPv6 T AI201F, TaT7 A IPva BLRIPY6 AA v F o F F—2_X— 2% (SDM) T
VLU= MMM AAL v FICERESN TV DLERSH Y F77,

A

GE) COETHEHT I~y ROEXE IO FIEOFEMIZONWTIE, 20V U —RZHinT 5
a<w R Y77 L AFERITFNEICE#H SN2 CiscolOS D~ =T L 2SR L T EE,

MLD R X—E Y5 DIE

IP Versiond (IPv4) TiX, VA Y2AAL v FiFA X —F v b 7 V—7FEH T m 2/ (IGMP)
ARXR—E T EHERLT, BRICLAY 24 0 =T 24 AERETHZEICED, v~ LvFFv
ANKNI T4 IDTT T4 T EMHILET, ZODH, v VFX¥ AN ST 7 4 v 7P
VNV TF X ¥ AN TS RCHISTT ST A v H—T oA AT EEE S E T, IPv6 T,

MLD A X — b > I NRROEEEZEITLET, MLD AX—VE U7 %2f3425 L, IPv6 v /LT

F ¥ AN T —HIIVLAN ({RAELAN) NOTRXTOR—MNIT T v T 47 EINDHDTiFHRL,
T—HEZET LR DY A MIEIRWIZIEEINET, ZDOU X ML, IPv6ew/LTFF ¥ R b
ARy N AX—E L I LI OEEINET,

MLD /L IPV6 v /L FF ¥ A Kk —X TEMASND 7 v haL T, L—XICEEERIN) 7
oA TFXry AR Y R F— (IPv6~ LT XX XM RTy N5+ 5/ —FK) OFE, BLD
Btz ) — Raxtg 351 F X v A b X7y MERELET, MLD I IGMP 22 HJRA L TW
F9, MLD "—3 > 1 (MLDv1) [ZIGMPv2 &, MLD /3— = 2 (MLDv2) (X IGMPv3 &
ZNENIFAZETT, MLD I Internet Control Message Protocol /3—3" 2 > 6 (ICMPv6) DY ~7 71
kT4, MLD X v E—U X ICMPYE A v B —2 087 M T, IPv6 237~ NN THEED
Next Header & 58 IZ X W iRl & E 9,

AL v FIF. RD2OONR—=L 3D MLD AX—EY o 752 R—FLET,
*MLDvl A X—t > 7 : MLDv] il v F&#H L, IPv6sase~/LFF+¥ A F 7 RL A
EANWTrT 749707V o0 TEERELET,
*MLDV2 FEARA X —E > 2 (MBSS) : MLDV2 |8l M &fEH L C, IPv6side~/LF % v
AR T RLVRIZEASNWT N T 7 4 v 7 DEEEEZRELE T,

AA v FIIMLDv] 2 3L Sy hEMLDV2 a2 a3l Sy hOWHFTAX—E 7T
X, IPV6 S~V TF XY AR T RLRAICESWTIPVO L F XYy A b T =257 v 7L
i‘ﬂ—o

GE) AA TN, IPv6e EE LB LS~V TFH v A R T FLAR—ZADIREE R ET H MLDv2
JEEAX =Y 7Y AR— M LEREA,

MLD A X—¥ 7%, /7 a— UL FEFEIL VLAN B A 2 —T NV EHITT 4 B—T VIR ET
xFT, MLD AX—Y 7N A X—T VDA, VLAN BLOD IPv6 ¥ /L FF ¥ A K 7 KL A
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T—=T NI T M =T BION— Ry =27 THEREINET, T0OK, AL vTFiFN—Kv=7T
TIPV6E VLT F X ART FLRIZESLS TV v 7 2FEITLET,

IPv6 ¥ /LT F ¥ A MEHEIZHE, AL v TIFAFDOMACT RLVAD L4427 T~ F& MACT
R 12 33:33:00:00:00:00 O OR 2 FEITL T, MAC</LFF v A b7 FL2EfiLES. 7
& ZI1X. IPv6 ® MAC 7 R L A FF02:DEAD:BEEF:1:3 i, A —%%®* v h® MAC 7 KL &
33:33:00:01:00:03 IC~ v B> V&SN ET,

IPV6 565C7 KL AL MACSE8ET LU AR LARWEAE, v~ /L FFv Ak 2y MI—&LZE
Hhe AAvFII, —H LW Fry hENN—R7 =27 XR—ZOMACT RL A F—T7 L >
THELET, MACHEET RLADMAC T KL A T—7 L2 WEA. A4 v FIEZE L
A=K EFLE VLAN AOTRTOR—NMIRXTry NaeT7 Ty T 47 LET,

MLD A v t&—
MLDvl %, RO 3FEEDA v —T % R—FLET,

* Listener Query : IGMPv2 7 = U — & []% C, General Query % 7213 Mulicast-Address-Specific
Query (MASQ) DWW nniz7eh £,

* Multicast Listener Report : IGMPv2 L' 7" — | & R T,

* Multicast Listener Done * v —37 : IGMPv2 Leave A vt — & [F&% T,

MLDv2 CiX. MLDvl L' R— r3 L O Done A vtE—I2M 2 T, MLDv2 7 =Y —35 L (X MLDv2
LAR— P HR—KLET,

A=V DEZEOREELIA vE—Y A4 ~v—BLOAT— FBITIZ. IGMPV2 A v & —
COBALEULTT, Uz LTa—aTHRZR IPv6 XETTT KL A ZE-72 MLD

A wE—1L, MLD Vb —Z B ELOMLD 2 A v F CHEHEINET,

MLDV T')—

AL FIEIMLD 7 =) —%EEFEL, IPVOENLTHFHY AT RLRA T —HZ_X— 25 L, MLD
TN—T7EA7 =) —, MLD ZV—7B XK ELEAZ =Y —%4 L T, MLD Done A v
T=VIRE LET, . AL v TFE LA ML LAR— R FaXo s BIRELEREERE,
BIXOARZT 4 v 772 Pv6 VT FX AN I —7 T RLAFRELYR—FLET,

MLD ZX—E L I NTF 4 —TNOBRE, T_XTOMLD 7 =) —R AN VLAN TZ I vF 4
JEINET,

MLD A X —E> 7 RA 2—=T VDA, ZESNTEMLD 7 = U =B AN VLAN TT7 7 v T 1~
7E, 7Y —0Oa bt —([X CPUILHKESN, W ENET, MLD AX—E 7 TlE, ZES
N2 —=MEIPve LT XY AR T RLAT—HR—RAEHBEELET, MLDAX—E 7
X, YAV FXY A M NA—F K= E2RH LT, A4 ~—%HFFL, LA— MNEERHEZHELE
T, £72. VLANOZ = T IPIXEILT RL A, VLANHNDOZ =) 7 R—  E2FH LT, wLF
XY AT RLA =V VMR LE9,
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GE)  IPv6 v /LT F ¥ A b L—H 3 Catalyst 6500 A1~ FTh V| JLiE VLAN (#iFH 1006 ~ 4094)
AT 554, Catalyst2960, 2960-S, 2960-C %7213 2960-X A A~ F M VLAN T/ =V —
EZETEHI T D2, IPv6 MLD A X —E 7 % Catalyst 6500 A1 ~ FDHLHE VLAN
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VIVFXY AN T T4 I T R_RTCETT T 47 LTH
5, AT XXY A RNTFT—HECLTXVY AT —XDOSER

0L-32600-01-J |



| Mwzzx—Ers0BE

MLD 1) X — * v t—SHIEIDESE (CL) B

av

VEERRTI Y B8

FERTDHR—MIH L TCORERELET, T 74/ FTIE
TCN 1T 4 =7 IR EENTWET,

X579  |ipv6 mid snooping ten flood query count | ({£&) TCN 54 %—7 L OHE, %(E&NSTCN 7 = —
count BERELET, HETEHHMIT1~10T, F74/L b
X2 7,
11 :
Switch (config)# ipv6é mld snooping tcn
flood query count 5
ATwv710 |end F#ME EXEC E— RIZRE D £,
ATv 711 |showipv6 mld snooping querier [ vlan (EE) AA v F £7I1T VLAN O MLD AX—E> 7 7
vian-id] TREWAETHR L ET,
i :

Switch(config)# show ipvé mld snooping
querier vlan 1

MLD 1) X F+— A v t&—IHNFID &S (CLD

T 74/ FTiE, MLDAX—E> 7 U AF— A v—UMlidA F— 7 VIR ES N TWET,
ZOEENA X —T NDE, AL v FIE~vNLTFFXY AN NV—F 72 —TLi21 50 MLD L
R ROHEEELET, A vE—UMENRT =7 VOGEIT, O~ LT Fv A FL—
ZIZMLD LAR— kS E T,

MLD U 2 F— X v — 2T 4 B — 7 S 5121, Bk EXEC & — R CRDOFIEZE E1T
L/iﬁ—o

FlED
ARV KRFERETIVaY El:g)
ATy T configure terminal Ja—\) a7 4 FXal—aryE— K%
BAfE L E7,
1 -
Switch# configure terminal
ATFv T2 no ipv6 mld snooping listener-message-suppression | MLD X v+ — i 25 4 E—7 W LET,

i -
Switch(config)# no ipvé mld snooping
listener-message-suppression

| oL-32600-01-J

IPv6 3> 4F¥aL—23> 54 K, CiscolOSXE ') ') —X 3.6SE (Catalyst 3850 X o v F) B



B wvwxzx—cErrEgoss

MLD ZX—EL T n®E |

AR RFEREETOVa Y

Sl

ATvT3 end K¢t EXEC £— FIZEY £,
151 -
Switch (config) # end
ATvTa show ipv6 mld snooping [Pv6 MLD A X —t > 2 LaR— NI T ¢

B -

Switch# show ipvé mld snooping

=T N THLZLEMRLET,

MLD X X—F >/7‘"I%$|§0)a=zﬁ<

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

A FI v I

FEINTZ, HBDOIVIEIAZT 4 v T IERESINTZNV—F R— FEBILUVLAN A

H— 7:42@WD23 VU EREFRRTEET, £-, MLD AX—E UV THIZEESN
72 VLAN D IPv6 /L —F 7T RL A w/LF XYy A b N ZERTHZEHLTEET,

K5 MIDAX—EVJERRTAOaAT VR

avoU kR

E:g)

show ipv6 mld snooping [ vlan vian-id |

AA v FDOFT_TOHD VLAN £ E SN T-
VLAN @ MLD A X — L VR EEREZER L
F9,

(fEE) %~ O VLANIZET 218 A2FRT D
\ZIX. vlan vian-id # ANJJLET, FEETE D
VLAN ID O#iPHIE 1 ~ 1001 35 X OV 1006 ~ 4094
Tﬂ‘o

show ipv6 mld snooping mrouter [ vlan vian-id

]

HAFI v 7R EIN, FEITRESINZ~
NFFX AN N—H L H—T A ADEH
ZFRELET, MLD AX—VE L V5 A R—
WZT5E, AL v TFiE~vNLFFx¥ A b L—H
DR THDHA L —T7 =4 A% BB
BLES, ZNHDA U H—T = A RTEHIC
2EINET,

(£E) fEx DO VLANICET B iEHRAEFrT 5
\ZiX vlan vian-id # A LET, FHETED
VLANID O#iPHiE 1 ~ 1001 35 X T8 1006 ~ 4094
<7,

0L-32600-01-J |



MLD R X—E V5 DHE

M zx—trsnREs i

avyU R

=)

show ipv6 mld snooping querier [ vlan vian-id ]

VLAN N CHEANIZELZZMLD 7 =) — X v
T—YDIPv6e 7 RLABINERER— M
THEREERLET,

(f£&) vlan vian-id % ANJ7 L C, BE—® VLAN

fHEFR LET, f5ETE S VLANID Dl
PHIZ 1 ~ 1001 35 K T* 1006 ~ 4094 T,

show ipv6 mld snooping address [ vlan vian-id |
[ count | dynamic | user ]

TRTDIPV6 /L TFF ¥ A b 7 L AERD
BUMEIAA v F E£721% VLAN OFFED IPv6 <
NTFFXx AN T RUAFEHREEZRLET,

*count * AJJ LT, AA vF£7-1ZVLAN
DI N—TEeFRRLET,

*dynamic Z A LT, AA v FF/IZ
VLAN O MLD A X — V' J25EEE T
N—TEREFR R LET,

*user “ ASJ LT, AA v FF7-1Z VLAN
DMLD AX—E > 2—HFHE T N—T
HFWmERRLET,

show ipv6 mld snooping address vlan vian-id [
ipv6-multicast-address |

EED VLAN BX O IPv6 /L F X4 Ak 7K
LADMLD AX—VE > 7 %F RLET,

MLD A X—E 5 DEREH

ARATAYIEIILFXNYR N TIL—TDETE

IPV6 ¥ VF XX AN TN —TRRAZT 4 v 7ITHRET D2 RLET,

| oL-32600-01-J

wIZ,

Switch# configure terminal

. 151

Switch(config)# ipvé mld snooping vlan 2 static FF1l2::3 interface gigabitethernet

1/0/1
Switch (config)# end

IPv6 327 4FaL—23> A F, CiscolOSXE ') ') —R 36SE (Catalyst3850 21 v F) |}



MLD R X —E V5 DHRE
B <i7xvxbL—% K- t0%E: A

TILFXvRAMIL—F R—FDETE :
WIZ. VLAN200 ([~ /LFF vy Ak )L—HF R— "N &8I+ A50%ZRLET,

Switch# configure terminal
Switch(config)# ipvé mld snooping vlan 200 mrouter interface gigabitethernet

0/2
Switch (config) # exit

MLD BNRFR B D A =2 — T JL1E : 5l
&IZ, VLAN 130 ¢ MLD BIBflIR %2 4 R —T T Bl 2R LET,

Switch# configure terminal
Switch (config)# ipvé mld snooping vlan 130 immediate-leave
Switch (config)# exit

MID XA X—E>T 9 TV)—DERTE : Bl
WIZ, MLD AX—Y 7 D7 a— )L BRI % 3 ISR ETAMERLET,

Switch# configure terminal
Switch (config)# ipvé mld snooping robustness-variable 3
Switch (config) # exit

WIZ., VLAN O MLD A X— b U T OE#HEDY AF— 72— B a2 JICHTETAHZ <L
i‘ﬂ—o

Switch# configure terminal
Switch (config)# ipvé mld snooping vlan 200 last-listener-query-count 3
Switch(config)# exit

WIZ, MLD AX—YE 2 T DRED Y A — 72— A X —r (RIGERR) %2000 (2
) RET A ERLET,

Switch# configure terminal
Switch(config)# ipvé mld snooping last-listener-query-interval 2000
Switch (config)# exit

IPv6 3> T7sXalL—>3> 4 K. CiscolOSXE ') ') — X 3.6SE (Catalyst 3850 X 1 v F)
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%4%
=L

IPv6 1 =F v X b JL—T 4 VT DETE

FRRETS M OMERR, 43 _—
* IPv6 =% ¥ A b JL—TF 4 VT DFREIZDONT, 43 ~—
* DHCP for IPv6 7 R L AE| Y ¥ TORE, 72 X—

* IPv6 2=F v A N L—T 4 VT ORTH, 77 _—

HEETRH DR

THEAOY T vy =T VU —ATHE, ZOEVa— ATl SN TR COBESFR— LS
TS LFIRY EHA, RAOKER BB L OESICONTE, #7577y 7 r—2B X
NV 7 hy=x7 U Y—ZAD BugSearchTool BEL NV J—R /= ESHL TS, ZOFE

Va— VIR SN TV OEEOFEM AR L, SEELYFR—FShTnb ) ) —2D YU Ak

ZHERT DL EIE. TOEV 22— VORERICHDWEHFROELLSZRL TIEEN,

T N7 —AOY R I BIORAY T b T =T A A—VOYR— MIET DR E MR
9 %1Z1%. Cisco Feature Navigator i L %9, Cisco Feature Navigator {Z(3, http://www.cisco.com/
go/ch PBT7 7 AL ET, Ciscocom DT AT MIMLEHY EFHA,

IPv6 L=F v A M IIL—T 4 VT DEFEIZDLT

ZOETIE. AL VFIZIPV6 =%y A M A —F 4 VT EBRETHHEICOWNWTHALET,

S

GE) ZDEDTRTOIPVOEREZ AT 51T, A v FFHITRAF v 7 v~ AX—=NIP P —E A
T4=Fx By FEFATLTVWOLERDY 9, PRN—ADT 4 —F v £y hEEITLT
WHAA T X, IPV6 AXT 4 v 7 N—T (7, IPv6 ® RIP, L NOSPF ZH#7HR— kL
F9, LANR—Z2D7 4 —F v &y MBIBE L TWDAA v FIE, IPv6 A A MERRZ T &4
AR—hrLET,

IPv6 32T 0Fal—>3> A4 K. CiscolOSXE |) ') —X 3.6SE (Catalyst3850 X o v F)
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B reom=

IPv6 D=

IP61=F v R b L—F 4 VT DEE |

IPv4 2 —HITIPV6 ITBITTHZ EMNTE, = RV — 2 KDOEFx = U7 4. Quality of Service

(QoS) . BLOIm— M —ERT RLAD L S eh— AZFHT&Ed, IPv6 7 KL X
AN—=ANZ LT, TTAXN=F 7 FLAORLEERMETFT L, Xy FUV—27 =y VOFERL—4
T Network Address Translation (NAT; *v hU—27 7 KL RZ5H#4) WL 24T 5 LEAELIEKTFLE
7

LA aD IPv6 DFEEFTIEIZHOWNTIE, RO URL 2B L TL7EE W,
http://www.cisco.com/en/US/products/ps6553/products_ios_technology home.html
IPv6 35 KOV DFEDZ DA DOBEREIZ DV T,

* [Cisco IOS IPv6 Configuration Library] %2 L T 72X,

* Cisco.com @ [Search] 7 4 —/L RZHEH LT, CiscolOS V7 bV =7 v =a 7 VERELE
T, TR, AFT 4 v 7 b— MZOWTOERPLELREE1L, [Search] 7 4 —/L KT
Implementing Static Routes for IPv6 & ANJ15 D&, AZT 4 v 7 b— MIDOWTHRBNE
ﬁ—o

IPv6 F2XD7 LR

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

ZA Yy FRYR—=FFL5D1E, IPv62=F ¥ A N7 FLRZIFTT, VA hr—ULRa=F%
AR T RLABIRALFFY AR 7 RLRAIHER—FSHERA,

IPv6 D128y b 7 KL AJX, 2u U TRYUIGNTEZ—EDEHO>D 167 4 —/L' F (n:n:n:n:n:n:n:n.
DOIEA) TRINET, KIZ, IPv6 7 RLRXDHIZRLET,

2031:0000:130F:0000:0000:09C0:080F:130B
REZRHZT D722, &7 40—V ROTATE 0 ITEKAIEETY, L7 L XL, frEnm
BEWLUT-OT RL A ELELTT,

2031:0:130F:0:0:9C0:80F:130B

2omany () ZEHALTC, PaoldEg+s16E7 —/LKERTZENTEET, 72770,
DM EFHTELDIE, £7 FLANT 1 [BOALTT,

2031:0:130F::09C0:080F:130B

IPV6 7 RLAFEX, 7 RLRZ AT BIROIPV6 /N v b~y X —DFEHMIIZ DU TiE, Cisco.com
T [ Cisco I0S IPv6 Configuration Library ]| @ [Implementing IPv6 Addressing and Basic Connectivity |
DEEZZRLTIIZEN,

lnformation About Implementing Basic Connectivity for IPv6| DFETIL, IROHEDONEN AL T
WEHA SN ET,

*IPv6 7 RN L 2 g
*IPv6 7T RL A XA T : 2=F ¥ A I
*IPV6 7 RL R XA T <=/LFF ¥ A b

0L-32600-01-J |
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| PB1=FvR b L—F1o5DEE
reoz W

*IPv6 7 KL ADH TR
* 85 IPV6 Ny ks B —

YR—bFXARDIP6 L=F ¥ X b JL—T 1 > BEEE
T, AL v FTHR=FEINTWDIPv6 7' b 2 MAEEEICOW TR L £ 77,

A A FIX, IPv6 ® Routing Information Protocol (RIP) . 35 & TX Open Shortest Path First (OSPF)
N—=Uar37m haMcidIPveL—7 4 7 HRE AR L ET, Fa X b b— NI 16 E
THR— F&fL, IPv4 BLOIPVE 7 L— A% L— F CRFHCEERE T £,

128E Y FMEDI=F¥ X+ 7 KLR
2L v FIIERNFRER 7 n— L 2=2F ¥y A N 7T RLABIQ®Y 7L Ca—ALia=
FYARNT RLRAZYAR—FLET, A ML TN R =Fy A NT RUAIYHHR—
FENTWEFT A,

CERFEE R /e — L =%y AR T LR, BHRRE e — L a=F vy A R T L
T4 T ADNWZIPV6e 7 RLATY, ZOT7 RLAMEEZFERTL2E v—TFT 400 7
VT 4w I ABRFIGICERNT DN TE, ZTa—\Wb—TF 4 T T —TVNON—T 4
YT T=T m FUEBRIRENET, 50T FL AT, Mikafm L TREIIC
AV —Fy b =R Ta X —CELEHN) 7 ECHERSET,

INHOT RLRFTa—nNVv v—T 407 TvT7 497 A BTy MID, BXOA »
A =Tz AAIDICL->TEEINE T, BEOI/m— L a=%% XA 7 FLRED YT
(i, 21 F UAEO001 (2000::/3) TRA4AT A7 KL AEBEMEHINET, L7 4w 7 A
25 2000::/3 (001) ~ E000::/3 (111) @7 KL AZi%. Extended Unique Identifier (EUI) 64
Tr—~v hDAEY P AL F—T 2 A AID ZRETIHVLENHY £,

Vo7l Te—ANRa=%y A 7 RLAZTXRTOAL v Z—T = A AT HBHIIZHK
ETHITIE, BEFEUL 7 +—~ v hNT, U 2L TCa—h L2 7 V7 4 7 AFES0::/10
(1111111010) BELOA X —T7 =2 A AIDDEMFH L ET, 1A —HE 7 k=L (NDP)
BIOARATFT— MV RAAHRETREATIEH, V7L Tr—IART RLUARNMER S
F9, v—HNV V7 EO—RiE, VoL Ta—aneT7 RUAZEHLET,

WETLHHAEIC, Z7u—UUZ—ER7T RUVAFAETT, IPvo/b—FiX, Vo Z7icxLT
0=V EE T ETIFSE T KU AZRFOR )y hE2ZOMO Y 712z LER A,

SRR DWW CIE, Cisco.com C [Cisco I0S IPv6 Configuration Library ]| @ [Tmplementing IPv6
Addressing and Basic Connectivity] DFE|(Z&H 5 IPv6 L=F ¥ A 7 R AZHTHHASH L T

<&V,

IPv6 @ DNS

IPv6 i, FAAL Y F—L AT AL (DNS) DL a— R XA 7%, DNSAHI/T RLABIOT K
L RA/IGHTIOBRB T o 2 THAR— K LET, DNSAAAA UV Y —X La— K %A FZIPv6 7 K

IPv6 3> T74XalL—>3> A4 K, CiscolOSXE 'J ') —X 3.6SE (Catalyst 3850 X 1 v F)
| oL-32600-01-J



B reom=

IP61=F v R b L—F 4 VT DEE |

LAZYR—FL, IPMDAT RL A La—REEETYT, AA v FIiLIPv4 B L VIPv6 D DNS
R Z R — s LET,

IPv6 L=F ¥ X FD/NAMTU T4 XA\

ICMPv6

FAN—RFE

DRP

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

AA v FITY AT A KIGEEAL (MTU) D IPV6 / — R~DT RAZ A B L/ A MTU 7 «
ABHNY e R—bLET, "AMIUT A AN AT HE, RAMIBEINZT —#
NAZBEHTRXTOY 7 OMTUY A RZBINTHRE LT, A4 X/ THRETEET, IPv6
TlE, " RAZED Y 7 DO MTU A ZBR/NEL TR b YA RTHHE TE WS, Ty
NORETN T T T AT —a VEMELET,

IPv6 DA X —F vy Ml A vtE— 7' b a)b (ICMP) 1. ICMP%ECEERGEA v — 7%
EDOTT— Avb—UEAERL T, REHRICRE LD T —X0, TOMOBEHIEREL HE L F
T, IPv6 Tld, RANRN—ER T Fa/LB IO AMTU T 4 A3V I ICMP 2347 » kb
ENFET,

AA w FIE, IPv6 Xf)iD NDP, ICMPv6 D fix FESCTB#9 5 7' k=L BXUO'NDP %R — |k
LARWIPVE AT — g VKD AR T (v 7 FAN— 2 M) VR — M LET, IPv6 RA

N—RFZT BT RALICMP A v —VBLOEERER/ —F~LrFFr 2N 7T RLAZMHL

T. My hI—27 (m—HhN V) FORANRN—DY 7T RLAZHBIL., %A —
WCBIETZX AN EI DL, TEL—F ZEBH L £,

AL v FIE, AT EDR64ARMD/NL— MG LTICMPv6 U E A L7 FEaPR—FLTWHET,
VAT EN6AE Y FEBXDAERA N AV—FERITEHL—FTIZ, ICMP UV XA L7 "3 YR—
hEIER AL

FAN—FEFEAT Y N TICKY | IPV6 Ty Ne—T 4 7T D707 Ak Ky Tiin
EEREZESG TS 70 APIC, A4 vF CPU ICARMELRAR NN £8 A, IPV6 /37 v b
DIEITARNKYTIMAL v FIZLSTT I T 4TI LED E L TWDRIERAN—Th 5
EliE, FOLHI BTy ERBINEND E, AL v TFEONNry beRuay 7 LET, ZOKR
2y FNZED . CPUILRGRATMNIMNERNE D20 £,

AL v FIE, V—=F DT RNF A XA N A= DOYLRIEEE Td 5. IPv6 Default Router
Prefernce (DRP) %% — K LET, DRP TiE, FFIZHAA MR ALTHR—IERINTNT,
V—E PRI B Y v FIZhDGEIC, AR MY R — & 2RI SR E L E LT,
AA »F X, Route Information Option (RFC 4191) ZH AR — ks LEHA,

IPV6R A ME, A7V 75~D T 7 4 v 7 QIINV—2 &8RS D, 774V EL—F U R
FAMEREE L ET, WIS, SEEAIOBIRESNTL—Z 1T, 5T v v 2 ITBHENET, IPve
NDP Ci, EERHETH D/ —F FIITBIERTREMEO BV L— & 3 BIEERTREME DS AR & 72 13K
VWL—Z L0 S LE T, NDPIE, BIEFREE CIXBIEFREO RN H D1 — & & LT,

0L-32600-01-J |
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reoz W

WICHR U —2 2% IRT 50, £33 —2 VA Mok LA TE£7, DRPEMENTS
LR IPVO AR A A, T & bAENERREE /TR EVRED AIREM N D 5 2 DN — X &
ZIUET D KO ITRETEET,

DRP for IPv6 D FEARTE #H 2DV TIiL, Cisco.com @ [Cisco 10S IPv6 Configuration Libraryl % 2/ L
TLEENY,

IPv6 DA T— FLABEBRESLVEET FLRAKRH

AA o FTIIAT— FLAHBRENMEFA SN TWDEH, BRAFRLENSASLVIPT KL ADEH
DEIR, Vo, TRy b, BEOYA N7 RLABEOEEEZEHRTH LN TEET,

ARANMIV 7R LT —D VAT R AZBEINICERE L ET, EE#c ./ — Ridr—#
WCIEEREREZFEL T, AV F—T oA ARELT RNNEZAXFTHEIN—FIZERLET,

HEREB L OEET F L AP OFEMIZ OV T, Cisco.com T [Cisco I0S IPv6 Configuration
Library] @ TImplementing IPv6 Addressing and Basic Connectivity] OFEAZ S L T 7230,

IPv6 7 T UH5— 3>

24 v FIE, WOT TV r—v a2 LD TIPVe AR — FLET,
* Ping, traceroute, Telnet, 33J X TFTP
*IPv6 TV AR— MNZEBEF2T =/ (SSH)
*IPv6 h T AR — NI XL B HITP — T /&R
*IPv4 b T 2 AR — NI XD AAAA O DNS L VLN
*IPv6 7 K L 2@ Cisco Discovery Protocol (CDP) #7"— k

N7 r— g yOERIZET 55OV TIX, Cisco.com @ [Cisco 10S IPv6
Configuration Library] % ZH L T 72 &0,

DHCP for IPv6 7 K L A D&Y HT

| oL-32600-01-J

DHCPv6 (2L ¥, DHCP %— N[ZIPv6 X hU—2 7 RL R EDRE/NRNT A—H & IPv6 7 7
AT NMIETIENTEET, ZOT7 RLRAED Y THERICEY . FX NPEERTH X v b

T— 7\ ZEDNT, R L7 4y 7 ANTOEBELRWT RLRED Y TRERINLET,

T RUVAF, 1 2FH3EBEOT VT 4 v 7 A T—= BB LB THZENTEES, T 741
FDORALVEBEIRDNS X2—L =T RL R ZOMOF 7T aix, 7747 MM
RETZENTEET, TRVAT =, FFEDA v F—T A A, BEOA L F—T A A |
THHATIHEICH VY TCoNET, £, PP EBNICEY R T — L 2RI TE £,

I ORERED T L OB E T EICOWTIE, [CiscoIOSIPv6 27 4 Xab—3 g HA
K] Z2RLTL7ZE,

ZDO~¥==a 7 /L TIX, DHCPv6 ®7T R L REIN Y TIZHOWTEIT#H LE9, DHCPv6 7 714 7T
Vb, = FRY b=V MEREORIEDREMIZ DUV TIE, Cisco.com T [CiscoIOS
IPv6 Configuration Library] @ TTmplementing DHCP for IPv6] DOFEZ B L T 72E W,

IPv6 327 4FaL—23> A F, CiscolOSXE ') ') —R 36SE (Catalyst3850 21 v F) |}



P61=F %Rk L—T 4 TDHEE |
B reom=

IPV6 DXBT 4 w9 JL—F

ABT 4T — MIFEITHRESIL, 2200Fy NI —F 27 T A O — N EPIRIIC

ERLET, AT 497 — EPEDNROIE, SMNBR Y RT =T ~O/NZANR 1D LoV

Bxy hU—27 OBE, $REKEERY NU—7 TRHRED N T 7 4 v 7 XA I8 F 2 T4

EROET BB T

ABT 47 — RO OV, Cisco.com T [Cisco I0S IPv6 Configuration Libraryl @
[Tmplementing Static Routes for IPv6] DFEZZH L T 7E 0,

1

RIP for IPv6

IPv6 @ Routing Information Protocol (RIP) |X, W —T 427 A N w7 L L TChy S Uy h&
HEHT 27 4 A2 AR bV Fa baLTE, IPv6 7 RLABIOT LT 1 v 7 ADYR—
M TRTORIPV—=F EFH~ VT F Y A~ J—7 7 RLUAFF02:9 Z# RIP T v 77— |

Ayt —=UORET R AL L THHT 2R ERH D £,

IPv6 @ RIP DFEMIIZ DU T, Cisco.com T [Cisco I0S IPv6 Configuration Libraryl] @ [Implementing
RIP for IPv6] DFEZZML TIZS W,

OSPF for IPv6

IPBase 7 4 —F ¥ v F&FATL TWDHAA »FIL, IPv6 @ Open Shortest Path First (OSPF)  (IP
DY 7 AT =k 7nr han) z¥R—FLET, FEMIZOWTIE, Cisco.com @ [Cisco 10S
IPv6 Configuration Libraryll %2 L T Z &0,

IPv6 ® HSRP D& FE

HSRP /%, TEDOH—DONL—FDT XA TZEY T 4IKGFEET, V=T 4T IPv6 NT 7 4 w7
V=T 4 T ESREREE L £, IPve R A NI, IPV6 1A N—RRN—Z DT K/NZ A X R
YEAYEBE=VICR o TRV =2 2 FE LET, ZNHDA vy E—UEMNIC Y LT
Fr A hINDHN, FA ML EEFHERSNLET,

HSRP IPv6 7 /L — 7121, HSRP V' W —T7HFE IS HIEMAC T RL A, BXOT 74/ R T
HSRP {RAEMAC 7 K L A2 -3 < HSRP DRARIPV6 U > 7 a—Hh )L 7 KL ANH Y £4, HSRP
TN—TINT 7T 4 TIa. EHRAR A v —UNHSRPFARIPVG U > 7 a—Hh )L T KL AT
EEEINET, IV—TRT 7T 4T AT — TR oA, TNHDRA = RE%ED
AvE—UNEEFEEINTEHETIEIELET,

A

GE) IPv6 ® HSRP # iR ET DA, A F—7 = A A [T HSRP version 2 (HSRPv2) %A F—7
T HHEERHY £,

IPv6 3> T7sXalL—>3> 4 K. CiscolOSXE ') ') — X 3.6SE (Catalyst 3850 X 1 v F)
0L-32600-01-J |



| PB1=FvR b L—F1o5DEE

EIGRP IPv6

reoz W

AA »F X, IPv6 O Enhanced Interior Gateway Routing Protocol (EIGRP) %A — K L TWET,
IPv6 O EIGRP (3BT 5 A > 7 —7 = A A L TRIESND /2D, 7 m—/ V72 IPv6 7 R L A3
RETH, IPLite #HE{TLTWD AL v FIXEIGRPV6 A X 7 V—T 4 v 7 %Y HR—FLET,

EIGRP IPv6 £ > A X » A TlX, FITT DN R E IR0 — 4 ID BETY, KR
B2 —Z ID E e —D LD IPv6 7 KL A& L TER &N D720, T _TD IPv6 / — RIZiE
WA ATRER2 NV —Z ID B H Y £, 7272L. EIGRPIPV6 [ZIPV6 / — ROHANEEND F v b
U — 7 CBRET 570, HHAEEZR IPv6 L— 4 ID BN WEAERH Y £,

EIGRP for IPv6 DFERMIZ DU TIL, Cisco.com T [Cisco 10S IPv6 Configuration Library] @
[Tmplementing EIGRP for IPv6] D#EA S L TS0,

EIGRPv6 X 2 J JL—TFT 1 >4

| oL-32600-01-J

EIGRPV6 A X 7 —F 4V THGEIL, =0 KR 22—Vl —Tv N NI 7 4 v 7 B8+
HZETY Y —ADFHREE ST FE T,

EIGRPV6 A% 7 Jo—T 4 > T aMHTH x>y hU—2 Tk, 2—HFIZxd5IPv6 877 1 v 7
DOME—DFFEN— NE, EIGRPV6 A X T )—T 4 VT HFHELTND AL v FREATT, AA v
FlE, a—F AL F—T 2 AL LTRESNTNDA VX —T7 = A ZFET-IIMOT A ATz
BMENTWAAL L B —T A AN —FT v K NI 7 4 v 7 EEELET,

EIGRPV6 A &% 7 v—T 4 » 7 HAFEH LT 5 & XL, EIGRPv6 ZEH L TAA v FIEF 2 AL T
LLTRHRETDLEIC, O—42BIRVE— M —XE2RETHLERNHY I, FEELT-
N— RGN AAL v TFNLEEESNET, A vFiE, P~V — #Eir— b BLOLV—T 4
YT T 7T = MIKT AT RTOI ) —IRE LET,

ABT —H OIREZBINT B3 v b EZE LIBEL—XE, b— MIOWTIZAZ T L—
RIS LERA, 7. AXTETHEOL—H(F, FOETICONWTIERELERHA, AHX
TN—2E, TAARN) Ea—yary =25 L TC#ER7 v 77— T _XTOETICi%
fELET,

WO TIL, AA vF BIXEIGRPV6 AX 7 L—Z L L THRESNTVET, A vFABIY
ClIFEY O WAN IZBe SN TWET, AL v F BIL, BiLv— b, A¥T 4 v 7 — b, FHid

IPv6 327 4FaL—23> A F, CiscolOSXE ') ') —R 36SE (Catalyst3850 21 v F) |}



P61=F %Rk L—T 4 TDHEE |
B reom=

Brr—Fr BV = =2 AL vF AL CIZT RRZAALET, ALy FBIE, A
AYFANSFELIV—F 2T AL X LERHAL (FEOHREBFRERTT)

1: EIGRPR 32 T JL— R EFE
SN oW
_\-\\\I
Routed to WAN }
W _

Switch A Switch B Switch C

14577E

Host A Host B Haost C

EIGRPv6 A X 7 Jb—F v 7 OFERIZOWTIL, [ Cisco 10S IP Configuration Guide, Volume 2 of

3: Routing Protocols, Release 12.4] @ [Implementing EIGRP for IPv6] &ML T 7EEW,

IPv6 (Z & %5 SNMP & Syslog

IPv4 & IPV6 Dl & VR — F T 51201%, IPv6 DXy hU— 7 EHTIPvA B L IPv6 D kT 2 A&

A— P BUENZR D £, IPv6IZK D SysloglE, ZDO TV AR—FDT RLAT—X XA
EYAR—FLET,

IPv6 |2 & 5 SNMP I3 1. Of Syslog X, ROREZ AL L £57,
*IPv4 & IPv6 [f] 7 DH AR — K

*SNMP IZXk9 B IPv6 T AR—h, BLOSNMPAZFIZLABIPV6 ERA D NT v 7D
A— b

*IPv6 7 KL AFREZ VAR — F T 572D SNMP 35 X U Syslog (ZB#E 9% MIB
*IPV6 RA & KT v L —E LTRE

IPv6 |[ZBET A Y AR — F Tk, SNMPIZEEFEDIP R TV AR— R v v B 7 %2EH LT, IPv4

L IPv6 ZRIFFIZY AR — F LET, KO SNMP #{EIL, IPv6 b T > AR — MEHEEZ Y FR—FLE
KR

*F I AN NREOL—YF F—X 7S5 A 7Fu bzl (UDP) SNMP V4 v F&BHL
* SR_IPV6_TRANSPORT EPRZILLHT LN R T U AR — h A = X LAl
*IPv6 kT AR — N X B SNMP HlEH DEE

*IPv6 T AR—FDSNMP L DT 7 A YR KDY R—b

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)
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IPV6 1=F v X b JL—TFT 4 VT DHRTE

reoz W

*IPv6 b7 AR — M &M L7z SNMP 7' 1 F ViRik AR — K

*SNMP ~ 3% — ¥ v #§BE & IPv6 k7 > AR — b OB R
RIETNEZE GTe, IPv6 12 L2 SNMP (22O TCiX, Cisco.com T [Cisco I0S IPv6 Configuration
Library] @ T[Managing Cisco IOS Applications over IPv6] DFEEZMRL T 7Z S0,

HETFINEZETe, IPv6 IZ L5 Syslog IOV TIE, Cisco.com T [Cisco 10S IPv6 Configuration
Library] @ TImplementing IPv6 Addressing and Basic Connectivity] DOFEAZ S L TS0y,

IPv6 [Z & % HTTP (S)

HTTP 7 A4 7 > MIER % IPVAHTTP Y — 3 & IPV6HTTP — "D FIZEE L., 2 b DY —
NIXIPVAHTTIP 7 A4 7 hEIPVOHTTP 7 54 7 2 ORI DBERIZINE L E T, IPv6 T
RLZ2ZEGL URLIL, 16 By Mz oo TRYJ-7- 16 EETHETALERH Y £,

ZEY Ty ha—E, IPvdT7 RLA 77 I VEREFIIPV6 T RLA 77 I U EEIRLET, =
BY 7y ME IPvA Yy NELIXIPVe V7 y hOWTNTT, VARA=27 Vry ME, #
fiz g IPvvd & IPv6 DOl T DESFEZFHFLZITRTET, IPv6 U RA=7 Vy ME, IPve Y
AIWVEH—=RK T RLVRIAAASL  FENTWET,

HARTCP/IP AX v 7L, TaT )V AX vy 7EEEZYAR—FLET, HTTPIZIX, TCP/AP A% v
7. BLORy NV EBHEERHZLET 7200 7y RBRHLETT,

HTTP #6e SHESLT B 7= 12id, AR v N U — 2858 (ping) N7 FA T > b &P — KA b
L OMICIFET DLERH Y 7,

FEAMIZ ST, Cisco.com T [Cisco I0S IPv6 Configuration Libraryll @ T[Managing Cisco 10S
Applications over IPv6] DFEZ B L T 720,

HHR—FINTULEWIPWE 1=F v X b L—T 4 > #EEE

| oL-32600-01-J

AA o FIE, RO IPv6 #REAE R — h LEHA,
*IPv6 R S —_—R JL—F 4

*IPV6 N—F ¥ )L T A X~k Xy hT—2 (VPN) L—T 4 7B LOEE (VRF) 7—
TNV R— k

YA hr—HNA72T RL RS TOD IPV6 7347 v b
* IPv4/IPv6 R IPV6/IPVA 72 ¥ D w3 ) 7 e b ajL

* IPV4/IPv6 £ 721X 1Pv6/IPv4 b o) 7 7Fa har P R—h+T5 hoxb o RRA v b
LLTDOAAL vF

*IPv6 = =% ¥ X | Reverse-Path Forwarding

* [Pv6 Web Cache Communication Protocol (WCCP)

IPv6 327 4FaL—23> A F, CiscolOSXE ') ') —R 36SE (Catalyst3850 21 v F) |}
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IP61=F v R b L—F 4 VT DEE |

IPv6 DI E
IPv6 HEE D IR
A2A o FTIZIPVO TN — R =7 EEEINL 2D, "—RU =7 AEUNODIPV6 [EHET L
AL BHERNL SOPRELET, ZASON— Ry =THIRICL Y, BIEO kbR
T, flfREnET,
FEREDOHITRIZK D &Y T,
* 24 v FIIN— R =7 TSNAP B 7L IPv6 N v R ZEEETEEHA, DT
7 N2 T CHEREINFE T,
* ALy FILY —AN— FIPv6 /3T > MIBAT 5 QoSHmfaE N— Ry =7 CTHHTE £ A,
IPv6 ERA Y TF AR YY

AL FINZED, AH v T BIRTIPVO RN R — h &S, AX v 7 v AKX —TIPv6 KA MM
AV R—bhSNET, AF VI YAX—[XIPV62=F ¥ A b b—T 4 7 7 va ka)iEELT
LCNh—T 7 T—TNVEHRELET, RAF T A= AL v F I T—T NV EZEFE LT,

HREICAN— R =7 IPv6 b— FEAERCLE T, AZ v ~ZAZ—4 T XTDIPv6 7 7Y

F—varEFRITLET,

G¥)

AR JNTIPVO X7y NE)—T 4 7T 51203, AXZ vy IZHNOTXTDAAL vFTIP
Base 7 4 —F % By BB L TWAXLERH Y 97,

HLWAAL v TFNAL v ) v AL —IZRDLGE, BTILWY ALY —LIPV6 V—T 4 7 T—T )L
AL TINEA L NN— AL v FIZEAMA LET, HILWVWAY v 7 w2 X —PN@ERFEB IO
Uty hPOMICIX, AL vTF AX v 712K 5 IPv6 /X7 v hOREIIITbNEFA, AX v
MAC 7 RLUANEE S, UL > TIPv6 7 KL ANEE ILET, ipv6 address
ipv6-prefix/prefix length eni-64 { > 4 —7 = A A 27 4 Fal—var avy REFEH LT, &
REARF (EUD) TAZ w7 IPv6 7 RLAZIRET2%HG. 7 FLVAX, A2 —T =4 A
MAC 7 KL R|ZHASEXFT, IPv6 7T KLy VU T OREE IPV6 V—T 4 7 DA F—T 1L
(CLD , (33 ~—2) ML TIEZEN,

AL 7 FETCKEGERIIEMAC 7 RLRAEZREL, RE v < AZ—NEBINTHE, AZ 7
MAC 7 FL A%, 945, ZESNEE A,

IPv6 A X v v AZ—BILOA L R—0OKEEEIZIRD LB Y TT,
AL YT WAH —
°IPV6 L —T 771 h )L DELT
=T 4 T T =T DAL
°dCEFv6 2T HA K v 7 AL N—~D)V—T 4 7 T —T L OfiAi
°IPv6 7 A MEEEB L OVNIPV6 7 7Y r— 3 D FELT

0L-32600-01-J |



| PB1=FvR b L—F1o5DEE
rens7rL e Il

CARBE T AN— (IPYV—ERAT74—F % £y hZFETLTWVWOIHMERDD F9)
CRK Y v AH—IED CEFV6 V—T (4 T T —T VDA

SN R =T <D= DT T T IS

A

G¥) IPv6 /347 MBS APve A7 T a v) R, AF v TNDAA v FT/H—
R =7 UY—=ARRELTWRWEGESE, IPv6 /X7 v R AX v 7 BKITH
o TNN—RT =7 TCA—T 4 T ENET,

o AR —DHERNTD CEFV6 T— 7 NVLDT T v 2

IPv6é DT 74 J)L FEETE

RE6:IP6DT I+ FERE

HEHE FIA4I REEE

SDM 5> 7L — k T RRATRAY N7 T 7 v MIRET T
Lr—hTT

IPv6 L —F ¢ TRTCDA L E—T 2 A AT a— T 4 —7
V%

CEFv6 % 7-1% dCEFv6 F 4+ —7/ (IPV4ACEF B L WdCEFIZFT 7 /L F T
A F—T)V)
GE) IPv6 )V —T 4 T INA X —T VDA,

CEFv6 B L INdCEF6 iZ HBIRIIC A 2 —T L
IPv6 7 R LA KX TE

IPv67 KLY VT DHREEIPV6IL—T 4 2T DA *—T )Lt (CLI)
T IPVO T RLAZRE LAY IA X —T oA AZEIVYETT, IPV6 T 7 4 v T &R
A v F ETTa— SVERET D EEHI LET,
ZA wF EDIPv6 Z iR ET DN, IWOEEFHITHE S T IZE WY,
AL v FTIE, ZOBETHIASNIZ TR TCOMENTR—FEndbiFTiEd A, H

AR—FENTWRWIPY6 L=F ¥ A h )L—TF 4 7HHE, (51 3—2) #ZRBLTILEX
A

IPv6 3> T74XalL—>3> A4 K, CiscolOSXE 'J ') —X 3.6SE (Catalyst 3850 X 1 v F)
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P61=F %Rk L—T 4 TDHEE |
B P67 RLYS U TOBREEIPGIL—T 4 25 DA F—TILiE (CLD

*ipvéaddress { > 4 —7 = A A 27 4 Fal—vara<vr RTE, 168y MazfHAL
Tean XU 016 RN THEE LT NV A THRE LT ipv6-address ZZ¥i 3 K WY ipv6-prefix
BEEEANNTHULEND 0 F3, prefix-length B8 (A7 v o (/) THED) X, 7v
T4 I A (T RVAOFR Yy NU—=7E853) 2k 27 RLAD EnEgE Y Mz R
10 #AfCF,

AVHE—=T 2 A ALDIPV6 N T 7 4 v 7 HHRIET DX, TDA L F—T =2 A A LTI r—r1
IPv6 7 RLAZRETHVENHD ET, A X —Tx=A XA LETIPV6 T RLRAZRETDH L,
Vo7 LT —ANRT RVADEE, BEXOZEDA V¥ —T A AT 25 IPv6 DT 7
T4 AL BEIIITONE T, REINTA VX —T = A AX, RITRT, %40 7 ONE
~IF Xy XN FA—FICHBIZSIN L £,

A UH =T 2 A ATED B TOHENEREI=F Y AR T RLADREER ) — F <L F X%y
A N 7 —7"FF02:0:0:0:0:1:ff00::/104 (Z DT RL R IIRA RXR—IRF a2 THEAIND)

T RTH /) —RKEgte, V=2V 7L Tae—L<LF Xy A b 7 /L—7 FF02:1
T RTON—FEEt, V7L Tar—Lip~/LF Xy A~ 7 )L—7 FF02::2

AVE—=T A ANBIPV6 T R LA ZHIBRT 5I2I%. noipvé address ipv6-prefix/prefix length eui-64
% 7213 no ipv6 address ipv6-address link-local f > Z#—7 = A A a7 4 X2l — a3 A< R
EEALES, A7 =T =AM APLFHTRELLTNTOIPv6 T KL A ZHIFRT 5123, no
ipv6address 1 > X —7 A A a7 4 Xal—ar avy RaegER L THALES, IPv6
7 RUATHRIICRE SN TNRNA F—T = ATIPVO LI Z T 4 E—T W T DHITIE
noipvéenable f > % —7 = A AT 4 FXal—ar avy Rl LES, IPv6/L—T 1
VT a—r LT 4B —T7 V2T HIZIE, no ipv6 unicast-routing 7 72— 3L a7 4 ¥ o
L—yayavy ReEERLET,

IPV6 )V —T 4 > 7 DFETEDFERNZ SV TIL, Cisco.com T [Cisco 10S IPv6 Configuration Library]
@ [Implementing Addressing and Basic Connectivity for IPv6] DFEZZM L T 7EE 0,

LAY3A L H—Tx2A AZIPv6 7 RLAZE Y YBTT, IPVOL—T 4 L T A X—TWITD
121X, ¥4 EXEC ©— R CHROFIEEZFEITLET,

FIED
AR ENFERERTIVa Y B &

ATy I configure terminal sua—Lary7 4 Xal—ar T— RERBBLET,
il -
Switch# configure terminal

IPv6 3> T7sXalL—>3> 4 K. CiscolOSXE ') ') — X 3.6SE (Catalyst 3850 X 1 v F)
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| PB1=FvR b L—F1o5DEE

IPV67 KLy S VT DBREE IPBIL—F 1 5 DA :—T)LiE (CLD) [ |

aAvY RFEEET7II Y

Sl

ATv T2 sdm prefer dual-ipv4-and-ipv6 { advanced | IPv4 }3 . (N IPv6 2 ¥R — 95 SDM 7 > 7 L — h & E4R
| vlan} LET,
) - *advanced : A A v FEF 74V k T L— MIRE
LT, VAT L VY —REBHHELLET,
Switch(config) # sdm prefer
dual-ipv4-and-ipvé default *vlan : N— R =T TON—TFT 4 T ZHP R —F L2
AA »FTD VLAN g% iE % Fafb L E 7,
GE) advanced 1T T _XTHOITA B A LYULTHEATE
£9, VLANT7 7L — NI LANBase 71 &>
ATOIFEHTEET,
ATvT3 end ¥EHE EXEC £— FIZRE Y £9°,
{1 -
Switch (config) # end
ATvT4 reload AR —F 4 T VAT AEYVu— R LET,
{1
Switch# reload
ATFwTH configure terminal 24 v FOVa— R K%, Ju—)L a7 4 F2l—T3
vE—RERBLET,
{1 -
Switch# configure terminal
ATy 76 interface interface-id AV H—TxAf AT 4 FXal—arT— RERHBL,
RETHLAYIA L E—T =24 ABELET, & —
i Tz A AIYEA L H—T 2 A A AL v TREEA U —
Switch(config)# interface 7 xA A (SVI) . F721FX L A ¥ 3 EtherChannel |ZF%E T&
gigabitethernet 1/0/1 F9,
ATvI71 no switchport LA ¥2ar74¥al—yary B—RhpbAf ¥ —7x
A AEHIRLET WBA v H—T A ADBFE) |
{1 -
Switch(config-if)# no switchport
ATvT8 ROWTINZEHLET, *IPV6 7 KL AD TAL64 E > FOYLIRE AR (EUD

| oL-32600-01-J

* ipv6 address ipv6-prefix/prefix length

cui-64

PHEALT, Z7a— L IPv6 7 RLAZEELET,
I NT—0 TPV 7 4 v I AT ERELET, &E
D64y NI, AL vFDOMAC T KL A HEIRY

IPv6 3> 4F¥aL—23> 54 K, CiscolOSXE ') ') —X 3.6SE (Catalyst 3850 X o v F) B



IP61=F v R b L—F 4 VT DEE |

B P67 RLYS U TOBREEIPGIL—T 4 25 DA F—TILiE (CLD
ARV FERET7IVa Y El:g]
* ipv6 address ipv6-address/prefix WEHESINET, XY, A ¥ =T = XA ET
length IPv6 JLERS A R —T 72 0 7,
* ipv6 address ipv6-address link-local| < ¢ %7+ { 2DIPv6 T KL A% FEICRELET,
* ipv6 enable S H—T 2 A AT IPY6 A F— T RS BB
+ ipv6 address WORD EINDYV > r7a—NeT RLATRS, £ ¥ —
i 1 N - ~
* ipv6 addressautoconfig 7= A ?Lojﬁﬂi@ )= jjﬂ/ffe7 Rz f
THEICHRELET, Zoavwr Rk, £ 24—
* ipv6 addressdhcp 7 = A A LT IPV6 ALER S A R— T LT £,
AU E—T A ARTIPV6 V7 a— 72T L A%
i - AERE L, A ¥ —7 =A ZATOIPv6 LB % A K —
Switch (config-if)# ipvé address TN LET, Vo2t Tae—LiR7 RL A%
2001:0DB8:c18:1::/64 eui 64 {iﬁﬁf%%}@@\i\ IEJ DU :/& J:O)/___ ]\v&@{gﬂ_é%
Switch (config-if)# ipvé address é?ffpfijjfo
2001:0DB8:c18:1::/64
Switch(config-if)# ipv6é address
2001:0DB8:c18:1:: link-local
Switch(config-if)# ipv6é enable
ATvT9 exit Ja—LarZ 4 ¥al—yary ET—RIEDET,
{1 -
Switch(config-if)# exit
ZTv710 ip routing AA v F ETIPN—T 4 T X—T I LET,
{1 -
Switch (config)# ip routing
ATvIN ipv6 unicast-routing IPv6 =% ¥ A b T—% X7y NOEREE A F—T7 /ML
EJr RN
{1 -
Switch (config)# ipv6é unicast-routing
ATvT12 end ¥iHE EXEC £— RIZED £7°,
{5l
Switch (config) # end

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

0L-32600-01-J |



| PB1=FvR b L—F1o5DEE
IPvd & IPG 70 FaJL 28 v o DHEFE (CLD) [ |

ARV KRFERRETI a3 Y B#Y
ATFvT13 show ipv6 interface interface-id AN MR LET,
i -

Switch# show ipvé interface
gigabitethernet 1/0/1

ATFw T 14 copy running-config startup-config (EE) a2y 74FXalb—yay 77 A NVICRTEZHRTEL
9,
11 -

Switch# copy running-config
startup-config

IPvAEELUIPve 70O ROl X2 v DERTE (CLI

IPvd BIONIPv6 2 VAR —kr L, IPV6L—T 4 VI WA X —T IR B A Y3 A
B—T oA AT RETDHITIE. BHE EXEC E— FTCROFIEAZFEITLET,

N

GE) IPv6 7 RLRAZBREINTWARNWA L X —T 24 ATIPv6 LB AT ¢ E—7 NI T 52T,
noipvéenable f > ¥ —7 A A a7 4 Fal—Taravry R REEALET,

IPv6 32T 0Fal—>3> A4 K. CiscolOSXE |) ') —X 3.6SE (Catalyst3850 X o v F)
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P61=F %Rk L—T 4 TDHEE |
B russvIPGToraLREvIOBRE (CW)

FIEDHEE

configure terminal
ip routing

ipv6 unicast-routing
interface interface-id
no switchport

ip address ip-address mask [secondary]

RONWTINZETLET,
* ipv6 address ipv6-prefix/prefix length eui-64

No o R wDh=

* ipv6 address ipv6-address/prefix length
* ipv6 address ipv6-address link-local

* ipv6 enable

* ipv6 address WORD

* ipv6 addressautoconfig

* ipv6 addressdicp

8. end
9. KoVWThrzMHLET,
* show interface interface-id
* show ip interface interface-id

* show ipv6 interface inferface-id

10. copy running-config startup-config

F IR D8

ARV RFEEETI3 Y =)

Z2TFw 1 configure terminal ra—m)ar 74Xl — g T — RERBLET,

1 -

Switch# configure terminal

ATy T2 ip routing AA v F ETN—T 4 T ERAX—T VT LET,

1 -

Switch (config)# ip routing

IPv6 3> T7sXalL—>3> 4 K. CiscolOSXE ') ') — X 3.6SE (Catalyst 3850 X 1 v F)
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| PB1=FvR b L—F1o5DEE
IPvd & IPG 70 FaJL 28 v o DHEFE (CLD) [ |

ARV RFERIETI A Y BrY
ATvT3 ipv6 unicast-routing AA v F ETIPV6 7 —4% /N7y FDfEEL A X — T LI
L/i‘é‘o
1

Switch (config)# ipv6é unicast-routing

2Fv T4 interface interface-id A VB —T xR AT 4 X2l —ary T— FE#LA
L, BETHLAYIA X —T oA AERELET,
1

Switch (config)# interface
gigabitethernet 1/0/1

ATy T5 no switchport LA ¥2ary 7 4FXal—raryE— Kb A2 —Tx
A 2AZHIBELET WA 2 —T A ZADHRE) .
51 -

Switch (config-if)# no switchport

27y 76 ip address ip-address mask [secondary] | {2 X —T =4 ADTFA < U EIIFEH L H ) IPvd T
RLAZEELET,
1
Switch (config-if)# ip address 10.1.2.3
255.255.255
25y ST WONFREHR L £, */ma—sLIPv6 7 RLAZFRELET, *v FU—
. . 7 TVT 4y P AR EEELET, RED64E Y
* ipv6 address ipv6-prefix/prefix length °
;m4 pro-prefreprefix leng ME. AL v FOMACT KL Z55 AEIICEHE S
NET,

* ipv6 address ipv6-address/prefix length
A B =T A ZATIPV6 D3 A F—T NV E I HE)

* ipv6 address ipv6-address link-local BEANDY LI U HART FLATHRL . £

-ipV6enable y‘_7i/f7\J:@U‘/ﬁD*—7i7/I/7‘;7 ]\I/X;&"fi)zﬁ
« ipv6 addressWORD THEOICHEELET,
* ipv6 addressautoconfig A UH =T A RIZIPV6 ) 7 a— V7T KL A

FPHBREL, A4 —7 A ATODIPv6 WP A A
X—7 M LET, VrzicLTa—aAeT R
VAZEHTE 5D, WLY 27 b/ —REd
FET 256720 TT,

* ipv6 addressdicp

GE) AUH =T oA ADLFETHRELIZTITO
IPv6 7 KL A ZHIERT 5121, no ipvé address
AR =Tz AT fFal—rgrav
v REFGIEZLUCHERLET,

IPv6 3> T74XalL—>3> A4 K, CiscolOSXE 'J ') —X 3.6SE (Catalyst 3850 X 1 v F)
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B FoALbL—5 TUT7LURDEE (CW)

P61=F %Rk L—T 4 TDHEE |

ARV RFERRTI Y

E[:)

ATvT8 end FitE EXEC £— RIZRY £,
151
Switch (config) # end
ATYT9 ROWFT Nz EHLET, AN e fEB LE T,
* show interface interface-id
* show ip interface interface-id
* show ipv6 interface interface-id
ATv710 copy running-config startup-config (FEE) ar74Falb—vay 77 A MIREZRT

1 -

Switch# copy running-config
startup-config

LEJ,

—

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

FIAILEIL—F TYITJ7 L2 ADEHEFE (CLD)

N—B T RRE AL XA~ (RA) Av&—E, ipv6 nd router-preference - > % —7 = A A 2
Y74 F¥al—vary avy NCELoTREINDDRP & & HIZEEFEINET, DRP BFHES
NTWRWEAIL, RAIZH/INNIBEO T U 77 LR L EHIZkfEENET,

Voo ED2o0ON—2RNEMTIEH->TH, HE2AX MTIERVILV—T ¢ 7 28403 5 mraett:
NHAHEE. BEIORY —THERA RRWTNOADON—Z IS B LR ENT-5HE1X. DRP

WA T,

IPv6 @ DRP DF%EDFEAMIZ DUV TIX, Cisco.com T [Cisco 10S IPv6 Configuration Library] @
[Tmplementing IPv6 Addresses and Basic Connectivity] DFEZZHL T 720y,

A H =T 2 A A LEON—H|ZDRP 2% ET HIZ1E. FitE EXEC T— N CROFIEZ FEIT L F

j"o

0L-32600-01-J |



| PB1=FvR b L—F1o5DEE

IPV6 ICMP L — ~#IFRDERE (CLI [ |

FIE D
ARV RFERIETI3Y B
& A configure terminal Ja—)L a7 4 Xal—ay ET— N2l
BLUET,
{51
Switch# configure terminal
ATvT2 interface interface-id A H—T 2 A AT 4 Fal— gy F—
RZBiE LT, DRPEZFTET DL A Y3A 7 —
{1 Tz A AEHFELET,
Switch(config) # interface gigabitethernet
1/0/1
ATFw T3 ipv6 nd router-preference {high | medium |low} | 2.1 vF /> #—T =4 2 LD/ —F|ZDRP %
HELET,
11
Switch (config-if)# ipvé nd router-preference
medium
ATvT4 end FiHE EXEC E— RIZE D 7,
fAi
Switch (config) # end
25y T8 show ipv6 interface REEHRLET,
i
Switch# show ipvé interface
2Ty 76 copy running-config startup-config EE) 27 4Fab—Tary 7yA VI

1 -

Switch# copy running-config startup-config

EERFLET,

IPv6 ICMP L — FHIBEDERXE (CLI)

| oL-32600-01-J

ICMP L — MHIBRIZT 740 FTA F—T N TT, =T7— A vb—TDTFT 74/ SHEFEIE 100 2
VR, 740 Ny b A X (RN y MBS R =7 %) 1£10 T,

IPv6 3> 4F¥aL—23> 54 K, CiscolOSXE ') ') —X 3.6SE (Catalyst 3850 X o v F) B



B 1Pvs O CEF 5 £ U dCEF DR E

P61=F %Rk L—T 4 TDHEE |

ICMP L — hllBR/NT A — X 2T 3 51213, F#E EXEC E— R TROFNEZFITLET,

FED
OV RFEREETI3 Y B
& configure terminal JTa— ) a7 4 X2 l—ary EB— NEBEEGL
ij_o
i)
Switch# configure terminal
ATFv T2 ipv6 icmp error-interval interval [bucketsize] |IPy6 ICMP =5 — A vt — OB E N7y N YA
REE LET,
i . . _
interval . /37 NMTEIMENS b—27 > ORER
Switch (config)# ipv6é icmp error-interval (\: U *}\) . ?‘ETET% f)%ﬁ&i 0 ~ 2147483647
50 20
SUBTT.
* bucketsize : ({LE) /X7 v MM I N5 K
b—27 UH, HPEIZ 1~ 200 TT,
ATvT3 end Rt EXEC E— RIZIR Y £77,
1
Switch (config)# end
Ty T4 show ipv6 interface [interface-id] AN EHEER L ET,
i -
Switch# show ipv6é interface
gigabitethernet 1/0/1
ATFvTH copy running-config startup-config (FEE) a7 4Xa2lb—yay 77 A NVICERER

1 -

Switch# copy running-config
startup-config

RAFELET,

IPv6 0D CEF £ & U dCEF D% FE

VAATL AT VAT F T —F 47 (CEF) 1. Xy I —0 RT3 —~ o Akt 57-
ODVLAYIIPAAL T 7 T7 /v —T7F, CEFIZIIEERIPRBELIQNEEET LT X
ANFEEINTNAEED, LAVYIAAL v TF U T ORT 3 —~ o A RIETEEd, BHEX

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)
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| PB1=FvR b L—F1o5DEE

IPV6DRET 499 b—F 14 VT DRFE (CL) [ |

AT T =K Fx 2L Db CPUILLMNHEAHMN DN, CEF XXV %< O CPUAL
HEEN &2y MRRITIRV D ZENTEET, A v T AX v 7 TIE, N— R =T HA
% v 7 NC Distributed CEF (dCEF) #fif L £7, IPv4 CEF 33X WNdCEF IX7 7 4/ h TA 3 —
TN TF, IPv6 CEF B L WNACEF X7 7 4V N TT 4 B—7 IV TT N, IPV6 L —T « > T HRE
95 L HEWICA R—T 720 £797,

IPv6 L —T 4 ¥ T INGRIE SN TWARWEEIE, IPv6 CEF B8 X OVACEF IZB®RICT « B—7 LT
720 F£9, IPv6CEF B X WACEF X, RETIZT 4 B—T NI TEFEHA, IPV6 AT —H A& HE
T 521X, show ipv6 cef FitE EXEC 2~ > & AN L ET,

IPv6 L=F ¥ A h T v &L —TF 4 75 BHIZiE, &HIZ ipv6 unicast-routing 7' 7 — /3L =
Y7 4Falb—vara~v REEHLT, IPvo1r=F v R M7y FOEREERZ 71—/ L{TE
FELTHD, ipvbaddress { >4 —7 = A A a7 4 Falb—raryavy REHLT, FE
DA B—=T 2 A AZIPV6 T RLABLOIPV6 B AR ET D MLERH D 77,

CEF 3 X OVdCEF ORZE B 2 3EMIEHIC DUV Ti. Cisco.com @ [Cisco 10S IPv6 Configuration
Library] ZZH LT ZE0,

IPV6 DR Z T 499 IL—T 4 2 DEE (CLD

FIED

ABT 4 7 IPv6 b— FERETHHENC, iprouting 7/ 01— )L a7 4 Xalb—Tgy avy
REFEHALCAL—T 0 T %A F—7 /ML, ipv6 unicast-routing 7’ 12— 3L 27 ¢ Fa L —
Yary avwy REFEHLTIPV6 N7y NOEREEZ A X —T /WL, A Z—T A ATIPv6 T
FLAZRELTARLE L1 DDLU AY3IA L F—T 2 A A LETIPV6 A F— T /M T DHNE
BHYET,

ABT 4 v 7 IPV6IV—T 4 7 DFREEDFEMZ OV T, Cisco.com T [CiscolOS IPv6 Configuration
Library] @ [Tmplementing Static Routes for IPv6] DOFEAZZM L T 7230,

AU REEETIVa Y B#

ATy configure terminal Jua—N)Lar7 o Xal—yay ET— REEBLET,

71

11 -

Switch# configure terminal

5y |ipv6routeipv6-prefiv/prefilength| 2 % 5 ¢ v 7 1Pv6 — k&R L £,

52 {ipv6-address | interface-id
[ipv6-address)} [administrative S ipv6prefix : AL T A 7 N F DI ETR D TPV6 K U =7
distance] AET 4T RAN = ERETDHHEIE. FA MM BRETE
£,
Bl : * Jprefix length : 1IPv6 7L 7 4 v 7 ZADES, v 74y 7 (T Fb
Switch(config) # ipvé route ADRy NU—75y) #HT 57 RLAD BAnEfi vy MiE R
b ot 2/0/1 130 FI0EM T, 10 EKEDRNCA T v & 2 BENBETT,

| oL-32600-01-J
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IP6 1=Fv Rk L—F 1 T DHEE |
B rPeozETvH L—F4 2 TDBEE (CL)

ATV RFEREFETIV3 Y B

* ipv6-address : 57 E LT= % v b U — 7 IZEIE#ET D 72 O rTRE 72 ¢
TJARNKYyTDIPV6 7 KLVA, R ANKyTDIPv6 T KL A%
BT D2 LEITH D A, FIRLBENET SN T, B
NI ARy TOIPV6 T RLARBHENES, ZOT7 KL XA
IZRFC2373 \Citdi SN (l6 By MEZEH Li-av X0
D16 ERFLTHEE) TRETOLENRHY 7,

* interface-id : Point-To-Point (ARA > MY —RA ) A X —T A

ABLPT = RFXY AN A H—T 2 A ADLDEA VLT N AKX
TAY I N— b ERELET, RA LV FY—KRA LV A H—T =
AADEE, XTI ABNKRYTDIPV6 T RLAZRIREETHLEITHY
FHA, TO—RXY AN AU X =T oA ADEHIL, FITHT A
MRy ZTDIPv6 7 RVAEIRET D0, FRIFRBELLL VT 1 v
JAEYUZIZEY BT, V7R L Ta—hniRT7 RL A% X%
JARN KRy TELTIRETDIRENRSY T3, 7y hOEEFL L
RAFRTARNEKRYTDIPV6 T RLAZIETHZ b TE£7,

(6=3)) VoLt —ne7 RLAZR 7 AN Ry & LTE
3 25613, interface-id 18 ET HMERH Y 3 (V7
WZxtLTa—h 727 A Ry T L — X R ET D
BHHVET)

* administrative distance ©: ({LFE) 7 RI=ZA RN —T 4T T4 AR

A, FEETX LI ~254 T, T 74/ MEIZ1 T, 208
A, BERINT L= R ERSZOMOEDL— K XA TX D A
BT A4y I N— DBELES, TJu—TFT 4 T RET 4T V—
N ETHHEIR. AT Iv I =T 47 Faharlivy
RKERT RI=ZA ML —T 4T T A AZ U AEEHLET,

AT end HikE EXEC E— RIZRE Y £,
73
1

Switch (config) # end

AT ROWVT AL ET, IPV6 V=T 4 7 T—=TNVONEEFR LT, RELMDLET,

4 . .

7 * show ipv6 static [ *interfaceinterface-id : (L&) WA 2 —7 x4 AL LTHREES N
ipv6-address | A VB =T 2 f AR BRAST 4 v M= hDREFRFLET,
ipv6-prefix/prefix length ]

[interface interface-id | *recursive : (fEE) HIRAZT 4 v 7 W— FDHhZEFRRLET,
[detail]][recursive] [detail] recursive & — U — R interface &% — 7V — K E M A ICHEtIAY T, 7=

» show ipv6 route static 2L, 2~ FRECIZ PV 7 1\/7 4T APBEINTNDENE S
[ updated ] MITERR S, EHT A2 Z &N TEET,

*detail 1 ((EE) WITFTEBIMERZFZRLET,

IPv6 2> T74F¥aL— 3> 54 K, CiscolOSXE ') ') —Z 3.6SE (Catalyst3850 R 1 v F)
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| PB1=FvR b L—F1o5DEE

RIP for IPv6 (DE&E (CLI) [ |

A RFERIFTZIII Y B#

11 -

Switch# show ipvé static
2001:0DB8::/32 interface
gigabitethernet2/0/1

Fx

Switch# show ipv6 route static

C /N EIRA— FNOBEA . WA By B X O RO R E

o M — N ORGA, V— NBER 7 EEH

ATy
75

copy running-config
startup-config

11 -

Switch# copy running-config
startup-config

EE) a7 4FXal—ay 727 A NVIREEHRELET,

RIP for IPv6 M E%7E (CLI)

IPVv6RIP #5279 5 L D

ICAA v FHRET DA, iprouting 72— )L 237 f Falb— 3

vavw U REHEHL V=T 4 7% A X—7 /LT L, ipv6 unicast-routing 7 17—/ )L 27 ¢
Fal—vagravwry ReEfHLTIPv6 /Yy v hOIREE A 2 —7 /WZ LT, IPVoRIP &A1 F—
TVCTHLANYIA L E—T 2 A ALETIPV6 A X—T VT HHERH Y £,

IPv6 D RIP )V —F ¢ > 7 DFETEDFEAIZ- DU TIL, Cisco.com T [Cisco 10S IPv6 Configuration
Library] @ TImplementing RIP for IPv6] DOFEEZ S L T ZI0Y,

FIEDEFH
ARV RFEREETO3 Y B

ATvT1 configure terminal Ja—nR) a7 4 FXal—aryET— RR2lBLET,
£
Switch# configure terminal

ATvT2 ipv6 router rip name IPV6RIP L —F 4 7 7Tt AZREL, ZOT kAT

1 -

Switch (config)# ipv6é router rip cisco

FLTA—F a7 4 Xalb—grF— 2B LET,

| oL-32600-01-J

IPv6 3> 4F¥aL—23> 54 K, CiscolOSXE ') ') —X 3.6SE (Catalyst 3850 X o v F) B



B RiPioriPve DEE (CLD

IP6L=F+v Rk IL—F 1 VT DEFE

ARV RFERRTI VA Y

E:)

ATFvT3 maximum-paths number-paths ({EE) IPVORIP Y R— R TX A% X b )L— FOHRKK
BEERLET, FHECTELHPIX1~32T, 77411
B 116 L— kT,
Switch (config-router) # maximum-paths
6
ATv T4 exit Ja—)L a7 4 Falb—ayET— RIRED 1,
1 -
Switch (config-router) # exit
ATvTH interface interface-id A B =T 2A AT 4 FXal—arT— RERKBL,
HETHLANYIA LV F—T oA AZHRELET,
1 -
Switch(config)# interface
gigabitethernet 1/0/1
ATvT6 ipv6 rip name enable ESNIZIPVORIP LV —T 4 7 Tubv R H—T =
AAETA F—=TMIZLET,
i -
Switch(config-if)# ipv6é rip cisco
enable
ATvI1 ipv6 rip name default-information {only || ({£#&) IPv6 5 7 4 /L b /b— bk (::/0) % RIPLV—T (> 7

originate}

1 -

Switch (config-if)# ipvé rip cisco
default-information only

TaEAT T T = MUEML T, BEA v F—T A A

MHEFELET,

GE) EEDOA L H—T A ANLIPV6T 7 4V b JL—
r G/0) BEELEDEC, V=T 4 T —
TRRELRNWE T DD, v—TFT 47
TRt AMEEDOA LV H—T oA ATEFE LT
RTOT 74/ b )b— R EEHELET,

‘only : 7 7 AN M A— NEEEFL, BUEOA X —T =
AATEEENTZT v 7T — MNOZDMOFTRTD
Jo— RS 5 KO IR L £,

*originate : 7 7 4 /L JL— | BLOBIEDA ¥ —
Tz A ZATHEINTT v 7T — FHNOZ DD~
TON—FE2EETDHELIITERLET,

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

0L-32600-01-J |



| PB1=FvR b L—F1o5DEE

OSPF for IPv6 D&% (CLI) [ |

ARV RFERRTI Y

E:)

ATvT8 end ¥EHE EXEC £— RIZEY £,
{1 :
Switch (config) # end
ATYT9 ROWTNNERENLET, * BUED IPV6 RIP 7' 2 IZH T HIF AR R L ET,
* show ipv6 rip [name] [ *IPV6 L—T 4 T T =T NVNDHEONE LR R LE
interfaceinterface-id] [ database | [ 4,
next-hops ]
* show ipv6 rip
{1 :
Switch# show ipv6é rip cisco interface
gigabitethernet2/0/1
FX
Switch# show ipvé rip
ATy 710 copy running-config startup-config EE) a7 4FXalb—rary 77 A VICREEZRIFEL

151 -

Switch# copy running-config
startup-config

e

OSPF for IPv6 D% E (CLI)

P NT—27 TlI, IPv6 D OSPF 2 1 A X~ A X CT&x ¥4, 7277 L. IPv6 ® OSPF OF 7 %)L |k
BREF, FEAEDH AT~ —B L OERED T 257~ LE T,

| oL-32600-01-J

WOEEFIBIZNE-> TLIEE W,

*IPV6 2~ RDT 7 )V MiREZLEEFTIHHBITEE L TLEEY, T3/ FNRELZET
T5E, IPv6 %y T —27 @D OSPF ITHEMEN NS EB3H Y £9,

‘A H—T A ATIPV6OSPF % A 1 — 7 /WIZT BRI, iprouting 7 72—/ )L 27  F 2
L—Yaryavy REHLTV—7 4 7% A X —7 /LT L, ipv6 unicast-routing 2/ = —
SNV ar7 4 Xalb—vary avy R L TIPv6 N7y FOEEEL A X —7 /LT L,
IPv6 OSPF # A X —T7 MZTH LA Y3IA X —T 24 ZATIPV6 A X —7 /WIZT BTN

bYET,

IPv6 327 4FaL—23> A F, CiscolOSXE ') ') —R 36SE (Catalyst3850 21 v F) |}



B osPFiorIPs DRE (CLI)

IP61=F v R b L—F 4 VT DEE |

IPv6 ® OSPF /L —7 ¢ > 7 D EDFEMIZ DWW TIL, Cisco.com T [Cisco 10S IPv6 Configuration
Library] @ TImplementing OSPF for IPv6] OFEEZ S L T ZIWY,

F gD 4
ARV RFERRETI a3 Y B
2Ty T1 configure terminal Jua—s ) ary7 4 Xal—vary T—FElBLET,
f
Switch# configure terminal
ATFv T2 ipv6 router ospf process-id Tt A LU TCOSPFIL—4 27 4 X2l — g F—
KaA4 x—7 iz LEd, et AIDiX, IPv6OSPF/L—T ¢
l VTRt REA R—TMITHLAICEBEEEID Y THR
Switch(config)# ipv6é router ospf 21 52&7‘37‘6’9‘*0 ZDOID j::l 7“7}1/ JD é—( C)j’[, 1 ~ 65535
@E@%é&%?ﬁ T% jz—g‘o
RFwF3 |areaarea-id range {ipv6prefix/prefix | () = U TERTA— FEHABLOEHLET,
length} [advertise | not-advertise] [cost } .
cost] *area-id : V— Nae Y ~T7 A XFT 52T OID, 10 #HFE
TAZIPV6 L7 4 v 7 ADE L LN ERETE £7,
K * ipv6-prefix/prefix length : 555G IPv6 % v U —7 . BELW
Switch (config) # area .3 range TVT7 4w A (T RLVADOFRy T —T 7)) ZRERkT
2001:0DB8: :/32 not-advertise é 7 ]\ Lz @L{ﬁ@f‘fﬁ e S }\ iﬁ( é’ﬁ?"g’* 105E£&0 105@1@@
ANCAT vz () 2T 20ER’H Y £7°,
* advertise : ({LE) Type3 ¥~V —LSA %7 RNRXA X
BIOARTHEIIC, 7T RVAHPAAT —Z 2AZ2#E L
£
* not-advertise : ({LE) 7 FLAHFHRAT —X 2%
DoNotAdvertise (Za% & L £ 7, Type3 ¥~ U — LSA |3#]
flsh, arvR—xr b Xy FU—=2 3oy U —
IMBRENTIREDOE E T,
*costcost : (EE) BEOY <V ——+DRA N v F
TZa A M ERE LET, 58~ DORE AR 58
AT, OSPFSPFAHHECHEMA L 4, HETE 2MEiLo~
16777215 T,
ATv T4 maximum paths number-paths (&) IPV6OSPE 3V—F 4 v 75— T )WIZ A ST % BN

{1 -

Switch (config) # maximum paths 16

b5, FUsEE~DHEAZX N V— FORKREEZERZLET,
FBETX %L1 ~32 T, 74/ M 16 TT,

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)
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| PB1=FvR b L—F1o5DEE

OSPF for IPv6 D&% (CLI) [ |

aAvY RFERET7ZII Y

=)

ATv 75 exit Ta—N)L ar 7 4Xal—vary ET—RIOED T,

fA

Switch (config-if)# exit
Z2TFv 6 interface interface-id A HE—T A AT 4 FXalb—grF—RERBL,

RETHLAVIA L F—T oA AZHELET,

i

Switch (config) # interface

gigabitethernet 1/0/1
2Ty TT ipv6 ospf process-id area area-id [instance | ( > % — 7 = 4 X T IPv6 ® OSPF % A % — 7 /LI L ¥7,

instance-id]

* instance instance-id : ({LE) A A% A 1D
fAi
Switch(config-if)# ipv6 ospf 21 area
.3

ATvT8 end FEHE EXEC E— RIZRE Y £7°,

i

Switch(config)# end
ATv79 KONWTNEHEHALET, *OSPF A 2 —7 = A AHT DA T LET,

* show ipv6 ospf [ process-id ] [ *OSPF/V—F 4 7 7uk AT 52— REREZFE R LE
area-id | interface [ interface-id | 4,
* show ipv6 ospf [ process-id ] [
area-id |

{51

Switch# show ipvé ospf 21 interface

gigabitethernet2/0/1

E e

Switch# show ipvé ospf 21
ZFw 710 | copy running-config startup-config (EE) av 74 Xal—vary 77 A VCRELRTLE

11 -

Switch# copy running-config
startup-config

KR

| oL-32600-01-J
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IP6 1=F v R b L—F 1 VTOBRE |
B PsoEGRPOEE

IPv6 @ EIGRP DX TE

IPv6 EIGRP % AT 2 K I AA v FEFKET HANIZ, iprouting 7 A—/N)L AV T4 FaL—
vavavr REANLTV—T 4 7% A X—7 /LT L, ipv6 unicast-routing 7/ A—/\)L =1 >
T4 X2l —vary avy Re AL TIPve X7 v FDEREZE A F—7 L2 LT, IPv6 EIGRP
EARX—TNMCTHLAYIA L B —T = A ETIPV6 A X—7 M LET,

BRI 72— 4 ID %% E T 521X, show ipv6 eigrp =~ > F&MiH L TEREFAD/L—X ID %
R L THM D, router-id 2~ RaEfHLET,

EIGRP IPv4 DA & [AIERIZ, EIGRPv6 i L C EIGRPIPV6 1 v X —7 = A AZfREL., ZH
SOV Ty NeZEif X —T oA AL L TERIRTX £ 9, passive-interface 2~ K& L
TA =T oA RNy P TITREL T, BIRLTA % —7 = A AT no passive-interface
av U REFHLTCINGDA LV E—T A RET 7T 47 LET, ZEA L FX—T A AT
I%. EIGRP IPv6 Zi%iET 2 MNE R H VD £H A,

BETFNADFEMIZ DUV TIX, Cisco.com C [ Cisco I0S IPv6 Configuration Library)] @ TTmplementing
EIGRP for IPv6] DEEZZML T ZEV,

IPv6 1=F v X b J)/N\—R NREGEDERTE

=%y AR U= RREEE (=% v A b RPF) FEREIX. MRAEATREZRIE(FE L IP 7 R L AN
RELTWDHIP Ny NEFEFETHZ LT, WiEsTE3biE (RS =707 3hl) #E
JLIPT RUANRR Yy MU =7 TV THRAET HMEABT 2 DI b Ed, 72& 21X, Smurf
X° Tribal Flood Network (TFN) 72 &, £ < O—fiiy7e % A 7D DoS WX, A S/, 72k
RENZEDDFETIPT FLAZMH LT, WREARE LD 74N ET 5T &2 WBENH
ETEDXHICLET, "NTV v TI7RREZRMET LA F—Fy b P—ER T a/gfF—
(ISP) D&, uRPENIPV—T 4 v 7 T —T )V EBEAEMEOTRN - A7 ME LT FLU A&
Nry NETEBETHZLEICL ST, TOXLIRKBEZZLLET, ZOWEIZEID, ISPD
Xy NU—7 ZOE., BIOKVOA X —Fy MBI R#ESNET,

A

G¥)

*2=% %A FRPFIL, PV —ERATOLTHR—FENFET,
AL v TFPEEDAA v TF A TPRET DIRGN— R =T 2% v 7 NIZHDH5E TR,
=% ¥ A RPF Z&&E LBRNTIEEN,

IP =%+ A h RPF & EDFEMIZOWTIL, [ Cisco 10S Security Configuration Guide, Release 12.4]
D [ Other Security Features] D xZML T 7ZE W,

IPv6 3> T7sXalL—>3> 4 K. CiscolOSXE ') ') — X 3.6SE (Catalyst 3850 X 1 v F)
0L-32600-01-J |



| PB1=FvR b L—F1o5DEE

IPv6 )X~

| oL-32600-01-J

renxx [l

WD~ ROWETE X OMEH FIEOZEMIZ OV TIE, CiscolOSDa~<y R 75 L 2550

LTL7ZENY,

R7:.IPv6EE=H) 59 Hav K

avyU kR

E:9)

show ipv6 access-list

TI7EAVRAMOY < —2FRLET,

show ipv6 cef

IPv6 D Cisco 7 ALV A T+ T —F 4 T %
FRLET,

show ipv6 interfaceinterface-id

IPv6 A v B —T 2 A ADAT—HF A LBZELRF
RLET,

show ipv6 mtu

ST v v a2 T LI IPveMTU 3 LE T,

show ipv6 neighbors

IPV6 A /3 oy v v N FR L&
ﬁ—o

show ipv6 ospf

IPv6 OSPF ff# &= Fn L 97,

show ipv6 prefix-list

Pv6 L7 4w 7 A YA NEFRRLET,

show ipv6 protocols

AL v FDIPV6 NV—T 47 7 harnpl
AREFRRLET,

show ipv6 rip

IPV6RIP LV —F 4 7 7o hajl AT —H R
EFRRLET,

show ipv6 rip

IPV6RIP L —F 4 7 o hajl AT —H R
EFRRLET,

show ipv6 route

IPv6 L—h F—T N = R EFERLET,

show ipv6 routers

o —H )L IPv6 L —Z ZFr LET,

show ipv6 static

IPv6 AXT 4 w7 — ez RLET,

show ipv6 traffic

IPv6 N T 7 4 v 7 OFHHEREZRRLET,

IPv6 327 4FaL—23> A F, CiscolOSXE ') ') —R 36SE (Catalyst3850 21 v F) |}



IPV6 1=F v X b L—F 12 TDEE |
Bl DHCPforIPve 7 KL REIY 4 TORE

& 8: EIGRPIPV6 168 & RTT H1=hDaAT U

avUR B#

show ipvé eigrp [as-number] interface EIGRPIPV6 FHIZREINT-A VX —T = A AD
THHEFRLET,

show ipv6 eigrp [as-number] neighbor EIGRP IPv6 T SN R A N—2F R LE
R

show ipv6 interface[as-number] traffic {2 &5 EIGRP IPv6 /347 v N A F L
EJ

show ipv6 eigrptopology [as-number | ipv6-address] | IPv6 ~Hnr Y 5—7 O EIGRP = h ) 2%

[active | all-links | detail-links | pending | summary | 7z -

| zero-successors | Base]

DHCP forIPv6 7 FL R E|Y X THETE

DHCPv6 7 FL REIY B THOT 7+ I FERFE

F 7 %)L kT, DHCPv6 HEREIZ A A v FITHRE SN TWET,

DHCPv6 7 F L REIY B THOERERNDIESIE
DHCPv6 7 F L A& M TaRET 525G, WOEEFHEIIHE > TIIZEW,
CLUTFTOFIMETIE, RIRTLAYIA L H—T 2 AD 1 DEEET LLERH Y 7,
°*DHCPV6IPV6 LV —T 4 U 71X, LA V3L LU H—T 2 A A LT RX—T )V ThHLEN
HYFET,

° SVI : interface vlan vian_id 2~ > R & L TIER S 472 VLAN f V F—T = A AT
_640

° LA ¥ 3 &— N ® EtherChannel /"— ~ F ¥ %/L : interface port-channel
port-channel-number =~ > R & L TIER S L7 R — M F v RVwBEA v 7 — 7 =
A A,

*AA wFIiL, DHCPv6 7 AT h, =, FHFV L —xz2—V =2 b LTEETE
¥, DHCPv6 7 7 A 7T b, =23, BLOY L—HEIL, £ ¥ —7 = A A THAIZHEHD
BT,

IPv6 3> T7sXalL—>3> 4 K. CiscolOSXE ') ') — X 3.6SE (Catalyst 3850 X 1 v F)
“. 0L-32600-01-J |



| PB1=FvR b L—F1o5DEE
DHCPv6 + —/\#8ED 1 +—JL1E (CLD) [ |

*DHCPv6 7 S A7 > b, = F7FVb—x2—V =2 b, SREX— A vF ETET
B L ET, A¥ v ~AX—DOFRENPH -T2, L~ AKX — A A v~ F|ZIDHCPv6
BREZMEFFLET, 7272L, DHCP — 1 F—FX—2 J —X{FH DO —H /)LD RAM =
i, MRS ER AL

DHCPv6 H—/\BERED 1 r— T JL1E (CLI)

DHCPv6 7 — /L OREEEE T HI121E, no JEX O DHCP '—/)L 27 4 ¥l —v g T—K
g REFEHLET, £ Z—7 A A% LTDHCPV — \BERER T 4 — T LT 51T
I%. noipvédhcpserver { X —7 A A a7 4 FXal—ary avry R LET,

A B —T x4 AT DHCPV6 h— "% A X2 — T T HITIL, i EXEC £ — R TROFIEE =

TLET,
FlEaD M
aAv U RFERET7TIVaY B
ATy configure terminal Jua—)ar7Z 4 Xal—varyET—RERBLET,
{51
Switch# configure terminal
ATvT2 ipv6 dhep pool poolname DHCP 7'—/v a7 4 Falb— gy F— RERHIBEL T, IPve
DHCP =V OA4RTIZEFR L E T, 7 — VAR 72307
£ %1 (Engineering 72 &) F 72138 (070 L) ZHTE £7,
Switch (config)# ipvé dhcp pool 7
ATvT3 address prefix /Pv6-prefix {lifetime} (EE) 7TRLVREDYTHOT KLA T L7 4 v 7 A&FRE
{¢1 ¢ | infinite} LES,
il - ZO7 RLRF, 168y MEZ =1 TRY) - 72 16 5 THRIE
' THVERDY T,
Switch (config-dhcpv6) # address . . . _ .
prefix 2001:1000::0/64 lifetime lifetimez/ ¢l : IPv6 7 KL A L7 4 v 7 ARHAMAT — N ZHE
3600 FFraa 4840 2—r00 (B) ZRELET, HETE M
PHIZ 5 ~ 4294967295 F» T, [HIFRZH5E L7255 13, infinite
EHRELET,
ATvT4 link-address [Pv6-prefix (f£&) link-address IPv6 7L 7 4 v 7 2 &ZEE L £,
Bl BEA =T 2 A A LDOT RV A3 Ty OV T
o FURDHEE LTZ IPV6 L7 1 7 RSB BHA . i
Switch (config-dhcpv6) # link-address | |JERTEHEHR 7 — /L2 fFEH L F 7,
2001:1002::0/64
ZO7 RUVRIE, 168y Mz ar  CRYI- 72 16 CTHRE
TOHMENRDY 7,

IPv6 3> T74XalL—>3> A4 K, CiscolOSXE 'J ') —X 3.6SE (Catalyst 3850 X 1 v F)
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B oHCPv H—\EED 1 R —TLE (CLD)

IP61=F v R b L—F 4 VT DEE |

ARV RFERRTI VA Y

B

Z2FvT5 vendor-specific vendor-id (EE) N —EfFoary7 4¥alb—ar ET— &btk
LT, XUF—EEDOIDESERELET, ZOFZIL N
1 Z—DIANA 7T A RX— | T X —T T4 XK 5TT, BET
Switch (config-dhcpv6) # & é%ﬁ‘li 1 ~ 4294967295 Tj—o
vendor-specific 9
ATv76 suboption number {address EE) "X —EHAEOYTA T a v FEE AN LET, &
1Pv6-ac.1dress | ascii ASCI-string | hex | =X 2413 1 ~ 65535 T, IPv6 7 KL A, ASCII 7 % %
hex-string} M. ERRIGE TR T AT g 8T A— X TEREN
TWHESICALET,
11
Switch (config-dhcpv6-vs) # suboption
1 address 1000:235D::
ATvT1 exit DHCP 7—/)L a7 4 X2 lb—3 g FT— RNIIRED F9,
{1
Switch (config-dhcpv6-vs) # exit
ATvT8 exit Ja—)L ar 7 4 Fal—aryE—RNIREY 1,
1 -
Switch (config-dhcpv6) # exit
RATFvT9 interface interface-id AV HE =T 2 A AT 4 Fal—arET—RFNEBBL. %
ETDHA LA —T oA AERELET,
11
Switch (config)# interface
gigabitethernet 1/0/1
ATv710 ipv6 dhep server [poolname | automatic] | { > % — =7 = 4 A 2%} L C DHCPv6 H— HEZ A F— T /LT

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

[rapid-commit] [preference value)
[allow-hint]

51

Switch (config-if) # ipv6é dhcp server
automatic

L/iﬁ‘o

* poolname : ({EE) IPv6 DHCP 7' —/L D2 —HEFRK DL A
T VAT G 72 3CFH)] (Engineering 72 &) F 7213
B(07RE) ZEHTEET,

*automatic : ((EEF) VAT LN, ZIA4 T MIT RLA
EEIDYTHEEIMERT 27— V2 EBINICIRETE D
EoCLET,

(EE) 22oD A v —V DORMITIEZEFTFA]

* rapid-commit :

L\ij—o

0L-32600-01-J |



| PB1=FvR b L—F1o5DEE
DHCPV6 & 5 1 7 > MESEED A R —TJLiE (CLD [ |

AU RFEEET7TI 3 Bry

* preference value : (LE) V— NZXo TEEENDT R
NWNEARXA N AvB—=VHNOT ) T 7 L AE T Vg
THESINAZ TV 77 LU AEERELET, BHRh/c&iH
IX0~255Td, T74NL DTV 77 L AEIX0 T
R

* allow-hint : ((£Z) % — 38, SOLICIT A v&—YHND 7

FAT v IR EEETOINE >N ERELET,
TNV ETIE, P—=NF7 T4 T b MEERL

e
ATvIN1 end ¥t EXEC E— RIZED £,
51
Switch (config) # end
ATw 12 WD ELLNEFATLET, * DHCPv6 7 — V% E xR L £,
« show ipv6 dhcp pool * DHCPv6 — SBEREN A F —T = A4 A L TA FX—T LT
HHZ L EERLET,

* show ipv6 dhcp interface

il -
Switch# show ipvé dhcp pool

FE

Switch# show ipvé dhcp interface

AT 713 | copy running-config startup-config fEE) av 74 X¥al—var 77 A VCREERFELET,

1 -

Switch# copy running-config
startup-config

DHCPV6 7 54 7 > MgRED A +— T JL1E (CLI)

TDHATTIE, A E—T A AWK LTDHCPVG 7 AT v Mo A X —T Mt 5 HiEZH
Eﬂ]\/ij—o

IPv6 3> T74XalL—>3> A4 K, CiscolOSXE 'J ') —X 3.6SE (Catalyst 3850 X 1 v F)
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Bl oHCPG 5S4 T REED A R—TILiE (CLD)

IP61=F v R b L—F 4 VT DEE |

F IR D8
ARV RFEREFT7TIVa Y B8
25y T configure terminal Ja—Lar T 4 Ral—varE— KRB LE
—a—o
i -
Switch# configure terminal
ATFv T2 interface interface-id Ao B —T A AT 4Xal—arT— R REH
WML, RETHA L F—T = A AEEELET,
i -
Switch(config) # interface gigabitethernet
1/0/1
ATv73 ipv6 address dhep [rapid-commit] A > % —7 = A AT DHCPv6 H—/3735 IPv6 7 K L
AP TELLIICLET,
| .
Bl - rapid-commit : ({E&) 7 KL REID Y TT, 2250
Switch(config-if)# ipvé address dhcp A — O EEZTA LET,
rapid-commit
2Ty 4 ipv6 dhcp client request [vendor-specific] EE) A F—T oA ATRUF—FHEDL S 3
YEERTELLIICLET,
i -
Switch(config-if)# ipv6é dhcp client
request vendor-specific
ATYT5 end Rk EXEC £— RIZRY £,
i -
Switch (config)# end
ATy 76 show ipv6 dhcp interface DHCPv6 7 A T > "WA v X —T =2 Af A TA X—7

51 -

Switch# show ipvé dhcp interface

SN TWAB Z L 2R L E T,

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)
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| PB1=FvR b L—F1o5DEE
P61=%+vx kL—F1o70%ES [

IPv6 1=F v X b JL—F 4 2T DFEFEH

IPv6 7 KLY DEHEFEEIPG IIL—T 4 5 DA 12— ILE - I

WIZ, IPV6 7L 7 4 7 A2001:0DB8:c18:1::/64 |2 53, Vo 71k LTr—hL7RT7 KL AR
KO e — L T RUVAZERH LT, IPv6 A R—7MZT 502~ LET, EUL64 A F—
TxA XD, MIEDOT RLUADTFAL64 By FTHHIILET, showipvé interface EXEC =2~
YROWNFE, A EF—T A ADY 7R LT —ANRT VT 4 v 7 A FE0::/64 (A
#—7 x4 Z1D (20B:46FF:FE2F:D940) % {19 2 HiEZ md 7 DIZBMI L TWET,

Switch(config)# ipv6é unicast-routing

Switch (config) # interface gigabitethernetl/0/11
(
(

Switch(config-if) # no switchport
Switch(config-if)# ipvé address 2001:0DB8:c18:1::/64 eui 64
Switch (config-if)# end
Switch# show ipv6é interface gigabitethernetl/0/11
GigabitEthernetl1/0/11 is up, line protocol is up
IPv6 is enabled, link-local address is FE80::20B:46FF:FE2F:D940
Global unicast address(es):
2001:0DB8:c18:1:20B:46FF:FE2F:D940, subnet is 2001:0DB8:cl18:1::/64 [EUI]
Joined group address(es):
FF02::1
FF02::2
FF02::1:FF2F:D940
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
ND advertised reachable time is 0 milliseconds
ND advertised retransmit interval is 0 milliseconds
ND router advertisements are sent every 200 seconds
ND router advertisements live for 1800 seconds
Hosts use stateless autoconfig for addresses.

TIHILEIL—R TYIT7 LU RDEKTE : I
Wiz, f v B2 =T 2 A LOL—FIZEWDRP #RETHH 2~ LET,

Switch# configure terminal

Switch (config)# interface gigabitethernetl/0/1
Switch (config-if)# ipv6é nd router-preference high
Switch (config-if)# end

IPVA B EUIPE6 7O FaJ)L R YT DERTE :
W, f v Z—TxzAAETIPVABIWRIPV6 V—T 4 T oA F—T T D0 %R LET,

Switch (config)# ip routing
Switch (config)# ipv6é unicast-routing

IPv6 32T 0Fal—>3> A4 K. CiscolOSXE |) ') —X 3.6SE (Catalyst3850 X o v F)
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P61=F %Rk L—T 4 TDHEE |
B oHCPvE —/\EED 1 = — T LiE : I

Switch (config) # interface fastethernetl/0/11

Switch(config-if)# no switchport

Switch (config-if)# ip address 192.168.99.1 255.255.255.0

Switch (config-if)# ipvé address 2001:0DB8:c18:1::/64 eui 64
( ) #

Switch(config-if end

DHCPv6 H—/\tE8ED 1 = — T )L1E : Hl

WOFITIL, engineering E\VN) IPV6 T RV AT LT 4 v I A FFO7 — )V E@RET D HEERL
£

Switch# configure terminal

Switch (config)# ipvé dhcp pool engineering

Switch (config-dhcpv6) #address prefix 2001:1000::0/64
Switch (config-dhcpv6) # end

WIZ, 3V T T RUABLWIPV6 T KL A T L7 ¢ w7 A% FFOD testgroup L WEEIND 7 — )V %
RET DH R LET,

Switch# configure terminal

Switch (config)# ipvé dhcp pool testgroup

Switch (config-dhcpv6) # link-address 2001:1001::0/64
Switch (config-dhcpv6) # link-address 2001:1002::0/64
Switch (config-dhcpv6) # link-address 2001:2000::0/48
Switch (config-dhcpv6) # address prefix 2001:1003::0/64
Switch (config-dhcpv6) # end

WOEITIE, 350 L WORUVE—FBF > a v 2B oF NV E2RETHHEERLET,

Switch# configure terminal

Switch (config)# ipvé dhcp pool 350

Switch (config-dhcpv6) # address prefix 2001:1005::0/48
Switch (config-dhcpvé) # vendor-specific 9

Switch (config-dhcpvé6-vs)# suboption 1 address 1000:235D::1
Switch (config-dhcpv6-vs) # suboption 2 ascii "IP-Phone"
Switch (config-dhcpvé6-vs) # end

DHCPv6 ¥ 514 7 > FEBED A = — T JLAE : I
WIZ, IPv6 7 KL A% TS LT, rapid-commit 47> a3 & A X—T T B0 2R LET,

Switch (config) # interface gigabitethernet2/0/1
Switch (config-if)# ipv6é address dhcp rapid-commit

IPv6 ICMP L — ~HIFRDEZTE : 5l

Wiz, IPV6ICMP =5 — X vtv— /R % 50
LR LET,

VRIC, Ny b A X% 20 b= VITERET

141

Switch (config) #ipv6é icmp error-interval 50 20

IPv6 3> T7sXalL—>3> 4 K. CiscolOSXE ') ') — X 3.6SE (Catalyst 3850 X 1 v F)
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| PB1=FvR b L—F1o5DEE

IP6 DRE T4 YT L—T 1 T DRE : I

IPV6 DR BT 499 IL—T 4 2T DERTE :

WL, TRIZARL—T 4T T A AZVANBODTO—T 4T AZT 47 b—r&A

YE=T 2 A RIRET DR LET,

Switch (config)# ipv6é route 2001:0DB8::/32 gigabitethernet2/0/1 130

IPvé @ RIP D&% TE : 5l

I, RS DEI AN JL—MILVYRIPIV—T 47 ¥R ciscoe A X—T ML, AV

H—=T 2 A ALTINEAFX—TNMZT D0 2R LET,

Switch (config)# ipv6é router rip cisco

Switch (config-router) # maximum-paths 8
Switch(config)# exit

Switch (config) # interface gigabitethernet2/0/11
Switch (config-if)# ipvé rip cisco enable

IPvé DR : Al

| oL-32600-01-J

WIZ, show ipv6 interface Fi# EXEC =2~ RO OB 2R L E T,

Switch# show ipv6é interface
Vlanl is up, line protocol is up
IPv6 is enabled, link-local address is FE80::20B:46FF:FE2F:D940
Global unicast address (es):
3FFE:C000:0:1:20B:46FF:FE2F:D940, subnet is 3FFE:C000:0:1::/64 [EUI]
Joined group address(es):
FF02::1
FF02::2
FF02::1:FF2F:D940
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
ND advertised reachable time is 0 milliseconds
ND advertised retransmit interval is 0 milliseconds
ND router advertisements are sent every 200 seconds
ND router advertisements live for 1800 seconds
<output truncated>

IPv6 3> 4F¥aL—23> 54 K, CiscolOSXE ') ') —X 3.6SE (Catalyst 3850 X o v F) B



P61=F %Rk L—T 4 TDHEE |
B reoxs: 4

IPv6 3> T4 ¥aL—3> HA K, CiscolOSXE ') ') —X 3.6SE (Catalyst 3850 X 1 v F)
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%5%

IPv6 Y JLF X+ X FDER

© HERETE R OMER, 81 ~N—
* IPv6 ¥ /L TFF ¥ AN L—F 4 T OIS AIER, 81 _X—

* IPv6 /LT F ¥ A FDFEE 91 N—U

HEEIFIR D MR

THEAOY T v =T VU —ATHE, ZOEVa— ATl SN TRCOBESFR— S
TS LFIRY FHA, RAOKER BB L OEEICONTE, #7577y 7 r—2B X

WYY 7 =7 Y —ADBugSearch Tool BL PNV U —R /) —  E2HHLTLLEI, ZTOFE

Va— VIR SN TV OEEOFEM AR L, SEELYFR—FShTnb ) ) —2D Y 2 |k

ZHERT DL EIE. TOEV 22— VOREICHDIWEFROELLSZRL TIEEN,

T7Y N7 —ADOYP R I BIORAY T MU =T A A—VOYR— MIET DR E MR
9 %1Z1%. Cisco Feature Navigator i L %9, Cisco Feature Navigator {Z(Z, http://www.cisco.com/
go/c BT 7 ®8ALE T, Ciscocom DT AT MIMLEHY EFHA,

IPV6 TILFXXY X M IL—T 4 VT DFEEIZEHT 5 1EHHR

ZOETIH., AA vFIZIPVO VLT F ¥ A Mv—TF ¢ o T EREET A HFEICONTHRBELET,

EEDIPEETIZ, SAMINTF Yy PE2H—OKRA M (=% v 2 MEk) F203TXTOERRA
F (r—FF¥ A M) ICEETEXET, IPv6~vLFF¥ A ML, E=0F2#E+5 %
DTHY, RAIPE—~DT—F AN —L&ETRTCOKRA MDY Ty b (F—T5ik) |

FRFICIEETED LT LET,

IPV6 T /)LFX ¥ X FOEE
X, FEDOT —X AN — 2 52ZEGETHZEMOEED T NV—TT

IPv6~/LFF ¥ A K 7 )L—"
T, ZOTNA—T70E, WENERFEIIHBRNERIH Y T, ZEMT, A X —F v b

IPv6 3> 4F¥aL—23> 54 K, CiscolOSXE ') ') —X 3.6SE (Catalyst 3850 X o v F) B
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http://www.cisco.com/go/cfn
http://www.cisco.com/go/cfn

IPv6 T LF ¥ v R FOEE |

IPV6 TILFHFv R b L—F 1 VT DEE

FERHMEEOTTAR— Ry T =T NOEEOLFNICERE T £3, FED I NV—T~D
F—% 7 —OZAEICHEETAZENML, e —I AL v FITH LTIy v r+T52 81
KoTEDITN—=TITMAT HRERHY T, ZOT7F Y7 MLD 7'm k=L affi
LCirbhEd,

AA v FIE, MLD 7' h 2/ &2 R LT, BEER SN TWAYT T Ry MTTA—T DX 30
FIETHMEINEFEELET, FAMI MID LR—F A vt —Y2FETHLICL-T
N T XY AN ITA—TITMALET, Ry FU—I TlE, &Y 7Ry b TEATFHr A ST —
ZDav—%& 1 DFETEH LT, BIEMICERIRBOZERCT —2MekshET, N7 740>
I DZAEEFLET D IPV6 IR A MITILV—T AU NI ET,

TN—T AN EENA Ny NI, B—OvLTFX ¥ AN T —F 7 RL R - Tk
MENET, vLFFy ANy M, IPv62=F ¥ A by b ERBEIZ, RA P T 4 —
MMUOEFEMEEZEH L T/ —F kI nEd,

~ AT F o A PRELE, EEMNEZEMTHRSNES, EORAML, JA—=TDALNRTH
LINEIMIDLLT, IA—TICHKETEET, L, IA—TDANIETRA Yy E—
CEV AL LTRIETEET,

YLFFRXY AL T RLARYALTFF v AN ZV—TO%ERE L TRIRENET, HEHIT
F—R TG EDFEHT FLAE LTI NA—TDFTXTOA U NZEETHT-0 %@Thvx%
AL ET,

VAFFXAL TN—TRNDA A=y FRFAF Iy 2 T, AR MIOOTHMAB LY

IBCTEFET, A FFx AL TA—THNDORA L AROEHTEIEEICHKIEH Y AL, KA
— BB DO~V F XY AN TIL—TDRANITDHIENTEET,

VNVFXXY AN TN—TRNEORET 77 4 7 ThHDH0, TOHM., BIXORA L R_R—2 w37

N—TBIORRIZE S THRRVET, ANRNEERIN—TIIT I T4 ET A BRVEELD

D E£7,

IPV6 T ILFX VYR IL—T 4 T DERE

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

CiscolOS V7 b7 =7 TiX, IPv6 ¥V TFF ¥ A N V—TF 4 VT HFEETHH, kO7 0 b=
ANRYPR—FENTWHET,

*MLD (I, BEEHHEINTWAY V7 Lo~ AFFx AR U RAF— (FEEOLTFv Ak
T RUVAZESEHRE LT~V T XY ANy bR ETHROIERTL /— ) 2fHmiHd
BHI2DIZIPV6 AA v F CTHEH SN ET, MLDIZIZ2 oD X—=V a3 ndh 0 £4, MLD /N—
VarliERn—=var 20 H—Fy N INA—TEH T 0 Fa/L (IGMP) forIPv4 & ~—
AL LTWET, MLD N— 3 > 2133~ 323 O IGMP for IPv4 2 _X— X & LTWE
¥, CiscolOS V7 F 7 =7 @D IPv6 ¥ /LFF ¥ A N TlX, MLD 3—T = 2 & MLD 73—
a1 OmAEMERENET, MLD X—T 3 20, MLD X—V 3 v 1 L5887 FATA
Bk 0 £ (REC2710 THIE) . MLD N—V 3 v 1 FiF&aHR— 5582 MMT
MLD =25 22 FfTLTCNWD AL v F EMAEHLET, MLD A=Y a1 HRALE
MLD " —2 2 2 7R A O A HMEIET S LAN b AR— F I TWET,

*PIM-SM 1Z, MHAIZEEE I N D~ T Xy A h 2y b BRXOESEEF I TV D LAN
WCHEE SN DV TF v A b X7y NEBHT 5720 AAL vy TFMTHASNET,

0L-32600-01-J |



| < LFEvR rOEE
P T LFEvR R L—71v50%% I}

* PIM in Source Specific Multicast (PIM-SSM) % PIM-SM &L L CTWE T2, IP v /L FF v
ARNT RUAZSHEE LICREDERFEILY RV A (ETIIFFEDKFEILT RUAZRS T
TOT RLRA) mbDARTy MaZETH0R%4 LR— T 2HBEZ IR TWET,

IPV6 T ILFFXY AN YRF—F«RA/N) FA L)L

XX U RA Ry NT—7 Tw LT Xy A MOFREZFMGT HIIE, — IR, R~ LT
XY ANEZETOINEERTHDLENRSHY 3, MLD 7'v haid, EEERINATWDY
VI ED=NTF XX ANV AT — (L2, ATy A NANT Y NEZETDH ) —F) OfF
FEEHBHET B2, BLOINOLDORAN— ) —REHRIZLTWARHFEDNLTFX¥ AT R
VAT 272012, IPV6AA v FICL o TERESNET, 2, a—I L7 —7BLW
EELEEADO I N—T A N"—= vy 7O S NET,

MLD 7' v haiL, Hille~AFxFr A 72U 7RBIVHRA MEFEHALTC, Xy U —7 4
KTV TFFXY AN T 7 4 v 7 DO70—%HEBIHIER XORIRT 2 FEEZRME L ET,

TILFX XA IT)TERILFX YA KRR

NV FXY AR 7T, 72— A=V FELT, HEOYINLFXYy AN J)—F
DAUN—=ToHbHIy NT—0 TNAARAERETDHDHRY NT—7 TRA R (R v Fe L) T
KRS

TNT Xy A RNKRA ML, ZEA (A vTe2Et) ELTLAR— M AvE—VEEEFEL, 7
UTIWICARARN A v "=y FREMmLET,

FUEELTHEDYATFFXF Y AN T —=F AN —L&2ZETH—EHDOI Y TEIOHEA ME,
~NLNTFXX AN TA—TLMENET, 72U TEBLOARA MEI, MLD LAR— R EFEH LT,
~VF Xy A NI N—F T DMABLOBLEEIT720, V=T vF 7 4 v 7 DZIEEH
BL=0 LET,

MLD Cif, A v EB—YDEHEIZA U F—Fy Ml A vyE—Y 71 b2 (ICMP) AMEA S
Y, TRTCOMLD A vE—ViIARy FHIRN 1OV 7= ThHY, TRITUAL v T
TI— b ATVAVBRESNTOET, A v F TI— b ATV a i Ky T Ay
FTary N~y X —DREZBRLET,

MWD 75 t€X HTIL—7F

MLD 7 7 £ A Z7b—71%, CiscolIOSIPV6 ¥ /L FF ¥ Ak ZA v FTOZEMT 7 A a2 b
A ERELET, ZOMETIE, ZEMPMATEL7V—70DU X MZHlIRL, SSMTF ¥
FASOMANER SN D EETLE I EIIER LE T,

ZERMOHERM S v X

R R T v R FTHBERET 5 L. AL v FNIPv6 Xy h T —27 NDKRZ s OBEZIBIFT
XL FET, Fo, ZOBREEICEY ., EENIEA =X L% MLD N— 3 2 DR A
M UAR—=FCHEATES L1270 F7,
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TWET, AV FFYAMRPFAY I T o7 F, IP2=F%3r A b—F Ly 7T v 7 LIEFIT
X<l TnET,

IPv6 3> T7sXalL—>3> 4 K. CiscolOSXE ') ') — X 3.6SE (Catalyst 3850 X 1 v F)
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| < LFEvR rOEE
[ EIIEEETUN,ET I |

IPv6 ¥ /VFF ¥ A h BGP 7—7 /L EBE#EAFIT 5N TWA MRIBIZH D ¥ A, 72721, SLEZ
B4, IPv6 v /L F X ¥ A2 FBGP X, ==%+% A L IPv6RIB CEIEL£J, ~/LFF+ % I BGP
TlE., IPv6 =% ¥ A h RIB ~D/b— F D ARLCE I TV EH A

IPv6 T J/LF X+ X FDELE

IPV6 VILFXNYRAMIL—T 420904 %—TI)LL

¥#E EXEC £ — R CIROFIEZFEITLET,

FIED M
ARV EERET7IVa Y E):g]
2Ty F1 configure terminal Jsua—sNLary 7 4 ¥alb—arE— RREBLET,
ATvT2 ipv6 multicast-routing FTRTOIPV6 ®IiA > H—T 2 A ATYNLTF X ¥ Ak b—
TATEARX—TNIZL, £ F—T IO TNBHT T
{1 DAL v F A H—Tx2A ATPIMBILUOMLDIZX LT~
Switch (config)# ipvé SN S ~
multzcasz?rouzing P NTF ¥y A MNBEELZA R—T VI LET,
27y 73 copy running-config startup-config | ({LF) 27 4 Fal—tas 77 A MCREERI L E
j‘o

MLD 7O FaILDHRIATA RXBE L UVFER

AB—TIAATOMDDHREIARXE X VIER
it EXEC E— R CIROFIEEZFEIT L E T,

FIEDFH
AU FERRITIVa Y =)
2Ty T configure terminal sua—sL ar7 4 X ab—ay E— REeRh
L\i‘é—o

IPv6 32T 0Fal—>3> A4 K. CiscolOSXE |) ') —X 3.6SE (Catalyst3850 X o v F)
| oL-32600-01-J



B Voo ralohrsva IEEURR

IPv6 T LF ¥ v R FOEE |

AT FEREETIVa Y

=)

ATvT2 interface nype number AVE—T A ADEA T ERGEREL, AL v
FrfH—TzARAALT 4 Fal—TaE—
i - NizLET,
Switch(config)# interface GigabitEthernet
1/0/1
2Ty T3 ipv6 mld join-group [group-address] [include | | }5E L7= 7 L —7 8 L OREETIZ% L CMLD L 7R—
exclude] {source-address | source-list [ac/]} FEREELET,
11 :
Switch (config-if) # ipv6é mld join-group
FF04::10
RTFw T4 ipv6 mld access-group access-list-name Z—HIZIPv6 v /L TF X% A NOZERT /A 2
Y b= OETEHFAILET,
{51 :
Switch (config-if) # ipv6é access-list
acc-grp-1
ATFvTH ipv6 mld static-group [group-address] [include | ({5 E L7~ A v 2 —T = A R I~V TFF¥ A F F)L—
exclude] {source-address | source-list [acl]} FDORNFT 4w I 5 AT v 71T L . MLD
VaAFTBNA U E—T oA RAHFET DD L H I
K AU H—T = ARBET DL HICLET,
Switch (config-if) # ipv6é mld static-group
££04::10 include 100::1
RATYT6 ipv6 mld query-max-response-time seconds MLD ¥ = —|Z7 RRHZ 4 XEN D e RIS %2
RELET,
i -
Switch (config-if) # ipv6é mld
query-max-response-time 20
RATFvTT ipv6 mld query-timeout seconds AA S FNA B —T 2 A AT T & LTH X
MSETOFALT Y MaZEELET,
i -
Switch (config-if) # ipv6 mld query-timeout
130
ATvT8 exit ZPavwy RE2RANLT, f ¥ —T A A2
Y74 F¥alb—yarET— REKRT L, $HEEXEC
i - E— NEBABLET,
Switch (config-if) # exit
ATvT79 show ipv6 mld groups [link-local] [ group-name || 2 A - FIZEEHHGE SN TIH Y | MLD 24 LT

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

group-address] [interface-type interface-number]
[detail | explicit]

BLE~AVFXFY AN IA—T%FRLET,
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| < LFEvR rOEE

M 7o karnnzrav1 2s&0EE I

AT FEREETIVa Y

=)

1 -

Switch # show ipv6é mld groups
GigabitEthernet 1/0/1

ATy 710 show ipv6 mld groups summary MLD ¥ % v ¥ =2 \ZfFET D (*,G) BLU(S,G) A~
N= o7 LR— FOFGFERRFLET,
i -
Switch # show ipv6é mld groups summary
V&R | show ipv6 mld interface [#ype number] A H—=T 2 AD)LF v A FEEFREY FER
LET,
i -
Switch # show ipv6 mld interface
GigabitEthernet 1/0/1
2TvT12 debug ipv6 mld [group-name | group-address | MLD 7a ha )L 775 4 BT 4IZkTEHT NNy 7
interface-type] A F—T M LET,
i -
Switch # debug ipv6é mld
AF9713 | debugipv mld explicit [group-name A B OULRA b7 %2 7 1B i E o
group-address LE1,
i -
Switch # debug ipv6é mld explicit
ATFw T 14 copy running-config startup-config UEE) avr74FXalb—rary 774 VIRESR

RIFLET

MLD %' )L— J#IEDEE

A B —T = A AHLLO MLD iR & 71— 3L MLD fllRIZA B U CHiE L £4, 1 v
B —T = A ZAHALO MLD HlfR & 7 1 —,3L MLD HIfROWM 5 2R U AL v F TRETE £7,
MLD#IRO¥IT, 7 u— L DBPE b A v 2 —T = A AR OBESL, T 74/ FTIERESN
FHA, 2—FPHIREZFRETHLERHY £, A X —T oA ABMOAT — MR E 721X
=)0 AT — bHIRZBZ D A A= v 7 LR— MIER S ET,

| oL-32600-01-J
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IPv6 T LF ¥ v R FOEE |
B Voo ralohrsva IEEURR

MLD &' )L— JHIBRD & O —/\ LA

FIEDHE
1. enable
2. configure terminal
3. ipv6 mld [vrfvrf-name] state-limit number
4. copy running-config startup-config
FIEDFHE
ARV RFEREET7TIVa Y B#
2Ty T enable Jau—)L a7 4 X alb— gy ET— REBG
LET,
i -
Switch# enable
RTFw T2 configure terminal Jau—N)Lar7 4 Xal—arE— NEtG
LET,
i -
Switch# configure terminal
ATFw T3 ipv6 mld [vrf vrf-name] state-limit number MLD 25— D% 7 a— LIZHIBLET,
il -
Switch(config)# ipvé mld state-limit 300
ATvT4 copy running-config startup-config (FEE) avy74FXa2lb—2a 77 A IVICKRTE
R LET

MLD ' IL—THIBBDA B8 —DJ 24 REGTHEE

FIEDHEE

enable
configure terminal
interface type number

ipv6 mld limit number [exceptlaccess-list

R W=

copy running-config startup-config

IPv6 3> T7sXalL—>3> 4 K. CiscolOSXE ') ') — X 3.6SE (Catalyst 3850 X 1 v F)
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| < LFEvR rOEE

M 7o karnnzrav1 2s&0EE I

FIE D
ARV RFERIETI3Y B#)
ATv 71 enable Ja—sYbar7 4 F¥al—varyEt— REfBL
\i—a—o
{51
Switch# enable
2Ty T2 configure terminal Jua—sybar 7 4 Xal—varyET— RERBL
i‘g—o
f
Switch# configure terminal
27y T3 interface type number A BT 2 A ADIA T EFHEEEL, AL
FoA A =T A AT 4 X2l — g E—
A FizLE7,
Switch(config)# interface
GigabitEthernet 1/0/1
ATFvT4 ipv6 mld limit number [except]access-list MLD 25— s OE A v Z—T = A ZAHENTHIE L
i—g—o
{51
Switch(config-if)# ipvé mld limit 100
25y 5 copy running-config startup-config (B 2v 74 Fal—ay 77 A MCRES
RIFLET,

SFEROBETRMES Y X UTIZE>THRRA FVOFEZENRT 5-0ODHETE

| oL-32600-01-J

RN T o TRRERMER T L, A4 v FNIPv6 Xy hT—7 NDOKRA S OEEE BT
X519 ET, £2. BEBBA I =X LEMLD XN—V 3 2 DFRA M LAR— K TFEH
TEBH LI FT,

it EXEC E— FCROFIEEZFEITLE T,

IPv6 3> 4F¥aL—23> 54 K, CiscolOSXE ') ') —X 3.6SE (Catalyst 3850 X o v F) B



IPv6 T LF ¥ v R FOEE |
B Voo ralohrsva IEEURR

FIEDFH
ARV RFERERETIVa Yy =[]
& A configure terminal Ja—N)Lary 7 4 Xalb—aryE— REREL
i—é—o
25y T2 interface type number LB =T o f ADHA T EFBEEEL, AL
FrAf A —T oA AT 4 Fal—varET—
i R L%,
Switch(config) # interface GigabitEthernet
1/0/1
2FvTS3 ipv6 mld explicit-tracking access-list-name |75 A ORI N T v ¥ T E A F—T M LET,
il -
Switch (config-if)# ipv6é mld
explicit-tracking listl
ATvT4 copy running-config startup-config (FEE) a7 4 Xa2lb—ray 77 A VICERER
RIELET,
MWD bS04 v 9 A2ED)EY k
FiMe EXEC £ — F TIROFIEZFEITL £,
FIEDFH
AU bFERETOVaY B8
2FwT1 clear ipv6 mid traffic TRTOMLD b7 7 4 w7 AU 2%y b
LET,
il -
Switch # clear ipv6é mld traffic
ATvT2 show ipv6 mld traffic MLD 774 v 7 Iy BaRRLET,
i -
Switch # show ipv6é mld traffic
ATvT3 copy running-config startup-config EB) = 74F¥alb—var 77 /VIETE
ERIFLET,

IPv6 3> T7sXalL—>3> 4 K. CiscolOSXE ') ') — X 3.6SE (Catalyst 3850 X 1 v F)
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rmozz [l
MDA B3 —DTxARADEZDO)T
F#HE EXEC £— N TIRO FIEZFATLE T,

FIEDEEH

ARV RFERRETIVa Yy S
ATvT1 clear ipv6 mld counters interface-type MLD A > H—TxA AU Z% 7T LE

ﬁ—o

K

Switch # clear ipv6é mld counters Ethernetl/0
2Ty T2 copy running-config startup-config UEE) 27 4F=2b—var 7 yA ik

EaRFELET,

o

PIM O &Ex 7€

PIM-SM

F IR D A8

ZZTiE. PIM OFREHIEITOWTHBLET,

REE S UVT IL—TEHED PIM-SM BN KT

it EXEC E— R CTROFIEEZFEIT L,

ARV REREETY 3y

=)

Z2TFw 1 configure terminal sa—nR_)ary7 4 Xalb—y g F— K&
HBLET,
2Ty T2 ipv6 pim rp-address ipv6-address[group-access-list] | ¥:2 D 7" N —T#FEDPIMRP DT FL A% E
LET,
11
Switch (config) # ipvé pim rp-address
2001:DB8::01:800:200E:8C6C acc-grp-1
ATvT3 exit ra—)ar7 4 F¥al—ar ET— REik
TL, A v FZFHEEXECE— RIZCE L E T,
i

Switch (config) # exit

| oL-32600-01-J
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IPv6 T LF ¥ v R FOEE |

B rvozs
OV RFEREETI3 Y B#J
ATFvT4 show ipv6 pim interface [state-on] [state-off] PIMIZX L CERESINTA L Z—T A AT
[type-number] T oA FR LET,
fAi
Switch # show ipvé pim interface
ATFwTH show ipv6 pim group-map [group-name | IPv6 ¥ /VF XY AN T V—T <o F5—
group-address] | [group-range | group-mask) T EFRLUET,
[info-source {bsr | default | embedded-rp | static} |
A
Switch # show ipvé pim group-map
ATvT6 show ipv6 pim neighbor [detail] [interface-type CiscoI0S ¥ 7 b 7 = 7 TR &7z PIM A
interface-number | count)] N—mFRLET,
{51
Switch # show ipv6é pim neighbor
ATFwTT show ipv6 pim range-list [config] [rp-address | IPv6 ~/LF Xy 2 hHY 2 MZBETAHEHRE
rp-name) FRLET,
i
Switch # show ipvé pim range-list
ATvT8 show ipv6 pim tunnel [interface-type A B =T =2 A ALDPIM LI AZDH FEIL
interface-number] (b3 L O T2 AARER N > BT % R
BERANLET,
A1) :
Switch # show ipvé pim tunnel
ATFvT9 debug ipv6 pim [group-name | group-address | PIM 7u ha )L 775 4 EF 12k H5F 3y
interface interface-type | bsr | group | mvpn | S =T LET,
neighbor]
i
Switch # debug ipv6é pim
ATv 710 copy running-config startup-config (EE) av 74Xzl —var 77 A MK

EERFELETS

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)
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PMA 7S 3> DEE

it EXEC E— R CIROFIEZFET L E T,

rmozz [l

FIEDFEHE
OV RFEREETI3 Y B#
ATy T configure terminal sa—N\)L ar 74X al— gy T— REh
L/ i TO
ATvT2 ipv6 pim spt-threshold infinity [group-list PIM UV —7 ZAA v FHPEE LT /V—7D SPT (T
access-list-name] MAT %54 307 kit LET,
il -
Switch (config) # ipv6é pim spt-threshold
infinity group-list acc-grp-1
ATFvT3 ipv6 pim accept-register {list access-Iist | RPOL AR EZHAE-ITHESLES,
route-map map-name}
{1
Switch (config) # ipv6é pim accept-register
route-map reg-filter
ATvT4 interface fype number AVE—T 2 A ADEA T EFFEREL, A >
FreA L H—T A AT 4 Xal— g FT—
i NIZL %9,
Switch (config) # interface GigabitEthernet
1/0/1
ATvT5 ipv6 pim dr-priority value PIMAA v FODRTITA AV T 4 ZRELET,
i -
Switch (config-if) # ipv6é pim dr-priority
3
2Ty T6 ipv6 pim hello-interval seconds A B —T 2 A AZHBIT S PIMhello A vE—T D
B AR E LET,
i -
Switch (config-if) # ipv6 pim
hello-interval 45
ATvI1 ipv6 pim join-prune-interval seconds FRELTA v & —7 = A 2% L Cjoin F £ Ulprune

11 -

Switch (config-if) # ipv6 pim
join-prune-interval 75

D EMIR 7@ 2 BOE L £

| oL-32600-01-J

IPv6 327 4FaL—23> A F, CiscolOSXE ') ') —R 36SE (Catalyst3850 21 v F) |}



IPv6 T LF ¥+ R FDERE

B rvozs
ARV NFERERETIVa Yy B#
ATvT8 exit ZDaxy RE2MANLT, A =T A A
A T4 F¥al—ar EB— REKT L, B
K EXEC ®— Fzfita L £7,
Switch (config-if) # exit
ATFvwT9 ipv6 pim join-prune statistic [interface-type] EA v B —T =2 A ZADEBEDOEK N MIBET 5
S join-prune £ EF R LE T,
il -
Switch (config-if) # show ipv6é pim
join-prune statistic
27w 710 copy running-config startup-config (fEE) 20 74Fab—vay 77 A VIIKRIE

ZRIFLETS

PM 5 T4v9 horid)ty b
PIM 2B ET 2858, E/X TSNS PIM Ay v MIBHEZE SN TN D 2 L 2 RRT 51

DI,

2—WIIPIM T T 4w TR E YT TCEET,

NI4T AT NT VT

SNz 6, 22— d show ipv6 pim traffic 2~ > FEZ AN LT, PMPIELHERELTWNE I &,
BELOPIM ATy FBRELLEZEINTWDL I 2R TEET,

¥t EXEC & — R TIROFIAEZIATLET,

FIEDEEH
aAv U REREET7TI 3 Y B#)
ATv 71 clear ipv6 pim traffic PIM N7 7 4y 7 hov Xy LET,
1 -
Switch # clear ipv6é pim traffic
ATvT2 show ipv6 pim traffic PIM N7 7 4wV o HeERrLET,
i -
Switch # show ipvé pim traffic
ATvT3 copy running-config startup-config (EE) avy74FXalb—yay 77 AV

EERFLET,

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)
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rmozz [l

PIM FAROSD T—TJIEHVYTTHLIZES MRBEHED Y b

MRIB %92 DIZHREFAE T, 72720, FFEORRIZEBWTIEL, =2—VILPIM hARu Y
T—TN%&E7 U7 LTCMRIB#fa )ty L, MRIBIEREZHRTAILERHIGENRH D E

j‘o
it EXEC E— FCROFIEEZFEITLE T,

FlED
OV RFEREETOIVaY BHY
ATy I1 clear ipv6 pim topology [group-name PIM "Ry 7—7 %7 U7 LET,
group-address]|
i -
Switch # clear ipv6é pim topology FF04::10
ATvT2 show ipv6 mrib client [filter] [name {client-name || { % —7 = 4 ZAD~)LF ¥ ¥ A EIEEH A FE
client-name : client-id} ] TFLET,
il -
Switch # show ipvé mrib client
ATFvT3 show ipv6 mrib route {link-local | summary | MRIB L — MNMEHRAZF R LET,
[sourceaddress-or-name | *] [groupname-or-address|
prefix-length]]]
i -
Switch # show ipv6é mrib route
2Ty T4 show ipv6 pim topology [groupname-or-address | kgD 7 NV —FF 1= 13FT_XTDZIL—7DPIM h
[sourceaddress-or-name] | link-local | route-count | ;¢ 2> = — ) fEE 2 %R7 | £,
[detail]]
i -
Switch # show ipvé pim topology
ATy 75 debug ipv6 mrib client MRIB 7 A 7 v NEHLT 77 4 ET 412675
TNy T A RX—=T M LET,
il -
Switch # debug ipv6é mrib client
ATv76 debug ipv6 mrib io MRIB /O A XY NMIXTHT Ny T A X —T
MZLET,
i -

Switch # debug ipv6 mrib io

| oL-32600-01-J

IPv6 3> 4F¥aL—23> 54 K, CiscolOSXE ') ') —X 3.6SE (Catalyst 3850 X o v F) B



B rPvMP6RET L—F 1 DERE

IPv6 T LF ¥ v R FOEE |

ARV RFERRTI VY

E:)

ATvI1 debug ipv6 mrib proxy GRAL v F 7T M7+ —HICBIT DAL v
F7uatytb T A4 — REOMRIB 7 17 %
R TITAET AT DTNy VA X—=T I
Switch # debug ipv6é mrib proxy LET,
2Fv T8 debug ipv6 mrib route [group-name | group-address]| \ MRIB ' —F 4 > 7 = NV BEEDOT 75 4 &
TAICETOEmEFRLET,
i -
Switch # debug ipv6é mrib route
ATvT9 debug ipv6 mrib table MRIB7 =7 VEHT 77 4 ©F 4 IZHT 57 /3y
T X—T W LET,
i -
Switch # debug ipv6é mrib table
ZF v 710 copy running-config startup-config UEE) ar74F¥alb—va 77 AVIEE

ERFLET,

PIMIPv6 R 2 J JL—TFT 4 VY DERTE

PIM 2% 7 L—F 4 JHSEEIZ, T4 ARV Ea—Yar LAY eT 782 LA VYORO=L
FXXYAMN—T 4TV FR— LET, PER—FIROPIMA L F—T A AKX, T
Vo7 PIMAYVHE—T 2 AARAEPIM NNy T A F—T x4 AD2FHETT, PIM Xy 7
F— RICHREESNTWEL—TFT v RA L F—T =2 AL, PIMHIE F 7 7 1 v 7 OB bEsED
ITWEREA, BRSEZVEEELIZYTH5DIEIMLD 877 4 v 72T T,

PIMIPv6 R 2 T JL—T 14 V7 DBREFDIEEER

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

*PIM AZ 7 V—F 4 VT HRET DRI,

AR T —F LD —F Ol FIT IPve <L

FXXY AR N—T AV ITRRESNTWDILERDHY ET, T, AXT N—FDT v/
Vo 4B —TxA AT, PIME—F (ARX—RZAF—R) BRBEINTVALENHY

\i‘é—‘o

*PIMAX 7 L—XT, TAARNI Ea—vary L—2BOEBEENT T4 v T DILV—F 4

T3 fTVWERA, =%+ X (EIGRP)

ABT =T T TILZ OFEN R S v E

T, PIM AZ 7 N—HOEEEZ XETIHDIC2=F vy A N AZ T V—TF (VT ERET

HHENRHY £, FEICOWTIL, EIGRPY6 AKX 7 v—T (L,

LTLIEENY,

(49 ~—2) ZZMW

CEEEE AN ATFF v 2 (MLD) L3 —ABLIUOEELE TR, LA Y27 78X R
AAUTHAENET, 77F8A RAAL U TIE, PIM 72 h a3 R— SR ER A,

0L-32600-01-J |
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PMIP6 247 L—F 1 oo 0BE I

TR PIM A X7 )L—% MR —[THR— SN EHA.

IPV6PIM)L—T 4 VT DT 74 FETE

ZDFERIT, Switch HD IPv6 PIM /LV—F 4 ' 7 DF 7 # )L R EICOW TR LE T,

RI: IINFXEXYAMIL—TAITDTIAIFERE

Hae T4 FERTE
VILVFFRY AN N—T 4T TRCDA U H—T 2 ATT 4 =T )V
PIM D/X— 5 N—=T g2
PIM £— R T— FIIRERE
PIM A4 T —T 4 7 R IE
PIMRP 7 R L % KRR E

PIM KA A 55 F4—T7N
PIM < /L F % ¥ A MEES 7L

{EEA# BSR FAv—T N
f6efii RP F4—T N
SPT L XML — 0 kb/s
PIM/L—% 7Y — A yt— A F—rb 30 7

IPVv6 PIM X2 J JL—TFT 4 5 DA 1r—T )Lt

| oL-32600-01-J

[F L& BRI

PIMAX 7 V—F 4 TIZIPV6 CTIXIT 74V b CTF 4 =T VT, £ F—T = A A TPIM
AR T =T 4 T A X —TWIZT HIZIL, FibE EXEC E— R TIROFIRZFEITLET,
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IPv6 T LF ¥+ R FDERE

B rPvMP6RET L—F 1 DERE
FIROWE
1. enable
2. configure terminal
3. ipv6 multicast pim-passive-enable
4. interface interface-id
5. ipv6 pim
6. ipv6 pim {bsr} | {dr-priority | value} | {hello-interval | seconds} | {join-prune-interval | seconds} |
{passive}
1. end
FIEDFEH
ATV rERETOIVaY B#Y
AT |enable ¥ EXEC E— R& A X —7 MICLE T,
71 NRAT—REANLET (FEREhi=
1 ) .
Switch> enable
Z 5w | configure terminal Ja—) a7 4 Xal—ygy EF—FR
72 ZBMR L E T,
i -
Switch# configure terminal
AT ipv6 multicast pim-passive-enable ZA v FTIPv6~/LFF ¥ A FPIM/L—TF 4
73 VI A R—T T LET,
i
Switch(config-if)# ipv6é multicast pim-passive-enable
AT w |interface interface-id PIM A T NN—TF 4 v Tl X—T T D
74 A BE—T A ABREL, f VX —T A
i - A a7 4 FXal—aryET—RZ2BtEL
Switch (config)# interface iﬂ—o
gigabitethernet 9/0/6 WONFIINDA o H—T = 4 2 BT 5
VERHD E£3,
"A—F oy RH— b LAY 3K
L T no switchport f > % —7 = A A =
Y74 Falb—varyavr READ
L CRESNTWEAR— N TT, £,
A B —T A ADIPPIM A/X— A
T REAF—T M LT, BTG
SNTAN=L L TA U F—T AR

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)
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PMIP6 247 L—F 1 oo 0BE I

ARV RFERRETIVa Y

E:g)

ZMLD AHX T 4 w7 TN—TIHEET
HVENH Y F9,

* SVI : interface vlan vian-id 7' @ —/3)L 2
Y74 X2l —vary avr e
L CTERRENTZ VLAN A X —T = A
ATY, F72. VLAN ETIPPIM &
R—A FT— REA X—T NI LT,
B S 7= A 23— L LT VLAN
Z MLD A&7 4 v 7 TIL—TICfER
L. VLAN, MLD A& 5 4 v 7 7 )b—
7. BLOWEA ¥ —7 =4 ATMLD
AX =V T oA X —T T DTN
b ET,

INEDOA U H—T A A1, IPV6T KL
AEBN) B THILENRDHY T,

AT |ipv6 pim A B =T 2 A ATPIM&ZA 3r—7 /M L&
75 7
1
Switch (config-if)# ipv6 pim
Xy |ipv6 pim {bsr} | {dr-priority | value} | {hello-interval | seconds} | | 4f o 2 — 7 = 4 A TXF XE 72 PIM A ¥ 7 H
-6 {join-prune-interval | seconds} | {passive} BEARELET,
bsr # AJJ L CPIM AA v F D BSR % E L
{1
£75
Switch (config-if)# ipv6é pim
bsr|dr-priority|hello-interval|join-prune-interval |passive |dr-priority Z AJJ L T, PIM XA v @ DR
TIAFTVT 4 ZRELET,
hello-interval # A J L C, 4 V¥ —7 = A A
®PIMhello # & — Y DHEARELET,
join-prune-interval # A JJLC, f5EL7=A
v H—T A A% LT join 3 L U prune ®
EWR 72 mAEREEZRE LET,
passive # AJJLC, /Ny 7 E— KD PIM
ERELET,
ATy |end ¥iME EXEC £— RIZED £7,
71
1

Switch (config-if)# end

| oL-32600-01-J
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IPv6 T LFFr R bOEE |
B ssroxx

IPV6 PIM X2 J JL—T 4 VT DE=H

£ 10: PIMR 2 JERED show a7 > K

av >k B#

show ipv6 pim interface BZA v H—T 2 A ATHENII > TS PIM A X T KR
LET,

Switch# show ipvé pim interface

show ipv6 mld groups BEDNLVT XX AN IN—TEEELIERRT T4 T
FeRRLET,

Switch# show ipvé mld groups

show ipv6 mroute —AMBRB T FGA TV v ~DZILFX Y AR AR —
SRR AR L E T,

Switch# show ipvé mroute

BSR D&% E
ZZTOEEIZONT, BUFICHIALE T,

BSR MEXE#H L U BSR [FEHDiER
Hi#E EXEC £— R CTIROFIEEZFEITLET,

FED
avy REEEF79V3 Y Br
2Fw T configure terminal sa—s v arZ4¥al—varyE—FethL
9,
2Ty T2 ipv6 pim bsr candidate bsr B BSR IR D LI AAL v TF 2R ELET,

ipv6-address[hash-mask-length] [priority
priority-value)

1 -

Switch (config) # ipv6é pim bsr candidate
bsr 2001:DB8:3000:3000::42 124 priority
10

IPv6 3> T7sXalL—>3> 4 K. CiscolOSXE ') ') — X 3.6SE (Catalyst 3850 X 1 v F)
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| < LFEvR rOEE

sRozE W
ARV RFEREETI3 Y B
ATvT3 interface type number A B =T A ADIA T E/FFHRITEL. AA v
Frf L H—TxA A AT 4 Fal—arE—
£ : KizLEF,
Switch (config) # interface
GigabitEthernet 1/0/1
25y T4 ipv6 pim bsr border LB =T 2 f ADHA T EFBEEIEE L, AL v
FhErA L E—T oA AL T 4 Fal— g F—
1 : Nz L %9,
Switch (config-if) # ipv6é pim bsr border
ATvT5 exit ZPavwy RE2EBIANLT, f ¥ —T xR 2
Y7 4Falb—ar T—FEKT L, il EXEC
15“ : t— F‘%Eﬁﬁébjﬁ—g«o
Switch (config-if) # exit
ATvT6 show ipv6 pim bsr {election | rp-cache | PIMBSR & s 2 VALER|Z BT AR A FE R LE
candidate-rp} +,
i -
Switch (config-if) # show ipv6é pim bsr
election
2Ty TT copy running-config startup-config HEE) av 74 Xal—var 77 A MIREE
HRAFLETS
BSRADPIMRP 7 K/A\2 A4 X A FDiEE
F5HE EXEC £— N TIROFIEEZFATL £,
FIgDFHE
ARV KRFERETIVaY B
& A configure terminal sa—nR_arr 4 Xalb—a s ET— ReBG
LET,
ATvT2 ipv6 pim bsr candidate rp ipv6-address [group-list| BSR (ZPIMRP 7 K3 % A XA v M &2 EE L ET,
access-list-name] |priority priority-value] [interval
seconds]

IPv6 3> T74XalL—>3> A4 K, CiscolOSXE 'J ') —X 3.6SE (Catalyst 3850 X 1 v F)
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B ssroxx

IPv6 T LF ¥ v R FOEE |

AR REREERTO VI Y

B

51

Switch (config) # ipv6é pim bsr candidate rp
2001:DB8:3000:3000::42 priority 0

ATv73 interface type number AVE =T 2 A ADEA T LHFEZFERTEL, AL v
FhALHE—T A A ALy T 4 X2l — g
B : ET—RNIZLET,
Switch(config) # interface GigabitEthernet
1/0/1
ATvT4 ipv6 pim bsr border Cir A VA —T 2 ADITEED A T—T DA
BSM (Zkf L THRERZHE L ET,
i -
Switch(config-if) # ipvé pim bsr border
ATvT5 copy running-config startup-config EE) av 74 Xalb—vary 77 A VICERE

ERIFLETS

RERXRI—T J—VRATBSRZFEATESLIICT H-HDHRE

¥ EXEC &— R CTIROFNEEFEITLET,

FlED
ARV KRFERETI VY B#
2Tv 1 configure terminal Juao—n)aryy 4 FXFal—arET— REH
HLUET,
ATvT2 ipv6 pim bsr candidate rp ipv6-address BRI BSRIZ/ D L HICAAL v T ZHELET,
[hash-mask-length] [priority priority-value]
fA)
Switch(config) # ipv6é pim bsr candidate bsr
2001:DB8:1:1:4
ATFvT3 ipv6 pim bsr candidate rp ipv6-address [group-list |BSR {Z PIMRP 7 KA 4 XA "2 EET 5

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

access-list-name] [priority priority-value] [interval
seconds]

LY OIEMRP ZRELET,

0L-32600-01-J |



| < LFEvR rOEE

sRozE W

ATV RKFERET7TIIY

S]]

Bl :

Switch(config) # ipv6é pim bsr candidate rp
2001:DB8:1:1:1 group-list list scope 6

ATvT4 interface type number AVH—=T 2 A ADEA T EREEEEL, A
AvFaef o Z—TxAA AT {Fal—Tsg
i - YE—-RIZLET,
Switch(config-if) # interface GigabitEthernet
1/0/1
ATFvTH ipv6 multicast boundary scope scope-value kBeshrF-Axa—70( % —T x4 AT/
Fxr X PERERELET,
i
Switch(config-if) # ipv6é multicast boundary
scope 6
ATvT6 copy running-config startup-config (FEE) arv 74Xl —ay 77 AV

EERIFLET,

BSRRA YFIZROAO—TERPDIYEVYETFTIOUREEEZ-HDETE

IPV6 BSR 2 A v F L, ZAa—TF L RP D~ v U T HBEMRP A v E— U533 T 50Tl
<, BETFTULVATDHEICAE T 4 v 7 ICERETEET, =2—ViF, Aa—7LRPDO~v vy
VT mT T AT HEIICBSR AL v T EREL T, BSR #H AR — K L TWRWRP RED

FIED

BSRIZA VAR —hFENDEHITEETEET,

ZOMBREER A X —T T B L v— L O

—

BSR AA v FOREHO Y E— b RP A3, #0 BSR FAA > OINBICEIE STV 2D RP &7

TX5X510E£9,
¥#E EXEC E— RCTIROFNEEFITLET,

aAvY RFEREIT7IIY

B8

ATy T

configure terminal

Jaua—)ary7 4 xXal—rarEF—Fa2H
WBLUET,

| oL-32600-01-J
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IPv6 T LF ¥ v R FOEE |

B ssmxuErsomE

ARV FEREETIVa Y BHY
ATFv T2 ipv6 pim bsr announced rp ipv6-address [group-list | {5 & L 7= & RP @ BSR 725 A =2—7 & RP D
access-list-name] [priority priority-value] ~ oV EREET YA LET,
i -
Switch(config)# ipv6é pim bsr announced rp
2001:DB8:3000:3000::42 priority O
ATFvT3 copy running-config startup-config (ER) 274X —vay 774K
ExRAFLET,

SSMYvYvEYDHRTE

A

SSM v v b VHERER A X — 7 MICT B L, DNS X—ZD SSM + v B> VN HEIRIZ A 32— 7
MY ET, DF D, AL vFiE, v FFv¥ A NMLD A=V 3 1 LR— hD%[E7C% DNS
= NDHMETH LT T,

AA v FREICIS LT, DNSR—RAD~ vy BV T ERITAXT 4 v 7 SSM~ v EX T DOWNTH
NEFATEET, AXT 407 SSM~y V7 2ERT 8580, HEOAZT v 7 SSM
VYU T ERETEET, BHORAET v SSMvy BT ERETDHE, —HTHTR
TOT 7 EAVAMDEEFELT FRUABRERHINS L2272 7,

G

DNS R—Z D SSM <~ v B FZH AT A121%. AA v FIZELLSFEREEN TV A DNS ¥ —
NWaLpd EH 1 DRDFZMENRHY 9, AL vTFiE, £ D DNS — N ZHEBFEER SN
HAREMEDN BV £,

¥t EXEC & — FCIROFIAEZFAT L £,

FlED
ARV FFEREET7TOVa Y B#)
& A configure terminal ra—n_)ary7 4 Xab—3 gy E— NEBG
LE,
ATw T2 ipv6 mld ssm-map enable B IEWE A0 SSM &N D 7' /L— 712k L T SSM

vy BT EA X =T VI LET,
I

Switch(config) # ipv6é mld ssm-map enable

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)
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| < LFEvR rOEE
2485495 moute DEE [

OV RFERETIVa Y B#
ATvT3 no ipv6 mld ssm-map query dns DNS R—2ZD SSM ~ v B> 7 %F (&—7 LI
[—/i‘j‘o
fA
Switch(config) # no ipv6é mld ssm-map query
dns
ATy T4 ipv6 mld ssm-map static access-list AT 47 SSM~< v LT EBRELET,

source-address

{1 -

Switch(config-if) # ipv6é mld ssm-map static
SSM MAP ACL 2 2001:DB8:1::1

25w T5 exit Jua—n)ary7 4 X2l —grET—RERT
L. AA v F %M EXEC E— FIZELET,

i -
Switch (config-if) # exit
ATvwT6 show ipv6 mld ssm-map [source-address) SSM ~ v V' M ERAERRLET,
i -
Switch (config-if) # show ipv6 mld ssm-map
ATFvT7 copy running-config startup-config (EE) 27 4F a2l —ary 77 AIVICERTE
ARAELET

A3 T 4% mroute NDEEE

IPV6 DAZT 4 v <)FF¥x Ak L—hF (mroute) 1L, IPv6 AXZT (v 7 JL— FOILIEL L
THERETEET, AAM v TFERETIRIIL, 2=F X A MN—T 4 UV ITHPLLTAZT 1 v
7 NV— R T2, vV FFXY A RMRPFERGHELTAZT 4 v 7 vV FF v A b b—
FEERT D0, £ =F v A M —T 4 T L= TF F ¥ A RRPFEIROMIFIZAZ T (v
7 V— b AT L0 ICRETEET,

¥ EXEC ©— R CTIROFNEEFITLET,

IPv6 32T 0Fal—>3> A4 K. CiscolOSXE |) ') —X 3.6SE (Catalyst3850 X o v F)
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B A BT 4 Y% mroute DFEE

IPv6 T LFFr R bOEE |

F IR D8
ARV RFEREEFT7TIVa Y ]3]
2Fw T configure terminal Ja—sar7 4 Xab—a vy E— Kaeth
l./ \55 —a—o
ATvT2 ipv6 route {ipv6-prefix / prefix-length ipv6-address | 2 % 7 ¢ 77 IPv6 b— N &ML LT, Z O]
| interface-type interface-number ipv6-address]|} . 2=F v A M A—TF 4 L FF ¥ Ak
[administrative-distance] | , RPFEEROWH IR S DAY T 4 v 7 =k
[administrative-multicast-distance | unicast | multicast] AR LT ET
[tag tag] o °
i
Switch (config) # ipv6é route 2001:DB8::/64
6::6 100
RFvT3 exit Ja—\arZ 4 F¥al—varET— a7
L. AA v F % F5HE EXEC E— RIZE L £,
i -
Switch # exit
2Ty T4 show ipv6 mroute [link-local | [group-name | IPV6~/LTF ¥ ¥ A R v—T 4 T T —T LDONE
group-address [source-address | source-namel] AERFLUET,
[summary] [count]
i -
Switch # show ipv6 mroute ££f07::1
V&MWL show ipv6 mroute [link-local | group-name AA v F LDT T 4TI~ F X AR A |
group-address] active [kbps] J—AEFRLET,
il -
Switch (config-if) # show ipv6é mroute active
ATv7T6 show ipv6 rpf [ipv6-prefix] FEDZ=Fv A RA LT FLRABLOT L
74 v 7 ADRPF {EMEME L £,
i -
Switch (config-if) # show ipv6é rpf
2001::1:1:2
25y T copy running-config startup-config UEE) av 74X alb—yay 77 A4 )VICERE

ERIFLET

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)
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| < LFEvR rOEE

IPv6 ¥ JLF* v X ~TO MFIB D{fEFA

IPV6~IVF XX A MN—TFT 4 T oA F—T T DL, = LFF v A MREDSHBICA 32—

TR £,

IPv6 7 )L FF+ X k TOH MFIB D ENMEDFEER

¥t EXEC £ — FCIROFIEEZFAT L £ T,

e LFrr2 bcoMABoER [l

FIEDF
ATV RERETIVa Y B#)
A show ipv6 mfib [linkscope | verbose | group-address-name | [Pv6 MFIB TO#zAT Y N U B LIRS ¥ —
| ipv6-prefix / prefix-length | source-address-name | count | — . ¢ % 7 2= | %4
| interface | status | summary]
il -
Switch # show ipv6é mfib
2572 show ipv6 mfib [all | linkscope | group-name | V6~ L FX ¥ A T (2 ) T =T D)
group-address [source-name | source-address]| count NEZFRLET,
i -
Switch # show ipvé mfib ££07::1
ATFwT3 show ipv6 mfib interface IPv6 /L FF¥ A RS A v —T = A R L
ZDOWEAT —H AHT HERERRLE
15'] : —a—o
Switch # show ipv6é mfib interface
ATy T4 show ipv6 mfib status —fRH72 MFIB 3% E L BIEA T — Z A & o
LET,
i
Switch # show ipvé mfib status
ATvT5 show ipv6 mfib summary IPV6 MFIB = h U BLOAS VH—T = A A
DEZET 2~ —FHRaR R~ LET,
il -
Switch # show ipv6é mfib summary
ATFvT6 debug ipv6 mfib [group-name | group-address] [adjacency | [Pv6 MFIB |Z%f T 37 N ZH &2 A4 F—7

| db | fs | init | interface | mrib [detail] | nat | pak |
platform | ppr | ps | signal | table]

{1 -

Switch # debug ipvé mfib FFO04::10 pak

U LFET,

| oL-32600-01-J
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IPv6 T LFFr R bOEE |
B PE<LFErRETOMABOER

MFIB cS5 2499 Ao 3Dy b
¥#E EXEC £— R CIRDOFIREZFEITLET,

FIE
ARV RFERIETY Va3 EL:y
Z2Fw T clear ipv6 mfib counters [group-name | group-address TITATIeTXTOMFIB 77 4 v 7
[source-address | source-name]] T2V ty hLET,
i
Switch # clear ipv6é mfib counters FF04::10

IPv6 3> T4 ¥aL—3> HA K, CiscolOSXE ') ') —X 3.6SE (Catalyst 3850 X 1 v F)
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%6%

IPv6 2 SA 72 RIP7RLAS—=25D
EAd—

X B

CIPV6 7 TA T N T RVA T—= 7 Opifesf, 116 ~—
*IPv6 7 FA T b T RLA T—=072O0T, 116 =Y

* IPv6 =F ¢ A FDOFE (CLID , 122 ~—¥

* RA— R ARV —0f%E (CLD , 123 ~—
*RA—RFRARY—o@EH (CLD , 124 ~—

*RA A Y MV ARY —0OFE (CLD , 125 _—¥

* VLAN ~®D RA A kL RY —OmM (CL) , 127 ~<—

* IPv6 AX—E 7 DOFE (CLID , 128 ~—¥

* IPv6 ND #ifilAR Y > —dD%E (CLI) , 129 ~=—¥

* VLAN/PortChannel T®D IPv6 A X — ' 7 ORE, 130 ~—

* Switch T? IPv6 D¢ E (CLI) , 131 ~—¥

* DHCP 7—/vO%E (CLD) , 132 ~R—¥

* DHCP ZfEH L72WAT — ML AHE) Y FLAREDORE (CLD , 133 ~—¥
* DHCPIZLHAT— ML AHENT RLUAZREDKE (CLD) , 134 <—¥
* 27— MZ/VDHCP ®r— N7k E (CLD , 136 ~<—

* A7 — b 7/L DHCP O8MBIERE (CLD , 138 ~—

*IPV6 7 TA T ROE=HXY Y (GUD , 141 X—

* IPV6 7 RL A T —= JREDHER, 141 _—

* TOMOBEERE, 142 ~—

*IPV6 7V TAT U R T RLA F—= FORERERB®HR, 143 ~—

IPv6 3> T74XalL—>3> A4 K, CiscolOSXE 'J ') —X 3.6SE (Catalyst 3850 X 1 v F)
| 0L-32600-01-J



P62 SAFURIPF ELR S—=v50RE |
B P51 72F7RLR S—Z Uy DRRER

— RN — —_ N L
IPV6 7V SA 727 RFLR S—Z2UY5DRHREH
IPv6 7 54T 7T RVA T—=V T RFETDENI, IPv6 2 HR—rT5L5I2T74FYL XA
IIAT U MERELET,
EENEY D
RA 7 — K AU —D%&E (CLD , (123 3X—)

IPv6 9 SA 727 FLARS—=25I2DUNT

PIAT LV NT RLVAT—=0 7, 7Y/vx2—vay, BrYyom—y gy, ERGEE. A1 A
T RMEFIZ, ULV LRTTAT L FOIPvEBLNIPV6 7 KL A, switchiZ X » THEFF S5 7
FAT YV MEBAT — MIOWTFEETH72DI, switthTREINET,

IPv6 7 547> hTIPV6 7 RLAZEIGT DITIE, RO 3 DOHFERH Y 7,
*2F— ML AT RLAHBEEE (SLACC)
* 25— K 7L DHCPv6

* BRI E

IHNHDFEOWTHOEE Y., IPV6 7 T4 T 2 MIFEICHKA N—EEZRKDAD (EHE7 R X
M) EREZXMELT, Xy NTV—JIZEETDHIPT RLABZWE I LET, switchidr 7
A7 F®NDP BLRDHCPV6 X7~ & AX—F LT, DV FA T MNP T RLAIZOWN
THEELET,

SLAAC 7 FLREIYHT

IPv6 7 747 > 8 7 RUREID Y THOER S 7R HIEX, A7 — MV A7 R AHBRE
(SLAAC) T, SLAACIZZ FA T2 FRIPV6 S L7 4 7 AZESNTT FL 22 B CEIV Y
CTDHVTNRTITT TR oA EwERELEST, Zo7avARNERLE LE,
WKDEHIZ, AT—F LA T RLUAHEEE (SLAAC) (FEETEINTWET,

CARA NI, VN HEEERA -V EEELET,

CHRANMNIN—EF T RREAL XA N A E—V% 3L F9,

CRANMI, N—=HF T KNRNAALRXA LN A=V IPV6 S LT 4 v 7 ADERAID 64 E
NEREL, 2NE 64y FEULA T RL A (£ —H %y hOHE. MAC T RLAMNG
ERENET) LHBEDET, Fo—3 b a=%vy A Avb—U2ERLET, KR
M, 77408 F—=br0zf LT, —F T RERAZAL XA N AvE—TDIP~y
H—IZEENDLEETLIP T FLALBEHLET,

CHMHET FLAKMIL, BIRENDZT VAL T FLAMWD I FA4 T NEBEBHELRWED
W2, IPV6 7 T ATV M X TEITEINET,

IPv6 3> T7sXalL—>3> 4 K. CiscolOSXE ') ') — X 3.6SE (Catalyst 3850 X 1 v F)
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| IP65SA7URIP7RLR S—=V 5 DRE

staac 7 Frzaivat

CTNTY RLDERITZ FTAT > MIEFEL, < OBEITRETEET,

WD 2FEIADOT VT XBIZHESNTIPVE 7 FL ADHREZD 64 £ MR FEHFHETY,

A UH—T A ADMACT KL RZFES< EUL-64, F721%
C T UHNIERSNDTTANR—K T KL A,

M 3: SLAACT FLREIYHT

2001:dbB 0:20: 384

IPv6
Router

:
temaman lllﬁ
> 2001:d08:020::1/64

2001008 020 264

Prefix - 2001.db8:0:20

Router Advertisement (RA)

/64

:

Cisco X IPv6 /L —Z 235 DR D CiscolOS 27 4 Fa l— gy awy R&EfHA L T, SLAAC

DT Ry T en—F T RRZA XA " oA X —T M LET,

ipvé unicast-routing

interface Vl1an20

description IPv6-SLAAC

ip address 192.168.20.1 255.255.255.0
ipvé address FE80:DB8:0:20::1 linklocal
ipv6 address 2001:DB8:0:20::1/64

ipvé enable

end

BMELEYY
IPv6 AX—E 7 DOE (CLD , (128 X—)
DHCP 7 —/VO§%E (CLI) , (132 °—2)
DHCP ZfEH L72\WWAT— R L AHENT RLAREDORE (CLD ,

(133 ~—72)

DHCPIZ LA AF— ML ZHABT RLAFZEOHRE (CLD , (134 <—2)

AT — K7L DHCP ®u—rei%E (CLD) , (136 <2—)
AT — 7L DHCP OAEIERE (CLD) , (138 _X—7)

| oL-32600-01-J
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P62 SAFURIPF ELR S—=v50RE |

AT—FZJLDHCPV6 7 FLREIY HT

AT—HKFZJLDHCPv6 7 FLREIY EHT

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

4: RT—FTJJLDHCPYE T KL REIY BT

2001 :DBe:0:20:1/64

_ =
» |PvE Router

I occ00c00o DHCPv6 Server _
e 8
DHCPve Request -

DHCPv6 D IE, SLAACA T TIZEA SN TWAEEIE. IPVv6 7 74 7 v M CER SN E
H Ao DHCPVE ITIZAT —FLABLIRAT— 7L W) 2EOMEE— FRH Y £1,

DHCPv6 A7 — F LA E—RN{E, W—F T RRXZ A XA NTEHTEROVENORY NT—7
BWE 7 74T MRS D-0IEA LETA, ZHUEZIPv6 7 RLATIEH D /A, 7T
IZ SLAAC ([Z X > THREE SN TV D720 T, ZOFERIZIZTDNS KA A 4, DNS —3 %
OO DHCP X X —lHEA T a a2 EGbb I B TEET, ZOA ¥ —7 A AHKEIL,
SLAAC %A % —7 /LT L CAT— k L A DHCPv6 % F3E94 2% Cisco 10S IPv6 /L— % T,

ipv6 unicast-routing

ipv6 dhcp pool IPV6 DHCPPOOL
address prefix 2001:db8:5:10::/64
domain-name cisco.com

dns-server 2001:db8:6:6::1
interface Vlan20

description IPv6-DHCP-Stateless
ip address 192.168.20.1 255.255.255.0
ipvé nd other-config-flag

ipvé dhcp server IPV6 DHCPPOOL
ipv6 address 2001:DB8:0:20::1/64
end

V3=V RE—RFEHIEEID DHCPv6 A7 — k7L A7 L 3 > id, DHCPv4 (kL ClRIL X 9
WWEMELE T, DFVEADT FL A%, SLAACOLEBVIZT RLADRED 64 ¥ F&4ERK
TBH7TAT 2 FTIERLS, ZNEFNDIZ T4 T MIEIVYTET, 2D F—T oA AR
ElL, 7 —H /L Switch® A7 — k7 L DHCPv6 % 5£%E L T\ % Cisco 10S IPv6 /L— & I TT,

ipvé unicast-routing

ipv6 dhcp pool IPV6 DHCPPOOL

address prefix 2001:db8:5:10::/64
domain-name cisco.com

dns-server 2001:db8:6:6::1

interface Vl1an20

description IPv6-DHCP-Stateful

ip address 192.168.20.1 255.255.255.0
ipv6 address 2001:DB8:0:20::1/64

ipv6e nd prefix 2001:DB8:0:20::/64 no-advertise
ipvé nd managed-config-flag

ipv6 nd other-config-flag

ipv6 dhcp server IPV6 DHCPPOOL

end

Gl
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I P69 SAF7VRIP7RLR S—ZV 5 DETE

FRRIIP 7 K

IL—R EK

grr7rLzavse [

DA UHE—T oA AEEIL. SN DHCP B — 3D 25— | 7L DHCPv6 % % LTV 3 Cisco
10S IPv6 /L — & T3,

ipv6 unicast-routing

domain-name cisco.com

dns-server 2001:db8:6:6::1

interface V1an20

description IPv6-DHCP-Stateful

ip address 192.168.20.1 255.255.255.0

ipv6 address 2001:DB8:0:20::1/64

ipv6 nd prefix 2001:DB8:0:20::/64 no-advertise
ipv6 nd managed-config-flag

ipv6é nd other-config-flag

ipv6 dhcp relay destination 2001:DB8:0:20::2
end

EErEYY
IPv6 AX—E 7 DOFE (CLD , (128 X—)
DHCP 7 — /v ®i%E (CLD , (132 ~—2)
DHCP ZfEH L7227 — h L AHBT KLU AREOHKE (CLD , (133 3—)
DHCP I LA AT — ML ZHET RLAZREOKRE (CLD , (134 <—2)
27— K7L DHCP ®ua—H N7 E (CLD , (136 =2—3)

A7 — k7L DHCP O 5% E (CLD , (138 =X—2)

LRAEIYHT

UGAT Y MCAST 4 v ZICRESNET FLZ,

N—BZFEERA v —=DF v—=ANV V=T 4 7T LHEREAFTE D, T AT—
FPAABREZRETEON—F T RRNZA XA P E2EETD L= v—4 2t
TR, RAM A b —=J ZXoTHITESNET, V—F T FRZ A XA MIEHN
(ZRfE Sh, BN 72T EE R R £, R A MIL— 2 X FER 2 L CHIR L — &
T RNRNE A XA M RERLUET,

BEErREYY
IPv6 ND #ifi|AR Y > — D% E (CLD , (129 <X—)

Router Advertisement

| oL-32600-01-J

=BT RNREA XA b A=, =L EHICEESND 0, AR M LD L —
HIFEERA v E—TU~DIFEL L TEEINET, INHDOXAvE—VIZEENIERIZ. &
ARNTCAT— MLV AHBIREEZEITL, V=T 47 T—TNEERTLH-OIERAINET,

EENEY D
IPv6 ND #ifi|lAR Y > —d%E (CLD , (129 X—2)

IPv6 327 4FaL—23> A F, CiscolOSXE ') ') —R 36SE (Catalyst3850 21 v F) |}



B cr—2x%

P62S5A4F7YRIP7 RLR S—=v508%E |

A IN—IFER

IPv6 KA /N—=F ¢ ZAH Y EiX, EBED ) — FEOBRARET DA v -V TrEADZ &
TT, RAN—FT 4 ANV IL, IPv4 THEH ST 72 ARP, ICMP /L —#Z £E5% 35 KL OV ICMP
VEA LT Mfbbd b DTT,

BHETEDLNA T 4T T—T N T—HRX=RAEET L7202, IPV6 XA /N— T f AT
UBEIC L > TRANRN—=F 4 ZAHNY A —U0N0H &4, $EHLL 220 IPv6 R A N— F ¢ X
ARY Ry MEIRey7ESnNET, ALy TFHNORAN—= LT 47 T—T LTI, %&
IPv67 KL AL, 7YV T—hENFEMACT RLARBHIENE T, 77472 ME, A /3—
NA VT 4o T A== T, T—IADEHESNET,

BEENEYD
IPv6 ND i) AR U o — D E (CLID , (129 <X—)

RA NN

TAYLAIZTAT 2 FDOIPV6 T R AL, switchiZ L > THF ¥ v = ZhE T, switch?d IPv6
T RUVAERBETANS VLT H¥ A MEZ(EL T, switchil > THEINTZEHOT RLANRN
T I7A T hOWTINIE L TWDIEA, switchiXZ 74 72 MMflb > TNA A v =V T
KLET, 2Ot RCLoTIPVEDT RLAfRI-Z 1 s 2L (ARP) T— 7 L& RI%EDT —
TNANERSNETN, LVRIRMTHY, 2V TOWDOBRA, BFHEIND A vE—iFd 7l
nET,

G¥)

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

switch?y 7' 2 % 2D X 9 IZEIE L NA TIHE T2 DIE, ipv6 nd suppress =~ > RA3EEE S 41T
WAHHETETTT,

switchiZ T A Y LA 747> h®DIPv6 7 KL ANV GE | switchld NA TIREH T, NS X
7y heUAYLZNCERE L ET, ZOMEEZERT L7012, NSwLTFFy AN 74T —
T4 T JTRABEENRTWET, 20O/ THRA F—TNVOEA, switchl3fFE L2V (Fv v
T aR¥E) IPV6 7 RLADNS/N T » ERGL, VAP LAANZERIE L E T, 2037w M,
HEIOUAYLA 74T MIEREL, 7747 MINATHELET,

IOFX vy a IR TFTVAPRETLOIXFENT, BRRIPV6 A X v 7 PEIEI LT
7747 hD, NDPREIZZEN O DIPv6 T RL A% T RANK A XL WAREMEIXIZE A EH Y £
A,

BENEY Y
IPv6 ND #lIifil7R Y & —dDi%E (CLD , (129 _—2)

0L-32600-01-J |
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RA Guard

| oL-32600-01-J

RAGuard i

IPv6 7 Z A4 7 > N \mm7va%%ﬁL IPv6 L—% T RNNZ AL XA K (RA) 737 v b

WZESWT—F T—T T — X &= AJJLET, RA T— FEREIX., Ay hT—27 D RA
ﬁ FHSBEEICEEIL TV kT, RAﬁ RiZ, DAY VA I TAT 2 bMOLRIEESNDARER,
FIRIIARERRA NN Yy b Ryl T5Z LIk T, IPV6 Xy T —27 DX T 1 &5
ILLET, ZOBERRESNTVWARNWE, BEODHDLIPV6 VA YL A 7 T4 T bR, %<
DRI EWELIEN T, T HEEZ XY NU—27 O—4 L L CGRAT S AREENH Y . 2D
728, EROIPv6 L—H LD bELINDZ L2 £,

F7-. RAV— FiZ, BEERAZFARNT, AvbE—TUFHITAA vIFBRETHRHE I NERO R
HAONWT, TNHLEAS v TFTELT Oy 7 THNERELET, ZELEZL—ATHEATE
AHIEHIZ. RA OWIEICH AT,

* 7L —LARZEINDLR— b

*IPv6 X(ELT R LA

*TVvT7 4y A AL
ALy FTHERRE NI ROFREFHRIL, 216 L2 RA 7 L— A THRIB SN HRIcs L CRET
% & EIZRA A — RTHEATEET,

*RAFN— R AvE—VOZEREETEHMEFETERVA—

*RAXEHEDOEMHTE HMEHMTERNEEILIPVE 7 F LA

CEETEL/MEETERVWT LT 4y 7 A VA MBROT VT ¢ v 7 A

CNN—Z T Ty LR
RA /' — Ridswitch CfTHOIE T, switchTRA X vt —V% R v 792 X9 (ZswitchZ 3% E TX

9, TRTOIPVERAA v E—U R Ray &N, TRICE->THOU A YL R 74T b
BIXOT 72N —2FBRRY NI = RNEEDHDHIPV6 7 FTA T D O{RESNET,

//Create a policy for RA Guard//

ipv6 nd raguard policy raguard-router

trusted-port

device-role router

//Applying the RA Guard Policy on port/interface//
interface tengigabitethernetl/0/1 (Katana)
interface gigabitethernetl/0/1 (Edison)

ipv6 nd raguard attach-policy raguard-router
BMELEYY
RA W — R AU —DE (CLD , (123 °—)
RAH— R ARV —o@f (CLD , (124 ~—)
RA A1y bV R —0OFE (CLD , (125 °—)
VLAN ~®D RA A1 v kLR —omf (CLI) , (127 ~<—)

IPv6 327 4FaL—23> A F, CiscolOSXE ') ') —R 36SE (Catalyst3850 21 v F) |}
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B rxovryrs

RAXAy )T

RAZRE Y N ZE, 2 be—9B8U A VLR Xy NU—J5TO RA X7 v b EIETKIFIC
IR CEALIICLET, RARB Y MU U T EZFEMITDHI LKLY, ZHEORA NSy R
EET A= R/NEOBEEICHTHET L LN TE, ZOBRALIPV6 7 T4 7 v kO IIHE
FFanEd, 74T MBRSAT Y hEFEETLHE, RADZ TAT 2 MIEESNET,

ZORAIZ, a2 bhe—JZBBTE, 77947 Mla=%x A rENFET, ZOTrERIC
FoT,. LW IAT U Ron—I 7 7747 MPRA ATy N U T ORELZIT N
XricdsrzencEEd,

EErEYY
RA 7 — R ARV =D& (CLD , (123 X—)
RA T — R ARV —omH (CLD , (124 ~—2)
RA Zwy ML AR Y —oikiE (CLD , (125 ~—2)
VLAN ~®D RA 21 ML RY —o@EM (CLD , (127 <—)

IPv6 1 =%+ X FDKE (CLI)

IPv6 L =F ¥ A MIAAS v T Lar b —F THIIA F—T /I TIHDLERHY £7, IPv61=
XX AN A—F 4 T IET A =T NICHREINTNET,

[T L& BHIIC

IPv6 2=F ¥ A N T —X 7T ADEEEERA X—T N THIZE, Fe—)L a7 Falb—
g 2 E— FTipv6 unicast-routing =~ > REHLET, IPv6 2=F ¥ A N T—X 7 7LD
LT =7 5120F, Zoavwr RO ne BRAHEH L ET,

FIEDHEE
1. configure terminal
2. ipv6 unicast routing
F IR D 48
ARV RFEREET7TIVa Y BrY
2TFw T configure terminal Ja—sLar7 4 ¥al—vay E— e
HBLET,
i -
Switch# configure terminal

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)
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RA H— F 1 S—@E (CLD) |

ARV RFERRTIVaY B
RTw T2 ipv6 unicast routing IPv6 2=F ¥ A N T—F 77 LOREE A K —
T LET,

{1 -

Switch (config)# ipvé unicast routing

RAi— kKR I—D

%7 (CLI)

IPv6 7 5 A T N T RLAZEML, IPV6/L—F T RAREZA XAk 2y MZESNTL—
2 F =TI AT HITIE, switcthTRA HT— R RY o —Z2HELET,

[F L& BHIIZ
FIROME
1. configure terminal
2. ipv6 nd raguard policy raguard-router
3. trustedport
4. device-role router
5. exit
FIED
ARV KRFERETIVa Y B#Y
& A configure terminal ra—) ary7 4 Xal—3ay T— RERIEBL
£7,
i -
Switch# configure terminal
RATFvw T2 ipv6 nd raguard policy raguard-router RAHN— KRRV —ZEEHELT, RAV—FRY I —
ary 7 4 Xal—varyE—RERKBELET,
IR
Switch (config)# ipv6é nd raguard policy
raguard-router
ATv7T3 trustedport (EE) ZORY —NEETE LR — MIE S
LT EEEELET
IR

Switch (config-ra-guard)# trustedport

| oL-32600-01-J

IPv6 3> 4F¥aL—23> 54 K, CiscolOSXE ') ') —X 3.6SE (Catalyst 3850 X o v F) B



IP6 V547 MIPTRLR 5—Z VT DERTE

B rAs—rKY—0@EA (CL)

AU RFERIETIa Y B

ATy T4 device-role router A— MIESG SN TWVAT AL 20— LEEELE
1 :
Switch (config-ra-guard)# device-role
router

ATvT5 exit RAHN—F R —ar7 1 Fal—rarx— K%

BrLcsZo—rLarz7 4 Xal—varyET—F

11 : R £,
Switch (config-ra-guard) # exit

BErEY D

IPV6 7 7 A7 b 7 RLVA T —= 7 ORifESERMtE, (116 X—)
RA Guard, (121 ~<X—7)

RAZuay MU 7, (122 —)

RAH— R ARV —owf (CLD , (124 ~—)

RA A1y bV R =& (CLD , (125 °—)

VLAN ~®D RA 21 v kLR —owf (CLI) , (127 ~<—)

RA fi— kR —DERA (CLD

swittchCRA T — R RV v—%@EHTLHE, TR TOEETERVRAD Ty 7 SNET,

FIRDOHE

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

[T L& BHIIC

2L bh =

configure terminal
interface tengigabitethernet 1/0/1
ipv6 nd raguard attach-policy raguard-router

exit

0L-32600-01-J |
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RA RO w kL KY S—DFE (CL) [ |

FIE D
ARV KRFERIETI VY B&Y
ATy configure terminal Ja—N) ary7 4 Xal—gy B— NEBRtG
L\i—a—()
1 :
Switch# configure terminal
RATvw T2 interface tengigabitethernet 1/0/1 AR —T oA ADEA T LBEEIEEL. T
A A VB —Tx2Af AT 4 Xal—T g E—
fA Nz L %9,
Switch (config)# interface
tengigabitethernet 1/0/1
ATvT3 ipv6 nd raguard attach-policy raguard-router |¥5E L7-A > ¥ — 7 = A AIZIPV6RA T — NikRe %
HHLET,
i -
Switch(config-if)# ipvé nd raguard
attach-policy raguard-router
ATvT4 exit AN B—T2Af R AT 4F¥al—aryE—R
T LET,
il
Switch (config-if)# exit

EErEYY

RA 7 — R RV »—of%E (CLD , (123 _—)
RA Guard, (121 <X—)

RA Aty Y7, (122 5—Y)

RA A2y bV AR —OFE (CLD , (125 °—)

VLAN ~®D RA 21 L RY > —diEfA (CLD

RAXOwY RILAR) —DEE

(127 ~=—3)

(CLD)

FREIICHIIR TE 5L 9ICRA Ay MV RY U—2RELET,

IPv6 3> T74XalL—>3> A4 K, CiscolOSXE 'J ') —X 3.6SE (Catalyst 3850 X 1 v F)

| oL-32600-01-J




B rAzxovbLEKUS—0BEE (CU)

P62S5A4F7YRIP7 RLR S—=v508%E |

[ C&BHIC
FIEDOHE
1. configure terminal
2. ipv6 nd ra-throttler policy ra-throttlerl
3. throttleperiod500
4. max-throughl0
5. allow-atleast 5 at-most 10
FlED
OV RFEREETIVaY B&Y
& A configure terminal Jao—N)L a7 4 Fal—ary ET— REHRBEL
£,
1l :
Switch# configure terminal
RTFv T2 ipv6 nd ra-throttler policy ra-throttlerl N—& T RREZA XA (RA) 2y hT R
U4 EEFRLT, IPV6RA Ay L RY — o
i - Y74 X2l —varyT—RERBLET,
Switch (config)# ipv6 nd ra-throttler
policy ra-throttlerl
ATv73 throttleperiod500 IPV6RA 22 kT R Y S —DAm -y hLHIRZ R E
LET,
{1 :
Switch (config-nd-ra-throttle) #
throttleperiod 500
ATvTa max-through10 2y MV Z L2, VLAN®TZ 0 O~ LFF 1 2
N RA ZHlR L £,
11 :
Switch (config-nd-ra-throttle) # max-through
500
ATvT5 allow-atleast 5 at-most 10 RAZRE Y T RYI—DRuy MU L, 7

151 :
Switch (config-nd-ra-throttle) #
allow-atleast 5 at-most 10

NA 212 D~ LFF v X2 FRAKAEHIBLET,

EENEYY
RA #— F RV > —oif (CLD ,

(123 _*—7)
(124 ~=—3)

IPv6 3> T7sXalL—>3> 4 K. CiscolOSXE ') ') — X 3.6SE (Catalyst 3850 X 1 v F)
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| P6ISA7URIPTRLR S—=2 5 0BE
VAN ~DRAZ By boL Ry v—oiEm ) [l

RA Guard, (121 ~_—7°)
RA 2y N7, (122 2—2)
VLAN ~®D RA A2y L AR Y —o@H (CLD , (127 ~<2—Y)

VLAN~DORAXBOw MLARY —DiEA (CLD

VLANIZRA Ay VARV U—%@HLET, RAARY N U TEFHIITHZ EITLD,
ZEDRA NNy N EEET HN—F 2/ NEOSEEIZHEST 2 2 LN TE, ZOHAL IPve 7
FAT v N OERITHERF S NET,

[FZ L& BHIZ
FIEDOHE
1. configure terminal
2. vlan configuration 1
3. ipv6 nd ra throttler attach-policy ra-throttler]
FIEDFHE
ARV EFEREETIVa Yy B#J
2T w1 configure terminal Jua—)L a7 4 X2 b—3 g F— REBRHG
L/ i ﬁ—o
i -
Switch# configure terminal
ATvT2 vlan configuration 1 VLAN %7213 VLAN O£E5 %23%E LT, VLAN =
V74 Falb— gy E—REBBLET,
i -
Switch(config)# vlan configuration 1
ATFw T3 ipv6 nd ra throttler attach-policy ra-throttler! VLAN F 7213 VLAN 0412 IPV6 RA 212 v [ L
WY =i LET,
i -
Switch (config-vlan)# ipv6é nd ra throttler
attach-policy ra-throttlerl

BENE YD
RAH— R RV —OE (CLD , (123 ~—)
RA W — R ARV —oif (CLD , (124 <—7)
RA 21y bV ARY —0E (CLD , (125 <—)

IPv6 3> T74XalL—>3> A4 K, CiscolOSXE 'J ') —X 3.6SE (Catalyst 3850 X 1 v F)
| oL-32600-01-J




P62 SAFURIPF ELR S—=v50RE |
B rexzx—Ers0%E (CU)

RA Guard, (121 ~_—7°)
RAZAmy R 7 (122 %—)

[o] N -
IPv6 R X—E >S5 DERTE (CLI)
IPv6 AX—VE U TIZAA v T Lar hr—F THEIZA RX—T VI THILERLY £,
[T L& BHIIC

TIAT v b~V TIPV6 A X —T VT LET,

FIEDHEE
vlan configuration 1
ipv6 snooping

ipv6 nd suppress

BN =

exit

FIEDFFH

AU RFEERETIVa Y B &

2Ty T vlan configuration 1 VLAN 2> 7 4 X a2 b—T a3 F— REHGL
ij—o

{1 -

Switch(config)# vlan configuration 1

ATvT2 ipv6 snooping Vlan TIPV6 AX—E > T 5 A X —T M LE
KR

i -
Switch (config-vlan)# ipvé snooping

ATvT3 ipv6 nd suppress Vlan T IPv6 ND #jiffill & 1 r—7 /i LE T,

{51

Switch (config-vlan-config)# ipvé6 nd
suppress

ATFvT4 exit BEEFFL, Vanar 7 4 X2 l—3i g F—
REKTLET,

{1 -

Switch (config-vlan-config) # exit

EErEYY
SLAAC 7 RLAEID 4T, (116 ~—2)

IPv6 3> T7sXalL—>3> 4 K. CiscolOSXE ') ') — X 3.6SE (Catalyst 3850 X 1 v F)
0L-32600-01-J |



| P6ISA7URIPTRLR S—=2 5 0BE
IPvé ND $1#I7K 1) & —DE&E (CLD) [ ]

A7 — k7))L DHCPv6 7 R L A&V 1T, (118 X—)

IPv6 ND |74 1) —DE&RE (CLD

IPv6 A N—REE (ND) w/LF ¥ v A MR TIZ, Rry 795 (BLO¥—5 v MR
o TEEERINET D) | FRIFa=F v AN NI 7 4w 7 ICEHBT A2 LT, TEXAHET
%< DND VILFF ¥ A b FAN—KEFER (NS) Avb—UrEIELES, ZOMEZ L
AY2AAL v FERITTIA YL R ar bu—F TERITIN, @8R Y 7 ORI LT H -
T4y OREEROTIEOICHERINET,

TRVABANL T T =T MUFASND &, v FHRY A RT FLRCEFENLT R
L AR ELR DATRZAE S, T3 AT RV ADOFAE IR b USET 50, L1 ¥ 2T
EREZ=ZF Y A b Ay =B H L Tzt LET,

[T L& BHIIC

FIRDOHE

1. enable
2. configure terminal

3. ipv6 nd suppress policy

FIEDFH

ARV RFERIETIaY BrI
ATy 1 enable ¥t EXEC E— R&2A R2—7 ML £,
bl *RAT—REANLET (ERSNEHA) .

Switch (config) # enable

ATvT2 configure terminal Ja—)ary7 4 Fal— g E— REFBLE

R
{1 -

Switch# configure terminal

2Fv T3 ipv6 nd suppress policy ND HilfHAR Y > —4 % E# L T ND flfHiR Y o — 2
TA4Xal—varEw—RERBLET,
i -

Switch (config)# ipv6 nd suppress
policy

EENEYD
J—HZER (119 2—)

IPv6 3> T74XalL—>3> A4 K, CiscolOSXE 'J ') —X 3.6SE (Catalyst 3850 X 1 v F)
| oL-32600-01-J



B VLAN/PortChannel TO) IPY6 R X —E > 5 DR E

Router Advertisement, (119 ~X—1")
FA NI, (120 X—2)
HA AS—EREIH], (120 =)

IP6 V547 MIPTRLR 5—Z VT DERTE

VLAN/PortChannel TD IPv6 A X—FE V5 DRE

FA N—PEFE (ND) #1flliZ. VLAN 72013 AL v F R— hTA F—TNE 2T 4 =TI

T&EET,
X L& BRI
FIEDHE
1. vlan config901
2. ipv6 nd suppress
3. end
4. interface gil/0/1
5. ipv6 nd suppress
6. end
FlD M
AU RFERIETIVa Y B
ATy 1 vlan config901 VLAN Z{ERk L, VLAN=Z > 7 f ¥ =2 L—3 3 0 F—
KzBRtG L £7,
1 -
Switch(config)# vlan config901
ATy T2 ipv6 nd suppress VLAN (Z IPv6 nd il Z 36 ] L £ 97,
i -
Switch (config-vlan)# ipv6 nd suppress
ATv73 end VLAN 27 4 F¥al—iary E—REKTL, 7
o—x)L a7 4 Fa2lb—aryET— REFEBLE
B - 4,
Switch (config-vlan)# end
25y T4 interface gil/0/1 EHEY b A=W R h Bk A H—T = R %
TERR L £,
1 -
Switch (config)# interface gil/0/1
25w T5 ipv6 nd suppress A B =T xA A IPv6nd Ml 2 @A L £9,
i -

Switch (config-vlan)# ipv6é nd suppress

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)
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Switch T IPv6 DEEE (CLI B

AU RFERIETIVa Y By
ATvT6 end VLAN 2> 7 4 Xal—var T—FaKTL, 7
o—N)L a7 4 Fal—ary ET—REBBLE
B - 4,
Switch (config-vlan)# end

Switch T IPv6 D% TE (CLI)

A B =T =2 X LD IPV6 ZRIET DT, ZOREFZHEHLET,

FZC& BRI
24T M EDOIPVO BEOEMRA L 7 TANT IV F v EOIPV6 $rAR— oA X —T7 LI LE
j—o
FIEDHE
1. interface vlan 1
2. ip address fe80::1 link-local
3. ipv6 enable
4. end
FlED M
ARV EEEET7Ia Y B#
ATy I interface vlan 1 A E =T A A%EEHL, A1 F—T AR
Ay 74 Xal—varE—REBLET,
1) :
Switch(config)# interface vlan 1
ATy T2 ip address fe80::1 link-local Vorma—AnNtrvarEERLTA X —
T2 A ATIPV6 T RLAZFEELET,
£
Switch(config-if)# ip address 198.51.100.1
255.255.255.0
Switch (config-if)# ipv6 address fe80::1
link-local
Switch (config-if)# ipv6 address
2001:DB8:0:1:FFFF:1234::5/64
Switch(config-if)# ipv6 address
2001:DB8:0:0:E000::F/64
ATv73 ipv6 enable (F2) Ao B —T =1 2 L CIPY6 & A e
M LET,
£

Switch(config)# ipv6 enable

| oL-32600-01-J
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B oHeP J—oETE (CL)

P62S5A4F7YRIP7 RLR S—=v508%E |

ARV RFERRTI VA Y

=)

ATv74

end

1 -

Switch (config) # end

Ao B =T xAf A FT—REKRTLET,

DHCP 7— /LMD E%XE (CLI)

FIEDBE
1. ipv6 dhep pool Vian21
2. address prefix 2001:DB8:0:1:FFFF:1234::/64 lifetime 300 10
3. dns-server 2001:100:0:1::1
4. domain-name example.com
5. end
FIED 4
AU RFEREET7TIV 3y B#)
ATy I ipv6 dhcp pool Vlan21 a7 4 Xalb—TarE—REBB L, VLAND
IPv6 DHCP 7 — /L& E L £,
11
Switch (config)# ipv6 dhcp pool vlanl
ATFv T2 address prefix 2001:DB8:0:1:FFFF:1234::/64 a7 4 X2l —3 3 DHCP F— RZEIE L.
lifetime 300 10 VLANDT RL A F— L EZDTA T XA BEikiE
LET,
1 -
Switch (config-dhcpv6) # address prefix
2001:DB8:0:1:FFFF:1234::/64 lifetime 300
10
ATFvT3 dns-server 2001:100:0:1::1 DHCP 7—/L® DNS —_ZHELE£7,
{1
Switch (config-dhcpv6) # dns-server
2001:20:21::1
2Ty Ta domain-name example.com FERRIFEMIR A NI D LD IT RAL 4%

1 -

Switch (config-dhcpv6) # domain-name
example.com

ELET,

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)
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| IP65SA7URIP7RLR S—=V 5 DRE
DHCP #FEA LA VR TF— FLRABB7 KLABEDHRE (CL) [ |

aAv U RFEEET7I 3y BH#
ATvT5 end Bt EXECE— FICREY £, F£/-. Cul+Zz ¥—%
HLTYH, Zu—bary7 4 ¥al— g F—
151 K&K T CTEFET,
Switch (config) # end

EENEYD
SLAAC 7 KL AEID 4T (116 —)
AT — N7V DHCPv6 7 KL RE[Y BT, (118 2—2)

DHCP 2R LB WA T—FLABEEH7 FLAKRTFEDH
£ (CLI)

FIRDHE

interface vlan 1

ip address fe80::1 link-local
ipv6 enable

no ipv6 nd managed-config-flag

no ipvé6 nd other-config-flag

A A o

end

F IR D48

ARV RFERRTIVa Y ]3]

ATy T interface vlan 1 A —=T oA ZAEERR L, £ X —T AR 3
T4 X2l —varyT—FERBLET,

11 -

Switch(config)# interface vlan 1

ATy T2 ip address fe80::1 link-local Vorsua—ant7rrarEERL TS —T =
A ATIPV6 7 R AZRELET,

1 -
Switch(config-if)# ip address 198.51.100.1
255.255.255.0
Switch (config-if)# ipv6 address fe80::1
link-local
Switch (config-if)# ipv6 address
2001:DB8:0:1:FFFF:1234::5/64
Switch(config-if)# ipv6 address
2001:DB8:0:0:E000::F/64

IPv6 32T 0Fal—>3> A4 K. CiscolOSXE |) ') —X 3.6SE (Catalyst3850 X o v F)
| oL-32600-01-J



Bl DHCPICEBXF—FLREHT7 FLABEDRTE (CL)

IP6 V547 MIPTRLR 5—Z VT DERTE

OV RFERETI3 Y B
ATvT3 ipv6 enable EE) A B —T =4 A LETIPV6 A F—T7VIC
LET,
i
Switch (config)# ipv6 enable
ATvT4 no ipvé nd managed-config-flag IR AMNT, T RLVLAORGEICAT— 7
NMEBRREMEH SRV E ST LET,
i
Switch (config) #interface vlan 1
Switch (config-if)# no ipv6 nd
managed-config-flag
2Ty T5 no ipv6 nd other-config-flag B S TR A R T, DHCP 8B 0HET L2 47
Ta VORI (RAAL 72 E) AT — N7V HE)
i BRENMEH SIS LET,
Switch (config-if)# no ipv6 nd
other-config-flag
ATy 76 end FiME EXEC E— FIZRY £9, F/o, Cul+Z ¥ —%
HLTH, Fm—bary 74 F¥al—v gy ®—
fi REfkTTEET,
Switch (config)# end

EENEYD
SLAAC 7 KL 2|y 4T,

(116 ~2—37)

AT — N7/ DHCPv6 7 KL ZE[Y KT, (118 2—2)

DHCE L AR T— L ABEI7 FLRAKRED

FIEDHEE

interface vlan 1
ip address fe80::1 link-local
ipv6 enable

ipv6 nd other-config-flag

A S o

end

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

no ipv6 nd managed-config-flag

(CLI)

JL ==
X E

ul]
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DHCP 2 3R 7— FLRAEET7 FLABRENHEE (CL) [ |

FlED M
aAv U RFERETIVaY B
ATy I interface vlan 1 A B =Tz REFR L, A F—T =X 2
Y74 FXalb—varE®—RElBLET,
fAi
Switch(config)# interface vlan 1
ATvT2 ip address fe80::1 link-local Vorma—gnF7ya LT, 2 —T =
A ATIPV6 7 RLAZRELET,
fAi
Switch(config-if)# ip address 198.51.100.1
255.255.255.0
Switch (config-if)# ipvé address fe80::1
link-local
Switch(config-if)# ipvé address
2001:DB8:0:1:FFFF:1234::5/64
Switch(config-if)# ipvé address
2001:DB8:0:0:E000::F/64
ATv7T3 ipv6 enable (EE) A H—T A ALTIPV6 A F—T )V
ZLET,
fAi
Switch (config)# ipvé enable
27y T4 no ipv6 nd managed-config-flag B ST AR A R T, 7 KL ADIHE AT —
ZVHBERENMEH SNV E I LET,
i
Switch(config) #interface vlan 1
Switch(config-if)# no ipvé nd
managed-config-flag
ATFvTH ipv6 nd other-config-flag s S N7k A . DHCP 726 03ET KL% o+
T aryOBRBIC (KRAL U RE) AT —FT7 )L
i - BB EMEA SRV E I IS LE T,
Switch(config-if)# no ipvé nd
other-config-flag
ATvT6 end A B =T A A ET— REKRTLET,
i

Switch (config) # end

| oL-32600-01-J

EErEYY
SLAAC 7 KL 2|0 4T,

(116 ~=—3)
AT — k7L DHCPv6 7 KL 2% 4T,

(118 ~<~—%)

IPv6 327 4FaL—23> A F, CiscolOSXE ') ') —R 36SE (Catalyst3850 21 v F) |}



B <x7—t7LDHCPOO—AHLEHE (CL)

P62S5A4F7YRIP7 RLR S—=v508%E |

AT—FZJLDHCP ®O— A JLEERTE (CLI)

DA E—T oA AFREIT. B — T )L Switch® 27— |~ 7L DHCPv6 % 53 L TV 5 Cisco I0S

FIEDHEE

FIED

IPv6 L —Z HT9,

[T L& BHIIC

configure terminal
ipv6 unicast-routing
ipv6 dhcp pool IPv6 DHCPPOOL
address prefix 2001:DB8:0:1:FFFF:1234::/64
dns-server 2001:100:0:1::1
domain-name example.com
exit
interface vlanl
description IPv6-DHCP-Stateful
. ipv6 address 2001:DB8:0:20::1/64
. ip address 192.168.20.1 255.255.255.0
. ipv6 nd prefix 2001:db8::/64 no-advertise
. ipv6 nd managed-config-flag

© e NS RwDh =

[ G e T - Y
2w = O

. ipv6 nd other-config-flag
. ipv6 dhcp server [IPv6_ DHCPPOOL

—
(4]

ARV KRFERERETY Va3 Y

=)

&M

configure terminal

1 -

Switch# configure terminal

sa—) a7 4 FXalb—arEF— NeBH
HBLET,

ATy T2

ipv6 unicast-routing

1

Switch (config)# ipv6 unicast-routing

=%y X NAIZIPv6 ZHEL ET,

ATvT3

ipv6 dhcp pool IPv6 DHCPPOOL

11 -

Switch (config)# ipvé dhcp pool IPv6 DHCPPOOL

a7 4 X2 l—arE— FEBE L, VLAN
@ 1Pv6 DHCP — L& R ELE T,

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)
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ZF— kZJLDHCP DO —AHLEHRE (CL) [ |

AV RFEEETIVa Y

E:g)

ATFv T4 address prefix 2001:DB8:0:1:FFFF:1234::/64 T =V ANTAHT FL AR ARE L E7,
f
Switch (config-dhcpv6)# address prefix
2001:DB8:0:1:FFFF:1234::/64
ATvT5 dns-server 2001:100:0:1::1 DHCP 7 74 7> MIDNS h— DA 7 =
it L E 9,
fAi
Switch (config-dhcpv6)# dns-server
2001:100:0:1::1
ATvT6 domain-name example.com DHCP 7 5A 7 v MIRAAL VAT a %
AL £,
fA
Switch (config-dhcpv6)# domain-name
example.com
ATv 71 exit HiOE—RIZEY £3,
fi
Switch (config-dhcpv6)# exit
2T T8 interface vlan1 A B —T e f A E—REFKELT, 27— b
7/ DHCP X E L 7
{51
Switch (config)# interface vlan 1
ATFvwT9 description IPv6-DHCP-Stateful 25— N7 )L IPv6 DHCP OB A A LE T,
f
Switch (config-if)# description
IPv6-DHCP-Stateful
2Fv 710 ipv6 address 2001:DB8:0:20::1/64 25— 7L IPv6 DHCP @ IPv6 7 KL 2 % AF)
LET,
{1 :
Switch (config-if)# ipvé6 address
2001:DB8:0:20::1/64
PO AL ip address 192.168.20.1 255.255.255.0 25— K 7 )L IPv6 DHCP @ IPv6 7 KL 2 % AF)
LT,
11 -
Switch (config-if)# ip address 192.168.20.1
255.255.255.0
ATvT12 ipv6 nd prefix 2001:db8::/64 no-advertise T RAZ A X LTI B 72, IPV6 —F 4

U

Switch (config-if)# ipv6 nd prefix
2001:db8::/64

no-advertise

TTVIT LT AT KREAL XA MEFRTEL
F9,

| oL-32600-01-J
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B <7—+7/LDHCP D ERRIRE (CLD

P62S5A4F7YRIP7 RLR S—=v508%E |

AV REEETIVa Y

E:g)

ATvT13 ipv6 nd managed-config-flag RARNTT FUAFEICDHCP i TE % &
T, IPVE A VB —T = A A FA N—{RRE
f ELET,
Switch (config-if)# ipv6 nd
managed-config-flag
ATy 714 ipv6 nd other-config-flag RANTIET RUAGHEIZ DHCP 2 TX 5
o, IPV6 A v X —T = A A A NRN—HR%
i e LET,
Switch (config-if)# ipvé nd other-config-flag
ATvT15 ipv6 dhcp server IPv6_DHCPPOOL A B —T = A ATDHCP Y — " ZRELET,

I
Switch (config-if)# ipv6 dhcp server
IPv6_ DHCPPOOL

EENEY D
SLAAC 7 F L 2E[Y 4T, (116 X—7)
AF— K~ 7L DHCPv6 7 R L 2E| 24T,

(118 ~<—72)

X F— k27 JL DHCP D4 &Rpas%E (CLI)

DA E—T oA AEEIT. B DHCP Y— 30D 25— | 7L DHCPv6 % EH L TV % Cisco

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

10S IPv6 /L — & T3,
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FIEDHEE

FIED M

[T L& BHIIC

configure terminal

ipv6 unicast-routing

dns-server 2001:100:0:1::1

domain-name example.com

exit

interface vlanl

description IPv6-DHCP-Stateful

ipv6 address 2001:DB8:0:20::1/64

ip address 192.168.20.1 255.255.255.0
. ipv6 nd prefix 2001:db8::/64 no-advertise
. ipv6 nd managed-config-flag

© NS REWDN =

- o
N = O

. ipv6 nd other-config-flag
. ipv6 dhcp_relaydestination 2001:DBS8:0:20::2

—
w

ZF— k 7L DHCP DHMERRYERTE (CLI) B

ARV RFERETI Ay

B8

ATy T

configure terminal

1 -

Switch# configure terminal

ra—\)Lary7 4 X¥al—iay E— RNEH
L ET,

ATvT2

ipv6 unicast-routing

1 -

Switch (config)# ipv6 unicast-routing

=%y XA NAHIZIPv6 ZREL £,

ATvT3

dns-server 2001:100:0:1::1

11 -

Switch (config-dhcpv6)# dns-server
2001:100:0:1::1

DHCP 7 7 A 7> M DNS =D A 7 g v~
2Rt L £

ATv74

domain-name example.com

11 -

Switch (config-dhcpv6)# domain-name
example.com

DHCPZ ATV MIRAAL VT TV a &
L FF,

ATy T5

exit

11 -

Switch (config-dhcpv6)# exit

HIDT— RIZREY £97,

| oL-32600-01-J
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B <7—+7/LDHCP D ERRIRE (CLD

P62S5A4F7YRIP7 RLR S—=v508%E |

aAv Y RFEEET7I 3y

Sl

ATvT6 interface vlanl A BF—=—T A A E—RFEHMBLT, AT—F
7V DHCP Z#%E L £7,
il -
Switch (config)# interface vlan 1
ATFvT7 description IPv6-DHCP-Stateful ZF— 7L IPv6 DHCP D@ A2 A LE 7,
i -
Switch (config-if)# description
IPv6-DHCP-Stateful
ATv78 ipv6 address 2001:DB8:0:20::1/64 25— k7L IPv6 DHCP @ IPv6 7 F L 2 % AJJ
LE,
i -
Switch (config-if)# ipv6 address
2001:DB8:0:20::1/64
ATvT9 ip address 192.168.20.1 255.255.255.0 25— K7 )L IPv6 DHCP @ IPv6 7 KL A% A JJ
LE,
i -
Switch (config-if)# ip address 192.168.20.1
255.255.255.0
2Tv 710 ipv6 nd prefix 2001:db8::/64 no-advertise T RAREZ A XL TIEER SR, IPV6 V—T 4
T IFVT 4T AT RRZAL XA NEREL
i - £,
Switch (config-if)# ipv6 nd prefix
2001:db8::/64
no-advertise
ATv7T 1 ipv6 nd managed-config-flag RANTT FUAREICDHCP ZfEHTE 5 &
T, IPV6 A HZ—T = A A FA N— YRR A%
i ELET,
Switch (config-if)# ipv6 nd
managed-config-flag
ATvT12 ipv6 nd other-config-flag RAFTIET FURARIEIZDHCP 2T %
LD, IPV6 A H —T o f A A N—RH %
il - RELET,
Switch (config-if)# ipv6é nd other-config-flag
ATvT13 ipv6 dhcp_relaydestination 2001:DB8:0:20::2 A B —T A AZDHCP Y —"ZHTE LET,

11 -

Switch (config-if)# ipvé dhcp relay
destination 2001:DB8:0:20::2

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

EENEYD

SLAAC 7 KL AEID 4T (116 ~<—)
AT — K~ 7L DHCPv6 7 KL ZAE[ Y Y4,

(118 ~=—3)

0L-32600-01-J |



| P6ISA7URIPTRLR S—=2 5 0BE

IPV6 7 SA 72 FDE=4R2') >4 (GUI)
Switch{ZBH# ST B 72 IPv6 7 7 A 7 > b & FoRd 5 ik
X L& BHEIIZ

[Monitor] > [Clients | Z 4R L 9,
[Clients] X— Y MNFEREINFEJ, [Clients] X— 21X, ROFEMBIEENET,

* Client MAC Address : 7 747> RO MAC T RLAZFRRLET,
*APName : 7 7A 7 v hBERINTWAHET 7 EA KA v NAERRLET,
*WLAN : 7 Z A4 7 > MIEEMT 57 TWD WLAN 2R LE,
*State : 7 747V FiBREEER R LET,
* Protocol : IS 71 havEaRRLET,
T4 T NEEO R 2R &2 Fo T 5121, [Clients] ~— 2 ® [Client MAC Address] /37 A —# %

7V w7 LET, [Client> Detail] *—® [General] ¥ 7D FIZZ FA T2 FDIPv6 7 KLU ANRERIN
i—a‘o

IPV67 PI/Z 7_—/7 IHEGDEE:I:L.\

RIZ, show ipv6 dhep pool =~ > RO Nl AR L £ T, ZDa~r RNid, switch D IPv6 H—
EAREEFR LET, vlan2l OREFHE T — A OFEMITIL, T—AnST FL A ZBEFH L
TWbH 62DV 747 ERERREINET,

FIEDHE
1. show ipv6 dhcp pool

F IR D8

ATV RFERET7TIIY B#

ATy T show ipv6 dhcp pool switch D IPv6 Y — B 2R E % 3+
i—\‘ L/ i j‘o

i

Switchshow ipv6 dhcp pool

DHCPv6 pool: vlan2l

Address allocation prefix: 2001:DB8:0:1:FFFF:1234::/64 valid
86400 preferred 86400 (6 in use, 0 conflicts)

IPv6 32T 0Fal—>3> A4 K. CiscolOSXE |) ') —X 3.6SE (Catalyst3850 X o v F)
| oL-32600-01-J



ZDHDOBEE R

P62S5A4F7YRIP7 RLR S—=v508%E |

aAv Y RFERET7IIY

E]:g)

DNS

Domain name:
Active clients: 6

2001:100:0:1::1
example.com

server:

Z DD EEE R

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

HEEE

X=—aF7ILAR2A LI

IPv6 a2~ R U757 LA

IPv6 Command Reference (Catalyst 3850 Switches)

[Pa~v RN UT7y7L X

IP Command Reference (Catalyst 3850 Switches)

IS—FAyt—L 734

5158

Link

DV —ADVAT A TT— Ave—T%
FWE IR T A0, =T — Avb—T F
a—F Y —VEFEHLET,

https://www.cisco.com/cgi-bin/Support/Errordecoder/
index.cgi

MB®D') >y

AKY Y —ATHR— T 59THO MIB

BIRLZTTFy 7+ —2A, CiscolOS VU U —
A, BEIOT7 4 —F v &y FMIET D MIB D
K ru— RiZiE, IO URLIZH 5 Cisco MIB
Locator ZfEfH L 97,

http://www.cisco.com/go/mibs

0L-32600-01-J |
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I P69 SAF7VRIP7RLR S—ZV 5 DETE

TIOZhILYR—F

67547 b7 RLR S—=vroeeEn ]

5t

=111}

Link

AaADYAR— b Web A FTlE, > RAad

AT 7 /) aV—CBTL T Ty a—

T A TR TN TH L9, w==
TR —NEIILOETHEERA T4
VY —2%&HRMEL TWET,

BHENORGOYEF 2 U7 ¢ HFERCEINE R A
AFT5H720IZ, Cisco Notification Service (Field
Notice 7> 7 7 = &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
T4 — R EOKHEY—ERITIMATEET,

VAaADYR— bk Web YA FDY— W7 s
T 294 BEL. Cisco.com D—H ID B LU/
AT — RBRMLIETT,

http://www.cisco.com/support

IPv6 7V 5472 b7 FLR S—Z2T DHEERR

| oL-32600-01-J

WROFIZ, ZOFV2—/L Tl L7cBiEZ U A F L, RO EFTHR~D Y 7 Z2oRm LET,

tRE ) —2= EERE

IPv6 7 7 A7 h 7 RLRA F—= ke | CiscoIOS XE 3.2SE = OREE
AshEL
7o

IPv6 327 4FaL—23> A F, CiscolOSXE ') ') —R 36SE (Catalyst3850 21 v F) |}
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P62S5A4F7YRIP7 RLR S—=v508%E |
B P51 72 7 FLR S—Z 0 OEERER

IPv6 3> T4 ¥aL—3> HA K, CiscolOSXE ') ') —X 3.6SE (Catalyst 3850 X 1 v F)
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%’7E

IPv6 WLAN 1) 7 1 DERTE

* IPv6 WLAN £ = U 7 ¢ ORFi#RSGME, 145 _—
* IPv6 WLAN %= U 7 ¢ OFIR, 145 ~—

* IPv6 WLAN EF =2 U7 4122\, 146 ~<—¥

* IPv6 WLAN t & = U 7 1 OREE, 149 ~—
* TOMOBEEE, 167 N—¥

* IPv6 WLAN E ¥ = U 7 1 OREIGH, 168 ~—

IPv6 WLAN 2 ') 7 1 DRIREH

7 A7 b VLAN % switch CiRE S 172 WLAN |2~ v B 7T A3 0ERH Y £,

IPv6 WLAN = ') 7 1 O HIFR

| 0L-32600-01-J

RADIUS H—/\DH7R— k

C LEMEE RO DITEE DO RADIUS — SR E SN TWBEGE, Ny 7 7 v 7Btk
BET5L512F51C%, T _TCOV—NRTa—H F—Z_XR—=ZA%FE—IZTIH2LERH Y F
R

Radius ACS H-7R— ~

* Cisco Secure Access Control Server (ACS) & switch® i )7 C, RADIUS #RZETH2LENH VY
F9,

* RADIUS . Cisco Secure ACS N"— 3 32 UMDY UV —2THR—FENFET,

IPv6 3> 4F¥aL—23> 54 K, CiscolOSXE ') ') —X 3.6SE (Catalyst 3850 X o v F) B



IPGWLAN £ %215« DHE |

IPv6 WLAN %2 1) T 4 [ZDUVT

IPv6 WLAN 22 !) T4 I2DUVT

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

RADIUS (2D T

Remote Authentication Dial-In User Service (RADIUS) &id, v U —7 ~DOEBT 7 & AMEZ
BLEY LT 5a—PITKH L THEEEIN-EX 2 T oL ERItTD, 79470 MY —

A7u%2wf¢ ZhUE. B—HVEAPICEBI LNy 7 RSP —Z _— 2 L L CHRE

EALHE-H-FEX}\)J:()\?j]'?/T%/&'H_ EX%TE{ﬂ:LiT

CEREE : switchilme 7 A L LE D E T 2—VERIET D7k A,

switch @ RADIUS S — % L Ca—YRRIEES N5 L o512, i~%iﬁﬂ&n—
YL ENRRT = REANTDHIXLERSY T, HEOT —X_X—RERETHHAIT. Ny
Iy R TF—=ER=2 T T B IEF BT L £,

T T 4T =PI LA B R LR T A7k A,

Z—PIC L DMEENEFICEITSINDEIZ, RADIUST AU VT 47— Tk, BHEX
nrEtE, AR ETola2—YF O —% ID, l%#mm74/bt)%%%TXh a<
VRBRFETENTZ B LR, 22— ORAI L, BRLOFEITINTZAE E AT S E
OFANR e ZCiskR SN ET, RADIUST B 0T o4 v 7 H— "REEREORE, =—F
el . By va v ERITTEET,

a—W F—X 7757 b3l RADIUS Tk, TRk a2—Y F—% 7 J 5 7a han
(UDP) #Zf#iH L %9, RADIUS TiE, | DDOFT —HRX—2ARMEFEINEd, £ LT, UDPKR—
k1812 TEAZIRIEE RN Y v A X, UDPAR— s 1813 THET I VT 4 TERNY v R
YENET, TR v he—EERT HswitchiX, 7 74T hELTEMEL, H— 0
%MM#“EX%%*L&?@mmm&%~ﬂﬁ®kﬁ74/ﬁi\7D%:NTE%éMéT
NAYRXNE BWHOTNA AZBWTRESNDIEFEEF—ICL > T LS E T,

BEDRADIUS T H DU T 4 VT B LORBIEN — "2 ELET, =& 2L, 1 5D RADIUS &
REY— N Rl L @ﬁ@RMmﬁ7w?/74/&#~A%£&éﬁW’%%T%i
To BULEATOV—NEEEGHET DL, PO — NTEENFEAELZY | HEFHAREIZR -
7 LThH, avrbr—JF, HBEIISLT2EHE E%3DH%5W@%&U%@#ﬂA“@EM
ZABICEIT L T,

RADIUS 22 WLAN (2% L TRXE SV TV D56, switchld WLAN (Zxf L TRk E S AL TV D
RADIUS iR AMH LES, 22—/ EAP Z M7 5 L 912 WLAN 25 E9T 5 &, WLAN Tix
EINTWD RADIUS FRiIe—h V&R A > s LET, WLANIZIX, A9 5 a— 74/ EAP
TuT7 7 ANVDARIERET HALELH D 7,

RADIUS F#2S WLAN 2% L CTHREIN TV ARWEES . switchiZZ/ 2 — 3L B— R TEZEINT
WATF 7 4L D RADIUS TR AR L E£9,

O—AJLEAP [ZDLVT

17— /VEAPIE, 2 —HFBIRNTIA Y LRI T4 T hOr—VERREE ATRRICT HR8RE T
ﬁ—o N2 =V I, Ny xR /XT-Az)‘ﬁjjiéﬂf;U %nﬁutuuﬁﬂ-w/\b%ﬁ‘ﬂ:bf_ VC%)\
TAXVATTAT v b~DEREZMEFFCED L1, VE—MFT7 4 A THMT 5 BTG

0L-32600-01-J |



| IPEWIAN X2y 71 OBE

P WLAN 2y 7o 1zo0T [l

INTWET, a—hIILEAP ZHNNIT 5 &, switchiZZRGE N — "Bl a—b L 22— 5—
A=A L UTHEET D720, IMTREREY — IR F T 2 N e <72V £¥, v—F /L EAP
i, e—H N a2—Y F—H_XR—=2RFZFLDAP Ny /= R T —Z_X—=2Z2nba—FDs L7
VI NAERELT, 2a—WEBIELET, 2—HILEAP T, 2 hr—5 2 UL YL X 7
Z A 7 M#T. LEAP, EAP-FAST. EAP-TLS. PEAPvVO/MSCHAPv2, 3 X ! PEAPvI/GTC #&;
FREFHR—FLET,

G¥)

LDAP Ry /v RF—H_— 2T, m—H/LEAP /¢ L, EAP-TLS. EAP-FAST/GTC.
B L PEAPVI/GTC 397" — k& FEd, LEAP. EAP-FAST/MSCHAPv2, I LU PEAPvO,
MSCHAPV2 ITESL DN AT — R&IRT L 9 IZLDAP — "N E SN TV AEEIZD LY R—
FENET,

| oL-32600-01-J

GE)

Switch/Z, Microsoft Active Directory <° Novell @ eDirectory 72 £ DHMH LDAP 7 — & ~<— AT
T 51—V EAP @iEZ AR — F L TWET, Novell D eDirectory (Zxf7 % 12— /L EAP #%
AEFICa Y hu— T BRET D HIEOFEMIC OV TCIX,  [Configure Unified Wireless Network for
Authentication Against Novell's eDirectory Database] "7V A h_X—/X—%2 S L T 720,

5: O—71)L EAP Ol

IPv6 327 4FaL—23> A F, CiscolOSXE ') ') —R 36SE (Catalyst3850 21 v F) |}
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B PEWANEF2 U F 12000 T

A
—

RADIUS server

2
5

LDAP server
(optional)

Cisco Aironet
Lightweight Access Point

Wireless LAN
controller

11

\—\_— -H-
232308

Regional office

EErEYY
m—J L a—HFOE, (149 ~—2)
77472 hVLAN & A B —T = A ZADERL, (150 ~<—)
EAP 707 7 A LOFHFE, (151 =—)
27747~k VLAN OfEk, (164 ~<X—)
BB RADIUS $— 3 Z i ] L7 802.1x WLAN O1ERK, (166 ~=2—)

IPv6 2> T74F¥aL— 3> 54 K, CiscolOSXE ') ') —Z 3.6SE (Catalyst3850 R 1 v F)
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IP6WIAN 52 7 DEEHZE I}

IPV6 WLAN X2 1) 7 1 DEREAE

O—AILFEREDERTE

A—AI) 2 —HDERK

FIEDHEE

FIED M

L=

configure terminal
username aaa_test
password 0 aaa_test
end

ARV KRFERERETY VY

B8

ATy T

configure terminal

11 -

Switch# configure terminal

Ja—)Lavr KE— RERGLET,

ATv T2

username aaa_test

11 -

Switch(config)# username aaa_test

—FHEERLET,

ATvT3

password 0 aaa_test

E
Switch(config)# usernameaaa_test password
0 aaa_test

=YL/ DONRAT — REEID L TES,

ATvT4

end

{1 -

Switch (config)# end

FHEEXECE— IRV £9, £/, CtrH+Z ¥ —
FHLCYH, Fo—r oy 7 4 F¥al—3 gy
T—FEKTTEET,

| oL-32600-01-J

Switch# configure terminal
Switch (config) # username aaa test password 0 aaa test
Switch (config)# end

EErEYY
IPv6 WLAN ¥ 2 U7 12201 T, (146 ~—2)

IPv6 3> 4F¥aL—23> 54 K, CiscolOSXE ') ') —X 3.6SE (Catalyst 3850 X o v F) B
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B c-rizsons

22472 MVLAN &EA V3 —T 24 ADERK

FIEDHEE

configure terminal
vlan

exit

interface vlan vlan_ID
ip address

ipv6 address

No o R wDh-=

end

FIED M

ARV RFERFTI A Y =)

2Ty T configure terminal sua— L avy RE—REBLET,

Pl -

Switch# configure terminal

ATy T2 vlan VLAN Z1ERk L £,

1 -

Switch(config)# vlan 137
ATFv73 exit VLAN 2> 7 4 X al—3i gy F— 2K TLE
j—o

{1 -

Switch (config-vlan)# exit

ATy T4 interface vlan vlan_ID A v H—T xA AT VLAN % BJ#ifT i £,

{5l

Switch (config)# interface vlan 137
ATy 75 ip address VLAN A > #—7 =2 A AZIP 7 KL AZEID 4T
S5

11 -

Switch (config-if)# ip address
10.7.137.10 255.255.255.0

ATvT6 ipv6 address VLAN A > % —7 = A AZIPv6 7 KL 2 ZHE| Y Y4
TET,

11 -

Switch(config-if) #ipv6 address
2001:db8::20:1/64

IPv6 3> T7sXalL—>3> 4 K. CiscolOSXE ') ') — X 3.6SE (Catalyst 3850 X 1 v F)
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A—hILEBEEDERE

aAvY RFEEET7ZII Y B#

ATvT1

end FebE EXEC E— RICEY £9, F£7-. CtrHZ ¥ —

Switch (config) # end

FHLCL, Fe—lary 7 4 X2l —v gy
11 - ET— RERTTEET,

Switch# configure terminal

Switch (config)# vlan 137

Switch (config-vlan) #exit

Switch (config) #interface vlan 137

Switch

config-if) #ipv6 address 2001:db8::20:1/64

(
(
Switch(config-if)#ip address 10.7.137.10 255.255.255.0
(
(

Switch (config-if) #end

EENEYD

IPv6 WLAN % =2 U 7 4125V T, (146 =—2)

EAP 7O 77 A4 ILDEXE

FIRDOHE

| oL-32600-01-J

© e NS G RwwDh=

O e e =
Gl WN = O

eap profile name

method leap

method tls

method peap

method mschapv2

method mdS

method gtc

method fast profile my-fast

description my localeap profile

. exit

. eap method fast profilemyFast

. authority-id [identity|information]
. local-key 0 key-name

. pac-password 0 password

. end

IPv6 3> 4F¥aL—23> 54 K, CiscolOSXE ') ') —X 3.6SE (Catalyst 3850 X o v F) B
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FIEDFH

AR FERRITIVa Y =)
ATvT1 eap profile name EAP 7’1 7 7 A W Z2AFR L £

1 -

Switch (config)# eap profile wcm eap prof

ATw T2 method leap 7’17 7 A /)L EAP-LEAP FREZHELF
—340

1 -

Switch (config-eap-profile)# method leap

ATvT3 method tls v 75 AV TEAP-TLS FRZHELFE T,

11 -

Switch (config-eap-profile)# method tls

ATvT4 method peap 7757 A/)LTPEAP FREBRE LTI,

I -

Switch (config-eap-profile)# method peap

ATy T5 method mschapv2 7vu 7 7 A LT EAP-MSCHAPV2 F R % & E
L/ \i —g—o

1 -

Switch (config-eap-profile) # method mschapv2

ATvT6 method md5 717 7 A )L CEAP-MD5 FRZHELET,

11 -

Switch(config-eap-profile)# method md5

ATy T1 method gte v 77 A )L TEAP-GTC FRZHRTELE T,

1 -

Switch (config-eap-profile)# method gtc

25w T8 method fast profile my-fast my-fast & WVIEAP 71 7 7 A L AEVERL L E
B

1 -

Switch (config-eap-profile) # eap method fast
profile my-fast

Switch (config-eap-profile)#description

my local eap profile

ZATwvS9 description my localeap profile o—hL7a 7y A VOHBEEEELET,

11 -

Switch (config-eap-profile)#description
my local eap profile

IPv6 3> T7sXalL—>3> 4 K. CiscolOSXE ') ') — X 3.6SE (Catalyst 3850 X 1 v F)
0L-32600-01-J |



| IPEWIAN X2y 71 OBE

n—nrziaEnzzs I

ARV RFERERETIVa Yy =LY
ATv710 exit eap 777 A AT 4 X alb— g
EF—FEKRTLET,
i -
Switch (config-eap-profile)# exit
ATv7N eap method fast profilemyFast EAP X 7u 77 A LV EZHELE T,
i -
Switch (config)# eap method fast profile myFast
ATvT12 authority-id [identity|information] EAP 70 7 7 A L OFFEF ID B &L U
WERELET,
il -
Switch (config-eap-method-profile) # authority-id
identity my identity
Switch (config-eap-method-profile) #authority-id
information my information
27y 713 local-key 0 key-name B—hL PR F—mRE L ET
i -
Switch (config-eap-method-profile)# local-key
0 test
ATy 714 pac-password 0 password FHEHOPAC 7Y a =7 HDPAC /3 A
V—RERELET,
il -
Switch (config-eap-method-profile) # pac-password
0 test
AT 715 end FHEEXECE— FIZRY £9, F7o. Ctri+Z
F—EMLTH, Fr—bar7 4 ¥a
I L—yary BE—RaeTTEET,

Switch (config) # end

| oL-32600-01-J

Switch (config) #eap profile wcm eap prof

Switch (config-eap-profile) #method leap

Switch (config-eap-profile) #method tls

Switch (config-eap-profile) #method peap

Switch (config-eap-profile) #method mschapv2

Switch (config-eap-profile) #method md5

Switch (config-eap-profile) #method gtc

Switch (config-eap-profile) #eap method fast profile my-fast

Switch (config-eap-profile)#description my local eap profile

Switch (config-eap-profile) # exit

Switch (config)# eap method fast profile myFast

Switch (config-eap-method-profile) #authority-id identity my identity
Switch (config-eap-method-profile) #authority-id information my information
Switch (config-eap-method-profile) #local-key 0 test

Switch (config-eap-method-profile) #pac-password 0 test

Switch (config-eap-method-profile)# end

BErEY Y
IPv6 WLAN £ F = U 7 ({220 T, (146 ~—2)

IPv6 327 4FaL—23> A F, CiscolOSXE ') ') —R 36SE (Catalyst3850 21 v F) |}




O—AJLEREID

BRE

—

IPv6 WLAN ¥ 2 ') 7 1 DEE

A—AhILEREEETILDERK
FlEDHE
1. aaa new-model
2. authentication dotlx default local
3. dotlx method list local
4. aaa authentication dotlx dotlx name local
5. aaa authorization credential-download name local
6. aaa local authentication auth-name authorization authorization-name
1. £y>3>ID
8. dotlx system-auth-control
FEDEFH
ARV FEEET7Ia Y B
ATy I aaa new-model AAA FRAEET LV EER L ET,
1
Switch (config)# aaa new-model
RXTFw T2 authentication dotlx default local MOFERR O RNEES . dotlx TF 7 +
v kD r—5 v RADIUS Z i 4 2 MLERH
1 - HT EEEWRLET,
Switch (config)# aaa authentication dotlx default
local
ATvT3 dotlx method_list local wem_local YU 2 MO R — I VRGEAEE D
BTET,
1 -
Switch(config)# aaa authentication dotlx
wcm_local local
ATvT4 aaa authentication dotlx dotlx name local dotlx F O —H VG2 R EL £7,
1 -
Switch(config)# aaa authentication dotlx
aaa auth local
ATy T5 aaa authorization credential-download name local |1 ocal/RADIUS/LDAP 76 EAP 7 L 3 %
NEFXT a—RTaL5Cn—0LT—%
1 NR—RAEHZELET,
Switch(config)# aaa authorization
credential-download wcm_author local
ATvT6 aaa local authentication auth-name authorization 0 — B VEEEE L OEF R AN Lk T,

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

authorization-name
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n—arziEoszte W

ARV RFERRTI Ay E]:g]

1 -

Switch (config)# aaa local authentication
wcm local authorization wcm_author

ATvI1 £y ariID AAA DBy a v IDERELET,
1
Switch(config)# aaa session-id common
ATFw T8 dotlx system-auth-control dot.1x ¥ AT LERGFHIEI 2 A4 2 — 7 M LE
R
11

Switch (config)# dotlx system-auth-control

aaa new-model

aaa authentication dotlx default local
Switch (config aaa authentication dotlx wcm-local local
Switch (config aaa authentication dotlx aaa auth local

Switch (config) #
( ) #
( ) #
( ) # _
Switch (config) # aaa authorization credential-download wcm author local
( ) #
( ) #
( ) #

Switch (config

Switch (config aaa local authentication wcm_local authorization wcm author
Switch (config aaa session-id common
Switch (config dotlx system-auth-control

2547 > k WLAN DERX
~

CGE) ZOBITIE, A FI v WEP D 80RIx AL TCWET, VA VLR ITFTAT L MTH
A= &N, switthCREMRERMOEED X2V T 4 A=A LLHHTE ET,

FIEDHE

configure terminal

wlan wlan name <identifier> SSID
broadcast-ssid

no security wpa

security dotlx

security dotlx authentication-list wem-local
local-auth wem_eap prof

client vlan /37

© P NGO e WwN =

. no shutdown
10. end

IPv6 3> T74XalL—>3> A4 K, CiscolOSXE 'J ') —X 3.6SE (Catalyst 3850 X 1 v F)
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IPGWLAN £ %215« DHE |

FIEDFH
OV bFEREETOVa Y EL:y
& A configure terminal Jua—r~L avy RE— REBEBLET,
1 -
Switch# configure terminal
ATFvT2 wlan wlan name <identifier> SSID WLAN Z1ER LE 9,
1 -
Switch(config)# wlan wlanProfileName 1
ngwcSSID
ATvT3 broadcast-ssid WLAN TSSID# 7 m— R¥ ¥ 2 h 95 K 9 ITi%
ELET,
1 -
Switch (config-wlan)# broadcast-ssid
ATvT4 no security wpa WLAN @ wpa #7 4 £—7 /L2 LT, 802.1x %
A F =T M LET,
£
Switch (config-wlan)# no security wpa
ATYT5 security dotlx WLAN O 802.1x B 5kt ¥ =2 U7 ¢ 2% & L%
To
i
Switch(config-wlan)# security dotlx
Z2TvT6 security dotlx authentication-list wem-local dotlx ZBEEHIZ WLAN ~DOH— R F)L—7F < v
B 7 aRELET,
151
Switch (config-wlan) # security dotlx
authentication-1list wcm-local
ATvT1 local-auth wem_eap_prof 72— VEBREFIZ WLAN (Zeap 70 7 7 A L%
RELET,
151
Switch (config-wlan)# local-auth
wcm_eap_profile
ATvT8 client vlan /37 WLAN (Z VLAN % BiffiF £ 47,
1 -
Switch (config-wlan)# client vlan 137
ATvT9 no shutdown WLAN % A X —7 /I LET,

Bl :

Switch (config-wlan)# no shutdown

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)
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n—arziEoszte W

ARV RFEEETIa Y =E]:g]
ATy 710 end FeHE EXEC E— RIZEY £7, £/, CaH+Z
F—ALTHL, Fr— L a7 4 X2 l—
Bl - vVary E'T—REKTTEET,
Switch (config) # end

Switch# config terminal

Switch (config) #wlan wlanProfileName 1 ngwcSSID
Switch (config-wlan) #broadcast-ssid

Switch (config-wlan) #no security wpa

Switch (config-wlan) #security dotlx

Switch (config-wlan) #security dotlx authentication-list wcm-local
Switch (config-wlan)# local-auth wcm _eap prof
Switch (config-wlan) #client vlan 137

Switch (config-wlan) #no shutdown

Switch (config-wlan) #end

Switch#

BEErEYY
WPA2+AES 7 5 A 7>k VLAN OfERE, (159 ~2—)

WPA2+AES TD 0—HJLEEEEDERTE

FIEDHEE

configure terminal

aaa new model

dotlx system-auth-control

aaa authentication dotlx default local

aaa local authorization credential-download default local
aaa local authentication default authorization default

eap profile wem_cap profile

method leap

© e NS RN =

end

F IR D48

AR FFEREETI VI Y E]:3]

ATFvT1 configure terminal Ja—\)ya<vw KE— RERBLET,

&1 -

Switch# configure terminal

IPv6 32T 0Fal—>3> A4 K. CiscolOSXE |) ') —X 3.6SE (Catalyst3850 X o v F)
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B o1

REEDEHRTE

IPGWLAN £ %215« DHE |

ARV KRFERETIVaY B#J
25y T2 aaa new model AAA BREET VAR L7,
£ :
Switch (config)# aaa new-model
ATvT3 dotlx system-auth-control dotlx ¥ A7 LGRAEAIEZ A R—7 /M LET,
11 :
Switch (config)# dotlx system-auth-control
2T T4 aaa authentication dotl1x default local 7 7 4 b dotlx HEHD v — I VERREE G E
LET,
11 :
Switch (config)# aaa authentication dotlx
default local
ATvTH aaa local authorization credential-download O—H N — NS EAP Y LT oL L EX Y
default local va—=RTLRICT THN T —F_X—%
mELET,
1 :
Switch(config)# aaa authorization
credential-download default local
ATvT6 aaa local authentication default authorization FT )L hDOua— B IVEREEE X OFF A A EIR L
default F4,
1 :
Switch (config)# aaa local authentication
default authorization default
2Ty TT eap profile wem_eap_profile EAP 7’1 7 7 A VW ZAFRL L £,
151 :
Switch (config) #eap profile wem_eap_profile
ATvT8 method leap 7’17 7 A VT EAP-LEAP FRZHE L £7,
151 :
Switch (config) # method leap
ATv79 end i EXEC E— FIZRV £7, F72. Cul+Z
F—ZMHLTH, Je—bar 74 F¥al—
B - vay ®B—FREKRTTEET,

Switch (config) # end

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

Switch# configure terminal

Switch (config)# aaa new-model

Switch (config dotlx system-auth-control
Switch (config

Switch (config

aaa authentication dotlx default local

aaa local authentication default authorization default

( ) #
( ) #
Switch(config)# aaa authorization credential-download default local
( ) #
( ) #

Switch (config) #eap profile wcm eap profile

0L-32600-01-J |



| IPEWIAN %2y 71 OBE

Switch (config)# method leap
Switch (config)# end

WPA2+AES FHY 5 4 7 > bk VLAN D {ERK
7 — 71 JVEBAED WPA2+AES # A 7D VLAN Z{E L £ 9, Z® VLAN (&, % TWLAN I~ v

FIRDHE

FIED

v EnET,

configure terminal
vlan vlan_ID

exit

interface vlan vlan ID
ip address

ipv6 address

N o wDh-=

exit

n—nrziaEnzzs I

ARV RFEEETI 3y

B8

&

configure terminal

1 -

Switch# configure terminal

ra— v avwy R E— R LET,

ATy T2

vlan vlan_ID

B -

Switch (config)# vlan 105

VLAN Z1ERk L E7,

ATvT3

exit

1 -

Switch (config-vlan)# exit

VLAN £— F&#&TLET,

ATvT4

interface vlan vlan ID

1 -

Switch(config)# interface vlan 105

A B —T x4 A2 VLAN % BEEfF T F 1,

ATvT5

ip address

i)
Switch(config-if)# ip address
255.255.255.0

10.8.105.10

VLAN f > Z—T A4 ZIZIP T RLX&2E Y
=3

| oL-32600-01-J
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OV RFEREETIVaY B#
ATvT6 ipv6 address VLAN A > % —7 = A AZIPv6 7 K L A %
DY TET,
£
Switch(config-if) #ipvé address
2001:db8::10:1/64
ATvI1 exit A B =T 2 A= REKTLET,
£

Switch (config-if)# exit

Switch# configure terminal

Switch(config)# vlanl05

Switch (config-vlan)# exit

Switch (config)# interface vlan 105
Switch(config-if)#ip address 10.8.105.10 255.255.255.0
Switch (config-if) #ipv6 address 2001:db8::10:1/64
Switch (config-if) #exit
Switch (config) #

EENEYD
7547 >~ WLAN OERL, (155 ~<—3)

WPA2+AES F§ WLAN O ER

FIRDHE

F IR D 48

WLAN Z1ER% L. WPA2+AES HICHER SN2 47 K VLANIZ= v B 7 LET,

configure terminal

wlan wpas2-aes-wlan 1 wpas2-aes-wlan
client vlan 105

local-auth wem_eap profile

security dotlx authentication-list default

no shutdown

N o a R wbdhd-=

end

ARV RFERERTIVa Y B8

ATy T

configure terminal sua—)L a<wy R E—RZ2BLET,

{1 -

Switch# configure terminal

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)
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n—nrziaEnzzs I

aAvY RFERET7IIY

Sl

ATFw T2 wlan wpas2-aes-wlan 1 wpas2-aes-wlan WLAN #1Erk L9,
fA
Switch(config) #wlan wpa2-aes-wlan 1
wpa2-aes-wlan
Switch (config-wlan) #
ATvT3 client vlan 105 2547 hVLANICWLAN Z~ v B> 7 L
E AN
{5
Switch (config-wlan) #client vlan 105
Switch (config-wlan) #
2Ty T4 local-auth wem_eap_profile WLANIZEAP 7' 1 7 7 A VAAERR L, RIE L
E RN
{51
Switch(config-wlan)#local-auth wcm _eap profile
25w 5 security dotlx authentication-list default T 7 A O dotlxFRREY A &R LT,
fi
Switch(config-wlan) #security dotlx
authentication-list default
ATvT6 no shutdown WLAN % A X —7 /I LE T,
fAi
Switch (config-wlan) #no shutdown
Switch (config-wlan) #
ATvT1 end Fite EXEC E— FIZREV £¥, F/. Cul+Z
F—HMLTH, Fu—Lar 7 4 F¥al—
1 : vary E—RERTTEET,

Switch(config)# end

| oL-32600-01-J

Switch# configure terminal

Switch (config) #wlan wpa2-aes-wlan 1 wpaZ2-aes-wlan

Switch (config-wlan) #client vlan 105
Switch (config-wlan)#local-auth wcm eap profile

Switch (config-wlan) #no shutdown

(
( )
Switch (config-wlan) #security dotlx authentication-list default
( )
( )

Switch (config-wlan)# exit

IPv6 327 4FaL—23> A F, CiscolOSXE ') ') —R 36SE (Catalyst3850 21 v F) |}



B ssmRADIUS y—iDEkE

5} %8 RADIUS H—/\DEXTE

IPGWLAN £ %215« DHE |

RADIUS SEEFH—/N R R FDERTE
FIROME
1. configure terminal
2. radius server One
3. address ipv4 address auth-portauth port number acct-port acct port number
4. address ipv6 address auth-portauth_port number acct-port acct port number
5. key Ocisco
6.
FIEDFHE
ARV KRFERETI VY B#
2Tv 1 configure terminal ra—rYLa<wy REe— RZEBLE
j‘o
i -
Switch# configure terminal
ATy T2 radius server One RADIUS % — ZER LE T,
i -
Switch (config)# radius server One
ATvT3 address ipv4 address auth-portauth port number acct-port RADIUS H— XD IPv4 7 KL A2 E
acct_port number LET,
1 -
Switch (config-radius-server)# address ipvi4
10.10.10.10 auth-port 1812 acct-port 1813
ATFvT4 address ipv6 address auth-portauth port number acct-port RADIUS H—/ XD IPv6 7 KL A% E
acct_port_number LET,
1 -
Switch (config-radius-server)# address ipvé
2001:db8::25:2 auth-port 1812 acct-port 1813
ATYTH key Ocisco exit
i -
Switch (config-radius-server)# key 0 cisco
ATv 76 RADIUS #— " E— FZ#& T LET,

51

Switch (config-radius-server)# exit

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)
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siapRADIUS H—noE

Switch# configure terminal

Switch (config)# radius server One

Switch (config-radius-server)# address ipv4 10.10.10.10 auth-port 1812 acct-port 1813
Switch (config-radius-server)# address ipv6 2001:db8::25:2 auth-port 1812 acct-port 1813
Switch (config-radius-server)# key 0 cisco

Switch (config-radius-server) #exit

EELEY D
RADIUS #BFEV—/N L —T DT, (163 <X—)

RADIUS F2EEH—/\ JIL— T DERE

FIEOME
1. configure terminal
2. aaa new-model
3. aaa group server radius wem_rad
4. server <ip address>auth-port1812acct-port1813
5. aaa authentication dotlx method _list group wem_rad
6. dotlx system-auth-control
1. aaa session-idcommon
FED
ARV KRFERETI VY B
25w T configure terminal Fr—rL 3wy K E— REBELET,
fA)
Switch# configure terminal
ATvT2 aaa new-model AAA BIFET IV EERR L ET,
fA
Switch (config) #aaa new-model
ATvT3 aaa group server radius wem_rad RADIUS #— 7 )L—F 2k L £,
i
Switch(config)# aaa group server radius wcm_ rad
Switch (config-sg-radius) #
ATvT4 server <ip address>auth-port1812acct-port1813 F)E3 TIERL L 7= RADIUS Z L — |2 — %
BMLET, RADIUS T H D VT 4 v 7 H—
il NELORFEY—/30 UDP A— h &3 E L %
Switch (config-sg-radius)# server One auth-port 7%
1812 acct-port 1813 °

IPv6 3> T74XalL—>3> A4 K, CiscolOSXE 'J ') —X 3.6SE (Catalyst 3850 X 1 v F)
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B ssmRADIUS y—iDEkE

IPGWLAN £ %215« DHE |

av Y RFEREF7II Y

S]]

Switch (config-sg-radius)# server Two auth-port
1812 acct-port 1813

Switch (config-sg-radius) # server Three auth-port
1812 acct-port 1813

ATvTh aaa authentication dotlx method list group wem rad | RADIUS 7 /L — 125NV A v Ea~<w v 7 L
i ﬁ‘o
i -
Switch(config)# aaa authentication dotlx
method list group wcm rad
ATvT6 dotlx system-auth-control RADIUS 7' /L —7 D 25 LRGN &2 A % —
T LET,
i -
Switch(config)# dotlx system-auth-control
ATFwTT aaa session-idcommon RADIUS Z /L—7 00, KrED a— ikt LT

Bl :

Switch (config)# aaa session-id common

EEINDITRTOEY 3 D EHRPFELC
ThdHZ LEMERLET,

Switch# configure terminal
Switch (config)# aaa new-model

Switch (config) # aaa group server radius wcm_rad

Switch (config-sg-radius)# server One auth-port 1812 acct-port 1813
Switch (config-sg-radius)# server Two auth-port 1812 acct-port 1813
Switch (config-sg-radius)# server Three auth-port 1812 acct-port 1813
Switch (config) # aaa authentication dotlx method list group wcm rad
Switch (config)# dotlx system-auth-control

Switch(config)# aaa session-id common

Switch (config) #

BEErNEYD
RADIUS #83EV— 3 I8 A F ORIE

2547 > bk VLAN DERK

FIEDHEE

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

configure terminal

vlan 137

exit

interface vlan 137

ip address 10.7.137.10 255.255.255.0
ipv6 address 2001:db8::30:1/64

end

No o kR DN =

(162 ~=—73)
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| IPEWIAN X2y 71 OBE
siapRADIUS H—noE

FlED M
aAX U RFERETOIVa Y B
& A configure terminal Jua—N)L a<wy R E— RE2BRGLET,
11 :
Switch# configure terminal
ATvT2 vlan 137 VLAN ZAERR L CA ¥ —7 = A AZBIEfTT &
D
151 :
Switch (config)# vlan 137
ATvT3 exit VLAN £— R&#& T LET,
11 :
Switch (config-vlan)# exit
27y 74 interface vlan 137 {2 B —T =4 A\ VLAN 2510 4T T,
11 :
Switch (config)# interface vlan 137
XTFwTH ip address 10.7.137.10 255.255.255.0 VLANA v X —T = A AZIPvA T RL R &E| Y Y
TE7,
1 -
Switch(config-if)# ip address 10.7.137.10
255.255.255.0
ATy 76 ipv6 address 2001:db8::30:1/64 VLANA »Z—7 = A AIZIPv6 T KL A ZE| 0 24
Tiﬁ—o
1 :
Switch(config-if)# ipv6é address
2001:db8::30:1/64
ATvT1 end FiMEEXECE— NIZRED £9, F/o, Cul+Z F—
ZEWLTH, Fo—nNLary 74 F¥al—v g
11 : E—RE&TTEET,
Switch (config) # end

Switch# configure terminal

Switch (config)# vlanl37

Switch (config-vlan) # exit

Switch(config)# interface vlanl37

Switch(config-if)# ip address 10.7.137.10 255.255.255.0
Switch (config-if)# ipv6é address 2001:db8::30:1/64
Switch (config-if)# end

EENEYD
IPv6 WLAN % = U7 4122\ T, (146 ~X—)
SR RADIUS B— 32 # i L 7= 802.1x WLAN DO1ERE, (166 ~=2—3)

IPv6 3> T74XalL—>3> A4 K, CiscolOSXE 'J ') —X 3.6SE (Catalyst 3850 X 1 v F)
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IPGWLAN £ %215« DHE |
B ssRADIUS y—DEE

5} &8 RADIUS H—/\Z{E 3 L 1= 802.1x WLAN 0D 1E Ak

FIEDHEE

configure terminal

wlan ngwc-1x<ssid>ngwc-1x
broadcast-ssid

no security wpa

security dotlx

security dotlx authentication-list wem-rad
client vlan 137

no shutdown

© e NS RN =

end

F IR D 48

ARV RFERRTI VA Y E]:g]

& A configure terminal ra— )L avwr REe— REBEELES,

1 -

Switch# configure terminal

ATvT2 wlan ngwc-1x<ssid>ngwc-1x 802.1x FUEFHDFT LV WLAN Z{ER% L £ 7,

1 -

Switch (config) # wlan ngwc_8021x 2
ngwc_8021x

ATFvT3 broadcast-ssid WLAN TSSID %7 — KX v 2 b5 LI
’_.ﬂi_‘ LiTO

1 -

Switch (config-wlan)# broadcast-ssid

ATvT4 no security wpa WLAN O WPA %5 4 E—7 /L2 LT, 802.1x %
A X =T M LET,

i -

Switch (config-wlan)# no security wpa

ATy T5 security dotlx WLAN O 802.1x 2 ikt X2 VT 4 R EL X
9,

1 -

Switch (config-wlan)# security dotlx

ATFvT6 security dotlx authentication-list wem-rad dotlx FEEFHIZ WLAN ~DOH— N F)L—7F < v
By ERELET,
£ :

Switch (config-wlan)# security dotlx
authentication-list wcm-rad

IPv6 3> T7sXalL—>3> 4 K. CiscolOSXE ') ') — X 3.6SE (Catalyst 3850 X 1 v F)
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zomwomEEas [

ARV RFERRTI VA Y

S]]

ATV client vlan 137 WLAN |2 VLAN % BEfHi) £,
£
Switch(config-wlan)# client vlan 137
ATvT8 no shutdown WLAN Z A X —7 VI LE T,
1
Switch (config-wlan)# no shutdown
ATv78 end FiEEXEC T— FICREY £9, %72, CrlH+Z ¥ —
ZHLTH, Zo—Lar7 4 F¥al—ay
il - E— R TTEET,

Switch (config) # end

Switch# configure terminal

Switch (config) #wlan ngwc 8021x 2 ngwc_ 8021x
Switch(config-wlan)# broadcast-ssid
Switch (config-wlan no security wpa
Switch (config-wlan security dotlx
Switch(config-wlan

( client vlan 137
( no shutdown

( end

Switch (config-wlan
Switch (config-wlan
Switch(config-wlan

)
)
)
)
)
)
EErEYY
27547k VLAN OERE, (164 ~=2—3)
IPv6 WLAN & = U 7 4 122U\ T,

Z Dt DEEE

| oL-32600-01-J

#
#
#
# security dotlx authentication-list wcm-rad
#
#
#

(146 =—3°)

ESPERE=]

XZaT7ILEA ML

IPv6 2~ R U777 LA

IPv6 Command Reference (Catalyst 3850 Switches)

WLAN 2~ R U 77L&

WLAN Command Reference, Cisco 10S XE Release
3SE (Catalyst 3850 A A F)

WLAN O E

WLAN 27 4 ¥ a2 L—3 3 A R, Cisco
10S XE Release 3SE (Catalyst 3850 A A~ F)
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IPGWLAN £ %215« DHE |
B PEWLAN &2y T OEEESR

—

IS—Ayt—YFa—4

B Link

TOVY—ADY AT A TT— X v¥—% | https//www.cisco.com/cgi-bin/Support/Errordecoder/
FE LRI B0, ©TTF— A vt— 5 | index.cgi
a—F Y —EMHEHALET,

MIB
MIB MB®!Y >4
KUY Y —=RATHR—FT5HTXTD MIB BIR L7755y F 74+ —2A, CiscolOS V U —

A, BXOYT7 4 —F ¥ £y MZET 5 MIB D
Hom— K2k, DO URLIZH D Cisco MIB
Locator ZfEFH L ¥ 7,

http://www.cisco.com/go/mibs

T AL YR—F

A Link

A ADYR— K Web A N TiZ., A= | http://www.cisco.com/support
AT 7 /Y —IClTL N7 Ty a—
T A VTS T W TAE)IC, v==
TARY —=NLVEIILD LT HEERA T A
VY =R L TWETS,
BHENOREOEFX 2 U7 ¢ fHROEIN S @A
ATFT 572012, Cisco Notification Service (Field
Notice 7> 7 7 &) | Cisco Technical Services

Newsletter, Really Simple Syndication (RSS)
74— R EOKFEY—ERITIMATEET,
VAaDYR— b Web A DY — T T
¥ 24 BERI%, Cisco.com D —H D I LU
X ]754 }“\73§LIZ‘EVC‘\?—O

IPv6 WLAN 3 2 1) 7 1 D#EREH R

ROFIZ, ZOFTV2a— /L THMHLEEZY 2 L, JElOREFHR~DY 7 2R LET,

IPv6 3> T7sXalL—>3> 4 K. CiscolOSXE ') ') — X 3.6SE (Catalyst 3850 X 1 v F)
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| IPEWIAN %2y 71 OBE
IPeWLAN 52 U 7« oigietsss I}

IPv6 WLAN & = U 7 ¢ F&HE Cisco 10S XE 3.2SE =~ ORghE N
ASHLEL
7
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IPGWLAN 2 1) 7 ¢ DRE |
B PEWLAN &2y T OEEESR

IPv6 3> T4 ¥aL—3> HA K, CiscolOSXE ') ') —X 3.6SE (Catalyst 3850 X 1 v F)
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IPv6 ACL D& 5E

* IPv6 ACL DS, 171 ~—
* IPv6 ACL OilfR, 171 ~—¥

* IPv6 ACL ITOWT, 172 ~_—3
* IPv6 ACL DFRE, 175 ~X—¥

* IPv6 ACL O IE L, 176 ~—
* IPv6 ACL Dffgsdl, 183 ~—

* IPv6 ACL ORRERI, 184 ~—
* TOMOBEEE, 189 ~—

* IPv6 ACL OFERETE R, 190 ~—

IPv6 ACL D HIITES 4

IP Version6 (IPv6) 727k A = hua—L U 2k (ACL) ZER L. FNa A v H—7 = A AT
WHTAZEICES T IPV6NT T 4 v I BT 4 VE ) 7 TEET, k., IPVersiond (IPv4)
DOLFIMTE ACL Z1EE L., WHT 2 HELRUTY, £/, AL v FTIPR—R 7 4 —F %
Ty FBBEH L TWDL5EE, AJIv—% ACL Z{ER L ZNEZ#HAL LA Y3IEHRNT 7 1 v 7
BETANZN U TTHIEHTEET,

EENEY D
IPv6 ACL D1ERK, (176 ~<—)

IPv6 ACL O I|[R

IPv4 Tl., FBEHIOEYE P ACL 3 X UOWEIE IP ACL, 4 Rif)X IPACL, B3XUMACACL #HE
TEFE9, IPv6e XV AR— T 20340+ ACL 721 T,

IPv6 32T 0Fal—>3> A4 K. CiscolOSXE |) ') —X 3.6SE (Catalyst3850 X o v F)
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IPv6ACL DRE |
B reAcLizonT

switchiZ CiscolOS XV R — h 9B IPVO6ACL D K3 &2 A — h LETH, —EpsbH Y 7,

* switch/Z, flowlabel, routing header, 3} J U undetermined-transport &> % —7U — RO
aEYR—FLEREA,

* switchl 7 ACL (reflect ¥—V — K) ¥ R—hLEHA,
* switchlX IPv6 7 L — A2 MAC “X— A ACL #@H L EH A,

*ACLEZERETDHHA. ACLIANLENDXF—TU—RIZiX, TN T T v b7 4 —LTHR—
FENDNEI DT LT, FIRFEEIIH Y A, N— U = TEIRENLE R A
H—T A A (MER—HMFEITSVD IZACL 2@HAT 58546, switchld A X —7 = A A
TACL Y AR—bhSnB0E202HBLET, AR—FSInRWEE, ACL OfHINEE
BENET,

A UH—T A ATEHIND ACLIZ, VP R— SN —TU— RERST 7R 2
fa—n o b (ACE) #BINL X9 & T25E, switchlIBIEA V¥ —7 = A AT
SNTWDHACLICACE BNBIMENDZ L2 LETA,

IPv6 ACL [ZDULMT

TR ba— U AL (ACL) X, BFEDA L H—T A A~DT 7B AZFKIBT 5720
WEHASND—HEONL—LTT (e xiX, 8RRy IA4T7 v b ary ha—JOFHA X —
7 A A ping NETENDLDOEMIRT 25 GR EITHEHENET) o switchTRE L7z ACL
X, BHA LA —T 2 A A, APX—U X% A B —T 2 A A, fEBOEBWA L F—T = A A,
FRIFITVATYVARA I TAT U RERVIDT5T—4% 77 4 v 7 OflEHIHO WLAN, H 5\
R IALEREEE (CPU) 8D T X TDO T 7 4 > 7 OfilfEIHlo = e —7 CPUICHEMH TE £
7

meﬁﬁ CHAGRAE ACL Z1ET2 2 b TEET, ZTOX IR ACLIZ, FRENET T 5%
WZRFEDHATDNT 7 4 v 7 T 5720 EHINET,

IPv6 ACL 1%, #1570, %85t, S#EXA— b, %A — el IPVMACL ERICA v a v &H
R—HrLET,

G¥) Fy NT—=JHNTIPVE 8T 7 4 v 7R TEEMNZT BT, IPv6 N T 7 4 v 7 %7 vy s L
¥, DFD, TRTOIPV6 FTF 7 4 v 7 ZHERTHLEIICIPV6 ACL 2% EL., ZNak
EEFITTRTHOWLAN FCEALET,

IPv6 ACL DHEE

AA v FIL, RO 2FEHD IPv6 ACL ZHAHR—hr LET,

*IPv6 —H ACLIX, V=T v RAR—b, AL v TFRBA X —T 4 A (SVD) | F72iT
L' A ¥ 3 EtherChannel IZFRETCTEAVLAVYIA L H—T2A ADT U MTLU K T T 4

IPv6 3> T7sXalL—>3> 4 K. CiscolOSXE ') ') — X 3.6SE (Catalyst 3850 X 1 v F)
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| PeACLOEE

ireacLoEE [

JERFAANTUR 8T T 4y 7 TER— FSNET, IPv6/L—# ACLIE, L—T 1
TENDIPV6 /N7y M LTRTEMA S ET,

*IPv6 R— M ACLIZ, LAV 2A L H—T A ADA LN K T T 497 TETYR—
FEIET, IPv6R— FACLIEZ, £ > ¥ —T =24 RAZEET AT XTOIPY6 /7~ MMkt
LCHEAsnxd,

IPX—RA T 4—F % By FPBEHLTND AL vTFiX, AJIV—F IPv6 ACL 7217 &R — KL
4, AN—bFACL £721XHINV—% IPv6 ACL IV R —FENhEHA,

G¥)

A

PAR—FINRWIPVOACL X E LG E, =7 — A v E—VURERIN, TOREITER
2720 £45 A,

AA v FIX, IPv6 8T 7 4 2 @ Virtual LAN (VLAN) ACL (VLAN~ v ) #H%HAR—FLEH
/Vo

1 ODOA v Z—T A A2, IPvd ACL B L ONIPv6 ACL Oifi 52 & 9, IPv4 ACL D4
LEIEEIZ, IPv6 R— M ACL I3V —# ACL L0 HELEINE T,

*SVIICAJIL—Z ACLBLXURANR—F ACL NEESNTWAEAIZ, A— ~ ACL 23 A
ENTWER—RMIEELE Ty MIR—FACLICk T4V E ) 7 ENET, #
DOMDOR— FMIFEELTZLV—T v RIP X7y ME, v—H ACLIZLE>TTI7 4V H ) T E
NET, oy y MIT4VZ ) T ENFER A,

*SVIIZH /1L —#Z ACLBLXURANFR— FACLBEESNTWAEAIZ, A— ~ ACL 2535
ENTWBER— M
EELE 7Y MIR—FMACLICE>TI7 4V E ) 7 ENET, BEL—T v FIPv6 X

o ME, V—Z ACLICE T I 4N Z V7 E83nEd, oy NI vz ) o0
SNFEHA,

| oL-32600-01-J

G¥)

WD R — b ACL (IPv4, IPv6. E£7-I1XIMAC) N A v Z— T = A A ENTZHE.
FOR—=FACLEZHERA LTy b27 427 L, &"— bk VLAN ® SVIIZ#EH Sz
Jb—4 ACL IZEHR SN E T,

EErEYY
IPv6 ACL DfFERk, (176 ~=—27)
A B =T =2 A ZA~DIPv6 DA, (181 ~—)
WLAN IPv6 ACL DfFRL, (182 =—<)
IPv6 ACL D FrR, (183 ~=X—7)

IPv6 327 4FaL—23> A F, CiscolOSXE ') ') —R 36SE (Catalyst3850 21 v F) |}



IPv6ACL DRE |
B AcLozq7

ACLDZ AT

a—HH1-Y D IPv6 ACL

2—HFH D DACLOEA, TF A FLFHNE LT, BT 7 A#lH= +U (ACE) 723ACS
TREINET,

ACElZzy b —T7 THREINFEFH A, ACE I3 accEss-accept BIE TswitchiZEE &, 7 7 A
Ty MHICEEEH SNVET, VAVYLRZTA4T7 0 R3S Rswitchicr— > 75 L X2,
ACE 23, AAABME LTEEY T4 NV RAET X vB—U THEswitchiZiEE SNFET, —
FH7=D D ACL ZEH LI G IE R — ST ERA,

2 1 JL% 1D IPv6 ACL

filter-Id ACL O34 . 578472 ACE B X acl name (filter-id) 23switch TiR/E S 4L, filter-id D
FI3 ACS TRRESIVET, filter-id Id ACCESS-Accept J& M TswitchiZ 2515 S 41, switchiZ ACE
O filter-id Z/V >y 7 7 v 7 LTvb, 72 I9A4 7 MIACEZ@HALET, 7 FA4 7 b L2034
¥switchic e — I > 742 & &2, filter-id 72T BREE Y T 4 N2 RE T A v — THEBswitch
WiEEENET, =2—¥HZVDACL ZFEH LM77 4 V% ACL XV H— ST EH
Ao HMERswitchid filter-id & ACE 2 HANCERET DL ERH Y £9,

Ay > 0— FA[EE IPv6 ACL
A7 m— RA[RE ACL (dACL) DO3E. 58472 ACE B L Wdacl £1E9 T ACS 721 THRE &
ET,

N

GE) L hr—J X ACL ZRELEE A,

ACS 1 dacl 44 ZswitchiZ %} L% @ access-accept BETEELET, EHIC dact L EFEHL T,
ACE D722 daact 4D ACS |2, access-request B Lo TREREINET,

ACS T access-accept )%/Tﬁif“switch@iﬂrf\ﬁ‘é ACE 254 LET, ATV R T TA4 T DS
HswitchiZmr — I U 742 L &2, dacl BT NEE Y T 4 NV AT A vt —T THEswitch
W ESNET, Hafswitchid, dact 4D ACS — N7 71 AL TACE #BfGELFET,

IPV6 ACL L RAM Yy F XE2 VY

AL 7 <AL —=LIPV6 ACL Z/— RV =7 TYAHR—F L, IPV6ACL 2 AKX v 7 A /38— |
FELET,

IPv6 3> T7sXalL—>3> 4 K. CiscolOSXE ') ') — X 3.6SE (Catalyst 3850 X 1 v F)
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| PeACLOEE
ipsAcLozE [l

A

GE) AA v F AL v 7N TIPVE & 58 BICHESED101E, T X TDAZ v 7 AL R—THLE IP
P—ER T4 —F % &y "BABEH L THWDHLERHD £7°,

HLWAL v TFNRAY v T v A —%BI & E, ACLEREN TR TORAK v 7 AL /"— [T
BENET, AV AALvFIE, FTILWRF v v AZ—=IZ Lo TEHIESNT-REL ORI %
Ly, ARz M) ERFLET,

ACLDIETE, A v H—T oA A~DHEM. £72013A4 v 2 —T7 2 A4 AL OEER™MTbh b e, R
B AR —IIEENEET X TDAZ v 7 A= ZEME LE T,

IPv6 ACL DR TE

IPv6 T 7 40 %7 4 NE ) TTH5AF. WOTFIEEZETLET

I C®HBHIIZ
IPv6 ACL #FHET AEE1E. FHANZTF 2 7L IPva B L ONPv6 SDM 7 o 7 L— kO Wik %
W0 RNH Y £3,
FlEDHE
1. IPV6 ACL #1FREL. IPv6 T 7 A URA N a7 4 FXal—ar T— RERBLET,
2 IPv6ACLN, T 7 4 v 7 %70y 795 () Fod@mdaswts GFFe) LHo>RELE
bé‘o
3 NI T4 I BT AN TTENENGDA L H—T =4 AT IPv6 ACL ZifH L £,
4 A ¥ —T7 A AZIPv6 ACL i L E£3, /—# ACL Tix, ACL 2N @EHIND LA Y3
A B =T 2L AZHIPV6 T RLAZRETHVLENHY 97,
FED
AT REERET7TIYaY =E):Y]
2TFv I IPv6 ACL Z{ER L. IPVv6 TZ/ A VA a7 4 FXalb—3 gy T— Rk
L\iﬁ—o
ATy T2 IPVOACL 2N, NI 74 v 7 %27 my 735 (R Fid@EsBsEs GFr) X
IRELET,
ATvT3 N T4 0BT ANEY U TTHELEND DA X —T = A AIZIPv6 ACL % i
HALET,
ATvT4 A H =T 2 A AZIPVv6 ACL Z A L $£9, /L—& ACL TiZ. ACL 2 EH I
HLAXIALE—T A AIHIPV6 T RLAZRETHLENHY 3,

IPv6 3> T74XalL—>3> A4 K, CiscolOSXE 'J ') —X 3.6SE (Catalyst 3850 X 1 v F)
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IPv6ACL DRE |
B rPeACLOF L RBE

IPv6 ACL DT 7 4 )L FEETE

T 74/ M T, IPV6 ACL IR EFE IidfH ST\ ERA,

tOEES L UVRA v F EDHEEER

*IPv6 L—# ACL 3T v bR TAHLIBRESINTWDLE, Ty MI—FT 17
INFHA, Ny bOab—»NA X —xy Ml A vE2—2 72 a2 (ICMP) F=—
WCEE S, 7L — A ICMP BIERREA v —UNERR SN E T,

TV VR TZL—ARR—=FACLIZk o TRy 7EN5EE. ZO7L—AFT7 0 v
VT ESNER A,

*IPv4 ACL B L NIPV6 ACL Dl 5% 1 DDAA v FEIFTAAL vF 2 X v ZTITHERKR LTZ Y |
A ¥ =Tz ATHWHATEE T, £ ACLIZIT - BEOL4HINLETYT, REFADA
AiZEALLY ET2E, =T — AvbE—URERINET,

IPv4 ACL & IPv6 ACL D1ERN., BL ORI —DLA Y2 A4 F—T =2 ZAEITLA Y3 A
H—T = A A~D IPv4 ACL F 7213 IPv6 ACL O3 HI1ZiE, Bpda~r REHEHLET,
ACL ZftMT 2 DICfh~Teca~r RElT5 L (72L& 21E. IPve ACL OfHINZ IPv4 22~
VREHEHTARE) | 2T — AvE—URERINET,

*MACACL ZfEH LT, IPv6 7L —L% 7 4 VX2 Y7 CEERHA, MACACLIZIEIP 7
LV— AP TR T4 NVE Y T TEET,

=R T AT NEHROLE, REFHAD ACL BT 5 L, 737 v ML CPU IZHEE
S, ACLIZY 7 hv=7 TCEHSNET, "—RU=THR—MZhdbE, ACLRT v Hr—
RENEZLERTAyE—UNary—cfhaEi, Xy MIA v ¥ —T7 =4 ATK
0y 7ENET,

A

GE) BINTCE 72> ACL LRI XA 7D 8w hDF (ipv4, ipv6, MAC) 23
AV B =T 2 AT Ry 7EINET,

IPv6 ACL D% 7E 75 %

IPv6 ACL D 1ERK

IPv6 ACL Z1ERT 5 121%. HitE EXEC E— R TROFIEEZ FEIT L £,

IPv6 3> T7sXalL—>3> 4 K. CiscolOSXE ') ') — X 3.6SE (Catalyst 3850 X 1 v F)
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FIEDHEE

configure terminal

ipv6 access-list ac/ name
{deny|permit} protocol
{deny|permit} tcp
{deny|permit} udp
{deny|permit} icmp

end

show ipv6 access-list

© o NS RN =

copy running-config startup-config

F IR D48

IPv6 ACL D 1E R

A RFERIEFT7II Y

E:)

Z v |configure terminal Ja—n)ary7Z 4 Fal—arE— REBsL
71 £7,
I
Switch# configure terminal
AT |ipv6 access-list acl_name AETEEHLTIPV6e 7 722 UR MEEFEL, IPv6
72 TI7RAUANaAry7 4F¥alb—arE— e
i - HLUET,
ipv6 access-list access-list-name
27 | {deny|permit} protocol BB LB v h BT 5500
73 deny, #FA[7 2¥E1E permit Z45E L E9, KIT,

| oL-32600-01-J

i -

{deny | permit} protocol

{source-ipv6-prefix/prefix-length | any | host

source-ipv6-address}

[operator

[port-number] ] {destination-ipv6-prefix/prefix-length
| any |host destination-ipvé6-address}

[operator [port-number]] [dscp value] [fragments][log]
[log-input] [routing] [sequence value]

[time-range name]

FARZOWTHB L E T,

* protocol (21X, A »Z—F > k 7F'u k)L DAH]
FIIFEFE AT LET, ahp, esp. icmp,
ipv6. pcp. step. tep. udp. FE/ZIXIPv6 7' |
INEGERT O~ 2550 EFEHTEET,

* source-ipv6-prefix/prefix-length F 72 1%
destination-ipv6-prefix/ prefix-length 1%, fEA3544:
FTFF ISR ARRET D R(E T £ 72135655 1Pve
Xy NIV—=7HD0NExRy NU—2 75 AT,
an U XEY D16 By MEEZMEH L7 16 I
X CTHELET (RFC2373 22H) .

CIPV6 LT v 7 A /0 DEEIE E LT, any &
ATTLET,
* host source-ipv6-address & 7213

destination-ipv6-address (213, HE SR E 2 I3FF
PSRBT D MMFE 0 E T2IFSESE IPV6 A8 A b

IPv6 327 4FaL—23> A F, CiscolOSXE ') ') —R 36SE (Catalyst3850 21 v F) |}



IPv6 ACL D 1E R

IPv6ACL DRE |

AV REEETIVa Y

E:)

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

T RLVRAEANDLET, T RLRFau rXY)
Do 16y MEZERA L 16 B TIREL
F7,

* (fEE) operator(ZiL, FRED 7 v k2L DX(E
JEAR— NEIFFE AR — NIRRT A AT
REHRELET, A7 Riid, It (Kv/h&
V) L ogt (KD REVY) L eq (FELVY) | neq (55
L<72\) | range (RIEHIPH) RdH D £,

source-ipv6-prefix/prefix-length 54D & & ® operator
%, FEILAR— MC—ET H20ERHY £,
destination-ipv6- prefix/prefix-length 515 »> & & D
operator [, SESEAR— MI—ET HLENRH Y £,

* (f£E&) port-number (%, 0~ 65535 D 10 HEHFE
721X TCP & A\ MI UDP AR — R D4R TY, TCP
R— P AEHERATEL2DIL, TCPDOT 4 /vF Y
VIR, UDPAR— M EHHTE DD
X, UDP D7 4 V& U v JHIET T,

(&) dscp value # AJ) LT, % IPv6 /X7 v
N~ &' —®@ Traffic Class 7 4 —/V KND 5
7 4 w7 U7 AL DiffServ = — K AR A » Ma
ERAELET, HETEHHMIL0~63 T,

(fEE) fragments # AJJ LT, SEBHTIEARW 7

TITAVNEHERLET, ZOF—U— RBREK
IRENDDIE, 7 a k3 ipve OHFATET T
—g—o

(TR logxfETHE, = MU E—FKT 5
Ny MIBET e Avtb—URar Yy —
WCIRE SN ET, log-input ZHETH L, v
TRV ANA Vv H—T oA ANBMENE
T, BX I —HF ACLTE YR —FEh
£7

(&) routing= A7 LC, IPv6/ /7 > FD/L—
T4 T ERELET,

({EE) sequencevalue # AHJ LT, 77&A Y
AR ATF—FAL NDI—lr U AT EIEEL
F9, FBETE DHPHIL 1 ~ 4294967295 T,

0L-32600-01-J |



| PeACLOEE

IPv6 ACL D 1E R

AV RFEEETIVa Y

S]]

* (&) time-rangename # AJ L C, fERZE7
IXFFAI AT — R A v M S35 R o #pA
EHEELET,

ATy
74

{deny|permit} tcp

{51

{deny | permit} tcp {source-ipv6-prefix/prefix-length
| any | hostsource-ipv6-address}

[operator

[port-number] ] {destination-ipvé6-prefix/prefix-length
| any |hostdestination-ipvé6-address}

[operator [port-number]] [ack] [dscp

value] [established] [fin]

[log]l [log-input] [neq {port |protocol}] [psh]
[range{port | protocol}] [rst][routing] [sequence
value]

[syn] [time-range name] [urg]

(fEE) TCP 77 A VA MBLIOT 7 A%&M%
ERLET,

TCP D& IXtep e AT LET, NTA—HIIAT v
TITHHENTWNWAHRT A—=F LE LTI, KRIZ
IRT AT arDONTA—=EPRBMERTHNET,

cack : WEFRILE (ACK) v bty k

* established : WS S L T-#5kt, TCPF—&% 75 I
IZ ACK 721X RST By hBFEESIN TN DY
&, BE™MTbET,

*fin: TEY bty b BETNOLOT—HIT
TN EH D £H A,

* neq {port | protocol} : FTEDHR— h&FEH LIZ72 0
Ny NETERELET,

*psh: v afiEr >y N v b

* range {port | protocol} : N — ~NFE S DFIFHND X
Ty METERELET,

‘ist: Yy hEY MEYH
*syn: Rty F &y b

curg : BRAKRA X By F kv b

2Ty
75

{deny|permit} udp

11 -

{deny | permit} udp {source-ipv6-prefix/prefix-length
| any | hostsource-ipvé6-address}

[operator

[port-number] ] {destination-ipv6-prefix/prefix-length
| any | hostdestination-ipvé6-address}

[operator [port-number]] [dscp value] [log][log-input]

[neqg {port |protocol}] [range {port |protocol}]
[routing] [sequence value] [time-range name]

(EE) UDP 727 A VA NBIOT 7 A%t
EFRLET,

a—WF =2 7T N Tr haLOEEE, udp A
JILET, UDP/XT A—Z X TCPIZH L Tt =4
TWAHNRT A=K ELFRILTY, 7272 L, [operator[port]]
DAR— b FFEZIIAR— b1, UDP R— FDE
FFARTRTNERY WA, UDP LA
established /X7 A — & [ Z 5T,

2Ty
76

| oL-32600-01-J

{deny|permit} icmp

P -

{deny | permit} icmp

{source-ipvé6-prefix/prefix-length | any |

ULE) ICMPT 7 A U XA NBIOT 7B A%M%
TEHELET,

A B2 —Fy Ml A vE—2 781 b2 VOLE,

icmp # A LET, ICMP /XT A —Z|IAT v 7 3a

IPv6 327 4FaL—23> A F, CiscolOSXE ') ') —R 36SE (Catalyst3850 21 v F) |}



IPv6 ACL DERE

B reAcLo%ER
ARV RFERRETI a3 B#J
hostsource-ipvé6-address} DOIP 72 haLoiBIcH A RTA—2LITEALE
[operator [port-number]] NN N 5 ° S -
{destination-ipvé6-prefix/prefix-length | any | FICTTR, ICMP A vy E—Y ZA4 7B VP=a—R
hostdestination-ipvé6-address} /\o§ ){ »__g 75)3573[] éﬂ(l/\ijﬂ 7‘]_70\‘/ - ‘/@ﬂﬁ—-
[operator [port-number]] [icmp-type [icmp-code] °
| icmp-message] [dscpvalue] [log] [log-input] U—ROEWRIIKRD LB T,
[routing] [sequence value] [time-range name]
*icmp-type : ICMP X v&— XA 7 TT7 4V ¥
Vo T3 H5EICATILET, HETE HHD
#PAIZ, 0~ 255 CT7,
*icmp-code : ICMP /X% b % ICMP A v &—¥
=R XA T TTANE Y TTHEEICAN
LET, HETXDEOHMIL., 0~255TT,
* icmp-message : ICMP /X7 > % ICMP A vt —
VHATHEIILICMP A v —Y XA T L
A= RLETTZANZ Y T L5 LE
T, ICMP A v =V DA THBLRa—FR
DY A MIOWTIE, ?F—ZfEHT L0, £
X)) —ADavwr R 77 LU RAER
LT 7EEN,
AT |end ¥i#E EXEC E— RICEY £7, F/. Cul+Z F—%
71 LT, Fo—Larv7 4 Fal—var £—
A FafkTTEET,
Switch (config)# end
AT |show ipv6 access-list TIEA VA NOBREEWRLET,
78
fi
show ipvé6 access-list
R |copy running-config startup-config EB) av74Fal—vary 774 NVICRES
79 RAEELET,

1 -

copy running-config startup-config

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

EENEY D

IPv6 ACL OfiHesRME, (171 _—2)
IPv6 ACL O, (172 X—7)

A B —T 2 A A~D IPv6 DI,

WLAN IPv6 ACL DYERK,

IPv6 ACL R, (183 ~L—)

(181 ~2—73)
(182 =—2)

0L-32600-01-J |



| PeACLOEE
1va—2x42~0 P 0ER [

A3 =T x4 A~D IPv6 DiE

TR, XY NU— A F—T x4 AT IPv6 ACL T A FIEICOW T LEST, L
AV 2BIRLA YIS Z—T oA ADREERITERE N T 7 4 v Z7IZIPVOACL 2 @A T £
T, IPV6ACLIZL A Y3 A H—T A ADFEEEL N T 7 4 v 7 I TEHTE £,

A BE =T 2 ANDT 7 AZEHET D%, K EXEC T— R THROFIEZEITLE T,

FIEDOHE
1. configure terminal
2. interface interface id
3. no switchport
4. ipv6 address ipv6_address
5. ipvé traffic-filter ac/ name
6. end
1. show running-config interface tenGigabitEthernet 1/0/3
8. copy running-config startup-config
FIEDFH
ARV KRFERETIVa Y B&Y
ATy configure terminal Ja—r)arZ 4 Xal—vary ET— RRefBLE
R
i -
Switch# configure terminal
AT T2 interface interface id TIEA YA NEPBEATALALA Y2 X —T =1 A
(R—HMACLH) F7ELAV3IRA v FfEA 5 —
1l - , , , TxzAA b—% ACLH) ZHELT, A1 F—T =
Switch# interface interface-id LA Ay T4 X¥al— gy B— REBBLEST,
ATvT3 no switchport LAY2E—F (F74/V 1K) »HLA¥3E—RIZA
PHA—=T A AEEELET Ob—F ACL Zi# ¥ %
151 : BaDR)
Switch# no switchport
ATvT4 ipv6 address ipv6_address LAY3IAf o H =T A Ob—% ACLH]) TIPv6 7
RLZ2ZRELET,
i - GE) Zoavwr NI, A V2407 —=T AR
Switch# ipv6 address ipv6-address ClE. FEA L H—T oA Xﬂl%ﬁ?[ﬂ/‘]fcﬁ
IPv6 7 R L ADTRE SN TWDHHEITIE, &
HH EH A,

IPv6 32T 0Fal—>3> A4 K. CiscolOSXE |) ') —X 3.6SE (Catalyst3850 X o v F)
| oL-32600-01-J



B WiAN P ACL O fERE

IPv6 ACL DERE

AT RFEREETOVa Y

E[:b)

ATvT5

ipv6 traffic-filter acl name

£ :
Switch# ipvé6 traffic-filter
access-list-name {in | out}

AH—T 2 AA ADER I T 74 v 7 FT3RENT
T4 IWT A VA NE#EHLET,

ATvT6

end

51 -

Switch (config) # end

M EXEC E— RIZREV 9, F7, Cul+Z ¥ —%#f
LCh, Fm— a7 4 F¥al—raryE— K%
KT TEET,

ATy T1

show running-config interface
tenGigabitEthernet 1/0/3

i -
Switch# show running-config interface
tenGigabitEthernet 1/0/3

Current configuration : 98 bytes
|
interface TenGigabitEthernetl/0/3
switchport mode trunk
ipv6 traffic-filter MyFilter out
end

REDHE LR LET,

ATvT8

copy running-config startup-config

&1 -

copy running-config startup-config

FLET,

BEErEYY
IPv6 ACL D1ERK, (176 ~—)
IPv6 ACL O, (172 X—7)

WLAN IPv6 ACL OfERK, (182 ~X—7)

IPv6 ACL R, (183 ~*—)

WLAN IPv6 ACL D 1ERK

FIRDHE

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

1. ipv6 traffic-filter acl ac/ name

2. ipv6 traffic-filter acl web

0L-32600-01-J |



| IPveACLD

BRAE

irveacLoiR

FIEDFHHE
AU RFERET7TIVaY B#Y
2Ty F1 ipv6 traffic-filter acl ac/ name £ HiftE WLAN ACL Z1ERk L £ 7,
il -
Switch (config-wlan)# ipv6 traffic-filter acl
<acl_name>
2Ty T2 ipv6 traffic-filter acl web WLANACL O FHTRRAEZ (R L £ 7,

1 -

<acl_name-preauth>

Switch (config-wlan)# ipv6 traffic-filter acl web

Switch (config-wlan)# ipv6 traffic-filter acl <acl name>
Switch (config-wlan) #ipv6 traffic-filter acl web <acl name-preauth>

HErEYD

IPv6 ACL DAERE, (176 ~=—2)
A B —T A A~D IPv6 Dt [,
IPv6 ACL DL, (172 =X—2)
IPv6 ACL D#oR, (183 ~=—)

IPv6 ACL (D FE %

IPv6 ACL )R~

1 DEITHEEOFHE EXEC 2~ REMFH LT, EFADTRITOT 7R VAR, T
DIPv6 T A VAN, R EDT 782 VR MIETAEREAF R TEET,

FIED

(181 ~<—7%)

ARV KRFEREETI VY

B8

ATy T

show access-list

Bl :

Switch# show access-lists

switchiZRRE SN2 X TOT 78 A U A P aFoR
LET,

| oL-32600-01-J

IPv6 3> 4F¥aL—23> 54 K, CiscolOSXE ') ') —X 3.6SE (Catalyst 3850 X o v F) B



B reAcLOBESR

IPv6ACL DRE |

ATV RFERET7TII Y B#

ATvT2

show ipv6 access-list acl_name REFHDTXTOIPVG6 77 EBA VA NEIZL
it &Enz=727t%2 VR h&2FRLET,
Bl :

Switch# show ipv6 access-list
[access—1ist-name]

EErEYY
IPv6 ACL D1ERK, (176 =—2)
A H =T 2 A A~DIPv6 DR, (181 ~—)
WLAN IPv6 ACL DfERL, (182 ~<—<)
IPv6 ACL DHEZE, (172 =—%)

IPv6 ACL ) =% 7E /31

{1 - 1IPv6 ACL D 1ERK

WIT, CISCO L A4BINTIT N IPv6 T 78R UA NEHRETAHZRLET, UAXMNOE
WO ET Y R UL, 56858 TCP A — h&EE23 5000 LD KREW ATy had_XTHALET, 2
O DOEHR T b UL, B{E7C UDP AR— &5 5000 KD 37 » hEHELGLET, £/, 2
D2F/EODOIESR L FUIE, I X_XTO—HE2ar V— I IERLET, URANNORYDOF ]
YUK, TRTCOICMP N7y h&2FALET, UARMNDO2EFOOHFT hU L, ZOfh
DT RXRCTDO NI 7 4y 7 EFALET, BBROEEEDRMENKIPv6 77 A U A NDEKREIZ
HHT=H, 2F/BDOFHF T bV IIHLETT,

G¥)

gXLTE, LAY 3A L E—T 2 A ATOLYR—FENET,

Switch (config)# ipv6 access-list CISCO

Switch (config-ipvé-acl)# deny tcp any any gt 5000
Switch (config-ipvé6-acl)# deny ::/0 1t 5000 ::/0 log
Switch (config-ipvé-acl)# permit icmp any any

Switch (config-ipv6-acl)# permit any any

{5l : 1Pv6 ACL & FH

Jj P>

WIZ, VAF¥3IA L EZ—T A ADRIENT 7 4 72k L T, 7278A U R B Cisco AT
LB R LET,

Switch (config-if)# no switchport
Switch (config-if)# ipv6 address 2001::/64 eui-64
Switch(config-if)# ipvé traffic-filter CISCO out

4F¥a1L— 3> 4 K, CiscolOSXE ') ') — X 3.6SE (Catalyst3850 X 1 v F)
0L-32600-01-J |



| PeACLOEE

g wpveactoxr [l

{5l : IPv6 ACL D F 7~

51 - RA XA

FIRDOHE

| oL-32600-01-J

IZ. show access-lists 554 EXEC =2~ RO OBl ZRLET, HAOKIE, A vTFEHIT
A 9F AE 9 VIR EFLDTRTOT 78 A U A SDNERENET,

Switch #show access-lists
Extended IP access list hello
10 permit ip any any

IPv6 access list ipvé

permit ipv6 any any sequence 10

KIZ. show ipv6 access-lists ffff EXEC 2~ > RO OB 2R LET, HAIZE, A4 v FEizix
AL T ALy TITREEHDIPV6 T 7 A YA MNIFRFRENET,

Switch# show ipv6 access-list

IPv6 access list inbound

permit tcp any any eq bgp (8 matches) sequence 10
permit tcp any any eqg telnet (15 matches) sequence 20
permit udp any any sequence 30

IPv6 access list outbound
deny udp any any sequence 10
deny tcp any any eq telnet sequence 20

w k)24 & NS HEHEIDERTE

CDHAT T, BEIOTVAYXY VA T TA4T v MNEERIEFEROEBH RAICHEI LN
£921Z, RAARAT Y bR Y —%AERT D HIEICOWTHA LET, FEERY A T~ LT Xy
APMRAIZ, avbe—FI2LoTREY MVENET,

IZC®H5HIIC
7IAT v b=V TIPV6 A X —T VT LET,

configure terminal

ipv6 nd ra-throttler policy Mythrottle
throttle-period 20

max-through 5

allow at-least 3 at-most 5

switch (config)# vlan configuration 100

ipv6 nd suppress

ipv6 nd ra-th attach-policy attach-policy name

© e NSO G RwDh =

end

IPv6 3> 4F¥aL—23> 54 K, CiscolOSXE ') ') —X 3.6SE (Catalyst 3850 X o v F) B



| Bl :RAROw k12 E NS IS DT

IPv6ACL DRE |

FIE
ARV RFERIEETI3 Y B#Y
2Ty T1 configure terminal Jsua—s b ar7 4 Xal—varytT— e
BLUET,
il -
Switch# configure terminal
2Ty T2 ipv6 nd ra-throttler policy Mythrottle Mythrottle Y9 RA A1 v b T KU v —%{ERK
LET,
il -
Switch (config)# ipv6 nd ra-throttler policy
Mythrottle
ATvT3 throttle-period 20 2wy MU T M D REFRRE 7 A v b &
RELET,
{1
Switch (config-nd-ra-throttle)#
throttle-period 20
ATvTa max-through 5 TFRET D RA O 2T L £,
£
Switch (config-nd-ra-throttle)# max-through
5
ATvT5 allow at-least 3 at-most 5 I RA DNIEE SR, [MlRkE 7 A ok
TETHREIND RA DEERELET,
1 -
Switch (config-nd-ra-throttle)# allow
at-least 3 at-most 5
ATYT6 switch (config)# vlan configuration 100 vlan H7- 0 OFEEXVER L £,
A1) :
Switch (config)# vlan configuration 100
ATvI1 ipv6 nd suppress Vlan TRAN—EREZT 4 =T VI LET,
il -
Switch (config)# ipvé nd suppress
ATFv T8 ipv6 nd ra-th attach-policy attach-policy name |)L—% 7 RARZ AL XAV h 2ay N V7% A
=T M LET,
il -
Switch (config)# ipv6 nd ra-throttle
attach-policy attach-policy name
ATvT9 end FEEXECE— FIZEY £9, 7. Cul+Z ¥ —
EWLTYE, ZFo—Lar 7 4 ¥al—a
i Y E— R T TEET,

Switch(config)# end

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

0L-32600-01-J |



| PeACLOEE

Bl : RA Hi— kR O—DERTE

FIEDHEE

F IR D8

ipv6 nd raguard policy MyPloicy
trusted-port

device-role router

interface tenGigabitEthernet 1/0/1

ipv6 nd raguard attach-policyMyPolicy
vlan configuration 19-21,23

ipv6 nd suppress

ipv6 snooping

© P NOO e WwN =

. ipv6 nd raguard attach-policy MyPolicy
10. ipv6 nd ra-throttler attach-policy Mythrottle

15'] :RA 73— F 7|'\°I) :/_O)EQE

ARV RFEREETI 3y

B8

&M

ipv6 nd raguard policy MyPloicy

B -

Switch (config)# ipv6 nd raguard policy MyPolicy

ATy T2

trusted-port

1 -

Switch (config-nd-raguard)# trusted-port

FRTHERLERY —DE#HTE SR —
=7,

ZRE L

ATvT3

device-role router

i

Switch (config-nd-raguard)# device-role
[host|monitor|router|switch]

Switch (config-nd-raguard)# device-role router

FRETIERL LB TE 24— MIZRA
BAIRERMETE D7 A A& JE

Ak
#LETS

ATvT4

interface tenGigabitEthernet 1/0/1

1
Switch (config)# interface tenGigabitEthernet
1/0/1

BHTE DT/ AUTA v o =7 = A A%
ELET,

ATy T5

ipv6 nd raguard attach-policyMyPolicy

i -
Switch (config-if)# ipv6 nd raguard attach-policy
Mypolicy

K= b2 HZAE LI RA ZFHT 5 &L 5 ITH

Ui—%

A==

AxX A&

L. &kt LET,

| oL-32600-01-J
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IP6ACLDEE |
B 5 Pe A= AT T ORE

OV RFEREETI3 Y B#)
ATv 76 vlan configuration 19-21,23 TJAYVLA T TAT 2 MO vlan ZRELE
‘d‘o
i -
Switch (config)# vlan configuration 19-21,23
ATvI1 ipv6 nd suppress HEML ECND A v —2 20 L £,
i -
Switch (config-vlan-config)# ipv6 nd suppress
ATvT8 ipv6 snooping IPV6 N7 7 4 v 7 EX Y T TFy LET,
1
Switch (config-vlan-config)# 1ipv6 snooping
ATFvT9 ipv6 nd raguard attach-policy MyPolicy TJAYL AT TFA T FOvlanlZRA T — K
WY =% LET,
il -
Switch (config-vlan-config)# ipv6 nd raguard
attach-policy Mypolicy
257w 710 ipv6 nd ra-throttler attach-policy Mythrottle TJAXY VAT TFA4T7 2 bDvlanlZRA A1 v
N7 R v—EHEkE L ET,
i -
Switch (config-vlan-config) #ipv6 nd ra-throttler
attach-policy Mythrottle

Bl IPV6 RA IN—INA VT 4 VT DERE

FIaDOHE
1. ipv6 neighbor binding [vlan ]19 2001:db8::25:4 interface tenGigabitEthernet 1/0/3 aaa.bbb.ccc

FIEDEFH

ATV RFERETOIVaY B#
X w71 |ipv6 neighbor binding [vlan ]19 2001:db8::25:4 interface | %12 5t MAC 7 K L 2 & L T aaa.bbb.ccc 23R E X 1L

tenGigabitEthernet 1/0/3 aaa.bbb.ccc 7oA v B —T = A A tel/0/3 24 LT VLAN 19 Ti¥

BT 25 BIZDOBANIRAA 73—2001:db8::25:4 &

1 BE L THEE L 97,

Switch (config)# ipv6 neighbor binding vlan 19

2001:db8::25:4 interface tenGigabitEthernet 1/0/3

aaa.bbb.ccc

IPv6 3> T7sXalL—>3> 4 K. CiscolOSXE ') ') — X 3.6SE (Catalyst 3850 X 1 v F)
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zotommzss W

Z D DEEE R

ESPERLYS! RZaTFILEA L

IPv6 2> R U757 LA IPv6 Command Reference (Catalyst 3850 Switches)

ACL &% TE Security Configuration Guide (Catalyst 3850
Switches)

IS—FAyte—C 734

5 BA Link

TOVY—ZADI AT A TT— A vb—% | https://www.cisco.com/cgi-bin/Support/Errordecoder/
W LMRRT B 10lc, =F— A yw—v 5 |indexcgi
a—F Y= EEHLET,

MIB
MIB MB®D'Y >4
AKY Y —ATHR— T 59TD MIB BIRL7-7F Y h 74+ —24, CiscolOS VU —

A, BXORT7 4 —F ¥ £y MZET 5 MIB D
A rm— RiZiX, RO URLIZH D Cisco MIB
Locator ZfiH L ¥ 7,

http://www.cisco.com/go/mibs

IPv6 3> T74XalL—>3> A4 K, CiscolOSXE 'J ') —X 3.6SE (Catalyst 3850 X 1 v F)
| oL-32600-01-J


https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
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IPv6 ACL D H4RETE$R

TIOZhILYR—F

IPv6ACL DRE |

Bl

Link

VAaDYR— bk Web A FTIE, vAaD
AT 7 /) nY—IClT 2 R T T a—
T A TR TN TA LI, w==
TNARY —=NVEILD LT LEERA T A
VY —=2%&#MEL TWET,
BHENORGOYEF 2 U7 ¢ fHFERCEIN G R A
AFT5H7=0IZ, CiscoNotification Service (Field
Notice 7> 7 7 = &) | Cisco Technical Services

Newsletter, Really Simple Syndication (RSS)
74— R EOKFE—ERITMATE ET,

VAaADYR— bk Web YA FDOY—)UZT s
T 294 BEL. Cisco.com D—H ID B LU/
A ]7"— ]‘\‘7‘1)‘)‘%‘%‘?#0

http://www.cisco.com/support

IPv6 ACL (D #RETR R

WDORIZ, ZOFTY 2—/V T L7-#EEZ Y XA h L, ED

EFR~DY 7 R LET,

Hae )1)—2x EERNR

IPv6 ACL #HE Cisco 10S XE 3.2SE = DORgEE)NE
AShEL
7o

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

0L-32600-01-J |


http://www.cisco.com/support

IPvb Web n:L,\nIEo) J'l-

* IPv6 Web SRGEDHIFESRM, 191 ~—
* IPv6 Web BGEDIR, 191 ~—

* IPv6 Web F8FEICDOWT, 192 ~—

* IPv6 Web iBGEDRXE 1L, 193 ~—
* IPv6 Web ZFEDHERD, 200 ~=—

* TOMOBEEE, 201 N—

* IPv6 Web RRGEDFERENG #H, 202 ~—

IPv6 Web FEZEDRITRE M4
IROFREZ . IPv6 Web ik 4 BltGT D RICAT 5 LERH Y £,
*IPV6 TNA A NT xS
*IPv6 DHCP A X —E 7
*wlan ED802.1x ¥ A T DX 2 VT 4 &T 4 E—T VI LET,
* 2 WLAN (213, vlan 3BEM T SN TWHRERH Y £,

* 77 4 /)L b wlan % 7E % shutdown 7> no shutdown (22 % L £,
EENEY D

WLAN Ot Fx = U T 4 DA F—T 4k, (195 ~—)

IPv6 Web 3 RAics nIE D ﬁ'-TIJ BE

ROBIFRIL, IPv6 Web sBREDE A IC#EH S E T,
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IPv6 Web Z3EDEE |
B rewen BEICOLT

EErEY Y
WLAN D&% =2 UF 4 DA x—7 4k, (195 =)

IPv6 Web F2EEIZDLNT

Web #83EIZ. LAY 3 EX2U T AETT, switchTlE, Ao —H—4 L2V —FKEA
NTDHET, EDIZ FAT L "D IP N7 7 4 v 2 (DHCP 35 X O DNS B N7 > kB
) ZHEELET, 2TV D N ERBIIAT U b a2—T 4 VT 4 ZLELE LN
FNRBIEFRTT, —MRICWeb AFIZ, F2A N 727 EBR %y NU—27 2R 5 EE M
LE7, HTTP & HTTPS W FN6ED NT7 7 4w 7T, RX=I Bl v XR—=V R RTED
oL FET,

GE) Web BiEIL., 7 — XL 2R3, @EI, EENEICEEICRD Sy b ARy MEE
WX v U RRBERO VIR N T /A L TCHERAENET,

WLAN 1, Web X—RFFFOEF 1) T4 WebAuth & U THREINET, switchlitkDZ A 7
® Web /\‘_qunﬁ%"j-j—‘_ k LTb\iﬁ‘

*WebZBIE : 75 AT MDA Web X— W27 LF o v /LEZ AL, RIZWlan 2> ha—F
ﬁ:iof@nﬁéﬂij‘o

* Web [[E : Wlan =2 b 2 —F (&, [Accept/Deny] RN ¥ U BHE INTZAR Y — =Tzl
LET, Xy NI—2IZT7 78ATBHITIE, [Accept] R¥ &7 U w7 LET,

EZ3

l

— I Wlan 134 —7 U BGEHICRESNE T, 2F 0., LAY 2iGER LT, Web X—ZADF
FEA D= RALPMEESND EXICHRESNE T,

=71 = O
Web 25E 7 01X
WDA X2 ME, WLAN 2 Web BFEAICERE SN TWAEHEITREL FT,

ca—HIE, Web 7 7 UHFEPE, URLY RLRAE LT, =& X, hup://www.example.com

ZANNLET, Z7IA47 2 ME. ZOURL D DNS BERAEZXEEFLT, 585D IPT FL A%
5 L £, switchiZ DNS Bk & DNS H— /T3 82 L, H— 3350 58 www.example.com
DIPT FUARZENTWDDNSIEETIRELET, RICINABIATYLRA T TAT b
(ZHAE S IVE T,

I IAT L ME SEIP T FUATTCP 84 Z 9 & LET, wwwexample.com D 1P 7
FLZ5CHD TCP SYN N7y b &k LET,

*switchiZIZ 27 74 7 & MIRE SNV —D3 & Y | wwwexample.com D7 v %3 & L TR
TEXEXA, wwwexamplecom DIP T RLVAL LTOXREFEITLE EHIZT T4 T T TCP
SYN-ACK 37y baERLET, 7 74T ME, AV—=U A TCP Y R =Af V&5 T
T LT TCP ACK /7 v b &R L, TCP Bk e &I S E T,
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| 1Pv6Web BRI DR E

ipveWeb 2itnzESE I}

* 7T 47> M. wwwexample.com 55 CD HTTP GET /37 v h & X([E L E T, switchizZ D
Nry NeA v Z—7 R L, VA L7 MUWBEHIZEF LET, HTTP 7T 7V r—va v
= T AlE, 7747 MIE o TERIIZHTITPGET ~DJt%& & LC, HTML AKX
AU LIEELET, ZOHIML TlE, 7 74 7 & Maswitch®D7 7 4 /L b D Web ~—

(7= & 21X, http://<Virtual-Server-IP>/login.html) |\ Z#A5 SV E T,

* I TAT NI, T2 I wwwexample.com 7R EDIP T KL A& D TCPHHeZ AL £,

C IS AT v MIMEEIP ICBEIT A 5EA1T., switch®{RIBIP 7 RLUATTCP ¥ r o o &
LEJ, switchiZ, {KAEIP JHD TCP SYN N4 v & XELFT,

* switch/Z TCP SYN-ACK TiIRZE L., 72 94T MINVy Ry A 7 %5 TT AH71-HIC, TCP
ACK ZswitchiZ & L £,

CTTAT Y NI, vl Ay N=TOHEROT=OI, AAETP 56 T D /login.html FIZ HTTP GET
EEELET,

* ZOERIE, switch®d Web h— 3 TEFAI S, = NZT7 740k n 7 A v X=UTIHE
LET, 77947 I, 22— Rl Ao TCEBH 7730 o4 RuTarfy =Y
EEELET,

EErEYD

WPA OF 4 &—7 1k, (193 ~<—)

WLAN Ot Fx =2 U7 4 DA x—7 4k, (195 3X—)

WLAN O/8F X —H% < 7 DA F2—T 4k, (195 =X—)

WLAN OFEEEY A F DA R—T Ak, (196 ~—)

7' —s3L Web #8GE WLAN /XT A —H& < v 7 OE, (196 =—)

WLAN OF%GE, (197 ~—7)

Ja—nN)arZ 4 Xal—vary ET—RDIPv6 DA 1x—7 L, (199 ~—)
NI A—=H <y TORER, (200 ~—)

FOREY A N ORERE, (200 ~—2)

IPv6 Web ZEEE DR E 77 7E

WPA DT 14— L1k
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[T L& BHIIC

802.1x T 4 E—7 M LET, *&“E"J&Webnwﬁ“ﬂi LAY 28X 0T 2ERALER
Ao VAY2EX2 T 4 2HIRT AT, ZOREEHEALET,
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B waoF t—JiLtk

IPv6 Web RS DHE |

FIROWE
configure terminal
. wlan testl 2 testl
. ho security wpa
FlED
ARV KRFERETI VY B
2Tv 1 configure terminal ra—pary7 4 Xal—grF— N5H
BLET,
i -
Switch# configure terminal
ATv T2 wlan test] 2 test] WLAN ZAER L, SSID #%I0 4 TEJ,
1 -
Switch(config)# wlan testl 2 testl
ATvT3 no security wpa Wlan [ZxF LC WPA OHAR— &7 1 &—7 1

11 -

Switch (config-wlan)# no security wpa

I LET,

RDIEZE
WhaAFX—T WM LFET,

* X2 U7 Web ik
CNT A —H a—h)

¢ FRREY A b

EENEYD

Web J8RE7 1t A, (192 X—)
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| 1Pv6 Web B5E D

WIANDtEF 21T 1 DA4r—T )Lk

WIANOtx1 T 01 x—T0t I}

FIROWME
1. parameter-map type web-auth global
2. virtual-ip ipv4 192.0.2.1
3. virtual-ip ipv6 2001:db8::24:2
FIED
AR NFEERETIVa Y EL:3)
25y T parameter-map type web-auth global F RO Web 73 wlan 12/5F A— 4 <
TaewEHLET,
i -
Switch(config) # parameter-map type web-auth global
RTFw T2 virtual-ip ipv4 192.0.2.1 RS — 7= A DIPVAT RL A% EZL
=7,
il -
Switch (config-params-parameter-map)# virtual-ip
ipv4 192.0.2.1
2Fv T3 virtual-ip ipv6 2001:db8::24:2 AR — b = A DIPV6 7 KL AZEFHR L

1

Switch (config-params-parameter-map)# virtual-ip

ipve 2001:db8::24:2

iTo

WLAN D/XS5 A —B 7w TDA %—TIJL{L

FIEDHEE

| oL-32600-01-J

EELEY D

IPv6 Web FRGEDFITHESA:, (191 ~=—)

IPv6 Web RFEDHIFR, (191 ~=—)
Web FREE 7 mt A, (192 _X—3)

1. security web-auth parameter-map <mapname>
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IPvé Web SBEEDEE |
B WANOZEEUR FDAR—T L

FIEDFH
ARV RFEREET7TIVa Y E]:g]
& A security web-auth parameter-map <mapname> wlan FH D Web L% A 2 — 7 /L L., /3T
A—H = FEMER L ET,
1 :
Switch (config-wlan)# security web-auth parameter-map
webparalocal
EErEYY
Web FBFE7 A, (192 =—)
WLAN DEEEEY) X DA +—TILE
FIEDBE
1. security web-auth authentication-list webauthlistlocal
FIED
ARV NEREETI V3 Y =[]
ATvI1 security web-auth authentication-list webauthlistlocal |wlan F§® Web Filx A4 xr—7 /L2 L, u—7h

JU Web #EGED A b %?«FEE L/EE7f
1 -

Switch(config-wlan)# security web-auth

EErEY Y
Web mqu7 =4 ’IZX (]92 /\0*_‘\‘/)

7\\ a—y <)L Web u:L.\nIE WLAN /\7 A — 9 < J @E&IHE

ZOFEFEHAL T, Za— U0 Web 3E3F WLAN 2R EL., NTA—F v FH2BMLET,
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| 1Pv6 Web B5E D

BRE

wanozz W

FIEDOE
1. parameter-map type webauth global
2. virtual-ip ipv6 2001:db8:4::1
3. ratelimit init-state-sessions 120
4. max-https-conns 70
FlEDEFHE
OV RFERETOIVa Y B
&R parameter-map type webauth global Ta— NV WebiBiFZiRE L, NI A=K <o T &
BMLET,
i -
Switch (config)# parameter-map type webauth
global
25y T2 virtual-ip ipv6 2001:db8:4::1 RAADTA Y LRI FAT > NCERR SN B IRAE
F—h 7z IPT RLAZERLET,
i -
Switch (config-params-parameter-map) #
virtual-ip ipv6é 2001:db8:4::1
ATv73 ratelimit init-state-sessions 120 7 a— L L— FIREZ3%E LT, switch T Web 27
TAT MPMEMTE DRz dIR L, A — 13—
i T7IvT 4 T HEEIELET,
Switch (config-params-parameter-map) #
ratelimit init-state-sessions 120
ATvT4 max-https-conns 70 F—=N—=T T T 4 T REEILT D72, switch

i -
Switch (config-params-parameter-map) #
max-http-conns 70

THAT SN2 http RO AT ZE L £,

WLAN O
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EErREYD
Web FEE 7t 2, (192 ~<—3)
WLAN OE, (197 ~—)

=L =2

ax AE

XL BHIIZ

* WLAN IZ, Vian 23BHHEA T SN TWAXRERNH Y £, T 74/ F T, H LW Wlan 135
AR EEMIIS CCTAEBETE 5 Vian L IZEHHEF T BN FET,
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IPv6 Web S2sE0HEE |
B wanosz

* WLAN % no shutdown | EL T, A 32— W LET, T 74/ hTiX. Wlan X shutdown
NI A—=BTEEIIN, T4 E—=TNLTT,

FIEDHEE

wlan /

client vlan interface ID

security web-auth authentication list webauthlistlocal
security web-auth parameter-map global

no security wpa

no shutdown

N o a R wbh =

end

FIED

aAv YU RKFERET7TII Y B &
2Ty I wlan / wlan Z1ERE L. SSID #EIv ¥ Tx4,

11 :
Switch (config-wlan)# wlan 1 name vicweb ssid
vicweb

ATFv T2 client vlan interface ID P54 T NEvian A X —T = A AZEID Y
"C\ij_o

151

Switch (config-wlan)# client vlan VLANO0136

ATv7T3 security web-auth authentication list wlan FHD Web R/ T LT,
webauthlistlocal

£ :
Switch(config-wlan)# security web-auth
authentication-list webauthlistlocal

ATy T4 security web-auth parameter-map global wlan |2/ 8T A— &% v v PR/ ELET,

1 :
Switch(config-wlan)# security web-auth
parameter-map global

ATvT5 no security wpa wlanDEx =2V F 4 RV —%FHELET, =
Z LV wlan 2341 X —T W27 0 F97,

i
Switch (config-wlan)# no security wpa

ATvT6 no shutdown Wlan Z#&E LT, A R2—7 /M LET,
i

Switch (config-wlan)# no shutdown
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| 1Pv6Web BRI DR E
go—maviqs¥ar—vavE—roPwosrx—Jut [

ARV RFEEETIa Y By
ATvIT1 end Fi#E EXEC E— RIZR Y £7°, F7/=, Cul+Z
F—AZMLTHL, Fo— L ar 7 X2l —
B : VaryET—REKTTEET,
Switch (config) # end

EErEYY
7't —s3)L Web 385FE WLAN /8T A —4% < o 7 O%E, (196 ~<2—)
Web ZiF 7ot 2, (192 ~=X—)
Jra—r L arZ 4 X2 lb— gy T— RO IPv6 DA F—7 4k, (199 ~—)

SgAa—N\)LarI4FXaL—a E—FDIPV6 DA ~—T)LiE

Web ZAFHICZ m— 3L 20 T 4 Fal—a D IPv6 A4 F—T7 M2 LET,

FIEDHE
1. configure terminal
2. web-auth global
3. virtual IPv6
FE D
ARV RFERIETI3Y B
ATy configure terminal ya—)ar 7 4 ¥al—var ET— RERHBL
S5
i) :
Switch# configure terminal
ATvT2 web-auth global WNIRA—=H <=y TDEAT% Web Bk b LT/ m—
PSIZRELET,
fAi :
Switch (config) # parameter-map type
webauth global
ATvT3 virtual IPv6 Web FRFEA DA TP & LT IPv6 Z I L £ 97,
GE) Web #2GEH OB TP & LT IPv4 23R
A : HTEHLTEET,
Switch (config-params-parameter-map) #
virtual-ip ipvé
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o IPv6 Web RS DHE |
IPv6 Web F25EDHERE

EENEY D
WLAN OFE, (197 ~—)
Web f8iE 7t A, (192 ~<—7)
NI A=H =y T OB, (200 X—)

IPv6 Web Z2 5 D FEEE

INSA—B Ty TOIER

Wlan (Z5xf U CRRE LT/ T A —4% < v 7% HERT 5121, show running configuration =~ > K

ML ET,
FIEDHEE
1. show running config
FlaDFH
ARV RFERRETIVa Y =)
ATv T show running config sWitthOFEI T 7 4 F a2 b—r g VR E2F R LET,

NRIRA—R <2 TFDT Ly FEITOREREZFERLET,
1 -

Switchshow running config

wlan alpha 2 alpha

no security wpa

no security wpa akm dotlx

no security wpa wpaz2

no security wpa wpaZ2 ciphers aes

security web-auth

security web-auth authentication-list webauthlistlocal
security web-auth parameter-map webparalocal

BMELEYY
Ja—n)arZ 4 Xal—var ET—RDIPv6 DA Fx—7 L, (199 ~—)
Web iBAE7' Bt A, (192 X—7)
FARE Y A N OREFR, (200 X—73)

FOAE ') R b DFERE

Wilan (2%} UCRE L72FRREY A F &89 5 121X. show running configuration =~ > FAfEH L
£7
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| 1PsWeb ZiEDERE
zomomzss W

FIROWE
1. show running configuration
2. end
FIEDFHE
ARV RFEEEFTIVa Y B#)
& show running configuration Wlan O EEF R LET,
Switch# show running-config
i -
Switch#show running-config
ATvT2 end FrHE EXEC £— FIZIED £9, 72, CultZ F—%4f
LThH, Ze— b ary74¥alb—vary =%
i : BT TEET,
Switch (config)# end

Switch#show running-config

wlan alpha 2 alpha

no security wpa

no security wpa akm dotlx

no security wpa wpaz2

no security wpa wpa2 ciphers aes

security web-auth

security web-auth authentication-list webauthlistlocal
security web-auth parameter-map webparalocal

EENEY D

RTG A —H <= TOMR, (200 2—)
Web BaF 7 ut &, (192 2—2)

T Dt DEEE

EEEH

HEEHE X=ZaTIL AL

IPv6 a~<>2 R U757 L2 A 1IPv6 Command Reference (Catalyst 3850 Switches)

Web IR T Security Configuration Guide (Catalyst 3850
Switches)
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IPv6 Web 23 D18 BE 1R )

—

IS—Ayt—YFa—4

IPv6 Web RS DHE |

Bl

Link

DOV —=ADVAT A TT— Ay —T%
FE LIRS D720, =TT — A vb—UF
A=Y= EEHLET,
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index.cgi
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Link
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IPv6 V 547>k EEY T4 DERTE

'ﬂll

*IPV6 7 AT v N EE YT ¢ ORHiifRSAM, 205 X—Y
*IPv6 7 7A T N EEY T 4 OFIFR, 205 NX—
*IPV6 7 TAT N EE YT AIZONT, 206 N—Y
*IPv6 7 7 A4 7 K EE YT 4 OMERR, 210 X—
*IPV6 7V TAT U R EEYT A DE=ZY T, 211 RX—Y
* TOMOBEEEE, 211 ~—

*IPv6 7 7 A7 2 K EE YT 4 OERENGR, 212 ~X—

IPv6 U 5472 b EEUT 1 DHHREH

DAY VAIPV6 7 TA T v MR ZA X — T T DL, R E R 2687y hU—27 T,
SLAAC £72(Z DHCPv6 72 ED IPv6 /v —T 4 » 7B X U7 F L AR ) Y THRELZ I AN — h LT
HILENRHY FT, switchlX IPv6 /L—ZIZxFT 5 L2 BRI E TY, £72. VLANII T v
K 23switchlZEFT 5 & XX V2T D0 ERH Y £3, APIX, IPv6 1~ MU —7 L THERE
ML LEFAL, TXTD T 7 4 v 758 AP & switchf#] D IPvd CAPWAP k> /LN TH 7RV
fbEnNzs=<Td,

IPv6 7 547>k EET 1 DFIRE

*IPV6 7 TAT U N EEDT 4 MM T GG, VAT NIAET 4y AT — LA
H#heg & (WindowsXP 7 74 7 b L) F721Z A7 — 7/ DHCPV6IP 7 KL v
(Windows7 7 7 A4 7> h72 &) L L BHIZIPv6 VR — T HAXLERH D 9,

* 27— KZ/VDHCPVOIP 7 R L v ¥ 73 HIRICEMETE 5 X 9123 212i%. DHCPv6 #—
NELTEMET S X 9 ICRE &7z DHCP for IPV6 fEREZ VR — F 2 A A v F £ 72131 —
4 (switch7e &) | F 713 AIAI DHCPV6 Y— /N %A 272 Windows 2008 H— /372 & O EL
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IPv6 75472 EEYT4I2DNT

A

P — NPT, Cisco Catalyst 3850 A A~ T35 L X Cisco Catalyst 5700 A1 ~ Fi%, (KN
HAYIZ) DHCPv6 Yr— & L CTHERE T 9,

GE)

Cisco Catalyst 3850 A A~ FIZSDMIPv6 7 7' L— h & 1 — R4 5(Z/%, sdm prefer dual-ipv4
BEOV6OT 7N avr FeAL, A4y TF&EVky FLET,

IPv6 V5S4 T7 2 F EEUTAIZDNNT

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

SwitchiZ, IPV6 B[l / — RE7713T7 27V A X v 7 J—RIZELIPv6 Y 5 0 & HR— KL
94, IPV6 7 IA T M FEY T 4 1Z KDL A VI NET,

VLI BB L
Xy bT—2)F

VoukEix, VBB mE RS Z &<, MUSSID Tkl & bR —BSS EAY—E X &
K ODEEDAPIZI FA T "Ra—I 7 TE55951275 80211 v bWl Lo CULER
ENFET,

277l Vo 7BEC T 2%, e—3I 0 HICTIATVY LR ITAT U OVAYIT Y r—
va VN — AL AZEMEE KT DI H A TliEdH Y £H A, CiscolOSdDYT A LA EEY
TAEY2—MIE, BBV T4 RV T EERLT, 2747 "RBRRDAAL v TF EOR
BT Xy MiEa—I T THEEIZ. 7T T RO LA ¥ 3PoP (PointofPresence) D
VA LRI AR L E T

IPv6 1, 7’12 h=2/L®D TCP/IP AA — FD IPv4 IR DHZ L2 HE LIk Ry T —2 8
A E—Fy hFa balLTd, ZOFRLWA—g 0 TR, B0/ — )L IPT RL A%
WMEETH2—WET TV r—2 g NIHIET D700 A ¥ —F >y b 7 a—sUL T KL AZER
EHARIEET, IPv6IE, 128 By OEEILT RLABIUSELET R AZMAIAT Z LT &
D, 32y FDOIPVAT RL ALY EEICEZL DT RLAZRIELET,

Ak —J%EWEIPV6 Y TA T b EYHR— T DI, IPv6 7 74T ERFEILC LAY
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FIEDHEE

1. show ipv6 neighbors binding mac COC1.C06B.C4E2
F D48

ARV NFEERETIYa Y E]:g]
Ty 1 show ipv6 neighbors binding mac COC1.C06B.C4E2 IPv6EEDEE Y F 4R EEXF R LE

o
i -
Switch# show ipv6 neighbors binding mac COC1.CO06B.C4E2
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Switch# show ipv6 neighbors binding mac COC1.C06B.C4E2

Binding Table has 45 entries, 37 dynamic (limit 100)

Codes: L - Local, S - Static, ND - Neighbor Discovery, DH - DHCP, PKT - Other Packet, API
- API created

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned

IPv6 address Link-Layer addr Interface vlan prlvl age
state Time left
L FE80:20:25::16 2037.064C.BA71 V125 25 0100 3137mn
REACHABLE
L FE80:20:24::16 2037.064C.BA41 V124 24 0100 3137mn
REACHABLE
L FE80:20:23::16 2037.064C.BA44 V123 23 0100 3137mn
REACHABLE
ND FE80:20:23::13 2037.0653.6BC4 Tel/0/1 23 0005 85s
REACHABLE 223 s try O
ND FE80:20:22::17 2037.064D.06F6 Tel/0/1 22 0005 3mn
REACHABLE 92 s try O
L FE80:20:22::16 2037.064C.BA76 V122 22 0100 3137mn
REACHABLE
ND FE80:20:22::13 2037.0653.6BF6 Tel/0/1 22 0005 165s
REACHABLE 136 s try O
ND FE80:20:22::12 2037.064C.94F6 Tel/0/1 22 0005 23s
REACHABLE 281 s try O
ND FE80:20:22::2 0022.550E.8FC3 Tel/0/1 22 0005 18s
REACHABLE 295 s try O
ND FE80:20:21::17 2037.064D.06E8 Tel/0/1 21 0005 4mn
REACHABLE 60 s try O
L FE80:20:21::16 2037.064C.BAG8 V121 21 0100 3137mn
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REACHABLE
ND FE80:20:21::13 2037.0653.6BE8 Tel/0/1 21 0005 57s
REACHABLE 252 s try O

ND FE80:20:21::12 2037.064C.94E8 Tel/0/1 21 0005 4s
REACHABLE 297 s

ND FE80:20:21::2 0022.550E.8FC2 Tel/0/1 21 0005 2s
REACHABLE 307 s try O

ND FE80::F866:8BE0:12E4:39CF COC1.C06B.C4E2 Ca4 21 0005 3mn
REACHABLE 89 s try O

ND FE80::6D0A:DB33:D69E:91C7 0050.B606.A6CE Tel/0/1 22 0005 135s
REACHABLE 171 s try O

ND FE80::985:8189:9937:BB05 8CA9.8295.09CC caol 21 0005 15s
REACHABLE 287 s

ND FE80::20:24:13 2037.0653.6BC1 Tel/0/1 24 0005 155s
REACHABLE 145 s try O

L 2001:20:23::16 2037.064C.BA44 V123 23 0100 3137mn
REACHABLE

DH 2001:20:22:0:C96C:AF29:5DDC:2689 0050.B606.A6CE Tel/0/1 22 0024 19s
REACHABLE 286 s try 0(16574

DH 2001:20:22:0:A46B:90B2:F0DB:F952 0050.B606.A6CE Tel/0/1 22 0024 2339mn
STALE 32401 s

DH 2001:20:22:0:7DFD:14EC:B1E4:1172 0050.B606.A6CE Tel/0/1 22 0024 2339%9mn
STALE 24394 s

DH 2001:20:22:0:7CB3:D6DD:FD6A:50F 0050.B606.A6CE Tel/0/1 22 0024 2333mn
STALE 29195 s

DH 2001:20:22:0:6D32:AF24:FDE1:2504 0050.B606.A6CE Tel/0/1 22 0024 509mn
STALE 118821 s

DH 2001:20:22:0:5106:5AD:FE98:A2F0 0050.B606.A6CE Tel/0/1 22 0024 2328mn
STALE 31362 s

ND 2001:20:22::201:13 0050.B606.A6CE Tel/0/1 22 0005 49s
REACHABLE 264 s try O

L 2001:20:22::16 2037.064C.BA76 V122 22 0100 3137mn
REACHABLE

ND 2001:20:22::13 2037.0653.6BF6 Tel/0/1 22 0005 175s

REACHABLE 131 s try O

ND 2001:20:22::2 0022.550E.8FC3 Tel/0/1 22 0005 28s
REACHABLE 274 s try O

ND 2001:20:21:0:F866:8BE0:12E4:39CF COC1.C06B.C4E2 Ca4 21 0005 4mn
REACHABLE 21 s try O

ND 2001:20:21:0:C085:9D4C:4521:B777 0021.CC73.AA17 Tel/0/1 21 0005 11s
REACHABLE 290 s try O
ND 2001:20:21:0:6233:4BFF:FE1A:744C 6033.4B1A.744C Cad 21 0005 3mn
REACHABLE 108 s try O

ND 2001:20:21:0:447E:745D:2F48:1C68 8CA9.8295.09CC cCcaol 21 0005 34s
REACHABLE 276 s

ND 2001:20:21:0:3920:DDE8:B29:AD51 COC1.CO06B.C4E2 Ca4 21 0005 3mn
REACHABLE 87 s try O

ND 2001:20:21:0:1016:A333:FAD5:6E66 0021.CC73.AA17 Tel/0/1 21 0005 4mn
REACHABLE 18 s try O

ND 2001:20:21:0:C42:E317:BA9B:EB17 6033.4B1A.744C Ca4 21 0005 4mn
REACHABLE 61 s try O

ND 2001:20:21:0:985:8189:9937:BB05 8CA9.8295.09CC Cao0 21 0005 135s
REACHABLE 173 s try O

ND 2001:20:21::201:20 0021.CC73.AA17 Tel/0/1 21 0005 4mn
REACHABLE 43 s try O

ND 2001:20:21::17 2037.064D.06E8 Tel/0/1 21 0005 4mn
REACHABLE 50 s try O

L 2001:20:21::16 2037.064C.BA6G8 V121 21 0100 3137mn
REACHABLE

ND 2001:20:21::13 2037.0653.6BE8 Tel/0/1 21 0005 67s
REACHABLE 237 s try O

ND 2001:20:21::12 2037.064C.94E8 Tel/0/1 21 0005 Smn

REACHABLE 512 ms try O
ND 2001:20:21::2 0022.550E.8FC2 Tel/0/1 21 0005 12s
REACHABLE 294 s try 0

EENEY D
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IPv6 2> T74F¥aL— 3> 54 K, CiscolOSXE ') ') —Z 3.6SE (Catalyst3850 R 1 v F)
0L-32600-01-J |



| weEEYFOBE

ZDHDOBEEEM
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IPv6 Command Reference (Catalyst 3850 Switches)

EEYT 4 EE

Mobility Configuration Guide, Cisco IOS XE Release
3SE (Catalyst 3850 A A F)

I5—Ayvte—YT7a-4%

Bl

Link

OV —=ADVAT A TT— Avb—T%
P LIRS 572010, =F— A v —T F
a—F Y — a2 R LET,

https://www.cisco.com/cgi-bin/Support/Errordecoder/
index.cgi
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MB®D') Y

AKY Y —ZATHR— T 5H5TTO MIB

BIRLZ7T7y 7 x+—2A, CiscolOS V U —
A, BIOXT7 4 —F v v MZET D MIB O
& ma— RiZiL, ® URLIZH 5 Cisco MIB
Locator Zffif L £7°,

http://www.cisco.com/go/mibs
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IPv6 E L' T 1 DHEETHR

TIOZhILYR—F

IPV6EEY T DEE |

Bl

Link

VAaDYR— bk Web A FTIE, vAaD
AT 7 /) nY—IClT 2 R T T a—
T A TR TN TA LI, w==
TNARY —=NVEILD LT LEERA T A
VY —=2%&#MEL TWET,
BHENORGOYEF 2 U7 ¢ fHFERCEIN G R A
AFT5H7=0IZ, CiscoNotification Service (Field
Notice 7> 7 7 = &) | Cisco Technical Services

Newsletter, Really Simple Syndication (RSS)
74— R EOKFE—ERITMATE ET,

VAaADYR— bk Web YA FDOY—)UZT s
T 294 BEL. Cisco.com D—H ID B LU/
A ]7"— ]‘\‘7‘1)‘)‘%‘%‘?#0

http://www.cisco.com/support

IPv6 EE ') T 1 DHEEETRER

WDORIZ, ZOFTY 2—/V T L7-#EEZ Y XA h L, ED

EFR~DY 7 R LET,

IPv6 BB Y T ¢ HEHE Cisco 10S XE 3.2SE T DRgRE AN
ASHEL
77
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IPv6 NetFlow D% FE

* IPv6 NetFlow DEIHESM:, 221 ~—

* IPv6 NetFlow DOlfR, 221 ~_—

* IPv6 NetFlow [T, 222 ~_—

* IPv6 NetFlow D& i Ik, 224 ~—

* IPv6 NetFlow Offd, 237 ~—

* IPv6 NetFlow DE=XF 1) 7', 237 ~—
* ZOMOBEEEE, 238 X—

* IPv6 NetFlow OISFREG R, 239 ~—

IPv6 NetFlow D RI[IZ 14

Sw hU—% 7 T34 AT, Cisco IOS Flexible NetFlow 2378 — kb &37= CiscoI0Sd U U — A
EFRITLTWVARLERH Y 97,
IPv6 k5 J10v5

CIRDNT DN —HF | I X Flexible NetFlow &4 X — 7T B A v X —T = A A TA
F—T NN IR 5 TWABMERH Y 17,

L RaA T AT VA T T —F 47 IPv6

ML AT Y RS VR T T—F 1 7 IPv6

IPv6 NetFlow iR

K OHIBRIL, IPv6 Netflow iR EICHEH S E 4,

IPv6 32T 0Fal—>3> A4 K. CiscolOSXE |) ') —X 3.6SE (Catalyst3850 X o v F)
| 0L-32600-01-J



IPv6 NetFlow D&% |
B PG NetFlow (2D T

0 —HNVTERESNZ NT 7 47 (FlexibleNetFlow B 17 w7 T ¢ v THSBEN R E S 1L
TWA/L—4  Cisco WLC 5760, (2L > THEMRIND T 7 4 v 7)) 1%, Output Flexible
NetFlow Accounting #§(ED 70— v 77 4 w7 L LThHU Y hENEHA,

* Flexible NetFlow I 7 H o 7 ¢ THEREIZ X o T, CEF 2 v F K X7y NOBR I T
VEENET, TR RS v F FFMHATy MNIT T FENER A,

IPv6 NetFlow [ZDULNT

NetFlow %, Xy hU—27 =4 ) 7 a—VOE=F) 7T ard7ryA )T, Ry hU—
g ST X2 VT DT, BT h O T 4T TR TN Tl

T—H A= T DD IAS~—T TV r—arCESNSE=4#ETT, 7v 7
Y v 7 7"— b T Flexible NetFlow Z i H3iE, =—VER 7 —DE=F 1 7 7o—fit
HHMOWE, 7 —BAORY > 7 DOFEITHFRETT, FlexibleNetFlow I, 7 v —ftitE# %
WELTaL s ¥ TNAL AT AR—FLET,

G¥) FlexibleNetFlow X, [P X—AF/IZIPYV—E A 7 —F ¥ty FE2FETLXyY hU—7 P—
B AT Y o — LN E i STV D Catalyst 3750-X A A F 8 L TU3560-X AL~ F 720 THR—

FENET, NPEE/IZILANR—ZA S A=V FETLTWVAASL v F T R— S EH
Moo

A

GE) a< 2 R U 77 L AR ENTVWS T XTO Flexible NetFlow =1~ > R 23switch T T
XAHEDITTIEHY A, PER—FEINTWanwa<sy Rt BRENZ2WH, ASJ1T58L
T — A yb—IUNERENET,

Flexible NetFlow D # &

Flexible NetFlow TlZ, b7 7 4 v 7 PAE I, X7y MI7e—ZofEInET, HiLny

7 —{|% NetFlow 7 — 7 VI A &1, FEHERIZBEAICEFR SN FE T, ASE LU/ NetFlow
T HAOMFERETDHDVLHELIHVET, Xy TV —7 V=R ETVa2—MILY, FAZ &
WAV H =T oA ABHT0 1 fHOE=X 2 R—FLET,

Flexible NetFlow (%, KD >R —3%> hTHR S NVE T,

* L 1— K : Flexible NetFlow E=# 2 =X U7 LT, T—ZDIRFIMMEHIN ST v v
VaBERTHEDIZEH VY TENLIF—BIVIEX— 7 4 — /L FOMAEDLETT,

T —F=H AT oA RTWHEIN, Ry NT—F NTT 4T F=E VTR
EITLET, 7r—F=HIZE, 22—V EFEOLa—FK, A 7var07u— 7 AKR—
2 BIOE=ZINEYOA o H—T oA AT END & ZITHBIIER S NS v v

IPv6 3> T7sXalL—>3> 4 K. CiscolOSXE ') ') — X 3.6SE (Catalyst 3850 X 1 v F)
0L-32600-01-J |
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IPv6 NetFlow D% E

Flexible NetFlow O#Z [

VaTHRENET, AL vTFiL, REIHE> CTHIRYINIC/RL2BHE DX v v 2 b R—
FLET,

TR — T JAR—H T —F=H Xy aNOT—XEVE—F VAT A (L2
IX. NetFlow 22 L7 X 274 5% —) [Z=F AFR—hFLFET,

cou—Y% U TT— T ATy MEERIRTAZET, NI T4 v I BEE=FTHED

|Z Flexible NetFlow IC L > TRy FU—F 7 FAL ZATHEU DAMEPBER L ET,
BHhm7oa— GAEELIEFEELT RLAR—2AD7e—) BV oe—x2—V T %FET
XFET, KON, Xy hU—7 $—E R ETV 22— THR—FINET,

CVAY2AAL v TF T GEV—=T 4 T) FTT 4 w7, LAY 3 (CAPWAP) IPv4 BL T
IPv6 N7 7 4 v, LAY 4TCP, IGMP, BLWICMP k7 7 4 v 7 OFEFHIEHMINE D
iE,
*NetFlow H 7> by AT F A, I T Nva—T 400 (TR a<wR)
* NetFlow S9#rid. XYy hT—27 $—E XA EFa— )L OIS L X —T = AZEH T
T4 IR LTCEITEINE T, switchid, 8RS fIWi2EITLI-%. B BE) FFT74 v
TEWMLET, T T7A4X— b VLAN £33 R#ER— b 2RETHET, v =M A
A FUTEILBN=T A TSN T T 4y 7B =R TV 2—/L F— hO@E
ZRl S E T,
R D NetFlow ORI HR— SN TWEREA,
* Netflow-5 71 =2/
*HoMLOEREIN -7 — L a—F
«ISL
* R L —~_—Z D NetFlow
* Cisco TrustSec =% U > 7
sWitchiZIRD T2 Z EMTELMDEY 2 —/MT T FHEY FBIOI0XHEY Ty 7Y~
T AE—T 2 A ZAEEH L TOETN, NetFlowldxy NIV —27 $—E R EY 22— 72T T
A—hrZNET,

IPv6 Netflow

FlexibleNetflow (FNF) TiX, FRIERFEH 7 4 —/V ROKRPUE/za L7 v ayinb 7 41—V RE
BIRL, CLIZV 74 FXal—vay avwr REHALT, $EDT 7Y r—y 3 UK ~7
n— La—K §Reedrx—, Fx—, ¥, BLOXALARZ LT 74— L RDEy
K ZEHR/THZLENTEET,
HEIERESIN- 74—V ROl 7y a AIROT 4 — IV RN EENET,

cT—H U IE (L2) O~y F— T 44— K

*IPV6 ~v X —DT 4 —)L K

IPv6 327 4FaL—23> A F, CiscolOSXE ') ') —R 36SE (Catalyst3850 21 v F) |}



IPv6 NetFlow D5 |
B 1Pv6 NetFlow DEES

*hIFUAR—ME (L4) O~y H— T =LK
TV r—varkg (L5) O~y X — 74— R
=T 4 7R G, IPv4, TPv6)

A =Tz A AT 4 —)LF

*hoH 74— R
CHABDARB T T 4 — VR

BELEYY
AR A A LT=70— La— ROBRE, (224 2—)
Tn— T AR—ZDORE, (227 —)
NARZZA R LT=7 10— F=XDRE, (233 2—)
A B =T 2 A~DT7 00— F=HF DM, (23521=)

IPv6 NetFlow 5% 7E A%

HRATAXLF-70— La—FDHEFE
Ja— L a—KRKOWRDT =)L RIZ—FHEEDHZ LN TEFET,
*IPv4d £7-1X IPv6 587 R LR

CHEHBEHRINTEARARNDMACT RVAZRT, f X —T =2 ATZEELITEEFEIND

NS 7497 DUAY2EETLEET FLUABLIOVLAN 2B T 557 —X V7 7 4 —
VR, =R 7T A (CoS) BLWEthertype 77— V> 7 ~vH— 7 — )L KHLEHT
XFET,

T TV r—aDX A7 (ICMP, IGMP, £72I1ITCP N7 7 4 v 7)) %A+ H T A
A— bk 74—V RORFITEIR L O%6 A — b,

Ju— L a—RKDOWRDT 4 —)b RENETEET,

CARIAA M, AR R o TEEENDEIFE T e —F 21337 v b (exporter)
FlrlZ 64y b BT EONA MEFEZITN v bR (long) o AIDO/37 v R OE[GHE
M E23md (KB O3 v RRRODS 2RI S DOV AT ABREIFRIC LS 2 A A
AR T

CANFELIIHNA L F—T A ADSNMP A T v 7 A, P—ERAET2—/LIHADT
HRTZ T4 I DA B =T oA AL, A vTFOEEX Y v 2 |ZESHTWVET, Z0
T 4=V RiE, RICT—Z Vo7 IPVABLEOIPVe 7 FL AL & BT S, B
GENFEARARNDEBO T 7 —RA N kY FOA VB —T =4 A LET,

CEOIEX, AV H—T oA AEFWAF Y v 2l EERLET,

IPv6 3> T7sXalL—>3> 4 K. CiscolOSXE ') ') — X 3.6SE (Catalyst 3850 X 1 v F)
0L-32600-01-J |
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nzav4ZLt=70—La—roze |

o —¥RMD NetFlow = L 7 X Tlt., 70— L a— R|ZZ OEHANLIE T,

WOFIET, WAZ~vA REN-70— La— RERELET,

FIRDOME
1. configure terminal
2. flow record recordname
3. description description
4. match{ipv4 | ipv6} {destination | hop-limit | protocol | source | traffic-class| version} address
5. match datalink [dotlq | ethertype | mac | vlan]
6. match transport [destination-port | icmp | source-port]
1. match interface [input joutput]
8. match flow direction
9. collect counter {bytes [ layer2 | long] | packets [ long]}
10. collect timestamp absolute [first | last]
11. collect interface [input | output]
12. collect transport tcp flags {ack | cwr | ece | fin | psh | rst| syn | urg}
13. end
FIED 54
ARV EFEREETIVa Yy EL:y
2Tw 1 configure terminal Jau—N) a7 4 FXal— gy EF— RRa2H
BLET,
i -
Switch# configure terminal
ATvT2 flow record recordname 7u— L a— R&fER L., Flexible NetFlow 7 1 —
La—RKary74¥al—var ®— Nahth
I LEd, Zoavr T, BFO7n— La—
Switch(config)# flow record TestRecordName }\%EEE,&A% - & %) Té’r iﬁ‘
RTFwv T3 description description UEE) 7u— La— FOMBAZIER L E1,
i -
Switch (config-flow-record)# description
SampleNetflowDescription
ATFvT4 match {ipv4 | ipv6} {destination | hop-limit | protocol | 7 7 — L z2— RO % ipvd 5 L W ipve 7 4 —/L

| source | traffic-class| version} address

1 -

Switch (config-flow-record)# match ipv6
destination address

RaELET,

| oL-32600-01-J
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B rx4<14XLft-70—La—FromE

IPv6 NetFlow D&% |

ARV RFERRTI VY

E[:b)

ATvT5 match datalink [dot1q | ethertype | mac | vlan] Jo—La— R NOEXES—XY 7 (LAF¥2)
T A=V RERELET,
i
Switch (config-flow-record)# match datalink
[dotlg | ethertype | mac | vlan]
ATYT6 match transport [destination-port | icmp | source-port] | 7 m— L a2 — ROFEE R F L AR— K LA ¥
T4V RERELET,
i
Switch (config-flow-record)# match transport
[destination-port | icmp | source-port]
ATvI1 match interface [input |output] Tu— L a— ROEEA L H—T 2 A T {—
NV RERELET,
i
Switch (config-flow-record)# match interface
input
2FvTS8 match flow direction Ju— La—ROFETa—T AT T AT A
= A — /) F\;’&%&E L/ij—o
£
Switch (config-flow-record)# match flow
direction
2FvT9 collect counter {bytes [ layer2 | long] | packets [ Ta— 1 a—ROAU L HEET 4 — )V REHE
long]} LETS,
£ :
Switch (config-flow-record) #collect counter
bytes layer2 long
ATFv 710 collect timestamp absolute [first | last] Ju— L a— ROXALAZ L TEET —)L R
ke LET,
i) :
Switch (config-flow-record)# collect timestamp
absolute [first | last ]
ATv7T N collect interface [input | output] Ju— L a— RO EZ—T A AETET 1 —)L
RERELET,
i)
Switch (config-flow-record)# collect interface
[input | output]
ATv 712 collect transport tcp flags {ack |cwr|ece|fin|psh | 7o — L a— KD S AHR—FTCP 75 7
| rst | syn | urg} T4 =V RERELET,
1) :
Switch (config-flow-record)# collect transport
tcp flags ack
ATvT13 end FHEEXECE— RIZREY £9, £/, CaltZ ¥ —
EHLCYH, ZJa—lar7 4 Falb—vay
1) : E—RFEETTEETS,

Switch (config) # end

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)
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sn—zoxf—4soxe W

Switch (config)# flow record

Switch(config-flow-record)# description record to monitor network traffic
Switch(config-flow-record)# match ipvé destination address

Switch (config-flow-record) # match datalink [dotlg | ethertype | mac | vlan]
Switch (config-flow-record)# match transport [destination-port | icmp |igmp | source-port]
Switch(config-flow-record)# match interface input

Switch (config-flow-record) # match flow direction

Switch (config-flow-record) #collect counter bytes layer2 long
Switch(config-flow-record)# collect timestamp absolute first

Switch (config-flow-record)# collect interface [input | output]
Switch(config-flow-record)# collect transport tcp flags ack

Switch (config-flow-record)# end

BMELEYY
IPv6 Netflow, (223 ~—3)
Tu— 7 AR—HDORE, (227 3—)
HABRA A L7 r— FE=FDOHRE, (233 3—)
Ao B —T a2 A~D TR — F=ZOEM, (2355—)

JO0— IO AR—FNETE
WO FNEZEFEH L T NetFlow =7 AR—ZEZHELET,

)

GE) fEE O export-protocol 72— T AKR—HF a7 4 FXal—v g avy RNE, =7 AK—
2 THEHEND NetFlow =7 AR— bk 7o haL&xEELET, AA > FIid netflow-v9 7217
ZYR—FLFET, CLINVTIZEHEH I TOETN, netflow-5 135 AR — I FEHA,

FIEDHEE

configure terminal

flow exporter exporter-name

description description

destination {hostname | ip-address} vrf vrf-name

dscp <0-63>

source interface-id

option {exporter-stats | interface-table | sampler-table} timeout seconds]

export-protocolnetflow-v9

© P NOe e WwN =

. template data timeout seconds
10. transport udp udp-port

11. ttl seconds

12. end

IPv6 3> T74XalL—>3> A4 K, CiscolOSXE 'J ') —X 3.6SE (Catalyst 3850 X 1 v F)
| oL-32600-01-J



TJA— T RKR—2DFHE

FIEDFH

IPv6 NetFlow D% E

ARV KRFEEETIa Y

z configure terminal
TV
1\l

Switch# configure terminal
e flow exporter exporter-name
TY
J2 |4

Switch (config)# flow exporter TestNetFlowExporterName
z description description
TV
73 |l

Switch (config-flow-exporter)# description SampleNetFlowExporterDescription

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

0L-32600-01-J |
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sn—zoxf—4soxe W

AU REREETO V3 Y

e destination {hostname | ip-address} vrf vrf-name
TV
a4 |4l

Switch (config-flow-exporter)# destination 198.51.100.120 vrf SampleVrfName

z dscp <0-63>
T
75 |l
Switch(config-flow-exporter)# dscp 23
4 source interface-id
TY
76 |fl:

Switch (config-flow-exporter)# source {
Auto-Template|Capwap|GigabitEthernet |GroupVI|InternalInterface|Loopback|Null|Port-channel|TenGigabitEthernet|Tu

IPv6 3> T74XalL—>3> A4 K, CiscolOSXE 'J ') —X 3.6SE (Catalyst 3850 X 1 v F)
| oL-32600-01-J
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B o—ozxf—so8E

AR RFEREETO V3 Y

4 option {exporter-stats | interface-table | sampler-table} timeout seconds]
TY
71 |6

Switch (config-flow-exporter)# option exporter-stats timeout 600

R export-protocolnetflow-v9
TV
78 |l :

Switch (config-flow-exporter)# export-protocol netflow-v9

IPv6 3> T7sXalL—>3> 4 K. CiscolOSXE ') ') — X 3.6SE (Catalyst 3850 X 1 v F)
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sn—zoxf—4soxe W

AU REREETO V3 Y

2 template data timeout seconds
TY
79 |4l :

Switch (config-flow-exporter)# template data timeout 600
Switch (config-flow-exporter) #

e transport udp udp-port
TV
710 |l :

Switch (config-flow-exporter)# transport udp 67

2 ttl seconds

71 | :

Switch (config-flow-exporter)# ttl 100

IPv6 32T 0Fal—>3> A4 K. CiscolOSXE |) ') —X 3.6SE (Catalyst3850 X o v F)
| oL-32600-01-J
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B o—ozxf—so8E

AR RFEREETO V3 Y

e end
TV
712 |5 :

Switch (config)# end

Switch(config)# flow exporter QoS-Collector

Switch (config-flow-exporter)# description QoS Collector Bldg 19
Switch (config-flow-exporter)# destination 172.20.244.28

Switch (config-flow-exporter)# source vlan 1

Switch (config-flow-exporter)# dscp 3

Switch (config-flow-exporter)# transport udp 2055

Switch (config-flow-exporter)# end

ROEXE
HAR<A R L7 a— F=HDRE,
BMENEYY
HAR <A R LT-70— La— RORE
IPv6 Netflow, (223 ~=—3°)

. (224 )

IPv6 3> T7sXalL—>3> 4 K. CiscolOSXE ') ') — X 3.6SE (Catalyst 3850 X 1 v F)
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nasv4ZXLt-7o0—t=405z2 I}

HNABR~A A L7 r— F=FOHRE, (233 —)
A B —T a2 A~DT7a— F=XDOHEMH, (2353—)

HRAAIAAXAL-70—E=2DHTE

WD FNEAfHEH LT NetFlow TE=Z 25X ELE7,

FIEDHE
1. configure terminal
2. flow monitor monitor -name
3. description description
4. record {TestNetflowRecordName|TestRecord}
5. cache {timeout [active| inactive|update] (seconds) | type (normal)}
6. cache {timeout [active| inactive|update] (seconds) | type (normal)}
1. exporter TestNetFlowExporterName
8. cache {timeout [active| inactive|update] (seconds) | type (normal)}
9. end
FIEDFH
ARV RFERETI3 Y B8
ATy configure terminal ya—s L ary 7 4 X¥al—3grE— REBBLET,
il -
Switch# configure terminal
ATvT2 flow monitor monitor -name 7u— E=X%Z{ER L. Flexible NetFlow 7 n— E=% =
Y74 Falb—varyE—FNERKBLET, Zoavr R
U EHALCHEGFO 7 —FE=F 2 AR5 L TEET,
Switch (config)# flow monitor
SampleMonitorName
ATFwT3 description description (g 7a— E=XOHHALFELET,
i -
Switch (config-flow-monitor) #
Description SampleNetFlowMonitorName
ATvT4 record Tu— =Dl a— REEELET,

{TestNetflowRecordName|TestRecord}

B -

Switch (config-flow-monitor) #record
TestNetflowRecordName

| oL-32600-01-J

IPv6 3> 4F¥aL—23> 54 K, CiscolOSXE ') ') —X 3.6SE (Catalyst 3850 X o v F) B




B rx4<14XLt-70—x=408%

IPv6 NetFlow D&% |

ARV RFERRTI A Y

E[:)

ATFvTH cache {timeout [active| inactive[update] UEE) 7e—F=F Xy v aXTGRA—F (BAL LT
(seconds) | type (normal)} ME, Fryvazr b Fryva sATRYE) &
EELET,
i
Switch (config-flow-monitor)# cache type * timeout active seconds : 77T 47 7 — XA LT
normal FEBRELET, ZhUE. FT 74 v 2 S OMNS
ZEFRLET, FETE DHIPHIT 1~ 604800 7 T,
T 7 4V MEIX 1800 TY, —MXAYZRMEIX 60 721X
300 B C9, HELEHEIZ DWW TiX,  [Configuring Data
Export for Cisco IOS Flexible NetFlow with Flow Exporters ]
EZRMLTL I,
*typenormal : 72— X ¥ v aNLOBEEF O T o —H|
breRELET,
GE) v RIA D~V ESh TV ET
3. entries ¥ —7U — K& XA AT 7 I inactive 35
L Qupdate [TV A— I FHA,
RATFYT6 cache {timeout [active| inactivelupdate] Ta— F=HDBINF Y v a NTA—HERET DHIZ
(seconds) | type (normal)} . AT o5 AR LET,
1
Switch (config-flow-monitor) # cache type
normal
RARTFvTT exporter TestNetFlowExporterName (EE) FRICE SN AR—Z DLFIZELF
R
1 -
Switch (config-flow-monitor) # exporter
TestNetFlowExporterName
ATFw T8 cache {timeout [active| inactive[update] Jua— F=ADOBENF Y v a NTA—FERETHIZ
(seconds) | type (normal)} . AT v 75 R0 ELET,
1
Switch (config-flow-monitor) # cache type
normal
ATv79 end FiiE EXEC £— NIZRY £9, £7z, Cil+Z F—% LT
H, FE— L ar 7 4 F¥al—ayE— REKTTX
1 - e

Switch (config) # end

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)

Switch (config)# flow monitor FLOW-MONITOR-1
Switch(config-flow-monitor)# Used for ipv6 traffic analysis

(
(
Switch (config-flow-monitor) #
Switch (config-flow-monitor)# cache
Switch(config-flow-monitor)# cache
Switch (config-flow-monitor) #

( ) #

Switch (config-flow-monitor exit

record FLOW-RECORD-1

timeout active 300
type normal

exporter EXPORTER-1

0L-32600-01-J |
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IPv6 Netflow, (223 ~—3)
A B =T 2 A~DT7 00— F=HF DM, (23521=)

AR —T A A~NO 70— F=_2D#EH

WOFINEZFHL T, A F—7 x4 AT NetFlow T=Z ZRELFT,

FIEDHEE
1. configure terminal
2. interface interface-id
3. wlan ssid
4. [ip|ipv6 | datalink] flow monitor monitor -name sampler [sampler | input | output]
5. exit
6. 27 v 7 2BLO3EZHYIKLET,
1. end
F g o> 48
ARV RFERERETIVa Yy B#
2T v T configure terminal sa—\)Lary7Z 4 Xal—vary E—REfBLET,
i -
Switch# configure terminal
ATvT2 interface interface-id A H T e f ABHETE L Ao H—T e A A AV T 4 Fm L —
var E— R&EBAl L E£9, Flexible NetFlow %, —E X &
i - Va—AD1IFXHEy NELITI0FTEY b A =Py b A
Switch(config)# i £ TR
tengigabitBthernes 1/0/1 =7 2 ADBTHR—F S ET.
GE) A=k F ¥ A X —7 x4 AL NetFlow £ =4
AR TEERAL, P—ERXEFV2a—NDWIDA
4 —7 = A A} EtherChannel ®—#5Ch D54, 5D
WA VB —T o A= X 2T AVLERH Y F
T
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OV RFEREETI3 Y B

ATvT3 wlan ssid WLAN D7 n— =X &K ELET,
fi
Switch (config)# wlan test 1
test

ATvTA4 [ip | ipv6 | datalink] flow monitor | 355 E7213FIE N7 7 14 v 7 AT H72DICA v F—T =4 A
monitor -name sampler [sampler| ||z&|p YCTHZ LT, ERFEADTR— E=FET 7T 4 TITL
input | output] F4
R *ip:IPV4IP 7 RLAIZ—HT 5L a—ReAJLET,
Switch (config-if)# ipvé flow
monitor SampleMonitorName input lpV6 IPv6 IP 7 R L X} gﬁﬁé La—R&AT) Li?

GE) ZOF—U— KX, T =7 /V IPv4/IPv6 Switch
Database Management (SDM) 7 > 7 L— KRR A A v
FICRESN TV DOHBICETERRINET,

*input : AIRNT 74 v 27il7ue—E=FEmEALET,

*output : (NI N7 7 4 v 77— FE=FZ@EALET,
*sampler : (f£&) 7o— =4 77 —%#EALE7,

ATv 75 exit Jsa—\ ) ar7 4 Xal—vary T—RIREDET,

1 -

Switch (config-if)# exit
Switch (config) #

ATy T6 AT 72BLIR3ZMORLE| 7o —F=FDBEMNF Y v a RTA—FEHELET,
_a—o
Bl -
ATvT1 end ¥i#E EXEC E— NIZEY £, F£7/-. CtHZ F—%HLTH, 7

1 -

Switch (config) # end

o— )L a7 4 Fal—ary BT— R TTEET,

Switch (config)# interface tengigabitethernet 1/0/1
Switch (config-if)# ip flow monitor FLOW-MONITOR-1 input
Switch (config-if)# ip flow monitor FLOW-MONITOR-2 output
Switch(config-if)# end

BEErEYY
HABwA R L7 u— La— RRORE, (224 3—)
Ta— T AR—LOFE, (227 =)
NAB <A R L7 a— T=FDO%E, ((2333—)

i P67 4Fal—> 3> H4 K. CiscolOSXE ') ') —X 36SE (Catalyst3850 X v F)
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IPv6 Netflow, (223 ~=—3°)

IPv6 NetFlow D FEER

Z DIATIX., IPv6 D Netflow BE D show =2~ > RIZDOW TR L £97,

L@ Netflow OfEFBIZEHTE £7,

IPv6 NetFlow D FEER

WDz~ K5, switch

av Uk

E:g)

show flow record

Ju— La—ROAT—Z AEFRLET,

show flow ssid <ssid name>

SSIDA VX —T = ADEREFERLET,

show flow monitor {monitor name}
{cachel|provisioning|statistics }

Tn— =S EREFRFLET,

show flow exporter exporter-name

T — T AR—FDAT—H ATz R LE
‘a‘o

show flow monitor monitor -name

Ta— F= X OBEOAT—H AT A LE
—g—o

show flow interface interface-id

TWDHZ L aMERLET,

show flow monitor monitor -name cache format
[csv | record | table}

Ju—F=H XX v aNOT—HEFRRL
F7,

show sampler sampler -name

Ta—H T T —DBEOAT —H AR R L
i‘j‘o

IPv6 NetFlow DE=41) >4

Dk v a T, IPv6 @ Netflow 2~ RIZOWCHHALET, ko~ FEFEHALT,

| oL-32600-01-J

switch - NetFlow Z#E=% 1 /X £7,

avU kR

=)

show running-config flow record

WEFRH 77— La— ReFRRLET,

show running-config flow exporter exporter-name

BREFH T — =7 AR—F 2R LET,

show running-config flow monitor monitor -name

THu— =S RECMERLET,
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Cisco Flexible NetFlow Command Reference
(Catalyst 3850 Switches)

£

e

Flexible NetFlow

Cisco Flexible NetFlow Configuration Guide
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I5—Ave—UFa—4
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Link

OV —=ADVAT A TT— Avb—Tk
A LT 5720, =9 — Avk—V F
a—4 Y —LEHEALET,

https://www.cisco.com/cgi-bin/Support/Errordecoder/
index.cgi

MB®D' Y

KV Y —2ATHR— M54 TH MIB

BIRLEZT7T7y 7 x+—2A, CiscolOS VU U —
A, BLOYT 4 —F ¥ v MBI 25 MIB O
'y m— RiZiL, O URLIZH 5 Cisco MIB
Locator ZfffH L £7°,

http://www.cisco.com/go/mibs
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