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v FEYANLET,
i -

Switch> ?

;(;;'3’:735 command ? g Fw::ggﬁg_g.zs e — }féf“‘%§§§ffiL,§E
R
i -

Switch> show ?

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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ARV ERSA A3 —T4 ADEHR

B a7 Y FOARK

AR RFEREERTOVa Y EL:Y
2TvT6 command keyword ? F—U— FICEET 558z BRI LET,
i

Switch (config)# cdp holdtime ?
<10-255> Length of time (in sec) that
receiver must keep this packet

EQANDEN -3

A2 yFTaxy FR—BIl#E#chbRkRSETavr Fe A LET,
show configuration £/ EXEC 22~ > REZAWIE CANT 5 HEEZRITRLET,

Switch# show conf

> FE®Dno R E & U default 2=

k% T T 4 Fal—ary awy R, noERXNH Y £, no BRIT—HRIC, KE o
RRELITEEEZT + E—T L #é%é\%éwi:V/b®@¢%@Dﬁ?ﬁA_ﬁﬁbiﬁo
k&iﬁ\mmmmwm4y5—7l4z:y74¥;v~yay:vyP%ﬁ%¢5&\4V
H—=T 2 AADY %y METUPROEINET, no¥—TY— KR LTa~vr FEEHT 5 &,
TAC—TNMIENTHEEEHEA X —T NI LD, T7H4NVETT 48— MR >TND
HRER A X —T NI THZ M TEET,
a7 4 Falb—Tary avy N, default b H Y £9, a2~ RO default FZi%, =
~V ROREMET 74V MIRELET, Km0 a~vy RET 740 M TT 4 B—7 /WICEHE
ENTNDEDOT, default X no X LRI CIZ20 9, 7272L. T 74/ FTA Rx—T T
RESNTWT, REBLOEENKFEEDT 74V MEICRESNTWHa~vr Ryby 9, =
NHDOa~< Ly RIZHOWTIE, default =2~ > REMFHTHE, a~vy R4 RX—7 2720 B
DT 7 4V MEICRESNET,

CLLOIS— Avyt—D

[l 'Pv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 = F)

WDOFRIZ, CLIZHHLTAS v T ERET D LEEIERINDIAREOH LT — A vb—
DO—HEFEI L ET,
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| axvrs1v 18—z 120ER
avoq¥ar—varoxys I}

R2: CLIDRRMLGIS— AvtE—D

73 ANVTDORTAHE

? mbiguous command: Show | 2 yFpiay K& LTR| =y FEFANL, Rk
TEBEGOLTHBANSN | BE () EAHLET, 2~

el

IS—Ayt—2

TWVWEHRA, v R EERIFORITIZAR—2R
T ANVEYR A,
av REEBIEHATES
F—U— B RINET,
% Incomplete command. g }“‘&:‘Z‘ZE\@%‘“—U“‘ ]“i g }\%ﬁ]\j} L\ ]%?"ﬁﬂ:%%
TAXER, —HAD S TWE (M () ZADNLET, 2~
A, > R EBERIFFORITITAN— R
1 O ANET,

av s REEBIFEHTES
F—U— RNFREINFET,

§Ievalid dnput detected ot | aoy kAR I XTH, B | BIE () EANTDE, %

EoTWALEFTEZXY Ly b |Oavr KE—RTHATE
(M) ETRLTWET, LT RTOavy RRERSN
£,

avry FEEBIHEMNTED
F—U—FRERINET,

9V 4F¥al— a3y OX¥Y
AA v T OFRELEF 2L THERIEDHZ N TEE T, Configuration Change Logging and
Notification #fEZ T 52 & T, By v a v Fnida— VP R—RTLIZEFTNEE T v ¥
JTEET, mZIlREESNLDE, EHSN A 74 Falb—varavy P, avy R
EASNLIa—H, a<wy ROANER, <> RIcktT 23— N5 #—2 a— KT,
ZOBEEIZIE, BERLTWDT T r—a VOBRENEE SN D & & (M S 5 IR @A
FREHY £7, Syslog ~ZDHEMEZEETHI & HBIRTEET,

A

Gx) CLI £/2IX HTTP OEE DO LN 7 L L Citdk SN E T,

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 v F)
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ATV RSA Y Ava—T A AOER |
B cuzemLCHEERET A4

CLZEHAL THEZRET 27

AR FEEDERE

AD LTza<wr RiE, Y7 =T llica~vy REEE LTEINET, a~vr NEREEREIR.
TRy ba— U R NORERRE, RO a~ L RERITI= MY E2MEL AL
T IUE R B RWVIEES . BRCER T, MEIIRU T, ZOMEE I AX~ A4 A TEET,

aAv Y RERNY D7 Y4 XDER

FI 4N NTlE, AL v FIFBEAy 7 7Iiia~r R I 4104748k LT, BEOMEY v
a rERIIFERBOT R TOE v a T, TOBEEERTCEET, ZOFIRMMEETT,

FlEDHE
1. terminal history [size number-of-lines]
FIED M
ARV EERET7IVa Yy EL:g]
& terminal history [size number-of-lines] it EXEC B— FCHED X —IF L&y g »yHITA
A v TFNREET DA~ RIA OB AR LET, VA
1 UL 05 256 ETORTHRETEET,
Switch# terminal history size 200

aAv Y FOREUH L

JBIE S 7 7128 % 2=y REFOHTIZIE, RORIIFTWTNOLOBRIELITVWES, Zhb
DEEFER T,

N

GX) KEHIF—MEH T 2D0%, VTI00 72 & D ANSI A RICIR S E T,

FIRDHE

1. Ctr+P E72 1T EREIF—
2. Ctr+N 721X TFREIF—
3. show history

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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| axvrs1v 18—z 120ER
mEmEo r—ItkssvTFs2—I0it [

F B D FEHE
OV EEEE7Y3y BB

ATy Ctrl+P F 7213 E&REIF%— BIE NSy 7 7y NOa~<y REMOHLET, REBICETLIEa~vr R
DERONZFFOREENE T, F—2HF-Nc, LodiHwva<r KA
WEREINET,

ATw T2 Ctr+N 72X TFTEREF— |CrH+P 721X ERAIF—TCa~vy REFOH L% T, BEANY 7 7
NOXvHFLWwavy RIZREY £9, F—2#HF7-0N, LoHLwn
av RBERERINET,

ATv73 show history FiME EXEC E— R T, ERIICAN LIcavwyr REWSONRRLE
T, FRINDHa~r ROMIL, terminalhistory 7 12— 3L 27 ¢

1 - _ Fal—varavr FBXWhistory 714 a7 4 Falb—ig
Switch# show history =N Efﬁ iof?ﬁﬁéﬂi'@‘o

aAv Y FEEMEDT « E—T Lk

a2 FEREKSEEIZ., HEIICA 2— T M5 TVWET, BIIEO Kty v a v Elza~vy
RIAL L TT 4 =TI TExET, ZOFIEIXMEETT,

FIEDHEE
1. terminal no history
F gD 48
ARV FFEREETIVa Yy =Lz
ATv 71 terminal no history KHE EXEC ©— RCBUED X —I L kv a v if

DZOWREEYT 4 —7 L L £,
1 -

Switch# terminal no history

REMEEDA *—TIEBE LU T E—T L1t

TERET— MIZHENICA 2= VTR EENE TR, T4 8= TE, HFOA 2 —T7 b
ZHTEET,

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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B Geseor—JLiesLUT =Tt

ARV RSA U AvE—T A ADER |

FlEDHE
1. terminal editing
2. terminal no editing
FIED M
ARV EERET7IYa Y By
2Ty I terminal editing ¥HE EXEC £ — RCTHAED X —IF )Ly va Tl
HYRERET— FEFH O, X—T7 I LET,
11 -
Switch# terminal editing
ATvT2 terminal no editing ¥ EXEC =— RCTHEDO X —IF Vv By a iiBif

11 -

Switch# terminal no editing

HYLERET— FEH A 2 —7 i LET,

F—AADIz&kBavr FORE
F—RA b —7F, I RTIA COREHELBEEST, INOHDOF—Z b —7 IIEETT,

[l 'Pv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 = F)

N

GE) KX —MEATE H0O1%, VTL00 72 & D ANSI A#smRIZIR S E T,

K3 HwEaITUEK

FEaO<UFR

Bl

Ctrl-B F 721X EKREIF—

H—=Y Vi | LFRIBEEET,

Ctrl-F £/~ 13IAXHIF—

H—NVE 1 XFRESEET,

Ctrl+A a2 RIA4 VOREICH— YV EBE L F
KR

Ctrl+E H—YNEa<vr K T4 ORBICEE L F
kR

Esc B H— )& 1 HEEHZIRSEE T,

Esc F H— )& | HEERE ST E T,

0L-30683-01 |
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mEmEo r—ItkssvTFs2—I0it [

Ctrl+T

H—=IINVDEIZH DL TFh, I— N LED XL
TLEIBIET,

Delete — % 72 1% Backspace % —

H—=INVOEIIZHDLFEHEELET,

Ctrl+D H—= I NMNLEIZH D LT EEIER L ET,

Ctrl+K H—=INMNENPSaA~ R T4 DORBETD
TRTCOXFEHIRLET,

Ctrl+U F 7213 Cul+X T—INNENSa~L R TA L OYEEFE TO
TRTCOXLFEHIRLET,

Ctrl+W =V NDOECHDHEEEEHIRLET,

Esc D H—I VOMENLHEEOREE TEHIBRL E
ﬁ‘o

Esc C H—=I NMED T — R KLFIZLET,

Esc L B—V IVDGFETIC & D HEEA /NCTFIZ LET,

Esc U H— Y VOAEPLHFEOREE TERILFIC

Liﬁ—o

Ctrl+V £721d Esc Q

BEDOX—A o —7 ZE{TrReRa~ R
GAEIXYa—Fy b)) ELTHELET,

Return % —

TATERF LR F~A2Z a—/L LT, WA
HIZNE Y & 50V ETRNEEERITET,

G¥) show =1~ > RO )72 & v oK
I EIZR R TERWVEWHI) T,
More 7' v > 7 FMEH S ET,
More 7’11 > 7 S RFIREINTZHE
I%. Return % —35 J O} Space F— %l
ALTAZo—LT&E7,

Space /X —

1 EES FicA 7 a— LEd,

Ctrl+L F 7213 Ctrl+R

AL FPDHEEIZZERA v =B H S
AT, BIfEOa~ Ly R4 V2 HERLE
—g—o

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X1 v 7) i



ARVESAUAVE8—T 1 RDEA |
B Geseor—JLiesLUT =Tt

EEEEYEENITY RS A UDIRE

HiH FECT1T0%2B25E0a~vy R4 2oV TE, a~ry KOS v 775 NRe %
HT&EEST, W= YNABE~Y—VUIIETDHE, TOaAvy RIA4 0T 10 LFHTE T~ 7
FENET, a~vr RI7A OEHENG 10 LTFETITR AR 2D ETMR, A~A7m—L
T, a~ Y ROREHEH PO L E T = 7 TEET, INHOF—HEITLETT,

g ROEHEICA 7 a—)L L TCATINE 2 F = v 735121, CtrltB F—F 72id—F—%#b
RLFLET, a~vr FIA OEHICEEREIT 51213, Cul+A 28 L £7,

GEx) KEIF—NEH T 501, VT100 72 & D ANSI EHUHRIZRE S0 E T,

WIZ, BEETITZBAL2EVWa~ R4 20k plazrL£7,

FIEDOBE
1. access-list
2. Ctrl+A
3. Return ¥—
FIEDEFHA
av Y RFEEEETIa Y =]y
AT v F1  |access-list | &8z 57 a— )L a7 4 FXal—gyavs R
ANNhaeRRLUET,
1l - - R P .
o BN — I ABTRICET B b . 2O 10 TERTE
Switch (config)# access-list 101 permit| ~2 7 h X}, HFERRIEINET, RLELE () 1T, FOT0
10.15.22.25 255.255.255.0 . .
1:):(.:1;5.22.25 3 259.295.255 E~AZ7ua—NENEl ExRLET, T—YILBTRICE
switch(config) # § 101 permit top T BT, ZOHEFOI0LFERET T T FShET,
10.15.22.25 255.255.255.0 10.15.22.35
255.25
Switch(config)# $t tep 10.15.22.25
255.255.255.0 131.108.1.20
255.255.255.0 eq
Switch (config)# $15.22.25 255.255.255.0
10.15.22.35 255.255.255.0 eq 45
ATv72 |Cul+A SERIEET =y 7 LET,
B - ITRIZERIND RAEREE (8) X, TOITHRAE~A 7 v —)L
Swi.tch(config)# access-list 101 permit izt %’?’%Liﬁ—o
tep 10.15.22.25 255.255.255.0 10.15.2$
XFv 73 |Return ¥— avy REETLET,

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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| a~xorSqv108—Tz1 RO
show & Umore A7 FENDOBRRES LUV T4 L2 2T [ |

AU RFEEETIa Y E]:g]

V7 hU =7 Tk, WEORHEIL 80 7 T AMETH D EBESN
TWET, B OnESE 72 53E41%. terminal width 4574 EXEC
avy REHFHL CHEOREZHRTELET,

Sy FT I RiteL o~ FBREEREAZ AT L. §ilc
AN LB o~ R P 2 FFOH L CEETE £,

show H LU more a7 FHADBER LU IT74ILE )5

show BLX Pmore 2~ RO NEZBRBB IO T7 4 AV Z Y 7 TEET, ZOMHEIZ, REOH
NE Y — T 556°, HAOPLARERIEREZRNATILEIELLET, ZhbDavy Ko
ERIFEE T,

FIEDHEE

1. {show | more} command | {begin | include | exclude} regular-expression

FIEDFH

ARV KRFERETI VY B
AT vw 71 |{show | more} command | {begin | include | exclude} HAOEBRRBLIORTANEZ I 7 LET,

regular-expression )
I%@JT‘ . RCFE/NCFERRBIESNET,
& 2 1Z. | exclude output & A7) L7254 . output

1 - pi
Switch# show interfaces | include protocol o UTT IFIRSNFEEAD, Output ZETATIE
Vlanl is up, line protocol is up 2‘%% éﬂi—g—o

VlanlO is up, line protocol is down
GigabitEthernetl1/0/1 is up, line protocol is down
GigabitEthernetl/0/2 is up, line protocol is up

AAYFRAEYITOCU~NDT VLR

CLIZiX = Y — v iEé, Telnet, SSH, £7-137 7 UV a2HHT L EICL-TT 7 ®8ATEE
7

A2A v F AR ITBIORRE v T AN A4 F—T A AL, active switchZf&H L TEH L F
To AA VT TEIWZAZ YT AUNRNEERTLZLIITEEYA, | DERITEEORA X v 7
AUNR=Daryy =)V iR— METEA =y MEBR— M 2Rl LT T&E £7, active
switth CHEED CLI v v ¥ a VAT HEEITEELTLEZEEY, 120y arTANL

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 v F)
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ARV ESAVAvEa—T A ZADER |
B - BEEt-E Tenet BETOCLADT 7 £ R

7ma~<y Rt Blory vy g cidErEnEFtA, LER-T, a~r FE ALYy V3
VEBMITERWESENHY 7,

A

GE) A F AR T HREMTAEAIT. 1 OOCLI Yy a vy HEHATAZ 2R LET,

BEDAZ I AUNR—FeRETHIHAIL. CLIa~> RA U H—T 24 ARFITAHT v 7
AUNRNFFGEED TN,

) —ILEGEE =T Tenet BHTOCLIADT IR

CLIWZT 72 AFT A2, AL vTFDN N—RT 2T AL AR — g2 HA RIZEHINLTWAS
FIET, AL v FDary Y —LR— MIEREZILPC 2T D0, F2IFPCEA—VF v b
TR — M LT, 2L v FOBRET T ALERHY £9°,

ZA S FRTTIZHBEINTWVAESIE. v—hL a2V — 8 E 7713 Y T— | Telnet & v~
NI LS TCLIWET 7 EBEATEETN, ZOXATOT 7 EAIHISTE S L5912, £
A v FEFRELTBLMLERDH D F9°,

WONWTNINDITET, AL v F & OB EZMILTE £9,

AL v F AV —)LiR— MIEHAT =2 a VERREAAYILT v 7T L EERT D0
FFA =T 3Ry MEHEAR—MIPCEREHFLET, = Y=V KR—bFEREFA—VF Y b
BHIR— b ~OBGRICOWTIE, A v FDON—KU 2T A AL —ar T4 Kas
L TLEEN,

*UE— MEFHIXT —3 g U BIEE D Telnet TCP/IP % 72 13F5 51k Secure Shell (SSH; & % =
T ) Ny —=UEEHLET, AA v FiE Telnet £721LSSHZ 74T b EDXR Yy
MO —Z BN ARETRITNIER Y R A, T, AL v TFIIART—T N —27 Ly kX
AT —REZRELTE ZEHHMETT,

* A wFILEIMRHIE K 16 D Telnet B > 3 2 R— KM LET, 1 AD Telnet == —H
WX »THUTONTEEFH I, fLDOF_XTO Telnet v > 3 SN ET,

C AL FITIRKR 5 ODELRSSHE Y v a v EREICHR— N LET,

gy = AR—hr, A=V Ry FEHER—F, Telnetzv gy, £72FSSHEY 3 %
BUTESiTAHE, BHEHAT— a3 BIca—Y EXEC e 7 MRFREINET,

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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%ZE

Web5S D4 hIlA—H AL B3 —Tx(4 R
D EF

* Web GUI O - BT D AlifRselt:, 15 ~—

* Web GUI OfEHIZEAT H1F#H, 15 ~—

* A v F OV —)L R— O, 17 L=

* WebGUI ~Dr 7 A 17 ~X—

* Web E— REBLOEF =T Web T— KDOA % —7 4k, 17 _—
* AA v F Web GUI DFRIE, 18 R_X—

Web GUI O EARIZREI S RiItRE M

* GUI 4% PC Ti%. Windows 7. Windows XP SP1 L&D Y U — % F 7= 1% Windows 2000
SP4LIBED U U —ARBH L TWAMLERH Y F5,

* 24 w»FGUI X, Microsoft Internet Explorer /\—3” 5 > 10.x, Mozilla Firefox 20.x, F 7%
Google Chrome 26.x. & A#VENH W F7,

Web GUI DRI T 41

| 0L-30683-01

Web 7T UH, oF0, I T4 a—W A Z—T 4% (GUD 1%, HAA v FITHIIA
FhTWET,

P —EAR—F A HZ—T 2 AFFEHRAS VX —T =2 ABFEHAHLTCGUIIZT 7 AT
FTH, P—EAFR—b A F—T 24 ZADHEHZBEIO LET, GUI DX—Y EHIZH D
[Helpl 27 U v 73D, AL T4 ~LVTRERENET, T T4 ~NTEFRRTHIC
X, 77 UVORy T T T Tay hEBEHNIITLILERLY 7,
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Web 5574 AL 1—FA28—Tx420OEA |
B webcuio#ae

Web GUI D &E

A A FWeb GUI IZROEREZ V7 R—F LET,

BT 4P — K :IPT7 FLABLOR =DV 2 —FH AT — ROPIMRE, 73785 —
TORRE (LEFFHE 15) D%, U 4 P — NIIRAOERREZ5E T T 50D FIEZ#EE L

7, [Configuration] > [Wizard] Z&E) L, RO Z EEZRET D7D, 9 AT v TOFINRITHENFE
R

e —
* SNMP v A7 L O
* Management Port
*UA YL AEH
* RF Mobility & [EZ5
VYT ARE
* WLAN
* 802.11 B E
* Set Time
[Monitor] % 7":
WEDAL v T ITAT U, TIZEARA L bOFEMERRLET,
* T ARTOMERE L AP HEfftrt a2 £oR LE T,
*TIRARA L P OBEREMEEFRLET,

CTRTDA L H—T A ABILOCDP ~T 7 1 v 7 {F#H D Cisco Discovery Protocol (CDP) O
TRTORAN—DO—EEFRLET,

* /3%H Friendly, Malicious, Adhoc, Classified, 34O\ Unclassified {225V T, X TOARIE
TIRARA L MERRLET,
[Configuration] % 7"

*Webik BV 4 P— REFEH LT, TXRTOYIBNEDT-DIZAAL v FAERETEET, Vo
P—RTlE, 2T O, BHA X —T oA AR EEHRETEET,

* VAT A, WEEDHCP H— 3, FH, BIOEL Y T 4 FHEARTA—FEHFRETEET,
* A4 v F, WLAN, ERZFETEET,

ALY TFT, EF 2T R —ERETETET,

ARV —TFT 4T VAT A YT N =T OEBRav L RAL v FILT I BEATEET,

[Administration] % 7' C, Y AT AL BV E2RETXET,

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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| Web5S5o1hLa—HAr8—Tx4 RDER
24vFnavy—Lf—ros W

AAYF DAY —IL R"— FDES

(X L& BHEIZ

FEARRREIENRTE DL IICAA v FERET DI, VI-100 #—IF b =Ialb—va v/
v 7' Z 2 (HyperTerminal, ProComm, Minicom, Tip 72 &) ZEITT 5 PCIZ=2> bu—T &k
TOHOMERDY 7,

ATV TN XNET A VITIN =TI D—i%k AL v FORIA5 22— R— NIk L, b o % PC D
U T AR— MO L E7,

AT T2 ACERaA— REAAL v FITHR L, 7 — A& 100 ~ 240 VAC, 50/60 Hz DEF = >t MIE LA
9, EREANET, B8R VT NMIELST, AXV—T 4 V7 VAT A VT FU =7 OFHHE
(a—FoFvra— RBIOBERKRARECZE T X b BIOERARENRTEINET, XA vTFD
EIRBARE 2T A MCAKR LEEAIE, BEIR 7 ) P ML > TREV 4 P — FRETENET,
B DFE RIS T, EAFREZ AL T EE W,

RAT9T3 yesEANILET, CLILY N7 v 7 U4 = ROIEARW RO E T A — 2 1ZiltA £ 3, gigabitethernet
0002 —T 2 A ATHHLHY—ERAR—FDIPT FLAZEELET,

R 4 P — RORTERTA—=F 2 ANT1T5E, WebGUIIZT 7 BATEET, ZHT, A v FNHY—
EZXAR—FDOIPT RLAIZE VB ESINET,

Web GUI ~DO T 1 >~

TIUFDT RLAN=Z AL vy FIPT FLAZANLEY, BEartxal) 7 0 THRET DT,
https://ip-address & ASJ L ET, HfiatFx =V 7 0 THR#E L2WE T, http://ip-address & AJJ L E7,

Web E— FEELUEXFa27Web E—FDA R*—TIJL{LE

AT w71 [Configuration]>[Management]>[Protocol Management] >[HTTP-HTTPS] %z &R L £,

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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Web 5574 AL 1—FA28—Tx420OEA |
B x1uFwebGuin®E

[HTTP-HTTPS Configuration] ~— VN FE /RSN E T,

ATV T2 WebE— R (—H Thttp://ip-address] Zf#fH L CTAAL v F GUIIZT 7 EATEET) ZHICTDHIC
X, [HTTP Access] K2 7 # 7> U A R/ 5 [Enabled] ZE4R L £3, A2 L7254 1%, [Disabled]
ZERLES, WebE—F (HTTP) O#EftiE, ¥ =V 7 4 THRESNLEE A,

ATY T3 BF2T WebET—F (—H [Ihttps://ip-address| ZHH L TAAS v F GUIICT 7 EATEET) 24
T4 BHIiE. [HTTPS Access] K2 7 & 7 U A R0 [Enabled] 23R L9, A LARWEE
I%. [Disabled] Z# R L £7, EF =27 WebE— K (HTTPS) DOHEfilx, EX =2V 7 4 CREINTVE
7

AT w4 [IP Device Tracking] F= v 7R v 7 AT, T/A A&BWT 52 L 2BINLET,

ATYF5 [Enable] F=v 7Ry 7 ATKIAN KAV MEAF—TNMITDHZEERIRLET,

RATY 6 [Trustpoints] K2z FHZ 7 UZ KD T A MKRA LV MERIRLET,

AT w71 [HTTP Timeout-policy (1to 600 sec)] 7F A kh Ry 7 A2, T 7T 4 7HLIZE D Webt v a V& A A
T NT5ETORREZMEMTATILET,
BN HEPHIL 1 ~ 600 B CTT,

X5 T8 [Server Life Time (1 to 86400 sec)] 7% A k R 7 AW — DT A 72 A4 2 AT LET,
AN %EHHIX 1 ~ 86400 BT,

AT w79 [Maximum number of Requests (1 to 86400)] 7 A ~ R v 7 AT, P — "0 F AN D e K 2Rk 5 & A
HLET,
FEE T E 28 0#iPIX, 1~ 86400 T,

AT9710 [Applyla 27 U7 LET,
AT 71 [Save Configuration]x 7 U v 7 L £,

A A v F Web GUI DEZE

REY AV — KT, A vF ECTORERNBRRELIT) ZENTEET, 207 1% —RIiT,
AA T EWEALTLEZCAA v F & LTGRO T 7 40 MY 'y b LIZRZRIZFATLET,
BREDT 4P —RIiL, GUI & CLIOW O THEHATE £,

ATy Tl PCEI—ERAR—MIERL, Ay FLHEEY TRy FEEATLLIICIPvAT FLAZRIELE
To AA Y TFNIOSXEA A—V & L bitn— FIfL, —ERXAR— bk A ¥ —7 = A A7 gigabitethernet
00 &L LTREINET,

AT w72 PC T Internet Explorer 10 L%, Firefox 2.0.0.11 AR, F 7213 Google Chrome Z Bt L. 7T U 7 1 R
TWEBA LV H—T 2 A ADIPT RVAZANLET, BHA L X¥—T =2 ADIPT KL R,
gigabitethernet0/0 (B[4, y—E AR —h A ¥ =Tz A RA) LRLTYT, PYIOTRIA T LI,
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HTTP DA =YL/ B L VAR Y = R AT H0ERHY £, 77 4/L b TR, =—F 413 admin, /3
AT — KX cisco T,

Y—ERAR—b A =T = 22T % & &%, HTTP & HTTPS O J; 2l T& %9, HTTPS
IIF 740 N A R—T A ThY . HTTP A F—T M T 5 - L & TX F3,

MHTa A3 %L, [<Model Number> <Hostname>] ~<X— U NERINE T,

ATY T3 =TT, AA vF Web GUI ® [Home] 2— T 7 & A F 5728012, [Wireless Web GUI| U 7 & 7
Vw7 LET,

ATV T8 RUNCAAL v FORECHLE R TR COFNEEEITT D 72DIT, [Configuration]>[Wizard] % 3R L £,
[Admin Users] X— YRR EINFE T,

AT w75 [Admin Users] X—C, ZODAA v FIZHID Y THEHEDL—W 4% [User Name] 7F A b Ry 7 A
WAL, ZOAAL v FIZED Y THEH AT — K% [Password] 7 F A k 7R > 7 23 O [Confirm
Password] 7% A h ARy 7 ZAIZANLET, [Next] #27 VU v 7 LET,
F 7 3V O —H4 T admin T, 7 7 4L hDO/SAT— RiZeisco TTo FIoIXAA v FOF LUVEH
Fa—PEERTEET, =4 LR T— NIZIE, K24 XF0O ASCH LFE AN TEET,

[SNMP System Summary] ~— Y NFERINET,

AT w76 [SNMP System Summary] ~—3C, AA v FDIRD SNMP & AT L XF A —X % AL, [Next] &7
Uy Z7 LET,

* [Location] 7 A k R v 7 A T2—HEZARER A A v T DA,
* [Contact] 7F A | 7R v 7 A THARIRE T 572 £ O — I E 2 ATRE R HHE JE DFFM,

* SNMP 4 S £ S E72 SNMP k7 v 7 TikET 5I2IE. [SNMP Global Trap] Rz > F& 7 J A
[ C [Enabled] Z 3R L, S FEIFE7 SNMP k7 » 71Tk LT SNMP #FIZ 155 L7eWVWE 21275
(21 [Disabled] %33R L £ 9,

VAT LA BT Ave—TUEEET DHITIX[SNMP Logging] Ru v 7 # w2 U A KD [Enabled] % i3
WL, PAT L m s A yb—U%KELRWIGEIT [Disabled] Z 2R L £,

GH) SNMP 7 w7 H— NF, T4 AR Ea—var R— D EEAMRTHD Z L RNETT
(gigabitethernet0/0 h— B A E 7 ITFHA > ¥ —T7 =4 AIRB LEHA) .
[Management Port] X— U NFKRI N E T,

AT w71 [ManagementPort] ~— T, HIHAR—hDA ¥ —7 =1 A (gigabitethernet0/0) DIKD/XT A —H % A
L. Next] #27 VU v LET,

*[IP Address] 7% A b Ry 7 ATH—E R F— MIEID YTl X —T A ADIP T KL X,
* [Netmask] 7 ¥ A b AR 7 AT, BEHA— I DA L H—T 2 ADFX Y NI—J AT DT KL A,

* [IPv4 DHCP Server] 7% A b AR > 7 A CE#EIR S 417278 — |k @ IPv4 Dynamic Host Configuration Protocol
(DHCP) D7 KL %,
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[Wireless Management] ~X— U B E RS E T,

AT w78 [Wireless Management] ~~— " TlL, ROV A VYL A A ¥ —T = A AFHOFEME AT L, [Next] &7
Uy 7 LET,

* [Select Interface] Kt v 7 X7 YA NG, A ¥ =T xA AL LTVLAN £721L 10 ¥ 7> b
A —HFy NEBIRLET,

*[VLANID] 7% 2 k R v 7 2T VLAN % 7O ID, VLAN % 7 R/ 413 0,

*[IPAddress] 7F A R IRy 7 AT, TIZRBRARAV IBERINTZTVA YLV RAEHA VX —T = A A
DIPT KL A,

*[Netmask] 7F¥ A b Ry 7 AT, VA XLV RAEHS L H—T 2 ADRy NT—27 AT DT R
A

* [IPv4 DHCP Server] 7% A b ;R v 7 ACDHCPIPv4IP 7 KL A,

A X —TxA AL LTVLAN Z#{R3 % L [Switch Port Configuration] 7§ A b R v 7 A THRE S iz
UARINS, R—hELThTv 7 A= ERET 7R R - REEETEET,

[RF Mobility and Country Code] X— YN ERINFE T,

AT w79 [RF Mobility and Country Code] ~X—"C, RFEE U T 1 KAA 4% [RF Mobility] 7F A b iR 7 A
\ZAJIL., [Country Code] Ku v X UARNNLEAEDET— REZRRL T, [Next] 227 Vv 7 LE
T GUIMNBIE, 1 DOEFZOHLZBRIRTE T,
GE) RF 7 N—TNRTA—=Z LB Y T A REZRET HAN, LTEET IR T Y%
SR THE, REICHET I HIITLTLIEEN,
[Mobility Configuration] ~— 2B &, EEU T 4D/ — a7 1 Fab—Ta VREDERRII
F7,

AT 710 [Mobility Configuration] <—> T, ROEL VT 4D/ n— )L ar7 4 Fal—a U REZSHRE X
PASIL, Next]1 Z27 U v o LET,

* [Mobility Role] K& w7 & 7> U & h)yi5, [Mobility Controller] & 7213 [Mobility Agent] % 38R L &
R

* [Mobility Agent] % 3R L 7245413, [Mobility Controller IP Address] 7 %A h R 7 AZEE Y
T4 a2 hr—J@IP 7 KL A, [Mobility Controller Public IP Address] 7 % A k 7~ v 7 A|ZE
Y74 arybun—70IPT RLAEZANLET,

* [Mobility Controller] #Z&R4 25 &, FEE VT 4 a2 br—JDIPT7 RLAELEEY T 4 a3 b
B—=FDNT Yy 7 IPT FUARENENDT FA N Ry 7 AZFRENET,
* [Mobility Protocol Port] 7% Ak AR 7 ZAIZEE VT 4 71 ha/LdOrR— bEEVPFERINET,

* [Mobility Switch Peer Group Name] 7 F A k iR v 7 ZITEE Y T 4 AA v FDOET T I—TZNER
SET,

*[DTLS Mode] 7% A b 7R v 7 AT, DTLS A X —T N THDHEIMNE I MBPRENET,

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
0L-30683-01 |



| Web5S5o1hLa—HAr8—Tx4 RDER
24 vFwebcui 0%z [l

DTLS 1%, EAEERIZH D TLS IZHKSL A ¥ —3 v MEgRRIREZ B2 (IETF) 7'mv k=L

<9,
* [Mobility Domain ID for 802.11 radios] 7 % A k 7R v 7 A2, 802.11 HEMHEDOEL Y T ¢ RAA L ID N
TRINET,

* [Mobility Keepalive Interval (1-30)sec] 7 F A k R v 7 AT, BT AA v FITiEEFT 54 ping ZR O]
& (FPHANL)

HEIZ 1 ~ 30T, 774V MEX 10 T,

* [Mobility Keep Alive Count (3-20) |7 F A N AR> 7 AT, BT AA v FPEERGE L HBT5E T
\Z ping E R % 659 B A4,
ARNZREPAIE 3 ~20 T, 774 /0 MEIZ3 TT,

* [Mobility Control Message DSCP Value (0-63)] 7% A f IRy 7 AT, TV T 4 AA v FIZHEIN
% DSCP fE,

R HPIT 0~ 63 T, 7 74/ MEIZ 0 TT,

* [Switch Peer Group Members Configured] 7 % A h iR v 7 A TRELIZEE U T 4 A v F T T L—
T AUN—DOEERTLET,

[WLANs] X— U RFERINET,
AT 971 [WLANs] X— T, D WLAN fENRT A—Z % ASJL, [Next] 227 U v 27 LET,

*[WLANID] 7% X b 7R v 7 2T WLAN @5l -

*[SSID] TF A LRy 7 AT, 7T7A47T > MIBEEMNIT B TWS WLAN @ SSID,

* [Profile Name] 7% A b AR 7 AT, 7747 NBMEHT S WLAN D4 i,

[802.11 Configuration] ~— TV NFERENE T,

AT v 712 [802.11 Configuration] ~~— T, [802.11a/n/ac] F = v 7 R v 7 A & [802.11b/g/n] F = v 7 7R v 7 ADWNS
ADNETNTM G 2 A 12 LT 802.11 fEff A A X —7 /ML, Next] 27 U7 LET,
[Set Time] X— Y NERENET,

AT F13 [Set Time] X— T, IRD/XTA—=Z|ZHESNWTAL v FORKEEZHFEL, [Next] 227 U v 7 LET,
* [Current Time] 7 ¥ A h IRy 7 AT, AL v FOBUEDZ A LAZ T INFKRINET,
*[Mode] Rz 7&# 7 U A Rhvd [Manual] 7213 [NTP] 28R L £,

NTP B — ORI, A v FIERINTWDETXTOT 7B A RA > A, i REE7: NTP
P — RREITHESO T 2 R L £ 9,

* [Year, Month, and Day] ke v 7% 7 YA RNHL AL vFOHAAEZRIRLET,
* [Hours, Minutes, and Seconds] K2 v 7% 7> U A h LR 23RN L £ 7,

*HEMH & [Zone] 7FX A N ARy 7 AT AT L, AA v T TRIESNIZBEDRL & ik LG4
WipA 7ty M [Offset] Ky X0 JRARMLEIRLET,
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[Save Wizard] ~— U NFERENE T,

AT v 714 [Save Wizard] X— T, ZOFIEEZHEH L TAA v F TR ELHRTEXET, REMELETS
LE X, [Previous] #27 UV v 7 L, 24 X—CB#LET,
TRTCOY 4P = FIZONWTHRIIA v =T REREINTHEICOR, 74— REMFH L TER LZA
A4 Vv FREFRFTEET, [Save Wizard] 7 4 V' — F X—I T T —RNERENTEHE. A A v FOH]
HREDT-DIZT 4 F— REBRFETTHLERLY £7,
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MLD R X—E > D%

TOFEY2—LF. MLD AX—E L OBEOHEMN G ENTNET,
* BERETE W OMERR, 23 X—

* IPv6 MLD A X — > 7 O EICET H1EH, 23 ~X—

* IPv6 MLD 2 X — ' V' ORES1E, 29 ~—

* MLD A X — B> JEHROER, 38 X—

* MLD AX—tE U T ORERF, 39 ~—

A IHRR DR

THERAOY T 2T VY —RATiE, ZOFY 22— L THAEINITRTOBRENTR— &N
TWDEIIRY A, EFTOBREEREEEFHEIZOWTUL, ZHEHOTZ7 vy b7 r—n LY
T2 7 VU —RZHHE LY U—R J— 2SR LTLEEN,

TI7Y RN 7 =DV R—= I BLOVRAY T h T =T A A=V OV R — MM DHEREMBR
J 5121, Cisco Feature Navigator 2 f#i [} L 3, Cisco Feature Navigator {Z(%, http://www.cisco.com/
golchh T 72 ALET, Ciscocom DT AT MIMLEDHYD FHA,

IPV6 MLD A X —E VS DEREIZET 5155k
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A A+ F T Multicast Listener Discovery (MLD) AX—vE > 7 %#HL T, AA vF K xv b

T—IWNDI FA4T > hEBLON—HI|ZIP Version6 (IPv6) ~/LFF v A b T —H ZNRAIHEL

BTHZENTEET, FITHELLRWED . AL v F LW HEEIZ, AF¥ U RTry A vF
BLOAS v TF REZ 7 2B LET,

GE)

Catalyst 2960-XR A A v FTIPv6 ZFEHT 511X, AA vF EIZT 27V IPvd B LV IPv6 A
Ay Fo T TFT—=EX=2EFH (SDM) T 7L — bBRESNTWDIRERD Y £,
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A

G¥)

COETHERAT I~y ROEBXE IO FIEOFEMIZOWTIE, 20U U —RZHinT 5
a<w R Y77 L AFERITFNEICEH SN2 CiscolOS D~ =T 2R L T EEN,

MLD R X—E Y DIE

IP Version4 (IPv4) TiL, VA V2 AL v FiFA v F—Fy N T A—T7E#7a 2,0 (IGMP)
AX—ETEFEHLT, BIICLA Y 24 X —T oA AERETDHZLIZEY, v LF Xy
ANNTI T4 IDTToT AT EMHILET, TOEDH, v~ VFX¥ AN ST 7 4 v TP
IV FF v AN TS A AT ST A B —T oA AT TSN ET, IPve Tl

MLD A X — & > 7 NFEIRROEEZ FIT L E T, MLD AX—E U7 Z2EHT25 &, IPve v /L F

X ¥ A KT —ZIZVLAN (AELAN) NOTRTOR— M7 T v T 4T ENDHDOTIHRL,
T—HEZETLHR— DY A MIEIRWIZIEEINET, ZDOU XML, IPv6e v/ T F ¥ R b
ARy NEAX—E L I 5 LI OEEINET,

MLD /L IPv6 ¥ /L FF v A b L—F THEAIND T v ha/)L T, V—XZEEERINL) v
Lo FXr ANV RF— (IPV6~ LT Fx¥ ANy NeZfEGd 5/ —R) OFE, BLW
Bt ) — RE2RRET DN TF XY AL Xy M2 LET, MLD X IGMP 7 HIRAEL T
F9, MLD "—'3 > 1 (MLDvl) [ZIGMPv2 &, MLD /3—3 = > 2 (MLDv2) (X IGMPv3 &
ZNZHAZETT, MLD (& Internet Control Message Protocol 73— = 7 6 (ICMPv6) DY 771
F =)L T4, MLD A v E—IXICMPV6 A v — D% 7 ® > T, IPv6 2347 v N THEEED
Next Header & 58 IZ L 0 iRl &N E 9,

AL v FiF, RD2OONR— 5D MLD AX—E o 7 E2HR—FLET,
*MLDvl A X—F % : MLDv] fillffl/ %47 >~ b & L, IPv6sEdE~/LFF ¥ A 7 KL RIZ
ESNWCrT T 4w DT Y v TEFRELET,
*MLDV2 FEARAX—¥ 7 (MBSS) : MLDV2 #illf#i/N% > &2 LT, IPv6%Esc~/LF X v
ARNT RVARIZESNC AT 7 4 v 7 Dk ERELET,

AA v FIETMLDV]I 71 b=k 23y & MLDV2 7’0 b 2L 87y RO TAX—E 7T
ELIPVO S~ AT H ¥ AR T RLRICHESNWTIPVGO AT XY AN T =257 ) v /L
iﬁ‘o

GE)
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AA T, IPv6e EE LB LS~V TFH v A R T FLAR—ZADIREE R ET H MLDv2
JEEAX—E v 7R —FLERHA,

MLD A X —E > 7%, 7 a—r3 L FEE VLAN BALCA 2—T NV E1ET 4 B—T /IR ET
XFET, MLD AX—E U7 BA X —T/VOE . VLAN BALO IPv6 v /L FF ¥ A~ 7 RL-X
T=TMEIY T MU 2T BLON— Ry 2T CHEEINET, TO%, A v FIIN—Ru=T
TIPVO VLT XX AT RLRIZESS T vV 7 HFEITLET,

IPv6 < /L F X ¥ A MEHEIZHED, AL v TFIIBHDOMACT RLVAD TN 4A 7T v & MACT
R L A 33:33:00:00:00:00 DR OR #FE{TL T, MAC~/ILFF¥ AT FLAZHHELET, 7=
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L % 1E. IPv6 ® MAC 7 R L % FF02:DEAD:BEEF:1:3 1%, A —H% %~ F® MAC 7 RL %
33:33:00:01:00:03 12~ v ¥V ENFE T,

IPV6 5657 RL AL MAC4EET RLANR—EHLARWEGES, ~ /L FX¥ A F 7y MI—%LZE
Yh, AAvFiE, —BELERWARY Yy hE2N—RT 27 XR—Z2OMACT KL A T—7 k-
THEE L ET, MAC%ELET RLANMAC 7 RL A T —T7 206, AL v Fid3%E L
AR—=HKEFRUL VLAN NOTRTCOR—=NMNINTry 27Ty T 07 LET,

MLD A v t—
MLDv1 IZ, RO 3FEEHDO A v —T %P R— b LET,

* Listener Query : IGMPv2 7 =1 — & [A]% C. General Query ¥ 7213 Mulicast-Address-Specific
Query (MASQ) DWFNIT/RY £,

* Multicast Listener Report : IGMPv2 L' 7R — h & A% T9,

* Multicast Listener Done A » & —3" : IGMPv2 Leave * vt — L[5 T,

MLDv2 TiX, MLDvl L"/R— F B LW Done A v —IZzx T, MLDv2 7 =V —8 X U MLDv2
LAR—bFHYR—FLFET,

Ay B—VOEZEOREELDIA vE— XA ~—BL AT — FBITIE. IGMPV2 # v & —
COGEELREILTY, VIR LT = THERRIPV6 HETLT N L A &=/ MLD
A vE—Ii%, MLD LV —4 B LOMLD AA v F THEEEINET,

MWD T!)—

AA v FIEMLD 7 =V —%EF L, IPVOYALTFHF ¥ AN T KL AT —HZX—2R%fE L, MLD
IN—TEH 7 =) —, MLD 7 V—7BIOEEEA 27 =V —%4R L T, MLD Done A v
E—VIONELET, o, A4 FIELAR— ML, LAR— T rxo o RIRETLREEE.
BIXOREZT 4 v 772 IPV6 VT F XY AN V=7 7T RLAFRELYR—FLET,

MLD A X—VE U I NRTF 4 B—T VDL, TXTOMLD 7= —RASVLANT T T VT 1
JENET,

MLD A X —E > 7N, 2 =T VOEE, ZEEINTZMLD 7 =) —BNAJJVLAN T7 T T 1 v
I, 72U —Oa b —|LCPUIZEE I, MEINET, MLD AX—E 7 TliE, ZES
NI Y —mBEIPV6 YL F XY AN T RLAF—FRXR—25 R LFET, MLDAX—E
X, ¥V TFXX AR —F R— b 2R L T, XA ~—%HFFL, LAR— MNEERMZHEEL T
T, £72, VLANOZ =Y T IPIXEILT RLUA, VLANHNDOZ =) 7 R— hE2FE LT, v LF
FYART RLARA =D FaHERFLET,
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A

GE)  IPv6 v /LT F ¥ A b L—H 3 Catalyst 6500 A1~ FTh V| JLiE VLAN (#iFH 1006 ~ 4094)
AT 554, Catalyst2960, 2960-S, 2960-C %7213 2960-X A A~ F M VLAN T/ =V —
EZETEHI T D2, IPv6 MLD A X —E 7 % Catalyst 6500 A1 ~ FDHLHE VLAN
TARX—=TWICT HLERH Y 9, AR VLAN (1 ~1005) O%4 . IPv6 MLD A X —
v’ 7' % Catalyst 6500 AA ~F D VLAN TA F—7 /T 50E([TH VD T8 A,

TN—TPMLD AX—V 7 T —HX—=RNJFET D86, AA v FIEIMLDvl LA — k& %(E
LT, FNV—T7EHAEDI =) =B LET, ZOITN—TRNRPAOEE, JV—7EHED I =
U—IZANVLANIZ 7 T v T 4 v 7 3NET,

BRARRILTFFY AN T —TNE BT 584 . MLD Done A v E—3 (IGMP Leave X
VL% ARETEET, ZAA vy FHAMLDvI Done A vt — %255 LI, AIEEE
PAX—=TNTRIFE, AL v FIEA v E—VEZEFE LIZA— MIMASQEZRFEL T, A—h
T DD T A, AN LT F v A N TNA—TITFEDVLERH D E ) 0 HBILET,

IINFXNYARANISATUONI—=D0TORENR
7Y —HIZFEDSNT, T RLANLDHR—F AU R_N—v oy 7OHIREZRETEET, 12507
RLAIZRET DA N—=2 I BR— MDNHIBREND DL, FRESINTD 7 = —IZBIL T
R—FEDOT FLRIZHT B LHR— FBRR2WGEEOALTYT, T 74/ bOEENL 2 BT,

TILFXFv R b IL—2 K

IGMP A X — Lt 7 L [AFEIC. MLD A X — b 7 TIIR DO ZH o~ L F F v 2 b L—ZHil

PITWET,
ca—PICIVRESNIZAR— ML, HIRUNARH Y £8 A,
CHAF v 7R — FEEIEL, MLDvl AX—E 27 72U —B L OIPV6 PIMv2 /37 v kI
L iThhET,
CHBEONL—EZNRELCLA Y2, F—T =2 A RIZHDLEA. MLD A X—E > 7 ClddR— h
FOHE D= LF X R M L—F (ERNZV—ZHIEH A7y FEEE LIV—4) ZEBHL
i—é‘o
CINTF XY AN N—F R—= b DEAF I IR —0TE, T 73V XA~—D 5%
WZESEET, A—F ETHIEAST v RS HHZE SN WES, VT F ¥y A~ L—X
I —F2DOR—1F VA DO OHIERENET,
*IPv6 v TFF v A b M—FBHNEITINDDIE, MLD AX—E VT NRAAL v FTA F—
TNDGEDHTT,
CZAEINTIPVe v LT F v A N L—Z ARy NI, AA v F TMLD AX—E > 7034
F=T D EIMDID BT, WIZANVLANIZ 7 7 v T 4 v 7 EhET,
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CEAID IPv6 v )V FF v A b )b—F R— b EINTZRIZ. RO IPv6 v /L FF ¥ X b
F—HL, BmHENEL—Z R— M L TCOREREINET (FRETIE, 7 XTDOIPVG
NN F XY AN T—FZIZIATTVLANIZ 7 TG T 4 v T ENET) o

MLD L R— k

MLDv1 join A v &— 1%, AREMITIXIGMPY2 ERIU L D IS Ed, IPv6e~/LFF v A |k
J—H BN VLAN TR SRR WEATE, LAR— MBS0y, £ AA v F N SRk S
NEHA, IPV6v/LFF v X R L—Z 3R EiL, MLDvl LAR— FR3ZESDH &, IPve < /L
FX¥¥Y AL TN —T T FLANVLAN O MLD 7—H# X—R A TSN ET, FD%., VLAN
WD T NN—FIZHT BT RTDIPV6 /LT XY AN NT 7409708, ZOT7 RLAZERL Tk
KENET, MLD AX—E LI NTF 4 —T7NLDEA, LAR—FMIANVLAN T T v5F 4
TINET,

MLD A X —tE > 7R A 2 —T VDAL, MLD LaR— MMl (U A — X vt—8H) 1 3H
A F—T 2720 £, LAR— MIGICE D, AL v FIEITN—T TG SN D
MLDvl L7R— k& IPv6 ¥/ FF v A b —H |[ZHaik LET, ZA—TOZNLED LR — N
N—BITEEEINET AL, MLDAX—E VI RT 4 B—T7 LOGAIX, LA— MIFRT ¢ &—
Tl TRTOMLDV] LAR— MIAT VLANIZ 7 T v T 4 7 SnET,

AA v FIiE, MLDvl 7B %y LR—F ¢ 7 H ¥R — K~ LE7, MLDvl MASQ 23%1(5 &5
L AA Y TFIMDR— DI NV—T P FET H5E, BIO®I =) —2%EF LA — T R
LV ADBRED A LN R—= hBRRDEHRIT, A v FIZ7 =) —%2%EF LT FLRCHETS
MLDvl LAR— hCIE&E L ET,

MLD Done * vt — & K UENEEAR B
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BNEE B RE 2N A R — T L DIFEITA A R 28 MLDv] Done # v &—3 (IGMP Leave A vt — &
M%) #%(E3T 5L, Done A vE—VEZE LR — MIZ A= oEbIchBREnE T,
VLAN TRIEIE % A 2 —T7 2T H8E81E (IGMP A X —E 7 LREIERIZ) . A— MMZHE—®
RANDBERE SV TND VLAN TOHLZ OREZEH L E T, N— BT N—TDifhd A N
THHIEE., Z—7FbHlBEn, B SNZIPv6e~ /L FF v 2 b Lb—Z IR ERDSEEE SN
£7,

VLAN THIEEN A X —T L TRWEAIC (1 2OR— K BT NV—TD 7 54 7 b g
HLHGE) . Done Ay bE—UNR— M TRESINDE, ZOR—FTMASQ BERSNET,
2—iE, BEFET RLADOR— |k A 3= FOHIER S5 B 2 MASQ 2k D s B¢
EFJT, TRLARCHT DAL A=y TINER— EPRHIBRENDIDE, RESN-HD 7 =
V—IZBELTAR—F EOT FLRAIZHT 5 MLDvl LAN— R WA T,

AR E D MASQ %X,  ipv6 mld snooping last-listener-query count 7' 22—/ 3L 227 ¥ 2 L—
Var avwry RIZIVRESINET, 774V OREIL2 FITT,

MASQ %, Done A v & —UNEESNIZIPV6 /L FF v A b7 RLAICKRESNET, AA v
F DI RISEFREFINIZ MASQ THE SN IPV6 v /LT F ¥ A2 K 7 KL A LR — F 3% &
2T IE, MASQ 3EfE ENToAR— I IPv6 vV FF v A b 7 RL A F—H_X—=2n bR E
NET, EKIGERREIX, ipvé mld snooping last-listener-query-interval 7 20—/ 3L 227 ¢ ¥ o
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MLD ZX—EL T n®E |
B wvoxzx—crroms

L—vay avwry RZXOFRELET, HIBRESNEZR— MR TXr AR T RLAOKRED
AUNRTHLLEIE, ~VTFXx AT FLABHIRESN, A v F RSNz LT X v A
h —FF_XTCUZT RUAFGBREHRZEE L ET,

BIEEBER 2N A 2 — T IV TRWEAIZ, R—F2AMLDDone A v —Y %%+ 5L, AA v FIi
R— hTMASQ Z/E L T, Done A v —Y8E(E SN IPV6 v /L FF v A~ T KL RITEE
LET, R=FRIATFFr X b ZA—TGHIBRSILDHENC, #E S5 MASQ ik LU A
Ay TFRINE LT DR Z TR CRETE ET,

MLDv1 BRIk % A 2 — T W L725E. A A »FIEAR— F TMLDDone X v — %35
LB, AT AN T A—T bR — MEHIRLET, BIREBLEBMERE 2692 0l
VLAN OER— bk BIZ L — PN 1 DFETHFET 525 EICREL T EE, [A—R— M~ v
FXYANITN—=TDU AT S H H5E1L, VLAN TRIK IR Z A R —7 /W2 LT
20 £ A

TCN L2

ipv6 mld snooping tcn query solicit 7' 27— )L 27 4 X L—v g avr RefHLT, b
Ao PEHEM (TCN) EEEREA F—7 T 5L, MLDvI AX—E U 73, #ESHZHK
DOMLDVI 7 £ —Z kDT R_RTCDIPV6 v VFF¥Y AL T T4 w757 T T 407 T5HE9
VLANIZRRE LT D, BRSNTZHR— MIDOAZLTF XY A N T —XOREFEEZFBELET, 2
DfElX. ipv6 mld snooping ten flood query count 72—/ 3L 27 4 Fal— gy avy K&
BHLTHRELET, 774V ETlE, 22007 —REFEEINET, AA v F B VLANAD
STP V— NI BHE, EIFAAL v TR —FICLVBRESINIZLAIE, Vo 7tk L Tte—
TV THEN TR IPv6 I5(57C7 KL A% FFD MLDvl 7 2 —/3L Done A vE—Y HAERINET,

ZHIZIGMP ZA X — ' 7 DA LR LT,

AAYF RAEZYITOMD RAX—EVT
MLD IPv6 Z v —"7 7 RL A T —H X=X, EOAAL v FNIPv6 v /LT F¥ A N JL—T%
BT ANCEFRRL . A Y TADTRTOAAL vF ECREENE T, LER— Ml 72
XV UR—T 4 7, A¥ v 7 2R TIThbnEd, BRASERMOM., 1 207 V—712%/F
L7EVAR— R TwALT XX AN —FZHEEINDLDIE, EOARAL v FIZEDLHR— MREEL
TeMICERR < 1270 TT,

HLWAK v 7 v AF—OiRIRT, IPVo~v /LT F X A N T —HDOEEPLT Y o V0 7T L
FHN, IPVOVILTF XY ARNT—HDT Y vV TNE, AKX v~ AX—DOFERPICHELL
FHA, FILOAL v TFRRAZ » Z7ITBEMEND L, AX v T v AZ =00 DFEEF R IPve ~
NT Xy A MEREDORPDPIRONET, FMNZETTHETIE, FTILIBMESNZAAL vFT
DT —H AT, RPEALT XYy AN T— L LTHRbNLET,
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IPV6 MLD R X —E V5 DEREH X

IPv6 MLD R X—FE 5 NH/RTEFE

MID RX—EVIDTI74+IL MEETE

R4 MIDAX—E2TDTI4I FEE

e He

FIA4I REEE

MLD AX—E 7 (Fua—N)L)

T 4=

MLD A X—E > % (VLAN Hf7)

A % —7)LVLANMLD A X — b U I REFTEINDH 20T
2. MLDAX—E > 7N a— LA x—7 L Th b
L[Z‘gzj§§) D i‘g—o

IPv6 ¥ /VFF¥ A F 7T KL X NG
IPv6 v /LF X% A h L—F R— K | RKEE
MLD & X — &> 77 BjIiE S R FakE—Tn

MLD A X — > 7 DB 45

7' —,3L 1 2. VLAN EAf7 : 0

GE) VLAN fHI3 7 0 — ViR ExR FEX LEd,
VLAN {23 0 D34, VLAN X7 o — )V Hik
FERALES,

HHEDY A F— s — b

7a—sNL 2. VLAN BT @ 0

G¥) VLAN i3/ o — ViR Esd EEXLET,
VLANEZY 0 DA, VLAN X7 0 — %
ERLET,

BHROVAF— I — A4 F— | Zm—r0 1000 (1F) . VLAN : 0

v G¥) VLAN fHIZ 7 0 — S ViExE EEX LET,
VLANHEZY 0 D34, VLAN (Z7 2 — v A
VHE—NNVEERALET,

TCN 7 = ) — %55 R F4v—TN

TCNZ7x=VU— ook 2

MLD U & F— 4 Foe—7
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MLD ZX—EL T n®E |
B VxR y8EsoIEsE

MLD ZR_ Eyb\\:Qiﬂ#o)/Ilh\$IE
MLD A X — B> 7 OFERHT, WOEEFHIZNES T I,

*MLD AX—E L ORIV O THERETE T2, HELZANCTL55E1L, ipvé mid
snooping 72— )L a7 4 FXal—rary avy REFEHLTMLD AX—E> 7 %7
0 — U F—T T HHERH Y F97,

*IPv6 ¥ /LT F ¥ R h JL—H& )3 Catalyst 6500 A v F Th V|, §E3E VLAN (&iFH 1006 ~ 4094)
BT 556, A4 v FNVLAN LT/ ) =2 5 TE5H X512 5729, IPv6 MLD
AR —E 7 % Catalyst 6500 A A F DILHE VLAN TA R—T7 VT HMENRH Y £7,
FEAEFPH VLAN (1 ~ 1005) D4, IPv6 MLD A X — ' 2 % Catalyst 6500 2 A =~ F D
VLAN CTA X —7/WICT HHETH Y THA,

*MLD AX—E 7 & IGMP AX— B JI3MHBEIZMsI U CTEMELE9, AA v FTHEH GO
HEEEZ [RIRFIC A R—T M TE E T,

CAA T FENIAA v TF AKX v I THREFARER~LFF¥ A s = M) ORKREIT, &E
EN/7ZSDM T 7L — MI Lo TED £,

CAA T FEFAAL v T RAE o JITRFFARER T KL X =2 b U O KT 4000 T3,

AL YFTOMDRX—E T DA r—TILILERIET 4 E2—TILiE
(CLI)

T 7 4/ hTIL, IPVOMLD A X —E > JIIAA v FTIET m—r LT 4 B—T LT, TXTD
VLAN TitA %x—7 /1 T3, MLD AX—VE IR a— LT 4 =7 VOBREIL. 7T
DVLANTHTF 4 —7 L TF, MLDAX—E v 7% 70— )Ll RX—T LI Ték\WAN
REIXZa— " VREE FEEXLET, 2FD, MLD AX—E V7 ET 74/ h 27—k (A
F—T)N) DVLAN AV HZ—T = ATOIA T —T 720 £97,

VLAN BN F 721X VLAN il T MLD A X —E v 7% 4 X —T LB LOT 4 =T /I TEET
R, MLD AX—V 7% a—rUlT 48 =7 /I LIESEE. $3TO VLAN TF 4 & —
TNV ETS, T =V AX—E U T BRA R—=T VDL, VLANAX —E' > 7 %A R—
NEZIXT 4 B— T TR ETE 77,

AL FTMLD AX—Y > T % 70— R —TMIT B2, F5#E EXEC E— R THRD
FIAZEITLET,
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VLAN TOMLD R X —E 25 DA x— T ILLERIET 4 £—T e (CL) [ |

F IR D8
ARV RFEREEFT7TIVa Y BrY
2Ty T1 configure terminal sua— ) ar7 4 Xal—varyET—FReH
HBLET,
i -
Switch# configure terminal
25y T2 ipv6 mld snooping AA v FTMLD AX—E T %A F—T ML
ij—o
i -
Switch (config)# ipvé mld snooping
ATv73 end Fi#E EXEC £— FIZRY £,
11
Switch (config) # end
RTFvw T4 copy running-config startup-config (EE) avr74FXalb—rvay 774K
ExeRFLET,
1]
Switch(config)# copy running-config
startup-config
ATv 75 reload 0S AXRXV—FT 4T VATL) ZUr—RL
i‘j‘o
i -

Switch(config)# reload

VLAN TOMLD RX—E 9 DA %+—TILFE=IEZT+E—TILiE

(CLD)

VLAN TMLD AX—VE > T %A R2—TNIZT HIZiE, ¥ EXEC £ — R CROFNEEZEITLFE
j—o
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B <5571y 2LFFrR+ TL—TDOEE (CL)

MLD ZX—EL T n®E |

FIE
AU RFERET7TIVa Y B#)
ATFvT1 configure terminal JTa—r ) ar7 4 Xal—ay T— REBELE
j—O
{5
Switch# configure terminal
ATYT2 ipv6 mld snooping ZA v FTMLD AX—E 7 %A F—7 M LET,
i
Switch(config)# ipvé mld snooping
ATvT3 ipv6 mld snooping vlan vian-id VLAN TMLD AX—VE 7% A x—7 ML ET, 5
JE T % VLANID O#iFHIE 1 ~ 1001 3 £ TV 1006 ~ 4094
i <7,
Switch(config)# ipvé mld snooping GE) VLAN A X —VY' T A 2 —T U BT,
vian 1 MLD A X — 'L 7R S a— s A Fo—T L
ThLHULENRDD £7,
ATvTA4 end FiME EXEC E— RIZIRY 77,
i -
Switch (config)# ipvé mld snooping
vlan 1

AT A49I IILFXvRA T IL—TDHE (CL)

FRAPMEZEF LAY 2AR—ME, BHE~NLVTHY AN TNV —FIZHAF I v 7IZIMALET 0,
VLANIZIPV6E L FF ¥ AN T RLABIUOA VAR R—= "2 AXT 4 v JICRETHIEL T

TET,

CNF X AR TN —T DA NRNE LT AT 2R— FEBINT 5121, $ME EXEC E— R TR

DFNEZZEITLET,
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AEF 49D INFEYR L TIL—TOHRE (CL) [ |

FIEDFH
ARV RFERERETIVa Yy EL:y)
& A configure terminal Ja—)L a7 4 Xal—ary ET— Ra2BBLE
—a—o
i -
Switch# configure terminal
ATFv T2 ipv6 mld snooping vlan vian-id static TINFXY AN T N—TDAL RN LT AF2FR—F
ipv6_multicast_address interface interface-id |\~ <, F v 2 N Z )L —FHRELET,
Bl - *vian-id | X, ¥ /VFF¥ ¥ A 7 /L—7 D VLANID T
3, fRETE 2D VLANID O#BHIL 1 ~ 1001 B LWt
Switch (config) # ipvé mld i lan 1 .
static ;;12:?3 iii:rf:ce 32322122t;e12et 1006 ~ 4094 7:7r°
0/1 . o
* ipv6_multicast_address 1%, 128 &> D 7 )L —7 1Pv6
7 RLVATY, ZDOT RLALRFC2373 THES
NI TRITNITRY FHE A,
* interface-id X, A2 /N AR— NTT, YA ¥ —
Tz A ARIFIR—F Frx (1~48) ITHET
TET.
ATv73 end FiHE EXEC £— RICR Y £
il -
Switch(config)# end
ATvT4 RONWTNEHEHLET, ABT 47 AN R—REBIUIPVe 7 R L R Z R

* show ipv6 mld snooping address

» show ipv6 mld snooping address vlan
vian-id

11 -

Switch# show ipvé mld snooping address

EJA

Switch# show ipvé mld snooping vlan 1

LE7,
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MLD ZX—EL T n®E |
B <iFxvzbL—% A= FOBE (CL)

TILFEXNY XM IL—4F R— FDEKRZE (CLD)
\Y

GE) YNTFTFY AN N—=BDAZT 4y 7L, A v F A= MRV IR—-FShES,

VLAN I IZ= /LT F ¥ A Jb—F R— M ZBINTHI21E, FHEEXECE— R TROFIEEZFEITL F

-éAO
FlED
ARV KRFERETIVaY BH#Y
& configure terminal Ja—nR) a7 4 Xal—raryE— R2RBLE
R
i -
Switch# configure terminal
2Ty T2 ipv6 mld snooping vlan vian-id mrouter |</)LF X Ak JL—X D VLANID #$EE LT, v /L F
interface interface-id XY AR A=A E—T oA AEEELET,
il - * i/ CE 2 VLANID O#PHIL 1 ~ 1001 3 L T 1006
Switch(config)# ipvé mld snooping vlan ~ 4094 7?7%0
1 mrouter interface gigabitethernet
0/2 DA B —T A ATIIYEEA L F—T = A A F
TZFZAR—=F FrxVafiETEET, A—F Fxv
FOVEIFRIE 1 ~ 48 T,
ATv73 end FiME EXEC E— RIZREY £7,
i
Switch(config)# end
T T4 show ipv6 mld snooping mrouter [ vlan VLAN A > Z—7 A ATIPv6 MLD A X —E L 7N A
vian-id | F—T TR TND 2 & AR LET,
1 -
Switch# show ipvé mld snooping mrouter
vlan 1

MLD BB RDE=NME (CLID

MLDv1 BIRE iR A A R—T 2T 5121, F5HE EXEC E— R CROFIEEZ FEITLET,
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MLD R X—E>% 4 T1—DRE (CL) [ |

F IR D8
ARV RFERRETI Y E]:g]
2ATFvT1 configure terminal Ja—)L a7 4 Falb— g E— R
BLET,
i
Switch# configure terminal
ATFv T2 ipv6 mld snooping vlan vian-id immediate-leave| VLAN A > % — 7 = 1 A T MLD BRI/ 1& % A
F—T WL ET,
i -
Switch (config)# ipvé mld snooping vlan 1
immediate-leave
ATv7T3 end FitE EXEC E— RIZRE D £,
151 -
Switch (config) # end
ATvT4 show ipv6 mld snooping vlan vian-id VLAN A > % —7 = A A b CRIREN A % —
Tl o TND Z L 2R L ET,
i
Switch# show ipvé mld snooping vlan 1

MWD R X—E VS 9 T1)—DEKE (CLI)

A v FE£ZILIVLANICMLD AX—Y 7 7o) —ORMEA2RET 5121%., B EXEC £— K
TIROFNEEFZITLET,

1|

FED 4
ARV KRFERETIVaY B#Y

2Ty T1 configure terminal sua— b ar7 4 Xal—vary - RERBLET,
i
Switch# configure terminal

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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B wvozxzx—Ers5Ty—0BE (CU)

MLD ZX—EL T n®E |

AT RFEREETI VI Y

E[:b)

2Ty T2 ipv6 mld snooping robustness-variable L) AA v FR—K7 =) =& LY 25— (R—
value N ZHIBRT 28T, REShD 7o) —KERELET,
BETCE HHMIX1 ~3TT, 774/ ME2 TT,
i -
Switch (config)# ipvé mld snooping
robustness-variable 3
ATvT3 ipv6 mld snooping vlan vian-id ({L7) VLAN BI T ANRZ F R ABHEHZELET, _h
robustness-variable value 2L, MLD LR — MNEERRWESIZYLTF Iy AN T
RUANZ =07 7T hEHETIZ, MLD AX—LE
B it tov6 mid mooming vien| ZPERT DY =) —HAPGESRET. HETE 4
W1TC conri 1pvo m. snoopln vian — TN
1 robustnesqs—vaz?iable 3 ping PRIZ1 ~3Td, 774/ MIO0OTT, 0ICRET DL, fi
AEND8I37 a— VB AR OMIZ 20 £9,
ATvT4 ipv6 mld snooping (EE) MLD 7 9 A4 7> FInm—Y 07 7 b ERDHHIIC
last-listener-query-count count AL o FIEIET 5 MASQEABE LE T, T % HilH
1 ~7TF, 7740 ME2 T, 72U =31 PHIZE
Bl FanEd,
Switch(config)# ipv6é mld snooping
last-listener-query-count 7
ATy T5 ipv6 mld snooping vlan vian-id (f£#&) VLAN HAL C last-listener 7 =V — B 7> M ERTE L
last-listener-query-count count F4, OIS — S CERESR A FEX UET,
FRETE2HMIZ1I~7 T, 7740 MI0TY, 0T
@Em Cort tov6 mid L [ETDE Ta—sanh vy MEBERSNET, =
W1TC conri 1pvo m. snoopln vian P IR A =N
1 last—listgener—Pquery—countp7 7 U—X 1 BRICHESNET,
ATy 76 ipv6 mld snooping (EE) A4 v FHAMASQZXELIEH L, v/ FF¥ X b
last-listener-query-interval interval I =TI R N IR B & TR B BRI R 2
RELET, FHECTE 2L, 100 ~ 32,768 X VT,
i 77 4V MEIE 1000 (1 7)) T,
Switch(config)# ipv6é mld snooping
last-listener-query-interval 2000
ATy T1 ipv6 mld snooping vlan vian-id (f£#&) VLAN HAL T last-listener 7 T Y — A > X — )L & §%
last-listener-query-interval interval FLET, OIS — LR ESHErE FEXLE
I, FRETE HHEPHIL. 0~32,768 S UBTT, T 74/ E
B confiors 1ove mid snooping vian| |20 €T QICBET B L. T LR HO Y AT 7
W1TC conri 1pvo m. snoopln vian N S N
1 last—listgener—Pquery—intersangOOO T =X —/\/Vﬁ)fﬁﬂﬂ éﬂi‘j‘o
ATvT8 ipv6 mld snooping tcn query solicit UEE) FAReEF®EE (TCN) 24 F2—7 M LET,
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i -
Switch (config)# ipvé mld snooping tcn
query solicit

ZHUZED ., VLANITRESIN=ED 7 = ) —IZB3 5 IPv6
VIVFXY AN T T4 I T R_RTCETT T 47 LTH
5, AT XXY A RNTFT—HECLTXVY AT —XDOSER
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MLD 1) X — * v t—SHIEIDESE (CL) B

AT REREETI VI Y

E[:b)

FRFT DR —MIHLTCORERELET, T 74/ FTiL
TCN IZTF 4 E—T7 VTR ESNTWET,

ATvT9 ipv6 mld snooping ten flood query count | ({f-&) TCNAA X —7 NVOYE, E#EINDHTCNZ =) —
count BaefEELEd, METEL®MIL1~107T, 7741 b
X2 7,
11 :
Switch (config)# ipv6é mld snooping tcn
flood query count 5
ATwv710 |end Rt EXEC E— RIZRD £,
AT 711 | showipv6 mld snooping querier [vlan | ({£&) AA v FE72(ZVLAN D MLD AX—t 7 7=

vian-id)

i
Switch(config)# show ipvé mld snooping
querier vlan 1

TR MR LET,

MLD 'J R+— A v t&—HIHEI O ESE (CLD

T 74/ FTiE, MLDAX—E> 7 U AF— A v—UMlidA F— 7 VIR ES N TWET,
ZOEENA X —T NDE, AL v FIE~vNLTFFXY AN NV—F 72 —TLi21 50 MLD L
R ROHEEELET, A vE—UMENRT =7 VOGEIT, O~ LT Fv A FL—
ZIZMLD LAR— kS E T,

MLD U 2 F— A vtE—UHil 2T 4 B—7 T 51213, BME EXEC B— N T&RDFIEE 24T

LET,
FlED
ARV KRFERETIVaY El:g)
ATy T configure terminal Jua—nR) a7 4 FXalb—yaryEF— RNy
BAfE L E7,
1 -
Switch# configure terminal
ATvT2 no ipv6 mld snooping listener-message-suppression | MLD X v+ — i 25 4 E—7 W LET,
i -
Switch(config)# no ipvé mld snooping
listener-message-suppression
IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 v F)
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B wvwxzx—cErrEgoss

MLD ZX—EL T n®E |

AR RFEREETOVa Y

Sl

ATvT3 end K¢t EXEC £— FIZEY £,
151 -
Switch (config) # end
ATvTa show ipv6 mld snooping [Pv6 MLD A X —t > 2 LaR— NI T ¢

B -

Switch# show ipvé mld snooping

=T N THLZLEMRLET,

MLD X X—F >/7‘"I%$|§0)a=zﬁ<

A FI v I

FEINTZ, HBDOIVIEIAZT 4 v T IERESINTZNV—F R— FEBILUVLAN A

H— 7:42@WD23 VU EREFRRTEET, £-, MLD AX—E UV THIZEESN
72 VLAN D IPv6 /L —F 7T RL A w/LF XYy A b N ZERTHZEHLTEET,

K5 MIDAX—EVJERRTAOaAT VR

avoU kR

E:g)

show ipv6 mld snooping [ vlan vian-id |

AA v FDOFT_TOHD VLAN £ E SN T-
VLAN @ MLD A X — L VR EEREZER L
F9,

(fEE) %~ O VLANIZET 218 A2FRT D
\ZIX. vlan vian-id # ANJJLET, FEETE D
VLAN ID O#iPHIE 1 ~ 1001 35 X OV 1006 ~ 4094
Tﬂ‘o

show ipv6 mld snooping mrouter [ vlan vian-id

]

HAFI v 7R EIN, FEITRESINZ~
NFFX AN N—H L H—T A ADEH
ZFRELET, MLD AX—VE L V5 A R—
WZT5E, AL v TFiE~vNLFFx¥ A b L—H
DR THDHA L —T7 =4 A% BB
BLES, ZNHDA U H—T = A RTEHIC
2EINET,

(£E) fEx DO VLANICET B iEHRAEFrT 5
\ZiX vlan vian-id # A LET, FHETED
VLANID O#iPHiE 1 ~ 1001 35 X T8 1006 ~ 4094
<7,
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MLD R X—E V5 DHE

M zx—trsnREs i

avyU R

=)

show ipv6 mld snooping querier [ vlan vian-id ]

VLAN N CHEANIZELZZMLD 7 =) — X v
T—YDIPv6e 7 RLABINERER— M
THEREERLET,

(f£&) vlan vian-id % ANJ7 L C, BE—® VLAN

fHEFR LET, f5ETE S VLANID Dl
PHIZ 1 ~ 1001 35 K T* 1006 ~ 4094 T,

show ipv6 mld snooping address [ vlan vian-id |
[ count | dynamic | user ]

TRTDIPV6 /L TFF ¥ A b 7 L AERD
BUMEIAA v F E£721% VLAN OFFED IPv6 <
NTFFXx AN T RUAFEHREEZRLET,

*count * AJJ LT, AA vF£7-1ZVLAN
DI N—TEeFRRLET,

*dynamic Z A LT, AA v FF/IZ
VLAN O MLD A X — V' J25EEE T
N—TEREFR R LET,

*user “ ASJ LT, AA v FF7-1Z VLAN
DMLD AX—E > 2—HFHE T N—T
HFWmERRLET,

show ipv6 mld snooping address vlan vian-id [
ipv6-multicast-address |

EED VLAN BX O IPv6 /L F X4 Ak 7K
LADMLD AX—VE > 7 %F RLET,

MLD A X—E 5 DEREH

AATAVIEIILFXENYRMTIL—TDETE : Hi

wIZ, IPV6 ¥ VTF X AN TN—T%2AET 4 v JICRETDHERLET,

| 0L-30683-01

Switch# configure terminal

Switch(config)# ipvé mld snooping vlan 2 static FF1l2::3 interface gigabitethernet

1/0/1
Switch (config)# end
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MLD ZX—EL T n®E |
B <i7xvxbL—% K- t0%E: A

TILFXvRAMIL—F R—FDETE :
WIZ. VLAN200 ([~ /LFF vy Ak )L—HF R— "N &8I+ A50%ZRLET,

Switch# configure terminal
Switch(config)# ipvé mld snooping vlan 200 mrouter interface gigabitethernet

0/2
Switch (config) # exit

MLD BNRFR B D A =2 — T JL1E : 5l
&IZ, VLAN 130 ¢ MLD BIBflIR %2 4 R —T T Bl 2R LET,

Switch# configure terminal
Switch (config)# ipvé mld snooping vlan 130 immediate-leave
Switch (config)# exit

MID XA X—E>T 9 TV)—DERTE : Bl
WIZ, MLD AX—Y 7 D7 a— )L BRI % 3 ISR ETAMERLET,

Switch# configure terminal
Switch (config)# ipvé mld snooping robustness-variable 3
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Switch# configure terminal
Switch(config)# ipvé mld snooping last-listener-query-interval 2000
Switch (config)# exit
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MAC 7 RLUANEE S, UL > TIPv6 7 KL ANEE I LE T, ipv6 address
ipv6-prefix/prefix length eni-64 { > 4 —7 = A A 27 4 Fal—var avy REFEH LT, &
REAR)F (EUD) TAZ w7 IPv6 7 RLAZIRET2%HG. 7 FLVAE, A v 2 —T =4 A
MAC 7 KL R|ZHASEXFT, IPv6 7T KLy VU T OREE IPV6 V—T 4 7 DA F—T 1k
(CLD , (50 ~—2) ML TIEEN,

AL 7 FETCKGERIIRMAC 7 RLRAEZREL, RE v v AZ—NEBINTHE, AZ 7
MAC 7 FL A%, 9450, ZESNEE A,

IPv6 A X v wAZ—BILOA L R—0OKEEEIZIRD LB Y TT,
AL YT wAH —
°IPV6 L —T 771 h )L DELT
=T 4 I T =T DAL
°dCEFv6 2T HAH v 7 AL N—~D)V—T 4 7 T —T L OfiAi
°IPv6 7 A MERERB L OVNIPV6 77— 3 D FELT
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P61=F %Rk L—T 4 TDHEE |
B reoForLrEE

CARB YT AN— (IPYV—ERAT74—F % &y hZFTLTVWDOIHMERDHD F9)
C AR Y v AH—IED CEFV6 V—T (T T —T VDA

SN R =T ~DNV— DT T T IS

A

GE)  IPv6 737 > MBS (IPv6Options) 7372< . AZ v 7 NDAA v FT/HH— R
T 7 UV —=ARRELTWRWES, IPV6 /X7 v R AS v 7 2IRIChT- -
THAN— R 2T Th—F 4 T ENFET,

o AR —DHERTD CEFV6 T—7T VDT T v a

IPv6é DT 74 )L FEEE

R6:IP6DT 7+ FERE

HEHE FIA4I REEE

SDM 5> 7L — k T RRARATAT Ny, T 7V MIYEE
T 7 L—hTYT

IPV6 V=T 4 7 FTRTCOA L BZ—T oA ATTa—rNLICT 4
r—7
CEFv6 % 7-1% dCEFv6 G¥) IPv6 L —F 4 > T InA F—T LD
4. CEFv6 3 X Y dCEF6 1% B 89z
A X2 —T )
IPv6 7 KL & KE

IPv6 7 KLY U TDEHEEEIPVGIL—T 4 T DA4 12— ILIE (CLI)
ZITHEHIPVO T RLAZF LAY 3IA 0 F =T oA AZHIDHTT, IPV6 F T 7 4 v T & A
A o F LT a— VHEET S FEATIA L £,
AA v F LD IPv6 ZEET DR, ROFEEFHIZHES T ZIW,

*AA v I TlE, TOETHHINTZTXRTCOEENRYR—EINdbiFTiEd) HA, W
A= FENTWRWIPY6 =% v Ak b—TF ¢ 7HERE, (48 X—) B TLZE
Uy,

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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| PB1=FvR b L—F1o5DEE
IPV67 KLy S VT DBREE IPBIL—F 1 5 DA :—T)LiE (CLD) [ |

*ipvbaddress { >4 —7 = A XA 27 4 FXalb—raravy RTE, 16y MEAMEHL
7maue XU O 16 ERATIEE L7Z7 NV A TIRE LT ipv6-address 22403 & W ipv6-prefix
BEEEANNTDVHENHY F3, prefix-length B8 (A7 v = (/) THED) 3. 7L
T4 A (T RVADFRy MU —2#45)) ZHld 27 FLAO ik ey Mard
10 #E T

AVE—=T A ALEDIPV6 N T 7 4 v 7 HHRIET DX, DA F—T =2 A LT r—rL
IPv6 7 RLAZRETHVLENHY T, A X —T =24 ZALETIPV6 7 RLRAEZRETDH L,

Vo7 L Ta—ANRT FLADRE, BLOREDA v F—T =4 AT D IPV6 DT 7

T4 TN HBRIITbRET, RESNIEA L F—T oA A, RITRT, %4V 7 ONA
<N FF ¥ AN ZL—FICHEBCSML £,

A UH =T A AZE) B TCOENTEELI=F Yy AN T RUADEEFER ) — K< /LFFx
Z N 7 —7FF02:0:0:0:0:1:ff00::/104 (Z D7 RL A TR ANXN—ERTa v A THAIND)

T RTD ) —FEagte, —F V7L Ta—hLig<w/LFXy X 7 )L—7F FF02:1
T RTCON—FEEGt, V7L Ta—Lp~</LF Xy A~ 7 )L—7 FF02::2

AUH—=T A ANBIPV6 T KL A %HIFRT HIZI%. noipvé address ipv6-prefix/prefix length eui-64
% 7213 no ipv6 address ipv6-address link-local f > #—7 = A A a7 X2l — a3 av R
EEALES, A =T =AM APLFHTRELLTNTOIPv6T FLAZHIFRT 51213, no
ipv6address { > X —7 = A A a7 4 F¥al—ar avy Reg|l i LTHEALES, IPv6
7 RUATHI RIS E SN TWRNA U F —T = f ATIPV IR A T ¢ 2 — T /T T I,

noipv6enable { > 4 —7 = A A a7 4 FXal—ar a<wry Rl LET, IPv6/L—T 4
VT T a— T 4B —T T HITIE, no ipv6 unicast-routing 7 2 —/ )L 27 ¢ ¥ o

L—yay avwy REFEHALET,

IPv6 /L—T 4 v 7 DFEEDFEIZ DUV TIL, Cisco.com T [Cisco I0S IPv6 Configuration Library]
@ [MTmplementing Addressing and Basic Connectivity for IPv6] DFEZZHL T 70,

LAY3IA L H—T 2 A AZIPV6 T RLAZEIDYTT, IPV6IV—T 4 L T oA F—T T 5
WZIE. ¥#ME EXEC E— R CTROFINEEZ FEITL £,

FIEDFH
ARV RFEREETIVa Yy B8
ZAFw T configure terminal Jua—sLar 7 4 Xal—ary - RERBLET,
i
Switch# configure terminal
ATvT2 sdm prefer dual-ipv4-and-ipv6 {advanced | [Pv4 33 L OV IPv6 % 7R— ~9°5 SDM 7 > 7 L — | & Bl
| vlan; LET,
- *advanced : A1 v T 5T 74/~ T U T L— MIRE
LT, VAT L VY —REBHHE{LLET,
Switch(config)# sdm prefer
IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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IP61=F v R b L—F 4 VT DEE |

B P67 RLYS U TOBREEIPGIL—T 4 25 DA F—TILiE (CLD

ARV RFERRTI VA Y

El:b)

dual-ipv4-and-ipv6é default

*vlan : "— R =7 TCON—TF 4 T ZHHR—F LA
AA v FTOH VLAN R E % fciwfb LE T,

GE) advanced (ZTXTCDOT A B A L-YLTHEHTE
*9, VLAN T 7' L — X LAN RX— R TD A
fFHTEFT,

ATvT3 end ¥ibE EXEC £ — FICRED £7°,
1 -
Switch (config)# end
2ATw T4 reload FRXV—=T 4 VAT LBV r— RNLET,
1 -
Switch# reload
ATvT5 configure terminal 2L v FOVa— R, Fa—_L ar7 4 ¥al—3 3
v E— RNEBRIGLET,
1 -
Switch# configure terminal
ATvT6 interface interface-id AR —T oA AT 4 FXal—arT— REBHBL,
BRETDHLANXIA L X—T oA AERBELET, A1 F—
11 : T oA RIWEEA B —T oA A, AA v TFARAEA v H—
Switch (config) # interface Z7xA A (SVI) . F7IF LA ¥ 3 EtherChannel |Z5%E T&
gigabitethernet 1/0/1 *7.
ATv 71 no switchport LA¥2ar74Falb—varyET—RhbAf o ¥—T7=
A AEHIBRLEST WA X —T oA ZADHA) .
1 -
Switch (config-if)# no switchport
ATvT8 WOWTNEFEHLET, *IPV6 7 KL AD FAL64 B b OILIERE AR T (EUD
. . EHEHALT, Z/a— UVIPv6 7 KL AZFEELET
* ipv6 address ipv6-prefix/prefix length A °
ipvo sddress ipvorpreficpreficeng o hT—0 FUT 4 v 7 ARFEIEELET, ik

[l 'Pv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 = F)

* ipv6 address ipv6-address/prefix
length

* ipv6 address ipv6-address link-local
* ipv6 enable

* ipv6 address WORD

D64y NI, AL vFDMACT KL ANE BEIN
WICHEESNET, 2y, f v F—T7 =2, AT
IPv6 JLBEIN A R —T W72 ) 97,

A B —T A ZADIPV6T RLAZFHTHRELET,

A VB —T 2 ATIPV6 A X —T VL5 T HENRR
ESINDY 7 a—aNieT7 RLATRLS, 2 H—

0L-30683-01 |
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IPV67 KLy S VT DBREE IPBIL—F 1 5 DA :—T)LiE (CLD) [ |

ARV RFERRTI VA Y

El:b)

* ipv6 addressautoconfig

* ipv6 addressdhcp

1 -
Switch (config-if)# ipv6é address
2001:0DB8:cl18:1::/64 eui 64

Switch (config-if)# ipv6é address
2001:0DB8:cl18:1::/64

Switch(config-if)# ipv6é address
2001:0DB8:cl18:1:: link-local

Switch (config-if)# ipv6é enable

TxAALOKEDY 7 a—INRT R A% HH
THEHICHELET, Z0avr Rk, 1% —
7 xA A ETIPV6 BN A X —T L2720 £,

A B =T A AZIPV6 Y I —HN7eT RL A%

HERREL, A Z—7 A ZATD IPv6 LA A —
TMZLET, V7R L Tr—hLiT7 KL A%
EHTX201F, MLV 27 Eo ) —REBET LS
AT,

ATv79 exit Ja—n) ar7 4 F¥al— gy EB—RIREY ET,
{1
Switch (config-if) # exit
ATv 710 ip routing AA v F ETIPA—T 4> T A FX—TMILET,
1
Switch (config)# ip routing
ATvIN ipv6 unicast-routing IPV6 L=F ¢ A N F—H% /X7y NOHREE A R—T /LI L
E RN
11
Switch (config)# ipv6é unicast-routing
ATy 712 end ¥i#E EXEC £— RIZEY £,
{1 -
Switch (config)# end
ATFvT13 show ipv6 interface interface-id AN R L ET,

1 -

Switch# show ipvé interface
gigabitethernet 1/0/1

| 0L-30683-01
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P61=F %Rk L—T 4 TDHEE |
B russvIPGToraLREvIOBRE (CW)

avyRFEEEFT7IVa Y E]:q]
e AL copy running-config startup-config () av74¥al—tar 7y A MCBRERRIEL
ij‘o
1 -

Switch# copy running-config
startup-config

PV B ELETIPYe 7O FaJ)L X2 v DEETE (CLID

IPv4 BEIOIPV6 i VAR —F L, IPV6 LV —TFT 4 I DA X —T IR H L5 A3 A4
H—T oA AR ETDHITIL, e EXEC E— FTROFIEEZ FEITL £,

Y

(GE) IPv6 7 RLZAEZBREINTWARNWA LV EZ—T x4 ZATIPv6 AT 4 E—T7 I T BITIE.
noipvéenable {4 —7 A A a7 4Falb—ar avy RefILET,

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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| PB1=FvR b L—F1o5DEE

FIEDHEE

F IR D8

configure terminal
ip routing

ipv6 unicast-routing
interface interface-id

no switchport

No a R DN =

IPvd 5L IPV6 70 FaJL 2B w5 DRE (CLI) B

ip address ip-address mask [secondary]

ROV Z/HHLET,

* ipv6 address ipv6-prefix/prefix length eui-64

* ipv6 address ipv6-address/prefix length

* ipv6 address ipv6-address link-local

* ipv6 enable

* ipv6 address WORD

* ipv6 addressautoconfig

* ipv6 addressdicp

8. end

9. koVWThrzMHLET,

* show interface interface-id

 show ip interface interface-id

* show ipv6 interface interface-id

10. copy running-config startup-config

ARV RFEEETI 3y

=)

ATv T

configure terminal

1 -

Switch# configure terminal

Ja—)ar 7 4 Fal—igrET— REBLET,

ATy T2

ip routing

1 -

Switch (config)# ip routing

X4y%ifw%%4yf%4*%jwmbi¢o

| 0L-30683-01
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P61=F %Rk L—T 4 TDHEE |

B russvIPGToraLREvIOBRE (CW)
OV RFEREETIVaY By
ATvT3 ipv6 unicast-routing AA v F ETIPV6 77— /N7y OfEEL A X — T LI
LET,
1
Switch (config)# ipv6é unicast-routing
ATvT4 interface interface-id A B —T AR a7 4 Fal—ary ET— K&k
L, RETHLAVYIA L F—T oA AERELET,
1 -
Switch (config) # interface
gigabitethernet 1/0/1
ATvTH no switchport LA¥2ary74Fal—a T — Kb A2 —T =
A AEHIBRLET WHEA v H—T oA ZADHE)
1 -
Switch (config-if)# no switchport
Z2TFvT6 ip address ip-address mask [secondary] AVE—=T A ADTITA~VEITEI XY IPv4 T
RLAZEELET,
1
Switch (config-if)# ip address 10.1.2.3
255.255.255
25y ST WONFREHR L £, */ma—sLIPv6 7 RLAZFRELET, *v hU—
g “ < &t =R =
* ipv6 address ipv6-prefix/prefix length 7 TVT 47 AT %EFE{E LT wito 6:4 ,Er 7
eui-64 ME. AL v FOMACT FLZ55 AEIICEHE S

* ipv6 address ipv6-address/prefix length
* ipv6 address ipv6-address link-local
* ipv6 enable

* ipv6 address WORD

* ipv6 addressautoconfig

* ipv6 addressdicp

NET,

A B —T A ATIPV6 A X — T NVIRGEICHE)
WEINDY 7 a—hN7eT RUATRLS, 4~
H—TxAALDY 7 a—hN7eT LU AEMH
THEOICHEELET,

A —T A RZIPV6 VT —F 72T KL A
FHBREL, A F—7 A ATODIPv6 WA A
F—=T M LET, Vit Tue—han7eT R
VAZREHTE 5D, WLY 7 b/ —REd
BT o5E7E 0 TY,
(GE) A E—T 2 A APLFHTHRELZTXTD
IPv6 7 K L A ZHIERT 5121, no ipvé address
AR =Tz AT Fal—grav
v K& L THERLET,

[l 'Pv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 = F)
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FIALIL—8 TYT7LURADEE (CLD) [ |

ARV RFERRTI Y

E[:)

ATvT8 end FitE EXEC £— RIZRY £,
151
Switch (config) # end
ATYT9 ROWFT Nz EHLET, AN e fEB L £,
* show interface interface-id
* show ip interface interface-id
* show ipv6 interface interface-id
ATv710 copy running-config startup-config (FEE) a2 74Falb—vay 77 A MIREZRT

1 -

Switch# copy running-config
startup-config

LET,

—

| 0L-30683-01

FIAILEIL—F TYIT27 L2 ADEHEFE (CLD)

N—B T RRE AL XA~ (RA) Av&—E, ipv6 nd router-preference - > % —7 = A A 2
Y74 F¥al—vary avy NCELoTREINDDRP & & HIZEEFEINET, DRP BFHES
NTWRWEAIL, RAIZH/INIBEO 7Y 77 LR L EHIZkEENET,

Vo7 ED2o0ON—2RNEMTIEH->TH, HEaAXAMTIERVIV—T 1 7 28403 5 arEett:
NHALEE. BEIORY O—THERA RRWTNOADON—Z IS B LR ENT-5HE1X. DRP

WA T,

IPv6 @ DRP D% EDFEANIZ DWW TIX, Cisco.com T [Cisco 10S IPv6 Configuration Library] @
[Tmplementing IPv6 Addresses and Basic Connectivity] OFEZZH L T 7ZE WY,

A B =T x4 A LDONL—ZIZDRP #RET DL, FiE EXEC T— R CROFINEEZFEITL E

j"o
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IP61=F %Rk L—F ¢ VTDBRE |
B PsicMP L— FEIRORE (CL)

FIED
ARV RFERIETI3Y B
ATy T configure terminal Ja—)L a7 4 ¥al— gy F— K&
BBLET,
{51
Switch# configure terminal
ATFv T2 interface interface-id Ao B —TxzA A A7 4 Fal— g F—
RZBiA LT, DRPEZFEET DL A Y3A 7 —
{1 Tz A AEHFELET,
Switch(config) # interface gigabitethernet
1/0/1
ATFw T3 ipv6 nd router-preference {high | medium |low} | 2.1 vF 4/ > % —T =4 2 LD/ —F|ZDRP %
HRE LT
151
Switch (config-if)# ipvé nd router-preference
medium
ATvT4 end FiHE EXEC E— RIZED 7,
fAi
Switch (config) # end
25y T show ipv6 interface REE R LET
i
Switch# show ipvé interface
2Ty 76 copy running-config startup-config EE) 27 4Fab—Tay 7yA VI
ExRFLET,
fi
Switch# copy running-config startup-config

IPv6 ICMP L — FHIBEDERXE (CLI)

ICMP L— MHIBRIZT 740 FTA F—T A TT, =T7— A vbv—UDTFT 74/ SHEIFEIE 100 2
VR, 740k Ny b A X (RN y MBS R =7 %) 1£10 T,

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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IPvs & CEF 5L U deEF oz I

ICMP L — hllBR/NT A — X 2T 3 51213, F#E EXEC E— R TROFNEZFITLET,

FED
OV RFERETI3 Y B
& configure terminal JTa— ) a7 4 Xal—ary EB— NEBEGL
ij_o
i)
Switch# configure terminal
ATFv T2 ipv6 icmp error-interval interval [bucketsize] |[Py6 ICMP =5 — A vt — OB E N7y N YA
REiEE LET,
i . . _
*interval : /37 MTEIMEN S b—27 > ORER
Switch (config)# ipv6é icmp error-interval (\: U *}\) . ?‘ETET% f)%ﬁ&i 0 ~ 2147483647
50 20
SUBTT.
* bucketsize : ({LE) /7w MM I N5 K
b= UH, HPEIZ 1~ 200 TT,
ATvT3 end Rt EXEC E— RIZR Y £77,
1
Switch (config)# end
Ty T4 show ipv6 interface [interface-id] AN EHER L ET,
i -
Switch# show ipv6é interface
gigabitethernet 1/0/1
ATFvTH copy running-config startup-config (FEE) a7 4Xa2lb—ray 77 A NVICERER

1 -

Switch# copy running-config
startup-config

REFELET,

IPv6 0D CEF £ & U* dCEF D% FE

VAATLI AT VAT F T —F 47 (CEF) 1. Xy I —0 RT3 —~ A xiElbt 5=
ODLAYIIPAAL T 7 T7 /v —T7F, CEFIZIIEERIPRELBIQNEEET LT X
ANFEEINTNAEED, LAVYIAAL v TF U T ORT 3 —~ o A RIETEEd, BEX

| 0L-30683-01
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P61=F %Rk L—T 4 TDHEE |

B rPeozETvH L—F4 2 TDBEE (CL)

AT U T =K Fx 2L Db CPUILLNHEAHMN DN, CEF XXV %< O CPUAL
HEEN &2 Ry MREITIRV D ZENTEET, A v T AX v 7 TIE, N— R =T HA
% v 7 NC Distributed CEF (dCEF) #fif L £7, IPv4 CEF 38X NdCEF IX7 7 4/ h TA 3 —
7 NTF, IPv6 CEF B L WACEF X7 7 4V N TT 4 B—7 IV TT N, IPV6 L —T 4 > T HRE
95 L HEWICA R—T 720 £797,

IPv6 L —T 4 ¥ T INGRIE SN TWARWEEIE, IPv6 CEF B8 X OVACEF IZB#RICT 4 B—7 LT
720 F£9, IPv6CEF B X WNACEF X, RETIZT 4 B—T NI TEFEHA, IPV6 AT —H A% HE
T 521X, show ipv6 cef FitE EXEC 2~ > R& AN L ET,

IPv6 L=F ¥ Ak \Ty Neb—T 4 7§ 521X, H&AIT ipv6 unicast-routing 7 7 — /3L =1
Y74 Fab—varavy FEFEHLT, IPv6e1r=F ¥ X b7y hOEEAE 71—/ TR
FELTHD, ipvbaddress { >4 —7 = A A a7 4 Falb—varyavy REHLT, FE
DA B2 =T A ZZIPV6 7 R L AL OVIPVO WA TR ET D MLENRH Y £7,

CEF 3 X OVdCEF 0% E BT 2 3EMIEHIC DUV Ti, Cisco.com @ [Cisco 10S IPv6 Configuration
Library] ZZH LT ZE 0,

IPV6 DR BZ T 499 IL—T 4 2 DEEE (CLD

FIED

ABT 47 IPv6 /L— M ERET DHIZ, iprouting 72— VL 27 4 Fal—al avy
REfEHLCV—T 4 7 %A F—7/LIZ L, ipv6 unicast-routing 7/’ 12—/ )L 27 f F 2 L —
var avy R LTIPve X7y FOERERZ A X —T7 ML, A v F—T =4 RITIPV6 T
RLAZBRELTORLEL 12DV A V3L H—T =2 A ALTIPVG A X —T T HHMHE
N0 ET,

ABT 4 v 7 IPV6IV—T 4 7 DFEEDFEMZ OV T, Cisco.com T [CiscolOS IPv6 Configuration
Library] @ TTmplementing Static Routes for IPv6] DFEAZ S L T 720,

AU RFEEETIVa Y

E]:g)

ATy configure terminal Jua—N)Lar7 o Xal—ay ET— REEBLET,
71
i -
Switch# configure terminal
RFw  |ipv6route ipv6prefiviprefix length| 2 45 ¢ 7 1Pv6 — k%7 iE L7,
52 {ipv6-address | interface-id

[l 'Pv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 = F)

[ipv6-address)} [administrative
distance]

11 -

Switch (config)# ipv6é route
2001:0DBS8::/32
gigabitethernet2/0/1 130

*ipv6-prefix : AXT 4 v — KD LT D IPV6 Xy T — 7,
ABT 4w BRABNN—FERETDHEIE. RA M BRETE
£

* Jprefix length : IPV6 7'V 7 4 v 7 ADKRS, FVT74 v 7 A (T R
ADF oy NT =7 E5y) BT 27 RLAD LAnEfi ey MA R
T 10EFETT, 10 EEEDRNZA T » v 2 ft LT,

0L-30683-01 |
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IPV6DRET 499 b—F 14 VT DRFE (CL) [ |

AU RFEERETIVa Y

E:g)

* ipv6-address : 157 E LT v b U — 7 IZEIE#ET D 72 O rTRE 72 ¢
JANBYTDIPV6 7T KLV A, X7 AKNKByTDIPv6 7 KL A%
BT D2 BEITH D A, FIRLBENET ST, B
NERI ARKRYyTOIPV6 T RLARKHEESNET, 207 KL A
IZRFC2373 ICREHi a7z (16 vy MEAFEH L7car XY
D16 ERFLTHEE) TRETOMLENRHY 7,

* interface-id : Point-To-Point (ARA > MY —RA L ) A X —T A

ABLPTE—RFXY AN A H—T 2 A ADPLDEA VLT N AKX
TAY I N— b ERELET, RA LV FY—KRA VP A  H—T =
AADEE, XTI ABNKRYTDIPV6 T RLAZIEETHLEITHY
FHA, TO—FRXY AN AU X =T oA ADEHIL, FITHT A
MRy ZTDIPv6 7 RVAEIRET 50, FRIFRELLLT VT 1 v
JAHEYUZIZEY BT, V7R L Ta—hniRT RL A% %
JARN KRy T ELTIRETDIRENRSY T3, 7y hOREFELE
RAFRITARNKRYTDIPV6 T RLAZIETHZ b TE£7,

(6=3)) VoLt —ne7 RUAEZR 7 AN Ry & LTHE
3 25613, interface-id 18 ET HMERH Y 3 (V7
WZxtLTa—B N2 x 7 ARy T L — X R ET D
BHHVET)

* administrative distance ©: (LFE) 7 RI=ZA RN —T 4T T4 AR

A, HEETX LI ~254 T, T 74/ MEIZ1 T, 208
A, BERINT L= R ERSZOMOEDL— K XA TXV A
T4y I N— DBBELES, TJu—TFT 4 T RET 4T V—
N ETHHEIX. A4 TFIv I =T 47 Faharlivy
RKERT RI=ZA ML —T 4T T AZ U AEEHLET,

ATY end F5HE EXEC B— RIZRY £1°,
73
{1
Switch (config) # end
ATy |ROWTRDEHEHLET,  [IPV6L—T (7 T—TVONEZFRKR LT, RELMRLET,
4 . .

7 * show ipv6 static [ * interface interface-id : (fEE) WA 2 —T7 =4 AL LTHRESN
ipv6-address | A =T 2 AR EGRART 4 v I — DL EFRFLET,
ipv6-prefix/prefix length ]

[interface interface-id | *recursive : ((£FE) HIRAZT 4 v 7 — b DHREFERLET,
[detail]][recursive] [detail] recursive & — 7 — R interface &% — 7V — K E M A ICHEtAY T, 7=
» show ipv6 route static 2L, 2~ FREZIZ PV 7 1\/7 4T APBEINTNDENE S
[ updated | MZBISRAR S T LB TEET,
*detail : (£E) WITRTEIMEREFZRLET,
IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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[ T

IPvé DEXE (CLI)

IP61=F v R b L—F 4 VT DEE |

AV RFERIEFT7TII Y B#

11 -

Switch# show ipvé static
2001:0DB8::/32 interface
gigabitethernet2/0/1

Fx

Switch# show ipv6 route static

C /N EIRA— FNOBAE . WA By B X O RO R E

M — N ORA, v— NBER /R EEH

ATy
75

copy running-config
startup-config

11 -

Switch# copy running-config
startup-config

EE) av74FXal—ay 727 A NVIREEHRELET,

RIP for IPv6 M E%E (CLI)

IPVv6RIP #5279 5 L D

ICAA v FHRET DA, iprouting 72— )L 237 f Falb— 3

vavw U REMEHL V=T 4 7% A RX—7 /LT L, ipv6 unicast-routing 7 17—/ N)L 27 ¢
Fal—vagravwr ReE#HLTIPv6 /Y7 v hOBREE A F—T7 /WZ LT, IPV6RIP &A1 F—
TNCTBLANYIA L E—T 2 A ALETIPV6 A X—T VT HHERH Y £,

IPv6 D RIP )V —7 o1 > 7 DFETEDFEAIZ-SUTIL, Cisco.com T [Cisco 10S IPv6 Configuration
Library] @ TImplementing RIP for IPv6] DOFEEZ S L T ZI0Y,

FIEDEFH
ARV RFEREETO3 Y B

ATvT1 configure terminal Ja—nR) a7 4 FX¥al—aryEF— RR2lBLET,
£
Switch# configure terminal

ATvT2 ipv6 router rip name IPV6RIP L —F 4 v 7 7Tt AZREL, ZOT kAT

1 -

Switch (config)# ipv6é router rip cisco

FLTA—F a7 4 Xalb—grF— 2B LET,
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| PB1=FvR b L—F1o5DEE

RIP for IPv6 (DE&E (CLI) [ |

ARV RFERRTI Y

E:)

ATvT3 maximum-paths number-paths ({EE) IPVORIP YR — R TEX 5% A k L— FDRK
BAEERLET, HETELHPIX1~32T, 77411
11 - 116 — FTT,
Switch (config-router) # maximum-paths
6
ATvTa exit Jua—)ar7 4 Xalb—ay ET—RNIRY ET,
1
Switch (config-router)# exit
2Ty TH interface interface-id A B =Tz AT 4 Fal—arEt— REHKEL,
HETHLANYIA LV H—T oA AZHRELET,
1 -
Switch(config)# interface
gigabitethernet 1/0/1
ATvT6 ipv6 rip name enable FBESNIZIPV6RIP V—T 4 7 Tk Ae A H—T =
AAETA F—=TMIZLET,
i -
Switch(config-if)# ipv6é rip cisco
enable
2FyTT ipv6 rip name default-information {only || (L&) IPv6 7 74/ h L— | (::/0) ZRIP/L—F 4
originate} TaEARAT v T T— ML T, HEA X —T oA A
MHEFELET,
I - N
4 GE) EEDOA X —T A ANLIPV6T 7 4V b JL—
Switch (config-if)# ipvé rip cisco ]\ (::/0) %‘fjif‘fg L/f:%& a:\ /[/»__514 :/y JL—
default-information only . .~ — o
TRELRNK ST DD, v—T 47
TR AMMEREDOA U H —T 2 A ATZFE LT
RTOT 74/ b )b— FEEHELET,
‘only : 7 7 AN M A— NEEEFL, BUEOA X —T =
AATEEENTET v 7T — MNOZDMOFTRTD
N— N EWIHIT D L O L ET,
*originate : 7 7 4/ JL— | BLOHIEDA ¥ —
T2 A ATEFEENTZT v 7T — FNOZDOMOF X
TONL— b EEETDHEIITERL LT,
IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 v F)
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IPV6 1=% v R b L—F 1 VT DHEE |
B osPFiorIPs DRE (CLI)

AT RERIFTZIaY B#
ATy T8 end HikE EXEC E— RIZREY £,
51

Switch (config) # end

ATvT9 ROWTNERENLET, *BIfED IPV6 RIP 7' & R 2T 2 M A FR L E T,
» show ipv6 rip [name] [ ‘IPV6 V—T 4 T T—TNVDOHEONREZE R LE
interfaceinterface-id] [ database | [ 4,
next-hops ]

* show ipv6 rip

i
Switch# show ipv6é rip cisco interface
gigabitethernet2/0/1

E

Switch# show ipvé rip

Z5w 710 | copy running-config startup-config () 2v 74 Fal—vay 774 MIBREEREL
i ﬁ‘o
1 -

Switch# copy running-config
startup-config

OSPF for IPv6 D% E (CLI)

P NT—27 Tl, IPv6 D OSPF 2 H A X~ A X T&x ¥4, 7277 L. IPv6 ® OSPF OF 7 %)L k
BREF, FEAEDH AT~ —B L OBERED T 257~ LE 9,

WOEEFIEIZNES> TLIEE,

*IPv6 A~ RDT 7 4V RTCEEETHHEAIIEELTLLEEY, T74/VIMRTEEZEE
T5E, IPv6 %y T —27 D OSPF ITHEMEN NS EB3H Y £3,

‘A H—T A ATIPV6OSPF % A 7 — 7 /VIZT BRI, iprouting 7 72—/ )L 27 ( F 2
L—Yaryavy REHLTV—7 4 7% A X —7 /LT L, ipv6 unicast-routing 2/ = —
PNV ar7 4 Xalb—vary avy R LTIPv6 N7y FOEEE A X —7 /LT L,
IPv6 OSPF # A X —T7 MZFTH LA Y3 A X —T 24 ZATIPV6 A X —T /VIZT BTN
HYFET,

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
0L-30683-01 |



| PB1=FvR b L—F1o5DEE

OSPF for IPv6 D&% (CLI) [ |

IPv6 ® OSPF /L —7 ¢ > 7 D EDFEMIZ DWW TIL, Cisco.com T [Cisco I0S IPv6 Configuration
Library] @ TImplementing OSPF for IPv6] OFEEZ S L T ZIWY,

F gD 4
ARV RFERETI a3 Y B#J
2Ty T1 configure terminal sua—s ) ary7 4 Xal—vary T—FElBLET,
fA
Switch# configure terminal
ATFv T2 ipv6 router ospf process-id Tt A LU TCOSPFILV—4 27 4 X2l — g F—
KaeAf x—7 iz LEd, 7rERXIDIX, IPv6OSPF /L —7 ¢
i YT RAEA R =T MIT HGEEICER EEID Y TH
Switch(config)# ipv6é router ospf 21 52&7‘37‘6’9‘*0 Z D ID &im _7“7}1/&:%” D %—( C)j’[,\ 1 ~ 65535
DIEDEB A FRETEET,
ATvT3 area area-id range {ipv6-prefix/prefix (TR =V T7THERATL—FNERAEBIOENLET,
length} [advertise | not-advertise] [cost }
cost] *area-id : W— ha YV~ T A XFT 5T DID, 10 HEEE
TAZIPV6 L7 4 v 7 ADE L LN EIRETE £7,
B - * ipv6-prefix/prefix length : 565¢ 1Pv6 X hU—7  BLW
Switch(config) # area .3 range TVT7 4w A (T RVADOXy NT—75y) RS
2001:0DB8::/32 not-advertise 57 L% @L{ﬁ@f‘fﬁ = S iﬁ( é’ﬁ?'ﬁ* 105E£&0 105@1@@
ANCAT vz () 2T 20ER’H £7°,
*advertise : (fI:E) Type3 '~ U —LSA%Z7 RAZ A X
BROEKTH LT, 7 RVRFEHAT —F A& EL
£,
* not-advertise : ({LE) 7 FLAfFHRAT —X 2%
DoNotAdvertise |Z5XE L £, Type3 ¥~ U — LSA [TH]
fl&d, avyRN— b Xy NT—=23MOFy FU—
MBSO £ X TT,
*costcost : (EE) BEOY <V ——F DA N v F
elEa A P ERELET, sude~ORE NS A ZHRIT 55
A1, OSPFSPFAHHECHEMA L 4, HETE 2MEiLo~
16777215 ¥,
ATvT4 maximum paths number-paths ({E&E) IPv6OSPF SLV—T 4 v 7 T —T A NS 2% BN
b5, FALmBIE~DHEIA N NV— NORKHMEERLET,
Bl EECTED#PHIT1~32 T, T 74/ MI16 TT,
Switch (config) # maximum paths 16
IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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B osPFiorIPs DRE (CLI)

IP6L=F+v Rk IL—F 1 VT DEFE

aAvY RFERET7ZII Y

=)

ATv 75 exit Ta—N)L ar 7 4Xal—vary ET—RIOED T,

fA

Switch (config-if)# exit
Z2TFv 6 interface interface-id AV HE—T A AT 4 FXalb—grF—RERKBL,

BETHLAVIA L F—T oA AZHELET,

i

Switch (config) # interface

gigabitethernet 1/0/1
2Ty TT ipv6 ospf process-id area area-id [instance | ( > % — 7 = 4 X T IPv6 ® OSPF % A % — 7 /LI L¥7,

instance-id]

* instance instance-id : ({LE) A AX 2 A 1D
fAi
Switch (config-if)# ipv6 ospf 21 area
.3

ATvT8 end F5HE EXEC E— RIZREY £7°,

i

Switch(config)# end
ATv79 KONWTNEHEHALET, *OSPF A v & —7 = A ACBT DIEHMAER T LET,

* show ipv6 ospf [ process-id ] [ *OSPF/V—F 4 7 7uk AT 52— REREZFERLE
area-id | interface [ interface-id | 4,
* show ipv6 ospf [ process-id ] [
area-id |

{51

Switch# show ipvé ospf 21 interface

gigabitethernet2/0/1

E e

Switch# show ipvé ospf 21
X5 w710 | copy running-config startup-config (EE) av 74 Xal—vary 77 A VCRELRTLE

11 -

Switch# copy running-config
startup-config

KR
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| PB1=FvR b L—F1o5DEE

ipve o EIGRP 0 [

IPv6 @ EIGRP DX TE

IPv6 D&~

| 0L-30683-01

IPv6 EIGRP % FEATT 2 K I AL v FEFKET LA, iprouting 7 A—/N)L AT 4 FaL—
vavavr REANLTV—T 4 7% A X—7 /LT L, ipv6 unicast-routing 7/ A—/\)L =1
T7A4FXalb—vary avy REASLTIPV6 X7 v hDREZE A X —7 /L2 LT, IPv6 EIGRP
EAFX—TNMITDHLANYIA L H—T2AALETIPV6 A F—7 VI LET,

BRI 72— 4 ID 2% E T HI21E. show ipv6 eigrp =~ > FE2MH L TEREFAD/L—X ID &
HER L THM D, router-id 2~ RaEfHLET,

EIGRP IPv4 DA & [AIERIZ, EIGRPv6 i L C EIGRPIPV6 1 v ¥ —7 = A AZ4REL., ZH
SOV Ty RSB X —T oA AL L TERIRTXE 7, passive-interface 2~ R&ff L
TA =T oA RNy P TITREL T, B LA % —7 = A AT no passive-interface
av U REFHLTCINGDA LV E—T A RET 7T 47 LET, ZEA L F—T A AT
I%. EIGRP IPv6 Zi%iET 2 MNE R H VD £H A,

BETFNADFEMIZ DV TIX, Cisco.com C [ Cisco I0S IPv6 Configuration Library)] @ TTmplementing
EIGRP for IPv6] DEEZZML T ZEV,

WD~ ROWELE X OMEH FIEOFEMICOWTIE, CiscolOSDa~<w> R 75 L 2550
LTL7EEW,

RI:IPEDE=RY)THaATUFK

av vk =[]

show ipv6 access-list T8 A VA MDY= —2FRLET,

show ipv6 cef IPv6 D Cisco ™V AL VA T U —F 4 T %
TR LET,

show ipv6 interface interface-id IPV6 A v H—T 2 ADAT —H AL RELER
/?\‘ I/ij‘o

show ipv6 mtu X v v T EIZIPVOMTU 2 FR L £,

show ipv6 neighbors IPv6 XA NN—F vz = N E2FERLE
‘é—o

show ipv6 ospf IPv6 OSPF {H#Hz £ R LET,
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IPV6 1=% v R b L—F 1 VT DHEE |
B DHCPiorIPvs 7 FLREIY 4 TOHE

av vk =[]

show ipv6 prefix-list IPv6 7V 7 4 v 7 A VAREERLET,

show ipv6 protocols AA v F EDIPV6 V—T 47 Fa haik
HZRLET,

show ipv6 rip IPV6RIP L—F (7 7 fhaj A7 —H A
BFRRALET,

show ipv6 route IPv6 L—h T—7 N = N EFRLET,

show ipv6 routers o —H L IPv6 V—HZ R LET,

show ipv6 static IPV6 AXT 4 vV b— b aeFRLET,

show ipv6 traffic IPv6 T 7 4 v 7 OFEHERERRLET,

% 8: EIGRPIPV6 1R ERTY H=bDaAT U K

av vk B

show ipv6 eigrp [as-number] interface EIGRPIPV6 FBIZREINT-A v X —T oA AD
THHAEFRLET,

show ipv6 eigrp [as-number] neighbor EIGRP IPv6 TR SN KA N—2F R LE
R

show ipv6 eigrp [as-number] traffic PEEEN D EIGRPIPVG v " AEFER L
£,

show ipv6 eigrp topology [as-number | ipv6-address] | IPv6 ~HRnr Y 5—7 O EIGRP = F) &#%

[active | all-links | detail-links | pending | summary | 7z 4

| zero-successors| Base]

DHCP forIPv6 7 KL X E| L) L THHRTE

DHCPv6 7 FL REIY B THOT T+ I FERFE

F 7 4/ kT, DHCPv6 HEREIZ A A v FITHRE SN TWET,

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
“. 0L-30683-01 |



| PB1=FvR b L—F1o5DEE
DHCPve 7 KL REIY utoBeoxszE I}

DHCPv6 7 FL RE|Y B TOHORERFDIEEIH
DHCPv6 7 R L AEID B CTEFRET HHEIE. WOFEFHIZWHES T EIW,
CUTOFIETIX, RIFTLAYIA L F—T 2 AD 1 DERETIHIVLERHY 7,

° DHCPV6IPV6 L —F 4 7L, LA V3L H—T 2 A A LTAR—T VT DHMLEIN
HFEI,

° SVI : interface vlan vian_id 2~ > R&H L TER S 472 VLAN f V¥ —T = A AT
R

° L' A ¥ 3 %&— N ® EtherChannel 78— ~ 7 ¥ /L : interface port-channel

port-channel-number =~ > R & L TIER S NIe AR — M F v X VigBiA o ¥ —7 =
/]) Xo

*AA wFIiL, DHCPv6 7 A7 > h, H— FFIVL—xz—T = M LTEETEE

9, DHCPv6 7 Z A4 7 > bk, =N, BLOY L—#REIL, £ v ¥ —7 =4 A CTHAIZHHD
#T9,

*DHCPv6 7 AT F, =, FHIFZV 1L —x2—V 2 NI, SAX— A vF ETFEIT
BEBLET, AX v v AXZ—DOFHEHRRH-T-HE. L XA H— 21 »F|ZIDHCPv6

BEAMERFLE T, 722 L, DHCP Y= 7 =X X=X J =X {FHOu—A /LD RAM =
v, MRS EEA,

DHCPv6 Hr—/\t##EED A r— T JL1E (CLD

DHCPv6 7 — VDA AT T 5121, no JEX D DHCP 7' — /L 27 4 X2 b—v a3 EF—F
o<V REFEHLET, £ X —7 A AIZ% L TDHCPV6 — BERER T 4 £ — T LT T 51T
X, noipv6dhcpserver f > F—T x A X AT 4 Fal—ar avy R LET,

A B —T x4 AT DHCPV6 H— "% A X —T T HITIE, ¥ EXEC £ — R TCROFIEA FE

FlED M
ATV RFERETIVaY =]:g]
ATFv 1 configure terminal Jua—N)L a7 4 FXalb—ary ET— 2B LET,
i
Switch# configure terminal
IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 v F)
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B oHCPv H—\EED 1 R —TLE (CLD)

IP61=F v R b L—F 4 VT DEE |

ARV RFERRTI VA Y

B

ATvT2 ipv6 dhcp pool poolname DHCP —/L a7 4 Xal— g B— REHBELT, IPv6
DHCP 7 — VD4 i ZEFRLET, 7 —/VAITIIREN 7230
il - 5| (Engineering 72 &) F72138H (072 L) #fEHTE £,
Switch(config)# ipvé dhcp pool 7
ATv73 address prefix /Pv6-prefix {lifetime} (EE) TRLRED Y THOT RLA LT 4 w7 AEIEE
{t1 tI| infinite} LES,
Bl IO7 FLRF, 168y MEZ =1 TRY)- 72 16 5 THRE
' TAHAVERHY 97,
Switch (config-dhcpv6) # address . , . _ .
prefix 2001:1000::0/64 lifetime lifetime /¢l : IPv6 7 KL A L7 4 v 7 ARNENMAT — N Tt
3600 FI28 4840 2—00 (B) ZEELEYT, HETE %
PHIL S ~ 4294967295 F CT7, [MRAZFEE L2V IGE X, infinite
ERELET,
AFvT4 link-address /Pv6-prefix (%) link-address IPv6 'L 7 (4 v 7 AZIFELE7,
Bl EEA =T 2 A A LOT FURAELF ATy O 7T
' RUADRELTZIPV6 TV 7 o v 7 A BT 2456, F—»
switch (config-dhcpv6) # link-address | [JFR EIEWM 7 — V2 HH L £7,
2001:1002::0/64
ZOT RLAIE, 168y Mz anr » TRYJ- 7z 16 L THEE
TAHALERHY £79,
ATFvTH vendor-specific vendor-id UEE) A —[EAEDa 74X a2l — 3y F— NaBHlE
LT, XA —[EHEOIDEFEZEZRELET, ZOFZIL, v
11 Z—DIANA 7T A RX— | T X —T 54 XK S5TT, BET
Switch (config-dhcpv6) # & 5%/‘@‘!;]: 1 ~ 4294967295 ’C“ﬁ"o
vendor-specific 9
ATvT6 suboption number {address (EE) R —EEOYTF L arBrr AN LET, B
IPv6-ac.ldress | ascii ASCII—string | hex ﬁzfg{ %)%ﬁfi 1 ~ 65535 (—j‘o IPv6 7 ]\ [/7\\ ASCII 513?7\
hex-string} M EIRI6E LTI RS T AT g 8T A — A TR
TWHEIICASILET,
1 -
Switch (config-dhcpv6-vs) # suboption
1 address 1000:235D::
ATvT1 exit DHCP — /L a7 X al— g B—RIRED ET,
1 -

Switch (config-dhcpv6-vs)# exit
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| PB1=FvR b L—F1o5DEE

DHCPv6 + —/\#8ED 1 +—JL1E (CLD) [ |

ARV RFERRTI VA Y

B

ATvT78 exit sa— ) ar7 4 Xal—vary TB—RIREDET,
{1
Switch (config-dhcpv6) # exit
2TFvS9 interface interface-id A H T e A AT (Fa b—tm s T FEBIAL.
ETHA L E—T A A/ELET,
{1
Switch(config)# interface
gigabitethernet 1/0/1
ZF w710 |ipv6dhep server [poolname| automatic] | { > % —7 = A A (=%} LC DHCPv6 H— ~HhE% A S — 7 LT
[rapid-commit] [preference value) LE,
[allow-hint]
* poolname : ({EE) IPv6 DHCP 7' — /L O 2 —H EFD AL i
i - T = VAINTIT G 72 CFF)] (Engineering 72 &) F 70138
, o ) B (07E) HEHTEET,
Sw1tch(cgnf1g—lf)# ipv6é dhcp server
automatic * automatic : (fFE) VAT LN, FI9A T MIT KL X
ZEIDYCTHEXHERAT L — 2 HEMICIRETE S
roicLET,
* rapid-commit : ({£E) 225D X v —TORHGEEFFA]
LET,
* preference value : ({LE) V—NZL-oTEEEINDHT R
NWNEARXA L N A=V AOT ) T 7 L AL T Vg
THRESNLG TV 77 LU AEERELET, A7
1X0~255TY, T74/L DT 77 L AHEIX0 T
R
* allow-hint : ({E&) $— 323, SOLICIT A vE&—T D7
TAT VSOOI REEBET M E I NERRELET,
TI7HNERTIE, —=NZ7 T4 T by NEEGL
E B
ATvITN end FEHE EXEC £ — RIZED £,
{1
Switch (config)# end
ATvT12 WOELLNEFRITLET, * DHCPv6 7 — Vi EZ Mt L £ 77,
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P61=F %Rk L—T 4 TDHEE |
Bl oHCPG 5S4 T REED A R—TILiE (CLD)

OV RFEREETI3 Y =]:g]
« show ipv6 dhcp pool * DHCPv6 % — B§REMNS A 4 — T =4 A L TA F—T VT
O LEMERLET,

* show ipv6 dhcp interface

1

Switch# show ipvé dhcp pool

EJ S

Switch# show ipvé dhcp interface

ATw 713 | copy running-config startup-config (ER) ar74FXalb—Yar 77 A UMCREEZRFLETS

1 -

Switch# copy running-config
startup-config

DHCPv6 7 51 7 > MERED A r— T JL{E (CLD)

TDRATTIE, A v B —T x4 A LTDHCPYVG 7 5 A T 2 oA Z—T T 5 HEL#H

Bﬂ L/Szj«o
FIEDFEHE
ARV REREEFTIVa Y B#Y
ATFvT1 configure terminal Ja—)ary7 4 FXalb—yaryE— REREEBLE
‘é—O
i -
Switch# configure terminal
ATFv T2 interface interface-id Ao B =Tz AT 4 FXal—aT— REH
ML, RETHA X —T oA AZHFELET,
i -
Switch(config) # interface gigabitethernet
1/0/1
ATFvT3 ipv6 address dhcp [rapid-commit] A B —T A4 AT DHCPv6 H— 375 [Pv6 7 K L
AERFTELLIITLET,
| .
Bl rapid-commit : ({LE) 7 L AEID S TT, 2250
Switch(config-if)# ipvé address dhcp Ao —ORR G ERZTR LE T,

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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IPV6 1=F v X b JL—TFT 4 VT DHRTE

Pv61=Fv Xk L—F4>r0BEE ]

AR RFEREETIVa Y

E[:b)

rapid-commit

RTFvT4 ipv6 dhcp client request [vendor-specific] B A X —T oA ATRUE—EHEDOF T =
YERERTEDLHEOICLET,
11 :
Switch (config-if)# ipvé dhcp client
request vendor-specific
ATvT5 end Fi#E EXEC E— RIZR Y £,
11 :
Switch (config) # end
ATv76 show ipv6 dhcp interface DHCPvV6 7 A T > " A v H—T =2 Af ATA FX—7

51 -

Switch# show ipvé dhcp interface

NI TNWAZ 2R LET,

IPv6 1-—F v Xk JL—TFT 4 25 DEEH

IPv6 7 KLY 29D

| 0L-30683-01

HEEIPV6IL—T 4 T DA %+—T )L : I

WIZ, IPv6 7' L7 ¢ w7 A2001:0DB8:c18:1::/64 1225, Vo ZIZxfLTCa—ANRT RLAE
X7 e — S T RUVAZERH LT, IPv6 A =T MZT 502~ LET, EUL64 A F—
TxAAIDNB, WHDOT RUAD T 64y FTHEMSNET, showipvé interface EXEC =1~
YROWNEF, A F =T 2AADY 7L T =N T VT 4 v 7 A FE80::/64 12 A
4 —7xA A ID (20B:46FF:FE2F:D940) %113 5 HiEZ 3 7O BMES I TWET,

Switch (config)# ipv6é unicast-routing

Switch (config) # interface gigabitethernetl/0/11

(
(

Switch (config-if)# no switchport
(

Switch (config-if)# ipvé address 2001:0DB8:c18:1::/64 eui 64

Switch (config-if)# end

Switch# show ipvé interface gigabitethernetl/0/11
GigabitEthernetl/0/11 is up, line protocol is up
IPv6 is enabled, link-local address is FE80::20B:46FF:FE2F:D940

Global unicast address(es):

2001:0DB8:¢c18:1:20B:46FF:FE2F:D940, subnet is 2001:0DB8:cl18:1::/64 [EUI]

Joined group address(es):
FF02::1
FF02::2
FF02::1:FF2F:D940

MTU is 1500 bytes
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P61=F %Rk L—T 4 TDHEE |
B oLt L—42TUT7LUROBE :

ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled

ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds

ND advertised reachable time is 0 milliseconds

ND advertised retransmit interval is 0 milliseconds

ND router advertisements are sent every 200 seconds

ND router advertisements live for 1800 seconds

Hosts use stateless autoconfig for addresses.

FTIHILEIL—F TYIT7 LUADEHKTE : Hi
W2, A v B2 —Tx A ALEOL—XIZEWDRP #RETAEE T LET,

Switch# configure terminal

Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# ipvé nd router-preference high
Switch (config-if)# end

IPVABEUIPV6 7O RaJ)L R A VY DEERTE :

w2, A2 —Tx2A A LTIPABLIRIPV6 V—T 4 5 A F—TNCT A ERLET,

Switch (config)# ip routing

Switch(config)# ipv6é unicast-routing

Switch (config) # interface fastethernetl/0/11

Switch(config-if)# no switchport

Switch (config-if)# ip address 192.168.99.1 255.255.255.0

Switch (config-if)# ipvé address 2001:0DB8:c18:1::/64 eui 64
( ) #

Switch (config-if end

DHCPV6 - —/\tE8ED A = — T )L1L : Bl

WOFITIL, engineering EVNH)IPV6 T RV AT VT 4 v I A fFO7 — )V ERET D HEEZRL
£

Switch# configure terminal

Switch (config) # ipvé dhcp pool engineering

Switch (config-dhcpv6) #address prefix 2001:1000::0/64
Switch (config-dhcpv6) # end

WIZ, 3V I T RUABLWIPV6 T RV A T LT v I RA%FFD testgroup L WIS 7 — V%
RETHHERLET,

Switch# configure terminal

Switch (config)# ipvé dhcp pool testgroup

Switch (config-dhcpv6) # link-address 2001:1001::0/64
Switch (config-dhcpv6) # link-address 2001:1002::0/64
Switch (config-dhcpv6) # link-address 2001:2000::0/48
Switch (config-dhcpv6) # address prefix 2001:1003::0/64
Switch (config-dhcpve) # end

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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DHCPW6 2 51 7> rigked A x—T e 61 I}

WOEITIE, 350 L WHRUE—FEBEF > a v BB — VAR ETHHEETRLET,

Switch# configure terminal

Switch (config)# ipvé dhcp pool 350

Switch (config-dhcpv6) # address prefix 2001:1005::0/48
Switch (config-dhcpvé6) # vendor-specific 9

Switch (config-dhcpv6-vs)# suboption 1 address 1000:235D::1
Switch (config-dhcpv6-vs) # suboption 2 ascii "IP-Phone"
Switch (config-dhcpv6-vs) # end

DHCPv6 7 51 7 > MERED A R — T )L1L : 6l
WIZ, IPv6 7 R L A ZH43 L C, rapid-commit 47> 3 V& A F—TWIZT D02 RLET,

Switch (config) # interface gigabitethernet2/0/1
Switch(config-if)# ipv6é address dhcp rapid-commit

IPv6 ICMP L — +HIBRDEZE - I

WIZ, IPv6 ICMP =7 — X vt —UlFE% 50
HHlERLET,

URIZ, N7y b YA X%&20 b—7 VITRET

141

Switch (config) #ipv6é icmp error-interval 50 20

— — N E I_l_I

IPV6 DRAZT 49T IL—T 42T DHRTE : Bl
WL, TRIZARL—T 4T T A AR AN BODTO—T 4T AZT 47 b—r&A
VH—=T 2 A AR ET DR LET,

Switch (config)# ipv6é route 2001:0DB8::/32 gigabitethernet2/0/1 130

IPvé @ RIP D&% TE : I

WIZ, T REDEIA M L—MILYRIPIV—T 47 v X ciscor A X—T ML, AV
H—T 2 A ALTINEARX—TNVIZTHHERLET,

Switch (config)# ipvé router rip cisco

Switch (config-router) # maximum-paths 8
Switch(config)# exit

Switch (config) # interface gigabitethernet2/0/11
Switch (config-if)# ipv6é rip cisco enable

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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IPvé D7 : Al
&IZ. show ipv6 interface 5#% EXEC =2~ > RO Il 2~ L F 9,

Switch# show ipvé interface
Vlanl is up, line protocol is up
IPv6 is enabled, link-local address is FE80::20B:46FF:FE2F:D940
Global unicast address (es):
3FFE:C000:0:1:20B:46FF:FE2F:D940, subnet is 3FFE:C000:0:1::/64 [EUI]
Joined group address(es):
FF02::1
FF02::2
FF02::1:FF2F:D940
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
ND advertised reachable time is 0 milliseconds
ND advertised retransmit interval is 0 milliseconds
ND router advertisements are sent every 200 seconds
ND router advertisements live for 1800 seconds
<output truncated>

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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%5%

IPv6 2 SA 72 RIP7RLAS—=25D

=JL =2

X

IPv6 7 747 8 7 RLA T—= 7 ORiESEM, 78 X—

IPV6 7 74T KT RLA == 72O0T, 78 =

IPv6 =% ¥ 2 FOFEE (CLID) , 84 ~—

RA 7 — KRV —DOi%E (CLD) , 85 ~—¥

RA 7 — KAV >—oi@H (CLD , 86 ~—

RA A1y bV AR =0 E (CLI) , 87 ~<—

VLAN ~®D RA 21 v L ARY > —o@EH (CLD , 89 ~—

IPv6 ARX—E' 7 OigE (CLD , 90 ~—

IPv6 ND #ifi|7R Y & — D% E (CLD , 91 ~—
VLAN/PortChannel TD IPv6 A X —E' L VT ORE, 92 ~_—

Switch T? IPv6 D¢ E (CLI) , 93 ~—

DHCP 7" —/VO§%E (CLI) , 94 ~—

DHCP #fEH L72WA T — h L AHBT RLAREDHKE (CLD , 95 _X—v
DHCP (Z LA AT — F LV AHBET RUAFREDORE (CLD , 96 ~<—¥
AT — k7 /)L DHCP ®u—Hh )L7ei&%E (CLD , 98 ~_—

A7 — 7/ DHCP OARIEE (CLD) , 100 ~—

IPv6 7 7 A7 hOE=%Y 7 (GUD , 103 _—

IPv6 7 KL A T —=V JREDHER, 103 ~_—

Z DM OBEE L, 104 ~—

IPv6 7 5 A4 T 7 RLA F—= 7 ORERE R, 105 _—
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B P51 72F7RLR S—Z Uy DRRER

— RN — —_ N L
IPV6 7V SA 727 RFLR S—Z2UY5DRHREH
IPv6 7 54T 7T RVA T—=V T RFETDENI, IPv6 2 HR—rT5L5I2T74FYL XA
IIAT U MERELET,
EENEY D
RA 7 — R RV —0E (CLD , (85 3—)

IPv6 9 SA 727 FLARS—=25I2DUNT

PIAT LV NT RLARAT—= 0%, TYYv2—Yay, B Y Yo —y gy, FEREE. ¥4 L
TR, AV LA TTAT U MDOIPVAEBEIONIPV6 7 KL A, AL v FIZ ko CTHEFF S
BT TAT v NEBAT— MIOWTHEETHZDIZ, AL v FTHRESNET,

IPv6 7 547> hTIPV6 7 RLAZEIGT DITIE, RO 3 DOHFERH Y 7,
*2F— ML AT RLAHBEEE (SLACC)
* 25— K 7L DHCPv6

* BRI E

INEDHEONTNDOEE S, IPV6 7 T4 T ¥ MIFIZRA N—FEERDAD (EHE7 NL &
) ZEREZXREL T, Xy b= CEBETDHIPT RLARZNESIZLET, AL v TFid”
FA4 7 FONDP BLRDHCPV6 N7 v h B AX—TF LT, DI IFAT 2 FIPT RLAIZD
WTEHEBLET,

SLAAC 7 FLREIYHT

IPv6 7 747 > 8 7 RUREID Y THOER S 7R HIEX, A7 — MV A7 R AHBRE
(SLAAC) T, SLAACIZZ FA T2 FRIPV6 S L7 4 7 AZESNTT FL 22 B CEIV Y
CTDHVTNRTITT TR oA EwERELEST, Zo7avARNERLE LE,
WKDEHIZ, AT—F LA T RLUAHEEE (SLAAC) (FEETEINTWET,

CARA NI, VN HEEERA -V EEELET,

CHRANMNIN—EF T RREAL XA N A E—V% 3L F9,

CRANMI, N—=HF T KNRNAALRXA LN A=V IPV6 S LT 4 v 7 ADERAID 64 E
NEREL, 2NE 64y FEULA T RL A (£ —H %y hOHE. MAC T RLAMNG
ERENET) LHBEDET, Fo—3 b a=%vy A Avb—U2ERLET, KR
M, 77408 F—=br0zf LT, —F T RERAZAL XA N AvE—TDIP~y
H—IZEENDLEETLIP T FLALBEHLET,

CHMHET FLAKMIL, BIRENDZT VAL T FLAMWD I FA4 T NEBEBHELRWED
W2, IPV6 7 T ATV M X TEITEINET,

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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staac 7 Frzaivat

CTNTY RLDERITZ FTAT > MIEFEL, < OBEITRETEET,

WD 2FEIADOT VT XBIZHESNTIPVE 7 FL ADHREZD 64 £ MR FEHFHETY,
AU B —T A ADMACT RL Z|TE3< EUL-64, F7-1%
C T U LNIEREINDTTAR—F T RLA,

1: SLAACT FLREIYET

IPv6
. Router

:
temaman lllﬁ
> 2001:d08:020::1/64

Router Advertisement (RA)

2001:dbB 0:20: 384

2001008 020 264

Prefix — 2001:db8:0:20./64

. :

Cisco X IPv6 /L —Z 235 DR D CiscolOS 27 4 Fa l— gy awy R&EfHA L T, SLAAC
DT Ry T en—F T RRZA XA " oA X —T M LET,

ipvé unicast-routing

interface Vl1an20

description IPv6-SLAAC

ip address 192.168.20.1 255.255.255.0
ipvé address FE80:DB8:0:20::1 linklocal
ipv6 address 2001:DB8:0:20::1/64

ipvé enable

end

BMELEYY
IPv6 A X — ' 7 Oi%E (CLD , (90 ~—2)
DHCP 7 —/vDaxiE (CLI) , (94 =—2)
DHCP #fi [l L72WA T — L ABET RUAFEDKE (CLD , (95 3—)
DHCP I LD AT — h L ZHBT FLAFREDOHKRE (CLD , (96 <—)
AT — k7L DHCP O —H L2 E (CLD , (98 ~<—3)
A7 — K 7V DHCP OAMERE (CLD , (100 ~=—3)
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AT—FZJLDHCPV6 7 FLREIY HT

AT—HKFZJLDHCPv6 7 FLREIY EHT

[l 'Pv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 = F)

K2: XR7F—MZJJLDHCPv6E 7 F L RE|Y KT

2001 :DBe:0:20:1/64

_ =
» |PvE Router

I occ00c00o DHCPv6 Server _
e 8
DHCPve Request -

DHCPv6 D IE, SLAACA T TIZEA SN TWAEEIE. IPVv6 7 74 7 v M CER SN E
H Ao DHCPVE ITIZAT —FLABLIRAT— 7L W) 2EOMEE— FRH Y £1,

DHCPv6 A7 — F LA E—RN{E, W—F T RRXZ A XA NTEHTEROVENORY NT—7
BWE 7 74T MRS D-0IEA LETA, ZHUEZIPv6 7 RLATIEH D /A, 7T
IZ SLAAC ([Z X > THREE SN TV D720 T, ZOFERIZIZTDNS KA A 4, DNS —3 %
OO DHCP X X —lHEA T a a2 EGbb I B TEET, ZOA ¥ —7 A AHKEIL,
SLAAC %A % —7 /LT L CAT— k L A DHCPv6 % F3E94 2% Cisco 10S IPv6 /L— % T,

ipv6 unicast-routing

ipv6 dhcp pool IPV6 DHCPPOOL
address prefix 2001:db8:5:10::/64
domain-name cisco.com

dns-server 2001:db8:6:6::1
interface Vlan20

description IPv6-DHCP-Stateless
ip address 192.168.20.1 255.255.255.0
ipvé nd other-config-flag

ipvé dhcp server IPV6 DHCPPOOL
ipv6 address 2001:DB8:0:20::1/64
end

V3=V RE—RFEHIEEID DHCPv6 A7 — k7L A7 L 3 > id, DHCPv4 (kL ClRIL X 9
WWEMELE T, DFVEADT FL A%, SLAACOLEBVIZT RLADRED 64 ¥ F&4ERK
TBH7TAT 2 FTIERLS, ZNEFNDIZ T4 T MIEIVYTET, 2D F—T oA AR
ElL, 7 —H /L Switch® A7 — k7 L DHCPv6 % 5£%E L T\ % Cisco 10S IPv6 /L— & I TT,

ipvé unicast-routing

ipv6 dhcp pool IPV6 DHCPPOOL

address prefix 2001:db8:5:10::/64
domain-name cisco.com

dns-server 2001:db8:6:6::1

interface Vl1an20

description IPv6-DHCP-Stateful

ip address 192.168.20.1 255.255.255.0
ipv6 address 2001:DB8:0:20::1/64

ipv6e nd prefix 2001:DB8:0:20::/64 no-advertise
ipvé nd managed-config-flag

ipv6 nd other-config-flag

ipv6 dhcp server IPV6 DHCPPOOL

end

Gl
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FRRIIP 7 K

IL—R EK

grr7rLzavse [

DA UHE—T oA AEEIL. SN DHCP B — 3D 25— | 7L DHCPv6 % % LTV 3 Cisco
10S IPv6 /L — & T3,

ipv6 unicast-routing

domain-name cisco.com

dns-server 2001:db8:6:6::1

interface V1an20

description IPv6-DHCP-Stateful

ip address 192.168.20.1 255.255.255.0

ipv6 address 2001:DB8:0:20::1/64

ipv6 nd prefix 2001:DB8:0:20::/64 no-advertise
ipv6 nd managed-config-flag

ipv6é nd other-config-flag

ipv6 dhcp relay destination 2001:DB8:0:20::2
end

EErEYY
IPv6 AX—E > 7 DOFE (CLD , (90 ~—)
DHCP 7— /L O E (CLI) , (94 =—2)
DHCP #fH L7eWAT— F L AHET RLAFEOKE (CLD , (953—)
DHCPIZ LB AT — hLZAHBET RLAREDOHRE (CLD , (96 <2—)
27— K7L DHCP ®u—H)L7pi%E (CLI) , (98 =—3)

A7 — k7L DHCP DA% E (CLD , (100 ~=—3)

LRAEIYHT

UGAT Y MCAST 4 v ZICRESNET FLZ,

N—BZFEERA v —=DF v—=ANV V=T 4 7T LHEREAFTE D, T AT—
FPAABREZRETEON—F T RRNZA XA P E2EETD L= v—4 2t
TR, RAM A b —=J ZXoTHITESNET, V—F T FRZ A XA MIEHN
(ZRfE Sh, BN 72T EE R R £, R A MIL— 2 X FER 2 L CHIR L — &
T RNRNE A XA M RERLUET,

BEErREYY
IPv6 ND i) AR U o — D E (CLID , (91 <—)

Router Advertisement

| 0L-30683-01

=BT RNREA XA b A=, =L EHICEESND 0, AR M LD L —
HIFEERA v E—TU~DIFEL L TEEINET, INHDOXAvE—VIZEENIERIZ. &
ARNTCAT— MLV AHBIREEZEITL, V=T 47 T—TNEERTLH-OIERAINET,

BErEYY
IPv6 ND il U o — D% @& (CLI) , (91 =—7Y)
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A N—ER

IPv6 RA /N—F 4 ZAHNY LiX, EBED /) — R OBREZRET D2 A v —V T rERAD T &
T, RAN— T 4 ANV X, IPv4 THEH STV 2 ARP, ICMP L—#Z PR3 35 KOV ICMP
VXA VT MZRRPBHLDOTT,

B TCEDNA T AT T—TN T —HRX—RAEBET LD, IPV6 XA /X— T f AHN
UEIZ L > TRAN=FT 4 AHNY A wB—U R0 S40, EHLL 2 IPV6 KA /N — T ¢ A
ARY Ry MEIRey7ESnNET, ALy TFHNORAN—= LT 47 T—T LTI, %&
IPv6 7 KL AL, 7YV T— RSN MACT RLUARNBIiSNE T, 29472 ME. FA4/3—
NA VT 4o T A== T, T—IADEHESNET,

BEENEYD
IPv6 ND i) AR U o — @D E (CLID , (91 ~<—)

RA NN

DAY LVATTAT L FDIPV6 T RL AL, AA v FIZEoTHFyviaE&8nEzd, AAvF
DIPV6 7 RLUAZRBETHNS VAT X ¥ A R EZZEFEL T, A v FIZ Lo TRRESNTZHIID
T RUVARIZ TAT Y FOWTNNIRB L TWDELEE, AL v TFIF7 7472 MIflb->TNA
Av—VTIRELET, 207t R Lo TIPVADT KLU A7 ha) (ARP) 7—7
WERIEOT =T NANERENETN, LVHIEHTHY, W TOOA, FHINLD A vE—
I el 9,

G¥)

[l 'Pv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 = F)

ALy FNRT XD X HIZENEL NA TIRET 5 DIX, ipv6 nd suppress =~ 2 R3ERIE S
NTWDLHAETET TY,

AAFIZTAXYVA T TAT L FDIPV6 T RLUARZRWE . A4 v F I NA TREET,

NS /N7y h&UA VL AMNCHERE L ET, ZOMEEZRT L7202, NSALFF v A~ 74
T—F 47 J7PHESNTVWET, T TNRAFZ—TNDEAE. AL v FITFEELRD
(FX v vaR¥E) IPv6 7 RLADNS N7y hERIG L, VA VL AANCHEEE L ET, T
v biE, BRIOUA YL R 754 T MIBIEL, 7547 MINATIEELET,

IOFX vy a IR TFTVAPRETLOIXFENT, BRRIPV6 A X v 7 PEIEI LT
754 T M. NDPEAZZFILSLDIPV6 T RLUA%ET RAZA XL WHREHEIZITEAEHY £
A,

BENEY Y
IPv6 ND #lIifil7R Y & —d%E (CLD , (91 ~<—2)
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RA Guard
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RAGuard i

IPv6 7 Z A4 7 > N \mm7va%%ﬁL IPv6 L—% T RNNZ AL XA K (RA) 737 v b

WZESWT—F T—T T — X &= AJJLET, RA T— FEREIX., Ay hT—27 D RA
ﬁ FHSBEEICEEIL TV kT, RAﬁ RiZ, DAY VA I TAT 2 bMOLRIEESNDARER,
FIRIIARERRA NN Yy b Ryl T5Z LIk T, IPV6 Xy T —27 DX T 1 &5
ILLET, ZOBERRESNTVWARNWE, BEODHDLIPV6 VA YL A 7 T4 T bR, %<
DRI EWELIEN T, T HEEZ XY NU—27 O—4 L L CGRAT S AREENH Y . 2D
728, EROIPv6 L—H LD bELINDZ L2 £,

F7-. RAV— FiZ, BEERAZFARNT, AvbE—TUFHITAA vIFBRETHRHE I NERO R
HAONWT, TNHLEAS v TFTELT Oy 7 THNERELET, ZELEZL—ATHEATE
AHIEHIZ. RA OWIEICH AT,

C T L—ADRZEINDHEAR— b
*IPv6 iIEfFILT FLA
LT 4T A YA

AL o F THER ENTZROFBEFMRIL. ZEL7ZRA 7 L —Lb THRHEENIFERICT L CTHEET
HEXIZRAHN—FRCTRHEHATEET,

*RAT— R Ay E—VOZERIEETEL/EETERVA—

*RAEEADEHTE HMEHTERWEEITIPV6 7 F LA

CEETEL/MEETERVWT LT 4y 7 A VA MBROT VT ¢ v 7 A

=2 TV Ty LR
RA 77— RIFAA v FTIibET, AAM Yy FTRAAYE—VE Ry T TL5LIICAS vF
EFRETEXET, TRXTOIPVORAA yE—UR Ry 7S, ZHUCL>THOT A YL R S

FAT UV FBEIOT v 7AN)—LFBR Y NU—INEEDOHDIPV6 7 T AT v M bHIR#ES
nEJ,

//Create a policy for RA Guard//

ipv6 nd raguard policy raguard-router

trusted-port

device-role router

//Applying the RA Guard Policy on port/interface//
interface tengigabitethernetl/0/1 (Katana)
interface gigabitethernetl/0/1 (Edison)

ipv6 nd raguard attach-policy raguard-router
BMELEYY
RA W — R RY —DFE (CLD , (85<—)
RAH— R RV —owEl (CLD , (86 ~—)
RA Ay bV R —0OFE (CLD , (87 X—2)
VLAN ~®D RA A1y LR U —oiEiH (CLD , (89 ~—)
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B raxovryry

RAXOy R)2Y

RAZRy MU U Z70F, ar br—=IR8UA Y LA Xy U =25 TORA ST v b Z&#HIRIC
HIRCEDL2ICLET, RARG Y MUV T EFEMNITHZ LITED, ZHORA NNy b &
EETHLV—Z 2 R/NEOREICHIET A2 LN TE, ZOHEEHIPV6 7 T4 7 v N OFEFIHE
FrSET, 7747 MRS Ay bERETDH L. RANY 747 v MORESNET,
CORAIVE, b —JZ@RBTE, VAT Ma=Fy A ENET, Zo7akvR(C
FoT. LW I T heu—I0 T 7747 B RA ATy U T OEBEZIT720
kol srzencEEd,
EENE YD

RAHT— K ARY —DFE (CLD) , (853—)

RA H— R ARV —oimH (CLD , (86 <—)

RA A1 w hLARY —Of%E (CLI) , (87 ~X—Y)

VLAN ~®D RA 21 ML RY > —@EA (CLD , (89 ~<—3)

IPv6 1 =%+ X FDKE (CLI)

IPv6 L =F ¥ A MIAAS v T Lar b —F THIIA F—T /I TIHDLERHY £7, IPv61=
XX AN A—F 4 T IET A =T NICHREINTNET,

[T L& BHIIC

IPv6 2=F ¥ A N T —X 7T ADEEEERA X—T N THIZE, Fe—)L a7 Falb—
g 2 E— FTipv6 unicast-routing =~ > REHLET, IPv6 2=F ¥ A N T—X 7 7LD
LT =7 5120F, Zoavwr RO ne BRAHEH L ET,

FIEDHEE
1. configure terminal
2. ipv6 unicast routing
F IR D 48
ARV RFERERETIVa Yy =[]
2Ty T1 configure terminal Jua—s L ar7Z 4 X¥al—rvar E—ReH
BLET,
i -
Switch# configure terminal

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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RA H— F 1 S—@E (CLD) |

ARV RFERERTIVa Y ]3]
2T S2 ipv6 unicast routing IPV6 2=F ¥ A N T—HX 7 T LDfskE A F—
T LET,

11 -

Switch (config)# ipvé unicast routing

- N [o] 3
RAHT— KR I—DERE (CLD
IPv6 74T T RULAZBML, IPv6 L—& T RARZ AL XXk Ny MZESWTL—
X T—=TNMIANTDHITIE, AL vFTCRAF—FR R —%FHELET,

([FC&H BRI
FIROME
1. configure terminal
2. ipv6 nd raguard policy raguard-router
3. trustedport
4. device-role router
5. exit
FIED
ARV FFERERETIVa Y S]]
ATy I configure terminal sua—s ) ar7 4 Xalb—ary ET— RERBL
£7,
il -
Switch# configure terminal
ATFw T2 ipv6 nd raguard policy raguard-router RAH—RERY I —4EEHFELT. RAH—FRY I —
Ay 74 FXal—varyET—REHBLET,
il -
Switch (config)# ipv6é nd raguard policy
raguard-router
ATvT3 trustedport (EE) ZORY I—PEHETELIR—MIEH S
LT LEBELET,
il -

Switch (config-ra-guard)# trustedport
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OV RFEREETI3 Y B

ATvT4 device-role router A= MIEH SN TWDET A A0 —/LERELE
i
Switch (config-ra-guard)# device-role
router

ATvT5 exit RAHN—F R —ar7 1 FXal—rart— K%

wrLclZue— a7 4 F¥alb—ary E—F

i IR £,
Switch (config-ra-guard)# exit

BErEY Y
IPv6 7 A4 7> b 7 RLA T—=2 7 OnitEst,
RA Guard, (83 ~X—7)
RAZAmy N7 (84 R—7)
RA 7— R RV >—o@M (CLD , (86 ~—)

(78 =—3)

RA A1y MLV RY 2 —DF%E (CLD , (87 *—)

VLAN ~®D RA 21 ML RY > —oiEf (CLD

RA fi— kR —DERA (CLD

(89 =—3)

ALy FTCRATN—RF R —%#HTHE, TRXTCOR/ETERLVWRADBT By 7 SNET,

[T L& BHIIC

FIRDOHE

configure terminal
interface tengigabitethernet 1/0/1
ipv6 nd raguard attach-policy raguard-router

2L bh =

exit
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RA RO w kL KY S—DFE (CL) [ |

FIE D
ARV KRFERETI VY EL:y
ATy I configure terminal Ja—r\)ary 7 4Xalb— gy B— REBts
L/gz—é—o
i -
Switch# configure terminal
RATvw T2 interface tengigabitethernet 1/0/1 A B —T 2 A ADEA T LBEEEIEEL., T
AA B =T f AT 4 Fal—T g E—
151 FlizL%E9,
Switch (config)# interface
tengigabitethernet 1/0/1
ATvT3 ipv6 nd raguard attach-policy raguard-router |}SE L7~ A > ¥ — 7 = A AIZIPV6RA H— FEkpe %
i -
Switch(config-if)# ipvé nd raguard
attach-policy raguard-router
ATvT4 exit A B =Tz R AT 4F¥al—arE—R
TR T LET,
i
Switch (config-if)# exit

EErEYY

RA 7 — R RV »—ofE (CLD , (85 ~<—)
RA Guard, (83 ~—7)

RA Aty hY 27, (84 4—2)

RA 21y bV ARY »—0OfE (CLD , (87 ~—)

VLAN ~®D RA 21 L RY > —diEfA (CLD

RAXOwY RILAR) —DEE

(89 _—3)

(CLD)

FREIICHIIR TE 5L 9ICRA Ay MV RY U—2RELET,
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B rAzxovbLEKUS—0BEE (CU)

P62S5A4F7YRIP7 RLR S—=v508%E |

[ C&BHIC
FIEDBE
1. configure terminal
2. ipv6 nd ra-throttler policy ra-throttlerl
3. throttleperiod500
4. max-throughl0
5. allow-atleast 5 at-most 10
FlED
ARV KRFERRETY V3 Y B&Y
& A configure terminal Jao—N) a7 4 Fal—ary ET— RERBEL
EJcaN
i
Switch# configure terminal
RTFv T2 ipv6 nd ra-throttler policy ra-throttlerl N—& T RREZA XA~ (RA) 2y hT R
U4 EEFRLT, IPV6RA Ay L RY — o
Al : V74X alb—vary - RERBLET,
Switch (config)# ipv6 nd ra-throttler
policy ra-throttlerl
ATv73 throttleperiod500 IPV6RA 22 hF R Y S —D 2wy hLVHIRZ R E
LET,
fi :
Switch (config-nd-ra-throttle) #
throttleperiod 500
ATvTa max-throughl0 2y MV Z L2, VLAN®TZ 0 O~ LFF ¢ 2
~ RA ZHilfR L £79,
fAi) :
Switch (config-nd-ra-throttle) # max-through
500
ATvT5 allow-atleast 5 at-most 10 RAZRE Y T RYI—DRuy MU L2, 7

fAi
Switch (config-nd-ra-throttle) #
allow-atleast 5 at-most 10

NA 212 D~ LFF v X2 FRAKAHIBLET,
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(86 ~=2—3)

0L-30683-01 |



I P69 SAF7VRIP7RLR S—ZV 5 DETE

RA Guard, (83 ~—7’)
RAZuay U VT, (84 2—)

VIAN ~ADRA 20y kLK1 S—D@A (CLD) [ |

VLAN ~®D RA A1 v bV R > —DuA (CLD , (89 ~=—)

VLAN~DORAXBOw MLARY —DiEA (CLD

VLANIZRA Ay VARV U—%@HLET, RAARY N U TEFHIITHZ EITLD,
ZEDRA NNy N EEET HN—F 2/ NEOSEEIZHEST 2 2 LN TE, ZOHAL IPve 7

TAT v N ORI S E T,

[FZ L& BHIZ
FIEDOHE
1. configure terminal
2. vlan configuration 1
3. ipv6 nd ra throttler attach-policy ra-throttler]
FIEDFHE
ARV NEREETIVa Yy B#Y
ATv 1 configure terminal ra—) a7 4 X2 lb—3arET— REEG
[/ i —a_o
i -
Switch# configure terminal
ATy 72 vlan configuration 1 VLAN %7213 VLAN D5 %% E LT, VLAN =
V74X alb—var - RERBLET,
i -
Switch(config)# vlan configuration 1
ATFw T3 ipv6 nd ra throttler attach-policy ra-throttler! VLAN F 7213 VLAN O£E4IZIPVv6 RA 212 v [ L

i -
Switch (config-vlan)# ipvé nd ra throttler
attach-policy ra-throttlerl

WY =R LET,

| 0L-30683-01
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RA T— R ARY T —DF%E (CLD , (85—)
RAT— R ARY—oif (CLD , (86 3—)

RA A1 v ML RY —Of%E (CLI)

(87 ~—)
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B rexzx—Ers0%E (CU)

RA Guard, (83 ~—7’)
RA Zmy U7, (84 =—2)

[o] N -
IPv6 R X—E >S5 DERTE (CLI)
IPv6 AX—VE U TIZAA v T Lar hr—F THEIZA RX—T VI THILERLY £,
[T L& BHIIC

TIAT v b~V TIPV6 A X —T VT LET,

FIEDHEE
vlan configuration 1
ipv6 snooping

ipv6 nd suppress

BN =

exit

FIEDFFH

AU RFEERETIVa Y B &

2Ty T vlan configuration 1 VLAN 2> 7 4 X a2 b—T a3 F— REHGL
ij—o

{1 -

Switch(config)# vlan configuration 1

ATvT2 ipv6 snooping Vlan TIPV6 AX—E > T 5 A X —T M LE
KR

i -
Switch (config-vlan)# ipvé snooping

ATvT3 ipv6 nd suppress Vlan T IPv6 ND #jiffill & 1 r—7 /i LE T,

{51

Switch (config-vlan-config)# ipvé6 nd
suppress

ATFvT4 exit BEEFFL, Vanar 7 4 X2 l—3i g F—
REKTLET,

{1 -

Switch (config-vlan-config) # exit

EErEYY
SLAAC 7 RL 2EID 4T, (78 X—)

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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IPvé ND $1#I7K 1) & —DE&E (CLD) [ ]

A7 — k7))L DHCPv6 7 KL AE| VYT, (80 X—)

IPv6 ND |74 1) —DE&RE (CLD

IPv6 A N—REE (ND) w/LF ¥ v A MR TIZ, Rry 795 (BLO¥—5 v MR
o TEEERINET D) | FRIFa=F v AN NI 7 4w 7 ICEHBT A2 LT, TEXAHET
%< DND VILFF ¥ A b FAN—KEFER (NS) Avb—UrEIELES, ZOMEZ L
AY2AAL v FERITTIA YL R ar bu—F TERITIN, @8R Y 7 ORI LT H -
T4y OREEROTIEOICHERINET,

TRVABANL T T =T MUFASND &, v FHRY A RT FLRCEFENLT R
L AR ELR DATRZAE S, T3 AT RV ADOFAE IR b USET 50, L1 ¥ 2T
EREZ=ZF Y A b Ay =B H L Tzt LET,

[ L& BHIZ
FIaDOHE
1. enable
2. configure terminal
3. ipv6 nd suppress policy
FED
ARV RFERIETI3Y B#Y
ATv 71 enable FitE EXEC £ — R&E A X2 —7 VT LET,
5l - *RAT—FRE AN LET FERInTHE) .
Switch (config) # enable
ATy T2 configure terminal Jsa—rbar7 4 Xal—varE— REBLE
j‘o
il -
Switch# configure terminal
ATvT3 ipv6 nd suppress policy ND $fHIARY > —4 %2 EFHK L T ND HlfHAR Y > — =
TA4Xalb—varET—RNEfBLET,
i -
Switch (config)# ipvé nd suppress
policy
MErEY Y
J—HER, (81 X—)
IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 v F)
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B VLAN/PortChannel TO) IPY6 R X —E > 5 DR E

Router Advertisement, (81 ~3—<°)
RA NG, (82 X—)
A N—EREIH], (82 X—)

IP6 V547 MIPTRLR 5—Z VT DERTE

VLAN/PortChannel TD IPv6 A X—FE V5 DRE

FA S—YEF (ND) 4MHIE. VLAN £7213 2 A v F H— kT F—T L E T 4 E—T 1T

T&EET,
X L& BRI
FIEDHE
1. vlan config901
2. ipv6 nd suppress
3. end
4. interface gil/0/1
5. ipv6 nd suppress
6. end
FlD M
AU RFERIETIVa Y B
ATy 1 vlan config901 VLAN Z{ERk L, VLAN=Z > 7 f ¥ =2 L—3 3 0 F—
KzBRtG L £7,
1 -
Switch(config)# vlan config901
ATy T2 ipv6 nd suppress VLAN (Z IPv6 nd il Z 36 ] L £ 97,
i -
Switch (config-vlan)# ipv6 nd suppress
ATv73 end VLAN 27 4 F¥al—iary E—REKTL, 7
o—x)L a7 4 Fa2lb—aryET— REFEBLE
B - 4,
Switch (config-vlan)# end
25y T4 interface gil/0/1 EHEY b A=W R h Bk A H—T = R %
TERR L £,
1 -
Switch (config)# interface gil/0/1
25w T5 ipv6 nd suppress A B =T xA A IPv6nd Ml 2 @A L £9,
i -

Switch (config-vlan)# ipv6é nd suppress

[l 'Pv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 = F)
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Switch T IPv6 DEEE (CLI B

AU RFERIETIVa Y By
ATvT6 end VLAN 2> 7 4 Xal—var T—FaKTL, 7
o—N)L a7 4 Fal—ary ET—REBBLE
B - 4,
Switch (config-vlan)# end

Switch T IPv6 D% TE (CLI)

A B =T =2 X LD IPV6 ZRIET DT, ZOREFZHEHLET,

FZC& BRI
24T M EDOIPVO BEOEMRA L 7 TANT IV F v EOIPV6 $rAR— oA X —T7 LI LE
j—o
FIEDHE
1. interface vlan 1
2. ip address fe80::1 link-local
3. ipv6 enable
4. end
FlED M
ARV EEEET7Ia Y B#
ATy I interface vlan 1 A E =T A A%EEHL, A1 F—T AR
Ay 74 Xal—varE—REBLET,
1) :
Switch(config)# interface vlan 1
ATy T2 ip address fe80::1 link-local Vorma—AnNtrvarEERLTA X —
T2 A ATIPV6 T RLAZFEELET,
£
Switch(config-if)# ip address 198.51.100.1
255.255.255.0
Switch (config-if)# ipv6 address fe80::1
link-local
Switch (config-if)# ipv6 address
2001:DB8:0:1:FFFF:1234::5/64
Switch(config-if)# ipv6 address
2001:DB8:0:0:E000::F/64
ATv73 ipv6 enable (F2) Ao B —T =1 2 L CIPY6 & A e
M LET,
£

Switch(config)# ipv6 enable

| 0L-30683-01
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ARV RFERRTI VA Y

=)

ATv74

end

1 -

Switch (config) # end

Ao B =T xAf A FT—REKRTLET,

DHCP 7— /LMD E%XE (CLI)

FIEDBE
1. ipv6 dhep pool Vian21
2. address prefix 2001:DB8:0:1:FFFF:1234::/64 lifetime 300 10
3. dns-server 2001:100:0:1::1
4. domain-name example.com
5. end
FlED
AU RFEEETI 3y E]:g]
ATy I ipv6 dhep pool Vian21 a7 4 Xal—varE—FEBL, VLANOD
IPv6 DHCP 7/ — /L& E L £,
11
Switch(config)# ipv6 dhcp pool vlanl
2Ty T2 address prefix 2001:DB8:0:1:FFFF:1234::/64 a7 4{Fa2l—3 3 DHCP E— RZBHIEL .
lifetime 300 10 VLANDT RL A F— L EZDTA T XA BEikiE
L/ \i ﬁ_o
{1 -
Switch (config-dhcpv6) # address prefix
2001:DB8:0:1:FFFF:1234::/64 lifetime 300
10
2FvT3 dns-server 2001:100:0:1::1 DHCP 7" —/L® DNS #— "z E LT,
{1
Switch (config-dhcpvé)# dns-server
2001:20:21::1
27y T4 domain-name example.com SEATRIEMIR A NICIR D XD IC K AL L4

1 -

Switch (config-dhcpvé)# domain-name
example.com

L’:.E_’[/i‘a—o
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| IPESSAT7URIPTRLR S—=V5D%E
DHCP #FEA LA VR TF— FLRABB7 KLABEDHRE (CL) [ |

ARV RFERIFTZII Y B#
ATvT5 end Kt EXEC E— FICREY ¥4, 7. Ctrl+Z ¥ —
FHLCL, Fe—Ulary 7 4 X2 l—v gy
1 TR TTEET,
Switch (config) # end

EENEYD
SLAAC 7 KL A&l KT, (78 *X—)
AT — K7L DHCPv6 7 KL RE[Y BT, (80 2—2)

DHCP 2R LB WA T—FLABEEH7 FLAKRTFEDH
£ (CLI)

FIRDHE

interface vlan 1

ip address fe80::1 link-local
ipv6 enable

no ipv6 nd managed-config-flag

no ipvé6 nd other-config-flag

A A o

end

F IR D48

ARV RFERERTIVa Y E]:g]

ATy T interface vlan 1 AHE =T oA AEERR L, £ X —T AR 3
T4 FXal—varyT—FERBLET,

11 -

Switch(config)# interface vlan 1

ATy T2 ip address fe80::1 link-local Vrysua—anNA7rarEERL TS —T =
A ATIPV6 7 L AZRELET,

{1 :
Switch (config-if)# ip address 198.51.100.1
255.255.255.0
Switch(config-if)# ipvé address fe80::1
link-local
Switch(config-if)# ipvé address
2001:DB8:0:1:FFFF:1234::5/64
Switch (config-if)# ipvé address
2001:DB8:0:0:E000::F/64

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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Bl DHCPICEBXF—FLREHT7 FLABEDRTE (CL)

ATV RFERETIVaY B
ATvT3 ipv6 enable EE) A B —T =4 A LETIPV6 A F—T7 VT
LET,
fi
Switch(config)# ipvé enable
2Fv T4 no ipv6 nd managed-config-flag BHESNIZAA R T, 7 R LADIRABIC AT — b7

JVEERREMEH SR WE DI LET,
i

Switch (config) #interface vlan 1
Switch(config-if)# no ipvé nd
managed-config-flag

ATy 75 no ipv6 nd other-config-flag Bt SR A T, DHCP "B DFET KL A F7
Ta ORI (RAAL 72 E) AT — N7V HE)
Bl REMEH SN2V E T LET,
Switch(config-if)# no ipvé nd
other-config-flag
ATy 76 end FMEEXECE— FIZRY £, £z, CrHZ ¥ —%
HLCTH, Fo—Nary 74 Xal—v g E—
{51 REkTTEET,

Switch(config)# end

EENEYD
SLAAC 7 R L RE|Y BT, (78 X—)
AT — K7L DHCPv6 7 KL RE[Y YT, (80 2—2)

DHCRE LS5 RXAT— L RABE#E7 FLAEKRTEDEERE (CLI)

FIRDOHE

interface vlan 1

ip address fe80::1 link-local
ipv6 enable

no ipv6 nd managed-config-flag

ipv6 nd other-config-flag

A S o

end

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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DHCP 2 3R 7— FLRAEET7 FLABRENHEE (CL) [ |

FlED M
aAv U RFERETIVaY B
ATy I interface vlan 1 A B =Tz REFR L, A F—T =X 2
Y74 FXalb—varE®—RElBLET,
fAi
Switch(config)# interface vlan 1
ATvT2 ip address fe80::1 link-local Vorma—gnF7ya LT, 2 —T =
A ATIPV6 7 RLAZRELET,
fAi
Switch(config-if)# ip address 198.51.100.1
255.255.255.0
Switch (config-if)# ipvé address fe80::1
link-local
Switch(config-if)# ipvé address
2001:DB8:0:1:FFFF:1234::5/64
Switch(config-if)# ipvé address
2001:DB8:0:0:E000::F/64
ATv7T3 ipv6 enable (EE) A H—T A ALTIPV6 A F—T )V
ZLET,
fAi
Switch (config)# ipvé enable
27y T4 no ipv6 nd managed-config-flag B ST AR A R T, 7 KL ADIHE AT —
ZVHBERENMEH SNV E I LET,
i
Switch(config) #interface vlan 1
Switch(config-if)# no ipvé nd
managed-config-flag
ATFvTH ipv6 nd other-config-flag s S N7k A . DHCP 726 03ET KL% o+
T aryOBRBIC (KRAL U RE) AT —FT7 )L
i - BB EMEA SRV E I IS LE T,
Switch(config-if)# no ipvé nd
other-config-flag
ATvT6 end A B =T A A ET— REKRTLET,
i

Switch (config) # end

| 0L-30683-01

BMENEYY
SLAAC 7 KL A&l 4T, (78 *X—)
AT — K~ 7L DHCPv6 7 KL ZAE[Y Y4,

(80 _—3)
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AT—FZJLDHCP ®O— A JLEERTE (CLI)

DA E—T oA AFREIT. B — T )L Switch® 27— |~ 7L DHCPv6 % 53 L TV 5 Cisco I0S

FIEDHEE

FIED

IPv6 L —Z HT9,

[T L& BHIIC

configure terminal
ipv6 unicast-routing
ipv6 dhcp pool IPv6 DHCPPOOL
address prefix 2001:DB8:0:1:FFFF:1234::/64
dns-server 2001:100:0:1::1
domain-name example.com
exit
interface vlanl
description IPv6-DHCP-Stateful
. ipv6 address 2001:DB8:0:20::1/64
. ip address 192.168.20.1 255.255.255.0
. ipv6 nd prefix 2001:db8::/64 no-advertise
. ipv6 nd managed-config-flag

© e NS RwDh =

[ G e T - Y
2w = O

. ipv6 nd other-config-flag
. ipv6 dhcp server [IPv6_ DHCPPOOL

—
(4]

ARV RFEREETI 3y

E:)

&M

configure terminal

I -

Switch# configure terminal

Ja—)ary7 4 F¥al—arF— K&
HmLET,

ATy T2

ipv6 unicast-routing

1 -

Switch (config)# ipvé unicast-routing

=%y X NAIZIPv6 ZREL E7,

ATvT3

ipv6 dhcp pool IPv6 DHCPPOOL

1 -

Switch (config)# ipvé dhcp pool IPv6 DHCPPOOL

a7 4 FXalb—3aryE— REHEEL, VLAN
@ IPv6 DHCP — V&R ELE T,

[l 'Pv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 = F)
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ZF— kZJLDHCP DO —AHLEHRE (CL) [ |

ARV RFERRETI VA Y

B

ATFw T4 address prefix 2001:DB8:0:1:FFFF:1234::/64 T =NV ANT AT FL A E2 EE L £1,
i
Switch (config-dhcpv6)# address prefix
2001:DB8:0:1:FFFF:1234::/64
ATvT5 dns-server 2001:100:0:1::1 DHCP 7 A 7> MZDNS b — D47 g v
et L E 7,
£ :
Switch (config-dhcpv6)# dns-server
2001:100:0:1::1
ATvT6 domain-name example.com DHCP 7/ AT v MZRAAL VAT a vk
L £,
i
Switch (config-dhcpv6)# domain-name
example.com
ATvT1 exit AIDE— FIZRED £7,
£
Switch (config-dhcpv6)# exit
2T T8 interface vlan] A H—T =g R E— REBIBELT, 27—
7/ DHCP X E L 7
1
Switch (config)# interface vlan 1
2ATvF9 description IPv6-DHCP-Stateful AT — K7V IPv6 DHCP Ot & A LE T,
1 -
Switch (config-if)# description
IPv6-DHCP-Stateful
ZF v 710 ipv6 address 2001:DB8:0:20::1/64 AT — hZ7)LIPv6 DHCP D IPv6 7 KL A% A F)
LET,
1 -
Switch (config-if)# ipvé address
2001:DB8:0:20::1/64
V&M | ip address 192.168.20.1 255.255.255.0 25— R 7L IPv6 DHCP D IPv6 7 KL 2 % A
LET,
A1) :
Switch (config-if)# ip address 192.168.20.1
255.255.255.0
ATvT12 ipv6 nd prefix 2001:db8::/64 no-advertise T RAZ A XL TR B 72, IPV6 —TF 4 o

151 -

Switch (config-if)# ipvé nd prefix
2001:db8::/64

no-advertise

TPV T 4T AT RREAL XA NERTEL
F7,
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B <5— 7L DHCP D51 ERBOERE (CLD

P62S5A4F7YRIP7 RLR S—=v508%E |

ARV RFERRTIVa Y

B

2Ty 713 ipv6 nd managed-config-flag RARNTT RLAGHEIC DHCP 2 T %) J:
I, IPV6 A 2 —T = A A A N—YER %
i ELET,
Switch (config-if)# ipvé nd
managed-config-flag
ATv7T14 ipv6 nd other-config-flag WA NTHET FUABREIC DHCP 2l T %
Lo, IPVE6 A o H—T = A A R A N—RE%
i mELET,
Switch (config-if)# ipvé nd other-config-flag
ATv 715 ipv6 dhcep server [IPv6 DHCPPOOL A B —T 2 A AZDHCP Y —EHELE T,

1 -

Switch (config-if)# ipvé dhcp server
IPv6_DHCPPOOL

EErEYY
SLAAC 7 KL 2% 4T,
25— K7 /L DHCPv6 7 K

(78 =2—7)
L RE Y YT

(80 ~<—72)

X5 — k7))L DHCP D4V EpRIERE (CLI)

DA E—T oA RAFEEIT. AN DHCP H— 30D 25— ~ 7L DHCPv6 % 3 LT3 Cisco

10S IPv6 /L — & T3,
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FIEDHEE

FIED M

[T L& BHIIC

configure terminal

ipv6 unicast-routing

dns-server 2001:100:0:1::1

domain-name example.com

exit

interface vlanl

description IPv6-DHCP-Stateful

ipv6 address 2001:DB8:0:20::1/64

ip address 192.168.20.1 255.255.255.0
. ipv6 nd prefix 2001:db8::/64 no-advertise
. ipv6 nd managed-config-flag

© NS REWDN =

- o
N = O

. ipv6 nd other-config-flag
. ipv6 dhcp_relaydestination 2001:DBS8:0:20::2

—
w

ZF— k 7L DHCP DHMERRYERTE (CLI) B

ARV RFERETIa Y

S

ATy T

configure terminal

1 -

Switch# configure terminal

ya—r~pary 74 Xalb—v gy F— NEH
B ET,

ATvT2

ipv6 unicast-routing

1

Switch (config)# ipv6é unicast-routing

=%y A MHIZIPV6 #RELE T,

ATvT3

dns-server 2001:100:0:1::1

1
Switch (config-dhcpv6)# dns-server
2001:100:0:1::1

DHCP 7 7 A 7> MZDNS h—"DF 7 v g v
EREALLET

ATv74

domain-name example.com

£ :
Switch (config-dhcpv6)# domain-name
example.com

DHCPZ ATV MIRAAL VT T v a v wt
HELUFT,

ATy T5

exit

1 -

Switch (config-dhcpv6)# exit

BT — RIZREY £9°,
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P62S5A4F7YRIP7 RLR S—=v508%E |

ARV RFERRTI A Y

Sl

ZT7vT6 interface vlanl A B —T 2 A FT—RERIBLT, AT— k
7V DHCP Z##E L £77,
£
Switch (config)# interface vlan 1
ATFvT7 description IPv6-DHCP-Stateful ZF— K~ 7L IPv6 DHCP O#iBl A2 A LE7,
1
Switch (config-if)# description
IPv6-DHCP-Stateful
25y T8 ipv6 address 2001:DBS:0:20::1/64 25— k7L IPv6 DHCP @ IPv6 7 KL 2 % AJ)
L%,
1 :
Switch (config-if)# ipv6 address
2001:DB8:0:20::1/64
ATv79 ip address 192.168.20.1 255.255.255.0 A5 — K 7L IPv6 DHCP @ IPv6 7 KL A% A JJ
LET,
1
Switch (config-if)# ip address 192.168.20.1
255.255.255.0
259710 ipv6 nd prefix 2001:db8::/64 no-advertise T RARZ A XL TIEER SR, IPV6 V—T 4
T TVT 4T AT RREAL XA NEREL
i - 7,
Switch (config-if)# ipvé6 nd prefix
2001:db8::/64
no-advertise
ATv7T 1 ipv6 nd managed-config-flag RANTT FLUAREICDHCP ZfEHTE 5 &
I, IPVO A B —T = A A A N—{ER
151 : ELET,
Switch (config-if)# ipvé nd
managed-config-flag
AT T12 ipv6 nd other-config-flag RANTIHT R AREIC DHCP 2 T %
9T, IPV6 A v Z—T = A A FA N—ER%E
i) : RELET,
Switch (config-if)# ipv6 nd other-config-flag
ATvT13 ipv6 dhcp_relaydestination 2001:DB8:0:20::2 A BZ—T A AZDHCP Y —"ZHTE LET,

i -
Switch (config-if)# ipv6 dhcp relay
destination 2001:DB8:0:20::2

EENEYD

SLAAC 7 KL 2D 4T, (78 *X—)
AT — K~ 7L DHCPv6 7 KL ZAE[ Y Y4,
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IPV6 7 SA 72 FDE=4R2') >4 (GUI)
Switch{ZBH# ST B 72 IPv6 7 7 A 7 > b & FoRd 5 ik
X L& BHEIIZ

[Monitor] > [Clients] %33R L £ 9,
[Clients] — U NRFRENET, [Clients] X— 2%, ROFEMMA G ENET,

* Client MAC Address : 7 747 > h®OMAC 7 KL A%FRLET,
*APName: 7 74 7 ¥V FREHINTWDLT 7R KAV MaaEFRRLET,
*WLAN : 7 74 7 > MIBER T 541 TvW5 WLAN 2 &R L E7,
*State : 7 7 A T ¥ FNBFEEF R LET,
* Protocol : &N D7 havzFrLET,
7 T4 7 v MO R FE A2 R 521X, [Clients] ~—® [Client MAC Address] /X7 A — % %

7V w7 LET, [Client>Detail] X—® [General] ¥ 7D FIZT TFA T FDIPv6 7 KL ANF/RE
nET,

IPv6 7 FLR S—=V TR TEDHER

RIZ, show ipv6 dhep pool =~ > RO N AR LET, ZDa~xr R, AL vF LD IPv6
P—EARELZFRRLET, vlan2l OFEFEH T — /L OFEMIZIT, T—AnbT B A 2Bl
HALTWD 62D A7 bRFEFSNET,

FIRDOHME
1. show ipv6 dhcp pool
FIED
ARV REEETIVa Y B#
25w T show ipv6 dhcp pool AA v F EOIPV6H—E AR EE
FRLET,
i
Switchshow ipv6 dhcp pool
DHCPv6 pool: vlan2l
Address allocation prefix: 2001:DB8:0:1:FFFF:1234::/64 valid

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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P62S5A4F7YRIP7 RLR S—=v508%E |

AT REREETOVa Y

B

DNS

86400 preferred 86400

Domain name:
Active clients: 6

(6 in use, 0 conflicts)
2001:100:0:1::1

example.com

server:

ZTDMDOBEEER

HEIEE

X=-aT7ILA3A LI

IPv6 2~ N U757 LA

IPv6 Command Reference (Catalyst 3850 Switches)

IPa~vr R U7y LR

IP Command Reference (Catalyst 3850 Switches)

IS—Ayt—YT7a—4

Bl

>y

ZDVY—RADVAT A TT— Ay —T%
A LR A, =257 — A vEe—UF
A=Y= EEHLET,

https://www.cisco.com/cgi-bin/Support/Errordecoder/
index.cgi

MB®D' Y

AKY Y —ZATHR— T 5HTTO MIB

BINL727F v b7 4+—24, CiscolOS VU —
A, BIOXT7 4 —F v v MBI D MIB O
&y ma— RiZiL, ® URLIZH 5 Cisco MIB
Locator Zffif L £7,

http://www.cisco.com/go/mibs

[l 'Pv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 = F)
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I P69 SAF7VRIP7RLR S—ZV 5 DETE

T AL YR—F

67547 b7 RLR S—=vroeeEn ]

5t

=111}

Link

AaADYAR— b Web A FTlE, > RAad

AT 7 /) aV—CBTL T Ty a—

T A TR TN TH L9, w==
TR —NEIILOETHEERA T4
VY —2%&HRMEL TWET,

BHENORGOYEF 2 U7 ¢ HFERCEINE R A
AFT5H720IZ, Cisco Notification Service (Field
Notice 7> 7 7 = &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
T4 — R EOKHEY—ERITIMATEET,

VAaADYR— bk Web YA FDY— W7 s
T 294 BEL. Cisco.com D—H ID B LU/
AT — RBRMLIETT,

http://www.cisco.com/support

IPv6 7V 5472 b7 FLR S—Z2T DHEERR

| 0L-30683-01

WROFIZ, ZOFV2—/L Tl L7cBiEZ U A F L, RO EFTHR~D Y 7 Z2oRm LET,

tRE ) —2= EERE

IPv6 7 7 A7 h 7 RLRA F—= ke | CiscoIOS XE 3.2SE = OREE
AshEL
7o
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St 6::!‘.:
= 5

IPv6 WLAN 1) 7 1 DERTE

* IPv6 WLAN ¥ = U 7 1 OR#FESEM, 107 ~—
* IPv6 WLAN EX = U 7 1 OHlfR, 107 ~—

* IPV6 WLAN ¥ = U7 422\ T, 108 ~X—
* IPv6 WLAN t & = U 7 ¢ OREIE, 111 ~—
* TOMOBEEE, 130 N—

* IPv6 WLAN B3 = U 7 ¢ OEREEH, 131 _—

IPv6 WLAN 2 ') 7 1 DRIREH

I 4T M VLAN 2 A4 v F CTREINTZWLAN IV v B 7T A50ERH Y £97,

IPv6 WLAN = ') 7 1 O HIFR

| 0L-30683-01

RADIUS H—/\DH7R— k

C LEMEE RO DITEE DO RADIUS — SR E SN TWBEGE, Ny 7 7 v 7Btk
BET5L512F51C%, T _TCOV—NRTa—H F—Z_XR—=ZA%FE—IZTIH2LERH Y F
R

Radius ACS H-7R— ~

* Cisco Secure Access Control Server (ACS) & AA v F DT, RADIUS 23X ET H LN H
D E9,

* RADIUS . Cisco Secure ACS N"— 3 32 UMDY UV —2THR—FENFET,
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IPGWLAN £ 21 5 4 DBRE |
B PEWANEF2 U F 12000 T

IPv6 WLAN 22 !) T4 I2DUVT

RADIUS (2D T

Remote Authentication Dial-In User Service (RADIUS) &id, v U —7 ~DOEBT 7 & AMEZ
BLEY LT 5a—PITKH L THEEEIN-EX 2 T oL ERItTD, 79470 MY —

A7u%2wf¢ ZhUE. B—HVEAPICEBI LNy 7 RSP —Z _— 2 L L CHRE

EALHE-H-FEX}\)J:()\?j]'?/T%/&'H_ EX%TE{ﬂ:LiT

CFAE A v TFIIu T A LI D LT BV ERIET A T uk X,

AA wFTRADIUS — %k L Ca—YREIEESN D L o151, 1~%iﬁﬂ&
=YL ENRRAT = REANTIVNERHY T, BEROT—FZX—2%2RET L
Ny Py R TF—=HR=2A R8I DIEFERELET,

T T 4T =PI LA B R LR T A7k A,

Z—PIC L DMEENEFICEITSINDEIZ, RADIUST AU VT 47— Tk, BHEX
nrEtE, AR ETola2—YF O —% ID, l%#mm74/bt)%%%TXh a<
VRREITENTZ B EREL], 22— ORI L~VL BROFETINZAEE A S NTE
OFBAN e ZIZFEgk SN E T, RADIUST WU VT 4 7 = R"REERREOLE, =—W
el . By va v ERITTEET,

a—W F—X 7757 b3l RADIUS Tk, TRk a2—Y F—% 7 J 5 7a han
(UDP) #Zf#iH L %9, RADIUS TiE, | DDOFT —HRX—2ARMEFEINEd, £ LT, UDPKR—
k1812 TEAZIRIEE RN Y v A X, UDPAR— s 1813 THET I VT 4 TERNY v R
VENET, TR IRV EERTHLAL vFIE, FTA T FELTEMEL, -
ﬁ%MMA%—Hz%%ﬁbiﬁox4/%&%—ﬂﬁ@%?74/71\7uk:wﬁi%
NOETNTYXNE THOT A RZBWTRESNAIHEME X —I2 L > TS LS E T,

BEDRADIUS T H DU T 4 VT B LORBIEN — "2 ELET, =& 2L, 1 5D RADIUS &
REY— N A R BAE L @ﬁ@RMmﬁ7w?/74/&%~%%£&éﬁﬁ’ﬁﬁfﬁi
To BULEATOV—NEEEGHET DL, PO — NTEENFEAELZY | HEFHAREIZR -
7 LThH, avrbr—JF, HBEIISLT2EHE E%3DH%5W@%&U%@#ﬂA“@EM
ZABICEIT L T,

RADIUS 5 &2 WLAN (Zxf L TRRE SNV TV DS, AA > FI1X WLAN 2% L TERE ST
% RADIUS X ZFEH L ET, a—H/VEAP 2325 L 912 WLAN #5%ET 5 &, WLAN T
BRESINTWAHBRADIUS FRiTe—h V&R A > F LET, WLANIZIE, 3 5 o— 4 /LEAP
TuT7 7 ANVDARIERET HALELH D 7,

RADIUS & WLAN IZX L THRE SN TWARWES, A4 v Fid/a— L £ — R TER
NTWEHFT 741 D RADIUS TR AZHEH L £7,

O—AJLEAP [ZDLVT

17— /VEAPIE, 2 —HFBIRNTIA Y LRI T4 T hOr—VERREE ATRRICT HR8RE T
ﬁ—o N2 =V I, Ny xR /XT-Az)‘ﬁjjiéﬂf;U %nﬁutuuﬁﬂ-w/\b%ﬁ‘ﬂ:bf_ VC%)\
TAXVATTAT v b~DEREZMEFFCED L1, VE—MFT7 4 A THMT 5 BTG
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| IPEWIAN X2y 71 OBE
P WLAN 2y 7o 1zo0T [l

SNTWET, B—BLVEAPEZANCT D L, A v FITHE—"BLRe— L2 —HF 75—
A=A L UTHEET D720, IMTREREY — IR F T 2 N e <72V £¥, v—F /L EAP
i, e—H N a2—Y F—H_XR—=2RFZFLDAP Ny /= R T —Z_X—=2Z2nba—FDs L7
YU NERGELTC, 2—YERFELET, 2—H/NVEAP TIE, 2 tr—F ¢ ULV L R
Z A 7 F#T, LEAP, EAP-FAST., EAP-TLS., PEAPvVO/MSCHAPv2, X U PEAPvI/GTC #%;
FEVPR—-FLET,

GE) LDAP Ry /v RF—H_— 2T, m—H/LEAP /¢ L, EAP-TLS. EAP-FAST/GTC.
B L PEAPVI/GTC 397" — k& FEd, LEAP. EAP-FAST/MSCHAPv2, I LU PEAPvO,
MSCHAPV2 ITESL DN AT — R&IRT L 9 IZLDAP — "N E SN TV AEEIZD LY R—
FENET,

GE) AA wFiE, Microsoft Active Directory <X° Novell @ eDirectory 72 & DFMH LDAP 7 — & X — A
W2k 5 — B VEAPRRGEZ AR — K L CWET, Novell D eDirectory (2% 9% 2 — 71 /L EAP
REAIC Y b — T B ET D HIEOFEMICOW T, [Configure Unified Wireless Network
for Authentication Against Novell's eDirectory Databasel] 157V A F_X—/X—%ZMM L T 7E S0,

3: O—7hIL EAP Dl

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 v F)
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IPGWLAN £ 21 5 4 DBRE |
B PEWANEF2 U F 12000 T

A
—

RADIUS server

2
5

LDAP server
(optional)

Cisco Aironet
Lightweight Access Point

Wireless LAN
controller

11

\—\_— -H-
232308

Regional office

EErEYY
a—h 2—HFOERK, (111 2—=)
7747 hVLAN & A ¥ —T = A4 ADERR, (112 4—)
EAP 707 7 A LOFHFE, (113 2—)
27547k VLAN OfERE, (127 ~=—3)
BB RADIUS $— 3 Z i ] L 7= 802.1x WLAN O1ER%, (128 ~2—2)
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IP6WIAN 52 7 DEEHZE I}

IPV6 WLAN X2 1) 7 1 DEREAE

O—AILFEREDERTE

A—AI) 2 —HDERK

FIEDHEE

FIED M

L=

configure terminal
username aaa_test
password 0 aaa_test
end

ARV KRFERERETY VY

B8

ATy T

configure terminal

11 -

Switch# configure terminal

Ja—)Lavr KE— RERGLET,

ATv T2

username aaa_test

11 -

Switch(config)# username aaa_test

—FHEERLET,

ATvT3

password 0 aaa_test

E
Switch(config)# usernameaaa_test password
0 aaa_test

=YL/ DONRAT — REEID L TES,

ATvT4

end

{1 -

Switch (config)# end

FHEEXECE— IRV £9, £/, CtrH+Z ¥ —
FHLCYH, Fo—r oy 7 4 F¥al—3 gy
T—FEKTTEET,

| 0L-30683-01

Switch# configure terminal
Switch (config) # username aaa test password 0 aaa test
Switch (config)# end

EErEYY
IPv6 WLAN ¥ =2 U7 12201 T, (108 ~—2)

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X1 v 7) i



IPGWLAN £ %215« DHE |
B c-rizsons

22472 MVLAN &EA V3 —T 24 ADERK

FIEDHEE

configure terminal
vlan

exit

interface vlan vlan_ID
ip address

ipv6 address

No o R wDh-=

end

FIED M

ARV RFERFTI A Y =)

2Ty T configure terminal sua— L avy RE—REBLET,

Pl -

Switch# configure terminal

ATy T2 vlan VLAN Z1ERk L £,

1 -

Switch(config)# vlan 137
ATFv73 exit VLAN 2> 7 4 X al—3i gy F— 2K TLE
j—o

{1 -

Switch (config-vlan)# exit

ATy T4 interface vlan vlan_ID A v H—T xA AT VLAN % BJ#ifT i £,

{5l

Switch (config)# interface vlan 137
ATy 75 ip address VLAN A > #—7 =2 A AZIP 7 KL AZEID 4T
S5

11 -

Switch (config-if)# ip address
10.7.137.10 255.255.255.0

ATvT6 ipv6 address VLAN A > % —7 = A AZIPv6 7 KL 2 ZHE| Y Y4
TET,

11 -

Switch(config-if) #ipv6 address
2001:db8::20:1/64

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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n—nrziaEnzzs I

aAvY RFEEET7ZII Y

E:g)

ATvT1

end

{1 -

Switch (config) # end

¥HE EXEC £— RIZREY £9, F7/-. CtrHZ F—
FHLCL, Fe—lary 7 4 X2l —v gy
ET— REKTTEET,

Switch# configure terminal

Switch (config)# vlan 137

Switch (config-vlan) #exit

Switch (config) #interface vlan 137

Switch
Switch (config-if) #end

EENEYD
IPv6 WLAN £ = U F 4 122 C,

EAP 7O 77 A4 ILDEXE

FIRDOHE

| 0L-30683-01

eap profile name

method leap

method tls

method peap

method mschapv2

method mdS

method gtc

method fast profile my-fast

© e NS G RwwDh=

description my localeap profile

—
(=]

. exit

-—
—

. eap method fast profilemyFast

—
N

. authority-id [identity|information]

—
w

. local-key 0 key-name

-—
=

. pac-password 0 password

—
al

. end

(
(
Switch(config-if)#ip address 10.7.137.10 255.255.255.0
(config-if) #ipv6 address 2001:db8::20:1/64
(

(108 =—3°)
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FIEDFH

BRE

IPGWLAN £ %215« DHE |

ARV RFERETIVa Yy

=)

ATy T

eap profile name

1 -

Switch (config)# eap profile wcm eap prof

EAP 7u 7 7 A W EVER L ET,

ATvT2

method leap

1 -

Switch (config-eap-profile)# method leap

7’17 7 A /)L EAP-LEAP FREZHELF
—340

ATvT3

method tls

11 -

Switch (config-eap-profile)# method tls

717 7 A )L TCEAP-TLS FRZHTE L E7,

ATv74

method peap

I -

Switch (config-eap-profile)# method peap

7177 AN TPEAP FREZHELFT,

ATy T5

method mschapv2

1 -

Switch (config-eap-profile) # method mschapv2

7vu 7 7 A LT EAP-MSCHAPV2 F R % & E
L\i—g—o

ATvT6

method md5

11 -

Switch(config-eap-profile)# method md5

717 7 A )L CEAP-MD5 FRZHELET,

ATy T1

method gtc

1 -

Switch (config-eap-profile)# method gtc

717 7 A )L TCEAP-GTC R Z#HELE T,

ATvT8

method fast profile my-fast

1 -

Switch (config-eap-profile) # eap method fast
profile my-fast

Switch (config-eap-profile)#description

my local eap profile

my-fast L VNI EAP 71 7 7 A L EERE L %
R

ATvT9

description my localeap profile

11 -

Switch (config-eap-profile)#description
my local eap profile

n—hLruar7rANVORBEERELET,

[l 'Pv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 = F)

0L-30683-01 |



| IPEWIAN X2y 71 OBE

n—nrziaEnzzs I

ARV RFERERETIVa Yy =LY
ATv710 exit eap 777 A AT 4 X alb— g
EF—FEKRTLET,
i -
Switch (config-eap-profile)# exit
ATvIN eap method fast profilemyFast EAP i 7 m 7 7 A V& E LET,
i -
Switch (config)# eap method fast profile myFast
ATvT12 authority-id [identity|information] EAP 717 7 A )V OFEFER ID 3 L O
WERELET,
il -
Switch (config-eap-method-profile) # authority-id
identity my identity
Switch (config-eap-method-profile) #authority-id
information my information
27y 713 local-key 0 key-name B—hL PR F—mRE L ET
i -
Switch (config-eap-method-profile)# local-key
0 test
ATy 714 pac-password 0 password FHEHOPAC 7Y a =7 HDPAC /3 A
V—RERELET,
il -
Switch (config-eap-method-profile) # pac-password
0 test
AT 715 end FHEEXECE— FIZRY £9, F7o. Ctri+Z
F—EMLTH, Fr—bar7 4 ¥a
I L—yary BE—RaeTTEET,

Switch (config) # end

| 0L-30683-01

Switch (config) #eap profile wcm eap prof

Switch (config-eap-profile) #method leap

Switch (config-eap-profile) #method tls

Switch (config-eap-profile) #method peap

Switch (config-eap-profile) #method mschapv2

Switch (config-eap-profile) #method md5

Switch (config-eap-profile) #method gtc

Switch (config-eap-profile) #eap method fast profile my-fast

Switch (config-eap-profile)#description my local eap profile

Switch (config-eap-profile) # exit

Switch (config)# eap method fast profile myFast

Switch (config-eap-method-profile) #authority-id identity my identity
Switch (config-eap-method-profile) #authority-id information my information
Switch (config-eap-method-profile) #local-key 0 test

Switch (config-eap-method-profile) #pac-password 0 test

Switch (config-eap-method-profile)# end

BEELEYY
IPv6 WLAN £ % =2 U7 1122\ T, (108 <X—)
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IPv6 WLAN ¥ 2 ') 7 1 DEE
BRE

A—AIIERETILOER

FlEDHE
1. aaa new-model
2. authentication dotlx default local
3. dotlx method list local
4. aaa authentication dotlx dotlx name local
5. aaa authorization credential-download name local
6. aaa local authentication auth-name authorization authorization-name
1. £y>3>ID
8. dotlx system-auth-control
FEDEFH
ARV FEEET7Ia Y B
ATy I aaa new-model AAA FRAEET LV EER L ET,
1
Switch (config)# aaa new-model
RXTFw T2 authentication dotlx default local MOFERR O RNEES . dotlx TF 7 +
v kD r—5 v RADIUS Z i 4 2 MLERH
1 - HT EEEWRLET,
Switch (config)# aaa authentication dotlx default
local
ATvT3 dotlx method_list local wem_local YU 2 MO R — I VRGEAEE D
BTET,
1 -
Switch(config)# aaa authentication dotlx
wcm_local local
ATvT4 aaa authentication dotlx dotlx name local dotlx F O —H VG2 R EL £7,
1 -
Switch(config)# aaa authentication dotlx
aaa auth local
ATy T5 aaa authorization credential-download name local |1 ocal/RADIUS/LDAP 76 EAP 7 L 3 %
NEFXT a—RTaL5Cn—0LT—%
1 NR—RAEHZELET,
Switch(config)# aaa authorization
credential-download wcm_author local
ATvT6 aaa local authentication auth-name authorization 0 — B VEEEE L OEF R AN Lk T,

[l 'Pv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 = F)
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n—arziEoszte W

ARV RFERRTI Ay E]:g]

1 -

Switch (config)# aaa local authentication
wcm local authorization wcm_author

ATvI1 £y ariID AAA DBy a v IDERELET,
1
Switch(config)# aaa session-id common
ATFw T8 dotlx system-auth-control dot.1x ¥ AT LERGFHIEI 2 A4 2 — 7 M LE
R
11

Switch (config)# dotlx system-auth-control

aaa new-model

aaa authentication dotlx default local
Switch (config aaa authentication dotlx wcm-local local
Switch (config aaa authentication dotlx aaa auth local

Switch (config) #
( ) #
( ) #
( ) # _
Switch (config) # aaa authorization credential-download wcm author local
( ) #
( ) #
( ) #

Switch (config

Switch (config aaa local authentication wcm_local authorization wcm author
Switch (config aaa session-id common
Switch (config dotlx system-auth-control

2547 > k WLAN DERX
~

CGE) ZOBITIE, A FI v WEP D 80RIx AL TCWET, VA VLR ITFTAT L MTH
R—=FrEN, A v F THREAERMMOEZED X2 T 4 AD=ALBEHTEET,

FIEDHE

configure terminal

wlan wlan name <identifier> SSID
broadcast-ssid

no security wpa

security dotlx

security dotlx authentication-list wem-local
local-auth wem_eap prof

client vlan /37

© P NGO e WwN =

. no shutdown
10. end

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 v F)
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IPGWLAN £ %215« DHE |

FIEDFH
OV bFEREETOVa Y EL:y
& A configure terminal Jua—r~L avy RE— REBEBLET,
1 -
Switch# configure terminal
ATFvT2 wlan wlan name <identifier> SSID WLAN Z1ER LE 9,
1 -
Switch(config)# wlan wlanProfileName 1
ngwcSSID
ATvT3 broadcast-ssid WLAN TSSID# 7 m— R¥ ¥ 2 h 95 K 9 ITi%
ELET,
1 -
Switch (config-wlan)# broadcast-ssid
ATvT4 no security wpa WLAN @ wpa #7 4 £—7 /L2 LT, 802.1x %
A F =T M LET,
£
Switch (config-wlan)# no security wpa
ATYT5 security dotlx WLAN O 802.1x B 5kt ¥ =2 U7 ¢ 2% & L%
To
i
Switch(config-wlan)# security dotlx
Z2TvT6 security dotlx authentication-list wem-local dotlx ZBEEHIZ WLAN ~DOH— R F)L—7F < v
B 7 aRELET,
151
Switch (config-wlan) # security dotlx
authentication-1list wcm-local
ATvT1 local-auth wem_eap_prof 72— VEBREFIZ WLAN (Zeap 70 7 7 A L%
RELET,
151
Switch (config-wlan)# local-auth
wcm_eap_profile
ATvT8 client vlan /37 WLAN (Z VLAN % BiffiF £ 47,
1 -
Switch (config-wlan)# client vlan 137
ATvT9 no shutdown WLAN % A X —7 /I LET,

Bl :

Switch (config-wlan)# no shutdown

[l 'Pv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 = F)
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n—arziEoszte W

ARV RFEEETIa Y =E]:g]
ATy 710 end FeHE EXEC E— RIZEY £7, £/, CaH+Z
F—ALTHL, Fr— L a7 4 X2 l—
Bl - vVary E'T—REKTTEET,
Switch (config) # end

Switch# config terminal

Switch (config) #wlan wlanProfileName 1 ngwcSSID
Switch (config-wlan) #broadcast-ssid

Switch (config-wlan) #no security wpa

Switch (config-wlan) #security dotlx

Switch (config-wlan) #security dotlx authentication-list wcm-local
Switch (config-wlan)# local-auth wcm _eap prof
Switch (config-wlan) #client vlan 137

Switch (config-wlan) #no shutdown

Switch (config-wlan) #end

Switch#

BEErEYY
WPA2+AES 17 74 7> b VLAN OfERE, (121 =—)

WPA2+AES TD 0—HJLEEEEDERTE

FIEDHEE

configure terminal

aaa new model

dotlx system-auth-control

aaa authentication dotlx default local

aaa local authorization credential-download default local
aaa local authentication default authorization default

eap profile wem_cap profile

method leap

© e NS RN =

end

F IR D48

AR FFEREETI VI Y E]:3]

ATFvT1 configure terminal Ja—\)ya<vw KE— RERBLET,

&1 -

Switch# configure terminal

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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REEDEHRTE

IPGWLAN £ %215« DHE |

ARV KRFERETIVaY B#J
25y T2 aaa new model AAA BREET VAR L7,
£ :
Switch (config)# aaa new-model
ATvT3 dotlx system-auth-control dotlx ¥ A7 LGRAEAIEZ A R—7 /M LET,
11 :
Switch (config)# dotlx system-auth-control
2T T4 aaa authentication dotl1x default local 7 7 4 b dotlx HEHD v — I VERREE G E
LET,
11 :
Switch (config)# aaa authentication dotlx
default local
ATvTH aaa local authorization credential-download O—H N — NS EAP Y LT oL L EX Y
default local va—=RTLRICT THN T —F_X—%
mELET,
1 :
Switch(config)# aaa authorization
credential-download default local
ATvT6 aaa local authentication default authorization FT )L hDOua— B IVEREEE X OFF A A EIR L
default F4,
1 :
Switch (config)# aaa local authentication
default authorization default
2Ty TT eap profile wem_eap_profile EAP 7’1 7 7 A VW ZAFRL L £,
151 :
Switch (config) #eap profile wem_eap_profile
ATvT8 method leap 7’17 7 A VT EAP-LEAP FRZHE L £7,
151 :
Switch (config) # method leap
ATv79 end i EXEC E— FIZRV £7, F72. Cul+Z
F—ZMHLTH, Je—bar 74 F¥al—
B - vay ®B—FREKRTTEET,

Switch (config) # end

[l 'Pv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 = F)

Switch# configure terminal

Switch (config)# aaa new-model

Switch (config dotlx system-auth-control
Switch (config

Switch (config

aaa authentication dotlx default local

aaa local authentication default authorization default

( ) #
( ) #
Switch(config)# aaa authorization credential-download default local
( ) #
( ) #

Switch (config) #eap profile wcm eap profile

0L-30683-01 |
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Switch (config)# method leap
Switch (config)# end

WPA2+AES FHY 5 4 7 > bk VLAN D {ERK
7 — 71 JVEBAED WPA2+AES # A 7D VLAN Z{E L £ 9, Z® VLAN (&, % TWLAN I~ v

FIRDHE

FIED

v EnET,

configure terminal
vlan vlan_ID

exit

interface vlan vlan ID
ip address

ipv6 address

N o wDh-=

exit

n—nrziaEnzzs I

ARV RFEEETI 3y

B8

&

configure terminal

1 -

Switch# configure terminal

ra— v avwy R E— R LET,

ATy T2

vlan vlan_ID

B -

Switch (config)# vlan 105

VLAN Z1ERk L E7,

ATvT3

exit

1 -

Switch (config-vlan)# exit

VLAN £— F&#&TLET,

ATvT4

interface vlan vlan ID

1 -

Switch(config)# interface vlan 105

A B —T x4 A2 VLAN % BEEfF T F 1,

ATvT5

ip address

i)
Switch(config-if)# ip address
255.255.255.0

10.8.105.10

VLAN f > Z—T A4 ZIZIP T RLX&2E Y
=3

| 0L-30683-01
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B c-rizsons

avyRFEEEFT7IVa Y ]3]
ATvT6 ipv6 address VLAN A > Z—7 =4 X2 IPv6 7 KL X & %|
DYTET,
51

Switch(config-if) #ipvé address
2001:db8::10:1/64

ATv71 exit A B =T A= FERTLET,

1 -

Switch (config-if)# exit

Switch# configure terminal

Switch(config)# vlanl05

Switch (config-vlan)# exit

Switch (config)# interface vlan 105
Switch(config-if)#ip address 10.8.105.10 255.255.255.0
Switch (config-if) #ipv6 address 2001:db8::10:1/64
Switch (config-if) #exit
Switch (config) #

EENEYD
7547~ WLAN OFERL, (117 ~<—3)

WPA2+AES F§ WLAN O ER
WLAN Z1ER% L. WPA2+AES HICHER SN2 47 K VLANIZ= v B 7 LET,

FIRDHE

configure terminal

wlan wpas2-aes-wlan 1 wpas2-aes-wlan
client vlan 105

local-auth wem_eap profile

security dotlx authentication-list default

no shutdown

N o a R wbdhd-=

end

F IR D 48

AU RFERERTIVa Y E:5)

2Tv 1 configure terminal ra—r )L a<w R Ee— REEGELET,

&1

Switch# configure terminal

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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n—nrziaEnzzs I

aAv Y RKFERET7TIIY

E:g)

ATFw T2 wlan wpas2-aes-wlan 1 wpas2-aes-wlan WLAN % 1Bk U E4,
i
Switch(config) #wlan wpa2-aes-wlan 1
wpa2-aes-wlan
Switch (config-wlan) #
ATvT73 client vlan 105 2547 hVLANICWLAN Z~ v B> 7 L
£
{5l
Switch (config-wlan) #client vlan 105
Switch (config-wlan) #
2Ty T4 local-auth wem_eap_profile WLANIZEAP 7' 0 7 7 A )V AAERRL L, BRIE L
£
1 -
Switch(config-wlan)#local-auth wcm eap profile
25w 5 security dotlx authentication-list default T 74 O dotlxFRAEY A M &R LT,
fA
Switch (config-wlan) #security dotlx
authentication-list default
ATvT6 no shutdown WLAN % A X —7 /LI L E£7,
fA
Switch (config-wlan) #no shutdown
Switch (config-wlan) #
ATvT1 end FiME EXEC E— FIZRV £9, F72. Crl+Z
F—EMLTH, Ze—Lar 7 s Fal—
i - YaryE—RERTTEET,

Switch (config) # end

| 0L-30683-01

Switch# configure terminal

Switch (config) #wlan wpa2-aes-wlan 1 wpaZ2-aes-wlan

Switch (config-wlan) #client vlan 105
Switch (config-wlan)#local-auth wcm eap profile

Switch (config-wlan) #no shutdown

(
( )
Switch (config-wlan) #security dotlx authentication-list default
( )
( )

Switch (config-wlan)# exit

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X1 v 7) i



51&B RADIUS H—/ DR TE

5} %8 RADIUS H—/\DEXTE

RADIUS

FIEDHEE

FIEDFH

ALY — /N KRR FDERTE

U A o o

configure terminal

radius server One

IPGWLAN £ %215« DHE |

address ipv4 address auth-portauth port number acct-port acct port number

address ipv6 address auth-portauth port number acct-port acct port number

key Ocisco

exit

ARV RFERET IV a Y

S

ATy T

configure terminal

1

Switch# configure terminal

Jua— )L a<wy REeE— RERBLE
—aqo

ATy T2

radius server One

1

Switch (config)# radius server One

RADIUS $— "Z1ER L £9,

ATvT3

address ipv4 address auth-portauth port number acct-port
acct_port_number

11 -

Switch (config-radius-server)# address ipvi4
10.10.10.10 auth-port 1812 acct-port 1813

RADIUS #— "D IPv4 7 R L A& E
L/ij—o

ATv74

address ipv6 address auth-portauth_port number acct-port
acct_port_number

11 -

Switch (config-radius-server)# address ipvé
2001:db8::25:2 auth-port 1812 acct-port 1813

RADIUS #— "D IPv6 7 R L A& E
L‘ij‘o

ATy Th

key Ocisco

{1 -

Switch (config-radius-server)# key 0 cisco

exit

[l 'Pv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 = F)
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siapRADIUS H—noE

OV RFERET7TIV3 Y B

ATvT6 exit RADIUS — R — RZ&#K& T L £,
fA
Switch (config-radius-server)# exit

Switch# configure terminal

Switch (config)# radius server One

Switch (config-radius-server)# address ipv4 10.10.10.10 auth-port 1812 acct-port 1813
Switch (config-radius-server)# address ipv6 2001:db8::25:2 auth-port 1812 acct-port 1813
Switch (config-radius-server)# key 0 cisco

Switch (config-radius-server) #exit

BEErEYY
RADIUS #@FEV—/N L —TDORE, (125 <—2)

RADIUS 25EH— /N T IL—TDEHRTE

FIEDHEE
1. configure terminal
2. aaa new-model
3. aaa group server radius wem_rad
4. server <ip address>auth-port1812acct-port1813
5. aaa authentication dotlx method list group wem_rad
6. dotlx system-auth-control
1. aaa session-idcommon
F g &8
ARV RFEREETIVa Y E]:3]
ATy configure terminal Ja—r YL awy R E— REEBLET,
i -
Switch# configure terminal
ATvT2 aaa new-model AAA FBREE TV EAERR L £ 7,
i -
Switch (config) #aaa new-model

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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B ssmRADIUS y—iDEkE

IPGWLAN £ %215« DHE |

av Y RFEREF7II Y

S]]

ATvT3 aaa group server radius wem_rad RADIUS #— 7 — 7 2B LE 4,
i
Switch(config)# aaa group server radius wcm_ rad
Switch (config-sg-radius) #
ATFvT4 server <ip address>auth-port1812acct-port1813 FIJE 3 TIERL L 7= RADIUS 7 )LV — |2 — %
BIMLEF, RADIUS TH Y VT 4 v 7 H—
i ANEBLUFEREY— /3D UDP " — M & E L £
Switch (config-sg-radius)# server One auth-port 7%
1812 acct-port 1813 °
Switch (config-sg-radius)# server Two auth-port
1812 acct-port 1813
Switch (config-sg-radius) # server Three auth-port
1812 acct-port 1813
ATFwTH aaa authentication dotlx method _list group wem rad | RADIUS 7L — 12 Y XA b e~ o 7 L
7.
il
Switch (config)# aaa authentication dotlx
method list group wcm rad
2776 dot1x system-auth-control RADIUS 7' L — 7 0 3 A5 L 3REEHI % A F—
T LET,
i
Switch (config)# dotlx system-auth-control
ATY 70 7 aaa session-idcommon RADIUS 7 /L — 77 5 . qé—fﬁi—‘o) = "—/1/&:% LT

{1

Switch(config)# aaa session-id common

EEENDGTITOEy S 3 IDBERMNELT
ThdZ LriiLlLET,

Switch# configure terminal

Switch(config)# aaa new-model
Switch
Switch

config) # aaa group server radius wcm rad
config-sg-radius)# server One auth-port 1812 acct-port 1813

(

(
Switch (config-sg-radius)# server Two auth-port 1812 acct-port 1813
Switch (config-sg-radius)# server Three auth-port 1812 acct-port 1813
Switch (config) # aaa authentication dotlx method list group wcm rad
Switch(config)# dotlx system-auth-control
Switch (config)# aaa session-id common
Switch (config) #

EENEYD
RADIUS GHFES —/3 A2 R ORE,

[l 'Pv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 = F)
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siapRADIUS H—noE

2547 > k VLAN D1ERL

FIEDHEE

. configure terminal

. vlan 137

exit

. interface vlan 137

ip address 10.7.137.10 255.255.255.0
ipv6 address 2001:db8::30:1/64

end

No o e wN =

FIED M

ARV RFERRETIVa Y =)

ATy I configure terminal su—s L avy K E— RERBLET,

il -

Switch# configure terminal
ATv T2 vlan 137 VLAN ZAER L CA v & —7 = A A BT £
R

1 -

Switch (config)# vlan 137
ATv73 exit VLAN E— RFZ#& T LET,

1 -

Switch (config-vlan)# exit

2T T4 interface vlan 137 A B —7 x4 AT VLAN 2D ¥ TET,

1
Switch (config)# interface vlan 137

ATFwTH ip address 10.7.137.10 255.255.255.0 VLANA VX —T = A AZIPvAT KL AZHE| DY
TEJ,

11 :
Switch(config-if)# ip address 10.7.137.10
255.255.255.0

2FvT6 ipv6 address 2001:db8::30:1/64 VLANA > #—7 =4 AZIPv6 T R L AZE| D Y
T\i—g—o

i) :
Switch(config-if)# ipv6 address
2001:db8::30:1/64

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
| 0L-30683-01



B ssmRADIUS y—iDEkE

IPGWLAN £ %215« DHE |

ARV RFERRTI Y

=)

ATvT1

end

1 -

Switch (config) # end

¥ HEEXECE— FIZRY £3, F/=, Crl+Z ¥ —
FHLTHL, Fo— a7 X2l —i g
E— RERTTEET,

Switch# configure terminal
Switch (config)# vlanl37
Switch (config-vlan)# exit

(
Switch(config)# interface vlanl37
Switch(config-if)# ip address 10.7.137.10 255.255.255.0
(
(

Switch

Switch (config-if)# end

EENEYD

IPv6 WLAN X = U 7 4 2D\ T,

config-if)# ipv6 address 2001:db8::30:1/64

(108 =2—3°)

2458 RADIUS Yr— 3 &2 {FH L7z 802.1x WLAN O1ER%, (128 ~_—)

5458 RADIUS +—/ 3% {1 L 7= 802.1x WLAN 4R

FIEDHE

F IR D 48

© e NS RN =

configure terminal

wlan ngwc-1x<ssid>ngwc-1x
broadcast-ssid

no security wpa

security dotlx

security dotlx authentication-list wem-rad

client vlan 137
no shutdown
end

ARV EFERERETIVa Y

El:)

ATy T

configure terminal

1 -

Switch# configure terminal

Ja—rYL avwr R E— RERKLET,

[l 'Pv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 = F)
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sizsrabius H—1nBE

aAv U RFEREETIVaY B
ATvT2 wlan ngwe-1x<ssid>ngwe-1x 802.1x FBFEH D#Hr LV WLAN Z Bk L £9,
£
Switch(config)# wlan ngwc 8021x 2
ngwc_8021x -
ATvT3 broadcast-ssid WLAN CTSSID #7112 — K%+ A b3 2% X 51T
’_.ﬂi_‘ Liﬁ‘o
£
Switch (config-wlan)# broadcast-ssid
ATvT4 no security wpa WLAN @O WPA %5  E—7/LIC LT, 802.1x &
AFX—T NI LET,
1
Switch (config-wlan)# no security wpa
ATy 75 security dotlx WLAN @ 802.1x 2kt ¥ = U T 4 Z%E L %
R
1 -
Switch (config-wlan)# security dotlx
ATvT6 security dotlx authentication-list wem-rad dotlx FEEFHIZ WLAN ~DOH— N F)L—7F < v
VT ERELET,
i)
Switch (config-wlan)# security dotlx
authentication-list wcm-rad
ATvI1 client vlan 137 WLAN |2 VLAN % BEfF T £ 9,
i
Switch(config-wlan)# client vlan 137
ATvT8 no shutdown WLAN %A X —7 /LI LET,
i
Switch (config-wlan)# no shutdown
ATv79 end FHEEXECE— RIZRD £9, F72, CrHZF—
ZHLTH, Fe—bary7 4 F¥al—igy
1) : E—REETTEET,

Switch (config) # end

| 0L-30683-01

Switch# configure terminal

Switch (config) #wlan ngwc_8021x 2 ngwc_8021x

Switch (config-wlan)# broadcast-ssid

Switch (config-wlan)# no security wpa

Switch(config-wlan)# security dotlx

Switch (config-wlan)# security dotlx authentication-list wcm-rad
Switch (config-wlan)# client vlan 137

Switch(config-wlan)# no shutdown

Switch (config-wlan)# end

)
)
)
)
)
)
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B otomEss

BEErEYY
747k VLAN OERE, (127 =—72)
IPv6 WLAN ¥ =2 U 7 1221 T, (108 ~—)

T Dt DEEE

ESPERLYS! YXZaTFILEA ML

IPv6 2~ R U757 LR IPv6 Command Reference (Catalyst 3850 Switches)

WLAN 2w > R U757 LA WLAN Command Reference, Cisco 10S XE Release
3SE (Catalyst 3850 A A > F)

WLAN D% E WLAN 227 4 ¥ a2 b—3 a2 A R, Cisco
10S XE Release 3SE (Catalyst 3850 A A~ F)

IS—Ayt—Y7a—4

iR oy

OV —RADI AT A TT— A vybE—% | https://www.cisco.com/cgi-bin/Support/Errordecoder/
A LRRA B 72bIc, =T — A yE—y 7 |indexcgl

a—K Y —)VEMERLET,

MIB
MIB MB®'Y >4
KUY Y —=RATHR—FT5HTXTH MIB BIRL/727F Y b7+ —24, CiscolOS V I —

A, BXOYT7 4 —F ¥ £y MZET 5 MIB ©
Ao rm— RiZiE, kD URLIZH 5 Cisco MIB
Locator ZfEFH L ¥ 9,

http://www.cisco.com/go/mibs

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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IPv6 WLAN ¥ 2 ') 7 1 DEEE

T AL YR—F

IPeWLAN 52 U 7« oigietsss I}

5t

=111}

Link

VAaDYR— bk Web A FTIE, vAaD
AT 7 /Y —IClT L R T T a—
T A TR TN TH L9, w==
TNARY =NV EILDETLEERA T A
VY —=2%&#MEL TWET,
BHENORGOYEF 2 U7 ¢ HFERCEINE R A
AFT5H720IZ, Cisco Notification Service (Field
Notice 7> 7 7 = &) | Cisco Technical Services

Newsletter, Really Simple Syndication (RSS)
74— R EOZFE—ERITMATE ET,

VAaADYR— bk Web YA FDY— W7 s
T 294 BEL. Cisco.com D—H ID B LU/
AT — RBRMLIETT,

http://www.cisco.com/support

IPv6 WLAN 2 1) 7 1 DHEREIFHR

ROFIZ, ZOFV2a— /L TR LIEEZY A L, EHOREFHR~DY 7 2R L ET,

| 0L-30683-01

HHe

IPv6 WLAN &% = U 5 ¢ ffE

1)1)—=x EERNR

Cisco 10S XE 3.2SE Z ORREHNE
ASNEL
720
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IPGWLAN 2 1) 7 ¢ DRE |
B PEWLAN &2y T OEEESR
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IPv6 ACL D& 5E

* IPv6 ACL DS, 133 ~—
* IPv6 ACL D[R, 133 ~—

* IPv6 ACL [TOW\T, 134 ~_—3
* IPv6 ACL D% E, 137 ~_—¥

* IPv6 ACL O IE 1L, 138 ~—
* IPv6 ACL DOfRd, 145 ~—¥

* IPv6 ACL O ERFI, 146 ~—
* TOMOBEEE, 151 ~—

* IPv6 ACL OFEREIEHR, 152 ~X—v

IPv6 ACL D HIITES 4

IP Version6 (IPv6) 727k A = hua—L U 2k (ACL) ZER L. FNa A v H—7 = A AT
WHTAZEICES T IPV6NT T 4 v I BT 4 VE ) 7 TEET, k., IPVersiond (IPv4)
DOLFIMTE ACL Z1EE L., WHT 2 HELRUTY, £/, AL v FTIPR—R 7 4 —F %
Ty FBBEH L TWDL5EE, AJIv—% ACL Z{ER L ZNEZ#HAL LA Y3IEHRNT 7 1 v 7
BETANZN U TTHIEHTEET,

EENEY D
IPv6 ACL D1ERK, (138 ~<X—)

IPv6 ACL O I|[R

IPv4 Tl., FBEHIOEYE P ACL 3 X UOWEIE IP ACL, 4 Rif)X IPACL, B3XUMACACL #HE
TEFE9, IPv6e XV AR— T 20340+ ACL 721 T,

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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IPv6ACL DRE |
B reAcLizonT

2 A > F1% Cisco I0S YR — 95 IPv6 ACL D KERZ PR — K LETH, —HHsbH0 *
ﬁ—o

* 24 v F L, flowlabel, routing header, 3 KU undetermined-transport &5 ¥ —7U— KD
HMELYR—FLEEA,

* AA v FILHEIF ACL (reflect ¥—V —K) Z¥R—FLEHA,
* ZA wFILIPv6 7 L —LIZ MAC X—Z ACL Z#H LEH A,

*ACLZERETDHHA. ACLIANEND X —TU—RIZiX, TN T T v 87— L THR—

FENDNEI DT LT, FIRFEEIIH Y A, N— U= TERENLERA
H—T A A (WEAR— N EZIXSVD ICACLZEHT 256, A vy FldA v F—T=A
ATACL BNV R—=FENDZNEINEHBILET, R—FESNRWEE. ACL OFHINE
HEINET,

A UH—T oA ATEHEIND ACLIZ, VP R— SNV —U— RREFEST /R o
fr—n x> Y (ACE) ZBML XD ET25A. AL v FITBEAS X —7 =4 AT
AEINTWD ACLIZ ACE N BINEND Z EZFTLERE A,

IPv6 ACL [ZDULMT

T Aarba—n U AL (ACL) X, FFEDA v X —T 2 A A~DT 7 v A&HIBTH7-0
WHEHSND—HEONL—LTT (Tl xiX, BRI IAT v b ary ha—J0FHA X —
Tz A A pingNETINDOEHIRT HGEREIMEHINET) . A v F THELIZACL
I, BPA L XA —T 2 A, APV XK=V A LV H—T oA A, ATBEOBHA LV X —T =1 A,

FRRFTAYVARATITAT U REROVMVTET—H 77 4 7 ORl#EID WLAN, &H25\»
FRIALEREEE (CPU) 48D T X TDO T 7 4 > 7 Ol = e —7 CPUICHEM TE £

7

Web ZBAEAICEFIFRAE ACL 2B+ 22 T&Ed, 20Xk I ACLIT., BN ETT5F
TIHFEDEA T DT T 4 v 7 BT 50 ISNET,

IPv6 ACL 1%, #1570, %80t. SEXA— b, %A — el IPVAACL ERICA v a v &Y
AR—FLET,

Gx) Xy NU—JNTIPVA T 7 4 72T EFNNCTBIZE. IPV6 b T 7 v 7T ay 7 L
9, DFD, TRTOIPVE bT 7 4 v 7 ZHERTHLEIICIPV6 ACL 2% EL., a4k
EEFITTRTHO WLAN FCEALET,

IPv6 ACL DHEE

AA v FIL, RO 2FEHD IPv6 ACL ZHVAHR—hk LET,

*IPv6 L —H ACLIZ. »—TFT v R AR—hr, AAvFRKEA L Z—T7 (A (SVD) . T71%
L A ¥ 3 EtherChannel IZHETEX AL A Y3 A X —T 2 A ADT T INRUU R FTT7 4w
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| PeACLOEE

ireacLoEE [

JERFAANTUR 8T T 4y 7 TER— FSNET, IPv6/L—# ACLIE, L—T 1
TENDIPV6 /N7y M LTRTEMA S ET,

*IPv6 R— M ACLIZ, LAV 2A L H—T A ADA LN K T T 497 TETYR—
FEIET, IPv6R— FACLIEZ, £ > ¥ —T =24 RAZEET AT XTOIPY6 /7~ MMkt
LCHEAsnxd,

IPX—RA T 4—F % By FPBEHLTND AL vTFiX, AJIV—F IPv6 ACL 7217 &R — KL
4, AN—bFACL £721XHINV—% IPv6 ACL IV R —FENhEHA,

G¥)

A

PAR—FINRWIPVOACL X E LG E, =7 — A v E—VURERIN, TOREITER
2720 £45 A,

AA v FIX, IPv6 8T 7 4 2 @ Virtual LAN (VLAN) ACL (VLAN~ v ) #H%HAR—FLEH
/Vo

1 ODOA v Z—T A A2, IPvd ACL B L ONIPv6 ACL Oifi 52 & 9, IPv4 ACL D4
LEIEEIZ, IPv6 R— M ACL I3V —# ACL L0 HELEINE T,

*SVIICAJIL—Z ACLBLXURANR—F ACL NEESNTWAEAIZ, A— ~ ACL 23 A
ENTWER—RMIEELE Ty MIR—FACLICk T4V E ) 7 ENET, #
DOMDOR— FMIFEELTZLV—T v RIP X7y ME, v—H ACLIZLE>TTI7 4V H ) T E
NET, oy y MIT4VZ ) T ENFER A,

*SVIIZH /1L —#Z ACLBLXURANFR— FACLBEESNTWAEAIZ, A— ~ ACL 2535
ENTWBER— M
EELE 7Y MIR—FMACLICE>TI7 4V E ) 7 ENET, BEL—T v FIPv6 X

o ME, V—Z ACLICE T I 4N Z V7 E83nEd, oy NI vz ) o0
SNFEHA,

G¥)

| 0L-30683-01

WD R — b ACL (IPv4, IPv6. E£7-I1XIMAC) N A v Z— T = A A ENTZHE.
FOR—=FACLEZHERA LTy b27 427 L, &"— bk VLAN ® SVIIZ#EH Sz
Jb—4 ACL IZEHR SN E T,

EErEYY
IPv6 ACL OfFRk, (138 =X—27)
A B =T =2 A ZA~DIPv6 D, (143 ~<—)
WLAN IPv6 ACL DfFRL, (144 =—27)
IPv6 ACL DFor, (145 X—)
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IPv6ACL DRE |
B AcLozq7

ACLDZ AT

d—4%H1=Y D IPv6 ACL
2—HPFH=VDACLOYE ., THFAMXFHNE LT, 5227 725l U (ACE) 7%ACS
TRESNET,
ACElZ=y hur—F TRESNEH A, ACEI|TaccEss-accept BIETAAL v FITEESN, 7T

AT NRCESEEASINET, VA VY LVAITTAL TV MBI AL v FiIcu—I 0745 L&
IZ. ACEZS, AAABMEL LTEE Y T4 NV RFT A= THEHAAL v FITEESHET,

2 1 JL% 1D IPv6 ACL

filter-Id ACL @334 . 55472 ACE 83X WM acl name (filter-id) NAA v F THE S, filter-id
DN ACS THRESNET, filter-id |T ACCESS-Accept BIETA A v FIZEGFE SN, AA v
FIX ACE D filter-id 2/ > 7 7 v 7 LT, 7747 MTACEZEHLES, 7747
N2 B AAL v FIce— 7T 5 L X, fiter-id ZNRERE VT 4 N RET A vb—
THBAAL v FITEEFESNE T, IBAA » F T filter-id & ACE Z FHANIRET HLERH Y £
7

Ay > O— RHTHE IPve ACL

A7 m— RA[RE ACL (dACL) D34, 58472 ACE B L Wdacl £I1E9 T ACS 721 THRE &
nx,

)

GE) o hE—F X ACL ZRELET A,

ACS IZ dac1 £ % A A v FITH LED access-accept BHETIEEFE LET, 6 dact LEfEAL
T. ACE O7=81Z aact 4 7% ACS 2, access-request B L > TRINET,

ACS X access-accept BETAAL v FOXETH ACEWLGSELET, TAXYLRITTAT b
DINBAAL v FICr—I 7T 5L EIT, daclHTETVBEEY T 4 NV RAET A yB—U THE
AL v FIZEFEINET, AL v T, dac1 LD ACS H—NIZT 72 A LTACE ZHf5 L
£7,

IPV6 ACL L RAM Yy F XE2 VY

AL 7 <AL —=LIPV6 ACL Z/— RV =7 TYAHR—F L, IPV6ACL 2 AKX v 7 A /38— |
FELET,

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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IPv6 ACL DERE

A

ipsAcLozE [l

G¥)

AA v F AL v 7N TIPVE & 58 BICHESED101E, T X TDAZ v 7 AL R—THLE IP
P—ER T4 —F % &y "BABEH L THWDHLERHD £7°,

HLWAL v TFNRAY v T v A —%BI & E, ACLEREN TR TORAK v 7 AL /"— [T
BENET, AV AALvFIE, FTILWRF v v AZ—=IZ Lo TEHIESNT-REL ORI %
Ly, ARz M) ERFLET,

ACLDIETE, A v H—T oA A~DHEM. £72013A4 v 2 —T7 2 A4 AL OEER™MTbh b e, R
B AR —IIEENEET X TDAZ v 7 A= ZEME LE T,

IPv6 ACL DR TE

IPv6 T 7 40 %7 4 NE ) TTH5AF. WOTFIEEZETLET

[ L& BHIIC

IPv6 ACL #FHET AEE1E. FHANZTF 2 7L IPva B L ONPv6 SDM 7 o 7 L— kO Wik %
RIDHENHY T,

FlEDHE
1. IPv6 ACL Z{ER L. IPV6 77 A UAF a7 X2l —ay T—REBLET,
2 IPv6ACLN, T 7 4 v 7 %70y 795 () Fod@mdaswts GFFe) LHo>RELE
bé‘o
3 NI T4 I BT AN TTENENGDA L H—T =4 AT IPv6 ACL ZifH L £,
4 A ¥ —T7 A AZIPv6 ACL i L E£3, /—# ACL Tix, ACL 2N @EHIND LA Y3
A B =T 2L AZHIPV6 T RLAZRETHVLENHY 97,
FlED A
AT REERET7TIYaY EL:§]
ATy T IPv6 ACL Z{ER L. IPVv6 TZ/ A VA a7 4 FXalb—3 gy T— Rk
L/ \i TO
ATy T2 IPVOACL 2N, NI 74 v 7 %27 my 735 (R Fid@EsBsEs GFr) X
IRELET,
ATvT3 N T4 0BT ANEY U TTHELEND DA X —T = A AIZIPv6 ACL % i
ALET,
ATvT4 A B —T x4 AZIPV6 ACL 2 LE T, /L—# ACL Tld, ACL @A Sh
BLAVYIA L E—T 2 A ZAZHIPV6 T RLAZRETHIVNENHY 97,
IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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IPv6ACL DRE |
B rPeACLOF L RBE

IPv6 ACL DT 7 4 )L FEETE

T 74/ M T, IPV6 ACL IR EFE IidfH ST\ ERA,

tOEES L UVRA v F EDHEEER

*IPv6 L—# ACL 3T v bR TAHLIBRESINTWDLE, Ty MI—FT 17
INFHA, Ny bOab—»NA X —xy Ml A vE2—2 72 a2 (ICMP) F=—
WCEE S, 7L — A ICMP BIERREA v —UNERR SN E T,

TV VR TZL—ARR—=FACLIZk o TRy 7EN5EE. ZO7L—AFT7 0 v
VT ESNER A,

*IPv4 ACL B L NIPV6 ACL Dl 5% 1 DDAA v FEIFTAAL vF 2 X v ZTITHERKR LTZ Y |
A ¥ =Tz ATHWHATEE T, £ ACLIZIT - BEOL4HINLETYT, REFADA
AiZEALLY ET2E, =T — AvbE—URERINET,

IPv4 ACL & IPv6 ACL D1ERN., BL ORI —DLA Y2 A4 F—T =2 ZAEITLA Y3 A
H—T = A A~D IPv4 ACL F 7213 IPv6 ACL O3 HI1ZiE, Bpda~r REHEHLET,
ACL ZftMT 2 DICfh~Teca~r RElT5 L (72L& 21E. IPve ACL OfHINZ IPv4 22~
VREHEHTARE) | 2T — AvE—URERINET,

*MACACL ZfEH LT, IPv6 7L —L% 7 4 VX2 Y7 CEERHA, MACACLIZIEIP 7
LV— AP TR T4 NVE Y T TEET,

=R T AT NEHROLE, REFHAD ACL BT 5 L, 737 v ML CPU IZHEE
S, ACLIZY 7 hv=7 TCEHSNET, "—RU=THR—MZhdbE, ACLRT v Hr—
FENTZ EERTAyE—URaryy— s, Xy MNIA v #—T7 =4 ATK
0y 7ENnET,

A

GE) BINTCE 72> ACL LRI XA 7D 8w hDF (ipv4, ipv6, MAC) 23
AV B =T 2 AT Ry 7EINET,

IPv6 ACL D% 7E 75 %

IPv6 ACL D 1ERK

IPv6 ACL Z1ERT 5 121%. HitE EXEC E— R TROFIEEZ FEIT L £,

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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FIEDHEE

configure terminal

ipv6 access-list ac/ name
{deny|permit} protocol
{deny|permit} tcp
{deny|permit} udp
{deny|permit} icmp

end

show ipv6 access-list

© o NS RN =

copy running-config startup-config

F IR D48

IPv6 ACL D 1E R

AT RFERIEFT7II Y

E:)

Z v |configure terminal Ja—\)aryZ 4 Fal—arE— REeBsL
71 £7,
I
Switch# configure terminal
AT |ipv6 access-list acl_name AETEEHLTIPV6e 7 722 UR MEEFEL, IPv6
72 TI7RAUAN A7 4F¥alb—arE— FNahH
i - HLUET,
ipv6 access-list access-list-name
27 | {deny|permit} protocol BB LB v h BT 55O
73 deny, #FA[7 A1 permit Z45E L E9, KIT,

| 0L-30683-01

i -

{deny | permit} protocol

{source-ipv6-prefix/prefix-length | any | host

source-ipv6-address}

[operator

[port-number] ] {destination-ipv6-prefix/prefix-length
| any |host destination-ipvé6-address}

[operator [port-number]] [dscp value] [fragments][log]
[log-input] [routing] [sequence value]

[time-range name]

FAFZOWTH L E T,

* protocol (ZIX, A »Z—F > k 7F'u k)LD
FIIFEFEATILET, ahp, esp. icmp,
ipv6. pcp. step. tep. udp. FE 72X IPv6 7' |
INEGERT O~ 2550 EFEHTEET,

* source-ipv6-prefix/prefix-length F 72 1%
destination-ipv6-prefix/ prefix-length 1%, fEA3544:
F TR ISR A R E T DB JC E 7213565 IPv6
Xy NT—=7HDW0NExRy NU—2 75 AT,
an U XEIY o 16 By MEEZEH L7 16 #IE
X CTHELET (RFC2373 22H) .

CIPV6 LT v 7 A /0 DEREIE E LT, any &
ATTLET,
* host source-ipv6-address & 7213

destination-ipv6-address (213, HA SR F I3FF
Al 2R E T D IEE L E 721356 5 IPv6 AR A b

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X1 v 7) i



IPv6ACL DRE |
B reAcLo%ER

A RFEREFT7IIIY B#

T RLVRAEANLET, T RLRFaa rXY)
Do 16y MEZFERA L 16 B TIREL
F7,

* (fEE) operator|ZiL, FRED v ka2 /L DX(E
JEAR— NERIFFEEAR— N R T A AT
REHRELET, A7 Riid, It (Kv/h&
VY L ogt (KD REV) | eq (BFELWY) | neq (55
L<72\) | range (RIEHIPH) RdHY £,

source-ipv6-prefix/prefix-length 54 & & @ operator
%, FEILAR— MC—ET H20ERHY £,
destination-ipv6- prefix/prefix-length 515 ® & & D
operator [, SESEAR— MI—ET HLENRH Y £,

* (f£E&) port-number (X, 0~ 65535 D 10 HEHFE
721X TCP & A\ MI UDP R — R D4R TY, TCP
R— P AEHERATEL2DIL, TCPD7 4 /vF
VIR, UDPAR— M EHHTE DD
X, UDP D7 4V HZ U v T,

(&) dscp value # AJ) LT, % IPv6 /X7 v
I~ &' —®@ Traffic Class 7 4 —/L KND 5
74 w7 U7 AL DiffServ = — K AR A > MaE
ERAELET, HETEHHMIL0~63 T,

(fEE) fragments % AJJ LT, SEBHTIEAR2W 7

TITAVNEHERLET, ZOF—U— RREK
IRENDDIE, 7 a k3 ipve OHFATET T
—g—o

(TR logxfETHE, = hU E—FKT 5
Ny MIETIe S A vtb—URar Yy —u
WCIEESNET, log-input Z¥ETH L, v
TRV ANA v H—T oA APNBIMENE
T, BX I —HF ACL TR HR—FEh
£7

(&) routing= A7 LC, IPv6/ /X7 FD/L—
T4 T ERELET,

({EE) sequencevalue # AHJ LT, 77&A Y
ARNAT—= KAV NDOY— V AFZFZEREL
F9, FBETE HHPHIL 1 ~ 4294967295 T,

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
0L-30683-01 |
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IPv6 ACL D 1E R

AU REEETIVa Y

S]]

* (&) time-rangename # AJJ L C, fEGE 7
WXFFAI AT — R A > Ml S35 R o #pA
EHEELET,

ATy
74

{deny|permit} tcp

{51

{deny | permit} tcp {source-ipvé6-prefix/prefix-length
| any | hostsource-ipv6-address}

[operator

[port-number] ] {destination-ipvé6-prefix/prefix-length
| any |hostdestination-ipvé6-address}

[operator [port-number]] [ack] [dscp

value] [established] [fin]

[log]l [log-input] [neq {port |protocol}] [psh]
[range{port | protocol}] [rst][routing] [sequence
value]

[syn] [time-range name] [urg]

(fEE) TCP 77 A VA MBLIOT 7 A%&MH%
ERLET,

TCP D& Xtep e AT LET, /NTA—HIIAT v
TITHHENTWNWAHNRT A—=F LFEI LTI, KRIZ
IR AT arDONT A —=EPRBMERTHNET,

cack : WEFRILE (ACK) v bty k

* established : WS SV T-#kt, TCPF—X% 75 L
IZ ACK 721X RST By hBHEESIN TN DY
&, BE™MTbET,

*fin: TEY bty b BETNOLOT—HIT
TN EH D £H A,

* neq {port | protocol} : FTEDHR— h&FEH LIZ72
Ny MNETERELET,

*psh: v afiEr >y N v b

* range {port | protocol} : N — ~NF S DFEFHND X
Ty M2 ERELET,

‘rst: Yy hEY MEYH
*syn: Ry F &y b

curg : BREKRA U Z By F kv b

2Ty
75

{deny|permit} udp

11 -

{deny | permit} udp {source-ipv6-prefix/prefix-length
| any | hostsource-ipvé6-address}

[operator

[port-number] ] {destination-ipv6-prefix/prefix-length
| any | hostdestination-ipvé6-address}

[operator [port-number]] [dscp value] [log][log-input]

[neqg {port |protocol}] [range {port |protocol}]
[routing] [sequence value] [time-range name]

(EE) UDP 727 A VA NBIOXT 7 A%t
EFRLET,

a—Y F =277 AT haLOREE, udp A
JILET, UDP/XT A—ZXTCPIZB L Tl s
TWAHNRT A=K LFRILTY, 7272 L, [operator[port]]
DAR— b FEFEZIIAR— b1, UDP R— FDE
FFARTRTNERY WA, UDP OHA
established /X7 A — & | Z 5T,

2Ty
76

| 0L-30683-01

{deny|permit} icmp

P -

{deny | permit} icmp

{source-ipvé6-prefix/prefix-length | any |

ULE) ICMPT7 7t A U A NBIOT 7B A5%M%
TEHLET,

A F—Fy NI A vE—2 71 haLogsit,

iecmp # A LET, ICMP /XT A —H|IAT v 7 3a
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IPv6 ACL DERE

B reAcLo%ER
ARV RFERRETI a3 Y B#J
hostsource-ipvé6-address} DOIP 72 haLoiBIchH A RTA—2LITEALE
[operator [port-number]] NN N S ° S -
{destination-ipvé6-prefix/prefix-length | any | FICTTA, ICMP Ay E—Y ZA4 7B VP=a—R
hostdestination-ipvé6-address} /\o§ ){ »__g 75)3573[] éﬂ(l/\ijﬂ 7‘]_70\‘/ - \/@ﬂ?‘—‘
[operator [port-number]] [icmp-type [icmp-code] °
| icmp-message] [dscpvalue] [log] [log-input] U—ROEWRIIKRDO B T,
[routing] [sequence value] [time-range name]
*icmp-type : ICMP X v&—3 XA 7 TT 4 V¥
Vo T3 D5EICATILET, FHETE DD
#PAIE, 0~ 255 T,
*icmp-code : ICMP /X% > % ICMP A v &—¥
A= R ZATTTANEY T T DEHICAT
LET, HETX2EOHMIL, 0~255TT,
* icmp-message : ICMP /X7 > % ICMP A vt —
VEATHEINTICMP A v —Y X AT L
A= RLATTZANZ Y T HHEICALE
T, ICMP A v =V DA THBLRa— R
DY A MIOWTIE, ?F—ZEHT L0, £
IOV ) —2Apav s RV 77 LU AER
LT 7EEn,
AT |end ¥i#E EXEC E— FIZRV £9, Fi, CtrHZ ¥—%
71 FLTH, Fm—L a7 4 ¥al—var E—
f FafkTTEET,
Switch (config)# end
AT |show ipv6 access-list TIEA VA NOBREEWRLET,
78
i -
show ipv6 access-list
R |copy running-config startup-config EE) av 7 4FXalb—ray 774 VICREL
79 RAEELET,

1

copy running-config startup-config

[l 'Pv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 = F)

EENEY D

IPv6 ACL OfiHEsRME, (133 _X—)
IPv6 ACL O, (134 X—)

A B —T 2 A A~D IPv6 DI,

WLAN IPv6 ACL DYERK,

IPv6 ACL D37, (145 _—)

(143 ~2—73)
(144 ~=—72)
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| PeACLOEE

A3 =T x4 A~D IPv6 DiE

1va—2x42~0 P 0ER [

TR, XY NU— A F—T x4 AT IPv6 ACL T A FIEICOW T LEST, L
AV 2BIRLA YIS Z—T oA ADREERITERE N T 7 4 v Z7IZIPVOACL 2 @A T £
T, IPV6ACLIZL A Y3 A H—T A ADFEEEL N T 7 4 v 7 I TEHTE £,

AH =T 2 A A~DT 72 AEHET HI21E, FiE EXEC T— RN CTROFIEEZFEITLE T,

FIEDHE
1. configure terminal
2. interface interface id
3. no switchport
4. ipv6 address ipv6_address
5. ipvé traffic-filter ac/ name
6. end
1. show running-config interface tenGigabitEthernet 1/0/3
8. copy running-config startup-config
FIE
ARV KRFERETIVa Y B#
ATy configure terminal Ja—)arZ 4 Xal—var ET— RKefBLE
R
11 :
Switch# configure terminal
AT T2 interface interface id TIEA YA NEBEATALATV2A X —T = A A
(R—FMACLH) F72iZ LA V3IAL v FAfHA 2 —
il - , , , TxA A b—=F ACLH) ZRELT, /v F—T =
Switch# interface interface-id LA Ay T4 X¥al— gy B— FEBBLEST,
ATvT3 no switchport LAY¥2E—FK (F74/F) HLA¥3E—RICA
VH—T A AEBRLET Ob—% ACL 2175
i - BaDR) .
Switch# no switchport
ATvTA4 ipv6 address ipv6_address LAY3Af 2 F—T7=A4A b—=% ACLH]) TIPv6 7
RLAZRELET,
1 - . . (GE) ZoavwyRiE, LAV 2 A —T A R
Switch# ipv6 address ipv6-address T&i\ ifi@i/l) :/&__732/]; 7\@\:%%&/‘37&
IPv6 7 R L ZRERE STV DLAITIE, &
EHD EHA,
IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 v F)
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B WiAN P ACL O fERE

IPv6ACL DRE |

AT RFEREETOVa Y

B

ATvT5

ipv6 traffic-filter acl name

11 :
Switch# ipvé6 traffic-filter
access-list-name {in | out}

AH—TxAA ADER I T 74 v 7 FERENT
T4y TR VA NEMHALET,

ATvT6

end

&1 -

Switch (config) # end

¥HE EXEC E— RIZRY £9, F/2. CtrHZ X —%#f
LThH, Fe—r a7 4 Xal—T gy F—R%
KT TEET,

ATy T1

show running-config interface
tenGigabitEthernet 1/0/3

i -
Switch# show running-config interface
tenGigabitEthernet 1/0/3

Current configuration : 98 bytes
|
interface TenGigabitEthernetl1/0/3
switchport mode trunk
ipv6 traffic-filter MyFilter out
end

REDMEL R LET,

ATvT8

copy running-config startup-config

&1 -

copy running-config startup-config

FLET,

BEErEYY
IPv6 ACL D1ERK, (138 ~<X—3)
IPv6 ACL O, (134 X—7)

WLAN IPv6 ACL DfERK, (144 ~~—2)

IPv6 ACL D7, (145 —2)

WLAN IPv6 ACL D 1ERK

FIRDHE

[l 'Pv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 = F)

1. ipv6 traffic-filter acl ac/ name

2. ipv6 traffic-filter acl web
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| IPveACLD

BRAE

irveacLoiR

FIEDFHHE
AU RFERET7TIVaY B#Y
2Ty F1 ipv6 traffic-filter acl ac/ name £ HiftE WLAN ACL Z1ERk L £ 7,
il -
Switch (config-wlan)# ipv6 traffic-filter acl
<acl_name>
2Ty T2 ipv6 traffic-filter acl web WLANACL O FHTRRAEZ (R L £ 7,

1 -

<acl_name-preauth>

Switch (config-wlan)# ipv6 traffic-filter acl web

Switch (config-wlan)# ipv6 traffic-filter acl <acl name>
Switch (config-wlan) #ipv6 traffic-filter acl web <acl name-preauth>

HErEYD

IPv6 ACL D1ERE, (138 ~<X—2)
A B —T A A~D IPv6 Dt [,
IPv6 ACL DAEZE, (134 _—2)
IPv6 ACL D#oR, (145 =—)

IPv6 ACL (D FE %

IPv6 ACL )R~

1 DEITHEEOFHE EXEC 2~ REMFH LT, EFADTRITOT 7R VAR, T
DIPv6 T A VAN, R EDT 782 VR MIETAEREAF R TEET,

FIED

(143 ~<—3)

ARV KRFERERETY VY

B8

ATy T

show access-list

151 -

Switch# show access-lists

AL FITRESNIZTXTOT 7 ERA Y A MK
RLET,

| 0L-30683-01
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B reAcLOBESR

IPv6ACL DRE |

ARV FERET7IVa Y By
2Ty T2 show ipv6 access-list ac/ name REBFHDTXTOIPVG6 77 BA VA RNEZITL

BiffFSnNE=T7 272 VR MNEFRFLET,
1 -

Switch# show ipvé access-list
[access—-1ist-name]

EErEYY
IPv6 ACL D1ERK, (138 X—72)
A VB —T =2 A A~DIPv6 D fH, (143 ~<—2)
WLAN IPv6 ACL DfERL, (144 ~<—2)
IPv6 ACL OHEZE, (134 =—72)

IPv6 ACL ) =% 7E /31

{1 - 1IPv6 ACL D 1ERK

WIT, CISCO L A4BINTIT N IPv6 T 78R UA NEHRETAHZRLET, UAXMNOE
WO ET Y R UL, 56858 TCP A — h&EE23 5000 LD KREW ATy had_XTHALET, 2
O DOEHR T b UL, B{E7C UDP AR— &5 5000 KD 37 » hEHELGLET, £/, 2
D2F/EODOIESR L FUIE, I X_XTO—HE2ar V— I IERLET, URANNORYDOF ]
YUK, TRTCOICMP N7y h&2FALET, UARMNDO2EFOOHFT hU L, ZOfh
DT RXRCTDO NI 7 4y 7 EFALET, BBROEEEDRMENKIPv6 77 A U A NDEKREIZ
HHT=H, 2F/BDOFHF T bV IIHLETT,

G¥)

gXLTE, LAY 3A L E—T 2 A ATOLYR—FENET,

Switch (config)# ipv6 access-list CISCO

Switch (config-ipvé-acl)# deny tcp any any gt 5000
Switch (config-ipvé6-acl)# deny ::/0 1t 5000 ::/0 log
Switch (config-ipvé-acl)# permit icmp any any

Switch (config-ipv6-acl)# permit any any

{5l : 1Pv6 ACL & FH

[l 'Pv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 = F)

WIZ, VAF¥3IA L EZ—T A ADRIENT 7 4 72k L T, 7278A U R B Cisco AT
LB R LET,

Switch(config-if)# no switchport
Switch (config-if)# ipv6é address 2001::/64 eui-64
Switch (config-if)# ipv6 traffic-filter CISCO out
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| PeACLOEE

g wpveactoxr [l

{5l : IPv6 ACL D F 7~

51 - RA XA

FIRDOHE

| 0L-30683-01

IZ. show access-lists 554 EXEC =2~ RO OBl ZRLET, HAOKIE, A vTFEHIT
A 9F AE 9 VIR EFLDTRTOT 78 A U A SDNERENET,

Switch #show access-lists
Extended IP access list hello
10 permit ip any any

IPv6 access list ipvé

permit ipv6 any any sequence 10

KIZ. show ipv6 access-lists ffff EXEC 2~ > RO OB 2R LET, HAIZE, A4 v FEizix
AL T ALy TITREEHDIPV6 T 7 A YA MNIFRFRENET,

Switch# show ipv6 access-list

IPv6 access list inbound

permit tcp any any eq bgp (8 matches) sequence 10
permit tcp any any eqg telnet (15 matches) sequence 20
permit udp any any sequence 30

IPv6 access list outbound
deny udp any any sequence 10
deny tcp any any eq telnet sequence 20

w k)24 & NS HEHEIDERTE

CDHAT T, BEIOTVAYXY VA T TA4T v MNEERIEFEROEBH RAICHEI LN
£921Z, RAARAT Y bR Y —%AERT D HIEICOWTHA LET, FEERY A T~ LT Xy
APMRAIZ, avbe—FI2LoTREY MVENET,

IZC®H5HIIC
7IAT v b=V TIPV6 A X —T VT LET,

configure terminal

ipv6 nd ra-throttler policy Mythrottle
throttle-period 20

max-through 5

allow at-least 3 at-most 5

switch (config)# vlan configuration 100

ipv6 nd suppress

ipv6 nd ra-th attach-policy attach-policy name

© e NSO G RwDh =

end
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| Bl :RAROw k12 E NS IS DT

IPv6ACL DRE |

FIEDFH
ARV RFERIETI3Y EL:y
2Fw T configure terminal Jua—sLar7Z 4 Xal—vay - NEH
BLUET,
il -
Switch# configure terminal
AT T2 ipv6 nd ra-throttler policy Mythrottle Mythrottle &9 RA 21 v kT R U S —&ERL
L¥ET,
il -
Switch (config)# ipv6 nd ra-throttler policy
Mythrottle
ATvT3 throttle-period 20 2wy Y o7 e SR HERE 7 A b e
BELET,
il -
Switch (config-nd-ra-throttle) #
throttle-period 20
ATvTa max-through 5 FAET D RA O EHE L £,
{51
Switch (config-nd-ra-throttle)# max-through
5
ATvT5 allow at-least 3 at-most 5 W RADX(E SRS, MlREZ A Fofk
TETHRESIND RA DEERFELET,
1 -
Switch (config-nd-ra-throttle)# allow
at-least 3 at-most 5
ATYT6 switch (config)# vlan configuration 100 vlan H7- 0 OB EEXVER L1,
{1 :
Switch (config)# vlan configuration 100
2w T ipv6 nd suppress Vian THA S—HER%E T 4 £ —7 Mz LET,
il -
Switch (config)# ipv6 nd suppress
ATFv T8 ipv6 nd ra-th attach-policy attach-policy name |)L—% 7 RARZ AL XA~ 2y N V7 %A
F—TMIZLET,
il -
Switch (config)# ipv6 nd ra-throttle
attach-policy attach-policy name
ATvT79 end FHEEXECE— RIZED ¥4, F/. Crl+Z ¥ —
FELTH, Fo—rlary 7 4 ¥al—g
i VE—REKTTEET,

Switch (config)# end

[l 'Pv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 = F)
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Bl : RA Hi— kR O—DERTE

FIEDHEE

F IR D8

ipv6 nd raguard policy MyPloicy
trusted-port

device-role router

interface tenGigabitEthernet 1/0/1

ipv6 nd raguard attach-policyMyPolicy
vlan configuration 19-21,23

ipv6 nd suppress

ipv6 snooping

© P NOO e WwN =

. ipv6 nd raguard attach-policy MyPolicy
10. ipv6 nd ra-throttler attach-policy Mythrottle

15'] :RA 73— F 7|'\°I) :/_O)EQE

ARV RFEREETI 3y

B8

&M

ipv6 nd raguard policy MyPloicy

B -

Switch (config)# ipv6 nd raguard policy MyPolicy

ATy T2

trusted-port

1 -

Switch (config-nd-raguard)# trusted-port

FRTHERLERY —DE#HTE SR —
=7,

ZRE L

ATvT3

device-role router

i

Switch (config-nd-raguard)# device-role
[host|monitor|router|switch]

Switch (config-nd-raguard)# device-role router

FRETIERL LB TE 24— MIZRA
BAIRERMETE D7 A A& JE

Ak
#LETS

ATvT4

interface tenGigabitEthernet 1/0/1

1
Switch (config)# interface tenGigabitEthernet
1/0/1

BHTE DT/ AUTA v o =7 = A A%
ELET,

ATy T5

ipv6 nd raguard attach-policyMyPolicy

i -
Switch (config-if)# ipv6 nd raguard attach-policy
Mypolicy

K= b2 HZAE LI RA ZFHT 5 &L 5 ITH

Ui—%

A==

AxX A&

L. &kt LET,

| 0L-30683-01
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B : IPV6 ZA IN— INL VT 4 VT DBRE

IPv6ACL DRE |

OV RFEREETI3 Y B#)
ATv 76 vlan configuration 19-21,23 TJAYVLA T TAT 2 MO vlan ZRELE
‘a‘o
i -
Switch (config)# vlan configuration 19-21,23
ATvI1 ipv6 nd suppress HEML ECND A v —2 20 L £,
i -
Switch (config-vlan-config)# ipv6 nd suppress
ATvT8 ipv6 snooping IPV6 N7 7 4 v 7 EX Y T TFy LET,
1
Switch (config-vlan-config)# 1ipv6 snooping
ATFvT9 ipv6 nd raguard attach-policy MyPolicy TJAYL AT TFA T FOvlanlZRA T — K
WY =% LET,
il -
Switch (config-vlan-config)# ipv6 nd raguard
attach-policy Mypolicy
ATv7T10 ipv6 nd ra-throttler attach-policy Mythrottle TAYLRATZTAT 2 FDOvlanlZRA A1 v

1 -

attach-policy Mythrottle

Switch (config-vlan-config) #ipv6 nd ra-throttler

UV RY —FEEH LET,

Bl IPV6 RAIN—INA T4 5D

=L =

ax A&

FIEDBE
1. ipv6 neighbor binding [vlan ]19 2001:db8::25:4 interface tenGigabitEthernet 1/0/3 aaa.bbb.ccc
FIED
ARV NFEERETIVa Y B&
X w71 |ipv6 neighbor binding [vlan ]19 2001:db8::25:4 interface | %12 5t MAC 7 K L 2 & L T aaa.bbb.ccc 23R E X 1L

tenGigabitEthernet 1/0/3 aaa.bbb.ccc

i) :

Switch (config)# ipv6 neighbor binding vlan 19
2001:db8::25:4 interface tenGigabitEthernet 1/0/3
aaa.bbb.ccc

7oA B —7 x4 A tel/0/3 &4 LT VLAN 19 Ti%
BT 255 DHRER 2R A 73—2001:db8::25:4 %
E L THREEL 77,

[l 'Pv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 = F)
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IPv6 ACL DERE

Z D DEEE R

zomwomEEas [

ESPERE=]

I=—a7ILAA LI

IPv6 2~ R U757 LA

IPv6 Command Reference (Catalyst 3850 Switches)

ACL &7

Security Configuration Guide (Catalyst 3850
Switches)

IS5—Ayte—YT7a—4

5158

)

A=Y —VEEHLET,

DV —ADVAT A TT— Ave—T%
FE LR D701, =F— Avb—TF

https://www.cisco.com/cgi-bin/Support/Errordecoder/
index.cgi

MB®D') >y

AKY Y —ATHR— T 59TD MIB

BIRLI-TTFy 7+ —2A, CiscolOS VU U —

A, BEIOT7 4 —F v &y MIET D MIB D
K ru— RiZiE, IO URLIZH 5 Cisco MIB
Locator ZffifH L £7,

http://www.cisco.com/go/mibs

| 0L-30683-01
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IPv6 ACL D H4RETE$R

TIOZhILYR—F

IPv6ACL DRE |

Bl

Link

VAaDYR— bk Web A FTIE, vAaD
AT 7 /) nY—IClT 2 R T T a—
T A TR TN TA LI, w==
TNARY —=NVEILD LT LEERA T A
VY —=2%&#MEL TWET,
BHENORGOYEF 2 U7 ¢ fHFERCEIN G R A
AFT5H7=0IZ, CiscoNotification Service (Field
Notice 7> 7 7 = &) | Cisco Technical Services

Newsletter, Really Simple Syndication (RSS)
74— R EOKFE—ERITMATE ET,

VAaADYR— bk Web YA FDOY—)UZT s
T 294 BEL. Cisco.com D—H ID B LU/
A ]7"— ]‘\‘7‘1)‘)‘%‘%‘?#0

http://www.cisco.com/support

IPv6 ACL (D #RETR R

WDORIZ, ZOFTY 2—/V T L7-#EEZ Y XA h L, ED

EFR~DY 7 R LET,

Hae )1)—2x EERNR

IPv6 ACL #HE Cisco 10S XE 3.2SE = DORgEE)NE
AShEL
7o

[l 'Pv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 = F)
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IPvb Web n:L,\nIEo) J'l-

* IPv6 Web SRBGEDRIFESRA, 153 ~—
* IPv6 Web BGEDHIR, 153 ~—

* IPv6 Web F8FEICDOWT, 154 ~—

* IPv6 Web BGEDXE 1L, 155 ~—
* IPv6 Web #RGEDHERR, 162 ~X—

* TOMOBEEE, 163 N—

* IPv6 Web RRREDFERENG #H, 164 ~—

IPv6 Web FEZEDRITRE M4
IROFREZ . IPv6 Web ik 4 BltGT D RICAT 5 LERH Y £,
*IPV6 TNA A NT xS
*IPv6 DHCP A X —E 7
*wlan ED802.1x ¥ A T DX 2 VT 4 &T 4 E—T VI LET,
* 2 WLAN (213, vlan 3BEM T SN TWHRERH Y £,

* 77 4 /)L b wlan % 7E % shutdown 7> no shutdown (22 % L £,
EENEY D

WLAN Ot Fx = U T 4 DA F—T 4k, (157 <—°)

IPv6 Web 3 RAics nIE D ﬁ'-TIJ BE

ROBIFRIL, IPv6 Web sBREDE A IC#EH S E T,

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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IPv6 Web Z3EDEE |
B rewen BEICOLT

EErEYD
WLAN D% %2 UF 4 DA %—7 Wk, (157 =)

IPv6 Web F2EEIZDLNT

Web §8GEIL, LA ¥ 3EX=2 T BT, AA v TFTlE, AR —PF—H LA T— %
ANNTDHET, BEDI TA T MnHDIP 877 4> 7 (DHCP 3 L UDNS B#E 7 o R &
<) ZEELET, I TV A bERBI IA T b a—=T 4 VT 4 2 MELE Ly
VINVIREEREGRTY, I Web FEREIL, AR T 78R Xy NU—7 ZRBT SR DME
ALET, HITP & HTTPS Dl T NOLD T 7 4 w7 T, RX=UPRa (v =TV %hFRTE
HrolCLET,

GE) Web BiEIL., 7 — XL 2R3, @EI, EENEICEEICRD Sy b ARy MEE
WX v U RRBERO VIR N T /A L TCHERAENET,

WLAN 1%, Web X—REFHDEF211)F 4 WebAuth & L TRESNET, AA v FITKDOZ A
7D Web N— AFFEE AR — F L TWET,

*WebZBIE : 75 AT MDA Web X— W27 LF o v /LEZ AL, RIZWlan 2> ha—F
ﬁ:iof@nﬁéﬂij‘o

* Web [[E : Wlan =2 b 2 —F (&, [Accept/Deny] RN ¥ U BHE INTZAR Y — =Tzl
LET, Xy NI—2IZT7 78ATBHITIE, [Accept] R¥ &7 U w7 LET,

EZ3

l

— I Wlan 134 —7 U BGEHICRESNE T, 2F 0., LAY 2iGER LT, Web X—ZADF
FEA D= RALPMEESND EXICHRESNE T,

=71 = O
Web 25E 7 01X
WDA X2 ME, WLAN 2 Web BFEAICERE SN TWAEHEITREL FT,

ca—HIE, Web 7 7 UHFEPE, URLY RLRAE LT, =& X, hup://www.example.com
ZANNLET, Z7IA47 2 ME. ZOURL D DNS BERAEZXEEFLT, 585D IPT FL A%
BAFLET, AA v FIEDNSERKZ DNS H— T A /82 L, B =N 35658 wwwexample.com
DIPT FUARZENTWDDNSIEETIRELET, RICINABIATYLRA T TAT b
ICERE SN ET

I IAT L ME SEIP T FUATTCP 84 Z 9 & LET, wwwexample.com D 1P 7
FLZ5CHD TCP SYN N7y b &k LET,

CAA TNNLXT TAT v MTBRESINTZV—ANH Y . www.example.com D7 v ¥k L LT
HRETEEH A, wwwexamplecom DIP T RLAL LTOFEEILE L HIZT TAT L MZ
TCPSYN-ACK 7w F&RLET, 7747 ME, AV =T =A TCP >V R =42 %
SE T H70OIZ TCP ACK /37 v M &R L, TCP AN e I SV E T

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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| IPve Web BEEDEEE
Ipve Web 2ZitnzEsE I

* 7 T4 7> M. wwwexample.com 58 CHO HTTP GET /X7 v h&EEEFELET, AA v TFiEZ
DTy Fefd 22— ML, VXA L7 MUERIZHELET, HTTP 7 7V r— =
V=T A1E, 7 TAT 2 MTE o TERI N HTTP GET ~DJ&4 & LT, HTML
ALz LEELET, ZOHIML TiE, 77472 MIAA v FOT 741 D Web
= (J2 & 2L, http://<Virtual-Server-IP>/login.html) \Z#525 SVE T,

* I TAT NI, T2 I wwwexample.com 7R EDIP T KL A& D TCPHHeZ AL £,

U IAT v MIMRBIPIZBENT 25810, AL v T OEIEIP 7 KLU ATTCP #kaBlZ )
ELET, AA vFIT, RAEIP IO TCPSYN 47 v & EELET,

* A4 v FIETCPSYN-ACK CIRE L, 7 I9AT > MINV Ry =A 7 B5%E 7T 5=, TCP
ACK Z# A v FICR LET,

CTTAT Y NI, vl Ay N=TOHEROT=OI, AAETP 56 T D /login.html FIZ HTTP GET
PEELET,

C ZDHERIL, AA vFD Web b—_ATHFAEN, —rNETFT 7 H VN T A R=TUThin
BLET, Z2I9AT 2 ME, 22—V’ a /A0 TEE7I90F v Ruca s Ay ~N—
CEZELET,

BENE YD
WPA OF 4 &—7 1k, (155 ~<—)
WLAN DX =2 VT 0 DA 3x—7 4k, (157 X—)
WLAN D87 A —% <o T DA =Tk, (157 ~<—)
WLAN OFEEEY A h DA =T Ak, (158 X—)
7' —s3L Web #8GE WLAN /XT A —H& < v 7 OE, (158 <X—)
WLAN OF%GE, (159 ~—7)
=) ary7 4X¥al—ar ET—RKDIPv6 DA X—7 4k, (161 =—)
R A—H < TOMER, (162 _X—)
FFEEY X FORERR, (162 <—)

IPv6 Web ZEEE DR E 77 7E

WPA DT 14— L1k

[T L& BHIIC

802.1x T 4 E—T7 /M LET, —HRAIR Web3REETlX., LA V2 bXx2 T4 2HLEE
Ao VAY2EX2 T 4 2HIRT AT, ZOREEHEALET,

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 v F)
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B waoF t—JiLtk

IPv6 Web 2L D 5% E

FIROWE
1. configure terminal
2. wlan testl 2 testl
3. no security wpa
FlED
ARV RERETIVaY B#
& A configure terminal Juao—n)ary7 4 Xalb—2 g F— RE2B
BLET,
11 :
Switch# configure terminal
ATvT2 wlan testl 2 testl WLAN % Epk L, SSID Z%| 0 4T3,
{1 :
Switch (config)# wlan testl 2 testl
ATv73 no security wpa Wlan |ZxF L C WPA OV HR— &7 4 &—T /1

1 -

Switch (config-wlan)# no security wpa

W LET,

ROEE

WaAF—=T M LET,
*E¥ = U T ¢ Web iBiE
CRNTA=F m—

¢ FRREY A b

EENEYD
Web FRIE 7 A, (154 ~<—)

[l 'Pv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 = F)
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| 1Pv6 Web B5E D

WIANDtEF 21T 1 DA4r—T )Lk

WIANOtx1 T 01 x—T0t I}

FIROWME
1. parameter-map type web-auth global
2. virtual-ip ipv4 192.0.2.1
3. virtual-ip ipv6 2001:db8::24:2
FIED
AR NFEERETIVa Y EL:3)
25y T parameter-map type web-auth global F RO Web 73 wlan 12/5F A— 4 <
TaewEHLET,
i -
Switch(config) # parameter-map type web-auth global
RTFw T2 virtual-ip ipv4 192.0.2.1 RS — 7= A DIPVAT RL A% EZL
=7,
il -
Switch (config-params-parameter-map)# virtual-ip
ipv4 192.0.2.1
2Fv T3 virtual-ip ipv6 2001:db8::24:2 AR — b = A DIPV6 7 KL AZEFHR L

1

Switch (config-params-parameter-map)# virtual-ip

ipve 2001:db8::24:2

iTo

WLAN D/XS5 A —B 7w TDA %—TIJL{L

FIEDHEE

| 0L-30683-01

EErEYY
IPv6 Web FBREDRIFEZAF, (153 ~—2)
IPv6 Web sRAEDHIFR, (153 ~—27)
Web B 7 nt A, (154 X—)

1. security web-auth parameter-map <mapname>
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IPvé Web SBEEDEE |
B WANOZEEUR FDAR—T L

FIEDFH

AU RFEREFTOVa Y =)

ATFvT1 security web-auth parameter-map <mapname> wlan 1 Web #8iE% A Rr—7 /L2 L
A—=F <y T EERLET,

NEAY4

1 :
Switch (config-wlan) # security web-auth parameter-map
webparalocal

BErEY Y
Web Ao uE7 U“IZX (154 /\O*_‘T‘/)

WLAN 0)|:|:L.\IJIE U A I‘O)’f *_7‘)1/’“:

FIRDHE

1. security web-auth authentication-list webauthlistlocal

F IR D48

AR FFERERETIVa Y E:5)

& security web-auth authentication-list webauthlistlocal |wlan F§® Web Filx A4 xr—7 /L2 L, u—7h

JU Web #EGED A b %{/EEJZ Liﬁ_
1 -

Switch(config-wlan)# security web-auth

EErEY Y
Web mqu7 =4 ’IZX (]54 /\0*_‘\‘/)

7\\ a—y <)L Web u:L.\nIE WLAN /\7 A — 9 < J @E&IHE

ZOWFEFEHLT, 7V a— 3L Web 2EF WLAN % 3% NT A= vy T EBMLET,

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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| 1Pv6 Web B5E D

BRE

wanozz W

FIROWE
1. parameter-map type webauth global
2. virtual-ip ipv6 2001:db8:4::1
3. ratelimit init-state-sessions 120
4. max-https-conns 70
FlEDEFHE
ARV EFEREFT7TIVa Y B#
&R parameter-map type webauth global 7' — /3L Web #2512 3% RGA—R < Tk
BMLET,
1
Switch (config)# parameter-map type webauth
global
25y T2 virtual-ip ipv6 2001:db8:4::1 HAADTAF LR 754 T o MNEFoR SALH R
=+ 0x2ATPT7 RLAZERLET,
1
Switch (config-params-parameter-map) #
virtual-ip ipv6 2001:db8:4::1
ATvT3 ratelimit init-state-sessions 120 Jua— L L— MEBEHRE LT, AA v T T Web
7IAT 2 FIMEMTE DHELHIR L, A ——
1 70T 4 v T RBEEIELET,
Switch (config-params-parameter-map) #
ratelimit init-state-sessions 120
257y T4 max-https-conns 70 Fe R TG T 4 SRR T B, ALy

1 -

Switch (config-params-parameter-map) #
max-http-conns 70

FTRATEND http FERED AR AZRE L £

WLAN O

| 0L-30683-01

EErEYY

Web BFE7 A, (154 ~—)
WLAN O, (159 ~—3)

=L =2

ax AE

XL BHIIZ

* WLAN IZ, Vian 23BHHEA T SN TWAXRERNH Y £, T 74/ F T, H LW Wlan 135

WCRREEMHIZIN U CTERETEX 5 Vian 1

WZBIEA T B E T,
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IPv6 Web S2sE0HEE |
B wanosz

* WLAN % no shutdown | EL T, A 32— W LET, T 74/ hTiX. Wlan X shutdown
NI A—=BTEEIIN, T4 E—=TNLTT,

FIEDHEE

wlan /

client vlan interface ID

security web-auth authentication list webauthlistlocal
security web-auth parameter-map global

no security wpa

no shutdown

N o a R wbh =

end

FIED

aAv Y RKFERET7TIa Y B#
2Ty I wlan / wlan Z{ERE L. SSID Z#%|0) 4 TE4,

11 :
Switch (config-wlan)# wlan 1 name vicweb ssid
vicweb

ATFv T2 client vlan interface ID 54T NeEvilan A VX —T = A AZEY Y
"C\iﬁ—o

51 -

Switch (config-wlan)# client vlan VLANO0136

ATv7T3 security web-auth authentication list wlan FHD Web R/ TEL T,
webauthlistlocal

11 :
Switch(config-wlan)# security web-auth
authentication-list webauthlistlocal

ATy T4 security web-auth parameter-map global wlan |2/ F A —&% v v FEHELF T,

11 :
Switch(config-wlan)# security web-auth
parameter-map global

ATy T5 no security wpa wlanDEX=2VF 4 R —Z2FELET, =
XY wlan B3 A 2 —T 272 0 F£97,

i -
Switch (config-wlan)# no security wpa

ATvT6 no shutdown Wlan ZE LT, A R—=7 M LET,
i -

Switch (config-wlan)# no shutdown

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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IPv6 Web 2L D% E

JOo—m\)LarvIiaxal—arE—FDIP6DA R—

Jne R

AT FFEREETOVa Y

=)

ATvT1

end

51 -

Switch (config) # end

FifE EXEC E— NIZEE D £9, %72, Ctr+Z
¥F—ZMLThH, Fe— a7 4 X2 b—
Tar E—RERTTEET,

EENEYD

7' —/3)L Web #83E WLAN /8T XA —% < v 7 DOFRIE,

Web i u£E7 H’IZX (154 /\“_‘1/)

Jua—)L a7 4 Xalb— gy F— D IPv6 DA F—7 L4k,

(158 ~=—3)

(161 ~<~—3°)

JgO—nN\)LarI74FaL—2a v EFE—FDIPV6 DA 1r—T )L
Web b7 u— L a7 4 X 21— g D IPv6 A X — 7 W LET,
FIEDOHE
1. configure terminal
2. web-auth global
3. virtual IPv6
FIEDEFHM
ARV REEEFET7Ya Y E]:g]
ATy T configure terminal Ja—) a7 4 Fal—arET— RefHBL
7,
1 -
Switch# configure terminal
ATvT2 web-auth global T A—=H =T DXL T % WebiBiEE LT/ a—
INIVIZERE L E T,
1
Switch (config) # parameter-map type
webauth global
ATvT73 virtual IPv6 Web BFEH OAE TP & LCIPv6 28R L 9,
GE) Web FRFEMA DS IP & LT IPv4 2384
11 HZEHLTEET,

Switch (config-params-parameter-map) #
virtual-ip ipvé
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IPv6 Web F25EDHERE

EENEY D
WLAN D% E, (159 ~—)
Web @BaF 7 ut &, (154 =—2)
RTG A=K = TOMER, (162 2—)

IPv6 Web Z2 5 D FEEE

INSA—B Ty TOIER

Wlan {Z%f L CRRE LT2/XT A —F v 7% i+ 2121, show running configuration =~ >

AL ET,
FIEDHEE
1. show running config
F gD E 48
AU RFERETOVa Y E]:3]
ATy show running config AL v FOEITAL T 4 R ab—s g o olkE TR LE
To NIA—BE vy T DI Ly TEITVRERER R LE
B R
Switchshow running config

wlan alpha 2 alpha
no security wpa
no security wpa akm dotlx
no security wpa wpaz2
no security wpa wpaZ2 ciphers aes
security web-auth
security web-auth authentication-list webauthlistlocal
security web-auth parameter-map webparalocal

BMELEYY
Jua—)bar7 4 ¥al— gy ET—RKDIPv6 DA X—7 4k, (161 =—)
Web iBAE7' Bt A, (154 X—7)
FRE Y A N OREER, (162 X—3)

FOAE ') R b DFERE

Wilan (2%} UCRE L72FRREY A F &89 5 121X. show running configuration =~ > FAfEH L
£7
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| 1PsWeb ZiEDERE
zomomzss W

FIROWE
1. show running configuration
2. end
FIEDFHE
OV RFEREETI3 Y B#)
& show running configuration Wlan DR EEFE R LET,
Switch# show running-config
i -
Switch#show running-config
ATvT2 end Fibe EXEC £— RICIRY £9, F7o, CrlHZ F— 7z
LT, Fe—r b ary7 4 F¥alb—vary t— %
i BT TEET,
Switch (config)# end

Switch#show running-config

wlan alpha 2 alpha

no security wpa

no security wpa akm dotlx

no security wpa wpaz2

no security wpa wpa2 ciphers aes

security web-auth

security web-auth authentication-list webauthlistlocal
security web-auth parameter-map webparalocal

EENEY D

RTGA—H <= TOMR, (162 2—)
Web BaF 7 ut &, (154 =*—2)

T Dt DEEE

EEEH

HEEHE X=ZaTIL AL

IPv6 a~<>2 R U757 L2 A 1IPv6 Command Reference (Catalyst 3850 Switches)

Web IR T Security Configuration Guide (Catalyst 3850
Switches)
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)

DOV —=ADVAT A TT— Ay —T%
FE LIRS D720, =TT — A vb—UF
A=Y= EEHLET,

https://www.cisco.com/cgi-bin/Support/Errordecoder/
index.cgi

MIB®D' Y

KV Y —Z2ATHR— T BHTXTO MIB

BIRLI-TTFy 7 +—2A, CiscolOS VU U —
A, BEOT7 4 —F v &y MIET D MIB D
X ru— RiZiE, IO URLIZH 5 Cisco MIB
Locator Zffif L £7°,

http://www.cisco.com/go/mibs

T AL YR—F

Bl

Link

VAaADOYER— K Web A FTiEX, v Aad
LT 7 /ao—ICBlT N T T a—
T4 TR TTNWERETH LI, v==
TARY—NVEI LD ETIEERA LT
Uy —2z%zHRLTnET,

BEWOHEOEX 2 U7 4 EHRSCEIE H 2
ATFT 572012, Cisco Notification Service (Field
Notice 7> 7 7 &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
T4 — R EORFEY—ERITIMATEET,
YAADYR—F Web A DY — /LT T
t 29 5B, Cisco.com D —HID ¥ LU
AT — RHBRMETT,

http://www.cisco.com/support

Eoal DT RETF ¥R

ROFIZ, ZOFTV2a— /L THMHLEEZY 2 L, JElOREFHR~DY 7 2R LET,
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IPv6 V 547>k EEY T4 DERTE

'ﬂll

*IPV6 7 AT v N EE YT 1 ORifRSM, 167 X—Y
*IPV6 7 TA T N EEY T 4 OFIIR, 167 X—
*IPV6 7 TAT N EE YT AIZONT, 168 ~—
*IPV6 7 TAT v N BV YT 4 OMERR, 172 X—
*IPV6 7V TIAT U N EEYT A DE=ZY T, 173 RX—Y
* TOMOBEEE, 173 ~—

*IPv6 7 A T2 b BE YT ¢ OFSRENEH, 174 X—V

IPv6 U 5472 b EEUT 1 DHHREH

DAY VAIPV6 7 TA T v MR ZA X — T T DL, R E R 2687y hU—27 T,
SLAAC £72(Z DHCPv6 72 ED IPv6 /v —T 4 » 7B X U7 F L AR ) Y THRELZ I AN — h LT
HMLENRHY FT, AA v FILIPv6 L —Z Tk 5 L2 BEEERA M E T, £72. VLAN (I3
T MIRAA v FIERBT D EEIH T2 T DHLERHY T, APIL, IPv6 * v hU—7 L
THR AL LEYA, TXTDORT T 4 v 7N AP & A A » F D IPvd CAPWAP ko F/LHN
THhHTeMbENDT2DTT,

IPv6 7 547>k EET 1 DFIRE
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*IPV6 7 TAT U N EEDT 4 MM T GG, VAT NIAET 4y AT — LA
H#heg & (WindowsXP 7 74 7 b L) F721Z A7 — 7/ DHCPV6IP 7 KL v
(Windows7 7 7 A4 7> h72 &) L L BHIZIPv6 VR — T HAXLERH D 9,

* 27— RFMZ/VDHCPV6IP 7 R Ly v V3 HIRICEMETE 2 X 51279 %1213, DHCPv6 —

NELUTEWWET S X 9 IZERTE S/~ DHCP for IPV6 BREZ Y AR— h T H A A v FF 2131 —
B (AL v FRE) | FRITHEAIAI DHCPV6 V- — /3 %1 2 72 Windows 2008 Y— 72 XD
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IPv6 75472 EEYT4I2DNT

A

R — "3BT, Cisco Catalyst 3850 A1+ F 335 LU Cisco Catalyst 5700 A1~ F I,
(FHIEYIZ) DHCPv6 r— N & L THERE TE £,

GE)

Cisco Catalyst 3850 A A~ FIZSDMIPv6 7 7' L— h & 1 — R4 5(Z/%, sdm prefer dual-ipv4
BEOV6OT 7N avr FeAL, A4y TF&EVky FLET,

IPv6 V5S4 T7 2 F EEUTAIZDNNT
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ZA v FIF, IPvV6 B /) — FEH3T 27V A% w7 J—RIZXLIPv6 Y T 4 P HR—k
LET, IPV6 7 F7AT v F FEEY T LITRD LA XITHIPNET,

VLI BB L
Xy bT—2)F

VoukEix, VBB mE RS Z &<, MUSSID Tkl & bR —BSS EAY—E X &
K ODEEDAPIZI FA T "Ra—I 7 TE55951275 80211 v bWl Lo CULER
ENFET,

277l Vo 7BEC T 2%, e—3I 0 HICTIATVY LR ITAT U OVAYIT Y r—
va VN — AL AZEMEE KT DI H A TliEdH Y £H A, CiscolOSdDYT A LA EEY
TAEY2—MIE, BBV T4 RV T EERLT, 2747 "RBRRDAAL v TF EOR
BT Xy MiEa—I T THEEIZ. 7T T RO LA ¥ 3PoP (PointofPresence) D
VA LRI AR L E T

IPv6 1, 7’12 h=2/L®D TCP/IP AA — FD IPv4 IR DHZ L2 HE LIk Ry T —2 8
A E—Fy hFa balLTd, ZOFRLWA—g 0 TR, B0/ — )L IPT RL A%
WMEETH2—WET TV r—2 g NIHIET D700 A ¥ —F >y b 7 a—sUL T KL AZER
EHARIEET, IPv6IE, 128 By OEEILT RLABIUSELET R AZMAIAT Z LT &
D, 32y FDOIPVAT RL ALY EEICEZL DT RLAZRIELET,

Ay he—9%FERWEIPV6 7 TA T eV R— 203, IPv6 7 747 FRFELC LAY
33y hU—7 EIZE EED LT, ICMPV6 A v — U ERBINCIEET H L ERH D £3, A
A v FiE, ICMPv6 A v —V % MITZETDHZETIPVO 7 T4 T > F&BHL, v —AL A/
FEUT 42 RMELT, Ry N HENL Ry N ER#ELE T, NDP (A X—TF o
AHNY Ny B) Ny ME, RATFFY AR =%y A MNMIEHBEIN, V94T R
CIERNCEREENET, ZOBEAERY V2= ailloT, XANRN=F 4 AANY Ry
ME—F T RARHA XA b 2%y O VLAN [ CTO Y —27 %Ik Cc& 4, 79447 b
X, BEDRAN—=FT 4 AHNY Ry hBIOIN—F T RNRXZA XA s Xy MEZET
HZETIPVOT RLARENEYUI THL Z o L, NERYALT XY AN NT7 4 v 7 &H
WELET,

IPv6 EE U T 4 OFREIL, IPVAEE Y T 4 LAI—THV, =LV AR —I VT 2FEBTHT
DI TAT 2 MITHMEO Y 7 N =T 2FERHTH2LEIIH Y AL, A vFiE, FLEE
V74 ZN—TIB L TWOARENRSY £T, IPv4 L IPVO DT 747 N EEYT 43, 7
74N N THMZRY £7,
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=2 7EnaqzxrvroER I

IPv6 7 747 N EEY T L ITIROZ EITHEASNET,
LA 2BIRLAYIE—IL T TOIIFAT 2 FIPv6 T R L 2 DHER:
*IPv6 XA N—RFE T k2L (NDP) X7 v FOEH

CUFGAT L NDIPV6 T KL ADFE

=3 T FENREAL XA bOER
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FAN—RE T haL (NDP) XV 7@ TEfEL, V> 7 Lo ) — ROBRHZEITOET,
oD/, — RO 7T RUREEE L, MEHARBERNA—FERR L, MMOT 77 4 T A 83—
J— RO/ T 2 B T REMETE M A HERF L £ 97,

=B T RARZ AL XA~ (RA) 1L, FRATRERL—F 2L, IPv6 7 FL A, U227 MTU
REBERTDHERY NU—T TV 7 0 7 ARG T D720 HA N THEA SIS IPve R A S —
®7a b (NDP) Ny hdD125TT, L—HL, EHFELITIAA N NL—FEREFERA
T—A~DIEELE LTRAZEELET,

IPV6 VA VYL AT TAT L MNEEYT AIXIPV6RANY » FEEBLET, BT 7 EBRARAAL v
Fix. Vo Zua—Ne /) —R<LFFYyARRANXNTF Y b —T/LEBLORABZEIND
FUVLANIZv y 7 E&NnF-e—I 07 U4V LA J—RZiEELET,

M4 Tlx, VA YLARAJ—=FEFEYT 4 TOY v ra—a14e/)—K</LFXy Ak RA DR
DOREIC SV CEHA L1,

4: L—E 2 oENERAEZITMAO—SV5 9347+

Wlan=100 Vlan=200
& Fa

S p| Home Mebility Tannel Foreign | 4 Router 2
Switch Switch

WLAN=hlizzard WLAN=hlizzard

234007
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P65 547>k EEYTFADEE |

B RrRAzOov YUY ENSE

X 5Tk, v—Iv7 7747 b IMN] D3I AA ~FTVLAN200 225 RAZ ED XD
ZETHD, BLXOHLWIP 7T RLAZEEGELTEDLHIIZLIEE Y T ¢ D PoP (Point of
Presence) (ZAD &R LTWET,

K5: L—F IWEMNERAEZITMAZA—S2VT 9347+

Wlan=200

Wlan=100
i Home (_ MU / \ Foreign i
Router 1 g g Router2

\-‘-\—._.
WLAN=bhlizzard WLAN=slizzard
| M |

324008

EErNEYD
IPv6 7 ATk FEY T 0 OfER, (172 2—2)
IPv6 72 5A T N EEYUTF A DFE=ZY L7, (173 3—3)

RAXOw 1> & NS HE|
BB/ IEFE R 2 A TOTEHHIRAIC L AHIRNEZZIT R WESIICEBHIVAVY LR V94TV &
RETHD, ar vya—TF THEREXATOALFXFYARNRAZ AT Y ML TEXET,

BErNEYD
IPv6 7 747 b VT 4 OfER, (172 X—)
IPv6 7 74T N EEYV T DE=HXY T, (173 =)

IPv6 7 FLR 5—=24
IPV6 7 7 A7 FTIPV6 7 FLAZEFT 5I21E, RO 3 SOHERH Y £,
*AT— LA T RLAABEERE (SLAAC)
* X7 — 7/ DHCPv6
* BAORRE

INSDHFEDOEE. IPv6 7 T4 T MIFIZNSDAD (BEET FL 2fH) Z:kE2%E L T,

Sy N —ZICEETDHIPT RLARRWEIICLET, AL vFIEZTI4 7 O NDP B &
O'DHCPV6 X7y "2 AX—T LT, TDOITTAT L FIPT RLAIZOWCHEEL, 2 hr—
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gaor7rizonz i

T TR —AEEHLET, T—FX—RE, I TA T ROFHLWIP T RLR|ZTHONT 2
vha—FizmmLET,
EENEYD

IPv6 7 747 b VT 4 OfER, (172 X—)

IPv6 7 A7 EEVT D=L 7, (173 =)

BHDOIPT7 FLADNIE

RUNREEZICHT LWIP 7 RLANRZIEEND L, BIMOBELHIBROHREL, 2 ha—F0%
FRAKWTEFOO =N FT—E_R—ZA LOFLWNIP T FLAZEHLET, HAMIC, IPv6 X
B E I IPvA DA ERIUPEM AT — h v~ a— R 7e—%2FHLET, IPT FL A,
e xE. =T 4T 412X > T Primelnfrastructure > HER SN pH L, a2 tue—F )3,
SRTOBEHATRERIP 7 RL 2, IPvA B LI OIPVE Z4MNT=T 4 F 4 ~D API/SPI A > % — 7 =
A RZEDET,

IPV6 7 747 2 ME, Bx RAMTRY v 7 PO BHOIPT FLAZBGTEET, &2,
Voonma—hN T 749 7D)rr7a—LT RUABIOL—T 4 > 7 a[REREAR DT —h
VT RURAERZIFIZa—0 7 RUVARH Y 9,

7547 FADHCPESRIRBBICH Y . 222 b —FNIPvA £ 721X IPv6 7 RL A HICTF — & ~_—
ADBEYIDOIP T KLU AD@MESZETH L, PEM L7 74 7~ b RUNREICBITS &%

ﬁ‘o

RUNIREEZIZHT LWIP 7 RLANZEEND L X1T, BINORE LHIBROESS, 20 ha—
FIIFETRAHTEDOT =L T —=HR—=Z FLOFLWIP T FLAZEHLET,

IP7 RUAN, =& z20F. A>T 4T 112 & > T Prime Infrastructure 72 S ER I b &, =
vhua—F%, EHATRERIP T FL A, IPvd BLOVIPV6 M= T T IR L £,

BErNEYD
IPv6 7 747 > b VT ¢ OfER, (172 —)
IPv6 7 74T N EEY T DE=HXY T, (173 =)

IPv6 Configuration

| 0L-30683-01

AZA v FIXIPvE 2 TAT v P ERKEIC Y —A LV AIZIPVG6 7 A4 T 2 R e HR— R LE9, &H
FHiL, IPV6, IPVEAX—E U 7B IO ATy b U THERER AT 51201%, Vian 2 FEICTHRE
THERLERHYET, ZHICED, AAvTFLEOIFEIERITIAT L MEITOARY YV~
7% NDP /X7 v N TTIT2 £ 7,
BMEIEYSY

IPv6 7 747 > b VT 4 OfER, (172 —)

IPv6 7 747 N EEYT A DEFE=ZY 7, (173 X—2)
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ZA v FNFITFA T FIPT RLANFEBLIZA WE XIZUA YL A 7294 T MERBLE
T AA v TFF—N—NFETIHL, IPVORA NN T 4T T—TIVNAZ N, AT —
MZREHIENET, =720, A v TFF—R"—0B%ET L, ZIANRX—= NS T 4T T—T N
FDIIAT v FOEBIERTERINDE, VLAYV R T TA4T 2 MEAERIIT Vo o— MERR
Eh. HLWT 2T 47 AT—hMIHTYvo—rESNET,

BTV om— g U, 794 T RO AP ICBENT AL, AT 4 T —TILNOD
O NINLIESL OMFA v E~—r S, BIRINIZZRY £9,

BID AP B AA v F ST 2H LWV P DOEEIL, FTLWIP T RLARFEFEENT, =
v hae—TDOF =2 R—A WA ENE T,

GE) Z OFEBEIL. Cisco Catalyst 3850 A4 v F CORFEHTEET,

BENEYD
IPv6 7 747 > b FEUT 4 OfER, (172 X—)
IPv6 7 747 N EEYT A DEFE=ZY 7, (173 X—2)

IPv6 2V 547>k EFEY T4 DHER
KW RTavw NI, IPv6 77947 M BT A SNET,

5 9: Cisco5760WLC D IPV6 5 S A 7> b EEY T4 2RI d-dbDav UK

avw >R E5EA

debug mobility ipv6 TRTCOUAYLRAZTA4T 2 MPv6ELEY
FADTF Ny Tl 2 —T W LET,

debug TANXYVAITAT L DT Ry T eFoRrLE

D934Tk T TRV THEROMACT RLAZ AT LE

mac-address (mac-addr) ¥

BEErREYY
=% T RNRE AL XA FOFEH, (169 ~—)

RA Zr vy hU 7L NSHH, (170 =X—3)
IPv6 7 FLA F—=27, (170 ~<—)
BWEOIP 7 RLUAOMER, (171 ~<—)
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IPv6 Configuration, (171 ~=X—3)
IPV6 7 7 A7 s FEVT 4 DE=ZY T, (173 =)
NAT_AZEYT 1, (172 3—=2)

IPv6 V9 SAT7>2FEEYTADE=ZY Y

RI0Da~ Rt AAVvF AL vFTIPV6 I TA TV bV T 42T =Z ) T T5720

W S E T,

RIW0:IP6YSATYFEEYT ARV REODE=RY LY

av Uk Bl

show wireless client summary TOF 4 TRIFAT Y DA ¥ L AEH
EEFRRLET,

show wireless client mac-address (mac-addr) TITA4TRIIAT L NOUA YL ABEGHR
ExEFDMACT RL RSN TERLET,

BMELEYY
IPv6 7 A7 K EEYT 4 OffERR, (172 X—2)
=B T RRE A XA O, (169 =—2)
RA 21y hY 7L NSHfl, (170 =X—2)
IPv6 7 KL A F—=27, (170 —)
BWEDOIP 7 RL A, (171 ~2—)
IPv6 Configuration, (171 ~<—2)
WA TXAZETT ¢, (172 "—2)

ZDDEEE R

BEE N

ESPERCYS! TZaTFIL B4 ML

IPv6 <2 R U771 R IPv6 Command Reference (Catalyst 3850 Switches)

EEYT 4 HE Mobility 2> 7 4 X2 L—3 3 HA K, Cisco
10S XE Release 3SE (Catalyst 3850 A A > F)
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TIvE—va b EINET, LNL, FTIAT U MR 1IODAL v TR INZT 7k
ARA Y INBBID AL » FITHERENT-T 7B ARA > Mca— o 7T 58I, Fak A
VMR E3, £2. A—0O% 7 Xy hETINODAL vy FREHEL TWDNE D )
X THERD F9,

arv hkOoO—S@EO—329

JTAT 2 NS IR A v FICHR SN T 78 A RA v bAT Vv m— N84, Hitk
AL TFIFEEV T A AV E—VETDAAL v T XML, AT 4R T U BV TIRT 42—
TNADBENT, 7IFA T "OF—H_R—2A =2 NV EHT-e AL v F BB S NET,
EELEY D

IPv6 EE YT 4 DE=ZY 7, (179 2—)

ATAYXToHA)IGTOY IRy FRAO—2 V9, &KUY T
<y MEO—=245
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TRy Mle—I T, AL TN T4 T o= TICETLHIEEY T 4 A vtE—
VEZBWT HETCaryire—Jfe—I T EHUTWET, LEL, 2 IA T NOT—HR—
Ay MU EFHLWAL v TFIZBEIT 5D TR, DAL v TF DI TAT > T —HX—2R
WCTHL T TA T N [ Trh—] = NIow—uB3fHFonEd, 2075 —F_X—2 T
FNIDBHLWAAL v F DI TAT > b T—HZ_XR=R|Zab =&, FTLWAAL v FNT HE
TNV Ov—I R fFFenET, n—I LTI VAVY LR TA 7 MALEBRNR E 170
N, 72747 MITLDOIP T FL AR LET,

TRy M= 7T, T =N DOE AL »F D WLAN (2, Y —ARX—AD/L—
TAITR—AR—ADT 7 AT U4 — VIR ERETICF—D Ry NT—2 T 7 & AR Z %
ETLHNENRHY ET, ZORIITLBRWGEG, N NI 7RI T4 T My MU — 27 8
FOREREAET L ENBHY £,

EE YT 4 OREDFEMIZOWTIL,  [Cisco 5700 Wireless LAN Controller Mobility Configuration
Guide, Cisco IOS XE, Release 3.2SEJ] ZZ&M L T 72 &V,

EELEY D
IPv6 EE YT 4 DE=ZY 7, (179 =2—)
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IPv6 EE!) T4 DEXRTEHE

IPv6 EEYUT A DE=RY2Y

ZOETIE, BV T ABEIPVe RELXR R LET, FEUT 4 BEOREZ MR T DT,
[Cisco 5700 Wireless LAN Controller Mobility Configuration Guide, Cisco I0S XE 3.2SEJ] #& M L T
<TZ&EW,

FIEDHEE
1. show ipv6 neighbors binding mac COC1.C06B.C4E2

F D48

ARV NFEERETIYa Y E]:g]
Ty 1 show ipv6 neighbors binding mac COC1.C06B.C4E2 IPv6EEDEE Y F 4R EEXF R LE

o
i -
Switch# show ipv6 neighbors binding mac COC1.CO06B.C4E2

| 0L-30683-01

Switch# show ipv6 neighbors binding mac COC1.C06B.C4E2

Binding Table has 45 entries, 37 dynamic (limit 100)

Codes: L - Local, S - Static, ND - Neighbor Discovery, DH - DHCP, PKT - Other Packet, API
- API created

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned

IPv6 address Link-Layer addr Interface vlan prlvl age
state Time left
L FE80:20:25::16 2037.064C.BA71 V125 25 0100 3137mn
REACHABLE
L FE80:20:24::16 2037.064C.BA41 V124 24 0100 3137mn
REACHABLE
L FE80:20:23::16 2037.064C.BA44 V123 23 0100 3137mn
REACHABLE
ND FE80:20:23::13 2037.0653.6BC4 Tel/0/1 23 0005 85s
REACHABLE 223 s try O
ND FE80:20:22::17 2037.064D.06F6 Tel/0/1 22 0005 3mn
REACHABLE 92 s try O
L FE80:20:22::16 2037.064C.BA76 V122 22 0100 3137mn
REACHABLE
ND FE80:20:22::13 2037.0653.6BF6 Tel/0/1 22 0005 165s
REACHABLE 136 s try O
ND FE80:20:22::12 2037.064C.94F6 Tel/0/1 22 0005 23s
REACHABLE 281 s try O
ND FE80:20:22::2 0022.550E.8FC3 Tel/0/1 22 0005 18s
REACHABLE 295 s try O
ND FE80:20:21::17 2037.064D.06E8 Tel/0/1 21 0005 4mn
REACHABLE 60 s try O
L FE80:20:21::16 2037.064C.BAG8 V121 21 0100 3137mn

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X1 v 7) i
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B rPeEcUT DEZSULY

REACHABLE
ND FE80:20:21::13 2037.0653.6BE8 Tel/0/1 21 0005 57s
REACHABLE 252 s try O

ND FE80:20:21::12 2037.064C.94E8 Tel/0/1 21 0005 4s
REACHABLE 297 s

ND FE80:20:21::2 0022.550E.8FC2 Tel/0/1 21 0005 2s
REACHABLE 307 s try O

ND FE80::F866:8BE0:12E4:39CF COC1.C06B.C4E2 Ca4 21 0005 3mn
REACHABLE 89 s try O

ND FE80::6D0A:DB33:D69E:91C7 0050.B606.A6CE Tel/0/1 22 0005 135s
REACHABLE 171 s try O

ND FE80::985:8189:9937:BB05 8CA9.8295.09CC caol 21 0005 15s
REACHABLE 287 s

ND FE80::20:24:13 2037.0653.6BC1 Tel/0/1 24 0005 155s
REACHABLE 145 s try O

L 2001:20:23::16 2037.064C.BA44 V123 23 0100 3137mn
REACHABLE

DH 2001:20:22:0:C96C:AF29:5DDC:2689 0050.B606.A6CE Tel/0/1 22 0024 19s
REACHABLE 286 s try 0(16574

DH 2001:20:22:0:A46B:90B2:F0DB:F952 0050.B606.A6CE Tel/0/1 22 0024 2339mn
STALE 32401 s

DH 2001:20:22:0:7DFD:14EC:B1E4:1172 0050.B606.A6CE Tel/0/1 22 0024 2339%9mn
STALE 24394 s

DH 2001:20:22:0:7CB3:D6DD:FD6A:50F 0050.B606.A6CE Tel/0/1 22 0024 2333mn
STALE 29195 s

DH 2001:20:22:0:6D32:AF24:FDE1:2504 0050.B606.A6CE Tel/0/1 22 0024 509mn
STALE 118821 s

DH 2001:20:22:0:5106:5AD:FE98:A2F0 0050.B606.A6CE Tel/0/1 22 0024 2328mn
STALE 31362 s

ND 2001:20:22::201:13 0050.B606.A6CE Tel/0/1 22 0005 49s
REACHABLE 264 s try O

L 2001:20:22::16 2037.064C.BA76 V122 22 0100 3137mn
REACHABLE

ND 2001:20:22::13 2037.0653.6BF6 Tel/0/1 22 0005 175s

REACHABLE 131 s try O

ND 2001:20:22::2 0022.550E.8FC3 Tel/0/1 22 0005 28s
REACHABLE 274 s try O

ND 2001:20:21:0:F866:8BE0:12E4:39CF COC1.C06B.C4E2 Ca4 21 0005 4mn
REACHABLE 21 s try O

ND 2001:20:21:0:C085:9D4C:4521:B777 0021.CC73.AA17 Tel/0/1 21 0005 11s
REACHABLE 290 s try O
ND 2001:20:21:0:6233:4BFF:FE1A:744C 6033.4B1A.744C Cad 21 0005 3mn
REACHABLE 108 s try O

ND 2001:20:21:0:447E:745D:2F48:1C68 8CA9.8295.09CC cCcaol 21 0005 34s
REACHABLE 276 s

ND 2001:20:21:0:3920:DDE8:B29:AD51 COC1.CO06B.C4E2 Ca4 21 0005 3mn
REACHABLE 87 s try O

ND 2001:20:21:0:1016:A333:FAD5:6E66 0021.CC73.AA17 Tel/0/1 21 0005 4mn
REACHABLE 18 s try O

ND 2001:20:21:0:C42:E317:BA9B:EB17 6033.4B1A.744C Ca4 21 0005 4mn
REACHABLE 61 s try O

ND 2001:20:21:0:985:8189:9937:BB05 8CA9.8295.09CC Cao0 21 0005 135s
REACHABLE 173 s try O

ND 2001:20:21::201:20 0021.CC73.AA17 Tel/0/1 21 0005 4mn
REACHABLE 43 s try O

ND 2001:20:21::17 2037.064D.06E8 Tel/0/1 21 0005 4mn
REACHABLE 50 s try O

L 2001:20:21::16 2037.064C.BA6G8 V121 21 0100 3137mn
REACHABLE

ND 2001:20:21::13 2037.0653.6BE8 Tel/0/1 21 0005 67s
REACHABLE 237 s try O

ND 2001:20:21::12 2037.064C.94E8 Tel/0/1 21 0005 Smn

REACHABLE 512 ms try O
ND 2001:20:21::2 0022.550E.8FC2 Tel/0/1 21 0005 12s
REACHABLE 294 s try 0

EENEY D

aryiter—JMr—3Ir7, (178 X—)
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Z D OREEE

EEEH

HEIEE

X=-aTF7ILAR3A L

IPv6 2~ R U757 LA

IPv6 Command Reference (Catalyst 3850 Switches)

EEYT 4 EE

Mobility 227 4 ¥ a2 b— a3 5 A R, Cisco
10S XE Release 3SE (Catalyst 3850 A A > F)

—

I5—Ayg—SFa—¥

Bl

)y

TDVY—RADVAT A TT— Ay —T%
A LIRS 27201, =T — Avk—UF
A= V= LEHLET,

https://www.cisco.com/cgi-bin/Support/Errordecoder/
index.cgi

MIB®D' Y

AKY Y —ZATHR—bT5HTTO MIB

BWIRLZ7T7 v 7 x+—2A, CiscolOS V I —
A, BEOT7 4 —F % &y MIETDHMIB D
&y — RiZiL, o URLIZH 5 Cisco MIB
Locator Zffif L £7°,

http://www.cisco.com/go/mibs

| 0L-30683-01
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IPv6 E L' T 1 DHEETHR

TIOZhILYR—F

IPV6EEY T DEE |

Bl

Link

VAaDYR— bk Web A FTIE, vAaD
AT 7 /) nY—IClT 2 R T T a—
T A TR TN TA LI, w==
TNARY —=NVEILD LT LEERA T A
VY —=2%&#MEL TWET,
BHENORGOYEF 2 U7 ¢ fHFERCEIN G R A
AFT5H7=0IZ, CiscoNotification Service (Field
Notice 7> 7 7 = &) | Cisco Technical Services

Newsletter, Really Simple Syndication (RSS)
74— R EOKFE—ERITMATE ET,

VAaADYR— bk Web YA FDOY—)UZT s
T 294 BEL. Cisco.com D—H ID B LU/
A ]7"— ]‘\‘7‘1)‘)‘%‘%‘?#0

http://www.cisco.com/support

IPv6 EE ') T 1 DHEEETRER

WDORIZ, ZOFTY 2—/V T L7-#EEZ Y XA h L, ED

EFR~DY 7 R LET,

IPv6 BB Y T ¢ HEHE Cisco 10S XE 3.2SE T DRgRE AN
ASHEL
77
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IPv6 NetFlow )% 5E

* IPv6 NetFlow DRIHES:, 183 ~—

* IPv6 NetFlow D[R, 183 ~—

* IPv6 NetFlow |[ZOWT, 184 ~2—

* IPv6 NetFlow DRE 1L, 186 ~—

* IPv6 NetFlow Dfifgad, 201 ~—

* IPv6 NetFlow DE=Z 1 7, 201 ~—
* TOMOBEEE, 202 ~—

* IPv6 NetFlow ORSFEG R, 203 ~—

IPv6 NetFlow D RI[IZ 14

Xy b T —F% T F XA AT, Cisco I0S Flexible NetFlow 23 V4" — k &37= CiscoIOSd V U — A&
EFRITLTWVARLERH Y 97,
IPv6 k5 J10v5

CIRDNT DN —HF | I X Flexible NetFlow &4 X — 7T B A v X —T = A A TA
F—T NN IR 5 TWABMERH Y 17,

L RaA T AT VA T T —F 47 IPv6

ML AT Y RS VR T T—F 1 7 IPv6

IPv6 NetFlow iR

K OHIBRIL, IPv6 Netflow iR EICHEH S E 4,
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IPv6 NetFlow D&% |
B PG NetFlow (2D T

0 —HNVTERESNZ NT 7 47 (FlexibleNetFlow B 17 w7 T ¢ v THSBEN R E S 1L
TWA/L—4  Cisco WLC 5760, (2L > THEMRIND T 7 4 v 7)) 1%, Output Flexible
NetFlow Accounting #§(ED 70— v 77 4 w7 L LThHU Y hENEHA,

* Flexible NetFlow I 7 H o 7 ¢ THEREIZ X o T, CEF 2 v F K X7y NOBR I T
VEENET, TR RS v F FFMHATy MNIT T FENER A,

IPv6 NetFlow [ZDULNT

NetFlow!Z., v hU—27 £=2 V)7 a—VoE=F) 7T ar7ryL )7, Fv hU—
0TI X2 VT ADON, BREET I T AT, T U TN
T—H A= T DD IAS~—T TV r—arCESNSE=4#ETT, 7v 7
Y v 7 7"— b T Flexible NetFlow Z i H3iE, =—VER 7 —DE=F 1 7 7o—fit
HHMOWE, 7 —BAORY > 7 DOFEITHFRETT, FlexibleNetFlow I, 7 v —ftitE# %
WELTaL s ¥ TNAL AT AR—FLET,

G¥) FlexibleNetFlow X, [P X—AF/IZIPYV—E A 7 —F ¥ty FE2FETLXyY hU—7 P—
B AT Y o — LN E i STV D Catalyst 3750-X A A F 8 L TU3560-X AL~ F 720 THR—

FENET, NPEE/IZILANR—ZA S A=V FETLTWVAASL v F T R— S EH
Moo

A

GEx) g R Y77 LU RAZREEHEN TV BT XTO Flexible NetFlow 2~ > RN A A~ F Cffi
TEXL2DIT T ETA, PR—FINTWWARWa< Yy Rt ERENWVW, ASHT2S
T — A —URERENET,

Flexible NetFlow D # &

Flexible NetFlow TiX, h7 7 4 v 7 MUELE, N7y MI7a—lCpBESnET, HLnY
7 — % NetFlow 7 — 7 /WA SH, HEHERIZEEICEHT SN E 4, ADHPB L OH T NetFlow
EFE=XDOMBFEHRETDHVLERHDET, Xy hT—7 P—ERETVa2—UZLD, FMI &
WAV E—T oA AT 1 fHOE=F %R —FLET,

Flexible NetFlow (%, KD >R —3%> hTHR S NVE T,

* L 1— K : Flexible NetFlow E=# 2 =X U7 LT, T—ZDIRFIMMEHIN ST v v
VaBERTHEDIZEH VY TENLIF—BIVIEX— 7 4 — /L FOMAEDLETT,

T —F=H AT oA RTWHEIN, Ry NT—F NTT 4T F=E VTR
FATLET, 7r— =223, a—PEROLa—F A7var07n— 27 AR—
2 BIOE=ZINEYOA o H—T oA AT END & ZITHBIIER S NS v v
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IPv6 NetFlow D% E

Flexible NetFlow O#Z [

VaTHRENET, AL vTFiL, REIHE> CTHIRYINIC/RL2BHE DX v v 2 b R—
FLET,

TR — T JAR—H T —F=H Xy aNOT—XEVE—F VAT A (L2
IX. NetFlow 22 L7 X 274 5% —) [Z=F AFR—hFLFET,

cou—Y% U TT— T ATy MEERIRTAZET, NI T4 v I BEE=FTHED

|Z Flexible NetFlow IC L > TRy FU—F 7 FAL ZATHEU DAMEPBER L ET,
BHhm7oa— GAEELIEFEELT RLAR—2AD7e—) BV oe—x2—V T %FET
XFET, KON, Xy hU—7 $—E R ETV 22— THR—FINET,

CLAY2AAS T T GEN—T 4 F) FTT7 4v7 . LA¥3 (CAPWAP) IPv4 B
IPv6 N7 7 4 v, LAY 4TCP, IGMP, BLWICMP k7 7 4 v 7 OFEFHIEHMINE D
iE,
*NetFlow H V> by AV TFU AL MFTNYa=T 42T (TRAy T a<ws ),
*NetFlow 2#rid, Ry PV —2 $—EX EVa— /L EOYRIA =T = Z%@5 T
T4 IR LTEITENE T, AA vF ik, A2 L%, B G&E) +7
T4 BB LET, TTAX—h VLAN £33 R— R 2R ETH LT, v—2h
WAL T TEEIN—T 4 T ENTZ RN T T 4w N, =R ETa—/LR— b
D i@ % R < E T,
R D NetFlow ORI HR— SN TWEREA,
* Netflow-5 71 =2/
*HoMLOEREIN -7 — L a—F
«ISL
* R L —~_—Z D NetFlow
* Cisco TrustSec =% U > 7
2Ly FIBMOMT D ERTELMDEY 2a— AT 1 FHEY FBIPI0FTEY M T v
Vo f v B —T oA ZAEHBHRLTWVETH, NetFlowldky hT—27 —E R EY 2 —/L7=0F
THR—FENET,

IPv6 Netflow

FlexibleNetflow (FNF) TiX, FRIERFEH 7 4 —/V ROKRPUE/za L7 v ayinb 7 41—V RE
BIRL, CLIav 74 Xal—yvary avr REEHLT, BEOT ) r—ya IR 7
n— La—K §Reedrx—, Fx—, ¥, BLOXALARZ LT 74— L RDEy
K ZEHR/THZLENTEET,
HEMERINEZ T A =L RO LT g AZTKRDT 4 —IV KR EENFET,

cT—H U IE (L2) O~y F— T 44— K

*IPV6 ~ X —DT 4 —)L
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IPv6 NetFlow D5 |
B 1Pv6 NetFlow DEES

*hIFUAR—ME (L4) O~y H— T =LK
TV r—varkg (L5) O~y X — 74— R
=T 4 7R G, IPv4, TPv6)

A UEFE—T 2 A AT 4 —/V R

*hoH 74— R
CHABDARB T T 4 — VR

BELEYY
AR A R LT-78a— La— RORE, (186 —)
Tn— T AR—ZORE, (189 2—)
NARZZA A LT=7 10— F=XDHRE, (195 2—)
A B =T 2 A~DT7 00— F=HF DM, (197 21—)
Ta—H TN TORELLOA =Tk, (199 <X—)

IPv6 NetFlow )% E Ak

HDARATAXLf-78— La— KDOEKTFE
THa— L a— ROWRDT 4 — RI—HK I3 LN TExFET,
*IPv4d £7-13 IPv6 5857 KL A

CHBPHESINTEEAARNDOMACT RLAZRT, A UV F—T 2 ATZEEITEEIND

RS 497 DU AFX2EEILESET FLUABLOVLAN 280T 45575 —2 V7 7 4 —
VR, =R Z TR (CoS) BLWEthertype 7—H V>V ~vZ— 7 4—)L RLEEHT
=FET,

TV = arDX A7 (ICMP, IGMP, E£72IXTCP bT7 7 4 v 7)) %i#BITH T A
A=k 74— FOBEETLB L0 R— b,

Ju— L a—ROWRDT 4 —)V RENETEET,

CARAL ME T/ ARSI Lo TEEEND EIFT m—F 7L 57 v b (exporter) |
T 64 By N BT E DAL MEETIFI Ry M (long) . WO v S OEERE
W E 3 (k) O7 Y FRAOH-S RN D DY AT ABREIFRICHE S Z A L
AL T,

CANFERIEIHIIA S E—T 2 A ADSNMP A T v 7 A, H—ERET2—/VIIZHADT
LT T4 T DA B =T oA AL, AA v TFOEEEF v v 2lHESNVTWEST, T
74—V RiE, RICT =X V7 IPVABEXONIPVe 7 R AL &I S, B8R
FESNTZARANDEREO 77— AN Ky T OA X —T oA A% LET,

CAEOIE, AV F—T A AEFRPIF v v 2N EEERLE T,
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nzav4ZLt=70—La—roze |

o —¥RMD NetFlow = L 7 X Tlt., 70— L a— R|ZZ OEHANLIE T,

WOFIET, WAZ~vA REN-70— La— RERELET,

FIRDOME
1. configure terminal
2. flow record recordname
3. description description
4. match{ipv4 | ipv6} {destination | hop-limit | protocol | source | traffic-class| version} address
5. match datalink [dotlq | ethertype | mac | vlan]
6. match transport [destination-port | icmp | source-port]
1. match interface [input joutput]
8. match flow direction
9. collect counter {bytes [ layer2 | long] | packets [ long]}
10. collect timestamp absolute [first | last]
11. collect interface [input | output]
12. collect transport tcp flags {ack | cwr | ece | fin | psh | rst| syn | urg}
13. end
FIED 54
ARV RFERERETIVa Yy B#
27y T configure terminal Ja—N)ar7 4 FXFal—ay ET— REH
HLET,
il -
Switch# configure terminal
ATvT2 flow record recordname 7r— L a— R&/ER L, Flexible NetFlow 7 17—
La—Rar74Xal—varyt— Neth
K LEd, Zoaxs T, BFO7n— La—
Switch(config)# flow record TestRecordName ]\%/EE'@A%) - & Ié) T‘é—:‘ i_@.
XTFvw T3 description description (LE) 7ua— La— FOHAZIER L ET,
i -
Switch (config-flow-record)# description
SampleNetflowDescription
ATFvT4 match {ipv4 | ipv6} {destination | hop-limit | protocol | 7 7 — L z2— KD % ipvd 5 L W ipve 7 4 —/L

| source | traffic-class| version} address

1 -

Switch (config-flow-record)# match ipv6
destination address

RaE LET,

| 0L-30683-01
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IPv6 NetFlow D&% |

ARV RFERRETI VY

Br

ATvT5 match datalink [dot1q | ethertype | mac | vlan] Ju—La— ROXEESF—FZY 7 (LAF2)
74—V RERELET,
i
Switch (config-flow-record)# match datalink
[dotlg | ethertype | mac | vlan]
ATYT6 match transport [destination-port | icmp | source-port] | 7 m— L a2 — ROFEHE R F L AR—F LA ¥
74—V RERELET,
i
Switch (config-flow-record)# match transport
[destination-port | icmp | source-port]
ATFvT7 match interface [input |output] Ja— La— ROFBE AL LA —T oA AT 4—
NV RERELET,
i
Switch (config-flow-record)# match interface
input
2FvTS8 match flow direction Jua— La—ROFEETO—TAT T AT A
7 A — /) F\;&‘%ﬁz L/jzj—o
i
Switch (config-flow-record)# match flow
direction
2FvT9 collect counter {bytes [ layer2 | long] | packets [ Ja—La—ROHT U FEET 4 —)L RERE
long]} LETS,
i
Switch (config-flow-record) #collect counter
bytes layer2 long
ATFv 710 collect timestamp absolute [first | last] Ju— b a— ROZALARZ L TFEET 4 —)L R
BRELET,
i
Switch (config-flow-record)# collect timestamp
absolute [first | last ]
ATFvIT1 collect interface [input | output] Juo—Lba— RO E—T A AETET —)L
RZFRELET,
i :
Switch (config-flow-record)# collect interface
[input | output]
ATv 712 collect transport tcp flags {ack | cwr|ece|fin|psh | 7o — L a— KD S AHR— K TCP 75 7
| rst | syn | urg} T4V RERELET,
{1 :
Switch (config-flow-record)# collect transport
tcp flags ack
ATvT13 end FHEEXECE— NIZREYD £9, F/z, CrHZ ¥ —
EHLCH, Za—lar7 o Xal—va v
i) : E—REETTEETS,

Switch (config) # end

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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JO0— I AKR—

Y

JA— T RKR—FDEE

Switch (config)# flow record

Switch(config-flow-record)# description record to monitor network traffic
Switch(config-flow-record)# match ipvé destination address

Switch (config-flow-record) # match datalink [dotlg | ethertype | mac | vlan]
Switch (config-flow-record)# match transport [destination-port | icmp |igmp | source-port]
Switch(config-flow-record)# match interface input

Switch (config-flow-record) # match flow direction

Switch (config-flow-record) #collect counter bytes layer2 long
Switch(config-flow-record)# collect timestamp absolute first

Switch (config-flow-record)# collect interface [input | output]
Switch(config-flow-record)# collect transport tcp flags ack

Switch (config-flow-record)# end

BMELEYY
IPv6 Netflow, (185 ~—3)
Tu— 7 AR—HDORE, (189 <—)
AR A A LT=7 0— F=FDORE, (195 2—)
AV B =T 2 A~D 70— FE=FOHEM, (197 2—)
Ta—H TN TORELLOA =Tk, (199 <X—)

=N =
2 DEETE
WO TFNEAEH LT NetFlow =7 AR—Z 2R EL E7,

FIRDHE

| 0L-30683-01

G¥)

{5 @ export-protocol 7R — T AR —HF AT 4 X al— gy avy N, =7 AKR—
2 TR ENSD NetFlow =7 AR— bk 7a haLZzZEELET, AA v Fid netflow-v9 7207
ZHAR—FLET, CLI~VVFICRE SNV TOET D, netflow-5 LA — FSIhvEHA,

configure terminal

flow exporter exporter-name

description description

destination {hostname | ip-address} vrf vrf-name

dscp <0-63>

source interface-id

option {exporter-stats | interface-table | sampler-table} timeout seconds]

export-protocolnetflow-v9

© PN e WwN =

. template data timeout seconds
10. transport udp udp-port

11. ttl seconds

12. end

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X1 v 7) i
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FIEDFH

IPv6 NetFlow D% E

ARV KRFEEETIa Y

z configure terminal
TV
1\l

Switch# configure terminal
e flow exporter exporter-name
TY
J2 |4

Switch (config)# flow exporter TestNetFlowExporterName
z description description
TV
73 |l

Switch (config-flow-exporter)# description SampleNetFlowExporterDescription

[l 'Pv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 = F)

0L-30683-01 |
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sn—zoxf—4soxe W

AU REREETO V3 Y

e destination {hostname | ip-address} vrf vrf-name
TV
a4 |4l

Switch (config-flow-exporter)# destination 198.51.100.120 vrf SampleVrfName

z dscp <0-63>
T
75 |l
Switch(config-flow-exporter)# dscp 23
4 source interface-id
TY
76 |fl:

Switch (config-flow-exporter)# source {
Auto-Template|Capwap|GigabitEthernet |GroupVI|InternalInterface|Loopback|Null|Port-channel|TenGigabitEthernet|Tu

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
| 0L-30683-01



IPv6 NetFlow D&% |
B o—ozxf—so8E

AR RFEREETO V3 Y

4 option {exporter-stats | interface-table | sampler-table} timeout seconds]
TY
71 |6

Switch (config-flow-exporter)# option exporter-stats timeout 600

R export-protocolnetflow-v9
TV
78 |l :

Switch (config-flow-exporter)# export-protocol netflow-v9

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
0L-30683-01 |
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sn—zoxf—4soxe W

AU REREETO V3 Y

2 template data timeout seconds
TY
79 |4l :

Switch (config-flow-exporter)# template data timeout 600
Switch (config-flow-exporter) #

e transport udp udp-port
TV
710 |l :

Switch (config-flow-exporter)# transport udp 67

2 ttl seconds

71 | :

Switch (config-flow-exporter)# ttl 100

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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B o—ozxf—so8E

AR RFEREETO V3 Y

e end
TV
712 |5 :

Switch (config)# end

Switch(config)# flow exporter QoS-Collector

Switch (config-flow-exporter)# description QoS Collector Bldg 19
Switch (config-flow-exporter)# destination 172.20.244.28

Switch (config-flow-exporter)# source vlan 1

Switch (config-flow-exporter)# dscp 3

Switch (config-flow-exporter)# transport udp 2055

Switch (config-flow-exporter)# end

ROEXE
HAR<A R L7 a— F=HDRE,
BMENEYY
HAR <A R LT-70— La— RORE
IPv6 Netflow, (185 ~=2—3)

, (186 2—)

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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nasv4ZXLt-7o0—t=405z2 I}

AR A A L7 r— F=FOHE, (195 2—)
A B —T A A~DT7a— F=XOHEMH, (197 <—)
Tua— BTV U TOREBIOA 2—T7 01k, (199 _—2)

HRAATAAXLF-70—E=2DHTE

WRDFENEAEH LT NetFlow E=Z 2K EL£7,

FIRDOHME
1. configure terminal
2. flow monitor monitor -name
3. description description
4. record {TestNetflowRecordName|TestRecord}
5. cache {timeout [active| inactive|update] (seconds) | type (normal)}
6. cache {timeout [active| inactive|update] (seconds) | type (normal)}
1. exporter TestNetFlowExporterName
8. cache {timeout [active| inactive|update] (seconds) | type (normal)}
9. end
FIEDFEH
AU RFEREETOIVaY B#Y
2Ty T configure terminal Joa—)arZ 4 Xalb—ryaryE— RERBLET,
i -
Switch# configure terminal
ATv7T2 flow monitor monitor -name 7nr— F=4%{FR L. Flexible NetFlow 7 m— E=% =
Y74 Falb—varyE—RNERKLET, ZOavs R
Bl EEALCHFO 70— 2 EHTHZ L TEET,
Switch (config)# flow monitor
SampleMonitorName
ATFvT3 description description () 7a— E=XDOHHAELrBZELET,
i -
Switch (config-flow-monitor) #
Description SampleNetFlowMonitorName
ATvT4 record Tu—E=HDLa— REEELET,

{TestNetflowRecordName|TestRecord}

1 -

Switch(config-flow-monitor) #record
TestNetflowRecordName

| 0L-30683-01
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B rx4<14XLt-70—x=408%

IPv6 NetFlow D&% |

ARV RFERRTI VA Y

S]]

ATFvTH cache {timeout [active| inactive[update] UEE) 7a—F=F Xy v aXTGRA—F (BAL LT
(seconds) | type (normal)} M, Fxvvazy MM Frvva 41772 &
EHELET,
£
Switch (config-flow-monitor)# cache type * timeout active seconds : 77T 47 70— XA LT 7
noxmal FEBRELET. ZHUE. FT 74 v 2 S OMNS
AEFRLET, FHETE DHPAIL1~ 6048007 TY,
77 /v MEIE 1800 T, —MRAYZRMEIL 60 E 72X
300 B C9, HELHEIZ DWW TiX,  [Configuring Data
Export for Cisco IOS Flexible NetFlow with Flow Exporters ]
ESRLTLIES N,
*typenormal : 72— F ¥ v L aNnbOEE O T v —H|
braaE LET,
GE) a<w RIA4 DO~V ATEH S TOET
M. entries X — U — N& ¥ A A7 7 b inactive
S Wupdate 1Z VA — b INFHA,
ZAFvT6 cache {timeout [active| inactive|update] Tu— T HDBMF Y v a2 NTA—HEFRETDHIC
(seconds) | type (normal)} . AT Y7 S 20 ELET.
i -
Switch (config-flow-monitor)# cache type
normal
RARTFvTT exporter TestNetFlowExporterName (EE) FTRICE SN AR—Z DLFIZIEELF
R
1
Switch (config-flow-monitor) # exporter
TestNetFlowExporterName
25y T8 cache {timeout [active| inactive|update] Tu— E=FDBMFY YT a NTA=ZERET DI
(seconds) | type (normal)} . AT 975 BERDIELET,
1
Switch (config-flow-monitor)# cache type
normal
ATv79 end FHEEXECE— FICRD £9, F£/, CouH+ZF—2ML T
b, Fo— L ar 7 4 ¥ al—ig s E— REKTTX
i - e

Switch (config) # end

[l 'Pv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 = F)

Switch (config)# flow monitor FLOW-MONITOR-1
Switch(config-flow-monitor)# Used for ipv6 traffic analysis

(
(
Switch (config-flow-monitor) #
Switch (config-flow-monitor)# cache
Switch(config-flow-monitor)# cache
Switch (config-flow-monitor) #

( ) #

Switch (config-flow-monitor exit

record FLOW-RECORD-1

timeout active 300
type normal

exporter EXPORTER-1

0L-30683-01 |
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RDIEFE

1va—oz42~070—=20ER I}

AV B =T 2 A~DT O — F =4 D

EELEY D

HARZ<A A L7 — La— ROFE, (186 X—)

Ta— T AR—HD

e, (189 2—3)

IPv6 Netflow, (185 ~X—7)
A B =T A~D 70— F=2DOHEMH, (197 <—)
Ta— YTV TOREBIOA x—7 1k, (199 <—)

AR —DT A RAANDT7O— E=Z2NEH

WOFIEZFH LT, A% —7 A AT NetFlow E=Z ZRELET,

FIEDHE
1. configure terminal
2. interface interface-id
3. wlan ssid
4. [ip|ipv6 | datalink] flow monitor monitor -name sampler [sampler | input | output]
5. exit
6. X7 v T2 BLO3EMYIKLET,
1. end
FIED
ARV RFERIETI3Y B#
27y T configure terminal Rl 3T 4 Fal—a e REBEL T,
il -
Switch# configure terminal
2Ty T2 interface interface-id AV HE—T 2 A ABREL, f{VF—T 2 A AT 4 Fal—

1 -

Switch (config) # interface
tengigabitEthernet 1/0/1

var ®— RZB4E L £ 9, Flexible NetFlow iX., F—E & &

Va—LDIXHEy hEEIFI0F Ty b A=V Ry b A

B—T 2 A ADIHITHR—FEINET,

G¥) K=k F v R A% —7 A A2 NetFlow &=
PR TEEY A, Y—ERETa—LOWFDA
A —7 = A A7 EtherChannel D—3Tdh D4, WHFD
WA VB —T oA ATE= R BT AMERH Y E
‘j——

| 0L-30683-01
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B 5 7z1x~070—E=20EA

ARV FERET7IYa Y B

ATvT3 wlan ssid WLAN D7 n— E=X 2R ELET,
{51
Switch (config)# wlan test 1
test

ATvT4 [ip | ipv6 | datalink] flow monitor |\ ZE(EE7-IIRE N T 7 4 v 7 Z0THT-OICA VX —T = A A
monitor -name sampler [sampler | ICEIV M TR D LT, VERRFELD T 1 — ;E%g AT 7T 4TI L
input | output] F4
Bl - *ip:IPV4IP 7 RLAIZ—HT DL a—Re A LET,
Switch (config-if)# ipvé flow
monitor SampleMonitorName input lpV6 IPv6 IP 7 R L R *ﬁ'ﬂ‘é La—R&x AN Li'ﬂ‘

GE) ZOF—U— KX, 7 = 7 /V IPv4/IPv6 Switch
DatabaseManagement (SDM) T 7L — "B AA v

FICRESN TV DOHAICLETERRINET,

*input : AT RNT 74 v 7il7ue— =X EEALET,

*output : (NI T 7 4 v 77— E=FZ@EHALET,
*sampler : ({FE) 7vu— =4 o7 I7—%@HLET,

ATv 75 exit Ja— )L ar 7 4X¥al—vary ET—RIED T,

1 -

Switch (config-if)# exit
Switch (config) #

ATy T6 27y FIBIRIERVIELE| 7 — F=FDBMF ¥ via RTA—FERTELFET,
—a—o
Bl -
ATvT1 end HHEEXEC E— FIZEV £9, £/, CtrHZ F—%LTH, 7

D=L a7 4 F¥al—i gy BE— RERTTEXET,
{1

Switch (config) # end

Switch (config)# interface tengigabitethernet 1/0/1
Switch (config-if)# ip flow monitor FLOW-MONITOR-1 input
Switch (config-if)# ip flow monitor FLOW-MONITOR-2 output
Switch(config-if)# end

BMELEYY
HNAR<wA R L7 — La— ROBE, (186 <2—)

Ta— ) AR—FDORE, (189 =—)
HALZ<A R L2700 — =X DORE, (195 —)

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 v F)
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Jo—4rIyviosEsstsr—Juie

IPv6 Netflow, (185 ~*—<)
Tu— BTN U TOREBIOA =70k, (199 _—2)

JA—HUTYVIDRES S UVA Rr—T L

ROFEZEH LT, 77— PV TERELTA =TI LET,

FIEDHE
1. configure terminal
2. sampler sampler -name
3. description description
4. mode {deterministiclrandom} (<I-1>)out-of <2-1024>
5 end
6. interface interface-id
1. wlan ssid
8. {ip|ipv6 | datalink] flow monitor monitor-name sampler sampler-name {input | output}
9. end
FIEDFH
ARV RFERIETI3Y B8
2ATFvT1 configure terminal Jua—nR)ar7 4 FXal—aryEF— R2HEBLE
R
il -
Switch# configure terminal
ATvT2 sampler sampler -name 7na— E=%%{ERK L. Flexible NetFlow ¥ > 77— =2
Y74 Falb—varE—FERKBLES, Zoaw
Bl Y REMHLCEEOY Y 77— EETHZ b TX
Switch (config)# sampler 357%
SampleNameForSAMPLER o
ATFvT3 description description (L3 77 —#HAERELET,
il -
Switch (config-sampler) #description
SamplerName 1
2Ty T4 mode {deterministic|random} (<1-1>)out-of| /<4 v | BINF5E— N &7 4 > K17 4 ZEFa7E L
<2-1024> EF, 42 KU Yo XOFHIL 2 ~ 1024 T,
Bl - GH) CLI ™~V AT STV E 25, mode
Swiltch (config-sampler) #mode random 1 deterministic ¥ — 7 — NI¥R— S EH
out-of 2 /Vo

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X - v F)
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IPv6 NetFlow D&% |

aAv U RFEEET7I 3y

Sl

Ja— a7 4 ¥alb— g rE— RICREY 5,

ATvT5 end

fAi

Switch (config-sampler) # end
ATvT6 interface interface-id

i

Switch (config)# interface
tengigabitethernet 1/0/1

AE—T oA RAEREL, AV F—T AT 4
Xal—ary ET— REBEBLES,

ATvT1 wlan ssid

11 -

Switch (config)# wlan test 1 test

-

WLAN D7 u— o7 I7—%@H+2 X 91
T,

ELE

o
R

ATFw T8 {ip | ipv6 | datalink] flow monitor
monitor-name sampler sampler-name {input
| output}

11 -

Switch(config-if)# ip flow monitor
FLOW-MONITOR-1 sampler SAMPLE-1 input

N T4 T ERSTADICA v Z—T = A ZTEY
WMTHZ LT, ERRESD IPvd £721XIPv6 72— E=
BT 7T 47 LET,

ATvT9 end

11 -

Switch (config)# end

¥HE EXEC E— RIZEY £, F£72. Ctri+Z F— %47
LT, ZFe—)L a7 4 X¥al—Tay F— K%
KT CTEET,

Switch (config) # sampler SAMPLER-1

(
Switch (config-sampler)# description Sample at 50
Switch (config-sampler)# mode random 1 out-of 2
Switch (config-sampler)# exit
Switch (config)# interface tengigabitethernet 1/0/1
Switch (config)# wlan test 1 test
(

Switch(config-if)# ip flow monitor FLOW-MONITOR-1 sampler SAMPLE-1 input

RDIEZE
NetFlow v9 for IPv6 DR E 7L

EENEYD

HAB<A A L7 u— La— RORE, (186 <—)

TJo— T AR—FZORE, (189 2—)

HAB<A R L-7u— FE=ZDOHFE, (1952—)
A A =T A~DT7 0 — F=FDHEH, (197 2—)

IPv6 Netflow, (185 ~X—7)

[l 'Pv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 = F)
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IPv6 NetFlow 0D FEER

Z O T, IPv6 @ Netflow BED show 2~ > RIZOWTHBH L E 4, kO a<2 KR, A1 v

F LD Netflow OFERBITHEHTX E T,

iPve NetFlow 02 [l

avU R

=)

show flow record

Jao— L a—RKOARAT—X AXFRLET,

show flow ssid <ssid name>

SSID A v H—T = A ADBEMEERLET,

show flow monitor {monitor name}
{cache|provisioning|statistics }

Tu— = EREFRRLET,

show flow exporter exporter-name

TH— T AR—HDATF—HX A%FErLE
KR

show flow monitor monitor -name

Ju— T2 X DHEDAT — X AR R LE
KR

show flow interface interface-id

TS xR LET,

show flow monitor monitor -name cache format
[csv | record | table}

To—F=H XXy aNDT—HEFRRL
i‘d‘o

show sampler sampler -name

Ta—Y T T —DBEOAT — X AERRL
S

IPv6 NetFlow DE=—42 1) >4

| 0L-30683-01

ZDOtEr7 T a s TiEL, IPve @ Netflow =2+ 2 RIZ
AA v F LD NetFlow =XV 7 TXET,

DWTHHLEY, Koawr FEEHLT,

avwo kR

E:g)

show running-config flow record

WEFEHF 70— La— ReFRLET,

show running-config flow exporter exporter-name

REWH T H— T AR—F R LET,

show running-config flow monitor monitor -name

Ju— B AREEMHERLET,

IPv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X1 v 7) i



ZDHDOBEE R

Z Dt DR EE

IPv6 NetFlow D&% |

ESPEBE=]

I=—aF7ILAA LI

IPv6 2~ R U757 LA

IPv6 Command Reference (Catalyst 3850 Switches)

Flexible NetFlow =2~ K U 77 L &

Cisco Flexible NetFlow Command Reference
(Catalyst 3850 Switches)

£

e

Flexible NetFlow

Cisco Flexible NetFlow Configuration Guide
(Catalyst 3850 Switches)

I5—Ave—UFa—4

BLL]

)y

OV —=ADVAT A TT— Avb—Tk
A LT 5720, =9 — Avk—V F
a—4 Y —LEHEALET,

https://www.cisco.com/cgi-bin/Support/Errordecoder/
index.cgi

MB®D' Y

KV Y —2ATHR— M54 TH MIB

BIRLEZT7T7y 7 x+—2A, CiscolOS VU U —
A, BLOYT 4 —F ¥ v MBI 25 MIB O
'y m— RiZiL, O URLIZH 5 Cisco MIB
Locator ZfffH L £7°,

http://www.cisco.com/go/mibs

[l 'Pv6 Configuration Guide, Cisco 10S XE Release 3SE (Catalyst 3850 X 1 = F)
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IPv6 NetFlow D% E

TIOZhILYR—F

1Pvé NetFlow D #aeEs I

5t

=111}

Link

VAaDYR— bk Web A FTIE, vAaD
AT 7 /Y —IClT L R T T a—
T A TR TN TH L9, w==
TNARY =NV EILDETLEERA T A
VY —=2%&#MEL TWET,
BHENORGOYEF 2 U7 ¢ HFERCEINE R A
AFT5H720IZ, Cisco Notification Service (Field
Notice 7> 7 7 = &) | Cisco Technical Services

Newsletter, Really Simple Syndication (RSS)
74— R EOZFE—ERITMATE ET,

VAaADYR— bk Web YA FDY— W7 s
T 294 BEL. Cisco.com D—H ID B LU/
AT — RBRMLIETT,

http://www.cisco.com/support

IPv6 NetFlow D #£HETRER

WROFIZ, ZOFV2—/L Tl L7cBiEZ U A F L, RO EFTHR~D Y 7 Z2oRm LET,

| 0L-30683-01

terE 1) —2 EENE

IPv6 NetFlow H4HE Cisco 10S XE 3.2SE T ORENE
ASfnEL
7o
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