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AN, wNTFXY AN, FRFI=FY AN VT T4y BT a7 INET,

GE) Ay MI-EORBETRL DI TRANDT, N5 7490 72T 407 4 2METS | BREOA
VBV A b — N OB EA A B AT A ) 5

BT T4 BATDOLEVEEZRET DL, storm-control f > Z—7 = A X a7 4 ¥ =
L—y gy avwr ReHLET,
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A H =T 2 A ALETT 4 B—T M0 E£4, LERN-T, #{ifl L1 100% T9,

AF—LFAFAEEIVLEMELARNILDERTE

R— MCA P—LfHZREL, EDNT 7 4 v ZATTHEHTLLEVEL L2 AT LET,
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BHDHOT, LEWVEOERTIH ETHLHEEMETT, BEEFNTF 74 v 7 Z2EHT L0y hoth A X
WZE-oT, ERICHEHAEND LEWEITRE SN LA LT, 8 % OZEBAET 5 AR &
nET,

() A h—AiliE, MBS X —T 2 ATHR—F SN TWET, F7=. EtherChannel TH A k— A
HEFRETEFET, A b—2Ailf#l % EtherChannel TRET %A, A F— AHli#HFR &L EtherChannel ¥
A LA —T 2 ABIELET,

A R =2l E LEVE L L EFRET D ICIE. HE EXEC T— FTROFIEEFEITLET,

avv Rk B
27971  configure terminal Jua—) ar7 4 X¥al—vary T— RFEBBLET,
A7972 interface interface-id BRETHA X —T A REREL, AV F =Tz A AT 4
Xal—iar ET—FE2BBLET,
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A7973  storm-control {broadcast | multicast |
unicast} level {/evel [level-low] | bps bps

[bps-low] | pps pps [pps-low]}

Tr—R¥r AR, vAFXLA R, FEEAZX AR A b
LEFAEZZRTELET, T 740 FTIE, A M—AHENTT 4 B—
TMCERESNTVET,

F—T— RKOEWKRIIKRDO LI TI,

o level IZI1X, 7R —FRX¥ A b, wALTFFxRAb, Fhidz=
¥ AN FT7T7 407 OERLEVELALEZHIRIED/ N—
BTV THELEYT UMUEFE2MET), RELEVWE
WRIETDE, R—b I b7 74 v 27 %70y 7 LET, 8
ECTE AHFIZ 0.00 ~ 100.00 T,

o (EE) level-low 1Zi&, TIRUL ZVWMHE L ~/LZ kg o3 —
BTV THRELET UMIEHE 2MET), ZOMEF LR
MHEME L D Ay, FRITFE LS RITIERY FHEA, b
FZI7A4 I NIDOLvE FESTHUE, A— NI RF
T4y 7 EEEELET, FRIH LAV ERE LR WIGA
IR L OEICER E S NVE T, BETE AHFHIE 0.00
~ 100.00 T,

L& VWMEICHRKE (100%) #EBELE%EG. b7 4970
HIBRIZ 72 < 0 9, LEVEIZ 0.0 ZRETDHE, £D
R—=hrEDTRTOTa—KRFr A, vLFF¥ AL, F
o= Y AN NTF 74w BT Ry INET,

e bpshpsZiE, 7o —RX¥x AL, v LFF¥r R, Fhid=
=FXY AL T T4y I DOLERLEWVELNLVEE Y N
THEELET UMILEE I MET), ERLEVEIZEET S
L AR—=MNINT T4 v BTy LET, RETE 54
PHIZ 0.0 ~ 10000000000.0 T3,

o (fEE) bps-low \ZiE., FRLEVMEL~LEZE Y b/ TH
ELET UMEE IMET), ZOMITERLEIWEL~L
UTOETHLINERDYET, NT T4 v I NRZDL)L
ZFREloTWIIE, R—MIFNTF 70 v 7 EiRELET, 15
ECTE A 0.0 ~ 10000000000.0 T,

o ppspps IZiF, TH—FF¥Y A b wATFHY AL FliFa
=FY AN FTT 4y DERLEVELASVEST Y
BeELET UMUSE 1LET), ERLEWEICEES
L. R=PMIIT T4y BTy LET, FHETED
&I 0.0 ~ 10000000000.0 T9,

o (EE) pps-low 121X, FERLEWEL~)LE/7» N FT
BELET UMLEEINMNET), ZOMITERLEWHELA
NUTOETHLZMLERHVET, G740y 7B
NETEIS>TWIIE, R—RMNIMT 740 v 7 ZERELET,
FRETX DHPHIX 0.0 ~ 10000000000.0 T3,

BPS £ LU PPS OFEICIT, LEVEOEKMEZ KELEETED
L2112, 74 v 7 RCWERE (k. m, gy) ZfEHATEE
‘d—o
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avw Uk B#
storm-control action {shutdown | trap} AN —ABRBRHENTGEICETTLET 7 a v EHELET,
T7ﬁWFTiF774/7¢74»?)/7%¥ﬁb\F?y
TIEEE LRVERETT,
e R h—AH  &K— k% errdisable DIREEIZT B ITI1E
shutdown ¥ — 7 — RZ BN L FE T,
o« Ab—2apRiSngE, SNMP (% x> b7 — 2 FH
Tu han) FIyTEAERT HITIE, trap F—U— NEiE
RUET,
end ¥ikE EXEC E— RIZER D £7,
show storm-control [interface-id] [broadcast| {8 E L7 T 7 4 v 7 XA FIZHONWT, £ F—T = ATHE
multicast | unicast] L7z A F—=AfiEms v~V R LES, N T 70w 24T
EAD Lo BAE, 7e—RE¥y 2 b 2 h—AfIHOHEE
MERSNET,
copy running-config startup-config EE) a7 4FXalb—vay 77 A NVICEREERITELET,

A M=l a2 T 4 & —7 2T 51X, no storm-control {broadcast | multicast | unicast} level
VH =Tz A arT 4 Fal—vary avry NEERLET,

WIZ, A= b ET, LRI~ &2 87%, FIRINHI L~z 65% ICREL, =2=F ¥ A b A h—A
ﬂﬁ%%? T T D ke R LET,
Switch# configure terminal

Switch (config)# interface gigabitethernetl/0/1
Switch(config-if)# storm-control unicast level 87 65

KIZ, R—=FET, 78—=FF¥ 2 7 FLADX h—A4Hl#1Z 20% O L~ TA F—T T fém
ERLET, 7a—FXx AL b7 740978, bTFT7 4y 7 A =LA Z—SLNIZAR— |
THATEZRFIHEDO S H, REINTZ20% DLV EBITEEE, VG747 A F— JA%’JﬁM’
VE=INAPEDDLET, AL v FIETRTOTrR— KXY AN NI 74w 7%k Fuy 7 LET,
Switch# configure terminal

Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# storm-control broadcast level 20

AE—)L FL—LEEL— FDERTE

67 N1 MR DOFF VLAN ¥ 7 & 3y M, HhEHh 7 —ALRA72S3hET, ZoO7y bMEA
A FIEVEBEINETN, AL vF A b—LHED T ¥ EEMIEEE A, Cisco I0S
Release 12.2(44)SE LI TlE, /NEWTZ L—AREESNIZL—F (LEWHE) TR LEZEAR
A= BT 4 8—TNMZRDIEICHETEET,

AL v F EO/NENT L—ADOFREMKEE 70— LA F—=T ML T, KAV H—T = A ZADIN
Ty O ENTL—AD LEWVEEZRELET, /T4 XL /s, BESNZL—F (L&
VWMl TEETDII N7y NI, A= MR T =T EnNE®RITI ey 7EnET,

errdisable recovery cause small-frame 72— L 207 4 Xa L—valy avr REANT R L,
E SNTRERBZICAR — FBRHFOA X2 —7 272D £7  (errdisable recovery 7 v — 3L 227 ¢
%;V~Va/:v/k%ﬁﬁbf\)ﬁNUﬁ%%%ﬁLi¢%
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N 2%t rozE

EAVHE—T oA ADLEVEL L EFRET DX, B EXEC T— FCTROFIEEFEITLET,

avwvk B

A7971  configure terminal sa—nN)arz 4 Xal—vay w— FElBLET,

A7972 errdisable detect cause small-frame AL v F OISV T L —LADERF L — MEREE A X —TLIZL
7

A7973  errdisable recovery interval interval (FE) HBE ST errdisable A7 — b b EIET LR 2 F87E L
£7,

A7974 errdisable recovery cause small-frame (EE) NEWVWT L —LDEEIT X D R— R errdisable 1272 - 7=
%, FOFR— MEBBICEHA X—TWIZT 5B U N Y REfE & 5%
ELET,

27975 interface interface-id Ao B —T oA A AT 4FXal—gy T— FEEBL, BE
THA L E—T A AERRELET,

A7976 small violation-rate pps AV R —T oA ANEEry F 2 Ry 7 LTHE— M
errdisable IZF 2 XS ICLEVWEL— FE2FREL 7, #PHIL. 1
~ 10,000 Packets Per Second (pps; /X7 > b /) T,

A7977  end ¥4 EXEC £— RIZEY £,

A7978 show interfaces interface-id EARLET,

A7979  copy running-config startup-config (EE) av 74 X2l —ray 77 A MIBRTEEERTFLET,

WIZ, NEWT L —LDEELV— MEREEZ A 2—T7NMIZL, "= DU NNV EEHZHRTEL, A— %
errdisable 1272 LEWMEEZHRET 26 2R LET,

Switch# configure terminal

Switch# errdisable detect cause small-frame

Switch# errdisable recovery cause small-frame
Switch (config)# interface gigabitethernetl/0/1
Switch(config-if)# small-frame violation rate 10000
Switch (config-if)# end

RE&R— FDERTE

TV = alioTiE, HBERANRN—DERLIENT 7 4 v I BRIORA N—IZhHBERNE D
W, Fl—=AA v F EOFR— I ETLAY2 T 7 4 v 7 PEEEINBRVEIICRETHILERH Y F
T TOXIRBRETIE, RER—TF2HHTIE, A v TF LOR— I NTa2=F%Fv A, 7E—F
XY AP, FEETATFIXYADN VT T4 v ORBPIEIEITRL R T,

PRFER— M, ROBERH Y T,

o RHER— NI, FRICHEHEFR— NIRRTV DHMMOR— MIFF LT, 2=F ¥ A, LT FHFr X
b, 37 —K¥¥ AN N T 740 v 7R LERAL, T—F N T 70027130472 DR
HER— METEEINETEA, PIM X7y 78X CPU CTABEINTY 7 by =7 CTHREIND
T, ZOXIREE ST 7 4 v IR BEmRESINET, Ki#ER— MEEZBRIBT LT TOT—X
NTZ 740713, VAV 3T NA R LTHEHREINRTUIRD A,

o PRAEAR— b LIHELRER — MHOEXEIEIL, @ EB D ICERET,

AL v F ALy TIIGmBEHICIE ] DAL v FEZRLTWBED, LAY2 N T T4 v 71F, AZ Y
THNDE—AAL v FINERIRD AL o F DT BT, AL vF AHX v 7 ORFHER— FETIdins S
nNEHA,
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o REFR—LIOT 74V FEE] (P31-7)
o [MEH#ER—PREWOIEEEME) (P31-7)
o [E#ER—FroO®REl (P31-7)

REER— DT I4 I FERRE

R AH—

T 7N T, RER—-MIERSNEEA,

RERDIEFR

RER— M, WA X% —7 = 1 A (GigabitEthernet K — k 1 72 &) F7=i% EtherChannel 7 /L — 7
(port-channel 5 72 &) ITRETE T, R—bF F¥ XNV THRER— b2 A X =T M LTZHEIE. £
DAR=F F¥ XNV FNA—=THOFTXTOR— FTA X =T MY T,

77 A4 _X—h VLAN R— "2 R#FR— P LTRELRNTLIZE, RER— I 2T T4 =}
VLAN R—FE LTHERELZWVWTLEEIV, 774 X— K VLAN O A— ML, O HR— FR°
A32=7 4 A—hMI T T4 v I BEELEYA, T4~k VLAN OFEHIIZOWTIE, % 19
w774 _—FK VLAN ORE] 22 LT 7EE0,

RER— FDERE

ATyF1
A797 2

27973
A7974
27975
AT976

A— F2fR#ER— R LTERT AL, B EXEC E— R CROFIRZEITLET,

avvFk E[:y

configure terminal ra—n) ar7 4 X¥alb—ary Ew— REEHBLET,

interface interface-id RET DAV E—T A RAEZH/EL. AV F—T AR 2y
T4 X2l —T gy B— FEBBLET,

switchport protected A H =T oA RN — MIREL £,

end Fi#E EXEC £— RIZREY £7,

show interfaces interface-id switchport BRTELXMRLET,

copy running-config startup-config UEE) 274 F¥alb—valy Iy ANVICHREEHRTFLE
R

LR — N ET 0 B—7 T HIZIL, no switchport protected f > ¥ —7 A A 227 4 ¥ =2 L —
vayv avwr REHFEHALET,

WIZ, RER—FELTHR—-FERET DHZRLET,

Switch# configure terminal

Switch (config)# interface gigabitethernetl/0/1
Switch (config-if)# switchport protected

Switch (config-if)# end
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B +—r JovxoJomsE

R—k TOyFUTDORE

T 74N M T, AL v FIIRMDIEHE MAC 7 RLADBEESINTZ Ny FETRTOR— b7
ToT 4T LET, RENOZ=F v A BIOATF XY A~ bTT 4 v 7 PREHER— Mm% S
nadE, X274 B BEIZRAAEELRHY T, RAOZ=% ¥ XA MBIV LT H ¥ X |
N7 4y I BRHDLE—FDBRIOR— MIEREINRNLEHIZT HDIC, (RH#EE 2 ITIERE)
R—r&27Tmy 7L, RAOZ=F Y XA MELIZIAFIFY AN Xy RO R— M7 T v T+«
VITENRWE I LET,

GE) ~AFFvADN T T4 97T, R—h 7o v ZHEEITHBER LAY 2 Xy FNETE Ty
I LET, ~yF—IZ1Pv4 L7213 IPv6 OERE G~ LT Xy A N Xy N7 ey 7 SnEdA,

e [R—hTuvxr 70774 &E] (P.31-8)
o (MU A—T A ATDTT VT 4T " T T4 7DT7ayx 7] (P31-8)

_R— bk Ay TDF I+ FERTE

FTI7H/NNTE, =P ORADALFFXY A NBIO2Z=FY AN VT T4 I DT T T 4
IRTay s ENT, TRTOR—RMNIZDEIRAry "IR 7T F 4 7 ENET,

AVB—DTITARTDISYTAVT FST74voDTAavx2Y
N

GE) A EF—TxARTIWHEA L H—T = A AF7-1% EtherChannel 7 /L — 7O Wb A[EETY, A— b
FXRNVDOVNLVFXFXY A NERIFTI=F Y AN N T T4y 2% T uyr35E, A—h FrrL s
=T DFTRTOR—FTTay 7 INET,

=X XA MBLIOLA Y2 VAT HIXY AR Y NDOT T T 4 v T oA B —T =2 ATT 4
=TT BITIE, ¥ibE EXEC E— F RO FIEZFEZIT L ET,

avwv kR B#
27971  configure terminal Fra—sL ar 7 4 ¥al—ay B— REEBLES,
A7972 interface interface-id BETEA L H—T A AEFEEL, A2 X —T xR 3
T 4Xal—Tary BT— NEEBLEST,
27973  switchport block multicast R=EDOLORMOTNLTF Xy A NOEEET 2y 7 LET,

GE) MR AY2<NATFIXFY AN NT T4 0P ETNRT
oy 7 ENET, ~v X —IZ IPv4d £7213 IPv6 OIFH%
Gl F XY AN Ry MITvary s EREE A

Z7y74  switchport block unicast He r b DORMODI=% v A NOEEEL T v 7 LET,
A7975 end H:HE EXEC E— RIZREY £,

A7976 show interfaces interface-id switchport BHEEERLET,

A7977 copy running-config startup-config (EE) av74Xalb—yay 77 A NVICREERIELET,
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f—F XU 0Eze B

R—FETrI 74y T ry 7 S0TIT, BHEOLENTONDLT 74/ FOREIZA Z2—T =
A A% R7IZIE, no switchport block {multicast | unicast} f > % —7 =/ X a7 4 Fal—T 3
vavwr FEERLET,

WL, F— P EO2 =% %y A MBI RLA Y2V TFXXYRAN T T T 4T 70y 73 50%R

L/ij‘o

Switch# configure terminal

Switch (config)# interface gigabitethernetl/0/1
Switch (config-if)# switchport block multicast
Switch (config-if)# switchport block unicast
Switch (config-if)# end

R— b 2XaUT1DEE

R—=Fr X2 VT o HEELHEHTDE, R— b ~OT 7B AZHATIHAT—a D MACT Kb
ZEHIRBELIOHEN LT, A2 F—T 2 A~DANERIRTEET, EXF=27 F—hkxFaT
MAC 7 RLAZED Y TH L, R—=MIERLINEZT FLA A —TLHNOEEFTLT LA EFH O/
Iy hEERELETA, X227 MACT RL2%%E 1 DIZHIRL, H—Dt%=27 MAC 7 KL A%
B Y THE, FOR— MR EINTZT—27 2T —3 9 12, B— FOFEIESENMEEESHE T,

X7 R— L LTR—FEREL, ¥ 27 MAC 7 FLARRREITGELEZSEA, A— M7
I AERBDAT—a D MAC T RLARHERIENZEF2T7 MAC 7 RL2AOWTLE S 3K
LARWDT, X2 T BN AELET, £/, 2EF2a7 R—hETEF27 MAC 7 FL
ANREETLIIFEINTWDAT = a R, JloeFaT F—MIT77EALE>ELIEEEC
b BROT T TN THNET,

o [AR—FEX=2U7 0 OBE (P.31-9)

e [R—=FEX2VT DT 74V i&E| (P.31-12)

o [R—h Xzl T 4 OREFOEEFE, (P31-12)

o [F—=hEX2VT DA 3—TMbBLUE] (P.31-13)

o [R—=btEX2VT 4 ==V TOA4FX—T LB LOE] (P.31-18)
o [FR—bEX2VUT4ERXAvF A v 7] (P31-20)

o [R—hEF2VUT4EBLOTF4 3~k VLAN] (P.31-20)

R—k X2 T4 DBE

e ¥ =27 MAC 7 KLz (P.31-9)
o T&%=2U7 &M (P31-10)

tF+217 MAC 7 FLR

A= FTHAENDEX 2T 7T R ADHRRELZRET 2I121E. switchport port-security maximum
value f V2 —7T =2 A A 2T 4 Fal—vgryav s NeHALET,

~

GF) EREZA =Tz A LTI TERESNTNDEF2T 7 P ALV /NS UVMEICREL &
2&THL, avr FRESEINET,
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R—F %2 V)71 OBE

AL v FiF, WOEF2T7 MACT LR ZA TR —FLET,

e RAZT (v 7 X277 MAC 7 R L X : switchport port-security mac-address mac-address 1 >
=Tz R aAryT74F¥alb—vary avy FEEALTFHHTRESNL, T RLRA TF—T7(C
REENTZDOE, 2 v FOETFar 7 ¥ab—aicBmEnsd,

e HAFIvI BX2T MACT RL A BIICRESNTT RL A T—T IO RFES N, A
A4 v FOFEERIZHIFRSNET,

o X7/ wFEXaT MACT RLA BINIZEETHZ LY, PFEICRET D L TEET, 7
RL A F—FRIEES N, FfTar 74X 21— VCEBMNMENET, 2OF7 RLARa
T4 FX¥a2lb—Yary T ANMIBHEINTOD L, AL vy T OFEBIRIZIA F—T = A AT 2
NOEEBNICHERET A2LERDHY HA,

A7y yF T ZRAFX—TNCTDHE AT Iy MACT RLAZZAT 4 vF £F a7
MAC 7 RLAICEH L TEITI L 74 X2 b= a VIZBMNMTAEICA v X —T 2 AEHFRETE
FT, AT 4 vF T—=U T EAR—TMITT HITIX, switchport port-security mac-address sticky
A E—=T AR A7 4 Xalb—varavrs e ANLET, Z0avry ReEANTLE, 4~
H—=T 2 RIAT 4 vF T—= U T HRA X =T NVIZRDANZFE LTZbDEED, TXTOXAF
2w ¥F¥a2aT MACT RLAEAT 4 vF EXFaT7 MAC 7 L RIZEHBLET, §XTHR
TAYX EXF2T MACT RLREIFETary 74X b—raiaBmshnEd,

AF4vF EXR2T MAC T FL R, av74Falb—ary 7740 (R v FREEHEND
CNHEHAENAAZ— T o7 a7 4 Falb—ay) I, BERIIIBEESNEEA, A
F4yvF EFa2T MACT RL 2% ar 7 4 X¥al—3ay 7y A NVRET D L. AL v FOTFHR
BFFICA VX —T 2 AF NG ZHREETILERDLDVERA, AT 4 vF X227 T RLAE
BRIFLRWEE, 7T RV R ikbhET,

AT A4 OX T—=2 TR T 4 2—TNDOBE, AT 4vF %27 MACT RLVAFEAASFIv s &
a7 TRLVRIZEBLIN, T2 74 Fal—arhollRahEd,

ALy FEINFAL v TF AZ v JICRETEDEF 27 MAC 7 RURADRKEIL, v AT A THA
ENTVWDE MAC T RLADERKEIZL > TRED 5, ZOETFIET 7 7 « 7 7% Switch Database

Management (SDM) 7 7L — MI Lo TROOLNET, 5 8% [SDM 7 7L — FORE] &5
LT ZEW, Z0EIE, AR MAC 7 FLA (Z0OMO LAY 2 BRERA v 2 —T7 = A R|Z
BEINTZOMDEFXF 27 MAC 7 RLATHER IS MAC 7 KL A%2ETr) OREERLET,

tXal)T4ER

WONTINORIRFEAET B L, BX =2V T 0 ERKITRY 9,

o R DEXF2T MACT RLABRT RL A T—7MZBIMENTWARIET, 7 RL X F—7
VICRBEEED MAC 7 RLAZEDAT —Ya UNA L Z—T A AT 7B ALLD & L2

AN
E o

e HDEXaT A X T2 A ATEEEILEIRESNTET FLAR, [Al— VLAN HOBIDOE ¥ =
T AH =T A ATHEAINZHGA,

Catalyst 3750-X £& U 3560-X R4 wF Y bz 7 avI24F¥al—>av HqAF
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f—F XU 0Eze B

RS 3EE L I B OXITIES T, K0 3 BEOMEE — FOWTRMNA v 5 =7 = A A& RE
TEET,

protect (fRi#) : E¥ =27 MAC 7 RLADEMNRA— N THAISNTWAHIRKBEICET L L. K
Kz FED £ THYREOEF 27 MAC 7 RLAZEIBRT 52, #FA7 RLAFERESLS 20
MED, REHDEETT RLAZRSOR Yy MIlkey7&3nEzd, X2V 70 BXNEZ T
H, —WIx@EmEShEEA,

S

GE)

N7 v/ R— NZ protect IEXE— REZRET DT LITHREL EH A, Ri#ET— FTIL
A= FPRREICEL TV TYH VLAN BNMRE#EET— FORKREICET DI E, TF—=7
DT 4= N0 £7,

restrict (HflfR) : X% =27 MAC 7 FL ZADEMN R — FTHASHTWHRKBEICETL L. K
Kz FEZETHSREDOEF 2T MAC 7 RLAZHIRT 570, A7 RLAEZHEPLS N
MEY | REOEETT FLAZHEH Sy MIFayPanEd, ZOF—RFTiE, %=V
TAERDRAELEZ N BAMESNET, SNMP b7 v 720 (E S £ 3, Syslog A v E—UN
nX I EN, BRI AL ET,

shutdown (V¥ v FE T Y) i R—bh X2 VT 4 ERKIZED, £ 0 F—T oA AR
error-disabled (2720 | 7272 b2y vy MUY INET, £ObE, F— O LED B{ELA LE
9, ¥ 27 A— D errdisable 27— F DA 1X, errdisable recovery cause psecure-violation
sua—sL arZ 4 Xal—vary avy REANLTIORAT— N &fERT 572, shutdown
B L O no shutdown 1 " F—T A A a7 4 FXal—vayavy RE AN LTREHTHUA
R—=TNMCTEET, UL, T 74V FDOE—RTT,

shutdown vlan (VLAN ¥ v h# ) : VLAN B CE X2 VT 4 EXT— RERETDHED
WHHLET, ZOF— FCTENDRET D L, A— M2 TIE/ <. VLAN 2 errdisable (272 9
F7,

# 31-112, R—=F X2V T 42X —T = AIHRELIZHAOENE— FB X USRI SNT

A~LFET,

= 3141 Xal) T4 ERE— FOLE

k352492 ® SNMP F3v Syslog *y |I5— Fvt— BRAVVED R—tDOPvry
BRE—F dnt! TnEE = DEE TNk R? ¥n X Ly B2
protect No No No No No No
restrict No Yes Yes No Yes No
shutdown No No No No Yes Yes
shutdown vlan |No No Yes No Yes No?

. +07%#H0t¥xa7 MAC 7 RLRAZHIBRT 2 FE CRAOERFILT FLAZROR Sy MBA ey 7ENET,

2. BEX=2UTAEREGEEITT FLRAEZFEHTRELZHA.

3. ENREALEZ VLAN OBy vy hE U LET,

AL v FNTT— Ayt —VEBLET,

| oL-29503-01-J
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W f—reF1iUFr0BE

R—b X2 UTsDTIT4IFEERE

& 31-2 R—bF X2V TADTIHI FRE
Hgk FI24IFERE
R—=Fr X2V T ¢ A=+t ETTsE—T1

AT 4 vF¥F T RLR F—=vF [T o8—T

B—rH7m0OEXF=27 MAC |1
7 KL 2D KR

EXE— R Ux vy MUY, BEXaT MAC 7 RUARRKHEE ERIS &

N—FBv vy N LET,

R—h X2V T4 == T | ToE—TN 22— 7 XA LF0

ART 4w 2= TR T =T
X A 713 absolute

A—bk X271 DRERFOIEEHR

A—=F X2V T4 EZRETEEDE, AT 47 TI7AR—PELIFINT 7 FA— MR
bNET, EFX a7 A= a4 AT 07 TI78AR=-MITHZLIITEEEA,

% 27 ~— % Switched Port Analyzer (SPAN; A A v F K K—k TF+F4H) DR — b
T2 LIXTEEEA,
~

GE) EFFVLANEZTZ7EA R—FTOLYPR—-—FINTEY, REWAETH->TH T 7
A= FTEHIR—FENTVEEA,

X =27 RA—FMI, 7T A= VLAN RA— MITEEHA,

EH VLAN BRESNTA v E—T oA A ETR—F ¥X2 VT 4 24 F—T VT HHEEIT.
R—=FDOEREX27 7 FUAFRE 2 ITRELET, A — F% Cisco IP Phone (Z#Hifi 3 235
A%, IP Phone i MAC 7 KL A 1 D% C9, Cisco IP Phone @7 KL A% 7 VLAN LT
FHINETN, 77 EAVLAN ETIFEEEINERTA, 1 5D PC % Cisco IP Phone ([Z##§i 9
5346, MAC 7 RLADBEBMINED Y A, 25D PC % Cisco IP Phone (Z8Hi T 2854
% PC &£ IPPhone IZ 1 DT oHTE 3L 912, +00K0EX%aT 7 RLAZRET HILEN
HYFEI,

FZv 7 R—=btBKR—F X2V T4 TRESN,. T—F VT 74270727 EAVLAN BLDO
BRI 74070727 EAVLAN ICEID ¥ THNTWEEA L, switchport voice 38 X O
switchport priority extend f > % —7 =2 f X a7 (Fal—v g avr REANLTHHE
L0 EHA,

BREENF L MAC T RLAZMEHLTCT 7 EAVLANDIP 7 FLUA, E5F VLANDOIP 7 R
LZDNEICERT DL, 727X VLAN 2R IP 7 FLRICED Y THNET,

A —=T A ADHEREF 2T T RVAEEZANLIZLEI, HILWEREZAETOMELY K

TN ENFEFTHESNTWIERHT LWMEIZL > TEEXEINET, HLWENFIEIOME LY
IWELL AV EF—T 2 AATRESNTVNDEFXF 2T 7T FLAEBRHLWVEL Y REWGHE, =

v~ FFES ST T,

ZA Y FIFAT 4 v X BTXF2T MACT FLAZADOR—F X2 VT 4 =2— D0 T 2R —FLT
WEH A,
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f—F XU 0Eze B

31312, OR— FR—ZMEEL BHMOHHFR—F X2V F 41OV TE LD FE T,

& 31-3 R—bF XU T 1 EHBOR— FR—RBEE L DE M

R—~ 24 TEFR— FOHEE

R—F EFa YT+ LDOEHY

DTP ! K— h? No
N7y Z R—Fh Yes
HALFI 7 TrEAR—R3 No
N—7 v K HF—F No
Switched Port Analyzer (SPAN; A1 v F R &R— | 7F 7 |Yes
A W) EEFILAR— b
SPAN %i%cAR— b No
EtherChannel Yes
U7 K—F Yes
PRFEAR— K Yes
IEEE 802.1x "— k Yes
H7 VLAN K— h* Yes
774 ~X— K VLAN K— k No
IP V—A H—F Yes
%4+ v Address Resolution Protocol (ARP; 7 KL |Yes
ZRRT T R AN) A ART A
Flex Link Yes

1. DTP = Dynamic Trunking Protocol

2. switchport mode dynamic 1 > % —7 = X a7 4 F¥al—vay avy FTREINZFR— b,
3. switchport access vlan dynamic 1 > % —7 = A X a7 4 F¥a b—L g avy FTRE I N72 VLAN Query

Protocol (VOP) A~— b,

4. F—MIERRAGEREX 2727 FLAZRELET (727 &R VLAN TRRZREX 2727 FLADRERE

22 MR8,

R—bk X2 UT1DAMR—TNLELVERE

A= "7 7 BREHFATHAT—a D MAC 7 FLAZHIRB LU THZ LItk T, 4
V=T 2 ASDANEHIRT HI2iE, ¥ EXEC £— FTRO FIAZ EITL £,

avy kR

E[:3)

A7971  configure terminal

Jya—r~) ar 74 Xal—ay B— REHEEBELET,

A7972 interface interface-id

varE—FafmLET,

RET DA =T =2 A RAEHREL, AV F—T =X arT 4 Falb—

A7973  switchport mode {access | trunk}

R—hLLTHRETEEEA,

A B =T 2 A RA AL vFR—F F— K% access 721 trunk IZRE L F
4, 774/ k F—FK (dynamic auto) DA ¥ —7 oA AL, EFaT

A7974  switchport voice vlan vian-id

AR— b ETES VLAN 24 2 —7 M2 LET,
vian-id : S5 N7 7 4 v 7 ICMEHT 5 VLAN 2HELE T,

A7975 switchport port-security

AVE—T A ALTR=—F X2 VT 424 RX—TMIZLET,

| oL-29503-01-J
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avwyFk

]3]

A7976 switchport port-security
[maximum value [vlan {vian-list |
{access | voice}}]]

(EE) AV F—T A AKTEHEF=27 MAC 7 FL 2D R KRE &% E
LET, AAvTFEEAA vTF RAFZ v TIZRETE DX =27 MAC T ]\
VADRKEIE, VAT LA THRENTWD MAC 7 R U XD KRHIZ
T&i@i%ﬁ ZOME. 77T 477 SDM 77 L— hiZ iofﬂ%i@
9, FH 8FE [RA v FSDM T 7L —hDORE] ZBHRLTLEEN,
Z DOfE i ERAATEEZ: MAC 7 RL A (2D LA Y 2 BERESRSA v X —
T oA RATHREENTZEFOMOEX 27 MAC 7 RL A THEH S A MAC
T RV AEGED) OREERLET,

(fEE) vlan : VLAN BALORKRELHE L £,
vlan ¥ — 7 — RZ ANHE, ROWTNHOF T > a 2 AT LET,

o vign-list: 877 R— LT, A47VTE@otﬁlmvuw1i
tiﬁ/va@ot~$DWAN BIF 5, VLAN BN O KIE%E
BETEET, VLAN Z4EE L2 WEHEE, VLAN T & O KENFEH
éni%

e access: 77 EAR—KET, 77X VLAN & LT VLAN Z$EEL
9,

e voice: 727X R—KMLET, HF VLAN & LT VLAN Zf8E L £,

GE)  voice ¥F—TU— Fix, HF VLAN "R — MR ESNTWT, &5
%@T~M:7&Jz7\VLANTiM\ BOHRFEHTT, £ F—
714’% 2% VLAN BN EINTWEHA, EF%=27 MAC T R
VADRKEE 2ICRELET,

[l Catalyst 3750-X 8& U 3560-X R4 vF YI+bHxz7 AavT74F¥al—>av HAF
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f—F XU 0Eze B

avwy R B
A7977 switchport port-security violation | (L) ENXKE—F. 2V XU F (BEEAIRESNLE L 205 %.
{protect | restrict | shutdown | WDONTINDIZERELET,

shutdown vian) o protect (fRi) : K— |k &% =7 MAC 7 F L AOHAHK— h CFFA &

NTCODHRKIBEICET DL, KREEZ FEILZ2ECHyREOEF 2T
MAC 7 R L ZZHIBT 52, £RI3HN T FLABEZESLSRWRD
RKHMOEEILT FLAZRFESry NIty 7ahEzd, B2V
TAEBRZ > TH, =—FIZ@EmMSNETE A,

GE) F7v 7 F—HhICprotect T— FEBRETHZ LITHER L EHA,
RFHEE— FTIE, A= PR REITEL TV < Th VLAN 23
FT— FORRBICETDIE, T—=U BT 4= TR Y £,

e restrict: EX 27 MAC 7 RL ZADOENHR— N THA SN TWVWARK
REEICET DL, +aRkiotx=27 MAC T RLUAZHIBRT 5H, £
TEFFRI T R AAEEO IRV RY . RANOEFILT R LR &R
Fy MIrkay7ENET, SNMP +7 v 7RkfE & £9, Syslog
AvE—URaXr I, ERATCZREINLET,

e shutdown (¥ v NF DY) BERBBETDLE, A X —T A AN
error-disabled {272V . AR— + @ LED WA LEJ, SNMP b7 v 7'n
EEESNET, Syslog A vE—YRNuaX s Eh, EXA T ZBEM
LET,

e shutdown vlan : VLAN iy CEX =2 UV F 4 BRKE— FEHRETH-D
WA LET, Z0F— NTERNEET S E, R— baETERL,
VLAN 7% errdisable (272 V) £,

GE) E®F=7 H— b2 errdisable A7 — FMZ72-> 7284 1%. errdisable
recovery cause psecure-violation 7 u— 3L 27 ¥ 2 L— g
v avw  REAALT, TORAT— R LET, FETHOA
F—7 M 5121, shutdown 35 & % no shutdown A > % —7 =
AR AT 4 Fal—ary avwry REANT 57, clear
errdisable interface vlan f###£ EXEC =~ FZ AN L ET,

Catalyst 3750-X & U 3560-X R4 wF YI b7 avI4Fal—>av HiAF
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AT978

ATy79

AF9710

AFy7 1
AF97 12
ATy 13

[l Catalyst 3750-X 8& U 3560-X R4 vF YI+bHxz7 AavT74F¥al—>av HAF

avwv Rk

]3]

switchport port-security
[mac-address mac-address [vlan
{vlan-id | {access | voice}}]

HEEB) AV F—Tx2AADEXFaT7 MACT RLAZANLET, 20z

<~ REFEHATDHE, RREDOEX=2T7 MAC 7 RLAZANTEET, 3%

ELt*¥=2T MACT RLABRKREL D DRWGE, 0O MAC 7 K

LA ENIC S S E T,

GE) ZoOavrROANRIZAT 4 vF T—=V T E2AX—TNIT 5D
L. BMICREE SRR 2T T RLARAT A v F BFaT
MAC 7 RLAZEBREINTEITar 74X ab— g VZBMENR
S

(fEE) vlan : VLAN HALO iR K2 #%0E L £,
vlan ¥ —U— FZAN#%, WOWTNrOF T a2 A LET,

e vian-id: F7 7 R—PFT, VLANID BXUMAC 7 RLAZ$EE T
ZF7, VLANID 25 L2WGA,. #4147 7 VLAN BfEH I E
‘é—o

e access: 7/ EAR—F T, 77/EAVLAN & LT VLAN Zf5&E L
i‘j_o

e voice: 77 AR—1FET, HF VLAN £ LT VLAN Z2HRELET,

GX)  voice ¥—V— FiX, ¥F VLAN X’ F— MIHRESNTWT, &5
WICFDR— BT 7 A VLAN TRWEADOBEFHN T, A X —
7 xA AZEF VLAN RREESNTWAHAE. EX¥ =27 MAC T K
VADERREE 2ICRELET,

switchport port-security
mac-address sticky

ER) AV E—Tx2AATART A X T—=V T A F—TNMIZLET,

switchport port-security
mac-address sticky [mac-address |
vlan {vian-id | {access | voice}}]

(EB) A7 4 vFx %27 MAC7 FLRAZA L, LERFRIZT 2~

VRERDIRLET, ZRELZEX=2T MAC 7 RL 2RO N RKRE LD D

RWNEE DO MAC 7 RLRAETBHIICFEE SN TAT 4 v F EFX 27

MAC 7 RLRIZEH I, EfTar 7 4F¥ab—r g lBnanEd,

GE) Zoa~vrROABFNIAT 4 vF T—=2 T %A F—T ML
Wk, 27— Ay bE—UNRRRINTAT 4 vF X227 MACT
RUVAZANTEERA,

(fEE) vlan : VLAN BfLORKRELHE L £,
vlan ¥— U — F&Z A1k, ROWTNULOF T a2 AT LET,

e vian-id: N7 7 R—FT, VLANID BLXUOMAC 7 RLAZHET
%9, VLANID Z48E L2 Wha. XA 7 47 VLAN BMEf S
¥

e access: 77 EAR—KMET, 77 AVLAN & LT VLAN ¥ EEL
i‘j_o

e voice: 77t RAR—FET, 7 VLAN &£ LTVLAN #HELET,

GE)  voice ¥F—TU— Fix, HF VLAN WA — MR ESNTWT, &5
WIZZEDR—INT 7 A VLAN TRWFEAEDOHRERTY,

end

¥k EXEC £— RIZREY £4,

show port-security

RIEEMERR L ET,

copy running-config
startup-config

(ER) av 74 Falb—vary 7y A VICREERTFLET,
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FERID ST 1 v O HEDEE

f—F XU 0Eze B

X 2T A= N TERNT 740 hOREEIZA ¥ —7 = A% KTIZI1E, no switchport
port-security { > X —7 A A AT 4 Fal—varyavr REEHLET, A7 0% F—=>
TNA F—TIVDIRIET @ZV/F%Aﬁﬁék AT 4 vF XaT T RUVAREfTa LT o
Xal—TarOo—icEYEIn, 7RLA T—TAMLEHIRESRES, 2Z2TTFRTOT FL
AT FE SLET

AVE =Tz AADEF 2T MAC 7 RV A %ET 7 4L MZETIZIL. no switchport port-security
maximum value f VX —7 A A a7 4 Fal—var avry ReFALET, EXE—FNE2T
7 4L MIREE (shutdown E— ) (2K T2/, no switchport port-security violation {protocol |
restrict} 1 ¥ —T7 A A a7 4 F¥al—varyav s REERALET,

AB=T A ATAT 4 vF T—=0 T %T 4 B—7 0T 5ITIE. no switchport port-security
mac-address sticky { > #—7 =2 X a7 4 FXal—var avry REEALEY, (4T =
AANRAT 4 vF ‘lzﬂ?:? MAC 7 RLVAREFAFTIv s BXaT T RUVRACERLET, 72720
AT 4% MAC 7 RLRIZ X D% EZIRIE L7255 . no switchport port-security mac-address
sticky ==~ > KO AJ1t% _.:xﬁ::%%) I ERIFLRNE, AL v T OFEBMFICAT 4 vF T FLX
PETSNET,

MAC7 FLVA T—=TNANHAL v FEBFA L F—T =24 A LDOEF 2T 7 R ATXTEITE
E BRE, A4 TIvr7, AT 4vF) ObEFXa7 7 FLATRXTEHIBRT 5I21E, clear
port-security {all | configured | dynamic | sticky} %7t EXEC =2~ RZEH L 7,

T RUVR T =T EOEX 27 MAC 7 RLRA%HIFRT 212X, no switchport port-security
mac-address mac-address A ' Z—7 = A A a7 4 Xalb—ary avry RefHLES,
B—=TxAALOTRTOLAF Iy 7 BX%a7 T RLAEZT FLA T— 7»75%%%@“&5 IX. no
switchport port-security /> % —7 A X a7 (Falb—Tal avr FORIZ, ([ F—T=
AARATHR=F EFX 2T 4 Z2HRAR—TNITT DH720H12) sw1tchport port-securlty a<w R&EAT)
L £, no switchport port-security :l’\’/béﬁﬁﬂ‘é HIlZ. no switchport port-security
mac-address sticky { V4% —7 A4 A a7 4 Fal—Tary avr FEFHLTAT rvF %=
TMACT RLAEZAFTIv 7 £F% a7 MAC 7 RLRAICEH LIS, FEITRES N L DOZER
ELAVE =T 2 A A LOTRTOEX 2T 7 RLUABHIBRENET,

BREFHOEF 2T MACT RLAET KL A T—7 0056 HIEICHIERT 5354 . no switchport
port-security mac-address mac-address 1 v 2 —7 x4 A a7 4 F¥alb—vary avr RefRT
LMENRHY ET,

KIC. B F ETE—F tX a2 UTF 4524 F—T NI L. EFaT 7 FLADOEKES 50 IR ET S
BIERLET, BRE— FEF 740 T, 247197 £%a7 MAC T KL R RREET, %
T4 vF T TEA F—TILTT,

Switch (config)# interface gigabitethernetl/0/1

Switch (config-if)# switchport mode access

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security maximum 50
( ) #

Switch (config-if switchport port-security mac-address sticky

Wiz, R—FD VLAN3 FIZZ2ZTFT 4 v 27 X% 27 MACT RLAZRETAHZRLET,

Switch (config) # interface gigabitethernetl/0/2

Switch (config-if)# switchport mode trunk

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security mac-address 0000.02000.0004 vlan 3

0’: RAR—=brDAT 4 oF F—bF BX2 VT 424 FX—TNMITDHHZRLET, T—% VLAN B &
?-?VLANODMACTI\I/X%EQ‘@M REL, EX a7 T RLAOKRKE 20123 ﬁa‘bia“ (F—
# VLAN (2 10, %7 VLAN (2 10 & B TE4),

Switch (config) # interface tengigabitethernetl/0/1
Switch (config-if)# switchport access vlan 21

Switch (config-if)# switchport mode access
Switch (config-if)# switchport voice vlan 22
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W f—reF1iUFr0BE

Switch (config-if
Switch (config-if
Switch (config-if
Switch (config-if
Switch (config-if
Switch (config-if
Switch (config-if
Switch (config-if
Switch (config-if
(

) #
) #
) #
) #
) #
) #
) #
) #
) #
Switch (config-if) #

R—b+t X274 IT—

switchport
switchport
switchport
switchport
switchport
switchport
switchport
switchport
switchport
switchport

S o

v s

port-security
port-security
port-security
port-security
port-security
port-security
port-security
port-security
port-security
port-security

maximum 20

violation restrict

mac-address
mac-address
mac-address
mac-address
mac-address

sticky

sticky 0000.0000.0002
0000.0000.0003

sticky 0000.0000.0001 vlan voice
0000.0000.0004 vlan voice

maximum 10 vlan access
maximum 10 vlan voice

DA 2—T LB L UVETE

R—F EDOFTRTOEFaT TRLRAIZ =0 ZALERETDHICIE, R—F X2V T4 =—
U HEHEHLET, R—FTLIZ 29090084 7O —V 0 IR R—FEINTWET,

e absolute : FEESINTm=—T 7 XA LORKRWBKZIZ, R—FEOEX2T 7 RUAREIBREINE

ﬁ—o

o inactivity : HEESNT—V T Z A LD, X aT T RVARET 77 4 7 Thol2BE1C

BH, R—hLotXx=aT7 7 RLARNEIKRENET,
COMEEHEATOE, MEOEX2T MACT FLAZFEHTHIRLARLS TH, %27 RA—FE
DFNRAL ZEHBBEIOBML, RBPOR—FEDOEF2T7 7 RLAKEZHIBTEET, EX27
T RVAQZ =T 7%, A= MR TA X —TNVEIET 4 E—7 I TEET,

R—=h X2 VT4 2=V T ERET DL, F5HE EXEC E— FTROFIREZ FEITLET,

avwyFk

=)

A7971  configure terminal

Jua—N\) ar7 4 X¥al—vary F— NEEBLET,

A7972 interface interface-id

RET DAV E—Tz2A AEBRBEL, {1 vV F—T A A 2
V74 Fal—ary BT— REBBLET,
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f—F XU 0Eze B

avw> kR B
A7973  switchport port-security aging {static | time time| &% =27 B— " DRAXTFT 4 v J =—I L T F—T L FE
type {absolute | inactivity}} 7T 4 8—T NI LET, FiEz—T 07 F A LH
ATERELET,

GE) AAvFII. AT 4 vF X227 T RLADOKR—
X2 T 4 ==V T B R—PFLTWVER
/\/o

ZDOR—=RMI, AT 4 v IITREENTZEX2T 7T R
ADT— 0 T F—T NI T DAL, static Z AL
9,

time \Z1X, ZTOR—F OZ— 0T F A LEEELET,
FEE T DHIFHIZ, 0~ 1440 53T,

type (Zi%, KOF—TU—RFOWFh 1 D& RIRLET,

e absolute : =— T XA T EHfxtr— 7L LT
TLET, ZTOR—bDOEXF2T 7 FLRTTT,
B L7olef] (0 HGD) 2R3 2 & BIREINIC2 0 |
X7 T RLA URIMDLLAIBRENET,

o inactivity : =— U FATERIET /T 4T =D
JELTRELET, BEINE time Y FICEF 2
TEEILT RLRANSDT =% NT7 4 v 7 BRI WEA
WZIRY, ZOR—FrDEF2T7 7 RLARNHBETINITA
nET,

A7974  end Ki#E EXEC T— FIZRY £,
A7975 show port-security [interface interface-id] WEAMERLET,
[address]
A7976 copy running-config startup-config ER) a2v74Falb—vary 77 A VICREERTFLE

‘j‘O

AR—FEOTRTOEXF2T 7 RLVRAZHLTCAR— M X2 T 4 2=V T 52T =T NICTD
{Z1%. no switchport port-security aging time { > ¥ —7 = Af X a7 4 Fal—Yary avr Nz
FEHLET, IR ESINTZEXF2T T RLRAZH L TCHETZ—V 0 72T 4 =TT 5201,
no switchport port-security aging static {1 > ¥ —7 A A a7 4 Xal—var avr REHL
ESsR®

WIZ, F=F EDOEXaT 7T RLVAODTZ =V T 4 L% 2ERICHET 20 E2RLET,
Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# switchport port-security aging time 120

W, ZOAVHE =T o f ATRESNIZEF 2T T RLRAZH LT, ==Y 7 %A 2—7 T L,
T I T 4T 2=V T FAT D=V T B Dk 2GICRET DI ERLET,

Switch (config-if)# switchport port-security aging time 2

Switch (config-if)# switchport port-security aging type inactivity

Switch (config-if)# switchport port-security aging static

FRRD a < RE RT3 %121, show port-security interface interface-id it EXEC =~ R& A
HLET,
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W f—reF1iUFr0BE

R—bFEX2UTAERAYTF RE YYD

AL JICHRICIMA LT AA v FIT, BREFHDEX 2T 7T RLAZBELET, thoRZ v 7 #
URAMBIHLWAZ 7 AN, BAFI v EXaT T RVARTRTE v e— RERET,
AL vF (AB I R AZ—FZAZ v 7 ALANDNTINN) BDAZ v 7 hbEEND &, Do
ALy 7 AUNTHRAPITE DALy FRFEELITEE LIt F 27 MAC 7 FLANEF =
7T MAC 7 RVRA T—TANLHIRINET, A vTF AX v 7 OFFMICONTIL, 8 58 [ A1y
F ALy 7 OEM] EZRLTIEIN,

R—bkE2F2UT48&LUVTS4_—F VLAN
He b Fa )T Ik D, FEERE— N CEETS MAC 7 FLABERIELE D, H— kT3
HIL2MACT RLAZER LY TEXET,

PVLAN AR B L OEER IR — FTHR—F EX 2 V7 0 ZRET DI, FiE EXEC E— R TKROD
FIEZEITLET,

avvFk E]:5)
A7971  configure terminal Ja—\)yarZ4Fal—vary ®— Rt LET,
27972 interface interface-id MET AL A —T oA AEBEEL. AV X —T A A O

Y74 Xal—vary ®—RERBLET,
7973  switchport mode private-vlan {host | promiscuous} | (> % —7 = f A C7 5 ~_— K VLAN %A 3—7 LI L

ES N

AFv7 4 switchport port-security Ao B =T A A LTER—F BX2UF 4 52 F—T NI
LET,

A7975  end it EXEC E— FICREY £,

A7976 show port-security [interface interface-id) HEAERLET,

[address]

27977  copy running-config startup-config EE) a7 4FXa2lb—ay 77 A MCHRELRGFELE

D
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GE)

Jaranl R r—LREoRe B

WIZ, PVLAN R X P B I WREE—F R—FTHR—bF tF2 VT 4 2RET D0 ZRLET,

Switch (config) # interface gigabitethernet 0/8
Switch (config-if)# switchport private-vlan mapping 2061 2201-2206,3101
Switch (config-if)# switchport mode private-vlan promiscuous
Switch (config-if)# switchport port-security maximum 288
Switch (config-if)# switchport port-security
( ) #

Switch (config-if switchport port-security violation restrict

A—=hr X207 4L7 74—k VLAN OFFPFEEINTWAHHR— ML, ¥ =7 PVLAN

R DT NAHTFRAEETT, X 2T 7 RLAREHF 27 PVLAN R— FCHRE IR DL X, [
LExa7 7 RLVAE, RU77A4~U VLAN IZBET 2802 % =7 PVLAN R— hTIIH#E &
Hh, 2L, HEF=2T7 PVLAN R— FTEHFINET FLAE, WL7Z7A4~Y VLAN IZET 5
%27 PVLAN R— F CTHEE T £,

HRARNFR— M THEHEINAEXF2T 7 RLRE, #7714~ Y VLAN THEINICEHB S, 72
BElD, EERR— N CEBHEANIEXF 2T 7 RL AL, $TXToOEE S 4 Y VLAN THBIWICE
fxhFEd, #HT7 N1 A (mac-address-table static =~ F&EFEH) 1. 2—FR¥EF =27 F—1
TRETDHIEIITEERA,

O3l R F—LEEDOHRTE

o [Tubha) A h—AREOHE] (P.31-21)
e I[F7x L OTa han R h—AEH#EOZE] (P.31-22)
e [Fubhan A b—2rfg#EOA x—T 1) (P.31-22)

JOra)lL R N—LBREOHE

AA wF ) Address Resolution Protocol (ARP; 7 KL A fgk7 v k2)v) F13H#E A7y hT7
Ty Ra&nb e, CPUDEWHEARIZELY CPU OA— N—a— RRRETIHAREMERDHY T3, Zh
LOMBIL, DX HITHRAELET,
o Tu MRy "RZEINT, FANRN—OBER Ry T INDTD V=T 4T T
a0 hannT gy ST LEEERHY £,
* Spanning Tree Protocol (STP; A X=> 2> U — 7m | =/l) Bridge Protocol Data Unit (BPDU;
TV vy Zuakhal T—4F 2=y ) BEZEFEINRNZD, STP AHNELET,

o CLINELRENE LR R £,

Zaban A r—LME#EEEHTLE Ny bOTR— L— O ERLEVEEZEEL T, HI#EHS
v MREESLL L hEHEICE ST, PAR—- ST e b asid, ARP, ARP AX—E 7
Dynamic Host Configuration Protocol (DHCP) v4, DHCP A X —t > 7 Internet Group
Management Protocol (IGMP; f > % —% v h Z—7F#H7u banr), BLOIGMP AX—Er 7
<9,

Ry hOLV—FBRERESNTELEWVEEZBEADL L, AL v FIIRESNLER - MNIEELZTATO
N7 4y 7RI OB Ny LET, Ny b L= FATEFHIS AL, REREEIET e ba X
b—ARENPTHEEA SNET,

K0 RN R RFERVE IR G AT, AR — b &2 FE T errdisable IZ L, ZOFEER— FOTNTOERE
NI T 4y TRy s TEET, £, FETRER—- b2/ x—7 Lz, (RKER—FDOBEH)
BA =7 AL DORHHREZREST D22 b TEET,
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WM Joran R —LEBOET

~

(GF) #ELZE ATy ME 22U TFORER—MZBWNT Ry FInET,
AR — DT — 5 1 ®—7/{ki%. EtherChannel £ > % —7 = A A & Flexlink f v Z—7 = A &
TIEHF—brSNFEREA,

T2 TARIL R F—LREDERTE

7o b A —LREIT 7 AN N TT AT VT, IRBA R—=T MR D & FEERR—
DHENY IRV RTF T 4V N TTF 4 =T 20 £,

JOra)lL R P —LEREDODAL 2—TILIE

Zu han A N—AMREEZFRET DI, FiE EXEC E— FTROFIAEZIATLET,

avy kR B
A7971  configure terminal sa—n)ar7 4 Xal—var w— FElBLET,
A7972 psp {arp | dhcp | igmp} pps value ARP, IGMP, F7-(Z DHCP 2% L CT7 1 h=/b 2 h— L%
BELET.

value 213, 1 BHT=0ORr v MO LEWEEZEELET, b
T4 INIOEEBZDE, 7a ha X h— A RENEA
ShET, ®HIIED S5 ~ 5037y TT,

A7973 errdisable detect cause psp UEE) 7 Fab A b—Afg# D errdisable fi % A % — 7 L1C
LET, ZOBRENA R—T N5 L, IR — R
errdisable 272V F£F, ZOEENRT 4 E—T VIR DE, ZD
A— ML, A— b % errdisable (2 FITHEB L7 X7 b & F
2y 7 LET,

AZ7y74  errdisable recovery interval time (LE) errdisable D{RAEAR— N> A B Y H 3 Y B[ & FPHAL TR
ELET, IEAR— FA errdisable DA, ZORMZHE 2 &
Ay FIXEEIZY AANY LET, EETE H&PHIE 30 ~
86400 T,

A7975 end ¥HE EXEC £— RIZIRD £,
A7976 show psp config {arp | dhep | igmp} EARLET,

WOHITIE, DHCP ®#fE DHCP 7 7 4 v 7 3af) 35 "7y F2@BATZGEIS, VI 74 v 7 &2 R
Hy 7L E 07 m han XA h—AMREERET D HIEERLET,

Switch# configure terminal
Switch (config) # psp dhcp pps 35

FEOTa hanrT, Fubhal A h—LR#EET 4 E—7 T SI21E, no psp {arp | dhep |
igmp} #HE EXEC a2~ > REHEHALET,

7w b3 Ak — LR errdisable i A 7 1 £ —7 /L1273 5 T1% no errdisable detect cause psp
Ja—) ary7 4 X¥al—vay avy REFHLET,

T8 T errdisable (AEAR — k& FE A £ —7 NI T 521X, errdisable recovery cause psp 7 = —/ 3L
ay 7 4FXal—ay avy ReEHALET,
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R— FEEO FS 7« voHEZEORT M

errdisable X— FDO AU BNV T ¢ &—T7 /LI T HITIE, no errdisable recovery cause psp 7 2 —
SV arvZ g Falb—varyavr R LET,

T han A M—ARERRESIN TV DHEG. Ry I Ty NOBR T U XIS
F9, TOB U X EFKRTSITIL, show psp statistics [arp | igmp | dhep] ####E EXEC =2~ > K& i
HALET, BAr7a bharobvr %27 1079 5IZ1%, clear psp counter [arp | igmp | dhep] =~ >
REFEHLET,

R— FEGID b5 T 1 v I HIHEEDRT

show interfaces interface-id switchport 4 EXEC =2~ > K& HT 5 &, (Lodtkodhns) (v
F—=TxAA FT7 4y 7 OB IOCHIBIORENFERSILET, show storm-control 5 L
show port-security 57t EXEC =~ FEEHT 5L, A b—2ffllBLOFR—F X2V 7 4 OF
ENRRINET,

N7 74y 7 ORIENERERTRT DI, £ 31-4 OFE EXEC =~ > F& 1 SEIIEEGER L E
\?AO

% 314 PS4 v OHHRT—R2ABLIUREERTT HHOIATUF

avwrF EL:y

show interfaces [interface-id] switchport TRTDOARL v F 7 GEN—T 4 7)) A—hEFRESNIZ
R—FOFEAT —H ARTLFBEAT =S4 A%, K—F Try¥
YIBLOR - MEEOREEL GO TR LET,

show storm-control [interface-id] [broadcast | GTRCOA VB —T 24 AFE BTSN A VX —T = A AITH

multicast | unicast]

EINTVD A M—AHEIE L vE, HESNTZNT 74007
HATIZHONWT, £ 7a—FREyvy A+ T 740y (bT
T4l AATVAITENTORNES) ITOWTHRRELET,

show port-security [interface interface-id) AL v FELIFBEINTA L E—T 2 A ZADKR—F X2 VT 4

BExE, FAVE—T 2 A ATHREINDEX=2T MAC 7 FLAD
BRH.AVE—T oA ADEXF 27 MAC T RL 2D, AL
X2 VT 4 EXOH, BENE—RE2EOTERLET,

show port-security [interface interface-id] address |3 <X CTHORAA v F f L X —T =2 Af AFEFIFEEENTFA X —T =

A ACRESINTEZTRTOEF2T7 MACT RLA, BXOEKT KL
ADT—T U TIEREFRLET,

show port-security interface interface-id vlan BEINTcA v Z—7 x4 AT VLAN B TRESNTWVHEF =

7 MAC 7 RL 2D EFRRLET,
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