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o FIAX—KFVLANBLA V2 THRAPZHEELTHNTSH, AAMIVA Y3 TAEWIEBETE
£7,

o I _X—F VLAN TiE, DAL v F KRR —+ 7FF 4% (SPAN) HREN Y R—FENET,
— 754 ~_— |k VLAN % SPAN #ETXTAR—FE L THRETXFET,

— VLAN ~X—XZ® SPAN (VSPAN) X774~V VLAN, M5 VLAN, BLUaIla=7 4
VLAN TEHTEET, £/, HAOFERIEIAND NI 74 v 7 2R A ICE=2T 572012, 1o
@ VLAN T7Zif SPAN #fEH & £,

754 _A— |k VLAN R— +E&E

75 A4 ~_X— |k VLAN &R— BEEITY & X1, WOFEBEFHIIHESTLIEI W,

. 774"?) VLAN, 372 VLAN, 7232 I2=7 ¢ VLAN IZR— F&EI0 5 THITE, 794
— M VLAN 27 4 F a2 b — /a/:?/l\f_f%ﬁﬂﬁbi‘ﬁ” 774~V VLAN, M5z
VLAN\ FlEaIa=7 ¢ VLAN & LTREL7Z VLAN IKHID Y Tohnlcb A Y277 kA

A— ME., VLAN 7 J A ~— b VLAN &ED—HBD M| iéqf7774’ TRV ET, LAY 2 b
G A B —T =4 AL STP 72“7*—74 YT AT —hDEETT,
o FR— NEKT v k3L F 721X Link Aggregation Control Protocol (LACP) EtherChannel (283 %

" — 7T A=K VLANR—FE LTEHELZWVWTLEZEW, R— N7 F A4 ~X— s VLAN
aﬁﬁ ZHEENTWD &, R— b ® EtherChannel R ENIET 7T 4 712720 £,

o RoOEETEILLD STP L—THRKASET, STP 20 NN~V VU AZEKEIZT D01, MR
XO=aIa2=7 7 &AM K— KT PortFast 3 L U Bridge Protocol Data Unit (BPDU, 7 ) v
nha)F—F% =y ) H—=KRaEAF—TMILET (B 23% (A7 arpr=07Y
V—BREORE] 5, A 3 —T VDA, STP 1X$XTO PortFast WEREINTZ LA ¥ 2
LAN 7R— ~iZ BPDU & — NigE& i L & 9, PortFast 3 &5 O BPDU 4 — R & EERIIR— K CTA
=TT LN TL T &N,

e 7J 44 ~_—F VLAN % T VLAN %#HIkr L7=8%H&. VLAN IZHINfFiF o774 X— |k
VLAN R— " BIET 77 4 712720 9,

o TNRAAR NI UVIILERIN TV T T IA4~IBLIOEL U FY VLAN B N7 U7 0 GHIBRS
NTW2aWnWgHAE, 774 X—hK VLAN A= 2FIOXy NU—27 TANAL R EIZRETEET,

fth DB REICREE T HHHITZIR

754 ~— | VLAN 257 BBI0, oL OB TRO £ 5 RBRAHS = & ICHELT 2 S
AN
>

GE) T=I9— Ay b—VRLTRENZTANLLNATNTS, a~x 2 FBRERELRVEGERH D £,
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H£198E FS54R—F VLAN OB%E |

B FS51R—F VLAN OEE

o 534 _X— K VLAN BDBEINTAAL Y FIZT ANy 7 TV TEBRELRNTL S
AN

e IGMP AX—V U I MAAL v FFEHIFAAL v F AL v I ETAHF—TN (T7x/1F) OFA.
AA v FTIE20 L FDOF T A=k VLAN RAA URPR—FENFET,

e Remote SPAN (RSPAN; VE— k SPAN) #7574 _X—hk VLAN O 7T A4~V £i3 04
VLAN & LTEELRWTL I,

SPAN DOFEMIZ DWW TIL, 26 34 & [SPAN B LU RSPAN OF%E] 22 LT &N,

e MOEXIBBENBREINTNDA X —T A AT T A=) VLAN FA— FEZRELRNT

<&,

— HAFIv T IR E—F VLAN A v A= v 7

- X4y s rFr¥xr s Fabhan (DTP)

— Port Aggregation Protocol (PAgP; A" — MEKZ' 1 k=2 L)

-V 77V —va vl e b= (LACP)

— Multicast VLAN Registration (MVR; ¥/LF % ¥ 2 h VLAN LY X L — 3 V)
— &7 VLAN

— Web Cache Communication Protocol (WCCP)

o IEEE 802.1x K— h_—%#BF% 7T A ~— h VLAN F— MMIRETE 48, 802.1x & H— k
X2 V7 4, HF VLAN, F720EA— MM O —3 ACL X, 774 X—k VLAN &~"— kT
HETEEE A,

e 77 A~—hk VLAN KA b F 7213 MER]AR — hE SPAN 5856 — MIIiXT& 8 A, SPAN %%k
A= &7 74—k VLAN FA— MIRE LGS, N—MNIFET 77 1 712 £,

o 774<U VLAN NOMEZERIR— MIAXFZT v 7 MACT FLRAEZRELIZEA, RILAH
TAvY T RLVREZTXTOREE S %Y VLAN IZENMTA50ERS D £, B FY
VLAN NARA N R—hMZAXT 4 v 7 MACT RLAEZRELESEA, RILAZT v 7 7T KL
2% XTCOBEET T A~ VLAN ISEMT2MERHY ET, AFT v 27 MACT RL A%
774 ~— K VLAN = F D BHIBRT LIS, BESH TS MACT RLADFTRTOA A
B A% T T A ~X— K VLAN D26 HIBRT 5 LERH Y £7°,

~

GF¥) 774 X—RFVLAN® 125D VLAN TEHLI¥1FIv7 MAC 7 FL &A%, B
VLAN CEEENET, =& xiE, ¥h %Y VLAN THEEH I/ MAC 7 RV R 375
A<V VLAN ITERENET, TOFAFI v 27 MAC 7 FLUANHIBRES T HIRNG)
NrEHEE, BR7 FLRAITIMACT RLA T—7A0nbHIBRENET,

* VAY3VLANA »F—T=AA (SVD) 13774~V VLAN ICEEIFHREL T ZI W,
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FS54<—F VLAN oz B

754 R—k VLAN @D VLAN DEEFEH &K UG
754~k VLAN #8ET 5I2H, #iH EXEC £— KOROFIREIT 2T,

~

(¥) private-vlan =~ > NI VLAN =27 s F¥al—ar T—FERTTHETHELETA,

avwvk B#Y
7971 configure terminal su—s b ar7 4 Xal—vary ®—FelBLET,
27972 vtp mode transparent VIP®E—FZ b T AT L MZERELET (VIPZT 4 &—7 0
IZLET),
A7y73 vlan vian-id VLAN 27 4 Falb—v gy =Nt LT, 794 <Y VLAN

L72% VLAN ZHET20MER L E 7, #8E T& % VLAN ID DOififH
1L 2~ 1001 & LT 1006 ~ 4094 T,

A7974 private-vlan primary VLAN #2714~V VLAN ¢ LCTHRELE7,
AF97 5 exit Ja— ) arZ 4 Xal—var E—RIRED ET,
7976 vlan vian-id (fEE) VLAN 27 4 Fa b—ray T— N&Bnm L T, Mz

VLAN & 725 VLAN 2HET 5 0MER LE9, f§ET& % VLAN ID
DOHFPHIL 2 ~ 1001 B8 LT 1006 ~ 4094 T,

A797 1 private-vlan isolated VLAN %37 VLAN & LCHRELET,
AFv7 8 exit sua—r ) ar7 4 Xalb—ary - RIREY T,
A7979 vlan vian-id (f£) VLAN 2> 7 4 Xal—vary = FEHHBELT, 23a=

74 VLAN &7% VLAN #4583 2 0Bk LT, e Tx 5
VLAN ID OffiE 2 ~ 1001 3 L0 1006 ~ 4094 T,

A79710 private-vlan community VLAN #23 2= ¢ VLAN & L CHELET,
A7y exit Ja—n)Lar7 4 Xal—vary - RIREY ET,
A7y712 vlan vian-id AT w72 THELLETZ7 A4~ VLAN HJ® VLAN 227 4 ¥ =

L—y gy ®— REBBLET,

A797 3 private-vlan association [add | remove] |+ % U VLAN #7514 <~ VU VLAN (ZB# {1 £ 4,
secondary vlan_list

A7y7# end H:#E EXEC £— RIZEY £,
A797 %5 show vlan private-vlan [type] HELMRLET,
F72x

show interfaces status

A7971%6 copy running-config startup config AA T DAF— T v T ar7 o Xalb—ary 774 NVICEEER
RIELET., 774 X—F VLAN REEZRFET DITIE, AL v F DR
A= Ty 7 ar7Z s Falb—raly 7y MIVIP T AT
LY M E—RRELTTAX— N VLAN REEZRGFTHALERDH Y F
T, RIEELARVWE, A v Fa2 Uy FLERE, 741 D VTP
=N E—RFIZRY, T4 X—F VLAN 9K —F LR R F

7
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H£198E FS54R—F VLAN OB%E |

B FS51R—F VLAN OEE

Al \,

FA4R—FVLAN KRR P R—bELTOLANY 2403 —T 21 ADER

v h &Y VLAN %277 4~V VLAN (ZBEA T 2B, #UCH L TROZ EICEEBE LT ES
W,

o secondary vian list /X7 A —ZZ1Z, AR—AEEDRNTLIEIN, B TR EHD
HEHAEODLZENTEET, FHHELTANTELDF, B—DF 74— VLANID £/
(I nA 7 CHfE L2774 ~— b VLANID T,

e secondary vlan_list /37 A — X 23O aI 2 =7 1 VLANID 250 b E T, ML
VLAN ID i 1 27215 T¥,

e secondary vlan_list % NJT 575>, £72i% add ¥— VU — REZ$5E LT= secondary vian_list % 1f [
LCEH#Y VLAN & 771~V VLAN % BhEfHT E7,

e remove ¥ —7U— R & L 1T secondary vian list #fEH LT, EH 2 Z U VLAN & 7T A<
VLAN OB & fiEkg L £,

o ZOavwrKNiFE, VLAN 207 4 FXal—3ary B— REKRTTAETHELEEA,

WIZ, VLAN 20 %75 A~ Y VLAN., VLAN 501 %52 VLAN, VLAN 502 8L U503 #2232 =
74 VLAN & LTREL, Zhba 7T 4 X— K VLAN WTHEEMIT LT, REZMRT 202~ L
ij‘o

Switch# configure terminal

Switch (config)# wvlan 20

Switch (config-vlan)# private-vlan primary
Switch (config-vlan)# exit

Switch (config)# wvlan 501

Switch (config-vlan) # private-vlan isolated
Switch (config-vlan)# exit

Switch (config)# wvlan 502

Switch (config-vlan)# private-vlan community
Switch (config-vlan)# exit

Switch (config)# wvlan 503

Switch (config-vlan)# private-vlan community
Switch (config-vlan)# exit

Switch (config)# wvlan 20
Switch(config-vlan)# private-vlan association 501-503
Switch (config-vlan)# end

Switch(config)# show vlan private vlan

Primary Secondary Type Ports
20 501 isolated

20 502 community

20 503 community

20 504 non-operational

LAY2AL =T 2 A A% T T4 _X—=F VLANKA M R—=FELTHREL, 2E7TIA4~I) B
W %Y VLAN & B#EAHT 212i1%, F5HE EXEC T— R CIRO FIAZFEITLET,

(GF) MyBLU=I=a=7 4 VLANZWIThbtD %Y VLAN T,

Catalyst 3750-X £& U 3560-X R4 wF Y bz 7 avI24F¥al—>av HqAF
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FS54<—F VLAN oz B

avwyk B8

A7971 configure terminal Jao—r )L ary7 4 ¥al—vay B— REBEBLE
R

27972 interface interface-id AV —=Tzf R Ay T4 F¥alb—var E— N
L. BRETDOVAY 202 —T =4 AEHELET,

7973 switchport mode private-vlan host LAY 2HR—F %2 TFFA4_X—F VLAN KA h B—F} &
LTHRELET,

A7974 switchport private-vlan host-association LAY 2R —F &7 T4 ~— F VLAN \ZBEfHT F 9,

primary vlan_id secondary vian_id

27975 end Fi#E EXEC £— RIZRE D £,
27976 show interfaces [interface-id] switchport REXMRLET,
A7977 copy running-config startup config (FEE) AA v FORE— Ty T avr7 1 Fal—

vary ZrANVIEREERTELET,

WwIiZ, A v B —Tx2A 2% TF7A4_X—K VLANKRA N R—FELTHREL, ZHIZFTFAX— |
VLAN X7 & BEfT 1T T, LR T 2627~ L ET,

Switch# configure terminal

Switch (config) # interface gigabitethernetl/0/22

Switch (config-if)# switchport mode private-vlan host
Switch (config-if)# switchport private-vlan host-association 20 501
Switch (config-if)# end

Switch# show interfaces gigabitethernetl/0/22 switchport
Name: Gil/0/22

Switchport: Enabled

Administrative Mode: private-vlan host

Operational Mode: private-vlan host

Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native

Negotiation of Trunking: Off

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: 20 501
Administrative private-vlan mapping: none

Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk private VLANs: none
Operational private-vlan:

20 501

<output truncated>
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H£198E FS54R—F VLAN OB%E |

B FS51R—F VLAN OEE

754 _A—+ VLAN EEFA—FELTOLAY 242 8—T 1 ADH

Filt

ATyF1

AT972

A7973

ATy7 4

AT975

ATv7 6
ATyF T

[l Catalyst 3750-X 8& U 3560-X R4 vF YI+bHxz7 AavT74F¥al—>av HAF

VAY2A 2 —=T 2 A% T T4 ~—F VLAN #EEFR—FL LTHREL, ThEa7 74~V EBE
Ok VLAN ([Zv v B 74 51213, Fi# EXEC £— FTROFIAEZFATL LT,

MNBLO=aI2=7 4 VLAN IZWTFhbth 4 U VLAN T,

iy

configure terminal su—s b ar7 4 Xalb—vary w—FERBLE
R

interface interface-id A H—TxzA AT 4 Falb—ar E— Reth
L, ETDHILAV2A 0 F—T oA REEELET,

switchport mode private-vlan promiscuous LAY2HR— 52754 _— K VLAN EZRIAR— K& L
TRELET,

switchport private-vlan mapping primary vian id 75 4 _— K VLAN H=RR— 2. 514

{add | remove} secondary vian_list VLAN EBIRL72EH XU VLAN Iy BV 7 LE
R
¥t EXEC £— FIZED £,

show interfaces [interface-id| switchport MELSERLET,

copy running-config startup config (FEE) AAYTFDODARAE—F T v a7 4FXal—

vary 7y ANMIEREERGFELET,

LAXY2A =T 2 A% T T4 ~X—k VLAN EEFIFR— e LTHELESGAE. BT L TR
DZEITEBELTLIEEN,

o secondary vlan list /X7 A —Z 21X, AX—REZEDRNTLIEE N, B~ TREYS2EHED
HEZEOLZENTEET, FHHELTANTELDIE, B—D7F 74— K VLANID £7-
A 7o CllifE L7z 774 ~X— K VLANID T,

o secondary vian list ® N1 20, F£721% add ¥— VU — N&$5E L7z secondary vian list %[
LCEH %Y VLAN &7 5 A4 ~1U VLAN 77 4 ~— k VLAN =R — M~y B 7L
i‘j—o

e remove X — U — RZHEE LT secondary vian list fEFA LT, BH ¥V VLAN &7 T A X—
N VLAN #EERIFR— h O~ v B0 7 &R LET,

WIS, A B =T =2 A% 7T A= VLAN HEEHIR— & LTRELTENE T T A ~N— b
VLAN ([~ v B 73502 R"LET, A1 X —T A AL, 774~V VLAN20 DX /3T, &
>4 U VLAN 501 ~ 503 A~ v v 7 ainEd,

Switch# configure terminal

Switch (config) # interface gigabitethernetl/0/2

Switch (config-if)# switchport mode private-vlan promiscuous

Switch (config-if)# switchport private-vlan mapping 20 add 501-503

Switch (config-if)# end

show vlan private-vlan ¥ 72/ show interface status £##£ EXEC =~ REfH L T 7/ v U B L
OB &) VLAN &AL v F DT F A4 X—h VLAN R— b 2R R LET,
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| #£19% F54~<—F VLAN Q%

FS54<—F VLAN oz B

hHUFA) VLAN DTS4 VLAN L4V 3VLANA U 2—TJ (4 R
~DIVEVYT

77 A4 ~X— K VLAN » VLAN i —7 4 7R EN 586, SVIZ 7714~ Y VLAN IZRREL
TEHZY VLAN # SVIIZw vy BV 7 TEET,

>,
GE) MyBLUO=Iz=74 VLANZWIThbth o ¥Y VLAN T,
' Hh XY VLAN 2774~ VLAND SVIIZ~vy B 7 LTTFIAX—KVLAN N7 7 4 v 27D
LAY 3 AL v F 7 E2ATRIZT H121%, 5 EXEC £— N TROFIHZETLET,
==V B
27971 configure terminal e\ ay T 4 X al— gy T NERBLLE
R
A7972 interface vlan primary vian id 75 4~1Y VLAN CA v Z—T A A a7 4 Fa
L—vay E— NEBRHB LT VLAN % SVI & L TRE
LETHETE S VLANID O#PHIE 2 ~ 1001 38 L
1006 ~ 4094 T,
A7973 private-vlan mapping [add | remove] +Ho&%Y VLAN #7514~ VLAN DL A ¥ 3
secondary_vlan_list VLAN A > # =T = A A3y B 7 LTT T4 <=}
VLAN AT T 749w 7 DL AY 3 AL vF v Tk A[RE
WCLET,
A7974  end ¥HE EXEC &— FIZRY £,
A7975 show interface private-vlan mapping BHEEERLET,
27976 copy running-config startup config EE) AA vTFDAEZ— T v F a7 4 X2 lL—
Yar T ANMIREERTFLET,
>
(3¥)  private-vlan mapping /> ¥ —7 2 A R 2T 4 Falb—Tar avr NI, LA YIRS T T

SNTWLTTA =K VLAN FT7 74 v 7 ICETRBELET,

v H L HY VLAN #7544~ VLAN DL A V¥ 3VLAN A v Z—T = A AT~ v B 7T 55,
SOV TIRDEICEE LTI E W,

o secondary vian_list 737 A —2Z1E, ARX—AZEFDRNTLLIEIN, B v TRY - 72EHO
HAZEOLZ ENTEET, KFHALLTANTELDIEX, B—DF 74— VLANID £7=
A 7o CHlifE L7774 ~X— K VLAN ID T,

o secondary vian list ® AJ13 20, F£721% add ¥—V— R&$5E L7z secondary vian list %1
LTI %Y VLAN 2754 ~1 VLANIZw v BV 7 LET,

e remove ¥— U — K& RE L7z secondary vian list AL T, EH> %V VLAN &7 T4~
VLAN O~ v &' 7 2 g L £,

WIZ.VLAN 501 B LT 502 DA F =T =2 A&7 74 <) VLAN10 IZ~v v B> 73 5027 L%
7. VLAN 10 Ti%, 7714 X— K VLAN 501 225 502 ~OH XU VLAN AT 7 4 v 7D
N—T 4 TR S E T,

Switch# configure terminal

Switch(config)# interface vlan 10
Switch (config-if) # private-vlan mapping 501-502
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WM FSAR—FVLANOE=AUY

Switch (config-if)# end
Switch# show interfaces private-vlan mapping
Interface Secondary VLAN Type

vlanlO 501 isolated
vlanlO 502 community

T53A4R—KVLAN DE=2Y VY

# 19-112, 774 ~— bk VLAN £=% HOFt EXEC =2~ REZRLET,

= 1941 FS5A4R—FVLAN E=42 Y25 a2k

=1 B

show interfaces status g4 5 VLAN 288, /{1 v X —T 2 ADAT—H A FKRLE
j‘o

show vlan private-vlan 2L 9 FFEHIFAAL v F AXZ I DT T4 X—k VLAN [E#AEFE R L

[type] E30

show interface switchport | (. % —7 -/ 2 D754 X—F VLAN ZREEZERLET,

show interface VLAN SVI »7' 7 4 <_— K VLAN v v B> 7 ICBT 5 EHEFR L&

private-vlan mapping 4,

W&IZ, show vlan private-vlan =2~ > ROHIHIZ R L ET,

Switch(config)# show vlan private-vlan

Primary Secondary Type Ports

10 501 isolated Giz2/0/1, Gi3/0/1, Gi3/0/2
10 502 community Gi2/0/11, Gi3/0/1, Gi3/0/4
10 503 non-operational
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