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BN AT MR LIz, D7 T4 7 v b TIZERIENSLE RN, v /LFHRA b T—F
EHEATHIZEIEFMELETAL, ZNITEXF2T7 TEHY A,

—#D MKA # o> Z2x7a—VIZEKNSI, TOMO 23 r7a— vty v a CEAOM
FTEHFENFET, -, MKA B a v O TF—2 2 CET ARV ETXET,

WwOFTIL, show mka statistics =~ FOH A EZ R L E 1,

SWitch# show mka statistics
MKA Global Statistics

MKA Session Totals
Secured.......oiiiiiiiiian 32
Reauthentication Attempts.. 31

Deleted (Secured).......... 1
Keepalive Timeouts......... 0

CA Statistics

Pairwise CAKs Derived...... 32
Pairwise CAK Rekeys........ 31
Group CAKs Generated....... 0
Group CAKs Received........ 0

SA Statistics

SAKs Generated............. 32
SAKs Rekeyed............... 31
SAKs Received.............. 0
SAK Responses Received..... 32

MKPDU Statistics

MKPDUs Validated & Rx...... 580
"Distributed SAK"..... 0
"Distributed CAK"..... 0

MKPDUs Transmitted......... 597
"Distributed SAK"..... 32
"Distributed CAK"..... 0

MKA Error Counter Totals

Bring-up Failures.............oo... 0
Reauthentication Failures.......... 0

SAK Failures

SAK Generation...........cooou.. 0
Hash Key Generation............. 0
SAK Encryption/Wrap............. 0
SAK Decryption/Unwrap........... 0

CA Failures

Group CAK Generation............ 0
Group CAK Encryption/Wrap....... 0
Group CAK Decryption/Unwrap..... 0
Pairwise CAK Derivation......... 0
CKN Derivation.................. 0
ICK Derivation.................. 0
KEK Derivation............... ... 0

Invalid Peer MACsec Capability.. 2

MACsec Failures
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Rx SC Creation.......... ..o 0
Tx SC Creation.......couevvuieinenn. 0
Rx SA Installation............... 0
Tx SA Installation............... 0

MKPDU Failures

MKPDU TXu vttt ittt ettt eeeeannnn 0
MKPDU Rx Validation.............. 0
MKPDU Rx Bad Peer MN............. 0

MKPDU Rx Non-recent Peerlist MN.. 0

W7 4= ROBHIZOWTIE, 20V Y= 35T 5a<wr R U 77 L0225 LTLER
A

MKA £ & U MACsec DE&E

e [MACsec MKA ©F 7 /v hi%E] (P.12-6)
o [MKA RV >—on&iE] (P.12-6)
o [ B —TxAATD MACsec DT (P.12-7)

MACsec MKA OT 7 #JL FE&TE

MACsec iZ7 4 —7 L T9, MKA R > —lFREESNTWEHA,

MKA K1 S —DRE

MKA 7'v han KUY —%ERT 5121%, F5H EXEC £E— R CROFIEEZFATL £3, MKA TiX
802.1x ZA X—TNICTHZLEBMETHL I LITERELTIES Y,

avwvFk B
27971  configure terminal Ja—r_N ary 7 4 X¥al—gy B REBEELET,
27972 mka policy policy name MKA RU v —%HEEL, MKARY v—ar74¥al— a3y T—

FERBLET, KU —HDORIIIRKRT 16 LFTT,

27973  replay-protection window-size frames |FRi#A A X —TNIZ LT, T4V RY A X% T L — LD THRE
LT, FEETX 2HPHIZ 0 ~ 4294967295 T4, T 74/ bDD 4
Ko $ A4 X130 T7,

T4y Ry A0 EBASTHZ L&, no replay-protection =
REANNTHZELLETRRVEST, VA FU A4 X% 0ITHET D
Ll g7 L—AEFTY T LA RESMER S ET, no
replay-protection # A /19 % &, MACsec s N Eahic/e £4,

A7974  end ¥i# EXEC =— NIZEREY £7°,

A7975 show mka policy REAHERLET,

A7976 copy running-config startup-config (EE) 2o 74FXal—Yay 77 A NVICERERRTELET,

Wiz, MKA R YU v — relay-policy Zi% €T HH 2R LET,
Switch (config)# mka policy replay-policy
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Switch (config-mka-policy)# replay-protection window-size 300
Switch (config-mka-policy)# end

A>3 —7 x4 ATDH MACsec DE&ETE

BEMIC1 2D MACsec By arbF—2MIC 1 oD MACsec By a U NFEIET HA v 2 —T =
A AT MACsec ZRET HI21E, ¥t EXEC £ — FTROFIEE EITL 7,

ATy71
ATy7 2

27973
ATy7 4
27975
27976

ATyFT

AT978

ATv79

79710

AT97 1

ATyF12

A7y7 13

avyU kR

E:y

configure terminal

Ju—N) ar7 4 FXal—yary ®— e LET,

interface interface-id

MACsec f V' H—T =A A&EBEL, AV F—T =24 A AT 4Xa
L—yary E—RFERBLET, AV ¥ —T oA AFYEA 4 —T =
A ATRITIXR Y £HA,

switchport access vlan vian-id

COR—FDOT A VLAN 2R ELET,

switchport mode access

AV B —T a2 A RAETVEAR—-RFELTHRELET,

macsec

A v H—T7 A AT 802.1ae MACsec &1 F—7/VIZLFET,

authentication event linksec fail action
authorize vlan vian-id

(8) RIEORITICKM L% T, A—  EORIEME VLAN 277
THZ LWL T, 2—FFEAERTEHR SN WVEREY 7 X2
T4 OMEEAA v TFRUET B EEFELET,

authentication host-mode

RARNEERT AL ZAOWEHR, 802.1x THFAIINIoAR— b L THIES

multi-domain NdEIIC, A—=F LI~ —T % E—FEZHRELET, REIN
TWRWEES, 77¢wk®th%~Piy/&wT¢
authentication linksec policy LinkSec X = V5 4 RU > —%FRELT. E T EFHATE DHAIC,

must-secure

MACsec Ty v arabXxaT Iz Liﬁ” RESNTOWARWES, T
7 # v MEVE should secure T,

authentication port-control auto

AN— k_ET 802. 1xwLuE%4’Z\ TNMZLET, AL vFEITTAT b
%@ﬂﬁx@_%OPTT FFFA AT — FETIREH A AT — BT
o0 E£9,

authentication violation protect

%ﬁbb‘?/§4 ANR— MBS NTHE., FRERKEOT A 2R

W SN L ICHT LWT S, ARZDR— Mo Shi-5

%%L&w%hMACTFVX%WﬁféiOT%F% HE L E

T HESNTWRWEES, 774NV FTHER— 2y b XL
i?

mka policy policy name

BEFO MKA 7m han R v—% A X —7 x4 AZHHAL, £
B —7 =4 ALTMKA %4 3—7 /1 LET, (mka policy 7 =z —
NVarZ 4 X¥alb—rary avry KEANLT) MKA R —2NEE
N TWARWES . mka default-policy /1 > % —7 = A 2 27 ¢ ¥ =
L—vay avwyry REANLT, MKADOT 74V hORY v—%A
&—71411%%¢5%%ﬁ%0i¢

dotlx pae authenticator

— k% 802.1x Port Access Entity (PAE; "—h 778X =7 ¢
74) F—vr T4l L’CE&TEL?‘T

spanning-tree portfast

BET 54 _TH VLAN NOBEEDA v F—T =2 AT, A= 7Y
J — Port Fast 2 A x—7 W2 L ¥ 7, Port Fast B$FEN A X — T VDY
BA VI =T oA AF Ty F T AT MBI T—F 4T A
— MIE#EBITLET, 2O, oA NN= 7Y ) — 27— |
IIEb Y £H A,
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T

avwy B
A7y7 14 end ¥ #E EXEC T— NIZERED £7°,

A79715 show authentication session interface |Zasn/-t v ar DX T 4 AT —F ZAZHRLET,
interface-id

A79716 copy running-config startup-config (EE) 2o 74FXal—vay 77 A NVICERERRTELET,

ZhiE. A E—T A A TD MACsec DiRE & HERDOEHITY,

Switch (config) # interface GigabitEthernetl/0/25
Switch (config-if)# switchport access vlan 10
Switch (config-if)# switchport mode access
Switch (config-if macsec
Switch(config-if authentication event linksec fail action authorize vlan 2
Switch(config-if authentication host-mode multi-domain
Switch(config-if authentication linksec policy must-secure
(
(
(
(
(

Switch(config-if authentication violation protect
mka policy replay-policy

Switch (config-if dotlx pae authenticator

Switch (config-if spanning-tree portfast

Switch (config-if)# end

Switch# show authentication sessions interface gigabitethernetl/0/25
Interface: GigabitEthernetl/0/25

MAC Address: 001b.2140.ec3c

IP Address: 1.1.1.103

User-Name: msl

Status: Authz Success

Domain: DATA

Security Policy: Must Secure B--- New

Security Status: Secured B--- New

#
#
#
#
Switch (config-if)# authentication port-control auto
#
Switch (config-if) #
#
#

)
)
)
)
)
)
)
)
)
)

Oper host mode: multi-domain

Oper control dir: both

Authorized By: Authentication Server

Vlan Policy: 10

Session timeout: 3600s (server), Remaining: 3567s
Timeout action: Reauthenticate

Idle timeout: N/A

Common Session ID: 0A05783B0000001700448BAS8
Acct Session ID: 0x00000019

Handle: 0x06000017

Runnable methods list:

Method State

dotlx Authc Success

Cisco TrustSec MACsec [CDLYT
N

GE) AA v FWEF2 T 4 DD Cisco TrustSec MACsec 13, IP R—AF /X [PV —bE R 7 4 —F
Ty MBI L TWHRAL v FTHEFIR—FENET, THIENPE £721E LAN XR—X 7 4 —F %
Ty FEETLTWVWDHRAAL v F TR FA—FSNEHA,

# 12-2 T, AA v FTHHR— k&N Cisco TrustSec MREIZ DWW THBH L 3, FEMIZOWTIE,
[ Cisco TrustSec Switch Configuration Guidel %#ZH L T &0,

http://www.cisco.com/en/US/docs/switches/lan/trustsec/configuration/guide/arch _over.html#wp105456
1
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* 12-2 Cisco TrustSec DifE
Cisco TrustSec D##k HL
802.1AE 551t (MACsec) 802.1AE (2D UA VYL — M Ry THN LA Y 2 BT a Fan,

MACsec ®IGT /34 AIZBWT, N7y MIEET A A0nbOH )T
FEh, ZET A ZA~DOANTES{LSNET, T340 ANTIEFEXT
7,

Z DOHEREIE. 802.1AE MIST A AT THEMTE £,

Xy hT—27 FNRAL AT RFIvyary ar NDAC X, TrustSec RAA YHOEFR Y hT—2 TNRALARET T34 A
rm—/L (NDAC) DU VT//JV/I/%OEZMD%ETEMEE I T&EHWFE7 v A TY, NDAC i,
IEEE 802.1x T‘_‘I\ ’\‘—‘X@wun %O< uqu7l/ LT — 7%1’4%)%[_/
EAP 5= & L T Extensible Authentication Protocol Flexible Authentication
via Secure Tunnel (EAP-FAST) ZfEf] L £7, NDAC TiliEdk L OFFAT
b e, 802 1AE B koot Xa VT 4 TV —v gy 7 b
) xAvT— g URFEITENET,

X2 VT TYVTZ—vary Faban [SAPIFAAL v TFHOTAIMWMBEDOF—LHT 1w F 2T, NDAC A1 >~
(SAP) FHFRIEDE . SAP I%, ZD# D TrustSec B 7 1D A A ~ F [ MACSec K
FAEOX—B LU B AL — MIOWT, BEIWIZR I — 3 VE{T
F£9., 78 AL ORBITEERFERIO T THHTEET,

X2 VT 4 F—TF %7 (SGT) SGT i%, TrustSec NAA VHNOREEILOEX 2 T 4 5HEZRT 16 By |k
DHE—=FXVLTY, f—F Xy b 7L—LFIXIP NSy MTBINENF
D

SXPv2 %% Tr SGT Exchange Protocol SXP ZfHT 5 &, TrustSec (&, — R 7 =7 TxHGE L TWRWT /S 258

(SXP) Cisco77t®A 2 br—L w275 (ACS) b ORBFEFEH L —FFE T2

X734 20D SGT BEEAZETEET, T34 AL, # 7B L 0k
X2 U7 4 Z—7 ACL (SGACL) O@EHD 7=z, TrustSec (Z/~— K
U7 TG LTWDT A R, FEETLIP D SGT ~DAA T 4 7
ZHRE L E T,

Vo7 Ofiug T 802.1AE MACsec V7R — ks L TWA%A., SAP *:f“‘/:v:~“/a VINEATENET,
YPFV D Ned—k T 4 r—H DT EAPOL-Key NAZ# S 4, BAAL— DX I T—T 37
V. BX a2V T 4 NI A-FORH, BLUF— @ﬁiﬁﬁxiﬁéhiﬁ“o IO DOIEENEFIZET
THE EX=2VT 4 TYYE— 3y (SA) PHESLLET,

VIR =T N"=DarbIf v ABLOY 7 "= U =7 FR—MUSL T, SAP x T2 T—
VaYBROBEET—- RO 1 SZ2ERTE X7,

» Galois Counter Mode (GCM) : &L & K51k

* GCM #iE (GMAC) : GCM FBFE. HEH1k72 L

o WML L AT EMERL (Z VT THFAL)
o null : I 7Bk, FEEE IR SR L

Cisco TrustSec i%. AES-128 GCM £ L GMAC #{#H L. 802.1AE HA&ICHEMW L TV EF, GCM
lZ. NPE £72IZ LAN XR—RX A A=V HFITLTWVD AL v T TEYR—FEnFEHA,

Cisco TrustSec SAP NDAC (X, X v hU—27 TRAANL Xy NI—7 TNRAZA~DY 7 ©DFY
2L v FBV VDB THEAT L LEZERLTWAED, FIv 7 R—FTHR—FENET, K
DLOTIEYR—FINEHEA,

o RAMIOT 7R F—bF (ZbOF— kI, MKA MACsec &4 & — bk LET)
o AA vFRIMA L HE—T A A (SVI)
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e SPAN 5%t — b
A4 v FiF, BX=2UT 4 ZA—7 ACL b FR—FLEHA,

Cisco TrustSec % v b U — 7 ZA{ERkT 572812 Cisco TrustSec 7 LT v ¥ ¥ VEZRETHIMENRNH Y £
\?AO

802.1x T — NE7/2IZFHEET— KT Cisco TrustSec V> 7 Bt F 2V T 4 2R ETE £,

Cisco TrustSec MACsec Di&TE

e [Z2A v F® Cisco TrustSec 7 L7 > ¥ v /LD E ] (P.12-10)

o [802.1X E— N T Cisco TrustSec AA v FHDY 7 X2V 7 1 DRE] (P.12-11)
o [FHET— FTO Cisco TrustSec A A v FM U 7 X =7 1 O%E] (P.12-12)

e [Cisco TrustSec A1 v FHV > 27 X2V T 4 OFEH (P.12-15)

GE) HBOHOYV U TAREIT. AAA BLORADIUS OREEZRLET, A v TFMOEF2) T 4%
FET DM, RADIUS B LN AAA OFREICZOFIZHEH L3,

A4 wF®D Cisco TrustSec V7 LT ¥ ILDETE

Cisco TrustSec HE A 1 % — 7 /LI HITIL D TrustSec i%E THEH T 25 A A » F T Cisco TrustSec
VT oy VEERT DLENH Y £9, Cisco TrustSec 7 L5 v ¥ ¥ )L ZRET HITIL. FiteE
EXEC £=— R CROFIEEZITWVET,

=1 ]3]
7971 cts credentials id device-id password EAP-FAST %f#if L T Cisco TrustSec 7 /34 A CTRIAFT 3B &
cts-password XWZZ DAL v FBEHT % Cisco TrustSec 7 V7 v v )L &5
ELET,

e id device-id : 2 A F ® Cisco TrustSec T34 2 ID Z#E L
*9, device-id B1%E. K 32 WFETRILFE & /N LFEEX G

LET.
o password cts-password : 7 /34 A® Cisco TrustSec /XA T —
NataEL T,
A7y72  show cts credentials (&) AA »F T ESNT= Cisco TrustSec 7 LT > ¥ v V&R
ALET,
A7973  copy running-config startup-config (EE) 274 FXalb—Yay 7y A VIHREEZRGTFLET,

Cisco TrustSec 7 L' v ¥ ¥ V& HIRT 5121%. clear cts credentials %74 EXEC =2~ F&Z AL £
ERS

Iz, Cisco TrustSec 7 VF v v ¥ VEERT BB &R LET,

Switch# cts credentials id trustsec password mypassword
CTS device ID and password have been inserted in the local keystore. Please make
sure that the same ID and password are configured in the server database.

Switch# show cts credentials
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(E)

802.1X €—

Cisco TrustSec MACsec e N

CTS password is defined in keystore, device-id = trustsecchange-password Initiate
password change with AAA server

Cisco TrustSec MACsec #RFE% % &3 2 HilZ, Cisco TrustSec ¥ — FELUVIHET — K FNA 2 ERET
HMHBENHY ET, 802 1x T—RTiX, 77X v br—/I 27 A5 (ACS) KRBTV AR &
b1 BDOV—R TS RAERETHLENRSD Y £, [Cisco TrustSec Configuration Guidel O Z DR
EZRL TSN,
http://www.cisco.com/en/US/docs/switches/lan/trustsec/configuration/guide/ident-conn_config.html

FT® Cisco TrustSec XA/ YyFED) 29 X2 )T14D

)
5% TE
B> Cisco TrustSec T /3 A I N TWBDA 2 F—7 = A A LT Cisco TrustSec UV ' 7@ A A v
FMEX2) T 4 HARF—T NI LET, £ F—T A AT 802.1X E— KF® Cisco TrustSec %%
ETDLEIE. WOERFIITHE S T ZE 0,
o 802.1Xx BE— FZEHTBITIE. KT XA AT a— L2 802.1x A X —T T HLENDH Y
iﬁ—o
e SAPHEMEE—FELTGCM ZBIRTHE, 22D MACsec =LY 7 h =7 S4B AN
MELTY, MACsec 1 Catalyst 3750-X 38 LT 3560-X 2=/ N—H /L [P X—ZABJLWNIP —E 2
FAEBATHR—bENET, THIEINPE 74 BV AELILI LAN X—X —E R f A =TT
TR —bhENEHA,
VERT AR LTGCM 2BIRLEGS, A v ¥ —T7 A AFV 7 ¥ KB £
7
802.1x C Cisco TrustSec A4 v FH U v 7f@tEXxa T 4 #RET AT, B EXEC E— FTKRD
FlEAFITLET,
avwy R B
27971  configure terminal Fa—rL ar 7 4 ¥al—ay B— REEBLET,
27y72 interface interface-id GE) Av¥—TxzAAar74¥al—vary E— Rafifal

£,

AT973  cts dotlx

A B —=7xA A%, NDAC @itz E1TT 5 LI ITREL LT,

| oL-29503-01-J
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avw vk BH#
A7974  sap mode-list model [mode2 [mode3 LE) A %— 71/1’ 22 SAP BT — REHRELET, A
[mode4]]] 2 —T oA RIMAENZZ T ANFRERE— NHOE T Ex T

T—hLET, {%%ﬁ‘élllﬁf?“éﬁﬁéhé%*— RFEATLET,
mode DIRRFF IR DO EFY TY,
e gem-encrypt : PSGE & AL
GE) Y7bu=7 4% A0 MACsec B 5k & R — b3
%6, MACsec OFBFEEEHLICZ DE— FERIRL F
7
e gmac : RiE, AL L
e no-encap : ¥ /&bl L
o null: 77BN b, BEEEITRE S LA L

GE) AVH—TxARTT—X VU IREFEFERTE RV
BT 740 b X OME—fE A TR 72 SAP B EE— NI
no-encap T3, SGT IV — rEhEHA,

S
GE) CLI~ATICIER AR SUE T2, timer reauthentication 3 & U propagate sgt % — 7 — F{IH A —
FENFERFA,
A7975  exit Cisco TrustSec 802.1x f >4 —7 A A a7 4 Fal—T g
T—FERTLET,
27976 end Fi#E EXEC £— FIZREY 7,
A797 7 show cts interface [interface-id | brief | (fE&) TrustSec B DA ¥ —7 = A AFHEEAR R LT, REE
summary] ERLET,
A7978 copy running-config startup-config (EE) 274 FXalb—ray 7y A VIHREEZRGTELET,

WIZ EHRSAP E—FFE L TCGCM 2 L CA v X —7 =4 A T 802.1X & — KT Cisco TrustSec
PEEE A R —T N T DRl E R L ET,

Switch# configure terminal

Switch (config) # interface tengigabitethernet 1/1/2

Switch (config-if)# cts dotlx

Switch (config-if-cts-dotlx)# sap mode-list gcm-encrypt null no-encap
Switch (config-if-cts-dotlx)# exit

Switch (config-if)# end

FHE— KTO Cisco TrustSec R4 vyFEY>y £x1) T4 DHETE

AA /9; ﬁ\ntuuﬂ:.—]j-—/\ 77'[22‘(%72[/\%{3\\ F7213 802.1X wuuﬂiﬁ‘%%f&:b\%{ﬂ\\ A HF—T =
A A Cisco TrustSec # FEN CHETEET, HEHOMMD A X —T =2 A4 A% FETRET DL
NHY F4,
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A H—7 x4 AD Cisco TrustSec # FEITHET HHEIE. WO LH i LoEEFH, BXLW
HRFEEZZBE L TS EEN,
e SAP T A= NEZEINTWARWIEA. Cisco TrustSec I 7 /AL F 1T 5{kIZITh £
/Vo

e SAPHEMEE—RFRELLTGCM Z&8IRTH L, 22D MACsec iEF LY 7 by =7 T4 AN
VETY, BERTA B ARLTGCGCM &R LTI2GE. A V¥ —T A ATV 7 XU iREE

20 ET
o INLOHE#EL~LIL, SAP ® Pairwise Master Key (sap pmk) 2% ET5HAICHR—F&h
S

— SAP BEEI N TV REITITONEREA,
— sap mode-list gcm-encrypt gmac no-encap : RENSEE LWL OOMEATIIH Y /A,

— sap mode-list gcm-encrypt gmac : B RFFPLE L BEESERMETT, REEIVTY
FNOBREIISECTY T Y B ML o GRS ET,

— sap mode-list gmac : A5 MED A,
— sap mode-list gcm-encrypt : MEE R FF N LT T,
— sap mode-list gmac gem-encrypt : AN ML EENOHER I WERFIMTE T,

#3o Cisco TrustSec T /34 A~DA X —7 = A AT Cisco TrustSec Z FH THTT HI21%. ¥tk
EXEC =— R CROFIEEFEITLET,

avwyFk B
27971  configure terminal sua—n)arz 4 Xal—vary ®T—FEBEBLET,
27972 interface interface-id (F) AvHF—T=xzARaArT 4 FXalb—ar - Neplth
LET,
27973 cts manual Cisco TrustSec FEa> 7 4 Xl —Ta v T— NEHBLE
kD
27974 sap pmk key [mode-list model [mode2 [mode3 | ({£i5) SAP O Pairwise Master Key (PMK) &t &{EE— RE%
[mode4]]]] 7E L %9, Cisco TrustSec O FFE— FTiX, SAP I¥5 7 4V

FCF 4= TR TWET,

o key : SUFEMBEAE TR K 32 XFD 16 HEH,
SAP BifFE— ROA T > a L iTkD EFB0 TH,

e gem-encrypt : Wik & Kb

GE) VI7hU=T7 A4t ZD MACsee B2k a4 AR — K
T 5846, MACsec DFEGEE RS LIZ Z DF— R &38R
LET,

* gmac : RFE, KL
e no-encap : ¥ AL L
o null: I 7k, FIEE LISk L

GE) AH—T=ARTT—42 VIR bafiTEin
BElE. 7740 B X OME—fEH FTREZR SAP BIfFE—
X no-encap T3, SGT iZHFR—rEhEHA,
27975 no propagate sgt ET A SGT 2L TER2WGEA, D3~y RO no % £
HLET, nopropagate sgt =~ > NI, /¥ —T7 = A AN
SGT # VT ICKETHZ LA E, FHIT— RTIILETT,
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AT97 6

ATvFT
ATy7 8

A7979

[l Catalyst 3750-X 8& U 3560-X R4 vF YI+bHxz7 AavT74F¥al—>av HAF

avwy R B

exit Cisco TrustSec 802.1X f v X —T A A a7 4 X2l — g
VE—REETLET,

end et EXEC B— RIZRE D 9,

show cts interface [interface-id | brief |
summary|

(LE) TrustSec BHED A v ¥ — 7 = f A EZFR R LT, H/E
R L £,

copy running-config startup-config

(EE) avr74Fab—vary 774 VICREZHRTFLET,

Wiz, A % —7 xA AT Cisco TrustSec @ik % FEIT— FCRET M2~ LET,

Switch# configure terminal

Switch (config) # interface tengiigabitethernet 1/1/2

Switch(config-if)# cts manual

Switch (config-if-cts-manual)# sap pmk 1234abcdef mode-list gcm-encrypt null no-encap

Switch(config-if-cts-manual)# exit

(
(
Switch (config-if-cts-manual)# no propagate sgt
(
(

Switch (config-if)# end

0L-29503-01-J |



| $12% MACsec DEEE{LEE

Cisco TrustSec MACsec e N

Cisco TrustSec XA/ vy FRIJ VY vxa)T 14 DHREH

Wiz, Cisco TrustSec A A v FRIDE X2 VT 4 D=HIZY— RBLIUOIHET— K T8 Z|THERFH
TxRrLET, Vo7 X207 0 I AAA BIX O RADIUS ZRETHMLENH Y £, ZOHIT
X, ACS-1 5 ACS-3 1 HEE DYV — 4 cts-radius 1Z Cisco TrustSec V—/ 3T,

V=K FRL ZADORE

Switch (config)# aaa new-model

Switch (config)# radius server ACS-1 address ipv4 10.5.120.12 auth-port 1812 acct-port 1813
pac key ciscol23

Switch (config)# radius server ACS-2 address ipv4 10.5.120.14 auth-port 1812 acct-port 1813
pac key ciscol23

Switch (config)# radius server ACS-3 address ipv4 10.5.120.15 auth-port 1812 acct-port 1813
pac key ciscol23

Switch (config)# aaa group server radius cts-radius

Switch (config-sg-radius) # server name ACS-1

Switch (config-sg-radius) # server name ACS-2

Switch (config-sg-radius) # server name ACS-3

Switch (config-sg-radius)# exit

Switch (config) # aaa authentication login default none

Switch (config)# aaa authentication dotlx default group cts-radius

Switch(config)# aaa authentication network cts-radius group radius

Switch(config)# aaa session-id common
Switch(config)# cts authorization list cts-radius
Switch(config)# dotlx system-auth-control

Switch (config) # interface gil/1/2

Switch (config-if)# switchport trunk encapsulation dotlqg
Switch (config-if)# switchport mode trunk

Switch(config-if)# cts dotlx

Switch(config-if-cts-dotlx) # sap mode-list gcm-encrypt gmac
Switch (config-if-cts-dotlx) #fexit

Switch (config-if) # exit

Switch (config)# interface gil/1/4

Switch (config-if)# switchport trunk encapsulation dotlg

Switch(config-if)# switchport mode trunk

Switch (config-if)# cts manual

Switch (config-if-cts-dotlx)# sap pmk 033445AABBCCDDEEFF mode-list gcm-encrypt gmac
Switch(config-if-cts-dotlx) # no propagate sgt

Switch (config-if-cts-dotlx) # exit

Switch (config-if) # exit

Switch (config) # radius-server vsa send authentication
Switch (config) # end
Switch# cts credentials id cts-36 password trustsecl23

F— K T %

Switch(config)# aaa new-model
Switch (config)# aaa session-id common
Switch (config)# dotlx system-auth-control

Switch (config)# interface gil/1/2

Switch (config-if)# switchport trunk encapsulation dotlqg
Switch (config-if)# switchport mode trunk

Switch (config-if) # shutdown

Switch (config-if)# cts dotlx

Switch (config-if-cts-dotlx)# sap mode-list gcm-encrypt gmac
Switch (config-if-cts-dotlx)# exit

Switch (config-if)# exit
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Switch (config) # interface gil/1/4

Switch (config-if)# switchport trunk encapsulation dotlg

Switch (config-if)# switchport mode trunk

Switch(config-if)# shutdown

Switch (config-if)# cts manual

Switch (config-if-cts-dotlx)# sap pmk 033445AABBCCDDEEFF mode-list gcm-encrypt gmac
Switch (config-if-cts-dotlx)# no propagate sgt

Switch (config-if-cts-dotlx)# exit

Switch (config-if)# exit

Switch (config)# radius-server vsa send authentication
Switch (config)# end
Switch# cts credentials id cts-72 password trustsecl23
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