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ZDAA v FiF. Cisco [0S /—% D ACL IZBIET HROMRELZ R — F L TWER A,
e JEIP 71 =L ACL (% 39-1 (P39-9) %) i3 7V v S Ar—7 ACL

s IPTAVT 4T

o BHEBIUOREL— MMIBR (QoSACLIZX D L— MilRZ K<)

e V7V VT ACL 72344 F v 7 ACL (A v F 77 A2 ) JHRETHEM SN L2HEMO
#4733y 7 ACL %Br<)

e F"—hFACLBIOVLAN v~ v 72T 5 ACLu¥> 7
ZDAA v FTIPACL ZEHT2FIHITIKRDO LY TT,

ATF9FT 1 TI7BAVAMNOEFESELITLATET 7 ¥ AFME2HBEL T, ACL 2/E LET,

ATFvF 2 ZOACL %A ¥ —7 oA ZAETTMAREHICHEH L E 3, %S JOYLE IP ACL % VLAN v v 7
WHEHAT 22 b TEET,

2T ROBEICOOVTHALET,

o [1E# [Pv4 ACL 3 X UL IPv4 ACL OfER) (P.39-8)

o iR [REIFR~D IPv4 ACL O] (P.39-20)

o (AU H—T A Z~DIPv4 ACL i (P.39-21)

e IN—FRU=T7BIWY 7 +v=TI2XK5 IP ACL O] (P.39-23)
e TACLO NI 7Ny a—F 7] (P39-24)

o [IPv4 ACL O%EHI) (P.39-25)

=% IPv4 ACL & & ULk IPv4 ACL DERX

ZZTHE, IPACLICOWTHEHHILET, ACL X, #Frl&t L EREGOIRF T bNEE D TT,

AL v FIE, TR VAMNNOEMLEZ 1 STOMX, Nry hETAMLET, RN —H L5

HIZEoT, AL TRy bEZTFANDIDERT20BRESNET, A1 v F i —KT 55K
DEMEM R ADINSTZREE TNy hOT A NEELT 5720, FMEOHFNEELRE®REZHRLET, —
HBITDEED20GE. AL v FIIry FEESELET,

ZOVT7 by =TlE, IPV4IZOWTIRD ACL (727®A URAR) 2 KR—FLET,
o fEUEIP 77 &R URBNTIE, BMABIEIZEELT FLAZFEHLET,

o WRIP 77X VX MTIE, BMEBRIMEIZHELTT FLALSET FLAZMEHL, EETT e b
) I A TIEREERN L THEOEOMMrS2mO 5 28 bTEET,

TR, TR VARNEZFDOERFIEIZOWTHALET,
e 77 ®A URNER] (P.39-9)

Catalyst 3750-X £& U 3560-X R4 wF Y bz 7 avI24F¥al—>av HqAF
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e TACL®OuEX 7| (P.39-10)

e [Z=—F X7 (P39-10)

o [FHSHIEUE ACL OfFER) (P.39-11)

o [FHSfrxhisE ACL OfFrk) (P.39-12)

o TACL N® ACE D ~#x% | (P.39-16)

o [ZHif &R ACL B KX O il & B3k ACL OfER (P.39-16)
o TACL CTokHfHOEM ] (P.39-18)

e TACL ~®= 2 FOffiA] (P.39-20)

TOEA VA ES

ACL Z# T 212D 2F 513 T 27 278X VA MDA THRLET, £ 39-1 1T,
TI7EAVRAPEGZEMET DT 78X VAN ZATERBT, ZOZXAAL v FTER—FSNTHD0
EIYMERLET, ZOAAL v FIL, IPVAEET 782 VA MBIWEET 7 X VXN (1~ 199
BLU1300 ~2699) ¥ R—FLET,

# 39-1 7R YR MES
TOERA YR +EBS (447 HHR—F
1~99 IP (YT 72 U 2 K Yes
100 ~ 199 IPHEBET 72 U 2 K Yes
200 ~ 299 Juabhay A4 Fa—RK 7R URL No
300 ~ 399 DECnet 7 72 U 2 |k No
400 ~ 499 XNS fE#T 7 & 2 U & b No
500 ~ 599 XNS $EET 7 &2 U & b No
600 ~ 699 AppleTalk 77 A U A |k No
700 ~ 799 48ty FPMACT FLRA 7Z7&A URA b No
800 ~ 899 IPX HEHET 7 2 U A b No
900 ~ 999 IPX 3T 72 U 2 k No
1000 ~ 1099 IPXSAP 77 & & U X b No
1100 ~ 1199 JrE48 By F MACH~YU— 7 FL 2 727+t |No
2 YRR
1200 ~ 1299 IPX#~U—F RKLATZEA VR No
1300 ~ 1999 IPHE#eT 72 A U A b (PLAEHIPH) Yes
2000 ~ 2699 IP LT 722 U A N (BLAEFDH) Yes

GE) FHEMNETEEACL BLUOFESMNEEE ACLICMA, ¥YR—FENDHFFE2HEH L TARIT S ELE
ACL B L UL AT E4R5E ACL bAEKTE £, £ IP ACL o4 1% 1 ~ 99 T, #L3# IP ACL O4
A% 100 ~ 199 T4, F & U A bORD Y IC4HIMTE ACL 242 Z L12id, = H U Z2E5]
WCHIBRTE 2 & WO REDRH Y £,

Catalyst 3750-X & U 3560-X R4 wF YI b7 avI4Fal—>av HiAF
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W 1Pv4 ACL DEEE

ACLORXy 4

TP 77 EAR UR ML THFAELITIER SN ATy NIBET R T A \‘/“’Z—“/‘%i AL v F
DY 7 T zTICE>TRRENET, 2FV, ACL & T 537y bR3bHo=HAIE, T
oy MIET I S@MA v =V Nar ) —LVICERESRET, 3 Y= %Téhé%/t v
DL~YLE, Syslog A v E—VEGlITAHrX 7 avy—L a<w s FTHEIENET,

GE) N—T 4273 N—FKy=7T, aX 73V 7 bvaT7 TEITENET, LEB-T, log F—U—
REETdrrl (permit) F7213HEE (deny) ACE &L —9 237 v RS EAFET 254G, V7 b
T2 TIE N R = 7 OLBEEIZIBNO ZENTERNZD, — Oy MIrXr 7 snizn
HENHY £T,

ACL ZEB) L2/ DT v MZHOWTIE, B XAy b—URTCICRRSNETN, TRLUED R
Ty MZOWTIE, 5 o MONERHA RS L THhoRREIrn L ranEd, ns Ayv—UC
X772 URARES, N7y POFREIFEGTICET R, X7y FOREFEILIP 7 FLA B
FOERTD 5 3BICFFAT £ IR SN BN b DT v MRS E T,

AT—h OxXyy

AA v FTAZ— | m«*v“/ﬁ?ﬁ/r;‘r\ TALTHY, X7~F 2X I TRESNTEZACL VA V2 A
VHE—=TxAA (AR—bF ACL) | Déf%ﬂfb\é . ACL IZft» THRE ERITFFr S )
7w F DN NetFlow W%*ﬂﬁ bEEINET, Xv—l\ a X7 OFEMZ OV, [A~— |
nX I ORE] (P36-14) 2R LT EEW,
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BSHRLE ACL DERK
i34 X EYE ACL % 1ERT 51C1E, #5# EXEC £— FCROFIAE FATL £ T,

avyFk B
27971  configure terminal Fa—r ) ary 7 4 F¥al—vay B— REEBLET,
AT972  access-list access-list-number {deny | permit} |3%£(ZT7 FL R &L T AL R — R&#H L CELE [Pvd 7 27 & %
source [source-wildcard] [log | smartlog] VA NEEZRLET,
access-list-number 1Z1%, 1 ~ 99 F 721 1300 ~ 1999 @ 10 #%L
ERELET,
SN LIEEAIT 78 22 ERT 5854513 deny, #FA[9

53541 permit %?H;E LET,

source (21X, /N7y FOREEITLLE DRy MU —27 723K A b
DT RLAZROEXTHELET,

o Ry MIx 10#ERTICLS 32 £y NEOHE,

e source 3 LW source-wildcard @ 0.0.0.0 255.255.255.255 @
B EEWT 5% —Y— K any, source-wildcard % AJ19
HYEXHY FH A,

e source B L U source-wildcard DfE source 0.0.0.0 DE I %
EHT %% —7— K host,

(EE) source-wildcard 1%, VANV KA —F By hE2HXETLT R
ZIZHEHALET,

ER) log ¥ 8ETH &, = MY &E—ETH 0y MTBT 5
O ZEmA = Na s = ICEEENE T,

(&) smartlog Z 5/ ET 2 &, EREFIFFT SN T v B
® = ' —M NetFlow IUEEEICHEFEINET,

GE) mXolEF. LAV3IA v EZ—T oA ZAHYYTHN
72 ACL TRV FA—hranEd, Av—F aX 7
LAY 2A4 4 —T x4 R|Z IJDé’CEﬂtACLTtT
PR—FENET,

27973 end ke EXEC £— NICEY £,
27974  show access-lists [number | name) TI7HAVAMOREEFRLET,
A7975 copy running-config startup-config EE) 274 X2 —ay 77 A NVIREXZRELET,

ACL &K Z B4 5121Z. no access-list access-list-number 7 0 —/3)L 27 4 Fal— gy a<
VREMHERALET, BEMET IR VA MNLMELD ACE IZHIBRTE T8 A,

~

GE)  ACL ZfEkT 5 & &12i%. ACL ®KREICT 7 4 /v F THEYZ: deny A7 — b A > haviBII S,
ACL O# bV IZBIET DI ET—ETEIREBAONL R T_RTCONry MIERAEND Z &1
HELTLEEY, ZEH#T7 782 U MTIE, BEFTFONZIPAAXARN 7 FLX ACL OEENL~
AT BT HE, 0.0.0.0 3~vAR7 LR INET,

IZ, IPARA B 171.69.198.102 ~D7 7 L 2 ZEH L, iOTXTORZX F~DOT 7 X ZFFA L,
i R A2 TR DHEUE ACL OFERBI 2R L £,

Switch (config)# access-list 2 deny host 171.69.198.102

Catalyst 3750-X & U 3560-X R4 wF YI b7 avI4Fal—>av HiAF
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W 1Pv4 ACL DEEE

Switch (config)# access-list 2 permit any
Switch (config)# end
Switch# show access-lists
Standard IP access list 2
10 deny 171.69.198.102
20 permit any

AA v FiE, host —BEEMNHBHT L U L don't care ~ A7 0.0.0.0 & —HE&MRHL Y
DY A OEFHICBEI L, 0 LSO don't care ~ A7 2 gtem > MU L0 HENCMET D L )i, %
TIEA VR RNOIEFEZEEHRZET, TOED, show a2~ RO Ivar 74 FaL—vayv
T77ANTiE, ACEXLTLHLANSINEEBYDIRFCERESNETA,

VERR L7- % B-HIEEYE IPv4 ACL 1%, SREER (THiRE#~o IPv4d ACL o | (P.39-20) #&MR).
A2 —=T AR (LB =T A A~D IPv4 ACL D] (P39-21) Z&M). £721% VLAN
(T'VLAN ~ v 70#% &) (P.39-32) &) [c#fcs £,

BE T EHiR ACL DERK

ATy71

[l Catalyst 3750-X 8& U 3560-X R4 vF YI+bHxz7 AavT74F¥al—>av HAF

e ACL CIEIRGICHEITLT LA 2 L ET 2, k38 ACL Tit, BEBIEICEETT FL
ALFHET RLAEMHCTE  ALETT R b2 ¥4 TEREEH L THEO X DMA S 2@mb 5 2
LN TEET, FEMESILET 78R VRO ACE ZAERT 5 & (2, E L7 ACE XY A+
RKEWCEBMShD ZLicEREL TS, HHMHEY X FTIE, ACEDIEFZZEELZY, U AL
WO RFE DYATIZHR LT ACE ZBMEZIXHIBR LY T EHA,
—foTa haii, HEDONTA—LZRX—U—RbEHINET,
WOIP 7o ha Bl R—hEnET (Frbal F—U—RKEhy aWIZKFTRLTHY 1),
Authentication Header Protocol (ahp). Enhanced Interior Gateway Routing Protocol (eigrp) .
Encapsulation Security Payload (esp). Generic Routing Encapsulation (gre), ICMP (icmp). IGMP
(igmp) . & @ Interior Protocol (ip). IPinIP h >V 7 (ipinip). KA9Q NOS Hif IP over IP
k>3 U7 (nes), Open Shortest Path First —7 « -7 (ospf). Payload Compression Protocol
(pep) . Protocol-Independent Multicast (pim)., TCP (tcp). 721X UDP (udp)
#7708 FAaLOXF—U—= RFOFEMIONTIE, KOa<vr K77 Ly RE2ZBLTIIZEN,

» [Cisco 10S IP Command Reference, Volume 1 of 3: Addressing and Services, Release 12.4]

* [Cisco 10S IP Command Reference, Volume 2 of 3: Routing Protocols, Release 12.4.]

e [Cisco I10S IP Command Reference, Volume 3 of 3: Multicast, Release 12.4.]

~
GF) ZODAA9TFIE, FATIvI7FRFIVIVIVT TI7HA VA2 R—-FLTWERA, T,
2 A7 AT $—Er A (ToS) ¢ minimize-monetary-cost £ MIFESL 7 4 ¥ V7 HHR— 1L
TWEHA,
PAR—=PFINTWVWDENRTA—=FDHT 2V (L, TCP, UDP, ICMP, IGMP, Do IP TY,
L3R ACL #1ERkT 211X, #E EXEC T— R TROFNEE FEIT L £,
avwy Rk B
configure terminal Ja—) ary7 4 Xal—yary T— REHBLET,
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avyFk B
X797 2 access-list access-list-number WAEIPVE 7 78R UARAMNBIOT VA& A2ERLET,

mmym”mﬂiff?l access-list-number \Z1%. 100 ~ 199 F 7213 2000 ~ 2699 ® 10 XA 457E L
Ssource source-wilacar iﬁ—o

destination destination-wildcard
[precedence precedence] [tos tos] | R —BLIEHEIT A v P EEGRT 55513 deny, FFAlT 55513

[fragments] [log [log-input] | permit % f5iE L 97,
smartlog] [time-range protocol I[Z1%, 1P 7' F AL OAHTE - 13F S % AN LET, $5EICIE ahp,
time-range-name] [dscp dscp] eigrp. esp. gre. icmp. igmp. igrp. ip. ipinip. nos. ospf. pcp. pim,

GE)  dsep & AN L7284 tep. udp. F/IXIP 7u hari&SERT 0~ 255 OB EFEHTEET,
tos % 7-1% precedence |% —%&thE LT ¥ —%y b 7r hai (ICMP, TCP, UDP % ¥) %5
AN TEEHA, dsep % ET AT, ¥F—UV—Fip aFEHLET,

ATTLZ2WGAIE, tos & [GE)  ZoOFEICIE, FLAEDIP 7P barod7FyrarNEgEnTnE

precedence fE D )5 % A 9, TCP, UDP, ICMP, B LUIGMP DEMD/NT X —H 2D T
NTEET, X, AT v 7 2b~2e R LTIIEE,

source \Z1X, NI A—HDEEFETLTHDLXRY NI =T FIIHF A NOFZE S E R
ELET,

source-wildcard 13, VANV RHI—FK By MNEERFELT FLAIZEA L ET,
destination \Zi%, /XT A =X D5LETHHR Y NI =7 FTFIHRA FOEFF%
BEELET,
destination-wildcard 1%, VAV RA—F By "&FEET FLUAIZHEHE L ET,
source, source-wildcard, destination, ¥ XU destination-wildcard OfEIX,
KOG THRE L E7,

e Ny MIZ 10#ERTITL D 32 By FROME,

e 0.0.0.0255.255.255.255 (fEEDARA L) #FTF—7— K any,

o Hi—d3FANO0.0.00%KTHF—7— R host,
ZOMOF—T— RIIAT v arThy), KOBERERHLET,

o precedence: N7 v FE 0~ 7 OFSELITARTIEET H2ELE L —&K
SHLGAICANILET, HETE SMEIX. routine (0). priority (1),
immediate (2). flash (3). flash-override (4). critical (5). internet
(6). network (7) T,

e fragments : 2 DOLUBDO T Z 7 AL b T =y 7 THEAICANLET,

e tos: X7y hE O~ IS OFZELIFANTHET A —ER A7 LA
NE—HIELLAICANLET, FEETE 2MEIE. normal (0),
max-reliability (2). max-throughput (4). min-delay (8) <7,

e log: = N E—HKFT 57y MIET I e 7@MA Yy E—VEEMRL,
Y —)VIZEE LE T, log-input ZfET 5L, v/ = M UICAT
AV E—T A APBMENET,

o smartlog : FER E/ILFF AT ST v b D2 B —% NetFlow IUELEE
WCEETH72DICA~— b X IR a— LT F—TRGEICH
ﬁb\i\j‘c

e time-range : Z DO ¥ — T — ROFEMIC OV TiX, TACL TOWRFEIFEIH O ff
M1 (P39-18) #ZML T EEW,

o dscp: X7 v FE 0~ 63 DFEBTHET S DSCP L —HIHHHEIC
AN LET, T2, BETEHMEOY X M EFRRT DI, &EF ()
A LET,

Catalyst 3750-X & U 3560-X R4 wF YI b7 avI4Fal—>av HiAF
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Epel s

F20X

A7y7 2

ATy7 2%

[l Catalyst 3750-X 8& U 3560-X R4 vF YI+bHxz7 AavT74F¥al—>av HAF

avwyFk

B&

access-list access-list-number
{deny | permit} protocol any any
[precedence precedence] [tos fos]
[fragments] [log [log-input] |
smartlog] [time-range
time-range-name] [dscp dscp]

TIHEA VAN 27 4X=2b— 3y F— KT, source 3L W source
wildcard O1E 0.0.0.0 255.255.255.255 OE W & destination 35 LY
destination wildcard ™1E 0.0.0.0 255.255.255.255 OAME & H L T, ILE
P72 UAMNEERLET,

BEILEWHEDT FLABI VYA NV FAI—FORPYIZ, any ¥—V— %
FHTEET,

access-list access-list-number
{deny | permit} protocol

host source host destination
[precedence precedence] [tos fos]
[fragments] [log [log-input] |
smartlog] [time-range
time-range-name] [dscp dscp]

source 3 X O source wildcard DfE source 0.0.0.0 DEWEIE & destination 3 X
" destination wildcard O destination 0.0.0.0 DA 2 H LT, §L9E IP
TR VR NEEHRLET,

PEITE LSO T ANV — RERIE~ 227 OV IC host F— 7 — K&l
ATEET,

access-list access-list-number
{deny | permit} tcp source
source-wildcard [operator port]
destination destination-wildcard
[operator port] [established]
[precedence precedence] [tos tos]
[fragments] [log [log-input] |
smartlog] [time-range
time-range-name] [dscp dscp]

[flag]

(EE) ETCP 77 A VA MNBIOT /AL 2 EHELET,
TCP OA1T tep ZANLET,

WROBINERE, AT v 7 2a OB H DT A= LRILRT A —H %Al
MLET,

UEE) operator BE W port ® AJ1T 5 &, XMEILAR— b (source
source-wildcard DHI\Z AN LicHra) 721358 K— ~ (destination
destination-wildcard D#%IZ AT LTc6) NS vE 3, AR REE
FiE, eq (FELW), gt (KOREW), It (KV/hEW), neq (FELL W),
range (A &#H) 72 & TT, HEFICIR—FES2EETILENDHD £
7 (range DHFEITL 2 DOR— "EBEEARXR—ATRY) > THET D LELH
DEF),

port 1Z1%, 10 % (0 ~ 65535) OKR— FEEEILTCP A— " EAJIL
3. TCP A— b &R HI121E, 2 2T 52, [Cisco 10S IP
Configuration Guide, Release 12.4] @ TIP Addressing and Services| DEIZH
% TConfiguring IP Services| # 2L T ZX\W, TCP 27 4 V& U v 7§
HEEITE, TCP A— OB FELBFAMET2HENL £,

MoOF 7T arDF—U—=FROERIIKDO LD T,

 established : fEZ SNz L METL2HAICANILET, ZOF—U—
FiZ, ack £721drst 75 7 CTORE LR UMEEZ - LET,

o flag : fEEESNIZTCP ~v ¥ — vy hEEBIILTHRELEST, ANT
X577 70%, ack (FERRIGE), fin (8 T). psh (F> =), rst (U
v M), syn (R, FiZarg (BE) <TF,

access-list access-list-number
{deny | permit} udp

source source-wildcard [operator
port] destination
destination-wildcard [operator
port] [precedence precedence]
[tos tos] [fragments] [log
[log-input] | smartlog]
[time-range time-range-name)
[dscp dscp]

(EE) JLEEUDP 77 A UA RBLOT 7 v AL R ERLET.
2= F—=E T TN Ta haLOREIE, udp E AN LET,

UDP /XF A —# X TCP OfiicdH 5 /37 A—& LA L TT, =7 L,
[operator [port]] A— F&EFETIZFR— h4iL, UDP FA— b OF G E 21340
TRITNIEZ Y /A, 72, UDP Tid, flag 35 X O established /X7 A — %
IXEEL)TT,
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AT973
ATv7 4
A7y75
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avwyFk

B

access-list access-list-number (EE) B EICMP 77X VA MBIOT 7 B ALHBE2ERZLF T,

{deny | permit} icmp source
source-wildcard destination

AV E—Fy M A vy E—Y 7Fa havOBFEIT, iemp ZANLET,

destination-wildcard [icmp-type | |ICMP /XZ7 A —=Z(ZAT v 7 2a D IP 71 f aLO@Ich 2 /37 A—2 L1F

[[icmp-type icmp-code] | LAERUTTN, ICMP A vE—Y A4 7BLV0a— K T 2 —% 3800
[icmp-message]] [precedence INTVWET, 7T arOoF—U—ROBKRIZKRDO LEBY TT,
precedence] [tos tos] [fragments] | , .., e ICMP A vt —3 XA FTTAAE Y L IFBEAICASL
[log [log-input] | smartlog] F, HETE AWOMMIE. 0~ 255 TF,

[time-range time-range-name]

[dscp dscp]

e icmp-code : ICMP /X% > % ICMP A vt —Y a— K XA 7 T7 4 L%
Vo 7T 55 AN LET, HHETE 2MEOHHMIE. 0~ 255 TT,

e icmp-message:ICMP /X7 % ICMP A v&— ¥ A 74 F 7213 ICMP
A=V FATLa—=RETTANEZY) A TTDHHEICATLET,
ICMP A vtE—Y ZA 74 BL0a— A0 ) X NEBRT58551F, ?
M3 %5, [Cisco 10S IP Configuration Guide, Release 12.4] @
Configuring IP Services| #ZH L T Z&W,

access-list access-list-number (EE) #EIGMP 77 A VA MBIOT 7 A2 EHE LTI,

{deny | permit} igmp source
source-wildcard destination

LB =%y h FA—TERT 0 a oA, igmp 2 AN LET,

destination-wildcard [igmp-type] |IGMP /"T X —Z|ZX7 v 7 2a D IP 71 b 2V OFHAIZH 537 A —F LiZ
[precedence precedence] [tos tos] | £ A LR L TT N, WITRT AT v a DRI A=2RBIMSHTHET,
[fragments] [log [log-input] | igmp-type : IGMP A v & —Y ¥ A 7 LHBETHITIE, 0~ 15 OFFELIF

smartlog] [time-range A v¥E—T4% (dvmrp, host-query, host-report, pim, F7-iX trace) % A
time-range-name] [dscp dscp] HLET

end

¥t EXEC £— FIZED £,

show access-lists [number | name] |7 7 &2 U A FOBREEHRLET,

copy running-config (EE) av74Xalb—Yay 77 A VCREXZIRELET,

startup-config

T 'A URAMEEKEEIFRT SIZiE. no access-list access-list-number 70—/ 3T 4 F 2 L —
varvavwry REFERALET, FEMHET 7R VAN LME4x D ACE IZHIBRCTE £8A,

WIZ, Xy FT—7 171.69.198.0 DT XTOFRA b FHy T —7 172.20.52.0 DFTXTDHRA b~
D Telnet 7 7 ERAZEE L, MOFTXTOT IV BREHATLIET 72X VA MEFERL, BT
L0l R LET (eq F—V— RE5ET FLADRITIEET 5 & Telnet (ZH)S+ 2 TCP 515K — b
EBENT =y 7 SNET),

Switch (config)# access-list 102 deny tcp 171.69.198.0 0.0.0.255 172.20.52.0 0.0.0.255 eq
telnet

Switch (config)# access-list 102 permit tcp any any

Switch (config) # end

Switch# show access-lists

Extended IP access list 102
10 deny tcp 171.69.198.0 0.0.0.255 172.20.52.0 0.0.0.255 eqg telnet

20 permit tcp any any

ACL OIERRZIC URRNED AN R EICL-TC) BIMLEZ MU, VA MOKRBIGEBNENET,
HoMET /A VA NOEEDRIZIZIT Z7EA VAN = MY ZBMELITHBRTE A,

| oL-29503-01-J
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~

GE)  ACL 2T 2L &2iE, 772 RA URAMDORRBICT 7 4/ h THEMZ2 deny A7 — F A2 bdig
mEiv. ACL OOV IZEIZET D E T—HTDRUDAONE RN T XTONRT y MZEH S
HZEITHEELTIEEN,

YRR L7- & Bl PkiE ACL 1, SmRERE (DR ERE~D IPv4 ACL O ff] (P.39-20) #&M), 1 v
=Tz R (L HZ—=T A A~D IPv4d ACL O] (P.39-21) #&M). £721% VLAN
(T'VLAN ~ v 7 0% &) (P.39-32) #&M) @i cs £,

ACL A ACE D RE Z

TI7EAIVAMNOTZ L M) DY —br v AFFIE, B LW ACL OFERIFFIZ B BIICAR S VE T, ip
access-list resequence 72—/ Nl 27 4 Fal—ary avwr REFEHALT, ACLOY—/F7 2R
BT rEmELZY, ACE DHEAIEFA#EE L7z T&ET, =& xid. ACLIZH LW ACE #BnY
D&, ZDO ACEIXY A MORRBICREINE T, ZOHE, =T v AEFSFEELTSHZ LT, ACE
% ACL NORIDOMEICHEECE £ 7,

APt E1RE ACL & X UAHIT E 43k ACL DYERL

IPv4 ACL #3352 FE L LT, BETEHZRIERFOA N 7 (41D ZHEATEET, 40l
X ACL 2T AL X L CREMNEXTIZ7EA VRANOELSLIVEDIPVAT 7EA VR %
WETEET, 77ER VA MOHBITFEL L TARIZEATIHEOE—NLa~vy FEUX, &
BERFEHTIEA LISV RRVET, FELIPT7 278X VX MEfHTIT_XToOavy Fi4
Biff& 7 72 A VR NCHATE DI TIEDY $HA,

(GE)  FEYE ACL E72i3EE ACL IZHRET 2401E, 778X U A MESOFR—FSHDHEHANDOE S
THZEHTEET, B IP ACL D4R 1 ~ 99 T, $£5E I[P ACL O4#iE 100 ~ 199 TY, &5
&V A FORDYICATHINE ACL 2+ 2 2 L1121k, =2 U ZEBICHIBRTE 5 & v 5 FLER
HYFET,

A& ACL %R ET 2 & 12T, ROEEFEB LOHIRFEICEEL TIEI VY,

o EEftE ACL THHATEX AT _NTChavy FALEIMTE ACL THHHATE 5T TIEIHY 48
o AVE—T A AZADNRTry N TANAEZBLOL—K 740 0Z D ACL TliX, 4HixfHA T
*9, £/, VLAN ~ v 7 CHARIZIRETE £,

o fFEUE ACL L4L3E ACL ICRI CARNIMER TE £ A,

o [RYE IPv4 ACL 5 L UYL IPv4 ACL OfEpk]) (P.39-8) TRMIL/- kv, F5fT& ACL bif
HTxEd,

e VLAN v v 2%, % ACL 38 L OWLEE ACL (4 ifh & 72 13& 5HH)) AT E7,

e IPv4 ® QoS ACL %3 5454 . class-map {match-all | match-any} class-map-name 7 71—/
VAT 4 Xalb—vay avy Ne ANT 5562, RO match 2~ > F2fT& £,

— match access-group acl-name

S

(E)  ACL (Z. A4S 955 ACL ICT 2% ERHY £7,

— match input-interface interface-id-list

— match ip dscp dscp-list
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— match ip precedence ip-precedence-list
match access-group acl-index 2~ RIZIANNTEEHA,
ATz A LR YE ACL 2Bk 51213, ###E EXEC £— FCTROFIEZFTL £,

avy kR B#
A7971  configure terminal Ja—rL ar 7 4 X¥al—vay T— REEELET,
A7972 ip access-list standard name LT EFEH L CHELEIPvE 77 A VA NEERL, 772 R Y

Ahar7 4 ¥al—gry B—FE2BEBLET,
ZENZIE, 1 ~99 OFFEMFHTEET,

27973 deny {source [source-wildcard] | host source| |7 72 YA F ar 7 4¥al—ay F—FT, <&y %
any} [log | smartlog] A2 O R0y T35 Oh kT3 | L Lo &k &
F 713 TITFF AR 2 FE L ET,

permit {source [source-wildcard] | host source | * oSt source : source 5 & UF source wildcard OfE source

| any} [log] | smartlog] 0.0.0.0
e any : source 3 £ U source wildcard ™1 0.0.0.0
255.255.255.255

27974  end i EXEC £— FIZEY £7,
A7975 show access-lists [number | name) TIERAVANOREERRLET,
27976 copy running-config startup-config (BB av74FXal—vary 77 A NVICREEZRELET,

A Al & EHE ACL % HIBR9 5121, no ip access-list standard name 72—/ 5L 27 4 Fa L —
vayv avwry REFRLET,

i i U CHRRHFEM ACL Z 1B 51213, %5 EXEC £— FCTROFIEZFITL £,

avwyFk B
27971  configure terminal Iru— ) ary T 4 X2 lb—ay B— FEBEBLES,
A7972 ip access-list extended name LHTAER LU CHEIPVA 7782 VA REERL, 77kER Y

ARharvg 4 FXal—ary B—FEEBLEST,
ZEMNTIE, 100 ~ 199 OF 52 FH T £9,

27973 {deny | permit} protocol {source TIEAVAN a7 4X¥al— gy B— T, FasMs
[source-wildcard] | host source | any} IR EEtE2EELET, log ¥—V— R&#H+T 5L, &K
{destination [destination-wildcard] | host EELRT A VA MOO S XAyvE—VRRETEET,

destination | any} [precedence precedence] [tos
tos] [established] [log | smartlog] [time-range
time-range-name)

7o halBIUMOF—TU — ROERICHOVTL., [Fafx
JEARE ACL O1ER) (P.39-12) &ML CTL 72 &0y,

* host source : source 3 X O source wildcard DfHE source
0.0.0.0

e host destination : destination ¥ & O\ destination wildcard @
& destination 0.0.0.0

e any : source 35 & U source wildcard OfE ¥ 72 1% destination
& ¥ destination wildcard P ET# % 0.0.0.0
255.255.255.255

27974  end it EXEC E— FIZREY £,

Catalyst 3750-X & U 3560-X R4 wF YI b7 avI4Fal—>av HiAF
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avwyFk B
A7975 show access-lists [number | name] TR URANOREEFRRLET,
A7976 copy running-config startup-config (EE) avr74Fal—vary 77 A NVICREEZRELET,

At ZAEAE ACL % HIBR T 2 121%. no ip access-list extended name 7’2 —/3)L 227 4 Fa L —
varvavwry REMFALET,

FEE ACL ¥ 72135E ACL 21EALT 2 & 2121k, ACL OFKRRBIZT 7 4V b THERNZ: deny A7 — b
A RRBIMES, ACL DDV IZEET LETETIRUENRRONE R FT RTDOT » |k
WWEHAINDZ EITEEL T EE N, E ACL TiE, BEff TN IPAARN 7 LA T 7 EX
UZ FDIRENPDYAZ BT 5L, 0.00.0 8227 ERRINET,

ACL OERZICBM L= R UL, VA ROKRBIZEMENET, ACL = b ZFED ACL IZ
BINICIEINTEEHA, 7L, nopermit XUV nodeny 727 A VA a7 4F¥alb—ra
v E—KRavwr REHERTDE. ARITE ACL b2 b ZHIBRCTE 9, RIZ, 4Rift&E T2
v 2 U A b border-list 7> ACE Z{HANCHIBRT A0 %257 L9,

Switch (config)# ip access-list extended border-list
Switch (config-ext-nacl)# no permit ip host 10.1.1.3 any

FHAFE ACL TiZ7Ze< ARy & ACL 2T 28 MDD 1 & LT ARMTE ACL TIH TZ2@R L T
HIBRCTE D2 MDY £,

YER L7 4 mift& ACLIZ, A1 v X —Tx2A A (A X —T A A~D IPv4 ACL ®iEH | (P.39-21)
ZHBM) £721%Z VLAN ([VLAN <~ v 7o#%E] (P39-32) #2M) I[cEHTExE 1,

ACL ToEREgEREDFER

time-range /' 02— )L a2 7 4 Xal—Tar avwry FEEMTLZLICE-> T, BABLOREHIC
EOWTHLE ACL #@IRICEH T& £4, £7, KHEMEOAMZER L, £ ORHHPAN O R
BLOAMELIIBAEZRELET, KIZ, ACLZHMALTCT 7 EA JAMIHIREZRET D & X1
REfIgEIH A A LEd, R E AT S L. ACL OF AT — F AV MERFIESEAT— M AV
N OFENHIFE (FEEHFNCHEERA 2 L) 2EHRTXE T, time-range ¥ — 7 — KB L OB HIc>
Wi, THEEHE IPv4 ACL 368 K OMEHE IPv4 ACL O 1fFik) (P.39-8) BELT T4HIA EIERE ACL B LW
AT L9 ACL OFERL (P39-16) IT&H D400 & B L OFE ST 4L ACL OERICET 2% %
ZHLTIEEN,

WREH#IPH 2 L3 2 W< DD DOFE ZRITR LE T,

o T —arplFDYY—2 (IPT RLARALZAIZDOXRT | BILOKR— FNEBTHR) ~D
a—Y TV RAE LY FEICHAERIIET TEET,

e S Ayvb—VEHTEET, ACLZ N ZFAL CHEDHICELTOR N T T 47
EaX U TE LD, E— 7 BRICEREN A S5 Oor S E ST LR T, BT 7R %
ERTEET,

BRI _N—2 D7 7% 2 VA F2ERAT S L, CPUICARNELET, 2, 7782 U X FOHH

WEEMOEESL, N— R =T AEV I — RENTEHEEAORELE~—VTDHDLERS LD

T, TO7H, HHEOT 782 U A NPNEHMICER LT (AWICES LN ashens 857

WMEERLRWVWEIITHEETINENLD £7,

GE) WX, A v TFOVRAT A I7uy JICESETET, LEN-oT, GEHTES 70y y V—AN
VB CT9, Network Time Protocol (NTP; %y hU—2 XA AL 7nu bhajl) ZEHLTAL vF 7
0y 7RSS EEHELET, FMCOWTIE, 27 2 EOER] (P7-1) 22 LT
<TE&EW,
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ACL ORI T A — 5 23R ET H121E, 5 EXEC £ — FCROFIEEZFITLE T,

avy kR

E[:3)

A7971  configure terminal

Jua—) a7 4 F¥al—ary B— REBLET,

27972 time-range time-range-name

VERR T 2 FREREHEE I IXE RO & 2481 (workhours 72 X)) %EH| 0D YT,
B 7 o X2 —2ar B— FEBBLET, LRHICAS—X
RLEMBAEZEDDLZ EITTEEEA, 2. XFENLHRDILENDH Y

£
A7973  absolute [start time date] KRR OB W OEERRRICR 20 &2 HEE L £ T,
[end zime date] o WEREIGGFEIZ 1L, absolute 27— b AL R % 1 of: GEATEET,
EJ/ B B D absolute A7 — h A b ERE LILGEIE, KEBICRE L
periodic day-of-the-week hh:mm to AT — AV NETREITEINET,

[day-of-the-week] hh:mm

ER S

periodic {weekdays | weekend | daily}
hh:mm to hh:mm

BRICER DB ZRETE £,
REFEBRL TITEEN,

o H¥® periodic A7 — AV FEANTEET, L&, FHE

27974  end Kt EXEC £— RICRY £7°,

A7975 show time-range B OREEHR L ET,

A7976 copy running-config startup-config (FEE) v 74F¥alb—vay 7742 EPRTFLET,
BHOEA ZZNENRRDERICEDNCT 25613, LROFIEZEV KL TSV,

FE L 7 R[S PH O i R 2 HIBR 9~ 2 121%. no time-range time-range-name 70— 3L 327 ¥ a

L—yay avwy REERALET,

WIZ, workhours (E¥EWRHE) OREFHE I L OSEOKRE 200641 A 1 H) %%

T ol R L ET,

Switch (config) # time-range workhours
Switch (config-time-range) # periodic weekdays 8:00 to 12:00
Switch (config-time-range) # periodic weekdays 13:00 to 17:00
Switch (config-time-range) # exit
Switch (config)# time-range new_year day 2006

(

E L. BE ik

Switch (config-time-range) # absolute start 00:00 1 Jan 2006 end 23:59 1 Jan 2006

Switch (config-time-range) # end
Switch# show time-range
time-range entry: new year day 2003 (inactive)

absolute start 00:00 01 January 2006 end 23:59 01 January 2006

time-range entry: workhours (inactive)
periodic weekdays 8:00 to 12:00
periodic weekdays 13:00 to 17:00

FERDRIE 2@ 3 21203, R 2 R T & 2 00E ACL WICHRIRIEA 2 A D LET, &Iz, 5k
Tr7®A UA N 188 %f’?ﬁibfﬁﬁa T HHIERLET, ZOT 78R YR BNTHE, EFRINT-IRER
BT _RTORETLHITRTOZ5HE~D TCP b T 7 4 v 7 Z4EE L, EEFERTIZTTD TCP

T T4y BFFRILET,

Switch (config)# access-list 188 deny tcp any any time-range new_year day 2006

Switch (config)# access-list 188 permit tcp any any time-range workhours

Switch (config) # end

Switch# show access-lists

Extended IP access list 188
10 deny tcp any any time-range new_year day 2006 (inactive)
20 permit tcp any any time-range workhours (inactive)
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WIZ, 4Rt E ACLAMHLTRIC N7 7 4 v 7 2B L OESE T 2614 R LET,

Switch (config)# ip access-list extended deny_access
Switch (config-ext-nacl)# deny tcp any any time-range new_year day 2006
Switch (config-ext-nacl) # exit
Switch (config)# ip access-list extended may_access
Switch (config-ext-nacl) # permit tcp any any time-range workhours
Switch (config-ext-nacl)# end
Switch# show ip access-lists
Extended IP access list lpip default
10 permit ip any any
Extended IP access list deny access
10 deny tcp any any time-range new year day 2006 (inactive)
Extended IP access list may access
10 permit tcp any any time-range workhours (inactive)

ACL~ADO AV FDEA

remark X — U — REFHT B L. (EEO P EEE IZIEE ACL I NUIWCBET A (F
W) ZBNTEXET, aA M2ffHTHE, ACLDBfiEE Ay UREZHITRVET, 1 oDa R
v MTORKER 100 XFTT,

a Ay ME, permit A7 — bk AV hEiddeny AT — M AV MORIZELLICTHLERECEEY, =
AV RN ED permit A7 — h AV hE/ziZ deny AT — AL FOBBTH 5 OB D XD
W2, 2 A MONMNBIZBELT—EBMEEZROVERD Y £, L xIX HDa Ay MIIET 5
permit £721F deny A7 — M AV hDRIIZH Y, O X2 MNIFIETHAT— M AL bO®%AIIH D
L. Rz TR D Y £,

FH & IPAEAEE 72 13HE5E ACL 122 A > h&FEAT 5IT1E, access-list access-list number remark
remark 7 a—s)L a7 4 Falb—gry avwy R LET, a X0 bE2HIKRT I, 2oz
~ RO no IBRXEHEHLET,

WDHITIX, Jones DT —F AT7— a3 AZET 7 BAZFFA L, Smith DUV —27 27— 3 23T
7B REHA LEE A,

Switch (config)# access-list 1 remark Permit only Jones workstation through

Switch (config access-list 1 permit 171.69.2.88

( )
( ) #
Switch (config)# access-list 1 remark Do not allow Smith through
Switch(config)# access-list 1 deny 171.69.3.13

AEIfTEIPACLO= > FVIZIE, remark 778X U AN a7 4 Xalb— gy avwy NEfEH
LET, 2 A M2HIBRTHICE, Zoa~<> Ko ne BN E@HALET,

WwOBITIL, Jones DY 7% v MIIEZ(E Telnet DFEANH AT SN EH A,

Switch (config)# ip access-list extended telnetting
Switch (config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch (config-ext-nacl)# deny tcp host 171.69.2.88 any eq telnet

iR E#E~D IPv4 ACL DEH

FTmft& ACLZEH LT, | DERIFEHOMKRERRA~DOT 72 22 HTE £3, WARERIZITA
AifT& ACL 2 T A, T X TOREMKRERRIC—F BT 5 BN S SH720, 73T
WIRI CHIRZRRET D MLERH Y £,

ACL %A v ¥ —7 =4 ACHWAT B FIEIZSOWTIX, [ —7 =14 ZA~D [Pv4 ACL O i |
(P.39-21) 2L TL7Z&EVv, VLAN ~® ACL ®#EAFIC >\ Tk, [VLAN =~ v 7O
(P.39-32) ML T a0,
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(AR AR IR & ACL ITHE SN2 B L AR OEFE RS & OR(E #ike 2 HIIR ¥ 21213, F#i EXEC
F— FTROFIEZFEITLET,

avwyk By
configure terminal Ja—r) ar7 4 Xal—ay ®— 2B LET,
line [console | vty] line-number BETAHAEBEEETE L. ATy 227 4 Fal— gy T— RaiG
LET,
e console : > Y — /Ui RERERE LET, a3V —/L F—hZ
DCE T7,
e vty: VUE—F 2y — T 7B AHOEERKEEEE L £,
line-number 1%, [E#Z A 7 HBET HHEIC, RET DHEH 7 L—FNT
Y OEREE S TY, FHETZ 28X 0~ 16 ’Cﬂ‘o
access-class access-list-number (THRA A~D) FFEORMERARRIRE T 722 VA MIFBBESINEZT KL
{in | out} A DOEFERERB L OB EEREZ IR L 7,
end ¥t EXEC T— RIZRE D £,
show running-config TIRBAVANOREEFRRLET,
copy running-config startup-config | ({(£3%) =L 7 4 FXal—Tay 77 A NMCREEMRELET,

AR B ACL ZHIBRT 5 21%.no access-class access-list-number {in |out} 71> a7 4 ¥ =
L—varvavry REALET,

A 28— x4 A~AD IPv4 ACL DEH

GE)

ZIZTIE IPVAACL 2Ry FI—F A B —T oA A~HERATHHECHOWTHHALEST, ROTE

FHICEHELTLLEEN,

o ACLIZERBLAV2AL X —Tx2ARIFETHEHLTLIEIWY, LAY 3 A F—TxARADY;
A%, ACL ZBEERIIRED ORI OFMICEM L £,

LAN "—RX 74 —F ¥ By FBPBEHL TWVDRAAL v FTlE, —% (LA¥3) ACLIZSVIZZIFT
YR—bhENh, WEA X —T A ZAFT21F A ¥ 3 ® EtherChannel CTiZVrR— SN EHA,

s AUH =T 2 A ANDT I AZGIET L85G, AiftE ACL £7213%F 54& ACL 2T
iﬁ‘o

e VLANIZELTWALAFXY2 A X —T x4 AZACLEZHEHLESEAE. L1¥ 2 ((F— 1) ACL
IZ VLAN A v Z—T = A RZHHA SN AT FHDO LAY 3 ACL, £721% VLAN ([Z@EH sz
VLAN = v 7 X0 BELET, LAY 2HR—FTCRETIAERE Ty ME, HIZA—F ACL T
T4NEY) o TENET,

o LAV3IAUH—T A AZACL PVHEAEIN, AL v T ETLU—TFT 4 VI RA F—T NTH->T
W WAL, SNMP, Telnet, Web N7 7 ¢ v 7728 CPU TUEE SN /7y NETNR T o
WAV TENET, LAV2A X —T7 2 A ACL 2EHAT2EE. V=T 4 T %A %—
TNV THHETHY FHA,

o 774 _X—KVLAN BRRESINTWDHEHEAE., 7714~V VLANSVIIZ7ZiFr—% ACL % f T
XFE9d, ACLIZTZ 74~V BIOELI L ZY VLANDLAY3 NI 74 v 7 IZmHINET,
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ATy71
ATy7 2

A7973

AT974
ATv75
27976

[l Catalyst 3750-X 8& U 3560-X R4 vF YI+bHxz7 AavT74F¥al—>av HAF

o RED DSCPEZFFS N7 7 4 v 7 &dFal$5 &0 ACL #RET LG, HESHMA LN
EDRPH V2D DSCP EA T 2 HENH Y £,

S
GE) Ty RBTIRERIN=TICE TR SNIESEE. 7740 F Tl b—2 13 ICMP BIERRE
AvE—VEEELET, T/ BRI A—TFIC Lo THEAESNTEINLDRY Yy MIN—R7 =7 TR
By 73N, ALy FOCPUILTY v 7 I T, ICMP BERRA v E—V 24K L ET,
A— K~ ACL 1314 T9, &— b ACL i ICMP ZLZERGEA vE— V2 AR L ER A,
ICMP Z|ZEARHE A v — 1%, /L'—% ACL T no ip unreachables 1 > ¥ —7 x4 X a~v 2 FEHERL
TT4—T7NcTEET,
A Z =T 2 A ANDT 7 AZHIET DT, FitE EXEC £— FTROFIRZ FEITL £ T
avwv kR B#
configure terminal Ja—s)par7 4 Falb—vary - RNeRBLET,
interface interface-id WET DAV H—T 2 AEREL, AV F—T 2 A AT 4 Fal—

var E—FEmLET,

AH =T AR F, VA Y240 =T =24 A (R—F ACL) F£7=
FrA¥Y3A4 =724 A (Jb—H ACL) ZHEETEET,

ip access-group {access-list-number | [ FSEINTZA L Z—T =2 A A~DT 7 A% HIHE L E9,

name} {in | out}

out ¥x— 7 — KNI A ¥2 A4 #—T7=xA4A (K—hK ACL) TiFHA—h
SNFEEA,

end

Fite EXEC E— FICRED £,

show running-config TIEAVARANOREERRLET,

copy running-config startup-config |({1L&) => 7 4 Fal—T a3y T A NIRERHRTELET,

(E)

WMELET 7 &2 ZJA—7%HIRT 5IZi%.no ip access-group {access-list-number | name} {in | out}
AV H =Tz A a7 Fal—varavwr FEEHLET,

WIZ, R—=RMZT7 78X VR L2 &Z#EHLT, R—MNIEEBTEHI Ty b7 4 vZ2 ) 73 546%
RALET,

Switch (config) # interface gigabitethernetl/0/1
Router (config-if)# ip access-group 2 in

ip access-group { V¥ —7 A A a7 4 FXal—val avr RELAVYIA L F—T AR
(SVI. LA ¥ 3 EtherChannel, £7213/V—F v K R—}) [CHEATHICIE, TOA 2 F—T x4 A
IP7 FLARKESNTWARLERHYET, LA VYIT 78R ITA—T1F, CCUDLAFY 3 Ttk
AL TN =T 4 TERLBFREINDI Ty Ve T gV EZ ) 7 LET, 2O7N—71X, VLAN
NTT Vw7 Ibd Ty MIEEE 52 EH A,

1 ACL D6, A v F 3Ty FOZERIZACL &7y FaRELET, ACL BTy b &
HFAT DA, A vy FIEAT Yy PO EE L ET, ACL 37y FEEST 56 A v T
FITy PEREELET,

%15 ACL 06, "7y FaZE LHEXNSRA 2 —T = RNV—FT 1 T Lich L. AL v T
Ny baE ACL ERAELES, ACL 3Ty b&FFr LI2BEIE, A v Fi3 sy heXE L%
T ACL D37y h&iEST 556, A4 v T3 ry b2REELET,
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T 74NN T, N7y MREEINEGEAIE. TORRNBANA ¥ —T7 24 2D ACL £7213%(E
AE =T A AD ACL ODWTNTH-ThH, WICAIA L F—T =4 X5 ICMP Bl#EREEA >
T—UNREEEINET, ICMP 2EREA vE—JI3@E, AWM F—T oA X1 21Z2&, 058
TEIT I DT ERINET, 127 L, ZOFEIT ip icmp rate-limit unreachable 7 = — 3L 2
TA4Xalb—vary avw Uy ReEALTAFRTE £,

KREZED ACLEZA LV F—T = A ATHHATDHE, A4 Y FIXTACL 81 v F—T = A AZHHINT
WIRWEHII L, T XTONRT Y FEFFAILET, Xy bV —27 X2 U7 4 DIHIZRKREEZD ACL
EEATL2HEZ. COXIRMERELD Z LICHERLTIEIN,

N—F9xz7EEXUPYIT O T7IZ&S IP ACL OALE

GE)

ACL OBI T N— R Y =7 TETSNETR, F 7747 7r—0HZiE CPU 2Rk L TY
T =T RBETOMLENR LD H Y £9, N—FTU =7 TACL ORRE & RAFT 2 H A2
THE ANTy MIWBEDODIZ CPUILELNET, Y7 MY =T8HENT 7 4 v 7 OREL—
T, N—=FU=7THENT 7 4 v 7 LY RBITIES 20 £9,

AA v FENFIAZ 7 ZARNOU Y —ARENRKTHN— R =272 ACL R ETE W&, ¥
BAEZITDHDIE, AA v FIZEELEEY VLANHNDO NS 7 4 v 77T (V7 by =7 THEEX
NEP, Xy bOYT7 N THRENEETDIE, HEIND CPU VA 7 VIS LT, AL v
FEFITIAA T RAF I DNRNT 3 —< U ABNKTTEHZLERNHY 9,

N—4 ACL OEAEIE. WOBAEIZ/NT vy B3 CPUILERINDZERNH D £7,

o log ¥—U— NEHEMAT 5,

e ICMP ZERREA v —THAERT D,

N7 4w Ja—0uXr 7 EmEOWFEITOHBE, XN — Ry o7 CTUEINETN, =
XTI 7 MU =T TUBTIMERNSLY FT, N—RU=T YT hNT =T TEHAA v FLERE
DR DED, aX L TR THLITRTO 77— (Fr7e—LER70—) OAFHHRIENIEFICK
WAL, BRIy bO—#EuX I TEER AL

N—% ACL DFREEZNN— Ry = TIZEHATE R WSS, VLAN IZERE LIV —T 4 IR v b
Y7 b 2T TCA—TFT 4 T ENETN, 7Y v TiEn—Ro=T7 TitbhEd, ACLIZLDY
LDy R CPUICKEEEND L, AL v TFORT 3 —~ AR T T 5 8EMERH Y 4,

show ip access-lists £ EXEC 2=~ FE AN LTHA, BRENDHD—-HI U MZiE, "—FRU=
TTCT 7 RARHHEND 7y MIgEnEREAL, AL vF R Xy hBXOAL—FT v K X7y b
W42 N—FU =7 O ACL OREARBRMEEHEZ G T 55515, show access-lists hardware
counters ## EXEC =~ F&EEA L £,

N—% ACL OFEREIX., RO LB TT,

o FUEACL BELUHEIR ACL (ANBELOHAN) OF A7 73 a o REST 7 varin—Ru=T
THIEIL, 7782 arbto—LDeX=2 0T ¢ 2k LET,

e ip unreachables 2’7 T —7 VDL, log #FRELRVE, ¥X =2V T 4 ACL OELFAT—
AVPNEe—=HTEHTIR—BN— Ry =TI ZXoTkryFanNET, FAAT— AV MNE—ET
78—, "—KU=T TCASL v TFrIanET,

e L—% ACL ® ACE Zlog ¥—V— RNZEMT DL, Xry hoabt—) CPUILEEIN, »F
YIREGMTbRET, ACERFAAT—FAY FOBFAEL, X7y MIN—FU 2T TAA v
FUTBIONVN—T 4 T INET,
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IPv4 ACL DER3E

ACLDO S TN a—Ta2T

[l Catalyst 3750-X 8& U 3560-X R4 vF YI+bHxz7 AavT74F¥al—>av HAF

WD ACL v F—V ¥ A vE—UNRFERINT [chars] BT 7 A VA ML THDLEEIL,

ACLMGR-2-NOVMR: Cannot generate hardware representation of access list [chars]

AA v FIZIE, ACL ON— R = 7 REEAELT 2 DIHEHATRRRY V—ARRRELTWET, 20O
VY —221F, "—F =7 AFEVBIRT L ZR—ZANEGENETHA, CPU AEVIIEENEY
ho ZORBEORRZ, EARERREERE2=y NERIERAON—FT =T VY —ZXADRETT,
FRERHA = > MX, TCP 77 7D —%, 721X TCP, UDP, SCTP K— h&EE T eq L4+ (ne,
gt, It, range) O7 A F CHLETT,

WONTNHOEEREZHER L ET,

o ACLREZZELTHEHRTLI YV —X%WH LET,

o D ACLAEITFE ST LV bRHFIATRICRREN DL ETLITEFIC ACL DLRTEEE L

3N

HADON—FKT =7 U Y —Z2%&#5]3 5i2i%, show platform layer4 acl map #i# EXEC =2~ > K%
ANLET, AL vy FIHEHARER Y Y — AR WAL, 1T index 0 ~ index 15 BMEHATE 220
ZERRINET,
+4537¢ )V — A 0720 ACL OFKE DOFEMIZ DV TIiX, Bug Toolkit @ CSCsq63926 # B L TL 2 &
AN

e ZIE RO ACL 2A v H—T7 oA ZATHALET,

permit tcp source source-wildcard destination destination-wildcard range 5 60
permit tcp source source-wildcard destination destination-wildcard range 15 160
permit tcp source source-wildcard destination destination-wildcard range 115 1660
permit tcp source source-wildcard destination destination-wildcard

BREBNOIWDA v =V RNERRINDILGEITRO LI LET,

ACLMGR-2-NOVMR: Cannot generate hardware representation of access list [chars]

77 7HEOEE XA TEETA, ZOMEE RS 511X,

* ip access-list resequence 70—/ 3L 27 X al—v gy avr REFERHTHZ LICE- T,
455D ACE # 1 2 ®D ACE ORijICBE#H EHE T,

permit tcp source source-wildcard destination destination-wildcard

permit tcp source source-wildcard destination destination-wildcard range 5 60
permit tcp source source-wildcard destination destination-wildcard range 15 160
permit tcp source source-wildcard destination destination-wildcard range 115 1660

F2X

o > ACLAEITHE S LY bIBMFIATHRICKR RSN DAFE213FE ST ACL DAFTAZZER L
F3 (& 21FE ACL79 % ACL [ ITEHE L E¥),

INT, ACLND 120D ACE %A ¥ —T7 =4 AZEATEET, AA vFIzL->T, ACE 23,
Opselect £ 7 v 7 ZANOF|AHEER~ vy B 7 By MZEIDV S THR, RIZ, "—FRu=T AEY
WORICE Yy NEERTH 77 VBEEER TRV ETConET,
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IPv4 ACL D% E Bl

T I T, IPVAACL 2B EB L MM T 26128 L £, ACL O = 2 /S BT 5/ D\ T
%, [ Cisco I10S Security Configuration Guide, Release 12.4] 1 XU [Cisco 10S IP Configuration
Guide, Release 12.4] @ TIP Addressing and Services| D FEI(Z#%H % [Configuring IP Services] % %M
LTL7IZEN,

o UM R Y FU— 7 SRS NT2A 7 + AHD ACLJ (P.39-25)
o [%HSH#| ACL) (P.39-26)

o [JL3E ACLJ (P.39-26)

o [4&Hiff& ACL) (P.39-27)

o TIP ACL IZiE M & 2 e &tifH ) (P.39-28)

o [axY MMl&dIPACL = hVU | (P.39-28)

o TACL®uXx27| (P.39-28)

INRIERY FO—ODBEBEIN=A T+ XFA®D ACL

39-3102, AMBER v U — 7 PRSI A T 4 AR AR LET, v—T v FaAR— R 2 ITHk S
Nl — "N AIE, TRTOUEBRT 7 A TE DR EOFRPEH S A TWET, V—T v
FAR— b LicEmR SN — B IZiE, BERVORKEH VT =23 s TnET, —A
T RTO2—=FRT 7 EATEETH, F—A"BET 7 EATELZa—FFHIRINTHET,

N—2% ACL ZEH L T ERO X5 ITRET D121F, ROWTILOFEELEHNLET,
o EWEACL ZfEK L. R—F 1 DOF—NERTDL I T T4 v 72T 4N Z Y 7 LET,
o PHEE ACL Z1F L. —MOR—bFM I IZERBTDH NI 74 v 074V E )T LET,

K 39-3 IL—3 ACLIC&D 57499 DOFIE
H—/\ A H+—/\B
g 5L

rt-f—hzg77ri’—h1

A y
L] |
= o
AP — == ¢ rm#HM
O

172.20.128.0 ~ 31 El 172.20.128.64 ~ 95

101354

4 4
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W 1Pv4 ACL DEEE

#SH ACL

#iisk ACL

WIZ, BH¥EACL #fEH L TR =6V —N"BIEEBT DI T 74w 727402 7L, RIE
DERFILT R R 172.20.128.64 ~ 172.20.128.95 O EEFEEIND N T 7 4 v 7 T 2RI T 56 2R
LET, 2O ACL I, BESINTLFHERLT FLRAZFROL—T v R ARA—FM 1 DOXEEIND T
74y ZIZEAESNET,
Switch (config)# access-list 6 permit 172.20.128.64 0.0.0.31
Switch (config)# end
Switch# show access-lists
Standard IP access list 6
10 permit 172.20.128.64, wildcard bits 0.0.0.31
Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# ip access-group 6 out

WIZ, JERE ACL 2 L TH— "B oA —MNIE BT DI T 7407274V F T L, fEED
EEILT R R (ZOHEEFT—B) »ORELBOSELET KR 172.20.128.64 ~ 172.20.128.95 IZ
EEEIND N T T 4o 72T &2HAT 502" LET, 2O ACLIX, V—TFT vy R AR—bF 1IZEETH
N7 4w 7 A I, BEDFET FNLRAZEEEND N7 0 v 7205 LET, IR
ACL T 25613, HETXBLOEFRONZ, v han (IP) ZANTHLERDY £7,
Switch (config)# access-list 106 permit ip any 172.20.128.64 0.0.0.31
Switch (config)# end
Switch# show access-lists
Extended IP access list 106

10 permit ip any 172.20.128.64 0.0.0.31
Switch (config) # interface gigabitethernetl/0/1
Switch(config-if)# ip access-group 106 in

WOFDF Y hT—2 36.0.0.0 1.2 BDOF 7T "3V T Xy MEBETDHI7 T AA Ry NU—7
T9, 2FV, H TRy b vAFX255.255.0.0 TT, *vy hU—27 7 RL X 36.0.0.0 D3 FEHIBL
WAFZBDOF T T MI, EOFAMEBELET, 727X URAMN2EFEHLT, 7 x> b 48
DT R A% 1O L, ALY 7 Xy hOMOT RUAFZTRTHEALES, 207 78X J X
DOEMATIZ, Xy T —72 36.0.0.0 DMDOTRTOYV TRy N EOT RUARFRIINDZ LERL
F9, TOACLIEX, R—MNIEET L7y MTEHSIVET,
Switch (config) # access-list 2 permit 36.48.0.3
Switch (config)# access-list 2 deny 36.48.0.0 0.0.255.255
Switch (config)# access-list 2 permit 36.0.0.0 0.255.255.255

(

(

Switch (config) # interface gigabitethernet2/0/1
Switch(config-if)# ip access-group 2 in

WROFIOFEIEITIZ, 1023 LV b REWSEER— h~DHF(E TCP Hft 2 Fr LE T, 2 BDHOITIL, +
A I 128.88.1.2 @ SMTP A — F ~DH&(E TCP Hft 2 7Fr ] LET, 3 FDOITIX, =7 — 74— F Ny
I HDEEICMP A vy E—V %3 LET,

Switch (config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 gt 1023

Switch (config)# access-list 102 permit tcp any host 128.88.1.2 eq 25

Switch (config) # access-list 102 permit icmp any any

Switch (config) # interface gigabitethernet2/0/1
Switch(config-if)# ip access-group 102 in

WOFITIE, A F—Fy MCER SNy NU—I 035D, TOXRy hT—7 EOEEORA MR
A H =%y N EDEEDRAFE TCP G AN TEXALHCTHIHEEHELTCWET, =721,
IP KA B, EHA =L KA D A=/ (SMTP) R— FE2BRE, Xy FT—7 EDOKRA &
TCP #ft A L TE VWK 2T LET,

[l Catalyst 3750-X 8& U 3560-X R4 vF YI+bHxz7 AavT74F¥al—>av HAF
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IPva ACL oz N

SMTP iX, ##HD 8 TIE TCP A— K 25, £ —WTIXT7 v FLrheRh— MNESEHEHLET, L
TVWBHHIE, AMUR—FEEBEHINET, A1 F—Fy "B ERFT LA Ty O3k
A—HNE25TT, BEXTy FOR—FEEEITHNINATVWET, 22y NT—2 VAT LTI
WIZHR—F 25 TORA—AFEEBEHA SN TND0, BEREV—EREREI—EAEFENNZHE T
F9., ACLIFREAN ¥ —T =24 ADAI) ACL BEIOEREA v #—7 x4 2D ACL & L TRE
SNDMERHY FT,

Switch(config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 eq 23

Switch (config) # access-list 102 permit tcp any 128.88.0.0 0.0.255.255 eq 25

(
(
Switch (config) # interface gigabitethernet0/1
Switch(config-if)# ip access-group 102 in

WOFITE, *y hT =77 FL AN 12888.00 DV T AB Ry NU—7 T, A— /L KA DT K
L A% 128.88.1.2 T, established ¥ — 7 — Ni&, s Sh s Rr~T 5 TCP HEHOF—U— K
T4, TCP 7 —% 7 7 LI ACK £721Z RST vy FBRREII, 7 v MBBEFOERICE L TWD
TENHATLE, —HERRINET, AX VT AUNTOFHEY AP Ry N AU F—T
AAVIF, V=B F =3y MRS 24 =7 = ATT,

Switch (config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 established

Switch (config) # access-list 102 permit tcp any host 128.88.1.2 eq 25

(
(
Switch (config) # interface gigabitethernetl/0/1
Switch(config-if)# ip access-group 102 in

WIZ, Internet_filter £\ 5 £ BiOERE ACL 5 X Y marketing _group £\ 5 £ BiDOJEE ACL % ER+
L6~ UE T, Internet filter ACL 1L, EELT RL A 1234 0 EFEINHITRXTORNT 7 4>
7R LET,

Switch (config)# ip access-list standard Internet_filter

Switch (config-ext-nacl)# permit 1.2.3.4
Switch (config-ext-nacl) # exit

marketing_group ACL 1%, %8567 KL AL U AV KA— KOFE 171.69.0.0 0.0.255.255 ~DLE D
TCP Telnet 7 7 4 v 7 ZfFrl L, ZOMD TCP F 774 v 7 2HHLEY, ICMP 774 v 7 %
FATL, fEEOKEILND, LR — M3 1024 LV /hE 171.69.0.0 ~ 179.69.255.255 05T K
VANKESNDUDP b7 7 4 v 7 2 i LET, ZRUADTXTOIP FT7 7 4 v 7 ZFEHL T,
ERERT R IBRERRINET,

Switch (config)# ip access-list extended marketing group

Switch (config-ext-nacl)# permit tcp any 171.69.0.0 0.0.255.255 eq telnet

Switch (config-ext-nacl)# deny tcp any any

Switch (config-ext-nacl) # permit icmp any any

Switch (config-ext-nacl)# deny udp any 171.69.0.0 0.0.255.255 1t 1024
Switch (config-ext-nacl) #

Switch (config-ext-nacl) #

deny ip any any log
exit

Internet_filter ACL I3F818 N 7 7 1« » 7 \Z#H &4v. marketing_group ACL XV A ¥ 3 A — hDEE
T4y ZIZHEASET,

Switch (config) # interface gigabitethernet3/0/2

Switch (config-if)# no switchport

Switch (config-if)# ip address 2.0.5.1 255.255.255.0
Switch (config-if)# ip access-group Internet_filter out
Switch (config-if)# ip access-group marketing group in
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W 1Pv4 ACL DEEE

IP ACL IZ5& R & h 5 Bl #EE

WIZ, HREH 540 H OFHT 8 Ri~"F1% 6 IF (18 i) ORIZ IP @ HTTP F7 7 1 v 7 & T %4
ZRLET, UDP FT7 7 4 v 7id, HEABIOHIEADETF~T1% 8 K (20 Kf) OMIZZITFFISi
iﬁ_o

Switch (config)# time-range no-http

Switch (config)# periodic weekdays 8:00 to 18:00

|

Switch (config)# time-range udp-yes

Switch (config)# periodic weekend 12:00 to 20:00

|

Switch (config)# ip access-list extended strict

Switch (config-ext-nacl)# deny tcp any any eq www time-range no-http
Switch (config-ext-nacl)# permit udp any any time-range udp-yes
|

Switch (config-ext-nacl) # exit

Switch (config) # interface gigabitethernet2/0/1
Switch(config-if)# ip access-group strict in

AV MMIEDIPACLTIV Y

WIZRTEHE ZFE ACL OB TIE, Jones WTHE T2V —27 AT —3 3 7 7 A% F A L, Smith
BFETAT— I AT —2 g NIIT VA EZHFALER A,

Switch (config)# access-list 1 remark Permit only Jones workstation through
Switch (config) # access-list 1 permit 171.69.2.88

Switch (config)# access-list 1 remark Do not allow Smith workstation through
Switch (config)# access-list 1 deny 171.69.3.13

WIZRTHEESAFE ACL OfTlE, Winter 3L Smith DV —27 A5 —3 3 12 Web BIE 277 L %

A,

Switch (config)# access-list 100 remark Do not allow Winter to browse the web
Switch (config)# access-list 100 deny host 171.69.3.85 any eq www
Switch(config)# access-list 100 remark Do not allow Smith to browse the web
Switch (config)# access-list 100 deny host 171.69.3.13 any eq www

WIZRT4EIfTE ACL O TiE, Jones DY 7%y MIT 7B AZFHA LER A,

Switch (config)# ip access-list standard prevention
Switch (config-std-nacl) # remark Do not allow Jones subnet through
Switch (config-std-nacl)# deny 171.69.0.0 0.0.255.255

WA RT LM & ACL O TIE, Jones ¥ 7% v MIFEIE Telnet DFEFH A L ¥ A,

Switch(config)# ip access-list extended telnetting
Switch (config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch (config-ext-nacl)# deny tcp 171.69.0.0 0.0.255.255 any eq telnet

ACLOXy 4

J—2%2 ACL TiE, 2 O X IR FR— SN TWET, log ¥— TV — REHETHE, = MY
E—HKT 5y MIET A SEMA vy E—URa Y —LZEFE SR E T, log-input ¥—7U— K
ERETDE. vl o MVICANA v —T oA APBIMEINET,

WOFITIE, AR EFEET 782 U A b stanl 13 10.1.1.0 0.0.0.255 26D N T 7 4 v 7 LR L,
ZOMDFTXTORELNOED FT T 4 v 7 ZFALET, log F—U— FbfEESTHET,

Switch (config)# ip access-list standard stanl
Switch (config-std-nacl)# deny 10.1.1.0 0.0.0.255 log

Catalyst 3750-X £& U 3560-X R4 wF Y bz 7 avI24F¥al—>av HqAF
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Switch (config-std-nacl) # permit any log

Switch (config-std-nacl) # exit

Switch (config)# interface gigabitethernetl/0/1

Switch (config-if)# ip access-group stanl in

Switch (config-if)# end

Switch# show logging

Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)
Console logging: level debugging, 37 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 37 messages logged
File logging: disabled
Trap logging: level debugging, 39 message lines logged

Log Buffer (4096 bytes):
00:00:48: NTP: authentication delay calculation problems
<output truncated>

00:09:34:%SEC-6-IPACCESSLOGS:1ist stanl permitted 0.0.0.0 1 packet
00:09:59:%SEC-6-IPACCESSLOGS:1list stanl denied 10.1.1.15 1 packet
00:10:11:%SEC-6-IPACCESSLOGS:1ist stanl permitted 0.0.0.0 1 packet

WIS, AR EPERT 722 U AN ext] 128> TARREOEFEIILA S 10.1.1.0 0.0.0.255 ~D ICMP /<
7y hEFFRIL, $XTO UDP X7y M EEST 262" LET,

Switch (config)# ip access-list extended extl

Switch (config-ext-nacl) # permit icmp any 10.1.1.0 0.0.0.255 log
Switch (config-ext-nacl)# deny udp any any log

Switch (config-std-nacl) # exit

Switch (config) # interface gigabitethernetl/0/2
Switch(config-if)# ip access-group extl in

Wiz, WEE ACL ou 7o~ LET,

01:24:23:%SEC-6-IPACCESSLOGDP:1ist extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 1
packet
01:25:14:%SEC-6-IPACCESSLOGDP:1ist extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 7
packets
01:26:12:%SEC-6-IPACCESSLOGP:1ist extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 1
packet
01:31:33:%SEC-6-IPACCESSLOGP:1list extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 8
packets

IP ACL 34 _XComr¥. 7 = b UL ssec-6-IpacCESSLOG CRAALF T, = bV oKz, —%
L7 ACLR7 7R = b OFEIE U CETERD 9,
wIZ, log-input ¥ — 7 — RZBELTHEOHNA v =V OFlERLET,

00:04:21:%SEC-6-IPACCESSLOGDP:1ist inputlog permitted icmp 10.1.1.10 (Vlanl
0001.42ef.a400) -> 10.1.1.61 (0/0), 1 packet

log ¥— UV — FEZHE LGS, ROy NCET L R Ay E—VIZBATA ¥ —7 =4 A
WAEENETEA,

00:05:47:%SEC-6-IPACCESSLOGDP:1ist inputlog permitted icmp 10.1.1.10 -> 10.1.1.61 (0/0), 1
packet

Catalyst 3750-X & U 3560-X R4 wF YI b7 avI4Fal—>av HiAF
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W Z#74f= MAC 3k ACL DR

AHif+E MAC 5k ACL DERK

AT971
AFy72
ATy73

AT974
ATy75
27976

[l Catalyst 3750-X 8& U 3560-X R4 vF YI+bHxz7 AavT74F¥al—>av HAF

VLAN E/23 LA ¥ 2 A v 4 —T = A ACH PV 57 4 v 2 &7 4 A4 Y 2 7 51T, MAC 7
FL A% KO AT & MAC 188 ACL 26 L ¥, ZOFIEE, 0% Hif & i3k ACL &R/ET
DA L FRTT

~
(i) LAY 3 A —T A RZIE, 4EiftE MAC JE3E ACL 28 TX %A,
mac access-list extended =~ R THAR—F SN TWHIETIP 7'u b a/LOFEMIZONTIX, 20V
V—2pavr R V77 L0 2%2BRBLTLEEN,
~
(GE)  appletalk i, 2~ RI7A>DO~LT AN U ZIZERENET A, deny 5L permit MAC 7 7
TA VAN ar74F¥al—vary T—F avr FO—HE&MEELTHR—FERTHEREA,
£ E MAC 353 ACL Z1ERKT HICi%. $5# EXEC £ — R CTROFIRZFATL 7,
avwyv Rk B
configure terminal Juo—s L ar7 4 ¥al—vary T—REfBLET,
mac access-list extended name LETEHERALTIEEMAC T 72 VA NEERELET,
{deny | permit} {any | host source MAC WVEMACTZ7E®RA VAR a7 4Xal—3 gy T— FTIE,
address | source MAC address mask} {any | T_TO (any) #fFE MAC 7 FL A v A7 fFZ %550 MAC

host destination MAC address | destination T RLA, FRIEETEORZ M (host) EE7C MAC 7 RL %,
MAC address mask} [type mask |1sap Isap mask |3 X O ~T? (any) 365 MAC 7 KL A, = 2 7 f & 565G

| aarp | amber | dec-spanning | decnet-iv | MAC 7 RV A, EREDSSE MAC 7 KL AT, permit F
diagnostic | dsm | etype-6000 | etype-8042 |lat | /-3 deny Zf5® L £7,

| lave-sca | mop-console | mop-dump | msdos | (LE) kOA T a2 ANF B L b TxET

mumps | netbios | vines-echo |vines-ip |

xns-idp | 0-65535] [cos cos] * type mask : Ethernet Il 721X SNAP TH 7/ LIz

v b OEE D EtherType 5. 10 #4, 16 #4, 72138
EHRTRETEET, —BREDOHNT, (EETHEETED
don’t care £ N O~ A7 ) EtherType (21 S E 7,

 lsap Isap mask : IEEE 802.2 THh /b3 iz "7 v Fd
LSAP &5, 10 5, 16 8, 72IE 8 R TERRLTE £
T, fLE CTdontcare By ND~ A7 ZfRETEET,

e aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm |
etype-6000 | etype-8042 | lat | lavc-sca | mop-console |
mop-dump | msdos | mumps | netbios | vines-echo |vines-ip
| xns-idp : 3EIP 7’1 k=L,

e coscos: TTAFTVT 4 HRET D 0~ 7 D IEEE 802.1Q
CoS %75,

end i EXEC £— RIZREDY £,
show access-lists [number | name] TIRAVANOFREER T LET,
copy running-config startup-config UEE) 27 4FXalb—3ay 77 A NVICHREXRELET,

ACL & ZHIB4 5 121X, no mac access-list extended name 72 —/3)L 27 4 F a2l — g o
<~ REFEHALET, LuaiftE MAC #5538 ACL 705 ACE ZfEBICHIBRT 52 &b T E9,
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Z{tE MAC 3 ACL oferx M

RIZ, EtherType DECnet Phase IV 7 7 4 v 7 23 & L, MiOT_XTOXATD T T4 v I %
AT 572782 URNmacl 1FEB LORFT 2642 RLET,
Switch(config)# mac access-list extended macl
Switch (config-ext-macl) # deny any any decnet-iv
Switch (config-ext-macl) # permit any any
Switch (config-ext-macl) # end
Switch # show access-lists
Extended MAC access list macl
10 deny any any decnet-iv
20 permit any any

LANY2423—0 4 A~D MAC ACL DEHR

MAC ACL #{Ef L. ZNEZ LA Y2 A X —T oA AZHHT D E, TOA U F—T =4 RTHE
THIIP bT T4 v 72T 4NFY 7 TEET, MACACL 245 & 120, ROEEFIHEIC
BELTIEEN,

e VLANIEBLTWALA Y24 2—T7x24 R ACL#HEA LSS, LAV 2 (F—F) ACL
IZ VLAN A v #—T7 = A ZZ@HA SN A S GO LA ¥ 3 ACL, £7-1% VLAN ([Z#EH S h iz
VLAN v~ v 77X D B LET, LAY 2K~ TZETIERF 7y M, #IiZHA— K ACL T
TuNEY) U TENET,

e FMULLAY2ALH—T x4 AT, IPT77EAVANEMACT 7R VR RE 1 DT HOLM)M
WHTEEHA, PT778AVRAMNIIP Ny bEFE 7402 7L, MACT 72X U A
MIFEIP Ty 27 o NZ VT LET,

o 1 ODLAFY2A L E—T oA RIHEHTESL MAC T FL R UR KNI 1DETFTY, +TIC
MACACLﬂ REINTVALATY 20X —T 2 AZMACT 7 A VR NHEATS L,
EHHD ACL BE LW ACL ICBE X2 bET,

LAXY2A L H—T oA A~DT 7B AEHIMTH72DIC MAC 772 UAME@EHAT DI, FF
¥ EXEC E— R CROFIAZFATLET,

avyv Rk B#
A7971  configure terminal Ja—rL ar 7 4 X¥al—vay T— REEELET,
A7972 interface interface-id BEDA LV E—T oA AZBEL, fVF—T A A 22T 4

Xal—varyET—KREBLET, BETDHA X —T =1 A
B LAY 240X —T A4 A (R—F ACL) T7ZiIFHiE7zD
FHA,

27973 mac access-group {name} {in} MACT77%A2 UAFEBHLT, feESNEA X —T oA A
~DT I AEHIELFE T,

AR— K ACL iF. BEEFMICEBYHR— S ET,
ATyv74  end et EXEC £ — FIZRY £,

A7975 show mac access-group [interface interface-id] |z ¢ 5 — 7 = 4 ZF - IZF_RTOLA T2 AL B —T = A
WHEHIN TSI MAC T 782 UAMERRLET,

27976 copy running-config startup-config (EE) av74Falb—vary 774 VICEREERTFLET,

BELET 7 'R ZN—7%HIBRT %I21%. no mac access-group {name} { VX —7 x4 A 27 4
XFal—varyavwrReEHALET,

Catalyst 3750-X & U 3560-X R4 wF YI b7 avI4Fal—>av HiAF
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$39F ACLISESRYFT—9Y £FaVT1OHRE |

W VLAN =y F0EE

GE)

WIZ, 7782 VAN macl ZR— MZEALTR—MIERETLI Ny 2T 4 VE ) 7T 50 %
~LET,

Switch (config) # interface gigabitethernetl/0/2
Router (config-if)# mac access-group macl in

mac access-group { 4 —7 = A A AT 4 Fal—rar avwry NI WHLA Y24 —T =
A ACHHASNEZHEICBRO ALY £3, o< ik, EtherChannel R — b F v R /LI fif
MT&EEE A,

2L v FIE, Xy "EZETDHE, HEACL L7y FEBAELET, ACL 3%y N&FFAT5
BE. AA v FIEI Ay PO A L ET, ACL 37y FEHEETAEE. A v Fi3ry
FMEBEFELET, REZBDACL 2A X —Tx2A AZ#EHATHE, A4 v FITACL AV F—T =
A AZHEA SN TORWEHBIL, TXTOXRTy hEFAILET, Xy hT—2 EF2 )T 4D
WICREFZD ACL 2T 285/, ZOXIRFRENELD ZEICERELTLIEE Y,

VLAN 7 v TDERE

S

GE)

ATFvFT1

A7y 2

ATvT 3

~

(E)

VLAN = v 73, LANN—Z 74 —=F v £y F2ETLTWNDLAA v FTIEIR—FShEtA,

ZZ T, VLAN = v 72 R ET B HECOWTHALES, ZoHEE, VLANNTTZ & U v
7 T B — D)7k TY, VLAN ~ v Z X G OFRENRH Y ¥ A, VLAN v~ 7 Z2FH LT,
BEDHFBDNT T 4 v 7 %7 4 NF) 7T 5, FEORFEITEITAT RUABRREI N
ACL ZBMT AMERH Y £3, VLAN ¥ v THIZEE T v b 47 (IP £721F MAC) ([Z%f3 %
match M]3 HDEE. T 74V FTiE, v~ v 7HOEO= ML —H LAWYy NIkl y 7 &
NET, 437y b XA Ik 5 match 2~ RBRRWEE, T 740 FTiE, 27 v bR lRk
IhET,

CITHEAT s avy FOBIE IO FIEOFEMIZOWTIE, 20V ) —R 3T da~wr R
V77 LU RAESZRLTITEEN,

VLAN = v 7 2B LT, 1 DE7-1388H D VLAN ICEAT 5100, RORT v FHFITLET,

VLAN (23 3 2 1% [Pv4 ACL F7-13353E IP ACL. ¥ 77134 mift = MAC $£3E ACL #1Fk L £,
M=% [Pv4 ACL 3 X OWEIE IPv4 ACL OfERE] (P.39-8) B LT [VLAN v 7O1ERL] (P.39-34) %
ZHLTLEE0,

VLAN ACL v v~ = U B9 5121%, vlan access-map 72— /3L a7 4 Xal—T gy
avy RaAJLET,

TIRVA <~y T ar7 ¥zl — a3 E— KTl action & LT, forward (T 7 x/V ) F72iZ
drop Z AT b CEET, /2, match =~ FE AN LT, D MAC 7 R LU AZIT %
MENTIP Ny FEFIZIEIP N7y bERELZY ., 1 DF 35O ACL (EAEE =135 &
Ry VERELEV T ELTEET,

Ry 247 (IP £721% MAC) 1Z%9 % match A)2 VLAN ~ v ZICRESINTWBEA T, =D
~o T varRnRey 70T, TOXATIE—BTETRTORNFYy R Ry 7 ENET,
match A28 VLAN = v 722, BESNTWAT 7y aryRN Ry 7OEAIE, $XToOIP B
LAY 27y MR Ry 7FEnEd,

Catalyst 3750-X £& U 3560-X R4 wF Y bz 7 avI24F¥al—>av HqAF
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| £39E ACLISESFRYLT—Y £F2UT1DRE

VLAN vv 7oz N

AFvT 4 VLAN~v 7% | DE7138EHO VLAN ([ZEHAT 512, vlan filter f VX —7 = A 27 4 X2
L—yay avwy REERALET,

- -
—

TlE, KOBREIZHOWTHHALET,
[VLAN ~ v 7O EROEEFE] (P.39-33)
[VLAN ~ v 7 O1Efk) (P.39-34)

[VLAN ~® VLAN ~ v 7' O] (P.39-37)

[y FU—27TO VLAN < > 7Ok (P.39-37)
[VACL v > 7 og%E] (P.39-39)

VLAN 7 v TOHREROIEEIE

ALHE =T 2 AATrIT 74 v 7 BHEET LI IITERESINT ACL 372< . VLAN ~ v 7NEE
SATHRIVEE, TXTDO T 7 4 v 7 BRFAENET,

% VLAN v~ v 7 i3—#oO=> ) TR ENET, VLAN vy 7o U DIEFIFEETY,
AA /7’“ CHEELEAT Y M, VLAN’?/?@;&%)J@::/ FUWCKHLTT A MESRET, —8
L72%E1E. VLAN v v 7 OZDOESGIIRES N T 7 v a UREITENE T, —ELRhole
%u\A#/Fiv/7W®&@i/kUKﬁLT%xbéhi¢

MRy N AT (IP £721X MAC) (2% 9 % match AJ2% VLAN ~ v 712 1 > £ 7213855 %
BATH, 7y FREFRLO match AIC—H LAWES, T 740 FTIIry kR kv
SInFET, Y4y b ¥ A 7T B match )28 VLAN <~ > ZTNIZ72 WA, T 7 40 b TiX
Ny RIREREESNE T,

28D ACL BBEINTVAEASIE, VAT AOEBICIHENR D NDE 2 ERNH Y F7,

VLAN v~ v 7ouX o 73R — SR THEEA,

LAV 2A L E—T oA RAZHHAEINTEIP T 7R VA NEFIIMACT 7 A URX MR AAL
IZH->T, "— FBNET S VLAN IZ VLAN ~ v 7% #2584, "— bk ACL 78 VLAN = v
B L E T,

=R zTIZVLAN v~ v 7OREXHEH TEZ2WEAIL, £ VLAN NOTXTORT v b &
V7 2T TV oD IBIONN—T 4 T TH0HERHD £,

77 4~Y VLAN 85L& H %Y VLAN TVLAN vy FZ2RETEET 2ZL, T4 —
FVLAN D74~V EBEPEH %Y VLANIZFE U VLAN v~ v 72 RET L LA HER L E
ﬁ—o

TL—LINT T A=k VLAN NTEEIND LAY 2 O5A. AL VLAN < v 723 Al & H

DO/ FICHEHENET, 7V —20B 7T A4 ~X— K VLAN ORNMAI» LA R — Mo —T7 4 >

TENDLEE., T4 X— K VLAN = 7R ASMICEH SN E T,

— BFAN R =D BEEF R~ ~DT v T AN —ATEEINDITL—LDEGE, BV
ZY VLAN ICREENTWD VLAN ~ v 7R s x4,

— JEIERIR “—M%Tx FhAR—=F DX T AR =LA TEREENDL T L—LDHA, 774
<~ U VLAN CREENTWD VLAN ~ v 7N EH & n 1,

7T A RXR—K VLAN DT IP VT 7 4 v 0 %74 N0& ) 79520k, 774~V VLAN B X

Ot %) VLAN O 712 VLAN v v 72T 2 86 E»3H 0 £, 774 X— T VLAN ©
FEMCOWTIR, B 19 74—k VLAN OFRE)] 2R LTIEE0,

REFNZHOWTIE, TRy T —27ToD VLAN v v 7O iE] (P39-37) ZZLTI7EZS W,

| oL-29503-01-J
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W VLAN =y F0EE

N—% ACL BEL O VLAN v v 752 flAEHL® THEHAT 2 HIEIC W TiE, [VLAN v v 7L r—%
ACL O ERFOEREET] (P39-41) 2L T &,

VLAN < v DR

£ VLAN < v ZIHEF IR bn-—@#Eo o U TSN ET, VLAN v 7 = b Z{ERK,
BN, EITHIBRT S 1CiE, #iHE EXEC £— R TROFIEZFATLET,

ATy71
ATy7 2

ATy73

AT97 4

AT975
ATy7 6
AT977

[l Catalyst 3750-X 8& U 3560-X R4 vF YI+bHxz7 AavT74F¥al—>av HAF

avwv R

E]:y

configure terminal

Ju—N) ar7 4 FXFal—yary ®— e LET,

vlan access-map name [number]

VLAN <= v 7 Z2{Ef L, 4B L O0EF S ((EE) 2HRELET, FFIT
~yTNOEY MDY= U AEFGTT,

[F C4HETD VLAN ~ v 7 E2ERT 5 &, 10 T o8IN3 2 F 5B IEICE D
YConEdT, v T EERELIIHRTDIEXIE, YT H vy T =
M) DFEFEAITTEET,

Zoavwry REANTARE, T/E8A vy ar 74 X¥alb—3ay
E— NZEDbY ET,

action {drop | forward}

FEE) ~ v 7 = MR TAET /v avaZRELET, T 740 M
#i51% (forward) T,

match {ip | mac} address {name |
number} [name | number]

1 DFEFRIFEBOEEEIIVEGET 782 VA Mt LTy &2 BE
LET (IP £/IEMAC 7 RLAEMEMH), /N7y hoOBRAIE, ST 5
a han 2L T7OT A UA MR LTEFITONET, IP X7y

M, BEE¥EFZIZIEEIP 7722 VXM LTHRAESILET, FEIP S
7/Fi £uiftE MACHEIET 782 VA Mkt LTETHRASNE
7T

end

sa—) ar7 4 ¥al—3ay EB—RIREY ET,

show running-config

TI7EAUVANOREERRFLET,

copy running-config startup-config

ER) av74FX¥a2lb—vay 77 A NVIREERGT LET,

~ v 7 %HIR9 521X, no vlan access-map name 72—/ 3L 27 4 X al—v gy avy REH
MALET, v~ v 7RO —Fr 2 = Y% 1 DHIERT 5121, no vlan access-map name number 7
g—)L Ay 4 FXal—vay avy ReFEHLET,

FIFIN DTV aryThHAHEEEITHIICIE, noaction 77 A~y a7 4 ¥alb—v g

avr REERALET,

VLAN = v 7 Tid, ¥E?D permit £721% deny ¥—V— F&HH L EHA, VLAN v 7&HH LT

Ny FEERT DI
7. ACL N® permit i

X, Ny FEREGET D ACL Z{ER LT, 77 v avi Fry FIZRELE
o ETBHEVIEKRTT, ACL AO deny 1, —E LRV EWI BT,
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VLAN vv 7oz N

ACL XU VLAN < v ZO 4l

#11

#l 2

Wiz, BEDOHMD=HD ACL 8L VLAN ~ v 7 Z21Ek T 562~ L E£7,

T, Ny FEEGST S ACL BE O VLAN v v 72 ET 2502 R LET, OO~ 7T
iX. ip] ACL (TCP <% v k) Io—EF 5T _RTOA7ry M Re vy FESRET, B, 3T
TCP X7 v hEFFRIL, ENLAND T N 2T XTHELET S iplACL #{Efk L ¥ 3, VLAN v v 7
WX IP 237y MIZKY 2 match MBFEET D720, T 74V DT 73 a »Tid, YO match Aj & b
—HELABRWIP Ty ERT_RT Ry 7ENET,

Switch (config)# ip access-list extended ipl
Switch (config-ext-nacl)# permit tcp any any
Switch (config-ext-nacl) # exit

Switch (config)# vlan access-map map_1 10

Switch (config-access-map) # match ip address ipl
Switch (config-access-map) # action drop

WIZ, Ty FEFAT S VLAN v v P2l 264~ LE 9, ACL ip2 iZ UDP "7 v M &FFA]
L. ip2 ACL & —HETHT_XTONRTy bRREINET, 2O~y 7 TIE, THEFTDOED ACL &
H—FH LW TRTDIP X7 v b (TCP TH UDP THRW ST v b)) BRRuy 7INET,

Switch (config)# ip access-list extended ip2
Switch (config-ext-nacl)# permit udp any any
Switch (config-ext-nacl) # exit

Switch (config)# vlan access-map map_1l 20

Switch (config-access-map) # match ip address ip2
Switch (config-access-map) # action forward

WDFEIDO VLAN = > 7T, 774/ FTIP X7y B R v 7S, MAC N7 v DB HEE S UE
+, ¥ ACL 101 B L OLAREIT & HE3ET 7 2 U X b igmp-match 3 X O tep-match 2 20O~ v
TEMBEDETHEMT L. ROE DT £,

e TXTOUDP N7y FPREREINET,

o TRTOIGMP X7y b3 Fuy FIET,

e FTRTDTCP 7y FRHEINET,

o FTOMODTRXTDOIP /N7y MRy FInET,
o TRTOIEIP N7y hRHEEINET,

Switch (config)# access-list 101 permit udp any any
Switch (config)# ip access-list extended igmp-match
Switch (config-ext-nacl) # permit igmp any any

Switch (config)# ip access-list extended tcp-match
Switch (config-ext-nacl)# permit tcp any any

Switch (config-ext-nacl)# exit

Switch (config)# wvlan access-map drop-ip-default 10
Switch (config-access-map) # match ip address 101
Switch (config-access-map)# action forward

Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-ip-default 20
Switch (config-access-map)# match ip address igmp-match
Switch (config-access-map)# action drop

Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-ip-default 30
Switch (config-access-map)# match ip address tcp-match
Switch (config-access-map) # action forward
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W VLAN =y F0EE

73

7l 4

WoHIO VLAN v v 7 Tik, 774V FTMAC Ty FR RFay &, [P A7y hBERESINLE
9, MAC JEBET 7 A2 U 2 |k good-hosts 35 L U good-protocols % = D~ v 7 L flAAHETHEHT
e ROEICRY FET,

e A b 0000.0c00.0111 3 X T 0000.0c00.0211 725D MAC 7347 v DR E I UE T,
e decnet-iv £721% vines-ip 7’1 F AL EEHT D MAC N7 v MR RESILET,

o ZTOMDOTRTOI IP Xry R RFeyFXINnET,

o TARTOIP ATy MPEHESNET,

Switch (config)# mac access-list extended good-hosts
Switch (config-ext-macl) # permit host 000.0c00.0111 any
Switch (config-ext-macl)# permit host 000.0c00.0211 any
Switch (config-ext-nacl) # exit

Switch (config) # mac access-list extended good-protocols
Switch (config-ext-macl)# permit any any decnet-ip
Switch (config-ext-macl) # permit any any vines-ip

Switch (config-ext-nacl)# exit

Switch(config)# wvlan access-map drop-mac-default 10
Switch (config-access-map) # match mac address good-hosts
Switch (config-access-map)# action forward

Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-mac-default 20
Switch (config-access-map) # match mac address good-protocols
Switch (config-access-map)# action forward

ROBFIO VLAN ¥ v 7 TiE, 774N ETTFERTONRT y b (IPBLUIIP) B RFeyTEnET,
B2HBLOB3DOT 7 A U R tep-match 3 LU good-hosts & Z D~ v 7 LilAGOETEMAT S
L RODESITRY ET,

o T XTOHTCP 7y bRHEEINET,

e A K 0000.0c00.0111 3 LT 0000.0c00.0211 725D MAC 737 > hRERESINLET,

o ZTOMDOTRTOIP NTy " Rr Yy FINET,

o ZTOMDOTRTOMAC Nry bR Ry 7rInEd,

Switch (config)# vlan access-map drop-all-default 10

Switch (config-access-map) # match ip address tcp-match
Switch (config-access-map) # action forward

Switch (config)# vlan access-map drop-all-default 20
Switch (config-access-map) # match mac address good-hosts

(
(
(
Switch (config-access-map) # exit
(
(
Switch (config-access-map) # action forward

[l Catalyst 3750-X 8& U 3560-X R4 vF YI+bHxz7 AavT74F¥al—>av HAF
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VLAN vv 7oz N

VLAN ~® VLAN < v 7 D&M

ATy71
A797 2

AT973
ATy7 4

Ry

10@“AN?/7%10§K1@&@VUW’\%¢6 X, #it# EXEC T — FCTROFNEE F#
Li‘a—o

avvk =]y

configure terminal Jsua—)L ar7 4 Xal—vary T—REEHBLET,

vlan filter mapname vlan-list list VLAN ~ v 7% | 272138 %® VLANID (&M LE 4,
list IZIZH—0 VLAN ID (22)., @#fe L7zl (10 ~ 22), ¥£72i% VLAN
IDOARY 7 (12, 22, 30) Z2fEETEET, D=0 g 7 O]
BRICAN—ZAZHATLIEHTEET,

show running-config TI7EA VR NOREERTSLET,

copy running-config startup-config |({-&) 2o 7 Fa2l—T a3 T A NVITHKREZHRELET,

VLAN = v 7 % H|kx3 521X, no vlan filter mapname vlan-list list 72— 3L 23> 7 4 Fa b — 3
/nV/F%@%Lif

WIZ, VLAN ¥ v 7 1 % VLAN 20 ~ 22 \[Z@EMH T 2047~ L £7,

Switch(config)# wvlan filter map 1 vlan-list 20-22

F7—% T®H VLAN v JDERZE

o [UAXY VY Ju—¥y bORE] (P.39-37)
o o VLAN EDOHV— R~ T 7 ¥ 2447 (P.39-38)

24x) g ya—€y FOEKE

gAYV 7m~f/ MERTIX, V=T 4 VT BAA v F ETA X =TI ENTNRNWGEDR
B ET, 2L, TORETH VLAN v v 7B L QoS 708 ACL iZH A — S TWnET,
E3%4THQ$XFX%iUTXFYiﬁ@é\&ANW CHV. . IAFXI T su—Fy b AL
FABLOAAL v F CITEREN TR LEEELTWVET  AFAMXDOLRARNY ~D T T 4 w7
. V=T A VTR T =T NMIHREINTZL A Y3 AL v TFTHDAAL v F BITL > THREHIZ
N—=F 4 v T ENET, FAFXNOERARNY ~D T 749271, FTFT7 497D MY KA v
RCHDHAAYF ATT /R ay br—LTEET,
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W VLAN =y F0EE

394 oA4x)od ya—Ey FOBRE

VLAN Ty 7T : X D5 Y ~AD 1 \
HTTP £465¢ 5, ——> — ‘

HTTPIEZT Y kY RS ¥ T —i>
REIN, |[::]‘ [:::“
‘======b ‘======'r,“\“b
KA kX AR RY
77777777 VLAN 1 10.1.1.32 10.1.1.34
— — — VLAN2

101355

—> Nry b

HTTP FS5 7 4 v 75 FR AR XIMBERANY ~AA v F L 7 LARWEASIZ, A RX (IP7 FLx
10.1.1.32) »HF A FY (IP 7 FLZ 10.1.1.34) ([ZA9 T _XTO HTTP "7 7 4 v I NAAL vF A
TRy 7ENh, A4y F BTV v 7EnNnk iz, A4 vF ADVLAN v v 72 RETE
9,

BN, HTTP R— b ETTRXTOTCP F 77 4 v 7 &#a (—8) $21P 72782 URAN hitp %
EFRLET,

Switch (config)# ip access-list extended http
Switch (config-ext-nacl)# permit tcp host 10.1.1.32 host 10.1.1.34 eq www
Switch (config-ext-nacl) # exit

W, http 77 ®8AVANE =BT DI TF 740y I7m Ry a3, TOMOTXTOIP FT77 1 v
I BEREEINA LI, VLAN 7278 A ~ v 7 map2 #{ERLET,

Switch(config)# wvlan access-map map2 10

Switch (config-access-map) # match ip address http
Switch (config-access-map) # action drop

Switch (config-access-map) # exit

Switch (config)# ip access-list extended match_all
Switch (config-ext-nacl)# permit ip any any

Switch (config-ext-nacl) # exit

Switch (config)# wvlan access-map map2 20

Switch (config-access-map) # match ip address match_all
Switch (config-access-map) # action forward

WIZ, VLAN 77t A ~v 7 map2 % VLAN 1 I L ET,

Switch (config)# wlan filter map2 vlan 1

#hd VLAN EQOH—/I\~DT7 U £t REH

B VLAN IZH DT —R_~DT7 7 A%&HIBRTEEd, =& xiE. VLAN 10 NOH—,310.1.1.100
TliE, WDFBRA DT 7 BRAZERTLHLERS D £9 (X 39-5 25M1),

e VLAN20 NOH¥ 7 x> k 10.1.2.08 IZHDHFA DT 72 RAEEILLET,

[l Catalyst 3750-X 8& U 3560-X R4 vF YI+bHxz7 AavT74F¥al—>av HAF
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AFvFT A1

ATFvFT 3

VLAN vv 7oz N

e VLANIONDOAHARZA K 10.1.1.4 BELWU10.1.1.8 DT 7 A &ZEIELET,

X 39-5 o VLAN LOH—/I~DT7 VI L RER

VLAN ¥ v 7

=
10.1.1.100 l
|

=l v QUM
#—s% (VLAN 10) &\ 10.1.2.0/8
A
J— < L |
o114y [T ——
=y AZ b (VLAN 20)

&Rk (VLAN 10) LAV3RAYTF

A—
7

1o.1.1.8|:|
=y

AR+ (VLAN 10)

101356

—> Tyt

Wiz, 7% > b 10.1.2.08 NOFRA b, AA b 10.1.1.4, BEOHEA K 10.1.1.8 D7 7 A Z4ERH
L. ZOMDIP N7 7 4 w2 %F " 3% VLAN ~ > 7 SERVERI-ACL Z#{Ep L C, 5l®> VLAN ND
Y= RA~DT I AEEETHHE2RLET, HEDAT v 7T, ¥ v 7 SERVER] % VLAN 10 i
WHLET,

ELWATry heE—HTHIPACLZEELET,

Switch (config)# ip access-list extended SERVER1_ACL
Switch (config-ext-nacl))# permit ip 10.1.2.0 0.0.0.255 host 10.1.1.100
Switch (config-ext-nacl))# permit ip host 10.1.1.4 host 10.1.1.100
Switch (config-ext-nacl))# permit ip host 10.1.1.8 host 10.1.1.100
Switch (config-ext-nacl))# exit

SERVERI ACL & —#3 2P X7y hE Kry 7 LT, 20 ACL & —E L2ARWIP /7 v b FHRET
5ACLZHEMHLT, VLAN~~ vy 72 EZLET,

Switch (config) # vlan access-map SERVER1_MAP

Switch (config-access-map) # match ip address SERVER1_ACL
Switch (config-access-map) # action drop

Switch (config)# vlan access-map SERVER1_MAP 20

Switch (config-access-map)# action forward

Switch (config-access-map) # exit

VLAN 10 {2 VLAN v > 7% H L £7,

Switch (config)# vlan filter SERVER1 MAP vlan-list 10.

VACL O¥ > T DE&E

VACL =¥ 7 2R ET HHE T, WORMWTHESG SN2 IP N7 > MIXxL T Syslog A v E—UM 4
gEihET,

. HFBRHO A FEZELEES

o KBOSHEIC—ET LIy NEZE LSS
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W VLAN =y F0EE

o SAORRIETARNILEVHEIZEL TWDES

o0y Aytv—ViEva—HATERESNET, 7r—iF, ACIP T FLABLORLA ¥4 (UDP £7-1%

TCP) R— +EZEFFONTry hE LTERESNET, 7u—T5 5M Ty FEZELRWES, £
D7 —IF v v anbllfRINET, Syslog A vE—UNREKIND L, FA~v—BILUORT >
MR IEYy PESNET,

VACL v ¥ 7 Ofl[EFEHEITRDO LD TT,
o EHREINZIP RNy METREEENET,

o JER—F ACL TrRFX IR0 ER Ty MI, VACL THEEIhESESG, eX¥r/73hEs
Ao

¥t EXEC £— FCROFIREZFATLET,

avwy kR B
A7971  configure terminal Ja—) ar7Z 4 X¥al—ay E— RE2EBLET,
A7972  vlan access-map name [number] VLAN = v 7% {EK LE9, VLAN < v FI2471 & &R (1) 2T F
T, BHIE, ~ v RO MY DY —F v AFSTT,
= AR FOEHIT 0 ~ 65535 T,
[ C£4HID VLAN ~ v 72535 &, 10 T 28T 2F 5BIEICE Y
VToNET, v 7 E2ERELIFHIBRT D XX, Y ToHvy T =
N OFEZEASNTEET,
v ThHEERS (BE) 2ECETHE, 778Avy T a7 4 FXalb—
vary ®— FRRBENET,

27973 action drop log P Ay RS LR Xy 745 L5 VLAN 727 ¥ 2 ~ v F 53
LET,

ATy7F4  exit VLAN7 /A~y a7 4F¥al—rary T—FRe&TL, Fua—
b arZ 4 Fal—vary T—RNIREYET,

A7975  vlan access-log {maxflow VACL uX_ 7 NS RA—FE2H/ELFET,

max_number | threshold pki_count} o maxflow max _number: @7 7 —7 ) YA X% E L ET, maxflow

Dz 0 ICRETHE., v/ T—TNLONELXHIRTEES, v/
T=TNAPRNSENDHFERF, oo 7Sy R Y7 hUx
TIkoTHLWZu—hblEINET,

EOFFAIL, 0~ 2048 TI, T 7 4/ MEIL 500 TT,

 threshold pkt count : B¥ 7 LEVWEZRE L ET, 5 08T 5
W7 —OLEVMHEIZET DL, eX 7 Ay —UBRERENET,

L & VWEDOHIPA T 0"“2147483647“(73“ T7A/N MO LUEUVMEIZO
THY, Syslog A vE—UN5 5T LITERINET,

ATy76  exit F#HE EXEC £— RIZRE D £7,
7977 show vlan access-map REXMERLET,
A7978 copy running-config startup-config | ({£%) =L 7 4 F a2l —L gy T A MICERERRTFELET,

no vlan access-map 2~ K& —7 VAR FLEHIHERAL ey TIEFEZHIBRLET, > —F v
AFHRLTa<v L RO no A=Y ar2HL T~y 72HIBLET,

WIZ, IP N7y FEBEERBIORX 7 4THL9, VLANT 7R v 7 2R ETAHHERLET,
22T, net 10 DFFRI=Y MNVIZ—HTBHIP T 7 4 v /BRI PuF - ranEd,

DomainMember (config) # vlan access-map ganymede 10
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L—% ACL £ VLAN ¥ v Fe#aabechEAT 5% B

DomainMember (config-access-map) # match ip address net_10
DomainMember (config-access-map) # action drop log
DomainMember (config-access-map) # exit

Wiz, 78— )V VACL X7 RIA—FERETHHZRLET,

DomainMember (config) # vlan access-log maxflow 800
DomainMember (config) # vlan access-log threshold 4000

ZITHMT S a v ROMSE LOER FIEOFEMIZ OV T, koD URL TAFATREZ [Cisco
10S LAN Switching Command Reference] % ZH L T 7230,
http://www.cisco.com/en/US/docs/ios/lanswitch/command/reference/Isw_book.html

JL—% ACL % VLAN v v JLllAEHETHERAT A&

>
B

GE)

N—% ACL & VLAN v v FIZ LANRX—RX 7 4 —F % £y hZETLTWD AL v F T AR—F
SNFEHA,

TV oD T ENE N T T4 v I BIXONV—=T 4 T ENE N T T4 T OWFIZH LTT 78R 2

Y hue—nAEIT 5%, VLAN v » ZZHMTHEHAT 50, £72130v—% ACL & VLAN ~ v 7 %4
HEDLETCHALES, AAEHAG I DONL—FT v K VLAN £ VX —T = ATL—H ACL % EH
L7Z0, UV T ENTZ T 747 DT 78 A%ary ha—35 VLAN vy 72 EHZRLZY
TEET,

Ny b 7r—2 ACLWN VLAN v > 7' ® deny A7 — Kk A v b & —FLEGHGAE, V—% ACL OFRE
RS, Ny b 7e—3ERESNET,

—2% ACL # VLAN v~ v 7 LA EbETHHA L, v—% ACL TOuX > 72 0EBLEJ 537y b
BN VLAN ~ v P THEINTIRE., 20bDry MIeX o Z7InEdi,

My b XA 7 (IP £7212 MAC) 1Z%3 5 match AJ28 VLAN = > FIZHHBATH, A7 v b
NEDZATIZ—HELEWGE, T 74V ETREAATYy bR RFe vy 7ENFET, VLAN < v 7HIC
match TN, 77 va BEEINTWRWES, EOVLAN vy 7 = b b —FK L7y
oy MIEEE SN ET,

e [VLAN = v 7 & /L—% ACL O EWROFZEFE] (P.39-41)

e [VLAN ZHEHHAENSH/L—%Z ACL & VLAN = v 7Dl (P.39-42)

VLAN v J&)IL—% ACL O ERDIREIR

ISR SN ERERIZ, v—#% ACL K5LFVLAN v v 7% T VLAN ETHEMATLERD
LZRECHEHMAENET, +—% ACL BLU VLAN v v 7 & 87220 VLAN [ZHI Y B THREICIT, Z
WO OERFEHITEHA S NEE A,

A v F =Ry =TiX, HE (ANBIOHN) Z&i tﬁe:)%4 ACLZ I B LET, L7
MNoT, L—F ACLBEUVLAN v 7%[F U VLAN [CRTETHHEAITE. 2O EHETHHLEN
HVFET, L—% ACL & VLAN v~ v & #&T % L. ACE OB j( RAGAENHY 9,

| oL-29503-01-J
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W )L—2 ACL # VLAN vy LA hETHERAT A

NL—% ACL BEL W VLAN = v 7% R U VLAN IZRET ANLENH 5851%. L—4% ACL & VLAN
<~y FOWMBFOREICHL, 22 THHATIEEEERICE> TLEE,

o VLAN A % —T x4 ALK HH (ANBLOHA) I VLAN v~ v 7B XL —% D ACL % 1
DT OIRY FEETE ET,

o HWHRERRY ., TRTHZU MNIDT 7Y ariE—7T. REDT 74/ bk T a iZiin st
DEAT LD HITACL 2R LET, ROWVWTNUIOBEXEZHEHL T, ACL 25k L ET,
permit...
permit...

permit...
deny ip any any

Elne

deny...
deny...
deny...
permit ip any any

e ACLNTHEEOT 7 ay (., ER) 2ERTIHEIEX. TnENOT 7 ary 24 7% F
DT, = NV EHIB L T,

e ACLNICVAVAERERELRNTLEESY, LA VAEREZEMT L L, AT 2 EADHE
MelZZ2 0 E9, ACLDOZ 4 &V 70, full-flow GEEIP 7 RV A, 5 IP 7 RV A, 7
ghan, BLOFa harR—F) TR, IPT7T LA (BETBIO%E) ICESWTiITh
NHEEIT., BB ERERPIELNET, AHERBY ., IP 7 L AIZiX don't care > s Zf#
LTSN,

IP ACE & LA ¥ 4 [§# % & $ TCP/UDP/ICMP ACE 23 5 &t ACL PNIZAEAE L. full-flow &—
RERETILERSHDLEXE, VA VY4ACEZ ) A NOKBICEHEBELET, ZOME, IPT K
VAZESS b T T4 w7 DT A NEZ ) U TRERENET,

VLAN [SEREhSI/L—% ACL & VLAN < v T4

T V=% ACLBLXOVLAN v v 7% VLAN ([ZEHA L, AL vF K X7 v b, 7V v KR
Ty M =Ty RXXFy b BB ALTFXFXY AN Xy hERBETLIHEZRLET, KROXTI

ENENDFERICHEEESIND Ny NERLET, 237y FO/SAD VLAN = v 7' ACL 27/ T #1

LREFTDHRA L IT, Xy ek FIc ey 79506 LH D 97,

e TACLBEIUOAA v F K X7y ) (P39-42)
o TACLBXUZY vy R 2y b (P39-43)
o TACLBXWL—F v R %y ) (P39-44)
e TACLBXIUOALFXy Ak 47y ] (P.39-44)

ACLEBLURAYF Ky b+

39-6 12, VLAN W TCTAA v F o7 EnNd/8r > M ACL 2T 5 HiEE R~ LET, 74—
Ny TV TIlkoTh—T 4 7 FERIFmESNT. VLANNTRA v F U 7 IND37 v
MZix, AJJ VLAN @ VLAN =~ v 772 n@EA st 4,
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39-6

R4 YFF 135y bAdD ACL OEA

L—% ACL £ VLAN ¥ v Fe#aabechEAT 5% B

,,,,,,,,,,,,,,,,,,,,,,

. AR HA
VLAN 10 L—73 L—A VLAN 20
E&WVA 3 ACL ACL -4
N \ V N
[
—_—
KRR A
(VLAN 10) ‘ ‘
CIL—T 4 Y URREER (T
P A=y Ty
AZ R C _/ |
(VLAN 10) l 1 1
VLAN 10 > /84w k ‘ VLAN 20 S

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

ACLBLUTY YD R Try b

39-702, 74— R"w 7 TY PR Ay MIACL 28T 255 EE2R"LET, 77U vV R AR
7y FOBAENE. AJJVLAN IV A ¥ 2 ACL 20 R@EH S ET, 72, FEIP BLOFE ARP N7 v

NETWRT 4=y 7 TV P RNy el Ed,

® 39-7 TYyS K18y bAD ACL DER
VLAN10 ! ' VLAN 20
<v7 o RvT
A A
L R |
F— | | =
R kA "2 kB
(VLAN 10) ! ‘ (VLAN 20)
LA =Ny T wD
| | 8
VIANTO . : — > SFyb L. VLAN20 5
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W )L—2 ACL # VLAN vy LA hETHERAT A

ACLBLUTIL—TY R N7y b

39-812, V=T v F 37y MZ ACL M4 2 5% " LET, ACL ZROIEFE TH#EM S E

R
1. A7 VLAN ® VLAN ~ v 7
2. ANJjr—% ACL
3. Hiin—% ACL
4. {71 VLAN ® VLAN ~ > 7
39-8 W—Tv K 1345y bAD ACL DER
AR who
VLAN10 | JL—% L—% | VLAN20
v ACL ACL o RvT
b
R R |
==y | | F—
AR kA KR kB
(VLAN 10) | | (VLAN 20)
LT TR
VLAN 10 1 VLAN20 3

ACLEBELUVTILFEXNY R 7y b

39-912, IP v A FF ¥ X MHICEHB SNy M ACL 28T 2 FikE2R"LET, V—T 4
VITINDINAT XYy AN Ny MK, 2 00RRL T o REASNET, 1 DIk, BESAS
VLAN HOMOR— M THAGEITHEH I, &5 1 2%, 5B NTy NOL—TFT 4 T HhThD

Bl VLAN WIZh B EAICHERSET, 7y MIEEOH ) VLAN IZV—T 4 7 ENB5EAN
HYETH, ZOEEIFSSE VLAN ZLiIci 3L —2H ) ACL BX O VLAN ~ v 7RiEH S
7,

BRI, Ny ME—E8O ) VLAN WCTHFRI &4, £ 4o VLAN THER EnEd, X7 v b
DAL =N, FAENTSECEHmESNET, 27 L. AJIVLAN = v 7 (¥ 39-9 ®» VLAN 10 < v
T LTy MR ey 7 ENsG6, N7y hOa v —35EIlE G INERT A,
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IPv4 ACL 0®EDRT M

B 39-9 TNFEXYRA R 1y bA®D ACL OER
. AR HA
VLAN 10 L—4 L—73 '+ VLAN 20
v : ACL ACL L RvT
N V N N

l
— _’
AR kA AR B
(VLAN 10) | ‘ (VLAN 20)
) IL—T 1 VTR
ARk C / | |
(VLAN 10) I:ll | |
VLAN 10 VLAN20 &

IPv4 ACL DEEEDRT

AA vy FIERESN TS ACL, BIUOAM ¥ —7 x4 XL VLAN IC#H &7z ACL #R R T FE
R

ip access-group f V¥ —7 A4 A a7 4 Fal—var avr RREFERHLT, LAV 2ERITLA
Y3AH—T A A ACL A LIEHAE, TDOA L H—T 2 A ADT VA I NV—T%FRT
TET, E, LAY 2 A F—T oA R A ST MAC ACL KRR TEET, ZOHRERR
TR, R 392 IR SN2 FrHE EXEC 2w > RFEEHLET,

& 39-2 FORR VR MBIUFIER FL—TEEHERTHaTUF

avwyr B

show access-lists [number | name] BEDO1DEFRIITARTOIPBIVOMACT KLA 77X X MDORN
K., FEIFEEOT 78R VAN (BEftEEidsnftE) oNEE
KRLET,

show ip access-lists [number | name] BEOTRXTOIP T 7R VAN, FRIIBEEDIP 77X U X b
(FFfr & E7TAAIMTE) ONEEZERRLET,

show ip interface interface-id AH =T 2 ADFMBREBLOARAT—F 2E2F R LET, IP 23 A

F—T NI o TWNWDA U F—T = A AT, ip access-group 1 > % —
TxA R ary74¥alb—vay avwy R LTACL #HMH L7z
HlX, TIrBR I A—F b FRENET,

show running-config [interface interface-id] ZA4 v FERIFBESNTAA A —T oA ADA T f(Fal— g

T ANLVDONE EREINTEZTRTOMACBLORIP 727k A U A b
XN EDOTIVA TN—TNA U HX—T oA RZBHINT=07RE) &
FRLET,

show mac access-group [interface interface-id] | T X TCOLA V2 A F—T 2 A AFIFRESINTZLA Y24 ¥ —

T oA AHEHAEINTWAE MACT 7R VA MEERLET,
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W pPv4 ACL OBEDER

VLAN 77 &2 = v 7 %7213 VLAN 7 4 V& (BT 21 MEeF£RTE£T, VLAN v v 7Rz &
AT HITIE, E 393 ICRHE SN FrbE EXEC =~ REfH L ET,

% 39-3 VLAN v JilEfE&RT<THa<T K

Sy
FTRTOVLAN 778X =y FERIRES LT 7 X

<~y 7T AIERER T LET,

T_XTCO VLAN 7 4 V2T 2 EW, I3 ESIE
VLAN R VLAN 77 v &2 < v FAICHTAEREFRELET,

avwyk
show vlan access-map [mapname]

show vlan filter [access-map name | vlan vian-id]
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