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5l CNRAT—=REANLES (ERENEER) .
Router> enable

2ATFwv T2 showversion N—TFT 4T FNRARATEITLTCNS CiscolOS V7 F U =T D

N—=g, ROME=Z LT~ 7T a7 My xT DI N—

1 - Var, BIOVAT A ARV OEEZEDN— U = THERRIZD
Router# show version U"C@‘I‘%ﬁ&i}‘i‘%%éﬂiﬁ‘o

TORIINELZLFECisco VT P TT7TERBERODERTR

IFDOX A7 2247 L C, EINEHRT HHAAED ROMmon B LW CiscolOS £ A — 7 7 A LD
V7 R 2 TERERCHETARBHRAF TR LET, ZOFERICIL, A A—DT LT UL v I LIER,
MeRICHE &b ¥ — 24 7 BAKEH, BAT L Nu—TFOZOMOBHESEENET,

FIEDBE
1. 4 x—7J)Lik
2. showsoftwareauthenticityrunning
F gD EF 40
vV RERIEFTIVa Y =]
ATy 14 +r—7J Ik FiME EXEC E— R& A 1r—7 /M LET,
. CRAT—REANLET @ERSKEHE) .
Router> enable
ATvT2 showsoftwareauthenticityrunning EEN A 2 EAED ROMmon 3 & O Cisco I0S A A —
VIZ7ANDY 7 b =T RGHIET O REF R LE
11 - B
Router# show software authenticity
running
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UTFTDOEAI HEITFLT, BrEDA A= T AND Y 7 M = TIRFNCE#E L7 P Z LV EL

THMEFRLET,
FIEDHEE
1. f2—T ik
2. show software authenticity file {flash0:filename | flash1:filename | flash:filename | nvram:filename
| flash0:filename | flash1:filename}
FIED
AR RFEREETIVa Y =]
ATv 71 4 r—7T ik FiHE EXEC E— R& A R—7 /T LET,
AT —RE AN LET FERSn
i : zx)
= o
Router> enable
RTFw T2 show software authenticity file {flash0:filename | BEDAA—T 7 ANDT IR NVELYL LY T

flash1:filename | flash:filename | nvram:filename |

N = 7 AR L i A R L E T,

flashO:filename | flash1:filename}

1 -

Router# show software authenticity file
usbflash0:c3900-universalk9-mz.SPA

FORILBRME Cisco VT b 1T F—IEROKR

UFDHAT ZETLT, TYVHNELE Cisco Y 7 Fy =7 F—fFlREFRRLET, F— X
ATELEBITAML—=VAEHLY 7 MU =T AT —OFEMIGEHREFZRLET,

FIEDOWE
1. A%—TLik

2. showsoftwareauthenticitykeys
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RATv I 14 =TIk Fite EXEC E— R& A X —7 /LI LET,
i : CRATU—=REANLET (FERINESEE) .
Router> enable

2Tw T2 showsoftwareauthenticitykeys FUORNVELLFE Cisco VT NI 2T DOF— AT L &

BIZAPL—VRACHD Y7 b =T ARF—%FK L

1 - e
Router# show software authenticity keys

TORINELZLFZCisco VI O T T7DHRAEFT—DRIDELT
DIFO X RS B EGFLC, FOXNBLME Cisco VT b = 7 OB F — 4 e S 4% 5,

[T L& BHIIC
ZOVEET, ERHORMA A= TEITTIHILERHY 97,

FIEDHEE
L S| 2 |
2. softwareauthenticitykeyaddproduction
3. showsoftwareauthenticityupgrade-status
4. copy [/erase] [/verify | /noverify] source-urldestination-url
5. copy [/erase] [/verify | /noverify] source-urldestination-url
6. upgrade rom-monitor file {archive: | cns: | flash0: | flash1: | flash: | ftp: | http: | https: | null: | nvram:
| rep: | sep: | system: | tar: | tftp: | tmpsys: | usbflash0: | xmodem: | ymodem:} [file-path]
1. reload [/verify | /noverify] [line | in [hhh:mm | mmm [text]] | at hh:mm [text] | reason [reason string] |
cancel]
8. softwareauthenticitykeyrevokeproduction
FlaDFH
ARV RFERRTI VY E]:3]
ATv 71 4 xr—T Ik ¥ EXEC E— R& A R—7 /M LE T,

VRATLAA=DOOA—FELVEBOIY T FaLb— 3> A K, CiscolOSXE 1) ') —X 3SE

(Catalyst 3650 X 1 v F)
I -“



B s LEaFECisco VI YT 7ORRBXT—DOEYOET

FUANLBAMHECisco VT bHT |

AU RFEEET7I 3y

E:g)

1 -

Router> enable

c RATU—KRKEANLET (ERENEZHS)

RTFw T2 softwareauthenticitykeyaddproduction BTN A A= FEIT LIEEAIT. Ny RrEan-8lhx—
BT VL NVELNTE Cisco Y 7 b = T BBETHOL—52 D
1 - F— A ML —TIZBIMLET,
gigzigﬁiggftware authenticity key add . q;g‘f%u/r RA—F fibi;@tﬁ'j/l) 2 __:/.(E@ A ]\%@ﬁ
RALiz%E, =7 — Ave—URERINET,
ATFwT3 showsoftwareauthenticityupgrade-status  |Cisco I0S T X N BLfTE A A —2 T 7 A LB IR
ROMMON 7 7 A WIZBET 5 Y 7 b = TRRGET v 77 L—
i : N 27— A fFMERRILET,
Router# show software authenticity
upgrade-status
ATvT4 copy [/erase] [/verify | /noverify] TFTP — N/ BN L7z /b—F A N L— DRI A A —
source-urldestination-url o — L%,
B - *ZDATY RT, FHLWEF—TELINTH LW
B ROMmon A A — VN, BRINZ—HF A L —
Router# copy tftp: usbflashO: Jlrapr— éj’bi@—
ATvT5 copy [/erase] [/verify | /noverify] TFTP — 3/ H#IR L7z /b—F A N L— DRI A A —
source-urldestination-url o —LE1,
VK *IDaTy FT, HLOEE R —CEA ShEH L
LA A=V, BRSNTEAV—F A L —Dlat—
Router# copy /verify tftp: usbflashO: XnEd
cabt— FuARICH LA A=V OBLERAET D
7D verify 7 v a VEENTHZ L AHERL £,
ATv76 upgrade rom-monitor file {archive: | cns: | |[ROM E=% (ROMMON) A A— %7 v 7/ L— KL%

flashO: | flash1: | flash: | ftp: | http: | https: |
null: | nvram: | rep: | scp: | system: | tar: |
tftp: | tmpsys: | usbflash0: | xmodem: |
ymodem:} [file-path]

1 -

Router# upgrade rom-monitor file
f1ash0:C3900_ ROMMON_RM2.srec.SPB

‘j_o
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TORIINERNFECisco VT b T DR F—DRIIDELT

ARV NFERERETIVa Yy Sy
2TFwS7 reload [/verify | /noverity] [line | in [hhhmm || L —% b CY 7 f v =752 U — RN LET,
mmm [text]] | at hh:mm [text] | reason [reason| N - -
string] | cancel] GE) Ua—h T v 77— FRBIX, ¥ —KhE Y
AR—=HFLTWEHA,
{51
Router# reload
ATFw T8 softwareauthenticitykeyrevokeproduction |#l 5 ¢ 1 —)h 5 FET4 AL X, F— A ML —YOH N
B —2RNSED, B LET,
i : .
KA A=V T Davy RefA LSS, =T —
Routir# tsloftware authenticity key revoke A /‘t‘—“‘/ﬁiﬁﬁémiﬁ*o
production
GE) ZOFEZ, Ve — FETRICETT H0ENH
DWEFT, AT Va—Y 7Nkl m— REIZ,
CORERHLTCND Z EIFEETT,
i - _|= = /=
TIORAIWELFE Cisco VT oz 7DHINF—DRIDEST

DLFORA I HFEITLC, TUXNVEBLLTE Cisco V7 b7 =T OFRIF—2 K S8 E£9,

[T L& BHIIC

UTFDZ A7, WA A=V TETTOLERNHY £7,

FIEDHE
1. 4 x—JLik
2. softwareauthenticitykeyaddspecial
3. copy [/erase] [/verify | /noverify] source-urldestination-url
4. copy [/erase] [/verify | /noverify] source-urldestination-url
5. upgrade rom-monitor file {archive: | cns: | flashO: | flash1: | flash: | ftp: | http: | https: | null: | nvram:
| rep: | scp: | system: | tar: | tftp: | tmpsys: | usbflashQ: | xmodem: | ymodem:} [file-path]
6. softwareauthenticitykeyrevokespecial
F D8
ARV KRNFEREETIVaY B8
ATv 71 14 +—7JILiE FiME EXEC E— R&A X—7 /LT LET,
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Router> enable

* RATY—FRE AN LET (FERENZEHES) &

RTFw T2 softwareauthenticitykeyaddspecial FORNEBLLSX Cisco YT Ny 2T Tr— RLE/L—&
DF— A KL —ITH LW — 28 L £,
i - . .
KA A=V ETIIRRIA A=V TIDa~vy Reff
ggggiztiziftware authenticity key add H Lfij%/ﬁ\\ T5— R /,‘Z\_‘:/z))z%% X hij«o
ATv73 copy [/erase] [/verify | /noverify] TFTP H— "SR Lizb—H A b L — VR A A —
source-urldestination-url Chat'—LET,
- TSR, B LIS — B4 ST LV
ROMmon A A —T M, BRINNL—F X ML—Y
Router# copy tftp: usbflashO: ﬁﬁiﬁﬂ:: P éj’biT
ATvT4 copy [/erase] [/verify | /noverify] TFTP Y — "SR Lizb—4 A b L— VR A A —
source-urldestination-url Chatr—LET,
- PR B LB — B4 ST LA
A—TN, BIRENIZL—F 2 L — VI o B —
SNET,
L A — I AHTH LA A — VDB EREET D
72D Iverify 7> a U EFEATHZ EARELE L E
R
1 -
1 -
Router# copy /verify tftp: usbflashO:
ATFvTH upgrade rom-monitor file {archive: | cns: | |44 EXEC =— R T, ROM EF=4 (ROMmon) A A—

flashO: | flash1: | flash: | ftp: | http: | https: |

null: | nvram: | rep: | scp: | system: | tar: |
tftp: | tmpsys: | usbflash0: | xmodem: |
ymodem:} [file-path]

151 -

Router# upgrade rom-monitor file
flash0:C3900 ROMMON RM2.srec.SSB

7 77— FRLET,

[ | VRATFLAA=—PDO—FELUVEENDO YT+ FaL— 3> HA K, CiscolOSXE ') J—X
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FOHIIWNELFECisco VT T
FOANBEHECisco VT bz T A A—SDrS5TLva—TF425 |

AU RFERETIVa Y B
ATvT6 softwareauthenticitykeyrevokespecial B A A= NS FETTAHLXIT, F— AL —Y0FHWN
FERIe — 2 Roh S 20, M LET,
5 - . N .
CRERIA A=V ETNIRNA A=V THEIT LA, =
Router# software authenticity key revoke 55— R /’[Z‘—f/ﬁ>§§ﬁ<éﬂi'§)‘
special °

TORINEBLZFZCiscoV I FITT A A—DRS TV 2a—T 4
9

DFORA I HFEITLC, TUXNVBELSECisco VT F 2T A A—VH N T TN a—TF 4

Y7 LET,
FIROWME
L 4%—2J)it
2. debugsoftwareauthenticity{envelope|errors|key|revocation|show|verbose}
FIED
ARV RFERRETI Va3 Y =LY
ATy |4 3x—T ik ¥ EXEC E— R& A X — 7 LIC
LET,
I *NATU—REANLET (HE
Router> enable RENESEE) .

ATy 72 |debugsoftwareauthenticity{envelope|errors|key|revocation|show|verbose} |7 <> % )L 24, f} & Cisco ¥ 7 b 7 =
B A X =T NI LET,

Router# debug software authenticity errors

VRATLAA=DOOA—FELVEBOIY T FaLb— 3> A K, CiscolOSXE 1) ') —X 3SE
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B s LEaEcCisco VT YT 7ORER

FORINELZFFZECiscoV T b T7DERFEH

F U ILBLAAE Cisco Y T b T 7 BB

WIT, TOZNBLLTE Cisco VT MU 2T DA A=Y T AN EERTDHZRLET, =
DIFEIZ LT, TUOXNVELFE Cisco V7 MU =T OIS IESWCHRAIT S Z L3 T
EF7,

Router# show version

Cisco I0S Software, C3900 Software (C3900-UNIVERSALK9-M),
12.4(20090904:044027) [i1l2 577]

Copyright (c) 1986-2009 by Cisco Systems, Inc.

Compiled Fri 04-Sep-09 09:22 by xxx

ROM: System Bootstrap, Version 12.4(20090303:092436)

C3900-2 uptime is 8 hours, 41 minutes

System returned to ROM by reload at 08:40:40 UTC Tue May 21 1901!
System image file is "xxx.SPA"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Cisco xxx (revision 1.0) with CISCxxx with 987136K/61440K bytes of memory.
Processor board ID xxx

3 Gigabit Ethernet interfaces

1 terminal line

1 Virtual Private Network (VPN) Module

1 cisco Integrated Service Engine (s)

DRAM configuration is 72 bits wide with parity enabled.

255K bytes of non-volatile configuration memory.

1020584K bytes of USB Flash usbflashO (Read/Write)

1020584K bytes of USB Flash usbflashl (Read/Write)

500472K bytes of ATA System CompactFlash 0 (Read/Write)

License Info:

License UDI:

XX XXX XKXXK
Technology Package License Information for Module:'xxx

Technology Technology-package Technology-package
Current Type Next reboot

ipbase ipbasek9 Permanent ipbasek9

security securityk9 Evaluation securityk9

uc None None None

data None None None

Configuration register is 0x2102

TUINBIEA AT T 7AW, UTOITTHAI S E T,

System image file is "xxx.SPA"

- VRATFLAA=TCDHA—RELVEEBENDI Y T4 XaL—3 > HA K., CiscolOSXE') 1) —R
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FORLELHE Cisco VT bz 7EAERORTA

AA=TOREE LT, 77 ANAICT UENVELSE Cisco V7 MU =7 O 3 LFOHEHKRT
(SPA) & Fd, [FTUXNVEBLAAE Cisco V7 bu=T DM 7 arobhA K4
ANFESNT, T 7 ANEEFOFEDO LT 1S] A A=V NT X NVEBLINE Y 7 v =T
A A= THDHI L 2FAOXT P 134 A—VRREF—2H L T VANV BL SN
EV3FBHOXT TA] EF— "=V arBR—=VaV ATHDLI EIRENTVET,

TORIWERAFTE CiscoV 7 bz 7EREBEHRDRTA

Wiz, EENCEE T 5 3AED ROMmon 38 X WM CiscoIOS f A — 77 A VDY 7 b7 = T IRIEIC
BT aEHaeERRTHHERLET,

Router# show software authenticity running
SYSTEM IMAGE

Image type : Development
Signer Information
Common Name I OXXX
Organization Unit XXX
Organization Name I XXX
Certificate Serial Number : xxx
Hash Algorithm XXX
Signature Algorithm : 2048-bit RSA
Key Version XXX

Verifier Information

Verifier Name : ROMMON 2
Verifier Version : System Bootstrap, Version 12.4(20090409:084310)
ROMMON 2
Image type I OXXX
Signer Information
Common Name I OXXX
Organization Unit XXX
Organization Name I XXX
Certificate Serial Number : xxx
Hash Algorithm XXX
Signature Algorithm : 2048-bit RSA
Key Version XX

Verifier Information
Verifier Name : ROMMON 2
Verifier Version : System Bootstrap, Version 12.4(20090409:084310) [

ROEXT, ZOWNIERENLEERT 4 —/)V FEBRHL £,

% 2 : show software authenticity running 7 « —)L K DERBA

J4—JLK SR BA

SYSTEM IMAGE VAT A A A=VIERERRT O OE S
va s,

Image type AA=VDEA T HRRT D,

Common Name V7 b T RUEEEOL4RIERRT D,

ARGk AT VIZ M =T A A=TREASR TN D N—F
VT BRRT D,

VRATLAA=DOOA—FELVEBOIY T FaLb— 3> A K, CiscolOSXE 1) ') —X 3SE
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TJ4—IJLF

BLL

kA

VI NI 2T A A—COFEERERRT S,

REE S U T LE S

FTUHNVEZLOFAES ) TR S EFRRT
60

Hash Algorithm

T NBL ORI IN D Ny v a2 T
TV X LOFEHEEERT D,

Signature Algorithm TUANVELOWEBIMERA SN ELT VT
A LDOFESEERRT 5,

Key Version MR SN X — "—2 g U EERT D,

Verifier Name FTUHANEL DR EZ YT 0 VT AD4
B & TR T D,

Verifier Version FUOHNEBLOMREZ TSI ST LD
NR— g /%%KT%’)O

ROMMON 2 BIFED ROMmon 1E# &2 Fm3 210t 7 v =

<o

BEDA *—

CI7ANDT DA INERFRORRS

/4N FFEDA A— Tr7ANDY T N7 =T ilG ?—E@\ L7z \:/5/1/%*% I\ﬁi&;&%ﬂ_ﬂé—%}@j%

~LET,

Router# showsoftwareauthenticityfileflash0:c3900-universalk9-mz.SSA

File Name
Image type

: flash0:c3900-universalk9-mz.SSA
: Development

Signer Information
Common Name
Organization Unit
Organization Name

Certificate Serial Number :

Hash Algorithm
Signature Algorithm
Key Version

The table below describes the

T XXX

T XXX

¢ XXX

XXX

: SHAS12

: 2048-bit RSA
: A

significant fields shown in the display.

[ | VRATFLAA=CDAO—FEBLUVEERDO YT FaL— 3> HA K, CiscolOSXE ') !)—X
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—_—

TV

FOALELHECisco VT b7 F—EHRoRRE W

5% 3 show software authenticity file 7 « —JL K D8R

J4—IL K A

File Name AEYVDOT 7 AN, =&z,
flash0:¢3900-universalk9-mz.SSA IZ, 77 v =
A€V (flash0:) NDOZ 7 A V4
¢3900-universalk9-mz.SSA %5 L £,

Image type A A=V DEA T HFRT D,

Signer Information

EA .

Common Name V7 My T RIEEE DA ERTRT A,

KRR BT VIR =2T A A=URHASNTNDH A= R
ﬁl?%%ﬁ—\nﬁ—éo

KRR, VTR 2T A A=V OFEE EFRRT D,

REAE VY TLVE S

TYUHNBLDRRAES ) TNE G EFRT
60

Hash Algorithm F VB VBL ORI SND Ny o T
Y X AOREEFTRT S,

Signature Algorithm T VS NVEL DM SN BHT VY
PINGY: & b T i

Key Version MeRITHE SN F— "=V g LB FRRT 5,

2 I)ELFTECiscoV T b7 X—I1FEHRDIRTH

WOHFITIL, TOXNELFIECisco /) 7 b =2T F—1FREFZRLET, F— XA THErA
Me—PHRICHD Y7 b7 2 T ABRF—OFMEREFRLET,

Router# show software authenticity keys
Public Key #1 Information

Key Type : Release (Primary)
Public Key Algorithm : RSA
Modulus :

CC:CA:40:55:8C:71:E2:4A:3A:B6:9D:5C:94:1D:02:BA:

26:04:6B:33:EB:70:2B:18:24:C7:D9:31:3E:77:24:85

Exponent : xxx
Key Version : A
Public Key #2 Information

VRATLAA=DOOA—FELVEBOIY T FaLb— 3> A K, CiscolOSXE 1) ') —X 3SE
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TOIIERMFE Cisco VT b0 7 OB F—DRHDETH

Key Type : Development (Primary)
Public Key Algorithm : RSA
Modulus :

CC:CA:40:55:8C:71:E2:4A:3A:B6:9D:5C:94:1D:02:BA:
26:04:6B:33:EB:70:2B:18:24:C7:D9:31:3E:77:24:85
Exponent : xxx

Key Version : A

The table below describes the significant fields shown in the display.

R 4 : show software authenticity keys 7 4« —JL K DE7EA

TJ14—ILK BLl]

Public Key # NBHF—F

Key Type A A=V OMERBIEA SND T — 4 1 T2FR
‘a—éo

Public Key Algorithm NEAF—DIE LI SN DT T a4
TFRRLET,

Modulus ANBX— T AT X LDORE,

Exponent AF— T T U X ADOFEE,

Key Version MERIFEF SN D F— "=V a2 V2 FRT B,

RILELZ{TZ Cisco VT MY T 7DERF—DRTHDEITH

WOHFITIL, FRlF— K7 oA 2R RLET,

Router# software authenticity key add special
Validating running image...

Validating new special key...

Adding the key to Primary

Checking for duplicate keys

Writing the key...e.Success

Adding the key to Backup

Checking for duplicate keys

Writing the key...e.Success

Done!

software authenticity key add special 2~ > N, HLWERIF—Z2 L —Z DT T4 <) LNy 7T v
TOANL—VHEBIZENL, BEETOF—BFEELRVI 2R LET,

Router# copy tftp: usbflashO:
Address or name of remote host []? 209.165.200.226
Source filename []? rommon_image_ location/ C3900_rom-monitor.srec.SSB

H LWEERI - — 2 FF 237 LV ROMmon #5]4 A — 7 7 A /X, ROMmon A b L —
(usbflash0:) 2= — X FET,

Router# copy /verify tftp: usbflashO:

[ | VRATFLAA=CDAO—FEBLUVEERDO YT FaL— 3> HA K, CiscolOSXE ') !)—X
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FORILBLGE Cisco VT bz 7OBENF—DEMOETFE [}

Address or name of remote host []? 209.165.200.225

Source filename []? image location/c3900-universalk9-mz.SSB

Destination filename [c3900-universalk9-mz.SSB]?

Accessing tftp:// 209.165.200.225/image location/c3900-universalk9-mz.SSB...
Loading image location/c3900-universalk9-mz.SSB from 209.165.200.225 (via GigabitEthernet0/0):

TELEEEEEEEE T L L L T T L T T L T T T T T L L L T T T L LT L L LR L L Ty

[OK - 52291428 bytes]

52291428 bytes copied in 124.804 secs (418988 bytes/sec)

Starting image verification
Hash Computation: 100% Done!
Computed Hash SHA2: 7F54083493EB6B06234CFC5266E538E7

0B17572E9A33735ADCEE26A4E3FDB662

Embedded Hash SHA2: 7F54083493EB6B06234CFC5266E538E7

0B17572E9A33735ADCEE26A4E3FDB662

CCO Hash MD5 : 966D4092FASFS5F2EOF74BDCF46511CF7

Digital signature successfully verified in file usbflash0:/c3900-universalk9-mz.SSB

B LWEBIF—Z O LW A —Y 77 A uid, bv—H DA A—Y A b L— Dk
(usbflash0:) 22 B —&I, £ A=V OBLNIEFICHRINET,

Router# upgrade rom-monitor file usbflash0:C3900 PRIV _RM2.srec.SSB

Platform Field Upgradeable ROMMON LOAD test

RSA Signature Verification Passed
ROM: Digitally Signed Development Software

This command will result in a 'power-on reset' of the router!

Continue? [yes/no]l: yes
ROMMON image upgrade in progress.

Erasing boot flash eeceececeecececeececececececeeceeceecee
Programming boot flash ............ ... .. .. ...

Now Reloading

FPGA System Reset Fail; Performing IOCTRL System reset

System Bootstrap, Version 15.0(lr)M3, RELEASE SOFTWARE
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 2009 by cisco Systems, Inc.

Total memory size = 1024 MB - DIMMO = 512 MB, DIMMl =

Running new upgrade for first time

System Bootstrap, Version 12.4(20090921:163953) [image-rommon 152], DEVELOPMENT SOFTWARE

Copyright (c) 1994-2009 by cisco Systems, Inc.

Total memory size = 1024 MB - DIMMO = 512 MB, DIMM1l =
Field Upgradeable ROMMON Integrity test

ROM: Digitally Signed Development Software

CISCO3945 with CISCO3900-MPE140 with 1048576 Kbytes of main memory
Main memory is configured to 72/72(dimm 0/1) bit mode with ECC enabled

Upgrade ROMMON initialized

program load complete, entry point: 0x4000000, size: 0x3£520

Continue to reload the same Production image

JL—H @ ROMmon 7 7 A V3, FTLWROMmon 7 7 A VT v 77 L— KX £,

Router# software authenticity key revoke special
Finding the new special key in the key storage
Validating running image...

Revoking keys with version less than B
Validating upgradable rommon.. .

VRATLAA=DOOA—FELVEBOIY T FaLb— 3> A K, CiscolOSXE 1) ') —X 3SE
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B o5 LEa0%Cisco VT FIIT 44— F—ERDT/N Y T OEHLDH

Scanning the keys in Primary

Revoking the key with version A...e.Success
Scanning the keys in Backup

Revoking the key with version A...e.Success
Done!

Router#
*Mar 8 10:29:17.219 PST: $DIGISIGN-4-DEV_IMAGE: Upgradable rommon software signed using

special key version B

HWEERF— (RevA) (X, T4~ IVBIONY I T o7 F— X ML —VEECRISNET,

—

FOAILBEMECisco VT FITT A A—S F—MEEDF /N T D
B DB

WIT, TVHNVEHNE Cisco V7 MU =7 OX—1ERICEEST 2 Y 7 b U = Ti8iEA <2 b D
TRy TN T 562~ LET,

Router# debug software authenticity key

T DDSE &R

ZIZTIE, TUHNBLIAE Cisco V7 b U = T OBEREDBHEEEHI SOW TR L £97,

&R E I=aTILEA R

CiscolOS V7 v =7 777 14— 3 ® | [CiscolOS Software Activation Conceptual
s Overview

CiscolOS Y7 b =T 777 4X—3 3 T | [CiscoIOS Software Activation Tasks and
BEg5a~<w R Commands
i b

g 24 kL

L --

[ | VRATFLAA=—PDO—FELUVEENDO YT+ FaL— 3> HA K, CiscolOSXE ') J—X
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FoaLBLftECisco VT ko 7okieEE

MB®D' >y

ORI T R—FENDH LV MIB
FRIFEFEINT-MIBIZH D FHA,

BIRL7T Y b7 4+—24, CiscolOS V Y —
A, BLOT7 4 —Fx v MCBET S MIB &
L TH¥ U re— KT 51F, O URLIZH
% Cisco MIB Locator Z{#fH L =9,

http://www.cisco.com/go/mibs

RFC

RFC 24 ML
L --
SRADTHZAIIL YR—+

Bl oy

TAADYR— Web A FTIEL, ¥ Aad
T 7 /) n Vo —IlT D T Ty a—
T A TIERBELTCWERETAE)12, v==
TRV —NVEIZLDETIHEERF T
VY —2%&RMEL TWET,
BEWNOWGBOEX 2 U7 4 HFROHEINE R A
AFT 572912, Cisco Notification Service (Field
Notice 725 7 27 & &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
74— R EOFMEY —ERTIMATE LT,

VAIADYER— K Web A hDY— T T
T 2T 5%, Cisco.com D —HID I LU
A ]7~ F‘ﬁy\‘g‘?‘d—o

http://www.cisco.com/cisco/web/support/index.html

TORIELZTE Cisco VT b7 DEBEEER

ROFIZ, ZOEY 22—/ THH LIEREICET Y U —AF#RERLET,

ZOFRF, VT b

D=7 VU= bLA U TEBEDT R— FREASNIEEDY T =T VI —R7ET %
ARLTWET, ORI, FrZE D B20WIRY . 2O —#HD Y 7 h =7 J U —ZThH

PR—bSNET,

VRATLAA=DOOA—FELVEBOIY T FaLb— 3> A K, CiscolOSXE 1) ') —X 3SE
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B 75 LEaFECCisco VT Yz 7 OREEES

FTORIINERTECiscoV T b7

T7Y N7 —ADOP R I BLIOVRAY T b T =T A A—VOYR— MNIET D IHEREME
9% ZI%. Cisco Feature Navigator Zf#i ] L &4, Cisco Feature Navigator {27 7 & 24 %1213,
www.cisco.com/go/ctn (ZFEHE) L 9, Ciscocom D7 A7 MILEH Y THA,

RE5: TOHIWEBRANME Cisco) T by = 7 DHEEEIFR

HRES

1)1)—2R

HEETR R

TV HINVELSTE Cisco Y 7 b
77

15.0(D)M, 15.0(1)M2,
15.1(1)T. CiscoIOS XE_3.1.0SG

TV HNVELLTE Cisco Y 7 b
U = THERETIX, T U NEL
% Cisco V7 b7 =7 O
Bl, TOXNBAFEAL A=
WZR9 5 Y 7 MU = 7RG
DL, BT —KDDFET
WZOWCTHHLES, TU4
NWEBLAE Cisco 7 b T =T
X, BX a7 RIE (AR
¥—) BEfbEfEHL T U4
NELSNTZY 7 b =T T
7

CiscoIOS U U —2A 15.0(1)M T
X, 2 OBEEEN Cisco 1941,
2900, 3900 /L — & T#EA X
F L7

Z DOF¥BEIE. CiscolOS U U —
Z1SA(DTITHA SHVE LT,

Z O¥BEIL. Catalyst 4500
E+Series A A F® Cisco I0S
XE U U —2 3.1.0.8G IZHA S
nWE LT,

a< K
debugsoftwareauthenticity.

showsoftwareauthenticityfile.

showsoftwareauthenticitykeys.
showsoftwareauthenticityrunning

DBANETIIEENMTOILE L
776
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FURIIERFECiscoV T kI T

FoaLBLftECisco VT ko 7okieEE

HeEA

1) ==

HAEEHR

% — SRR D — |

15.0(1)M2, 15.1(1)T

X —RERED YR — L 23BN
ENF L, F—REHTIL,
TTy N7 F—LbDF— A |
L—U b X —ZHIBRLET,
7Ty F 7 — LT A A —
VEIITFRIA A=V ERA L
T&, ®iE— (WA A=Y
M) FTITERIF— (FERIA
A= D) T Koz
TRHMIFELNET,

Z OBEBRIZBET 25ROV T
L, ROBEESRLTLEE
VY,

T U HNVEBEL AT X Cisco Y
TR =T DOXR—DER)
LE L

Z DOBREIE, CiscolOS U U —
A 15 1T IZHEE SE LTz,
a<w N
debugsoftwareauthenticity .

! i hentici \ .
softwareauthenticitykeyadd.
softwareauthenticitykeyrevoke.

upgraderom-monitorfile & A
FTIFEEMTOIE LT,

VRATLAA=DOOA—FELVEBOIY T FaLb— 3> A K, CiscolOSXE 1) ') —X 3SE
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