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VLAN MDA

HAT
802.1X Authentication Services Configuration Guid 802.1X
)
G¥) VLAN
RADIUS
)
GE) VLAN VLAN 802.1X
RADIUS
VLAN VLAN
S — xr == 0
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show authentication sessions
authz success

authz fail
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VLAN authz fail
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eEdge

Enterprise Policy Manager EPM AAA
VLAN

VLAN

AAA device-traffic-type
VLAN
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enable

configure terminal
service-template template-name
vlan vlan-id

exit

service-template template-name
voice vlan

exit

© e NS REwWDN =

- o
N = O

. exit

— o ok b
(=7 BN % 2 B — B VL ]

. end

2T 4 1LEFE VLAN O H7R— b+

class-map type control subscriber {match-all | match-any | match-none} control-class-name
. match result-type [method {dotlx | mab | webauth}] result-type
. match authorization-status {authorized | unauthorized}

. class-map type control subscriber {match-all | match-any | match-none} control-class-name
. match result-type [method {dotlx | mab | webauth}] result-type
. match authorization-status {authorized | unauthorized}

AU RFEREETOVa Y

Sl

ATy T

enable

51 -

Device> enable

EXEC

ATvT2

configure terminal

&1 -

Device# configure terminal

ATvT3

service-template template-name

1 -
Device(config)# service-template
SERVICE-TEMPLATE

ATv74

vlan vlan-id

1 :

Device(config-service-template)# vlan 116

VLAN
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ATv 75 exit

i

Device(config-service-template)# exit
ATvT6 service-template template-name

i -

Device(config)# service-template

CRITICAL-VOICE
27y T voice vlan VLAN

i -

Device(config-service-template)# voice vlan
ATv78 exit

i

Device(config-service-template)# exit
ATvT9 class-map type control subscriber {match-all |

match-any | match-none} control-class-name

i

Device(config)# class-map type control

subscriber match-all

AAA-SVR-DOWN-UNAUTHD-HOST
ATv710 match result-type [method {dot1x | mab | true

webauth}] result-type

i

Device(config-filter-control-classmap)#

match result-type aaa-timeout
ATvINn match authorization-status {authorized | true

unauthorized}

1 -

Device(config-filter-control-classmap)#

match authorization-status unauthorized
ATvT12 exit

i -

Device(config-filter-control-classmap)#
exit
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ATvT13 class-map type control subscriber {match-all |
match-any | match-none} control-class-name
1 -
Device(config)# class-map type control
subscriber match-all
AAA-SVR-DOWN-AUTHD-HOST
ATy 714 match result-type [method {dot1x | mab | true
webauth}] result-type
i -
Device(config-filter-control-classmap)#
match result-type aaa-timeout
ATv 715 match authorization-status {authorized | true
unauthorized}
1 -
Device(config-filter-control-classmap)#
match authorization-status authorized
AT w716 end
EXEC
1 -

Device(config-filter-control-classmap)#
end

T4 HILEEVIANDT7 Y T4 71k
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enable
configure terminal

o gk N =

s)F4aLEEWANOT7 Y749 I}

policy-map type control subscriber control-policy-name
event authentication-failure [match-all | match-first]

priority-number class {control-class-name | always} [do-all | do-until-failure | do-until-success]
action-number activate {policy type control subscriber control-policy-name | service-template

template-name [aaa-list list-name] [precedence [replace-all]]}

1. action-number activate {policy type control subscriber control-policy-name | service-template
template-name [aaa-list list-name] [precedence [replace-all]]}

action-number authorize
. action-number pause reauthentication
10. exit

11. priority-number class {control-class-name | always} [do-all | do-until-failure | do-until-success]

12. action-number pause reauthentication
13. end

AU RFERETIVa Y

S

ATy T

enable

11 -

Device> enable

EXEC

ATvT2

configure terminal

{1 -

Device# configure terminal

ATv T3

policy-map type control subscriber
control-policy-name

{5
Device(config)# policy-map type control
subscriber cisco-subscriber

ATv74

event authentication-failure [match-all |
match-first]

i -
Device(config-event-control-policymap)# event
authentication-failure match-first

match
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ATFwTH priority-number class {control-class-name | always}
[do-all | do-until-failure | do-until-success]
{5
Device(config-class-control-policymap)# 10
class AAA-SVR-DOWN-UNAUTHD-HOST
do-until-failure
ATvT6 action-number activate {policy type control VLAN
subscriber control-policy-name | service-template
template-name [aaa-list list-name] [precedence
[replace-all]]}
{5
Device(config-action-control-policymap)# 10
activate service-template foo-DATA
ATvI1T action-number activate {policy type control VLAN
subscriber control-policy-name | service-template
template-name [aaa-list list-name] [precedence
[replace-all]]}
fA
Device(config-action-control-policymap)# 10
activate service-template CRITICAL-VOICE
ATvT8 action-number authorize
fA
Device(config-action-control-policymap)# 30
authorize
ATvT9 action-number pause reauthentication
fA
Device(config-action-control-policymap)# 40
pause reauthentication
ATv 710 exit
fA
Device(config-action-control-policymap)# exit
2ATFv TN priority-number class {control-class-name | always}

[do-all | do-until-failure | do-until-success]

i) :
Device(config-class-control-policymap)# 20
class AAA-SVR-DOWN-AUTHD-HOST
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ATv 12 action-number pause reauthentication

i -
Device(config-action-control-policymap)# 10
pause reauthentication

ATy 713 end

EXEC
{1 -

Device(config-action-control-policymap)# exit

YT 4 HAILEEVLAN HER— FDERTEH

Bl H—ERXRFoTL—FTOEEVLAN DEE

Device> enable

Device# configure terminal

Device(config)# service-template SERVICE-TEMPLATE

Device(config-service-template)# vlan 116

Device(config-service-template)# exit

Device(config)# service-template CRITICAL-VOICE

Device(config-service-template)# voice vlan

Device(config-service-template)# exit

Device(config)# class-map type control subscriber match-all AAA-SVR-DOWN-UNAUTHD-HOST
Device(config-filter-control-classmap)# match result-type aaa-timeout
Device(config-filter-control-classmap)# match authorization-status unauthorized
Device(config-filter-control-classmap)# exit

Device(config)# class-map type control subscriber match-all AAA-SVR-DOWN-AUTHD-HOST
Device(config-filter-control-classmap)# match result-type aaa-timeout
Device(config-filter-control-classmap)# match authorization-status authorized
Device(config-filter-control-classmap)# end

Bl: b—EXTUITL—FTODI)TAAILBEREVIAND T VT4 7
it

Device> enable

Device# configure terminal

Device(config)# policy-map type control subscriber cisco-subscriber
Device(config-event-control-policymap)# event authentication-failure match-first
Device(config-class-control-policymap)# 10 class AAA-SVR-DOWN-UNAUTHD-HOST do-until-failure
Device(config-action-control-policymap)# 10 activate service-template SERVICE-TEMPLATE
Device(config-action-control-policymap)# 10 activate service-template CRITICAL-VOICE
Device(config-action-control-policymap)# 30 authorize
Device(config-action-control-policymap)# 40 pause reauthentication
Device(config-action-control-policymap)# exit

Device(config-class-control-policymap)# 20 class AAA-SVR-DOWN-AUTHD-HOST
Device(config-action-control-policymap)# 10 pause reauthentication
Device(config-action-control-policymap)# end
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Cisco 10S Cisco 10S Master Command List, All Releases
Cisco ldentity-Based Networking Services Cisco 10S Identity-Based Networking Services
Command Reference
ZEEB KL URFC
Z4E/RFC Title
IEEE 802.1X Port Based Network Access Control
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&5t A Link
1 Technical Assistance 1| http://www.cisco.com/cisco/web/support/index.html
URL
Web
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Cisco Feature Navigator Cisco Feature Navigator
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VLAN 15.2(1)E
Cisco 10S XE Release 3.3SE

VLAN
VLAN

voice vlan

Identity-Based Networking Services 1> 7 « ¥ 2 L—2< 3 > 511 K Ciscol0S XE Release 3SE (Catalyst3650

RAITF)
I


http://www.cisco.com/go/cfn

YUF 4 HLEEVIANOHHR—+ |
B 7 U7« hLEE VAN 9 R— F OBAEER

[l dentity-Based Networking Services =1 7 &2 L—2 3 > /i A I Cisco 10S XE Release 3SE (Catalyst
3650 X A v F)



	クリティカル音声 VLAN のサポート
	機能情報の確認
	クリティカル音声 VLAN のサポートに関する制限
	クリティカル音声 VLAN サポートに関する情報
	マルチドメイン認証モードでのクリティカル音声 VLAN のサポート

	クリティカル音声 VLAN サポートの設定方法
	クリティカル音声 VLAN サポートの設定例
	例：サービス テンプレートでの音声 VLAN の設定
	例：サービス テンプレートでのクリティカル音声 VLAN のアクティブ化

	クリティカル音声 VLAN のサポートに関するその他の関連資料
	クリティカル音声 VLAN サポートの機能情報


