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1P IP
IPSG 2
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ARAT499 R"AMRHIPY—X H1—
S
(6=3)) IP
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IPSG  IPSG DHCP
IPSG ~ DHCP
DHCP
2 IP DHCP
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3
IPSG
IP DHCP DHCP IP
IP
IP
show ip device tracking all EXEC
IP ACTIVE
S
GE) IP
IP MAC
IPSG
IP MAC
IPSG ACL
IP MAC IP MAC
ARP IP
IP IP
IPSG IP
IP
DHCP DHCP

DHCP

IPY—R H—FDEREEHEDIEEIE

. IP
ip source binding mac-address vlan vlan-id ip-address interface interface-id

Static IP source binding can only be configured on switch port.
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. IP IP
VLAN DHCP
. VLAN IP
VLAN DHCP VLAN
1P
Y
GE) 1P

VLAN DHCP

* EtherChannels IP
¢ 802.1x

‘1P DHCP

NetFlow

* IP
no switch stack-member-number provision

switch stack-member-number provision

no switch provision
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configure terminal

interface interface-id

ip verify source [mac-check ]

exit

ip source binding mac-address vlan vlan-id ip-address interface interface-id
end

A S o

FIEDFH

ARV RFERFTIVaY =)

ATy 1 configure terminal

{1 -

Switch# configure terminal

ATy T2 interface interface-id

&1

Switch(config)# interface gigabitethernet
1/0/1

ATFvT3 ip verify source [mac-check ] IP IP

11 -

Switch(config-if)# ip verify source mac-check 1P 1P

MAC

ATy T4 exit

11 -

Switch(config-if)# exit

RATFwTH ip source binding mac-address vlan vlan-id IP
ip-address interface interface-id
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av Y RFERET7II Y B#

Bl :

Switch(config)# ip source binding
0100.0230.0002 vlan 11 10.0.0.4 interface
gigabitethernetl/0/1

ATvT6 end EXEC

&1

Switch(config)# end

VIANIO B L UM EDEETIPELIUMACT KLAD T A LE Y T EFERLEZIPY—X A—
NOEE Sy 2|

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)# interface gigabitethernet 1/0/1

Switch(config-if)# ip verify source

Switch(config-if)# exit

Switch(config)# ip source binding 0100.0022.0010 vlan 10 10.0.0.2 interface gigabitethernet
1/0/1

Switch(config)# ip source binding 0100.0230.0002 vlan 11 10.0.0.4 interface gigabitethernet
1/0/1

Switch(config)# end

LAYV2T7 R R—=FrTORET4 v RAMAIPY—R HH—F
DEXTE

IPSG ip device tracking maximum limit-number
IP
IP device tracking maximum
IPSG IP
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configure terminal

ip device tracking

interface interface-id
switchport mode access
switchport access vlan vlan-id

O NS R DN =

end

ip verify source[tracking] [mac-check ]
ip device tracking maximum number

ARV RFERRTI Y

El:g)

ATy T

configure terminal

1

Switch# configure terminal

ATvT2

ip device tracking

1 -

Switch(config)# ip device tracking

ATvT3

interface interface-id

i -

Switch(config)# interface
gigabitethernet 1/0/1

ATv74

switchport mode access

1 -

Switch(config-if)# switchport mode
access

ATy T5

switchport access vlan vlan-id

1 -

Switch(config-if)# switchport access
vlan 10

VLAN
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OV RFEREETIVaY B
ATFYT6 ip verify source[tracking] [mac-check ] IP IP
i t Ki IP
Switch(config-if)# ip verify source racking
tracking mac-check
mac-check MAC
ip verify source tracking mac-check MAC
IP
ARTFwTT ip device tracking maximum number IP
IP
i 1 10 10
Switch(config-if)# ip device tracking| (G¥) ip device tracking maximum limit-number
maximum 8
ATvT8 end EXEC
11 :
Switch(config)# end
8 DDl
IPSG

W t¥2U7432T714FaL— 32 A K, Ciscol0S XE Release 3SE (Catalyst 3650 X 1 - F)

Switch(config-if)# no ip verify source
Switch(config-if)# no ip device tracking max

IPSG

Switch(config)# ip device tracking
Switch(config-if)# ip device tracking maximum 10
Switch(config-if)# ip verify source tracking

2
Gil/0/3 IP

Switch# configure terminal

IPSG IP

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)# ip device tracking
Switch(config)# interface gigabitethernetl/0/3
Switch(config-if)# switchport mode access
Switch(config-if)# switchport access vlan 10
Switch(config-if)# ip device tracking maximum 5
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Switch(config-if)# ip verify source tracking
Switch(config-if)# end

Switch# show ip verify source

Interface Filter-type Fi
Gil1/0/3 ip trk
Gil/0/3 ip trk
Gil/0/3 ip trk

Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# ip device tracking

Switch(config)# interface gigabitethernetl/0/3

Switch(config-if)#
Switch(config-if)#
Switch(config-if)#

Switch(config-if)#
Switch(config-if)#

Iter-mode IP-address Mac-address Vlan
active 40.1.1.24 10
active 40.1.1.20 10
active 40.1.1.21 10
IPSG IP-MAC
Gi1/0/3 IP-MAC

switchport mode access
switchport access vlan 1
ip device tracking maximum 5

ip verify source tracking
end

Switch# show ip verify source

Interface

Filter-type Fi

Iter-mode IP-address Mac-address Vlan
active deny-all 1
IP MAC

MAC

Switch# show ip device tracking all

IP Device Tracking for wireless clients = Enabled

IP Device Tracking for wired clients = Enabled
IP Device Tracking Probe Count = 3

Global
Global
Global IP Device Tracking Probe Interval = 30

IP Address MAC Address Vlan Interface Probe-Timeout STATE
200.1.1.8 0001.0600.0000 8 GigabitEthernetl/0/1 INACTIVE
200.1.1.9 0001.0600.0000 8 GigabitEthernetl/0/1 INACTIVE
200.1.1.10 0001.0600.0000 8  GigabitEthernetl/0/1 INACTIVE
200.1.1.1 0001.0600.0000 9 GigabitEthernetl/0/2 ACTIVE
200.1.1.1 0001.0600.0000 8 GigabitEthernetl/0/1 INACTIVE
200.1.1.2 0001.0600.0000 9  GigabitEthernetl/0/2 ACTIVE
200.1.1.2 0001.0600.0000 8 GigabitEthernetl/0/1 INACTIVE
200.1.1.3 0001.0600.0000 9 GigabitEthernetl/0/2 ACTIVE
200.1.1.3 0001.0600.0000 8  GigabitEthernetl/0/1 INACTIVE
200.1.1.4 0001.0600.0000 9 GigabitEthernetl/0/2 ACTIVE
200.1.1.4 0001.0600.0000 8 GigabitEthernetl/0/1 INACTIVE
200.1.1.5 0001.0600.0000 9  GigabitEthernetl/0/2 ACTIVE
200.1.1.5 0001.0600.0000 8 GigabitEthernetl/0/1 INACTIVE
200.1.1.6 0001.0600.0000 8 GigabitEthernetl/0/1 INACTIVE
200.1.1.7 0001.0600.0000 8  GigabitEthernetl/0/1 INACTIVE
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IP MAC

Switch# show ip device tracking all active
IP Device Tracking for wireless clients = Enabled
Global IP Device Tracking for wired clients = Enabled
Global IP Device Tracking Probe Count = 3
Global IP Device Tracking Probe Interval = 30

IP Address MAC Address Vlan Interface Probe-Timeout STATE
200.1.1.1 0001.0600.0000 9 GigabitEthernetl1/0/1 ACTIVE
200.1.1.2 0001.0600.0000 9 GigabitEthernetl/0/1 ACTIVE
200.1.1.3 0001.0600.0000 9 GigabitEthernetl1/0/1 ACTIVE
200.1.1.4 0001.0600.0000 9 GigabitEthernetl1/0/1 ACTIVE
200.1.1.5 0001.0600.0000 9 GigabitEthernetl/0/1 ACTIVE

IP MAC
GigabitEthernet 1/0/1

GigabitEthernet 0/2 GigabitEthernet1/0/1 IP MAC
Switch# show ip device tracking all inactive
IP Device Tracking for wireless clients = Enabled
Global IP Device Tracking for wired clients= Enabled
Global IP Device Tracking Probe Count = 3
Global IP Device Tracking Probe Interval = 30

IP Address MAC Address Vlan Interface Probe-Timeout STATE
200.1.1.8 0001.0600.0000 8  GigabitEthernetl/0/1 INACTIVE
200.1.1.9 0001.0600.0000 8  GigabitEthernetl/0/1 INACTIVE
200.1.1.10 0001.0600.0000 8 GigabitEthernetl1/0/1 INACTIVE
200.1.1.1 0001.0600.0000 8  GigabitEthernetl/0/1 INACTIVE
200.1.1.2 0001.0600.0000 8  GigabitEthernetl/0/1 INACTIVE
200.1.1.3 0001.0600.0000 8  GigabitEthernetl/0/1 INACTIVE
200.1.1.4 0001.0600.0000 8  GigabitEthernetl/0/1 INACTIVE
200.1.1.5 0001.0600.0000 8  GigabitEthernetl/0/1 INACTIVE
200.1.1.6 0001.0600.0000 8 GigabitEthernetl1/0/1 INACTIVE
200.1.1.7 0001.0600.0000 8  GigabitEthernetl/0/1 INACTIVE

IP

Switch# show ip device tracking all count
Total IP Device Tracking Host entries: 5

Interface Maximum Limit Number of Entries

Gi1/0/3 5
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avw ok ]3]
show ip verify source [ interface interface-id ]

IP
show ip device tracking { all | interface interface-id | |p

| ip ip-address | mac imac-address}

R2:AVA—TIAR AV T4 Fal—I3>avrk

avwUR B8
ipMY—R bSyX T EHEDR

Additional References

MIBs
MIB MIBs Link

MIB To locate and download MIBs for selected platforms,
Cisco I0S releases, and feature sets, use Cisco MIB
Locator found at the following URL.:

http://www.cisco.com/go/mibs
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Additional References

Technical Assistance

PY—2 H—rozE |

Description

Link

The Cisco Support website provides extensive online
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter,
and Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.

http://www.cisco.com/support

W t¥2U7432T714FaL— 32 A K, Ciscol0S XE Release 3SE (Catalyst 3650 X 1 - F)

0L-30583-01 |


http://www.cisco.com/support

	IP ソース ガードの設定
	機能情報の確認
	IP ソース ガードの概要
	IPSG
	スタティック ホスト用 IP ソース ガード
	IP ソース ガードの設定時の注意事項

	IP ソース ガードの設定方法
	IP ソース ガードのイネーブル化
	レイヤ 2 アクセス ポートでのスタティック ホスト用 IP ソース ガードの設定

	IP ソース ガードのモニタリング
	Additional References


