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Ciphersuite [

HTTP
HTTP

show running-config EXEC
show running-config

Switch# show running-config
Building configuration...

<output truncated>

crypto pki trustpoint TP-self-signed-3080755072
enrolIment selfsigned

subject-name cn=10S-Self-Signed-Certificate-3080755072
revocation-check none

rsakeypair TP-self-signed-3080755072

1

crypto ca certificate chain TP-self-signed-3080755072

certificate self-signed 01
3082029F 30820208 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
59312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 33303830 37353530 37323126 30240609 2A864886 F70D0109
02161743 45322D33 3535302D 31332E73 756D6D30 342D3335 3530301E 170D3933
30333031 30303030 35395A17 0D323030 31303130 30303030 305A3059 312F302D

<output truncated>

HTTP no crypto pki trustpoint

TP-self-signed-30890755072
HTTP
S
TP self-signed
ip http secure-client-auth HTTPS
X.509v3
Cisco 10S Security Configuration Guide, Release 12.4 Configuring

Certification Authority Interoperability

CipherSuite

CipherSuite SSL
HTTPS Web CipherSuite
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Netscape Communicator

4.76 RSA MD2 MD5 RC2-CBC RC4 DES-CBC

DES-EDE3-CBC

128 Microsoft Internet
Explorer 55 Netscape Communicator 4.76
SSL_RSA_WITH_DES_CBC_SHA CipherSuite 128
CipherSuite
CipherSuite
CipherSuite

CipherSuite

1 SSL_RSA WITH_DES CBC_SHA DES-CBC
SHA RSA RSA

2 SSL_RSA_WITH_RC4 128 MD5 RC4 128

MD5 RSA
3 SSL_RSA_WITH_RC4 128 SHA RC4128

SHA RSA
4 SSL_RSA _WITH_3DES_EDE_CBC_SHA 3DES DES-EDE3-CBC

SHA RSA RSA
RSA SSL
CA
HTTP
SSL
CA
SSL SSL
HTTP
CA
SSL
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HTTP

HTTP
SSL

HTTPS

HTTP
443 HTTPS

HTTP 1.1
HTTP

HTTP

HTTP

CA

configure terminal
hostname hostname

crypto key generate rsa
enrollment url url
crl query url

primary name
. exit

© e NS R N =

- o b
N = O

. crypto ca enroll name
. end

—
w

HTTP

HTTP
HTTP  Web
HTTP
SssL 3.0
URL  http://

HTTP 1.1 Web
HTTP

Web Cisco 10S

HTTPS User Agent

CA

EXEC

ip domain-name domain-name

crypto ca trustpoint name

enrollment http-proxy host-name port-number

. crypto ca authentication name
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configure terminal

Switch# configure terminal

hostname hostname

Switch(config)# hostname
your_hostname

ip domain-name domain-name

Switch(config)# ip domain-name
your_domain

crypto key generate rsa

Switch(config)# crypto key generate
rsa

RSA

RSA
RSA

crypto ca trustpoint name

Switch(config)# crypto ca trustpoint
your_trustpoint

CA

CA

enrollment url url

Switch(ca-trustpoint)# enrollment
url http://your_server:80

URL

enroliment http-proxy host-name
port-number

Switch(ca-trustpoint)# enrollment

HTTP

* host-name

CA

Cisco 10S XE Release 3SE Catalyst 3650

CA

0L-30583-01 |



I Secure Socket Layer HTTP

HTTP B

http-proxy your_host 49 * port-number CA

8 crl query url
CRL

Switch(ca-trustpoint)# crl query
ldap://your_host:49

9 primary name CA

Switch(ca-trustpoint)# primary * hame
your_trustpoint

10 exit CA

Switch(ca-trustpoint)# exit

1" crypto ca authentication name CA CA 5

Switch(config)# crypto ca
authentication your_trustpoint

12 crypto ca enroll name CA
RSA 1

Switch(config)# crypto ca enroll
your_trustpoint

13 end EXEC

Switch(config)# end

HTTP

HTTP EXEC

Cisco 10S XE Release 3SE  Catalyst 3650
| o0L-30583-01



Secure Socket Layer HTTP

[ | HTTP
CA
HTTP CA
HTTP
HTTP
Web HTTP https://URL URL
IP
URL
https://209.165.129:1026
https://host.domain.com:1026
1. show ip http server status
2. configure terminal
3. ip http secure-server
4. ip http secure-port port-number
5. ip http secure-ciphersuite {[3des-ede-cbc-sha] [rc4-128-md5] [rc4-128-sha] [des-cbe-sha]}
6. ip http secure-client-auth
1. ip http secure-trustpoint name
8. ip http path path-name
9. ip http access-class access-list-number
10. ip http max-connections value
11. ip http timeout-policy idle seconds life seconds requests value
12. end
1 show ip http server status HTTP HTTP

Switch# show ip http server status

HTTP secure server capability: Present

Cisco 10S XE Release 3SE Catalyst 3650
0L-30583-01 |




I Secure Socket Layer HTTP

HTTP B

HTTP secure server capability: Not present

configure terminal

Switch# configure terminal

ip http secure-server

Switch(config)# ip http
secure-server

HTTPS
HTTPS

ip http secure-port port-number

Switch(config)# ip http secure-port
443

HTTPS

443 443 1025 65535

ip http secure-ciphersuite
{[3des-ede-cbc-sha] [rc4-128-md5]
[rc4-128-sha] [des-cbc-sha]}

Switch(config)# ip http
secure-ciphersuite rc4-128-md5

HTTPS

CipherSuite

CipherSuite
CipherSuite

ip http secure-client-auth

Switch(config)# ip http
secure-client-auth

HTTP

X.509v3

ip http secure-trustpoint name

Switch(config)# ip http
secure-trustpoint your_trustpoint

X.509v3

CA
CA
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ip http path path-name

Switch(config)# ip http path
/your_server:80

HTML HTTP
HTTP

ip http access-class access-list-number

Switch(config)# ip http
access-class 2

HTTP

10

ip http max-connections value

Switch(config)# ip http
max-connections 4

HTTP
1 16 5

1"

ip http timeout-policy idle seconds life
seconds requests value

Switch(config)# ip http
timeout-policy idle 120 life 240
requests 1

HTTP

*idle
1 600
180 3

* life 1
86400 24 180

* requests
86400 1

12

end

Switch(config)# end

EXEC

HTTP

HTTP

EXEC
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HTTP HTTP
HTTP CA
CA
HTTPS

HTTP

1. configure terminal

2. ip http client secure-trustpoint name

3. ip http client secure-ciphersuite {[3des-ede-cbc-sha] [rc4-128-md5] [rc4-128-sha] [des-cbe-sha]}

4, end

1 configure terminal

Switch# configure terminal

2 ip http client secure-trustpoint name HTTP
CA
CA

Switch(config)# ip http client
secure-trustpoint your_trustpoint

3 ip http client secure-ciphersuite HTTPS CipherSuite
{[3des-ede-cbc-sha] [rc4-128-md5] CipherSuite
[rc4-128-sha] [des-cbc-sha]}

CipherSuite

Switch(config)# ip http client
secure-ciphersuite rc4-128-md5

4 end EXEC

Switch(config)# end
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EXEC

show ip http client secure status HTTP
show ip http server secure status HTTP
show running-config HTTP

Additional References

Related Documents

Related Topic

Document Title

Configuring ldentity Control policies and Identity
Service templates for Session Aware networking.

Session Aware Networking Configuration Guide,
Cisco 10S XE Release 3SE (Catalyst 3850 Switches)

http://www.cisco.com/en/US/docs/ios-xml/ios/san/
configuration/xe-3se/3850/san-xe-3se-3850-book.html

Configuring RADIUS, TACACSH+, Secure Shell,
802.1X and AAA.

Securing User Services Configuration Guide Library,
Cisco 10S XE Release 3SE (Catalyst 3850 Switches)

http://www.cisco.com/en/US/docs/ios-xml/ios/
security/config_library/xe-3se/3850/
secuser-xe-3se-3850-library.html
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MIBs

Additional References B

MIBs Link

MIB

To locate and download MIBs for selected platforms,
Cisco 10S releases, and feature sets, use Cisco MIB
Locator found at the following URL.:

http://www.cisco.com/go/mibs

Technical Assistance

Description

Link

The Cisco Support website provides extensive online
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter,
and Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.

http://www.cisco.com/support
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