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1. configure terminal
2. wlan profile-name
3. shutdown
4. security pmf {association-check association-comeback-time-in-seconds | mandatory | optional | saquery
saquery-time-in-milliseconds}
5. no shutdown
6. end
FIEDFEH
ATV rFEREETIVa Y =[]
2Ty 1 configure terminal Ja—) a7 4 X¥al— gy E— NEBBLET,
i
Switch# configure terminal
ATvT2 wlan profile-name WLAN 2> 7 4 Falb—var 72— RE2MBLET,
profile-name 13X E S TWD WLAN O 7' 7 7 A V4 TT,
{51
Switch# wlan test4
ATv7T3 shutdown PMF Z 3 ET DA WLAN 23 v v hE T LET,
{51
Switch shutdown
ATFvT4 security pmf {association-check WA a0k ) PMF RXTA—ZERTELET,

association-comeback-time-in-seconds |
mandatory | optional | saquery
saquery-time-in-milliseconds}

{1 -

Switch(config-wlan) # security pmf
saquery-retry-time 200

* association-comeback : 802. 11w D7 YV = —3 3 DEIF
WM Z2®RELET,

HEIZ. 1 ~20FTF,

* mandatory : 7 7 A 7 > k7Y WLAN @ 802.11w PMF {#G#
hrdvor— 5 EEERLET,

* optional : WLAN  802.11w PMF {#i#Z A% L £,

* saquery : SA D7 = U —S& TRRE S D RHIFIRE (X
FPHANL) T, switch? IGE 22 ITE D oo 7256, H
DSQ /=Y —NTENET,
#iPHIX 100 ~ 500 2 U BT,
EIRETHLERH Y 7,

EIZ1X 100 3 U B ofEk
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ATvTH no shutdown EBENEZ KT 572512, WLAN — " FHEEh L £7,
fAi
Switch no shutdown

ATvT6 end FEEXECE— FIZEV £¥, /o, CoHZF—%M L TH,

Jra—)ary7 4 X¥al—yary EB— RERTTxET,

fAi
Switch (config-wlan)# end

BMELEYY
802.11w (BT H1FH, 2 ~—)
802.11w DRfHESM:, (1 ~—)
802.11w DHIKIHEE, (2 2—2)
802.11w DL (CLI) , (7 <—2)

802.11w M7 « z— )L (CLI)

FIEDHEE

configure terminal
wlan profile-name

shutdown

bl o

no security pmf [association-comeback association-check-comback-interval-seconds | mandatory |
optional | saquery saquery-time-interval-milliseconds]

no shutdown

o o

. end

F IR D 48

ARV NFERERTIVa Y B#Y
2Tv 1 configure terminal Jau—N)Lar7 4 Xal—ay ET— REHEBLES,

11 -

Switch# configure terminal
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ARV NFERERETIVa Yy =LY
ATvT2 wlan profile-name WLAN 2> 7 4 Fab—vary 77— REHBLET,
profile-name |37%E SAVTWD WLAN D7 1 7 7 A V4 T9,
i -
Switch# wlan test4
ATw 73  |shutdown PMF %% E T DRI WLAN v v > hE T LET,
i -
Switch shutdown
2T T4 no security pmf [association-comeback |WLAN ® PMF #5 4t —7 M LET, KOBMHEZHEHT
association-check-comback-interval-seconds | x % -4~
| mandatory | optional | saquery
saquery-time-interval-milliseconds) * association-comeback : 802.11w 7 Y v =—3 3 D
WM AT« E—7 M LET,
fxi]ri:tch (config-wlan) # no security pmf * mandatory : 7747k Z’§‘WLAN O) 802.11w PMF fx:#
EAIAVT— 52 LT 4 E—TMITLET,
* optional : WLAN o 802.11w PMF {#i#% 5 ¥ — 7 /LI
LET,
*saquery : 7 Y VT —3 g VEFRITT AR, TCICT
Vo —hESNTWDLT TA T bDT Y v — g
VIRETRE SN ARG, 7Y v m— g O
M, ZoRMBERICEY, 7747 FREREOY
TAT R THY, RERIZ TAT 2 FTIHRWNE D
MPFERINET, 77472 MR ZORFHENIZISE L
BRWGERIX, 774 TV~ T YT — 3 U switch)»
SHIBRSNE T,
HPHIE 100 ~ 500 T UBTY, fEIZIZ 100 T U RO
ZIRETHLENDHY £,
27975 noshutdown PN A T 5 721, WLAN — 3 il L&,
il -
Switch no shutdown
ATv7S6 |end FitE EXEC £— NIZRYD £9°, F£/o, CrHZ F—2 LT
Hh, Fo— b ary7 4 Xal—aryB— e T Tk
1 4,

Switch (config-wlan)# end
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show wlan name wlan-profile-name WLAN @O WLAN /8T XA — X Z#FRx LFET,
PMF /NT A —HZNFRENET, WICHIZR
LET,

Auth Key Management
802.1x
Disabled
PSK
Enabled
CCKM
Disabled
FT dotlx
Disabled
FT PSK
Disabled
PMF dotlx
Disabled
PMF PSK
Enabled
FT Support
Disabled
FT Reassociation Timeout
20
FT Over-The-DS mode
Disabled
PMF Support
Required
PMF Association Comeback Timeout
9
PMF SA Query Time
200
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Additional References for 802.11w

Related Documents

Related Topic Document Title
WLAN Command Reference WLAN Command Reference, Cisco I0S XE Release
3SE (Catalyst 3650 A A > F)

WLAN Security Configuring WLAN Security chapter in this book.
Standards and RFCs

Standard/RFC Title

802.11w IEEE 802.11w Protected Management Frames
MIBs

MIB MIBs Link

All supported MIBs for this release. To locate and download MIBs for selected platforms,

Cisco IOS releases, and feature sets, use Cisco MIB
Locator found at the following URL:

http://www.cisco.com/go/mibs

Technical Assistance

Description Link

The Cisco Support website provides extensive online | http://www.cisco.com/support
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter,
and Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.
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