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—EREENLET,

0L-29901-01-J |



| axvrs1v 18—z 120ER
avoq¥ar—varoxys I}

R2: CLIDRRMLGIS— AvtE—D

73 ANVTDORTAHE

b Brbiguous commandi "Shov | gwitch#imv K& LCRMT | vy REMAN L, Rk
EBEFOTFRBAN ST | BF () 2AHLET, a<

el

IS—Ayt—2

WER A, v R EERIFORITIZAR—2R
T ANVEYR A,
av REEBIEHATES
F—U— B RINET,
% Incomplete command. g }“‘&:‘Z‘ZE\@%‘“—U“‘ ]“i g }\%ﬁ]\j} L\ ]%?"ﬁﬂ:%%
TAXER, —HAD S TWE (M () ZADNLET, 2~
A, > R EBERIFFORITITAN— R
1 O ANET,

av s REEBIFEHTES
F—U— RNFREINFET,

§Ievalid dnput detected ot | aoy kAR I XTH, B | BIE () EANTDE, %

EoTWALEFTEZXY Ly b |Oavr KE—RTHATE
(M) ETRLTWET, LT RTOavy RRERSN
£,

avry FEEBIHEMNTED
F—U—FRERINET,

aAvIq4xal—Taroxy

switchD X EZL B 2 Fldk L CRRSHH Z LA TE £, Configuration Change Logging and Notification
AT 2L T, by va rEuda— P R—ATLIZEEFNEL F T v X/ TEE

T mZICREKESNLDIE, EHSN A a7 4 Falb—varavy B avry Fa AL
fea—H, avr FOATER, a~vry N T /3= nb0 ) ¥ —r a— RKT7, Z O
WZiE, BERLTWDT SN r—2a VORENELIND & E TS LRGN H
D EJ, Syslog ~ZOHAEEEFETDHIEHRINTEET,

A

Gx) CLI £/2IX HTTP OEE DO LN 7 L L Citdk SN E T,

WLANO > T sF¥a2L—3 3> 4 K., CiscolOS XE Release 3SE (Catalyst 3650 X {1 v F)
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ATV RSA Y Ava—T A AOER |
B cuzemLCHEERET A4

CLZEHAL THEZRET 27

AR FEEDERE

AD LTza<wr RiE, Y7 =T llica~vy REEE LTEINET, a~vr NEREEREIR.
TRy ba— U R NORERRE, RO a~ L RERITI= MY E2MEL AL
T IUE R B RWVIEES . BRCER T, MEIIRU T, ZOMEE I AX~ A4 A TEET,

aAv Y RERNY D7 Y4 XDER

F 74V h T, switchiZBREAN Yy 7 7ica~r R 94 1072388 LET, HIEOMEE v
VarYERIIFFERBROT A TOE Yy a T, ZOBEELEETEET, ZOFIEIXMEETT,

FIROME
1. terminal history [size number-of-lines]
FIEDFHE
ARV FFEREETIVa Y B#)
& terminal history [size number-of-lines] Hebe EXEC B— R CHEOX —IF Ly g oHiC
switch?3 Gl 2 A~ RIA v OBEEELET, VA
i RIX 075 256 FTOMTHRETEET,
Switch# terminal history size 200

aAv Y FOREUH L

JBIE S 7 7128 % 2=y REFOHTIZIE, RORIIFTWTNOLOBRIELITVWES, Zhb
DEEFER T,

N

GX) KEHIF—MEH T 2D0%, VTI00 72 & D ANSI A RICIR S E T,

FIRDHE

1. Ctr+P E72 1T EREIF—
2. Ctr+N 721X TFREIF—
3. show history

WLANO > T4 F¥a2L—32 3> 4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X - v F)
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| axvrs1v 18—z 120ER

mEmEo r—ItkssvTFs2—I0it [

FEDEEH
avY REEEFF7HSV3> |BW

2Ty Ctrl+P £ 7213 ERFI%— BNy 77 NOa<wy REROHLET, ZBICFEITLEZa~< > R
DERAINIFFOHENE T, =270z, LV Hva~2 KA)E
WERENET,

2ATFw T2 Ctrl+N £ 7213 FRHIF— Ctrl+P £ 771X FRAIXF—Ta~<wy REFERE L% T, By 77
NOLVH LWwa<wy RIZEY £9, F—2Hd-iz, LoFHLwn
awy RBERFRINET,

ATvT3 show history it EXEC £— R T, ERIICAN LIZa~r REW OnFERLE

1 -

Switch# show history

T, FoRrINDba~r RO, terminalhistory 7 02—/ 3L 227 ¢
Fal—varavr FBXWhistory 714 a7 4 Falb—ig
vavwy ROBREMEICE > THERESNET,

aAv Y FEEMEDT « E—T Lk

g~ FEBHERET, ABMNICA 3—7 o CnET, BEORKRE vy v a v Eida~vy
RIA4 L CT =T MCTEES, ZOFIHIEETT,

FIEDHEE
1. terminal no history
F gD 48
ARV FFEREETIVa Yy ]3]
ATv 71 terminal no history KHEEXECE— R CHUED X —IF Lk v a v

1

Switch# terminal no history

D Z OREZ T L £,

REMBEDA FA—ITIIEE LU T E—TILiE

LR — FIZHBMICARICRESNETH, BRI TS, BOADILTEET,

| oL-29901-01-J
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[ YT

EDA R—TIEBE L UTT 1 £—T ik

ARV RSA U AvE—T A ADER |

FlEDHE
1. terminal editing
2. terminal no editing
FIED K
ARV FERET7IV3 Y By
& terminal editing FHEEXECE— RCHRED X —IF vty v g L izBi)
HYRERET— REFHOEZ LET,
{1 -
Switch# terminal editing
AT T2 terminal no editing FMEEXECE— R CHED X —IF 1ty v a BT

1 -

Switch# terminal no editing

DYLRMEE— R OAERNC LET,

F—AADIz&kBavr FORE
F—RA b —7F, I RTIA COREHELBEEST, INOHDOF—Z b —7 IIEETT,

N

Jll WIANZI > D4 ¥al—2 32 54 K. CiscolOS XE Release 3SE (Catalyst 3650 X 1 v F)

GE) KX —MEATE H0O1%, VTL00 72 & D ANSI A#smRIZIR S E T,

K3 HwEaITUEK

FEaO<UFR

Bl

Ctrl-B F 721X EKREIF—

H—=Y Vi | LFRIBEEET,

Ctrl-F £/~ 13IAXHIF—

H—NVE 1 XFRESEET,

Ctrl+A a2 RIA4 VOREICH— YV EBE L F
KR

Ctrl+E H—YNEa<vr K T4 ORBICEE L F
kR

Esc B H— )& 1 HEEHZIRSEE T,

Esc F H— )& | HEERE ST E T,

0L-29901-01-J |



| axvrs1v 18—z 120ER
mEmEo r—ItkssvTFs2—I0it [

Ctrl+T H—INDIEZE DL TFo, I— INEDL
TLEIBIET,

Delete % — % 7= /X Backspace % — =Y NVDREIZSH DL FEEELET,

Ctrl+D H— I NALEIZH DT EHIBRLET,

Ctrl+K H—=INWNENPSa KTV DRRBETD
TRTOXFEHIFRLET,

Ctrl+U F 7213 Ctrl+X =V NNEPS T~ R T4 O ETEE TO
TRTOXFEHIFRLET,

Ctrl+W H—INVOEIZHDHEEEZHIBRL ET,

Esc D H—I VOMENLHEEOREE TEHIBRL E
j‘O

Esc C H—=INANEDT — RERLFIZLET,

Esc L B — Y VDOGENZH B HE & /INLFIC LET,

Esc U H— Y VOAEPLHFEOREE TERILFIC
Liﬁ—o

Ctrl+V F£721% Esc Q FEDOXF—A ha—7 ZFfTrlfe/ra~ R

GAEIXYa—Fy b)) ELTHELET,

Return & — VATE I Bl F~A 27 7—/L LT, SKHE
I E D & HRVWERTNE LIRS EET,

G¥) show =1~ > RO )72 & v oK
I EIZR R TERWVEWHI) T,
More 7' v > 7 FMEH S ET,
More 7’11 > 7 S RFIREINTZHE
I%. Return % —35 J O} Space F— %l
ALTAZo—LT&E7,

Space /N — 1 EED FICAZ a—nL LET,

Ctrl+L F 721 Ctrl+R switchZ» B HE (2228 A v — U STz
BA, BIEOa~y o4 v 2EERLE
—g—o

WLANO > T sF¥a2L—3 3> 4 K., CiscolOS XE Release 3SE (Catalyst 3650 X {1 v F)
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ARVESAUAVE8—T 1 RDEA |
B Geseor—JLiesLUT =Tt

EEEEYEENITY RS A UDIRE

HiH FECT1T0%2B25E0a~vy R4 2oV TE, a~ry KOS v 775 NRe %
HT&EEST, W= YNABE~Y—VUIIETDHE, TOaAvy RIA4 0T 10 LFHTE T~ 7
FENET, a~vr RI7A OEHENG 10 LTFETITR AR 2D ETMR, A~A7m—L
T, a~ Y ROREHEH PO L E T = 7 TEET, INHOF—HEITLETT,

g ROEHEICA 7 a—)L L TCATINE 2 F = v 735121, CtrltB F—F 72id—F—%#b
RLFLET, a~vr FIA OEHICEEREIT 51213, Cul+A 28 L £7,

GEx) KEIF—NEH T 501, VT100 72 & D ANSI EHUHRIZRE S0 E T,

WIZ, BEETITZBAL2EVWa~ R4 20k plazrL£7,

FIEDOBE
1. access-list
2. Ctrl+A
3. Return ¥—
FIEDEFHA
av Y RFEEEETIa Y =]y
AT v F1  |access-list | &8z 57 a— )L a7 4 FXal—gyavs R
ANNhaeRRLUET,
1l - - R P .
o BN — I ABTRICET B b . 2O 10 TERTE
Switch (config)# access-list 101 permit| ~2 7 h X}, HFERRIEINET, RLELE () 1T, FOT0
10.15.22.25 255.255.255.0 . .
1:):(.:1;5.22.25 3 259.295.255 E~AZ7ua—NENEl ExRLET, T—YILBTRICE
switch(config) # § 101 permit top T BT, ZOHEFOI0LFERET T T FShET,
10.15.22.25 255.255.255.0 10.15.22.35
255.25
Switch(config)# $t tep 10.15.22.25
255.255.255.0 131.108.1.20
255.255.255.0 eq
Switch (config)# $15.22.25 255.255.255.0
10.15.22.35 255.255.255.0 eq 45
ATv72 |Cul+A SERIEET =y 7 LET,
B - ITRIZERIND RAEREE (8) X, TOITHRAE~A 7 v —)L
Swi.tch(config)# access-list 101 permit izt %’?’%Liﬁ—o
tep 10.15.22.25 255.255.255.0 10.15.2$
XFv 73 |Return ¥— avy REETLET,

WLANO > T4 F¥a2L—32 3> 4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X - v F)
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| a~xorSqv108—Tz1 RO
show & Umore A7 FENDOBRRES LUV T4 L2 2T [ |

AU RFEEETIa Y E]:g]

V7 hU =7 Tk, WEORHEIL 80 7 T AMETH D EBESN
TWET, B OnESE 72 53E41%. terminal width 4574 EXEC
avy REHFHL CHEOREZHRTELET,

Sy FT I RiteL o~ FBREEREAZ AT L. §ilc
AN LB o~ R P 2 FFOH L CEETE £,

show H LU more a7 FHADBER LU IT74ILE )5

show BLX Pmore 2~ RO NEZBRBB IO T7 4 AV Z Y 7 TEET, ZOMHEIZ, REOH
NE Y — T 556°, HAOPLARERIEREZRNATILEIELLET, ZhbDavy Ko
ERIFEE T,

FIEDHEE

1. {show | more} command | {begin | include | exclude} regular-expression

FIEDFH

ARV KRFERETI VY B
AT vw 71 |{show | more} command | {begin | include | exclude} HAOEBRRBLIORTANEZ I 7 LET,

regular-expression .

I%ﬁ”f‘ I, RXFE/NXTFERERIENET, 7=
Bl - & 2 1Z. | exclude output & A7) L7254 . output
Swi-tch# show interfaces | include protocol = UTT IFTRSNEEADR, Output ZETATIR

Vlanl is up, line protocol is up ﬁ%fﬁ{§j@jﬁﬁA
VlanlO is up, line protocol is down °

GigabitEthernetl1/0/1 is up, line protocol is down
GigabitEthernetl/0/2 is up, line protocol is up

AAYFRAEYITOCU~NDT VLR

CLIIZiZ = Y — V85, Telnet, SSH, £72lX7 7 v aHT L LICkoTT 78R TEE
B

AL 9 F RAB v IBEORE 7 AN A F =T oA AF, #RBALTERLET, ZA v
FTLICAS v 7 AR EeBEMHTHZLITTEEEA, 1 OFRIFEEDRAS v 7 A R—D=
VY= R— MERTZEA =Ry MEBEAN— 2B LT TE Y, THAD CLI v
varEEHTALAITEELTCLEIN, 120ty gy TASLEa~vy R, oty

WLAN >4 F¥aLb—3 3> H4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X o v F)
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ARV RSA U AvE—T A ADER |
B -V L EGEE Tt BATO CLADT I £R

VaNlEE R ENERAL, Lo T, avr REAN LIy v g U EBBFTE WA N
HFES,

A

GE) A F AR T HREMTAEAIT. 1 OOCLI Yy a vy HEHATAZ 2R LET,

BEDAZ I AUNR—FeRETHIHAIL. CLIa~> RA U H—T 24 ARFITAHT v 7
AURFEFEEDTL I,

) —ILEGEE =T Tenet BHTOCLIADT IR

CLLICT 7 & AT 5Tk, switchDN— R =7 f VA hLb—Y gy U4 FiCi@#EnTnWsFE
NET, switth®d =z V) —)L i R— MIMAREZIZIPC /T D0, FRIEIPCEA—V %y MMEH
N— ML LT, switchOEIRZ A T H2HLERH Y 77,

SWItch) AT CICERTE SN TWAESIT. v—hL ar VY — 8 E7-1Z ) E— bk Telnet T~ > =
VNWCEOTCLIWET 7 BRATEETN, ZOXATOT 7 ERIHIGETE AL 512, JiZswitch
ERELTBISLERS £97,

WDONFNINDTFVET, switch& OFGE AL T £3,

*switchzm >V — )L iR — MIBEBAT —2 g VERIFIEA VLT v 72T LBt 50, F
73—y FEHAR—MIPCEERLEST, oY — b R—bEREIA—V Xy MNE
BR— F~OFHRICOWTIL, switchON— R =7 f VA hb—2 g HA REEBRLT
<TZEW,

*UE— MEFHIXT —3 g U BIEE D Telnet TCP/IP % 72 13F5 51k Secure Shell (SSH; & % =
T ) Ny —TEGHLUET, switchld Telnet £721XSSHZ 947 hEDFR > b
U — Z RN FRE TR TR Y £ A, F70. switchlZ A R—T7 L v —2 Ly b /RAT —
REFRELTE ZEHHETT,

* switch( Z[RIFFIZ K 16 @ Telnet £ v 3 Y &Y HR— M LET, 1 AD Telnet =—+|Z
Lo TIThN=ERIL, T _TO Telnet & v > 3 VTSN ET,

* switchiZfr K 5 DOLER SSHY v a VERIFICYR— M LET,

gy = AR—hr, A=V Ry FEHER—F, Telnetzv gy, £72FSSHEY 3 %
BUTHETAE, BHAT— g FIca— EXEC 7r 7 MR RINE T,

WLANO > T4 F¥a2L—32 3> 4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X - v F)
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%ZE

Web5S D4 hIlA—H AL B3 —Tx(4 R
D EF

* Web GUI O - BT D AlifRselt:, 15 ~—

* Web GUI OfEHIZEAT H1F#H, 15 ~—

* Switch ® =12 Y —)L iR— b DEEHE, 17 L—

* WebGUI ~D1 /Ay, 17 ~—

* Web ®— RBXUEF =7 Web T— FOFL, 17 <—

* Switch Web GUL D% E, 18 ~<—

Web GUI O EARIZREI S RiItRE M

* GUI 4% PC Ti%. Windows 7. Windows XP SP1 L&D Y U — % F 7= 1% Windows 2000
SP4LIBED U U —ARBH L TWAMLERH Y F5,

* switchGUI (&, Microsoft Internet Explorer /S—<" = > 10.x, Mozilla Firefox 20.x, ¥ 7213 Google
Chrome 26.x. & H#ENRH Y £,

Web GUI DRI T 41

| 0L-29901-01-J

Web 77U, oFD, I 740N a—W 4 F—T A4 RX (GUI) 1%, FswitchliZFHAIAE
nTnET,

P —EAR—F A HZ—T 2 AFFEHRAS VX —T =2 ABFEHAHLTCGUIIZT 7 AT
FTH, P—EAFR—b A F—T 24 ZADHEHZBEIO LET, GUI DX—Y EHIZH D
[Help) 227 Vw7 35L, T4 ~VTNERINET, T T VT ERRTDHI
X, 77 UVORy T T T Tay hEBEHNIITLILERLY 7,
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Web 5574 AL 1—FA28—Tx420OEA |
B webcuio#ae

Web GUI D &E

switchWeb GUI (ZIROBEREZ AR — F L E T,

WD 4 P — R IP7 FLABEIOR—H L 2—P4 /32T — ROYIMIERE, F7IEERGE—
TORGE (LARHE15) D%, U4 = FIIRYOERREL T T T 52OOFIEEZ ML L
7, [Configuration] > [Wizard] ZEE) L, RO Z EEZRTET H7-0IZ, 9 AT v TOFIAICHENE
o

CEEa—
* SNMP 3 A7 L DOIEEE
* Management Port
*UA YL RAEH
* RF Mobility & [E% 5
*EEUTARE
« WLAN
*802.11 &
* Set Time
[Monitor] % 7":
*WEEDswitch, 7 FA T~ T7HARAL 2 bOFEMZFTLET,
* T ANTOERRI L AP i iHE R Z #m LE T,
CTIRARA L NOBRBEERRLET,

CTRTDA L H—T A ABILOCDP ~T 7 1 v 7 {F#H D Cisco Discovery Protocol (CDP) O
TRTORAN—D—EERRLET,

* /3%H Friendly, Malicious, Adhoc, Classified, 34O\ Unclassified {225V T, X TOARIE
TIRARA L MERRLET,
[Configuration] % 7"

*Web RET 4 ¥V — REHHLT, TXTOUPBIEDTZDITswitchZ R ETEET, Vo
H— RT3, =2—VFOFEM, BHA L —T A AREERTETXET,

* VAT A, WEEDHCP H— 3, FH, BIOEL Y T 4 FHEARTA—FEHFRETEET,
* switch, WLAN, M43 ETE E7,

*switchT, X2 U7 4 RV —%2RETXET,

ARV —TFT 4T VAT A YT MU =TOFa < Rswitchil 7 78X TX ET,

[Administration] % 7' C, Y AT AL BV E2RETXET,

WLANO > T4 F¥a2L—32 3> 4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X - v F)
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| Web5S5o1hLa—HAr8—Tx4 RDER

swichda>v— L #— ot [l

Switch D>V —JL R— F DIES:E

&M

ATy T2

ATvT3

[T L& BHEIIC

HARZ2BEDR TE D K 9 (switchZ B ET HITIE, VI-100 4 —IF =l ab—var 7 ns
Z 2 (HyperTerminal, ProComm, Minicom, Tip 72 &) ZFE(TTHPCIl=a hu—T kT 5
VERH Y £,

XVET bV TV —T DA switch®D RJ-45 212V — )L AR— MR L, b 9 —Wia2 PC DU
TV AR— MM L7,

AC EJF = — R & switchiZ#55t L. 77— AfF& 100 ~ 240 VAC, 50/60 Hz DEJFR = MIELIALE
T, BREANET, BEIRAZ VT MNMIE-oT, AXL—T 47 VAT A Y7 by =T O (=2—
FoF T rva— REBXOERBEARHCZET A N BLXOEARENRRINET, switchOEJHEA
R Ol 2 MCER LIZEAIE, BEEIZA 2 U 7 Mo TREY 4 V— FREfTSRE T, EEOH
RICHES T, AR EEZA LTI IEE N,

yes EAJLET, CLIEY N7 v 7 U4 — ROERBLRYBERE /N7 A — X A F T, gigabitethernet
000 B—Tx2A ATHHYP—EAR—FDIPT FLAZEELET,

R 4 F— ROBRENRTA—=Z AT HE, WebGUIIZT 7B ATE 9, ZI T, switchh h—E
AR—=FDIPT RLARIZEDERESNET,

Web GUI ~DO T 1 >~

ATy T

ATy T2

TI7UFDOT RU A TITswitchdD IP 7 L AZ AN LET, #fiztd= U7« THRES DITIT,
https://ip-address & ASJ L ET, BfixtFx =V 7 ThR#E L2WGE T, http://ip-address & AJJ L E7,

[Accessing Cisco AIR-CT3650] X— U NFRmINET,

Web E— FBELUtEF17 Web E— FOERE

ATy T

| oL-29901-01-J

[Configuration] > [Switch] > [Management] > [Protocol Management] > [HTTP-HTTPS] % &R L £ 7,

WLAN 3> T 4 Fal—2 32 54 K. Ciscol0S XE Release 3SE (Catalyst3650 21 vF) i



Web 5574 AL 1—FA28—Tx420OEA |
B switchweb GUI DEE

[HTTP-HTTPS Configuration] ~— YN F /R SN E T,

RATY T2 WebE—F (=—H Thttp://ip-address| ZfH L CswitchGUIIZT 7 B ATE £9) 2G0T DHITIT,
[HTTP Access] K2 v F& 7 U A K55 [Enabled] 2R L3, AN LARWVWEAIL, [Disabled] %%
WLEF, WebE—F (HTTP) O#EHfelX, ¥ =2V 7 4 THRES N EE A,

ATY T3 X aT WebE—F (==— Thttps:/ip-address| % L TswitchGUIIZT 7 EAT& £9) 2HEhIC
T 5IZ1X, [HTTPS Access] K2 7 & 7 U AR5 [Enabled] Z34R L £9°, AT LaWgGETE,
[Disabled] Z3#&R L £9, &F=7 WebE— F (HTTPS) DO#filE, X = U7 4 THREINTVET,

AT w4 [IP Device Tracking] = v 7R v 7 AT, TNA A&BWT 52 L E2BIRLET,

ATY 75 [Enable] F=v 7Ry 7 ATKIAN KAV MEAFZ—TNMITDHZEERIRLET,

ATY 76 [Trustpoints] K2 v 7 H 7 JRARIMNE FT A RKRA LV FEBBRLET,

AT w1 [HTTP Timeout-policy (1 to 600 sec)] 7F A k iR~ 7 A2, FET 7T 4 7HLICE Y Web v v a VR & A A
TU NS LHETORMEZMEANTANLET,
N2 HFAIE 1 ~ 600 B CTF,

AT w78 [Server Life Time (1 to 86400 sec)] 7F A bk iR v 7 AZH— DT A T XA LB AN LET,
BRN72HEPHIE 1 ~ 86400 FH T,

AT w79 [Maximum number of Requests (1 to 86400)] 7 A k R 7 AT, P— "N AN D g KR Bk & A
ILET,
fEEC& 28 OHPHIZ, 1~ 86400 T,

AT9710 [Applyl 27 VU v 7 LET,
AT 71 [Save Configuration] %7 V v 7 L £,

Switch Web GUI D% E

WEY 4 P — R T, switch E COERPRREEITH) ZENTEET, 2O 4% — Fid, switch
ZHEAN LI E%eswitchZ TIHHERFOT 7 4L MUy P LERICETLET, REV 4V —
Ki%. GUI & CLI Dfi F DX THEATE £,

ATYT1 PCHEVP—ERARN—MIEEH L, switch&[RILY 7Ry hEHEHTLLIICIPVET RLAZHRELET,
switch’ N IOSXE A/ A—Y L bicu— &, —E R KR— |k A X —7 = A A gigabitethernet 0/0 &
LTRRESNET,

AT w72 PC T Internet Explorer 10 AR, Firefox 2.0.0.11 LAFE, %721 Google Chrome ZFHtA L., 77 V% 7 4 v K
IZEBA X =T A ADIPT RLRAEASILET, BEHA X —T A ADIP 7 FL R,
gigabitethernet0/0 (314, VP —EAR—hr A X —T A A) LRLTT, #IdTur A rT5L X,
HTTP D2 —H LB L ONAT = FEZANTHRERHY £¥, 774/ FTiE, 2—F4 1T admin, /3
AT — R cisco TT,

WLANO > T4 F¥a2L—32 3> 4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X - v F)
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| Web5S5o1hLa—HAr8—Tx4 RDER

ATv7T3

ATvT4

ATy TH

ATvT6

ATy 717

ATvT8

| oL-29901-01-J

switchWeb GUI 0%E [l

V=R R—b A =T = 2% F % & EE, HTTP & HTTPS O )5 2 T& %9, HTTPS
77 4 FTA F—T A THY . HTTP %A X— T NCT B L b TEF4,

MbTr 7 A 2325 L. [Accessing Cisco Switch <Model Number> <Hostname>] ~— U RF R I N FE T,

[Accessing Cisco Switch] ~X—""C, switch Web GUI ® [Home] ~X—IZ7T 7 B AT 57 HIZ, [Wireless Web
Gunvy7sz=r7Yvyr7L%ET,

AN switchD % ENZ M EE 2T X TOFINAE FEITT H729IT, [Configuration] > [Wizard] & #IR L £,
[Admin Users] X— YV NERINET,

[Admin Users] ~X—C, Z OswitchiZH Y ¥ CTHEHEZF O —F 4L % [User Name] 7 F X b AR 7 XIZA
S, ZDswitchiZE Y Y THEH/SA T — K% [Password] 7 F A b R v 7 AF X O [Confirm Password]
TEXANRY T RZANLET, Next] 227 U7 LET,
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B WLAN 7287 ¢ oFE (GUD , (43 =—3)

WLAN DR, (24 X—)

WLAN Offillf)FmHE, (25 ~—)

T v I

7747 NOWLANIZ X D8 CHRIBENAE L S2BBICOWT NI TNy a—T 4 7T 52K
FXY RN EERTEET, 7947 FTHERALTWDOHEEZF#NL, Xxy FNTU—2 LT I4
TN EEES LT ODEEHEEEHR DO, 7 I9A T NETIVBARA L FET AR
TEET, BWHF ¥ 3L EENTT DI, switchd GUIRC CLI 2 L £4, £72. 2T A
k& FEITT 51X, switch?d CLI 24 L £,

G¥)

DT v FVEEREIL, BEA VA —T oA AEFEHT LT U — ST SSID (2R LT
DHBENCTHZ & E2BEIDLET,

WLAN T & 0 RADIUS £ {EnHR— b

| oL-29901-01-J

F 7 4V h T, switchi, Z7a— L U2 bV, BEA L X —T 24 ADIPT KL AN
DFTXTOHORADIUS b7 7 4 v 7 DERETIZRV FT, 2F 0, REINTWDHED RADIUS
P— NN WLAN ICIFET H5ATH, AN D IIEHA VX —T7 A ADIPT KL AT
K

WLAN % 7 ¢ /L& 4 58413 RFC 3580 T APMAC SSID JE=UC R E & 417 callStationID % {5 ] ¢
& F9, F72. NAS-IP-Address @A+ 5 2 & T, #IEV—EDT7 4 L& 7% WLAN
TLEDREETA L E—T oA A PICETHETEET,

WLANO > T sF¥a2L—3 3> 4 K., CiscolOS XE Release 3SE (Catalyst 3650 X {1 v F) [ ]



B wanozess

WLAN D3

WLAN 0%E |

WLAN Z' & @ RADIUS iEEeH AR — &AM T D & switchid, BRESNTWDLEHIA & —
T2 A AL THED WLAN DT _XTORADIUS F 774 v 7 #XELET, £/, Fh
\ZJ& U T, RADIUS B Identity IC—ET 5 KX 9 ICER I ET, ZOBEREIE. 4 WLAN 233
ﬂﬁl@l//]’JV3Ident1ty%ﬁOT EVEN B DA 1T, WLAN Z & @ RADIUS 5 7 w2 Tswitch%
RN L ET, ZOEEIX, ACSRy hT—7 T E2RAKIR, BLORY hU—2 7
TR Ta T A NERETDREMIESLDLET,

T RLADEETLE LTWLANS L OB, v X —T oA A WL EHA X —T = A AL
AT A< 2030 WLAN B L ONEF O RADIUS b7 7 4 v 7 DFEETE. WLAN & D
RADIUS I E Y AR — h 2B DLEDLZ ENTEET,

XE A

WLAN D {ERk (CLI)

FIEDHEE
1. configure terminal
2. wlan profile-name wlan-id [ssid)
3. end
F D EEH8
ARV EFERETIVa Yy =[]
ZFw T configure terminal Jua—sL ar 7 4 Xal—ary E— RERBLET,
i -
Switch# configure terminal
RATFw T2 wlan profile-name wian-id [ssid) WLAN O4FiE ID #f8ELFE T,
Bl - * [ProfileName] 12, 7R 77 A NVEEADNLET, ANTZXD
Switch (config)# wlan mywlan 34 %ﬁ&iﬁé&?f 1~32 X?Tjﬂo

mywlan-ssid

*WLANID (2, wlan-id Z A LE9, &P 1~ 512 T,

* ssid TiX. Z @ WLAN IZ%§ % Service Set Identifier (SSID) %
AN LET, SSIDZFEELARVEE, WLANT 1 7 7 A L4,
X SSID & L TRESNET,

GE) WLANZT 7 4/ N TTF 4 =TSN TWE
—é_O
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| wan osmE
WLAN DR (GUI) B

ARV RFERRTI A Y E]:g]

ATvT3 end ¥#E EXEC E— FICREY £9, £/, Cul+Z F—%2HLTH, 7
g— L ar 74 X2l — gy F— REKTTXET,
5 -

Switch (config) # end

BMELEYY
WLAN Ofi$Es:, (24 X—2)
WLAN O#ll#EFIE, (25 3—)

WLAN D& (GUD)

AT F1 [Configuration] > [Wireless] 2 V v 27 L £,
[WLANs] X— U MFERENET,

ATwT2 [New] %7 U w7 LTH LW WLAN Z1Ek L £,
[WLANSs] > [Create New] ~X— U3 FR &N E T,

ATVT3 RONRTA—2EANTTLET,

NS A—4 SRER

WLAN ID WLAN il fEOHEMIX 1 ~ 512 T,
SSID WLAN D7 o — R¥ ¥ X MM,

Profile WLAN 711 7 7 A V4

ATv7T4 [Applyl 27V w7 LET,

EErEYY
WLAN OgifEsRMtE, (24 X—)
WLAN OHFIFE, (25 —)

WLAN >4 F¥aLb—3 3> H4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X o v F)
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WLAN 0E |
B wwanowsr cw

WLAN DOHIFR (CLD

FlEDHE
1. configure terminal
2. no wlan wlan-name wlan-id ssid
3. end
FIE D EF 41
ARV FFERET7TIVa Y H&Y
AT 1 configure terminal sua—s ) ary7 4 Xal—vary T—FERBLET,
{51
Switch# configure terminal
ATvT2 no wlan wlan-name wlan-id ssid WLAN ZHIfB L E9, sk Lty ¢,
1 * wlan-namelx WLAN 7'12 7 7 A L4, TT,
Switch(config)# no wlan test2 * wlan-idi%. WLAN ID T
* ssid |Z WLAN IZF%E S 4172 WLAN SSID 44 Hi T4,
GE) AP 7 —7 2@+ % WLAN ZHIERd % &, WLAN (&
AP JL—T7 L AP OIERMGHIFRSAVE T,
ATvT3 end FHEEXECE— FIZREV £¥, £/, CaHZF¥F—%2ML TH,
Ja—\)ar7Z 4 ¥al—vary ®T—REERTTEET,
{51
Switch (config)# end

EELE YD
WLAN Ogifesetf, (24 X—)
WLAN O#l#IEFIE, (253—)

WLAN D HIBR (GUD

AT F1 [Configuration] > [Wireless] 7 V v 27 L £,
[WLANs] N— U NFERENET,

WLANO > T4 F¥a2L—32 3> 4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X - v F)
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| wan osmE
WLAN 0#23 (CLD) [ |

ATv T2 HIRT5 WLAN IZHIST 2 F 2w /Ry 7 Azt i LET,
GE) AP 7 )V—FIZJE T % WLAN 2 &4 % & . WLANIZAP Z/L—7 L AP DEHROHIBRENE
7,

ATv T3 [Remove] 27V v 7 LE7,

WLAN D&% (CLI)

FIEDHEE
1. show wlan summary
FlaDFH
ARV RFERFTIVaY E]:g]
ATv 71 show wlan summary FNRL ACHESNTVSTRTOWLAND U A R %

FRLET, HHIANTWLAN BT E£9,
1

Switch# show wlan summary

Switch# show wlan summary
Number of WLANs: 4

WLAN Profile Name SSID VLAN Status
1 testl testl-ssid 137 UP
3 test2 test2-ssid 136 UP
2 test3 test3-ssid 1 UP
45 test4d testd-ssid 1 DOWN

WLAN #3835 L ZWZUA N R — REEHTE£J, 72& 21X, showwlan summary include
| variable &3 % Z L BN TE £F, variable 1L, HIWNDOBRZE LT TT,

Switch# show wlan summary | include test-wlan-ssid
1 test-wlan test-wlan-ssid 137 Up

WLAN D&% (GUD)

AT w71 [Configuration] > [Wireless] 7 V v 7 L%,
[WLANs] X— U NERRSNET,

AT9T2 BBTHIOLEHBOTHA N Ry 7 ATRIDOEXTE AN LET, eziE, 7un7 7 A3 n
T WLAN ZRBET 55 E1E. 707 7 A VADRNOEL T2 AT LET,

WLAN >4 F¥aLb—3 3> H4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X o v F)
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KDL FESNT WLAN 2B TX £,

WLAN @ 1 #— T )Lt (CLD

« Profile

1D

» SSID
*« VLAN

* Status

WLAN @ 1 #~— 7 JL4E (CLI)

WLAN D% 5E

WLAN DN FET 56, —8REICE SV TERINET,

FIEDHE
1. configure terminal
2. wlan profile-name
3. no shutdown
4, end
FIEDEFH
AU RFERETIVa Y B
ATy configure terminal sa—rar7 4 Xal—ar ET— ReELE
7
1 -
Switch# configure terminal
ATvT2 wlan profile-name WLAN 27 4 Falb—vay 77— RFN&2BiL £
T profile-name 137%E ATV D WLAN O 71 7 7 A
il : T,
Switch# wlan test4
ATvT3 no shutdown WLAN % A X =7 /MZ L ET,
fA
Switch (config-wlan)# no shutdown
ATvT4 end FHMEEXECE— NIZREY £¥, F72, Cr+Z ¥ —Z L
Th, Fa— a7 4F¥al—v g T—RaiT
1 : TEET,

Switch(config)# end
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EErREYSY
WLAN DR, (24 X—)
WLAN OffIFHE, (25 2—)

WLAN O 7 1 £— 7 )L (CLI)

WLAN O F 1 £— )L (CLI) [ |

FIEDHE
1. configure terminal
2. wlan profile-name
3. shutdown
4, end
5. show wlan summary
FIED 4
ARV KRFERETI VY B#)
2Ty T1 configure terminal sa—sarZ 4 Xal—yvare— RetLET,
i -
Switch# configure terminal
ATw T2 wlan profile-name WLANZ > 7 4 X alb—ra B 7e— REFBLET,
profile-name 37X E SN TS WLAND 7' 0 7 7 f V4T
B - 4+,
Switch# wlan test4
ATvT3 shutdown WLAN %5 4 E—7 LV LET,
151 :
Switch (config-wlan)# shutdown
ATvT4 end FiHE EXEC E— RIZRED £9, 7o, Cl+Z X —% L
Th, Zo—Lb a7 4FXalb—var T—REKT
11 : TEET,
Switch (config) # end
ATy 75 show wlan summary T RNTEHEINTNDTXTO WLAN DY R F &3«
RLET, HIINTWLAN ZRBETEET,
1 -
Switch# show wlan summary

| oL-29901-01-J
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WLAN 0%E |
B Aswan FosF s 0%E (W)

BEErREYY
WLAN OfifEsRMt, (24 X—)
WLAN OffIFHE, (25 2—)

SRAA WLAN 70 /857 1« DE&FE (CLI)
WDIRT A —H RRETEET,
CAF 4T AU —LA
*7u— ¥+ X SSID
ca—)L AX—E S
* Radio
CAUE—T AR

« Status

FIEDHEE

configure terminal

wlan profile-name

shutdown

broadcast-ssid

radio {all | dotlla | dotllag | dotllbg | dotllg}
client vlan vian-identifier

ip multicast vlan vian-name

media-stream multicast-direct

© e NS R wDh =

call-snoop
10. no shutdown
11. end

FIED M

=RV N3 il = Ay = B#J
ATFvI1 configure terminal Ja— ) a7 4 F¥alb—rarET— REeBELET,

151 -

Switch# configure terminal

WLANO > T4 F¥a2L—32 3> 4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X - v F)
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LA WLAN 7 0/5F « DBE (CLD B

AT RFEREETOVa Y

=)

ATy TS2 wlan profile-name WLAN 2> 7 4 Fal—Y gy 77— RERBLET,
profile-name | IFX E SV TWDH WLAN D' 1 7 7 A V44T,
B :
Switch# wlan test4
ATvT3 shutdown RTRA—HEBRETDENT, WLAN &5 4 B—7 /W2 LE
j—o
B -
Switch# shutdown
ATvT4 broadcast-ssid ZOWLANDSSIDA# 72— FREXxx A MLET, ZD7 (—
R, T74N P TA RZ—TNMIZENTWET,
B -
Switch (config-wlan) #
broadcast-ssid
& radio {all | dotlla | dotllag | dotllbg | WLAN CH#fRZ 4 x—7 /L L E T, F—TU—RNIKkDOLE
| dotllg} n T,
B - call 1 T T OERAI T WLAN 2% L£7,
Switehf radio all * dotla : 802.11a BEGAHK D2 WLAN 238 E L £,
* dotllg : 802.11ag HEHRHFHIZ WLAN 25 & L £,
* dot11bg : 802.11b/g HEHATID 712 WLAN Z 5 E L £ 4
(802.11g T 4 B—T /L DB 1T 802.11b DH)
* dotllag : 802.11g MBI D Zn T HEME LAN 238 E L &
‘é—O
ATy 76 client vlan vian-identifier WLANDA v B —T =2 AT N—T A F—T M LET,
vian-identifier : VLANID Zf5& L £¥, #KIZ. VLAN 4,
1 VLANID. F£7-13 VLAN Z L — 74 5 EETX T,
Switch# client vlan test-vlan
ATFvT1T ip multicast vlan vian-name WLAN D LVFF ¥ A oA RX—T W LET, F—U—F
IRD LY TT,
15'] : s
Switch (config-wlan)# ip multicast *vlan : VLANID Zf5E L 7,
vlan test L
* vian-name : VLAN O4 i #+HE L £ 9,
ATvT78 media-stream multicast-direct Z® WLAN Tl&, ¥/vF %+ A F VLAN & A x—7 /L2 L

1 -
Switch(config-wlan)# media-stream
multicast-direct

£,
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WLAN 0%z |
B ARWAN ToOsFDBE (GUD

IV REREFTIVa Y By
ATvT9 call-snoop A=)V AX—E T PR — e F—T I LET,
i -
Switch (config-wlan)# call-snoop
ATy 710 no shutdown WLAN % A X —7 /LI LET,
1 -
Switch (config-wlan)# no shutdown
ATy 7N end ¥iHE EXEC E— FIZRV £7., F7o. CoHZ F—% L T
He ra— L ar 74 Xal—TarE— REKRTTXE
B - 4,
Switch(config)# end

BMELEYY
WLAN Ofi$esff, (24 ~—)
WLAN O#l#HEIE, (25 3—)

SUF WLAN 7 0/3F « MEEE (GUID)
WLAN DR DEIEZAT 5 121E, ROFNMRAMH L TS 7ZS 0,
*WLAN A7 — X 2% ELET
MR —ABELET
A UH =T 2 A RENIA VA =T 2 A A T N—THEYETET
* v NFF ¥ AN VLAN BREA A R— T NV E 3T =7 M LET
*7Hu— R¥y A RSSIDHREL A X —T NEITT =T /I LET

[ L& BHIIC

AT w71 [Configuration] > [Wireless] #7 V v 7 L%,
[WLANs] N—URFERESNET,

RATFY T2 N—VORBHEEEZEH LT, #ET 5 WLAN ZHRE L E7,
RATv 73 WLAN O [WLAN Profile] 27 U v 7 L %9,

WLANO > T4 F¥a2L—32 3> 4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X - v F)
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| wan osmE
U WLAN 7 0/85 ¢ DRE (GUI) B

[WLAN] > [Edit] X— Y RNFERENET,

ATV T4 [General| ¥ 7% 7 Vw7 LET, ZOXTIE, T 74NV NTEREINET,
AT v T8 [General] 8T A —H Zi%ELET,

NG A—4 5 EA

Profile Name WLAN OB EFHAT 0T 7 A VA EFRLET,

Type RESN/ZLAN 2 A T2 KRR LET,

SSID WLAN DR EF A SSID £ LET,

Status WLAN Z2HNZT D5 F = 7Ry 7 ATY, T 74/ MEXA =7V TT,

Security Policies [Security] # 7 &M H L TR E SN/ WLAN EX 2 U7 ¢ R Y —T7,

Radio Policy WLAN DA A 32— T /T 2720 LAN BHRA Y o — T3, fTkD LB
S
* T (Al
* 802.11a DA
* 802.11g D

* 802.11a/g DH
* 802.11b/g DI

Interface/Interface CTOWLANIZ~ o B T B Z—T 2 A AERFA LV E—T 2 AD T )L—
Group 7o [Interfaces] ~— Y TRE SN TWEHIEY—E R R— b LIRS v —T = A
AL HRALET,

G¥) ZD7 4—/v KX, WLAN (Z%f9 % VLAN 23, switch®RETF VLAN D4,
AiZEAL ey BV 7SN T AHEEICOR, Fay 7 X0 U iFqkR
ShET,

Broadcast SSID ZOSSIDETR—RX Y A RNTEHF 2y IRy 7 ATYT, 774/ KNTIEAX—

TN 5 TUVET,

Multicast VLAN | =L F % % & k VLAN %A % —7 /M B5F = v 7 R 7 A TF, F7 4L R T
Feature 3T 4 =T Mo TWET,

GE) [Multicast Interface] 7 4 —/V }\‘\ [Multicast VLAN feature] 7 % A b R v

D R A A Fm T INT U COBER S E
0 onF LT R T 2R e 2 b viaN i

72 TRET DUERD Y iﬁ‘o
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WLAN 0EE |
B ==E5waN 705 0%E (o)

AT97T6 [Applyl 27 Vw7 LET,

RDOEZE
X2 VT 1, QoS. BLUFEMT 137 1 OREICHERET,
EELEYY
WLAN OHifESRM, (24 ~—2)
WLAN Ol %H, (25 ~—)
=E 74 WLAN 70/85 « DHE (CLD
WDOEEINT A—H ERETEET,
*AAA A —/R—TF A F
« Coverage Hole Detection
*kyvarOXA LT T b
+ Cisco Client Extensions
- BT L
AU BTz A A F—"—F 14 FACL
‘PP YRS
A VAN 74N
*WLAN Z&DRK7 747 MK
T Fy I AFXp L DIEH
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BEL WLAN 70/87 4 OFE (CLD) [ |

FIEDHEE
1. configure terminal
2. wlan profile-name
3. aaa-override
4. chd
5. session-timeout time-in-seconds
6. ccx aironet-iesupport
1. diag-channel
8. ip access-group [web] acl-name
9. peer-blocking [drop | forward-upstream]
10. exclusionlist time-in-seconds
11. client association limit max-number-of-clients
12. channel-scan defer-priority {defer-priority {0-7} | defer-time {0 - 6000} }
13. end
FIED 4
ARV RNFEREETOVaY B8
2Ty T configure terminal Jua— L ary7 4 Fal—iay B— REBBLET,
i -
Switch# configure terminal
ATvT2 wlan profile-name WLAN 22> 7 4 Fab—vay 3 7E2— R LET,
profile-name 135X E S TWD WLAN O’ 7 7 A L4 T,
i -
Switch# wlan test4
ATvF3 aaa-override AAA F—R—=F 4 R X—T M LET,
i) -
Switch (config-wlan)# aaa-override
ATv74 chd ZOWLAND IRy P R— VO A A X =7 M LET,
ZDT7 4=V RIE, T AN ETAF=T I ENTHET,
i -
Switch (config-wlan)# chd
ATFvTH session-timeout time-in-seconds Ty g ALT Y NEMEBEMNTHRELET, @ELT 7+

| oL-29901-01-J

&1 -
Switch (config-wlan) #
session-timeout 450

VMEZ, EXR 2 VT A REICE > TERZD 9, WLAN &
X2 U7 408 dotlx IZRRE SNV TWDIGE, &L 300~86400
BT, 7740 MEIX 1800 BT, fhdFTdD WLAN &
X2 UT 4 HETIE, AO#IZ1~65535CTHY ., T 741
MEIZOMTY, H0IX, By ar XA LT MaLAERL
E3r RN
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B ==E5waN 705 0%E (o)

WLAN 0%E |

AR REREETOVa Y

S]]

ATvT6 ccx aironet-iesupport Z ® WLAN O AironetIE DV R — h & A x—7 M LET, =
D7 4—NV KX, 774NV ETARZ—=TMZINTOET,
1 -
Switch (config-wlan) # cex
aironet-iesupport
ATvIT1 diag-channel WLAN T2 74 7 > hOEEOREEZEET D -O0OBMF v
INDPR— oA 2—T M LET,
i -
Switch(config-wlan)# diag-channel
ATv78 ip access-group [web] acl-name WLANACL 7 V—7 %R ELE T, A& acl 4T —FER
95 IPv4 ACL DRI Z4EE L £3, F—7U— K web %, IPv4
il web ACL ZfiE L £ 7
Switch (config)# ip access-group
test-acl-name
ATv79 peer-blocking [drop | ETY—ET TRy XS RTG A=A ERELET, F—T—
forward-upstream] RiZk o & B9 <,
i - *drop: Kauvy 7 77 avOET7Y—ET Tuayx 7
Switch (config)# peer-blocking drop A =TI LET,
* forward-upstream : 7 v A kU — ABREALERO BT —
v TayX e RZ—TMILET,
2TFv 710 exclusionlist time-in-seconds BALT D NEFRENTHEELET, 0~2147483647 O#FiFH D
EEARETEET, FALT7UMRLTIE 0ZASILET,
1 - Tr (0) ¥4 27U NI, 727472 bBERINU X MBS
Switch(config)# exclusionlist 10 j’l,f: L %% LTV \i,g;—
ATv7T 1N client association limit WLAN CRRETEDIRKI T4 T MMIERELET,
max-number-of-clients
1 -
Switch (config) # client association
limit 200
ATv 12 channel-scan defer-priority F ¥ RNVAF Y O T T A AV T ¢ CIEMRF 2R E L E

{defer-priority {0-7} | defer-time {0 -
6000} }

11 :
Switch (config)# channel-scan
defer-priority 6

T, BlIEIFRO LB TT,
* defer-priority : =7 F v /)L AF ¥ VA TE 5
NOTIAFVT 4 ~—F 7 RIELET., #PHIZO
~77TY, 774N MEIT3 TT,

* defer-time : 3 U FPHL OIRIERFR]CTF,
TT, F 74/ ME100 TT,

#PHIZ 0 ~ 6000
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ZE WLAN 7 0/57 « ORE (GUI) B

AR RFEREETOVa Y B8

ATy T13 end FMEEXECE— NIZEV £9, F/2, Cal+ZF—%H L CTH,
Ja— ) ary 7 4 FXal—ary ET— ReETTXET,

&1 -

Switch (config) # end

BMELEYY
B ORIN, (26 ~X—)

FTF ¥ R AX L DIE
DTIM Period

Ty alrDHALT TR

Cisco Client Extensions, (28 ~X—17)

7Y —ET7 TaryXr, (29 X—)
W F v 2oL

WLAN 2t D27 747>~ o b

WLAN DR, (24 ~—)

WLAN OHfilf)sHHE, (25 ~—)

AAA Override IZOWT, (66 ~<—3)

LAY 22X T 0 OFHESM,  (652—)

=SEZ WLAN 7 0/87 1« DERE (GUI)

(F L& BRI

AT w71 [Configuration] > [Wireless] 7 V v 7 L £,
[WLANs] N— U NFERENET,
RT9T2 X=VORBHELEMAL T, FETH WLAN ZRZELET,
ATw 73 WLAN @ [WLAN Profile] 7 U v 7 L£7,
[WLAN] > [Edit] X— Y RFERENET,
AT 74 [Advanced Properties] ¥ 7% 7 U v 7 L £,
AT TS FMTa T o ERELET,

WLAN >4 F¥aLb—3 3> H4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X o v F)
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WLAN 0EE |

B  =E5WaAN 707 0%E (GUD

INDA—A

3518

Allow AAA Override

BYNENEITEMNCRETE L7 2 — L WLAN /ST A —&Z D AAA F—/3—
74 K,

switches AAA Override XHZI T, 7 74 7 2 MZEWT AAA & WLAN B3R T
)l ERHELTWDEE, 7 747 2 MliElE AAA — 2 iThbhvE T,
DFIEO—EE LT, X —T 4 7 VAT AET 7 4/ F D Cisco WLAN
SolutlonWLANVLAN B, AAA P — 2K > TGRE I, switchesD A X —7 =«
A ARECTHEFINER SN VLANIZZ T4 T b EBEILET, TXTOIr—=2
T, switchesDA > ¥ —7 = A4 AR THFRIER SN TWDIHAE, XL —TFT 1
7 AT LIE QoS. DSCP, 802.1p BAENANL & 7 fifids L N AAA — R THEZ L
72-ACLs ZH LET (ZDAAAF—3—F A RIZL B VLAN A1 v T 7%
ID%y hT—%2 7L HIEENRET)
FED WLAN B FEIZ VLAN 2 [ZEI D Y THONTWAERIA, U ¥ —T = A A&
MzMAﬁ—N~74F#VUWMMA®)54V7F%ﬁT 4. VLAN 100
DENY Y THATWDHYEAR— MR, AXv—T 4 7 VAT NET
TDI T4 7T bi&E% VLANI00IZU XA L7 R LET,

AAA Override ERYDIFE. T_XTCD T T4 7 > FRIEIT 7 # /L | Dswitches D
FRENT A—HREL 72V | switches® WLANIZ Y T A 7 > MEA DL/ NT A —
&73)& iﬂfb\focb\ia{:l\ s uft@%’* AAA — 2 & ’)T??j/)ﬂjz—gﬂo

AAA F—_—F A FfllL. 72 & 21Z RADIUS — " 6EVIAENE T,

Coverage Hole
Detection

HECAX—TNVERIETIT =TI TE5Z0D WLAN TOH AL v P im—/)b
¥ty (CHD),

7 /v hTiX, CHD IZ., switches?® 3 _XT? WLAN THZITY, WLAN ET
CHD 5 4 B—7 T 52 ENTEET,

WLAN C CHD Z 02 L7286, /3L v ¥ AR — /L O I Switch| 2185 S v
TN, BNV YD R A EET A0 DFNUSNONIR I TP EE A, 2O
BREEIZ DWW TCIE, A MOy MU — 7 HEGRITEL . EE Y T o BREnEE X
bd X D77 A N WLAN IZH T,

Session Timeout

WLAN Ty ary A4 L7~ (BBEA) Z2RELET, By ar ZAL7
ThEF ITAT U Ry a U RERGEEERT AR T I T 4T TH
HIERKREEEZIELET, Ernidz Ali+5L, By a 3BT Y ¥ A,

Aironet IE

HENA X —TNVERITT 4 B—T7 M TE& 5 WLAN Z & @ Aironet [E DR —
b FTHNFTET 4 =T MTR>TOET,

Diagnostic Channel

HENA X—TINEITT 4 B—T /T TE S WLAN EOZWTF v 2L DH R —
re T7FNVBNTIET 4= NI TVET,
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WLAN DR E

EELWLAN 7 0O/87 1« DFFE (GUI)

INDA—A

351

P2P Blocking Action

WINBBINTX AL TY—ET 70y Xx JOFRETT,
*Disabled : (F7#/LK) ET7Y—ET7 TuvX7%7 -7 /ML T,
AREZR G A IswitchN T F 7 7 4 v 7 &= T ) v P LET,
* Drop : switches /37w M &S H LI LET,
* [Forward-UpStream] : /X% > R 7 v 72 MU — A VLANIZHRIE S LD K 91T
LET, Zhboyy MR L TThbu2EEIL, switchesk ¥ & EIRICH
DT NA AZEDRESNET,

Client Exclusion

==

HENARX—TNVELIT A =T VIR ETEZ DB T4 T h <D
HA KT N (B . 27947 R~y idt. MACT RLATTF 4 &—7 L
&N, £DOAT—H A% [Clients] > [Details] *—Y CEMHTEX £, 0DF A L
T REREIL, 7 TATV MBKENCENTHL LR LET, T4 T
NEFERICT DX, FEHEALETT, T 74NV FTARXZ—TLTHY,

ZA LT TR IZ60 e LTRESNET,

Enn=—1

AxX AE

Timeout Value (secs)

Max Allowed Client | £ SwitchlZ DWW TCFFA] SN D KT 74 T > ML
WLANIZHE CX B 7 947 FORICHIBEEZRETEET, T OHEEIX, Switch
R CE D7 747 bOBITHIBRN S 2GR FE T, FFED WLAN IZ
T RAMRERST AN 72 FAT v FOBICHIBARETEET, WLAN Z & 103
ETELIIAT L MO, HHLTWAT Ty F 7+ —AICk->TRARY E
T, BKRI12000 D27 FA4T7 v FRYR—FENET,

GE) WLANZ E D7 T4 7 2 FOERKREHEIZ. Bt — NOT 72X KA
U FTOHRYR—FENET,
DHCP

DHCP Server 1P
Address

WLAN IZEI D Yo A v X —T 24 AODHCP H— 7 KL 2% F#EX4 3
WLAN L@ DHCP — % A1 L ¥,

DHCP Address | DHCP 7 N L ADEID Y ThA X—T /ML, 7 T4 7 b3 DHCP H— 35
Assignment Required | 1p 7 1L 2 4 Fufb Cx 5 L 91095 2 L EMAEICLET,
DHCP Option 82 WLAN T DHCP82 <A 12— R& A4 X —7 WIZ LET,

| oL-29901-01-J
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WLAN 0EE |

SER WLAN 7 0/87 « DERE (GUI)

NS A—4 5BA
DHCP option 82 DHCP 47 v a v 2 OAXAFELET, HITKRO LB TT,
Format
* add-ssid : AP D MAC 7 K L A3 L TYSSID T % RemotelD AR E L
9,
* ap-ethmac : AP Ethernet MAC 7 K L 2 T % RemotelD B &% E L £77,
G¥) Tx—~v hF T a URRESNTVARNES, AP ERO MACT R
VARETMER S ET,
DHCP Option ASCII |DHCP A7+ 3 > 82 D ASCH R EL T, ZNANRESNTWRWES, 47
Mode T3 v 82 OFERIT ASCH FRIcRESNET,
DHCP Option 82 RID | DHCP 473 =1 > 82 IZ Cisco 2 /34 k RID ZiBANL £,
Mode
NAC
NAC State WLAN T NAC %A Rr—7 M LET,

Off Channel Scannin

g Defer

Scan Differ Priority

priority D5#%E 27 Vw7 L, FlOYTHZLEDTELT ¥y RV AX XYL DTS T4
FVT 4 ZIEHTEEF, priority DA ZNHEIPHIZ 0~ 7 TI, priority |£0~7 TT
(ZOfElE, 7747 FBELOWLAN TiX 6 IZRETHLERH Y £7)

BREOEEZRETEET, 774/ MER, 4, 5. BLU6 TT,

Scan Differ Time

FX¥ RN AF Y BBV LB TEHZENTX L (S UR) 2 LET, H4
REFIZ 100 (F 741 F) ~60000 (60 F) T, ZOREIL., BEVOER
LAN O¥EFE OB~ SEHMENRH D £,

Override Interface ACL

IPv4 ACL WLAN IPv4 ACL O 7 L—7, fHIZRD & F 0 T,
* Un-configured
* Pre-auth_ipv4 acl

IPv6 ACL WLAN IPv6 ACL D 7' )L —7, {EIZkD LB TT,

* Un-configured

* Pre-auth_ipv6_acl

[Applyl 27 U v L

jzj—o
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| wan osmE
WLAN T® QoS ') S— D&M (GUI) [ |

BMELEYY
MR OER, (26 X—)
I T F v X AF v v DIER
DTIM Period
Ty alrDHALT TR
Cisco Client Extensions, (28 ~X—17)
ETY—ET7 Tuayxr s, (29 =)
E A e Vi
WLAN Z&E D7 747~ DR
WLAN OHifESEME, (24 <—2)
WLAN Ofil#)5H, (25 ~—2)
Dynamic Host Configuration Protocol {Z-2W\ T, (55 ~<—)
WS DHCP H—3, (55 ~—2)
S4B DHCP —78, (56 ~<—2)
DHCP #1044 T, (56 X—2)
DHCP 4 ~7'Y 2 v 81225\ T, (57 =)
DHCP 2 2 —7DOf%iE, (58 <—)
DHCP Z 21— 7122\ T, (59 =—3)
DHCP for WLANs Z 5% &3 2 72O ORiFESM:, (53 ~—)
DHCP for WLANs D% E BT 5 HilF0HHE, (54 ~—)

WLAN T® QoS 7R 1) —DEA (GUI)

AT w71 Choose [Configuration] > [Wireless] % i&R L %9,

ATYFT2 WLAN J— R&EEQOSLA %27 U v 7 LTHER L, [WLANs] Z238R L £,
[WLANs] X—UBFERRrENFET,

RATv 73 WLAN O [Profile] #7 U v LT QoS R Y v —%a%ET 5 WLAN Z 3R L £,

ATY T8 WLAN TQoSH VU v —%ET HITIE, [QoS] ¥ 7 %7 Vv LET,
WO T v avrwEHATEET,

NS A—4H SR BA
QoS SSID Policy

WLANO > T sF¥a2L—3 3> 4 K., CiscolOS XE Release 3SE (Catalyst 3650 X {1 v F)
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INDA—A

351

Downstream QoS
Policy

QoS X7 VA RNY —ARY —DFHE,

[Existing Policy] #1213, BIEHEH SN TWARY v—RERSNET, BEFOR
UV o—%EET 5T, [Assign Policy] #ID Ra w7 Z 57 JARMLRY —%
IR L E9,

Upstream QoS Policy

QOST‘Y?"X }‘U—*A TT‘OU “/’*gﬁfﬁo
[Existing Policy] #121%, BUEEMA SN TWERY o—NFRENET, BEFEOR
V=2 H$ 5I20E, [Assign Policy] SO Fr w7 X7 YR RMDLRY —%
BIRLET,

QoS Client Policy

Downstream QoS
Policy

QoS XV VA RNY —ARY —DFHE,

[Existing Policy] #lZ1%, BIfEEH SILTWEHRY v—nErsnEd, BEFOR
Vo—% BT 5T, [Assign Policy] 10 Fa w725 YR RnbARY —%
BER L ET,

Upstream QoS Policy

QoS 7 v FA KU —n HU L —iE,
[Existing Policy] #I1Z 1. BEMA S TWAEY o —nFrshET, BHEOE
U —%ER T 5121, [Assign Policy] #ID Fr w720 X MipnbRY —%
EIRLET,

WMM

WMM Policy

WMM RV >—, EIFXRDOEEY T,
*Disabled : 2D WMM R Y > —%F 4 E—7 iz LEd,
*Allowed : 7547 "R Z D WLAN THEIETX$7,

* Required : WLAN & DG % AIREIZT D WMM 37 4 7 > MIFEET H 2
EMMETHDZ L EERLET,

[Applyl 27 U v 27 LET,
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WLAN ' O/37 1 D& (CLD

WLAN 7 0/8F « DER (CL) B

avwo kR

BLL]

show wlan id wlan-id

WLANID (25T WLAN 7' 1 5 ¢ 2 F R
L\i‘j—o

show wlan name wlan-name

WLAN £ 1235V C WLAN 785 ¢ 2 FKoR
L\i‘j—o

show wlan all

BEINTWNBTTO WLAN O WLAN 7' 2
NRT 4 RRLET,

show wlan summary

TRTOWLANDER ZFKRLEY, Y~V —
FEHCIE, ROEBRPEENLET,

« WLAN ID

cury AN

+ SSID

« VLAN

« Status

show running-config wlan wlan-name

WLAN DA BN SO TWLAN DFETa 7 4
Fal—Ta Rz LET,

show running-config wian

FT_RTOWLAN OEf T 7 X2l —3
VEFRRLET,

WLAN 7' 0/37 1 DF~ (GUD)

([FC&HBAEIIC
B PE R LB TT,

AT w71 [Configuration] > [WLAN] Z3&R L £
[WLANs] X— Y RFERENET,

ATw T2 [WLANProfile] V> 7 %27 U v 27 LET,

[WLANS] > [Edit] X— YR FER SN E T, [WLANs] _X—%, IROZ 7 TR I ET,
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WLAN 3> T 4 Fal—2 32 54 K. Ciscol0S XE Release 3SE (Catalyst3650 21 vF) i




- WLAN 0%E |
ROIE%

* [General] : WLAN O&ft 7 1 /NT 4 R R LET,

*[Security]: EX = UT 4 a7 4 2FRLET, o7 a T 1ZiFk, LAY 2 LAF3,
BLOAAA OTa T o BNEaENET,

*[Q0S]: QoS HET /T 4 HF R LE T,
* [Advanced] : FER T BT 4 ZFRRLET,

YOLES

DHCP for WLANs O EIZHEL £ 9

Additional References

Related Documents

Related Topic Document Title
WLAN command reference WLAN Command Reference, Cisco I0OS XE Release
3SE (Catalyst 3650 A A F)
Mobility Anchor configuration Mobility Configuration Guide, Cisco IOS XE Release
3SE (Catalyst 3650 A A = F)
WebAuth Configuration Security Configuration Guide (Catalyst 3650
Switches)
MiBs
MIB MIBs Link
KY Y —2THR—FT3FTTO MIB To locate and download MIBs for selected platforms,

Cisco IOS releases, and feature sets, use Cisco MIB
Locator found at the following URL:

http://www.cisco.com/go/mibs

WLANO > T4 F¥a2L—32 3> 4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X - v F)
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Technical Assistance

wians oigsetsm i

Description

Link

The Cisco Support website provides extensive online
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter,
and Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.

http://www.cisco.com/support

WLANs D HEEETEF

WDOFIZ, ZOFES2a—/LTHALI-MELZY A ML, BEOREBR~DY 7 2R LET,

| oL-29901-01-J

HaE Jyy—Xx EHEAR
WLAN DOHERE Cisco 10S XE 3.3SE This feature was
introduced.
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DHCP for WLANs D% E

* HERETE RO, 53 N—v

* DHCP for WLANs % & ET 5 72D DRiHESRM, 53 ~—v
* DHCP for WLANs D% EIZBIT HHlFFE, 54 _—
* Dynamic Host Configuration Protocol {Z-DVNT, 55 ~X—
* DHCP for WLANs O E 5k, 59 ~_—v

* Additional References, 63 ~<X—

* DHCP for WLANs DOFSRETS R, 63 ~2—3

AR DR

CHEHOY 7 R 2T UY—ATIE, ZOFEY 22— L THBENETRTOMENYR— FEh
TWD EIIRY £HA, EHOBEEREEEFHIIOWTL, ZHEHOT Iy hT7r—2nt Y
ZbhU=T7 V) —=RHIELIZY V=R /= h2ZRLTIZS, ZOFY 2 —/VICRE S

TV LOEREDFEIA IR L, SRS A — RSN TWD U Y —2D Y R N iERT 25813,

O~ =2 T VOREIZH DEERBROEKEZSZRL TIIZEN,

TT7 Yy R A —LDOYR— b BLRV AT YT N =T A4 A—=VOYR— NMIBET AEHRERER
9 %1Z1%. Cisco Feature Navigator i L %9, Cisco Feature Navigator {Z(Z, http://www.cisco.com/
golctn N T 7B AL ET, Ciscocom DT 7Y MILEHY FHA,

DHCP for WLANs #3339 5= DENHESEH

| 0L-29901-01-J

*DHCP A7 a2 8 #fEH45121%, CiscolOS Y7 h =7 TDHCP #HZELET, T
74V N T, DHCPA 7> a »821%, T R_RTCHOIIA T MMkt L TAx—TnicEnE
¥, WLAN Y747 a0 2R LTERY 747 bOBELZHITE £,
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DHCP for WLANs (D% 7E <RI 5 HI#IEIR

BMELEYY
WLAN H]® DHCP &% (CLI) , (59 ~=—%)
B 72 WLAN 7’ 187 ¢ OFFE (GUD) , (43 ~X—2)
Dynamic Host Configuration Protocol {ZDW\T, (55 ~<X—)
WS DHCP H—73, (55 R—2)
SMES DHCP H—28, (56 ~<—2)
DHCP 0 24T, (56 <—)
DHCP 47+ 3 v 821225\, (57 <—)
DHCP A 2 — 7 O E, (58 X—)
DHCP Z =2 — 722\ T, (59 =—3)

DHCP for WLANs D% EIZBH 9 A HlFFE 1R

Jll WIANZI > D4 ¥al—2 32 54 K. CiscolOS XE Release 3SE (Catalyst 3650 X 1 v F)

* WLAN TDHCP H— & F—"—F A R4 5 &, DHCP — NELERGETH D Z & st
T 57T, LD CiscolOS BREZITHIMLENRH D £,
* DHCP WLAN #—/3—F A F|% DHCP ¥ — & A M3switch b CHN R EAICE T EMEL £9°,
WOFET, DHCP —E R ERETXET,
° switch @ DHCP 77—/ /L Z#% & L £7°,

°SVITDHCP U L —=—2 = FARELET, 7F:SVID VLAN iZ DHCP O A —/3—
S 4 RMBEINT WLANIZV v BV T A0ERHY T4,

BMELEYY
WLAN H]® DHCP &% 7E (CLI) , (59 ~=—%)
mEE72 WLAN 7137 ¢ Ok E (GUD , (43 ~—)
Dynamic Host Configuration Protocol (Z-2V T, (55 ~X—2)
WS DHCP H—23, (55 ~—2)
A8 DHCP H—28, (56 ~X—2)
DHCP %IV 2T, (56 ~—2)
DHCP 47+ 3 v 8212250\ T, (57 <—)
DHCP A 2 —7DOE, (58 X—)
DHCP Z 22— 7|22\ T, (59 =—3)
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Dynamic Host Configuration Protocol [Z DT .

Dynamic Host Configuration Protocol [ZDLVT

WLAN T/, [A] U Dynamic Host Configuration Protocol (DHCP) #—/3& 72 (3% 72 % DHCP H—
AT D0 F72IEDHCP —NEEH LRV K S ICRETE £9, DHCP ¥ — N2iE, Wil
DHCP H— 3 ESMi DHCP ¥ —/3D 2 2D H A TR H Y 7

BMELEYY
WLAN M@ DHCP #%& (CLD , (59 ~—2)
B2 WLAN 7' 187 ¢ Of%E (GUD , (43 =)
DHCP for WLANs Z 8¢ E T 2 72O ORISR, (53 ~—)
DHCP for WLANs O EIZB T 2 Ml FHE, (54 X—)

NER DHCP H-—/\

switchesi®, PHS DHCP Y— "% Fi->TEd, ZoH+— %, —%AIZ, DHCP ¥ — % Ff/-
RNT T UFFT7 4 ATHEHAESNET, By hU—27I2iE, B, switch& [F U IP 7R >
FEIZHDEBEKRKI0EDT 7R RS "B EGEENEST, NEV—NF, VAV LRI TA4T
M XAVI Faxs 8T I7BAFRA U b, BEXOT 7R KA F02H U L—S {172 DHCP
ZRICK L C DHCP 7 R L A 24t L9, Lightweight 77 & " A > h DBV R — &N T
WET, WEB DHCP Yy — 2T 5551, switchOFEHA V H—T =24 ADIPT RL A%
DHCP — "D IP 7 RL AL L TRETHHLENH Y £,

WY —/STlL, DHCP A7 > a > 3 i3 AR —hFEINTWERHA, LEBR-T, T7ERA KRS
YMI, v—A TRy h Tar—K¥xy AN, RAAL Y F—L AT L (DNS) | /237
TA I TR EORO T EEZFEH L CswitchDEHLA X —T =24 ADIP T RL A% RO 55
TR £7,

WS DHCP H— 3 7" — L%, #FDswitchDER T Z 4 7 v "EF 2V R — kL, fhdswitches? 7
FGAT v MIVEAR—FLERFA, /-, WEDHCP YV — X, BRI TA TV "2 T EZ Y HR—F
L. BRI 947 e AR—FLETA,

7 747 2 hDswitch®NE DHCP H— " ZEHT 2354, 1P 7 RLU AL, FEEZICIERES
NEHA, TORE, HEOITAT L MIEILCIPT RUARE D LU TENDZ ENHY 7,
IP7 RLVADGEAEMRT DL, 77472 MIBEFEOIPT RUAZMKL, HrLWT KL A
BERTHVLENDHY ET, ABRTSADN 725472 MIFIC, 0—hVE 238 switch 235kt
SN A¥21260 FT,

GEx) DHCPv6 X ES DHCP — " T3 AR — b INFEH A,

BEErREYY
WLAN H® DHCP # & (CLI) , (59 ~<X—)
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B sEDHCP — A3

B2 WLAN 7' a 35 ¢ o€ (GUID . (43—
DHCP for WLANs % 3% €T 5 72O ORiHeRM:, (53 ~X—)
DHCP for WLANs D% EIZBIT D HlF0FHE, (54 X—)

5%&B DHCP H—/\

IRV —F 4 7 AT AX, DHCP U L—% ViR — k4 25 EFHEAHED /4 DHCP Y — /3%
THZEICEY, 2y PU—ZIZX LTIEIDHCP VU L—& LTHEREL . 7 74 7 > MlZRLTiX
DHCP #—/ 3¢ L CHERET 2 L D ICiRFF SN TWEd, T, £switchix, DHCP H— 2% L
TIEDHCP Y L—x—Y = FELTHREL, B 747 MR L TIHEARIP 7 L AT
@ DHCP #r— & L THRET 2 Z L 2B L £,

switch!Z DHCP 3 — O BG L7227 94T FIP T L A% ¥ P F v 4 57-8, switchH.
switchffl, BEOY 73y hEITOIZIA4 T b a—=I B, 77472 M LTRHRLU
IP7 FLUANEREINET,

A

G¥) #4E DHCP $—/313 DHCPv6 & AR— h L £,

BMELEYY
WLAN H]® DHCP #% & (CLD) , (59 ~—)
B 72 WLAN 7' 1287 ¢ OFRE (GUD , (43 ~X—2)
DHCP for WLANs # 5% E 3 5 72O OifESsM:, (53 <—)
DHCP for WLANs DX EIZBI T HHilf0FH, (54 ~—)

DHCP E|Y) T

DHCPIZIA v Z—T = A AT L2, FTRIIWLAN Z L ICHRETEET, BEDA v X —T A A
WIZEID Y To=7 T4~ DHCP —XDOT7 RLAZEHTH 288D L ET,

e DA 2 —T x4 AZDHCP H—R"ZEN Y THZ ENTEET, 774~V BINED
2 DHCPH— _ROEPA v X —T 2 f A, APYX—T v A L H—T 2 A, BIA L F—T =
A ADEE, DHCP Y — N A F—TNERIEIT 4 E—TNT DO —EAR—F A F—
T2 ADFEEITHI Z LN TEET, WLAN TDHCP V—RZEHETHZ b TEET, =
DA, P—NF, WLANIZEI D Y CTohnizAf v Z—T = A ADDHCP Y — 7T RL 2% LEX
LT,

X2 T4ICETHEEEE

EBERYX 2T A BMBEREASIE. TXTOZIA4T7 2 FADHCPH— 5P 7 R A&
BT2I0ICERELTLESY, Z0FEMEZ#EHAT A7, DHCP 7 KL ATTXTOD WLAN
HERETEET, AssignmentRequired X E CHEL T, 7 I7A T "OETEIPT KL AL E X

WLANO > T4 F¥a2L—32 3> 4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X - v F)
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pHep+ 7o avizont I}

N2 L5 L%9, DHCP Addr. Assignment Required 75& IR S TWDHA, 774 7> M
DHCP #fi>CIP 7 RLAZRSGTHLERH Y 9, BEIPT RLAZRS7 7447 2 M
TRC, Xy NT—7 BTSNV ET, 7747 NODHCP V¥ & L TEIET
Zswitch’?3, DHCP b7 7 ¢ v 7 BRI L 9,

G¥) AR X DEHA Y AR — 925 WLAN Tix, B8 (T A/ AV —v ) 77347 R
DHCP H—N\/)nH P 7 RLAEZRETEZ 2L 9ICT 24 ERZH Y £,

X2 VT 4 NELE->THEDRWVEAIL, DHCP Addr. Assignment Required % MEZNIZFRE L
TWLAN 2B CE E£3, £D%Z T4 7> ME, BEIP T FLRAZHMT 50, fREShi
DHCP #— 3D IP 7 KL ARG 5 & @I TE 9,

GE) DHCP 7 R LA HH#7 A b LAN IZ%F 9 5 Assignment Required (%, AR — h N TWERFA,

f@%5> WLAN |, [DHCP 7 KL A& 4 -CTpZH (DHCP Address Assignment Required) ] % M%)
ICUTHERR T £4, ZHd, switch® DHCP 2 XN A 2—T7 /L DOR4E7 137 T4, DHCP 7
0% ET 4 =T NCTEMNERSDE T T4~V /eh o FY) a7 X2 —3 3 0ODHCP
P—REBERZLBRNTLEEY, 2O L9572 WLAN TiX, 9XT® DHCP ER23 R v 745
72, 7I9AT L MIEEP T FLAZEHA LARTERY 8 A, 260 WLAN (3. R
BRI L 2B HEZ Y R— ML TWER A,
EELE YD

WLAN H® DHCP #%7E (CLD , (59 *—)

2 WLAN 7237 ¢ OFE (GUD , (43 X—7)

DHCP for WLANs % #% €7 2 72D OF#ESM:, (53 2—)

DHCP for WLANs OF% T2 A #ilfFEIE, (54 =X—)

DHCP AT 3>82(ZDUL\C

DHCP A7 a2 82 TiZ, DHCPA2HEHA LTy hU—2 7T KL AZE D B THREEDEF 2T
F N ENFET, switch’?DHCP U L—=—V x> hELTEMEL T, T2V Y —X

WLANO > T sF¥a2L—3 3> 4 K., CiscolOS XE Release 3SE (Catalyst 3650 X {1 v F)
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B oHePro—TowmE

MOLODHCP 7 A4 7> hERZHIECE 2 X912 LET, DHCP H— NIZHEXET A L HICT T
AT 2 M BO DHCP BRICA T v a v 2IEREBIMNT D X 9 ITswitchz R ETE £,

®1: DHCPA T 3> 82

Controller adds Option 82

PC or PDA with 802.11 aylanete tha reoent

Client and IP Soft-Phone and forwards it to DHCP Server
A 5 : :
— ; ; pr—— -
0000 o, & =
g == & (r =
Access | DHCP T W DHCP
Paint : Relay Agent Server
802.11 WLAN : (Cantraller: | 7
IP Phane b mmmemens s e B

TIRABRAL NI, 77472 bbOT_TODHCP E R ZswitchiZHizik L E 7, switchid,
DHCP A 7> a 82X a— RZEMML T HLERZ DHCP Y —NCHEELE T, 2047 T3
VOBREFEIZELST, "M E—RIZIEIMACT FLA, $IEIMACT RLAR LT 78R KA
> h®D SSID NEFENET,

G TTIY b—x2—=Vx b A7 a UREENTND DHCP /37 v M, switchT Ry 7
SNET,

DHCP 47> 3 v 82 WIE L EET 5121E, DHCP 7' m X 3G CRrIFuE7e v £H8 A,
BENEY Y

WLAN H]® DHCP &% 7E (CLI) , (59 ~=—%)

B WLAN 7' a 87 ¢ OF%E (GUI) , (43 ~2—Y)

DHCP for WLANs % #% & 5 72 ORHESM:, (53 2—)

DHCP for WLANs O EZBT D il FH, (54 ~X—2)

DHCP X O— T DX TE

EErEY Y
WLAN H]® DHCP &% E (CLD) , (59 =—%)
B 72 WLAN 7' 37 ¢ OF%E (GUD , (43 ~X—)
DHCP for WLANs % g% &3 % 7= ORifESM, (53 2—)
DHCP for WLANs Oa%EZB3 D HilfIHH, (54 ~—)

WLANO > T4 F¥a2L—32 3> 4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X - v F)
0L-29901-01-J |
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DHCP for WLANs T A% I

DHCP X a—F[ZDL\T

a2 hE—FTHAABZDODHCP Y L— 2 — = A H Y E9, =7 L. BIfE>®DHCP ¥ —
NWEEZ/WR Yy NT—7 v 7 A2 NPRBE/REA switchesiZIP T LA LY TRy b <R

L

BT AT 2 MIEIY BT HHIALD DHCP A a— 72 HETXET, —&IiZ. 1 oD
switchlZlX, TNENDEFEIP 7 RV AZRET S 1| DE2IIHEED DHCP A a2 — 7 2R ETE

i—a‘o
DHCP A =t — 7| XN DHCP 2MERE T 2 7= OB & 72 ) 97, switch CDHCP N EFHE SN D &
BHA =Tz A APRRX—Ty A F =T =2 A A, BA VI =T =2 ADT T A<
DHCP — 3D IP 7 R L A& switchDEH A X —T =4 AZKRA V FTHZ ENTEET,
EErEYY

WLAN H® DHCP # & (CLI) , (59 ~<X—3)

B WLAN 785 ¢ O E (GUID , (43 ~<—%)

DHCP for WLANs Z % ET 5 7= O ORiHESE, (53 =2—3)

DHCP for WLANs D% EICBET Al FHE, (54 ~—)

DHCP A 2—7 O E (CLI) , (62 X—)

DHCP for WLANs D& E 5 &

WLAN F @ DHCP %% (CLI)
WLAN TR D DHCP /3T A — X ZRET HI2IE, IROFINEIZTENE T,
*DHCP 47 5> 82~ n—F
* DHCP (W.7H)
*DHCP 4 —/"—F 1 K

IZC®HBHII
* WLAN %R ET 2121 admin RN 2207 7UE R 0 8 A,
*DHCP DA —/"—T A REERET HIZiE, DHCP — D IP 7 RL ANMETT,

WLAN >4 F¥aLb—3 3> H4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X o v F)
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B WLAN Ao DHCP B (CLD)

FIEDHEE

FIED

configure terminal
shutdown

wlan profile-name

ip dhep required
ip dhep server ip-address
no shutdown

end

© e NS REwWDN =

show wlan wlan-name

DHCP for WLANs DE |

ip dhep opt82 {ascii | format {add-ssid | ap-ethmac} | rid}

ARV RFEREETOVa Y

Sl

ATy T

configure terminal

{1 -

Switch# configure terminal

Ja—r )L ary7 4 X¥al—vary E— REEEBELET,

ATvT2

shutdown

{1 -

Switch(config)# shutdown

WLAN 23 v v b T LET,

ATvT3

wlan profile-name

{1 -

Switch# wlan test4

WLAN =t 7 X alb— gy 37— REPHBLET,

profile-name [3i%E SV TWDH WLAN D72 7 7 A V4 TT,

ATv74

Jll WIANZI > D4 ¥al—2 32 54 K. CiscolOS XE Release 3SE (Catalyst 3650 X 1 v F)

ip dhcp opt82 {ascii | format {add-ssid
| ap-ethmac} | rid}

i -
Switch(config)# ip dhcp opt82
format add-ssid

WLAN T DHCPS2 XA B— REZHEELET, F—VUV—FEBX
VR E, ko EEBY TT,
*ascii : DHCP 7> a8 DASCHZHELET, 1

MBEESNTWRWES, 7Y 3 v 82 OJERIL ASCII
BRI ESNET,

*format : DHCP 47> 2 > 82 DA EZHELET,
F7rvarvEEHTEET,

* add-ssid : AP ERRED MAC 7 R L 2B L NSSID TH
% RemotelD B2k E L £9,

* ap-ethmac : AP Ethernet MAC 7 K L 2 C& % RemotelD
A ERELET,

RD

0L-29901-01-J |
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BRAE

WLAN F® DHCP £%%E (CLI)

OV FERET7IVa Y By
GE) Tx—<v b AT a URRESNTWRNG
Ay APIEBROMACT LA NMEH S E
75
*rid : DHCP 473 3 > 8212 Cisco2 /XA |~ RID #iE/N L
7,
ATvTh ip dhep required DHCP H— "B IP T RV A% 7 747 v MRS+ 5 2 L
EMBEIZLET, RET 4w II7A T MIFFR I SNER
& g
Switch (config-wlan)# ip dhcp
required
ATv76 ip dhep server ip-address WLAN (280 4 CTHhizA v ¥ —7 = A A@D DHCP —/" T
FL A% E#EX9 25 WLAN L0 DHCP — & E#Z L £,
1 -
Switch (config-wlan)# ip dhcp
server 200.1.1.2
2Ty ST no shutdown WLAN % fidih L £7,
i
Switch(config-wlan) # no shutdown
ATv78 end FRHEEXECE— RIZRV £9, F/o, CrHZ¥F—%2 L Th,
Ja—\) a7 4 Fal—yaryET—ReKRTTEET,
Bl :
Switch (config) # end
Z2FvT9 show wlan wlan-name DHCP D€ Z filgid L £ 37

1 -
Switch (config-wlan)# show wlan
test-wlan

| 0L-29901-01-J

EELEY D

Dynamic Host Configuration Protocol {Z-DC,
(55 =)
(56 ~=—2)

(56 ~—)

DHCP A 7'v 3 > 82122\ T,

(58 ~—3)

(59 ~<—)

DHCP for WLANSs % & & T 5 7 9 ORI SF

DHCP for WLANs D&% E 2 B9 5 il #) F I

NES DHCP H—3,
A& DHCP H— %,
DHCP #| v Y4 C,

DHCP % 22— 7D IE,
DHCP A2 2 — 7|22\,

(55 ~—2)

(57 =2—3)

, (53—

(54 ~—3)

WLAN 3> T 4 Fal—2 32 54 K. Ciscol0S XE Release 3SE (Catalyst3650 21 vF) i



B oHeP xo—To@®E (o)

DHCP X a—JMi&EFE (CLI)

DHCP for WLANs DE |

FlEDHE
1. configure terminal
2. ip dhcp pool pool-name
3. network network-name mask-address
4. dns-server hostname
5. end
FIEDEFH
AR RFEREET7TI 3 B
& WA configure terminal sa—)ary 74X b—grFT— REBEGL
£7,
1 -
Switch# configure terminal
RTFvY T2 ip dhcep pool pool-name DHCP 77—/ 7 RL AZRELF T,
B -
Switch (config) #ip dhcp pool test-pool
ATFvT3 network network-name mask-address Ky MEE10ERFLE~YAZ T RLATRY RU—
I HEFERELET,
1 -
Switch (dhcp-config) #network
209.165.200.224 255.255.255.0
T T4 dns-server hostname DNS X—A —R_EEELET, IPT NLAE-
IIARA M ETRETEET,
1 -
Switch (dhcp-config) #dns-server
example.com
ATy 75 end FRMEEXECE— RIZRED £9, 7o, Ca+Z ¥ —%
HLCTH, Zo—lary7 4 Fal—vart—
i - FERTTEET,

Switch (config) # end

Jll WIANZI > D4 ¥al—2 32 54 K. CiscolOS XE Release 3SE (Catalyst 3650 X 1 v F)

EELEY D

DHCP Z 2 — 722\ T, (59 =—3)
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Additional References B

Additional References

Related Documents

Related Topic Document Title
System Management System Management Configuration Guide (Catalyst
3650 Switches)
MIBs
MIB MIBs Link
K Y —=ZATHR— T 59TTPH MIB To locate and download MIBs for selected platforms,

Cisco IOS releases, and feature sets, use Cisco MIB
Locator found at the following URL:

http://cisco.com/go/mibs

Technical Assistance

Description Link

The Cisco Support website provides extensive online | http://www.cisco.com/support
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter,
and Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.

DHCP for WLANs O #£8ETE R

HRE4 1)1)—=R HERETEHR
WLAN @ DHCP #45E Cisco IOS XE 3.3SE This feature was introduced.

WLAN >4 F¥aLb—3 3> H4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X o v F)
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DHCP for WLANs D5 |
I DHCPfor WLANS (#5815 3R

WLANO > 74 F¥aL—3 3> H4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X o v F)
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%5%

WLAN &2 1) 71 DERTE

* HERETE RO, 65 NX—v

* LAY 2EXx=UT 4 ORGSR, 65 N—Y
* AAA Override IZDW\W T, 66 ~<—3

* WLAN £ = U7  OBREHE, 67 ~X—
* Additional References, 76 ~<X—3

* WLAN LA Y 2% a U7 (BT DHRAER R, 77 ~—¥

HEEIFIR D MR

CHEHOY 7 R 2T UY—ATIE, ZOFEY 22— L THBENETRTOMENYR— FEh
TS EIRY EHA, BHTOBERREFEEFEIIOVWUL, ZHHAOT Ty v 7 —5E Y
TZbhoz7 VI —RZHHELTZV V=R ) — b EZRLTLLEI, ZOFY2—/VIZFEEHE
NTWDHHEREDFEZRR L, SHESTR—F SR Tnb YV —20 1 A N &#HET D581E
ZOY=a2 T VOREZIZH HEREIEROREZZHL T,

Ty N7 —ADOY R I BIORAY T b =2T A A—VOYR— MIET DR E MR
9 %I1Z1%. Cisco Feature Navigator i L %9, Cisco Feature Navigator {Z(3, http://www.cisco.com/
go/ch PBT7 7 A LET, Ciscocom DT AT MIMLEHY EFHA,

LAV2tEF1)T 1 DuleEY

| 0L-29901-01-J

[ U SSID ##Hi> WLAN %, E—aVh& L X u—TIRETT RRZ A ZENHHERIZHESNT
I T MINWLAN ZBIRCEDH L9112, —BOLA ¥ 28X T 4 RV —%FEHLT
WARERHY ET, FHAERLAY2EX20 T 0 RU—IE, ROLBY TT,

2L (F—7» WLAN)
* Static WEP F 7213 802.1X

WLAN 3> T 4 Fal—2 32 54 K. Ciscol0S XE Release 3SE (Catalyst3650 21 vF) i
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WLAN %217 ¢ ORE |
B ArAOvenide =DW\T

A

G¥) Static WEP & 802.1X [EifiF & b, B —a &L e —7IRE TR E v k
IZESTT RRNFZARXEINDHDT, 7747 MIZNGEZXATE EHA,
L7=28> T, [RU SSID ##>#%» WLAN TlZ, Static WEP & 802.1X D[
FEMEHTEEEA,

* WPA/WPA2

N

GE) [A U SSID %5 ># %D WLAN T WPA & WPA2 245 - Lixcafd
A3, AT SSID 255220 WLAN IX, PSK Z {45 WPA/TKIP & 802.1X
ZfE 3% Wi-Fi Protected Access (WPA) /Temporal Key Integrity Protocol
(WPA) TE&ET 570>, 802.1X A3 2% WPA/TKIP %7213 802.1X & H
9% WPA/AES TRRET L Z LN TE T,

EErEYY
A WEP B8 LN 8021X LA ¥ 2 X2V T 4 NI A=ZORE (CLD , (67 ~—)
LAY 21T A—=20OFE (GUD) , (72°—)
I WEP LAY 28X a2 V7 0 NI A—2Og%E (CLD , (68 <—)
LAY 2T A=20®E (GUD) , (712 3—)
WPA+WPA2 LA ¥ 2kF=2UT 4 NI A=FORE (CLD , (69 ~—)
LAY 21T A—=20OFE (GUD) , (72°—)
021X LA ¥ 2EXx=aUT 4 RTA—XDOFHE (CLD , (71 —2)
LAY 2T A=20®E (GUD) , (723—)
EE 72 WLAN 7' u 37 ¢ Of%E (CLI , (40 ~—2)
AAA Override {22\ T, (66 =2—)

AAA Override [ZTDUNT

WLAN 0 AAA Override 47+ = > % /13 % & . WLAN Tldentity X v b 7 —% > /4B ETX
T, SHICED. AAA Y BIEE NS RADIUS BHEICIE ST, x 02 47 > b
VLAN # %> 7' Quality Of Service (QoS), 3L U727 & A =2 hm—/L U Ak (ACL) %7
HTZEMTEET,
BMELEYY

EHE WLAN 70 85 ¢ OE (CLD , (40 ~=—2)

LAY 2Exa )T 4 ORREME, (65 2—)

WLANO > T4 F¥a2L—32 3> 4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X - v F)
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| WANtxayFs0EE
WAN 252y FroBEsRE I}

WLAN €F 21 71 DEREAIE

BHIWEPHE L U802IXL A V22X ) T4 /8T A—32DEKRE (CLD

[T L& BHIIC
B EREN VI TT,

FIEDOHME
1. configure terminal
2. wlan profile-name
3. security static-wep-key {authentication {open | sharedkey} | encryption {104 |40} [ascii| hex] {08} }
wep-key wep-key-index1-4
4. end
FIED
ARV RFERERETIVa Y =[]
ATFvI1 configure terminal Ja— ) a7 4 Falb—rarET— RefBELET,
il -
Switch# configure terminal
ATy 72 wlan profile-name WLAN 22> 7 4 X alb—vay 77— REBLET,
profile-name 33X E 3L TWD WLAN O 7" 7 7 A L4 T,
il -

Switch# wlan test4

ATvF3 security static-wep-key {authentication WLAN O#HIWEP X2V 7 4 2 ELE T, KOF—TU—R
{open | sharedkey} | encryption {104 || L 5|34 v £,
40} [ascii | hex] {0|8}} wep-key

wep-key-index1-4 * authentication : 802.11 F8iFZ R E L £,
. * encryption : 1) WEP X — & A > 7T v 7 AEFHELET,
Swi.tch (config-wlan) # security . open : j—wj"\/ AT A%@%E%%{"ﬁ Li—g—o
static-wep-key encryption 40 hex 0

test 2 * sharedkey : H:H ¥ —FFEZ R E L £ T,

* 104,40 : WEP X — DA XZ4EE L £1,

* hex, ascii : ¥F—DANBEXEREL ET,

* wep-key-index, wep-key-indexl-4 87T H/ AT — KD X A
7CY, ER 0 THHHEAIE, BB SNV IR T — R
ZRETOI 2R LET, EN 8 THLHAIE, AES K
FbERETHZEERLET,

WLAN >4 F¥aLb—3 3> H4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X o v F)
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B O SWEP LA Y2t KSA—2DRE (CL)

WLAN %205 s DBE |

AU RFEEEFET7I 3y

E]:g)

ATvT4

end

11 -

Switch (config) # end

¥HE EXEC E— RIZEV £, F72. Crl+Z F—Z2 L Th,
sa—r\ ) ar7 4 ¥al—iary ET— REKTTEXET,

EENEYD

LAY 22X T o ORIFRSEM,

(65 ~~—72)

FHBEIWEP LAY 2tEXa) T4 NTA—2DERE (CLD

[FC&H BRI
BHERMENLETT,
FIEDHE
1. configure terminal
2. wlan profile-name
3. security static-wep-key [authentication {open |shared} | encryption {104 | 40} {ascii | hex} [0 | 8]]
4, end
FIED
ARV NEEETIVa Y =LY
Z2TFwT1 configure terminal sua— L ar7 4 ¥al—rary E— RERBFLET,
i -
Switch# configure terminal
ATvT2 wlan profile-name WLAN 27 s F¥alb—var $7E— Rl LET,
profile-name |$5XE XL TS WLAN D71 7 7 A L4 TY,
i -
Switch# wlan test4
ATv7T3 security static-wep-key F—U—REIROLEBY TT,

Jll WIANZI > D4 ¥al—2 32 54 K. CiscolOS XE Release 3SE (Catalyst 3650 X 1 v F)

[authentication {open | shared} |
encryption {104 | 40} {ascii | hex} [0
| 81]

i
Switch(config-wlan)# security
static-wep-key authentication open

* static-wep-key : ## WEP % —OFEFEZ % E L 7,

* authentication : = — R ETX HF8EX A T2 EL £
9, fEI%. open 3 L W\ shared T,

0L-29901-01-J |



| WANtxayFs0EE
WPA+WPA2 L ¥ 2% 2 1) T 1 /X5 A — S DBE (CL) [ |

AV RKFEEET7TIa Y B#

* encryption : T—FNRETE LM FLF A T ELET,
B EIZ 104 & 40 T, 40 v FF—I2i%. ASCI T
A NICFEN 5 LFE 16 EFCUFN 10 LFEXLFETT, 104
'y hF—ITiE, ASCIL T F 2 F 3N 13 T & 16 T
TN 26 LFMETT,

*ascii : ASCIT & L CHF—HEXzHEELET,

*hex : HEX & L CHF— X EZEE L £ 1,

ATv T4 end ¥iME EXEC E— NIZEEYV £9, F7, CrHZ F—%2# L TH,
Ja— )b ary 7 4 Fal—iary B— REKRTTEET,
% -

Switch (config) # end

BEENEYY
LAY 28XaU T 0 OFHESME, (65 2—)
WPA+WPA2 LA N 2tFa)T 4 INTA—=ZDEKRE (CLI)
Y

GE) T4V N X2 VT 4 RY—iL, WPA2 TT,

F L& BRI
EEHRRHEDSLETT,

FIRDHE

configure terminal

wlan profile-name

security wpa

security wpa wpal

security wpa wpal ciphers [aes | tkip]
security wpa wpa2

security wpa wpa2 ciphers [aes | tkip]

® NSO R D=

end

WLAN >4 F¥aLb—3 3> H4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X o v F)
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WIAN £%2 17 ¢ OFE |
B wWPA:WPR2L A Y 2EF2U T KT A—RDBEE (CL)

FIE
ARV RFERETI 3y B#Y
ATFvT1 configure terminal Ja—r ) ar7 4 Xal—ay T— REBELE
—§—O
1 :
Switch# configure terminal
ATvT2 wlan profile-name WLAN 227 4 X2 b—v gy 72— Rt LE
T, profile-name | Z5XE I LTV AD WLAN O 71 7 7
1 - ANV TT,
Switch# wlan test4
ATvT3 security wpa WPA % A 32 —7 M LET,
11 :
Switch (config-wlan)# security wpa
ATvTa security wpa wpal WPAL %A X2 —T W LET,
151 :
Switch (config-wlan)# security wpa wpal
ATFvTH security wpa wpal ciphers [aes | tkip] WPAl B 2282 LET., ROWVWTIHIH DR AL Z A
TERBEBRLET,
i - . .
Switch (config-wlan)# security wpa wpal * aes : WPA/AES OV R — FNEERLET,
ciphers aes .
* tkip : WPA/TKIP O 7R — M &R LET,
ATvT6 security wpa wpa2 WPA2 Z A X —T7 MITLET,
15 :
Switch (config-wlan) # security wpa
ATFwT] security wpa wpa2 ciphers [aes | tkip] WPA2 B AL E R ELET, KOWVWTNHDOREEALZ
A TR L ET,
I - . _
Switch (config-wlan)# security wpa wpa2 *aes : WPA/AES D% R— b &fam L £,
ciphers tkip -
* tkip : WPA/TKIP O¥ 7R — N &R LET,
ATv78 end FitE EXEC E— RIZER D 3, F72. Crl+Z F—%
LTH, Ze—NLary74Xal—varyET— K%
i BT TEET,
Switch (config) # end

BEErNEYD
LAY 28XV T 0 OFHRSEM, (652—)

WLANO > T4 F¥a2L—32 3> 4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X - v F)
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| WANtxayFs0EE
B02IX LA ¥ 2+tFal T /85 A—2DBE (CL) [ |

821X LA V22X T4 /INTA—=2DEKTE (CLI)

[F L& BHIIZ
EHERMEP LI TT,
FIRDOHME
1. configure terminal
2. wlan profile-name
3. security dotlx
4. security [authentication-list auth-list-name | encryption {0 | 104 | 40}
5 end
FIEDFH
AU RFEREET7TIVa Y B#
ATFvI1 configure terminal Ja—) a4 Fal—rvarET—RefEBLET,
i :
Switch# configure terminal
ATvF2 wlan profile-name WLAN 22> 7 4 Fab—vay 78— 2B LET,
profile-name (IR E ZFLTWDH WLAND 7' 0 7 7 A V4TI,
i
Switch# wlan test4
ATvF3 security dotlx 821X X =2V T 4 Z2FRELET,
i
Switch (config-wlan) # security dotlx
ATw T4 security [authentication-list KDOFX—T—REBHndby £,
auth-list-name | encryption {0 | 104 | 40} o
* authentication-list : IEEE 802.1X OF8FEY A & FEE L
Bl ES P
Zﬁii;ﬁéiiﬁfiggwm’ F security * encryption : CKIPFf 5 X — ORI ZHBELET, A%
7REIX, 0, 40, BXOV104 TY, Er (0) TIEHS
fbEnETA, ZHET 74V FTT,
GE) WLAN AT X TOXx—|L, R LA X TRiTi
X720 £8 A,
ATy 5 end FitE EXEC £— RICRY £9, F7o, CrH+Z F—z#f LT
b, Fa—Lar7 4 Xal— gy EF—RERTTX
i S5
Switch(config)# end

WLAN >4 F¥aLb—3 3> H4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X o v F)
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B Lrv2i54—508E GUD

EENEY D

WLAN 2 ) 7 1 DFRTE

LAY 28Xl T 0 ORHESM, (65 2—)

LAXN 2/ A—=2DFKE (GUI)
L& BHHIIZ
 EHEREN LI T,

AT w71 [Configuration] > [WLAN] > %7 U v 7 L¥7,
[WLANs] S—URFERSNET,

ATY T2 RETHWLAN D WLAN 777 A L% 27 U v 7 LET,
[WLANs] > [Edit] > _X— VR FEr S E 4,

AT w73 [Security] >[Layer2]> %7 %27 U v 7 LET,

INDA—4A

Bl

Layer2 Security

HIRL7ZWLAN D LAV 28F2UT ¢, HIIKDEEBY TT,
*None—No : LA ¥ 2EF=2UTF I TBIRENTWERA,
* WPA+WPA?2 : Wi-Fi Protected Access,

*802.1X : WEPS02IX T — XM E kDX A 7, ZHNHDOFREITHOWTIL, LA
Y 2802IX /T A—HIZHTH My 7 2B L T ZE0,

* Static WEP : ##19 WEP R =51{b/ /3T A — 4,

* Static WEP + 802.1x : ##HJ WEP 3 X O* 802.1X D[ /X T A — 4,

MAC Filtering

MAC 7 KL A 7 4 )L 4 1 > 7 [MAC Filters] > [New page] C. FEFED MAC 7 KL
AWK >TR—=INVIZT TA T FERETEET, £ 9 TRVWGAIX, RADIUS
P—=RDI TAT o N ERERLET,

GE) MAC 7 ¢ /v % X, MAC Authentication By Pass (MAB) & L CHISIL TV
E

Fast Transition

TIRARS L  NEOBEBITEA RF—TNVEREZT =TT EF =T
Ry 7 A,

Over the DS

S AT A EOEEBITEA F—TNVNERITT A E—T T HBF v IRy Y
2

o

|| WIANS VT s F¥al—23

> #i4 K. Cisco I0S XE Release 3SE (Catalyst 3650 X 1 v F)
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LAY 285 A =52 DEEE (GUD)

INS A—A Bii;
Reassociation BHBATOHT Vo= a VRFA LT T MZe 5 ETORRE (EAD
Timeout

WPA + WPA2 /3T A —Z ZRET HITIE. IROFEMFER B L 4,

INTA—4 5 BA
WPA Policy WPA Policy & 4 2 =7 VERIET 4 B =TT LT = v IRy 7 A,
WPA Encryption WPA?2 encryption type: TKIP $ 721X AES, WPA AR U =034 R —T7 LG4 72 148
FATEETT,
WPAZ2 Policy WPA2 Policy A R =7 NVEIEZT A E—TMITo2F = v IRy 7 A,
WPAZ2 Encryption | WPA2 encryption type: TKIP & 721Z AES, WPA2 7R U v —3 A X — T V7e 57207
A ATRE T,
Authentication Key | FiE A H =X L /85 A —HF_ fHIZKDO LB TF,
Management (FZFIE
- * 802.1X
F—E )
« CCKM
« PSK
« 802.1x + CCKM
PSK Format FRREXR —EHLD PSK fHZINT H & A X —T7 M0 £9, ASCH X FE/-I1L 16

ERAzRRL, FAET—2 AN LET,

802.1x /NT A —H EFRTET HITIL. ROFEAMFHREZANI L ET,

NG A—=4 &% EA

802.11 data WEP 802.11 7 —# K5t % A 7,
encryption

Type X2 VT4 A7,
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LAY 285 A —52DEEE (GUD)

WLAN %205 s DBE |

INTA—H B

Key size F— P A X, fHITKRDO LY T,
*e L
40 B B
*104 v b

H— R 8—F ¢ D AP WLAN (17) 13 802.1X KBk LTCoORrRETEET, K
0y SE T UREARER 802.1X RN T A —H L, ZOWLANIZIHMEHA CTE £ A,

i WEP 28 ET BI121%. IRONRTA—HEHRELET,

INT A—4H SR BA
802.11 Data ¥ WEP B 5k % A 7,
Encryption
Current Key BREBRIN TV —0ftMEF R LET,
Type X2 VT 0 A7,
Key size F— P A X, fHIFKRDOLEEBY T,
* R E
‘40 By b
104ty I
Key Index I~4 DA T T A,
ZWLAN[Z 1 DD —BRWEP ¥ — A T v 7 A& T& %4, WEP ¥— o
YT w7 AL A LTz Fi WEP LA Y 2 55 (RIZiZ 4 DD WLAN L
RETEXEHA,
WEP — A T v 7 AL 4 DLz, §H WEP LA ¥ 2 B 5{bicid 4 o
» WLAN LR ETE £HA,
Encryption Key e (et
Key Format ASCH £721F 16 O 5F — A BRI L £ 7,
Allow Shared Key HENRA X—TNVERIET 4 =T IR ETE HGFEF—,
Authentication
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| WANtxayFs0EE
LAY 2/85 A —2DHEE (GU) [ |

1) WEP & 802.1X /8T A —H iR ET DI

INT A=A EBA
Static WEP Parameters
802.11 Data #rif) WEP By 512 A 7,
Encryption
Current Key BUEBIR SN TV D F—DFEla FR L ET,
Type X2 VT4 XA,
Key size F— YA X, HITEKDOEBY TT,
*40 £ b
*104 vy I
Key Index I~4 DA T T A,

£ WLANIZ 1 DO—FER WEP ¥ — A U F v 7 A& @A Tx£d, WEP ¥— 1
VF w7 AT 4O ULNRWED, I WEP LA Y 2 K5{kITiE 4 D WLAN Ly
WETEEH A,

WEP 5— A T v 7 A X4 DLW, ##H WEP LA ¥ 2 i 5{kicid 4 o
D WLAN L2 ETE £ A,

Encryption Key 23—,

Key Format ASCHI F721% 16 HEDREF 5 — 2R L £ 7,

Allow Shared Key HENAX—=TINVERITT 4 =T NVICRETE 2RGEF—,
Authentication

802.1x Parameters

802.11 Data ¥ WEP B B b &% 1 7,
Encryption
Current Key FRDOI, BUEEIRZ LTV S X — D7,
Type X2 VT4 A7,
Key size F— YA X, HIIRDO LB TT,
40 B B
104y I
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B Additional References

WLAN %205 s DBE |

INTA—4 FEA

Key Index I~4 DA VT w7 A,
% WLANIZ 1 DDO—ER WEP ¥ — A 7 v 7 A& @A T&EL 2 LIcERL TS
728V, WEP F— A T w7 AT 400020, 889 WEP L 1 Y 2 551k
IZiE 4 5D WLAN L2 ETE £/ A,

Encryption Key A % —,

Key Format ASCII 7213 16 DK 5X — XA BN L £,

Allow Shared Key HENAX—TNVERITT 4 =T NVICRETE DRGEF—,

Authentication

ATv7T4 [Applyl 27V w7 LET,

HErEY D

LAY 28X VT 1 ORI,
LAY 28X =Y T ORIHRELM,
LAY 2% VT 1 ORIEREM,
LAY 28X T o ORiFEEME,

Additional References

Related Documents

(65 ~<—3)
(65 ~—)
(65 ~—)
(65 ~X—)

Related Topic

Document Title

WLAN command reference

WLAN Command Reference, Cisco I0S XE Release
3SE (Catalyst 3650 A A > F)

Security configuration guide

Security Configuration Guide (Catalyst 3650
Switches)
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| WANtxayFs0EE

MIBs

WIAN LA ¥2+%2 )T cB85 28aeiEn |

MIBs Link

KUY —=ZATHAR— 25T TH MIB

To locate and download MIBs for selected platforms,
Cisco IOS releases, and feature sets, use Cisco MIB
Locator found at the following URL:

http://www.cisco.com/go/mibs

Technical Assistance

Description

Link

The Cisco Support website provides extensive online
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter,
and Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.

http://www.cisco.com/support

WLAN LA/ ¥V 2+tXal) T4 I3 HH#EREIHHR

ROFIZ, ZOFV2—/L Tl LIcBREZ U A L, BFEDOREFHR~D Y 7 2R LET,

| oL-29901-01-J

HeEH ==

M EETR R

WLAN Ot X = U 5 ¢ HfE

Cisco 10S XE 3.3SE

COREDNHEASHE LT,
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WLAN %205 s DBEE |
B WAN LAY 2452y F (2T BHEEER
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%6%

WIANC DY SA T Do FOETE

* HERETEHROMER, 79 ~NX—
(BT AR EE, 79 -V

IZOWNT, 80 ~—

* WLAN ZED V7 A7 b By FORK

mr A

* WLAN 2L D7 AT 2 b BT FOR
* WLAN 2L D7 IAT 2 b WUy baERETDHIE 81 <=
* I TAT L hOEROER (CLD) , 83 ~RX—V

* Additional References for Client Connections, 84 ~X—37

* WLAN Z&: D7 747 > MERUI BT DHEREN H, 85 ~—

ﬁ‘l"b,‘i =7

*g?. AE |ﬁ *&O)EE At
THEAOY T R =T VU —ATHE, ZOEVa— ATl SN TRCOBER AR — S
TWD EIIRY £HA, EHOBEEREEEFHIIOWTL, ZHEHOT Iy hT7r—2nt Y
ThoxT7 VU =RHE LY =R = FEZRLTCESY, ZO0FY2—/Mifiis
TV LOEREDFEIA IR L, SRS A — RSN TWD U Y —2D Y R N iERT 25813,
ZOv=a T VOREIZH DEERBOREZR LTI LS,
Ty N7 —ADOY R I BIORAY T b =2T A A—VOYR— MIET DR E MR
9 %1Z1%. Cisco Feature Navigator i L %9, Cisco Feature Navigator {Z(Z, http://www.cisco.com/
go/ch PBT7 7 AL ET, Ciscocom DT AT MILEHY EFHA,

WLAN CEDISA 72 b hor FOREICET SHIH
E B

* WLAN 235t 7 7 A 7 > b OBRKREOHIRICEL TWEHh, APERBIUH LW 94T
VI WLANIZBIML LS ELTWBEE, 72947 MIBEFO I Z4 7 MG &
N5H5ETWLAN I T £ A,

WLAN >4 F¥aLb—3 3> H4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X o v F)
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WIAN CEDo 547V h hoy boEE |
B WANCEDI5172FH90 FOBEIZONT

a—3IV T IIAT U MIFLWT IAT U NERRENE T, T4 T NOERED
BRBIRBICEIE L TWD WLANIZS LTH LW SA4 7 > M, BEfEO 7 47 > R3]
Mran-t oA ERTEET,

A

GE) PR—=FEINTWNDY T4 T > MEOFEHIZOWTIE, switch® BT —% 2 — N 2B L T
<TZEW,

BMELEYY
WLAN 2t D7 547 v b hoy hOgkE (CLI) , (81 3—)
WLAN ZE D&% AP OV A4 72 MgogkE (CLD , (82 ~—)
WLAN H7-0 O AP AR T D7 T4 7 v MaogkE (CLD , (83 ~<—)
WLAN D7 A4 7> b By FOEREIZONT, (80 <—)

WLAN C&EDISAT7U M 2 FOFEEIZCDOLNT

WLAN (B CZ 527 74 7 FOEITHIBR % 7 Ef%iﬂ X, switchiZ#E i CTX 57 T
ATV FOBITHIRR S DT VA TELELET, =& 21X, switch?d WLAN D&k 256 il D
JTAT Y MIRIGETE, ZNHD7 FAT v bE¥Ea—T (WEEB) BIOF A b 2—FH
f;t@ﬁgméiﬂ/\ IZOWTEZET, FED WLANICT 7 v A[ERTF AN 74T > b0
WCHIRZ R ECTEXET, WLAN ZEICRETE D27 7472 FoBE, FHL TS 7Z v b
T —AMTE o THEL Y £,

BEErNEYD
WLAN Z& D7 AT~ A7y hOFE (CLD , (81 ~<—)
WLAN & D% AP DY A4 7 2 MaoZE (CLID) , (82 4—)

WLAN H7-0 D AP MR T L DV T4 7 MO E (CLD , (83 <—)
WLAN Z&E D27 4T s 7y NOFTICHT HHEEEHEE, (79 2—)
T4 T v NOREGEOEAL (CLD , (83 ~<X—)
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| waNCens5170FhoY rEE

WIAN e s 547 ko reaeEsssa%: IR

WIAN CEDISATUo DOV VEHRET HAE

WLAN CEDI 54T Aoy

cDERTE (CLI)

FlEDHE
1. configure terminal
2. wlan profile-name
3. client association limit /imit
4. end
FIEDEFH
AU REREETIV 3 Y B
& A configure terminal Ja—\)ar7 4 Xal—aryE— REGBLET,
{51 -
Switch# configure terminal
ATw T2 wlan profile-name WLAN =V 7 4 X ab—ya v B 7E— RE2BBLET,
profile-name (33X E STV 5 WLAN O 07 7 A L4 T
{1 - 7,
Switch# wlan test4
ATFvT3 client association limit /imit WIANZ DI IGA T T Vv m— 9 O REZHE
ELET, #PFHIZ0~2000 T, 774V MEIZO TY
il (HIBRZ L)
Switch (config-wlan) # client
association limit 2000
ATvTa end FiHE EXEC E— RICRE VY £7, F7o, CuHZ F—%#L
Th, Zu— a7 4 Xalb—y g F—REKRTT
{51 TFET

Switch (wlan-config)# end

| 0L-29901-01-J

EELEY D

WLAN D27 AT s 72 FOFTEICHONT, (80 <—3)
WLAN Z D27 54T s 7y NOFRTICHT HHEFHEE, (79 2—2)
7747 v NOEROES (CLD , (83 X—)
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WLAN ZEDYSA 7Yk Aoy hoBE |
B WANCLO&RAPDISATY REOBEE (CL)

WLAN CEDEAP DY 547 2 FEIDEEE (CLD

DII

FIEOME
1. configure terminal
2. wlan profile-name
3. client association limit ap ap-limit
4. end
FlED
ARV EFEREFT7TIVa Y B#Y
2Tv 1 configure terminal Jauo—N)ary7 4 Fal—ary ET— RERBLE
o
{1
Switch# configure terminal
ATw T2 wlan profile-name WLAN 2> 7 4 X alb—vary B 7E— REBLE
7, profile-name IIFXE I TWD WLAN D7 7 7 A
51 VAT,
Switch# wlan test4
ATvT3 client association limit ap ap-/imit WLAN T D AP BTV ORI FA T "EEREL
£9, HEPHIX 1 ~ 400 TH,
i
Switch (config-wlan)# client
association limit ap 250
ATvT4 end FHEEXECE— FNIZRY £7, F/o. CrHZF—% 4L
Th, Ze— a7 4 FXalb—rarE—RREKT
1 - TEET,
Switch (wlan-config)# end

EErEY Y
WLAN ZE D7 ATk oy hOBREIZONT, (80 ~2—)
WLAN & D27 47 b U FOREICET HHIFIFE, (79 ~—)
747 v hOBROER (CLD , (83 X—)
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| waNCens5170FhoY rEE
WLAN $7-Y D AP & EDY 54 7 MIDEE (CLD) [ |

WLAN H7-UDAPEBR LDV 54T 2 FDERE (CLD

FIEDBE
1. configure terminal
2. wlan profile-name
3. client association limit radio max-client-connections
4. end
FlED
av Y RFERETOVa Y B#
2Tv 1 configure terminal Juau—N)ary7 4 FX¥al—ary ET— REHBLE
7
1 -
Switch# configure terminal
ATvT2 wlan profile-name WLAN 2> 7 4 X alb—vary 77— K&k LE
9, profile-name | FFXE I TW5H WLAN D71 7 7 A
Bl - VAT,
Switch# wlan test4
ATv73 client association limit radio WLAN 720 D AP MR T L D7 T4 7 v MR OR K
max-client-connections HABZELET, a. b, BLO g MG = OREPHIL 0~
200 T,
i -
Switch (config-wlan)# client
association limit radio 180
ATvT4 end FMEEXEC E— NIZRY £7, F/o, CurHZ F—Z#L
Th, Zu— b ar74X¥alb—varET—Rei&T
i - TE X7,
Switch (config-wlan)# end

EErEY Y
WLAN ZE D7 ATk H oy hOBREIZONT, (80 ~2—)
WLAN D27 A4 7> h Bhoy FOREICET HHFFE, (79 2—)
74T v hOEROER (CLD , (83 <—)

i

&

25472 bOEHGOER (CLD

WD A~ Ridswitch? 74 7 MR OBAUMEH T £7,

WLAN >4 F¥aLb—3 3> H4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X o v F)
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WIAN CEDo 547V h hoy boEE |
. Additional References for Client Connections

avo kR SRER

show wlan name wlan-name WLAN a7 4 #F R LET, wICHlERLET,
Maé Aséociated Clients per WLAN :0
Max Associated Clients per AP per WLAN :0

Max Associated Clients per AP Radio per WLAN :0

show wlan id wlan-id WLAN 7 87 4 #F - LET, WwichHlznRr L E1,
Ma% Aséociated Clients per WLAN :0
Max Associated Clients per AP per WLAN :0

Max Associated Clients per AP Radio per WLAN :0

BMELEYY
WLAN Z& D7 AT b A7y hoi%E (CLD , (81 ~<—)
WLAN ZE D% AP D7 A4 72 MMgoskE (CLD , (82 ~—)
WLAN &720 O AP R T L DV Z 47 v MEORRGE (CLD , (83 <—)
WLAN D7 A4 7> b By hOEREIZOWNT, (80 <—)

Additional References for Client Connections

Related Documents

Related Topic Document Title

WLAN Command References WLAN Command Reference, Cisco 10S XE Release
3SE (Catalyst 3650 A A > F)

MIBs
MIB MIBs Link
All MIBs for this release. To locate and download MIBs for selected platforms,

Cisco IOS releases, and feature sets, use Cisco MIB
Locator found at the following URL:

http://www.cisco.com/go/mibs
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Technical Assistance

WIAN Ct D5 547> remicET s ]

Description

Link

The Cisco Support website provides extensive online
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter,
and Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.

http://www.cisco.com/support

WLAN St DY SA 72 MESRIZEE T 2 HEEEER

| oL-29901-01-J

KOEIT, ZDOFY 2— L THI LI Khe

UA KL, FFEOEEBFR~DY 7 R LET,

HeE

Iy

1)) —x

HAETEHR

WLAN, AP, APZ#EHR =& o~ | Cisco IOS XE 3.3SE

AT v NERE

ZOMRENEASHLE L,
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WLAN ZEDYSA 7Yk Aoy hoBE |
B WANCEns 517 MESICET B iEEER
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802.11w D LTFE

* HERETESROMERE, 87 ~—¥

* 802.11w DHEIHRSAME, 87 ~—v

* 802.11w DHFIFIH, 88 ~X—

* 802.11w IZBAT D15, 88 ~—

* 802.11w DFRE S L, 89 ~—

* 802.11lw ®F 4 &—7 /L (CLI) , 91 ~X—¥
* 802.11w DB (CLD) , 93 ~—¥

* Additional References for 802.11w, 94 ~X—

* 802.11w OEREIZEIT A 1EH, 95 X—

AR DR

THEMOY 7 b7 V) —ATE, ZOEFVa2— L THHSND TS TORREN YA — b Sh
TS EIIRY £ A, BEHOKRERREFEEFHIZOWTUL, ZHEHOT 7y hT7r—20& Y
Zh=7 V) —=RZRIE LY V=R /= F a2 L TS, ZOFY 2 —/LICR#HS
ATV OBEREDFEIZ R L, BHEDRTAR— RS TWna YV —2D T R M &ERT H561%
ZOv=a T VOREIZH DEERBOREZR LTI LS,

7T b T A= LDOFR—=FBLIO A2V T MY 2T A A=V OHR— M DR EHRFE
9 %1Z1%. Cisco Feature Navigator i L %9, Cisco Feature Navigator {Z(Z, http://www.cisco.com/
go/ct BT 7 AL E T, Ciscocom DT AT MIMLEHY EFHA,

802.11w D EIRE 4

AT a B LOWED 802.11w HEREA R ET HIZ1E. WPA B L ONAKM 23X T DN
HYFET,
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8211w OFE |
B enwosnEE

A

GE) Robust Secure Network (RNS) IE IZ AES IE 51 k& & HioA x—T T 54
ERH Y F9,

s WZHE LT 802.11w AR ET AIT1E. WPA AKM (212 T PMF AKM A% LE1,

BENE YD
802.11w M%7 E (CLI) , (89 ~=—)
802.11w OF 4 & —7 /L (CLI) , (91 <—%)
802.11w |[ZBAT 5 1FH, (88 X—2)

802.11w D FI|HIEIE

*802.11w IXA4—7"> WLAN., WEP 55 WLAN. = 721% TKIP B5fk WLAN (23 &4 T
WEH A,

* 802.11w iR E &N 7= WLAN TiL. WPA2-PSK F721% WPA2-802.1x ¥ =V T  #iRET
HUENRH Y F9,

BMELEYY
802.11w D% E (CLI) , (89 ~=—)
802.11w D7 4 & —7/L (CLI) , (91 2—%)
802.11w (ZB3 9 51 #H, (88 X—)

802.11w B9 5 1HHR

Wi-FilZ, EHOTFNA REFIIRERT AL ZONTNTH-TEH, HHWABT /A A TESE
IZFBIBAIRER 7 v — R v A b AT 4 7 TF, BRliEffbR, 7Y o —a /7 4 AT
VZ—vay, E—arBlO T e -7 EollE/ER T L—Ai%, BRI IS4 T Mk o
T.APHEBRIRL, Xv NT—27 H—b 2Ot v a v EETAEOICERSNLET,

BRI LSV 2 B LR T — % T 7 4 v 7 LIIRRD . TRH DT L— AR,
TRTCDITAT Y MCEoTREND Z L BMETHY | LIei o TAH—T > £ 3IERE 5
R TEESNET, ZADLDOT L— LR LTE EEAN, BRNOMRA T 1 T 2R
THEDICHEZIET 2 2 ERMEIZRY £, eI, WBHFITZ 747 & AP O
Dy arEYIT 5010, APHOLEH T L —LERXT—T 0 7T HAREMERH O £,
802.11w 7' h =Lk, BT L—AR#E (PMF) V—bE R Lo TR#ES T —HOR )72
B —AZOREAINET, INBIKIE, TAAT Vv —vay, Babfifbk, e XA R7T
gay 7L —ANEERET,
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| so2nwomE

sziwonBEsE I}

L7RoT, BNRARNTI72arThh, RESNTVELOLERARINDER T L— NTKD

LB TT,
* AR T NEE
* QoS
* 71y 2 ACK
*SA7 = —
LSy AR

802.11w MNIEAR A 7 ¢ 7 CHRITEND &, RO Z ENfTbLET,

CFAAT VT — gy T L—AEER

TR 7 L— A2kt LT,

(MICTH#RESZZEZDH Z

EIZED) AP OB EREIC LD 7 T4 T > MEENBIMESNET, ZUZL > T, DoS K

BTOATS—I Rl ENE T,

T VYT —a  OEIRHEE SA V2 —DOFIENSHERENA X2 T T —
vay SA) TATHUAMEEAI XL BBINTHZEICES2T, A VT TANT I Ty
DORFENBINE L, AT =T 4 V7 EINTEBRICE DT TITERBE DT 74 7 > h O

WPk S ET,

EENEY D

802.11w D&% E (CLI) ,

802.11w DHTHESAE:,
802.11w DK HIH,

802.11w DX TE A%

802.11w M EXE (CLI)

XL BHIIZ

WPA BLOAKM #RETHXLENH Y £,

| oL-29901-01-J

(89 ~X—)
802.11w M7 4 —7/L (CLI) , (91 2—)
(87 ~—)
(88 =)

802.11w DL (CLI) , (93 ~<—73)

WLAN 3> T 4 Fal—2 32 54 K. Ciscol0S XE Release 3SE (Catalyst3650 21 vF) i



B s2nwosme cw

s211w OFE |

FIEDHEE
1. configure terminal
2. wlan profile-name
3. shutdown
4. security pmf {association-check association-comeback-time-in-seconds | mandatory | optional | saquery
saquery-time-in-milliseconds}
5. no shutdown
6. end
FIEDFEH
ATV rFEREETIVa Y =[]
2Ty 1 configure terminal Ja—) a7 4 X¥al— gy E— NEBBLET,
i
Switch# configure terminal
ATvT2 wlan profile-name WLAN 2> 7 4 Falb—var 72— RE2MBLET,
profile-name 13X E S TWD WLAN O 7' 7 7 A V4 TT,
{51
Switch# wlan test4
ATv7T3 shutdown PMF Z 3 ET DA WLAN 23 v v hE T LET,
{51
Switch shutdown
ATFvT4 security pmf {association-check WA a0k ) PMF RXTA—ZERTELET,

association-comeback-time-in-seconds |
mandatory | optional | saquery
saquery-time-in-milliseconds}

{1 -

Switch(config-wlan) # security pmf
saquery-retry-time 200

* association-comeback : 802. 11w D7 YV = —3 3 DEIF
WM Z2®RELET,

HEIZ. 1 ~20FTF,

* mandatory : 7 7 A 7 > k7Y WLAN @ 802.11w PMF {#G#
hrdvor— 5 EEERLET,

* optional : WLAN  802.11w PMF {#i#Z A% L £,

* saquery : SA D7 = U —S& TRRE S D RHIFIRE (X
FPHANL) T, switch? IGE 22 ITE D oo 7256, H
DSQ /=Y —NTENET,
#iPHIX 100 ~ 500 2 U BT,
EIRETHLERH Y 7,

EIZ1X 100 3 U B ofEk

Jll WIANZI > D4 ¥al—2 32 54 K. CiscolOS XE Release 3SE (Catalyst 3650 X 1 v F)
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| s2nwomz
8021w D F 4 £— T L (CLD) [ |

= IV N 3 il Sy = B

ATvTH no shutdown EBENEZ KT 572512, WLAN — " FHEEh L £7,
fAi
Switch no shutdown

ATvT6 end FEEXECE— FIZEV £¥, /o, CoHZF—%M L TH,

Jra—)ary7 4 X¥al—yary EB— RERTTxET,

fAi
Switch (config-wlan)# end

BMELEYY
802.11w |[ZBAF 51, (88 X—2)
802.11w DHTRESMF, (87 =—2)
802.11w DHIKIFIE, (88 2—)
802.11w DB (CLID) , (93 ~4—)

802.11w M7 « z— )L (CLI)

FIEDHEE

configure terminal
wlan profile-name

shutdown

bl o

no security pmf [association-comeback association-check-comback-interval-seconds | mandatory |
optional | saquery saquery-time-interval-milliseconds]

no shutdown

o o

. end

F IR D 48

ARV NFERERTIVa Y B#Y
2Tv 1 configure terminal Jau—N)Lar7 4 Xal—ay ET— REHEBLES,

11 -

Switch# configure terminal

WLAN >4 F¥aLb—3 3> H4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X o v F)
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802.11w DR FE

B 2woF =z—Ju (cw)
ARV NFERERETIVa Yy =LY
ATvT2 wlan profile-name WLAN 2> 7 4 Fab—vary 77— REHBLET,
profile-name |37%E SAVTWD WLAN D7 1 7 7 A V4 T9,
il -
Switch# wlan test4
ATw 73  |shutdown PMF Z &% ET DA WLAN 24 v v hH T LET,
i -
Switch shutdown
2T T4 no security pmf [association-comeback |WLAN ® PMF #5 4t —7 M LET, KOBMHEZHEHT
association-check-comback-interval-seconds | x % -4~
| mandatory | optional | saquery
saquery-time-interval-milliseconds) * association-comeback : 802.11w 7 Y v =—3 3 D
WM AT« E—7 M LET,
fxi]ri:tch (config-wlan) # no security pmf * mandatory : 7747k Z’i‘\WLAN 0) 802.11w PMF fx:#
EAIAVT— 52 LT 4 E—TMITLET,
* optional : WLAN o 802.11w PMF {#i#% 5 ¥ — 7 /LI
LET,
*saquery : 7 Y VT —3 g VEFRITT AR, TCICT
Vo —hESNTWDLT TA T bDT Y v — g
VIRETRE SN ARG, 7Y v m— g O
W, ZoRMBBECEY . 72747 RREERED 2
TAT R THY, RERIZ TAT 2 FTIHRWNE D
DPHERINET, 77472 MR ZORMMNIZEE L
BRWGERIX, 774 TV~ T YT — 3 U switch)»
SHIBRSNE T,
HPHIE 100 ~ 500 T UBTY, fEIZIZ 100 T U RO
ZIRETHLENDHY £,
27975 noshutdown PN A T 5 721, WLAN — 3 il L&,
il -
Switch no shutdown
ATv7S6 |end FirHE EXEC £— RIZRD £9, F/o, CrHZ F—%HL T
H, Sr—rbar7 4 Xal—varyE—RERTTEE
1 4,

Switch (config-wlan)# end

Jll WIANZI > D4 ¥al—2 32 54 K. CiscolOS XE Release 3SE (Catalyst 3650 X 1 v F)

BENEYY
802.11w (283 5 5,

(88 X—2)
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| s2nwomz
802.11w DER (CLI) B

802.11w DHIHESRME, (87 ~X—)
802.11w DOHIFIHEIH, (88 X—)
802.11w DEEAL (CLI) , (93 ~<—)

802.11w M EStH (CLI)

802.11w DEMIZMEHATXHra~vr NiZko B Y T,

avw UKk Bl

show wlan name wlan-profile-name WLAN @O WLAN /8T XA — X Z#FRx LFET,
PMF /NT A —HZNFRENET, WICHIZR
LET,

Auth Key Management
802.1x
Disabled
PSK
Enabled
CCKM
Disabled
FT dotlx
Disabled
FT PSK
Disabled
PMF dotlx
Disabled
PMF PSK
Enabled
FT Support
Disabled
FT Reassociation Timeout
20
FT Over-The-DS mode
Disabled
PMF Support
Required
PMF Association Comeback Timeout
9
PMF SA Query Time
200

EErEY Y
802.11w D% E (CLD , (89 ~—7)
802.11w OF 4 —7/L (CLD) , (91 =—3)
802.11w |[ZBAT 5 1FH, (88 X—2)

WLANO > T sF¥a2L—3 3> 4 K., CiscolOS XE Release 3SE (Catalyst 3650 X {1 v F)
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Additional References for 802.11w

Related Documents

Related Topic Document Title
WLAN Command Reference WLAN Command Reference, Cisco I0S XE Release
3SE (Catalyst 3650 A A > F)

WLAN Security Configuring WLAN Security chapter in this book.
Standards and RFCs

Standard/RFC Title

802.11w IEEE 802.11w Protected Management Frames
MIBs

MIB MIBs Link

All supported MIBs for this release. To locate and download MIBs for selected platforms,

Cisco IOS releases, and feature sets, use Cisco MIB
Locator found at the following URL:

http://www.cisco.com/go/mibs

Technical Assistance

Description Link

The Cisco Support website provides extensive online | http://www.cisco.com/support
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter,
and Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.

WLANO > T4 F¥a2L—32 3> 4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X - v F)
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| s2nwomz
soz1w oigeelcET a1E®R |

802.11w D EEIZRH I 5 1H R

ORI, ZOFY2a— )L TmALHIEZY A ML, BHEOREFTHR~DY 7 2R LFET,
BEEE Jy—= BEBETEER
802.11w Cisco IOS XE 3.3SE ZOMENEAINE LT,

Iy

WLAN >4 F¥aLb—3 3> H4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X o v F)
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%8%

Wi-FiDirect 7 514 7> b R O—DERTE

* BERETESROMRE, 97 ~X—¥

* Wi-FiDirect 7 74 7> b R Y > —DiliR, 97 ~*—

* Wi-FiDirect 7 74 7> F R Y 2 —IZOW\TC, 98 ~X—

* Wi-FiDirect 7 74 7> b R Y L —DFREHE, 98 ~—
* Additional References for Wi-Fi Direct Client Policy, 101 ~<X—3

* Wi-FiDirect 7 74 7 > k RY > —ICBT HHERETE R, 102 ~<—

HEETRH DR

THEAOY 7 vy =T VY —ATIE, ZOEVa— L TR INDTXTOBENIF—FSh
TS LFRY FHA, RAOKERREERFHICIOWTIE, THEHOTZ v h7r—0L Y
Zh=7 V) —=RZRIE L2 V=R /= F a2 L TS, ZOFY 2 —/LITR#S
ATV OBEREDFEIZ B L, BRI AR— RS TnH Y V=20 R M &ERT H561%
IO==a 7 VOREIZH DEEFHROREZR LTI ZE,
TITY b7 A= LOYR— P BIUVARY T MU =T A A= OFHR— M L ERE R
9 %I1Z1%. Cisco Feature Navigator i L %9, Cisco Feature Navigator {Z(3, http://www.cisco.com/
go/ch PBT7 7 A LET, Ciscocom DT AT MIMLEHY EFHA,

Wi-Fi Direct 7 54 7 > k R —DHIR

Wi-FiDirect 7 7 A 7> h RY T —F, 2—H/LE—FRD AP B EZFEN5H WLAN O] T
\iﬁqo

WLAN >4 F¥aLb—3 3> H4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X o v F)
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Wi-FiDirect 7 54 7> b K L—DBE |
B wiFiDirect 517>k RYS—2D0T

- - - — s o ~ —
Wi-FiDirect 7 54 7> R o —[ZDULVT

Wi-Fi Direct % itx DT 23 A A VLBGR A LB 23 rlRE T, EIRI, R, T — 2/ lor 27 %
WA FETTE £9 Wi-Fi Direct 731 AL, O T Y —E7 (P2P) 7 /34 AB LA
75 A NT 7 F v EH LAN (WLAN) ([Z[EIRFCT Vo= — R LTWAEAERH Y £9, switchz
A LT, Wi-FiDirect 7 74 7> s /R > —% WLAN EHN\. CHRETE 1, O, Wi-Fi 7
NRARAELA LV TFAINTFTIF ¥ WLANOT Vo —3 5 o RHFR[E 72132804+ 59, WLAN I
5f L CWi-FiDirect 7 7 A 7> F IR o —% T R_RCEHITHZ LN TE FET,
EErEYY

Wi-FiDirect 7 A4 7 > k RY > —DFFE (CLD , (98 =—3)

Wi-FiDirect 7 74 7>k AR U > —DF 4 &—7/L (CLD) , (100 ~<—3)

Wi-FiDirect 7 A4 7 > ~ AR Y > —DRAL (CLD , (100 ~<—3°)

Wi-Fi Direct 7 514 7 > k R O—DETEHIE

Wi-Fi Direct 7 514 7 > b K —DEETE (CLD

FIEDHEE
1. configure terminal
2. wlan profile-name
3. wifidirect policy {permit | deny }
4. end
F g 48
AU RFEREETIVa Y | BHW
ZFwF1 | configure terminal sua—s ) ary7 4 Xalb—vary ®—FERBLET,
i -
Switch# configure terminal
AT w72 |wlan profile-name WLAN 2> 7 4 Xab— gy 78— RFEBBLET, profile-name 13
BESN TS WLAN D717 7 A L4 TT,
i -
Switch# wlan test4

WLANO > T4 F¥a2L—32 3> 4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X - v F)
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|  WiFiDirect ¥ 54 7> b KUY S—0FE

Wi-FiDirect 7 51 7> k K1) S —D#E (CLD) [ |

ARV RFEEETOYaY

S

ATFv T3 wifidirect policy {permit |
deny }

1 -

Switch (config-wlan) #
wifidirect policy permit

WDONTF 2% A LT WLAN @ Wi-FiDirect 7 5 A4 7> b R > —%#%
ELET

* permit : Wi-FiDirect 7 7 A4 7 & WLAN DT VI =— 3 %A
AX—T WM LET,

*deny : Wi-Fi 7 74 7> b WY =N HEL] [CRESNTVWAES
X, T3 AREBEICHE SV Tswitch?Y Wi-Fi Direct 7 /3 A A Z#Fr] £ 72
IFHES LE T, Wi-FiDirect 7 /31 AL, switch~D7 Y v x—3 3
FRTINOOMERICLA—FLET, TR, ZOF A RD
Wi-Fi BEEIC SN TIThE T, ROEEZITVET,

* [FIRFERAE
* FHE BEft

G¥) =< K nowifidirect policy |3, 7 7 4 7> | ® Wi-FiDirect
AT —H AR LET, IDIC, T7EBRA KAV M
E—arBIOTe—T7%7 RN A X LERA, FEBEIZ
X, 2Oz~ KO no FEATIL, WLAN @ Wi-Fi Direct £
RRILT 4 E—T7 T £97,

Wi-Fi 7 /34 A DS EIRFRVE £ 72 1T A B, D WITE DO &2 AR —
FEASEEIE. 2 TA T FOBEMIT I3RS SNES, 7 T4 T
NI T8 A EIRHRE &M At 2 AR — b LR WA Bt
THZENTEET,

ATv74 |end

1 -

Switch (config-wlan)# end

FFHEEXECE— RICRV £, £/, CrbZ ¥ —&#LTH, /m— b
a7 4 Xal—v gy E—RERTTEET,

EENEY D

Wi-FiDirect 7 7 A4 7> b R U 2 —IZ2W\ T, (98 X—7)
Wi-Fi Direct 7 A4 7+ kR > —0DEERL (CLD , (100 ~<—73)

| oL-29901-01-J
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B WifiDirect 5517 FRUS—DF 42— T )L (CLD)

Wi-FiDirect 7 5S4 7> k KUY L—0BE |

Wi-FiDirect 7 547> kR S—DT 14— )L (CLD

FIEDBE
1. configure terminal
2. wlan profile-name
3. no wifidirect policy
4. end
FlED
av Y RFERETOVa Y B#)
& A configure terminal Jao—N)arZ 4 Xal—arET— RERELET,
I -
Switch# configure terminal
ATvT2 wlan profile-name WLAN 22> 7 4 X ab—a vy 75— RElBLET,
profile-name |3F%XE STV 5 WLAN D71 7 7 A L4 T
i - 3,
Switch# wlan test4
ATvT3 no wifidirect policy 27547~ h® Wi-Fi Direct 27— & A& L, ZHIZ
X > TWi-FiDirect 7 74 7> DT Vv T—3 9 L &EFFA]
1 - LET
Switch (config)# no wifidirect
policy
ATv74 end FHEEXECE— NIZRED £9, 7o, CrHZF—% ML T
b, Fa— )L ar 7 4 Xal—i g E— RERTTE
i - e

Switch (config-wlan)# end

EErEYY

Wi-FiDirect 7 74 7>k R Y 2 —Z2OWT, (98 ~X—)
Wi-FiDirect 7 74 7> b AR U > —0OEA (CLID , (100 X—2)

Wi-Fi Direct 7 54 7> b K1) —DER (CLD

WD < KN Wi-FiDirect 7 7 A4 7> b RY o —ZERT -0 TE £,

Jll WIANZI > D4 ¥al—2 32 54 K. CiscolOS XE Release 3SE (Catalyst 3650 X 1 v F)
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|  WiFiDirect ¥ 54 7> b KUY S—0FE
Additional References for Wi-Fi Direct Client Policy .

avw Uk SR BA

show wireless client wifidirect stats | Bif 1} 511722 54 7> FO#@¥k L . Wi-FiDirect 7 7
AT R R —FHHNILEGEIHESINTET Vv
T—v g VEROENERSINET,

show wlan summary WLAN T Wi-Fi Direct DINAEZ Fom L E 77,

show wireless cli mac-address JIAT v NOFEMERAFRLET,
mac-address

EErEY Y
Wi-FiDirect 7 7 A 7> b WY > —D%E (CLD) , (98 <2—)
Wi-FiDirect 7 74 7> b RV > —DF & —7/L (CLD , (100 2—2)
Wi-Fi Direct 7 7 A 7> k IR Y =22V T, (98 X—7)

Additional References for Wi-Fi Direct Client Policy

Related Documents

Related Topic Document Title

WLAN Command reference WLAN Command Reference, Cisco I0S XE Release
3SE (Catalyst 3650 A A = F)

MiBs
MIB MiIBs Link
All Supported MIBs for this release. To locate and download MIBs for selected platforms,

Cisco IOS releases, and feature sets, use Cisco MIB
Locator found at the following URL:

http://www.cisco.com/go/mibs

WLAN >4 F¥aLb—3 3> H4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X o v F)
| 0L-29901-01-J


http://www.cisco.com/go/mibs

B WiFiDirect 2 S 7> b AR S—ISET BHEEER

Technical Assistance

Wi-FiDirect 7 5S4 7> k KUY L—0BE |

Description Link

The Cisco Support website provides extensive online | http://www.c
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter,
and Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.

isco.com/support

Wi-Fi Direct 7 54 7 > k K1) —[ZFF

9 DIREEIEER

HERER )1)—2 HEREIEER
Wi-Fi Direct D¥%HE Cisco I0S XE 3.3SE ZOMENEAINE LT,

Jll WIANZI > D4 ¥al—2 32 54 K. CiscolOS XE Release 3SE (Catalyst 3650 X 1 v F)
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%9%

802.11r BSS D S &RFBITNDHRTE

© BERETHHROMERD, 103 ~—

* 802.11r FHBAT ORIFIFIE, 103 ~—

* 802.11r OEIEBITIZOWNT, 105 ~X—¥

* 802.11r FIEBATZRET D714, 108 R—

* Additional References for 802.11r Fast Transition, 116 ~X—°

* 802.11r FIEBATOMEEICT D W, 117 ~—

HEETRH DR

el

802.11r 5

| 0L-29901-01-J

CHEHOY 7 R 2T UY—ATIE, ZOFEY 22— L THBENETRTOMENYR— FEh
TWD EIERY FHA, BFOKERE®REFEFHIZOWTE, ZEHOT 7y v 7 4+—h& Y
TZbhoz7 VI —RZHHELTZV V=R ) — b EZRLTLLEI, ZOFY2—/VIZFEEHE
NTWDHHEREDFEZRR L, SHESTR—F SR Tnb YV —20 1 A N &#HET D581E
ZOY=a2 T VOREZIZH HEREIEROREZZHL T,

Ty N7 —ADOY R I BIORAY T b =2T A A—VOYR— MIET DR E MR
9 %I1Z1%. Cisco Feature Navigator i L %9, Cisco Feature Navigator {Z(3, http://www.cisco.com/
go/ch PBT7 7 A LET, Ciscocom DT AT MIMLEHY EFHA,

EIBITDHFISEIAE

*S8NRIr 7 IFAT M T Ivm—varii, ATy ®—RKOT 78R KRA L MTiE
PER—FINFEHEA,

82 1IlrEHE—I v FE, RF U RTaY BE— ROT 7R RA Y TR R—NEhE
A,

WLAN 3> T 4 Fal—2 32 54 K. Ciscol0S XE Release 3SE (Catalyst3650 21 vF) i
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802.11rBSS D& EBTORE |
B s EERTosHnEE

* 1o — B LEREE WLAN & 00383 FE WLAN S0 802 11r i e — I U I R— & T E
A,

*EAPLEAP SR — FSnFEFH A,

* TSpec 1% 802.11r mi vz — > 7/ ClIH AR — hSivEdA, L7n->T, RICIE OMF T
R— b ENEEA,

*WAN VU 7 BENH DA, mEn—I U 7L BELET, BFEERIET — X ORKEE
HRERT AMNEND @ F9, switchiX. Over-the-Air 3 X T Over-the-DS D i T &x 1 — I
735, 802.11r =T DOFEAEE R Z L L F 7,

s ZOMREIL., A —72 T WPA2 FRED WLAN TOHAHAR— F I E T,

* VL #H— 27 JA47T 2 ME, Robust Security Network Information Exchange (RSN IE) Dfi##T %
LT 20TV RO RTA ARG IENOBINAKM %8685k L7204, 802.11r 3
NI TWVWD WLAN IZT VY — h C&EH A, ZOHIROTD, 7747 ME
WLAN (27 Vv T—y g VEREZRECTE EHA, L, INHDO7 T4 72 M, 3
802.11r WLAN &7 V¥ m— hT& £9, 802.11r ks 74 7> ME, 802.11r & 802.11i
W7 DFAFF —EBEZ A — R AAZNCEN TS WLAN D 802.11i 7 FA T R LTT Y
vr—hTEET,

FEERIE, VL — T4 T b RITANEH LV 802.11r AKM TEIWET D XL D123 5D
M FRRT T TV FRTAEIETT, £99TAHIET, VHI—27 T 47 M, 802.11r
5tits WLAN & EFICT Vo — hTEE1,

b 1 ODERERIT. RUARTRERLEXF2 )T 4H/E FTBLUIEFT) @250 SSID
BEOZ LTI,

EHEBITO) Y —RER T hat, FIA T RO hari YR — s LTV
Wiz, iR —hrEnFERA, F2, VY —RERT v baiA a0 e hanT
R

DoS W & [Bl#Ed 5 72D, FswitchTld, B2 5 AP LIk K3 OO EEBIT/ N> K=o 7 )
"HECY,

EErEY Y
F—7" WLAN T® 802.11r il T O E (CLD , (108 ~—)
802.11r EHEBAITOT 4 £—7 /L (CLD , (114 ~<—3)
Dotlx 3 = U 7 ¢ %t WLAN T 802.11r BSS Es 70 #% & (CLD) , (110 X—2)
PSK &3 = U 7 ¢ xtjis WLAN T 802.11r @i TORE (CLD , (111 =—3)

802.11 EHBITOHRE (GUD) , (113 —)
802.11r D FEHMBATIZOWVT, (105 X—)

WLANO > T4 F¥a2L—32 3> 4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X - v F)
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| so211rBSS DEEBITOBE

so211r oEEBTIoLT [l

802.11r D 5 EFZITIZ DLV T

| oL-29901-01-J

e — I DO IEEEEH¥ETH 5 80211t 1X, 7 I9A TV "3 Z—7 v MAPIZn—I U775
BICTH, FHTLWAP EDRAIIDONY Ry = 7 RFETEIND, &ERIT FT) LI —3
YITDOHUWEENEASNTWET, WA Ry z2A 2712k ->T, 294 T F& AP N
Al Pairwise Transient Key (PTK) #HAZTXAH X512V EF, ZNOHDOPTK ¥—IiX, 774
TURPHLWE =4y NAP DT VT —3 g VESRELIISE O AE LB T, 294
T hEAPICHEASNET,

802.11r i, KD 2@V O —I U 2L F T,

o MR

* Over-the-DS (43 AT )
FT —MgiX, 7747 bMR% AP TOHEGER LT, APHOEHEBSS BT T 5 X 91T
BREFESINTCWET, WLANGREIZIE, FT (E#1T) EMEENS., B LOVGERIESF—EH (AKM)
EATNEENTOET,
D547 bOA— VT AEE

FT 71 ha v e L CBIED AP D2 —7 > M AP ICBEIT57 747 F Tk Avk—
PEIIRD 2 SDOTEONTAPEEH L TITbhvET,

CAERL VS AT ME. FTEHIET AL ITY R A%EF AT A IEEE 802.11 FRErAfFH L T, ¥ —
7w b AP EEEBEEZITVET,

*Over-the-DS : 7 5 A4 7> M, BIEEO AP/ LCH¥—F7 v AP LBELET, 72747
VhEX—F Y NAP LORBIOBEEIX. 7 IAT U NEBEDAPHOFT T 7 a v 7 L—
ATHEITENTHS, switchic Lo TEEEINE T,

WLAN 3> T 4 Fal—2 32 54 K. Ciscol0S XE Release 3SE (Catalyst3650 21 vF) i



802.11rBSS D& EBTORE |

Jl WIAND>J4Fa2L—>3> #A F. Ciscol0S XE Release 3SE (Catalyst3650 X 1 v F)

802.11r DEERBITIZ DT

ZOMIL, Overthe Air 7 7 A T bR —I VT HHRTETDH EEILETEIND A vB—TAHD

= AR LET,

X 2: Overthe Air) 5 A 7> rDA—I VI DHRERFIZA Vv E—ORTBEINFET

MOBILITY DOMAIN - M1

Controller - 1 Controller - 2

— Mobility update for C1 —» M’

:
1
i

[} [ ] ] 1 1 ]
AP1 1 APz
# 802.11 auth request w

Associated \‘x\

Client C1
—— BRoaming direction —

----- Actual communication path

HHiT14

0L-29901-01-J |



| so211rBSS DEEBITOBE

s21r oEEiTicovTt I}

ZOBIE, Overthe DS 7 9A T bR —I VT HRETHLEEICETEIND A v E— VD
=l AR LET,

3: Overthe DSV S A 7> bDO—IVIDREHICA Yy E—UNKFEIhET
MOBILITY DOMAIN - K

Controller - 1 Controller - 2

J‘% —— Maobility update for C1 —=

APz

Associated

Client C1
—— HRoaming direction —m

————— Client's logical FT communication

ek b ]

——————— Actual communication path

BENE YD
Z—7"> WLAN T® 802.11r 4T D% E (CLD , (108 ~—2)
802.11r EEHBATOT ®—7 /L (CLD , (114 2—)
Dotlx & = U 7 1 %fJis WLAN T 802.11r BSS @ BITOE (CLD , (110 2—)
PSK t 3 = U 7 ¢ %/ WLAN T 802.11r mEBITOXE (CLD , (111 <—)
802.11 mHBATORKE (GUD , (113 <—)
802.11r HHBAT ORI (CLD , (114 =—)
H

802.11r FEBAT DHIFIFIH, (103 X—)

| oL-29901-01-J
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B s2irEEBTERET ah%

802.11r S EBITEHHRTET A%

FIEDHEE

FIED

© o NS RN =

configure terminal

wlan profile-name

client vlan vian-id

no security wpa

no security wpa akm dotlx
no security wpa wpa2

no wpa wpa2 ciphers aes
security ft

no shutdown

10. end

802.11rBSS D& EBTORE |

Z— 7> WLAN TO 802.11r & EFITDEE (CLD

ARV KRNFEREETIVaY

B

ATy T

configure terminal

1 :

Switch# configure terminal

Jua—r\)vary7 4 F¥alb—var®— Naih
L\i‘jﬂo

ATy T2

wlan profile-name

51

Switch# wlan test4

WLAN 2> 7 4 X a2 b—ya v 75— Rk
LE7. profile-name 13i% & ST % WLAN O
a7y ANV TT,

ATvT3

client vlan vian-id

151 -

Switch (config-wlan)# client wvlan 0120

WLAN (27 5 A 7k VLAN Z BT i £9°,

ATvT4

no security wpa

151 -

Switch (config-wlan)# no security wpa

WPAt¥=2VUT 425 0 —T M LET,

ATy T5

no security wpa akm dotlx

i -
Switch (config-wlan) # no security wpa akm
dotlx

dotlx IZK L TAKM X 2 VT 4257 4 &—7 L
I LET,

Jll WIANZI > D4 ¥al—2 32 54 K. CiscolOS XE Release 3SE (Catalyst 3650 X 1 v F)
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| so211rBSS DEEBITOBE
A —7 > WLAN T 802.11r BEBTDRE (CL) [ |

ARV RFEEETIa Y E]:g]
ATvT6 no security wpa wpa2 WPA2 E ¥ =2 U T 4 Wiz LET,
B :
Switch(config-wlan)# no security wpa wpa2
ATv 71 no wpa wpaz2 ciphers aes AES ® WPA2 BBt 27 4 E—7 iz LET,
B -

Switch(config-wlan)# no security wpa wpa2
ciphers aes

ATvT8 security ft 802.11r AT/ NT A — X ZHELE T,
B :
Switch (config-wlan) # security ft
ZFvT9 no shutdown WLAN %451k LE7,
i -
Switch (config-wlan)# shutdown
ATv710 end KHEEXEC E— RIZRED £9. £72. CtrH+Z F—
FWLTH, Fo— b aryy 4 Fal—gv
i - E—-RFE&TTEET,

Switch (config-wlan)# end

BMELEYY
802.11r DEHBATICOWNT, (105 2—)
802.11r HHBATORML (CLD , (114 =—)
802.11r = HBATOHIFKIFIH, (103 ~—2)

WLANO > T sF¥a2L—3 3> 4 K., CiscolOS XE Release 3SE (Catalyst 3650 X {1 v F)
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80211rBSS OZEBTOBE |
B Dotix £ 1 F ¢ S WLAN T 802.11r BSS B TDHEE (CLD

Dotix Z& 2 ') 7 « *xtii> WLAN T 802.11r BSS 5:®FZITDEEE (CLD)

FIEOME
1. configure terminal
2. wlan profile-name
3. client vlan vian-name
4. local-auth /ocal-auth-profile-eap
5. security dotlx authentication-list default
6. security ft
1. security wpa akm ft dotlx
8. no shutdown
9. end
FlED
ARV KRFERETI VY B#Y
27y T configure terminal Jua—)L a7 4 FXalb—arET— RERGL
i j‘o
{5
Switch# configure terminal
ATv T2 wlan profile-name WLAN 2> 7 4 Falb—var 75— Rt L
£7, profile-name 135%E AT D WLAN O 7'
Bl 77 AN TT,
Switch# wlan test4
RTvF3 client vlan vian-name ZDOWLANIZZ 74 7 > h VLAN % BT £ 9,
fA
Switch(config-wlan)# client wvlan 0120
ATvT4 local-auth local-auth-profile-eap localauth EAP 71 7 7 A L& A 32— T LT LE T,
fA
Switch(config-wlan)# local-auth
ATy 75 security dotlx authentication-list default dotlx EXx =2 UTF s HHOEX =2V F (Y A & A
R—=TMILET, ZOREE, dotlxtF =2V T o
{5l WLAN (ZELTWET,
Switch (config-wlan)# security dotlx
authentication-list default
ATvT6 security ft Z @ WLAN T 802.11r Fi#E T2 A xR —7 /LT L E
TO
fA
Switch(config-wlan)# security ft

WLANO > T4 F¥a2L—32 3> 4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X - v F)
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PSK 25 2 1) 7 1 %75 WLAN T 802.11r ZE BT DRE (CLI) [ |

AT RFEEET7IIY

E[:b)

ATwvT1 security wpa akm ft dotlx WLAN CT802.1x X2 UTF 4 %A FX—T /I LF
ﬁ‘o
151
Switch (config-wlan) # security wpa akm
ft dotlx
ATvT8 no shutdown WLAN % A 2—7 /W2 LET,
11 -
Switch (config-wlan) # no shutdown
ATvT9 end B EXEC =— FICREY 9, F72. CtrHZ F—%
WLTYH, ZFa— b ar7 X2l —3 gy F—
{1 - KEKTTCEET,

Switch (config-wlan) # end

EErEYY
802.11r DEHBATICOWNT, (105 ~=2—2)
802.11r mHBAT ORI (CLD , (114 =—2)
802.11r EHBATORIKIFIH, (103 ~—2)

PSK 242 ') 7 « X/ WLAN T 802.11r SiXF1TDERE (CLD

FIRDOHE

| oL-29901-01-J

© e NS RN =

configure terminal

wlan profile-name

client vlan vian-name

no security wpa akm dotlx

security wpa akm ft psk

security ft
no shutdown

end

security wpa akm psk set-key {ascii {0 | 8} | hex {0 | 8}}

WLAN 3> T 4 Fal—2 32 54 K. Ciscol0S XE Release 3SE (Catalyst3650 21 vF) i



B PsKtayF ¢ %S WLAN TO) 80211r BEBTDRE (CLD

802.11rBSS D& EBTORE |

FIE
ARV RFERETI3Y BHY
2Ty 1 configure terminal Jua— ) ar7 4 Xal—varyEt— &M
BLUET,
i
Switch# configure terminal
2Ty T2 wlan profile-name WLAN 227 4 Fab—3 g B 7E— N&H
WL ET, profile-name X3¢ E XL TV 5 WLAN
11 - DT T 7 ANGTT,
Switch# wlan test4
2ATv T3 client vlan vian-name ZDWLANIZZ 7 A7 >~ b VLAN Z B i) %
T
i -
Switch(config-wlan)# client vlan 0120
ATvT4 no security wpa akm dotlx dotlx (ZHkT X2 U T A DAKMZET 4 E—7
M LET,
11 :
Switch (config-wlan)# no security wpa akm
dotlx
ZFvT5 security wpa akm ft psk FTPSK AR — F&siE LET,
i
Switch (config-wlan)# security wpa akm ft
psk
ATvT6 security wpa akm psk set-key {ascii {0 |8} | hex|PSK AKM Ot — %R E L F1,
{0]8}}
1
Switch (config-wlan) # security wpa akm psk
set-key ascii 0 test
ATvT1 security ft 802.11r EEBAT AR E L 7
i
Switch (config-wlan)# security ft
ATvT8 no shutdown WLAN % A X—7 /W LET,
il -
Switch (config-wlan)# no shutdown
ATv79 end FrHEEXECE— RICR D £9, F/2, CrHZ ¥ —
EFLTH, Zu—Lar 7 sF¥alb—va v
i - E-FERTTEET,

Switch (config-wlan)# end

Jll WIANZI > D4 ¥al—2 32 54 K. CiscolOS XE Release 3SE (Catalyst 3650 X 1 v F)
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80211 EEBTDHRE (GUI) B

EErREYSY
802.11r DEHEBITIZOWT, (105 2—)
802.11r HEEATOREM (CLD , (114 ~<—)

W
802.11r HIEBATOHIFIFIHE, (103 <—)

802.11 S EBITDERE (GUD)

AT w71 [Configuration] > [Wireless] > [WLANs] #7 U v 7 L £,
[WLANs] N—URFERESNET,

ATV T2 N=VOMRBHEEZHA LT, RETDH WLAN 2K L £7,

AT 973 WLAN ® [WLAN Profile] #7 V v 7 L £,
[WLAN] > [Edit] X— Y RFERINET,

RATY T8 [Security] # 7B L W[Layer2] ¥ 7% 27 Vw7 LET,

AT w75 BSS OEBHEBITE A F— TN T HTZOIT [Fast Transition] F= v 7 Ry 7 A4 N2 LET,
BSS ODEHBATET 4 B—7 /WIZT 5 729I|Z [Fast Transition] T = v 7 R v 7 A4 712 LET,

ATvT6 éz\ﬁ&vx%,&imBss@ﬁL%’aﬁ%%%w?‘ﬂ/ 245120, [OvertheDS] F = v 7Ry 7 A% 42 L%

T ZOREFT 74N FTAR—=T Ml >TVET,
(5I) [Over the DS] =4 7129 % &, Over the Air DEBEBITNE N/ F
ﬁ‘o

ATv 71T (L&) [Reassociation Timeout] 7F A h Ry 7 AZHT Vv T—a v OXA LT U ME (BHEAL) %
fRELET, HECELHPEIT1 ~100 T, 774V MEIX, 20 TT,

ATvT8 [Applyl 27V w7 LET,

EErEY Y
802.11r DEHBATICOWVT, (105 2—)
802.11r = HBATOM (CLD , (114 _—2)
802.11r =M BAT OHIFKIFIH, (103 ~—2)

WLAN >4 F¥aLb—3 3> H4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X o v F)
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802.11rBSS D& EBTORE |
B s EERToT«2— I (L)

802.11r 5 & {TDOT 14 E—TJL (CL)

FlEDHE
1. configure terminal
2. wlan profile-name
3. no security ft [over-the-ds | reassociation-timeout timeout-in-seconds|
4. end
FEDEEH
aAv U RFEEET7TI 3y B
2Tv 1 configure terminal ra—r\)ar 74 Xalb—arE— REBEBLET,
1
Switch# configure terminal
ATw T2 wlan profile-name WLAN=Z V7 4 X2 l— g 75— REBBLET,
profile-name |FFXE S TW5H WLAN D720 7 7 A L4/ T
1 - 1,
Switch# wlan test4
ATvTF3 no security ft [over-the-ds | WLAN O 802.11r @# (T4 7 4 E—7 M LET,
reassociation-timeout timeout-in-seconds]| . o N PN
GE) F—H =R LT 802.11r EkE T E T «
5 - =TT D &, EROEEBITNA X —T L
Switch (config-wlan)# no security ft L:iﬁ D jzVJ‘O
over-the-ds
ATvT4 end B EXEC E— FIZREV £7, £/, CoH+Z ¥ —4% L
Th, Z7a—bary7 4 Xalb—ary ET—REkT
1 - TXFET,
Switch (config) # end

EENEYD
802.11r D EHBITICHOWT, (105 =—3)
EHBITOEMR (CLD) , (114 ~<—)

802.11r f& i
802.11r FEMATOHIFKIFE, (103 ~—2)

802.11r S X 1TDOE R (CLD

802.11r DEHEBIT AT LDk D a~y FEFEHTE £,

WLANO > T4 F¥a2L—32 3> 4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X - v F)
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802.11r ZEBITOER (CLI) [ |

avw Uk S BA

show wlan name wlan-name WLANIZHRE SN TWNWAE/RT A —F DB A5
R~LET,

show wireless cli mac-address mac-address T34 T RO 80211 FBIFF —FHDOBED
WHEEFRRLET,

Client Capabilities
CF Pollable : Not implemented
CF Poll Request : Not implemented
Short Preamble : Not implemented
PBCC : Not implemented
Channel Agility : Not implemented
Listen Interval : 15
Fast BSS Transition : Implemented

Fast BSS Transition Details

Client Statistics:
Number of Bytes Received : 9019
Number of Bytes Sent : 3765
Number of Packets Received : 130
Number of Packets Sent : 36
Number of EAP Id Request Msg Timeouts : 0
Number of EAP Request Msg Timeouts : 0
Number of EAP Key Msg Timeouts : 0
Number of Data Retries : 1
Number of RTS Retries : O
Number of Duplicate Received Packets : 1
Number of Decrypt Failed Packets : O
Number of Mic Failured Packets : 0
Number of Mic Missing Packets : 0
Number of Policy Errors : O
Radio Signal Strength Indicator : -48 dBm
Signal to Noise Ratio : 40 dB

EEREY Y
F—7"2 WLAN T 802.11r =i T O E (CLD , (108 ~—2)
802.11r EEBATOT E—7 /L (CLD , (114 =—3)
Dotlx ¥ = U 7 ¢ %It WLAN T 802.11r BSS B 7O E (CLD , (110 =2—3)
PSK £ = U 7 1 %fJis WLAN T 802.11r Fi# B TO%E (CLD , (111 2—)
802.11 FdBATORE (GUD , (113 X—)
802.11r DEHBATICOWVT, (105 2—)

WLANO > T sF¥a2L—3 3> 4 K., CiscolOS XE Release 3SE (Catalyst 3650 X {1 v F) [ ]



Additional References for 802.11r Fast Transition

802.11r BSS D= EHBITDERE

Additional References for 802.11r Fast Transition

Jll WIANZI > D4 ¥al—2 32 54 K. CiscolOS XE Release 3SE (Catalyst 3650 X 1 v F)

Related Documents

Related Topic

Document Title

WLAN Command Reference. WLAN Command Reference, Cisco I0S XE Release
3SE (Catalyst 3650 A A > F)
Standards and RFCs
Standard/RFC Title

802.11r from IEEE.

IEEE Standard for 802.11r

MIBs

MIBs Link

All MIBs supported for this release.

To locate and download MIBs for selected platforms,
Cisco IOS releases, and feature sets, use Cisco MIB
Locator found at the following URL:

http://www.cisco.com/go/mibs

Technical Assistance

Description

Link

The Cisco Support website provides extensive online
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter,
and Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.

http://www.cisco.com/support

0L-29901-01-J
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| so211rBSS DEEBITOBE
s sEsrorecETaEE

802.11r B X ITDHEEEIZRE 9 1B

KOEI, ZOEV2— L TR LIHESE U A kL, BEOREFB~DY v 7 2m LET,
ke Jy—2 HERETE R
802.11r O E AT Cisco 0S XE 3.3SE C OMRESEASE LT,
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BAO—I 29 DH%TE

© HERENE RO, 119 ~—v

* e — U7 ORKIFEE, 119 N—Y

c BAAm—3 7z o, 120 X—

* BHe—I T ORESE, 122 X—V

* BREr—I U OER, 123 A=Y

* REr—I T OREH], 124 X—V

* Additional References for Assisted Roaming, 124 ~—<3/

* RHEHBE— I U REOHKREEIE W, 125 X—¥

HEETRH DR

EHO—S

| 0L-29901-01-J

THEMOYZ7 by V) —ATHE, ZOEFVa— L THHSND TS TORREN A — b Sh
TS LFRY FHA, RAOKERRLERFHICIOWTIE, THEHOTZ v b7 —0L Y
Zhz7 V) —=RZRIE L2 V=R /= F2ZHR LTS, ZOFY 2 —/LICRH#S
ATV OBEREDFEI AR L, BRI AR— ST Y U —2D T R M &fERT H561%
ZOv=a T VOFREIZH DEERBOREZR LTI LS,

TITY b7 LOYR— BRIV AR YT MU =T A A= OFHR— M L ERE R
9 %1Z1%. Cisco Feature Navigator i ] L %9, Cisco Feature Navigator {Z(Z, http://www.cisco.com/
go/c PBT7 7 A LE T, Ciscocom DT AT MIMLEHY EFHA,

VT DHIFIEIE

‘RO —I R, ooy be—TF THR—FENET,
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gAO—svrozE |
B sso—z.500<

s ZOHEREIL. 802.11ln MILDENT 7 A RA L FTOHRYHR—FINTWET, 1 DOH:
WA DA, K6 DRAN—=NRAN— JRNMIFERENET, T 27/ 30 RERE
DEA. K12 DFANR—NERENET,

*switch CLI # DA ZHEH L TRAR—I V7 ERETE T,

EErEYY
BHe—I 7o T, (120 2—2)
e —I v 7okE (CLD , (122 X—)
T — v 7O, (123 X—)
e — I 7 ORER], (124 ~—)

%iHHE]—‘ ¢/57L-f)L\T:

8021k AZHETIX, 7 TFA T "R —ERA By NOBITOBEME R DBEHMDORA NRN— T 7 A
RA Y MCETAEREEDRAN— LIR— b 2ERTHZ N TEET, 802.11k *A/3— 1
A NEFERTAL, 70574 78BLONNy T 2% 5 OB TE £,

BHe—I U 7HEIX, ATV V2 b TIZIAT > Mk TifbEN=rA "= U & b
IZESW TV ET,

Cisco Client Extension (CCX) A /N— U X K E(FE720 | 802.11k A 73— U A MNIEWWI DA
VT RTCARINET, switch ETITHERF SN EF A, 802.11k kA X— U R NI, 7747
Y howubgr—a ZHS < H O T, Mobility Services Engine (MSE) # 40 2 & L EH A, [A] Uswitch
ETHOTHRRDAP D27 T AT > FH3. O AP OfEl # DEIFRIZIG U TRk 5 %72 %
FAN— VA RNEHRETEET,

TNV T, FANRX= VA ML, 7 IAT bR T Y —} éhfb\éﬂlﬁﬁ*f%@?\
N=2nEaEnET, 72770, MFOFRO XA N—2iKT7-DI2, 802.11k Z A[FEICT 5 A
AV TFNGFELET,

AT NI, E—arNORRM (ERRY Y —2&H) BREDIFHRESE (IE) 27 RAAZ A X
T3 AP ICBE T 2% TOH, A= U A PDOEREZEEFELET, RA3— U XML, B
B4 B MR BSSID, F v %L, BILOMHEOFEMIOWTDIERNEGENE T,

A N— YR DR EREIE

802.11k KA /N— U A FER Zswitch)3ZET D &, ROUENFEITINET,

1 switchiZ, 7 A4 7 > FORBIEREMIT DN TWD AP &R UHFR T, %A 23— U 2 MTOW
TRRM XA N— F—T I ERBE AN FLET,

2 switchid, #IRZ L2k A= U A R& 6 DICHIET 572912, APB D RSSI (Received Signal
Strength Indication) . BED AP OHFED R r—3 3 > CiscoPrime f > 77 A KT 7 F ¥ )
BDOFRAN— AP D7 1 T IE#, switch ETOr— I T RBEERICHE S TRA N—FF = v
JLET, ZOUVRME WL7r70 AP IR L ThRELSTHNET,

WLANO > T4 F¥a2L—32 3> 4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X - v F)
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gmo—s>siont [

8021k US4 T7 2 rOEAOD—I VT

821k 7 I7AT v houn— T aikulbT 526 TEET, 77472 MDY 802.11k
ANR—=V A NEREFETHLERL, K7 TAT 2 FOFHFAN—T A NEERTEET,
BRI LI2E T IGA T N T yo— g /H{ T o — g 0%, WLAN CINBNERTH
HEE. FANR— U RARNEAER L, EAALNL AT —2 30DV 7 N7 F—XREEIZY A R
ERANT 72012, [AIERA N— U R MO b Z23E 802.11k 7 74 7 > MI#EHA T 2 LE R H
VET, 7747 N Ta—TRRRHRAN—ICL > TRARDRSSHEIZ L VBRI D 720
Eﬁém&~v5y@7?47y%ﬁ£&éUzb%%%i#o7?47y%i\@%ﬁ7//
T— g ERIIET VY= a DRI —T7 T 570, ZOU A ML, BHRENIEE
INEDTO—T T =L THERIN, 7747 bna—3 73550 @ik o AP
ZTRLET,
AP~DT Vv xm— a VERPMREINTZTRIRA A=Y XA b= FVIZ—E L RWEEID,
T arERETLZLICEoT HEVEFILLBRVRANR—~DITA T hDOE—
U7 EIELET,
77V/77D%FN?VVV7:MiT\ﬁmm%iyf%%%'WMkaﬁiﬁﬁm%
av e T DAL v TFNHVET, ROFT T arzHATEET,

*Denialcount : 7 5 AT > T VI —a VN EL ENBEKEIE T,

* Predictionthreshold : BT — I VU FHEBELZ T 7 T 4 72T 5712, FHIY A RN THLEZ

= N OF/NITT,

O— KRR TBILORBAR—I T OWMET, 7747 BT Y — 95 AP IZH¥
BA 25X ICEFENTWA=D, WLAN THliA 7Y g U ZRIRHZA R—T7 T 52 &1T
TEEHA,
EENEYD

BHEe— 7 OE (CLD , (122%—Y)

o — 7O, (123 —)

B — 7 ORER, (124 2—)

e — 7 ORREE, (119 X—)

WLANO > T sF¥a2L—3 3> 4 K., CiscolOS XE Release 3SE (Catalyst 3650 X {1 v F) [ ]



gAO—svrozE |
B sso-—s roxEs#

FEBHA—I VU DEREAE

BARAO—I 25 0%E (CL)

FIEDOHME
1. configure terminal
2. wireless assisted-roaming floor-bias dBm
3. wlan wilan-id
4. assisted-roaming neighbor-list
5. assisted-roaming dual-list
6. assisted-roaming prediction
1. wireless assisted-roaming prediction-minimum count
8. wireless assisted-roaming denial-maximum count
9. end
FIBD 4
ARV EERERTIVa Y EL:Y
& configure terminal sa—r\)L ary7 4 Xal—arye— NE#EEBLEST,
i
Switch# configure terminal
ATFv T2 wireless assisted-roaming floor-bias | f X— o7 S XA T 2EHZELFET, G EHEI
dBm ~5~25dBm T, 7 7 # /v Milx -15 dBm T,
i

Switch (config) # wireless
assisted-roaming floor-bias 20

ATv73 wlan wlan-id WLAN 207 4 Xal—ary 72— REHBLET,
wlan-name 1%, SXE LT WLAN O 7' 1 7 7 A L4 T9,

i
Switch(config)# wlan wlanl
ATvT4 assisted-roaming neighbor-list WLAN @ 802.11k %A X— U A &R ELET, WLAN Z1/E
T HE, T7HNRTHEAN= Y ZXNTRHE—I 70
i : X—=T VR ET, avr RO BATIE, B —Iv

Switch (wlan)# assisted-roaming R N N -
neighbor-list T RAN—= VRN T 4 B=T W0 £,

WLANO > T4 F¥a2L—32 3> 4 K, Ciscol0S XE Release 3SE (Catalyst 3650 X - v F)
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VT DERGE

BHRHO—I VT DER

ATV RKFERET7TII Y

S]]

AFvTH assisted-roaming dual-list WLAN OF 27 /L /S R 80211k 7 27 /v U A M &ikiE L E
T, WLAN Z1Ef325&, 774V FTT a7V U A RNTRE
15“.: . . He— IO NWAx—T7 0z E4, o< RO no BT
T feiam f assistedroaming 1y HME—IL S FaT A YR MIFA LT MRY %
—a_o
ATvT6 assisted-roaming prediction WLAN DR e —I 7 PRIV A MEEARTELET, T 7+
VT, BRI T A MET A =TT
i - . . GE) 0— R T2 WLAN (2% LTI TIoA x—
;Z;siiéziin)# assisted-roaming 7/1/“C3?)§)j£7/\ %kﬂ:)( v 7 — /75‘ i%ﬂ'\'éﬂ\ o— R
TV T WLAN IZRF L CTT 4B —T 272
Er e
ATvI1 wireless assisted-roaming TRV A MERENBNET D 72 DI B2 T AP Ofc/ Nk % 7%
prediction-minimum count ELET, F 74/ MHEZ3 T,
(GE) 7 54T MIZEY YT H L7z Forecast, AP 3 EE L
f‘lft e visel eearonm: EE D B ZOEMNNE WA, Rla— 3 o s HRE
wWltC wlreless asslsted-roamlin
prediction-minimum g LI DN MTEA S EE A,
ATFvT8 wireless assisted-roaming APIZEEINET VY o— g VERATHO AP 12— L7
denial-maximum _count WBAID, 7 FAT L R TT VYT = g VIR CE B RK
M ERE LET, ALl ~ 10 T, 77 4/V MHEZ
Bl : 5T9,
Switch# wireless assisted-roaming
denial-maximum 8
ATvT79 end FMEEXECE— NIZEV £9, F/o, CeHZ¥F—%f L TH,
Ja—nN\)ar7Z 4 Xal—aryET—ReETTEET,
Bl :

Switch (config) # end

BFHRO—=

| oL-29901-01-J

BlHe—3 o ZzonT, (120 <—2)

e — 7 ORREE, (119 X—)

T NEIR
WLAN [ZRESNREe — I V72T 50RO a~y RBREHTEET,
av UKk SER

show wlan id wlan-id

WLAN @ WLAN RNT XA —HZ B F R LET,

WLAN 3> T 4 Fal—2 32 54 K. Ciscol0S XE Release 3SE (Catalyst3650 21 vF) i
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WIZ, RAN=T0T T NAT AeREST DR LET,

Switch# configure terminal

Switch(config) # wireless assisted-roaming floor-bias 10
Switch (config) # end

Switch# show wlan id 23

wIZ, BFED WLAN DR A RX— U R 2T 42— W50 %R~ LET,

Switch# configure terminal

Switch(config)# wlan testl

Switch(config (wlan)# no assisted-roaming neighbor-list
Switch (config) (wlan) # end

Switch# show wlan id 23

WIZ, BFED WLAN OFHI U X hERETDHH 2R LET,

Switch# configure terminal

Switch (config)# wlan testl

Switch(config) (wlan) # assisted-roaming prediction
Switch (config) (wlan)# end

Switch# show wlan id 23

WIT, FFEDOWLANDOREH 7 — I 7O T L E W ES X ORKOIESHIZESHTTFHIY R b
i ET Bl R LET,

Switch# configure terminal

Switch(config) # wireless assisted-roaming prediction-minimum 4

Switch (config)# wireless assisted-roaming denial-maximum 4

Switch (config) (wlan)# end
Switch# show wlan id 23
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MIBs
MIB MIBs Link

AV Y =ATHHR—= 4255 ~TDMIB

To locate and download MIBs for selected platforms,
Cisco IOS releases, and feature sets, use Cisco MIB
Locator found at the following URL:

http://www.cisco.com/go/mibs

Technical Assistance

Description

Link

The Cisco Support website provides extensive online
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter,
and Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.

http://www.cisco.com/support
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XE %

=

FIEDHE
1. configure terminal
2. ap group ap-group-name
3. wlan wlan-name
4 ({£E) vlanvian-name
5 end
FIED 4
ARV KRFERETIVaY B#)
2Ty F1 configure terminal Jua—sbaryZ 4 Xal—varET— RERBL
ESc AN
i -
Switch# configure terminal
ATw T2 ap group ap-group-name TIRRARA LN TNA—TEERLET,
151 :
Switch(config)# ap group my-ap-group
ATvT73 wlan wlan-name WLAN |2 AP 27 /L— 7 Z BdEAH T £37,
1) :
Switch (config-apgroup) # wlan wlan-name
ATvT4 vlan vian-name =)
VLAN([ZT7 78 A KA v b Z—F%E 0 Y CTE
I - 9,
Switch (config-apgroup) # vlan test-vlan
ATy 5 end FiME EXEC E— RIZR Y £7°, F72, CtrHZ ¥ —
ZMLTYH, Juo—r b ar 74 X¥al—ay
151 : E—REETTEET,

Switch (config) # end
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WIZ, AP ZN—T 2B T D0 %2R LET,

Switch# configure terminal

Switch (config-apgroup)# ap group test-ap-group-16
Switch (config-wlan-apgroup) # wlan test-ap-group-16
Switch (config-wlan-apgroup) # vlan VLAN1300
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[F L& BRI

COBERZEATT DI, EEERESLE T,

FIRDOHE

1. ap name ap-name ap-group-name ap-group

F IR D 48

ARV EFERERETIVa Y

E:)

X w71 |ap name ap-name ap-group-name
ap-group

i -
Switch# ap name 1240-101
ap-groupname apgroup_ 16

TIRARALA L N TN—TIZT 7 BARAL L FEEVYTEST, K
DX —T—REFIERH Y F7,

*name : Z DF— U — RZHi< 51E D switchiZ BhEfT I H T 5
AP DA4RITHDHZ EEHELE T,

* ap-name : AP 7 /)L — 7 \ZB8EfF T B AP T,

* ap-group-name : = O ¥ — U — N|ZHE < SR E S 4L Tswitch\
% AP 7 NV—T DAHIEEE L T,

* ap-group : switch CRIET DT 7 EA KA b 7T /V—TDA4RHIT
?—O

EENEY D
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FlEDHEE
1. show ap groups [extended]
FlED M
ARV FERIET7IVa Y By
ATy T show ap groups [extended] switch TR E SNTZ AP /L — 7% # R L£7, extended
F—U—RNE, VAT LA THEMICERINLTNDTRTO
i AP NV —TElE R L ET,
Switch# show ap groups
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MiBs
MIB MIBs Link
KY Y —2THR—FT3FTTO MIB To locate and download MIBs for selected platforms,

Cisco IOS releases, and feature sets, use Cisco MIB
Locator found at the following URL:

http://www.cisco.com/go/mibs

Technical Assistance

Description Link

The Cisco Support website provides extensive online | http://www.cisco.com/support
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter,
and Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.
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