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F û F Ò G �G K G cG V G 4 G 5 G 0 G 2 G o G ŠG FF ÿF ¸G G G 2G Q G O GpGU GyFû G�FóFö LAN Base G 2 G o G ŠG FG � F ïF ÿ LAN Lite 
G2 Go GŠGFFþ FÔFêG�FÛFûFú G� G� FéF¹ GG G2GQ GOF÷��/œFå G�Fö FÔG� G2 Go GŠGFG
F ø F ÚG � F ÷ F éF ¹

• LAN Lite G 2 G o G ŠG FF Ü� �/ œF å G �F ö F ÔG �G G G 2G Q G OF ÷F ÿF ¸FlexStack GpGFGs GŠ GyFÿGCGkGŠGV
FëG#F¹ GG G2GQ GOFþ*ü8�FûFÿF¸FlexStack GpGFGs GŠ Gy#ÝGG G{ GQ GV FÜ FÒG� G� FëG#F¹

• GG G2GQ GOFþ�G8�Fþ�‘�V7nFû FÒ G� GwGg GyFþ�Ž�•FÜF¸ GG G2GQ GO GpGU GyF÷ LAN Lite G 2 G o G ŠG FF
/œFå G�Fö FÔG�� ��œFÿ -S F÷)
G�FóFö FÔG� FéF¹

• show version "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹ 0 �� � ID G " & g F é/ œF þ� Ž� •G � F ¸-L H�LAN Base 
G2 Go GŠGFFÜ��/œFå G�Fö FÔG����œH� G� FïFÿ -S H�LAN Lite G2 Go GŠGFFÜ��/œFå G�Fö FÔG����œ
FéF¹ FïFø FØG�F̧WS-C2960S-48PD-L F÷FÿFĻAN Base G 2 G o G ŠG FF Ü� �/ œF å G �F ö F ÔG � F
WS-C2960S-24TS-S F÷FÿFĻAN Lite G 2 G o G ŠG FF Ü� �/ œF å G �F ö F ÔG � F éF ¹

• show license "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç F ¸ G 0G = G T G 1 G dF ú G 2 G o G ŠG FG
Switch# show license
Index 1 Feature: lanlite
         Period left: 0  minute  0  second 
Index 2 Feature: lanbase
         Period left: Life time
         License Type: Permanent
xix
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FÿFèG�Fû

G �F ïG �F û� 8

Fß

G� FëG#F¹ 0¿���m
•·

� F ëG #F ¹ 0 ò( ýF ûF ô

F ÔF ¹

�


Q GA

Q G A H �F ö F ÔG �

å G�Fö
         License State: Active, In Use
         License Priority: Medium
         License Count: Non-Counted

F ã F þG lG YG s G 0 G yF ÿF ¸Catalyst 2960F¸2960-S FÚG�G� 2960-CF¸2960-P G G G 2G Q G OF ÷� Q# Ý F é
�BG� FïFÿ�š�fFå G�Fï Layer 2 GA Gl G• GW Fû6õ FéG��²0[Fú�_��G" �f�jFç G� FéF¹ �† =Fþ Cisco IOS 
Release 15.0 G A G l G • G W F ûF ôF ÔF öF ÿF ¸Cisco.com FûFÒ G� Cisco IOS FþGlGYGs G0 Gy GIGQ GV G" �g!·Fç Fö
FðFå FÔF¹

Fã FþGlGYGs G0 GyF÷FÿF¸ FÚ���]FþGG G2GQ GOG" 0¿�� FéG��m8pFûFôFÔFö Fÿ1��ÂFç Fö FÔ
8pFûFôFÔFö FÿF¸ Fã Fþ Gx Gx GŠGG Fû�P�Â FéG�GK GcGV G4 G5 G0 G A G •G c G 1 G <G s G z G ŠG EG u G G : G 2 G WG " � g!
F ç F ö F ß F ðF å F ÔF ¹

F ã F þG lG YG s G 0 G yF ÷F ÿF ¸ / ²& gF å G �G �G E G G G T G n G o G Q G IG ŠG FF ûF ôF ÔF ö F ÿ1 �� ÂF ç F ö F ÔG
FÔFö FÿF¸ Fã Fþ Gx Gx GŠGG Fû�P�Â FéG�GE GG GT Gn G o G Q G IG ŠG F G : G 2 G WG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

2(�qFþ�f�‚FûFôFÔFö FÿF¸ Fã Fþ Gx Gx GŠGG Fû�P�Â FéG� Gx Gx GŠGG G \ G ŠG V G " � g! ·F ç F ö F ß F ðF å

/²0°�2
Fã FþGlGYGs G0 GyF÷FÿF¸ ��Fþ/²0°�2G" �Q#ÝFç Fö1��ÂFÚG�G��_��G" /²&gFç Fö FÔG� FéF¹

GA Gl G• GWFþ1��ÂF÷FÿF¸ ��Fþ/²0°�2G" �Q#ÝFç Fö FÔG� FéF¹

• G A G l G • G W F ÚG �G �G ;G Š G }G Š G WF ÿF ¸�´�Ð F÷&gFç Fö FÔG� FéF¹

• GtGŠGDFÜ�ÍG" �æ�� FéG��,�XFÿFĢ 2 G M G x G Q G = � /F÷&gFç Fö FÔG� FéF¹

• 0…G9 GQ GA H�[ ]H� Fþ�pFþ0[(òFÿF¸ %,$��•+�F÷ FéF¹

• �²Fê FùG�FÛ 1 FôG" 4E�¥Fç Fú FáG�G�Fú G� Fú FÔ0[(òFÿF¸ �<G9 GQ GA H�{ } H � F ÷� VG �F ¸ ) ª� ¬ H|H � F ÷�
�)FóFö&gFç Fö FÔG� FéF¹

• �õ�–F÷4E�¥ FéG�0[(òFþ�pF÷F¸ �²Fê FùG�FÛ 1 FôG" 4E�¥Fç Fú FáG�G�Fú G� Fú FÔ0[(òFÿF¸ 0…G9 G
F ø � <G 9 G Q G A F ÷� VG �F ¸ ) ª� ¬F ÷� 
� )F óF ö H �[{ | }] H � & gF ç F ö F ÔG � F éF ¹

�P0ð�g�'Fþ�[F÷FÿF¸ ��Fþ/²0°�2G" �Q#ÝFç Fö FÔG� FéF¹

• 'ƒ�ŽGIGQ GEGu G• FÚG�G�GE GG GT GnFþ/²&gFÿF¸screen  GcG7 G•GV F÷&gFç Fö FÔG� FéF¹

• GtGŠGDFÜ
°�Š FéG��_��FÿF¸�´�ÐFþ  screen  GcG7 G•GV F÷&gFç Fö FÔG� FéF¹

• G _G G G }G Š G W G �G M G dF þ G � F Ö F ûF ¸ � �� ŠF å G �F ú F Ô� e� ÐF ÿF ¸ � £G 9 G< >H � F ÷� VG #F ÷& gF ç
FéF¹

H��@H�F¸ �@�–F¸ FÚG�G�1™�ÌFûFÿF¸ ��Fþ/²0°�2FÚG�G�0°�•G" �Q#ÝFç Fö FÔG� FéF¹

H��@H� FÂ�@5�F Ã F ÷ F éF ¹  �z'gFô�_��G�F¸ Fã FþGlGYGs G0 Gy�è�¥Fþ�g!·2(�qFú FùG" )��ÓFç Fö FÔG� FéF¹

�@�– FÂ0[�@�–FÃ Fþ�–�áF÷ FéF¹ �µ�þFþ�†
/G� FïFÿGUGŠGM �†�»G" �£75 FéG�FïG�Fþ�@�–�¦8oFÜ0°3ÙF
FÔG� FéF¹
xx
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FÿFèG�Fû

Ÿ8í�ÊFÜ FÒG� G� FéF¹

yG" �g!·Fç Fö Fß FðFå

]G Š G W
 

F ¸

@F ÷

G � F ëG #

ç F ö

FÔF¹
show G A G l G • G W� �� ŠF þG c G 1 G yG M G x G •G > 
show GA Gl G• GW FûFÿF¸ GA Gl G• GW���ŠG" Gc G1 GyGM FéG�FïG�Fþ G8GeGEGu G•Fþ���Š�

• | beginH�expression F ø � M+ ´ F éG �/ œF Û G � / ²& gG " 6 ä� �F ç G � F éF ¹

• | excludeH�expression F ø � M+ ´ F éG �/ œG " / ²& gF Û G �7 V� ¥F ç G � F éF ¹

• | include H�expression F ø � M+ ´ F éG �/ œG " / ²& gF û� µG �G � F éF ¹

• expressionH� �g!·Gk G2 G•GV Fø Fç Fö�Q#Ý FéG����Š
ÆFþ�e�Ð�4F÷ FéF¹

�e�Ð�4F÷FÿF¸ �±�e�ÐFø �`�e�ÐFÜ�
�9Få G�G� FéF¹| exclude output Fø 
°�ŠFç Fï���œF o̧utput G " � µG �
/œFÿ/²&gFå G�G� FëG#FÜF¸Output G" �µG�/œFÿ/²&gFå G�G� FéF¹

6õ4�2(�q
��Fû�òFâ G�F¸ GG G2GQ GOFû6õ FéG�0ò(ý�_��FÜ0°3UFå G�Fö FÔG�GlGYGs G0 GyFÿF¸ ��Fþ Cisco.com G C G 2
G V F Û G � 
 °� mF ÷F Ý G � F éF ¹
http://www.cisco.com/en/US/products/ps6406/tsd_products_support_series_home.html

H��@H� GG G2GQ GOFþ�v G� �ÜFáF¸ 0¿��F¸ G0GQ Ge G>Gz GŠ GWG" /œ FÖ �SFûF¸ ��FþGlGYGs G0 G
FÔF¹

• �6�‡0¿���_��FûFôFÔFö FÿF¸ GG GM GŠGV G0GQ Ge G : G 2 G WF þ F ÂUsing Express SetupF Ã G � F ïF ÿ G
G 4 G 5 G 0 G 2 G •G G G V G z G ŠG EG u G • G : G 2 G WF þ� Ü6 � F ÂConfiguring the Switch with the CLI-Based Setup
ProgramF Ã G " � g! ·F ç F ö F ß F ðF å F ÔF ¹

• GUG^ G2GG Gl G[GŠGFGq Fþ0[�óFûFôFÔFö FÿF¸ Gx Gx GŠGG G \ G ŠG V H �$ Î� @F ÷F Ý G � F ëG #F ÜCisco.com 
F÷
°�m�•+�H� Fþ FÂSystem RequirementsF Ã G " � g! ·F ç F ö F ß F ðF å F ÔF ¹

• Network Assistant Fþ0[�óFûFôFÔFö FÿF¸ FÄGetting Started with Cisco Network AssistantF Å H �$ Î�
F Ý G � F ëG #F ÜF ¸Cisco.com F÷
°�m�•+�H� G" �g!·Fç Fö Fß FðFå FÔF¹

• G = G w G G G M F þ0 [� óF ûF ôF ÔF ö F ÿF ¸ F ÄRelease Notes for Cisco Network AssistantF Å H �$ Î� @F ÷F Ý
FÜFÇisco.com F÷
°�m�•+�H� G" �g!·Fç Fö Fß FðFå FÔF¹

• G0GQ Ge G>Gz GŠ GW�_��FûFôFÔFö FÿF¸ Gx Gx GŠGG G \ G ŠG V F þ F ÂDownloading SoftwareF Ã G " � g! ·F
F ß F ðF å F ÔF ¹

GG G2GQ GOFû6õ FéG�FíFþ�ÚFþ�_��FûFôFÔFö FÿF¸ ��FþGlGYGs G0 GyG" �g!·Fç Fö Fß FðFå

• FÄRelease Notes for the Catalyst 3750, 3560, 3560-C, 2960, 2960-S, 2960- C, 2960- P SwitchesFÅ

• FÄCatalyst 3560-C and 2960-C Switch Hardware Installation GuideFÅ 

• FÄCatalyst 3560-C and 2960-C Switch Getting Started GuideFÅ

• FÄRelease Notes for the Catalyst 2960-S switchesFÅ 

• FÄCatalyst 2960 Switch Getting Started GuideFÅ

• FÄCatalyst 2960-S Switch Getting Started GuideFÅ

• FÄCatalyst 3560-C and 2960-C Switch Hardware Installation GuideFÅ 
xxi
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FÿFèG�Fû

¹
t.h

ÔF ¹ G E G G G A F þ

¹ G � F ïF ¸ Gx GŠ
Få G�G� G� FÖ Fû0¿��FéG�Fã
• FÄCatalyst 2960, 2960-S, and 2960-C, 2960-P Switch Software Configuration GuideFÅ

• FÄCatalyst 2960, 2960-S, and 2960-C, 2960-P Switch Command ReferenceFÅ

• FÄCatalyst 2960 Switch Hardware Installation GuideFÅ 

• FÄCatalyst 2960-S Switch Hardware Installation GuideFÅ 

• FÄCatalyst 3560-C and 2960-C Switch Hardware Installation GuideFÅ 

• FÄRegulatory Compliance and Safety Information for the Catalyst 2960 and 2960-S SwitchFÅ 

• FÄRegulatory Compliance and Safety Information for the Catalyst 3560-C and 2960-C SwitchFÅ 

• FÄCatalyst 3750, 3560, 2960, and 2960-S Switch System Message GuideFÅ

• FÄAuto Smartports Configuration GuideFÅ 

• FÄCall Home Configuration GuideFÅ

• FÄCisco EnergyWise Configuration GuideFÅ

• FÄSmart Install Configuration GuideFÅ

• FÄRelease Notes for Cisco Network AssistantFÅ

• FÄGetting Started with Cisco Network AssistantFÅ

• FÄCisco RPS 300 Redundant Power System Hardware Installation GuideFÅ 

• FÄCisco RPS 675 Redundant Power System Hardware Installation GuideFÅ 

• FÄCisco Redundant Power System 2300 Hardware Installation GuideFÅ 

• Network Admission ControlH�NACH� �µ+�Fþ0ò(ýFûFôFÔFö FÿF¸ FÄNetwork Admission Control 
Software Configuration GuideF Å G " � g! ·F ç F ö F ß F ðF å F ÔF ¹

• Cisco SFPF¸SFP+F ¸ F ÚG �G � GBIC GpGFGs GŠ GyFû6õ FéG��_��FÿF¸Cisco.com Fþ��FþGhGŠGFF÷
°
�m�•+�F÷ FéF¹
http://www.cisco.com/en/US/products/hw/modules/ps5455/prod_installation_guides_list.html

F ã G �G � F þ SFP �«�n�öGlGV Gx G= GG G W G ;G s G o G •G V F ÿF ¸Cisco.com Fþ��FþGhGŠGFF÷
°�m�•+�F÷ FéF
http://www.cisco.com/en/US/products/hw/modules/ps5455/products_device_support_tables_lis
tml

GlGYGs G0GyFþ
°�m�‰�2FÚG�G�GTG= GYG9 Gy GCGkGŠGV
GlGYGs G0 GyFþ
°�m�‰�2F¸ GTG= GYG9 Gy GCGkGŠGV F¸ FíFþ�ÚFþ�w#ÝFú�_��FûFôFÔFöF¸ ��Fþ URL F÷F¸
�–�v�f�‚Få G�G� FÄWhat's New in Cisco Product DocumentationF Å G " � g! ·F ç F ö F ß F ðF å F
�‚0dFÚG�G��50ž"'Fþ�•/¡GlGYGs G0 GyFþ�M0tG� &gFå G�Fö FÔG� FéF¹
http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

FÄWhat's New in Cisco Product DocumentationF Å F ÿ RSS GcG1 GŠ GWFø Fç Fö2N1 �F÷FÝ G� FéF
GNGŠ G0Ge Gx G?GŠGEGu G•G" �Q#ÝFç FöGA G•GT G• GRFÜGUGG G= GV GQ GeFû%$�K4Ä�™
F ø G � F ÷F Ý G � F éF ¹RSS GcG1 GŠ GWFÿ!“�qFþGCGŠ GaGG F÷FéF¹ GEGG GA Fÿ#'�~F¸RSS G^GŠGFGu G• 2.0 G " G C
GkGŠGV Fç Fö FÔG� FéF¹
xxii
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Catalyst 2960 F¸2960-SF ¸
OL- 29499-01-J
1'¨            'v
G�Q#Ý

û G �F óF ö G C
G G2GQ GOFþGA Gl G• GW

ÔF ¹

d 

4 G5 G0

= F ÜG CG kG ŠG V F å G �
G M G Q G =

F ÷F Ý G � F ëG #F ¹
F÷
FéF¹
�G � FëG#F¹ Fç F ïFÜFóFöF¸

ç G� FéF¹

/ ²0 °F ûG G
ÔFö FÿF¸ Fã Fþ
G A G l G • G W G w G 2G • G2G•GM GŠGc G5 G2G

Catalyst 2960F ̧2960-S FÚG�G� 2960-CF¸2960-P G G G 2G Q G OF ÿ Cisco IOS G K G cG V G 4 G 5 G 0F
GkGŠGV Få G�Fö FÔG� FéF¹ Fã Fã F÷FÿF¸ GK GcGV G4 G5 G0�µ+�G" 0¿�� FéG�FïG�FþG
G w G 2 G • G 2 G •G M G ŠG c G 5 G 2G G H �CLIH� Fþ�Q#Ý�‰�2FûFôFÔFö1��ÂFç G� FéF¹

• Fã G�G� Fþ�µ+�G" GCGkGŠGV FéG�GA Gl G• GWFþ0ò(ýFú1��ÂFûFôFÔFö FÿF¸'¨ 2 ' v F ÂCatalyst 2960F¸
2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G WF Ã G " � g! ·F ç F ö F ß F ðF å F

• GdGŠGV G{ GŠ GN G A G l G • G WF þ0 ò( ýF ûF ôF ÔF ö F ÿF ¸�Ü6�  A FÂCatalyst 2960F¸2960-SF¸2960-CF ¸ F Ú
G�G� 2960-P G G G 2G Q G OF þ G dG ŠG V G { G Š G N G A G l G • G WF Ã G " � g! ·F ç F ö F ß F ðF å F ÔF ¹

• debug G A G l G • G WF þ0 ò( ýF ûF ôF ÔF ö F ÿF ¸�Ü6�  B FÂCatalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 
2960-P G G G 2G Q G OF þ debugG A G l G • G WF Ã G " � g! ·F ç F ö F ß F ðF å F ÔF ¹

• show platform G A G l G • G WF þ0 ò( ýF ûF ôF ÔF ö F ÿF ¸�Ü6�  C FÂCatalyst 2960F¸2960-SF¸2960-CF ¸ F Ú
G�G� 2960-P G G G 2G Q G OF þ Show Platform G A G l G • G WF Ã G " � g! ·F ç F ö F ß F ðF å F ÔF ¹

• Cisco IOS Release 12.2 F þ F å G � F û0 òF ç F Ô� _� �F ûF ôF ÔF ö F ÿF F̧ ÄCisco IOS Release 12.2 Comman
SummaryF Å G " � g! ·F ç F ö F ß F ðF å F ÔF ¹

• GM GG G= �æ�¥Fþ0¿���m8pFûFôFÔFö FÿF¸ Fã Fþ Gx Gx GŠGG Fû�P�Â FéG�GK GcGV G G A G •G c G 1
G<Gs Gz GŠGEGu G• G : G 2 G WG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

Fã FþGlGYGs G0 GyF÷FÿF¸ �Â&g$×Fû IP G^GŠGFGu G• 6 H�IPv6H � G " � æ F é� �� œG " 7 VF Ý F ¸IP F ø F ÿ IP G^GŠ
GFGu G• 4 H�IPv4H � F þF ã F ø G " � æF ç G � F éF ¹

G G G 2G Q G O GGGM GQ G= G�FþG0G= GIGG
LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG � Catalyst 2960-S G G G 2G Q G OF ÷F ÿF ¸ G G G M G Q G
F ö F ÔG � F éF ¹ G G G 2G Q G O GG GM GQ G= FÚG�G�GG GM GQ G= G o G •G ^ G 2 G •G M G ŠG c G 5 G 2G G F ÿF ¸ G G GlGG
GM GŠG" )�#äFç Fö 'ö#.Fç G� FéF¹ GG G2GQ GOFäFø FûGG GM GQ G= G o G •G ^G " ' ö# . F éG �F ã F ø F ÿ
G G G M G Q G = GlGG GM GŠFûFÿF¸1 �Ž�è�VFþGG GM GQ G= G o G •G ^F þG A G •G K G Š G y GkGŠGV G" )�#äFç Fö�K)F
FÝ G� FéF¹ 0
�XFþ CLI GIGQ GEGu G•G" GG GM GQ G= GlGG GM GŠFû�Q#Ý FéG�� ��œFÿ�@�–FÜ�²0[F÷1 Fô
FþGIGQ GEGu G•F÷
 °�ŠFç F ïGA Gl G• GWFÿF¸ �9FþGIGQ GEGu G•FûFÿ/ ²&gFå G
G A G l G • G WG " 
 °� ŠF ç F ï G IG Q G EG u G •G " 3 ã2 §F ÷F Ý F ú F Ô� �� œF Ü F ÒG � G � F éF ¹

H��@H� G G G 2G Q G O G G G M G Q G = G " ' ö# . F éG �� �� œF ÿF ¸1 FôFþ CLI GIGQ GEGu G•G" �Q#Ý FéG�Fã Fø G" �N�áF

"I��FþGG GM GQ G= G o G •G ^ GkGŠGV G" 0¿�� FéG����œFÿF¸CLI G A G l G • G W G 2 G •G M G ŠG c G 5 G 2G G
G M G Q G = Go G•G^$��•G" �µG�Fö Fß FðFå FÔF¹ G2 G•GM GŠGc G5 G2GG /²0°Fþ0ò(ý�_��FûFôF
G x G x G ŠG G F û� P� Â F éG �G K G cG V G 4 G 5 G 0 G A G •G c G 1 G <G s G z G ŠG EG u G • G : G 2 G WF þ F ÂConfiguring 
InterfacesF Ã F þ' vG " � g! ·F ç F ö F ß F ðF å F ÔF ¹
1-1
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'¨  1 'v       G A G l G • G W G w G 2G • G2G•GM GŠGc G5 G2GG�Q#Ý
CLI G A G lG •G W GpGŠGW

•
nV
eGV
�F þ

G �

G ^ G y•

å G�G�GeG{ G•Ge
GcG7 GyGV �¡

G

éF ¹

éF ¹

éF ¹

G ŠG EG u

� F éF ¹
"I��FþGG GM GQ G= G o G •G ^G " G UG ^G Q G >F éG �� �� œF ÿF ¸session stack-member-number "I�’  EXEC G A G l G
G W F ÷G G G M G Q G = GlGG GM GŠFÛ G� G0G= GIGG F÷FÝ G� FéF¹ GG GM GQ G= G o G •G ^$ �� •F ÿF ¸ G E G G G T G GeG{ G•GeG
Fû3ã�•Få G�G� FéF¹ FïFø FØG�F¸Switch-2# FÿGG GM GQ G= G o G •G ^ 2 Fþ"I�’  EXEC GpGŠ GWFþGeG{ G•G
F ÷ F ÒG � F ¸ G G G M G Q G = GlGG GM GŠFþGE GG GT Gn GeG{ G•GeGV Fÿ Switch F÷ FéF¹ "I��FþGG GM GQ G= G o G •G ^G 
CLI GIGQ GEGu G•F÷�Q#ÝF÷FÝ G�FþFÿF¸show G A G l G • G W F ø debug G A G l G • G W F û7 H G � G � F éF ¹

H��@H� G G G M G Q G = F ÿF ¸Catalyst 2960 G � F ïF ÿ 2960-C G G G 2G Q G OG �F ¸LAN Lite G 2 G o G ŠG FG " � �/ œF ç F ö F Ô 
Catalyst 2960-S G G G 2G Q G OF ÷F ÿG CG kG ŠG V F å G �F ö F ÔG � F ëG #F ¹

CLI G A G l G • G W GpGŠ GW
F ã F ã F ÷F ÿF ¸CLI G A G l G • G W GpGŠ GW�S4�FûFôFÔFö1��ÂFç G� FéF¹ GA Gl G• GW GpGŠ GWFÿF¸ "I��Fþ Cisco 
IOS G A G l G • G WG " G CG kG ŠG V F ç G � F éF ¹ F ïF ø F ØG �F ¸interface interface-id G A G l G • G W F ÿF ¸ G >G { G Š G A G
G c G 1 G <G s G z G ŠG EG u G • GpGŠ GW F÷
°�ŠFå G�FïFø FÝ FðFá�µ+�Fç G� FéF¹

�è7FFÿF¸ GG G2GQ GOFþ�zFúGA Gl G• GW GpGŠ GW F÷ FéF¹

• GtGŠGD EXEC 

• "I�’  EXEC 

• G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • 

• G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • 

• VLAN G A G •G c G 1 G <G s G z G ŠG EG u G • 

• G w G 2 G • G A G •G c G 1 G <G s G z G ŠG EG u G • 

/² 1-1 FûF¸ �zFúGA Gl G• GW GpGŠ GWF¸ �› GpGŠ GWG�Fþ G0G= GIGG �‰�2F¸ �› GpGŠ GW F÷/²&gF
GV F¸ FÚG�G� GpGŠ GWFþ)
�¢�‰�2G" &gFç G� FéF¹ /²&gFå G�Fö FÔG�GeG{ G•GeGV FÿF¸ GU Switch 
G " � Q# ÝF ç F ö F ÔG � F éF ¹

 
/² 1-1 G A G l G • G W GpGŠ GWFþ�+0[

G A G l G • G W GpGŠ GW G0G= GIGG�‰�' Prompt )
�¢G� FïFÿ��Fþ GpGŠ GWFþG0G= GIG

GtGŠGD EXEC Fã G�FÜ�q�6Fþ G0G= GIGG G z G g G y
F ÷ F éF ¹

H�GG G2GQ GOFûFôFÔFö FÿH� GM GŠ
Gm GXGy0¿��G" �š�fFç F¸ �ö�•GM
G G G = G " � �/ œF ç F ¸ G E G G G T G n� _� �
G" �M0t/²&gFç G� FéF¹

Switch> logout G A G l G • G WG " 
 °� ŠF ç G � F

"I�’  EXEC GpGŠ GWG" 6ä�� FéG�FûFÿF¸
enable G A G l G • G WG " 
 °� ŠF ç G � F

"I�’  EXEC GtGŠGD EXEC GpGŠ GWFÛ G� F̧
enable G A G l G • G WG " 
 °� ŠF ç G �
FéF¹

Switch# GtGŠGD EXEC GpGŠ GW Fû�̀ G����œFÿF¸
disable G A G l G • G WG " 
 °� ŠF ç G � F

G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z
G• GpGŠ GWG" 6ä�� FéG�FûFÿF̧
configure G A G l G • G WG " 
 °� ŠF ç G
1-2
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'¨  1 'v       G A G lG •G W G w G 2 G • G 2 G •G M G ŠG c G 5 G 2 G G� Q# Ý
CLI G A G l G • G W GpGŠ GW

G Q G V F ÷
G GT Gn

•Fû G�FóFö$�Fú G� G� FéF¹ GA

�F FéG�Fû
GA Gl G• GW
�Fþ

éG �

s
¸
ŠG EG u G •

�F ÛF ¸

G ŠG EG u

G ŠG EG u

¸

G ŠG EG u

¸

G

GtGŠGD EXEC GpGŠ GW 
GUG^ G2GG Fû G0G= GIGG FéG�Fø F¸ +¬�·$×FûGtGŠGD EXEC G A G l G • G W GpGŠ GW Fû
° G� G� FéF¹ GtGŠGD G z G g
GyF÷�Q#Ý�•+�Fú EXEC GA Gl G• GWFÿF¸ "I�’Gz Gg GyF÷�Q#Ý�•+�Fú EXEC G A G l G • G WF þ G CG dG I
FéF¹ �M+áFûF̧ GtGŠGD EXEC GA Gl G• GWFÿF¸ 'ƒ�Ž0¿��Fþ�M�ì$×�š�fF¸ �ö�•GTGG GV Fþ��/œF¸ GE G
�_��Fþ�M0t/²&gFú FùFû�Q#ÝFç G� FéF¹

GCGkGŠGV Få G�Fö FÔG�GA Gl G• GWFÿF¸ Fä�Q#ÝFþGK GcGV G4 G5 G0FþG^GŠGFGu G
Gl G• GWFþ�ß�Ó$×Fú Gx GG GV G" /²&g FéG�FûFÿF¸ GeG{ G•GeGV F÷$2�e'¢ H�?H � G " 
 °� ŠF ç G � F éF ¹
Switch> ? 

"I�’  EXEC GpGŠ GW
"I�’GA Gl G• GWFþ�¨Fß Fÿ�·�8G_ Gw Go GŠGM Fþ0¿��Fû6õ�€Fç Fö FÔG� FéF¹ !“0Á�•Fþ�Q#ÝG" 75
FÿF¸ "I�’GA Gl G• GWG�Fþ G0G= GIGG G" G_GG G}GŠ GW F÷�–1¤ FéG��²0[FÜ FÒG� G� FéF¹ "I�’ GIGQ GV
FûFÿF¸ GtGŠGD EXEC G pG Š G WF þG A G l G • G W F ø F ¸ F í G �� è� ¥F þG A G l G • G W GpGŠ GW Fû G0G= GIGG FéG�FïG 
configure "I�’  EXEC G A G l G • G W F Ü� µG � G �G � F éF ¹

G>G{ GŠG^ Gy G A G •
G c G 1 G <G s G z G ŠG EG u
G•

"I�’  EXEC GpGŠ GWFÛ G� F̧
configure G A G l G • G WG " 
 °� ŠF ç G �
FéF¹

Switch(config)# "I�’  EXEC GpGŠ GW Fû�̀ G����œFÿF¸
exit G � F ïF ÿ end G A G l G • G WG " 
 °� Š F
FÛFÇtrl+Z  G " � ²F ç G � F éF ¹

G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G
G z G ŠG EG u G • GpGŠ GWG" 6ä�� FéG�FûFÿF
interface G A G •G c G 1 G <G s G z G 
G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

G 2 G •G M G ŠG c G 5 G 2G G 
G A G •G c G 1 G <G s G z G Š
GEGu G•

G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G Š
GEGu G• GpGŠ GWFÛ G� F̧interface 
G A G l G • G WG " 
 °� ŠF ç F ¸ � �F û G 2 G •
G M G ŠG c G 5 G 2G G ID G " 
 °� Š F éG �
F ã F ø F û G � G � F ¸ G 2 G •G M G ŠG c G 5 G 2
G G G " � æ� �F ç G � F éF ¹

Switch(config-if)# )
�¢Fç Fö"I�’  EXEC GpGŠ GW Fû�̀ G�
FûFÿFȩnd G A G l G • G WG " 
 °� Š F éG
G � F ïF ÿ Ctrl+Z G;GŠG" �²Fç G� FéF¹

G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z
G• GpGŠ GW Fû�̀ G����œFÿF̧exit G A G l
G • G WG " 
 °� ŠF ç G � F éF ¹

VLAN G A G •G c G 1
G<Gs Gz GŠGEGu G•

G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G Š
GEGu G• GpGŠ GW F÷ vlan vlan-id 
G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

Switch(config-vlan)# G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z
G• GpGŠ GW Fû�̀ G����œFÿF̧exit G A G l
G • G WG " 
 °� ŠF ç G � F éF ¹

"I�’  EXEC GpGŠ GW Fû�̀ G����œFÿF¸
end G A G l G • G WG " 
 °� Š F éG �F ÛFCtrl+Z 
G " � ²F ç G � F éF ¹

G w G 2 G • G A G •G c G 1
G<Gs Gz GŠGEGu G•

G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G Š
GEGu G• GpGŠ GWFÛ G� F̧line G A G l
G • G WG " 
 °� Š F éG �F ã F ø F û G � G � F ¸
G w G 2 G •G " � æ� �F ç G � F éF ¹

Switch(config-line)# G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z
G• GpGŠ GW Fû�̀ G����œFÿF̧exit G A G l
G • G WG " 
 °� ŠF ç G � F éF ¹

"I�’  EXEC GpGŠ GW Fû�̀ G����œFÿF¸
end G A G l G • G WG " 
 °� Š F éG �F ÛFCtrl+Z 
G " � ²F ç G � F éF ¹

/² 1-1 G A G l G • G W GpGŠ GWFþ�+0[ H�)FFÝ H�

G A G l G • G W GpGŠ GW G0G= GIGG�‰�' Prompt )
�¢G� FïFÿ��Fþ GpGŠ GWFþG0G= GIG
1-3
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'¨  1 'v       G A G l G • G W G w G 2G • G2G•GM GŠGc G5 G2GG�Q#Ý
CLI G A G lG •G W GpGŠGW

�G��S
Fÿ#ì8�FûFÿ/²&gFå G�

•Fû G�FóFö$�Fú G� G� FéF¹ GA

:#ÝFå


°�ŠFç G� FéF¹

Fé

F éG �

F¹

•Fû G�FóFö$�Fú G� G� FéF¹ GA

F þ� ·� 8G " � š� fF ç G �
5 G 2G GG "

G 2G GŠG EG u G •
GE GG GT Gn'ö#.*…FÜG_GG G}GŠ GWG" 0¿��Fç Fï���œF¸ "I�’ EXEC GpGŠ GWG�Fþ G0G= GIGG FÜ0Á�•Få G
FûF¸ G_GG G}GŠ GWFþ
°�ŠG" 0[�Ó FéG�Ge G{ G•GeGV FÜ/²&gFå G�G� FéF¹ G_GG G}GŠ GW
G� FëG#F¹ G� FïF¸ �±�e�ÐFø �`�e�ÐFÜ�
�9Få G�G� FéF¹

"I�’  EXEC GpGŠ GWFþGeG{ G•GeGV FÿF¸ /æ*(�¡Fþ�‹FûGk G• GW0°�• H�#H � F Ü� ÜF Ý G � F éF ¹
Switch# 

"I�’  EXEC GpGŠ GW Fû G0G= GIGG FéG�FûFÿF̧enable G A G l G • G WG " 
 °� ŠF ç G � F éF ¹
Switch> enable 
Switch# 

GCGkGŠGV Få G�Fö FÔG�GA Gl G• GWFÿF¸ Fä�Q#ÝFþGK GcGV G4 G5 G0FþG^GŠGFGu G
Gl G• GWFþ�ß�Ó$×Fú Gx GG GV G" /²&g FéG�FûFÿF¸ GeG{ G•GeGV F÷$2�e'¢ H�?H � G " 
 °� ŠF ç G � F éF ¹
Switch# ? 

GtGŠGD EXEC GpGŠ GW Fû�̀ G����œFÿF̧disable "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

G>G{GŠG^Gy G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GW
G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • GA Gl G• GWFÿF¸ GUG^ G2GG 
²�/Fû�s8jG" �Z FØ G��µ+�Fû4
G�G� FéF¹ G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GWG" 6ä�� FéG�FûFÿF̧configure "I�’  EXEC GA
Gl G• GWG" �Q#ÝFç G� FéF¹ GUGcG7 GyGV F÷FÿF¸ 'ö#.GA G•GK GŠ GyFÛ G� GA Gl G• GWG"

configure G A G l G • G WG " 
 °� Š F éG �F ø F ¸ G A G •G c G 1 G <G s G z G ŠG EG u G • GA Gl G• GWFþ3æ�™
–Fþ
°�ŠG" 0[�Ó
G�Go GQ GIGŠGFFÜ/ ²&gFå G�G� FéF¹
Switch# configure 
Configuring from terminal, memory, or network [terminal]?

G A G •G c G 1 G <G s G z G ŠG EG u G • GA Gl G• GWFþ3æ�™
–Fø Fç FöF¸ 'ƒ�ŽG� FïFÿ NVRAM F þ F ÔF êG �F ÛG " � æ� �
F ã F ø F ÜF ÷F Ý G � F éF ¹

��Fþ�[F÷FÿF¸ G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GW Fû G0G= GIGG FéG��‰�2G" &gFç G� Fé
Switch# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

GCGkGŠGV Få G�Fö FÔG�GA Gl G• GWFÿF¸ Fä�Q#ÝFþGK GcGV G4 G5 G0FþG^GŠGFGu G
Gl G• GWFþ�ß�Ó$×Fú Gx GG GV G" /²&g FéG�FûFÿF¸ GeG{ G•GeGV F÷$2�e'¢ H�?H � G " 
 °� ŠF ç G � F éF ¹
Switch(config)# ? 

G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G W GpGŠ GWG" )
�¢Fç Fö"I�’ EXEC GpGŠ GW Fû�̀ G����œ
FÿF ȩnd G A G l G • G WG � F ïF ÿ exit G A G l G • G WG " 
 °� Š F éG �F ÛF ¸Ctrl+Z G " � ²F ç G � F éF ¹

G2G•GM GŠGc G5 G2GG G A G •G c G 1 G <G s G zG ŠG EG u G • GpGŠ GW
G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WF ÿF ¸ G 2 G •G M G ŠG c G 5 G 2G G
FéF¹ G2 G•GM GŠGc G5 G2GG G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WF ÿ� –F ûF ¸ G 2 G •G M G ŠG c G G M G 2G e
��*O FéG� G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WF þ� ‹F û) FF Ý G � F éF ¹

G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GW Fû G0G= GIGG FéG�FûFÿF̧interface interface-id 
G A G l G • G WG " � Q# ÝF ç G � F éF ¹ � �F þ� ‚F ç F ÔG e G { G •G eG V F ÿ G 2 G •G M G ŠG c G 5 G A G •G c G 1 G <G s G z G 
GpGŠ GWG" &gFç Fö FÔG� FéF¹
Switch(config-if)#
1-4
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'¨  1 'v       G A G lG •G W G w G 2 G • G 2 G •G M G ŠG c G 5 G 2 G G� Q# Ý
CLI G A G l G • G W GpGŠ GW

•Fû G�FóFö$�Fú G� G� FéF¹ GA

G z G Š
G GG s G z G Š

GV F÷ FÒ G�
ã F þ G pG Š G WG " � Q# Ý

ŠG EG u G •

u G •W

÷
GeG{ G•GeGV F÷$2�e'¢

� FûFç Fö

•
F éF ¹

FûFÿF¸ Fã FþGA Gl

w G 2 G •G s
G s G z G Š
GCGkGŠGV Få G�Fö FÔG�GA Gl G• GWFÿF¸ Fä�Q#ÝFþGK GcGV G4 G5 G0FþG^GŠGFGu G
Gl G• GWFþ�ß�Ó$×Fú Gx GG GV G" /²&g FéG�FûFÿF¸ GeG{ G•GeGV F÷$2�e'¢ H�?H � G " 
 °� ŠF ç G � F éF ¹
Switch(config-if)# ?

G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GWG" )
�¢Fç Fö G>G{ GŠG^ Gy G A G •G c G 1 G <G s
GEGu G• GpGŠ GW Fû�̀ G����œFÿF̧exit G A G l G • G WG " 
 °� ŠF ç G � F éF ¹ G 2 G •G M G ŠG c G 5 G 2 G A G •G c G 1 G <
GEGu G• GpGŠ GWG" )
�¢Fç Fö"I�’ EXEC GpGŠ GW Fû�̀ G����œFÿF̧end G A G l G • G WG " 
 °� Š F éG �F ÛF ¸Ctrl+Z 
G " � ²F ç G � F éF ¹

VLAN G A G •G c G 1 G <G s G zG ŠG EG u G • GpGŠ GW
�† =(
�V  VLAN H�VLAN ID 1 HZ 1005H � G " 0 ¿� �F ç F ï G � F ¸VTP GpGŠ GWFÜGV Gw G•GG Gh G0Gz G•
Fø FÝ Fû�Ñ�G(
�V VLAN H�VLAN ID 1006 HZ 4094H � G " 0 ¿� �F ç F ï G � F éG �� �� œF ÿF ¸ F
F ç G � F éF ¹VTP GpGŠ GW FÜGV Gw G•GG Gh G0Gz G•GV F÷ FÒ G����œFÿF¸VLAN FÚG�G� VTP 0¿��Fÿ��/œGA G•
G c G 1 G <G s G z G ŠG EG u G • G c G / G 2 G yF û� –� ÑF å G �G �F þF ÷F ¸copy running-config startup-config "I�’  
EXEC GA Gl G• GWG" ��/œFç FöF¸ Fã Fþ0¿��G" GG G2GQ GOFþGG GM GŠGV G0GQ Ge G A G •G c G 1 G <G s G z G 
G c G / G 2 G yF û� –� ÑF ÷F Ý G � F éF ¹VTP FÜGV Gw G•GG Gh G0Gz G•GV GpGŠ GWG� FïFÿGCGŠG^ GpGŠ GWFþ���œF¸
VLAN ID FÜ 1 HZ 1005 Fþ VLAN 0¿��FÿF¸VLAN GUGŠGM GgGŠGG Fû�–�ÑFå G�G� FéF¹ �Ñ�G(
�V VLAN 
0¿��FÿF¸ VLAN GUGŠGM GgGŠGG FûFÿ�–�ÑFå G�G� FëG#F¹

config-vlan GpGŠ GWG" 6ä�� FéG�FûFÿF̧vlan vlan-id G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG G A G l G • G
G " 
 °� ŠF ç G � F éF ¹
Switch(config)#  vlan 2000
Switch(config-vlan)# 

GCGkGŠGV Få G�G�G;GŠ G}GŠ GWFÿFå G� FæG� F÷ FéFÜF¸VLAN G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GW F÷�<#ÝF
FÝ G�GA Gl G• GW Fø ��Fö FÔG� FéF¹ GA Gl G• GWFþ�ß�Ó$×Fú Gx GG GV G" /²&g FéG�FûFÿF¸
H�?H � G " 
 °� ŠF ç G � F éF ¹
Switch(config-vlan)# ? 

�Ñ�G(
�V  VLAN FûFôFÔFö FÿF¸MTU GC G2 GH�è�¥Fþ FéG	FöFþ"I�öFÿGUGcG7 GyGV 0¿��FþG� G
FÚFÔFö Fß FðFå FÔF¹

G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GW Fû�̀ G����œFÿF̧exit G " 
 °� ŠF ç G � F éF ¹ " I� ’ EXEC GpGŠ
G W F û� ` G �� �� œF ÿF ¸end G " 
 °� ŠF ç G � F éF ¹ shutdown �è�¥Fþ FéG	FöFþGA Gl G• GWFÿF¸config-vlan GpGŠ GW
G " ) 
� ¢F ç F ïF ø F Ý F û� w�  F ûF ú G � G � F éF ¹

G w G 2G • G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GW
G w G 2 G • G A G •G c G 1 G <G s G z G ŠG EG u G • GA Gl G• GWFÿF¸ 'ƒ�Ž Gw G2 G•Fþ�·�8G" �š�fFç G� FéF¹ Gw G2 G G A G •
G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WF ÿF ¸ � –F û G w G 2 G •$ �� •G " � �* O F éG � G w G 2 G • G A G l G • G WF þ� ‹F û� ¶G �
'ƒ�ŽG_ Gw Go GŠGM 0¿��G" Gw G2 G• FäFø F¸ FÒ G� FÔFÿ FÒ G�(
�VFþ Gw G2 G•
²�/F÷�š�f FéG�
G • G WG " � Q# ÝF ç G � F éF ¹

G w G 2 G • G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GWG" 6ä�� FéG�FûFÿF̧line vty line_number 
[ending_line_number] G A G l G • G WG " � Q# ÝF ç G � F éF ¹ � �F þ� ‚F ç F ÔG eG { G •G eG V F ÿ G G A G •G c G 1 G <
G z G ŠG EG u G • GpGŠ GWG" &gFç Fö FÔG� FéF¹ ��Fþ�[F÷FÿF¸ �ì�•'ƒ�Ž Gw G2 G• 7 F ÷ G w G 2 G • G A G •G c G 1 G <
GEGu G• GpGŠ GWG" 6ä�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# line vty 0 7 
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'¨  1 'v       G A G l G • G W G w G 2G • G2G•GM GŠGc G5 G2GG�Q#Ý
CLI G A G lG •G W GpGŠGW

•Fû G�FóFö$�Fú G� G� FéF¹ GA

G u G •
GCGkGŠGV Få G�Fö FÔG�GA Gl G• GWFÿF¸ Fä�Q#ÝFþGK GcGV G4 G5 G0FþG^GŠGFGu G
Gl G• GWFþ�ß�Ó$×Fú Gx GG GV G" /²&g FéG�FûFÿF¸ GeG{ G•GeGV F÷$2�e'¢ H�?H � G " 
 °� ŠF ç G � F éF ¹
Switch(config-line)# ? 

G w G 2 G • G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GWG" )
�¢Fç Fö G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG E GpGŠ GW
Fû�` G����œFÿF¸exit G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G w G 2 G • G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GWG" )
�¢Fç Fö
"I�’  EXEC GpGŠ GW Fû�̀ G����œFÿF̧end G A G l G • G WG " 
 °� Š F éG �F ÛF ¸Ctrl+Z G " � ²F ç G � F éF ¹
1-6
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Catalyst 2960F¸2960-SF
OL- 29499-01-J
2'¨            'v
 

F öF ¸
GG�"�)F÷��*OFéG�
u G •W
þGA Gl G• GWFþ

9 G4 G•GTG1 G•

GeG{ GIGG

å G �G � F éF ¹ G 0G 9 G 4 G •
Fù FÖ FÛ

2 G [G Š
GCGŠ
GQ GOFÿG^GQ
G� FéF¹
Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P
G G G 2G Q G OF þ Cisco IOS G A G l G • G W

aaa accounting dot1x
1�0ÉF¸ 0Á�•F¸ G0G9 G4 G•GT G1 G• G> H�AAA H � G 0G 9 G 4 G •G T G 1 G • G >G " G 2 G [G ŠG d G yF ûF çIEEE 802.1x 
GIGQ GEGu G•Fþ"I��Fþ G0G9 G4 G•GTG1 G• G>�‰�'G"F¸ �G)z�"�)G� FïFÿ G2 G•GM GŠGc G5 G2
�‰�'Gx GGGV G" �8�BFéG�FûFÿ aaa accounting dot1x G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG G A G l G • G
G " � Q# ÝF ç G � F éF ¹IEEE 802.1x G0G9 G4 G•GT G1 G• G>G" GUG1 GIGŠGd GyFûFéG�FûFÿF¸ Fã F no 
�g�'G" �Q#ÝFç G� FéF¹

aaa accounting dot1x { name | default}  start-stop { broadcast group { name | radius | tacacs+}  
[group {name | radius | tacacs+}...] | group {name | radius | tacacs+} [ group { name | radius 
| tacacs+}...]}

no aaa accounting dot1x { name | default}

�S�eFþ1��Â name GCGŠG^ G > G yG ŠG e� ¡F ¹ F ã G �F ÿF ¸broadcast group FÚG�G� group G;GŠ G}GŠ
GWFþ�‹Fû
°�Š FéG����œFû�Q#Ý FéG� G8GeGEGu G•F÷ FéF¹

default GUGcG7 GyGV Gx GG GV Fû FÒ G� G0G9 G4 G•GTG1 G• G>�‰�'G" F¸ G0G
G> GCGŠ GaGG #ÝFû�Q#ÝFç G� FéF¹

start-stop GeG{ GIGG Fþ6ä���ìFû start G0G9 G4 G•GT G1 G• G>3û%±G" 3æ�™Fç F¸
Fþ)
�¢�ìFû  stop G0G9 G4 G•GT G1 G• G>3û%±G" 3æ�™Fç G� FéF¹start G0G9 G4 G•
G T G 1 G • G > G z G A G Š G WF ÿG ^G Q G = G > G w G 4 G • G W F ÷3 æ� ™F
G T G 1 G • G > GCGŠG^FÜ start G0G9 G4 G•GT G1 G• G>3û%±G" �wFá�vFóFïFÛ
FûFÿ6õ�€FúFß F¸ 0[�ÓFå G�Fï GtGŠGD GeG{ GIGG FÜ6ä� �Få G�G � FéF¹

broadcast 0
�XFþ AAA GCGŠG^Fû3æ�™Få G�G� G0G9 G4 G•GT G1 G• G> G z G A G Š G WG " G
G d G yF ûF ç F öF ¸ G 0G 9 G 4 G •G TG 1 G • G > Gz GA GŠ GWG" �› G> GyGŠGeFþ�q�6Fþ
G^Fû3æ�™Fç G� FéF¹ �q�6Fþ GCGŠG^FÜ�<#ÝF÷FÝ Fú FÔ���œF¸ GG G2
G = G 0G Q G e GCGŠG^Fþ Gx GG GV G" �Q#ÝFç Fö�q�6Fþ GCGŠG^G" 1‘�9Fç
2-1
¸ F ÚG �G � 2960-P G G G 2G Q G O G A G l G • G W G x G c G /G z G •G G



 

'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
aaa accounting dot1x

" � N� áF ç

Q G O G WG Q G >" �w

� F éF ¹

� �¨

éF¹
GUGc G7 GyGV AAA G0G9 G4 G•GTG1 G• G>FÿGUG1 GIGŠGd GyF÷ FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G WF ÿF ¸RADIUS GCGŠG^G�Fþ G0G= GIGG FÜ�²0[F÷ FéF¹

G 2 G •G M G ŠG c G 5 G 2G G F û IEEE 802.1x RADIUS G0G9 G4 G•GT G1 G• G>G" 0¿�� FéG��SFûF¸dot1x 
reauthentication G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " 
 °� Š F éG �F ã F ø G
G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ IEEE 802.1x G0G9 G4 G•GT G1 G• G>G" 0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# aaa new-model
Switch(config)# aaa accounting dot1x default start-stop group radius

H��@H� RADIUS 1�0ÉGCGŠG^FÿF¸AAA G = G w G 2 G 0G •G V F Û G � � f� ‚G _G ?G Q G V G �G 4G 7 G G_G?GQ GV G
Fá
°G�Fö0°6� FéG� G� FÖ F¸ 4:�)Fû0¿�� FéG��²0[FÜ FÒG� G� FéF¹

6õ4�GA GlG• GW

group G0G9 G4 G•GT G1 G• G> GCGŠ GaGG Fû�Q#Ý FéG�GCGŠG^ G > G yG ŠG eG " � æ� �F ç G
�w� FúGCGŠG^ G > G yG ŠG e� ¡F ÿ� �F þF ø F ÚG � F ÷ F éF ¹

• nameH � G CG ŠG ^ G > G yG ŠG e� ¡ 

• radius H � 
 ² RADIUS G i G G G V F þ G x G G G V 

• tacacs+H � 
 ² TACACS+ G i G G G V F þ G x G G G V 

broadcast group FÚG�G� group G;GŠ G}GŠ GWFþ�‹Fû
°�Š FéG����œF¸group 
G;GŠ G}GŠ GWFÿG8GeGEGu G•F÷ FéF¹ G8GeGEGu G•Fþ group G;GŠ G}GŠ GW G� G
F ß F þG ;G Š G }G Š G WG " 
 °� ŠF ÷F Ý G � F éF ¹

radius H��õ�–H�RADIUS 1�0ÉG" G2 G[GŠGd GyFûFç G� FéF¹
tacacs+ H��õ�–H�TACACS+ G0G9 G4 G•GTG1 G• G>G" G2 G[GŠGd GyFûFç G� F

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
aaa authentication 
dot1x

IEEE 802.1x FÜ�·�8Fç Fö FÔG� G2 G•GM GŠGc G5 G2GG F÷�Q#Ý FéG� 1 Fô�è�VFþ 
AAA G o G K G Q G WG " � æ� �F ç G � F éF ¹

aaa new-model AAA G0G= GIGG G A G •G V G { G Š G y GpGU GyG" G2 G[GŠGd GyFûFç G� FéF¹
dot1x reauthentication ���‡$×Fú
Ì1�0ÉG" G2 G[GŠGd GyG� FïFÿGUG1 GIGŠGd GyFûFç G� FéF¹
dot1x timeout 
reauth-period


Ì1�0ÉFþ0è/œFþ6ë7x H�&ÊH� G" 0¿��Fç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
aaa authentication dot1x

WG " � Q# Ý
G •G "

Få G�Fö FÔG�

&�1� FéG�FïG�Fû�M��Fþ
G2 G0

u G •W

" � Q# Ý

ç G�
3É�™Få G�Fï

GcG7 GyGV
aaa authentication dot1x
IEEE 802.1x 1�0ÉFû =�Ð FéG�GkGŠGV F÷1�0ÉF¸ 0Á�•F¸ G0G9 G4 G•GT G1 G• G> H�AAA H � G o G K G Q G
FéG� G� FÖ Fû�æ�� FéG�FûFÿ aaa accounting dot1x G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G A G l G • G W
�Q#ÝFç G� FéF¹ 1�0ÉG" GUG1 GIGŠGd GyFûFéG�FûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

aaa authentication dot1x { default} method1

no aaa authentication dot1x { default}

�S�eFþ1��Â

H��@H� �ÚFþG;GŠ G}GŠ GWFÜGA Gl G• GW Gw G2 G•FþGf GyGe GG GV Gx G• G>Fû/²&gFå G�G� FéFÜF¸ GCGkGŠGV
FþFÿ default FÚG�G� group radius G;GŠ G}GŠ GW FðFáF÷ FéF¹

GUGc G7 GyGV 1�0ÉFÿ��/œFå G�G� FëG#F¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•method �,�XFûFÿF¸ 1�0É G0 GyGB Gx GH GnFÜG= Gw G2 G0G•GV FÛ G�FþG_GG G}GŠ GWG"
8p�ÎF÷0èG�G��‰�'G" �æ��Fç G� FéF¹ ��7•Fû IEEE 802.1x Fû =�ÐFç Fö FÔG��O�MFþ�‰�'FÿF¸ G= Gw
G•GV GUGŠGM FÜ RADIUS 1�0ÉGCGŠG^Fû�PFç Fö&�1�Få G�G� group radius �‰�'F÷ FéF¹

group radius G" �æ��Fç Fï���œFŗadius-server host G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG G A G l G • G
G " � Q# ÝF ç F ö RADIUS GCGŠG^G" 0¿�� FéG��²0[FÜ FÒG� G� FéF¹

0¿��Få G�Fï1�0É�‰�'Fþ Gx GG GV G" /²&g FéG�FûFÿF¸show running-config "I�’  EXEC G A G l G • G WG
F ç G � F éF ¹

�[ ��Fþ�[F÷Fÿ  AAA G " G 2 G [G ŠG d G yF ûF ç F ö IEEE 802.1x  =�ÐFþ1�0É Gx GG GV G" �8�B FéG��‰�2G" &gF
FéF¹ Fã Fþ1�0ÉFÿF¸ �q�6Fû RADIUS GCGŠG^Fø Fþ�º�™G" 0èG�G� FéF¹ Fã Fþ�·�8F÷G6GwGŠFÜ
���œF¸ GtGŠGDFÿG[GQ GV G}GŠG= G�Fþ G0G= GIGG FÜ0Á�•Få G�G� FëG#F¹
Switch(config)# aaa new-model
Switch(config)# aaa authentication dot1x default group radius

0¿��G" &�1� FéG�FûFÿFşhow running-config "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

default Fã Fþ�,�XFþ�‹Fû)FFß F¸ Gx GG GV Få G�Fï1�0É�‰�'G" G{ G> G2 G•�ìFþGU
Fþ�‰�'Fø Fç Fö�Q#ÝFç G� FéF¹

method1 1�0É#ÝFû FéG	FöFþ RADIUS GCGŠG^Fþ Gx GG GV G" �Q#Ý FéG�FûFÿF¸group 
radius G;GŠ G}GŠ GWG" 
°�ŠFç G� FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
aaa authentication dot1x
6õ4�GA GlG• GW G A G l G • G W 1 �� Â
aaa new-model AAA G0G= GIGG G A G •G V G { G Š G y GpGU GyG" G2 G[GŠGd GyFûFç G� FéF¹
show running-config #'�~Fþ�·�80¿��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
aaa authorization network

ç Fö GtGŠGD
^
ûFé

Š

F ÿF ¸

# ÝF ç

Ö

aaa authorization network 
IEEE 802.1x VLAN �m G� �\Fö Fú FùFþ FéG	FöFþ G[GQ GV G}GŠG= 6õ4�GCGŠ GaGG 0[�ÓFû�PF 
RADIUS 1 �0 ÉG " � Q# Ý F éG � G � F Ö F ûG G G 2G Q G OG " 0 ¿� � F éG �F ûF ÿF ¸aaa authorization network G>G{ GŠG
Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹RADIUS GtGŠGD1�0ÉG" GUG1 GIGŠGd GyF
G�FûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

aaa authorization network default group radius 

no aaa authorization network default

�S�eFþ1��Â

GUGc G7 GyGV 1�0ÉFÿGUG1 GIGŠGd GyF÷ FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•G G G 2G Q G OF ÜF ¸ G UG cG 7 G yG V F þ1 �0 É G x G G G V 
 ÆF û F Ò G � RADIUS GCGŠG^FÛ G� IEEE 802.1x 1�0ÉG_ Gw Go G
G M G " G N G 4 G • G { G Š G W F ÷F Ý G � G � F Ö F ûF éG �F ûF ÿF ¸aaa authorization network default group radius G>
G { G ŠG ^ G y G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ 1 �0 ÉG _ G w G o G ŠG MVLAN � m G � � \
F ö F ú F ùF ¸RADIUS GCGŠG^FÛ G� G_ Gw Go GŠGM G" �v�“ FéG��µ+�F÷�Q#ÝFå G�G� FéF¹

0¿��Få G�Fï1�0É�‰�' Gx GG GV G" /²&g FéG�FûFÿF¸show running-config "I�’  EXEC G A G l G • G WG " � Q
G � F éF ¹

�[ Fã Fþ�[F÷FÿF¸ FéG	FöFþ G[GQ GV G}GŠG= 6õ4�GCGŠ GaGG 0[�ÓFû�PFç Fö GtGŠGD RADIUS 1�0ÉG" /œ FÖ G� F
G G G 2G Q G OG " 0 ¿� � F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch(config)# aaa authorization network default group radius

0¿��G" &�1� FéG�FûFÿFşhow running-config "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

default group 
radius

GUGcG7 GyGV Fþ1�0É Gx GG GV Fø Fç FöF¸ GCGŠG^ G > G yG ŠG e
 ÆF þ F éG 	F öF þ RADIUS 
G i G G G V F þ G x G G G V G " � Q# ÝF ç G � F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show running-config #'�~Fþ�·�80¿��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
archive copy-sw

=

CG kG ŠG V F å

ëG #F ¹

(
�VFÿ

‹F¸ !“�²�ó

"

Fç Fï�‹F¸
F Ö F û

Q G E G s

ŠGFG"
F éF ¹

2 G o G ŠG F
5 G 08 •
¹ G N G 4
archive copy-sw
"I��FþGG GM GQ G= G o G •G ^� VF þ G c G wG Q G E G s G o G pG x F Û G � � �/ œ G 2 G o G ŠG FG " F ¸1 Fô�è�VFþ�9FþGG GM GQ G Go
G•G^�VFû FÒ G�Gc GwGQ GE Gs G o G pG x F ûG A G bG Š F éG �F ûF ÿF ¸ G G G M G Q G = GlGG GM GŠ�VF÷ archive copy-sw "I
�’  EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

archive copy-sw [/destination-system destination-stack-member-number] [ /force-reload] 
[leave-old-sw] [ /no-set-boot] [ /overwrite] [ /reload] [ /safe] source-stack-member-number

H��@H� F ã F þG A G l G • G WF ÿF ¸LAN base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG � Catalyst 2960-S G G G 2G Q G OF þ G �F ÷G
G�Fö FÔG� FéF¹

�S�eFþ1��Â

G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•#'/œFþGK GcGV G4 G5 G0 G 2 G o G ŠG FF ÿF ¸ G A G bG ŠF å G �F ï G 2 G o G ŠG FF ÷� V� iF Ý F å G �G � F

G K G cG V G 4 G 5 G 0 G 2 G o G ŠG FF ø HTML G c G / G 2 G yF þ� g� ‰F ÜG A G bG ŠF å G �G � F éF ¹

� ‚Fç FÔG2 Go GŠGFFÿ flash: G c G / G 2 G y G E G G G T G nF ûG A G bG ŠF å G �G � F éF ¹

/destination-system 
destination-stack-
member-number

H��õ�–H� ��/œ G2 Go GŠGFFþGA GbGŠ
›Fþ Go G•G^$��•F¹ �æ��F÷FÝ G� 1 
HZ 4 F ÷ F éF ¹

/force-reload H��õ�–H� GK GcGV G4 G5 G0 G2 Go GŠGFFþ GN G4 G•G{ GŠ GW FÜ�B�ŒFç Fï�
FûGE GG GT GnFþ Gx G{ GŠ GWG" �I�DFç G� FéF¹

/leave-old-sw H��õ�–H� GN G4 G•G{ GŠ GW FÜ�B�ŒFç Fï�‹F¸ �‚ FÔGK GcGV G4 G5 G0 G^GŠGFGu G•G
�–�ÑFç G� FéF¹

/no-set-boot H��õ�–H� �‚Fç FÔGK GcGV G4 G5 G0 G2 Go GŠGFFþ GN G4 G•G{ GŠ GW FÜ�B�Œ
BOOT #”�C�š�XFþ0¿��Fÿ�‚Fç FÔGK GcGV G4 G5 G0 G 2 G o G ŠG FG " & g F éG �
�š�fFå G�G� FëG#F¹

/overwrite H��õ�–H� GN G4 G•G{ GŠ GW Få G�FïGK GcGV G4 G5 G0 G 2 G o G ŠG FF ÷F ¸ G c G wG Go
GpGx FþGK GcGV G4 G5 G0 G 2 G o G ŠG FG " � V� iF Ý F ç G � F éF ¹

/reload H��õ�–H� �š�fFå G�Fï0¿��FÜ�–�ÑFå G�Fö FÔFú FÔ���œG" 7VFÝ F¸ G2 Go G
G N G 4 G •G { G Š G W F ç F ï� ‹F ÷G E G G G T G nG " G x G { G Š G W F ç G �

/safe H��õ�–H� #'�~FþGK GcGV G4 G5 G0 G 2 G o G ŠG FG " � –� ÑF ç G � F éF ¹ � ‚F ç F ÔG
F Ü G N G 4 G •G { G Š G W F å G �G �G � F ÷F ÿF ¸ � ‚F ç F ÔG K G cG V G 4 G G 2 G o G ŠG F# ÝF þ
�æG" �8 G�% $×F÷#'�~FþGK GcGV G4 G5 G0 G 2 G o G ŠG FG " � P7 VF ç G � F ëG #F
G•G{ GŠ GW)
�¢�‹Fû#'�~Fþ G2 Go GŠGFFÜ�P7VFå G�G� FéF¹

source-stack-member-
number

��/œ G2 Go GŠGFFþGA GbGŠ
–Fþ Go G•G^$��•F¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ 4 F÷
FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(53)SE1 F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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Ö � š� fF å

÷� f� j

G M G Q G =
²0[FÜ FÒG�
ç G � F éF ¹

ŠGFFÿF¸ �aFúFß Fø G�

GŠF÷FÝ G� FéF¹
G2 Go GŠ

F ÔF ø F ¸
Fã Fø Fû G�FóFö Gc GwGQ
6GwGŠFÜ$Î#ÕFç G�

G� � ‚ FÔG2 Go GŠGFFÜ�V
" � P7 VF ÷F Ý G � F éF ¹

� iF Ý F éG �� �� œF ÿF ¸

GG G2GQ GO
��/œ�pF÷FÿFú FÔFã Fø
¸ GA GbGŠFÿ/œG�G�G�

G2 Go GŠGFFÜGA GbGŠFå G�

G o G ŠG FF þ� Q
��


°
G � F éF ¹
BOOT #”�C�š�XFÿF¸ flash: G c G / G 2 G y G E G G G T G nF þ� ‚F ç F ÔG K G cG V G 4 G 5 G 0 G 2 G o G ŠG FG " & g F éG � F
G�G� FéF¹

G2 Go GŠGF�¡F÷Fÿ�±�e�ÐFø �`�e�ÐFÜ�
�9Få G�G� FéF¹ G2 Go GŠGF G c G / G 2 G yF ÿ tar GcG7 GŠGlGQ GV F
F å G �G � F éF ¹

H��@H� archive copy-sw "I�’  EXEC G A G l G • G WG " � GF ç F ß � Q# Ý F éG �F ûF ÿF ¸ 3 ã� •F å G �G �G G G o G •G ^ GG
G2GQ GOFÚG�G�GlGG GM GŠFþ�g�‰Fþ G2 Go GŠGFG" TFTP GCGŠG^FÛ G� GN G4 G•G{ GŠ GW Fç Fö FÚFß �
G � F éF ¹ G N G 4 G • G { G Š G WG " � �/ œ F éG �F ûF ÿF ¸archive download-sw "I�’  EXEC G A G l G • G WG " � Q# ÝF

�«�n�öFþ Fú FÔGK GcGV G4 G5 G0FÜ�š3UFå G�Fï GG G2GQ GOFûGA GbGŠFå G�G� G2 Go G 1 Fô
F þ G o G •G ^F ÷� �/ œF ç F ö F ÔG �� ²0 [F Ü F ÒG � G � F éF ¹

G0GQ Ge G>Gz GŠ GW FéG��›Go G•G^FþGA Gl G• GW F÷ /destination-system destination-stack-member-number 
Fþ G8GeGEGu G•G" )Þ G� 3É FéFã Fø F÷F¸ 0
�XFþ
½�/$×FúGo G•G^Fû G2 Go GŠGFG" GA Gb
destination-stack-member-number G" �æ��Fç FúFÛFóFï���œFÿF¸ GUGcG7 GyGV 0¿��F÷F¸ ��/œ�pFþ
GF G c G / G 2 G yF Ü F éG 	F öF þ G o G •G ^F ûG A G bG ŠF å G �G � F éF ¹

/safe G � F ïF ÿ /leave-old-sw G8GeGEGu G•G" �Q#ÝFç Fï���œFûF¸ ���(FúGc GwGQ GE Gs G o G pG x F ÜF ú
�‚Fç FÔG2 Go GŠGFFþGA GbGŠFû�»�K FéG����œFÜ FÒG� G� FéF¹ GK GcGV G4 G5 G0G" �g Fé
G E G s Go GpGx Fþ'5FÝ ��5�FÜ�Y2ŠFç F¸ �‚Fç FÔG2 Go GŠGFFÜ
° G� FÝ G� FúFÛFóFï���œFûG
FéF¹

/leave-old-sw G8GeGEGu G•G" �Q#ÝFç FïFïG�FûF¸ � ‚Fç FÔG2 Go GŠGFG" GA GbGŠFç Fö
�iFÝ Få G�FúFÛFóFï���œF¸delete "I�’  EXEC G A G l G • G WG " � Q# ÝF ç F ö� ‚ F ÔG 2 G o G ŠG FG
0ò(ýFûFôFÔFö FÿF¸FÂdeleteF Ã H �2 - 129 GhGŠGFH� Fþ8oG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

G c G wG Q G E G s G UG ^ G 2G G F þ G 2 G o G ŠG FG " F ¸ G A G bG ŠF å G �F ï G 2 G o G ŠG FF ÷� V/overwrite G8
GeGEGu G•G" �Q#ÝFç G� FéF¹

/overwrite G8GeGEGu G•FúFçF÷Fã FþGA Gl G• GWG" �æ��Fç Fï���œFÿF¸ �‚Fç FÔG2 Go GŠGFFÜF¸ Gc
GwGQ GEGs GUG^ G2GG �VFþ G2 Go GŠGFFø �  Fè F÷Fú FÔFã Fø G�F¸ FÔFêG�Fþ Go G•G^F÷G�
FÜF¸ G0 GyGB Gx GH GnFû G�FóFö&�1�Få G�G� FéF¹ G2 Go GŠGFFÜ�  Fè F÷ FÒ G����œFûFÿF
FëG#F¹ G2 Go GŠGFFÜ$�FúFóFö FÔG�� ��œF¸ � ‚ FÔG2 Go GŠGFFÿ�P7VFå G�F¸ � ‚Fç FÔ
G � F éF ¹

� ‚Fç FÔG2 Go GŠGFG" GA GbGŠFç Fï�‹F÷F¸reload "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç F ö� ‚F ç F ÔG 2
#ÝG" 6ä�� FéG�FÛF¸ G� FïFÿ archive copy-sw G A G l G • G W F ÷ /reload FÛ /force-reload G8GeGEGu G•G" �æ
F ç F ö F ß F ðF å F ÔF ¹

source-stack-member-number G8GeGEGu G•G" �Q#Ý FéG����œF¸ ��Fþ G8GeGEGu G•G" 1 Fô�è�V
°�ŠF÷FÝ
G � F éF ¹

• /destination-system destination-stack-member-number

• /force-reload

• /leave-old-sw

• /no-set-boot

• /overwrite

• /reload

• /safe 

F ã G �G � G � G � � SF û F Ò G � F ÔF êG �F ÛF þ G 8G eG EG u G •F þ� SF û source-stack-member-number G8GeGEGu G•G"
� Š F éG �� �� œF ÿF ¸archive copy-sw source-stack-member-number G A G l G • G W F ðF áG " 
 °� ŠF ÷F Ý

��Fþ�[F÷FÿF¸ archive copy-sw G A G l G • G WG " 
 °� Š F éG �� ‰� 2G " & gF ç G � F éF ¹
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x
F÷�V�iFÝ FéG�Fû

G5 G0–� â

ŠF ç

FéF¹

G" &gFç G� FéF¹

GbGŠFå G�Fï G2
G T G nF ÿ G x G { G Š G W F å G �G � F éF ¹

{ GŠ GW Fç G� FéF¹

¸

W Fç G� FéF¹

Gx G" �P7VFç
• ��/œ G2 Go GŠGFG" Go G•G^FÛ G� �9Fþ Go G•G^FûGA GbGŠFç FöF¸2 FôG�Fþ Go G•G^Fþ Gc GwGQ GE Gs G o G pG
FþGK GcGV G4 G5 G0 G2 Go GŠGF H�FéF÷Fû�Ñ�~ FéG����œH� G" F¸ GA GbGŠFç Fï G2 Go GŠGF
FÿF a̧rchive copy-sw /destination destination-stack-member-number /overwrite 
source-stack-member-number G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

• ��/œ G2 Go GŠGFG" Go G•G^FÛ G� �9Fþ Go G•G^FûGA GbGŠFç FöF¸ #'�~FþGK GcGV G4 G 2 G o G ŠG FG " �
Fç FúFÜ G� G2 Go GŠGFFþGA GbGŠ�‹FûGE GG GT GnG" Gx G{ GŠ GW FéG�FûFÿF¸archive copy-sw/destination 
destination-stack-member-number/safe/reload source-stack-member-number G A G l G • G WG " 
 °�
G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ GG GM GQ G= G o G •G ^ 6 F Û G � � �/ œ G 2 G o G ŠG FG " G o G •G ^ 8 FûGA GbGŠ FéG��‰�2G" &gFç G�
Switch# archive copy-sw /destination-system 8 6

��Fþ�[F÷FÿF¸ Go G•G^ 6 FÛ G� ��/œ G2 Go GŠGFG" �ÚFþ FéG	FöFþ Go G•G^FûGA GbGŠ FéG��‰�2
Switch# archive copy-sw 6

��Fþ�[F÷FÿF¸ Go G•G^ 5 F Û G � � �/ œ G 2 G o G ŠG FG " G o G •G ^ 7 FûGA GbGŠ FéG��‰�2G" &gFç G� FéF¹2 FôG�Fþ Go
G•G^Fþ Gc GwGQ GE Gs Go GpGx FûGA GbGŠ�P1ßFþ G2 Go GŠGFFÜ FéF÷Fû�Ñ�~ FéG����œFÿF¸ GA
G o G ŠG FF ÷� V� iF Ý F å G �G � F éF ¹ G 2 G o G ŠG FF ÜG A G bG ŠF å G �F ï� ‹F ¸ G E G G
Switch# archive copy-sw /destination-system 7 /overwrite /force-reload 5

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
archive download-sw TFTP GCGŠG^FÛ G� GG G2GQ GOFû�‚Fç FÔG2 Go GŠGFG" GN G4 G•G
archive tar tar G c G / G 2 G yG " � 8� BF ç F ¸tar Gc G/ G2 Gy
ÆFþ Gc G/ G2 GyG" �M0t/²&gFç Ftar 

G c G / G 2 G yF Û G � G c G / G 2 G yG " � ³� �F ç G � F éF ¹
archive upload-sw GG G2GQ GOFþ�¤�ÑFþ G2 Go GŠGFG" GCGŠG^Fû G0GQ GeG{ GŠ G
delete G c G wG Q G E G s G o G pG x GUG^ G2GG Fþ Gc G/ G2 GyG� FïFÿGUG1 Gz G= GV

G � F éF ¹
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Š G W F ç F öF ¸ � ¤
Q# Ý

²�óFûGE

�3 ¸G �G UG ^ G 2G G
W F ç G � F ëG #F ¹
�V�i

Fï�‹FûF¸
G � G �

�«�n�öG" &�1�
éF ¹ G G G 2G Q G O
� VF þG G G M G Q G =
G N

G �F þF ÿF ¸
÷ F éF ¹

Ý G�(
�VFÿ

G V G 4 G 5

þ GN G4 G•
F éF ¹

G ŠG FF Ü G N
0
¹ G N G 4
archive download-sw
�‚Fç FÔG2 Go GŠGFG" TFTP GCGŠG^FÛ G� GG G2GQ GOG� FïFÿGG G2GQ GO G G G M G Q G = F ûG N G 4 G •G { G
�ÑFþ G2 Go GŠGFG" �V�iFÝ G� FïFÿ�–�â FéG�FûFÿF¸archive download-sw "I�’  EXEC G A G l G • G WG " �
F ç G � F éF ¹

archive download-sw { /directory | /force-reload | /imageonly | /leave-old-sw | /no-set-boot | 
/no-version-check | /destination-system stack-member-number | /only-system-type 
system-type | /overwrite | /reload | /safe} source-url

�S�eFþ1��Â /directory G 2 G o G ŠG FF þG UG 1 G z G = G V G x G " � æ� �F ç G � F éF ¹
/force-reload G K G cG V G 4 G 5 G 0 G2 Go GŠGFFþ GN G4 G•G{ GŠ GW FÜ�B�ŒFç Fï�‹F÷!“�

G G G T G nF þ G x G { G Š G WG " � I� DF ç G � F éF ¹
/imageonly G K G cG V G 4 G 5 G 0 G 2 G o G ŠG FF ðF áG " G N G 4 G •G { G Š G W F ç F ¸ ) �G 

G l G [G ŠG FG q F û6 õ4 � F éG � HTML G c G / G 2 G yF ÿ G N G 4 G •G { G Š G
�¤�ÑFþG^GŠGFGu G•Fþ HTML Gc G/ G2 GyFÿF¸ �¤�ÑFþG^GŠGFGu G•FÜ
FÝ G� FïFÿ�P7VFå G�Fö FÔG����œFûFðFá�P7VFå G�G� FéF¹

/leave-old-sw G N G 4 G •G { G Š G W F û� B� ŒF ç F ï� ‹F ÷� ‚ F ÔG K G cG V G 4 G 5 G 0 G^GŠGFGu G•G" �–�Ñ
F ç G � F éF ¹

/no-set-boot � ‚Fç FÔGK GcGV G4 G5 G0 G2 Go GŠGFFþ GN G4 G•G{ GŠ GW Fû�B�ŒFç
BOOT #”�C�š�XFþ0¿��FÜ�‚Fç FÔGK GcGV G4 G5 G0 G 2 G o G ŠG FG " � æ� � F é
F Ö F û� š� fF å G �G � F ëG #F ¹

/no-version-check FíFþG^GŠGFGu G•FþGG G2GQ GO�VF÷�·�8�pFþ G2 Go GŠGFFø Fþ
FëFêFûF¸ GK GcGV G4 G5 G0 G 2 G o G ŠG FG " G N G 4 G •G { G Š G W F ç G � F 
G G G M G Q G = F ÷F ÿF ¸ G 2 G o G ŠG F� VF ÚG �G �G G G M G Q G = GeG{ GV GA
Gy G^GŠGFGu G•Fþ�«�n�öG" &�1�FëFêFûF¸ GK GcGV G4 G5 G0 G 2 G o G ŠG FG "
G 4 G •G { G Š G W F ç G � F éF ¹ G G G M G Q G = � S� BG " G CG kG ŠG V F ç F ö F ÔLAN 
Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG � Catalyst 2960-S G G G 2G Q G OF ðF áF

/destination-system 
stack-member-number

G0GQ Ge G>Gz GŠ GW FéG�"I��Fþ Go G•G^G" �æ��Fç G� FéF¹ �æ��F÷F 
1 HZ 4 F ÷ F éF ¹

/only-system-type 
system-type

G0GQ Ge G>Gz GŠ GW FéG�"I��FþGE GG GT Gn GM G2GeG" �æ��Fç G� FéF¹ �æ��F÷
F Ý G �( 
� VF ÿ 0 HZ FFFFFFFF F ÷ F éF ¹

/overwrite G N G 4 G •G { G Š G W F å G �F ï G 2 G o G ŠG FF ÷F ¸ G c G wG Q G E G s G o G pG x F þG K G c
G0 G 2 G o G ŠG FG " � V� iF Ý F ç G � F éF ¹

/reload �š�fFå G�Fï0¿��FÜ�–�ÑFå G�Fö FÔFú FÔ���œG" 7VFÝ F¸ G2 Go GŠGFF
G { G Š G W F û� B� ŒF ç F ï� ‹F ÷G E G G G T G nG " G x G { G Š G W F ç G �

/safe #'�~FþGK GcGV G4 G5 G0 G 2 G o G ŠG FG " � –� ÑF ç G � F éF ¹ � ‚F ç F ÔG 2 G o
G 4 G •G { G Š G W F å G �G �G � F ÷F ÿF ¸ � ‚F ç F ÔG K G cG V G 4 G 5 G G2 Go GŠGF#ÝFþ8•�æ
G" �8 G�% $×F÷#'�~FþGK GcGV G4 G5 G0 G 2 G o G ŠG FG " � P7 VF ç G � F ëG #F
G•G{ GŠ GW)
�¢�‹Fû#'�~Fþ G2 Go GŠGFFÜ�P7VFå G�G� FéF¹
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F å G �G � F ëG #F ¹

F éF ¹

� š� fF å

÷� f� j

þG^GŠ

F ÔG � F éF ¹

Gy

�

F¸

GG GV GŠ GyFéG�
GUGc G7 GyGV #'/œFþGK GcGV G4 G5 G0 G 2 G o G ŠG FF ÿF ¸ G N G 4 G •G { G Š G W F å G �F ï G 2 G o G ŠG FF ÷� V� iF Ý

G K G cG V G 4 G 5 G 0 G 2 G o G ŠG FF ø HTML G c G / G 2 G yF þ� g� ‰F Ü G N G 4 G •G { G Š G W F å G �G �

� ‚Fç FÔG2 Go GŠGFFÿ flash: G c G / G 2 G y G E G G G T G nF ûG N G 4 G •G { G Š G W F å G �G � F éF ¹

BOOT #”�C�š�XFÿF¸ flash: G c G / G 2 G y G E G G G T G nF þ� ‚F ç F ÔG K G cG V G 4 G 5 G 0 G 2 G o G ŠG FG " & g F éG � F Ö
G�G� FéF¹

G2 Go GŠGF�¡F÷Fÿ�±�e�ÐFø �`�e�ÐFÜ�
�9Få G�G� FéF¹ G2 Go GŠGF G c G / G 2 G yF ÿ tar GcG7 GŠGlGQ GV F
F å G �G � F éF ¹

G N G 4 G • G { G Š G W F éG � G 2 G o G ŠG FF þG G G M G Q G = G e G { G V G A G y G^GŠGFGu G•Fþ�«�n�öFÿF¸ GG GM GQ G= F
GFGu G•Fø �è� �Få G�G� FéF¹

G A G lG • G W GpGŠGW "I�’  EXEC

source-url G { G ŠG 9 G yG � F ïF ÿG [G Q G V G }G ŠG = G c G / G 2 G y GE GG GT Gn#ÝFþ3æ�™
– URL G6
G 2 G x G 0G G F ¹ � �F þ G 8G eG EG u G •F ÜG CG kG ŠG V F å G �F ö

• GIG9 G• GNGx GdGŠGV G{ GŠ GN H�BS1H � F þ� S� e H �
bs1:

• G G G M G • G W G 0G { G • GG G2GQ GOG� FïFÿGlGG GM GŠ�VFþ G{ GŠG9 G c G wG Q
G E G s G c G / G 2 G y G E G G G T G nF þ� S� e H �
flash:

G o G •G ^� VF þ G { G ŠG 9 G y G c G wG Q G E G s G c G / G 2 G y G E G G G T G nF þ� S� e H
flash member number:

H��@H� GG GM GQ G= �S�BFÜGCGkGŠGV Få G�Fö FÔG�FþFÿCatalyst 
2960-S G G G 2G Q G OF ðF áF ÷ F éF ¹

• FTP Fþ�S�e H�
ftp: [[ //username[:password]@location]/directory]/image-name.tar

• HTTP GCGŠG^Fþ�S�e H�
http:// [[ username:password]@]{ hostname | 
host-ip}[/ directory]/image-name.tar

• GIG;Gs G0 HTTP GCGŠG^Fþ�S�e H�
https://[[ username:password]@]{ hostname | 
host-ip}[/ directory]/image-name.tar

• Remote Copy ProtocolH�RCPH � F þ� S� e H �
rcp: [[ //username@location]/directory]/image-name.tar

• TFTP Fþ�S�e H�
tftp: [[ //location]/directory]/image-name.tar

image-name.tar  FÿF¸ GG G2GQ GOFûGN G4 G•G{ GŠ GW Fç F¸ G2 G•
G K G cG V G 4 G 5 G 0 G 2 G o G ŠG FF ÷ F éF ¹
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archive download-sw

FûF¸ �¤�ÑFþ G2
áF Ü G N

�� œF ûF ÿ
G� FéF¹ GK GcGV G4 G5 G0G" �g Fé
FúFÛFóFï���œ

ïFø FÝ Fû� ‚ FÔG2 Go GŠGFFÜ
G " � P7 V F éG �F ã F ø

þ G 2 G o G ŠG FG "
u G•G" �Q#Ý
Š GW FéG�
½�/$×Fú

�FïG�FûFÿF¸ Gl
G �� ²0 [FÜ FÒG�

F ¸ G G G M G Q G = F þ
� FéF¹

G � 3 É
� F éF ¹

FF ÷� V� iF Ý F éG �� �� œF ÿF ¸

ÿF ¸ � ‚

ÿF ¸ G N G 4 G •G { G Š G WF ÿ/ œG �
ç FÔG2 Go GŠGFFÜ GN G4 G•

ÔG 2 G o G Š

F¸ GG G2GQ GOF÷
G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•/imageonly G8GeGEGu G•FÿF¸ �¤�ÑFþ G2 Go GŠGFFÜ�P7VG� FïFÿ*(FÝ �n FØG� G�Fö FÔG����œ
G o G ŠG FF þ HTML G c G / G 2 G yG " � P7 VF ç G � F éF ¹ H �HTML G c G / G 2 G yF þ F ú F ÔH �Cisco IOS G 2 G o G ŠG FF ðF
G 4 G • G { G Š G W F å G �G � F éF ¹

/safe G � F ïF ÿ /leave-old-sw G8GeGEGu G•G" �æ�� FéG�Fø F¸ ���(FúGc GwGQ GE Gs G o G pG x F ÜF ú F Ô�
� ‚Fç FÔG2 Go GŠGFFþ GN G4 G•G{ GŠ GWFÜ/œG�G�Fú FÔG� FÖ FûFéG�Fã Fø FÜF÷FÝ
F ã F ø F û G �F óF ö G c G wG Q G E G s Go GpGx Fþ'5FÝ ��5�FÜ�Y2ŠFç F¸ �‚Fç FÔG2 Go GŠGFFÜ
° G� FÝ G�
FûF¸ G6GwGŠFÜ$Î#ÕFç G� FéF¹

/leave-old-sw G8GeGEGu G•G" �Q#ÝFç F¸ � ‚Fç FÔG2 Go GŠGFG" GN G4 G•G{ GŠ GW Fç F
�V�iFÝ Få G�FúFÛFóFï���œF¸delete "I�’  EXEC G A G l G • G WG " � Q# ÝF ç F ö� ‚ F ÔG 2 G o G ŠG F
FÜF÷FÝ G� FéF¹ 0ò(ýFûFôFÔFö FÿF¸FÂdeleteF Ã H �2-129 GhGŠGFH� Fþ8oG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

G G G M G Q G = F û� Ñ� ~F ç F ö F ÔG �G ^G ŠG FG u G •F ø F ÿ$ �F ú G �G G G M G Q G = G e G { G V G A G yF þG ^G ŠG FG u G •F
G N G 4 G • G { G Š G W F éG �� �� œF ÿF ¸/no-version-check G8GeGEGu G•G" �Q#ÝFç G� FéF¹ Fã Fþ G8GeGEG
FéG����œFÿ /destination-system G8GeGEGu G•G" �Q#ÝFç F¸ G2 Go GŠGFF÷ G0GQ Ge G>Gz G
G o G •G ^G " � æ� �F ç F ö F ß F ðF å F ÔF ¹

H��@H� G G G M G Q G = � S� BG " G CG kG ŠG V F ç F ö F ÔG �F þF ÿF ¸LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG � Catalyst 2960-S GG
G2GQ GOFðFáF÷ FéF¹

H��@H� /no-version-check G8GeGEGu G•Fþ�Q#ÝFûFÿ�@�–FÜ�²0[F÷ FéF¹ � �MFþGG GM GQ G= FûFéG
GG GM GŠG" �µG�F¸ FéG	FöFþ Go G•G^F÷F¸ GG GM GQ G= GeG{GV GA GyFþG^GŠGFGu G•FÜ�  �MF÷ FÒ
G � F éF ¹ F ã F þ G 8G eG EG u G •G " � æ� � F éG �F ø F ¸ � q� 6F ûG G G M G Q G = G e G { G V G A G yF þG ^G ŠG FG u G •F ø
G^GŠGFGu G•Fþ�«�n�öG" &�1� FéG�Fã Fø FúFß F¸ G2 Go GŠGFG" GN G4 G•G{ GŠ GW F÷FÝ G

G0GQ Ge G>Gz GŠ GW FéG�GG GM GQ G= G o G •G ^ F äF ø F þG A G l G • G W F ÷ /destination-system G 8G eG EG u G •G " ) Þ
FéFã Fø F÷F¸ 0
�XFþGG GM GQ G= G o G •G ^G " � æ� �F ç F ¸ G 0G Q G e G >G z G Š G W F ÷F Ý G

G c G wG Q G E G s G UG ^ G 2G G F þ G 2 G o G ŠG FG " G N G 4 G •G { G Š G W F å G �F ï G 2 G o G ŠG
/overwrite G8GeGEGu G•G" �Q#ÝFç G� FéF¹

/overwrite G8GeGEGu G•FúFçF÷Fã FþGA Gl G• GWG" �æ�� FéG����œF¸ GN G4 G•G{ GŠ GW G 0 G yG B G x G H G nF
F ç F ÔG 2 G o G ŠG FF ÜF ¸ G G G 2G Q G O G c G wG Q G E G s GUG^ G2GG Fþ G2 Go GŠGFF¸ G� FïFÿGG GM GQ G= Go G•G^F÷��/œ�p
F þG � F þF ø �   F è F ÷F ÿF ú F ÔF ã F ø G " & �1 �F ç G � F éF ¹ G 2 G o G ŠG FF Ü�   F è F ÷ F Ò G �� �� œF
G�G� FëG#F¹ G2 Go GŠGFFÜ$�FúFóFö FÔG�� ��œF¸ � ‚ FÔG2 Go GŠGFFÿ�P7VFå G�F¸ � ‚F
G { G Š G W F å G �G � F éF ¹

� ‚Fç FÔG2 Go GŠGFG" GN G4 G•G{ GŠ GW Fç Fï�‹F÷F¸reload "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç F ö� ‚F ç F
GFFþ�Q#ÝG" 6ä�� FéG�FÛF¸ G� FïFÿ archive download-sw G A G l G • G WF þ /reload G8GeGEGu G•FÛ 
/force-reload G8GeGEGu G•G" �æ��Fç Fö Fß FðFå FÔF¹

�[ ��Fþ�[F÷FÿF¸ 172.20.129.10 Fþ TFTP GCGŠG^FÛ G� �‚Fç FÔG2 Go GŠGFG" GN G4 G•G{ GŠ GW Fç
G 2 G o G ŠG FG " � V� iF Ý F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch# archive download-sw /overwrite tftp://172.20.129.10/test-image.tar  

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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archive download-sw

G OF ûG N G 4 G •

&gFç

� F éF ¹

¸

W Fç G� FéF¹

Gx G" �P7VFç
��Fþ�[F÷FÿF¸ 172.20.129.10 Fþ TFTP GCGŠG^FÛ G� GK GcGV G4 G5 G0 G 2 G o G ŠG FF ðF áG " G G G 2G Q
G { G Š G W F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch# archive download-sw /imageonly tftp://172.20.129.10/test-image.tar  

��Fþ�[F÷FÿF¸ GN G4 G• G{ GŠ GW Fû�B�ŒFç Fï�‹F÷�‚ FÔGK GcGV G4 G5 G0 G^GŠGFGu G•G" �–�Ñ FéG��‰�2G"
G � F éF ¹
Switch# archive download-sw /leave-old-sw tftp://172.20.129.10/test-image.tar  

��Fþ�[F÷FÿF¸ GG GM GQ G= G o G •G ^ 6 FÚG�G� 8 G " G 0G Q G e G >G z G Š G W F éG �� ‰� 2G " & gF ç G
Switch# archive download-sw /imageonly /destination-system 6 /destination-system 8 
tftp://172.20.129.10/test-image.tar

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
archive tar tar G c G / G 2 G yG " � 8� BF ç F ¸tar Gc G/ G2 Gy
ÆFþ Gc G/ G2 GyG" �M0t/²&gFç Ftar 

G c G / G 2 G yF Û G � G c G / G 2 G yG " � ³� �F ç G � F éF ¹
archive upload-sw GG G2GQ GOFþ�¤�ÑFþ G2 Go GŠGFG" GCGŠG^Fû G0GQ GeG{ GŠ G
delete G c G wG Q G E G s G o G pG x GUG^ G2GG Fþ Gc G/ G2 GyG� FïFÿGUG1 Gz G= GV

G � F éF ¹
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archive tar

/ G 2 G yF þ

T
" � æ

éF¹

ŠG 9 G y

GV Gx Fþ G8GeGEGu
F ø F ÜF ÷F Ý

F þ G c G / G 2 G yF ÚG �G �
� G �G �
archive tar
archive tar "I�’  EXEC G A G l G • G WG " � Q# ÝF ç F öF ¸tar Gc G/ G2 GyFþ�8�BF¸tar G c G / G 2 G y
 ÆF þ G c G
�M0t/²&gF¸ G� FïFÿ tar G c G / G 2 G yF Û G � F þ G c G / G 2 G yF þ� ³� �G " / œ F ÔG � F éF ¹

archive tar { /create destination-url flash:/file-url} | { /table source-url} | { /xtract source-url 
flash:/file-url [dir/file...]}

�S�eFþ1��Â /create destination-url 
flash:/file-url

G { G ŠG 9 G yG � F ïF ÿG [G Q G V G }G ŠG = G c G / G 2 G y G E G G G T G nF û� ‚F ç F Ô tar G c G /
G 2 G yG " � 8� BF ç G � F éF ¹

destination-url FûFÿF¸ G{ GŠG9 GyG� FïFÿG[GQ GV G}GŠG= G c G / G 2 G y G E G G G
GnFþ��
›  URL G6 G2 Gx G0GG FÚG�G��8�B FéG� tar G c G / G 2 G yF þ� ¡� SG
��Fç G� FéF¹ � �Fþ G8GeGEGu G•FÜGCGkGŠGV Få G�Fö FÔG� F

• G { G ŠG 9 G y G c G wG Q G E G s G c G / G 2 G y G E G G G T G nF þ� S� e H �
flash:

• FTP Fþ�S�e H�
ftp: [[ //username[:password]@location]/directory]/tar-filename.tar

• HTTP GCGŠG^Fþ�S�e H�
http:// [[ username:password]@]{ hostname | 
host-ip}[/ directory]/image-name.tar

• GIG;Gs G0 HTTP GCGŠG^Fþ�S�e H�
https://[[ username:password]@]{ hostname | 
host-ip}[/ directory]/image-name.tar

• Remote Copy ProtocolH�RCPH � F þ� S� e H �
rcp: [[ //username@location]/directory]/tar-filename.tar

• TFTP Fþ�S�e H�tftp: [[ //location]/directory]/tar-filename.tar

tar-filename.tar  FÿF¸ �8�B FéG� tar G c G / G 2 G yF ÷ F éF ¹

flash:/file-url FûFÿF¸ �‚Fç FÔ tar G c G / G 2 G yF Ü� 8� BF å G �G �G { G Gc
GwGQ GEGs G c G / G 2 G y G E G G G T G nF þ� �� dG " � æ� �F ç G � F éF ¹

3æ�™
–GUG1 Gz G= GV Gx 
ÆFþ Gc G/ G2 GyG� FïFÿGUG1 Gz G=
G•Fþ Gx GG GV G" �æ��Fç FöF¸ �‚Fç FÔ tar G c G / G 2 G yF û� iF Ý 3 ¸G �F ã
G � F éF ¹ � 1G � � æ� �F ç F ú F ÔF ø F ¸ F ã F þG z G g G yF þ F éG 	F ö
GUG1 Gz G= GV Gx FÜF¸ �‚Fç Fß �8�BFå G�Fï tar G c G / G 2 G yF û� iF Ý 3 ¸G
FéF¹
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archive tar

G }G ŠG =
Fþ G8

� ³� �F ç G �

Fö FÔG� FéF¹

{ G ŠG 9 G y
yF Û
GEGu G•G "
å G�
� ³� �F å G �G � F éF ¹
GUGc G7 GyGV GUGcG7 GyGV 0¿��Fÿ FÒG� G� FëG#F¹

/table source-url �¤�ÑFþ tar G c G / G 2 G yF þ
 Æ� �G " # ì8 �F û/ ²& gF ç G � F éF ¹

source-url FûFÿF¸ G{ GŠG9 Gy G c G / G 2 G y G E G G G T G nG � F ïF ÿG [G Q G V 
G c G / G 2 G y GE GG GT GnFþ3æ�™
– URL G6 G2 Gx G0GG G" �æ��Fç G� FéF¹ ��
GeGEGu G•FÜGCGkGŠGV Få G�Fö FÔG� FéF¹

• G { G ŠG 9 G y G c G wG Q G E G s G c G / G 2 G y G E G G G T G nF þ� S� e H �
flash: 

• FTP Fþ�S�e H�
ftp: [[ //username[:password]@location]/directory]/tar-filename.tar

• HTTP GCGŠG^Fþ�S�e H�
http:// [[ username:password]@]{ hostname | 
host-ip}[/ directory]/image-name.tar

• GIG;Gs G0 HTTP GCGŠG^Fþ�S�e H�
https://[[ username:password]@]{ hostname | 
host-ip}[/ directory]/image-name.tar

• RCP Fþ�S�e H�
rcp: [[ //username@location]/directory]/tar-filename.tar

• TFTP Fþ�S�e H�tftp: [[ //location]/directory]/tar-filename.tar

tar-filename.tar  FÿF¸ /²&g FéG� tar G c G / G 2 G yF ÷ F éF ¹
/xtract source-url 
flash:/file-url [dir/file...]

tar G c G / G 2 G yF Û G � G { G ŠG 9 G y G c G / G 2 G y G E G G G T G nF ûG c G / G 2 G yG "
FéF¹

source-url FûFÿF¸ G{ GŠG9 Gy G c G / G 2 G y G E G G G T G nF þ3æ�™
– URL G 6 G 2 G x
G0GG G" �æ��Fç G� FéF¹ ��Fþ G8GeGEGu G•FÜGCGkGŠGV Få G�

• G { G ŠG 9 G y G c G wG Q G E G s G c G / G 2 G y G E G G G T G nF þ� S� e H �
flash: 

• FTP Fþ�S�e H�
ftp: [[ //username[:password]@location]/directory]/tar-filename.tar

• HTTP GCGŠG^Fþ�S�e H�
http:// [[ username:password]@]{ hostname | 
host-ip}[/ directory]/image-name.tar

• GIG;Gs G0 HTTP GCGŠG^Fþ�S�e H�
https://[[ username:password]@]{ hostname | 
host-ip}[/ directory]/image-name.tar

• RCP Fþ�S�e H�
rcp: [[ //username@location]/directory]/tar-filename.tar

• TFTP Fþ�S�e H�tftp: [[ //location]/directory]/tar-filename.tar

tar-filename.tar  FÿF¸ �³��Få G�G� tar G c G / G 2 G yF ÷ F éF ¹

flash:/file-url [dir/file...] FûFÿFţar G c G / G 2 G yF Ü� ³� �F å G �G � G 
G c G wG Q G E G s G c G / G 2 G y G E G G G T G nF þ� �� dG " � æ� �F ç G � F éF ¹tar G c G / G 2 G
G� � ³� �Få G �G �Gc G/ G2 GyG� F ïFÿGUG1 Gz G= GV Gx Fþ G8Ge G x G G G V
�æ�� FéG�FûFÿFḑir/file... G8GeGEGu G•G" �Q#ÝFç G� FéF¹ �1G� �æ��F
F ú F ÔF ø F ¸ F éG 	F öF þ G c G / G 2 G yF ø G UG 1 G z G = G V G x F Ü
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archive tar

WF ÿG { G ŠG 9 G ys
Ö � ¡

FéF¹

Fã Fã
z
� F éF ¹

ŠG FG " F ¸� 9F þ
ç G � F éF ¹

{ GŠ GW Fç G� FéF¹

W Fç G� FéF¹
G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•Gc G/ G2 Gy�¡FÚG�G�GUG1 Gz G= GV Gx �¡FÿF¸ �±�e�ÐFø �`�e�ÐG" �
�9Fç G� FéF¹

G2 Go GŠGF�¡F÷FÿF¸ �±�e�ÐFø �`�e�ÐFÜ�
�9Få G�G� FéF¹

�[ ��Fþ�[F÷FÿF¸ tar G c G / G 2 G yG " � 8� B F éG �� ‰� 2G " & gF ç G � F éF ¹ F ã F þG A G l G • G G c G wG Q G E G GU
G ^ G 2G G F þ new-configs GUG1 Gz G= GV Gx Fþ
Æ��G" F¸172.20.10.30 Fþ TFTP GCGŠG^Fþ saved.tar F ø F Ô F
�SFþ Gc G/ G2 GyFû�iFÝ 3¸G�G� FéF¹
Switch# archive tar /create tftp:172.20.10.30/saved.tar flash:/new_configs

��Fþ�[F÷FÿF¸ Gc GwGQ GE Gs Go GpGx Fû�µG� G�G�Gc G/ G2 GyFþ
Æ��G" /²&g FéG��‰�2G" &gFç G�tar 
G c G / G 2 G yF þ
 Æ� �F Ü# ì8 �F û/ ²& gF å G �G � F éF ¹
Switch# archive tar /table flash:c2960-lanbase-tar.12-25.FX.tar
info (219 bytes)

c2960-lanbase-mz.12-25.FX/ (directory)
c2960-lanbase-mz.12-25.FX (610856 bytes)
c2960-lanbase-mz.12-25.FX/info (219 bytes)
info.ver (219 bytes)

��Fþ�[F÷FÿF¸ /html GUG1 Gz G= GV Gx FÚG�G�FíFþ
Æ��FðFáG" /²&g FéG��‰�2G" &gFç G� FéF¹
flash: c2960-lanbase-mz.12-25.FX .tar c2960-lanbase-mz.12-25.FX /html
c2960-lanbase-mz.12-25.FX/html/ (directory)
c2960-lanbase-mz.12-25.FX/html/const.htm (556 bytes)
c2960-lanbase-mz.12-25.FX/html/xhome.htm (9373 bytes)
c2960-lanbase-mz.12-25.FX/html/menu.css (1654 bytes)
<output truncated>

��Fþ�[F÷FÿF¸ 172.20.10.30 F þ G CG ŠG ^F û F Ò G � tar Gc G/ G2 GyFþ
Æ��G" �³�� FéG��‰�2G" &gFç G� FéF¹
F÷FÿF¸ G{ GŠG9 Gy G c G wG Q G E G s G c G / G 2 G y G E G G G T G nF þ G yG ŠG V GUG1 Gz G= GV Gx Fû�"Fû new-configs GUG1 G
G = G V G x G " � ³� �F ç F ö F ÔG � F éF ¹saved.tar G c G / G 2 G yF þ� g G � F þ G c G / G 2 G yF ÿ! “0 iF å G �G
Switch# archive tar /xtract tftp://172.20.10.30/saved.tar flash:/new-configs

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
archive copy-sw F Ò G �G G G M G Q G = G o G •G ^F þ G c G wG Q G E G s G o G pG x F Û G � � �/ œ G 2 G o G 1 

Fô�è�VFþGG GM GQ G= G o G •G ^� VF þ G c G wG Q G E G s G o G pG x F ûG A G bG ŠF
archive download-sw TFTP GCGŠG^FÛ G� GG G2GQ GOFû�‚Fç FÔG2 Go GŠGFG" GN G4 G•G
archive upload-sw GG G2GQ GOFþ�¤�ÑFþ G2 Go GŠGFG" GCGŠG^Fû G0GQ GeG{ GŠ G
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archive upload-sw

û G 0G Q G e

éF¹

�F ç
ÿF ¸G "

�Ð�4G" �æ��Fç

¹

Gy

þ� S

S

archive upload-sw
archive upload-sw "I�’  EXEC GA Gl G• GWG" �Q#ÝFç FöF¸�¤�ÑFþGG G2GQ GO G 2 G o G ŠG FG " G CG ŠG ^F
G { G Š G W F ç G � F éF ¹

archive upload-sw [/source-system-num stack member number | /version version_string] 
destination-url

�S�eFþ1��Â

GUGc G7 GyGV G c G wG Q G E G s G c G / G 2 G y GE GG GT GnFÛ G� #'�~'�
>�pFþ G2 Go GŠGFG" G0GQ Ge G{ GŠ GW Fç G� F

G A G lG • G W GpGŠGW "I�’  EXEC

/source-system-num 
stack member number

G0GQ GeG{ GŠ GW FéG� G2 Go GŠGFG" �âFóFï"I��FþGG GM GQ G= G o G •G ^G " � æ�
G � F éF ¹ G G G M G Q G = � S� BG " G CG kG ŠG V F ç F ö F ÔG �F þFLAN Base G 2 G o G ŠG F
��/œFç Fö FÔG� Catalyst 2960-S G G G 2G Q G OF ðF áF ÷ F éF ¹

/version version_string H��õ�–H� G0GQ GeG{ GŠ GW FéG� G2 Go GŠGFFþ"I��G^GŠGFGu G•�e
G � F éF ¹

destination-url G { G ŠG 9 G yG � F ïF ÿG [G Q G V G }G ŠG = G c G / G 2 G y G E G G G T G nF þ� �
 › URL G 6 G 2 G x
G0GG F÷ FéF¹ ��Fþ G8GeGEGu G•FÜGCGkGŠGV Få G�Fö FÔG� FéF

• G G G M G • G W G 0G { G • G G G 2G Q G OG � F ïF ÿG G G M G Q G = GlGG GM GŠ�VFþ G{ GŠG9 
G c G wG Q G E G s G c G / G 2 G y G E G G G T G nF þ� S� e H �
flash:

G G G M G Q G = G o G •G ^� VF þ G { G ŠG 9 G y G c G wG Q G E G s G c G / G 2 G y G E G G G T G nF
� e H �
flash member number:

• FTP Fþ�S�e H�
ftp: [[ //username[:password]@location]/directory]/image-name.tar

• HTTP GCGŠG^Fþ�S�e H�
http:// [[ username:password]@]{ hostname | 
host-ip}[/ directory]/image-name.tar

• GIG;Gs G0 HTTP GCGŠG^Fþ�S�e H�
https://[[ username:password]@]{ hostname | 
host-ip}[/ directory]/image-name.tar

• Secure Copy ProtocolH�SCPH � F þ� S� e H �
scp:[[ //username@location]/directory]/image-name.tar

• Remote Copy ProtocolH�RCPH � F þ� S� e H �
rcp: [[ //username@location]/directory]/image-name.tar

• TFTP Fþ�S�e H�
tftp: [[ //location]/directory]/image-name.tar

image-name.tar  FÿF¸ GCGŠG^Fû�–�Ñ FéG�GK GcGV G4 G5 G0 G 2 G o G ŠG FF þ� ¡�
F ÷ F éF ¹
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archive upload-sw

FÒ
GŠ

ø Fø G�

FéF¹ Fã G�
¹

ŠG FG " F ¸� 9F þ
ç G � F éF ¹

éF¹

¸

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•/version G8GeGEGu G•G" �Q#Ý FéG�FïG�FûFÿF¸/source-system-num G8GeGEGu G•G" �æ�� FéG��²0[FÜ
G� G� FéF¹ Fã G�G� Fþ G8GeGEGu G•G" � �ìFû�Q#Ý FéG�Fã Fø F÷F¸ �æ��FþGG GM GQ G= Go G•G^Fþ"I��Fþ G2 Go
GF H���/œ G2 Go GŠGFF÷FÿFú FÔH� G" G0GQ Ge G{ GŠ GW F÷FÝ G� FéF¹

) �G �3¸G�GUG^ G2GG Gl G[GŠGFGq Fû6õ4��ÜFáG� G�Fö FÔG� HTML Gc G/ G2 GyFÜ�¤�ÑFþ G2 Go GŠGFF
Fû G2 G•GG GV GŠ GyFå G�Fö FÔG����œFûFðFáF¸ G0GQ Ge G{ GŠ GW�µ+�G" �Q#ÝFç G� FéF¹

G c G / G 2 G yF ÿF ¸Cisco IOS G 2 G o G ŠG FF ¸HTML G c G / G 2 G yF ¸info Fþ8p�ÎF÷ G0GQ GeG{ GŠ GW Få G�G�
G � F þ G c G / G 2 G yF Ü G 0G Q G e G { G Š G W F å G �G �F ø F ¸ G K G cG V G 4 G 5 G 0F ÿ tar G c G / G 2 G yG " � 8� BF ç G � F éF

G2 Go GŠGF�¡F÷FÿF¸ �±�e�ÐFø �`�e�ÐFÜ�
�9Få G�G� FéF¹

�[ ��Fþ�[F÷FÿF¸ GG GM GQ G= G o G •G ^ 3 F÷#'�~��/œ�pFþ G2 Go GŠGFG" F¸172.20.140.2 Fþ TFTP GCGŠG^G�
G0GQ GeG{ GŠ GW FéG��‰�2G" &gFç G� FéF¹
Switch# archive upload-sw/source-system-num 3tftp://172.20.140.2/test-image.tar  

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
archive copy-sw F Ò G �G G G M G Q G = G o G •G ^F þ G c G wG Q G E G s G o G pG x F Û G � � �/ œ G 2 G o G 1 

Fô�è�VFþGG GM GQ G= G o G •G ^� VF þ G c G wG Q G E G s G o G pG x F ûG A G bG ŠF
archive download-sw �‚Fç FÔG2 Go GŠGFG" GG G2GQ GOFûGN G4 G•G{ GŠ GW Fç G� F
archive tar tar G c G / G 2 G yG " � 8� BF ç F ¸tar Gc G/ G2 Gy
ÆFþ Gc G/ G2 GyG" �M0t/²&gFç Ftar 

G c G / G 2 G yF Û G � G c G / G 2 G yG " � ³� �F ç G � F éF ¹
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arp access-list

éG �F ûF ÿF ¸

u G •û

G

¸

ŠG EG u G •
>F ðF á
è0 ÉF å
G2GQ GOFÜ
ø F¸

G�FóFöG"
G � F éF ¹ F ï F ðF ç F ¸
��œG" 7VFÝ G� FéF¹
arp access-list
G 0 G WG z G G 0 Ž� ôG eG { G V G A G y H �ARPH � G 0G = G IG G G A G •G V G { G Š G y G x G G G V H �ACLH� G" ��*O FéG����œF¸ G�
FïFÿ�è�S��*OFç Fï Gx GG GV Fþ�q�‹FûGA Gl G• GWG" 3ã�• FéG����œFÿF¸arp access-list G>G{ GŠG^ Gy G A G •
G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ � æ� �F å G �F ï ARP G0G= GIGG G x G G G V G " � P7 V F
F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

arp access-list acl-name

no arp access-list acl-name

�S�eFþ1��Â

GUGc G7 GyGV ARP G0G= GIGG G x G G G V F ÿ� �* OF å G �F ö F ÔG � F ëG #F ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•arp access-list G A G l G • G WG " 
 °� Š F éG �F ø F ¸ARP G0G= GIGG G x G G G V G A G •G c G 1 G <G s G z G ŠG EG GpGŠ GW F

 ° G � F ¸ � �F þG A G •G c G 1 G <G s G z G ŠG EG u G • GA Gl G• GWFÜ�Q#Ý�•+�FûFú G� G� FéF¹

• default H � G A G l G • G WG " G UG cG 7 G yG V 0 ¿� �F û� `F ç G � F éF ¹

• deny H� G_G?GQ GV G" �Ä�° FéG� G� FÖ Fû�æ��Fç G� FéF¹ 0ò(ýFûFôFÔFö FÿF¸FÂdeny H�ARP G0G= GIGG Gx
G G G V G A G •G c G 1 G <G s G z G ŠG EG u G •H �F Ã H �2-132 GhGŠGFH� Fþ8oG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

• exit H�ARP G0G= GIGG G x G G G V G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GWG" )
�¢Fç G� FéF¹

• no H� GA Gl G• GWG" !“� Fû FéG�FÛF¸ GUGcG7 GyGV 0¿��Fû�`Fç G� FéF¹

• permit H� G_G?GQ GV G" 3?3æ FéG� G� FÖ Fû�æ��Fç G� FéF¹ 0ò(ýFûFôFÔFö FÿF¸FÂpermit H�ARP G0G= GIG 
G x G G G V G A G •G c G 1 G <G s G z G ŠG EG u G •H �F Ã H �2-414 GhGŠGFH� Fþ8oG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

�æ��Få G�Fï�M+´�²�óFû�öFõ FÔFö ARP G_G?GQ GV G" 3?3æG� FïFÿ GW G{ GQ Ge FéG�FûFÿFpermit  G � F ïF ÿ 
deny G0G= GIGG G x G G G V G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹

ARP ACL FÜ��*OFå G�G�Fø F¸ip arp inspection filter vlan G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G GA
G l G • G WG " � Q# ÝF ç F ö VLAN Fû ARP ACL G " 4 :# ÝF ÷F Ý G � F éF ¹IP/MAC G 0 G WG z G G G ^ G 2 G •G UG 1 G • G
G " � µG � ARP G_G?GQ GV FÜ ACL Fø �š3QFå G�G� FéF¹ Fí G��è�¥Fþ FéG	FöFþG_G?GQ GV G M G 2G eF ÿF ¸ �
G�FêFûF¸ 
°�Š  VLAN 
ÆF÷GdGx GQ GF G• G>Få G�G� FéF¹ACL FÜG_G?GQ GV G" 0Á�• FéG�Fø F¸ GG
G_G?GQ GV G" 3?3æFç G� FéF¹ �Â&g$×�Ä�°GG GTGŠGV Go G•GV Fû G�FóFö ACL FÜG_G?GQ GV G" �Ä�° FéG�F
GG G2GQ GOFÜG_G?GQ GV G" GW G{ GQ GeFç G� FéF¹ �/;ò�Ä�°GG GTGŠGV Go G•GV Fû ACL FÜG_G?GQ GV
�Ä�° FéG�Fø F¸ GG G2GQ GOFÿG_G?GQ GV G" DHCP G ^ G 2 G •G UG 1 G • G >F þ G x G G G V F ø � š3 QF ç
ACL FÜG G G M G T G 1 G Q G =H�G_G?GQ GV FÜG^ G2 G•GUG1 G• G>Fø �š3QFå G�Fú FÔH� F÷ FÒ G��

acl-name ACL Fþ�¡�S

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
arp access-list

ö

ö

�[ ��Fþ�[F÷FÿF¸ ARP G0G= GIGG G x G G G V G " � �* OF ç F ¸IP G 0 G WG z G G F Ü 1.1.1.1 F÷ MAC G 0 G WG z G G F Ü 
0000.0000.abcd FþGi GG GV FÛ G� Fþ ARP 0[�ÓFø ARP �Â'ÅFþ�g�‰G" 0Á�• FéG��‰�2G" &gFç G� FéF¹
Switch(config)# arp access-list static-hosts
Switch(config-arp-nacl)# permit ip host 1.1.1.1 mac host 00001.0000.abcd
Switch(config-arp-nacl)# end

0¿��G" &�1� FéG�FûFÿFşhow arp access-list "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â

deny H�ARP G0G= GIGG 
G x G G G V G A G •G c G 1 G <G s
G z G ŠG EG u G •H �

DHCP G ^ G 2 G •G UG 1 G • G >F ø F þ� š3 QF û G � G �� M+ ´F û� öF õ F ÔF ARP G_G?GQ GV
G " � Ä� °F ç G � F éF ¹

ip arp inspection filter 
vlan

G G G M G T G 1 G Q G = IP G 0 G WG z G G F ÷0 ¿� �F å G �F ïG i G G G V F Û G �F þ ARP 0[�ÓFÚG�G�
�Â'ÅG" 0Á�•Fç G� FéF¹

permit H�ARP G0G= GI
GG G x G G G V G A G •G c G 1
G<Gs Gz GŠGEGu G•H�

DHCP G ^ G 2 G •G UG 1 G • G >F ø F þ� š3 QF û G � G �� M+ ´F û� öF õ F ÔF ARP G_G?GQ GV
G " 0 Á� •F ç G � F éF ¹

show arp access-list ARP G0G= GIGG G x G G G V F û6 õ F éG �0 ò( ýG " / ²& gF ç G � F éF ¹
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authentication command bounce-port ignore

G� FÖ FûFéG�FûFÿF¸ GG

V F þG G G TG ŠG M G G

ÒG � G � F éF ¹

2 G•GV
F ÷ F éF ¹ G G G 2G Q G OF Ü

ç G� FéF¹

û0 ¿� �F ç
authentication command bounce-port ignore
GG G2GQ GOFÜGkGŠGV G" �M�ì$×FûGUG1 GIGŠGd GyFûFéG�GA Gl G• GWG" !“0iF÷FÝ G�
G2GQ GO G G G M G Q G = G � F ïF ÿG G G M G • G W G 0G { G • G G G 2G Q G O� VF ÷ authentication command bounce-port 
ignore G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG
Fû�` FéFûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

authentication command bounce-port ignore

no authentication command bounce-port ignore

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿ� ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV F ã F þG G G 2G Q G OF ÿF ¸RADIUS 1��•�š�f H� CoAH�bounce port G A G l G • G WG " � wF á
 °G �G � F éF ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•CoA bounce port G A G l G • G W F û G �F óF ö G x G •G = G c G wG Q G eF Ü$ Î# ÕF ç F ¸ G i G G G V F Û G �F þ DHCP 
 ÌG [GBGE
G6GŠGEGu G•FÜ�8�·Fç G� FéF¹ Fã G�Fÿ VLAN �š�fFÜ$Î#ÕFç Fï���œFû�w%�F÷ FÒG� F¸ G6G• GW Gk G
F ÿF ¸ � š� fG " � è� � F éG �G CG e G x G 9 G •G V G " � âF ï F ú F ÔG e G x G •G M F ú F ùF þG UG ^ G 2G G bounce 
port  GA Gl G• GWG" !“0i FéG� G� FÖ Fû0¿�� FéG�FûFÿF¸ Fã FþGA Gl G• GWG" �Q#ÝFç G� FéF¹

�[ ��Fþ�[F÷FÿF¸ GG G2GQ GOFÜ CoA bounce port GA Gl G• GWG" !“0i FéG� G� FÖ Fû0¿�� FéG��‰�2G" &gF
Switch(config)# authentication command bounce-port ignore

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(52)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1��Â
authentication command 
disable-port ignore

G G G 2G Q G OF Ü CoA disable port G A G l G • G WG " ! “0 i F éG � G � F Ö F
G � F éF ¹
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authentication command disable-port ignore

÷F Ý G � G � F Ö F ûF éG �F ûF ÿF ¸ G G G 2G Q G O

TG ŠG M G G F û� ` F éF ûF ÿF ¸

ÒG � G � F éF ¹

GEGq GQ GV GN G4 G•Fç F¸
¿�� FéG�FûFÿF¸ Fã FþGA

ç G� FéF¹

û0 ¿� �F ç
authentication command disable-port ignore
G G G 2G Q G OF ÜG kG ŠG V G " G UG 1 G IG ŠG d G yF ûF éG �G A G l G • G WG " ! “0 iF GG
G M G Q G = G � F ïF ÿG G G M G • G W G 0G { G • G G G 2G Q G O� VF ÷ authentication command disable-port ignore G>G{ GŠ
G ^ G y G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V F þG G G
F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

authentication command disable-port ignore

no authentication command disable-port ignore

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV F ã F þG G G 2G Q G OF ÿF ¸RADIUS 1��•�š�f H� CoAH�disable port G A G l G • G WG " � wF á
 °G �G � F éF ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•CoA disable port GA Gl G• GWFÿGIGQ GEGu G•G" Gi GG GTG1 G• G>FéG�GkGŠGV G" 'ö#.�V
GIGQ GEGu G•G" )
�¢Få FëG� FéF¹ GG G2GQ GOFÜFã FþGA Gl G• GWG" !“0i FéG� G� FÖ Fû0
G l G • G WG " � Q# ÝF ç G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ GG G2GQ GOFÜ CoA disable port GA Gl G• GWG" !“0i FéG� G� FÖ Fû0¿�� FéG��‰�2G" &gF
Switch(config)# authentication command disable-port ignore

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(52)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1��Â
authentication command 
bounce-port ignore

G G G 2G Q G OF Ü CoA bounce port G A G l G • G WG " ! “0 i F éG � G � F Ö F
G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
authentication control-direction

# ÝF ç
FÿF¸ Fã FþGA

G � F éF ¹

G GV FûG_G?GQ

i GG GV FûG_

G7 GŠ GyG^GQ G=
authentication control-direction
authentication control-direction G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q
FöF¸ GkGŠGV GpGŠ GWG" �"�M�‰�¥G� FïFÿ�n�‰�¥Fû0¿��Fç G� FéF¹ GUGcG7 GyGV 0¿��Fû�` FéFû
G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

authentication control-direction {both | in}

no authentication control-direction

�S�eFþ1��Â

GUGc G7 GyGV GkGŠGV Fÿ�n�‰�¥ GpGŠ GW Fû0¿��Få G�Fö FÔG� FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•GUGcG7 GyGV 0¿�� H��n�‰�¥ GpGŠ GWH� Fû�` FéFûFÿF¸ Fã FþGA Gl G• GWFþ both G;GŠ G}GŠ GWG� FïFÿ no �g�'
G " � Q# ÝF ç G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ �n�‰�¥ GpGŠ GWG" G2 G[GŠGd GyFûFéG��‰�2G" &gFç G� FéF¹
Switch(config-if)# authentication control-direction both

��Fþ�[F÷FÿF¸ �"�M�‰�¥ GpGŠ GWG" G2 G[GŠGd GyFûFéG��‰�2G" &gFç G� FéF¹
Switch(config-if)# authentication control-direction in

show authentication "I�’  EXEC G A G l G • G WG " 
 °� Š F éG �F ã F ø F û G � G � F ¸ 0 ¿� �G " & �1 �F ÷F Ý

6õ4�GA GlG• GW

both GkGŠGV Fþ�n�‰�¥�D�šG" G2 G[GŠGd GyFûFç G� FéF¹ GkGŠGV FÿF¸ Gi G
GV G" 3æ�w�™F÷FÝ G� FëG#F¹

in GkGŠGV Fþ�"�M�‰�¥�D�šG" G2 G[GŠGd GyFûFç G� FéF¹ GkGŠGV FÿF¸ G
G?GQ GV G" 3æ�™F÷FÝ G� FéFÜF¸ �w�™FÿF÷FÝ G� FëG#F¹

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
authentication event "I��Fþ1�0É G2Gg G•GV Fþ G0G= GEGu G•G" 0¿��Fç G� FéF¹
authentication 
fallback

IEEE 802.1x 1�0ÉG" GCGkGŠGV Fç Fú FÔG= Gw G2 G0G•GV #ÝFþ Gc
�‰�'Fø Fç Fö Web 1�0ÉG" �Q#Ý FéG� G� FÖ GkGŠGV G" 0¿��Fç G� FéF¹

authentication 
host-mode

GkGŠGV F÷1�0ÉGl G[GŠGFGq GpGŠ GWG" 0¿��Fç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
authentication control-direction

d GyFûFç G�

FéF¹

¹

o G ŠG M G " 0 ¿

û�q�±�XFþGUG^
ŠGV Fû�K)FFç Fï� ��œ

¹

authentication open GkGŠGV F÷G8GŠGe G• G0G= GIGG G" G2 G[GŠGd GyG� FïFÿGUG1 GIGŠG
FéF¹

authentication order GkGŠGV F÷�Q#Ý FéG�1�0É�‰�'Fþ8p�ÎG" 0¿��Fç G� FéF¹
authentication 
periodic

GkGŠGV Fþ
Ì1�0ÉG" G2 G[GŠGd GyG� FïFÿGUG1 GIGŠGd GyFûFç G�

authentication 
port-control

GkGŠGV Fþ1�0ÉGG GTGŠGV Fþ�m�·�D�šG" G2 G[GŠGd GyFûFç G� FéF

authentication 
priority

GkGŠGV G e G w G 2 G 8G x G T G 1 Gx GG GV Fû1�0É�‰�'G" 3ã�•Fç G� FéF¹

authentication timer 802.1x �P�ÂGkGŠGV Fþ GM G2 GnG0 G4GV G _ G w G o G ŠG M F ø 
 Ì1 �0 ÉG _ G w G
��Fç G� FéF¹

authentication 
violation

�‚Fç FÔGUG^ G2GG FÜGkGŠGV Fû�K)F FéG�FÛF¸ GkGŠGV Fû FéF÷F
G2GG FÜ�K)FFç Fö FÔG�Fø FÝ FûF¸ � ‚Fç FÔGUG^ G2GG FÜGkG
F û$ Î# Õ F éG �4 *� o G pG Š G WG " 0 ¿� �F ç G � F éF ¹

show authentication G G G 2G Q G OF þ1 �0 ÉG l G [G ŠG FG q G2Gg G•GV Fû6õ FéG��_��G" /²&gFç G� FéF

G A G l G • G W 1 �� Â
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authentication event

c G 5
` F éF ûF ÿF ¸ F ã F þG A G l

u G •G " 0 ¿
authentication event
GkGŠGV Fû"I��Fþ1�0É G2Gg G•GV Fþ G0G= GEGu G•G" 0¿�� FéG�FûFÿF¸authentication event G 2 G •G M G ŠG
G2GG G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û�
G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

authentication event { fail  [retry  retry count] action { authorize vlan vlan-id | next-method}} | 
{ no-response action authorize vlan vlan-id} | { server { alive action reinitialize} | { dead 
action { authorize { vlan vlan-id | voice} | reinitialize vlan vlan-id}} 

no authentication event { fail  | no-response | {server { alive} | { dead [action { authorize { vlan 
vlan-id | voice} | reinitialize vlan}] }

�S�eFþ1��Â

GUGc G7 GyGV G2GgG•GV �Â'ÅFÿGkGŠGV Fû0¿��Få G�G� FëG#F¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

action 1�0É G2GgG•GV Fþ�²8r G0G= GEGu G•G" 0¿��Fç G� FéF¹
alive 1�0ÉF¸ 1��•F¸ G0G9 G4 G•GTG1 G• G> H�AAA H � G CG ŠG ^' �
 > G 0G = G EG

��Fç G� FéF¹
authorize GkGŠGV �VFþ VLAN G " 0 Á� •F ç G � F éF ¹
dead AAA GCGŠG^�õ�F G0G= GEGu G•G" 0¿��Fç G� FéF¹
fail �»�K1�0ÉFþG_ Gw Go GŠGM G" 0¿��Fç G� FéF¹
next-method ��Fþ1�0É�‰�'Fû&ã�·Fç G� FéF¹
no-response 8��Â'ÅGi GG GV G0G= GEGu G•G" 0¿��Fç G� FéF¹
reinitialize FéG	FöFþ1�0É�íG�G= Gw G2 G0G•GV G" 
Ì�6�‡�ìFç G� FéF¹
retry �»�K1�0É�‹Fþ
Ì0è/œG" G2 G[GŠGd GyFûFç G� FéF¹
retry count 0 HZ 5 Fþ
Ì0è/œFþ�G�XF÷ FéF¹
server AAA GCGŠG^ G2Gg G•GV Fþ G0G= GEGu G•G" 0¿��Fç G� FéF¹
vlan 1�0É�»�K  VLAN G " � æ� �F ç G � F éF ¹
vlan-id 1 HZ 4094 Fþ VLAN ID $��•F÷ FéF¹
voice G i G G G V F Û G � F þG V G w G c G 1 G Q G = F Ü8 b� Œ VLAN Fø GM G>�ÜFáFå G�Fö FÔG����œF¸

GUG^ G2GG G" GkGŠGV F÷0¿��Få G�Fï8b�Œ VLAN Fû4Ä*( FéG�Fã Fø G" �æ��Fç
G � F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
12.2(52)SE reinitialize  G;GŠ G}GŠ GWFÜ3ã�•Få G�G� Fç FïF¹
12.2(53)SE2 F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
15.0(1)SE voice G;GŠ G}GŠ GWFÜ3ã�•Få G�G� Fç FïF¹
2-24
Catalyst 2960F¸2960-SF ¸ F ÚG �G � 2960-P G G G 2G Q G O G A G l G • G W G x G c G /G z G •G G

OL- 29499-01-J
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authentication event

0G=

GF
ÉFþ�»�KFÜ3û%±Få G�

G yG V H �

IGŠ

V Få

TG1 4*�o

�   F è
¹

d GyFûFå G�Fö FÔ

ÿ
FéF¹ Gi

ø FÜ FÒ

Fã Fø FÜ FÒG�

Få

w�™Fç
F ¸ G G G 2G Q G OF ÷F ÿG = G w G 2 G 0G •G V

GŠGV FÜ
¸ 1�0ÉFÜ
Ì6äFå

FÜF¸

G�G�

V
V Få G�G�
� FëG#F¹
�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G W F û failF¸no-responseF ¸ G � F ïF ÿ event G;GŠ G}GŠ GWG" �ÜFáFö�Q#ÝFç FöF¸ "I��Fþ G
GEGu G•FþGG G2GQ GO�Â'ÅG" 0¿� �Fç G� FéF¹

authentication-fail G2Gg G•GV Fþ���œ H�

• GCGe Gx G9 G•GV FÜ1�0ÉFû�»�K FéG�Fø F¸ GkGŠGV Fÿ�D7H VLAN Fû&ã�·Få G�FȨAP �B�ŒGo GQ GIGŠ
FÜGCGe Gx G9 G•GV Fû3æ�™Få G�G� FéF¹ Fã G�FÿF¸ GCGe Gx G9 G•GV FûFÿ��7•Fþ1�0
F ú F ÔF ïG �F ÷ F éF ¹

– EAP Fþ�B�ŒGo GQ GIGŠGFFÜ3æ�™Få G�Fú FÔ���œF¸ GCGe Gx G9 G•GV Fÿ 60 & Ê F äF ø H �G UG cG 7
Fû EAP 6ä��Go GQ GIGŠGFG" 3æ�™Fç Fö1�0ÉG" /œFÚ FÖ Fø Fç G� FéF¹

– �M4ŠFþGi GG GV H�FïFø FØG�F¸Windows XP G" ��/œ�pFþGUG^ G2GG H� FÿF¸EAP Fþ�B�ŒGo GQ G
GFG" �wFá�v G�G� F÷ DHCP G " � �/ æF ÷F Ý G � F ëG #F ¹

�D7H VLAN FÿF¸ GE G• G> GyGi GG GV GpGŠ GW H�GUGcG7 GyGV FþGkGŠGV GpGŠ GWH� F÷FðFáGCGkGŠG
G�G� FéF¹ GkGŠGV FÜ�D7H VLAN Fû4Ä*(Få G�G�Fø F¸ GCGe Gx G9 G•GV Fþ MAC G 0 G WG z G G F Ü MAC G 0 G W
G z G G GTGŠGd GyFû3ã�•Få G�G� FéF¹ GkGŠGV �VFþ�ÚFþ MAC G0 GWGz GG Fÿ FéG	Fö GIG;Gs Gx G
F ø F ç F ö� …G �G �G � F éF ¹

• G z G 2 G r 3 GkGŠGV Fþ
Æ4Š VLAN G " � D7 H VLAN F ø F ç F ö0 ¿� � F éG �F ã F ø F ÿF ÷F Ý G � F ëG #F ¹ VLAN 
G " � D7 H VLAN Fø Fç Fö FÚG�G�8b�Œ VLAN F ø F ç F ö� æ� � F éG �F ã F ø F ÿF ÷F Ý G � F ëG #F

�D7H VLAN Fû G� G�
Ì1�0ÉG" G2 G[GŠGd GyFûFç Fö Fß FðFå FÔF¹ 
Ì1�0ÉFÜGUG1 GIGŠG
G�Fø F¸ �D7H VLAN 
ÆFþGkGŠGV Fÿ
Ì1�0É0[�ÓG" �w�™Fç G� FëG#F¹


Ì1�0ÉGeG{ GIGG G" 6ä�� FéG�FûFÿF¸ �D7H VLAN FÜGkGŠGV FÛ G� Gx G•G= GN G4 G• G2GgG•GV G� FïF 
Extensible Authentication ProtocolH�EAPH � G { G >G 8G c G2Gg G•GV G" �wFá�v G��²0[FÜ FÒG� G�
G G G V F Ü G ]G d) �# äF ÷� K) FF å G �F ö F ÔG �� �� œ H �

– G i G G G V F Ü� )� •F å G �F ï� �� œF ûG kG ŠG V F ÷F ÿ G x G •G = G N G 4 G • G2Gg G•GV G" �wFá�v G� Fú FÔFã F
G � G � F éF ¹

– GkGŠGV F÷FÿF¸ ��Fþ
Ì1�0É0è/œFÜ/œG�G�G�G� F÷F¸ �‚Fç FÔGi GG GV G" �è��Fç Fú FÔ
G � F éF ¹

�D7H VLAN G " $ �F ú G �G M G 2G eF þ VLAN Fø Fç Fö
Ì0¿�� FéG�Fø F¸ �D7H VLAN FþGkGŠGV G� &ã/œ
G�F¸ Fí G�G� Fÿ#'�~1�0ÉFå G�Fï GG GTGŠGV FþG� G� FûFú G� G� FéF¹

no-response G2GgG•GV Fþ���œ H�

• IEEE 802.1x GkGŠGV F÷G@GG GV VLAN G" G2 G[GŠGd GyFûFç Fï���œF¸ 1�0ÉGCGŠG^FÜ Extensible 
Authentication Protocol over LANH�EAPOLH�Request/Identity GcGz GŠ GnFû�P FéG��Â'ÅG" �
F ú F ÔF ÛF ¸EAPOL G _G ?G Q G V F ÜG = G w G 2 G 0G •G V F Û G �3 æ� ™F å G �F ú F ÔF ø
G " G @G G G V VLAN Fû�m G� �\Fö G� FéF¹

• G G G 2G Q G OF ÿ EAPOL G_G?GQ GV �š�TG" �–�âFç G� FéF¹ Gx G•G= Fþ�Ñ)F�ì6ë
ÆFû�9Fþ EAPOL G_G?GQ
GV FÜGkGŠGV �VF÷�è��Få G�Fï���œF¸ G@GG GV VLAN �µ+�FÿGUG1 GIGŠGd GyFûFú G� G� FéF¹ Gk
FéF÷FûG@GG GV VLAN GG GTGŠGV Fû FÒ G����œF¸ GkGŠGV Fÿ!“0Á�•GG GTGŠGV Fû�` G� F
G�G� FéF¹EAPOL �š�TFÿG= Gx G0Få G�G� FéF¹

• G G G 2G Q G O GkGŠGV FÜG@GG GV VLAN H�Gl GyGOGi GG GV GpGŠ GWH� Fû&ã�·Få G�G�Fø F¸ 0
�XFþ IEEE 
802.1x 8��P�ÂG= Gw G2 G0G•GV Fÿ G0G= GIGG G" 0Á�•Få G�G� FéF¹IEEE 802.1x �P�ÂG= Gw G2 G0G•GV
G@GG GV VLAN G" 0¿��Fç Fö FÔG�GkGŠGV Fø �  Fè GkGŠGV Fû�•G� G�Fø F¸ GkGŠGV Fÿ RADIUS 0¿��  
VLAN G � F ïF ÿG tG ŠG D0 ¿� � G 0G = G IG G VLAN Fþ!“0Á�•GG GTGŠGV Fû&ã/œFç F¸ 1�0ÉFÜ
Ì6äFå
FéF¹

G x G pG ŠG V G G G 2G Q G O G W GkGŠGV G 0 G XG w G 2G D H �RSPANH�VLAN F ¸ G e G w G 2G l G x Ge Gw G2GgGŠGV 
VLAN F ¸ G � F ïF ÿ8 b� Œ VLAN �è�¥Fþ G0G= GT G1 GdFú FéG	FöFþ VLAN FÿF I̧EEE 802.1x F þ G @G G G 
VLAN F ø F ç F ö0 ¿� �F ÷F Ý G � F éF ¹ G @G G G V VLAN �µ+�FÿF¸ G0G= GIGG GkGŠGV F÷FðFáGCGkGŠG
FéF¹ 
Æ4Š VLAN H � G yG ŠG TG Q G W GkGŠGV H� G� FïFÿGV Gw G•G= GkGŠGV F÷FÿGCGkGŠGV Få G�G
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authentication event

� º� nG "
2 G0G•GV Fþ

2G Q G OF ÿF ¸
G 2G ŠG CG [G Q G VFç G�
WG " � âF ô

Fþ G0G= GIGG G" 0Á�•Fç G�

ö F Ô

Gi GG GV FÜ
GE G•

G x G TG 1 G 9 G y
F Ü1 �0 ÉF å

G F Ü
G� F¸

G � F éF ¹

Gx GT G1 G9 Gy
� GpGŠ GWFþ
G" �Q

Gc G1 GQ G= G" 8b�Œ
GT G1 G9
gFç G� FéF¹ Fã Fþ
• MAC 1�0ÉG^ G2G_GG FÜ IEEE 802.1x GkGŠGV F÷ G2 G[GŠGd GyFþ���œFûF¸EAPOL G o G Q G IG ŠG F
�…�µFç Fö FÔG�6ëFû IEEE802.1x 1�0ÉFÜ�‡7H�)G�FûFú G�Fø F¸ GG G2GQ GOF÷FÿF¸ G= Gw G 
MAC G 0 G WG z G G F û� öF õ F ÔF ö G = G w G 2 G 0G •G V G " 0 Á� •F ÷F Ý G � F éF ¹ G G GIEEE 802.1x GkGŠGV
� VF þG = G w G 2 G 0G •G V G " � è� �F ç F ï� ‹F ÷F ¸ G = G w G 2 G 0G •G V F Û G �F þ G_G?GQ GV G" �…�µ
FéF¹ GG G2GQ GOFÿF̧MAC G 0 G WG z G G F û� öF õ F ÔF ï G tG ŠG D� ¡F ÚG �G �G _G G G }G Š G 
RADIUS-access/request GcGz GŠ GnG" 1�0ÉGCGŠG^Fû3æ�™Fç G� FéF¹

– 1�0ÉFû�B�Œ FéG�Fø F¸ GG G2GQ GOFÿG= Gw G2 G0G•GV FûG[GQ GV G}GŠG= G�
FéF¹

– 1�0ÉFû�»�K FéG�Fø F¸ GG G2GQ GOFÿGkGŠGV FûG@GG GV VLAN G " � m G � � \F ö G � F é H �� æ� �F å G �F
Fú FÔ���œH�F¹

0ò(ýFûFôFÔFö FÿF¸ GK GcGV G4 G5 G0 G A G •G c G 1 G <G s G z G ŠG EG u G • G : G 2 G WF þ F ÂConfiguring 
IEEE802.1x Port-Based AuthenticationF Ã F þ' vF þ F ÂUsing IEEE 802.1x Authentication with MAC 
Authentication BypassF Ã F þ8 oG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

server-dead G2Gg G•GV Fþ���œ H�

• G G G 2G Q G OF Ü critical-authentication GG GTGŠGV Fû&ã G�Fø F¸ 1�0ÉG" 0è/œFç Fö FÔG��‚Fç FÔ 
critical-authentication VLANH�G� FïFÿG = G x G TG 1 G 9 G y VLANH� Fû&ã�·Få G�G� FéF¹ GkGŠGV FÜ
G > G yG i G G G V GpGŠ GWF̧ Gl GyGOGi GG GV GpGŠ GWF̧ Gl GyGO1�0É GpGŠ GWF̧ G� FïFÿ MDA GpGŠ GWFþ��
�œF¸ Fã G�FÜ4:#ÝFå G�G� FéF¹ 1�0É�íG�Gi GG GV Fÿ1�0É�íG� VLAN Fû�g G� F¸ 
Ì1�0ÉGM G2GlGŠFÿ
GUG1 GIGŠGd GyFûFú G� G� FéF¹

• G = G w G 2 G 0G •G V F ÷ Windows XP G " ' �
 >F ç F ¸ G = G w G 2 G 0G •G V F Ü� K) FF å G �F ö F ÔG �G = GkGŠ
G V F Ü critical-authentication GG GTGŠGV F÷ FÒ G����œF¸Windows XP F ÿ G 2 G •G M G ŠG c G 5 G 2G G
G�Fö FÔFú FÔFã Fø G" ���ÌFç G� FéF¹

• Windows XP G = G w G 2 G 0G •G V F û DHCP FÜ0¿��Få G�Fö FÚG� F¸DHCP GCGŠG^FÛ G�Fþ IP G 0 G WG z G
0¿��Få G�Fö FÔG����œFûF¸ G= Gx GT G1 G9 Gy GkGŠGV F÷ EAP 1�0É�B�ŒGo GQ GIGŠGFG" �w�™Fç Fö
DHCP 0¿��GeG{ GIGG Fÿ
Ì�6�‡�ìF÷FÝ G� FëG#F¹

show authentication "I�’  EXEC G A G l G • G WG " 
 °� Š F éG �F ã F ø F û G � G � F ¸ 0 ¿� �G " & �1 �F ÷F Ý

�[ ��Fþ�[F÷FÿF¸ authentication event fail GA Gl G• GWFþ0¿���‰�2G" &gFç G� FéF¹
Switch(config-if)# authentication event fail action authorize vlan 20

��Fþ�[F÷FÿF¸ �Â'ÅFúFç G0G= GEGu G•Fþ0¿���‰�2G" &gFç G� FéF¹
Switch(config-if)# authentication event no-response action authorize vlan 10

��Fþ�[F÷FÿF¸ GCGŠG^�Â'Å G0G= GEGu G•Fþ0¿���‰�2G" &gFç G� FéF¹
Switch(config-if)# authentication event server alive action reinitialize

��Fþ�[F÷FÿF¸ RADIUS GCGŠG^FÜ�Q#ÝF÷FÝ Fú FÔ���œFûF¸ �‚0dFÚG�G��¤�ÑFþGi GG GV G" G= 
VLAN Fû3æ�™ FéG� G� FÖ GkGŠGV G" 0¿�� FéG��‰�2G" &gFç G� FéF¹ 0
�X1�0É H�Gl GyGO1�0ÉH
GkGŠGV Fû�PFç FöF¸ G� FïFÿGkGŠGV Fþ8b�Œ GW Go G2 G•FÜ MDA GpGŠ GW FûFÒ G����œFÿF̧ Fã FþGA Gl G• GW
#ÝFç G� FéF¹
Switch(config-if)# authentication event server dead action authorize  vlan  10

��Fþ�[F÷FÿF¸ RADIUS GCGŠG^FÜ�Q#ÝF÷FÝ Fú FÔ���œFûF¸ FÚG�G�Gi GG GV FÛ G�FþGV Gw 
VLAN Fø GM G>�ÜFáFç Fö GkGŠGV Fû0¿���íG�Fþ8b�Œ VLAN FûGi GG GV G" 4Ä*( FéG����œFûF¸ G= Gx
Gy VLAN Fû�‚0dFÚG�G��¤�ÑFþGi GG GV G" 3æ�™ FéG� G� FÖ FûGkGŠGV G" 0¿�� FéG��‰�2G" &
G A G l G • G WF ÿF ¸ G l G yG OG i G G G V GpGŠ GWG� FïFÿGl GyGO1�0É GpGŠ GWFþGkGŠGV Fû�Q#ÝFç G� FéF¹
Switch(config-if)# authentication event server dead action reinitialize  vlan  10
Switch(config-if)# authentication event server dead action authorize voice
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
authentication event

#ÝFþ GcG7 GŠ
¿��

GIGŠGd

ûFç G� FéF¹

ç G� FéF¹

G _ G w

û�q�±�XFþGU
Fû�K)FFç Fï

ç

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
authentication control-direc-
tion

GkGŠGV GpGŠ GWG" �"�M�‰�¥G� FïFÿ�n�‰�¥Fû0¿��Fç G� FéF¹

authentication fallback IEEE 802.1x 1�0ÉG" GCGkGŠGV Fç Fú FÔG= Gw G2 G0G•GV
GyĜ GQ G= �‰�'Fø Fç Fö Web 1�0ÉG" �Q#Ý FéG� G� FÖ GkGŠGV G" 0
F ç G � F éF ¹

authentication host-mode GkGŠGV F÷1�0ÉGl G[GŠGFGq GpGŠ GWG" 0¿��Fç G� FéF¹
authentication open GkGŠGV F÷G8GŠGe G• G0G= GIGG G" G2 G[GŠGd GyG� FïFÿGUG1

GyFûFç G� FéF¹
authentication order GkGŠGV F÷�Q#Ý FéG�1�0É�‰�'Fþ8p�ÎG" 0¿��Fç G� FéF¹
authentication periodic GkGŠGV F÷
Ì1�0ÉG" G2 G[GŠGd GyG� FïFÿGUG1 GIGŠGd GyF
authentication port-control GkGŠGV Fþ1�0ÉGG GTGŠGV Fþ�m�·�D�šG" G2 G[GŠGd GyFûF
authentication priority GkGŠGV G e G w G 2 G 8G x G TG 1 Gx GG GV Fû1�0É�‰�'G" 3ã�•Fç G� FéF¹
authentication timer 802.1x �P�ÂGkGŠGV Fþ GM G2 GnG0 G4GV G _ G w G o G ŠG M F ø 
 Ì1 �0 É

G o G ŠG M G " 0 ¿� �F ç G � F éF ¹
authentication violation �‚Fç FÔGUG^ G2GG FÜGkGŠGV Fû�K)F FéG�FÛF¸ GkGŠGV F

G^ G2GG FÜ�K)FFç Fï�‹F÷F¸ �‚Fç FÔGUG^ G2GG FÜGkGŠGV
� �� œF û$ Î# Õ F éG �4 *� o G pG Š G WG " 0 ¿� �F ç G � F éF ¹

show authentication G G G 2G Q G OF þ1 �0 ÉG l G [G ŠG FG q G2Gg G•GV Fû6õ FéG��_��G" /²&gF
G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
authentication fallback

öF ¸
Fö �Q#Ý
• GWFþ

G

F¹

G � F éF ¹

d GyFûFç G�
authentication fallback 
authentication fallback G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç FIEEE 
802.1x 1�0ÉG" GCGkGŠGV Fç Fú FÔG= Gw G2 G0G•GV Fû�PFç F¸Web 1�0ÉG" GcG7 GŠ GyG^GQ G= �‰�'Fø Fç
FéG� G� FÖ FûGkGŠGV G" 0¿��Fç G� FéF¹ GUGcG7 GyGV 0¿��Fû�` FéFûFÿF¸ Fã FþGA Gl G no �g�'G" �Q#Ý
F ç G � F éF ¹

authentication fallback name 

no authentication fallback name

�S�eFþ1��Â

GUGc G7 GyGV GcG7 GŠ GyG^GQ G= Fÿ G2 G[GŠGd GyF÷Fÿ FÒG� G� FëG#F¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•GcG7 GŠ GyG^GQ G= �‰� 'G" 0¿� � FéG��SFû authentication port-control auto G 2 G •G M G ŠG c G 5 G 2G G A G •
G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " 
 °� Š F éG �� ²0 [F Ü F ÒG � G � F éF ¹

Web 1�0ÉG" GcG7 GŠ GyG^GQ G= �‰�'Fø Fç Fö0¿��F÷FÝ G�FþFÿF¸802.1x G � F ïF ÿ MAB Fû�PFç Fö FðFáF÷ Fé
Fç FïFÜFóFö GcG7 GŠ GyG^GQ G= F÷FÝ G� G� FÖ FûFéG�FûFÿF¸ Fã Fþ1�0É�‰�'Fþ 1 FôG� FïFÿ�g�‰G" 0¿�� FéG�
�²0[FÜ FÒG� G� FéF¹

�[ ��Fþ�[F÷FÿF¸ GkGŠGV Fþ GcG7 GŠ GyG^GQ G= G e G { G c G / G 2 G yG " � æ� � FéG �� ‰� 2G " & gFç G � FéF ¹
Switch(config-if)# authentication fallback  profile1

show authentication "I�’  EXEC G A G l G • G WG " 
 °� Š F éG �F ã F ø F û G � G � F ¸ 0 ¿� �G " & �1 �F ÷F Ý

6õ4�GA GlG• GW

name Web 1�0ÉFþ GcG7 GŠ GyG^GQ G= GeG{ Gc G/ G2 GyG" �æ� �Fç G � FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
authentication 
control-direction

GkGŠGV GpGŠ GWG" �"�M�‰�¥G� FïFÿ�n�‰�¥Fû0¿��Fç G� FéF¹

authentication event "I��Fþ1�0É G2Gg G•GV Fþ G0G= GEGu G•G" 0¿��Fç G� FéF¹
authentication 
host-mode

GkGŠGV F÷1�0ÉGl G[GŠGFGq GpGŠ GWG" 0¿��Fç G� FéF¹

authentication open GkGŠGV F÷G8GŠGe G• G0G= GIGG G" G2 G[GŠGd GyG� FïFÿGUG1 GIGŠG
FéF¹

authentication order GkGŠGV F÷�Q#Ý FéG�1�0É�‰�'Fþ8p�ÎG" 0¿��Fç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
authentication fallback

FéF¹

¹

Go GŠGM

þGUG^ G2GG FÜ
Õ FéG�4*

¹

authentication 
periodic

GkGŠGV F÷
Ì1�0ÉG" G2 G[GŠGd GyG� FïFÿGUG1 GIGŠGd GyFûFç G�

authentication 
port-control

GkGŠGV Fþ1�0ÉGG GTGŠGV Fþ�m�·�D�šG" G2 G[GŠGd GyFûFç G� FéF

authentication 
priority

GkGŠGV G e G w G 2 G 8G x G T G 1 Gx GG GV Fû1�0É�‰�'G" 3ã�•Fç G� FéF¹

authentication timer 802.1x �P�ÂGkGŠGV Fþ GM G2 GnG0 G4GV G_ Gw Go GŠGM FÚG�G�
Ì1�0ÉG_ Gw
G " 0 ¿� �F ç G � F éF ¹

authentication 
violation

�‚Fç FÔGUG^ G2GG FÜGkGŠGV Fû�K)F FéG�FÛF¸ GkGŠGV Fû�q�±�XF
�K)FFç Fï�‹F÷F¸ �‚Fç FÔGUG^ G2GG FÜGkGŠGV Fû�K)FFç Fï���œFû$Î#
� o G pG Š G WG " 0 ¿� �F ç G � F éF ¹

show authentication G G G 2G Q G OF þ1 �0 ÉG l G [G ŠG FG q G2Gg G•GV Fû6õ FéG��_��G" /²&gFç G� FéF

G A G l G • G W 1 �� Â
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
authentication host-mode

F öF ¸

FÒ
FðFå FÔF¹ GkGŠ

o G2 G•"

G" &��–F÷
G � G � F éF ¹ 8 b� Œ

FÜF¸
7HFþGkGŠGV

FéF¹
authentication host-mode
authentication host-mode G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç
GkGŠGV F÷1�0ÉGl G[GŠGFGq GpGŠ GWG" 0¿��Fç G� FéF¹

authentication host-mode [multi-auth  | multi-domain  | multi-host | single-host]

no authentication host-mode [multi-auth  | multi-domain  | multi-host | single-host]

�S�eFþ1��Â

GUGc G7 GyGV G E G • G > G yG i G G G V GpGŠ GWFÜ G2 G[GŠGd GyFûFå G�Fö FÔG� FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•�K)FFå G�Fö FÔG�GUGŠGM G i G G G V F Ü 1 FôFðFáFþ���œFÿF¸ GE G• G> GyGi GG GV GpGŠ GWG" 0¿�� FéG��²0[FÜ
G � G � F éF ¹ G E G • G > G yG i G G G V GkGŠGV F÷Fþ1�0ÉFþFïG�Fû8b�ŒGUG^ G2GG G" �K)FFç Fú FÔF÷Fß
G V F ÷8 b� Œ VLAN FÜ0¿��Få G�Fö FÔFú FÔFø F¸ 8b�ŒGUG^ G2GG Fþ0Á�•FÜ�»�KFç G� FéF¹

GUGŠGM G i G G G V F Ü IP Phone )�#äF÷GkGŠGV Fû�K)FFå G�Fö FÔG����œFÿF¸ Gl GyGO GW Go G2 G• GpGŠ GWG" 0¿
�� FéG��²0[FÜ FÒG� G� FéF¹ 8b�ŒGUG^ G2GG G" 1�0É FéG��²0[FÜ FÒ G����œFÿF¸ Gl GyGO GW G GpGŠ GWG
0¿�� FéG��²0[FÜ FÒG� G� FéF¹

G]GdFþ*ü�‹FûGUG^ G2GG G" 4Ä*(Fç F¸ Fí G�FîG�G" 1�0ÉFç Fö GkGŠGV G0G= GIGG FþGIG;Gs Gx GT G1
F Ý G � G � F Ö F ûF éG �F ûF ÿF ¸ G l G yG O1 �0 É G pG Š G W F û0 ¿� � F éG �� ²0 [F Ü F Ò VLAN FÜ0¿��Få G�Fö
FÔG����œFÿF¸ Fã Fþ GpGŠ GW F÷1�0ÉF÷FÝ G�8b�ŒGUG^ G2GG Fÿ 1 FôFðFáF÷ FéF¹

G l G yG OG i G G G V GpGŠ GW F÷G� F¸ G]Gd2zFç Fþ0
�XGi GG GV FþFïG�FþGkGŠGV G0G= GIGG FÜ�f�jFå G�G� Fé
G l G yG OG i G G G V GpGŠ GW F÷FÿF¸ �q�6Fþ GtGŠGDFÜ1�0ÉFå G�Fï�‹F÷GUG^ G2GG Fû�PFç Fö!“�D 
G0G= GIGG FÜ�Z FØG� G�G� FéF¹

�[ ��Fþ�[F÷FÿF¸ GkGŠGV FþG l G yG O1 �0 ÉGpGŠ GWG" G2 G[GŠGd GyFûFéG��‰�2G" &gFç G� FéF¹
Switch(config-if)# authentication host-mode multi-auth

��Fþ�[F÷FÿF¸ GkGŠGV FþG l G yG O G W G o G 2 G • GpGŠ GWG" G2 G[GŠGd GyFûFéG��‰�2G" &gFç G� FéF¹
Switch(config-if)# authentication host-mode multi-domain

��Fþ�[F÷FÿF¸ GkGŠGV FþG l G yG OG i G G G V GpGŠ GWG" G2 G[GŠGd GyFûFéG��‰�2G" &gFç G� FéF¹
Switch(config)# authentication host-mode multi-host

multi-auth GkGŠGV FþGl GyGO1�0É GpGŠ GW H�multiauth GpGŠ GWH� G" G2 G[GŠGd GyFûFç G�
multi-domain GkGŠGV FþGl GyGO GW Go G2 G• GpGŠ GWG" G2 G[GŠGd GyFûFç G� FéF¹
multi-host GkGŠGV FþGl GyGOGi GG GV GpGŠ GWG" G2 G[GŠGd GyFûFç G� FéF¹
single-host GkGŠGV FþGE G• G> GyGi GG GV GpGŠ GWG" G2 G[GŠGd GyFûFç G� FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
authentication host-mode

G � F éF ¹

G7 GŠ GyG^GQ G=

d GyFûFç G�

FéF¹

¹

o G ŠG M G " 0 ¿

þGUG^ G2GG FÜ
Õ FéG�4*

¹

��Fþ�[F÷FÿF¸ GkGŠGV FþG E G • G > G yG i G G G V GpGŠ GWG" G2 G[GŠGd GyFûFéG��‰�2G" &gFç G� FéF¹
Switch(config-if)# authentication host-mode single-host

show authentication "I�’  EXEC G A G l G • G WG " 
 °� Š F éG �F ã F ø F û G � G � F ¸ 0 ¿� �G " & �1 �F ÷F Ý

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
authentication 
control-direction

GkGŠGV GpGŠ GWG" �"�M�‰�¥G� FïFÿ�n�‰�¥Fû0¿��Fç G� FéF¹

authentication event "I��Fþ1�0É G2Gg G•GV Fþ G0G= GEGu G•G" 0¿��Fç G� FéF¹
authentication 
fallback

IEEE 802.1x 1�0ÉG" GCGkGŠGV Fç Fú FÔG= Gw G2 G0G•GV #ÝFþ Gc
�‰�'Fø Fç Fö Web 1�0ÉG" �Q#Ý FéG� G� FÖ GkGŠGV G" 0¿��Fç G� FéF¹

authentication open GkGŠGV F÷G8GŠGe G• G0G= GIGG G" G2 G[GŠGd GyG� FïFÿGUG1 GIGŠG
FéF¹

authentication order GkGŠGV F÷�Q#Ý FéG�1�0É�‰�'Fþ8p�ÎG" 0¿��Fç G� FéF¹
authentication 
periodic

GkGŠGV F÷
Ì1�0ÉG" G2 G[GŠGd GyG� FïFÿGUG1 GIGŠGd GyFûFç G�

authentication 
port-control

GkGŠGV Fþ1�0ÉGG GTGŠGV Fþ�m�·�D�šG" G2 G[GŠGd GyFûFç G� FéF

authentication 
priority

GkGŠGV G e G w G 2 G 8G x G T G 1 Gx GG GV Fû1�0É�‰�'G" 3ã�•Fç G� FéF¹

authentication timer 802.1x �P�ÂGkGŠGV Fþ GM G2 GnG0 G4GV G _ G w G o G ŠG M F ø 
 Ì1 �0 ÉG _ G w G
��Fç G� FéF¹

authentication 
violation

�‚Fç FÔGUG^ G2GG FÜGkGŠGV Fû�K)F FéG�FÛF¸ GkGŠGV Fû�q�±�XF
�K)FFç Fï�‹F÷F¸ �‚Fç FÔGUG^ G2GG FÜGkGŠGV Fû�K)FFç Fï���œFû$Î#
� o G pG Š G WG " 0 ¿� �F ç G � F éF ¹

show authentication G G G 2G Q G OF þ1 �0 ÉG l G [G ŠG FG q G2Gg G•GV Fû6õ FéG��_��G" /²&gFç G� FéF
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
authentication mac-move permit

y
ûF ÿF ¸ F ã F þG A G l G • G WF þ

� FéF¹ Fï
GV FÜ�9FþGkGŠGV Fû&ã�·Fç
V �VF÷
Ì1�0ÉFå G�

FíFþGi GG GV Fÿ

G7 GŠ GyG^GQ G=

d GyFûFç G�
authentication mac-move permit 
G G G 2G Q G O� VF ÷ MAC &ã�·G" G2 G[GŠGd GyFû FéG�FûFÿF¸authentication mac-move permit G>G{ GŠG^ G 
G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF 
no �g�'G" �Q#ÝFç G� FéF¹

authentication mac-move permit

no authentication mac-move permit

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV MAC &ã�·Fÿ G2 G[GŠGd GyF÷ FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G WG " � Q# Ý F éG �F ø F ¸ G G G 2G Q G OF þ 802.1x �P�ÂGkGŠGV 6ëF÷1�0ÉGi GG GV G" &ã�·F÷FÝ G
Fø FØG�F¸ 1�0ÉFå G�FïGi GG GV Fø GkGŠGV Fþ6ëFûGUG^ G2GG FÜ FÒG� F¸ FíFþGi GG
Fï���œF¸ 1�0ÉGIGQ GEGu G•Fÿ�q�6FþGkGŠGV FÛ G� �P7VFå G�F¸ Gi GG GV Fÿ�‚Fç FÔGkGŠG
G � F éF ¹

MAC &ã�·FÜGUG1 GIGŠGd GyF÷F¸ 1�0ÉFå G�FïGi GG GV FÜ�9FþGkGŠGV Fû&ã�·Fç Fï���œF¸

Ì1�0ÉFå G�FêF¸ 4*�oG6GwGŠFÜ$Î#ÕFç G� FéF¹

MAC &ã�·FÿF¸ GkGŠGV GIG;Gs Gx GTG1 �P�ÂFþ 802.1x GkGŠGV F÷FÿGCGkGŠGV Få G�G� FëG#F¹MAC &ã�·
FÜGG G2GQ GO�VF÷ G>G{ GŠG^ GyFû0¿� �Få G�F¸ GkGŠGV GIG;Gs Gx GT G1 �P�ÂGi GG GV FÜ 802.1x �P�ÂGkGŠGV
Fû&ã�·Fç Fï���œF¸ 4*�oG6GwGŠFÜ$Î#ÕFç G� FéF¹

�[ � �Fþ�[F÷FÿF¸ GG G2GQ GO�VF÷ MAC &ã�·G" G2 G[GŠGd GyFû FéG��‰�2G" &gFç G� FéF¹
Switch(config)# authentication mac-move permit

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(52)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
authentication event "I��Fþ1�0É G2Gg G•GV Fþ G0G= GEGu G•G" 0¿��Fç G� FéF¹
authentication 
fallback

IEEE 802.1x 1�0ÉG" GCGkGŠGV Fç Fú FÔG= Gw G2 G0G•GV #ÝFþ Gc
�‰�'Fø Fç Fö Web 1�0ÉG" �Q#Ý FéG� G� FÖ GkGŠGV G" 0¿��Fç G� FéF¹

authentication 
host-mode

GkGŠGV F÷1�0ÉGl G[GŠGFGq GpGŠ GWG" 0¿��Fç G� FéF¹

authentication open GkGŠGV F÷G8GŠGe G• G0G= GIGG G" G2 G[GŠGd GyG� FïFÿGUG1 GIGŠG
FéF¹

authentication order GkGŠGV F÷�Q#Ý FéG�1�0É�‰�'Fþ8p�ÎG" 0¿��Fç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
authentication mac-move permit

FéF¹

¹

o G ŠG M G " 0 ¿

û�q�±�XFþGUG^
ŠGV Fû�K)FFç Fï� ��œ

¹

authentication 
periodic

GkGŠGV Fþ
Ì1�0ÉG" G2 G[GŠGd GyG� FïFÿGUG1 GIGŠGd GyFûFç G�

authentication 
port-control

GkGŠGV Fþ1�0ÉGG GTGŠGV Fþ�m�·�D�šG" G2 G[GŠGd GyFûFç G� FéF

authentication 
priority

GkGŠGV G e G w G 2 G 8G x G T G 1 Gx GG GV Fû1�0É�‰�'G" 3ã�•Fç G� FéF¹

authentication timer 802.1x �P�ÂGkGŠGV Fþ GM G2 GnG0 G4GV G _ G w G o G ŠG M F ø 
 Ì1 �0 ÉG _ G w G
��Fç G� FéF¹

authentication 
violation

�‚Fç FÔGUG^ G2GG FÜGkGŠGV Fû�K)F FéG�FÛF¸ GkGŠGV Fû FéF÷F
G2GG FÜ�K)FFç Fö FÔG�Fø FÝ FûF¸ � ‚Fç FÔGUG^ G2GG FÜGkG
F û$ Î# Õ F éG �4 *� o G pG Š G WG " 0 ¿� �F ç G � F éF ¹

show authentication G G G 2G Q G OF þ1 �0 ÉG l G [G ŠG FG q G2Gg G•GV Fû6õ FéG��_��G" /²&gFç G� FéF

G A G l G • G W 1 �� Â
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
authentication open

¸ G kG ŠG V F ÷
GIGŠ

G2 G[GŠGd GyFûFå

H

" 0¿�� FéG��‰�2G" &g

G7 GŠ GyG^GQ G=

FéF¹
authentication open
authentication open G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç F öF
G8GŠGe G• G0G= GIGG G" G2 G[GŠGd GyG� FïFÿGUG1 GIGŠGd GyFûFç G� FéF¹ G8GŠGe G• G0G= GIGG G" GUG1
G d G yF ûF éG �F ûF ÿF ¸ F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

authentication open 

no authentication open

GUGc G7 GyGV G8GŠGe G• G0G= GIGG FÿGUG1 GIGŠGd GyFûFå G�Fö FÔG� FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•1�0ÉFþ�SFûG[GQ GV G}GŠG= G0G= GIGG G" �²0[Fø FéG�GUG^ G2GG F÷FÿF¸ G8GŠGe G•1�0ÉFÜ
G�Fö FÔG��²0[FÜ FÒG� G� FéF¹

G8GŠGe G•1�0ÉG" G2 G[GŠGd GyFûFç Fö FÒ G�Fø FÝ FÿF¸ GkGŠGV ACL G " � Q# ÝF ç F öG i G G G V G0G= GIGG G" �D7
FéG��²0[FÜ FÒG� G� FéF¹

�[ ��Fþ�[F÷FÿF¸ GkGŠGV Fþ G8GŠGe G• G0G= GIGG G" G2 G[GŠGd GyFûFéG��‰�2G" &gFç G� FéF¹
Switch(config-if)# authentication open

��Fþ�[F÷FÿF¸ GkGŠGV Fþ G8GŠGe G• G0G= GIGG G" GUG1 GIGŠGd GyFûFéG� G� FÖ GkGŠGV G
F ç G � F éF ¹
Switch(config-if)# no authentication open

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
authentication 
control-direction

GkGŠGV GpGŠ GWG" �"�M�‰�¥G� FïFÿ�n�‰�¥Fû0¿��Fç G� FéF¹

authentication event "I��Fþ1�0É G2Gg G•GV Fþ G0G= GEGu G•G" 0¿��Fç G� FéF¹
authentication 
fallback

IEEE 802.1x 1�0ÉG" GCGkGŠGV Fç Fú FÔG= Gw G2 G0G•GV #ÝFþ Gc
�‰�'Fø Fç Fö Web 1�0ÉG" �Q#Ý FéG� G� FÖ GkGŠGV G" 0¿��Fç G� FéF¹

authentication 
host-mode

GkGŠGV F÷1�0ÉGl G[GŠGFGq GpGŠ GWG" 0¿��Fç G� FéF¹

authentication order GkGŠGV F÷�Q#Ý FéG�1�0É�‰�'Fþ8p�ÎG" 0¿��Fç G� FéF¹
authentication 
periodic

GkGŠGV F÷
Ì1�0ÉG" G2 G[GŠGd GyG� FïFÿGUG1 GIGŠGd GyFûFç G�
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
authentication open

¹

Go GŠGM

þGUG^ G2GG FÜ
Õ FéG�4*

¹

authentication 
port-control

GkGŠGV Fþ1�0ÉGG GTGŠGV Fþ�m�·�D�šG" G2 G[GŠGd GyFûFç G� FéF

authentication 
priority

GkGŠGV G e G w G 2 G 8G x G T G 1 Gx GG GV Fû1�0É�‰�'G" 3ã�•Fç G� FéF¹

authentication timer 802.1x �P�ÂGkGŠGV Fþ GM G2 GnG0 G4GV G_ Gw Go GŠGM FÚG�G�
Ì1�0ÉG_ Gw
G " 0 ¿� �F ç G � F éF ¹

authentication 
violation

�‚Fç FÔGUG^ G2GG FÜGkGŠGV Fû�K)F FéG�FÛF¸ GkGŠGV Fû�q�±�XF
�K)FFç Fï�‹F÷F¸ �‚Fç FÔGUG^ G2GG FÜGkGŠGV Fû�K)FFç Fï���œFû$Î#
� o G pG Š G WG " 0 ¿� �F ç G � F éF ¹

show authentication G G G 2G Q G OF þ1 �0 ÉG l G [G ŠG FG q G2Gg G•GV Fû6õ FéG��_��G" /²&gFç G� FéF

G A G l G • G W 1 �� Â
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
authentication order

¸ G kG ŠG V

Ö Fø FéG�Fø FÝ Fû0è
å G�

G � F éF ¹
authentication order
authentication order G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç F öF
F÷�Q#Ý FéG�1�0É�‰�'Fþ8p�ÎG" 0¿��Fç G� FéF¹

authentication order [dot1x | mab] { webauth}

no authentication order 

�S�eFþ1��Â

G A G l G • G W GUGc G7 GyGVGUGcG7 GyGV Fþ1�0É8p�ÎFÿ dot1xF¸mabF ¸ F ÚG �G � webauth Fþ8pF÷ FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•8p�Î�ÜFáF÷FÿF¸ GG G2GQ GOFÜGkGŠGV Fû�K)FFå G�Fï�‚Fç FÔGUG^ G2GG G" 1�0ÉFç G� F
/œ FéG��‰�'Fþ8p�ÎG" 0¿��Fç G� FéF¹ Gx GG GV 
ÆFþ�‰�'Fþ 1 FôF÷�B�ŒFç Fú FÔFø F¸ ��Fþ�‰�'FÜ0è/œF
G � F éF ¹

�›�‰�'Fÿ�M�ØFðFá0è/œF÷FÝ G� FéF¹ �N�Š$×8p�Î�ÜFáFÿF¸802.1x Fø MAB Fþ6ëF÷FðFá�•+�F÷ FéF¹

Web 1�0ÉFÿF¸ GG GM G• GW G0G{ G•�‰�'Fø Fç Fö0¿�� FéG�FÛF¸ 8p�ÎFûFÚFÔFö 802.1x G � F ïF ÿ MAB F þ F ÔF ê
G�FÛFþ�‹F÷�q�‹Fþ�‰�'Fø Fç Fö0¿�� FéG�Fã Fø FÜF÷FÝ G� FéF¹Web 1�0ÉFÿ dot1x G � F ïF ÿ mab Fû�P FéG�
GcG7 GŠ GyG^GQ G= Fø Fç Fö FðFá0¿�� FéG��²0[FÜ FÒG� G� FéF¹

�[ ��Fþ�[F÷FÿF¸ �q�6Fþ1�0É�‰�'Fø Fç Fö 802.1x G " F2̧ $�G�Fþ�‰�'Fø Fç Fö MAB G " F3̧ $�G�Fþ�‰�'Fø Fç
Fö Web 1 �0 ÉG " 3 ã� • F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch(config-if)# authentication order dotx mab webauth

��Fþ�[F÷FÿF¸ �q�6Fþ1�0É�‰�'Fø Fç Fö MAC H�MABH � G " F ¸2 $�G�Fþ1�0É�‰�'Fø Fç Fö Web 1�0ÉG" 3ã
� • F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch(config-if)# authentication order mab webauth

show authentication "I�’  EXEC G A G l G • G WG " 
 °� Š F éG �F ã F ø F û G � G � F ¸ 0 ¿� �G " & �1 �F ÷F Ý

dot1x 1�0É�‰�'Fþ8p�ÎFû 802.1x G " 3 ã� •F ç G � F éF ¹
mab 1�0É�‰�'Fþ8p�ÎFû MAC 1�0ÉG^ G2G_GG H�MABH � G " 3 ã� •F ç G � F éF ¹
webauth 1�0É�‰�'Fþ8p�ÎFû Web 1�0ÉG" 3ã�•Fç G� FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
authentication order

G7 GŠ GyG^GQ G=

d GyFûFç G�

FéF¹

¹

Go GŠGM

þGUG^ G2GG FÜ
Õ FéG�4*

G" 0¿��

¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
authentication 
control-direction

GkGŠGV GpGŠ GWG" �"�M�‰�¥G� FïFÿ�n�‰�¥Fû0¿��Fç G� FéF¹

authentication event "I��Fþ1�0É G2Gg G•GV Fþ G0G= GEGu G•G" 0¿��Fç G� FéF¹
authentication 
fallback

IEEE 802.1x 1�0ÉG" GCGkGŠGV Fç Fú FÔG= Gw G2 G0G•GV #ÝFþ Gc
�‰�'Fø Fç Fö Web 1�0ÉG" �Q#Ý FéG� G� FÖ GkGŠGV G" 0¿��Fç G� FéF¹

authentication 
host-mode

GkGŠGV F÷1�0ÉGl G[GŠGFGq GpGŠ GWG" 0¿��Fç G� FéF¹

authentication open GkGŠGV F÷G8GŠGe G• G0G= GIGG G" G2 G[GŠGd GyG� FïFÿGUG1 GIGŠG
FéF¹

authentication 
periodic

GkGŠGV F÷
Ì1�0ÉG" G2 G[GŠGd GyG� FïFÿGUG1 GIGŠGd GyFûFç G�

authentication 
port-control

GkGŠGV Fþ1�0ÉGG GTGŠGV Fþ�m�·�D�šG" G2 G[GŠGd GyFûFç G� FéF

authentication 
priority

GkGŠGV G e G w G 2 G 8G x G T G 1 Gx GG GV Fû1�0É�‰�'G" 3ã�•Fç G� FéF¹

authentication timer 802.1x �P�ÂGkGŠGV Fþ GM G2 GnG0 G4GV G_ Gw Go GŠGM FÚG�G�
Ì1�0ÉG_ Gw
G " 0 ¿� �F ç G � F éF ¹

authentication 
violation

�‚Fç FÔGUG^ G2GG FÜGkGŠGV Fû�K)F FéG�FÛF¸ GkGŠGV Fû�q�±�XF
�K)FFç Fï�‹F÷F¸ �‚Fç FÔGUG^ G2GG FÜGkGŠGV Fû�K)FFç Fï���œFû$Î#
� o G pG Š G WG " 0 ¿� �F ç G � F éF ¹

mab GkGŠGV Fþ MAC 1�0ÉG^ G2G_GG G" G2 G[GŠGd GyFûFç G� FéF¹
mab eap Extensible Authentication ProtocolH�EAPH� G" �Q#Ý FéG� G� FÖ GkGŠGV

F ç G � F éF ¹
show authentication G G G 2G Q G OF þ1 �0 ÉG l G [G ŠG FG q G2Gg G•GV Fû6õ FéG��_��G" /²&gFç G� FéF
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
authentication periodic

öF ¸ G kG Š
GyFûFéG����œFÿF¸

� Q# Ý

G � F éF ¹

G7 GŠ GyG^GQ G=

d GyFûFç G�

¹

authentication periodic
authentication periodic G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç F
GV F÷
Ì1�0ÉG" G2 G[GŠGd GyG� FïFÿGUG1 GIGŠGd GyFûFç G� FéF¹ 
Ì1�0ÉG" GUG1 GIGŠGd
F ã F þG A G l G • G WF þ no �g�'G" 
°�ŠFç G� FéF¹

authentication periodic

no authentication periodic 

G A G l G • G W GUGc G7 GyGV
Ì1�0ÉFÿGUG1 GIGŠGd GyFûFå G�Fö FÔG� FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•authentication timer reauthentication G 2 G •G M G ŠG c G 5 G 2G G G A G •G cG 1 G <G s G z G ŠG EG u G • G A G l G • G WG "
Fç FöF¸ ���‡$×Fû
Ì1�0ÉG" /œ FÖ 6ë7xFþ�ì6ë5�G"0¿��Fç G� FéF¹

�[ ��Fþ�[F÷FÿF¸ GkGŠGV Fþ���‡$×
Ì1�0ÉG" G2 G[GŠGd GyFûFéG��‰�2G" &gFç G� FéF¹
Switch(config-if)# authentication periodic

��Fþ�[F÷FÿF¸ GkGŠGV Fþ���‡$×
Ì1�0ÉG" GUG1 GIGŠGd GyFûFéG��‰�2G" &gFç G� FéF¹
Switch(config-if)# no authentication periodic

show authentication "I�’  EXEC G A G l G • G WG " 
 °� Š F éG �F ã F ø F û G � G � F ¸ 0 ¿� �G " & �1 �F ÷F Ý

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
authentication 
control-direction

GkGŠGV GpGŠ GWG" �"�M�‰�¥G� FïFÿ�n�‰�¥Fû0¿��Fç G� FéF¹

authentication event "I��Fþ1�0É G2Gg G•GV Fþ G0G= GEGu G•G" 0¿��Fç G� FéF¹
authentication 
fallback

IEEE 802.1x 1�0ÉG" GCGkGŠGV Fç Fú FÔG= Gw G2 G0G•GV #ÝFþ Gc
�‰�'Fø Fç Fö Web 1�0ÉG" �Q#Ý FéG� G� FÖ GkGŠGV G" 0¿��Fç G� FéF¹

authentication 
host-mode

GkGŠGV F÷1�0ÉGl G[GŠGFGq GpGŠ GWG" 0¿��Fç G� FéF¹

authentication open GkGŠGV F÷G8GŠGe G• G0G= GIGG G" G2 G[GŠGd GyG� FïFÿGUG1 GIGŠG
FéF¹

authentication order GkGŠGV F÷�Q#Ý FéG�1�0É�‰�'Fþ8p�ÎG" 0¿��Fç G� FéF¹
authentication 
port-control

GkGŠGV Fþ1�0ÉGG GTGŠGV Fþ�m�·�D�šG" G2 G[GŠGd GyFûFç G� FéF
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
authentication periodic

Go GŠGM

þGUG^ G2GG FÜ
Õ FéG�4*

¹

authentication 
priority

GkGŠGV G e G w G 2 G 8G x G T G 1 Gx GG GV Fû1�0É�‰�'G" 3ã�•Fç G� FéF¹

authentication timer 802.1x �P�ÂGkGŠGV Fþ GM G2 GnG0 G4GV G_ Gw Go GŠGM FÚG�G�
Ì1�0ÉG_ Gw
G " 0 ¿� �F ç G � F éF ¹

authentication 
violation

�‚Fç FÔGUG^ G2GG FÜGkGŠGV Fû�K)F FéG�FÛF¸ GkGŠGV Fû�q�±�XF
�K)FFç Fï�‹F÷F¸ �‚Fç FÔGUG^ G2GG FÜGkGŠGV Fû�K)FFç Fï���œFû$Î#
� o G pG Š G WG " 0 ¿� �F ç G � F éF ¹

show authentication G G G 2G Q G OF þ1 �0 ÉG l G [G ŠG FG q G2Gg G•GV Fû6õ FéG��_��G" /²&gFç G� FéF

G A G l G • G W 1 �� Â
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
authentication port-control

ç F öF ¸
FéFûFÿF¸ Fã FþGA Gl

¹

�Fø F¸ G6

kGŠGV

FöF¸ GV Gw G•G=
Fç
� Fë

�Fø F¸ G6GwGŠ

¸
û�öFõ FÔFöF¸

FÿF¸ 1�0É
ŠGV FÿG=
w

= Gw G2 G0G•GV
� G� FéF¹
Š GaGG G" �f�jF÷FÝ
authentication port-control
authentication port-control  G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF
GkGŠGV 0Á�•GG GTGŠGV Fþ�m�·�D�šG" G2 G[GŠGd GyFûFç G� FéF¹ GUGcG7 GyGV 0¿��Fû�`
G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

authentication port-control { auto | force-authorized | force-un authorized}

no authentication port-control { auto | force-authorized | force-un authorized}

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV Fþ0¿��Fÿ force-authorized F ÷ F éF ¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•auto G;GŠ G}GŠ GWFÿF¸ ��Fþ FÔFêG�FÛFþGkGŠGV G M G 2G eF ÷F ðF á� Q# ÝF ç F ö F ß F ðF å F ÔF

• G V G w G •G = GkGŠGV H� GV Gw G•G= GkGŠGV F÷ IEEE 802.1x 1�0ÉG" G2 G[GŠGd GyFûFç G� FÖ Fø FéG
GwGŠ G o G Q G IG ŠG FF Ü/ ²& gF å G �F ¸IEEE 802.1x F ÿ G 2 G [G ŠG d G yF ûF ú G � G � F ëG #F ¹IEEE 802.1x �P�Â
GkGŠGV Fþ GpGŠ GWG" GV Gw G•G= Fû�š�fFç G� FÖ Fø Fç Fö G� F¸ G6GwGŠ Go GQ GIGŠGFFÜ/²&gFå G�F¸ G 
GpGŠ GWFÿ�š�fFå G�G� FëG#F¹

• G N G 2 G XG m G Q G = GkGŠGV H� GN G2 GXGm GQ G= GkGŠGV FÿF¸ G[ G2G^GŠFø G[GBGE G6GŠGV Fç 
GkGŠGV FûFú G�Fã Fø FÜF÷FÝ G� FéF¹ GN G2 GXGm GQ G= GkGŠGV F÷ IEEE 802.1x 1�0ÉG" G2 G[GŠGd GyFû
G � F Ö F ø F éG �F ø F ¸ G 6G wG Š G o G Q G IG ŠG FF Ü/ ²& gF å G �F ¸IEEE 802.1x 1�0ÉFÿ G2 G[GŠGd GyFûFú G� G
G#F¹IEEE 802.1x �P�ÂGkGŠGV Fþ GpGŠ GWG" GN G2 GXGm GQ G= Fû�š�fFç G� FÖ Fø FéG G o G Q
GIGŠGFFÜ/²&gFå G�F¸ GkGŠGV GpGŠ GWFÿ�š�fFå G�G� FëG#F¹

auto GkGŠGV Fþ IEEE 802.1x 1�0ÉG" G2 G[GŠGd GyFûFç G� FéF¹ GkGŠGV FÿFIEEE 
802.1x 1�0É�_��FþGG G2GQ GOFø G= Gw G2 G0G•GV Fþ6ëF÷Fþ�º�nF
0Á�•GG GTGŠGV G� FïFÿ!“0Á�•GG GTGŠGV Fû�šG�G� G� FéF¹

force-authorized GkGŠGV Fþ IEEE 802.1x 1�0ÉG" GUG1 GIGŠGd GyFûFç G� FéF¹ GkGŠGV
�_��G" �º�n FéG�Fã Fø FúFß F¸ 0Á�•GG GTGŠGV Fû�šG�G� G� FéF¹ GkG
G w G 2 G 0G •G V F ø F þ IEEE 802.1x GgGŠGG 1�0ÉG" /œG�FêFûF¸ 3û�–FþGV G
Gc G1 GQ G= G" 3æ�w�™Fç G� FéF¹

force-un authorized GkGŠGV G�Fþ G0G= GIGG G" FéG	Fö �Ä�°Fç G� FéF¹ GkGŠGV FÿF¸ G
Fû G� G�1�0ÉFþ0è/œG" FéG	Fö!“0iFç FöF¸ !“0Á�•GG GTGŠGV Fû�šG�G
GG G2GQ GOFÿGkGŠGV G" �ÓFç Fö G= Gw G2 G0G•GV Fû1�0ÉGCG
G � F ëG #F ¹

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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authentication port-control

& gF å G �F ¸
G=

�G kG Š

H �
ã Fø

kGŠGV

F éF ¹

� F éF ¹

G � F éF ¹

G7 GŠ GyG^GQ G=

d GyFûFç G�

FéF¹
• G N G 2 G XG m G Q G = G0G= GIGG GkGŠGV H� GN G2 GXGm GQ G= G0G= GIGG H�VLAN Query Protocol H�VQPH�H�
GkGŠGV F÷ IEEE 802.1x 1�0ÉG" G2 G[GŠGd GyFûFç G� FÖ Fø FéG�Fø F¸ G6GwGŠ G o G Q G IG ŠG FF Ü/ ²
IEEE 802.1x 1�0ÉFÿ G2 G[GŠGd GyFûFú G� G� FëG#F¹IEEE 802.1x �P�ÂGkGŠGV G" GN G2 GXGm GQ 
VLAN Fû�š�fFç G� FÖ Fø FéG�Fø F¸ G6GwGŠ G o G Q G IG ŠG FF Ü/ ²& gF å G �F ¸VLAN 0¿��Fÿ�š�fFå G�G� Fë
G#F¹

• EtherChannel GkGŠGV H� G0G= GT G1 GdG� FïFÿ G0G= GT G1 GdF÷Fú FÔ EtherChannel G o G •G ^F ÷ F Ò G
G V G " IEEE 802.1x GkGŠGV Fø Fç Fö0¿��Fç Fú FÔF÷Fß FðFå FÔF¹EtherChannel GkGŠGV F÷ IEEE 802.1x 
1�0ÉG" G2 G[GŠGd GyFûFç G� FÖ Fø FéG�Fø F¸ G6GwGŠ G o G Q G IG ŠG FF Ü/ ²& gF å G �F ¸IEEE 802.1x 1�0ÉFÿ
G 2 G [G ŠG d G yF ûF ú G � G � F ëG #F ¹

• G G G 2G Q G O G W GkGŠGV G 0 G XG w G 2G D H �SPANH � F ÚG �G � G x G pG ŠG V SPAN H�RSPANH � � �
 ›G kG ŠG V
SPAN G � F ïF ÿ RSPAN ��
›GkGŠGV F÷ FÒ G�GkGŠGV Fþ IEEE 802.1x 1�0ÉG" G2 G[GŠGd GyFûFéG�F
FÜF÷FÝ G� FéF¹ Fï FðFç F¸ FíFþGkGŠGV FÜ SPAN G � F ïF ÿ RSPAN ��
›Fø Fç Fö�P7VFå G�G�G� F÷F¸
IEEE 802.1x 1�0ÉFÿGUG1 GIGŠGd GyFþG� G� F÷ FéF¹SPAN G � F ïF ÿ RSPAN 3æ�™
–GkGŠGV F÷Fÿ IEEE 
802.1x 1�0ÉG" G2 G[GŠGd GyFûFéG�Fã Fø FÜF÷FÝ G� FéF¹

G G G 2G Q G OF ÷ IEEE 802.1x 1�0ÉG" G>G{ GŠG^ GyFûGUG1 GIGŠGd GyFûFéG�FûFÿF¸no dot1x 
system-auth-control G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • GA Gl G• GWG" �Q#ÝFç G� FéF¹ "I��FþG
F÷ IEEE 802.1x 1�0ÉG" GUG1 GIGŠGd GyFûFéG�FÛF¸ GUGcG7 GyGV 0¿��Fû�` FéFûFÿF¸no authentication 
port-control  G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ GkGŠGV GG GTGŠGV G" +¬�·Fû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config-if)# authentication port-control auto

��Fþ�[F÷FÿF¸ GkGŠGV G G G TG ŠG V G " force- authorized G G G TG ŠG V F û0 ¿� � F éG �� ‰� 2G " & gF ç G �
Switch(config-if)# authentication port-control force-authorized

��Fþ�[F÷FÿF¸ GkGŠGV G G G TG ŠG V G " force-unauthorized G G G TG ŠG V F û0 ¿� � F éG �� ‰� 2G " & gF ç G
Switch(config-if)# authentication port-control force-unauthorized

show authentication "I�’  EXEC G A G l G • G WG " 
 °� Š F éG �F ã F ø F û G � G � F ¸ 0 ¿� �G " & �1 �F ÷F Ý

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
authentication 
control-direction

GkGŠGV GpGŠ GWG" �"�M�‰�¥G� FïFÿ�n�‰�¥Fû0¿��Fç G� FéF¹

authentication event "I��Fþ1�0É G2Gg G•GV Fþ G0G= GEGu G•G" 0¿��Fç G� FéF¹
authentication 
fallback

IEEE 802.1x 1�0ÉG" GCGkGŠGV Fç Fú FÔG= Gw G2 G0G•GV #ÝFþ Gc
�‰�'Fø Fç Fö Web 1�0ÉG" �Q#Ý FéG� G� FÖ GkGŠGV G" 0¿��Fç G� FéF¹

authentication 
host-mode

GkGŠGV F÷1�0ÉGl G[GŠGFGq GpGŠ GWG" 0¿��Fç G� FéF¹

authentication open GkGŠGV F÷G8GŠGe G• G0G= GIGG G" G2 G[GŠGd GyG� FïFÿGUG1 GIGŠG
FéF¹

authentication order GkGŠGV F÷�Q#Ý FéG�1�0É�‰�'Fþ8p�ÎG" 0¿��Fç G� FéF¹
authentication 
periodic

GkGŠGV F÷
Ì1�0ÉG" G2 G[GŠGd GyG� FïFÿGUG1 GIGŠGd GyFûFç G�

authentication 
priority

GkGŠGV G e G w G 2 G 8G x G T G 1 Gx GG GV Fû1�0É�‰�'G" 3ã�•Fç G� FéF¹
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o G ŠG M G " 0 ¿

þGUG^ G2GG FÜ
Õ FéG�4*

¹

authentication timer 802.1x �P�ÂGkGŠGV Fþ GM G2 GnG0 G4GV G _ G w G o G ŠG M F ø 
 Ì1 �0 ÉG _ G w G
��Fç G� FéF¹

authentication 
violation

�‚Fç FÔGUG^ G2GG FÜGkGŠGV Fû�K)F FéG�FÛF¸ GkGŠGV Fû�q�±�XF
�K)FFç Fï�‹F÷F¸ �‚Fç FÔGUG^ G2GG FÜGkGŠGV Fû�K)FFç Fï���œFû$Î#
� o G pG Š G WG " 0 ¿� �F ç G � F éF ¹

show authentication G G G 2G Q G OF þ1 �0 ÉG l G [G ŠG FG q G2Gg G•GV Fû6õ FéG��_��G" /²&gFç G� FéF

G A G l G • G W 1 �� Â
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authentication priority

öF ¸ G kG Š

Ö Fø FéG�Fø FÝ Fû0è/œ

F ç F ö

G1 Fþ9× FÔ�‰�'G" F¸ Ge

�'Fþ�m G� 3¸G�FÜ$Î#Õ Fé

Fþ�)*(Fø �  Fè F÷F¸
G�FûFÿF¸

g

authentication priority
authentication priority  G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç F
GV G e G w G 2 G 8G x G T G 1 Gx GG GV Fû1�0É�‰�'G" 3ã�•Fç G� FéF¹

auth priority [dot1x | mab] { webauth}

no auth priority [dot1x | mab] { webauth}  

�S�eFþ1��Â

G A G l G • G W GUGc G7 GyGVGUGcG7 GyGV FþGe Gw G2 G8Gx GT G1 FÿF¸802.1x 1�0ÉF¸MAC 1�0ÉG^ G2G_GG F¸Web 1�0ÉFþ8pF÷ FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•8p�Î�ÜFáF÷FÿF¸ GG G2GQ GOFÜGkGŠGV Fû�K)FFå G�Fï�‚Fç FÔGUG^ G2GG G" 1�0ÉFç G� F
FéG��‰�'Fþ8p�ÎG" 0¿��Fç G� FéF¹

GkGŠGV FûGcG7 GŠ GyG^GQ G= �‰�'G" 0
�X0¿�� FéG�Fø FÝ FÿF¸Web 1�0É H�webauthH � G " � q� ‹F û0 ¿� �
F ß F ðF å F ÔF ¹

$�Fú G�1�0É�‰�'FûGe Gw G2 G8Gx GT G1 G" �m G� �\Fö G�Fã Fø Fû G� G� F¸ Ge Gw G2 G8Gx GT
Gw G2 G8Gx GT G1 Fþ�* FÔ4
/œ�pFþ1�0É�‰�'Fû�m G� 3¸G� Fë G�Fã Fø FÜF÷FÝ G� FéF¹

H��@H� G= Gw G2 G0G•GV FÜ FéF÷Fû1�0ÉFå G�Fö FÔG����œFûF¸ Ge Gw G2 G8Gx GT G1 Fþ9× FÔ�‰
G�Fø F¸ 
Ì1�0ÉFå G�G�Fã Fø FÜ FÒG� G� FéF¹

1�0É�‰�'FþGUGcG7 GyGV FþGe Gw G2 G8Gx GT G1 FÿF¸ ��/œ Gx GG GV Fþ8p�ÎFûFÚFá G�Fí
802.1x 1�0ÉF¸MAC 1�0ÉG^ G2G_GG F¸Web 1�0ÉFþ8pF÷ FéF¹ Fã FþGUGcG7 GyGV Fþ8p�ÎG" �š�f Fé
G;GŠ G}GŠ GW dot1xF¸mabF ¸ F ÚG �G � webauth G " � Q# ÝF ç G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ 802.1x G" �q�6Fþ1�0É�‰�'F¸Web 1�0ÉG" 2 $�G�Fþ1�0É�‰�'Fø Fç Fö0¿�� FéG��‰�2G" &
F ç G � F éF ¹
Switch(config-if)# authentication priority dotx webauth

dot1x 1�0É�‰�'Fþ8p�ÎFû 802.1x G " 3 ã� •F ç G � F éF ¹
mab 1�0É�‰�'Fþ8p�ÎFû MAC 1�0ÉG^ G2G_GG H�MABH � G " 3 ã� •F ç G � F éF ¹
webauth 1�0É�‰�'Fþ8p�ÎFû Web 1�0ÉG" 3ã�•Fç G� FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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G � F éF ¹

G7 GŠ GyG^GQ G=

d GyFûFç G�

FéF¹

¹

o G ŠG M G " 0 ¿

þGUG^ G2GG FÜ
Õ FéG�4*

G" 0¿��

¹

��Fþ�[F÷FÿF¸ MAC 1�0ÉG^ G2G_GG H�MABH� G" �q�6Fþ1�0É�‰�'FW̧eb 1�0ÉG" 2 $�G�Fþ1�0É�‰�'Fø
Fç Fö0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config-if)# authentication priority mab webauth

show authentication "I�’  EXEC G A G l G • G WG " 
 °� Š F éG �F ã F ø F û G � G � F ¸ 0 ¿� �G " & �1 �F ÷F Ý

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
authentication 
control-direction

GkGŠGV GpGŠ GWG" �"�M�‰�¥G� FïFÿ�n�‰�¥Fû0¿��Fç G� FéF¹

authentication event "I��Fþ1�0É G2Gg G•GV Fþ G0G= GEGu G•G" 0¿��Fç G� FéF¹
authentication 
fallback

IEEE 802.1x 1�0ÉG" GCGkGŠGV Fç Fú FÔG= Gw G2 G0G•GV #ÝFþ Gc
�‰�'Fø Fç Fö Web 1�0ÉG" �Q#Ý FéG� G� FÖ GkGŠGV G" 0¿��Fç G� FéF¹

authentication 
host-mode

GkGŠGV F÷1�0ÉGl G[GŠGFGq GpGŠ GWG" 0¿��Fç G� FéF¹

authentication open GkGŠGV F÷G8GŠGe G• G0G= GIGG G" G2 G[GŠGd GyG� FïFÿGUG1 GIGŠG
FéF¹

authentication order GkGŠGV F÷�Q#Ý FéG�1�0É�‰�'Fþ8p�ÎG" 0¿��Fç G� FéF¹
authentication 
periodic

GkGŠGV F÷
Ì1�0ÉG" G2 G[GŠGd GyG� FïFÿGUG1 GIGŠGd GyFûFç G�

authentication 
port-control

GkGŠGV Fþ1�0ÉGG GTGŠGV Fþ�m�·�D�šG" G2 G[GŠGd GyFûFç G� FéF

authentication timer 802.1x �P�ÂGkGŠGV Fþ GM G2 GnG0 G4GV G _ G w G o G ŠG M F ø 
 Ì1 �0 ÉG _ G w G
��Fç G� FéF¹

authentication 
violation

�‚Fç FÔGUG^ G2GG FÜGkGŠGV Fû�K)F FéG�FÛF¸ GkGŠGV Fû�q�±�XF
�K)FFç Fï�‹F÷F¸ �‚Fç FÔGUG^ G2GG FÜGkGŠGV Fû�K)FFç Fï���œFû$Î#
� o G pG Š G WG " 0 ¿� �F ç G � F éF ¹

mab GkGŠGV Fþ MAC 1�0ÉG^ G2G_GG G" G2 G[GŠGd GyFûFç G� FéF¹
mab eap Extensible Authentication ProtocolH�EAPH� G" �Q#Ý FéG� G� FÖ GkGŠGV

F ç G � F éF ¹
show authentication G G G 2G Q G OF þ1 �0 ÉG l G [G ŠG FG q G2Gg G•GV Fû6õ FéG��_��G" /²&gFç G� FéF
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authentication timer

¸

Š

� G� FéF¹
G G2GQ GOFþ�9FþGkGŠ

G � F éF ¹

2 G0G•GV FÜ!“0Á
authentication timer
authentication timer G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç F öF802.1x 
�P�ÂGkGŠGV Fþ GM G2 GnG0 G4GV Fø 
Ì1�0ÉFþG_ Gw Go GŠGM G" 0¿��Fç G� FéF¹

authentication timer {{[ inactivity  | reauthenticate] [server | am]} { restart value}}

no authentication timer {{[ inactivity  | reauthenticate] [server | am]} { restart value}}  

�S�eFþ1��Â

GUGc G7 GyGV inactivity F¸serverF ¸ F ÚG �G � restart G;GŠ G}GŠ GWFÿ 60 &ÊFû0¿��Få G�G� FéF¹reauthenticate G;GŠ G}G
GWFÿ 1 �ì6ëFû0¿��Få G�G� FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•G M G 2 G nG 0 G 4G V � ÍG " 0 ¿� �F ç F ú F ÔF ø F ¸802.1x GIGQ GEGu G•FÿF¸ !“�‡7HF÷1�0ÉFå G�FïG� G� FûFú G
�ÚFþGi GG GV F÷FÿFíFþGkGŠGV G" �Q#ÝF÷FÝ FêF¸ �K)FFå G�Fö FÔG�Gi GG GV FÿF¸ �  Fè G
G V F û& ã� ·F ÷F Ý G � F ëG #F ¹

�[ ��Fþ�[F÷FÿF¸ 1�0É8� G0G= GT G1 GaGT G1 G M G 2G lG ŠG " 60 &ÊFû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config-if)# authentication timer inactivity 60

��Fþ�[F÷FÿF¸ 
Ì1�0ÉGM G2GlGŠG" 120 &ÊFû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config-if)# authentication timer restart 120

show authentication "I�’  EXEC G A G l G • G WG " 
 °� Š F éG �F ã F ø F û G � G � F ¸ 0 ¿� �G " & �1 �F ÷F Ý

6õ4�GA GlG• GW

inactivity Fã Fþ�ì6ë6ë7xG" 4#FÞFö G� G0G= GT G1 GaGT G1 FÜFú FÔ���œFûF¸ G= Gw G
�•FûFå G�G�&Ê�XF÷ FéF¹

reauthenticate +¬�·
Ì1�0ÉFþ0è/œFÜ6ä��Få G�G�G� F÷�ì6ë H�&ÊH� F÷ FéF¹
server !“0Á�•GkGŠGV Fþ1�0ÉFþ0è/œFÜ/œG�G�G�G� F÷Fþ6ë7x H�&ÊH� F÷ FéF¹
restart !“0Á�•GkGŠGV Fþ1�0ÉFþ0è/œFÜ/œG�G�G�G� F÷Fþ6ë7x H�&ÊH� F÷ FéF¹
value 1 F Û G � 65535 G � F ÷F þ� Í H �& ÊH � G " 
 °� ŠF ç G � F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
authentication 
control-direction

GkGŠGV GpGŠ GWG" �"�M�‰�¥G� FïFÿ�n�‰�¥Fû0¿��Fç G� FéF¹

authentication event "I��Fþ1�0É G2Gg G•GV Fþ G0G= GEGu G•G" 0¿��Fç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
authentication timer

G7 GŠ GyG^GQ G=

d GyFûFç G�

FéF¹

¹

þGUG^ G2GG FÜ
Õ FéG�4*

¹

authentication 
fallback

IEEE 802.1x 1�0ÉG" GCGkGŠGV Fç Fú FÔG= Gw G2 G0G•GV #ÝFþ Gc
�‰�'Fø Fç Fö Web 1�0ÉG" �Q#Ý FéG� G� FÖ GkGŠGV G" 0¿��Fç G� FéF¹

authentication 
host-mode

GkGŠGV F÷1�0ÉGl G[GŠGFGq GpGŠ GWG" 0¿��Fç G� FéF¹

authentication open GkGŠGV F÷G8GŠGe G• G0G= GIGG G" G2 G[GŠGd GyG� FïFÿGUG1 GIGŠG
FéF¹

authentication order GkGŠGV F÷�Q#Ý FéG�1�0É�‰�'Fþ8p�ÎG" 0¿��Fç G� FéF¹
authentication 
periodic

GkGŠGV F÷
Ì1�0ÉG" G2 G[GŠGd GyG� FïFÿGUG1 GIGŠGd GyFûFç G�

authentication 
port-control

GkGŠGV Fþ1�0ÉGG GTGŠGV Fþ�m�·�D�šG" G2 G[GŠGd GyFûFç G� FéF

authentication 
priority

GkGŠGV G e G w G 2 G 8G x G T G 1 Gx GG GV Fû1�0É�‰�'G" 3ã�•Fç G� FéF¹

authentication 
violation

�‚Fç FÔGUG^ G2GG FÜGkGŠGV Fû�K)F FéG�FÛF¸ GkGŠGV Fû�q�±�XF
�K)FFç Fï�‹F÷F¸ �‚Fç FÔGUG^ G2GG FÜGkGŠGV Fû�K)FFç Fï���œFû$Î#
� o G pG Š G WG " 0 ¿� �F ç G � F éF ¹

show authentication G G G 2G Q G OF þ1 �0 ÉG l G [G ŠG FG q G2Gg G•GV Fû6õ FéG��_��G" /²&gFç G� FéF

G A G l G • G W 1 �� Â
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authentication violation

¸ � ‚Fç
û�K)FFå G�Fö FÔG�"g�Â
FéF¹

N G4 G• Fé

" # Õ� B
éF¹

i FéG� G� FÖ Fû

" �P7VFç F¸ �‚Fç FÔ

G � F éF ¹

FéF¹

� F ïF ÿ
authentication violation
authentication violation G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • GA Gl G• GWG" �Q#ÝFç FöF
FÔGUG^ G2GG FÜGkGŠGV Fû�K)F FéG�Fø FÝ F¸ G� FïFÿ�q�±�XFþGUG^ G2GG FÜGkGŠGV F
F÷�‚Fç FÔGUG^ G2GG FÜGkGŠGV Fû�K)F FéG�Fø FÝ Fû$Î#Õ FéG�4*�o GpGŠ GWG" 0¿��Fç G�

authentication violation { protect | replace | restrict  | shutdown}

no authentication violation { protect | replace | restrict  | shutdown}  

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV F÷FÿF¸authentication violation shutdown GpGŠ GWFÿ G2 G[GŠGd GyF÷ FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�[ ��Fþ�[F÷FÿF¸ �‚Fç FÔGUG^ G2GG FÜGkGŠGV Fû�K)F FéG����œFûF¸errdisable FûFú G� F¸ GEGq GQ GV G
G � G � F Ö F û IEEE 802.1x �P�ÂGkGŠGV G" 0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config-if)# authentication violation shutdown

��Fþ�[F÷FÿF¸ �‚Fç FÔGUG^ G2GG FÜGkGŠGV Fû�K)F FéG����œFûF¸ GE GG GT Gn G6GwGŠ G o G Q G IG ŠG FG
F ç F öF ¸ G kG ŠG V G " � D7 H G pG Š G W F û� š� f F éG � G � F Ö F û 802.1x �P�ÂGkGŠGV G" 0¿�� FéG��‰�2G" &gFç G� F
Switch(config-if)# authentication violation restrict

��Fþ�[F÷FÿF¸ �‚Fç FÔGUG^ G2GG FÜGkGŠGV Fû�K)F FéG�Fø FÝ FûF¸ FíFþGUG^ G2GG G" !“0 
802.1x �P�ÂGkGŠGV G" 0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config-if)# authentication violation protect

��Fþ�[F÷FÿF¸ �‚Fç FÔGUG^ G2GG FÜGkGŠGV Fû�K)F FéG�Fø FÝ FûF¸ #'�~FþGIGQ GEGu G•G
GUG^ G2GG Fû G� G�1�0ÉG" 6ä�� FéG� G� FÖ Fû 802.1x �P�ÂGkGŠGV G" 0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config-if)# authentication violation replace

show authentication "I�’  EXEC G A G l G • G WG " 
 °� Š F éG �F ã F ø F û G � G � F ¸ 0 ¿� �G " & �1 �F ÷F Ý

protect �£�‡Fç Fú FÔ%T�™ MAC G 0 G WG z G G F ÿ G W G { G Q G eF å G �G � F éF ¹syslog G6GwGŠFÿ
#Õ�BFå G�G� FëG#F¹

replace #'�~FþGIGQ GEGu G•G" �P7VFç F¸ �‚Fç FÔGi GG GV Fû G� G�1�0ÉG" 6ä��Fç G�
restrict 4*�oG6GwGŠFþ$Î#Õ�ìFû Syslog G6GwGŠG" #Õ�BFç G � FéF ¹
shutdown G6GwGŠFû G�FóFöF¸ �£�‡Fç Fú FÔ MAC G 0 G WG z G G F Ü$ Î# Õ F éG �G kG ŠG V G

�ì�•GkGŠGV FÜGUG1 GIGŠGd GyFûFú G� G� FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
12.2(55)SE replace G;GŠ G}GŠ GWFÜ3ã�•Få G�G� Fç FïF¹
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authentication violation

Š GyG^GQ G= �‰�'Fø

d GyFûFç G�

FéF¹

¹

o G ŠG M G " 0 ¿

¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
authentication 
control-direction

GkGŠGV GpGŠ GWG" �"�M�‰�¥G� FïFÿ�n�‰�¥Fû0¿��Fç G� FéF¹

authentication event "I��Fþ1�0É G2Gg G•GV Fþ G0G= GEGu G•G" 0¿��Fç G� FéF¹
authentication 
fallback

802.1x 1�0ÉG" GCGkGŠGV Fç Fú FÔG= Gw G2 G0G•GV #ÝFþ GcG7 G
F ç F ö Web 1�0ÉG" �Q#Ý FéG� G� FÖ GkGŠGV G" 0¿��Fç G� FéF¹

authentication 
host-mode

GkGŠGV F÷1�0ÉGl G[GŠGFGq GpGŠ GWG" 0¿��Fç G� FéF¹

authentication open GkGŠGV F÷G8GŠGe G• G0G= GIGG G" G2 G[GŠGd GyG� FïFÿGUG1 GIGŠG
FéF¹

authentication order GkGŠGV F÷�Q#Ý FéG�1�0É�‰�'Fþ8p�ÎG" 0¿��Fç G� FéF¹
authentication 
periodic

GkGŠGV F÷
Ì1�0ÉG" G2 G[GŠGd GyG� FïFÿGUG1 GIGŠGd GyFûFç G�

authentication 
port-control

GkGŠGV Fþ1�0ÉGG GTGŠGV Fþ�m�·�D�šG" G2 G[GŠGd GyFûFç G� FéF

authentication 
priority

GkGŠGV G e G w G 2 G 8G x G T G 1 Gx GG GV Fû1�0É�‰�'G" 3ã�•Fç G� FéF¹

authentication timer 802.1x �P�ÂGkGŠGV Fþ GM G2 GnG0 G4GV G _ G w G o G ŠG M F ø 
 Ì1 �0 ÉG _ G w G
��Fç G� FéF¹

show authentication G G G 2G Q G OF þ1 �0 ÉG l G [G ŠG FG q G2Gg G•GV Fû6õ FéG��_��G" /²&gFç G� FéF
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
auto qos classify

2G G F þ
G UG cG 7 G y

G H

CG kG ŠG V F ç G � F éF ¹

G H
auto qos classify
Quality of ServiceH�QoSH � G W G o G 2 G •
 ÆF ÷� ™8 —F ÷F Ý F ú F ÔG UG ^ G QoS �(8®G" +¬�·0¿�� FéG�FûFÿF¸
auto qos classify G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹
G V 0 ¿� �F û� ` F éF ûF ÿF ¸ F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

auto qos classify [police]

no auto qos classify [police]

�S�eFþ1��Â

GUGc G7 GyGV auto-QoS �(8®FÿF¸ FéG	FöFþGkGŠGV F÷GUG1 GIGŠGd GyF÷ FéF¹

When auto-QoS is enabled, it uses the ingress packet label to categorize traffic, to assign packet 
labels, and to configure the ingress and egress queues 

/² 2-2 FûF¸ ���ŠG;Gs GŠFû�PFç Fö#Õ�BFå G�G� auto-QoS Fþ0¿��G" &gFç G� FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

police H��õ�–H� �™8—F÷FÝ Fú FÔGUG^ G2GG Fþ QoS G k G x G E G • G >G " 0 ¿� �F ç G � F éF ¹

/² 2-1 
°�ŠG;Gs GŠFû�PFéG�+¬�· QoS Fþ0¿��


°�ŠG;Gs GŠ G;Gs GŠ$��•
CoS FÛG� G;Gs GŠG�
FþGlGQ Gb G• G>

G;Gs GŠ G4G5 G2GV
H��•�æ�œH�

G;Gs GŠ H�G^GQ
G c G /H � G CG 2 

SRR 1 
¹�w

1. SRR = Shaped Round RobinH�GE G5 G2Ge GW G w G 4 G • G W G { G aG •H �F ¹ 
 °� ŠG ;G s G ŠF ÿ
 ¹� w G pG Š G W F ðF áG " G

1 0F¸1F¸2F¸3F¸6F¸7 70% 90%

G e G w G 2 G 8G x G T G 12 4F¸5 30% 10%

/² 2-2 ���ŠG;Gs GŠFû�PFéG�+¬�· QoS Fþ0¿��

���ŠG;Gs GŠ G;Gs GŠ$��•
CoS FÛG� G;Gs GŠG�
FþGlGQ Gb G• G>

G;Gs GŠ G4G5 G2GV
H��•�æ�œH�

G<G:GaGQ GV �P�ÂGkGŠ
G V F þG ;G s G Š H �G ^G Q
G c G /H � G CG 2G H

10/100 G2GŠGC
G[GQ GV GkGŠGV Fþ
G;Gs GŠ H�G^GQ
G c G /H � G CG 2

G e G w G 2 G 8G x G T G 1
H�GE G5 G2Ge GWH�

1 4F¸5 �q�±  100% 25% 15%

SRR 
¹�w 2 2F¸3F¸6F¸7 10% 25% 25%

SRR 
¹�w 3 0 60% 25% 40%

SRR 
¹�w 4 1 20% 25% 20%

Gx Gx GŠGG �š�f
Æ��
12.2(55)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
auto qos classify

Q# ÝF ç G �
® FéG�Fã

G� FéF¹ %T�™G_G?GQ GV

F þ� ÚF þ
�

�Q#Ý�VFþG: G2 GW Gw G2G•QoS GW Go G2 G•
ÆFþ�™8— G2 G•GM GŠGc G5 G2GG Fû QoS G " 0 ¿� � F éG �� �� œF ÿF ¸ F ã F þG A G l G • G WG " �
FéF¹QoS GW Go G2 G•FûFÿF¸ GG G2GQ GOF¸ G[GQ GV G}GŠG= 
Æ4ŠF¸QoS Fþ%T�™GV Gw Gc G1 GQ G= G" �(8
F ø F þF ÷F Ý G � G 6G Q G F/ æ* (F ú F ùF Ü� µG � G �G � F éF ¹

Auto-QoS FÿF¸ GG G2GQ GOFÜ�™8— G2 G•GM GŠGc G5 G2GG Fø �K)F FéG� G� FÖ Fû0¿��Fç
Fþ QoS GwGg GyFÿ�™8—Få G�G� FéF¹ 8� GyGŠGTGQ GW GkGŠGV Fþ���œFÿF¸ %T�™G_G?GQ GV Fþ CoS �ÍFÜ�™8—
F å G �G � F éF ¹ G yG ŠG TG Q G W GkGŠGV F÷FÿF¸ %T�™G_G?GQ GV Fþ DSCP �ÍFÜ�™8—Få G�G� FéF¹

+¬�·  QoS FþGUGcG7 GyGV G" �<#Ý FéG�FûFÿF¸ +¬� · QoS G " G 2 G [G ŠG d G yF ûF ç F öF Û G �F ¸ F í QoS GA
Gl G• GWG" 0¿�� FéG��²0[FÜ FÒG� G� FéF¹auto-QoS G " G 2 G [G ŠG d G yF ûF ç F ï�‹F÷F¸auto-QoS G " 1 *� ZF ÷F Ý G
FéF¹

F ã G �F ÿF ¸auto qos classify GA Gl G• GW FÜ0¿��Få G�Fö FÔG����œFþGk Gx GEGŠ GlGQ GeF÷ FéF¹
policy-map AUTOQOS-SRND4-CLASSIFY-POLICY 
class AUTOQOS_MULTIENHANCED_CONF_CLASS 
set dscp af41 
class AUTOQOS_BULK_DATA_CLASS 
set dscp af11 
class AUTOQOS_TRANSACTION_CLASS 
set dscp af21 
class AUTOQOS_SCAVANGER_CLASS 
set dscp cs1 
class AUTOQOS_SIGNALING_CLASS 
set dscp cs3 
class AUTOQOS_DEFAULT_CLASS 
set dscp default

F ã G �F ÿF ¸auto qos classify police GA Gl G• GWFÜ0¿��Få G�Fö FÔG����œFþGk Gx GEGŠ GlGQ GeF÷ FéF¹
policy-map AUTOQOS-SRND4-CLASSIFY-POLICE-POLICY 
class AUTOQOS_MULTIENHANCED_CONF_CLASS 
set dscp af41 
police 5000000 8000 exceed-action drop 
class AUTOQOS_BULK_DATA_CLASS 
set dscp af11 
police 10000000 8000 exceed-action policed-dscp-transmit 
class AUTOQOS_TRANSACTION_CLASS 
set dscp af21 
police 10000000 8000 exceed-action policed-dscp-transmit 
class AUTOQOS_SCAVANGER_CLASS 
set dscp cs1 
police 10000000 8000 exceed-action drop 
class AUTOQOS_SIGNALING_CLASS 
set dscp cs3 
police 32000 8000 exceed-action drop 
class AUTOQOS_DEFAULT_CLASS 
set dscp default 
police 10000000 8000 exceed-action policed-dscp-transmit 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
auto qos classify

G �F ï� �� œF ø �   F è
FÿF¸ #Õ�BFå

F÷�¤�ÑFþ0¿��FÜ�V
G�G� FéF¹ FéG	Fö
GA G•Gc G1
pGx Fû�–�ÑFë
Fþ4:#ÝFû�»�KFç Fï���œ

ŠG" �š
þGA GbGŠ
G x G EG Š
Gc G5

G "
F ÔF ö F ÿF ¸

1
�F ï
Š
B

s8 jG " � wF á G �� ÚF þG kG Š
G EG u G •
G u G •
G�Fú FÔFïG�F¸
¹ G_G?GQ GV 
ÆFþ

Q G OG • G >F å G �F ¸ G k G x G E G • G >F úF ç

G= G" Gk Gx GE

� F éF ¹

éF¹

å G�Fï
ç G�

� FéF¹
H��@H� G G G 2G Q G OF ÿF ¸ G A G l G • G W G w G 2 G • G 2 G •G M G ŠG c G 5 G 2G G H �CLIH � F Û G � G A G l G • G W F Ü
 °� ŠF å
G � F Ö F ûF ¸auto-QoS Fû G�FóFö#Õ�BFå G�FïGA Gl G• GWG" 4:#ÝFç G� FéF¹ �¤�ÑFþ GtGŠGD0¿��F÷
G�FïGA Gl G• GWFþ4:#ÝFû�»�K FéG�Fã Fø FÜ FÒG� G� FéF¹ G� FïF¸ #Õ�BFå G�FïGA Gl G• GW
�iFÝ Få G�G�Fã Fø G� FÒG� G� FéF¹ Fã G�G�Fþ G0G= GEGu G•FÿF¸ 1™�ÌG" /²&gFëFêFû��/œFå
Fþ#Õ�BGA Gl G• GWFÜ�G�–Fû4:#ÝFå G�Fï���œF¸ �V�iFÝ Få G�FúFÛFóFï GtGŠGD
°�Š0¿��FÜ��/œ
G<Gs Gz GŠGEGu G•Fû�g G� G� FéF¹ �V�iFÝ Få G�Fï GtGŠGD
°�ŠFþ0¿��FÿF¸ #'�~Fþ0¿��G" Go G
FêFûF¸ GG G2GQ GOG" Gx G{ GŠ GW FéG�Fø �Ÿ
–F÷FÝ G� FéF¹ #Õ�BFå G�FïGA Gl G• GW
FÿF¸ �SFþ��/œGA G•Gc G1 G<Gs Gz GŠGEGu G•FÜ�Ÿ
–Få G�G� FéF¹

+¬�·  QoS G " G 2 G [G ŠG d G yF ûF ç F ï� ‹F ¸ � ¡� SF û AutoQoS G " � µG �G k G x G EG Š GlGQ GeG�7Ÿ(ÙGk Gx GCG
�fFç Fú FÔF÷Fß FðFå FÔF¹ Gk Gx GEGŠ GlGQ GeG�7Ÿ(ÙGk Gx GCGŠG" �š�f FéG��²0[FÜ FÒ G����œF¸ FíF
G " � 8� BF ç F ¸ G A G bG ŠF ç F ïG k G x G EG Š G lG Q G eG �G k G x G CG ŠG " � š� fF ç G � F éF ¹ # Õ� BF å G �F ïG k GlGQ Ge
Fþ�æG�G� Fû�‚Fç FÔGk Gx GEGŠ GlGQ GeG" �Q#Ý FéG�FûFÿF¸ #Õ�BFç FïGk Gx GEGŠ GlGQ GeG" G2 G•GM GŠ
G 2G G F Û G � � P7 VF ç F öF ¸ � ‚F ç F ÔG k G x G EG Š GlGQ GeG" 4:#ÝFç G� FéF¹

auto-QoS FÜ G2 G[GŠGd GyFþFø FÝ Fû+¬�·$×Fû#Õ�BFå G�G� QoS Fþ0¿��G" /²&g FéG�FûFÿF¸auto-QoS G"
G 2 G [G ŠG d G yF ûF éG �� SF ûG UG ^G Q G >G " G 2 G [G ŠG d G yF ûF ç G � F éF ¹debug auto qos "I�’  EXEC G A G l G • G W
�Q#Ý FéG�Fø F¸auto-QoS F þG UG ^G Q G < G • G >F Ü G 2 G [G ŠG d G yF ûF ú G � G � F éF ¹ 0 ò( ýF ûF ôdebug auto 
qos G A G l G • G WG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

GkGŠGV Fþ auto-QoS G " G UG 1 G IG ŠG d G yF ûF éG �F ûF ÿF ¸no auto qos trust G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G
G<Gs Gz GŠGEGu G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹ F ã F þG kG ŠG V F û� PF ç F öF ¸ + ¬� · QoS F û G �F óF ö# Õ� BF å G
G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G W F ðF áF Ü� P7 VF å G �G � F éF ¹auto-QoS G " G 2 G [G
Gd GyFûFç Fï�q�‹FþGkGŠGV F÷F¸no auto qos trust G A G l G • G WG " 
 °� Š F éG �F ø F ¸auto-QoS F û G �F óF ö# Õ�
F å G �F ï G >G { G ŠG ^ G y G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WF Ü� gF óF ö F ÔG �� �� œF ÷G � F ¸auto-QoS FÿGUG1
GIGŠGd GyFø 0bFúFå G�G� Fé H�G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •F û G �F óF ö�
G V F ÷F þG V G w G c G 1 G Q G = F þ� p� •G " 4 JF á G �F ïG �H �F ¹no mls qos G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G Š GA
G l G • G WG " � Q# ÝF ç F öF ¸ + ¬� · QoS F û G �F óF ö# Õ� BF å G �F ï G >G { G ŠG ^ G y G A G •G c G 1 G <G s G z G ŠG E G A G l G •
GWG" GUG1 GIGŠGd GyFûF÷FÝ G� FéF¹QoS FÜGUG1 GIGŠGd GyFþ���œFÿF¸ G_G?GQ GV FÜ�š� fFå
�™8—F÷FÝ G�GkGŠGV G� FïFÿ�™8—F÷FÝ Fú FÔGkGŠGV Fø FÔFóFï�+�ÕFÿ FÒG� G� FëG#F CoSF¸
DSCPF ¸ F ÚG �G � IP precedence �ÍFÿ�š�fFå G�G� FëG#F¹ GV Gw Gc G1 GQ G= Fÿ Pass-Through GpGŠ GW F÷GG
G 2G Q G OG • G >F å G �G � F éF ¹ G _G ?G Q G V F ÿ� iF Ý � n F ØG � G �G �F ã F ø F úF ß G G G 2G
FþGgGG GV G6GcG7 GŠGV Fû�(8®Få G�G� FéF¹

�[ ��Fþ�[F÷FÿF¸ �™8—F÷FÝ Fú FÔGUG^ G2GG Fþ auto-QoS �(8®G" G2 G[GŠGd GyFûFç F¸ GV Gw Gc G1 GQ
G • G >F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch(config)# interface gigabitethernet2/0/1
Switch(config-if)# auto qos classify police

0¿��G" &�1� FéG�FûFÿFşhow auto qos interface interface-id "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
debug auto qos auto-QoS �µ+�FþGUG^GQ G>G" G2 G[GŠGd GyFûFç G� F
mls qos trust GkGŠGV Fþ�™8—"g�ÂG" 0¿��Fç G� FéF¹
srr-queue bandwidth share 
¹�w FéG�5�G�G" �m G� �\FöF¸GkGŠGV FûGlGQ Gb G• G>F 4 

FôFþ���ŠG;Gs GŠ�VF÷�•�æ�œFþ
¹�wG" G2 G[GŠGd GyFûF
FéF¹

queue-set GkGŠGV G" G;Gs GŠGIGQ GV FûGlGQ Gb G• G>Fç G
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
auto qos classify
show auto qos auto-QoS �_��G" /²&gFç G� FéF¹
show mls qos interface GkGŠGV G z G g G yF ÷ QoS �_��G" /²&gFç G� FéF¹

G A G l G • G W 1 �� Â
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
auto qos trust

ŠG c G 5 G 2G G F þ
c G 5

` F éF ûF ÿF ¸ F ã F þG A G l

c G1 GQ G= Fþ�(8®F¸ G_

G H

CG kG ŠG V F ç G � F éF ¹
auto qos trust
Quality of ServiceH�QoSH � G W G o G 2 G •
 ÆF ÷� ™8 —F ÷F Ý G � G 2 G •G M G QoS �(8®G" +¬�·0¿�� Fé
G�FûFÿF¸ GG G2GQ GO G G G M G Q G = G � F ïF ÿG G G M G • G W G 0G { G • G G G 2G Q G O� VF ÷F ¸auto qos trust G 2 G •G M G ŠG
G2GG G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û�
G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

auto qos trust { cos | dscp}

no auto qos trust { cos | dscp}

�S�eFþ1��Â

GUGc G7 GyGV auto-QoS �™8—FÿF¸ FéG	FöFþGkGŠGV F÷GUG1 GIGŠGd GyF÷ FéF¹

auto-QoS FÜ G2 G[GŠGd GyFþ���œFÿF¸ 
°�ŠG_G?GQ GV Fþ GwGg GyG" �Q#ÝFç FöF¸ GV Gw G
G?GQ GV GwGg GyFþ�m G� �\FöF¸ FÚG�G�
°�Š/ ���ŠG;Gs GŠFþ0¿��G" /œ FÔG� FéF¹

cos CoS G_G?GQ GV �(8®G" �™8—Fç G� FéF¹
dscp DSCP G_G?GQ GV �(8®G" �™8—Fç G� FéF¹

/² 2-3 G V G wG c G 1 G Q G = G M G 2G eF ¸ G _G ?G Q G V GwGg GyF¸ FÚG�G�G;Gs GŠ

VoIP GUGŠGM 
G V G wG c G 1 G Q
G=

VoIP G A G •G V
G{GŠ Gy 
G V G wG c G 1 G Q G =

GyGŠGT G1 G• G> Ge
G{GV GA Gy G V G w
G c G 1 G Q G =

STP1 BPDU2 
G V G wG c G 1 G Q
G=

1. STP = Spanning-Tree ProtocolH�GG G_GY G• G> GR Gx GŠ GeG{ GV GA GyH�

2. BPDU = Bridge Protocol Data UnitH�GdGx GQ GF GeG{GV GA Gy GUGŠGM GtGYGQ GV H�

G x G 0G yG M G 2
Gn GaGUG8 GV
GwGc G1 GQ G=

FíFþ�ÚFéG	FöFþGV
GwGc G1 GQ G=

DSCP3

3. DSCP = Differentiated Services Code PointH�Diffserv G A G Š G W G k G 2 G •G V H �

46 24F¸26 48 56 34 –

CoS4

4. CoS = Class of ServiceH�GCGŠ GaGG G = G w G G H �

5 3 6 7 3 –

CoS F Û G � 
 °� Š
G;Gs GŠG�FþGlGQ
G b G • G >

4F¸5 H�G;Gs GŠ 2H� 0F¸1F¸2F¸3F¸6F¸7
H�G;Gs GŠ 1H�

CoS F Û G � � �� Š
G;Gs GŠG�FþGlGQ
G b G • G >

4F¸5 
H�G;Gs GŠ 1H�

2F¸3F¸6F¸7 H�G;Gs GŠ 2H� 0 H�G;Gs GŠ 
3H�

 2 
H�G;Gs GŠ 
3H�

0F¸1
H�G;Gs GŠ 
4H�

/² 2-4 
°�ŠG;Gs GŠFû�PFéG�+¬�· QoS Fþ0¿��


°�ŠG;Gs GŠ G;Gs GŠ$��•
CoS FÛG� G;Gs GŠG�
FþGlGQ Gb G• G>

G;Gs GŠ G4G5 G2GV
H��•�æ�œH�

G;Gs GŠ H�G^GQ
G c G /H � G CG 2 

SRR 1 
¹�w

1. SRR = Shaped Round RobinH�GE G5 G2Ge GW G w G 4 G • G W G { G aG •H �F ¹ 
 °� ŠG ;G s G ŠF ÿ
 ¹� w G pG Š G W F ðF áG " G

1 0F¸1F¸2F¸3F¸6F¸7 70% 90%

G e G w G 2 G 8G x G T G 12 4F¸5 30% 10%
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
auto qos trust

Q# ÝF ç G �
® FéG�Fã

G� FéF¹ %T�™G_G?GQ GV

F þ� ÚF þ
�

V G" �™8—Fç G� FéF¹
GŠG; G• G>FÜ��

G �F ï� �� œF ø �   F è
FÿF¸ #Õ�BFå

F÷�¤�ÑFþ0¿��FÜ�V
G�G� FéF¹ FéG	Fö
GA G•Gc G1
pGx Fû�–�ÑFë
Fþ4:#ÝFû�»�KFç Fï���œ

ŠG" �š
þGA GbGŠ
G x G EG Š
Gc G5

G H
G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•QoS GW Go G2 G•
ÆFþ�™8— G2 G•GM GŠGc G5 G2GG Fû QoS G " 0 ¿� � F éG �� �� œF ÿF ¸ F ã F þG A G l G • G WG " �
FéF¹QoS GW Go G2 G•FûFÿF¸ GG G2GQ GOF¸ G[GQ GV G}GŠG= 
Æ4ŠF¸QoS Fþ%T�™GV Gw Gc G1 GQ G= G" �(8
F ø F þF ÷F Ý G � G 6G Q G F/ æ* (F ú F ùF Ü� µG � G �G � F éF ¹

Auto-QoS FÿF¸ GG G2GQ GOFÜ�™8— G2 G•GM GŠGc G5 G2GG Fø �K)F FéG� G� FÖ Fû0¿��Fç
Fþ QoS GwGg GyFÿ�™8—Få G�G� FéF¹ 8� GyGŠGTGQ GW GkGŠGV Fþ���œFÿF¸ %T�™G_G?GQ GV Fþ CoS �ÍFÜ�™8—
F å G �G � F éF ¹ G yG ŠG TG Q G W GkGŠGV F÷FÿF¸ %T�™G_G?GQ GV Fþ DSCP �ÍFÜ�™8—Få G�G� FéF¹

+¬�·  QoS FþGUGcG7 GyGV G" �<#Ý FéG�FûFÿF¸ +¬� · QoS G " G 2 G [G ŠG d G yF ûF ç F öF Û G �F ¸ F í QoS GA
Gl G• GWG" 0¿�� FéG��²0[FÜ FÒG� G� FéF¹auto-QoS G " G 2 G [G ŠG d G yF ûF ç F ï�‹F÷F¸auto-QoS G " 1 *� ZF ÷F Ý G
FéF¹

GkGŠGV Fû auto-QoS �™8—FÜ0¿��Få G�G�Fø F¸ GkGŠGV FÿGkGŠGV �VFþ FéG	FöFþG_G?GQ G
G_G?GQ GV Fû DSCP G � F ïF ÿ CoS �ÍFÜGlGŠG; G• G>Få G�Fö FÔFú FÔ���œF¸ GUGcG7 GyGV FþGl
/œFå G�G� FéF¹

H��@H� G G G 2G Q G OF ÿF ¸ G A G l G • G W G w G 2 G • G 2 G •G M G ŠG c G 5 G 2G G H �CLIH � F Û G � G A G l G • G W F Ü
 °� ŠF å
G � F Ö F ûF ¸auto-QoS Fû G�FóFö#Õ�BFå G�FïGA Gl G• GWG" 4:#ÝFç G� FéF¹ �¤�ÑFþ GtGŠGD0¿��F÷
G�FïGA Gl G• GWFþ4:#ÝFû�»�K FéG�Fã Fø FÜ FÒG� G� FéF¹ G� FïF¸ #Õ�BFå G�FïGA Gl G• GW
�iFÝ Få G�G�Fã Fø G� FÒG� G� FéF¹ Fã G�G�Fþ G0G= GEGu G•FÿF¸ 1™�ÌG" /²&gFëFêFû��/œFå
Fþ#Õ�BGA Gl G• GWFÜ�G�–Fû4:#ÝFå G�Fï���œF¸ �V�iFÝ Få G�FúFÛFóFï GtGŠGD
°�Š0¿��FÜ��/œ
G<Gs Gz GŠGEGu G•Fû�g G� G� FéF¹ �V�iFÝ Få G�Fï GtGŠGD
°�ŠFþ0¿��FÿF¸ #'�~Fþ0¿��G" Go G
FêFûF¸ GG G2GQ GOG" Gx G{ GŠ GW FéG�Fø �Ÿ
–F÷FÝ G� FéF¹ #Õ�BFå G�FïGA Gl G• GW
FÿF¸ �SFþ��/œGA G•Gc G1 G<Gs Gz GŠGEGu G•FÜ�Ÿ
–Få G�G� FéF¹

+¬�·  QoS G " G 2 G [G ŠG d G yF ûF ç F ï� ‹F ¸ � ¡� SF û AutoQoS G " � µG �G k G x G EG Š GlGQ GeG�7Ÿ(ÙGk Gx GCG
�fFç Fú FÔF÷Fß FðFå FÔF¹ Gk Gx GEGŠ GlGQ GeG�7Ÿ(ÙGk Gx GCGŠG" �š�f FéG��²0[FÜ FÒ G����œF¸ FíF
G " � 8� BF ç F ¸ G A G bG ŠF ç F ïG k G x G EG Š G lG Q G eG �G k G x G CG ŠG " � š� fF ç G � F éF ¹ # Õ� BF å G �F ïG k GlGQ Ge
Fþ�æG�G� Fû�‚Fç FÔGk Gx GEGŠ GlGQ GeG" �Q#Ý FéG�FûFÿF¸ #Õ�BFç FïGk Gx GEGŠ GlGQ GeG" G2 G•GM GŠ
G 2G G F Û G � � P7 VF ç F öF ¸ � ‚F ç F ÔG k G x G EG Š GlGQ GeG" 4:#ÝFç G� FéF¹

/² 2-5 ���ŠG;Gs GŠFû�PFéG�+¬�· QoS Fþ0¿��

���ŠG;Gs GŠ G;Gs GŠ$��•
CoS FÛG� G;Gs GŠG�
FþGlGQ Gb G• G>

G;Gs GŠ G4G5 G2GV
H��•�æ�œH�

G<G:GaGQ GV �P�ÂGkGŠ
G V F þG ;G s G Š H �G ^G Q
G c G /H � G CG 2G H

10/100 G2GŠGC
G[GQ GV GkGŠGV Fþ
G;Gs GŠ H�G^GQ
G c G /H � G CG 2

G e G w G 2 G 8G x G T G 1
H�GE G5 G2Ge GWH�

1 4F¸5 �q�±  100% 25% 15%

SRR 
¹�w 2 2F¸3F¸6F¸7 10% 25% 25%

SRR 
¹�w 3 0 60% 25% 40%

SRR 
¹�w 4 1 20% 25% 20%

Gx Gx GŠGG �š�f
Æ��
12.2(55)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
auto qos trust

G "
F ÔF ö F ÿF ¸

1
�F ï
Š
B

s8 jG " � wF á G �� ÚF þG kG Š
G EG u G •
G u G •
G�Fú FÔ H�G_
GV G�
= FÿG
Q G OG • G >F å G �F ¸ G k G x G E G • G >F úF ç

yF ûF é

� F éF ¹

éF¹

å G�Fï
ç G�

� FéF¹
auto-QoS FÜ G2 G[GŠGd GyFþFø FÝ Fû+¬�·$×Fû#Õ�BFå G�G� QoS Fþ0¿��G" /²&g FéG�FûFÿF¸auto-QoS G"
G 2 G [G ŠG d G yF ûF éG �� SF ûG UG ^G Q G >G " G 2 G [G ŠG d G yF ûF ç G � F éF ¹debug auto qos "I�’  EXEC G A G l G • G W
�Q#Ý FéG�Fø F¸auto-QoS F þG UG ^G Q G < G • G >F Ü G 2 G [G ŠG d G yF ûF ú G � G � F éF ¹ 0 ò( ýF ûF ôdebug auto 
qos G A G l G • G WG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

GkGŠGV Fþ auto-QoS G " G UG 1 G IG ŠG d G yF ûF éG �F ûF ÿF ¸no auto qos trust G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G
G<Gs Gz GŠGEGu G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹ F ã F þG kG ŠG V F û� PF ç F öF ¸ + ¬� · QoS F û G �F óF ö# Õ� BF å G
G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G W F ðF áF Ü� P7 VF å G �G � F éF ¹auto-QoS G " G 2 G [G
Gd GyFûFç Fï�q�‹FþGkGŠGV F÷F¸no auto qos trust G A G l G • G WG " 
 °� Š F éG �F ø F ¸auto-QoS F û G �F óF ö# Õ�
F å G �F ï G >G { G ŠG ^ G y G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WF Ü� gF óF ö F ÔG �� �� œF ÷G � F ¸auto-QoS FÿGUG1
GIGŠGd GyFø 0bFúFå G�G� Fé H�G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •F û G �F óF ö�
G V F ÷F þG V G w G c G 1 G Q G = F þ� p� •G " 4 JF á G �F ïG �H �F ¹no mls qos G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G Š GA
G l G • G WG " � Q# ÝF ç F öF ¸ + ¬� · QoS F û G �F óF ö# Õ� BF å G �F ï G >G { G ŠG ^ G y G A G •G c G 1 G <G s G z G ŠG E G A G l G •
GWG" GUG1 GIGŠGd GyFûF÷FÝ G� FéF¹QoS FÜGUG1 GIGŠGd GyFþ���œFÿF¸ G_G?GQ GV FÜ�š� fFå
G?GQ GV 
ÆFþ CoSF¸DSCPF ¸ F ÚG �G � IP precedence �ÍFÿ�š�fFå G�Fú FÔH� FïG�F¸ �™8—F÷FÝ G�GkGŠ
FïFÿ�™8—F÷FÝ Fú FÔGkGŠGV Fø FÔFóFï�+�ÕFÿ FÒG� G� FëG#F¹ GV Gw Gc G1 GQ G Pass-Through GpGŠ GW F÷G
G 2G Q G OG • G >F å G �G � F é H �G _G ?G Q G V F ÿ� iF Ý � n F ØG � G �G �F ã F ø F úF ß G G G 2G
FþGgGG GV G6GcG7 GŠGV Fû�(8®Få G�G� FéH�F¹

�[ ��Fþ�[F÷FÿF¸ "I��Fþ  cos �(8®G" �âFô�™8—F÷FÝ G� G2 G•GM GŠGc G5 G2GG Fþ auto-QoS G " G 2 G [G ŠG d G
G��‰�2G" &gFç G� FéF¹
Switch(config)# interface gigabitethernet2/0/1
Switch(config-if)# auto qos trust cos

0¿��G" &�1� FéG�FûFÿFşhow auto qos interface interface-id "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
debug auto qos auto-QoS �µ+�FþGUG^GQ G>G" G2 G[GŠGd GyFûFç G� F
mls qos trust GkGŠGV Fþ�™8—"g�ÂG" 0¿��Fç G� FéF¹
srr-queue bandwidth share 
¹�w FéG�5�G�G" �m G� �\FöF¸GkGŠGV FûGlGQ Gb G• G>F 4 

FôFþ���ŠG;Gs GŠ�VF÷�•�æ�œFþ
¹�wG" G2 G[GŠGd GyFûF
FéF¹

queue-set GkGŠGV G" G;Gs GŠGIGQ GV FûGlGQ Gb G• G>Fç G
show auto qos auto-QoS �_��G" /²&gFç G� FéF¹
show mls qos interface GkGŠGV G z G g G yF ÷ QoS �_��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
auto qos video

O
<G s
þG A G l G • G WF þ

c G1 GQ G= Fþ�(8®F¸ G_

G8

Fû GaGUG8Fþ

G H

CG kG ŠG V F ç G � F éF ¹
auto qos video
QoS G W G o G 2 G •
 ÆF þ G aG UG 8F û� PF ç F ö Quality of ServiceH�QoSH� G" +¬�·0¿�� FéG�FûFÿF¸ GG G2GQ G GG
G M G Q G = � VG � F ïF ÿG G G M G • G W G 0G { G • G G G 2G Q G O� VF ÷ auto qos video G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G
G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿF ¸ F ã F no �g�'G" �Q
#ÝFç G� FéF¹

auto qos video { cts | ip-camera}

no auto qos video { cts | ip-camera}

�S�eFþ1��Â

GUGc G7 GyGV Auto-QoS GaGUG8FÿF¸ GkGŠGV �VF÷GUG1 GIGŠGd GyFû0¿��Få G�Fö FÔG� FéF¹

auto-QoS FÜ G2 G[GŠGd GyFþ���œFÿF¸ 
°�ŠG_G?GQ GV Fþ GwGg GyG" �Q#ÝFç FöF¸ GV Gw G
G?GQ GV GwGg GyFþ�m G� �\FöF¸ FÚG�G�
°�Š/ ���ŠG;Gs GŠFþ0¿��G" /œ FÔG� FéF¹

cts F ã F þG kG ŠG V F Ü Cisco TelePresence System Fû�K)FFå G�Fö FÔG�Fø �8�•Fç F¸ GaGU
Fþ QoS G" +¬�·0¿��Fç G� FéF¹

ip-camera Cisco IP G9 Go Gw FûFã FþGkGŠGV FÜ�K)FFå G�Fö FÔG�Fø �8�•Fç F¸ +¬�·$× 
QoS G " 0 ¿� �F ç G � F éF ¹

/² 2-6 G V G wG c G 1 G Q G = G M G 2G eF ¸ G _G ?G Q G V GwGg GyF¸ FÚG�G�G;Gs GŠ

VoIP GUGŠGM 
G V G wG c G 1 G Q
G=

VoIP G A G •G V
G{GŠ Gy 
G V G wG c G 1 G Q G =

GyGŠGT G1 G• G> Ge
G{GV GA Gy G V G w
G c G 1 G Q G =

STP1 BPDU2 
G V G wG c G 1 G Q
G=

1. STP = Spanning-Tree ProtocolH�GG G_GY G• G> GR Gx GŠ GeG{ GV GA GyH�

2. BPDU = Bridge Protocol Data UnitH�GdGx GQ GF GeG{GV GA Gy GUGŠGM GtGYGQ GV H�

G x G 0G yG M G 2
Gn GaGUG8 GV
GwGc G1 GQ G=

FíFþ�ÚFéG	FöFþGV
GwGc G1 GQ G=

DSCP3

3. DSCP = Differentiated Services Code PointH�Diffserv G A G Š G W G k G 2 G •G V H �

46 24F¸26 48 56 34 –

CoS4

4. CoS = Class of ServiceH�GCGŠ GaGG G = G w G G H �

5 3 6 7 3 –

CoS F Û G � 
 °� Š
G;Gs GŠG�FþGlGQ
G b G • G >

4F¸5 H�G;Gs GŠ 2H� 0F¸1F¸2F¸3F¸6F¸7
H�G;Gs GŠ 1H�

CoS F Û G � � �� Š
G;Gs GŠG�FþGlGQ
G b G • G >

4F¸5 
H�G;Gs GŠ 1H�

2F¸3F¸6F¸7 H�G;Gs GŠ 2H� 0 H�G;Gs GŠ 
3H�

 2 
H�G;Gs GŠ 
3H�

0F¸1
H�G;Gs GŠ 
4H�

/² 2-7 
°�ŠG;Gs GŠFû�PFéG�+¬�· QoS Fþ0¿��


°�ŠG;Gs GŠ G;Gs GŠ$��•
CoS FÛG� G;Gs GŠG�
FþGlGQ Gb G• G>

G;Gs GŠ G4G5 G2GV
H��•�æ�œH�

G;Gs GŠ H�G^GQ
G c G /H � G CG 2 

SRR 1 
¹�w

1. SRR = Shaped Round RobinH�GE G5 G2Ge GW G w G 4 G • G W G { G aG •H �F ¹ 
 °� ŠG ;G s G ŠF ÿ
 ¹� w G pG Š G W F ðF áG " G

1 0F¸1F¸2F¸3F¸6F¸7 70% 90%

G e G w G 2 G 8G x G T G 12 4F¸5 30% 10%
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auto qos video

G " � Q# ÝF ç
�(8® FéG�

G 8� K) F

F þ� ÚF þ
�

G �F ï� �� œF ø �   F è
FÿF¸ #Õ�BFå

F÷�¤�ÑFþ0¿��FÜ�V
G�G� FéF¹ FéG	Fö
GA G•Gc G1
pGx Fû�–�ÑFë
Fþ4:#ÝFû�»�KFç Fï���œ

ï G >
z G ŠG EG u
þG kG ŠG V F û� P

F áF Ü

G H
G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•QoS G W G o G 2 G •
 ÆF þ G aG UG 8 G V G w G c G 1 G Q G = F û4 :� )F ú QoS G " 0 ¿� � F éG �F ûF ÿF ¸ F ã F þG A G l G • G W
G � F éF ¹QoS GW Go G2 G•FûFÿF¸ GG G2GQ GOF¸ G[GQ GV G}GŠG= 
Æ4ŠF¸QoS Fþ%T�™GV Gw Gc G1 GQ G= G"
F ã F ø F þF ÷F Ý G � G 6G Q G F/ æ* (F ú F ùF Ü� µG � G �G � F éF ¹

Auto-Qos FÿGG G2GQ GOG" 0¿��Fç F¸Cisco TelePresence G E G G G T G nF ÚG �G � Cisco IP G 9 G o G wF ø G aG U
F ç G � F éF ¹

+¬�·  QoS FþGUGcG7 GyGV G" �<#Ý FéG�FûFÿF¸ +¬� · QoS G " G 2 G [G ŠG d G yF ûF ç F öF Û G �F ¸ F í QoS GA
Gl G• GWG" 0¿�� FéG��²0[FÜ FÒG� G� FéF¹auto-QoS G " G 2 G [G ŠG d G yF ûF ç F ï�‹F÷F¸auto-QoS G " 1 *� ZF ÷F Ý G
FéF¹

H��@H� G G G 2G Q G OF ÿF ¸ G A G l G • G W G w G 2 G • G 2 G •G M G ŠG c G 5 G 2G G H �CLIH � F Û G � G A G l G • G W F Ü
 °� ŠF å
G � F Ö F ûF ¸auto-QoS Fû G�FóFö#Õ�BFå G�FïGA Gl G• GWG" 4:#ÝFç G� FéF¹ �¤�ÑFþ GtGŠGD0¿��F÷
G�FïGA Gl G• GWFþ4:#ÝFû�»�K FéG�Fã Fø FÜ FÒG� G� FéF¹ G� FïF¸ #Õ�BFå G�FïGA Gl G• GW
�iFÝ Få G�G�Fã Fø G� FÒG� G� FéF¹ Fã G�G�Fþ G0G= GEGu G•FÿF¸ 1™�ÌG" /²&gFëFêFû��/œFå
Fþ#Õ�BGA Gl G• GWFÜ�G�–Fû4:#ÝFå G�Fï���œF¸ �V�iFÝ Få G�FúFÛFóFï GtGŠGD
°�Š0¿��FÜ��/œ
G<Gs Gz GŠGEGu G•Fû�g G� G� FéF¹ �V�iFÝ Få G�Fï GtGŠGD
°�ŠFþ0¿��FÿF¸ #'�~Fþ0¿��G" Go G
FêFûF¸ GG G2GQ GOG" Gx G{ GŠ GW FéG�Fø �Ÿ
–F÷FÝ G� FéF¹ #Õ�BFå G�FïGA Gl G• GW
FÿF¸ �SFþ��/œGA G•Gc G1 G<Gs Gz GŠGEGu G•FÜ�Ÿ
–Få G�G� FéF¹

F ã G �F Ü auto-QoS G" G2 G[GŠGd GyFûFéG��q�6FþGkGŠGV Fþ���œFÿF¸auto-QoS F û G �F óF ö# Õ� BF å G �F
G { G ŠG ^ G y G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G W F û) F F ÔF ö G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G
G• G A G l G • G WF Ü� �/ œF å G �G � F éF ¹ � 9F þG kG ŠG V F ÷ auto-QoS G " G 2 G [G ŠG d G yF ûF éG �F ø F ¸ F íF
F ç F ö auto-QoS F û G �F óF ö# Õ� BF å G �F ï G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G W F ð
��/œFå G�G� FéF¹

/² 2-8 ���ŠG;Gs GŠFû�PFéG�+¬�· QoS Fþ0¿��

���ŠG;Gs GŠ G;Gs GŠ$��•
CoS FÛG� G;Gs GŠG�
FþGlGQ Gb G• G>

G;Gs GŠ G4G5 G2GV
H��•�æ�œH�

G<G:GaGQ GV �P�ÂGkGŠ
G V F þG ;G s G Š H �G ^G Q
G c G /H � G CG 2G H

10/100 G2GŠGC
G[GQ GV GkGŠGV Fþ
G;Gs GŠ H�G^GQ
G c G /H � G CG 2

G e G w G 2 G 8G x G T G 1
H�GE G5 G2Ge GWH�

1 4F¸5 �q�±  100% 25% 15%

SRR 
¹�w 2 2F¸3F¸6F¸7 10% 25% 25%

SRR 
¹�w 3 0 60% 25% 40%

SRR 
¹�w 4 1 20% 25% 20%

Gx Gx GŠGG �š�f
Æ��
12.2(55)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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auto qos video

G�G� FéF¹

EG u G •
� F éF ¹

CGŠG"
¸ FíFþ
å G �F ïG k G x

GŠ

G "
F ÔF ö F ÿF ¸

1
�F ï
Š
^

FúFó
GV FþGV Gw
•" � Q

UG 1
H�G_G?GQ GV 
ÆFþ

�™8—F÷
OG• G>

�F ¸ G k G x G E G • G >F úF ç F þG gG G G V

ŠG d
G

F ç G �

éF¹

å G�Fï
ç G�

� FéF¹
�q�6FþGkGŠGV F÷ auto-QoS �µ+�G" G2 G[GŠGd GyFûFéG�Fø F¸ ��Fþ+¬�· G0G= GEGu G•FÜ��/œFå

• QoS F Ü G >G { G ŠG ^ G yF û G 2 G [G ŠG d G yF ûF ú G � H �mls qos G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG G A G l
G • G WH �F ¸ F íF þ F ÒF ø F ¸ � ÚF þ G >G { G ŠG ^ G y G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WF Ü3 ã� •F å G �G

• +¬�·  QoS G " G 2 G [G ŠG d G yF ûF ç F ï� ‹F ¸ � ¡� SF û AutoQoS G " � µG �G k G x G EG Š GlGQ GeG�7Ÿ(ÙGk Gx G
�š�fFç Fú FÔF÷Fß FðFå FÔF¹ Gk Gx GEGŠ GlGQ GeG�7Ÿ(ÙGk Gx GCGŠG" �š�f FéG��²0[FÜ FÒ G����œF
G A G bG ŠG " � 8� BF ç F ¸ G A G bG ŠF ç F ïG k G x G EG Š G lG Q G eG �G k G x G CG ŠG " � š� fF ç G � F éF ¹ # Õ� BF
GEGŠ GlGQ GeFþ�æG�G� Fû�‚Fç FÔGk Gx GEGŠ GlGQ GeG" �Q#Ý FéG�FûFÿF¸ #Õ�BFç FïGk Gx GE GlGQ Ge
G" G2 G•GM GŠGc G5 G2GG FÛ G� �P7VFç FöF¸ � ‚Fç FÔGk Gx GEGŠ GlGQ GeG" 4:#ÝFç G� FéF¹

auto-QoS FÜ G2 G[GŠGd GyFþFø FÝ Fû+¬�·$×Fû#Õ�BFå G�G� QoS Fþ0¿��G" /²&g FéG�FûFÿF¸auto-QoS G"
G 2 G [G ŠG d G yF ûF éG �� SF ûG UG ^G Q G >G " G 2 G [G ŠG d G yF ûF ç G � F éF ¹debug auto qos "I�’  EXEC G A G l G • G W
�Q#Ý FéG�Fø F¸auto-QoS F þG UG ^G Q G < G • G >F Ü G 2 G [G ŠG d G yF ûF ú G � G � F éF ¹ 0 ò( ýF ûF ôdebug auto 
qos G A G l G • G WG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

GkGŠGV Fþ Auto-QoS G " G UG 1 G IG ŠG d G yF û F éG �F ûF ÿF ¸no auto qos video G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G
G<Gs Gz GŠGEGu G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹ F ã F þG kG ŠG V F û� PF ç F öF ¸ + ¬� · QoS F û G �F óF ö# Õ� BF å G
G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G W F ðF áF Ü� P7 VF å G �G � F éF ¹Auto-QoS F Ü G 2 G [G
Gd GyF÷ FÒ G��q�‹FþGkGŠGV F÷ no auto qos video G A G l G • G WG " 
 °� Š F éG �F ø F ¸Auto-QoS #Õ�BFþ G>G{ GŠG
Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WF Ü� gF óF ö F ÔF ïF ø F ç F ö G � F ¸Auto-QoS FÿGUG1 GIGŠGd GyFû
FïFø 1 �1 ‘Få G�G� Fé H�G>G{ GŠG^ Gy GA G•Gc G1 G<Gs Gz GŠGEGu G•Fû�s8jG" �wFá G��ÚFþGkGŠ
G c G 1 G Q G = 7 €� �G " � G4 J F éG �F ïG �H �F ¹no mls qos G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G G A G l G • G WG
#ÝFç FöF¸ +¬�· QoS F û G �F óF ö# Õ� BF å G �F ï G >G { G ŠG ^ G y G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " G
GIGŠGd GyFûF÷FÝ G� FéF¹QoS FÜGUG1 GIGŠGd GyFþ���œFÿF¸ G_G?GQ GV FÜ�š�fFå G�Fú FÔ 
CoSF¸DSCPF ¸ F ÚG �G � IP precedence �ÍFÿ�š�fFå G�Fú FÔH� FïG�F¸ �™8—F÷FÝ G�GkGŠGV G� FïFÿ
FÝ Fú FÔGkGŠGV Fø FÔFóFï�+�ÕFÿ FÒG� G� FëG#F¹ GV Gw Gc G1 GQ G= Fÿ Pass-Through GpGŠ GW F÷GG G2GQ G
F å G �G � F é H �G _G ?G Q G V F ÿ� iF Ý � n F ØG � G �G �F ã F ø F úF ß G G G 2G Q G OG • G >F å G G6
GcG7 GŠGV Fû� (8®Få G�G� FéH�F¹

�[ ��Fþ�[F÷FÿF¸�²�ó�ÜFÝ  trust F÷ Cisco Telepresence G 2 G •G M G ŠG c G 5 G 2G G F û� PF ç Auto-QoS G " G 2 G [G
GyFûFéG��‰�2G" &gFç G� FéF¹ Fã Fþ G2 G•GM GŠGc G5 G2GG FÜ�™8—Få G�G�FþFÿ Cisco Telepresence GUG^ G2G
FÜ�è��Få G�Fï���œFðFáF÷F¸ Fí G��è�¥FÿFã FþGkGŠGV Fÿ�™8—�öFúFç FûFú G� G� FéF¹
Switch(config)# interface gigabitethernet2/0/1
Switch(config-if)# auto qos video cts

0¿��G" &�1� FéG�FûFÿFşhow auto qos video interface interface-id "I�’  EXEC G A G l G • G WG " 
 °� Š
FéF¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
debug auto qos auto-QoS �µ+�FþGUG^GQ G>G" G2 G[GŠGd GyFûFç G� F
mls qos trust GkGŠGV Fþ�™8—"g�ÂG" 0¿��Fç G� FéF¹
srr-queue bandwidth share 
¹�w FéG�5�G�G" �m G� �\FöF¸GkGŠGV FûGlGQ Gb G• G>F 4 

FôFþ���ŠG;Gs GŠ�VF÷�•�æ�œFþ
¹�wG" G2 G[GŠGd GyFûF
FéF¹

queue-set GkGŠGV G" G;Gs GŠGIGQ GV FûGlGQ Gb G• G>Fç G
show auto qos auto-QoS �_��G" /²&gFç G� FéF¹
show mls qos interface GkGŠGV G z G g G yF ÷ QoS �_��G" /²&gFç G� FéF¹
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auto qos voip

0¿��

ÒG � G � F éF ¹

c G1 GQ G= Fþ�(8®F¸ G_

G �F ø � 8� •

G�Fö FÔG�Fø �8�•Fç F¸
Få
auto qos voip 
auto qos voip G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç F öF ¸Quality of 
Service H�QoSH � G W G o G 2 G •
 ÆF ÷ Voice over IPH�VoIPH � F þ QoS G" +¬�·0¿��Fç G� FéF¹ GUGcG7 GyGV
Fû�` FéFûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

auto qos voip { cisco-phone | cisco-softphone | trust }

no auto qos voip [cisco-phone | cisco-softphone | trust ]

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â

GUGc G7 GyGV auto-QoS FÜ G2 G[GŠGd GyFþ���œFÿF¸ 
°�ŠG_G?GQ GV Fþ GwGg GyG" �Q#ÝFç FöF¸ GV Gw G
G?GQ GV GwGg GyFþ�m G� �\FöF¸ FÚG�G�
°�Š/ ���ŠG;Gs GŠFþ0¿��G" /œ FÔG� FéF¹

cisco-phone F ã F þG kG ŠG V F Ü Cisco IP Phone Fû�K)FFå G�Fö FÔG�Fø �8�•Fç F¸VoIP Fþ QoS G " + ¬
�·0¿��Fç G� FéF¹ %T�™G_G?GQ GV Fþ QoS GwGg GyFÜ�™8—Få G�G�FþFÿF¸IP Phone FÜ
�è%±Få G�G����œFû7H G� G� FéF¹

cisco-softphone F ã F þG kG ŠG V F Ü Cisco SoftPhone F Ü� ·� 8F ç F ö F ÔG �/ æ* (F û� K) FF å G �F ö F Ô
F ç FV̧oIP Fþ QoS G" +¬�·0¿��Fç G� FéF¹

trust Fã FþGkGŠGV FÜ�™8—F÷FÝ G�GG G2GQ GOG� FïFÿ GyGŠGM Fû�K)FFå
+¬�·$×Fû VoIP Fþ QoS G " 0 ¿� �F ç G � F éF ¹ % T� ™G _G ?G Q G V F þ QoS GwGg GyFÿ�™8—
G�G� FéF¹ 8� GyGŠGTGQ GW GkGŠGV Fþ���œFÿF¸ %T�™G_G?GQ GV Fþ CoS �ÍFÜ�™8—Få G�
G � F éF ¹

/² 2-9 G V G wG c G 1 G Q G = G M G 2G eF ¸ G _G ?G Q G V GwGg GyF¸ FÚG�G�G;Gs GŠ

VoIP GUGŠ
GM G V G w
G c G 1 G Q G =

VoIP G A G •G V
G{GŠ Gy 
G V G wG c G 1 G Q G =

GyGŠGTG1 G• G> 
G e G {G V G A G y GV
GwGc G1 GQ G=

STP1 BPDU2 
G V G wG c G 1 G Q
G=

1. STP = Spanning-Tree ProtocolH�GG G_GY G• G> GR Gx GŠ GeG{ GV GA GyH�

2. BPDU = Bridge Protocol Data UnitH�GdGx GQ GF GeG{GV GA Gy GUGŠGM GtGYGQ GV H�

G x G 0G yG M G 2 G n 
GaGUG8 G V G w
G c G 1 G Q G =

FíFþ�ÚFéG	FöFþGV Gw
G c G 1 G Q G =

DSCP3

3. DSCP = Differentiated Services Code PointH�Diffserv G A G Š G W G k G 2 G •G V H �

46 24F¸26 48 56 34 –

CoS4

4. CoS = Class of ServiceH�GCGŠ GaGG G = G w G G H �

5 3 6 7 3 –

CoS F Û G � 
 °� Š
G;Gs GŠG�FþGlGQ
G b G • G >

4F¸5 H�G;Gs GŠ 2H� 0F¸1F¸2F¸3F¸6F¸7
H�G;Gs GŠ 1H�

CoS F Û G � � �� Š
G;Gs GŠG�FþGlGQ
G b G • G >

4F¸5 
H�G;Gs GŠ 1H�

2F¸3F¸6F¸7 H�G;Gs GŠ 2H� 0 H�G;Gs GŠ 3H�  2 
H�G;Gs GŠ 3H�

0F¸1
H�G;Gs GŠ 4H�
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
auto qos voip

G " � Q# ÝF ç
�(8® FéG�

� FéF¹
)FFå G�

F þ� ÚF þ
�

G �F ï� �� œF ø �   F è
FÿF¸ #Õ�BFå

F÷�¤�ÑFþ0¿��FÜ�V

G H

CG kG ŠG V F ç G � F éF ¹

G H
G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•QoS G W G o G 2 G •
 ÆF þ VoIP G V G w G c G 1 G Q G = F û4 :� )F ú QoS G " 0 ¿� � F éG �� �� œF ÿF ¸ F ã F þG A G l G • G W
G � F éF ¹QoS GW Go G2 G•FûFÿF¸ GG G2GQ GOF¸ G[GQ GV G}GŠG= 
Æ4ŠF¸QoS Fþ%T�™GV Gw Gc G1 GQ G= G"
F ã F ø F þF ÷F Ý G � G 6G Q G F/ æ* (F ú F ùF Ü� µG � G �G � F éF ¹

Auto-QoS FÿF¸ GG G2GQ GOFø GyGŠGTGQ GW GkGŠGV �VFþ Cisco IP Phone G " � Q# ÝF ç F ï VoIP F ø F ¸Cisco 
SoftPhone G0Ge Gx G?GŠGEGu G•FÜ'�
> FéG�/æ*(G" �Q#ÝFç Fï VoIP Fû�PFç Fö GG G2GQ GOG" 0¿��Fç G
F ã G �G � F þ G x G x G ŠG G F ÿ Cisco IP SoftPhone G^GŠGFGu G• 1.3(3)�è7FFðFáG" GCGkGŠGV Fç G� FéF¹ �K
G�/æ*(Fÿ Cisco Call Manager G^GŠGFGu G• 4 �è7FG" �Q#Ý FéG��²0[FÜ FÒG� G� FéF¹

show auto qos G A G l G • G W� �� ŠF ÿ Cisco IP Phone F þ G CG Š G aG G Gk Gx GEGŠ�_��G" /²&gFç G� FéF¹

+¬�·  QoS FþGUGcG7 GyGV G" �<#Ý FéG�FûFÿF¸ +¬� · QoS G " G 2 G [G ŠG d G yF ûF ç F öF Û G �F ¸ F í QoS GA
Gl G• GWG" 0¿�� FéG��²0[FÜ FÒG� G� FéF¹auto-QoS G " G 2 G [G ŠG d G yF ûF ç F ï�‹F÷F¸auto-QoS G " 1 *� ZF ÷F Ý G
FéF¹

H��@H� G G G 2G Q G OF ÿF ¸ G A G l G • G W G w G 2 G • G 2 G •G M G ŠG c G 5 G 2G G H �CLIH � F Û G � G A G l G • G W F Ü
 °� ŠF å
G � F Ö F ûF ¸auto-QoS Fû G�FóFö#Õ�BFå G�FïGA Gl G• GWG" 4:#ÝFç G� FéF¹ �¤�ÑFþ GtGŠGD0¿��F÷
G�FïGA Gl G• GWFþ4:#ÝFû�»�K FéG�Fã Fø FÜ FÒG� G� FéF¹ G� FïF¸ #Õ�BFå G�FïGA Gl G• GW

/² 2-10 
°�ŠG;Gs GŠFû�PFéG�+¬�· QoS Fþ0¿��


°�ŠG;Gs GŠ G;Gs GŠ$��•
CoS FÛG� G;Gs GŠG�
FþGlGQ Gb G• G>

G;Gs GŠ G4G5 G2GV
H��•�æ�œH�

G;Gs GŠ H�G^GQ
G c G /H � G CG 2 

SRR 1 
¹�w

1. SRR = Shaped Round RobinH�GE G5 G2Ge GW G w G 4 G • G W G { G aG •H �F ¹ 
 °� ŠG ;G s G ŠF ÿ
 ¹� w G pG Š G W F ðF áG " G

1 0F¸1F¸2F¸3F¸6F¸7 70% 90%

G e G w G 2 G 8G x G T G 12 4F¸5 30% 10%

/² 2-11 ���ŠG;Gs GŠFû�PFéG�+¬�· QoS Fþ0¿��

���ŠG;Gs GŠ G;Gs GŠ$��•
CoS FÛG� G;Gs GŠG�
FþGlGQ Gb G• G>

G;Gs GŠ G4G5 G2GV
H��•�æ�œH�

G<G:GaGQ GV �P�ÂGkGŠ
G V F þG ;G s G Š H �G ^G Q
G c G /H � G CG 2G H

10/100 G2GŠGC
G[GQ GV GkGŠGV Fþ
G;Gs GŠ H�G^GQ
G c G /H � G CG 2

G e G w G 2 G 8G x G T G 1
H�GE G5 G2Ge GWH�

1 4F¸5 �q�±  100% 25% 15%

SRR 
¹�w 2 2F¸3F¸6F¸7 10% 25% 25%

SRR 
¹�w 3 0 60% 25% 40%

SRR 
¹�w 4 1 20% 25% 20%

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
12.2(55)SE �Ñ�G auto-QoS F þ G CG kG ŠG V F Ü3 ã� •F å G �G � F ç F ïF ¹
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G�G� FéF¹ FéG	Fö
GA G•Gc G1
pGx Fû�–�ÑFë
Fþ4:#ÝFû�»�KFç Fï���œ

ï G >
z G ŠG EG u
þG kG ŠG V F û� P

F áF Ü

G�G� FéF¹

EG u G •
� F éF ¹

� �™8—�C#úFþ
ç F öF ¸
Š
� FéF¹ G�
y
ÆFÛF¸ GeG{ Gc G/ G2 Gy�¥FÛG"

2GQ GOFÿ
�™
G;Gs GŠG" F¸
ç Fï
Gd GyFûFç G� FéF¹

å G �F ï� �
¸ GkGŠ
" �P7VFç FöFÛ G�

F¸
FÛGeG{ Gc G/ G2 Gy�¥FÛG" �8� •Fç F ¸

Fÿ

1
F ÷ G yG ŠG T G 1 G • G >F å G �F ú F Ô

�(8®Få G�Fö FÔG�Fã
ŠG" F¸

�GV
TG Q G W
�iFÝ Få G�G�Fã Fø G� FÒG� G� FéF¹ Fã G�G�Fþ G0G= GEGu G•FÿF¸ 1™�ÌG" /²&gFëFêFû��/œFå
Fþ#Õ�BGA Gl G• GWFÜ�G�–Fû4:#ÝFå G�Fï���œF¸ �V�iFÝ Få G�FúFÛFóFï GtGŠGD
°�Š0¿��FÜ��/œ
G<Gs Gz GŠGEGu G•Fû�g G� G� FéF¹ �V�iFÝ Få G�Fï GtGŠGD
°�ŠFþ0¿��FÿF¸ #'�~Fþ0¿��G" Go G
FêFûF¸ GG G2GQ GOG" Gx G{ GŠ GW FéG�Fø �Ÿ
–F÷FÝ G� FéF¹ #Õ�BFå G�FïGA Gl G• GW
FÿF¸ �SFþ��/œGA G•Gc G1 G<Gs Gz GŠGEGu G•FÜ�Ÿ
–Få G�G� FéF¹

F ã G �F Ü auto-QoS G" G2 G[GŠGd GyFûFéG��q�6FþGkGŠGV Fþ���œFÿF¸auto-QoS F û G �F óF ö# Õ� BF å G �F
G { G ŠG ^ G y G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G W F û) F F ÔF ö G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G
G• G A G l G • G WF Ü� �/ œF å G �G � F éF ¹ � 9F þG kG ŠG V F ÷ auto-QoS G " G 2 G [G ŠG d G yF ûF éG �F ø F ¸ F íF
F ç F ö auto-QoS F û G �F óF ö# Õ� BF å G �F ï G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G W F ð
��/œFå G�G� FéF¹

�q�6FþGkGŠGV F÷ auto-QoS �µ+�G" G2 G[GŠGd GyFûFéG�Fø F¸ ��Fþ+¬�· G0G= GEGu G•FÜ��/œFå

• QoS F Ü G >G { G ŠG ^ G yF û G 2 G [G ŠG d G yF ûF ú G � H �mls qos G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG G A G l
G • G WH �F ¸ F íF þ F ÒF ø F ¸ � ÚF þ G >G { G ŠG ^ G y G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WF Ü3 ã� •F å G �G

• Cisco IP Phone Fû�K)FFå G�Fï G[GQ GV G}GŠG= G6GQ GFFþGkGŠGV F÷ auto qos voip cisco-phone G 2 G •
G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • GA Gl G• GWG" 
°�Š FéG�Fø F¸ GG G2GQ GOFû G� G
�µ+�FÜ G2 G[GŠGd GyFûFú G� G� FéF¹ GG G2GQ GOFÿF¸Cisco Discovery ProtocolH�CDPH � G " � Q# ÝF
Cisco IP Phone FÜ�Ñ�~ FéG�FÛ Fç Fú FÔFÛG" �è��Fç G� FéF¹Cisco IP Phone FÜ�è��Få G�G�Fø F¸ GkG
GV Fþ
°�Š�(8®FÿF¸ G_G?GQ GV F÷�wFá�vFóFï QoS GwGg GyG" �™8— FéG� G� FÖ Fû0¿��Få G�G
FïF¸ GG G2GQ GOFÿGk Gx GE G• G>G" �Q#ÝFç Fö G_G?GQ GV FÜGeG{ Gc G/ G2 G
�8�•Fç F¸ G_G?GQ GV Fû�P FéG� G0G= GEGu G•G" �æ��Fç G� FéF¹ G_G?GQ GV Fû 24F¸26F ¸ G � F ïF ÿ 46 F ø F Ô
FÖ DSCP �ÍFÜFú FÔ���œF¸ G� FïFÿG_G?GQ GV FÜGe G{ Gc G/ G2 Gy�¥Fû FÒ G����œF¸ GG G DSCP 
�ÍG"  0 Fû�š�fFç G� FéF¹Cisco IP Phone FÜFú FÔ���œF¸ 
°�Š�(8®FÿF¸ G_G?GQ GV Fþ QoS GwGg GyG"
8—Fç Fú FÔG� FÖ Fû0¿��Få G�G� FéF¹ GG G2GQ GOFÿF¸ GkGŠGV Fþ
°�ŠG;Gs GŠFø ���Š/²  2-10 
FÚG�G�/²  2-11 Fþ0¿���ÍFû�‘FóFö0¿��Fç G� FéF¹ Gk Gx GE G• G>FÜGk Gx GEGŠ GlGQ Ge�(8®Fø �M+´F
GV Gw Gc G1 GQ G= Fû4:#ÝFå G�Fï�‹F÷F¸ GG G2GQ GOFÜ�™8—�C#úFþ�µ+�G" G2 G[GŠ

G G G 2G Q G O GkGŠGV FÜ Cisco IOS Release 12.2(37)SE FÛFí G�G� G� G� �SFþ Gx Gx GŠGG F÷ auto qos voip 
cisco-phone G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç F ö0 ¿� �F
�œF a̧uto-QoS F û G �F óF ö Cisco IOS Release 12.2(40)SE Fû�‚Fç Fß #Õ�BFå G�FïGA Gl G• GW FÿF
GV Fû4:#ÝFå G�G� FëG#F¹ Fã Fþ G� FÖ FúGA Gl G• GWG" +¬�·$×Fû4:#Ý FéG�FûFÿF¸ 0¿��G
GkGŠGV Fû
Ì�Ø4:#Ý FéG��²0[FÜ FÒG� G� FéF¹

• Cisco SoftPhone FÜ�·�8 FéG�/æ*(Fû�K)FFå G�Fï G[GQ GV G}GŠG= G6GQ GFFû FÒ G�GkGŠGV Fû auto qos 
voip cisco-softphone G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • GA Gl G• GWG" 
°�ŠFç Fï���œ
GG G2GQ GOFÿGk G x G E G • G >G " � Q# ÝFç Fö G _G ?G Q G V FÜG e G { Gc G/ G2 Gy
Æ
G_G?GQ GV Fû�P FéG� G0G= GEGu G•G" �æ��Fç G� FéF¹ G_G?GQ GV Fû 24F¸26F ¸ G � F ïF ÿ 46 F ø F Ô F Ö DSCP �Í
FÜFú FÔ���œF¸ G� FïFÿG_G?GQ GV FÜGe G{ Gc G/ G2 Gy�¥Fû FÒ G����œF¸ GG G2GQ GO DSCP �ÍG"  0 Fû�š
�fFç G� FéF¹ GG G2GQ GOFÿF¸ GkGŠGV Fþ
°�ŠG;Gs GŠFø ���ŠG;Gs GŠG" F¸/²  2-10 FÚG�G�/²  2-11 Fþ0¿��
�ÍFû�‘FóFö0¿��Fç G� FéF¹

• G[GQ GV G}GŠG= 
Æ4ŠFû�K)FFå G�FïGkGŠGV �VF÷ auto qos voip trust G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G
G<Gs Gz GŠGEGu G• G A G l G • G WG " 
 °� Š F éG �F ø F ¸ G G G 2G Q G OF ÿ
 °� ŠG _G ?G Q G V
GkGŠGV Fþ CoS �ÍG" �™8—Fç G� Fé H�GV Gw Gc G1 GQ G= FÜ�ÚFþ G6GQ GF/æ*(F÷ FéF÷Fû
Fø FÜ�S�f�²�óFûFú G� G� FéH�F¹ GG G2GQ GOFÿF¸ GkGŠGV Fþ
°�ŠG;Gs GŠFø ���ŠG;Gs G/²  2-10 FÚ
G�G�/²  2-11 Fþ0¿���ÍFû�‘FóFö0¿��Fç G� FéF¹

G G G M G T G 1 G Q G = GkGŠGV F¸ GN G2 GXGm GQ G= G0G= GIGG GkGŠGV F¸ 8b�Œ VLAN G0G= GIGG GkGŠGV F¸ FÚG�G
G w G •G = GkGŠGV F÷ auto-QoS G " G 2 G [G ŠG d G yF ûF éG �F ã F ø F ÜF ÷F Ý G � F éF ¹G yG ŠG GkGŠGV Fû FÒ G� Cisco 
IP Phone F÷ auto-QoS G" G2 G[GŠGd GyFûFéG����œF¸ GG GM GT G1 GQ G= IP G 0 G WG z G G G " IP Phone Fû�m G� �\
F ö G �� ²0 [F Ü F ÒG � G � F éF ¹
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F¸ GG
ç G� FéF¹

ŠG" �š
þGA GbGŠ
G x G EG Š
Gc G5

G "

1
�F ï
Š
F å

s8 jG " � wF á G �� ÚF þG kG Š
G EG u G •
G u G •
G�Fú FÔ H�G_
GV G�
= FÿG
Q G OG • G >F å G �F ¸ G k G x G E G • G >F úF ç

�Š

� G" #Õ

¹

G •F ÷ F éF ¹

u G •F ÷ F éF ¹
H��@H� Cisco SoftPhone FÜ'�
> FéG�/æ*(FÜGG G2GQ GOG� FïFÿ GyGŠGTGQ GW GkGŠGV Fû�K)FFå G�Fö FÔG����œ
G2GQ GOFÿGkGŠGV FäFø Fû 1 FôFþ Cisco SoftPhone G0Ge Gx G?GŠGEGu G•FðFáG" GCGkGŠGV F

+¬�·  QoS G " G 2 G [G ŠG d G yF ûF ç F ï� ‹F ¸ � ¡� SF û AutoQoS G " � µG �G k G x G EG Š GlGQ GeG�7Ÿ(ÙGk Gx GCG
�fFç Fú FÔF÷Fß FðFå FÔF¹ Gk Gx GEGŠ GlGQ GeG�7Ÿ(ÙGk Gx GCGŠG" �š�f FéG��²0[FÜ FÒ G����œF¸ FíF
G " � 8� BF ç F ¸ G A G bG ŠF ç F ïG k G x G EG Š G lG Q G eG �G k G x G CG ŠG " � š� fF ç G � F éF ¹ # Õ� BF å G �F ïG k GlGQ Ge
Fþ�æG�G� Fû�‚Fç FÔGk Gx GEGŠ GlGQ GeG" �Q#Ý FéG�FûFÿF¸ #Õ�BFç FïGk Gx GEGŠ GlGQ GeG" G2 G•GM GŠ
G 2G G F Û G � � P7 VF ç F öF ¸ � ‚F ç F ÔG k G x G EG Š GlGQ GeG" 4:#ÝFç G� FéF¹

auto-QoS FÜ G2 G[GŠGd GyFþFø FÝ Fû+¬�·$×Fû#Õ�BFå G�G� QoS Fþ0¿��G" /²&g FéG�FûFÿF¸auto-QoS G"
G 2 G [G ŠG d G yF ûF éG �� SF ûG UG ^G Q G >G " G 2 G [G ŠG d G yF ûF ç G � F éF ¹debug auto qos "I�’  EXEC G A G l G • G W
�Q#Ý FéG�Fø F¸auto-QoS FþGUG^GQ G< G• G>FÜ G2 G[GŠGd GyFûFú G� G � FéF¹

GkGŠGV Fþ auto-QoS G " G UG 1 G IG ŠG d G yF ûF éG �F ûF ÿF ¸no auto qos voip G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G
G<Gs Gz GŠGEGu G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹ F ã F þG kG ŠG V F û� PF ç F öF ¸ + ¬� · QoS F û G �F óF ö# Õ� BF å G
G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G W F ðF áF Ü� P7 VF å G �G � F éF ¹auto-QoS G " G 2 G [G
Gd GyFûFç Fï�q�‹FþGkGŠGV F÷F¸no auto qos voip G A G l G • G WG " 
 °� Š F éG �F ø F ¸auto-QoS F û G �F óF ö# Õ� B
G�Fï G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WF Ü� gF óF ö F ÔG �� �� œF ÷G � F ¸auto-QoS FÿGUG1
GIGŠGd GyFø 0bFúFå G�G� Fé H�G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •F û G �F óF ö�
G V F ÷F þG V G w G c G 1 G Q G = F þ� p� •G " 4 JF á G �F ïG �H �F ¹no mls qos G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G Š GA
G l G • G WG " � Q# ÝF ç F öF ¸ + ¬� · QoS F û G �F óF ö# Õ� BF å G �F ï G >G { G ŠG ^ G y G A G •G c G 1 G <G s G z G ŠG E G A G l G •
GWG" GUG1 GIGŠGd GyFûF÷FÝ G� FéF¹QoS FÜGUG1 GIGŠGd GyFþ���œFÿF¸ G_G?GQ GV FÜ�š� fFå
G?GQ GV 
ÆFþ CoSF¸DSCPF ¸ F ÚG �G � IP precedence �ÍFÿ�š�fFå G�Fú FÔH� FïG�F¸ �™8—F÷FÝ G�GkGŠ
FïFÿ�™8—F÷FÝ Fú FÔGkGŠGV Fø FÔFóFï�+�ÕFÿ FÒG� G� FëG#F¹ GV Gw Gc G1 GQ G Pass-Through GpGŠ GW F÷G
G 2G Q G OG • G >F å G �G � F é H �G _G ?G Q G V F ÿ� iF Ý � n F ØG � G �G �F ã F ø F úF ß G G G 2G
FþGgGG GV G6GcG7 GŠGV Fû�(8®Få G�G� FéH�F¹

auto qos voip G A G l G • G W F Ü G 2 G [G ŠG d G yF ÷ F Ò G �G kG ŠG V F ÷F ÿF ¸ # Õ� BF å G �G queue-set ID F ÿ G 2 G •G M G
G c G 5 G 2G G F û G �F óF ö$ �F ú G � G � F éF ¹

• G c G /G G G V G2GŠGCG[GQ GV G 2 G •G M G ŠG c G 5 G 2G G F ÷F ÿF ¸auto-QoS Fÿ queue-set 1H�GUGcG7 GyGV H
�BFç G� FéF¹

• G<G: GaGQ GV G2GŠGCG[GQ GV G 2 G •G M G ŠG c G 5 G 2G G F ÷F ÿF ¸auto-QoS Fÿ queue-set 2 G " # Õ� BF ç G � F éF

F ã G �F ÿF ¸auto qos voip cisco-phone G A G l G • G WF þ� Ñ� GG A G •G c G 1 G <G s G z G ŠG EG u
Switch(config)# mls qos map policed-dscp  0 10 18 to 8
Switch(config)# mls qos map cos-dscp 0 8 16 24 32 46 48 56
Switch(config)# class-map match-all AUTOQOS_VOIP_DATA_CLASS
Switch(config-cmap)# match ip dscp ef 
Switch(config)# class-map match-all AUTOQOS_DEFAULT_CLASS
Switch(config-cmap)# match access-group name AUTOQOS-ACL-DEFAULT
Switch(config)# class-map match-all AUTOQOS_VOIP_SIGNAL_CLASS
Switch(config-cmap)# match ip dscp cs3 
Switch(config)# policy-map AUTOQOS-SRND4-CISCOPHONE-POLICY
Switch(config-pmap)# class AUTOQOS_VOIP_DATA_CLASS
Switch(config-pmap-c)# set dscp ef
Switch(config-pmap-c)# police 128000 8000 exceed-action policed-dscp-transmit
Switch(config-pmap)# class AUTOQOS_VOIP_SIGNAL_CLASS
Switch(config-pmap-c)# set dscp cs3
Switch(config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit
Switch(config-pmap)# class AUTOQOS_DEFAULT_CLASS
Switch(config-pmap-c)# set dscp default
Switch(config-pmap-c)# police 10000000 8000 exceed-action policed-dscp-transmit
Switch(config-if)# service-policy input AUTOQOS-SRND4-CISCOPHONE-POLICY

F ã G �F ÿF ¸auto qos voip cisco-softphone G A G l G • G WF þ� Ñ� GG A G •G c G 1 G <G s G z G ŠG EG
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
auto qos voip

/æ*(F÷ FÒ G����œFûF¸
G� FéF¹

� F éF ¹
Switch(config)# mls qos map policed-dscp  0 10 18 to 8
Switch(config)# mls qos map cos-dscp 0 8 16 24 32 46 48 56
Switch(config)# class-map match-all AUTOQOS_MULTIENHANCED_CONF_CLASS
Switch(config-cmap)# match access-group name AUTOQOS-ACL-MULTIENHANCED-CONF
Switch(config)# class-map match-all AUTOQOS_VOIP_DATA_CLASS
Switch(config-cmap)# match ip dscp ef 
Switch(config)# class-map match-all AUTOQOS_DEFAULT_CLASS
Switch(config-cmap)# match access-group name AUTOQOS-ACL-DEFAULT
Switch(config)# class-map match-all AUTOQOS_TRANSACTION_CLASS
Switch(config-cmap)# match access-group name AUTOQOS-ACL-TRANSACTIONAL-DATA
Switch(config)# class-map match-all AUTOQOS_VOIP_SIGNAL_CLASS
Switch(config-cmap)# match ip dscp cs3 
Switch(config)# class-map match-all AUTOQOS_SIGNALING_CLASS
Switch(config-cmap)# match access-group name AUTOQOS-ACL-SIGNALING
Switch(config)# class-map match-all AUTOQOS_BULK_DATA_CLASS
Switch(config-cmap)# match access-group name AUTOQOS-ACL-BULK-DATA
Switch(config)# class-map match-all AUTOQOS_SCAVANGER_CLASS
Switch(config-cmap)# match access-group name AUTOQOS-ACL-SCAVANGER

Switch(config)# policy-map AUTOQOS-SRND4-SOFTPHONE-POLICY
Switch(config-pmap)# class AUTOQOS_VOIP_DATA_CLASS
Switch(config-pmap-c)# set dscp ef
Switch(config-pmap-c)# police 128000 8000 exceed-action policed-dscp-transmit
Switch(config-pmap)# class AUTOQOS_VOIP_SIGNAL_CLASS
Switch(config-pmap-c)# set dscp cs3
Switch(config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit
Switch(config-pmap)#  class AUTOQOS_MULTIENHANCED_CONF_CLASS
Switch(config-pmap-c)#  set dscp af41
Switch(config-pmap-c)# police 5000000 8000 exceed-action drop
Switch(config-pmap)# class AUTOQOS_BULK_DATA_CLASS
Switch(config-pmap-c)# set dscp af11
Switch(config-pmap-c)# police 10000000 8000 exceed-action policed-dscp-transmit
Switch(config-pmap)# class AUTOQOS_TRANSACTION_CLASS
Switch(config-pmap-c)# set dscp af21
Switch(config-pmap-c)# police 10000000 8000 exceed-action policed-dscp-transmit
Switch(config-pmap)# class AUTOQOS_SCAVANGER_CLASS
Switch(config-pmap-c)# set dscp cs1
Switch(config-pmap-c)# police 10000000 8000 exceed-action drop
Switch(config-pmap)# class AUTOQOS_SIGNALING_CLASS
Switch(config-pmap-c)# set dscp cs3
Switch(config-pmap-c)# police 32000 8000 exceed-action drop
Switch(config-pmap)# class AUTOQOS_DEFAULT_CLASS
Switch(config-pmap-c)# set dscp default
Switch(config-if)# service-policy input AUTOQOS-SRND4-SOFTPHONE-POLICY

�[ ��Fþ�[F÷FÿF¸ GkGŠGV Fû�K)FFå G�Fö FÔG�GG G2GQ GOG� FïFÿ GyGŠGM FÜ�™8—F÷FÝ G�
auto-QoS G " G 2 G [G ŠG d G yF ûF ç F ¸ % T� ™G _G ?G Q G V F ÷� w� ™F ç F ï QoS GwGg GyG" �™8— FéG��‰�2G" &gFç
Switch(config)# interface gigabitethernet1/0/1
Switch(config-if)# auto qos voip trust

0¿��G" &�1� FéG�FûFÿFşhow auto qos interface interface-id "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
auto qos voip

éF¹

GyGV Fþ

ÿ

ïFÿ
éF¹

ç

� FéF¹

ûGlGQ Gb
• G>

å G�Fï
ç G�
6õ4�GA GlG• GW G A G l G • G W 1 �� Â
debug auto qos auto-QoS �µ+�FþGUG^GQ G>G" G2 G[GŠGd GyFûFç G� F
mls qos cos GUGcG7 GyGV FþGkGŠGV CoS �ÍG" ��*O FéG�FÛF¸ FÒ G� FÔFÿ

GkGŠGV Fþ FéG	FöFþ%T�™G_G?GQ GV FûGUGcG7 CoS �Í
G " � m G � � \F ö G � F éF ¹

mls qos map CoS/DSCP GlGQ GeG� FïFÿ DSCP/CoS GlGQ GeG" ��*OFç G�
FéF¹

mls qos queue-set output buffers G^GQ Gc G/G" G;Gs GŠGIGQ GV Fû�m G� �\Fö G� FéF¹
mls qos srr-queue input bandwidth G E G 5 G 2G e G W G w G 4 G • G W G { G aG • H �SRRH � F þ5 �G �G " 
 °� Š

G ;Gs GŠFû�m G� � \Fö G � FéF ¹
mls qos srr-queue input buffers 
°�ŠG;Gs GŠ6ëFþG^GQ Gc G/G" �m G� �\Fö G� FéF¹
mls qos srr-queue input cos-map CoS �ÍG" 
°�ŠG;Gs GŠFûGlGQ Gb G• G>FéG�FÛF¸ G� FïF CoS 

�ÍG" G;Gs GŠFø Fç FÝ FÔ�Í ID FûGlGQ Gb G• G>Fç G� FéF¹
mls qos srr-queue input dscp-map DSCP �ÍG" 
°�ŠG;Gs GŠFûGlGQ Gb G• G>FéG�FÛF¸ G� F 

DSCP �ÍG" G;Gs GŠFø Fç FÝ FÔ�Í ID FûGlGQ Gb G• G>Fç G� F
mls qos srr-queue input 
priority-queue


°�ŠGe Gw G2 G8Gx GT G1 G;Gs GŠG" 0¿��Fç F¸ �•�æ�œG" �–0ÉF
G � F éF ¹

mls qos srr-queue output cos-map CoS �ÍG" ���ŠG;Gs GŠFûGlGQ Gb G• G>F¸ G� FïFÿ CoS �ÍG"
G ;Gs GŠFÚG�G �Fç FÝ FÔ� Í ID FûGlGQ Gb G• G>Fç G� FéF¹

mls qos srr-queue output dscp-map DSCP �ÍG" ���ŠG;Gs GŠF¸ G� FïFÿG;Gs GŠFø Fç FÝ FÔ�Í ID Fû
GlGQ Gb G• G>Fç G� FéF¹

mls qos trust GkGŠGV Fþ�™8—"g�ÂG" 0¿��Fç G� FéF¹
queue-set GkGŠGV G" G;Gs GŠGIGQ GV FûGlGQ Gb G• G>Fç G
show auto qos auto-QoS �_��G" /²&gFç G� FéF¹
show mls qos interface GkGŠGV G z G g G yF ÷ QoS �_��G" /²&gFç G� FéF¹
srr-queue bandwidth shape GE G5GŠGb G• G>Få G�Fï5�G�G" �m G� �\FöF¸ GkGŠGV F

G • G >F å G �F ï 4 FôFþ���ŠG;Gs GŠ�VF÷�•�æ�œGE G5GŠGb G
G " G 2 G [G ŠG d G yF ûF ç G � F éF ¹

srr-queue bandwidth share 
¹�w FéG�5�G�G" �m G� �\FöF¸GkGŠGV FûGlGQ Gb G• G>F 4 
FôFþ���ŠG;Gs GŠ�VF÷�•�æ�œFþ
¹�wG" G2 G[GŠGd GyFûF
FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
boot auto-copy-sw

A G l G • G W F û G �
V
Š
GWGIGŠ

CG kG ŠG V F å

G •F ø $ �F ú G �G l G 2 G XG ŠG•
o G•G^
GA GbGŠ
F¸ GG GM GQ
G� FéF¹ FíFþ��

Fø Fç

F¹ �¤�Ñ

G u G •� _� �G " / ²& gF ç G � F éF ¹
boot auto-copy-sw
+¬�· G0GQ Ge G>Gz GŠ GW GeG{ GIGG G" G2 G[GŠGd GyFûFéG�FûFÿF ¸ GG GM GQ G= GlGG GM GŠFÛ G� boot 
auto-copy-sw G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ F ã F þG
G � FV̧ersion-Mismatch GpGŠ GWFþGG G2GQ GOFÿF̧ FÔFêG�FÛFþGG GM GQ G= Go G•G^�VF÷��/œ�pFþGK GcG
G 4 G 5 G 0 G 2 G o G ŠG FG " G A G bG Š F éG �F ÛF ¸G G G 2G Q G O G G G M G Q G = F þ G c G wG Q G E G s G o G pG x F þ tar G c G / G 2 G y G 2 G o G
GFG" GA GbGŠFç FöF¸ +¬�·$×Fû G0GQ Ge G>Gz GŠ GW Få G�G� FéF¹ +¬�·G0GQ Ge G>Gz GŠ GeG{ GIGG G" GUG1
G d G yF ûF éG �F ûF ÿF ¸ F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

boot auto-copy-sw

no boot auto-copy-sw

H��@H� F ã F þG A G l G • G WF ÿF ¸LAN base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG � Catalyst 2960-S G G G 2G Q G OF þ G �F ÷G
G�Fö FÔG� FéF¹

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV G 2 G [G ŠG d G y

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•Version-Mismatch G pG Š G WF þG G G 2G Q G OF ÿF ¸ G G G M G Q G = � VF þG ^G ŠG FG u G^GŠGFGu
$��•G" �âFôGG G2GQ GOF÷ FéF¹Version-Mismatch GpGŠ GWFþGG G2GQ GOFÿF̧ �ö
²Fû�µ+�Fç Fö FÔG�G
F ø F ç F ö F ÿG G G M G Q G = F û� •
 °F ÷F Ý G � F ëG #F ¹ G G G M G Q G = F Ü Version-Mismatch GpGŠ GWFþGG G2GQ GOFû
F÷FÝ G� G2 Go GŠGFG" �–�wFç Fö FÔG����œF¸ +¬�· G0GQ Ge G>Gz GŠ GW G e G { G IG G G " � Q# Ý FéG�Fã Fø F÷
G= G o G •G ^F Û G � Version-Mismatch GpGŠ GWFþGG G2GQ GOFû G2 Go GŠGFG" +¬�·F÷GA GbGŠF÷FÝ
�œF¸ GG G2GQ GOFÿ Version-Mismatch GpGŠ GWG" )
�¢Fç F¸ 
Ì2s�·�‹Fû�ö
²Fû�µ+�Fç Fö FÔG�Go G•G^
F ö G G G M G Q G = F û� •
 °F ç G � F éF ¹

+¬�· G0GQ Ge G>Gz GŠ GW GeG{ G IG G FÿF¸Version-Mismatch GpGŠ GWFþGG G2GQ GOFðFáFû�s8jFç G� Fé
FþGG GM GQ G= G o G •G ^F ûF ÿ� s8 jF ç G � F ëG #F ¹

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(53)SE1 F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show boot BOOT #”�C�š�XFþ0¿��G" /²&gFç G� FéF¹
show version G ]G Š G W G 4 G 5 G 0F ÚG �G �G c G /G Š G nG 4 G 5 G 0F þG ^G ŠG F
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
boot buffersize

÷
l G • G WG " G UG cG 7

•F Ü� ±
GOG = 
 Æ

GEGu G•" G C

F ç G � F éF ¹

GM GQ G= Fû� 
boot buffersize
NVRAM G C G 2 G HG " 0 ¿� � F éG �F ûF ÿF ¸ G G G 2G Q G O G G G M G Q G = G � F ïF ÿG G G M G • G W G 0G { G • G G G 2G Q G O� VF boot 
buffersize G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ F ã F þG A G
GyGV 0¿��Fû�̀ FéFûFÿF̧ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

boot buffersize size

no boot buffersize

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV Fþ NVRAM G^GQ Gc G/ G C G 2 G HF ÿ 512 KB F ÷ F éF ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•GUGcG7 GyGV Fþ NVRAM G^GQ Gc G/ G C G 2 G HF ÿ 512 KB F ÷ F éF ¹ G A G •G c G 1 G <G s G z G ŠG EG u G G c G / G 2 G y
F Ý F éF ÞF ö NVRAM Fû�–�ÑF÷FÝ Fú FÔ���œFÜ FÒG� G� FéF¹ �M+á$×FûF¸ Fã Fþ"g�ÂFÿGG G2GQ G G G M G Q
Fû�¨Fß FþGG G2GQ GOFÜ FÒ G����œFû$Î#ÕFç G� FéF¹ G� G� �±FÝ FÔGA G•Gc G1 G<Gs Gz GŠ G c G / G 2 G yG
GkGŠGV F÷FÝ G� G� FÖ FûF¸NVRAM G^GQ Gc G/Fþ GC G2 GHG" 0¿��F÷FÝ G� FéF¹ �‚Fç FÔ NVRAM G^GQ Gc G/ GC
G2 GHFÿF¸ #'�~FÚG�G��‚Fç FÔFéG	FöFþ Go G•G^ G G G 2G Q G OF û�  � ‡F å G �G � F éF ¹

NVRAM G^GQ Gc G/ GC G2 GHG" 0¿���‹F¸ GG G2GQ GOG� FïFÿGG G2GQ GO G G G M G Q G = G " G x G { G Š G W

G G G 2G Q G OG " G G G M G Q G = F û3 ã� •F ç F ¸NVRAM GC G2 GHFÜ$�Fú G����œF¸ �‚Fç FÔGG G2GQ GOFÿGG
�‡�ìFç F¸ +¬�·$×Fû Gx G{ GŠ GW Få G�G� FéF¹

�[ ��Fþ�[F÷FÿF¸ NVRAM G^GQ Gc G/ GC G2 GHG" 0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# boot buffersize 524288
Switch(config)# end

6õ4�GA GlG• GW

size NVRAM G^GQ Gc G/ G C G 2 G H H �KBH�

�w� Fú(
�VFÿ  4096 HZ 1048576 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(55)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show boot BOOT #”�C�š�XFþ0¿��G" /²&gFç G� FéF¹
2-66
Catalyst 2960F¸2960-SF ¸ F ÚG �G � 2960-P G G G 2G Q G O G A G l G • G W G x G c G /G z G •G G

OL- 29499-01-J



 

'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
boot config-file

F ¸ F ã F þG A G l G • G WF þ

G V G x H � F ÚG �G �� ¡
boot config-file
GE GG GT Gn0¿��Fþ�Y�y$Î�öGA GbGŠFþ1�G�3¸G�FÚG�G��iFÝ 3¸G�G" /œ FÖ FïG�FûF¸Cisco IOS FÜ�Q#Ý Fé
G�Gc G/ G2 Gy� ¡G" �æ� � FéG �FûFÿF¸ GG GM G• GW G0G{ G• G G G 2G Q G O� VF ÷ boot config-file G>G{ GŠG^ Gy G A G •
G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿ no 
�g�'G" �Q#ÝFç G� FéF¹

H��@H� G G G M G Q G = � S� BF ÜG CG kG ŠG V F å G �F ö F ÔG �F þF ÿF ¸Catalyst 2960-S G G G 2G Q G OF ðF áF ÷ F éF ¹

boot config-file flash:/file-url

no boot config-file

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV FþGA G•Gc G1 G<Gs Gz GŠGEGu G• G c G / G 2 G yF ÿF ¸flash:config.text F ÷ F éF ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G WF ÿF ¸ G G G M G • G W G 0G { G • G G G 2G Q G OF Û G � F ðF á� G� –F û� ·� 8F ç G � F éF ¹

Gc G/ G2 Gy�¡FÚG�G�GUG1 Gz G= GV Gx �¡FÿF¸ �±�e�ÐFø �`�e�ÐG" �
�9Fç G� FéF¹

F ã F þG A G l G • G WF ÿF ¸CONFIG_FILE #”�C�š�XFþ0¿��G" �š�fFç G� FéF¹ 0ò(ýFûFôFÔFö FÿF¸�Ü6� A
FÂCatalyst 3750 Switch Bootloader CommandsFÃG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

6õ4�GA GlG• GW

flash:/file-url G A G •G c G 1 G <G s G z G ŠG EG u G • G c G / G 2 G yF þG _G G H �G UG 1 G z G =
�SF÷ FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show boot BOOT #”�C�š�XFþ0¿��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
boot enable-break

7 G yG V 0 ¿� �F û� `

FÿF÷FÝ

G� +¬
boot enable-break
+¬�·GdGŠGV GeG{ G IGG Fþ� p� •G " G 2 G [G ŠG d G yFûFéG �FûFÿF ¸ G G G M G • GW G0G{ G• G G G 2G Q G O� VF ÷ boot 
enable-break G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG
FéFûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

boot enable-break

no boot enable-break

H��@H� G G G M G Q G = � S� BF ÜG CG kG ŠG V F å G �F ö F ÔG �F þF ÿF ¸Catalyst 2960-S G G G 2G Q G OF ðF áF ÷ F éF ¹

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV GUG1 GIGŠGd Gy G A G •G K G Š G y� VF ÷ Break G;GŠG" �²Fç Fö G� +¬�·GdGŠGV G e G { G IG G G " � p� • FéG �Fã Fø
G � F ëG #F ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G WF ÿF ¸ G G G M G • G W G 0G { G • G G G 2G Q G OF Û G � F ðF á� G� –F û� ·� 8F ç G � F éF ¹

F ã F þG A G l G • G WG " 
 °� Š F éG �F ø F ¸ G c G wG Q G E G s G c G / G 2 G y GE GG GT GnFÜ�6�‡�ìFå G�Fï�‹F÷ Break G;GŠG" �²
F ç F öF ¸ + ¬� ·G dG ŠG V GeG{ G IG G G " � p� •F÷FÝ G � FéF ¹

H��@H� F ã F þG A G l G • G WF þ0 ¿� �F û6 õ� €F úF ß F ¸ G G G 2G Q G O� S8 �G _G [ G yF þ MODE GjGM G•G" � ² FéFø F¸ FÔFôF÷
� ·GdGŠGV GeG{ G IGG G" �p� • FéG �Fã Fø FÜF÷FÝ G � FéF ¹

F ã F þG A G l G • G WF ÿF ¸ENABLE_BREAK #”�C�š�XFþ0¿��G" �š�fFç G� FéF¹ 0ò(ýFûFôFÔFö FÿF¸�Ü6� A
FÂCatalyst 3750 Switch Bootloader CommandsFÃG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show boot BOOT #”�C�š�XFþ0¿��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
boot helper

N�6�‡�ì�p
GOG" �\Fö Fï G� Fç G�
F þ

G G T G n

G= GV Gx H� FÚ
�¡FÿGIGm GA G{ G•F÷
boot helper
boot helper G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • GA Gl G• GWG" �Q#ÝFç FöF¸ GdGŠGV G{ GŠ G
Fû�·$×FûGc G/ G2 GyG" G{ GŠ GW Fç FöF¸ GdGŠGV G{ GŠ GNFþ�µ+�G" �Ñ�GFç Fï G� F¸ G_GQ
F éF ¹ F ã F þG A G l G • G WG " G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿF ¸ F ã F þG A G l G • G W no �g�'G" �Q#ÝFç G� FéF¹

boot helper filesystem:/file-url ...

no boot helper 

�S�eFþ1��Â

GUGc G7 GyGV G f G yG _G Š G c G / G 2 G yF ÿG { G Š G W F å G �G � F ëG #F ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•Fã Fþ�š�XFÿF¸ 
Æ4Š6ä$ÎFÚG�G�GTGGGV �S#ÝF÷FéF¹

Gc G/ G2 Gy�¡FÚG�G�GUG1 Gz G= GV Gx �¡FÿF¸ �±�e�ÐFø �`�e�ÐG" �
�9Fç G� FéF¹

F ã F þG A G l G • G WF ÿF ¸HELPER #”�C�š�XFþ0¿��G" �š�fFç G� FéF¹ 0ò(ýFûFôFÔFö FÿF¸�Ü6� A FÂCatalyst 
3750 Switch Bootloader CommandsFÃG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

6õ4�GA GlG• GW

filesystem: G c G wG Q G E G s G c G / G 2 G y G E G G G T G nF þ G 6 G 2 G x G 0G G F ÷ F éF ¹ G E G GjGŠ GW Gc
GwGQ GEGs GUG^ G2GG FûFÿ flash: G " � Q# ÝF ç G � F éF ¹

/file-url G{ GŠ GNGŠ�6�‡�ì�pFû�·$×FûG{ GŠ GW FéG�FïG�FþG_GG H�GUG1 Gz
G�G�G{ GŠ GW�•+�FúGc G/ G2 GyFþ Gx GG GV F÷ FéF¹ G2 Go GŠGF
�
�) G� G� FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show boot BOOT #”�C�š�XFþ0¿��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
boot helper-config-file

¹ F ã F þG A G l
¸
FÿF¸ Fã

F ¹ G E G G G T G n

�G f G yG _G Š1
boot helper-config-file
boot helper-config-file G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç F öF ¸Cisco IOS Gf
GyG_GŠ G 2 G o G ŠG FF Ü� Q# Ý F éG �G A G •G c G 1 G <G s G z G ŠG EG u G • G c G / G 2 G yF þ� ¡� SG " � æ� �F ç G � F éF
G • G WF Ü0 ¿� �F å G �F ö F ÔF ú F Ô� �� œF ÿF ¸CONFIG_FILE #”�C�š�XFû G�FóFö�æ��Få G�Fï Gc G/ G2 GyFÜF
G { G Š G W F å G �F ï F éG 	F öF þG ^G ŠG FG u G •F þ Cisco IOS Fû�Q#ÝFå G�G� FéF¹ GUGcG7 GyGV 0¿��Fû�`FéFû
FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

boot helper-config-file filesystem:/file-url

no boot helper-config file

�S�eFþ1��Â

GUGc G7 GyGV G f G yG _G Š G A G •G c G 1 G <G s G z G ŠG EG u G • G c G / G 2 G yF ÿ� æ� �F å G �G � F ëG #F ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•Fã Fþ�š�XFÿF¸ 
Æ4Š6ä$ÎFÚG�G�GTGGGV �S#ÝF÷FéF¹

Gc G/ G2 Gy�¡FÚG�G�GUG1 Gz G= GV Gx �¡FÿF¸ �±�e�ÐFø �`�e�ÐG" �
�9Fç G� FéF¹

F ã F þG A G l G • G WF ÿF ¸HELPER_CONFIG_FILE #”�C�š�XFþ0¿��G" �š�fFç G� FéF¹ 0ò(ýFûFôFÔFö FÿF¸�Ü
6� A FÂCatalyst 3750 Switch Bootloader CommandsFÃG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

6õ4�GA GlG• GW

filesystem: G c G wG Q G E G s G c G / G 2 G y G E G G G T G nF þ G 6 G 2 G x G 0G G F ÷ F é 
GjGŠ GW G c G wG Q G E G s GUG^ G2GG FûFÿ flash: G " � Q# ÝF ç G � F éF ¹

/file-url G { G Š G W F éG �G _G G H �G UG 1 G z G = G V G x H � F ÚG �G G A G •G c G
G<Gs Gz GŠGEGu G• G c G / G 2 G y

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show boot BOOT #”�C�š�XFþ0¿��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
boot manual

G• GW G0G{ G•
¹ G UG cG 7 G y

" � Q# Ý
boot manual
���GGdGŠGV GC G2G= Gy�pFûGG G2GQ GOFþ�m�·2s�·G" G2 G[GŠGd GyFûFéG�FûFÿF¸ GG GM GG
G2GQ GO�VF÷ boot manual G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF
G V 0 ¿� �F û� ` F éF ûF ÿF ¸ F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

boot manual

no boot manual

H��@H� G G G M G Q G = � S� BF ÜG CG kG ŠG V F å G �F ö F ÔG �F þF ÿF ¸Catalyst 2960-S G G G 2G Q G OF ðF áF ÷ F éF ¹

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV �m�·Fû G� G�2s�·FÿGUG1 GIGŠGd GyF÷ FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G WF ÿF ¸ G G G M G • G W G 0G { G • G G G 2G Q G OF Û G � F ðF á� G� –F û� ·� 8F ç G � F éF ¹

GE GG GT GnG" ���G
Ì2s�· FéG�Fø F¸ GG G2GQ GOFÿGdGŠGV G{ GŠ GN GpGŠ GW F÷2s�·Fç G� FéF¹ Fã G�Fÿ switch: 
GeG{ G•GeGV Fû G�FóFö G �FÛ G � G � FéF ¹ G E G G G T G nG " 2 s� · FéG �FûFÿF ¸boot GdGŠGV G{ GŠ GN G A G l G • G WG
Fç Fö2s�·�•+�Fú G2 Go GŠGFFþ�¡�SG" �æ��Fç G� FéF¹

F ã F þG A G l G • G WF ÿF ¸MANUAL_BOOT #”�C�š�XFþ0¿��G" �š�fFç G� FéF¹ 0ò(ýFûFôFÔFö FÿF¸�Ü6� A
FÂCatalyst 3750 Switch Bootloader CommandsFÃG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show boot BOOT #”�C�š�XFþ0¿��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
boot private-config-file

¸G�G" /œ FÖ FïG�

G cG 7 G yG V 0 ¿

� 2
boot private-config-file
Ge Gw G2GgGŠGV GA G•Gc G1 G<Gs Gz GŠGEGu G•Fþ�Y�y$Î�öGA GbGŠFþ1�G�3¸G�FÚG�G��iFÝ 3
Fû Cisco IOS F Ü� Q# Ý F éG �G c G / G 2 G y� ¡G " � æ� � F éG �F ûF ÿF ¸ G G G M G • G W G 0G { G • G G G 2G Q G O� VF ÷ boot 
private-config-file G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G U
��Fû�` FéFûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

boot private-config-file filename

no boot private-config-file

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV FþGA G•Gc G1 G<Gs Gz GŠGEGu G• G c G / G 2 G yF ÿF ¸private-config F ÷ F éF ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G WF ÿF ¸ G G G M G • G W G 0G { G • G G G 2G Q G OF Û G � F ðF á� G� –F û� ·� 8F ç G � F éF ¹

Gc G/ G2 Gy�¡FÿF¸ �±�e�ÐFø �`�e�ÐG" �
�9Fç G� FéF¹

�[ ��Fþ�[F÷FÿF¸ Ge Gw G2GgGŠGV G A G •G c G 1 G <G s G z G ŠG EG u G • G c G / G 2 G yF þ� ¡� SG " pconfig F ø � æ� � F éG �� ‰
G " & gF ç G � F éF ¹
Switch(config)# boot private-config-file pconfig

6õ4�GA GlG• GW

filename Ge Gw G2GgGŠGV G A G •G c G 1 G <G s G z G ŠG EG u G • G c G / G 2 G yF þ� ¡� S

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show boot BOOT #”�C�š�XFþ0¿��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
boot system

G y
F ¸ F ã F þG A G l G • G W

Fç G� FéF¹

Gz G= GV Gx Fþ)ª
V Gx F÷Fþ�è(ôG"

Gc
GW Få G�

G G T G n

�G��¡�SF¹ �› G2 Go GŠ

F ç G � F éF ¹

G M G Q G =

� •F å G �
boot system
boot system G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • GA Gl G• GWG" �Q#ÝFç FöF¸ ���GFþ GdGŠGV G C G 2G =
�pFûG{ GŠ GW FéG� Cisco IOS G 2 G o G ŠG FG " � æ� �F ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿ
Fþ no �g�'G" �Q#ÝFç G� FéF¹

boot system { filesystem:/file-url ...| switch { number | all}}

no boot system

no boot system switch { number | all}

H��@H� G G G M G Q G = � S� BF ÜG CG kG ŠG V F å G �F ö F ÔG �F þF ÿF ¸Catalyst 2960-S G G G 2G Q G OF ðF áF ÷ F éF ¹

�S�eFþ1��Â

GUGc G7 GyGV G G G 2G Q G OF ÿF ¸BOOT #”�C�š�X
ÆFþ�_��G" �Q#ÝFç FöF¸ +¬�·$×FûGE GG GT GnG" 2s�·Fç G� FÖ Fø
Fã Fþ�š�XFÜ0¿��Få G�Fö FÔFú FÔ���œF¸ GG G2GQ GOFÿF¸ Gc GwGQ GE Gs G c G / G 2 G y GE GG GT Gn
²�/Fû
Ì�•$×
Fû)ª�º�è(ôFç F¸ �q�6Fþ��/œ�•+� G2 Go GŠGFG" G{ GŠ GW Fç Fö��/œFç G� FÖ Fø Fç G� FéF¹ GUG1
�º�è(ôF÷FÿF¸ �è��Fç Fï�›GCGdGUG1 Gz G= GV Gx G" �ö
²Fû�è(ôFç FöFÛ G� 
–FþGUG1 Gz G= G
)FFáG� FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•Gc G/ G2 Gy�¡FÚG�G�GUG1 Gz G= GV Gx �¡FÿF¸ �±�e�ÐFø �`�e�ÐG" �
�9Fç G� FéF¹

G G G M G Q G = GlGG GM GŠ�VF÷ boot system filesystem:/file-url GA Gl G• GWG" 
°�ŠFç Fï���œF¸ �æ��Fç FïGK
G V G 4 G 5 G 0 G2 Go GŠGFFÿF¸ ���GFþ GdGŠGV G C G 2G = G yF þ7 •F ûF ¸ G G G M G Q G = GlGG GM GŠ�VF÷FðFáG{ GŠ
G � F éF ¹

filesystem: G c G wG Q G E G s G c G / G 2 G y G E G G G T G nF þ G 6 G 2 G x G 0G G F ÷ F éF ¹ G E G GjGŠ GW Gc
GwGQ GEGs GUG^ G2GG FûFÿ flash: G " � Q# ÝF ç G � F éF ¹

/file-url GdGŠGV �•+�Fú G2 Go GŠGFFþG_GG H�GUG1 Gz G= GV Gx H� FÚG
GF�¡FÿGIGm GA G{ G•F÷�
�) G� G� FéF¹

switch Cisco IOS G 2 G o G ŠG FF ÜG { G Š G W F å G �G �G G G 2G Q G OG " � æ� �
number G G G M G Q G = G o G •G ^G " � æ� �F ç G � F é H �1 HZ 4F ¸ F ï F ðF ç F ¸ � æ� � F éG �G G Go

G•G^Fÿ 1 FôFþ G�F÷ FéH�F¹
all FéG	FöFþGG GM GQ G= G o G •G ^G " � æ� �F ç G � F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
12.2(53)SE switch { number | all} G;GŠ G}GŠ GW FÜ Catalyst 2960-S G G G 2G Q G OF û3 ã

G � F ç F ïF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
boot system

G 4 G 5 G 0
ç G � F éF ¹
W F å G �

G =Š
ûGK Gc
G =
gF å G �

�F ã F ø

œF¸
�F¸
G G G M G Q G = GlGG GM GŠ�VF÷F¸ ���GFþ GdGŠGV GC G2G= Gy�pFû�æ��FþGG GM GQ G= G o G •G ^F ÷G K G cG V G2
G o G ŠG FF ÜG { G Š G W F å G �G � G � F Ö F û� æ� � F éG �F ûF ÿF ¸boot system switch number G A G l G • G WG " � Q# ÝF
���GFþ GdGŠGV G C G 2G = G y� pF ûF éG 	F öF þG G G M G Q G = G o G •G ^� VF ÷G K G cG V G 4 G 5 G 0 G 2 G o G ŠG FF ÜG { G Š G
G � G � F Ö F û� æ� � F éG �F ûF ÿF ¸boot system switch all G A G l G • G WG " � Q# ÝF ç G � F éF ¹

boot system switch number G A G l G • G WG � F ïF ÿ boot system switch all G A G l G • G WG " G G G M G Q GlGG GM G
�VF÷
°�Š FéG�Fø F¸ GG GM GQ G= GlGG GM GŠFÿGG GM GQ G= G o G •G ^ H �G G G M G Q G = GlGG GM GŠG" 7VFß H� �VF
G V G 4 G 5 G 0 G2 Go GŠGFFÜ�Ñ�~Fç Fö FÔG�FÛ Fù FÖ FÛ&�1�Fç G� FéF¹ GG GM GQ G= G o G •G ^� V H �G G G M G Q G o G •G ^ 1 
F ú F ùH � F ûG K G cG V G 4 G 5 G 0 G2 Go GŠGFFÜ�Ñ�~Fç Fú FÔ���œF¸ ��Fþ G� FÖ Fú G6GwGŠ G o G Q G IG ŠG FF Ü/ ²&
G � F éF ¹
%Command to set boot system switch all xxx on switch=1 failed

G G G M G Q G = GlGG GM GŠ�VF÷ boot system switch number GA Gl G• GWG" 
°�ŠFç Fï���œF¸number �š�XFû 1 Fô
FþGG GM GQ G= G o G •G ^F ðF áG " � æ� �F ÷F Ý G � F éF ¹number �š�XFû0
�XFþGG GM GQ G= G o G •G ^G " 
 °� Š F éG
FÿGCGkGŠGV Få G�Fö FÔG� FëG#F¹

archive download-sw "I�’  EXEC G A G l G • G WG " � Q# ÝF ç F ö G E G G G T G n G2 Go GŠGFG" �–�ÑFç Fö FÔG����
boot system G A G l G • G WG " � Q# Ý F éG �� ²0 [F ÿ F ÒG � G � F ëG #F ¹boot system GA Gl G• GWFÿ+¬�·$×Fû��#.Få G
G N G 4 G • G { G Š G W F å G �F ï G 2 G o G ŠG FF ÜG { G Š G W F å G �G � F éF ¹

F ã F þG A G l G • G WF ÿF ¸BOOT #”�C�š�XFþ0¿��G" �š�fFç G� FéF¹ 0ò(ýFûFôFÔFö FÿF¸�Ü6� A FÂCatalyst 
3750 Switch Bootloader CommandsFÃG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
show boot BOOT #”�C�š�XFþ0¿��G" /²&gFç G� FéF¹
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G� F̧

d G yF û

éF ¹ F ã
F û G �F óF öF ¸
G[ GyFÿF¸
� F éF ¹

H G � F ¸

F ç G �
FÜF¸
� G� FëG#F¹
F å G �
7 GyGV FûFú

V
Fø Fû
FéF¹

UG cG 7 G y

��œFû
�G� FéF¹
channel-group
channel-group G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç F öF ¸EtherChannel 
G > G yG ŠG eF û G 2G ŠG CG [G Q G V G kG ŠG V G " � m G � � \F ö F ï G � F ¸EtherChannel GpGŠ GWG" G2 G[GŠGd GyFûFç Fï
F ã F þ� g� ‰G " / œF óF ï G � F ç G � F éF ¹ G 2G ŠG CG [G Q G V GkGŠGV G" EtherChannel G> GyGŠGeFÛ G� �P7V FéG����œ
FÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

channel-group channel-group-number mode {active | {auto [non-silent]} | { desirable 
[non-silent]} | on | passive}

no channel-group

PAgP modes: 
channel-group channel-group-number mode {{ auto [non-silent]} | { desirable [non-silent}}

LACP modes: 
channel-group channel-group-number mode { active | passive}

On mode: 
channel-group channel-group-number mode on

�S�eFþ1��Â channel-group-number GOGq G[ Gy G> GyGŠGe$��•G" �æ��Fç G� FéF¹�æ��F÷FÝ G�(
�VFÿ 1 HZ 6 F ÷ F éF ¹
mode EtherChannel GpGŠ GWG" �æ��Fç G� FéF¹
active !“�²�óFû  Link Aggregation Control ProtocolH�LACPH � G " G 2 G [G ŠG

F ç G � F éF ¹

active GpGŠ GWFÿF¸ GkGŠGV G" G[GBGE G6GŠGEGu G• G G G TG ŠG V F ûF ç G � F
FþGG GTGŠGV F÷FÿF¸ GkGŠGV Fÿ LACP G _G ?G Q G V G " 3 æ� ™ F éG �F ã F ø
�ÚFþGkGŠGV Fø Fþ G[GBGE G6GŠGEGu G•G" 6ä��Fç G� FéF¹ GOGqactive 
GpGŠ GWG� FïFÿ passive GpGŠ GWFþ�9FþGkGŠGV G > G yG ŠG eF ÷� g� BF å G �G

auto GkGŠGV 7Ÿ(ÙGeG{ GV GA Gy H�PAgPH � / æ* (F Ü� è� �F å G �F ï� �� œF û7
PAgP G " G 2 G [G ŠG d G yF ûF ç G � F éF ¹

auto GpGŠ GWFÿF̧ GkGŠGV G" G_GQ GE Gd G[GBGE G6GŠGEGu G• G G G TG ŠG V F û
FéF¹ Fã Fþ���œF¸ GkGŠGV Fÿ�w�™ FéG� PAgP G_G?GQ GV Fû�Â'ÅFç G� Fé
PAgP G_G?GQ GV G[GBGE G6GŠGEGu G•G" 6ä� � FéG�Fã Fø Fÿ FÒG
GOGq G[ GyFÿF¸desirable GpGŠ GWFþ�9FþGkGŠGV G > G yG ŠG eF ÷F ðF á� g� B
G � F éF ¹auto FÜ G2 G[GŠGd GyFþ���œF¸ GC G2Gz G•GV �·�8FÜGUGcG
G � G � F éF ¹

desirable !“�²�óFû  PAgP G " G 2 G [G ŠG d G yF ûF ç G � F éF ¹

desirable GpGŠ GWFÿF̧ GkGŠGV G" G0G= GTG1 Gd G[GBGE G6GŠGEGu G• G G G TG ŠG
FûFç G� FéF¹ Fã Fþ���œF¸ GkGŠGV Fÿ PAgP G_G?GQ GV G" 3æ�™ FéG�Fã
G�FóFöF¸ �ÚFþGkGŠGV Fø Fþ G[GBGE G6GŠGEGu G•G" 6ä��Fç G�
EtherChannel FÿF ḑesirable GpGŠ GWG� FïFÿ auto GpGŠ GWFþ�9FþGkGŠGV G>
GyGŠGeF÷�g�BFå G�G� FéF¹desirable F Ü G 2 G [G ŠG d G yF þ� �� œF ÿF ¸ G
G V F ÷G C G 2G z G •G V � ·� 8F ø F ú G � G � F éF ¹

non-silent H��õ�–H� �ÚFþ/æ*(FÛ G�FþGV Gw Gc G1 GQ G= FÜ�£�•Få G�Fö FÔG�� PAgP 
GpGŠ GW F÷ auto G � F ïF ÿ desirable G;GŠ G}GŠ GWFø Fø G� Fû�Q#ÝFå G
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F û
G V G OG q G [ G y
c G 5
G 5 G 2G G F ÜG � F ð� 8� BF å

kGŠGV
G G " � 8� B
û
F Ô

fFÿF¸ Fí
#ÝFå G�G� FéF¹ "@

û� PF ç F ö G A
ç F öF ¸

z G •G V F Ü

¹ GC G2Gz G•GVGŠ
÷ F éF ¹
ðFç F¸
#ÝFç Fï G� F÷
¹

¸

ç G � F éF ¹

F éF ¹ F ã

G#F¹ GOGq G[ Gy
F ¹
GUGc G7 GyGV GOGq G[ Gy G > G yG ŠG eF ÿ� m G � � \F ö G �F ã F ø F ÜF ÷F Ý G � F ëG #F ¹

GpGŠ GWFÿ0¿��Få G�Fö FÔG� FëG#F¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•G z G 2 G r 2 EtherChannel Fþ���œF¸ "@#.GkGŠGV G" GOGq G[ Gy G > G yG ŠG eF û� m G � � \F ö G �� SF ûF ¸ 
 › 
interface port-channel G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç F ö G kG Š 
G 2 G •G M G ŠG c G 5 G 2G G G " � 8� BF ç F ö F ÚF ß � ²0 [F ÿ F ÒG � G � F ëG #F ¹ � æG �G � F ûF ¸channel-group G 2 G •G M G ŠG
G2GG G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ÷F Ý G � F éF ¹ 1 =# . G 2 G •G M G ŠG c
G�Fö FÔFú FÔ���œFÿF¸ GOGq G[ Gy G> GyGŠGeFÜ�q�6Fþ"@#.GkGŠGV G" �v�“Fç Fï�ì!lF÷F¸ +¬�·$×FûG
GOGq G[ Gy G2 G•GM GŠGc G5 G2GG FÜ�8�BFå G�G� FéF¹ �q�6FûGkGŠGV GOGq G[ Gy G 2 G •G M G ŠG c G 5 G 2G
FéG����œFÿFçhannel-group-number G" port-channel-number Fø �  Fè$��•FûFç Fö G� F¸ �‚Fç FÔ$��•F
Fç Fö G� FÛG� FÔG� FëG#F¹ �‚Fç FÔ$��•G" �Q#ÝFç Fï���œF¸channel-group G A G l G • G WF ÿ� ·$ ×F û� ‚F ç
GkGŠGV GOGq G[ GyG" �8�BFç G� FéF¹

EtherChannel G " 0 ¿� �F ç F ï� ‹F ¸ G kG ŠG V G OG q G [ G y G2 G•GM GŠGc G5 G2GG Fû�• FØG� G�Fï0¿��Fþ�š�
FþGkGŠGV GOGq G[ Gy G2 G•GM GŠGc G5 G2GG Fû�m G� �\Fö G� G�Fï FéG	FöFþ"@#.GkGŠGV Fû4:
#.GkGŠGV Fû4:#ÝFå G�Fï0¿��Fþ�š�fFÿF¸ 0¿��G" 4:#ÝFç FïGkGŠGV FðFáFû�w� F÷ FéF¹EtherChannel 
Æ
Fþ FéG	FöFþGkGŠGV FþG_ Gw Go GŠGM G" �š�f FéG�FûFÿF¸ GkGŠGV GOGq G[ Gy G 2 G •G M G ŠG c G 5 G 2G G F
G•Gc G1 G<Gs Gz GŠGEGu G• G A G l G • G WG " 4 :# ÝF ç G � F éF ¹ F ïF ø F ØG �F ¸spanning-tree G A G l G • G WG " � Q# ÝF
G z G 2 G r 2 EtherChannel G " G V G w G •G = F ø F ç F ö0 ¿� �F ç G � F éF ¹

auto GpGŠ GWG� FïFÿ desirable GpGŠ GW Fø Fø G� Fû non-silent G " � æ� �F ç F úF ÛF óF ï� �� œF ÿF ¸ G C G 2G
� æ� �F å G �F ö F ÔG �G � F þF ø 0 bF úF å G �G � F éF ¹ G C G 2G z G •G V GpGŠ GWG" 0¿�� FéG�FþFÿF̧PAgP 8��P�ÂF÷F¸ FÛ
FôG�Fø G# FùG_G?GQ GV G" 3æ�™Fç Fú FÔ/æ*(FûGG G2GQ GOG" �K)F FéG����œF÷ FéF G_GŠGV GX
Fþ�[FÿF¸ GV Gw Gc G1 GQ G= G" #Õ�BFç Fú FÔGc G/ G2 Gy GCGŠG^F¸ G� FïFÿG_G?GQ GV G 0 G XG w G 2G DF ú F ùF
Fã Fþ���œF¸ "@#.GkGŠGV �VF÷'�
>Fç Fö FÔG� PAgP FÿF¸ FíFþGkGŠGV G" �·�8�•+�FûFç G� FëG#F¹ Fï F
PAgP Fÿ�·�8�•+�F÷F¸ GOGq G[ Gy G> GyGŠGeFûGkGŠGV G" �Ü�ZFç Fï G� F¸ ��3æ#ÝGkGŠGV G" �Q
F Ý G � F éF ¹ G x G •G = F þ� g' ƒF ÿG C G 2G z G •G V F û0 ¿� � F éG �F ã F ø F ÿF ÷F Ý G � F ëG #F

on GpGŠ GW F÷FÿF¸ �Q#Ý�•+�Fú EtherChannel FÜ�Ñ�~ FéG�FþFÿF¸on GpGŠ GWFþGkGŠGV G > G yG ŠG eF ÜFon 
GpGŠ GWFþ�9FþGkGŠGV G > G yG ŠG eF û� K) F F éG �� �� œF ðF áF ÷ F éF ¹

on on GpGŠ GWG" G2 G[GŠGd GyFûFç G� FéF¹

on GpGŠ GW F÷FÿF¸ �Q#Ý�•+�Fú EtherChannel FÜ�Ñ�~ FéG�FþFÿF¸ �g�‰Fþ�K
)FGkGŠGV G > G yG ŠG eF Ü on GpGŠ GW FûFúFóFö FÔG����œFðFáF÷ FéF¹

passive LACP /æ*(FÜ�è��Få G�Fï���œFû7H G� F¸LACP G " G 2 G [G ŠG d G yF ûF

passive GpGŠ GWFÿF¸ GkGŠGV G" G[GBGE G6GŠGEGu G• G G G TG ŠG V F ûF ç G �
Fþ���œF¸ GkGŠGV Fÿ�w�™Fç Fï LACP G_G?GQ GV Fû�Â'ÅFç G� FéFÜF¸LACP 
G_G?GQ GV G[GBGE G6GŠGEGu G•G" 6ä� � FéG�Fã Fø Fÿ FÒG� G� Fë
FÿF a̧ctive GpGŠ GWFþ�9FþGkGŠGV G > G yG ŠG eF ÷F ðF á� g� BF å G �G � F é

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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_GY G• G> GR

G= Fû FÒ G�$�Fú
�F¹ �¶F»Fþ

Ý G� FëG#F¹

{ G V G A G yG "
u G •W

ø
Ö Fø

s G z G Š

M

M

"

�@�– on GpGŠ GWFþ�Q#ÝFûFÿ�@�–FÜ�²0[F÷ FéF¹ Fã G�Fÿ�m�·Fþ0¿��F÷ FÒG� F¸EtherChannel Fþ�g'ƒFþGkGŠGV
FûFÿF¸ � �MFþ0¿��FÜ�²0[F÷ FéF¹ G> GyGŠGeFþ0¿��G" 1� G�Fø F¸ G_G?GQ GV �†�»G� FïFÿGG G
G x G Š GyGŠGeFÜ$Î#Õ FéG�Fã Fø FÜ FÒG� G� FéF¹

EtherChannel FÿF P̧AgP Fø LACP Fþ�g�‰Fþ GpGŠ GW FûFÿ0¿��Fç Fú FÔF÷Fß FðFå FÔF¹PAgP FÚG�G� 
LACP G " � �/ œF ç F ö F ÔG � EtherChannel G> GyGŠGeFÿF¸ � �MFþGG G2GQ GOF¸ G� FïFÿGG GM GQ
G�GG G2GQ GO�VF÷
¹�ÑF÷FÝ G� Fé H�G= G{ GG GG GM GQ G= �S�BF÷FÿF÷FÝ G� FëG#H EtherChannel G>
GyGŠGeFÿ PAgP G � F ïF ÿ LACP Fþ FÔFêG�FÛG" ��/œF÷FÝ G� FéFÜF¸ %&�«4 #Ý FéG�Fã Fø FÿF÷F

H��@H� G G G M G Q G = � S� BF ÜG CG kG ŠG V F å G �F ö F ÔG �F þF ÿF ¸Catalyst 2960-S G G G 2G Q G OF ðF áF ÷ F éF ¹

channel-protocol G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç F ö G eG
0¿��Fç Fï���œF¸ 0¿���ÍFÿF¸ channel-group G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG G A G l G • G
F û G �F óF ö F ÿ� V� iF Ý F å G �G � F ëG #F ¹

G0G= GT G1 GdG� FïFÿ G0G= GT G1 GdF÷Fú FÔ EtherChannel G o G •G ^F ÷ F Ò G �G kG ŠG V G " IEEE 802.1x GkGŠGV F
F ç F ö0 ¿� �F ç F ú F ÔF ÷F ß F ðF å F ÔF ¹EtherChannel GkGŠGV F÷ IEEE 802.1x 1�0ÉG" G2 G[GŠGd GyFûFç G� F
FéG�Fø F¸ G6GwGŠ G o G Q G IG ŠG FF Ü/ ²& gF å G �F ¸IEEE 802.1x 1�0ÉFÿ G2 G[GŠGd GyFûFú G� G� FëG#F¹

GIG;Gs G0 GkGŠGV G" EtherChannel Fþ�M4ŠFø Fç FöF¸ G� FïFÿ EtherChannel GkGŠGV G" GIG;Gs G0 GkGŠGV
F ø F ç F ö F ÿ0 ¿� �F ç F ú F ÔF ÷F ß F ðF å F ÔF ¹

0¿��Fþ�@�–�¦8oFþ�M0tFûFôFÔFö FÿF¸ Fã Fþ Gx Gx GŠGG Fû�P�Â FéG�GK GcGV G4 G5 G0 G A G •G c G 1 G <G
GEGu G• G : G 2 G WF þ F ÂConfiguring EtherChannelsF Ã F þ' vG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

�[ ��Fþ�[F÷FÿF¸ �"�MFþGG G2GQ GO�VF÷F¸EtherChannel G " 0 ¿� � F éG �� ‰� 2G " & gF ç G � F éF ¹VLAN 10 FþGG G
G T G 1 G Q G = G 0G = G IG G GkGŠGV 2 FôG" PAgP GpGŠ GW desirable F ÷ F Ò G �G OG q G [ G y 5 Fû�m G� �\Fö G� FéF¹
Switch# configure terminal 
Switch(config)# interface range gigabitethernet2//1 -2 
Switch(config-if-range)# switchport mode access
Switch(config-if-range)# switchport access vlan 10
Switch(config-if-range)# channel-group 5 mode desirable 
Switch(config-if-range)# end 

��Fþ�[F÷FÿF¸ �"�MFþGG G2GQ GO�VF÷F¸EtherChannel G " 0 ¿� � F éG �� ‰� 2G " & gF ç G � F éF ¹VLAN 10 FþGG G
G T G 1 G Q G = G 0G = G IG G GkGŠGV 2 FôG" LACP GpGŠ GW active F ÷ F Ò G �G OG q G [ G y 5 Fû�m G� �\Fö G� FéF¹
Switch# configure terminal 
Switch(config)# interface range gigabitethernet2//1 -2 
Switch(config-if-range)# switchport mode access
Switch(config-if-range)# switchport access vlan 10
Switch(config-if-range)# channel-group 5 mode active 
Switch(config-if-range)# end 

��Fþ�[F÷FÿF¸ G= G{ GG GG GM GQ G= EtherChannel G " 0 ¿� � F éG �� ‰� 2G " & gF ç G � F éF ¹LACP G_GQ GE Gd GpGŠ GW
G " � Q# ÝF ç F öF ¸VLAN 10 
ÆFþGG GM GT G1 GQ G= G0G= GIGG GkGŠGV Fø Fç Fö GG GM GQ G= G o G •G ^ 2 FþGkGŠGV G 2 
FôF¸ GG GM GQ G= G o G •G ^ 3 FþGkGŠGV G" 1 FôGOGq G[ Gy 5 Fû�m G� �\Fö G� FéF¹
Switch# configure terminal 
Switch(config)# interface range gigabitethernet2/0/4 -5 
Switch(config-if-range)# switchport mode access
Switch(config-if-range)# switchport access vlan 10
Switch(config-if-range)# channel-group 5 mode passive 
Switch(config-if-range)# exit
Switch(config)# interface gigabitethernet3/0/3 
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ÝF å G �G �G eG { G V
Switch(config-if)# switchport mode access
Switch(config-if)# switchport access vlan 10
Switch(config-if)# channel-group 5 mode passive 
Switch(config-if)# exit

0¿��G" &�1� FéG�FûFÿFşhow running-config "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
channel-protocol G OG q G [G x G • G >G " ' ö# . F éG �F ïG �F ¸ G kG ŠG V � VF ÷� Q#

G A G yG " � D7 HF ç G � F éF ¹
interface port-channel GkGŠGV GOGq G[ GyG�Fþ G0G= GIGG G�F¸ GkGŠGV GOGq G[ GyFþ�8�BG"

/ œ F ÔG � F éF ¹
show etherchannel GOGq G[ GyFþ EtherChannel �_��G" /²&gFç G� FéF¹
show lacp LACP GOGq G[ Gy G > G yG ŠG e� _� �G " / ²& gF ç G � F éF ¹
show pagp PAgP GOGq G[ Gy G > G yG ŠG e� _� �G " / ²& gF ç G � F éF ¹
show running-config #'�~Fþ�·�80¿��G" /²&gFç G� FéF¹
2-78
Catalyst 2960F¸2960-SF ¸ F ÚG �G � 2960-P G G G 2G Q G O G A G l G • G W G x G c G /G z G •G G

OL- 29499-01-J



 

'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
channel-protocol

OG q G [G x G •
G7 GyGV 0¿��Fû�` Fé

�

� F ëG #F ¹

ÿF÷FÝ

GyG" �Q#Ý Fé

F ¹

W

channel-protocol 
channel-protocol G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç F öF ¸ G
G>G" 'ö#. FéG�FïG�FûF¸ GkGŠGV �VF÷�Q#ÝFå G�G�GeG{ GV GA GyG" �D7HFç G� FéF¹ GUGc
FûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

channel-protocol { lacp | pagp} 

no channel-protocol

�S�eFþ1��Â

GUGc G7 GyGV EtherChannel Fû�m G� �\Fö G� G�Fö FÔG�GeG{ GV GA GyFÿ FÒG� G� FëG#F¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•channel-protocol G A G l G • G WF ÿF ¸ G OG q G [ G yG " LACP G � F ïF ÿ PAgP Fû�D7H FéG�FïG�FðFáFû�Q#ÝFç G
FéF¹channel-protocol GA Gl G• GWG" �Q#ÝFç Fö GeG{ GV GA GyG" 0¿�� FéG����œF¸ 0¿��Fÿ channel-group G2
G•GM GŠGc G5 G2GG G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G W F ÷� V� iF Ý F å G �G �F ã F ø F ÿ F ÒG � G

channel-group G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WF ÿF ¸EtherChannel FþG_ Gw
G o G ŠG M 0 ¿� �F û� Q# ÝF ç F ö F ß F ðF å F ÔF ¹ G � F ïF ¸channel-group G A G l G • G WF ÿF ¸EtherChannel Fû�PFç GpGŠ
GWG" 0¿� � FéG�Fã Fø G� F÷FÝ G� FéF¹

EtherChannel G > G yG ŠG e� VF ÷F ¸PAgP FÚG�G� LACP GpGŠ GWFþ�g�‰G" G2 G[GŠGd GyFûFéG�Fã Fø F
G � F ëG #F ¹

PAgP Fø LACP FûFÿ�«�n�öFÜ FÒG� G� FëG#F¹ �g�‰Fø G� GOGq G[ GyFþ)
'ƒFÿ�  Fè GeG{ GV GA
G��²0[FÜ FÒG� G� FéF¹

�[ ��Fþ�[F÷FÿF¸ EtherChannel G " ' ö# . F éG �G e G { G V G A G yF ø F ç F ö LACP G " � æ� � F éG �� ‰� 2G " & gF ç G � F é
Switch(config-if)# channel-protocol lacp

0¿��G" &�1� FéG�FûFÿFşhow etherchannel [channel-group-number] protocol "I�’  EXEC G A G l G • G
G " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

lacp Link Aggregation Control ProtocolH�LACPH � F ÷ EtherChannel G " 0 ¿� �F ç G � F éF ¹
pagp GkGŠGV 7Ÿ(ÙGeG{ GV GA Gy H�PAgPH � F ÷ EtherChannel G " 0 ¿� �F ç G � F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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channel-protocol

�

G A G l G • G W 1 �� Â
channel-group EtherChannel G > G yG ŠG eF û G 2G ŠG CG [G Q G V GkGŠGV G" �m G� �\Fö G

FéF¹
show etherchannel protocol EtherChannel FþGeG{ GV GA Gy�_� �G" / ²&gFç G� FéF¹
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cisp enable

¸ G CG e G x G 9 G •G V
�F ûF ÿF ¸

÷ F éF ¹ � g� ‰F þG G G 2G Q G OF ÷

Ö Fû FéG�FïG�
cisp enable
G G G 2G Q G O� VF ÷ Client Information Signalling ProtocolH�CISPH � G " G 2 G [G ŠG d G yF ûF ç F öF 
G G G 2G Q G OF þ G 8G ŠG I G •G T G 1 G ?G ŠG M F ø F ç F ö� µ+ � F éG � G � F Ö F ûF éGcisp enable G>G{ GŠG^ Gy G A G •
G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹

 cisp enable

no cisp enable

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV 0¿��Fÿ FÒG� G� FëG#F¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•G8GŠGI G•GT G1 G?GŠGM Fø GCGe Gx G9 G•GV G G G 2G Q G OF þ6 ëF þ G x G •G = F ÿG V G w G •G = F 
VTP G " G 2 G [G ŠG d G yF û F éG �� �� œF ÿF ¸VTP G W G o G 2 G •� ¡F Ü�  � MF ÷ F ÒG � F ¸VTP GpGŠ GWFÜGCGŠG^F ÷ F Ò G �� ²
0[FÜ FÒG� G� FéF¹

VTP GpGŠ GWG" 0¿�� FéG����œFÿF¸MD5 GOG5 GQ G= GC GnFþ�Y�M+´G6GwGŠFûFú G� Fú FÔG� F
FûF¸ ��Fþ!lG" &�1�Fç Fö Fß FðFå FÔF¹

• VLAN FÜ$�Fú G� 2 �ŽFþGG G2GQ GOFû0¿��Få G�Fö FÔFú FÔFã Fø F¹ �  Fè GW Go G2 G•Fû VTP GCGŠG^FÜ 2 
�Ž�Ñ�~ FéG�Fã Fø FÜFã Fþ"g�ÂFþ�N�IFûFú G�Fã Fø FÜ FÒG� G� FéF¹

• �g�‰FþGG G2GQ GOF÷F¸ 0¿��Fþ Gx GaGFGu G•$��•FÜ$�FúFóFö FÔG�Fã Fø F¹ 

�[ ��Fþ�[F÷FÿF¸ CISP G " G 2 G [G ŠG d G yF ûF éG �� ‰� 2G " & gF ç G � F éF ¹
switch(config)# cisp enable 

6õ4�GA GlG• GW

cisp enable CISP G " G 2 G [G ŠG d G yF ûF ç G � F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â

dot1x credentials H � G >G { G Š
G ^ G y G A G •G c G 1 G <G s G z G Š
GEGu G•H �profile

GeG{ Gc G/ G2 GyG" GCGe Gx G9 G•GV G G G 2G Q G OF û0 ¿� �F ç G � F éF ¹

show cisp �æ��Få G�Fï G2 G•GM GŠGc G5 G2GG Fþ CISP �_��G" /²&gFç G� FéF¹
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class

F ¸
G�

ÒG � G � F éF ¹

•" � Q

Gx GEGŠ
F éF ¹
ç�Ü

¸

" � �* OF ç G � F éF ¹ G k G x G CG ŠF ÿF ¸
éF¹ 0ò(ýFû
ö F ß F ð

G7 GyGVG
class
�æ��FþG= Gw GG GlGQ Ge�¡FþGV Gw Gc G1 GQ G= G" �(8® FéG��M+´�²�óG" H�policeF¸setF ¸ F ÚG �G � trust  G k G x
GEGŠ GlGQ Ge G = G w G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç F öH � � �* O F éG �F ûF ÿclass G k G x
GEGŠ GlGQ Ge G A G •G c G 1 G <G s G z G ŠG EG u G • GA Gl G• GWG" �Q#ÝFç G� FéF¹ �¤�ÑFþG= Gw GG GlGQ GeG" �P7V Fé
���œFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

class { class-map-name | class-default}

no class { class-map-name | class-default}

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â

GUGc G7 GyGV G = G w G G GlGQ GeFÿ��*OFå G�Fö FÔG� FëG#F¹

G A G lG • G W GpGŠGW G k G x G EG Š GlGQ Ge G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•class G A G l G • G WG " � Q# Ý F éG �� SF ûF ¸policy-map G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G G A G l G • G WG
#ÝFç Fö Gk Gx GEGŠ G lG Q G eG " 1 ‘� 9F ç F ¸ G k G x G EG Š GlGQ Ge G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GWG" 6ä�� FéG�
�²0[FÜ FÒG� G� FéF¹ Gk Gx GEGŠ GlGQ GeG" �æ�� FéG�Fø F¸ Gk Gx GEGŠ GlGQ Ge
ÆF÷�‚0dG= Gw GG FþGk
G " 0 ¿� �F ç F ï G � F ¸ � ¤� ÑG = G w G G F þG k G x G EG ŠG " � š� fF ç F ï G � F éG �F ã F ø F ÜF ÷F Ý G �service-policy G 2 G •
G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç F öF ¸ G k G x G EG Š GlGQ GeG" GkGŠGV G��
FéG�Fã Fø FÜF÷FÝ G� FéF¹

class G A G l G • G WG " 
 °� Š F éG �F ø F ¸ G k G x G EG Š GlGQ Ge G = G w G G G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GW Fû
° G� F
��FþGA G•Gc G1 G<Gs Gz GŠGEGu G• GA Gl G• GWFÜ�Q#Ý�•+�FûFú G� G� FéF¹

• exit H � G k G x G EG Š GlGQ Ge G = G w G G G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GWG" )
�¢Fç F̧ Gk Gx GEGŠ GlGQ Ge 
G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GW Fû�̀ G� G� FéF¹

• no H � G A G l G • G WG " F íF þG UG cG 7 G yG V 0 ¿� �F û� `F ç G � F éF ¹

• police H � � (8 ®F ç F ïG V G w G c G 1 G Q G = F þG k G x G CG ŠG � F ïF ÿ7 Ÿ( ÙG k G x G CG ŠG
�•�æ�œFþ7H�ØFÚG�G�FíFþ7H�ØG" 2x4#Fç Fï���œFû��/œ FéG� G0G= GEGu G•G" �æ��Fç G� F
FôFÔFö FÿF¸police FÚG�G� police aggregate G k G x G EG Š GlGQ Ge G = G w G G G A G l G • G WG " � g! ·F ç F
F å F ÔF ¹

class-map-name G = G w G G GlGQ GeFþ�¡�SG" �æ��Fç G� FéF¹
class-default �(8®Få G�Fö FÔFú FÔG_G?GQ GV Fû�M+´ FéG�GE GG GT GnFþGUGc G = G w G

F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
12.2(55)SE class-default G;GŠ G}GŠ GWFÜ3ã�•Få G�G� Fç FïF¹
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class

F ö F ÿF ¸W

8—"g�ÂG" ��*O

� F éF ¹ " I

" � �/ œF ç
� Q# Ý

� F éF ¹

UG cG 7 G yG V
H �G V G w G c G 1 G Q G =å G �F ï� M
ø 0 bF úF å G �G � F éF ¹

Gl G• GW
G" /œ FÔF¸

w G c G 1 G Q G = F ÿF ¸ G k G x G E G • G >0 ¿� �

� FéF¹

GQ G=G G "
• setH � � (8 ®F ç F ïG V G w G c G 1 G Q G = F û� m G � � \F ö G �� ÍG " � æ� �F ç G � F éF ¹ 0 ò( ýF ûF ôF Ôset G A G l G • G
G " � g! ·F ç F ö F ß F ðF å F ÔF ¹

• trust H�class G A G l G • G WG � F ïF ÿ class-map GA Gl G• GW F÷�(8®Fç FïGV Gw Gc G1 GQ G= Fþ�™
F ç G � F éF ¹ 0 ò( ýF ûF ôF ÔF ö F ÿF ¸trust  G A G l G • G WG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

G k G x G EG Š GlGQ Ge G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GW Fû�̀ G�FûFÿF̧exit G A G l G • G WG " � Q# ÝF ç G
�’  EXEC GpGŠ GW Fû�̀ G�FûFÿF̧end G A G l G • G WG " � Q# ÝF ç G � F éF ¹

class G A G l G • G WF ÿF ¸class-map G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G W F ø �   F è � µ+ �G
G� FéF¹ �ÚFþ FùFþGkGŠGV Fø G� 
¹�wFå G�Fö FÔFú FÔ�‚Fç FÔ�(8®FÜ�²0[Fú���œFÿF¸class G A G l G • G WG "
Fç G� FéF¹ GlGQ GeFÜ�¨�XFþGkGŠGV 6ëF÷
¹�wFå G�G����œFÿF¸class-map G A G l G • G WG " � Q# ÝF ç G

class class-default G k G x G EG Š GlGQ Ge G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç F öF ¸ G 
G = G w G G G " 0 ¿� �F ÷F Ý G � F éF ¹ � (8 ®F å G �F ö F ÔF ú F ÔG V G w G c G 1 G Q G = G = G w G G F ÷� æ� �F
+´�ö =G"  6Fï Få Fú FÔGV Gw Gc G1 GQ G= H� FÿF¸ GUGcG7 GyGV G V G w G c G 1 G Q G = F ÷ F Ò G �F

�[ ��Fþ�[F÷FÿF¸ policy1 Fø FÔ FÖ �¡�SFþGk Gx GEGŠ GlGQ GeG" �8�B FéG��‰�2G" &gFç G� FéF¹ Fã FþGA
FÜ
°�Š�‰�¥Fû�ç�ÜFå G�Fï���œFçlass1 F÷��*OFå G�Fï FéG	FöFþ%T�™GV Gw Gc G1 GQ G= Fþ!·�œ
IP DiffServ G A G Š G W G k G 2 G •G V H �DSCPH � G " 10 Fû0¿��Fç F¸ �¹�’Gz GŠGV 1 Mb/sF ¸ G ^G ŠG G G V 20 KB FþGV
G w G c G 1 G Q G = G " G k G x G E G • G >F ç G � F éF ¹ G e G { G c G / G 2 G yG " 2 x4 # F éG �G V G 
DSCP GlGQ GeFÛ G� �w�™Fç Fï DSCP �ÍFÜGlGŠG= Få G�FöFÛ G� 3æ�™Få G�G� FéF¹
Switch(config)# policy-map policy1
Switch(config-pmap)# class class1
Switch(config-pmap-c)# set dscp 10
Switch(config-pmap-c)# police 1000000 20000 exceed-action policed-dscp-transmit
Switch(config-pmap-c)# exit

��Fþ�[F÷FÿF¸ Gk Gx GEGŠ GlGQ GeFûGUGcG7 GyGV FþGV Gw Gc G1 GQ G= G= Gw GG G" 0¿�� FéG��‰�2G" &gFç G
Switch# configure terminal  
Switch(config)# class-map cm-3
Switch(config-cmap)# match ip dscp 30
Switch(config-cmap)# match protocol ipv6
Switch(config-cmap)# exit
Switch(config)# class-map cm-4
Switch(config-cmap)# match ip dscp 40
Switch(config-cmap)# match protocol ip
Switch(config-cmap)# exit
Switch(config)# policy-map pm3
Switch(config-pmap)# class class-default
Switch(config-pmap-c)# set dscp 10
Switch(config-pmap-c)# exit
Switch(config-pmap)# class cm-3
Switch(config-pmap-c) set dscp 4
Switch(config-pmap-c)# exit
Switch(config-pmap)# class cm-4
Switch(config-pmap-c)# trust cos
Switch(config-pmap-c)# exit
Switch(config-pmap)# exit

0¿��G" &�1� FéG�FûFÿFşhow policy-map "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

��Fþ�[F÷FÿF¸ class-default FÜ�q�6Fû0¿��Få G�Fï���œF÷G� F¸ GUGcG7 GyGV FþGV Gw Gc G1 G = G w G
G k G x G EG Š GlGQ Ge pm3 Fþ)
G�G� Fû+¬�·$×Fû4Ä*( FéG��‰�2G" &gFç G� FéF¹
Switch# show policy-map pm3
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class

w GG

¸

ç F ö � (
  Policy Map pm3
    Class cm-3
      set dscp 4
    Class cm-4
      trust cos
    Class class-default

set dscp 10
Switch#

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
class-map �¡�SG" �æ��Fç Fï G= Gw GG Fø G_G?GQ GV Fø Fþ!·�œFû�Q#Ý FéG�G= G GlGQ GeG"

�8�BFç G� FéF¹
police �(8®Fç FïGV Gw Gc G1 GQ G= FûGk Gx GCGŠG" ��*OFç G� FéF¹
policy-map 0
�XFþGkGŠGV Fû�K)F�•+�FúGk Gx GEGŠ GlGQ GeG" �8�BG� FïFÿ�š�fFç FöF¸

GCGŠ GaGG G k G x G EG ŠG " � æ� �F ç G � F éF ¹
set G_G?GQ GV Fû DSCP �ÍG� FïFÿ IP precedence �ÍG" 0¿�� FéG�Fã Fø Fû G�FóFöF

IP G V G w G c G 1 G Q G = G " � (8 ®F ç G � F éF ¹
show policy-map Quality of ServiceH�QoSH � G k G x G EG Š GlGQ GeG" /²&gFç G� FéF¹
trust class G k G x G EG Š GlGQ Ge G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG � F ïF ÿ 

class-map G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF
8®Få G�FïGV Gw Gc G1 GQ G= Fþ�™8—"g�ÂG" ��*OFç G� FéF¹
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class-map

z G ŠG EG u
z G ŠG EG u

ÒG � G � F éF ¹

G7 GyGV Fÿ

1

ö G _G ?G Q
�G �

1

l

G s

þ1=#.'�G"
� FéF¹

G" Fø G� G� FéF¹
class-map
G_G?GQ GV Fø �¡�SG" �æ��Fç Fï G= Gw GG Fø Fþ!·�œFû�Q#Ý FéG�G= Gw GG GlGQ GeG" �8�BFç F¸ G= Gw GG GlGQ Ge 
G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GWG" 6ä�� FéG�FûFÿF̧class-map G>G{ GŠG^ Gy G A G •G c G 1 G <G s G
G• GA Gl G• GWG" �Q#ÝFç G� FéF¹ �¤�ÑFþG= Gw GG GlGQ GeG" �P7VFç F¸ G>G{ GŠG^ Gy G A G •G c G 1 G <G s G
G• GpGŠ GW Fû�̀ G�FûFÿF̧ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

class-map [match-all | match-any] class-map-name

no class-map [match-all | match-any] class-map-name

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â

GUGc G7 GyGV G = G w G G GlGQ GeFÿ��*OFå G�Fö FÔG� FëG#F¹

match-all G � F ïF ÿ match-any Fþ FùFñ G�FþG;GŠ G}GŠ GWG� �æ��Få G�Fö FÔFú FÔ���œF¸ GUGc 
match-all F ÷ F éF ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•G = G w G G GlGQ Ge�M+´�ö =G" �8�BG� FïFÿ�š�f FéG�G= Gw GG Fþ�¡�SG" �æ��Fç F¸ G= Gw GG GlGQ Ge G A G •G c G
G<Gs Gz GŠGEGu G• GpGŠ GWG" 6ä�� FéG����œFÿF¸ Fã FþGA Gl G• GWG" �Q#ÝFç G� FéF¹

G>G{ GŠG^ GyFû�¡�SFÜ�ÜFáG� G�FïGkGŠGV FäFø Fû4:#ÝFå G�G�GCGŠ GaGG G k G x G EG ŠF þ� M4 ŠF ø F ç F
GV Fþ�(8®F¸ GlGŠG; G• G>F¸ FÚG�G�7Ÿ(ÙGk Gx GE G• G>G" ��*O FéG����œFÿF¸class-map G A G l G • G W F ÚG
FíFþ GCGdGA Gl G• GWG" �Q#ÝFç G� FéF¹

Quality of ServiceH�QoSH � G = G w G G GlGQ Ge G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GW F÷FÿF̧ ��FþGA G•Gc G
G<Gs Gz GŠGEGu G• G A G l G • G WG " � <# Ý F éG �F ã F ø F ÜF ÷F Ý G � F éF ¹

• description H � G = G w G G GlGQ GeG" 1��ÂFç G� Fé H��q�± 200 �e�ÐH�F¹show class-map "I�’  EXEC G A G
G • G WF ÿF ¸ G = G w G G GlGQ GeFþ1��ÂFø �¡�SG" /²&gFç G� FéF¹

• exit H�QoS G = G w G G GlGQ Ge G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GWG" )
�¢Fç G� FéF¹

• match H� �(8®�ö =G" 0¿��Fç G� FéF¹ 0ò(ýFûFôFÔFö FÿF¸match H�G= Gw GG GlGQ Ge G A G •G c G 1 G <
G z G ŠG EG u G •H �G A G l G • G WG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

match-all H��õ�–H� Fã FþG= Gw GG GlGQ Ge
ÆFþ FéG	FöFþ�M+´GG GTGŠGV Go G•GV F
F ø G � G � F éF ¹ G = G w G G GlGQ Ge
ÆFþ FéG	FöFþ�ö =FÜ�M+´ FéG��²0[FÜ FÒG� G

match-any H��õ�–H� Fã FþG= Gw GG GlGQ Ge
ÆFþ�M+´GG GTGŠGV Go G•GV Fþ1=#.�ô
1 Fô�è�VFþ�²�óFÜ�M+´Fç Fö FÔFú FáG�G�Fú G� G� FëG#F¹

class-map-name G = G w G G GlGQ Ge�¡F÷ FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
class-map

�Fö
G Q G IG ŠG F

éF ¹

M+´�²�ó
1
¹

éF¹
• no H � G = G w G G GlGQ GeFÛ G� �M+´GG GTGŠGV Go G•GV G" �P7VFç G� FéF¹

• renameH� #'�~FþG= Gw GG GlGQ GeFþ�¡�SG" �š�fFç G� FéF¹ G= Gw GG GlGQ Ge�¡G" FéF÷Fû�Q#ÝFå G
FÔG�� ¡�SFû�š� f FéG�Fø F¸ FÂA class-map with this name already exists F Ã F ø F Ô F Ö G o
FÜ/²&gFå G�G� FéF¹

"@#.GkGŠGV �"�)F÷G_G?GQ GV �(8®G" ��*O FéG�FïG�F¸ G= Gw GG GlGQ Ge FäFø Fû 1 FôFêFôFû7H G� match GA
G l G • G WF ÜG CG kG ŠG V F å G �F ö F ÔG � F éF ¹ F ã F þ" g� #F ÷F ÿF ¸match-all G;GŠ G}GŠ GW Fø match-any G;GŠ G}GŠ
GWFÿ�   Fè F÷ FéF¹

1 FôFþG= Gw GG GlGQ GeF÷0¿��F÷FÝ G� G0G= GIGG G A G •G V G { G Š G y G x G G G V H �ACLH � F ÿ 1 FôFðFáF÷ FéF¹ACL 
FûFÿ0
�XFþ G0G= GIGG G A G •G V G { G Š G y G6G•GV Gx H�ACEH � G " � µG � G �F ã F ø F ÜF ÷F Ý G � F

�[ ��Fþ�[F÷FÿF¸ G= Gw GG GlGQ Ge class1 Fû 1 FôFþ�M+´�ö = H�G0G= GIGG G x G G G V 103H� G" 0¿�� FéG��‰�2G"
&gFç G� FéF¹
Switch(config)# access-list 103 permit ip any any dscp 10
Switch(config)# class-map class1
Switch(config-cmap)# match access-group 103
Switch(config-cmap)# exit

��Fþ�[F÷FÿF¸ G= Gw GG GlGQ Ge class1 G " � P7 V F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch(config)#  no class-map class1

show class-map "I�’  EXEC G A G l G • G WG " 
 °� Š F éG �F ø F ¸ 0 ¿� �G " & �1 �F ÷F Ý G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
class �æ��Få G�Fï G= Gw GG GlGQ Ge�¡FþGV Gw Gc G1 GQ G= �(8®�

H�policeF¸setF ¸ F ÚG �G � trust  G k G x G EG Š GlGQ Ge G = G w G G G A G •G c G
G<Gs Gz GŠGEGu G• G A G l G • G W F û G � G �H � G " � �* OF ç G � F éF

match H�G= Gw GG GlGQ Ge G A G •
G c G 1 G <G s G z G ŠG EG u G •H �

GV Gw Gc G1 GQ G= G" �(8® FéG�FïG�Fþ�M+´�²�óG" ��*OFç G� F

policy-map 0
�XFþGkGŠGV Fû�K)F�•+�FúGk Gx GEGŠ GlGQ GeG" �8�BG� FïFÿ�š�f
F ç F öF ¸ G CG Š G aG G G k G x G EG ŠG " � æ� �F ç G � F éF ¹

show class-map QoS G = G w G G GlGQ GeG" /²&gFç G� FéF¹
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clear arp inspection log

û

W

éF ¹

Æ

clear arp inspection log
G N G 2 G XG m G Q G = G 0 G WG z G G 0 Ž� ôG e G { G V G A G y H �ARPH � G 2 G •G G G hG = G EG u G • G { G > G^GQ Gc G/G" �˜�d FéG�F
FÿF çlear ip arp inspection log "I�’  EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

clear ip arp inspection log 

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV GUGcG7 GyGV Fÿ��*OFå G�Fö FÔG� FëG#F¹

G A G lG • G W GpGŠGW "I�’  EXEC 

G A G lG • G W � š� T

�[ ��Fþ�[F÷FÿF¸ G{ G> G^GQ Gc G/Fþ
Æ��G" G= Gx G0FéG��‰�2G" &gFç G� FéF¹
Switch# clear ip arp inspection log

G { G >F ÜG = G x G 0F å G �F ïF Û F ù F Ö F ÛG " & �1 � F éG �F ûF ÿF ¸show ip arp inspection log "I�’  EXEC G A G l G • G
G " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

G x G x G ŠG G � š� f
 Æ� �
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
arp access-list ARP G0G= GIGG G A G •G V G { G Š G y G x G G G V H �ACLH � G " � �* OF ç G � F
ip arp inspection log-buffer G N G 2 G XG m G Q G = ARP G 2 G •G G G hG = G EG u G • G { G < G • G > G^GQ Gc G/G" 0¿��

F ç G � F éF ¹
ip arp inspection vlan 
logging

VLAN �"�)F÷0°6� FéG�G_G?GQ GV Fþ GM G2GeG" �D�šFç G� FéF¹

show inventory log G N G 2 G XG m G Q G = ARP G 2 G •G G G hG = G EG u G • G { G > G^GQ Gc G/Fþ0¿��Fø 

��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
clear dot1x

F¸
ðFáG" G= Gx G0F÷

éF¹

� F éF ¹

¹

¹

clear dot1x
G G G 2G Q G OG � F ïF ÿ� æ� �F ç F ïG kG ŠG V F þ IEEE 802.1x �_��G" G= Gx G0FéG�FûFÿF¸clear dot1x "I�’  EXEC 
G A G l G • G WG " � Q# ÝF ç G � F éF ¹

clear dot1x { all | interface interface-id}

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV Fÿ��*OFå G�Fö FÔG� FëG#F¹

G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•clear dot1x all GA Gl G• GWG" �Q#ÝFç FöF¸ FéG	FöFþ�_� �G" G= Gx G0F÷FÝ G� FéF¹ G� F ïclear dot1x 
interface interface-id GA Gl G• GWG" �Q#ÝFç FöF¸ �æ��Få G�Fï G2 G•GM GŠGc G5 G2GG Fþ�_��F
F Ý G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ FéG	FöFþ IEEE 802.1x �_��G" G= Gx G0FéG��‰�2G" &gFç G� FéF¹
Switch# clear dot1x all

��Fþ�[F÷FÿF¸ �æ��Få G�Fï G2 G•GM GŠGc G5 G2GG Fþ IEEE 802.1x �_��G" G= Gx G0FéG��‰�2G" &gFç G� F
Switch# clear dot1x interface gigabithethernet1/0/1
Switch# clear dot1x interface gigabithethernet1/1

�_��FÜ�P7VFå G�FïFÛ Fù FÖ FÛG" &�1� FéG�FûFÿF¸show dot1x "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G

6õ4�GA GlG• GW

all G G G 2G Q G OF þ F éG 	F öF þ IEEE 802.1x �_��G" G= Gx G0Fç G� FéF¹
interface interface-id �æ��Få G�Fï G2 G•GM GŠGc G5 G2GG Fþ IEEE 802.1x �_��G" G= Gx G0Fç G� FéF

Gx Gx GŠGG �š�f
Æ��
12.2(25)SEE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show dot1x G G G 2G Q G OG � F ïF ÿ� æ� �F å G �F ï G kG ŠG V F þ IEEE 802.1x )+0£�_��F¸ 'ö#.

GG GTGŠGM GG F¸ FÚG�G��·�8GG GTGŠGM GG G" /²&gFç G� FéF
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
clear eap sessions

•� _� �G "

G� FéF¹ G;GŠ G}GŠ GWG" �Q

x G 0F éG �� ‰

� F éF ¹

x G 0F ç G �

" G = G x G 0F ç G � F éF ¹

EGu G•
clear eap sessions
G G G 2G Q G OG � F ïF ÿ� æ� �F ç F ïG kG ŠG V F þ Extensible Authentication ProtocolH�EAPH � G IG Q G EG u G
G = G x G 0F éG �F ûF ÿF ¸clear eap sessions "I�’  EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

clear eap sessions [credentials name [interface interface-id] | interface interface-id | method 
name | transport  name] [credentials name | interface interface-id | transport  name] ...

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV Fÿ��*OFå G�Fö FÔG� FëG#F¹

G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•clear eap sessions GA Gl G• GWG" �Q#ÝFç FöF¸ FéG	FöFþG9 G4 G•GM G" G= Gx G0F÷FÝ
#ÝFç FöF¸ "I��Fþ�_��FðFáG" G= Gx G0F÷FÝ G� FéF¹

�[ ��Fþ�[F÷FÿF¸ FéG	FöFþ EAP �_��G" G= Gx G0FéG��‰�2G" &gFç G� FéF¹
Switch# clear eap

��Fþ�[F÷FÿF¸ �æ��Få G�FïGe G{ Gc G/ G2 GyFþ EAP GIGQ GEGu G• G = G z G UG •G EG q G y� _� �G " G = G
�2G" &gFç G� FéF¹
Switch# clear eap sessions credential type1

�_��FÜ�P7VFå G�FïFÛ Fù FÖ FÛG" &�1� FéG�FûFÿF¸show dot1x "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G

6õ4�GA GlG• GW

credentials name �æ��Få G�FïGeG{ Gc G/ G2 GyFþ EAP G = G z G UG •G EG q G y� _� �G " G = G
FéF¹

interface interface-id �æ��Få G�Fï G2 G•GM GŠGc G5 G2GG Fþ EAP �_��G" G= Gx G0Fç G� FéF¹
method name �æ��Få G�Fï�‰�'Fþ EAP �_��G" G= Gx G0Fç G� FéF¹
transport name �æ��Få G�Fï�W�)Gz Gg GyFþ EAP G V G w G •G G G kG ŠG V � _� �G

Gx Gx GŠGG �š�f
Æ��
12.2(25)SEE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show eap G G G 2G Q G OG � F ïF ÿ� æ� �F å G �F ï G kG ŠG V F þ EAP FþGz GFGG GV Gz GŠG

�_��FÚG�G�GIGQ GEGu G•�_��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
clear errdisable interface

# ÝF ç

éG �� ‰

F ¹
û

ŠG c G 5 G 2G G F þ G x
� F éF ¹
clear errdisable interface
errdisable FûFúFóFö FÔFï VLAN G " 
 Ì� Ø G 2 G [G ŠG d G yF ûF éG �F ûF ÿF ¸clear errdisable interface "I�’  
EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

clear errdisable interface interface-id vlan [vlan-list] 

�S�eFþ1��Â

G A G l G • G W GUGc G7 GyGVGUGcG7 GyGV Fÿ��*OFå G�Fö FÔG� FëG#F¹

G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•shutdown FÚG�G� no shutdown F þ G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q
F ö G kG ŠG V G " 
 ÌG � G 2 G [G ŠG d G yF ûF éG �F ÛF ¸clear errdisable interface G A G l G • G WG " � Q# ÝF ç F ö VLAN Fþ 
errdisable G " G = G x G 0F ÷F Ý G � F éF ¹

�[ ��Fþ�[F÷FÿF¸GkGŠGV 2 F÷ error-disabled FûFúFóFö FÔG� FéG	FöFþ VLAN G " 
 ÌG � G 2 G [G ŠG d G yF ûF
�2G" &gFç G� FéF¹
Switch# clear errdisable interface GigabitEthernet4/0/2 vlan 

6õ4�GA GlG• GW

vlan list H��õ�–H� 
ÌG� G2 G[GŠGd GyFû FéG� VLAN F þ G x G G G V G " � æ� �F ç G � F é
vlan-list G " � æ� �F ç F ú F Ô� �� œF ÿF ¸ F éG 	F öF þ VLAN FÜ
ÌG� G2 G[GŠGd GyF
F ú G � G � F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(37)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
errdisable detect cause "I��Fþ�N�IF¸ G� FïFÿ FéG	FöFþ�N�IFû�PFç Fö 

error-disabled �è��G" G2 G[GŠGd GyFûFç G� FéF¹
errdisable recovery �G�ŸGo G9GY GH Gn�š�XG" 0¿��Fç G� FéF¹
show errdisable detect error-disabled �è��GG GTGŠGM GG G" /²&gFç G� FéF¹
show errdisable recovery errdisable �G�ŸGM G2GlGŠ�_��G" /²&gFç G� FéF¹
show interfaces status err-disabled errdisable G G G TG ŠG V F ûF úF óF ö F ÔG � G 2 G •G M G

G G G V F þ G 2 G •G M G ŠG c G 5 G 2G G G G G TG ŠG M G G G " / ²& gF ç G
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
clear ip arp inspection statistics

G •F ÷� 


F¸
�G�
clear ip arp inspection statistics
G N G 2 G XG m G Q G = G 0 G WG z G G 0 Ž� ôG e G { G V G A G y H �ARPH� �è��Fþ)+0£�_��G" G= Gx G0FéG�FûFÿF¸clear ip arp 
inspection statistics "I�’  EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

clear ip arp inspection statistics [vlan vlan-range]

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV Fÿ��*OFå G�Fö FÔG� FëG#F¹

G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�[ ��Fþ�[F÷FÿF¸ VLAN 1 Fþ)+0£�_��G" G= Gx G0FéG��‰�2G" &gFç G� FéF¹
Switch# clear ip arp inspection statistics vlan 1

)+0£�_��FÜ�P7VFå G�FïFÛ Fù FÖ FÛG" &�1� FéG�FûFÿF¸show ip arp inspection statistics vlan 1 "I�’  
EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

vlan vlan-range H��õ�–H� �æ��Få G�Fï 1 Fô�è�VFþ VLAN Fþ)+0£�_��G" G= Gx G0Fç G� FéF¹

VLAN ID $��•F÷1‘�9Få G�Fï  1 FôFþ VLAN F ¸ F í G �F îG �G " G ]G 2 G c
�)FóFï VLAN (
�VF¸ G� FïFÿG9 G•GlF÷�
�)FóFï�M4�Fþ VLAN G " � æ� �F ÷
F Ý G � F éF ¹ � æ� �F ÷F Ý G �( 
� VF ÿ 1 HZ 4094 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G WF Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show inventory statistics FéG	FöFþ VLAN G � F ïF ÿ� æ� �F å G �F ï VLAN Fþ3?3æ�íG�G_G?GQ GV

G W G { G Q G e� íG �G _G ?G Q G V F ¸MAC �è0ÉFû�»�KFç FïG_G?GQ GV F¸ FÚG 
IP �è0ÉFû�»�KFç FïG_G?GQ GV Fþ)+0£�_��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
clear ip dhcp snooping

>
= G x G 0F éG �F ûF ÿF ¸

��G" G= Gx G0
x G " � f� ‚F ç

" G=

¹

G� FéF¹

0F ç G � F éF ¹

)+

éF ¹

3ã
clear ip dhcp snooping 
DHCP G G G Z G ŠG b G • G > G ^ G 2 G •G UG 1 G • G > GUGŠGM GgGŠGG F¸DHCP G G G Z G ŠG b G • G > G ^ G 2 G •G UG 1 G • G GUGŠ
G M G gG ŠG G G6GŠGF G5 G•GV Fþ)+0£�_��G� FïFÿ DHCP G G G Z G ŠG b G • G >) +0 £G 9 G 4 G •G M G " G
clear ip dhcp snooping "I�’  EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

clear ip dhcp snooping { binding { * | ip-address | interface interface-id | vlan vlan-id} | database 
statistics | statistics}

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV Fÿ��*OFå G�Fö FÔG� FëG#F¹

G A G lG • G W GpGŠGW "I�’  EXEC 

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•clear ip dhcp snooping database statistics GA Gl G• GWG" 
°�Š FéG�Fø F¸ GG G2GQ GOFÿ)+0£�_
FéG��SFûG^ G2 G•GUG1 G• G> GUGŠGM GgGŠGG FÚG�G�G^ G2 G•GUG1 G• G> G c G / G 2 G y
 ÆF þ G 6G •G V G
G � F ëG #F ¹

�[ ��Fþ�[F÷FÿF¸ DHCP G G G Z G ŠG b G • G > G ^ G 2 G •G UG 1 G • G > GUGŠGM GgGŠGG G6GŠGF G5 G•GV Fþ)+0£�_��G
G x G 0F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch# clear ip dhcp snooping database statistics 

)+0£�_��FÜG= Gx G0Få G�FïFÛ Fù FÖ FÛG" &�1� FéG�FûFÿF¸show ip dhcp snooping database "I�’  EXEC 
G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

��Fþ�[F÷FÿF¸ DHCP GG GZ GŠGb G• G>)+0£G9 G4 G•GM G" G= Gx G0FéG��‰�2G" &gFç G� FéF
Switch# clear ip dhcp snooping statistics 

binding DHCP G G G Z G ŠG b G • G > G ^ G 2 G •G UG 1 G • G > GUGŠGM GgGŠGG G" G= Gx G0Fç
* FéG	FöFþ+¬�·G^ G2 G•GUG1 G• G>G" G= Gx G0Fç G� FéF¹
ip-address G ^ G 2 G •G UG 1 G • G > G6G•GV Gx IP G 0 G WG z G G G " G = G x G 0F ç G � F éF ¹
interface interface-id G ^ G 2 G •G UG 1 G • G >
 °� Š G 2 G •G M G ŠG c G 5 G 2G G G " G = G x G
vlan vlan-id G ^ G 2 G •G UG 1 G • G > G6G•GV Gx VLAN G " G = G x G 0F ç G � F éF ¹
database statistics DHCP G G G Z G ŠG b G • G > G ^ G 2 G •G UG 1 G • G > GUGŠGM GgGŠGG G6GŠGF G5 G•GV Fþ

0£�_��G" G= Gx G0Fç G� FéF¹
statistics DHCP G G G Z G ŠG b G • G >) +0 £G 9 G 4 G •G M G " G = G x G 0F ç G � F

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
12.2(37)SE statistics G;GŠ G}GŠ GW FÜ�_
°Få G�G� Fç FïF¹
12.2(44)SE *F¸ip-addressF¸interface interface-idF¸ FÚG�G� vlan vlan-id G;GŠ G}GŠ GWFÜ

�•Få G�G� Fç FïF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
clear ip dhcp snooping

d G yF ûF ç G �

¿� �

GG
)+0£�_��FÜG= Gx G0Få G�FïFÛ Fù FÖ FÛG" &�1� FéG�FûFÿF¸show ip dhcp snooping statistics GtGŠGD 
EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
ip dhcp snooping VLAN �VF÷ DHCP G G G Z G ŠG b G • G >G " G 2 G [G ŠG

FéF¹
ip dhcp snooping database DHCP G G G Z G ŠG b G • G > G ^ G 2 G •G UG 1 G • G > GUGŠGM GgGŠGG 

G6GŠGF G5 G•GV G� FïFÿG^ G2 G•GUG1 G• G> G c G / G 2 G yG " 0
F ç G � F éF ¹

show ip dhcp snooping binding DHCP G G G Z G ŠG b G • G > GUGŠGM GgGŠGG G6GŠGF G5 G•GV Fþ
GTGŠGM GG G" /²&gFç G� FéF¹

show ip dhcp snooping database DHCP G G G Z G ŠG b G • G > G ^ G 2 G •G UG 1 G • G > GUGŠGM GgGŠGG 
G6GŠGF G5 G•GV Fþ)+0£�_��G" /²&gFç G� FéF¹

show ip dhcp snooping statistics DHCP GG GZ GŠGb G• G>Fþ)+0£�_��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
clear lacp

0F éG �F ûF ÿF ¸

G x G 0F ÷F Ý G � F éF ¹ G � F ïF ¸ � æ� �

x G 0F éG �� ‰� 2G " & gF ç G � F éF ¹

F ç G � F éF ¹
clear lacp 
Link Aggregation Control ProtocolH�LACPH � G OG q G [ G y G > G yG ŠG eF þG 9 G 4 G •G M G " G = G x G
clear lacp "I�’  EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

clear lacp { channel-group-number counters | counters}

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV Fÿ��*OFå G�Fö FÔG� FëG#F¹

G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•clear lacp counters G A G l G • G WG " � Q# Ý F éG �F ã F ø F ÷F ¸ G 9 G 4 G •G M G " F éG 	F ö G =
FþGOGq G[ Gy G > G yG ŠG eF þG 9 G 4 G •G M F ðF áG " G = G x G 0F éG �� �� œF ûF ÿF ¸clear lacp channel-group-number 
counters G A G l G • G WG " � Q# ÝF ç G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ FéG	FöFþGOGq G[ Gy G> GyGŠGe�_��G" G= Gx G0FéG��‰�2G" &gFç G� FéF¹
Switch# clear lacp counters

��Fþ�[F÷FÿF¸ G> GyGŠGe 4 Fþ LACP G V G w G c G 1 G Q G = F þG 9 G 4 G •G M G " G = G
Switch# clear lacp 4 counters

�_��FÜ�P7VFå G�FïFÛ Fù FÖ FÛG" &�1� FéG�FûFÿF¸show lacp counters G � F ïF ÿ show lacp 4 counters "I
�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

channel-group-number H��õ�–H� GOGq G[ Gy G> GyGŠGe$��•F¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ 6 F ÷ F éF ¹
counters G V G w G c G 1 G Q G = F þG 9 G 4 G •G M G " G = G x G 0

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show lacp LACP GOGq G[ Gy G > G yG ŠG e� _� �G " / ²& gF ç G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
clear logging onboard

GW7€
G W G 0G { G •

CG kG ŠG V F å

˜F å F ú F ÔG � F Ö F ûF éG �

Fç

•

0Fç

0Fç

F éF ¹
clear logging onboard
G c G wG Q G E G s Go GpGx Fû�–�ÑFå G�Fö FÔG��·�8�ì6ëFø CLI GA Gl G• GW�_���è�¥Fþ FéG	FöFþ G8G•GjGŠ
� �G{ G< G• G> H�OBFLH � G UG ŠG M G " � ˜� d F éG �F ûF ÿF ¸ G G G 2G Q G O G G G M G Q G = � VG � F ïF ÿG G G M G • GG
G2GQ GO�VF÷ clear logging onboard "I�’  EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

clear logging onboard [module {switch-number | all}

H��@H� F ã F þG A G l G • G WF ÿF ¸LAN base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG � Catalyst 2960-S G G G 2G Q G OF þ G �F ÷G
G�Fö FÔG� FéF¹

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV Fÿ��*OFå G�Fö FÔG� FëG#F¹

G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•OBFL F ÿ G 2 G [G ŠG d G yF ûF ç F ö F ÚF Ý F ¸ G c G wG Q G E G s G o G pG x F û� –� ÑF å G �F ï G UG ŠG M F ÿ�
F ã F ø G " � N� áF ç G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ �·�8�ì6ëFø  CLI GA Gl G• GW�_���è�¥Fþ FéG	FöFþ OBFL �_��G" G= Gx G0FéG��‰�2G" &g
G � F éF ¹
Switch# clear logging onboard
Clear logging onboard buffer [confirm]

�_��FÜ�P7VFå G�FïFÛ Fù FÖ FÛG" &�1� FéG�FûFÿF¸show logging onboard onboard "I�’  EXEC G A G l G
GWG" 
°�ŠFç G� FéF¹

6õ4�GA GlG• GW

GpGFGs GŠ Gy H��õ�–H� GG GM GQ G= 
ÆFþ�æ��Fç Fï GG G2GQ GOFþ OBFL GUGŠGM G" G= Gx G
G � F éF ¹

switch-number �æ��Fç Fï GG G2GQ GOFþ OBFL F þ G �G = G x G 0F ç G � F éF ¹ ( 
� VF ÿ 1 HZ 4 F ÷ F éF ¹
all H��õ�–H� GG GM GQ G= 
ÆFþ FéG	FöFþGG G2GQ GOFþ OBFL GUGŠGM G" G= Gx G

G � F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(53)SE1 F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
hw-module module [switch-number] logging onboard OBFL G " G 2 G [G ŠG d G yF ûF ç G �
show logging onboard onboard OBFL �_��G" /²&gFç G� FéF¹
2-95
Catalyst 2960F¸2960-SF ¸ F ÚG �G � 2960-P G G G 2G Q G O G A G l G • G W G x G c G /G z G •G G

OL- 29499-01-J



 

'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
clear mac address-table

Gm GQ G=G F ¸
2

yG �

ÒG � G � F éF ¹

� 2G " & gF ç

VF å G �F ïF Û F ù F Ö

éF ¹

GN

G "

V Fç G� FéF¹
clear mac address-table
"I��Fþ GN G2 GXGm GQ G= G0 GWGz GG F¸ "I��Fþ G2 G•GM GŠGc G5 G2GG �VFþ FéG	FöFþ GN G2 GX G 0 G WG z G
G G G M G Q G = G o G •G ^� VF þ F éG 	F öF þ G N G 2 G XG m G Q G = G0 GWGz GG F¸ G� FïFÿ"I��Fþ VLAN �VFþ FéG	FöFþ GN G
GXGm GQ G= G 0 G WG z G G G " MAC G 0 G WG z G G G TG ŠG d G yF Û G � � P7 V F éG �F ûF ÿF ¸clear mac-address-table "I�’  
EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹ F ã F þG A G l G • G WF ÿG � F ï MAC G 0 G WG z G G 3 û% ± G >G { G ŠG ^ G G 9 G 4 G •G M
G = G x G 0F ç G � F éF ¹

clear mac address-table { dynamic [address mac-addr | interface interface-id | vlan vlan-id] | 
notification }

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV Fÿ��*OFå G�Fö FÔG� FëG#F¹

G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�[ ��Fþ�[F÷FÿF¸ GN G2 GXGm GQ G= G 0 G WG z G G GTGŠGd GyFÛ G� "I��Fþ MAC G 0 G WG z G G G " � P7 V F éG �� ‰
G � F éF ¹
Switch# clear mac address-table dynamic address 0008.0070.0007

show mac address-table "I�’  EXEC G A G l G • G WG " 
 °� Š F éG �F ã F ø F û G � G � F ¸ � _� �F Ü� P7
FÛG" &�1�F÷FÝ G� FéF¹

6õ4�GA GlG• GW

dynamic FéG	FöFþ GN G2 GXGm GQ G= MAC G 0 G WG z G G G " � P7 VF ç G � F éF ¹
dynamic address 
mac-addr

H��õ�–H� �æ��Få G�Fï GN G2 GXGm GQ G= MAC G 0 G WG z G G G " � P7 VF ç G � F

dynamic interface 
interface-id

H��õ�–H� �æ��Få G�Fï"@#.GkGŠGV G� FïFÿGkGŠGV GOGq G[ Gy�VFþ FéG	FöFþ
G 2 G XG m G Q G = MAC G 0 G WG z G G G " � P7 VF ç G � F éF ¹

dynamic vlan vlan-id H��õ�–H� �æ��Få G�Fï  VLAN F þ F éG 	F öF þ G N G 2 G XG m G Q G = MAC G 0 G WG z G G
�P7VFç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ 4094 F ÷ F éF ¹

notification �š�TGTGŠGd GyFþ3û%±G" G= Gx G0Fç F¸ G9 G4 G•GM G" Gx GIGQ G

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
clear mac address-table

éF¹

�G�

�F ï G 2 G •G M G Š
G�

ŠG= 'ö#.Ge
eG" G2
G A G l G • G W 1 �� Â
mac address-table notification MAC G0 GWGz GG 3û%±�µ+�G" G2 G[GŠGd GyFûFç G� F
show mac access-group MAC G 0 G WG z G G GTGŠGd GyFþGG GM GTG1 GQ G= G6G•GV Gx FÚG

G N G 2 G XG m G Q G = G6G•GV Gx G" /²&gFç G� FéF¹
show mac address-table notification F éG 	F öF þ G 2 G •G M G ŠG c G 5 G 2G G G � F ïF ÿ� æ� �F å G

G c G 5 G 2G G F û� P F éG � MAC G0 GWGz GG 3û%±0¿��G" /²&gFç
FéF¹

snmp trap mac-notification change "I��Fþ G2 G•GM GŠGc G5 G2GG �VFþ(F�ÆG[GQ GV G}G
G { G V G A G y H �SNMPH�MAC G0 GWGz GG 3û%±GV GwGQ G
G[GŠGd GyFûFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
clear mac address-table move update

Fç G� FéF¹

¸� _� �F ÜG = G x G 0
clear mac address-table move update
MAC G 0 G WG z G G GTGŠGd GyFþ&ã/œ�f�‚6õ4�G9 G4 G•GM G" G= Gx G0FéG�FûFÿF¸clear mac address-table 
move update "I�’  EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

clear mac address-table move update 

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV GUGcG7 GyGV Fÿ��*OFå G�Fö FÔG� FëG#F¹

G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�[ ��Fþ�[F÷FÿF¸ MAC G 0 G WG z G G GTGŠGd Gy&ã/œ�f�‚6õ4�G9 G4 G•GM G" G= Gx G0FéG��‰�2G" &g
Switch# clear mac address-table move update

show mac address-table move update "I�’  EXEC G A G l G • G WG " 
 °� Š F éG �F ã F ø F û G � G � F
F å G �F ïF Û F ù F Ö F ÛG " & �1 �F ÷F Ý G � F éF ¹

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(25)SED F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
mac address-table move update 
{ receive | transmit }

G G G 2G Q G O� VF þ MAC G 0 G WG z G G GTGŠGd Gy&ã/œ�f�‚G" 0¿��Fç
G � F éF ¹

show mac address-table move updateG G G 2G Q G OF û MAC G 0 G WG z G G GTGŠGd Gy&ã/œ�f�‚�_��G" /²&g
F ç G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
clear nmsp statistics

OF÷�/�•�ìGK GcGV

ÒG � G � F éF ¹

å G �F ïF Û F ù F Ö F ÛG "
clear nmsp statistics
G[GQ GV G}GŠG= GpGaGx GT G1 GCGŠ GaGG G e G { G V G A G y H �NMSPH� Fþ)+0£�_��G" G= Gx G0FéG�FûFÿF¸clear 
nmsp statistics "I�’  EXEC GA Gl G• GWG" �Q#ÝFç G� FéF¹ Fã FþGA Gl G• GWFÿF¸ GG G2GQ G
G 4 G 5 G 0 G2 Go GŠGFFÜ��/œFå G�Fö FÔG����œFûFðFá�<#ÝF÷FÝ G� FéF¹

clear nmsp statistics

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV GUGcG7 GyGV Fÿ��*OFå G�Fö FÔG� FëG#F¹

G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�[ ��Fþ�[F÷FÿF¸ NMSP Fþ)+0£�_��G" G= Gx G0FéG��‰�2G" &gFç G� FéF¹
Switch# clear nmsp statistics

show nmsp statistics "I�’  EXEC G A G l G • G WG " 
 °� Š F éG �F ã F ø F û G � G � F ¸ � _� �F Ü� P7 VF
&�1�F÷FÝ G� FéF¹

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show nmsp NMSP �_��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
clear pagp

� F ïF ¸
G 4 G •

G x G 0F éG �� ‰� 2G " & gF ç G � F éF ¹

F éF ¹

F ç G � F éF ¹
clear pagp
GkGŠGV 7Ÿ(ÙGeG{ GV GA Gy H�PAgPH � G OG q G [ G y G > G yG ŠG e� _� �G " / ²& g F éG �F ûF ÿF ¸clear pagp "I�’  EXEC 
G A G l G • G WG " � Q# ÝF ç G � F éF ¹

clear pagp { channel-group-number counters | counters}

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV Fÿ��*OFå G�Fö FÔG� FëG#F¹

G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•FéG	FöFþG9 G4 G•GM G" G= Gx G0FéG�FûFÿF̧clear pagp counters G A G l G • G WG " � Q# ÝF ç G � F éF ¹ Gclear 
pagp channel-group-number counters GA Gl G• GWG" �Q#Ý FéG�Fø F¸ �æ��FþGOGq G[ Gy G > G yG ŠG eF þG 9
G M F ðF áG " G = G x G 0F ÷F Ý G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ FéG	FöFþGOGq G[ Gy G> GyGŠGe�_��G" G= Gx G0FéG��‰�2G" &gFç G� FéF¹
Switch# clear pagp counters

��Fþ�[F÷FÿF¸ G> GyGŠGe 10 Fþ PAgP G V G w G c G 1 G Q G = F þG 9 G 4 G •G M G " G =
Switch# clear pagp 10 counters

�_��FÜ�P7VFå G�FïFÛ Fù FÖ FÛG" &�1� FéG�FûFÿF¸show pagp "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G �

6õ4�GA GlG• GW

channel-group-number H��õ�–H� GOGq G[ Gy G> GyGŠGe$��•F¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ 6 F ÷ F éF ¹
counters G V G w G c G 1 G Q G = F þG 9 G 4 G •G M G " G = G x G 0

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show pagp PAgP GOGq G[ Gy G > G yG ŠG e� _� �G " / ²& gF ç G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
clear port-security

G OG � F ïF ÿ G 2 G •
1 GQ G;H� Fþ FéG	FöFþGI
éF ¹

" & gF ç

� P7 V

éF ¹

F ç

GQ

G "
Gu G•G"

WGz GG Fþ

Fþ
clear port-security
MAC G 0 G WG z G G G TG ŠG d G yF Û G � F éG 	F öF þG IG ;G s G 0 G 0 G WG z G G G " � P7 V F éG �F ÛF ¸ G G G 2G Q
GM GŠGc G5 G2GG �VFþ"I��Fþ GM G2Ge H�0¿���íG�F¸ GN G2 GXGm GQ G= F¸ G� FïFÿGG GT G
G;Gs G0 G 0 G WG z G G G " � P7 V F éG �F ûF ÿF ¸clear port-security "I�’  EXEC G A G l G • G WG " � Q# ÝF ç G � F

clear port-security { all | configured | dynamic | sticky} [[ address mac-addr | interface 
interface-id] [vlan { vlan-id | {access | voice}}]]

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV Fÿ��*OFå G�Fö FÔG� FëG#F¹

G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�[ ��Fþ�[F÷FÿF¸ MAC G 0 G WG z G G G TG ŠG d G yF Û G � F éG 	F öF þG IG ;G s G 0 G 0 G WG z G G G " � P7 V F éG �� ‰� 2G
G � F éF ¹
Switch# clear port-security all

all FéG	FöFþGIG;Gs G0 MAC G 0 G WG z G G G " � P7 VF ç G � F éF ¹
configured 0¿���íG�GIG;Gs G0 MAC G 0 G WG z G G G " � P7 VF ç G � F éF ¹
dynamic G]GŠ GW G4 G5 G0Fû G�FóFö+¬�·�Û*fFå G�Fï GIG;Gs G0 MAC G 0 G WG z G G G "

F ç G � F éF ¹
sticky +¬�·�Û*fG� FïFÿ0¿���íG�GIG;Gs G0 MAC G 0 G WG z G G G " � P7 VF ç G � F
address mac-addr H��õ�–H� �æ��Få G�Fï GN G2 GXGm GQ G= GIG;Gs G0 MAC G 0 G WG z G G G " � P7 V

G � F éF ¹
interface interface-id H��õ�–H� �æ��Få G�Fï"@#.GkGŠGV G� FïFÿ VLAN �VFþ FéG	FöFþ GN G2 GXGm

G= GIG;Gs G0 MAC G 0 G WG z G G G " � P7 VF ç G � F éF ¹
vlan H��õ�–H� �æ��Få G�Fï VLAN F Û G � � æ� �F å G �F ï G IG ;G s G 0 MAC G 0 G WG z G G

�P7VFç G� FéF¹vlan G;GŠ G}GŠ GWG" 
°�Š�‹F¸ ��Fþ FÔFêG�FÛFþ G8GeGE

°�ŠFç G� FéF¹

• vlan-id H � G V G w G •G = GkGŠGV �VF÷F¸ G= Gx G0FéG��²0[Fþ FÒ G� G0 G 
VLAN Fþ VLAN ID G " � æ� �F ç G � F éF ¹

• accessH � G 0G = G IG G GkGŠGV F÷F¸ G0G= GIGG VLAN �VFþ�æ��Få G�Fï GI
G ;Gs G0 MAC G 0 G WG z G G G " G = G x G 0F ç G � F éF ¹

• voiceH � G 0G = G IG G GkGŠGV F÷F¸ 8b�Œ VLAN �VFþ�æ��Få G�Fï GIG;Gs G0 
MAC G 0 G WG z G G G " G = G x G 0F ç G � F éF ¹

H��@H� voice G;GŠ G}GŠ GWFÿF¸ 8b�Œ VLAN FÜGkGŠGV Fû0¿��Få G�FöFí
GkGŠGV FÜ G0G= GIGG VLAN F÷Fú FÔ���œFû7H G� �<#Ý�•+�F÷ FéF¹

G x G x G ŠG G � š� f
 Æ� �
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
clear port-security

�� ‰� 2G "

G

G �� ‰� 2

G �F ïF Û F ù F Ö F ÛG " & �

ŠGd Gy

F þ

�Fï GkGŠGV
��Fþ�[F÷FÿF¸ MAC G 0 G WG z G G GTGŠGd GyFÛ G� "I��Fþ0¿���íG�GIG;Gs G0 G 0 G WG z G G G " � P7 V F éG
&gFç G� FéF¹
Switch# clear port-security configured address 0008.0070.0007

��Fþ�[F÷FÿF¸ "I��Fþ G2 G•GM GŠGc G5 G2GG F÷�Û*fFå G�Fï FéG	FöFþ GN G2 GXGm GQ G= GIG;Gs G0 G 0 G WG z G
G " � P7 V F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch# clear port-security dynamic interface gigabitethernet 1/0/1

��Fþ�[F÷FÿF¸ G0 GWGz GG GTGŠGd GyFÛ G� FéG	FöFþ GN G2 GXGm GQ G= GIG;Gs G0 G 0 G WG z G G G " � P7 V F é
G " & gF ç G � F éF ¹
Switch# clear port-security dynamic

show port-security "I�’  EXEC G A G l G • G WG " 
 °� Š F éG �F ã F ø F û G � G � F ¸ � _� �F Ü� P7 VF å
1�F÷FÝ G� FéF¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
switchport port-security G 2 G •G M G ŠG c G 5 G 2G G � VF ÷G kG ŠG V GIG;Gs Gx GTG1 G" G2 G[G

FûFç G� FéF¹
switchport port-security  
mac-address mac-address

GIG;Gs G0 MAC G 0 G WG z G G G " 0 ¿� �F ç G � F éF ¹

switchport port-security maximum 
value 

GIG;Gs G0 G 2 G •G M G ŠG c G 5 G 2G G F ûG IG ;G s G 0 MAC G 0 G WG z G G
�q�±�XG" 0¿��Fç G� FéF¹

show port-security G2 G•GM GŠGc G5 G2GG G� FïFÿGG G2GQ GOFû��*OFå G GI
G ;Gs Gx GTG1 0¿� �G " / ²&gFç G � FéF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
clear psp counter

u G•

�G � F éF ¹

G Q G V F þG 9 G 4 G •G M G "

G ?G Q G V F þG 9 G 4 G •G M

?G Q G V F þG 9 G 4 G •G M

ç G� FéF¹

éF ¹
clear psp counter
FéG	FöFþGeG{ GV GA GyFûFôFÔFö GW G{ GQ GeFå G�FïG_G?GQ GV FþGe G{ GV GA Gy G G G V G Š G n Ge G{ GTG= GEG 
G 9 G 4 G •G M G " G = G x G 0F éG �F ûF ÿF ¸clear psp counter "I�’  EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

clear psp counter [arp | igmp | dhcp]

�S�eFþ1��Â

G A G lG • G W GpGŠGW "I�’  EXEC 

G A G lG • G W � š� T

�[ F ã F þ� [F ÷F ÿF ¸DHCP FþGeG{ GV GA Gy G G G V G Š G n GeG{ GTG= GEGu G• G 9 G 4 G •G M F ÜG = G x G 0F å G
Switch# clear psp counter dhcp
Switch#

6õ4�GA GlG• GW

arp H��õ�–H�ARP FÚG�G� ARP G G G Z G ŠG b G • G >F þ G W G { G Q G eF å G �F ïG _G ?
G = G x G 0F ç G � F éF ¹

dhcp H��õ�–H�DHCP FÚG�G� DHCP G G G Z G ŠG b G • G >F þ G W G { G Q G eF å G �F ïG _
G " G = G x G 0F ç G � F éF ¹

igmp H��õ�–H�IGMP FÚG�G� IGMP G G G Z G ŠG b G • G >F þ G W G { G Q G eF å G �F ïG _G
G " G = G x G 0F ç G � F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(58)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
psp { arp | dhcp | igmp} pps value ARPF¸DHCPF ¸ G � F ïF ÿ IGMP FþGeG{ GV GA Gy G G G V G Š G n GeG{ GT

G = G EG u G •G " 0 ¿� �F ç G � F éF ¹
show psp config GeG{ GV GA Gy G G G V G Š G n GeG{ GTG= GEGu G•Fþ0¿� �G" / ²&gF
show psp statistics G W G { G Q G eF å G �F ïG _G ?G Q G V F þ� XG " / ²& gF ç G � F
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
clear spanning-tree counters

G• G> GR Gx GŠ•

�� ‰� 2G " & gF ç

éG 	
"@#.GkGŠGV F¸
clear spanning-tree counters
G G G _G Y G • G > G R G x G ŠF þG 9 G 4 G •G M G " G = G x G 0F éG �F ûF ÿF ¸clear spanning-tree counters "I�’  EXEC G A G l
G • G WG " � Q# ÝF ç G � F éF ¹

clear spanning-tree counters [interface interface-id]

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV Fÿ��*OFå G�Fö FÔG� FëG#F¹

G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•interface-id FÜ�æ��Få G�Fö FÔFú FÔ���œFÿF¸ FéG	FöFþ G2 G•GM GŠGc G5 G2GG FþGG G_GY G 9 G 4 G
G M F ÜG = G x G 0F å G �G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ FéG	FöFþ G2 G•GM GŠGc G5 G2GG FþGG G_GY G• G> GR Gx GŠ G 9 G 4 G •G M G " G = G x G 0F éG
G � F éF ¹
Switch#  clear spanning-tree counters

6õ4�GA GlG• GW

interface interface-id H��õ�–H� �æ��Fþ G2 G•GM GŠGc G5 G2GG FþGG G_GY G• G> GR Gx GŠ G 9 G 4 G •G M G " F
Fö G= Gx G0Fç G� FéF¹ �w� Fú G2 G•GM GŠGc G5 G2GG Fø Fç Fö FÿF¸
VLAN F ¸ G kG ŠG V GOGq G[ GyFú FùFÜ FÒG� G� FéF¹ �æ��F÷FÝ G� VLAN (
�VFÿ  1 
HZ 4094 F ÷ F éF ¹ � æ� �F ÷F Ý G �G kG ŠG V G OG q G [ G yF þ( 
� VF ÿ 1 HZ 6 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show spanning-tree G G G _G Y G • G > G R G x G Š GG GTGŠGV �_��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
clear spanning-tree detected-protocols

¸ G eG { G V G A G y& ã/ œG eG { G IG G G "

R G x G Š
Go G9GY GH GnG" GC
F û� ·� 8F ÷
A G yF þG ^G ŠG FG u

Gy
ç

G •F û6 õ4 �

" �è%±Fç G� FéF¹

×FûFÿ
EG Š� æ� �G G
éF¹ Fã Fþ"g�#F÷FÿF¸

œGeG{ GIGG G" 
Ì
ÿF ¸ " @# .G kG ŠG V F ¸
clear spanning-tree detected-protocols 
F éG 	F öF þ G 2 G •G M G ŠG c G 5 G 2G G G � F ïF ÿ� æ� �F å G �F ï G 2 G •G M G ŠG c G 5 G 2G G F ÷F

Ì6ä FéG� H�3Æ�KGG G2GQ GOFø �I�D$×Fû
ÌG[GBGE G6GŠGEGu G•Få Fë G�H� FûFÿF¸clear spanning-tree 
detected-protocols "I�’  EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

clear spanning-tree detected-protocols [interface interface-id]

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV Fÿ��*OFå G�Fö FÔG� FëG#F¹

G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•Rapid Per-VLAN Spanning-Tree PlusH�Rapid PVST+H � G e G { G V G A G yG � F ïF ÿG l G yG O G G G _G Y G • G > G 
G e G { G V G A G y H �MSTPH� FÜ' �
> FéG�GG G2GQ GOFÿF¸ ) �G �3 ¸G �� íG �FþGeG{ GV GA Gy&ã/œ
GkGŠGV Fç Fö FÔG� FéF¹ Fí G�Fû G�FóFöF¸ GG G2GQ GOFÿGz G:GEGŠ IEEE 802.1D G G G 2G Q G OF ø % &� «
F Ý G � G � F Ö F ûF ú G � G � F éF ¹Rapid PVST+ G G G 2G Q G OG � F ïF ÿ MSTP G G G 2G Q G OF ÜF ¸ G eG { G V G
G•FÜ 0 Fû0¿��Få G�Fö FÔG�Gz G:GEGŠ IEEE 802.1D G A G •G c G 1 G <G s G z G ŠG EG u G • GdGx GQ GF GeG{ GV GA 
GUGŠGM GtGYGQ GV H�BPDUH � G " � w� ™F ç F ï� �� œF ÿF ¸ F íF þG kG ŠG V F ÷ IEEE 802.1D BPDU FðFáG" 3æ�™F
G � F éF ¹ G l G yG O G G G _G Y G • G > G R G x G Š H �MSTH � G G G 2G Q G OF ÜF ¸ G z G :G EG Š BPDUF ¸ � 9F þ G x G ŠG FG u
�ÜFáG� G �F ï MST BPDU H�G^GŠGFGu G• 3H�F¸ G� FïFÿ9×3ÿGG G_GY G• G> GR Gx GŠ H�RSTH�BPDU H�G^GŠ
GFGu G• 2H� G" �w�™Fç FïFø FÝ FÿF¸ FíFþGkGŠGV FÜ Gx GŠGFGu G•Fþ�C#úFû FÒ G�Fã Fø G

F ï F ðF ç F ¸ G G G 2G Q G OF ÿF ¸IEEE 802.1D BPDU G" �w�™Fç FúFß FúFóFï� ��œF÷ FÒFóFö G� F¸ +¬�·$ 
Rapid PVST+ GpGŠ GWG� FïFÿ MSTP G pG Š G W F ûF ÿ� ` G � G � F ëG #F ¹ F ã G �F ÿF ¸ G z G :G G G G 2G Q G OF Ü
G2GQ GOF÷Fú FáG�G�F¸ Gx G•G= FÛ G� �P7VFå G�FïFÛ Fù FÖ FÛG" �Û*fF÷FÝ Fú FÔFïG�F÷ F
clear spanning-tree detected-protocols G A G l G • G WG " � Q# ÝF ç G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ GkGŠGV F÷GeG{ GV GA Gy&ã/œGeG{ GIGG G" 
Ì6ä FéG��‰�2G" &gFç G� FéF¹
Switch# clear spanning-tree detected-protocols interface gigabitethernet2/0/1

interface interface-id H��õ�–H� �æ��Få G�Fï G2 G•GM GŠGc G5 G2GG F÷GeG{ GV GA Gy&ã/
6 äF ç G � F éF ¹ � w�  F ú G 2 G •G M G ŠG c G 5 G 2G G F ø F ç F ö FVLAN F¸
GkGŠGV GOGq G[ GyFú FùFÜ FÒG� G� FéF¹�æ��F÷FÝ G� VLAN (
�VFÿ  1 HZ 4094 
F ÷ F éF ¹ � æ� �F ÷F Ý G �G kG ŠG V G OG q G [ G yF þ( 
� VF ÿ 1 HZ 6 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
clear spanning-tree detected-protocols

G _G Y G • G > G R G x G ŠF Ü
G� FéF¹
6õ4�GA GlG• GW G A G l G • G W 1 �� Â
show spanning-tree G G G _G Y G • G > G R G x G Š GG GTGŠGV �_��G" /²&gFç G� FéF¹
spanning-tree link-type GUGcG7 GyGV G x G •G = G M G 2G e0 ¿� �G " � V� iF Ý F ç F ¸ G G

GcG7 G}GŠGUG1 G• G> GG GTGŠGV Fû9×3ÿ&ã/œF÷FÝ G� G� FÖ FûFç
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
clear vmps statistics

¸

" &g

� ŠF ç

¸ F Ú
clear vmps statistics
VLAN Query Protocol H�VQPH� G= Gw G2 G0G•GV FÜ�–�â FéG�)+0£�_��G" G= Gx G0FéG�FûFÿFclear vmps 
statistics "I�’  EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

clear vmps statistics

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV GUGcG7 GyGV Fÿ��*OFå G�Fö FÔG� FëG#F¹

G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�[ ��Fþ�[F÷FÿF¸ VLAN  G o G •G ^G ŠG EG Q G e G k G x G EG Š GCGŠG^ H�VMPSH� )+0£�_��G" G= Gx G0FéG��‰�2G
F ç G � F éF ¹
Switch#  clear vmps statistics

�_��FÜ�P7VFå G�FïFÛ Fù FÖ FÛG" &�1� FéG�FûFÿF¸show vmps statistics "I�’  EXEC G A G l G • G WG " 
 °
G � F éF ¹

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show vmps VQP G^GŠGFGu G•F¸ 
Ì&�1�6ë7xF¸ 
Ì0è/œ�G�XF¸VMPS IP G 0 G WG z G G F

G�G�#'�~Fþ GCGŠG^Fø Ge Gw G2Gl Gx GCGŠG^G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
clear vtp counters

�F ûF ÿF ¸

F ç G �

" /²&gFç G� FéF¹
clear vtp counters
VLAN G V G w G •G ; G • G > GeG{ GV GA Gy H�VTPH � F ÚG �G �G e G yG ŠG Y G • G > G 9 G 4 G •G M G " G = G x G 0F éG
clear vtp counters "I�’  EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

clear vtp counters

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV GUGcG7 GyGV Fÿ��*OFå G�Fö FÔG� FëG#F¹

G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�[ ��Fþ�[F÷FÿF¸ VTP G 9 G 4 G •G M G " G = G x G 0F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch#  clear vtp counters

�_��FÜ�P7VFå G�FïFÛ Fù FÖ FÛG" &�1� FéG�FûFÿF¸show vtp counters "I�’  EXEC G A G l G • G WG " 
 °� Š
FéF¹

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show vtp VTP 'ö#. GW Go G2 G•F¸ GG GTGŠGM GG F¸ G9 G4 G•GM Fþ�M+á�_��G
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
cluster commander-address

þ� _� �F ÚG �
UG ^G Q G >G � F ï
w GG GMG O

G w G G G M

8pFþ6ëFí
ÿF ¸ G o G •G ^F ÜG = G w G G G M

G= Gw GG GM
�F ã F ø

= G w G G G MG Q

(
�V
cluster commander-address 
F ã F þG A G l G • G WF ÿF ¸ G G G M G • G W G 0G { G • G = G wG G G M G o G •G ^ G G G 2G Q G OF Û G � 
°�Š FéG��²0[Fÿ FÒG� G� FëG#F¹
G = G w G G G M G A G l G • G W G G G 2G Q G OF ÿF ¸ G o G •G ^ GG G2GQ GOFÜG= Gw GG GM Fû�•
°Fç Fï���œFûF¸MAC G 0 G WG z
G G G " F íF þ G o G •G ^ GG G2GQ GOFû+¬�·$×Fû�f�jFç G� FéF¹ G= Gw GG GM G o G •G ^ G G G 2G Q G OF ÿF ¸ F ã F
G��ÚFþG= Gw GG GM �_��G" FíFþ��/œGA G•Gc G1 G<Gs Gz GŠGEGu G• G c G / G 2 G yF û3 ã� •F ç G � F éF ¹ G
Fÿ Gx G9G^ Gx �m8pFþ6ëFðFáGG G2GQ GOG" G= Gw GG GM FÛ G� �P7V FéG����œFÿF¸ G= G G o G •G ^ G G G 2G Q 
G A G •G K G Š G y GkGŠGV FÛ G� F¸ Fã Fþ G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WF þ no �g�'G" �Q#ÝFç
G � F éF ¹

cluster commander-address mac-address [member number name name]

no cluster commander-address

�S�eFþ1��Â

GUGc G7 GyGV F ã F þG G G 2G Q G OF ÿ F ùF þG = G w G G G M F þ G o G •G ^F ÷G � F ÒG � G � F ëG #F ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G WF ÿF ¸ G = G w G G G M G A G l G • G W G G G 2G Q G O� VF ÷F ðF á� Q# ÝF ÷F Ý G � F éF ¹

�›G= Gw GG GM G o G •G ^F ÿF ¸ G = G w G G G M G A G l G • G W G G G 2G Q G OG " 1 FôFç FÛ�âFö G� FëG#F¹

G = G w G G G M G o G •G ^ G G G 2G Q G OF ÿF ¸mac-address G _ G w G o G ŠG M F û G � G � G E G G G T G n G x G { G Š G W� pF ûG = GA
G l G • G W G G G 2G Q G OF þ ID G " � –� âF ç G � F éF ¹

"I��FþG= Gw GG GM G o G •G ^ G G G 2G Q G OF ÷ no �g�'G" 
°�Š FéG�Fø F¸ GUG^GQ G>G� FïFÿ Gx G9G^ Gx �m
FþG= Gw GG GM G o G •G ^ G G G 2G Q G OG " G = G w G G G M F Û G � � P7 VF ÷F Ý G � F éF ¹ 3 û� –F G A G l G •
GW GG G2GQ GOFø 3û�™FÜF÷FÝ FúFß FúFóFï� ��œFûFðFáF¸ G= Gw GG GM G o G •G ^ G G G 2G Q G O G A G •G K G Š G y GkGŠGV
FÛ G� Fã FþGA Gl G• GWG" �Q#Ý FéG�Fã Fø FûFú G� G� FéF¹ 3û�–FþGG G2GQ GO�S�BF÷FÿF¸ G A G l G • G W 
G G G 2G Q G OF ÷ no cluster member n G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " 
 °� Š F éG
F û G �F óF ö F ðF áF ¸ G = G w G G G M G o G •G ^ G G G 2G Q G OG " � P7 V F éG �F ã F ø G " � N� áF ç G � F éF ¹

G G G M G •G ^ G 2 G = G w G G G M G A G l G • G W G G G 2G Q G OF Ü G 0G = G T G 1 G dF ûF úF óF ï� �� œ H �G G A G l G • G W G G G 2
GOFûFúFóFï���œH�F¸ Fã FþGG G2GQ GOFÿ cluster commander-address /œG" FíFþ0¿��FÛ G� �P7VFç G� FéF¹

�[ ��Fþ�[F÷FÿF¸ ��/œ�pFþG= Gw GG GM Go G•G^Fþ0¿��FÛ G�F¸ FíFþ���ŠG" �M4Š&gFç G� FéF¹
Switch(config)# show running-configuration

mac-address G = G w G G G M G A G l G • G W G G G 2G Q G OF þ MAC G 0 G WG z G G
member number H��õ�–H� 0¿��Få G�Fï G= Gw GG GM G o G •G ^ GG G2GQ GOFþ$��•F¹ �æ��F÷FÝ G�

Fÿ 0 HZ 15 F ÷ F éF ¹
name name H��õ�–H� 0¿��Få G�Fï G= Gw GG GM Fþ�¡�S H��q�± 31 �e�ÐH�

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
cluster commander-address

2G" &gFç G� FéF¹

F ÚG �G �G CG l G x G ŠG " / ²& gF ç G �
<output truncated>

cluster commander-address 00e0.9bc0.a500 member 4 name my_cluster

<output truncated>

��Fþ�[F÷FÿF¸ G= Gw GG GM G o G •G ^ GA G•GK GŠ GyF÷G= Gw GG GM FÛ G� Go G•G^G" �P7V FéG��‰�
Switch # configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# no cluster commander-address

0¿��G" &�1� FéG�FûFÿFşhow cluster "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
debug cluster G G G 2G Q G OF Ü� “ F éG �G = G w G G G M F þG G G TG ŠG M G G

FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
cluster discovery hop-count

GM
# ÝF ç

þG A G l G • G WF ÿF ¸ G = G w

G GM•
G M F þ G 6G Q G FF ø
Fþ6ëFþ!lF÷

= Gw GG GM

M

G F ÚG �G �G CG l G x G ŠG " / ²& gF ç
cluster discovery hop-count
�Ã/õGG G2GQ GOFþ�Ñ�G�è��#ÝFûGi GQ GeG9 G4 G•GV Fþ�D7HG" 0¿�� FéG�FûFÿF¸ G= Gw GG G A G l G • G W GG
G2GQ GO�VF÷ cluster discovery hop-count G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q
G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿF ¸ F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

cluster discovery hop-count number

no cluster discovery hop-count

�S�eFþ1��Â

GUGc G7 GyGV G i G Q G e G 9 G 4 G •G V F ÿ 3 Fû0¿��Få G�Fö FÔG� FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G WF ÿF ¸ G = G w G G G M G A G l G • G W G G G 2G Q G O� VF ÷F ðF á� Q# ÝF ÷F Ý G � F éF ¹ F ã F
G G G M G o G •G ^ G G G 2G Q G OF ÷F ÿ� µ+ �F ç G � F ëG #F ¹

G i G Q G e G 9 G 4 G •G V F Ü 1 Fû0¿��Få G�Fï���œF¸ �Ñ�G�è��FÿGUG1 GIGŠGd GyFûFú G� G� FéF¹ G= Gw G G A G l G
GW G G G 2G Q G OF ÿF ¸ G = G w G G G M F þ G 6G Q G FF Û G � 1 G i G Q G eF þ� Ã/ õF ðF áG " � è� �F ç G � F éF ¹ G = G w G G
FÿF¸ �q�‹Fû�è��Få G�Fï G= Gw GG GM Fþ Go G•G^ GG G2GQ GOFø �q�6Fû�è��Få G�Fï�Ã/õGG G2GQ GO
FéF¹

�[ ��Fþ�[F÷FÿF¸ Gi GQ Ge G 9 G 4 G •G V � D7 HG " 4 Fû0¿�� FéG��‰�2G" &gFç G� FéF¹ Fã FþGA Gl G• GWFÿF¸ G 
G A G l G • G W G G G 2G Q G O� VF Û G � � �/ œF ç G � F éF ¹
Switch(config)# cluster discovery hop-count 4

0¿��G" &�1� FéG�FûFÿFşhow cluster "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

number G = G w G G G M G A G l G • G W GG G2GQ GOFÜ�Ã/õFþ�è��G" �D7H FéG�G= Gw GG G G6GQ GF
FÛ G�FþGi GQ GeFþ�XF¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ 7 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show cluster G G G 2G Q G OF Ü� “ F éG �G = G w G G G M F þG G G TG ŠG M G

G � F éF ¹
show cluster candidates �Ã/õGG G2GQ GOFþ Gx GG GV G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
cluster enable

ûF ç F ¸ G = G w G G G M � ¡
O� VF ÷

" � P7 VF ç F öF ¸ F ã
G l G • G WF þ

GQ GO�VF÷
°�ŠFç G� FéF¹
GŠFø Fú G� G� FéF¹

G G M F û� ¡� SG " � ÜF áF ö F ß F ðF å F ÔF ¹
�¡FÜ�è�SFþ�¡

M F û� ¡� SG " � ÜF áF ¸ G = G w G G

� ŠF ç

o G •G ^$ �
cluster enable
F ã F þG A G l G • G W� P� ÂG G G 2G Q G OG " G = G w G G G M G A G l G • G W G G G 2G Q G OF ø F ç F ö G 2 G [G ŠG d G yF
G " � m G � � \F öF ¸ � õ� –F ÷G o G •G ^$ �� •G " � m G � � \F ö G �F ûF ÿF ¸ G A G l G • G W� P� ÂG G G 2G Q G cluster enable 
G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ F éG 	F öF þ G o G •G ^G
FþG= Gw GG GM G A G l G • G W G G G 2G Q G OG " � Ã/ õG G G 2G Q G OF ûF éG �F ûF ÿF ¸ F ã F þG A no �g�'G" �Q#ÝFç
G � F éF ¹

cluster enable name [command-switch-member-number]

no cluster enable

�S�eFþ1��Â

GUGc G7 GyGV F ã F þG G G 2G Q G OF ÿG = G w G G G M G A G l G • G W G G G 2G Q G OF ÷F ÿ F ÒG � G � F ëG #F ¹

G = G w G G G M � ¡F ÿ� �* OF å G �G � F ëG #F ¹

G G G 2G Q G OF ÜG = G w G G G M G A G l G • G W GG G2GQ GOF÷ FÒ G����œF¸ Go G•G^$��•Fÿ 0 F ÷ F éF ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•Fã FþGA Gl G• GWFÿF¸ FùFþG= GwGG GM FûG� �“Fç Fö FÔFú FÔ�õ�–FþGA Gl G• GW�P�ÂGG G2
/æ*(FÜFéF÷FûG= GwGG GM FþGo G•G^Fø Fç Fö0¿��Få G�Fö FÔG����œF¸ GA Gl G• GWFÿG6Gw

G = G w G G G M G A G l G • G W G G G 2G Q G OG " G 2 G [G ŠG d G yF ûF éG �F ø F Ý F ûF ÿF ¸ G = G w G
G G G 2G Q G OF Ü F éF ÷F ûG = G w G G G M G A G l G • G W GG G2GQ GOFø Fç Fö0¿��Få G�Fö FÚG� F¸ G= Gw GG GM
�SFø $�FúFóFö FÔG����œF¸ GA Gl G• GWFÿG= Gw GG GM �¡G" �š�fFç G� FéF¹

�[ ��Fþ�[F÷FÿF¸ G= Gw GG GM G A G l G • G W G G G 2G Q G OG " G 2 G [G ŠG d G yF ûF ç F ¸ G = G w G G G
GM G A G l G • G W G G G 2G Q G O G o G •G ^$ �� •G " 4 Fû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# cluster enable Engineering-IDF4 4

0¿��G" &�1� FéG�FûFÿF¸G= Gw GG GM G A G l G • G W G G G 2G Q G OF ÷ show cluster "I�’  EXEC G A G l G • G WG " 
 °
G � F éF ¹

6õ4�GA GlG• GW

name G = G w G G G M � ¡ H �� q� ± 31 �e�ÐH�F¹ �æ��F÷FÝ G��e�ÐFÿF¸ ,e�X�ÐF¸
GNGQ GE Gs F¸ FÚG�G��W)zFðFáF÷ FéF¹

command-switch-member-numberH��õ�–H� G= Gw GG GM FþG= Gw GG GM G A G l G • G W G G G 2G Q G OF ûG
� •G " � m G � � \F ö G � F éF ¹ ( 
� VF ÿ 0 HZ 15 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
cluster enable

�G �G CG l G x G ŠG " / ²& gF ç G � F éF ¹
G A G l G • G W 1 �� Â
show cluster G G G 2G Q G OF Ü� “ F éG �G = G w G G G M F þG G G TG ŠG M G G F ÚG
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
cluster holdtime

G G 2G Q G OF þ G ]G ŠG V
éG�G� F÷Fþ�‡6ëG" &Ê�"
G <G s

F ÿF ¸ F ã F þG A G l G • G WF þ

<G s
O6ëF÷0¿��Fþ�M2��öFÜ

w G G G M�4 )

G �G � F éF ¹ F ï
y÷

� G� FéF¹

W" � š

� ÚF þG G

�VFÿ

ÚG �G �G CG l G x G ŠG " / ²& gF ç G � F éF ¹
cluster holdtime
G G G 2G Q G O H �G A G l G • G WG � F ïF ÿG = G w G G G M G o G •G ^ G G G 2G Q G OF þ F ÔF êG �F ÛH � F ÜF ¸ � ÚF þG
GaGŠGV Go GQ GIGŠGFG" �w�™Fç FúFß FúFóFöFÛ G�FíFþGG G2GQ GOFþ GN G4 G•G" �	0• F
�)F÷0¿�� FéG�FûFÿF¸ G= GwGG GM G A G l G • G W G G G 2G Q G O� VF ÷ cluster holdtime G>G{ GŠG^ Gy G A G •G c G 1
G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ � ‡6 ëG " G UG cG 7 G yG V � ÍF û0 ¿� � F éG �� �� œ 
no �g�'G" �Q#ÝFç G� FéF¹

cluster holdtime holdtime-in-secs

no cluster holdtime

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV FþGi GŠ GyGW G M G 2 G nF ÿ 80 &ÊF÷ FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•G = G w G G G M G A G l G • G W G G G 2G Q G O� VF ÷F ðF áF ¸ F ã F þG A G l G • G W F ø cluster timer G>G{ GŠG^ Gy G A G •G c G 1 G
G z G ŠG EG u G • GA Gl G• GWG" 
°�ŠFç Fö Fß FðFå FÔF¹ G= Gw GG GM 
ÆFþ FéG	FöFþGG G2GQ G
�–Fï G�G� G� FÖ FûF¸ G= Gw GG GM G A G l G • G W G G G 2G Q G OF ÿF ã F þ� ÍG " F íF þ F éG 	F öF þG = G G o G •G ^F û�
F ç G � F éF ¹

G i G Š G yG W G M G 2 G nF ÿ3 û� – G 2 G •G M G ŠG ^ G y G M G 2G lG Š H �cluster timerH � F þ� ¸� XF ø F ç F ö0 ¿� �F å
Fø FØG�F¸ GG G2GQ GOFþ GN G4 G•G" �	0• FéG�G� F÷FûFÿF¸ FÂGi GŠ GyGW G M G 2 G nG " G 2 G •G M G ŠG ^ G G M G 2 G nF
�mFóFï&Ê�XFÃ �GFþ G]GŠGV GaGŠGV Go GQ GIGŠGFFÜ4�)FFç Fö�w�™Få G�FúFÛFóFïFã Fø FûFú G

�[ ��Fþ�[F÷FÿF¸ G= Gw GG GM G A G l G • G W G G G 2G Q G OF ÷ G 2 G •G M G ŠG ^ G y G M G 2G lG ŠF ÚG �G �G i G Š G yG G M G 2 G nG
� f F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch(config)# cluster timer 3
Switch(config)# cluster holdtime 30

0¿��G" &�1� FéG�FûFÿFşhow cluster "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

holdtime-in-secs G G G 2G Q G O H �G A G l G • G WG � F ïF ÿG = G w G G G M G o G •G ^ G G G 2G Q G OH � F ÜF ¸
G2GQ GOFþ GN G4 G•G" �	0• FéG�G� F÷Fþ�‡6ë H�&ÊH�F¹ �æ��F÷FÝ G�( 1 HZ 
300 &ÊF÷ FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show cluster G G G 2G Q G OF Ü� “ F éG �G = G w G G G M F þG G G TG ŠG M G G F
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
cluster member

y
G � � P7 V F éG �F ûF ÿF ¸ F ã F þG A

G G MÒG �

� �P7VFç Fï G� FéG����œFû
G = G w G G G MG O
gF ç G �

ö F ß F ðF å F ÔF ¹ F ï F ðF ç F ¸ G G G 2G Q G OG "
G GM
FÔG�GG G2GQ GOFû

Q GOFþ G2 G[GŠGd Gy
1 G <G s G z G ŠG EG u G •G � F ïF ÿG G G M G ŠG V

G Q G OF ÜG = G w G G G M F þ G o G •G ^F ûF úF ó

o G •G ^$ �
� m G � � \

FéF¹ �Ã/õGG
ÿ�²0[ FÒG� G� Fë

G G G M F û3 ã� • F é
cluster member
G = G w G G G M F û� Ã/ õG " 3 ã� • F éG �F ûF ÿF ¸ G = G w G G G M G A G l G • G W G G G 2G Q G O� VF ÷ cluster member G>G{ GŠG^ G 
G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G o G •G ^G " G = G w G G G M F Û
G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

cluster member [n] mac-address H.H.H [password enable-password] [vlan vlan-id]

no cluster member n

�S�eFþ1��Â

GUGc G7 GyGV �‚Fç Fß G2 G[GŠGd GyFûFúFóFï G= Gw GG GM G A G l G • G W G G G 2G Q G OF ûF ÿF ¸ 6 õ4 � F éG �G = G w G G o G •G ^F ÿ F
G � F ëG #F ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•Fã FþGA Gl G• GWFÿF¸ �Ã/õG" G= Gw GG GM Fû3ã�•Fç Fï G� F¸ Go G•G^G" G= Gw GG GM FÛ G
G = G w G G G M G A G l G • G W G G G 2G Q G OF ÷F ðF á
 °� ŠF ÷F Ý G � F éF ¹ F ã F þG A G l G • G WG " G A G l G • G W G G G 2G Q
�è�¥FþGG G2GQ GOF÷
°�Š FéG�Fø F¸ GG G2GQ GOFÿGA Gl G• GWG" �Ä�°Fç F¸ G6GwGŠ G o G Q G IG ŠG FG " / ²&
FéF¹

G G G 2G Q G OG " G = G w G G G M F Û G � � P7 V F éG �� �� œF ÿG o G •G ^$ �� •G " 
 °� ŠF ç F
G= Gw GG GM Fû3ã�• FéG����œFûFÿF¸ Go G•G^$��•G" 
°�Š FéG��²0[Fÿ FÒG� G� FëG#F¹ G= Gw G G A G l G • G W 
GG G2GQ GOFÿF¸ ��Fû�<#Ý�•+�FúGo G•G^$��•G" 4E�¥Fç F¸ Fã G�G" G= Gw GG GM Fû�•
°Fç Fö
� m G � � \F ö G � F éF ¹

�Ã/õGG G2GQ GOFÜG= Gw GG GM Fû�•
°Fç Fï���œFûFÿF¸ 1�0ÉG" /œ FÖ FïG�FûFíFþGG G2G G_
G G G }G Š G WG " 
 °� ŠF ç F ö F ß F ðF å F ÔF ¹ G _G G G }G Š G WF ÿF ¸ � �/ œG A G •G c G
G0GQ Ge G A G •G c G 1 G <G s G z G ŠG EG u G •F ûF ÿ� –� ÑF å G �G � F ëG #F ¹ � Ã/ õG G G 2
Fï�‹F¸ FíFþG_GG G}GŠ GWFÿG= Gw GG GM G A G l G • G W G G G 2G Q G O G_GG G}GŠ GW Fø �  Fè FûFú G� G� FéF¹

GG G2GQ GOFÜF¸ 0¿��Få G�FïGi GG GV �¡G" �âFï Fú FÔ���œF¸ G= Gw GG GM G A G l G • G W G G G 2G Q G OF ÿF ¸ G
�•G" G= Gw GG GM G A G l G • G W G G G 2G Q G O G i G G G V � ¡F û3 ã� •F ç F ¸ F ã G �G " G = G w G G G M G o G •G ^ G G G 2G Q G OF û
F ö G � F éF ¹

n G = G w G G G M Go G•G^G" 1‘�9 FéG�$��•F¹ (
�VFÿ 0 HZ 15 F ÷ F éF ¹
mac-address H.H.H G = G w G G G M G o G •G ^ G G G 2G Q G OF þ MAC G 0 G WG z G G H �16 4
�XH�F¹
password enable-password �Ã/õGG G2GQ GOFþG_GG G}GŠ GWG" G2 G[GŠGd GyFûFç G�

G2GQ GOFûG_GG G}GŠ GW FÜFú FÔ���œF¸ G_GG G}GŠ GWF
G#F¹

vlan vlan-id H��õ�–H� G= Gw GG GM G A G l G • G W G G G 2G Q G OF Ü� Ã/ õG " G = G w
G�Fø FÝ Fû�Q#ÝFå G�G� VLAN ID F ¹ � æ� �F ÷F Ý G �( 
� VF ÿ 1 HZ 4094 F÷
FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
cluster member

Ã

= G w

‰�2G" &gFç G� FéF¹
ú

� FéF¹

G G F ÚG �G �G CG l G x G ŠG " / ²& g
VLAN ID G" �æ��Fç Fö FÔFú FÔ���œF¸ G= Gw GG GM G A G l G • G W GG G2GQ GOFÿ+¬�·$×Fû VLAN G " 4 E� ¥F ç F ¸ �
/õG" G= Gw GG GM Fû3ã�•Fç G� FéF¹

�[ ��Fþ�[F÷FÿF¸ GG G2GQ GOG" Go G•G^ 2F¸MAC G 0 G WG z G G 00E0.1E00.2222F ¸ G _G G G }G Š G W key F ø F ç F ö G
G G G M F û3 ã� • F éG �� ‰� 2G " & gF ç F ö F ÔG � F éF ¹ G = G w G G G M G A G l G • G W G G G 2G Q G OF ÿF ¸VLAN 3 G " ) �# äF ç F ö� Ã/ õ
G " G = G w G G G M F û3 ã� •F ç G � F éF ¹
Switch(config)# cluster member 2 mac-address 00E0.1E00.2222 password key vlan 3

��Fþ�[F÷FÿF¸ MAC G 0 G WG z G G 00E0.1E00.3333 FþGG G2GQ GOG" G= Gw GG GM Fû3ã� • FéG��
F ã F þG G G 2G Q G OF ûF ÿG _G G G }G Š G WF ÿ F ÒG � G � F ëG #F ¹ G = G w G G G M G A G l G • G W GG G2GQ GOFÿF¸ ��Fû�<#Ý�•+�F
Go G•G^$��•G" 4E�¥Fç F¸ Fã G�G" G= Gw GG GM Fû�•
°Fç Fö FÔG�GG G2GQ GOFû�m G� �\Fö G
Switch(config)# cluster member mac-address 00E0.1E00.3333

0¿��G" &�1� FéG�FûFÿF¸ G= Gw GG GM G A G l G • G W G G G 2G Q G OF ÷ show cluster members "I�’  EXEC G A G l G •
GWG" 
°�ŠFç G� FéF¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
show cluster G G G 2G Q G OF Ü� “ F éG �G = G w G G G M F þG G G TG ŠG M

F ç G � F éF ¹
show cluster candidates �Ã/õGG G2GQ GOFþ Gx GG GV G" /²&gFç G� FéF¹
show cluster members G = G w G G G M G o G •G ^F û6 õ F éG �� _� �G " / ²& gF ç G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
cluster outside-interface

G " 0 ¿� �F ç F ¸z
�FûFÿF¸ G= GwGG GMW
ÝF ç G �

�¥Få

w G G G MQ

c G5 G2GG F¹ �w
GŠGc G5 G2GG F¸
�G kG Š
cluster outside-interface
G = G w G G G M F þ G [G Q G V G }G ŠG = G 0 G WG z G G � š� n H �NATH � F þ� ¥4 Š G 2 G •G M G ŠG c G 5 G 2G GIP G 0 G WG
GG Fþ Fú FÔGo G•G^FÜG= Gw GG GM Fþ�¥4ŠFû FÒ G�/æ*(Fø 3û�™F÷FÝ G� G� FÖ FûFéG G A G l G • G 
G G G 2G Q G O� VF ÷ cluster outside-interface G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q#
FéF¹ GUGcG7 GyGV 0¿��Fû�̀ FéFûFÿF̧ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

cluster outside-interface interface-id

no cluster outside-interface

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV Fþ�¥4Š G2 G•GM GŠGc G5 G2GG FÿF¸ G= Gw GG GM G A G l G • G W GG G2GQ GOFû G�FóFö+¬�·$×Fû4E
G�G� FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G WF ÿF ¸ G = G w G G G M G A G l G • G W G G G 2G Q G O� VF ÷F ðF á
 °� ŠF ÷F Ý G � F éF ¹ G = G G o G •G ^ G G G 2G
GOF÷GA Gl G• GWG" 
°�Š FéG�Fø F¸ G6GwGŠ G o G Q G IG ŠG FF Ü/ ²& gF å G �G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ VLAN 1 Fû�¥4Š G2 G•GM GŠGc G5 G2GG G" 0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# cluster outside-interface vlan 1

0¿��G" &�1� FéG�FûFÿFşhow running-config "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

interface-id �¥4Š G2 G•GM GŠGc G5 G2GG Fø Fç Fö�µ+� FéG� G2 G•GM GŠG
� Fú G2 G•GM GŠGc G5 G2GG Fø Fç Fö FÿF¸ "@#. G2 G•GM
GkGŠGV GOGq G[ GyF¸ G� FïFÿ VLAN F Ü F ÒG � G � F éF ¹ � æ� �F ÷F Ý G
GV GOGq G[ Gy(
�VFÿ 1 HZ 6 F ÷ F éF ¹ � æ� �F ÷F Ý G � VLAN (
�VFÿ  1 HZ 
4094 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show running-config #'�~Fþ�·�80¿��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
cluster run

<G s
>G " G UG 1 G IG ŠG d G yF ûF éG �� �� œF ÿF ¸

G M
FûFú G� F¸ GG G2GQ GOFÿ�Ã/õGG

ÿG = G w
G yF ûF ú G � F ¸ G G G 2G Q G OF ÿ� Ã/ õG G G 2G Q G OF ûF ú

G G M G x G • G >F ÿ
OF ÿ� Ã/ õG G G 2G Q G OF ûF ú G �F ã F ø F ÜF ÷F Ý G �

IG ŠG d G yF ûF éG �� ‰� 2G " & gF ç

ÚG �G �G CG l G x G ŠG " / ²& gF ç G � F éF ¹
cluster run
G G G 2G Q G O� VF ÷G = G w G G G M G x G • G >G " G 2 G [G ŠG d G yF ûF éG �F ûF ÿF ¸cluster run G>G{ GŠG^ Gy G A G •G c G 1 G
G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G G G 2G Q G OF ÷G = G w G G G M G x G • G
F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

cluster run

no cluster run

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV FéG	FöFþGG G2GQ GOF÷G= Gw GG GM Gx G• G>FÜ G2 G[GŠGd GyF÷ FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•G = G w G G G M G A G l G • G W G G G 2G Q G O� VF ÷ no cluster run G A G l G • G WG " 
 °� Š F éG �F ø F ¸ G = G w G G G A G l G • G W GG
G2GQ GOFÿGUG1 GIGŠGd GyFûFú G� G� FéF¹ G= Gw GG GM Gx G• G>FÿGUG1 GIGŠGd Gy
G2GQ GOFûFú G�Fã Fø FÜF÷FÝ G� FëG#F¹

G = G w G G G M G o G •G ^ G G G 2G Q G OF ÷ no cluster run G A G l G • G WG " 
 °� Š F éG �F ø F ¸ F ã F þ G o G •G ^ G G G 2G Q G OF
G G G M F Û G � � P7 VF å G �G � F éF ¹ G = G w G G G M G x G • G >F ÿG UG 1 G IG ŠG d
G�Fã Fø FÜF÷FÝ G� FëG#F¹

G = G w G G G M F û� “F ç F ö F ÔF ú F ÔG G G 2G Q G OF ÷ no cluster run G A G l G • G WG " 
 °� Š F éG �F ø F ¸ G = G w G
F íF þG G G 2G Q G O� VF ÷G UG 1 G IG ŠG d G yF ûF ú G � G � F éF ¹ F ã F þG G G 2G Q G
FëG#F¹

�[ ��Fþ�[F÷FÿF¸ G= Gw GG GM G A G l G • G W G G G 2G Q G OF ÷G = G w G G G M G x G • G >G " G UG 1 G
G � F éF ¹
Switch(config)# no cluster run

0¿��G" &�1� FéG�FûFÿFşhow cluster "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show cluster G G G 2G Q G OF Ü� “ F éG �G = G w G G G M F þG G G TG ŠG M G G F
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
cluster standby-group

F ç F öF ¸ G = G w G G G M
1
÷F¸ � 

þ
Õ6×�öFû�P
WFþ

w G G G MQ

w G G G M
�G "
í FÖ F÷Fú

yG ŠG e� ¡G " � Q# Ý

ç F ú F Ô� �� œ

éG �� ‰� 2G " & gF ç G � F éF ¹

yGŠ

ç F ¸ G = G w G G
öFû�PFç Fö
cluster standby-group
�¤�ÑFþGi GQ GV G G G M G •G ^ G 2 GyGŠGM G e G { G V G A G y H �HSRPH � F ûG = G w G G G M G " G ^ G 2 G • G W 
G A G l G • G W G G G 2G Q G O
 Õ6 ×G " G 2 G [G ŠG d G yF ûF éG �F ûF ÿF ¸cluster standby-group G>G{ GŠG^ Gy G A G •G c G
G<Gs Gz GŠGEGu G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹routing-redundancy G;GŠ G}GŠ GWG" 
°�Š FéG�Fã Fø F
�MFþ HSRP G > G yG ŠG eF ÜF ¸ G = G w G G G M G A G l G • G W GG G2GQ GOFþ
Õ6×�öFÚG�G� GyGŠGT G1 G• G>F
Fç Fö�Q#ÝF÷FÝ G� G� FÖ FûFú G� G� FéF¹ GUGcG7 GyGV 0¿��Fû�` FéFûFÿF¸ Fã FþGA Gl G• G no �g�'G" �Q#Ý
F ç G � F éF ¹

cluster standby-group HSRP-group-name [routing-redundancy]

no cluster standby-group

�S�eFþ1��Â

GUGc G7 GyGV G = G w G G G M F ÿF ¸ F ùF þ HSRP G > G yG ŠG eF ûG � G ^ G 2 G • G W F å G �G � F ëG #F ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G WF ÿF ¸ G = G w G G G M G A G l G • G W G G G 2G Q G O� VF ÷F ðF á
 °� ŠF ÷F Ý G � F éF ¹ G = G G o G •G ^ G G G 2G
GOF÷Fã G�G" 
°�Š FéG�Fø F¸ G6GwGŠ G o G Q G IG ŠG FF Ü/ ²& gF å G �G � F éF ¹

G = G w G G G M G A G l G • G W G G G 2G Q G OF ÿF ¸G = G w G G G M HSRP G ^ G 2 G •G UG 1 G • G >� _� �G " F éG 	F öF þG = G HSRP 
�P�ÂGo G•G^Fû���ÛFç G� FéF¹ �›G= Gw GG GM G o G •G ^ G G G 2G Q G OF ÿG ^ G 2 G •G UG 1 G • G >� _� NVRAM Fû�–
�ÑFç G� FéF¹HSRP G> GyGŠGe�¡FÿF¸ �w� FúGG GM G•G^ G2 G> GyGŠGeF÷ FÒ G��²0[FÜ FÒG� G� FéF¹ F
FÔ���œF¸ G6GwGŠFÜ$Î#ÕFç Fö GA Gl G• GWFÜ)
�¢Fç G� FéF¹

G = G w G G G M F ûG ^ G 2 G • G W F éG � HSRP G G G M G •G ^ G 2 G > G yG ŠG eF þ F éG 	F öF þ G o G •G ^F û�   F è G > G
FéG��²0[FÜ FÒG� G� FéF¹ G^ G2 G• GW Få G�G� HSRP G > G yG ŠG eF þ F éG 	F öF þG = G w G G G M HSRP �P�ÂGo G•G^Fû
�   F è HSRP G > G yG ŠG e� ¡G " � Q# ÝF ç F ö F ß F ðF å F Ô H�G= Gw GG GM G" HSRP G > G yG ŠG eF ûG ^ G 2 G • G W F
FûFÿF¸ G= Gw GG GM GA Gl G• GNFÚG�G�Go G•G^Fû$�Fú G��¡�SG" �Q#ÝF÷FÝ G� FéH�F¹

�[ ��Fþ�[F÷FÿF¸ my_hsrp Fø FÔ FÖ �¡�SFþ HSRP G > G yG ŠG eG " G = G w G G G M F ûG ^ G 2 G • G W F
F ã F þG A G l G • G WF ÿF ¸ G = G w G G G M G A G l G • G W G G G 2G Q G O� VF Û G � � �/ œF ç G � F éF ¹
Switch(config)# cluster standby-group my_hsrp 

HSRP-group-name G = G w G G G M F ûG ^ G 2 G • G W F å G �G � HSRP G> GyGŠGeFþ�¡�SF¹ 0¿��F÷FÝ G� G> G
Ge�¡Fÿ 32 �e�ÐG� F÷F÷ FéF¹

routing-redundancy H��õ�–H� � �MFþ HSRP G G G M G •G ^ G 2 G > G yG ŠG eG " G 2 G [G ŠG d G yF ûF
GM G A G l G • G W GG G2GQ GOFþ
Õ6×�öFÚG�G� GyGŠGTG1 G• G>Fþ
Õ6×�
�Q#ÝFç G� FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
cluster standby-group

G w G G G M 
 Õ6 ×G "

G �F ïM

ŠG F

G w G G G M 
 ÆF þ

ÚG �G �G CG l G x G ŠG " / ²& gF ç G � F éF ¹
��Fþ�[F÷FÿF¸ �  Fè HSRP G > G yG ŠG e� ¡ my_hsrp G " � Q# ÝF ç F öF ¸ G yG ŠG T G 1 G • G >
 Õ6 ×F ø G =
&�'g FéG��‰�2G" &gFç G� FéF¹
Switch(config)# cluster standby-group my_hsrp routing-redundancy

��Fþ�[F÷FÿF¸ Fã FþGA Gl G• GWFÜG= Gw GG GM G A G l G • G W G G G 2G Q G OF Û G � � �/ œF å G �F ¸ � æ� �F å HSRP G G G
G•G^ G2 G> GyGŠGeFÜ�Ñ�~Fç Fú FÔ���œFþ G6GwGŠ G o G Q G IG ŠG FG " & gF ç G � F éF ¹
Switch(config)# cluster standby-group my_hsrp 
%ERROR: Standby (my_hsrp) group does not exist

��Fþ�[F÷FÿF¸ Fã FþGA Gl G• GWFÜG= Gw GG GM G o G •G ^ GG G2GQ GOF÷��/œFå G�Fï���œFþ G6GwGŠ G o G Q G IG
G " & gF ç G � F éF ¹
Switch(config)# cluster standby-group my_hsrp routing-redundancy
%ERROR: This command runs on a cluster command switch

0¿��G" &�1� FéG�FûFÿFşhow cluster "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹ � �� ŠF ÿF ¸ G =

Õ6×�öFÜ G2 G[GŠGd GyFûFúFóFïFÛ Fù FÖ FÛG" &gFç G� FéF¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
standby ip G 2 G •G M G ŠG c G 5 G 2G G F ÷ HSRP G " G 2 G [G ŠG d G yF ûF ç G � F éF ¹
show cluster G G G 2G Q G OF Ü� “ F éG �G = G w G G G M F þG G G TG ŠG M G G F
show standby G G G M G •G ^ G 2 G > G yG ŠG e� _� �G " / ²& gF ç G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
cluster timer

F ÷
V �ÍFþ6ë7x

w G G G M
GQ GO6ëF÷0¿��Fþ�M2��ö

G w G G G M� �

F ö0 ¿� �
G M G ŠG ^

ã Fø FûFú

�G��‡6ëG" �š�f Fé

ÚG �G �G CG l G x G ŠG " / ²& gF ç G � F éF ¹
cluster timer
G]GŠGV GaGŠGV Go GQ GIGŠGFFþ6ë7xG" &Ê�"�)F÷0¿�� FéG�FûFÿF¸ G= GwGG GM G A G l G • G W G G G 2G Q G O� V 
cluster timer G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • GA Gl G• GWG" �Q#ÝFç G� FéF¹ GUGcG7 GyG
G " 0 ¿� � F éG �� �� œF ÿF ¸ F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

cluster timer interval-in-secs

no cluster timer

�S�eFþ1��Â

GUGc G7 GyGV 8 &Ê6ë7xF÷ FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G W F ø cluster holdtime G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WF ÿF ¸ G = G GA
G l G • G W GG G2GQ GO�VFû7H G� 
°�ŠFç Fö Fß FðFå FÔF¹ G= Gw GG GM 
ÆFþ FéG	FöFþGG G2
FÜ�–Fï G�G� G� FÖ FûF¸ G= Gw GG GM G A G l G • G W G G G 2G Q G OF ÿF ã F þ� ÍG " F íF þ F éG 	F öF þG = G o G •G ^F û
4)Fç G� FéF¹

G i G Š G yG W GM G2 GnFÿ3û�– G]GŠGV GaGŠGV G 2 G •G M G ŠG ^ G y G M G 2G lG Š H �cluster timerH � F þ� ¸� XF ø F ç
Få G�G� FéF¹ FïFø FØG�F¸ GG G2GQ GOFþ GN G4 G•G" �	0• FéG�G� F÷FûFÿF¸ FÂGi GŠ GyGW G M G 2 G nG " G 2 G •
Gy GM G2 GnF÷�mFóFï&Ê�XFÃ �GFþ G]GŠGV GaGŠGV Go GQ GIGŠGFFÜ4�)FFç Fö�w�™Få G�FúFÛFóFïF
G � G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ G= Gw GG GM G A G l G • G W GG G2GQ GOF÷ G]GŠGV GaGŠGV 6ë7xFþ GM G2GlGŠFÚG
G��‰�2G" &gFç G� FéF¹
Switch(config)# cluster timer 3
Switch(config)# cluster holdtime 30

0¿��G" &�1� FéG�FûFÿFşhow cluster "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

interval-in-secs G]GŠGV GaGŠGV Go GQ GIGŠGF6ëFþ6ë7x H�&ÊH�F¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ 300 
&ÊF÷ FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show cluster G G G 2G Q G OF Ü� “ F éG �G = G w G G G M F þG G G TG ŠG M G G F
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
copy logging onboard

G2 Gy

CG kG ŠG V

M G • G W G 0G { G •O
F Ò G �� �� œF ÿF ¸ G G

G G T G n

G A
GŠGV Få G�
copy logging onboard
G8G•GjGŠ GW7€��G{ G< G• G> H�OBFLH � G UG ŠG M G " G { G ŠG 9 G y G[GQ GV G}GŠG= G� FïFÿ�æ��Fç Fï Gc G/ GE
G G G T G nF ûG A G bG Š F éG �F ûF ÿF ¸ G G G 2G Q G O G G G M G Q G = � VG � F ïF ÿG G G M G • G W G 0G { G • G G G 2G Q G O� VF ÷ copy 
logging onboard "I�’  EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

copy logging onboard module stack-member destination

H��@H� F ã F þG A G l G • G WF ÿF ¸LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG � Catalyst 2960-S G G G 2G Q G OF þ G �F ÷G
F å G �F ö F ÔG � F éF ¹

�S�eFþ1��Â

GUGc G7 GyGV F ã F þG A G l G • G W F ûF ÿG UG cG 7 G yG V 0 ¿� �F ÿ F ÒG � G � F ëG #F ¹

module 
stack-member

G G G M G Q G = G o G •G ^$ �� •G " � æ� �F ç G � F éF ¹ G G G 2G Q G OF ÜG G G G G G 2G Q G
Fþ���œF¸ GG G2GQ GO$��•Fÿ 1 F ÷ F éF ¹ G G G 2G Q G OF ÜG G G M G Q G = 
 ÆF û
G M G Q G = 
 ÆF þG G G 2G Q G O G o G •G ^F þ� XF û� Â F èF öF ¸1 HZ 4 Fþ(
�V
ÆFþ�ÍG" �æ��F÷FÝ
G � F éF ¹

destination G { G ŠG 9 G y G[GQ GV G}GŠG= �VG� FïFÿGc G/ G2 Gy G E G G G T G n� VF û F Ò G �F ¸ G E G 
Go GQ GIGŠGFFþGA GbGŠ
›Fø FéG����dG" �æ��Fç G� FéF¹

destination FûFÿF¸ G{ GŠG9 GyG� FïFÿG[GQ GV G}GŠG= G c G / G 2 G y G E G G G T G n� VF þ
GbGŠ
›Fþ���dFøGc G/ G2 Gy�¡G" �æ��Fç G� FéF¹ ��Fþ G8GeGEGu G•FÜGCGk
F ö F ÔG � F éF ¹

• G { G ŠG 9 G y G c G wG Q G E G s G c G / G 2 G y G E G G G T G nF þ� S� e H �
flash[number]:/filename

G G G M G Q G = GlGG GM GŠFþGG GM GQ G= G o G •G ^$ �� •G " � æ� � F éG �F ûF ÿF ¸number G_
G w G o G ŠG M G " � Q# ÝF ç G � F éF ¹number Fû�æ��F÷FÝ G�(
�VFÿ 1 HZ 4 F ÷ F éF ¹

• FTP Fþ�S�e H� 
ftp:// username:password@host/filename

• HTTP GCGŠG^Fþ�S�e H�
http:// [[ username:password]@]{ hostname | host-ip}[/ directory]/filename

• NVRAM Fþ�S�e H�
nvram:/ filename

• null G c G / G 2 G y G E G G G T G nF þ� S� e H �
null:/ filename

• G x G pG ŠG V G A G bG Š GeG{ GV GA Gy H�RCPH � F þ� S� e H �
rcp:// username@host/filename

• G G G 2G Q G O G c G / G 2 G y G E G G G T G nF þ� S� e H � 
system:filename

• �M�ìGc G/ G2 Gy G E G G G T G nF þ� S� e H �
tmpsys:/filename

• TFTP Fþ�S�e H� 
tftp: [[ //location]/directory]/filename
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
copy logging onboard

n� V

F éF ¹
G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•OBFL FûFôFÔFö FÿF¸hw-module G A G l G • G WG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

�[ ��Fþ�[F÷FÿF¸ GG GM GQ G= G o G •G ^ 3 Fþ OBFL GUGŠGM G o G Q G IG ŠG FG " G c G wG Q G EG s G c G / G 2 G y G E G G G T G
Fþ obfl_file G c G / G 2 G yF ûG A G bG Š F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch# copy logging onboard module 3 flash:obfl_file
OBFL copy successful
Switch#

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(53)SE1 F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
hw-module module [switch-number] logging onboard OBFL G " G 2 G [G ŠG d G yF ûF ç G �
show logging onboard OBFL �_��G" /²&gFç G� FéF¹
2-123
Catalyst 2960F¸2960-SF ¸ F ÚG �G � 2960-P G G G 2G Q G O G A G l G • G W G x G c G /G z G •G G

OL- 29499-01-J



 

'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
define interface-range

G <G s
¸ F ã F þG A G l G • G WF þ

Gc G/GG GVQ
Fÿ

2 G•GM GŠGc G5

þ6ëFûGG GhGŠGG

•F Ü F Ò

FÔFö FÿF¸ FÂ�Q
define interface-range
G2 G•GM GŠGc G5 G2GG (
�VGlG= G{ G" �8�B FéG�FûFÿF¸define interface-range G>G{ GŠG^ Gy G A G •G c G 1
G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ � �* OF å G �F ïG lG = G { G " � P7 V F éG �F ûF ÿF no �g
�'G" �Q#ÝFç G� FéF¹

define interface-range macro-name interface-range

no define interface-range macro-name interface-range

�S�eFþ1��Â

GUGc G7 GyGV F ã F þG A G l G • G W F ûF ÿG UG cG 7 G yG V 0 ¿� �F ÿ F ÒG � G � F ëG #F ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•GlG= G{ �¡FÿF¸ �q�± 32 �e�ÐFþ�e�Ð�4F÷ FéF¹

GlG= G{ FûFÿF¸ �q�± 5 FôFþ(
�VG" �µG� G�Fã Fø FÜF÷FÝ G� FéF¹

FÒ G�(
�V
ÆFþ FéG	FöFþ G2 G•GM GŠGc G5 G2GG Fÿ�  Fè GM G2GeF¸ FôG� G� F¸ FéG	Fö FÜ G2GŠGCG[G
GV GkGŠGV F¸ FéG	Fö FÜG<G: GaGQ GV G2GŠGCG[GQ GV GkGŠGV F¸ FéG	Fö FÜ EtherChannel GkGŠGV F¸ G� Fï
FéG	Fö FÜ VLAN Fþ FÔFêG�FÛF÷Fú FáG�G�Fú G� G� FëG#F¹ Fï FðFç F¸ GlG= G{ 
ÆF÷Fÿ0
�XFþ G
G2GG G M G 2G eG " ) �G �� œG �F ë G �F ã F ø F ÜF ÷F Ý G � F éF ¹

interface-range G " 
 °� Š F éG �� �� œF ÿF ¸ � �F þ G cG 7 G ŠG lG Q G V G " � Q# ÝF ç G � F éF ¹

• type { first-interface} - { last-interface}

• interface-range G" 
°�Š FéG�Fø FÝ FÿF¸ �q�6Fþ G2 G•GM GŠGc G5 G2GG $��•Fø G]G2 Gc G•F
G " 
 °G �G � F éF ¹ F ïF ø F ØG �F ¸gigabitethernet 1/0/1 - 2 Fÿ�w� Fú(
�VF÷ FéFÜFģigabitethernet 
1/0/1-2 Fÿ�w� Fú(
�VF÷Fÿ FÒG� G� FëG#F¹

type FÚG�G� interface  Fþ�w� �ÍFÿ��FþFø FÚG� F÷ FéF¹

• vlan vlan-idF ¹ F ã F ã F ÷F ¸VLAN ID Fþ(
�VFÿ 1 HZ 4094 F ÷ F éF ¹

H��@H� G A G l G • G W G w G 2 G • G2 G•GM GŠGc G5 G2GG FûFÿ0
�XFþ VLAN ID G " 0 ¿� � F éG � G 8G eG EG u G
G � G � F éF ÜF ¸ G CG kG ŠG V F å G �F ö F ÔG � F ëG #F ¹

macro-name G2 G•GM GŠGc G5 G2GG (
�VGlG= G{ Fþ�¡�S H��q�± 32 �e�ÐH�F¹
interface-range G2 G•GM GŠGc G5 G2GG (
�VF¹ G2 G•GM GŠGc G5 G2GG (
�VFþ�w� �ÍFûFô

#Ý�VFþ G: G2 GW Gw G2 G•FÃ G" �g!·Fç Fö Fß FðFå FÔF¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
define interface-range

é H �
/ ²& gF ç G �
¸

�F÷FÝ G�(
�V
FéF¹

éF¹

GŠGG Fÿ�õ�–FûFú G� G�
VLAN G 2 G •G M G ŠG c G 5 G 2G G F ÿF ¸interface vlan G A G l G • G W F ÷0 ¿� � F éG �� ²0 [F Ü F ÒG � G � Fshow 
running-config "I�’  EXEC G A G l G • G WF ÿF ¸ 0 ¿� �F å G �F ï VLAN G 2 G •G M G ŠG c G 5 G 2G G G "
FéH�F¹show running-config G A G l G • G W F ÷/ ²& gF å G �F ú F Ô VLAN G 2 G •G M G ŠG c G 5 G 2G G F ÿF
interface-range F÷Fÿ�Q#ÝF÷FÝ G� FëG#F¹

• port-channel port-channel-numberF ¹ F ã F ã F ÷F ¸port-channel-number Fÿ 1 HZ 6 F ÷ F éF ¹

• fastethernet stack member/module/{first port} - { last port}

• gigabitethernet stack member/module/{first port} - { last port}

"@#. G2 G•GM GŠGc G5 G2GG

• stack member FÿF¸ GG GM GQ G= 
ÆFþGG G2GQ GO1‘�9Fû�Q#Ý FéG�$��•F÷ FéF¹ $��•Fû�æ�
Fÿ 1 HZ 4 F÷F¸ GG GM GQ G= Go G•G^Fþ�q�6Fþ�6�‡�ìFþ7•FûF¸ GG G2GQ GOFû�m G� �\Fö G� G�G�

H��@H� G G G M G Q G = � S� BG " G CG kG ŠG V F ç F ö F ÔG �F þF ÿF ¸LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG � Catalyst 
2960-S G G G 2G Q G OF ðF áF ÷ F éF ¹

• GpGFGs GŠ GyFÿ�–Fû 0 F ÷ F éF ¹

• �Q#Ý�•+�(
�VFÿF¸ type stack member/0/number - number  F÷ Fé H��[ H�gigabitethernet 1/0/1 - 2)F¹

(
�VG" ��*O FéG�Fø FÝ FÿF¸ G]G2 Gc G• H�-H� Fþ�SFûGG GhGŠGG FÜ�²0[F÷ FéF¹ ��Fû�[G" &gFç G� F

• gigabitethernet1/0/1 - 2

0
�XFþ(
�VG" 
°�Š FéG�Fã Fø G� F÷FÝ G� FéF¹ 0
�XFþ(
�VG" ��*O FéG�Fø FÝ FÿF¸ G9 G•Gl H�,H� Fþ�SFþ�q�6
Fþ G6G•GV Gx Fþ�‹FûGG GhGŠGG G" 
°�Š FéG��²0[FÜ FÒG� G� FéF¹ G9 G•GlFþ�‹FþGG Gh
FéF¹ ��Fû�[G" &gFç G� FéF¹

• fastethernet1/0/3, gigabitethernet1/0/1 - 2

• fastethernet1/0/3 -4, gigabitethernet1/0/1 - 2

�[ ��Fþ�[F÷FÿF¸ 0
�X G2 G•GM GŠGc G5 G2GG FþGlG= G{ G" �8�B FéG��‰�2G" &gFç G� FéF¹
Switch(config)# define interface-range macro1 fastethernet1/01 - 2, gigabitethernet1/0/1 - 2

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
interface range 0
�XFþGkGŠGV F÷ 1 FôFþGA Gl G• GWG" � �ìFû��/œFç G� FéF¹
show running-config ��*OFå G�Fï GlG= G{ G" �µG�#'�~Fþ�·�80¿��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
delete

ÿF¸

eG{ G•GeGV FÜF¸

Fû�P7VFþ&�

�F óF ö
G�&�1�G" GeG{ G•GeGV

GcGV G4 G5 G0Š

G x F Ü� P7 VF å G �F ïF Û F ù F Ö F Û

� G�G� FéG	FöFþ GC

G O
delete
G c G wG Q G E G s G o G pG x GUG^ G2GG �VFþ Gc G/ G2 GyG� FïFÿGUG1 Gz G= GV Gx G" �P7V FéG�FûFdelete "I�’  
EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

delete [/force] [/ recursive] filesystem:/file-url

�S�eFþ1��Â

G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•/force G;GŠ G}GŠ GWG" �Q#Ý FéG�Fø F¸ �P7VGe G{ GIGG FûFÚFÔFö�P7VFþ&�1�G" 0[�Ó FéG�G
�q�6Fþ  1 �GFðFáFø Fú G� G� FéF¹

/force G;GŠ G}GŠ GWG" �æ��FëFêFû /recursive G;GŠ G}GŠ GWG" �Q#Ý FéG�Fø F¸ Gc G/ G2 GyFäFø
1�G" 0[�Ó FéG�GeG{ G•GeGV FÜ/²&gFå G�G� FéF¹

GeG{ G•GeGV � ·� 8FÿF ¸file prompt  G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WF þ0 ¿� �F û G
$�Fú G� G� FéF¹ GUGcG7 GyGV F÷FÿF¸ GG G2GQ GOFÿF¸ %Ú�o$×FúGc G/ G2 Gy�ï�8Fû6õ Fé
F÷0[�ÓFç G� FéF¹ Fã FþGA Gl G• GWFþ0ò(ýFûFôFÔFö FÿF¸ FÄCisco IOS Command Reference for Release 
12.1F Å G " � g! ·F ç F ö F ß F ðF å F ÔF ¹

�[ � �Fþ�[F÷FÿF¸ �‚Fç FÔG2 Go GŠGFFþ GN G4 G•G{ GŠ GWFÜ�G�–Fû)
�¢Fç Fï�‹F÷F¸ �‚ FÔGK G 2 G o G
GFG" �µG�GUG1 Gz G= GV Gx G" �P7V FéG��‰�2G" &gFç G� FéF¹
Switch# delete /force /recursive flash:/old-image

dir  filesystem: "I�’  EXEC G A G l G • G WG " 
 °� Š F éG �F ã F ø F û G � G � F ¸ G UG 1 G z G = G V
G " & �1 �F ÷F Ý G � F éF ¹

/force H �� õ� –H � � P7 VG " & �1 � F éG �G eG { G •G eG V G " � š� DF ç G � F éF ¹
/recursive H��õ�–H� �æ��Få G�Fï GUG1 Gz G= GV Gx FÚG�G�FíFþGUG1 Gz G= GV Gx Fû�µG

GdGUG1 Gz G= GV Gx FÚG�G�Gc G/ G2 GyG" �P7VFç G� FéF¹
filesystem: G c G wG Q G E G s G c G / G 2 G y G E G G G T G nF þ G 6 G 2 G x G 0G G F ÷ F éF ¹

G G G M G Q G = G o G •G ^G � F ïF ÿG G G M G Q G = GlGG GM GŠ�VFþ G{ GŠG9 Gy G c G wG Q G E G s G c G / G 2 G y G E G G
G T G nF þ� S� e H �
flash:

G G G M G Q G = GlGG GM GŠFÛ G�F¸ GG GM GQ G= G o G •G ^� VF þ G { G ŠG 9 G y G c G wG Q G E G s G c G / G 2 G y G E G G
G T G nF þ� S� e H �
flash member number:

H��@H� G G G M G Q G = F ÿF ¸LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG � Catalyst 2960-S G G G 2G Q
F þ G �F ÷G CG kG ŠG V F å G �F ö F ÔG � F éF ¹

/file-url �P7V FéG�G_GG H�GUG1 Gz G= GV Gx H� FÚG�G�Gc G/ G2 Gy�¡F¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
delete

þ G2 Go GŠGFG" �V�i
6õ4�GA GlG• GW G A G l G • G W 1 �� Â
archive download-sw �‚Fç FÔG2 Go GŠGFG" GG G2GQ GOFûGN G4 G•G{ GŠ GW Fç F¸ �¤�ÑF

F Ý G � F ïF ÿ� –� ÑF ç G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
denyH�ARP G0G= GIGG G x G GG V G A G •G c G 1 G <G s G z G ŠG EG u G •H �

G EG u G •H �
G " � Ä� ° F é
¹ G 0G = G IG G

ã F þG A G l G •

¹

¹

¹

deny H�ARP G0G= GIGG G x G GG V G A G •G c G 1 G <G s G z G Š
DHCP G^ G2 G•GUG1 G• G>Fø Fþ!·�œFû�öFõ FÔFö G0 GWGz GG 0Ž�ôGeG{ GV GA Gy H�ARPH � G _G ?G Q G V
G�FûFÿF¸deny ARP G0G= GIGG G x G G G V G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF 
G x G G G V F Û G � � æ� �F å G �F ï G 0G = G IG G G A G •G V G { G Š G y G6G•GV Gx H�ACEH � G " � P7 V F éG �F ûF ÿF ¸ F
GWFþ no �g�'G" �Q#ÝFç G� FéF¹

deny {[ request] ip { any | host sender-ip | sender-ip sender-ip-mask} mac { any | host sender-mac 
| sender-mac sender-mac-mask} | response ip { any | host sender-ip | sender-ip sender-ip-mask} 
[{ any | host target-ip | target-ip target-ip-mask}] mac { any | host sender-mac | sender-mac 
sender-mac-mask} [{ any | host target-mac | target-mac target-mac-mask}]} [ log]

no deny {[ request] ip { any | host sender-ip | sender-ip sender-ip-mask} mac {any | host 
sender-mac | sender-mac sender-mac-mask} | response ip { any | host sender-ip | sender-ip 
sender-ip-mask} [{ any | host target-ip | target-ip target-ip-mask}] mac {any | host sender-mac 
| sender-mac sender-mac-mask} [{ any | host target-mac | target-mac target-mac-mask}]} [ log]

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV 0¿��Fÿ FÒG� G� FëG#F¹ Fï FðFç F¸ARP G0G= GIGG Gx GG GV Fþ�Ž�•Fû�/;òFþ deny ip any mac 
any G A G l G • G WF Ü F ÒG � G � F éF ¹

G A G lG • G W GpGŠGW ARP G0G= GIGG G x G G G V G A G •G c G 1 G <G s G z G ŠG EG u G •

request H��õ�–H�ARP 0[�ÓFø Fþ�M+´G" ��*OFç G� FéF¹request G " � æ� �F ç F ú F Ô� �
�œFÿF¸ FéG	FöFþ ARP G_G?GQ GV Fû�PFç Fö!·�œFÜ/œG�G�G� FéF

ip 3æ�™
� IP G 0 G WG z G G G " � æ� �F ç G � F éF ¹
any FéG	FöFþ IP G 0 G WG z G G G � F ïF ÿ MAC G 0 G WG z G G G " � Ä� °F ç G � F éF
host sender-ip �æ��Få G�Fï3æ�™
� IP G 0 G WG z G G G " � Ä� °F ç G � F éF ¹
sender-ip sender-ip-mask �æ��Få G�Fï(
�VFþ3æ�™
� IP G 0 G WG z G G G " � Ä� °F ç G � F éF ¹
mac 3æ�™
� MAC G 0 G WG z G G G " � Ä� °F ç G � F éF ¹
host sender-mac "I��Fþ3æ�™
�  MAC G 0 G WG z G G G " � Ä� °F ç G � F éF ¹
sender-mac 
sender-mac-mask

�æ��Få G�Fï(
�VFþ3æ�™
� MAC G 0 G WG z G G G " � Ä� °F ç G � F éF ¹

response ip ARP �Â'ÅFþ IP G 0 G WG z G G � ÍG " � �* OF ç G � F éF ¹
host target-ip �æ��Få G�Fï GM GŠG@GQ GV IP G 0 G WG z G G G " � Ä� °F ç G � F éF ¹
target-ip target-ip-mask �æ��Få G�Fï(
�VFþ GM GŠG@GQ GV IP G 0 G WG z G G G " � Ä� °F ç G � F éF ¹
mac ARP �Â'ÅFþ MAC G 0 G WG z G G � ÍG " � Ä� °F ç G � F éF ¹
host target-mac �æ��Få G�Fï GM GŠG@GQ GV MAC G 0 G WG z G G G " � Ä� °F ç G � F éF ¹
target-mac 
target-mac-mask

�æ��Få G�Fï(
�VFþ GM GŠG@GQ GV MAC G 0 G WG z G G G " � Ä� °F ç G � F éF

log H��õ�–H�ACE F ø � M+ ´ F éG �G _G ?G Q G V G " 0 °6 �F ç G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
deny H�ARP G0G= GIGG G x G GG V G A G •G c G 1 G <G s G z G ŠG EG u G •H �

éF ¹

G �F þ

0Á

éF ¹
G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•deny �ƒG" 3ã�• FéG�Fø F¸ �M+´�²�óFû�öFõ FÔFö ARP G_G?GQ GV G" GW G{ GQ GeF÷FÝ G� FéF¹

�[ ��Fþ�[F÷FÿF¸ ARP G0G= GIGG G x G G G V G " � �* OF ç F ¸IP G 0 G WG z G G F Ü 1.1.1.1 F÷ MAC G 0 G WG z G G F Ü 
0000.0000.abcd FþGi GG GV FÛ G� Fþ ARP 0[�ÓFø ARP �Â'ÅFþ�g�‰G" �Ä�° FéG��‰�2G" &gFç G� FéF¹
Switch(config)# arp access-list static-hosts
Switch(config-arp-nacl)# deny ip host 1.1.1.1 mac host 0000.0000.abcd
Switch(config-arp-nacl)# end

0¿��G" &�1� FéG�FûFÿFşhow arp access-list "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
arp access-list ARP G0G= GIGG G A G •G V G { G Š G y G x G G G V H �ACLH � G " � �* OF ç G � F
ip arp inspection filter vlan G G G M G TG 1 G Q G = IP G 0 G WG z G G F ÷0 ¿� �F å G �F ïG i G G G V F Û ARP 0[�Ó

FÚG�G��Â'ÅG" 0Á�•Fç G� FéF¹

permit H�ARP G0G= GIGG G x G G
GV G A G •G c G 1 G <G s G z G ŠG EG u G •H �

DHCP G ^ G 2 G •G UG 1 G • G >F ø F þ� M+ ´F û� öF õ F ÔF ö ARP G_G?GQ GV G"
�•Fç G� FéF¹

show arp access-list ARP G0G= GIGG G x G G G V F û6 õ F éG �0 ò( ýG " / ²& gF ç G � F
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
denyH�MAC G0G= GIGG G x G GG V G A G •G c G 1 G <G s G z G ŠG EG u G •H �

ŠG EG u G •H �
ÿF ¸V

V F Û

ÒG � G � F éF ¹

û� æ� � F é

¹
Fû�M+´ FéG����œF¸
G �G � F éF ¹

G_
éG����œF¸ Fí

� F éF ¹

FéF¹

G Q G b

G
FÿF¸
ö FÔ
¹

Y G • G >

F¹
deny H�MAC G0G= GIGG G x G GG V G A G •G c G 1 G <G s G z G
�²�óFÜ�M+´Fç Fï���œFûF¸8� IP G V G w G c G 1 G Q G = F þ3 ?3 æG " � G4 J F éG �F ûFdeny MAC G0G= GIGG G x G G G 
G A G •G c G 1 G <G s G z G ŠG EG u G • GA Gl G• GWG" �Q#ÝFç G� FéF¹ �Ä�°�²�óG" �¡�S�ÜFÝ MAC G0G= GIGG G x G G G
G � � P7 V F éG �F ûF ÿF ¸ F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

{ deny | permit } { any | host src-MAC-addr | src-MAC-addr mask} { any | host dst-MAC-addr | 
dst-MAC-addr mask}  [type mask | aarp | amber | cos cos | dec-spanning | decnet-iv | 
diagnostic | dsm | etype-6000 | etype-8042 | lat | lavc-sca | lsap lsap mask |mop-console | 
mop-dump | msdos | mumps | netbios | vines-echo | vines-ip | xns-idp]

no { deny | permit } { any | host src-MAC-addr | src-MAC-addr mask} { any | host dst-MAC-addr | 
dst-MAC-addr mask}  [type mask | aarp | amber | cos cos | dec-spanning | decnet-iv | 
diagnostic | dsm | etype-6000 | etype-8042 | lat | lavc-sca | lsap lsap mask | mop-console | 
mop-dump | msdos | mumps | netbios | vines-echo | vines-ip | xns-idp]

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â any FÒG� G� G�3æ�™
–G� FïFÿ��
› MAC G 0 G WG z G G G " � Ä� ° F éG �F ïG �F
G�G;GŠ G}GŠ GW F÷ FéF¹

host src MAC-addr |
src-MAC-addr mask

G i G G G V MAC G0 GWGz GG Fø �õ�–Fþ GCGdG[GQ GV GlGG G= G" � �*OFç G� FéF
G_G?GQ GV Fþ3æ�™
– G0 GWGz GG FÜ��*OFå G�Fï G0 GWGz GG
FíFþ G0 GWGz GG FÛ G� Fþ8� IP G V G w G c G 1 G Q G = F ÿ� Ä� °F å

host dst-MAC-addr | 
dst-MAC-addr mask

��
›  MAC G0 GWGz GG Fø �õ�–Fþ GCGdG[GQ GV GlGG G= G" � �*OFç G� FéF¹
G?GQ GV Fþ��
› G0 GWGz GG FÜ��*OFå G�Fï G0 GWGz GG Fû�M+´ F
F þ G 0 G WG z G G G �F þ8 � IP G V G w G c G 1 G Q G = F ÿ� Ä� °F å G �G

type mask H��õ�–H� G_G?GQ GV Fþ Ethertype $��•Fø F¸Ethernet II G � F ïF ÿ SNAP G 9 G e
GI Gy�ìG" �Q#ÝFç FöF¸ G_G?GQ GV FþGe G{ GV GA GyG" 1‘�9Fç G�

type FûFÿF0̧ HZ 65535 Fþ 16 4
�XG" �æ��F÷FÝ G� FéF¹

mask FÿF¸�M+´G" GTGG GV FéG��SFû Ethertype Fû4:#ÝFå G�G� donAût care 
GaGQ GV FþGlGG G= F÷ FéF¹

aarp H��õ�–H� GUGŠGM Gx G•G= G 0 G WG z G G G " G [G Q G V G }G ŠG = G 0 G WG z G G F ûG l
G • G >F éG � Ethertype AppleTalk Address Resolution Protocol G " 4 E� ¥F ç
G � F éF ¹

amber H��õ�–H�EtherType DEC-Amber G " 4 E� ¥F ç G � F éF ¹
cos cos H��õ�–H� Ge Gw G2 G8Gx GT G1 G" 0¿�� FéG�FïG�F¸0 HZ 7 G � F ÷F þ G CG Š G aG G=

G w G G H �CoSH � � ÍG " 4 E� ¥F ç G � F éF ¹CoS Fû�öFõFß Gc G1 GyGM Gx G• G>
G]GŠ GW G4 G5 G0F÷FðFá��/œ�•+�F÷ FéF¹cos G8GeGEGu G•FÜ0¿��Få G�F
G�FÛ Fù FÖ FÛG" &�1� FéG�1™�ÌGo GQ GIGŠGFFÜ/²&gFå G�G� FéF

dec-spanning H��õ�–H�EtherType Digital Equipment CorporationH�DECH � G G G _G
G R G x G ŠG " 4 E� ¥F ç G � F éF ¹

decnet-iv H��õ�–H�EtherType DECnet Phase IV GeG{ GV GA GyG" 4E�¥Fç G� Fé
diagnostic H��õ�–H�EtherType DEC-Diagnostic G " 4 E� ¥F ç G � F éF ¹
dsm H��õ�–H�EtherType DEC-DSM G " 4 E� ¥F ç G � F éF ¹
etype-6000 H��õ�–H�EtherType 0x6000 G " 4 E� ¥F ç G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
deny H�MAC G0G= GIGG G x G GG V G A G •G c G 1 G <G s G z G ŠG EG u G •H �

ç Fö FÿGC

ÝF å G �F ö F ÔG �û� Â F è

"

H �
H��@H� appletalk FÿF¸ GA Gl G• GW Gw G2 G•FþGf GyGe GG GV Gx G• G>FûFÿ/²&gFå G�G� FéFÜF¸ �M+´�²�óFø F
GkGŠGV Få G�Fö FÔG� FëG#F¹

IPX G V G w G c G 1 G Q G = G " G c G 1 G yG M G x G • G >F éG �F ûF ÿF ¸ � Q# IPX G 9 G eG I G y� ìF þ G M G 2G eF
FöFţype mask G � F ïF ÿ lsap lsap mask G;GŠ G}GŠ GWG" �Q#ÝFç G� FéF¹/²  2-12 FûF Ņovell #Ý1�Fø Cisco 
IOS #Ý1�F÷Fþ IPX G9 GeGI Gy�ìGM G2GeFû�P�Â FéG�Gc G1 GyGM �²�óG" �M0t/²&gFç G� FéF¹

GUGc G7 GyGV Fã FþGA Gl G• GW FûFÿF¸ GUGcG7 GyGV Fÿ FÒG� G� FëG#F¹ Fï FðFç F¸ �¡�S�ÜFÝ MAC ACL FþGUGcG7 GyGV G0G=
GEGu G•Fÿ�Ä� °F÷ FéF¹

G A G lG • G W GpGŠGW MAC G0G= GIGG G x G G G V G A G •G c G 1 G <G s G z G ŠG EG u G •

etype-8042 H��õ�–H�EtherType 0x8042 G " 4 E� ¥F ç G � F éF ¹
lat H��õ�–H�EtherType DEC-LAT G " 4 E� ¥F ç G � F éF ¹
lavc-sca H��õ�–H�EtherType DEC-LAVC-SCA G " 4 E� ¥F ç G � F éF ¹
lsap lsap-number mask H��õ�–H� G_G?GQ GV Fþ LSAP $��• H�0 HZ 65535H � F ø 802.2 G 9 G eG I G y� ìG

�Q#ÝFç FöF¸ G_G?GQ GV FþGe G{ GV GA GyG" 1‘�9Fç G� FéF¹

mask FÿF¸ �M+´G" GTGG GV FéG��SFû LSAP $��•Fû4:#ÝFå G�G� donAût 
care GaGQ GV FþGlGG G= F÷ FéF¹

mop-console H��õ�–H�EtherType DEC-MOP Remote Console G " 4 E� ¥F ç G � F éF ¹
mop-dump H��õ�–H�EtherType DEC-MOP Dump G " 4 E� ¥F ç G � F éF ¹
msdos H��õ�–H�EtherType DEC-MSDOS G " 4 E� ¥F ç G � F éF ¹
mumps H��õ�–H�EtherType DEC-MUMPS G " 4 E� ¥F ç G � F éF ¹
netbios H��õ�–H�EtherType DEC-Network Basic Input/Output System

H�NETBIOSH � G " 4 E� ¥F ç G � F éF ¹
vines-echo H��õ�–H�Banyan Systems F û G � G � EtherType Virtual Integrated Network 

Service H�VINESH�Echo G " 4 E� ¥F ç G � F éF ¹
vines-ip H��õ�–H�EtherType VINES IP G " 4 E� ¥F ç G � F éF ¹
xns-idp H��õ�–H�10 4
�XF¸ 16 4
�XF¸ G� FïFÿ 8 4
�XFþ�õ�–Fþ  Ethertype F ÷ F Ò G � 

EtherType Xerox Network SystemsH�XNSH � G eG { G V G A G y G G G 2G ŠG V0 
HZ 65535H � G " 4 E� ¥F ç G � F éF ¹

/² 2-12 IPX G c G 1 G yG M � ö =

IPX G 9 G eG I G y� ìG M G 2G e

G c G 1 G yG M � ö =Cisco IOS �¡ Novell �¡

arpa Ethernet II Ethertype 0x8137

snap Ethernet-snap Ethertype 0x8137

sap Ethernet 802.2 LSAP 0xE0E0

novell-ether Ethernet 802.3 LSAP 0xFFFF
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denyH�MAC G0G= GIGG G x G GG V G A G •G c G 1 G <G s G z G ŠG EG u G •H �

#ÝFç

F¸
_G?GQ

Q GV G" 0Á

F û� P� Â F éG �G K G cG V G 4 G 5 G 0

1 G Q G = G "
GV Fû�M+´ Fé

FéF¹

3 æF å G �G �F þG " 0 Á
G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•MAC G0G= GIGG G x G G G V G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GWG" 6ä�� FéG�FûFÿF̧mac access-list 
extended G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹

host G;GŠ G}GŠ GWG" �Q#ÝFç Fï���œF¸ G0 GWGz GG GlGG G= Fÿ
°�ŠF÷FÝ G� FëG#F¹host G;GŠ G}GŠ GWG" �Q
F ú F Ô� �� œF ÿF ¸ G 0 G WG z G G GlGG G= G" 
°�Š FéG��²0[FÜ FÒG� G� FéF¹

G0G= GIGG G A G •G V G { G Š G y G6G•GV Gx H�ACEH � F Ü G 0G = G IG G G A G •G V G { G Š G y Gx GG GV Fû3ã�•Få G�Fï���œ
Gx GG GV Fþ�q�‹FûFÿ�/;òFþ deny-any-any �²�óFÜ�Ñ�~Fç G� FéF¹ FôG� G� F¸ �M+´FÜFú FÔ���œFûFÿG
GV Fÿ�Ä�°Få G�G� FéF¹ Fï FðFç F¸ �q�6Fþ ACE FÜ3ã�•Få G�G��SFûF¸ Gx GG GV Fÿ FéG	FöFþG_G?G
�•Fç G� FéF¹

�¡�S�ÜFÝ  MAC �Ñ�G G0G= GIGG G x G G G V F þ0 ò( ýF ûF ôF ÔF ö F ÿF ¸ F ã F þ G x G x G ŠG G 
G A G •G c G 1 G <G s G z G ŠG EG u G • G : G 2 G WG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

�[ ��Fþ�[F÷FÿF¸ FéG	FöFþ3æ�™
–FÛ G� MAC G 0 G WG z G G 00c0.00a0.03fa G�Fþ NETBIOS G V G w G c G
�Ä�° FéG��¡�S�ÜFÝ MAC �Ñ�G G0G= GIGG Gx GG GV G" ��*O FéG��‰�2G" &gFç G� FéF¹ Fã Fþ Gx GG
G�GV Gw Gc G1 GQ G= Fÿ�Ä�°Få G�G� FéF¹
Switch(config-ext-macl)# deny any host 00c0.00a0.03fa netbios.

��Fþ�[F÷FÿF¸ �¡�S�ÜFÝ MAC �Ñ�G G0G= GIGG Gx GG GV FÛ G� �Ä�°�²�óG" �P7V FéG��‰�2G" &gFç G�
Switch(config-ext-macl)# no deny any 00c0.00a0.03fa 0000.0000.0000 netbios.

��Fþ�[F÷FÿF¸ Ethertype 0x4321 Fþ FéG	FöFþG_G?GQ GV G" �Ä�°Fç G� FéF¹
Switch(config-ext-macl)# deny any any 0x4321 0

0¿��G" &�1� FéG�FûFÿFşhow access-lists "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
mac access-list extended 8�  IP G V G w G c G 1 G Q G = # ÝF û MAC G 0 G WG z G G GgGŠGG Fþ G0G= GIGG G x G G

G V G " � 8� BF ç G � F éF ¹

permit H�MAC G0G= GIGG G x G G
GV G A G •G c G 1 G <G s G z G ŠG EG u G •H �

�²�óFÜ�M+´Fç Fï���œFû8� IP G V G w G c G 1 G Q G = F Ü3 ?
�•Fç G� FéF¹

show access-lists G G G 2G Q G OF û0 ¿� �F å G �F ï ACL G " / ²& gF ç G � F éF ¹
2-132
Catalyst 2960F¸2960-SF ¸ F ÚG �G � 2960-P G G G 2G Q G O G A G l G • G W G x G c G /G z G •G G

OL- 29499-01-J
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diagnostic monitor

GG•
Fû�`Fé���œFÿF¸ Fã FþGA

CG kG ŠG V

Gw

2

Fþ
diagnostic monitor
diagnostic monitor G>G{GŠG^ Gy G A G •G cG 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç F öF ¸ G f G yG GpGY GM Gx
G>0Ç�•GTGGGV G" 0¿��Fç G� FéF¹ GTGGGV G" GUG1 GIGŠGd GyFûFç F¸ GUGcG7 GyGV 0¿��
G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

diagnostic monitor switch { num} test { test-id | test-id-range | all}

diagnostic monitor interval switch {num} test { test-id | test-id-range | all} hh:mm:ss milliseconds day 

diagnostic monitor syslog

diagnostic monitor threshold switch {num} test { test-id | test-id-range | all} count failure count

no diagnostic monitor switch { num} test { test-id | test-id-range | all}

no diagnostic monitor interval switch { num} test { test-id | test-id-range | all} 

no diagnostic monitor syslog

no diagnostic monitor threshold switch { num} test { test-id | test-id-range | all} failure  count 

H��@H� F ã F þG A G l G • G WF ÿF ¸LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG � Catalyst 2960-S G G G 2G Q G OF þ G �F ÷G
F å G �F ö F ÔG � F éF ¹

�S�eFþ1��Â

GUGc G7 GyGV • GpGY GM Gx G• G>FÿGUG1 GIGŠGd GyF÷ FéF¹

• syslog F Ü G 2 G [G ŠG d G yF ÷ F éF ¹

switch num GpGFGs GŠ Gy$��•G" �æ��Fç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ 4 F ÷ F éF ¹
test ��/œ FéG�GTGG GV G" �æ��Fç G� FéF¹
test-id ��/œ FéG�GTGG GV Fþ1‘�9$��•F¹ 0ò(ýFûFôFÔFö FÿF¸ FÂ�Q#Ý�VFþ G: G2 GW

G 2 G •F Ã F þ8 oG " � g! ·F ç F ö F ß F ðF å F ÔF ¹
test-id-range ��/œ FéG�GTGG GV Fþ1‘�9$��•Fþ(
�VF¹ 0ò(ýFûFôFÔFö FÿF¸ FÂ�Q#Ý�VFþ G:

G 2 G W G w G 2 G •F Ã F þ8 oG " � g! ·F ç F ö F ß F ðF å F ÔF ¹
all FéG	FöFþ0Ç�•GTGG GV G" ��/œFç G� FéF¹
interval GTGG GV G" ��/œ FéG�6ë7xG" �æ��Fç G� FéF¹
hh:mm:ss GTGG GV Fþ�ì6ë6ë7xG" �æ��Fç G� FéF¹ �g�'FûFôFÔFö FÿF¸ FÂ�Q#Ý�VFþ G: G

G W G w G 2 G •F Ã F þ8 oG " � g! ·F ç F ö F ß F ðF å F ÔF ¹
milliseconds �ì6ë H�Gm Gx &ÊH� G" �æ��Fç G� FéF¹ �æ��F÷FÝ G��ÍFÿ 0 HZ 999 F ÷ F éF ¹
day  GTGG GV Fþ6ë7x H��¥�XH� G" �æ��Fç G� FéF¹ �g�'FûFôFÔFö FÿF¸ FÂ�Q#Ý�V

G : G 2 G W G w G 2 G •F Ã F þ8 oG " � g! ·F ç F ö F ß F ðF å F ÔF ¹
syslog G f G yG G GpGY GM 0Ç�•GTGG GV FÜ�»�KFç Fï���œFû Syslog G o G Q G IG ŠG FG " # Õ

�BFç G� FéF¹
threshold 7€��Fç FÝ FÔ�ÍG" �æ��Fç G� FéF¹
failure count 
count

7€��Fç FÝ FÔ�ÍFþG9 G4 G•GV G" �æ��Fç G� FéF¹
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diagnostic monitor

" � Q

# ÝF ç

ÿF ¸ � �

x7 ³F ç G � F éF ¹ G TG G

GnG" 3û�–Fþ�·�8 GpGŠ GW

Fö FÔG����œF¸ G?GŠGd Gy�K
GM GQ G= G" G_GŠGT G1
F ¸ G G

éF¹

G2GQ GOF÷

Fç G� FéF¹
G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•GTGG GV G" GG G?GFGs GŠ Gx G• G>FéG����œF¸ ��Fþ�@�–�¦8oFÜ FÒG� G� FéF¹

• test-idH � G TG G G V ID G x G G G V G " / ²& g F éG �F ûF ÿF ¸show diagnostic content "I�’  EXEC G A G l G • G WG
#ÝFç G� FéF¹

• test-id-rangeH � G TG G G V ID G x G G G V G " / ²& g F éG �F ûF ÿF ¸show diagnostic content G A G l G • G WG " � Q
G� FéF¹ G9 G•Gl FÚG�G� G]G2 Gc G•F÷�
�) G� G�Fï�Z�XF÷(
�VG" 
°�ŠFç G� Fé H��[ H�1,3-6 FÿGTGG GV 
ID 1F¸3F¸4F¸5 FÚG�G� 6H�F¹

• hh H � � ì6 ë H �0 HZ 23H � G " 
 °� ŠF ç G � F éF ¹

• mmH � � ( H �0 HZ 60H � G " 
 °� ŠF ç G � F éF ¹

• ssH � & Ê H �0 HZ 60H � G " 
 °� ŠF ç G � F éF ¹

• millisecondsH � G m G x & Ê H �0 HZ 999H � G " 
 °� ŠF ç G � F éF ¹

• dayH�0 HZ 20 Fþ�X�ÐFø Fç Fö�¥G" 
°�ŠFç G� FéF¹

diagnostic monitor switch { num} test { test-id | test-id-range | all} G A G l G • G WG " 
 °� Š F éG �� �� œF
Fþ�@�–�¦8oFû�‘FóFö Fß FðFå FÔF¹

• FéG	FöFþ�K)FGkGŠGV G" GUG1 GIGŠGd GyFûFç F̧ G[GQ GV G}GŠG= G V G w G c G 1 G Q G = G " 7
G V � pF ÿG TG G G V G_G?GQ GV G" 3æ��F÷FÝ G� FëG#F¹

• GE GG GT GnG� FïFÿGTGG GV �íG�GpGFGs GŠ GyG" Gx GIGQ GV Fç Fï�‹F÷F¸ GE GG GT
Fû�`Fç G� FéF¹

H��@H� GG GM GQ G= FþGG G2GQ GOFû Gx G{ GŠ GW Få G�Fï�“�öFÜ FÒ G�0Ç�•GTGG GV G" ��/œFç
)FFþ0¿��Fû�Â FèFö GG GM GQ G= G" G_GŠGT G1 GEGu G•F÷�
�) G�Fã Fø FÜF÷FÝ G� FéF¹ GG
GEGu G•F÷� 
� )G � Fú FÔG� FÖ FûFéG�FûFÿF¸show switch detail "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç F ö
GM GQ G= 0¿��G" &�1� FéG��²0[FÜ FÒG� G� FéF¹

�[ ��Fþ�[F÷FÿF¸ 2 � (FäFø Fû�æ� �Fç F ïGTGG GV G" /œ FÖ G� FÖ Fû0¿� � FéG��‰�2G" &gFç G� F
Switch(config)# diagnostic monitor interval  1 test 1 00:02:00 0 1

��Fþ�[F÷FÿF¸ Gf GyGG GpGY GM FÜ�è�SFû G2 G[GŠGd GyFûFúFóFö FÔFú FÔ���œFûF¸ �æ��Få G�Fï GG
GTGG GV G" ��/œ FéG��‰�2G" &gFç G� FéF¹
Switch(config)# diagnostic monitor switch 1 test 1

� �Fþ�[F÷FÿF¸ GG G2GQ GO�VF÷GTGG GV GpGY GM Gx G• G>#ÝFþ7€��Fç FÝ FÔ�ÍG" 0¿�� FéG��‰�2G" &g
Switch(config)# diagnostic monitor threshold switch 1 test 1 failure count 50

Gx Gx GŠGG �š�f
Æ��
12.2(53)SE1 F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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diagnostic monitor

G [G ŠG d G yF û
��Fþ�[F÷FÿF¸ Gf GyGG GpGY GM GTGG GV FÜ�»�KFç Fï���œFû Syslog G o G Q G IG ŠG FF þ# Õ� BG " G 2
FéG��‰�2G" &gFç G� FéF¹
Switch(config)# diagnostic monitor syslog

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
show diagnostic G8G• Gw G2 G•0Ç�•GTGG GV Fþ)��ÝG" /²&gFç G� FéF¹
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diagnostic schedule

G ŠG x G • G >G " 0 ¿� �F ç G �

CG kG ŠG V

W Gw

:

" �æ��Fç G�
ç Fö Fß

FéF¹ �g�'FûFô
FÔF¹

" �æ��Fç G�
ç Fö Fß
diagnostic schedule 
diagnostic schedule "I�’  EXEC G A G l G • G WG " � Q# ÝF ç F öF ¸ 0 Ç� •G TG GG V F þG G G ?G FG s
FéF¹ GG G?GFGs GŠGx G• G>G" �P7VFç F̧ GUGcG7 GyGV 0¿��Fû�̀ Fé���œFÿF̧ Fã FþGA Gl G• GWFþ no �g�'G" �Q#Ý
F ç G � F éF ¹

diagnostic schedule switch num test { test-id | test-id-range | all | basic | non-disruptive} { daily 
hh:mm | on mm dd yyyy hh:mm | weekly day-of-week hh:mm}

no diagnostic schedule switch num test { test-id | test-id-range | all | basic | non-disruptive} { daily 
hh:mm | on mm dd yyyy hh:mm | weekly day-of-week hh:mm}

H��@H� F ã F þG A G l G • G WF ÿF ¸LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG � Catalyst 2960-S G G G 2G Q G OF þ G �F ÷G
F å G �F ö F ÔG � F éF ¹

�S�eFþ1��Â

GUGc G7 GyGV F ã F þG A G l G • G W F ûG UG cG 7 G yG V 0 ¿� �F ÿ F ÒG � G � F ëG #F ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

switch num GG G2GQ GO$��•G" �æ��Fç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ 4 F ÷ F éF ¹
test G G G ?G FG s G Š G x G • G >F éG �G TG G G V G " � æ� �F ç G � F éF ¹
test-id ��/œ FéG�GTGG GV Fþ1‘�9$��•F¹ 0ò(ýFûFôFÔFö FÿF¸ FÂ�Q#Ý�VFþ G: G2 G

G 2 G •F Ã F þ8 oG " � g! ·F ç F ö F ß F ðF å F ÔF ¹
test-id-range ��/œ FéG�GTGG GV Fþ1‘�9$��•Fþ(
�VF¹ 0ò(ýFûFôFÔFö FÿF¸ FÂ�Q#Ý�VFþ G

G 2 G W G w G 2 G •F Ã F þ8 oG " � g! ·F ç F ö F ß F ðF å F ÔF ¹
all FéG	FöFþ0Ç�•GTGG GV G" ��/œFç G� FéF¹
basic �ö�•$×Fú G8G•GUGl G• GWFþ0Ç�•GTGG GV G" ��/œFç G� FéF¹
non-disruptive G \ G •G UG 1 G G G wG eG T G 1 G d G f G yG G G pG Y G M GTGG GV G" � �/œFç G� FéF¹
daily hh:mm GTGG GV GgGŠGG Fþ0Ç�•GM GG G= FþGG G?GFGs GŠ Gy H��¥�"�)H� G

FéF¹ �g�'FûFôFÔFö FÿF¸ FÂ�Q#Ý�VFþ G: G2 GW Gw G2 G•FÃ Fþ8oG" �g!·F
FðFå FÔF¹

on mm dd yyyy 
hh:mm

GTGG GV GgGŠGG Fþ0Ç�•GM GG G= FþGG G?GFGs GŠ GyG" �æ��Fç G�
FÔFö FÿF¸ FÂ�Q#Ý�VFþ G: G2 GW Gw G2 G•FÃ Fþ8oG" �g!·Fç Fö Fß FðFå

weekly day-of-week 
hh:mm

GTGG GV GgGŠGG Fþ0Ç�•GM GG G= FþGG G?GFGs GŠ Gy H�4��"�)H� G
FéF¹ �g�'FûFôFÔFö FÿF¸ FÂ�Q#Ý�VFþ G: G2 GW Gw G2 G•FÃ Fþ8oG" �g!·F
FðFå FÔF¹

Gx Gx GŠGG �š�f
Æ��
12.2(53)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
diagnostic schedule

ç G � F éF ¹

# ÝF ç

F éF ¹

FÔ

`�e

• G>FéG��‰�2G"

FGs GŠGx G• G>Fé
�Q#Ý�VFþG: G2 GW Gw G2G•GTGG GV G" GG G?GFGs GŠ Gx G• G>FéG����œF¸ ��Fþ�@�–�¦8oFÜ FÒG� G� FéF¹

• test-idH � G TG G G V ID G x G G G V G " / ²& g F éG �F ûF ÿF ¸show diagnostic content G A G l G • G WG " � Q# ÝF

• test-id-rangeH � G TG G G V ID G x G G G V G " / ²& g F éG �F ûF ÿF ¸show diagnostic content G A G l G • G WG " � Q
G� FéF¹ G9 G•Gl FÚG�G� G]G2 Gc G•F÷�
�) G� G�Fï�Z�XF÷(
�VG" 
°�ŠFç G� Fé H��[ H�1,3-6 FÿGTGG GV 
ID 1F¸3F¸4F¸5 FÚG�G� 6H�F¹

• hh:mmH�2 �FFþ�X�Ð H�24 �ì6ë/²0°H� F÷�ì6ëFÚG�G��(G" 
°�ŠFç G� FéF¹ GA G{ G• H�:H � F Ü� ²0 [F ÷

• mmH�JanuaryF¸February HZ December Fþ G� FÖ FûF¸ �vG" 
°�ŠFç G� Fé H��±�e�ÐG� FïFÿ�`�e�ÐFþ
FêG�FÛG" �Q#ÝH�F¹

• dd H�2 �FFþ�X�ÐF÷�¥G" 
°�ŠFç G� FéF¹

• yyyyH�4 �FFþ�X�ÐF÷�ºG" 
°�ŠFç G� FéF¹

• day-of-weekH�MondayF¸Tuesday HZ Sunday Fþ G� FÖ FûF¸ �Y�¥G" 
°�ŠFç G� Fé H��±�e�ÐG� FïFÿ�
�ÐFþ FÔFêG�FÛG" �Q#ÝH�F¹

�[ ��Fþ�[F÷FÿF¸ "I��FþGG G2GQ GOFû�PFç Fö"I��Fþ�¥�ìFû0Ç�•GTGGGV G" GG G?GFGs GŠGx G
&gFç G� FéF¹
Switch(config)# diagnostic schedule  1 test 1,2,4-6 on january 3 2006 23:32

��Fþ�[F÷FÿF¸ �æ��Få G�FïGG G2GQ GOF÷�–4�"I��Fþ�ì6ëFû0Ç�•GTGGGV G" /œ FÖ G� FÖ GG G?G
G��‰�2G" &gFç G� FéF¹
Switch(config)# diagnostic schedule  1 test 1,2,4-6 weekly friday 09:23

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
show diagnostic G8G• Gw G2 G•0Ç�•GTGG GV Fþ)��ÝG" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
diagnostic start

¹

CG kG ŠG V

Gw
diagnostic start
�æ��Fç Fï0Ç�•GTGG GV G" ��/œ FéG�FûFÿF¸diagnostic start GtGŠGD G A G l G • G WG " � Q# ÝF ç G � F éF

diagnostic start switch num test { test-id | test-id-range | all | basic | non-disruptive}

H��@H� F ã F þG A G l G • G WF ÿF ¸LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG � Catalyst 2960-S G G G 2G Q G OF þ G �F ÷G
F å G �F ö F ÔG � F éF ¹

�S�eFþ1��Â

GUGc G7 GyGV F ã F þG A G l G • G W F ûG UG cG 7 G yG V 0 ¿� �F ÿ F ÒG � G � F ëG #F ¹

G A G lG • G W GpGŠGW GtGŠGD EXEC

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•GTGG GV ID G x G G G V G " / ²& g F éG �F ûF ÿF ¸show diagnostic content G A G l G • G WG " � Q# ÝF ç G � F éF ¹

test-id-range G " G 9 G •G l F ÚG �G � G ]G 2 G c G •F ÷� 
� )G � G �F ï� Z� XF ÷
 °� ŠF ç G � F é H �� [ H �1,3-6 FÿGTGG GV ID 1F¸
3F¸4F¸5F ¸ F ÚG �G � 6H�F¹

�[ ��Fþ�[F÷FÿF¸ "I��FþGG G2GQ GOF÷0Ç�•GTGGGV G" ��/œFéG��‰�2G"&gFç G� FéF¹
Switch> diagnostic start switch 1 test 1
Switch>
06:27:50: %DIAG-6-TEST_RUNNING: Switch 1: Running TestPortAsicStackPortLoopback{ID=1} ...
(switch-1)
06:27:51: %DIAG-6-TEST_OK: Switch 1: TestPortAsicStackPortLoopback{ID=1} has completed
successfully (switch-1)

test ��/œ FéG�GTGG GV G" �æ��Fç G� FéF¹
test-id ��/œ FéG�GTGG GV Fþ1‘�9$��•F¹ 0ò(ýFûFôFÔFö FÿF¸ FÂ�Q#Ý�VFþ G: G2 GW

G 2 G •F Ã F þ8 oG " � g! ·F ç F ö F ß F ðF å F ÔF ¹
test-id-range ��/œ FéG�GTGG GV Fþ1‘�9$��•Fþ(
�VF¹ 0ò(ýFûFôFÔFö FÿF¸ FÂ�Q#Ý�VFþ G:

G 2 G W G w G 2 G •F Ã F þ8 oG " � g! ·F ç F ö F ß F ðF å F ÔF ¹
all FéG	FöFþ0Ç�•GTGG GV G" ��/œFç G� FéF¹
basic �ö�•$×Fú G8G•GUGl G• GWFþ0Ç�•GTGG GV G" ��/œFç G� FéF¹
non-disruptive G \ G •G UG 1 G G G wG eG T G 1 G d G f G yG G G pG Y G M GTGG GV G" � �/œFç G� FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(53)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
diagnostic start

�G����œFû/²&gFå G�

éG����œFû/²&gFå G�
��Fþ�[F÷FÿF¸ �G�–FúGE GG GT Gn�·�8G" 7<�� FéG�GG G2GQ GOFû0Ç�•GTGG GV 2 G " 6 ä� � F éG �� ‰� 2G " & gF ç
G � F éF ¹
Switch> diagnostic start switch 1 test 2
Switch 1: Running test(s) 2 will cause the switch under test to reload after completion of
the test list.
Switch 1: Running test(s) 2 may disrupt normal system operation
Do you want to continue?[no]: y
Switch>
16:43:29: %STACKMGR-2-STACK_LINK_CHANGE: Stack Port 2 Switch 2 has changed to state DOWN
16:43:30: %STACKMGR-2-STACK_LINK_CHANGE: Stack Port 1 Switch 9 has changed to state DOWN
16:43:30: %STACKMGR-2-SWITCH_REMOVED: Switch 1 has been REMOVED from the stack
Switch#
16:44:35: %STACKMGR-2-STACK_LINK_CHANGE: Stack Port 1 Switch 2 has changed to state UP
16:44:37: %STACKMGR-2-STACK_LINK_CHANGE: Stack Port 2 Switch 2 has changed to state UP
16:44:45: %STACKMGR-2-SWITCH_ADDED: Switch 1 has been ADDED to the stack
16:45:00: %STACKMGR-3-SWITCH_READY: Switch 1 is READY
16:45:00: %STACKMGR-2-STACK_LINK_CHANGE: Stack Port 1 Switch 1 has changed to state UP
16:45:00: %STACKMGR-2-STACK_LINK_CHANGE: Stack Port 2 Switch 1 has changed to state UP
00:00:20: %STACKMGR-2-SWITCH_ADDED: Switch 1 has been ADDED to the stack (Switch-1)
00:00:20: %STACKMGR-2-SWITCH_ADDED: Switch 2 has been ADDED to the stack (Switch-1)
00:00:25: %SPANTREE-3-EXTENDED_SYSID: Extended SysId enabled for type vlan (Switch-1)
00:00:29: %SYS-3-CONFIG_I: Configured from memory by console (Switch-1)
00:00:29: %STACKMGR-3-SWITCH_READY: Switch 2 is READY (Switch-1)
00:00:29: %STACKMGR-3-MASTER_READY: Master Switch 2 is READY (Switch-1)
00:00:30: %STACKMGR-3-SWITCH_READY: Switch 1 is READY (Switch-1)
00:00:30: %DIAG-6-TEST_RUNNING: Switch 1: Running TestPortAsicLoopback{ID=2} ...
(Switch-1)
00:00:30: %DIAG-6-TEST_OK: Switch 1: TestPortAsicLoopback{ID=2} has completed successfully
(Switch-1)

��Fþ Go GQ GIGŠGFFÿF¸ GTGG GV G" ��/œ FéG�Fã Fø Fû G� G� GG GM GQ G= �K)F�öFÜ�»G�G
G � F éF ¹
Switch 3: Running test(s) 2 will cause the switch under test to reload after completion of
the test list.
Switch 3: Running test(s) 2 may disrupt normal system operation
Do you want to continue?[no]:

��Fþ Go GQ GIGŠGFFÿF¸ GTGG GV G" ��/œ FéG�Fã Fø Fû G� G� GG GM GQ G= Fþ�(7³FÜ$Î#Õ F
G � F éF ¹
Switch 4: Running test(s) 2 will cause the switch under test to reload after completion of
the test list.
Switch 4: Running test(s) 2 will partition stack
Switch 4: Running test(s) 2 may disrupt normal system operation
Do you want to continue?[no]:

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
show diagnostic G8G• Gw G2 G•0Ç�•GTGG GV Fþ)��ÝG" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
dot1x

s G z G Š
G l G • G WF þ

F éF ÜF ¸ G C

éF¹

GT G1 G• G>
GG GV FûFÿF¸

FÜ

•

FôFÔ
G •H �

GŠ

� FéF¹
dot1x
IEEE 802.1x 1�0ÉG" G>G{ GŠG^ GyFû G2 G[GŠGd GyFûFéG�FûFÿF¸dot1x G>G{ GŠG^ Gy G A G •G c G 1 G <G
GEGu G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿF ¸ F ã F þG A no �g�'G" �Q#ÝFç
G � F éF ¹

dot1x { critical { eapol | recovery delay milliseconds} | { guest-vlan supplicant} | 
system-auth-control}

no dot1x { critical  { eapol | recovery delay} | { guest-vlan supplicant} | system-auth-control}

H��@H� credentials name G;GŠ G}GŠ GWFÿF¸ GA Gl G• GW Gw G2 G•FþGf GyGe G G G V G x G • G >F ûF ÿ/ ²& gF å G �G �
GkGŠGV Få G�Fö FÔG� FëG#F¹

�S�eFþ1��Â

GUGc G7 GyGV IEEE 802.1x 1�0ÉFÿGUG1 GIGŠGd GyF÷F¸ G8GeGEGu G•Fþ G@GG GV VLAN Fþ�·�8FÿGUG1 GIGŠGd GyF÷ F

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•IEEE 802.1x 1�0ÉG" G>G{ GŠG^ GyFû G2 G[GŠGd GyFûFéG��SFûF¸ 1�0ÉF¸ 0Á�•F¸ G0G9 G4 G•
H�AAA H� G" G2 G[GŠGd GyFûFç F¸ 1�0É�‰�' Gx GG GV G" �æ�� FéG��²0[FÜ FÒG� G� FéF¹ �‰�' Gx
GtGŠGDFþ1�0ÉFû�Q#Ý FéG�F¸ 8p�ÎFø 1�0É�‰�'FÜ0°3ÙFå G�Fö FÔG� FéF¹

G G G 2G Q G OF þ IEEE 802.1x 1�0ÉG" G>G{ GŠG^ GyFû G2 G[GŠGd GyFûFéG��SFûF¸IEEE 802.1x 1�0ÉFÚG�G� 
EtherChannel FÜ0¿��Få G�Fö FÔG� G2 G•GM GŠGc G5 G2GG FÛ G� EtherChannel Fþ0¿��G" �P7VFç G� FéF¹

EAP-Transparent LAN ServiceH�TLSH � F ÚG �G � EAP-MD5 F÷ IEEE 802.1x G " 1 �0 É F éG � Cisco Access 
Control ServerH�ACSH� G0Ge Gx G?GŠGEGu G•FÜ'�
> FéG�/æ*(G" �Q#ÝFç Fö FÔG����œF¸ /æ*( ACS G^GŠ
GFGu G• 3.2.1 �è�VF÷'�
>Fç Fö FÔG�Fã Fø G" &�1�Fç G� FéF¹

guest-vlan supplicant G;GŠ G}GŠ GWG" �Q#ÝFç FöF¸ GG G2GQ GOF÷G8GeGEGu G•Fþ IEEE 802.1x G@GG GV 
VLAN Fþ�·�8G" G>G{ GŠG^ GyFû G2 G[GŠGd GyFûF÷FÝ G� FéF¹ 0ò(ýFûFôFÔFö FÿF¸dot1x guest-vlan G A G l G
GWG" �g! ·Fç Fö Fß FðFå FÔF¹

critical { eapol | 
recovery delay 
milliseconds}

G0G= GIGG �Y+�Fú1�0ÉG^ G2G_GG G_ Gw Go GŠGM G" 0¿��Fç G� FéF¹ 0ò(ýFû
F ö F ÿFḑot1x critical H � G >G { G ŠG ^ G y G A G •G c G 1 G <G s G z G ŠG EG uG A G l G •
GWG" �g! ·Fç Fö Fß FðFå FÔF¹

guest-vlan supplicant G G G 2G Q G OF ÷G 8G eG EG u G •F þ G @G G G V VLAN Fþ�·�8G" G>G{ GŠG^ GyFû G2 G[
G d G yF ûF ç G � F éF ¹

system-auth-control G G G 2G Q G OF ÷ IEEE 802.1x 1�0ÉG" G>G{ GŠG^ GyFû G2 G[GŠGd GyFûFç G

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
dot1x

Fç G� FéF¹

ûFéG��‰

F éF ¹

G_ Gw Go GŠGM

� FéF¹
�[ ��Fþ�[F÷FÿF¸ GG G2GQ GOF÷ IEEE 802.1x 1�0ÉG" G>G{ GŠG^ GyFû G2 G[GŠGd GyFûFéG��‰�2G" &g
Switch(config)# dot1x system-auth-control

��Fþ�[F÷FÿF¸ GG G2GQ GOF÷G8GeGEGu G•Fþ G@GG GV VLAN Fþ�·�8G" G>G{ GŠG^ GyFû G2 G[GŠGd GyF
�2G" &gFç G� FéF¹
Switch(config)# dot1x guest-vlan supplicant

0¿��G" &�1� FéG�FûFÿFşhow dot1x [interface interface-id] "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G �

6õ4�GA GlG• GW G A G l G • G W 1 �� Â

dot1x critical H � G >G { G ŠG ^ G y 
G A G •G c G 1 G <G s G z G ŠG EG u G •H �

GG G2GQ GO�VF÷F¸ G0G= GIGG �Y+�Fú1�0ÉG^ G2G_GG �µ+�Fþ
G " 0 ¿� �F ç G � F éF ¹

dot1x guest-vlan G0G= GT G1 Gd VLAN G " G 2 G [G ŠG d G yF ûF ç F ¸IEEE 802.1x G@GG GV VLAN 
F ø F ç F ö� æ� �F ç G � F éF ¹

dot1x port-control GkGŠGV Fþ1�0ÉGG GTGŠGV Fþ�m�·�D�šG" G2 G[GŠGd GyFûFç G
show dot1x [interface 
interface-id]

�æ��Få G�FïGkGŠGV Fþ IEEE 802.1x Fþ"g�ÂG" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
dot1x auth-fail max-attempts

¸
F ç G �

ÒG � G � F éF ¹

7H

�G�XG"

F éF ¹

�X
dot1x auth-fail max-attempts
GkGŠGV FÜ�D7H VLAN Fû&ã/œFå G�G�G� F÷Fû0Á��Få G�G��q�±Fþ1�0É0è/œ�G�XG" 0¿�� FéG�FûFÿF
dot1x auth-fail max-attempts G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# Ý
FéF¹ GUGcG7 GyGV 0¿��Fû�̀ FéFûFÿF̧ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

dot1x auth-fail max-attempts max-attempts

no dot1x auth-fail  max-attempts 

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV �ÍFÿ 3 �GF÷ FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•VLAN F÷0Á��Få G�G��q�±Fþ1�0É0è/œ�G�XG" 
Ì0¿�� FéG����œF¸ �š�f
Æ��Fÿ
Ì1�0ÉGM G2GlGŠFÜ�‡
� )G �FûFúFóF ï� ‹F÷�o� ÎFå G �G � FéF ¹

�[ ��Fþ�[F÷FÿF¸GkGŠGV 3 Fþ�D7H VLAN FûGkGŠGV FÜ&ã/œ FéG��SFû0Á��Få G�G��q�±Fþ1�0É0è/œ 
2 Fû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch# configure terminal  
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface gigabitethernet1/01/3
Switch(config-if)# dot1x auth-fail max-attempts 2
Switch(config-if)# end
Switch(config)# end
Switch#

0¿��G" &�1� FéG�FûFÿFşhow dot1x [interface interface-id] "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G �

6õ4�GA GlG• GW

max-attempts GkGŠGV FÜ�D7H VLAN Fû&ã/œ FéG�G� F÷Fû0Á��Få G�G��q�±Fþ1�0É0è/œ�G
G " � æ� �F ç G � F éF ¹ � æ� �F ÷F Ý G �( 
� VF ÿ 1 HZ 3 F ÷ F éF ¹ G UG cG 7 G yG V � ÍF ÿ 3 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)SED F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
dot1x auth-fail max-attempts

éF¹

GQ GOFÜ1�0É
G A G l G • G W 1 �� Â
dot1x auth-fail vlan [vlan id] G8GeGEGu G•Fþ�D7H VLAN Fþ�µ+�G" G2 G[GŠGd GyFûFç G� F
dot1x max-reauth-req [count] GkGŠGV FÜ!“0Á�•GG GTGŠGV Fû&ã/œ FéG��SFûF¸ GG G2

GeG{ GIGG G" 
Ì2s�· FéG��q�±�G�XG" 0¿��Fç G� FéF¹
show dot1x [interface interface-id] �æ��Få G�FïGkGŠGV Fþ IEEE 802.1x Fþ"g�ÂG" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
dot1x auth-fail vlan

G 1
ã F þG A G l G • G WF þ

ÒG � G � F éF ¹

D7H
Û G�
�w
�)�•Få G�Fö FÔG�
�G�G� F÷�‚

ŠG F
å G�Fú FÔFïG�F¸ Fã Fþ

��Fþ#.

V H � F û

GF
dot1x auth-fail vlan
GkGŠGV F÷�D7H VLAN G " G 2 G [G ŠG d G yF ûF éG �F ûF ÿF ¸dot1x auth-fail vlan G 2 G •G M G ŠG c G 5 G 2G G G A G •G c
G<Gs Gz GŠGEGu G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿF ¸ F no �g�'
G " � Q# ÝF ç G � F éF ¹

dot1x auth-fail vlan vlan-id

no dot1x auth-fail vlan 

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â

GUGc G7 GyGV �D7H VLAN Fÿ0¿��Få G�Fö FÔG� FëG#F¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•��Fþ G� FÖ Fû0¿��Få G�FïGkGŠGV F÷�D7H VLAN G"0¿� �F÷FÝ G� FéF ¹

• G E G • G > G yG i G G G V H �G UG cG 7 G yG V H � G pG Š G W 

•  1�0É#Ý auto GpGŠ GW


Ì1�0ÉG" G2 G[GŠGd GyFûFéG��²0[FÜ FÒG� G� FéF¹ GUG1 GIGŠGd GyFûFúFóFö FÔG�Fø F¸ � VLAN FþGkGŠ
GV Fÿ
Ì1�0É0[�ÓG" �wFá�v G� G� FëG#F¹ 
Ì1�0ÉGe G{ GIGG G" 6ä�� FéG�FûFÿF¸ �D7H VLAN FÜGkGŠGV F
G x G •G = G N G 4 G • G2GgG•GV G� FïFÿ Extensible Authentication ProtocolH�EAPH � G { G >G 8G c G2Gg G•GV G"
Fá�v G��²0[FÜ FÒG� G� FéF¹ Gi GG GV FÜ G]GdG" �ÓFç Fö�K)FFå G�Fö FÔG����œF¸ Gi GG GV FÜ
F ø G kG ŠG V F Ü G x G •G = G N G 4 G • G2GgG•GV G" �wFá�v G�Fã Fø FÜF÷FÝ FêF¸ ��Fþ
Ì1�0É0è/œFÜ/œG�G
F ç F ÔG i G G G V F Ü� è� �F å G �F ú F ÔF ã F ø F Ü F ÒG � G � F éF ¹

GCGe Gx G9 G•GV FÜ1�0ÉFû�»�K FéG�Fø F¸ GkGŠGV Fÿ�D7H VLAN Fû&ã/œFç F¸EAP 1�0É�B�Œ G o G Q G IG
FÜGCGe Gx G9 G•GV Fû3æ�™Få G�G� FéF¹ GCGe Gx G9 G•GV FûFÿ��7•Fþ1�0É�»�KFÜ3û%±F
�D7HG[GQ GV G}GŠG= G0G= GIGG Fû�ã�˜FÜ#Õ Fè G�Fã Fø FÜ FÒG� G� FéF¹EAP Fþ�B�ŒGo GQ GIGŠGFFÿF¸
#äF÷3æ�™Få G�G� FéF¹

• EAP Fþ�B�ŒGo GQ GIGŠGFFÜ3æ�™Få G�Fú FÔ���œF¸ GCGe Gx G9 G•GV Fÿ 60 & Ê F äF ø H �G UG cG 7 G yG 
EAP 6ä��Go GQ GIGŠGFG" 3æ�™Fç Fö1�0ÉG" /œFÚ FÖ Fø Fç G� FéF¹

• �M4ŠFþGi GG GV H�FïFø FØG�F¸Windows XP G" ��/œ�pFþGUG^ G2GG H� FÿF¸EAP Fþ�B�ŒGo GQ GIGŠ
G " � wF á� v G �G � F ÷ DHCP G " � �/ æF ÷F Ý G � F ëG #F ¹

vlan-id VLAN G" 1 HZ 4094 Fþ(
�VF÷�æ��Fç G� FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)SED F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
dot1x auth-fail vlan

ŠG D� ¡F ø G _G G G }G Š G W
éF¹ GCGe Gx
GV Fÿ�D7H

G � F ëG #F ¹

¿�� FéG�

G� FéF¹ GCGe Gx G9
Ge Gx G9 G•GV FÜ�G

GkGŠGV

6ëG� F¸
	Fö

å G�G�

IG ;G s G x

F éF ¹
GCGe Gx G9 G•GV FÿF¸ 1�0ÉFÛ G� EAP � B� ŒG o G Q G IG ŠG FG " � wF á� vF óF ï� ‹F ÷� Y� GF ú G tG
Fþ)�G��œG�FëG" G;Gq GQ GE Gs Fç F¸ 
Ì1�0ÉFþFïG�FûFíFþ�_��G" �Q#Ý FéG��•+��öFÜ FÒG� G� F
G9 G•GV FÜ�GFç FÔGtGŠGD�¡Fø G_GG G}GŠ GWFþ)�G��œG�FëG" 3æ�™ FéG�G� F÷F¸ GkGŠ VLAN FþG�
G � F ûF ú G � G � F éF ¹

G z G 2 G r 3 GkGŠGV Fû�Q#Ý FéG�
Æ4Š VLAN FÿF¸ �D7H VLAN F ø F ç F ö0 ¿� � F éG �F ã F ø F ÿF ÷F Ý

VLAN G " � D7 H VLAN F ø 8 b� Œ VLAN Fþ�g�‰Fû0¿�� FéG�Fã Fø FÿF÷FÝ G� FëG#F¹ FíFþ G� FÖ Fû0
F ø F ¸syslog G o G Q G IG ŠG FF Ü# Õ� BF å G �G � F éF ¹

�D7H VLAN GkGŠGV FÜ!“0Á�•GG GTGŠGV Fû&ã/œ FéG�Fø F¸ 1�0ÉGe G{ GIGG FÜ
Ì2s�·Få G�
G•GV FÜ
Ì�Ø1�0ÉGeG{ GIGG Fû�»�K FéG�Fø F¸ 1�0ÉFÿ�–�âGG GTGŠGV F÷�…�µFç G� FéF¹ GC
�–Fû
Ì1�0ÉFå G�Fï�‹F¸ FéG	FöFþ IEEE 802.1x GkGŠGV FÜ
Ì�6�‡�ìFå G�F¸ 3û�–Fþ IEEE 802.1x GkGŠGV
F ø F ç F ö� …G �G �G � F éF ¹

�D7H VLAN G " $ �F ú G � VLAN Fø Fç Fö
Ì0¿�� FéG�Fø F¸ �D7H VLAN FþGkGŠGV G� &ã/œFç F¸ F íFþ
Fÿ#'�~1�0ÉFå G�Fï GG GTGŠGV FþG� G� FûFú G� G� FéF¹

�D7H VLAN G " G EG q G Q G V G N G 4 G • F éG �F Û VLAN GUGŠGM GgGŠGG FÛ G� �P7V FéG�Fø F¸ �D7H VLAN FþGkGŠ
GV FÿFï FðFñ Fû!“0Á�•GG GTGŠGV Fû&ã/œFç F¸ 1�0ÉGe G{ GIGG FÜ
Ì2s�·Fç G� FéF¹ �D7H VLAN 0¿��FÜG� Fð
�Ñ�~ FéG�FïG�F¸ 1�0ÉFÿ�–�âGG GTGŠGV F÷�…�µFç G� FëG#F¹ �D7H VLAN FÜ8� G0G= GT G1 GdF÷ FÒ G�
�D7H VLAN F Ü G 0G = G T G 1 G dF ûF úF óF ïF ø F Ý F ûG kG ŠG V F ÜF ï F ðF ñ F û� D7 H VLAN FûFú G� G� FÖ FûF¸ FéG
Fþ1�0É0è/œFÜG9 G4 G•GV Få G�G� FéF¹

�D7H VLAN FÿF¸ GE G• G> GyGi GG GV GpGŠ GW H�GUGcG7 GyGV FþGkGŠGV GpGŠ GWH� F÷FðFáGCGkGŠGV F
FéF¹ FíFþFïG�F̧ GkGŠGV FÜ�D7H VLAN Fû4Ä*(Få G�G�Fø F¸ GCGe Gx G9 G•GV Fþ MAC G 0 G WG z G G F Ü MAC 
G 0 G WG z G G GTGŠGd GyFû3ã�•Få G�F¸ GkGŠGV Fû/²&gFå G�G��ÚFþ MAC G 0 G WG z G G F ÿF ¸ F éG 	F ö G
G T G 1 4 *� oF ø F ç F ö� …G �G �G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ GkGŠGV 1 F÷�D7H VLAN G " 0 ¿� � F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch# configure terminal  
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface gigabitethernet1/01/3
Switch(config-if)# dot1x auth-fail vlan 40
Switch(config-if)# end
Switch#

0¿��G" &�1� FéG�FûFÿFşhow dot1x [interface interface-id] "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G �

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
dot1x auth-fail max-attempts 
[max-attempts]

GCGe Gx G9 G•GV G" �D7H VLAN Fû�m G� �\Fö G��SFûF¸ 0è/œ�•
+�Fú1�0É�G�XG" 0¿��Fç G� FéF¹

show dot1x [interface interface-id] �æ��Få G�Fï GkGŠGV Fþ IEEE 802.1x Fþ"g�ÂG" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
dot1x control-direction

G" �"�M
G s
þG A G l G • G WF þ

FÿF¸ Gi GG

V FÿF¸ Gi
G� FëG#F¹

G EG u G •
dot1x control-direction
Fã FþGA Gl G• GWFÿF¸ #'�~Fÿ�Q#ÝFå G�Fö FÔG� FëG#F¹

Wake-on-LAN H�WoLH � � µ+ �G " � š3 UF ç F ï IEEE 802.1x 1�0ÉG" G2 G[GŠGd GyFûFç F¸ GkGŠGV �D�š
�‰�¥G� FïFÿ�n�‰�¥Fû0¿�� FéG�FûFÿF¸dot1x control-direction G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <
G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿF ¸ F ã F no �g�'G" �Q
#ÝFç G� FéF¹

dot1x control-direction { both | in}

no dot1x control-direction 

�S�eFþ1��Â

GUGc G7 GyGV GkGŠGV Fÿ�n�‰�¥ GpGŠ GW Fû0¿��Få G�Fö FÔG� FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•GUGcG7 GyGV 0¿��Fþ�n�‰�¥ GpGŠ GW Fû�` FéFûFÿF¸ Fã FþGA Gl G• GWFþ both G;GŠ G}GŠ GWG� FïFÿ no �g�'G"
�Q#ÝFç G� FéF¹

WoL Fþ0ò(ýFûFôFÔFö FÿF¸ GK GcGV G4 G5 G0 G A G •G c G 1 G <G s G z G ŠG EG u G • G : G 2 G WF þ F ÂConfiguring 
IEEE 802.1x Port-Based AuthenticationF Ã F þ' vF þ F ÂUsing IEEE 802.1x Authentication with 
Wake-on-LANF Ã F þ8 oG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

�[ ��Fþ�[F÷FÿF¸ �"�M�‰�¥�D�šG" G2 G[GŠGd GyFûFéG��‰�2G" &gFç G� FéF¹
Switch(config-if)# dot1x control-direction in

��Fþ�[F÷FÿF¸ �n�‰�¥�D�šG" G2 G[GŠGd GyFûFéG��‰�2G" &gFç G� FéF¹
Switch(config-if)# dot1x control-direction both

0¿��G" &�1� FéG�FûFÿFşhow dot1x all "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

both GkGŠGV Fþ�n�‰�¥�D�šG" G2 G[GŠGd GyFûFç G� FéF¹ GkGŠGV
GV FûG_G?GQ GV G" 3æ�w�™F÷FÝ G� FëG#F¹

in GkGŠGV Fþ�"�M�‰�¥�D�šG" G2 G[GŠGd GyFûFç G� FéF¹ GkGŠG
GG GV FûG_G?GQ GV G" 3æ�™F÷FÝ G� FéFÜF¸ �w�™FÿF÷FÝ

Gx Gx GŠGG �š�f
Æ��
12.2(25)SED F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹
12.2(58)SE dot1x control-direction G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G Š GA

G l G • G WF ÿF ¸authentication control-direction G 2 G •G M G ŠG c G 5 G 2G G G A G •
G c G 1 G <G s G z G ŠG EG u G • G A G l G • G W F û� pG �G � G � F ç F ïF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
dot1x control-direction

FÝ F¸ FéG	FöFþGG
FÔ���œF¸ ��Fþ G� FÖ Fû

ö� "� M
G�

ö G � F ¸
ŠF ÷

GV 0¿��GG
show dot1x all "I�’  EXEC GA Gl G• GW���ŠFÿF¸ GkGŠGV �¡Fø GkGŠGV FþGG GTGŠGV G" 7V
G2GQ GOF÷� �MF÷ FéF¹ Gi GG GV FÜGkGŠGV Fû�K)FFå G�Fö FÔFö G� Fð1�0ÉFå G�Fö FÔFú
/²&gFå G�G� FéF¹
Supplicant MAC 0002.b39a.9275
AuthSM State = CONNECTING
BendSM State = IDLE
PortStatus = UNAUTHORIZED

dot1x control-direction in G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " 
 °� ŠF ç F
�‰�¥�D�šG" G2 G[GŠGd GyFûFéG����œF¸ Fã G�FÜ show dot1x all GA Gl G• GW���ŠF÷��Fþ G� FÖ Fû/²&gFå
G � F éF ¹
ControlDirection  = In

dot1x control-direction in G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " 
 °� ŠF ç F
0¿��Fþ'‡�œFû G� G� GkGŠGV F÷Fã Fþ GpGŠ GWG" GCGkGŠGV F÷FÝ Fú FÔ���œF¸show dot1x all G A G l G • G W� ��
��Fþ G� FÖ Fû/²&gFå G�G� FéF¹
ControlDirection  = In (Disabled due to port settings)

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
authentication control-direction wake-on-LAN H�WoLH � � µ+ �G " � š3 UF ç F ï IEEE 802.1x 1�0ÉG" G2

G[GŠGd GyFûFç G� FéF¹
show dot1x [all | interface 
interface-id]

�æ��Fç Fï G2 G•GM GŠGc G5 G2GG Fû�P FéG��D�š�‰�¥FþGkGŠ
GTGŠGM GG G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
dot1x credentialsH � G >G { G ŠG ^G y G A G •G c G 1 G <G s G z G ŠG EG u G •H �

ŠG EG u G •H �
G x G 9 G •G V

ŠG M F ø F ç F ö� 9F þG G G 2G Q G OG " G IG Q G V

éF ¹

ûF ç G � F éF ¹
dot1x credentialsH�G>G{GŠG^Gy G A G •G c G 1 G <G s G zG
dot1x credentials G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç F öF ¸ G CG e GG
G2GQ GOF÷GeG{ Gc G/ G2 GyG" 0¿� �Fç G� FéF¹

 dot1x credentials profile

no dot1x credentials profile

�S�eFþ1��Â

GUGc G7 GyGV G G G 2G Q G OF ûG eG { G c G / G 2 G yF ÿ0 ¿� �F å G �G � F ëG #F ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG G G 2G Q G OG " G CG e G x G 9 G •G V F ûF éG �F ûF ÿF ¸ G 8G ŠG I G •G T G 1 G ?G
G0GQ GeFç Fö FÒ G��²0[FÜ FÒG� G� FéF¹

�[ ��Fþ�[F÷FÿF¸ GG G2GQ GOG" GCGe Gx G9 G•GV Fø Fç Fö0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# dot1x credentials profile

0¿��G" &�1� FéG�FûFÿFşhow running-config "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

profile GCGe Gx G9 G•GV G G G 2G Q G OF þG eG { G c G / G 2 G yG " � æ� �F ç G � F

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
cisp enable Client Information Signalling ProtocolH�CISPH � G " G 2 G [G ŠG d G yF
show cisp �æ��Få G�Fï G2 G•GM GŠGc G5 G2GG Fþ CISP �_��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
dot1x critical H�G>G{GŠG^Gy G A G •G c G 1 G <G s G z G ŠG EG u G •H �

EG u G •H �
G � Y+ �F ú1 �0 ÉG ^
•GT G1 G• G> H�
A Gl G• GWFþ

ÒG � G � F éF ¹

G = G x G TG 1 G 9 G y
V F û3 æ� ™F ç G �

éF¹

yFúGkGŠGV G" 
Ì�6

&Ê�"�)

c G 5
G T G 1 G 9 G yF úG kG ŠG V F û� m
G

V F Ü
" 3 æ� ™

Ý G�(
�V
dot1x critical H�G>G{GŠG^Gy G A G •G c G 1 G <G s G z G ŠG
dot1x critical  G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç F öF ¸ G 0G = G IG
G2G_GG �µ+�FþG_ Gw Go GŠGM H�G= Gx GT G1 G9 Gy1�0ÉG� FïFÿ1�0ÉF¸ 0Á�•F¸ G0G9 G4 GAAA H � � »
�KGk Gx GEGŠFø G� FÔ FÖ H� G" 0¿��Fç G� FéF¹ GUGcG7 GyGV 0¿��Fû�` FéFûFÿF¸ Fã FþG no �g�'G"
�Q#ÝFç G� FéF¹

dot1x critical  { eapol | recovery delay milliseconds} 

no dot1x critical { eapol | recovery delay}

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â

GUGc G7 GyGV G = G x G T G 1 G 9 G yF úG kG ŠG V G " critical-authentication G G G TG ŠG V F û* (F ß F ã F ø F û G �F óF öF íF þ
FúGkGŠGV Fþ1�0ÉFû�B�ŒFç Fï���œFûF¸ GG G2GQ GOFÿ EAPOL-Success G o G Q G IG ŠG FG " G i G G G
FëG#F¹

Gx G9G^ Gx 4����‡6ëFÿF¸1000 G m G x & Ê H �1 &ÊH� F÷ FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•G = G x G T G 1 G 9 G yF úG kG ŠG V F Ü critical-authentication GG GTGŠGV Fû*(FÛ G�Fï���œF¸ GG G2GQ GOFÜ 
EAPOL-Success Go GQ GIGŠGFG" 3æ�™ FéG� G� FÖ �æ�� FéG�FûFÿF¸eapol G;GŠ G}GŠ GWG" �Q#ÝFç G� F

�Q#Ý�Y+�Fú RADIUS GCGŠG^FÜ�Q#Ý�•+�FûFúFóFï���œFûGG G2GQ GOFÜG= Gx GT G1 G9 G
�‡�ì FéG�FïG�Fû�…�µ FéG� Gx G9G^ Gx 4����‡6ëG" 0¿�� FéG�FûFÿF¸recovery delay milliseconds G;GŠ
G}GŠ GWG" �Q#ÝFç G� FéF¹ GUGcG7 GyGV Fþ Gx G9G^ Gx 4����‡6ëFÿ 1000 Gm Gx &ÊF÷ FéF¹ GkGŠGV FÿF¸
F÷
Ì�6�‡�ìF÷FÝ G� FéF¹

G0G= GIGG �Y+�Fú1�0ÉG^ G2G_GG G" GkGŠGV �VF÷ G2 G[GŠGd GyFûFéG�FûFÿF¸dot1x critical  G 2 G •G M G ŠG
G2GG G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G G G 2G Q G OF ÜG = G x
G � � \F ö G � G 0G = G IG G VLAN G " 0 ¿� � F éG �F ûF ÿF ¸dot1x critical vlan vlan-id G 2 G •G M G ŠG c G 5 G 2G G A G •
G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹

eapol G G G 2G Q G OF û G � G � G = G x G TG 1 G 9 G yF úG kG ŠG critical-authentication 
GG GTGŠGV Fû*(FÛ G�Fï���œF¸EAPOL-Success G o G Q G IG ŠG FG
FéG� G� FÖ GG G2GQ GOG" �æ��Fç G� FéF¹

recovery delay milliseconds Gx G9G^ Gx 4����‡6ë H�Gm Gx &ÊH� G" 0¿��Fç G� FéF¹ �æ��F÷F
Fÿ 1 HZ 10000 G m G x & ÊF ÷ F éF ¹

G x G x G ŠG G � š� f
 Æ� �
12.2(25)SEE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
dot1x criticalH � G >G { G ŠG ^G y G A G •G c G 1 G <G s G z G ŠG EG u G •H �

ŠG d G yF ûF ç F ¸
�[ ��Fþ�[F÷FÿF¸ Gx G9G^ Gx 4����‡6ëFø Fç Fö 200 G" GG G2GQ GOFû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch# dot1x critical recovery delay 200

0¿��G" &�1� FéG�FûFÿFşhow dot1x "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â

dot1x critical H � G 2 G •G M G ŠG c G 5 G 2G G GA
G•Gc G1 G<Gs Gz GŠGEGu G•H�

G 0G = G IG G � Y+ �F ú1 �0 ÉG ^ G 2G _G G � µ+ �G " G 2 G [G
F ã F þ� µ+ �F û G 0G = G IG G VLAN G " 0 ¿� �F ç G � F éF ¹

show dot1x �æ��Få G�Fï GkGŠGV Fþ IEEE 802.1x Fþ"g�ÂG" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
dot1x critical H � G 2G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •H �

G ŠG EG u G •H �
= G IG G � Y+ �F ú
> H�G x
�F ï� �
G �

F ûF ÿF ¸ F ã F þG A G l G • G WF þ

ÒG � G � F éF ¹

G TG 1 G 9 G yF úG kG ŠG V F û
Få G�

�

•

F¹

G[GŠGd GyFû

� m G � � \F ö G �F ã F ø F þF ÷F Ý G �
dot1x critical H � G 2G •G M G ŠG cG 5 G 2G G G A G •G c G 1 G <G s G z
dot1x critical G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç F öF ¸ G 0G
1�0ÉG^ G2G_GG �µ+� H�G= Gx GT G1 G9 Gy1�0ÉG� FïFÿ1�0ÉF¸ 0Á�•F¸ G0G9 G4 G•GT G1 G• GAAA H � � »� KG k
GEGŠFø G� FÔ FÖ H� G" G2 G[GŠGd GyFûFç G� FéF¹ GkGŠGV FÜ critical-authentication G G G TG ŠG V F û* (F Û G
�œFûGG G2GQ GOFÜG= Gx GT G1 G9 GyFúGkGŠGV Fû�m G� �\Fö G� G0G= GIGG VLAN G " 0 ¿� � F éG �F ã F ø G � F ÷F Ý
F éF ¹ F ã F þ� µ+ �G " G UG 1 G IG ŠG d G yF ûF éG �F ÛF ¸ G � F ïF ÿG UG cG 7 G yG V F û� ` F é no �g
�'G" �Q#ÝFç G� FéF¹

dot1x critical  [recovery action reinitialize | vlan vlan-id] 

no dot1x critical [recovery | vlan]

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â

GUGc G7 GyGV G0G= GIGG �Y+�1�0ÉG^ G2G_GG �µ+�FÿGUG1 GIGŠGd GyF÷ FéF¹

G x G 9G ^ G x G0G= GEGu G•Fÿ0¿��Få G�Fö FÔG� FëG#F¹

G0G= GIGG VLAN Fÿ0¿��Få G�Fö FÔG� FëG#F¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•GkGŠGV FÜ critical-authentication G G G TG ŠG V F û* (F Û G �F ï� �� œF ûG G G 2G Q G OF ÜG = G x
� m G � � \F ö G � G 0G = G IG G VLAN G " � æ� � F éG �F ûF ÿF ¸vlan vlan-id G;GŠ G}GŠ GWG" �Q#ÝFç G� FéF¹ �æ��
Fï  VLAN G M G 2G eF ÿF ¸ � �F þ G � F Ö F ûG kG ŠG V GM G2GeFû4:�œFç Fö FÔG��²0[FÜ FÒG� G� FéF¹

• G = G x G T G 1 G 9 G yF úG kG ŠG V F Ü G 0G = G IG G GkGŠGV Fþ���œF¸VLAN F ÿ G 0G = G IG G VLAN F÷Fú FáG�G�Fú G
G � F ëG #F ¹

• G= Gx GT G1 G9 GyFúGkGŠGV FÜGe Gw G2GgGŠGV VLAN FþGi GG GV GkGŠGV F÷ FÒ G����œF¸VLAN FÿGIG9 G
GNGx Ge Gw G2GgGŠGV VLAN F÷Fú FáG�G�Fú G� G� FëG#F¹

• G = G x G T G 1 G 9 G yF úG kG ŠG V F Ü G yG ŠG TG Q G W GkGŠGV Fþ���œF¸VLAN G" �æ��F÷FÝ G� Fé H��æ��Fÿ�õ�–H�

recovery action reinitialize G0G= GIGG �Y+�Fú1�0ÉG^ G2G_GG Fþ Gx G9G^ Gx �µ+�G" G2
Fç F¸ 1�0ÉGCGŠG^FÜ�Q#Ý�•+�FûFúFóFï���œFû Gx G9G^ Gx G0G= GEGu
G•Fû G� G� GkGŠGV G" 1�0É FéG� G� FÖ �æ��Fç G� FéF¹

vlan vlan-id G G G 2G Q G OF ÜG = G x G TG 1 G 9 G yF úG kG ŠG V F û
G0G= GIGG VLAN G " � æ� �F ç G � F éF ¹ � w�  F ú( 
� VF ÿ 1 HZ 4094 F ÷ F éF ¹

G x G x G ŠG G � š� f
 Æ� �
12.2(25)SEE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
dot1x criticalH � G 2 G • G M G ŠG c G 5 G 2 G G G A G •G c G 1 G <G s G z G ŠG EG u G •H �

G T G 1 G 9 G yÜ
ÉF å G �F ö F ÔF ú

��œF¸

¹ GG

ŠGV Fÿ�D7H

FéF¹

�2G" &gFç G� FéF¹

F éF ¹

G �µ+�FþG_
G = G w G 2 G 0G •G V F ÷ Windows XP G " ' �
 >F ç F ¸ G = G w G 2 G 0G •G V F Ü� K) FF å G �F ö F ÔG �G = G x GkGŠGV F 
critical-authentication GG GTGŠGV F÷ FÒ G����œF¸Windows XP F ÿ G 2 G •G M G ŠG c G 5 G 2G G F Ü1 �0
FÔFã Fø G" ���ÌFç G� FéF¹

Windows XP G = G w G 2 G 0G •G V F ÷ DHCP FÜ0¿��Få G�FḐHCP GCGŠG^FÛ G�Fþ IP G0 GWGz GG FÜ FÒ G��
G = G x G T G 1 G 9 G y GkGŠGV F÷ EAP 1�0É�B�ŒGo GQ GIGŠGFG" �w�™Fç Fö G� DHCP 0¿��Ge G{ GIGG G" 
Ì�6�‡�ì
F ç G � F ëG #F ¹

G0G= GIGG �Y+�1�0ÉG^ G2G_GG �µ+�FÚG�G��D7H VLAN G" IEEE802.1x GkGŠGV �VFû0¿��F÷FÝ G� FéF
G2GQ GOFÜ�D7H VLAN F÷G= Gx GT G1 G9 Gy GkGŠGV Fþ
Ì1�0ÉG" 0è/œFç F¸RADIUS GCGŠG^FÜ FéG	Fö �Q#Ý
F÷FÝ Fú FÔ���œF¸ GkGŠGV Fþ"g�ÂFÿG= Gx GT G1 G9 Gy1�0ÉGG GTGŠGV Fû&ã/œFç F¸ GkG VLAN FþG�
G � F ø F ú G � G � F éF ¹

G0G= GIGG�Y+�1�0ÉG^ G2G_GG�µ+�Fø GkGŠGV GIG;Gs Gx GTG1 FÿF¸ � Fè GG G2GQ GO GkGŠGV Fû0¿��F÷FÝ G�

�[ ��Fþ�[F÷FÿF¸ G0G= GIGG �Y+�1�0ÉG^ G2G_GG �µ+�G" GkGŠGV �VF÷ G2 G[GŠGd GyFûFéG��‰
Switch# configure terminal  
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface gigabitethernet1/0/3
Switch(config-if)# dot1x critical
Switch(config-if)# end
Switch(config)# end
Switch#

0¿��G" &�1� FéG�FûFÿFşhow dot1x [interface interface-id] "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G �

6õ4�GA GlG• GW G A G l G • G W 1 �� Â

dot1x critical H � G >G { G ŠG ^ G y G A G •G c G 1
G<Gs Gz GŠGEGu G•H�

GG G2GQ GO�VF÷F¸ G0G= GIGG �Y+�Fú1�0ÉG^ G2G_G
G w G o G ŠG M G " 0 ¿� �F ç G � F éF ¹

show dot1x [interface interface-id] �æ��Få G�Fï GkGŠGV Fþ IEEE 802.1x Fþ"g�ÂG" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
dot1x default

G 2G G

÷ F é

G � F éF ¹

F éF ¹
dot1x default
IEEE 802.1x G _ G w G o G ŠG M G " G UG cG 7 G yG V � ÍF û G x G IG Q G V F éG �F ûF ÿF ¸dot1x default G 2 G •G M G ŠG c G 5 
G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹

dot1x default

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV GUGcG7 GyGV �ÍFÿ��FþFø FÚG� F÷ FéF¹

• GkGŠGV �"�)Fþ IEEE 802.1x G e G { G V G A G yF þ G 2 G [G ŠG d G y G G G TG ŠG V F ÿG UG 1 G IG ŠG d G yF
H�force-authorizedH�F¹

• 
Ì1�0ÉFþ0è/œ6ë7xFþ&Ê�XFÿ 3600 &ÊF÷ FéF¹

• ���‡$×Fú
Ì1�0ÉFÿGUG1 GIGŠGd GyF÷ FéF¹

• �…�µ�ì6ëFÿ 60 &ÊF÷ FéF¹

• 
Ì��3æ�ì6ëFÿ  30 &ÊF÷ FéF¹

• �q9×
Ì��3æ�G�XFÿ  2 �GF÷ FéF¹

• G i G G G V GpGŠ GWFÿGE G• G> Gy G i G G G V F ÷ F éF ¹

• G = G w G 2 G 0G •G V F þ G M G 2 G nG 0 G 4G V � ì6 ëF ÿ 30 &ÊF÷ FéF¹

• 1�0ÉGCGŠG^Fþ GM G2 GnG0 G4GV �ì6ëFÿ 30 &ÊF÷ FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�[ ��Fþ�[F÷FÿF¸ GkGŠGV �VFþ IEEE 802.1x G _ G w G o G ŠG M G " G x G IG Q G V F éG �� ‰� 2G " & gF ç
Switch(config-if)# dot1x default

0¿��G" &�1� FéG�FûFÿFşhow dot1x [interface interface-id] "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G �

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show dot1x [interface interface-id] �æ��Få G�FïGkGŠGV Fþ IEEE 802.1x Fþ"g�ÂG" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
dot1x fallback

Fø Fç
s G z G Š
G l G • G WF þ

2G G

/

F éF ¹

GcG7 GŠ GyG^GQ

� FéF¹

ç G� FéF¹
dot1x fallback
IEEE 802.1x 1�0ÉG" GCGkGŠGV Fç Fú FÔG= Gw G2 G0G•GV Fû�PFç F¸Web 1�0ÉG" GcG7 GŠ GyG^GQ G= �‰�'
Fö �Q#Ý FéG� G� FÖ FûGkGŠGV G" 0¿� � FéG�FûFÿF¸dot1xfallback G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G
GEGu G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿF ¸ F ã F þG A no �g�'G" �Q#ÝFç
G � F éF ¹

dot1x fallback profile

no dot1x fallback

�S�eFþ1��Â

GUGc G7 GyGV GcG7 GŠ GyG^GQ G= Fÿ G2 G[GŠGd GyF÷Fÿ FÒG� G� FëG#F¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G WG " 
 °� Š F éG �� SF ûF ¸ G G G 2G Q G O GkGŠGV F÷ dot1x port-control auto G 2 G •G M G ŠG c G 5 G GA
G•Gc G1 G<Gs Gz GŠGEGu G• G A G l G • G WG " 
 °� Š F éG �� ²0 [F Ü F ÒG � G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ IEEE 802.1x 1�0É#ÝFû0¿��Få G�Fö FÔG�GG G2GQ GO GkGŠGV FûGcG7 GŠ GyG^GQ G= GeG{ Gc G
G 2 G yG " � æ� � F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch# configure terminal  
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface gigabitethernet1/0/3
Switch(config-if)# dot1x fallback profile1
Switch(config-fallback-profile)# exit
Switch(config)# end

0¿��G" &�1� FéG�FûFÿFşhow dot1x [interface interface-id] "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G �

6õ4�GA GlG• GW

profile IEEE 802.1x 1�0ÉG" GCGkGŠGV Fç Fö FÔFú FÔG= Gw G2 G0G•GV Fþ
G= Ge G { G c G / G 2 G yG " � æ� �Fç G � FéF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(35)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show dot1x [interface interface-id] �æ��Få G�FïGkGŠGV Fþ IEEE 802.1x Fþ"g�ÂG" /²&gFç G� FéF¹
fallback profile Web 1�0ÉFþ GcG7 GŠ GyG^GQ G= GeG{ Gc G/ G2 GyG" �8�BFç G
ip admission GkGŠGV F÷ Web 1�0ÉG" G2 G[GŠGd GyFûFç G� FéF¹
ip admission name proxy http G G G 2G Q G OF ÷ Web 1�0ÉG" G>G{ GŠG^ GyFû G2 G[GŠGd GyFûF
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
dot1x guest-vlan

0 ¿� �F û� ` F éF ûF ÿF ¸

û
FÛ G�G�FêF¸
OF þG e G w G 2G l G x F ÚG �G �G IG 9

G G � F ïF ÿ G }G ŠG = G G G TG ŠG EG u G •H � G �
Q Ge G>

Fç Fú
ø F ¸ G G G 2G Q G OF ÷F ÿG = G w G 2 G 0G •

FÜ
GkGŠGV
1�0ÉFÜ
Ì6äFå G�

¹ � æ� �
dot1x guest-vlan
G0G= GT G1 GdFú VLAN G" IEEE 802.1x F þ G @G G G V VLAN F ø F ç F ö� æ� � F éG �F ûF ÿF ¸dot1x guest-vlan G2
G•GM GŠGc G5 G2GG G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V
F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

dot1x guest-vlan vlan-id

no dot1x guest-vlan

�S�eFþ1��Â

GUGc G7 GyGV G@GG GV VLAN Fÿ0¿��Få G�G� FëG#F¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•��Fþ FÔFêG�FÛFþGG G2GQ GO GkGŠGV FûG@GG GV VLAN G " 0 ¿� �F ÷F Ý G � F éF ¹

• 8�Ge Gw G2GgGŠGV VLAN Fû�“ FéG�GG GM GT G1 GQ G= G0G= GIGG GkGŠGV

• GIG9 G• GNGx Ge Gw G2GgGŠGV VLAN Fû�“ FéG�Ge Gw G2GgGŠGV VLAN GkGŠGV F¹ GG G2GQ GO GkGŠGV F
�K)FFå G�G� FéG	FöFþGi GG GV FÿF¸ 'ƒ�Ž"g�ÂFþ���\�öFþ0Û�oFû�B�ŒFç FïFÛ Fù FÖ FÛFûFÛ
Ge Gw G2GgGŠGV VLAN F û� m G � � \F ö G � G �G � F éF ¹ G G G 2G Q G OF ÜF ¸ G G G 2G Q G
G • G NG x Ge Gw G2GgGŠGV VLAN Fþ�P�Â�ÜFáG" �Q#ÝFç Fö Ge Gw G2Gl Gx Ge Gw G2GgGŠGV VLAN G " � 8� 9
F ç G � F éF ¹

G G G 2G Q G OF þ IEEE 802.1x GkGŠGV FäFø FûG@GG GV VLAN G " 0 ¿� �F ç F öF ¸ # '� ~ IEEE 802.1x 1�0ÉG" ��/œ
F ç F ö F ÔF ú F ÔG = G w G 2 G 0G •G V H �G G G 2G Q G OF û� K) FF å G �F ö F ÔG �G UG ^ G 2G
F þ G CG Š G aG G G " � D7 HF ÷F Ý G � F éF ¹ F ã F Ö F ç F ï G tG ŠG DF ÿ IEEE 802.1x 1�0ÉFþFïG�FûGE GG GT GnG" G0G
G z G Š G W F ÷F Ý G � F éF ÜF ¸Windows 98 G E G G G T G nF ú F ùF þG i G G G V F ÷F ÿ IEEE 802.1x Fû�P�ÂF÷FÝ G� FëG#F¹

IEEE 802.1x GkGŠGV F÷G@GG GV VLAN G" G2 G[GŠGd GyFûFç Fï���œF¸ 1�0ÉGCGŠG^FÜ Extensible 
Authentication Protocol over LANH�EAPOLH�Request/Identity GcGz GŠ GnFû�P FéG��Â'ÅG" �w�™
FÔF¸ FÒ G� FÔFÿ EAPOL G _G ?G Q G V F ÜG = G w G 2 G 0G •G V F Û G �3 æ� ™F å G �F ú F ÔF
G V G " G @G G G V VLAN Fû�m G� �\Fö G� FéF¹

G G G 2G Q G OF ÿ EAPOL G_G?GQ GV �š�TG" �–�âFç G� FéF¹ Gx G•G= Fþ�Ñ)F�ì6ë
ÆFû�9Fþ EAPOL G_G?GQ GV
G2 G•GM GŠGc G5 G2GG �VF÷�è��Få G�Fï���œF¸ G@GG GV VLAN �µ+�FÿGUG1 GIGŠGd GyFûFú G� G� FéF¹
F Ü F éF ÷F ûG @G G G V VLAN GG GTGŠGV Fû FÒ G����œF¸ GkGŠGV Fÿ!“0Á�•GG GTGŠGV Fû�` G� F¸
G � F éF ¹   EAPOL �š�TFÿ Gx G•G= Fþ�†�»F÷ Gx GIGQ GV Få G�G� FéF¹

 vlan-id G0G= GT G1 Gd VLAN G" IEEE 802.1x G@GG GV VLAN F ø F ç F ö� æ� �F ç G � F éF
F÷FÝ G�(
�VFÿ 1 HZ 4094 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
dot1x guest-vlan

FôF÷G�

G IG G

÷

ú Fé

� FéF¹

G •G V � VF þ
� SF ûF ¸ G G G 2G Q

c G 5
G 0

÷

V G " 0 Á� •F ÷F Ý G � F éF ¹
0G•GV FÛ G�Fþ G2GŠ

F ÚG �G �G _G G
û�B�Œ FéG�Fø F¸
FéF¹ 1�0ÉFû�»�K FéG�Fø F¸ GG
Fö FÿF¸

o

éF ¹

Fû

F û

F éF ¹
G G G 2G Q G O GkGŠGV FÜG@GG GV VLAN Fû&ã/œ FéG�Fø F¸IEEE 802.1x 8��P�ÂG= Gw G2 G0G•GV Fÿ FÔFß
G0G= GIGG FÜ0Á�•Få G�G� FéF¹IEEE 802.1x �P�ÂG= Gw G2 G0G•GV FÜF¸ G@GG GV VLAN G " 0 ¿� �F ç F ö F ÔG �
GkGŠGV Fø �  Fè GkGŠGV Fû�•
° FéG�Fø F¸ GkGŠGV Fÿ RADIUS 0¿��  VLAN G � F ïF ÿG tG ŠG D0 ¿� � G 0G = 
VLAN F÷Fÿ!“0Á�•GG GTGŠGV Fû&ã/œFç F¸ 1�0ÉFÜ
Ì6äFå G�G� FéF¹

G@GG GV VLAN FÿF¸GE G• G> GyGi GG GV GpGŠ GW FÚG�G�Gl GyGOGi GG GV GpGŠ GWFþ IEEE 802.1x GkGŠGV �VF
GCGkGŠGV Få G�G� FéF¹

G x G pG ŠG V G G G 2G Q G O G W GkGŠGV G 0 G XG w G 2G D H �RSPANH�VLAN F ¸ 8 b� Œ VLAN �è�¥Fþ G0G= GT G1 GdF
G	FöFþ VLAN FÿF I̧EEE 802.1x F þ G @G G G V VLAN F ø F ç F ö0 ¿� �F ÷F Ý G � F éF ¹ G @G G G V VLAN �µ+�FÿF¸ GV
G w G •G = GkGŠGV F÷FÿGCGkGŠGV Få G�Fö FÔG� FëG#F¹ G0G= GIGG GkGŠGV �VF÷Fþ G�GCGkGŠGV Få G�G

DHCP G = G w G 2 G 0G •G V F Ü� K) FF å G �F ö F ÔG � IEEE 802.1x GkGŠGV Fþ G@GG GV VLAN G " 0 ¿� �F ç F ï� ‹F ¸
DHCP GCGŠG^FÛ G�Gi GG GV IP G 0 G WG z G G G " � v� “ F éG �� ²0 [F Ü F ÒG � G � F éF ¹ G = G w G 2 G 0 DHCP GeG{
GIGG FÜ�ì6ë�)G�Fø Fú G� F¸DHCP GCGŠG^FÛ G�Gi GG GV IP G 0 G WG z G G G " � v� “F ç G � F Ö F ø F éG �
GO�VFþ IEEE 802.1x 1�0ÉGeG{ GIGG G" 
Ì2s�· FéG�0¿��G" �š�fF÷FÝ G� FéF¹IEEE 802.1x 1�0ÉGeG{ GIGG
Fþ0¿��G" �öG� Fç G� Fé H�dot1x timeout quiet-period FÚG�G� dot1x timeout tx-period G 2 G •G M G ŠG
G2GG G A G •G c G 1 G <G s G z G ŠG EG u G • GA Gl G• GWH�F¹ 0¿��Fþ�ö�a5�FÿF¸ �K)FFå G�Fï IEEE 802.1x G = G w G 2
G•GV Fþ GM G2GeFû G�FóFö$�Fú G� G� FéF¹

G G G 2G Q G OF ÿ MAC 1�0ÉG^ G2G_GGG " G CG kG ŠG V F ç G � F éF ¹MAC 1�0ÉG^ G2G_GG Fÿ IEEE 802.1x GkGŠGV F
G2 G[GŠGd GyFþ���œF¸ GG G2GQ GOFÿF¸EAPOL G o G Q G IG ŠG F� º� nG " � …� µF ç F ö F ÔG �6 ëF û IEEE802.1x 1�0É
FÜ�‡7H�)G�FûFú G�Fø F¸ G= Gw G2 G0G•GV Fþ MAC G 0 G WG z G G F û� öF õ F ÔF ö G = G w G 2 G 0G •G
G G G 2G Q G OF ÿF ¸IEEE 802.1x GkGŠGV �VFþG= Gw G2 G0G•GV G" �è� �Fç Fï� ‹F÷F¸ G= Gw G2 G
GCG[GQ GV G_G?GQ GV G" �…�µFç G� FéF¹ GG G2GQ GOFÿF¸MAC G 0 G WG z G G F û� öF õ F ÔF ï G tG ŠG D� ¡
G}GŠ GWG" �âFô RADIUS-access/request GcGz GŠ GnG" 1�0ÉGCGŠG^Fû3æ�™Fç G� FéF¹ 1 �0ÉF
GG G2GQ GOFÿG= Gw G2 G0G•GV FûG[GQ GV G}GŠG= G�Fþ G0G= GIGG G" 0Á�•Fç G�
G2GQ GOFÿGkGŠGV FûG@GG GV VLAN G" �m G� �\Fö G� Fé H��æ��Få G�Fö FÔFú FÔ���œH�F¹ 0ò(ýFûFôFÔ
G K G cG V G 4 G 5 G 0 G A G •G c G 1 G <G s G z G ŠG EG u G • G : G 2 G WF þ F ÂConfiguring IEEE 802.1x Port-Based 
AuthenticationF Ã F þ' vF þ F ÂUsing IEEE 802.1x Authentication with MAC Authentication BypassF Ã F þ8
G " � g! ·F ç F ö F ß F ðF å F ÔF ¹

�[ ��Fþ�[F÷FÿF¸ VLAN 5 G" IEEE 802.1x G@GG GV VLAN F ø F ç F ö� æ� � F éG �� ‰� 2G " & gF ç G � F
Switch(config-if)# dot1x guest-vlan 5

��Fþ�[F÷FÿF¸ GG G2GQ GOFþ�…�µ�ì6ëG" 3 &ÊFû0¿��Fç F¸ GG G2GQ GOFÜ EAP-Request/Identity GcGz GŠ Gn
�P FéG�G= Gw G2 G0G•GV FÛ G�Fþ�Â'ÅG" �…FñF¸ 0[�ÓG" 
Ì3æ�™ FéG�G� F÷Fþ&Ê�XG" 15 Fû0¿�� FéG��‰�2F¸
FÚG�G� IEEE 802.1x GkGŠGV FÜ DHCP G = G w G 2 G 0G •G V F û� K) FF å G �F ö F ÔG �F ø F Ý VLAN 2 G" IEEE 
802.1x G@GG GV VLAN F ø F ç F ö G 2 G [G ŠG d G yF ûF éG �� ‰� 2G " & gF ç G � F éF ¹
Switch(config-if)#  dot1x timeout quiet-period 3
Switch(config-if)#  dot1x timeout tx-period 15
Switch(config-if)#  dot1x guest-vlan 2

��Fþ�[F÷FÿF¸ G8GeGEGu G•Fþ G@GG GV VLAN F þ� ·� 8G " G 2 G [G ŠG d G yF ûF ç F ¸VLAN 5 G" IEEE 802.1x G@
G G G V VLAN F ø F ç F ö� æ� � F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch(config)# dot1x guest-vlan supplicant
Switch(config)# interface gigabitethernet1/0/3
Switch(config-if)# dot1x guest-vlan 5

0¿��G" &�1� FéG�FûFÿFşhow dot1x [interface interface-id] "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G �
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
dot1x guest-vlan

" G 2
6õ4�GA GlG• GW G A G l G • G W 1 �� Â
dot1x G8GeGEGu G•Fþ G@GG GV VLAN F þ G CG e G x G 9 G •G V � µ+ �G

G[GŠGd GyFûFç G� FéF¹
show dot1x [interface interface-id] �æ��Få G�Fï GkGŠGV Fþ IEEE 802.1x Fþ"g�ÂG" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
dot1x host-mode

FþGi GG GV G" 0Á�• FéG�
� F éF ¹
�F ûF ÿF ¸
A Gl G• GWFþ

Fï G� F¸ 0

yGOGi GG GV
Q GV G}GŠ
�»�KFç Fï���œF¸
F ç F ï� �

* (F ø

1

Š G }G Š G WG " � Q# Ý
F ðF áF ÷
dot1x host-mode
IEEE802.1x 0Á�•GkGŠGV �VF÷F¸ GE G• G> GyGi GG GV H�G= Gw G2 G0G•GV H� G� FïFÿ0
�X
FûFÿFḑot1x host-mode G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G
IEEE802.1x 0Á�•GkGŠGV �VF÷F¸ Gl GyGO GW Go G2 G•1�0É H�MDAH � G " G 2 G [G ŠG d G yF ûF éG
multi-domain  G;GŠ G}GŠ GWG" �Q#ÝFç G� FéF¹ GUGcG7 GyGV 0¿��Fû�` FéFûFÿF¸ Fã FþG no �g�'
G " � Q# ÝF ç G � F éF ¹

dot1x host-mode {multi-host | single-host | multi-domain}

no dot1x host-mode [multi-host | single-host | multi-domain}

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV 0¿��FÿF¸ GE G• G> GyGi GG GV GpGŠ GW F÷ FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G WG " � Q# Ý F éG �F ø F ¸IEEE 802.1x �P�ÂGkGŠGV G" �"�MFþG= Gw G2 G0G•GV Fû7H��Fç
�XFþG= Gw G2 G0G•GV G" IEEE 802.1x �P�ÂGkGŠGV Fû�K)FFç Fï G� FéG�Fã Fø FÜF÷FÝ G� FéF¹ Gl G 
GpGŠ GW F÷FÿF̧ �K)FFå G�FïGi GG GV Fþ FÖ Fñ 1 FôFðFáFÜ0Á�•Få G�G�G�F¸ FéG	FöFþGi GG GV Fþ G[G
G= G0G= GIGG FÜ0Á�•Få G�G� FéF¹ GkGŠGV FÜ!“0Á�•GG GTGŠGV FûFúFóFï���œ H�
Ì1�0ÉFÜ
G � F ïF ÿ Extensible Authentication Protocol over LANH�EAPOLH�-Logoff G o G Q G IG ŠG FG " � w� ™
�œH� FûFÿF¸ �K)FFå G�Fï FéG	FöFþG= Gw G2 G0G•GV FÜ G[GQ GV G}GŠG= G0G= GIGG G" �Ä�°Få G�G� FéF¹

GkGŠGV F÷ MDA G " G 2 G [G ŠG d G yF û F éG �F ûF ÿF ¸multi-domain  G;GŠ G}GŠ GWG" �Q#ÝFç G� FéF¹MDA Fÿ
GkGŠGV G" GUGŠGM G W G o G 2 G •F ø 8 b� Œ G W G o G 2 G •F þ� g� ‰F û� (� mF ç G � F éF ¹MDA F û G � G � F ¸ G UG ŠG M / æ IP 
Phone Fú FùFþ8b�Œ/æ*( H�GE GG GA 0���G� FïFÿGE GG GA �è�¥Fþ0���H� Fþ�g�‰FÜ�  Fè IEEE 802.1x �P�Â
GkGŠGV �VF÷0Á�•Få G�G� FéF¹

Fã FþGA Gl G• GWG" 
°�Š FéG��SFûF¸ �æ��FþGkGŠGV F÷ dot1x port-control G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G
G<Gs Gz GŠGEGu G• G A G l G • G WF Ü auto Fû0¿��Få G�Fö FÔG�Fã Fø G" &�1�Fç G� FéF¹

multi-host G G G 2G Q G OF ÷G l G yG OG i G G G V GpGŠ GWG" G2 G[GŠGd GyFûFç G� FéF¹
single-host G G G 2G Q G OF ÷G E G • G > G yG i G G G V GpGŠ GWG" G2 G[GŠGd GyFûFç G� FéF¹
multi-domain G G G 2G Q G O GkGŠGV F÷ MDA G " G 2 G [G ŠG d G yF ûF ç G � F éF ¹ F ã F þG ;G

F÷FÝ G�FþFÿF¸ GG G2GQ GOFÜ LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� �� œ
FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
12.2(46)SE1 multi-domain  G;GŠ G}GŠ GWFÜ3ã�•Få G�G� Fç FïF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
dot1x host-mode

Gy

F éF ¹
�[ ��Fþ�[F÷FÿF¸ IEEE 802.1x 1�0ÉG" G>G{ GŠG^ GyFû G2 G[GŠGd GyFûFç FöF¸ GkGŠGV Fþ IEEE 802.1x 1�0ÉG"
G 2 G [G ŠG d G yF ûF ç F ¸ G l G yG OG i G G G V GpGŠ GWG" G2 G[GŠGd GyFûFéG��‰�2G" &gFç G� FéF¹
Switch(config)# dot1x system-auth-control
Switch(config)# interface gigabitethernet1/0/3
Switch(config-if)# dot1x port-control auto
Switch(config-if)# dot1x host-mode multi-host

��Fþ�[F÷FÿF¸ IEEE 802.1x 1�0ÉG" G>G{ GŠG^ GyFû G2 G[GŠGd GyFûFç F¸IEEE 802.1x 1�0ÉG" G2 G[GŠGd
FûFç F¸ �æ��Få G�FïGkGŠGV F÷ MDA G " G 2 G [G ŠG d G yF û F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch(config)# dot1x system-auth-control
Switch(config)# interface gigabitethernet1/0/3
Switch(config-if)# dot1x port-control auto
Switch(config-if)# dot1x host-mode multi-domain

0¿��G" &�1� FéG�FûFÿFşhow dot1x [interface interface-id] "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G �

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
show dot1x [interface interface-id] �æ��Få G�FïGkGŠGV Fþ IEEE 802.1x Fþ"g�ÂG" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
dot1x initialize

·

ã

kG ŠG VG M

¹

dot1x initialize
GkGŠGV �VF÷�‚Fç Fß 1�0ÉGIGQ GEGu G•G" �6�‡�ì FéG��SFûF¸ �æ��Fþ IEEE 802.1x �P�ÂGkGŠGV G" F¸ �m�
F÷!“0Á�•GG GTGŠGV Fû�` FéFûFÿF¸dot1x initialize "I�’  EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

dot1x initialize [interface interface-id]

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV 0¿��Fÿ FÒG� G� FëG#F¹

G A G lG • G W GpGŠGW "I�’  EXEC 

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G WF ÿF ¸IEEE 802.1x G G G TG ŠG V GlGE G•G" �6�‡�ìFç F¸ �‚Fï Fú1�0É#”�CG" 0¿��Fç G� FéF¹ F
FþGA Gl G• GWG" 
°�ŠFç Fï�‹F¸ GkGŠGV Fþ"g�ÂFÿ!“0Á�•FûFú G� G� FéF¹

F ã F þG A G l G • G W F ûF ÿF ¸no �g�'Fÿ FÒG� G� FëG#F¹

�[ ��Fþ�[F÷FÿF¸ GkGŠGV G" �m�·F÷�6�‡�ì FéG��‰�2G" &gFç G� FéF¹
Switch# dot1x initialize interface gigabitethernet2/0/2

show dot1x [interface interface-id] "I�’  EXEC G A G l G • G WG " 
 °� Š F éG �F ã F ø F û G � G � F ¸ G G G G TG Š
GG FÜ!“0Á�•FûFúFóFö FÔG�Fã Fø G" &�1�F÷FÝ G� FéF¹

6õ4�GA GlG• GW

interface interface-id H��õ�–H� GkGŠGV G" �6�‡�ìFç G� FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show dot1x [interface interface-id] �æ��Få G�Fï GkGŠGV Fþ IEEE 802.1x Fþ"g�ÂG" /²&gFç G� FéF
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
dot1x mac-auth-bypass

2G G
Fû FéG�

ŠGd

û
G UG Š
ÉF÷FÝ

ŠGV G" )T�âFç G� FéF¹

��œF¸ GG G2GQ
÷ FÒ

Š

G0

F Â

� G � F Ö

= GTG1 GdF÷
dot1x mac-auth-bypass
MAC 1�0ÉG^ G2G_GG �µ+�G" G2 G[GŠGd GyFû FéG�FûFÿF¸dot1x mac-auth-bypass G 2 G •G M G ŠG c G 5 G GA
G•Gc G1 G<Gs Gz GŠGEGu G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹MAC 1�0ÉG^ G2G_GG �µ+�G" GUG1 GIGŠGd Gy
FûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

dot1x mac-auth-bypass [eap | timeout inactivity  value] 

no dot1x mac-auth-bypass

�S�eFþ1��Â

GUGc G7 GyGV MAC 1�0ÉG^ G2G_GG FÿGUG1 GIGŠGd GyF÷ FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•"IFû0•�lFå G�Fú FÔ7H G� F¸MAC 1�0ÉG^ G2G_GG �µ+�Fþ�Q#Ý�VFþ G: G2 GW Gw G2 G•Fÿ IEEE802.1x 1�0ÉFþ
�Q#Ý�VFþ G: G2 GW Gw G2 G•Fø �  Fè F÷ FéF¹

GkGŠGV FÜ MAC G 0 G WG z G G F ÷1 �0 ÉF å G �F ï� ‹F ÷F ¸ G kG ŠG V F Û G � MAC 1�0ÉG^ G2G_GG �µ+�G" GUG1 GIG
GyFûFç Fï���œF¸ GkGŠGV GG GTGŠGV FûFÿ�s8j FÒG� G� FëG#F¹

GkGŠGV FÜ�•0Á�•GG GTGŠGV F÷ FÒG� F¸ G= Gw G2 G0G•GV MAC G 0 G WG z G G F Ü1 �0 ÉG CG ŠG ^ GUGŠGM GgGŠGG F
Fú FÔ���œF¸ GkGŠGV Fÿ�•0Á�•GG GTGŠGV FþG� G� F÷ FéF¹ Fï FðFç F¸ G= Gw G2 G0G•GV MAC G 0 G WG z G G F Ü
G M G gG ŠG G F û3 ã� •F å G �G �F ø F ¸ G G G 2G Q G OF ÿ MAC 1�0ÉG^ G2G_GG �µ+�G" �Q#ÝFç Fö GkGŠGV G" 
Ì1�0
G � F éF ¹

GkGŠGV FÜ1�0ÉGG GTGŠGV FûFú FÔ���œF¸ 
Ì1�0ÉFÜ/œG�G�G�G� F÷GkGŠGV FÿFã FþGG GTG

G x G •G = F þ G w G 2 G c G M G 2 G n� pF û EAPOL G_G?GQ GV FÜ G2 G•GM GŠGc G5 G2GG �VF÷�è��Få G�Fï�
GOFÿF¸ FíFþ G2 G•GM GŠGc G5 G2GG Fû�K)FFå G�Fö FÔG�GUG^ G2GG FÜ IEEE 802.1x �P�ÂGCGe Gx G9 G•GV F
G�Fã Fø G" &�1�Fç F¸ H�MAC 1�0ÉG^ G2G_GG �µ+�F÷FÿFúFß H�IEEE 802.1x 1�0ÉG" �Q#ÝFç Fö G2 G•GM G
G c G 5 G 2G G G " 1 �0 ÉF ç G � F éF ¹

MAC 1�0ÉG^ G2G_GG F÷1�0ÉFå G�Fï G= Gw G2 G0G•GV Fÿ
Ì1�0ÉF÷FÝ G� FéF¹

MAC 1�0ÉG^ G2G_GG FÚG�G� IEEE 802.lx 1�0ÉFþ%&�«�8#ÝFþ0ò(ýFûFôFÔFö FÿF¸ GK GcGV G4 G5 G A G •
G c G 1 G <G s G z G ŠG EG u G • G : G 2 G WF þ F ÂConfiguring IEEE 802.1x Port-Based AuthenticationF Ã F þ' vF þ
FÂUnderstanding IEEE 802.1x Authentication with MAC Authentication BypassF Ã F þ8 oF ÚG �G �IEEE 
802.1x Authentication Configuration GuidelinesF Ã F þ8 oG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

eap H��õ�–H� 1�0ÉFû Extensible Authentication ProtocolH�EAPH � G " � Q# Ý F éG
G G G 2G Q G OG " 0 ¿� �F ç G � F éF ¹

timeout inactivity 
value

H��õ�–H� �K)FFå G�FïGi GG GV FÜ!“0Á�•GG GTGŠGV FûFú G��SFû8� G0G
FÒ G�&Ê�XG" 0¿��Fç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ65535 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)SEE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
12.2(35)SE timeout inactivity value G;GŠ G}GŠ GW FÜ3ã�•Få G�G� Fç FïF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
dot1x mac-auth-bypass

Q G OG " 0 ¿

Gd

F éF ¹
�[ ��Fþ�[F÷FÿF¸ MAC 1�0ÉG^ G2G_GG G" G2 G[GŠGd GyFûFç F¸ 1�0ÉFû EAP G " � Q# Ý F éG � G � F Ö G G G 2G
� � F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch(config-if)# dot1x mac-auth-bypass eap

��Fþ�[F÷FÿF¸ MAC 1�0ÉG^ G2G_GG G" G2 G[GŠGd GyFûFç F¸ �K)FFå G�FïGi GG GV FÜ 30 &Ê6ë8� G0G= GTG1
F ÷ F Ò G �� �� œF ûG M G 2 G nG 0 G 4G V G " 0 ¿� � F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch(config-if)# dot1x mac-auth-bypass timeout inactivity 30

0¿��G" &�1� FéG�FûFÿFşhow dot1x [interface interface-id] "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G �

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
show dot1x [interface 
interface-id]

�æ��Få G�FïGkGŠGV Fþ IEEE 802.1x Fþ"g�ÂG" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
dot1x max-reauth-req

FéG��V7H�G�XG" 0¿
•" � Q# Ý

Gw G2 G0G•GV FÚG�
G�Fø FÝ Fû

{ GIGG G" 
Ì2s�· FéG�

F éF ¹

�� FéG�
ÔG�
GV
dot1x max-reauth-req
GkGŠGV FÜ!“0Á�•GG GTGŠGV Fû�šG� G�G� F÷FûF¸ GG G2GQ GOFÜ1�0ÉGeG{ GIGG G" 
Ì���·
� � F éG �F ûF ÿF ¸dot1x max-reauth-req G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G G A G l G • G WG
F ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿF ¸ F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

dot1x max-reauth-req count

no dot1x max-reauth-req

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV Fÿ 2 �GF÷ FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•Fã FþGA Gl G• GWFþGUGcG7 GyGV �ÍFÿF¸ Gx G•G= Fþ�™8—�öFÜ�*�WFç Fï���œG�F¸ "I��FþG=
G�1�0ÉGCGŠG^Fþ�·�8Fû�e8ŸFÜ FÒ G����œFú FùF¸ $��–Fú"g�#Fû�P FéG�1*�ZG" /œ FÖ �²0[FÜ FÒ
7HFóFö�š�fFç Fö Fß FðFå FÔF¹

�[ ��Fþ�[F÷FÿF¸ GkGŠGV FÜ!“0Á�•GG GTGŠGV Fû&ã/œ FéG��SFûF¸ GG G2GQ GOFÜ1�0ÉGeG
�G�XG" 4 Fû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config-if)# dot1x max-reauth-req 4

0¿��G" &�1� FéG�FûFÿFşhow dot1x [interface interface-id] "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G �

6õ4�GA GlG• GW

count GkGŠGV FÜ!“0Á�•GG GTGŠGV Fû&ã/œ FéG��SFûF¸ GG G2GQ GOFÜ 
EAPOL-Identity-Request GcGz GŠ GnG" 
Ì3æ�™Fç Fö1�0ÉGeG{ GIGG G" 6ä
�G�XG" 0¿��Fç G� FéF¹ GkGŠGV Fû 802.1x 8��P�ÂFþGUG^ G2GG FÜ�K)FFå G�Fö F
���œF¸ GG G2GQ GOFÿF¸ GUGcG7 GyGV F÷Fÿ 2 �GFþ1�0É0è/œG" /œ FÔG� FéF¹ GkGŠ
FûG@GG GV VLAN FÜ0¿��Få G�Fö FÔG����œF¸2 �GFþ
Ì1�0É0è/œ�‹F¸ GkGŠGV
FÿF¸ GUGcG7 GyGV F÷FÿG@GG GV VLAN �VF÷0Á�•Få G�G� FéF¹ (
�VFÿ 1 HZ 10 F÷
FéF¹ GUGcG7 GyGV Fÿ 2 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
12.2(25)SED count (
�VFÜ�š�fFå G�G� Fç FïF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
dot1x max-reauth-req

Fø �ì

0G•GV FÛ G�
G A G l G • G W 1 �� Â
dot1x max-req GG G2GQ GOFÜ1�0ÉGe G{ GIGG G" 
Ì2s�· FéG��SFûF¸EAP GcGz GŠ GnG" 1�0É

GCGŠG^Fû3æ�™ FéG��q9×�G�XG" 0¿��Fç G� Fé H��Â'ÅG" �w�™Fç Fú FÔ
��H�F¹

dot1x timeout tx-period G G G 2G Q G OF Ü EAP-Request/Identity GcGz GŠ GnFû�P FéG�G= Gw G2 G
Fþ�Â'ÅG" �…FñF¸ 0[�ÓG" 
Ì3æ�™ FéG�G� F÷Fþ&Ê�XG" 0¿��Fç G� FéF¹

show dot1x [interface 
interface-id]

�æ��Få G�FïGkGŠGV Fþ IEEE 802.1x Fþ"g�ÂG" /²&gFç G� FéF¹
2-164
Catalyst 2960F¸2960-SF ¸ F ÚG �G � 2960-P G G G 2G Q G O G A G l G • G W G x G c G /G z G •G G

OL- 29499-01-J



 

'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
dot1x max-req

G Š G n
�™Fç Fú FÔFã Fø FÜ
� F éF ¹ G U

Gw G2 G0G•GV FÚG�
G�Fø FÝ Fû

Û G� G= Gw

F éF ¹

FûGCGe Gx
FÿF¸ GeG{ GIGG

0G•GV FÛ
¹

dot1x max-req
GG G2GQ GOFÜ1�0ÉGe G{ GIGG G" 
Ì���· FéG��SFûF¸Extensible Authentication ProtocolH�EAPH � G cG z
G" 1�0ÉGCGŠG^FÛ G� G= Gw G2 G0G•GV Fû3æ�™ FéG��q�±�G�XG" 0¿�� FéG�FûFÿ H��Â'ÅG" �w
�S�fH�F¸dot1x max-req G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G
GcG7 GyGV 0¿� �Fû� ` FéFûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

dot1x max-req count

no dot1x max-req

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV Fÿ 2 �GF÷ FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•Fã FþGA Gl G• GWFþGUGcG7 GyGV �ÍFÿF¸ Gx G•G= Fþ�™8—�öFÜ�*�WFç Fï���œG�F¸ "I��FþG=
G�1�0ÉGCGŠG^Fþ�·�8Fû�e8ŸFÜ FÒ G����œFú FùF¸ $��–Fú"g�#Fû�P FéG�1*�ZG" /œ FÖ �²0[FÜ FÒ
7HFóFö�š�fFç Fö Fß FðFå FÔF¹

�[ ��Fþ�[F÷FÿF¸ 1�0ÉGeG{ GIGG G" 
Ì2s�· FéG��SFûF¸ GG G2GQ GOFÜ EAP GcGz GŠ GnG" 1�0ÉGCGŠG^F
G 2 G 0G •G V F û3 æ� ™ F éG �� G� XG " 5 �GFû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config-if)# dot1x max-req 5

0¿��G" &�1� FéG�FûFÿFşhow dot1x [interface interface-id] "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G �

6õ4�GA GlG• GW

count GG G2GQ GOFÜF¸ 1�0ÉGeG{ GIGG G" 
Ì2s�· FéG��SFûF¸EAPOL DATA G_G?GQ GV
Fþ
Ì3æ�™G" 0è/œ FéG��G�XF÷ FéF¹ FïFø FØG�F¸ 1�0ÉGeG{ GIGG Fþ�p6ë
G9 G•GV FÜ FÒG� F¸ �e8ŸFÜ$Î#ÕFç Fï���œF¸ G8GŠGI G•GTG1 G?GŠGM
G " � p� F F éG �� SF ûG UG ŠG M 0 [� ÓG " 2 �G
Ì3æ�™Fç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ 
10 F ÷ F éF ¹ G UG cG 7 G yG V � ÍF ÿ 2 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
dot1x timeout tx-period G G G 2G Q G OF Ü EAP-Request/Identity GcGz GŠ GnFû�P FéG�G= Gw G2 G

G� Fþ�Â'ÅG" �…FñF¸ 0[�ÓG" 
Ì3æ�™ FéG�G� F÷Fþ&Ê�XG" 0¿��Fç G� FéF
show dot1x [interface 
interface-id]

�æ��Få G�FïGkGŠGV Fþ IEEE 802.1x Fþ"g�ÂG" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
dot1x pae

ŠG V G " 0 ¿� � F éG �F ûF ÿF ¸

F÷

2G G•

ùF ç F ö

Š
G � G � F éF ¹

¹

G G" /²&g

gFç G� FéF¹
dot1x pae
IEEE 802.1x Port Access EntityH�PAEH � G 8G ŠG I G •G T G 1 G ?G ŠG M F ø F ç F ö G kGdot1x 
pae G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹IEEE 802.1x 1�0ÉG"
GkGŠGV �VF÷GUG1 GIGŠGd GyFûFéG�FûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

dot1x pae authenticator

no dot1x pae

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV GkGŠGV Fÿ IEEE 802.1x PAE G8GŠGI G•GTG1 G?GŠGM F÷Fÿ FÒG� G� FëG#F¹IEEE 802.1x 1�0ÉFÿGkGŠGV �V
GUG1 GIGŠGd GyF÷ FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • 

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•IEEE 802.1x 1�0ÉG" GkGŠGV �VF÷GUG1 GIGŠGd GyFûFéG����œFÿF¸no dot1x pae G 2 G •G M G ŠG c G 5 G G A G
G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹

dot1x port-control  G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " 
 °� Š F éG �F ú F
GkGŠGV �VF÷ IEEE 802.1x 1�0ÉG" 0¿��Fç Fï���œF¸ GG G2GQ GOFÿ+¬�·$×FûGkGŠGV G" IEEE 802.1x G8GŠGI
G •G T G 1 G ?G ŠG M F ø F ç F ö0 ¿� �F ç G � F éF ¹ G 8G ŠG I G •G T G 1 G ?G ŠG M F þ PAE �·�8FÿF¸ no dot1x pae G 2 G •G M G
G c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " 
 °� ŠF ç F ï� ‹F ÷G UG 1 G IG ŠG d G yF ûF ú

�[ ��Fþ�[F÷FÿF¸ GkGŠGV Fþ IEEE 802.1x 1�0ÉG" GUG1 GIGŠGd GyFûFéG��‰�2G" &gFç G� FéF¹
Switch(config-if)# no dot1x pae

0¿��G" &�1� FéG�FûFÿFşhow dot1x G � F ïF ÿ show eap "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(25)SEE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show dot1x G G G 2G Q G OG � F ïF ÿ� æ� �F å G �F ï G kG ŠG V F þ IEEE 802.1x )+0£

�_��F¸ 'ö#.GG GTGŠGM GG F¸ FÚG�G��·�8GG GTGŠGM G
F ç G � F éF ¹

show eap G G G 2G Q G OG � F ïF ÿ� æ� �F å G �F ï G kG ŠG V F þ EAP FþGz GFGG GV
Gz GŠGEGu G•�_� �FÚG�G �G IGQ GEGu G•�_� �G " / ²&
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
dot1x port-control

G 5 G 2
éF ûF ÿF ¸ F ã F þG A G l G •

^
yFû

GV Få

�G= Gw G2 G0

G"
G= Gw G2 G0G•GV Fø
G" 3æ�w�™Fç

�I�D$×Fû!“0Á
Fþ G0G= GIGG
•GV Fû1�0ÉGCGŠ GaGG
dot1x port-control
GkGŠGV Fþ0Á�•GG GTGŠGV G" �m�·F÷�D�šF÷FÝ G� G� FÖ FûFéG�FûFÿF¸dot1x port-control  G 2 G •G M G ŠG c
GG G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F
GWFþ no �g�'G" �Q#ÝFç G� FéF¹

dot1x port-control  { auto | force-authorized | force-unauthorized}

no dot1x port-control

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV Fþ0¿��Fÿ force-authorized F ÷ F éF ¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•"I��FþGkGŠGV Fþ IEEE 802.1x 1�0ÉG" G2 G[GŠGd GyFûFéG��SFûF¸dot1x system-auth-control G>G{ GŠG
Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç F öF ¸ G G G 2G Q G OF þ IEEE 802.1x 1�0ÉG" G>G{ GŠG^ G
G 2 G [G ŠG d G yF ûF éG �� ²0 [F Ü F ÒG � G � F éF ¹

IEEE 802.1x �† =FÿF¸ Gz G2 Gr 2 G G G M G T G 1 G Q G = G0G= GIGG GkGŠGV Fø 8b�Œ VLAN GkGŠGV F÷GCGkGŠ
G�G� FéF¹

auto GkGŠGV F÷ IEEE 802.1x 1�0ÉG" G2 G[GŠGd GyFûFç F¸ GG G2GQ GOFÚG�G
G•GV 6ëFþ IEEE 802.1x 1�0É�º�nFû�öFõFÝ GkGŠGV G" 0Á�•G� FïFÿ!“0Á�•GG
GTGŠGV Fû�š�fFç G� FéF¹

force-authorized GkGŠGV F÷ IEEE 802.1x 1�0ÉG" GUG1 GIGŠGd GyFû FéG�G�F¸ 1�0É�_��Fþ�º�n
FëFêFûF¸ GkGŠGV G" 0Á�•GG GTGŠGV Fû&ã/œFç G� FéF¹ GkGŠGV Fÿ
Fþ IEEE 802.1x GgGŠGG 1�0ÉG" /œG�FêFûF¸ 3û�–FþGV Gw Gc G1 GQ G=
G � F éF ¹

force-unauthorized G= Gw G2 G0G•GV FÛ G�Fþ1�0ÉFþ0èG�G" FéG	Fö!“0iFç F¸ GkGŠGV G"
�•GG GTGŠGV Fû�š�f FéG�Fã Fø Fû G� G� F¸ Fã FþGkGŠGV )�#äFþ FéG	Fö
G" �Ä�°Fç G� FéF¹ GG G2GQ GOFÿGkGŠGV G" �ÓFç Fö G= Gw G2 G0G
G " � f� jF ÷F Ý G � F ëG #F ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
dot1x port-control

FÝ G�

�Fø F¸ G6

kGŠGV

G� FÖ Fø Fç Fö G� F¸

& gF å G �F ¸
X

�G kG Š

H �
ã Fø

kGŠGV

F éF ¹

¹

GkGŠGV FÜF¸ ��Fþ8o% Fþ 1 FôFø Fç Fö0¿��Få G�Fö FÔFú FÔ���œFû7H G� auto G;GŠ G}GŠ GWG" �Q#ÝF÷
FéF¹

• G V G w G •G = GkGŠGV H� GV Gw G•G= GkGŠGV F÷ IEEE 802.1x 1�0ÉG" G2 G[GŠGd GyFûFç G� FÖ Fø FéG
GwGŠ G o G Q G IG ŠG FF Ü/ ²& gF å G �F ¸IEEE 802.1x F ÿ G 2 G [G ŠG d G yF ûF ú G � G � F ëG #F ¹IEEE 802.1x �P�Â
GkGŠGV Fþ GpGŠ GWG" GV Gw G•G= Fû�š�fFç G� FÖ Fø Fç Fö G� F¸ G6GwGŠ Go GQ GIGŠGFFÜ/²&gFå G�F¸ G 
GpGŠ GWFÿ�š�fFå G�G� FëG#F¹

• G N G 2 G XG m G Q G = GkGŠGV H� GN G2 GXGm GQ G= GpGŠ GWFþGkGŠGV FÿF̧ G[ G2G^GŠFø GV Gw G•G= GkGŠGV G�Fþ
�š�fG" G[GBGE G6GŠGV FéG����œFÜ FÒG� G� FéF¹ GN G2 GXGm GQ G= GkGŠGV F÷ IEEE 802.1x 1�0ÉG" G2
G[GŠGd GyFûFç G� FÖ Fø FéG�Fø F¸ G6GwGŠ G o G Q G IG ŠG FF Ü/ ²& gF å G �F ¸IEEE 802.1x 1�0ÉFÿ G2 G[GŠGd
GyFûFú G� G� FëG#F¹IEEE 802.1x �P�ÂGkGŠGV Fþ GpGŠ GWG" GN G2 GXGm GQ G= Fû�š�fFç
G6GwGŠ Go GQ GIGŠGFFÜ/²&gFå G�F¸ GkGŠGV GpGŠ GWFÿ�š�fFå G�G� FëG#F¹

• G N G 2 G XG m G Q G = G0G= GIGG GkGŠGV H� GN G2 GXGm GQ G= G0G= GIGG H�VLAN Query Protocol H�VQPH�H�
GkGŠGV F÷ IEEE 802.1x 1�0ÉG" G2 G[GŠGd GyFûFç G� FÖ Fø FéG�Fø F¸ G6GwGŠ G o G Q G IG ŠG FF Ü/ ²
IEEE 802.1x 1�0ÉFÿ G2 G[GŠGd GyFûFú G� G� FëG#F¹IEEE 802.1x �P�ÂGkGŠGV G" �š�fFç Fö GN G2 G
G m G Q G = VLAN G " � m G � � \F ö G � F Ö F ø F ç F ö G � F ¸ G 6G wG Š G o G Q G IG ŠG FF Ü/ ²& gF å G �F ¸VLAN 0¿��Fÿ�š�f
F å G �G � F ëG #F ¹

• EtherChannel GkGŠGV H� G0G= GT G1 GdG� FïFÿ G0G= GT G1 GdF÷Fú FÔ EtherChannel G o G •G ^F ÷ F Ò G
G V G " IEEE 802.1x GkGŠGV Fø Fç Fö0¿��Fç Fú FÔF÷Fß FðFå FÔF¹EtherChannel GkGŠGV F÷ IEEE 802.1x 
1�0ÉG" G2 G[GŠGd GyFûFç G� FÖ Fø FéG�Fø F¸ G6GwGŠ G o G Q G IG ŠG FF Ü/ ²& gF å G �F ¸IEEE 802.1x 1�0ÉFÿ
G 2 G [G ŠG d G yF ûF ú G � G � F ëG #F ¹

• G G G 2G Q G O G W GkGŠGV G 0 G XG w G 2G D H �SPANH � F ÚG �G � G x G pG ŠG V SPAN H�RSPANH � � �
 ›G kG ŠG V
SPAN G � F ïF ÿ RSPAN ��
›GkGŠGV F÷ FÒ G�GkGŠGV Fþ IEEE 802.1x 1�0ÉG" G2 G[GŠGd GyFûFéG�F
FÜF÷FÝ G� FéF¹ Fï FðFç F¸ FíFþGkGŠGV FÜ SPAN G � F ïF ÿ RSPAN ��
›Fø Fç Fö�P7VFå G�G�G� F÷F¸
IEEE 802.1x 1�0ÉFÿGUG1 GIGŠGd GyFþG� G� F÷ FéF¹SPAN G � F ïF ÿ RSPAN 3æ�™
–GkGŠGV F÷Fÿ IEEE 
802.1x 1�0ÉG" G2 G[GŠGd GyFûFéG�Fã Fø FÜF÷FÝ G� FéF¹

G G G 2G Q G OF ÷ IEEE 802.1x 1�0ÉG" G>G{ GŠG^ GyFûGUG1 GIGŠGd GyFûFéG�FûFÿF¸no dot1x 
system-auth-control G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • GA Gl G• GWG" �Q#ÝFç G� FéF¹ "I��FþG
Fþ IEEE 802.1x 1�0ÉG" GUG1 GIGŠGd GyFûFéG�FÛF¸ GUGcG7 GyGV Fþ0¿��Fû�` FéFûFÿF¸no dot1x 
port-control  G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ GkGŠGV Fþ IEEE 802.1x 1�0ÉG" G2 G[GŠGd GyFûFéG��‰�2G" &gFç G� FéF¹
Switch(config)# interface gigabitethernet2/0/2 
Switch(config-if)# dot1x port-control auto

0¿��G" &�1� FéG�FûFÿFşhow dot1x [interface interface-id] "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G �

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
show dot1x [interface interface-id] �æ��Få G�Fï GkGŠGV Fþ IEEE 802.1x Fþ"g�ÂG" /²&gFç G� FéF
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
dot1x re-authenticate

Š GyF¸ G2 G•GM GŠ

ç G� FéF¹
dot1x re-authenticate 
�æ��Fþ  IEEE 802.1x �P�ÂGkGŠGV Fþ
Ì1�0ÉG" �m�·F÷6ä�� FéG�FûFÿF¸dot1x re-authenticate "I�’  
EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

dot1x re-authenticate [interface interface-id]

H��@H� G G G M G Q G = � S� BG " G CG kG ŠG V F ç F ö F ÔG �F þF ÿF ¸LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG � Catalyst 2960-S GG
G2GQ GOFðFáF÷ FéF¹

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV 0¿��Fÿ FÒG� G� FëG#F¹

G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•Fã FþGA Gl G• GWG" �Q#Ý FéG�Fø F¸ 
Ì1�0É0è/œ6ë7x H�re-authperiodH� FÚG�G�+¬�·
Ì1�0ÉFþ0¿��&Ê�XG"
�…FïFêFûG= Gw G2 G0G•GV G" 
Ì1�0ÉF÷FÝ G� FéF¹

�[ ��Fþ�[F÷FÿF¸ GkGŠGV Fû�K)FFå G�Fï GUG^ G2GG G" �m�·F÷
Ì1�0É FéG��‰�2G" &gFç G� FéF¹
Switch# dot1x re-authenticate interface gigabitethernet2/0/2

6õ4�GA GlG• GW

interface interface-id H��õ�–H� 
Ì1�0É FéG�GG GM GQ G= FþGG G2GQ GO$��•F¸ GpGFGs G
Gc G5 G2GG FþGkGŠGV $��•F¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
dot1x reauthentication G= Gw G2 G0G•GV Fþ���‡$×
Ì1�0ÉG" G2 G[GŠGd GyFûF
dot1x timeout reauth-period 
Ì1�0ÉFþ0è/œFþ6ë7x H�&ÊH� G" 0¿��Fç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
dot1x reauthentication

c G 5
` F éF ûF ÿF ¸ F ã F þG A G l

F ç F öF ¸

� FéF¹

F éF ¹
dot1x reauthentication 
���‡$×FúG= Gw G2 G0G•GV Fþ
Ì1�0ÉG" G2 G[GŠGd GyFûFéG�FûFÿF¸dot1x reauthentication G 2 G •G M G ŠG
G2GG G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û�
G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

dot1x reauthentication

no dot1x reauthentication

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV ���‡$×Fú
Ì1�0ÉFÿGUG1 GIGŠGd GyF÷ FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • 

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•dot1x timeout reauth-period G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# Ý
���‡$×Fû
Ì1�0ÉG" /œ FÖ 6ë7xFþ�ì6ë5�G" 0¿��Fç G� FéF¹

�[ ��Fþ�[F÷FÿF¸ G= Gw G2 G0G•GV Fþ���‡$×Fú
Ì1�0ÉG" GUG1 GIGŠGd GyFûFéG��‰�2G" &gFç G
Switch(config-if)# no dot1x reauthentication

��Fþ�[F÷FÿF¸ ���‡$×Fú
Ì1�0ÉG" G2 G[GŠGd GyFûFç F¸ 
Ì1�0ÉFþ6ë7xG" 4000 &ÊFû0¿�� FéG��‰�2G" &g
F ç G � F éF ¹
Switch(config-if)# dot1x reauthentication
Switch(config-if)# dot1x timeout reauth-period 4000

0¿��G" &�1� FéG�FûFÿFşhow dot1x [interface interface-id] "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G �

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
dot1x re-authenticate FéG	FöFþ IEEE 802.1x �P�ÂGkGŠGV Fþ
Ì1�0ÉG" �m�·F÷�6�‡�ìFç

G � F éF ¹
dot1x timeout reauth-period 
Ì1�0ÉFþ0è/œFþ6ë7x H�&ÊH� G" 0¿��Fç G� FéF¹
show dot1x [interface 
interface-id]

�æ��Få G�Fï GkGŠGV Fþ IEEE 802.1x Fþ"g�ÂG" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
dot1x supplicant controlled transient

<G s
FûGC

CG e G x G 9
x G9 G•GVÜ1 �0 É

G= G" �D�šF÷FÝ G� FéF¹
F éG �
FÜFú FÔG� FÖ FûF¸
Fø F¸ GCGe Gx G9 G•GV
G z G Š
UGcG7

�� �� œF ÿF ¸ G CG e G x
" � IF ß � N� áF ç

� Q# Ý
�œF¸
ú G�

éG��[G" &gFç
dot1x supplicant controlled transient
1�0É�pFû 802.1x GCGe Gx G9 G•GV GkGŠGV G�Fþ G0G= GIGG G" �D�š FéG�FûFÿF¸ G>G{ GŠG^ Gy G A G •G c G 1 G
G z G ŠG EG u G • GpGŠ GW F÷ dot1x supplicant controlled transient GA Gl G• GWG" �Q#ÝFç G� FéF¹ 1�0É�p
G e G x G 9 G •G V F þG kG ŠG V G " 6 äF ß F ûF ÿF ¸ F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

dot1x supplicant controlled transient

no dot1x supplicant controlled transient

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV 1�0É�pFû 802.1x GCGe Gx G9 G•GV FþGkGŠGV G�Fþ G0G= GIGG FÜ0Á�•Få G�G� FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • 

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•GUGcG7 GyGV F÷FÿF¸BPCU G:GŠ GW FÜ G2 G[GŠGd GyFûFå G�Fï G8GŠGI G•GTG1 G?GŠGM G G G 2G Q G OF ûG
G•GV FþGG G2GQ GOG" �K)F FéG����œF¸ G8GŠGI G•GT G1 G?GŠGM FþGkGŠGV FÿGCGe G G G G 2G Q G OF
FéG��SFûGG G_GY G• G> GR Gx GŠ G e G { G V G A G y H �STPH � F þ G dG x G Q G F G e G { G V G A G y GUGŠGM GtGYGQ GV
H�BPDUH� G" �w�™Fç Fï���œF¸errdisable "g�ÂFûFú G��•+��öFÜ FÒG� G� FéF¹Cisco IOS Release 15.0(1) 
SE �è7FF÷FÿF¸ 1�0É�pFûGCGe Gx G9 G•GV FþGkGŠGV FÛ G�3æ�™Få G�G�GV Gw Gc G1 GQ
dot1x supplicant controlled transient G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " 
 °� Š
F ø F ¸ 1 �0 ÉF Ü� ö� ¢ F éG �� SF ûG 8G ŠG I G •G T G 1 G ?G ŠG M GkGŠGV FÜGEGq GQ GV GN G4 G• FéG�Fã Fø
1�0É�pFû�M�ì$×FûGCGe Gx G9 G•GV FþGkGŠGV G" GdG{ GQ G= Fç G� FéF¹ 1�0ÉFû�»�K FéG�
FþGkGŠGV FÜ6äFÝ G� FéF¹no dot1x supplicant controlled transient G>G{ GŠG^ Gy G A G •G c G 1 G <G s
GEGu G• GA Gl G• GWG" 
°�Š FéG�Fø F¸ 1�0É�‡6ë�pFûGCGe Gx G9 G•GV GkGŠGV FÜ6äFÝ G� FéF¹ Fã G�FÿG
GyGV Fþ�·�8F÷ FéF¹

G8GŠGI G•GT G1 G?GŠGM G G G 2G Q G O GkGŠGV �VF÷F¸BPDU G:GŠ GW FÜ spanning-tree bpduguard enable G2
G•GM GŠGc G5 G2GG G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G W F ÷ G 2 G [G ŠG d G yF ûF úF óF ö F ÔG
G 9 G •G V G G G 2G Q G OF ÷ dot1x supplicant controlled transient G A G l G • G WG " � Q# Ý F éG �F ã F ø G
G � F éF ¹

spanning-tree portfast bpduguard default G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG "
F ç F öF ¸ G >G { G ŠG ^ G yF ûG 8G ŠG I G •G T G 1 G ?G ŠG M G G G 2G Q G OF ÷ BPDU G:GŠ GWG" G2 G[GŠGd GyFûFç Fï��
dot1x supplicant controlled transient G A G l G • G WG " 
 °� Š F éG �F ø F ¸BPDU Fþ4*�oFÜ4JFáG� G�FúFß F
G � F éF ¹

�[ � �FûF¸ 1�0ÉFþ6ëFûGG G2GQ GOFþ 802.1x GCGe Gx G9 G•GV FþGkGŠGV G�Fþ G0G= GIGG G" �D�š F
G � F éF ¹
Switch(config)# dot1x supplicant controlled transient

Gx Gx GŠGG �š�f
Æ��
15.0(1)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
dot1x supplicant controlled transient

ŠG d
� G 8G ŠG I

G� FéF¹

á� µ+ � F éG � G � F Ö F û0 ¿� �F ç
6õ4�GA GlG• GW G A G l G • G W 1 �� Â
cisp enable G G G 2G Q G OF þ Client Information Signalling ProtocolH�CISPH � G " G 2 G [G

GyFû FéG�Fã Fø F÷F̧ GG G2GQ GOFÜGCGe Gx G9 G•GV G G G 2G Q G OF û� P F éG
G•GT G1 G?GŠGM Fø Fç Fö�·�8 FéG� G� FÖ FûFç G� FéF¹

dot1x credentials GkGŠGV Fû 802.1x GCGe Gx G9 G•GV FþG= Gz GUG•GEGq GyG" 0¿��Fç
dot1x pae supplicant G 2 G •G M G ŠG c G 5 G 2G G F ÜG CG e G x G 9 G •G V F ø F ç F ö F ðF

G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
dot1x supplicant force-multicast

ë
EG u G •

F þ

GG GV

ÿF̧
F ¹

q G G G V

ŠG d
� G 8G ŠG I

á� µ+ � F éG � G � F Ö F û0 ¿� �F ç
dot1x supplicant force-multicast 
G l G yG OG ;G q G G G V G � F ïF ÿG tG YG ;G q G G G V Extensible Authentication Protocol over LANH�EAPOLH � G _
G?GQ GV G" �w�™Fç Fï���œF¸ �–FûGCGe Gx G9 G•GV G G G 2G Q G OF ûG l G yG OG ;G q G G G V EAPOL FðFáG " 3 æ� ™F å F
G � G � F Ö F ûF éG �F ûF ÿF ¸dot1x supplicant force-multicast G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG G A G l
G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿF ¸ F ã F þG A G l G • G W no �g�'G" �Q#ÝFç G� FéF¹

dot1x supplicant force-multicast

no dot1x supplicant force-multicast

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV GCGe Gx G9 G•GV G G G 2G Q G OF ÿF ¸ G tG YG ;G q G G G V EAPOL G_G?GQ GV G" �w�™ FéG�Fø F¸ GtGYG;Gq EAPOL 
G_G?GQ GV G" 3æ�™Fç G� FéF¹ �  � ]FûF¸ Gl GyGOG;Gq GG GV EAPOL G _G ?G Q G V G " � w� ™ F éG �F ø F ¸EAPOL G_
G?GQ GV G" 3æ�™Fç G� FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • 

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•Network Edge Access TopologyH�NEATH � F Ü F éG 	F öF þG i G G G V GpGŠ GW F÷�µ+� FéG� G� FÖ Fû FéG�FûF
GCGe Gx G9 G•GV G G G 2G Q G O� VF ÷F ã F þG A G l G • G WG " G 2 G [G ŠG d G yF ûF ç G � F é

�[ ��Fþ�[F÷FÿF¸ GCGe Gx G9 G•GV G G G 2G Q G OF Ü G 8G ŠG I G •G T G 1 G ?G ŠG M G G G 2G Q G OF ûG l G yG OG ;G EAPOL 
G_G?GQ GV G" 3æ�™ FéG� G� FÖ Fû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# dot1x supplicant force-multicast

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(52)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
cisp enable G G G 2G Q G OF þ Client Information Signalling ProtocolH�CISPH � G " G 2 G [G

GyFû FéG�Fã Fø F÷F̧ GG G2GQ GOFÜGCGe Gx G9 G•GV G G G 2G Q G OF û� P F éG
G•GT G1 G?GŠGM Fø Fç Fö�·�8 FéG� G� FÖ FûFç G� FéF¹

dot1x credentials GkGŠGV Fû 802.1x GCGe Gx G9 G•GV 2(�A�_��G" 0¿��Fç G� FéF¹
dot1x pae supplicant G 2 G •G M G ŠG c G 5 G 2G G F ÜG CG e G x G 9 G •G V F ø F ç F ö F ðF

G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
dot1x test eapol-capable

>F ç F öF ¸

kG ŠG V F û� PF ç F ö
G ^ G 2G G G " & �1 � F éG �F ïG �F þ

Fç G� FéF¹
dot1x test eapol-capable
FéG	FöFþGG G2GQ GO GkGŠGV �VFþ IEEE 802.1x F þ G 0G = G T G 1 G aG T G 1 G " G pG Y G M G x G • GIEEE 802.1x 
G" GCGkGŠGV FéG�GkGŠGV Fû�K)FFç Fö FÔG�GUG^ G2GG Fþ�_��G" /²&g FéG�FûFÿF¸dot1x test 
eapol-capable "I�’  EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

dot1x test eapol-capable [interface interface-id]

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV 0¿��Fÿ FÒG� G� FëG#F¹

G A G lG • G W GpGŠGW "I�’  EXEC 

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•GG G2GQ GO�VFþ FéG	FöFþGkGŠGV G� FïFÿ"I��FþGkGŠGV Fû�K)F FéG�GUG^ G2GG Fþ IEEE 802.1x �µ+�G" GT
G G G V F éG �F ûF ÿF ¸ F ã F þG A G l G • G WG " � Q# ÝF ç G � F éF ¹

F ã F þG A G l G • G W F ûF ÿF ¸no �g�'Fÿ FÒG� G� FëG#F¹

�[ � �Fþ�[F÷FÿF¸ GG G2GQ GO�VF÷ IEEE 802.1x F þ =
 �G OG 5 G Q G = G " G 2 G [G ŠG d G yF ûF ç F öF ¸ G
G = G 6G x G ŠG " � �/ œ F éG �� ‰� 2G " & gF ç G � F éF ¹ G � F ïF ¸ G kG ŠG V F û� K) FF ç F ö F ÔG �G U
G= G6Gx GŠFþ��/œ�P1ßGkGŠGV FÛ G� �w�™Fç Fï�Â'ÅFÜ IEEE 802.1x �P�ÂF÷ FÒ G�Fã Fø G" &gFç G� FéF¹
Switch# dot1x test eapol-capable interface gigabitethernet1/0/13

DOT1X_PORT_EAPOL_CAPABLE:DOT1X: MAC 00-01-02-4b-f1-a3 on gigabitethernet1/0/13 is EAPOL 
capable

6õ4�GA GlG• GW

interface interface-id H��õ�–H� G= G6Gx GŠ�P1ßFþGkGŠGV F÷ FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(44)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
dot1x test timeout timeout  IEEE 802.1x  =
�G= G6Gx GŠFû�P FéG� EAPOL �Â'ÅG" �…�µ

FéG�FïG�Fû�Q#ÝFå G�G�GM G2 GnG0 G4GV G" 0¿��
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
dot1x test timeout

�GkGŠGV FÛ G�
y

Gl G• GWG" �Q#Ý

G� FéF¹

G � F éF ¹
dot1x test timeout
IEEE 802.1x Fþ =
�FÜ�ZFóFö FÔG�FÛ Fù FÖ FÛG" &�1� FéG�FïG�FûG= G6Gx GŠFÜ��/œFå G�G
Fþ EAPOL �Â'ÅFþ�…�µFû�Q#Ý FéG�GM G2 GnG0 G4GV G" 0¿�� FéG�FûFÿF¸dot1x test timeout G>G{ GŠG^ G 
G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹

dot1x test timeout timeout

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV 0¿��Fÿ 10 &ÊF÷ FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•EAPOL �Â'ÅG" �…�µ FéG�FïG�Fû�Q#ÝFå G�G�GM G2 GnG0 G4GV G" 0¿�� FéG�FûFÿF¸ Fã FþGA
F ç G � F éF ¹

F ã F þG A G l G • G W F ûF ÿF ¸no �g�'Fÿ FÒG� G� FëG#F¹

�[ ��Fþ�[F÷FÿF¸ EAPOL �Â'ÅG" 27 &Ê6ë�…�µ FéG� G� FÖ FûGG G2GQ GOG" 0¿�� FéG��‰�2G" &gFç
Switch# dot1x test timeout 27

GM G2 GnG0 G4GV 0¿��FþGG GTGŠGM GG G" &�1� FéG�FûFÿF¸show run "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç

6õ4�GA GlG• GW

timeout EAPOL �Â'ÅG" �…�µ FéG��ì6ë H�&ÊH�F¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ 65535 &Ê
F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(44)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
dot1x test eapol-capable [interface 
interface-id]

FéG	FöFþF̧ G� FïFÿ�æ��Få G�Fï IEEE 802.1x �P�ÂGkGŠGV
Fû�K)F FéG�GUG^ G2GG F÷ IEEE 802.1x Fþ =
�FÜ�ZFóFö FÔ
G�FÛG" &�1�Fç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
dot1x timeout

G z G Š
G l G • G WF þ

�‹F¸ �…�µ"g

G 2G Q G OF Ü! “

GV Fÿ

…�µ FéG�&Ê�XF¹

FéG��SFû

0G•GV FÛ
¹ (
�V
dot1x timeout 
IEEE 802.1x F þ G M G 2G lG ŠG " 0 ¿� � F éG �F ûF ÿF ¸dot1x timeout G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s
GEGu G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿF ¸ F ã F þG A no �g�'G" �Q#ÝFç
G � F éF ¹

dot1x timeout { quiet-period seconds | ratelimit-period  seconds | reauth-period { seconds | 
server}  | server-timeout seconds | supp-timeout seconds | tx-period seconds}

no dot1x timeout { quiet-period | reauth-period | server-timeout | supp-timeout | tx-period}

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV Fþ0¿��Fÿ��FþFø FÚG� F÷ FéF¹

reauth-period Fÿ 3600 &ÊF÷ FéF¹

quiet-period Fÿ 60 &ÊF÷ FéF¹

tx-period Fÿ 5 &ÊF÷ FéF¹

supp-timeout Fÿ 30 &ÊF÷ FéF¹

server-timeout Fÿ 30 &ÊF÷ FéF¹

rate-limit  Fÿ 1 &ÊF÷ FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

quiet-period seconds GG G2GQ GOFÜG= Gw G2 G0G•GV Fø Fþ1�0É�_��Fþ�º�nFû�»�KFç Fï
�ÂG" )FFá G�&Ê�XF¹ (
�VFÿ 1 HZ 65535 F ÷ F éF ¹

ratelimit-period  seconds Fã Fþ�‡6ë�pFû1�0ÉFû�B�ŒFç Fï G= Gw G2 G0G•GV FÛ G�Fþ Extensible 
Authentication Protocol over LANH�EAPOLH � G _G ?G Q G V G " G G
0iFç Fï&Ê�XF¹ (
�VFÿ 1 HZ 65535 F ÷ F éF ¹

reauth-period { seconds | 
server}


Ì1�0ÉFþ0è/œFþ6ë7x H�&ÊH� G" 0¿��Fç G� FéF¹

G;GŠ G}GŠ GWFþ�–�áFÿ��FþFø FÚG� F÷ FéF¹

• secondsH�1 HZ 65535 Fþ(
�VF÷&Ê�XG" 0¿��Fç G� FéF¹ GUGcG7 Gy 
3600 &ÊF÷ FéF¹

• server H � G IG Q G EG u G •G M G 2 G nG 0 G 4G V RADIUS �“�ö H��“�ö  [27]H � F þ
�ÍFø Fç Fö&Ê�XG" 0¿��Fç G� FéF¹

server-timeout seconds 1�0ÉGCGŠG^Fû�PFç FöF¸ GG G2GQ GOFþG_G?GQ GV 
Ì3æ�™G" �

(
�VFÿ  1 HZ 65535 F÷ FéF¹ Fç FÛ Fç F¸ �q�`0¿���ÍF÷ FÒ G� 30 G " � N� áF ç G �
FéF¹

supp-timeout seconds G G G 2G Q G OF Ü IEEE 802.1x G= Gw G2 G0G•GV G�G_G?GQ GV G" 
Ì3æ�™
�…�µ FéG�&Ê�XF¹ �æ��F÷FÝ G�(
�VFÿ 30 HZ 65535 F ÷ F éF ¹

tx-period seconds G G G 2G Q G OF Ü EAP-Request/Identity GcGz GŠ GnFû�P FéG�G= Gw G2 G
G�Fþ�Â'ÅG" �…FñF¸ 0[�ÓG" 
Ì3æ�™ FéG�G� F÷Fþ&Ê�XG" 0¿��Fç G� FéF
Fÿ 1 HZ 65535 F ÷ F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
dot1x timeout

Gw G2 G0G•GV FÚG�
G�Fø FÝ Fû

$×
G G

¹ GUGcG7 GyGV G�

ç Fï G= Gw G2 G0G•

u G•GM G2 Gn

Ì3æ�™�ì6ëG"

FñF¸ 0[�ÓG" 
Ì

FéG�&Ê�X
G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•Fã FþGA Gl G• GWFþGUGcG7 GyGV �ÍFÿF¸ Gx G•G= Fþ�™8—�öFÜ�*�WFç Fï���œG�F¸ "I��FþG=
G�1�0ÉGCGŠG^Fþ�·�8Fû�e8ŸFÜ FÒ G����œFú FùF¸ $��–Fú"g�#Fû�P FéG�1*�ZG" /œ FÖ �²0[FÜ FÒ
7HFóFö�š�fFç Fö Fß FðFå FÔF¹

dot1x reauthentication G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • GA Gl G• GWG" �Q#ÝFç Fö���‡
Fú
Ì1�0ÉG" G2 G[GŠGd GyFûFç Fï FðFáFþ���œF¸dot1x timeout reauth-period G 2 G •G M G ŠG c G 5 G 2 G A G •
G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WF ÿF ¸ G G G 2G Q G OF þ� ·� 8F û� s8 jF ç G � F éF ¹

�…�µ�ì6ëFþ6ëF¸ GG G2GQ GOFÿ FùFþ G� FÖ Fú1�0É0[�ÓG� �wFá�ÜFáFêF¸ 6ä��G� Fç G� FëG#F
G� G� �`Få FÔ�XG" 
°�Š FéG�Fã Fø Fû G�FóFöF¸ GtGŠGDG�Fþ�Â'Å�ì6ëG" %·)°F÷FÝ G� FéF¹

ratelimit-period  FÜ 0 H�GUGcG7 GyGV H� Fû0¿��Få G�Fï���œF¸ GG G2GQ GOFÿ1�0ÉFû�B�ŒF
G V F Û G � F þ EAPOL G_G?GQ GV G" !“0iFç F¸ Fí G�G� G" RADIUS GCGŠG^Fû3?3æFç G� FéF¹

�[ ��Fþ�[F÷FÿF¸ ���‡$×Fú
Ì1�0ÉG" G2 G[GŠGd GyFûFç F¸ 
Ì1�0ÉFþ6ë7xG" 4000 &ÊFû0¿�� FéG��‰�2G" &g
F ç G � F éF ¹
Switch(config-if)# dot1x reauthentication
Switch(config-if)# dot1x timeout reauth-period 4000

��Fþ�[F÷FÿF¸ ���‡$×Fú
Ì1�0ÉG" G2 G[GŠGd GyFûFç F¸ 
Ì1�0ÉFþ6ë7xFþ&Ê�XFø Fç Fö GIGQ GEG
G 0 G 4G V RADIUS �“�öFþ�ÍG" �æ�� FéG��‰�2G" &gFç G� FéF¹
Switch(config-if)# dot1x reauthentication
Switch(config-if)# dot1x timeout reauth-period server

��Fþ�[F÷FÿF¸ GG G2GQ GOFþ�…�µ�ì6ëG" 30 &ÊFû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config-if)# dot1x timeout quiet-period 30

��Fþ�[F÷FÿF¸ GG G2GQ GOFÛ G�1�0ÉGCGŠG^G�Fþ
Ì3æ�™�ì6ëG" 45 &ÊFû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# dot1x timeout server-timeout 45

��Fþ�[F÷FÿF¸ EAP request GcGz GŠ GnFû�P FéG�GG G2GQ GOFÛ G� G= Gw G2 G0G•GV G�Fþ
 45 &Ê
Fû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config-if)# dot1x timeout supp-timeout 45

��Fþ�[F÷FÿF¸ EAP-Request/Identity GcGz GŠ GnFû�P FéG�G= Gw G2 G0G•GV FÛ G�Fþ�Â'ÅG" �…
3æ�™ FéG�G� F÷Fþ�ì6ëG" 60 &ÊFû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config-if)# dot1x timeout tx-period 60

��Fþ�[F÷FÿF¸ 1�0ÉFû�B�ŒFç Fï G= Gw G2 G0G•GV FÛ G�Fþ EAPOL G_G?GQ GV G" GG G2GQ GOFÜ!“0i
G" 30 F ø 0 ¿� � F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch(config-if)# dot1x timeout ratelimit-period 30

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
12.2(25)SED tx-period G;GŠ G}GŠ GWFþ(
�VFÜ�š�fFå G�F¸reauth-period server G;GŠ

G}GŠ GW FÜ3ã�•Få G�G� Fç FïF¹
12.2(25)SEE  ratelimit-period  G;GŠ G}GŠ GW FÜ3ã�•Få G�G� Fç FïF¹
12.2(40)SE tx-period seconds Fþ(
�VFÜ6ë4*FóFö FÔG� FéF¹ �GFç FÔ(
�VFÿ 1 HZ 65535 

F ÷ F éF ¹
2-177
Catalyst 2960F¸2960-SF ¸ F ÚG �G � 2960-P G G G 2G Q G O G A G l G • G W G x G c G /G z G •G G

OL- 29499-01-J



 

'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
dot1x timeout
0¿��G" &�1� FéG�FûFÿFşhow dot1x "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
dot1x max-req GG G2GQ GOFÜF¸ 1�0ÉGeG{ GIGG G" 
Ì���· FéG��SFûF¸EAP-Request/Identity 

GcGz GŠ GnG" 3æ�™ FéG��q9×�G�XG" 0¿��Fç G� FéF¹
dot1x reauthentication G= Gw G2 G0G•GV Fþ���‡$×
Ì1�0ÉG" G2 G[GŠGd GyFûFç G� FéF¹
show dot1x FéG	FöFþGkGŠGV Fþ IEEE 802.1x G G G TG ŠG M G G G " / ²& gF ç G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
dot1x violation-mode

� ‚Fç FÔ
)FFå G�Fö FÔG�"g�ÂF÷
� FéF¹

" # Õ� B
G�

G2GG G" !“0i Fé

F éF ¹

�G kG ŠG V

G { G Q G eF ç G � F éF ¹ F ã G �
dot1x violation-mode
dot1x violation-mode G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • GA Gl G• GWG" �Q#ÝFç FöF¸
GUG^ G2GG FÜGkGŠGV Fû�K)F FéG�Fø FÝ F¸ G� FïFÿ�q�±�XFþGUG^ G2GG FÜGkGŠGV Fû�K
�‚Fç FÔGUG^ G2GG FÜGkGŠGV Fû�K)F FéG�Fø FÝ Fû$Î#Õ FéG�4*�o GpGŠ GWG" 0¿��Fç G

dot1x violation-mode { shutdown | restrict | protect}

no dot1x violation-mode

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV F÷FÿF¸dot1x violation-mode protect F Ü G 2 G [G ŠG d G yF ûF úF óF ö F ÔG � F éF ¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�[ ��Fþ�[F÷FÿF¸ �‚Fç FÔGUG^ G2GG G" GkGŠGV Fû�K)F FéG�Fø FÝ FûF¸IEEE 802.1x �P�ÂGkGŠGV G" errdisable 
Fû0¿��Fç FöF¸ GEGq GQ GV GN G4 G• FéG��‰�2G" &gFç G� FéF¹
Switch(config-if)# dot1x violation-mode shutdown

��Fþ�[F÷FÿF¸ �‚Fç FÔGUG^ G2GG G" GkGŠGV Fû�K)F FéG�Fø FÝ FûF¸ GE GG GT Gn G6GwGŠ G o G Q G IG ŠG FG
F ç F öF ¸ G kG ŠG V G " � D7 H G pG Š G W F û� š� f F éG � G � F Ö F û IEEE 802.1x �P�ÂGkGŠGV G" 0¿�� FéG��‰�2G" &gFç
FéF¹
Switch(config-if)# dot1x violation-mode restrict

��Fþ�[F÷FÿF¸ �‚Fç FÔGUG^ G2GG G" GkGŠGV Fû�K)F FéG�Fø FÝ FûF¸ �‚Fï Fû�K)FFå G�Fï GUG^
G � G � F Ö F û IEEE 802.1x �P�ÂGkGŠGV G" 0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config-if)# dot1x violation-mode protect

0¿��G" &�1� FéG�FûFÿFşhow dot1x [interface interface-id] "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G �

6õ4�GA GlG• GW

shutdown G6GwGŠFû G�FóFöF¸ � £� ‡Fç Fú FÔ� ‚F ï Fú MAC G 0 G WG z G G F Ü$ Î# Õ F éG
G � F ïF ÿ� ì� •G kG ŠG V F ÜG UG 1 G IG ŠG d G yF ûF ú G � G � F éF ¹

restrict 4*�oG6GwGŠFþ$Î#Õ�ìFû Syslog G6GwGŠG" #Õ�BFç G� FéF¹
protect � ‚Fç FÔ MAC G 0 G WG z G G F Û G � G _G ?G Q G V G " F íF þG � G � G W

FÜGUGcG7 GyGV 0¿��F÷ FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(46)SE1 F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show dot1x [interface interface-id] �æ��Få G�FïGkGŠGV Fþ IEEE 802.1x Fþ"g�ÂG" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
duplex

éF ûF ÿF ¸ F ã F þG A G l G • G WF þ

GV Fÿ

þ

Š

G "

� ·G [G B
F Ò

G BG E
� F éF ¹

Få G�Fï GUG^ G2
GWFÛG" �8�•

5 G2
duplex
GkGŠGV Fþ�·�8FþGUGs GeGz GQ G= GG GpGŠ GWG" �æ�� FéG�FûFÿF̧duplex G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1
G<Gs Gz GŠGEGu G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G kG ŠG V G " G UG cG 7 G yG V � ÍF û� ` F 
no �g�'G" �Q#ÝFç G� FéF¹

duplex { auto | full  | half}

no duplex

�S�eFþ1��Â

GUGc G7 GyGV G c G /G G G V G2GŠGCG[GQ GV GkGŠGV FÚG�G�G<G: GaGQ GV G2GŠGCG[GQ GV GkGŠGV Fû�P FéG�GUGcG7 Gy 
auto F ÷ F éF ¹

100BASE-x H�-x Fÿ -BXF¸-FXF¸-FX-FEF ¸ G � F ïF ÿ - LXH�Small Form-Factor Pluggable GpGFGs GŠ GyF
GUGcG7 GyGV Fÿ half F ÷ F éF ¹

�§5�G8GeGEGu G•FÿF¸1000BASE-x H�-x Fÿ -BXF¸-CWDMF¸-LXF¸-SXF ¸ G � F ïF ÿ -ZXH�SFP GpGFGs G
GyF÷FÿGCGkGŠGV Få G�Fö FÔG� FëG#F¹

Fä�Q#ÝFþGG G2GQ GOF÷GCGkGŠGV Få G�Fö FÔG� SFP GpGFGs GŠ GyFûFôFÔFö FÿF¸ 0���Fþ Gx Gx GŠGG G \ G ŠG V
�g!·Fç Fö Fß FðFå FÔF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•G c G /G G G V G2GŠGCG[GQ GV GkGŠGV F÷FÿF¸ �K)FFå G�Fï/æ*(FÜGUGs GeGz GQ G= GG G _ G w G o G ŠG M F þ+ ¬
G E G 6G ŠG EG u G •G " / œG �F ú F Ô� �� œF ûG kG ŠG V G " auto Fû0¿�� FéG�Fø F¸half G " � æ� � F éG �F þF ø �   F è �  � ÝF Ü
G � G � F éF ¹

G<G: GaGQ GV G2GŠGCG[GQ GV GkGŠGV F÷FÿF¸ �K)F/æ*(FÜGUGs GeGz GQ G= GG G _ G w G o G ŠG M G " + ¬� ·G [
G6GŠGV Fç Fú FÔFø FÝ FûGkGŠGV G" auto Fû0¿�� FéG�Fø F¸full  G " � æ� � F éG �� �� œF ø �   F è �  � ÝF Ü F ÒG � G

auto +¬�·Fû G� G�GUGs GeGz GQ G= GG 0¿��G" G2 G[GŠGd GyFûFç G� Fé H��K)F
GG GpGŠ GW Fû G� G� F¸ GkGŠGV FÜ+¬�·$×Fû
²�§5� GpGŠ GWFÛ���§5� GpGŠ
F ç G � F éH �F ¹

full 
²�§5� GpGŠ GWG" G2 G[GŠGd GyFûFç G� FéF¹
half ���§5� GpGŠ GWG" G2 G[GŠGd GyFûFç G� Fé H�10 G � F ïF ÿ 100 Mb/s F÷�·�8 FéG� G2 G•

G M G ŠG c G 5 G 2G G F û7 H G �H �F ¹1000 G � F ïF ÿ 10,000 Mb/s F÷�·�8 FéG� G2 G•GM GŠGc G
GG Fû�PFç Fö Fÿ���§5� GpGŠ GWG" 0¿��F÷FÝ G� FëG#F¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
duplex

F å G �G � F éF ¹ F ï F ð
éG�Fã Fø FÿF÷FÝ G�

Ý�•+��ö

cG7 GyGV Fþ+¬�·G[GB
G FÜ+¬�·G[GBGE G6GŠ
•GM GŠGc G5 G2GG �VF÷GUGs

ÿ�Ø0¿��FûFôFÔFö
eGz GQ G= GG 0¿��Fÿ

��Fû%©%*FÜ#Õ Fè G�

ŠGc G5
éF ¹

–�¦8oFÿF¸ Fã Fþ Gx Gx GŠGG

ç G � F éF ¹

" 0 ¿� �F ç G �
H��@H� GUGs GeGz GQ G= GG GpGŠ GWFÜ auto F÷�K)FFå G�Fö FÔG�/æ*(FÜ���§5�F÷�·�8Fç Fö FÔG����œF¸
���§5� GpGŠ GWFÿG<G: GaGQ GV G2GŠGCG[GQ GV G 2 G •G M G ŠG c G 5 G 2G G F ÷G CG kG ŠG V
Fç F¸ Fã G�G�Fþ G2 G•GM GŠGc G5 G2GG G" ���§5� GpGŠ GW F÷�·�8 FéG� G� FÖ Fû0¿�� F
FëG#F¹

"I��FþGkGŠGV G" 
²�§5�G� FïFÿ���§5�Fþ FÔFêG�FÛFû0¿��F÷FÝ G� FéF¹ Fã FþGA Gl G• GWFþ4:#
FÿF¸ GG G2GQ GOFÜ�K)FFå G�Fö FÔG�GUG^ G2GG Fû G�FóFö$�Fú G� G� FéF¹

�g�‰Fþ Gw G2 G•Fþ)
'ƒFÜ+¬�·G[GBGE G6GŠGEGu G•G" GCGkGŠGV Fç Fö FÔG����œF¸ GUG
GE G6GŠGEGu G•G" �Q#Ý FéG�Fã Fø G" �IFß �N�áFç G� FéF¹ "&�‰Fþ G2 G•GM GŠGc G5 G2G
GEGu G•G" GCGkGŠGV Fç F¸ G� FÖ "&�‰FÜGCGkGŠGV Fç Fö FÔFú FÔ���œF¸ �g�‰Fþ G2 G
GeGz GQ G= GG Fø 3ÿ�ØG" 0¿��Fç F¸ GCGkGŠGV Få G�Fö FÔG�
�F÷ auto Fþ0¿��G" �Q#ÝFç Fö Fß FðFå FÔF¹

3ÿ�ØFÜ auto Fû0¿��Få G�Fö FÔG����œF¸ GG G2GQ GOFÿ Gx G•G= Fþ�o�P
�FþGUG^ G2GG Fø 3
G[GBGE G6GŠGV Fç F¸ 3ÿ�ØG" G[GBGE G6GŠGV Få G�Fï�ÍFû�I�D$×Fû0¿��Fç G� FéF¹ GUGs G
Gx G•G= Fþ�g'ƒF÷Fþ0¿��FÜ�,FÝ )EFÜ G�G� FéFÜF¸ Fã G�Fû G� G� F¸ GUGs GeGz GQ G= GG 0¿
F ã F ø F Ü F ÒG � G � F éF ¹

GUGs GeGz GQ G= GG 0¿��G" /œ FÖ Fã Fø FÜF÷FÝ G�FþFÿF¸ 3ÿ�ØFÜ auto Fû0¿��Få G�Fö FÔG����œF÷ FéF¹

�@�– G 2 G •G M G ŠG c G 5 G 2G G 3 ÿ� ØF ø G UG s G eG z G Q G = G G GpGŠ GWFþ0¿��G" �š�f FéG�Fø F¸ 
Ì0¿���pFû G2 G•GM G
G 2G G F ÜG EG q G Q G V G N G 4 G •F ç F ¸ 
 ÌG � G 2 G [G ŠG d G yF ûF ú G �� �� œF Ü F ÒG � G � F

GG G2GQ GOFþ3ÿ�ØFÚG�G�GUGs GeGz GQ G= GG FþG_ Gw Go GŠGM Fþ0¿��Fû6õ FéG��@�
Fû�P�Â FéG�GK GcGV G4 G5 G0 G A G •G c G 1 G <G s G z G ŠG EG u G • G : G 2 G WF þ F ÂConfiguring Interface 
CharacteristicsF Ã F þ' vG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

�[ ��Fþ�[F÷FÿF¸ G2 G•GM GŠGc G5 G2GG G" 
²�§5��·�8Fû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# interface gigabitethernet1/0/1
Switch(config-if)# duplex full

0¿��G" &�1� FéG�FûFÿFşhow interfaces "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
show interfaces G G G 2G Q G OF þ G 2 G •G M G ŠG c G 5 G 2G G F þ0 ¿� �G " / ²& gF
speed 10/100 G � F ïF ÿ 10/100/1000 Mb/s G 2 G •G M G ŠG c G 5 G 2G G F þ3 ÿ� ØG

FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
epm access-control open

8G ŠG e G •1 Gd

GdG"

0Á�• FéG�
þGA Gl G• GWG" 0¿��Fç
éF¹ GkGŠGV FûGG GM
G1 Gz G= GT G1 Gd
epm access-control open
G0G= GIGG G A G •G V G { G Š G y G x G G G V H �ACLH � F Ü0 ¿� �F å G �F ö F ÔF ú F ÔG kG ŠG V F ûG GUG1 Gz G= GT G
G " 0 ¿� � F éG �F ûF ÿF ¸ G G G 2G Q G O G G G M G Q G = G � F ïF ÿG G G M G • G W G 0G { G • G G G 2G Q G O� VF ÷ epm access-control 
open G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G 8G ŠG e G • GUG1 Gz G= GT G1
GUG1 GIGŠGd GyFûFéG�FûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

epm access-control open 

no epm access-control open

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ G ;G Š G }G Š G W F ø � ,� XF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV GUGcG7 GyGV FþGUG1 Gz G= GT G1 GdFÜ4:#ÝFå G�G� FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•G G G M G T G 1 G Q G = ACL FÜ0¿��Få G�Fï G0G= GIGG GkGŠGV FûF¸ 1��•Gk Gx GEGŠFþ Fú FÔGi GG GV G"
G8GŠGe G• GUG1 Gz G= GT G1 GdG" 0¿�� FéG�FûFÿF¸ Fã FþGA Gl G• GWG" �Q#ÝFç G� FéF¹ Fã F
Fú FÔ���œF¸ GkGŠGV Fÿ0¿��Få G�Fï ACL FþGk Gx GEGŠG" GV Gw Gc G1 GQ G= Fû4:#ÝFç G� F
G T G 1 G Q G = ACL FÜ0¿��Få G�Fö FÔFú FÔ���œF¸ GUGcG7 GyGV FÚG�G�G8GŠGe G•Fþ�g�‰FþGU
FÜGkGŠGV G�Fþ G0G= GIGG G" 0Á�•Fç G� FéF¹

�[ ��Fþ�[F÷FÿF¸ G8GŠGe G• GUG1 Gz G= GT G1 GdG" 0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# epm access-control open

0¿��G" &�1� FéG�FûFÿFşhow running-config "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(55)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show running-config �·�80¿��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
errdisable detect cause

ÿF¸ Fã
GŠGV Fþ"I��Fþ

GV 
²
Fã Fþ

yFû

G � F éF ¹

• G ># ÝF þ G 6

F þ G 6G wG Š

� F éF ¹

G� FéF¹

G" G2 G[GŠGd GyFû

Gd GyFûFç

2 G[GŠGd Gy

� FéF¹

F¹
errdisable detect cause
"I��Fþ�N�IG� FïFÿ FéG	FöFþ�N�IFû�PFç Fö errdisable �è��G" G2 G[GŠGd GyFûFéG�FûFÿF¸errdisable 
detect cause G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹errdisable �è���µ+�G"
GUG1 GIGŠGd GyFûFéG�FûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

errdisable detect cause {all | bpduguard | dhcp-rate-limit  | dtp-flap  | gbic-invalid | inline-power 
|  link-flap | loopback | pagp-flap | psp | security-violation shutdown vlan | 
sfp-config-mismatch}

no errdisable detect cause { all | bpduguard | dhcp-rate-limit  | dtp-flap  | gbic-invalid | 
inline-power | link-flap  | loopback | pagp-flap | psp | security-violation shutdown vlan | 
sfp-config-mismatch}

GdGx GQ GF G e G { G V G A G y GUGŠGM GtGYGQ GV H�BPDUH � G :G Š G W F ø G kG ŠG V GIG;Gs Gx GTG1 FûFôFÔFö F
FþGA Gl G• GWG" �Q#ÝFç FöF¸ GkGŠGV 
²�/G" GUG1 GIGŠGd GyFûFéG�FþF÷FÿFúFß F¸ Gk VLAN 
F þ G �G " G UG 1 G IG ŠG d G yF ûF éG � G � F Ö F ûG G G 2G Q G OG " 0 ¿� �F ÷F Ý G � F éF ¹

VLAN FäFø Fû errdisable �µ+�G" G8Gc FûFç Fö FÔFö BPDU G:GŠ GW4*�oFÜ$Î#ÕFç Fï���œFÿF¸ GkGŠ
�/FÜGUG1 GIGŠGd GyFûFú G� G� FéF¹VLAN FäFø Fû errdisable �µ+�G" GUG1 GIGŠGd GyFûFéG�FûFÿF¸
G A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

errdisable detect cause bpduguard shutdown vlan

no errdisable detect cause bpduguard shutdown vlan

�S�eFþ1��Â all FéG	FöFþ errdisable Fþ�N�IFû�PFç FöF¸ G6GwGŠ�è��G" G2 G[GŠGd G
F ç G � F éF ¹

bpduguard shutdown vlan BPDU G:GŠ GW F÷ VLAN FäFø Fû errdisable G " G 2 G [G ŠG d G yF ûF ç
dhcp-rate-limit Dynamic Host Configuration ProtocolH�DHCPH � G G G Z G ŠG b G

GwGŠ�è��G" G2 G[GŠGd GyFûFç G� FéF¹
dtp-flap G N G 2 G XG m G Q G = G V G w G •G ; G • G > GeG{ GV GA Gy H�DTPH � G c G wG Q G e

�è��G" G2 G[GŠGd GyFûFç G� FéF¹
gbic-invalid !“� FúG<G: GaGQ GV G 2 G •G M G ŠG c G 5 G 2G G G A G •G ^G ŠG M H �GBICH � G p

GFGs GŠ Gy#ÝFþ G6GwGŠ�è��G" G2 G[GŠGd GyFûFç G� FéF¹

H��@H� F ã F þ G 6G wG ŠF ÿF ¸ G G G 2G Q G OF ÷F þ! “�  F ú Small Form-Factor 
PluggableH�SFPH � G pG FG s G Š G yG " � –� áF ç G

inline-power G 2 G • G w G 2 G • G_ G}GŠFû�PFç F¸ G6GwGŠ�è��G" G2 G[GŠGd GyFûFç
link-flap Gx G•G= GG GTGŠGV Fþ Gc GwGQ GeFû�PFç FöF¸ G6GwGŠ�è��

F ç G � F éF ¹
loopback �è��Få G�Fï GyGŠGeG^GQ G= Fû�PFç FöF¸ G6GwGŠ�è��G" G2 G[GŠ

G � F éF ¹
pagp-flap GkGŠGV 7Ÿ(ÙGeG{ GV GA Gy H�PAgPH � G c G wG Q G eF þ errdisable �N�IFþ G6

GwGŠ�è��G" G2 G[GŠGd GyFûFç G� FéF¹
psp GeG{ GV GA Gy G G G V G Š G n GeG{ GTG= GEGu G•Fþ G6GwGŠ�è� �G" G

FûFç G� FéF¹
security-violation 
shutdown vlan

8b�Œ1�1‘ IEEE 802.1x GIG;Gs Gx GTG1 G" G2 G[GŠGd GyFûFç G

sfp-config-mismatch SFP 0¿��Fþ�Y�M+´Fû G� G� G6GwGŠ�è��G" G2 G[GŠGd GyFûFç G� Fé
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
errdisable detect cause

û

�IFÜ
ç F ï� ·

G= FÿGkGŠGV F÷3æ�w
µ+�
GV GN

F öF ¸ � N
�ì!lF÷F¸ GkGŠGV
Go G9GY GH Gn
ŠF ç

GV FÜ GW

å G �G � F ëG #F ¹

ç

�2G" &g

^ GyFû0¿

F ¹

ïF¹

¹

G A G l G • G W GUGc G7 GyGV�è��Fÿ FéG	FöFþ�N�IFû�PFç Fö G2 G[GŠGd GyF÷ FéF¹VLAN FäFø Fþ errdisable G " 7 VF ß F éG 	F öF þ� N� IF
FôFÔFöF¸ GkGŠGV 
²�/G" GEGq GQ GV GN G4 G• FéG� G� FÖ Fû0¿��Få G�G� FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•�N�I H�link-flap F¸dhcp-rate-limit F ú F ùH � F ÿF ¸errdisable GG GTGŠGV FÜ$Î#ÕFç Fï#.#äF÷ FéF¹ �N
GkGŠGV F÷�è��Få G�Fï���œF¸ GkGŠGV Fÿ errdisable G G G TG ŠG V H �G x G •G = G N G 4 G • G G G TG ŠG V F û8 ®� �F
�8GG GTGŠGV H� Fø Fú G� G� FéF¹

GkGŠGV FÜ errdisable FûFúFóFö FÔG�Fø FÝ Fÿ�¦���VGEGq GQ GV GNG4 G•Fç F¸ GV Gw GcG1 GQ
�™Få G�G� FëG#F¹BPDUF¸ 8b�Œ1�1‘ 802.1x GIG;Gs Gx GT G1 F¸ G:GŠ GW FÚG�G�GkGŠGV GIG;Gs Gx GT G1 �
FþFïG�F¸ 4*�oFþ$Î#Õ�ìFûF¸ GkGŠGV 
²�/F÷FúFß F¸ GkGŠGV �VFþ7€��Fþ FÒ G� VLAN FðFáG" GEGq GQ
G 4 G • F éG � G � F Ö G G G 2G Q G OG " 0 ¿� � F éG �F ã F ø F ÜF ÷F Ý G � F éF ¹

�N�IFû�PFç Fö errdisable recovery G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " 
 °� ŠF ç
�IFþ�G�ŸGo G9GY GH GnG" 0¿�� FéG����œFÿF¸ FéG	FöFþ�N�IFÜGM G2 GnG0 G4GV FûFúFóFï
Fÿ errdisable GG GTGŠGV FÛ G� �¤Fá��Fç FöF¸ ��#.G" 
Ì0è/œF÷FÝ G� G� FÖ FûFú G� G� FéF¹ �G�Ÿ
G " 0 ¿� �F ç F ú F Ô� �� œF ÿF ¸ G � F ê shutdown G A G l G • G WG " 
 °� ŠF ç F ¸ � �F û no shutdown G A G l G • G WG " 
 °�
FöF¸ GkGŠGV G" �m� ·F÷ errdisable GG GTGŠGV FÛ G� �G�ŸFå Fë G��²0[FÜ FÒG� G� FéF¹

G e G { G V G A G y G G G V G Š G n GeG{ G TG = G EG u G •F÷FÿF ¸ � q� ± 2 �¶Fþ�ì�•GkGŠGV FûFôFÔFö4#�kFúG_G?GQ
G { G Q G eF å G �G � F éF ¹psp G;GŠ G}GŠ GWG" �Q#ÝFç Fï�ì�•GkGŠGV G6GwGŠFþGUG1 GIGŠGd Gy� ìFÿF¸
EtherChannel G 2 G •G M G ŠG c G 5 G 2G G F ÚG �G � Flexlink G 2 G •G M G ŠG c G 5 G 2G G F ÷G CG kG ŠG V F

0¿��G" &�1� FéG�FûFÿFşhow errdisable detect "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ Gx G•G= Gc GwGQ Ge errdisable �N�IFþ  errdisable �è��G" G2 G[GŠGd GyFûFéG��‰�2G" &gF
G � F éF ¹
Switch(config)# errdisable detect cause link-flap

��FþGA Gl G• GW F÷FÿF¸VLAN FäFø Fþ errdisable F÷ BPDU G:GŠ GWG" G>G{ GŠG^ GyFû0¿�� FéG��‰
F ç G � F éF ¹
Switch(config)# errdisable detect cause bpduguard shutdown vlan

��FþGA Gl G• GW F÷FÿF¸VLAN FäFø Fþ errdisable F÷8b�Œ1�1‘ 802.1x GIG;Gs Gx GT G1 G" G>G{ GŠG
� � F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch(config)# errdisable detect cause security-violation shutdown vlan 

show errdisable detect "I�’  EXEC G A G l G • G WG " 
 °� Š F éG �F ø F ¸ 0 ¿� �G " & �1 �F ÷F Ý G � F é

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
12.2(37)SE VLAN FäFø Fþ G6GwGŠ�è���µ+�FÜ3ã�•Få G�G� Fç FïF¹inline-power G;GŠ

G}GŠ GW FÚG�G� sfp-config-mismatch G;GŠ G}GŠ GW FÜ3ã�•Få G�G� Fç F
12.2(46)SE security-violation shutdown vlan G;GŠ G}GŠ GWFÜ3ã�•Få G�G� Fç FïF
12.2(58)SE psp G;GŠ G}GŠ GW FÜ3ã�•Få G�G� Fç FïF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
errdisable detect cause

ïF ÿ
G GV G" /²&gFç G�

G = G x
6õ4�GA GlG• GW G A G l G • G W 1 �� Â
show errdisable detect errdisable �è���_��G" /²&gFç G� FéF¹
show interfaces status err-disabled G 2 G •G M G ŠG c G 5 G 2G G F þG G G TG ŠG M G G G � F errdisable GG

GTGŠGV Fû FÒ G� G2 G•GM GŠGc G5 G2GG Fþ Gx G
FéF¹

clear errdisable interface VLAN FäFø Fþ errdisable �µ+�Fû G�FóFö errdisable FûFúFó
F ïGkGŠGV G� F ïFÿ VLAN F Û G � errdisable G G G TG ŠG V G "
G0Fç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
errdisable detect cause small-frame

�Fç
F¸

F ç G �

Fç G� FéF¹ �›GkGŠGV Fþ
EG u G •

FéG�
•� Q# Ý

�

� FéF¹
errdisable detect cause small-frame
%T�™ VLAN G M G >� ÜF Ý G _G ?G Q G V F þ G cG z G Š G nF Ü� `F å F ß H �67 G^ G2GV �è�WH�F¸ 0¿��Få G�Fï�q�*3ÿ�Ø H
FÝ FÔ�ÍH� F÷�?%T FéG����œFûF¸ �õ�–FþGG G2GQ GO GkGŠGV G" errdisable FûF÷FÝ G� G� FÖ FûFéG�FûFÿ
errdisable detect cause small-frame G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# Ý
FéF¹ GUGcG7 GyGV 0¿��Fû�̀ FéFûFÿF̧ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

errdisable detect cause small-frame 

no errdisable detect cause small-frame

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV F ã F þ� µ+ �F ÿG UG 1 G IG ŠG d G yF ÷ F éF ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•Fã FþGA Gl G• GWFÿF¸ �`Få FÔGcGz GŠ GnFþ%T�™�µ+�G" G>G{ GŠG^ GyFû G2 G[GŠGd GyFû
F ç F Ý F Ô� ÍG " 0 ¿� � F éG �F ûF ÿF ¸small violation-rate G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG G A G l
G • G WG " � Q# ÝF ç G � F éF ¹

GkGŠGV FÜ+¬�·$×Fû
ÌG� G2 G[GŠGd GyFûFú G� G� FÖ Fû0¿�� FéG�FûFÿF¸errdisable recovery cause 
small-frame G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • GA Gl G• GWG" �Q#ÝFç G� FéF¹ �G�Ÿ�ì6ëG" 0¿��
FûFÿFȩrrdisable recovery interval interval G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G G A G l G • G WG "
F ç G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ �`Få FÔ%T�™GcGz GŠ GnFÜ0¿��Få G�Fï Fç FÝ FÔ�ÍF÷�?%T FéG�Fø errdisable GpGŠ GW FûFú G
G G G 2G Q G O GkGŠGV G" G2 G[GŠGd GyFûFéG��‰�2G" &gFç G� FéF¹
Switch(config)# errdisable detect cause small-frame

0¿��G" &�1� FéG�FûFÿFşhow interfaces "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(44)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
errdisable recovery cause 
small-frame

�G�ŸGM G2GlGŠG" G2 G[GŠGd GyFûFç G� FéF¹

errdisable recovery interval 
interval

�æ��Få G�Fï errdisable GG GTGŠGV FÛ G� �G�Ÿ FéG��ì6ëG" �æ��Fç G
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
errdisable detect cause small-frame

2GG 0¿��G"

cG z G Š G nF þ� �
show interfaces 
°���ŠGc G{ GŠ�D�šG" �µG�GG G2GQ GOFþ G2 G•GM GŠGc G5 G
/²&gFç G� FéF¹

small violation-rate GkGŠGV FÜ errdisable G G G TG ŠG V F ø F ú G �F ¸ � `F å F Ô% T� ™G
3æ3ÿ�Ø H�Fç FÝ FÔ�ÍH� G" 0¿��Fç G� FéF¹

G A G l G • G W 1 �� Â
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
errdisable recovery cause small-frame

G 2 G [G ŠG d G yF û

7 G yG V 0 ¿� �F û� `

ëG" 0¿�� FéG�
u G •W

Fß F¸ �æ��
G2GQ

c G5 G2GG

ÔH � % T� ™G c
errdisable recovery cause small-frame
�`Få FÔGcGz GŠ GnFÜ%T�™Fç Fö GkGŠGV FÜ errdisable F ø F úF óF ï� ‹F ÷G kG ŠG V G " + ¬� ·F ÷
 Ì� Ø
FéG�FïG�Fþ�G�ŸGM G2GlGŠG" G2 G[GŠGd GyFûFéG�FûFÿF¸ GG G2GQ GO�VF÷ errdisable recovery cause 
small-frame G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG
FéFûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

errdisable recovery cause small-frame 

no errdisable recovery cause small-frame

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV F ã F þ� µ+ �F ÿG UG 1 G IG ŠG d G yF ÷ F éF ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G WF ÿF ¸errdisable GkGŠGV Fþ�G�ŸGM G2GlGŠG" G2 G[GŠGd GyFûFç G� FéF¹ �G�Ÿ�ì6
FûFÿFȩrrdisable recovery interval interval G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG G A G l G • G 
G " � Q# ÝF ç G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ �G�ŸGM G2GlGŠG" 0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# errdisable recovery cause small-frame

0¿��G" &�1� FéG�FûFÿFşhow interfaces GtGŠGD EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(44)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
errdisable detect cause small-frame %T�™GcGz GŠ GnFÜ�æ��Fç Fï�q� `GC G2 GH G� G� � `Få

Fç Fï��3æ3ÿ�Ø H�Fç FÝ FÔ�ÍH� F÷�?%T FéG����œFûF¸ GG
GO GkGŠGV G" errdisable "g�ÂFûFç G� FéF¹

show interfaces 
°���ŠGc G{ GŠ�D�šG" �µG�GG G2GQ GOFþ G2 G•GM GŠG
0¿��G" /²&gFç G� FéF¹

small violation-rate GkGŠGV FÜ errdisable G G G TG ŠG V F ø F ú G �F ¸ H �� `F å F
G z G Š G nF þ G C G 2 G HG " 0 ¿� �F ç G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
errdisable recovery

z G ŠG EG u
G • G WF þ

ŠG d G yF ûF ç

ûFç G�

M G2

G" G2 G[GŠ

yG " ! “�  
yFûFç G� FéF¹

éF¹

2 G[GŠGd Gy

G[GŠGd GyFû

�Ÿ

Fé

G2GlGŠ

G" G2

2GlGŠ
errdisable recovery
�G�ŸGo G9GY GH GnFþ�š�XG" 0¿�� FéG�FûFÿF¸errdisable recovery G>G{ GŠG^ Gy G A G •G c G 1 G <G s G
G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿF ¸ F ã F þG A G l no �g�'G" �Q#ÝFç G� FéF¹

errdisable recovery { cause {all | bpduguard | channel-misconfig | dhcp-rate-limit  | dtp-flap  | 
gbic-invalid | inline-power |  link-flap  | loopback | pagp-flap | psecure-violation | psp | 
security-violation | sfp-mismatch | udld | vmps} | { interval  interval}

no errdisable recovery { cause { all | bpduguard | channel-misconfig | dhcp-rate-limit  | dtp-flap  
| gbic-invalid | inline-power | link-flap  | loopback | pagp-flap | psecure-violation | psp | 
security-violation | sfp-mismatch | udld | vmps} | { interval  interval}

�S�eFþ1��Â cause "I��Fþ�N�IFÛ G� �G�Ÿ FéG� G� FÖ Fû errdisable G o G 9G Y G H G nG " G 2 G [G
G � F éF ¹

all FéG	FöFþ errdisable Fþ�N�IFÛ G� �G�Ÿ FéG�GM G2GlGŠG" G2 G[GŠGd GyF
FéF¹

bpduguard GdGx GQ GF GeG{ GV GA Gy GUGŠGM GtGYGQ GV H�BPDUH � G :G Š G W errdisable GG
GTGŠGV FÛ G� �G�Ÿ FéG�GM G2GlGŠG" G2 G[GŠGd GyFûFç G� FéF¹

channel-misconfig EtherChannel Fþ0¿��%©%*Fû G� G� errdisable GG GTGŠGV FÛ G� �G�Ÿ FéG�G
GlGŠG" G2 G[GŠGd GyFûFç G� FéF¹

dhcp-rate-limit DHCP G G G Z G ŠG b G • G > errdisable GG GTGŠGV FÛ G� �G�Ÿ FéG�GM G2GlGŠ
G d G yF ûF ç G � F éF ¹

dtp-flap G N G 2 G XG m G Q G = G V G w G •G ; G • G > GeG{ GV GA Gy H�DTPH � G c G wG Q G e errdisable GG
GTGŠGV FÛ G� �G�Ÿ FéG�GM G2GlGŠG" G2 G[GŠGd GyFûFç G� FéF¹

gbic-invalid G<G: GaGQ GV G 2 G •G M G ŠG c G 5 G 2G G G A G •G ^G ŠG M H �GBICH � G pG FG s G Š G
Fú errdisable GG GTGŠGV FÛ G� �G�Ÿ FéG�GM G2GlGŠG" G2 G[GŠGd G

H��@H� F ã F þ G 6G wG ŠF ÿ! “�  F ú Small Form-Factor Pluggable Fþ errdisable GG
GTGŠGV G" �–�áFç G� FéF¹

inline-power G 2 G • G w G 2 G • G_ G}GŠFû�PFç F¸ G6GwGŠ�è��G" G2 G[GŠGd GyFûFç G� F
link-flap G x G •G = G c G wG Q G e errdisable GG GTGŠGV FÛ G� �G�Ÿ FéG�GM G2GlGŠG" G

FûFç G� FéF¹
loopback GyGŠGeĜ GQ G= errdisable GG GTGŠGV FÛ G� �G�Ÿ FéG�GM G2GlGŠG" G2

F ç G � F éF ¹
pagp-flap GkGŠGV 7Ÿ(ÙGeG{ GV GA Gy H�PAgPH � G c G wG Q G e errdisable GG GTGŠGV FÛ G� �G

FéG�GM G2GlGŠG" G2 G[GŠGd GyFûFç G� FéF¹
psp GeG{ GV GA Gy G G G V G Š G n GeG{ GTG= GEGu G•Fþ errdisable GG GTGŠGV FÛ G� �G�Ÿ

G�GM G2GlGŠG" G2 G[GŠGd GyFûFç G� FéF¹
psecure-violation GkGŠGV GIG;Gs Gx GT G1 4*�oGUG1 GIGŠGd Gy GG GTGŠGV FÛ G� �G�Ÿ FéG�GM

G " G 2 G [G ŠG d G yF ûF ç G � F éF ¹
security-violation IEEE 802.1x 4*�oGUG1 GIGŠGd Gy GG GTGŠGV FÛ G� �G�Ÿ FéG�GM G2GlGŠ

G[GŠGd GyFûFç G� FéF¹
sfp-mismatch SFP 0¿��Fþ�Y�M+´Fû G� G� G6GwGŠ�è��G" G2 G[GŠGd GyFûFç G� FéF¹
udld �"�‰�¥ Gx G•G= �è�� H�UDLDH�errdisable GG GTGŠGV FÛ G� �G�Ÿ FéG�GM G

G " G 2 G [G ŠG d G yF ûF ç G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
errdisable recovery

å G�G�
•F û

G= FÿGkGŠGV F÷3æ�w
û
�Q GV

G � � G
ú G� G� FéF¹

� FéF¹

�2G" &gFç

F Û

�æ��F÷

G• GN
å G�Fï
GUGc G7 GyGV FéG	FöFþ�N�IFû�PFç Fö�G�ŸFÿGUG1 GIGŠGd GyF÷ FéF¹

GUGcG7 GyGV Fþ�G�Ÿ6ë7xFÿ 300 &ÊF÷ FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•�N�I H�link-flap F¸bpduguard F ú F ùH � F ÿF ¸errdisable GG GTGŠGV FÜ$Î#ÕFç Fï#.#äFø Fç Fö��*OF
FéF¹ �N�IFÜGkGŠGV F÷�è��Få G�Fï���œF¸ GkGŠGV Fÿ errdisable G G G TG ŠG V H �G x G •G = G N G 4 G G G G TG ŠG V
8®��Fç Fï�·�8GG GTGŠGV H� Fø Fú G� G� FéF¹

GkGŠGV FÜ errdisable FûFúFóFö FÔG�Fø FÝ Fÿ�¦���VGEGq GQ GV GNG4 G•Fç F¸ GV Gw GcG1 GQ
�™Få G�G� FëG#F¹BPDU G:GŠ GW�µ+�FÚG�G�GkGŠGV GIG;Gs Gx GT G1 �µ+�Fþ���œFÿF¸ 4*�oFþ$Î#Õ�ìF
GkGŠGV 
²�/G" GEGq GQ GV GN G4 G• FéG��æG�G� FûF¸ GkGŠGV F÷�e8ŸFø FúFóFö FÔG VLAN FðFáG" GEGq G
G N G 4 G • F éG � G � F Ö F ûG G G 2G Q G OG " 0 ¿� �F ÷F Ý G � F éF ¹

FíFþ�N� IFû�PFç Fö errdisable Fþ�G�ŸG" G2 G[GŠGd GyFûFç Fú FÔ���œF¸ GkGŠGV FÿF¸shutdown FÚG�G� no 
shutdown G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WF Ü
 °� ŠF å G �G �G � F ÷ errdisable GG
GTGŠGV FþG� G� F÷ FéF¹ �N�IFþ�G�ŸG" G2 G[GŠGd GyFûFç Fï���œF¸ GkGŠGV Fÿ errdisable G G G TG ŠG V F Û
�ŸFç F¸ FéG	FöFþ�N�IFÜGM G2 GnG0 G4GV FûFúFóFïFø FÝ Fû��#.G" 
Ì6äF÷FÝ G� G� FÖ FûF

�N�IFþ�G�ŸG" G2 G[GŠGd GyFûFç Fú FÔ���œF¸ G� Fê shutdown G A G l G • G WG " 
 °� ŠF ç F ¸ � �F û no shutdown 
GA Gl G• GWG" 
°�ŠFç FöF¸ �m�·F÷GkGŠGV G" errdisable GG GTGŠGV FÛ G� �G�ŸFå Fë G��²0[FÜ FÒG� G

�[ ��Fþ�[F÷FÿF¸BPDU G:GŠ GW errdisable �N�IFû�PFç Fö�G�ŸGM G2GlGŠG" G2 G[GŠGd GyFûFéG��‰
G � F éF ¹
Switch(config)# errdisable recovery cause bpduguard

��Fþ�[F÷FÿF¸ GM G2GlGŠG" 500 &ÊFû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# errdisable recovery interval 500

0¿��G" &�1� FéG�FûFÿFşhow errdisable recovery "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

vmps VLAN G o G •G ^G ŠG EG Q G e G k G x G EG Š GCGŠG^ H�VMPSH�errdisable G G G TG ŠG V
G � � G� Ÿ F éG �G M G 2G lG ŠG " G 2 G [G ŠG d G yF ûF ç G � F éF ¹

interval  interval �æ��Få G�Fï errdisable GG GTGŠGV FÛ G� �G�Ÿ FéG��ì6ëG" �æ��Fç G� FéF¹
F Ý G �( 
� VF ÿ 30 HZ 86400 &ÊF÷ FéF¹ FéG	FöFþ�N�IFû�  Fè6ë7xFÜ4:#ÝFå G�G�
FéF¹ GUGcG7 GyGV 6ë7xFÿ 300 &ÊF÷ FéF¹

H��@H� errdisable recovery Fþ GM G2GlGŠFÿF¸ 0¿��Få G�Fï6ë7x�ÍFÛ G� Gw
GnFú�jF÷�6�‡�ìFå G�G� FéF¹ ��7•Fþ GM G2 GnG0 G4GV �ÍFø 0¿��F
�ÍFþ�jFÿF¸ 0¿��Få G�Fï6ë7xFþ 15% G � F ÷1 �G � G � G �G � F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
12.2(37)SE VLAN FäFø Fþ G6GwGŠ�è���µ+�FÜ3ã�•Få G�G� Fç FïF¹inline-power G;GŠ

G}GŠ GW FÚG�G� sfp-mismatch G;GŠ G}GŠ GW FÜ3ã�•Få G�G� Fç FïF¹
12.2(58)SE psp G;GŠ G}GŠ GW FÜ3ã�•Få G�G� Fç FïF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
errdisable recovery

V
ç G � F éF ¹

Š
G � F éF ¹
6õ4�GA GlG• GW G A G l G • G W 1 �� Â
show errdisable recovery error-disabled �G�ŸGM G2GlGŠFþ�_��G" /²&gFç G� FéF¹
show interfaces status 
err-disabled

G 2 G •G M G ŠG c G 5 G 2G G F þG G G TG ŠG M G G G � F ïF ÿ error-disabled G G G TG ŠG
F û F Ò G � G 2 G •G M G ŠG c G 5 G 2G G F þ G x G G G V G " / ²& gF

clear errdisable interface VLAN FäFø Fþ errdisable �µ+�Fû G�FóFö errdisable FûFúFóFïGkG
G V G � F ïF ÿ VLAN F Û G � errdisable G G G TG ŠG V G " G = G x G 0F ç
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
exception crashinfo

F Ö 0 ¿� � F éG �
éF ¹ F ã F þ� µ

eG{ GIGQ GC
F ¸ G G

•" 
 °
ç F ï� �

&gFç G� FéF¹
exception crashinfo 
Cisco IOS G2 Go GŠGFFþ G6GwGŠ�ìFûGG G2GQ GOF÷�Ñ�G crashinfo G c G / G 2 G yF Ü� 8� BF å G �G � G �
FûFÿFȩxception crashinfo G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F
+�G" GUG1 GIGŠGd GyFûFéG�FûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

exception crashinfo 

no exception crashinfo

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV G G G 2G Q G OF Ü� Ñ� G crashinfo G c G / G 2 G yG " � 8� BF ç G � F éF ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•�ö�•  crashinfo G c G / G 2 G yF ûF ÿF ¸ � »� KF ç F ï Cisco IOS Fþ G2 Go GŠGF�¡FÚG�G�G^GŠGFGu G•F¸ G 
G z G FG G G M F þ G x G G G V F ¸ F ÚG �G �G G G M G Q G = G V G z G ŠG G F Ü� µG � G �G � F éF ¹ � Ñ� G crashinfo G c G / G 2 G yF ûF ÿ
G2GQ GOFþ7€��Fþ�N�IG" �8�9 FéG�FþFû�z'gFôFíFþ�ÚFþ3ã�•�_��FÜ�µG� G�G� FéF¹

G G G M G Q G = GlGG GM GŠ�VF÷ exception crashinfo G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G G A G l G • G WG
� Š F éG �F ø F ¸ F éG 	F öF þG G G M G Q G = G o G •G ^F ÿF ¸ G G G M G Q G = G o G •G ^� VF þ Cisco IOS G 2 G o G ŠG FF Ü� »� KF
�œFû�Ñ�G crashinfo G c G / G 2 G yG " � 8� B F éG � G � F Ö 0 ¿� �F å G �G � F éF ¹

H��@H� G G G M G Q G = � S� BG " G CG kG ŠG V F ç F ö F ÔG �F þF ÿF ¸LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG � Catalyst 2960-S GG
G2GQ GOFðFáF÷ FéF¹

G G G 2G Q G OF Ü� Ñ� G crashinfo G c G / G 2 G yG " � 8� BF ç F ú F ÔG � F Ö F û0 ¿� � F éG �F ûF ÿF ¸no exception crashinfo G>
G { G ŠG ^ G y G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ GG G2GQ GOFÜ�Ñ�G crashinfo Gc G/ G2 GyG" �8�BFç Fú FÔG� FÖ Fû0¿�� FéG��‰�2G"
Switch(config)# no exception crashinfo

0¿��G" &�1� FéG�FûFÿFşhow running-config "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(25)SED F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show running-config ��*OFå G�Fï GlG= G{ G" �µG��·�80¿��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
fallback profile

F ¸ F ã F þG A G l G • G WF þ

•

G ?G Q G V F þ G 0G = G IG G

F¹

ø F û G � G � F ¸

GcG7 GŠ GyG^GQ
fallback profile
Web 1�0É#ÝFûGcG7 GŠ GyG^GQ G= G eG { G c G / G 2 G yG " � 8� B F éG �F ûF ÿF ¸fallback profile  G>G{ GŠG^ Gy G A G •
G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿ no 
�g�'G" �Q#ÝFç G� FéF¹

fallback profile profile

no fallback profile

�S�eFþ1��Â

GUGc G7 GyGV GcG7 GŠ GyG^GQ G= GeG{ Gc G / G 2 G yFÿ0 ¿� �Få G �Fö FÔG � FëG #F¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•GcG7 GŠ GyG^GQ G= GeG{ Gc G / G 2 G yFÿF ¸ G CG e G x G 9 G •G V G " � âF ï Fú FÔ IEEE 802.1x GkGŠGV Fþ IEEE 802.1x 
GcG7 GŠ GyG^GQ G= �·�8G" ��*O FéG�FïG�Fû�Q#ÝFå G�G� FéF¹ GCGkGŠGV Få G�G��·�8FÿF¸Web 1�0ÉG�Fþ
GcG7 GŠ GyG^GQ G= FðFáF÷ FéF¹

fallback profile  G A G l G • G WG " 
 °� Š F éG �F ø F ¸ G eG { G c G / G 2 G y G A G •G c G 1 G <G s G z G ŠG EG u G GpGŠ GWFÜ6ä��Få
G�F¸ ��FþGA G•Gc G1 G<Gs Gz GŠGEGu G• GA Gl G• GWFÜ�Q#Ý�•+�FûFú G� G� FéF¹

• ip H�IP G A G •G c G 1 G <G s G z G ŠG EG u G •G " � 8� BF ç G � F éF ¹

• access-groupH�G � F ð1 �0 ÉF å G �F ö F ÔF ú F ÔG i G G G V F û G �F óF ö3 æ� ™F å G �G �G _ G A G •
G V G { G Š G yG " � æ� �F ç G � F éF ¹

• admissionH�IP G 0 G W G m G Q G EG u G • GyGŠ GyG" 4:#ÝFç G� FéF¹

�[ ��Fþ�[F÷FÿF¸ Web 1�0ÉF÷�Q#ÝFå G�G�GcG7 GŠ GyG^GQ G= GeG{ Gc G/ G2 GyFþ�8�B�‰�2G" &gFç G� Fé
Switch# configure terminal
Switch(config)# ip admission name rule1 proxy http
Switch(config)# fallback profile  profile1
Switch(config-fallback-profile)# ip access-group default-policy in  
Switch(config-fallback-profile)# ip admission rule1
Switch(config-fallback-profile)# exit
Switch(config)# interface gigabitethernet 1/0/1
Switch(config-if)# dot1x fallback profile1
Switch(config-if)# end

show running-configuration [interface interface-id] "I�’  EXEC G A G l G • G WG " 
 °� Š F éG �F ã F
0¿��G" &�1�F÷FÝ G� FéF¹

profile IEEE 802.1x 1�0ÉG" GCGkGŠGV Fç Fö FÔFú FÔG= Gw G2 G0G•GV Fþ
G= G e G { G c G / G 2 G yG " � æ� �Fç G � FéF ¹

G x G x G ŠG G � š� f
 Æ� �
12.2(35)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
fallback profile

•GV #ÝFþ

¹

ûFç G�

éF¹
6õ4�GA GlG• GW G A G l G • G W 1 �� Â
dot1x fallback IEEE 802.1x 1�0ÉG" GCGkGŠGV Fç Fú FÔG= Gw G2 G0G

GcG7 GŠ GyG^GQ G= �‰� 'Fø Fç Fö Web 1�0ÉG" �Q#Ý FéG� G� FÖ
GkGŠGV G" 0¿��Fç G� FéF¹

ip admission G G G 2G Q G O GkGŠGV F÷ Web 1�0ÉG" G2 G[GŠGd GyFûFç G� FéF
ip admission name proxy http G G G 2G Q G OF ÷ Web 1�0ÉG" G>G{ GŠG^ GyFû G2 G[GŠGd GyF

FéF¹
show dot1x [interface interface-id] �æ��Få G�Fï GkGŠGV Fþ IEEE 802.1x Fþ"g�ÂG" /²&gFç G� FéF¹
show fallback profile GG G2GQ GOFþ0¿���íG�GeG{ Gc G/ G2 GyG" /²&gFç G� F
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
flowcontrol

G 2G G

�FGcGz GŠ
%±Fç G� FéF¹ FÒ G�/æ

þ3æ
éF¹

#F¹

G" �w�™F÷FÝ G�FÛ Fù FÖ

Ò G��K)F/æ*(G� Fï
FÝ G��K)F/æ*(

��µ+�G" G8Gc FûFç

Ò G��K)F/æ*(G� Fï
FÝ G��K)F/æ*(
flowcontrol
G2 G•GM GŠGc G5 G2GG Fþ�w�™Gc G{ GŠ�D�šGG GTGŠGV G" 0¿�� FéG�FûFÿF¸flowcontrol  G 2 G •G M G ŠG c G 5 
G A G •G c G 1 G <G s G z G ŠG EG u G •  GA Gl G• GWG" �Q#ÝFç G� FéF¹ FÒ G�/æ*(Fû�PFç Fö Gc G{ GŠ�D�š send FÜ�·�8�•
+�F÷G8G•FûFúFóFö FÔFöF¸ �K)FFþG� FÖ �M�‰Fþ
�F÷3}3uFÜ�aFç F÷G� �è��Få G�Fï���œFÿF¸ ��
GnG" 3æ�™ FéG�Fã Fø Fû G�FóFöF¸ Gx G•G= Fþ%&�m
�G� FïFÿ Gx GpGŠGV /æ*(Fû3}3uG" 3û
*(Fû�PFç Fö Gc G{ GŠ�D�š receive FÜ G8G•F÷F¸ ���FGcGz GŠ GnG" �w�™Fç Fï���œF¸ GUGŠGM G_G?GQ GV F
�™Fÿ�õ�FFç G� FéF¹ Fã FÖ FéG�Fã Fø Fû G� G� F¸ 3}3u�‡6ë�pFûGUGŠGM G_G?GQ GV Fþ�†�»G" 75FÞG� F

Gc G{ GŠ�D�šG" GUG1 GIGŠGd GyFûFéG����œFÿF¸receive off G;GŠ G}GŠ GWG" �Q#ÝFç G� FéF¹

flowcontrol receive { desired | off | on} 

H��@H� G G G 2G Q G OF ÿF ¸ G kG ŠG H GcGz GŠ GnG" �w�™F÷FÝ G� FéFÜF¸ 3æ�™FÿF÷FÝ G� FëG#F¹

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV FÿF¸flowcontrol receive off Fû0¿��Få G�Fö FÔG� FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•Fã FþGG G2GQ GOF÷FÿF¸ 3æ�™Gc G{ GŠ�D�šFþ���FGcGz GŠ GnFÿGCGkGŠGV Få G�G� FëG

on FÚG�G� desired G;GŠ G}GŠ GWFÿ� �MFþ)��ÝFûFú G�Fã Fø Fû�@�–Fç Fö Fß FðFå FÔF¹

receive G2 G•GM GŠGc G5 G2GG FÜ Gx GpGŠGV /æ*(FÛ G� Gc G{ GŠ�D�šG_G?GQ GV
FÛG" 0¿��Fç G� FéF¹

desired G2 G•GM GŠGc G5 G2GG G" F¸ Gc G{ GŠ�D�šG_G?GQ GV G" 3æ�™ FéG��²0[FÜ F
FÿGc G{ GŠ�D�šG_G?GQ GV G" 3æ�™ FéG��²0[FÿFú FÔFÜ3æ�™ FéG�Fã Fø FþF÷
F ø F ø G � F û' �
 >F å F ë G �F ã F ø F ÜF ÷F Ý G � F éF ¹

off �K)F/æ*(FÜGc G{ GŠ�D�šG_G?GQ GV G" G2 G•GM GŠGc G5 G2GG G�3æ�™ FéG
G � F éF ¹

on G2 G•GM GŠGc G5 G2GG G" F¸ Gc G{ GŠ�D�šG_G?GQ GV G" 3æ�™ FéG��²0[FÜ F
FÿGc G{ GŠ�D�šG_G?GQ GV G" 3æ�™ FéG��²0[FÿFú FÔFÜ3æ�™ FéG�Fã Fø FþF÷
F ø F ø G � F û' �
 >F å F ë G �F ã F ø F ÜF ÷F Ý G � F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
flowcontrol

� Fé

ŠGHn
FÿGkGŠGH

x G•G= Fþ%&�m

D�š
Fþ

ûG{ GŠG9 Gy

��G" /²&gFç G�
flowcontrol  GA Gl G• GWG" �Q#ÝFç Fö GkGŠGV FÜ3}3u�pFûGV Gw Gc G1 GQ G= Gz GŠGV G" �D�š FéG� G� FÖ 0¿�
G����œF¸ Gc G{ GŠ�D�šFÿGkGŠGV �VF÷��Fþ�²�óFþ FÖ FñFþ 1 FôFû0¿��Få G�G� FéF¹

• receive on G � F ïF ÿ desiredH � G kG ŠG V F ÿG kG ŠG H GcGz GŠ GnG" 3æ�™F÷FÝ G� FëG#FÜF¸ GkG GcGz GŠ G
G" 3æ�™ FéG��²0[FÜ FÒ G�/æ*(F¸ G� FïFÿ3æ�™�•+�Fú�K)F/æ*(Fø 4��·F÷FÝ G� FéF¹ GkGŠGV 
GcGz GŠ GnG" �w�™F÷FÝ G� FéF¹

• receive offH� Gc G{ GŠ�D�šFÿ FùFñ G� Fþ�‰�¥FûG� �·�8Fç G� FëG#F¹ 3}3uFÜ#Õ FèFö G� F¸ G

�Fû3û%±FÿFúFß F¸ FùFñ G� 
�Fþ/æ*(G� ���FGcGz GŠ GnFþ3æ�w�™G" /œ FÔG� FëG#F¹

/²  2-13 FÿF¸ �›0¿��Fþ)�G��œG�FëFû G� G�G{ GŠG9 Gy GkGŠGV FÚG�G� Gx GpGŠGV GkGŠGV �VFþ Gc G{ GŠ�
Fþ)��ÝG" &gFç FïG� FþF÷ FéF¹ /²Fÿ receive desired G;GŠ G}GŠ GWFþ�Q#Ý�ìFø receive on G;GŠ G}GŠ GW
�Q#Ý�ìFþ)��ÝFÜ� �MFûFú G�Fã Fø G" �S�fFø Fç Fö FÔG� FéF¹

�[ ��Fþ�[F÷FÿF¸ Gx GpGŠGV GkGŠGV Fû G�FóFö Gc G{ GŠ�D�šFÜGCGkGŠGV Få G�Fú FÔG� FÖ F GkGŠGV
G " 0 ¿� � F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch(config)# interface gigabitethernet 1/0/1
Switch(config-if)# flowcontrol receive off

0¿��G" &�1� FéG�FûFÿFşhow interfaces "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

/² 2-13 Gc G{GŠ�D�š0¿��FÚG�G�G{GŠG9 Gy/ G x G pG ŠG V GkGŠGV Gc G{GŠ�D�š0Ž�ô

Gc G{GŠ�D�š0¿�� Gc G{GŠ�D�š0Ž�ô

G{GŠG9 Gy GUG^ G2GG Gx GpGŠGV GUG^ G2GG G{GŠG9 Gy GUG^ G2GG Gx GpGŠGV GUG^ G2GG

send off/receive on send on/receive on

send on/receive off

send desired/receive on

send desired/receive off

send off/receive on

send off/receive off

�w�™FðFá/œ FÔG� FéF¹

�w�™FðFá/œ FÔG� FéF¹

�w�™FðFá/œ FÔG� FéF¹

�w�™FðFá/œ FÔG� FéF¹

�w�™FðFá/œ FÔG� FéF¹

3æ�w�™G" /œ FÔG� FëG#F¹

3æ�w�™G" /œ FÔG� FéF¹

3æ�™FðFá/œ FÔG� FéF¹

3æ�w�™G" /œ FÔG� FéF¹

3æ�™FðFá/œ FÔG� FéF¹

�w�™FðFá/œ FÔG� FéF¹

3æ�w�™G" /œ FÔG� FëG#F¹

send off/receive off send on/receive on

send on/receive off

send desired/receive on

send desired/receive off

send off/receive on

send off/receive off

3æ�w�™G" /œ FÔG� FëG#F¹

3æ�w�™G" /œ FÔG� FëG#F¹

3æ�w�™G" /œ FÔG� FëG#F¹

3æ�w�™G" /œ FÔG� FëG#F¹

3æ�w�™G" /œ FÔG� FëG#F¹

3æ�w�™G" /œ FÔG� FëG#F¹

3æ�w�™G" /œ FÔG� FëG#F¹

3æ�w�™G" /œ FÔG� FëG#F¹

3æ�w�™G" /œ FÔG� FëG#F¹

3æ�w�™G" /œ FÔG� FëG#F¹

3æ�w�™G" /œ FÔG� FëG#F¹

3æ�w�™G" /œ FÔG� FëG#F¹

G A G l G • G W 1 �� Â
show interfaces 
°���ŠGc G{ GŠ�D�šG" �µG�GG G2GQ GOFþ G2 G•GM GŠGc G5 G2GG 0¿

FéF¹
2-196
Catalyst 2960F¸2960-SF ¸ F ÚG �G � 2960-P G G G 2G Q G O G A G l G • G W G x G c G /G z G •G G

OL- 29499-01-J



 

'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
hw-module

Q G OF ÿG G G M
ÝF ç G �

CG kG ŠG V

� F éF ¹

˜F å F ú F ÔG � F Ö F ûF éG �

0 ¿� � F é

Go GQ GIGŠGFFÜGG

l

¹ G G
Q
G G 2G Q G OF èF öF ¸

GIGŠGFFþ5�
hw-module 
G8G•GjGŠ GW7€��G{ G< G• G> H�OBFLH � G " G 2 G [G ŠG d G yF ûF éG �F ûF ÿF ¸ G G G 2G G G G M G Q G = � VG � F ï
G • G W G 0G { G • G G G 2G Q G O� VF ÷ hw-module G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q#
FéF¹ Fã Fþ�µ+�G" GUG1 GIGŠGd GyFûFéG�FûFÿF̧ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

hw-module module [switch-number] logging onboard [message level level]

no hw-module module [switch-number] logging onboard [message level]

H��@H� F ã F þG A G l G • G WF ÿF ¸LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG � Catalyst 2960-S G G G 2G Q G OF þ G �F ÷G
F å G �F ö F ÔG � F éF ¹

�S�eFþ1��Â

GUGc G7 GyGV OBFL F ÿ G 2 G [G ŠG d G yF ûF úF óF ö F ÚG � F ¸ F éG 	F öF þ G o G Q G IG ŠG FF Ü/ ²& gF å G �G

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•OBFL F ÿ G 2 G [G ŠG d G yF ûF ç F ö F ÚF Ý F ¸ G c G wG Q G E G s G o G pG x F û� –� ÑF å G �F ï G UG ŠG M F ÿ�
F ã F ø G " � N� áF ç G � F éF ¹

OBFL GUGŠGM G { G >
 ÆF þ G M G 2 G n G G G M G •G eG " � G& �F ûF éG �F ûF ÿF ¸ G E G G G T G n G = G { G Q G = G " � m� ·F ÷
G�FÛF¸ G� FïFÿG[GQ GV G}GŠG= G M G 2 G n G e G { G V G A G y H �NTPH� G" �Q#ÝFç Fö0¿��Fç G� FéF¹

message level level G_ Gw Go GŠGM G" 
°�ŠFç Fú FáG�G�F¸ G]GŠ GW G4 G5 G06õ4�Fþ FéG	FöFþ
G2GQ GOFû G�FóFö#Õ�BFå G�F¸ Gc GwGQ GE Gs G o G pG x F û� –� ÑF å G �G � F éF ¹

G G G M G • G W G 0G { G • G G G 2G Q G OF ÷ hw-module module [switch-number] logging onboard [message level 
level] G A G l G • G WG " 
 °� Š F éG �F ã F ø F ÿF ¸hw-module module logging onboard [message level level] G A G
G • G WG " 
 °� Š F éG �F ã F ø F ø �   F è F ÷ F éF ¹

G G G M G Q G = GlGG GM GŠF÷ hw-module module logging onboard [message level level] G " 
 °� Š F éG �F ø F ¸
OBFL G " G CG kG ŠG V F éG � F éG 	F öF þG G G M G Q G = G o G •G ^F ÷ OBFL F Ü G 2 G [G ŠG d G yF ûF ú G � G � F éF ¹

switch-number H��õ�–H� GG G2GQ GO$��•G" �æ��Fç G� FéF¹ Fã G�FÿF¸ GG GM GQ G= G o G •G ^$ �� •F ÷ F éF
G2GQ GOFÜGG GM G• GW G0G{ G• GG G2GQ GOFþ���œF¸ GG G2GQ GO$��•Fÿ 1 F ÷ F éF ¹ G G G 2G
G OF ÜG G G M G Q G = 
 ÆF û F Ò G �� �� œF ÿF ¸ G G G M G Q G = 
 ÆF þG G o G •G ^F þ� XF û� Â
1 HZ 4 Fþ(
�V
ÆFþ�ÍG" �æ��F÷FÝ G� FéF¹

message level 
level

H��õ�–H� Gc GwGQ GE Gs Go GpGx Fû�–�ÑFå G�G� G]GŠ GW G4 G5 G06õ4�Fþ Go GQ
�±�ØG" �æ��Fç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ 7 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(53)SE1 F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
hw-module

þGA
GIGŠGFFÜGc

6õ4�Fþ5��±
G" &gFç
�[  ��Fþ�[F÷FÿF¸ GG G2GQ GO G G G M G Q G = � VF ÷ OBFL G " G 2 G [G ŠG d G yF ûF ç F ¸ G G G M G Q G = GlGG GM GŠ�VF÷Fã F
G l G • G WF Ü
 °� ŠF å G �F ïF ø F Ý F ûG G G M G Q G = G o G •G ^ 4 F÷Fþ G]GŠ GW G4 G5 G06õ4�Fþ FéG	FöFþ Go GQ
GwGQ GEGs Go GpGx Fû�–�ÑFå G�G� G� FÖ Fû�æ�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# hw-module module 4 logging onboard

��Fþ�[F÷FÿF¸ GG GM G• GW G0G{ G• G G G 2G Q G O� VF ÷ OBFL G" G2 G[GŠGd GyFûFç F¸ G]GŠ GW G4 G5 G0
�Ø 1 F þ G o G Q G IG ŠG FF ðF áF ÜG G G 2G Q G OF þ G c G wG Q G E G s Go GpGx Fû�–�ÑFå G�G� G� FÖ Fû�æ�� FéG��‰�2
G � F éF ¹
Switch(config)# hw-module module 1 logging onboard message level 1

0¿��G" &�1� FéG�FûFÿFşhow logging onboard "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
clear logging onboard G c G wG Q G E G s G o G pG x 
 ÆF þ OBFL GUGŠGM G" �P7VFç G� FéF¹
show logging onboard OBFL �_��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
interface port-channel

F ç F ï G � F éG �F ûF ÿF ¸
V

V G OG q G [ G y
G 2G G

V G"
GŠGV GOGq G[
�

¿��Fç Fö Fß

ú FÔ

s G z G Š

�� ‰� 2G " & gF ç
interface port-channel
GkGŠGV G OG q G [ G yF þ1 =# . G 2 G •G M G ŠG c G 5 G 2G G F û G 0G = G IG G F ç F ï G � F ¸ � 8� B interface 
port-channel G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G kG ŠG GOGq G[ GyG"
�P7V FéG����œFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

interface port-channel port-channel-number

no interface port-channel port-channel-number

�S�eFþ1��Â

GUGc G7 GyGV GkGŠGV GOGq G[ Gy1=#. G2 G•GM GŠGc G5 G2GG Fÿ��*OFå G�G� FëG#F¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•G z G 2 G r 2 EtherChannel F÷FÿF¸ "@#.GkGŠGV G" GOGq G[ Gy G > G yG ŠG eF û� m G � � \F ö G �� SF ûG kG ŠG 
G 2 G •G M G ŠG c G 5 G 2G G G " � 8� B F éG �� ²0 [F ÿ F ÒG � G � F ëG #F ¹ � æG �G � F ûF ¸channel-group G 2 G •G M G ŠG c G 5 
G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ÷F Ý G � F éF ¹ G OG q G [ G y G> GyGŠGeFÜ�q�6Fþ"@#.GkGŠG
"Ó�“ FéG�Fø F¸ GkGŠGV GOGq G[ Gy G2 G•GM GŠGc G5 G2GG Fÿ+¬�·$×Fû�8�BFå G�G� FéF¹ �q�6FûGk
Gy G 2 G •G M G ŠG c G 5 G 2G G G " � 8� B F éG �� �� œF ÿF ¸channel-group-number G" port-channel-number F ø �   F è$
�•FûFç Fö G� F¸ �‚Fç FÔ$��•FûFç Fö G� FÛG� FÔG� FëG#F¹ �‚Fç FÔ$��•G" �Q#ÝFç Fï���œF¸channel-group 
G A G l G • G WF ÿ� ·$ ×F û� ‚F ç F ÔG kG ŠG V GOGq G[ GyG" �8�BFç G� FéF¹

GOGq G[ Gy G > G yG ŠG e
 ÆF þ 1 FôFþGkGŠGV GOGq G[ GyFðFáFÜ0Á�•Få G�G� FéF¹

interface port-channel GA Gl G• GWG" �Q#Ý FéG����œFÿF¸ ��Fþ�@�–�¦8oFû�‘FóFö Fß FðFå FÔF¹

• Cisco Discovery ProtocolH�CDPH� G" �Q#Ý FéG����œFûFÿF¸ Fã G�G" "@#.GkGŠGV F÷FðFá0
FðFå FÔF¹ GkGŠGV GOGq G[ Gy G2 G•GM GŠGc G5 G2GG F÷Fÿ0¿��F÷FÝ G� FëG#F¹

• EtherChannel F þ G 0G = G T G 1 G d G o G •G ^F ÷ F Ò G �G kG ŠG V G " IEEE 802.1x GkGŠGV Fø Fç Fö Fÿ0¿��Fç F
F÷Fß FðFå FÔF¹ G� Fð G0G= GT G1 GdFûFúFóFö FÔFú FÔ EtherChannel FþGkGŠGV F÷ IEEE 802.1x G " G 2
G[GŠGd GyFûFç Fö G� F¸ FíFþGkGŠGV Fÿ EtherChannel Fû�•
°Fç G� FëG#F¹

0¿��Fþ�@�–�¦8oFþ�M0tFûFôFÔFö FÿF¸ Fã Fþ Gx Gx GŠGG Fû�P�Â FéG�GK GcGV G4 G5 G0 G A G •G c G 1 G <G
GEGu G• G : G 2 G WF þ F ÂConfiguring EtherChannelsF Ã F þ' vG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

�[ ��Fþ�[F÷FÿF¸ GkGŠGV GOGq G[ Gy$��• 5 F÷GkGŠGV GOGq G[ Gy G 2 G •G M G ŠG c G 5 G 2G G G " � 8� B F éG
G � F éF ¹
Switch(config)# interface port-channel 5

port-channel-number GkGŠGV GOGq G[ Gy$��•F¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ 6 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
interface port-channel
0¿��G" &�1� FéG�FûFÿFşhow running-config "I�’  EXEC G A G l G • G WG � F ïF ÿ show etherchannel 
channel-group-number detail "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
channel-group EtherChannel G > G yG ŠG eF û G 2G ŠG CG [G Q G V G kG ŠG V G " � m G � � \F ö G � F éF ¹
show etherchannel GOGq G[ GyFþ EtherChannel �_��G" /²&gFç G� FéF¹
show running-config #'�~Fþ�·�80¿��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
interface range

Gl G• GW
# ÝF ç

G•GM GŠ
FéG��“�öFûFú G� G� FéF¹

G l G • G WF ÿF ¸

¸

GG GVV
Fé
ã F ø
interface range
G 2 G •G M G ŠG c G 5 G 2G G G z G •G F G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GWG" 6ä��Fç F¸ 0
�XFþGkGŠGV F÷GA
G " �  � ìF û� �/ œ F éG �F ûF ÿF ¸interface range G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q
G� FéF¹ G2 G•GM GŠGc G5 G2GG (
�VG" �P7V FéG����œFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

interface range {port-range | macro name}

no interface range {port-range | macro name}

�S�eFþ1��Â

GUGc G7 GyGV F ã F þG A G l G • G W F ûF ÿG UG cG 7 G yG V 0 ¿� �F ÿ F ÒG � G � F ëG #F ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•G 2 G •G M G ŠG c G 5 G 2G G ( 
� VG A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GWG" 6ä��Fç Fö 
°�ŠFç FïF¸ FéG	FöFþ G2
Gc G5 G2GG FþG_ Gw Go GŠGM FÿF¸ FíFþ(
�V
ÆFþ FéG	FöFþ G2 G•GM GŠGc G5 G2GG Fû�P

VLAN FûFôFÔFö FÿF¸ �¤�ÑFþ VLAN G G G 2G Q G O� ì� • G 2 G •G M G ŠG c G 5 G 2G G H �SVIH � F ÷F ðF á interface 
range G A G l G • G WG " � Q# Ý F éG �F ã F ø F ÜF ÷F Ý G � F éF ¹VLAN Fþ SVI G " / ²& g F éG �� �� œF ÿF ¸show 
running-config "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹ / ²& gF å G �F ú F Ô VLAN FÿF i̧nterface range GA
G l G • G W F ÷� Q# Ý F éG �F ã F ø F ÿF ÷F Ý G � F ëG #F ¹interface range G A G l G • G WF þG � F ø F ÷
 °� ŠF ç F ïG A
Fã Fþ(
�VFþ FéG	FöFþ�¤�ÑFþ VLAN SVI Fû4:#ÝFå G�G� FéF¹

FÒ G� G2 G•GM GŠGc G5 G2GG (
�VFû�PFç Fö/œG�G�Fï0¿���š�fFÿF¸ FéG	Fö NVRAM Fû�–�ÑFå G�G� FéFÜF
G2 G•GM GŠGc G5 G2GG (
�V+¬�/Fÿ NVRAM Fû�–�ÑFå G�G� FëG#F¹

G 2 G •G M G ŠG c G 5 G 2G G ( 
� VF ÿ 2 FôFþ�‰�2F÷
°�ŠF÷FÝ G� FéF¹

• �q�±  5 FôG� F÷Fþ G2 G•GM GŠGc G5 G2GG (
�VG" �æ��F¹

• ��*O�íG�Fþ G2 G•GM GŠGc G5 G2GG (
�VGlG= G{ 0¿��G" �æ��F¹

(
�V
ÆFþ FéG	FöFþ G2 G•GM GŠGc G5 G2GG Fÿ�  Fè GM G2GeF¸ FôG� G� F¸ FéG	Fö FÜGc G/ G2GŠGCG[GQ G 
GkGŠGV F¸ FéG	Fö FÜG<G: GaGQ GV G2GŠGCG[GQ GV GkGŠGV F¸ FéG	Fö FÜ EtherChannel GkGŠGV F¸ G� FïFÿ
G	Fö FÜ VLAN Fþ FÔFêG�FÛF÷Fú FáG�G�Fú G� G� FëG#F¹ Fï FðFç F¸ �›(
�VG" G9 G•Gl H�,H � F ÷� 
� ) G �F
F û G � G � F ¸1 FôFþGA Gl G• GW F÷�q�± 5 FôFþ G2 G•GM GŠGc G5 G2GG (
�VG" ��*OF÷FÝ G� FéF¹

port-range GkGŠGV (
�VF¹ port-range Fþ�w� �ÍFþ Gx GG GV FûFôFÔFö FÿF¸ FÂUsage GuidelinesFÃ
G " � g! ·F ç F ö F ß F ðF å F ÔF ¹

macro name GlG= G{ �¡G" �æ� �Fç G� FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
interface range

H �û

�æ��F÷FÝ G�
G� G�

�‹Fþ
¹

0[FÜ FÒ

Ý G� FëG#F¹

ã FþGA Gl G• GWFÿF¸
éF ¹

K GcGV G4 G5 G0

� VG A G •G c G 1 G <G s G z G Š

F éF ¹
port-range  GM G2Ge FÚG�G� G2 G•GM GŠGc G5 G2GG Fþ�w� �ÍFÿ��FþFø FÚG� F÷ FéF¹

• vlan vlan-ID H � F ã F ã F ÷F ¸VLAN ID Fþ(
�VFÿ 1 HZ 4094 F ÷ F éF ¹

H��@H� 0
�XFþ VLAN G " 0 ¿� � F éG � G 8G eG EG u G •F ÜG A G l G • G W G w G 2 G • G 2 G •G M G ŠG c G 5 G 2G GCLIH � F
/²&gFå G�G� FéFÜF¸ GCGkGŠGV Få G�Fö FÔG� FëG#F¹

• fastethernet module/{first port} - { last port} H�module Fÿ�–Fû 0H�

• gigabitethernet module/{first port} - { last port} H�module Fÿ�–Fû 0H�

"@#. G2 G•GM GŠGc G5 G2GG

– stack member FÿF¸ GG GM GQ G= 
ÆFþGG G2GQ GO1‘�9Fû�Q#Ý FéG�$��•F÷ FéF¹ $��•Fû
(
�VFÿ  1 HZ 4 F÷F¸ GG GM GQ G= Go G•G^Fþ�q�6Fþ�6�‡�ìFþ7•FûF¸ GG G2GQ GOFû�m G� �\Fö
G � F éF ¹

H��@H� G G G M G Q G = � S� BG " G CG kG ŠG V F ç F ö F ÔG �F þF ÿF ¸LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG � Catalyst 
2960-S G G G 2G Q G OF ðF áF ÷ F éF ¹

– GpGFGs GŠ GyFÿ�–Fû 0 F ÷ F éF ¹

– �Q#Ý�•+�(
�VFÿF¸ type stack member/0/number - number F ÷ F é H �� [ H �gigabitethernet1/0/1 - 
2H�F¹

• port-channel port-channel-number - port-channel-numberH�port-channel-number Fÿ 1 HZ 6 F ÷ F éF ¹

H��@H� GkGŠGV GOGq G[ GyFþ interface range GA Gl G• GWG" �Q#ÝFç Fï���œF¸ (
�V
ÆFþ�q�6Fø �q
GkGŠGV GOGq G[ Gy$��•Fÿ G0G= GT G1 GdFúGkGŠGV GOGq G[ GyF÷ FÒ G��²0[FÜ FÒG� G� FéF

(
�VG" ��*O FéG�Fø FÝ FÿF¸ �q�6Fþ
°�ŠFø G]G2 Gc G• H�-H� Fþ6ëFûGG GhGŠGG FÜ�²0[F÷ FéF¹
interface range gigabitethernet1/0/1 -2

(
�VG" 0
�X��*O FéG�Fø FÝ F÷G� F¸ �q�6Fþ G6G•GV Gx Fø G9 G•Gl H�,H� Fþ6ëFûGG GhGŠGG G" 
°G�G��²
G � G � F éF ¹
interface range fastethernet1/0/1 - 2, gigabitethernet1/0/1 - 2

�  Fè GA Gl G• GW F÷GlG= G{ Fø G2 G•GM GŠGc G5 G2GG (
�VFþ�g�‰G" �æ�� FéG�Fã Fø FÿF÷F

G � F ïFp̧ort-range F÷�"�M G2 G•GM GŠGc G5 G2GG G" �æ�� FéG�Fã Fø G� F÷FÝ G� FéF¹ FôG� G� F
interface interface-id G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G W F û8 ®� �F ç F ö F ÔG � F

G2 G•GM GŠGc G5 G2GG (
�VFþ0¿��Fþ0ò(ýFûFôFÔFö FÿF¸ Fã Fþ Gx Gx GŠGG Fû�P�Â FéG�G G A G •
G c G 1 G <G s G z G ŠG EG u G • G : G 2 G WG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

�[ ��Fþ�[F÷FÿF¸ interface range G A G l G • G WG " � Q# ÝF ç F öF ¸ G 2 G •G M G ŠG c G 5 G 2G G ( 

GEGu G• GpGŠ GWG" 6ä��Fç F̧2 FôFþGkGŠGV FûGA Gl G• GWG" 
°�Š FéG��‰�2G" &gFç G� FéF¹
Switch(config)# interface range gigabitethernet1/0/1 - 2

��Fþ�[F÷FÿF¸ �  Fè �µ+�Fû�PFç Fö 1 FôFþGkGŠGV (
�VGlG= G{ macro1 G " � Q# Ý F éG �� ‰� 2G " & gF ç G �
F ã F þ� <! lF ÿF ¸macro1 G" �P7V FéG�G� F÷
Ì�<#ÝF÷FÝ G�Fã Fø F÷ FéF¹
Switch(config)# define interface-range macro1 gigabitethernet1/0/1 - 2
Switch(config)# interface range macro macro1
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interface range
Switch(config-if-range)#

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
define interface-range G2 G•GM GŠGc G5 G2GG (
�VFþGlG= G{ G" �8�BFç G� FéF¹
show running-config GG G2GQ GOF÷#'�~Fþ�·�80¿���_��G" /²&gFç G� FéF¹
2-203
Catalyst 2960F¸2960-SF ¸ F ÚG �G � 2960-P G G G 2G Q G O G A G l G • G W G x G c G /G z G •G G

OL- 29499-01-J
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interface vlan

G u G •
G � F éF ¹

�B
ï

G 5 G 2G G F ÿF í G �


 °� Š
0GQ GeFø Fú G� G� FéFÜF¸ Fí G�

z G ŠG EG u

G "
interface vlan
VLAN G�Fþ G0G= GIGG G� FïFÿ�8�BG" ��/œFç F¸ G2 G•GM GŠGc G5 G2GG G A G •G c G 1 G <G s G z G ŠG E GpGŠ GW
G " 6 ä� � F éG �F ûF ÿF ¸interface vlan G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç
VLAN G " � P7 V F éG �� �� œF ÿF ¸ F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

interface vlan vlan-id

no interface vlan vlan-id

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV Fþ VLAN G 2 G •G M G ŠG c G 5 G 2G G F ÿ VLAN 1 F ÷ F éF ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•VLAN FÿF¸ "I��Fþ  VLAN Fû�PFç Fö interface vlan vlan-id GA Gl G• GWG" �6G�Fö 
°�ŠFç Fï���œFû�8
F å G �G � F éF ¹vlan-id FÿF I̧EEE 802.1Q G 9 G eG I G y� ìG V G w G •G = F þG UG ŠG M GcGz GŠ GnFû6õ4��ÜFáG� G�F 
VLAN G M G >F ¸ G � F ïF ÿ G 0G = G IG G GkGŠGV Fû0¿��Få G�Fï VLAN ID Fû%&�\Fç G� FéF¹

no interface vlan vlan-id G A G l G • G W F ÷ VLAN G " � P7 V F éG �F ø F ¸ � P7 VF å G �F ï G 2 G •G M G ŠG c
�è7F show interfaces "I�’  EXEC G A G l G • G WF þ� �� ŠF û/ ²& gF å G �F úF ß F ú G � G � F éF ¹

H��@H� VLAN 1 G 2 G •G M G ŠG c G 5 G 2G G G " � P7 V F éG �F ã F ø F ÿF ÷F Ý G � F ëG #F ¹

�P7VFç Fï VLAN FÿF¸ �P7VFç Fï G2 G•GM GŠGc G5 G2GG Fû�PFç Fö interface vlan vlan-id G A G l G • G WG "
FéG�Fã Fø F÷F¸ 
–Fû�` FéFã Fø FÜF÷FÝ G� FéF¹ G2 G•GM GŠGc G5 G2GG FÿG^GQ G= G
G � F ÷F þ0 ¿� �F ÿ� P7 VF å G �G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ VLAN ID 23 Fþ�‚Fç FÔ VLAN G " � 8� BF ç F ¸ G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G
G• GpGŠ GWG" 6ä�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)#  interface vlan 23
Switch(config-if)#

0¿��G" &�1� FéG�FûFÿFşhow interfaces FÚG�G� show interfaces vlan vlan-id "I�’  EXEC G A G l G • G W

°�ŠFç G� FéF¹

6õ4�GA GlG• GW

vlan-id VLAN $��•F¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ 4094 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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interface vlan
G A G l G • G W 1 �� Â
show interfaces vlan vlan-id FéG	FöFþ G2 G•GM GŠGc G5 G2GG G� FïFÿ�æ��Fþ VLAN Fþ'ö#.GG

GTGŠGM GG FÚG�G��·�8GG GTGŠGM GG G" /²&gFç G� FéF¹
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ip access-group

¸
5 G 2G G F Û G � F éG 	F ö

G G F û4 :# ÝF ÷F Ý G � F éF ¹
z G ŠG EG u

G

ŠG c G 5 G 2

�F ïG �FûFÿF¸
5 G 2G G
Gx G?GŠGEGu
óF öF ¸ G G G 2G Q G O' ö# .

÷F Ý G �( 


�F å

ã FþG;GŠ G}GŠ
ip access-group
G z G 2 G r 2 G � F ïF ÿG z G 2 G r 3 G 2 G •G M G ŠG c G 5 G 2G G G �F þ G 0G = G IG G G " � D� š F éG �F ûF ÿFip access-group G 2 G •
G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G 2 G •G M G ŠG c G
G� FïFÿ�æ��Fþ G0G= GIGG G > G yG ŠG eG " � P7 V F éG �F ûF ÿF ¸ F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

ip access-group { access-list-number | name} { in | out}

no ip access-group [access-list-number | name] { in | out}

�S�eFþ1��Â

GUGc G7 GyGV G0G= GIGG G x G G G V F ÿF ¸ G 2 G •G M G ŠG c G 5 G 2G G F ûF ÿ4 :# ÝF å G �G � F ëG #F ¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•�¡�S�ÜFÝ G� FïFÿ$��•�ÜFÝ Fþ�† =/ �Ñ�G IP G0G= GIGG G x G G G V G " G 2 G •G M G ŠG c G 5 G 2
�¡�SG" �ÜFáFö G0G= GIGG G x G G G V G " � �* O F éG �F ûF ÿF ¸ip access-list G>G{ GŠG^ Gy G A G •G c G 1 G <G s G
G• GA Gl G• GWG" �Q#ÝFç G� FéF¹ $��•�ÜFÝ G0G= GIGG G x G G G V G " � �* O F éG �F ûF ÿF ¸access list G>G{ GŠG^ Gy GA
G•Gc G1 G<Gs Gz GŠGEGu G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹1 HZ 99 FÚG�G� 1300 HZ 1999 Fþ(
�VFþ$��•�ÜFÝ �†
 = G 0G = G IG G G x G G G V F ¸G � F ïF ÿ 100 HZ 199 FÚG�G� 2000 HZ 2699 Fþ(
�VFþ$��•�ÜFÝ �Ñ�G G0G= GIGG G x G
G V G " � Q# ÝF ÷F Ý G � F éF ¹

F ã F þG A G l G • G WG " � Q# ÝF ç F ¸ G 0G = G IG G G x G G G V G " G z G 2 G r 2 G � F ïF ÿG z G 2 G r 3 H�SVIH � F þ G 2 G •G M G
GG Fû4:#ÝF÷FÝ G� FéF¹ Fï FðFç F¸ ��Fþ G� FÖ Fú�D7H�¦8oFû�@�–Fç Fö Fß FðFå FÔF¹

• ACL Fÿ�w�™�‰�¥FþGz G2 Gr 2 GkGŠGV FûFðFá4:#ÝF÷FÝ G� FéF¹

• SNMPF¸TelnetF¸Web G V G w G c G 1 G Q G = F ú F ùF þ CPU �¥FáFþG_G?GQ GV G" Gc G1 GyGM FéG
ACL Fÿ�w�™G� FïFÿ$Î�™ VLAN G 2 G •G M G ŠG c G 5 G 2G G F û4 :# ÝF ÷F Ý G � F éF ¹VLAN G 2 G •G M G ŠG c G
Fû4:#ÝFå G�G� IPv4 ACL FÿF¸ G[GQ GV G}GŠG= 
ÆFþ"I��FþGi GG GV F¸ G� FïFÿ"I��Fþ G0Ge
G • H �SNMPF¸TelnetF¸SSH F ú F ùH � F û� PF ç F ö G 0G = G IG G G " � D7 H F éG �F ã F ø F û G �F
GIG;Gs Gx GT G1 G" �f� jFç G� FéF¹VLAN G 2 G •G M G ŠG c G 5 G 2G G F û� K) FF å G �F ï ACL FÿF V̧LAN �VFþG_
G?GQ GV Fþ G]GŠ GW G4 G5 G0 G G G 2G Q G OG • G >F ûF ÿ� s8 jF ç G � F ëG #F ¹

access-list-number IP G0G= GIGG G A G •G V G { G Š G y G x G G G V H �ACLH � F þ$ �� •F ÷ F éF ¹ � æ� �F
�VFÿF 1̧ HZ 199 G � F ïF ÿ 1300 HZ 2699 F ÷ F éF ¹

name ip access-list G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G W F ÷� æ�
G�Fï  IP ACL �¡F÷ FéF¹

in 
°�ŠG_G?GQ GV Fû�P FéG�Gc G1 GyGM Gx G• G>G" �æ��Fç G� FéF¹
out $Î�™G_G?GQ GV Fû�P FéG�Gc G1 GyGM Gx G• G>G" �æ��Fç G� FéF¹ F

GWFÿF¸VLAN G 2 G •G M G ŠG c G 5 G 2G G � VF ÷F þ G �� w�  F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ip access-group

5 G 2G G

G Š
G 5 G 2

ö G� !“

áG� FéF¹
G Š

¹ F ï F ðF ç F ¸ G kG ŠG V

F å G �G �
M

F å G �G �
� F éF ¹ � Ú

G � F é H �

?GQ GV Fþ3æ�™
– G0 GWGz

GWG" �è�� FéG�Fã Fø
_G?GQ GV Fþ��#.G" )F/œ
_G?GQ GV G" GW G{ GQ GeFç

éF¹

F ¹

M Gx G• G>Fé

F éG �
H��@H� LAN Lite G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �G G G 2G Q G OF ÷F ÿF ¸ACL G" VLAN G 2 G •G M G ŠG c G
FûFþ G�4:#ÝF÷FÝ F¸ "@#. G2 G•GM GŠGc G5 G2GG FûFÿ4:#ÝF÷FÝ G� FëG#F¹

• VLAN F þ G o G •G ^F ÷ F Ò G �G kG ŠG V F û ACL G " 4 :# Ý F éG �F ø F ¸ F íF þG kG ŠG V F þ ACL Fÿ VLAN G 2 G •G M
G c G 5 G 2G G F û4 :# ÝF å G �F ï ACL G � G � G � 
 ƒ
 ›F å G �G � F éF ¹ G kG ŠG V ACL FÿF V̧LAN G 2 G •G M G ŠG c
GG ACL G � G � 
 ƒ
 ›F å G �G � F éF ¹

• G 2 G •G M G ŠG c G 5 G 2G G F äF ø F û 1 FôFþ IP ACL Fø 1 FôFþ MAC ACL FðFáG" 4 :#ÝF÷FÝ G� FéF¹

• Port ACL FÿG{ G< G• G>G" GCGkGŠGV Fç Fö FÔFú FÔFïG�F¸IP ACL F÷ log G;GŠ G}GŠ GWG" �æ��Fç F
0iFå G�G� FéF¹

• G 2 G •G M G ŠG c G 5 G 2G G F û4 :# ÝF å G �F ï IP ACL FÿF I̧P G_G?GQ GV Fþ G�G" Gc G1 GyGM FûFÛ F  8�  IP 
G_G?GQ GV G" Gc G1 GyGM Gx G• G>FéG�FûFÿF¸MAC �Ñ�G ACL F ø F ø G � F û mac access-group G 2 G •G M
G c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹

�   F è G G G 2G Q G O� VF þG z G 2 G r 3 SVI G 2 G •G M G ŠG c G 5 G 2G G F û G yG ŠG M F þ ACL G " � Q# ÝF ç F ï G � F ¸ G z G 2 G r 2 G 2 G •
G M G ŠG c G 5 G 2G G F û
 °� ŠG kG ŠG V ACL G 2 G •G M G ŠG c G 5 G 2G G G " � Q# ÝF ç F ï G � F ÷F Ý G � F éF 
ACL F ÿ G yG ŠG M ACL G � G � G � 
 ƒ
 ›F å G �G � F éF ¹

• 
°�Š GyGŠGM Fþ ACL FÚG�G�
°�ŠGkGŠGV Fþ ACL FÜ SVI Fû�Ñ�~Fç Fö FÔG����œF¸ GkGŠGV Fþ ACL FÜ
4:#ÝFå G�FïGkGŠGV �VF÷�w�™Få G�Fï%T�™G_G?GQ GV FûFÿF¸ GkGŠGV ACL F þ G c G 1 G yG M F Ü4 :# Ý
FéF¹ �ÚFþGkGŠGV F÷�w�™Fç Fï%T�™Fþ GyGŠGT G1 G• G> IP G_G?GQ GV FûFÿF¸ GyGŠGM ACL F þ G c G 1 G yG
FÜ4:#ÝFå G�G� FéF¹ �ÚFþG_G?GQ GV FÿGc G1 GyGM Gx G• G>Få G�G� FëG#F¹

• ���Š GyGŠGM Fþ ACL FÚG�G�
°�ŠGkGŠGV Fþ ACL FÜ SVI Fû�Ñ�~Fç Fö FÔG����œF¸ GkGŠGV Fþ ACL FÜ
4:#ÝFå G�FïGkGŠGV �VF÷�w�™Få G�Fï%T�™G_G?GQ GV FûFÿF¸ GkGŠGV ACL F þ G c G 1 G yG M F Ü4 :# Ý
FéF¹ $Î�™ FéG� GyGŠGT G1 G• G> IP G_G?GQ GV FûFÿF¸ GyGŠGM ACL F þ G c G 1 G yG M F Ü4 :# ÝF å G �G
FþG_G?GQ GV FÿGc G1 GyGM Gx G• G>Få G�G� FëG#F¹

IP Fþ ACL FÿF¸ 3æ�™
�G� FïFÿ�w�™
�FþGz G2 Gr 3 G 2 G •G M G ŠG c G 5 G 2G G � g� ‰F û4 :# ÝF ÷F ÝSVI Fþ
G�H�F¹

G z G 2 G r 3 F þ G 2 G •G M G ŠG c G 5 G 2G G F ÷F ÿF ¸IP Fþ ACL G" �›�‰�¥Fû 1 Fô4:#ÝF÷FÝ G� FéF¹

�† =
°�Š G0G= GIGG Gx GG GV F÷FÿF¸ GG G2GQ GOFÿF¸ G_G?GQ GV G" �w�™ FéG�Fø F¸ G_G
G G G " G 0G = G IG G Gx GG GV Fû�š3QFç Fö�è��Fç G� FéF¹IP �Ñ�G G0G= GIGG Gx GG GV F÷FÿF¸ �õ�–F÷F¸ ��
› IP 
G 0 G WG z G G F ¸ G eG { G V G A G y GM G2GeF¸ GkGŠGV $��•Fú FùFþG_G?GQ GV 
ÆFþ�ÚFþ Gc G1 GŠ Gy
FÜF÷FÝ G� FéF¹ G0G= GIGG Gx GG GV FÜG_G?GQ GV G" 0Á�• FéG����œFûF¸ GG G2GQ GOFÿG
F ç G � F éF ¹ G 0G = G IG G Gx GG GV FÜG_G?GQ GV G" �Ä�° FéG����œFÿF¸ GG G2GQ GOFÿFíFþG
G � F éF ¹

�æ��Fç Fï G0G= GIGG Gx GG GV FÜ�Ñ�~Fç Fú FÔ���œFÿF¸ FéG	FöFþG_G?GQ GV FÜ3û4#Fç G� F

�[ ��Fþ�[F÷FÿF¸ GkGŠGV Fþ
°�ŠG_G?GQ GV Fû IP G0G= GIGG G x G G G V 101 G " 4 :# Ý F éG �� ‰� 2G " & gF ç G � F é
Switch(config)# interface gigabitethernet 1/0/1
Switch(config-if)# ip access-group 101 in

� �FûF¸ GkGŠGV Fû G0G= GIGG G x G G G V 3 G " 4 :# ÝF ç F öF ¸CPU Fû$Î�™Få G�G�G_G?GQ GV G" Gc G1 GyG
G��[G" &gFç G� FéF¹
Switch(config)# interface vlan 1
Switch(config-if)# ip access-group 3 in

show ip interfaceF şhow access-listsF¸G � F ïF ÿ show ip access-lists "I�’  EXEC G A G l G • G WG " 
 °� Š
F ã F ø F û G � G � F ¸ 0 ¿� �G " & �1 �F ÷F Ý G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ip access-group

6 õ F éG �� _� �G " / ²& gF ç
6õ4�GA GlG• GW G A G l G • G W 1 �� Â
access list $��•�ÜFÝ  ACL G " 0 ¿� �F ç G � F éF ¹
ip access-list �¡�S�ÜFÝ  ACL G " 0 ¿� �F ç G � F éF ¹
show access-lists G G G 2G Q G OF ÷0 ¿� �F å G �F ï ACL G " / ²& gF ç G � F éF ¹
show ip access-lists G G G 2G Q G OF ÷0 ¿� �F å G �F ï IP ACL G " / ²& gF ç G � F éF ¹
show ip interface G 2 G •G M G ŠG c G 5 G 2G G F þG G G TG ŠG M G G F ø 0 ¿� �F û

G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ip address

<G s
Fï

Ü�)�•Få G�

G " � Q

5 G2GG �VFþ

Fû
yGŠGT G1 G• G>Fþ�f�‚�è�¥
l G xz
Fþ

Q#ÝFç Fï���œF¸ � �MFþ
Q GV FÛ G� GIG9 G• GNGx
þ� Q

� F éF ¹
ÿGe Gw G2Gl Gx
ip address
G z G 2 G r 2 G G G 2G Q G OF þ IP G 0 G WG z G G G " 0 ¿� � F éG �F ûF ÿF ¸ip address G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G
G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹IP G 0 G WG z G G G " � P7 VF ç F ï G � F ¸IP ��#.G" GUG1 GIGŠGd GyFûFç
G � F éG �F ûF ÿF ¸ F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

ip address ip-address subnet-mask [secondary]

no ip address [ip-address subnet-mask] [secondary]

�S�eFþ1��Â

GUGc G7 GyGV IP G 0 G WG z G G F ÿ� �* OF å G �F ö F ÔG � F ëG #F ¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•Telnet FþGIGQ GEGu G•F÷F¸ GG G2GQ GOFþ IP G0 GWGz GG G" �P7VFç Fï���œF¸ GG G2GQ GOFþ�K)FF
G � F éF ¹

G i G G G V F ÿF ¸ G 2 G •G M G ŠG [G Q G V � D� šG o G Q G IG ŠG F G e G { G V G A G y H �ICMPH�Mask Request G o G Q G IG ŠG F
#ÝFç FöF¸ GCGdG[GQ GV GlGG G= G" �8�9F÷FÝ G� FéF¹ GyGŠGM FÿF¸ Fã Fþ0[�ÓFû�PFç Fö ICMP Mask Reply 
G o G Q G IG ŠG FF ÷� Â' ÅF ç G � F éF ¹

no ip address G A G l G • G WG " � QF óF ö IP G0 GWGz GG G" �P7V FéG�Fã Fø F÷F "̧I��Fþ G2 G•GM GŠGc G IP 
GeG{ G IGG G" GUG1 G IG ŠG d G yFûF÷FÝ G � FéF ¹ G G G 2G Q G OFÜF¸ F íFþ IP G 0 G WG z G G F þ F Ö F ñF þ 1 FôG" �Q#ÝFç Fö FÔ
G��ÚFþGi GG GV G" �è��Fç Fï���œF¸ GA G•GK GŠ GyFûG6GwGŠ G o G Q G IG ŠG FG " 3 æ� ™F ç G � F éF ¹

G8GeGEGu G•F÷ secondary G;GŠ G}GŠ GWG" �Q#Ý FéG�Fã Fø F÷F¸ GIG9 G• GNGx G0 GWGz GG Fþ$��•G" !“�D7H
�æ�� FéG�Fã Fø FÜF÷FÝ G� FéF¹ GE GG GT GnFÜGIG9 G• GNGx Fþ3æ�™
– G0 GWGz GG Fþ G
FûGUGŠGM G> Gw GnG" #Õ�BFç Fú FÔFø FÔ FÖ Fã Fø G" 7VFáG�F¸ GIG9 G• GNGx G 0 G WG z G G F ÿG e G w G 2G G 0 G WG
G G F þ G � F Ö F û� �# .F å G �G � F éF ¹IP GdG{ GŠ GW G;Gq GG GV Fø ARP 0[�ÓFÿF¸IP GyGŠGTG1 G• G> GTGŠGd Gy
Æ
G 2 G •G M G ŠG c G 5 G 2G G GyGŠGV Fø � �]FûF¸ 4:�)Fû��#.Få G�G� FéF¹

H��@H� G[GQ GV G}GŠG= GI G>Go G•GV �VFþ FéG	FöFþ GyGŠGM FÜGIG9 G• GNGx Fþ G0 GWGz GG G" �
GI G>Go G•GV �VFû FÒ G��ÚFþGUG^ G2GG G� F¸ � �MFþ G[GQ GV G}GŠG= G� FïFÿGCGdG[G G0
GWGz GG G" �Q#ÝFç Fú FáG�G�Fú G� G� FëG#F¹ G[GQ GV G}GŠG= G I G >G o G •G V � VF þG IG 9 G • G NG x G 0 G WG z G G F
#ÝFû%©%*FÜ FÒ G�Fø F¸ Fï FðFñ Fû GyGŠGT G1 G• G> GyGŠGeFÜ�,FÝ 2sFã Få G�G��•+��öFÜ FÒG� G� FéF¹

ip-address IP G 0 G WG z G G F ¹
subnet-mask 6õ4� FéG� IP GCGdG[GQ GV FþGlGG G= F¹
secondary H��õ�–H� 0¿��Få G�Fï G0 GWGz GG G" GIG9 G• GNGx IP G 0 G WG z G G F û� æ� �F ç G

Fã FþG;GŠ G}GŠ GW FÜ%,$�Få G�Fï���œF¸ 0¿��Få G�Fï G0 GWGz GG F 
IP G 0 G WG z G G F ûF ú G � G � F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ip address

F ç F ¸ F í
Fú
� FëG#F¹

� 2G " & g

•G " / ²& gF ç G � F éF ¹
G G G 2G Q G OF ÜF ¸Bootstrap ProtocolH�BOOTPH � G � F ïF ÿ DHCP GCGŠG^FÛ G� IP G 0 G WG z G G G " � w� ™
FþGG G2GQ GO IP G 0 G WG z G G G " no ip address GA Gl G• GW F÷�P7VFç Fï���œF¸IP ��#.FÿGUG1 GIGŠGd GyFø
G � FB̧OOTP GCGŠG^G� FïFÿ DHCP GCGŠG^FÜ
ÌG� G0 GWGz GG G" �m G� �\Fö G�Fã Fø FÿF÷FÝ G

�[ ��Fþ�[F÷FÿF¸ GCGdG[GQ GV G[GQ GV G}GŠG= F÷Gz G2 Gr 2 G G G 2G Q G OF þ IP G 0 G WG z G G G " 0 ¿� � F éG �� ‰
F ç G � F éF ¹
Switch(config)# interface vlan 1
Switch(config-if)# ip address 172.20.128.2 255.255.255.0

0¿��G" &�1� FéG�FûFÿFşhow running-config "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
show running-config G G G 2G Q G OF þ� �/ œG A G •G c G 1 G <G s G z G ŠG EG u G
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ip admission

ŠG EG u G •

ÒG � G � F éF ¹

û

G7 GŠ GyG^GQ G=
¹

ip admission
Web 1�0ÉG" G2 G[GŠGd GyFû FéG�FûFÿF¸ip admission G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G GA
G l G • G WG " � Q# ÝF ç G � F éF ¹ F ã F þG A G l G • G WF ÿF ¸fallback-profile GpGŠ GW F÷G� �Q#ÝF÷FÝ G� FéF¹Web 1�0ÉG"
GUG1 GIGŠGd GyFûFéG�FûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

ip admission rule

no ip admission

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•ip admission G A G l G • G W F û G � G � F ¸ G G G 2G Q G O GkGŠGV Fû Web 1�0É GyGŠ GyFÜ4:#ÝFå G�G� FéF¹

�[ ��Fþ�[F÷FÿF¸ GG G2GQ GO GkGŠGV Fû Web 1�0É GyGŠ GyG" 4:#Ý FéG��‰�2G" &gFç G� FéF¹
Switch#  configure terminal
Switch(config)#  interface gigabitethernet1/0/1
Switch(config-if)# ip admission rule1

��Fþ�[F÷FÿF¸ IEEE 802.1x �P�ÂFþGG G2GQ GO GkGŠGV F÷�Q#Ý FéG�GcG7 GŠ GyG^GQ G= G e G{ Gc G/ G2 GyF 
Web 1�0É GyGŠ GyG" 4:#Ý FéG��‰�2G" &gFç G� FéF¹
Switch#  configure terminal
Switch(config)# fallback profile profile1
Switch(config)# ip admission name rule1
Switch(config)# end

6õ4�GA GlG• GW

rule IP G 0 G W G m G Q G EG u G • GyGŠ GyG" G2 G•GM GŠGc G5 G2GG Fû4:#ÝFç G� FéF¹

G x G x G ŠG G � š� f
 Æ� �
12.2(35)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
dot1x fallback IEEE 802.1x 1�0ÉG" GCGkGŠGV Fç Fú FÔG= Gw G2 G0G•GV #ÝFþ Gc

�‰�'Fø Fç Fö Web 1 �0 ÉG " � Q# Ý F éG � G � F Ö G kG ŠG V G " 0 ¿� �F ç G � F éF
fallback profile GkGŠGV F÷ Web 1�0ÉG" G2 G[GŠGd GyFûFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ip admission
ip admission name 
proxy http

G G G 2G Q G OF ÷ Web 1�0ÉG" G>G{ GŠG^ GyFû G2 G[GŠGd GyFûFç G� FéF¹

show ip admission NAC FþG;Gq GQ GEGs Få G�Fï G6G•GV Gx G� FïFÿ NAC 0¿��FûFôFÔFöFþ�_��G"
/²&gFç G� FéF¹

0ò(ýFûFôFÔFö FÿF¸Cisco.com F ÷ F ÄNetwork Admission Control Software 
Configuration GuideF Å G " � g! ·F ç F ö F ß F ðF å F ÔF ¹

G A G l G • G W 1 �� Â
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ip admission name proxy http

G s G z G Š
WFþ

ÒG � G � F éF ¹

û G2 G[GŠGd

þ G2
ip admission name proxy http 
Web 1�0ÉG" G2 G[GŠGd GyFû FéG�FûFÿF¸ip admission name proxy http G>G{ GŠG^ Gy G A G •G c G 1 G <
GEGu G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹Web 1�0ÉG" GUG1 GIGŠGd GyFû FéG�FûFÿF¸ Fã FþGA Gl G• G no �g�'
G " � Q# ÝF ç G � F éF ¹

ip admission name proxy http

no ip admission name proxy http

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV Web 1�0ÉFÿGUG1 GIGŠGd GyF÷ FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•ip admission name proxy http G A G l G • G W F û G � G � F ¸Web 1�0ÉFÜGG G2GQ GO�VF÷ G>G{ GŠG^ GyF
GyFûFú G� G� FéF¹

G G G 2G Q G OF ÷ Web 1�0ÉG" G>G{ GŠG^ GyFû G2 G[GŠGd GyFûFç FöFÛ G�F¸ip access-group in FÚG�G� ip 
admission web-rule G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • GA Gl G• GWG" �Q#ÝFç FöF¸ "I��F
G•GM GŠGc G5 G2GG F÷ Web 1�0ÉG" G2 G[GŠGd GyFûFç G� FéF¹

�[ ��Fþ�[F÷FÿF¸ GG G2GQ GO GkGŠGV F÷ Web 1 �0 ÉF ðF áG " 0 ¿� � F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch#  configure terminal
Switch(config) ip admission name http-rule  proxy http 
Switch(config)#  interface gigabitethernet1/0/1
Switch(config-if)# ip access-group  101  in
Switch(config-if)# ip admission rule
Switch(config-if)# end

��Fþ�[F÷FÿF¸ GG G2GQ GO GkGŠGV F÷Fþ GcG7 GŠ GyG^GQ G= G o G 9G Y G H G nF ø F ç F öF ¸Web 1�0ÉFø Fø G� Fû IEEE 
802.1x 1�0ÉG" 0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch#  configure terminal
Switch(config)# ip admission name rule2 proxy http 
Switch(config)# fallback profile profile1
Switch(config)# ip access group 101 in
Switch(config)# ip admission name rule2

G x G x G ŠG G � š� f
 Æ� �
12.2(35)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ip admission name proxy http

G7 GŠ GyG^GQ G=
¹

ÔF ¹
Switch(config)#  interface gigabitethernet1/0/1
Switch(config-if)# dot1x port-control auto
Switch(config-if)#  dot1x fallback profile1
Switch(config-if)# end

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
dot1x fallback IEEE 802.1x 1�0ÉG" GCGkGŠGV Fç Fú FÔG= Gw G2 G0G•GV #ÝFþ Gc

�‰�'Fø Fç Fö Web 1 �0 ÉG " � Q# Ý F éG � G � F Ö G kG ŠG V G " 0 ¿� �F ç G � F éF
fallback profile Web 1�0ÉFþ GcG7 GŠ GyG^GQ G= GeG{ Gc G/ G2 GyG" �8�BFç G� FéF¹
ip admission GkGŠGV F÷ Web 1�0ÉG" G2 G[GŠGd GyFûFç G� FéF¹
show ip admission NAC FþG;Gq GQ GEGs Få G�Fï G6G•GV Gx G� FïFÿ NAC 0¿��FûFôFÔFöFþ�_��G"

/²&gFç G� FéF¹ 0ò(ýFûFôFÔFö FÿF¸Cisco.com F ÷ F ÄNetwork Admission 
Control Software Configuration GuideF Å G " � g! ·F ç F ö F ß F ðF å F
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ip arp inspection filter vlan

G G G M G T G 1 G Q G =

UG cG 7 G yG V

ÿF ¸
éG�
å G �F ê

G�Fø F¸ G_G?GQ GV
_G?GQ GV G" �Ä�° FéG�Fø F¸
G =

•F ÷� 


Q
G #F ¹

° Fé

1

ip arp inspection filter vlan
G N G 2 G XG m G Q G = G 0 G WG z G G 0 Ž� ôG e G { G V G A G y H �ARPH � � è� �F Ü G 2 G [G ŠG d G yF þ� �� œF ûF ¸ IP 
G 0 G WG z G G F Ü0 ¿� �F å G �F ïG i G G G V F Û G �F þ ARP 0[�ÓFÚG�G��Â'ÅG" 0Á�•G� FïFÿ�Ä�° FéG�FûFÿF¸ip arp 
inspection filter vlan G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G
0¿��Fû�` FéFûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

ip arp inspection filter  arp-acl-name vlan vlan-range [static]

no ip arp inspection filter arp-acl-name vlan vlan-range [static]

�S�eFþ1��Â

GUGc G7 GyGV VLAN FûFÿF¸ ��*OFå G�Fï ARP ACL FÜ4:#ÝFå G�Fö FÔG� FëG#F¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•ARP ACL G" VLAN Fû4:#ÝFç Fö GN G2 GXGm GQ G= ARP G 2 G •G G G hG = G EG u G •G " / œ F Ö � �� œFIP/MAC G^
G 2 G •G UG 1 G • G >G " � µG � ARP G_G?GQ GV FðFáFÜ ACL F ø � š3 QF å G �G � F éF ¹ACL FÜG_G?GQ GV G" 0Á�• F
Fø F¸ GG G2GQ GOFÜG_G?GQ GV G" 3?3æFç G� FéF¹ Fí G��è�¥Fþ FéG	FöFþG_G?GQ GV G M G 2G eF ÿF ¸ � è0 ÉF
FûF¸ 
°�Š VLAN 
ÆF÷GdGx GQ GF G• G>Få G�G� FéF¹

G G G 2G Q G OF Ü ACL 
ÆFþ�Â&g$×Fú�Ä�°GG GTGŠGV Go G•GV Fû G�FóFö G_G?GQ GV G" �Ä�° Fé
FÜ GW G{ GQ GeFå G�G� FéF¹ GG G2GQ GOFÜ�/;òFþ�Ä�°GG GTGŠGV Go G•GV Fû G�FóFö G
G_G?GQ GV Fÿ DHCP G ^ G 2 G •G UG 1 G • G >F þ G x G G G V F ø ! ·� œF å G �G � F éF ¹ F ï F ðF ç F ¸ACL FÜG G G M G TG 1 G QH�G_
G?GQ GV FÜG^ G2 G•GUG1 G• G>Fø �š3QFå G�Fú FÔH� F÷ FÒ G����œG" 7VFÝ G� FéF¹

ARP ACL G" ��*OF¸ G� FïFÿ��*O�íG�Fþ Gx GG GV Fþ�Ž�•Fû�ƒG" 3ã�• FéG�FûFÿF¸arp access-list 
acl-name G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹

arp-acl-name ARP G0G= GIGG G A G •G V G { G Š G y G x G G G V H �ACLH � F þ� ¡� S
vlan-range VLAN Fþ$��•G� FïFÿ(
�VF¹

VLAN ID $��•F÷1‘�9Få G�Fï  1 FôFþ VLAN F ¸ F í G �F îG �G " G ]G 2 G c G
�)FóFï VLAN (
�VF¸ G� FïFÿG9 G•GlF÷�
�)FóFï�M4�Fþ VLAN G " � æ� �F ÷
F Ý G � F éF ¹ � æ� �F ÷F Ý G �( 
� VF ÿ 1 HZ 4094 F ÷ F éF ¹

static H��õ�–H�static G " � æ� � F éG �F ø F ¸ARP ACL 
ÆFþ�/;ò$×Fú�Ä�°FÜ�Â&g$×Fú
�Ä�°Fø 0bFúFå G�F¸ Fí G��è�SFû�æ��Få G�Fï ACL �ƒFû�M+´Fç Fú FÔG_G?G
G V F ÿ� ë�  F å G �G � F éF ¹DHCP G ^ G 2 G •G UG 1 G • G >F ÿ� Q# ÝF å G �G � F ë

F ã F þG ;G Š G }G Š G WG " � æ� �F ç F ú F Ô� �� œF ÿF ¸ACL 
ÆFûFÿG_G?GQ GV G" �Ä�
G��Â&g$×Fú�Ä�°FÜ�Ñ�~Fç Fú FÔFã Fø FûFú G� G� FéF¹ Fã Fþ���œFÿF¸ACL �ƒ
F û� M+ ´F ç F ú F ÔG _G ?G Q G V G " 0 Á� • F éG �F Û� Ä� ° F éG �F ÛF ÿF ¸DHCP G ^ G 2 G •G UG
G • G >F û G �F óF ö� ô� �F å G �G � F éF ¹

Gx Gx GŠGG �š�f
Æ��
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ip arp inspection filter vlan

¹

G�

G�

0 ¿� �F ÚG �
�[ ��Fþ�[F÷FÿF¸ GN G2 GXGm GQ G= ARP G 2 G •G G G hG = G EG u G •# ÝF û ARP ACL static-hosts G" VLAN 1 Fû4:#Ý
FéG��‰�2G" &gFç G� FéF¹
Switch(config)# ip arp inspection filter static-hosts vlan 1

0¿��G" &�1� FéG�FûFÿFşhow ip arp inspection vlan 1"I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
arp access-list ARP ACL G " � �* OF ç G � F éF ¹

deny H�ARP G0G= GIGG 
G x G G G V G A G •G c G 1 G <G s
G z G ŠG EG u G •H �

DHCP G ^ G 2 G •G UG 1 G • G >F ø F þ! ·� œF û� öF õ F ÔF ö ARP G_G?GQ GV G" �Ä�°Fç
FéF¹

permit H�ARP G0G= GI
GG G x G G G V G A G •G c G 1
G<Gs Gz GŠGEGu G•H�

DHCP G ^ G 2 G •G UG 1 G • G >F ø F þ� M+ ´F û� öF õ F ÔF ö ARP G_G?GQ GV G" 0Á�•Fç
FéF¹

show arp access-list ARP G0G= GIGG G x G G G V F û6 õ F éG �0 ò( ýG " / ²& gF ç G � F éF ¹
show inventory vlan 
vlan-range

�æ��Få G�Fï VLAN F þ G N G 2 G XG m G Q G = ARP G 2 G •G G G hG = G EG u G •F þ
G��·�8GG GTGŠGV G" /²&gFç G� FéF¹
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ip arp inspection limit

H Fé
ÝF ç G �
G 2G Q G OŠ

A Gl G• GWFþ

F¸ �™

¹

M GŠGc G5 G2GG Fþ�g�‰Fû4:#ÝFå
FÖ Fû
ûFç G� FéF¹

^GŠGG GV Fþ&Ê�XG" 2x FØ G�4�

Gc G5 G2GG Fþ�™8—"g�ÂG"
G� FéF¹ Gz GŠGV �D
D7HG" �–FñG� FéF¹
�F ø F ¸G 2

F ¹

[FÜ FÒG� G� FéF¹
GQ GOFÿ G2 G•GM GŠGc G5 G2GG


�VFÿF¸

G• G>FéG�

ëG#F¹
ip arp inspection limit
G2 G•GM GŠGc G5 G2GG �VFþ%T�™ G0 GWGz GG 0Ž�ôGe G{ GV GA Gy H�ARPH� 0[�ÓFÚG�G��Â'ÅFþGz GŠGV G" �D7
G�FûFÿF¸ip arp inspection limit G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q#
FéF¹DoS �7�ÁFÜ$Î#ÕFç Fï���œFûGN G2 GXGm GQ G= ARP G 2 G •G G G hG = G EG u G •F û G �F óF ö G G G x G K G
GG Fþ FéG	Fö FÜ�˜2�Få G�Fú FÔG� FÖ FûFç G� FéF¹ GUGcG7 GyGV 0¿��Fû�` FéFûFÿF¸ Fã FþG no �g
�'G" �Q#ÝFç G� FéF¹

ip arp inspection limit  { rate pps [burst interval  seconds] | none}

no ip arp inspection limit 

�S�eFþ1��Â

GUGc G7 GyGV 1 &Ê6ëFû 15 �ŽFþ�‚0dGi GG GV Fû�K)F FéG�Gi GG GV FÜ4Ä*(Få G�Fï GG G2GQ GO GW G[GQ GV G}GŠG= Fþ���œ
8—F÷FÝ Fú FÔG2 G•GM GŠGc G5 G2GG FþGz GŠGV Fÿ 15 pps Fû0¿��Få G�G� FéF¹

�™8—F÷FÝ G� FéG	FöFþ G2 G•GM GŠGc G5 G2GG F÷FÿF¸ Gz GŠGV �D7HFÿ/œG�G�G� FëG#F

G^GŠGG GV G 2 G •G M G ŠG ^ G yF ÿ 1 &ÊF÷ FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•Gz GŠGV FÿF¸ �™8—F÷FÝ G� G2 G•GM GŠGc G5 G2GG FÚG�G��™8—F÷FÝ Fú FÔG2 G•G
G�G� FéF¹ 0
�XFþ GN G2 GXGm GQ G= ARP G 2 G •G G G hG = G EG u G •� P� Â VLAN F÷G_G?GQ GV G" ��#. FéG� G�
G V G w G •G = F û4 :� )F úG z G ŠG V G " 0 ¿� � F éG �F ÛF ¸none G;GŠ G}GŠ GWG" �Q#ÝFç Fö Gz GŠGV G" !“�D7HF

GG G2GQ GOFÜF¸ 0¿��Få G�Fö FÔG�Gz GŠGV G" 2x FØ G�Gz GŠGV FþG_G?GQ GV G" F¸ G
)F FéG�&Ê�X�w�™ FéG�Fø F¸ G2 G•GM GŠGc G5 G2GG FÜ errdisable G G G TG ŠG V F ûF ú G � G � F éF ¹

G2 G•GM GŠGc G5 G2GG �VFþGz GŠGV �D7HG" �Â&g$×Fû0¿��Fç Fú FÔ7H G� F¸ G2 G•GM GŠ
�š�f FéG�Fã Fø FÿF¸ Gz GŠGV �D7HG" �™8—"g�ÂFþGUGcG7 GyGV �ÍFû�š�f FéG�Fã Fø FûFú G�
7HG" 0¿�� FéG�Fø F¸ �™8—"g�ÂFÜ�š�fFå G�Fï���œF÷G� G2 G•GM GŠGc G5 G2GG FÿGz GŠGV �
no ip arp inspection limit G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " 
 °� Š F éG
G •G M G ŠG c G 5 G 2G G F ÿG UG cG 7 G yG V F þG z G ŠG V � D7 HF û� ` G � G � F é

G V G w G •G = GkGŠGV FÿF¸ 7Ÿ(ÙFÜ�o�ÎFå G�G� G� FÖ FûF¸ G� G� �±FÝ FÔGz GŠGV Fû0¿�� FéG��²0
%T�™G_G?GQ GV FþGz GŠGV FÜF¸ GtGŠGDFÜ��*OFç FïGz GŠGV G" 2x FØ G�Fø F¸ GG G2
G" errdisable G G G TG ŠG V F ûF ç G � F éF ¹errdisable �G�Ÿ�µ+�FÿF¸ �G�ŸFþ0¿��Fû�‘FóFö GkGŠGV G" errdisable 
GG GTGŠGV FÛ G� +¬�·$×Fû&ã/œFå FëG� FéF¹

rate pps 1 &Ê6ëFû��#.Få G�G�%T�™G_G?GQ GV �XFþ�V7HG" �æ��Fç G� FéF¹ (
0 HZ 2048 pps F ÷ F éF ¹

burst interval seconds H��õ�–H� G2 G•GM GŠGc G5 G2GG F÷9×3ÿ ARP G_G?GQ GV G" GpGY GM Gx
G2 G•GM GŠG^ GyG" &Ê�"�)F÷�æ��Fç G� FéF¹ (
�VFÿ 1 HZ 15 &ÊF÷ FéF¹

none ��#.�•+�Fú%T�™ ARP G_G?GQ GV FþGz GŠGV Fû�V7HG" �æ��Fç G� F

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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ip arp inspection limit

GOGq G[ Gy

G Fþ GpGY

°� Š

c G5 G2GG Fþ
EtherChannel GkGŠGV Fþ%T�™ ARP G_G?GQ GV FþGz GŠGV FÿF¸ FéG	FöFþGOGq G[ Gy G o G •G ^F þ% T� ™ ARP G_
G?GQ GV G z G ŠG V F þ� œ0 £F ø �   F è F ÷ F éF ¹EtherChannel GkGŠGV FþGz GŠGV �D7HFÿF¸ �²Fê FéG	FöFþ 
G o G •G ^F þ% T� ™ ARP G_G?GQ GV FþGz GŠGV G" 1*G	FöFÛ G�0¿��Fç Fö Fß FðFå FÔF¹

�[ ��Fþ�[F÷FÿF¸ GkGŠGV �VFþ%T�™ ARP 0[�ÓFþGz GŠGV G" 25 pps Fû�D7HFç F¸ G2 G•GM GŠGc G5 G2G
G M G x G • G > G 2 G •G M G ŠG ^ G yG " 5 &Ê6ëFû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)#  interface gigabitethernet1/0/1
Switch(config-if)# ip arp inspection limit rate 25 burst interval 5

0¿��G" &�1� FéG�FûFÿFşhow ip arp inspection interfaces interface-id "I�’  EXEC G A G l G • G WG " 

F ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
show inventory 
interfaces 

�æ��Få G�Fï G2 G•GM GŠGc G5 G2GG G� FïFÿ FéG	FöFþ G2 G•GM GŠG ARP 
G_G?GQ GV Fþ�™8—"g�ÂFÚG�G�Gz GŠGV �D7HG" /²&gFç G� FéF¹
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ip arp inspection log-buffer

¸
¹G UG cG 7 G y

°6�

���œF¸
F ØG �F ¸
¸ x

�F¸ G2 G•GM GŠGc G5
GQ GOFÿF¸
G G G T G n

6G•GV

{ G>
�F ú F ÔF ã F ø

ã Fþ���œF¸
ip arp inspection log-buffer
G N G 2 G XG m G Q G = G 0 G WG z G G 0 Ž� ôG e G { G V G A G y H �ARPH� �è��Fþ G{ G< G• G> G^GQ Gc G/G" 0¿�� FéG�FûFÿFip 
arp inspection log-buffer G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF
G V 0 ¿� �F û� ` F éF ûF ÿF ¸ F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

ip arp inspection log-buffer { entries number | logs number interval seconds}

no ip arp inspection log-buffer { entries | logs}

�S�eFþ1��Â

GUGc G7 GyGV G N G 2 G XG m G Q G = ARP F Ü G 2 G [G ŠG d G y� ìF å G �G �F ø F ¸ � Ä� °G � F ïF ÿ G W G { G Q G eF å G �F ï ARP G_G?GQ GV FÜ0
F å G �G � F éF ¹

G { G > G6G•GV Gx �XFÿF¸32 F ÷ F éF ¹

G E G G G T G n G o G Q G IG ŠG F� XF ÿF ¸ � –& Ê 5 FôFû�D7HFå G�G� FéF¹

G { G < G • G >G z G ŠG V G 2 G •G M G ŠG ^ G yF ÿF ¸1 &ÊF÷ FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•0 Fþ�ÍFÿF ļogs FÚG�G� interval  G;GŠ G}GŠ GWFþ�g�‰F÷0Á�•Få G�Fö FÔG� FëG#F¹

logs FÚG�G� interval  Fþ0¿��FÿF¸ %&�«Fû�8#ÝFç G� FéF¹logs number X FÜ interval  seconds Y G � G � � ±F Ý
FÔ���œF X̧ � m G � Y H�X/YH � F þG E G G G T G n Go GQ GIGŠGFFÜ�–&Ê3æ�™Få G�G� FéF¹ Fí FÖ F÷Fú FÔ1 Fô
FþGE GG GT Gn G o G Q G IG ŠG FF Ü Y � m G � X H�Y/XH � & Ê F äF ø F û3 æ� ™F å G �G � F éF ¹ F ïF ølogs number FÜ 
20 F÷Fi̧nterval  seconds FÜ 4 Fþ���œF¸ GG G2GQ GOFÿG{ G> G^GQ Gc G/FûG6G•GV Gx FÜ FÒ G�6ëF5 G6G•GV G
FþGE GG GT Gn Go GQ GIGŠGFG" �–&Ê#Õ�BFç G� FéF¹

G { G > G^GQ Gc G/ G6G•GV Gx FÿF¸ 0
�XFþG_G?GQ GV G" /² FéFã Fø FÜF÷FÝ G� FéF¹ FïFø FØG
G2GG FÜ� �MFþ VLAN �VFþG_G?GQ GV G" � �MFþ ARP G_ Gw Go GŠGM F÷�¨�X�w�™ FéG�Fø F¸ GG G2
G { G > G^GQ Gc G/
ÆFþ 1 FôFþ G6G•GV Gx Fø Fç Fö G_G?GQ GV G" )��œFç F¸1 F ôF þ G 6G •G V G x F ø F ç F ö G E 
G o G Q G IG ŠG FG " # Õ� BF ç G � F éF ¹

entries number G^GQ Gc G/Fû0°6�Få G�G� G6G•GV Gx �XF¹ �æ��F÷FÝ G�(
�VFÿ 0 HZ 1024 F ÷ F éF ¹
logs number 
interval  seconds

G E G G G T G n Go GQ GIGŠGFG" #Õ�B FéG�FïG�FûF¸ �æ��Få G�Fï6ë7xF÷�²0[Fú G
G x � XF ¹

logs number Fû�æ��F÷FÝ G�(
�VFÿ 0 HZ 1024 F ÷ F éF ¹ � Í 0 FÿF¸ G6G•GV Gx FÿG 
G^GQ Gc G/
ÆFû
°�ŠFå G�G� FéFÜF¸ GE GG GT Gn G o G Q G IG ŠG FF Ü# Õ� BF å G
G " � –� áF ç G � F éF ¹

�æ��F÷FÝ G� interval  seconds Fþ(
�VFÿ 0 HZ 86400 & Ê H �1 �¥H� F÷ FéF¹0 FÿF¸ GE
G G G T G n Go GQ GIGŠGFFÜFï FðFñ Fû#Õ�BFå G�G�Fã Fø G" �–�áFç G� FéF¹ F
G { G > G^GQ Gc G/Fÿ�–Fû'5Fø Fú G� G� FéF¹

Gx Gx GŠGG �š�f
Æ��
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ip arp inspection log-buffer

Fã Fø
� F éF ¹ G _
Fû�PFç
�G����œF¸ G{

gFç

� FéF¹ Fã
ŠG F

� F éF ¹

x G0

éF¹

ø

G { G > G^GQ Gc G/FÜ G8GŠG^GŠGc G{ GŠ FéG����œFÿF¸ G{ G> G2Gg G•GV FÜG{ G> G^GQ Gc G/Fû�pG� G� Fú FÔ
G " � –� áF ç F ö F ÚG � F ¸show ip arp inspection log"I�’  EXEC G A G l G • G WF þ� �� ŠF Ü� s8 jG " � wF áG
G?GQ GV �XFÚG�G��ì6ë�è�¥Fþ FéG	FöFþGUGŠGM Fþ�æG�G� Fû -- FÜ/²&gFå G�G� FéF¹ Fã Fþ G6G•GV Gx
Fö FÿF¸ FíFþ�ÚFþ)+0£�_��Fÿ/²&gFå G�G� FëG#F¹ ���ŠFûFã Fþ G� FÖ Fú G6G•GV Gx FÜ/²&gFå G
G> G^GQ Gc G/
ÆFþ G6G•GV Gx �XG" �QG�FéFÛF¸ G{ G< G• G> G z G ŠG V G " � QG �F ç G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ �q�±  45 F þ G 6G •G V G x G " � –� âF ÷F Ý G � G � F Ö F ûG { G < G • G > G^GQ Gc G/G" 0¿�� FéG��‰�2G" &
G � F éF ¹
Switch(config)# ip arp inspection log-buffer entries 45

��Fþ�[F÷FÿF¸ G{ G< G• G> G z G ŠG V G " 4 & Ê F ÒF ï G � 20 F þ G { G > G6G•GV Gx Fû0¿�� FéG��‰�2G" &gFç G
Fþ0¿��F÷FÿF¸ GG G2GQ GOFÿG{ G> G^GQ Gc G/FûG6G•GV Gx FÜ FÒ G�6ëF¸5 G6G•GV Gx FþGE GG GT Gn G o G Q G IG
G" �–&Ê#Õ�BFç G� FéF¹
Switch(config)# ip arp inspection log-buffer logs 20 interval 4

0¿��G" &�1� FéG�FûFÿFşhow ip arp inspection log "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
arp access-list ARP G0G= GIGG G A G •G V G { G Š G y G x G G G V H �ACLH � G " � �* OF ç G
clear ip arp inspection log G N G 2 G XG m G Q G = ARP G 2 G •G G G hG = G EG u G • G { G > G^GQ Gc G/G" G= G

F ç G � F éF ¹
ip arp inspection vlan logging VLAN �"�)F÷0°6� FéG�G_G?GQ GV Fþ GM G2GeG" �D�šFç G� F
show inventory log G N G 2 G XG m G Q G = ARP G 2 G •G G G hG = G EG u G • G { G > G^GQ Gc G/Fþ0¿��F


Æ��G" /²&gFç G� FéF¹
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ip arp inspection trust

•GM GŠ
ŠG EG u G •

G_

F¹
ôF ã F ø G "

G� FéF¹ GG
1


 °� Š

éF¹

G5 G2GG Fþ

&g
ip arp inspection trust
�è���P1ßFþ%T�™ G0 GWGz GG 0Ž�ôGe G{ GV GA Gy H�ARPH� G_G?GQ GV G" �ô�� FéG��™8—"g�ÂG" F¸ G2 G
G c G 5 G 2G G F û0 ¿� � F éG �F ûF ÿF ¸ip arp inspection trust G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G GA
G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿF ¸ F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

ip arp inspection trust 

no ip arp inspection trust

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV G2 G•GM GŠGc G5 G2GG FÿF¸ �™8—F÷FÝ Fú FÔ"g�ÂF÷ FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•G G G 2G Q G OF ÿF ¸ � ™8 —F ÷F Ý G � G 2 G •G M G ŠG c G 5 G 2G G � VF ÷� w� ™F ç F ï ARP G_G?GQ GV G" &�1�FëFêF¸ �"(çFû
G?GQ GV G" 3?3æFç G� FéF¹

�™8—F÷FÝ Fú FÔG2 G•GM GŠGc G5 G2GG F÷FÿF¸ GG G2GQ GOFÿ FéG	FöFþ ARP 0[�ÓFø �Â'ÅG" �æ/œ�w�™Fç G� Fé
GyGŠGM FÿF¸ �æ/œ�w�™Få G�FïG_G?GQ GV FÜ�w� Fú IP-to-MAC G 0 G WG z G G G ^ G 2 G •G UG 1 G • G >G " � âF
&�1�Fç FöFÛ G� F¸ G{ GŠG9 Gy G;Gq GQ GE Gs G" �f�‚ FéG�FÛF¸ 4:�)Fú��
›FûG_G?GQ GV G" 3?3æFç
G2GQ GOFÿF¸ ! “�  FúG_G?GQ GV G" GW G{ GQ GeFç F¸ip arp inspection vlan logging G>G{ GŠG^ Gy G A G •G c G
G<Gs Gz GŠGEGu G• G A G l G • G W F ÷� æ� �F å G �F ï G { G < G • G >0 ¿� �F û� ‘F óF ö G { G > G^GQ Gc G/Fû0°6�Fç G� FéF¹

�[ ��Fþ�[F÷FÿF¸ GkGŠGV G" �™8—F÷FÝ G�"g�ÂFû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)#  interface gigabitethernet1/0/1
Switch(config-if)# ip arp inspection trust  

0¿��G" &�1� FéG�FûFÿFşhow ip arp inspection interfaces interface-id "I�’  EXEC G A G l G • G WG "
F ç G � F éF ¹

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
ip arp inspection 
log-buffer

G N G 2 G XG m G Q G = ARP G 2 G •G G G hG = G EG u G • G { G < G • G > G^GQ Gc G/G" 0¿��Fç G� F

show inventory 
interfaces

�æ��Få G�Fï G2 G•GM GŠGc G5 G2GG G� FïFÿ FéG	FöFþ G2 G•GM GŠGc ARP 
G_G?GQ GV Fþ�™8—"g�ÂFÚG�G�Gz GŠGV �D7HG" /²&gFç G� FéF¹

show inventory log G N G 2 G XG m G Q G = ARP G 2 G •G G G hG = G EG u G • G { G > G^GQ Gc G/Fþ0¿��Fø 
Æ��G" /²
F ç G � F éF ¹
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ip arp inspection validate

G cG 7 G yG V 0 ¿

G�FûF¸ FíFþ�S

óFö

� F éF ¹

W

�  G _G ?G Q G V F ø

V

�  G _G ?G Q G V F ø

WG z G G F ûF ÿ
� µG �

Š

ip arp inspection validate
G N G 2 G XG m G Q G = G 0 G WG z G G 0 Ž� ôG e G { G V G A G y H �ARPH� �è��Fþ"I��FþGOG5 GQ G= G" ��/œ FéG�FûFÿF¸ip arp 
inspection validate G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G U
��Fû�` FéFûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

ip arp inspection validate {[ src-mac] [dst-mac] [ ip [allow zeros]]}

no ip arp inspection validate [src-mac] [dst-mac] [ ip [allow zeros]]

�S�eFþ1��Â

GUGc G7 GyGV �è��Fÿ��/œFå G�G� FëG#F¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•�aFúFß Fø G� 1 FôFþG;GŠ G}GŠ GWG" �æ�� FéG��²0[FÜ FÒG� G� FéF¹ GA Gl G• GWG" ��/œ FéG�Fï
FþGA Gl G• GWFþ0¿� �Fÿ�V� iFÝ Få G�G� FéF¹ FôG� G� F¸ GA Gl G• GWFÜ src-mac FÚG�G� dst-mac Fþ�è0ÉG" G2
G[GŠGd GyFûFç F¸ �9FþGA Gl G• GW FÜ IP �è0ÉFðFáG" G2 G[GŠGd GyFûFéG�Fø F¸2 $�G�FþGA Gl G• GW Fû G�F 
src-mac FÚG�G� dst-mac Fþ�è0ÉFÜGUG1 GIGŠGd GyFûFú G� G� FéF¹

allow-zeros G;GŠ G}GŠ GWFÿF¸ ��Fþ�‰�2F÷ G0G= GIGG G A G •G V G { G Š G y G x G G G V H �ACLH � F ø 4 �� ·F ç G

• ARP ACL FÜ ARP G e G { G ŠG dG " � Ä� ° F éG � G � F Ö F û0 ¿� �F å G �F ö F ÔG �� �� œF ÿF ¸allow-zero G;GŠ G}GŠ G
FÜ�æ��Få G�Fö FÔFö G� F¸ARP G e G { G ŠG dF ÿ G W G { G Q G eF å G �G � F éF ¹

src-mac G2GŠGCG[GQ GV GfGQ GNGŠ
ÆFþ3æ�™
– MAC G 0 G WG z G G F ø F ¸ARP �•�/
ÆFþ3æ�™
� 
MAC G 0 G WG z G G G " � š3 QF ç G � F éF ¹ F ã F þ� è� �F ÿF ¸ARP 0[�ÓFÚG�G� ARP �Â'ÅFþ�g�‰
Fû�PFç Fö��/œFå G�G� FéF¹

G2 G[GŠGd GyFû FéG�Fø F¸ $ �Fú G� MAC G 0 G WG z G G G " � âF ôG _G ?G Q G V F ÿ! “
F ç F ö � (8 ®F å G �F ¸ � ë�  F å G �G � F éF ¹

dst-mac G2GŠGCG[GQ GV GfGQ GNGŠ
ÆFþ��
› MAC G 0 G WG z G G F ø F ¸ARP �•�/
ÆFþ GM GŠG@GQ G 
MAC G 0 G WG z G G G " � š3 QF ç G � F éF ¹ F ã F þ� è� �F ÿF ¸ARP �Â'ÅFû�PFç Fö��/œFå G�G� FéF¹

G2 G[GŠGd GyFû FéG�Fø F¸ $ �Fú G� MAC G 0 G WG z G G G " � âF ôG _G ?G Q G V F ÿ! “
F ç F ö � (8 ®F å G �F ¸ � ë�  F å G �G � F éF ¹

ip ARP �•�/
ÆF÷F¸ !“� Fú�£�‡Fç Fú FÔ IP G 0 G WG z G G G " � š3 QF ç G � F éF ¹ G 0 G 
0.0.0.0F¸255.255.255.255F ¸ F ÚG �G � F éG 	F öF þ IP G l G yG OG ;G q G G G V G 0 G WG z G G F Ü
G�G� FéF¹

3æ�™
� IP G 0 G WG z G G F ÿF ¸ F éG 	F öF þ ARP 0[�ÓFÚG�G��Â'ÅFø �š3QFå G�G� FéF¹ GM G
G@GQ GV IP G 0 G WG z G G F ÿ ARP �Â'ÅF÷FðFáGOG5 GQ G= Få G�G� FéF¹

allow-zeros 3æ�™
� G0 GWGz GG FÜ 0.0.0.0 H�ARP GeG{ GŠGdH� F÷ FÒ G� ARP FÜ�Ä�°Få G�Fú FÔG� FÖ
FûF I̧P �è0ÉGTGG GV G" �š�fFç G� FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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ip arp inspection validate

W
GeFå G�

G d G yF ûF ú G � G � F éF ¹
GIGŠGd GyFûFú G� G� FéF¹

G � F éF ¹

0 ¿� �F ÚG �
• ARP G e G { G ŠG dG " � Â& �F û0 Á� • F éG � ARP ACL G " 0 ¿� �F ç F ¸ip arp inspection validate ip G A G l G • G
G" 0¿�� FéG����œF a̧llow-zeros G;GŠ G}GŠ GWG" 
°�ŠFç Fú FÔ7H G� F¸ARP GeG{ GŠGdFÿ GW G{ GQ
G � F éF ¹

F ã F þG A G l G • G WF þ no � g� 'G " � Q# Ý F éG �F ø F ¸ � æ� �F å G �F ï G OG 5 G Q G = F ðF áF ÜG UG 1 G IG Š
FùFþ G8GeGEGu G•G� G2 G[GŠGd GyFûFç Fú FÔ���œFÿF¸ FéG	FöFþGOG5 GQ G= FÜGUG1

�[ ��Fþ�[F÷FÿF¸ 3æ�™
– MAC Fþ�è0ÉG" G2 G[GŠGd GyFû FéG��‰�2G" &gFç G� FéF¹
Switch(config)# ip arp inspection validate src-mac  

0¿��G" &�1� FéG�FûFÿF¸show ip arp inspection vlan vlan-range "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
show inventory vlan 
vlan-range

�æ��Få G�Fï VLAN F þ G N G 2 G XG m G Q G = ARP G 2 G •G G G hG = G EG u G •F þ
G��·�8GG GTGŠGV G" /²&gFç G� FéF¹
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ip arp inspection vlan

ûF éG �F ûF ÿF ¸
G UG cG 7 G yG V

éF ¹

F éG �� ‰� 2G " & gF ç G �

G � F éF ¹

•F ÷� 


0 ¿� �F ÚG �
ip arp inspection vlan
VLAN �"�)F÷F¸ GN G2 GXGm GQ G= G 0 G WG z G G 0 Ž� ôG e G { G V G A G y H �ARPH � � è� �G " G 2 G [G ŠG d G yF
ip arp inspection vlan G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹
0¿��Fû�` FéFûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

ip arp inspection vlan vlan-range

no ip arp inspection vlan vlan-range

�S�eFþ1��Â

GUGc G7 GyGV FéG	FöFþ VLAN F÷ ARP G 2 G •G G G hG = G EG u G •F ÿG UG 1 G IG ŠG d G yF ÷ F éF ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•G N G 2 G XG m G Q G = ARP G 2 G •G G G hG = G EG u G •G " G 2 G [G ŠG d G yF ûF éG � VLAN G " � æ� � F éG �� ²0 [F Ü F ÒG � G � F

G N G 2 G XG m G Q G = ARP G 2 G •G G G hG = G EG u G •F ÿF ¸ G 0G = G IG G GkGŠGV F¸ GV Gw G•G= GkGŠGV F¸EtherChannel 
GkGŠGV FÚG�G�Ge Gw G2GgGŠGV VLAN GkGŠGV F÷GCGkGŠGV Få G�G� FéF¹

�[ ��Fþ�[F÷FÿF¸ VLAN 1 F ÷ G N G 2 G XG m G Q G = ARP G 2 G •G G G hG = G EG u G •G " G 2 G [G ŠG d G yF û
FéF¹
Switch(config)# ip arp inspection vlan 1

0¿��G" &�1� FéG�FûFÿF¸show ip arp inspection vlan vlan-range "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç

6õ4�GA GlG• GW

vlan-range VLAN Fþ$��•G� FïFÿ(
�VF¹

VLAN ID $��•F÷1‘�9Få G�Fï  1 FôFþ VLAN F ¸ F í G �F îG �G " G ]G 2 G c G
�)FóFï VLAN (
�VF¸ G� FïFÿG9 G•GlF÷�
�)FóFï�M4�Fþ VLAN G " � æ� �F ÷
F Ý G � F éF ¹ � æ� �F ÷F Ý G �( 
� VF ÿ 1 HZ 4094 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
arp access-list ARP G0G= GIGG G A G •G V G { G Š G y G x G G G V H �ACLH � G " � �* OF ç G � F éF ¹
show inventory vlan 
vlan-range

�æ��Få G�Fï VLAN F þ G N G 2 G XG m G Q G = ARP G 2 G •G G G hG = G EG u G •F þ
G��·�8GG GTGŠGV G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ip arp inspection vlan logging

D� šG " G UG 1 G IG ŠG d

6�

� 
� )F óF ï
� �

_G ?G Q G V F þ G { G <

ï G { G <
Fû

G s

F Ü0 °6 �F å

ø F þ� M+ ´F û� öF õ

G" 0°6�Fç G� FéF¹

ç G� FëG#F¹

ç G� FéF¹

Q GV Fþ G{
ip arp inspection vlan logging
VLAN �"�)F÷G{ G< G• G>Få G�G�G_G?GQ GV Fþ GM G2GeG" �D�š FéG�FûFÿF¸ip arp inspection vlan logging 
G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ F ã F þ G { G < G • G >�
GyFûFéG�FûFÿF̧ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

ip arp inspection vlan vlan-range logging { acl-match {matchlog | none} | dhcp-bindings { all | 
none | permit } | arp-probe} 

no ip arp inspection vlan vlan-range logging {acl-match | dhcp-bindings | arp-probe}

�S�eFþ1��Â

GUGc G7 GyGV �Ä�°G� FïFÿ GW G{ GQ GeFå G�FïG_G?GQ GV FÿF̧ FéG	Fö0°6�Få G�G� FéF¹ARP G e G { G ŠG d G_G?GQ GV Fÿ0°
F å G �G � F ëG #F ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

vlan-range G { G < G • G >F û� PF ç F ö0 ¿� �F å G �F ï VLAN G " � æ� �F ç G � F éF ¹

VLAN ID $��•F÷1‘�9Få G�Fï  1 FôFþ VLAN F ¸ F í G �F îG �G " G ]G 2 G c G •F ÷ 
VLAN (
�VF¸ G� FïFÿG9 G•GlF÷�
�)FóFï�M4�Fþ VLAN G " � æ� �F ÷F Ý G � F éF ¹ � æ
F÷FÝ G�(
�VFÿ 1 HZ 4094 F ÷ F éF ¹

acl-match 
{ matchlog | 
none}

G0G= GIGG G A G •G V G { G Š G y G x G G G V H �ACLH � F ø F þ� M+ ´F û� öF õ F ÔF ïG
G • G >G " � æ� �F ç G � F éF ¹

G;GŠ G}GŠ GWFþ�–�áFÿ��FþFø FÚG� F÷ FéF¹

• matchlog H � G 0G = G IG G G A G •G V G { G Š G y G6G•GV Gx H�ACEH � F û� æ� �F å G �F
G• G>0¿��Fû�öFõ FÔFö G_G?GQ GV G" 0°6�Fç G� FéF¹ Fã FþGA Gl G• GW matchlog 
G;GŠ G}GŠ GWF¸permit  G � F ïF ÿ deny ARP G0G= GIGG G x G G G V G A G •G c G 1 G <
G z G ŠG EG u G • G A G l G • G W F û log G;GŠ G}GŠ GWG" �æ�� FéG�Fø F¸ACL F û G �F óF ö0 Á
�•G� FïFÿ�Ä�°Få G�Fï G0 GWGz GG 0Ž�ôGeG{ GV GA Gy H�ARPH � G _G ?G Q G V
G�G� FéF¹

• noneH�ACL Fû�M+´ FéG�G_G?GQ GV G" 0°6�Fç G� FëG#F¹
dhcp-bindings 
{ permit  | all | 
none}

Dynamic Host Configuration ProtocolH�DHCPH � G ^ G 2 G •G UG 1 G • G >F
FÔFïG_G?GQ GV Fþ G{ G< G• G>G" �æ��Fç G� FéF¹

G;GŠ G}GŠ GWFþ�–�áFÿ��FþFø FÚG� F÷ FéF¹

• all H�DHCP G^ G2 G•GUG1 G• G>Fû�M+´ FéG� FéG	FöFþG_G?GQ GV

• noneH�DHCP G^ G2 G•GUG1 G• G>Fû�M+´ FéG�G_G?GQ GV G" 0°6�F

• permit H�DHCP G^ G2 G•GUG1 G• G>Fû0Á�•Få G�FïG_G?GQ GV G" 0°6�F
arp-probe 
½�/$×Fû0Á�•Få G�FïG_G?GQ GV FÜ ARP GeG{ GŠGdF÷ FÒ G�� ��œFûF¸ G_G?G

G < G • G >G " � æ� �F ç G � F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ip arp inspection vlan logging

G �G �F ã F ø

=G" GUGcG7 GyGV Fû
ç Fú FÔ

� F Ö F û G x

G • G >F Ü G x

F þ� M+ ´

å G�Fï FéG	

F¸

� �� œF Ü F ÒG � G � F éF ¹

F Ö F ûF ¸

G � F éF ¹

G0Fç

��


Æ

G •F þ0 ¿
�Q#Ý�VFþG: G2 GW Gw G2G•logged Fþ#Ý1�FÿF¸ G6G•GV Gx FÜG{ G> G^GQ Gc G/Fû*(FÛ G�F¸ GE GG GT Gn G o G Q G IG ŠG FF Ü# Õ� BF å
G " � –� áF ç G � F éF ¹

acl-match G;GŠ G}GŠ GW Fø dhcp-bindings G;GŠ G}GŠ GWFÿ4�� Fç Fö FÔG� FéF¹ACL Fþ�M+´G" 0¿�� FéG�
F ø F ¸DHCP G^ G2 G•GUG1 G• G>Fþ0¿��FÿGUG1 GIGŠGd GyFûFú G� G� FëG#F¹ G{ G< G• G>�ö 
G x G IG Q G V F éG �F ûF ÿF ¸ F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹ FÔFêG�Fþ G8GeGEGu G•G� �æ��F
���œFÿF¸ ARP G_G?GQ GV FÜ�Ä�°Få G�FïFø FÝ FûF¸ FéG	FöFþ G{ G< G• G> G M G 2G eF Ü0 °6 �F å G �G � G
GIGQ GV Få G�G� FéF¹ �Q#ÝF÷FÝ G� G8GeGEGu G•FÿF¸ ��Fþ 2 FôF÷ FéF¹

• acl-match H� �Ä�°Få G�FïG_G?GQ GV FÜ0°6�Få G�G� G� FÖ FûF¸ACL F ø F þ� M+ ´F û6 õ F éG �G { G <
GIGQ GV Få G�G� FéF¹

• dhcp-bindings H� �Ä�°Få G�FïG_G?GQ GV FÜ0°6�Få G�G� G� FÖ FûF¸DHCP G ^ G 2 G •G UG 1 G • G >F ø
Fû6õ FéG� G{ G< G• G>FÜ Gx GIGQ GV Få G�G� FéF¹

acl-match G;GŠ G}GŠ GW Fø dhcp-bindings G;GŠ G}GŠ GWFþ FùFñ G� G� �æ��Få G�Fú FÔFø F¸ �Ä�°F
FöFþG_G?GQ GV FÜ0°6 �Få G�G� FéF¹

ACL Fþ�Ž�•Fû FÒ G��/;òFþ�Ä�°FûFÿFļog G;GŠ G}GŠ GWFÜ�µG� G�G� FëG#F¹ FôG� G� F¸ip arp inspection 
filter vlan  G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G W F ÷ static G;GŠ G}GŠ GWG" �Q#ÝFç Fï���œ
ACL Fÿ DHCP G ^ G 2 G •G UG 1 G • G >G " � V� iF Ý F ç G � F éF ¹ARP ACL Fþ�Ž�•F÷�Â&g$×Fû deny ip any mac 
any log ACE G " � æ� �F ç F ú F Ô7 H G � F ¸ � Ä� °F å G �F ï� M4 ŠF þG _G ?G Q G V F Ü0 °6 �F å G �F ú F Ô

�[ ��Fþ�[F÷FÿF¸ ACL 
ÆFþ permit  G A G l G • G W F ø � M+ ´ F éG �G _G ?G Q G V G " 0 °6 � F éG � G �VLAN 1 Fþ 
ARP G 2 G •G G G hG = G EG u G •G " 0 ¿� � F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch(config)# arp access-list test1
Switch(config-arp-nacl)# permit request ip any mac any log
Switch(config-arp-nacl)# permit response ip any any mac any any log
Switch(config-arp-nacl)# exit
Switch(config)# ip arp inspection vlan 1 logging acl-match matchlog  

0¿��G" &�1� FéG�FûFÿF¸show ip arp inspection vlan vlan-range "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
arp access-list ARP ACL G " � �* OF ç G � F éF ¹
clear ip arp inspection log G N G 2 G XG m G Q G = ARP G 2 G •G G G hG = G EG u G • G { G > G^GQ Gc G/G" G= Gx

G � F éF ¹
ip arp inspection log-buffer G N G 2 G XG m G Q G = ARP G 2 G •G G G hG = G EG u G • G { G < G • G > G^GQ Gc G/G" 0¿

F ç G � F éF ¹
show inventory log G N G 2 G XG m G Q G = ARP G 2 G •G G G hG = G EG u G • G { G > G^GQ Gc G/Fþ0¿��Fø

��G" /²&gFç G� FéF¹
show inventory vlan 
vlan-range

�æ��Få G�Fï VLAN F þ G N G 2 G XG m G Q G = ARP G 2 G •G G G hG = G EG u
��FÚG�G��·�8GG GTGŠGV G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ip device tracking probe

Fû
F éF ¹

G G 2G Q G O

#Ý

{ G Q G e
F éG �

F ¸ F Ä

� �F ÷F Ý G �

" 0¿
ip device tracking probe
G 0 G WG z G G 0 Ž� ôG eG { G V G A G y H �ARPH � G eG { G ŠG dF þ IP GUG^ G2GG G V G wG Q G ; G • G > GTGŠGd GyG" 0¿�� FéG�
FÿFi̧p device tracking probe G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G �ARP 
GeG{ GŠGdG" GUG1 GIGŠGd GyFûFéG�FûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

ip device tracking probe { count | interval  | use-svi}

no ip device tracking probe { count | interval  | use-svi}

�S�eFþ1��Â

G A G l G • G W GUGc G7 GyGVG 9 G 4 G •G V $ �� •F ÿ 3 F ÷ F éF ¹

30 &Ê6ë7xF÷ FéF¹

ARP GeG{GŠGdFþGUGcG7 GyGV G K G ŠG G IP G 0 G WG z G G F ÿG z G 2 G r 3 G 2 G •G M G ŠG c G 5 G 2G G F ÷F ¸ G GkGŠ
G V F ÷F ÿ 0.0.0.0 F ÷ F éF ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•G G G 2G Q G OF Ü ARP G e G { G ŠG dG " 3 æ� ™ F éG �� G� XG " 0 ¿� � F éG �F ûF ÿF ¸count G;GŠ G}GŠ GW G8GeGEGu G•G" �Q
F ç G � F éF ¹ � æ� �F ÷F Ý G �( 
� VF ÿ 1 HZ 255 F ÷ F éF ¹

G G G 2G Q G OF Ü� Â' ÅG " � …F ñF ¸ARP Ge G{ GŠGdG" 
Ì3æ�™ FéG�G� F÷Fþ&Ê�XG" 0¿�� FéG�FûFÿF¸interval  G;GŠ
G}GŠ GW G8GeGEGu G•G" �Q#ÝFç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 30 HZ 1814400 &ÊF÷ FéF¹

G G G 2G Q G O GkGŠGV FþGUGcG7 GyGV G K G ŠG G IP G 0 G WG z G G 0.0.0.0 FÜ�Q#ÝFå G�F¸ARP G e G { G ŠG dF Ü G W G
FéG����œFûF¸IP GUG^ G2GG G V G wG Q G ; G • G > GTGŠGd GyFÜ SVI IP G 0 G WG z G G G " ARP G e G { G ŠG dF û� Q# Ý
G � F Ö F û0 ¿� � F éG �F ûF ÿF ¸use-svi G;GŠ G}GŠ GW G8GeGEGu G•G" �Q#ÝFç G� FéF¹

IP GUG^ G2GG G V G wG Q G ; G • G > GTGŠGd Gy
ÆFþ G6G•GV Gx Fû6õ FéG��_��G" /²&g FéG�FûFÿF¸show ip device 
tracking all  G A G l G • G WG " � Q# ÝF ç G � F éF ¹ F ã F þG A G l G • G WF þ0 ò( ýF ûF ôF ÔF ö F ÿCisco IOS Security 
Command Reference, Release 12.4TF Å G " � g! ·F ç F ö F ß F ðF å F ÔF ¹

�[ ��Fþ�[F÷FÿF¸ SVI G" ARP G e G { G ŠG dF þG K G ŠG G F ø F ç F ö0 ¿� � F éG �� ‰� 2G " & gF ç G � F éF ¹

count number G G G 2G Q G OF Ü ARP G eG { G ŠG dG " 3 æ� ™ F éG �� G� XG " 0 ¿� �F ç G � F éF ¹ � æ
(
�VFÿ  1 HZ 255 F ÷ F éF ¹

interval seconds G G G 2G Q G OF Ü� Â' ÅG " � …F ñF ¸ARP GeG{ GŠGdG" 
Ì3æ�™ FéG�G� F÷Fþ&Ê�XG
��Fç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 30 HZ 1814400 &ÊF÷ FéF¹

use-svi G G G 2G Q G O� ì� • G 2 G •G M G ŠG c G 5 G 2G G H �SVIH�IP G 0 G WG z G G G " ARP GeG{ GŠGd
FþGK GŠGG Fø Fç Fö�Q#ÝFç G� FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
12.2(55)SE use-svi G;GŠ G}GŠ GWFÜ3ã�•Få G�G� Fç FïF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ip device tracking probe

" /²&g
Switch(config)# ip device tracking probe use-svi
Switch(config)#

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
show ip device 
tracking all

IP GUG^ G2GG G V G wG Q G ; G • G > GTGŠGd Gy
ÆFþ G6G•GV Gx Fû6õ FéG��_��G
F ç G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ip device tracking

G �F ûF ÿF ¸ F ã F þG A G l G • G WF þ

ø G9
0 ¿� �F ÷

F ¸ F Ä

" & gF ç G � F éF ¹

�

õ FéG��_
ip device tracking
IP GUG^ G2GG G V G wG Q G ; G • G >G " G 2 G [G ŠG d G yF ûF éG �F ûF ÿF ¸ip device tracking G>G{ GŠG^ Gy G A G •G c G 1
G<Gs Gz GŠGEGu G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹ F ã F þ� µ+ �G " G UG 1 G IG ŠG d G yF ûF é 
no �g�'G" �Q#ÝFç G� FéF¹

ip device tracking

no ip device tracking

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

G A G l G • G W GUGc G7 GyGVIP GUG^ G2GG G V G wG Q G ; G • G >F ÿG UG 1 G IG ŠG d G yF ÷ F éF ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•IP GUG^ G2GG GV GwGQ G; G• G>FÜ G2 G[GŠGd GyFþ���œF¸IP GUG^ G2GG G V G wG Q G ; G • G > GeG{ GŠGdFþ6ë7xF
G 4 G •G V G " 0 ¿� �F ç F ¸ip device tracking probe G A G l G • G WG " � Q# ÝF ç F ö ARP G e G { G ŠG d G 0 G WG z G G G "
F Ý G � F éF ¹

IP GUG^ G2GG G V G wG Q G ; G • G > GTGŠGd Gy
ÆFþ G6G•GV Gx Fû6õ FéG��_��G" /²&g FéG�FûFÿF¸show ip device 
tracking all  G A G l G • G WG " � Q# ÝF ç G � F éF ¹ F ã F þG A G l G • G WF þ0 ò( ýF ûF ôF ÔF ö F ÿCisco IOS Security 
Command Reference, Release 12.4TF Å G " � g! ·F ç F ö F ß F ðF å F ÔF ¹

�[ ��Fþ�[F÷FÿF¸ GUG^ G2GG G V G wG Q G ; G • G >G " G 2 G [G ŠG d G yF ûF éG �� ‰� 2G
Switch(config)# ip device tracking
Switch(config)#

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
ip device tracking probe ARP G e G { G ŠG dF þ IP GUG^ G2GG G V G wG Q G ; G • G > GTGŠGd GyG" 0¿�

F ç G � F éF ¹
show ip device tracking all IP GUG^ G2GG G V G wG Q G ; G • G > GTGŠGd Gy
ÆFþ G6G•GV Gx Fû6

��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ip dhcp snooping

F ¸ F ã F þG A G l G • G WF þ

G 2 G [G ŠG d G yF û

ú G � G � F ëG #F ¹

yF ûF ç G � F éF ¹

G � F éF ¹
ip dhcp snooping
DHCP G G G Z G ŠG b G • G >G " G >G { G ŠG ^ G yF û G 2 G [G ŠG d G yF û F éG �F ûF ÿF ¸ip dhcp snooping G>G{ GŠG^ Gy G A G •
G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿ no 
�g�'G" �Q#ÝFç G� FéF¹

ip dhcp snooping

no ip dhcp snooping

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV DHCP G G G Z G ŠG b G • G >F ÿF ¸ G UG 1 G IG ŠG d G yF ÷ F éF ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • 

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•DHCP G G G Z G ŠG b G • G >0 ¿� �G " � w�  F û F éG �F ûF ÿF ¸DHCP G G G Z G ŠG b G • G >G " G >G { G ŠG ^ G yF û
FéG��²0[FÜ FÒG� G� FéF¹

ip dhcp snooping vlan vlan-id G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç F ö VLAN �V
F÷GG GZ GŠGb G• G>G" G2 G[GŠGd GyFûFéG�G� F÷ DHCP G G G Z G ŠG b G • G >F ÿ G 0G = G TG 1 G dF ûF

�[ ��Fþ�[F÷FÿF¸ DHCP G G G Z G ŠG b G • G >G " G 2 G [G ŠG d G yF û F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch(config)# ip dhcp snooping

0¿��G" &�1� FéG�FûFÿFşhow ip dhcp snooping GtGŠGD EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
ip dhcp snooping vlan VLAN �VF÷ DHCP G G G Z G ŠG b G • G >G " G 2 G [G ŠG d G
show ip igmp snooping DHCP G G G Z G ŠG b G • G >0 ¿� �G " / ²& gF ç G � F éF ¹
show ip dhcp snooping binding DHCP G G G Z G ŠG b G • G > G ^ G 2 G •G UG 1 G • G >� _� �G " / ²& gF ç
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ip dhcp snooping binding

� F éF ¹

F Ý F û� Q# ÝF ç G � F éF ¹

�
Gc G5 G2GG FÜ�d� “ FéG�
éF¹

Õ� B F éG �

F ¹

c G5 G2GG G"

Gy H�&ÊH� G"
ip dhcp snooping binding
DHCP G G G Z G ŠG b G • G > G ^ G 2 G •G UG 1 G • G > GUGŠGM GgGŠGG G" 0¿��Fç FöF¸ G^ G2 G•GUG1 G• G> G6G•GV Gx G"
GUGŠGM GgGŠGG Fû3ã�• FéG�FûFÿF¸ip dhcp snooping binding "I�’  EXEC G A G l G • G WG " � Q# ÝF ç G
G ^ G 2 G •G UG 1 G • G > GUGŠGM GgGŠGG FÛ G� G6G•GV Gx G" �P7V FéG�FûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç
G � F éF ¹

ip dhcp snooping binding mac-address vlan vlan-id ip-address interface interface-id expiry 
seconds 

no ip dhcp snooping binding mac-address vlan vlan-id ip-address interface interface-id

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV FþGUGŠGM GgGŠGG Fÿ��*OFå G�Fö FÔG� FëG#F¹

G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G WF ÿF ¸ G G G 2G Q G OG " G TG G G V G � F ïF ÿG UG ^G Q G >F éG �F ø

DHCP G G G Z G ŠG b G • G > G ^ G 2 G •G UG 1 G • G > GUGŠGM GgGŠGG F÷FÿF¸ �›GUGŠGM GgGŠGG G6G•GV Gx H��9�¡F¸G^
G 2 G •G UG 1 G • G >H � F ûF ÿF ¸IP G0 GWGz GG F¸ 6õ4��ÜFáG� G�Fï MAC G 0 G WG z G G F ¸ G x G ŠG G � ì6 ë H16 4
�XH�F¸
G^ G2 G•GUG1 G• G>FÜ4:#ÝFå G�G� G2 G•GM GŠGc G5 G2GG F¸ FÚG�G� G2 G•GM GŠ VLAN FÜ
�µG� G�G� FéF¹ GUGŠGM GgGŠGG FûFÿF¸8192 FþG^ G2 G•GUG1 G• G>G" �µG� G�Fã Fø FÜF÷FÝ G� F

0¿��Få G�FïG^ G2 G•GUG1 G• G>FðFáG" /²&g FéG�FûFÿF¸show ip dhcp snooping binding "I�’  EXEC GA
G l G • G WG " � Q# ÝF ç G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ VLAN 1 FþGkGŠGV FûF¸ �w� �‡7HFÜ 1000 &ÊFþ DHCP G ^ G 2 G •G UG 1 G • G >0 ¿� �G " #
�‰�2G" &gFç G� FéF¹
Switch# ip dhcp snooping binding 0001.1234.1234 vlan 1 172.20.50.5 interface 
gigabitethernet1/0/1 expiry 1000

0¿��G" &�1� FéG�FûFÿFḩow ip dhcp snooping binding "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F é

mac-address MAC G 0 G WG z G G G " � æ� �F ç G � F éF ¹
vlan vlan-id VLAN $��•G" �æ��Fç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ 4094 F ÷ F éF ¹
ip-address IP G 0 G WG z G G G " � æ� �F ç G � F éF ¹
interface interface-id G ^ G 2 G •G UG 1 G • G > G6G•GV Gx G" 3ã�•G� FïFÿ�P7V FéG� G2 G•GM GŠG

�æ��Fç G� FéF¹
expiry seconds G ^ G 2 G •G UG 1 G • G > G6G•GV Gx FÜ!“�  FûFú G�G� F÷Fþ G2 G•GM GŠG^

�æ��Fç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ 4294967295 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ip dhcp snooping binding

ûF ç G � F éF ¹

�·$×
� FéF¹

�·$×
FéF¹
6õ4�GA GlG• GW G A G l G • G W 1 �� Â
ip dhcp snooping VLAN �VF÷ DHCP G G G Z G ŠG b G • G >G " G 2 G [G ŠG d G yF
show ip dhcp snooping binding DHCP G G G Z G ŠG b G • G > G ^ G 2 G •G UG 1 G • G > GUGŠGM GgGŠGG 
ÆFþ

Fû0¿��Få G�FïG^ G2 G•GUG1 G• G>FÚG�G�0¿���_��G" /²&gFç G
show ip source binding DHCP G G G Z G ŠG b G • G > G ^ G 2 G •G UG 1 G • G > GUGŠGM GgGŠGG 
ÆFþ

FÚG�G�7ü$×Fû0¿��Få G�FïG^ G2 G•GUG1 G• G>G" /²&gFç G�
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ip dhcp snooping database

G ŠG F G 5 G •G V
IGQ GV G" /œ FÖ Fû

F¹

>2
ç G � F éF ¹

� �

�FþFÿF¸

>2

>2

>2
F Ò G �F ã

>2

ë H�&ÊH�

G �

?3æG"
ÿ

ip dhcp snooping database
DHCP G G G Z G ŠG b G • G > G ^ G 2 G •G UG 1 G • G > GUGŠGM GgGŠGG G6GŠGF G5 G•GV G" 0¿�� FéG�FûFÿF¸ip dhcp 
snooping database G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G 6
FþGUG1 GIGŠGd Gy�ìF¸ GM G2 GnG0 G4GV �ÍFþ Gx GIGQ GV F¸ G� FïFÿ�iFÝ 3¸G�4����ÍFþ Gx G
FÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

ip dhcp snooping database {{ flash[number]:/filename | ftp://user:password@host/filename | 
http: //[[username:password]@]{hostname | host-ip}[/directory]/image-name.tar | 
rcp:// user@host/filename | tftp:// host/filename} | timeout seconds | write-delay seconds}

no ip dhcp snooping database [timeout | write-delay]

�S�eFþ1��Â

GUGc G7 GyGV GUGŠGM GgGŠGG G6GŠGF G5 G•GV G� FïFÿG^ G2 G•GUG1 G• G> G c G / G 2 G yF þ URL FÿF¸ ��*OFå G�Fö FÔG� FëG#

G M G 2 G nG 0 G 4G V � ÍF ÿF ¸300 & Ê H �5 �(H� F÷ FéF¹

�iFÝ 3¸G�4����ÍFÿF¸ 300 & Ê H �5 �(H� F÷ FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • 

flash[number]:/filename GUGŠGM GgGŠGG G6GŠGF G5 G•GV G� FïFÿG^ G2 G•GUG1 G• G G c G / G
GyFÜGc GwGQ GE Gs G o G pG x F û F Ò G �F ã F ø G " � æ� �F

H��õ�–H� GG GM GQ G= GlGG GM GŠFþGG GM GQ G= G o G •G ^$ �� •G " � æ
FéG�FûFÿF¸number G _ G w G o G ŠG M G " � Q# ÝF ç G � F éF ¹number Fû�æ
��F÷FÝ G�(
�VFÿ 1 HZ 4 F ÷ F éF ¹

H��@H� GG GM GQ G= �S�BFÜGCGkGŠGV Få G�Fö FÔGCatalyst 
2960-S G G G 2G Q G OF ðF áF ÷ F éF ¹

ftp:// user:password@host/filename GUGŠGM GgGŠGG G6GŠGF G5 G•GV G� FïFÿG^ G2 G•GUG1 G• G G c G / G
GyFÜ FTP GCGŠG^Fû FÒ G�Fã Fø G" �æ��Fç G� FéF¹

http: //[[username:password]@]
{hostname | host-ip}[/directory]
/image-name.tar

GUGŠGM GgGŠGG G6GŠGF G5 G•GV G� FïFÿG^ G2 G•GUG1 G• G G c G / G
GyFÜ FTP GCGŠG^Fû FÒ G�Fã Fø G" �æ��Fç G� FéF¹

rcp:// user@host/filename GUGŠGM GgGŠGG G6GŠGF G5 G•GV G� FïFÿG^ G2 G•GUG1 G• G G c G / G
GyFÜ Gx GpGŠGV G A G bG Š GeG{ GV GA Gy H�RCPH � G CG ŠG ^F û
F ø G " � æ� �F ç G � F éF ¹

tftp:// host/filename GUGŠGM GgGŠGG G6GŠGF G5 G•GV G� FïFÿG^ G2 G•GUG1 G• G G c G / G
GyFÜ TFTP GCGŠG^Fû FÒ G�Fã Fø G" �æ��Fç G� FéF¹

timeout seconds GUGŠGM GgGŠGG 3?3æGeG{ GIGG G" �tFñ�) G�G� F÷Fþ�ì6
G " � æ� �F ç G � F éF ¹

GUGcG7 GyGV Fÿ 300 &ÊF÷ FéF¹�æ��F÷FÝ G�(
�VFÿ 0 HZ 86400 F÷
FéF¹ !“�‡7HFþ�‡6ëG" ��*O FéG�FûFÿF¸0 G " � Q# ÝF ç G � F éF ¹ F ã
Fÿ3?3æG" !“�‡7HFû0è/œ FéG�Fã Fø G" �–�áFç G� FéF¹

write-delay seconds G ^ G 2 G •G UG 1 G • G > GUGŠGM GgGŠGG FÜ�š�fFå G�Fï�‹FûF¸ 3
4� G�Fë G��‡6ë H�&ÊH� G" �æ��Fç G� FéF¹ GUGcG7 GyGV �ÍF 300 
&ÊF÷ FéF¹ �æ��F÷FÝ G�(
�VFÿ 15 HZ 86400 F ÷ F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ip dhcp snooping database

G�Fã Fø

F¸

2 G•GUG1 G• G>
ŠG= GgGŠGG Fþ
G 1 G • G >G " � i

ŠG M G gG ŠG G

y
?3æ
#F¹ GCGŠG^FÜ

G� 5�0[F÷Fÿ FÒG� G�

ç G � F éF ¹

# ÝF ç

� Q# Ý

•GUG1 G• G>
ú FáG�

� Ñ F é

éF ¹
G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•DHCP G G G Z G ŠG b G • G > G ^ G 2 G •G UG 1 G • G > GUGŠGM GgGŠGG FûFÿF¸8192 FþG^ G2 G•GUG1 G• G>G" �µG�
FÜF÷FÝ G� FéF¹

GUGŠGM GgGŠGG 
ÆFþ Gx GŠGG �ì6ëG" �G&�Fú�ì6ëFûFéG�FûFÿF¸ G[GQ GV G}GŠG= G M G 2 G n G e G { G V G A G y
H�NTPH� G" G2 G[GŠGd GyFûFç F¸ ��Fþ�µ+�G" 0¿�� FéG�Fã Fø G" �IFß �N�áFç G� FéF¹

• NTP 1�0É

• NTP G b G 0F ÚG �G �G CG ŠG ^ G0GK GE G6GŠGEGu G•

• NTP GdG{ GŠ GW G;Gq GG GV GCGŠ GaGG

• NTP G0G= GIGG �D7H

• NTP G_G?GQ GV 3æ�™
– IP G 0 G WG z G G

NTP FÜ0¿��Få G�Fö FÔG����œF¸ GG G2GQ GOFþGE GG GT Gn G = G { G Q G = F Ü NTP Fø � �‡�ìFå G�FïFø FÝ FûFðFá
GG G2GQ GOFÜG^ G2 G•GUG1 G• G>Fþ�š�f
Æ��G" G^ G2 G•GUG1 G• G> G c G / G 2 G yF û� iF Ý 3 ¸G �G � F éF ¹

NVRAM F ø G c G wG Q G E G s Go GpGx Fþ�g�‰FþGG GV Gz GŠGF��5�FûFÿ7H G� FÜ FÒ G�FïG�F¸ G^ G 
G c G / G 2 G yG " TFTP GCGŠG^�VFû�–�Ñ FéG�Fã Fø G" �N�áFç G� FéF¹ GG G2GQ GOFÜ G[GQ GV G}G 
URL H�TFTP G� FTP Fú FùH� Fþ0¿���íG� URL 
ÆFþG^ G2 G•GUG1 G• G> G c G / G 2 G yF ûG ^ G 2 G •G U
FÝ 3¸G��SFûF¸ Fã Fþ URL Fû'5Fþ Gc G/ G2 GyG" �8�BFç Fö FÚFß �²0[FÜ FÒG� G� FéF¹

DHCP G G G Z G ŠG b G • G > G ^ G 2 G •G UG 1 G • G > GUGŠGM GgGŠGG G" GG GM GQ G= GlGG GM GŠ NVRAM Fû�–�Ñ FéG�Fû
FÿF i̧p dhcp snooping database flash[number]:/filename G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG
FÿF¸ GG GM GQ G= G o G •G ^ NVRAM Fû�–�ÑFå G�G� FëG#F¹

ip dhcp snooping database timeout G A G l G • G W F û 0 &ÊG" 0¿��Fç F¸ GUGŠGM GgGŠGG G" TFTP G c G / G 2 G
Fû�iFÝ 3¸G#F÷ FÔG�Fø FÝ FûF¸TFTP GCGŠG^FÜ GN G4 G•Fç Fï���œF¸ GUGŠGM GgGŠGG G6GŠGF G5 G•GV Fÿ3
G" !“�‡7HFû)FFá G� FÖ Fø Fç G� FéF¹ Fã Fþ3?3æFÜ4
/œ�pFþ6ëF¸ �ÚFþ3?3æFÿ6ä��Få G�G� FëG
GN G4 G•Fç Fö FÔG����œF¸ Gc G/ G2 GyG" �iFÝ 3¸G�Fã Fø FÜF÷FÝ Fú FÔFïG�F¸ Fã G�Fÿ FÒG�
FëG#F¹

G6GŠGF G5 G•GV G" GUG1 GIGŠGd GyFûFéG�FûFÿF¸no ip dhcp snooping database G A G l G • G WG " � Q# ÝF

G M G 2 G nG 0 G 4G V � ÍG " G x G IG Q G V F éG �F ûF ÿF ¸no ip dhcp snooping database timeout G A G l G • G WG " � Q
G � F éF ¹

�iFÝ 3¸G�4����ÍG" Gx GIGQ GV FéG�FûFÿF¸no ip dhcp snooping database write-delay G A G l G • G WG "
F ç G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ IP G 0 G WG z G G 10.1.1.1 Fþ directory Fø FÔ FÖ �¡�SFþGUG1 Gz G= GV Gx 
ÆFûG^ G2 G 
G c G / G 2 G yG " � –� Ñ F éG �� ‰� 2G " & gF ç G � F éF ¹TFTP GCGŠG^Fû file Fø FÔ FÖ �¡�SFþ Gc G/ G2 GyFÜ�Ñ�~Fç F
G�Fú G� G� FëG#F¹
Switch(config)# ip dhcp snooping database tftp://10.1.1.1/directory/file

��Fþ�[F÷FÿF¸ G G G M G Q G = GlGG GM GŠ NVRAM Fû file01.txt F ø F Ô F Ö G ^ G 2 G •G UG 1 G • G > G c G / G 2 G yG " � –
G��‰�2G" &gFç G� FéF¹
Switch(config)# ip dhcp snooping database flash:file01.txt

0¿��G" &�1� FéG�FûFÿFşhow ip dhcp snooping database "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ip dhcp snooping database

ûF ç G � F éF ¹

��Fç

TGŠGM
6õ4�GA GlG• GW G A G l G • G W 1 �� Â
ip dhcp snooping VLAN �VF÷ DHCP G G G Z G ŠG b G • G >G " G 2 G [G ŠG d G yF
ip dhcp snooping binding DHCP G G G Z G ŠG b G • G > G ^ G 2 G •G UG 1 G • G > GUGŠGM GgGŠGG G" 0¿

G � F éF ¹
show ip dhcp snooping database DHCP G G G Z G ŠG b G • G > GUGŠGM GgGŠGG G6GŠGF G5 G•GV FþGG G

G G G " / ²& gF ç G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ip dhcp snooping information option

G z G Š
yF û F éG �� ²0 [F Ü F ÒG �

F ö
�

tGY
F û F Ò G �� �� œF ÿF ¸ G CG ŠG ^F ÿF ã F þ� Â' Å
ç F ¸ G 8
GeGEGu G•
?GQ
ip dhcp snooping information option
DHCP G8GeGEGu G• 82 GUGŠGM ��
°G" G2 G[GŠGd GyFûFéG�FûFÿF¸ip dhcp snooping information option 
G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹DHCP G8GeGEGu G• 82 GUGŠGM ��
°
G " G UG 1 G IG ŠG d G yF ûF éG �F ûF ÿF ¸ F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

ip dhcp snooping information option

no ip dhcp snooping information option

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV DHCP G8GeGEGu G• 82 GUGŠGM Fÿ��
°Få G�G� FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • 

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•DHCP G G G Z G ŠG b G • G >0 ¿� �G " � w�  F û F éG �F ûF ÿF ¸ip dhcp snooping G>G{ GŠG^ Gy G A G •G c G 1 G <G s
GEGu G• G A G l G • G WG " � Q# ÝF ç F ö DHCP G G G Z G ŠG b G • G >G " G >G { G ŠG ^ G yF û G 2 G [G ŠG d G
G � F éF ¹

G8GeGEGu G• 82 �µ+�FÜ G2 G[GŠGd GyFþ���œF¸ GG G2GQ GOFÜGi GG GV FÛ G�Fþ DHCP 0[�ÓG" �w�™ FéG�Fø F¸
G8GeGEGu G• 82 �_��FÜG_G?GQ GV Fû3ã�•Få G�G� FéF¹ G8GeGEGu G• 82 �_��FûFÿF¸ GG G2GQ GO MAC G 0 G W
G z G G H �G x G pG ŠG V ID GCGdG8GeGEGu G•H�F¸ FÚG�G�G_G?GQ GV FÜ�w�™Få G�Fï vlan-mod-port H��G)z ID GC
GdG8GeGEGu G•H� FþGkGŠGV ID FÜ�µG� G�G� FéF¹ GG G2GQ GOFÿF¸Option 82 G c G 1 G Š G yG WG " � µG � DHCP 0[
�ÓG" DHCP GCGŠG^Fû3?3æFç G� FéF¹

DHCP GCGŠG^FÜG_G?GQ GV G" �w�™ FéG����œF¸ Gx GpGŠGV IDF ¸ � G) z IDF ¸ G � F ïF ÿ� g� ‰G " � Q# ÝF ç IP G0
GWGz GG G" �m G� �\Fö G�Fø Fø G� FûF¸�"�MFþ Gx GpGŠGV ID G � F ïF ÿ� G) z ID Fû�m G� �\Fö G�Fã Fø FÜF÷FÝ G IP 
G0 GWGz GG �XFþ�D7HFú FùFþGk Gx GEGŠG" 4:#Ý FéG�Fã Fø FÜF÷FÝ G� FéF¹ ��Fû DHCP GCGŠG^FÿF¸DHCP �Â
'Å
ÆFûG8GeGEGu G• 82 G c G 1 G Š G yG WG " G 6G A G ŠF ç G � F éF ¹

GG G2GQ GOFû G�FóFö0[�ÓFÜGCGŠG^Fû Gx Gz GŠFå G�Fï���œF¸DHCP GCGŠG^Fÿ�Â'ÅG" GG G2GQ GOFûG
G ;G q G G G V F ç G � F éF ¹ G = G w G 2 G 0G •G V F ø G CG ŠG ^F Ü�   F è G CG dG [G Q G V � V
G " G dG { G Š G W G ;G q G G G V F ç G � F éF ¹ G G G 2G Q G OF ÿF ¸ G x G pG ŠG V ID G � F ïF ÿ� G) z ID G c G 1 G Š G yG WG " � è� �F
GeGEGu G• 82 GUGŠGM FÜ�q�6FÛ G� ��
°Få G�Fö FÔFïFÛG" &�1�Fç G� FéF¹ GG G2GQ GOFÿF¸ G8 82 
G c G 1 G Š G yG WG " � P7 VF ç F ¸DHCP 0[�ÓG" 3æ�™Fç Fï DHCP G i G G G V F û� K) F F éG �G G G 2G Q G O GkGŠGV FûG_G
G V G " 3 ?3 æF ç G � F éF ¹

�[ � �FûF¸DHCP Option 82 GUGŠGM ��
°G" G2 G[GŠGd GyFû FéG��[G" &gFç G� FéF¹
Switch(config)# ip dhcp snooping information option

0¿��G" &�1� FéG�FûFÿFşhow ip dhcp snooping GtGŠGD EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G WF Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ip dhcp snooping information option

G � F éF ¹
6õ4�GA GlG• GW G A G l G • G W 1 �� Â
show ip dhcp snooping DHCP G G G Z G ŠG b G • G >0 ¿� �G " / ²& gF ç G � F éF ¹
show ip dhcp snooping binding DHCP G G G Z G ŠG b G • G > G ^ G 2 G •G UG 1 G • G >� _� �G " / ²& gF ç
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ip dhcp snooping information option allow-untrusted

eGEGu G•
F ¸ G 0G >G x G @G Š
1
ã F þG A G l G • G WF þ

G�F¸ G8GeGEGu G•

>F ¸
G EG u G •F ú F ù
F¸ G0G>Gx G@GŠGEGu G•
Ý Fú FÔGkGŠGV F÷�w�™Få

Gc G5 G2GG Fû�K)FFå

Gu

G ŠG EG u G •Q
FþG^ G2 G•GUG1
d GyFûFé
kG ŠG V

WG " 
 °� Š F éG �F ø F ¸ � ™8 —F ÷
ip dhcp snooping information option allow-untrusted
G6GQ GF GG G2GQ GOFû�K)FFå G�Fö FÔG��™8—F÷FÝ Fú FÔGkGŠGV F÷�w�™ FéG�FÛF¸ G8G 82 �_��G" �â
Fô DHCP G_G?GQ GV G" �wFá
°G�G� G� FÖ Fû G0G>Gx G@GŠGEGu G• G G G 2G Q G OG " 0 ¿� � F éG �F ûF ÿ
GEGu G• G G G 2G Q G OF ÷ ip dhcp snooping information option allow-untrusted G>G{ GŠG^ Gy G A G •G c G
G<Gs Gz GŠGEGu G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿF ¸ F no �g�'
G " � Q# ÝF ç G � F éF ¹

ip dhcp snooping information option allow-untrusted 

no ip dhcp snooping information option allow-untrusted

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV G G G 2G Q G OF ÿF ¸ G 6G Q G F GG G2GQ GOFû�K)FFå G�Fö FÔG��™8—F÷FÝ Fú FÔGkGŠGV F÷�w�™ Fé 
82 �_��G" �âFô  DHCP G_G?GQ GV G" GW G{ GQ GeFç G� FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • 

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•G i G G G V F û� K) FF å G �F ï G 6G Q G F G G G 2G Q G OF ÜF ¸ G [G Q G V G }G ŠG = F þ G 6G Q G FF ÷ DHCP G8GeGEGu G• 82 �_��G"
��
° FéG� G� FÖ Fû0¿��Fç Fï FÔ���œFÜ FÒG� G� FéF¹ G� Fï7Ÿ(ÙGG G2GQ GOF÷FÿF¸DHCP G G G Z G ŠG b G • GIP 
G K G ŠG G G:GŠ GWF¸ G� FïFÿGN G2 GXGm GQ G= G 0 G WG z G G 0 Ž� ôG e G { G V G A G y H �ARPH � G 2 G •G G G hG =
Fþ DHCP GIG;Gs Gx GTG1 �µ+ �G" G2 G[GŠGd GyFû FéG�Fã Fø G� F÷FÝ G� FéF¹ F ï FðFç GG
G2GQ GOF÷ DHCP GG GZ GŠGb G• G>G" G2 G[GŠGd GyFû FéG�Fø F¸ GG G2GQ GOFÿ�™8—F÷F
G�Fï G8GeGEGu G• 82 �_��G" �âFôG_G?GQ GV G" GW G{ GQ GeFç F¸ �™8—F÷FÝ G� G2 G•GM GŠ
G�Fï GUG^ G2GG Fþ DHCP G G G Z G ŠG b G • G > G ^ G 2 G •G UG 1 G • G >G " � Û* fF ç G � F ëG #F ¹

G i G G G V F û� K) FF å G �F ï G 6G Q G F G G G 2G Q G OF Ü G 8G eG EG u G • 82 �_��G" ��
° FéG����œFûF¸ G0G>Gx G@GŠGE
G• G G G 2G Q G OF ÷ DHCP G G G Z G ŠG b G • G >G " � Q# Ý F éG �F ûF ÿF ¸ G 0G >G x G @G ŠG EG u G • G G G 2G Q G OF ÷ ip dhcp 
snooping information option allow-untrusted G A G l G • G WG " 
 °� ŠF ç G � F éF ¹ G 0G >G x G @ G G G 2G
GOFÿ�™8—F÷FÝ Fú FÔGkGŠGV F÷ DHCP G G G Z G ŠG b G • G > G_G?GQ GV G" �w�™Fç G� FéFÜF¸ Gi GG GV
G • G >G " � Û* fF ÷F Ý G � F éF ¹ G 0G >G x G @G ŠG EG u G • G G G 2G Q G OF ÷ DHCP GIG;Gs Gx GT G1 �µ+�G" G2 G[GŠG
G�Fã Fø G� �•+�F÷ FéF¹ G0 G>Gx G@GŠGEGu G• G G G 2G Q G OF Ü� K) FF å G �F ö F ÔG � G 6G Q G F G G G 2G Q G O� VF þG
FÿF¸ �™8—F÷FÝ G�GkGŠGV Fø Fç Fö0¿�� FéG��²0[FÜ FÒG� G� FéF¹

H��@H� �™8—F÷FÝ Fú FÔGUG^ G2GG FÜ�K)FFå G�Fï G0 G>Gx G@GŠGEGu G• G G G 2G Q G OF û ip dhcp snooping information 
option allow-untrusted G A G l G • G WG " 
 °� ŠF ç F ú F ÔF ÷F ß F ðF å F ÔF ¹ F ã F þG A G l G • G
F Ý F ú F ÔG UG ^ G 2G G F Ü G 8G eG EG u G • 82 �_��G" GG GeGŠGc G1 G• G>FéG��•+��öFÜ FÒG� G� FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G WF Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ip dhcp snooping information option allow-untrusted

_G ?G Q G V F þ G 8G eG EG u

G � F éF ¹
�[ ��Fþ�[F÷FÿF¸ G0G= GIGG G G G 2G Q G OF ÜF ¸ G 6G Q G F G G G 2G Q G OF Û G �F þ� ™8 —F ÷F Ý F ú F ÔG
G• 82 �_��G" &�1�FëFêFûF¸ G_G?GQ GV G" �wFá
°G�G� G� FÖ Fû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# ip dhcp snooping information option allow-untrusted

0¿��G" &�1� FéG�FûFÿFşhow ip dhcp snooping GtGŠGD EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
show ip dhcp snooping DHCP G G G Z G ŠG b G • G >0 ¿� �G " / ²& gF ç G � F éF ¹
show ip dhcp snooping binding DHCP G G G Z G ŠG b G • G > G ^ G 2 G •G UG 1 G • G >� _� �G " / ²& gF ç
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ip dhcp snooping limit rate

� F éG �F û
ÝF ç G �

—F÷FÝ G� G2 G•GM GŠGc G5
GQ GO
ÆFþ0
�XFþ
Ÿ( Ù F éG �F þF ÷F ¸ G 2

FÔF¹

2 G[GŠGd
è/œFç G�
Š
G G F ÿ

û0 ¿� � F é

G F

G � F éF ¹
ip dhcp snooping limit rate
G 2 G •G M G ŠG c G 5 G 2G G F Ü 1 & Ê F ÒF ï G � F û� w� ™ F éG �F ã F ø F þF ÷F Ý G � DHCP G o G Q G IG ŠG FF þ� XG " 0 ¿�
FÿFi̧p dhcp snooping limit rate G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q#
FéF¹ GUGcG7 GyGV 0¿��Fû�̀ FéFûFÿF̧ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

ip dhcp snooping limit rate rate

no ip dhcp snooping limit rate

�S�eFþ1��Â

GUGc G7 GyGV DHCP G G G Z G ŠG b G • G > G z G ŠG V � D7 HF ÿF ¸ G UG 1 G IG ŠG d G yF ÷ F éF ¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • 

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•3û�–F¸ Gz GŠGV �D7HFÿ�™8—F÷FÝ Fú FÔG2 G•GM GŠGc G5 G2GG Fû4:#ÝFå G�G� FéF¹ �™8
G2GG FþGz GŠGV �D7HG" 0¿�� FéG����œF¸ �™8—F÷FÝ G� G2 G•GM GŠGc G5 G2GG FÿGG G2 VLAN 
� V H �� M4 ŠF ÿG G G Z G ŠG b G • G >F å G �F ú F Ô� �� œF Ü F ÒG � G � F éH � F þ DHCP G V G w G c G 1 G Q G = G " 7
G•GM GŠGc G5 G2GG Gz GŠGV �D7HG" 9× FÔ�ÍFû1*�Z FéG��²0[FÜ FÒ G�Fã Fø Fû�@�–Fç Fö Fß FðFå

Gz GŠGV �D7HG" 2x FØFï���œF¸ G2 G•GM GŠGc G5 G2GG FÜ errdisable FûFú G� G� FéF¹errdisable recovery 
dhcp-rate-limit  G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • GA Gl G• GWG" 
°�ŠFç Fö G6GwGŠ�G�ŸG" G
GyFûFç Fï���œF¸ G2 G•GM GŠGc G5 G2GG Fÿ FéG	FöFþ�N�IFÜ�ì6ë�)G�FûFúFóFï7•Fû�·�8G" 
Ì0
FéF¹ G6GwGŠ�G�ŸGo G9GY GH GnFÜ G2 G[GŠGd GyF÷Fú FÔ���œF¸shutdown FÚG�G� no shutdown G 2 G •G M G
G c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " 
 °� Š F éG �G � F ÷ G 2 G •G M G ŠG c G 5 G 2 errdisable GG
GTGŠGV FþG� G� F÷ FéF¹

�[ ��Fþ�[FÿF¸ G2 G•GM GŠGc G5 G2GG �VF÷Go GQ GIGŠGF G z G ŠG V � D7 HG " 1 & Ê F ÒF ï G � 150 G o G Q G IG ŠG FF
G��‰�2G" &gFç G� FéF¹
Switch(config-if)# ip dhcp snooping limit rate 150

0¿��G" &�1� FéG�FûFÿFşhow ip dhcp snooping GtGŠGD EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

rate G 2 G •G M G ŠG c G 5 G 2G G F Ü 1 & Ê F ÒF ï G � F û� w� ™ F éG �F ã F ø F þF ÷F Ý G � DHCP G o G Q G IG Š
Fþ�XF¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ 2048 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
errdisable recovery �G�ŸGo G9GY GH GnG" 0¿��Fç G� FéF¹
show ip dhcp snooping DHCP G G G Z G ŠG b G • G >0 ¿� �G " / ²& gF ç G � F éF ¹
show ip dhcp snooping binding DHCP G G G Z G ŠG b G • G > G ^ G 2 G •G UG 1 G • G >� _� �G " / ²& gF ç
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ip dhcp snooping trust

�öFÜ FÒ G�G� Fþ
EG u G ••

—F÷FÝ G�GkGŠGV Fø Fç
ŠGV Fø Fç Fö0¿��Fç G�

G " & gF ç G � F éF ¹

G � F éF ¹
ip dhcp snooping trust
Dynamic Host Configuration ProtocolH�DHCPH� GG GZ GŠGb G• G>FþFïG�FûGkGŠGV G" �™8—
F ø F ç F ö0 ¿� � F éG �F ûF ÿF ¸ip dhcp snooping trust G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG G A G l G
GWG" �Q#ÝFç G� FéF¹ GUGcG7 GyGV 0¿� �Fû� ` FéFûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

ip dhcp snooping trust

no ip dhcp snooping trust

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV DHCP G G G Z G ŠG b G • G >� ™8 —F ÿF ¸ G UG 1 G IG ŠG d G yF ÷ F éF ¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•DHCP GCGŠG^F¸ FíFþ�ÚFþGG G2GQ GOF¸ G� FïFÿ GyGŠGM Fû�K)FFå G�FïGkGŠGV G" �™8
Fö0¿� �Fç G� FéF¹DHCP G= Gw G2 G0G•GV Fû�K)FFå G�Fï GkGŠGV G" �™8—F÷FÝ Fú FÔGkG
FéF¹

�[ ��Fþ�[F÷FÿF¸ GkGŠGV �VF÷ DHCP G G G Z G ŠG b G • G >� ™8 —G " G 2 G [G ŠG d G yF û F éG �� ‰� 2
Switch(config-if)# ip dhcp snooping trust

0¿��G" &�1� FéG�FûFÿFşhow ip dhcp snooping GtGŠGD EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

G x G x G ŠG G � š� f
 Æ� �
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show ip dhcp snooping DHCP G G G Z G ŠG b G • G >0 ¿� �G " / ²& gF ç G � F éF ¹
show ip dhcp snooping binding DHCP G G G Z G ŠG b G • G > G ^ G 2 G •G UG 1 G • G >� _� �G " / ²& gF ç
2-241
Catalyst 2960F¸2960-SF ¸ F ÚG �G � 2960-P G G G 2G Q G O G A G l G • G W G x G c G /G z G •G G

OL- 29499-01-J



 

'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ip dhcp snooping verify

G 2 G 0G •G V
Q GO= G �
G ŠG EG u G •
ûF ÿF ¸ F ã F þG A

�F ú F ÔG kG ŠG V

V Fþ0G •
2
����œF¸ GG G2GQ

G_G?GQ GV G" GW G{ GQ GeFç
ip dhcp snooping verify
GG G2GQ GOFÜF¸ �™8—�öFþ Fú FÔGkGŠGV �VF÷ DHCP G_G?GQ GV Fþ3æ�™
– MAC G 0 G WG z G G F ÜG = G w
F þ G ]G Š G W G 4 G 5 G 0 G0 GWGz GG Fø �M+´ FéG�Fã Fø G" &�1� FéG� G� FÖ 0¿�� FéG�FûFÿF¸ GG G2G G G G M G Q G
FïFÿGG GM G• GW G0G{ G• G G G 2G Q G O� VF ÷ ip dhcp snooping verify G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z 
G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G G G 2G Q G OF Ü MAC G 0 G WG z G G G " & �1 �F ç F ú F ÔG � F Ö F û0 ¿� � F éG �F
G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

ip dhcp snooping verify mac-address

no ip dhcp snooping verify mac-address

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV G G G 2G Q G OF ÿF ¸ G _G ?G Q G V F þG = G w G 2 G 0G •G V G]GŠ GW G4 G5 G0 G 0 G WG z G G F ø � M+ ´ F éG �� ™8 —F å G
F÷�w�™Fç Fï DHCP G_G?GQ GV Fþ3æ�™
– MAC G 0 G WG z G G G " & �1 �F ç G � F éF ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•GCGŠ GaGG GeG{ G^ G2 GNGŠ G[GQ GV G}GŠG= F÷F¸ GG G2GQ GOFÜ�™8—F÷FÝ Fú FÔGkGŠG DHCP G = G w G 2 G
GV FÛ G� G_G?GQ GV G" �w�™Fç Fï���œF¸ GG G2GQ GOFÿ+¬�·$×Fû3æ�™
– MAC G 0 G WG z G G F ø DHCP G = G w G
G0G•GV G]GŠ GW G4 G5 G0 G0 GWGz GG FÜ�M+´ FéG�FÛG" &�1�Fç G� FéF¹ G0 GWGz GG FÜ�M+´ FéG
GOFÿG_G?GQ GV G" 3?3æFç G� FéF¹ G0 GWGz GG FÜ�M+´Fç Fú FÔ���œF¸ GG G2GQ GOFÿ
G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ MAC G0 GWGz GG &�1�G" GUG1 GIGŠGd GyFû FéG��‰�2G" &gFç G� FéF¹
Switch(config)# no ip dhcp snooping verify mac-address

0¿��G" &�1� FéG�FûFÿFşhow ip dhcp snooping GtGŠGD EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G WF Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show ip dhcp snooping DHCP G G G Z G ŠG b G • G >0 ¿� �G " / ²& gF ç G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ip dhcp snooping vlan

G ŠG EG u G •
� ` F éF ûF ÿF ¸ F ã F þG A G l

û G 2 G [G ŠG d G yF û

�è��

F ¹

lF ÷� 


ŠG d G yF ûF ç G � F éF ¹
ip dhcp snooping vlan
VLAN �VF÷ DHCP G G G Z G ŠG b G • G >G " G 2 G [G ŠG d G yF û F éG �F ûF ÿF ¸G >G { G ŠG ^ G y G A G •G c G 1 G <G s G z 
GpGŠ GW F÷ ip dhcp snooping vlan G A G l G • G W F ÷� Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û
G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

ip dhcp snooping vlan vlan-range

no ip dhcp snooping vlan vlan-range 

�S�eFþ1��Â

GUGc G7 GyGV FéG	FöFþ VLAN �VF÷ DHCP G G G Z G ŠG b G • G >F ÜG UG 1 G IG ŠG d G yF ÷ F éF ¹

G A G l G • G W GpGŠ GW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • 

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•VLAN �VF÷ DHCP G G G Z G ŠG b G • G >G " G 2 G [G ŠG d G yF û F éG �� SF ûF ¸ G � F ê ip dhcp snooping G>G{ GŠG^ Gy GA
G•Gc G1 G<Gs Gz GŠGEGu G• G A G l G • G WG " 
 °� ŠF ç F öF ¸DHCP G G G Z G ŠG b G • G >G " G >G { G ŠG ^ G yF
FéG��²0[FÜ FÒG� G� FéF¹

DHCP GG GZ GŠGb G• G>FÿF¸ �™8—F÷FÝ Fú FÔGkGŠGV F÷�w�™Fç Fï DHCP G_G?GQ GV G" �æ/œ�w�™Fç Fö
F ç F ¸ G _G ?G Q G V G " 3 ?3 æG � F ïF ÿ G W G { G Q G eF ç G � F éF ¹

0¿��G" &�1� FéG�FûFÿFşhow ip dhcp snooping GtGŠGD EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ DHCP G G G Z G ŠG b G • G >G " VLAN 10 F ÷ G 2 G [G ŠG d G yF û F éG �� ‰� 2G " & gF ç G � F é
Switch(config)# ip dhcp snooping vlan 10

6õ4�GA GlG• GW

vlan-range DHCP G G G Z G ŠG b G • G >G " G 2 G [G ŠG d G yF ûF éG � VLAN ID G � F ïF ÿ VLAN (
�VG" �æ��
F ç G � F éF ¹ � æ� �F ÷F Ý G �( 
� VF ÿ 1 HZ 4094 F ÷ F éF ¹

VLAN ID $��•Fû G�FóFö"I��Få G�G��"�MFþ VLAN ID F ¸ F í G �F îG �G " G 9 G •G
�)FóFï�M4�Fþ VLAN ID F ¸ G ]G 2 G c G •G " 6 ëF û� �
 °F ç F ï VLAN ID Fþ(
�VF¸ G� FïFÿ

›8ŒFÚG�G��Ž�•Fþ VLAN ID F÷�
�)G� G�Fï  VLAN ID Fþ(
�VG" 
°�Š FéG�Fã Fø
FÜF÷FÝ G� FéF¹ Fã G�G� FÿGG GhGŠGG F÷�
�) G� G� FéF¹

G x G x G ŠG G � š� f
 Æ� �
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
ip dhcp snooping DHCP G G G Z G ŠG b G • G >G " G >G { G ŠG ^ G yF û G 2 G [G
show ip dhcp snooping DHCP G G G Z G ŠG b G • G >0 ¿� �G " / ²& gF ç G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ip dhcp snooping vlan information option format-type circuit-id string

-id 

� Q# Ý
• GWFþ

G z G Š
yF ûF éG �� ²0 [F Ü F ÒG � G �

¸
G �F ø F ¸ G CG Š
 F û

x
�

G 6G wG ŠŠG F

ÝFç

F¸ GCGŠ
ip dhcp snooping vlan information option format-type circuit
string

G8GeGEGu G• 82 �G)z  ID GCGdG8GeGEGu G•G" 0¿�� FéG�FûFÿF¸ip dhcp snooping vlan information 
option format-type circuit-id string  G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG "
F ç G � F éF ¹ G UG cG 7 G yG V F þ G CG ŠG ;G Q G V ID GCGdG8GeGEGu G•G" 0¿�� FéG�FûFÿF¸ Fã FþGA Gl G no �g�'
G " � Q# ÝF ç G � F éF ¹

ip dhcp snooping vlan vlan-id information option format-type circuit-id  [override] string 
ASCII-string 

no ip dhcp snooping vlan vlan-id information option format-type circuit-id [override] string

�S�eFþ1��Â

GUGc G7 GyGV vlan-mod-port �g�'FþGG G2GQ GO VLAN FÚG�G�GkGŠGV ID FÿF¸ GUGcG7 GyGV Fþ GCGŠG;GQ GV ID F ÷ F éF ¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • 

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•DHCP G G G Z G ŠG b G • G >0 ¿� �G " � w�  F û F éG �F ûF ÿF ¸ip dhcp snooping G>G{ GŠG^ Gy G A G •G c G 1 G <G s
GEGu G• G A G l G • G WG " � Q# ÝF ç F ö DHCP G G G Z G ŠG b G • G >G " G >G { G ŠG ^ G yF û G 2 G [G ŠG d G
FéF¹

G8GeGEGu G• 82 �µ+�FÜ G2 G[GŠGd GyFþ���œF¸ GUGcG7 GyGV Fþ GCGŠG;GQ GV ID GCGdG8GeGEGu G•FÿF
vlan-mod-port �g�'FþGG G2GQ GO VLAN FÚG�G�GkGŠGV ID F ÷ F éF ¹ F ã F þG A G l G • G WG " � Q# Ý F é
G;GQ GV ID F ø F ú G � ASCII �e�Ð�4G" 0¿��F÷FÝ G� FéF¹vlan-mod-port GcG7 GŠGlGQ GV G M G 2G eG " ! “�
F ç F ¸ F íF þ� æG �G � F ûG CG ŠG ;G Q G V ID G" �Q#ÝFç FöF¸ �•
°*…�_��G" ��*O FéG����œFo̧verride G;GŠ G}GŠ
GWG" �Q#ÝFç G� FéF¹

H��@H� GG G2GQ GO�VF÷�e�Ð�XFþ�¨ FÔGCGŠG;GQ GV ID G " 0 ¿� � F éG �� �� œF ¸NVRAM G � F ïF ÿG c G wG Q G E G s G o G pG
Fû6× FÔ�e�Ð�4FÜ�Z FØ G��s8jG" *ƒ�ÖFç Fö Fß FðFå FÔF¹ GCGŠG;GQ GV ID 0¿��FÜFíFþ�ÚFþGUGŠGM Fø )�G
�œG�Få G�Fï���œFŅVRAM G � F ïF ÿG c G wG Q G E G s G o G pG x F þ� �5 �G " 2 x F ØF ö F ç G � F ÔF ¸ G o G Q G IG
FÜ/²&gFå G�G� FéF¹

vlan vlan-id VLAN ID G " � æ� �F ç G � F éF ¹ � æ� �F ÷F Ý G �( 
� VF ÿ 1 HZ 4094 F÷
FéF¹

override H��õ�–H�3 HZ 63 Fþ ASCII �e�Ð H�GG GhGŠGG FúFç H� G" �Q#
FöF¸ �V�iFÝ �e�Ð�4G" �æ��Fç G� FéF¹

stringASCII-string 3 HZ 63 Fþ ASCII �e�Ð H�GG GhGŠGG FúFç H� G" �Q#ÝFç Fö
G;GQ GV ID G " � æ� �F ç G � F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(52)SE F ã F þG A G l G • G WF Ü3 ã� •F å G �G � F ç F ïF ¹ 
12.2(52)SE override G;GŠ G}GŠ GWFÜ3ã�•Få G�G� Fç FïF¹
2-244
Catalyst 2960F¸2960-SF ¸ F ÚG �G � 2960-P G G G 2G Q G O G A G l G • G W G x G c G /G z G •G G

OL- 29499-01-J



 

'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ip dhcp snooping vlan information option format-type circuit-id string

F¹

G� FéF¹

G 5 G 2G G � "� )G �
�[ ��Fþ�[F÷FÿF¸ G8GeGEGu G• 82 GCGŠG;GQ GV ID GCGdG8GeGEGu G•G" 0¿�� FéG��‰�2G" &gFç G� Fé
Switch(config-if)# ip dhcp snooping vlan 250 information option format-type circuit-id 
string customerABC-250-0-0

��Fþ�[F÷FÿF¸ G8GeGEGu G• 82 GCGŠG;GQ GV ID �V�iFÝ GCGdG8GeGEGu G•G" 0¿�� FéG��‰�2G" &gFç
Switch(config-if)# ip dhcp snooping vlan 250 information option format-type circuit-id 
override string testcustomer

0¿��G" &�1� FéG�FûFÿFşhow ip dhcp snooping GtGŠGD EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

H��@H� G x G pG ŠG V ID 0¿��G" �µG� G>G{ GŠG^ Gy G A G l G • G W� �� ŠF ðF áG " / ²& g F éG �F ûF ÿF ¸show ip dhcp snooping 
GtGŠGD EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G CG ŠG ;G Q G V ID F ø F ç F ö0 ¿� �F ç F ï G 2 G •G M G ŠG c
FïFÿ VLAN �"�)Fþ�e�Ð�4Fÿ/²&gFå G�G� FëG#F¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
show ip dhcp snooping DHCP G G G Z G ŠG b G • G >0 ¿� �G " / ²& gF ç G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ip igmp filter

ø F ÷F ¸ G z
F û
G ŠG EG u G •
/ G 2 G yG " � P7 V F éG �F ûF ÿF ¸ F ã F þ

� F éF ÜF ¸

G ŠG c G 5 G 2G G G "
ip igmp filter
G 2 G •G M G ŠG c G 5 G 2G G F û G 2 G •G M G ŠG [G Q G V G > G yG ŠG e' ö# .G e G { G V G A G y H �IGMPH � G " 4 :# Ý F éG �F ã F
G 2 G r 2 G 2 G •G M G ŠG c G 5 G 2G G � VF þ F éG 	F öF þG i G G G V F Ü 1 FôG� FïFÿ0
�XFþ IP G l G yG OG ;G q G G G V G > G yG ŠG e
�•
°F÷FÝ G�FÛ Fù FÖ FÛG" �D�š FéG�FûFÿF¸ip igmp filter  G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z 
G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G 2 G •G M G ŠG c G 5 G 2G G F Û G � � æ� �F å G �F ïG eG { G c G
G A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

ip igmp filter profile number

no ip igmp filter 

�S�eFþ1��Â

GUGc G7 GyGV IGMP F þ G c G 1 G yG M F ÿ4 :# ÝF å G �F ö F ÔG � F ëG #F ¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•IGMP G c G 1 G yG M F ÿG z G 2 G r 2 Fþ"@#. G2 G•GM GŠGc G5 G2GG Fþ G�Fû4:#ÝF÷FÝ G� FéF¹EtherChannel G > G yG Š
GeFû�“ FéG�GkGŠGV Fû�PFç Fö IGMP G c G 1 G yG M G " 4 :# Ý F éG �F ã F ø F ÿF ÷F Ý G � F ëG #F ¹

IGMP FþGeG{ Gc G/ G2 GyFÿ 1 FôG� FïFÿ0
�XFþGkGŠGV G 2 G •G M G ŠG c G 5 G 2G G F û4 :# ÝF ÷F Ý G1 FôFþ
GkGŠGV Fû�PFç Fö 1 FôFþGeG{ Gc G/ G2 GyFðFá4:#ÝF÷FÝ G� FéF¹

�[ ��Fþ�[F÷FÿF¸ IGMP GeG{ Gc G/ G2 Gy 22 G " G kG ŠG V F û4 :# Ý F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch(config)# interface gigabitethernet1//2
Switch(config-if)# ip igmp filter 22

0¿��G" &�1� FéG�FûFÿFşhow running-config "I�’  EXEC G A G l G • G WG " � Q# ÝF ç F ö G 2 G •G M
�æ��Fç G� FéF¹

6õ4�GA GlG• GW

profile number 4:#Ý FéG� IGMP Ge G{ Gc G/ G2 Gy$��•F¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ 4294967295 F÷
FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
ip igmp profile �æ��Få G�Fï IGMP G e G { G c G / G 2 G y$ �� •G " 0 ¿� �Fç G � FéF ¹
show ip dhcp snooping 
statistics

�æ��Få G�Fï IGMP G e G { G c G / G 2 G yFþ" I� öG " / ²& gFç G � FéF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ip igmp filter

G A G •G c G 1 G <G s G z G ŠG EG u
yFÜ
show running-config interface 
interface-id

G G G 2G Q G OF þ G 2 G •G M G ŠG c G 5 G 2G G � VF þ� �/ œ
G•G" H� G2 G•GM GŠGc G5 G2GG Fû4:#ÝFç Fö FÔG� IGMP GeG{ Gc G/ G2 G
F Ò G �� �� œF ÿF í G �G " � µG �H � / ²& gF ç G � F éF ¹

G A G l G • G W 1 �� Â
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ip igmp max-groups

�>
Fþ
0G { G •G O

G � F éF ¹
>z GkGŠ

�Û*fFç Fï�‹
FéG���Fþ
F ëG #F ¹

G 2G G F ÷

ÔF¹

¸ �è
FéF¹ Fã G�G�Fþ G6

ÿF¸ G2 G•GM GŠ
ç G � F éF ¹

F¸
Ü3?3æGTGŠGd GyFû

� œF ÿF ¸ � �F þ
0G= GEGu G•FûFú G�

FéF¹
ip igmp max-groups
G z G 2 G r 2 G2 G•GM GŠGc G5 G2GG FÜ�•
°�•+�Fú G2 G•GM GŠG[GQ GV G > G yG ŠG e' ö# .G eG { G V G A G y HIGMPH � G
GyGŠGeFþ�q�±�XG" 0¿��Fç Fï G� F¸ 3?3æGTGŠGd Gy
ÆF÷G6G•GV Gx FÜ�q�±�XFû4) FéG����œ IGMP GG
G { G Q G V G x G • G >� ·� 8G " 0 ¿� �F ç F ï G � F éG �F ûF ÿF ¸ G G G 2G Q G O G G G M G Q G = G � F ïF ÿG G G M G • G W G G G G 2G Q
�VF÷ ip igmp max-groups G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç
�q�±�XG" GUGcG7 GyGV �Í H�!“�D7HH� Fû�` FéFÛF¸ GUGcG7 GyGV FþGG G{ GQ GV Gx G• G G0G= GEGu G• H�G
G V G " G W G { G Q G eH � F û� ` F éF ûF ÿF ¸ F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

ip igmp max-groups { number | action { deny | replace}}

no ip igmp max-groups { number | action}

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV Fþ�q�± G> GyGŠGe�XFÿ�D7HFúFç F÷ FéF¹

G 2 G •G M G ŠG c G 5 G 2G G � VF û IGMP G > G yG ŠG e G6G•GV Gx Fþ�q�±�XFÜ FÒ G�Fã Fø G" GG G2GQ GOFÜ
FþF¸ GUGcG7 GyGV FþGG G{ GQ GV Gx G• G> G0G= GEGu G•F÷FÿF¸ G2 G•GM GŠGc G5 G2GG FÜ�w�™ IGMP Gz
GkGŠGV G" GW G{ GQ GeFç F¸ G2 G•GM GŠGc G5 G2GG Fû IGMP G > G yG ŠG eF þ G 6G •G V G x G " 3 ã� •F ç G �

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G WF ÿF ¸ G z G 2 G r 2 "@#. G2 G•GM GŠGc G5 G2GG FÚG�G�1=#. EtherChannel G 2 G •G M G ŠG c G 5
FðFá�Q#ÝF÷FÝ G� FéF¹EtherChannel G > G yG ŠG eF û� “ F éG �G kG ŠG V F û� PF ç F ö IGMP �q�± G> GyGŠGe�XG" 0¿
� � F éG �F ã F ø F ÿF ÷F Ý G � F ëG #F ¹

IGMP G G G { G Q G V G x G • G > G0G= GEGu G•G" 0¿�� FéG����œFûFÿF¸ ��Fþ�@�–�¦8oFû�‘FóFö Fß FðFå F

• G G G { G Q G V G x G • G > G0G= GEGu G•G" deny Fø Fç Fö0¿��Fç Fö �q�± G> GyGŠGe�D7HG" 0¿�� FéG����œF
�S3?3æGTGŠGd GyFû FÒFóFï G6G•GV Gx FÿF¸ �P7VFå G�G� FëG#FÜ�‡7H�)G�FûFú G� G�
G•GV Gx Fþ�‡7HFÜ�)G�Fï�‹F÷F¸ G6G•GV Gx Fþ�q�±�XFÜ3?3æGTGŠGd GyFû FÒ G����œF
G c G 5 G 2G G � VF ÷� w� ™F å G �F ï� �F þ IGMP G z G kG ŠG V G " G G G 2G Q G OF Ü G W G { G Q G eF

• G G G { G Q G V G x G • G > G0G= GEGu G•G" replace Fø Fç Fö0¿��Fç Fö �q�± G> GyGŠGe�D7HG" 0¿�� FéG����œ
�è�S3?3æGTGŠGd GyFû FÒFóFï G6G•GV Gx Fÿ�P7VFå G�G� FéF¹ �q�±�XFþ G6G•GV Gx F
FÒ G����œF¸ GG G2GQ GOFÿ Gw G• GN GnFû4E�¥Fç FïGl GyGOG;Gq GG GV G6G•GV Gx G" �w�™Fç Fï IGMP Gz
GkGŠGV Fø *(FÝ �n FØG� FéF¹

number G 2 G •G M G ŠG c G 5 G 2G G F Ü� g� •F ÷F Ý G � IGMP G> GyGŠGeFþ�q�±�XF¹ �æ��F÷FÝ G�(
�VFÿ 0 
HZ 4294967294 F ÷ F é GUGcG7 GyGV 0¿��Fÿ!“�D7HF÷ FéF¹

action deny G6G•GV Gx Fþ�q�±�XFÜ IGMP G G G Z G ŠG b G • G >3 ?3 æG TG ŠG d G yF û F Ò G �� � 
IGMP �•
°Gz GkGŠGV G" GW G{ GQ GeFç G� FéF¹ Fã G�FÜGUGcG7 GyGV Fþ G
G � F éF ¹

action 
replace

�q�±�XFþ G6G•GV Gx FÜ IGMP GG GZ GŠGb G• G>3?3æGTGŠGd GyFû FÒ G����œF¸IGMP Gz
GkGŠGV G" �w�™Fç Fï�¤�ÑFþ G> GyGŠGeG" �‚Fç FÔG> GyGŠGeFû*(FÝ �n FØG�

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ip igmp max-groups

F ï� ¤� Ñ

G ŠG c G 5 G 2G G G "

M GŠGc G5 G2GG
• �q�± G> GyGŠGe�D7HFÜGUGcG7 GyGV H��D7HFúFç H� Fû0¿��Få G�Fö FÔG����œF¸ip igmp max-groups 
{ deny | replace} G A G l G • G WG " 
 °� ŠF ç F ö G � ! “�  F ÷ F éF ¹

�[ ��Fþ�[F÷FÿF¸ GkGŠGV FÜ�•
°F÷FÝ G� IGMP G > G yG ŠG e� XG " 25 Fû�D7H FéG��‰�2G" &gFç G� FéF¹
Switch(config)# interface gigabitethernet1/0/2
Switch(config-if)# ip igmp max-groups 25

��Fþ�[F÷FÿF¸ �q�±�XFþ G6G•GV Gx FÜ3?3æGTGŠGd GyFû FÒ G�Fø FÝ FûF¸IGMP G z G kG ŠG V G " � w� ™F ç
Fþ G> GyGŠGeG" �‚Fç FÔG> GyGŠGeFø *(FÝ �n FØ G� G� FÖ Fû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# interface gigabitethernet1/0/2
Switch(config-if)# ip igmp max-groups action replace

0¿��G" &�1� FéG�FûFÿFşhow running-config "I�’  EXEC G A G l G • G WG " � Q# ÝF ç F ö G 2 G •G M
�æ��Fç G� FéF¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
show running-config interface 
interface-id

G 2 G •G M G ŠG c G 5 G 2G G F Ü� g� •F ÷F Ý G � IGMP G> GyGŠGeFþ�q�±�XG�GG
G { G Q G V G x G • G > G0G= GEGu G•Fú FùF¸ GG G2GQ GOFþ G2 G•G
�VF÷��/œGA G•Gc G1 G<Gs Gz GŠGEGu G•G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ip igmp profile

2
<G s

G EG Q

2

F÷GeG{

F ç G � F éF ¹

G � F ï

GG G" 
°�Š

G � F éF ÜF ¸ � › G 2
ip igmp profile
G 2 G •G M G ŠG [G Q G V G > G yG ŠG e' ö# .G e G { G V G A G y H �IGMPH � G eG { G c G / G 2 G yG " � 8� BF ç F ¸IGMP GeG{ Gc G/ G
Gy G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GWG" 6ä�� FéG�FûFÿF̧ip igmp profile  G>G{ GŠG^ Gy G A G •G c G 1 G
G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ F ã F þ G pG Š G W F ÷F ¸ G G G 2G Q G O GkGŠGV FÛ G�Fþ IGMP G o G •G ^G Š
Ge G z G kG ŠG V G " G c G 1 G yG M G x G • G >F éG �F ïG �F þ IGMP GeG{ Gc G/ G2 GyFþ0¿� �G" �æ� �F÷FÝ G� FéF¹IGMP Ge
G { G c G / G 2 G yG " � P7 V F éG �F ûF ÿF ¸ F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

ip igmp profile profile number

no ip igmp profile profile number

�S�eFþ1��Â

GUGc G7 GyGV IGMP GeG{ Gc G/ G2 GyFÿ��*OFå G�Fö FÔG� FëG#F¹ 0¿��Få G�Fï� ��œF¸ GUGcG7 GyGV Fþ IGMP GeG{ Gc G/ G
GyFø Fþ�M+´�µ+�FÿF¸ �M+´ FéG� G0 GWGz GG G" �Ä�° FéG�0¿��FûFú G� G� FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•IGMP GeG{ Gc G/ G2 Gy G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GW F÷FÿF¸ ��FþGA Gl G• GWG" �Q#Ý FéG�Fã Fø
G c G / G 2 G yG " � 8� BF ÷F Ý G � F éF ¹

• deny H� �M+´ FéG� G0 GWGz GG G" �Ä�°Fç G� Fé H�GUGcG7 GyGV 0¿��Fþ"g�ÂH�F¹

• exit H�IGMP GeG{ Gc G/ G 2 G y G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GWG" )
�¢Fç G� FéF¹

• no H � G A G l G • G WG " ! “�  F û F éG �F ¸ G � F ïF ÿG UG cG 7 G yG V F û G x G IG Q G V

• permit H � � M+ ´ F éG � G 0 G WG z G G G " 0 Á� •F ç G � F éF ¹

• range H � G eG { G c G / G 2 G yF û� P F éG � IP G 0 G WG z G G F þ( 
� VG " � æ� �F ç G � F éF ¹1 FôFþ IP G 0 G WG z G G F ¸
Fÿ G0 GWGz GG Fþ�q�6Fø �q�‹F÷(
�VG" �æ�� FéG�Fã Fø G� F÷FÝ G� FéF¹

(
�VG" 
°�Š FéG����œF¸ �* FÔ�‰Fþ IP G l G yG OG ;G q G G G V G0 GWGz GG G" 
°�ŠFç FöFÛ G� GG GhGŠ
F ç F ¸ � �F û9 × F Ô� ‰F þ IP G l G yG OG ;G q G G G V G 0 G WG z G G G " 
 °� ŠF ç G � F éF ¹

IGMP FþGeG{ Gc G/ G2 GyG" F¸1 FôG� FïFÿ0
�XFþGz G2 Gr 2 G 2 G •G M G ŠG c G 5 G 2G G F û4 :# ÝF ÷F Ý
G•GM GŠGc G5 G2GG Fû4 :#ÝF÷FÝ G�Ge G{ Gc G/ G2 GyFÿ 1 FôFðFáF÷ FéF¹

�[ ��Fþ�[F÷FÿF¸ IP G l G yG OG ;G q G G G V G 0 G WG z G G F þ( 
� VG " � æ� �F ç F ï IGMP GeG{ Gc G/ G2 Gy 40 Fþ0¿���‰�2
G " & gF ç G � F éF ¹
Switch(config)# ip igmp profile 40
Switch(config-igmp-profile)# permit
Switch(config-igmp-profile)# range 233.1.1.1 233.255.255.255

profile number 0¿�� FéG� IGMP GeG{ Gc G/ G2 Gy$��•F¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ 4294967295 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ip igmp profile

Gy
0¿��G" &�1� FéG�FûFÿFşhow ip igmp profile "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
ip igmp filter �æ��Fþ G2 G•GM GŠGc G5 G2GG Fû�PFç F¸IGMP G " 4 :# ÝF ç G � F éF ¹
show ip dhcp snooping 
statistics

FéG	FöFþ IGMP GeG{ Gc G/ G2 GyG� FïFÿ�æ��Fþ IGMP GeG{ Gc G/ G2
$��•Fþ"I�öG" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ip igmp snooping

Q G O� VF ÷ G >G { G ŠG ^ G yF û

F ¸ F ã F þG A G l G • G WF þ

F öF þ� ¤� Ñ
ŠGd GyF÷ FÒ G�� �

FûFú G� G� FéF¹

2G " & gF ç G � F éF ¹

¹

d G yF ûF ç G �
ip igmp snooping
G 2 G •G M G ŠG [G Q G V G > G yG ŠG e' ö# .G e G { G V G A G y H �IGMPH � G G G Z G ŠG b G • G >G " G G G 2G
G 2 G [G ŠG d G yF ¸ G � F ïF ÿ VLAN FäFø Fû G2 G[GŠGd GyFûFéG�FûFÿF¸ip igmp snooping G>G{ GŠG^ Gy G A G •
G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿ no 
�g�'G" �Q#ÝFç G� FéF¹

ip igmp snooping [vlan vlan-id]

no ip igmp snooping [vlan vlan-id]

�S�eFþ1��Â

GUGc G7 GyGV G G G 2G Q G O� VF ÷F ¸IGMP G G G Z G ŠG b G • G >F ÿ G >G { G ŠG ^ G yF û G 2 G [G ŠG d G yF ÷ F éF ¹

VLAN G 2 G •G M G ŠG c G 5 G 2G G � VF ÷F ¸IGMP G G G Z G ŠG b G • G >F ÿ G 2 G [G ŠG d G yF ÷ F éF ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•IGMP G G G Z G ŠG b G • G >F Ü G >G { G ŠG ^ G yF û G 2 G [G ŠG d G yF ÷ F Ò G �� �� œF ÿF ¸ F éG 	 VLAN G 2 G •G M G Š
G c G 5 G 2G G F ÷ G 2 G [G ŠG d G yF ûF ú G � G � F éF ¹IGMP GG GZ GŠGb G• G>FÜ G>G{ GŠG^ GyFûGUG1 GIG
�œF¸ FéG	FöFþ�¤�Ñ VLAN G 2 G •G M G ŠG c G 5 G 2G G F ÷ IGMP GG GZ GŠGb G• G>FÜGUG1 GIGŠGd Gy

VLAN ID 1002 HZ 1005 FÿF¸ GV GŠG= G• Gx G• G>FÚG�G� FDDI VLAN Fû�£(ÙFå G�Fö FÔFöF¸IGMP GG
G Z G ŠG b G • G >F ÷F ÿ� Q# ÝF ÷F Ý G � F ëG #F ¹

�[ ��Fþ�[F÷FÿF¸ IGMP G G G Z G ŠG b G • G >G " G >G { G ŠG ^ G yF û G 2 G [G ŠG d G yF ûF éG �� ‰�
Switch(config)# ip igmp snooping

��Fþ�[F÷FÿF¸ IGMP G G G Z G ŠG b G • G >G " VLAN 1 F ÷ G 2 G [G ŠG d G yF ûF éG �� ‰� 2G " & gF ç G � F éF
Switch(config)# ip igmp snooping vlan 1

0¿��G" &�1� FéG�FûFÿFşhow ip igmp snooping "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

vlan vlan-id H��õ�–H� �æ��Få G�Fï VLAN F÷ IGMP G G G Z G ŠG b G • G >G " G 2 G [G ŠG
FéF¹ �æ��F÷FÝ G�(
�VFÿ  1 HZ 1001 G � F ïF ÿ 1006 HZ 4094 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
ip igmp snooping report-suppression IGMP Gz GkGŠGV �š�DG" G2 G[GŠGd GyFûFç G� FéF¹
show ip dhcp snooping statistics G G G Z G ŠG b G • G >0 ¿� �G " / ²& gF ç G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ip igmp snooping

gF ç G �

ÚG �G �
show ip igmp snooping groups IGMP G G G Z G ŠG b G • G > G l G yG OG ;G q G G G V � _� �G " / ²&
FéF¹

show ip igmp snooping mrouter IGMP G G G Z G ŠG b G • G > GyGŠGM GkGŠGV G" /²&gFç G� FéF¹
show ip igmp snooping querier G G G 2G Q G O� VF û0 ¿� �F å G �F ï IGMP G = G 6G x G 0F þ0 ¿� �F

�·�8�_��G" /²&gFç G� FéF¹

G A G l G • G W 1 �� Â
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ip igmp snooping last-member-query-interval

{ G ŠG ^ G y

éF ¹ G U

G 	F öF þ
ŠG ^ G yF û

2G G F ÷

kG ŠG V F å G �

G" &gFç

Ê

ip igmp snooping last-member-query-interval
G 2 G •G M G ŠG [G Q G V G > G yG ŠG e' ö# .G e G { G V G A G y H �IGMPH� Fþ0¿���•+�Fú Leave G M G 2G lG ŠG " G >G
FûG� FïFÿ VLAN GgGŠGG FäFø Fû G2 G[GŠGd GyFûFéG�FûFÿF¸ip igmp snooping 
last-member-query-interval G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F
GcG7 GyGV 0¿� �Fû� ` FéFûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

ip igmp snooping [vlan vlan-id] last-member-query-interval time

no ip igmp snooping [vlan vlan-id] last-member-query-interval 

�S�eFþ1��Â t

GUGc G7 GyGV GUGcG7 GyGV Fþ GM G2 GnG0 G4GV 0¿��Fÿ 1000 G m G x & ÊF ÷ F éF ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•IGMP G G G Z G ŠG b G • G >F Ü G >G { G ŠG ^ G yF û G 2 G [G ŠG d G yF ÷ F Ò G �� �� œF ÿF ¸IGMP G G G Z G ŠG b G • G >F ÿ F é
�¤�Ñ  VLAN G 2 G •G M G ŠG c G 5 G 2G G F ÷ G 2 G [G ŠG d G yF ûF ú G � G � F éF ¹IGMP G G G Z G ŠG b G • G >F Ü G >G { G
GUG1 GIGŠGd GyF÷ FÒ G����œFÿF¸IGMP G G G Z G ŠG b G • G >F ÿ F éG 	F öF þ� ¤� Ñ VLAN G 2 G •G M G ŠG c G 5 G
GUG1 GIGŠGd GyFûFú G� G� FéF¹

VLAN ID 1002 HZ 1005 FÿF¸ GV GŠG= G• Gx G• G>FÚG�G� FDDI VLAN Fû�£(ÙFå G�Fö FÔFöF¸IGMP GG
G Z G ŠG b G • G >F ÷F ÿ� Q# ÝF ÷F Ý G � F ëG #F ¹

VLAN �VFû Leave G M G 2G lG ŠG " 0 ¿� � F éG �F ø F ¸ G >G { G ŠG ^ G y0 ¿� �G " � V� iF Ý F ç G � F éF ¹

IGMP 0¿���•+�Fú  Leave G M G 2 G nF ÿF ¸IGMP G^GŠGFGu G• 2 G " � �/ œ F éG �G UG ^ G 2G G F ÷F ðF áG CG
G � F éF ¹

0¿��FÿF¸ NVRAM Fû�–�ÑFå G�G� FéF¹

�[ ��Fþ�[F÷FÿF¸ IGMP Leave G M G 2G lG ŠG " 2000 Gm Gx &ÊF÷ G>G{ GŠG^ GyFû G2 G[GŠGd GyFûFéG��‰�2
G � F éF ¹
Switch(config)# ip igmp snooping last-member-query-interval 2000

vlan vlan-id H��õ�–H� �æ��Få G�Fï VLAN F÷ IGMP G G G Z G ŠG b G • G >F ÚG �G � Leave G M G 2
GlGŠG" G2 G[GŠGd GyFûFç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ 1001 G � F ïF ÿ 
1006 HZ 4094 F ÷ F éF ¹

time &Ê�"�)Fþ GM G2 GnG0 G4GV 6ë7xF¹ �æ��F÷FÝ G�(
�VFÿ 100 HZ 32768 G m G x &
F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
12.2(46)SE time Fþ(
�VFÜ 100 HZ 32768 Fû�š�fFå G�G� Fç FïF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ip igmp snooping last-member-query-interval

éF¹

G " G 2

ö0¿��Fç
��Fþ�[F÷FÿF¸ VLAN 1 �VF÷ IGMP Leave G M G 2G lG ŠG " 3000 Gm Gx &ÊFû0¿�� FéG��‰�2G" &gFç G� F
Switch(config)# ip igmp snooping vlan 1 last-member-query-interval 3000

0¿��G" &�1� FéG�FûFÿFşhow ip igmp snooping "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
ip igmp snooping G G G 2G Q G OG � F ïF ÿ VLAN Fþ IGMP G G G Z G ŠG b G • G >

G[GŠGd GyFûFç G� FéF¹
ip igmp snooping vlan immediate-leave IGMP �6�ì+:3å��#.G" G2 G[GŠGd GyFûFç G� FéF¹
ip igmp snooping vlan mrouter G z G 2 G r 2 GkGŠGV G" Gl GyGOG;Gq GG GV GyGŠGM GkGŠGV Fø

F ç F ö0 ¿� �F ç G � F éF ¹
ip igmp snooping vlan static G z G 2 G r 2 GkGŠGV G" G> GyGŠGeFþ Go G•G^Fø Fç F

G � F éF ¹
show ip igmp snooping IGMP G G G Z G ŠG b G • G >0 ¿� �G " / ²& gF ç G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ip igmp snooping querier

µ+ �G " G >
z G ŠG EG u

F éG �F ø F ¸G 5 G 2
��Fû�` FéFûFÿF¸ Fã Fþ

[G ŠG d G yF ÷ F éF ¹

G = G " � è� � F é

x

F ú F Ô� �
yG

¹ �æ

Fç G�

G " 0 ¿

Fÿ

�F÷

éF¹
ip igmp snooping querier
G z G 2 G r 2 G[GQ GV G}GŠG= Fþ G2 G•GM GŠG[GQ GV G > G yG ŠG e' ö# .G eG { G V G A G y H �IGMPH � G = G 6G x G 0�
G { G ŠG ^ G yF û G 2 G [G ŠG d G yF ûF éG �F ûF ÿF ¸ip igmp snooping querier G>G{ GŠG^ Gy G A G •G c G 1 G <G s G
G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G ;G Š G }G Š G W F ø F ø G � F ûG A G l G • G WG " 
 °� ŠVLAN G 2 G •G M G ŠG c
G G F þ IGMP G= G6Gx G0�µ+�G" G2 G[GŠGd GyFûFç F¸ 0¿��F÷FÝ G� FéF¹ GUGcG7 GyGV 0¿
G A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

ip igmp snooping querier [vlan vlan-id] [address ip-address | max-response-time response-time 
| query-interval  interval-count | tcn query [count count | interval interval] | timer expiry  | 
version version] 

no ip igmp snooping querier [vlan vlan-id] [address | max-response-time | query-interval  | tcn 
query { count count | interval interval} | timer expiry | version] 

�S�eFþ1��Â

GUGc G7 GyGV IGMP G G G Z G ŠG b G • G > G = G 6G x G 0� µ+ �F ÿF ¸ G G G 2G Q G OF ÷ G >G { G ŠG ^ G yF û G 2 G

G2 G[GŠGd GyFûFúFóFö FÔG����œF¸ Gl GyGOG;Gq GG GV �P�ÂGUG^ G2GG FÛ G� IGMP G V G w G c G 1 G Q
G�Fø F¸IGMP G G G Z G ŠG b G • G > G = G 6G x G 0F ÿG UG 1 G IG ŠG d G yF ûF ú G � G � F éF ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

vlan vlan-id H��õ�–H� �æ��Få G�Fï VLAN F÷ IGMP G G G Z G ŠG b G • G >F ÚG �G � IGMP G = G 6G
G0�µ+�G" G2 G[GŠGd GyFûFç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ 1001 G � F ïF ÿ 
1006 HZ 4094 F ÷ F éF ¹

address ip-address H��õ�–H� 3æ�™
– IP G 0 G WG z G G G " � æ� �F ç G � F éF ¹IP G 0 G WG z G G G " � æ� �F ç
�œF¸ G= G6Gx G0Fÿ IGMP G = G 6G x G 0F û0 ¿� �F å G �F ï G >G { G ŠG ^ G IP G 0 G WG z G
G " � Q# ÝF ç G � F éF ¹

max-response-time 
response-time

H��õ�–H�IGMP G = G 6G x G 0 Gz GkGŠGV G" �…�µFéG��q6×�ì6ëG"0¿��Fç G� FéF
��F÷FÝ G�(
�VFÿ 1 HZ 25 &ÊF÷FéF¹

query-interval 
interval-count

H��õ�–H�IGMP G= G6Gx G0Fþ6ë7xG" 0¿��Fç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ 
18000 &ÊF÷ FéF¹

tcn query[count count 
| interval interval]

H��õ�–H� GV Gk G{ GF�š�f3û%± H�TCNH� Fû6õ4� FéG�G_ Gw Go GŠGM G" 0¿��
FéF¹ G;GŠ G}GŠ GWFþ�–�áFÿ��FþFø FÚG� F÷ FéF¹

• count countH�TCN �ì6ë6ë7xFû��/œFå G�G� TCN G = G 6G x G ŠF þ� X
��Fç G� FéF¹ (
�VFÿ 1 HZ 10 F ÷ F éF ¹

• interval interval H�TCN G= G6Gx GŠFþ�ì6ë6ë7xG" 0¿��Fç G� FéF¹ (
�V 
1 HZ 255 F ÷ F éF ¹

timer expiry H��õ�–H�IGMP G= G6Gx G0FÜ�‡7H�)G�FûFú G��ì6ëG" 0¿��Fç G� FéF¹ �æ�
F Ý G �( 
� VF ÿ 60 HZ 300 &ÊF÷ FéF¹

version version H��õ�–H� G= G6Gx G0�µ+�FÜ�Q#Ý FéG� IGMP G^GŠGFGu G•$��•G" 4E�¥Fç G� F
4E�¥F÷FÝ G�$��•Fÿ 1 G � F ïF ÿ 2 F ÷ F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ip igmp snooping querier

ÚG�
ÿF ¸ F ã F þG A G l G • G WG "

F éG �
ö F ÔG �

UG ^ G 2G G F ÷
Ö

yF ûF éG �� ‰� 2G " & gF ç

éF¹

éF¹

F ç G � F éF ¹
G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•G = G 6G x G 0F ø G � � çG �G �G � IGMP G = G 6G x G Š G o G Q G IG ŠG FG " 3 æ� ™ F éG �G UG ^ G 2G G F þ IGMP G^GŠGFGu G• F
G� IP G 0 G WG z G G G " � è� � F éG �F ïG �F û IGMP G G G Z G ŠG b G • G >G " G 2 G [G ŠG d G yF û F éG �F ûF
�Q#ÝFç G� FéF¹

GUGcG7 GyGV F÷FÿF¸IGMP G G G Z G ŠG b G • G > G = G 6G x G 0F ÿF ¸IGMP G^GŠGFGu G• 2 H�IGMPv2H � G " � Q# Ý
GUG^ G2GG G" �è�� FéG� G� FÖ 0¿��Få G�Fö FÔG� FéFÜF¸IGMP G^GŠGFGu G• 1 H�IGMPv1H � G " � Q# ÝF ç F
G = G w G 2 G 0G •G V F ÿ� è� �F ç G � F ëG #F ¹ G UG ^ G 2G G F Ü IGMPv2 G" �Q#ÝFç Fö FÔG����œF¸max-response-time 
�ÍG" �m�·F÷0¿��F÷FÝ G� FéF¹ GUG^ G2GG FÜ IGMPv1 G " � Q# ÝF ç F ö F ÔG �� �� œF ÿF ¸max-response-time G"
0¿��F÷FÝ G� FëG# H��ÍG" 0¿��F÷FÝ FêF0̧ Fû0¿��Få G�Fö FÔG� FéH�F¹

IGMPv1 G" � �/œFç Fö FÔG� RFC Fû =�ÐFç Fö FÔFú FÔGUG^ G2GG FÿF¸max-response-time �ÍFø Fç FöGJG{ �è
�¥Fþ�ÍG" �âFô IGMP �M+áG= G6Gx GŠ G o G Q G IG ŠG FG " � Ä� °F éG �F ã F ø F Ü F ÒG � G � F éF ¹ G IGMP �M+á
G = G 6G x G Š G o G Q G IG ŠG FG " � wF á
 °G �G �� �� œF ¸IGMP G G G Z G ŠG b G • G > G = G 6G x G 0F Ü IGMPv1 G" � �/œFéG� G � F
Fû0¿��Fç G� FéF¹

VLAN ID 1002 HZ 1005 FÿF¸ GV GŠG= G• Gx G• G>FÚG�G� FDDI VLAN Fû�£(ÙFå G�Fö FÔFöF¸IGMP GG
G Z G ŠG b G • G >F ÷F ÿ� Q# ÝF ÷F Ý G � F ëG #F ¹

�[ ��Fþ�[F÷FÿF¸ IGMP G G G Z G ŠG b G • G > G = G 6G x G 0� µ+ �G " G >G { G ŠG ^ G yF û G 2 G [G ŠG d G
G � F éF ¹
Switch(config)# ip igmp snooping querier

��Fþ�[F÷FÿF¸ IGMP G G G Z G ŠG b G • G > G= G6Gx G0Fþ�q�±�Â'Å�ì6ëG" 25 &ÊFû0¿�� FéG��‰�2G" &gFç G� F
Switch(config)#  ip igmp snooping querier max-response-time 25

��Fþ�[F÷FÿF¸ IGMP G G G Z G ŠG b G • G > G= G6Gx G0Fþ�ì6ë6ë7xG" 60 &ÊFû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# ip igmp snooping querier query-interval 60

��Fþ�[F÷FÿF¸ IGMP G G G Z G ŠG b G • G > G = G 6G x G 0F þ TCN G = G 6G x G Š G 9 G 4 G •G V G " 25 Fû0¿�� FéG��‰�2G" &g
F ç G � F éF ¹
Switch(config)# ip igmp snooping querier tcn count 25

��Fþ�[F÷FÿF¸ IGMP G G G Z G ŠG b G • G > G = G 6G x G 0F þ G M G 2 G nG 0 G 4G V G " 60 &ÊFû0¿�� FéG��‰�2G" &gFç G� F
Switch(config)# ip igmp snooping querier timeout expiry 60

��Fþ�[F÷FÿF¸ IGMP G G G Z G ŠG b G • G > G = G 6G x G 0� µ+ �G " G ^G ŠG FG u G • 2 Fû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# ip igmp snooping querier version 2

0¿��G" &�1� FéG�FûFÿFşhow ip igmp snooping "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G lG •G W 1 �� Â
ip igmp snooping report-suppression IGMP Gz GkGŠGV �š�DG" G2 G[GŠGd GyFûFç G� FéF¹
show ip igmp snooping IGMP G G G Z G ŠG b G • G >0 ¿� �G " / ²& gF ç G � F éF ¹
show ip igmp snooping groups IGMP G G G Z G ŠG b G • G > G l G yG OG ;G q G GG V � _� �G " / ²& g
show ip igmp snooping mrouter IGMP G G G Z G ŠG b G • G > GyGŠGM GkGŠGV G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ip igmp snooping report-suppression

d G yF ûF éG �F ûF ÿF ¸
ç G � F éF ¹
G G V

Ü F Ò
F ÔG �� �

ø F û

G 	F öF þG i G G

G� G�
G yG ŠG eF þ

	FöFþ

ŠGd Gy
ip igmp snooping report-suppression
G 2 G •G M G ŠG [G Q G V G > G yG ŠG e' ö# .G e G { G V G A G y H �IGMPH � G z G kG ŠG V � š� DG " G 2 G [G ŠGip 
igmp snooping report-suppression G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF
IGMP Gz GkGŠGV �š�DG" GUG1 GIGŠGd GyFûFç FöF¸ FéG	FöFþ IGMP G z G kG ŠG V G " G l G yG OG ;G q G GyGŠGM
G�3?3æ FéG�FûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

ip igmp snooping report-suppression

no ip igmp snooping report-suppression

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV IGMP Gz GkGŠGV �š�DFÿ G2 G[GŠGd GyF÷ FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • 

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•IGMP Gz GkGŠGV �š�DFÿF¸ Gl GyGOG;Gq GG GV G = G 6G x G ŠF û IGMPv1 G z G kG ŠG V F ø IGMPv2 G z G kG ŠG V F
G����œFûFðFáGCGkGŠGV Få G�G� FéF¹ Fã Fþ�µ+�FÿF¸ G= G6Gx GŠFû IGMPv3 G z G kG ŠG V F Ü� µG � G �F ö
�œFÿGCGkGŠGV Få G�G� FëG#F¹

G G G 2G Q G OF ÿF ¸IGMP Gz GkGŠGV �š�DG" �Q#ÝFç FöF¸1 FôFþGl GyGOG;Gq GG GV GyGŠGM G = G 6G x G Š F äF 
IGMP G z G kG ŠG V G " 1 FôFðFáGl GyGOG;Gq GG GV GUG^ G2GG Fû3?3æFç G� FéF¹IGMP GyGŠGM �š�DFÜ G2 G[GŠ
Gd Gy H�GUGcG7 GyGV H� F÷ FÒ G����œF¸ GG G2GQ GOFÿ�q�6Fþ IGMP G z G kG ŠG V G " G > G yG ŠG eF þ F é
G V F Û G � F éG 	F öF þG l G yG OG ;G q G G G V GyGŠGM Fû3æ�™Fç G� FéF¹ GG G2GQ GOFÿF̧ G> GyGŠGeFþ�g G� Fþ IGMP Gz
GkGŠGV G" Gl GyGOG;Gq GG GV GyGŠGM Fû3æ�™Fç G� FëG#F¹ Fã Fþ�µ+�Fû G� G� F̧ Gl GyGOG;Gq GG GV GUG^ G2GG
FûGz GkGŠGV FÜ5�0
Fç Fö3æ�™Få G�G�Fã Fø G" 75FÞG� FéF¹

G l G yG OG ;G q G G G V GyGŠGM G = G 6G x G ŠF û IGMPv1 FÚG�G� IGMPv2 Gz GkGŠGV Fû�P FéG�0[�ÓFðFáFÜ�µ
Fö FÔG����œF¸ GG G2GQ GOFÿ�q�6Fþ IGMPv1 G z G kG ŠG V G � F ïF ÿ IGMPv2 G z G kG ŠG V F ðF áG " F ¸ G >
FéG	FöFþGi GG GV FÛ G� FéG	FöFþGl GyGOG;Gq GG GV GyGŠGM Fû3æ�™Fç G� FéF¹ Gl GyGOG;Gq GG GV GyGŠGM G=
G6Gx GŠFû IGMPv3 Gz GkGŠGV Fþ0[�ÓG� �µG� G�G����œFÿF¸ GG G2GQ GOFÿ G> GyGŠGeFþ FéG IGMPv1F¸
IGMPv2F ¸ F ÚG �G � IGMPv3 G z G kG ŠG V G " G l G yG OG ;G q G G G V GUG^ G2GG Fû3?3æFç G� FéF¹

no ip igmp snooping report-suppression G A G l G • G WG " 
 °� ŠF ç F ö IGMP Gz GkGŠGV �š�DG" GUG1 GIG
FûFç Fï���œF¸ FéG	FöFþ IGMP Gz GkGŠGV FÜ FéG	FöFþGl GyGOG;Gq GG GV GyGŠGM Fû3æ�™Få G�G� FéF¹

�[ ��Fþ�[F÷FÿF¸ Gz GkGŠGV �š�DG" GUG1 GIGŠGd GyFûFéG��‰�2G" &gFç G� FéF¹
Switch(config)# no ip igmp snooping report-suppression

0¿��G" &�1� FéG�FûFÿFşhow ip igmp snooping "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ip igmp snooping report-suppression

G d G yF ûF ç

F ç G � F éF ¹
6õ4�GA GlG• GW G A G l G • G W 1 �� Â
ip igmp snooping G G G 2G Q G OG � F ïF ÿ VLAN Fþ IGMP G G G Z G ŠG b G • G >G " G 2 G [G Š

G � F éF ¹
show ip igmp snooping G G G 2G Q G OG � F ïF ÿ VLAN Fþ IGMP G G G Z G ŠG b G • G >0 ¿� �G " / ²& g
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ip igmp snooping tcn

� � F é
� F éF ¹ G U

• G >F éG �� ì6 ëG " � D� š F éG �F ûF ÿF ¸
F ç G �
•

Fç G� FéF¹ G9 G4
c G wG Q G UG 1 G • G >

Fç

F éG � G � F Ö
1
Fï

F éG �G"

1 G • G >F éG �

Fþ
:3åH� G"
ip igmp snooping tcn 
G 2 G •G M G ŠG [G Q G V G > G yG ŠG e' ö# .G e G { G V G A G y H �IGMPH� GV Gk G{ GF�š�f3û%± H�TCNH � F þ� ·� 8G " 0 ¿
G�FûFÿF¸ip igmp snooping tcn G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G
GcG7 GyGV 0¿� �Fû� ` FéFûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

ip igmp snooping tcn { flood query count count | query solicit}

no ip igmp snooping tcn { flood query count | query solicit}

�S�eFþ1��Â

GUGc G7 GyGV TCN G c G wG Q G W G = G 6G x G Š G 9 G 4 G •G V F ÿ 2 F ÷ F éF ¹

TCN G= G6Gx GŠ0[�ÓFÿGUG1 GIGŠGd GyF÷ FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • 

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•TCN G2Gg G•GV �‹FûGl GyGOG;Gq GG GV G V G w G c G 1 G Q G = F ÜG c G wG Q G UG 1 Gip 
igmp snooping tcn flood query count G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# Ý
FéF¹ip igmp snooping tcn flood query count G A G l G • G WG " � Q# ÝF ç F ö TCN G c G wG Q G W G = G 6G x G Š G 9 G 4 G
G V G " 1 Fû0¿��Fç Fï���œF¸1 FôFþ�M+á$×G= G6Gx GŠFþ�w�™�‹FûGc GwGQ GUG1 G• G>FÜ�õ�F
G•GV G" 7 Fû0¿�� FéG�Fø FŢCN G2GgG•GV Fû G� G�Gl GyGOG;Gq GG GV G V G w G c G 1 G Q G = F þ G
FÿF 7̧ FôFþ�M+á$×G= G6Gx GŠG" �w�™ FéG�G� F÷)E)FFç G� FéF¹ G> GyGŠGeFÿF¸TCN G2GgG•GV �pFû�w�™
Fï�M+á$×G= G6Gx GŠFû�öFõ FÔFö�Û*fFå G�G� FéF¹

G G G _G Y G • G > G R G x G Š GyGŠGV FÛ Fù FÖ FÛFûFÛFÛ G�G�FêF̧ G>G{ GŠĜ Gy Leave G o G Q G IG ŠG FG " 3 æ� ™
FûGG G2GQ GOG" G2 G[GŠGd GyFûFéG�FûFÿF¸ip igmp snooping tcn query solicit G>G{ GŠG^ Gy G A G •G c G
G<Gs Gz GŠGEGu G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G � F ïF ¸ F ã F þG A G l G • G WF ÿF ¸TCN G2Gg G•GV �pFû$Î#ÕFç
G c G wG Q G W GpGŠ GWFÛ G� �G�Ÿ FéG�GeG{ GIGG Fþ3ÿ�ØG" �VFâG� FéF¹

�[ ��Fþ�[F÷FÿF¸ Gl GyGOG;Gq GG GV G V G w G c G 1 G Q G = F ÜG c G wG Q G UG 1 G • G > IGMP Fþ�M+á$×G= G6Gx GŠ�X 
7 Fû�æ�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# no ip igmp snooping tcn flood query count 7

0¿��G" &�1� FéG�FûFÿFşhow ip igmp snooping "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

flood query count count G l G yG OG ;G q G G G V G V G w G c G 1 G Q G = F ÜG c G wG Q G UG IGMP Fþ�M+á$×
G= G6Gx GŠ�XG" �æ��Fç G� FéF¹ (
�VFÿ 1 HZ 10 F ÷ F éF ¹

query solicit TCN G2Gg G•GV �pFû$Î#ÕFç Fï Gc GwGQ GW GpGŠ GWFÛ G� �G�Ÿ FéG�GeG{ GIGG
3ÿ�ØG" �VFâ G�FïG�FûF¸IGMP Leave Go GQ GIGŠGF H�G>G{ GŠG^ Gy+
3æ�™Fç G� FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ip igmp snooping tcn

ŠG d G yF ûF ç

F ç G � F éF ¹
6õ4�GA GlG• GW G A G l G • G W 1 �� Â
ip igmp snooping G G G 2G Q G OG � F ïF ÿ VLAN Fþ IGMP G G G Z G ŠG b G • G >G " G 2 G [G

G � F éF ¹
ip igmp snooping tcn flood G 2 G •G M G ŠG c G 5 G 2G G F þ G c G wG Q G UG 1 G • G >G " IGMP G G G Z G ŠG b G • G > G G G _

G Y G • G > G R G x G Š TCN �·�8Fø Fç Fö�æ��Fç G� FéF¹
show ip igmp snooping G G G 2G Q G OG � F ïF ÿ VLAN Fþ IGMP G G G Z G ŠG b G • G >0 ¿� �G " / ²& g
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ip igmp snooping tcn flood

G ŠG b
¸

F ¹ G l G yG O
• G WF þ

ŠG c G 5 G 2G G

G;Gq GG GV
;Gq GG GVe

Q GUG1 G• G>FÜ Gx G•G=

•" � Q

G d G yF ûF éG �� ‰� 2

d G yF ûF ç G �

ç G � F éF ¹
ip igmp snooping tcn flood 
G l G yG OG ;G q G G G V G c G wG Q G UG 1 G • G >G " G 2 G •G M G ŠG [G Q G V G > G yG ŠG e' ö# .G e G { G V G A G y H �IGMPH � G G G Z
G • G > G G G _G Y G • G > G R G x G Š GV Gk G{ GF�š�f3û%± H�TCNH � F þ� ·� 8F ø F ç F ö0 ¿� � F éG �F ûF ÿFip igmp 
snooping tcn flood G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F é
G;Gq GG GV G c G wG Q G UG 1 G • G >G " G UG 1 G IG ŠG d G yF ûF éG �F ûF ÿF ¸ F ã F þG A G l G no �g�'G" �Q#ÝFç G� FéF¹

ip igmp snooping tcn flood

no ip igmp snooping tcn flood 

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV G l G yG OG ;G q G G G V G c G wG Q G UG 1 G • G >F ÿF ¸ G G G _G Y G • G > G R G x G Š TCN F þ G 2G g G •G V � pF ¸ G 2 G •G M G
�VF÷ G2 G[GŠGd GyF÷ FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • 

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•G G G 2G Q G OF Ü TCN G " � w� ™ F éG �F ø F ¸2 FôFþ�M+á$×FúG= G6Gx GŠFÜ�w�™Få G�G�G� F÷F¸ Gl GyGO GV
Gw Gc G1 GQ G= Fÿ FéG	FöFþGkGŠGV Fû�PFç Fö Gc GwGQ GUG1 G• G>Fç G� FéF¹ $�Fú G�Gl GyGOG G > G yG ŠG
Fû�•
°Fç Fö FÔG��K)FGi GG GV G" �âFôGkGŠGV FÜGG G2GQ GOFû�¨�X FÒ G����œF¸ Gc GwG
Fþ��5�G" 2x4#Fç F¸ G_G?GQ GV �†�»G" �ÍFß Fã Fø FÜ FÒG� G� FéF¹

ip igmp snooping tcn flood query count count G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G G A G l G • G WG
#ÝFç FöF¸ Gc GwGQ GUG1 G• G> G = G 6G x G Š G 9 G 4 G •G V G " � š� fF ÷F Ý G � F éF ¹

�[ � �Fþ�[F÷FÿF¸ G2 G•GM GŠGc G5 G2GG �VF÷Gl GyGOG;Gq GG GV G c G wG Q G UG 1 G • G >G " G UG 1 G IG Š
G " & gF ç G � F éF ¹
Switch(config)# interface gigabitethernet1/0/2
Switch(config-if)# no ip igmp snooping tcn flood

0¿��G" &�1� FéG�FûFÿFşhow ip igmp snooping "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
ip igmp snooping G G G 2G Q G OG � F ïF ÿ VLAN Fþ IGMP G G G Z G ŠG b G • G >G " G 2 G [G ŠG

FéF¹
ip igmp snooping tcn G G G 2G Q G OF ÷ IGMP TCN �·�8G" 0¿��Fç G� FéF¹
show ip igmp snooping G G G 2G Q G OG � F ïF ÿ VLAN Fþ IGMP G G G Z G ŠG b G • G >0 ¿� �G " / ²& gF
2-262
Catalyst 2960F¸2960-SF ¸ F ÚG �G � 2960-P G G G 2G Q G O G A G l G • G W G x G c G /G z G •G G

OL- 29499-01-J



 

'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ip igmp snooping vlan immediate-leave

G"
G ŠG EG u G •
G WF þ

#.Fþ

¹

G[GŠ

gF ç G �

ÚG �G �
ip igmp snooping vlan immediate-leave
VLAN FäFø Fû G2 G•GM GŠG[GQ GV G > G yG ŠG e' ö# .G e G { G V G A G y H �IGMPH� GG GZ GŠGb G• G>�6�ì+:3å��#.
G 2 G [G ŠG d G yF ûF éG �F ûF ÿF ¸ip igmp snooping immediate-leave G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z 
G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿF ¸ F ã F þG A G l G • no �g�'G" �Q#ÝFç G� FéF¹

ip igmp snooping vlan vlan-id immediate-leave 

no ip igmp snooping vlan vlan-id immediate-leave

�S�eFþ1��Â

GUGc G7 GyGV IGMP Fþ�6�ì+:3å��#.FÿGUG1 GIGŠGd GyF÷ FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•VLAN ID 1002 HZ 1005 FÿF¸ GV GŠG= G• Gx G• G>FÚG�G� FDDI VLAN Fû�£(ÙFå G�Fö FÔFöF¸IGMP GG
G Z G ŠG b G • G >F ÷F ÿ� Q# ÝF ÷F Ý G � F ëG #F ¹

VLAN Fþ�›GkGŠGV �VF÷ 1 FôFþGz GEGŠG^Fþ�q�±�ÍFÜ0¿��Få G�Fö FÔG����œFû7H G� F¸ �6�ì+:3å��
�µ+�G" 0¿��Fç Fö Fß FðFå FÔF¹ 0¿��FÿF¸NVRAM Fû�–�ÑFå G�G� FéF¹

�6�ì+:3å�µ+�G" GCGkGŠGV FéG�FþFÿF¸IGMP G^GŠGFGu G• 2 FÜ'�
>Fç Fö FÔG�Gi GG GV FðFáF÷ FéF

�[ ��Fþ�[F÷FÿF¸ VLAN 1 F÷ IGMP �6�ì+:3å��#.G" G2 G[GŠGd GyFûFéG��‰�2G" &gFç G� FéF¹
Switch(config)# ip igmp snooping vlan 1 immediate-leave

0¿��G" &�1� FéG�FûFÿFşhow ip igmp snooping "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

vlan-id �æ��Få G�Fï VLAN F÷ IGMP GG GZ GŠGb G• G>FÚG�G��6�ì+:3å�µ+�G" G2
G d G yF ûF ç G � F éF ¹ � æ� �F ÷F Ý G �( 
� VF ÿ 1 HZ 1001 G � F ïF ÿ 1006 HZ 4094 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
ip igmp snooping report-suppression IGMP Gz GkGŠGV �š�DG" G2 G[GŠGd GyFûFç G� FéF¹
show ip igmp snooping G G G Z G ŠG b G • G >0 ¿� �G " / ²& gF ç G � F éF ¹
show ip igmp snooping groups IGMP G G G Z G ŠG b G • G > G l G yG OG ;G q G G G V � _� �G " / ²&

FéF¹
show ip igmp snooping mrouter IGMP G G G Z G ŠG b G • G > GyGŠGM GkGŠGV G" /²&gFç G� FéF¹
show ip igmp snooping querier G G G 2G Q G O� VF û0 ¿� �F å G �F ï IGMP G = G 6G x G 0F þ0 ¿� �F

�·�8�_��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ip igmp snooping vlan mrouter

� FéG�FûFÿF¸
F ¹ G UG cG 7

GG

�(
�V

V

G F ¹ � æ� �

�–�áFÿ

V F ÷F þ
G G G VÛ

Gl GyGOG;Gq GG GV
ip igmp snooping vlan mrouter
G l G yG OG ;G q G G G V GyGŠGM GkGŠGV G" 3ã�•Fç Fï G� F¸ Gl GyGOG;Gq GG GV �Û*f�‰�'G" 0¿��Fç Fï G
ip igmp snooping mrouter G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F é
GyGV 0¿��Fû�̀ FéFûFÿF̧ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

ip igmp snooping vlan vlan-id mrouter  { interface interface-id | learn { cgmp | pim-dvmrp }}

no ip igmp snooping vlan vlan-id mrouter { interface interface-id | learn { cgmp | pim-dvmrp }} 

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV F÷FÿF¸ Gl GyGOG;Gq GG GV GyGŠGM GkGŠGV Fÿ FÒG� G� FëG#F¹

GUGcG7 GyGV Fþ�Û*f�‰�'Fÿ pim-dvmrp  F ÷ F éF ¹IGMP G = G 6G x G ŠF ÚG �G � PIM-DVMRP G_G?GQ GV G"
G Z G ŠG b G • G >F ç G � F éF ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

vlan-id IGMP G G G Z G ŠG b G • G >G " G 2 G [G ŠG d G yF ûF ç F öF ¸ � æ� �F ç F ï VLAN FþGkGŠGV
G " G l G yG OG ;G q G G G V GyGŠGM GkGŠGV Fø Fç Fö3ã�•Fç G� FéF¹ �æ��F÷FÝ G
Fÿ 1 HZ 1001 G � F ïF ÿ 1006 HZ 4094 F ÷ F éF ¹

interface interface-id G[G= GG GV Gi GQ Ge G 2 G •G M G ŠG c G 5 G 2G G G " G l G yG OG ;G q G G G GyGŠGM Fû�æ��Fç
G � F éF ¹ G ;G Š G }G Š G WF þ� –� áF ÿ� �F þF ø F ÚG � F ÷ F éF ¹

• fastethernet interface numberH � G c G /G G G V G2GŠGCG[GQ GV IEEE 802.3 
G 2 G •G M G ŠG c G 5 G 2G G

• gigabitethernet interface numberH � G <G : G aG Q G V G2GŠGCG[GQ GV IEEE 
802.3z G 2 G •G M G ŠG c G 5 G 2G G

• port-channel interface numberH � G OG q G [ G y G 2 G •G M G ŠG c G 5 G 2G
F÷FÝ G�(
�VFÿ 0 HZ6 F ÷ F éF ¹

learn { cgmp | 
pim-dvmrp }

G l G yG OG ;G q G G G V GyGŠGM Fþ�Û*f�‰�'G" �æ��Fç G� FéF¹ G;GŠ G}GŠ GWFþ
��FþFø FÚG� F÷ FéF¹

• cgmp H�Cisco Group Management ProtocolH�CGMPH � G _G ?G Q G
G G G Z G ŠG b G • G >F û G � G � G G G 2G Q G OF ÜG l G yG OG ;G q GyGŠGM GkGŠGV G" �
* f F éG � G � F Ö F û0 ¿� �F ç G � F éF ¹

• pim-dvmrp H�IGMP G = G 6G x G ŠF ÚG �G � Protocol-Independent 
Multicast-Distance Vector Multicast Routing ProtocolH�PIM-DVMRPH�
G_G?GQ GV F÷FþGG GZ GŠGb G• G>Fû G� G� GG G2GQ GOFÜ GyGŠ
GM GkGŠGV G" �Û*f FéG� G� FÖ Fû0¿��Fç G� FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ip igmp snooping vlan mrouter

G � F éF ¹

gF ç G � F éF ¹

ÚG �G �
�Q#Ý�VFþG: G2 GW Gw G2G•VLAN ID 1002 HZ 1005 FÿF¸ GV GŠG= G• Gx G• G>FÚG�G� FDDI VLAN Fû�£(ÙFå G�Fö FÔFöF¸IGMP GG
G Z G ŠG b G • G >F ÷F ÿ� Q# ÝF ÷F Ý G � F ëG #F ¹

CGMP Fþ�Û*f�‰�'Fÿ�D�šGV Gw Gc G1 GQ G= Fþ�P�öFû�z'gFñG� FéF¹

0¿��FÿF¸ NVRAM Fû�–�ÑFå G�G� FéF¹

�[ ��Fþ�[F÷FÿF¸ GkGŠGV G" Gl GyGOG;Gq GG GV GyGŠGM GkGŠGV Fø Fç Fö0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# ip igmp snooping vlan 1 mrouter interface gigabitethernet1/0/22

��Fþ�[F÷FÿF¸ Gl GyGOG;Gq GG GV GyGŠGM Fþ�Û*f�‰�'G" CGMP F ø F ç F ö� æ� � F éG �� ‰� 2G " & gF ç
Switch(config)# ip igmp snooping vlan 1 mrouter learn cgmp

0¿��G" &�1� FéG�FûFÿFşhow ip igmp snooping "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
ip igmp snooping report-suppression IGMP Gz GkGŠGV �š�DG" G2 G[GŠGd GyFûFç G� FéF¹
show ip igmp snooping G G G Z G ŠG b G • G >0 ¿� �G " / ²& gF ç G � F éF ¹
show ip igmp snooping groups IGMP G G G Z G ŠG b G • G > G l G yG OG ;G q G G G V � _� �G " / ²&
show ip igmp snooping mrouter IGMP G G G Z G ŠG b G • G > GyGŠGM GkGŠGV G" /²&gFç G� FéF¹
show ip igmp snooping querier G G G 2G Q G O� VF û0 ¿� �F å G �F ï IGMP G = G 6G x G 0F þ0 ¿� �F

�·�8�_��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ip igmp snooping vlan static

ûF ç F ¸ G z G 2 G r
F éG �F ûF ÿF ¸
M G TG 1 G Q G = F úG l

ÿF ¸ F ã F þG A G l G • G WF þ

�Få G�FïGkGŠGV Fÿ

�2G" &gFç G� FéF¹

ç G � F éF ¹ � æ� �F ÷

G •

G}GŠ GWFþ�–�áFÿ

G F ¹ � æ� �
ip igmp snooping vlan static
G 2 G •G M G ŠG [G Q G V G > G yG ŠG e' ö# .G e G { G V G A G y H �IGMPH � G G G Z G ŠG b G • G >G " G 2 G [G ŠG d G yF 2 
GkGŠGV G" Gl GyGOG;Gq GG GV G > G yG ŠG eF þ G o G •G ^F ø F ç F ö G G G M G T G 1 G Q G = F û3 ã� •ip igmp 
snooping static G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G G G
GyGOG;Gq GG GV G > G yG ŠG eF þ G o G •G ^F ø F ç F ö� æ� �F å G �F ïG kG ŠG V G " � P7 V F éG �F ûF no 
�g�'G" �Q#ÝFç G� FéF¹

ip igmp snooping vlan vlan-id static ip-address interface interface-id

no ip igmp snooping vlan vlan-id static ip-address interface interface-id

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV F÷FÿF¸ Gl GyGOG;Gq GG GV G> GyGŠGeFþ Go G•G^Fø Fç Fö GG GM GT G1 GQ G= Fû0¿�
FÒG� G � FëG#F¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•VLAN ID 1002 HZ 1005 FÿF¸ GV GŠG= G• Gx G• G>FÚG�G� FDDI VLAN Fû�£(ÙFå G�Fö FÔFöF¸IGMP GG
G Z G ŠG b G • G >F ÷F ÿ� Q# ÝF ÷F Ý G � F ëG #F ¹

0¿��FÿF¸ NVRAM Fû�–�ÑFå G�G� FéF¹

�[ ��Fþ�[F÷FÿF¸ G2 G•GM GŠGc G5 G2GG �VFþGi GG GV G" GG GM GT G1 GQ G= Fû0¿�� FéG��‰
Switch(config)# ip igmp snooping vlan 1 static 0100.5e02.0203 interface 
gigabitethernet1/0/1
Configuring port gigabitethernet1/0/1 on group 0100.5e02.0203

0¿��G" &�1� FéG�FûFÿFşhow ip igmp snooping "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

vlan-id �æ��Fç Fï VLAN F÷ IGMP G G G Z G ŠG b G • G >G " G 2 G [G ŠG d G yF ûF
F Ý G �( 
� VF ÿ 1 HZ 1001 G � F ïF ÿ 1006 HZ 4094 F ÷ F éF ¹

ip-address �æ��Fþ G> GyGŠGe IP G 0 G WG z G G G " � âF óF ï G l G yG OG ;G q G G G V G > G yG ŠG eF þ G o
G^Fø Fç FöF¸ Gz G2 Gr 2 GkGŠGV G" 3ã�•Fç G� FéF¹

interface interface-id G o G •G ^ GkGŠGV Fþ G2 G•GM GŠGc G5 G2GG G" �æ��Fç G� FéF¹ G;GŠ
��FþFø FÚG� F÷ FéF¹

• fastethernet interface numberH � G c G /G G G V G2GŠGCG[GQ GV IEEE 802.3 
G 2 G •G M G ŠG c G 5 G 2G G

• gigabitethernet interface numberH � G <G : G aG Q G V G2GŠGCG[GQ GV IEEE 
802.3z G 2 G •G M G ŠG c G 5 G 2G G

• port-channel interface numberH � G OG q G [ G y G 2 G •G M G ŠG c G 5 G 2G
F÷FÝ G�(
�VFÿ 0 HZ6 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ip igmp snooping vlan static

gF ç G � F éF ¹

ÚG �G �
6õ4�GA GlG• GW G A G l G • G W 1 �� Â
ip igmp snooping report-suppression IGMP Gz GkGŠGV �š�DG" G2 G[GŠGd GyFûFç G� FéF¹
show ip igmp snooping G G G Z G ŠG b G • G >0 ¿� �G " / ²& gF ç G � F éF ¹
show ip igmp snooping groups IGMP G G G Z G ŠG b G • G > G l G yG OG ;G q G G G V � _� �G " / ²&
show ip igmp snooping mrouter IGMP G G G Z G ŠG b G • G > GyGŠGM GkGŠGV G" /²&gFç G� FéF¹
show ip igmp snooping querier G G G 2G Q G O� VF û0 ¿� �F å G �F ï IGMP G = G 6G x G 0F þ0 ¿� �F

�·�8�_��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ip source binding

>G " � P

�G �
�� œF ÿF ¸ G G G 2G Q G O

�� ‰� 2

éF ¹

c G5 G2GG G" �æ
ip source binding
G G G 2G Q G O� VF þG G G M G T G 1 G Q G = F ú IP 3æ�™
–G^ G2 G•GUG1 G• G>G" 0¿�� FéG�FûFÿF¸ip source binding G>
G { G ŠG ^ G y G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G G G M G T G 1 G Q G = G ^ G 2 G •G UG 1 G • G
7 V F éG �F ûF ÿF ¸ F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

ip source binding mac-address vlan vlan-id ip-address interface interface-id 

no source binding mac-address vlan vlan-id ip-address interface interface-id

�S�eFþ1��Â

GUGc G7 GyGV IP 3æ�™
–G^ G2 G•GUG1 G• G>Fÿ0¿��Få G�Fö FÔG� FëG#F¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•G G G M G T G 1 G Q G = IP 3æ�™
–G^ G2 G•GUG1 G• G> G6G•GV Gx FûFÿF¸IP G0 GWGz GG F¸ 6õ4��ÜFáG� G�Fï MAC G 0 G W
Gz GG F¸ FÚG�G�6õ4��ÜFáG� G�Fï VLAN $��•FÜ�µG� G�G� FéF¹ G6G•GV Gx FÿF¸MAC G 0 G WG z G G F ÚG 
VLAN $��•Fû�öFõ FÔFö FÔG� FéF¹IP G 0 G WG z G G F ðF áF þ� š� fF ÷G 6G •G V G x G " � š� f F éG ��
Fÿ�‚Fç FÔG6G•GV Gx G" �8�BFëFêFûF¸ G6G•GV Gx G" �f�‚Fç G� FéF¹

�[ ��Fþ�[F÷FÿF¸ GG GM GT G1 GQ G= IP 3æ�™
–G^ G2 G•GUG1 G• G>G" 3ã�• FéG��‰�2G" &gFç G� FéF¹
Switch(config)# ip source binding 0001.1234.1234 vlan 1 172.20.50.5 interface 
gigabitethernet1/0/1

��Fþ�[F÷FÿF¸ GG GM GT G1 GQ G= G ^ G 2 G •G UG 1 G • G >G " 3 ã� •F ç F öF Û G �F ¸ F íF þ IP G 0 G WG z G G G " � š� f F éG
G " & gF ç G � F éF ¹
Switch(config)# ip source binding 0001.1357.0007 vlan 1 172.20.50.25 interface 
gigabitethernet1/0/1 
Switch(config)# ip source binding 0001.1357.0007 vlan 1 172.20.50.30 interface 
gigabitethernet1/0/1 

G A G l G • G W0 ¿� �G " & �1 � F éG �F ûF ÿF ¸show ip source binding "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F

mac-address MAC G 0 G WG z G G G " � æ� �F ç G � F éF ¹
vlan vlan-id VLAN $��•G" �æ��Fç G� FéF¹ �w� Fú(
�VFÿ 1 HZ 4094 F ÷ F éF ¹
ip-address IP G 0 G WG z G G G " � æ� �F ç G � F éF ¹
interface interface-id IP 3æ�™
–G^ G2 G•GUG1 G• G>G" 3ã�•G� FïFÿ�P7V FéG� G2 G•GM GŠG

��Fç G� FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ip source binding

FéF¹
6õ4�GA GlG• GW G A G l G • G W 1 �� Â
ip verify source G 2 G •G M G ŠG c G 5 G 2G G � VF þ IP 3æ�™
–G:GŠ GWG" G2 G[GŠGd GyFûFç G�
show ip source binding G G G 2G Q G O� VF þ IP 3æ�™
–G^ G2 G•GUG1 G• G>G" /²&gFç G� FéF¹
show ip verify source GG G2GQ GO�VG� FïFÿ"I��Fþ G2 G•GM GŠGc G5 G2GG �VFþ IP G K G ŠG G G:GŠ GWFþ

0¿��G" /²&gFç G� FéF¹
2-269
Catalyst 2960F¸2960-SF ¸ F ÚG �G � 2960-P G G G 2G Q G O G A G l G • G W G x G c G /G z G •G G

OL- 29499-01-J



 

'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ip ssh

� F Ö F û
G � F éF ¹

Fá�<#ÝF÷

éF¹

F ÿF ¸
0G •G V

V G � G C
ã F þ G x G x G ŠG G F û� P� Â F é

¹

G � F éF ¹

G � F éF ¹

ø �  � ìF ûF ¸
ip ssh
GIG;Gs G0 G E G 5 G y H �SSHH�version 1 H�SSHv1H � G � F ïF ÿ SSH version 2H�SSHv2H � G " � �/ œ F éG � G
G G G 2G Q G OG " 0 ¿� � F éG �F ûF ÿF ¸ip ssh G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç
Fã FþGA Gl G• GWFÿF¸ GG G2GQ GOF÷�/�•�ìGK GcGV G4 G5 G0 G2 Go GŠGFFÜ��/œFå G�Fö FÔG����œFûFð
F Ý G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿF ¸ F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

ip ssh version [1 | 2] 

no ip ssh version [1 | 2] 

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV FþG^GŠGFGu G•FÿF¸SSH G= Gw G2 G0G•GV F÷GCGkGŠGV Få G�G��q�‚Fþ SSH G^GŠGFGu G•F÷ F

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G WG " 
 °� ŠF ç F ú F Ô� �� œF ¸ G � F ïF ÿG ;G Š G }G Š G WG " � æ� �F ç F ú F ÔF ø F ÝSSH GCGŠG^Fÿ SSH G=
Gw G2 G0G•GV FÜGCGkGŠGV FéG��q�‚Fþ SSH G^GŠGFGu G•G" 4E�¥Fç G� FéF¹ FïFø FØG�F¸SSH G = G w G 2 G
FÜ SSHv1 FÚG�G� SSHv2 G" GCGkGŠGV FéG����œF¸SSH GCGŠG^Fÿ SSHv2 G " 4 E� ¥F ç G � F éF ¹

G G G 2G Q G OF ÿF ¸SSHv1 G � F ïF ÿ SSHv2 GCGŠG^G" GCGkGŠGV Fç G� FéF¹ G� FïF¸SSHv1 G = G w G 2 G 0G •G
GkGŠGV Fç G� FéF¹SSH GCGŠG^FÚG�G� SSH G = G w G 2 G 0G •G V F þ0 ò( ýF ûF ôF ÔF ö F ÿF ¸ F
G�GK GcGV G4 G5 G0 G A G •G c G 1 G <G s G z G ŠG EG u G • G : G 2 G WG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

SSHv1 GCGŠG^Fû G�FóFö#Õ�BFå G�Fï RivestF¸ShamirF¸Adelman H�RSAH � G ;G Š G h G 0F ÿF ¸SSHv2 GCGŠ
G^F÷�Q#ÝF÷FÝ G� FéF¹ FíFþ3ëFþ���œG� � �]F÷ FéF¹

�[ ��Fþ�[F÷FÿF¸ GG G2GQ GOFÜ SSH G^GŠGFGu G• 2 G" ��/œ FéG� G� FÖ Fû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# ip ssh version 2

0¿��G" &�1� FéG�FûFÿFşhow ip ssh G � F ïF ÿ show ssh "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF

6õ4�GA GlG• GW

1 H��õ�–H� GG G2GQ GOFÜ SSH G^GŠGFGu G• 1 H�SSHv1H � G " � �/ œ F éG � G � F Ö F û0 ¿� �F ç
2 H��õ�–H� GG G2GQ GOFÜ SSH G^GŠGFGu G• 2 H�SSHv2H � G " � �/ œ F éG � G � F Ö F û0 ¿� �F ç

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show ip ssh SSH G CG ŠG ^F Ü G 2 G [G ŠG d G yF ÷ F Ò G �F Û F ù F Ö F ÛG " / ²& g F éG �FSSH 

GCGŠG^FþG^GŠGFGu G• FÚG�G�0¿���_��G" /²&gFç G� FéF¹
show ssh SSH GCGŠG^FþGG GTGŠGM GG G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ip verify source

c G 5
FûFéG�

FéG�Fû
# ÝF ç

FéG�Fû
éF¹

FéG��‰

[GŠ

éF ¹

x

ip verify source
G 2 G •G M G ŠG c G 5 G 2G G F ÷ IP G K G ŠG G G:GŠ GWG" G2 G[GŠGd GyFûFéG�FûFÿF¸ip verify source G 2 G •G M G ŠG
G2GG G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹IP G K G ŠG G G:GŠ GWG" GUG1 GIGŠGd Gy
FûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

ip verify source [port-security] 

no ip verify source

�S�eFþ1��Â

GUGc G7 GyGV IP 3æ�™
–G:GŠ GW FÿGUG1 GIGŠGd GyF÷ FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•3æ�™
– IP G 0 G WG z G G G c G 1 G yG M G x G • G >F û G � G � IP G K G ŠG G G:GŠ GWG" G2 G[GŠGd GyFû FéG�FûFÿF¸ip verify 
source G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹

3æ�™
– IP FÚG�G� MAC G 0 G WG z G G G c G 1 G yG M G x G • G >F û G � G � IP G K G ŠG G G:GŠ GWG" G2 G[GŠGd GyFû
FÿFi̧p verify source port-security G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q
G � F éF ¹

3æ�™
– IP FÚG�G� MAC G 0 G WG z G G G c G 1 G yG M G x G • G >F û G � G � IP G K G ŠG G G:GŠ GWG" G2 G[GŠGd GyFû
FÿF¸ G2 G•GM GŠGc G5 G2GG FþGkGŠGV GIG;Gs Gx GT G1 G" G2 G[GŠGd GyFûFéG��²0[FÜ FÒG� G� F

�[ ��Fþ�[F÷FÿF¸ 3æ�™
– IP G 0 G WG z G G G c G 1 G yG M G x G • G >F û G � G � IP G K G ŠG G G:GŠ GWG" G2 G[GŠGd GyFû
�2G" &gFç G� FéF¹
Switch(config-if)# ip verify source 

��Fþ�[F÷FÿF¸ 3æ�™
– IP FÚG�G� MAC G 0 G WG z G G G c G 1 G yG M G x G • G >F û G � G � IP G K G ŠG G G:GŠ GWG" G2 G
G d G yF ûF éG �� ‰� 2G " & gF ç G � F éF ¹
Switch(config-if)# ip verify source port-security 

G A G l G • G W0 ¿� �G " & �1 � F éG �F ûF ÿF ¸show ip source binding "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F

port-security H��õ�–H�IP FÚG�G� MAC G 0 G WG z G G G c G 1 G yG M G x G • G >F û G � G � IP G K G ŠG G G:GŠ
GWG" G2 G[GŠGd GyFûFç G� FéF¹

port-security G;GŠ G}GŠ GWG" 
°�ŠFç Fú FÔ���œF¸IP G 0 G WG z G G G c G 1 G yG M G
G • G >F û G � G � IP G K G ŠG G G:GŠ GWFÜ G2 G[GŠGd GyFûFú G� G� FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ip verify source

� F éF ¹
6õ4�GA GlG• GW G A G l G • G W 1 �� Â
ip source binding G G G 2G Q G OF ûG G G M G TG 1 G Q G = G ^ G 2 G •G UG 1 G • G >G " 0 ¿� �F ç G
show ip verify source GG G2GQ GO�VG� FïFÿ"I��Fþ G2 G•GM GŠGc G5 G2GG �VFþ IP G K G ŠG G 

G:GŠ GWFþ0¿��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ipv6 mld snooping

{ G ŠG ^ G yG � F ïF ÿ� æ� �
G ŠG EG u G •
G G G 2G Q G OQ

ÒG � G � F éF ¹
e

F Ü� �/ œ
Ü F ÒG � G � F éF ¹

F é H �G O

FþŠ
{ G ŠG ^ G yF û
éG 	F öF þG 5 G 2
F ÜG UG 1
F Ý F ç G � F éF ¹

• G >G "
����œF¸ �¶F»Fþ

d G yG � F ïF ÿ
ipv6 mld snooping
IP version 6H�IPv6H�Multicast Listener DiscoveryH�MLDH � G G G Z G ŠG b G • G >G " G >G
Fþ VLAN �VF÷ G2 G[GŠGd GyFûFéG�FûFÿF¸ipv6 mld snooping G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z 
G A G l G • G WG " G ;G Š G }G Š G W F úF ç F ÷� Q# ÝF ç G � F éF ¹MLD G G G Z G ŠG b G • G >G " F ¸ G G G 2G Q G OF ¸ G G G M G
G = F ¸ G � F ïF ÿ VLAN �VF÷GUG1 GIGŠGd GyFûFéG�FûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

ipv6 mld snooping [vlan vlan-id] 

no ipv6 mld snooping [vlan vlan-id] 

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F
Catalyst 2960 G G G 2G Q G OF ÷F ÿF ¸ G UG s G 0 G y IPv4/IPv6 Switch Database ManagementH�SDMH � G T G •G
G z G ŠG V G � 0 ¿� �F ç F ú F áG �G �F ú G � G � F ëG # H �Catalyst 2960-S GG G2GQ GOF÷Fÿ�Y0[H�F¹

�S�eFþ1��Â

GUGc G7 GyGV G G G 2G Q G O� VF ÷F ¸MLD G G G Z G ŠG b G • G >F ÿ G >G { G ŠG ^ G yF ûG UG 1 G IG ŠG d G yF ÷ F éF ¹

FéG	FöFþ VLAN F÷ MLD G G G Z G ŠG b G • G >F ÿ G 2 G [G ŠG d G yF ÷ F éF ¹ F ï F ðF ç F ¸VLAN G G G Z G ŠG b G • G >
F å G �G �� SF ûF ¸MLD G G G Z G ŠG b G • G >G " G >G { G ŠG ^ G yF û G 2 G [G ŠG d G yF ûF éG �� ²0 [F

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•GUGs G0 Gy IPv4/IPv6 G T G •G eG z G ŠG V G " 0 ¿� � F éG �F ûF ÿF ¸sdm prefer dual-ipv4-and-ipv6 G>G{ GŠG^ Gy GA
G•Gc G1 G<Gs Gz GŠGEGu G• G A G l G • G WG " 
 °� ŠF ç F ¸ G G G 2G Q G OG " G x G { G Š G W F ç G �Catalyst 2960 G G G 2G Q
F þ G �H �F ¹

MLD GG GZ GŠGb G• G>FÜ G>G{ GŠG^ GyFûGUG1 GIGŠGd GyF÷ FÒ G����œF¸ FéG	FöFþ�¤�Ñ VLAN G 2 G •G M G
G c G 5 G 2G G F ÷ MLD G G G Z G ŠG b G • G >F ÜG UG 1 G IG ŠG d G yF ûF ú G � G � F éF ¹MLD G G G Z G ŠG b G • G >G " G >G
G 2 G [G ŠG d G yF ûF éG �F ø F ¸ G UG cG 7 G yG V F þ" g� Â H � G 2 G [G ŠG d G yH � F ÷ F Ò G � F VLAN G 2 G •G M G ŠG c
G G � VF ÷ MLD G G G Z G ŠG b G • G >F Ü G 2 G [G ŠG d G yF ûF ú G � G � F éF ¹VLAN 0¿��FÿF¸ MLD G G G Z G ŠG b G • G >
GIGŠGd GyFþ G2 G•GM GŠGc G5 G2GG �VFþ G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •G " � V� i

MLD GG GZ GŠGb G• G>FÜ G>G{ GŠG^ GyFûGUG1 GIGŠGd GyF÷ FÒ G����œF¸VLAN �VF÷ MLD G G G Z G ŠG b G
G 2 G [G ŠG d G yF ûF ÷F Ý G � F ëG #F ¹MLD GG GZ GŠGb G• G>FÜ G>G{ GŠG^ GyFû G2 G[GŠGd GyF÷ FÒ G 
VLAN �VF÷ MLD G G G Z G ŠG b G • G >G " G UG 1 G IG ŠG d G yF ûF ÷F Ý G � F éF ¹

vlan vlan-id H��õ�–H� �æ��Fþ VLAN F÷ IPv6 MLD G G G Z G ŠG b G • G >G " G 2 G [G ŠG
GUG1 GIGŠGd GyFûFç G� FéF¹ �æ��F÷FÝ G� VLAN ID Fþ(
�VFÿ 1 HZ 1001 FÚG�
G� 1006 HZ 4094 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(40)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
2-273
Catalyst 2960F¸2960-SF ¸ F ÚG �G � 2960-P G G G 2G Q G O G A G l G • G W G x G c G /G z G •G G

OL- 29499-01-J



 

'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ipv6 mld snooping

�† =(


ö

G " & gF ç G � F éF ¹

GnŠ
" 0 ¿� �

éF ¹
IPv6 G l G yG OG ;G q G G G V GyGŠGM FÜ Catalyst 6500 G G G 2G Q G OF ÷ F ÒG � F ¸ � Ñ� G VLAN H�(
�V 1006 HZ 4094H�
G" �Q#Ý FéG����œF¸ GG G2GQ GOFÜ VLAN �VF÷G= G6Gx GŠG" �w�™F÷FÝ G� G� FÖ FûFéG�FïG�F¸IPv6 MLD GG
G Z G ŠG b G • G >G " Catalyst 6500 G G G 2G Q G OF þ� Ñ� G VLAN F÷ G2 G[GŠGd GyFûFéG��²0[FÜ FÒG� G� FéF¹
�V VLAN H�1 HZ 1005H� Fþ���œFI̧Pv6 MLD G G G Z G ŠG b G • G >G " Catalyst 6500 G G G 2G Q G OF þ VLAN F ÷ G 2
G[GŠGd GyFûFéG��²0[Fÿ FÒG� G� FëG#F¹

1002 HZ 1005 Fþ VLAN $��•FÿF¸ GV GŠG= G• Gx G• G> VLAN FÚG�G� FDDI VLAN FþFïG�Fû�£(ÙFå G�F
FÔG�F ïG�F¸MLD G G G Z G ŠG b G • G >F ûF ÿ� Q# ÝF ÷F Ý G � F ëG #F ¹

�[ ��Fþ�[F÷FÿF¸ MLD G G G Z G ŠG b G • G >G " G >G { G ŠG ^ G yF û G 2 G [G ŠG d G yF ûF éG �� ‰� 2
Switch(config)# ipv6 mld snooping

��Fþ�[F÷FÿF¸ MLD G G G Z G ŠG b G • G >G " VLAN F÷GUG1 GIGŠGd GyFûFéG��‰�2G" &gFç G� FéF¹
Switch(config)# no ipv6 mld snooping vlan 11 

0¿��G" &�1� FéG�FûFÿFşhow ipv6 mld snooping GtGŠGD EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
sdm prefer GG G2GQ GOFþ�Q#Ý�‰�2Fû�öFõFÝ GE GG GT G x G K G

GG G" �q4:�ì FéG� G� FÖ SDM G T G •G eG z G ŠG V G
F ç G � F éF ¹

show ipv6 mld snooping MLD G G G Z G ŠG b G • G >0 ¿� �G " / ²& gF ç G � F
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ipv6 mld snooping last-listener-query-count

¹ G = G 6

ÒG � G � F éF ¹
e

F é H �G O

G �G i
Gi

û� Â' ÅF ÷F Ý G � F é



{ GŠG^ Gy
cG 7 G yG V F þ

G � F éF ¹
ipv6 mld snooping last-listener-query-count
G = G w G 2 G 0G •G V F ÜG 6G ŠG F G • G > G 0 G 4G V F ûF ú G �� SF û3 æ� ™F å G �G � IP version 6H�IPv6H�Multicast Listener 
Discovery H�MLDH�Multicast Address Specific QueriesH�MASQH � G "0 ¿� �F éG �F ûF ÿF ¸ipv6 mld snooping 
last-listener-query-count G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF
G x G Š G9 G4 G•GV G" GUGcG7 GyGV 0¿��FûGx GIGQ GV FéG�FûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

ipv6 mld snooping [vlan vlan-id] last-listener-query-count integer_value 

no ipv6 mld snooping [vlan vlan-id] last-listener-query-count

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F
Catalyst 2960 G G G 2G Q G OF ÷F ÿF ¸ G UG s G 0 G y IPv4/IPv6 Switch Database ManagementH�SDMH � G T G •G
G z G ŠG V G � 0 ¿� �F ç F ú F áG �G �F ú G � G � F ëG # H �Catalyst 2960-S GG G2GQ GOF÷Fÿ�Y0[H�F¹

�S�eFþ1��Â

G A G l G • G W GUGc G7 GyGVGUGcG7 GyGV Fþ G>G{ GŠG^ Gy G 9 G 4 G •G V F ÿ 2 F ÷ F éF ¹

GUGcG7 GyGV Fþ VLAN G 9 G 4 G •G V F ÿ 0 F ÷ F é H �G >G { G ŠG ^ G y G 9 G 4 G •G V G " � Q# ÝF ç G � F éH �F ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•GUGs G0 Gy IPv4/IPv6 G T G •G eG z G ŠG V G " 0 ¿� � F éG �F ûF ÿF ¸sdm prefer dual-ipv4-and-ipv6 G>G{ GŠG^ Gy GA
G•Gc G1 G<Gs Gz GŠGEGu G• G A G l G • G WG " 
 °� ŠF ç F ¸ G G G 2G Q G OG " G x G { G Š G W F ç G �Catalyst 2960 G G G 2G Q
F þ G �H �F ¹

MLD G G G Z G ŠG b G • G >F ÷F ÿF ¸IPv6 G l G yG OG ;G q G G G V GyGŠGM FÿGl GyGOG;Gq GG GV G > G yG ŠG eF û� d� “ F é
G G G V F ûG = G 6G x G ŠG " � �� ‡$ ×F û3 æ� ™F ç G � F éF ¹ G i G G G V F ÜG l G yG OG ;G q G G G V G> GyGŠGeG" +:3å FéG����œF¸
G G G V F ÿ7 üF Û F û+ :3 å F éG �F ¸ G � F ïF ÿ Multicast Listener Done G o G Q G IG ŠG FF ÷G = G 6G x G ŠF
H�IGMP Leave Go GQ GIGŠGFFû%&�\H�F¹ �6�ì+:3åFÜ0¿��Få G�Fö FÔFú FÔ���œ H�1 FôFþ G> GyGŠGeFû�PFç 0
�XFþG= Gw G2 G0G•GV FÜ�  Fè GkGŠGV �VFû�Ñ�~ FéG����œFÿ0¿��Fç Fú FÔH�F¸ 0¿��Få G�Fï last-listener G = G 6
G x G Š G 9 G 4 G •G V F û G � G � F ¸MLD G= Gw G2 G0G•GV FÜ�‡7H�)G�FûFú G��SFû3æ�™ FéG� MASQ Fþ�XFÜ�ô��Fç
G � F éF ¹

last-listener G = G 6G x G Š G 9 G 4 G •G V F Ü VLAN #ÝFû0¿��Få G�Fö FÔG����œF¸ Fã FþG9 G4 G•GV Fÿ G>G
Fû0¿� �Få G�Fï� Í G� G� 
ƒ
 ›Få G�G� FéF¹VLAN G 9 G 4 G •G V F Ü0 ¿� �F å G �F ö F ÔF ú F Ô H �G UG 0 Fû0¿
� �Få G�Fö FÔG�H� � ��œFÿF¸ G>G{ GŠG^ Gy G 9 G 4 G •G V F Ü� Q# ÝF å G �G � F éF ¹

vlan vlan-id H��õ�–H� �æ��Fþ VLAN F÷ last-listener G = G 6G x G Š G 9 G 4 G •G V G " 0 ¿� �F ç
�æ��F÷FÝ G� VLAN ID Fþ(
�VFÿ 1 HZ 1001 FÚG�G� 1006 HZ 4094 F ÷ F éF ¹

integer_value �æ��F÷FÝ G�(
�VFÿ 1 HZ 7 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(40)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ipv6 mld snooping last-listener-query-count

ö

gF ç G � F éF ¹

F ç

G Š

GnŠ
G " 0 ¿

éF ¹
1002 HZ 1005 Fþ VLAN $��•FÿF¸ GV GŠG= G• Gx G• G> VLAN FÚG�G� FDDI VLAN FþFïG�Fû�£(ÙFå G�F
FÔG�F ïG�F¸MLD G G G Z G ŠG b G • G >F ûF ÿ� Q# ÝF ÷F Ý G � F ëG #F ¹

�[ ��Fþ�[F÷FÿF¸ last-listener G = G 6G x G Š G 9 G 4 G •G V G " G >G { G ŠG ^ G yF û0 ¿� � F éG �� ‰� 2G " &
Switch(config)# ipv6 mld snooping last-listener-query-count 1

��Fþ�[F÷FÿF¸ last-listener G = G 6G x G Š G 9 G 4 G •G V G " VLAN 10 Fû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)#  ipv6 mld snooping vlan 10 last-listener-query-count 3

0¿��G" &�1� FéG�FûFÿFşhow ipv6 mld snooping [vlan vlan-id] GtGŠGD EXEC G A G l G • G WG " 
 °� Š
G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
ipv6 mld snooping last-listener-query-interval IPv6 MLD G G G Z G ŠG b G • G > last-listener G = G 6G x

6ë7xG" 0¿��Fç G� FéF¹
sdm prefer GG G2GQ GOFþ�Q#Ý�‰�2Fû�öFõFÝ GE GG GT G x G K G

GG G" �q4:�ì FéG� G� FÖ SDM G T G •G eG z G ŠG V
��Fç G� FéF¹

show ipv6 mld snooping querier MLD G G G Z G ŠG b G • G >0 ¿� �G " / ²& gF ç G � F
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ipv6 mld snooping last-listener-query-interval

G b G • G >

l G yG OG ;G q G G G V
FéG�FûFÿF¸ Fã FþGA

ÒG � G � F éF ¹
e

# ÝF å G �

F é H �G O

F éG �F ø F ¸
F¸ GkGŠGV FÛ G�

G eŠ
l GyGOG;Gq

��

� P7 V F éG �
ipv6 mld snooping last-listener-query-interval
G G G 2G Q G OG � F ïF ÿ VLAN F÷ IP version 6H�IPv6H�Multicast Listener DiscoveryH�MLDH � G G G Z G Š
Fþ last-listener G = G 6G x G Š6 ë7 xG " 0 ¿� � F éG �F ûF ÿF ¸ipv6 mld snooping last-listener-query-interval G>
G { G ŠG ^ G y G A G •G c G 1 G <G s G z G ŠG EG u G • GA Gl G• GWG" �Q#ÝFç G� FéF¹ Fã Fþ�ì6ë6ë7xFÿF¸Multicast Address 
Specific QueryH�MASQH � G l G yG OG ;G q G G G V G > G yG ŠG eF Û G � G kG ŠG V G " � P7 V F éG �� SF ûG 
GyGŠGM FÜ�…�µ FéG��q�±�ì6ëF÷ FéF¹ G= G6Gx GŠ�ì6ëG" GUGcG7 GyGV 0¿��Fû Gx GIGQ GV
G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

ipv6 mld snooping [vlan vlan-id] last-listener-query-interval integer_value 

no ipv6 mld snooping [vlan vlan-id] last-listener-query-interval

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F
Catalyst 2960 G G G 2G Q G OF ÷F ÿF ¸ G UG s G 0 G y IPv4/IPv6 Switch Database ManagementH�SDMH � G T G •G
G z G ŠG V G � 0 ¿� �F ç F ú F áG �G �F ú G � G � F ëG # H �Catalyst 2960-S GG G2GQ GOF÷Fÿ�Y0[H�F¹

�S�eFþ1��Â

G A G l G • G W GUGc G7 GyGVGUGcG7 GyGV Fþ G>G{ GŠG^ Gy G= G6Gx GŠ6ë7x H��q�±�Â'Å�ì6ëH� Fÿ 1000 H�1 &ÊH� F÷ FéF¹

GUGcG7 GyGV Fþ VLAN G= G6Gx GŠ6ë7x H��q�±�Â'Å�ì6ëH� Fÿ 0 F ÷ F é H � G >G { G ŠG ^ G y G 9 G 4 G •G V F Ü� Q
G � F éH �F ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•GUGs G0 Gy IPv4/IPv6 G T G •G eG z G ŠG V G " 0 ¿� � F éG �F ûF ÿF ¸sdm prefer dual-ipv4-and-ipv6 G>G{ GŠG^ Gy GA
G•Gc G1 G<Gs Gz GŠGEGu G• G A G l G • G WG " 
 °� ŠF ç F ¸ G G G 2G Q G OG " G x G { G Š G W F ç G �Catalyst 2960 G G G 2G Q
F þ G �H �F ¹

MLD G G G Z G ŠG b G • G >F ÷F ÿF ¸IPv6 G l G yG OG ;G q G G G V GyGŠGM FÜ MLD Leave G o G Q G IG ŠG FG " � w� ™
G l G yG OG ;G q G G G V G> GyGŠGeFû�d�“ FéG�Gi GG GV FûG= G6Gx GŠG" 3æ�™Fç G� FéF¹ �M��Fþ�ì6ë 
MASQ G�Fþ�Â'ÅFÜFú FÔ���œF¸ GyGŠGM FÿGl GyGOG;Gq GG GV G 0 G WG z G G F þ G o G •G ^G ŠG EG Q GUGŠGM GgG
G G F Û G � F íF þG kG ŠG V G " � P7 VF ç G � F éF ¹last listener G= G6Gx GŠ6ë7xFÿF¸ �Â'ÅFþ Fú FÔGkGŠGV G" G
G G G V G> GyGŠGeFÛ G� �P7V FéG��SFû GyGŠGM FÜ�…�µ FéG��q�±�ì6ëF÷ FéF¹

vlan vlan-id H��õ�–H� �æ��Fþ VLAN F÷ last-listener G= G6Gx GŠ�ì6ëG" 0¿��Fç G� FéF¹ �æ
F÷FÝ G� VLAN ID Fþ(
�VFÿ 1 HZ 1001 FÚG�G� 1006 HZ 4094 F ÷ F éF ¹

integer_value MASQ G " 3 æ� ™F ç F ï� ‹G l G yG OG ;G q G G G V G > G yG ŠG eF Û G � G kG ŠG V G "
�SFûGl GyGOG;Gq GG GV GyGŠGM FÜ�…�µ FéG��ì6ë H�1000 &Ê�"�)H� G" 0¿��Fç
G � F éF ¹ � æ� �F ÷F Ý G �( 
� VF ÿ 100 HZ 32,768 F ÷ F éF ¹ G UG cG 7 G yG V � ÍF ÿ 1000 H�1 
&ÊH� F÷ FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(40)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ipv6 mld snooping last-listener-query-interval

ö

ŠF ç

Š

GnŠ
" 0 ¿� �

Š

VLAN G= G6Gx GŠ6ë7xFÜ0¿��Få G�Fö FÔG�Fø F¸ G>G{ GŠG^ Gy G= G6Gx GŠ6ë7x G� G� 
ƒ
›Få G�G� FéF¹VLAN 
6ë7xFÜ 0 Fû0¿��Få G�Fö FÔG�Fø F¸ G>G{ GŠG^ Gy�ÍFÜ�Q#ÝFå G�G� FéF¹

1002 HZ 1005 Fþ VLAN $��•FÿF¸ GV GŠG= G• Gx G• G> VLAN FÚG�G� FDDI VLAN FþFïG�Fû�£(ÙFå G�F
FÔG�F ïG�F¸MLD G G G Z G ŠG b G • G >F ûF ÿ� Q# ÝF ÷F Ý G � F ëG #F ¹

�[ ��Fþ�[F÷FÿF¸ last-listener G= G6Gx GŠ6ë7xG" 2 &ÊFû G>G{ GŠG^ GyFû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# ipv6 mld snooping last-listener-query-interval 2000

��Fþ�[F÷FÿF¸ VLAN 1 #ÝFþ last-listener G= G6Gx GŠ6ë7xG" 5.5 &ÊFû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)#  ipv6 mld snooping vlan 1 last-listener-query-interval 5500

0¿��G" &�1� FéG�FûFÿFşhow ipv6 MLD snooping [vlan vlan-id] GtGŠGD EXEC G A G l G • G WG " 
 °�
G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
ipv6 mld snooping last-listener-query-count IPv6 MLD G G G Z G ŠG b G • G > last-listener G = G 6G x G 

G 9 G 4 G •G V G " 0 ¿� �F ç G � F éF ¹
sdm prefer GG G2GQ GOFþ�Q#Ý�‰�2Fû�öFõFÝ GE GG GT G x G K G

GG G" �q4:�ì FéG� G� FÖ SDM G T G •G eG z G ŠG V G
F ç G � F éF ¹

show ipv6 mld snooping querier IPv6 MLD G G G Z G ŠG b G • G > last-listener G = G 6G x G
6ë7xG" 0¿��Fç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ipv6 mld snooping listener-message-suppression

F� š� D
G 1
" G UG 1

ÒG � G � F éF ¹
e

¹

F é H �G O

[GŠGd

áG� G�G� FéF¹

�� ‰� 2G " & gF ç G � F éF ¹

�2G" &gFç

F ç
ipv6 mld snooping listener-message-suppression
IP version 6H�IPv6H�Multicast Listener DiscoveryH�MLDH � G G G Z G ŠG b G • G > G x G G G XG Š G o G Q G IG ŠG
G " G 2 G [G ŠG d G yF ûF éG �F ûF ÿF ¸ipv6 mld snooping listener-message-suppression G>G{ GŠG^ Gy G A G •G c
G<Gs Gz GŠGEGu G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹MLD G G G Z G ŠG b G • G > G x G G G XG Š G o G Q G IG ŠG F� š� DG
GIGŠGd GyFûFéG�FûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

ipv6 mld snooping listener-message-suppression

no ipv6 mld snooping listener-message-suppression

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F
Catalyst 2960 G G G 2G Q G OF ÷F ÿF ¸ G UG s G 0 G y IPv4/IPv6 Switch Database ManagementH�SDMH � G T G •G
G z G ŠG V G � 0 ¿� �F ç F ú F áG �G �F ú G � G � F ëG # H �Catalyst 2960-S GG G2GQ GOF÷Fÿ�Y0[H�F¹

G A G l G • G W GUGc G7 GyGVGUGcG7 GyGV F÷FÿF¸MLD G G G Z G ŠG b G • G > G x G G G XG Š Go GQ GIGŠGF�š�DFÿGUG1 GIGŠGd GyF÷ FéF

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•GUGs G0 Gy IPv4/IPv6 G T G •G eG z G ŠG V G " 0 ¿� � F éG �F ûF ÿF ¸sdm prefer dual-ipv4-and-ipv6 G>G{ GŠG^ Gy GA
G•Gc G1 G<Gs Gz GŠGEGu G• G A G l G • G WG " 
 °� ŠF ç F ¸ G G G 2G Q G OG " G x G { G Š G W F ç G �Catalyst 2960 G G G 2G Q
F þ G �H �F ¹

MLD G G G Z G ŠG b G • G > G x G G G XG Š G o G Q G IG ŠG F� š� DF ÿF ¸IGMP Gz GkGŠGV �š�DFû%&�\Fç G� FéF¹ G2 G
GyFþ���œF¸ G> GyGŠGeFû�P FéG��w�™ MLDv1 Gz GkGŠGV FÿGz GkGŠGV 3?3æ�ì6ë FäFø Fû 1 �GFðFá IPv6 Gl
GyGOG;Gq GG GV GyGŠGM Fû3?3æFå G�G� FéF¹ Fã G�Fû G� G� F¸ 5�0
Gz GkGŠGV Fþ3?3æG" 4JF

�[ ��Fþ�[F÷FÿF¸MLD G G G Z G ŠG b G • G > G x G G G XG Š G o G Q G IG ŠG F� š� DG " G 2 G [G ŠG d G yF ûF éG
Switch(config)# ipv6 mld snooping listener-message-suppression

��Fþ�[F÷FÿF¸ MLD G G G Z G ŠG b G • G > G x G G G XG Š Go GQ GIGŠGF�š�DG" GUG1 GIGŠGd GyFûFéG��‰
G � F éF ¹
Switch(config)# no ipv6 mld snooping listener-message-suppression

0¿��G" &�1� FéG�FûFÿFşhow ipv6 mld snooping [vlan vlan-id] GtGŠGD EXEC G A G l G • G WG " 
 °� Š
G � F éF ¹

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(40)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ipv6 mld snooping listener-message-suppression

G yF ûF ç G � F éF ¹

n
" 0 ¿� �

F ¹
G A G l G • G W 1 �� Â
ipv6 mld snooping IPv6 MLD G G G Z G ŠG b G • G >G " G 2 G [G ŠG d
sdm prefer GG G2GQ GOFþ�Q#Ý�‰�2Fû�öFõFÝ GE GG GT G G x G K G Š

GG G" �q4:�ì FéG� G� FÖ SDM G T G •G eG z G ŠG V G
F ç G � F éF ¹

show ipv6 mld snooping MLD G G G Z G ŠG b G • G >0 ¿� �G " / ²& gF ç G � F é
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ipv6 mld snooping robustness-variable

G �F ûF ÿF ¸ F ã F þG A G l

ÒG � G � F éF ¹
e

XH� FÿF¸

G6
G �G � F éF ¹

F é H �G O

FúFÛFó
F û� P

Gy�ÍFû G� G� F¸ GG

G G � Í

ö

FÝ G�
ipv6 mld snooping robustness-variable
� Â' ÅF þ F ú F ÔG x G G G XG ŠG " � P7 V F éG �G � F ÷F ûG G G 2G Q G OF Ü3 æ� ™ F éG � IP version 6H�IPv6H�Multicast 
Listener DiscoveryH�MLDH� G= G6Gx GŠFþ�XG" 0¿�� FéG�FûFÿF¸ipv6 mld snooping 
robustness-variable G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹VLAN FäFø Fû
0¿�� FéG�FûFÿFV̧LAN ID G " 
 °� ŠF ç G � F éF ¹ � š� XG " G UG cG 7 G yG V 0 ¿� �F û G x G IG Q G V F é
G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

ipv6 mld snooping [vlan vlan-id] robustness-variable integer_value 

no ipv6 mld snooping [vlan vlan-id] robustness-variable 

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F
Catalyst 2960 G G G 2G Q G OF ÷F ÿF ¸ G UG s G 0 G y IPv4/IPv6 Switch Database ManagementH�SDMH � G T G •G
G z G ŠG V G � 0 ¿� �F ç F ú F áG �G �F ú G � G � F ëG # H �Catalyst 2960-S GG G2GQ GOF÷Fÿ�Y0[H�F¹

�S�eFþ1��Â

G A G l G • G W GUGc G7 GyGVGUGcG7 GyGV Fþ G>G{GŠG^ Gy G{ G^GGGV G[GG�š�X H�Gx GG GXGŠG" �P7VFéG��SFþG= G6Gx GŠ�2 F÷FéF¹

GUGcG7 GyGV Fþ VLAN G{ G^GGGV G[GG�š�X H �G l GyGOG;Gq GGGV G0 GWGz GG FÜ�‡7H�)G�FûFú G��SFþG=
G x G Š� XH � F ÿ 0 F÷FéF¹ Gx GG GXGŠFþ�‡7HFþ�8�•FûFÿF¸ G>G{GŠG^ Gy G { G ^G GG V G [G G� š� XF Ü� Q# ÝF å

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•GUGs G0 Gy IPv4/IPv6 G T G •G eG z G ŠG V G " 0 ¿� � F éG �F ûF ÿF ¸sdm prefer dual-ipv4-and-ipv6 G>G{ GŠG^ Gy GA
G•Gc G1 G<Gs Gz GŠGEGu G• G A G l G • G WG " 
 °� ŠF ç F ¸ G G G 2G Q G OG " G x G { G Š G W F ç G �Catalyst 2960 G G G 2G Q
F þ G �H �F ¹

G{ G^GG GV G[GG FÿF¸ GkGŠGV G" Gl GyGOG;Gq GG GV G> GyGŠGeFÛ G� �P7V FéG��SFû3æ�™Få G�Fï�Â'ÅFÜ
Fï MLDv1 G= G6Gx GŠ�XFþ!lFÛ G�  ���Få G�G� FéF¹ 0¿��Få G�Fï�G�X3æ�™Få G�Fï MLDv1 G = G 6G x G Š
F ç F ö� w� ™F ç F ï MLDv1 Gz GkGŠGV FÜFú FÔ���œF¸ GkGŠGV FÜ�P7VFå G�G� FéF¹ G>G{ GŠG^
G2GQ GOFÜ�Â'ÅFç Fú FÔGx GG GXGŠG" �P7V FéG��SFû�…�µ FéG�G= G6Gx GŠ�XFÜ�ô��Fç F¸VLAN �ÍFÜ0¿��Få
G�Fö FÔFú FÔ VLAN FéG	Fö Fû4:#ÝFç G� FéF¹

VLAN Fû0¿��Få G�Fï G{ G^GG GV G[GG �ÍFÿ G>G{ GŠG^ Gy�Í G� G� 
ƒ
›Få G�G� FéF¹VLAN G { G ^G G G V G [
FÜ 0 H�GUGcG7 GyGV H� Fþ���œF¸ G>G{ GŠG^ Gy�ÍFÜ�Q#ÝFå G�G� FéF¹

1002 HZ 1005 Fþ VLAN $��•FÿF¸ GV GŠG= G• Gx G• G> VLAN FÚG�G� FDDI VLAN FþFïG�Fû�£(ÙFå G�F
FÔG�F ïG�F¸MLD G G G Z G ŠG b G • G >F ûF ÿ� Q# ÝF ÷F Ý G � F ëG #F ¹

vlan vlan-id H��õ�–H� �æ��Fþ VLAN FûG{ G^GG GV G[GG �š�XG" 0¿��Fç G� FéF¹ �æ��F÷ 
VLAN ID Fþ(
�VFÿ 1 HZ 1001 FÚG�G� 1006 HZ 4094 F ÷ F éF ¹

integer_value (
�VFÿ  1 HZ 3 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(40)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ipv6 mld snooping robustness-variable

FéG�

ŠF ç

Š

GnŠ
" 0 ¿� �

éF ¹
�[ ��Fþ�[F÷FÿF¸ GG G2GQ GOFÜ�Â'ÅFç Fú FÔGx GG GXGŠ GkGŠGV G" �P7V FéG��SFû 3 �¶FþG= G6Gx GŠG" 3æ�™
G � F Ö G >G { G ŠG ^ G y G { G ^G G G V G [G G � š� XG " 0 ¿� � F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch(config)# ipv6 mld snooping robustness-variable 3

��Fþ�[F÷FÿF¸ VLAN 1 FûG{ G^GG GV G[GG �š�XG" 0¿�� FéG��‰�2G" &gFç G� FéF¹ Fã Fþ�ÍFÿ VLAN F þ G >
G { G ŠG ^ G y G A G •G c G 1 G <G s G z G ŠG EG u G • G � G � 
 ƒ
 ›F å G �G � F éF ¹
Switch(config)#  ipv6 mld snooping vlan 1 robustness-variable 1

0¿��G" &�1� FéG�FûFÿFşhow ipv6 MLD snooping [vlan vlan-id] GtGŠGD EXEC G A G l G • G WG " 
 °�
G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
ipv6 mld snooping last-listener-query-count IPv6 MLD G G G Z G ŠG b G • G > last-listener G = G 6G x G 

G 9 G 4 G •G V G " 0 ¿� �F ç G � F éF ¹
sdm prefer GG G2GQ GOFþ�Q#Ý�‰�2Fû�öFõFÝ GE GG GT G x G K G

GG G" �q4:�ì FéG� G� FÖ SDM G T G •G eG z G ŠG V G
F ç G � F éF ¹

show ipv6 mld snooping MLD G G G Z G ŠG b G • G >0 ¿� �G " / ²& gF ç G � F
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ipv6 mld snooping tcn

éG �
F éF ¹ G U

ÒG � G � F éF ¹
e

F é H �G O

ŠF ç

F ¸ G = G 6G x G Š
Fû
ipv6 mld snooping tcn
IP version 6H�IPv6H�Multicast Listener DiscoveryH�MLDH� GV Gk G{ GF�š�f3û%± H�TCNH � G " 0 ¿� � F
FûFÿFi̧pv6 mld snooping tcn G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G �
GcG7 GyGV 0¿� �Fû Gx GIGQ GV FéG�FûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

ipv6 mld snooping tcn { flood query count integer_value | query solicit}

no ipv6 mld snooping tcn { flood query count integer_value | query solicit}

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F
Catalyst 2960 G G G 2G Q G OF ÷F ÿF ¸ G UG s G 0 G y IPv4/IPv6 Switch Database ManagementH�SDMH � G T G •G
G z G ŠG V G � 0 ¿� �F ç F ú F áG �G �F ú G � G � F ëG # H �Catalyst 2960-S GG G2GQ GOF÷Fÿ�Y0[H�F¹

�S�eFþ1��Â

G A G l G • G W GUGc G7 GyGVTCN G= G6Gx GŠ3æ�™13�ÓFÿGUG1 GIGŠGd GyF÷ FéF¹

G2 G[GŠGd GyFþ���œF¸ GUGcG7 GyGV Fþ Gc GwGQ GUG1 G• G> G = G 6G x G Š G 9 G 4 G •G V F ÿ 2 F ÷ F éF ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•GUGs G0 Gy IPv4/IPv6 G T G •G eG z G ŠG V G " 0 ¿� � F éG �F ûF ÿF ¸sdm prefer dual-ipv4-and-ipv6 G>G{ GŠG^ Gy GA
G•Gc G1 G<Gs Gz GŠGEGu G• G A G l G • G WG " 
 °� ŠF ç F ¸ G G G 2G Q G OG " G x G { G Š G W F ç G �Catalyst 2960 G G G 2G Q
F þ G �H �F ¹

�[ ��Fþ�[F÷FÿF¸ TCN G= G6Gx GŠ3æ�™13�ÓG" G2 G[GŠGd GyFûFéG��‰�2G" &gFç G� FéF¹
Switch(config)#  ipv6 mld snooping tcn query solicit.

��Fþ�[F÷FÿF¸ Gc GwGQ GUG1 G• G> G = G 6G x G Š G 9 G 4 G •G V G " 5 Fû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# ipv6 mld snooping tcn flood query count 5.

0¿��G" &�1� FéG�FûFÿFşhow ipv6 MLD snooping [vlan vlan-id] GtGŠGD EXEC G A G l G • G WG " 
 °�
G � F éF ¹

flood query count 
integer_value 

G c G wG Q G UG 1 G • G > G = G 6G x G Š G 9 G 4 G •G V G " 0 ¿� �F ç G � F éF ¹ F ã G �F ÿ
Fþ�w�™G" 0[�ÓFç FïGkGŠGV FðFáFûGl GyGOG;Gq GG GV GUGŠGM G" 3?3æ FéG��S
3æ�™Få G�G�G= G6Gx GŠ�XF÷ FéF¹ (
�VFÿ 1 HZ 10 F ÷ F éF ¹

query solicit TCN G= G6Gx GŠFþ3æ�™13�ÓG" G2 G[GŠGd GyFûFç G� FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(40)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ipv6 mld snooping tcn

GnŠ
" 0 ¿� �

éF ¹
6õ4�GA GlG• GW G A G l G • G W 1 �� Â
sdm prefer GG G2GQ GOFþ�Q#Ý�‰�2Fû�öFõFÝ GE GG GT G x G K G

GG G" �q4:�ì FéG� G� FÖ SDM G T G •G eG z G ŠG V G
F ç G � F éF ¹

show ipv6 mld snooping MLD G G G Z G ŠG b G • G >0 ¿� �G " / ²& gF ç G � F
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
ipv6 mld snooping vlan

ŠG b G •
ŠG EG u G •
F éG �F ûF ÿF ¸ F ã F þG A G l G • G WF þ

ÒG � G � F éF ¹
e

#F ¹

2GG �VF÷GUG1

P

;G q G G G V

q GG GV
kG ŠG V G � F ïF ÿ
G 5 G 2
ipv6 mld snooping vlan
VLAN G 2 G •G M G ŠG c G 5 G 2G G F ÷ IP version 6H�IPv6H�Multicast Listener DiscoveryH�MLDH � G G G Z G
G> G _ G w G o G ŠG M G " 0 ¿� � F éG �F ûF ÿF ¸ipv6 mld snooping vlan G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G GA
G l G • G WG " � Q# ÝF ç G � F éF ¹ G _ G w G o G ŠG M G " G UG cG 7 G yG V 0 ¿� �F û G x G IG Q G V no 
�g�'G" �Q#ÝFç G� FéF¹

ipv6 mld snooping vlan vlan-id [immediate-leave | mrouter  interface interface-id | static 
ipv6-multicast-address interface interface-id]

no ipv6 mld snooping vlan vlan-id [immediate-leave | mrouter  interface interface-id | static 
ip-address interface interface-id]

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F
Catalyst 2960 G G G 2G Q G OF ÷F ÿF ¸ G UG s G 0 G y IPv4/IPv6 Switch Database ManagementH�SDMH � G T G •G
G z G ŠG V G � 0 ¿� �F ç F ú F áG �G �F ú G � G � F ëG # H �Catalyst 2960-S GG G2GQ GOF÷Fÿ�Y0[H�F¹

�S�eFþ1��Â

G A G l G • G W GUGc G7 GyGVMLD GG GZ GŠGb G• G>�6�ì+:3å��#.FÿGUG1 GIGŠGd GyF÷ FéF¹

GUGcG7 GyGV F÷FÿF¸ GG GM GT G1 GQ G= IPv6 G l G yG OG ;G q G G G V G > G yG ŠG eF ÿ0 ¿� �F å G �F ö F ÔG � F ëG

GUGcG7 GyGV F÷FÿF¸ Gl GyGOG;Gq GG GV GyGŠGM GkGŠGV Fÿ FÒG� G� FëG#F¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

vlan vlan-id VLAN $��•G" �æ��Fç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ 1001 G � F ïF ÿ 
1006 HZ 4094 F ÷ F éF ¹

immediate-leave H��õ�–H�VLAN G 2 G •G M G ŠG c G 5 G 2G G � VF ÷F ¸MLD Fþ�6�ì+:3å��#.G"
G2 G[GŠGd GyFûFç G� FéF¹ Fã Fþ�µ+�G" G2 G•GM GŠGc G5 G
GIGŠGd GyFû FéG�FûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

mrouter interface H��õ�–H� Gl GyGOG;Gq GG GV GyGŠGM GkGŠGV G" 0¿��Fç G� FéF¹ 0¿��G" �
7 V F éG �F ûF ÿF ¸ F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

static ipv6-multicast-address H��õ�–H� �æ��Fþ IPv6 G l G yG OG ;G q G G G V G 0 G WG z G G F ÷G l G yG OG 
G > G yG ŠG eG " 0 ¿� �F ç G � F éF ¹

interface interface-id G z G 2 G r 2 GkGŠGV G" G> GyGŠGeFû3ã�•Fç G� FéF¹ Gl GyGOG;G GyGŠ
G M G � F ïF ÿG G G M G TG 1 G Q G = G 2 G •G M G ŠG c G 5 G 2G G F ÿF ¸ " @# .G
G 2 G •G M G ŠG c G 5 G 2G G ( 
� V 1 HZ 48 FþGkGŠGV GOGq G[ Gy G 2 G •G M G ŠG c
G G F ûF ú G �F ã F ø F ÜF ÷F Ý G � F éF ¹

Gx Gx GŠGG �š�f
Æ��
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
ipv6 mld snooping vlan

F é H �G O

�Fç

F÷FÝ
G d
>G "

ö

G � F éF ¹

G yF ûF ç G � F éF ¹

ç G � F éF ¹

nG G
¿� �F ç

� F éF ¹
�Q#Ý�VFþG: G2 GW Gw G2G•GUGs G0 Gy IPv4/IPv6 G T G •G eG z G ŠG V G " 0 ¿� � F éG �F ûF ÿF ¸sdm prefer dual-ipv4-and-ipv6 G>G{ GŠG^ Gy GA
G•Gc G1 G<Gs Gz GŠGEGu G• G A G l G • G WG " 
 °� ŠF ç F ¸ G G G 2G Q G OG " G x G { G Š G W F ç G �Catalyst 2960 G G G 2G Q
F þ G �H �F ¹

VLAN Fþ�›GkGŠGV �VFû 1 FôFþGz GEGŠG^FðFáFÜ�Ñ�~ FéG����œF¸ �6�ì+:3å��#.Fþ�µ+�FðFáG" 0¿�
F ö F ß F ðF å F ÔF ¹ 0 ¿� �F ÿF ¸NVRAM Fû�–�ÑFå G�G� FéF¹

static G;GŠ G}GŠ GWFÿ MLD G o G •G ^ GkGŠGV G" 7ü$×Fû0¿�� FéG�FïG�Fû�Q#ÝFå G�G� FéF¹

0¿��FÚG�G�GG GM GT G1 GQ G= GkGŠGV Fø G> GyGŠGeFÿF¸NVRAM Fû�–�ÑFå G�G� FéF¹

IPv6 G l G yG OG ;G q G G G V GyGŠGM FÜ Catalyst 6500 G G G 2G Q G OF ÷ F ÒG � F ¸ � Ñ� G VLAN H�(
�V 1006 HZ 4094H�
G" �Q#Ý FéG����œFÇatalyst 3750 G � F ïF ÿ Catalyst 3560 G G G 2G Q G OF Ü VLAN �VF÷G= G6Gx GŠG" �w�™
G � G � F Ö F ûF éG �F ïG �F ¸IPv6 MLD G G G Z G ŠG b G • G >G " Catalyst 6500 G G G 2G Q G OF þ� Ñ� G VLAN F ÷ G 2 G [G Š
GyFûFéG��²0[FÜ FÒG� G� FéF¹ �† =(
�V VLAN H�1 HZ 1005H� Fþ���œFI̧Pv6 MLD G G G Z G ŠG b G • G 
Catalyst 6500 G G G 2G Q G OF þ VLAN F ÷ G 2 G [G ŠG d G yF ûF éG �� ²0 [F ÿ F ÒG � G � F ëG #F ¹

1002 HZ 1005 Fþ VLAN $��•FÿF¸ GV GŠG= G• Gx G• G> VLAN FÚG�G� FDDI VLAN FþFïG�Fû�£(ÙFå G�F
FÔG�F ïG�F¸MLD G G G Z G ŠG b G • G >F ûF ÿ� Q# ÝF ÷F Ý G � F ëG #F ¹

�[ ��Fþ�[F÷FÿF¸ VLAN 1 F÷ MLD �6�ì+:3å��#.G" G2 G[GŠGd GyFû FéG��‰�2G" &gFç G� FéF¹
Switch(config)# ipv6 mld snooping vlan 1 immediate-leave

��Fþ�[F÷FÿF¸ VLAN 1 F÷ MLD �6�ì+:3å��#.G" GUG1 GIGŠGd GyFû FéG��‰�2G" &gFç G� FéF¹
Switch(config)# no ipv6 mld snooping vlan 1 immediate-leave

��Fþ�[F÷FÿF¸ GkGŠGV G" Gl GyGOG;Gq GG GV GyGŠGM GkGŠGV Fø Fç Fö0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# ipv6 mld snooping vlan 1 mrouter interface gigabitethernet1/01/2

��Fþ�[F÷FÿF¸ GG GM GT G1 GQ G= G l G yG OG ;G q G G G V G > G yG ŠG eG " 0 ¿� � F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch(config)# ipv6 mld snooping vlan 2 static FF12::34 interface gigabitethernet1/01/2

0¿��G" &�1� FéG�FûFÿF¸show ipv6 mld snooping vlan vlan-id GtGŠGD EXEC G A G l G • G WG " 
 °� ŠF ç

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
ipv6 mld snooping IPv6 MLD G G G Z G ŠG b G • G >G " G 2 G [G ŠG d
ipv6 mld snooping vlan VLAN F÷ IPv6 MLD G G G Z G ŠG b G • G >G " 0 ¿� �F
sdm prefer GG G2GQ GOFþ�Q#Ý�‰�2Fû�öFõFÝ GE GG GT G G x G K G Š

G" �q4:�ì FéG� G� FÖ SDM G T G •G eG z G ŠG V G " 0
G � F éF ¹

show ipv6 mld snooping IPv6 MLD G G G Z G ŠG b G • G >0 ¿� �G " / ²& gF ç G
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
lacp port-priority

ÿF ¸
UG cG 7 G yG V 0 ¿

G GM G•G^ G2û

X� ÍF Ü� `F å
F å G �F ¸ F í

0¿��Fþ
ô��Fç G� FéF¹

G T G 1

K GcGV G4 G5 G0
ðF å F ÔF ¹
lacp port-priority 
Link Aggregation Control ProtocolH�LACPH � F þG kG ŠG V G e G w G 2 G 8G x G T G 1 G " 0 ¿� � F éG �F ûFlacp 
port-priority  G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G
��Fû�` FéFûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

lacp port-priority priority

no lacp port-priority 

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV Fÿ 32768 F ÷ F éF ¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•lacp port-priority  G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WF ÿF ¸LACP GOGq G[ Gy G>
GyGŠGeFû 9 Fô�è�VFþGkGŠGV FÜ FÒ G����œF¸ G^ G• GW GyFå G�G�GkGŠGV Fø F¸ Gi GQ GV G GpGŠ GW F
*(FÛ G�G�GkGŠGV G" �8�9Fç G� FéF¹

LACP GOGq G[ Gy G > G yG ŠG eF ÿF ¸ �   F è G M G 2G eF þ G 2G ŠG CG [G Q G V GkGŠGV G" 16 �¶G� F÷�–�wF÷FÝ G� FéF¹ �q
�±  8 �¶G" G0G= GTG1 GdFûF¸ �q�± 8 �¶G" GG GM G•G^ G2 GpGŠ GWFûF÷FÝ G� FéF¹

GkGŠGV G e G w G 2 G 8G x G T G 1 F þ� š3 QF ÷F ÿF ¸ � X� ÍF Ü�`Få FÔG � F ùG e G w G 2 G 8G x G T G 1 F Ü9×FßF ú G � G � F éF ¹LACP 
GOGq G[ Gy G > G yG ŠG eF û 9 Fô�è�VFþGkGŠGV FÜ FÒ G����œF¸LACP GkGŠGV G e G w G 2 G 8G x G T G 1 F þ�
F Ô H �F ôG � G � F ¸ 9 × F ÔG e G w G 2 G 8G x G T G 1 � ÍF þH �9 FôFþGkGŠGV FÜGOGq G[ Gy G > G yG ŠG eF ûG ^ G • G W G y
G�G� G� �* FÔGe Gw G2 G8Gx GT G1 FþGkGŠGV FÿGi GQ GV GG GM G•G^ G2 GpGŠ GW Fû*(FÛ G�G� FéF¹LACP GkGŠGV Ge
G w G 2 G 8G x G T G 1 F Ü�   F è G kG ŠG V F Ü 2 Fô�è�V FÒ G����œ H�FïFø FØG�F¸ FíFþ FÔFêG�G� GUGcG7 GyGV 
65535 Fû0¿��Få G�Fö FÔG����œH�F¸ GkGŠGV $��•Fþ
Æ4Š�ÍFû G� G� Ge Gw G2 G8Gx GT G1 FÜ�

H��@H� LACP Gx G•G= G" �D�š FéG�GG G2GQ GO�VFûGkGŠGV FÜ FÒ G����œFû7H G� F¸LACP GkGŠGV G e G w G 2 G 8G x
Fÿ�w� F÷ FéF¹ Gx G•G= G" �D�š FéG�GG G2GQ GOFþ�8�9FûFôFÔFö FÿF¸lacp system-priority G>G{ GŠG^ Gy GA
G•Gc G1 G<Gs Gz GŠGEGu G• G A G l G • G WG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

LACP GkGŠGV Ge Gw G2 G8Gx GT G1 FÚG�G�
Æ4ŠGkGŠGV $��•�ÍG" /²&g FéG�FûFÿF¸show lacp internal "I�’  
EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

"@#.GkGŠGV �VFþ LACP Fþ0¿��Fû6õ FéG��_��FûFôFÔFö FÿF¸ Fã Fþ Gx Gx GŠGG Fû�P�Â FéG�G 
G A G •G c G 1 G <G s G z G ŠG EG u G • G : G 2 G WF þ F ÂConfiguring EtherChannelsF Ã F þ' vG " � g! ·F ç F ö F ß F

priority LACP FþGkGŠGV G e G w G 2 G 8G x G TG 1 F ¹ ( 
� VF ÿ 1 HZ 65535 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
lacp port-priority

ŠF ç

�\

F éF ¹
�[ ��Fþ�[F÷FÿF¸ GkGŠGV F÷ LACP GkGŠGV Ge Gw G2 G8Gx GT G1 G" 0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# interface gigabitethernet2/0/1
Switch(config-if)# lacp port-priority 1000

0¿��G" &�1� FéG�FûFÿFşhow lacp [channel-group-number] internal  "I�’  EXEC G A G l G • G WG " 
 °�
G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
channel-group EtherChannel G > G yG ŠG eF û G 2G ŠG CG [G Q G V GkGŠGV G" �m G�

F ö G � F éF ¹
lacp system-priority LACP G E G G G T G n G e G w G 2 G 8G x G TG 1 G " 0 ¿� �F ç G �
show lacp [channel-group-number] 
internal  

FéG	FöFþGOGq G[ Gy G> GyGŠGeG� FïFÿ�æ��FþGOGq G[ Gy G>
GyGŠGeFþ
Æ4Š�_��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
lacp system-priority

G 7 G yG V 0 ¿� �F û

G 2G Q G O

Fû
T G 1 G "

�8�9
G�G� FéF¹

G 1 F Ü9 ×F ß F ú G � G � F éF ¹ F ç F ïF ÜF ó
� GEGG GT GnFÜ�D�š
G �� �� œ H �F ï

• Fé

G4 G5 G0
å F ÔF ¹
lacp system-priority 
GkGŠGV 7Ÿ(ÙGeG{ GV GA Gy H�LACPH � F þG E G G G T G n G e G w G 2 G 8G x G T G 1 G " 0 ¿� � F éG �F ûF ÿF ¸lacp 
system-priority G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG c
� ` F éF ûF ÿF ¸ F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

lacp system-priority priority

no lacp system-priority

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV Fÿ 32768 F ÷ F éF ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•lacp system-priority G A G l G • G W F ÷F ÿF ¸ G kG ŠG V G e G w G 2 G 8G x G TG 1 G " � D� šF éG � LACP G x G •G = F þG G
FÜ�8�9Få G�G� FéF¹

LACP GOGq G[ Gy G > G yG ŠG eF ÿF ¸ �   F è G M G 2G eF þ G 2G ŠG CG [G Q G V GkGŠGV G" 16 �¶G� F÷�–�wF÷FÝ G� FéF¹ �q
�±  8 �¶G" G0G= GTG1 GdFûF¸ �q�± 8 �¶G" GG GM G•G^ G2 GpGŠ GWFûF÷FÝ G� FéF¹LACP GOGq G[ GyG> GyGŠGe 9 
Fô�è�VFþGkGŠGV FÜ FÒ G����œF¸ Gx G•G= Fþ�D�š
�)
'ƒFû FÒ G�GG G2GQ GOFÿF¸ GkGŠGV G e G w G 2 G 8G x G
�Q#ÝFç FöF¸ GOGq G[ GyFûG^ G• GW GyFéG�GkGŠGV FÚG�G�Gi GQ GV GG GM G•G^ G2 GpGŠ GW Fû*(Fß GkGŠGV G"
Fç G� FéF¹ �ÚFþGG G2GQ GO�VFþGkGŠGV Ge Gw G2 G8Gx GT G1 H�Gx G•G= Fþ8��D�š
�)
'ƒH� Fÿ!“0iFå

G e G w G 2 G 8G x G TG 1 F þ� š3 QF ûF ÚF ÔF öF ÿF ¸ � X� ÍF Ü� `F å F ÔG � F ùG e G w G 2 G 8G x G T
FöFĻACP GEGG GT Gn Ge Gw G2 G8Gx GTG1 Fþ�X�ÍFÜ�`Få FÔ H�Ge Gw G2 G8Gx GTG1 �ÍFþ9×FÔH
GEGG GT GnFø Fú G� G � FéF¹ FùFñ G�FþGG G2GQ GOG� �   Fè LACP G E G G G T G n G e G w G 2 G 8G x G TG 1 F ÷ F Ò
Fø FØG�F¸ FùFñ G� G� GUGcG7 GyGV 0¿��Fþ 32768 FÜ0¿��Få G�Fö FÔG����œH�F¸LACP G E G G G T G n ID H�GG
G2GQ GOFþ MAC G 0 G WG z G G H � F û G � G � � D� š F éG �G G G 2G Q G OF Ü� 8� 9F å G �G � F éF ¹

lacp system-priority G A G l G • G WF ÿF ¸ G G G 2G Q G O� VF þ F éG 	F öF þ LACP EtherChannel Fû4:#ÝFå G�G� FéF¹

G i G Q G V G G G M G •G ^ G 2 GpGŠ GW H�GkGŠGV G G G TG ŠG V G c G w G >F þ H F÷���ŠFû/²&gH� Fû FÒ G�GkGŠGV G" �8�
G�FûFÿF¸show etherchannel summary "I�’  EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

"@#.GkGŠGV �VFþ LACP Fþ0¿��Fþ0ò(ýFûFôFÔFö FÿF¸ Fã Fþ Gx Gx GŠGG Fû�P�Â FéG�GK GcGV G A G •
G c G 1 G <G s G z G ŠG EG u G • G : G 2 G WF þ F ÂConfiguring EtherChannelsF Ã F þ' vG " � g! ·F ç F ö F ß F ðF

�[ ��Fþ�[F÷FÿF¸ LACP FþGE GG GT Gn Ge Gw G2 G8Gx GT G1 G" 0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# lacp system-priority 20000

0¿��G" &�1� FéG�FûFÿFşhow lacp sys-id "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

priority LACP FþGE GG GT Gn G e G w G 2 G 8G x G TG 1 F ¹ ( 
� VF ÿ 1 HZ 65535 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
lacp system-priority
6õ4�GA GlG• GW G A G l G • G W 1 �� Â
channel-group EtherChannel G > G yG ŠG eF û G 2G ŠG CG [G Q G V G kG ŠG V G " � m G � � \F ö G � F éF ¹
lacp port-priority LACP GkGŠGV G e G w G 2 G 8G x G TG 1 G " 0 ¿� �F ç G � F éF ¹
show lacp sys-id LACP Fû G�FóFö�Q#ÝFå G�G�GE GG GT Gn1‘�9�ÊG" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
link state group

G c G 5
ŠG V G "

G G G V G x G Š G n
s G z G Š
yGV Fþ G> GyGŠGe$�

G G
ŠG V F þ7 Ÿ� œ H �
G•
ŠG c G 5 G 2G G F ÿG �

Fÿ GN G4 G•GG GV Gx GŠ Gn
= /æ*(Fû�K)F

ò(ýFû

¹

G yG ŠG e$ �

V G x G Š G n

G x G Š G n
link state group
G x G •G = G G G TG ŠG V G > G yG ŠG eF þ G o G •G ^F ø F ç F ö G kG ŠG V G " 0 ¿� � F éG �F ûF ÿF ¸link state group G 2 G •G M G Š
G2GG G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G x G •G = G G G TG ŠG V G > G yG ŠG eF Û G � G kG
�P7V FéG�FûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

link state group [number] { upstream | downstream}

no link state group [number] { upstream | downstream}

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV Fþ G> GyGŠGeFÿ group 1 F ÷ F éF ¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•�æ��Få G�Fï Gx G•G= G G G TG ŠG V G > G yG ŠG eF þ G 0G Q G eG G G V G x G Š G nG � F ïF ÿ G N G 4 G • G 2 G •G M G Š
G c G 5 G 2G G F ø F ç F ö G kG ŠG V G " 0 ¿� � F éG �F ûF ÿF ¸link state group G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G
GEGu G• GA Gl G• GWG" �Q#ÝFç G� FéF¹ G> GyGŠGe$��•FÜ%,$�Få G�Fö FÔG����œF¸ GUGcG7 G
�•Fÿ  1 F ÷ F éF ¹

G x G •G = G G G TG ŠG V G V G wG Q G ; G • G >G " G 2 G [G ŠG d G yF ûF éG �F ûF ÿF ¸link-state group G " � 8� BF ç F ¸ G x G •G =
GTGŠGV G > G yG ŠG eF û� m G � � \F ö G � G 2 G •G M G ŠG c G 5 G 2G G G " � æ� �F ç G � F éF ¹ G kGEtherChannelH�F¸
G0G= GIGG GpGŠ GWG� FïFÿGV Gw G•G= GpGŠ GWFþ�"�MFþ"@#.GkGŠGV F¸ G� FïFÿ GyGŠGTGQ GW GkGŠGV G" G2
G M G ŠG c G 5 G 2G G F û� æ� �F ÷F Ý G � F éF ¹ G x G •G = G G G TG ŠG V G > G yG ŠG eF ÷F ÿF ¸ F ã G �G �F þ G 2 G •G M G
F ø G �F ö G ^ G • G W G yF å G �G � F éF ¹G N G 4 G •G G G V G x G Š G n G 2 G •G M G ŠG c G 5 G 2G GFÿF¸G0GQ GeGG GV Gx GŠ Gn G 2 G •
G M G ŠG c G 5 G 2G GFûG^ G2 G• GW Få G�G� FéF¹ GCGŠG^Fû�K)FFå G�Fï G2 G•GM GŠGc G5 G2GG 
G 2 G •G M G ŠG c G 5 G 2G G F ø � çG �G �F ¸ G UG 1 G G G V G x G aG s G ŠG EG u G • GG G2GQ GOFÚG�G�G[GQ GV G}GŠG
F å G �F ï G 2 G •G M G ŠG c G 5 G 2G G F ÿ G 0G Q G eG G G V G x G Š G n G 2 G •G M G ŠG c G 5 G 2G G F ø � çG �G �G � F éF ¹

G N G 4 G •G G G V G x G Š G n G 2 G •G M G ŠG c G 5 G 2G G F ø G 0G Q G eG G G V G x G Š G n G2 G•GM GŠGc G5 G2GG 6ëFþ4��·Fþ0
FôFÔFö FÿF¸ Fã Fþ Gx Gx GŠGG Fû�P�Â FéG�GK GcGV G4 G5 G0 G A G •G c G 1 G <G s G z G ŠG EG u G • G : G 2 G WF þ
FÂConfiguring EtherChannels and Link-State TrackingF Ã F þ' vG " � g! ·F ç F ö F ß F ðF å F ÔF

0¿���VFþ�e8ŸG" �G4J FéG�FïG�FûF¸ ��Fþ�@�–�¦8oFû�‘FóFö Fß FðFå FÔF¹

number H��õ�–H� Gx G•G= GG GTGŠGV G > G yG ŠG e$ �� •G " � æ� �F ç G � F éF ¹ G >
�•FÿF¸ 1 HZ 2 F ÷ F éF ¹ G UG cG 7 G yG V F ÿ 1 F ÷ F éF ¹

upstream GkGŠGV G" "I��Fþ Gx G•G= GG GTGŠGV G > G yG ŠG eF þ G 0G Q G eG G G 
GkGŠGV Fø Fç Fö0¿��Fç G� FéF¹

downstream GkGŠGV G" "I��Fþ Gx G•G= GG GTGŠGV G > G yG ŠG eF þ G N G 4 G •G G G V 
GkGŠGV Fø Fç Fö0¿��Fç G� FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)SEE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
link state group

G c G 5 G 2G G G " F ¸ �   F è G � F ï
ç F ö � �* O F éG �

#F ¹

F éF ¹
• G0GQ GeGG GV Gx GŠ Gn G 2 G •G M G ŠG c G 5 G 2G G F ø F ç F ö� �* OF å G �F ö F ÔG � G 2 G •G M G Š
Fÿ$�Fú G� Gx G•G= GG GTGŠGV G > G yG ŠG e
 ÆF ÷ G N G 4 G •G G G V G x G Š G n G 2 G •G M G ŠG c G 5 G 2G G F ø F
F ã F ø F ÿF ÷F Ý G � F ëG #F ¹ F íF þ3 ëG � �  � ]F ÷ F éF ¹

• G2 G•GM GŠGc G5 G2GG FÿF¸ 0
�XFþ Gx G•G= GG GTGŠGV G > G yG ŠG eF þ G o G •G ^F ûF ÿF ú G �G � F ëG

• G G G 2G Q G O 1 FôFûFôFÝ F¸ 0¿��F÷FÝ G� Gx G•G= GG GTGŠGV G > G yG ŠG eF ÿ 2 FôFðFáF÷ FéF¹

�[ ��Fþ�[F÷FÿF¸ group 2 F ÷ G 2 G •G M G ŠG c G 5 G 2G G G " upstream F ø F ç F ö0 ¿� � F éG �� ‰� 2G " & gF ç G �
Switch# configure terminal  
Switch(config)# interface range gigabitethernet1/0/11 - 14  
Switch(config-if-range)# link state group 2 downstream
Switch(config-if-range)# end
Switch(config-if)# end

0¿��G" &�1� FéG�FûFÿFşhow running-config "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
link state track G x G •G = G G G TG ŠG V G > G yG ŠG eG " G 2 G [G ŠG d G yF ûF ç G � F éF ¹
show link state group G x G •G = G G G TG ŠG V G > G yG ŠG e� _� �G " / ²& gF ç G � F éF ¹
show running-config #'�~Fþ�·�80¿��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
link state track

" � Q
l G • G WF þ

<G s

ç G � F éF ¹

G yG ŠG e$ �

G c G 5 G 2G G G " 0 ¿� �
link state track
G x G •G = G G G TG ŠG V G > G yG ŠG eG " G 2 G [G ŠG d G yF ûF éG �F ûF ÿF ¸link state track GtGŠGD EXEC G A G l G • G WG
#ÝFç G� FéF¹ Gx G•G= GG GTGŠGV G > G yG ŠG eG " G UG 1 G IG ŠG d G yF ûF éG �F ûF ÿF ¸ F ã F þG A G no �g�'G" �Q
#ÝFç G� FéF¹

link state track [number]

no link state track [number]

�S�eFþ1��Â

GUGc G7 GyGV G x G •G = G G G TG ŠG V GV GwGQ G; G• G>FÿF̧ FéG	FöFþ G> GyGŠGeF÷GUG1 GIGŠGd GyF÷ FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•G x G •G = G G G TG ŠG V G > G yG ŠG eG " G 2 G [G ŠG d G yF ûF éG �F ûF ÿF ¸link state track G>G{ GŠG^ Gy G A G •G c G 1 G
G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ Gx G•G= GG GTGŠGV G > G yG ŠG eF þ group 2 G " G 2 G [G ŠG d G yF ûF éG �� ‰� 2G " & gF
Switch(config)# link state track 2

0¿��G" &�1� FéG�FûFÿFşhow running-config "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

number H��õ�–H� Gx G•G= GG GTGŠGV G > G yG ŠG e$ �� •G " � æ� �F ç G � F éF ¹ G >
�•FÿF¸ 1 HZ 2 F ÷ F éF ¹ G UG cG 7 G yG V F ÿ 1 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)SEE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
link state track G x G •G = G G G TG ŠG V G > G yG ŠG eF þ G o G •G ^F ø F ç F ö G 2 G •G M G Š

F ç G � F éF ¹
show link state group G x G •G = G G G TG ŠG V G > G yG ŠG e� _� �G " / ²& gF ç G � F éF ¹
show running-config #'�~Fþ�·�80¿��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
locationH � G >G { G ŠG ^G y G A G •G c G 1 G <G s G z G ŠG EG u G •H �

u G •H �
G z G Š

l G• GWFþ

G{

ÿF ¸ G { G ?G ŠG EG u G •
�P�Â FéG�GK GcGV
F ç F ö

÷FÝ G�
4 J F éG �

ú F Ô

� FéF¹
location H�G>G{GŠG^Gy G A G •G c G 1 G <G s G zG ŠG EG
G6G• GW Gk G2 G•GV Fþ G{ G?GŠGEGu G•�_��G" 0¿�� FéG�FûFÿF¸location G>G{ GŠG^ Gy G A G •G c G 1 G <G s
GEGu G• GA Gl G• GWG" �Q#ÝFç G� FéF¹ G{ G?GŠGEGu G•�_��G" �P7V FéG����œFÿF¸ Fã FþGA G no �g�'
G " � Q# ÝF ç G � F éF ¹

location { admin-tag string | civic-location identifier id | elin-location string identifier id}

no location { admin-tag string | civic-location identifier id | elin-location string identifier id}

�S�eFþ1��Â

GUGc G7 GyGV F ã F þG A G l G • G W F ûF ÿG UG cG 7 G yG V 0 ¿� �F ÿ F ÒG � G � F ëG #F ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • 

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•location civic-location identifier  id G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • GA Gl G• GWG" 
°�Š�‹F¸ 4”
�wG{ G?GŠGEGu G• G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GWFÜ6ä��Få G�G� FéF¹ Fã Fþ GpGŠ GW F÷FÿF̧ 4”�w
G?GŠGEGu G• FÚG�G�4‘�}G{ G?GŠGEGu G•�_��G" 
°�Š FéG�Fã Fø FÜF÷FÝ G� FéF¹

4”�wG{ G?GŠGEGu G• ID Fÿ 250 G ^ G 2G V G " 2 x F ØF ö F ÿF ú G � G � F ëG #F ¹

G { G ?G ŠG EG u G • TLV G " G UG 1 G IG ŠG d G yF ûF éG �F ûF ÿF ¸no lldp med-tlv-select location �_�� G2 G•GM GŠ
G c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V F ÷F 
TLV Fÿ G2 G[GŠGd GyFû0¿��Få G�Fö FÔG� FéF¹ 0ò(ý�_��FûFôFÔFö FÿF¸ Fã Fþ Gx Gx GŠGG Fû
G 4 G 5 G 0 G A G •G c G 1 G <G s G z G ŠG EG u G • G : G 2 G WF þ F ÂConfiguring LLDP and LLDP-MEDF Ã F þ' vG " � g! ·
F ß F ðF å F ÔF ¹

admin-tag 'ö#.GM G>G� FïFÿGC G2GV �_��G" 0¿��Fç G� FéF¹
civic-location 4”�wG{ G?GŠGEGu G•�_��G" 0¿��Fç G� FéF¹
elin-location )m�ôG{ G?GŠGEGu G•�_�� H�ELINH � G " 0 ¿� �F ç G � F éF ¹
identifier  id 4”�wG{ G?GŠGEGu G•G� FïFÿ elin G { G ?G ŠG EG u G •F þ ID G " � æ� �F ç G � F éF ¹

�æ��F÷FÝ G� ID (
�VFÿ  1 HZ 4095 F ÷ F éF ¹

H��@H� LLDP-MED TLV F÷Fþ4”�wG{ G?GŠGEGu G•Fþ ID Fÿ 250 G ^ G 2
GV �è�WFû�D7HFå G�G� FéF¹ GG G2GQ GO0¿���pFû�Q#ÝF
G^GQ Gc G/ G G G hG ŠG G F û6 õ F éG � G 6G wG Š G o G Q G IG ŠG FG " � G
FûFÿF¸ �›4”�wG{ G?GŠGEGu G• ID Fû�æ��Få G�Fï FéG	FöFþ4”�w
G{ G?GŠGEGu G•�_��Fþ
²�/Fþ6×Få FÜ 250 G ^ G 2G V G " 2 x F ØF
G � F Ö F ûF ç G � F éF ¹

string GC G2GV �_��G� FïFÿG{ G?GŠGEGu G•�_��G" ,e�X�Ð�g�'F÷�æ��Fç G

Gx Gx GŠGG �š�f
Æ��
12.2(40)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
location H�G>G{GŠG^Gy G A G •G c G 1 G <G s G z G ŠG EG u G •H �

" 0 ¿� �F ç G � F éF ¹

G� FéF¹
�[ ��Fþ�[F÷FÿF¸ GG G2GQ GOFû4”�wG{ G?GŠGEGu G•�_��G" 0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# location civic-location identifier 1
Switch(config-civic)# number 3550
Switch(config-civic)# primary-road-name  "Cisco Way"
Switch(config-civic)# city  "San Jose"
Switch(config-civic)# state  CA
Switch(config-civic)# building 19
Switch(config-civic)# room C6
Switch(config-civic)# county "Santa Clara"
Switch(config-civic)# country US
Switch(config-civic)# end

0¿��G" &�1� FéG�FûFÿFşhow policy-map "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹ 
��Fþ�[F÷FÿF¸ GG G2GQ GO�VF÷)m�ôG{ G?GŠGEGu G•�_��G" 0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch (config)# location elin-location 14085553881 identifier 1

0¿��G" &�1� FéG�FûFÿFşhow location elin "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â

location H � G 2 G •G M G ŠG c G 5 G 2G G G A G •
G c G 1 G <G s G z G ŠG EG u G •H �

G 2 G •G M G ŠG c G 5 G 2G G F ûG { G ?G ŠG EG u G •� _� �G

show location G6G• GW Gk G2 G•GV Fþ G{ G?GŠGEGu G•�_� �G" /²&gFç
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
locationH � G 2 G • G M G ŠG c G 5 G 2 G G G A G •G c G 1 G <G s G z G ŠG EG u G •H �

ŠG EG u G •H �
G "

GA Gl G• GWFþ

G �F ø F ¸
�•Fþ G{

¹

� FéF¹

FéF¹

GHG"

EGu G•�_��G"

� _� �G " 0 ¿� �F ç G � F éF ¹

O0¿���p
wG Š
EGu G•

��Fþ
F ûF ç G � F éF ¹
location H � G 2G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G
G 2 G •G M G ŠG c G 5 G 2G G F þ G { G ?G ŠG EG u G •� _� �G " 
 °� Š F éG �F ûF ÿF ¸location G 2 G •G M G ŠG c G 5 G 2G G G A G l G • G W
�Q#ÝFç G� FéF¹ G2 G•GM GŠGc G5 G2GG Fþ G{ G?GŠGEGu G•�_��G" �P7V FéG�FûFÿF¸ Fã Fþ no �g�'
G " � Q# ÝF ç G � F éF ¹

location { additional-location-information word | civic-location-id id | elin-location-id id}

no location { additional-location-information word | civic-location-id id | elin-location-id id}

�S�eFþ1��Â

GUGc G7 GyGV F ã F þG A G l G • G W F ûF ÿG UG cG 7 G yG V 0 ¿� �F ÿ F ÒG � G � F ëG #F ¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • 

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•location civic-location-id id G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " 
 °� Š F é
4”�wG{ G?GŠGEGu G• G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GW Fû
° G� G� FéF¹ Fã Fþ GpGŠ GW F÷FÿF¸ 3ã
G?GŠGEGu G•�_��G" 
°�Š FéG�Fã Fø FÜF÷FÝ G� FéF¹

4”�wG{ G?GŠGEGu G• ID Fÿ 250 G ^ G 2G V G " 2 x F ØF ö F ÿF ú G � G � F ëG #F ¹

0¿��G" &�1� FéG�FûFÿFşhow location civic interface "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF

�[ ��Fþ�[F÷FÿF¸ G2 G•GM GŠGc G5 G2GG Fû4”�wG{ G?GŠGEGu G•�_��G" 
°�Š FéG��‰�2G" &gFç G
Switch(config-if)# interface gigabitethernet1/0/1  
Switch(config-if)# location civic-location-id 1  

additional-location-information G{ G?GŠGEGu G•G� FïFÿ���dFû6õ FéG�3ã�•�_��G" 0¿��Fç G�
word 3ã�•Fþ G{ G?GŠGEGu G•�_��G" �æ�� FéG�1�G� FïFÿGcGz GŠ

�æ��Fç G� FéF¹
civic-location-id G2 G•GM GŠGc G5 G2GG Fû G>G{ GŠG^ Gy4”�wG{ G?GŠG

0¿��Fç G� FéF¹
elin-location-id G 2 G •G M G ŠG c G 5 G 2G G F û) m� ôG { G ?G ŠG EG u G •
id 4”�wG{ G?GŠGEGu G•G� FïFÿ elin G { G ?G ŠG EG u G •F þ ID G " � æ� �F ç

G � F éF ¹ � æ� �F ÷F Ý G � ID (
�VFÿ  1 HZ 4095 F ÷ F éF ¹

H��@H� LLDP-MED TLV F÷Fþ4”�wG{ G?GŠGEGu G•Fþ ID Fÿ 
250 G^ G2GV �è�WFû�D7HFå G�G� FéF¹ GG G2GQ G
Fû�Q#ÝF÷FÝ G�G^GQ Gc G/ G G G hG ŠG G F û6 õ F éG � G 6G 
Go GQ GIGŠGFG" �G4J FéG�FûFÿF¸ �›4”�wG{ G?GŠG 
ID Fû�æ��Få G�Fï FéG	FöFþ4”�wG{ G?GŠGEGu G•�_

²�/Fþ6×Få FÜ 250 G ^ G 2G V G " 2 x F ØF ú F ÔG � F Ö

Gx Gx GŠGG �š�f
Æ��
12.2(40)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
location H � G 2G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •H �

G� FéF¹

� FéF¹

� FéF¹
Switch(config-if) # end

��Fþ�[F÷FÿF¸ G2 G•GM GŠGc G5 G2GG Fû)m�ôG{ G?GŠGEGu G•�_��G" 
°�Š FéG��‰�2G" &gFç
Switch(config-if)# interface gigabitethernet1/0/1  
Switch(config-if)# location elin-location-id 1
Switch(config-if)# end

6õ4�GA GlG• GW G A G l G • G W 1 �� Â

location H � G >G { G ŠG ^ G y G A G •G c G 1
G<Gs Gz GŠGEGu G•H�

G6G• GW Gk G2 G•GV FûG{ G?GŠGEGu G•�_� �G" 0¿��Fç G

show location G6G• GW Gk G2 G•GV Fþ G{ G?GŠGEGu G•�_� �G" /²&gFç G
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
logging event

IG ŠG d G yF ûF éG �F û

éF ¹

[G ŠG d G yF ûF ç

[GŠGd

éF¹

GŠGd GyFû

yF ûF ç G � F éF ¹
logging event
G 2 G •G M G ŠG c G 5 G 2G G G x G •G = GG GTGŠGM GG �š�fFþ3û%±G" G2 G[GŠGd GyFûFéG�FûFÿF¸logging event G 2 G •
G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ 3 û% ±G " G UG 1 G
FÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

logging event { bundle-status | link-status | spanning-tree | status | trunk  status} 

no logging event { bundle-status | link-status | spanning-tree | status | trunk  status} 

�S�eFþ1��Â

GUGc G7 GyGV G2GgG•GV G { G < G • G >F ÿG UG 1 G IG ŠG d G yF ÷ F éF ¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�[ ��Fþ�[F÷FÿF¸ GG G_GY G• G> GR Gx GŠ G { G < G • G >G " G 2 G [G ŠG d G yF ûF éG �� ‰� 2G " & gF ç G � F
Switch(config-if)# logging event spanning-tree

bundle-status BUNDLE FÚG�G� UNBUNDLE G o G Q G IG ŠG FF þ3 û% ±G " G 2 G
G � F éF ¹

link-status G 2 G •G M G ŠG c G 5 G 2G G GUGŠGM G x G •G = GG GTGŠGM GG �š�fFþ3û%±G" G2 G
GyFûFç G� FéF¹

spanning-tree G G G _G Y G • G > G R G x G Š G2Gg G•GV Fþ3û%±G" G2 G[GŠGd GyFûFç G� F
status G G G _G Y G • G > G R G x G Š GG GTGŠGV �š�fGo GQ GIGŠGFFþ3û%±G" G2 G[

F ç G � F éF ¹
trunk-status G V G w G •G = G G G TG ŠG M G G G o G Q G IG ŠG FF þ3 û% ±G " G 2 G [G ŠG d G

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
logging event power-inline-status

yF û F éG �F ûF ÿF ¸
éF ¹
G WF þ¸

� FëG#F¹

ÒG � G � F éF ¹

F ÷F Ý G � F éF ¹

Fç G� FéF¹

G" 0¿

G � F éF ¹
logging event power-inline-status
Power over EthernetH�PoEH � G 2G g G •G V F þ G { G < G • G >G " G 2 G [G ŠG d Glogging event 
power-inline-status G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � FPoE "g
� Â G 2G gG •G V F þ G { G < G • G >G " G UG 1 G IG ŠG d G yF ûF éG �� �� œF ÿF ¸ F ã F þG A G l G • no �g�'G" �Q#ÝFç G� FéFÜF
F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç Fö G� FP̧oE G6GwGŠ G2Gg G•GV FÿGUG1 GIGŠGd GyFûFú G� G

logging event power-inline-status 

no logging event power-inline-status 

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV PoE G2GgG•GV Fþ G{ G< G• G>Fÿ G2 G[GŠGd GyF÷ FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•logging event power-inline-status G A G l G • G WF ÿF ¸PoE G 2 G •G M G ŠG c G 5 G 2G G F ÷F ðF á� Q# Ý

�[ ��Fþ�[F÷FÿF¸ GkGŠGV �VF÷ PoE G2GgG•GV Fþ G{ G< G• G>G" G2 G[GŠGd GyFû FéG��‰�2G" &g
Switch(config-if)# interface gigabitethernet1/0/1
Switch(config-if)# logging event power-inline-status  
Switch(config-if)#

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(44)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
power inline �æ��Fç Fï PoE GkGŠGV G� FïFÿ FéG	FöFþ PoE GkGŠGV Fþ7Á�Š'ö#. GpGŠ GW

��Fç G� FéF¹
show controllers 
power inline

�æ��Fç Fï PoE G A G •G V G { G Š G wF þG z G FG G G M � ÍG " / ²& gF ç
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
logging file

G z G Š
G l G • G WF þ

éF¹

>FG "

s

s

"

� æ� �F ÷F Ý G �( 
� VF ÿ

æ� �F ÷F Ý G �( 
� VF ÿ

G�(

ç

éF¹

Ø

logging file
G { G < G • G > G c G / G 2 G yF þG _ G w G o G ŠG M G " 0 ¿� � F éG �F ûF ÿF ¸logging file G>G{ GŠG^ Gy G A G •G c G 1 G <G s
GEGu G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿF ¸ F ã F þG A no �g�'G" �Q#ÝFç
G � F éF ¹ 

logging file filesystem:filename [max-file-size | nomax [min-file-size]] [ severity-level-number | 
type]

no logging file filesystem:filename [severity-level-number | type]

�S�eFþ1��Â

GUGc G7 GyGV G c G / G 2 G y G C G 2 G HF ÿ� q� `F ÷ 2048 G ^ G 2G V F ¸ � q� ±F ÷ 4096 G ^ G 2G V F ûF ú G � G � F éF ¹

GUGcG7 GyGV Fþ5��±�ØFþGz Gg GyFÿ 7 H�debugging Go GQ GIGŠGF H� �X�Ð$×Fû�* FÔGz Gg GyH� F÷ F

filesystem:filename G c G wG Q G E G s G c G / G 2 G y G E G G G T G nF þ G 6 G 2 G x G 0G G F ÷ F éF ¹ G { G G o G Q G IG ŠG
�âFôGc G/ G2 GyFþG_GG FÚG�G��¡�SG" �µG�G� FéF¹

G G G M G Q G = G o G •G ^G � F ïF ÿG G G M G Q G = GlGG GM GŠ�VFþ G{ GŠG9 Gy G c G wG Q G E G 
G c G / G 2 G y G E G G G T G nF þ� S� e H �
flash:

G G G M G Q G = GlGG GM GŠFÛ G�F¸ GG GM GQ G= G o G •G ^� VF þ G { G ŠG 9 G y G c G wG Q G E G 
G c G / G 2 G y G E G G G T G nF þ� S� e H �
flash member number

H��@H� G G G M G Q G = � S� BG " G CG kG ŠG V F ç F ö F ÔG �F þF ÿF ¸LAN Base G 2 G o G ŠG FG
��/œFç Fö FÔG� Catalyst 2960-S G G G 2G Q G OF ðF áF ÷ F éF ¹

max-file-size H��õ�–H� G{ G> G c G / G 2 G yF þ� q� ±G C G 2 G HG " � æ� �F ç G � F éF ¹ 
4096 HZ 2147483647 F ÷ F éF ¹

nomax H��õ�–H� �q�±Gc G/ G2 Gy G C G 2 G H H �2147483647H � G " � æ� �F ç G � F éF ¹
min-file-size H��õ�–H� G{ G> G c G / G 2 G yF þ� q� `G C G 2 G HG " � æ� �F ç G � F éF ¹ � 

1024 HZ 2147483647 F ÷ F éF ¹
severity-level-number H��õ�–H� G{ G> Gc G/ G2 GyFþ5��±�ØFþGz Gg GyG" �æ��Fç G� FéF¹ �æ��F÷FÝ

�VFÿ 0 HZ 7 F ÷ F éF ¹ � ›G z G g G yF þ� –� áF ûF ôF ÔF ö F ÿ type G8GeGEGu G•G" �g!·F
F ö F ß F ðF å F ÔF ¹

type H��õ�–H� G{ G> GM G2GeG" �æ��Fç G� FéF¹ ��FþG;GŠ G}GŠ GW FÜ�w� F÷ F

• emergenciesH� GE GG GT GnFÿ�Q#Ý�Y�• H�5��±�Ø 0H�

• alerts H� �©�ôFú�P�ÂFÜ�²0[ H�5��±�Ø 1H�

• critical H� �47dFú"g�Â H�5��±�Ø 2H�

• errors H� G6GwGŠFÜ$Î#ÕFç Fö FÔG�"g�Â H�5��±�Ø 3H�

• warnings H� 1™�Ì"g�Â H�5��±�Ø 4H�

• notifications H� 3û�–F÷Fÿ FÒ G�FÜF¸ 5�0[FúGo GQ GIGŠGF H�5��±� 5H�

• informational H� 3û%±Go GQ GIGŠGF H�5��±�Ø 6H�

• debuggingH � G UG ^G Q G > Go GQ GIGŠGF H�5��±�Ø 7H�
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
logging file

c G /F û� A( áF å
� FéF¹ GG

G E G sx F û

c G wG Q G E G s
�G " / ²& gF ÷

WFÿ
éF ¹

Q GIGŠGFFÜ/²&gFå

�2

•G " / ²& gF ç G � F éF ¹
G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•G { G > G c G / G 2 G yF ÿ ASCII GTG; GG GV Fþ�g� 'F÷F¸ GG GM G• GW G0G{ G• G G G 2G Q G OF þ
 Æ4 ŠG ^G Q G
G�G� FéF¹ GG G2GQ GO G G G M G Q G = F þ� �� œF ¸ G G G M G Q G = GlGG GM GŠ�VFþ
Æ4ŠG^GQ Gc G/Fû�A(áFå G�G
G M G • G W G 0G { G • G G G 2G Q G OG � F ïF ÿG G G M G Q G = GlGG GM GŠFû7€��FÜ$Î#ÕFç Fï���œF¸ �¦�SFû logging file 
flash:filename G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç F öF ¸ G c G wG Q G o G pG
�–�ÑFç Fö FÔFú FÔ7H G� F¸ G{ G>Fÿ�»G�G�G� FéF¹

logging file flash:filename G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G W F ÷F ¸ G { G >G " G 
G o G pG x F û� –� ÑF ç F ï� ‹F ÿF ¸more flash:filename "I�’  EXEC G A G l G • G WG " � Q# ÝF ç F öF íF þ
 Æ�
F Ý G � F éF ¹

�q�`Gc G/ G2 Gy G C G 2 G HF ÜF ¸ � q� ±G c G / G 2 G y G C G 2 G HF Û G � 1024 �, FÔFï�X G� G� �±FÝ FÔ���œF¸ GA Gl G• G
FíFþ�q�`Gc G/ G2 GyG" �Ä�°Fç F¸ �q�±Gc G/ G2 Gy G C G 2 G HF Û G � 1024 � , F ÔF ï G C G 2 G HF ÷0 ¿� �F å G �G � F

level G" �æ�� FéG�Fø F¸ FíFþGz Gg GyFþ Go GQ GIGŠGF FÚG�G��X�Ð$×Fû�* FÔGz Gg GyFþ Go G
G�G� FéF¹

�[ ��Fþ�[F÷FÿF¸ Gc GwGQ GE Gs G o G pG x 
 ÆF þ G c G / G 2 G yF û� _� �G z G g G yF þ G { G > Go GQ GIGŠGFG" �–�Ñ FéG��‰
G " & gF ç G � F éF ¹
Switch(config)# logging file flash:logfile informational

0¿��G" &�1� FéG�FûFÿFşhow running-config "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show running-config G G G 2G Q G OF þ� �/ œG A G •G c G 1 G <G s G z G ŠG EG u G
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mab request format attribute 1

¸ F ã F þG A G l G • G WF þ

Š
G•GM GŠ
•FûFÿ�s8jG" �Z

� G � F éF ¹

F÷ FÒ G��²0[FÜ

" �æ
mab request format attribute 1
MAB G tG ŠG D� ¡G " 0 ¿� � F éG �F ûF ÿF ¸ G >G { G ŠG ^ G y G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GW F÷ mab request 
format attribute 1  G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿF no �g
�'G" �Q#ÝFç G� FéF¹

mab request format attribute 1 groupsize { 1 | 2 | 4 | 12}  separator{ - | : | .}  { lowercase | 
uppercase}

�S�eFþ1��Â

GUGc G7 GyGV groupsizeH�12
caseH�lowercase
separatorH � F úF ç

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • H �configH�

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•mab request format attribute 1 G A G l G • G WF ÿF ¸MAB G0G= GIGG 0[�ÓG_G?GQ GV Fþ [User-Name] G c G 1 G
GyGW F÷�f�jFå G�G� MAC G0 GWGz GG Fþ�g�'G" �D�šFç G� FéF¹ �æ��Få G�Fï�g�'FÿF¸ FéG	FöFþ G2
Gc G5 G2GG �VFþ�W�¶Fþ FéG	FöFþ1�0ÉFû4:#ÝFå G�G� FéFÜF¸ �¤�ÑFþ1�0É�íG�GIGQ GEGu G
FØG� FëG#F¹

�[ ��Fþ/²FûF¸ groupsize �ÍFø separator �ÍFþ Få G� FæG� Fú)�G��œG�FëFû�öFõ FÔFï [User-Name] Fþ)��Ý
FþG9 GG GM Gl G2 GH�[G" &gFç G� FéF¹

groupsize �
�) G� �e�ÐFþ��
°Fþ�SFû4�)� FéG�  16 4
GY Gd GyFþ�XG" �æ��Fç G� FéF¹
{ 1 | 2 | 4 | 12} G > G yG ŠG e G C G 2 G HF ÿF ¸1F¸2F¸4F¸12 F þ F ÔF êG �F ÛF ÷ F Ò G �� ²0 [F Ü F ÒG
separator groupsize Fû�‘FóFö 16 4 
G Y G d G yG " � 
� ) G �� e� ÐG " � æ� �F ç G � F éF ¹
- | : | . �
�) G� �e�ÐFÿF¸ G]G2 Gc G•F¸ GA G{ G•F¸ Gb Gx G8 GWFþ FÔFêG�FÛ

FÒG� G � FéF¹
lowercase | uppercase �X�Ð�è�¥Fþ  16 4
GY Gd GyG" �`�e�ÐG� FïFÿ�±�e�ÐFþ FùFñ G� Fû FéG�FÛG

��Fç G� FéF¹

Gx Gx GŠGG �š�f
Æ��
15.0(2) SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

groupsize separator [User-Name] �“�öFþ)��ÝFþ�g�'

1 : 0:8:0:0:2:b:8:6:1:9:d:e

2 - 08-00-2b-86-19-de

4 . 0800.2b86.19de

12 FúFç 08002b8619de
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mab request format attribute 1

¹

� F Ö

� FéF¹

ç

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
mab GkGŠGV Fþ MAC 1�0ÉG^ G2G_GG G" G2 G[GŠGd GyFûFç G� FéF
mab eap Extensible Authentication ProtocolH�EAPH � G " � Q# Ý F éG � G

GkGŠGV G" 0¿��Fç G� FéF¹
mab request format attribute 2 MAB F÷#Õ�BFå G�Fï Access-Request G_G?GQ GV 
ÆFþ 

[User-Password] �“�öFþG9 GG GM Gn G_GG G}GŠ GW�ÍG" �æ��Fç G
mab request format attribute 32 G G G 2G Q G OF ÷ VLAN ID GgGŠGG Fþ MAC 1�0ÉG" G2 G[GŠGd GyFûF

G � F éF ¹
2-303
Catalyst 2960F¸2960-SF ¸ F ÚG �G � 2960-P G G G 2G Q G O G A G l G • G W G x G c G /G z G •G G

OL- 29499-01-J



 

'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mab request format attribute 2

¸ F ã F þG A G l G • G WF þ

Fþ
>G{ GŠG^ GyF÷

GŠ GWG" �æ��
� G� FéF¹

GW

¹

� F Ö

ç

mab request format attribute 2
MAB G_GG G}GŠ GWG" 0¿�� FéG�FûFÿF¸ G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GW F÷ mab request 
format attribute 2  G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿF no �g
�'G" �Q#ÝFç G� FéF¹

mab request format attribute 2 {0 | 7} <LINE>

�S�eFþ1��Â

GUGc G7 GyGV LINE H�username

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • H �configH�

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•mab request format attribute 2 G A G l G • G WF ÿF ¸MAB F÷#Õ�BFå G�Fï Access-Request G_G?GQ GV 
Æ 
[User-Password] �“�öFþG9 GG GM Gn G_GG G}GŠ GW�ÍG" �æ��Fç G� FéF¹ G_GG G}GŠ GW(
�VFÿ G
FéF¹ FôG� G� F̧ FéG	FöFþ G2 G•GM GŠGc G5 G2GG �VFþ FéG	FöFþ1�0ÉFû4:#ÝFå G�G� FéF¹ G_GG G}
Fç Fú FÔ���œF¸ G_GG G}GŠ GWFÿ H�4:#ÝFå G�Fö FÔG��g�'G" �µG�H� GtGŠGD�¡Fø �  Fè FûFú G

�[ ��Fþ/²FûF¸ GtGŠGD�¡Fþ�g�'Fû�öFõ FÔFïG_GG G}GŠ GWFþ�[G" &gFç G� FéF¹

6õ4�GA GlG• GW

0 G = G x G 0G TG ; G G G V G_GG G}GŠ GWG" �æ��Fç G� FéF¹
7 �/�•�ìG_GG G}GŠ GWG" �æ��Fç G� FéF¹
LINE [User-Password] �“�öF÷�Q#Ý FéG�G_GG G}GŠ GWG" �æ��Fç G� FéF¹

Gx Gx GŠGG �š�f
Æ��
15.0(2)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

MACFþ GtGŠGD�¡Fþ�g�' �æ��Få G�FïG_GG G}GŠ GW )��ÝFþG_GG G}GŠ

08002b8619de (2, -) FúFç 08-00-2b-86-19-de

08002b8619de (4, .) Pwd Pwd

G A G l G • G W 1 �� Â
mab GkGŠGV Fþ MAC 1�0ÉG^ G2G_GG G" G2 G[GŠGd GyFûFç G� FéF
mab eap Extensible Authentication ProtocolH�EAPH � G " � Q# Ý F éG � G

GkGŠGV G" 0¿��Fç G� FéF¹
mab request format attribute 1 MAB F÷#Õ�BFå G�Fï Access-Request G_G?GQ GV Fþ User-Name �“

�ö
ÆFþ MAC G 0 G WG z G G F þ� g� 'G " � æ� �F ç G � F éF ¹
mab request format attribute 32 G G G 2G Q G OF ÷ VLAN ID GgGŠGG Fþ MAC 1�0ÉG" G2 G[GŠGd GyFûF

G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mab request format attribute 32

F éF ¹ G U

� FÖ Fû

¹

� FéF¹

G7 GŠ GyG^GQ G=

d GyFûFç G�

FéF¹
mab request format attribute 32
G G G 2G Q G O� VF ÷ VLAN ID GgGŠGG Fþ MAC 1�0ÉG" G2 G[GŠGd GyFû FéG�FûFÿF¸mab request format 
attribute 32 vlan access-vlan G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G �
GcG7 GyGV 0¿� �Fû� ` FéFûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

mab request format attribute 32 vlan access-vlan

no mab request format attribute 32 vlan access-vlan

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV VLAN-ID GgGŠGG Fþ MAC 1�0ÉFÿGUG1 GIGŠGd GyF÷ FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•RADIUS GCGŠG^FÜGi GG GV MAC G 0 G WG z G G F ø VLAN Fû�öFõ FÔFö�‚Fç FÔGtGŠGDG" 1�0ÉF÷FÝ G� G
FéG�FûFÿF¸ Fã FþGA Gl G• GWG" �Q#ÝFç G� FéF¹

Microsoft IAS RADIUS GCGŠG^G" �Q#ÝFç Fï G[GQ GV G}GŠG= F÷Fã Fþ�µ+�G" �Q#ÝFç G� FéFCisco ACS Fÿ
F ã F þG A G l G • G WG " ! “0 iF ç G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ GG G2GQ GOF÷ VLAN-ID GgGŠGG Fþ MAC 1�0ÉG" G2 G[GŠGd GyFû FéG��‰�2G" &gFç G
Switch(config)# mab request format attribute 32 vlan access-vlan

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(52)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
authentication event "I��Fþ1�0É G2Gg G•GV Fþ G0G= GEGu G•G" 0¿��Fç G� FéF¹
authentication 
fallback

IEEE 802.1x 1�0ÉG" GCGkGŠGV Fç Fú FÔG= Gw G2 G0G•GV #ÝFþ Gc
�‰�'Fø Fç Fö Web 1�0ÉG" �Q#Ý FéG� G� FÖ GkGŠGV G" 0¿��Fç G� FéF¹

authentication 
host-mode

GkGŠGV F÷1�0ÉGl G[GŠGFGq GpGŠ GWG" 0¿��Fç G� FéF¹

authentication open GkGŠGV F÷G8GŠGe G• G0G= GIGG G" G2 G[GŠGd GyG� FïFÿGUG1 GIGŠG
FéF¹

authentication order GkGŠGV F÷�Q#Ý FéG�1�0É�‰�'Fþ8p�ÎG" 0¿��Fç G� FéF¹
authentication 
periodic

GkGŠGV Fþ
Ì1�0ÉG" G2 G[GŠGd GyG� FïFÿGUG1 GIGŠGd GyFûFç G�
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mab request format attribute 32

¹

o G ŠG M G " 0 ¿

û�q�±�XFþGUG^
ŠGV Fû�K)FFç Fï� ��œ

G" 0¿��

¹

authentication 
port-control

GkGŠGV Fþ1�0ÉGG GTGŠGV Fþ�m�·�D�šG" G2 G[GŠGd GyFûFç G� FéF

authentication 
priority

GkGŠGV G e G w G 2 G 8G x G T G 1 Gx GG GV Fû1�0É�‰�'G" 3ã�•Fç G� FéF¹

authentication timer 802.1x �P�ÂGkGŠGV Fþ GM G2 GnG0 G4GV G _ G w G o G ŠG M F ø 
 Ì1 �0 ÉG _ G w G
��Fç G� FéF¹

authentication 
violation

�‚Fç FÔGUG^ G2GG FÜGkGŠGV Fû�K)F FéG�FÛF¸ GkGŠGV Fû FéF÷F
G2GG FÜ�K)FFç Fö FÔG�Fø FÝ FûF¸ � ‚Fç FÔGUG^ G2GG FÜGkG
F û$ Î# Õ F éG �4 *� o G pG Š G WG " 0 ¿� �F ç G � F éF ¹

mab GkGŠGV Fþ MAC-based 1�0ÉG" G2 G[GŠGd GyFûFç G� FéF¹
mab eap Extensible Authentication ProtocolH�EAPH� G" �Q#Ý FéG� G� FÖ GkGŠGV

F ç G � F éF ¹
show authentication G G G 2G Q G OF þ1 �0 ÉG l G [G ŠG FG q G2Gg G•GV Fû6õ FéG��_��G" /²&gFç G� FéF

G A G l G • G W 1 �� Â
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mac access-group

éG �F ûF ÿF ¸
¹ G 2 G •G M G Š

G z G Š

ÒG � G � F éF ¹

G " G c G 1 G yG M G x
M G x G • G >F ÷F Ý G � F éF ¹ G 2 G •
2G G F ÷

éF ¹�   F è G z G 2 G rG Š

™ FéG�Fø F¸ FíFþ
?3æ

FéF¹

GV G4 G5 G0
ö F ß F ð
mac access-group
MAC G0G= GIGG G A G •G V G { G Š G y G x G G G V H �ACLH � G " G z G 2 G r 2 G 2 G •G M G ŠG c G 5 G 2G G F û4 :# Ý F
mac access-group G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF
Gc G5 G2GG FÛ G� FéG	Fö G� FïFÿ�æ��Fþ MAC ACL G " � P7 V F éG �F ûF ÿF ¸ F ã F þG A G l G • G WF þ no �g�'G" �Q#Ý
F ç G � F éF ¹MAC ACL G " � 8� B F éG �F ûF ÿF ¸mac access-list extended G>G{ GŠG^ Gy G A G •G c G 1 G <G s
GEGu G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹

mac access-group { name} in 

no mac access-group { name}

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â

GUGc G7 GyGV MAC ACL FÿF¸ G2 G•GM GŠGc G5 G2GG FûFÿ4:#ÝFå G�G� FëG#F¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • H �G z G 2 G r 2 G 2 G •G M G ŠG c G 5 G 2G G F ðF áH �

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•MAC ACL Fÿ
°�ŠGz G2 Gr 2 G 2 G •G M G ŠG c G 5 G 2G G F ûF ðF á4 :# ÝF ÷F Ý G � F éF ¹

G z G 2 G r 2 G 2 G •G M G ŠG c G 5 G 2G G F ÷F ÿF ¸IP G0G= GIGG G x G G G V G " � Q# ÝF ç F ö IP G V G w G c G 1 G Q G =
G • G >F ç F ¸MAC G0G= GIGG G x G G G V G " � Q# ÝF ç F ö8 � IP G V G w G c G 1 G Q G = G " G c G 1 G yG
G M G ŠG c G 5 G 2G G F û IP ACL Fø MAC ACL Fþ�g�‰G" 4:#Ý FéG�Fø F¸ �  Fè Gz G2 Gr 2 G 2 G •G M G ŠG c G 5 G 
IP G V G w G c G 1 G Q G = F ø 8 � IP G V G w G c G 1 G Q G = F þ� g� ‰G " G c G 1 G yG M G x G • G >F ÷F Ý G � F 2 G 2 G •G M
G c G 5 G 2G G F ûF ÿF ¸IP G0G= GIGG G x G G G V F ø MAC G0G= GIGG G x G G G V G " 1 FôFêFôFç FÛ4:#ÝF÷FÝ G� FëG#F¹

MAC ACL F Ü F éF ÷F ûG z G 2 G r 2 G 2 G •G M G ŠG c G 5 G 2G G F û0 ¿� �F å G �F ö F ÚG � F ¸ � ‚F ç F Ô MAC ACL G " G 2 G •
GM GŠGc G5 G2GG Fû4:#ÝFç Fï���œF¸ �è�SFû0¿��Få G�Fö FÔFï ACL Fÿ�‚Fç FÔ ACL F÷*(�nFå G�G� FéF¹

G G G 2G Q G OF ÿF ¸MAC ACL FÜ4:#ÝFå G�Fï G2 G•GM GŠGc G5 G2GG �VF÷
°�ŠG_G?GQ GV G" �w� 
ACL 
ÆFþ�M+´�²�óG" 1*G	G� FéF¹ �²�óFÜ�M+´ FéG�Fø F¸ GG G2GQ GOFÿ ACL Fû�‘FóFö G_G?GQ GV G" 3
G � F ïF ÿ G W G { G Q G eF ç G � F éF ¹

�æ��Få G�Fï ACL FÜ�Ñ�~Fç Fú FÔ���œF¸ GG G2GQ GOFÿ FéG	FöFþG_G?GQ GV G" 3?3æFç G�

MAC �Ñ�G ACL G" 0¿�� FéG��‰�2Fþ0ò(ýFûFôFÔFö FÿF¸ Fã Fþ Gx Gx GŠGG Fû�P�Â FéG�GK Gc GA
G•Gc G1 G<Gs Gz GŠGEGu G• G : G 2 G WF þ F ÂConfiguring Network Security with ACLsF Ã F þ' vG " � g! ·F ç F
F å F ÔF ¹

name �¡�S�ÜFÝ  MAC G0G= GIGG G x G G G V G " � æ� �F ç G � F éF ¹
in ACL FÜ
°�Š�‰�¥Fû4:#ÝFå G�G� G� FÖ Fû�æ��Fç G� FéF¹ ���Š ACL FÿGz G2 Gr 2 G 2 G •

G M G ŠG c G 5 G 2G G F ÷F ÿG CG kG ŠG V F å G �F ö F ÔG � F ëG #F ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mac access-group

��‰�2G" &g

G 2G Q G OF û0 ¿

•G " / ²& gF ç G � F éF ¹
�[ ��Fþ�[F÷FÿF¸ macacl2 F ø � ¡� ÜF áG � G �F ï MAC �Ñ�G ACL G" G2 G•GM GŠGc G5 G2GG Fû4:#Ý FéG
F ç G � F éF ¹
Switch(config)# interface gigabitethernet1/0/1
Switch(config-if)# mac access-group macacl2 in

0¿��G" &�1� FéG�FûFÿFşhow mac access-group "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹ G G
��Få G�Fï ACL G " / ²& g F éG �F ûF ÿF ¸show access-lists "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
show access-lists G G G 2G Q G OF ÷0 ¿� �F å G �G � ACL G " / ²& gF ç G � F éF ¹
show link state group G G G 2G Q G OF ÷0 ¿� �F å G �G � MAC ACL G " / ²& gF ç G � F éF ¹
show running-config G G G 2G Q G OF þ� �/ œG A G •G c G 1 G <G s G z G ŠG EG u G
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mac access-list extended

F þG A G l G • G W
cG7

ÒG � G � F éF ¹

z G ŠG EG u
þF ø

G •G "

F ÿF ¸

F éG �G K G cG V G 4 G 5 G 0G 1
mac access-list extended
8�  IP G V G w G c G 1 G Q G = F þ MAC G 0 G WG z G G F û� öF õ F ÔF ï G 0G = G IG G G x G G G V G " � 8� B F éG �F ûF ÿF ¸mac 
access-list extended G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ F ã
G " � Q# Ý F éG �F ø F ¸ � Ñ� G MAC G0G= GIGG G x G G G V G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GW Fû
° G� G� FéF¹ GUG
GyGV 0¿��Fû�̀ FéFûFÿF̧ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

mac access-list extended name

no mac access-list extended name

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV F÷FÿF¸MAC G0G= GIGG G x G G G V F ÿ� 8� BF å G �G � F ëG #F ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•�¡�S�ÜFÝ  MAC �Ñ�G Gx GG GV FÿG= Gw GG GlGQ GeFø Fø G� Fû�Q#ÝFå G�G� FéF¹

�¡�S�ÜFÝ  MAC �Ñ�G ACL G " F ¸ G z G 2 G r 2 G 2 G •G M G ŠG c G 5 G 2G G F û4 :# ÝF ÷F Ý G � F éF ¹

mac access-list extended G A G l G • G WG " 
 °� Š F éG �F ø F ¸MAC G0G= GIGG G x G G G V G A G •G c G 1 G <G s G
G• GpGŠ GWFÜ G2 G[GŠGd GyFûFú G� G� FéF¹ �Q#ÝF÷FÝ G�GA G•Gc G1 G<Gs Gz GŠGEGu G• G A G l G • G WF ÿF ¸ � �F
FÚG� F÷ FéF¹

• default H � G A G l G • G WG " F íF þG UG cG 7 G yG V F û0 ¿� �F ç G � F éF ¹

• deny H� G_G?GQ GV G" �Ä�° FéG� G� FÖ Fû�æ��Fç G� FéF¹ 0ò(ýFûFôFÔFö FÿF¸deny H�MAC G0G= GIGG Gx
G G G V G A G •G c G 1 G <G s G z G ŠG EG u G •H �MAC G0G= GIGG G x G G G V G A G •G c G 1 G <G s G z G ŠG EG u G A G l G • G W
�g!·Fç Fö Fß FðFå FÔF¹

• exit H�MAC G0G= GIGG G x G G G V G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GWG" )
�¢Fç G� FéF¹

• no H� GA Gl G• GWG" !“� Fû FéG�FÛF¸ GUGcG7 GyGV �ÍG" 0¿��Fç G� FéF¹

• permit H � G _G ?G Q G V G " 3 ?3 æ F éG � G � F Ö F û� æ� �F ç G � F éF ¹ 0 ò( ýF ûF ôF ÔF öpermit H�MAC G0G= GIGG 
G x G G G V G A G •G c G 1 G <G s G z G ŠG EG u G •H �G A G l G • G WG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

MAC �Ñ�G G0G= GIGG G x G G G V F þ0 ò( ýF ûF ôF ÔF ö F ÿF ¸ F ã F þ G x G x G ŠG G F û� P� Â G A G •G c
G<Gs Gz GŠGEGu G• G : G 2 G WG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

name MAC �Ñ�G G0G= GIGG Gx GG GV Fû�¡�SG" �m G� �\Fö G� FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mac access-list extended

V

G s
�[ ��Fþ�[F÷FÿF¸ �¡�S�ÜFÝ MAC �Ñ�G G0G= GIGG G x G G G V mac1 G " � 8� BF ç F ¸ � Ñ� G MAC G0G= GIGG G x G G G 
G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GWG" 6ä�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# mac access-list extended mac1
Switch(config-ext-macl)#

��Fþ�[F÷FÿF¸ �¡�S�ÜFÝ MAC �Ñ�G G0G= GIGG G x G G G V mac1 G " � P7 V F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch(config)# no mac access-list extended mac1

0¿��G" &�1� FéG�FûFÿFşhow access-lists "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â

deny H�MAC G0G= GIGG 
G x G G G V G A G •G c G 1 G <G s
G z G ŠG EG u G •H �

permit H�MAC G0G= GI
GG G x G G G V G A G •G c G 1
G<Gs Gz GŠGEGu G•H�

MAC ACL G " 0 ¿� �F ç G � F é H �� Ñ� G MAC G0G= GIGG G x G G G V G A G •G c G 1 G <
G z G ŠG EG u G • GpGŠ GWH�F¹

show access-lists G G G 2G Q G OF ÷0 ¿� �F å G �G � G 0G = G IG G G x G G G V G " / ²& gF ç G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mac address-table aging-time

��ì
u G •W

•

ì6 ë G N G 2 G XG m G Q G =
Fï���œFûGc GwGQ GUG1

n

÷F Ý G � F éF ¹

G M G T G 1 G Q G =F ÿF ¸
G � F ÒG � G � F ëG #F ¹

Ý

� F éF ¹
mac address-table aging-time
G N G 2 G XG m G Q G = G6G•GV Gx FÜ�Q#ÝG� FïFÿ�f� ‚Få G�Fï�‹F¸MAC G 0 G WG z G G GTGŠGd Gy
ÆFû)T�âFå G�G
6ëG" 0¿�� FéG�FûFÿF¸mac address-table aging-time G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG G A G l G • G
G " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿF ¸ F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹ G6GŠGF G
G> G M G 2 G nF ÿ F éG 	F öF þ VLAN F¸ G� FïFÿ�æ��Fþ VLAN Fû�PFç Fö4:#ÝFå G�G� FéF¹

mac address-table aging-time { 0 | 10-1000000} [ vlan vlan-id]

no mac address-table aging-time { 0 | 10-1000000} [ vlan vlan-id]

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV Fÿ 300 &ÊF÷ FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•Gi GG GV FÜ)E)FFç Fö3æ�™Fç Fú FÔ���œF¸ G6GŠGF G• G> G M G 2 G nG " 6 ×F ß F ç F öF ¸ G � G � 6 × F Ô� 
G6G•GV Gx G" 0°6�Fç Fö Fß FðFå FÔF¹ �ì6ëG" 6×Fß FéG�Fã Fø F÷F¸ Gi GG GV FÜ
Ì3æ�™Fç
G • G >F Ü2 sF ã G � F ûF ß F ß F ú G � G � F éF ¹

"I��Fþ  VLAN G" �æ��Fç Fú FÔ���œF¸ Fã FþGA Gl G• GWFÿ FéG	FöFþ VLAN Fû�PFç Fö G6GŠGF G• G> G M G 2 G
G " 0 ¿� �F ç G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ FéG	FöFþ VLAN FûG6GŠGF G• G> G M G 2 G nG " 200 &ÊFû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# mac address-table aging-time 200

show mac address-table aging-time "I�’  EXEC G A G l G • G WG " 
 °� Š F éG �F ø F ¸ 0 ¿� �G " & �1 �F

6õ4�GA GlG• GW

0 F ã F þ� ÍF ÿG 6G ŠG F G • G >G " G UG 1 G IG ŠG d G yF ûF ç G � F éF ¹ G G G 0 G WG z G G
� ‡7 H� )G �F ûF ú G �F ã F ø G � G TG ŠG d G yF Û G � � P7 VF å G �G �F ã F ø

10-1000000 G6GŠGF G• G> GM G2 Gn H�&ÊH�F¹ �æ��F÷FÝ G�(
�VFÿ 10 HZ 1000000 &ÊF÷ FéF¹
vlan vlan-id H��õ�–H� G6GŠGF G• G> G M G 2 G nG " 4 :# Ý F éG � VLAN ID G " � æ� �F ç G � F éF ¹ � æ� �F ÷F

G�(
�VFÿ 1 HZ 4094 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show mac address-table aging-time FéG	FöFþ VLAN G � F ïF ÿ� æ� �F å G �F ï VLAN FþFM̧AC G0

GWGz GG GTGŠGd GyFþ G6GŠGF G• G> G M G 2 G nG " / ²& gF ç G
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mac address-table learning vlan

yG V F þ" g� ÂF ûF ú G � G �
÷F Ý G �

ÒG � G � F éF ¹

� FéF¹

GUG1

G 2G Q G O
GIGŠGd
� FéF¹ FïFø FØG�F¸ GG

GUG1
UG1 G• G>Fç
Fç Fï���œF¸
G >F ç G � F éF ¹

FðFå FÔF¹

F÷FÝ G� Fë

Fç Fö FÔG�
Æ4Š

÷� 
� )F óF ï
mac address-table learning vlan
VLAN F÷ MAC G 0 G WG z G G GwGŠGY G• G>G" G2 G[GŠGd GyFû FéG�FûFÿF¸mac address-table learning G>
G { G ŠG ^ G y G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ F ã G �F ÜG UG cG 7 G
FéF¹VLAN F÷ MAC G 0 G WG z G G GwGŠGY G• G>G" GUG1 GIGŠGd GyFûFç FöF¸MAC G 0 G WG z G G G " � Û* fF 
VLAN G " � D� š F éG �F ûF ÿF ¸ F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

mac address-table learning vlan vlan-id 

no mac address-table learning vlan vlan-id

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV F÷FÿF¸MAC G 0 G WG z G G GwGŠGY G• G>Fÿ FéG	FöFþ VLAN F ÷ G 2 G [G ŠG d G yF ÷ F éF ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•VLAN F÷ MAC G 0 G WG z G G GwGŠGY G• G>G" �D�š FéG����œF¸MAC G 0 G WG z G G G " � Û* fF ÷F Ý G � VLAN F ¸ F å
G� FûGkGŠGV G" �D�š FéG�Fã Fø F÷F¸ �<#Ý�•+�Fú MAC G 0 G WG z G G GTGŠGd Gy GG GhGŠGG G" 'ö#.F÷FÝ G

1 FôFþ VLAN ID H�FïFø FØG�F¸no mac address-table learning vlan 223H � G � F ïF ÿ VLAN ID Fþ(
�V
H�FïFø FØG�F¸no mac address-table learning vlan 1-20, 15H � F ÷F þ MAC G 0 G WG z G G GwGŠGY G• G>G"
GIGŠGd GyFûFéG�Fã Fø FÜF÷FÝ G� FéF¹

MAC G 0 G WG z G G GwGŠGY G• G>G" GUG1 GIGŠGd GyFû FéG��SFûF¸ G[GQ GV G}GŠG= G V G k G { G FF ø G G G E G G
G T G n0 ¿� �F û0 òF ç F ÔF ã F ø G " & �1 �F ç F ö F ß F ðF å F ÔF ¹VLAN F÷ MAC G 0 G WG z G G GwGŠGY G• G>G" GUG1
GyFûFéG�Fø F¸ G[GQ GV G}GŠG= F÷Gc GwGQ GUG1 G• G>G" �,FÝ 2sFã Fé�•+��öFÜ FÒG� G
G2GQ GO�ì� • G2 G•GM GŠGc G5 G2GG H�SVIH� G" 0¿���íG�Fþ VLAN F÷ MAC G 0 G WG z G G GwGŠGY G• G>G"
GIGŠGd GyFûFç Fï���œF¸ GG G2GQ GOFÿGz G2 Gr 2 G W G o G 2 G •F û F éG 	F öF þ IP G_G?GQ GV G" Gc GwGQ G
G � F éF ¹3 Fô�è�VFþGkGŠGV G" �µG� VLAN F÷ MAC G 0 G WG z G G GwGŠGY G• G>G" GUG1 GIGŠGd GyFû
G G G 2G Q G OF û% T� ™ F éG � F éG 	F öF þG _G ?G Q G V F ÿF ¸ F íF þ VLAN G W G o G 2 G •F ÷G c G wG Q G UG 1 G •
MAC G 0 G WG z G G GwGŠGY G• G>FþGUG1 GIGŠGd Gy�ìFÿGkGŠGV G" 2 Fô�µG�  VLAN FðFáF÷/œ FÔF¸SVI F þ F Ò
G� VLAN F÷ MAC G 0 G WG z G G GwGŠGY G• G>G" GUG1 GIGŠGd GyFûFéG����œFÿ���(�@�–Fç Fö Fß

GG G2GQ GOFÜ
Æ4Š$×Fû�Q#Ý FéG� VLAN F÷ MAC G 0 G WG z G G GwGŠGY G• G>FÿGUG1 GIGŠGd GyFû
G#F¹no mac address-table learning vlan vlan-id G A G l G • G W F û
 °� Š F éG � VLAN ID FÜ
Æ4Š VLAN F ÷ F Ò
G����œF¸ GG G2GQ GOFÿG6GwGŠ Go GQ GIGŠGFG" #Õ�BFç Fö GA Gl G• GWG" �Ä�°Fç G� FéF¹ �Q#Ý 
VLAN G " / ²& g F éG �F ûF ÿF ¸show vlan internal usage "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

vlan-id 1 FôFþ VLAN ID F ¸ G � F ïF ÿ G ]G 2 G c G • F Ò G � F ÔF ÿG 9 G •G lF VLAN 
ID Fþ(
�VG" �æ��Fç G� FéF¹ �æ��F÷FÝ G� VLAN ID Fÿ 1 HZ 4094 F ÷ F éF ¹ 

Gx Gx GŠGG �š�f
Æ��
12.2(46)SE1 F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mac address-table learning vlan

V
�G � F éF ¹

� � FéG�Fã Fø +¬�/F÷

œF¸GIG;Gs
G•GM GŠGc G5 G2GG Fþ
G•

G G" /²&g FéG�

2G" &gFç G� FéF¹

G G" /²&g FéG�

z
éF¹
Ge Gw G2GgGŠGV VLAN FþGe Gw G2Gl Gx G� FïFÿGIG9 G• GNGx VLAN F ø F ç F ö0 ¿� �F å G �F ï VLAN F÷ MAC G0
GWGz GG GwGŠGY G• G>G" GUG1 GIGŠGd GyFûFéG����œF¸MAC G0 GWGz GG FÿF¸ FíFþGe Gw G2GgGŠG VLAN Fû
� “ F éG �� 9F þ VLAN H �G e G w G 2G l G x G � F ïF ÿG IG 9 G • G NG x H � � VF ÷� ,F Ý ) FF Ý � Û* fF å G

RSPAN VLAN F÷ MAC G 0 G WG z G G GwGŠGY G• G>FÿGUG1 GIGŠGd GyFûF÷FÝ G� FëG#F¹0¿
F Ý G � F ëG #F ¹

GIG;Gs G0 GkGŠGV G" �µG� VLAN F÷ MAC G 0 G WG z G G GwGŠGY G• G>G" GUG1 GIGŠGd GyFû FéG����
G0 GkGŠGV F÷ MAC G 0 G WG z G G GwGŠGY G• G>FÿGUG1 GIGŠGd GyFûFú G� G� FëG#F¹ �‹F÷ G2
GkGŠGV GIG;Gs Gx GT G1 G" GUG1 GIGŠGd GyFûFéG�Fø F¸ GUG1 GIGŠGd GyFûFúFóFï MAC G 0 G WG z G G GwGŠGY
G>Fþ"g�ÂFÜ G2 G[GŠGd GyFûFú G� G� FéF¹

FéG	FöFþ VLAN F ¸ G � F ïF ÿ� æ� �F ç F ï VLAN Fþ MAC G 0 G WG z G G GwGŠGY G• G>FþGG GTGŠGM G
FûFÿFşhow mac-address-table learning [vlan vlan-id] G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ VLAN 2003 F÷ MAC G 0 G WG z G G GwGŠGY G• G>G" GUG1 GIGŠGd GyFûFéG��‰�
Switch(config)# no mac address-table learning vlan 2003

FéG	FöFþ VLAN F ¸ G � F ïF ÿ� æ� �F ç F ï VLAN Fþ MAC G 0 G WG z G G GwGŠGY G• G>FþGG GTGŠGM G
FûFÿFşhow mac-address-table learning [vlan vlan-id] G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
show mac address-table learning FéG	FöFþ VLAN G � F ïF ÿ� æ� �F ç F ï VLAN Fþ MAC G 0 G WG

GG GwGŠGY G• G>FþGG GTGŠGM GG G" /²&gFç G� F
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mac address-table move update

� �F û� ` F éF ûF ÿF ¸ F ã

ÒG � G � F éF ¹

H� Gx G•G= FÜ GN G4
œF¸ GG G2GQ GOFÿ9×3ÿ

Ü
Ge Gx G•G=Q
�F÷FÝ G� FéF¹

FéG� G� FÖ

G� G�

GV G}GŠ
mac address-table move update
MAC G 0 G WG z G G GTGŠGd Gy&ã/œ�f�‚�µ+�G" G2 G[GŠGd GyFû FéG�FûFÿF¸mac address-table move update 
G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿
FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

mac address-table move update { receive | transmit }

no mac address-table move update { receive | transmit }

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

GUGc G7 GyGV GUGcG7 GyGV F÷FÿF¸MAC G 0 G WG z G G GTGŠGd Gy&ã/œ�f�‚�µ+�FÿGUG1 GIGŠGd GyF÷ FéF¹

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•MAC G 0 G WG z G G GTGŠGd Gy&ã/œ�f�‚�µ+�Fû G� G� F¸ Ge Gw G2Gl Gx H�GcG7 G}GŠGUG1 G• G>
G•Fç F¸ GG GM G•G^ G2 Gx G•G= FÜGV Gw Gc G1 GQ G= Fþ GcG7 G}GŠGUG1 G• G>G" 6ä��Fç Fï���
�n�‰�¥GA G•G^GŠGF G5 G•GG G" �f�jF÷FÝ G� FéF¹

G e G w G 2G l G x G x G •G = F Ü G N G 4 G •F ç F ¸ G G G M G •G ^ G 2 Gx G•G= FÜ2s�·Fç Fï���œF¸ G0G= GIGG G G G 2G Q G OF MAC 
G 0 G WG z G G GTGŠGd Gy&ã/œ�f�‚Go GQ GIGŠGFG" 3æ�™ FéG� G� FÖ Fû0¿��F÷FÝ G� FéF¹ G0GQ G G G 2G
GOFÜFM̧AC G 0 G WG z G G GTGŠGd Gy&ã/œ�f�‚Go GQ GIGŠGFG" �w�™FÚG�G���#. FéG� G� FÖ Fû0¿�

�[ ��Fþ�[F÷FÿF¸ G0G= GIGG G G G 2G Q G OF Ü MAC G 0 G WG z G G GTGŠGd Gy&ã/œ�f�‚Go GQ GIGŠGFG" 3æ�™
Fû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch# configure terminal  
Switch(conf)# mac address-table move update transmit
Switch(conf)# end

receive G G G 2G Q G OF Ü MAC G 0 G WG z G G GTGŠGd Gy&ã/œ�f�‚Go GQ GIGŠGFG" ��#. Fé
F Ö � æ� �F ç G � F éF ¹

transmit G e G w G 2G l G x G x G •G = F Ü G N G 4 G •F ç F ¸ G G G M G •G ^ G 2 Gx G•G= FÜ2s�·Fç Fï���œF¸
G G G 2G Q G OF Ü MAC G 0 G WG z G G GTGŠGd Gy&ã/œ�f�‚Go GQ GIGŠGFG" G[GQ
G = F þ� ÚF þG G G 2G Q G OF û3 æ� ™ F éG � G � F Ö � æ� �F ç G � F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)SED F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mac address-table move update

�“FÚG�

G � F éF ¹

G "

U

��Fþ�[F÷FÿF¸ G0GQ Ge Gx G•G= G G G 2G Q G OF Ü MAC G 0 G WG z G G GTGŠGd Gy&ã/œ�f�‚Go GQ GIGŠGFG" �v
G�� �#. FéG� G� FÖ Fû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch# configure terminal  
Switch(conf)# mac address-table move update receive
Switch(conf)# end

0¿��G" &�1� FéG�FûFÿFşhow mac address-table move update "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
clear mac address-table move 
update

MAC G 0 G WG z G G GTGŠGd Gy&ã/œ�f�‚ G>G{ GŠG^ Gy G 9 G 4 G •G M
G = G x G 0F ç G � F éF ¹

debug matm move update MAC G 0 G WG z G G GTGŠGd Gy&ã/œ�f�‚Go GQ GIGŠGF��#.G" G
G^GQ G>Fç G� FéF¹

show mac address-table move 
update

G G G 2G Q G OF û MAC G 0 G WG z G G GTGŠGd Gy&ã/œ�f�‚�_��G" /²&g
F ç G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mac address-table notification

G yG V 0 ¿� �F û� `

G >F ÜG UG 1

Fç G� FéF¹

� FéF¹ �æ

G�Fø F¸ GG
FÝ G�(
�VFÿ

(
�V
mac address-table notification
G G G 2G Q G O G G G M G Q G = � VF ÷ MAC G0 GWGz GG 3û%±�µ+�G" G2 G[GŠGd GyFû FéG�FûFÿF¸mac address-table 
notification  G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7
FéFûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

mac address-table notification { change [history-size value | interval  value] | mac-move | 
threshold [[ limit  percentage] interval  time]}

no mac address-table notification { change [history-size value | interval  value] | mac-move | 
threshold [[ limit  percentage] interval  time]}

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV F÷FÿF¸MAC G0 GWGz GG 3û%±F¸MAC &ã�·F¸ FÚG�G� MAC F ç F Ý F Ô� Í G pG Y G M G x G •
GIGŠGd GyF÷ FéF¹

GUGcG7 GyGV Fþ MAC �š�fGV GwGQ Ge6ë7xFÿ 1 &ÊF÷ FéF¹

�š�TGTGŠGd GyFþGUGcG7 GyGV Fþ G6G•GV Gx �XFÿ 1 F ÷ F éF ¹

GUGcG7 GyGV Fþ MAC �<#Ý"áFç FÝ FÔ�ÍFÿ 50% F ÷ F éF ¹

MAC Fç FÝ FÔ�Í3û%±6ëFþGUGcG7 GyGV Fþ�ì6ëFÿ 120 &ÊF÷ FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

change G G G 2G Q G O� VF ÷ MAC 3û%±G" G2 G[GŠGd GyG� FïFÿGUG1 GIGŠGd GyFû
history-size value H��õ�–H�MAC 3û%±�š�TGTGŠGd GyFþ G6G•GV Gx Fþ�q�±�XG" 0¿��Fç G

��F÷FÝ G�(
�VFÿ 0 HZ 500 G6G•GV Gx F÷ FéF¹ GUGcG7 GyGV Fÿ 1 F ÷ F éF ¹
interval value H��õ�–H� 3û%±GV GwGQ Ge6ë7xG" 0¿��Fç G� FéF¹ Fã Fþ�ì6ë5�FÜ4#FÞ

G2GQ GO GG GM GQ G= Fÿ3û%±GV GwGQ GeG" 3æ�™Fç G� FéF¹�æ��F÷ 0 HZ 
2147483647 &ÊF÷ FéF¹ GUGcG7 GyGV Fÿ 1 &ÊF÷ FéF¹

mac-move MAC &ã�·3û%±G" G2 G[GŠGd GyFûFç G� FéF¹
threshold MAC Fç FÝ FÔ�Í3û%±G" G2 G[GŠGd GyFûFç G� FéF¹
limit  percentage H��õ�–H�MAC �<#Ý"áFç FÝ FÔ�ÍG" 
°�ŠFç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ 

100% F ÷ F éF ¹ G UG cG 7 G yG V � ÍF ÿ 50% F ÷ F éF ¹
interval  time H��õ�–H�MAC Fç FÝ FÔ�Í3û%±Fþ6ëFþ�ì6ëG" 
°�ŠFç G� FéF¹ �æ��F÷FÝ G�

Fÿ 120 HZ 1000000 &ÊF÷ FéF¹ GUGcG7 GyGV �ÍFÿ 120 &ÊF÷ FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
12.2(40)SE changeF¸mac-moveF ¸ F ÚG �G � threshold [[ limit  percentage] interval  time] 

G;GŠ G}GŠ GW FÜ3ã�•Få G�G� Fç FïF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mac address-table notification

G �F ï G � F ¸ � ‚ F ÔG 0
GA Gy H�
G= FÚ
VF ¸ G �

� P7 VF å G �F ¸

Ü G2

2 G[GŠGd GyFû
G EG u G •l
� G � F éF ¹

F û G � G � F ¸
Q GeG"

wGQ GeG" #Õ�B Fé
F ÚG �

G EG u G •

Q GeFþ6ë7xG"

�F ã F ø F Ü

G 0F ç G �

G �F ï G 2 G •G M G Š
G�
�Q#Ý�VFþG: G2 GW Gw G2G•MAC G0 GWGz GG 3û%±�š�f�µ+�FÿF¸ �‚Fç FÔ MAC G 0 G WG z G G F Ü3 ?3 æG TG ŠG d G yF û3 ã� •F å
GWGz GG FÜFíFã FÛ G� �P7VFå G�Fï G� FéG�FïG�FûF¸ (F�ÆG[GQ GV G}GŠG= 'ö#.GeG{ GVSNMPH � G V
GwGQ GeG" G[GQ GV G}GŠG= 'ö# .GE GG GT Gn H�NMSH � F û3 æ� ™F ç G � F éF ¹MAC �š�f3û%±Fÿ GN G2 GXGm GQ
G�G�GIG;Gs G0 MAC G 0 G WG z G G F ðF áF û# Õ� BF å G �F ¸ G I G yG c G 0 G WG z G G F ¸ G l G yG OG ;G q G G G G 0 G WG z G G
FïFÿ�ÚFþGG GM GT G1 GQ G= G 0 G WG z G G F ûF ÿ# Õ� BF å G �G � F ëG #F ¹

history-size G8GeGEGu G•G" 0¿��Fç Fö FÔG����œF¸ �¤�ÑFþ MAC G 0 G WG z G G � š� TG TG ŠG d G yF Ü
�‚Fç FÔGTGŠGd GyFÜ�8�BFå G�G� FéF¹

mac address-table notification change G A G l G • G WG " � Q# Ý F éG �G �F ¸MAC G0 GWGz GG 3û%±�š�f�µ+�F
G[GŠGd GyFûFú G� G� FéF¹ G� FïF¸snmp trap mac-notification change G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1
G<Gs Gz GŠGEGu G• G A G l G • G W F ÷ G 2 G •G M G ŠG c G 5 G 2G G � VF þ MAC G0 GWGz GG 3û%±GV GwGQ GeG" G
F ç F ¸snmp-server enable traps mac-notification change G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G Š G A G
G • G W F ÷G G G 2G Q G OF Ü MAC G 0 G WG z G G G V G wG Q G eG " NMS F û3 æ� ™ F éG � G � F Ö 0 ¿� � F éG �� ²0 [F Ü F ÒG

G � F ïFm̧ac address-table notification mac-move G A G l G • G W F ÚG �G � snmp-server enable traps 
mac-notification move G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " 
 °� Š F éG �F ã F ø
MAC G 0 G WG z G G F Ü 1 FôFþGkGŠGV FÛ G� �  Fè VLAN Fþ�9FþGkGŠGV Fû&ã�·Fç Fï���œF¸ �–FûGV GwG
G 2 G [G ŠG d G yF ûF ÷F Ý G � F éF ¹

MAC G 0 G WG z G G GTGŠGd GyFþ Fç FÝ FÔ�Í�D7HFû4) FéG�FÛFí G�G" 2x FØFï���œFû�–FûGV G
G�FûFÿFm̧ac address-table notification threshold [limit  percentage] | [interval  time] G A G l G • G W
G� snmp-server enable traps mac-notification threshold G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G Š GA
G l G • G WG " 
 °� ŠF ç G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ MAC G 0 G WG z G G GTGŠGd Gy�š�f3û%±�µ+�G" G2 G[GŠGd GyFûFç F¸ 3û%±GV GwG 
60 &ÊF¸ �š�TGTGŠGd GyFþ GC G2 GHG" 100 G6G•GV Gx Fû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# mac address-table notification change 
Switch(config)# mac address-table notification change interval 60 
Switch(config)# mac address-table notification change history-size 100

show mac address-table notification "I�’  EXEC G A G l G • G WG " 
 °� Š F éG �G �F ¸ 0 ¿� �G " & �1 � F éG
F÷FÝ G� FéF¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
clear mac address-table notification MAC G 0 G WG z G G 3 û% ± G >G { G ŠG ^ G y G 9 G 4 G •G M G " G = G x

FéF¹
show mac address-table notification F éG 	F öF þ G 2 G •G M G ŠG c G 5 G 2G G G � F ïF ÿ� æ� �F å

G c G 5 G 2G G F û� P F éG � MAC G0 GWGz GG 3û%±0¿��G" /²&gFç
FéF¹

snmp-server enable traps mac-notification G;GŠ G}GŠ GWFÜ3ã�•Få G�Fï� ��œFû SNMP 
MAC 3û%±GV GwGQ GeG" 3æ�™Fç G� FéF¹

snmp trap mac-notification change "I��Fþ G2 G•GM GŠGc G5 G2GG Fþ SNMP MAC 3û%±�š�fGV
GwGQ GeG" G2 G[GŠGd GyFûFç G � FéF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mac address-table static

Gd Gy

�F ø F ¸ G _G ?G Q G V F ÿ

;G q G G G V
" � âF ôG _G ?G Q G V F Ü� æ
G Fû3?3æFå

G �

F¹ �w� Fú G2 G•
F¹

gFç
mac address-table static
MAC G 0 G WG z G G GTGŠGd GyFûGG GM GTG1 GQ G= G 0 G WG z G G G " 3 ã� • F éG �F ûF ÿF ¸mac address-table static G>
G { G ŠG ^ G y G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G G G M G T G 1 G Q G = G6G•GV Gx G" GTGŠ
F Û G � � P7 V F éG �F ûF ÿF ¸ F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

mac address-table static mac-addr vlan vlan-id interface interface-id

no mac address-table static mac-addr vlan vlan-id [interface interface-id]

�S�eFþ1��Â

GUGc G7 GyGV G G G M G T G 1 G Q G = G 0 G WG z G G F ÿ0 ¿� �F å G �F ö F ÔG � F ëG #F ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�[ ��Fþ�[F÷FÿF¸ MAC G 0 G WG z G G GTGŠGd GyFûGG GM GTG1 GQ G= G 0 G WG z G G c2f3.220a.12f4 G " 3 ã� • F éG �� ‰� 2
G " & gF ç G � F éF ¹VLAN 4 F÷Fã Fþ MAC G 0 G WG z G G G " � �
 ›F ø F ç F ö G _G ?G Q G V G " � w� ™ F éG
�æ��Få G�Fï G2 G•GM GŠGc G5 G2GG Fû3?3æFå G�G� FéF¹
Switch(config)# mac address-table static c2f3.220a.12f4 vlan 4 
interfacegigabitethernet6/0/1  

0¿��G" &�1� FéG�FûFÿFşhow mac address-table "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

mac-addr G 0 G WG z G G GTGŠGd GyFû3ã�• FéG���
› MAC G 0 G WG z G G H �G tG YG
G � F ïF ÿG l G yG OG ;G q G G G V H �F ¹ F ã F þ� �
 › G 0 G WG z G G G
��Fç Fï VLAN Fû%T�™ FéG�Fø F¸ �æ��Fç Fï G2 G•GM GŠGc G5 G2G
G�G� FéF¹

vlan vlan-id �æ��Fç Fï MAC G 0 G WG z G G G " � âF ôG _G ?G Q G V G " � w� ™ F é VLAN G " � æ� �
F ç G � F éF ¹ � æ� �F ÷F Ý G �( 
� VF ÿ 1 HZ 4094 F ÷ F éF ¹

interface interface-id �w�™Få G�FïG_G?GQ GV G" 3?3æ FéG� G2 G•GM GŠGc G5 G2GG
GM GŠGc G5 G2GG FûFÿF¸ "@#.GkGŠGV Fø GkGŠGV GOGq G[ GyFÜ�µG� G�G� Fé

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
show mac address-table static G G G M G T G 1 G Q G = MAC G 0 G WG z G G GTGŠGd Gy G6G•GV Gx FðFáG" /²&

G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mac address-table static drop

� FïFÿ��
›
" 0¿�� FéG�FûFÿ
¹ G UG cG 7 G y

FÿF¸ "I��Fþ3æ�™
–
¹

G M
ëG#F¹

G q G G G V
öF¸ GG G2GQ GO
G G "

�V�iFÝ

z

G EG u G •
W
ö3 ã� •F ç

" � âF ô
mac address-table static drop
GtGYG;Gq GG GV MAC G 0 G WG z G G Gc G1 GyGM Gx G• G>G" G2 G[GŠGd GyFûFç FöF¸ "I��Fþ3æ�™
–G 
MAC G0 GWGz GG FþGV Gw Gc G1 GQ G= G" GW G{ GQ Ge FéG� G� FÖ FûGG G2GQ GOG mac 
address-table static drop G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF
G V 0 ¿� �F û� ` F éF ûF ÿF ¸ F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

mac address-table static mac-addr vlan vlan-id drop

no mac address-table static mac-addr vlan vlan-id 

�S�eFþ1��Â

GUGc G7 GyGV GtGYG;Gq GG GV MAC G 0 G WG z G G Gc G1 GyGM Gx G• G>FÿGUG1 GIGŠGd GyF÷ FéF¹ GG G2GQ GO
G � F ïF ÿ� �
 › MAC G 0 G WG z G G F þG V G w G c G 1 G Q G = G " G W G { G Q G eF ç G � F ëG #F

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•Fã Fþ�µ+�G" �Q#Ý FéG����œFÿF¸ ��Fþ�@�–�¦8oFû�‘FóFö Fß FðFå FÔF¹

• G l G yG OG ;G q G G G V MAC G 0 G WG z G G F ¸ G dG { G Š G W G ;G q G G G V MAC G 0 G WG z G G F ¸ F ÚG �G � G yG Š MAC G0
GWGz GG FÿGCGkGŠGV Få G�G� FëG#F¹CPU Fû3?3æFå G�G�G_G?GQ GV G� GCGkGŠGV Få G�G� F

• GtGYG;Gq GG GV MAC G 0 G WG z G G G " G G G M G TG 1 G Q G = G 0 G WG z G G F ø F ç F ö3 ã� •F ç F ¸ G tG YG ; MAC G0
GWGz GG Gc G1 GyGM Gx G• G>G" 0¿�� FéG����œFÿF¸ �q�‹Fû
°�ŠFå G�FïGA Gl G• GW Fû�Â FèF
Fÿ MAC G 0 G WG z G G G " G G G M G TG 1 G Q G = G 0 G WG z G G F ø F ç F ö3 ã� • F éG �F ÛF ¸G � F ïF ÿF íF þ MAC G 0 G WG z G
�âFôG_G?GQ GV G" GW G{ GQ GeFç G� FéF¹2 $�G�Fû
°�ŠFç FïGA Gl G• GW FÿF¸ �q�6FþGA Gl G• GWG"
F ç G � F éF ¹

F ïFø FØG�F¸mac address-table static mac-addr vlan vlan-id interface interface-id G>G{ GŠG^ Gy GA
G•Gc G1 G<Gs Gz GŠGEGu G• G A G l G • G WF þ� ‹F û mac address-table static mac-addr vlan vlan-id drop 
GA Gl G• GWG" 
°�ŠFç Fï���œFÿF¸ GG G2GQ GOFÿ3æ�™
–G� FïFÿ��
›Fø Fç Fö�æ��Få G�Fï MAC G 0 G WG
G G G " � âF ôG _G ?G Q G V G " G W G { G Q G eF ç G � F éF ¹

mac address-table static mac-addr vlan vlan-id drop G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G Š GA
G l G • G WF þ� ‹F û mac address-table static mac-addr vlan vlan-id interface interface-id G A G l G • G
G " 
 °� ŠF ç F ï� �� œF ÿF ¸ G G G 2G Q G OF ÜF íF þ MAC G 0 G WG z G G G " G G G M G TG 1 G Q G = G 0 G WG z G G F ø F ç F
G � F éF ¹

mac-addr GtGYG;Gq GG GV 3æ�™
–G� FïFÿ��
› MAC G 0 G WG z G G F ¹ F ã F þ MAC G 0 G WG z G G G
G_G?GQ GV Fÿ GW G{ GQ GeFå G�G� FéF¹

vlan vlan-id �æ��Fç Fï MAC G 0 G WG z G G G " � âF ôG _G ?G Q G V G " � w� ™ F éG � VLAN G " � æ� �F ç G � F éF ¹
�æ��F÷FÝ G� VLAN ID Fþ(
�VFÿ 1 HZ 4094 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
2-319
Catalyst 2960F¸2960-SF ¸ F ÚG �G � 2960-P G G G 2G Q G O G A G l G • G W G x G c G /G z G •G G

OL- 29499-01-J



 

'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mac address-table static drop

¸
Q GOG" 0¿�� FéG��‰�2G" &g

éG �� ‰� 2G " & gF ç

ã F ø F ÜF ÷F Ý

gFç
�[ ��Fþ�[F÷FÿF¸ GtGYG;Gq GG GV MAC G 0 G WG z G G G c G 1 G yG M G x G • G >G " G 2 G [G ŠG d G yF ûF ç Fc2f3.220a.12f4 Fþ
3æ�™
–G� FïFÿ��
› G0 GWGz GG G" �âFôG_G?GQ GV G" GW G{ GQ Ge FéG� G� FÖ FûGG G2G
Fç G� FéF¹ 3æ�™
–G� FïFÿ��
›Fø Fç Fö Fã Fþ MAC G 0 G WG z G G G " � âF ôG _G ?G Q G V F Ü VLAN4 �VF÷�w�™Få G�
Fï���œF¸ G_G?GQ GV FÜ GW G{ GQ GeFå G�G� FéF¹
Switch(config)# mac address-table static c2f3.220a.12f4 vlan 4 drop

��Fþ�[F÷FÿF¸ GtGYG;Gq GG GV MAC G 0 G WG z G G G c G 1 G yG M G x G • G >G " G UG 1 G IG ŠG d G yF û F
G � F éF ¹
Switch(config)# no mac address-table static c2f3.220a.12f4 vlan 4 

show mac address-table static "I�’  EXEC G A G l G • G WG " 
 °� Š F éG �G �F ¸ 0 ¿� �G " & �1 � F éG �F
G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
show mac address-table static G G G M G T G 1 G Q G = MAC G 0 G WG z G G GTGŠGd Gy G6G•GV Gx FðFáG" /²&

G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
match H�G= GwGGGlGQ Ge G A G •G c G 1 G <G s G z G ŠG EG u G •H �

u G •H �
<G s

ÒG � G � F éF ¹

G �F þF ÛG " � æ� � F éG �� �� œF ÿF ¸

œF ÿF ¸
G "

ÝF ûF ú G �
• G WF ÿF ¸

VF ÿ
Q

� 
� ) G � G �


� VF ÿ
Š F éG �F ã F ø G � F ÷
match H�G= GwGGGlGQ Ge G A G •G c G 1 G <G s G z G ŠG EG
GV Gw Gc G1 GQ G= G" �(8® FéG�FïG�Fþ�M+´�²�óG" ��*O FéG�FûFÿF¸match G = G w G G GlGQ Ge G A G •G c G 1 G
G z G ŠG EG u G • GA Gl G• GWG" �Q#ÝFç G� FéF¹ �M+´�ö =G" �P7V FéG�FûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#Ý
F ç G � F éF ¹

match {access-group acl-index-or-name | ip dscp dscp-list | ip precedence ip-precedence-list}

no match { access-group acl-index-or-name | ip dscp dscp-list | ip precedence ip-precedence-list}

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â

GUGc G7 GyGV �M+´�ö =Fÿ��*OFå G�G� FëG#F¹

G A G lG • G W GpGŠGW G = G w G G GlGQ Ge G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•G _G ?G Q G V G " � (8 ® F éG �F ïG �F û% T� ™G _G ?G Q G V F þ F ùF þ G c G 1 G Š G yG WG " 1 *G 	
match G A G l G • G WG " � Q# ÝF ç G � F éF ¹IP G0G= GIGG G > G yG ŠG eG � F ïF ÿ MAC G0G= GIGG G > G yG ŠG eF þ Ether 
Type/Len Fþ!·�œFðFáFÜGCGkGŠGV Få G�Fö FÔG� FéF¹

"@#.GkGŠGV �"�)F÷G_G?GQ GV �(8®G" ��*O FéG�FïG�F¸ G= Gw GG GlGQ Ge FäFø Fû 1 FôFêFôFû7H G� match GA
G l G • G WF ÜG CG kG ŠG V F å G �F ö F ÔG � F éF ¹ F ã F þ" g� #F ÷F ÿF ¸match-all G;GŠ G}GŠ GW Fø match-any G;GŠ G}GŠ
GWFÿ�   Fè F÷ FéF¹

match ip dscp dscp-list G A G l G • G WG � F ïF ÿ match ip precedence ip-precedence-list G A G l G • G WF þ� ��
G �Fß �Q#ÝFå G�G�� ÍFþGYGŠ GpGYGQ G= � ¡G" 
 °�ŠF÷FÝ G� FéF¹ F ïFø FØG�F¸match ip dscp af11 G A G l G • G W

°�ŠF÷FÝ G� FéF¹ Fã FþGA Gl G• GWFÿF¸match ip dscp 10 G A G l G • G WG " 
 °� ŠF ç F ï� �� œF ø �   F è) ��
G � F éF ¹ G � F ïF ¸match ip precedence critical G A G l G • G WG " 
 °� ŠF ÷F Ý G � F éF ¹ F ã F þG A G l Gmatch ip 

access-group 
acl-index-or-name

IP �† =G� FïFÿ�Ñ�G Access Control ListH�ACLH � G � F ïF ÿ MAC ACL Fþ$�
�•G� FïFÿ�¡�SF÷ FéF¹IP �† =  ACL Fþ���œF¸ACL G 2 G •G UG Q G = G G ( 
� 
1 HZ 99 FÚG�G� 1300 HZ 1999 F ÷ F éF ¹IP �Ñ�G ACL Fþ���œF¸ACL G 2 G •G UG
G = G G ( 
� VF ÿ 100 HZ 199 FÚG�G� 2000 HZ 2699 F ÷ F éF ¹

ip dscp dscp-list %T�™G_G?GQ GV Fø Fþ!·�œG" /œ FÖ FïG�FþF¸ �q�± 8 FôG� F÷Fþ IP DiffServ G A G Š
GW G k G 2 G •G V H �DSCPH � � ÍF þ G x G G G V F ÷ F éF ¹ � ›� ÍF ÿG G G hG ŠG G F ÷
FéF¹ �æ��F÷FÝ G�(
�VFÿ  0 HZ 63 F÷ FéF¹ G�Fß �Q#ÝFå G�G��ÍFþ���œFÿF¸
GYGŠ GpGYGQ G= �¡G" 
°�Š FéG�Fã Fø G� F÷FÝ G� FéF¹

ip precedence 
ip-precedence-list

%T�™G_G?GQ GV Fø Fþ!·�œG" /œ FÖ FïG�FþF¸ �q�± 8 FôFþ IP precedence �ÍFþ Gx
G G G V F ÷ F éF ¹ � ›� ÍF ÿG G G hG ŠG G F ÷� 
� ) G � G � F éF ¹ � æ� �F ÷F Ý G �( 0 HZ 7 F÷
F éF ¹ G �F ß � Q# ÝF å G �G �� ÍF þ� �� œF ÿF ¸ G YG Š G pG YG Q G = � ¡G " 
 °�
F Ý G � F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
matchH� G= Gw GGGlGQ Ge G A G •G c G 1 G <G s G z G ŠG EG u G •H �

�F ö F ÔG �G YG Š G pG YG Q
F ç

éG��‰�2G"

Gw GG
precedence 5 G A G l G • G WG " 
 °� ŠF ç F ï� �� œF ø �   F è) �� ÝF ûF ú G � G � F éF ¹ G CG kG ŠG V F å G
G = F þ G x G G G V G " / ²& g F éG �F ûF ÿF ¸match ip dscp ?G � F ïF ÿ match ip precedence ?G A G l G • G WG " 
 °� Š
FöF¸ GA Gl G• GW Gw G2 G•FþGf GyGe G G G V G x G • G >G " / ²& gF ç F ö F ß F ðF å F ÔF ¹

�[ ��Fþ�[F÷FÿF¸ G= Gw GG GlGQ Ge class2 G " � 8� B F éG �� ‰� 2G " & gF ç G � F éF ¹ F ã F þG lG Q G eF ÿF ¸DSCP �Í  10F¸
11F ¸ F ÚG �G � 12 G" �âFôFéG	FöFþ%T�™GV Gw Gc G1 GQ G= Fû�M+´Fç G� FéF¹
Switch(config)# class-map class2
Switch(config-cmap)# match ip dscp 10 11 12
Switch(config-cmap)# exit

��Fþ�[F÷FÿF¸ G= Gw GG GlGQ Ge class3 G " � 8� B F éG �� ‰� 2G " & gF ç G � F éF ¹ F ã F þG lG Q G eF ÿF ¸IP precedence �Í  
5F¸6F ¸ F ÚG �G � 7 G" �âFôFéG	FöFþ%T�™GV Gw Gc G1 GQ G= Fû�M+´Fç G� FéF¹
Switch(config)# class-map class3
Switch(config-cmap)# match ip precedence 5 6 7 
Switch(config-cmap)# exit

��Fþ�[F÷FÿF¸ IP precedence �M+´�ö =G" �P7VFç Fa̧cl1 G" �Q#ÝFç FöGV Gw Gc G1 GQ G= G" �(8® F
&gFç G� FéF¹
Switch(config)# class-map class2
Switch(config-cmap)# match ip precedence 5 6 7 
Switch(config-cmap)# no match ip precedence
Switch(config-cmap)# match access-group acl1
Switch(config-cmap)# exit

show class-map "I�’  EXEC G A G l G • G WG " 
 °� Š F éG �F ø F ¸ 0 ¿� �G " & �1 �F ÷F Ý G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
class-map �¡�SG" �æ��Fç Fï G= Gw GG Fø G_G?GQ GV Fø Fþ!·�œFû�Q#Ý FéG�G= GlGQ Ge

G " � 8� BF ç G � F éF ¹
show class-map Quality of ServiceH�QoSH � G = G w G G GlGQ GeG" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mdix auto

2
# ÝF ç
ŠGd Gy�K)FGM G2
ŠG d

8 F éG � G � F Ö F ûF ¸ G 2

� �K)F FéG� G2 G•GM GŠ
V G � F ïF ÿG = G {

kG ŠG V F å G �G �
s G Š G y
mdix auto
G 2 G •G M G ŠG c G 5 G 2G G F ÷ Automatic Medium-Dependent Interface crossoverH�Auto-MDIXH � � µ+ �G " G
G[GŠGd GyFûFéG�FûFÿF¸mdix auto G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q
G � F éF ¹Auto MDIX FÜ G2 G[GŠGd GyFú���œF¸ G2 G•GM GŠGc G5 G2GG Fÿ+¬�·$×Fû�²0[FúG?G
G e H �G G G V G z G ŠG V G � F ïF ÿG = G { G G H � G " � è� �F ç F ¸ � K) FG " 4 :� )F û0 ¿� �F ç G � F éF ¹Auto MDIX G " G UG 1 G IG
GyFûFéG�FûFÿF̧ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

mdix auto

no mdix auto

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV Auto MDIX FÿF¸ G2 G[GŠGd GyF÷ FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•G 2 G •G M G ŠG c G 5 G 2G G F þ Auto MDIX G " G 2 G [G ŠG d G yF ûF éG �� �� œF ÿF ¸ � µ+ �F Ü� G� –F û� ·�
G•GM GŠGc G5 G2GG 3ÿ�ØFø GUGs GeGz GQ G= GG G� auto Fû0¿�� FéG��²0[FÜ FÒG� G� FéF¹

Auto MDIX FÜ H�3ÿ�ØFø GUGs GeGz GQ G= GG Fþ+¬�·G[GBGE G6GŠGEGu G•Fø Fø G� FûH
Gc G5 G2GG Fþ�M�‰G� FïFÿ�g�‰F÷ G2 G[GŠGd GyFþ���œFÿF¸ G?GŠGd Gy G M G 2G e H �G G G V G z G ŠG
G G H � F Ü� Y� GF ÷G � G x G •G = F Ü G 0G Q G eF ç G � F éF ¹

Auto MDIX FÿF¸ FéG	FöFþ 10/100 FÚG�G� 10/100/1000 Mb/s G 2 G •G M G ŠG c G 5 G 2G G F ÷G CG
FéF¹ +¬�·  MDIX FÿF 1̧000BASE-SX G � F ïF ÿ -LX Small Form-Factor PluggableH�SFPH � G pG FG 
GkGŠGV F÷FÿGCGkGŠGV Få G�G� FëG#F¹

�[ ��Fþ�[F÷FÿF¸ GkGŠGV Fþ Auto MDIX G " G 2 G [G ŠG d G yF ûF éG �� ‰� 2G " & gF ç G � F éF ¹
Switch# configure terminal
Switch(config)# interface gigabitethernet1/0/1 
Switch(config-if)# speed auto
Switch(config-if)# duplex auto
Switch(config-if)# mdix auto
Switch(config-if)# end

G 2 G •G M G ŠG c G 5 G 2G G F þ auto-MDIX Fþ�·�8GG GTGŠGV G" &�1� FéG�FûFÿF¸show controllers 
ethernet-controller interface-id phy "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
media-typeH � G 2 G •G M G ŠG c G 5 G 2 G G G A G • G c G 1 G <G s G z G ŠG EG u G • H �

G ŠG EG u G •H �
G � F ¸ � q� 6
F Ö F û0 ¿� �F ç F ï G � F éG �F ûF ÿF ¸
G cG 7 G yG V 0 ¿

Ý G � F ëG #F ¹

2 G•GM GŠGc G5 G2GG
G= GG Fþ0¿��Fÿ�P7V

‰Fþ+¬�·G[GBGE G6GŠGEGu

Fû4E�¥Fç G�
G�G� F÷F̧ GG G2GQ
G•G= FÜ GN G4 G•Fþ"g�ÂFûFú

‰Fþ GM G2GeFÜ G2 G[GŠGd
ÚG�G�GUGs GeGz GQ
¹

ŠG d G yF ûF ç G � F éF ¹
G �F ö F ÔF ú F Ô
UGs G0 GyG_GŠG_GG
GM GŠGc G5 G2

éF¹

F éF ¹
media-typeH � G 2G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z
GUGs G0 GyG_GŠG_GG G0GQ Ge Gx G•G= GkGŠGV Fþ G2 G•GM GŠGc G5 G2GG G M G 2G eG " � m� ·F ÷4 E� ¥F ç F ï
F û G x G •G = F Ü& �' gF å G �F ï G M G 2G eG " G G G 2G Q G OF ÷� ·$ ×F û4 E� ¥ F éG � G �
media-type G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G U
��Fû�` FéFûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

media-type {auto-select | rj45  | sfp}

no media-type

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV Fÿ auto-select Fû G� G��·$×4E�¥F÷ FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•GUGs G0 GyG_GŠG_GG G 0G Q G e G x G •G = G " 
 Õ6 × G x G •G = F ø F ç F ö� Q# Ý F éG �F ã F ø F ÿF ÷F

GUGs G0 GyG_GŠG_GG G0GQ Ge Gx G•G= Fþ3ÿ�ØFø GUGs GeGz GQ G= GG G" 0¿�� FéG�FûFÿF¸ G 
GM G2GeG" 4E�¥ FéG��²0[FÜ FÒG� G� FéF¹ GM G2GeG" �š�f FéG�Fø F¸ 3ÿ�ØFø GUGs GeGz GQ
Få G�G� FéF¹ GG G2GQ GOFÿ FÔFêG�Fþ GM G2GeG� F¸ 3ÿ�ØFø GUGs GeGz GQ G= GG Fþ�g�
G•Fû�öFõ FÔFö0¿��Fç G� Fé H�GUGcG7 GyGV H�F¹

auto-select G" 4E�¥Fç Fï���œF¸ GG G2GQ GOFÿ�q�6Fû Gx G•G= FÜ&�'gFå G�Fï GM G2GeG" �·$×
FéF¹ Gx G•G= FÜ G0GQ GeFþ"g�ÂFûFú G�Fø F̧ G0G= GT G1 GdFú Gx G•G= FÜ GN G4 G•Fþ"g�ÂFûFú
GOFû G� G� FíFþ�ÚFþ GM G2GeFÜGUG1 GIGŠGd Gy�ìFå G�G� FéF¹ G0G= GT G1 GdFú Gx
G�Fø F¸ FÔFêG�FÛFþ Gx G•G= FÜ G0GQ GeFþ"g�ÂFûFú G�G� F÷F¸ GG G2GQ GOFû G� G� �g�
Gy�ìFå G�G� FéF¹ auto-select GpGŠ GW F÷FÿF¸ GG G2GQ GOFû G� G� �g�‰Fþ GM G2GeFÜ3ÿ�ØF
G = G G F þ+ ¬� ·G [G BG E G 6G ŠG EG u G •F û0 ¿� �F å G �G � F é H �G UG cG 7 G yG V H �F

rj45  G" 4E�¥Fç Fï���œF¸ GG G2GQ GOFÿ SFP GpGFGs GŠ Gy G 2 G •G M G ŠG c G 5 G 2G G G " G UG 1 G IG
F ã F þG kG ŠG V F ûG ?G ŠG d G yG " � K) FF ç F ö G � F ¸RJ-45 
 �F Ü G N G 4 G •F ç F ö F ÔG �� �� œG � F ïF ÿ� K) FF å
���œF÷ FÒFóFö G� F¸ Gx G•G= G" &�'g FéG�Fã Fø FÿF÷FÝ G� FëG#F¹ Fã Fþ GpGŠ GW F÷FÿF¸ G 
GkGŠGV Fÿ 10/100/1000BASE-TX G2 G•GM GŠGc G5 G2GG Fø � �]Fþ�·�8G" Fç G� FéF¹ Fã Fþ G2 G•
GG GM G2GeFû�P�ÂFç Fï3ÿ�ØFÚG�G�GUGs GeGz GQ G= GG Fþ0¿��FÜ�•+�F÷ FéF¹

auto-select �q�6Fû Gx G•G= FÜ&�'gFå G�Fï GM G2GeG" GG G2GQ GOF÷�·$×Fû4E�¥Fç G� F
rj45 RJ-45 G 2 G •G M G ŠG c G 5 G 2G G G " 4 E� ¥F ç G � F éF ¹
sfp �`�ºGcG7 GŠ Gn G c G /G = G M GpGFGs GŠ Gy G 2 G •G M G ŠG c G 5 G 2G G G " 4 E� ¥F ç G �

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
media-typeH � G 2G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •H �

F ç G � F éF ¹ F ã F þG kG ŠG V
�Ñ
Š GyFå G�Fö FÔG�
s Ge

2G G
Fç Fï
G0GQ GeFþ"g
G�G� FéF¹

ŠG EG u G •

�

�œFû

��œF÷G� F¸

GG
þ" g� ÂF ûF ú G �F ø F ¸ G G G 2G Q G OF û G � G �

�G � F éF ¹

E�¥ H�

F éF ¹

G c G 5 G 2G G F þ� µ+ �G " / ²

0 ¿� �F ÚG �G �G o G UG 1 G 0G M G 2
sfp G" 4E�¥Fç Fï���œF¸ GG G2GQ GOFÿ RJ-45 G 2 G •G M G ŠG c G 5 G 2G G G " G UG 1 G IG ŠG d G yF û
FûG?GŠGd GyG" �K)FFç Fö G� F¸SFP GpGFGs GŠ Gy
�FÜ GN G4 G•Fç Fö FÔG����œG� FïFÿ SFP GpGFGs GŠ GyFÜ
�~Fç Fú FÔ���œF÷ FÒFóFö G� F¸ Gx G•G= G" &�'g FéG�Fã Fø FÿF÷FÝ G� FëG#F¹ G2 G•GG GV G SFP 
GpGFGs GŠ GyFþ GM G2GeFû�öFõ FÔFöF¸ Fã Fþ G2 G•GM GŠGc G5 G2GG GM G2GeFû�P�ÂFç Fï3ÿ�ØFÚG�G�GUG
G z G Q G = G G F þ0 ¿� �F Ü� •+ �F ÷ F éF ¹

G G G 2G Q G OF þ7 Á ;G " ON FûFç Fï���œF¸ G� FïFÿ shutdown FÚG�G� no shutdown G 2 G •G M G ŠG c G 5 G GA
G•Gc G1 G<Gs Gz GŠGEGu G• G A G l G • G W F ÷G UG s G 0 G yG _G ŠG _G G G0GQ Ge Gx G•G= GkGŠGV G" G2 G[GŠGd Gy�ì
���œF¸ SFP GpGFGs GŠ Gy G2 G•GM GŠGc G5 G2GG FÜ4E�¥Få G�G� FéF¹ Fã G��è�¥Fþ���œF¸ �q�6Fû
�ÂFûFúFóFï Gx G•G= Fþ GM G2GeFû�öFõ FÔFöF¸ G0G= GT G1 GdFú Gx G•G= FÜ4E�¥Få

auto-select G" 0¿��Fç Fï���œFşpeed FÚG�G� duplex G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G GA
G l G • G W F û G � G �0 ¿� �F ÿ/ œ F ØG � F ëG #F ¹

F ã F þG G G 2G Q G OF ø 100BASE-X H�-X Fÿ -BXF¸-FXF¸-FEF¸-LX F þ F ÔF êG �F ÛH �SFP GpGFGs GŠ GyG" )�G
�œG�Fë G�Fø F¸ � �Fþ G� FÖ Fû� ·� 8Fç G� FéF¹

• 100BASE -X SFP F Ü G pG FG s G Š G y G G G { G Q G V F û� �
 °F å G �F ¸RJ-45 
�Fû Gx G•G= FÜ�Ñ�~Fç Fú FÔ��
FÿF¸ GG G2GQ GOFÿ RJ-45 G 2 G •G M G ŠG c G 5 G 2G G G " G UG 1 G IG ŠG d G yF ûF ç F ¸SFP GpGFGs GŠ Gy G 2 G •G M G Š
G c G 5 G 2G G G " 4 E� ¥F ç G � F éF ¹SFP 
�FûG?GŠGd GyFÜ�K)FFå G�Fö FÚG� FêF¸ Gx G•G= FÜFú FÔ�
F ã F þ G � F Ö F ú� ·� 8F ûF ú G � G � F éF ¹

• 100BASE-X SFP GpGFGs GŠ GyFÜ��
°Få G�Fö FÚG� F¸RJ-45 
�Fû Gx G•G= FÜ�Ñ�~ FéG����œFûFÿF¸
G 2G Q G OF ÿF íF þ G x G •G = G " � Q# ÝF ç G � F éF ¹ G x G •G = F Ü G N G 4 G •F 
RJ-45 
�FÜGUG1 GIGŠGd Gy�ìFå G�F¸SFP GpGFGs GŠ Gy G 2 G •G M G ŠG c G 5 G 2G G F Ü4 E� ¥F å G

• 100BASE-X SFP GpGFGs GŠ GyFÜ�v G� �¥Få G�G�Fø F¸ GG G2GQ GOFÿGM G2GeFþ�·$×4auto-selectH�
Fû�` G� F ŖJ-45 
�G" 
Ì�Ø G2 G[GŠGd GyFûFç G� FéF¹

100BASE-FX-GE SFP GpGFGs GŠ GyFþ���œF¸ Fã Fþ�µ+�Fÿ FÒG� G� FëG#F¹

�[ ��Fþ�[F÷FÿF¸ SFP G 2 G •G M G ŠG c G 5 G 2G G G " 4 E� ¥ F éG � G � F Ö 0 ¿� � F éG �� ‰� 2G " & gF ç G �
Switch(config)# interface gigabitethernet0/1 
Switch(config-if)# media-type sfp

0¿��G" &�1� FéG�FûFÿF¸show interfaces interface-id capabilities G � F ïF ÿ show interfaces interface-id 
transceiver properties "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
show interfaces 
capabilities

F éG 	F öF þ G 2 G •G M G ŠG c G 5 G 2G G G � F ïF ÿ" I� �F þ G 2 G •G M G Š
&gFç G� FéF¹

show interfaces 
transceiver properties

G 2 G •G M G ŠG c G 5 G 2G G F þ3 ÿ� ØF ø G UG s G eG z G Q G = G G F þ
GeG" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
media-type rj45H � G w G 2 G • G A G •G c G 1 G <G s G z G ŠG EG u G •H �

G u G •H �
�FêF¸ 
°�Š#ÝFþ

G ŠG EG u G •
G WF þ
� F éF ¹

V F å G �F ö F ÔG � F éF ¹

Ü F ÒG �
Få G�G� FéFÜF¸ GA G•
G � F éF ¹
yF þ� ·
F éF ¹

)FFå G�Fö FÔ
F ¸ F ï F ð

G � G � F éF ¹

÷F Ý G � F éF ¹

" 0 ¿� �F ç G � F éF ¹

G " � Q
media-type rj45H �Gw G2G• G A G •G c G 1 G <G s G zG ŠG E
USB G A G •G K G Š G y GkGŠGV Fû�K)FFå G�Fö FÔG�GUG^ G2GG FÜ FÒ G�FÛ Fù FÖ FÛFûFÛFÛ G�G 
RJ-45 G A G •G K G Š G y� K) FG " � m� ·F ÷4 E� ¥ F éG �F ûF ÿF ¸media-type rj45 G w G 2 G • G A G •G c G 1 G <G s G z 
G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿF ¸ F ã F þG A G l G • no �g�'G" �Q#ÝFç G� FéF¹
GUG^ G2GG FÜ�g�‰FþGA G•GK GŠ GyFû�K)FFå G�Fö FÔG����œFÿF¸USB G A G •G K G Š G yF Ü
 ƒ
 ›F å G �G

media-type rj45  

no media-type rj45

H��@H� F ã F þG A G l G • G WF ÿF ¸Catalyst 2960-S FÚG�G� Catalyst 2960-C G G G 2G Q G OF ÷F þ G �G CG kG ŠG

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV GUGcG7 GyGV F÷FÿF¸ GG G2GQ GOFÿ
°�ŠFû USB G A G •G K G Š G y G A G [G = G M G " � Q# ÝF ç G � F éF ¹

G A G lG • G W GpGŠGW G w G 2 G • G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG G G 2G Q G OF ûF ÿF ¸USB G m G Y G M G 2G e B G A G •G K G Š G y G A G [G = G M F ø USB G A G •G K G Š G y G A G [G = G M F
G� FéF¹ GA G•GK GŠ Gy���ŠFÿF¸ �g�‰FþGA G[G= GM Fû�K)FFå G�Fö FÔG�GUG^ G2GG Fû/²&g
GK GŠ Gy
°�ŠFÿ�M�ØFû"&�‰Fþ
°�ŠF÷Fç FÛ G0G= GT G1 GdFûFú G�FêF¸USB G A G [G = G M F Ü
 ƒ
 ›F å G �
media-type rj45 G w G 2 G • G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " 0 ¿� � F éG �F ø F ¸USB G A G •G K G Š G
�8FÜGUG1 GIGŠGd GyFûFú G� F¸ 
°�ŠFÿ�–Fû RJ-45 G A G •G K G Š G yF ÷/ œ F Ö G � F Ö F ûF ú G � G �

G M G ŠG m G XG y G6Gm Gs Gz GŠGEGu G• G0Ge Gx G?GŠGEGu G•G" �âFô7Á ;Fþ
°FóFï GUG^ G2GG FÜ�K
G����œFûFÿFņo media-type rj45 G w G 2 G • G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " 
 °� Š F éG �F ø
F ñ F û USB G A G •G K G Š G yF Ü G 0G = G T G 1 G dF ûF ú G � G � F éF ¹

USB G A G [G = G M G " � ¥ F éF ø F ¸ � –F û RJ-45 G A G [G = G M F Û G �F þ
 °� ŠF Ü G 2 G [G ŠG d G yF ûF ú

show running config "I�’  EXEC G A G l G • G WG " 
 °� Š F éG �F ã F ø F û G �F óF öF ¸ 0 ¿� �G " & �1 �F

�[ � �Fþ�[F÷FÿF¸ �–Fû RJ-45 G A G •G K G Š G y
 °� ŠG " � Q# Ý F éG � G � F Ö F ûG G G 2G Q G OG
Switch(config)# line console 0
Switch(config-line)# media-type rj45

��Fþ�[F÷FÿF¸ 7Á ;Fþ
°FóFï GUG^ G2GG FÜ�K)FFå G�Fö FÔG����œFûFÿ�–Fû USB G A G •G K G Š G y
 °� Š
# Ý F éG � G � F Ö F ûG G G 2G Q G OG " 0 ¿� �F ç G � F éF ¹
Switch(config)# line console 0
Switch(config-line)# no media-type rj45

Gx Gx GŠGG �š�f
Æ��
12.2(53)SE1 F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
media-type rj45H � G w G 2G • G A G •G c G 1 G <G s G z G ŠG EG u G •H �

� �F ç G � F éF ¹
6õ4�GA GlG• GW G A G l G • G W 1 �� Â
usb-inactivity-timeout USB G A G •G K G Š G y GkGŠGV Fþ8�G0G= GTG1 GaGTG1 G M G 2 G nG 0G 4G V G " � æ
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mls qos

G T G n
 ÆF þ F é
G G G 2G Q G O
FþGA Gl

V Fø FÔFóFï�+�Õ
Q GV Fÿ�iFÝ

FéH�F¹

F ¸ F íF þ
ÿGk Gx GE G• G>Få
Gx

�öFú
w� Fø Fú G�

GV Gw Gc G1 GQ G=G b
G � G � F éF ¹
ðFç F¸

GG
k G x G EG Š

�
Ì�m G� �\
Fÿ�M�ì$×
Q GV G" GW G{ GQ GeFç G� FéF¹
mls qos
GG G2GQ GO
²�/Fþ Quality of ServiceH�QoSH � G " G 2 G [G ŠG d G yF û F éG �F ûF ÿF ¸mls qos G>G{ GŠG^ Gy G A G •
G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹mls qos G A G l G • G WG " 
 °� Š F éG �F ø F ¸ G E G G
G	FöFþGkGŠGV F÷GUGcG7 GyGV G _ G w G o G ŠG M F Ü� Q# ÝF å G �F ö QoS F Ü G 2 G [G ŠG d G yF ûF ú G � G � F éF ¹

²�/Fþ FéG	FöFþ QoS 6õ4�Fþ)+0£G" Gx GIGQ GV Fç F¸QoS �µ+�G" GUG1 GIGŠGd GyFûFéG�FûFÿF¸ Fã
G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

mls qos 

no mls qos

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV QoS FÿGUG1 GIGŠGd GyF÷FéF¹ G_G?GQ GV FÜ�š�fFå G�Fú FÔ H�G_G?GQ GV 
ÆFþ CoSF¸DSCPF ¸ F ÚG �G � IP 
precedence �ÍFÿ�š�fFå G�Fú FÔH� FïG�F¸ �™8—F÷FÝ G�GkGŠGV G� FïFÿ�™8—F÷FÝ Fú FÔGkGŠG
Fÿ�Ñ�~Fç G� FëG#F¹ GV Gw GcG1 GQ G= Fÿ Pass-Through GpGŠ GW F÷GG G2GQ GOG• G>Få G�G� Fé H�G_G?G
� n F ØG � G �G �F ã F ø F úF ß G G G 2G Q G OG • G >F å G �F ¸ G k G x G E G • G >F úF ç F þG gG GG V G6GcG7 GŠGV Fû�(8®Få G�G�

mls qos G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G W F û G �F óF ö QoS F Ü G 2 G [G ŠG d G y� ìF å G �
�ÚFþ FéG	FöFþ QoS 0¿���ÍFÜGUGcG7 GyGV �ÍFû0¿��Få G�Fö FÔG����œF¸ GV Gw Gc G1 GQ G= F
G�FêF¸ GgGG GV G6GcG7 GŠGV H�DSCP �ÍFø CoS �ÍFÿ  0 Fû0¿��Få G�G�H� Fø Fç Fö�(8®Få G�G� FéF¹ Gk
GEGŠ GlGQ GeFÿ0¿��Få G�G� FëG#F¹ FéG	FöFþGkGŠGV �VFþGUGcG7 GyGV GkGŠGV Fþ�™8—�öFÿF¸ �™8—
F ç H �untrustedH� Fþ"g�ÂF÷ FéF¹ GUGcG7 GyGV Fþ
°�ŠG;Gs GŠFÚG�G����ŠG;Gs GŠFþ0¿���ÍFÜ�
G � F éF ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•QoS �(8®F¸ Gk Gx GE G• G>F¸ GlGŠG= GN G4 G•G� FïFÿ GW G{ GQ GeF¸ G;Gs GŠ G2 G• G>F¸ G E G 5G Š
G • G >� µ+ �G " � Q# Ý F éG �F ûF ÿF ¸QoS G " G >G { G ŠG ^ G yF û G 2 G [G ŠG d G yF ûF éG �� ²0 [F Ü F Òmls qos GA
G l G • G WG " 
 °� Š F éG �� SF ûF ¸ G k G x G EG Š GlGQ GeG" �8�BFç Fí G�G" GkGŠGV Fû4:#ÝF÷FÝ G� FéF¹ Fï Fmls 
qos GA Gl G• GWG" 
°�ŠFç Fö FÔFú FÔ���œF¸QoS ��#.FÿGUG1 GIGŠGd GyFûFú G� G� FéF¹

no mls qos G A G l G • G WG " 
 °� ŠF ç F ö G � F ¸QoS G " 0 ¿� � F éG �F ïG �F û� Q# ÝF ç F ïG k G x G EG Š GlGQ GeFø G= Gw 
G lG Q G eF ÿ0 ¿� �F Û G � � P7 VF å G �G � F ëG #F ¹ F ï F ðF ç F ¸ G E G G G T G n G x G K G ŠG G G " ( �( Ù F éG �F ïG �F ¸ G 
GlGQ GeFû�P�Â FéG� G6G•GV Gx FÿGG G2GQ GO G]GŠ GW G4 G5 G0FÛ G� �P7VFå G�G� FéF¹ �è�SFþ0¿��F÷ QoS G"

Ì�Ø G2 G[GŠGd GyFûFéG����œF¸mls qos G A G l G • G WG " � Q# ÝF ç G � F éF ¹

F ã F þG A G l G • G W F ÷G G G 2G Q G OF þ QoS "g�ÂG" �) G� �p FØ G�Fã Fø F÷F¸ G;Gs GŠFþ GC G2 GHFÜ�Ÿ�G H
FöH� Få G�G� FéF¹ G;Gs GŠ GC G2 GHFþ�š�f�ìFûFÿF¸ G]GŠ GW G4 G5 G0G" 
Ì0¿�� FéG��‡6ë�pG;Gs GŠ
FûGEGq GQ GV GN G4 G•Få G�F¸ GG G2GQ GOFÿFã FþG;Gs GŠFû�‚Fï Fû�?%TFç FïG_G?G

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mls qos
�[ � �Fþ�[F÷FÿF¸ GG G2GQ GO�VF÷ QoS G " G 2 G [G ŠG d G yF ûF éG �� ‰� 2G " & gF ç G � F éF ¹
Switch(config)# mls qos

0¿��G" &�1� FéG�FûFÿFşhow mls qos "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
show mls qos QoS �_��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mls qos aggregate-policer

s G z G Š
F÷FÝ
G�FÛFþ�q�±�ÍG"
WFþ

ÒG � G � F éF ¹

OFç G� FéF¹

FÿF÷FÝ G� FëG#F¹
F¹

ŠG EG u G •

éF ¹ � æ

� �F ÷F Ý G �( 
� V

V G" GW G{ GQ Ge

V Fþ

� FéF¹

Ü�–&Ê
mls qos aggregate-policer
G k G x G CG Š G _ G w G o G ŠG M G " � �* O F éG �F ûF ÿF ¸mls qos aggregate-policer G>G{ GŠG^ Gy G A G •G c G 1 G <G
GEGu G• GA Gl G• GWG" �Q#ÝFç G� FéF¹ Fã G�FÿF¸ � �MFþGk Gx GEGŠ GlGQ Ge
ÆFþ0
�XFþG= Gw GG F÷
¹�w
G� FéF¹ Gk Gx GCGŠFÿF¸ �q�±0Á����3æ3ÿ�ØF¸ �q�±G^GŠGG GV ��3æGC G2 GHF¸ FÚG�G� FÔFê
2x4#Fç Fï���œFþ�P���2G" ��*OFç G� FéF¹ 7Ÿ(ÙGk Gx GCGŠG" �P7V FéG�FûFÿF¸ Fã FþGA Gl G• G no �g�'
G " � Q# ÝF ç G � F éF ¹

mls qos aggregate-policer aggregate-policer-name rate-bps burst-byte exceed-action { drop | 
policed-dscp-transmit}

no mls qos aggregate-policer aggregate-policer-name

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â

GUGc G7 GyGV 7Ÿ(ÙGk Gx GCGŠFÿ��*OFå G�G� FëG#F¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•Gk Gx GCGŠFÜ0
�XFþG= Gw GG Fû G�FóFö
¹�wFå G�Fö FÔG����œFÿF¸ 7Ÿ(ÙGk Gx GCGŠG" ��*

FÒ G�GkGŠGV FþGk Gx GCGŠG" �9FþGkGŠGV Fþ�ÚFþGk Gx GCGŠFø 
 ¹�w FéG�Fã Fø2 FôFþ$�Fú
G�GkGŠGV FÛ G� FþGV Gw Gc G1 GQ G= FÿF¸ Gk Gx GE G• G>% $×F÷Fÿ7Ÿ(ÙF÷FÝ G� FëG#

aggregate-policer-name police aggregate G k G x G EG Š GlGQ Ge G = G w G G G A G •G c G 1 G <G s G z G 
GA Gl G• GWFÜ�g!· FéG�7Ÿ(ÙGk Gx GCGŠFþ�¡�SF÷ FéF¹

rate-bps �¹�’GV Gw Gc G1 GQ G= ��3æ3ÿ�ØG" GaGQ GV/ & Ê H �b/sH � F ÷� æ� �F ç G � F
��F÷FÝ G�(
�VFÿ 8000 HZ 1000000000 F ÷ F éF ¹

Catalyst 2960-S G G G 2G Q G OF ÷F ÿG z G ŠG V G " 8000 Fû0¿��F÷FÝ G� FéFÜF¸ �q
�`Gz GŠGV Fþ(•�ØFÿF¸ ��7•FûFÿ 16000 F ÷ F éF ¹

burst-byte 3û�–FþG^GŠGG GV G C G 2 G H H �G ^ G 2G V H � G " � æ� �F ç G � F éF ¹ � æ
Fÿ 8000 HZ 1000000 F ÷ F éF ¹

exceed-action drop �æ��Få G�Fï��3æ3ÿ�ØG" 2x FØ G�Fø F¸ GG G2GQ GOFÜG_G?GQ G
FéG� G� FÖ �æ��Fç G� FéF¹

exceed-action 
policed-dscp-transmit

�æ��Få G�Fï��3æ3ÿ�ØG" 2x FØ G�Fø F¸ GG G2GQ GOFÜG_G?GQ G DiffServ 
G A G Š G W G k G 2 G •G V H �DSCPH � G " F ¸ G k G x G E G • G >0 ¿� � DSCP GlGQ GeFû�æ
��Få G�Fï�ÍFû�š�fFç FöF¸ G_G?GQ GV G" 3æ�™ FéG� G� FÖ �æ��Fç G

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
12.2(55)SE Catalyst 2960 GG G2GQ GOF÷FÿF¸ 0¿���•+�Fú�q�*Gk Gx GE G• G>3ÿ�ØF 1 

Mb F Û G � 8000 GaGQ GV Fû�š�fFå G�G� Fç FïF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mls qos aggregate-policer

� FéF¹ GkGŠGV
cG V G 4 G 5
�G�
FêG�FÛFþGk Gx GCGŠFû�m G�

x GEGŠ

G •G "

Få H�G^G?GQ GV FÜ
G

?G Q G V F Û G � � P7 VF å G �
ŠG EG u G •
s G z G Š

� P� Â F éG �G K G cG V G 4 G 5 G 0

GG

éF ¹

Fç G� FéF¹

FéF¹
2 Fô�è�VFþ"@#.GkGŠGV G" �D�š FéG�GkGŠGV ASIC GUG^ G2GG FÿF¸256 �¶FþGk Gx GCGŠ H�255 �¶Fþ GtGŠGD
0¿���•+�FúGk Gx GCGŠFø 1 �¶Fþ
Æ4Š�Q#Ý�¥FáFû�£(ÙFå G�FïGk Gx GCGŠH� G" GCGkGŠGV Fç G
FäFø FûGCGkGŠGV Få G�G� GtGŠGD0¿���•+�FúGk Gx GCGŠFþ�q�±�XFÿ 63 F ÷ F éF ¹ G k G x G CG ŠF ÿG K G
G0Fû G�FóFö G8G•GUGl G• GW F÷�m G� �ú G� G�F¸ G]GŠ GW G4 G5 G0FÚG�G� ASIC Fþ7H#úFû G�FóFö�D(ÙFå G
FéF¹ GkGŠGV FäFø FûGk Gx GCGŠG" �£(Ù FéG�Fã Fø FÿF÷FÝ G� FëG# H�GkGŠGV FÜ FÔ
�\Fö G� G�G�Fø Fÿ�–0ÉFå G�Fö FÔG� FëG#H�F¹

7Ÿ(ÙGk Gx GCGŠFÿ�  Fè Gk Gx GEGŠ GlGQ Ge
ÆFþ0
�XFþG= Gw GG Fû4:#ÝFå G�G� FéF¹ $�Fú G�Gk G GlGQ
GeFûG� FïFÜFóFö7Ÿ(ÙGk Gx GCGŠG" �Q#Ý FéG�Fã Fø FÿF÷FÝ G� FëG#F¹

G k G x G EG Š GlGQ Ge
ÆF÷�Q#Ý�pFþ���œF¸ 7Ÿ(ÙGk Gx GCGŠFÿ�P7VF÷FÝ G� FëG#F¹ �q�6FûF¸no police 
aggregate aggregate-policer-name G k G x G EG Š GlGQ Ge G = G w G G G A G •G c G 1 G <G s G z G ŠG EG u G A G l G • G W
� Q# ÝF ç F ö F éG 	F öF þG k G x G EG Š GlGQ GeFÛ G�7Ÿ(ÙGk Gx GCGŠG" �P7VFç FöFÛ G�F¸no mls qos 
aggregate-policer aggregate-policer-name G A G l G • G WG " � Q# Ý F éG �� ²0 [F Ü F ÒG � G � F éF ¹

G k G x G E G • G >F ÿF ¸ G V G ŠG = G • G^G?GQ GV G0 GyGB Gx GH GnG" �Q#ÝFç G� FéF¹ G^G?GQ GV Fþ�Ý
G8GŠG^GŠGc G{ GŠ FéG�G� F÷Fþ0Á���q�±G^GŠGG GV H� G" 0¿�� FéG�FûFÿF¸police G k G x G EG Š GlGQ Ge G = G w G 
G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WF þ burst-byte G8GeGEGu G•G� FïFÿ mls qos aggregate-policer G>
G { G ŠG ^ G y G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G V G ŠG = G •F ÜG ^G
G�3ÿ�Ø H��¹�’3ÿ�ØH� G" 0¿�� FéG�FûFÿF¸police G k G x G EG Š GlGQ Ge G = G w G G G A G •G c G 1 G <G s G z G 
G A G l G • G WF þ rate-bps G8GeGEGu G•G� FïFÿ mls qos aggregate-policer G>G{ GŠG^ Gy G A G •G c G 1 G <G
GEGu G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹ 0 ò( ýF ûF ôF ÔF ö F ÿF ¸ F ã F þ G x G x G ŠG G F û G A G •
G c G 1 G <G s G z G ŠG EG u G • G : G 2 G WG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

�[ ��Fþ�[F÷FÿF¸ 7Ÿ(ÙGk Gx GCGŠ G_ Gw Go GŠGM G" ��*O FéG��‰�2Fø F¸ Gk Gx GEGŠ GlGQ Ge
ÆFþ0
�XFþG= Gw
FûFíFþGk Gx GCGŠG" 4:#Ý FéG��‰�2G" &gFç G� FéF¹
Switch(config)# mls qos aggregate-policer agg_policer1 1000000 1000000 exceed-action drop
Switch(config)# policy-map policy2
Switch(config-pmap)# class class1
Switch(config-pmap-c)# police aggregate agg_policer1
Switch(config-pmap-c)# exit
Switch(config-pmap)# class class2 
Switch(config-pmap-c)# set dscp 10
Switch(config-pmap-c)# police aggregate agg_policer1
Switch(config-pmap-c)# exit
Switch(config-pmap)# class class3
Switch(config-pmap-c)# trust dscp
Switch(config-pmap-c)# police aggregate agg_policer2
Switch(config-pmap-c)# exit

0¿��G" &�1� FéG�FûFÿFşhow mls qos aggregate-policer "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
police aggregate $�Fú G�G= Gw GG Fû G�FóFö
¹�wFå G�G�Gk Gx GCGŠG" �8�B
show mls qos aggregate-policer Quality of ServiceH�QoSH� 7Ÿ(ÙGk Gx GCGŠ0¿��G" /²&gFç G�
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mls qos cos

_G?GQ
G <G s
þG A G l G • G WF þ

G	
ÜF ÷F Ý G � F éF ¹

G?GQ GV G� G� 9× FÔGe Gw
� FéF¹
F ÔF ö G � F ¸

FÝ Fþ���œF¸

FáFå G�Fö FÔFú
�

cG 7 G yG V F þG kG Š
mls qos cos
GUGcG7 GyGV FþGkGŠGV Class of ServiceH�CoSH� �ÍG" ��*OFç Fï G� F¸ GkGŠGV �VFþ FéG	FöFþ%T�™G
G V F ûG UG cG 7 G yG V F þ CoS � ÍG " � m G � � \F ö F ï G � F éG �F ûF ÿF ¸mls qos cos G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1
G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿF ¸ F ã F no �g�'G" �Q
#ÝFç G� FéF¹

mls qos cos { default-cos | override}

no mls qos cos { default-cos | override}

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV FþGkGŠGV CoS �ÍFÿ  0 F ÷ F éF ¹

CoS !“� �ìFÿGUG1 GIGŠGd GyFû0¿��Få G�Fö FÔG� FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•GUGcG7 GyGV �ÍG" �Q#ÝFç FöF¸ GM G>FúFç H�%T�™G_G?GQ GV FÜ CoS �ÍG" �âFï Fú FÔ���œH� F÷%T�™Fç Fï Fé
FöFþG_G?GQ GV Fû CoS �ÍFø DiffServ G A G Š G W G k G 2 G •G V H �DSCPH � � ÍG " � m G � � \F ö G �F ã F ø F
G � F ïFo̧verride G;GŠ G}GŠ GWG" �Q#Ý FéG�Fø F¸ GUGcG7 GyGV Fþ CoS �ÍFø DSCP �ÍG" FéG	FöFþ%T�™G_
G?GQ GV Fû�m G� � \Fö G�Fã Fø FÜF÷FÝ G� FéF¹

"I��FþGkGŠGV Fû�†Fß FéG	FöFþ%T�™G_G?GQ GV FûF¸ �ÚFþGkGŠGV FÛ G�%T�™ FéG�G_
G 2 G 8G x G T G 1 G � F ïF ÿ� * F ÔG e G w G 2 G 8G x G T G 1 G " � Z F Ø G �� �� œF ûF ÿF ¸override G;GŠ G}GŠ GWG" �Q#ÝFç G
FïFø FØGkGŠGV FÜ FéF÷Fû DSCPF¸CoSF ¸ G � F ïF ÿ IP precedence G " � ™8 — F éG � G � F Ö F û0 ¿� �F å G �F ö
Fã FþGA Gl G• GWFÿ�è�SFû0¿���íG�Fþ�™8—"g�ÂG" !“� FûFç F¸FéG	FöFþ%T�™ CoS �ÍFû  mls qos cos G A G l
G • G W F ÷0 ¿� �F å G �F ï G UG cG 7 G yG V F þ CoS �ÍFÜ�m G� �\Fö G� G�G� FéF¹ %T�™G_G?GQ GV FÜGM G>�Ü
G_G?GQ GV Fþ CoS �ÍFÿF¸ ���ŠGkGŠGV F÷F¸ GkGŠGV FþGUGcG7 GyGV CoS G " � Q# ÝF ç F ö� š� fF å G �G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ GkGŠGV FþGUGcG7 GyGV GkGŠGV CoS �ÍG"  4 Fû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)# interface gigabitethernet2/0/1 
Switch(config-if)# mls qos trust cos
Switch(config-if)# mls qos cos 4

default-cos GUGcG7 GyGV CoS �ÍG" GkGŠGV Fû�m G� �\Fö G� FéF¹ G_G?GQ GV FÜGM G>�Ü
FÔ���œF¸ GUGcG7 GyGV Fþ CoS �ÍFÜG_G?GQ GV Fþ CoS �ÍFûFú G� G� FéF¹ �æ��F÷FÝ G 
CoS (
�VFÿ  0 HZ 7 F ÷ F éF ¹

override %T�™G_G?GQ GV Fþ CoS G " ! “�  F ûF ç F ¸ F éG 	F öF þ% T� ™G _G ?G Q G V F ûG UG
GV CoS �ÍG" 4:#ÝFç G� FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mls qos cos

V FþGkGŠGV

F ¹
��Fþ�[F÷FÿF¸ GkGŠGV F÷F¸ GkGŠGV Fû%T�™ FéG� FéG	FöFþG_G?GQ GV FûGUGcG7 GyG CoS �Í  4 G"
� m G � � \F ö G �� ‰� 2G " & gF ç G � F éF ¹
Switch(config)# interface gigabitethernet2/0/1 
Switch(config-if)# mls qos cos 4
Switch(config-if)# mls qos cos override

show mls qos interface "I�’  EXEC G A G l G • G WG " 
 °� Š F éG �F ø F ¸ 0 ¿� �G " & �1 �F ÷F Ý G � F é

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
show mls qos interface Quality of ServiceH�QoSH � � _� �G " / ²& gF ç G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mls qos dscp-mutation

•" � Q

ÒG � G � F éF ¹

Z Gy

G� G� FÖ Fû�š
C# úF û F Ò G �� w

�3æ��Fç

FÔ
ø F¸ GA Gl

ÝG" $Î�yFç

G u G •
mls qos dscp-mutation
Diffserv G A G Š G W G k G 2 G •G V H �DSCPH� Fþ�™8—�öFþ FÒ G�GkGŠGV Fû�PFç FöF¸DSCP/DSCP �š�nGlGQ GeG"
4:#Ý FéG�FûFÿF¸mls qos dscp-mutation G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G G A G l G • G WG
#ÝFç G� FéF¹ GlGQ GeG" GUGcG7 GyGV 0¿�� H�DSCP �š�nFúFç H� Fû�` FéFûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G"
�Q#ÝFç G� FéF¹

mls qos dscp-mutation dscp-mutation-name

no mls qos dscp-mutation dscp-mutation-name

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV Fþ DSCP/DSCP �š�nGlGQ GeFÿF¸ %T�™ DSCP � ÍG " �   F è DSCP �ÍFûGlGQ Gb G• G>FéG�G 
GlGQ GeF÷ FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•2 FôFþ Quality of ServiceH�QoSH � G W G o G 2 G •F Ü$ �F ú G � DSCP ��*OG" �âFô���œFÿF¸DSCP/DSCP �š�n
GlGQ GeG" �Q#ÝFç FöF¸ �M�‰Fþ DSCP �ÍFþGIGQ GV G" G� FÖ �M�‰Fþ GW Go G2 G•Fþ��*OFû4:�œ Fé
�nFç G� FéF¹DSCP/DSCP �š�nGlGQ GeFÿF¸Quality of ServiceH�QoSH � ' ö# . G W G o G 2 G •F þ�
�™GkGŠGV Fû4:#ÝFç G� Fé H�
°�Š�š�nH�F¹


°�Š�š�nF÷FÿF¸ �‚Fç FÔ DSCP �ÍFÜG_G?GQ GV 
ÆFþ�ÍG" �V�iFÝ Fç F¸QoS FÿFã Fþ�‚Fç FÔ�ÍG" �âFôG_
G?GQ GV G" � �# .Fç G� FéF¹ GG G2GQ GOFÿF¸ � ‚Fç FÔ DSCP �ÍFø Fø G� FûFíFþG_G?GQ GV G" GkGŠGV G
G � F éF ¹


°�ŠGkGŠGV FûFÿ0
�XFþ DSCP/DSCP �š�nGlGQ GeG" 0¿��F÷FÝ G� FéF¹

GlGQ GeFÿF¸DSCP Fþ�™8—�öFþ FÒ G�GkGŠGV FûFðFá4:#ÝFç G� FéF¹DSCP �š�nGlGQ GeG" �™8—F÷FÝ Fú
GkGŠGV F¸Class of ServiceH�CoSH � G � F ïF ÿ IP precedence Fþ�™8—F÷FÝ G�GkGŠGV Fû4:#Ý FéG�F
G• GWFÿ FéFàFûFÿ�s8jFëFêF¸ FíFþGkGŠGV FÜ DSCP Fþ�™8—F÷FÝ G�GkGŠGV FûFúFóFöFÛ G� � �
G � F éF ¹

dscp-mutation-name DSCP/DSCP �š�nGlGQ GeFþ�¡�SF¹ Fã FþGlGQ GeFÿF¸ �è�SFÿ mls qos 
map dscp-mutation G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG E G A G l G •
G W F ÷� �* OF å G �F ö F ÔG � F ç F ïF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
2-334
Catalyst 2960F¸2960-SF ¸ F ÚG �G � 2960-P G G G 2G Q G O G A G l G • G W G x G c G /G z G •G G

OL- 29499-01-J



 

'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mls qos dscp-mutation

û4 :# Ý F éG �

eG" GU
�[ ��Fþ�[F÷FÿF¸ DSCP/DSCP �š�nGlGQ Ge dscpmutation1 G " � �* OF ç F ¸ F íF þG lG Q G eG " G kG ŠG V F
�‰�2G" &gFç G� FéF¹
Switch(config)# mls qos map dscp-mutation dscpmutation1 10 11 12 13 to 30
Switch(config)# interface gigabitethernet2/0/1 
Switch(config-if)# mls qos trust dscp
Switch(config-if)# mls qos dscp-mutation dscpmutation1

��Fþ�[F÷FÿF¸ DSCP/DSCP �š�nGlGQ Ge�¡ dscpmutation1 G" GkGŠGV FÛ G� �P7VFç F¸ FíFþGlGQ G
GcG7 GyGV Fû Gx GIGQ GV FéG��‰�2G" &gFç G� FéF¹
Switch(config-if)# no mls qos dscp-mutation dscpmutation1

0¿��G" &�1� FéG�FûFÿFşhow mls qos maps "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
mls qos map dscp-mutation DSCP/DSCP �š�nGlGQ GeG" ��*OFç G� FéF¹
mls qos trust GkGŠGV Fþ�™8—"g�ÂG" 0¿��Fç G� FéF¹
show mls qos maps QoS FþGlGQ Gb G• G>�_� �G" / ²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mls qos map

e
� F éF ¹ G U

ÒG � G � F éF ¹


°

�(
�V

4 G•Få G�
mls qos map
Class of ServiceH�CoSH�/Diffserv G A G Š G W G k G 2 G •G V H �DSCPH � G lG Q G eF ¸DSCP/CoS GlGQ GeF¸
DSCP/DSCP �š�nGlGQ GeF¸IP precedence/DSCP GlGQ GeF¸ FÚG�G�Gk Gx GE G• G>Få G�Fï DSCP FþGlGQ G
G " � �* O F éG �F ûF ÿF ¸mls qos map G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G
GcG7 GyGV FþGlGQ GeFû� ` FéFûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

mls qos map { cos-dscp dscp1...dscp8 | dscp-cos dscp-list to cos | dscp-mutation 
dscp-mutation-name in-dscp to out-dscp | ip-prec-dscp dscp1...dscp8 | policed-dscp dscp-list 
to mark-down-dscp}

no mls qos map { cos-dscp | dscp-cos | dscp-mutation dscp-mutation-name | ip-prec-dscp | 
policed-dscp}

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â cos-dscp dscp1...dscp8 CoS/DSCP GlGQ GeG" ��*OFç G� FéF¹

dscp1...dscp8 FûFÿFÇoS �Í  0 HZ 7 Fû�P�Â FéG� 8 FôFþ DSCP �ÍG" 
°�ŠFç
G � F éF ¹ � › DSCP �ÍFÿGG GhGŠGG F÷�
�) G� G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 0 HZ 63 
F ÷ F éF ¹

dscp-cos dscp-list to 
cos

DSCP/CoS GlGQ GeG" ��*OFç G� FéF¹

dscp-list FûFÿF¸ �›�ÍG" GG GhGŠGG F÷�
�)FóFö �q�± 8 FôFþ DSCP �ÍG" 
°�Š
F ç G � F éF ¹ � æ� �F ÷F Ý G �( 
� VF ÿ 0 HZ 63 F ÷ F éF ¹ F å G � F ûF ¸to G;GŠ G}GŠ GWG"
�ŠFç G� FéF¹

cos FûFÿFḐSCP �ÍFø �P�Â FéG� 1 FôFþ CoS �ÍG" 
°�ŠFç G� FéF¹ �æ��F÷FÝ
G�(
�VFÿ 0 HZ 7 F ÷ F éF ¹

dscp-mutation 
dscp-mutation-name 
in-dscp to out-dscp

DSCP/DSCP �š�nGlGQ GeG" ��*OFç G� FéF¹

dscp-mutation-name FûFÿF¸ �š�nGlGQ Ge�¡G" 
°�ŠFç G� FéF¹

in-dscp FûFÿF¸ �›�ÍG" GG GhGŠGG F÷�
�)FóFö �q�± 8 FôFþ DSCP �ÍG" 
°�ŠFç
G � F éF ¹ F å G � F ûF ¸to G;GŠ G}GŠ GWG" 
°�ŠFç G� FéF¹

out-dscp FûFÿF1̧ FôFþ DSCP �ÍG" 
°�ŠFç G� FéF¹

�æ��F÷FÝ G�(
�VFÿ 0 HZ 63 F ÷ F éF ¹
ip-prec-dscp 
dscp1...dscp8

IP precedence/DSCP GlGQ GeG" ��*OFç G� FéF¹

dscp1...dscp8 FûFÿFI̧P precedence �Í  0 HZ 7 Fû�P�Â FéG� 8 FôFþ DSCP �Í
G " 
 °� ŠF ç G � F éF ¹ � › DSCP �ÍFÿGG GhGŠGG F÷�
�) G� G� FéF¹ �æ��F÷FÝ G
Fÿ 0 HZ 63 F ÷ F éF ¹

policed-dscp dscp-list 
to mark-down-dscp

G k G x G E G • G >0 ¿� � DSCP GlGQ GeG" ��*OFç G� FéF¹

dscp-list FûFÿF¸ �›�ÍG" GG GhGŠGG F÷�
�)FóFö �q�± 8 FôFþ DSCP �ÍG" 
°�Š
F ç G � F éF ¹ F å G � F ûF ¸to G;GŠ G}GŠ GWG" 
°�ŠFç G� FéF¹

mark-down-dscp FûFÿF¸ �P�Â FéG�Gk Gx GE G• G>0¿�� H�GlGŠG= GN G
FïH�DSCP �ÍG" 
°�ŠFç G� FéF¹

�æ��F÷FÝ G�(
�VFÿ 0 HZ 63 F ÷ F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mls qos map
GUGc G7 GyGV /²  2-14 FûF¸ GUGcG7 GyGV Fþ CoS/DSCP GlGQ GeG" &gFç G� FéF¹

/²  2-15 FûF¸ GUGcG7 GyGV Fþ DSCP/CoS GlGQ GeG" &gFç G� FéF¹

/²  2-16 FûF¸ GUGcG7 GyGV Fþ IP precedence/DSCP GlGQ GeG" &gFç G� FéF¹

/² 2-14 GUGc G7 GyGV Fþ CoS/DSCP GlGQ Ge

CoS �Í DSCP �Í

0 0

1 8

2 16

3 24

4 32

5 40

6 48

7 56

/² 2-15 GUGc G7 GyGV Fþ DSCP/CoS GlGQ Ge

DSCP �Í CoS �Í

0 HZ 7 0

8 HZ 15 1

16 HZ 23 2

24 HZ 31 3

32 HZ 39 4

40 HZ 47 5

48 HZ 55 6

56 HZ 63 7

/² 2-16 GUGc G7 GyGV Fþ IP Precedence/DSCP GlGQ Ge

IP precedence �Í DSCP �Í

0 0

1 8

2 16

3 24

4 32

5 40

6 48

7 56
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mls qos map

Z Gy

éG�

lGQ
G�

ŠG= Få G�Fï

�

ÔFú FÔ
GUGcG7 GyGV Fþ DSCP/DSCP �š�nGlGQ GeFÿF¸ %T�™ DSCP � ÍG " �   F è DSCP �ÍFûGlGQ Gb G• G>FéG�G 
GlGQ GeF÷ FéF¹

GUGcG7 GyGV FþGk Gx GE G• G>0¿�� DSCP GlGQ GeFÿF¸ %T�™ DSCP �ÍG" �  Fè  DSCP �ÍFûGlGQ Gb G• G>F
G Z G y GlGQ GeF÷ FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • 

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•GlGQ GeFÿ FéG	Fö G>G{ GŠG^ GyFû��*OFå G�Fö FÔG� FéF¹DSCP/DSCP �š�nGlGQ GeG" 7VFß FéG	FöFþG
GeFÿF¸ FéG	FöFþGkGŠGV Fû4:#ÝFå G�G� FéF¹DSCP/DSCP �š�nGlGQ GeFÿF¸ "I��FþGkGŠGV Fû4:#ÝFå
G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ IP precedence/DSCP GlGQ GeG" ��*OFç F¸IP precedence �Í  0 HZ 7 G" DSCP �Í  0F¸10F¸
20F¸30F¸40F¸50F¸55F ¸ F ÚG �G � 60 FûGlGQ Gb G• G>FéG��‰�2G" &gFç G� FéF¹
Switch# configure terminal
Switch(config)# mls qos map ip-prec-dscp 0 10 20 30 40 50 55 60

��Fþ�[F÷FÿF¸ Gk Gx GE G• G>0¿�� DSCP GlGQ GeG" ��*O FéG��‰�2G" &gFç G� FéF¹DSCP �Í  1F¸2F¸3F¸4F¸
5F ¸ F ÚG �G � 6 Fÿ DSCP �Í  0 FûGlGŠG= GN G4 G•Få G�G� FéF¹ �Â&g$×Fû0¿��Få G�Fö FÔFú FÔGlG 
DSCP �ÍFÿ�š�fFå G�G� FëG#F¹
Switch# configure terminal
Switch(config)# mls qos map policed-dscp 1 2 3 4 5 6 to 0

��Fþ�[F÷FÿF¸ DSCP/CoS GlGQ GeG" ��*O FéG��‰�2G" &gFç G� FéF¹DSCP �Í  20F¸21F¸22F¸23F ¸ F ÚG �G 
24 FÿF ÇoS 1 FûGlGQ Gb G• G>Få G�G� FéF¹DSCP �Í  10F¸11F¸12F¸13F¸14F¸15F¸16F ¸ F ÚG �G � 17 Fÿ CoS 
0 FûGlGQ Gb G• G>Få G�G� FéF¹
Switch# configure terminal
Switch(config)# mls qos map dscp-cos 20 21 22 23 24 to 1
Switch(config)# mls qos map dscp-cos 10 11 12 13 14 15 16 17 to 0

��Fþ�[F÷FÿF¸ CoS/DSCP GlGQ GeG" ��*O FéG��‰�2G" &gFç G� FéF¹CoS �Í  0 HZ 7 FÿF¸DSCP �Í  0F¸5F¸
10F¸15F¸20F¸25F¸30F ¸ F ÚG �G � 35 FûGlGQ Gb G• G>Få G�G� FéF¹
Switch# configure terminal
Switch(config)# mls qos map cos-dscp 0 5 10 15 20 25 30 35

��Fþ�[F÷FÿF¸ DSCP/DSCP �š�nGlGQ GeG" ��*O FéG��‰�2G" &gFç G� FéF¹ �Â&g$×Fû0¿��Få G�Fö F
G6G•GV Gx Fÿ FéG	Fö �š�fFå G�G� FëG# H�GZ Gy GlGQ Ge
ÆFþ�æ��FþG� G� F÷ FéH�F¹
Switch# configure terminal
Switch(config)# mls qos map dscp-mutation mutation1 1 2 3 4 5 6 7 to 10
Switch(config)# mls qos map dscp-mutation mutation1 8 9 10 11 12 13 to 10
Switch(config)# mls qos map dscp-mutation mutation1 20 21 22 to 20
Switch(config)# mls qos map dscp-mutation mutation1 0 31 32 33 34 to 30

0¿��G" &�1� FéG�FûFÿFşhow mls qos maps "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mls qos map

4:#Ý

F ç G � F éF ¹
6õ4�GA GlG• GW G A G l G • G W 1 �� Â
mls qos dscp-mutation DSCP/DSCP �š�nGlGQ GeG" DSCP Fþ�™8—�öFþ FÒ G�GkGŠGV Fû

F ç G � F éF ¹
show mls qos maps Quality of ServiceH�QoSH � G lG Q G b G • G >� _� �G " / ²& g
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mls qos queue-set output buffers

¹ G UG cG 7 G y

ÒG � G � F éF ¹

e Gw G2 G8Gx GT G1 FþGV

G l G • G WG " � Q# Ý

FôFÔFö���(#.
<G s

GV �"�)F÷��

ö

¹ �›
mls qos queue-set output buffers
G;Gs GŠGIGQ GV H�� ›GkGŠGV Fþ 4 FôFþ���ŠG;Gs GŠH� FûG^GQ Gc G/G" �m G� �\Fö G�FûFÿF¸mls qos 
queue-set output buffers G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF
G V 0 ¿� �F û� ` F éF ûF ÿF ¸ F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

mls qos queue-set output qset-id buffers allocation1 ... allocation4

no mls qos queue-set output qset-id buffers

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â

GUGc G7 GyGV FéG	FöFþ�m G� �\Fö �ÍFÿF̧ 4 FôFþG;Gs GŠFû�’'¼FûGlGQ Gb G• G>Få G�G� Fé H�25F¸25F¸25F¸25H�F¹ �›
G ;Gs GŠFÜG^GQ Gc G/ G G G hG ŠG G F þ 1/4 G " � âF ñG � F éF ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•4 FôFþ�m G� �\Fö �ÍG" �æ��Fç G� FéF¹ �›�ÍFÿGG GhGŠGG F÷�
�) G� G� FéF¹

GV Gw Gc G1 GQ G= Fþ5�0[�ØFû�Â FèFö G^GQ Gc G/G" �m G� �\Fö G� FéF¹ FïFø FØG�F¸ �q9×G
Gw Gc G1 GQ G= G" �âFôG;Gs GŠFûFÿ�¨Fß Fþ�m�œFþG^GQ Gc G/G" �Z FØG� FéF¹

$ �Fú G�" I�öG" �âFô$�Fú G�G= Gw GG FþGV Gw Gc G1 GQ G= G" 0¿� � FéG�FûFÿF¸mls qos queue-set output 
qset-id threshold G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G W F ø F ø G � F ûF ¸ F ã F þG A
F ç G � F éF ¹

H��@H� ���ŠG;Gs GŠFþGUGcG7 GyGV 0¿��FÿF¸ G�Fø G# FùFþ"g�#Fû4:Fç Fö FÔG� FéF¹ ���ŠG;Gs GŠFû
0ŽFç Fï� ��œFû7H G� F¸ 0¿��G" �š�fFç G� FéF¹QoS Fþ0ò(ýFûFôFÔFö FÿF¸ GK GcGV G4 G5 G0 G A G •G c G 1 G
G z G ŠG EG u G • G : G 2 G W F ÷ F ÂConfiguring QoSF Ã F þ' vG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

qset-id G ;Gs GŠGIGQ GV Fþ ID F÷ FéF¹ �›GkGŠGV FÿG;Gs GŠGIGQ GV Fû�“Fç F¸ GkGŠ
�ŠG;Gs GŠ 4 FôFþ"I�ö FéG	Fö G" ��*OFç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ 2 F ÷ F éF ¹

allocation1 ... 
allocation4

� ›G ;G s G Š H �G ;G s G Š 1 HZ 4 Fþ 4 FôFþG;Gs GŠH� FþG^GQ Gc G/ G G G hG ŠG G � m G � � \F
H�%H � F ÷ F éF ¹allocation1F¸allocation3F¸allocation4 Fþ���œF¸ (
�VFÿ 0 HZ 99 F÷
FéF¹allocation2 Fþ���œF¸ (
�VFÿ 1 HZ 100 F ÷ F é H �CPU G^GQ Gc G/G" �µG� G�H�F
�ÍFÿGG GhGŠGG F÷�
�) G� G� FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mls qos queue-set output buffers

ç F ¸ G ^G Q
¸ G ;G s G ŠG IG Q G V F û� P F é

éF¹

ç G � FéF ¹
�[ � �Fþ�[F÷FÿF¸ GkGŠGV G" G;Gs GŠGIGQ GV 2 FûGlGQ Gb G• G>FéG��‰�2G" &gFç G� FéF¹ ���ŠG;Gs GŠ 1 FûG^GQ
G c G / G G G hG ŠG G F þ 40% G " F ¸ � �� ŠG ;G s G Š 2F¸3F ¸ F ÚG �G � 4 FûFÿFí G�FîG� 20% FêFô�m G� � \Fö G� FéF¹
Switch(config)# mls qos queue-set output 2 buffers 40 20 20 20
Switch(config)# interface gigabitethernet2/0/1 
Switch(config-if)# queue-set 2

0¿��G" &�1� FéG�FûFÿF¸show mls qos interface [interface-id] buffers G � F ïF ÿ show mls qos queue-set 
"I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
mls qos queue-set output threshold Weighted Tail-DropH�WTDH � F ç F Ý F Ô� ÍG " 0 ¿� �F

G c G /F þ G 0G g G 2 G w G aG x G TG 1 G " � –0 ÉF ç F
G��q�±Go GpGx �m G� �\Fö G" 0¿��Fç G� FéF¹

queue-set GkGŠGV G" G;Gs GŠGIGQ GV FûGlGQ Gb G• G>Fç G� F
show mls qos interface buffers Quality of ServiceH�QoSH � � _� �G " / ²& gF ç G � F éF ¹
show mls qos queue-set G ;Gs GŠGIGQ GV Fþ� ��ŠG ;Gs GŠGIGQ GV � ÍG" / ²&gF
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mls qos queue-set output threshold

F¸ G;Gs GŠ
ÿF¸
� F éF ¹

ÒG � G � F éF ¹

GkGŠGV �"

FéF¹ �æ��F÷

ö G� G�
� VF ÿ

� G� FÖ Fû
eF ëF êF û� –� âF ÷F Ý G �� q
mls qos queue-set output threshold
Weighted Tail-DropH�WTDH� Fç FÝ FÔ�ÍG" 0¿�� FéG�Fã Fø F÷F¸ G^GQ Gc G/Fþ�•#Ý�öG" �–0ÉFç
GIGQ GV H��›GkGŠGV Fþ 4 FôFþ���ŠG;Gs GŠH� Fû�PFç Fö�q�±Fþ Go GpGx �m G� �\Fö G" 0¿�� FéG�FûFmls 
qos queue-set output threshold G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G
GUGcG7 GyGV 0¿��Fû�` FéFûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

mls qos queue-set output qset-id threshold queue-id drop-threshold1 drop-threshold2 
reserved-threshold maximum-threshold

no mls qos queue-set output qset-id threshold [queue-id]

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â

GUGc G7 GyGV Quality of ServiceH�QoSH � F Ü G 2 G [G ŠG d G yF úF ø F Ý F ÿF ¸WTD G � G 2 G [G ŠG d G yF ÷ F éF ¹

/²  2-17 FÿF¸ GUGcG7 GyGV Fþ WTD Fç FÝ FÔ�ÍFþ0¿���ÍG" &gFç Fö FÔG� FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

qset-id G ;Gs GŠGIGQ GV Fþ ID F÷ FéF¹ �›GkGŠGV FÿG;Gs GŠGIGQ GV Fû�“Fç F¸
�)F÷���ŠG;Gs GŠ 4 FôFþ"I�ö FéG	Fö G" ��*OFç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 
1 HZ 2 F ÷ F éF ¹

queue-id GA Gl G• GW FÜ��/œFå G�G�G;Gs GŠGIGQ GV 
ÆFþ"I��FþG;Gs GŠF÷
F Ý G �( 
� VF ÿ 1 HZ 4 F ÷ F éF ¹

drop-threshold1 
drop-threshold2

G;Gs GŠFû�m G� � \Fö G � G �F ï Go GpGx Fþ�m�œ H�%H � F ÷/ ²F å G �G � 2 FôFþ WTD 
F ç F Ý F Ô� ÍF ÷ F éF ¹ � æ� �F ÷F Ý G �( 
� VF ÿ 1 HZ 3200% F ÷ F éF ¹

reserved-threshold G;Gs GŠFû�PFç Fö�–0É H��£(ÙH� Få G�G�Go GpGx 5�F÷ FéF¹ �m G� �\F
F ï G o G pG x F þ� m� œ H �%H � F ÷/ ²F å G �G � F éF ¹ � æ� �F ÷F Ý G �( 
 1 HZ 100% 
F ÷ F éF ¹

maximum-threshold Gc Gy"g�ÂFþG;Gs GŠFÜF¸ �£(Ù5�G" 2x FØ G�G^GQ Gc G/G" �v�“F÷FÝ G
F ç G � F éF ¹ F ã G �F ÿF ¸ G ;G s G ŠF ÜG _G ?G Q G V G " G W G { G Q G
�±Go GpGx F÷ FéF¹ �æ��F÷FÝ G�( 
�VFÿ 1 HZ 3200% F ÷ F éF ¹

/² 2-17 GUGc G7 GyGV Fþ���ŠG;Gs GŠ WTD Fç FÝ FÔ�Í0¿���Í

�µ+� G;Gs GŠ 1 G;Gs GŠ 2 G;Gs GŠ 3 G;Gs GŠ 4

WTD G W G { G Q G eF ç F Ý F Ô� Í 1 100% 200% 100% 100%

WTD G W G { G Q G eF ç F Ý F Ô� Í 2 100% 200% 100% 100%

�£(Ù�íG�Fç FÝ FÔ�Í 50% 100% 50% 50%

�q�±Fç FÝ FÔ�Í 400% 400% 400% 400%
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mls qos queue-set output threshold

FÝ G� Fé

� Fû�<#ÝF÷FÝ G����œ
G � G �F ï� XF þ

ûFôFÔFö���(#.
Fû7H G� F¸

c G/5�G" �£(ÙFç F¸
FÜG^GQ Gc G/G" �Q#Ý
" �ô��Fç G�
F ÔF Û F ù F Ö F Û H �G 0
^GŠ Gx Gm GQ GV H�F¸ 
¹3ûFþ
�•Fç G� FéF¹ G;Gs GŠFÜ
eGŠ Gy H�'5F÷Fú FÔ��
^GQ Gc G/FÜFú FÔ
G{ GQ GeFç G� FéF¹

Q G e

o GpGx G"

éF¹

ç G � FéF ¹
G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•mls qos queue-set output qset-id buffers G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WF ÿF ¸
G ;Gs GŠGIGQ GV 
ÆFþ 4 FôFþG;Gs GŠFû�[���XFþG^GQ Gc G/G" �m G� �\Fö G� FéF¹

G W G { G Q G eF ç F Ý F Ô� Í H �%H � F ÿ 100% G" 2x4# FéG�Fã Fø FÜF÷FÝ F¸ �q�±�ÍG� F÷�æ�� FéG�Fã Fø FÜF÷
H��q�±Fç FÝ FÔ�ÍFÜ 100% G" 2x FØ G����œH�F¹

G^GQ Gc G/(
�VFû G� G� F¸ G;Gs GŠGIGQ GV 
ÆFþ�¶F»FþG;Gs GŠFÜ
¹3ûFþGeGŠ GyG" Få G
F÷G� F¸ �›G;Gs GŠFþ�q�±G_G?GQ GV �XFÿ
Æ4ŠF÷ 400%F ¸ F ôG � G � G ^G Q G c G /F û� m G � � \F ö 4 �¸
Fû�D7HFå G�G� FéF¹1 FôFþG_G?GQ GV Fÿ 1 FôG� FïFÿ0
�XFþG^GQ Gc G/G" �Q#ÝF÷FÝ G� FéF¹

Cisco IOS Release 12.2(25)SEE1 �è7FF÷Fḑrop-thresholdF¸drop-threshold2F¸maximum-threshold G_
G w G o G ŠG M F þ( 
� VF Ü� Q� •F ç G � F ç F ïF ¹

H��@H� ���ŠG;Gs GŠFþGUGcG7 GyGV 0¿��FÿF¸ G�Fø G# FùFþ"g�#Fû4:Fç Fö FÔG� FéF¹ ���ŠG;Gs GŠF
0ŽFç Fï FÖ FØF÷F¸ Fã Fþ0¿��FÜ GtGŠGDFþ QoS GK Gx Gs GŠGEGu G•G"  6Fï Få Fú FÔFø �8�•Fç Fï���œ
0¿��G" �š�fFç Fö Fß FðFå FÔF¹

GG G2GQ GOFÿF¸ G^GQ Gc G/�m G� �\Fö �‰�'G" �Q#ÝFç FöF¸ ���ŠG;Gs GŠ FäFø Fû�q�`G^GQ G
FÔFêG�FÛFþG;Gs GŠG� FïFÿGkGŠGV FÜ FéG	FöFþG^GQ Gc G/G" �˜2�Fç FíFþ�ÚFþG;Gs GŠ
F÷FÝ FúFß Fú G�FþG" 75FÞF¸ G^GQ Gc G/ GG GhGŠGG G" 0[�Ó
–FþG;Gs GŠFû0Á�• FéG�FÛ Fù FÖ FÛG
FéF¹ GG G2GQ GOFÿF̧ GM GŠG@GQ GV G ;G s G ŠF Ü� £( Ù5 �G " 2 x F Ø G �G ^G Q G c G /G " � ˜2 �F ç F ö F ÔF ú
G• GNGŠ Gx Gm GQ GV H�F¸ FíFþ�q�±G^GQ Gc G/G" FéG	Fö �˜2�Fç FïFÛ Fù FÖ FÛ H�G8GŠG
GeGŠ GyFÜ'5 H�'5FÝ G^GQ Gc G/FÜFú FÔH� FÛ'5F÷Fú FÔ H�'5FÝ G^GQ Gc G/H� FÛG" �8
G8GŠG^GŠ Gx Gm GQ GV F÷Fú FÔ���œFÿF¸ GG G2GQ GOFÿ�£(Ù�íG�GeGŠ GyG� FïFÿ
¹3ûFþG
�œH� FÛ G� G^GQ Gc G/ GG GhGŠGG G" �m G� �\Fö G�Fã Fø FÜF÷FÝ G� FéF¹ 
¹3ûFþGeGŠ GyFû'5FÝ G
���œG�F¸ G;Gs GŠFÜ G8GŠG^GŠ Gx Gm GQ GV Fþ���œF¸ GG G2GQ GOFÿGcGz GŠ GnG" GW

�[ ��Fþ�[F÷FÿF¸ GkGŠGV G" G;Gs GŠGIGQ GV 2 FûGlGQ Gb G• G>FéG��‰�2G" &gFç G� FéF¹ G;Gs GŠ 2 F þ G W G { G
F ç F Ý F Ô� ÍG " � m G � � \F ö G � G �F ï G o G pG x F þ 40% Fø 60% Fû0¿��Fç F¸�m G� �\Fö G� G�Fï Go GpGx Fþ 100% G " � –
0É H��£(ÙH� Fç FöF¸ Fã FþG;Gs GŠFÜG_G?GQ GV G" GW G{ GQ GeFëFêFû�–�â�•+�Fú�q�±G 200% Fû0¿
��Fç G� FéF¹
Switch(config)# mls qos queue-set output 2 threshold 2 40 60 100 200
Switch(config)# interface gigabitethernet2/0/1 
Switch(config-if)# queue-set 2

0¿��G" &�1� FéG�FûFÿF¸show mls qos interface [interface-id] buffers G � F ïF ÿ show mls qos queue-set 
"I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
mls qos queue-set output buffers G^GQ Gc G/G" G;Gs GŠGIGQ GV Fû�m G� �\Fö G� FéF¹
queue-set GkGŠGV G" G;Gs GŠGIGQ GV FûGlGQ Gb G• G>Fç G� F
show mls qos interface buffers QoS �_��G" /²&gFç G� FéF¹
show mls qos queue-set G ;Gs GŠGIGQ GV Fþ� ��ŠG ;Gs GŠGIGQ GV � ÍG" / ²&gF
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mls qos queue-set buffers

y
ûF ÿF ¸ F ã F þG A G l G • G WF þ

CG kG ŠG V F å

ÜG^GQ Gc G/

y

Fö G^GQ Gc G/G" �m
ôG;Gs GŠFûFÿ� ¨Fß Fþ�m�œFþ

FþGkGŠGV
å G �G � F éF ¹d G y
EG u G •
G �G � F ëG #F ¹

l G • G WG " � Q# ÝF ç

� F÷ FéF¹ GG

�F¹
mls qos queue-set buffers
G G G M G Q G = GkGŠGV 6ëFþG^GQ Gc G/�m G� �\Fö G" 0¿�� FéG�FûFÿF¸mls qos queue-set buffers G>G{ GŠG^ G 
G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF 
no �g�'G" �Q#ÝFç G� FéF¹

mls qos queue-set buffers allocation1 ... allocation4

no mls qos queue-set buffers allocation1 ... allocation4

H��@H� F ã F þG A G l G • G WF ÿF ¸LAN base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG � Catalyst 2960-S G G G 2G Q G OF þ G �F ÷G
G�Fö FÔG� FéF¹

�S�eFþ1��Â

GUGc G7 GyGV FéG	FöFþ�m G� �\Fö �ÍFÜF̧ 4 FôFþG;Gs GŠFþ6ëF÷�’'¼FûGlGQ Gb G• G>Få G�G� FéF¹ �›G;Gs GŠF 
G G G hG ŠG G F þ 1/4 G " � âF ñG � F éF ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•G G G M G Q G = GkGŠGV 6ëFþG^GQ Gc G/�m G� �\Fö G" 0¿�� FéG�FûFÿF¸mls qos queue-set buffers G>G{ GŠG^ G 
G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " 
 °� ŠF ç G � F éF ¹4 FôFþ�m G� �\Fö �Í H�G_GŠGI G•GTGŠGFF÷Fþ��
�ŠH� G" F¸ �›�ÍG" GG GhGŠGG F÷�
�)FóFö �æ��Fç G� FéF¹ GV Gw Gc G1 GQ G= Fþ5�0[�ØFû�Â Fè
G � � \FöG � FéF ¹ F ïFø FØG �F ¸ � q9 ×G e G w G 2 G 8G x G TG 1 FþG V G w G c G 1 GQ G= G" �âF
G^GQ Gc G/G" �Z FØG� FéF¹

 mls qos G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • GA Gl G• GWG" 0¿��Fç FïFã Fø Fû G� G� F¸ FéG	Fö
�VF÷ Quality of ServiceH�QoSH � F Ü F éF ÷F û G 2 G [G ŠG d G yF ÷ F Ò G �F ø 0 bF úFQoS G " G 2 G [G ŠG
FûFëFêFûG^GQ Gc G/�m G� �\Fö G" 0¿��Fç Fï���œF¸mls qos G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG G A G l
G • G WG " 
 °� Š F éG �G � F ÷F ÿF ¸ G UG cG 7 G yG V F þG ^G Q G c G /� m G � � \F ö F Ü� š� fF å

$�Fú G�" I�öG" �âFô$�Fú G�G= Gw GG FþGV Gw Gc G1 GQ G= G" 0¿� � FéG�FûFÿF¸mls qos queue-set output 
qset-id buffers G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WF ø F ø G � F ûF ¸ F ã F þG A G
G � F éF ¹

allocation1 ... 
allocation4

�›G;Gs GŠFþG^GQ Gc G/ GG GhGŠGG �m G� �\Fö H�G_GŠGI G•GTGŠGFH
G M G Q G = GkGŠGV FäFø Fû 1 HZ 4 Fþ 4 FôFþ���ŠG;Gs GŠFÜ FÒG� G� FéF¹
allocation1F¸allocation3F¸allocation4 Fþ���œF¸ (
�VFÿ 0 HZ 99 F ÷ F éF ¹
allocation2 Fþ���œF¸ (
�VFÿ 1 HZ 100 F ÷ F é H �CPU G^GQ Gc G/G" �µG� G�H
�›�ÍFÿGG GhGŠGG F÷�
�) G� G� FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(53)SE1 F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mls qos queue-set buffers

ûFôFÔFö���(#.
<G s

� F éF ¹
H��@H� ���ŠG;Gs GŠFþGUGcG7 GyGV 0¿��FÿF¸ G�Fø G# FùFþ"g�#Fû4:Fç Fö FÔG� FéF¹ ���ŠG;Gs GŠF
0ŽFç Fï� ��œFû7H G� F¸ 0¿��G" �š�fFç G� FéF¹QoS Fþ0ò(ýFûFôFÔFö FÿF¸ GK GcGV G4 G5 G0 G A G •G c G 1 G
G z G ŠG EG u G • G : G 2 G W F ÷ F ÂConfiguring QoSF Ã F þ' vG " � g! ·F ç F ö F ß F ðF å F ÔF ¹

�[ ��Fþ�[F÷FÿF¸ GG GM GQ G= GkGŠGV G ^G Q G c G /F û� ‚F ç F Ô� m G � � \F ö G " 0 ¿� � F éG �� ‰� 2G " & gF ç G
Switch> enable
Switch# configure terminal
Switch(config)# mls qos stack-qset buffers 10 10 10 70
Switch(config)# end

��Fþ�[F÷FÿF¸ show mls qos stack-qset G A G l G • G WF þ� �� ŠG " & gF ç G � F éF ¹
Switch# show mls qos stack-qset

Queueset: Stack
Queue     :       1       2       3       4
----------------------------------------------
buffers   :      10      10      10      70

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
mls qos queue-set output buffers G^GQ Gc G/G" G;Gs GŠGIGQ GV Fû�m G� �\Fö G� FéF¹
show mls qos stack-qset G G G M G Q G = GkGŠGV FþG^GQ Gc G/�_��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mls qos rewrite ip dscp

F Ø G �H � G �
EG u G •

F ú F ÔG � F Ö F û

ç

GQ GOFÿ%T
_G ?G Q G V

GV Fþ
k Gx GE G• G>
éF ¹

GT G1 G" /² Fé
OFÿ

GQ
Gd
d Gy
mls qos rewrite ip dscp
%T�™ IP G_G?GQ GV Fþ Diffserv G A G Š G W G k G 2 G •G V H �DSCPH � G c G 1 G Š G yG WG " � š� f F éG � H �� iF Ý � n
F Ö G G G 2G Q G OG " 0 ¿� � F éG �F ûF ÿF ¸mls qos rewrite ip dscp G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG G A G l
G • G WG " � Q# ÝF ç G � F éF ¹ G G G 2G Q G OF ÜG _G ?G Q G V F þ DSCP G c G 1 G Š G yG WG " � š� f H �� iF Ý � n F ØH � F ç
0¿��Fç F¸DSCP 3ñ4#G" G2 G[GŠGd GyFûFéG�FûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

mls qos rewrite ip dscp

no mls qos rewrite ip dscp

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV DSCP 3ñ4#FÿGUG1 GIGŠGd GyF÷ FéF¹ GG G2GQ GOFÿ%T�™ IP G_G?GQ GV Fþ DSCP G c G 1 G Š G yG WG " � š� fF
G � F éF ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•DSCP 3ñ4#FÿF¸ ���ŠF÷FþG_G?GQ GV Fþ DSCP G c G 1 G Š G yG W F ûF ðF á� s8 jG " � Z F ØG � F éF ¹no mls qos 
rewrite ip dscp G A G l G • G WG " � Q# ÝF ç F ö DSCP 3ñ4#FÜ G2 G[GŠGd GyFûFúFóFö FÔG����œF¸ GG G2
�™G_G?GQ GV Fþ DSCP Gc G1 GŠ GyGWFÿ�š�fFëFêF¸ 3æ�™G_G?GQ GV Fþ DSCP G c G 1 G Š G yG WG � % T� ™G
FþG� FþFø �  Fè FûFú G� G� FéF¹

GUGcG7 GyGV F÷FÿF¸DSCP 3ñ4#�öFÿGUG1 GIGŠGd GyF÷ FéF¹ GG G2GQ GOF÷Fÿ%T�™G_G?GQ DSCP 
G c G 1 G Š G yG WF Ü� š� fF å G �F ¸ $ Î� ™G _G ?G Q G V F þ DSCP Gc G1 GŠ GyGWFÿF¸ GkGŠGV Fþ�™8—0¿��F¸ G
F ø G lG ŠG ; G • G >F ¸DSCP/DSCP �š�nGlGQ GeG" �µG�Fö Quality of ServiceH�QoSH � F û� öF õF Ý G � F

DSCP 3ñ4#Fþ0¿��Fû6õ�€FúFß F¸ GG G2GQ GOFÿF¸ GV Gw Gc G1 GQ G= FþGe Gw G2 G8Gx Class of 
Service H�CoSH� �ÍFþ#Õ�BFû�Q#Ý FéG�G_G?GQ GV Fþ
Æ4Š DSCP �ÍG" �š�fFç G� FéF¹ G� FïF¸ GG G2GQ G

Æ4Š DSCP �ÍG" �Q#ÝFç FöF¸ ���ŠG;Gs GŠFÚG�G�Fç FÝ FÔ�ÍG" 4E�¥Fç G� FéF¹

F ïFø FØG�F¸QoS F Ü G 2 G [G ŠG d G yF ûF úF óF ö F ÔF öF ¸ % T� ™G _G ?G Q G V F þ DSCP �ÍFÜ 32 F÷ FÒ G����œF¸ GG G2
GOFÿF¸ Gk Gx GEGŠ GlGQ Ge0¿��Fû�öFõ FÔFö
Æ4Š DSCP �ÍG"  16 Fû�š�fFç G� FéF¹DSCP 3ñ4#FÜ G2 G[GŠ
GyFûFúFóFö FÔG����œF¸ 3æ�™ DSCP �ÍFÿ  32 H�%T�™Fþ�ÍFø �  FèH� F÷ FéF¹DSCP 3ñ4#FÜGUG1 GIGŠG
FûFúFóFö FÔG����œF¸ 
Æ4Š DSCP �ÍFû�öFõ FÔFöF¸ 3æ�™ DSCP �ÍFÿ  16 FûFú G� G� FéF¹

�[ ��Fþ�[F÷FÿF¸ DSCP 3ñ4#�öG" G2 G[GŠGd GyFûFç FöF¸ GG G2GQ GOF÷%T�™ IP G_G?GQ GV Fþ DSCP �ÍG" �š�f
Fç Fú FÔG� FÖ Fû0¿�� FéG��‰�2G" &gFç Fö FÔG� FéF¹
Switch(config)# mls qos
Switch(config)# no mls qos rewrite ip dscp

Gx Gx GŠGG �š�f
Æ��
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mls qos rewrite ip dscp

G � F éF ¹
��Fþ�[F÷FÿF¸ DSCP 3ñ4#�öG" GUG1 GIGŠGd GyFûFç FöF¸ GG G2GQ GOF÷%T�™ IP G_G?GQ GV Fþ DSCP �ÍG" �š
�f FéG� G� FÖ Fû0¿�� FéG��‰�2G" &gFç Fö FÔG� FéF¹
Switch(config)# mls qos
Switch(config)# mls qos rewrite ip dscp

0¿��G" &�1� FéG�FûFÿFşhow running config | include rewrite "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
mls qos QoS G " G >G { G ŠG ^ G yF û G 2 G [G ŠG d G yF ûF ç G � F éF ¹
show mls qos QoS �_��G" /²&gFç G� FéF¹
show running-config | 
include rewrite

DSCP 3ñ4#�ö0¿��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mls qos srr-queue input bandwidth

éF ¹5 �G �F þ
FéF¹ GUGcG7 GyGV 0¿

#F ¹

G 1
Fû�‘ FÔ
G"
z G ŠG EG u

G2 G8Gx GT G1
Š

G Q G V G " 
 °
�F÷
mls qos srr-queue input bandwidth

°�ŠG;Gs GŠFûGE G5 G2Ge GW G w G 4 G • G W G { G aG • H �SRRH � G 4 G 5 G 2G V G " � m G � � \F ö G �F ûF ÿF ¸mls qos 
srr-queue input bandwidth G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F
�š"áFÿF¸ SRR GG G?GFGs GŠ GwFÜG_G?GQ GV G" �›G;Gs GŠFÛ G� 3æ G� �� Fé8–�ØFþ�š"áF÷
��Fû�` FéFûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

H��@H� F ã F þG A G l G • G WF ÿF ¸Catalyst 2960-S G G G 2G Q G OF ÷F ÿG CG kG ŠG V F å G �F ö F ÔG � F ëG

mls qos srr-queue input bandwidth weight1 weight2

no mls qos srr-queue input bandwidth

�S�eFþ1��Â

GUGc G7 GyGV weight1 Fø weight2 Fÿ 4 F÷Fé H��•�æ�œFþ 1/2 FêFô 2 FôFþG;Gs GŠFû�’'¼Fû�(4ÄFå G�G� FéH�F¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•SRR FÿFm̧ls qos srr-queue input priority-queue queue-id bandwidth weight G>G{ GŠG^ Gy G A G •G c
G<Gs Gz GŠGEGu G• G A G l G • G WF þ bandwidth G;GŠ G}GŠ GW F÷�æ��Få G�FïFø FÚG� F¸ 0¿���íG�Fþ5�G�
G e G w G 2 G 8G x G T G 1 G ;Gs GŠFûGCGŠ GaGG G" � f� jFç G � FéF ¹SRR FÿF¸ �g�‰Fþ
°�ŠG;Gs GŠF÷�g G� Fþ�•�æ�œ

¹�wFç F¸mls qos srr-queue input bandwidth weight1 weight2 G>G{ GŠG^ Gy G A G •G c G 1 G <G s G
G• GA Gl G• GW F÷0¿��Få G�Fï G4 G5 G2GV F÷�æ��Fç Fö FÔG�GCGŠ GaGG G" /œ FÔG� FéF¹

FùFþ
°�ŠG;Gs GŠFÜGe Gw G2 G8Gx GT G1 G ;Gs GŠF÷ FÒ G�FÛG" �æ� � FéG �FûFÿF ¸mls qos srr-queue input 
priority-queue  G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ GG GM GQ G= F÷G;Gs GŠFþ
°�Š�•�æ�œG" �m G� �\Fö G��‰�2G" &gFç G� FéF¹ Ge Gw 
G;Gs GŠ G2 G• G>FÿGUG1 GIGŠGd GyF÷ FéF¹ �m G� �\Fö G� G�G�
¹�w�•�æ�œFþ�š"áFÿF¸ G;Gs G 1 FÜ 25/
H�25+75H�F¸ G; Gs GŠ 2 FÜ 75/ H�25+75H � F ÷ F éF ¹
Switch(config)# mls qos srr-queue input priority-queue 2 bandwidth 0
Switch(config)# mls qos srr-queue input bandwidth 25 75

F ã F þ� [F ÷F ÿF ¸ G ;G s G Š 2 FÿG;Gs GŠ 1 Fþ 3 �¸Fþ�•�æ�œG" �âFóFö FÔG� FéF¹ G;Gs GŠ 2 FûFÿF¸ G;Gs GŠ 1 Fþ 
3 �¸Fþ8–�ØF÷GCGŠ GaGG FÜ�f�jFå G�G� FéF¹

weight1 weight2 weight1 FÚG�G� weight2 Fþ�š"áFû G� G� F¸SRR G G G ?G FG s G Š G wF ÜG _G ?
�ŠG;Gs GŠ 1 FÚG�G�G;Gs GŠ 2 FÛ G�3æ G� �� Fé8–�ØFþ�š"áFÜ�ôG� G� G� FéF¹ �æ�
F Ý G �( 
� VF ÿ 1 HZ 100 F ÷ F éF ¹ � ›� ÍF ÿG G G hG ŠG G F ÷� 
� ) G � G � F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mls qos srr-queue input bandwidth

GŠ

lG Q G b G •

s G Š
Ý

É

ŠG I G •

F ¹
��Fþ�[F÷FÿF¸ GG GM GQ G= F÷G;Gs GŠFþ
°�Š�•�æ�œG" �m G� �\Fö G��‰�2G" &gFç G� FéF¹ G;Gs 1 Fÿ�m G� �\
Fö G� G�Fï�•�æ�œFþ 10% G " � âF ôG e G w G 2 G 8G x G T G 1 G ;Gs GŠF÷ FéF¹G ;Gs GŠ 1 F ø G ;G s G Š 2 Fû�m G� �\Fö G� G�
Fï�•�æ�œFþ�š"áFÿF¸4/ H�4+4H � F ÷ F éF ¹SRR Fÿ�q�6F¸ 0¿��Få G�Fï 10% Fþ�•�æ�œG" G;Gs GŠ 1 H�Ge Gw
G 2 G 8G x G T G 1 G ;Gs GŠH� FûGCGŠ GaGG Fç G� FéF ¹ F íFþ� ‹F ¸SRR Fÿ�g G� Fþ 90% Fþ�•�æ�œG" G;Gs GŠ 1 Fø
G;Gs GŠ 2 FûFí G�FîG� 45% FêFô� ’'¼Fû�(4ÄFç G� FéF¹
Switch(config)# mls qos srr-queue input priority-queue 1 bandwidth 10
Switch(config)# mls qos srr-queue input bandwidth 4 4

0¿��G" &�1� FéG�FûFÿFşhow mls qos interface [interface-id] queueing G � F ïF ÿ show mls qos 
input-queue "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
mls qos srr-queue input buffers 
°�ŠG;Gs GŠ6ëFþG^GQ Gc G/G" �m G� �\Fö G� FéF¹
mls qos srr-queue input cos-map Class of ServiceH�CoSH � � ÍG " 
 °� ŠG ;G s G ŠF ûG

G>F¸ G� FïFÿ CoS �ÍG" G;Gs GŠFÚG�G�Fç FÝ FÔ�Í ID Fû
GlGQ Gb G• G>Fç G� FéF¹

mls qos srr-queue input dscp-map DiffServ G A G Š G W G k G 2 G •G V H �DSCPH � � ÍG " 
 °� ŠG ;G
FûGlGQ Gb G• G>FéG�FÛF¸DSCP �ÍG" G;Gs GŠFÚG�G�Fç F
FÔ�Í  ID FûGlGQ Gb G• G>Fç G� FéF¹

mls qos srr-queue input priority-queue 
°�ŠGe Gw G2 G8Gx GT G1 G;Gs GŠG" 0¿��Fç F¸ �•�æ�œG" �–0
F ç G � F éF ¹

mls qos srr-queue input threshold Weighted Tail-DropH�WTDH � F ç F Ý F Ô� ÍF þG _G
GTGŠGFG" 
°�ŠG;Gs GŠFû�m G� �\Fö G� FéF¹

show mls qos input-queue 
°�ŠG;Gs GŠFþ0¿��G" /²&gFç G� FéF¹
show mls qos interface queueing Quality of ServiceH�QoSH � � _� �G " / ²& gF ç G � F é
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mls qos srr-queue input buffers

F ¸ F ã F þG A G l G • G WF þ

#F ¹

ÔG �� ²

Gc G/G" �m G� �\Fö G��²0[FÜ

G

� F éF ¹
mls qos srr-queue input buffers

°�ŠG;Gs GŠ6ëFûG^GQ Gc G/G" �m G� �\Fö G�FûFÿF¸mls qos srr-queue input buffers G>G{ GŠG^ Gy G A G •
G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿ no 
�g�'G" �Q#ÝFç G� FéF¹

mls qos srr-queue input buffers percentage1 percentage2

no mls qos srr-queue input buffers

H��@H� F ã F þG A G l G • G WF ÿF ¸Catalyst 2960-S G G G 2G Q G OF ÷F ÿG CG kG ŠG V F å G �F ö F ÔG � F ëG

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸Catalyst 2960 G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F
0[FÜ FÒG� G� FéF¹

�S�eFþ1��Â

GUGc G7 GyGV G^GQ Gc G/Fþ 90% FÜG;Gs GŠ 1 FûF¸ G^GQ Gc G/Fþ 10% FÜG;Gs GŠ 2 Fû�m G� �\Fö G� G�G� FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•G;Gs GŠFÜG^GŠGG GV �öFþ FÒ G�%T�™GV Gw Gc G1 GQ G= G" ��#.F÷FÝ G� G� FÖ FûG^GQ
FÒG� G � FéF¹

�[ ��Fþ�[F÷FÿF¸ 
°�ŠG;Gs GŠ 1 FûG^GQ Gc G/ G G G hG ŠG G F þ 60% G " F ¸ 
 °� ŠG ;G s G Š 2 FûG^GQ Gc G/ G G G hG ŠG
Fþ 40% G " � m G � � \F ö G �� ‰� 2G " & gF ç G � F éF ¹
Switch(config)# mls qos srr-queue input buffers 60 40

0¿��G" &�1� FéG�FûFÿFşhow mls qos interface [interface-id] buffers G � F ïF ÿ show mls qos 
input-queue "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

percentage1 
percentage2


°�ŠG;Gs GŠ 1 FÚG�G�G;Gs GŠ 2 Fû�m G� �\Fö G� G�G�G^GQ Gc G/Fþ�m�œ H�%H�
F ÷ F éF ¹ � æ� �F ÷F Ý G �( 
� VF ÿ 0 HZ 100 F ÷ F éF ¹ � ›� ÍF ÿG G G hG ŠG G F ÷� 
� ) G � G

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mls qos srr-queue input buffers

� Š

lG Q G b G •

s G Š
Ý

G ŠG I G •

F ¹
G A G l G • G W 1 �� Â
mls qos srr-queue input bandwidth G E G 5 G 2G e G W G w G 4 G • G W G { G aG • H �SRRH � F þ5 �G �G " 
 °

G ;Gs GŠFû�m G� � \Fö G � FéF ¹
mls qos srr-queue input cos-map Class of ServiceH�CoSH � � ÍG " 
 °� ŠG ;G s G ŠF ûG

G>F¸ G� FïFÿ CoS �ÍG" G;Gs GŠFÚG�G�Fç FÝ FÔ�Í ID Fû
GlGQ Gb G• G>Fç G� FéF¹

mls qos srr-queue input dscp-map DiffServ G A G Š G W G k G 2 G •G V H �DSCPH � � ÍG " 
 °� ŠG ;G
FûGlGQ Gb G• G>FéG�FÛF¸DSCP �ÍG" G;Gs GŠFÚG�G�Fç F
FÔ�Í  ID FûGlGQ Gb G• G>Fç G� FéF¹

mls qos srr-queue input priority-queue 
°�ŠGe Gw G2 G8Gx GT G1 G;Gs GŠG" 0¿��Fç F¸ �•�æ�œG" �–
0ÉFç G� FéF¹

mls qos srr-queue input threshold Weighted Tail-DropH�WTDH � F ç F Ý F Ô� ÍF þG _
GTGŠGFG" 
°�ŠG;Gs GŠFû�m G� �\Fö G� FéF¹

show mls qos input-queue 
°�ŠG;Gs GŠFþ0¿��G" /²&gFç G� FéF¹
show mls qos interface buffers Quality of ServiceH�QoSH � � _� �G " / ²& gF ç G � F é
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mls qos srr-queue input cos-map

�Í
z G ŠG EG u

G • G WF þ

#F ¹

F¹ �æ

F¹ �æ
mls qos srr-queue input cos-map
Class of ServiceH�CoSH � � ÍG " 
 °� ŠG ;G s G ŠF ûG lG Q G b G • G >F ¸ G � F ïF ÿ CoS �ÍG" G;Gs GŠFÚG�G�Fç FÝ FÔ 
ID FûGlGQ Gb G• G>FéG�FûFÿF¸mls qos srr-queue input cos-map G>G{ GŠG^ Gy G A G •G c G 1 G <G s G
G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿF ¸ F ã F þG A G l no �g�'G" �Q#ÝFç G� FéF¹

mls qos srr-queue input cos-map queue queue-id { cos1...cos8 | threshold threshold-id 
cos1...cos8}

no mls qos srr-queue input cos-map 

H��@H� F ã F þG A G l G • G WF ÿF ¸Catalyst 2960-S G G G 2G Q G OF ÷F ÿG CG kG ŠG V F å G �F ö F ÔG � F ëG

�S�eFþ1��Â

GUGc G7 GyGV /²  2-18 FûF¸ GUGcG7 GyGV Fþ CoS 
°�ŠG;Gs GŠFç FÝ FÔ�ÍGlGQ GeG" &gFç G� FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

queue queue-id G;Gs GŠ$��•G" �æ��Fç G� FéF¹

queue-id F÷�æ��F÷FÝ G�(
�VFÿ 1 HZ 2 F ÷ F éF ¹
cos1...cos8 CoS �ÍG" 
°�ŠG;Gs GŠG�GlGQ Gb G• G>Fç G� FéF¹

cos1...cos8 FûFÿF¸ �q�± 8 �¶Fþ�ÍG" GG GhGŠGG F÷�
�)FóFö 
°�ŠFç G� Fé
��F÷FÝ G�(
�VFÿ 0 HZ 7 F ÷ F éF ¹

threshold threshold-id 
cos1...cos8

CoS �ÍG" G;Gs GŠFþ Fç FÝ FÔ�Í ID FûGlGQ Gb G• G>Fç G� FéF¹

threshold-id F÷�æ��F÷FÝ G�(
�VFÿ 1 HZ 3 F ÷ F éF ¹

cos1...cos8 FûFÿF¸ �q�± 8 �¶Fþ�ÍG" GG GhGŠGG F÷�
�)FóFö 
°�ŠFç G� Fé
��F÷FÝ G�(
�VFÿ 0 HZ 7 F ÷ F éF ¹

/² 2-18 GUGc G7 GyGV Fþ CoS 
°�ŠG;Gs GŠFç FÝ FÔ�Í

CoS � Í G ;G s G Š ID - F ç F Ý F Ô� Í ID

0 HZ 4 1–1

5 2–1

6F¸7 1–1

Gx Gx GŠGG �š�f
Æ��
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mls qos srr-queue input cos-map

4E�¥Få

I G •G TG ŠG FF ÿG ;G s G ŠF Ü
G 1

Ý G� FéF¹ Fã G�Fû

ÍÔ

� Š

s G Š
Ý

GŠFû�m
�Q#Ý�VFþG: G2 GW Gw G2G•
°�ŠGkGŠGV Fû�m G� �\Fö G� G�Fï CoS Fû G�FóFöF¸ 
°�ŠG� FïFÿ���ŠFþG;Gs GŠFÚG�G�Fç FÝ FÔ�ÍFÜ
G�G� FéF¹

F ç F Ý F Ô� Í 3 F þ G W G { G Q G eF ç F Ý F Ô� Í H �%H � F ÿ� ¦� SF û� �* OF å G �F ö F ÔG � F éF ¹ G _G ŠG
FÔFóG� FÔFþ"g�ÂFû�PFç Fö0¿��Få G�G� FéF¹mls qos srr-queue input threshold G>G{ GŠG^ Gy G A G •G c
G<Gs Gz GŠGEGu G• G A G l G • G WG " � Q# Ý F éG �F ø F ¸ 
 °� ŠG ;G s G ŠF û 2 FôFþ5�G��ÜFáGTGŠ Gy G W G { G Q G e H �WTDH�
F ç F Ý F Ô� Í H �%H � G " � m G � � \F ö G �F ã F ø F ÜF ÷F Ý G � F éF ¹

�›  CoS �ÍG" F¸ $�Fú G�G;Gs GŠFÚG�G�Fç FÝ FÔ�ÍFþ)�G��œG�FëFû�PFç Fö GlGQ Gb G• G>F÷F
G � G � G cG z G Š G nG " $ �F ú G �� ·� 8F û� ‘G �F ë G �F ã F ø F ÜF ÷F Ý G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ CoS �Í  0 HZ 3 G " F ¸ 
 °� ŠG ;G s G Š 1 F ø G W G { G Q G eF ç F Ý F Ô� Í 50% F þ F ç F Ý F Ô� Í ID 1 FûGlGQ
G b G • G >F éG �� ‰� 2G " & gF ç G � F éF ¹CoS �Í  4 Fø 5 FÿF¸ 
°�ŠG;Gs GŠ 1 F ø G W G { G Q G eF ç F Ý F Ô� 70% F þ F ç F Ý F
�Í  ID 2 Fû�m G� �\Fö G� FéF¹
Switch(config)# mls qos srr-queue input cos-map queue 1 threshold 1 0 1 2 3
Switch(config)# mls qos srr-queue input cos-map queue 1 threshold 2 4 5
Switch(config)# mls qos srr-queue input threshold 1 50 70

0¿��G" &�1� FéG�FûFÿFşhow mls qos maps "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
mls qos srr-queue input bandwidth G E G 5 G 2G e G W G w G 4 G • G W G { G aG • H �SRRH � F þ5 �G �G " 
 °

G ;Gs GŠFû�m G� � \Fö G � FéF ¹
mls qos srr-queue input buffers 
°�ŠG;Gs GŠ6ëFþG^GQ Gc G/G" �m G� �\Fö G� FéF¹
mls qos srr-queue input dscp-map DiffServ G A G Š G W G k G 2 G •G V H �DSCPH � � ÍG " 
 °� ŠG ;G

FûGlGQ Gb G• G>FéG�FÛF¸DSCP �ÍG" G;Gs GŠFÚG�G�Fç F
FÔ�Í  ID FûGlGQ Gb G• G>Fç G� FéF¹

mls qos srr-queue input priority-queue 
°�ŠGe Gw G2 G8Gx GT G1 G;Gs GŠG" 0¿��Fç F¸ �•�æ�œG" �–
0ÉFç G� FéF¹

mls qos srr-queue input threshold WTD Fç FÝ FÔ�ÍFþG_GŠGI G•GTGŠGFG" 
°�ŠG;Gs
G � � \F ö G � F éF ¹

show mls qos maps QoS FþGlGQ Gb G• G>�_� �G" / ²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mls qos srr-queue input dscp-map

ÿ�
G 1

ã F þG A G l G • G WF þ

#F ¹

ÒG � G � F éF ¹
mls qos srr-queue input dscp-map
Diffserv G A G Š G W G k G 2 G •G V H �DSCPH � � ÍG " 
 °� ŠG ;G s G ŠF ûG lG Q G b G • G >F ¸ G � F ïF DSCP �ÍG" G;Gs GŠFÚG
G�Fç FÝ FÔ�Í ID FûGlGQ Gb G• G>FéG�FûFÿF¸mls qos srr-queue input dscp-map G>G{ GŠG^ Gy G A G •G c
G<Gs Gz GŠGEGu G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿF ¸ F no �g�'
G " � Q# ÝF ç G � F éF ¹

mls qos srr-queue input dscp-map queue queue-id { dscp1...dscp8 | threshold threshold-id 
dscp1...dscp8}

no mls qos srr-queue input dscp-map

H��@H� F ã F þG A G l G • G WF ÿF ¸Catalyst 2960-S G G G 2G Q G OF ÷F ÿG CG kG ŠG V F å G �F ö F ÔG � F ëG

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â

GUGc G7 GyGV /²  2-19 F÷FÿF¸ GUGcG7 GyGV Fþ DSCP 
°�ŠG;Gs GŠFþ Fç FÝ FÔ�ÍFþGlGQ Gb G• G>G" &gFç G� FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

queue queue-id G;Gs GŠ$��•G" �æ��Fç G� FéF¹

queue-id F÷�æ��F÷FÝ G�(
�VFÿ 1 HZ 2 F ÷ F éF ¹
dscp1...dscp8 DSCP �ÍG" 
°�ŠG;Gs GŠFûGlGQ Gb G• G>Fç G� FéF¹

dscp1...dscp8 FûFÿF¸ �›�ÍG" GG GhGŠGG F÷�
�)FóFöF¸ �q�± 8 Fþ�ÍG" 
°�ŠFç
G � F éF ¹ � æ� �F ÷F Ý G �( 
� VF ÿ 0 HZ 63 F ÷ F éF ¹

threshold threshold-id 
dscp1...dscp8

DSCP �ÍG" G;Gs GŠFç FÝ FÔ�Í ID FûGlGQ Gb G• G>Fç G� FéF¹

threshold-id F÷�æ��F÷FÝ G�(
�VFÿ 1 HZ 3 F ÷ F éF ¹

dscp1...dscp8 FûFÿF¸ �›�ÍG" GG GhGŠGG F÷�
�)FóFöF¸ �q�± 8 Fþ�ÍG" 
°�ŠFç
G � F éF ¹ � æ� �F ÷F Ý G �( 
� VF ÿ 0 HZ 63 F ÷ F éF ¹

/² 2-19 GUGc G7 GyGV Fþ DSCP 
°�ŠG;Gs GŠFç FÝ FÔ�ÍGlGQ Ge

DSCP �Í G;Gs GŠ ID - F ç F Ý F Ô� Í ID

0 HZ 39 1–1

40 HZ 47 2–1

48 HZ 63 1–1

Gx Gx GŠGG �š�f
Æ��
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mls qos srr-queue input dscp-map

Ü4E�¥

I G •G TG ŠG FF ÿG ;G s G ŠF Ü
G 1

z GŠ GnFÜ�9Fþ�‰

b
Ô� Í

� Š

lG Q G b G •

GŠFû�m
�Q#Ý�VFþG: G2 GW Gw G2G•
°�ŠGkGŠGV Fû�m G� �\Fö G� G�Fï DSCP Fû G�FóFöF¸ 
°�ŠG� FïFÿ���ŠFþG;Gs GŠFÚG�G�Fç FÝ FÔ�ÍF
F å G �G � F éF ¹

F ç F Ý F Ô� Í 3 F þ G W G { G Q G eF ç F Ý F Ô� Í H �%H � F ÿ� ¦� SF û� �* OF å G �F ö F ÔG � F éF ¹ G _G ŠG
FÔFóG� FÔFþ"g�ÂFû�PFç Fö0¿��Få G�G� FéF¹mls qos srr-queue input threshold G>G{ GŠG^ Gy G A G •G c
G<Gs Gz GŠGEGu G• G A G l G • G WG " � Q# Ý F éG �F ø F ¸ 
 °� ŠG ;G s G ŠF û 2 FôFþ5�G��ÜFáGTGŠ Gy G W G { G Q G e H �WTDH�
F ç F Ý F Ô� Í H �%H � G " � m G � � \F ö G �F ã F ø F ÜF ÷F Ý G � F éF ¹

�›  DSCP �ÍG" $�Fú G�G;Gs GŠFÚG�G�Fç FÝ FÔ�ÍFþ)�G��œG�FëFûGlGQ Gb G• G>Fç FöF¸ GcG
� 2F ÷� �# .F å G �G � G � F Ö F ûF éG �F ã F ø F ÜF ÷F Ý G � F éF ¹

G A G l G • G W F ÒF ï G � � q� ± 8 �¶Fþ DSCP �ÍG" GlGQ Gb G• G>F÷FÝ G� FéF¹

�[ ��Fþ�[F÷FÿF¸ DSCP �Í  0 HZ 6 G " F ¸ 
 °� ŠG ;G s G Š 1 F ø G W G { G Q G eF ç F Ý F Ô� Í 50% F þ F ç F Ý F Ô� Í 1 FûGlGQ G
G • G >F éG �� ‰� 2G " & gF ç G � F éF ¹DSCP �Í  20 HZ 26 FÿF¸ 
°�ŠG;Gs GŠ 1 F ø G W G { G Q G eF ç F Ý F 70% F þ F ç F Ý
FÔ�Í  2 FûGlGQ Gb G• G>Fç G� FéF¹
Switch(config)# mls qos srr-queue input dscp-map queue 1 threshold 1 0 1 2 3 4 5 6
Switch(config)# mls qos srr-queue input dscp-map queue 1 threshold 2 20 21 22 23 24 25 26
Switch(config)# mls qos srr-queue input threshold 1 50 70

0¿��G" &�1� FéG�FûFÿFşhow mls qos maps "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
mls qos srr-queue input bandwidth G E G 5 G 2G e G W G w G 4 G • G W G { G aG • H �SRRH � F þ5 �G �G " 
 °

G ;Gs GŠFû�m G� � \Fö G � FéF ¹
mls qos srr-queue input buffers 
°�ŠG;Gs GŠ6ëFþG^GQ Gc G/G" �m G� �\Fö G� FéF¹
mls qos srr-queue input cos-map Class of ServiceH�CoSH � � ÍG " 
 °� ŠG ;G s G ŠF ûG

G>FéG�FÛF¸CoS �ÍG" G;Gs GŠFÚG�G�Fç FÝ FÔ�Í ID Fû
GlGQ Gb G• G>Fç G� FéF¹

mls qos srr-queue input priority-queue 
°�ŠGe Gw G2 G8Gx GT G1 G;Gs GŠG" 0¿��Fç F¸ �•�æ�œG" �–
0ÉFç G� FéF¹

mls qos srr-queue input threshold WTD Fç FÝ FÔ�ÍFþG_GŠGI G•GTGŠGFG" 
°�ŠG;Gs
G � � \F ö G � F éF ¹

show mls qos maps QoS FþGlGQ Gb G• G>�_� �G" / ²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mls qos srr-queue input priority-queue

÷� •
z G ŠG EG u

G • G WF þ

#F ¹

ç Fö Fß FðFå FÔ

^GŠGCGd
^G Q G = G eG z G Š G •F Ü3 æ4 )F ÷

" GW G{ GQ GeFç Fö FÔG���

0ÉFå G�

�æ��
F ¹

Fö FÔG�

Fÿ
mls qos srr-queue input priority-queue
Gx G• G>FÜ3}3uFç Fö FÔG����œF¸ 
°�ŠGe Gw G2 G8Gx GT G1 G ;Gs GŠG" 0¿� �Fç FöF ¸ GG GM GQ G= G x G • G >� VF
�æ�œG" �–0É FéG�FûFÿF¸mls qos srr-queue input priority-queue G>G{ GŠG^ Gy G A G •G c G 1 G <G s G
G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿF ¸ F ã F þG A G l no �g�'G" �Q#ÝFç G� FéF¹

mls qos srr-queue input priority-queue queue-id bandwidth weight

no mls qos srr-queue input priority-queue queue-id

H��@H� F ã F þG A G l G • G WF ÿF ¸Catalyst 2960-S G G G 2G Q G OF ÷F ÿG CG kG ŠG V F å G �F ö F ÔG � F ëG

�S�eFþ1��Â

GUGc G7 GyGV G e G w G 2 G 8G x G T G 1 G ;Gs GŠFÿG;Gs GŠ 2 F÷F¸ �•�æ�œFþ 10% FÜ�m G� �\Fö G� G�Fö FÔG� FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•G e G w G 2 G 8G x G T G 1 G;Gs GŠFÿF¸ 
ƒ
›Fç Fö4
G� G��²0[FÜ FÒ G�GV Gw Gc G1 GQ G= Fû7H G� �Q#ÝF
H�4���Fø GFGQ GM G" �q�`7HFûFø FùG� G��²0[Fþ FÒ G�8b�ŒGV Gw Gc G1 GQ G= Fú FùH�F¹

G e G w G 2 G 8G x G T G 1 G ;Gs GŠFÿGG GM GQ G= Gx G• G>�VF÷�•�æ�œFþ�M4ŠFÜ�–0ÉFå G�Fö FÚG� F¸ G8GŠG
G G G = G w G 2 G d� ºF þG G G M G Q G = � VF ÷G [G Q G V G }G ŠG = G V G w G c G 1 G Q G = F Ü� ¨ F Ô� �� œ H �G
FÝ G�5� G� G� G� GV Gw Gc G1 GQ G= FÜ�¨ FÔ���œF¸ FÚG�G�G;Gs GŠFÜ 6�¼F÷GcGz GŠ GnG
�œH� FûF¸ 4���Fø GFGQ GM G" 3M�öFç G� FéF¹

�±FÝ FÔ�ÍFÿGG GM GQ G= 
²�/Fû�s8jG" �Z FØF¸ GG GM GQ G= G_GcG7 GŠGl G•GG G" �*�WFå Fë G�FïG�F¸ �–
G��•�æ�œFþ�œ0£Fÿ�D7HFå G�G� FéF¹

G E G 5 G 2G e G W G w G 4 G • G W G { G aG • H �SRRH � F ÿF ¸mls qos srr-queue input priority-queue queue-id 
bandwidth weight G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WF þ bandwidth G;GŠ G}GŠ GW F÷
Få G�FïFø FÚG� F¸ 0¿���íG�Fþ5�G�Fû�‘ FÔGe Gw G2 G8Gx GT G1 G ;Gs GŠFûGCGŠ GaGG G" � f� jFç G � FéSRR 
FÿF¸ �g�‰Fþ
°�ŠG;Gs GŠF÷�g G� Fþ�•�æ�œG" 
¹�wFç F¸mls qos srr-queue input bandwidth weight1 
weight2 G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • GA Gl G• GW F÷0¿��Få G�Fï G4 G5 G2GV F÷�æ��Fç
GCGŠ GaGG G" /œ FÔG� FéF¹

G e G w G 2 G 8G x G T G 1 G;Gs GŠ G2 G• G>G" GUG1 GIGŠGd GyFûFéG�FûFÿF¸ �•�æ�œFþ5�G�G" 0 Fû0¿��Fç G� FéF¹ Fï
F ø F ØG �F ¸mls qos srr-queue input priority-queue queue-id bandwidth 0 G " 
 °� ŠF ç G � F éF ¹

queue-id 
°�ŠFþG;Gs GŠ IDF ¹ � æ� �F ÷F Ý G �( 
� VF ÿ 1 HZ 2 F ÷ F éF ¹
bandwidth weight G G G M G Q G = Gx G• G>Fþ�•�æ�œFþG_GŠGI G•GTGŠGFF¹ �æ��F÷FÝ G�(
�V 

0 HZ 40 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mls qos srr-queue input priority-queue

GŠ

;G s G Š

Q G b G • G >F ¸ G �
ç

ŠF û

I G •G TG ŠG F
�[ ��Fþ�[F÷FÿF¸ GG GM GQ G= F÷G;Gs GŠFþ
°�Š�•�æ�œG" �m G� �\Fö G��‰�2G" &gFç G� FéF¹ G;Gs 1 Fÿ�m G� �\
Fö G� G�Fï�•�æ�œFþ 10% G " � âF ôG e G w G 2 G 8G x G T G 1 G ;Gs GŠF÷ FéF¹G ;Gs GŠ 1 F ø G ;G s G Š 2 Fû�m G� �\Fö G� G�
Fï�•�æ�œFþ�š"áFÿF¸4/ H�4+4H � F ÷ F éF ¹SRR Fÿ�q�6F¸ 0¿��Få G�Fï 10% Fþ�•�æ�œG" G;Gs GŠ 1 H�Ge Gw
G 2 G 8G x G T G 1 G ;Gs GŠH� FûGCGŠ GaGG Fç G� FéF ¹ F íFþ� ‹F ¸SRR Fÿ�g G� Fþ 90% Fþ�•�æ�œG" G;Gs GŠ 1 Fø
G;Gs GŠ 2 FûFí G�FîG� 45% FêFô� ’'¼Fû�(4ÄFç G� FéF¹
Switch(config)# mls qos srr-queue input priority-queue 1 bandwidth 10
Switch(config)# mls qos srr-queue input bandwidth 4 4

0¿��G" &�1� FéG�FûFÿFşhow mls qos interface [interface-id] queueing G � F ïF ÿ show mls qos 
input-queue "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
mls qos srr-queue input bandwidth G E G 5 G 2G e G W G w G 4 G • G W G { G aG • H �SRRH � F þ5 �G �G " 
 °� ŠG

Fû�m G� �\Fö G� FéF¹
mls qos srr-queue input buffers 
°�ŠG;Gs GŠ6ëFþG^GQ Gc G/G" �m G� �\Fö G� FéF¹
mls qos srr-queue input cos-map Class of ServiceH�CoSH � � ÍG " 
 °� ŠG ;G s G ŠF ûG lG

FïFÿ CoS �ÍG" G;Gs GŠFÚG�G�Fç FÝ FÔ�Í ID FûGlGQ Gb G• G>F
G � F éF ¹

mls qos srr-queue input dscp-map DiffServ G A G Š G W G k G 2 G •G V H �DSCPH � � ÍG " 
 °� ŠG ;G s G
GlGQ Gb G• G>FéG�FÛF¸DSCP �ÍG" G;Gs GŠFÚG�G�Fç FÝ FÔ�Í ID 
FûGlGQ Gb G• G>Fç G� FéF¹

mls qos srr-queue input threshold Weighted Tail-DropH�WTDH � F ç F Ý F Ô� ÍF þG _G ŠG
G " 
 °� ŠG ;G s G ŠF û� m G � � \F ö G � F éF ¹

show mls qos input-queue 
°�ŠG;Gs GŠFþ0¿��G" /²&gFç G� FéF¹
show mls qos interface queueing Quality of ServiceH�QoSH � � _� �G " / ²& gF ç G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mls qos srr-queue input threshold

FÿF¸
� F éF ¹ G U

#F ¹

ÒG � G � F éF ¹

G>
¸ F ã F þ F ç F Ý F Ô

F ï F ðF ç F ¸ F ç F Ý F Ô� Í
Ý G;Gs GŠ

1

F ¹

;G s G ŠF û� m G � � \
ŠGG
mls qos srr-queue input threshold

°�ŠG;Gs GŠFû Weighted Tail-DropH�WTDH� Fç FÝ FÔ�ÍFþG_GŠGI G•GTGŠGFG" �m G� �\Fö G�Fûmls 
qos srr-queue input threshold G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G
GcG7 GyGV 0¿� �Fû� ` FéFûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

mls qos srr-queue input threshold queue-id threshold-percentage1 threshold-percentage2

no mls qos srr-queue input threshold queue-id

H��@H� F ã F þG A G l G • G WF ÿF ¸Catalyst 2960-S G G G 2G Q G OF ÷F ÿG CG kG ŠG V F å G �F ö F ÔG � F ëG

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â

GUGc G7 GyGV Quality of ServiceH�QoSH � F Ü G 2 G [G ŠG d G yF úF ø F Ý F ÿF ¸WTD G � G 2 G [G ŠG d G yF ÷ F éF ¹

2 FôFþ WTD F ç F Ý F Ô� ÍF ÿF ¸100% Fû0¿��Få G�G� FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•QoS FÿF¸CoS/F ç F Ý F Ô� ÍG lG Q G eG � F ïF ÿ DSCP/F ç F Ý F Ô� ÍG lG Q G eG " � Q# ÝF ç F öF ¸ F ùF þ Class of Service
H�CoSH � � ÍG � F ïF ÿ DiffServ G A G Š G W G k G 2 G •G V H �DSCPH � � ÍG " F ç F Ý F Ô� Í 1 F ø F ç F Ý F Ô� Í 2 FûGlGQ Gb G•
FéG�FÛG" �8�9Fç G� FéF¹ Fç FÝ FÔ�Í 1 G " 2 x F ØF ï� �� œF ÿF ¸ F ç F Ý F Ô� ÍG " 2 x F ØF úF ß F ú G �G � F ÷F
�ÍFû�m G� �\Fö G� G�Fï CoS G � F ïF ÿ DSCP G " � âF ôG _G ?G Q G V F Ü G W G { G Q G eF å G �G � F éF ¹ 
2 Fû�m G� �\Fö G� G�FïG_G?GQ GV FÿF¸2 $�G�Fþ Fç FÝ FÔ�ÍG" 2x FØ G�Fã Fø FÜFú FÔ7H G� F¸ �,FÝ )FF
Fû
°G�G� G�3æ�™Få G�G� FéF¹

�›G;Gs GŠFûFÿF¸2 FôFþ0¿���•+�Fú H��Â&gH� GW G{ GQ GeFç FÝ FÔ�ÍFø 1 FôFþ�¦�S0¿��Få G�Fï H��/;òH�
G W G { G Q G eF ç F Ý F Ô� Í H �G c G yH � F Ü F ÒG � G � F éF ¹

CoS/F ç F Ý F Ô� ÍG lG Q G eG " 0 ¿� � F éG �F ûF ÿF ¸mls qos srr-queue input cos-map G>G{ GŠG^ Gy G A G •G c G
G<Gs Gz GŠGEGu G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹DSCP/F ç F Ý F Ô� ÍG lG Q G eG " 0 ¿� � F éG �F ûF ÿF ¸mls qos 
srr-queue input dscp-map G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F é

queue-id 
°�ŠG;Gs GŠFþ ID F ÷ F éF ¹ � æ� �F ÷F Ý G �( 
� VF ÿ 1 HZ 2 F ÷ F éF ¹
threshold-percentage1 
threshold-percentage2

2 FôFþ WTD F ç F Ý F Ô� Í H �%H � F ÷ F éF ¹ � ›F ç F Ý F Ô� ÍF ÿF ¸ G
Fö G� G�FïG;Gs GŠ0°3Ù�ÊFþ)r�XFû�P FéG��m�œF÷ FéF¹ �›�ÍFÿGG GhG
F÷�
�) G� G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ 100 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mls qos srr-queue input threshold

éF¹ G;Gs GŠ

� Š

lG Q G b G •

s G Š
Ý

F ¹
�[ ��Fþ�[F÷FÿF¸ 2 FôFþG;Gs GŠFûGTGŠ GyGW G{ GQ GeFç FÝ FÔ�ÍG" 0¿�� FéG��‰�2G" &gFç G� F 1 Fþ
F ç F Ý F Ô� ÍF ÿ 50% Fø 100%F ¸ G ;G s G Š 2 F þ F ç F Ý F Ô� ÍF ÿ 70% Fø 100% F ÷ F éF ¹
Switch(config)# mls qos srr-queue input threshold 1 50 100
Switch(config)# mls qos srr-queue input threshold 2 70 100

0¿��G" &�1� FéG�FûFÿFşhow mls qos interface [interface-id] buffers G � F ïF ÿ show mls qos 
input-queue "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
mls qos srr-queue input bandwidth G E G 5 G 2G e G W G w G 4 G • G W G { G aG • H �SRRH � F þ5 �G �G " 
 °

G ;Gs GŠFû�m G� � \Fö G � FéF ¹
mls qos srr-queue input buffers 
°�ŠG;Gs GŠ6ëFþG^GQ Gc G/G" �m G� �\Fö G� FéF¹
mls qos srr-queue input cos-map Class of ServiceH�CoSH � � ÍG " 
 °� ŠG ;G s G ŠF ûG

G>F¸ G� FïFÿ CoS �ÍG" G;Gs GŠFÚG�G�Fç FÝ FÔ�Í ID Fû
GlGQ Gb G• G>Fç G� FéF¹

mls qos srr-queue input dscp-map DiffServ G A G Š G W G k G 2 G •G V H �DSCPH � � ÍG " 
 °� ŠG ;G
FûGlGQ Gb G• G>FéG�FÛF¸DSCP �ÍG" G;Gs GŠFÚG�G�Fç F
FÔ�Í  ID FûGlGQ Gb G• G>Fç G� FéF¹

mls qos srr-queue input priority-queue 
°�ŠGe Gw G2 G8Gx GTG1 G;Gs GŠG" 0¿��Fç F¸ �•�æ�œG" �–
0ÉFç G� FéF¹

show mls qos input-queue 
°�ŠG;Gs GŠFþ0¿��G" /²&gFç G� FéF¹
show mls qos interface buffers Quality of ServiceH�QoSH � � _� �G " / ²& gF ç G � F é
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mls qos srr-queue output cos-map

�Í
z G ŠG EG u

G • G WF þ

F¹ �æ

F¹ �æ
mls qos srr-queue output cos-map
Class of ServiceH�CoSH � � ÍG " � �� ŠG ;G s G ŠF ûG lG Q G b G • G >F ¸ G � F ïF ÿ CoS �ÍG" G;Gs GŠFÚG�G�Fç FÝ FÔ 
ID FûGlGQ Gb G• G>FéG�FûFÿF¸mls qos srr-queue output cos-map G>G{ GŠG^ Gy G A G •G c G 1 G <G s G
G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿF ¸ F ã F þG A G l no �g�'G" �Q#ÝFç G� FéF¹

mls qos srr-queue output cos-map queue queue-id { cos1...cos8 | threshold threshold-id 
cos1...cos8}

no mls qos srr-queue output cos-map 

�S�eFþ1��Â

GUGc G7 GyGV /²  2-20 FÿF¸ GUGcG7 GyGV Fþ CoS ���ŠG;Gs GŠFç FÝ FÔ�ÍGlGQ GeG" &gFç Fö FÔG� FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

queue queue-id G;Gs GŠ$��•G" �æ��Fç G� FéF¹

queue-id F÷�æ��F÷FÝ G�(
�VFÿ 1 HZ 4 F ÷ F éF ¹
cos1...cos8 CoS �ÍG" ���ŠG;Gs GŠG�GlGQ Gb G• G>Fç G� FéF¹

cos1...cos8 FûFÿF¸ �q�± 8 �¶Fþ�ÍG" GG GhGŠGG F÷�
�)FóFö 
°�ŠFç G� Fé
��F÷FÝ G�(
�VFÿ 0 HZ 7 F ÷ F éF ¹

threshold threshold-id 
cos1...cos8

CoS �ÍG" G;Gs GŠFþ Fç FÝ FÔ�Í ID FûGlGQ Gb G• G>Fç G� FéF¹

threshold-id F÷�æ��F÷FÝ G�(
�VFÿ 1 HZ 3 F ÷ F éF ¹

cos1...cos8 FûFÿF¸ �q�± 8 �¶Fþ�ÍG" GG GhGŠGG F÷�
�)FóFö 
°�ŠFç G� Fé
��F÷FÝ G�(
�VFÿ 0 HZ 7 F ÷ F éF ¹

/² 2-20 GUGc G7 GyGV Fþ CoS ���ŠG;Gs GŠFç FÝ FÔ�ÍGlGQ Ge

CoS �Í G;Gs GŠ ID - F ç F Ý F Ô� Í ID

0F¸1 2–1

2F¸3 3–1

4 4–1

5 1–1

6F¸7 4–1

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mls qos srr-queue output cos-map

I G •G TG ŠG FF ÿG ;G s G ŠF Ü

ûFôFÔFö���(#.
G •G "  6F ï F å F ú

� Q# Ý
�F ã

Ý G� FéF¹ Fã G�Fû

� \F ö G � G �F ï

ÿ

ŠF ¸ G �

g G 2 G w G aG x
pGx �m G� � \Fö G"

éF¹

ç G � FéF ¹
�Q#Ý�VFþG: G2 GW Gw G2G•F ç F Ý F Ô� Í 3 F þ G W G { G Q G eF ç F Ý F Ô� Í H �%H � F ÿ� ¦� SF û� �* OF å G �F ö F ÔG � F éF ¹ G _G ŠG
FÔFóG� FÔFþ"g�ÂFû�PFç Fö0¿��Få G�G� FéF¹

H��@H� ���ŠG;Gs GŠFþGUGcG7 GyGV 0¿��FÿF¸ G�Fø G# FùFþ"g�#Fû4:Fç Fö FÔG� FéF¹ ���ŠG;Gs GŠF
0ŽFç Fï FÖ FØF÷F¸ Fã G�G�Fþ0¿��FÜ GtGŠGDFþ Quality of ServiceH�QoSH � G K G x G s G ŠG EG u
FÔFø �8�•Fç Fï���œFû7H G� F¸ 0¿��G" �š�f FéG�Fã Fø FÜF÷FÝ G� FéF¹

mls qos queue-set output qset-id threshold G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG "
FéG�Fø F¸ ���ŠG;Gs GŠFû 2 FôFþ5�G��ÜFáGTGŠ Gy G W G { G Q G e H �WTDH � F ç F Ý F Ô� Í H �%H � G " � m G � � \F ö G
F ø F ÜF ÷F Ý G � F éF ¹

�›  CoS �ÍG" F¸ $�Fú G�G;Gs GŠFÚG�G�Fç FÝ FÔ�ÍFþ)�G��œG�FëFû�PFç Fö GlGQ Gb G• G>F÷F
G � G � G cG z G Š G nG " $ �F ú G �� ·� 8F û� ‘G �F ë G �F ã F ø F ÜF ÷F Ý G � F éF ¹

�[ � �Fþ�[F÷FÿF¸ GkGŠGV G" G;Gs GŠGIGQ GV 1 FûGlGQ Gb G• G>FéG��‰�2G" &gFç G� FéF¹CoS �Í  0 HZ 3 G " � �� Š
G ;Gs GŠ 1 F ø F ç F Ý F Ô� Í ID 1 FûGlGQ Gb G• G>Fç G� FéF¹ G;Gs GŠ 1 F þ G W G { G Q G eF ç F Ý F Ô� ÍG " � m G �
G o G pG x F þ 50% Fø 70% Fû0¿��Fç F¸ �m G� �\Fö G� G�Fï Go GpGx Fþ 100% G" �–0É H��£(ÙH� Fç FöF¸ Fã Fþ
G;Gs GŠFÜG_G?GQ GV G" GW G{ GQ GeFëFêFû�–�âF÷FÝ G��q�±Go GpGx G" 200% Fû0¿��Fç G� FéF¹
Switch(config)# mls qos srr-queue output cos-map queue 1 threshold 1 0 1 2 3
Switch(config)# mls qos queue-set output 1 threshold 1 50 70 100 200
Switch(config)# interface gigabitethernet2/0/1 
Switch(config-if)# queue-set 1

0¿��G" &�1� FéG�FûFÿFşhow mls qos mapsF¸show mls qos interface [interface-id] buffersF ¸ G � F ïF 
show mls qos queue-set "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
mls qos srr-queue output dscp-map DiffServ G A G Š G W G k G 2 G •G V H �DSCPH � � ÍG " � �� ŠG ;G s G

FïFÿG;Gs GŠFø Fç FÝ FÔ� Í ID FûGlGQ Gb G• G>Fç G� FéF¹
mls qos queue-set output threshold WTD F ç F Ý F Ô� ÍG " 0 ¿� �F ç F öF ¸ G ^G Q G c G /F þ G 0G

GTG1 G" �–0ÉFç F¸ G;Gs GŠGIGQ GV G�Fþ�q�±Go G
0¿��Fç G� FéF¹

queue-set GkGŠGV G" G;Gs GŠGIGQ GV FûGlGQ Gb G• G>Fç G� F
show mls qos interface buffers QoS �_��G" /²&gFç G� FéF¹
show mls qos maps QoS FþGlGQ Gb G• G>�_� �G" / ²&gFç G� FéF¹
show mls qos queue-set G ;Gs GŠGIGQ GV Fþ� ��ŠG ;Gs GŠGIGQ GV � ÍG" / ²&gF
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mls qos srr-queue output dscp-map

F ¸ G � F ïF ÿ
^
éF ûF ÿF ¸ F ã F þG A G l G •

ÒG � G � F éF ¹
mls qos srr-queue output dscp-map
Diffserv G A G Š G W G k G 2 G •G V H �DSCPH � � ÍG " � �� ŠG ;G s G ŠF ûG lG Q G b G • G >F éG �F Û DSCP �ÍG"
G ;Gs GŠFÚG�G �Fç FÝ FÔ� Í ID FûGlGQ Gb G• G>FéG�FûFÿF¸mls qos srr-queue output dscp-map G>G{ GŠG
Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F
GWFþ no �g�'G" �Q#ÝFç G� FéF¹

mls qos srr-queue output dscp-map queue queue-id { dscp1...dscp8 | threshold threshold-id 
dscp1...dscp8}

no mls qos srr-queue output dscp-map 

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â

GUGc G7 GyGV /²  2-21 FûF¸ GUGcG7 GyGV Fþ DSCP ���ŠG;Gs GŠFç FÝ FÔ�ÍFþGlGQ GeG" &gFç G� FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

queue queue-id G;Gs GŠ$��•G" �æ��Fç G� FéF¹

queue-id F÷�æ��F÷FÝ G�(
�VFÿ 1 HZ 4 F ÷ F éF ¹
dscp1...dscp8 DSCP �ÍG" ���ŠG;Gs GŠFûGlGQ Gb G• G>Fç G� FéF¹

dscp1...dscp8 FûFÿF¸ �›�ÍG" GG GhGŠGG F÷�
�)FóFöF¸ �q�± 8 Fþ�ÍG" 
°�ŠFç
G � F éF ¹ � æ� �F ÷F Ý G �( 
� VF ÿ 0 HZ 63 F ÷ F éF ¹

threshold threshold-id 
dscp1...dscp8

DSCP �ÍG" G;Gs GŠFç FÝ FÔ�Í ID FûGlGQ Gb G• G>Fç G� FéF¹

threshold-id F÷�æ��F÷FÝ G�(
�VFÿ 1 HZ 3 F ÷ F éF ¹

dscp1...dscp8 FûFÿF¸ �›�ÍG" GG GhGŠGG F÷�
�)FóFöF¸ �q�± 8 Fþ�ÍG" 
°�ŠFç
G � F éF ¹ � æ� �F ÷F Ý G �( 
� VF ÿ 0 HZ 63 F ÷ F éF ¹

/² 2-21 GUGc G7 GyGV Fþ DSCP ���ŠG;Gs GŠFç FÝ FÔ�ÍGlGQ Ge

DSCP �Í G;Gs GŠ ID - F ç F Ý F Ô� Í ID

0 HZ 15 2–1

16 HZ 31 3–1

32 HZ 39 4–1

40 HZ 47 1–1

48 HZ 63 4–1

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mls qos srr-queue output dscp-map

I G •G TG ŠG FF ÿG ;G s G ŠF Ü

ûFôFÔFö���(#.
Fû7H G� F¸

� Q# Ý
�F ã

z GŠ GnFÜ�9Fþ�‰

� � \F ö G � G �
Fþ

ÿ

F ÿG ;G s G ŠF ø

g G 2 G w G aG x
pGx �m G� � \Fö G"

éF¹

ç G � FéF ¹
�Q#Ý�VFþG: G2 GW Gw G2G•F ç F Ý F Ô� Í 3 F þ G W G { G Q G eF ç F Ý F Ô� Í H �%H � F ÿ� ¦� SF û� �* OF å G �F ö F ÔG � F éF ¹ G _G ŠG
FÔFóG� FÔFþ"g�ÂFû�PFç Fö0¿��Få G�G� FéF¹

H��@H� ���ŠG;Gs GŠFþGUGcG7 GyGV 0¿��FÿF¸ G�Fø G# FùFþ"g�#Fû4:Fç Fö FÔG� FéF¹ ���ŠG;Gs GŠF
0ŽFç Fï FÖ FØF÷F¸ Fã Fþ0¿��FÜ GtGŠGDFþ QoS GK Gx Gs GŠGEGu G•G"  6Fï Få Fú FÔFø �8�•Fç Fï���œ
0¿��G" �š�fFç Fö Fß FðFå FÔF¹

mls qos queue-set output qset-id threshold G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG "
FéG�Fø F¸ ���ŠG;Gs GŠFû 2 FôFþ5�G��ÜFáGTGŠ Gy G W G { G Q G e H �WTDH � F ç F Ý F Ô� Í H �%H � G " � m G � � \F ö G
F ø F ÜF ÷F Ý G � F éF ¹

�›  DSCP �ÍG" $�Fú G�G;Gs GŠFÚG�G�Fç FÝ FÔ�ÍFþ)�G��œG�FëFûGlGQ Gb G• G>Fç FöF¸ GcG
� 2F ÷� �# .F å G �G � G � F Ö F ûF éG �F ã F ø F ÜF ÷F Ý G � F éF ¹

G A G l G • G W F ÒF ï G � � q� ± 8 �¶Fþ DSCP �ÍG" GlGQ Gb G• G>F÷FÝ G� FéF¹

�[ � �Fþ�[F÷FÿF¸ GkGŠGV G" G;Gs GŠGIGQ GV 1 FûGlGQ Gb G• G>FéG��‰�2G" &gFç G� FéF¹DSCP �Í  0 HZ 3 G " � �
�ŠG;Gs GŠ 1 F ø F ç F Ý F Ô� Í ID 1 FûGlGQ Gb G• G>Fç G� FéF¹ G;Gs GŠ 1 F þ G W G { G Q G eF ç F Ý F Ô� ÍG " � m G
F ï G o G pG x F þ 50% Fø 70% Fû0¿��Fç F¸ �m G� �\Fö G� G�Fï Go GpGx Fþ 100% G" �–0É H��£(ÙH� Fç FöF¸ Fã
G;Gs GŠFÜG_G?GQ GV G" GW G{ GQ GeFëFêFû�–�âF÷FÝ G��q�±Go GpGx G" 200% Fû0¿��Fç G� FéF¹
Switch(config)# mls qos srr-queue output dscp-map queue 1 threshold 1 0 1 2 3
Switch(config)# mls qos queue-set output 1 threshold 1 50 70 100 200
Switch(config)# interface gigabitethernet2/0/1 
Switch(config-if)# queue-set 1

0¿��G" &�1� FéG�FûFÿFşhow mls qos mapsF¸show mls qos interface [interface-id] buffersF ¸ G � F ïF 
show mls qos queue-set "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
mls qos srr-queue output cos-map Class of ServiceH�CoSH � � ÍG " � �� ŠG ;G s G ŠF ¸ G � F ï

F ç F Ý F Ô� Í ID FûGlGQ Gb G• G>Fç G� FéF¹
mls qos queue-set output threshold WTD F ç F Ý F Ô� ÍG " 0 ¿� �F ç F öF ¸ G ^G Q G c G /F þ G 0G

GTG1 G" �–0ÉFç F¸ G;Gs GŠGIGQ GV G�Fþ�q�±Go G
0¿��Fç G� FéF¹

queue-set GkGŠGV G" G;Gs GŠGIGQ GV FûGlGQ Gb G• G>Fç G� F
show mls qos interface buffers Quality of ServiceH�QoSH � � _� �G " / ²& gF ç G � F éF ¹
show mls qos maps QoS FþGlGQ Gb G• G>�_� �G" / ²&gFç G� FéF¹
show mls qos queue-set G ;Gs GŠGIGQ GV Fþ� ��ŠG ;Gs GŠGIGQ GV � ÍG" / ²&gF
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mls qos trust

ŠG EG u G •
?GQ GV FþW

�F ã F ø F û
GWFþ

Fï���œF¸ GUGcG7 GyGV

¸ G W G o G 2 G •F þ G 6G Q G FF ÷� (8 ®F å G �G � F éF ¹
V G " � (8 ® F éG �� ²0 [F Ü
kGŠ
Gw Gc G1 GQ G= Fþ�(8®Fû�Q#ÝFå

éF¹
UG cG 7 G yG V

æ�™
G" �(8®

� V� )
¹ 8 �÷
Fú

V

y
ç G � F éF ¹ 8 �
¹

mls qos trust
GkGŠGV Fþ�™8—"g�ÂG" 0¿�� FéG�FûFÿF¸mls qos trust  G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G GA
Gl G• GWG" �Q#ÝFç G� FéF¹ 
°�ŠGV Gw Gc G1 GQ G= G" �™8—F÷FÝ G� G� FÖ FûFú G� F¸ G_G DiffServ G A G Š G 
G k G 2 G •G V H �DSCPH�FÇlass of ServiceH�CoSH�F¸ G� FïFÿ IP precedence F þ G c G 1 G Š G yG WG " 1 *G 	 G
G� G� �(8®FÜ��/œFå G�G� FéF¹ GkGŠGV G" �™8—F÷FÝ Fú FÔ"g�ÂFû�` FéFûFÿF¸ Fã FþGA Gl G• no �g�'G"
�Q#ÝFç G� FéF¹

mls qos trust [cos | device cisco-phone | dscp | ip-precedence]

no mls qos trust [cos | device | dscp | ip-precedence]

�S�eFþ1��Â

GUGc G7 GyGV GkGŠGV Fÿ�™8—Få G�Fö FÔG� FëG#F¹ G;GŠ G}GŠ GWG" �æ��FëFêFûGA Gl G• GWG" 
°�ŠFç
Fÿ dscp F ÷ F éF ¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•Quality of ServiceH�QoSH � G W G o G 2 G •F û% T� ™ F éG �G _G ?G Q G V F ÿF
G_G?GQ GV FÜ G6GQ GFF÷�(8®Få G�G�Fø F¸QoS G W G o G 2 G •
 ÆF þ� ›G G G 2G Q G OF ÷G _G ?G Q G
F ú F ÔF þF ÷F ¸QoS G W G o G 2 G •
 ÆF þG G G 2G Q G O GkGŠGV Fÿ FÔFêG�FÛ 1 FôFþ�™8—"g�ÂFû0¿��F÷FÝ G� FéF¹ G
GV FÜ�™8—Få G�Fö FÔG�FÛ Fù FÖ FÛF¸ G� Fï FùFþG_G?GQ GV Fþ Gc G1 GŠ GyGWFÜGV
G�G�FþFÛG" �æ� � FéG�� ��œFûF¸ Fã FþGA Gl G• GWG" �Q#ÝFç G� FéF¹

cos H��õ�–H� G_G?GQ GV Fþ CoS �ÍG" �Q#ÝFç FöF¸ 
°�ŠG_G?GQ GV G" �(8®Fç G� F
G M G >F þ F ú F ÔG _G ?G Q G V F ûF ôF ÔF ö F ÿF ¸ G kG ŠG V F þG CoS �ÍG" �Q#ÝFç
G � F éF ¹

device cisco-phone H��õ�–H� �™8—0¿��Fû�Â FèFöF¸Cisco IP PhoneH��™8—Få G�G��C#úH� FÛ G� 3
F å G �F ï CoS G � F ïF ÿ DSCP �ÍG" �™8— FéG�Fã Fø Fû G� G� 
°�ŠG_G?GQ GV
F ç G � F éF ¹

dscp H��õ�–H� G_G?GQ GV DSCP � Í H �8 GaGQ GV GCGŠ GaGG GM G2Ge G c G 1 G Š G yG WF þ 
6 G aG Q G V H � G " � Q# ÝF ç F öF ¸ 
 °� ŠG _G ?G Q G V G " � (8 ®F ç G � F éF IP G_G?GQ GV F
G_G?GQ GV FÜGM G>�ÜFÝ Fþ���œFÿF¸ G_G?GQ GV CoS FÜ�Q#ÝFå G�G� FéF¹ GM G>
F ç G _G ?G Q G V F þ� �� œF ÿF ¸ G UG cG 7 G yG V F þG kG ŠG CoS �ÍFÜ�Q#ÝFå G�G� FéF¹

ip-precedence H��õ�–H� G_G?GQ GV Fþ IP precedence � Í H �8 GaGQ GV GCGŠ GaGG GM G2Ge G c G 1 G Š G
GWFþ�V�) 3 G aG Q G V H � G " � Q# ÝF ç F öF ¸ 
 °� ŠG _G ?G Q G V G " � (8 ®F IP G_
G?GQ GV F÷G_G?GQ GV FÜGM G>�ÜFÝ Fþ���œFÿF¸ G_G?GQ GV CoS FÜ�Q#ÝFå G�G� FéF
G M G >F þ F ú F Ô IP G_G?GQ GV Fþ���œF¸ GkGŠGV FþGUGcG7 GyGV Fþ CoS �ÍFÜ�Q#ÝFå
G�G� FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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mls qos trust

� ��œ

ŠGV

ï F ðF ç F ¸ G _

÷ FÒ

G
�e8Ÿ

9×Ge Gw G2 G8

G 5 G 2
�GUGŠGM G_G?GQ

•6 ë

G x
ëG #F ¹ � q� ‹

" 0¿�� FéG��‰�2

�2G"

F ¹

FéG	

Fç G� FéF¹
GkGŠGV Fû�™8— DSCP G � F ïF ÿ� ™8 — IP precedence FÜ0¿��Få G�F¸%T�™G_G?GQ GV FÜ8� IP G_G?GQ GV Fþ
FÿF¸CoS/DSCP GlGQ GeG" �Q#ÝFç FöF¸CoS �ÍFÛ G� �P�Â FéG� DSCP �ÍFÜ�_FÝ ��Få G�G� FéF¹CoS FÿF¸
G V G w G •G = GkGŠGV Fþ���œFÿG_G?GQ GV CoSF ¸ 8 �G V G w G •G = GkGŠGV Fþ���œFÿGUGcG7 GyGV FþGkG CoS 
F ø F ú G � G � F éF ¹

DSCP FÜ�™8—Få G�Fö FÔG����œF¸IP G_G?GQ GV Fþ DSCP G c G 1 G Š G yG WF ÿ� š� fF å G �G � F ëG #F ¹ F
G?GQ GV Fþ CoS �ÍG" H�DSCP/CoS GlGQ GeFû�öFõ FÔFöH� �š�f FéG�Fã Fø Fÿ�•+�F÷ FéF¹

CoS FÜ�™8—Få G�Fö FÔG����œF¸ G_G?GQ GV Fþ CoS G c G 1 G Š G yG W F ÿ� š� fF å G �G � F ëG #F ÜF ¸IP G_G?GQ GV F
G����œFûFÿ H�CoS/DSCP GlGQ GeFû�öFõ FÔFöH�DSCP G " � š� f F éG �F ã F ø F ÿF ÷F Ý G � F éF ¹

�™8—�C#ú�µ+�FÿF¸ GtGŠGDFÜ G[GQ GV G}GŠG= �ìFå G�Fï Cisco IP Phone F Û G � PC G " � )� •F ç F ¸ F ã G �G " G
G2GQ GO GkGŠGV Fû�K)FFç Fö�™8—Få G�Fï CoS G � F ïF ÿ DSCP 0¿��G" �<#Ý FéG����œFþGIG;Gs Gx GT G1
Fþ$Î#ÕG" 75�FFç G� FéF¹ GG G2GQ GOFÚG�G� IP Phone Fû�K)FFå G�FïGkGŠGV F÷ Cisco Discovery Protocol
H�CDPH� G" G>G{ GŠG^ GyFû G2 G[GŠGd GyFûFéG��²0[FÜ FÒG� G� FéF¹IP Phone FÜ�è��Få G�FúFÛFóFï���œF¸
�™8—�C#ú�µ+�FÿGG G2GQ GOG� FïFÿ GyGŠGTGQ GW GkGŠGV Fþ�™8—0¿��G" GUG1 GIGŠGd GyFûFç F¸
G x G T G 1 G ;Gs GŠFÜ1 �FóFö�Q#ÝFå G�Fú FÔG� FÖ FûFç G � FéF ¹

DSCP G � F ïF ÿ IP precedence Fþ�™8—0¿��G" /œ FÖ Fø F¸ %T�™G_G?GQ GV Fþ DSCP �ÍG� FïFÿ IP precedence 
�ÍFÜ�™8—Få G�G� FéF¹IP Phone Fû�K)F FéG�GG G2GQ GO GkGŠGV F÷ mls qos cos override G 2 G •G M G ŠG c
GG G A G •G c G 1 G <G s G z G ŠG EG u G • GA Gl G• GWG" 0¿�� FéG�Fø F¸ GG G2GQ GOFÿ%T�™8b�ŒFÚG�G
G V F þ CoS G " ! “�  F ûF ç F ¸ G UG cG 7 G yG V F þ CoS �ÍG" Fí G�G� Fû�m G� �\Fö G� FéF¹

QoS GW Go G2 G•6ë�C#úFþ���œFÿF¸ GkGŠGV G" DSCP �™8—"g�ÂFû0¿��Fç F¸DSCP �ÍFÜ QoS G W G o G 2 G
F÷$�Fú G����œFÿ DSCP/DSCP �š�nGlGQ GeG" 4:#Ý FéG�Fã Fø FÜF÷FÝ G� FéF¹

GkGŠGV �™8—"g�ÂG" �Q#ÝFç Fï�(8® H�FïFø FØG�F¸mls qos trust [cos | dscp | ip-precedence]H � F ø G k
GEGŠ GlGQ Ge H�FïFø FØG�F¸service-policy input policy-map-nameH � F ÿ�  � ìF û� æ� �F ÷F Ý G � F
Fû/œG�G�Fï0¿��Fû G� G� F¸ �SFþ0¿��FÜ�V�iFÝ Få G�G� FéF¹

�[ ��Fþ�[F÷FÿF¸ %T�™G_G?GQ GV Fþ IP precedence Gc G1 GŠ GyGWG" �™8— FéG� G� FÖ FûGkGŠGV G
G " & gF ç G � F éF ¹
Switch(config)# interface gigabitethernet2/0/1 
Switch(config-if)# mls qos trust ip-precedence

��Fþ�[F÷FÿF¸ GkGŠGV Fû�K)FFç Fö FÔG� Cisco IP Phone FÜ�™8—F÷FÝ G�/æ*(F÷ FÒ G�Fø �æ�� FéG��‰
&gFç G� FéF¹
Switch(config)# interface gigabitethernet2/0/1 
Switch(config-if)# mls qos trust device cisco-phone

show mls qos interface "I�’  EXEC G A G l G • G WG " 
 °� Š F éG �F ø F ¸ 0 ¿� �G " & �1 �F ÷F Ý G � F é

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
mls qos cos GUGcG7 GyGV FþGkGŠGV CoS �ÍG" ��*O FéG�FÛF¸ FÒ G� FÔFÿGkGŠGV Fþ

FöFþ%T�™G_G?GQ GV FûGUGcG7 GyGV Fþ CoS �ÍG" �m G� �\Fö G� FéF¹
mls qos dscp-mutation DSCP/DSCP �š�nGlGQ GeG" DSCP Fþ�™8—F÷FÝ G�GkGŠGV Fû4:#Ý
mls qos map CoS/DSCP GlGQ GeF¸DSCP/CoS GlGQ GeF¸DSCP/DSCP �š�nGlGQ GeF¸IP 

precedence/DSCP GlGQ GeF¸ FÚG�G�Gk Gx GE G• G>0¿�� DSCP GlGQ GeG" ��
*OFç G� FéF¹

show mls qos interface QoS �_��G" /²&gFç G� FéF¹
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monitor session

G V

Fç F¸ �¤�ÑFþ
GQ
1
¸
VFç Fï G� Fé
GA Gl G• GW

�•G" �æ��

G�

ŠGc G5 G2
V H�GM G2GeF¸
¹
c G 5 G 2

?G Q
monitor session
�‚0dFþGG G2GQ GO GW GkGŠGV G 0 G XG w G 2G D H �SPANH � G IG Q G EG u G •G � F ïF ÿ G x G pG Š SPAN H�RSPANH � 3 æ
�™
– / ��
›GIGQ GEGu G•G" 6ä��Fç F¸ G[GQ GV G}GŠG= GIG;Gs Gx GTG1 GUG^ G2GG H�Cisco IDS G I G •G CG Š G0
Ge Gw G2 G0G•GG Fú FùH� Fþ��
›GkGŠGV �VF÷
°�ŠGV Gw Gc G1 GQ G= G" G2 G[GŠGd GyFû SPAN G � F ï
Fÿ RSPAN GIGQ GEGu G•F÷ G2 G•GM GŠGc G5 G2GG G� VLAN G " 3 ã� •/ �P7VFç FŞPAN 3æ�™
–GV Gw Gc G1
G= G" "I��Fþ VLAN Fû�D7H H�Gc G1 GyGM Gx G• G>H� FéG�FûFÿF¸monitor session G>G{ GŠG^ Gy G A G •G c G
G<Gs Gz GŠGEGu G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹SPAN G � F ïF ÿ RSPAN GIGQ GEGu G•G" �P7VFç Fï G� FSPAN 
G � F ïF ÿ RSPAN GIGQ GEGu G•FÛ G�3æ�™
–/ ��
› G2 G•GM GŠGc G5 G2GG G� FïFÿGc G1 GyGM G" �P7
G�FûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹ ��
› G2 G•GM GŠGc G5 G2GG Fû�PFç Fö Fã Fþ
Fþ no � g� 'G " � Q# Ý F éG �F ø F ¸ G 9 G eG I G y� ìG 8G eG EG u G •F ÿ! “0 iF å G �G � F éF ¹

monitor session session_number destination { interface interface-id [, | -] [encapsulation { dot1q 
| replicate}] [ ingress { dot1q vlan vlan-id | untagged vlan vlan-id | vlan vlan-id}]} | { remote 
vlan vlan-id}

monitor session session_number filter vlan  vlan-id [, | -]

monitor session session_number source { interface interface-id [, | -] [both | rx  | tx]} | { vlan 
vlan-id [, | -] [both | rx  | tx]}| { remote vlan vlan-id}

no monitor session { session_number | all | local | remote}

no monitor session session_number destination { interface interface-id [, | -] [encapsulation 
{ dot1q | replicate} ] [ingress { dot1q vlan vlan-id | untagged vlan vlan-id | vlan vlan-id}]} | 
{ remote vlan vlan-id}

no monitor session session_number filter vlan  vlan-id [, | -]

no monitor session session_number source { interface interface-id [, | -] [both | rx  | tx]}  | {vlan 
vlan-id [, | -] [both | rx  | tx]} | { remote vlan vlan-id}

�S�eFþ1��Â session_number SPAN G � F ïF ÿ RSPAN GIGQ GEGu G•F÷1‘�9Få G�G�GIGQ GEGu G•$�
F ç G � F éF ¹ � æ� �F ÷F Ý G �( 
� VF ÿ 1 HZ 66 F ÷ F éF ¹

destination SPAN G � F ïF ÿ RSPAN Fþ��
›G" �æ��Fç G� FéF¹ ��
›Fÿ"@#.GkGŠGV F÷ FÒ
�²0[FÜ FÒG� G� FéF¹

interface interface-id SPAN G � F ïF ÿ RSPAN GIGQ GEGu G•Fþ��
›G� FïFÿ3æ�™
– G2 G•GM G
GG G" �æ��Fç G� FéF¹ �w� Fú G2 G•GM GŠGc G5 G2GG Fÿ"@#.GkGŠG
G G G M G Q G = Go G•G^F¸ GpGFGs GŠ GyF¸ GkGŠGV $��•G" �µG�H� F÷ FéF3æ�™
– G2
G•GM GŠGc G5 G2GGFþ���œFÿFĢkGŠGV GOGq G[ GyG � � w�  F ú G 2 G •G M G ŠG
GG G M G 2G eF ÷ F ÒG � F ¸ � æ� �F ÷F Ý G �( 
� VF ÿ 1 HZ 6 F ÷ F éF ¹

encapsulation dot1q H��õ�–H� ��
› G2 G•GM GŠGc G5 G2GG FÜ IEEE 802.1Q G9 GeGI Gy�ì�‰�'G" �Q#Ý
FéG�Fã Fø G" �æ��Fç G� FéF¹

��FþG;GŠ G}GŠ GWFÿF¸ G{ GŠG9 Gy SPAN FûFðFá�w� F÷ FéF¹RSPAN Fû�PFç
F ö F ÿFŖSPAN VLAN ID FÜ
–Fþ VLAN ID G " � V� iF Ý F éG �F ïG �F ¸ G _G
G V F ÿ� –F ûG M G >F úF ç F ÷3 æ� ™F å G �G � F éF ¹
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�™GV Gw Gc G1 GQ G= Fþ�g�‰G" Gp

M

V Fÿ

G2GG FþG9 GeGI Gy

V F ÿ� –

¹

y

y� ìG"

Q G= FûGU

G•
G �

GŠGV

�Fç G� FéF¹ GV Gw
5 G2GG Fÿ3æ�w

G� FéF¹ �æ

þ

F Ü
GUGc G7 GyGV GpGY GM GIGQ GEGu G•Fÿ0¿��Få G�Fö FÔG� FëG#F¹

3æ�™
– G2 G•GM GŠGc G5 G2GG FþGUGcG7 GyGV F÷FÿF¸ �w�™GV Gw Gc G1 GQ G= Fø 3æ
G Y G M G x G • G >F ç G � F éF ¹

3æ�™
–GkGŠGV Fø Fç Fö�Q#ÝFå G�G�GV Gw G•G= G 2 G •G M G ŠG c G 5 G 2G G � VF ÷F ÿF ¸ F éG 	F öF þ VLAN F Ü G pG Y G
G x G • G >F å G �G � F éF ¹

G { G ŠG 9 G y SPAN Fþ��
›GkGŠGV F÷ encapsulation replicate FÜ�æ��Få G�FúFÛFóFï���œF¸ G_G?GQ G
G9 GeGI Gy�ìFþ GM G>FúFç Fþ G[ G2GT G1 Gd�g�'F÷3æ�™Få G�G� FéF¹

encapsulation replicate H��õ�–H� ��
› G2 G•GM GŠGc G5 G2GG FÜ3æ�™
– G2 G•GM GŠGc G5
�ì�‰�'G" 0
0� FéG�Fã Fø G" �æ��Fç G� FéF¹

��FþG;GŠ G}GŠ GWFÿF¸ G{ GŠG9 Gy SPAN FûFðFá�w� F÷ FéF¹RSPANF¸
RSPAN VLAN ID Fÿ
–Fþ VLAN ID G " � V� iF Ý F éG �F ïG �F ¸ G _G ?G Q G
FûGM G>FúFç F÷3æ�™Få G�G� FéF¹

ingress H��õ�–H� 
°�ŠGV Gw Gc G1 GQ G= 3?3æG" G2 G[GŠGd GyFûFç G� FéF
dot1q vlan vlan-id GUGcG7 GyGV VLAN F ø F ç F ö� æ� �F å G �F ï VLAN F÷ IEEE 802.1Q G 9 G eG I G

�ìG" �âFô%T�™G_G?GQ GV G" �wFá
°G�G� FéF¹
untagged vlan vlan-id GUGcG7 GyGV VLAN F ø F ç F ö� æ� �F å G �F ï VLAN F÷GM G>FúFç G9 GeGI G

�âFô%T�™G_G?GQ GV G" �wFá
°G�G� FéF¹
vlan vlan-id ingress G;GŠ G}GŠ GW FðFáF÷�Q#ÝFå G�Fï���œF¸ 
°�ŠGV Gw Gc G1 G

GcG7 GyGV Fþ VLAN G " 0 ¿� �F ç G � F éF ¹
remote vlan vlan-id RSPAN 3æ�™
–G� FïFÿ��
›GIGQ GEGu G•Fþ Gx GpGŠGV VLAN G " � æ� �F ç G �

FéF¹ �æ��F÷FÝ G�(
�VFÿ  2 HZ 1001 G � F ïF ÿ 1006 HZ 4094 F ÷ F éF ¹

RSPAN VLAN Fÿ VLAN 1 H�GUGcG7 GyGV Fþ VLAN H�F¸ G� FïFÿ VLAN ID 
1002 HZ 1005 H�GV GŠG= G• Gx G• G>FÚG�G� FDDI VLAN Fû�£(Ù�íH� FûFú G�
F ã F ø F ÿF ÷F Ý G � F ëG #F ¹

, H��õ�–H� �M4�Fþ G2 G•GM GŠGc G5 G2GG G� FïFÿ VLAN G " � æ� �F ç G � F éF ¹ G � F ï
FÿF¸ �è�SFþ(
�VFÛ G� G2 G•GM GŠGc G5 G2GG G� FïFÿ VLAN Fþ(
�VG" �(7³Fç
G� FéF¹ G9 G•GlFþ�S�‹FûGG GhGŠGG G" 
°G�G� FéF¹

- H��õ�–H� G2 G•GM GŠGc G5 G2GG G� FïFÿ VLAN Fþ(
�VG" �æ��Fç G� FéF¹ G]G2
Gc G•Fþ�S�‹FûGG GhGŠGG G" 
°G�G� FéF¹

filter vlan  vlan-id SPAN 3æ�™
–GV Gw Gc G1 GQ G= G" "I��Fþ VLAN Fû�D7H FéG�FïG�F¸ GV Gw
G= Fþ3æ�™
–GkGŠGV �VFþ Gc G1 GyGM Fø Fç Fö VLAN F þ G x G G G V G " � æ� �F ç
FéF¹vlan-id F÷�æ��F÷FÝ G�(
�VFÿ 1 HZ 4094 F ÷ F éF ¹

source SPAN G � F ïF ÿ RSPAN Fþ3æ�™
–G" �æ��Fç G� FéF¹ "@#.GkGŠGV F¸ Gk 
GOGq G[ GyF¸VLAN FÜ3æ�™
–FûFú G�Fã Fø FÜF÷FÝ G� FéF¹

bothF¸rxF¸tx H��õ�–H� GpGY GM Gx G• G>FéG�GV Gw Gc G1 GQ G= Fþ�‰�¥G" �æ�
Gc G1 GQ G= Fþ�‰�¥G" �æ��Fç Fú FÔ���œF¸ 3æ�™
– G2 G•GM GŠGc G
�™FþGV Gw Gc G1 GQ G= G" 3æ�™Fç G� FéF¹

source vlan vlan-id VLAN ID F ø F ç F ö SPAN Fþ3æ�™
– G2 G•GM GŠGc G5 G2GG G" �æ��Fç
��F÷FÝ G�(
�VFÿ 1 HZ4094 F ÷ F éF ¹

allF¸localF¸remote FéG	FöFþ SPAN FÚG�G� RSPANF ¸ F éG 	F öF þ G { G ŠG 9 G y SPANF ¸ F éG 	F öF 
RSPAN GIGQ GEGu G•G" G= Gx G0FéG�FïG�F¸no monitor session G A G l G • G W
Fû allF¸localF¸remote G " � æ� �F ç G � F éF ¹

all G;GŠ G}GŠ GWG" �Q#ÝF÷FÝ G�FþFÿF¸ GG G2GQ GOF÷ LAN Base G 2 G o G ŠG F
��/œFå G�Fö FÔG����œFðFáF÷ FéF¹
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w G c G 1 G Q G = F ÿ

0¿��

G � F é
ëG #F ¹ � ›

w

�µG�
™F å G �G � F éF ¹

M GŠGc G5 G2GG

�²
G c G • H �G G

ëG#F¹
÷FÝ G� FéF¹ Fï FðFç F¸

F÷FÝ G� FéF¹

FÿF÷
#F¹

Fø Fÿ
÷ FéF¹

ç G � F éF ¹
Ý G� FéF¹

°�Š3?3æFÿ��
›GkGŠGV F÷FÿGUG1 GIGŠGd GyFûFúFóFö FÔG� FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•3æ�™
–GkGŠGV G� FïFÿ3æ�™
– VLAN G " � �
 ° G � F éG �G V G w G c G 1 G Q G = F ÿF ¸SPAN G � F ïF ÿ RSPAN G " � Q# Ý
Fç Fö GpGY GM F÷FÝ G� FéF¹ 3æ�™
–GkGŠGV G� FïFÿ3æ�™
– VLAN F û G yG ŠG T G 1 G • G >F å G �G �G V G
GpGY GM F÷FÝ G� FëG#F¹

2 FôFþ G{ GŠG9 Gy SPAN GIGQ GEGu G• FÚG�G� RSPAN 3æ�™
–GIGQ GEGu G•G" )�G��œG�FëFï�q�±�ÍG"
FéG�Fã Fø FÜF÷FÝ G� FéF¹ GG G2GQ GOG� FïFÿGG G2GQ GO G G G M G Q G = � VF ÷F ¸ � œ0 £ 66 Fþ SPAN FÚG�G� RSPAN 
GIGQ GEGu G•G" �–�wF÷FÝ G� FéF¹

G G G 2G Q G O G G G M G Q G = � VF ÷F ¸ � q� ± 64 Fþ��
›GkGŠGV G" �–�wF÷FÝ G� FéF¹

�›GIGQ GEGu G•FûFÿ0
�XFþ
°�ŠG� FïFÿ���ŠFþ3æ�™
–GkGŠGV G� FïFÿ VLAN G " � µG � G �F ã F ø F ÜF ÷F Ý
FÜF1̧ FôFþGIGQ GEGu G•
ÆF÷3æ�™
–GkGŠGV Fø 3æ�™
– VLAN G " ) �G �� œG �F ë G �F ã F ø F ÿF ÷F Ý G � F
GIGQ GEGu G•Fÿ0
�XFþ��
›GkGŠGV G" �–�wF÷FÝ G� FéF¹

VLAN-based SPANH�VSPANH � G " � Q# ÝF ç F öF ¸VLAN G� FïFÿ�M4�Fþ VLAN 
ÆFþ G[GQ GV G}GŠG= G V G
Gc G1 GQ G= G" 0Ž�Ò FéG����œF¸ 3æ�™
– VLAN F þ F éG 	F öF þ G 0G = G TG 1 G d GkGŠGV FÜ SPAN G � F ïF ÿ RSPAN 
GIGQ GEGu G•Fþ3æ�™
–GkGŠGV FûFú G� G� FéF¹ GV Gw G•G= GkGŠGV Fÿ VSPAN Fþ3æ�™
–GkGŠGV Fø Fç Fö
G�F¸ GpGY GM Gx G• G>Få G�Fï VLAN ID F þG _G ?G Q G V F ðF áF Ü� �
 ›G kG ŠG V F û3 æ�

1 FôFþGkGŠGV F¸1 FôFþ VLAN F¸ �M4�FþGkGŠGV F¸ �M4�Fþ VLAN F¸ GkGŠGV (
�VF¸VLAN (
�VF÷GV Gw
G c G 1 G Q G = G " G pG Y G M F ÷F Ý G � F éF ¹[, | -] G8GeGEGu G•G" �Q#Ý FéG�Fã Fø Fû G� G� F¸ �M4�Fþ G2 G•G
G� FïFÿ G2 G•GM GŠGc G5 G2GG (
�VF¸ �M4�Fþ VLAN G � F ïF ÿ VLAN (
�VG" �æ��Fç G� FéF¹

�M4�Fþ VLAN G � F ïF ÿ G 2 G •G M G ŠG c G 5 G 2G G G " � æ� � F éG �F ø F Ý F ÿF ¸ G 9 G •G l H �,H� Fþ�S�‹FûGG GhGŠGG FÜ
0[F÷ FéF¹VLAN G � F ïF ÿ G 2 G •G M G ŠG c G 5 G 2G G F þ( 
� VG " � æ� � F éG �F ø F Ý F ÿF ¸ G ]G 2-H � F þ� S� ‹F û
GhGŠGG FÜ�²0[F÷ FéF¹

EtherChannel GkGŠGV FÿF¸SPAN G � F ïF ÿ RSPAN ��
›GkGŠGV Fø Fç Fö0¿�� FéG�Fã Fø FÿF÷FÝ G� F
EtherChannel G> GyGŠGeFþ Go G•G^F÷ FÒ G�"@#.GkGŠGV FÿF¸ ��
›GkGŠGV Fø Fç Fö�Q#ÝF
SPAN Fþ��
›Fø Fç Fö�µ+� FéG�6ëFÿF¸EtherChannel G > G yG ŠG eF û� g� •F ÷F Ý G � F ëG #F ¹

�¶F»FþGkGŠGV FÿFí G�G� FÜ EtherChannel Fû�g�•Fç Fö FÔG�6ëG� GpGY GM Gx G• G>FéG�Fã Fø FÜ
G � F ïF ¸RSPAN 3æ�™
– G2 G•GM GŠGc G5 G2GG Fø Fç Fö port-channel $��•G" �æ�� FéG�Fã Fø F÷ EtherChannel 
G ^ G • G W G y
 ²� /G " G pG Y G M G x G • G >F éG �F ã F ø F ÜF ÷F Ý G � F éF ¹

��
›GkGŠGV Fø Fç Fö�Q#ÝFç Fö FÔG�GkGŠGV FÿF¸SPAN G � F ïF ÿ RSPAN 3æ�™
–GkGŠGV Fû FéG�Fã Fø
FÝ G� FëG#F¹ G� FïF¸ � �ìFû0
�XFþGIGQ GEGu G•Fþ��
›GkGŠGV FûFéG�Fã Fø FÿF÷FÝ G� FëG

SPAN G � F ïF ÿ RSPAN ��
›GkGŠGV F÷ FÒ G�GkGŠGV �VF÷ IEEE 802.1x 1�0ÉG" G2 G[GŠGd GyFûFéG�Fã
F÷FÝ G� FéFÜF¸ GkGŠGV FÜ SPAN ��
›Fø Fç Fö�P7VFå G�G�G� F÷ IEEE 802.1x 1�0ÉFÿGUG1 GIGŠGd GyF
IEEE 802.1x 1�0ÉFÜGkGŠGV �VF÷�Q#ÝF÷FÝ Fú FÔ���œF¸ GG G2GQ GOFÿG6GwGŠ G o G Q G IG ŠG FG " 3 ÉF
SPAN G � F ïF ÿ RSPAN 3æ�™
–GkGŠGV F÷Fÿ IEEE 802.1x 1�0ÉG" G2 G[GŠGd GyFûFéG�Fã Fø FÜF÷F

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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þ
æ�™

G "
Ý

¹
• G >F Ü

GkGŠ

Fú G� G� FëG#F¹

FÜ

G eG I
�F óF ö � ô

GŠ
G� G� FëG#F¹ H�Fã

ö FÔG�

9 GeGI Gy� ìG" 0
0�
�F Û

• G>FéG��‰�2G" &gFç

G� FéF¹

" &g
VLAN Fþ Gc G1 GyGM Gx G• G>FÿF¸ GV Gw G•G= Fþ3æ�™
–GkGŠGV �VF÷4E�¥Få G�Fï�M4�F VLAN F þ G [G Q G V
G}GŠG= GV Gw Gc G1 GQ G= 0Ž�ÒG" �g!·Fç G� FéF¹ GUGcG7 GyGV F÷FÿF¸ FéG	FöFþ VLAN FÜGV Gw G•G= Fþ3

–GkGŠGV F÷ GpGY GM Gx G• G>Få G�G� FéF¹monitor session session_number filter vlan  vlan-id G A G l G • G W
�Q#Ý FéG�Fø F¸ GV Gw G•G= 3æ�™
–GkGŠGV Fþ SPAN G V G w G c G 1 G Q G = G " � æ� �F å G �F ï VLAN FðFáFû7H� �F÷F
G � F éF ¹

VLAN F þ G pG Y G M G x G • G >F ÚG �G � VLAN Fþ Gc G1 GyGM Gx G• G>Fÿ%&�«Fû�<�Ú$×Fú6õ�€F÷ FéFVLAN FÜ3æ
�™
–Fþ���œF¸VLAN F þ G c G 1 G yG M G x G • G >F ÿ G 2 G [G ŠG d G yF ûF ÷F Ý G � F ëG #F ¹VLAN F þ G c G 1 G yG M G x G
0¿��Få G�Fö FÔG����œF¸VLAN Fÿ3æ�™
–FûFú G�Fã Fø FÜF÷FÝ G� FëG#F¹


°�ŠGV Gw Gc G1 GQ G= 3?3æFÜ G[GQ GV G}GŠG= GIG;Gs Gx GT G1 GUG^ G2GG F÷ G2 G[GŠGd GyFþ���œF¸ ��
›
G V F ÿG z G 2 G r 2 F÷GV Gw Gc G1 GQ G= G" 3?3æFç G� FéF¹

��
›GkGŠGV Fÿ��Fþ G� FÖ Fú�·�8G" 0¿��F÷FÝ G� FéF¹

• �ÚFþG;GŠ G}GŠ GW FúFç F÷F¸monitor session session_number destination interface interface-id G"

°�ŠFç Fï���œF¸ ���ŠFþG9 GeGI Gy�ìFÿGM G>FúFç Fø Fú G� F¸ 
°�Š3?3æFÿ G2 G[GŠGd GyFû

• monitor session session_number destination interface interface-id ingress G " 
 °� ŠF ç F ï� �� œF ÿF ¸
���ŠG9 GeGI Gy�ìFÿGM G>FúFç F÷F¸ 
°�ŠG9 GeGI Gy�ìFÿFíFþ FÒFø Fû)FFß G;GŠ G}GŠ GW dot1qF¸
untagged F þ F ÔF êG �F ÷ F Ò G �F ÛF û G �F óF ö� ôG � G � G � F éF ¹

• �ÚFþG;GŠ G}GŠ GWG" �æ��FëFêFû monitor session session_number destination interface 
interface-id encapsulation dot1q G " 
 °� Š F éG �F ø F ¸ � �� ŠG 9 G eG I G y� ìF ÷ IEEE 802.1Q G 9 G eG I G y� ì
�‰�'FÜ�Q#ÝFå G�G� Fé H�Fã G�FÿF¸ G{ GŠG9 Gy SPAN FðFáFû4:#ÝFå G�G� FéF¹RSPAN Fÿ dot1q G 9 G e
G I G y� ìG " G CG kG ŠG V F ç F ö F ÔG � F ëG #H �F ¹

• monitor session session_number destination interface interface-id encapsulation dot1q ingress 
G " 
 °� ŠF ç F ï� �� œF ÿF ¸ � �� ŠG 9 G eG I G y� ìF ûF ÿ IEEE 802.1Q G 9 G eG I G y� ìF Ü� Q# ÝF å G �F ¸ 
 °� ŠG 9
Gy�ìFÿFíFþ FÒFø Fû)FFß G;GŠ G}GŠ GWFÜF̧dot1q G � F ïF ÿ untagged F þ F ÔF êG �F ÷ F Ò G �F ÛF û G
G � G � G � F é H�Fã G�FÿF¸ G{ GŠG9 Gy SPAN FðFáFû4:#ÝFå G�G� FéF¹RSPAN Fÿ dot1q G 9 G eG I G y� ìG " G C
GkGŠGV Fç Fö FÔG� FëG#H�F¹

• FíFþ�ÚFþG;GŠ G}GŠ GWG" �æ��FëFêFûF¸monitor session session_number destination interface 
interface-id encapsulation replicate G" 
°�ŠFç Fï���œFÿF¸ ���ŠG9 GeGI Gy�ìFÿ3æ�™
– G2 G•GM
G c G 5 G 2G G G9 GeGI Gy�ìG" 0
0�Fç F¸ 
°�ŠGV Gw Gc G1 GQ G= 3?3æFÿ G2 G[GŠGd GyFûFÿFú
G�FÿG{ GŠG9 Gy SPAN FðFáFû4 :#ÝFç G� FéF¹RSPAN FÿG9 GeGI Gy�ìFþ0
0�G" GCGkGŠGV Fç F
FëG#H�F¹

• monitor session session_number destination interface interface-id encapsulation replicate 
ingress G" 
°�ŠFç Fï� ��œFÿF¸ � ��ŠG9 GeGI Gy�ìFÿ3æ�™
– G2 G•GM GŠGc G5 G2GG FþG
F ç F ¸ 
 °� ŠG 9 G eG I G y� ìF ÿF íF þ F ÒF ø F û) FF ß G ;G Š G }G Š G WF ÜF ¸dot1qF¸untagged F þ F ÔF êG �F ÷ F Ò G
F û G �F óF ö� ôG � G � G � F é H�Fã G�FÿG{ GŠG9 Gy SPAN FðFáFû4:#ÝFç G� FéF¹RSPAN FÿG9 GeGI Gy�ìFþ
0
0�G" GCGkGŠGV Fç Fö FÔG� FëG#H�F¹

�[ ��Fþ�[F÷FÿF¸ G{ GŠG9 Gy SPAN GIGQ GEGu G• 1 G " � 8� BF ç F ¸ G G G M G Q G = G o G •G ^ 1 Fþ3æ�™
–GkGŠGV 1 FÛ
G � G G G M G Q G = G o G •G ^ 2 Fþ��
›GkGŠGV 2 Fû3æ�w�™ FéG�GV Gw Gc G1 GQ G= G" GpGY GM Gx G
G � F éF ¹
Switch(config)# monitor session 1 source interface gigabitethernet2/0/1 both
Switch(config)# monitor session 1 destination interface gigabitethernet2/0/2 

��Fþ�[F÷FÿF¸ ��
›GkGŠGV G" �¤�ÑFþ G{ GŠG9 Gy SPAN GIGQ GEGu G•FÛ G� �P7V FéG��‰�2G" &gFç
Switch(config)# no monitor session 2 destination gigabitethernet2/0/2 

��Fþ�[F÷FÿF¸ �¤�ÑFþGIGQ GEGu G•Fþ SPAN GV Gw Gc G1 GQ G= G" �æ��Fþ VLAN FðFáFû�D7H FéG��‰�2G
F ç G � F éF ¹
Switch(config)# monitor session 1 filter vlan 100 - 110
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•

¸

öF¸
Gc G1 GQ G= Fÿ3æ�™
F ¹

G= FÚG�G�
°�ŠGV Gw

Ý

��Fþ�[F÷FÿF¸ 0
�XFþ3æ�™
– G2 G•GM GŠGc G5 G2GG G" GpGY GM Gx G• G>FéG� RSPAN 3æ�™
–GIGQ GEGu G 1 
G " 0 ¿� �F ç F ¸ F å G � F û� �
 › RSPAN VLAN 900 G " 0 ¿� � F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch(config)# monitor session 1 source interface gigabitethernet2/0/1 
Switch(config)# monitor session 1 source interface port-channel 2 tx
Switch(config)# monitor session 1 destination remote vlan 900
Switch(config)# end

��Fþ�[F÷FÿF¸ GpGY GM Gx G• G>Få G�FïGV Gw Gc G1 GQ G= G" �w�™ FéG�GG G2GQ GOFûFRSPAN ��
›GIGQ GEGu
G• 10 G " 0 ¿� � F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch(config)# monitor session 10 source remote vlan 900
Switch(config)# monitor session 10 destination interface gigabitethernet2/0/2 

��Fþ�[F÷FÿF¸ IEEE 802.1Q G9 GeGI Gy�ìG" GCGkGŠGV FéG�GIG;Gs Gx GTG1 /æ*(G" �Q#ÝFç FVLAN 5 Fþ

°�ŠGV Gw Gc G1 GQ G= Fû�P�Â FéG���
›GkGŠGV G" 0¿�� FéG��‰�2G" &gFç G� FéF¹ ���ŠGV Gw

–FþG9 GeGI Gy�ìG" 0
0�Fç G� FéF¹ 
°�ŠGV Gw Gc G1 GQ G= Fÿ IEEE 802.1Q G 9 G eG I G y� ìG " � Q# ÝF ç G � F é
Switch(config)#  monitor session 2 destination interface gigabitethernet2/0/2 encapsulation 
replicate ingress dot1q vlan 5 

��Fþ�[F÷FÿF¸ G9 GeGI Gy�ìG" GCGkGŠGV Fç Fú FÔGIG;Gs Gx GT G1 GUG^ G2GG G" �Q#ÝFç FöF¸VLAN 5 �VFþ
°
�ŠGV Gw Gc G1 GQ G= Fþ��
›GkGŠGV G" 0¿�� FéG��‰�2G" &gFç G� FéF¹ ���ŠGV Gw Gc G1 GQ
G c G 1 G Q G = F ÿG M G >F úF ç F ÷ F éF ¹
Switch(config)#  monitor session 2 destination interface gigabitethernet2/0/2 ingress 
untagged vlan 5 

0¿��G" &�1� FéG�FûFÿFşhow monitor "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹show running-config "I
�’  EXEC G A G l G • G WG " 
 °� Š F éG �F ø F ¸ G G G 2G Q G OF þ SPAN FÚG�G� RSPAN 0¿��G" /²&g FéG�Fã Fø FÜF÷F
G � F éF ¹SPAN �_��Fÿ���ŠFþ�q�‹�Ü3ÆFû/²&gFå G�G� FéF¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
remote-span vlan G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GW F÷ RSPAN VLAN G " 0 ¿� �F ç

G � F éF ¹
show monitor SPAN FÚG�G� RSPAN GIGQ GEGu G•�_��G" /²&gFç G� FéF¹
show running-config #'�~Fþ�·�80¿��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mvr H�G>G{GŠG^Gy G A G •G c G 1 G <G s G z G ŠG EG u G •H �

•H �
yF û F éG �F û
ç G � F éF ¹
þ
F þ� P7 VG " / œ F Ö � SF ûF ¸

ÒG � G � F éF ¹

G TG 1 G Q

F G 0 G W
	F öF þG G G M

F ç F ï G �

æ� �F ÷F Ý

3æ�™
–GkGŠGV
F ëG #F ¹

=

" � …� µ F éG �

�Fï��

öF Û G � F ¸
P7 VF ç G � F éF ¹
mvr H�G>G{GŠG^Gy G A G •G c G 1 G <G s G z G ŠG EG u G
G G G 2G Q G O� VF þG l G yG OG ;G q G G G V VLAN G z G FG G G V G z G ŠG EG u G • H �MVRH � � µ+ �G " G 2 G [G ŠG d G
FÿF¸ G;GŠ G}GŠ GWG" �æ��FëFêFû mvr  G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF
F ã F þG A G l G • G WG " G ;G Š G }G Š G W F ø F ø G � F û� Q# Ý F éG �F ø F ¸ G G G 2G Q G OF MVR GpGŠ GWFþ0¿��F¸MVR IP G l G y
GOG;Gq GG GV G0 GWGz GG Fþ0¿��F¸ G� FïFÿ G> GyGŠGe G o G •G ^G ŠG EG Q G eF Û G �F þG kG ŠG V
G= G6Gx GŠFþ3É'ÅG" �…Fô�q�±�ì6ëFþ0¿��F¸ G� FïFÿ MVR G l G yG OG ;G q G G G V VLAN Fþ�æ��FÜ/œG�G�G�
FéF¹ GUGcG7 GyGV 0¿��Fû�̀ FéFûFÿF̧ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

mvr  [group ip-address [count] | mode [compatible | dynamic] | querytime value | vlan vlan-id] 

no mvr [group ip-address | mode [compatible | dynamic] | querytime value | vlan vlan-id]

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â group ip-address G G G 2G Q G OF þ MVR G > G yG ŠG e IP G l G yG OG ;G q G G G V G 0 G WG z G G G " G G G M
G = F û0 ¿� �F ç G � F éF ¹

G G G M G T G 1 G Q G = F û0 ¿� �F ç F ï IP G l G yG OG ;G q G G G V G 0 G WG z G G G � F ïF ÿ4 �)
G z G G G " � P7 VF ç F ï G � F ¸IP G 0 G WG z G G F Ü
 °� ŠF å G �F ú F Ô� �� œF ûF éG
G T G 1 G Q G = F û0 ¿� �F å G �F ï MVR IP G l G yG OG ;G q G G G V G 0 G WG z G G G " � P7 V
FéG����œFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

count H��õ�–H� 0
�XFþ4�)F MVR G > G yG ŠG e G 0 G WG z G G G " 0 ¿� �F ç G � F éF ¹ �
G�(
�VFÿ 1 HZ 256 F ÷ F éF ¹ G UG cG 7 G yG V � ÍF ÿ 1 F ÷ F éF ¹

mode H��õ�–H�MVR Fþ�·�8 GpGŠ GWG" �æ��Fç G� FéF¹

GUGcG7 GyGV Fÿ compatible GpGŠ GW F÷ FéF¹
compatible MVR GpGŠ GWG" 0¿��Fç FöF¸Catalyst 2900 XL FÚG�G� Catalyst 3500 XL GG

G2GQ GOFø �«�n�öG" �âFôG� FÖ FûFç G� FéF¹ Fã Fþ GpGŠ GW F÷FÿF¸
F÷Fþ GN G2 GXGm GQ G= G o G •G ^G ŠG EG Q G e� •
 °F ÿ� Q# ÝF ÷F Ý G �

dynamic MVR GpGŠ GWG" 0¿��Fç FöF¸ 3æ�™
–GkGŠGV F÷GN G2 GXGm GQ G MVR G o G •
G^GŠGEGQ GeG" �Q#ÝF÷FÝ G� G� FÖ FûFç G� FéF¹

querytime value H��õ�–H� Gz GEGŠG^ GkGŠGV F÷ IGMP G z G kG ŠG V G o G •G ^G ŠG EG Q G eG
�q�±�ì6ëG" 0¿��Fç G� FéF¹ Fã Fþ�ì6ëFÿF¸ Gz GEGŠG^ GkGŠGV +:3å��#.FûFð
Fá4:#ÝFå G�G� FéF¹IGMP G = G 6G x G ŠF ÜG z G EG ŠG ^ GkGŠGV FÛ G�3æ�™Få G
�œF¸ GG G2GQ GOFÿF¸ GUGcG7 GyGV G� FïFÿ0¿��Få G�Fï MVR G= G6Gx GŠ�ì6ëFÜ
)�4# FéG�G� F÷ IGMP G > G yG ŠG e G o G •G ^G ŠG EG Q G e G z G kG ŠG V G " � …F óF
GkGŠGV G" Gl GyGOG;Gq GG GV G > G yG ŠG e G o G •G ^G ŠG EG Q G eF Û G � �

F ã F þ� ÍF ÿ 10 �(Fþ  1 &Ê�"�)Fþ�Â'Å�ì6ëF÷ FéF¹�æ��F÷FÝ G�(
�VFÿ 1 HZ 100 
F ÷ F éF ¹ G UG cG 7 G yG V F ÿ 5/10 &ÊFôG� G� 1/2 &ÊF÷ FéF¹

GUGcG7 GyGV 0¿��Fû�` Fé���œFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹
vlan vlan-id H��õ�–H�MVR G l G yG OG ;G q G G G V GUGŠGM Fþ�w�™FÜ�£�•Få G�G� VLAN G"

�æ��Fç G� FéF¹ Fã G�FÿF¸ FéG	FöFþ3æ�™
–GkGŠGV FÜ�“ FéG� VLAN F÷G� FÒ
G � G � F éF ¹ � æ� �F ÷F Ý G �( 
� VF ÿ 1 HZ 4094 F ÷ F éF ¹ G UG cG 7 G yG V � ÍF ÿ VLAN 1 
F ÷ F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mvrH � G >G {G ŠG ^G y G A G •G c G 1 G <G s G z G ŠG EG u G •H �

�G � F éF ¹

�œFÿF¸
yG OG ;G q G G G V
UG ŠG M

F ï F ðF ç F ¸ G G G 2G Q
þ6ëF÷

G����œ

G Q G =

ç G � F éF ¹
GUGc G7 GyGV MVR FÿGUGcG7 GyGV F÷GUG1 GIGŠGd GyF÷ FéF¹

GUGcG7 GyGV Fþ MVR GpGŠ GWFÿF̧compatible GpGŠ GW F÷ FéF¹

IP G l G yG OG ;G q G G G V G 0 G WG z G G F ÿF ¸ G UG cG 7 G yG V F ÷F ÿG G G 2G Q G OF ÷0 ¿� �F å G

GUGcG7 GyGV Fþ G> GyGŠGe IP G 0 G WG z G G G 9 G 4 G •G V F ÿ 0 F ÷ F éF ¹

GUGcG7 GyGV FþG= G6Gx GŠ�Â'Å�ì6ëFÿ 5/10 &ÊFôG� G� 1/2 &ÊF÷ FéF¹

GUGcG7 GyGV Fþ MVR #ÝGl GyGOG;Gq GG GV VLAN Fÿ VLAN 1 F ÷ F éF ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • 

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•�q�±  256 Fþ MVR G l G yG OG ;G q G G G V G > G yG ŠG eG " 1 FôFþGG G2GQ GOF÷0¿��F÷FÝ G� FéF¹

MVR Fû�“ FéG� FéG	FöFþ IP G l G yG OG ;G q G G G V G0 GWGz GG G" GG GM GT G1 GQ G= Fû0¿�� FéG���mvr 
group G A G l G • G WG " � Q# ÝF ç G � F éF ¹ 0 ¿� �F ç F ïG l G yG OG ;G q G G G V G 0 G WG z G G F û3 æ� ™F å G �F ïG l G 
GUGŠGM FÿF¸ GG G2GQ GOFþ FéG	FöFþ3æ�™
–GkGŠGV FÚG�G�FíFþ IP G l G yG OG ;G q G G G V G 0 G WG z G G F ÷G
G " � w� ™ F éG � G � F Ö $ Ï6 �F å G �F ï F éG 	F öF þG z G EG ŠG ^ GkGŠGV Fû3æ�™Få G�G� FéF¹

MVR FÿGG G2GQ GOFþ G6 G2 Gx G0GG IP G l G yG OG ;G q G G G V G 0 G WG z G G G " G CG kG ŠG V F ç G � F éF ¹
GOFÜ Catalyst 3550 G � F ïF ÿ Catalyst 3500 XL GG G2GQ GOFø 4�� �·�8Fç Fö FÔG����œFÿF¸ Fí G�G�F
G 6 G 2 G x G 0G G F ø F ç F ö� Q# ÝF å G �G � IP G0 GWGz GG G��£(Ù�íG�Fþ IP G l G yG OG ;G q G G G V G 0 G WG z G G
H�224.0.0.xxx (
�V
ÆH� G" 0¿�� FéG��²0[Fÿ FÒG� G� FëG#F¹

mvr querytime G A G l G • G WF ÿG z G EG ŠG ^ GkGŠGV FðFáFû4:#ÝFå G�G� FéF¹

G G G 2G Q G O MVR FÜFÇatalyst 2900 XL G � F ïF ÿ Catalyst 3500 XL GG G2GQ GOFø %&�«�·�8Fç Fö FÔ
FÿF¸ Gl GyGOG;Gq GG GV GpGŠ GWG" compatible Fû0¿��Fç Fö Fß FðFå FÔF¹

compatible GpGŠ GW F÷�·�8Fç Fö FÔG����œFÿF¸MVR Fÿ MVR 3æ�™
–GkGŠGV F÷Fþ IGMP G N G 2 G XG m
�•
°G" GCGkGŠGV Fç G� FëG#F¹

MVR FÿGG G2GQ GOF÷ IGMP G G G Z G ŠG b G • G >F ø 
 ¹� ÑF ÷F Ý G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ MVR G " G 2 G [G ŠG d G yF û F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch(config)# mvr

show mvr "I�’  EXEC G A G l G • G WG " � Q# Ý F éG �F ø F ¸ � q� ±F þG l G yG OG ;G q G G G V G> GyGŠGeFþ#'�~Fþ0¿��G"
/²&gF÷FÝ G� FéF¹

��Fþ�[F÷FÿF¸ 228.1.23.4 G" IP G l G yG OG ;G q G G G V G 0 G WG z G G F ø F ç F ö0 ¿� � F éG �� ‰� 2G " & gF
Switch(config)#  mvr group 228.1.23.4

��Fþ�[F÷FÿF¸ 228.1.23.1 HZ 228.1.23.10 FþGl GyGOG;Gq GG GV G 0 G WG z G G F ø F ø G � F û 10 Fþ4�)F IP G l G yG O
G;Gq GG GV G > G yG ŠG eG " 0 ¿� � F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch(config)#  mvr group 228.1.23.1 10

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mvr H�G>G{GŠG^Gy G A G •G c G 1 G <G s G z G ŠG EG u G •H �

¹

" / ²

2G eF ¸ G G G TG ŠG M
GŠ
ç G �

G 	F öF þG kG Š
F¸ FíFþGG
G G G 2G Q G OF ÷0 ¿� �F å G �F ï IP G l G yG OG ;G q G G G V G > G yG ŠG e G 0 G WG z G G G " / ²& g F éG �� �� œF ÿF ¸show mvr 
members "I�’  EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

��Fþ�[F÷FÿF¸ �q�±G= G6Gx GŠ�Â'Å�ì6ëG" 1 & Ê H �10/10H� Fû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)#  mvr querytime 10

��Fþ�[F÷FÿF¸ VLAN 2 G " G l G yG OG ;G q G G G V VLAN F ø F ç F ö0 ¿� � F éG �� ‰� 2G " & gF ç G � F éF
Switch(config)#  mvr vlan 2 

0¿��G" &�1� FéG�FûFÿFşhow mvr "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â

mvr H � G 2 G •G M G ŠG c G 5 G 2G G G A G •
G c G 1 G <G s G z G ŠG EG u G •H �

MVR GkGŠGV G" 0¿��Fç G� FéF¹

show mvr MVR G>G{ GŠG^ Gy G _ G w G o G ŠG M G � F ïF ÿG kG ŠG V G _ G w G o G ŠG M G
&gFç G� FéF¹

show mvr interface 0¿��Få G�Fï MVR G 2 G •G M G ŠG c G 5 G 2G G G " F íF þ G M G
GG F¸ FÚG�G��6�ì+:3å0¿��Fø Fø G� Fû/²&gFç G� FéF¹ G2 G•GM
G c G 5 G 2G G F ÜG o G •G ^F ÷ F Ò G � F éG 	F öF þ MVR G > G yG ŠG eG " / ²& gF
FéF¹

show mvr members MVR G l G yG OG ;G q G G G V G > G yG ŠG eF þ G o G •G ^F ÷ F Ò G � F é
GV G" /²&gFç G� FéF¹ G> GyGŠGeFûGo G•G^FÜ FÔFú FÔ���œ
GTGŠGM GG Fÿ Inactive F ø F ç F ö/ ²& gF å G �G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mvrH � G 2 G •G M G ŠG c G 5 G 2 G G G A G •G c G 1 G <G s G z G ŠG EG u G • H �

EG u G •H �
� F ïF ÿ3 æ

s G z G Š
G l G • G WF þ

ÒG � G � F éF ¹

Fã
G "

Fø Fç Fö

GŠG^

–

ø Fç Fö GkGŠ

GŠ

G ;G q G G
�

;Gq GG GV

G V G >

G G
éF¹

= F û0 ¿� �F ç G � F éF ¹
G G V
mvr H � G 2G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G zG ŠG
G z G 2 G r 2 FþGkGŠGV G" Gl GyGOG;Gq GG GV VLAN G z G FG G G V G z G ŠG EG u G • H �MVRH � F þG z G EG ŠG ^G
�™
–GkGŠGV Fø Fç Fö0¿�� FéG�Fã Fø F÷F¸ �6�ì+:3å�µ+�G" 0¿��Fç F¸IP G l G yG OG ;G q G G G V VLAN Fø IP G0
GWGz GG FûGkGŠGV G" GG GM GT G1 GQ G= Fû�m G� � \Fö G�FûFÿF¸mvr  G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G
GEGu G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿF ¸ F ã F þG A no �g�'G" �Q#ÝFç
G � F éF ¹

mvr  [immediate | type { receiver | source} | vlan vlan-id group [ip-address]]

no mvr [immediate | type { source | receiver}| vlan vlan-id group [ip-address]]

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â

GUGc G7 GyGV GkGŠGV FÿGz GEGŠG^Fø Fç Fö G� 3æ�™
–Fø Fç Fö G� 0¿��Få G�G� FëG#F¹

�6�ì+:3å�µ+�Fÿ FéG	FöFþGkGŠGV F÷GUG1 GIGŠGd GyF÷ FéF¹

G z G EG ŠG ^ GkGŠGV Fÿ FùFþ0¿���íG�Gl GyGOG;Gq GG GV G > G yG ŠG eF ûG � � “F ç F ö F ÔG � F ëG #F ¹

immediate H��õ�–H� GkGŠGV Fþ MVR Fþ�6�ì+:3å�µ+�G" G2 G[GŠGd GyFûFç G� FéF¹
Fþ�µ+�G" GUG1 GIGŠGd GyFûFéG�FûFÿF¸no mvr immediate G A G l G • G W
�Q#ÝFç G� FéF¹

type H��õ�–H� GkGŠGV G" MVR G z G EG ŠG ^ GkGŠGV G� FïFÿ3æ�™
–GkGŠGV
0¿��Fç G� FéF¹

GUGcG7 GyGV GkGŠGV G M G 2G eF ÿF ¸MVR 3æ�™
–GkGŠGV FÚG�G�Gz GE 
GkGŠGV Fþ FùFñ G� F÷G� FÒG� G� FëG#F¹no mvr type GA Gl G• GWFÿF¸ 3æ�™
GkGŠGV FÚG�G�Gz GEGŠG^ GkGŠGV Fþ FùFñ G� F÷G� Fú FÔGkGŠGV F
G V G " G x G IG Q G V F ç G � F éF ¹

receiver GkGŠGV G" F¸ Gl GyGOG;Gq GG GV GUGŠGM Fþ�w�™FðFáFÜ�•+�Fú�•
°*…Gk
G V F ø F ç F ö0 ¿� �F ç G � F éF ¹ G z G EG ŠG ^ GkGŠGV FÿGl GyGOG;Gq GG GV VLAN Fû
� “ F éG �F ã F ø F ÿF ÷F Ý G � F ëG #F ¹

source GkGŠGV G" F¸ 0¿���íG�FþGl GyGOG;Gq GG GV G > G yG ŠG eF ø F þG l G yG O
GV GUGŠGM Fþ3æ�w�™FÜ�•+�Fú G0GQ Ge Gx G•G= GkGŠGV Fø Fç Fö0¿��Fç G
FéF¹ GG G2GQ GOFþ3æ�™
–GkGŠGV Fÿ FéG	Fö �"�MFþGl GyGOG 
VLAN Fû�“Fç G� FéF¹

vlan vlan-id group H��õ�–H� GkGŠGV G" F¸ �æ��Få G�Fï VLAN ID G " � âF ôG l G yG OG ;G q G G
GyGŠGeFþGG GM GT G1 GQ G= G o G •G ^F ø F ç F ö3 ã� •F ç G � F éF ¹

no mvr vlan vlan-id group G A G l G • G WF ÿF ¸IP G l G yG OG ;G q G G G V G 0 G WG z 
G > G yG ŠG eF þ G o G •G ^G ŠG EG Q G eF Û G � VLAN �VFþGkGŠGV G" �P7VFç G� F

ip-address H��õ�–H��æ��Få G�Fï Gl GyGOG;Gq GG GV VLAN ID Fþ�æ��Få G�Fï MVR IP 
G l G yG OG ;G q G G G V G > G yG ŠG e G 0 G WG z G G G " G G G M G T G 1 G Q G
F ã G �F ÿF ¸ G kG ŠG V F Ü� •
 °F ç F ö F ÔG �G l G yG OG ;G q G G > G yG ŠG eF þ IP G 0 G W
G z G G F ÷ F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
mvr H � G 2G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •H �

G� FÖ
kGŠ

EGŠG^�
ë

¿��Fç Fú FÔ
÷Gl GyGO

e

G
F ñG �

e

FûF¸
þFïG�

GV
ç G � F éF ¹ G > G yG ŠG eF þ G o G •G ^F ø F ç F ö G G G M

F ÿF íF þ G > G yG ŠG eF þ G o G •G ^F þG �

G Š
¹

G Q G =
G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•GkGŠGV FÜ0¿��Få G�FïGl GyGOG;Gq GG GV G > G yG ŠG e� ¥F áG l G yG OG ;G q G G G V GUGŠGM G" 3æ�w�™F÷FÝ G�
FûFéG����œFÿF¸ GkGŠGV G" 3æ�™
–GkGŠGV Fø Fç Fö0¿��Fç G� FéF¹ Gl GyGOG;Gq GG GV GUGŠGM Fÿ3æ�™
–G
GV Fø Fç Fö0¿��Få G�Fö FÔG� FéG	FöFþGkGŠGV F÷�w�™Få G�G� FéF¹

G z G EG ŠG ^ GkGŠGV FÿGV Gw G•G= GkGŠGV FûFú G�Fã Fø FÿF÷FÝ G� FëG#F¹ GG G2GQ GOFþGz G GkGŠGV Fÿ$
F ú G � VLAN Fû�“Fç Fö FÔFö G� FÛG� FÔG� FëG#FÜF¸ Gl GyGOG;Gq GG GV VLAN Fû�“ FéG�Fã Fø FÿF÷FÝ G� F
G#F¹

MVR Fû�g�•Fç Fö FÔFú FÔGkGŠGV FÿF¸MVR G z G EG ŠG ^ GkGŠGV G� FïFÿ3æ�™
–GkGŠGV Fø Fç Fö0
F÷Fß FðFå FÔF¹ 8� MVR GkGŠGV Fÿ3û�–FþGG G2GQ GO GkGŠGV F÷ FÒG� F¸ 3û�–FþGG G2GQ GO�·�8F
G;Gq GG GV GUGŠGM G" 3æ�w�™ FéG�Fã Fø FÜF÷FÝ G� FéF¹

�6�ì+:3å�µ+�FÜ G2 G[GŠGd GyFþ���œF¸ Gz GEGŠG^ GkGŠGV Fÿ G� G� %·�ì6ëF÷Gl GyGOG;Gq GG GV G > G yG ŠG
FÛ G� +:3åFç G� FéF¹ �6�ì+:3å�µ+�FÜFúFß F¸ GG G2GQ GOFÜGz GEGŠG^ GkGŠGV Fþ G> GyGŠGeFÛ G� IGMP 
Leave Go GQ GIGŠGFG" �w�™Fç Fï���œF¸ GG G2GQ GOFÿF¸ FíFþGkGŠGV Fû IGMP MAC H�Go GUG1 G0 G0G= GIG 
G A G •G V G { G Š G yH � G gG ŠG G F þG = G 6G x G ŠG " 3 æ� ™F ç F ¸IGMP G > G yG ŠG e G o G •G ^G ŠG EG Q G e G z G kG ŠG V G " � …
FéF¹ 0¿��Få G�Fï�ì6ë
ÆFûGz GkGŠGV FÜ�†FÛ Fú FÔFø F¸ Gz GEGŠG^ GkGŠGV FÜGl GyGOG;Gq GG GV G > G yG ŠG 
Go G•G^GŠGEGQ GeFÛ G� �P7VFå G�G� FéF¹ �6�ì+:3å�µ+�F÷FÿF¸IGMP Leave G " � w� ™F ç F ïG z G EG ŠG ^ GkGŠ
G V F Û G � IGMP MAC GgGŠGG FþG= G6Gx GŠFÿ3æ�™Få G�G� FëG#F¹Leave Go GQ GIGŠGFFþ�w�™�‹Fï FðFñ
G l G yG OG ;G q G G G V G > G yG ŠG e G o G •G ^G ŠG EG Q G eF Û G � G z G EG ŠG ^ GkGŠGV FÜ�P7VFå G�G�FþF÷F¸ +:3åF
Fþ�…Fñ�ì6ëFÜ%·)°Få G�G� FéF¹

�6�ì+:3å�µ+�G" G2 G[GŠGd GyFûFéG�FþFÿF¸ Gz GEGŠG^/æ*(FÜ 1 FôFðFá�K)FFå G�Fö FÔG�Gz GEGŠG^ GkGŠ
G V F û7 H� �F ç F ö F ß F ðF å F ÔF ¹

mvr  vlan group G A G l G • G WF ÿF ¸IP G l G yG OG ;G q G G G V G0 GWGz GG G�3æ�™Få G�FïGl GyGOG;Gq GG G V G w
G c G 1 G Q G = G " � w� ™ F éG � G � F Ö F ûG kG ŠG V G " G G G M G T G 1 G Q G = F û0 ¿� �F
G T G 1 G Q G = F û0 ¿� �F å G �F ïG kG ŠG V F ÿF ¸ G G G M G T G 1 G Q G = F û� P7 VF å G �G �G � F ÷
G � F ÷ F éF ¹compatible GpGŠ GW F÷FÿF̧ Fã FþGA Gl G• GWFÿGz GEGŠG^ GkGŠGV FðFáFû4:#ÝFå G�G� FéF¹
dynamic GpGŠ GW F÷Fÿ3æ�™
–GkGŠGV FûG� 4:#ÝFå G�G� FéF¹ Gz GEGŠG^ GkGŠGV FÿF¸IGMP Join G o G Q G I
GFG" �Q#ÝFç Fö GN G2 GXGm GQ G= FûGl GyGOG;Gq GG GV G > G yG ŠG eF û� •
 ° F éG �F ã F ø G � F ÷F Ý G � F éF

compatible GpGŠ GW F÷�·�8Fç Fö FÔG����œFÿF¸MVR Fÿ MVR 3æ�™
–GkGŠGV F÷Fþ IGMP G N G 2 G XG m
�•
°G" GCGkGŠGV Fç G� FëG#F¹

�[ ��Fþ�[F÷FÿF¸ MVR G z G EG ŠG ^ GkGŠGV Fø Fç Fö GkGŠGV G" 0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config)#  interface gigabitethernet2/0/2 
Switch(config-if)#  mvr type receiver

0¿��Få G�FïGz GEGŠG^ GkGŠGV FÚG�G�3æ�™
–GkGŠGV G" /²&g FéG�FûFÿF¸show mvr interface "I�’  
EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

��Fþ�[F÷FÿF¸ GkGŠGV Fþ�6�ì+:3å�µ+�G" G2 G[GŠGd GyFûFéG��‰�2G" &gFç G� FéF¹
Switch(config)#  interface gigabitethernet2/0/2 
Switch(config-if)#  mvr immediate

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
mvrH � G 2 G •G M G ŠG c G 5 G 2 G G G A G •G c G 1 G <G s G z G ŠG EG u G • H �

=^

u G •G " G 2

²& gF ç

¸ G � F ïF ÿG z
ç G �
e

F öF þG z G EG Š
��Fþ�[F÷FÿF¸VLAN 1 FþGkGŠGV G" IP G l G yG OG ;G q G G G V G > G yG ŠG e 228.1.23.4 FþGG GM GT G1 GQ G G o G •G
F ø F ç F ö3 ã� • F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch(config)#  interface gigabitethernet2/0/2 
Switch(config-if)#  mvr vlan1 group 230.1.23.4

0¿��G" &�1� FéG�FûFÿFşhow mvr members "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â

mvr H � G >G { G ŠG ^ G y G A G •G c G 1
G<Gs Gz GŠGEGu G•H�

G G G 2G Q G O� VF ÷G l G yG OG ;G q G G G V VLAN G z G FG G G V G z G ŠG EG
G[GŠGd GyFûFç FöF¸ 0¿��Fç G� FéF¹

show mvr MVR G>G{ GŠG^ Gy G _ G w G o G ŠG M G � F ïF ÿG kG ŠG V G _ G w G o G ŠG M G " /
G � F éF ¹

show mvr interface 0¿���íG�Fþ  MVR G 2 G •G M G ŠG c G 5 G 2G G G " / ²& g F éG �F ÛF
GEGŠG^ GkGŠGV FÜ�d�“ FéG�Gl GyGOG;Gq GG GV G > G yG ŠG eG " / ²& gF
FéF¹ G2 G•GM GŠGc G5 G2GG FÜGo G•G^F÷ FÒ G� FéG	FöFþ MVR G > G yG ŠG
G " / ²& gF ç G � F éF ¹

show mvr members MVR G l G yG OG ;G q G G G V G > G yG ŠG eF þ G o G •G ^F ÷ F Ò G � F éG 	
G  ̂GkGŠGV G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
network-policy

����œFÿF¸

c G 5

M GŠ

GŠ" G2 G•
c G 5 G 2G G F ÿF ¸ G 2 G •G M G ŠG c G 5 G 2G G � VF û4 :# ÝF å
� FéF ¹

g

¹

¹

network-policy
G 2 G •G M G ŠG c G 5 G 2G G F ûG [G Q G V G }G ŠG = G k G x G EG Š G e G { G c G / G 2 G yG " 4 :# Ý FéG �FûFÿF ¸network-policy G 2 G •
G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • GA Gl G• GWG" �Q#ÝFç G� FéF¹ Gk Gx GEGŠG" �P7V FéG
F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

network-policy profile number

no network-policy

�S�eFþ1��Â

GUGc G7 GyGV G[GQ GV G}GŠG= Gk Gx GEGŠ Ge G { G c G / G 2 G yFÿ4 :# ÝFå G �G � FëG #F¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•G2 G•GM GŠGc G5 G2GG FûGe G{ Gc G/ G2 GyG" 4:#Ý FéG�FûFÿF¸network-policy profile number G 2 G •G M G ŠG
G2GG G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹

�q�6Fû G2 G•GM GŠGc G5 G2GG �VFûG[GQ GV G}GŠG= Gk Gx GEGŠ Ge G{ Gc G/ G2 GyG" 0¿��Fç Fï���œF¸ G2 G•G
G c G 5 G 2G G � VF û switchport voice vlan G A G l G • G WG " 4 :# ÝF ÷F Ý G � F ëG #F ¹switchport voice vlan vlan-id FÜ
FéF÷Fû G2 G•GM GŠGc G5 G2GG �VFû0¿��Få G�Fö FÔG����œF¸ G[GQ GV G}GŠG= Gk Gx GE G e G { Gc G/ G2 GyG
G M G ŠG c G 5 G 2G G � VF û4 :# ÝF ÷F Ý G � F éF ¹ F íF þ� ‹F ¸ G 2 G •G M G ŠG
G�Fï8b�ŒG� FïFÿ8b�ŒGE G> GXGx G• G> VLAN G[GQ GV G}GŠG= Gk Gx GEGŠ G e G { G c G / G 2 GyG" �Q#ÝFç G

�[ ��Fþ�[F÷FÿF¸ G2 G•GM GŠGc G5 G2GG FûG[GQ GV G}GŠG= Gk Gx GEGŠ G e G { G c G / G 2 G y 60 G " 4 :# Ý F éG �� ‰� 2G " &
F ç G � F éF ¹
Switch(config)#  interface_id
Switch(config-if)# network-policy 60

6õ4�GA GlG• GW

profile number G[GQ GV G}GŠG= Gk Gx GEGŠ GeG{ Gc G/ G2 GyFþ$ �� •G" �æ� �Fç G � FéF

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
12.2(55)SE F ã F þG A G l G • G WF ÿF ¸LAN Lite G 2 G o G ŠG FF ÷G CG kG ŠG V F å G �G � F éF

G A G l G • G W 1 �� Â

network-policy profile H �G>G{ GŠG^
Gy G A G •G c G 1 G <G s G z G ŠG EG u G •H �

G[GQ GV G}GŠG= Gk Gx GEGŠ GeG{ Gc G/ G2 GyG" �8�BFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
network-policy

� FéF¹

Fç
network-policy profile H�G[GQ GV
G}GŠG= Gk Gx GEGŠ G A G •G c G 1 G <G s
G z G ŠG EG u G •H �

G[GQ GV G}GŠG= Gk Gx GEGŠ GeG{ Gc G/ G2 GyFþ� “� öG" 0¿� �Fç G

show network-policy profile 0¿��Få G�Fï G[GQ GV G}GŠG= Gk Gx GEGŠ GeG{ Gc G/ G2 GyG" / ²&g
G � F éF ¹

G A G l G • G W 1 �� Â
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
network-policy profile H�G>G{GŠG^Gy G A G •G c G 1 G <G s G z G ŠG EG u G •H �

G zG ŠG EG u

z G ŠG EG u
G •G "

G u G •
F ç G �

FÝ G� FéF¹

��

¹

network-policy profile H�G>G{GŠG^Gy G A G •G c G 1 G <G s
G•H�

G[GQ GV G}GŠG= Gk Gx GEGŠ Ge G { G c G / G 2 G yG " � 8� BFç F ¸ G [G Q G V G }G ŠG = Gk Gx GEGŠ G A G •G c G 1 G <G s G
G• GpGŠ GW Fû
° G�FûFÿF̧network-policy profile  G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G A G l G • G W
�Q#ÝFç G� FéF¹ Gk Gx GEGŠG" �P7VFç F¸ G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GW Fû�̀ G�FûFÿF̧ Fã
FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

network-policy profile  profile number

no network-policy profile profile number

�S�eFþ1��Â

GUGc G7 GyGV G[GQ GV G}GŠG= Gk Gx GEGŠ Ge G { G c G / G 2 G yFÿ� �*OFå G �Fö FÔG � FëG #F¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•GeG{ Gc G/ G2 GyG" �8� BFç F ¸ G [G Q G V G }G ŠG = G k G x G EG Š G e G { G c G / G 2 G y G A G •G c G 1 G <G s G z G ŠG E GpGŠ GW
Fû
° G�FûFÿFņetwork-policy profile  G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# Ý
FéF¹

G[GQ GV G}GŠG= Gk Gx GEGŠ Ge G { G c G / G 2 G y G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GWFÛ G� "I�’ EXEC GpGŠ GW Fû
� ` G �� �� œF ÿF ¸exit G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

G[GQ GV G}GŠG= Gk Gx GEGŠ Ge G { G c G / G 2 G y G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GWFþ���œF¸VLAN F¸Class of 
Service H�CoSH�FḐiffServ G A G Š G W G k G 2 G •G V H �DSCPH � F þ� ÍF ¸ F ÚG �G �G M G < G • G > GpGŠ GWG" �æ�� FéG�Fã
Fø F÷F¸ 8b�ŒFÚG�G�8b�ŒGE G> GXGx G• G>#ÝFþGe G{ Gc G/ G2 GyG" �8�B FéG�Fã Fø FÜF÷

FíFþ�‹F¸ Fã G�G� FþGeG{ Gc G/ G2 GyFþ�“�öFÿF¸Link Layer Discovery Protocol for Media Endpoint 
Devices H�LLDP-MEDH � F þ network-policy Time Length ValueH�TLVH � F û� µG � G �G � F éF ¹

�[ � �Fþ�[F÷FÿF¸ G[GQ GV G}GŠG= Gk Gx GEGŠ G e G { G c G / G 2 G y 60 G " � 8� B F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch(config)# network-policy profile 60
Switch(config-network-policy)# 

6õ4�GA GlG• GW

profile number G[GQ GV G}GŠG= Gk Gx GEGŠ GeG{ Gc G/ G2 GyFþ$��•G" �æ��Fç G� FéF¹ �æ
F÷FÝ G�(
�VFÿ 1 HZ 4294967295 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
12.2(55)SE F ã F þG A G l G • G WF ÿF ¸LAN Lite G 2 G o G ŠG FF ÷G CG kG ŠG V F å G �G � F éF
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
network-policy profileH � G >G { G ŠG ^G y G A G •G c G 1 G <G s G z G ŠG EG u G •H �

x G EG ŠG " 4 :# ÝF ç G � F éF ¹

� FéF¹

Fç
G A G l G • G W 1 �� Â
network-policy G 2 G •G M G ŠG c G 5 G 2G G F ûG [G Q G V G }G ŠG = G k G

network-policy profile H�G[GQ GV
G}GŠG= Gk Gx GEGŠ G A G •G c G 1 G <G s
G z G ŠG EG u G •H �

G[GQ GV G}GŠG= Gk Gx GEGŠ GeG{ Gc G/ G2 GyFþ� “� öG" 0¿� �Fç G

show network-policy profile 0¿��Få G�Fï G[GQ GV G}GŠG= Gk Gx GEGŠ GeG{ Gc G/ G2 GyG" / ²&g
G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
network-policy profile H�G[GQ GV G}GŠG= GkGx GEGŠ G A G •G c G 1 G <G s G z G ŠG EG u G •H �

1

å G �F ï G [G Q
z G ŠG EG u

o GŠGM FúFç F÷Fã
ø G� Fû

éF ¹

G �

G 1

æ�™ FéG� G� FÖ
FéF¹

¹

network-policy profile H�G[GQ GV G}GŠG= GkGx GEGŠ G A G •G c G
G<Gs GzGŠGEGu G•H�

network-policy profile  G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç F ö� 8� BF
G V G }G ŠG = G k G x G EG Š GeG{ G c G / G 2 G yG " 0 ¿� � FéG �FûFÿF ¸network-policy profile  G A G •G c G 1 G <G s G
G• GpGŠ GW GA Gl G• GWG" �Q#ÝFç G� FéF¹ GeG{ Gc G/ G2 GyG" �P7V FéG����œFÿF¸ 3ã�•G_ Gw G
FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹ 0¿��Få G�Fï�“�öG" �š�f FéG����œFÿF¸ G_ Gw Go GŠGM Fø F
F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

network-policy profile  profile number { voice | voice-signaling} vlan [vlan-id { coscvalue | dscp 
dvalue}] | [[ dot1p { coscvalue | dscp dvalue}] | none | untagged]

no network-policy profile profile number { voice | voice-signaling} vlan [vlan-id | { coscvalue} | 
{ dscp dvalue}] | [[ dot1p { coscvalue} | { dscp dvalue}] | none | untagged]

�S�eFþ1��Â

GUGc G7 GyGV G[GQ GV G}GŠG= G k G x G EG ŠF ÿ� �* OF å G �F ö F ÔG � F ëG #F ¹

G A G lG • G W GpGŠGW G[GQ GV G}GŠG= Gk Gx GEGŠ G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

voice 8b�Œ G0Ge Gx G?GŠGEGu G• G M G 2G eG " � æ� �F ç G � F éF ¹
voice-signaling 8b�ŒGE G> GXGx G• G> G0Ge Gx G?GŠGEGu G• G M G 2G eG " � æ� �F ç G � F
vlan 8b�ŒGV Gw Gc G1 GQ G= #ÝFþ G[ G2GTG1 Gd VLAN G " � æ� �F ç G � F éF ¹
vlan-id H��õ�–H� 8b�ŒGV Gw Gc G1 GQ G= #ÝFþ VLAN G " � æ� �F ç G � F éF ¹ � æ� �F ÷F Ý

(
�VFÿ  1 HZ 4094 F ÷ F éF ¹
cos cvalue H��õ�–H� 0¿��Få G�Fï VLAN Fû�P FéG�Gz G2 Gr 2 G e G w G 2 G 8G x G T 

Class of ServiceH�CoSH� G" �æ��Fç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 0 HZ 7 
F ÷ F éF ¹ G UG cG 7 G yG V � ÍF ÿ 5 F ÷ F éF ¹

dscp dvalue H��õ�–H� 0¿��Få G�Fï VLAN Fû�P FéG� DiffServ G A G Š G W G k G 2 G •G V
H�DSCPH � � ÍG " � æ� �F ç G � F éF ¹ � æ� �F ÷F Ý G �( 
� VF ÿ 0 HZ 63 F ÷ F éF ¹ G U
GcG7 GyGV � ÍFÿ 46 F ÷ F éF ¹

dot1p H��õ�–H�IEEE 802.1p G e G w G 2 G 8G x G TG 1 G M G < G • G >F ÚG �G � VLAN 0 H�G[
G2GT G1 Gd VLAN H� G" �Q#Ý FéG� G� FÖ Fû7Á0ðG" 0¿��Fç G� FéF¹

none H��õ�–H� 8b�Œ VLAN Fû6õFç Fö IP Phone Fû�æ&gFç G� FëG#F¹IP Phone 
FþG;GŠ G_GQ GWFÛ G� 
°�ŠFå G�Fï0¿��G" �Q#ÝFç G� FéF¹

untagged H��õ�–H�IP Phone G" GM G>FúFç Fþ8b�ŒGV Gw Gc G1 GQ G= G" 3
0¿��Fç G� FéF¹ Fã G�FÜ IP Phone FþGUGcG7 GyGV 0¿� �FûFú G� G �

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
12.2(55)SE F ã F þG A G l G • G WF ÿF ¸LAN Lite G 2 G o G ŠG FF ÷G CG kG ŠG V F å G �G � F éF
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
network-policy profileH � G [G Q G V G }G ŠG = G kG x G EG Š G A G • G c G 1 G <G s G z G ŠG EG u G • H �

G "

kGŠGV Fé
� FÖ FûFç F¸ GUGŠGM

G E G > G XG x G • G ># ÝF þG k G x

e Gx G?GŠGEGu G•2

" 0 ¿

G"

u G•

x G EG ŠG " 4 :# ÝF ç G � F éF ¹

Fç
�Q#Ý�VFþG: G2 GW Gw G2G•G[GQ GV G}GŠG= Gk Gx GEGŠ GeG{ G c G / G 2 G yFþ� “� öG " 0 ¿� � FéG �FûFÿF ¸network-policy profile  G A G l G • G W
�Q#ÝFç G� FéF¹

voice G0Ge Gx G?GŠGEGu G• G M G 2G eF ÿ IP Phone �S#ÝF÷ FÒG� F¸ �P0ð�g�'Fþ8b�ŒGCGŠ GaGG G" GCG
G�GUG^ G2GG Fû��Fö FÔG� FéF¹ 3û�–F¸ Fã G�G�FþGUG^ G2GG FÿF¸ �Ž6äG" ���ÆFû/œ FØ G� G 
G0Ge Gx G?GŠGEGu G•FÛ G�7x7³Fç Fö GIG;Gs Gx GT G1 G" �I�ì FéG�FïG�FûF¸ �9�¶Fþ VLAN Fû4Ä*(Få G�G�
FéF¹

voice-signaling G0Ge Gx G?GŠGEGu G• G M G 2G eF ÿF ¸ 8 b� ŒG o G UG 1 G 0F ø $ �F ú G �8 b� Œ
GEGŠG" �²0[Fø FéG� G[GQ GV G}GŠG= GV Gk G{ GF#ÝF÷ FéF¹ FéG	FöFþ�  Fè G[GQ GV G}GŠG= G k G x G EG ŠF Ü voice 
policy TLV Fû G0 GWG^GM G2 GHFå G�Fï Gk Gx GEGŠFø Fç Fö4:#ÝFå G�G����œF¸ Fã Fþ G0G G M G
GeFÿ G0 GWG^GM G2 GHFç Fú FÔF÷Fß FðFå FÔF¹

��Fþ�[F÷FÿF¸Ge Gw G2 G8Gx GT G1 4 Fþ CoS G " � âF ô VLAN 100 #ÝFþ8b�Œ G0Ge Gx G?GŠGEGu G• G M G 2G eG
� � F éG �� ‰� 2G " & gF ç G � F éF ¹
Switch(config)# network-policy profile 1
Switch(config-network-policy)# voice  vlan 100 cos 4 

��Fþ�[F÷FÿF¸DSCP �Í  34 G " � âF ô VLAN 100 #ÝFþ8b�Œ G0Ge Gx G?GŠGEGu G• GM G2GeG" 0¿�� FéG��‰�2
&gFç G� FéF¹
Switch(config)#  network-policy profile 1
Switch(config-network-policy)# voice vlan 100 dscp 34

��Fþ�[F÷FÿF¸ Ge Gw G2 G8Gx GT G1 G M G < G • G >G " � âF ôG [ G 2G T G 1 G d VLAN #ÝFþ8b�Œ G0Ge Gx G?GŠGEG GM
G2GeG" 0¿� � FéG��‰�2G" &gFç G� FéF¹
Switch(config-network-policy)#  voice vlan dot1p cos 4

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
network-policy G 2 G •G M G ŠG c G 5 G 2G G F ûG [G Q G V G }G ŠG = G k G

network-policy profile H �G>G{ GŠG^
Gy G A G •G c G 1 G <G s G z G ŠG EG u G •H �

G[GQ GV G}GŠG= Gk Gx GEGŠ GeG{ Gc G/ G2 GyG" �8�BFç G� FéF¹

show network-policy profile 0¿��Få G�Fï G[GQ GV G}GŠG= Gk Gx GEGŠ GeG{ Gc G/ G2 GyG" / ²&g
G � F éF ¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
nmsp

[G ŠG d G yF ûF éG �F û
l G • G WF ÿF ¸ G G
¹ GUGcG7 GyGV

ÒG � G � F éF ¹

� ™
EG u G •

G•GV Fþ�f� ‚G"
nmsp
G[GQ GV G}GŠG= GpGaGx GT G1 GCGŠ GaGG G e G { G V G A G y H �NMSPH � G " G G G 2G Q G O� VF ÷ G 2 G
FÿF ņmsp G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ F ã F þG A G
G2GQ GOF÷�/�•�ìGK GcGV G4 G5 G0 G2 Go GŠGFFÜ��/œFå G�Fö FÔG����œFûFðFá�<#ÝF÷FÝ G� FéF
0¿��Fû�` FéFûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

nmsp {enable | {notification interval  { attachment | location} interval-seconds}}

no nmsp { enable | {notification interval  { attachment | location} interval-seconds}}

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â

GUGc G7 GyGV NMSP FÿGUG1 GIGŠGd GyF÷ FéF¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•NMSP G { G ?G ŠG EG u G • F ÚG �G � G 0G M G Q G OG o G •G V 3 û% ±G " Cisco Mobility Services EngineH�MSEH � F û3 æ
FéG� G� FÖ FûGG G2GQ GOG" G2 G[GŠGd GyFûFéG�FûFÿF¸nmsp G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG G A G l
G • G WG " � Q# ÝF ç G � F éF ¹

�[ � �Fþ�[F÷FÿF¸ GG G2GQ GO�VF÷ NMSP G" G2 G[GŠGd GyFûFç F¸ G{ G?GŠGEGu G•3û%±�ì6ëG" 10 &ÊFû0¿�� Fé
G��‰�2G" &gFç G� FéF¹
Switch(config)# vlan  enable
Switch(config)# vlan  notification interval location 10

6õ4�GA GlG• GW

enable NMSP �µ+�G" GG G2GQ GO�VF÷ G2 G[GŠGd GyFûFç G� FéF¹
notification interval NMSP 3û%±6ë7xG" �æ��Fç G� FéF¹
attachment G0GM GQ GOGo G•GV 3û%±6ë7xG" �æ��Fç G� FéF¹
location G{ G?GŠGEGu G•3û%±6ë7xG" �æ��Fç G� FéF¹
interval-seconds G G G 2G Q G OF Ü MSE FûG{ G?GŠGEGu G•G� FïFÿ G0GM GQ GOGo

3æ�™ FéG�G� F÷Fþ�‡6ë H�&ÊH�F¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ 30 F ÷ F éF ¹ G U
GcG7 GyGV � ÍFÿ 30 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
nmsp

•GV �_��FþGz
G A G l G • G W 1 �� Â
clear nmsp statistics NMSP )+0£G9 G4 G•GM G" G= Gx G0Fç G� FéF¹
nmsp attachment suppress "I��Fþ G2 G•GM GŠGc G5 G2GG FÛ G�Fþ G0GM GQ GOGo G

GkGŠGV G" �š�DFç G� FéF¹
show nmsp NMSP �_��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
nmsp attachment suppress

G�FûFÿF¸
ç G � F éF ¹

Fá�<#ÝF÷

ÒG � G � F éF ¹

ç F ú F Ô
G

" 0¿�� FéG��‰

A

nmsp attachment suppress
"I��Fþ G2 G•GM GŠGc G5 G2GG FÛ G�Fþ G0GM GQ GOGo G•GV �_��FþGz GkGŠGV G" �š�D Fénmsp 
attachment suppress G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GW G A G l G • G WG " � Q# ÝF
Fã FþGA Gl G• GWFÿF¸ GG G2GQ GOF÷�/�•�ìGK GcGV G4 G5 G0 G2 Go GŠGFFÜ��/œFå G�Fö FÔG����œFûFð
F Ý G � F éF ¹ G UG cG 7 G yG V 0 ¿� �F û� ` F éF ûF ÿF ¸ F ã F þG A G l G • G WF þ no �g�'G" �Q#ÝFç G� FéF¹

nmsp attachment suppress

no nmsp attachment suppress

H��@H� F ã F þG A G l G • G WG " � Q# Ý F éG �F ûF ÿF ¸ G G G 2G Q G OF Ü LAN Base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG �� ²0 [F Ü F

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

GUGc G7 GyGV F ã F þG A G l G • G W F ûF ÿG UG cG 7 G yG V 0 ¿� �F ÿ F ÒG � G � F ëG #F ¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•G { G ?G ŠG EG u G • F ÚG �G � G 0G M G Q G OG o G •G V 3 û% ±G " Cisco Mobility Services EngineH�MSEH � F û3 æ� ™F
G � F Ö F û G 2 G •G M G ŠG c G 5 G 2G G G " 0 ¿� � F éG �F ûF ÿF ¸nmsp attachment suppress G 2 G •G M G ŠG c G 5 G 2G G A G •
G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹

�[ ��Fþ�[F÷FÿF¸ G0GM GQ GOGo G•GV �_��G" MSE Fû3æ�™Fç Fú FÔG� FÖ Fû G2 G•GM GŠGc G5 G2GG G
�2G" &gFç G� FéF¹
Switch(config)# switch interface interface-id
Switch(config-if)# nmsp attachment suppress

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(50)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
nmsp GG G2GQ GO�VF÷G[GQ GV G}GŠG= GpGaGx GT G1 GCGŠ GaGG GeG{ GV G

G y H �NMSPH � G " G 2 G [G ŠG d G yF ûF ç G � F éF ¹
show nmsp NMSP �_��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
no authentication logging verbose

ÿF ¸ G G G 2G Q G OG � F ï
G s G z G Š

Gc G1 Gy

� FéF¹

ç G� FéF¹

Fç G� FéF¹

c G1
no authentication logging verbose
1�0ÉGE GG GT Gn G o G Q G IG ŠG FF Û G � 0 ò( ýF ú� _� �G " G c G 1 G yG M G x G • G >F éG �F ûF G G G M G Q G =
FÿGG GM G• GW G0G{ G• G G G 2G Q G O� VF ÷ no authentication logging verbose G>G{ GŠG^ Gy G A G •G c G 1 G <
GEGu G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹

no authentication logging verbose 

GUGc G7 GyGV FéG	FöFþ0ò(ý�_��FÿGE GG GT Gn G o G Q G IG ŠG FF û/ ²& gF å G �G � F éF ¹

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G W F û G � G � F ¸ 1 �0 ÉG E G G G T G n Go GQ GIGŠGFFÛ G�F¸ �£ �Få G�G��B�ŒFú FùFþ0ò(ý�_��FÜ
G M G x G • G >F å G �G � F éF ¹

�[ verbose 1�0ÉGE GG GT Gn Go GQ GIGŠGFG" Gc G1 GyGM Gx G• G>FéG�FûFÿF¸ ��Fþ�m8pFû�‘ FÔG
Switch(config)# no authentication logging verbose

0¿��G" &�1� FéG�FûFÿFşhow running-config "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(55)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
no authentication 
logging verbose

1�0ÉGE GG GT Gn Go GQ GIGŠGFFÛ G�0ò(ý�_��G" Gc G1 GyGM Gx G• G>F

no dot1x logging 
verbose

802.1x G E G G G T G n Go GQ GIGŠGFFÛ G�0ò(ý�_��G" Gc G1 GyGM Gx G• G>

no mab logging 
verbose

MAC 1�0ÉG^ G2G_GG H�MABH � G E G G G T G n Go GQ GIGŠGFFÛ G�0ò(ý�_��G" G
GyGM Gx G• G>Fç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
no dot1x logging verbose

ûF ÿF ¸ G G G 2G Q G O= G �
z G ŠG EG u

FÜGc G1

G� FéF¹

ç G� FéF¹

Fç G� FéF¹

c G1
no dot1x logging verbose
802.1x G E G G G T G n G o G Q G IG ŠG FF Û G �0 ò( ýF ú� _� �G " G c G 1 G yG M G x G • G >F éG �F G G G M G Q G
FïFÿGG GM G• GW G0G{ G• G G G 2G Q G O� VF ÷ no dot1x logging verbose G>G{ GŠG^ Gy G A G •G c G 1 G <G s G
G• G A G l G • G WG " � Q# ÝF ç G � F éF ¹

no dot1x logging verbose 

GUGc G7 GyGV FéG	FöFþ0ò(ý�_��FÿGE GG GT Gn G o G Q G IG ŠG FF û/ ²& gF å G �G � F éF ¹

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G W F û G � G � F ¸802.1x G E G G G T G n Go GQ GIGŠGFFÛ G�F¸ �£ �Få G�G��B�ŒFú FùFþ0ò(ý�_��
GyGM Gx G• G>Få G�G� FéF¹

�[ verbose 802.1x G E G G G T G n Go GQ GIGŠGFG" Gc G1 GyGM Gx G• G>FéG�FûFÿF¸ ��Fþ�m8pFû�‘ FÔ
Switch(config)# no dot1x logging verbose

0¿��G" &�1� FéG�FûFÿFşhow running-config "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(55)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
no authentication 
logging verbose

1�0ÉGE GG GT Gn Go GQ GIGŠGFFÛ G�0ò(ý�_��G" Gc G1 GyGM Gx G• G>F

no dot1x logging 
verbose

802.1x G E G G G T G n Go GQ GIGŠGFFÛ G�0ò(ý�_��G" Gc G1 GyGM Gx G• G>

no mab logging 
verbose

MAC 1�0ÉG^ G2G_GG H�MABH � G E G G G T G n Go GQ GIGŠGFFÛ G�0ò(ý�_��G" G
GyGM Gx G• G>Fç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
no mab logging verbose

M G x G • G >F éG �F ûF ÿF ¸
•

å G �G �� B� Œ

� FéF¹

ç G� FéF¹

Fç G� FéF¹

c G1
no mab logging verbose
MAC 1�0ÉG^ G2G_GG H�MABH � G E G G G T G n G o G Q G IG ŠG FF Û G � 0 ò( ýF ú� _� �G " G c G 1 G yG
G G G 2G Q G O G G G M G Q G = G � F ïF ÿG G G M G • G W G 0G { G • G G G 2G Q G O� VF ÷ no mab logging verbose G>G{ GŠG^ Gy G A G
G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹

no mab logging verbose 

GUGc G7 GyGV FéG	FöFþ0ò(ý�_��FÿGE GG GT Gn G o G Q G IG ŠG FF û/ ²& gF å G �G � F éF ¹

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

G A G lG • G W GpGŠGW G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G W F û G � G � F ¸MAC 1�0ÉG^ G2G_GG H�MABH � G E G G G T G n G o G Q G IG ŠG FF Û G � F ¸ � £ �F
Fú FùFþ0ò(ý�_��FÜGc G1 GyGM Gx G• G>Få G�G� FéF¹

�[ verbose MAB G E G G G T G n Go GQ GIGŠGFG" Gc G1 GyGM Gx G• G>FéG�FûFÿF¸ ��Fþ�m8pFû�‘ FÔG
Switch(config)# no mab logging verbose

0¿��G" &�1� FéG�FûFÿFşhow running-config "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW

Gx Gx GŠGG �š�f
Æ��
12.2(55)SE F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 

G A G l G • G W 1 �� Â
no authentication 
logging verbose

1�0ÉGE GG GT Gn Go GQ GIGŠGFFÛ G�0ò(ý�_��G" Gc G1 GyGM Gx G• G>F

no dot1x logging 
verbose

802.1x G E G G G T G n Go GQ GIGŠGFFÛ G�0ò(ý�_��G" Gc G1 GyGM Gx G• G>

no mab logging 
verbose

MAC 1�0ÉG^ G2G_GG H�MABH � G E G G G T G n Go GQ GIGŠGFFÛ G�0ò(ý�_��G" G
GyGM Gx G• G>Fç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
pagp learn-method

G z G G G " � Û* f F éG �F ûF ÿF ¸
UG cG 7 G yG V

�Fï� �
þ�Û*fFðFáF÷ FéF¹ GG G2GQ GO
1
V F û G � G � G 0 G WG z

÷ FéF¹

@# .G kG ŠG V
G EG u G •
G� FéF¹
•" � Q

G2GQ GOFÿF¸
¸ 3æ�™
–Fû
FéF¹ 7Ÿ(ÙGkGŠGV
Fÿ5�0[F÷Fÿ FÒG�

FéF¹ GG

q G[ GyFþ�M�‰Fþ
G kG ŠG V F ø �  
pagp learn-method
EtherChannel G kG ŠG V F Û G � � w� ™ F éG �% T� ™G _G ?G Q G V F þ3 æ� ™
 – G 0 G Wpagp 
learn-method G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç G � F éF ¹ G
0¿��Fû�` FéFûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

pagp learn-method { aggregation-port | physical-port}

no pagp learn-method

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV Fÿ aggregation-portH�1=#.GkGŠGV GOGq G[ GyH� F÷ FéF¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•�Û*f�‰�'FÿF¸ Gx G•G= Fþ�g'ƒF÷� �MFþ0¿��FûFéG��²0[FÜ FÒG� G� FéF¹

H��@H� G A G l G • G W G w G 2 G • G 2 G •G M G ŠG c G 5 G 2G G H �CLIH � G " ) �# äF ç F ö physical-port G;GŠ G}GŠ GW FÜ�æ��Få G
�œF÷G� F¸ GG G2GQ GOFÜGCGkGŠGV FéG�FþFÿF¸ 7Ÿ(ÙGkGŠGV F÷Fþ G0 GWGz GG F 
G]GŠ GW G4 G5 G0F÷FÿF̧pagp learn-method FÚG�G� pagp port-priority  G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G
G<Gs Gz GŠGEGu G• G A G l G • G WF ÿ! “�  F ÷ F éF ÜF ¸Catalyst 1900 G G G 2G Q G OF ú F ùF þ" @# .G kG ŠG
G G � Û* fF ðF áG " G CG kG ŠG V F éG �G UG ^ G 2G G F ø F þ PAgP Fþ%&�«4 #ÝFûFÿFã G�G�FþGA Gl G• GWFÜ�²0[F

G G G 2G Q G OG �F þ G x G •G = G_GŠGV GXGŠFÜ"@#. GwGŠ GXGŠF÷ FÒ G����œF¸pagp learn-method physical-port 
G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç F ö G G G 2G Q G OG " " GwGŠ
GXGŠFø Fç Fö0¿��Fç F̧port-channel load-balance src-mac G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G Š GA
Gl G• GWG" �Q#ÝFç Fö3æ�™
– MAC G0 GWGz GG Fû�öFõ FÔFï2�,´�(�S�‰�'G" 0¿�� FéG�Fã Fø G" �N�áFç
F ã F þ" g� #F ÷F ðF áF ¸pagp learn-method G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G G A G l G • G WG
#ÝFç G� FéF¹

aggregation-port 1=#.GkGŠGV GOGq G[ GyF÷�Û*f FéG� G0 GWGz GG G" �æ��Fç G� FéF¹ GG
EtherChannel Fþ FÔFêG�FÛFþGkGŠGV G" �Q#Ý FéG�Fã Fø Fû G�FóFöF
G_G?GQ GV G" 3æ�™Fç G� FéF¹ Fã Fþ0¿��FÿF¸ GUGcG7 GyGV F÷ 
GwGŠ GXGŠFþ���œF¸ FùFþ"@#.GkGŠGV FûG_G?GQ GV FÜ�†Fß FÛ
G � F ëG #F ¹

physical-port EtherChannel 
ÆFþ"@#.GkGŠGV F÷�Û*f FéG� G0 GWGz GG G" �æ��Fç G�
G 2G Q G OF ÿF ¸ 3 æ� ™
 – G 0 G WG z G G G " � Û* fF ç F ïG � F þF ø �   F è EtherChannel 
ÆFþ
GkGŠGV G" �Q#ÝFç Fö3æ�™
–G�G_G?GQ GV G" 3æ�™Fç G� FéF¹ GOG
)
'ƒFÿF¸ "I��Fþ��
›  MAC G � F ïF ÿ IP G 0 G WG z G G F þG OG q G [ G yF þ
�MFþGkGŠGV G" �Q#ÝFç G� FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Cisco IOS G A G l G • G W
pagp learn-method

G��‰�2G"

f FéG��‰

G�GkGŠGV G"
�[ ��Fþ�[F÷FÿF¸ �Û*f�‰�'G" 0¿��Fç F¸ EtherChannel 
ÆFþ"@#.GkGŠGV �VFþ G0 GWGz GG G" �Û*f Fé
&gFç G� FéF¹
Switch(config-if)# pagp learn-method physical-port

��Fþ�[F÷FÿF¸ �Û*f�‰�'G" 0¿��Fç F¸ EtherChannel 
ÆFþGkGŠGV GOGq G[ Gy�VFþ G0 GWGz GG G" �Û*
�2G" &gFç G� FéF¹
Switch(config-if)# pagp learn-method aggregation-port

0¿��G" &�1� FéG�FûFÿFşhow running-config "I�’  EXEC G A G l G • G WG � F ïF ÿ show pagp 
channel-group-number internal  "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

6õ4�GA GlG• GW G A G l G • G W 1 �� Â
pagp port-priority EtherChannel G" )�#ä FéG� FéG	FöFþGV Gw Gc G1 GQ G= FÜ3æ�™Få G�

4E�¥Fç G� FéF¹
show pagp PAgP GOGq G[ Gy G > G yG ŠG e� _� �G " / ²& gF ç G � F éF ¹
show running-config #'�~Fþ�·�80¿��G" /²&gFç G� FéF¹
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'¨  2 'v       Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P GGG2 GQ GOFþ Cisco IOS G A G lG • G W
pagp port-priority

F Ü3 æ� ™F å G �G �
G u G •
M G•G^ G2
kGŠGV Fÿ'�
>"g

Ge Gw G2 G8Gx

�Fï� �
þ�Û*fFðFáF÷ FéF¹ GG G2GQ GO
1
V F û G � G � G 0 G WG z

÷ FéF¹

@# .G kG ŠG V
G EG u G •
G� FéF¹
•" � Q
pagp port-priority
EtherChannel G" )�#ä FéG� FéG	FöFþGkGŠGV 7Ÿ(ÙGe G{ GV GA Gy H�PAgPH � G V G w G c G 1 G Q G =
GkGŠGV G" 4E�¥ FéG�FûFÿF¸pagp port-priority  G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG E G A G l G •
GWG" �Q#ÝFç G� FéF¹EtherChannel F÷�Q#ÝFå G�Fö FÔFú FÔFéG	FöFþGkGŠGV FÜGi GQ GV GG G GpGŠ GW
Fû FÒG� F¸ #'�~4E�¥Få G�Fö FÔG�GkGŠGV G�Gx G•G= Fû7€��FÜ$Î#ÕFç Fï���œF¸ Fã G�G�FþG
�ÂFûF÷FÝ G� FéF¹ GUGcG7 GyGV 0¿��Fû�` FéFûFÿF¸ Fã FþGA Gl G• GWFþ no �g�'G" �Q#ÝFç G� FéF¹

pagp port-priority  priority

no pagp port-priority

�S�eFþ1��Â

GUGc G7 GyGV GUGcG7 GyGV Fÿ 128 F ÷ F éF ¹

G A G lG • G W GpGŠGW G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G •

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•�   F è EtherChannel 
ÆF÷�·�8�•+�F÷Go G•G^GŠGEGQ GeG" �âFô"@#.GkGŠGV Fþ�pF÷�qG� 9× FÔ
G T G 1 G " � âF ôG kG ŠG V F ÜF ¸PAgP 3æ�™#ÝFø Fç Fö4E�¥Få G�G� FéF¹

H��@H� G A G l G • G W G w G 2 G • G 2 G •G M G ŠG c G 5 G 2G G H �CLIH � G " ) �# äF ç F ö physical-port G;GŠ G}GŠ GW FÜ�æ��Få G
�œF÷G� F¸ GG G2GQ GOFÜGCGkGŠGV FéG�FþFÿF¸ 7Ÿ(ÙGkGŠGV F÷Fþ G0 GWGz GG F 
G]GŠ GW G4 G5 G0F÷FÿF̧pagp learn-method FÚG�G� pagp port-priority  G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G
G<Gs Gz GŠGEGu G• G A G l G • G WF ÿ! “�  F ÷ F éF ÜF ¸Catalyst 1900 G G G 2G Q G OF ú F ùF þ" @# .G kG ŠG
G G � Û* fF ðF áG " G CG kG ŠG V F éG �G UG ^ G 2G G F ø F þ PAgP Fþ%&�«4 #ÝFûFÿFã G�G�FþGA Gl G• GWFÜ�²0[F

G G G 2G Q G OG �F þ G x G •G = G_GŠGV GXGŠFÜ"@#. GwGŠ GXGŠF÷ FÒ G����œF¸pagp learn-method physical-port 
G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G • G A G l G • G WG " � Q# ÝF ç F ö G G G 2G Q G OG " " GwGŠ
GXGŠFø Fç Fö0¿��Fç F̧port-channel load-balance src-mac G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G Š GA
Gl G• GWG" �Q#ÝFç Fö3æ�™
– MAC G0 GWGz GG Fû�öFõ FÔFï2�,´�(�S�‰�'G" 0¿�� FéG�Fã Fø G" �N�áFç
F ã F þ" g� #F ÷F ðF áF ¸pagp learn-method G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G ŠG EG u G G A G l G • G WG
#ÝFç G� FéF¹

�[ ��Fþ�[F÷FÿF¸ GkGŠGV G e G w G 2 G 8G x G T G 1 G " 200 Fû0¿�� FéG��‰�2G" &gFç G� FéF¹
Switch(config-if)# pagp port-priority 200

0¿��G" &�1� FéG�FûFÿFşhow running-config "I�’  EXEC G A G l G • G WG � F ïF ÿ show pagp 
channel-group-number internal  "I�’  EXEC G A G l G • G WG " 
 °� ŠF ç G � F éF ¹

priority G e G w G 2 G 8G x G T G 1 $ �� •F ÿ 0 HZ 255 F ÷ F éF ¹ 

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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�Ü6�  C      Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Show Platform G A G l G • G W
show platform port-asic

WFþ�–�áFÿ

F¹

G}GŠ

F¹

� F÷

F¹

éF ¹
port-info [asic number | port  
number [asic number]]

GkGŠGV �_��Gz GFGG GM �ÍG" /²&gFç G� FéF¹ G;GŠ G}GŠ G
��FþFø FÚG� F÷ FéF¹

• asic numberH� H��õ�–H� �æ��Få G�Fï ASIC Fþ�_��G" /²&gFç G�
FéF¹ �æ��F÷FÝ G�(
�VFÿ  0 HZ 1 F ÷ F éF ¹

• port  numberH� H��õ�–H� �æ��Få G�FïGkGŠGV FÚG�G� ASIC $�
�•Fþ�_��G" /²&gFç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 0 HZ 27 F ÷ F éF ¹
0 FÿGG GŠG_GŠG^ G2GDF÷F¸1 HZ 25 FÿGkGŠGV G" &gFç G� Fé

prog-parser [asic number | port  
number [asic number]]

GeG{ G> Gw GlGd Gy G_GŠGCGŠ GTGŠGd GyG" /²&gFç G� FéF¹ G;GŠ
GWFþ�–�áFÿ� �FþFø FÚG� F÷ FéF¹

• asic numberH� H��õ�–H� �æ��Få G�Fï ASIC Fþ�_��G" /²&gFç G�
FéF¹ �æ��F÷FÝ G�(
�VFÿ  0 HZ 1 F ÷ F éF ¹

• port  numberH� H��õ�–H� �æ��Få G�FïGkGŠGV FÚG�G� ASIC $�
�•Fþ�_��G" /²&gFç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 0 HZ 27 F ÷ F éF ¹
0 FÿGG GŠG_GŠG^ G2GDF÷F¸1 HZ 25 FÿGkGŠGV G" &gFç G� Fé

receive { buffer-queue | port-fifo  
| supervisor-sram} [ asic number | 
port  number [asic number]]

�w�™�_��G" /²&gFç G� FéF¹ G;GŠ G}GŠ GWFþ�–�áFÿ��FþFø FÚG
FéF¹

• buffer-queue H � G ^G Q G c G / G;Gs GŠ�_��G" /²&gFç G� FéF¹

• port-fifo H � G kG ŠG V FIFO �_��G" /²&gFç G� FéF¹

• supervisor-sramH � G G G ŠG _G ŠG ^ G 2G D Static RAM H�SRAMH�
�_��G" /²&gFç G� FéF¹

• asic numberH� H��õ�–H� �æ��Få G�Fï ASIC Fþ�_��G" /²&gFç G�
FéF¹ �æ��F÷FÝ G�(
�VFÿ  0 HZ 1 F ÷ F éF ¹

• port  numberH� H��õ�–H� �æ��Få G�FïGkGŠGV FÚG�G� ASIC $�
�•Fþ�_��G" /²&gFç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 0 HZ 27 F ÷ F éF ¹
0 FÿGG GŠG_GŠG^ G2GDF÷F¸1 HZ 25 FÿGkGŠGV G" &gFç G� Fé

span [vlan-id | asic number] G G G 2G Q G O G W GkGŠGV G 0 G XG w G 2G D H �SPANH� 6õ4��_��G" /²&gFç
G � F éF ¹ G ;G Š G }G Š G WF þ� –� áF ÿ� �F þF ø F ÚG � F ÷ F

• vlan-id H� H��õ�–H� �æ��Få G�Fï VLAN Fþ�_��G" /²&gFç G� FéF¹
�æ��F÷FÝ G�(
�VFÿ 0 HZ 1023 F ÷ F éF ¹

• asic numberH� H��õ�–H� �æ��Få G�Fï ASIC Fþ�_��G" /²&gFç G�
FéF¹ �æ��F÷FÝ G�(
�VFÿ  0 HZ 1 F ÷ F éF ¹
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�Ü6�  C      Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Show Platform G A G l G • G W
show platform port-asic

áFÿ��Fþ

& g

" / ²& gF ç G � F éF ¹

gF ç

V Gx

F¹

F ç
kG ŠG V F å G �

þ�–

F¹

F¹
stack { control | dest-map | 
learning | messages | mvid | 
prog-parser | span | stats [asic 
number | port  number [asic 
number]}

GG GM GQ G= 6õ4��_��G" /²&gFç G� FéF¹ G;GŠ G}GŠ GWFþ�–�
F ø F ÚG � F ÷ F éF ¹

• control H � G G G M G Q G = � D� šG G G TG ŠG M G G G z G FG G G M � _� �G " / ²
F ç G � F éF ¹

• dest-mapH � � �
 ›G lG Q G e� _� �G " / ²& gF ç G � F éF ¹

• learning H � � Û* fG ;G q G Q G E G s 
 ÆF þ G 6G •G V G x G

• messagesH � G G G M G Q G = G o G Q G IG ŠG F G z G FG G G M � _� �G " / ²&
G � F éF ¹

• mvid H � G lG Q G b G • G >F å G �F ï VLAN ID GTGŠGd GyFþ G6G•G
G " / ²& gF ç G � F éF ¹

• prog-parser H � G e G { G > G w G lG d G y G_GŠGCGŠ GTGŠGd GyG" /²&g
F ç G � F éF ¹

• spanH�SPAN 6õ4��_��G" /²&gFç G� FéF¹

• statsH � G kG ŠG V ASIC Fþ�•��#.Fþ)+0£G" /²&gFç G� FéF¹

• asic numberH� H��õ�–H� �æ��Få G�Fï ASIC Fþ�_��G" /²&gFç G�
FéF¹ �æ��F÷FÝ G�(
�VFÿ  0 HZ 1 F ÷ F éF ¹

• port  numberH� H��õ�–H� �æ��Få G�FïGkGŠGV FÚG�G� ASIC $�
�•Fþ�_��G" /²&gFç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 0 HZ 27 F ÷ F éF ¹
0 FÿGG GŠG_GŠG^ G2GDF÷F¸1 HZ 25 FÿGkGŠGV G" &gFç G� Fé

H��@H� F ã G �G �F þG ;G Š G }G Š G WF ÿF ¸LAN Base G 2 G o G ŠG FG " � �/ œ
F ö F ÔG � Catalyst 2960-S G G G 2G Q G OF ðF áF ÷G CG
F ö F ÔG � F éF ¹

stats { drop | enqueue | 
miscellaneous | supervisor} [ asic 
number | port  number [asic 
number]]

GkGŠGV ASIC Fþ�•��#.Fþ)+0£G" /²&gFç G� FéF¹ G;GŠ G}GŠ GWF
�áFÿ��FþFø FÚG� F÷ FéF¹

• drop H� GW G{ GQ Ge)+0£�_��G" /²&gFç G� FéF¹

• enqueueH� G6G•G;Gs GŠ)+0£�_��G" /²&gFç G� FéF¹

• miscellaneousH� �›'�)+0£�_��G" /²&gFç G� FéF¹

• supervisor H� GG GŠG_GŠG^ G2GD)+0£�_��G" /²&gFç G� Fé

• asic numberH� H��õ�–H� �æ��Få G�Fï ASIC Fþ�_��G" /²&gFç G�
FéF¹ �æ��F÷FÝ G�(
�VFÿ  0 HZ 1 F ÷ F éF ¹

• port  numberH� H��õ�–H� �æ��Få G�FïGkGŠGV FÚG�G� ASIC $�
�•Fþ�_��G" /²&gFç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 0 HZ 27 F ÷ F éF ¹
0 FÿGG GŠG_GŠG^ G2GDF÷F¸1 HZ 25 FÿGkGŠGV G" &gFç G� Fé
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�Ü6�  C      Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Show Platform G A G l G • G W
show platform port-asic

Fç Fö Fß Fð
ÝFç Fú FÔF÷

G� F÷

�

¹

F¹

}GŠ GWFþ

F¹

²& g
G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G WF ÿF ¸ G TG = G YG 9 G y GCGkGŠGV �¸�\*…Fø Fø G� Fû�e8Ÿ0Ž�ôG" /œ FÖ ���œFûFðFá�Q#Ý
F å F ÔF ¹ G TG = G YG 9 G y GCGkGŠGV �¸�\*…FÜFã FþGA Gl G• GWFþ�Q#ÝG" �N�áFç Fï���œ�è�¥FûFÿ�Q#
F ß F ðF å F ÔF ¹

transmit  { port-fifo  | queue | 
supervisor-sram} [ asic number | 
port  number [asic number]]

3æ�™�_��G" /²&gFç G� FéF¹ G;GŠ G}GŠ GWFþ�–�áFÿ��FþFø FÚ
FéF¹

• port-fifo H � G kG ŠG V FIFO �_��Gz GFGG GM Fþ
Æ��G" /²&gFç G
FéF¹

• queueH� G;Gs GŠ�_��Gz GFGG GM Fþ
Æ��G" /²&gFç G� FéF

• supervisor-sramH � G G G ŠG _G ŠG ^ G 2G D SRAM �_��G" /²&gFç
G � F éF ¹

• asic numberH� H��õ�–H� �æ��Få G�Fï ASIC Fþ�_��G" /²&gFç G�
FéF¹ �æ��F÷FÝ G�(
�VFÿ  0 HZ 1 F ÷ F éF ¹

• port  numberH� H��õ�–H� �æ��Få G�FïGkGŠGV FÚG�G� ASIC $�
�•Fþ�_��G" /²&gFç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 0 HZ 27 F ÷ F éF ¹
0 FÿGG GŠG_GŠG^ G2GDF÷F¸1 HZ 25 FÿGkGŠGV G" &gFç G� Fé

vct [asic number | port  number 
[asic number]]

�æ��Få G�Fï ASIC G � F ïF ÿ� æ� �F å G �F ïG kG ŠG V F ÚG �G � ASIC Fþ 
VLAN �})°GTGŠGd Gy G6G•GV Gx G" /²&gFç G� FéF¹ G;GŠ G
�–�áFÿ��FþFø FÚG� F÷ FéF¹

• asic numberH� H��õ�–H� �æ��Få G�Fï ASIC Fþ�_��G" /²&gFç G�
FéF¹ �æ��F÷FÝ G�(
�VFÿ  0 HZ 1 F ÷ F éF ¹

• port  numberH� H��õ�–H� �æ��Få G�FïGkGŠGV FÚG�G� ASIC $�
�•Fþ�_��G" /²&gFç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 0 HZ 27 F ÷ F éF ¹
0 FÿGG GŠG_GŠG^ G2GDF÷F¸1 HZ 25 FÿGkGŠGV G" &gFç G� Fé

version GkGŠGV ASIC FþG^GŠGFGu G• FÚG�G�GUG^ G2GG G M G 2G e� _� �G " /
F ç G � F éF ¹

Gx Gx GŠGG �š�f'à�d
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹
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�Ü6�  C      Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Show Platform G A G l G • G W
show platform port-security

Fç Fö Fß Fð
ÝFç Fú FÔF÷
show platform port-security
G e G wG Q G V G cG 7 G Š G nF û� k� Ñ F éG �G kG ŠG V GIG;Gs Gx GT G1 �_��G" /²&g FéG�FûFÿF¸show platform 
port-security "I�’  EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

show platform port-security

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G WF ÿF ¸ G TG = G YG 9 G y GCGkGŠGV �¸�\*…Fø Fø G� Fû�e8Ÿ0Ž�ôG" /œ FÖ ���œFûFðFá�Q#Ý
F å F ÔF ¹ G TG = G YG 9 G y GCGkGŠGV �¸�\*…FÜFã FþGA Gl G• GWFþ�Q#ÝG" �N�áFç Fï���œ�è�¥FûFÿ�Q#
F ß F ðF å F ÔF ¹

Gx Gx GŠGG �š�f'à�d
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹
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�Ü6�  C      Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Show Platform G A G l G • G W
show platform qos

Fç Fö Fß Fð
ÝFç Fú FÔF÷

¹

��FþFø

V F Ú
show platform qos
G e G wG Q G V G cG 7 G Š G nF û� k� Ñ F éG � Quality of ServiceH�QoSH � � _� �G " / ²& g F éG �F ûF ÿF ¸show platform qos 
"I�’  EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

show platform qos { label asic number | policer { parameters asic number | 
port alloc number asic number}}

�S�eFþ1��Â

G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G WF ÿF ¸ G TG = G YG 9 G y GCGkGŠGV �¸�\*…Fø Fø G� Fû�e8Ÿ0Ž�ôG" /œ FÖ ���œFûFðFá�Q#Ý
F å F ÔF ¹ G TG = G YG 9 G y GCGkGŠGV �¸�\*…FÜFã FþGA Gl G• GWFþ�Q#ÝG" �N�áFç Fï���œ�è�¥FûFÿ�Q#
F ß F ðF å F ÔF ¹

label asic number �æ��Få G�Fï ASIC Fþ QoS GwGg Gy GlGQ GeG" /²&gFç G� FéF

H��õ�–H�asic number Fû�æ��F÷FÝ G�(
�VFÿ 0 HZ 1 F ÷ F éF ¹
policer { parameters asic number | 
port alloc number asic number}

Gk Gx GCGŠ�_��G" /²&gFç G� FéF¹ G;GŠ G}GŠ GWFþ�–�áFÿ
FÚG� F÷ FéF¹

• parameters asic numberH � � æ� �F å G �F ï ASIC FþG_ Gw
Go GŠGM �_��G" /²&gFç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 0 HZ 1 
F ÷ F éF ¹

• port alloc number asic numberH � � æ� �F å G �F ï G kG ŠG
G�G� ASIC FþGkGŠGV �m G� �\Fö �_��G" /²&gFç G� FéF¹
GkGŠGV �m G� �\Fö Fû�æ��F÷FÝ G�(
�VFÿ 0 HZ 25 F ÷ F éF ¹
ASIC Fû�æ��F÷FÝ G�(
�VFÿ 0 HZ 1 F ÷ F éF ¹

Gx Gx GŠGG �š�f'à�d
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹
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�Ü6�  C      Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Show Platform G A G l G • G W
show platform resource-manager

éF¹

� FéF¹ �æ

� FéF¹ �æ

gFç G�

� FéF¹ �æ

3Ù�ÊGTGŠGd GyG"

� FéF¹ �æ

�ÊGTGŠGd Gy�_

/ ²F å
d GyG"

GyG" /²&gFç G�

� FéF¹ �æ

ç G�

� FéF¹ �æ
show platform resource-manager
G e G wG Q G V G cG 7 G Š G nF û� k� Ñ F éG � G x G K G ŠG G G l G [G ŠG FG q � _� �G " / ²& g F éG �F ûF ÿF ¸show platform 
resource-manager "I�’  EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

show platform resource-manager { dm [index number] | erd [index number] | 
mad [index number] | med [index number] | mod | msm { hash-table [vlan vlan-id] | 
mac-address mac-address [vlan vlan-id]} | sd [index number] | 
vld [index number]}

�S�eFþ1��Â dm [index number] ��
›GlGQ GeG" /²&gFç G� FéF¹ G;GŠ G}GŠ GWFþ�–�áFÿ��FþFø FÚG� F÷ F

• index numberH� H��õ�–H� �æ��Få G�Fï G2 G•GUGQ G= GG G" /²&gFç G
��F÷FÝ G�(
�VFÿ 0 HZ 65535 F ÷ F éF ¹

erd [index number] �æ��Få G�Fï G2 G•GUGQ G= GG Fþ'¼�oGA GG GV GyGŠGV 0°3Ù�ÊGTGŠGd GyG" /²&gFç
G � F éF ¹ G ;G Š G }G Š G WF þ� –� áF ÿ� �F þF ø F ÚG � F ÷ F éF ¹

• index numberH� H��õ�–H� �æ��Få G�Fï G2 G•GUGQ G= GG G" /²&gFç G
��F÷FÝ G�(
�VFÿ 0 HZ 65535 F ÷ F éF ¹

mad [index number] �æ��Få G�Fï G2 G•GUGQ G= GG Fþ MAC G0 GWGz GG 0°3Ù�ÊGTGŠGd GyG" /²&
FéF¹ G;GŠ G}GŠ GWFþ�–�áFÿ��FþFø FÚG� F÷ FéF¹

• index numberH� H��õ�–H� �æ��Få G�Fï G2 G•GUGQ G= GG G" /²&gFç G
��F÷FÝ G�(
�VFÿ 0 HZ 65535 F ÷ F éF ¹

med [index number] �æ��Få G�Fï G2 G•GUGQ G= GG FþGl GyGOG6G= GG G_ G•GEGu G•0°
/²&gFç G� FéF¹ G;GŠ G}GŠ GWFþ�–�áFÿ��FþFø FÚG� F÷ FéF¹

• index numberH� H��õ�–H� �æ��Få G�Fï G2 G•GUGQ G= GG G" /²&gFç G
��F÷FÝ G�(
�VFÿ 0 HZ 65535 F ÷ F éF ¹

mod G x G K G ŠG G G l G [G ŠG FG q GpGFGs GŠ Gy�_��G" /²&gFç G� FéF¹
msm {hash-table 
[vlan vlan-id] | 
mac-address 
mac-address [vlan 
vlan-id]}

MAC G0 GWGz GG 0°3Ù�ÊGTGŠGd GyFÚG�G�GG GTGŠGEGu G•0°3Ù
��G" /²&gFç G� FéF¹ G;GŠ G}GŠ GWFþ�–�áFÿ��FþFø FÚG� F÷ FéF¹

• hash-table [vlan vlan-id] H � F éG 	F öF þ VLAN G � F ïF ÿ� æ� �F å G �F ï 
VLAN F þ G ]G Q G E G s GTGŠGd GyG" /²&gFç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ 
4094 F ÷ F éF ¹

• mac-address mac-address [vlan vlan-id] H � F éG 	F öF þ VLAN G � F ïF ÿ� æ
��Få G�Fï VLAN Fû�P FéG� 48 GaGQ GV G]GŠ GW G4 G5 G0 G 0 G WG z G G F ÷
G�G��æ� �Få G�Fï MAC G 0 G WG z G G F þ MAC G0 GWGz GG 0°3Ù�ÊGTGŠG
/²&gFç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ 4094 F ÷ F éF ¹

sd [index number] �æ��Få G�Fï G2 G•GUGQ G= GG FþGG GTGŠGEGu G•0°3Ù�ÊGTGŠGd
FéF¹ G;GŠ G}GŠ GWFþ�–�áFÿ��FþFø FÚG� F÷ FéF¹

• index numberH� H��õ�–H� �æ��Få G�Fï G2 G•GUGQ G= GG G" /²&gFç G
��F÷FÝ G�(
�VFÿ 0 HZ 65535 F ÷ F éF ¹

vld [index number] �æ��Få G�Fï G2 G•GUGQ G= GG Fþ VLAN Gx GG GV 0°3Ù�ÊGTGŠGd GyG" /²&gF
FéF¹ G;GŠ G}GŠ GWFþ�–�áFÿ��FþFø FÚG� F÷ FéF¹

• index numberH� H��õ�–H� �æ��Få G�Fï G2 G•GUGQ G= GG G" /²&gFç G
��F÷FÝ G�(
�VFÿ 0 HZ 65535 F ÷ F éF ¹
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�Ü6�  C      Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Show Platform G A G l G • G W
show platform resource-manager

Fç Fö Fß Fð
ÝFç Fú FÔF÷
G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G WF ÿF ¸ G TG = G YG 9 G y GCGkGŠGV �¸�\*…Fø Fø G� Fû�e8Ÿ0Ž�ôG" /œ FÖ ���œFûFðFá�Q#Ý
F å F ÔF ¹ G TG = G YG 9 G y GCGkGŠGV �¸�\*…FÜFã FþGA Gl G• GWFþ�Q#ÝG" �N�áFç Fï���œ�è�¥FûFÿ�Q#
F ß F ðF å F ÔF ¹

Gx Gx GŠGG �š�f'à�d
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹
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�Ü6�  C      Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Show Platform G A G l G • G W
show platform snmp counters

G y H �� �G " / ²& g

Fç Fö Fß Fð
ÝFç Fú FÔF÷
show platform snmp counters
G e G wG Q G V G cG 7 G Š G nF û� k� Ñ F éG �( F� ÆG [G Q G V G }G ŠG = ' ö# .G eG { G V G ASNMPH � G 9 G 4 G •G M � _
FéG�FûFÿF¸show platform snmp counters "I�’  EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

show platform snmp counters

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G WF ÿF ¸ G TG = G YG 9 G y GCGkGŠGV �¸�\*…Fø Fø G� Fû�e8Ÿ0Ž�ôG" /œ FÖ ���œFûFðFá�Q#Ý
F å F ÔF ¹ G TG = G YG 9 G y GCGkGŠGV �¸�\*…FÜFã FþGA Gl G• GWFþ�Q#ÝG" �N�áFç Fï���œ�è�¥FûFÿ�Q#
F ß F ðF å F ÔF ¹

Gx Gx GŠGG �š�f'à�d
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹
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�Ü6�  C      Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Show Platform G A G l G • G W
show platform spanning-tree

F ¸

Fç Fö Fß Fð
ÝFç Fú FÔF÷

þ�–�áFÿ

¹

•

show platform spanning-tree
G e G wG Q G V G cG 7 G Š G nF û� k� Ñ F éG �G G G _G Y G • G > G R G x G Š� _� �G " / ²& g F éG �F ûF ÿshow platform 
spanning-tree "I�’  EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

show platform spanning-tree synchronization [detail | vlan vlan-id]

�S�eFþ1��Â

G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G WF ÿF ¸ G TG = G YG 9 G y GCGkGŠGV �¸�\*…Fø Fø G� Fû�e8Ÿ0Ž�ôG" /œ FÖ ���œFûFðFá�Q#Ý
F å F ÔF ¹ G TG = G YG 9 G y GCGkGŠGV �¸�\*…FÜFã FþGA Gl G• GWFþ�Q#ÝG" �N�áFç Fï���œ�è�¥FûFÿ�Q#
F ß F ðF å F ÔF ¹

synchronization 
[detail | vlan 
vlan-id]

G G G _G Y G • G > G R G x G Š GG GTGŠGV � �‡�_��G" /²&gFç G� FéF¹ G;GŠ G}GŠ GWF
��FþFø FÚG� F÷ FéF¹

• detail H� H��õ�–H� GG G_GY G• G> GR Gx GŠ�_��Fþ0ò(ýG" /²&gFç G� FéF

• vlan vlan-id H� H��õ�–H� �æ��Få G�Fï VLAN Fþ VLAN G G G 2G Q G O G G G _G Y G
G> GR Gx GŠ�_��G" /²&gFç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 1 HZ 4094 F ÷ F éF ¹

Gx Gx GŠGG �š�f
Æ��
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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�Ü6�  C      Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Show Platform G A G l G • G W
show platform stp-instance

¸

Fç Fö Fß Fð
ÝFç Fú FÔF÷

ç G � F éF ¹
show platform stp-instance
G e G wG Q G V G cG 7 G Š G nF û� k� Ñ F éG �G G G _G Y G • G > G R G x G Š G 2 G •G G G M G •G G � _� �G " / ²& g F éG �F ûF ÿFshow 
platform stp-instance "I�’  EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

show platform stp-instance vlan-id

�S�eFþ1��Â

G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G WF ÿF ¸ G TG = G YG 9 G y GCGkGŠGV �¸�\*…Fø Fø G� Fû�e8Ÿ0Ž�ôG" /œ FÖ ���œFûFðFá�Q#Ý
F å F ÔF ¹ G TG = G YG 9 G y GCGkGŠGV �¸�\*…FÜFã FþGA Gl G• GWFþ�Q#ÝG" �N�áFç Fï���œ�è�¥FûFÿ�Q#
F ß F ðF å F ÔF ¹

vlan-id �æ��Få G�Fï VLAN FþGG G_GY G• G> GR Gx GŠ G 2 G •G G G M G •G G � _� �G " / ²& gF
�æ��F÷FÝ G�(
�VFÿ 1 HZ 4094 F ÷ F éF ¹

Gx Gx GŠGG �š�f'à�d
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹
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�Ü6�  C      Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Show Platform G A G l G • G W
show platform stack manager

Fç Fö Fß Fð
ÝFç Fú FÔF÷

CG kG ŠG V F å

¹

Fþ3û�™G" �…FóFö FÔG�
F¹

Få

G G 2G Q G OF ÜG G
�

¢Fç F¸
F ¹

¹

Fþ

¹

Fþ
show platform stack manager
G e G wG Q G V G cG 7 G Š G nF û� k� Ñ F éG �G G G M G Q G = � _� �G " / ²& g F éG �F ûF ÿF ¸show platform stack-manager "I�’  
EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

show platform stack manager { all | counters | trace [sdp [reverse] | state [reverse]]}  

�S�eFþ1��Â

G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G WF ÿF ¸ G TG = G YG 9 G y GCGkGŠGV �¸�\*…Fø Fø G� Fû�e8Ÿ0Ž�ôG" /œ FÖ ���œFûFðFá�Q#Ý
F å F ÔF ¹ G TG = G YG 9 G y GCGkGŠGV �¸�\*…FÜFã FþGA Gl G• GWFþ�Q#ÝG" �N�áFç Fï���œ�è�¥FûFÿ�Q#
F ß F ðF å F ÔF ¹

H��@H� F ã F þG A G l G • G WF ÿF ¸LAN base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG � Catalyst 2960-S G G G 2G Q G OF þ G �F ÷G
G�Fö FÔG� FéF¹

G G G 2G Q G O GG GM GQ G= Fþ GCGl Gx GŠ�_��Fû/²&gFå G�G�GG GTGŠGV Fÿ��FþFø FÚG� F÷ FéF

• Waiting H� GG G2GQ GOFÿ2s�·�pF÷F¸ GG GM GQ G= 
ÆFû FÒ G��ÚFþGG G2GQ GOFÛ G�
FéF¹ GG G2GQ GOFÿG� FðGG GM GQ G= GlGG GM GŠF÷ FÒ G�FÛ Fù FÖ FÛG" �8�9Fç Fö FÔG� FëG#

G G G M G Q G = GlGG GM GŠ4E��Fû�g�•Fç Fö FÔFú FÔGG GM GQ G= G o G •G ^F ÿF ¸ G G G M G Q G = GlGG GM GŠFÜ4E��
G� =
�FÜF÷FÝ G�G� F÷ Waiting G G G TG ŠG V F þG � G � F ÷ F éF ¹

• Initializing H � G G G 2G Q G OF ÜF íF þG G G M G Q G = GlGG GM GŠ G G G TG ŠG M G G G " � 8� 9F ç G � F ç F ïF ¹ G
G M G Q G = GlGG GM GŠF÷Fú FÔ���œF¸ Fã FþGG G2GQ GOFÿGG GM GQ G= GlGG GM GŠFÛ G� GE GG GT Gn G z G g G yF ÚG
G � G 2 G •G M G ŠG c G 5 G 2G G G z G g G yF þ0 ¿� �G " � w� ™F ç F ö G { G Š G W F ç F ö F ÔG � F éF ¹

• ReadyH � G o G •G ^F ÜG E G G G T G n G z G g G yF ÚG �G � G 2 G •G M G ŠG c G 5 G 2G G Gz Gg GyFþ0¿��Fþ G{ GŠ GWG" �ö�
G V G w G c G 1 G Q G = G " 3 ?3 æF ÷F Ý G � G � F Ö F ûF úF óF ö F ÔG � F é

all G G G 2G Q G O GG GM GQ G= 
²�/Fþ�_��G" FéG	Fö/²&gFç G� FéF¹
counters G G G M G Q G = G l G [G ŠG FG q G 9 G 4 G •G M G " / ²& gF ç G � F éF ¹
trace [sdp [reverse]] 3ã2§�_��G" /²&gFç G� FéF¹ G;GŠ G}GŠ GWFþ�–�áFÿ��FþFø FÚG� F÷ FéF

• sdp H� H��õ�–H� GG GM GQ G= GUG1 GG G9G^ Gx G e G { G V G A G y H �SDPH � � _� �G "
/²&gFç G� FéF¹

• reverseH� H��õ�–H� 3ã2§�_��G" 3ë8pFû H��q�‚Fþ�_��FÛ G�8pFûFå FÛ
G�FóFöH� /²&gFç G� FéF¹

trace [state [reverse]] 3ã2§�_��G" /²&gFç G� FéF¹ G;GŠ G}GŠ GWFþ�–�áFÿ��FþFø FÚG� F÷ FéF

• stateH� H��õ�–H� GG GM GQ G= G G G TG ŠG V GlGE G•�_��G" /²&gFç G� FéF¹

• reverseH� H��õ�–H� 3ã2§�_��G" 3ë8pFû H��q�‚Fþ�_��FÛ G�8pFûFå FÛ
G�FóFöH� /²&gFç G� FéF¹

Gx Gx GŠGG �š�f'à�d
12.2(53)SE1 F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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�Ü6�  C      Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Show Platform G A G l G • G W
show platform stack manager

$�‹FþGG GTGŠ
‚Fç FÔGlGG GM GŠ

GQ G=

F¸
• Master Re-InitH� GlGG GM GŠFþ
Ì4E��F÷F¸ $�Fú G�Go G•G^FÜGlGG GM GŠFû4E��Få G�Fï%
GV F¹ �‚Fç FÔGlGG GM GŠFÜFíFþ0¿��G" 
Ì�6�‡�ìFç Fö FÔG� FéF¹ Fã FþGG GTGŠGV FÿF¸ �
FðFáFû4 :#ÝFå G�G� FéF¹

• Ver MismatchH�Version-Mismatch GpGŠ GWFþGG G2GQ GOF¹Version-Mismatch GpGŠ GW FÿF¸ GG GM
F û� •
 °F ç F ö F ÔG �G G G 2G Q G OF ûF ¸ G lG G G M G ŠF ø F ÿ$ �F ú G �G G G M G Q G = G e G { G V G A G y G l G 2 G XG Š G^GŠGFGu
G•$��•FÜ FÒ G�"g�ÂF÷ FéF¹

G G G M G Q G = G o G •G ^ H �G G G M G Q G = GlGG GM GŠG" �µG�H� Fþ�æ/²$×FúGG GTGŠGV 4D&ãFÿF¸Waiting -> 
Initializing -> Ready F ÷ F éF ¹

GlGG GM GŠ4E���‹FþGG GM GQ G= GlGG GM GŠFûFú G�GG GM GQ G= Go G•G^Fþ�æ/²$×FúGG GTGŠGV 4D&ãFÿReady 
-> Master Re-Init -> Ready F ÷ F éF ¹

Version Mismatch GpGŠ GWFþGG GM GQ G= Go G•G^Fþ�æ/²$×FúGG GTGŠGV 4D&ãFÿF¸Waiting -> Ver Mismatch 
F ÷ F éF ¹
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�Ü6�  C      Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Show Platform G A G l G • G W
show platform stack ports

Fç Fö Fß Fð
ÝFç Fú FÔF÷

CG kG ŠG V F å

ç

show platform stack ports
G e G wG Q G V G cG 7 G Š G nF û� k� Ñ F éG �G G G M G Q G = � _� �G " / ²& g F éG �F ûF ÿF ¸show platform stack ports "I�’  
EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

show platform stack ports { buffer | history}

�S�eFþ1��Â

G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G WF ÿF ¸ G TG = G YG 9 G y GCGkGŠGV �¸�\*…Fø Fø G� Fû�e8Ÿ0Ž�ôG" /œ FÖ ���œFûFðFá�Q#Ý
F å F ÔF ¹ G TG = G YG 9 G y GCGkGŠGV �¸�\*…FÜFã FþGA Gl G• GWFþ�Q#ÝG" �N�áFç Fï���œ�è�¥FûFÿ�Q#
F ß F ðF å F ÔF ¹

H��@H� F ã F þG A G l G • G WF ÿF ¸LAN base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG � Catalyst 2960-S G G G 2G Q G OF þ G �F ÷G
G�Fö FÔG� FéF¹

�[ ��Fþ�[F÷FÿF¸ show platform stack port buffer G A G l G • G WF þ� �� ŠG " & gF ç G � F éF ¹
Switch# show platform stack ports buffer
              Stack Debug Event Data Trace
==============================================================
Event type LINK: Link status change
Event type RAC: RAC changes to Not OK
Event type SYNC: Sync changes to Not OK
==============================================================

  Event    Stack           Stack PCS Info              Ctrl-Status  Loopback   Cable
  Count    Port                                                     IOS / HW   length
=========  =====  ===================================  ===========  ========  ========
Event type: LINK OK Stack Port 1
0000000011   1    FF08FF00 860302A5 AA55FFFF FFFFFFFF   1CE61CE6     Yes/Yes  No cable
0000000011   2    FF08FF00 86031805 55AAFFFF FFFFFFFF   1CE61CE6     Yes/Yes  No cable
Event type: LINK OK Stack Port 2
0000000012   1    FF08FF00 860302A5 AA55FFFF FFFFFFFF   1CE61CE6     Yes/Yes  No cable
0000000012   2    FF08FF00 86031805 55AAFFFF FFFFFFFF   1CE61CE6     Yes/Yes  No cable
Event type: RAC
0000000013   1    FF08FF00 860302A5 AA55FFFF FFFFFFFF   1CE61CE6     Yes/Yes  No cable
0000000013   2    FF08FF00 86031805 55AAFFFF FFFFFFFF   1CE61CE6     Yes/Yes  No cable

buffer G G G M G Q G = GkGŠGV G x G •G = G2Gg G•GV Fø � �‡GG GTGŠGV G2Gg G•GV G" /²&gF
G � F éF ¹

history G G G M G Q G = GkGŠGV �š�TG" /²&gFç G� FéF¹

Gx Gx GŠGG �š�f
Æ��
12.2(53)SE1 F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹ 
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�Ü6�  C      Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Show Platform G A G l G • G W
show platform stack ports
��Fþ�[F÷FÿF¸ show platform stack ports history G A G l G • G WF þ� �� ŠG " & gF ç G � F éF ¹
Switch# show platform stack ports history
Switch#/   Lost Sync   # times Link   # Changes
  Port#      Events        Not OK      To LinkOK
---------  -----------  ------------  ----------
  1/1               0             0           0
  1/2               3             4           3
  2/1               3             4           3
  2/2               0             0           0
  3/1               0             0           0
  3/2               0             0           0
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�Ü6�  C      Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Show Platform G A G l G • G W
show platform tb

GŠ Gn�k�ÑFþ
G � F éF ¹

Fç Fö Fß Fð
ÝFç Fú FÔF÷

CG kG ŠG V F å
show platform tb
G G G M G Q G = GlGG GM GŠG" � ‚Fç FÔGG GM GQ G= GlGG GM GŠFû�š�fFç Fö FÔG�6ëFûF¸ Ge GwGQ GV GcG7
�™8—�öFþ FÒ G��C#ú�_��G" /²&g FéG�FûFÿF¸show platform tb "I�’  EXEC G A G l G • G WG " � Q# ÝF ç

show platform tb 

�S�eFþ1��Â F ã F þG A G l G • G W F ûF ÿF ¸ � ,� XG � F ïF ÿG ;G Š G }G Š G WF ÿ F ÒG � G � F ëG #F ¹

G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G WF ÿF ¸ G TG = G YG 9 G y GCGkGŠGV �¸�\*…Fø Fø G� Fû�e8Ÿ0Ž�ôG" /œ FÖ ���œFûFðFá�Q#Ý
F å F ÔF ¹ G TG = G YG 9 G y GCGkGŠGV �¸�\*…FÜFã FþGA Gl G• GWFþ�Q#ÝG" �N�áFç Fï���œ�è�¥FûFÿ�Q#
F ß F ðF å F ÔF ¹

H��@H� F ã F þG A G l G • G WF ÿF ¸LAN base G 2 G o G ŠG FG " � �/ œF ç F ö F ÔG � Catalyst 2960-S G G G 2G Q G OF þ G �F ÷G
G�Fö FÔG� FéF¹

�[ ��Fþ�[F÷FÿF¸ show platform tb G A G l G • G WF þ� �� ŠG " & gF ç G � F éF ¹
Switch# show platform tb
Print TB sub-block information 
(Fa1/0/2) device:(Cisco phone)
/* current interfaces with TB enabled, and the trust device type */

Current master switch:(Yes)
/* Is this switch the current master switch?*/

New elected master   :(No)
/* Is the master switch-over occurred and this is the new master switch?*/

Master ready         :(No)
/* Is the Master switch in ready state?*/

HULC TB process on   :(No)
/* Is the TB platform process currently running?*/

CDP stable timer ON  :(No)(360 secs)
/* Is the CDP stable timer running?After the CDP stable timer expired, CDP neighbors of 
all the TB enabled interfaces will be verified to make sure the replacement of IP phone 
and PC did not happen during the master switch-over.*/

Print TB residue trust ports information
/* The interfaces with TB enabled right before master switch-over.*/

Gx Gx GŠGG �š�f'à�d
12.2(53)SE1 F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹
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�Ü6�  C      Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Show Platform G A G l G • G W
show platform tb
Print port CDP neighbor information
/* Is the CDP message still received after switch-over?*/

HULC TB is not detecting CDP events
/* Currently, this switch is not detecting any CDP event.*/
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�Ü6�  C      Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Show Platform G A G l G • G W
show platform tcam

^� _� �G " / ²

y

²

show platform tcam
G e G wG Q G V G cG 7 G Š G nF û� k� Ñ F éG � Ternary Content Addressable MemoryH�TCAMH � G W G w G 2G
& g F éG �F ûF ÿF ¸show platform tcam "I�’  EXEC G A G l G • G WG " � Q# ÝF ç G � F éF ¹

show platform tcam { errors | handle number | log-results | table { acl | all | local | mac-address 
| qos | station | vlan-list} | usage} [ asic number [detail [invalid ]] | [index number [detail 
[ invalid ]] | invalid  | num number [detail [invalid ]] | invalid ] | [invalid ] | [num number [detail 
[ invalid ]] | invalid ]] 

show platform tcam table acl [asic number [detail [invalid ]] | [index number [detail [invalid ]] | 
invalid  | num number [detail [invalid ]] | invalid ] | [invalid ] | [num number [detail [invalid ]] 
| invalid ]] 

show platform tcam table all [asic number [detail [invalid ]] | [index number [detail [invalid ]] | 
invalid  | num number [detail [invalid ]] | invalid ] | [invalid ] | [num number [detail [invalid ]] 
| invalid ]] 

show platform tcam table local [asic number [detail [invalid ]] | [index number [detail [invalid ]] 
| invalid  | num number [detail [invalid ]] | invalid ] | [invalid ] | [num number [detail [invalid ]] 
| invalid ]] 

show platform tcam table mac-address [asic number [detail [invalid ]] | [index number [detail 
[ invalid ]] | invalid  | num number [detail [invalid ]] | invalid ] | [invalid ] | [num number [detail 
[ invalid ]] | invalid ]] 

show platform tcam table qos [asic number [detail [invalid ]] | [index number [detail [invalid ]] | 
invalid  | num number [detail [invalid ]] | invalid ] | [invalid ] | [num number [detail [invalid ]] 
| invalid ]] 

show platform tcam table station [asic number [detail [invalid ]] | [index number [detail 
[ invalid ]] | invalid  | num number [detail [invalid ]] | invalid ] | [invalid ] | [num number [detail 
[ invalid ]] | invalid ]] 

show platform tcam table vlan-list [ [asic number [detail [invalid ]] | [index number [detail 
[ invalid ]] | invalid  | num number [detail [invalid ]] | invalid ] | [invalid ] | [num number [detail 
[ invalid ]] | invalid ]] 

�S�eFþ1��Â errors Hulc Quality of ServiceH�QoSH�/ G0G= GIGG G A G •G V G { G Š G G x G G
G V H �ACLH�TCAM Manager H�HQATMH�FḨulc Forwarding 
TCAM Manager H�HFTMH�F¸ FÚG�G� TCAM F÷�m G� �\Fö G� G�Fö
FÔFú FÔGG GhGŠGG 
ÆF÷Fþ TCAM Go GpGx �Z�œ�ö�è��G6GwGŠG" /
&gFç G� FéF¹

handle number TCAM G]G• GW GyG" /²&gFç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 0 HZ 
4294967295 F ÷ F éF ¹

log-results TCAM G { G >) �� ÝG " / ²& gF ç G � F éF ¹
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�Ü6�  C      Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Show Platform G A G l G • G W
show platform tcam

Fç Fö Fß Fð
ÝFç Fú FÔF÷

kG ŠG V F å G �

A Gl G•
F¹

éF¹ G;GŠ

G yG "

¹

/²&gFç

éF¹
G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G WF ÿF ¸ G TG = G YG 9 G y GCGkGŠGV �¸�\*…Fø Fø G� Fû�e8Ÿ0Ž�ôG" /œ FÖ ���œFûFðFá�Q#Ý
F å F ÔF ¹ G TG = G YG 9 G y GCGkGŠGV �¸�\*…FÜFã FþGA Gl G• GWFþ�Q#ÝG" �N�áFç Fï���œ�è�¥FûFÿ�Q#
F ß F ðF å F ÔF ¹

show platform tcam errors "I�’  EXEC G A G l G • G WF ÿF ¸Catalyst 2960-S G G G 2G Q G OF ÷F ÿG CG
F ö F ÔG � F ëG #F ¹

H��@H� ipv6F¸equal-cost-routeF¸multicast-expansionF¸secondaryF ¸ F ÚG �G � usage G;GŠ G}GŠ GW FÿF¸ G
G W G w G 2 G •F þG f G yG e GG GV Gx G• G>FûFÿ/²&gFå G�Fö FÔG� FéFÜF¸ GCGkGŠGV Få G�Fö FÔG� FëG#

table { acl | all | local | 
mac-address | qos | station | 
vlan-list}

GyGQ G= G0GQ Ge FÚG�G�3?3æGTGŠGd Gy�_��G" /²&gFç G� F
G}GŠ GWFþ�–�áFÿ��FþFø FÚG� F÷ FéF¹

• acl H � G 0G = G IG G G A G •G V G { G Š G y G x G G G V H �ACLH � G TG ŠG d
/²&gFç G� FéF¹

• all H � F éG 	F öF þ TCAM GTGŠGd GyG" /²&gFç G� FéF¹

• local H � G { G ŠG 9 G y GTGŠGd GyG" /²&gFç G� FéF¹

• mac-addressH�MAC G 0 G WG z G G GTGŠGd GyG" /²&gFç G� FéF

• qosH�QoS GTGŠGd GyG" /²&gFç G� FéF¹

• station H � G G G TG ŠG EG u G • GTGŠGd GyG" /²&gFç G� FéF¹

• vlan-list H�VLAN G x G G G V GTGŠGd GyG" /²&gFç G� FéF¹
usage CAM H�4��•Go GpGx H� FÚG�G�3?3æGTGŠGd Gy�Q#Ý"g�#G"

G � F éF ¹
[[ asic number [detail [invalid ]] | 
[index number [detail [invalid ]] | 
invalid  | num number [detail 
[ invalid ]] | invalid ] | [invalid ] | 
[num number [detail [invalid ]] | 
invalid ]]

�_��G" /²&gFç G� FéF¹ G;GŠ G}GŠ GWFþ�–�áFÿ��FþFø FÚG� F÷ F

• asic numberH � � æ� �F å G �F ï ASIC FþGUG^ G2GG ID Fþ�_��G" /²
&gFç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 0 HZ 15 F ÷ F éF ¹

• detail [invalid ] H� H��õ�–H� �w� G� FïFÿ!“� Fþ0ò(ýG" /²&gFç
G � F éF ¹

• index numberH� H��õ�–H� �æ��Få G�Fï TCAM GTGŠGd Gy G 2 G •
GUGQ G= GG Fþ�_��G" /²&gFç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 0 HZ 
32768 F ÷ F éF ¹

• num numberH� H��õ�–H� �æ��Få G�Fï TCAM GTGŠGd Gy$��•Fþ
�_��G" /²&gFç G� FéF¹ �æ��F÷FÝ G�(
�VFÿ 0 HZ 32768 F ÷ F éF ¹

Gx Gx GŠGG �š�f'à�d
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹
12.2(55)SE errors G;GŠ G}GŠ GWFþ GCGkGŠGV FÜ3ã�•Få G�G� Fç FïF¹
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�Ü6�  C      Catalyst 2960F¸2960-SF¸2960-CF ¸ F ÚG �G � 2960-P G G G 2G Q G OF þ Show Platform G A G l G • G W
show platform vlan

Fç Fö Fß Fð
ÝFç Fú FÔF÷

ç G �

F ç G � F éF ¹ G ;G Š
show platform vlan
G e G wG Q G V G cG 7 G Š G nF û� k� Ñ F éG � VLAN �_��G" /²&g FéG�FûFÿFşhow platform vlan "I�’  EXEC G A G l
G • G WG " � Q# ÝF ç G � F éF ¹

show platform vlan {misc | mvid | prune | refcount | rpc { receive | transmit }} 

�S�eFþ1��Â

G A G lG • G W GpGŠGW "I�’  EXEC

G A G lG • G W � š� T

�Q#Ý�VFþG: G2 GW Gw G2G•F ã F þG A G l G • G WF ÿF ¸ G TG = G YG 9 G y GCGkGŠGV �¸�\*…Fø Fø G� Fû�e8Ÿ0Ž�ôG" /œ FÖ ���œFûFðFá�Q#Ý
F å F ÔF ¹ G TG = G YG 9 G y GCGkGŠGV �¸�\*…FÜFã FþGA Gl G• GWFþ�Q#ÝG" �N�áFç Fï���œ�è�¥FûFÿ�Q#
F ß F ðF å F ÔF ¹

misc �›'�  VLAN GpGFGs GŠ Gy�_��G" /²&gFç G� FéF¹
mvid Mapped VLAN ID H�MVID H � � m G � � \F ö � _� �G " / ²& gF ç G � F éF ¹
prune G G G M G Q G = G e G yG ŠG Y G • G > GUGŠGM GgGŠGG G" /²&gFç G� FéF¹
refcount VLAN G { G Q G = GpGFGs GŠ GyFûFôFÔFöFþ Gx Gc G/Gz G•GG G 9 G 4 G •G V G " / ²& gF

FéF¹
rpc { receive | 
transmit }

G x G pG ŠG V G e G { G EG ŠG FG q G A G Š G y H �RPCH � G o G Q G IG ŠG FG " / ²& g
G}GŠ GWFþ�–�áFÿ��FþFø FÚG� F÷ FéF¹

• receiveH � � w� ™F ç F ï� _� �G " / ²& gF ç G � F éF ¹

• transmit H � 3 æ� ™F ç F ï� _� �G " / ²& gF ç G � F éF ¹

Gx Gx GŠGG �š�f'à�d
12.2(25)FX F ã F þG A G l G • G W F Ü3 ã� •F å G �G � F ç F ïF ¹
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show platform vlan
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� Ü 6 � D

F ôF ÔF ö

Q
ø Fþ�«�n�öG" �–FôFïG�

nd 

nd to 

ince 
G8GŠGe G• G K G ŠG G G K G cG V G 4G 5 G 0F û

Cisco IOS G K G cG V G 4 G 5 G 0F þ pipe G A G l G • G WF ÿF ¸Henry Spencer Fþ�G0d/²#' Gw G2 Gd Gw Gx H�regexH � G " �
#ÝFç Fö FÔG� FéF¹ Fã Fþ Gw G2 Gd Gw Gx Fþ�q�‚"'FÿF¸ Gw G2 Gd Gw Gx Fþ�§G^GŠGFGu G•F
Fû Catalyst G8GhGz GŠGTG1 G• G> G E G G G T G n GK GcGV G4 G5 G0F÷,]�¸�Ÿ�GFå G�Fö FÔG� FéF¹

Henry Spencer's regular expression library (regex).Copyright 1992, 1993, 1994, 1997 Henry 
Spencer.All rights reserved.This software is not subject to any license of the American Telephone a
Telegraph Company or of the Regents of the University of California.

Permission is granted to anyone to use this software for any purpose on any computer system, a
alter it and redistribute it, subject to the following restrictions:

1. The author is not responsible for the consequences of use of this software, no matter how awful, 
even if they arise from flaws in it.

2. The origin of this software must not be misrepresented, either by explicit claim or by omission.S
few users ever read sources, credits must appear in the documentation.

3. Altered versions must be plainly marked as such, and must not be misrepresented as being the 
original software.Since few users ever read sources, credits must appear in the documentation.

4. This notice may not be removed or altered.
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6, 
( ô � ,
g! ·

A

aaa accounting dot1x G A G l G • G W1

aaa authentication dot1x G A G l G • G W3

aaa authorization network G A G l G • G W5, 22, 28, 30, 32, 34, 3
148, 302, 304, 305, 472, 7, 34

AAA �‰�' 3

ACE 132, 397

ACL

deny 130

IP 206

0Á�• 395

8�  IP GeG{ GV GA Gy�P�Â309

/²&g 455

G z G 2 G r 2 G 2 G •G M G ŠG c G 5 G 2G G � V206

archive copy-sw G A G l G • G W6

archive download-sw G A G l G • G W9

archive tar G A G l G • G W13

archive upload-sw G A G l G • G W16

arp access-list G A G l G • G W18

authentication command bounce-port ignore20

authentication command disable-port ignore 21

authentication control-direction G A G l G • G W22

authentication event G A G l G • G W24

authentication fallback G A G l G • G W28

authentication host-mode G A G l G • G W30

authentication mac-move permit G A G l G • G W32

authentication open G A G l G • G W34

authentication order G A G l G • G W36

authentication periodic G A G l G • G W38

authentication port-control G A G l G • G W40

authentication priority G A G l G • G W43

authentication timer G A G l G • G W45

authentication violation G A G l G • G W47
auth-fail max-attempts G A G l G • G W

FÂdot1x auth-fail max-attempts G A G l G • G WF Ã G " �

auth-fail vlan

FÂdot1x auth-fail vlanF Ã G " � g! ·

auth open G A G l G • G W34

auth order G A G l G • G W36

auth timer G A G l G • G W45

auto qos classify G A G l G • G W49

auto qos trust G A G l G • G W53

auto qos video G A G l G • G W56

auto qos voip G A G l G • G W59

B

BackboneFastF¸STP #Ý 682

boot auto-copy-sw G A G l G • G W65

boot config-file G A G l G • G W67

boot enable-break G A G l G • G W68

boot helper-config file G A G l G • G W70

boot helper G A G l G • G W69

boot manual G A G l G • G W71

boot private-config-file G A G l G • G W72

boot system G A G l G • G W73

boot H�GdGŠGV G{ GŠ GNH� GA Gl G• GW2

BPDU G:GŠ GWF¸ GG G_GY G• G> G R G x G Š# Ý686, 722

BPDU G c G 1 G yG M G x G • G >F ¸ G G G _G Y G • G > G R G x G Š# Ý684, 722

C

cat H�GdGŠGV G{ GŠGNH� GA Gl G• GW4

channel-group G A G l G • G W75

channel-protocol G A G l G • G W79

Cisco IP G 9 G o G w
IN-1
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Auto-QoS 0¿�� 56

Cisco SoftPhone

auto-QoS Fþ0¿�� 59

3æ�™Få G�FïG_G?GQ GV G" �™8— FéG�364

Cisco Telepresence G E G G G T G n

Auto-QoS 0¿�� 56

CISP

FÂClient Information Signalling ProtocolF Ã G " � g! ·

debug platform cisp G A G l G • G W34

cisp enable G A G l G • G W81

class-map G A G l G • G W85

class G A G l G • G W82

clear dot1x G A G l G • G W88

clear eap sessions G A G l G • G W89

clear errdisable interface90

clear ip arp inspection log G A G l G • G W87

clear ip arp inspection statistics G A G l G • G W91

clear ip dhcp snooping database G A G l G • G W92

clear lacp G A G l G • G W94

clear logging onboard G A G l G • G W95

clear mac address-table G A G l G • G W96, 98

clear nmsp statistics G A G l G • G W99

clear pagp G A G l G • G W100

clear port-security G A G l G • G W101

clear psp counter 103

clear psp counter G A G l G • G W103

clear spanning-tree counters G A G l G • G W104

clear spanning-tree detected-protocols G A G l G • G W105

clear vmps statistics G A G l G • G W107

clear vtp counters G A G l G • G W108

Client Information Signalling Protocol 81, 148, 472, 7, 34

cluster commander-address G A G l G • G W109

cluster discovery hop-count G A G l G • G W111

cluster enable G A G l G • G W112

cluster holdtime G A G l G • G W114

cluster member G A G l G • G W115

cluster outside-interface G A G l G • G W117

cluster run G A G l G • G W118

cluster standby-group G A G l G • G W119
IN-2
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cluster timer G A G l G • G W121

config-vlan GpGŠ GW

6ä�� 800

G A G l G • G W801

copy logging onboard G A G l G • G W122

copy H�GdGŠGV G{ GŠ GNH� GA Gl G• GW6

CoS

%T�™�ÍFþ�V�iFÝ 332

%T�™G_G?GQ GV G�FþGUGcG7 GyGV �ÍFþ�m G�332

CoS/DSCP GlGQ Ge336

CPU ASIC )+0£F¸ /²&g 480

crashinfo G c G / G 2 G y192

D

debug authentication 2

debug auto qos G A G l G • G W4

debug backup G A G l G • G W6

debug cisp G A G l G • G W7

debug cluster G A G l G • G W8

debug dot1x G A G l G • G W10

debug dtp G A G l G • G W11

debug eap G A G l G • G W12

debug etherchannel G A G l G • G W13

debug ilpower G A G l G • G W14

debug interface G A G l G • G W15

debug ip dhcp snooping G A G l G • G W16

debug ip igmp filter G A G l G • G W18

debug ip igmp max-groups G A G l G • G W19

debug ip igmp snooping G A G l G • G W20

debug ip verify source packet G A G l G • G W17

debug lacp G A G l G • G W21

debug lldp packets G A G l G • G W22

debug mac-notification G A G l G • G W23

debug matm move update G A G l G • G W25

debug matm G A G l G • G W24

debug monitor G A G l G • G W26

debug mvrdbg G A G l G • G W28

debug nmsp G A G l G • G W29
c G /G z G •G G
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G ŠG EG u

ú F ÔG _G ?G Q G V F þ� w

z G ŠG EG u

z G ŠG EG u

G EG u G •
debug nvram G A G l G • G W30

debug pagp G A G l G • G W31

debug platform acl G A G l G • G W32

debug platform backup interface G A G l G • G W33

debug platform cisp G A G l G • G W34

debug platform cli-redirection main G A G l G • G W35

debug platform configuration G A G l G • G W42

debug platform cpu-queues G A G l G • G W37

debug platform dot1x G A G l G • G W39

debug platform etherchannel G A G l G • G W40

debug platform forw-tcam G A G l G • G W41

debug platform ip arp inspection G A G l G • G W44

debug platform ip dhcp G A G l G • G W45

debug platform ip igmp snooping G A G l G • G W46

debug platform ip source-guard G A G l G • G W48

debug platform led G A G l G • G W49

debug platform matm G A G l G • G W50

debug platform messaging application G A G l G • G W51

debug platform phy G A G l G • G W53

debug platform pm G A G l G • G W55

debug platform port-security G A G l G • G W58

debug platform qos-acl-tcam G A G l G • G W59

debug platform resource-manager G A G l G • G W60

debug platform snmp G A G l G • G W61

debug platform span G A G l G • G W62

debug platform stack-manager G A G l G • G W63

debug platform supervisor-asic G A G l G • G W64

debug platform sw-bridge G A G l G • G W65

debug platform tcam G A G l G • G W66

debug platform udld G A G l G • G W68

debug platform vlan G A G l G • G W69

debug pm G A G l G • G W70

debug port-security G A G l G • G W72

debug qos-manager G A G l G • G W73

debug spanning-tree backbonefast G A G l G • G W76

debug spanning-tree bpdu-opt G A G l G • G W78

debug spanning-tree bpdu G A G l G • G W77

debug spanning-tree mstp G A G l G • G W79

debug spanning-tree switch G A G l G • G W81
Catalyst 2960F¸
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debug spanning-tree uplinkfast G A G l G • G W83

debug spanning-tree G A G l G • G W74

debug sw-vlan ifs G A G l G • G W86

debug sw-vlan notification G A G l G • G W88

debug sw-vlan vtp G A G l G • G W90

debug sw-vlan G A G l G • G W84

debug udld G A G l G • G W92

debug vqpc G A G l G • G W94

define interface-range G A G l G • G W124

delete G A G l G • G W126

delete H�GdGŠGV G{ GŠGNH� GA Gl G• GW8

deny H�ARP G0G= GIGG G x G G G V G A G •G c G 1 G <G s G z
G•H� GA Gl G• GW128

deny G A G l G • G W130

DHCP G G G Z G ŠG b G • G >

G 2 G [G ŠG d G y� ì

VLAN �V 243

G 2 G •G M G ŠG c G 5 G 2G G � VF ÷� ™8 —241

G8GeGEGu G• 82 236, 238

G6GQ GF G G G 2G Q G OF Û G �F þ� ™8 —F ÷F Ý F
Fá
°G� 238

G6GwGŠ�G�ŸGM G2GlGŠ189

G z G ŠG V � D7 H240

DHCP G G G Z G ŠG b G • G > G ^ G 2 G •G UG 1 G • G > GUGŠGM GgGŠGG

G6GŠGF G5 G•GV )+0£�_��FþG= Gx G092

�f�‚ 433

GUGŠGM GgGŠGG G6GŠGF G5 G•GV F¸ 0¿��233

G ^ G 2 G •G UG 1 G • G >

�P7V 231

3ã�• 231

G ^ G 2 G •G UG 1 G • G > G c G / G 2 G yF ¸ 0 ¿� �233

dir H�GdGŠGV G{ GŠ GNH� GA Gl G• GW10

dot1x auth-fail max-attempts G A G l G • G W142

dot1x auth-fail vlan 144

dot1x control-direction G A G l G • G W146

dot1x credentialsH � G >G { G ŠG ^ G y G A G •G c G 1 G <G s G
G•H� GA Gl G• GW148

dot1x critical G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G
G• G A G l G • G W151

dot1x critical G>G{ GŠG^ Gy G A G •G c G 1 G <G s G z G Š GA
G l G • G W149
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8G x

G5 G2GG FþGe Gw

G q G [ G y
dot1x default G A G l G • G W153

dot1x fallback G A G l G • G W154

dot1x guest-vlan G A G l G • G W155

dot1x host-mode G A G l G • G W158

dot1x initialize G A G l G • G W160

dot1x mac-auth-bypass G A G l G • G W161

dot1x max-reauth-req G A G l G • G W163

dot1x max-req G A G l G • G W165

dot1x pae G A G l G • G W166

dot1x port-control G A G l G • G W167

dot1x re-authenticate G A G l G • G W169

dot1x reauthentication G A G l G • G W170

dot1x supplicant controlled transient G A G l G • G W171

dot1x supplicant force-multicast G A G l G • G W173

dot1x test eapol-capable G A G l G • G W174

dot1x test timeout G A G l G • G W175

dot1x timeout G A G l G • G W176

dot1x violation-mode G A G l G • G W179

dot1x G A G l G • G W140

DSCP/CoS GlGQ Ge336

DSCP/DSCP �š�nGlGQ Ge336

DTP 764

DTP G[GBGE G6GŠGEGu G•766

DTP G c G wG Q G e

G6GwGŠ�G�ŸGM G2GlGŠ189

G6GwGŠ�è��183

dual-purpose G0GQ Ge Gx G•G= GkGŠGV

G0G= GT G1 GdFúGo GUG1 G0Fþ/²&g531

0¿���•+�FúG8GeGEGu G•Fþ/²&g527

G M G 2G eF þ4 E� ¥324

duplex G A G l G • G W180

dynamic auto VLAN G o G •G ^G EG Q G e GpGŠ GW763

dynamic desirable VLAN G o G •G ^G EG Q G e GpGŠ GW763

Dynamic Host Configuration ProtocolH�DHCPH�

FÂDHCP G G G Z G ŠG b G • G >F Ã G " � g! ·

Dynamic Trunking Protocol H �GN G2 GXGm GQ G= G V G w G
G> GeG{ GV GA GyH�

FÂDTPF Ã G " � g! ·
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E

EAP-Request/Identity GcGz GŠ Gn


Ì3æ�™ FéG�G� F÷Fþ�ì6ë176

3æ�™ FéG��q9×�G�X165

ebug platform port-asic G A G l G • G W57

epm access-control open182

errdisable detect cause small-frame G A G l G • G W186

errdisable detect cause G A G l G • G W183

errdisable recovery cause small-frame 188

errdisable recovery G A G l G • G W189

errdisable �è�� 183

error-disabled G 2 G •G M G ŠG c G 5 G 2G G F ¸ / ²& g524

EtherChannel

EtherChannel/PAgP FþGUG^GQ G>F¸ / ²&g13

LACP

channel-group �_��FþG= Gx G094, 95

G E G G G T G n G e G w G 2 G 8G x G T G 1289

GUG^GQ G> G o G Q G IG ŠG FF ¸ / ²& g21

/²&g 570

G e G { G V G A G yF þ� D7 H79

G i G Q G V G G G M G •G ^ G 2 GkGŠGV FþGkGŠGV G e G w G 2 G
G T G 1287

GpGŠ GW75

PAgP

channel-group �_��FþG= Gx G0100

G6GwGŠ�G�ŸGM G2GlGŠ189

G6GwGŠ�è��183

�Û*f�‰�' 389

7Ÿ(ÙGkGŠGV GwGŠ GXGŠ389

3æ�™GV Gw Gc G1 GQ G= Fþ G2 G•GM GŠGc
G 2 G 8G x G T G 1391

GUG^GQ G> G o G Q G IG ŠG FF ¸ / ²& g31

/²&g 624

"@#.GkGŠGV GwGŠ GXGŠ389

GpGŠ GW75

G2GŠGCG[GQ GV G 2 G •G M G ŠG c G 5 G 2G G F þG O G>
GyGŠGeG�Fþ�m G� �\Fö 75

G2 G•GM GŠGc G5 G2GG �_��F¸ /²&g524

/²&g 518
c G /G z G •G G
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2�,´�(�S�‰�' 404

G e G wG Q G V G cG 7 G Š G n" I� � G 2G gG •G V F
&g 40

GkGŠGV GOGq G[ Gy1=#. G2 G•GM GŠGc G5 G2GG
�B 199

Ethernet controllerF ¸ G G G M G Q G = GkGŠGV �_��489

exception crashinfo G A G l G • G W192, 197

F

fallback profile G A G l G • G W193

flash_init H�GdGŠGV G{ GŠ GNH� GA Gl G• GW12

Flex Link

0¿�� 756

/²&g 525


ƒ
›  VLAN Fþ0¿�� 759

flowcontrol G A G l G • G W195

format H�GdGŠGV G{ GŠ GNH� GA Gl G• GW14

fsck H�GdGŠGV G{ GŠGNH� GA Gl G• GW16

H

help H�GdGŠGV G{ GŠ GNH� GA Gl G• GW18

Hot Standby Router ProtocolH�Gi GQ GV GG GM G•G^ G2 GyGŠGM 
GeG{ GV GA GyH�

FÂHSRPF Ã G " � g! ·

HSRP

HSRP G > G yG ŠG eF þG = G w G G G M G �F þG ^ G119

G G G M G •G ^ G 2 G > G yG ŠG e119

I

IEEE 802.1x

4*�oG6GwGŠFþ�G�Ÿ189

FÂGkGŠGV GgGŠGG Fþ1�0ÉFÃ G� �g!·

IEEE 802.1x GkGŠGV GgGŠGG 1�0É

G@GG GV VLAN F þ G CG e G x G 9 G •G V F þ G 2 G [G Š
�ì 142, 154, 194

IEEE 802.1x

G G G 2G Q G OG kG ŠG V GpGŠ GW764
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G ^G Q G >F ¸ / ²

8

• G W

G y

IGMP �q�± G> GyGŠGeF¸ GUG^GQ G>19

IGMP G G G Z G ŠG b G • G >

querier 256

G 2 G [G ŠG d G y� ì252

G2 G•GM GŠGc G5 G2GG FþGV Gk G{ GF�š�f3û%262

G= G6Gx GŠ0[�Ó260

G > G yG ŠG eF þG G G M G T G 1 G Q G = G o G •G ^F ø F ç F öF þ
3ã�• 266

GG G2GQ GOFþGV Gk G{ GF�š�f3û%±�·�8260

0¿���•+�+:3åGM G2GlGŠFþ G2 G[GŠGd Gy�ì254

�6�ì+:3å�µ+�Fþ G2 G[GŠGd Gy�ì 263

/²&g 549

G c G wG Q G UG 1 G • G > G = G 6G x G Š G 9 G 4 G •G V260

Gz GkGŠGV �š�D258

IGMP G c G 1 G yG M

4:#Ý 246

GUG^GQ G> G o G Q G IG ŠG FF ¸ / ²& g18

IGMP GeG{ Gc G/ G2 Gy

�8�B 250

/²&g 548

IGMP G> GyGŠGeF¸ �q�±�ÍFþ0¿��248

interface port-channel G A G l G • G W199

interface range G A G l G • G W201

interface vlan G A G l G • G W204

Internet Group Management ProtocolH � G 2 G •G M G ŠG [ 
G > G yG ŠG e' ö# .G e G { G V G A G yH �

FÂIGMPF Ã G " � g! ·

ip access-group G A G l G • G W206

ip address G A G l G • G W209

ip admission name proxy http G A G l G • G W213

ip admission G A G l G • G W211

ip arp inspection filter vlan G A G l G • G W215

ip arp inspection limit G A G l G • G W217

ip arp inspection log-buffer G A G l G • G W219

ip arp inspection trust G A G l G • G W221

ip arp inspection validate G A G l G • G W222

ip arp inspection vlan logging G A G l G • G W225

ip arp inspection vlan G A G l G • G W224

ip device tracking probe G A G l G • G W227
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ip device tracking G A G l G • G W229

ip dhcp snooping binding G A G l G • G W231

ip dhcp snooping database G A G l G • G W233

ip dhcp snooping information option allow-untrusted G A G l
G • G W238

ip dhcp snooping information option G A G l G • G W236

ip dhcp snooping limit rate G A G l G • G W240

ip dhcp snooping trust G A G l G • G W241

ip dhcp snooping verify G A G l G • G W242

ip dhcp snooping vlan information option format-type 
circuit-id string G A G l G • G W244

ip dhcp snooping vlan G A G l G • G W243

ip dhcp snooping G A G l G • G W230

IP DHCP G G G Z G ŠG b G • G >

FÂDHCP G G G Z G ŠG b G • G >F Ã G " � g! ·

ip igmp filter G A G l G • G W246

ip igmp max-groups G A G l G • G W248

ip igmp profile G A G l G • G W250

ip igmp snooping last-member-query-interval G A G l G •
GW 254

ip igmp snooping querier G A G l G • G W256

ip igmp snooping report-suppression G A G l G • G W258

ip igmp snooping tcn flood G A G l G • G W262

ip igmp snooping tcn G A G l G • G W260

ip igmp snooping vlan immediate-leave G A G l G • G W263

ip igmp snooping vlan mrouter G A G l G • G W264

ip igmp snooping vlan static G A G l G • G W266

ip igmp snooping G A G l G • G W252

IP Phone

auto-QoS Fþ0¿�� 59

3æ�™Få G�FïG_G?GQ GV G" �™8— FéG�364

IP Precedence/DSCP GlGQ Ge336

ip source binding G A G l G • G W268

ip ssh G A G l G • G W270

ipv6 mld snooping last-listener-query count G A G l G •
GW 275

ipv6 mld snooping last-listener-query-interval G A G l G •
GW 277

ipv6 mld snooping listener-message-suppression G A G l G •
GW 279
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ipv6 mld snooping robustness-variable G A G l G • G W281

ipv6 mld snooping tcn G A G l G • G W283

ipv6 mld snooping vlan G A G l G • G W285

ipv6 mld snooping G A G l G • G W273

IPv6 SDM G T G •G eG z G ŠG V438

ip verify source G A G l G • G W271

IP G 0 G WG z G G F ¸ 0 ¿� �209

IP 3æ�™
–G:GŠ GW

G 2 G [G ŠG d G y� ì271

GUG1 GIGŠGd Gy�ì271

IP G K G ŠG G G:GŠ GW

G G G M G T G 1 G Q G = IP G K G ŠG G G ^ G 2 G •G UG 1 G • G >268

IP G l G yG OG ;G q G G G V G 0 G WG z G G371

L

LACP

FÂEtherChannelF Ã G " � g! ·

lacp port-priority G A G l G • G W287

lacp system-priority G A G l G • G W289

Link Aggregation Control Protocol

FÂEtherChannelF Ã G " � g! ·

link state group G A G l G • G W291

link state track G A G l G • G W293

location H � G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z
G•H� GA Gl G• GW296

location H � G >G { G ŠG ^ G y G A G •G c G 1 G <G s G z G ŠG E
G • G W294

logging event power-inline-status G A G l G • G W299

logging event G A G l G • G W298

logging file G A G l G • G W300

M

mab request format attribute 1 G A G l G • G W302

mab request format attribute 2 G A G l G • G W304

mab request format attribute 32 G A G l G • G W305

mac access-group G A G l G • G W307

mac access-list extended G A G l G • G W309
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mac address-table aging-time307

mac address-table aging-time G A G l G • G W311

mac address-table learning G A G l G • G W312

mac address-table move update G A G l G • G W314

mac address-table notification G A G l G • G W316

mac address-table static drop G A G l G • G W319

mac address-table static G A G l G • G W318

MAC G0G= GIGG G x G G G V130

MAC G0G= GIGG G x G G G V G A G •G c G 1 G <G s G z G ŠG GpGŠ
GW 309

MAC G 0 G WG z G G

MAC G0 GWGz GG 3û%±GV GwGQ GeFþ G2 G[G316

MAC G 0 G WG z G G GTGŠGd Gy&ã/œ�f�‚Fþ G2 G[GŠGd G
�ì 314

VLAN FäFø Fþ MAC G 0 G WG z G G GwGŠGY G• G>FþG
GIGŠGd Gy�ì312

�[��GG GM GQ G=741

G G G M G T G 1 G Q G =

G 2 G •G M G ŠG c G 5 G 2G G � VF ÷ G W G { G Q319

3ã�•FÚG�G��P7V 318

/²&g 597

�·$×

G6GŠGF G• G> G M G 2 G n311

�P7V 96

/²&g 590

/²&g

VLAN �"�) 599

VLAN F þ G 0 G WG z G G � X589

G 2 G •G M G ŠG c G 5 G 2G G � "� )592

G G G M G T G 1 G Q G =597

G G G M G T G 1 G Q G = G6G•GV Gx FÚG�G�GN G2 GX G6
G•GV Gx584

3û%±0¿�� 595

�·$× 590

MAC G 0 G WG z G G G > G yG ŠG eF ¸ / ²& g583

MAC G0 GWGz GG 3û%±F¸ GUG^GQ G>23

match H�G= Gw GG GlGQ Ge G A G •G c G 1 G <G s G z G ŠG
G • G W321

Maximum Transmission Unit H��q�±��3æGtGYGQ GV H�

FÂMTUF Ã G " � g! ·
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u G •

d Gy�ì

GQ G=

u G •H � G A G l

mdix auto G A G l G • G W323

media-type rj45H � G w G 2 G • G A G •G c G 1 G <G s G z G Š
G l G • G W326

media-typeH � G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G
G•H� GA Gl G• GW324

memory H�GdGŠGV G{ GŠ GNH� GA Gl G• GW20

mkdir H�GdGŠGV G{ GŠGNH� GA Gl G• GW22

MLD G G G Z G ŠG b G • G >

G 2 G [G ŠG d G y� ì273

G = G 6G x G ŠF þ0 ¿� �275, 277

0¿�� 279, 281

GV Gk G{ GF�š�f3û%±Fþ0¿��283

/²&g 560

mls qos aggregate-policer G A G l G • G W330

mls qos cos G A G l G • G W332

mls qos dscp-mutation G A G l G • G W334

mls qos map G A G l G • G W336

mls qos queue-set output buffers G A G l G • G W340

mls qos queue-set output threshold G A G l G • G W342

mls qos queue-set stack buffers G A G l G • G W344

mls qos rewrite ip dscp G A G l G • G W346

mls qos srr-queue input bandwidth G A G l G • G W348

mls qos srr-queue input buffers G A G l G • G W350

mls qos srr-queue input cos-map G A G l G • G W352

mls qos srr-queue input dscp-map G A G l G • G W354

mls qos srr-queue input priority-queue G A G l G • G W356

mls qos srr-queue input threshold G A G l G • G W358

mls qos srr-queue output cos-map G A G l G • G W360

mls qos srr-queue output dscp-map G A G l G • G W362

mls qos trust G A G l G • G W364

mls qos G A G l G • G W328

Mode GjGM G•F¸ G_GG G}GŠ GW�G�Ÿ443

monitor session G A G l G • G W366

more H�GdGŠGV G{ GŠGNH� GA Gl G• GW24

MSTP

MST G x G ŠG FG u G •

MST G A G •G c G 1 G <G s G z G ŠG EG u G GpGŠ GW702

VLAN F ø G 2 G •G G G M G •G G 6 ëF þG702

#'�~G� FïFÿ�–$��pFþ�S�BFþ/²&g 703
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G ŠG EG u G •H �
G A G •G c G 1 G <G s G z G ŠG EG u G • G x G aG FG u G •$702

0¿���¡ 702

/²&g 641

�š�fFþ�p�F 702

�š�fFþ4:#Ý 702

GG GTGŠGV �_��Fþ/²&g640

GG GTGŠGV �š�f

BPDU G:GŠ GWFþ G2 G[GŠGd Gy�ì686, 722

BPDU G c G 1 G yG M G x G • G >F þ G 2 G [G ŠG684, 
722

PortFast �P�ÂGkGŠGV FþGEGq GQ GV GN G4722

Port Fast F þ G 2 G [G ŠG d G y� ì722, 725

3?3æ4����ì6ë 706

GcG7 G}GŠGUG1 G• G> GG GTGŠGV G�Fþ9×3ÿ&ã/œ696

GdG{ GQ G; G• G> G G G TG ŠG V F Û G � G cG 7 G }G 
G G G TG ŠG V G �725

G x G G G Y G • G >F ÚG �G � G wG ŠG Y G • G > G G G TG ŠG V F þ
6ë 706

%&�«4 #Ý 105

G_GG G A G G G V704

/²&g 641

GeG{ GV GA Gy&ã/œGeG{ GIGG Fþ
 Ì6ä105

GeG{ GV GA Gy GpGŠ GW700

G x G •G = G M G 2G e696

GyGŠGV G G G 2G Q G O

BPDU G W G { G Q G eG � F ÷F þ� q� ±G i G Q G711

BPDU G o G Q G IG ŠG FF þ6 ë7 x709

hello BPDU G o G Q G IG ŠG FF þ6 ë7 x707, 718

hello G M G 2 G n707, 718

�Ñ�GGE GG GT Gn ID Fþ�s8j 692

G G G 2G Q G OF þG e G w G 2 G 8G x G T G717

4E�¥Fû6õ FéG�GkGŠGV G e G w G 2 G 8G x G T G 1713

G e G w G 2G l G x G � F ïF ÿG IG 9 G • G NG x718

�w� �‡7H 709

GyGŠGV GkGŠGV

�æ��GkGŠGV Fþ�D7H694

GyGŠGV G:GŠ GW694

GyGŠGV Fø Fú G�GkGŠGV Fþ�D7H694

GyGŠGe G:GŠ GW694

MTU
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UG 1 G • G >

G>G{ GŠG^ Gy0¿��Fþ/²&g652

G C G 2 G HF þ0 ¿� �784

Multicase Listener Discovery

FÂMLDF Ã G " � g! ·

Multicast Listener Discovery

FÂMLDF Ã G " � g! ·

Multicast VLANF¸MVR 372

Multicast VLAN Registration

FÂMVRF Ã G " � g! ·

MVR

G 0 G WG z G G F þ G 6 G 2 G x G 0G G372

G2 G•GM GŠGc G5 G2GG �_��Fþ/²&g616

G 2 G •G M G ŠG c G 5 G 2G G F þ0 ¿� �374

0¿�� 371

GUG^GQ G> G o G Q G IG ŠG FF ¸ / ²& g28

/²&g 615

G o G •G ^G ŠF ¸ / ²& g618

mvr vlan group G A G l G • G W375

mvr H � G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G Š
G l G • G W374

mvr H � G >G { G ŠG ^ G y G A G •G c G 1 G <G s G z G ŠG EG
GW 371

N

Network Admission Control Software Configuration 
Guide 212, 214

network-policy profile H�G[GQ GV G}GŠG= Gk Gx GE G A G •
G c G 1 G <G s G z G ŠG EG u G •H � G A G l G • G W381

network-policy H � G >G { G ŠG ^ G y G A G •G c G 1 G <G s G z
G A G l G • G W379

network-policy G A G l G • G W377

nmsp attachment suppress G A G l G • G W385

nmsp G A G l G • G W383

no authentication logging verbose386

no dot1x logging verbose387

no mab logging verbose388

nonegotiateF ¸ 3 ÿ� Ø733

no vlan G A G l G • G W800
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PAgP

FÂEtherChannelF Ã G " � g! ·

pagp learn-method G A G l G • G W389

pagp port-priority G A G l G • G W391

permit H�ARP G0G= GIGG G x G G G V G A G •G c G 1 G <G s G
G•H� GA Gl G• GW393

permit H�MAC G0G= GIGG G x G G G V G A G •G c G 1 G <G s G
G•H� GA Gl G• GW395

Per-VLAN Spanning-Tree Plus

FÂSTPF Ã G " � g! ·

PIM-DVMRPF ¸ G l G yG OG ;G q G G G V GyGŠGM �Û*f�‰�'264

PoE

G A G •G V G { G Š G w Gz GFGG GM �ÍFþ/²&g493

"g�ÂFþ G{ G< G• G>299

7Á�Š'ö#.�_��Fþ/²&g 629

7Á�Š'ö#. GpGŠ GWFþ0¿��406

7Á�Š�˜2�FþGk Gx GE G• G>413

7Á�Š0¿�� 410

7Á�ŠFþ GpGY GM Gx G• G>413

police aggregate G A G l G • G W400

police G A G l G • G W398

policy-map G A G l G • G W402

Port Aggregation Protocol

FÂEtherChannelF Ã G " � g! ·

port-channel load-balance G A G l G • G W404

PortFastF ¸ G G G _G Y G • G > G R G x G Š# Ý725

power inline consumption G A G l G • G W410

power inline police G A G l G • G W413

power inline G A G l G • G W406

Power over Ethernet

FÂPoEF Ã G " � g! ·

priority-queue G A G l G • G W416

psp 418

psp G A G l G • G W418

PVST+

FÂSTPF Ã G " � g! ·
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ŠG EG u

ŠG EG u

Q

QoS

auto-QoS

0¿�� 59

GUG^GQ G> G o G Q G IG ŠG FF ¸ / ²& g4

auto-QoS trust

0¿�� 53

Auto-QoS GaGUG8

0¿�� 56

DSCP 3ñ4# 346

DSCP Fþ�™8—F÷FÝ G�GkGŠGV

DSCP/DSCP �š�nGlGQ GeFþ��*O 336

DSCP/DSCP �š�nGlGQ GeFþ4:#Ý334

IP Phone Fþ�™8—Få G�G��C#ú364

G 2 G [G ŠG d G y� ì328

G;Gs GŠF¸ )m�ôG;Gs GŠFþ G2 G[GŠGd Gy�ì416

G = G w G G GlGQ Ge

�M+´�ö =Fþ��*O 321

�8�B 85

/²&g 473

���ŠG;Gs GŠ

CoS ���ŠG;Gs GŠFþ Fç FÝ FÔ�ÍGlGQ GeFþ��*O360

CoS ���ŠG;Gs GŠFþ Fç FÝ FÔ�ÍGlGQ GeFþ/²&g608

CoS �ÍFþG;Gs GŠFÚG�G�Fç FÝ FÔ�ÍG�FþGlGQ
G> 360

DSCP ���ŠG;Gs GŠFþ Fç FÝ FÔ�ÍGlGQ GeFþ��
*O 362

DSCP ���ŠG;Gs GŠFþ Fç FÝ FÔ�ÍGlGQ GeFþ/²
&g 608

DSCP �ÍFþG;Gs GŠFÚG�G�Fç FÝ FÔ�ÍG�FþGlG
G • G >362

WTD F ç F Ý F Ô� ÍF þ0 ¿� �342

G;Gs GŠ G2 G• G>Fþ�‰5*Fþ/²&g604

G;Gs GŠGIGQ GV Fþ/ ²&g611

�q�±FÚG�G��£(Ù�íG�Go GpGx �m G� �\FöFþ0¿
�� 342

�•�æ�œ
¹�wFø GG G?GFGs GŠ Gx G• G>Fþ�w� �ì739

�•�æ�œGE G5GŠGb G• G>Fø GG G?GFGs GŠ G
� �ì 737

G^GQ Gc G/Fþ�m G� �\Fö340
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GkGŠGV F÷Fþ�q�±���ŠFþ�D7H735

GkGŠGV FþG;Gs GŠGIGQ GV G�FþGlGQ G420

0¿���_��Fþ/²&g 601

%T�™G_G?GQ GV Fþ CoS �ÍFþ��*O 332

)+0£�_��

G ;Gs GŠFû
 °G �G � G �F ïF ¸ G � F ïFÿ�P7VFå G
G?GQ GV604

3æ�w�™Fç Fï CoS �Í 604

3æ�w�™Fç Fï DSCP �Í 604

GeG{ Gc G/ G2 Gy
Æ�¥FþG_G?GQ GV604


°�ŠG;Gs GŠ

CoS �ÍFþG;Gs GŠFÚG�G�Fç FÝ FÔ�ÍG�FþGlGQ
G> 352

CoS 
°�ŠG;Gs GŠFþ Fç FÝ FÔ�ÍGlGQ GeFþ��*O352

CoS 
°�ŠG;Gs GŠFþ Fç FÝ FÔ�ÍGlGQ GeFþ/²&g608

DSCP �ÍFþG;Gs GŠFÚG�G�Fç FÝ FÔ�ÍG�FþGlG
G • G >354

DSCP 
°�ŠG;Gs GŠFþ Fç FÝ FÔ�ÍGlGQ GeFþ��
*O 354

DSCP 
°�ŠG;Gs GŠFþ Fç FÝ FÔ�ÍGlGQ GeFþ/²
&g 608

WTD F ç F Ý F Ô� ÍF þ0 ¿� �358

G;Gs GŠ G2 G• G>Fþ�‰5*Fþ/²&g604

0¿��Fþ/²&g 603

G^GQ Gc G/Fþ�m G� �\Fö350

G^GQ Gc G/�m G� �\FöFþ/²&g604

G e G w G 2 G 8G x G T G 1 G ;Gs GŠFþ G2 G[GŠGd Gy� ì356

SRR G G G ?G FG s G Š G x G • G >F þ5 �G �F þ� m348

GkGŠGV Fþ�™8—"g�Â364

G k G x G EG Š GlGQ Ge

DSCP �ÍG� FïFÿ IP precedence �ÍFþ0¿�� 448

G2 G•GM GŠGc G5 G2GG G�Fþ4:#Ý445, 450

7u�™ 403

�8�B 402

7Ÿ(ÙGk Gx GCGŠFþ4:#Ý400

�™8—"g�Â 792

G V G w G c G 1 G Q G = F þ� (8 ®82

G k G x G CG ŠF þ� �* O330, 398

G k G x G CG ŠF þ/ ²& g602
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QoS FþGkGŠGV Fþ�™8—"g�Â364

QoS GlGQ Ge

��*O 336, 352, 354, 360, 362

Quality Of Service

FÂQoSF Ã G " � g! ·

queue-set G A G l G • G W420

R

radius-server dead-criteria G A G l G • G W421

radius-server host G A G l G • G W423

Rapid Per-VLAN Spanning-Tree Plus

FÂSTPF Ã G " � g! ·

Rapid PVST+

FÂSTPF Ã G " � g! ·

rcommand G A G l G • G W425

reload G A G l G • G W427

remote-span G A G l G • G W431

Remote Switched Port AnalyzerH �Gx GpGŠGV G G G 2G Q G 
GkGŠGV G 0 G XG w G 2G DH �

FÂRSPANF Ã G " � g! ·

remote G A G l G • G W429

renameH�GdGŠGV G{ GŠ GNH� GA Gl G• GW26

renew ip dhcp snooping database G A G l G • G W433

reset H�GdGŠGV G{ GŠ GNH� GA Gl G• GW28

rmdir H�GdGŠGV G{ GŠGNH� GA Gl G• GW29

rmon collection stats G A G l G • G W437

RSPAN

remote-span G A G l G • G W431

RSPAN G V G w G c G 1 G Q G = F þ G c G 1366

0¿�� 366

S

sdm prefer G A G l G • G W438

SDM G T G •G eG z G ŠG V

GUGs G0 Gy IPv4 FÚG�G� IPv6 438

/²&g 636
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service password-recovery G A G l G • G W443

service-policy G A G l G • G W445

session G A G l G • G W447

setup express G A G l G • G W453

setup G A G l G • G W450

set G A G l G • G W448

set H�GdGŠGV G{ GŠ GNH� GA Gl G• GW31

show access-lists G A G l G • G W455

show archive status G A G l G • G W458

show arp access-list G A G l G • G W459

show authentication G A G l G • G W460

show auto qos G A G l G • G W464

show boot G A G l G • G W468

show cable-diagnostics tdr G A G l G • G W470

show cisp G A G l G • G W472

show class-map G A G l G • G W473

show cluster candidates G A G l G • G W476

show cluster members G A G l G • G W478

show cluster G A G l G • G W474

show controllers cpu-interface G A G l G • G W480

show controllers ethernet-controller G A G l G • G W482

show controllers power inline G A G l G • G W493

show controllers tcam G A G l G • G W495

show controller utilization G A G l G • G W497

show dot1x G A G l G • G W502

show dtp 506

show eap G A G l G • G W508

show env G A G l G • G W511

show errdisable detect G A G l G • G W513

show errdisable flap-values G A G l G • G W515

show errdisable recovery G A G l G • G W516

show etherchannel G A G l G • G W518

show fallback profile G A G l G • G W521

show flowcontrol G A G l G • G W522

show interfaces counters G A G l G • G W533

show interfaces G A G l G • G W524

show inventory G A G l G • G W535

show ip arp inspection G A G l G • G W536
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show ip dhcp snooping binding G A G l G • G W541

show ip dhcp snooping database G A G l G • G W543, 545

show ip dhcp snooping G A G l G • G W540

show ip igmp profile G A G l G • G W548

show ip igmp snooping groups G A G l G • G W552

show ip igmp snooping mrouter G A G l G • G W554

show ip igmp snooping querier G A G l G • G W555

show ip igmp snooping G A G l G • G W549, 560

show ip source binding G A G l G • G W557

show ipv6 route updated568

show ip verify source G A G l G • G W558

show lacp G A G l G • G W570

show link state group G A G l G • G W574

show logging onboard G A G l G • G W578

show mac access-group G A G l G • G W583

show mac address-table address G A G l G • G W586

show mac address-table aging time G A G l G • G W587

show mac address-table count G A G l G • G W589

show mac address-table dynamic G A G l G • G W590

show mac address-table interface G A G l G • G W592

show mac address-table move update G A G l G • G W594

show mac address-table notification G A G l G • G W98, 595, 25

show mac address-table static G A G l G • G W597

show mac address-table vlan G A G l G • G W599

show mac address-table G A G l G • G W584

show mls qos aggregate-policer G A G l G • G W602

show mls qos input-queue G A G l G • G W603

show mls qos interface G A G l G • G W604

show mls qos maps G A G l G • G W608

show mls qos queue-set G A G l G • G W611

show mls qos vlan G A G l G • G W612

show mls qos G A G l G • G W601

show monitor G A G l G • G W613

show mvr interface G A G l G • G W616

show mvr members G A G l G • G W618

show mvr G A G l G • G W615

show network-policy profile G A G l G • G W620

show nmsp G A G l G • G W621

show pagp G A G l G • G W624
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show policy-map G A G l G • G W626

show port security G A G l G • G W627

show power inline G A G l G • G W629

show psp config 634

show psp config G A G l G • G W634

show psp statistics 635

show psp statistics G A G l G • G W635

show sdm prefer G A G l G • G W636

show setup express G A G l G • G W639

show spanning-tree G A G l G • G W640

show storm-control G A G l G • G W646

show switch G A G l G • G W648

show system mtu G A G l G • G W652

show trust G A G l G • G W792

show udld G A G l G • G W653

show version G A G l G • G W656

show vlan G A G l G • G W657

show vlan G A G l G • G WF ¸ G c G 1 G Š G yG W658

show vmps G A G l G • G W660

show vtp G A G l G • G W662

shutdown vlan G A G l G • G W668

shutdown G A G l G • G W667

small violation-rate G A G l G • G W669

snmp-server enable traps G A G l G • G W671

snmp-server host G A G l G • G W676

snmp trap mac-notification change G A G l G • G W680

SNMP 3û%±F¸ 3æ�™Fþ G2 G[GŠGd Gy671

SNMP G V G wG Q G e

MAC G0 GWGz GG 3û%±�µ+�Fþ G2 G[GŠGd Gy�ì316

MAC G0 GWGz GG 3û%±GV GwGQ GeFþ G2 G[G680

3æ�™Fþ G2 G[GŠGd Gy�ì671

SNMP G i G G G V F ¸ � æ� �676

SoftPhone

FÂCisco SoftPhoneF Ã G " � g! ·

SPAN

SPAN G V G w G c G 1 G Q G = F þ G c G 1 G366

GIGQ GEGu G•

G2 G•GM GŠGc G5 G2GG G�Fþ3ã�•366

�‚0dFû6ä�� 366
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GUG^GQ G> G o G Q G IG ŠG FF ¸ / ²& g26

spanning-tree backbonefast G A G l G • G W682

spanning-tree bpdufilter G A G l G • G W684

spanning-tree bpduguard G A G l G • G W686

spanning-tree cost G A G l G • G W688

spanning-tree etherchannel G A G l G • G W690

spanning-tree extend system-id G A G l G • G W692

spanning-tree guard G A G l G • G W694

spanning-tree link-type G A G l G • G W696

spanning-tree loopguard default G A G l G • G W698

spanning-tree mode G A G l G • G W700

spanning-tree mst configuration G A G l G • G W702

spanning-tree mst cost G A G l G • G W704

spanning-tree mst forward-time G A G l G • G W706

spanning-tree mst hello-time G A G l G • G W707

spanning-tree mst max-age G A G l G • G W709

spanning-tree mst max-hops G A G l G • G W711

spanning-tree mst port-priority G A G l G • G W713

spanning-tree mst pre-standard G A G l G • G W715

spanning-tree mst priority G A G l G • G W717

spanning-tree mst root G A G l G • G W718

spanning-tree portfastH � G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1
G<Gs Gz GŠGEGu G•H� GA Gl G• GW725

spanning-tree portfast H �G>G{ GŠG^ Gy G A G •G c G 1 G <G
GEGu G•H � GA Gl G• GW722

spanning-tree port-priority G A G l G • G W720

Spanning Tree ProtocolH�GG G_GY G• G> G R G x G Š GeG{ GV G
GyH�

FÂSTPF Ã G " � g! ·

spanning-tree transmit hold-count G A G l G • G W727

spanning-tree uplinkfast G A G l G • G W728

spanning-tree vlan G A G l G • G W730

speed G A G l G • G W733

srr-queue bandwidth limit G A G l G • G W735

srr-queue bandwidth share G A G l G • G W739

SSHF ¸ G ^G ŠG FG u G •F þ0 ¿� �270

stack-mac persistent timer G A G l G • G W741

storm-control G A G l G • G W744

STP
c G /G z G •G G
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BackboneFast 682

EtherChannel Fþ0¿��%©%* 690

VLAN G8GeGEGu G•717, 730

G 9 G 4 G •G M F ¸ G = G x G 0104

�Ñ�GGE GG GT Gn ID 692

6ë�K Gx G•G= 7€��Fþ�è��682

GG GTGŠGV �_��Fþ/²&g640

GG GTGŠGV �š�f

BPDU G:GŠ GWFþ G2 G[GŠGd Gy�ì686, 722

BPDU G c G 1 G yG M G x G • G >F þ G 2 G [G ŠG684, 
722

PortFast �P�ÂGkGŠGV FþGEGq GQ GV GN G4722

Port Fast F þ G 2 G [G ŠG d G y� ì722, 725

G6GwGŠ GG GTGŠGV FÛ G� �G�Ÿ FéG�GM G2Gl
G[GŠGd Gy�ì 189

3?3æ4����ì6ë 730

GdG{ GQ G; G• G> G G G TG ŠG V F Û G � G cG 7 G }G 
G G G TG ŠG V G �725

G x G G G Y G • G >F ÚG �G � G wG ŠG Y G • G > G G G TG ŠG V F þ
6ë 730

GUG^GQ G> G o G Q G IG ŠG FF ¸ / ²& g

BackboneFast G2GgG•GV76

MSTP 79

UplinkFast 83

�q4:�ìFå G�Fï  BPDU ��#. 78

G G G 2G Q G O G E G n81

G G G _G Y G • G > G R G x G ŠF þ G 0G = G T G 174

3æ�w�™Få G�Fï BPDU 77

G_GG G A G G G V688

G e G { G V G A G y GpGŠ GW700

GyGŠGV G G G 2G Q G O

BPDU G o G Q G IG ŠG FF þ6 ë7 x730

hello BPDU G o G Q G IG ŠG FF þ6 ë7 x730

hello G M G 2 G n730

�Ñ�GGE GG GT Gn ID Fþ�s8j 692, 731

G G G 2G Q G OF þG e G w G 2 G 8G x G T G730

4E�¥Fû6õ FéG�GkGŠGV G e G w G 2 G 8G x G T G 1720

G e G w G 2G l G x G � F ïF ÿG IG 9 G • G NG x730

�w� �‡7H 730

GyGŠGV GkGŠGV
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UplinkFast 728

� ‚Fç FÔGyGŠGV GkGŠGV 4E�¥Fþ9×3ÿ�ì728

�æ��GkGŠGV Fþ�D7H694

GyGŠGV G:GŠ GW694

GyGŠGV Fø Fú G�GkGŠGV Fþ�D7H694

GyGŠGe G:GŠ GW694

STP Fþ�Ñ�GGE GG GT Gn ID 692

switchport access G A G l G • G W754

switchport backup interface G A G l G • G W756

switchport block G A G l G • G W760

switchport host G A G l G • G W762

switchport mode G A G l G • G W763

switchport nonegotiate G A G l G • G W766

switchport port-security aging G A G l G • G W773

switchport port-security G A G l G • G W768

switchport priority extend G A G l G • G W775

switchport protected G A G l G • G W777

switchport trunk G A G l G • G W779

switchport voice vlan G A G l G • G W782

switch priority G A G l G • G W747, 749

switch provision G A G l G • G W750

switch renumber G A G l G • G W752

system mtu G A G l G • G W784

T

tar Gc G/ G2 GyF¸ �8�BF¸ �M0t/²&gF¸ FÚG�G��³��13

TDRF ¸ � �/ œ786

TelnetF ¸ G = G w G G G M GG G2GQ GOG�Fþ3û�™Fû�Q#Ý425

test cable-diagnostics tdr G A G l G • G W786

traceroute mac ip G A G l G • G W790

traceroute mac G A G l G • G W787

type H�GdGŠGV G{ GŠ GNH� GA Gl G• GW34

U

UDLD

G0G>Gz GQ GE Gd GpGŠ GW794, 796

G 2 G •G M G ŠG c G 5 G 2G G F äF ø F þ G 2 G [G ŠG796
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G>G{ GŠG^ GyFû G2 G[GŠGd Gy�ì794

GEGq GQ GV GN G4 G• G 2 G •G M G ŠG c G 5 G 2G G F þ G
GV 798

G G G TG ŠG M G G653

GUG^GQ G> G o G Q G IG ŠG FF ¸ / ²& g92

G \ G ŠG l G y GpGŠ GW794, 796

G o G Q G IG ŠG F G M G 2G lG Š794

udld port G A G l G • G W796

udld reset G A G l G • G W798

udld G A G l G • G W794

UniDirectional Link DetectionH��"�‰�¥ Gx G•G= �è��H�

FÂUDLDF Ã G " � g! ·

unset H�GdGŠGV G{ GŠ GNH� GA Gl G• GW36

UplinkFastF¸STP #Ý 728

usb-inactivity-timeout H�GA G•GK GŠ Gy G A G •G c G 1 G <G
GEGu G•H� GA Gl G• GW799

V

Version Mismatch GpGŠ GW649

version H�GdGŠGV G{ GŠGNH� GA Gl G• GW38

VLAN

MAC G 0 G WG z G G

�X 589

/²&g 599

VTP Fþ SNMP G V G wG Q G e674, 677

�Ñ�G(
�V 800

G@GG GV VLAN F þ G CG e G x G 9 G •G V F þ G 2 G [G Š
�ì 142, 154, 194


Ì2s�· 668

GEGq GQ GV GN G4 G•668

0¿�� 800

0¿��Fþ/²&g 657

0¿��Fþ�–�Ñ 800

�p�• 668

3ã�• 800

GUG^GQ G> G o G Q G IG ŠG FF ¸ / ²& g

ISL 88
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VLAN G l G [G ŠG FG q F þ G 0G = G T G 1 G aG T84

VTP 90

�† =(
�V 800

G o G UG 1 G 0 G M G 2G e803

VLAN ID (
�V 800

VLAN Query Protocol

FÂVQPF Ã G " � g! ·

VLAN Trunking Protocol

FÂVTPF Ã G " � g! ·

vlan H � G >G { G ŠG ^ G y G A G •G c G 1 G <G s G z G ŠG EG
GW 800

VLAN G A G •G c G 1 G <G s G z G ŠG EG u G • GpGŠ GW

�+0[ 3

1��Â 5

VLAN 0¿��

�–�Ñ 801

GyGŠ Gy 804

VLAN F÷Fþ MLD G G G Z G ŠG b G • G >F ¸ G 2 G [G ŠG285

VLAN G V G w G •G ; G • G > G e G { G V G A G y

FÂVTPF Ã G " � g! ·

VMPS

G6GwGŠ�G�ŸGM G2GlGŠ190

GCGŠG^Fþ0¿��810

G N G 2 G XG m G Q G = VLAN �m G� �\FöFþ
Ì&�1� 807

/²&g 660

vmps reconfirm H � G >G { G ŠG ^ G y G A G •G c G 1 G <G s G z
G•H� GA Gl G• GW808

vmps reconfirm H�"I�’  EXECH � G A G l G • G W807

vmps retry G A G l G • G W809

vmps server G A G l G • G W810

VM GpGŠ GW649

VQP

G= Gw G2 G0G•GV )+0£�_��FþG= Gx G0107

GCGŠG^ FäFø Fþ
Ì0è/œ�G�X809


Ì&�1�6ë7x 808

�_��Fþ/²&g 660

G N G 2 G XG m G Q G = VLAN �m G� �\FöFþ
Ì&�1� 807

G N G 2 G XG m G Q G = G0G= GIGG GkGŠGV755
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GkGŠGV �"�)F÷Fþ G2 G[GŠGd Gy�ì818

vtp
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G^GŠGFGu G• 2 813

G e G yG ŠG Y G • G >813

G 9 G 4 G •G M / ²& gG c G 1 G Š G yG W663

G G G TG ŠG M G G / ²& gG c G 1 G Š G yG W665
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G W G o G 2 G •� ¡812

G_GG G}GŠ GW813

G c G / G 2 G y� ¡812

GpGŠ GW812

"I�öFþ�š�f 812

G e G yG ŠG Y G • G >813

GpGŠ GW812

vtp primary G A G l G • G W819

vtp H � G 2 G •G M G ŠG c G 5 G 2G G G A G •G c G 1 G <G s G z G Š
G l G • G W818

vtp H � G >G { G ŠG ^ G y G A G •G c G 1 G <G s G z G ŠG EG
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G0G= GIGG G > G yG ŠG e

IP 206

MACF ¸ / ²& g583

G0G= GIGG G A G •G V G { G Š G y G6G•GV Gx

FÂACEF Ã G " � g! ·

G0G= GIGG G A G •G V G { G Š G y G x G G G V

FÂACLF Ã G " � g! ·

G0G= GIGG GkGŠGV763

G0G= GIGG GpGŠ GW763

G0GQ Ge G>Gz GŠ GW
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