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CHAPTER
AAYF AN—XBEEDHRTE

Z O#FETIL, Catalyst 2960, 2960-S. £721F 2960-C A A v FIZAA v F XR—ABFAFE R ET 5 FIE
WZOWTHHALET, FFICHRLRWRY . X7 > FL WO HFET. AXZ U RT7 ey 2 v FBIO
AL T AF v TR LET,

AH oy VHERRAE AR — N L TWA D%, LAN Base 1 A — V%34T LT\ 5 Catalyst 2960-S A A v F
72T,

ZOETHMATHINFIL, ROLBYTT,

o [ AA Y F~ORET 7 EADYIE] (P.9-1)

o [FikE EXEC 2~ R~D7T 7 ADRH#E] (P9-2)

e [TACACS+ 2L 2D AA v F 7T/ vADHIHE] (P.9-10)
e RADIUS (2 kB AA v F 77 ADH#H] (P.9-18)
o [AA yFor—NVEEE LOFFAIORE] (P.9-40)
e I[SSH D7D AA v FORE] (P.9-41)

o [SSLHTTP O7=DAA v FDFHE] (P.9-46)

o [SCP D7=bDAAL v FDF%E] (P.9-52)

AAYFADRET7 I EADIFIE

REZ—=PIZLD, AL v FOHFRECHEEFEROMELSIETEEd, —HENICIZ, *y b —2 %
HENOAL v F~DOT 7B AEHT 50, FERPMA—FEHANTRy NT—IH8NBH A YV
Ty TRt A=, VIUTNA R FEBEBL TRy NI ANLERTH2—Y, Fido—
BV Xy NT—=TNOMRETNIT =T AT =2 a Vb T5a2—FIck 37 782 %&HIBLE
K

AA 9 F~DRET 7B AZAZ[IET HI20F, kO®xF=V T 48 2 1 OFITEHEREL £,

o HIEKBOEXF2T 4L LT, AL v F R—FTRAT— RNBIUOHERZRELET, 20X
AU —RE, A v FIZa—HVRFENET, 2—FRFR— M ELEEREZBECTAA v FI
TI7RALELYIETDHEE, A= FERITERRICEEINZNAT—READ L THLTRITN
X, AA v TFICT 7 BATEEEA, FFHICOWNTE, [§H EXEC a2~ R~DT 7 & AD %
i (P9-2) #BLTLIZEN,
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FIE RAyF R—RABUORTE |

B %iE EXEC a7 FADT7 I L ROEHR

BNMOEX2VF 4 LAY ELT, 2—HFLERRAT— REXTCHETCEET, ZOXTITR
Ay FTa—ANMUREEINET, ZOXTIHERREZEFAR— MZEY Y TH, KF2—F52F;
LEd, 2 —PERiA%. A v FIXT 7 BATEET, BRL-ALEZEZLTWIEEIT, 22—
P L RAT — ROENTIHEOHER L~ %, ST HHEABLOHRE & HICEVYTE D
LHTEET, FEMCHOVWTIE, [2—P4L LR T —FORTOET] (P9-7) 28R LT
S,

Z—HFZLERAT—=ROXTEZHHLIZVD, TOXT 22—/ Tida FROF—NIREF L
TWEBAE, X2V T4 P—REDF—F R RHFETEET, ZHICLY, BEOFR Y b
D=2 7 FTRAANE LT —F_R—2 &AL T2 —FRAEFHRE (WEIE CTHTHERDY)
B ENTEET, FEMCOVTIE, ITACACS+ICLE D AL vF 77 ADHIE] (P9-10) %
ZIR LTI,

¥ EXEC a2 Y FADT7 O EADRE

Fy NI =7 TEAKDT 78 A 3 ha—)LEITH @R FIET, XAU— &8 L THERL -~V
ZEIVYTCHZ ETT, NAT—FREIZL->T, Xy MI—J FERY NT—T TNANALANDT
JEARHIBRBEINET, BLLZE->T, Xy hU—7 TSR T A %, 2—FREDX
Vpav REFERATE IR ERSINET,

(i) il

THEMAT D3~ ROMIE LU T EOFEMIZ W TIE, Cisco.com T, [Cisco I0S Security

Command Reference, Release 12.4] %# S L T IZ&W,

T, ROBREIZHOWTRBHALET,

(77 4V hD/RAT— REBLOMHR L ~LVERE] (P9-2)

[(ZHTF 4 A F—T ) NAT — RBEFFIILEF | (P9-3)

MBI L DA F—TVBLOA RF—T L =27 Ly b RRU— FOF#] (P9-3)
2T — REEoT «v—7 01k (P.9-5)

MR ERRIZ %35 Telnet /$2 Y — RO#EE] (P.9-6)

=P AT — RDOXT ORE] (P.9-7)

MEB DKL~V OFRE] (P.9-8)

FIHXIEFDINRAT— FEXIUVHER LARILEE

# 9-112, T7HNFDONRAT— RBXUOMERL VR EEZ R LET,

= 941 FIAIWEDIRRAT—FBEUERLRILERTE
HgE FI4I FRE
A F =T NRAT— B LUHER L ~L NRAT— RIIEHZBINTWVWETA, T 740 MIL~UL 15 T (B

EXEC L ~)V), RAU—RIZ, a7 4FXal—yay 774 )LNT
I BL ST WAV REE T,

AX—=TN =27 by b RRT—=FRBIUOHR |[XRAT—-FRIEEINTWETA, T 740 MILV~L 15 T (K

L~y

EXEC VL), NAT—RiF, BEfbsnThbar7 s Falb—vg
VI ANMIEIRAENET,

[N D — B

NAT—= RIERINTVERA,
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R EXEC 37> F~O7 7 t205E B

AATF A9 A R2—TIL NRRAT— FHREF-ITLTRA

A =T NAT— KL, B EXEC E— R~DOT7 VA5 HIELET, A¥ T4 v A F—T L %
AT — REREEITEES 2I121%, F5H# EXEC E— FTROFIEEZFATL ET,

avy kR

E[:3)

27971  configure terminal Ja—) ar7 4 X¥al—vary T— RFERBLET,

A7972 enable password password it EXEC £— R~DOT7 7 ZHIZ. HTLWRAT — RETEET D),

BFEONRAT— FEEELET,

T 7N R TIE, XAV —RIEZBESNEE A,

password \Z1E, 1 ~ 25 XFOFEKFOA N VT2 HELET, A b

Vo 7B THbA LT TEERA, KXFE/NXFEXBIL, A

NR—REHHTEETHR, S‘Eﬁ/’v\"~7\ TG S ET, BRSF (2)

L, NAT— REERT 25612, BRFOFNIC Ctrl+v 2 A3 idfE

HT&xEd, =& 2iE, X 7_ I\ abc?123 ZERLT 5 & X1, D L
W LET,

abe z AL £,
Ctrl+v z A L ET,
2123 Z NI LET

‘/X?Aﬁ%% F—T N NAT— REANTDHEIITRD N HE,
B ORINC Crl+v Z ANT 24T, NRAT— RO T a7 M
FDEFE abc?123 L AN TE £T,

A7973  end

¥t EXEC £— FIZRED £,

AZ7y74  show running-config MEARMERLET,

A7975 copy running-config startup-config EE) =27 4Falb—vay 77 A NVICREERTFLET,

A =T RRAT—RIIEELENT, AL vTFDar7 1 Fal—
vary 7y ANNTIEHEAMD Z ENTELHRETT,

RAT — RZHIFR9 5I21%. no enable password 72—/ 3L 2> 7 4 Fab—T 3y a~vy K&
LET,

WIZ, A F—T N NAT— R& Hu2c3kdy5 \CERT 562 RLET, "AT— REKS{LEnLTES
T LI5S OT 7 ARG Z5NET (EROFHE EXEC T— K 77 & A),

Switch (config)# enable password llu2c3k4y5

EEEICEKBAMRF—TILELIVSR—TIL =9 Ly b RRT—FDRE

BMOEX207 4 LAYE, FRHCRy N —27 28X 5320 — R TFTP = NCREFES LT
HRAT — Rkt L TR ET 535A 121X, enable password £ 721X enable secret 7 = —/3/L 3/74’
Fal—raryavwryRefTEEd, a<r FoERAREELBRAETYT, Z0a<wr R
BELEN/RAV— FE2RECTEET, FHE EXEC E— F (F 74+ /L FaRE) if_i%m@%ﬁﬂv
NUET 7R AT H2—WE, ZONRT—REANTLLERDY £7,

FVEERKE BT AU XAMEH S D DT, enable secret 2~ REEHTHZ &2 HRLF
\?AO
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B %iE EXEC a7 FADT7 I L ROEHR

enable secret =~ F&RE L7ZHA. 2D~ i enable password =~ > F XV H LS E
T, RFHZ2 2Da<wr REFIIZIXITE EHA,

AF—TNVBEOA X—=T N v =2 Ly b RAT— RICHEBLERET 2121, ##H EXEC £— R T

WROFMEZFATLET,

avy kR

E[:3)

A7971  configure terminal

sa— )L ar74X¥al—yary E— ReBBLET,

A7972  enable password [level level] {password |
encryption-type encrypted-password}

F2X

enable secret [level /evel] {password |
encryption-type encrypted-password}

e EXEC E— R~DOT7 72 AHIC, FHLWWIRAT— K%
EFRTDHD, BHEONRAT— REEE LET,

F7ox

V=7 Ly b RAT— REEF L, FEaWRG 57 L&

LCRRELET,

o (EE) level [THRETE AHIPHIZ 0~ 15 T, L~Ub
1 Ni@H O — EXEC E— RHERTT, 741k
LUl 15 T3 (Fi#E EXEC &— RHEMR),

o password (213, 1 ~ 25 LF-OFEHFOA Y 7 & fi
ELET, AN 72T THOD LT TEEE
o RIXFENXFERNL, AXN—REMHTEE
T, FATAN—RFER S NET, 7740 TR,
NAT— RFEIERENET A,

o ({EE) encryption-type \Zi%, ¥ A2MB OKEFLT v
S RNThBAAT 5 LMEATE A, EEL
AT EBETDIHAF, R bahiz AU —F%
ATV ERDY £9, ZOREE/ AT — i,
BIDAAL v FORENS AL —LET,

GE) MBI ZATHBELTCIIUVT TFA L NAU—
K2 AT LI25A1EL, B O%E EXEC £— FEBA
THZELIITEEH A, M {bENTZ AT — R
Kbh-HaIE, Coki Bk TchbRETHZ L
IETEEHA,

A7973  service password-encryption

(EE) "RAU—FREEHRTILEE, FHEREEHRETD
Lxiz, XRU—FEEE{LLET,

Wb xiTo L, a7 4 F¥alb—ay 77 A LNTA
AT — RRFAIY A[REI/R D DEBFIETE £,

A7974  end

F5HE EXEC £— RIZR D £,

A7975  copy running-config startup-config

EE) 274 Falb—ay 77 A VICRELRIFLE
\?AO

AF—TNEBIOAX—T N v—27 1Ly b AT — ROMAEDREBZEINTWAES, 2—WFiFA( *—
TN =Ly b RAT—REANTHLERNHD 9,

BEDHERL SNV ORAY — REERT HHE1F, level ¥— U — REFEHLET, LLERELT
NRAT—=REFRELEZL, ZOLV_XUVTT 7 BATAHLEOH D2 —FIZOHNRAT— RE@EMLE

T SEIERLANNTT 7 EAARRARa~ Y REEET 2551E. privilege level 77—/ 31 =1
T4 Falb—vary avry REEHRLET, SOV, MEROREL~LVORE] (P9-8) %
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INAT)—

ATy71
ATy7 2

ATy73
AT974

GE)

R EXEC 37> F~O7 7 t205E B

ZHLTIEEN,

RAT—= ROFEA X —TNCTDHE, 2—FHRRT— K, BFEF— NAT— R, S x—=T )L

g R ARRT =R 2V =B IOMEAERERRSA T — R 8 $_RTONRRAT — RZHEA S

ET,

NAT— K& LUV ZHIBRT 5121, no enable password [level level] & 721X no enable secret [level
kwqyu~ﬂw:/74%1v~ya/:v/k%ﬁﬁbi? NAT— RO EbET 4 E—7

\Z9 % IZ1E, no service password-encryption 72—/ 3L a7 4 X a2 b— g av s REfH
Liﬁ‘o

WIZ, HERR L1 2 12%F LTI 5 bR AU — R $18FaD038Xyti5Rkls3LoyxzS8 # iR B+ Dl %~ L E
R

Switch (config)# enable secret level 2 5 $1$FaD0$Xyti5Rkls3LoyxzS8

FRIEDT « E—TILik

AL FITWEICT VB ATED Y K a—Pid, T 740 8T, A v FOBBFRFEAFIZT—
Tat REYAI, FILWRRAT—=REANTDHZ EICE T, Kb/ AY—RERECTEE
7,

WNAT— REHET 4 £ =7 LR TIZ. ZOREO—HME2T 4 E—7 VT DI LICEV AL v TFD
IRAT — RDT 7 A% (i T%iﬁo_@% ENA X—=TNVDHE, = F =%, VX%A

BT 74NV IIPRECETZLICAELESEICRY, 77— e RCH VAL ENTEET,

AT —=REEZT =7/ L ThH, 7*F7utx JDQETAXUEF%wET%iTﬂ

Ay 74 F¥alb—ar 774 (config.text) 3L VLAN 7 —#X—X 77 AL (vlan.dat) (%
HIBR S E 9,

NAT—REEEZT 4 =7 VT 555K, = Fa—Fn7— b 7o RXZHVAALTY AT A
T 74V FOWRBICET LI RGA i, EFaT7 h—RNZar7 4 FXal—valr 774D
N7 o7 ab—%RfRFLTRB I LE2HELEST, AfvFLETCarr7s¥al—vary 7y7A

NDONy I T o7 abt—EREEFELRZVWTLEEY, VIP (VLAN hJ %7 ZFa bajn) FJ R
NRT L b B=RTAAL v TFPREEL TWEHEIE. VLAN T—HRX—R2 T 7 A )LDy 7T v 7 a
E—bEICEx 27 = NBRFELTLEE N, AL v TN VARATLADT 74/ hREIZRE-T- &

X2, XMODEM 7u ba LA LT, RELEZV 7 ANV EAL v FICFA T yu— R TEET, #

MZOWTIE, XA — REENHEORIE ] (P40-3) 2L TLEEn,

NAT— ROEIEET 4= NMZT D2, B EXEC ©— RTROFIEEZFEITLET,

avyU kR

=)

configure terminal Ja—s L arZ 4 Xal—rvar T—RelBLET,

no service password-recovery NRAT—RKOEEET 4 =7 ML ET,

ZOFREE, 7T vva AFYOFT, 7— bha—FEB LU Cisco 10S
4’% UNRT VT EATEHHEIBRIRGEINETN, 7740 VAT AT
HEaEhFEFthA, T, 2—VPRT 78 A THZLITTEEEA,

end

4 EXEC £— FNIZREY £4°,

show version gy FHEHDOREOEITE2TF v /7 T2 LI0E-oT, REEMRL

£,
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B %iE EXEC a7 FADT7 I L ROEHR

GE)

NRAT— ROEE ZF N, F— 7T HI21E, service password-recovery 7 2 — 3L 227 ¢ ¥ =
L—vay avy REFRALET,

NRATU—RFEEOT 4 v—7 k%, boot manual 7 o — )L a7 X2 L — g0 avwy Raff
FALTFHTT— T E2E5CAAL v TFZREL TWAEAITELTT, Z0avr R, AL vFD
BIROBEAKL., 7—ru—&% a7~ (switch:) #ERSEET,

iREKEERIZXT S Telnet /SRAT— FDRE

ATy71

A797 2
ATv73
ATy7 4

AT975

AT976
ATyFT

AT978

[l Catalyst 2960 & & U 2960-S R4 vF YI b7 AV T4 FaL—a> HA K JU—2 15.0(2)SE

WD TAA v FICBRAEBANT D L, E@?/&7/77&7?Aﬁt@LTTP%%%ﬁD%T\:
OBFET THEATEA LT 74NV MREEZERLET, EBIZ, By Ty 7 TarJaE, A
AU — RIZ LD Telnet 77 & AHIZ X/f/?%: ZE“ﬁ”%) &%E?kbi‘é” Ty N7 v 7:177,&
DEITFICZDONRRAT — RERE LR HAIL, ZORRTavr R4y A X —T AR
(CLI) #fFHLCRETE £,

AA v F % Telnet 77 B AHFIZRET H121E., F7# EXEC E— FTKROFIEEZEITLET,

avy

T

B&

TIalb—ary V7N 2T AT PC ELT V- AT— a3y
LAAL v FDar ) —)b R— b &R L £,

oV =)L R— b DT 7 )V bDOTF—HEMEL, 9600 R—, 8§ T —H
Ey b 1AMy EY R RNUFT472LTY, a4 Tar
7 ERFRTREND E T, Return F—ZAJEIFFTHLERNSH D 7,

enable password password Hi#E EXEC B— RERMIG L ET,

configure terminal sua—)b ar7 4 Xal—vary T—REEHBLET,

line vty 0 15

Telnet & v 3 v (FfR) OBEHRTEL, 74> a7 4 ¥al—g
v E— RERBLET,

O RS AA v F T, K16 Dy a URAETT, 0 BIW
15%2EE4+5¢, FHTXH16D Telnet Ey > a3+ _XCEHRETS
ZElizh ET,

password password 1 DFEIFEEOBERRICKIST 5 Telnet /SA T — K& A LET,

password 121, 1 ~ 25 XFOFKFOA RN VI HRELET, A b
U T T THOLIEFITEETL, RUFENLTFERHL, &
N2 EATEETR, BITAR—RIEYHINET, 774V T
X, RAT—REERINTHA,

end

¥iHE EXEC £ — FIZE D £,

show running-config RELMRLET,

< K line vty 0 15 O FIZRA T — RRFRINET,

copy running-config startup-config (EE) av 74 Xal—val Iy A VICRELRTFLET,

RAT — RZ&HIFRT 5I21E, no password 72—/ 3L a7 4 Fab—v gy avr REFERHLET,

Wiz, Telnet /XA U — K% let45me67in89 \ 23R E+ DBl %R L E£7,

Switch(config)# line vty 10
Switch (config-line) # password let45me67in89
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R EXEC 37> F~O7 7 t205E B

A—HFRENNRT—RKDRT7DEHRTE

ATyF1
ATy7 2

A7973

AT974

ATy75
AT976
ATvFT

A—YPHENRRAT— RDOAT %7 ﬁf%i?o:@m71x4/%ifuﬁﬁ» RFESNET, 20O

ANTEEFREZIIR— MBS Ton, F2—VERIELET, 2 —FIEFRER. A v FIT7 7 &
ATEET, HBRL_AVEZERZLTODEHEAIL, 2T 4 L ARRT— ROKTITHEDHER L ~ L
. IS AMERIB L OMERE EHIcHv Y TH I b TEET,

Z—PHZR— 2DV AT D EFHET DL, ¥ EXEC E— R CTKROFIAZFEITLET, T O
EVAT AT, el Ay a—WL LR T — FRBEREINET,

avwvF B
configure terminal Ja—N) ary7 4 Xal—yary ET— REHBLET,
username name [privilege level] Fa—Yoa—¥4, HRL~L, R2RTU—FE2AHLET,

{password encryption-type password}

o name \ZlE, ==Y ID % 1 UV—RFRTHEELET, AX—23|HE
WA TE £ AL

o (EE) level IZiX., 77 v AMELR B - —FITERET HMHERL L
ZIRELET, IBETERHMIT 0~ 15 T, LU 15 TIIAHE
EXEC €E— R TOT 7 B ANAHRETT, L~ 1 Tik, =—%
EXECE—RTOT7 7 kALY £,

* encryption-type \Z1F, BEE LS TWRWNAT — RHE 5 1THE <
BAIT0 &, R &N AT = FRBAIHESEAIT T 25 E
LET,

o password \Z1E, Z—VBAL v FIZT 7 VAT HHEICANT DL
HEOHDHNRAT—RFERELET, NAT—RiE 1 ~25 35T, #
WIABANR— A% TE, username 2~ ROFEHEOA T 3
YELTHELET,

line console

Eell e
line vty 0 15

0 FAv a7 4 F¥al—yary ET—RElHBL, a3V —L KR—Fh
(EI#R 0) F21X VIY EfE (B0~ 15) 2R ELET,

login local

aJA O =N NAT— K Foy A X—T NI LET,
X, A7 v 72 THRESN 2 —FLRICESIETET,

}LJAFIIE

= m

end

Fife EXEC £— RIZRE Y £7,

show running-config WEEMRLET,

copy runnin

g-config startup-config EE) v 74 FXal—vay 77 A NVICRERRTELET,

BEL—YO2—VHZEIEET £ —T7 MIZT 25I21E. no username name 72— )L 227 4 F =
v—yay:v/k%ﬁﬁbiﬁ NATU—R Fxzv I %T 42—TNIL, RATU— KRR LTOH:
Bex ATREIC T 5121%, nolegin 714> 27 4 Xal—v gy awry FeERLET,
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B %iE EXEC a7 FADT7 I L ROEHR

BHOBIELRILDETE

CiscoIOS Y7 b =TT 74/ F T, 2HEEONRRAT— R X2 T 0 E—FEEALET, =—
P EXEC B X 0% EXEC T3, £E— NIZ, R 16 HOBEL~Lnbhba~vy RERETE
F9, HEONRXRT—RERETLHZLIZED, 22—V IV —TRNSFED T~ R~DT 7B A%
FFRT 22 emTEET,

77 21E. 2L D —HFiZ clearline =2~ R~DOT 7B RAEZHATHHEE, L 20tXx=2 T4

ZE) YT, LUV 2 ONRAT — REKFHO2—FICiATE £7, £/, configure =~ F~D
77 AKIRERILT DHEIEL, LA 3OEXF2 VT o 2EV YT, ZONRRAT—RERLN 22—

P IN—T VAT DL TEET,

2T ROBEICOOVTHALET,

o [a~r RORHEL~NVORE] (P9-8)

o [HBRDOT 7 4V NEHEL VO] (P.9-9)
o MERLL~OBr T A BIOET] (P.9-10)

avY FOBHELRNILDHRE

AvY R = FOMER VNV EZRET HI21E, ¥ EXEC £— N TROFIEEZFEITLET,

ATy71
A797 2

ATy73

ATy7 4
AT975

AT976

[l Catalyst 2960 & & U 2960-S R4 vF YI b7 AV T4 FaL—a> HA K JU—2 15.0(2)SE

avy kR

=]y

configure terminal

sa—N) ar74X¥al—yay E— ReBBLET,

privilege mode level level command

A~ ROMERLV~VERELET,

e modelZiZ, /m— )L a7 4 Fal— gy ET— FOBEAIT
configure #, EXEC E— FO¥H (T exece &, A LV F—T =X 2
V74X alb—v a3y E— NOEAIT interface 2, 7142 a2
T4 FKa2lb—vary T—FOEAEITline xZhENANLET,

o level IZIRETZH#MIZ0~ 15 T3, LU 1 BNEEO—F
EXEC £— FHEERTT, L~UL 151X, enable "2 TU— NIZXk - T
FAIENL7 78 A LUV TT,

e command \Z1%, 77 BAEHIRLIZ-VVa~wr RERELET,

enable password level level password

HERR LTS T D4 2— T/ NRAT— REFRELET,

o level CHEETEHHMIZO0~ 15 T, L-UL | BNlHEDO2—F
EXEC &— FHER T,

o password IZ1%, 1 ~ 25 XFORBPFOA N VI EIEELET,
ARV T ERTTHOD I EIXTEEEA, RXFENLTFERK
ML, AR=ZEFEHTEETR, BITARX—RTER N ET,
T 74N T, RRAT—REEREINERA,

end

4 EXEC £— FIZRE Y £9°,

show running-config

Fox

show privilege

REZMRBLET,

show running-config =~ > FFN_AV— LT 7 &R LRLORES
For LE T, show privilege 2~ > Rix, #RLAVOFEEZERLE
R

copy running-config startup-config

L) av74¥al—Yay 77 A NMCRELRIELET,
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R EXEC 37> F~O7 7 t205E B

avy RaedhDHHERL LV _EEZTET%) L IXIREFEOav L OV T2y hTHD v NIET T,
FTOLVCHEESINE T, =& 21X, show ip traffic 2~ K& L-~UL 15 IZRET 5 &, show =
<~ FBXUshowip =2~ NiZ, ERENHDL-JLITRE LRWERY . BEIFIZ L~V 15 [ZFRE
ShET,

BEDa~<y oW T, 7740 FOWHERIZETIZIX, no privilege mode level level command 7'
g—N\)L Ay 74 Xal—ay avy REFRHLET,

configure =~ > FEMER LUV 14 IZEHEL, LU 14 0a<wy REERT 52— RANT
BHNAT— KL LT SecretPswdl4 % €&+ HH %25~ LET,

Switch (config) # privilege exec level 14 configure
Switch (config)# enable password level 14 SecretPswdl4

E#HROT I+ FMHELRILDOEE

ATyF1
A797 2
ATv73

ATv7 4
A7y75

AT976

BT BT 7 40 hOHER L~ A T4 51213, 854 EXEC T— R TROFIEAET LET,

avwyv R

=]y

configure terminal Jua— ar7 4 X¥al—vary B— REEEBELET,

line vty line

T 7 A &R D AR R B A IR L £,

privilege level level [EHRODT 7 4V N OHER L~V EEFELET,

level \IZFRETE ZHiHIZ 0 ~ 15 TT, L-UL | 23 o —+3 EXEC
F— FHER T4, L~UL 151%. enable X2 T — RiZ k> THTEND
TIEA LT,

end Rt EXEC £— RIZRE D 7,

show running-config REXMERLET,

EJ e show running-config =~ NIRRT — K LT 7R LULOEREE
show privilege FRLEJ, show privilege =~ Fix, #RLVLOREEZFERLE

‘d—o

copy running-config startup-config (EE) 274 Falb—ay 77 A NVICREXZRIEFELET,

a—WiE, BfRICE 7L L, BIDOMHERL NV E A X—TVICRET D Z LI LD privilege level 7
A ar7 4 FXal—vary avry REEALTRESNEMHERL Ve FEETEET, $2,
disable =~ > REMFHAT L LICL D, HBLLVEBI X FIFHZENTEET, ELOHERL -~V
DRAT — KR Do THIIE, 2—FIEZF DAY — R&2EH L TEMOMRL L% A R—TIZ
TEXFET, BBROEAEZHRT2I21E, 22 Y —AEBICE WD LSV E IR L S~ALEEELTLFE
S0y,

[ %2 T 7 4 /v N OHER L~ VIZRTIZIE, no privilegelevel 74 207 4 Fal—v gy avy
REMHALET,
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ERLARILAOOATAVELURT

BELMRL~ Va7 A 35, E3HEE LIEHR L~V EKRT I 51213, $##E EXEC £— T
WOFNEZEFATLET,

avwy kR B
27971 enable level BELEHRL Ve 7 A v LET,
level IZIHEECTZ 2#iHIZ 0~ 15 TT,
27972  disablelevel e LI MR L~ L a4 T LET,
level IZIEECE 2#PHIZ 0~ 15 TT,

TACACS+ [CEBRA YyTF 7 EADFIH

Z Z i, Terminal Access Controller Access Control System Plus (TACACS+) %A x—7 /L2 LT
RIET DBV T LET, TACACSH X, FEMRT AV T ¢ o 7EREZINE L, Rifk &
VA7 o 225 L CRBREEEZITVE 3, TACACS+ (%, Authentication, Authorization,
Accounting (AAA; BBFE. #FA, TH U T 40 7) BEICIVIEESNTEY, TACACS+ &1
F—=T T BT AAA a~ 2 REFRATAIHLERS D 7,

Cisco IOS Release 12.2(58)SE LA, A A » F1F IPv6 xtita® TACACS+ %A — b LTCWET, Fi#

W22\ CIE, [Cisco 10S XE IPv6 Configuration Guide, Release 2] @ [Implementing ADSL for IPv6 |
DOEFED [TACACS+ Over an IPv6 Transport] OHEEZZM L TL &0,

Z OB DR EIZB T 2 FEMIC DWW TIE, [Cisco I0S XE IPv6 Configuration Guide, Release 2] @
Mmplementing ADSL for IPv6] ®#® [Configuring TACACS+ over I[Pv6] OIHEZSZM L T E &0,

GE) ZZTHERATIavY RO XOMERGFEOFEMIZ DWW TIL, [Cisco I0S Security Command
Reference, Release 12.4] 1 L O [Cisco 10S IPv6 Command Referencel %#ZM 1L T 720,

GE) ZZTHERATLavY FOWMIE XOMERAFEOFEMIZOWTIL, [Cisco I0S Security Command
Reference, Release 12.4] #ZH L T &0,

ZIZTHE, ROBEIZHOWTHBHALET,
o [TACACS+ o#t%| (P.9-10)
[TACACS+ O#E)fE] (P.9-12)
[TACACS+ O%7E ] (P.9-13)

o [TACACS+ REDFK =] (P9-18)

TACACS+ DOt

TACACS+ %, AA v FILT 7 EBALL D LT 52 —FOREEZEFTNATIEX=2D T4 7Y
r—3a T3, TACACS+ —E 2%, % UNIX F721X Windows NT V—2 A7 —3v 3 LT
B4 25 TACACS+ T —F L DT — A _XR—ATEHINET, A1 v FIZ TACACS+ HREZ R ET DHIT
IZ. TACACS+ ¥— 27 72 AL T TACACS+ —R"EZHEL TEBLERHD F7,

Catalyst 2960 £ & U 2960-S R4 wF YI b9z 7 av74FaL—>3> HAL4F J1)—X 15.0(2)SE
m. 0L-26520-03-J |


http://www.cisco.com/en/US/docs/ios/ios_xe/ipv6/configuration/guide/ip6-adsl_dial_xe.html
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http://www.cisco.com/en/US/docs/ios/ipv6/command/reference/ipv6_book.html

| £89F RAyF R—RAFHORE

>
B

TACACS+ =& 3R vF 7o t204m W

AA T AL w7 L TACACS+ H— "L ORI ESEREARTET D E&2MRLET, 2t Lo T,
BEGRIE R DAL 7 A RD 1 DINAAL v F A v 7 ILHIBRENTZHAETH,. TACACS+ —C
T RATEET,

TACACS+ Tix, A, BLOEY 2 — L TOFGE, BA, BLOT I U T ¢ v TN RIES

nFE9, TACACS+ Tix, H—7 7R v br—/ P—N (TACACS+ T —F ) BNEIF—ER
GREE, e, BIOT IV T 40 7) ZRHEICEMELET, F Y —ECRZFEHDOT —Z X— AITHE
AL, ToEOBREIIE L TEDOY — AR @d Ry MU= THRIITE 20— 22N TE
S

TACACS+ O BWIX, 1| DOFEHI—EANLHEHD IRy NU—7 TI7HARA L MEEHET L HX
PR AL T, AL v T, MO Cisco V—F T 78R =L L HiIZxy NUV—7 T ®
A Y= TEET, XYy bTV—2 TR =T, AxOD2—Y Xy NI—TF2EFH TRy
FU—2 . BIOMAEERSNEZX Y NU—7 L0 EERLET (K 9-1 23R),

9-1 —i&897% TACACS+ vy D —V /R
UNIX D—9 RXRFT—2 3>
(TACACS+ Catalyst 6500
RAmARY SY—ZX AL YF
_/'/ ’
171.20.10.7

UNIX 9—9 X F7— 3>
(TACACS+

TACACS+ H—N 7 FLRZHEELT
AU FERELETS.

D] RERERELET
) (TACACS+ #r—/3I%
— RLBERELES) .
AAA £ =T ILIZLET, 5
D] 054 VRBIEARY R PR LET, g
= HRERIC R FEEALET, .
_— _. BEICBLTHABLUT NI VT VI D .
T—7ART—¥av FEYR L EERLET, vazv

TACACS+ 1%, AAA X2 V7 4 P—ERZLoTEHIN, KOX I e — R8I LET,

o FIE: A VBLONARY =R EALTRT, FXLUVBIWSE, AvE—Y PR— M
iofu:uuﬁ@%éﬂ%ITﬁﬂ%fTb\i‘j—

RAEHEREIY, ==L OMFEEFATTEET (e 2, = -4 &/\;«7~I\75>A7'7‘én71?7§

HEDER., BB, =R X247 HERREFSREONW S SDOEMEZT 5 Z &I

U :j-“—']j—%ﬁﬁmu Lié_)o TACACSJF uqu'B' =78 i :L‘—"B—E‘E 7‘ /’E‘—“/%%{gj‘é: k ?(1'_)
TEET, L2 2O ART = FEYPBHARY > —I2n, "RV = FOEEDOLERDH D
Zlra—PICEmT LI EbTEET,
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o A :HEIawLUR, TZ/EXR ariu—, By ag B, e bhal $R—-NOREEE
o (72721, TNHICREEINAR) 2—FHEEEL2 22—V vy v a VHIRIRN T O HlfEL
F9, £7-. TACACS+ FFREIC L » T, 22— ¥NFETTE&Ha~vr FaHlBETs2Z &b TEFE
ﬁ-o

s THUYT4r7 e BA, BIOLVAR— MIEAT 21E#AZIUE L T TACACSt 7 —F >~
Kiﬁbiﬁo*yk7~7@%@%m\7ﬁﬁy?4y7%%%ﬁﬁbf\k%:U?4%§@
oIl —VFOIEENRRE T X7 Ly, 2—VFREHOERERI LY T FET, TH
¢/74/7V:~k iE, =—W ID, BRLAREZ I K OWE TRz, EfTShic=a~> K (PPP 7%
E), RNy b BIOARS NEREENET

TACACS+ 7’1 f aid, AA v F & TACACS+ 7 —E VB OFRAEZITV, A4 v F & TACACS+
T—EUBOT 0 h AN EHE T NTHESET D 2 LI k> THERFFZFZILET,

AA v F T TACACS+ ZHEAT H12iE, TACACS+ T —F 2 V7 N =T BNBEBT A AT ANNE
T,

TACACS+ DEIE

2—H5, TACACS+ 2L TCWD AL v F I LTS ASCIL v 7' A v &#IT L., BRFEAHLE
AL ROTaEARKEAELET,

1. BRI Ins &, AA v FIE TACACS T—F I L Ca—F 4 Ta 7 FaE&EL,
INEa—PFRRLET, 2—FR2—FHEANTDHE, A1 v FIL TACACS+ T —F T
B LAY =R 7o ERELET, AL v FICLoTRAT— R r o7 FRFRE
N, 2—YPRRRT— K2 ANTBHLE, TO/RRAT— K TACACS+ T —F IZEEEINET,
TACACS+ 2L - T, T—Fv La—HF LOMOXMFENAREIZRY, T —F 32—V EFRIETX
LI OBERERETE LRV ET, T—F Ui, 2—FL LR T—-FOHBEEDEE A
NTHEH>ROFTN, 22—V OREDOIABRE, TOMDERHEZ2EDAHZ L TEET,

2. AA v FUIE. BKEMIC TACACS 7 —E U N HRONWT NI DINEE/FET,

. ACCEPT a—PRFIESN, P—ERAEZBBTEET, FAELELTLIRIICAL v TN
REINTWDLHEIT, ZORETHTAENHIEINET,

e REJECT : =—%| M&éniﬁh TACACS+ T —F G LT, =PI 7 7 v A& EE
SNB», aldAy = ARHERITTA LR ENFET,

¢ ERROR: 5‘\”—:{‘/& J:énquE‘H_ EX@&)%H#EVC *7= iT—"E/J:24 /?@FHEJ@W\“
T\‘7 THHGRICEB W T =T —RRAELE Lz, ERROR IGENERENTZH AT, A v T
-%ﬁ[J@ji(i“C:f-—"j‘i’uquLJijkbiﬁ“

e CONTINUE : =—#%, ELICFRFEEHROA N Z RO N ET,

FRRERL X%/?TﬁTﬁ%% Tl 5 TWABYA, 2 —IBMOFFA[ 7 = — X2 AY £
9, 2—%1T TACACS+ FFaliciededlic, £9 TACACS+ B2 ERICHE TTALERH Y £,

3. TACACS+ FAIALERBAIL, HFO TACACS+ F—F L #HF L, 5 —F 2" ACCEPT £7/-1%
REJECT O#F AlG&Z#K L E T, ACCEPT IGENEINTHAIL., TOREKIL, TOa—VFBX
NZEDQ2—PFNRT 78 A TE LY —b A0, EXEC £7/21Z NETWORK ¥ v 3 56 COEMEDIE
KTCT—FREEThTVET,

o Telnet, Secure Shell (SSH; ¥ =7 I =/l), rlogin, F 7134 EXEC —t &

o BEENTA—F (RANERIFIIAT U IDOIPTRLA, 72782 VXM, BLOa—H
A LT D NEEGT)

Catalyst 2960 £ & U 2960-S R4 wF YI b9z 7 av74FaL—>3> HAL4F J1)—X 15.0(2)SE
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TACACS+ DEEE

ZZ T, TACACS+ VR —bTDEICAAL v T HZHET D HIEICOWTHBHLET, KR,
Tmmcyiu%y%ﬁﬁﬁémx%(101&@@&)%%EL\DmAawmﬁwﬁt)xb%m
BT HMLERHY T, £/2, EETTACACS+HFABLORT YT 47 OFRY A FE2E
b TcExFET, FRYRAMIE-T, =—YDOFEIL, ﬁﬂ\iKMTﬁWVF%%®tw@m¢k
FREEHRLET, FRUVAMEFEALT, AT EX2U 70 7r batz | SE3EEIEE
TELHDT, HDOFANKRLIZHADNNY 77 o7 AT ARREINET, Y7 U =TI,
)zhmwﬁm®ﬁﬁ%ﬁﬁbf: FOFRIE, 7], TH VY bOMFFEITVET, ZOHATIEE
BELNEho T8 *\/7FW:Ti%@)XF#%&@ﬁﬁ%Eﬁbi?o:@7nk2ﬁ\UX
FAROFRICE ZWEREDT 50, FRY A FOFRETRTRLEDS ETHREET,

ZIZTIE. ROBEICHOWTHALET,

o [TACACS+ OF 7 4/ Fi%iE) (P.9-13)

o [TACACS+ H—" AR A FOFFER L OREREX —DFRE] (P.9-13)

o [TACACS+ v /A UFBFEOFKE ] (P.9-14)

o i EXEC 77 EABLO Ry hU—7 F—E 2D TACACS+ #FAIO#E] (P.9-16)
e [TACACS+ 7o vT 4 v 7Okl (P.9-17)

TACACS+ DT 7+ )L FERTE

TACACS+ & AAA X, T 74NV R TCTF 4 B—7NICREENE T,

X2 VT o DR EIET D20, *y hT— 7"1"5%77)5‘ v a U EMEH LT TACACSt Z8%
ETAHZLITTEEHA, TACACS+ 24 X —T NIZHKELTZHE. CLIZE L TAAL v FIZT 7B A
T52—YERIAETEET,

~

(G¥) TACACS+ OREF CLI ZEA L TITWE T, TACACS+ — N3HER L~ L 15 ITRE S
HTTP #fkc 2 5Fr LE T,

TACACS+ H—/N\ KRR FORFES & VEBEEF—DHRE

REEAIC 1 2OF—REHEHT L2, £z, BBFOT— B N &2 7 V=TT 572012 AAA
=N TN —T 5T HEIICHET DI TEES, =2 L—T L T Eﬁﬁﬁ—ﬂ
RANOY Ty FEBIRL, FEDOT —ERCEOY—NEFHTEET, =T A—=T1L, 7
2=/ = N RA N YRR EEBITERHES, BRENTZT—ANFAIDIPT FLADY A R
EENRTNET,

Catalyst 2960 & U 2960-S R4 wF YI b7 av74FaL—>3> HAF J1)—X 15.0(2)SE
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ATy71
AT972

ATy73
AT974

AT975

ATv7 6

ATyF T
AT978

TACACS+ ¥ — " Zfffid 2 IP A A b Z2fE L, (EETH S —2Ed 2121E, ¥t EXEC £—F

TROFMEZETLET,

avy kR

E[:y

configure terminal

Jua—) ar7 4 ¥al—ygry ET— RelBLET,

tacacs-server host sostname [port
integer] [timeout integer] [key string)

TACACS+ =" ZHaRF$ 25 IP AR A b (1 DEITER) 2RFELE
To ZOATY FEEKFIAT LT, BERZFOY X FE2ERLET,
VIR =TI MESNEIEFTRA PEBRRLET,

o hostname (21X, A NOLARIEIZIP 7T RLAEZEBELET,

e ({EE) portinteger IZi%, H—"OFR— " EEEHEELET, T
T A MEIAR— N 49 TH, FHETE LML 1 ~ 65535 T,

o« (f£&) timeout integer |21, AA v FNT —FT b DOISE &1
ORFMEMECHEELEY., ThEREDRL AL v TFIEE A LTV
FMLC=T7—%2BSLET, 774V MNISHTT, HETEDH
BHIZ 1 ~ 1000 > C3,

e (EE) keystring IZiX, AA v F & TACACS+ 7 —FE DT T
DRI T7 4 B H LB L O SMHRT 27O S —%2HE
LET. BEERlIT 512i%, TACACS+ 7 —EVICFRI ¥ —%
WET DMEND Y T

aaa new-model

AAA ZAX—TNVIZLET,

aaa group server tacacs+ group-name

UEE) I NA—T4% T AAA b —N T —THEHLET,

Zoavwry RZEoT, AL v TR I N—T T a7 %o
L—y gy '—RIZRDE4,

server ip-address

(FE) FED TACACS+ — & ERF LV — N T — TR T
9, AAA — 7 L—F D% TACACS+ H—RICH L TZIDAT v
TEYIELET,

TN—=TDEY =L, AT v 7 2 TERBEHDO SO TRITIITZRD F
T,

end

HebE EXEC E— RIZREY £,

show tacacs

REEMEBLET,

copy running-config startup-config

L) av74FX¥al—vay 77 A NMCRELRIELET,

fEE S 7c TACACS+ h— A E720137 FL A ZHIBRT 521X, no tacacs-server host hostname 2
m—s\b arZ4F¥alb—var avy REEHLET, REV X RS —N 7L —T7ZHIRT 5
IZ1%. no aaa group server tacacs+ group-name 72—/ N)L 27 4 Fa b— 3 avr REfH
LFE9, TACACS+ #—D IP 7 KL A& HIBRT % 121%, no server ip-address —/\ 7 )L —=7 47
a7 4 Xal—vay avy REFEHRALET,

TACACS+ OJ 1 VZREDERE

AAA BRREZ R ET 21213, BAEAT ADOAFIFTE U A P 2ER L T FHAR— MZED U X b2
MLES, FRY R MIETSNOBRADZ A T LETIEFZELLET, ZOU X MEfFEDOR— b

[l Catalyst 2960 & & U 2960-S R4 vF YI b7 AV T4 FaL—a> HA K JU—2 15.0(2)SE

WCEHA LT D, ERBEARIETRE2ETITILENLYD £, ME—DOFMIT 7L FDOFRY R b
(BRI default L4BIBTTFHENTND) T, T 744 FOFRY 2 b, AT EFRY 2~ %
R ER SN AV F—T =2 A 2ZBNT, HEIWICTRTOR— MIEASINET, EBEFEALDF
RKUARMI, 7740 0 FRY 2 MIEBELET,

OL-26520-03-J |
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FHHXY A M, 2—VRFEOTDIC /=) =% EFE2(T) FIALFESF R ETLR LZb O T, BRI
BT 21 oFH 3 8EOEX2 YT 4 7 haLzEETX 0T, BUOHFRMNI LT
Ny 2T o7 VAT ABERENET, Y7 b '7:701\ U 2 N D)0 )5 % ] L“C:L““*f%
BAELE T, TOFKRTILENEGEONRoT25GE, VY7 b= TIZEDOY A ML IROFREER L
T, Zo7akvAX, VA MNOREFESRIC J:én_ﬁ ‘\EJ‘ZIJJTéﬂ\ ERINT TR E TR TRHLKE
DOHETHRVIEISNET, ZORIDH DA TRIEND KB L7285 (Oi”) 'IZ#:)T{ P
FloFe—INDa—PHT = ZX= AR —H 77’zx%$57a‘é LINELTIZSE) . k7 vtk A
IFEIE L, FRUEGEREAFANTITEINA Z L IEH Y £ A,

o s A CBAFEARET A1, HiiE EXEC E— R THROFIEA FEITL £,

avUFk B&
A7971  configure terminal sa—n)ar4¥al—vary w— FEBLET,
A7972 aaa new-model AAA A F—T NI LET,
A7973 aaa authentication login {default | a s A UREREF Y A N EER L ET,

list-name} methodl [method?...]

. login authentication =~ > FIZAHIF & U A FRMRE S L2707

HEM SN T 740 FOY A P afERT 512i1F, default ¥ —
—]\@&5 T 74N PRTCHERT 2 AR ELET, 7

Zan bOFAY A ML, BB TN TOR— M@l s Ed,

o list-name \ZI1%, fERT DYV A bO&ARIE L THHAT 2 XFH % HEE
Li‘j—o

e methodl... \Zi%, FRFET VU X ABRFRITT D EER @jiJCf&T
iﬁ‘ Ebu@uunﬂzﬁﬁi %@Hl]@ﬁﬁfi7 ﬁ)ﬂéﬂf\_
ROEHSNET, BIOFRARKE L 25513 EH éﬂiﬂ”ho

RONFT RO SHRARIRL 4,

e enable : /],* 7/1//\;(]7‘_‘]\;5"uun 'Tﬁﬁﬁbiﬁ*o u@uuuﬂzﬁﬁ
AT 5121, & 520> L enable password 7' 7 — /3L :1/74’
Fal—vay avr REERLTARX—T L RRAT— REE
TELILERHY £7,

» group tacacs+ : TACACS+ Rt L9, ZOfRAE XA
T5I21F. HENP LD TACACSH —"Z2HE L TRBLLERDHY
F9, FEMC oW TIE, TTACACS+ H— 3 7R A FORFER L OGR
AEX— % E] (P9-13) 2L TS EEN,

e line : [/ 82 U — K& R R LET, OB EHEHT
X, HOEPUDEBASAT - REERL T MLERHY T,
password password 74 > 27 4 F¥al—Tary avy NEfEH
LET,

e local: BE—H )V 2—HWHLT —FRX—2EZZILHEHLET, T—#
NR=2 a2 —PLIEREZ AT L TBL LENRH Y £9, username
password ra—nR) a7 4 Fal—vay avr REHEHRALE
‘é—o

* local-case : KX FL/ILFERKENLr—TN a—F4HT—%
N— 2 ZFRFEICEH LE ¥, username name password 7 17—/ 3L
ary74Falb—var avry REEALT, 2a—FaliHe T —
A=W ANTDREND Y £,

e mone: /A IEEEHEH L EEA,
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AT97 4

ATv75

ATv7 6
ATy 1
AT978

avwvFk B#

line [console | tty | vty] line-number 5 4 varZ 4 Xal—varyE—RFEHGL, FBREY A b O x4

[ending-line-number] HIRRAERELET,

login authentication {default | ﬁi 7R ERRE >y Mo LT, BREEY A REEA L E T,

list-name} o default Z5/E3 534 1%, aaa authentication login =~ > K T{E
L2774V DY A M EREALET,

e list-name \Z1%, aaa authentication login =~ > FTIER L=V *

FEEELET,

end FrHe EXEC £— FICRY £,

show running-config REZHRLET,

copy running-config startup-config EE) av74Xalb—vary 77 A NVCREEZREFELET,

AAA 25 4 &B—7VIZT 5I2IE, no aaa new-model 72—/ 3L a7 4 Falb— g avy KN
HLET, AAARFEE T 4 E—7 /2T 51213, no aaa authentication login {default | /ist-name}
methodl [method2...] 7R — 3L a7 4 Falb—vayavry NEERALEST, 7400
TACACS+ §BiE% T 4 B—7 NMZT B 00T 7 4/ MEIZKE 33414, no login authentication {default
| list-name} 4> a7 4 Xalb—ary a<vy FeHLET,

AAA FREFEHLTHTTP 7 7 B RIZK LAAS v FO®x =2 VT 4 ZERT HITIE, ip http
authentication aaa 7 o — )L 27 4 Fa b —r gy av 2 RTAAL v T &R ﬁf}‘éﬁ%fp&;@ ES
T, AAAFRREZREL TH, AAA FREFEH L7 HITP 77 B RIZK LAAL v FOEX 2 U T 1 1%
TR L EH A,

ip http authentication =~ > FOFEMIZ DWW TIL, Cisco.com T [Cisco 10S Security Command
Reference, Release 12.4] # S L T30,

HEEXEC 7V RBLURY FT—9 H—EZXHAD TACACS+ FFRAIDERTE

[l Catalyst 2960 & & U 2960-S R4 vF YI b7 AV T4 FaL—a> HA K JU—2 15.0(2)SE

GE)

AAA BFEIC L > Ca—YRHEATEX 2 —EARHIRINE T, AAA FIEENR A R — T LV OGHE .

AA o F i:u—ﬁ-d)7 D77 AN LEEREEAL T, 22—y a vV ERELET,

a—HFoTrar7rAME, a— IO —Y F—EFRX—RF T X2 VT 4 $—NEIIHD FT,

:1*47“‘1 2—F 777 A VNOFERTRD LN TVDIHAICRY, ERLAEYV—EADT 7 & A
NEBA[ENET,

aaa authorization 72— )L 227 4 Xal—3I a3y a<wr FE tacacst ¥— 7 — REFEHTH L.

2—FDOFRy NU—7 T 7w A& EXEC £ — FICHIRT 2T A =2 2B/ ETEET,

aaa authorization exec tacacs+ local =~ FiX, IROF AT A =X ZHELET,
o TACACS+ ZfEH L CEIEEZITo 725813, Bt EXEC 7 7 ® A A[1Z TACACS+ ZfEH L £9,
o FWHFIZ TACACS+ ZHHA Lo 72881, v—HhL F—F_R—2 2R L £,

FADRRESINTHTS, CLIZEHRHLTr A L, BiFsn-a—Pioxt LT, FaTsEksn
9,
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ATy71
AT972

ATy73

ATy7 4
AT975
ATy7 6

TACACS+ =& 3R vF 7o t204m W

¥i#E EXEC 77 B AB LRy b U —27 —E RIZBT 5 TACACS+ Al 25T 511X, ke
EXEC E— FTHROFIEA FEITLET,

avy kR

=]y

configure terminal Jua—n) arZ 4 FXal—vary T— REfBLET,

aaa authorization network tacacs+ Xy hT— 7 BEOFTRCOY—E RER|ZHT S 2 —F TACACS+ %

AE, Ay FICRELET,

aaa authorization exec tacacs+ 2 — VIR EXEC O 7T 7 & AMERN H B854, = —3 TACACS+ 7F Al

HAAL v FICHEELET,

exec ¥— U — F&EETH L, 22— o7 7 A LIER
(autocommand F# 72 L) BDEINDIGERH D T,

end

Fife EXEC £— RIZRE Y £7,

show running-config REZHRLET,

copy running-config startup-config (FEE) av74FXal—Yay 77 A NVICETEXIRTELET,

FFR % T 4 B —7 2T 51Z1%. no aaa authorization {network | exec} methodl 7 v —/N)L 227 4
Xal—varavwrRFeEALET,

TACACS+ 7ho VT4 VT DIER

ATyF1
A797 2

ATv73

ATy7 4

AT975
ATv7 6

AAA T H 7T 4 7 HREIR, 22— FRT7 78 A LY —bRe, WELERXY NU—27 U Y—2 &
ERIuX T LET, AAAT AT T 40 T A= NCT DL, AL v T2 —F ORI
ET AT 407 La— ROBRTTACACS+ X2 F 4 +—NIZHELET, KT VT 4
VT va—RNET AT 4 v RELE (AV) OXRTREEN, BEX =2V T 4 BTSSR
¥4, ZOTFT—F%E, Fy NI—IEHE, IT7A4 T MER, FREREREOZOICONTTEET,

Cisco IOS DHERBL~LEB L%y b T —7 —E 2T S TACACS+ T H I U T 4 VT oA F—
TN T BHITIL, FiHE EXEC E— FCROFIEZ ETLET,

= S B

configure terminal sa—n)ar7Z 4 Xal—var '— FEBBLET,

aaa accounting network start-stop v NI —JBHEOT R TOY—ERAHFERIZOWT, TACACS+ 74
tacacs+ '7/7*4 VI EAR—=T NI LET,

aaa accounting exec start-stop tacacs+ |TACACS+ 7H 75 4 72k, ¥k EXEC Y1t 2 DRI

SBIIRT T T o T, AR ISR E @R A RS T L 1T
RELET,

end ke EXEC £— FIZED £,
show running-config WEEMERLET,
copy running-config startup-config UEE) v 74 Fal—ay 77 A NMIHREEZRTFELET,

TR T 4T ET =T /WZT HIZIEL, no aaa accounting {network | exec} {start-stop}
methodl... 7a— NV a7 4 Fab—vary avys FEfHLET,
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AAA H—/\DEI|E

>
&)

TACACS+

FEELRGEEDIL—2 DY 3 VDL

ZDavy RERETHITIE, A4 vFALANBase £ A—JFFEITLTWARLERSH D 97,

aaa accounting system guarantee-first =~ > N, VAT A T AU T 4 T RERPO L a— RIT

BRHZEEMFELET, THIT 74V FORETT, HFECL-TIE, v AT 2NV r—Fand %

TRy Y= VELFEARER T vy v a VERBTERWVWEERH Y £7T, PATLADY r— FiZnn

LML 3 DA MR DT ENBHY £7,

N—=Z DY u— FEIZ AAA V= "BEERERSG S, V—F L Dar Y —/LET(d Telnet ¥ v a
Z S % 121%. no aaa accounting system guarantee-first 2~ > R&EH L £,

EREDRT

TACACS+ ¥ — HetE# % £ 5121%. show tacacs ¥4 EXEC =~ F&EHEH L £,

RADIUS [C& D RA v F 7V XD

Z Z Ti%. RADIUS %A X —7iZ RET D HECHOWTHI L £, RADIUS I%. #EfiZe T 4
TUT 4 TIEREINE L, mﬂ_%otoufﬂ7 0 2k L TR EH 21TV 3, RADIUS I3,
AAA ZH L TEEIN, AAA a2~ REERALTORA F—T M TEET,

Cisco IOS Release 12.2(58)SE LIk, A A v F X IPv6 %t~ RADIUS %A — kL TWE T, HFHRIC
DWW TIX, [Cisco I0S XE IPv6 Configuration Guide, Release 2)] @ TTmplementing ADSL for [Pv6] @
#=® [RADIUS Over IPv6] OHESHL T 23V, Z OO EIZHET 2 EEMIC >V TR,
[Cisco 10S XE IPv6 Configuration Guide, Release 2] @ [Implementing ADSL for IPv6] DD
[Configuring the NAS| OIEZZBH L T &,

S
GE)  C o TEMT Ao~y FOME & O HEOEMIC Wi, [Cisco I0S Security Command
Referencell ¥ X" [Cisco 10S IPv6 Command Reference] %L T Z &0,
ZITIE, ROBRECHOWTHHLET,
e [RADIUS O#%) (P.9-18)
e [RADIUS ®»#fE] (P.9-20)
o [RADIUS #FrOER | (P.9-20)
+ [RADIUS o5& (P.9-27)
» [RADIUS ®#&FENF 7] (P.9-40)
RADIUS O#E

RADIUS X, RERT 7B ANB Ry U — 7@Jzﬂmjvrw§:f% T LNy T4 T v M=
AT LTT, RADIUS 7 94 7 v ME, ¥ R— 4O Cisco V=2 BLOAA vF L THBMBL =
T, 7T A7 MEHF S0 RADIUS Y — NIZEBREE R 2% 0 97, F1920 RADIUS ¥ — NZiE 9T
Da—PRIEFER, Xy MUV —27 P—E X 77 v AFERNBE SN TWET, RADIUS TX] X, @

[l Catalyst 2960 & & U 2960-S R4 vF YI b7 AV T4 FaL—a> HA K JU—2 15.0(2)SE
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http://www.cisco.com/en/US/docs/ios/ios_xe/ipv6/configuration/guide/ip6-adsl_dial_xe.html#wp1118705
http://www.cisco.com/en/US/docs/ios/ios_xe/ipv6/configuration/guide/ip6-adsl_dial_xe.html
http://www.cisco.com/en/US/docs/ios/ios_xe/ipv6/configuration/guide/ip6-adsl_dial_xe.html#wp1027195
http://www.cisco.com/en/US/docs/ios/ipv6/command/reference/ipv6_book.html
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GE)

H.

RADIUS [2& 3RS vF 7o x04@ W

A= (Cisco Secure Access Control Server /18— = > 3.0), Livingston, Merit, Microsoft, %

2oy 7 v 27 L —D RADIUS =N VY7 b =27 ABH L TV b~ L Fa—H o
AT ATY, BEMIZOVTIZ, RADIUS H— "D~ =a2 7 LAZBRL T E &0,

AA wvF A&y L RADIUS — "L ORICTUEEREZRET A Z L 2HE L ET, ZNITL- T,
BEGREHRDAL 7 A RD 1 ONAAL v F AF v 7 hHHIBRENT-HETH,. RADIUS — N2 7
I ATEET,

RADIUS X, 77 ADEX 2V T 4 BHER, KOy NI —J7BRETHERLET,

FNFENMN RADIUS Z2HR— 5, v LFRUEL— T 78R B—NhdRy hU—7, 2L
2L, BEORVE—DT 7 A =R, 1 20O RADIUS 4= _"R—2 X 2T 4 T—X
R=2%FHLET, VT RXF—DT VA B —NEFHTDHIP X—2ADFRy NT—F T
A YAy 22— ‘H“ ;t Kerberos tX =2 V7 4 VAT LAEZHERHTHLIICHIAZ~A XE T
RADIUS #— 3% U CiiES N E T,

TV r—vayPNRADIUS 7a harz Y R— 354 —rF— Xy hT—7 vX=2 U7 48R
B, FlxiE. Xv— P =TI RA v a—N VAT LARFERTLT VB AR, HbHE
fflclZ. RADIUS & Enigma DX =2 U7 4 I— RKZHFH L C=—FEMAEL, Xy FT—27 U
V= AKT DT I ARG L TVWET,

4 TIZ RADIUS #fEfF oy hU—27, RADIUS 7 54 7 > FEE®D Cisco 2 A v F &% b
T—ZZIBITEET, NN TACACSH b —N~DBITORPDOAT v T L5 bH 0 FE
7, 9-2 (P.9-20) 2L T 7Z&W,

2—HN 1 OO0 —ER LT 7 ATERWVW Ry FU—2, RADIUS 242 &, 22—
DT I EAE 1 ODFRAN, Telnet 2D 1 >O=2—F 4 U5 4, £721F IEEE 802.1x 72 & D7 1
FaNVEEHT IRy NY—ZIZHITEES, 207 m ba/boFEmc >N TiE, & 10 =
MEEE 802.1x A" — F_X—ZFRFEOFHE ] 2B LTI 7EE 0,

Uy—xTﬁ?y?4y7ﬁME&Zy&U—&JMDmsmﬁit IFFA] & BIME I RADIUS
ThIoT 4 TR TEET, RADIUS 7T H T T 4 » ZTHREIC L » T, —E 20BEER
;U%Tﬁmf%—&%%EL\:@kyv5yﬁmﬁ%éﬂéuy—x(ﬁﬁxﬂﬁy$‘ﬂ4
Kl OBEZERTEET, AV F—Fv b =R T F—F, RADIUS 77 A =
re—ABIRT I T4 VTR 2TDT V=727 N—=g U RER LT, Bnt
X2 VT A BLOHBEICHT I =— X2zt TEET,

RADIUS X, KO L H7exy hT—27 X2 U T o REUSITHE L TWER A,

v/ F 7 han T 7 v RAEE, RADIUS X, AppleTalk Remote Access (ARA). NetBIOS
Frame Control Protocol (NBFCP). NetWare Asynchronous Services Interface (NASD), F721%
X.25 PAD #fii ey A — N LEE A,

A Ay FRIE 13— 2 EIRRE, RADIUS 3. M5 HRFEEZITWEH A, RADIUS 1%, flitlo

TN ANBIEE LB L TIHHAIC, HDT A ADSMAERO T A A~OBFRICHFATE £
\?AO
EFEOY—E 2 ZH AT 5%y hU—2, RADIUS I, —#%IZ 1 AD=2—H% % 1 2OV —E R £

TININRA v R LET,
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9-2 RADIUS 4—E 25 TACACS+ H— E R~
R1 &g RADIUS
———pll
7777777777 __
| | —
| | R2 Egf RrADIUS
“ gy
e
— I Y - I TACACS+
O 4 =
y I —
_—
Y Eg k T2 Nl TACACS+
—] A
|
—
|
——2 5
T—JRAT—v3r 8
RADIUS D&

RADIUS #—= N2 K-> TT 7R ar br—LENd A v FIZ, a—Fhn s rBIORELR
D&, WDAN EBFELET,

=YL BLONRAT - ROANEERT LT 07 MRFRINET,
2—FLEB IO S SN "2 T — RR, *v T —27&H T RADIUS — NICEE S ET,
3. ==X RADIUS #—"\inb | ROWNWT UL DIREEZIFELET,

a. ACCEPT : =—¥R@WFEI NIz &5 RLFET,

b. REJECT : =2 — ¥ OFEEN KL, 2—FAB LAY - FOFBANRERIND ), 72
7 7B ARERINET,

c. CHALLENGE : =a—#|ZBEMT — % 8K L £,
d. CHALLENGE PASSWORD : = —#{TH LW\ A Y — FEZRIRT 5 L S ICBERS L ET,

ACCEPT 721X REJECT I, #7E EXEC £7213x v hU—7 ﬁT (T 287 — 2 B3N
RS TWET, =—%% RADIUS #F i #eiiic, £7° RADIUS @BAEA EFIZE T 5L ENR H
DNET AR —TNVICHREINTWDEEA), ACCEPT 721% REJECT /37 v MIIFKOBINT — ¥
NEENET,

o Telnet, SSH. rlogin, F7=iZ4FH EXEC Hh—t' X

o BERINTA—H (KRANETWFZTIAT U MDIPT RLA, T7EA VAR, BLOa2—% ¥4
LT U N EET)

N =

RADIUS HrRINZEE

COMEEERMEHT2121E. A4 v F N LANBase £ A—VHEITLTWDILERH Y £,

ZIZTIE, HEAARER T Y 2T 4 7B LN SO Change of Authorization (CoA) TOfE A FIE%
Zie, RADIUS A v 4 —7 = A ZADOBEIZ OV THM L E T,

o =) (P9-21)
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Bm=E

RADIUS [2& B3R A vF 7o x04@ W

e [Change-of-Authorization k| (P.9-21)

o TCoA ZLRINE=— ) (P9-23)

e [CoA Ek=a~r ) (P9-24)

o [ty a U HRGE (P9-24)

o Ty va vl TORY v 7T A FF 4] (P.9-26)

fEYUE RADIUS o v ¥ —7 = A AFBE, Ry MU —=ZITHEH L TV DT /3 2 b ERPERE S 4,
Y —RNEREENTET—A"ABEETH 7V T ALTHEASET, Catalyst 214 v FIL, BH T v
Vo BT THEA IS RFC 5176 THUE S 4172 RADIUS Change of Authorization (CoA) JESRFERE
i&"‘j—j—”—]\b ﬂ“iﬁ@muu utFﬂ\ ?5&0775'7\/5:/( 7 (AAA) if:liﬂ‘\"U“/~ﬁ‘—/\7ﬁ>%@
Ty varvOXA T Iy I BERENTEDLLIICLET,

Cisco IOS Release 12.2(52)SE LI TiE, 2 bDt v a L ZE D CoA BERMN AL v FIZHR— |
ENTVET,

o byvla HIEGE

o kyTalKT

e A—h ¥y MUY TOEY V3 VKT
o R—hF R ATOEYTa KT

0)1%% i%. Cisco Secure Access Control Server (ACS) 5.1 IZHi& SN TWET, ACS OFEMIZDON
I, RO URL 2R LTS 7EE VY,
http://www.cisco.com/en/US/products/ps9911/tsdiproductsfsupportiseries home.html

Catalyst 2 v F T, RADIUS f > ¥ —T = A AXT 7 ANV b TA R =T NVIZREINTVWET, &=
7ZL. —EBORAR R E TITRDO BN LT,
o X2 UT A BIURAT— R : [Catalyst 3750 Switch Software Configuration Guide, Cisco

Release 12.2(50)SEJ] @ TConfiguring Switch-Based Authentication] ™ & ® [Preventing
Unauthorized Access to Your Switch] #ZM L T 7Z S0,

o THU LT 4 [ Catalyst 3750 Switch Software Configuration Guidel2.2(50)SE] @
lConfiguring Switch-Based Authentication] D #® [Starting RADIUS Accounting] ZZM L T
<FEEW,

Change-of-Authorization Zk

Change of Authorization (CoA) Z:Ri¥, RFC 5176 IZEHINTWH LT, v a TF/VTHEH
THZLIZE-AT, By va V@il AAMERERE, BLOEy v a B T21TH 2ENTEET, 2
DETIVE, 1 2OHERK (CoA-Request) & 2 DOA[FERIGE 2 — FTHEMRINTWET,

* CoA acknowledgement (ACK) [CoA-ACK]
* CoA non-acknowledgement (NAK) [CoA-NAK]

ZRIT CoA 7 747 b (GBHITRADIUS £72i3AR Y o— =) hoREFESNT, VAF—LL
TEET 2 A4 vy FICER SN ET,

Z 2T, ROAFICOWVWTHHALET,
o CoA ERIEE=a—F

e CoA EXRa~v R

« Eva VHRGE
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http://www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_server_for_windows/4.2/configuration/guide/acs42_config_guide.html
http://www.cisco.com/en/US/docs/switches/lan/catalyst3750/software/release/12.2_50_se/configuration/guide/swauthen.html#wp1109671
http://www.cisco.com/en/US/docs/switches/lan/catalyst3750/software/release/12.2_50_se/configuration/guide/swauthen.html#wp1109671
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RFC 5176 %
Disconnect Request A » = — 1% Packet of Disconnect (POD) & LI E TR, By a UK TIC
SLTAAL v FTHR—FENTVET,
# 9-212iF, ZOWMRETYR—FSh T2 IETF Bz s L £,
= 9-2 YR—FrShTUL3 IETF B
BiEES B4
24 State
31 Calling-Station-1D
44 Acct-Session-1D
80 Message-Authenticator
101 Error-Cause
F# 9-3 121, Error-Cause BT D Z E N TEXLEZEZRLET,
® 9-3 Error-Cause DfE
-] EEA
201 HIp skl Ey v ay avy 7% A b
202 572 EAP 37 v b (4ERR)
401 FAR—hETWRWEMSE
402 Rombin @i
403 NAS #BERD I A~ v F
404 eSS 72 R
405 PR— I TN RN —E R
406 PR — SN TR WILIRERE
407 2 7 IR A A
501 R oKk
502 J— FARFIRRZRER (FrF )
503 tyvary arr¥A bBRgH IR
504 tyvary ar7Fx A MRHIBRTE RN
505 FOMoTa X AH T T —
506 U — R DME A A RE
507 ZLRMFE(E Shiz
508 TITF By v a YOBRBRBFFR— I TN
ARG H

CoOA A v Z—T x4 AT IHITE. A v FICEy v a BT TIHEELTWALERD Y £,
CoA 2T DL, By a v Oilil & #EmMEREREFEITTCEET, 7y 77— ME, HEXIN
ToTa ZEHERALET,

[l Catalyst 2960 & & U 2960-S R4 vF YI b7 AV T4 FaL—a> HA K JU—2 15.0(2)SE

OL-26520-03-J |



| £89F RAyF R—RAFHORE

RADIUS [2& 3RS vF 7o x04@ W

CoA EXRIEZEI—F

v a Dk

CoA BRIGEa— FEFEHRTIL, A vFila~vr RemETEES, PR—Fr&hTndavy
Fa#k 9-4 (P9-24) IZRLET,

HBEDOE Y a AT b e CoA ERIZHOWTIE, A v FiF 1 DL FOwkDBHEIZHE SN
T, By varzBBLET,

e Calling-Station-Id (7F % k® MAC 7 KL 2% &t IETF &% 31)
* Audit-Session-Id VSA (3% =2 ® Vendor-Specific Attribute (VSA; <> & —[EAFBEM))
* Acct-Session-Id (IETF &4 44)

CoA A v tE—VIZEENDLI TN TOEya D EMEREDEYy Y a s E—HKLARONED, A A v
F1% TInvalid Attribute Value] =7 — 22— FJg{t:% & ¢e Disconnect-NAK F721% CoA-NAK %K L &
ERS

FEDE v v a ST L ERERS LU CoA BRDGE . ROWT Dt vy a v ID 2T
TFET,

» Calling-Station-ID (MAC 7 KL 2% &t IETF &% 31)

» Audit-Session-ID (¥ A 2 DR F —[EF BME)

* Accounting-Session-ID (IETF &% 44),

AvE—VICEBE O v a v IDBENGENDEE. TATORMENRE Y v a v & BT 20N
bV FET, —BHLRWGEITX. A4 v T 0 [Invalid Attribute Value| =7 — 2— N&&{r
Disconnect-Negative Acknowledgement (NAK; & EMRIGE) £7-1X CoA-NAK #iK L F7,

RFC 5176 TEFRSNTWVD CoA ER=a—Fory hoERE, =2—F, ID, £&, —t 7+«
r—4 . BEO Type Length Value (TLV; ¥ A 7, E&, ) BRXOBRENOHEESET,

0 1 2 3
012345678901234567890123456789¢01
fod—t—t—t—t—t—t—t—t -ttt -ttt -ttt -ttt —F—F =t —F—F—F—F—F—F—+—+

| Code | Identifier | Length

B e et et e e e e e e st st b S b SR S e S
| |
| Authenticator

| |
| |
B s et e e e st s A
|  Attributes ...

f—t—t—t—t—t—t—t—t—t—F—t—+—

B~ +— RiZ, Cisco Vendor-Specific Attribute (VSA; X ¥ —@EFEME) ZBET DO A
LET,

CoAACKIE&EI— K

FFA] AT — b OEFIZHKL LI2HAE., 5 EMRIGE (ACK) Bk fEaNnEd, CoA ACK A TIES
N2 JEMIE CoA ERIZE - THRZRY | Hx D CoA a2~ RTHRFINET,

CoA NAK &I — K

HEMIGE (NAK) 1FFFAI AT — hOZFICKRRLIZZ L 2R L, =7 —OHHZ R T BEL G0
LT ENTEET, CoA B3I L7eh a8+ 5121%, show 2~ FEAMHA L £,
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CoAEXRav VKR

vy aUEEE

ZIZTHE RORNFIZOWTHHALET,

e kyvvalHRE

o AA YT AF I TOE YT a3 DFREG

e BylalrdikT

o CoA HffiIREiK

e CoAER :HRANR—FDOF 4 E—T 1L

e CoA Bk : RNz FK— |

Cisco 10S Release 12.2(52)SE LI Tix, & 94 IR SND vy RB AL v FIZHFR—F IR T E
¥

= 9-4 A4 YFTHR—F&ENS CoAaTUF

= 22230 VSA

Reauthenticate host | Cisco:Avpair="subscriber:command=reauthenticate"
Terminate session AL, VSA ZER LW, EHREOBRMERER TT,
Bounce host port Cisco:Avpair="subscriber:command=bounce-host-port"

Disable host port Cisco:Avpair="subscriber:command=disable-host-port"

I. ¥_TDCoA a~y RiZik, AL vF L CoOAZT7A TV FMEDE Yy v a VEIEERREEN TV DLIHLER D
nDEJ,

AR ID FT2FRATF ¥ ZROBR A RBARy NI —2ZITIMAL T, HIRENT 7 B AT T n 7 7
AN (Fzk ziE. A F VLAN) IZBEf T 60D & AAA ‘U‘—/*‘ W, By v e UERREE SR A

AL ET, BREERIE, 7 LT Uy ARAHATH 2551 A MY 2585E 7 L — IR E S
N5 EEFRLET,
+ > va /HAL uJ‘.Eé‘.)EﬁﬁAﬁ—%) 7L\_ AAA ‘H__/§bj:

Cisco:Avpair="subscriber: command:reauthenticate" DA TR aoxrZ—EfFEME (VSA) &
1 2Ll EDtEy g D BHEEZETELE CoA HRA vy E—VERELET,

BAEDOE Yy ay A7 — M, AvE—VICHTDE2AA v TFOIGEEZRELET, £y a VRELE,
IEEE 802.1x IZ L o TRIESNTWAEE, A A » F 1% Extensible Authentication Protocol over LAN
(EAPOL; LAN #H OJEERFEZ 1 b 2L) Requestld A v — Y& — NIk ETHZ L TISELE
‘j—o

BAE, v a 7 MAC Authentication Bypass (MAB; MAC #E 31 /S R) TRIEINTWDIGE
T Ay FREY—=NIT 7 v REREZEFE L, MMEFRRGETHEA SN O LR L ID BrEZHE L
iﬁ‘o

AA v FRavr REZELEELEXICEy v a VRBEERFEITH THA5LHIE. A v F 7ok R%&#%
TL. BRE—7 o 2 &H\HA L. RINCEITSND KO ICRES AR THIAL £7,

By a UREERIEESN TRV, HAHWET7 A N VLAN, 7 VT 1 BV VLAN, F7EFREBROKRY
V—TERIEENTWAEAIL, BRI A v E—U N T 78R o bhua—V FREHB L, &OICRIT
éhéctj LﬂXﬁéﬂfx—ﬁtTEﬁﬁALij— ~1Z//El /@fﬁ‘fajnq:jj ﬁmhu J:Ofﬁfcfz)uuuﬁ‘fi
RICRDHFETHERSINET,

[l Catalyst 2960 & & U 2960-S R4 vF YI b7 AV T4 FaL—a> HA K JU—2 15.0(2)SE
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RAYF R8O TOEyLaVOBE

vy avnRT

CoA &HMRER

AA T AF w7 TEy v a FibiEA v —VERETDHE, WOMENREELET,
* Acknowledgement (ACK; i®GE) %R HIC, HRAEDLEMENT = v 7 SNET,
o WYty Y e THRERENRMGENET,

o WRENI E LI RMDONTNINTHET T2 &, Btz b Y H—F2EZBNAT v 7 A3
LHIFRS N ET,

o RIALDETHNIAY v/ v AX—|ZBENRRET L L, (BTHIBREND) toa<wy NiZkSn
TPAE 7 <= AX—DU 0z th, FRiENBMbEINEJ,

o ACK OREEHNCAY v 7 v AX —IZEENBE LGS, BilzhA X v 7 < AX—TiL, FHisk
aw L RRFLWVavwr ReELTHbRLET,

T arEKTEES 3HED CoA BRNH Y £3, CoA HERMRERIZ, m"A L F—+E2T 4
=TIy a v E KT LES, 2oa~vr REFEHTAE, HESNT-ARA MO —E
TAT—H AT — K = UREPHEENETE, FOKRA DL R Y NT—=T7 ~DT 7 & A 3H|[R
SNFEHA,

Xy T =7 ~DFRA DT 7 & AEHIRT 2121,
Cisco:Avpair="subscriber:command=disable-host-port" VSA #&&r CoA EREZMHLET, D=~
YRIE Ry U7 ECHEEEAGIEEI LZ LB THDLIRRA MNBHLIHGEIEMTHY, 20
FAMIKILTRY hU—2 T RRELELIZT 0y 7 THULERSY ET, F—b~DX v b
U—27 77 A%HEIBT 5561, IERADIUS A W =X L &2FH L THRA X—7 M LET,

TV BREDYT TV a0 T AL ABRHFLWIP 7 FLRAEZEREGET20LERD HEE (2
LziF, VLANZEF%) X, R— M AU ZATHRANR—FEOEYy a2 % TLET (FB— 1%
—BEIZT 4 =T N LTk, BOA 32—T7 2T 5),

o awy RIFEEOBEGERERTT, Zoavr Fidtyya L BaThain, [tyiaro
Al (P9-23) TREND I DULEDEy a3 IDBHE EHITHERTAILERNHY FT, Byis
VIRROMMBRWEA, A4 v F i Disconnect-NAK A v — L [Session Context Not Found] =
FJ—a—FRMERLET, By iarBNbsHGEE. AMyFidkyia 2 TLES, By
va UBRFERICHIBRS B, A v FITEERR ACK 2R LET,

AA Y FNT T AT v MTERER ACK ZIRTRNINZAZ V3, AL v FIZT = — )V A —"—F 554
I, 24TV P LERPBFREINDLEIL. HILWT 7T 47 A v F ETEDOT 1k AN
ViIRENFET, BEEHRLE Yy a BRSNS R WAL, Disconnect-ACK & [Session Context
Not Found|] =7 — a— FEEREEFE I ET,

CoA EXR : KRRk R—bDT 1 —T Lk

Zoav Y RiE, OB LW VSA BEENTODENE CoA HRA v — TV TREINET,
Cisco:Avpair="subscriber:command=disable-host-port"

Zoavry Rty va ERTHLIZD, Ty va ol (P9-23) TraEnd 1 2bkoty
varIDBMEEBIHEMTOIMNERDHY £, By a VREONLRVEAEIT, CoA-NAK £ v
&— & TSession Context Not Found] =7 — a2 — RBHEMNMRINET, ZOEy v a RN iH56
X, AA v FIFHRA N R— b 2T 4 =T NIZL, CoA-ACK A vE—T%IELET,
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GE)

CoOAER : 1\HUR

AA T D CoA-ACK 27 T AT 2 MIETHIUZAAL v T IEENEELTZGAIL, 771472 b
LERNMBERFBINDILEEL, TILWT I T 47 A, v F LETEOToEARNBEYIRSINET, R
A v FNCoA-ACK A vt —2%2 75472 MTRLEB T, DhOFOEERRZET LTWARNnE X2
ALy FIEENFELEREAIE. LT V7547 A4 v F L TCEOBMENFERINET,

FIEE o~ v ROBRICHERMBRESR DR T 5 & (BEhtfEbR ACK 2R E SN TRWEEID) F=u
VA=AN—FCE Yy v a UBREERK T L, ERFTOav Yy FRFITSNTAZ AN, AL v F BT
T4 TR DETORICRE LMo FE (e 2iE, Vo 7BEE) vy iarndgkr+sz
ERHY ET,

A— b

ZDawr Rk, kO VSA Z2ETEHED CoA-Request A v — VU TRESNET,
Cisco:Avpair="subscriber:command=bounce-host-port"

Zoa<wry Iy va U BETHDLZD, By a ol (P9-23) TREND 12U EO® Y
varvID ML EBIHEHTOIMNERSD ET, By a UREOHLRWVWESIX., CoA-NAK A v
& — & TSession Context Not Found] =7 — a— RREMEPEINET, 20y aBHH568
. A v FIEFRA N R—=Fr2 10BET o= 1L, HBOARX—TLIZL ((KR—F RXRT U R),
CoA-ACK #iRL £,

AA T CoA-ACK %27 T AT ¥ MIRTHNZAA v FITEENRRE LIZHEIX. 727472 b
LERNFEEINDIEZIZ, FILWT VT 47 AL v F ETEOT AR EEINET, A
A v F N CoA-ACK A v —% 75470 MR LTEZHB T, MOFOEENRZET LTWARWE X
AA v FIBENRRAELZLGEE, ILWT 7T 47 A v F ETEOIERHREINET,

Ty aVRERTORE Y OBEAA RS54

AA v F ALy 7 TiE, CoA HEMMRER A v & — VICHLBER R R ABITH Y 8 A,

COA BERNIYVR R—FDRE Y HERTA FS14 Y

bounce-port =< RDZ —7 >y MIR— FTER<Eyva o, By raBRRILLRDS
Teia. 2wy FIEFEITTEERA,

AH vy < AH—T Auth Manager =2~ N > KT 03H%)72 bounce-port 2~ NEZET D L
CoA-ACK A v E— V&R HENTR DIFRPER SN ET,

o K—F NT U ADLEM

o R—FID (B—=HLEyiary arTxA rTHREBSNLZES

AA v FT, K= NG UAREBEINET (F— B 10 BET =702, BOA x—T v
WZENET),

R— b N UAREFICETSINTZGE, R—F XU RAE M) H—LIEETRAZ RN, AZ v
Y AZ = LHIBRSNET,

N—=F NYUADFETHNCAS v 7 v A2 —ICEERBEET L L, (B THIREND) T~ RIC
HEDNWIERE v 7 ~AZ =DV Ex%E, A—F AU ARG INLET,

CoA-ACK A vy =V DREEFNIA Y v 7 ~ AZ—IZEENBELIZGE, R A S v 7 v A8 —
T, HEEa~vr RRHLvwavwy FE LTHbILET,
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COAERTAt—TIL R—rDRE v IHEEHAL FSA>

disable-port =~ FOZ—5 v MIKR—FTiE <ty a D), By ra rBRONLRN-
it 2wy FIEETTEERA,

AH Y <= AZ—IZ% % Auth Manager 2~ > K N K7 T, H%h72 disable-port =~ F&5Z{5 L
728, CoA-ACK 2 vt — V&I T HNIRDIERPBRGE S ALE T

o KR—k F 4 B—TNLDONLEN

e R—FID (m—H L tyiary arsTxANCHREENEZEE

AA v F T, B— 2T 4 v—TNTABERRITINET,

R—=br2T 4 B—=T VT HERENERICEITEINTZHE, R— b 2T =703 58/E2 ) T—L
TEENAF N, AR T <~ AZ—BHIESINET,

R—=b2T 4 B—TNVTHRIEOETHICAY v 7 ~AZ—|ZHEENFELETEHE, (B THIBRENS)
DAY NIZESWZRAE v 7 v AZ—DEINE2%, F— MR T 41— canET,
CoA-ACK A v E—YDRERNCAZ v 7 v AX—|ZBENRAE LTSRS, iR AZ v T v A X —
T, BEEa~vr RR#HLLa~wr RE L THEbRET,

RADIUS DE%E

Z T, A4 v F N RADIUS 2R — 925 X HICRET D HIEICOWTHALET, &KIKER,
RADIUS — V7 b7 =2 73BT 5582+ (1 oE72138%) Z24E L. RADIUS FBiED HFRY
2 NEERTAVLENRHV ET, £7-. AETRADIUS FAIBLOTH YT 4 o TOHFRY A &
ERTEET,

FHFRIVAMIE-T, 22—V ORIE. &, FREIT 0y MEFO-ODIEFRE FXE2EELET,
FRYVAMEFHALT, T2 8x=2V7 4 7Fu ba (TACACS+, B—h/b 2—FLHEKR L)
1 OFERIFEBIEETELIDO T, BEHOFRBRBULIZBED NNy I T v 7 VAT APRHERSE
T, Y7 bhou=TiE, VA MNOROFREFEH L C2—FOREE. #Frl. 772 FOHERFZITW
9, FOHFRTIEENELN R -T28BEE. Y7 o 2TI3ZF0) A M bROGFRAERIR L £

T, ZoO7atRiE, VA MOFRICL2@BEDKRDT L, FRIV XA MOFRETXTHLKEDS
FETHREET,

AA v F T RADIUS #RE DR E %17 9 #ilic, RADIUS +— N7 7 kAL, —R"ZRETDMLHE
B0 ET,

» [RADIUS ®»F 7 4/ higiE| (P.9-28)

e [RADIUS #— 3 Fm 2 b oAl (P.9-28) (w7H)
o [RADIUS = 7' A VFIEORE] (P.9-30) (WZH)
o TAAA V=R I NL—7DEFH] (P9-32) (HEE)

o 22—V A X—TNTI7EABIOF*y U —27 $—E R |29 % RADIUS #F 7] OF% T )
(P.9-34) ({EE)

e« RADIUS 7H VT 4 v 7 OiL#H) (P9-35) (EE)

e [F~To» RADIUS H—DE| (P.9-36) (L&)

o Ry —[EH D RADIUS BHAFEHT LA A v F&E] (P9-36) (1)

o Ry X —JA® RADIUS H— L D@BFEICET 2 A1 v FRE] (P.9-38) (TE)
o [ZA vF ETD CoA OFE] (P.9-39)

o TCOAMBEDE=HXV VI BIRNT TN a—TF 47 (P.9-40)
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e TRADIUS =" m— K NRZ v 7oEiE] (P.9-40) (fEF)

RADIUS DT 7+ )L FERSE

RADIUS BEI T AAA X, 774NV P THETAE—TVICRESNTVET,

X2 VT 4 DRDEIETHZD, Fxy V=BT ) r—3a U &HEHA LT RADIUS 2% 7E
THZLIXTEERA, RADIUS 24 F—7NICEELTZHA. CLIZE U TAL v FIIT 7 AT
53%%%utunﬁ‘(%i¢

RADIUS #—/\ /R R FDEERI

AA »F & RADIUS H—_"O@EIZIE, ROBERMPBEAKRLET,

o KRAMLERLIZIP 7 FL R

o RREDFEIEAR— b

o THULT 4T DR~ b

T

o XA LT T N

o FEEEIK
RADIUS £¥% =2 UF ¢ = NF, RA ML ELIZIP 7 LA, KA M EHED UDP A— h &5,
FIFIP T LA LHED UDP R— hEFICE > THELE T, IP 7 K12 & UDP A— B O
HEbLHIZEI T, —BDID BER I, FFED AAA — A %2325 RADIUS A A h & LT

fxDR— T 2EHXETEET, 2O—EBOID 2HEHT L LICL-T, FILIP T RLARIZHDH—
L o#% o UDP R— hic, RADIUS BERAZEETE %7,

[l U RADIUS ‘H‘*—/U:O)Eiié 2O00FA N 2 hYIZFEILCY—ERA (2B THTT 4 7)
ERELIEEE, 2FDICHELTLARA RN = FUIE, BUICERELIZAA RN =2 I DT =2 —)b
Fr—N— /\/77 vy 7L LTEELES, ZOBITIE, RYOKRA S 2 NIRRT IO T 407
P—ERERMETE RS AE. A4 v T [3RADIUS-4-RADIUS DEAD] A vE—T%FRL, £
D, MILTNA A ET2EDICRESNIZAA N 2 NI TT AU YT 47 —ERER LT T,
(RADIUS R A k = b Uid, BRE LTNEFICHE-> TRITENET),

RADIUS PN A v TFiF, HETEH—T Ly P TXAN AN VT EFEHLT, RAT—FOD

B EbB L OISE DO EZITVE T, RADIUS TAAA ¥ =20 T 4 o~ REMHATD LI ICRE
T 5121k, RADIUS — R F—E VBT 5FA ML, ZOFRAMRAS v FEIEFETEH—7
Ly b 7% 2 (F—) AN U HIBETALENDHY £7°,

HA LT TN, FEEEK., BLUOKETF—0fEIE, 7CTo RADIUS #—IZk L TFr— UL

HETHIEHTEET L, — BT ﬁﬁ‘é EHLTEET, F, Tu—rARREL A
ﬁuf@ﬁﬁ%%ﬂﬁ/\bﬁé EHTEET, A vy FLWBET 5T TD RADIUS $—NTH LT,
INOLOREEZ a— VICHEM T 2121, radius-server timeout, radius-server retransmit, 35 X
O radius-server key ® 3 DOEAD /o — L arv 7 4 FXFal—vary avr FEFEHRHLET, 2N
D DOFRE & B E D RADIUS H— N2 H 3 5 121E. radius-server host 72—/ N 2327 ¢ a2 L —
varvavwr REERALET,

S

GE) AAvTFRIZ7e— URBREL b — NBEALTOBEE (X127 7 b, FREREEK, iocto“%w:rv‘/
R) ZELIEESE, V=B TRELIZAA LT U B, ﬁ%fnﬁlﬁz BLOF—ICET a2~ K
L, 78— NVICRELTZZ A LT U M, BEERH, BLOF -+~ FE2 EEXLET,
F_TOD RADIUS H— N2k LTINS DB EFHET 5 HFIEIZOW T, [93TD RADIUS H—
DOFE] (P9-36) 2L T I,
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BEFEDOV— N R A MEFHFEFICTN—TT D720, AAA =R TNV —T%2HEHTDHLICAAL v F
FRETEET, FMCHOWTIL, TAAA =R 7L —7DEFK] (P9-32) 2BML T 7EEW,

Y —/NHAL T RADIUS H— N L OE &2 8ET 212i1E, i EXEC E— FTROFIRZFEITLET,
ZOFIETHHATT,

avyv Rk B
27971  configure terminal Jua— ar7 4 Xal—vary B— REEEBELET,
27972 radius-server host {iostname | JE— K RADIUS #— RN AHKA MDD IP 7 RLRAFEITHA A ML EEEL
ip-address} [auth-port port-number| =S
[acct-port port—num.ber] [.tlmeout e (fEE) auth-port port-number \Z1%, FRFEE KO UDP sieh— b %
seconds] [retransmit retries] [key i
. ?H/E l/i‘d—o
string]
e ({EE) acct-port port-number \Zi%, 7 H U VT 4 > 7 HERD UDP
EAR— FERRELET,
e (£EE) timeout seconds 21X, AA v F 5 RADIUS H— D% %
AL CTHEGET 2 ECoRFRBREAHEE LT, HETE DHA
X1~ 1000 T3, ZOFFEIL. radius-server timeout 7' &= — 31
ary74Xal—vary avr Rk sREE LEXLET,
radius-server host =~ > R TX A AT 7 F&RE LRWEGEIT.
radius-server timeout =~ > FOZRENMEN S £,
e ({EE) retransmit retries (213, — "DBILE LR WESE, 7203
BB BEWEGEIZ, RADIUS BR %2 — NCHEET DR EE
LE4, f8ETX28PHIL 1 ~ 1000 T4, radius-server host =~
v FTHEBEREEETE LRV A, radius-server retransmit 2
o—)L a7 4 FXFalb—ray avwy RORENMEAEINLET,
o ({LE) Key string \Z1%. RADIUS #— 3 - CEifE+ 5 RADIUS
T—EL AL T ORI THAT BB LS —2HELE
‘d—o
GE)  key (3XFHITHY, RADIUS — TEA STV HEEE1L
F—L—HTHMLENDHY FT, F—IL% 2 radius-server host
A ROREDTATLELTHREL T EEN, FEHEOR
N2 IR I N E T, key OF B L OERRE DO A A— 23
HAEInEd, F—ICAR—22FEHT2581F. 5IHERNF—0
—EATHLIGEERE, IR/ TEF—Z2HERLNTIEIN,
1 2DOIP 7 RLRIZHIET AEEOKRA b = MU B AL v F0NREHT
HEIICHEETHITIE, FNENR/AS UDP A— FEFEMFEHL T,
COa=wy REMEREEIZDADLET, A4 vF V7 =T,
BEINZIERFIZEST, FANERELET, & RADIUS R A K Cff
HA352427 0 BEERERE, BLOK X —2ENENHEELT
<TZ&EW,
A7973 end ke EXEC E— FIZRED £,
A7974  show running-config LEAMERLET,
27975 copy running-config startup-config EE) av74Xal—ay 77 A NMIBREEETFLET,

¥¢E D RADIUS H— 3% HIFR3 521X, no radius-server host {hostname | ip-address} 77—/ 3L =
V7 4FXalb—var awr REFEHLET,
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Wz, 120 RADIUS %—_"ZRFEAIZ, © 9 1 2O RADIUS =7 H U o7 ¢ 7T HICEHE
L1 &RLUET,

Switch (config)# radius-server host 172.29.36.49 auth-port 1612 key radl

Switch (config)# radius-server host 172.20.36.50 acct-port 1618 key rad2

RIZ. host] % RADIUS —NEL LTREL, RIABIOTHT T 4 VT OWMFIZT 74V b D
ﬁ—%%ﬁ%¢5i9;§ﬁ?5W%Tbi¢

Switch(config)# radius-server host hostl

() RADIUS #—ALETH, WK ONDEEZRETLHILENHY ET, ZNOOREMEE LTI, ZA v
FOIPT FLA, BIUOY =L 2 A /?@XUS'CAﬁﬁ‘éﬂ?~ ANV TRHYET, FEMIION
TiX. RADIUS =D~ ==2T7 LEZBRL T &,

RADIUS 0¥ 1 VEZREDERE

AAA BBEFAFRET D101, RAFROLFMTEV XA F2ERLTHL, FER—MZFDY X F&2E
%Li#oﬁt)xbi%ﬁéﬂéﬁ&@&%ﬁ&%ﬁﬁ%%ﬁ%biﬁo:@Uxb%%ﬁ@ﬁ~h
WCHEA LT D, EREHABIFST RN EITTI2LERDY 4, ME—DBISMEIT 7410 FOHRY 2 b
(%ﬁw:dgmut&%mmwff6fvtmzﬂ Tt, TN POHFRY A ML, A& TR A &2
IRIICERINTA VH—T =24 A%BFBEWT, BEIMIZT X TOR— MZEHINET,

FRY A ME, 2—VRFEDO-D 71U—%Eéﬁé%@&m&ﬁﬁéﬁkbt%mffoMn fE
AT 2 1 2F38E0EX2 T 0 7 haLEFETEL0OT, O FRN KK LIS

Ny 7T o7 VAT EAPHERINET, Y7 b W:TH\UX$W®%@®ﬁK%ﬁ%LTJ—f%
AELET, TOHFNTRENESN2 -T2 V7RI TIEEDOY A NP LIROFRERERIRL
9, 207k RiE, VA MNORFESRIC iéLﬁﬁﬁmﬁéﬁ EFINZHFXETATHLK
DOAHFETHRVIRENE T, ZONHEDH B CRRFENIK L7 (Oi@ JzﬂE:L)74 P
FEn— I NND—PLT —F R_R— AP — #77fz%ﬁ7¢é&mébt B). WIET et A
WL L, FRU RGN RITEND Z L iEH Y FH AL

07 A CERAEERET DI, Rt EXEC E— FCTROFIREZETLE T, ZOFIHITILETT,

avwvFk B#
A7971  configure terminal Ja—r ) ar7 4 ¥al—ary ET— RelBLET,
A7972 aaa new-model AAA A X—TNMZLET,
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A7973

AT974

ATv75

ATv7 6
ATyFT
ATv7 8

RADIUS [2& 3RS vF 7o x04@ W

avwyFk

]3]

aaa authentication login {default
| list-name} methodl [method?...]

07 A RS Y A N EERLET,

. login authentication =~ > FIZAHITZ Y X FBMEE I 2202 56
WHERSNDT 740 DU A NEERT 2I21E, default ¥—U— KD
BACT 7 AN PRI THERT 2 FXEHBELET, 7740 FoHK
VA NI, BEIMIZTRCTOR— MIEAINET,

o list-name (21X, BT 2V A MOL4ETE L THAT 2 XTI EHELE

j‘o
* methodl... |Z FREET NI Y X LNRFATT D %F@O)jﬁﬁ%ﬁ? ELET,
EJJDODM,JEJ?JE;* %@Hu@jﬁﬁ’(l’/ PIRSNTH AR EH &S

NET, BIOFRNER LIZESIXMFEHAINET A,
WDONT DT XAEBIRL £,

— enable : 42\ 7/1//\217”—]\%;%11 1§%Lij—o — mL‘qujJQ
PREHT DI, &)67J>L?Sbenablepassword7\2“*/\11/ :1/74
Fal—varyavr REHERALTAR—T N RAT—REE
TELILEIH Y £,

— group radius : RADIUS FFEA M LE3, Z OISR EEMH
212 H51 U H RADIUS —R"ERE L TBLERH Y £7,
PRI DWW TIX, TRADIUS H—/3 58 2 Foi%5l) (P.9-28) =& H
LTL7ZEN,

— line : [FIfR/ SR U — R & FRFEC A LET, ZORBMEIFXEMMEHTD
Wik, H60UDEARAT — FEZER L TBLERH Y 7,
password password 7 A4 27 4 ¥ alb—ar avy RefiH
LET,

— local : m— )V 2 —FH/HT —FRXR—2REWEEEALEST, 7—4
NR—= 22 —FH/EREAST L TEBL BHERHY £9°, username
name password 70—/ )L 27 4 X ab—a s avwy e
LET,

— local-case : KIXF L/ XFRRFIEND0—H )L 2—FL4LTFT —X
N— R ZFRIEICHE M L E 3, username password 7 7 —/3)L 3
T4 F¥alb—vary avry REERLT, =2—V4ERET—%
NR—=ZZ AN T HMEN DY £T,

— none : 77 A VICFRFEEHFH L EH A,

line [console | tty | vty]
line-number [ending-line-number)

FAy ar74Xalb—ary T—FEHBL, RBiE) A FO@EASR LT
HEEERELET,

login authentication {default |
list-name}

@%@if:&i@%}i’k/ ]‘(:;(‘TLT uqu}Z ]‘%‘fl@ﬁﬁ Lié_

o default Z$5E 3 5% 41X, aaa authentication login =~ > K CERL L
774N DY A NEMEHLET,

e list-name 21, aaa authentication login =~ > R CERK L7=VU 2 L %5
ELET,

end

ke EXEC £— FIZREY 17,

show running-config

BOEETRLET.

copy running-config
startup-config

(LE) av 74 Fal—vary 774 VICREFRTFLET,
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AAA %5 4 £ —7VIZT BHIZIE, no aaa new-model 70— /)L a7 4 Fal— gy avwr R
AL ET, AAA BFEET « E—7 M2 F %121%. no aaa authentication login {default | /ist-name}
methodl [method2 JZue—Svarry 4 Xal—varyav s ReALET, ara ¥l 5
RADIUS BiE%ET 4 £ —7MZT 5, HDHWIET 7 4L MEICERTIZIE, no login authentication
{default | list-name} 74> 2> 7 4 FXal—Tar avy REHLET,

GE) AAA FREFEHLTHTTP 77 BRI LAA v FOEX 2 VT 1 ZRERT HI2IE, ip http
authentication aaa 7 n— )L 27 4 Xal—v gy av RTAL v F &R Eﬁ‘é%%ﬁ‘&)@i
T, AAAGREZRELTYH, AAA FXEHH L7 HITP 77 2 RICH LAL v FOEX =2 T 11X
R LEEA,

ip http authentication =~ > FOFEHIZ DWW TiX, Cisco.com T [Cisco I0S Security Command
Reference, Release 12.4)] %# 2L T 72 &0,

AAA H—N\ TIL—TDES

BEfF OV — R R A M EFRFEHIZ I NV—T1bT 5720, AAA V=N TNV —T2HHTELIICAAL v T
ERETEET, mi‘{ﬁ%«mf%/\ RAROY Ty hEBRIRLT, TREREOT—ERMEAL
F, =N TN —FT BIRENT-— RN EKFAIDIP T RLADY A MaGte /g — Lt —N
ARAR VA RNEEBICHERAESNET,

PN TN —F120F, RS —_DEEDRAN 2 N 2EDDHZEHLTEETN, = FUMN
—BOID (IP 7 KL AL UDP F— hEFOMAALE) 2> TWNDA I ENFMETYT, ZD%HA.
B2 DR— &2 ZNENRFED AAA V—ERAEEMT 2 RADIUS RA R E L TERETEET, HL
RADIUS y—R"EDERZ 2 OOFA N =2 RUVICRICY—ER (2B TAhAv T T) &%
FELTEHA, 2BFDICHELIEFAA N 2 ML, RUICHRELTEAA N 2 NI DT7 = — /b4 —
NR= RNy 777 LTEELET,

EF LTI IN—T = NI ED Y — "G 52X, server Jv—7 4 — R a7 4 X a2l —
varyavry REFERALET, =% P 7 FLATRHETHZ b TEET L, EEBED
auth-port 35 L O acct-port ¥ — VUV — FEMHEH L THEHEBEDOFRA N A v RAZ U AEITT Y MY 2RET
LHTEHTEET,
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RADIUS [2& 3RS vF 7o x04@ W

AAA F— R T —FREFE L. FOZIL—TFIZHED RADIUS Y — &SI fTT 1208, ke
EXEC E— FTHROFIEA FEITLET,

avvk E[:3)

A7971  configure terminal Ja—\)aryZ 4 Xalb—vary ®—RFeRBLET,

27972 radius-server host {hostname | JE—h RADIUS #+— N R Z FDIP 7 FL A E 3R X R A EELE
ip-address} [auth-port I,
port-number] [a-cct-port o ({EE) auth-port port-number 1213, FBIEER O UDP s65EHR— - 45
port-number] [timeout seconds] FLET

[retransmit retries] [key string]
o ({LE) acct-port port-number \ZiX, 7H U T 4 7 Hko UDP %85

R—bEEELET,

o ({EE) timeout seconds 1%, AA v F I RADIUS V— DJSE %15
L CHEETHIETCORMBBRZEELET, HETE HHMIT 1 ~
1000 T4, Z O EIL. radius-server timeout 7 27—/ L 237 ¢
Fal—raryavr NICLPEEEZ LEX L E7, radius-server
host =~ > R TH A LT U M ERELZRWEEIE, radius-server
timeout =~ RORENFEHINE T,

o ({EE) retransmit retries 21X, — ADIEE LRWGA, £E0EE
DIBVEAIZ, RADIUS ZRE YV — NICHRET 2R A FEE LT,
FEET& AHiPHIZ 1 ~ 1000 T, radius-server host =~ K CHIX%(E
% 2 F8€ L7254 . radius-server retransmit 7' 2 —/ N\ 227 ¢
Xal—varyavwr FORENMERAESNET,

o ({EE) Key string 121X, RADIUS #— - L CTEI{ET %5 RADIUS 7 —E
VEAAL y FOMTHEMAT 5RIAEB KOS — & E L E7,

GE)  key HSCFHITH Y . RADIUS H— S THH ST 505 Bk % —
E—EHTDMENDH Y £, F—1LH I radius-server host =~ > K
DOREDT AT LE LTHRELTLIEIY, D AR — A | THME
ENETH, key ODFHBLIORBRO AR—AIMA SN ET, F—
WCAN—=2EFHT HEEIEL. SR —D B ThHIHE%
bR, I CEY—Z2HERNTIEEN,

1 ODIP 7 RLRICKHIET HEBDOFA N = b E AL v FRRHEKT 5
EOICHRET AR, TNENERLSL UDP RA— FES2FEHL T, Zo=
<Y REREREIHIZTJADLET, A4y TF VY7 =T, BESh:
EFFIZE> T, RA MEMRBKLET, &4 RADIUS AA N CTHEHT X1 4
7T b, BEEREK. BLUOKSX—2ZNETNRELTIEIN,

27973 aaa new-model AAA A F—T VT LET,
27974 aaa group server radius AAA — R P —F % BEDO I L —FLTERLET,
srotprame SOy FEMRTH L, AL v FES—S S =T T2 T 4 Fa L —
var ®—=RIZRDET,
AT975  server ip-address FiE D RADIUS H— & EFEFH O —3 Z— TG T ET, AAA

P— R I —7D RADIUS V— R L2, ZORAT v 7k LET,
TN—TFDEY—NF, AT v 72 TEBHFHLOLOTRITNIEARY £4

o
A7976 end H5HE EXEC £— FIZR D £7,
A7977 show running-config REEMRLET,
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avwy kK

]3]

A7978  copy running-config (fEE) av74Falb—ay I A NVICREERTELET,

startup-config

A7979 RADIUS v 7' A VBFiE& A x—7 M LET, [RADIUS 1 7 A iBFED#
EJ (P9-30) ZZ ML TESN,

¥57E @ RADIUS Y— "% HIER 3 521X, no radius-server host {hostname | ip-address} 7' v — 3L 2
Y74 Falb—Varyavs s REEHLES, AN =T Ear T Falb—var UR IR
HIBR9" % (21X, no aaa group server radius group-name 7’0 —/3)b 27 4 Fal— g avw K
ML E7., RADIUS — 3D IP 7 F L A ZHIFRT 521X, no server ip-address —/" 7 )—7
ary7 4 Xal—varyavwry ReEHALET,
WOBITIL, 2 2DH72 5 RADIUS Zv—7 % —3 (groupl 3 X O group2) %8+ 5L 51
A v FEFELTNET, groupl TiL, [A L RADIUS ¥ — N EDRZRL 2 DOFA N = b %\ I
CH—bE2AHICRELTWET, 2FDDOHRA N = MR, IO N DT = — )V —/3—
RNy T7 v 7T LTEELET,
Switch (config)# radius-server host 172.20.0.1 auth-port 1000 acct-port 1001
Switch (config)# radius-server host 172.10.0.1 auth-port 1645 acct-port 1646
Switch(config)# aaa new-model
Switch(config)# aaa group server radius groupl
Switch (config-sg-radius)# server 172.20.0.1 auth-port 1000 acct-port 1001
Switch (config-sg-radius) # exit
Switch(config)# aaa group server radius group2
Switch (config-sg-radius)# server 172.20.0.1 auth-port 2000 acct-port 2001
Switch (config-sg-radius) # exit

A—HF A R—TLTFIERAELUVRY FT—9 —ERIZEAT % RADIUS FFrIDERE

AAAFEREIZ L o Ca—FREHTE 2 —EARHIREINE T, AAA FBRHEEN A 2 —T VOG5
AL v FIEa—VFoTe 7 A AP B LEEREZFEHL T, 22—V Dy a &F Ebif
=TT rAME, a—IND2—F FT—HRXR—=RFTeX 2T 4 =N LEIZHD ET,
2—FF, 2= T 7 A LVNOHERTROLNTVDIEAICRY . ERLEEYV—EZADT 7 & A
NRBA[EZNET,

aaa authorization 72— )L 27 4 ¥ a2 L — g3 avw NE radius ¥—V— RE2FEHTL L,
a—FDOxy hU—2 77 A8 EXEC T— RICHIRT I RTA—=F 2R ETEET,

aaa authorization exec radius local =~ > FlX, ROZF AT A —Z ZHELET,

e RADIUS Zffi/H L CIEAEIT - -84 1L. RADIUS #H L CH#E EXEC 77 B A X L E
ﬁ—o

FFEIZ RADIUS 2R L2 o e lHiid, v—W v T—F X=X &R LET,

FFARRESNTNTS, CLIZHLTrZ A L, BRES Nz —HITk LT, FFiddEiSn
iﬁ—o
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ATy71
AT972

ATy73

ATy7 4
AT975
ATy7 6

RADIUS [2& 3RS vF 7o x04@ W

HHEEXEC 778 AB L0 %y hU—27 +—tE X2+ 5 RADIUS FFal ##5E T 5121, HHE
EXEC E— FTHROFIEAZFEITLET,

avwyFk B

configure terminal Jua—n) arZ 4 FXal—vary T— REfBLET,

aaa authorization network radius Zy NI — 7 BEEOTXTOY—E RBERICHT 52— RADIUS ZF 8]
. A Y TFITRELET,

aaa authorization exec radius 2 — I HE EXEC O T 7 & AMERMN & D546, = —3 RADIUS #F7f
T, A v FITRELET,
exec ¥— U — R&EETLHE, =—% Tr 7y A UER
(autocommand &7 &) NEINALERH Y 7,

end i EXEC ®— RIZEY £,

show running-config REXMERLET,

copy running-config startup-config FEE) zv74F¥a2lb—vay 774 NVICEREEZHRIFELET,

FFR % T 4 B —7 2T 51Z1%. no aaa authorization {network | exec} methodl 7 v —/N)L 227 4
Xal—varavwrRFeEALET,

RADIUS 7h VT4 2T DiEE)

ATy71
AT972

ATv73

AT974

AT975
ATy7 6

AAAT T T 4V THEREIL, 22— R T 78 ALY —vRE HELEXY T —2 VY —2&
HERToXU T LET, AAAT IO T 40 T A R—TNMITDHE, AL v Fida—FOIFENRN
ETHhOrT 47 La—ROBRKTRADIUS BX =2 )T 4 — NICHRELET, KT T T 4
T va—RNET7Th o TN EME (AV) OXTREEN, X2V T 0 — NS E
T, TOTFT—HE, Fy NT—JEH, 7747 MiER, FREEEO-OICOTEET,

Gwom8®%@V&N%£U*/FU 7 Y—E 22T 5 RADIUS 7 AV T 4 v T A F—
2T 5HITiE, ¥ EXEC E— R CKROFIE2ETLET,

avwy kR B

configure terminal su—s L ar7 4 Xalb—vary ®— FeBLET,

aaa accounting network start-stop v N —Z B EOT R TOY—E RER|IZHOWT, RADIUS 7h o
radius VT4 T A F—T NI LET,

aaa accounting exec start-stop radius  RADIUS 7 h v 7 1 > 712 LV, ¥iHE EXEC 7 1 & A DY LR

BRERT B o T 4 7@, BICEEEIELLT Dy T o v @ E
EETHEICHELET,

end ¥4 EXEC £— NIZREY £7°,
show running-config BREXMER L E1,
copy running-config startup-config (EE) a7 4Fal—vay 774 NVICHREZHRELET,

THOT 4T %T 4 B—TMIT 52, no aaa accounting {network | exec} {start-stop}
methodl... 7 —/N)v 37 4 Falb—vay avy ReiLET,

| OL-26520-03-J
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AAA —/I\DREEFRRELBIFEEDIL—2 DY 3 VDR
N~

(G¥) ZDavy RERETHITIE, A4 vFALANBase £ A—JFFEITLTWARLERSH D 97,

aaa accounting system guarantee-first =~ > N, VAT A T AU T 4 T RERPO L a— RIT
RHZEEMGELET, ZTHEFT 7 ANV PORETT, HHICLoTE, VAT ANV r—FandZE
Taryy —VERBMAERTE Yy v a Y ZHBTERWEERH Y T, VAT 20U m— RiZhn
LML 3 DA MR DT ENBHY £7,

=L DY v— FRIZ AAA V= "DREERRERG S, v—F LDay Yy —)LETid Telnet £ v v a v~
Z S % 121%. no aaa accounting system guarantee-first 2~ > R&EH L £,

9 RTD RADIUS H—/\DETE

AA v F L3 _TD RADIUS — BT/ o — S VICHEEERET A0, BHE EXEC E— R TKROD
FIEZFITLET,

avwok B
A7971  configure terminal Jua—) ar7 4 Xal—vary T— RFEBBLET,
27972 radius-server key siring A4 v F LT _TH RADIUS — R TCHAEINDLL—2Z Ly b TFR

M AN T EBELET,

GE)  key IZXFHITHY ., RADIUS —ATHEH I TV DKL
F—& BT OLEPRDY 4, LHOAN—XTEFA S ET
2. key DFHBLOREO A= IMEHENET, F—ICA
R=2%HHT L5561, JIRA/FRF—DO—HaTH LG E R
. BIABTEF—EMERNTLZE N,

27973  radius-server retransmit rerries A A v F 2 RADIUS ExR A — NCHEETARBEEELET, 7
7oA ME 3T, fBETE H#PHIE 1 ~ 1000 T,

A7y74  radius-server timeout seconds AA v F 7% RADIUS ERICH T 255 215> C, BREBEETHET
DR (W) 2fEELET, T74LMEISHTT, HETE 25T 1
~ 1000 T,

A7y75 radius-server deadtime minutes RAFELRITINZ LAV RADIUS $— % 2% » 7T 580 (4)) %468

L, ERBIA LT T T L2ETHET L2 & RIRESLTVD
P—RNadITTELLOICLET, 774/ MI0OTY, FHETE MM
£ 0~ 1440 43 T,

A7976 end ¥ #E EXEC T— NIZERED £7°,

A7977 show running-config RTEMEAEMR LU £,

A7978 copy running-config startup-config | (L&) =L 7 4 Xal—ay Ty ANMIREEARELET,

FREEREH, 24577, BLXOHEEMOBREEZT 74V MIETIZIE, 2hboa<> RO ne
X EHEHLET,

AU —EHD RADIUS Bt ZERT 51 v FHRE

Internet Engineering Task Force (IETF) KZ 7 MI&KIC, X ¥ —@EHOEM (B 26) Z#HL
T. AA v F & RADIUS #— TRy —EAOHREZBET 210D LTXBED A TVET,
K~ ¥ —X, Vendor-Specific Attribute (VSA) ZfEHT2Z LIk - T, —MAZRHERICITE I 7

Catalyst 2960 £ & U 2960-S R4 wF YI b9z 7 av74FaL—>3> HAL4F J1)—X 15.0(2)SE
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RADIUS [2& 3RS vF 7o x04@ W

VIRE OYEEBEEZ AR — N TEE7, YA apNFEET S RADIUS Tk, ZOMETHRE SRS
Th—~y hEHEALT, RUFA—FHEDOF T ark 1 DPR—FLTVET, VAITDORF—
IDIXZ9 TY, YR—FENDIA T arOR_RUF— XA 7% 1 (&ENZ cisco-avpair) T, ZOfE
X, KOT7+—<y FOANY 7 TT,

protocol : attribute sep value *

protocol 1X, $sEDH R LA FIEHT A Rao 7 e ha/VEghofE T3, attribute 33 X O value
1L, A a® TACACSH {EEk CEZ I N TV A Y) 7 Attribute Value (AV; BYEME) <7 T, sep
X, REOBMEOREIE =, TERBEEOEEDEEIT * TF, TACACS+ FFal CHEATE 2T X ToM
felX, RADIUS THEHATE £,

722X, D AV T ERET S L, IPFFa[lE (PPP @ IPCP 7 KL ADEIY B TH) 12, Y Aad
HRDELFIFEIP 7 FLX 7 — RN G720 9,

cisco-avpair= ”ip:addr-pool=first"

WIZ, AL v FinbFHE EXEC 2~ > RAORIRET 7 8 AR AR L R D a—Y v 7o v &4 % 4
ZRLET,

cisco-avpair= ”shell:priv-1vl=15"

KRIZ, RADIUS #— F—Z X—2ZNOFF A VLAN 2 ET 5612 L ET,

cisco-avpair= ”“tunnel-type (#64)=VLAN (13)"”
cisco-avpair= ”tunnel-medium-type (#65)=802 media (6)”
cisco-avpair= ”tunnel-private-group-id(#81)=vlanid”

Wiz, Z oI ASCH XD AN ACL 24 ¥ —7 oA AZ@HT 26 %2~ LET,

cisco-avpair= “ip:inacl#l=deny ip 10.10.10.10 0.0.255.255 20.20.20.20 255.255.0.0”"
cisco-avpair= “ip:inacl#2=deny ip 10.10.10.10 0.0.255.255 any”
cisco-avpair= “mac:inacl#3=deny any any decnet-iv”

Wiz, ZOERETIC ASCHIERXOE ) ACL A4 v ¥ —7 A AZHEHT 2602~ LET,
cisco-avpair= “ip:outacl#2=deny ip 10.10.10.10 0.0.255.255 any”

O FZ =2, TREMB O Z— 1D, A7 v ar, BLUORIET 2 VSA RS £9, <
Z— 1D B XL VSA OFEMIZ SV TiL, RFC 2138 [Remote Authentication Dial-In User Service
(RADIUS)] #ZH L T ZEVy,

AA v F 0 VSA Z38ik L TR 2 K 5 ICRET 2121, i EXEC £— FTROFIRZFEITL E
R

avwrk B
A7971  configure terminal sa—nNL ar74X¥alb—vay E— RelELET,
A7972 radius-server vsa send [accounting | | %7 v F 7 VSA (RADIUS IETF B 26 CiE%) #@W# L CFHTX 3
authentication] ol LET,
o (LR BHShLIRUH—[HERBEOESET IV T 4 v TR
FEIZRET 121X, acecounting ¥ — VU — REFH L ET,
o (fER) BMIND_U X —EHBHEOCES &R TICRET
%121, authentication ¥— 7 — RZ il L £,
XF—U— REEEETICIOavr REANTIE, THAVYT 40078
FORFEON U F—EFBHEOM GBI EHINET,
27973  end Fi#E EXEC T— RIZIE D £7°,

| OL-26520-03-J
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avwyFk

B&

A7974  show running-config B AR LT,

A7975 copy running-config startup-config |({£E) =L 7 4 Xal—ay TrANMIREERELET,

~

GE)

RADIUS BHD—F & N X —[EfFOREM 26 OFEMIC DUV TIL, Cisco.com @ [ Cisco 10S Security
Configuration Guide, Release 12.4) Of1§% TRADIUS Attributes] #ZM L T 7230,

NS —HBED RADIUS U—/\NEDBEICEAT 2R v FERE

RADIUS (B89 % IETF K7 7 M CTIL, AA »F & RADIUS H— 3 TR &Z—il B LR D 1F
ZwET D HRUCHOVTED BN THE T, RADIUS Bt~ M2 A ICHERETRE L T b~
Z—HH Y ET, CiscolOS V7 by =T lx, X F =AM RADIUS BEoY7+v > &3
R—hFLTWET,

ik L72 & 912, RADIUS (R X —0M AL B b D0y, IETF KT 7 MBS 5 H O E [
b)) ZRETHICIE, RADIUS =R F—F U PNBH L TVWAEERA L, ZORRIRAAL v F &
HHEFTH—I Ly b THFAN AN U TERBETHAHLENHY £9, RADIUS AR MBI —7
Ly b TF%FA M XM U7 EEET DI, radius-server 70— N)L a7 4 Xalb— g aw
U REHEHLET,

Ry —MEMLEDO RADIUS =N KA b, BIOHKEFEINDI—F Ly N TFAN AN T %
FET DI, ¥4 EXEC E— R TCWKROFIEAZ EITL X7,

avvk E:5
A7971  configure terminal sua—)ar4¥al—var T—FEBBL
E9%

A7972 radius-server host {hostname | ip-address} non-standard |J £ — } RADIUS % — X HxA rDIP 7 KL A E7-

IR A N EIEEL, FORA RN, X2 —H0
HIZEE L RADIUS #ff H L TWAZ L 2T L
i‘d—o

27973 radius-server key string Z A wF L R F— A D RADIUS H— 3k D

fcFsnNd—21Lby h TFAN AN T %
BELET, AA vy FEBIORRADIUS —\1F, =
DTHANANITEFEHLT, AT — RO
BB LSBT TN ET,

GE)  key (Z3XFHITHY, RADIUS H— T
SNTVAEREE L —L —HTH2XLERDHY
F9, LHHO A= T WE SN E TR,
key DHFEB L ORKED A= 13 S
F9, F—WCAX—2REHHAT HEEE, 5l
A/ N —O—EyThrHEERE, 51
HFTx—rHEERNTLIIEE N,

27974 end Kt EXEC £— FIZRY £,
A7975 show running-config REMEMERLET,
27976 copy running-config startup-config (EE) 2y 74Fal—ay 774 NVICERES

RFLET,

[l Catalyst 2960 & & U 2960-S R4 vF YI b7 AV T4 FaL—a> HA K JU—2 15.0(2)SE
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N — A D RADIUS R A R ZHIER$ % 121%. no radius-server host {hostname | ip-address}
non-standard 72— )L a7 4 Falb—varavry R EFERALET, =27 4 =77
51Z1%, no radius-server key 72—/ 3L 27 4 X2 b—v gy avr REFHLET,

Wiz, N —HmEMLEED RADIUS R A h&EFEL, AA v TF LW — O T radl24 &\ 5 FhEE
F—EMHATLHE R LET,

Switch (config)# radius-server host 172.20.30.15 nonstandard
Switch (config)# radius-server key radl24

A4 v FLTD CoA DEESE

AA v F LT CoA ZRET DT, FtE EXEC E— FTROFIAEZETLES, ZOFIHTHAT

ﬁ—o
=1 N =]y
A7971  configure terminal sa—n)ar 4 Xal—vary w— FElBLET,
27972 aaa new-model AAA A FX—T ML ET,
27973 aaa server radius dynamic-author AA v FHB/IAE. HFA. BLOT I YT 407 (AAA) Y —NICHE

L. SR Y =Y — "L DHEFEMNEZFEITLET,

27974 client {ip-address | name} [vrfvrfname] | %A F 3 v VBRI —H)L =N ar T 4 Fal— gy T— a2

[server-key string] WL, T3 A3 CoA 3T HY , EREZEY 49 RADIUS 7 74 7

Y hERELET,

A7975  server-key [0 | 7] string RADIUS ¥—% 731 2 & RADIUS 7 54 7> b L OB THAE SN D
LOIHERELET,

AT976  port port-number BIE ST RADIUS 27 54 7 > k75 RADIUS 23k % 5 34 ZAN%Z(E
THR—hERELET,

A7977 auth-type {any | all | session-key} ZA v FH RADIUS 7 54 7 > MEHT 202 A F2ELE
7,
7547 MR, FARHICRESNETRTOBEE B LTWARTh
TV A,

A7y78  ignore session-key (EH) vy ay ¥—2EETHEIICAL v FERELET,

ignore =~ > ROFEMIZDWTiX, Cisco.com E® [Cisco 10S
Intelligent Services Gateway Command Reference] %ML T E &0,

A7979 ignore server-key (FE) VRN F—2EHET LA v TFERELET,

ignore =~ FOFEMIZ DWW TIL, Cisco.com E® [Cisco I0S
Intelligent Services Gateway Command Reference] % ZM L T £ &0,

A279710 authentication command bounce-port | ({1:7) CoA ERZEHL T, BTy a2 hAT 4 /T 5K— &

ignore —REICT A =T VT DRI AAL v TFERELET, F— hE—
BT 4 BE—7 T 2 BMIE, VLAN OZERRELTH, TO%E
HERHET LTI D bR RRA 2 b EIZRWEEIC, A R»
5 DHCP FRr I —a U E{ThE5HZ & T,

27971l authentication command disable-port |({£75) v a a3 KAT AL/ L TWAE—FE2EH O ¥ v N4
ignore TRIBICT D 2 L 2 ERT DIEREa v BT L K 5 ICAA v

FrRELET, F—br2ryy MUY TLHE By a BT L

£,

R— b FOA X =7 WIZT D%, %D CLI £7213 SNMP =<

EHEALET,

Catalyst 2960 & U 2960-S R4 wF YI b7 av74FaL—>3> HAF J1)—X 15.0(2)SE
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FIE RAyF R—RABUORTE |

W X/(vF00—HLBESLUHAORTE

avw vk B
ATy712 end ¥ HE EXEC £— RICREY £,
A797 13 show running-config REETERLET,
A797 14 copy running-config startup-config (EE) 2o 74FXal—vay 77 A NVICERERRTELET,

AAA T 4 B—T7 2T AI121E, noaaanew-model 72— 3L 2T 4 Fal—v gy avr RE
FEHLET, AL vF LD AAA —BGEE T « B—7/1I2F 5IZ1E. no aaa server radius
dynamic authorization 72— )L 207 4ol —vay avr FEEHALET,

CoOABREDE=AR YV IBLU S TN a—Ta 29

WD CiscolOS =2~ FEFEHALT, A vF LD CoAEZ T =4 BRI N T TNV a—T 4T
LET,

* debug radius

* debug aaa coa

* debug aaa pod

¢ debug aaa subsys

* debug cmdhd [detail | error | events]

* show aaa attributes protocol radius

RADIUS H—/ A OA— K NS ULV DHRE

ZoOMREEEMEMNT L, 77 AERB LORREERZ, F— Z—TNOF~TD RADIUS ¥ —
ANICH L TCHFEICEFTEE T, MOV T, [Cisco 10S Security Configuration Guidel % %R
LTLIZEN,

http://www.ciscosystems.com/en/US/docs/ios/12_2sb/feature/guide/sbrdldbl.html

RADIUS DEREN R

RADIUS Of%E %3~ % % (21%, show running-config ###% EXEC =~ > F&fH L £,

AA v FHO—HILERES & UEFRIDERTE

n—H)L E— RTAAA Z2FHET DL LA v T EZRETDHE, =B THEMET S L DI
AAA ZRETEET, ZOHA. A v FITRIEB L OHF A OLEEZITWNET, ZTORETILIT Y
UT 4 THREIRE A TE £ A

Ay Faen—0) AAA RICRET 5121, ¥ EXEC £— R TROFIELZETLET,

avvk E[:3)
A7971  configure terminal Jua—)ar7Z 4 Xal—rvary T—REKBLET,
27972 aaa new-model AAA A F—T VT LET,
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SSH 0-HD 2 4A vFnEe B

avwyFk

]3]

A7973 aaa authentication login default O— VD=L T —ERXR—=RAFHTH Il A Vit R ELE

local 9, default ¥— 7 — RNiZkV, v—h 2—% F—FX—2X@WFENT T
DOR— MIEHENET,
A7974 aaa authorization exec local 2—HFD AAA B EHTEL, B— DN T—HAR—REFHAL T, FO2—

PIZ EXEC v = VOFEFTEFALE T,

AZ7y75 aaa authorization network local Fy NI —JBEEOTRTOY —ERERICHT S 2— AAA BIF4 E

LET,
A7976 username name [privilege level] O—H) F—ER—=2% AL, 2— L _X— 2D AT LA
{password encryption-type *1,
password} a—Folicavy FERDELASD LET,
e name lZiI, =2—HFID % 1 V—RFTHRTELET, AX—ZA5 HGHM#
HATXxEHA,
o (BB level 121X, 77 B AMEZE BT —FICEKET DR L~V %5
ELFET, HETXAHFHIZ0~ 15 TT, L~ 15 TiEF#E EXEC
ET—RTOT 7B ANAFETT, LU0 TlE, =—% EXEC £E— KT
DT 7 ALRY FT,
o encryption-type 121, B b S TNRWASRT — RRH% ALK BE
0%, B b SN AT— RRBAICHLS LT T #HRELET,
o password \ZIE, 2—YFRAL v FIZT 7B AT HHEEICATNT D05
DHHRAT—=RERELET, RNATU—RIZ1~25 XFET, #HHA
HrAR—AFEMEATE, username =~ ROKEHEDFT S a2 & LT
BELET,
A7977  end FiME EXEC £— RICREY £9,
A7978 show running-config B AR LET,

A7979  copy running-config startup-config | ({£5%) =2 7 4 ¥ al—3 a3y T A MIBEERRELET,

SSH D1=HDRA v FD

AAA %7 4 B—7MZT 521X, no aaanew-model 72— )L a7 4 F a2l —vay av RE
FRLET, FWET 4 &—7/VIZT 5I21E. no aaa authorization {network | exec} methodl 7' & —
S arvZ 4 Xalb—varyavry ReFRLET,

AAA FREFEHLTHTTP 727 B RIZK LAA v F DX U T 4 ZEMAET HITIE, ip http
authentication aaa 7 o — )L 27 4 Fa b —ra )y av 2y RTAAL v T &R %a‘éz%z}x&ﬂ)i
T, AAAFRREZRELTH, AAA FREFHEH L7 HITP 77 B RIZK LAAL v F DX =2 U T 1 1%
TR L EH A,

ip http authentication =~ > KOFEHIZ D\ TiX, [Cisco 10S Security Command Reference, Release
124] #ZHB LT ZEW,

%I:III

TE

T Z T, SSH HREZ R ET D HIEICOWTHBALET, ZoOWEEEZMERT 21013, BBE (K5
Va4 1\ Tx2T A AT EAL v TWCA VAN NVTEIHNERLY £, ZOHREEMIH L. Cisco.com
MHEFLY 7 b 2T Ty AN EX U ya— KT A3 255 08R3H 0 £9, FMco>NT
X, 2OV V=20 Y Y — X/EF%%%LT<téw

| OL-26520-03-J

Catalyst 2960 & U 2960-S R4 wF Y I b9x7 374 Fal—>av H4F Y)—X 15.0(2)SE



FIE RAyF R—RABUORTE |

W SSH OE=HORS vy FOBRE

o [SSH %, (P.9-42)
o [SSH @& (P.9-43)
e [SSH OREBIORAT —F ZDEKR] (P.9-46)

SSH D&% EFNZ >\ Cik, [Cisco 10S Security Configuration Guide] @ [Configuring Secure Shell |
»#ED [SSH Configuration Examples| #ZM LT &0,
http://Www.cisco.com/en/US/docs/ios/12_2/security/configuration/guide/scfssh.html

IPv6 @ SSH #EHEIL IPv4 | HEEREL R U T, IPv6 DA, SSH X IPv6 7 KL A& TR — |k L,
IPv6 kT v ZFR— |k iz kwf\)%~bIm6/-Fk@t%iu%4%%£;@%%Mémt%ﬁ
ERIELET,

S
(GF)  ZZTHEATLa~vy FOMIE LORAFEOFHMIC SV T, RO URLICHDZDY U —AITH
BT Ha~vr K U7y L ABLD Cisco IOS Release 122 Da~v > R U7y LU AEZMLTLE
S,
http://www.cisco.com/en/US/docs/ios/12_2/security/command/reference/fsecur r.html
F 72, [Cisco 10S IPv6 Command Referencel] HZML T,

SSH O#=E

SSH 1%, T\ RZKkIT L4/ £— MERA A BRICT S5 72 b2 T9, SSHIX, T340 ZDR
SERRICER D R B b 24T O 2 & Ty U — FEHRICOWT Telnet LEDOEF 2 U 7 4 2FEH L E9,
ZOY7 R =7 VUU—RA{L, SSH N—V 3> 1 (SSHvl) B8XWSSH R— 3 2 (SSHv2) %H
AR—FrLTWETS,

o ISSHU =R WBEZTAT M, BEOFHR—FInTWiH =T 3] (P9-42)
o [HIPR=FIH] (P.9-43)

SSH 94—/, $i6O9 547> b, BEXUYR—FZINTWEN—D TV

SSH #EIZIZ SSH = "B LW SSHHEZ FA4 T FRH Y, TNHIFAA v F LTIEITENDT

7 /7—“/5 Y TY, SSHZ 47 FaBEHTL L, SSH YV —"DBBET LA v FICHEHRTEE
T SSHY—NF, 2OV Y —ATHR—-—FINTWDS SSHZ 747 FB LT, fittido SSH 7

FAT U REFERLET, £/, SSHZ 947 ME, ZDY )V —ATHR—FSLTW5 SSH ¥ —
NE I OMAER D SSH $r— N EfEH L £,

AA v FiX. SSHvl F72iX SSHV2 r— "% PR —hFLET,
AA v Fix, SSHvl 7 AT FaYR—FLET,

SSH i, DES K5t 7 /L= U XA, Triple DES (3DES) BE{b7 1T XA BLOSNAT—FR
N—ZDWFAEE YA — S L THET,

SSH i/)/_\’@; 'H—uunﬂzjiﬁ%—f'ﬁ-j“—l\bfb\i—;*
e TACACS+ GEMEHIZOWTIE, ITACACSHIZL DA A v F 772 A20HKI#H] (P.9-10) 2B LT

IZ&EW)
e RADIUS (M >WTix, RADIUS ICX DAL v F T 7 ADHI#E] (P.9-18) &L TL
72EW)

o T —HIVERGER L OFFR] GERZ W TIE, TAA v F O r— D )VERGEER X O] D% E
(P.9-40) =ZH)
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SSH 0-HD 2 4( vFnEe N

~
GE) AAvFIEIPEXF=2UT7 ¢ (IPSec) #HAR—bFLEFA,
HIPRE1g
SSH 2%, ROHIRFHEAEH S E T,
e A A wFiL. Rivest, Shamir, and Adelman (RSA) FRiE&Z VAR — kL ET,
e SSHIZ, #E73 =N TV r—varididayR—rLET,
e SSHHY—""EBIWSSH 7747 hE, DES (56 £ ~) BLO'3DES (168 £ b) F—&HF
LY 7 b =T TORYER—FERET,
o AAyFiE, 128y b F— 192 By |k F—, £71F 256 £y | F—0D Advanced Encryption
Standard (AES; mER; ZALIEM) BESLT7 VT Y XaZ P R—hLET, Z7EL. F—%K5{k
95 % FRRE Bk AES I3V R —F & EHA,
SN s
SSH D&%
WEITKRD LB TT,
o [REWOIEEDSIE] (P.9-43)
o [ZA4 v FTSSH 2F(TT 570Dy 7 v 7] (P.9-44) (%)
e [SSH — D% E] (P.9-45) (AA v F % SSH — "L LTRETDHEDHMAE)
RERDTIEEIR
AA v F % SSHYV—"FILSSH 7 7472 b E LTHRETAHAIT. WOEEFEICH > TLEE
A
e SSHv2 ¥— 3%, SSHvl = R_RTAREINS RSA F—DXT 2EHTEFT (WoGE b REEE
T9),

o RAH vy wAHX—TSSH YV —N"PE[TINTNEHAET, A¥ v I v AX—IZEENEE LS
BB LWAY vy v AZ—=TE, WIDOAZ v 7 v AZ—ITL o> TERSNTZ RSA F— <7 H
HENET,

e crypto key generatersa 7 u— 3L a7 4 F¥Fal—v gy avy RE ALK, CLI =T —
Ave—UNFRREINDIGAE, RSA F—XTIIERSNTVERFA, FARMBIORNAA %
FEL T2 5, crypto Key generatersa =< REZ AN LTI, FEfICOWNTIE, TA
A4 v FTSSH #FETTH0DEy b7 v (P9-44) ZBBL T ZEW,

o RSA F—DX_XTE2AKRTHELEIZ., A v E— INo host name specified] NERIIND I &N
HVET, ZTORXAvE—URERINTEHEE, hostname 77— )L a7 (Fal—Ta
av REFEHLTRA NEERET OILEND D T,

e RSA F—DX_XT E2AKT D Iz, A /‘IZ ¥ INo domain specified] MERINDZ ENHY
FT, ZIOAvE— 773§2'%Téﬂ7’_ A1, ip domain-name 7' 2 —/N)L 227 4 X2l —T g v
av REFEHALTIP AL VA %R E?éﬁ%ﬁ!%@iﬁ‘

o D—NNFEBLOHFOFTEEZRETIHAIC, a0 Y— IV ETAAA NRNT 4 —T0i2Eh T
WBHI EEMRLTIEEN,

Catalyst 2960 & U 2960-S R4 wF YI b7 av74FaL—>3> HAF J1)—X 15.0(2)SE
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W SSH OE=HORS vy FOBRE

A4 YFTSSH #7950ty b7y
SSH # BT+ 2 L3I v F %ty N7 v 7T 210, KOFIEEZFEF LT E S,

1. 55y 7 bv =7 £ A—T% Cisco.com b AU run—KRKLET, ZOFIETHXNHETT, FEM
WZoWTIE, 2DV Y =20V Y —2 )= 2B L T ZE,

2. AATFDORAMBEIOCIP FAS A EZRELET, ZOFIEZETTLDIE, AA v TF &

SSH #— 3L L TRE

TBHATTTT,

3. AA vTF N SSH Z HEIZA X—TNMIZT D720 RSA F—DOT7 24K LET, ZOFIEEE
1T9T201%, AA vTF% SSH y— "L LTRETIHATETTT,

4, o— NV T EAEZIZIVE—F T2 AHIC2—YREERELFET, ZOFIEINETT,
ZEICHOWTIE, T2 A /%fbm—wmwﬁoimfﬂmﬁfﬁw (P.9-40) #ZML T Z&E W,

RARLEIP FAAL A4 EZHREL, RSA F—DXT7 AT 51213, it EXEC E— R TROFIEA
FEITLET, ZTOFEEZETTIDIE, AA v»F % SSH P —RE L THRETIHHAETT T,

avwyFk

B&

A7971  configure terminal

Jua—)L ar7 4 ¥al—yary ET— RaefBLET,

A7972 hostname hostname

A v FDORA M ERELET,

A7973  ip domain-name domain_name

AL v FDRAN FAAL L ERELET,

A7974  crypto key generate rsa

A4 v F ETa—HB IOV ®— FFEIEAIC SSH — 1% A X —7 )L
IZL. RSA F—D~<T7 24 LET,

BINEY 2T 2 H A XE, 1024 By MITH L 2R L £,
RSA ¥ —OXTEAERTAEEIC, TEVa2T7AOEISOANEZRD LN
FT, BEVaATARELRDIEERETTN, Ak &I
nET,

A7975 end ke EXEC E— RICED £,

A7976 show ip ssh SSH =D =V a3 VB LUOREFREZ T LET,
EJels
show ssh AA v F LD SSH $r—_"DAT—F A% KR LET,

A7977 copy running-config startup-config

(EB) av 74 ¥al—var 77 A MCRERRIELET,

RSA ¥—DO_7 ZHIk7T 5121, crypto key zeroizersa 7 02— 3L 227 4 Fa b —v gy avy

FZfEH LE9, RSA F—

DOXRT EHIERT 2 L. SSH b — NZHEBMICT 4 B—7 220 £97,

[l Catalyst 2960 & & U 2960-S R4 vF YI b7 AV T4 FaL—a> HA K JU—2 15.0(2)SE
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SSH 0-HD 2 4( vFnEe N

SSH 3 —/\DE&TE

SSH 4 — %R ET D121, ¥ EXEC T— FTHROFNEEFEITLE T,

avwy R B
A7971  configure terminal Ja—rL ar T 4 X¥al—ay e REEBLET,
27972 ip ssh version [1 | 2] (f=7) SSHv1 F721% SSHV2 #1735 L HIC AL v FERELET,

e 1:SSHvl #FEITTDEICAAL v TFEHRELET,

e 2:SSHV2 #FITT DL IICAAL v F 2R ELET,

ZDavwry REANLRWES, FHREF—U—REEELZWVWES,
SSH #—NiZ, SSHZ 747 FTHR—FENTWEERHNI—T 3 v

O SSH #®RLET, &2, SSHZ Z74 7> b SSHvl BL W
SSHv2 #H% AR — F T 546, SSH ¥— 3% SSHv2 #&R L F 5,
A7973 ip ssh {timeout seconds | SSH #llfHi/ 8T A —# ZHELET,
authentication-retries number} . B4 AT MEEB M IR LET (574 MEE 120 B,
ETEDHEPHIL 0~ 1200 TT, TDONRTFA—F|L, SSH RxT
T—vay 7 REHINET, BERSEL SRS E, ALy
FILCLIRN—RZ By avDF 7NV MDA A LT 7 MEZEHL
ij—o
F7FNVERTIE, 2y bU—7 EOEED CLI R—R By a v
(Byiar0~4) X LT, kK5 >OKE5{LIRFE SSH e & fif
AcsEd, FTv=nAniE#d+s e, CLIN—RX EyvalnX
ALT Y MEIZT 74V D 10 5I2RY £97,
o UIAT VMY —N"AFHHEETEIEHERELET, T4V
M3 TY, FHETEDHBAIZ0~5 TT,

W FDINT A= R ESTHHEITZOFIMz#EY IR ET,

ATy74  line vty line_number (FEE) (AR KRR E % e L £ T
Lending_line_number] e T4V EYT 4 Ra Loy a T NEMILT, AR
transport input ssh ExFELET, line_number 3 L ending line_number \Zxf L

Ty 1T EIRAT Z4EE L ET, HETE 28I 0 ~ 15 TY,

o AA v FTI SSH Telnet Hfi & [0lkEd 25 L 9 ICHREL LT, Zhic
0. Vv—HI1T SSH HfRICIRE SN E T,

27975 end K EXEC B— FIZRE Y £,

A7976 show ip ssh SSH =D —Y 3 VBLUREFREFRRALET,
EJlE
show ssh AA »F kD SSH Y —_"OEEHAT —F ALK R LET,

Ean=—y

A7977 copy running-config startup-config EB) =274 FXalb—vay 774 NVICREEZHREFELET,

77 v k@ SSH #1737 A —ZIZEJI21Z. no ip ssh {timeout | authentication-retries} 7' 1 —/\
N arZ 4 Xal—varyavr ReEALET,

Catalyst 2960 & U 2960-S R4 wF YI b7 av74FaL—>3> HAF J1)—X 15.0(2)SE
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W SSLHTTP OE-HDRA v FORTE

SSH DFEEH L URT—F ADRR

SSH " —"DOBREBLOAT—HF R RTTDHITIE, £ 9-5 OFE EXEC o~ K& | o713

EALET,

%= 9-5 SSH 4—/\DBREBLURT—R2REXRTFTHaTIVF

avwyFk Br

show ip ssh SSH H—"ONR—2a VBIOREEHRERRLET,
show ssh SSH — DA T—% 2K LET,

INoDa~y FOFERIZ DWW TIE, [Cisco I0S Security Command Reference] @ [Other Security
Features] ™% ® [Secure Shell Commands] %S L T 7230y,
http://www.cisco.com/en/US/docs/ios/12_2/security/configuration/guide/scfpass.html

SSLHTTP Of=HDAR A v FDERTE

ZZ T, HTTP 1.1 O —A"B LT T A 7 & MIxHE L7c Secure Socket Layer (SSL) 23— g
3.0 ZRETDHHIECHOWTHHLET, SSLi%, ¥%=7 HTTP WEZ2FEHE T 570, HTTP 7 5
ATV RBREZ T TR, = NGRRE,. BBk, BIOA ve—Vomett bt LES, SSL &#
AT 2103, by 7 b =T A A=V BRAAL v FIZA VA R— L ENTWVWIRERSLY T, =
DOREZEM L. Cisco.com MHIER{LY 7 NI =T T AN EF T u— RT A3 F 02555
ENRHY ET, BobA A—COFEMICONTE, 20V V=20V —2 /= EZRLTIES
A

T ROBEHIZONTHHALET,

o [EFXa7 HTTP ¥ —_"EBLVY T4 7 bOWE (P.9-46)

o X7 HTTP —"BLOZ 747 FO#E] (P.9-48)

o (X7 HTTP ¥ —NRBILRI T4 T hOAT—X ADF R (P.9-52)

AT 2RGERIC 2~ RO X OME R EOFEMIZ OV T, Cisco I0S Release
12.2(15)T @ THTTPS - HTTP Server and Client with SSL 3.0] OMBEFHALZSRL T E &0,
http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/nm_https_sc_ssl3.html

ggll

X217 HTTP Y—NEXUVI 5172 FOBE

Y% a7 HTTP 8 04, HTTP VY — "0 EZET 5T — XIS LI TA v X —F v MIEE

SnhEd, SSLEFB(LZfED HTTP iX, Web 77 ¥ B AL v F 2 ET D X 5 7effglc, ¥
TREEHGEARME L ES, X anNEET LA EF 27 HTTP Y —A_"BLOHTTP 27 547> FTlE, 7
TV r—v g VEDORSAIZ SSL N—T 3 > 3.0 #EH L E 3, HTTP over SSL 1Z, HTTPS LA =
NET (BF =7 2BkOSA. URL 2 http:// ORI 0 (2 https:// THAE Y £3),

¥ 27 HTTP — (AA v F) OERFEENL, f8EDOKR—F (57 /L b® HTTPS A— MiZ
443) < HTTPS E:R&2FH% 17T, HTTP 1.1 Web ¥ —_"~ZOEREZES = L T, HTTP 1.1 ¥ —
NEFEOERZWFLL T, X =27 HITP —~IEE (O T) LET, % =7 HTITP H—
IZHTTP 1.1 = Rb iz, TOERITIEZET,

X7 HITP 7 547 8 (Web 77 W) OE%EEIL, Cisco I0S 77V 7r— 3 VERRIZIG
HLT, 0T 7V r—a PR LU HTTPS User Agent —E A2 EITL, I6&% (F0T7 7Y
g—va i) BT ETT,
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SSLHTTP 0602 A vFoEe B

CADLSRIFRSA UK

GE)

Certificate Authority (CA; FBFER) 1%, ERZBAILTEMT D23y hU—7 T34 RCFERAEZH
TLEST, 20—t 2%, ZMTEIT AN, AT AFREFH LX) T 0 F—B I OGEE
HECEH AR L ET, FED CAV—NIX A FZX PR FPEMEINET,

BEnFEITENS L, HTTPS —NZ, F T AMRA U M ERDEED CA 26572 X.509v3 DFFH
EERITTDHZLT, ¥XaTREREIIA T MR LES, 27947 b GEHE. Web 77
7YY X, TOIFEHEORIFICHLERARF—E2EAL TWVET,

X =7 HTTP ##i1213, CADO R T AMKRA U FERETHZ L E@MAELEL F9, HTTPS $—N
EFERITLTWVWETFASAAL ZZCAD T ARRA U FBRRESHTWARWE F— NI HF AL T
F RSA DX —D_XTEERLET, Qﬁfmﬁbﬁ(ﬁaﬁﬁ)&%iiﬁ@@?#1)74fi
WD T, BT 57 747 MNITOMHAENBCIEAETH DL Z L@ L, 2 —FITHEROERR
(MESTET-IHER) 2 SED2H0ERH Y F4, ZOBIRBIINE Ry hU—27 bRuey (FA ML

L) ML B ET,

CADFIFAIRA L FERELTWARNWE, BX 27 HTTP B2 BN L7234, 208X 7

HTTP Y— (72137 74T b) | ﬁ#é~ﬁ%itiﬂmm&aaﬁ%£%£#§@m AR
nET,

o AAVFITHRA M E RAL VARBREESNTARWES, RSN HCEBATFHEIT N2
DTT, A v T EHEET L &, ZO—FRNLALELAIEAEIZ LD, #FH-ICACELAERE
(—HFRIC) NEY Y THRET,

o AA VFITHRA M E RAL VARBRESNTWEEE, AREND HEBAHEILKFENR S
DT, TOFEAET, A vTFE2HESHLTH, ¥% =7 HTTP y— "2 EHIZ L THLAEZO
FE T, TOD, HELF27 HITP B2 A58 Lz 2T £9,

REIERBEIR T A RRA  ME, lx DT AL ATRETDHDULERDHY T, OT /A 2063
=358, ENDHIFAL v F ETEYITRY ET,

HOBATEHENER SN2 GE. £ OFE#IL show running-config f##% EXEC =~ FCH T
F¥, BOBEAMRELRTT L~ ROWJ) (show running-config =~ K) %l & L T—H#»
LET.

Switch# show running-config
Building configuration...

<output truncated>

crypto pki trustpoint TP-self-signed-3080755072
enrollment selfsigned
subject-name cn=I0S-Self-Signed-Certificate-3080755072
revocation-check none
rsakeypair TP-self-signed-3080755072
|
I
crypto ca certificate chain TP-self-signed-3080755072
certificate self-signed 01
3082029F 30820208 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
59312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 33303830 37353530 37323126 30240609 2A864886 F70D0109

<output truncated>

HOEAGEREIL, B% 27 HTTP — %22 L T, no crypto pki trustpoint
TP-self-signed-30890755072 7 o — )L a7 4 X alb—vay avr REANTHI L CHIRTE
£9, £O%, X7 HTTP ¥ — "z HEANIT D L. BCBAEHENTITERSNET,

| OL-26520-03-J
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W SSLHTTP OE-HDRA v FORTE

~

GE)

CipherSuite

TP self-signed DHAHIZERINTWDLHEIZ, 7L ADV Y TAERSFICL > TRRY £7°,

F 7 arda< 2 R (ip http secure-client-auth) ZfEH3 25 &, HITPS %— ;327 54 7 2 k)
5D X.509v3 FEAEAZERLET, 7747 PORGEL, VY= "AHFORFELIV b EHVEF =Y
T Rt U ET,

CA OFEHIZ W TIE, Cisco.com @ [Cisco I0S Security Configuration Guide, Release 12.4] @
lConfiguring Certification Authority Interoperability] P& ZSM LTI Z IV,

CipherSuite 1ZBE LT VTV XAB I OF A P2 A b TAFT T XL%EEEL T, SSLERICERLE
9, HTTPS — 28T 2L, 77472 hD Web 77 UHiE, FKR— Fxt%Ro CipherSuite U
ARERMIELET, TORI IAT U PV =T, MEFTYHR—-FINTWDESET VT Y ZLT
WiERbDOZ Y A MPHBBIRL TxrAE=— M LET, & xIE. Netscape Communicator 4.76 1%,
KED XY 7 ¢ (RSA 2ABHF—H % MD2, MD5, RC2-CBC. RC4, DES-CBC, XU
DES-EDE3-CBC) Z#R— kL TWET,

REZRREFIIE, 128 By NEFIE VR — 227747 b 77 0% (Microsoft Internet
Explorer /N\— = > 5.5 LUK & 7213 Netscape Communicator /N—3 = 7 4,76 LI L) BB TH,
SSL_RSA_WITH _DES_CBC_SHA CipherSuite 13, 128 £ v M E/L2 M LAV =0, o
CipherSuite KV bx = U7 4 MEL 220 £,

CipherSuite 1%, XV X2V 7 4 B3E<, BHICRIERDI1ZE, DTN TTRLBREM A LEIZ 72
DET, WRIZ, AA v FTHR— L EN 5D CipherSuite 8 &L VL—F DWEAT (FS) I0kb
CipherSuite ®7 > 7 (EWIH) Z#EHXLET,

1. SSL RSA WITH DES CBC SHA : #* vt — DRkl DES-CBC., 3L UA vt — ¥ A
P x A MZ SHA #{#H L7= RSA O F—7c#i (RSA AR —m51k)

2. SSL RSA WITH RC4 128 MD5 : RC4 128 by MiEfk, BLUOA v —Y ¥ A V=R T
MDS35 #f#H L7~ RSA O % —Ag#

3. SSL RSA WITH RC4 128 SHA : RC4 128 B v FifB{t, BLXURA v —Y F AV =R FIC
SHA Z1{#H L7~ RSA O F —75#i

4. SSL RSA WITH 3DES EDE CBC_SHA : #* v&— 0Ol 5{kic 3DES & DES-EDE3-CBC,
BIOA Y=Y XAV A M SHA #i L7- RSA O % —x5#: (RSA AR F—51k)

(BEEBIOF ATV A S TAIV XL EZNETNHRE L TRASG D) RSA 1L, SSL #Fiick

WTHF—DAERBLIUOEREOW FIHEHENET, ZuE, CADORTA MRSV FRFREINTWED

INE D MITIbY TR A,

tHa7 HTTP Y—NELUVI 51472 FDEE

o [SSL OF 74/ hi%iE] (P.9-49)

o [SSL O EHFOEEZFIA] (P.9-49)

o [CADINTANKRA LY FOEE] (P.9-49)

o (&% =7 HTTP —0skE | (P.9-50)

o X227 HTTP 7 747 v FORE] (P.9-51)
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SSLHTTP 0602 A vFoEe B

SSL DT 74U FERTE

FEHED HTTP Y — N3 A R —T VIR ESINTWET,

SSL i34 X —T7 /MR ESN TV ET,

CADIIFARKA LB

ERESNTOEE A,

HOBEAGEHFITER S TV ER A,

SSL DRERDEEFH

SSLAZAAL v F 75 AFTHHATHE, SSLEY S a v NI TRAX a<v FTRTLEYT, 7T A%
AURDAA » FIIIEARED HTTP TEMES A MLENH Y £,

CADNIFAIRA LM%

W, 7By 7 RER

FHIET DRI
REINTWARWNWE, REZBFfZLVFEAENES SINE T,

. VAT A Oy I RRESNTWAZ 2R LTS

AA T AF Y ITHNDAR v 7 <~ AX—"T, SSLE v a s BNl TranEd,

CADLFRFRSLY FOERTE

ATy71
AT972

ATy73

ATy74

AT975

ATy7 6
AT977

ATv7 8

27979

AF9710

YSEPAL

X% =7 HTTP 8l

Z. CADRFAMRA L bE2ERICRET D

LR LES, CADEFT X

FRA Y M, BLBATRAZELV SV EXF 2V T4 R3H D 5,
CADFTAPIRA Y baRET HITIE, FitE EXEC £— FTROFIREZFATLET,

avy kR

=]y

configure terminal

Ja—nN)ary7Z 4 Xal—yary T— 2B LET,

hostname hostname

AL v FORANEEBELET (LHIHRR M ERE L TORWES
DHWZE), FAMGITEXF 2V T 4 F— LFERAEICMLETT,

ip domain-name domain-name

ZAFDIP RAAL 4 ZELET LIATIP KA A U4 52H ELT
WARWEADHNAE), IP RAAL AT EF= U T 4 F—LEPEC
BT,

crypto key generate rsa

(E&) RSA F—D<_T Z/ER LET, RSA F—DOXT L, A vF D
FAEAEEZ AF T OANCKLETT, RSA F—O T IZHEICAER I E
T MBETHIUL, ZOa~vr FEFEHALTHF—2HERTEET,

crypto ca trustpoint name

CADFNIFAINBRA L MZue— A NLDOHBELEZEELT, CA FF XK
Avhar7 s Xalb—vary T—RKeRBELET,

enrollment url ur/

FEAEZEOERDOEEFHAL v F O URL 2HRELET,

enrollment http-proxy host-name
port-number

(fEE) HTTP 7 u & ¥ $— "%l LT CA 2 OitHELZAFTL LD
AL v TFeRELET,

crl query url

BT OHFAZENIRY E SN TRV EERT 572912, Certificate
Revocation List (CRL; fEBIELRZHY X ) %E?kﬂ‘é J: AL v F
ERELET,

primary EE) FPTRAPMRA L IR CAERIZHLTTIA~<Y (F74/ 1)
FZARRA L PELTHEHASND X ITHELET,
exit CANIFIANRA Y a7 4 Falb—raryET—REKRTL, Ju—

N ary 7 4FXFa2lb—rary ET—RNIED £,

crypto ca authentication name

CADABF—ZESE L CCAZBIELET, AT v 75 THEHALEA
BHIERILCLOEFEHLET,
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W SSLHTTP OE-HDRA v FORTE

avwyFk B&
279712 crypto ca enroll name BEODCADFNI A NEALY FODLIHEAFRAELES, —Oa~vy K
IE. % RSA F—DXTIZH LT 1 DOBLAY OFFHEZER L £,
279713 end Rt EXEC £— RIZRE D £,
A797 14 show crypto ca trustpoints MEAERLET,
A79715 copy running-config startup-config (EE) 274X alb—vay 77 A VICREEREFELET,

no crypto ca trustpoint name 70—/ a7 Fab—gy avwy R LT, CA IZBES
29 _TO ID fF#B LOGERAELHIFRTE ET,

%27 HTTP Y—/\DEE

FEICRENZORFEZEH T 254, AIOFIBEZFEH L TAAL v F DO CA VT ARKRA Y FEFELT
Mo, HTTP Y —NE2 G H2MENSHVET, CAORNTFARMRA LV FEREL TWRWEES, &
¥ 27 HTITP b — R RmANCANC LR AT, B4R ENERENE T, —"2RELE

%, BB L OEF 27 HTTP Y— "W FICEAT 547> ay (2, @HTLHT7 782 U R,

R, FHEX A LT N RV —) ZRECTEET,

¥ 27 HTTP —N\%ERET HIT1E, ¥ EXEC E— FTKROFIEE EITLET,

avwr kR B
A7971  show ip http server status (L&) HTTP 47L~A‘0);<?~5'7<%32%ﬂ? LT, %=7 HTTP #+— D
HENY 7 hU =7 THR—FINTWEREI EHELET,
T, KOTALDOELLNEMHRL T IES N,

HTTP secure server capability: Present

or
HTTP secure server capability: Not present

A7972 configure terminal Ja—N) a7 4 Xal—yay ET— NEBBLET,

A7973 ip http secure-server HTTPS — 105 4 =7 VDA, A X—7 i LE9, HTTPS
P—=NF, T7FNV P TAR—T VIR ESNTVET,

A7974 ip http secure-port port-number (:E) HTTPS —NIEHT 5 R— +EEE2IEELET, T 741 b
DR — FFEF1L 443 TT, 443 £7213 1025 ~ 65535 O CTHETE
iﬁ‘o

A7975 ip http secure-ciphersuite ({£#) HTTPS #kt OS2l i+ % CipherSuite (Ff 57 /L =Y X

{[3des-ede-cbc-sha] [rc4-128-mdS] L) ZFEELET, $ED CipherSuite Z 35 E 7 % HEH 28 721 AU,
[rc4-128-sha] [des-cbe-sha]} Y=L T AT MM, WS BRYR— 5 CipherSuite TH =23
T—hFHEIECHELET, THFT 7 ANL FTT,
A7976 ip http secure-client-auth ({ER) HTTP — "% EL T, EHlEOM, BiEozdic, 794

T RNHO X509v3 GEEAERLES, T 74N NTIR, 2947
VRV = AN EOFEAEESERTIHIRTEITR > TWVETR, —rNZ
TIAT LV MERIELRNWE I IZRoTWET,

A7977 ip http secure-trustpoint name X 509V3 X2V T4 EAZORGERB IO T4 7 > N OGFBAERR D
utuu {iﬁﬁj‘é CADNTA }“j—/])/]‘;é‘f? ﬁiﬂbiﬂ‘o

GE) Zoa<rRFoEHIE. sIOTFEESTCADRNT A MKRA v
FETTIZHELTWD LW ) FiEEHE X T L TWVWET,
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SSLHTTP O:=-H02A vFoRE W

avwyFk

B&

A7y78 ip http path path-name (f£3) HTML 7 7 A L D_X—R L 72 HTTP NAZHRELET, /%

IZ. B = VAT AZHD HTITP B —R 77 A VOB EEE L7
(EHE, SATALADT7TFIyvia AFYVEEELET),

A7979 ip http access-class access-list-number |({£5&) HTTP — _"~DT7 7 ¥ ZADHFANMEHTET7 7R U A R %

fRELET.

A79710 ip http max-connections value ({£E) HTTP — N~ R R AEERAEE LE T, BETXA%H

X1 ~167T4, 74/ ME5TT,

A7y7 11 ip http timeout-policy idle seconds life | ({£:75) $5EDORI FIzI51F 2. HTTP H— "~ i fic KRR 2 45 7E L
seconds requests value £7

o idle s T—H DRI, IET —F BEETERVBEOR
KIS, $5E T X HAGBIE | ~ 600 BHTT, 77 b Ml 180 B
(34 <

o life : BERA T LT B ROCHEN, JET & BRI 1 ~ 86400 £
(24 B[#) TH, T 740 ME 180 BT,

o requests : KFEH 2R CUIE S N D FR OB, KM
86400 T4, T 7/ hit 1 TY,

A79712 end

4 EXEC £— FIZRE Y £9°,

A79713 show ip http server secure status X227 HTTP V' — DA T —H A A2FE LT, RELWRLET,

A797 14  copy running-config startup-config ER) 27 4FXalb—ray 77 A NVIIEREEZRGT LET,

tFa217 HTTP

BHED HTTP $— %7 4 E—7MIZT 5IT1, noip http server 72— L a7 4 £ 2 b —g
vavw o REHEALET, %27 HTTP ¥ — %7 4 E—7 /23 520X, no ip http
secure-server 72— 3L a7 4 ¥ al— gy avy FEFEALES, 740 FOBREICHETIC
I%. no ip http secure-port ¥ X U" no ip http secure-ciphersuite 7’ 2 — )L 227 ¢ ¥a L — 3
a<w REFEHALET, 72747 2 FBEOENZHIRT 521X, no ip http secure-client-auth 7
B— L a7 4 Xab—rary avry ReFEALET,

Web 77 U %A L CE¥ =7 HTTP Bt % MR 3 2 121%, https://URL # A LEF (URL iX IP
T RUVA, FEFV—N AL v TFORA M), T 74N~ B— b UADKR— FZHELTODIHA,
URL D% AIZAR— MNEBLHRETAILENH Y £9, WIZHZRLET,

https://209.165.129:1026

E

https://host.domain.com:1026

V93472 FDOBEE

D HTTP 7 9 A4 7> B L Ok =27 HTITP 7 94 7 ¥ MIFIZA 2 —7 L TF, FEHEORGE
(Xt %27 HTTP 7 74 7 > FOFEHENLE T, ROFIMETIE, BIOFIETCA O M7 A bR
AV PEAAL v FICTRELTWVDLZ LEEFHRICLTCWVWET, CADOMTARNRA LV IRHBRESINTES
T, UE— DO HTTPS =7 T4 T FNOFBFEZER LA, %27 HTTP 2 7 A4 7> b~
DRI L 7,
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TX¥ 2T HITP 7 74 7~ MR ET 511, ¥k EXEC E— FTROFIEEZETLET,

avwy kR B
A7971  configure terminal Ja—) a7 4 Xal—yay ET— NEBBLET,

AFy72 ip http client secure-trustpoint name (EE) VE—FOHTTP 4+ — RNV S 47 MNREEAER LT~

FEATSH. CAODNIFARFRA LV MEBELES, Zoavw R ﬁﬁ%

6\%®$W%E%LTCA®F51%f4/ T TICRELTWD
EWORHEEBEX THBALTWES, 7747 Fuhu 3 %iﬁlﬂiﬂ

B, FEETITATID N TANKA Y PRTTIZEESNTND

X, Zoa<wr NIHEE T,

A7973 ip http client secure-ciphersuite (f£%) HTTPS £t O 5k 9 % CipherSuite (K5{k7 /=Y X
{[3des-ede-cbc-sha] [rc4-128-md5] L) ZfRE L £, $iED CipherSuite Z 5 E 7 % B 28 721 AL,
[rc4-128-sha] [des-cbc-sha]} PR T AT bA, BNV AR— 45 CipherSuite TH T

T—FTBEICHELET, ZNEFT 74 FTT,
A7974  end i EXEC E— RIZREY £,
A7975 show ip http client secure status X% 27 HTTP Y — O RAT— X A% F R LT, BEAHALET,

A7976 copy running-config startup-config (EE) 2o 74FXal—Yay 77 A NVICERERRTELET,

IIAT VR D RTARRA L FOREZHIFRT HI21%. no ip http client secure-trustpoint name =
SUREMEHLET, 7747 MCT TIZRE SN TS CipherSuite fEARZ HIFR 7T 2 121%. no ip
http client secure-ciphersuite =~ > KZEH L 7,

X217 HTTP Y—NELUVI 5472 FODRT—2 ADERFR

SSLEF a7 —_"BLWRI FA T PORAT—F A% FRTHIT1E, £ 9-6 ICERH S NI-HHE
EXEC =< RZHHALEI,

#* 9-6 SSL X2 7 H—NB&UVI A7V FDRATF—RRAERFTHaATVF
avwyk By
show ip http client X7 HITP 7 94 7V POREEFERLET,

secure status

show ip http server ¥ =27 HTTP — ROBEEZH R LET,
secure status

show running-config |& %27 HTTP #I2 L TAR SN - HEBLAIEHELFRLET,

SCP Df=-bDARA vy FNDEE

Secure Copy Protocol (SCP) #EEIZ. AA v FTORERA A —Y T 7 A NDALE—ITEF 2T RFFE
FRE#EYE L EJ, SCP ITid. Berkeley r-tool IZRPDDEFXF 2V T4 OFENT T r—ra BLY
7a halr<chibr¥aT b (SSH) BDMETT,

SSH #EESE5121E. A A1 v FIZ RSA OABF— L MBEXF—O_T7 DL ETT, Zihix SSH 244
72 SCP LAEKET, X a7 REEEZERIEIITEF. ZNHDOF—DXT NLETT,
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SCP O-HDR4A vFnEe N

F7o, SSH IZIE AAA FRREN KL E D=, WENIRET D121, SCP IZH AAA FBRENMEIZ/R D

ﬁ—o

« SCP %A FX—TMCFBHHNC, A4 vFO SSH, RiE. #. BLOTH LT 4 2 7 %I
BELTLESW,

o SCP i% SSH &/l LT = 7 RE% & BT 5720, /L—# ICI1E RSA F—D 7 RUETT,

~
(F)  SCP &2MT2HA. copy T~ > FICART— FEANT S - LI CEEA, FrLT FRRRS
Nl Eic, ANTHLERD Y £,
Secure Copy B3 %18k

Secure Copy HREAZ R ET 221X, ROMEZHET 2 HLBENRH Y £7,

SCP IX—3# D Berkeley ® r-tools IZHESWWTREFINTWDH 72, FOBEENEIL. SCP 23 SSH Ot
F o U7 4 IZxHE LTV A A EBRITIE, Remote Copy Protocol (RCP) &SHHEIL CWE§, %72, SCP
DBEITIE AAA OFF A b BBERT2D, V—FF2—FNIELWDHER L~V 2R L TW D 2R T %
WERH Y FT,

WY 72 FF Al 23 T B 2 —HF%, SCP %A L T Cisco 10S File System (IFS) O 7 7 A V& A A v F
W2 (ERFAA v Fnb) BRICaE—TEET, ab—lidcopy =2~v > FEEHLET, £/, 7F
AENTWIEREL ZOEEE2 TV~ AT =2 a VInLETTEET,

SCP O EL L OMFEHEDOFEMIC DWW TiX, [Cisco I10S Security Configuration Guide: Securing
User Services, Release 12.4] @ [Secure Copy Protocol] #ZH L T Z &\,
http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_secure _copy_ ps6350
_TSD_Products_Configuration_Guide Chapter.html

| OL-26520-03-J

Catalyst 2960 & U 2960-S R4 wF Y I b9x7 374 Fal—>av H4F Y)—X 15.0(2)SE



FIE RAyF R—RABUORTE |

W SCP Or:=HDORXS vy FOBRE

Catalyst 2960 £ & U 2960-S R4 wF YI b9z 7 av74FaL—>3> HAL4F J1)—X 15.0(2)SE
m. 0L-26520-03-J |



	スイッチ ベース認証の設定
	スイッチへの不正アクセスの防止
	特権 EXEC コマンドへのアクセスの保護
	デフォルトのパスワードおよび権限レベル設定
	スタティック イネーブル パスワード設定または変更
	暗号化によるイネーブルおよびイネーブル シークレット パスワードの保護
	パスワード回復のディセーブル化
	端末回線に対する Telnet パスワードの設定
	ユーザ名とパスワードのペアの設定
	複数の特権レベルの設定
	コマンドの特権レベルの設定
	回線のデフォルト特権レベルの変更
	権限レベルへのログインおよび終了


	TACACS+ によるスイッチ アクセスの制御
	TACACS+ の概要
	TACACS+ の動作
	TACACS+ の設定
	TACACS+ のデフォルト設定
	TACACS+ サーバ ホストの特定および認証キーの設定
	TACACS+ ログイン認証の設定
	特権 EXEC アクセスおよびネットワーク サービス用の TACACS+ 許可の設定
	TACACS+ アカウンティングの起動
	AAA サーバが到達不能な場合のルータとのセッションの確立

	TACACS+ 設定の表示

	RADIUS によるスイッチ アクセスの制御
	RADIUS の概要
	RADIUS の動作
	RADIUS 許可の変更
	概要
	Change-of-Authorization 要求
	CoA 要求応答コード
	CoA 要求コマンド
	セッション強制終了のスタック構成ガイドライン

	RADIUS の設定
	RADIUS のデフォルト設定
	RADIUS サーバ ホストの識別
	RADIUS ログイン認証の設定
	AAA サーバ グループの定義
	ユーザ イネーブル アクセスおよびネットワーク サービスに関する RADIUS 許可の設定
	RADIUS アカウンティングの起動
	AAA サーバが到達不能な場合のルータとのセッションの確立
	すべての RADIUS サーバの設定
	ベンダー固有の RADIUS 属性を使用するスイッチ設定
	ベンダー独自の RADIUS サーバとの通信に関するスイッチ設定
	スイッチ上での CoA の設定
	CoA 機能のモニタリングおよびトラブルシューティング
	RADIUS サーバ ロード バランシングの設定

	RADIUS の設定の表示

	スイッチのローカル認証および許可の設定
	SSH のためのスイッチの設定
	SSH の概要
	SSH サーバ、統合クライアント、およびサポートされているバージョン
	制限事項

	SSH の設定
	設定時の注意事項
	スイッチで SSH を実行するためのセットアップ
	SSH サーバの設定

	SSH の設定およびステータスの表示

	SSL HTTP のためのスイッチの設定
	セキュア HTTP サーバおよびクライアントの概要
	CA のトラストポイント
	CipherSuite

	セキュア HTTP サーバおよびクライアントの設定
	SSL のデフォルト設定
	SSL の設定時の注意事項
	CA のトラストポイントの設定
	セキュア HTTP サーバの設定
	セキュア HTTP クライアントの設定

	セキュア HTTP サーバおよびクライアントのステータスの表示

	SCP のためのスイッチの設定
	Secure Copy に関する情報



