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IPv4 ACL  IPv6 ACL
IPv4 ACL

ACL

* MAC ACL IPv6

ACL

IPv6 ACL D 1E Rk

IPv6 ACL EXEC

F IR D 48

IPv6 ACL D 1E R

IPv6 ACL

IPv6 ACL IPv4

MAC ACL IP

ACL CPU

ATV RKFEREIFTII Y

S0

ATy
71

configure terminal

151

Switch# configure terminal

ATV
72

ipvbaccess-listacl_name

&1

ipv6 access-list access-list-name

IPv6 IPv6

ATy
73
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{deny|permit} protocol

1 -

{deny | permit} protocol

{source-ipv6-prefix/prefix-length | any | host

source-ipv6-address}

[operator
[port-number]]{destination-ipv6-prefix/prefix-length
| any |host destination-ipv6-address}

[operator [port-number]][dscp value] [fragments][log]
[log-input] [routing][sequence value]

[time-range name]

deny permit

* protocol
ahp esp
IPv6

icmp
ipv6 pcp stcp tcp udp

0 255
* source-ipv6-prefix/prefix-length
destination-ipv6-prefix/ prefix-length
IPV6

16
RFC 2373

16

* IPv6 ::/0 any
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* host source-ipv6-address
destination-ipv6-address

IPv6
16 16
g operator
It
gt eq neq
range
source-ipv6-prefix/prefix-length operator
destination-ipv6- prefix/prefix-length
operator
. port-number 0 65535 10
TCP UDP TCP
TCP
UDP
UDP
. dscp value IPv6
Traffic Class
DiffServ
0 63
. fragments
ipv6
. log
log-input
ACL
* routing IPv6
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irveAcLoER: [l
ARV RFEEETIVa Y EL:y
. sequence value
1 4294967295
. time-range name
A7y |{deny|permit} tcp TCP
74
ik TCP t
{deny | permit} tcp {source-ipv6-prefix/prefix-length cp
| any | hostsource-ipv6-address} 3
[operator
[port-number]]{destination-ipv6-prefix/prefix-length
| any |hostdestination-ipv6-address}
[operator [port-number]][ack] [dscp * ack ACK
value][established] [fin]
[log]l[log-input] [neq {port |protocol}] [psh] R .
[range{port | protocol}] [rst][routing] [sequence established TCP
value] ACK RST
[syn] [time-range name][urg]
* fin
* neq {port | protocol}
* psh
* range {port | protocol}
®rst
°syn
°urg
A7y |{deny|permit} udp UDP
75
i - d
{deny | permit} udp {source-ipv6-prefix/prefix-length udp
| any | hostsource-ipv6-address} UDP TCP
[operator
[port-number]]{destination-ipv6-prefix/prefix-length [operator [port]]
| any | hostdestination-ipv6-address} UDP
[operator [port-number]][dscp value] [log][log-input] UDP
[neq {port |protocol}] [range {port |protocol}] established

[routing][sequence value][time-range name]
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ATV RKFERET7TII Y BH#

RT -y |{deny|permit} icmp ICMP
76

£ :

{deny | permit} icmp
{source-ipv6-prefix/prefix-length | any | icmp ICMP 3a
hostsource-ipv6-address}
[operator [port-number]] IP
{destination-ipv6-prefix/prefix-length | any | ICMP
hostdestination-ipv6-address}

[operator [port-number]][icmp-type [icmp-code]
| icmp-message] [dscpvalue] [log] [log-input]
[routing] [sequence value][time-range name]

*icmp-type ICMP

0 255
*icmp-code ICMP ICMP

0 255

* icmp-message  ICMP ICMP
ICMP

ICMP

R |end EXEC Ctrl+z
717

151
Switch(config)# end

X |show ipv6 access-list
78
151

show ipv6 access-list

R |copy running-config startup-config
79
51

copy running-config startup-config
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A3 =T x4 A~D IPv6 DiE

IPv6 ACL

ACL 3
ACL

EXEC

FIED

ARV RFERETIVa Y =)

ATy 1 configure terminal

1

Switch# configure terminal

ATy T2 interface interface_id 2

ACL 3

1 ACL
Switch# interface interface-id

RATFwT3 no switchport 2 3
ACL

il -
Switch# no switchport

2ATFw T4 ipv6 address ipv6_address 3 ACL IPv6

i - G¥) 2

Switch# ipv6 address ipv6-address

IPv6

ZFvTE ipv6 traffic-filter acl_name

i -
Switch# ipv6 traffic-filter
access-list-name {in | out}

ATvT6 end EXEC Ctrl+z

i
Switch(config)# end

RTFwI1 show running-config interface
tenGigabitEthernet 1/0/3
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E[:)

1

Switch# show running-config interface
tenGigabitEthernet 1/0/3

Current configuration : 98 bytes
!

interface TenGigabitEthernetl/0/3
switchport mode trunk

ipv6 traffic-filter MyFilter out
end

ATvT8

copy running-config startup-config

1 -

copy running-config startup-config

IPv6 ACL D

FIEDFH

R
1 EXEC
IPv6

ARV RFEREETIVa Y

S]]

ATy T

show access-list

{1 -

Switch# show access-lists

ATvT2

show ipv6 access-list acl_name

fAi
Switch# show ipv6 access-list
[access-list-name]

IPv6
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IPv6 ACL ) =% 7E /5

{51 - IPv6 ACL D 1ERK

CISCO IPv6
TCP 5000 2
UbP 5000

ICMP 2
IPv6

2
Switch(config)# ipv6 access-list CISCO
Switch(config-ipv6-acl)# deny tcp any any gt 5000
Switch (config-ipv6-acl)# deny ::/0 It 5000 ::/0 log
Switch(config-ipv6-acl)# permit icmp any any
Switch(config-ipv6-acl)# permit any any

{5l : 1Pv6 ACL & FH

3 Cisco

Switch(config-if)# no switchport
Switch(config-if)# ipv6 address 2001::/64 eui-64
Switch(config-if)# ipv6 traffic-filter CISCO out

5 : IPv6 ACL D F R
show access-lists EXEC

Switch #show access-lists
Extended IP access list hello
10 permit ip any any

IPv6 access list ipv6

permit ipv6 any any sequence 10

show ipv6 access-lists EXEC
IPV6

Switch# show ipv6 access-list

IPv6 access list inbound

permit tcp any any eq bgp (8 matches) sequence 10
permit tcp any any eq telnet (15 matches) sequence 20
permit udp any any sequence 30

IPv6 access list outbound

deny udp any any sequence 10
deny tcp any any eq telnet sequence 20
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