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Cisco IE 2000
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()  Cisco IE 2000 Cisco 10S Software
System Messages for Cisco IOS Release 15.0

. P.1-1

DRTL A yvtE—ODHEAA

seq no:timestamp: %facility-severity-MNEMONIC.description

%
%FACILITY-SEVERITY-MNEMONIC: Message-text
* FACILITY 2

1-1 Cisco IE 2000
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"

RATL A vE—DOHRAA

® 11 Z7oYT4 2—F
Facility Code 1) Location
ACLMGR ACL ACLMGR
P.2-3
AUTHMGR AUTHMGR
P.2-7
BACKUP_INTERFACE Flex Link BACKUP_INTERFACE
P.2-8
CMP Cluster Membership Protocol CMP P.2-9
DHCP_SNOOPING DHCP DHCP_SNOOPING
P.2-10
DOT1X IEEE 802.1x DOTI1X P.2-13
DOTI1X _SWITCH IEEE 802.1x DOT1X _SWITCH
P.2-14
DTP Dynamic Trunking Protocol; DTP P.2-18
DWL Down-When-Looped DWL P.2-20
EC EtherChannel EC P.2-20
EPM EPM P.2-24
ETHCNTR ETHCNTR
P.2-24
EXPRESS SETUP Express Setup EXPRESS SETUP
P.2-25
FLASH DEVICE FLASH DEVICE
P.2-26
GBIC_SECURITY GBIC Small GBIC_SECURITY
Form-Factor Pluggable SFP P.2-27
GBIC_SECURITY_CRYPT GBIC SFP GBIC_SECURITY_CRYPT
P.2-28
HARDWARE HARDWARE
P.2-29
HLFM HLFM P.2-32
IDBMAN IDBMAN
P.2-33
IFMGR Interface manager IFMGR P.2-35
IGMP_QUERIER Internet Group Management IGMP_QUERIER
Protocol IGMP P.2-36
ILET Cisco 10S ILET P.2-37
1P 1P P.2-41
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VRTL FyvbE—DCOBE

VRFL Fyte—Somss B

# 11 27T 4 2—F #&%)
Facility Code 1) Location
IP_ DEVICE_TRACKING_HA IP_ DEVICE_TRACKING_HA
1P P.2-41
MAB MAC MAB P.2-41
MAC _LIMIT MAC MAC_LIMIT
P.2-42
MAC_MOVE MAC_MOVE
P.2-43
PHY PHY PHY P.2-43
PLATFORM PLATFORM
P.2-45
PLATFORM_IPVv6 IP Version 6 PLATFORM _IPv6
P.2-45
PLATFORM_PM PLATFORM_PM
P.2-46
PLATFORM_VLAN VLAN PLATFORM_VLAN
LAN P.2-47
PM Port Manager PM P.2-48
PORT_SECURITY PORT_SECURITY
P.2-56
QOSMGR QoS Manager QOSMGR
P.2-57
REP REP P.2-62
RMON RMON P.2-62
RMON
SCHED SCHED P.2-63
SPAN SPAN P.2-63
SPANTREE Spanning Tree SPANTREE
P.2-64
SPANTREE FAST SPANTREE FAST
P.2-72
SPANTREE_VLAN_SW VLAN SPANTREE _VLAN_SW
P.2-73
STORM_CONTROL STORM_CONTROL
P.2-74
SUPERVISOR ASIC SUPERVISOR
P.2-74
SUPQ SUPQ P.2-75
SW_MACAUTH MAC SW_MACAUTH
P.2-76
SW_VLAN VLAN SW_VLAN
P.2-77

[ oL-29598-01-J
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RATL A vE—DOHRAA

& 11 I7oUT4 3—F (&E)

Facility Code 1) Location
SWITCH_QOS_TB QoS SWITCH_QOS_TB
P.2-83
TCAMMGR Ternary Content Addressable TCAMMGR
Memory TCAM P.2-84

UDLD UDLD P.2-85

VQPCLIENT VLAN Query Protocol VQP VQPCLIENT
P.2-86

1-2
® 1-2 A vE—CDEKE

EXE

%II;

BA

N | NN R W= O

10 [dec] 1-3

® 1-3 WEI4—ILE

o

BHROS 17
[dec] 10

[char] 1
[chars]

[enet]

0000.FEED.00CO0
[hex] 16
[inet]
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IS— AvE—SORL—2IAvy LF—F B

IS— AvtE—UDFL—RINYY LIR— F

-Process= "Exec", level= 0, pid= 17
-Traceback= 1A82 1AB4 6378 A072 1054 1860

TFIoORTvbA23—T1Y4A

show tech-support EXEC
CLI

https://www.cisco.com/pcgi-bin/Support/OutputInterpreter/home.pl

Bug Toolkit
Bug Toolkit Cisco I0S Release

http://tools.cisco.com/Support/BugToolKit/

TAC ~DEE

P.ix

Cisco IE 2000 R4 wF YRTL *vt— HA K
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A ytE—TUBLVEEFIE

Cisco IE 2000

ACLMGR P.2-3
AUTHMGR P.2-7
BACKUP_INTERFACE P.2-8
CMP P.2-9
DHCP_SNOOPING P.2-10
DOTIX P.2-13

DOTI1X SWITCH P.2-14
DTP P.2-18

DWL P.2-20

EC P.2-20

EPM P.2-24

ETHCNTR P.2-24
EXPRESS SETUP P.2-25
FLASH DEVICE P.2-26
GBIC_SECURITY P.2-27
GBIC_SECURITY_CRYPT P.2-28
HARDWARE P.2-29
HLFM P.2-32

IDBMAN P.2-33

IFMGR P.2-35
IGMP_QUERIER P.2-36
ILET P.2-37

ILPOWER P.2-37
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IP P.2-41
IP_DEVICE_TRACKING HA P.2-41
MAB P.2-41

MAC_LIMIT P.2-42
MAC_MOVE P.2-43

PHY P.2-43

PLATFORM P.2-45
PLATFORM _IPv6 P.2-45
PLATFORM_PM P.2-46
PLATFORM_VLAN P.2-47
PM P.2-48

PORT_SECURITY P.2-56
QOSMGR P.2-57

REP P.2-62

RMON P.2-62

SCHED P.2-63

SPAN P.2-63

SPANTREE P.2-64
SPANTREE_FAST P.2-72
SPANTREE_VLAN_SW P2-73
STORM_CONTROL P.2-74
SUPERVISOR P.2-74

SUPQ P.2-75

SW_MACAUTH P.2-76
SW_VLAN P2-77
SWITCH_QOS_TB P.2-83
TCAMMGR P.2-84

UDLD P.2-85

VQPCLIENT P.2-86
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A v t—IBELUVEEFIE

ACLMGR »vt— N

ACLMGR # yt—o

IS—Aye—o
Map [chars].

&
LAN

HRNLE

HRNLE

IS—Frye—o

ACL

CpPU

ACLMGR-2-NOMAP: Cannot create ACL Manager data structures for VLAN

ACL VLAN

[chars] VLAN

ACLMGR-2-NOVLB: Cannot create memory block for VLAN [dec].
ACL VLAN
VLAN
[dec] VLANID

ACLMGR-2-NOVMR: Cannot generate hardware representation of access

list [chars]
EiEA ACL
TCP TCP
UDP SCTP eq ne gt It range
HERERE ACL ACL

IS— Avt—D

ACL

ACLMGR-3-ACLTCAMFULL: Acl Tcam Full. Drop packets on Output Acl

label [dec] on [chars] [chars].
EL TCAM ACL
[dec] [chars] 3
[chars] 2 TCAM 1 1
HRZNE 1P MAC

[ oL-29598-01-J
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W ACLMGR A v+&—%

I5—Fvk—o
label [dec] failed.

%I:I

B
CPU DRAM

[chars] input

#RLE

IS— Aytk—

ACLMGR-3-AUGMENTFAIL: Augmenting of access-map [chars] on [chars]

[chars]
output [dec]

ACLMGR-3-IECPORTLABELERROR: ACL labels are out-of-sync on

interface [chars], label [dec] is not available on asic [dec].

[chars]
[dec]

Bug Toolkit
TAC

At
[dec] ACL
Application-Specific Integrated Circuit ASIC;
#RLE
P.1-5

IS— Aytk—9
[chars] label [dec] failed.

S
[dec]
HRLE
ACL
ACL

VLAN

IS—AvE—o
[dec] Feat [dec].

B2
[dec]

HRNE

P.1-5

ACLMGR-3-INSERTFAIL:

Insert of access-map [chars] #[dec] into

CPU
[chars] [chars]
[dec]
Access Control Entry ACE,;
VLAN VLAN

ACLMGR-3-INTTABLE: Not in truth table: VLMAP [dec] RACL [dec] Mcb

Bug Toolkit
TAC

Il CiscolE2000 R1 vF YRTL dvt—Y ALK
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IS—Fryt—9

ACLMGR »vt— N

ACLMGR-3-MAXRECURSION: Too many ([dec]) levels of recursion while

merging ACLs (code [dec]).

e
#HERE |
IP MAC

IS— Fytk—o
[chars] label

%II‘:

B

[dec]
2

HRNE

IS— Aytk—9
[chars].

%II‘:

B

[chars]

HARNE
ACL

IS— Aytw—o

%II‘:

B

HRNE

P.1-5

ACL
1 VLAN
[dec]
2 [dec]
VLAN
ACLMGR-3-MERGEFAIL: [chars] ACL merge error [dec] ([chars]) on
[dec].
ACL
CPU
ACL
[chars] ACL ip mac
2 [chars]
[dec] 3 [chars]  input output

ACLMGR-3-NOLABEL: Cannot allocate [chars] label for interface

ACL

256 [chars] input output 2

ACLMGR-3-OUTTTABLE: Not in truth table: RACL [dec] VLMAP [dec].

[dec]

Bug Toolkit
TAC

[ oL-29598-01-J
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W ACLMGR A v+&—%

IS— Ayte— ACLMGR-3-QOSTTABLE: Not in truth table: ACL [dec] in map, action

[dec].
Bk Quality of Service QoS
[dec] ACL 2 [dec]

ACL

#RLE

Bug Toolkit
TAC

P.1-5

IS— rvyt— ACLMGR-3-RELOADED: Reloading [chars] label [dec] feature.

%I:I

BA ACL

[chars] input output [dec]

#RLE

IS— rvyt— ACLMGR-3-UNKNOWNACTION: Unknown VMR access group action [hex].

AR [hex]

%I:I

HENE
Bug Toolkit
TAC

P.1-5

IS— rytw— ACLMGR-3-UNLOADING: Unloading [chars] label [dec] feature.

%I:I

BA ACL
VLAN
CPU
[chars] input output [dec]

#RLE
ACL

Cisco IE 2000 1 v F YATL Aytk— HA K
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AUTHMGR »v+—> N

AUTHMGR # vt—¥

IS— rvyt— AUTHMGR-5-MACMOVE: MAC address ([enet]) moved from Interface
[chars] to Interface [chars]

%II‘:

BA
[enet] MAC 1 [chars]
2 [chars]

#RLE

IS— Ayt — AUTHMGR-5-MACREPLACE: MAC address ([enet]) on Interface [chars] is
replaced by MAC ([enet])

%II‘:

BA
[enet] [chars] 2 [enet]

#RLE

IZ5— Ay+E—Y AUTHMGR-5-SECURITY VIOLATION: Security violation on the interface

[chars], new MAC address ([enet) 1is seen. AuditSessionID [chars]
EL)]
1 [chars] [enet]
MAC 2 [chars] ID
HRWLE
shutdown no shutdown

I5— *y+—Y AUTHMGR-5-VLANASSIGN: VLAN [dec] assigned to Interface [chars]
AuditSessionID [chars]

$B  VLAN [dec] VLANID 1 [chars]

2 [chars] ID

HRNE

IS—Aye—o AUTHMGR-7-FAILOVER: Failing over from [chars] for client ([chars])
on Interface [chars] AuditSessionID [chars]

B2 1
[chars] 2 [chars] ID 3 [chars]

4 [chars] ID
HRLE

[ oL-29598-01-J
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M BACKUP_INTERFACE * y&—%

IS—Ayte—v AUTHMGR-7-NOMOREMETHODS: Exhausted all authentication methods for

client ([chars]) on Interface [chars] AuditSessionID [chars]
BL 1 [chars] ID 2
[chars] 3 [chars] ID
HERENE

IS—Ayte— AUTHMGR-7-RESULT: Authentication result [chars] from [chars] for
client [chars] on Interface [chars] AuditSessionID [chars]

EL)] [chars] 2 [chars] 3 [chars]
ID 4 [chars] 5 [chars] ID

#RLE

IS— rvyt— AUTHMGR-7-STOPPING: Stopping ’ [chars]’ for client [enet] on
Interface [chars] AuditSessionID [chars]

%II‘:

BH 1 [chars] [enet]
2 [chars] 3 [chars] ID

#RLE

BACKUP_INTERFACE # vt—o

IS— rvyt— BACKUP_ INTERFACE-5-PREEMPT: Preempting interface [chars] in

backup pair ([chars], [chars]), preemption mode is [chars]
EL)]
[chars]
2 3 [chars] 4 [chars]
HRWLE

IS— rAyvt—o BACKUP_ INTERFACE-5-VLB NON TRUNK: Warning: Flexlink VLB is not

allowed on non-trunk ports. Please configure [chars] to be a trunk port.
5t BA Flex Link VLAN VLB
[chars]
HRWLE

Cisco IE 2000 1 v F YATL Aytk— HA K
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cvp xvt—> N

CMP Avyt—

I5— Aw+—Y CMP-4-MEM CMPIP ADDR CONFLICT: Conflict with CMP IP address

[IP_address], Reissuing a new CMP IP address to member [dec]
EL)] CMP IP
CMP 1P
[dec]
HENE
clear tcp EXEC TCP

IS— rvyt— CMP-5-ADD: The Device is added to the cluster (Cluster Name:
[chars], CMDR IP Address [IP address]).

B [chars]
[IP_address]

%II‘:

#RLE

IZ5— Ay+—Y CMP-5-MEMBER CONFIG UPDATE: Received member configuration from
member [dec].

%II‘:

BA
[dec]

#HELE
I5— Awy+t—Y CMP-5-MGMT VLAN CHNG: The management vlan has been changed to

[dec].

B VLAN [dec] VLAN

%II‘:

HRNE

I5— Ay+t—2 CMP-5-NBR UPD SIZE TOO BIG: Number of neighbors in neighbor update
is [int], maximum number of neighbors allowed in neighbor update is [int].

Sie
[int] [int]

HRNE

Cisco IE2000 R4 v F YRTL Ayvt— HA K
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DHCP_SNOOPING # yt+—%

IS— Fytk—o
Name: [chars]).

%I:I

B

#RLE

CMP-5-REMOVE: The Device i1s removed from the cluster (Cluster

[chars]

DHCP_SNOOPING #* v t—o

IS— Fytk—o
internal error,

%II‘:

B

#RLE

P.1-5

IS— Aytw—o

transfer failed.

%II‘:

B
[char]

HRNE

IS—Ayte—>
transfer failed

B

HRNE

.

IS— Ayt—2

received [dec]
7L
[dec]
HRELE

DHCP_SNOOPING—3—DHCP_SNOOPING_INTERNAL_ERROR: DHCP Snooping
[chars].

DHCP
[chars]

Bug Toolkit
TAC

DHCP SNOOPING-4-AGENT OPERATION FAILED: DHCP snooping binding
[chars].

DHCP

DHCP_ SNOOPING-4-AGENT OPERATION FAILED N: DHCP snooping binding

([dec]). [chars].

DHCP

[dec] [chars]

DHCP SNOOPING-4-DHCP_ SNOOPING ERRDISABLE WARNING: DHCP Snooping

DHCP packets on interface [chars].

DHCP

DHCP [chars]

Il CiscolE2000 R1 vF YRTL dvt—Y ALK
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IS— Aytk—

DHCP_SNOOPING »y+—> N

DHCP_ SNOOPING-4-DHCP SNOOPING PVLAN WARNING: DHCP Snooping

configuration may not take effect on secondary vlan [dec]. [chars]
S4B VLAN LAN
VLAN DHCP VLAN
[dec] VLAN VLANID [chars]
HERENE

IS5—Fye—o
source binding

%II‘:

BA
[dec]

HENE
IS—Ayt—9

may not take effe
[chars].

BT
[dec]
HRLE

IS— Aytw—o

is configured on non existing vlan

DHCP_SNOOPING—4—IP_SOURCE_BINDING_NON_EXISTING_VLAN_WARNING: IP
[dec].

VLAN IP

VLAN

DHCP SNOOPING-4-IP SOURCE BINDING PVLAN WARNING: IP source filter
ct on secondary vlan [dec] where IP source binding is configured.

VLAN VLAN IP

VLAN

VLAN [chars]

DHCP SNOOPING-4-NTP NOT RUNNING: NTP is not running; reloaded

binding lease expiration times are incorrect.

B

#ZNE
DHCP

IS— Ayt—¥
processing queue
dropped.

&
DHCP

HRNLE

DHCP
NTP

DHCP

NTP
DHCP

DHCP SNOOPING-4-QUEUE FULL: Fail to enqueue DHCP packet into

: [chars], the queue is most likely full and the packet will be
DHCP CPU DHCP
Denial of Service DoS;

[chars]

[ oL-29598-01-J
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Bl DHCP_SNOOPING * v&—

IS— Aytk—

binding transfer failed on the Standby Supervisor. [chars].
BL:
[chars]
HRELE

IS—Ayb—o
[chars] succeeded.

%II‘:

B DHCP
DHCP

#RLE

I5— Ayt—9
bindings ignored.

%II‘:

B

DHCP

HRNE

IZ5— *Avte—o
bindings ignored.

%II‘:

B

DHCP 2

HRNE

IS— Ayt—¥
ignored.

DHCP SNOOPING-6-LEASE EXPIRED: Lease Expired.

B2
DHCP
[dec]

HRLE

DHCP_ SNOOPING-6-BINDING COLLISION: Binding collision.

MAC

DHCP_SNOOPING-6-INTERFACE NOT VALID: Interface not valid.

DHCP_ SNOOPING-4-STANDBY AGENT OPERATION FAILED: DHCP snooping

DHCP

DHCP SNOOPING-6-AGENT OPERATION SUCCEEDED: DHCP snooping database

[chars]

[dec]

VLAN

[dec]

[dec]

[dec] bindings

Il CiscolE2000 R1 vF YRTL dvt—Y ALK
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DOTIX »v&—L M

IS—rAyte— DHCP SNOOPING-6-PARSE FAILURE: Parsing failed for [dec] bindings.

%I:I

BH
[dec]
HEZWLE

I5— *wv+—Y DHCP SNOOPING-6-VLAN NOT SUPPORTED: Vlan not supported. [dec]
bindings ignored.

%I:I

BA
VLAN
[dec]

#RLE

DOTIX A vt—o

I5— Ay+t—Y DOT1X-4-PROC_START ERR: Dotlx unable to start.

] 802.1x

%I:I

#EME  dotlx system-auth-control
802.1x

IS— Ayt—o DOT1X-4-UNKN_ERR: An unknown operational error occurred.

BILL] 802.1x

#RNLE

I5— 4Awt— DOT1IX-5-FAIL: Authentication failed for client ([chars]) on
Interface [chars]

S4B [chars]
[chars]

HRELE
IS— AvtE—o DOT1X-4-MEM UNAVAIL: Memory was not available to perform the

802.1X action. AuditSessionID [chars]

A 802.1x [chars]
1D

%I:I

HRNLE

Cisco IE2000 R4 v F YRTL Ayvt— HA K
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Bl DOTIX_SWITCH A vy &—%

IS— rvyt— DOT1X-5-FAIL: Authentication failed for client ([chars]) on
Interface [chars] AuditSessionID [chars]

%I:I

BH [chars] ID 2 [chars]
3 [chars] ID

#RLE

IS—FrAyt— DOT1X-5-SUCCESS: Authentication successful for client ([chars]) on
Interface [chars] AuditSessionID [chars]

%II‘:

BH [chars] ID 2 [chars]
3 [chars] ID

#RLE

I5— Ay+—Y DOT1X-5-RESULT OVERRIDE: Authentication result overridden for

client ([chars]) on Interface [chars] AuditSessionID [chars]
5t BA [chars] ID 2 [chars]
3 [chars] ID
HERENE

DOT1X_SWITCH * v t&—2

I5— Ay+t—Y DOT1X SWITCH-4-PROC START ERR: Unable to start dotlx switch

process.
B L 802.1x
HAZNE reload EXEC

I5— Awt—Y DOT1X SWITCH-5-ERR INVALID PRIMARY VLAN: Attempt to assign
primary VLAN [dec] to 802.1x port [chars] AuditSessionID [chars]

BB 802.1x VLAN
[dec] VLAN [chars] 2 [chars] ID
HRILE VLAN

A

(G¥) 1P

Cisco IE 2000 1 v F YATL Aytk— HA K
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A v t—IBELUVEEFIE

IS— Aytk—

secondary VLAN [dec]

DOT1X_SWITCH » vt&—> W

DOT1X SWITCH-5-ERR INVALID SEC VLAN: Attempt to assign invalid

to PVLAN host 802.1x port [chars] AuditSessionID [chars]

EL VLAN 802.1x VLAN
[dec] VLAN [chars] 2 [chars] ID
HAENE PVLAN
VLAN
N
() 1P
IZ5— Ay+E—Y DOTIX SWITCH-5-ERR PRIMARY VLAN NOT FOUND: Attempt to assign VLAN
[dec], whose primary VLAN does not exist or is shutdown, to 802.1x port [chars]
AuditSessionID [chars]
BtBA VLAN VLAN
[dec] VLAN [chars] 2 [chars]
ID
HRELE VLAN
VLAN VLAN
N
(GE) IP

IS— Aytk—9
non-existent VLAN

L
[dec] VLAN
HRLE

IS—Ayte—o
VLAN [dec]

B2
[chars]

HELE
VLAN

to non-PVLAN host 802.1x port

VLAN

DOT1X SWITCH-5-ERR RADIUS VLAN NOT FOUND: Attempt to assign

[chars] to dotlx port [chars]
RADIUS ID VLAN
ID
[chars]
VLAN 1D

DOT1X SWITCH-5-ERR SEC VLAN INVALID: Attempt to assign secondary

[chars] AuditSessionID [chars]

VLAN

[dec] VLAN [chars] 2

ID

VLAN
VLAN

[ oL-29598-01-J
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Bl DOTIX_SWITCH A vy &—%

IZ5— *yH&—Y DOT1X SWITCH-5-ERR _SPAN DST PORT: Attempt to assign VLAN [dec] to
802.1x port [chars], which is configured as a SPAN destination AuditSessionID

[chars]
A SPAN 802.1x
VLAN [dec] VLAN [chars] 2
[chars] ID
HHILE SPAN SPAN VLAN

I5— *v+t—Y DOT1X SWITCH-5-ERR VLAN EQ MDA INACTIVE: Multi-Domain

Authentication cannot activate because Data and Voice VLANs are the same on port
AuditSessionID [chars]
B2 VLAN VLAN
MDA [chars] ID
HENE VLAN VLAN
MDA

IS—rtyt—o DOT1X SWITCH-5-ERR VLAN EQ VVLAN: Data VLAN [dec] on port [chars]
cannot be equivalent to the Voice VLAN AuditSessionID [chars]

SHEA  802.1x VLAN VLAN
[dec] VLAN [chars] 2 [chars] ID
HRNE VLAN  802.1x VLAN

IS—Ayte—

DOT1X SWITCH-5-ERR VLAN INTERNAL: Attempt to assign internal VLAN

[dec] to 802.1x port [chars] AuditSessionID [chars]
BiHR  802.1x VLAN VLAN
[dec] VLAN [chars]
2 [chars] ID
HRNE VLAN

IS—Avte—9

DOT1X SWITCH-5-ERR VLAN INVALID: Attempt to assign invalid VLAN

[dec] to 802.1x port [chars] AuditSessionID [chars]
BHR 802.1x VLAN VLAN
[dec] VLAN [chars] 2 [chars] ID
HRNE VLAN

Il CiscolE2000 R1 vF YRTL dvt—Y ALK
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A v t—IBELUVEEFIE

IS— Fytk—o
[dec] to routed 802.1x port [chars]

%I:I

BA
[dec]

#ELE VLAN

I5— Ayt—9
[dec] to promiscuous 802.1x port

108
[dec] VLAN
HERENE

IS—Frye—o
[dec] to 802.1x port

BB 802.1x

[chars]

HRNE

IS—FAyte—o
to 802.1x port

At
VLAN

#EME VLAN

802.1x

IS—Aye—

B

802.1x
MAC

ID

HRNE

DOT1X_SWITCH » vt&—> W

DOTlX_SWITCH—5—ERR_VLAN_ON_ROUTED_PORT: Attempt to assign VLAN
AuditSessionID [chars]

VLAN

[chars] 2 [chars] ID

DOTlX_SWITCH—5—ERR_VLAN_PROMISC_PORT: Attempt to assign VLAN
[chars] AuditSessionID [chars]

2 [chars] ID

VLAN

DOT1X SWITCH-5-ERR VLAN RESERVED: Attempt to assign reserved VLAN
AuditSessionID [chars]

VLAN

[dec] VLAN [chars] 2

DOTlX_SWITCH—5—ERR_VLAN_RSPAN: Attempt to assign RSPAN VLAN [dec]
. 802.1x is incompatible with RSPAN AuditSessionID [chars]

VLAN [dec]

2 [chars] ID

VLAN

DOT1X SWITCH-5-ERR ADDING ADDRESS: Unable to add address [enet] on
[chars] AuditSessionID

MAC

[enet]

[chars] 2 [chars]

MAC

[ oL-29598-01-J
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W pDTPAvE—Y

N

(G¥) P

I5— AvytE—2 DOTIX SWITCH-5-ERR _VLAN NOT FOUND: Attempt to assign non-existent

or shutdown VLAN [chars] to 802.1x port [chars] AuditSessionID [chars]
B8 802.1x VLAN VLAN
VTP [dec] VLAN [chars]
2 [chars] ID
HERELE VLAN

VLAN

DTP *vt—¥

IS—Ave— DTP-4-MEM UNAVAIL: Memory was not available to perform the trunk
negotiation action.

%I:I

BA

HRNLE

IS—Avte—o DTP-4-TMRERR: An internal timer error occurred when trunking on
interface [chars].

%I:I

BH

[chars]
HERLE
reload EXEC

IS— Ayt—o DTP-4-UNKN_ERR: An unknown operational error occurred.

%I:I

B

HRME reload EXEC
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DTP »vt— M

IS—Ayte—9 DTP-5-DOMAINMISMATCH: Unable to perform trunk negotiation on port
[chars] because of VTP domain mismatch.

Bk 2 VLAN
VTP
VTP [chars]
HENE VTP

IS— rvyt— DTP-5-ILGLCFG: Illegal config (on, isl--on,dotlqg) on [chars].

%I:I

BA ISL on
802.1Q on [chars]

#RLE 2

IS— rvyt— DTP-5-NONTRUNKPORTON: Port [chars] has become non-trunk.

%I:I

BH
[chars]

HRNLE

IS5— Awt—Y DIP-5-TRUNKPORTCHG: Port [chars] has changed from [chars] trunk to
[chars] trunk.

A
[chars] [chars] 3 [chars]

#RLE

IS— rytw— DTP-5-TRUNKPORTON: Port [chars] has become [chars] trunk.

%I:I

BA
[chars] [chars]

HRNLE

Cisco IE2000 R4 v F YRTL Ayvt— HA K
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W pwL Avt&—2

DWL Avyt—

Down-When-Looped DWL

I5— *y+—Y DWL-3-LOOP BACK DETECTED: Loop-back detected on [chars].
SieA
[chars]

HARNE shutdown no
shutdown

EC Avyvt—o

IS— ryvt—o EC-4-NOMEM: Not enough memory available for [chars].

EL LACP PAgP EtherChannel
[chars]

HRNLE
Bug Toolkit
TAC

P.1-5

IT53— rvt—o EC-5-BUNDLE: Interface [chars] joined port-channel [chars].

7L EtherChannel
[chars] [chars]  EtherChannel

HRNLE

I5— Ay+E—Y EC-5-CANNOT ALLOCATE AGGREGATOR: Aggregator limit reached, cannot
allocate aggregator for group [dec].

BILL]
[dec]

HRNLE

Cisco IE 2000 1 v F YATL Aytk— HA K
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EC »vt—> N

IS— Avt— EC-5-CANNOT BUNDLEl: Port-channel [chars] is down, port [chars]
will remain stand-alone.
BL
[chars]  EtherChannel
[chars]
HERENE
IS— Avyt— EC-5-CANNOT BUNDLEZ: [chars] is not compatible with [chars] and
will be suspended ([chars]).
£ L) EtherChannel
EtherChannel
EtherChannel
[chars] 2 [chars]
3 [chars]
#22ME  EtherChannel
IS— rvyt— EC-5-CANNOT BUNDLE LACP: [chars] is not compatible with

aggregators in channel [dec] and cannot attach to
#tEA
[chars]
[chars]
HRILE
IS5S— Avy+t—Y EC-5-COMPATIBLE: [chars]
tEA
[chars]
HRELE

I5— XAy+t—Y EC-5-DONTBNDL:

[chars]

[chars] suspended:

%II‘:

B

[chars]

HRNE

Cisco IE 2000 X 1

them ([chars]).

[dec]

is compatible with port-channel members.

incompatible remote port with

[chars]

[ oL-29598-01-J
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W ECcAryve—o

IS— Ay —o EC-5-ERRPROT: Channel protocol mismatch for interface [chars] in

group [dec]: the interface can not be added to the channel group.
SR
[chars] [dec]
HRELE

IS—Frwyt— EC-5-ERRPROT2: Command rejected: the interface [chars] is already
part of a channel with a different type of protocol enabled.

%II‘:

BA
[chars]

#RLE

IS—Frwyt— EC-5-ERRPROT3: Command rejected: the interface [chars] is already
part of a channel.

%II‘:

BA
[chars]

#RLE

IS—FrAyt— EC-5-MINLINKS MET: Port-channel [chars] is up as its bundled ports
([dec]) meets min-links

5t BA EtherChannel

[chars]  EtherChannel [dec]
EtherChannel
HRWLE

IS—Ayt— EC-5-MINLINKS NOTMET: Port-channel [chars] is down bundled ports
([dec]) doesn't meet min-links

5 BA
[chars]  EtherChannel [dec] EtherChannel
#4ZME  EtherChannel
EtherChannel
IS5S— *v+— EC-5-NOLACP: Invalid EC mode, LACP not enabled.
BtBA LACP
EtherChannel
HEME LACP EC on

Il CiscolE2000 R1 vF YRTL dvt—Y ALK
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A v t—IBELUVEEFIE

IS— Aytk—

Bk Cisco 10S
desirable auto
HERNE PAgP
channel-group-number mode on
on

IS— AvtE—o
admin-down.

%I:I

BA

#RLE

IS5— Ayt—Y EC-5-STAYDOWN:
[chars] 1s admin-down.

%I:I

B

[chars]

#RLE

I5—Ayt—9

online.
BtEA no shutdown
EtherChannel
EtherChannel
[dec]
#RLE

IS—Ayte—

%II‘:

BA
[chars]
[chars]

#RLE

EC »vt—> N

EC-5-NOPAGP: Invalid EC mode, PAgP not enabled.

PAgP EtherChannel

channel-group

EC-5-PORTDOWN: Shutting down [chars] as its port-channel is

[chars]

no shutdown

[chars] will remain down as its port-channel

[chars]

EtherChannel

no shutdown

EC-5-STAYDOWN: no-shut not allowed on [chars]. Module [dec] not

EtherChannel
EtherChannel
[chars]

EtherChannel

EC-5-UNBUNDLE: Interface [chars] left the port-channel [chars].

EtherChannel

EtherChannel

[ oL-29598-01-J

Cisco IE 2000 R4 v F YRTL *vE—Y HA4F



E2E Fyb—UBLUEHETIE |

W EPM Avt&—

IS5— Ay¥—Y EC-5-UNSUITABLE:

%I:I

BA

VMPS 802.1x
EtherChannel

[chars]

HRLE

EPM A vt&—2

IZ5— Ay+—Y EPM-6-AUTH ACL: POLICY

%I:I

BA
1 [chars] dACL

HRNLE

ETHCNTR A v t—o

[chars] will not join any port-channel, [chars].

1 EtherChannel

PortFast VLAN

VLAN SPAN
[chars]

[chars] | EVENT [chars]

ACL dACL

[chars]

I5— Aw+—Y ETHCNTR-3-HALF DUX COLLISION EXCEED THRESHOLD: Collision at
[chars] exceed threshold. Consider as loop-back.

B
PoE
AC power inline never
HRME PoE
shutdown no shutdown
PoE
errdisable

Power over Ethernet PoE

AC

[chars]

power inline auto

Il CiscolE2000 R1 vF YRTL dvt—Y ALK
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EXPRESS_SETUP »v+t— M
The

IS—Ayw—9

ETHCNTR-3-LOOP BACK DETECTED:, Loop-back detected on [chars].

port is forced to linkdown.

%I:I

B

#RLE

IZ5— *Avte—o
Shutting down

%II‘:

B

VLANO0002

#EME VLAN

[chars]

no shutdown
no keepalive

errdisable
CSCead6385

ETHCNTR-3-NO HARDWARE RESOURCES: Not enough hardware resources.

[chars].

VLAN LAN

[chars]
VLAN

1023

EXPRESS_SETUP * vy+t—o

IS— Aytw—o

#tEA

Setup

Setup

Express Setup

HRLE

P.1-5

Setup/admin button pressed for more than 10 seconds.

Express

Setup
5

Bug Toolkit
TAC

Cisco IE 2000 R4 v F YRTL *vE—Y HA4F
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M FLASH _DEVICE * y&—%

I5— Ay+t—Y EXPRESS SETUP-3-UNABLE TO RESET CONFIG: [chars].

1L

[chars] error renaming config
file error removing config file

error removing private config file
HRELE
Bug Toolkit
TAC
P.1-5
IS— tAyw—o EXPRESS SETUP-6-CONFIG IS RESET: [chars].

S4B [chars]

The configuration is reset and the system will now reboot

HENE
Bug Toolkit
TAC

P.1-5

.

I5— Avyt—Y EXPRESS SETUP-6-MODE ENTERED.

%I:I

BA Express Setup

I5— Ayt—Y EXPRESS SETUP-6-MODE EXITED.

B8R Express Setup

FLASH_DEVICE #* vt—¥

I5— Ay+—Y FLASH-1-DEVICE REMOVED: Flash device removed

SieA

HRNLE

Cisco IE 2000 1 v F YATL Aytk— HA K
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GBIC_SECURITY »y+—> W

I5— Ay+—Y FLASH-6-DEVICE INSERTED: Flash device inserted

%I:I

BA

HRNLE

GBIC_SECURITY #v+£—%

GBIC
SFP GBIC SFP
CRC
EEPROM EEPROM
CRC CRC
EEPROM
~
(3¥)  Cisco IE 2000 SFP GBIC
GBIC
SFP

I5— AyHt—Y GBIC SECURITY-4-EEPROM CRC ERR: EEPROM checksum error for GBIC in

[chars].
BL GBIC EEPROM
[chars] GBIC
HRZNE GBIC

IZ5— AwyHt—Y GBIC SECURITY-4-EEPROM READ ERR: Error in reading GBIC serial ID
in [chars].

%I:I

BA EEPROM GBIC
[chars] GBIC

HRELE GBIC

I5— *Ay+—Y GBIC SECURITY-4-EEPROM SECURITY ERR: GBIC in [chars] failed
security check.

%I:I

A GBIC EEPROM
[chars] GBIC

HRELE GBIC

Cisco IE2000 R4 v F YRTL Ayvt— HA K
[ oL-29598-01-J .m



E2E Fyb—UBLUEHETIE |

Bl GBIC_SECURITY_CRYPT *v+&—%

IZ5— *vy+H&—Y GBIC SECURITY-4-GBIC INTERR: Internal error occurred in setup for
GBIC interface [chars].

%I:I

B SFP

[chars] SFP

#EUME reload EXEC
show tech-support EXEC

Bug Toolkit
TAC

P.1-5

IS— Ayte—o GBIC SECURITY-6-SFP INSERTED: Transceiver SFP [chars] module
inserted in [chars]

%II‘:

B OIR
[chars] [chars]

HRNE

IS— ryt—o GBIC SECURITY-6-SFP REMOVED: Transceiver SFP [chars] module
removed from [chars]

%II‘:

B OIR
[chars]
[chars]

HRNE

GBIC_SECURITY _CRYPT #* v t&—%

GBIC Small
Form-Factor Pluggable SFP

N

(3¥)  Cisco IE 2000 SFP GBIC

GBIC
SFP

Cisco IE 2000 1 v F YATL Aytk— HA K
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HARDWARE » vt—2 W

IZ5— Aw+—Y GBIC SECURITY CRYPT-4-ID MISMATCH: Identification check failed
for GBIC interface [chars].

BA SFP SFP

%I:I

[chars]
HEZALE CiscoIOS SFP
SFP

IZ5— Awy+t—Y GBIC SECURITY CRYPT-4-UNRECOGNIZED VENDOR: GBIC interface [chars]
manufactured by an unrecognized vendor.

%II‘:

BA SFP SFP
SFP
[chars]

HAENE CiscoIOS SFP

IZ5— *w+—Y GBIC SECURITY CRYPT-4-VN DATA CRC_ERROR: GBIC interface [chars]
has bad crc.

7L SFP SFP
EEPROM CRC

[chars]

HRWLE Cisco I0S SFP

SFP

HARDWARE # v t—¥

I5— Awy+t—Y HARDWARE-2-FAN ERROR: Fan [chars] Failure

B [chars]

%II‘:

HRNE

Bug Toolkit
TAC

P.1-5

Cisco IE2000 R4 v F YRTL Ayvt— HA K
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Bl HARDWARE * vy &—%

IS— tAyw—o HARDWARE-2-THERMAL WARNING: Temperature has reached warning
threshold.

%I:I

B

#RLE

IS— rvyt— HARDWARE-3-ASICNUM ERROR: Port-ASIC number [dec] is invalid.

BH ASIC
ASIC 1D [dec] ASIC

%I:I

HENE
Bug Toolkit
TAC

P.1-5

IS— rvyt— HARDWARE-3-INDEX ERROR: Index value [dec] is invalid.

1L
[dec]
HENE
Bug Toolkit
TAC
P.1-5

IS— rytw— HARDWARE-3-INTRNUM ERROR: Port-ASIC Interrupt number [dec] is

invalid.
SR ASIC ID
[dec]
HENE
Bug Toolkit
TAC
P.1-5

Cisco IE 2000 1 v F YATL Aytk— HA K
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IS— Aytk—

%I:I

BA

HRNLE

P.1-5

IS— Aytk—

st
ASIC

HRNLE

P.1-5

IS— Avte—9
invalid

%I:I

BH
#RLE

IS—Ayw—9

%I:I

BA
HELE

HARDWARE » vt—2 W

HARDWARE-3-PORTNUM ERROR: port number [dec] is invalid.

ASIC [dec]

Bug Toolkit
TAC

HARDWARE-3-STATS ERROR: Statistics ID [dec] is invalid.

ID
ID [dec] ID

Bug Toolkit
TAC

HARDWARE-3-ASICNUM ERROR: [traceback] Port-ASIC number [dec] is

ASIC [dec] ASIC

Bug Toolkit
TAC

HARDWARE-3-PORTNUM ERROR: [traceback] port number [dec] is invalid

[dec]

Bug Toolkit
TAC

[ oL-29598-01-J
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W HLFM A v &—

HLFM £ v t&—o

IS— rvyt— HLFM-3-MACFREE ERROR: MAC address [enet], vlan [dec] is still

referenced; cannot free.

L) MAC MAC
[enet] MAC [dec] VLAN LAN

ID

HENE

Bug Toolkit
TAC

P.1-5

IS— ryt—o HLFM-3-MAP_ERROR: IP address [IP address] not in mac tables,

mac-address [enet], vlan [dec].

A IP MAC

[TP_address] IP [enet] MAC [dec] VLAN
ID
HRLE

Bug Toolkit
TAC

P.1-5

I5— Avyt—Y HLFM-3-MOD SD: Failed to modify Station Descriptor with index

[dec], vlan [dec], di [dec], error [dec], mad [dec], ref-count [dec].
B L)
[dec]
2 [dec] VLANID 3 [dec] 4
[dec] 5 [dec] MAC 6 [dec]
MAC
HRNE

Bug Toolkit
TAC

P.1-5

Cisco IE 2000 1 v F YATL Aytk— HA K
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IDBMAN * vt—o

IDBMAN v +&—> M

IS—FrAyt— IDBMAN-3-AGGPORTMISMATCH: [chars]: [chars] ([dec] / [dec]) does not
match internal slot/port state [chars] ([dec] / [dec]).
EL)]
[chars] 2 3 [chars]
([dec] / [dec]) /
HERENE
Bug Toolkit
TAC
P.1-5
I5— Avy+— IDBMAN-3-DELETEDAGGPORT: [chars] ([dec] / [dec]) Group [dec] has

been deleted, but is being reused.

%II‘:

B

HRNE

P.1-5
IS— AvtE—P
invalid bandwidth value of
EL]
[chars]

HRNE

P.1-5

IDBMAN-3-INVALIDAGGPORTBANDWIDTH:

[chars] ([dec] / [dec])

Bug Toolkit
TAC

[chars] ([dec] / [dec]) has an

[dec].

([dec] / [dec])
[dec]

Bug Toolkit
TAC

[ oL-29598-01-J
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%2

IDBMAN * y+—2

IS—Fryt—o

[dec] ( Max [dec] ).
e
[chars]
[dec]
HENE
P.1-5

IDBMAN-3-INVALIDPORT:

F}ytE—CHELUREFIE |

[chars]: trying to use invalid port number

[dec]

Bug Toolkit
TAC

IS— Avt— IDBMAN-3-INVALIDVLAN: [chars]: trying to use invalid Vlan [dec].
S8 VLAN LAN
[chars] [dec] VLAN ID
HEZALE
Bug Toolkit
TAC
P.1-5
IS— rvyt— IDBMAN-3-NOTANAGGPORT: [chars] ( [dec] / [dec] ) is not an
aggregate port.
A
[chars] ([dec] /
[dec]) /
HRWLE

P.1-5

IS—AvEe—o
in

Aggport [chars [ ([dec]
B2
2 [chars]
/
HRLE

Il CiscolE2000 R1 vF YRTL dvt—Y ALK

IDBMAN-3-PORTNOTINAGGPORT:

Bug Toolkit
TAC

[chars] ([dec] / [dec]) is not present

/ [dec]).

[chars]
([dec] / [dec])

Bug Toolkit
TAC

0L-29598-01-J |
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IFMGR »vt— W

P.1-5

IS— Ayte—o IDBMAN-3-VLANNOTSET: [chars]: Vlan [dec] not set since it already

has Vlan [dec].

Bk VLAN

[chars] [dec]
VLAN ID 2 [dec] VLAN ID
HEZZALE

Bug Toolkit
TAC
P.1-5

IS—Frwyt— IDBMAN-4-ACTIVEPORTSINAGGPORT: [chars] ( [dec] / [dec] ) has [dec]
active ports, but is being removed.

%II‘:

B

[chars] ([dec] / [dec])
/ [dec]

#RLE

Bug Toolkit
TAC

P.1-5

IFMGR #* vt—

I5— Awt—Y IFMGR-3-IFINDEX PERSIST ENTRY CORRUPT: [chars] seems to be
corrupted. Trying to read [dec] size
B iflndex [chars]  ifIndex [dec]
ifIndex
HAZWME  ifIndex delete nvram:ifindex-table EXEC

Cisco IE 2000 R4 v F YRTL *vE—Y HA4F

[ oL-29598-01-J
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Bl IGMP_QUERIER * v &—%

I5— Awy+t—Y IFMGR-3-INVALID PERSISTENT DATA: Invalid persistent data

%I:I

BA

HENE

Bug Toolkit
TAC

IGMP_QUERIER # v t—o

IZ5— Aw+t—Y IGMP QUERIER-4-NO IP ADDR CFG: The IGMP querier cannot send out
General Query messages in VLAN [dec] because there is no IP address configured on

the system.
BH VLAN 1P

IGMP
[dec] VLANID

%II‘:

#EME IGMP P

IZ5— Awv+—Y IGMP QUERIER-4-SNOOPING DISABLED: The IGMP querier is
operationally disabled in VLAN [dec] because IGMP snooping has been disabled in

this VLAN.

5288 VLAN IGMP
IGMP IGMP
[dec] VLANID

HENE IGMP VLAN

I5— Awy+t—2 IGMP QUERIER-6-PIM DISABLED: The IGMP querier is now operationally
enabled in VLAN [dec] because PIM is no longer enabled on the SVI.

el PIM
SVI IGMP
[dec] VLANID

HRNE
IS— ryvt—o IGMP QUERIER-6-SNOOPING ENABLED: The IGMP querier is now
operationally enabled in VLAN [dec] because IGMP snooping is no longer disabled.

BTLL] IGMP
[dec] VLANID

Cisco IE 2000 1 v F YATL Aytk— HA K
m. 0L-29598-01-J |
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ILET A v+&—> W

ILET A vt&—2

I5— Ay+—Y ILET-1-AUTHENTICATION FAIL: This Switch may not have been
manufactured by Cisco or with Cisco’s authorization. This product may contain
software that was copied in violation of Cisco’s license terms. If your use of
this product is the cause of a support issue, Cisco may deny operation of the
product, support under your warranty or under a Cisco technical support program
such as Smartnet. Please contact Cisco’s Technical Assistance Center for more
information.

%I:I

BA
#HELE

I5— Av+—2 ILET-1-DEVICE AUTHENTICATION FAIL: The [chars] inserted in this
switch may not have been manufactured by Cisco or with Cisco's authorization. If
your use of this product is the cause of a support issue, Cisco may deny operation
of the product, support under your warranty or under a Cisco technical support
program such as Smartnet. Please contact Cisco's Technical Assistance Center for
more information.

Bt B8R [chars]

HRNE

ILPOWER »* v+t—o

IS5— ryt— ILPOWER-3-CONTROLLER ERR: Controller error, Controller number

[dec]: [chars].
BB PoE PoE
[dec] [chars]
HRNE
Bug Toolkit
TAC
“Error Message Traceback Reports™ section on
page 1-5

[ oL-29598-01-J
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Bl |LPOWER * y&—%

IS— Ayt — ILPOWER-3-CONTROLLER IF ERR: Controller interface error, [chars]:

[chars].

§BR  PoE

[chars] [chars]

HRELE

Bug Toolkit
TAC
“Error Message Traceback Reports” section on

page 1-5

I5— Ay+—Y ILPOWER-3-CONTROLLER PORT ERR:Controller port error, Interface
Fa0/7:Power given, but link is not up.

%II‘:

B

HAENE shutdown
no shutdown
ESD Cisco IOS Releasel2.1 14 EAI1

I5— Ayt—Y ILPOWER-3-CONTROLLER POST ERR: Inline Power Feature is disabled on
this switch because Power On Self Test (POST) failed on this switch. Please consult
TECH support for further assistance

E388  Power-on Self-Test POST; PoE
PoE

HRLE
Bug Toolkit

TAC

“Error Message Traceback Reports” section on
page 1-5

IS—AyEe—o ILPOWER-3-ILPOWER INTERNAL IF ERROR: Inline Power internal error,
interface [chars]: [chars].

BB PoE [chars]
[chars]

HRNLE
Bug Toolkit
TAC

“Error Message Traceback Reports”
section on page 1-5

Cisco IE 2000 1 v F YATL Aytk— HA K
m. 0L-29598-01-J |
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A v t—IBELUVEEFIE

ILPOWER »y+—> N

IS— Ay —o ILPOWER-3-SHUT OVERDRAWN: Interface [chars] is shutdown as it is

consuming more than the maximum configured power ([dec]) milliwatts.
BL
[chars] [dec]
HERENE

I5— *y+¥—Y TLPOWER-4-ILPOWER POWER SUPPLY: PoE Power Supply for

[dec] : [chars]
BtBA PoE
[dec] [chars] OIR PoE
HERENE

IS—Ayte—9 ILPOWER-4-ILPOWER PS ABSENCE: PoE module Power Supply not present
Inline Power Feature is disabled on [chars] because Power On Self Test (POST)
failed: [chars]

BTLL] PoE
[chars] [chars] POST
IE2000
HRWE PoE PoE

I5— AyHE—2 ILPOWER-4-LOG OVERDRAWN: Interface [chars] is overdrawing power.
it is consuming [dec] milliwatts where as maximum configured power is ([dec])
milliwatts.

BILL]
[chars] [dec]

HRNE

IS— Ayvte—o ILPOWER-5-CLR_OVERDRAWN: Interface [chars] is NOT overdrawing
power. it is consuming [dec] milliwatts where as maximum configured value is
([dec]) milliwatts.

E%EH  PoE

[chars] [dec]
2 [dec]
HEZWLE

[ oL-29598-01-J
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Bl |LPOWER * y&—%

IS5— *y+¥—Y ILPOWER-5-IEEE-DISCONNECT:

%I:I

BA

HRLE

Interface [chars]: PD removed.

AC
[chars]

IS—Aye—o ILPOWER-5-ILPOWER _POWER CDP SHUT: Interface [chars]: inline power

shut

%I:I

BA

#RLE

PoE CDP

IS— ryt— ILPOWER-5-ILPOWER POWER DENY: Interface [chars]: inline power

denied

%I:I

BH PoE

#RLE

[chars] PoE ID

IS— rvyt— ILPOWER-5-INVALID IEEE CLASS: Interface [chars]: has detected

invalid IEEE class: [dec] device.
S4B IEEE
[chars]
HERENE

Power denied

[dec] IEEE

IS— rvyt— ILPOWER-5-LINKDOWN DISCONNECT: Interface [chars]: Link down

disconnect.

%II‘:

B

#RLE

AC
[chars]

Il CiscolE2000 R1 vF YRTL dvt—Y ALK

0L-29598-01-J |
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Prye— M

IS— rvyt— ILPOWER-5-POWER GRANTED: Interface [chars]: Power granted.

%I:I

A [chars]
HERELE

I5— 4w+ —Y ILPOWER-7-DETECT: Interface [chars]: Power Device
detected: [chars].

S4B [chars]
[chars] IEEE

HRNLE

IP Ayt—

IS—Ayt— IP-3-SBINIT: Error initializing [chars] subblock data structure.

[chars]

%I:I

B [chars] ID

#RLE

IP_DEVICE_TRACKING HA * v+t—3

IJ5— Awy+—Y IP DEVICE TRACKING HA-4-ENTRY OUT OF SYNC: Host mac-address
[enet] ip-address [IP_address] interface [chars]

%I:I

A 1P
[enet] MAC
[IP_address] 1P [chars]

#RLE

MAB » vt—o

IS— rvyt— MAB-5-FAIL: Authentication failed for client ([chars]) on
Interface [chars] AuditSessionID [chars]

%II‘:

BH [chars] 2 [chars]
3 [chars] ID

#RLE

Cisco IE2000 R4 v F YRTL Ayvt— HA K
[ oL-29598-01-J .m
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W MAC LIMIT *v&—

IS—Ayte— MAB-5-SUCCESS: Authentication successful for client ([chars]) on

Interface [chars] AuditSessionID [chars]

%I:I

B [chars]
3 [chars] ID

#RLE

MAC_LIMIT # v+t—3

MAC
MAC_LIMIT

IZ5— *Ay+—Y MAC LIMIT-4-DROP: Vlan
currently [dec] Entries.

%I:I

A VLAN LAN
3 [dec] MAC

HRNLE

2 [chars]
[dec] with Configured limit = [dec] has
VLAN ID [dec] MAC

IS—Ayt—o MAC LIMIT-4-ENFORCE: Enforcing limit on Vlan [dec] with Configured

limit = [dec].
BILL] VLAN MAC
[dec] VLANID [dec] MAC
HRNLE

IZ5— Avy¥—Y VMAC LIMIT-4-EXCEED: Vlan [dec] with Configured limit = [dec] has

currently [dec] Entries.

Bk VLAN MAC
[dec] VLANID
[dec] MAC

#RLE

MAC 3

Il CiscolE2000 R1 vF YRTL dvt—Y ALK
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A v t—IBELUVEEFIE

MAC_MOVE »y+—> N

MAC_MOVE * v&—%

IS— Avyt— MAC MOVE-4-NOTIF: Host [enet] in vlan [dec] is flapping between
port [chars] and port [chars].

BH [enet]
[dec] VLAN LAN ID [chars] 1

%II‘:

[chars] 2

#RLE

PHY A vyt&—2

IS— tAyw—o PHY-4-BADTRANSCEIVER: An inappropriate transceiver has been
inserted in interface [chars].

%II‘:

B

#RLE

I5— AyE—Y PHY-4-CHECK SUM FAILED: SFP EEPROM data check sum failed for SFP
interface [chars].

%II‘:

BA SFP SFP

[chars]  SFP

#AZIE  SFP
SFP

I5— AyE—Y PHY-4-EXCESSIVE ERRORS: Excessive FCS, data, or idle word errors
found on interface [chars].

B L] Frame Check Sequence FCS
[chars]

HAZNE show interface EXEC

Cyclic Redundancy Check CRC;
shutdown
no shutdown

[ oL-29598-01-J
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W PHY xv&—9
IS— Avyt— PHY-4-MODULE DUP: SFPs in [chars] and in [chars] have duplicate

vendor-id and serial numbers.

Bk SFP
ID
[chars] SFP
SFP
HENE

P.1-5

IS— Aytk—

%I:I

BA
[chars]

#RLE

PHY-4-SFP_NOT SUPPORTED: The SFP in [chars]

SFP
SFP
[chars]

Bug Toolkit
TAC

is not supported

SFP

Bug Toolkit

TAC
P.1-5
I5— Awy+—Y PHY-4-SFP_PLUS NOT SUPPORTED: The SFP PLUS in [chars] is not
supported
EL)] Cisco X2
[chars] SFP
HRELE

P.1-5

IS— Aytk—9
found in [chars]

B

HRNE

Bug Toolkit
TAC

PHY-4-UNSUPPORTED SFP CARRIER: Unsupported SFP carrier module

SFP SFP

[chars]

Bug Toolkit
TAC

Il CiscolE2000 R1 vF YRTL dvt—Y ALK
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PLATFORM »v+— W

P.1-5

I5— AwytE—Y PHY-4-UNSUPPORTED TRANSCEIVER:Unsupported transceiver found in
[chars]

A SFP SFP
[chars]

%I:I

HENE
Bug Toolkit
TAC

P.1-5

PLATFORM # vt—o

IS— Aytw—9 PLATFORM-1-CRASHED: [chars].

%I:I

BA
[chars]

HENE
Bug Toolkit
TAC

P.1-5

PLATFORM_IPv6 #* vt—o

IZ5— AvyH&—Y PLATFORM IPv6 UCAST-6-PREFIX: One or more, more specific prefixes
could not be programmed into TCAM and are being covered by a less specific prefix

%II‘:

BH TCAM

show platform ipv6 unicast retry route EXEC

#RLE

Cisco IE 2000 R4 wF YRTL *vt— HA K
[ oL-29598-01-J .m
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M PLATFORM PM #* vy &—%

PLATFORM_PM #* v+t—

IS—FrAyt— PLATFORM PM-3-IFCOUNTERROR: Unit number [dec] of interface [chars]
is more than max allowed value of [dec].

%II‘:

BA
[dec] [chars] [dec]

#RLE
Bug Toolkit
TAC

P.1-5

I5— AvyHE—2 PLATFORM PM-3-INTVLANINUSE: internal vlan-id [dec] allocated for
interface [chars] is still in use.

BA VLAN LAN ID
[dec] VLANID [chars]

%II‘:

HRNE
Bug Toolkit
TAC

P.1-5

IS—rAyt— PLATFORM PM-3-NOINTVLAN: internal vlan of interface [chars] is not
active for vlan-id [dec].

EL] VLAN ID vlan_data
[chars] [dec] VLANID

HRNE

Bug Toolkit
TAC

P.1-5

Cisco IE 2000 1 v F YATL Aytk— HA K
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PLATFORM_VLAN * vt—o

IS— Aytk—

PLATFORM_VLAN * vy t—%

PLATFORM VLAN-3-LOCK FAIL: Failed to lock vlan-id [dec],

associated mapped vlan id value [dec].
BtBA VLAN
VLAN VLAN ID
[dec] VLAN ID [dec] VLAN ID MVID
HERENE

P.1-5

IS— Ayte—P

with vlan-id [dec] is invalid.

%II‘:

B

[dec] VLANID

HRNE

P.1-5

IS— Aytw—o

Bug Toolkit
TAC

PLATFORM VLAN-3-MVID ERROR: Mapped Vlan ID value [dec] associated

VLAN MVID

[dec] MVID

Bug Toolkit
TAC

PLATFORM VLAN-3-UNLOCK FAIL: Failed to unlock vlan-id [dec],

associated mapped vlan id value [dec].
L VLAN ID
VLAN [dec] VLAN ID
[dec] MVID
HRWLE
Bug Toolkit
TAC
P.1-5

Cisco IE 2000 R4 v F YRTL *vE—Y HA4F
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W pmAve—

PM Avt—
PM
VLAN LAN UDLD

I5— Ay+—Y PM-2-LOW_SP MEM: Switch process available memory is less than

[dec] bytes.
Bt B8R
2 VLAN
[dec]
HROE VLAN

IS—AvtE—o PM-2-NOMEM: Not enough memory available for [chars].

BILL]
[chars]
HENE
Bug Toolkit
TAC
P.1-5
IZ5— *Ay+—Y PM-2-VLAN ADD: Failed to add VLAN [dec] - [chars].
e VLAN VTP
VLAN [dec] VLANID [chars]
VLAN
HENE

Bug Toolkit
TAC

P.1-5

Cisco IE 2000 1 v F YATL Aytk— HA K
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PM *vt—> N

IS—FrAyt— PM-3-INTERNALERROR: Port Manager Internal Software Error ([chars]:

[chars]: [dec]: [chars]).
A
[chars]
[chars] [dec] [chars]
HENE
Bug Toolkit
TAC
P.1-5

IS— Ay —o PM-4-BAD APP ID: an invalid application id ([dec]) was detected.

AR [dec]
ID

%I:I

#RLE
Bug Toolkit
TAC

P.1-5

IS— rvyt— PM-4-BAD APP REQ: an invalid [chars] request by the ’[chars]’
application was detected.

%II‘:

B

[chars] [chars]

HRLE
Bug Toolkit
TAC

P.1-5

IS— ryt—o PM-4-BAD CARD COOKIE: an invalid card cookie was detected.

%II‘:

BH
#RLE

Bug Toolkit
TAC

P.1-5

Cisco IE2000 R4 v F YRTL Ayvt— HA K
[ oL-29598-01-J .m
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E2E Fyb—UBLUEHETIE |

IS— rvyt— PM-4-BAD CARD SLOT: an invalid card slot ([dec]) was detected.

BTL] [dec]

HERLE
Bug Toolkit
TAC
P.1-5 HP
HP
P.1-5
IS— rvyt— PM-4-BAD COOKIE: ([chars] was detected.
BL [chars]
HERELE
Bug Toolkit
TAC

P.1-5

IS—Ayte— PM-4-BAD HA ENTRY EVENT: Invalid Host access entry event ([dec])
is received.

BL
[dec]
HERENE
Bug Toolkit
TAC
P.1-5

IZ5— Ay+—Y PM-4-BAD PORT COOKIE: an invalid port cookie was detected.

%I:I

BH
#RLE

Bug Toolkit
TAC

P.1-5

Il CiscolE2000 R1 vF YRTL dvt—Y ALK
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PM *vt—> N

IoS— Fryt—o PM-4-BAD PORT NUMBER: an invalid port number ([dec]) was detected.

i [dec]

Bug Toolkit
TAC

P.1-5

IZ5— Ay+—Y PM-4-BAD VLAN COOKIE: an invalid vlan cookie was detected.

%I:I

BA
HELE

Bug Toolkit
TAC

P.1-5

I5— AwtE—Y PM-4-BAD VLAN ID: an invalid vlan id ([dec]) was detected.

EL [dec]
VLAN ID

HRNLE

Bug Toolkit
TAC

P.1-5

IS— Fyte—o PM-4-ERR DISABLE: [chars] error detected on [chars], putting
[chars] in err-disable state.

A
5 PoE
Power over Ethernet PoE AC AC
power inline never
[chars] 2 3
[chars]
HEZME PoE
Bug Toolkit
PoE power inline auto shutdown no
shutdown

[ oL-29598-01-J
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W pmAve—

TAC

P.1-5

IS— Fyte—o PM-4-ERR DISABLE VP: [chars] error detected on [chars], vlan

[dec]. Putting in err-disable state.
%8R VLAN
5 [chars]
[chars]
HERENE
Bug Toolkit
TAC
P.1-5

IS—Ayte— PM-4-ERR RECOVER: Attempting to recover from [chars] err-disable
state on [chars].

%II‘:

B
[chars] [chars]

#RLE
Bug Toolkit
TAC

P.1-5

I5— Awy+t—Y PM-4-ERR RECOVER VP: Attempting to recover from [chars]
err-disable state on [chars], vlan [dec].

%II‘:

B
[chars] [chars]
[dec] VLANID

HRNE

Bug Toolkit
TAC

P.1-5

Il CiscolE2000 R1 vF YRTL dvt—Y ALK
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A v t—IBELUVEEFIE

IS5— Ayt—o
A
VLAN
[chars]

HRNLE

IS—Frye—o

SieA

PM *vt—> N

PM-4-EXT VLAN INUSE: VLAN [dec] currently in use by [chars].
VLAN
[dec] VLAN
VLAN
VLAN VLAN

PM-4-EXT VLAN NOTAVAIL: VLAN [dec] not available in Port Manager.

VLAN

VLAN VLAN [dec]

VLAN

HRNLE

IS—Frye—o

SieA

HRNLE

P.1-5

IS— Ayt—o

available.

%I:I

BA

#RNLE
VLAN

IS—Fve—Y

Manager.

%I:I

BA

HRNLE

VLAN

PM-4-INACTIVE: putting [chars] in inactive state because [chars].

VLAN

[chars] [chars]

Bug Toolkit
TAC

PM-4-INT FAILUP: [chars] failed to come up. No internal VLAN

VLAN
[chars]

no vlan vian-id

PM-4-INT VLAN NOTAVAIL: Failed to allocate internal VLAN in Port

VLAN

VLAN
VLAN

VLAN

no vlan vian-id

no switchport

[ oL-29598-01-J
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W pmAve—

IZ5— Ay+—Y PM-4-INVALID HOST ACCESS ENTRY: Invalid Host access entry type

([dec]) 1is received.
BL
[dec]
HERENE
Bug Toolkit
TAC
P.1-5

IS— Ayt — PM-4-LIMITS: The number of vlan-port instances on [chars] exceeded
the recommended limit of [dec].

BtBEA VLAN
VLAN VLAN 1 10
VLAN 10
8 1
VLAN 1 VLAN 8 [chars]

[dec]

HRELE VLAN [dec]

show interfaces trunk EXEC VLAN

IS— ryt—o PM-4-NO SUBBLOCK: No PM subblock found for [chars].

%II‘:

BA
[chars]

HRNE
Bug Toolkit
TAC

P.1-5

IS— ryt—o PM-4-PORT BOUNCED: Port [chars] was bounced by [chars].

%II‘:

B

[chars]
[chars]

HRNE

Cisco IE 2000 1 v F YATL Aytk— HA K
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IS— Aytk—
VLAN.

%I:I

B

PM *vt—> N

PM-4-PVLAN TYPE CFG ERR: Failed to set VLAN [dec] to a [chars]

VLAN

[dec] VLANID

#RLE

P.1-5

IS— rAyt—v
limit.

%II‘:

B

#RLE

P.1-5

IS— Aytk—9
received.

158

P.1-5

IS— Aytw—o

Bug Toolkit
TAC

PM-4-TOO MANY APP: application ’[chars]’ exceeded registration

[chars]

Bug Toolkit
TAC

PM-4-UNKNOWN HOST ACCESS: Invalid Host access value ([dec]) is

[dec]

Bug Toolkit
TAC

PM-4-VMPS CFG: Dynamic access VLAN [dec] same as voice vlan on

[chars].
% EA VMPS VLAN ID VLAN
ID [dec] VLAN ID [chars]
HEME VMPS VLAN VLAN ID VLAN ID

Cisco IE 2000 R4 v F YRTL *vE—Y HA4F
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Bl PORT_SECURITY * y&—

PORT_SECURITY A vyt—o

IZ5— Awv+—Y PORT SECURITY-2-PSECURE VIOLATION:Security violation occurred
caused by MAC [enet] on port [chars].

%II‘:

BA
[enet] MAC [chars]

#RLE

IZ5— Ay+—Y PORT SECURITY-2-PSECURE VIOLATION VLAN: Security violation on
port [chars] due to MAC address [enet] on VLAN [dec]

Bt
[chars] [enet]

MAC [dec] VLANID

#RLE

IS—rAyt— PORT SECURITY-6-ADDR REMOVED: Address [dec]:[enet] exists on port

[chars]. It has been removed from port [chars].
B2
[dec]:[enet] MAC [chars]
HRLE

IS—Ayte—o PORT SECURITY-6-ADDRESSES REMOVED: Maximum system secure address
count reached. Some secure addresses configured on port [chars] removed.

L] MAC

3
2 [chars]
HRLE

IS—Ftyt—o PORT SECURITY-6-VLAN FULL: Vlan [dec] on port [chars] has reached
its limit. Address [enet] has been removed.

7L VLAN VLAN

VLAN MAC
[dec] VLANID [chars] VLAN VLAN
[enet]

HRLE

Cisco IE 2000 1 v F YATL Aytk— HA K
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QOSMGR »vt—2 M

IS— Ay —o PORT SECURITY-6-VLAN REMOVED: VLAN [dec] is no longer allowed on

port [chars]. Its port security configuration has been removed.
Bk VLAN
VLAN [int] VLAN
ID [chars] VLAN
HRELE

QOSMGR # vt—o

IS— rvyt— QOSMGR-3-FEATURE NOT FOUND: Cannot find feature for [chars].
B L] [chars]

HENE
Bug Toolkit

TAC

P.1-5

IS— rvyt— QOSMGR-3-FILTERTYPE INVALID: Internal Error Invalid Policy
filtertype [dec].

[dec]

%II‘:

B
ID

#RLE
Bug Toolkit

TAC

P.1-5

IS— ryt—o QOSMGR-3-MERGE RES COUNT: Internal Error Invalid count.

%II‘:

B

#RLE
Bug Toolkit

TAC

P.1-5

Cisco IE2000 R4 v F YRTL Ayvt— HA K
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B QOSMGR #* vt—o

IS— Avt— QOSMGR-3-NO POLICER QOSLABEL: Creating port Class Label Failed.

%I:I

BA

HENE
Bug Toolkit
TAC

P.1-5

IZ5— Ay+—Y QOSMGR-3-NO VMR QOSLABEL: gm generate vmrs have no gos label.

%I:I

BA
HELE

Bug Toolkit
TAC

P.1-5

I5— *Ay+—Y QOSMGR-3-NULL POLICER: Internal Error Invalid Policer.
SieA
HRNLE

Bug Toolkit
TAC

P.1-5

IZ5— Ay+E—Y QOSMGR-3-POLICER RES COUNT: Internal Error Invalid Policer count.
e
#HRNE

Bug Toolkit
TAC

P.1-5

Cisco IE 2000 1 v F YATL Aytk— HA K
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QOSMGR »vt—2 M

IS— Ave— QOSMGR-3-POLICYMAP NOT FOUND: Cannot find policymap for [chars].

A [chars]

%I:I

HENE
Bug Toolkit
TAC

P.1-5

IS—Fryt— QOSMGR-3-QUEUE PTR ERROR: queue pointers out of order [hex] [hex]
[hex] [hex].

BL [hex] [hex] [hex]
[hex]

HENE
Bug Toolkit
TAC

P.1-5

IZ5— Ay+—Y QOSMGR-3-RESERVE COUNT ERROR: Reserved Count Exceeding total

[dec].
#tEA
[dec]
HRELE
Bug Toolkit
TAC

P.1-5

I5— Awvt—Y QOSMGR-3-RESOURCE INTERNAL: Internal Error in resource

allocation.
EL)]
HRWLE
Bug Toolkit
TAC
P.1-5

Cisco IE2000 R4 v F YRTL Ayvt— HA K
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B QOSMGR #* vt—o

IS— rvyt— QOSMGR-3-VMRSEQ INVALID: Internal Error Invalid VMR sequence.

%I:I

BA
#HELE

Bug Toolkit
TAC

P.1-5

IZ5— Ay+—Y QOSMGR-4-ACTION NOT SUPPORTED: Action is not supported in
policymap [chars].

Bk set trust police
[chars]
HENE

set trust police

IZ5— AyE—Y QOSMGR-4-CLASS NOT SUPPORTED: Classification is not supported in
classmap [chars].

%II‘:

BH match

match
[chars]

#RLE

match ip dscp dscp-list
1 1

IS— rvyt— QOSMGR-4-COMMAND FAILURE: Execution of [chars] command failed.

%I:I

A QoS
[chars]

HRELE
show tech-support EXEC

Bug Toolkit
TAC

P.1-5

Cisco IE 2000 1 v F YATL Aytk— HA K
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QOSMGR »vt—2 M

IZ5— *yHE—Y QOSMGR-4-HARDWARE NOT SUPPORTED: Hardware limitation has reached
for policymap [chars].

BL:

Swtich Database Management SDM QoS ACL
[chars]

HENE QoS ACL

IS— Aytw—9 QOSMGR-4-MATCH NOT SUPPORTED: Match type is not supported in
classmap [chars].

A match
access-group
acl-index-or-name ip dscp dscp-list ip precedence ip-precedence-list
[chars]
HERENE match access-group match
ip dscp match ip precedence

IS— Avyt— QOSMGR-4-NOT SUPPORTED: Action ’[chars]’ is not supported for a
policymap attached to output side.

BtEA set trust
[chars]
set trust
HAZWME  set trust

I5— Awt—Y¥ QOSMGR-4-POLICER PLATFORM NOT SUPPORTED: Policer configuration
has exceeded hardware limitation for policymap [chars].

B

police police aggregate
[chars]

HRNE

[ oL-29598-01-J
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W REP Avt—%

IZ5— Ay+—Y QOSMGR-4-POLICER POLICY NOT SUPPORTED: Number of policers has
exceeded per policy hardware limitation for policymap [chars].

%I:I

B

police police aggregate
[chars]

#RLE

REP A vyt&—o

IS— rvyt— REP-3-INVALIDPKT: received invalid pkt: [chars]

BAH Resilient Ethernet Protocol REP [chars]

%I:I

HENE
Bug Toolkit
TAC

IS— Avyt— REP-3-NOPPPROC: [traceback] Failed to create REP LSL Fast Hello

Process
§%BA  Link Status Layer LSL 3
Resilient Ethernet Protocol REP hello
HENE

RMON # vt—o

IS5— Ayt—Y RMON-5-FALLINGTRAP: Falling trap is generated because the value of
[chars] has fallen below the falling-threshold value [dec].

%II‘:

B MIB
[chars] MIB [dec]

HAENE MIB

Cisco IE 2000 1 v F YATL Aytk— HA K
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IS—rvt—o

SCHED »v+—> N

RMON-5-RISINGTRAP: Rising trap is generated because the value of

[chars] exceeded the rising-threshold value [dec].

%I:I

B

MIB

[chars] MIB [dec]

#RLE

MIB

SCHED A vt—¥

IS— Fytk—o
Process receiv

%II‘:

B

#RLE

SPAN A vyt—

IS—Avte—o
operation.

%II‘:

B

HRNE

SCHED-3-UNEXPECTEDEVENT: [traceback] [process information]
ed unknown event (maj [hex], min [hex])

[hex] 2 [hex]

Bug Toolkit
TAC

SPAN-3-MEM UNAVAIL: Memory was not available to perform the SPAN

SPAN

IS— ryt—o SPAN-3-UNKN ERR: An internal error occurred during a SPAN

operation.
188
HRELE

SPAN

SPAN 2
reload EXEC

[ oL-29598-01-J
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Bl SPANTREE * y&—

IS—Fryw—o
SPAN on port [chars].

SPAN-3-UNKN ERR PORT: An internal error occurred when configuring

BL SPAN [chars]
HENE SPAN 2
reload EXEC
SPANTREE A v+—¥
IS— rvyt— SPANTREE-2-BLOCK BPDUGUARD: Received BPDU on port [chars] with
BPDU Guard enabled. Disabling port.
A BPDU
BPDU
[chars]
#ENWE BPDU BPDU
BPDU PortFast
BPDU
no spanning-tree bpduguard enable
BPDU no
spanning-tree portfast bpduguard default
BPDU no shutdown

IS—Aye—

SPANTREE-2-BLOCK BPDUGUARD VP: Received BPDU on port [chars], vlan

[dec] with BPDU Guard enabled. Disabling vlan.

B VLAN BPDU

BPUD VLAN

VLAN  errdisable [chars] [dec]
VLAN
##0E BPDU BPDU
BPDU PortFast
clear errdisable EXEC
VLAN

Il CiscolE2000 R1 vF YRTL dvt—Y ALK
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A v t—IBELUVEEFIE

IS— Aytk—

SPANTREE # v+—2 M

SPANTREE-2-BLOCK PVID LOCAL: Blocking [chars] on [chars].

Inconsistent local vlan.

%I:I

B

#RLE

IS— Aytk—

PVID
VLAN ID [chars]
[chars]
VLAN ID 802.1Q

SPANTREE-2-BLOCK PVID PEER: Blocking [chars] on [chars].

Inconsistent peer vlan.

%II‘:

B

VLAN ID

HRNE

IS— Aytw—o

PVID
[chars] [chars]

VLAN ID 802.1Q

SPANTREE-2-CHNL MISCFG: Detected loop due to etherchannel

misconfiguration of [chars] [chars].
% EA
EtherChannel
EtherChannel
[chars] [chars] VLAN
HSME  show interfaces status err-disabled EXEC
show etherchannel summary EXEC

IS5— AyvtE—P
[chars].

B

EtherChannel

shutdown no shutdown

SPANTREE-2-LOOPGUARD BLOCK: Loop guard blocking port [chars] on

BPDU

[ oL-29598-01-J
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SPANTREE * vt&—%

[chars]
[chars] show spanning-tree EXEC
#2IE  show spanning-tree inconsistentports EXEC
BPDU Spanning-Tree Protocol STP;
1 spanning-tree
guard none
STP

I5— Ay+t—Y SPANTREE-2-LOOPGUARD CONFIG CHANGE: Loop guard [chars] on port
[chars] on [chars].

158
BPDU

[chars] enable
disable 2 [chars] 3 [chars]

HRNLE

IS3— Ayte—o SPANTREE-2-LOOPGUARD UNBLOCK: Loop guard unblocking port [chars]
on [chars].
e BPDU
[chars] [chars] show spanning-tree EXEC

HRNLE

I5— Av+E—Y SPANTREE-2-PVSTSIM FAIL: Blocking [chars] port [chars]:
Inconsistent [chars] PVST BPDU received on VLAN [dec], claiming root [dec]:[enet]

B8R Multiple Spanning-Tree MST
MST PVST+
MST CIST MSTO00 PVST+
ID
MST CIST MSTO00 PVST+
MST [chars] MST 2

Cisco IE 2000 1 v F YATL Aytk— HA K
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A v t—IBELUVEEFIE

[chars]
[dec] MST
HRLE

IS— AvtE—P
port [chars].

B8
BPDU

HRNE

IS—Aye—

SPANTREE # v+—2 M

3 [chars] PVST+ [dec] VLANID
[enet] MST MAC
STP
MST CIST VLAN
VLAN
VLAN
VLAN

SPANTREE-2-PVSTSIM OK: PVST Simulation inconsistency cleared on

CIST PVST
PVST

[chars]

SPANTREE-2-RECV_1Q NON 1QTRUNK: Received 802.1Q BPDU on non 802.1Q

trunk [chars] [chars].
i SSTP BPDU
802.1Q
[chars] [chars] VLAN
HENE
access trunk

trunk ISL IEEE 802.1Q

switchport trunk
encapsulation

IS— Ayt—o

[chars] [chars].
Bk VLAN ID
BPDU [chars]
[chars] SSTP BPDU VLAN
HERELE
Bug Toolkit
TAC
P.1-5

SPANTREE-2-RECV_BAD TLV: Received SSTP BPDU with bad TLV on

SSTP BPDU

[ oL-29598-01-J
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Bl SPANTREE * y&—

IS— Aytk—

SPANTREE-2-RECV_PVID ERR: Received BPDU with inconsistent peer

vlan id [dec] on [chars] [chars].
EL BPDU VLAN ID
VLAN ID SSTP BPDU VLAN
802.1Q [dec] VLAN ID
[chars] [chars] VLAN
HAENE VLAN ID 802.1Q

IS— Ayt—9

SPANTREE-2-ROOTGUARD BLOCK: Root guard blocking port [chars] on

[chars].
tEA
ID
BPDU
root-guard inconsistent
[chars] [chars] show
spanning-tree EXEC
#4ZME  show spanning-tree inconsistentports EXEC
BPDU
BPDU

IS— Aytk—9
[chars] on [chars].

e
ID
BPDU
root-guard inconsistent
enable disable
[chars]
HENE

SPANTREE-2-ROOTGUARD CONFIG CHANGE: Root guard [chars] on port

[chars]
2 [chars] 3

Il CiscolE2000 R1 vF YRTL dvt—Y ALK

0L-29598-01-J |



| 2% A 9te—CBELIUVEEFIE

SPANTREE # v+—2 M

IS—Avte—o SPANTREE-2-ROOTGUARD UNBLOCK: Root guard unblocking port [chars]
on [chars].

%I:I

| ID
BPDU

[chars] [chars] show spanning-tree
EXEC

#RLE

IS— Ayvt—o SPANTREE-2-UNBLOCK CONSIST PORT: Unblocking [chars] on [chars].
Port consistency restored.

%II‘:

B PVID

[chars] [chars]

#RLE

IS—Fryvt—o SPANTREE-3-BAD PORTNUM SIZE: Rejected an attempt to set the port
number field size to [dec] bits (valid range is [dec] to [dec] bits).

%II‘:

3]
16

1 255
255 ID

[dec] 2
3 [dec]

HRNE

Bug Toolkit
TAC

P.1-5

Cisco IE2000 R4 v F YRTL Ayvt— HA K
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Bl SPANTREE * y&—

F}ytE—CHELUREFIE |

IZ5— Ay+E—Y SPANTREE-3-PORT SELF LOOPED

: [chars] disabled.- received BPDU src
mac ([enet]) same as that of interface.
BL
MAC BPDU
[chars] BPDU
[enet] MAC
HERENE

no shutdown

I5— Ay+—Y SPANTREE-3-PRESTD NEIGH: pre-standard MST interaction not
configured ([chars]).

A MST BPDU
MST BPDU
BPDU
spanning-tree mst pre-standard
MST

BPDU 1

[chars]

HRNE MST

spanning-tree mst pre-standard

IEEE MST

SPANTREE-4-PORT NOT FORWARDING: [chars] [chars]

[chars] [chars].
7L port-not-forwarding
[chars] [chars] 3 [chars]
4 [chars]
HRWLE
Bug Toolkit
TAC
P.1-5
I5— Avy+t—Y SPANTREE-5-EXTENDED SYSID: Extended SysId [chars] for type
[chars].
% EA 1D
ID 1D
0 61440 4096
ID
4096 VLAN

Il CiscolE2000 R1 vF YRTL dvt—Y ALK
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SPANTREE # v+—2 M

[chars] ID enable disable 2 [chars]

HRLE

IS— r2yt— SPANTREE-5-ROOTCHANGE: Root Changed for [chars] [dec]: New Root
Port is [chars]. New Root Mac Address is [enet].

%II‘:

BA
[chars] [dec] 1D
[chars] ID [enet]

HRNE

IS5— *Ay+—Y SPANTREE-5-TOPOTRAP: Topology Change Trap for [chars] [dec].

%II‘:

B

HRNE

I5— Awvt—Y SPANTREE-6-PORTADD ALL VLANS: [chars] added to all Vlans

%II‘:

B VLAN
[chars]

#RLE

IS— rvyt— SPANTREE-6-PORTDEL ALL VLANS: [chars] deleted from all Vlans

%I:I

BA VLAN
[chars]

#RLE

IS— rvyt— SPANTREE-6-PORT STATE: Port [chars] instance [dec] moving from
[chars] to [chars].

%I:I

B [chars]
[dec] ID 2 [chars]
listening learning forwarding 3 [chars]

#RLE

Cisco IE2000 R4 v F YRTL Ayvt— HA K
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Bl SPANTREE_FAST *vt&—%
IS— rvyt— SPANTREE-7-BLOCK PORT TYPE: Blocking [chars] on [chars].
Inconsistent port type.
BL
[chars]
[chars]
HEZALE
access trunk
trunk ISL IEEE 802.1Q
IS— rvyt— SPANTREE-7-PORTDEL SUCCESS: [chars] deleted from Vlan [dec].
BL VLAN [chars]
[dec] VLAN ID
HEZALE

IS— Ayt—9

SPANTREE-7-RECV_1Q NON TRUNK: Received 802.1Q BPDU on non trunk

[chars] [chars].

BtBA STP BPDU

[chars] [chars]
VLAN
HERENE
access trunk
trunk none ISL IEEE 802.1Q
SPANTREE_FAST A vt—¥

IS— ryt—o SPANTREE FAST-7-PORT FWD UPLINK: [chars] [chars] moved to
Forwarding (UplinkFast) .

EL)]

[chars]
[chars]
HRWLE

Il CiscolE2000 R1 vF YRTL dvt—Y ALK
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SPANTREE_VLAN_SW »vt—2 W

SPANTREE_VLAN SW * v +t—3

I5— Awy+—Y SPANTREE VLAN SW-2-MAX INSTANCE:

Platform limit of [dec] STP
instances exceeded. No instance created for

[chars] (port [chars]).

A VLAN
VLAN [dec]
[chars]
VLAN VLAN ID [chars]
HENE
VLAN

I5— Avy+t—Y SPANTREE VLAN SHIM-3-ADD REGISTRY FAILED: Subsystem [chars] fails
to add callback function [chars]

B

%II‘:

1 [chars]
[chars]

HRNE

I5— Awt—Y SPANTREE VLAN SHIM-2-MAX INSTANCE:

Platform limit of [dec] STP
instances exceeded. No instance created for

[chars] (port [chars]).

A VLAN
VLAN
[dec] [chars] STP VLAN [chars]
128
- 128 vlan 200-1000
[chars] 200 VLAN 200
STP STP VLAN
- 100 vlan 200-1000
[chars] 228
VLAN 200 VLAN 227 STP VLAN 228
STP VLAN
HENE
VLAN
STP VLAN
STP
128 VLAN 200 STP

Cisco IE2000 R4 v F YRTL Ayvt— HA K
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Bl STORM_CONTROL * y+&—%

— VLAN 1 no vlan vian-id
— VLAN no spanning-tree vian-id
VLAN 200 spanning-tree 200

STORM_CONTROL # yt—o

IS— Ayt— STORM CONTROL-3-FILTERED: A [chars] storm detected on [chars]. A
packet filter action has been applied on the interface.

e
[chars] [chars]

HRNE

IS—Ayg—o STORM CONTROL-3-SHUTDOWN: A packet storm was detected on [chars].
The interface has been disabled.

B2
errdisable
[chars]
#RME  errdisable recovery
SUPERVISOR A vy+t—¥
ASIC ASIC CPU
I5— Avt—Y SUPERVISOR-3-FATAL: [chars].
EL)] ASIC [chars]
HENE

Bug Toolkit
TAC

P.1-5

Cisco IE 2000 1 v F YATL Aytk— HA K
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suPQ »vt—> N

SUPQ A yt—o

CpPU

IZ5— Awyt—Y SUPQ-3-THROTTLE CPU QUEUE: Invalid application ID [dec] used for

throttling.
SieA
ID [dec] ID
HRNLE
Bug Toolkit
TAC
P.1-5
I5— *Ay+—Y SUPQ-4-CPUHB _RECV_STARVE: [chars].
EL] CPU
[chars]
HRNLE
Bug Toolkit
TAC
P.1-5

I5— *Ay+—Y SUPQ-4-CPUHB_SLOW TRANSMIT: [chars].

B8

Bug Toolkit
TAC

P.1-5

I5— Ay+—Y SUPQ-4-CPUHB_TX FAIL: [chars].

BILL]
[chars]

HRNLE
Bug Toolkit

TAC

Cisco IE2000 R4 v F YRTL Ayvt— HA K
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H SW _MACAUTH A vy t&—%

P.1-5

I5— Ay+—Y SUPQ-4-PORT QUEUE STUCK: Port queue Stuck for asic [dec] port
[dec] queue [dec].

A
[dec] ASIC 2 [dec] 3
[dec]
HENE
Bug Toolkit
TAC
P.1-5

IS—Frwyt— SUPQ-4-RECV_QUEUE STUCK: Receive queue Stuck for asic [dec] queue
[dec].

%II‘:

BA
[dec] ASIC [dec]

#RLE
Bug Toolkit
TAC

P.1-5

SW_MACAUTH * yt—o

IS— ryt—o SW_MACAUTH-4-UNAUTH MAC: Unauthenticated MAC [enet] on port

[chars]
A MAC
[enet] MAC [chars]
HRLE

I5— Awy+t—Y SW MACAUTH-5-CLEAR TABLE: MAC Authentication Table Cleared

%II‘:

B MAC

#RLE

Cisco IE 2000 1 v F YATL Aytk— HA K
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SW_VLAN »y+—> N

I5— Ay+t—Y SW MACAUTH-5-MACAUTH ENADSA: MAC Authentication [chars]

Bk MAC
[chars] MAC enabled disabled

HRNLE

I5— Ay+t—Y SW MACAUTH-5-MAC AUTHENTICATED: MAC [enet] was authenticated

B8R MAC
[enct] MAC

HRNLE

SW_VLAN *vy+&—3

VLAN LAN VLAN
VTP VLAN

IS— ryvt—o SW_VLAN-3-MALLOC FAIL: Failed to allocate [dec] bytes
EL] [dec]
HRWLE

Bug Toolkit
TAC

P.1-5

I5— AvHE—Y SW VLAN-3-VLAN DAT CACHE SEQUENCE: Out of sequence vlan.dat sync

message. Expected: [dec]; received: [dec].
B2 vlan.dat ACTIVE 1
STANDBY
1 end-of-set
STANDBY STANDBY
[dec]
[dec]
HENE
Bug Toolkit
TAC
P.1-5

Cisco IE2000 R4 v F YRTL Ayvt— HA K
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H SW VLAN Ay +&—2

IZ5— Aw+—Y SW VLAN-3-VLAN PM NOTIFICATION FAILURE: VLAN Manager
synchronization failure with Port Manager over [chars].

B VLAN

%I:I

[chars]

#RLE
Bug Toolkit

TAC

P.1-5

IZ5— Aw+—Y SW VLAN-3-VTP_PROTOCOL ERROR: VTP protocol code internal error

[chars].
A VTP
[chars]
HRILE
Bug Toolkit
TAC

P.1-5

I5— Avy+t—Y SwW VLAN-4-BAD PM VLAN COOKIE RETURNED: VLAN manager unexpectedly
received a bad PM VLAN cookie from the Port Manager, VLAN indicated [dec].

B2 VLAN
VLAN VLAN ID [dec] VLANID

#4ZAE  show tech-support EXEC

Bug Toolkit
TAC

P.1-5

I5— Ay+E—Y SW VLAN-4-BAD STARTUP VLAN CONFIG FILE: Failed to configure VLAN

from startup-config. Fallback to use VLAN configuration file from non-volatile

memory.
Bt B8R VLAN
VLAN RAM NVRAM
VLAN
HENE

Cisco IE 2000 1 v F YATL Aytk— HA K
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SW_VLAN »y+—> N

IZ5— Ay+—Y SW VLAN-4-BAD VLAN CONFIGURATION FILE: VLAN configuration file
contained incorrect verification word [hex].

%I:I

A VLAN VLAN
VLAN
[hex]

#EME  show tech-support EXEC

Bug Toolkit
TAC

P.1-5

IZ5— Ay+—Y SW VLAN-4-BAD VLAN CONFIGURATION FILE VERSION: VLAN configuration
file contained unknown file version [dec].

5t BA VLAN VLAN
VLAN
[dec]
#22IE  show tech-support EXEC
Bug Toolkit
TAC

P.1-5

IS—Aye—o SW VLAN-4-BAD VLAN TIMER ACTIVE VALUE: Encountered incorrect VLAN
timer active value [chars].

7L VLAN
[chars] VLAN
HENE

Bug Toolkit
TAC

P.1-5

[ oL-29598-01-J
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H2E

IS—Ayt—9

an internal error

F}ytE—CHELUREFIE |

SW_VLAN-4-EXT VLAN INTERNAL ERROR: Extended VLAN manager received

[dec] from [chars] [chars].
BL VLAN VLAN
[dec]
[chars] [chars]
HEZALE
Bug Toolkit
TAC
P.1-5

IS—Ayte—o
received bad data of type

SW_VLAN-4-EXT VLAN INVALID DATABASE DATA: Extended VLAN manager

[chars] value [dec] from function [chars].
5t EA VLAN VLAN
[chars]
[dec] 2 [chars]
HRWLE
Bug Toolkit
TAC

P.1-5

IS— Aytw—o

error call = [chars] / file = [chars]
= [dec].

B VLAN

VLAN
2 [chars]
3 [chars]
HERNE
P.1-5

Il CiscolE2000 R1 vF YRTL dvt—Y ALK

SW _VLAN-4-IFS FAILURE: VLAN manager encountered file operation

/ code =

[dec] ([chars]) / bytes transferred

Cisco IOS file system IFS
[chars]
[dec]
2 [dec]

Bug Toolkit
TAC
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SW_VLAN »y+—> N

IZ5— Aw+—Y SW VLAN-4-NO_PM COOKIE RETURNED: VLAN manager unexpectedly
received a null [chars] type cookie from the Port Manager, data reference [chars].

%I:I

BA VLAN
[chars]

[chars]
VLAN

#RLE

Bug Toolkit
TAC

P.1-5

IZ5— Ay+—Y SW VLAN-4-STARTUP EXT VLAN CONFIG FILE FAILED: Failed to
configure extended range VLAN from startup-config. Error [chars].

%II‘:

B VLAN
VLAN
VLAN [chars]

HRNE

IS— Ayte—o SW_VLAN-4-VLAN CREATE FAIL: Failed to create VLANs [chars]:
[chars].

EL)] VLAN VLAN
VLAN VLAN
[chars] VLANID [chars]
#5ZME  show vlan internal usage EXEC VLAN
VLAN VLAN

Bug Toolkit
TAC

P.1-5

I5— Av+t—Y SW VLAN-4-VTP_ INTERNAL ERROR: VLAN manager received an internal

error [dec] from vtp function [chars] [chars].
S5ER VLAN VTP
[dec] [chars]
VTP 2 [chars]
HRNE

Bug Toolkit
TAC

[ oL-29598-01-J
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H SW VLAN Ay +&—2

P.1-5

I5— *Ay+—Y SW VLAN-4-VTP_INVALID DATABASE DATA: VLAN manager received bad
data of type [chars] value [dec] from vtp database function [chars].

sif VLAN VTP
[chars] [dec]
2 [chars] VTP
HENE
Bug Toolkit
TAC

P.1-5

IZ5— AyHE—Y SW VLAN-4-VTP INVALID EVENT DATA: VLAN manager received bad data

of type [chars] wvalue [dec] while being called to handle a [chars] event.

%II‘:

BA VLAN VTP

[chars] [dec]
2 [chars] VTP

#RLE

Bug Toolkit
TAC

P.1-5

I5— #Avyt—Y SwW VLAN-4-VTP SEM BUSY: VTP semaphore is unavailable for function

[chars]. Semaphore locked by [chars].
EL)] VTP VTP
[chars] [chars] VTP
HRLE
Bug Toolkit
TAC
P.1-5

Il CiscolE2000 R1 vF YRTL dvt—Y ALK
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SWITCH_QOS TB »y+—> N

IZ5— Ay+—Y SW VLAN-6-OLD CONFIG FILE READ: Old version [dec] VLAN
configuration file detected and read OK. Version [dec] files will be written in
the future.

%II‘:

BA VLAN VLAN

[dec] [dec]

HRNE

I5— Ay+t—Y SW VLAN-6-VLAN DAT CACHE EXISTS: Unexpected vlan.dat cache
exists. Removing the cache and continuing the sync with new set.

%II‘:

BA
#HZNE

>

IS—Avyte—o SW VLAN-6-VTP DOMAIN NAME CHG: VTP domain name changed to [chars].

7L VTP
[chars]

#RLE

IZ5— *y+H&—Y SW VLAN-6-VTP _MODE CHANGE: VLAN manager changing device mode from
[chars] to [chars].

%II‘:

BA VLAN VLAN
VTP
[chars] [chars]

HRNE

SWITCH QOS TB * y&—

I5— Ayt—Y SWITCH Q0S TB-5-TRUST DEVICE DETECTED: [chars] detected on port
[chars], port's configured trust state is now operational.

%II‘:

B
[chars]
[chars]

HRNE

[ oL-29598-01-J
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H TCAMMGR * v &—%

IZ5— AyHE—Y SWITCH QOS TB-5-TRUST DEVICE LOST: [chars] no longer detected on

port [chars], operational port trust state is now untrusted.

%I:I

B

untrusted [chars] [chars]

#RLE

TCAMMGR # vt—¥

IS— rvyt— TCAMMGR-3-GROW_ERROR: cam region [dec] can not grow.

A CAM
CAM [dec]

%I:I

CAM

HENE
Bug Toolkit

TAC

P.1-5

IS— rvyt— TCAMMGR-3-HANDLE ERROR: cam handle [hex] is invalid.

i) CAM
[hex]
HENE
Bug Toolkit
TAC
P.1-5

IS— rvyt— TCAMMGR-3-INDEX ERROR: cam value/mask index [dec] is invalid.

BA CAM
[dec]

#RLE

%I:I

Bug Toolkit
TAC

P.1-5
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IS— Fytk—o
[int] failed.

%I:I

B

#RLE

P.1-5

IS— Aytk—

%I:I

BH
#RLE

P.1-5

#RLE

P.1-5

UDLD A vyt—¥

I5— Ayt—9

%I:I

BA

#RLE

reload

UDLD *vt&—> M

TCAMMGR-3-MOVE ERROR: cam entry move from index [int] to index

CAM
[int]

Bug Toolkit
TAC

TCAMMGR-3-REGION ERROR: cam region [dec] is invalid.

CAM [dec]

Bug Toolkit
TAC

TCAMMGR-3-REGMASK ERROR: invalid cam region [dec] mask [dec] pair.

1 [dec]

[dec]

Bug Toolkit
TAC

UDLD-0-STOPPED:UDLD process stopped: [chars].

UDLD UDLD
UDLD

[chars] UDLD

EXEC

Bug Toolkit
TAC

[ oL-29598-01-J
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Bl VQPCLIENT A v&—

P.1-5

VQPCLIENT A vt—Y

IS5— Ayw+t—Y VQOPCLIENT-2-INITFAIL: Platform-specific VQP initialization
failed. Quitting.

EL VQP
HERENE
Bug Toolkit
TAC
P.1-5
IS— rvyt— VQPCLIENT-2-IPSOCK: Could not obtain IP socket.
Bk VMPS P
HERENE
Bug Toolkit
TAC

P.1-5

IoS—Fry—Y VQPCLIENT-2-PROCFAIL: Could not create process for VQP. Quitting.

S4B VQP

Bug Toolkit
TAC

P.1-5
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VQPCLIENT »v&— W

IS— rvyt— VQPCLIENT-2-SHUTDOWN: Interface [chars] shutdown by VMPS.

%I:I

BA VMPS
[chars]

HRELE VMPS

IS— Ayt—o VQPCLIENT-2-TOOMANY: Interface [chars] shutdown by active host
limit.

%I:I

BA
[chars]

HAENE no shutdown

IS— rvyt— VQPCLIENT-3-THROTTLE: Throttling VLAN change on [chars].

A 10 VLAN
VLAN [chars]

%I:I

HRELE VMPS

IS5— Ayw+t—Y VOPCLIENT-3-VLANNAME: Invalid VLAN [chars] in response.

EL] VMPS VLAN [chars]
VLAN

HEZWLE VLAN show vmps
EXEC VMPS

I5— AwytE—Y VQPCLIENT-7-NEXTSERV: Trying next VMPS [IP address].

L) VMPS
[IP_address]

HRNE

IS5— Ayt —Y VQPCLIENT-7-PROBE: Probing primary server [IP address].

L IP VMPS

HRNLE

Cisco IE2000 R4 v F YRTL Ayvt— HA K
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Bl VQPCLIENT A v&—

IS5— *yt—Y VQPCLIENT-7-RECONF: Reconfirming VMPS responses.

%I:I

B VMPS

HRLE
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