TITUT 4 =)V FRRREA v —V

ZOEONFIZ KD ELY TT,

e CiscoIWAN ~D 7V —> 7 4 — /)L R/T T 74—V K T4 ZADENM(A-1 _X—)
o TT—(A2—Y)

o (A3 —Y)

Cisco INAN ~D 7 Y —> T 4 — )V RIT T 0T 4 —)V
K 77314 ZD1EM

CiscoIWAN 77U r—3 3 ' (OIWAN 77 V) TIZIWAN Ry R T =27 —> 7 4 — )b
RITNRARAERF T T 0 07 40—V RIT A AEBMTEET,

() =0T 4=V RIE T T LV R 7@0)7“/\‘4’%0) LT, I NDB DT A RTIIEEFD

HENLVDTIWAN Xy hT—Z7 B ALTIWAN T 7Y TRETH & XITHANKELE
A,

[ 7Z 907 40— FRIEFIWAN X P —ZIZEBMENTWBEEFEOY A MIET DT 3
ADZETT, 2NEDFT A AT IWAN R—ZDORE LR TAMGFEORERH Y  FhC
Lo THANSIERZENDAEERH Y £7,

WREE

T T 4=V R TFARAL 2D T Y g = TR IWAN 7 7V I3HEE 2 EIT L T HRED
BMANHINE IDEHER LET HRAITRDO 2 5O T I THEINET,

o TT7—:IWAN % hU—J ~DFT A ZADBMEWT 556,

. HIWAN Ry b U =7 ~DFT A ZDOBME T 2 WA MIECOEE L5 &K - T
E&E@FEJ%_E%VE*’“%) EERHEEL £,

TV a = JREICIWAN T 70k o T T —F 3 EBE RN M SN ZE81E. T8 R
OFEEZELEL T HUREE FEITLE T e T, =7 — kotUc.i@IE%:?%ﬁELf
<7TZEW,

Cisco IWAN Application on APIC-EM =—¥% HJ A4 F i



[ A TIYv 74—V FREEA v E—Y |

WOEIT BAETICRETHARENDLI =T —2 R L TVET, ZNHDT T —L . IWAN v
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# A-1 BRAFT 7 —

REOHE HELRERTR

Username configuration must have privilege |5 /X4 R |ZHERL )L 15 D2 —FL 2R ELET,
level 15 (= —H4 OB EITITFFHE L~V 15
DLEETY)

il :

username username privilege 15 password 0 password

PfR configuration must not be present on the |5 /34 R 2T p—< 2 A )b—F ¢ 7 (PIR) D EN2 T L 2Tk
device (T /34 A2 FIZ PR OFRENTFEMEL  |BRLET,
PNk olcLTLEEY)

i :

no domain ONE

QoS configuration must not be present on the |5 /34 2|2 QoS DFREMNRNZ & AR L ET,
device (T /34 A EIT QoS ORENFMEL
BRNEHIZLTLEEY)

Bil:

no class-map match-any nbar-12-cls#VOICE

no policy-map nbar-12-cls

no policy-map IWAN-INTERFACE-SHAPE-ONLY-INTERNET

no service-policy input nbar-12-cls

no service-policy output IWAN-INTERFACE-SHAPE-ONLY-INTERNET

Interface loopback 47233 must not be 7 /XA A5 interface loopback 47233 Z HIFR L %9,
configured on the device (77 /34 A2

1nterface loopback 47233 % g% & L 72T <
W)

i) :

no interface loopback47233

IWAN trustpoint configuration must not be FNA ZAE CiscolWAN R 2 RARA Y FOFEZHIRELET,
present on device (7 /34 A {2 IWAN k&
A NRA L FOREPFELRNE S ITL il
TLEEW) :

no crypto pki trustpoint sdn-network-infra-iwan

VPN routing and forwarding (VRF) Cisco IWAN O EICHEST 5 71- 8 BEFED VRE 28I L £ 9,

configuration must not be present on the
N—ZIZLL R D VRE N2 L& LET,
device (7734 A2 BIZ VPN L—F 4 7' S e L&

JOMERE (VRF) O ERTEIE L 722 L 51z | IWAN-TRANSPORT-1
LTLZEW) e IWAN-TRANSPORT-2

* IWAN-TRANSPORT-3
 IWAN-TRANSPORT-4

il :

no ip vrf IWAN-TRANSPORT-4
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REDHE HEAR IR
Recovery configuration file unavailable in FRAZDOY N ZAREICT AIZIZIWAN U I RNYRET 7 AL

flash(7 Z v v = NIZE A FTREZ2 U ] )
RETT7ANDH Y FHA)

[TWAN_RECOVERY.cfg | 23 2T,

KO CLL a2~y FEEH LTI AANY 77 A VEAERLET,
copy running-config flash:IWAN_RECOVERY.cfg

Conflicting EIGRP conﬁguration present on
the device (T /31 A L1234 3 % EIGRP @
RENDHY )

WD CLI 2~ R&#f LT EIGRP D& TEXHIFRL £,
no router eigrp IWAN-EIGRP

Configure Port-Channel in aggregate mode
to support QoS policy configuration (QOS N
) VeREEYAR—RITED LD

— N Fr XV EEHE—F ;mﬁ L<
<Eéw)

ASR /L —HZ T D Iri%Y Lia‘ AN— hF ¥ % /L% WAN/LAN A % —
TxAf AL L THEHTAZHEEIT. A= F ¥y RANENE—RTHD
ZEEBRLET,

WDOCLl a2~y FEFH LT AR— FF vy 2L 2ERE— RICHREL
jzj_‘o

platform qos port-channel-aggregate <port-channel-number>

U

QoS policy configuration is not supported for
the targeted type of interface: Port-Channel
(QoS RV v —RREF. & —F > FDA >~
A —7 = A A % A 7 Port-Channel | TiZ¥
R—hENEHEA)

FTNRAADT T F T —AFAA TN R —=FF ¥R A X —
T2 ATQoS KU v —FREZVR—FLTWEHA,

% A4 7D LAN/WAN A v Z—7 = ZAZEIR LT,

i
]
WORIT BREE AT 5 AN 8 5 = 7 — %R L TV E T, LU F OB L IWAN % » k
— ) DT ADEMEAF E A, T O 5] & MM T S L &
BEID LET,
#F A2 RAOEE
REOHA LRI

Please make sure at least two interfaces for
WAN and LAN are up and running (WAN 35 &
NLAN HE LTAhARSEB 2201
B—T oA AVRFENLSNEELTNDH Z &
PRER LTI

WANBLEOLANHE LT20DA( v Z—7T = A ANWESLSNEMEL
TWAHZ xR LET,

show ip interface brief =~ > & H L TR L £7,

IWAN related crypto configuration found on
the device (773 AT IWAN B O 51k
REMRH S ELTR)

TN e KIAT T ATREMED B 5 7o

5 {LF% 1% Cisco IWAN O
5Lk Tf%ﬁ' L £,

e

il :

crypto zeroize mypubkey rsa sdn-network-infra-iwan

No routing protocol found on device (7~ /34 A
V=T 47 Ta halnd b EEA)

FRAZTRDON—FT 47 Fa ha DT hna G LET,

B

router ospf AS number
router eigrp AS number
router bgp AS number
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LS
ZF A-2 BaFDEL (fEX)
BEDOHS HESREIH

EZPM configuration found on the device (7 /3
A AT EZPM ORED M S E L)

Easy Performance Monitor (EZPM) D% i 1% Cisco IWAN DX E I H 28
Z MAT T RIREMEAY B 5 728D (EZPM O E & HIBR L £ 77,

R

no class-map match-all Business-Critical-and-default-tcp-only
no performance monitor context IWAN-Context profile
application-experience

NBAR configuration found on the device (7
/NA AT NBAR DRRENEH SLE LT2)

Network Based Application Recognition (NBAR) D% & Cisco IWAN @
RENCR B % BT T Al GEMED & 5 72 8O NBAR O EZHIBR L £7,

R

no ip nbar attribute-map Consumer App Prof
no ip nbar attribute-map Other Custom

no ip nbar attribute-map Net Admin Custom

No device information available for validation
(BREEWZE A EE2R TS AEWMBH Y £
wHA)

BEBRIEL BENEEMIRINZWEGEAIFU T 2R L E T,
o TNAANEEHLTEMEL TS,
o A UH—Fy NERDEL STV D,

Device does not have valid image version and
K9 package (7 /31 A BIZH Y72 A A—
N=arKINyTr—Uhdby )

CiscoIWAN 7 7 U N . T34 RZua— XN TW2b Cisco Y7 bU =
T AA=VEFR—FLTOERAL1553) £721% 15.5(4) DA A —
UL KOMRENR Y 7 ZHEH LT T3, A& EE L £9,

£l :

asrl000rpl-adventerprisek9.03.16.00.S.155-3.S-ext.bin

Insufficient number of VTY lines present on
the device (7 /34 A E® VTY [EIFRDOE N
A+ TY)

TNA AR 16 O VTY B 2R ET H2LENH Y £,

line vty <first-line-number> <last-line-number>

One of the VTY line exec-timeout is less than
5 mins (WP D VTY [BIFEDFEITH A L
T RDS AR o TWET)

VTY EBROEITHIA LT T IR S5 5UETHALZ L 2R LET,
WO CLI 2~ REFHL CHRLET,

show running-config | sec line vty

Configured Throughput on device does not
match with installed license throughput (7 /3
AAZEESNTWDANL—T" "Ni3A v
A N—=NFERTA T ADANL—TF v k&
—HLEEA)

CSRV—=HZIZDHFGEE LET mRKANV—=T v M EERT HITIE K
@ X 512 LT platform hardware throughput level CLI = ~ >~ R % Hl|fR
LET,

no platform hardware throughput level MB <configured-value>

No active license found on the device (7731 A

T 7T A4 TRIABARHY FHA)

CSRNLV—ZIZDHBEE LET, TA B ANENL TWE R —
FEHTWERA,

WOCLI a2~ REHFHLT,. 794 ADMEEHERLET,

show self-diagnostics
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F A-2 BADEL (Fr&)
REDBE HEARETH
Device does not have required license (W B 72 | B 72T A L ANTNA A THBI > TOWEHAMHAL TS
FABART AL AZH ) L) TI7 NI —LDTA B AERHZLET,

+ ASR /L —# :adventerprisek9 (& 72 1% advipservicesk9) ¥ X TN IPSEC
EULA WAGE STV ORENRH Y £7,

+ ISR 4000 > U —X )L — % :appxk9 ¥ &L O securityk9
« ISR G2 /L —# :datak9 3 L O securityk9
« CSR/L—% :ax

Device clock is not synchronized (7 /N AD |V—FZ D vy r7nary hun—70r uy 7 LREHILTNWSZ L%
a7 BEHLTHERA) et L £ 4 show clock =< o [ 20 i U CHER L % 4.

WD CLI 2v > R&EMHLTNTP — &k ET 52 L 2L
£,

ntp server <controller-ip>
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