VATLEBIRYDELT

ZOETHHTIARIT. RO LBV T,

« VAT LEMOME (1 ~—)

T IIAT VAREDRA, m—F, BIQ®VEY M 23—)
¢ CiscoWeb EX =2 UT 4T FITA4T A TSR (5§—)
MHABT TITAT L ADT A A (24 =)

« VE— MNEREEAOEMLE (25—)

e == THT FOEH (26 2—)

ca2—H— FYTFLUADER (328—)

cEHEORE (32°—Y)

e 2—YP— Ry NT—7 T ER (353—)
EHENRZTL—=ADY Y b (36 4—Y)
AERINTA v E—VORIET RLRADOREE (36 ~—)

« 77— hDEE (37 %—Y)

* FIPS Compliance (47 ~—73)

« VAT LD ARFOEFE (50 N—)

« SSL OF%E (51 ~—)

s SERAE OB (Certificate Management) (53 ~X—13)

» AsyncOS for Web D7 v 77 L— kK &7 v 75— K (58§ =)
« LLRTD/N—30 2 > D AsyncOS for Web ~D T (68 ~X—)
*SNMP ]l LT v AT ADREDOE=H 1 7 (70 X—)
*Web N7 7 42 #v7 (Web Traffic Tap) (74 ~—2)
«HTTP 2.0 71 k 2L DFFE (77 =)

VATLEEOHBE

SVIV—XTFIAT AL, VAT LEBRHOSHEDOY — LV ERELET, [V AT 2EH
(System Administration) ] # 7 OFEREIZ. LA FD X A7 OERE B L ET,

T TITAT L ADKRIE

o HRES —
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RTLEBRIRYOEFT |
B 775 7 zx8xo0rE. -k BLUUEY +

o —W— T Hh U OB, WE. BIOHIR
¢ AsyncOS V7 v =T DT v T T L—RET v 75— b
o VAT LR

TFIZATVREBREDRE, O—F, B&LUUEY +
Web X2 UT 47 7T7A4T7 A OTRTOFRTEF, 1D OXML 27 4 Fa2b—a
77 ANVTEHRTEET,

T TFIAT UABKEDTR EFHIR] (2 L—)
T IIAT VARTET 7 A NVOHELE 2 2—)
T T IAT VARET 7 ANDER— K (3—)

T T IAT L AREDHMIET 7 A b ~D Yy b (4N—)

TIT547 VAREDIRT & IR

ATY 1 [V AT LEE (System Administration) ]> [fXE D%~ U — (Configuration Summary) ] Z#R L 7,
ATw T2 VST T, [REDY~ U — (Configuration Summary) |-~X— & FRrE2IXHRIL £,

TFISATUVREBREIT7M4ILDRE

ATy T [V AT LEH (System Administration) > [f%7E~ 7 A /L (Configuration File) ] Z3&R L £,
ATY T2 [RETZ 7 A/ (Configuration File) ]| DA 7 a2 ELET,

*TFoay SR
T A N T 5 D | R S RRE T 7 A L OMLE A R LT,
= R E T AT — I A Ea— T 7 A LR —

K (Download file to local computer to view or save) ]

[T ANEZDT TT AT A (wsa example.com) (Z{RTF (Savefile
to this appliance (example.com)) ]

o [7 7 ANEA—)LTEE (Emailfileto) ] (1 D F 7213 EEKOE A A —
VT RUAZEELET) .

B O ATLEEERIOET



| v2x7L8BE22H0ET

77547 2&E77 00—k ||

TF7oay

i B3

DFEE

RAT L—RHE AT g v [BRETFAILTIRRIL—XET AV T % (Mask passphrasesin the

Configuration Files) ]

P AR— FEIIMRIEFEIND T 7 A VT, TONRAT L— %
Dewwkr | (ZEEXHZ FT, NATL—XBRY AT ENTRET 7 A
JV % [H 4% AsyncOS for Web |Z ) n— RFHZLIXTEERA,
[RIET 7 ANHND/INAT — K519 % (Encryptpassphrases in the
Configuration Files) ] : FIPS T— ]\ZJ AN INTWDIGE, 04
Tva CHMERTFIREIC /R Y £, FIPS E— FOAZMEIZ OV T,
FIPS & — FOAMEEITHNE (49 ~—) 2ZML TS
VY,

N

Ty ANMGES T a D |BRET 7 A NVICLETEFT 2 HEEZERLET,

(VARTLIZKYER SN 74 LB ZEHER (Use system-gener ated
filename) |

[A—Y—FEI7AMILELEHER: (Useuser-defined filename:) ]

25y 73 [FEE (Submit)

TIT5ATRETE

12270y LET,

J7A4)LboO—F

|

1]

& ro— R4 5 L, BUEOREN T N TERICHIBRISNET, U TORELFITTD
MIREEZRFT D L aMm<HERL T,

VRIO U U =26 ) J —RCREZn— N5 Z 3RS hETA, 2%
Ty T T = R LR ORE L RFFCE £T,

%

HMEOH D T 4 Xalb—aly Ty ANN, TTI7AT U ADBLEA VA h—)b
ENTWNAER—Tg XY URLITIY OBy hOH WA= g NS TWA L
B, a7 4K 2l ar T ANDORY) =L IDREIHNIETE INDEENDH D
i—a—o

GE)

WEZ 7 A NEen— R D& STFEHEMGET T =03 8L LT Sa1d, sEHEO/L— |k
CAZWebtEx a2 VT 4T 7I7AT7 L ADEFRINTEA— T L7 MIICT v T r—
RLTD, FE77ANVERET—RLET, V= FCART v u— RT5HEICD
WL, FEFAEOEE (Certificate Management) (53 ~X—3) B L T &0,
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RTLEBRIRYOEFT |
B s 7oxgronmET I kAR Y

RTv T [V AT LEH (System Administration) > [%E 7 7 A /L (Configuration File) ] Z3&R L £,
ATv 72 [FE% 11— F (Load Configuration) | A7 > g btn—R+57 7/ VEERLET, (F)
GE) cNATV—=ANT AT IR TWELT 7 A I — RTEEHA,
s 77 A ITIZEL F D~ X — 3BT,
<?xml version="1.0” encoding="IS0-8859-1”2> <!DOCTYPE config SYSTEM “config.dtd”>
Flo, ELL 74—~y h&hizconfigtZ v a v b TH,

<config> ...your configuration information in valid XML </config>

ATy T3 [m—F (Load) 127 VU7 LET,
AT T8 FRINDEEEMBLET, LEOEREZMB LD, [KifT (Continue) 127V v/ LET,

TIOAT VAR EDHRBET 724HILEAD) Y k
TTIAT U AREE )y hTDHLEEI, BEFEOR Yy N~ REERFTINE ) haik
WCTxFET,
ZOT7r7varTiEd, aly FTAXNEERLY FH AL

48 HHEIIZ
TTTAT ANAER OGNS E ZRFLET,

ATy T [VAT LB (System Administration) > [f%E 7 7 A /L (Configuration File) ] Z3®R L £,
AT9FT2 FHEWCAZv—L LT, #EDY ¥ >~ (Reset Configuration) | &7 v a v aF R LET,
ATV T3 N=VICERRENTNERE TGS, ATV a VERRLET,

ATy 74 [VEYy b (Reset) |27 V27 LET,

E}-LI-.-I N A\ Y ‘. y

BEIT7AILDINY I T TORE
RETFANNRNY 7T v THEEEICED . TRTOEETT FIAT L ADREN TGRS, B
FEDORET 7 ANED BHEVBIET 7 AR, VE— MIRESNI Ny 7T v T Hh——IC
FTP £721% SCP TEEENE T,

ATY T [V AT LEH (System Administration) > [f%E€ 7 7 A /v (Configuration File) ] Z 3R L £,
AT T2 [REDNNY 7T v 7DOHZME (Enable Config Backup) | F = v 7Ry 7 A4 LET,

B O ATLEEERIOET



| v2x7L8BE22H0ET
CiscoWeb %17 177547v2 512 |

ATV T3 BET 7 A NIRRT L—RXeEDH5ET 1TV (Yes) ZBIRLET, RET 7 A NADBLI/INAT L—
RaBAT LA [V Z (No) ] &R L £,
ATy T8 BHRFEERIRLET, kOAT v a v EBRTEET,
e[V E— P —,3—EDFTP (FTPonRemoteServer) | : FTPRA "4, T4 L7 b, 22—V —4_ B
FORAT L —=XE AN LET,

«[UE— hH—s3— LDSCP (SCP on Remote Server) ]: SCP KRR "4, R— &, T4 L7 RV,
BROa—¥ -2 A LET,

ATy 75 [EEF (Submit) 1227V v 7 LET,
CLI 2z~ KD configbackup % fifi bf%&hﬁiﬂ77/r/l//§‘7 77 /701%%@%7%75';3”:?5 ZEHLTEET,

CiscoWeb X1 T A7 TSAT72R S4EVR

cBEREF— O] (5 =—)

cAw— K"V T T xT FGA®LV T (62—)

AN
HeREX— D A
HREX—I1I > AT A FCHEABAOBEZ A X—7 Wb LET, F—I1ZT 794 T ADT Y T )L
BEICEAD LD TT (BREX—Z20OT 79 ATV ATEERTA2Z LT TEEHA) &
R —ORT L EF (5 <)
o MEEX — DO HIREDET (6 X—)

BT —ORTERH

ATY T [V AT LEH (System Administration) ]> [F§AEx— (Feature Keys) ] Z#HER L 7,

ATY T2 BEFOX—D) A NEEHFTHIZIE, [HTLVF—%F = v 7 (Check forNewKeys) | %27V v/ L%
j—o

AT T3 HLWVHEES—%2 FETBEINTHI21E, [7A4 2 A F— (FeatureKeys) |7 4 —/b FIZxF—%& 050 1) 5
M. AN L, [F—%%E (SubmitKey) 127V v 7 LET, HEX—DENRGEIL. O —0EH
WZEmEnET,

ATy T8 [REP DT A A (Pending Activation) 1Y A FDHFH LWEREX —% T 7 7 « 7T 5121, £OF—D
(IR (Select) | F =y 7Ry 7 ZA%A A LT, [BIRLZX—%2 A%t (Activate Selected Keys) ] & 7
Vw7 LET,

LN —DRITESN L X, F—ZHIWICY Vo r—RBLOA VA M—=AT5 K5, 77I4
TUARBRETEET, ZOBA, IR T DT A A (Pending Activation) |—EILHIZZEHIC/2 Y £
T, [TA B A X —0DE (Feature Key Settings) | — Y CHENMERZT 4 E— 7 MIC LIS ATH- T
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RTLEBRIRYOEFT |
B zer—oErnrozs

He [FILF—%F =7 (CheckforNewKeys) | RF¥ %27 Vw7352 LI2LD, HrLOF—%KRE
T 5 X 9 AsyncOS IO THIFRTE £4,

BREEX—DEHEEDNDERE
[T7A4 YA F—DOf%E (Feature Key Settings) | ~<— 1%, #HLWEREXF — 2 RS L O¥ ¥
YE—RTLNEINR, INLDOXF—FHBMIZT 7T 4 X— b T 50 E 3 0 &l 57
DITHEHLET,

AT T [VAT LB (System Administration) [>[7 A £ A F—Di%E (Feature Key Settings) ] Z8R L £,
ATy T2 [REDHSE (Edit Settings) 1227V v 7 LET,
ATFY T3 MBS LT[TA B A F—DOi%E (Feature Key Settings) ] #Z8# L £,

FIToay £BA

[FA B R F—OHE) [ HEF—ZHHNF =y 7 LTHYr— L, ¥V ru—FL7cHRES—
#H (Automatic Serving | Z HEIWIZT 77 4 7{L L £ 7,

of Feature Keys) ] AET = v 2 . A | TS UE T, MR — A% 10 BRI CHIIRE)
AU DGEIT T RIS EFATINE T, F—DRD%O 1 HMIE. 1 A2
FIEATINET, 1 AR T 5 & HIRAG 7 — 3R /B R
PoF—n U 2 MRS 72D £,

RATYyT4 EREREL, RIFLET,

AIX—b+ YT DT 4P T
(7 —)
cAv— K YT UxT TARLVUTDAX—T ML (9 =)
» Cisco Smart Software Manager COD 7 77 A 7 > AD%Ek (10 ~X—)
* TA B ADER (11 =)
« Cisco Smart Software Manager 7°5H DT 7T A 7 v ARG (12 =2—)
* Cisco Smart Software Manager TD7 /7 A 7 2 ADFEE: (12 X—)
CHARRREDET (12 X—)
« BEELFEHEOFTH (13 X—)
« Av—h =V hOFEH (13 4—)

e T T7—F (14 3—Y)

B O ATLEEERIOET



| v2x7L8BE22H0ET

M=

e v U RIA U A B =T 2 AKX (14 3—2)

AR—=F YT 02T T4V T EENT DL, CiscoWebteF 2 VT 47 7T7A4T A
DIA VL A — ALV RAZERBINE=F—TXFd, Av—F VY7 TxT S
AT 7T 4 74T %121, Cisco Smart Software Manager (CSSM) CT7 7T A 7 2 A &8k
HRERHY T, CSSMIE, AL THEHATL2TXTOVRAaWRBIZONTTI A ADFE
MEERT Lk T —F_X—ATT, Av—h T4 REHEHTDH L, BEGEE

X — (PAK) ZfH LT Web H A F TEBNCEEFZT 5D TIERLS, B—0D F—7 TR
HZEWTEET,

T IIAT LV AERBGETHE, TTIAT U ADTA L A5BI L., CSSMAR—Z LT T
TA VL ADERRNEERTEES, TT7IAT VAL VA= LENTND A~ — |k

TV ML, TTIAT AL CSSM 8 L, 7 A & AOFERRMICET 2 EH %
CSSM Z ¥ L T, CSSM 2MEHRILA B CE 2 L9 IZLET,

Cisco Smart Software Manager (Z-DV Tl
Https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html

ZZRLTIZEN,

IR B
THHOT 7oA T AN A 2 —Fy MR TEDZ LR LET,

Cisco Smart Software Manager 78— % /L (https:/software.cisco.com/#module/SmartLicensing)
TV A B— /LA F—AZBWEE 50, Cisco Smart Software Manager %7 7 1 &
Py R =AY A=V LTL &Y,

Cisco Smart Software Manager == —4* 7 1 7 > ks O1ERK % 721% Cisco Smart Software Manager
YT T4 FDA A b=V DOFICDONTIL,
Hittps://wwwi.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html
EERLTLIEEN,

TA U ADHERRBUCET D IEREEHEA o Z—Fy MIEE LT RV —F D
4. CSSM #§REDH 7~ b Z M9 % Smart Software Manager 7 7 4 &4 7 L 3
ANA VA=A THZ B TEET, YT IANT TV —varvayurun—RLT
MALTEEIE, A2 —2y FEMALTCSSMIZT —# 2K EETIT, 718 2%
B VTEEICEITEET, CSSMYT 71 ME, ElE 7 70 RICEHINTEE L
ESr AN

)

(GE)  Smart Software Manager 7 7 4 k& H T 544, Smart
Software Manager #7 7 A I Enhanced Edition 6.1.0 Zffi ] L
TLIEEY,

o (kD) VI vl FGABLADEGFI——IF. VT v T FAEBLV AR AT— |
FTABLAIBITTDHLERNDD £,
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RTLEBRIRYOEFT |

https://video.cisco.com/detail/video/5841741892001/
convert-classic-licenses-to-smart-licenses?autoStart=true&q=classicx 2 L T 723\,

T T IAT VADYVAT A Iy 7 ZHCSSM DY AT A 7yl ERIHEEANERD

NEFT, TTIATVADVAT A 7aw 7L CSSM DY AT A 71y 7 OF i, A
< — b TA B REBIEORBOER & 720 4,

G¥)

\)

A B —F v MCER L T r & VR TCSSMICHHET D54, [V AT LEE (Sygem
Adminigration) [>[7 v 7Y L—F&ET7 Y TT7— FDERE (Upgradeand UpdateSettings) ]
EHERHLT, 77 9A TV ACREENTWA T XL LRI X 2 E T 5 %8
NHY ET,

6=

\)

R —F—DGE, HTLWPAK 7 7 AV (B EITHES) 2=ET57-0N, 74
BRI ANEEKR L, TTIAT LV AD Ty A NVET—RNLET, 77 AV 0—
RL72%1X, PAKZA~—h TA B RCEBRT DM E RO T, Av—F T4
AE—KRTIE, 7740 —Kf, S48V R T 74 VOMEEX— &7 > g ITER
S, FEAEEFEROLDPMEA SN E T,

6=

T FIAT A% AsyncOS DUFTID A= a NZRLTESA. 7794 T v AT A~ —
AV AE—RDBEI TV YT T4 BV AE—RIZBITLET, Av— K T4 F
VAL TFENICANIL, BERTA B AEERTILENRH D £,

TFIAT A L TCASY— N VYT "o =T I8 TE2HENCTHITE. ROFIE

EEITTOMENRDHY T,
BERE FMIEER
AT w71 A<v—K I T7 N x2T 94 B | A~—F N7 U7 T714%
YT OHFME YT DA R =7t (9
)
AT w72 Cisco Smart Software Manager | Cisco Smart Software Manager C
TOTTITATVADEE |07 T5A4 7 ZAD%E (10
)
AT w73 T4 A (BRgx—) O | T 20K (11 ~—
K V)

B O ATLEEERIOET
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https://video.cisco.com/detail/video/5841741892001/convert-classic-licenses-to-smart-licenses?autoStart=true&q=classic

| v2x7L8BE22H0ET
23—t v7rz7 S14tvvvvosx—Tuit ]

ARX—=bVYI+DIT7 40 TDAR—T L

ATy T [VATLEE (System Administration) |>[AY— kY7 bz 754 22225 (Smart Software
Licensing) | Z&IRL £7°,
ATY T2 [Av—h VYT =T T4 T OHEZLE (Enable Smart Software Licensing) | %7 U > 7 LET,

Aw—hKN VT T 2T TV TOEMIONTIE, AX—K YT RYTT7 SAEUOUHT DM
DYV I27Y w7 LET,

ATFYT3 Av—h VYT R 2T FA Ly FICONTOREREFHATR. [OK] 22V v 7 LET,
ATy T84 EREERFLET,

RDBRY

AR—=hIY T NO=T FAR VU TERNTDE, 77397 T4V A E—RDOTART
DOHEEEN A~ — K T4 X E— RRTH HEIWIZHEARREICRVET, 79V v 7 T4k
A E— ROPFfFL—PF—DHE, CSSMTT T4 TV AZBEETIZ, Av~—F V7 hU=
T IAR U THERER M TTE 5 90 B ORMEHM A H Y 3,

HHHAR I L OSHLEAM O IRR O riic, —EORKE (90 HAl, 60 Hai, 30 HAG, 15 HAL, 5
Hal, BLORKEH) CHREBRERSINET, AMEMIEOM E 713K THIZ, CSSMTT 77
AT U AERETEET,

N

GE) T390 FTARVAET—RIZBFDT 7T 4T R2T74 0 ALFEZRVMEIAET 75 4
TUADFRA—F—DLE, Av—F VYT NI T T4V IR AN LT
b, MRt SN E A, 7TV T TAB VA E—RNIZBTAT VT4 TR T
A B RAEFFOARMET 7T AT L ADBAF— Y — DI, FHEHIMA RS E T,
FRBRT 7T A4 7 v A a—P—RNA~v— | T4 AEEOFEZFHET HHAIC
I, YA = AR TF—ATHEE L, Av— T AT MIFHEZ A B 2 ZBML T
TZEV, FHli 7 A & Ak, BERZICEHEE N CHER S ET,

A\

GE) T7FI9ATLVATAY—F SV U THEERZRENNCT D E, Av—h T4V
TSI T3 FAB VT =R — NNy I T ENTERI D F
j—o
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RTLEBRIRYOEFT |

. Cisco Smart Software Manager TD7 754 7 U AMDZ 5k

\)

CE)  A~=—F I8 ABREZ AT 5 &, ROBRENBEICHES S ET,

cWebEFXaUT 4T FTAT7 A Web LB 2T —3 37 4 /L% (Web Reputation
Filters)

WebBEX a2 UT 4T 7T T A 7 ALA%K (Sophos)
eWeb X2 UT 4T TI7AT A TALAN%E (Webroot)

Wb X2 UT AT 7FI5A4AT A Web 7uFk & DVS =P

Cisco Smart Software Manager TD7 754 7 > ADEEx

&
ATy T2

ATy T3
ATvT4

ATy TH

775 A T A% Cisco Smart Software Manager |28 &k B I121%, [ AT LEFL (System
Administration) | A =2 —TAV—F Y7 7 =7 T4 U THERBEANCT HLENRH
D ET,

)

GE) WEROT7TTFSIAT L AEZE—DA VAR ATREET A Z I3 TEEEAL, 7947
VAE N OTOBREETHIMNENDY T,

[V AT LE®E (Sysem Administration) > [AY—k Y7 rD 7 542225 (Smart Software
Licensing) ] Z#®IRL £,

[A~— R T A&7 (SmartLicensing) ] 47T a &@RIRL ET,
(58 (Confirm) 1% 27V v 27 LET,

[F7 AR — FE%E (Transport Settings) ] #Z L+ 555121%, [#w&E (Bdit) 1227V vy 7 LET, kD
F7TvaraEATEET,

« [E$E (Direct) 1: 7774 7> A% HTTPS #H T Cisco Smart Software Manager {Z B 5855 L £ 7,
IOF T aslE, TN FTBRENET,

[FSURKR—EH—bo 4 (TransportGateway) |: 77/ 7A T v A% TV AR—KF—Fhvx
A & 7213 Smart Software Manager %7 7 1 K& H T Cisco Smart Software Manager (242t L £, Z DA
Tra @R LTGE, P U AR— ' — U = A £7213 Smart Software Manager %7 7 A ~ D
URLEZANLTOH 0K 227 )y 7T H0LENRHYET, ZOAT > a | ZHTTP B XU HTTPS %
HR—FLET, FIPSE—FOHEA. FF L AR— 7 — 7 = A IZHTTPS DXz B R— Kk LET,

FT7 U AR—=h F—= b =AIZONTIL,
Hittps://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html
ML TN,

(AFvay) [TAM U H—7xAA (Testlnterface) |: A~— h T A B AERICT 7T A4 T A
ERERT D L X, [EBA ¥ —7 = A A (Managementinterface) | £ 721X [T —H A X —7 = A A (Data

B O ATLEEERIOET
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| v2x7L8BE22H0ET
sttrznzx |

interface) 1 23BN L £9, Zhix, DEILV—T 4 7 2HGNL, A~— T4 B AT 254
WZOHEH IET,

GE)  DBINV—TFT 4 ITRAEMIR>THRWGEIE, [T A M F—7 = A A (Test Interface) ] N
Hy XY ANT[EHA L H—T =4 A (Management interface) | 472 a > DA E[HAHT
%i—é‘o

nyA Ly 7 LT Yy EMA LT, Cisco Smart Software Manager 78— 4 /L
(https:/software.cisco.com/#module/SmartLicensing) (27 7 EA LTIV, HLW h—7 VE21ERT 5

WZIX, TOR—2ZNLD AT B>k (Virtual Account) | -X—IZBE) LT [£&f% (General) | # 7T

JRALEY, TTI7AT U AMORGA VA Z ARGk b —2 v ae—LET,

B A 2 A B ARG b — 2 DIERIZ DWW T,

https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing Deployment Guide.html %

ZMLTIZS 0,

ARTYT6 TTITAT U AZRY, ®EhA VAR ARG N —7 V&2 1T £,
ATy TT [k (Register) 1227V v 7 LET,

[(A~—hKYT7 b x=T 7147 (Smart Software Licensing) ] -X—C, [ TIZEFZIN TS5
BlE. CORRAVRFIVREBERLET (Reregister thisproduct instanceif it isalready registered) |
Frv IRy I AEFNILT, TTIAT VAEHBRTHZ LB TEET,

RDEZRY

LB 1 2 3B 0 £, [AY— YT v 2T I A7 (SmartSoftware
Licensing) | N— Y THEHAT —F AZ R R TEET,

T4 ADEKR

BEE T U ANERICHET L%, 77 I9A TV ADRED T A ARk LT nid b
RWEERH D £,

ATY T [VRATLEE (System Administration) 1 >[5 4 >R (Licenses) | #i&#IR L £,
ATy T2 [REDHwE (Edit Settings) |27 V27 LET,

AT T3 BRTDHIA L AZHIGET D[ A B ADFER/Y U —A (License Request/Release) [¥|DF = 7 K
I AEF AT LET,

ATy T4 [#EE (Submit) 1227 Vv LET,

RDZRY

FA AT, WIRERE-BBYINICRD a7 T4 7 RER (00C) ET— Rk,
KT A AIZ30 BEOM YR AR I FE T, ARHIRER I O'00C 1 11/ o MR D i
o, —EOMMR (30 Haf, 15 Hal, 5 Hal, BEXORKH) CEENFERINET,
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SRTLEBERIDES |
B> tzx0uu—x

OOC M T DOABMIRN BT D L. FA B AIMMHTEX T, WEELRA TR 20 F
T, BERICL O —ET 72T 5I121%, CSSMAR—Z L TIA4 B 25T v 75— LT, &
AEEEHTIHILENHD 7,

ZA4AEADY) ) =R

ATY T [VRTLEE (System Administration) >[5 4 2R (Licenses) | Zi&IR L 9,

ATv T2 [REDHwE (Edit Settings) 1227V v 7 LET,

AT9T3 V) —RF5T7 4 RAHIET D [TA4 2 ADOHEK (License Request) 1 ¥|DF =7 Ry 7 AEA47
WZLET,

ATy T4 [FEE (Submit) 1227V v LET,

Cisco Smart Software Manager W5 D7 754 7 2 A D& R R

ATy 1 [VATLEE (System Administration) | >[AYX—+ YT bz T75/4 2225 (Smart Software
Licensing) ] &R L £,

ATv T2 [7U 3> (Action) | Fay X U R b, [Z85# (Deregister) 1 2R L, [EfT (Go) | &
70 w7 LET,

ATw 73 [FEIE (Submit) 1227V v 7 LET,

Cisco Smart Software Manager TD7 754 7 > ADBZEE%k

ATY T [VRATLEE (System Administration) |>[AR—FY T bz 7541224 (Smart Software
Licensing) | Z&IRL £7,

ATFwFT2 [7Har (Action) | Fuy 77X U2 knh, [tk (Register) |2 ®IR L, [E1T (Go) 27V v
7 LET,

RDBRY

k7 v AT OV TIL, Cisco Smart Software Manager CD 7 77 A 7 2 AD%EE: (10 ~—
V) BEZRLTLIEIN,

FEETE WS TV FICBWWTCIE, 7794 TV ADOREEZ VY FLERICT 94T A
EREETDHZENTEET,

CSSM CTT7 7 IA T vV ABRBRETAHRNCOHR, P T AR—MREEZLEETE £,
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miacianzozy

\)

GE)  A~v—b FA B AP/ > TOBHAEICDI, F TV AR— MREZEHET
XFET, TTIAT UVARTTITREENTVWEHA, TV AR—NREEZLEET D
Wi, T I7AT  ADOREREMRRT HAMERH Y EF, FTUAR—MREEZEEL
B, TTITAT o AEHREET HLERDH Y 7,

N7V AR— MREEZETT D HIEIZOWTIL, Cisco Smart Software Manager TD7 77 A 7
YADKER (10 =) ZZRLTIEIVY,

Aok & REAZE DEF

Cisco Smart Software Manager C7 77 A 7 L A& %Gk L2142, FEELAZTH TX £ 7,

\)

GE) TITI9AT U AREFICEGEEINT-BIIOL, RBiFErTHTEET,

ATy 1 [YARTLEE (System Administration) | >[AY— kY T bz F7S54 224 (Smart Software
Licensing) | &N L £7°,

ATwF2 [7TUar (Action) | Rey X oy UR MG, et 7 a v ERIRLET,
* uu..\nIEEA—d_<E¥ﬁ'
<FIBREFEST CEH

ATvT3 B8 (Go) 1227V >y LET,

RDBRY

AVX—hFI—Cz O FOEH

TTIAT VAL VA=V ENTNDHAR = T—=V = fONR=V g Y E2EHTDHIC
. WOFMRZEITLET,

ATV T [VRATLEE (System Administration) |>[AR—FY T bz 7S54 1> 24 (Smart Software
Licensing) | &R L £7,

AT9T2 [AR—PI—V 0 FOEHFAT—H R (SmartAgentUpdateStatus) &7 > 2 > T, [§9 CE#H (Update
Now) |27 U w27 L, 7rEAIZENET,
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G¥)  CLI 2~ K saveconfig ZfE LT, X [P ATLEE (System Administration) | > [EREY
< ')— (Configuration Summary) ] ZfEH L TWeb A > % —7 = A ARHATRELFARTFEL &
IeTHE, Av—hF ITA BV ABHBEOREIIMEFESNLET A,

RDLF Y A TEMPEE S NET,
cAv— b YT T TA RV UTBIERICAEMEE -
cAV— K YT T TA R T OAMUITRIE LT
o AR 23 B A S 47
o FEMEAR 2346 T Lz GREMEIH F3 K OHIRIRE T ReC— 7 O IFR CT4E)
« IEFIZBER ST
« BERIT R L7

EFICERIEE T

FRREIZ R LT

o IR S 4172

o BRI I LT

« ID REIENIER ICH B S e

« ID REAFE D FHTIZ KA L 72

FRRED A LR G 7=

ID FEBIE DA ZNHR A G 7=

s AT T AT U RBEMNMTHIBOWIRN O (27747 v AEKMETHRFB IO
HAMHE T BRI — & O I TE(E)

 EED A NIIRICBE T D AN DA AL U ZAFEAE LTS

ARV ESAAVE—T 4R
* license_smart (14 ~X—3")

« show license (18 ~X—3)

cloudserviceconfig

license_smart

« @B (Description) (15 ~—Y)
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B (Description)

il 51k

$%BA (Description) .

fEAE (15 R—)

il Av—F ==V b AR FORE (153—)
Ml ZA~w—F TA R ZOHEE (15 =)

« 5] : Smart Software Manager TDT 77 A 7 v AD%Gk (16 ~=2—)
il Av—hK TABLVADAT—H A (16 X—)

il A= TARLADAT—Z ZAOWE (17 =)

el : A~v— ]k FT U AKR— K URL OFKE (17 <—)

Ml TA B ADER (17—

AL ADY Y —Z (18 X—)

A<w—h VT MU 2T T4 ABEORTE

fEE : Z0Oa~2 NiE Tcommit] DSMLEETY,

NYyF AT R Zoavwy RNy FEXZTR— KL TWET, FEMIZOWTIE, help
license smart =¥ FEAJILT, A1 ~NWT BRI TL fiéb\o

Bl Av—h ==Yz b P—ERHR— FOEE

example.com> license_ smart

Choose the operation you want to perform:

- ENABLE - Enables Smart Licensing on the product.

- SETAGENTPORT - Set port to run Smart Agent service.
[1> setagentport

Enter the port to run smart agent service.
[65501]>

. A~—hF T4 ADHEL

example.com> license_ smart
Choose the operation you want to perform:
- ENABLE - Enables Smart Licensing on the product.
[1> enable
After enabling Smart Licensing on your appliance, follow below steps to activate
the feature keys (licenses):

a) Register the product with Smart Software Manager using license smart > register command
in the CLI.

b) Activate the feature keys using license smart > requestsmart license command in the

CLT.

Note: If you are using a virtual appliance, and have not enabled any of the

features in the classic licensing mode; you will not be able to activate the

licenses, after you switch to the smart licensing mode. You need to first register

your appliance, and then you can activate the licenses (features) in the smart licensing
mode.

2785852907 |]
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Commit your changes to enable the Smart Licensing mode on your appliance.
All the features enabled in the Classic Licensing mode will be available in the Evaluation

period.

Type "Y" if you want to continue, or type "N" if you want to use the classic licensing

mode [Y/N] []> vy
> commit

Please enter some comments describing your changes:

(1>

Do you want to save the current configuration for rollback? [Y]>

% - Smart Software Manager TDT 75 A T v A DX

example.com> license smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.
- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> register

Reregister this product instance if it is already registered [N]> n

Enter token to register the product:
[1>

ODR1OTM5MjItOTQzOS00YjYOLWEXZTULtZTdmMmY30GNINDZmLTE1MzM3Mzgw$0AMDE ZzZNTR8W1pCQ1 1IMbGVMQOWRX

OXhuenN40WZDdktFckJLQzF5V3VIbzkyTFgx$0AQWcvaz0%3D%0A

Product Registration is in progress. Use license smart > status command to check status

of registration.

Gl : A<w—K FA B ADAT—HF R

example.com> license smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> status
Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes
Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted

Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)
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Bl s A=w— R~ FA B ADRAT —F XD

example.com> license_ smart

To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Web Security Appliance Cisco Eval

Web Usage Controls

Web Security Appliance Anti-Virus Webroot Eval

Web Security Appliance Anti-Virus Sophos Eval

Bl : A~—hk hT AR~k URL DFXE
example.com> license_ smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> url

1. DIRECT - Product communicates directly with the cisco license servers
2. TRANSPORT GATEWAY - Product communicates via transport gateway or smart software
manager satellite.

Choose from the following menu options:

[1]1> 1

Note: The appliance uses the Direct URL
(https://smartreceiver.cisco.com/licservice/license) to communicate with Cisco

Smart Software Manager (CSSM) via the proxy server configured using the updateconfig
command.

Transport settings will be updated after commit.

Bl FA L ADEKR
A

GE) T FIA T ADa—YP =T, T4V AZERELIZV ) —RTIEE. 07
TIAT VARG T HMERD Y 7,

example.com> license_smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> requestsmart license
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Feature Name License Authorization Status
1. Web Security Appliance Anti-Virus Sophos Not Requested
2. Web Security Appliance Not requested

L4 Traffic Monitor

Enter the appropriate license number (s) for activation.

Separate multiple license with comma or enter range:

[1>1

Activation is in progress for following features:

Web Security Appliance Anti-Virus Sophos

Use license smart > summary command to check status of licenses.

Bl : 74 ADY U —A

example.com> license smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> releasesmart license

Feature Name License Authorization Status

1. Web Security Appliance Cisco Eval
Web Usage Controls

2. Web Security Appliance Eval
Anti-Virus Webroot

3. Web Security Appliance Eval
L4 Traffic Monitor

4. Web Security Appliance Cisco Eval
AnyConnect SM for AnyConnect

5. Web Security Appliance Advanced Eval
Malware Protection Reputation

6. Web Security Appliance Eval
Anti-Virus Sophos

7. Web Security Appliance Eval
Web Reputation Filters

8. Web Security Appliance Advanced Eval

Malware Protection

show_license

FiB  (Description) (18 ~X—73)
Ml Aw— K FABLADAT—H A (18 X—)
il Aw— N FTABLUADAT—HX ZAOME (19 =2—)
A (Description)
A<w—hF FA BV ADAT —Z AL AT —Z 2O ELFRRLET,
G| : A<=—K FA B ADAT—HF R

example.com> showlicense_smart
Choose the operation you want to perform:
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- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> status

Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours
Registration Status: Unregistered

License Authorization Status: Evaluation Mode
Last Authorization Renewal Attempt Status: No
Product Instance Name: example.com

Bl: 27—k 51£22027—52 2082 |

53 minutes

Communication Attempted

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Bl s Aw— K A B ADRAT —F XD

cloudserviceconfig

B (Description)

example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Web Security Appliance Cisco Eval

Web Usage Controls

Web Security Appliance Eval

Anti-Virus Webroot

Web Security Appliance Eval

Anti-Virus Sophos

#H]  (Description)
< fER T

il : Web X2 T 4T 7T A7 A T Cisco Cloud Services DFH &h{k

o fil i Web X2 UT 4T 7T A7 A T Cisco Cloud Services D ER{l

« f§] : Cisco Cloud Services I"N—%Z /L ~D Web X = U T 4 T 7T A7 A D& Gk

« 5] : Cisco Cloud Services Ix— X /L ~D Web X2 VT 4 77547 A O HEPEE

* f§i| : Cisco Cloud Services IR—Z /LN EHD Web X2 T 4 77T A4 T 2 A OBREEARRR

il : Web ¥ = UT 77747 A % Cisco Cloud Services 18— & /L2535 Cisco

Secure Cloud Server D &R

« ] : Cisco Talos Intelligence Services 78— 4 /L7 5 @ Cisco Cloud Services aEH]E & F— D &

vru—FR

« il : 7 F 47 MiEWFE updateconfig

cloudserviceconfig =~ > RIZR OB THEA L £,
eWeb X2 UT 777 A7 A T Cisco Cloud Services N—F L EZHZHNZ LFET,

DRATLEBIRID

ey

=T

"
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B &mrz

*WebtFX=VUF 77747 A T Cisco Cloud Services " — ¥ /L &2 T2 L E T,

« Cisco Cloud Services IR—H /W Web BxX 2 U T 4T T4 7 R 88 LET,

« Cisco Cloud Services "—Z WIZWebtFx 2 U T 4 T 7T 47 A Z HEEJIZBRER L £ 77,
» CiscoCloud Services R —X L6 Web X o U T 4 77T 4T A DRERERER L E 7,

* Cisco Secure Cloud ' —/X—%EIR LT, Web X =T 477747 A % Cisco Cloud
Services AN — & LT BEGE L £97,

» Cisco Talos Intelligence Services 78— 4 /L-7)> &5 Cisco Cloud Services iEFAE & F—% X v 1 —
]\‘\ [./ i ‘a‘o

c I GAT Y NIEBELX—%T v Fu— FLET,

Y

GE) Zoa<r i, Av~—F 74 B RE— R TORBHATEET,

i 5%
cHETE : T~ FIT commit ITMEH VY FH A,
eNYFOTVER:: Zoavwr RNy TFEXREZFR—FLTWET,

%l : Webtex=2UT 477547 A TO Cisco Cloud Services DN,

RIZ, cloudserviceconfig > enable YT av s REFHLT, Web X2 VT 4774 T
A “C Cisco Cloud Services =N T 26 Z R~ LET

example.com > cloudserviceconfig

Choose the operation you want to perform:

- ENABLE - The Cisco Cloud Service is currently disabled on your appliance.
[1> enable

The Cisco Cloud Service is currently enabled on your appliance.

Currently configured Cisco Secure Cloud Server is: api.apj.sse.itd.cisco.com
Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)

2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
11> 1

Selected Cisco Secure Cloud Server is api-sse.cisco.com.

Make sure you run "commit" to make these changes active.

example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:23:19 2020 GMTexample.com >

Gl WebteXaUF 4 7T F4 7T A TD Cisco Cloud Services D1t

RIZ, cloudserviceconfig > disable YT a<w s REafH LT, WebtHXa )T 47 7FI73A47T
> A T Cisco Cloud Services Z 223 562~ LET,
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5] : Cisco Cloud Services

fl : Cisco Cloud Services R—2 JLADWeb X1 T4 7 TSA TR DER .

example.com > cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> disable

The Cisco Cloud Service is currently disabled on your appliance.
example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:01:07 2020 GMT

example.com >

R—=BZN~DOWeb X2 T 4T T T7A47T A DBEE

RIZ. cloudserviceconfig > register 7 2~ K& H LT, Cisco Cloud Services i"n— % /L
WWWeb X2 VT 4T TFI7AT A BT HHERLET,

)

G ZoVT7a<wrRiE, A~—h V7 b7 T4V TBENTI > TWRVIREE

T, Web X2 VU7 477747 &} Cisco Smart Software Manager (28 &k S 41T 72
W BRICOZRMHATE £

example.com > cloudserviceconfig
Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- REGISTER - To register the appliance with the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
[1> register

Enter a registration token key to register your appliance
[1> c51fa32bd9a31227eaab50dea873062c

Registering
The Web Security appliance is successfully registered with the Cisco Cloud Service portal.
example.com >

5] : Cisco Cloud Services IR—2 )v~D Webtx =2 VT 4 T T4 T A O HEIEEE

7}/—{@:\ cloudserviceconfig > autoregister ¥ %%1%)% L T. Cisco Cloud Services N—H )L
WCWeb BEX a2 VT 4T 7 T4 T VA BRETHHERLET,

example.com > cloudserviceconfig
Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- AUTOREGISTER - register the appliance with the Cisco Cloud Service portal automatically
using SL Payload.

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
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[1> autoregister

The Web Security appliance successfully auto-registered with the Cisco Cloud Service
portal.

5] : Cisco Cloud Services "—Z VINHD Web v X2 )T 4 T 7574 T 2 A OB

RIT., cloudserviceconfig > deregister W7 a2~ K& L T, Cisco Cloud Services i~ — %
IS Web X2 VT 4 T 7 T4 7T A DBRGRAEIRRT 56 2R LET,

example.com > cloudserviceconfig
Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.

- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
[1> deregister

Do you want to deregister your appliance from the Cisco Cloud Service portal.
If you deregister, you will not be able to access the Cloud Service features. [N]> y

The Web Security appliance successfully deregistered from the Cisco Cloud Service portal.
example.com >

Bl : Web®x=2 V5 47 74T & % Cisco Cloud Services 78— Z JVIZH859 5 Cisco Secure Cloud Server M3#4R

chi\ cloudserviceconfig > settrs “9‘7:’ ~ f‘%’@i‘ﬂﬂ LT, WebtFx=UT 1 TIIAT
A % Cisco Cloud Services ~— 4 JWIZ Kt 95 72 OIZ M F 72 Cisco Secure Cloud Server % &R 3
LR LUET,

example.com > cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> settrs

Currently configured Cisco Secure Cloud Server is: api-sse.cisco.com
Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)

2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
(1> 3

Selected Cisco Secure Cloud Server is api.eu.sse.itd.cisco.com.

Make sure you run "commit" to make these changes active.

example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:37:40 2020 GMT

%1 : Cisco Talos Intelligence Services 75— % L& @ Cisco Cloud Services iEE L F—DF 7 o — R

KIZ, cloudserviceconfig > fetchcerificate 7 2~ K& LT, Cisco Talos Intelligence
Services " — % /L2 & Cisco Cloud Services alFlE & ¥ —%2 X 7 o — KT 5612~ LET,
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51 : 9 54 7> EEBAZE updateconfig .

\)

X))  Zo¥T7awr NI, BEFO Cisco Cloud Services fIEFA O A R AL TV 2Rk HE
Cisco Smart Software Manager |Z Web EX =2 U7 4 7774 7 A Z8GL TV DH5EIC
DIEHTE ET,

example.com > cloudserviceconfig

Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- FETCHCERTIFICATE - Download the Cisco Talos certificate and key

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
[1> fetchcertificate

Successfully downloaded the Cisco Talos certificate and key
example.com >

Bl . 7 747 MEEWFE updateconfig

Yk@l\ Updateconfig>clientcertificate YT a<w K % {5 F LT?EE%%& F—mT v — R
T5EE R LET,

example.com > updateconfig

Service (images): Update URL:

Web Reputation Filters Cisco Servers
Support Request updates Cisco Servers
Timezone rules Cisco Servers
How-Tos Updates Cisco Servers
HTTPS Proxy Certificate Lists Cisco Servers
Cisco AsyncOS upgrades Cisco Servers
Smart License Agent Updates Cisco Servers
Service (list): Update URL:

Web Reputation Filters Cisco Servers
Support Request updates Cisco Servers
Timezone rules Cisco Servers
How-Tos Updates Cisco Servers
HTTPS Proxy Certificate Lists Cisco Servers
Cisco AsyncOS upgrades Cisco Servers
Smart License Agent Updates Cisco Servers

Update interval for Web Reputation and Categorization: 5m
Update interval for all other services: 5m
Proxy server: not enabled
HTTPS Proxy server: not enabled
Routing table for updates: Management
The following services will use this routing table:
- Web Reputation Filters
- Support Request updates
- Timezone rules
- How-Tos Updates
- HTTPS Proxy Certificate Lists
- Cisco AsyncOS upgrades
- Smart License Agent Updates
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Upgrade notification: enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- CLIENTCERTIFICATE - Upload the client certificate and key.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> clientcertificate

Current Cisco certificate is wvalid for 179 days

Do

you like to overwrite the existing certificate and key [YIN] ? []> vy

Paste the certificate.
Press CTRL-D on a blank line when done.

~D

AEAE &R e — OFFMZ AL 0 A1 £ 97, REAE & F—ITIERICRFSNET,

Async0S 140 LIED AR — YT b7 4 VA F—HRA 2+

e Av—h VT 2T TAVUAEHT L TEET S &, Cisco Cloud Service AT
2. HEIWIZBRERSNLE T,

+ Cisco Cloud Services AEFAZEDOH AR NEIN TV D54 1E. CLI T cloudserviceconfig >
fetchcertificate 7 2~ K& L C Cisco Talos Intelligence Services 78— & /L7 5 H
LWiEELZ XY om— R T&EET,

e Av— kT AU AREFTE— FDEH4E . Cisco Cloud Services D H B & ERITFEI T T 4
Mo

RET7ITSATIOADTIA R

Cisco Web Security (KB T 77 A 7 A TlE, RA N ETERBT 774 7 A% F(79 5187
A APMLETT,

BT 7T AT v ADTA ' ADFERICOWTIE,  [Cisco Content Security Virtual Appliance
Installation Guide] #ZM L T 7Z&WV, ZO RF 2 A ME
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html

MOAFTEET,

N

GE)

AT 7T A TV ADT AL A A VA N—)VT DHINS, T =k PR —+D kv
FNERS ZEIFTEERA,

FA B ZADOHIEBNUINT- %, T4 T 2%, 180 AflEFx =2V F 1 H—E R LT,
Web 7 & LCEMEZMGELET, ZOHEF, EX2 V74 P—EREFEHFINEE

Ao

FTAV L AOHIBYNICET AEEEZZETDHIEIC, TTIAT UV AERETEET,
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FE7 7517 20512 2012 =L

ESPEREYS
« T T —FOEH (37 X—Y)

RE7ISATUVADTAECVADA VA =)L

I):E

ATy T
ATy T2
ATy T3

['Cisco Content Security Virtual Appliance Installation Guide] ZZ ML T 7Z&Vvy, 2D Ko A
NN B
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html

[FE] PO AFTEET,

FERBRADEZE

4R8O H RIS

cHHADU T— FEEHRA RPC) R—ra2tFaT7 Xy U —7ICHEBE, 7 —7 45
LET, OV TIL, BEVWOT T IALT VA ETNADON—RT =T A K&
LTLEEY, ZORF2 A FOBEFICOVWTIZ, Fx¥xaAr by FEBRBRLTLE
S,

TrAT VAN E@IET D OICME R AR — PSR E, T IAT AR EF— |
T RARMRETHL Z L e LET,

ZOMREEAFEHT HICIE, EHOY E— NERFEAAS VX —T 24 ADO—E D IPv4 T
RUAMRMETT, 2O X —T A AL, ZO€ I a3y THAINLTWHAERIBETD
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AT9 T2 [2—HF—DiEM (AddUser) 127V v 27 LET,

ATYT3 UFOL—/UIERLT, 2a—F—HE2 AN LET,
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DEFZINMZDHZ EITTEEEA,
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SREIANCEH TS N TEES, 2—HF—Th 7 FERZRT L—XHIRIZ. Cisco 77T
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T IX CHAPRRGEAMEH LT, EED T2 OITEE OB Y — =L T L L o1, 77 T4 7
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NR=Z2NW T, 1~5DAT v T &KL £7,
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INAT L— X DR E
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A= BRI TEET,

ZORTEIZE > THRBEIZNA T L—APMER S NDDITTIEH D A,
ZOHEIE. AN LI RAT L—ROHER ST S 2T T,

AV =2 e FoR T OB — LR L ET, RIC, BRLI-m—L
TEZ R I REVETEANLET, BEAREVIFE, BER A
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INAT L—XOBEIIRBHETHE SN ET, M. hF 72—
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o RICF, /NF BEE, BRURBRCFEE T,
cHHLWHLFREOHEICHDIHEL T LR,

IS DB AR 2 1282 7 L— X Z T 5121, 20— 0ok
ExRERLET,

RATYyT 4 ERAREL, RIFLET,
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adminaccessconfig >

banner

BHENR TA U ERADL EXIIBE LT XA MREREIND
2T T IA4T U AERELET, WebUlL, CLI, FTP 72 & D
EEDOA L E—T A AEFH L CERENT I I7A4 T AT
TR RATHE, hAZLOO T A NFP—RNERENET,

CLI v 7 MIHE VAT 20y, Web X2 VT 4T 7747
A LDTHFRANT7ANNGAE =T 5 LICK-oT, WAZ L
THXANEO—RFRTEET, 77AADDETFXFANET v a—
RT 512X, £TFTP 2fEH L T7 77 A4 7 > A®D configuration
T4V RNV T A NVEERELET,

adminaccessconfig >

welcome

ZhUE, BEEIR A IR LI E FICERINDHRA R

TA N F—TF, ZOTFHFARNI, al 4D adminaccessconfig
>panner 77X A MERICFETT T4 T LV ADOREITEME U

F7,

adminaccessconfig >

ipaccess

BHERWeb X2 VT 4 T TI7AT VAT I ®BATHEED
it 1P 7 FUAEZHIE L 3, FHE X, TEO~ L F
ITHRE LT —ENDOIPT RLAZFFOY YU NET T I7A4T VA
W7 7B A TEET,

T 7w AEFHAY A MIHIRT2EE81E. IPT RLA, 71y
M, F7XCIDR T RLAZIBETEET, 774V NTIHE, 7
TIALT VATV BATEDLHT RL A2 —EFRT 5 L. BE
DY DIPT RUARFFA[Y 2 NORPIOT KL AL LT &
KrRINET, FAIYV A RNPLBIEOY T OIP T KU A THIER
TEEH A, ZOHRIT. WebUIZEHA L THERTHIEHTE
9, 2V =Xy b U= T A (35=) BZRLT
<TE&EW,

adminaccessconfig > csrf

BEOHLER, 30T LAEEREZHI LT, Znnd
T DD END, WebUL D7 1 24~ Bk E#
HEREZ AN/ LE 9, RO EX =2V T ¢ 2RI 5121
CSRF {#i#% A F—7 M T D2 L2 L E4,

adminaccessconfig >
hostheader

HTTP R CHA b ~u X —%2FHTLLORELET,

F 7 4V b TlX, Web UL, HTTP ZRINTWeb 7 74 7 2 k>
DIEEINTEHRA N Ny X —Z2H LS LET, EXaY
TAEBMDDEDOIL, TTITAT UV AEGDHEA L, DFE0T
TTAT AITRRTE N4 (wsa 04.local 72 &) OHEfEH
LTSETDHEIICWeb Ul R ET DN TEET,
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adminaccessconfig >

timeout

KT IV TAET A DEA LT Y MMM, 2F 02—V —nar7
U RTAETICHET 7T 4 7 TOHNLHIR (%) ZEELE
T 5~ 144047 (4 W) OEEFEETCEET, 774/ Mal
307 C9, ZOEHIZ. WebUIZHEH L TR RTHZILEHTEE
T, a—H— Xy hT—27 77X (35—) 2BRLTL
7EEW,

adminaccessconfig >

how-tos

BrEDREX AV FTH2YR— b TD 05 —7 ZANL—%H/ML
\i‘a_(]

adminaccessconfig >

strictssl

EEHE N L VRS2 SSLIE S (56 B RRFEALLLE) ZERA LT
R—hF 8443 D Web A v Z—T A A AL TEHLIIT,

TFIAT o AERRELET,

KV I72 SSLIE B A MBE LT HLIT I T4 T U AEHRET
HE, TOERITHTTPS i H L CEEHOBMNTTY 774 7 A
W27 7B AT HEHFICOAEHA S ET, HTTPS ZfEH L T

Web 7’0 F UNIER SN TWAIMOR Y NT—2 b T 7 4 v 71T
ITEH S ER A,

adminaccessconfig >

loginhistory

n A VR RET O AKEREL T,

adminaccessconfig >

maxsessions

Fffe 7 Ay iarORREERELET (CLIEB I Web
A B —TxAR)

A—YHY—Ry b IJ—HY 7HEX

AsyncOS3, T TAT U AMBIET 7T 4 Tlga—W—2u s 70 b4 5 E CTORMEZE
TEET, £, #FT22—Y—HHoX A T2 ETLH I b TEET,

tyalr ZAALT T ML, BEELZEGD, Web Ul £7201XCLIICE S A LTWHTRTO
=PI SNET, AsyncOSR 7T U b Lica—W—id, 77 IA4 7 20ur A
RV HFAL VLT PENET,

)

GE) Z 0)&4’ LT ‘7 ]\ @1@%%&%?5 6:61\ CLI adminaccessconfig> timeout %{fﬁﬁﬁ—é Z &
HTEET,

ATY 1 [V AT LEH (System Administration) ]>[F > b —2 727 & X (Network Access) ] Z R L £,
ATw T2 [REDIwE (Edit Settings) |27V v 7 LT,
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ATV T3 [ByvavdET 77 47 #4577 & (Session Inactivity Timeout) ] 7 4 —/V KiZ, =2/ 7D h§5ET
CHFRT 22—V =0T 77 1 THRMESMTAS LET,

5~ 1440 73 (24 B¢fH]) OFEPHTH A L7 U MHRZERLE T £, 7 7 4/L MEIZ 30 55 TT,
ATy T4 [2—W— T 7 A (UserAccess) | Z7 v a T, 22—V =DV AT AT 7 vAZHBELET, (EED

Piei 27 Al (Allow Any Connection) ] % 7213 [FFE DHEGE D A % FF 7] (Only Allow Specific Connections) ] ™
W EFACLET,

[HFE DOHEHGE D I+ % 7F 7] (Only Allow Specific Connections) ] % A4 12T 256, FIEDOBE/KGAZIPT R A,
IP #iPH, F/ILCIDR&EFHE LTCERELET, F 74T FIPT RLVARELBIL, TTIATVAIPT
RUAMN [—H— T 7 Z (User Access) | E7 T a VICHBIRNIZBMSVET,

RATyTE5 EHAREL, RIFLET,

EEENRIL—AD) Y k

1R BHHIIZ
sadmin 7 V2 RDRAT L—ANARALRGAEIE, B AX~v—HR— bk T o XK
LTARRATZL—X%EVEy FLTLEZN,
¢ NRAT L —RAOEFIIRNEIZAEZNC /20, BEEZERETILETH Y FH A,
FTRCOBEHHF L~V DO2—HF— %, ladmin] 2—HF—D 27 L — X5 EHECXET,

ATy [EHT 7747 A (Management Appliance) ]> [ A7 L& (System Administration) > [=2—H—
(Users) | ##IR L ET,

ATwF2 [User (z—%—) ] VA LCTladmin] V> 27 %27 Vv 7 LET,
AT9 T3 [RAT7 L —XDZHE (Change Passphrase) | Z#R L £,
ATYT8 FHLWWSRAT L —XEERT D0, I ATLET,

> - - o~ O . = > Eﬂi""'
HEEIN=AVvE—CDRET FLADEKRE
LAR— M IZ AsyncOS I K » THREINIZ A=V DIRIET KL AZHETEET,
AT T [VAT LEH (System Administration) > [IR{E557 FL A (Return Addresses) | Z34R L £7°,
ATy T2 [REOHE (Edit Settings) 1227V v 7 LET,

AT T3 FRrg, 2—V—4, BEORRAAL A E AT LET,
ATy T4 BEFEEEGFL, RIFLET,

B O ATLEEERIOET
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75—tongE [

= faran

T7o—FrFOEHE
77— h&IE, CiscoWeb X2 VT 4T FI7A4T7 A TRELTND ARV MBS 5 EH
NI TWDE, BFA—NCEDBBHOZ LT, ZNEDA Xy MIE~AF— (F
W) NHATVYy— (Z VT4 HN) FTOEREE (FRITEKRE) LIURBY, —fRIICT
TIAT VADREED 3 R —F 2 M ETIIHEREICEE L T\ E T,

\}

GE) T I —hEBAA—INVBHEZIET AL, TTIATUVANREBEFA—IL A vB—T~
DEFBIHEHTHSMIP U L— RA MERETHIVLEND D 97,

—bDRBEEKRE
7 I MCAENBIIIE, 7 I hOMEE BRI > TRED ET, 77— FREHI
B(ET 5T T MY E AR T £

<
N|

AsyncOS IZLL F DX A T DT 77— X ELET,
« A7 L (System)
e /n—Rv =7 (Hardware)
« 7 v 77 —%4 (Updater)
* Web 7' % 3 (Web Proxy)
« VT = TR (Anti-Malware)
L4 N7 7 ¢ v E=4— (L4 Traffic Monitor)
« M5 URL 77 =V (External URL Categories)
« KU T —DH IR

75— hrDEKXKE
77— M, ROBEBKREIMES TEEINET,

s JUT 4N T2 BIZRT HMENS Y F9,

o R S A — ) T PAMBERMEE I T —, T ISR LERREAE L H 0 E
j—o

AEH TS, ADN—T 4 UHERE TR SN D,
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B - rzEz0um

W
Tl

BEDEE

N
GE) v AT LDty T v 7RI AutoSupport & A R —7 /W LIza, HEELZETA—L

T RLRICTRTCOERERINI FAODTI— a2 ELET (F74/08) ., 2D
REFDVSOTHEFETEET,

75—k

75— FREEDBME & CEE

AT T [VAT LEH (System Administration) ]>[7 77— b (Alerts) ] Z3®K L F 7,
AT9 T2 [77— +32(E#H (AlertRecipients) ] VA N CZEHEEZ 7V v 7 LTRET 20, [ZEHFOEMN (Add
Recipient) | %7 UV v 7 LTHLWZEEZEBMLET,

ATV T3 ZEEDEFA—NT FLAZBMELIIRELE T, BHOT KL AEZ D ~TRUIS-TANTHZ L

ATV T8 XZTT7— N EATT8, ZETHT 7— FOERKELZRINLET,
ATy TE BEEXEL, RELET,

75— L ZEBDHIFR

ATy 1 [V AT LEH (System Administration) ]>[7 7 — b (Alerts) ] Z#IR L £,

ATY T2 [7T7— FZE#H (AlertRecipient) ]| DV A RT, 77— FZEHFIHIGTHIIHTAar27 0 v L
THEELET,

AT9T3 BEREARGFLET,

— s o
77— FEREEDETE
T I REZ T e —NVREETHHD, TXTOT 77— FOEEICEEL £,
ATY T [V AT LEH (System Administration) ]>[7 77— b~ (Alerts) ] ZE4R L £,

ATy T2 [REOHE (EditSettings) 1227 Vv 7 LET,
ATy T3 VEIELT, 77— FORTEMBERELET,

B O ATLEEERIOET



| v2x7L8BE22H0ET
75—ruzt |}

TIFay BLl

77— bDOEETT BT T — b EEET D & ST D RFC 2822 #Eflod> [Header From:| 7 KL%,
LA (From Address to | A7 LD A R ( Talert@<hostname>] ) 123DV TT R LA % HEVERKT
Use When Sending HA T a v ESHTOET,

Alerts)

HET 77— PEERO | HET 7 — FORHMMEZHEELET, 2 DORENRHY 7,

%J@%FHEJ (Wa}t Before [EET 7 — MMIEREERFORFHERE ()  (Initial Number of Seconds to Wait Before
Sending a Duplicate . . s SN i 5
Alert) Sending a Du?hcate A‘lert) lo ZOfEZ 0ICRRE LTSS, BELET 77— 1 @‘H:
< U=l FEEERT, RDVICT_XRTOREBELLET T— FB Y TIL A MTEE
SINET (FERFICKEOEFA—NVE2ZETHAEENHY £7) . HELL
T = eEETOETITHET20EIE., 77— hMEXETH-ONTHINL £
T HEINT 2RI, AIEIOFFERIRO 2 (50 E2 2 LT, 2F0, =
DA SICRET DL, 77— MISBEZ, 158#%., 358%., 158%. 1558
%, 315 L VST TER SNET,

[T 7 — FEERORAREHEFE () (Maximum Number of Seconds to Wait
Before Sending a Duplicate Alert) ], [E#HT 57 7 —h A v =T 2XET HHIIC
FERE3 2 e RO E (Maximum Number of Seconds to Wait Before Sending a Duplicate
Alert) 17 4 —/V FZfEH LT, FRERIBROMBUCHIRZRRIT 5 Z &N TEET,
el z2E WHMEZ S ICREL., RKIEZ 60 ICRET DL, 77— MES
o158, 358, 60 70, 120 Bb7e K ORIME CEE S E T,

Cisco AutoSupport VAU TOEMERET D0 E I DERELET,

s VAT ATHERENTZTRTOTT—F AyvkE—YDabr—
o VAT LOBMBIKR], status 72 RO, BROMEH STV 5 AsyncOS
N— g VU EEAT 5

Fo, VAW ERBLELLDAEA vV a—2NEOT T — FZIEEHIT
EETHINEIPERELET, Ziuk, EREN MEHR (Information) | D
AT ETT— b eZETHLIREINTWEIZEHICOABAINET,

ATy T4 ERzFEEL, RFLET,

75—k URE

UTFOHETE, DEINCT 7— e —EFR R LET, FHEHOEIZIX, 77— b4 (NECEH
Db descriptor) . 77— FOEEOTFA M, B, ERE (Z VT 4 B, 1EHR, EE
W) BIOAvE—VDT XA NMIEENDNNT A—F (HFETDHHE) PEaEhLTnE
7
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PLFDFIEL, AsyncOS THMREIN D S EIEREXF— T 77— DU A RNTT, 77— FD

A L HRE SR S LTV E T,

Ayt—T To5—FDE |[INTA—4
XE
A “S$feature” key was downloaded from the key 135 3 $feature : BERE DL il

contact your authorized sales representative.

(Warning) .

server and placed into the pending area. EULA (Information)
acceptance required.
Your “$feature” evaluation key has expired. Please | #/E5 $feature : BERED 4 T,

Your “$feature” evaluation key will expire in under
$days day(s). Please contact your authorized sales
representative.

He
e

(Warning) ,

$feature : FERE D4 AL,

$days : HERE - — DO HIR 3BT
HETOHE

N—FK9z7 75—+
LIFDOFRIZ, AsyncOS THERIND SESERN—RUV =T 77— DYV ARMTY, 77—

FOFA EBEBRENTHI N TWET,

$error

(Warning)

Ayt—v To—rDE |[INTA—4
E
A RAID-event has occurred: i $error : RAID =7 —D7 F A

Ro

IFD#FRIE, AsyncOS TAEMRINAHSIESE X7 77— DIV AT, 77— D

Al & RS S TOET,

Ayt—T TI3—rDE |I\NTA—4
RE
$error. 5 $error : =7 —D K L—ANRy
(Information) . | 7 3CF51,
Log Error: Subscription $name: Log partitionisfull. | 7 U5 ¢ /L |$name: 22 7227 U 7

(Critical) .

a4,

B O ATLEEERIOET




| v2x7L8BE22H0ET

nx>s 75—+ I

Ayt—o TS5—FDE [INTA—4
XE
Log Error: Push error for subscription $name: Failed | 7 )5+ ¢ H/L |$name: 22 7227 U 7

to connect to $ip: $reason.

(Critical)

a4,

$ip: UE—FARAMDIPT
KL =&,

$reason : it T —IZ O T
AT ST F A B,

Log Error: Push error for subscription $name: An
FTP command failed to $ip: $reason.

7 U7 4 v
(Critical)

$name: 7/ YT A7 U
va v,

$ip: VE—FFAFDIPT
]\\‘[/Xo

$reason : FIESIZ OV THELA
TBHTEXA b,

Log Error: Push error for subscription $name: SCP
failed to transfer to $ip:$port: $reason’,

70T 4V
(Critical)

$name: /YT A7 U
g v,

$ip: VE—FFAFDIPT
FL =z,

$port : VE— KA FDOFR—
[

$reason : B SIZ DV THLA
TAHTEXA b,

Log Error: 'Subscription $name: Failed to connect
to $hostname ($ip): $error.

707 4 1V
(Critical)

$name: a /YT A7 U
g v,

$hostname : Syslog $—/3—®
RA

$ip : Syslog —/"—D P 7 K
LA,

$error : =7 — Ay kE—TD
TF AR,

2785852907 |]
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sending log data to syslog server $hostname ($ip):
$error

Ayt—T T75—FDE (IS A—4
RE
Log Error: Subscription $name: Network errorwhile | 7 J5* ¢ /L |$name: 22 7227 U 7

(Critical)

va v,

$hostname : Syslog —/3—®
RA N,

$ip : Syslog —"—DIP 7 K
L,

$error : =TT — AvE—TD
?#X }\O

Subscription $name: Timed out after $timeout
seconds sending data to syslog server $hostname

(Sip).

7 V7 471V
(Critical)

$name: 7/ YT Ry U
va v,
$timeout : FPELLD X A LT 7
I\O

$hostname : Syslog —/3—®
RA M,

$ip : Syslog —"—DIP 7 K
Lz,

Subscription $name: Syslog server $hostname ($ip)
is not accepting data fast enough.

7 U7 4 v
(Critical)

$name: 7/ TRy U
va v,

$hostname : Syslog $—/3—®
ﬂ‘x ]\Zlo

$ip : Syslog F—/"—D P T
LR,

Subscription $name: Oldest log file(s) were removed
because log files reached the maximum number of
$max num_files. Files removed include:

$files_removed.

1%
(Information)

$name: 1/ T A7 VT
va v,

$max_num_files: @7 7 &
7Y a T RICHRTER
57 7 A INVDEKREL,

$files removed : HIFR S 7=
TrANLDY AR,

LAR—bk 75—+
LT OZFRIL, AsyncOS THEMSND S ESERLA—FNTI7— DV ARNTT, 77— D

il & EREARM SN TVET,

B O ATLEEERIOET
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vik—+t 75—+ [}

Ayt—o To5—rDE [T A=A
RE
The reporting system is unable to maintain therate | 7 J 5 ¢ % SN RS
of data being generated. Any new data generated | ;.
will be lost.
The reporting system is now able to handle new | 533 WAL
data. (Information)
A failure occurred while building periodic report | 7 U 5 ¢ 7)1 | $report_title : LAR— h DX A
‘$rep0rt_title’. (Critical) N kv,
This subscription should be examined and deleted
if its configuration details are no longer valid.
A failure occurred while emailing periodic report | 7 U 5 ¢ 7)1 | $report_title : LAR— h DX A
‘$report_title’. (Critical) . ML,

This subscription has been removed from the
scheduler.

Processing of collected reporting data has been
disabled due to lack of logging disk space. Disk
usage is above $threshold percent. Recording of
reporting events will soon become limited and
reporting data may be lost if disk space is not freed
up (by removing old logs, etc).

Once disk usage drops below $threshold percent,
full processing of reporting data will be restarted
automatically.

i

=

=
(Warning) ,

$threshold : L =\ ME,

PERIODIC REPORTS: While building periodic
report $report _title' the expected domain
specification file could not be found at ‘$file_name’.
No reports were sent.

70T 4 v
(Critical) .

$report_title: LAR— D HF A
N

$file name : 7 7 A L D4R,

Counter group “$Scounter_group” does not exist.

70T 4 v
(Critical) .

$counter _group : counter group
D4 Hil,

PERIODIC REPORTS: While building periodic
report $report_title’ the domain specification file
‘$file name’ was empty. No reports were sent.

70T 41V
(Critical) .

$report_title: LAR— FDH A
RV,

$file_name : 7 7 A L D4,

PERIODIC REPORTS: Errors were encountered
while processing the domain specification file
‘$file_name’ for the periodic report ‘$report_title’.
Any line which has any reported problem had no
report sent.

$error_text

7T 4 v
(Critical)

$report_title: LAR— h DX A
kb,

$file name : 7 7 A L D4 Hil,

Serror_text : FWELTTT—
DY AR,

VATLEERARYDET

"
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Ayt—o

INTA—4H

Processing of collected reporting data has been
disabled due to lack of logging disk space. Disk
usage is above $threshold percent. Recording of
reporting events will soon become limited and
reporting data may be lost if disk space is not freed
up (by removing old logs, etc).

Once disk usage drops below $threshold percent,
full processing of reporting data will be restarted
automatically.

$threshold : L & UM,

The reporting system has encountered a critical error
while opening the database. In order to prevent
disruption of other services, reporting has been
disabled on this machine. Please contact customer
support to have reporting enabled.

The error message is:

$err msg

707 4 1V
(Critical)

$err_msyg: =7 — Ayk—¥
TX A,

SRFLTT—h
IFD#HRIZ, AsyncOS THAMINDIESERVAT AT I— DIV ANTT, 77— D

Al & RS STV ET,

Ayt—T TI72—FDE |INTA—4
RE
Startup script $name exited with error: Smessage | 7 U ¢ AL [$name: 27 U 7 F DL,

(Critical) .

$message : =T — Ay tE—T
TX AR,

System halt failed: $exit status: $output',

7T 4 v
(Critical) .

$exit_status: =~ RO T
a— K,

Soutput : T KB DOH
VAR

System reboot failed: $exit_status: Soutput

7 VT 4 1)V
(Critical)

$exit_status: =~ RO T
a— K

o

$output : =~ KB OH
jjo

Process $name listed $dependency as a dependency,
but it does not exist.

70T 4 v
(Critical)

$name : 7 1 & XA D4,

$dependency : —EF RSN T
WA IRTEE D 4TI,

B O ATLEEERIOET
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Ayt—o To5—rDE [T A=A
RE
Process $name listed $dependency as adependency, | 7 ) 5+ ¢ H /L |$name : 7 & & 2 D4 i,

but $dependency is not a wait_init process.

(Critical)

$dependency : —FEFE R Z 4T
WD ARFEME DA T,

Process $name listed itself as a dependency.

70T 4 v
(Critical)

$name : 7 1 & XA D4R,

Process $name listed $dependency as a dependency
multiple times.

70T 41V
(Critical) .

$name : 71t 2 DL HI,

$dependency : —EFR R EINT
W D AR D44 Tl

Dependency cycle detected: $cycle.

7T 4 v
(Critical)

$cycle : A 7 MCEHRT DT
gt 24 DY A,

An error occurred while attempting to share
statistical data through the Network Participation
feature. Please forward this tracking information to
your support provider:

Error: $error.

Hik A
= =

(Warning)

Serror : BIAMCEREST T B
ET— A=Y,

There is an error with “$name”.

70T 4 v
(Critical) .

$name: =7 7 7 A L EAERK
L7=7uat& 204 i,

An application fault occurred: “$error”

7 VT 4 v

$error : TT—DT XA~ (E

(Critical) , |#IXFL—2ANy )
Appliance: $appliance, User: $username, Source | & $appliance : FFED Web &
IP: $ip, Event: Account locked due to X failed login |  (pyfypmafion) . | F 2 UVF 4 7 FF5A4 T A D
attempts. ID
U§er $username is locked after X consecutive login Susername : 5 00 o —H—
failures. Last login attempt was from $ip.
T MO ID,
$ip: a7 A URRITSNIZIP
TR A,
Tech support: Service tunnel has been enabled, port | {3 $port : F—E R k2 RITSE
Sport (Informetion) ., | S5 R — R F 5
Tech support: Service tunnel has been disabled. 4R SR
(Information)
AT LEBR R DRIT

"
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* The host at $ip has been permanently added to
the ssh allowed list.

* The host at $ip has been removed from the
blocked list.

Ayt—o TI—bDE |INFTA—4
RE
* The host at $ip has been added to the blocked | #%2= $ip: v A BFITSINIIP
list because of an SSH DOS attack. (Warning) , |7 FL %,

ERBH -

SSHZNLCT I I7A4T A
O ERATNDN, A
i VT o L ERIRL
WP 7 R A3, 2 450N
W EL ERATIZ R L7285
&V SSHO7 w27 A KT
EMsvET,

FIUIP 7 RLANSZ—HFN
EFicerlZf o35, 0
IP 7 RURIEFFAI Y A MZiE
mEinEd,

FFAJU A ROT FLAIL, %
no»nrzuewy s JRANMIEE
NTWTHLT 7 EANRFITX
WET,

TR IIER I BRI Y
7 U A Kb BHEIRIZHIBR X
nNE9,

TYvyIT—RT7S5—Fh
LIFDFEIT, AsyncOS THEBRSIND S EIERT v I T—X 77— DUV AT, 77—

rOFA EBEBRENTEH I N TWETS,

Ayt—o TI3—rDE |INFA—4
RE
The $app application tried and failed $attempts i a5 Sapp : Web EX 2 VT 4T

times to successfully complete an update. This may (Warning) . |FA T A ¥ T 4 H—
be due to a network configuration issue or temporary v 24
outage. °

Sattempts : AT TEI%L,
The updater has been unable to communicate with | 24 $threshold: : L &\ MiE DR,
the update server for at least $threshold. (Warning) .
Unknown error occurred: $traceback. 7 U 70 |$traceback : R L—RA RNy I E

(Critical) .

o

B O ATLEEERIOET
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RILITTHETI— b .

(Shost:$port) D OCSPRFEIZRI L F L7,
AEENAEN TH DL Z L Z2HER L ET,

Awt—2 TS5—hDE IS A—4
XE
FEE 2D 2% UPDATER H— 3 —ZEH & Critical $host : UPDATER H#—/3—®

KRR N,

$port : UPDATER #—/3—0D
7:‘6‘— ]\o

TILIDTTRHERT T— b

Advanced Malware Protection {ZBEi# 32 7 7 — MI-DUW T, Advanced Malware Protection O[]
BUZBAT 27 77— FOREERZEESZR LTI E I,

R —DHRINT 5— b

WDFKIE, AsyncOS TER SN EEFIERARI —TIF7— DUV AKNTT, 77— hDOi

L ERENTMS N TNET,

ke n 9,

Ayt—o To53—hDE |INFA—4
XE
'$PolicyType': '$GroupName' |%, AR DO | 1EH $PolicyType: i, Web 7~ U
EDD, T 42— IR THET, = BATFIHEASLT IR
RY —MEHERY =T,
$GroupName: (%, R~U T — 7
/I/"—’700)Zl ﬁﬁ‘f—a—o
'$PolicyType' : '$GroupName' 1%, 3 HZIZHIIR | FH $PolicyType: 1%, Web 7"V

Vo BATIHESLT 'R
RNY =B RY > —TT,
$GroupName: (%, R~V — 7
=T DARTTT,

FIPS Compliance

Federal Information Processing Standard (FIPS) 1%, FEEEH CTH 5 DB STV WG
WMERET D201, TRTOBIFEBECTHER SN AR 5 LEY 2 — VOB EZRE L TV E
3. FIPS X, B OEX 2 VT 4 LT —% 774 N —BEOEFEREIET D720
BN b £, ENCAEEERMFZEAT (NIST) 12 & - CRI%E S 7z FIPS 1, BUBUN O B4 %

7 LB OB N WSS S E T,

Web ¥ = U T 4777 A7 A L Cisco Common Cryptographic Module (C3M) #ffif L C
FIPS <& — K@ FIPS 1402 #EJLAZEHR L ¥4, 574/ FTlE, FIPS T— NiiT 4 &—7 LT

B
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RTLEBRIRYOEFT |
B resavzozs

BEEE
* FIPS £ — RO

FIPS STFAE D E 4

FIPSE— R TIE,. WebEF a2 UT AT FI7AT LA TA F—T MR o> TWHTRTOIEE
{bH—E AT DWW T FIPS ¥EHLOGEIAEA T2 40BN H Y £, Ziud, L TFORB(LY—
RICHEHINET,

« HTTPS 7' %

* ALk

©SaaS DT AT VT 4T 4 TN K —
« T T TAT v AEEHTTPS #—E A
« &% =7 ICAP 44 DLP 3% &

* Identity Services Engine

* SSL D% E

« SSH OFHTE

\)

GE)  FIPS T— R&A R —7MIZT BHiIC, FIPS EREFAEZHERH L CTF o4 7 v AEH
HTTPS V' —EREZHETHMLENH D 3, OB S{LT —E R FA Rx—T NI T D4
Hiib v A,

FIPS YELOREM EII LT OB 2w 7o T ER H Y 97,

iEAE | 7T |BRETLTYRLA ERC
PN
X509 RSA shal WithRSAEncryption | i@/ 28 2t/ 7 +—~ o A L +05r X =

sha256WithRSAEncryption | Y 7 1 & FHF 57291, 1024 £ hDF—
YA REHAE L ET, By A X2 EHIC
KRELTDHE, X2V T 013 ELETH,
BHACDRT =~ P AT LET,

FIPS SEEAE D H&ELE
FIPS &— FN™A R—TNVDBE., T T I7A4 T L AFIKOFREF = v 7 ZEITLET,

cWeb X2 VT 4T I IAT LV AWLT v 7 a— RENTZTRTOHFHEIL, ULIck-T
T o7 —RINTZO0, Tive b certcontigCLI A~ RIZ ko TT7 v 7 u— RNEhiz

B O ATLEEERIOET
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| v2x7L8BE22H0ET
Aps =— koapitE-EEnt [

IR <. CCIEYEIZERICHE D L O ITHGESNE T, Web X2 U T 47774
T U ADEEANTHNOBY R EEANARREESN TR WIEHEIZ, 7y 7o —RRT&
FH¥ A

BT X B /NARRGEIZ K > TREAEOBLA BRFES L, T X TOBAEEREIZH L TH
SEHE A D basicConstrains B L N carlag DE v M X - TEEHE/AR *— DL D K
REESNET,

KU A MZxt UCREEZMEET 572912 OCSP MGEA A CX 4, Ziux
certconfigCLI 2~V REHH L TRETE E T,

\}

GE)  #HLWH 7 2~ KoCSPVALIDATION FOR_SERVER CERT 3 A A
VD CLI 2~ R certconfig @ FIZIBMENFE L=, #HL
W T awy Refifld 5 L. LDAP ¥ — \GE &R LT
Ty T T — G EO OCSPIRGE A AN TE E T,
REEORGER AN 72 > TV D 5E, BEICBERT 25EH
BERRNTHET T— b BRRREINET,

RS RREIERGEIZ DWW T (53 =) HZHL T ES VY,

FIPS E— FOAEML E = (TENE

1R BHEIIZ
T T IAT VARED NN I T w7 abt—%EmLEST LLITE2ER) . 77947
ABRET 7 A NVDORAE 2 ~—)

« FIPS &=— N CfEH SN A EFHE T, FIPS 140-2 ZEDOABFT— 743 XARFEH I
TWAZ R LET (FIPS iEHEOEM: (48 X—) 2HMR) |

)

G¥) FIPS E— REZLHETH L, TTIAT UV ANHEHEINET,

« FIPS & — RZMh2 L7284, SSLEBLUSSHFE (FIPS E— ROAAEc ST
LA, BEIIZ FIPS XISIZR D X ICTHARE) F7 74V MEIZV Y B &
NEH A, BT DB, Bk TR SSH/SSL REEFEH L TY 74 7> bR T
EHEVCTHIHMENRNHIGAIL, HRMICINOORELZERETHLERDHY F
T FEAEIZ OV T, SSL OFEE (51 _X—Y) 2L TSN,

ATY 1 [VAT L (System Administration) ]>[FIPS ®€— K (FIPS Mode) ] ##E4R L £,
AT T2 [REOMWE (Edit Settings) 1%~ V27 LET,

2785852907 |]
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B x7roBB0EE

AT T3 [FIPS2 7747 ADA%NY (Enable FIPS Compliance) ]2 4 2L C, FIPS 27 T4 T 2 A& H%)
WZLET,

[FIPS =22 77 A 7 > ADH%HE (Enable FIPS Compliance) | 24 1245 &, [EKAHEENE T A —%
(CSP) DOlE 5 bz A %hZ9 % (Enable encryption of Critical Sensitive Parameters (CSP)) | T = v 7 KR v 7 A
WA £,
ATy T8 2T — K FTFEER, GEAE, HEX T EORET — X O BLE AT 25 61%, [ER2EENE
T A—% (CSP) DOKFFLEA%NZT % (Enable encryption of Critical Sensitive Parameters (CSP)) ] & 4 >
WZLET,

ATw 75 [%E (Submit) 1227V v LET,
ATw 76 [FifT (Continue) 127 Vw7 LT, T7I7AT V ADFEEZTFLET,

SATLOBFDOEHE

o« A AL = DEE (50 2—)
eNTP —NR—Z LDV AT L 7y DREH (50 2—)

BALYT—2VDERTE

ATY T [V AT LEH (System Administration) ]>[# A & ' — > (Time Zone) | Zi&R L £,
ATy T2 [REOHE (Edit Settings) 1%27 V> 27 LET,

ATw T3 MR, EH BRIOXA LY —UEERT D0, GMT A7y FEERLET,
ATvTa4 EEREZEEL, RFELET,

NTP H—/N\—IZ&kBIRTLVAYY DR
TTIA T ATTFHCRBZRETHDOTIERL, Xy NU—27 ¥4 L7 a baji (NTP)
P NR— IS L THEDHEZ B TE2 L9 Web X2 U T 4T 7 T4 T VA BRIE
THZEEBEOLET, 2T, BT T4 T U ARMDOT A A LHEEIN TV BEE
WS LET, HAESNEZTXTOT S, ZANRE UNTP Y — =2 {5 LB R H Y 97,

ATy T [VAT LEH (System Administration) > [ OF%E (Time Settings) ] Z 3R L £ 97,

ATy T2 [BREOHE (Edit Settings) 1227V v 7 LET,

ATv T3 [FZOFE S (Time Keeping Method) ] & L C [NTP (Network Time Protocol) % 1{# ] (Use Network Time
Protocol) ] ZEIR L F 7,

ATy T4 = R_—OBMPLERGAE. fTOBEM (AddRow) %2727 U 27 LT, NTP — —D 52 EAfik A
NEEIZIP T RLAEZ AL LET,

B O ATLEEERIOET



| v2x7L8BE22H0ET
sstozz [

ATFY TS (FEE) NTP 7V — il T AT I IAT v ADFy NT—7 A B —T x4 R XA (EEEIZ
T—=HDOWT D) IZEEMTFOENTWE, V=T 47 T—T NV ERRLET, iU, NTPZ =V —
MIEEINDIP T RLRITARY £,

GE) ZOF T g iR, 7?547yxﬁ? NI T4 HEEHNT 7 4 v 7 HIZHENL—
TAVTEHEHLTWS WCDAEBETEET,

ATYT6 EREEZEEFEL. RIFLET,

SSL DE%FE

X2 T 42 ESEEZDIZ, WS OO —EZXTSSLV3 L SFESERAA—Ta 0D
TLSZA X —TNEIET 4 E—T M TEET, HFEOEX 2V T4 2FEBIT 572012, T
NTOY—EATSSLV3I 27T 4 =7V T 2220 LET, 7740 FTIE, T
TON—=T 3 D TLS A X—T VTR E ST, SSL BT 4 BE— T /IR ESNET,

GE) :ﬂ%@%ﬁgbi\ sslconfig CLI 3~ FafERHLTA *‘—7\‘11/& f:ﬂi'?:/f JZ—?‘/I/GCT
HZELTEET, WebtFa T 4T 7 I7A4AT U ACLIa~wy RESRL T EE N,

GE)  TLSEF S 0NERNC72 D SSLAERLAEES/-IIE T LIZGAIE, 77V r—va v a2
gLET,

AT9 T [VAT LEH (System Administration) ]>[SSL g% (SSL Configuration) ] Z3&R L 7,
ATv T2 [REOHE (EditSettings) 1227 U v 27 LET,

ATYT3 ZnbDOYP—EATSSLV3 & TLSviXx A X —7 M T B2, T 5F v IRy 7 Azt 2L
‘ij‘o

(TTTAT o AEE Web 11— — A X —7 =14 X (Appliance Management Web User Interface) ] :
ZOREEELTDE, TXTOT 7T 47 a—F—0HRP Ul S ivET,

s [FaF¥T P—E R (ProxyServices) |: EX a7 7747 NADOHTIPS VuXx &/ LTy
IWEEBAEREENE T, 07 v a XU TFbEERTWET,

« [ HHE5 (Cipher(s)toUse) |: 7y $—E R L DBEICHEHAT2EBMORE S AL — &
ANTEET, AAM—bFORYVIZIFavr ) 2FEALET, FFEOREOEAZIET I
X, FOXFF|OLIEIEERF (1) ZBMLFET, =& 2 1E 1Exp-pEE-RSA-DES-CBC-5HA & ASJ L
i‘g‘o

T FBHE 7+0 TLS/SSL /N—2 a ANZJEGI IR AA — b DB a2 AT H LI LTI ES W, FEffidk &
WHES U A MZDW T, https://www.openssl.org/docs/manmaster/man1/ciphers.htmlz 28 L T < 72
S,
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RTLEBRIRYOEFT |

B ssio:

K
Iy

TTTAT AXTLSVI3 N—V 3 &SR — R L TWET, K5 TLs AES 256 _GeM_SHA384 23T
7V hOBS Y A MOBIMSWE LTz, 774V M TiX, TLSVI3 IET7 774 7 v A L TH%
(2720 £,

AsyncOS 73— 3 > 14.0 TiX, M5 Tos aES 128 GoM sHA256 33 L TN TLS CHACHA20 POLY1305 SHA256
WT 7 4V bOREF Y A MOBEMEET,

AsyncOS /X—37 = 2 9.0 LLRTDT 7 4 /v s OB B1L, DEFAULT: +kEDH T,

AsyncOS N— 3 9.1 ~ 118 DT 7 4 )V hDOKEEIL, RO EFY TT,

EECDH:DSS:RSA: !NULL: !eNULL: !EXPORT: ! 3DES: !RC4:!RC2: !DES: ! SEED: ! CAMELLIA
:!SRP: ! IDEA: |ECDHE-ECDSA-AES256-SHA: | ECDHE-RSA-AES256-SHA: ! DHE-DSS-AES256-SHA:
!AES256-SHA:DHE-RSA-AES128-SHA

ZOHAE, T 74V O EIX ECDHE B B OBRIC K > TEDLLIHERH D £,
AsyncOS N—2 5 12,0 AEDT 7 4/ S OKEHIX, RO LY TT,

EECDH:DSS:RSA: !NULL: !eNULL: ! aNULL: ! EXPORT: ! 3DES: ! SEED: | CAMELLIA
:|SRP: | IDEA: | DHE-DSS-AES256-SHA: | AES256-SHA: DHE-RSA-AES128-SHA:
TLS AES 256 GCM SHA384

EECDH:DSS:RSA: |NULL: | eNULL: ! aNULL: | EXPORT : | 3DES : | SEED: | CAMELLIA
:ISRP: | IDEA: | DHE-DSS-AES256-SHA: | AES256-SHA : DHE-RSA-AES128-SHA:
TLS AES 256 GCM _SHA384:TLS AES 128 GCM SHA256: TLS CHACHA20 POLY1305 SHA256
GE)  HLWAsyncOSNN—V a T v 77 L—RT 5, T 74V FNOKEZFAAL— &R
FLET, B5AA— MIBEMICEHRF SNEE A, DRIO/NSN—T 3 2035 AsyncOS
ROLEEIZT v 77 L— FT 25813, BE5AA—FE2ROLDITHEHT D & a#ld
L\i—a—o

EECDH:DSS:RSA: !NULL: !eNULL: ! aNULL: ! EXPORT : ! 3DES: ! SEED: ! CAMELLIA
:!SRP: ! IDEA: ! DHE-DSS-AES256-SHA: | AES256-SHA: DHE-RSA-AES128-SHA:
TLS AES 256 GCM SHA384

EECDH:DSS:RSA: !NULL: !eNULL: ! aNULL: ! EXPORT: ! 3DES: ! SEED: ! CAMELLIA
:|SRP: | IDEA: | DHE-DSS-AES256-SHA: | AES256-SHA: DHE-RSA-AES128-SHA:
TLS AES 256 GCM SHA384:TLS AES 128 GCM SHA256: TLS CHACHA20 POLY1305 SHA256

o [TLS JEAE DD (HELE)  (Disable TLS Compression (Recommended)) ] : TLS £ & H4hi2 9%
i, ZOF =y 7Ry 7 RaF A LET, HKEOE X2 T4 2EHT 51T, ZOREN
HERINET,

e [£% =7 LDAP #—1t X (Secure LDAP Services) | : #dalb, FMTRIGE, BELOEFXF 27 EEU 7 42
EENET,

e [EF 2 TICAPY—E A (UM4FDLP)  (Secure ICAP Services (External DLP)) |: 7 7T A 7 v A L4
DLP (7 —#ImEbhik) $— N—[ D ICAP BE DRFEICHEHT 57 1 ba 28R L £5, M
SOWNTIE, M DLP = R—DOREEZZRL T IEEN,

s [—EADOFEH (Update Service) |: 7774 7 ALFHARERT v 77—k —"—HDEEIC
FHATE7e ha L Ea@RLET, P—EROEFHROFEMIC OV TIL, AsyncOS for Web D7~ 77
L—hET7 7T —h (58X—2) ZBRL TN,

B O ATLEEERIOET
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| v2x7L8BE22H0ET
SIBAEZENEHE (Certificate Management) .

GE) RARaor7 vy 7T —h P — =T SSLv3 ZHR—rLTWERA, LzR->T, TLS1.0U EA
Cisco 7 v 7T —F —ERATA RX—T ML TBMLERHY FT, 2772 L, o=V T v
— N Y= N—TIIBEL SSLVIZHEHAT AN TEET (ZOLITHRESINTVDHEY
B) . ENHDOY—NR—=THR—=FEN TS SSL/ITLS DX— 3 U EHER LT IEEN,

ATy T4 [#EE (Submit) 1227 Vv LET,

sEBAEDERE (Certificate Management)

TFIAT AT, TUVXNGEREZFEH L CSE I E i o fer, s, (RELET,
[REFAEDE P (Certificate Management) ] ~X— 3 CTld, HAEDOFEHEY 2 hOFREH, 17
FHCTX B/ — FEHECER, BIOTn vy SNEHEOEREIT) 2N TEET,

EPEDEYS]

SEHERL L O —2o0nT (54 =—)
FEREOTE R (55 2—)

cfEHTE A N— FNEHEOER (54 X—)
e 70y 7 SNIAEHEOR R (55 X—)

ST REBAZREEIC DLV T

AsyncOS 10.5 TOFIPSE— REHD Y UV — ATV, R SNHFEAEITT T, 7y Fr—
RENZ 2T 7747 U7 (CC) EHEIZHER L TWD Z & 2R T D - ORSICHRIES L E
I, AEAEZGEAERD Y A F ERA L CTHRIET 5I121E. OCSP MiiEa i T& £,

WO CTHRRAHENR Web EX 2 VT 4 T 7 IA T VAT v 7a—RERTWAZ &L,
TRCOBEEY — X—THIBRSSLNY R =2 A 7 H2FEITTEDR L. A TEx 2T RGE
HENT R COREEYS —R—TREINTND I & ZHER T‘é%%iﬂ% £,

RS 2R ERGE L. ROGEAEDT v 7 — NZ#EH SN E T,

sHTTPS 7u ¥ ([B¥ = U7 4 ¥ —¥E A (Security Services) ]>[HTTPSZ' =% (HTTPS
Proxy) ])

« T ANGHTY— = ([BEXx =2 VU7 4% —E R (Security Services) |>[~/L T = T %K &
L =7 —3 3 (Anti-Malware and Reputation) |>[7 7 A /W8T DFEMMELE (Advanced
Settings for File Analysis) |>[7 7 A /L5374 #—/3— (File Analysis Server) | : [ 7 A ~<—
N7 27 RE X OFGER  (Private Cloud & Certificate Authority) ]: [7 v 7 v — K&z
AEJR DM (Use Uploaded Certificate Authority) 1)

fEETE D — FEHE ([(Fy FTU—2 (Network) |>[REFAEDEE (Certificate
Management) ])

. 7& — 7 VERREDFRE ([Ry U —2 (Network) ]>[3&FE (Authentication) ]>[Z & —/
LESAEDF%E (Global Authentication Settings) 1)

2785852907 |]



RTLEBRIRYOEFT |
B avzssvr—icouc

*SaaSDID 7 v A X ([~ hU—2 (Network) ]>[SaaS PIDZ w34 % (Identity Provider
for SaaS) 1)

« Identity Services Engine ([*% > F 7 —7 (Network) ]> [Identity Services Engine])

« #8 DLP ¥—/3— ([*r >~ R U —2 (Network) ]>[#MADLPY—/3— (External DLP
Servers) ])

*LDAP B XU F% =7 LDAP ([ FU—72 (Network) ]>[#ilF (Authentication) ]>[L
L2 (Realm) 1)

FIPS Compliance (47 ~X—) HZH LT E &0,

SEAER L UF—IZDOT

2P —CRFEEERT D E EIC, 7T UWIIEX o7 HTTPS #ki4fiH L C Web 7’ 12 %
WCHBREZ LT v vy VEIRELET, Web X2 VT 47774 T A X, 7 74V M TH
D [CiscoWebtXx=VUT 4 77747 AT EGEHFE (Cisco Web Security Appliance Demo
Certificate) | ZfiH LT, 7747 & DO HTTPS B o it LET, < DT T UHT

I, FEAENED TH D L WO NEFEOEENRRINET, BRGEHEICET LI A vE—
Ha—P—|ZFRLARNWEIICT DL, TV r—va r CHEMICRH SN DREHE &

F—DOXTET v r—RRLET,

BEEIER
SEHHE L X —OT v T u— REITAER (55 2—2)
s FEEBLA TR (57 =)

« PHFEAE (57 ~—)

EEETESIL— FEIRREDEHE
Web X2 UT 4T 7T T AT, BETE L — MNEAZEDOU 2 MBfHEL, 2R
MR SN E T, BETEDIEHELE SO Web A F Tl EELIILNEHY TH A,

FETEX2EHED Y X MIGEHELZ BN L, BEREMIZIERZEZHIRT 5 &, (BT 55EH
EOVANEEFHTEET, Web XU T 4T T I7AT AT, 774~V YR D5
FEFAEFHIBR SN EHAN, 22— —NiEAZEOFEZ ML T Ed, T, FETE5
U A b bREEDHERERICHIBR S IV E T,

FHTE Z/b— MEHELZEBN, LES, FUro—F92523, LFTOFIEZFETLES,

ATY 1 [xv hU—2 (Network) ]>[FfEBHEDEH (Certificate Management) ] DJEIZER L £ 7,

ATv T2 [FEHEOEH (Certificate Management) | ~X— O [[FH#ETE %/ — FFEAZEOEHE  (Manage Trusted Root
Certificates) 1 &7 U v 7 LET,

B O ATLEEERIOET



| v2x7L8BE22H0ET
anzoEs ]

ATw T3 VRAaEEEAY A MCEHEN TR WEEGER OB BN\ A X AOEETE 50— FMEHELZ B
M3 5120, WFOFIEEZFEITLET,

[ > R—="F (mport) 1227V »7 L, GEWAEY 7 A VEZLUTERL, [155 (Submit) ] LET
ATy T4 12O EOY A Al 2t EOEHE LHEES T 0123, UFOFIHEFEITLET,

a) EEXITAHEZEPMNIOUEHEEZ EEZ (Override Trust) | F =y 7Ry 7 REF 2 LET,
b) [#E (Submit) 1227 U > 27 LET,

ATY TS FFEOGEAEOa—%2 47 u— K752, LFOFIEEZFITLET,
a) VAIDFEETE L/ — FEEY X N CiEEOARTZ 2 Y v 7 L, = MY ZBREALET,
b) [[EHE% X 71— K (Download Certificate) 1 %27 U v 27 L7,

HIEEEIEE )

[# (Updates) |&Z > aidid, T7I9A TV A LDV AaDEATE H/0— FEHEL T
2y 7 URARNDNY RUZDONT, N—= g UERERKEFERD —EERRINET, I
HONY RIVITEMICERT SN ET,

[FEFAEDOEEL (Certificate Management) |X— Y T[4 T <HE#H (UpdateNow) 1227 Vw7 L, 7T v 77—
NATREZAR T _RTONY RAAEZEHLET,

JAvy Y ENf-FEREDORT
VAL D WA THS LHESNTT By 7 SREGEWED Y A h 27T BN, BT
FIREET LET,

[7va vy 7 EHFEHEEFR (View Blocked Certificates) | %27V v 7 LE9,

AEAE L XF—DT7 v TA— REFITER

—Hh D> AsyncOSHERE Tl PEft OMEST, MERR. iti%@@t \ZCREAE L F— N HETT,
7= &z, Identity Services Engine (ISE) 72 & DREREN ZAULZHZYS L E T, MEAFOEHE L F—
7y 7a— R0, WEEERRET H & X %ﬁbb\ﬁﬁﬂ%kﬂ‘r AR LIZYD TEET,

EAERLUVFXF—DT7yTO—FK
TTIAT AT v a— RT5HER, UTOBEFZHIZ L TWAMERHY 7,
¢ X509 EHEAFEHL TWAH I &,
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B ivsssvr—oxm

e — KT AWMBEXF—NPEM R TEEN TS Z L, DERERIFHR—FENTWHER
/\/0

ATV T [Ty 7 r— RENTaHELE F—%#H (Use Uploaded Certificate and Key) ] 3R L E 7,
AT w72 [FEHZE (Certificate] 7 4 —/L R T[ZM (Browse) 1227V v/ L, Tv7u— KI5 77 AV ERRLE
R

GE)  Web7mxiid, 77 A NVHNOERYDFEHEEZIIF—2FEH L ET, FEHET 7 1 /VIL PEM
WBRIZTAMENH Y £4, DER ERIITAR— SR TWEFA,

ATYT3 [F— (Key) ] 74—V RT[BM Browse) |27 Vv 7L, Ty7r—FT577 A VERELET,

GE) X —DFE XL 512, 1024, F720132048 B b THAIMLENH Y £9, EX— 7 71 LT PEM
FERTRITNIER Y F¥A, DERERITT R —FINTHERTA,

ATV T4 TSI TVDEEE. [F—EZE S b TOET (Keyis Encrypted) ] 23R L £ 77,
AT TS [774 VDT v 7 a—1FK (UploadFile) 1 %7 U v 7 LET,

AAES L UF—DAERK

RT9 T RS -GEE & ¥ —% M (Use Generated Certificate and Key) ] &38R L £7,
AT T2 [HLWIEHAE L +—% (Generate New Certificate and Key) 1% 7 V v 7 LE 7,
a) [REAAE L X — %4k (Generate Certificateand Key) |4 A 7 1 77K v 7 AT, MERERERE AT L
£7.

G¥)  [HLE4 (CommonName) 17 4 —/L RIZIX, AT v a (/) ZFR<ALED ASCH XLF% AJ)
TEET,

b) [REZE L F—% 4k (Generate Certificate and Key) | %A 7 v 7R v 7 AT, [4EK (Generate) | % 7
Uy LET,

AN E T 5L, [FEHE (Certificate) | &7 3 a i, iEHEOERE 250V 7 (EHELE X
¥ 11— RDownload Certificate] & [FER]EFZEAZRD X 7 m— | (Download Certificate Signing
Request) ]) DERINET, F7o, #ilR (CA) POEAMEIHERFELZE LT, ZhET v
7u— RT57-DICMHT 5 B4 EGEHE (Signed Certificate) | 47> a b FERINET,

AT 73 [[EHERZ 71— KDownload Certificate] 27 UV v 7 L C, 77 I7AT VAT v 7 u— R+ 58 LGk
HEZX¥DUua—RRLET,

ATy T4 GEHEBBELEROX 71— (Download Certificate Signing Request) %27 V v 27 LT, B4 DT
fEfE (CA) ICHEETAHHLWVIEHEZ 7 A L2 XU rm— RLET, ZORMBEOFEMIZOWTIL, FEE
BHER (57 ~—2) ZBRLTIEE,

B O ATLEEERIOET



| v2x7L8BE22H0ET

T ET |

a) CAMNLEAFEIEENREESNT S, REHE (Certificate) ] 7 4 —/L RO [BA T EFEHE (Signed
Certificate) ] C[ZH (Browse) (%7 U v 27 LT, BAMEZUMNHET 7 A VEREL, [77ALVDT v
7v— K (UploadFile) |7 Vw27 LCT 7T IAT VAT v7r—RLET,

b) CADNL— FEAENRT 774 7V ADEETE L0 — FEAEFEY A MIEENTWDL I L 2R LE
T VR MIRWESTBMLET, FEMCONTE, FETE 50— FEHEFEOEH (54 2—)
EZRLTLLIEEN,

AEAEERER

Web X2 UT 4 77T T AN, TTI9AT L ARIT v/ a— RIS FiEBHEOFEHE
BAFR (CSR) ZAEKT L2 LI TEERA, TORD, 77 T4 7 2 ARICIER S T=GE
ﬂi%ﬁﬁﬁﬁé WX, MDYV AT AP EBELBEREFITTHALENHY ET, BTT I I7A47T

ZNCA VA NIV T HRENH L0, 2OV AT LD PEMERDOF—2131F L 7,

B/ N— a2 D 0penSSLA A h—/L3fLfz, fEEOUNIX v U2 TE £, CSR
T TTAT VADRA MDD Z L ZERL T EEV, OpenSSL #f#H L7z CSR O/
FDOFERIZHDONWTIE, ATOHECHLHTA R4 2SR LTI ESN,
http://www.modssl.org/docs/2.8/ssl fag.html#ToC28

CSR ZVER =6, FBFER (CA) IZEELE T, CA L, FEHELZ PEMERXTRLET,

MO TEERFELRGT 25 81E. 1 ¥ —2 v T [certificate authority services SSL server
certificates (SSL — N—FEHEZ 2L L TWDRGER) | 2B LT, BREO=—XT&Kb
WLz —ERAZRIRLET, b—E2AOFIEICHE > T, SSLAEMAEZ B L ET,

)

GE) MEOEAZEZAR L CELTIHZILLTEET, ZOEHOY—T

hRREBRE

http://www.openssl.org DEROY 7 N =T OpenSSL IZEENTWVET,

Jb— RRERER(CA)DREAERMFEICIN Z T, AsyncOS Tix, HMFEAZORIEOMHEH bR — K
ENFET, FHGFEAZEL ITEETE 20— MBI L > TRITSNEAETH Y | B
REAEAERR T Ao SN E T, ZHud, BEOEHEAER L ET, =& 21E, FET
& D — FRRERIC X o TREME A AT T D HERID 5- 2 Hi172 example.com (T K > TREFEA
FITSNT & LET, example.com T X > THIT SN ZFEBFEIL, example.com DFAE F —35 K
WMEEHTE DL — FNRGEROME X — LA L TRGET 20 ERH Y £7°,

P—R—%, SSLNN Ky =2 A 7T GEAEF 2— ] ZXEL, 2747 b (7 0¥
L, ZOEAIIHTIPS 7 X THDHEWeb EX 2 VT 4 T T T4 T VA ) B —N"—%3E
TEHE I LET, @E., — N—FEHAEIFREEAEIC LV B4 S, HREGEHEILEE
TE 50— MEHAEICL Y BL SN, N Ry oA 7R —N—FEHE L 2ROFEHET = —
VIRTGAT LV MIEREINET, B, L— MNEHEI Wb X2 VT4 T T IA T A
DIFETE HFAHAEX FTICHET 720, FEAEF =— > ORFETR LET,
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B Asyncostorweb 7y THL— R ETFYTF— 1

L, F=A—TZ=y FRA ¥ b 2T 4 T A EWEPLEENIHE, HLOF=—1C
WBEREHNFITSNEE A, ZORER, V—3—1ISSL N R = A 7 I — N —GEE
DHEFTFL, WebEFa ) F 4T TTAT A 7 0% TP HGEH BN LR\ T2k
HETF = —V EREETEX EH A,

HIDOY U a—a s TiE, WebtFa VT4 77 T4 7 o A FHENRFETIIAL, EH
TEDAEAER T ICRE R REEEEZ T v 7r— FLTWE L7z, BIfEIL, CLIa~vy R
advancedproxyconfig > HTTPS > Do you want to enable automatic discovery and download of
missing Intermediate Certificates? %{ﬁﬁﬁ L/T\ f¢F’aﬁ§E@ﬂ%®*ﬁﬁJ %ﬁ’?ﬁilfé iﬁ—o
ZHUE, WebEX a2 UT 4T 77T A NINOEORWCTFEFIEZIRL L L3257
WIERAT 272 T,

PREEAFEORE TIZ. TAIABE &0V HIEZERLE T, ZOHETIE, FETE 20
SEENFIET D256, WebtX =2 U T 4 7774 7 A L% OFEHZEIZ T Authority Information
Access] & W JRBRIEWMN® D0 RFEL £9°, T OPEEEHRIZIT. A7 3 D CARITED
URI 7 4 —/V RREENTWET, ZD7 ¢ —/b 2, MEOY— N—FEEDE A I A
SNDFITEMRAELRET LN TEET, TRAEHFTREICZRD L, WebtEF 2V T o
TTTAT AT — F D CAGEIFENIIG S5 % TRITE OFEIF 2 IR ES L.
Frx— EHERIELE S & LET,

AsyncOS forWeb D7y 7 L— k&7 TT—

AT, AsyncOS for Web & ZDayR—xy MajlFiz, 7y 77 L—F LY 7k
TxT N=Tay) LTy T TF—h BUEOY T N =T N—TUa VOERE) EEMIICY
J—ALTWET,

AsyncOSforWeb 27 v T L— K3 5=HDRX kT30 T4 X

T T L— REBMET DENIC, [ AT AEH (System Administration) > [fRE Y 7 A
Jb (Configuration File) ] ~— F 721 saveconfig 2~ > REEFA LT, Webtx=U 7 1
TITIAT o ANPBXML 2y 7 4 F¥ab—ay 77 ANVERFLET,

*PACT 7 ANRHAX A A LTmTy Ra—P =M=, T T4 T 2 AT
SINTWAMDO 7 7 A VERTFLET,

Ty L— RRICIE, SESERT v T P TROVKHEEL TR LN T IZE N,
TCPEy Y arNF T m— RHZHA LT FLTLELTGE, 7Ty 77 L— Rk
W2 aTRetEn b v £,

T ST L —RKRETLEL, XML 7 7 A MR EEREETE LET,

ESPEDEYS]
T T ITAT UV AREDRG, e—F, BLOU vy b 2—Y)

B O ATLEEERIOET



| v2x7L8BE22H0ET
Async0S & Ut F2 T4 $—ER avk—2Y k0T v TTL—KkETvTF—+ [

AsyncOSE L UtEF 1) FoY—ERaAVER—R2 D7V TS5 L—
KTy TT—F

TyvITOL—KDAHY A—FES VR =)L

1R BRI

T IFIGAT L ADAL T 4 Xal—ay T7ANMNEBRELET (775347 2 ABTEOH
7. va—F, BBy b =) 228H) |

\}

GE)  AsyncOS # Cisco h— 3= 5 TIERL B =L = =75 | BOEETH Y v —
RET v F 7 L—RTHE8IF, Ty 77— RNIZ v ro— RPCHIEICI TSN E
T, Ty 77— K Fav A0S, SR 10BHFERINET, 20 —R
FRINTOVLENE, ColZf L7REETCEIFT L, ¥ v a— ROBLEICT v 77
L— K 7R TTCEEd,

\}

GE) 7o 7L —FROETH, ¥ TRIFOIEFEN FIPS YEHL TR WEAIL. 77947
VAT v T T L— RENDIIEF/NADT 7 40 FOFERHECTEES B ONET, Zh
. BEERT 77 L —ROFNIT 7 /v OGEHELSEHRA LIZGEAICORR I £
T,

LEIDBIETH T m—REf YA M=V EATI D, RTFNy 7 7TV FTH U rr—F
LBETA VA R—LTEET,

varstore 7 7 A WICHRIE SN TV AR TEMWIZASCI U D LFEREENTWDEE, Ty 7L —
RN K L ET,

ATY T [V AT LEH (System Administration) |>[Y AT L 7 w77 L— K (System Upgrade) ] ZE4R L £,
ATFY T2 [Ty 77— K47 3 (Upgrade Options) 1 %7 U v 7 LET,

TyT T V=R F T ar b7 o771 —RA A=V ERLET,
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RIE

B

T T T L— R AT g
VDI

[y —K&EA LA M=/ (Downloadandinstall) ]: 1 [FIDEETT v
T —REX = RLTA VA M=V LET,

FCIA VA P—F%F T a—FLTOAHA, BHEOY Y a— Rk
E#ET LS RKDBNET,

s [# 7 v— KD (Downloadonly) |1: 7 v 77 L—RA VA N—=T%H
voa—RLETH, 4 A M= UIITWER A,

TTICA VAT EFT B— RLTWHIHA, BEFOX U a— K%
EExITLZILIKROONET, A VA M=TFTT—ERE2HTWT L L7
A, NI 7o RTeHdyra—RKLET,
Hooa—RKRETTDLHE, [ A =/ (Install) | RHZ U BFRRII
9, ZORF U E Iy LT, Fyra—RLieT7 vy 77— REA
VA M=V LET,

[Ty 77— K= N—THEHARERT v T T L —R A A= T 741DV
Ak (List of available upgrade images files at upgrade server) | 56, ¥ 7> B —
RTL7 v 7T —RAA—VEERT L0, ¥Uom—RRLTA A M=/
L7 v 77— R A A=V aERLET,

T v T L— RO HE

CHIEORED NN VT v at—&T 7747 A LD configuration
T4 V7 B VIRIFET DR, [Ty 77 b= R LIS, SUEOREL
configuration 7 4 L7 bk UIZfRFF (Save the current configuration to the
configuration directory before upgrading) | =4I LE 7,

[BATEDRRE Z 17 (Save current configuration) |4 7L a L34 il -
TWAEHA, [RETZ 7 A NVHNO/NAY — R%&[EZ93 (Mask passwords in the
configuration file) 124 I LT Ay 7T v 7 a B —RNOBELEDTXTDO
WA T — REV AT THIENTEET, EL, RNRAT— KRV A
7 SNTHERR T 7 A ik, [XE% 72— K (Load Configuration) ] =~ F
TH. CLIloadconfig 2~ RThu—RTHZ LN TEEHA,

FIPS E— RRAEDN SN TWDIEE, RET 7 A VNDO/NAT — R
B4t 9% (Encrypt passphrases in the Configuration Files) ] &4 1295 2 &
MTEET, ZhbDT77AME, Ve—FRF5Z R TEET,

[(BIfEDFLE Z#-1F (Save current configuration) |4 7> a > idA 1T/
TWDHEE, [77 A V& A—/LT#E (Emailfileto) ] 74—/ FIT1-D
UELOEFA—LT RLAZASNTEET, ANLEET RLAIT, ANy
IT Y TRET7ANDAE—=NEFA—NLVTEEINET, W~ TH
BoOT7T RL2A%2XG)) £,

RATv T3 [Hi1T (Proceed) 1 %7V v

7 LET,
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T T T — RORBEEEET 7207 7747 ADBREFRATILENH D LEbNLY
Bl FEEIE 20 2L ESRE L T O HRAL T ZE W,

NY DTS R ESo0—RFOXy vEILERFEIBRRAT—2 ADERT

ATY 1 [V AT LEH (System Administration) ]>[Y AT A 7 v 77 L— K (System Upgrade) ] Z 4R L £,
AT T2 [Ty 77 VL— K47 a (Upgrade Options) ] %7 VU v 7 LET,
ATYT3 WOFAT v a v BRIRLET,

B # BIEFIE

oo —RAT—Z A | RX=VUDHREMHRL T EEN,

DFoR HEITFOX Y = FRBIF T e — KRBT LA VAL ENDHDE
o TWVBLDONRWERIE, FUurn— RKOAT—X AFERITFTRINER
Ao

Fora—ROFxx ot [ RXR=VohRIZhD, [V ru— R&EXy /L (Cancel Download) 784 >
JL w7V w 7 LET,

TOF T aviF, Furo— NETHRICOLAFERINET,

Zoyra—RESnlAy | X=VoFRizchH s, [7 74V EHIBR (DeleteFile) | R¥ > %227V v 7 LE

A h—TF OHIK KR
ZIOFTvalE, AVAM—TNF U E— RENTVIHEEICOAFERS
ﬂiﬁ—o

ATFvT4 (LB 7o — R el 2R LE T,

RDBERY
ESPEREY=]
el —AINBIR)E—F T v T T =k =3 (63 —)

BASIUVFEHI&BIT7YITIT—MNT7YTIL—FDH T —

AsyncOS X, HT L\ AsyncOS 7 v 77 L— RZER, X TOEXF2V T 0 h—ER 2
K= b~DH LT v 77— R0 BT v 77— b =G bt E
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TOFIEZFITLET,

1.

T T =k =AY ET,
VAATIE, Ty 7T —h V—NZUTFTDOY—REMHTEET,

«Cisco 7w TT— bk H—s\, FEMIZOWVWTIL, Cisco 7 v 7T — K =" H0D7 »
TT—=h T T T L—FK (63X—) SR LTIEIN,

e O—AJL H—IN, FEMIZONWTIX, 2—H L =MD T7 v 77 1L— R (64 ~—
V) LTSN,
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TrANEZELET, TOXML 77 A VE [w=7 =2 M) EFRINET,

ToTTF—=rERRT v T TV =R A A= T A NV EE T a— RLET,

X)) T4 H—ERDIVR—RY FOFEIC KL LHEH
T7HNRTIE, X2 VT 4 =R 3 AR—F M, Cisco 7 v 77—k =2
BT —=HN=A T =T ITEMICT v 7T = b EZFELEY, L, FETT 4=
FTNERHTEET,

N

GE)

Je

—E DT v FF— ML, BEEICEET S GUIR—U b T~ RTCRIATE £7,

Bk

ToTT=4nl Ty ANDT v T T =TT 48T 4 DitdkaRRLTIESN,
[ AT L& H (System Administration) |>[w 2 # 7 X2 U 72 2 (LogSubscriptions) ]
R=POT v TTF—=F 0l Ty A MTRELET,

G¥)

WHEHF DT » 77— MIFW T EHA, TRXRTOUEFOT v 77— ME, HTLOE
FOMHSNDOENCE T TH2LERHD 77,

ATv T [VRATLEE (System Administration) 1>[7v F7JL—F &7 v TT— bDEE (Upgrade and Update
Settings) ] Z®IRN L £7°,

ATv 72 [BHREEHwE (Edit Update Settings) 1227 Y v 7 LE7,

ATVT3 77 T—bF 77 A NOGHERELET,
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AT9 T8 [BEX=2 VT ¢ —E R (Security Services) | ¥ 71ZdH DR —F b A=V O[5 T HEH (Update
Now) [HfEX—ZMHLCT v 7T — R &R LET, 2L 2E [BEx =2V 7 ¢ —E A (Security
Services) ]>[Web L' E'=7—3 a3 7 ¢ /L% (Web Reputation Filters) ] ~<—T9,

FH7uv AP, CLIBLXOWeb 7 7V r—y a0 —7 A AT, WWEPEL o720, HHTE
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72 ARNXML 7 7 A MIDNWT, CiscoT v 77— hh—NiZfiingbtdEd, =77, 7
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DT EINCTEET, UFOBENS, A A=Y 77 ANVERIEI~v=T AN 774 1Z
0= T T T =R EEALET,

cRBBZT7YTIL—FRTBT7TSAT7UORNERDYET, *v FT—Z7 D Web —

NIZT T TV —=FRA A=V EF Y0 —RKLT, Xy U= HNOTXTCDTTI7A4T
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T4+ — VR —ZFL{EELTWAEA, 7y 77— FBLD AsyncOS 7 v 77
LU— RIZxt L TR S RE AR ET HAMERH HGERH 0 £3, FHEMIC VT,
Cisco 7 v 7T —hH—"ORAEXT 47 T RLVAORE (63X—) 2B LTLE
S0,

GE)

0—HNT T T YNNI FXa VT 4 Y—ERADT v T — NEHEINICZE L
FtA, AsyncOSDT v 77 L— RDAH%EZFELET, AsyncOSDT v 77 L — RFlZr—
HINT T T—hP—REFH LRI Ty 7T T 7L — ROBREELH
LT, BCisco 7 v 77T —hF b—nEMHTHELIICLET, ZHICLY, X2
T4 P EZXARFOHBMIZTY v 7T — IR £7,

Cisco 7Y ITT—hHY—n\HhoD7YvITTF—rET7TYTHTL—FK
Web X2 T 4TI T A X, Cisco 7 v 7 F—h — NICHEHEHER LT, Ty 7Y
V=R ARXA=VLEeFa T4 Y—ER T 7T = Fyn—RTEET, £7774
TR, HICT v T e T v T —RE o — RRLET,

Cisco 7Y TTF— b H—INDAETF 4 Y9 7 RLADEKTE
Cisco7 v 7T —h V=%, XA F I IPT RLAZFHALEST, 77 AT V4 —L iR
Vy—%E L<HEELTWDAEA, 7y 77— FBLWAsyncOS 7 v 77 L— RIZk L THr
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ATv T
ATvT2

ATvT3

ATv74

&l

YAA AL v — FR— MG DET, A¥T v 27 URLT FLAZEGLET,

[T AT L (System Administration) |>[7 v 77 L— K& 7 v 77— FOFE (Upgrade and Update
Settings) | ~~— Y DNAICHES, [BHERE 4w (Edit Update Settings) 1427 U v 27 LET,

[7 v 77— hNREZMmE (Edit Update Settings) | X—Y D [T v 7T — ¥ —s3 (f A=)  (Update
Servers (images)) &2 v a > C, [@—H /1T » 77— b4 —,3 (Local Update Servers) ] ZER L, AT v
71T LIEAZT 427 URLT RLAZ AN LET,

[7 v 77—k %—s3 (URK) (Update Servers (list) &2 > 2> CTCisco7 v 77— b — 308N X
NTWDHZ AR LET,

EEEZEEL, RMELET,

A—AIL H—I\hs5DF7yTFL—F

Webt X2 T 4 77T 4T A, Cisco7 v 7T —h =G T v 77 L— NEEBER
BFTHR00IZ, *y NT—=ZHNOH— 3005 AsyncOS DT v 7' L— REX Do — RT
TFET, TOMREEEHATLIE, vRAaANLIRETFT vV — KA A=V X7 a— R
LT, XYy hIT—FTHNOTRTOWeb X2 VT 4T T TA4AT A TENEFEATDLZEN
TEET,

ROKNZ, WebEF 2 UT 4T FITAT7 A TR=INY—=N=n0T v 7T L— A X —
ey ru— N5 hEERLET,

1:0—AILH—ND6DT7yFTHL—K

Cisco Update Servers

S w1 TP connection to Intemet through firewall
T T RS A=

-4 =
— local HTTP connections
-+ L 5

access to the Internet
Web Security Appliances
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GE) ZOT RLASNOHTITP 77| AEFA[T L7 7 AT U4 — Vi EMEERET D MEN
HOEE. BEDIP T RLATILZR DNSALZHHA L THRETHILERH Y £1°,

AsyncOS 7 v 7T L— R 77 A VDRAT 4 7 Tlix, Wiy FU—2 LD —3—%,
LU ORERE % 72 Microsoft IIS - (Internet Information Services) 7 £ 0 Web ¥—/3—F 7213 Apache
DA—=T2 V=A== FORENRH Y £7,

U XFHBR DT A VI M) EIZ T 7 ANHDOEREFR— LTI L
cTALZ FUDBRATELZ L
clEA GRREZR L) 3R (Iffig) ) SBRERICRESHL TS
« % AsyncOS 7 v 77— A A=Y HITHAL 350 MB LLEDZEE T 4 A 7 FEDMFAET D
Ze

A=A HF—N—DoDT7 v TJL— FDEE

\}

(B To77VL—FRORTHIZEX2VT 4 —ER arR—3x b5 &fE BB EH S
NHEI, ToFs—F e T 77 L—RORELEZEHE LT, Cisco7 v 75— bk HP—
N— (FAF I I FEFREFAZT 47 7T RUVARZFER) 2T L 2HELFT,

ATV 777 —K 77 A NVEREBLIOME T L 5ice— 0 — =2 ELET,
RTYvT2 ToF T v—Rzip 77 ANEX 7 ra—RFLET,

0= == DT T &M LT, http://updates.ironport.com/fetch_manifest.html (27 27 & 2 LT
ToTT—=RARA=TDzip 77 ANVEFX T v—RLET, A A=V Fyru—RT52iF, VU
TNES BT 7747 AM) FIFVIN (KT 7747 2/M) BLOT T T4 7 AD—
VarE&sEANNLET, FIAERT v TS L— ROV R MRERINET, FUrr—RKT57 v
TL—RFA_"=Tarvzr7)y 7 LET,

RATYT3 T4V 7 FUEEAEETICn— N b—_"=DNV— ] T4 L2 b UIZHD ZIP 7 7 A NV EfER L E
D

ATy T8 [V AT LEH (System Administration) ]>[7 v 77 L— K& 7 v 75— h®F%E (Upgrade and Update
Settings) ] ~X— % 7-i% updateconfig 2~ > REZEHL T, m—h h—"—2EHT L LT FT7A1
T AERELET,
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AT9 TS5 [VAT LEH (System Administration) ]>[V AT A 7 w77 L— K (System Upgrade) ]-X—C, [fli
W[RE7R T v 77 L— K (Available Upgrades) | %7 U v 7 357>, upgrade =~ RZFETLET,

O—AhILEVE—MIBEFET YT L— FHEDHEE
UTOMERIE, Cisco7 v 77—~ = _"=05Tid, v—I/1 % —3—=1 5 AsyncOS
BT v 7T L= RTO5AICEE LET,
cFyru— R Ty T T L= RZEDA VA = ARTSIETEINET,
T T T L— R Iak AOBREC, NN 10 BHERINET, ZONFT—RRR

ENTWARIL, Control ZHL/-WREETC 2T &, ¥y u— ROBEBENCT v 77
L— K Fuatk2&2& T T&EET,

O N > ~ > N N O m— = |
T79IIL—FBELVY—ERXRT7YTT—FDETE
WebtxX=2UT 477 I7A4T U AREX2YT 4 —ER T v 77— kX AsyncOS for Web
DT v FTL—Ragdura— RT3 HEZRECEET, LEAE 7y vaeydvrm—
RT2EXIHEHTOIRY NT—T A U B —T oA RAERINLIZY, 7Ty 77— MHREHRE
Lz, B8 v 77— a7 4 E—T7 ML TEET,

ATV [VRTLEE (System Administration) 1> [7 v FY L—F&ET Yy TT— FDEERE (Upgradeand Update
Settings) ] Zi®IR L £7,

ATy T2 [BEFHHREEHwE (Edit Update Settings) 1227V v 7 LET,
AT T3 UTFOERESEBICLC, REMERTLET,

L
aX

E Bl
EEILEE

X2 VT4 a2 R =R FOBEBET v T b EA =TT HNE D0
P®INLET, HEEHZ2RINT 28545, EBEREAILEST, 774405
WA F—=7 T, BHMEILS 5T,

T v T L— RO@A

AsyncOS ~DHHIDT v 77 L — RINAFAHETH HH A
(Upgrade Notifications)

Z. Web A & —
T2 A ADEEICEMER AT IEINEIDEERLET, 77747 AL
EREICH L TCORI OBAEFRLET,

FERRIZ OV TIE, AsyncOSforWeb D7 v 77 L— kLT v 7T — k(58 %—
V) ESRLTLIESN,
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FHAMEERT v T 7L —RET v TT—b DIV AR (v=7=xA XML 77
AN) %, Cisco7 v 7T —hP—=_"EE T —D A1 Web T —DEL LG
HAora— RTH0ERBRRLET,
O—ANT v 7T — M= REEIR LGS, V=07 7 A VA LR —
FNEFEEGT, VARDY=7 A K XML 7 7 A NVD5EERNAE AT LE
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LET, P—DBRIEELELETH551F, A —PFHE AT L—X
ANTTEET,
N—RTT TTIAT L ADY=T7 = A MERGT 572D URL (ZLL
ToEEH TT,

https://update-manifests.ironport.com

AT TITAT U ADT=T 2 A NERET S0 URLIFLLFD LB
G

https://update-manifests.sco.cisco.com

Ty T = k= (A
A=)
(images))

(Update Servers

ToTTL—RAA=TURT v 7T —hA A—=T%, CiscoT v 7T — hHP—
NEZIFa =TV Web Y —_DEL LML X T a— RTE0ERIRLET,

0—HNVT v 7T — h = RNEER LG AE. 3D _R—Z URL & K—
FNESEANLET, R—bD7 4 =L REZEOF FIZLHA. AsyncOS I
A—F 80 ZMHEHLET, V= \DBEFEELE LT LG5, A —V4
LRXAT L —AH A TEET,

EEY—e2 5
(Routing Table)

Ty T T =N T DL XIS, LORY N Y= A F =T oA A
DNV—=T 4 7 T =T NEMHT 0B ET,

a3y $—,N (Proxy

Server) (A7 T3 y)

Ty AN —ATaxy = "BFEL, BREDRERGAIL, — N
W, =P, BIOARATL—X%Z ZICAHLET,

RDHERY
EEEE

cd—HINABIRNIE—F T v 7T —F $—N
cHEBLOFIC LA T v T —NT v 7L — KD —

RATYyT 4 EREAREL, RIFLET,
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F9, 2L, EXErETTLE, BHA VAT oA AZHREDOFR Yy NU—IREEMFHL
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RFC 2571-2575 #ZH L T 7230,

-SNMW3%4? TMCT D6, AvtE— ;%ﬁﬁk%%HMiZﬁfﬁ‘m&EDAx7
L— X LRSI R > T RITHIEZR Y F8 A, BT L2 Y X AIZIZAES (H3E) +
tiD%%%ET%iTom£7Wﬂ)1ALﬁﬁm&(%ﬁ)ikﬁm%%%ﬁf%
F9°, WIT snmpeonfig =2~ REFETTHELEXE, a~v U RIZZONRART L—X) T
B ShTuwEd,

« SNMPv3 = —H—4, 1 v3get T,

> snmpwalk -v 3 -1 AuthNoPriv -u v3get -a MD5 serv.example.com

* SNMPv1 F 7213 SNMPV2 O A AT 2551, 23a=7 4 A NI T ERET D
ERHVFET, a3a=7 4 ANT T, pwblic T 74V FRESINFERE A,

* SNMPvI 3 L OV SNMPv2 DA, EDxy hU—27 050 SNMP GET EXR 2= 1F AiLD
MERETDLERDH Y £,

« NI v T EHEHTHITIE. SNMPY 32— % (AsyncOSIZIXE FN TV ERHA) NFETH
ThHY, ZOIPT RVARRT v T Z—7y hELTANINTWAHERHY £7 (K
A ML EFEHTEETN, ZOHE. b7 v FIIDNS BREIHEL T\ 5 & X ITR Y HEGE
£7) .

MIBZ7AJL

MIB 7 7 A L%
http://www.cisco.com/c/en/us/support/security/web-security-appliance/tsd-products-support-series-home.html
MHOAFTEET,

K MIB 77 A NVDEHFNA—a VEFERLET,
UTOEEHDOMIB 7 7 AL HY £9,
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| v2x7L8BE22H0ET
snP E=5—1 o5 0q 7—Inibe e [

* syncoswebsecurityappliance-mib.txt : Web X = V7 4 77534 T U A O o —TF 5 A
A MIB ¢ SNMPv2 A DL,

¢« ASYNCOS-MAIL-MIB.txt : mFA—IN X2 VT 4 TTIA TV AHAOZ L Z—TF4
A MIB @ SNMPv2 HH#iD#i8A,

« IRONPORT-SMLtxt : =@ MEHEHRMEE ] 7 7 A /LIE, asyncoswebsecurityappliance-mib
DERNEZERLET,
ZD YU U —ZZiE, RFCI213 35 X TN907 I[ZHUE STV D MIB-IL OF A MY O 71 >
FRFEES N TWET,

SNMP Zfifi L C7 7747 AT CPUMMERELE=F—V 7§ 57EICHOV T,
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/1184 15-technote-wsa-00.html
AL TLSTEEN,

SNMP E=42—1) 5 DA4 %+—TILILEERTE

TTIGAT LV ADY AT B AT —H AEREIET 5 L O IZSNMP 2% ET HI2iE, a~vv
KA A4 H—TxAA (CLI) Tsnmpeonfiga~> REMHALEST, f v H—T=AAD
BEEEIRL, RELKZDE, 77 T4 7 2 AL SNMPV3 GET ERIZIGE L £,

SNMP £ =% — U > 72T 556, LTFORICERELTIEE N,

c INBHDNA=Y g UITERITIT, BT AHRRATL—AREENTWVWELERH Y 1,
e FT7HNRTIE, RN—Yar 1 BLUO2ERITESSNET,

e A RX—TNVIZTDHAIR, N—Var1lBIOERIC—HTLaIa=T 4 AN T
DEENTWHELENHY 97,

N—F9xz7ATxH bk

Intelligent Platform Management Interface Specification (IPMI) ¥#EHLO/N— R =7 &P —|C
FoTUIRE, 77 AE—F, BREV 22—V AT —F AR EDHERPBEINET,

Fo A=) AR N— R =2 TEEOF TV =7 N (T 7 o OECEMERESGM R E) %
WRETHINE, TTIAT LV AEFTTADN—RT T A REBBLTLIEEN,
BEEIER

e N¥xaAMEY R

— O
SNMP 5 v D
SNMP (21, | DFEHITEEOFMNEE LZ I T v 7 (Fidmm) 283 L T8
TFYr— g SICHILEAENMED > TWET, FI v TEiE. FT v T EEETLVR
TADALR—F 2 MZETLHIT—H Gy NT—7 Ny KT, M7 v 7ld, SNMP
T—V b (ZOEEIECiscoWeb X2 VT 4TI A4 T A) T, HAFENWT-EN
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RTLEBRIRYOEFT |
. SNMP O connectivityFailure k5 v FIZDU\T

AR ENE T, SENTT-END L, SNMP =—2 = ME SNMP /7 v k&R

L. SN\MPEHa LY —)L V7 U7 BBE#TLHRA MIEELET,

A B —T 2 A AIKH L TSNMPEZ A F—T T AL X2, SNMP 5 v 2% E BEED
NI T A X—=T M ERITT 4 =T b) TExET,

BEONT T X—=Fy "OIREHE: VT X =Sy NDODATTROLNTZEEIT, H

VI TCREISEIPT KL A% 10HETANTEXET,

ESPEREY=]

* SNMP @ connectivityFailure k7 > 7122\ T (72 X—)

SNMP ) connectivityFailure k5 DU\ T

connectivityFailure b 7 > 71X, 4 V' F =Ry b~DT FI7AT LV ADEERiAE=F —F 5720
WHEASNET, 2T, 5~TH L0 1 DO — S —|CHE%E L C HTTP GET Zk %1%
BTRRIELVETENET, T 74N FTIE, F=F—&Nh 5 URL i34/ — b 80 Ld

downloads.ironport.com T??fo

%;&“—'ﬂ‘é URL F 721K — k %%E‘?‘éﬁ:{i\ snmpconfig IV }‘%gﬂ%ﬁi L.
connecivityFailure N7 v 7% A4 2 —7 /MZLET (T TIZA X —T IR > TV LA S ELT
LEY) o URLEZEFET L7 07 MRFRINET,

Je

E> b connectivityFailure N7 v 7% I 2 L— M 5720IZ, dnsconfig CLI 2~ REfEH L
T, REHDDNS —_"—% A 13252 LN TEET, downloads.ironport.com DRI
KL, 5~TBH LI F Iy 7BREESHET, TA MR T LD, DNS — 3% Af
HHF O —"— R LT EEW,

CLI @45l : snmpconfig

wsa.example.com> snmpconfig

Current SNMP settings:
SNMP Disabled.

Choose the operation you want to perform:
- SETUP - Configure SNMP.
[1> SETUP

Do you want to enable SNMP?
[yr>

Please choose an IP interface for SNMP requests.
1. Management (198.51.100.1: wsa.example.com)
[11>

Which port shall the SNMP daemon listen on interface "Management"?
[161]>

B O ATLEEERIOET
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CLI @45l : snmpconfig .

Please select SNMPv3 authentication type:

1. MD5
2. SHA
[11> 2
Please select SNMPv3 privacy protocol:
1. DES
2. AES
[11> 2

Enter the SNMPv3 authentication passphrase.

(1>

Please enter the

(1>

Enter the SNMPv3
[1>

Please enter the

(1>

Service SNMP V1/V2c requests?
[N]> Y

SNMPv3 authentication passphrase again to confirm.

privacy passphrase.

SNMPv3 privacy passphrase again to confirm.

Enter the SNMP V1/V2c community string.

[ironport]> public

Shall SNMP V2c requests be serviced from IPv4 addresses?

[yi>

From which IPv4 networks shall SNMP V1/V2c requests be allowed? Separate

multiple networks with commas.

[127.0.0.1/32]>

Enter the Trap target as a host name,
(IP address preferred). Enter "None" to disable traps.

addresses separated by commas
[127.0.0.1]> 203.0.113.1

Enter the Trap Community string.

[ironport]> tcomm

Enterprise Trap Status

1. CPUUtilizationExceeded

2. FIPSModeDisableFailure

3. FIPSModeEnableFailure

4. FailoverHealthy

5. FailoverUnhealthy

6. RAIDStatusChange

7. connectivityFailure

8. fanFailure

9. highTemperature

10. keyExpiration

11. linkUpDown

12. memoryUtilizationExceeded
13. powerSupplyStatusChange
14. resourceConservationMode
15. updateFailure

IP address or list of IP

Disabled
Enabled
Enabled
Enabled
Enabled
Enabled
Disabled
Enabled
Enabled
Enabled
Enabled
Disabled
Enabled
Enabled
Enabled

Do you want to change any of these settings?

[N]> Y

Do you want to disable any of these traps?

[Y]I> n

VATLEERARYDET
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Do you want to enable any of these traps?
[Yl>y

Enter number or numbers of traps to enable. Separate multiple numbers with
commas.
[1>1,7,12

What threshold would you like to set for CPU utilization?
[95]>

What URL would you like to check for connectivity failure?
[http://downloads.ironport.com]>

What threshold would you like to set for memory utilization?
[95]>

Enter the System Location string.
[Unknown: Not Yet Configured]> Network Operations Center - west; rack #30, position 3

Enter the System Contact string.
[snmp@localhost]> wsa-admin@example.com

Current SNMP settings:

Listening on interface "Management" 198.51.100.1 port 161.

SNMP v3: Enabled.

SNMP v1/v2: Enabled, accepting requests from subnet 127.0.0.1/32
SNMP v1/v2 Community String: public

Trap target: 203.0.113.1

Location: Network Operations Center - west; rack #30, position 3
System Contact: wsa-admin@example.com

Choose the operation you want to perform:
- SETUP - Configure SNMP.
[r>

wsa.example.com> commit

Please enter some comments describing your changes:
[1> Enable and configure SNMP

Changes committed: Fri Nov 06 18:13:16 2015 GMT
wsa.example.com>

Web k574 v 2w 7 (Web Traffic Tap)

BB BRIIC : Web N7 7 4 v Z o THEEEZANCT DL, TTIATVARNE T £V
H—=T 2 A A=V ab—F572D0BMO CPU HA 7L E AE Y NRKIEITRY
TTIATVAD NI H 7 vaBRE BRSOV 72 A N) BMETFTDHZ Lk
D\i‘a_c

\}

CE)  Web 774 v 7 2y THREIC K D37 4 —~ 0 ZADORB AT 51213, @72 Web
NI T7 4w BT RI—2REL, v TSND T T4y 7 DBEZBL LET,

Z OEREIX. Amazon Web Services (AWS) TIXV AR — FINEH A,

B O ATLEEERIOET
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Web F57¢v% %y 7 (WebTrafficTap) ]

Web hT7 7 4 w7 Xy TREREIC LD, T4 T L AR /NAAN—TF 5 HTTP I L OV HTTPS
DWeb bT7 7 4w I NETHEEICRD, VTNV EALT—H NF7 40w 7 L EHIT Web
YX 2 VT AT T IAT VA A E =T oA AL TA L TA—FT5HILNTEET,
T ENTZRNT T4 I T =B eBEETIWeb X2 VT AT T IAT VA AL H—T =
AARERINRT D ENTEES, ¥y T ENTZNT T 4 v ZIZHTTPS OFT — 2 BNEETH
LA, BT AT 2 RZEETDHN, TTIAT AL > THESRY —(2k
SWTHEEBEINET, HEER) o—22R LT EEN,

BIRSNTH T A U F—T oA AT, 5, lHE, BLXOT =4 7DD, HMEOEF =

VT 4 T8 R ZEESER T HAVLERH Y £, F2id, EHOVLAN LD L2 XA v F 1282
BLET,

\)

GE) AP AHE =T 2 A AII TV TENTEZNT T4 v 71F, 41—V xy NERHAT
TJo—RE¥y A&, IPL—T 4 7IZRIGELTWERA, LER-T, L2 AL v F
T 25 AE. B O VLAN 3BT,

ZOMEETIE, Web N7 7 4 v X7 R v—%FRETHI b TEET, BEMKICE-
TEBINTEZNODORY SV — T4 NRIHESE TFI5AT LRI OExF=2 T4 F
INAATEHEHFHREZ2Web N7 7 4 v 7 &I TV T LET, Web hT77 4 v 7 ¥ v 7 BhE
WXV, HTTPS F T 7 4 v 7 ~OAHEMENEI L £,

Xy BT WS HEEL, BRSNS TA T N EP—R—[TRELIZGA., BN
TCP (Transmission Control Protocol) A b U —ADOFEEEEZFE L7,

R Web BFX 2T AT TITAT A TlE, Web N T 7 4 w7 F o THENRYR— SN E
-3‘0

)

GE) SSL b7 74 v 70RET 7 varvid, BERI T —OHA RTZ U BIWELZEDOE
B VERELDHEARHV ET, 2T EDO LS RIEMEELADT, 20k
) IRIEH B E IR Y =B T Web BX 2 VT 4 T ST AT A D Web b
T4 Xy THEREEFEAT D Z L, BRAESERTEEREAVET,

TIIAT U RAEFERLTWeb T 7 4 v 712 % v 7T 5120, IROFNEEZFEITT HHLER
HYET,

1. Web NT7 7 4 v 7 X THEREDH ML

2. Web "I 7 4 v BT RY —DEE

BEEIE R
eWeb N7 7 4 w7 Xy OHEMME (76 2—)

eWeb NT 7 47 By R —DHRE (76 2—)

2785852907 |]


b_WSA_UserGuide_14_01_chapter12.pdf#nameddest=unique_348

RTLEBRIRYOEFT |
B oweb 55195 59 ToaME

Web k5T 499 2y TOEME

1R BRI

Web b7 7 47 X THRRIZT 7 4V F TR /2> TWET, Web 77 47 X
TRV —EEFRTHENI, [Web X2V T 4 ~F—+ (Web Security Manager) ]>[Web
N7 7 4w %7 R~ (Web Traffic Tap Policies) ] ZfHL T, Web 77 4 v & v
THEREEZ AT DMERH Y £7,

\}

G¥) HTTPS NI > W7 arva Xy TA120F, HEAR) L —%EHRTAVLERHY T,
TR =ML T I,

ATYT1 [Fv bT—2 (Network) 1>[Web N7 7 1 2 %7 (Web Traffic Tap) ] Z#IR L 7,
AT T2 [BREOHE (Edit Settings) 1227V v 7 LET,
ATV T3 [Web T 7 4 v v 7O (Edit Web Traffic Tap) ]-X—3 T, [F%) (Enable) | F=v /Ry I A%
FAZ L, Web b T 7 4 v 2y THEREE AN LE T,
GE)  Web T 74 v #v THREEENCT HIZIE, A0 (Enable) | F v 7Ry 7 A& A47IC
LET, Web T 7 4 v 7 Xy THEREEIGNZTHE, Web N T 7 4w 7 Xy T R —DFK
IRORENRTEERA, N V—DOFRROMEZITOIIE, BEEAZFHOENNCTILERHD £
7,
ATV T8 [y TA X —TxAA (TapInterface) | K v 77X U A NN, Xy TENZNT T 4w 7T —H
EEETAEWb X2 VT AT T IAT VAL E—T 24 AZERLES, f X —T = ADFT
Taid, Pl P2, Tl, T2 CF, A Z—T A ZZOWTOFEMIL. 77947 v A0S L T
<TEEV,
GE) BIRSNTH T A F—T = A4 RT, W, AR, BXOT—DA 7DD, Hotexal
T A T AN EEE T HVLEND D £, F720%. HHDO VLAN LD L2 A A » FITHERE L
FT, BREINTEX v T A F—T oA RIS, AT —FART VT 4T THLHLEND
DET, ZHITRWESIZ., v 7SN T 7497 DIT7—Y 73 LET,

ATwT5 [EE (Submit) 1227 Vv L, ZREAZ=aI v bLET,

Web k574w 2y TR —DERTE

ATYF1 [WebtF¥ =T 4 ~F—+ (WebSecurity Manager) ]>[Web h 7 7 ¢ v 27 % 7 KU 32— (Web Traffic
Tap Policies) ] Z#IRN L £,

ATFY T2 [RU—%BM (AddPolicy) 127 U v 27 LE7,
AU —DIERDFNEIZREND, FTLWWeb T 7 4w 7 X7 R —%EBIMLET,
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wp20 7o karozz

(F) o IRERLOIZa—NV 8T T7 47 By T RY =L [Web N T T4 v X
WV 2 — (Web Traffic Tap Policies) ] <—Y T, 774/ P THEHTEES (WebtF=2U T o
~ 31— % (Web Security Manager) ] >[Web k7 7 1 v % v RV v — (Web Traffic Tap
Policies) 1) .

AT9 T3 [RY— A "DEF (Policy Member Definition) ]8I [FEMIEXE (Advanced) | &7 v a V&L
T, BLFOWeb N7 7 4 w7 2y THOBIMD I N—T A N"—2y T aBIMLET,

o 7' fab HTTP £ 721X HTTPS 7' 2 f /L DWTIny, £ EDOMFZEIRL T, Web N7 7 1 v
7By TR —EAER L ET,

GE) HITPS FF7 7 4 v 7% Z 7T 510, —BTLHEER) O —2ERTLILERDHY £
([Web &=V 7 4 ~F— % (Web Security Manager) |>[#&1LA U 2 — (Decryption
Policies) 1) .

Web N7 7 4> 7 Xy R —IX, XA T 4 7 DFTP & SOCKS 7’1 ha/L&HR— L
TWEF A,

7 %>  (Subnets)

cURL 77 3V : WU T, URL 74 VT a7 YVRIZ[Z v 755 (Tap) | E701E[F >
7 L7 (NoTap) 2R ELET, ROEDOURLThTI 74 v 7 Xy T HRETHIZIE, ROED
URLDO Fay 7 Xy UA RS [Z v 735 (Tap) |ZRINL T, [%F (Submit GEF) 1227V >
7 Liﬁqo

e —H—xT— =k (User Agents)
BIMDITN—T A _—=2 o TOEMEO BRI OWTCEEMEZ R T 2I120%, N —DERkESRLTL
7230,

GEx) T TDHINT T4 T1FE, Wb T 74w 7 Xy R —TCERINTZTXTDOT 4 VZ 5%
a7 LT B MLERH Y 9,

[WebtF¥=UTF ¢ ~F—+ (WebSecurity Manager) |>[Web FT 7 4 v 7 % v 7R 2 — (Web Traffic
Tap Policies) | ZfH L C, URL 7 4 A& V> 7 OEMNS URL AT IV BT HZEHTEET,

GE) 3 TCIC [FEMIRRE (Advanced) 127 23 ICURL OAT ) MBEIMENTWHEA, URL 7 «
NEZY o TORTIFENSDAT TV DHPERINET (WebtF =T 1 vx—T % (Web
Security Manager) 1> [Web N7 7 4 v 27 % v 7 R Y 2 — (Web Traffic Tap Policies) ])

Web b T 7 497 2T R —DIEFIZOWTEHLLIE, R —DEFEZSRL T ZE W,

HTTP20 70O O J)LDETE

Cisco AsyncOS 14.0 73— =3 %, TLS #4 L7= Web U 7 =X M5 L OURE WAIT I HTTP 2.0
EYAR—bFLET,

TLS # /- L7=Web U 7 = 2 B X WISZE @ HTTP 2.0, HTTP 2.0 A" — Mk, TLS 1.2 L4
e R— g o TOIMFETFIEEZ TLS ALPN R— 2 DR I m—3 g U RNNE T,
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RTLEBRIRYOEFT |
B vr20sororonE

ZDOY U —ATiX, HTTPS 2.0 [TRDIEEETIZH AR — F SN TV EH A,
*Web N7 7 42 # 7 (Web Traffic Tap)
« 413 DLP (External DLP)

o« BARDOIIIE L T 7V r—3 g v ORIEE

\)

G¥) T 74/ N TIXZHTTP 2.0 BEENN LI /o TV D728, CLI 2~ RHTTP2 #fEH L
THEREZ Az LE T,

HTTP 2.0 #pECid. WEYFR— ML ET,
o K 4,096 DFEIE v > a2 & 128 DFEIFEA N U —L4

cALPNIZH AT R TCOHTTP 7’1 haj &7 RAAX A XENTZALPNICH DR RKTHODT
=2 k=,

o T RYA X 16k D~ H—,

)

GE) 2.0 ORI T v % %7 5 CONNECT & HTTP 1.1 TR L 9

HTTP2OXEZ AN ETIXIENCT 572D, FHLWCLI v Rarree DEAINLE LT,
WebtX a2 UT 47754742 CLLavy R 28R LTIV,

TTIAT L ADWeb 2—WA L H—T x4 A%MEHLTHITP2.0 2880 F 7213 mshic Lz
D, FAALUEHIBLIZDTAZ LixTxEH A, HTTP 2.0 X EIL. Cisco Secure Email and
Web Manager (v AaDar 7o Yexa V7T 4BHT 7T 7 0 A) TP AR—FEhTn
FH A,

« URL 78 HTTP2 f5il#} U 2 k£ /X2 Z)L— URL # 7 2 O ff THRK L7854, HTTP2 3
INAAN—L D bR EINET,

«ALPN 2 7%, RAAJL—URL AT I VIZH L T—EBHRH D FH A,
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