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FEDR— N NOT—X T EEDDHITIX, 7T—T IV TFEHO
RNy 7 AR —= I EFZEANSIL, [ 7472 MPIZL D
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[SOCKS 71 % (SOCKS Proxy) ] L AR— b _X—=T & FRTHIT1E, [VA—F (Reports) ]
Ka w7 Xy G [F=4—1Y 2 (Monitoring) ]>[SOCKS 7’17 % (SOCKS Proxy) | %
BIRLET, FFZOWVWTIE, FTLWWeb A v X —T =2 A ATDOA XTI T 47 LAR— b
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NZ %22 a v (Top Users for
SOCKS: Malware Transactions)

SOCKS 7 ¥l k- T Ehi Mioa— %275
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[URL &7 =V (URL Categories) ] LR — h_X—TU 2 FKRTHIZIE, [VA—F (Reports) ] N

Oy SEUNL [T T

(Monitoring) ]>[URL %7 = U (URL Categories) ] % 4R
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PS5 IDEFEN AL A AT DI, ST 7 Lo Y
Vw7 LET, HEIZONTIZ, (Web LAR— FD
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PELFTIN—T R —ITHEHATEET, ZhHD M T 7 a id, bV IZ[URL
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HTTP % 721X HTTPS wIkiE O FEHEDOFI I HK SN T

Web F 77 4 v 7 Y= —&2RKRTDHITIE, Fey 7y
T URARINSIDOF T g UERRLET,

FL> R :Web T 7 47

WDOWNT O IETHEREFRFGEHEICESNTT o947
VADWeb T T 4 I DNV R TT T EFRRTHIL
NTEFET,

Web k574099 LYK v U7 F 2T
IR O F &I -3\ C HTTP & HTTPS Web k&
T4y I DRBENL Y RERTRTHITIE, Ry Xy
VURAINLZIOF T a rBEIR LT,

HTTPS LY K . N T U7 v a »F il off
FABIZFESWTCHTTPS Web N7 7 4 7D MLV R%E
FRT A, Fry AT VR RNNLZOF S g
VEBRIRLET,

cHTTP LYK T ¥ va o F i kiE o
BIZHESWTHTTPWeb 877 4 v 7 D b L REFER
THIZNE, Ry 7 X VAN ZIOF T a vk
HIRL £,

FLLOWWeb 122 —D A XRTOEF27 7F547 & Lik—+ ||


b_WSA_UserGuide_14_0_chapter19.pdf#nameddest=unique_556
b_WSA_UserGuide_14_0_chapter19.pdf#nameddest=unique_556
b_WSA_UserGuide_14_0_chapter19.pdf#nameddest=unique_548
b_WSA_UserGuide_14_0_chapter19.pdf#nameddest=unique_548

FLLWeb 28— T A RTOEF2T7 7IS547 R LR—+ |
. [1— (Users) 1 R—

o3y E5EA
(S WD~ U —id, WOWTNNOFETERTEET,

« 7 TAT v MAEGR - 7T 7 AT HTTP 7213
HTTPSWeb b7 7 4 w7 D7 74 7 > MAITTHA SN D
Bend~l —%2FRTH2E. Fay7FFZo ) 2k
MOEZDOF T g EBIRLET,

o — MAEERER 0 7T 7 A THTTP & 721X HTTPS Web

cNo2T7 47O — MUITHEHINLE SO~ —%
FRTHIZE, Fryd T VAN NP ZOF T3
VEBRIRLET,

[1—4 (Users) | R—

[—H (Users) ] LAR— F X—JI01E, H2—HF D Web LR—F 1 v ViR AERTCX L1
OV I NERENET,

[—H— (Users) |LA— b _X—=T % RRTHITIE, [LA— B (Reports) | Ry 747 )
5 [EF=%—1 27 (Monitoring) ]>[=—H%— (Users) ] ZiBIN L £9, sEMIZ>WTiE, #Hr
LWWeb A v F—T A ATDALETIT 47 LiR— b XR=UOEHESZRLTES
/AN

[2—H (Users) ]"—YTlk, VAT AL EDOa2—% (1 NELITER) BNA o F—Fv b, FF
EDHA N, FIAFFFED URL TEL LR &, 2O —FRHEH L TV A HRIED &%
FKRTEET,

)

GB) X2 VT 4BET T IAT VAR R— I TEDOWeb X2 VT4 T 7 I7AT VA ED2—
W— DI KEIE 500 T,

[2—H (Users) | —I21E, VAT A LEDOa2—PFIZHEHTIROERNFEREINET,

R 8:[1—Y (Users) ] R— Mt

twHoay SR BA

[FfEJ#GEPH (TimeRange) |1 (R& v | LAN— b ORFREHEPHZ 2L 4, FEMCOWTE, v
FET Y AE) RN— b ORFRFHOBEIREZZR L TS ZE W,

. FLOWeb A o3 —T A RTOEF27 7TSAT7UR LR—F


b_WSA_UserGuide_14_0_chapter19.pdf#nameddest=unique_556
b_WSA_UserGuide_14_0_chapter19.pdf#nameddest=unique_556
b_WSA_UserGuide_14_0_chapter19.pdf#nameddest=unique_550
b_WSA_UserGuide_14_0_chapter19.pdf#nameddest=unique_550

| HLLWeb 4 28 —T A RTOEF2T TIFA TR LR— b
[12— (Users) 1R— .

o3y B

iz —W . Tey sz b7 | HMiia—% (IP7 FLRAEF2—FHTER) &, 20
v v a v (Top Users: 2—YFRTay s IR NT VT a BN T T T
Transactions Blocked) ATEREINET, VLR—T 47 ZAMELT, 2—H%

HETFIP T FLAZHETERWVWEIIZTLHZENT
TET, TON—VRAT Va2 )LEHD L R— fTa—
P—BEZHHTERVE ST 2 FIEOFEIC W T,
[User Guide for AsyncOSfor Cisco Content Security
Management Appliances] ZZH L T 7Z&W, T 74/ b
BETIE, T _XTOZ—F—ANFRINET,

S5 IDFEREN AL A AT B, 7T LD Y
U v LES, #MIcoNTIE.  (Web LFE— o
B) Fx— MEFTDF— X OB (33 ~—) #BML

TLTIEEW,
L — R ERE (Top VAT A ETHRLEL OFIEESEH L 0D Eira—F
Users: Bandwidth Used) (IP7 RV RAE T Fa—H4/TER) 77 7ATER
IhET,

IS5 IDERENAL A RTHIE, F5T7 koY
7V v LET, FIzoONTIZ, (Web LAR— R
B) Fr— METHF— X OBIR (33 2—) #BEL
T,

2 —H (Users) DA VETIT 4T T =T NEERT AL, FEDL—
PID £72137 74T MIPT FLAZRBECTE£7,
[—H (User) | 7— 7NV FEHDOTF A~ 7 1 —/L RIZHEr
EDL—HFIDEIZZ TA T NPT KL AZATIL,
[--—HID/Z Z 4 7> MPT KL ADi% (Find User ID /
ClientIP Address) 1% 27V v 27 LET, IP7 N L ANIEfE
WL TR THRERITRS I ET,

BWED—F27 ) v 735 SOICEENRERES
HTENTEET, FHEMZOWTL, [2—T DO (User
Details) ] 2—3% (Web LiR—F 4 7) (20 ~<—)
EHRBL T I,

\)

GE) 27947 IPT RLADODRDOVIC2—VIDZHFRTHICIE, X2V T4 EHT 7747
VAZRE L, LDAP Y — b a—VIEREZBSGT 2 MNERNH Y £,

FLLOWWeb 122 —D A XRTOEF27 7F547 & Lik—+ ||



FLLWeb 28— T A RTOEF2T7 7IS547 R LR—+ |
. [A—HDFH#M (User Details) 1R— (Web LAR—TF 1 >%)

[2—H DM (User Details) 1 X—> (Web L R—F 1 > %)

[ —H DFEA (User Details) ] ~X— Tlk, [=—H (Users) | LAR— K X=YDA L FXF 7
T4 7 T NVTHRE L2 —FICET 2 BRR e e R cE 7,

[ =V OFEM (User Details) |~—Tld, VAT LATOELD2—=HDT 7T 1 ©F 1 &
HETEET, FHZ, 2—F LV ORFELZFATL TV LA, 2—FRT 7 AL TS
A b, =P REE L TWDIYNLV T =T OER, 2—FR7 7 E8ALTWSHURL T TV |
INHEDYA NTEHEDZ—FNESL L CTWAHRMR 2RI IVNENDL D E X, 20
R=UNELHET,

FED 22— D [—F DM (User Details) ] X— Y& F£/RT5121E, [2—W (Users) ] L
A=K X=2DO [2—H (Users) | A XTI T 47 T—TNTEO2—H%7 1) v 7 LZE

j‘o
[ —HF DM (UserDetails) ]2—121E, ¥ 2T A LD % O—FIZBERT 5 R OFHRMN
FRENET,

R 9:[A—Y DM (User Details) ] <— DM

o ay S BA

[iEI%EPH (TimeRange) ] (K v | LR — h ORI 28R L £, FEMc >V TiE, L
THE Y AR) A— R ORFRHIPHOBIREZ S L T 7E X0,

URLZ 7 IV : hI7 ¥ v a v |[BEOZ—FRFEH L TWIRED URL 7 IV RS
#7l (URL Categories: Total TR TR RSNET,

Transactions)

FSIDEFEN AL A AT DL, FF7 Lo Y
7 Uy LET,

TTICERESN TS —#HO URL AT TV IFEHEIND
ZERBHVET, T LEFEHICLD LA — MER~DE
BICHOWTIL, URLIT I vy hOEFHELR— L%
ZHRL T I,

RV R b H 7o a5 | 2ONLY R TTT7RERTHE, BFEOZ—FDT X
(Trend: Total Transactions) TOWeb "7 ¥ 7o a B FRRTEET,

IS5 IDEFENAL A AT DI, FF7 Lo Y
7 Vv LET,

7o 2, 1 BORFEDRFZIZ Web 77 v Z7ITKE
IRANA T BFET DME I, Flo, ZNHDANRAL Y
MWNDIEE LN, 2077760 E£9, [FHE
#iPH (TimeRange) | Kmy 77X vy URX NEHT5

L. DT T TEPEL, 2O —¥H Web # [ L C
W2 2 RoR T2 SO S 2 TE £,

. FLOWeb A o3 —T A RTOEF27 7TSAT7UR LR—F


b_WSA_UserGuide_14_0_chapter19.pdf#nameddest=unique_550
b_WSA_UserGuide_14_0_chapter19.pdf#nameddest=unique_550
b_WSA_UserGuide_14_0_chapter20.pdf#nameddest=unique_576

| HLLWeb 4 28 —T A RTOEF2T TIFA TR LR— b

[A—YDE#M (User Details) 1 X— (Web LR—F 1 > %) .

o ay

Bl

[~# L7=URLAZ7 =Y (URL
Categories Matched) ]

[~#(L7-URL%Z 7 =Y (URL Categories Matched) |- >
BT T AT T—=TME BT LT rvart
Tuy IR NT T v a Ly OWFIZONT, —EL
o7 T PRERSNET,

T—T IV FEDTFA N T 4 —V RIZASILTC[URLY T
2 Y O (Find URL Category) %27 U v 7925 &. F
EDOURL A7 3V HRFTEEST, BT I VITIEMHIZ—
HELTWHREITH Y FH A,

TTICEREN TS —E#HO URL AT TV IFEHFIND
ZERBHVET, T LEEHICLD LR — MER~DE
BICHOWTIL, URL T I vy hOEFHELR— %
ZHRL T I,

[—E L7 KA A (Domains
Matched) ]

[~ L7 KA A (Domains Matched) |11 > % 77 7 «
T T=TME, 2N T I AL RAAL FITIP
T RVRERLET, £, 2—FRZn6oN T2 T
B LI, BLOH T A B a—TRE LIZZOMO
SEIERFROSHTEET,

T—TIVTEDOTHFARNT 4 — )V RIZAJJLT[RAAL >
F 7213 IPO#FE (FindDomainorIP) %227 Vv 735 &,
BED RAAL VERIZIP T FLAZRFZETEET, FA
A VFEIXIP T FURTEMIZ B L T DLETH Y
FH A,

[—& LT r—va v
(Applications Matched) ]

[~ L7777V 47— a3 (Applications Matched) ] >
BT T 47 T—T M, FFEO—FRERL T
L7 7V r—varyNRARENET, 7oL 2L, Flash v
FAEERTHYA M= RT 7B A L TWDEA
X, [7 7V 77— a3 (Application) ]¥NZZFDT 7V
g—vary A TNRRINET,
T—=TNVTFEHDOTHXAN 74—/ RIZAJILT [TV
r—3a »Ofi%E (Find Application) (%27 V v 795 &,
BEDT 7V r—ya  hamETcEEd, 770 75—
va YOABNIIERIZ—EH L TWAMETH Y /A,

FLLOWWeb 122 —D A XRTOEF27 7F547 & Lik—+ ||


b_WSA_UserGuide_14_0_chapter20.pdf#nameddest=unique_576

FLLWeb 28— T A RTOEF2T7 7IS547 R LR—+ |

. [2—Y D (UserDetails) ] R— (Web LR—F 1 > %)

toTay R BA

Advanced Malware Protection i H & [[EF 27 = R A v b THRHE EN7=%E (Advanced
=& Malware Protection Threats Detected) | > ¥ T 277 47

— 7 )LIZ1X. Advanced Malware Protection™ > 2 /2 L -
Tﬁméﬂtvwﬁi7m@774wﬁ%Téﬂiﬁo

T—=TNFEDOTFARN T 4 — )L FIZAN LT[V Y =
TE 7 7 A /VSHA 256 DF#%%  (Find malware Threat File
SHA256) (%227 Vw0 F5HE, ~VU=TEHET 74
OFFED SHABIZET 27— #BETExEd, 77V
r—3 g VOAFNIIEMEIZ—H L TWAKLETH Y £

Mo
MR &N~ = 7 & [ &z~ w = 7% (Malware Threats Detected) ]
(Malware Threats Detected) ] AUETIT 4T T—=TMTE, BEDOD2—PIZL-T

MU H =S O~V T = T BBRFRRINET,

T=TNTFEDOT XA N T 4 — L RICAHLTC[vIL T =
T WO (FindMalware Threat) %27 U v 795 &,
RED~YNY =T B EHT 57— 22 MBETEET,
<V = T DOARNIIEMEIZ L TV A LETIH Y F

A,
[—E L7=&Y v — (Policies [—# L7=HR Y > — (PoliciesMatched) |1 > ¥ T 77 47
Matched) ] T —7ZIE. Web ~DT 7 & A Z D —PI25E H

SNTRY = T N—TRNEREINET,

T=TNVFEHOTHFANT 4 — /L RIZASHLTHRY v—
5% (Find Policy) 1227 V> 27325 &, FEORY > —
£ ERBFTEET, R O —OLENTEMIC—B L TWD
MEXH Y FH A,

GE)

[7FAT v b=y =T A7 O (Client Malware Risk Details) ] 7—7 VD27 7 AT
FUR=FTE, 2=PHORBIZTAZ VA7 (%) PN TWLZLnHY £, L i

X, 7947 f\ UAR— MZ Tjsmith) & Tjsmith*| O HF O b NRERINDGEDH
DET, TAZY R (*) BTV DH—FL4IL, 2—FORE LI —F4 DB5RGE—

NTHERBINTWRNWZ EZRLTOWET, ZORMIE, BIEY— "R Z ORI Tl T

# #Omﬁﬁ—tx%ﬁﬁféﬁm&%%b774/7%ﬁ7¢5i9 LT TTAT AN
BRE STV D WCRELET,

. FLOWeb A o3 —T A RTOEF27 7TSAT7UR LR—F



| HLLWeb 4 28 —T A RTOEF2T TIIA TR LiR—

[Webt 4 + (Web Sites) ] X—

~

Web+ 4 ~ (Web Sites) 1 x—> ]

[Webt A ~ (WebSites) ] LAR— k =%, BEHAROT T4 TV ATHRELTNWDLT 7
TAET A EBREZERN LD TT, ZOLR—FR=U2HHT 5 L, BEORBEFENIC
TIRBAINZVRTDOEWWWeb A FaE=FTHZ ENTEET,

[Web A K (WebSites) ] LAR— h_R—=TZFRRT DI, [LA— B (Reports) | Ky 74
MG [FE=4%—1U 7 (Monitoring) ]>[Web ¥4 b (Web Sites) | ZZR L £9, FEMIC
DNTIE, HILWWeb A v H—T = A ATDA L H T 7T 47 LR— b X=VOMHAE SR

LTL7ZEuY,

[WebH A  (Web Sites) ] ~S—JICIXRDIERNFRENET,

5 10: [WebY 1 + (Web Sites) ] R— T DEEH

o ay

A

[REfF#PH (Time Range) ] (N
By FHET Y AR)

LR— b ORI 28R L4, FEc-o VW TiE, Lik—
s OFFRFFHOBEINEZ SR L T &0,

FRERAA s b T Vs
v &t (Top Domains: Total
Transactions)

WebH A F ETT 7R ASNTZ FALD RAAL N7 T 7R
TFRRENET,

F5IDEFEN AL A AT BIE. 177 oY &y
Vw27 LET, FFEMIcOVTIE., (Web LAR— KDAH)
Fr— METBF—Z DI (33 2—) 2BBLTLE
él/\o

FiRAAS Y Tay 7 &Rz
NZv¥ s a (Top
Domains: Transactions Blocked)

N HrvarllicwETLZTay s T varE R
H—=LI=EE R AL N, o7 CEREINET,

IS5 I OEREN AL A ATHIE. 757 oY %y
Uy 7 LET, ZFEMICONTIE, (Web LAR— FDFr)
Fr— MEFTBF—Z OB (33 2—) 2BRLTLE
0,

T2 2, 2=V DBHD RKAALNIT 7 BA LD, FED
AU —0HEHINTW=dio, 7ay s 77y a vy b
VH =St LET, ZTORAAS Ty s EnNzrs
VI va bt LTI I ZIEBMEN, Tay s TU
varkE R ) H—LIERAL Y A PRFRENET,

FLLOWWeb 122 —D A XRTOEF27 7F547 & Lik—+ ||


b_WSA_UserGuide_14_0_chapter19.pdf#nameddest=unique_556
b_WSA_UserGuide_14_0_chapter19.pdf#nameddest=unique_550
b_WSA_UserGuide_14_0_chapter19.pdf#nameddest=unique_550

FLLWeb 28— T A RTOEF2T7 7IS547 R LR—+ |
. Advanced Malware Protection XR— >

vovay BL)]

[~E L7 KAA > (Domains |ZDA L HT7 7T 47 T—T/NTlE, Web WA v ETT 2
Matched) ] TRAINTERAL VERBTEET, FFED RAL &7
Uy r4%L, LVFEMREREZSGED ZENTEET, [Web
N7 v %7 (Web Tracking) |- X—VIZ[FrF I Hh—E X
(Proxy Services) ] # 7 WERS4, M T v F U TERE
BEDRAAL BTy 7 SRR EZHETEET,

BEDRAA LB Vv I3TDHE, TDORAL D E2—
P, ZDRAAL L TOEL T T v gy, —E L7ZURL
BT BIXOKBMHEEINTZYILY =7 OEBRPFRENFE
7,

Advanced Malware Protection X— <

Advanced Malware Protection X, WRIZX V¥ a5 47 7 A N_X— 2 DERIOE B H> 5 17#
LET,

BEMDT 7 ANDLE 2T —a VERIET S,

LB aT—var P ERATELRMENTOWRWEED Y 7 A VOBEEZ 3T %,
« B LOWIEEROFIHFTREIC 2 D DICHEWHILT 2 FB2FHE L. HE L HESNTHND 7 7
ANPR Yy NU—=ZIRAT D &a—FIT@EMT 5,

TrAN L aT—Yary TANEY T T A SO OWTIL, 22— —H A
REFIIWDEX2 T AT T ITAT A DAYNCOSDA T A o~ VT BB LTLIEE
Uy,

Advanced Malware Protection L' iR — - X—Z1E, RO LR — b a—RNERINET,

+ Advanced Malware Protection — [£ ¥ = 7 = KK A > b~ U — (AMP Summary) ]| 3—

» Advanced Malware Protection — [~ 7 - /L43#T (File Analysis) ] ~3—3

Advanced Malware Protection L' 7" — b _X—U 2R RT5I121EL, [LA—F (Reports) | Km v~
Xt [F=4—1Y 7 (Monitoring) ]> Advanced Malware Protection % &R L £9°, £
ZOWTHE, HILWWeb A v H—T =2 ATDA BT 7T 47 LR— b X=VOEH%%
LTS IZEW,

Advanced Malware Protection-[EX 17T > KR4 > 4 <1)— (AMPSummary) 1 R—

~ N

v

[E¥ =27 RARA > b (Advanced Malware Protection) | L R— h_X—YD [EF a7 =2 K
AA Y b <=U— (AMP Summary) | EZ7 v ailid, 774/ L 27— gy —EX
ko TRl shiz, 77 A NR—=2ADBEPFRRINET,

. FLOWeb A o3 —T A RTOEF27 7TSAT7UR LR—F


b_WSA_UserGuide_14_0_chapter19.pdf#nameddest=unique_556

| HLLWeb 4 28 —T A RTOEF2T TIIA TR LiR—
Advanced Malware Protection —[7 7 « /L5347 (File Analysis) ] X— .

ZSHAICT 7 AL LY & Lia—P—, BXOFD SHA-256 ICEES T N7 7 A V4
BERTHIZIE, T—7NADSHA256 ) 7% 7Y v 7 LET,

[V =T~ 7 A /v (Malware ThreatFile) ] ‘/557?4 TT=TNDYV T ET Yy
73 % & LAR— MOk UCGEIR S 7R RIRPH IS BIfR 722 < | BRIE wRE 72 e RIRF R i PR N T
HENTZZDT 7 ANDTRTDA VAL AN [Web kT v ﬂ?/? (Web Tracking) ] IZF7R
SNET,

JEREZ 7 ANETNLT — DA TER T 7 ANVNOEEOH D 7 7 A VR S -5E6 . Tk
TrFANFEINET —h A THERLT 74D SHA DO BN [FE 2~ v 7 = 7 Al (Advanced
Malware Protection) | L'R— MIEHENET,

[Ex =7 F&A > b (Advanced Malware Protection) |-X— D [EF 27 = RAKA b
#< U — (AMP Summary) | &7 ¥ 3 12iE, ROBREFRTEET,

+ Advanced Malware Protection =T D7 7 A )L L E 27— 3 > —E R |2 L - TiHAl
SINTT7 7 ANOHE (777X .

s i~ =T EE T AN (77N .
o« T AN B A TNTESNE EN OB 7 7 AV (7T 7R
o BN L ZZIFHEHO TR TOA T = TEB 7 7 A MIETH L K 7T 7,

s FNiDO~ VT =2 TEE T 7 AN E BRI T D[N =TT 7 AV (Malware Threat
Files) | A #7077 47 T—7 )\,

ZOTTITAT UV ATRIS L, R T 0¥ 0 v a VORBGICHENEb o7 7 A V&
—BRRTDH [V hr AT T ¢ 7THEZLT (Retrospective Verdict Change) |1 > % 7 7
TATT=INedeT 7 A, ZORUDFEMIOVTIE, BEVWOWebtF =Y T 1
TTIAT VA O =aT VeBR LTI,

1 ©? SHA-256 2% L CHENEEEE b - 725415, HIEERE Cld7e < S OHIE D I
NZDOLAR—MIFEREINET,

Fl—7 7 ANVDEEDO Web EX 2 VT AT TFI7AT A THEDT v 75— "N E2 5
Bl MOFTLWE A LAZ T ORERNFREINET,

SHA-256 U > 7 %7 U w425 &, Lik— ISR 7= e P IC B R 7 < i mT e
R R PNIC Z O SHA-256 BEaENT-. T R_XTCHO TP I a D Web T v
FUTRERNETREINET,

Advanced Malware Protection— [ 7 1 JL53 47 (File Analysis) ] X—

[BEXxaT7xr KA b (Advanced Malware Protection) | L'7R— hX—D [T 7 A Vo3 HT

(File Analysis) &7 3 a ZiE, WO DITEE SNTZE T 7 A MO T, BEZ L fE
(E2ITHRE) 2 %réﬂi# SMA 7754 7 v A% 30 43 Z & 12 WSA THOM s %
7‘:1: 77 L/ij—o

A7 L I AD AMP Malware Analytics 7 77 A 7 L A TOEADEE : AMP Malware Analytics
TTIAT VATHAY A MIEENTND T 7 ANME, 7V =) LLTERRENET,
FFRI Y A MZOWTIE, AMP Malware Analytics DA > T A4~ V7 2SR L TLE S0,

FLLOWWeb 122 —D A XRTOEF27 7F547 & Lik—+ ||



FLLWeb 28— T A RTOEF2T7 7IS547 R LR—+ |
. [ZLo =755 (Anti-Malware) ] R—2

RUNETTBHE BT 7ANVOBEOREL L O a7 280 M o R nErEh
\iﬁqo

F7o, W& FAT Lo — 3—"TC SHA ([CBET 2B MO &2 H#E R R 51213, SHA 2%
B FET 7 A NVGHOFEMAR— Y FiEICH D AMP Malware Analytics J > 7 %27 U >
7 LET,

JEREZ 7 ANETINLT — A THEBRT 7 ANV LT 7 7 A ARG RICEEIND &
HH 727 7 A VD SHAED F# 23 [7 7 A V5387 (File Analysis) | LAA— MZEENE T,

[E¥ =27 KARA b (Advanced Malware Protection) ] L'ARN— k=D [ 7 7 A V34T
(File Analysis) |7 > a V2T 5L, ROGFRAERRTEET,

» Advanced Malware Protection =2 2 D7 7 A VS5 —E R L > TT7 7 A V9D 7=
OIZT vy Fr—RENE7 714 1V0H,

c T AN ERNFET LTS T 7 A LDU A |,

« 77 ANGHEROUIEFEFL L 70> TND T 7 A VD U A K,

[TILY T 7xt%E (Anti-Malware) | R—

[v/vD =7 %K (Anti-Malware) [LAR— h X—V 3t X =2 V7T s HEOLFR—TF 1 7 ~X—
THY, A RF—T NI AF X =V (Webroot, Sophos, McAfee, F721% Adaptive
Scanning) (2 X2 A¥ v UIERB KM I ILET,

[vV D=7 %% (Anti-Malware) | LR — h_X—U % FR9 5I12E, [LA—F (Reports) ] K
0y FET NG [FE=Z—Y 7 (Monitoring) ]>[~/L 7 = 7 %% (Anti-Malware) ] % &R
LET, IOV TIE, HILWWeb A v F—T 2 ATDALEFIT 4T LBR— | ~S—
COMHAESZBLTIIEEN,

IONR=VEFALT, WebN—2AD~ LY 2T DBBEFEBLPT=4THIENTEE
EE

N

CE) L4774y BE=Z )7 TSNSV Y =T OF =2 2RKF3T 5121E, WEBHL
TLEEW, [VAY4FT 7 ¢ v 7 E=4 (Layer4 Traffic Monitor) ] ~—3 (9 X—)

[v/vD =7 %K (Anti-Malware) | X— VIZIZROEHRNF RSN ET,

RI:[TILY T T7x5%E (Anti-Malware) ] _— D

woTay Bz

[FF[EI#PH (Time Range) | (F | LR — h ORFRIFM 28R L 47, FEMICOWTIE, LaAR—
Yy FEY YRR ~ ORFHEIFIPH OBIRAZ SR L TS 7ES 0,

. FLOWeb A o3 —T A RTOEF27 7TSAT7UR LR—F


b_WSA_UserGuide_14_0_chapter19.pdf#nameddest=unique_556
b_WSA_UserGuide_14_0_chapter19.pdf#nameddest=unique_556
b_WSA_UserGuide_14_0_chapter19.pdf#nameddest=unique_550
b_WSA_UserGuide_14_0_chapter19.pdf#nameddest=unique_550

| HLLWeb 4 28 —T A RTOEF2T TIFA TR LR— b
[/l = 7xt% (Anti-Malware) ] R— .

toTay iER

i~ =T 73 (Top |FFEDAT TV XA TSI Lo TSN EiO~Lv D =7
Malware Categories) AT AV ET T TR TERRTEET, AR~V T =T 7
7 AV OFEMZOVWTIE, vy =T DOAT AYIZONT
(28 =) ZZMLTIIZE,

7S5 IDETEN AL AT EICE. 7T 7 oY &y
Uy LET, SFEMZONTIE, (Web LAR— FDIr)
Fr— METBF— 2 DRIR (33 ~—3) ZBBL T
0,

i~ = 7 (Top o~y =T HEE 7T 7B TERRTE T,
Malware Threats)
PS5 I OERTEN AL A RTHIE. F57 oY &y
Uy Z7 LEd, oW TIiE,  (Web LAR— F D)
Fx¥—METH7T =X DOFR 33 X—) 2L K
S,

[V =773V (Malware | [V =7 77 3 Y (Malware Categories) |- > % 7 77 «
Categories) ] T T M, [EAL~ T =T 72U (Top Malware
Categories) | T ¥ — MIRRINTWAHEHA D~V T =T 7
T AVIZET RIS AR S INET,

[vVv U =7 57 2Y (MalwareCategories) |1 % 727 7 4
TT=INHNDY 0%y 3o fHxDLVT =T
AT AVEBRIORy FT—7 TOREGITICET 2 S 5125
LWFEBNF RS E T,

BIgL: ZDOT—=TND [T NT AT b a—RT v
(Outbreak Heuristics) ] V> 7 245 &, TDOhT7 3V
TWD T T va VA LT ERTF v — FRFER
SNET,

Hihipg~no =7 BT 3V OFEMIONTL, ~Lvu =T O
BT AVICONT 28—) ZBRLTLTEEN,

[~/ =7 (Malware [V =7 OB (Malware Threats) | A > % 777 47
Threats) ] F—7 WL, B~V = 7B (Top Malware Threats) |
B a NCERENTW LA D= =T OBBIZEY
DEEARIE RN E R INET,

(79 s 7L A2 (Outbreak) | DT ~L L FESHBFNTU
DB, DO AX ¥ =P I3RS, Adaptive Scanning
FEREIC L o TRFE ST BUTT,

FLLOWWeb 122 —D A XRTOEF27 7F547 & Lik—+ ||



FLLWeb 28— T A RTOEF2T7 7IS547 R LR—+ |
. [RIL9 7 AF3') (Malware Category) ] LR— k R—2

[/ xz7 hT3') (Malware Category) ] LA R— k R—

ATy F1 [LR—F (Reports) ]>[</L7 =7 %% (Anti-Malware) | Z334R L £,

RT9 T2 [vA0U=T 173V (MalwareCategories) | A > X 777 47 7—7NTC, [WV T =T #732U (Malware
Category) | 7 LNDOHT AV %7 U v 7 LET,

[T T 7DER (Malware Threat) ] LR— k

[v/v 7 =7 % (Malware Threats) | L'7R— b X—U2id, FFEDZBIZESH SN TWDH Y T
AT b, BIOBEELEAEERHD 7 T4 T FOY A NBEREN, [ T4 T RO
FEf (ClientDetail) | X—Y~D U 7 RHOEF, LAR— N EFO ML R 7 I 7120F, 8
ELRERESENTERICBEA L CE=F—Sh T oo vaviBlityaey s Eani b7
YW a U RERRINET, FEHOT—T Wi, FBE LRREHN TEBICE L TE=
A—ENTe v T o HrvarBlOrymny s SN b7 o7 v a VOERBOBNEREINE
D

ZOVR— MERRTDHITE, [v 7 =T 5K (Anti-Malware) [ LAR— F X—UD[w /L7 =
T D7 3 (Malware Category) (¥ THT IV 7 V7 LET,

PR OWTIE, T ADFO [AR— MAR—=F <D =Tl (Support Portal Malware
Details) |V 27 %27 U w7 LTI,

RILDTF7DATIIIZDONT
WebtX o UTF 4T TFI3AT LA 1Z. RDEATOVNLVT 2T 270y 7 TEXET,

TLIITDEAT A

TR =T TR =TIE, PR T — A RRICHEE TS, TRTOY T
N =T FATARE 7 7 A NB XTI 74 o nEEnEd, 7 Ko =
T TV =g rORiciE, Blx o et 2 ERRHZET L TEWN,
EEDHXSETC, BREZAGHET 200080 9, BRAOHIZIL,
VU UPEEBENDITERCHORETEND LTI HONRHY £
T, T, INHDOT T AILoTEFa VT A REVEESN
T, 2—VPRTITUFRBA T ar, TAZ hy 7 BLOZOM
DYAT LAREEZERTE R RDIGELH £7°,

TP ANN—F | T T I ANNR—FT D27 ML, JREDFRPL—PREDEE -
AVE /AN DICEEHT 2 S EIERMEEEZFAT T ODBENR DT T 0V 757
Fast

BHY AT A =4 AV AT A T=213, EYRFERICL > TEROT A o A TG
T&ED, VAT A EFT=HXDORMNEHZ T2V 7 ho =T TY,

. FLOWeb A o3 —T A RTOEF27 7TSAT7UR LR—F



| HLLWeb 4 28 —T A RTOEF2T TIIA TR LiR—

rvz7onFIvizont ]

IILITT7DEAT

B

ZA X7

EAXYTIE. BT LHDWIIHDI AL TDA v —F N T 78 A%
FALT, 2—YORETHEN LA LIC, EEEEEGEEIONND
BELERE 1TV A Mo — %%&m¢57ﬂ77bffo

— %I AL T =
>

AZNRA T 2T T2 Ea—RITA VANV ENDHEA TDOZ)LT <
TTC, —FIMEND Z LR EOFMEREINE L 7,

NA T X T

NA Ty D=, 22— OREETH A2 LI —Y % Web W
A MIFELEY 0T T LEFT LY TEDL LI, VAT L
EXLHELZY, 22—V DO RAT AIARELREEREZIMZT-0D LET,

FOMo~v T =T

ZOHTIAVIL, ERFELOEODT AV ICTHEY T ELRANT LT =
TLE bbwﬁwuﬁméﬂif

TONT LAY
ta—URT 47

ZOHTIAVIE, MOToFeA T 2T Y LRI, Adaptive
Scanning IZ X > TR SN~V T =T R L TCWET,

7 4 w37 URL

74y URLIE, 79 7HFDT RL A NR—ZRFEINET,
AR TUE, EUR RAAL CEBM LT RAAL UADME SN ET,
VR A r N A V= Ay ) I/ AR 5 X (1 01 AN TP
ﬁﬁbf@kf Z AR D EORGEE R E AT, T4 1D
WHEO—F T,

PUA

VAT A E=H

YUELLRWT Y r— a0 &, PUAL, BEE TIEARVWHAEE
LLRWERRENBT T r—3 3 C1,

VAT A FT=ZZIZIE, ROWTINOT Vv a rEFTTHY TR
WITb)aiﬂi@”o

NIRE . FETRIRENT, VAT AT a AR — T I g v R
15,

IHHOREHEEE CTHREL THERTE D LIICT D,

feAf Xy a—
.

faAf Xy ra—iE, 4 A=V RIZYE—FKRA MNFA NZ
TI7BALT, VE—FKAMDPDLRr—URT7 70 VA baA
VAT D ERADKRETT, ZNHDOA A M=, BEIX
a—FIZKfhd Z e liTbivEd, £/, hrAfDF v o—
XV E—FMKRRAMNEREYA BT e— FMaERET 50
T, AVARN— AT LA B — RBRERDIGERH Y £,

koA OKRE

FaA DREIZ, BERT TV r—a v EESHFERT 0SS AT
T AN ALITREY . b A OAREIZBCER LEH A,

FLLOWWeb 122 —D A XRTOEF27 7F547 & Lik—+ ||



FLLWeb 28— T A RTOEF2T7 7IS547 R LR—+ |

. (V547> k2o T7 YRS (ClientMalware Risks) ] X—2

IILITT7DEAT

B

hEADT vy

A DT 4y vld, B L7za ¥ a—F I A THRIED Web
NR=URT T EAINDDOEREOD, FRFRERE L~ 2 A%y
VLTEITYA b, A= art AN HDEIWIA T A KA
A4 MBI Da2—FH L ARRT—RERELET,

7 AL A

TANAE, =RV g a—H e — FEh, 22—
FOBBIZNLTETEND 70/ I 5Fz - Ta— RTT,

J—AlE, avta—& Fy NU—7 FTHCZER L, @EIEE
BT varvEFRITTAI0 I AERIET AT XATY,

[S5SA4TF7>2kILYTF 1)X%S (Client Malware Risks) | R—

[LAR— Tk (Reporting) 1>[7 T7A 7~/ =7 URAZ (ClientMalwareRisk) ]~—313,
IIAT VN INT 2T VAT T I T4 ET 4 ET=F—F 5Ol TELEX2Y T o
BIEDLAR—T 4 7 X=UTH, [ T4 7 h <=7 UAZ (Client Malware Risk) ]
NR=VWIE,. LA+ T T 4 w7 F=F— (I4TM) (ko THEEN, HEOEW~ LT =T
Pl L CWA 27 94T MNP T RLARFERENET,

R12:[V54F72 MY T YRS (Client Malware Risks) ] _R— < D EMRIEEHR

o3y

B

[FF[EI&PH (Time Range) ] (N
ny7Ey YRR

LAR— FORFM&ESHEZRIR L E9, FEiconTE, Lbal—
s OFEFMFHEOEBENZ SR L T EE 0,

N PAEIVIE = - el el

ny 7 INE AT TAT b
(Web Proxy: Top Clients

Monitored or Blocked) ]

TOF vy — M, U =T OV AT NFELZ EAL 10
ANDL—FNFREINFET,

[L4hT 7 4 v 7E=HF RS
Nz~ = 78 (L4 Traffic
Monitor: Malware Connections
Detected) ]

ZOF v — ML, HEENTROEBRIZ LY =T YA MC
B L TWAa s ta—FDOIPT RLABRFERINET,

[Web7'a %17 47 k<
N =T U A2 (Web Proxy:
Client Malware Risk) ]

Web7 ¥y 77347 b~ =7 JAZ (WebProxy:
ClientMalwareRisk) 1A > % 727 7 4 7 7 —7 W2, [Web
Tuxy w7 VAZHI LY T4 T~ (WebProxy:
Top Clients by Malware Risk) ] &7 ¥ a ZFRENTWD
e D7 747 MIET 2FEMIERBERINET,

. FLOWeb A o3 —T A RTOEF27 7TSAT7UR LR—F



b_WSA_UserGuide_14_0_chapter19.pdf#nameddest=unique_550
b_WSA_UserGuide_14_0_chapter19.pdf#nameddest=unique_550

| HLLWeb 4 28 —T A RTOEF2T TIFA TR LR— b
Web LE2F—2 3> J74)L% (WebReputation Filters) 1<—= [}

vovay BL)]

URNIF T4 IE=Z NI |[LANT T 4V E=F N T =T VRIBT TAT 2k
TYVAIRZZA4T7 K (L4 | (L4 Traffic Monitor: Clients by Malware Risk) -1 % 7 7 7 4

Traffic Monitor: Clients by 7 F =TT, BN TY ALY 27 A NCHEBICT
Malware Risk) TALTWAaLEa—HFDIPT RLANERINET,

[Web LEaT—2 3> 74J)L32 (WebReputation Filters) ] X—

[WeblL B 27— 37 ¢ /L% (WebReputation Filters) ] L'AR— k ~X—TTlE, f8E LK
B#HAND T o7 a ekt dT A Web LE 2T — gy 74 0F (—PRH/E) Ofk
REeMRTEET,

[Web L ¥ =7 —3 3 7 L% (Web Reputation Filters) ] L'7R— h =T &2 FR9 5 I(20%,
[LA—F (Reports) | Ka vy FX 2 ing, [FE=4#—1U 7 (Monitoring) ]>[Web L ¥ =
T —3 a7 4% (Web Reputation Filters) | ZE#IR L 9, FEMAICOWTIX, LV Web
AVE—=T 2 A ATDALETIT 4T LR— b X=VOHZSRLTI I,

Web LEaT—>3r JqLR &M

Web L E 27— 3y 7 4 %%, Web b —"OEEEZSHT L. URL X—AD= /LY = TN
BENTWDAREMEAZYMT 570D L 2T — 3 2a 7% URLICEID Y TES, 2D
BEREIX, =2 Ra—HF DT T A N —nEORBEE R BRIZS 5T URLRX—ADV /LY =
TaISTEOITESLLET, Webt X2 VT 47 7F7A47 AL, URLLE a7 —T 3 X
a7 EEHLT, BOLWT 77 AT 4 Z2RETDHEEBIT, YAV = THELRRICHE
T4, Web LB aT—Tar 740X E, 778 AR) D —ELEER) —Dili 7 & fHAE
bETHEHTEET,

Web L E =27 —aly 740X TlE, Mty —#2FEHALTA X —3y b RAAL OEH
MENFIE SN, URLOLVE 25— a I AaT7RTONET, FFED RAL UNEEESN
TV, Web A FBRAA RSN TWDGAT, Web F—"NX A FI v 7 IPT KL A%
FERLTWAENE I DR EDT—XZHEH LT, FED URL OfFFEMENHESINET,

Web L E 27— a VOFtETIE, URLZ 3Ry hT—27 RT 2= ZEEMITT, VU=
TORFETAAREENHESNE T, ~ VU = 7T BFET D AR DB EH2Y, -10 ~ +10 D

WeblL BaT7— gy Aa7ilvwyEr73nEd HONR~LV T =7 ZETealiettnik b IK
I/\) o

TG AL, T 2T TOLDORH Y £7°,
« URL 7387 —#
« Xy m— RAalfE7R 22— ROIELE
c RXABM ARy Ra—9 T4 22 28 #E (EULA) DOTFfE
e I — NI ARY 2 — L ERY 2 — LDOEH

c Xy hT—7 F—F—1EH

FLLOWWeb 122 —D A XRTOEF27 7F547 & Lik—+ ||


b_WSA_UserGuide_14_0_chapter19.pdf#nameddest=unique_556
b_WSA_UserGuide_14_0_chapter19.pdf#nameddest=unique_556

FLLWeb 28— T A RTOEF2T7 7IS547 R LR—+ |
B webLea7—2 a2 7405 (WebReputation Filters) 1 X—%

« URL D JEE

« URL O #%3E IR
7y VR MIAFE
FFRI U A MTAFAE

c NRDHDLRAALLDURLEA T I A

¢« RAL DL TR R FIEH

«IP 7 R L AEH
Web L B 27— a 7 4 L Z OFERIIC OV TIX,  [User Guide for AsyncOSfor Web £ % = U
T4 T 7747 As] @ ['Web Reputation Filters| %2 L T 72E0,

[WebL B =7 —3 a7 /L% (WebReputation Filters) | X— JIZIZRDIERNF R INE
b@‘o

#z 13:[WebL E21T7—2 3> 7 1)L (Web Reputation Filters) ] R— > D4

oLy Bl

[FEM#iPH (Time Range) ] (K| LA — b ORFREEPHZ IR L E4, FBIZOW T, LilR—
a2y A R) kN OFFREIFLPHOEIR 2SR L T2 S0,

WeblL a7 —a 77 va [fRE LIERREICEIT D Web LE 27— ar 77y a 0
V(KL R) (WebReputation |A#t¥iz 7T 7 TRRATEET, Z0EY v a T,
Actions (Trend)) ] RERI ORGEITED Web L E 27— a v 77 v 3 OWEAE
72 b REMEERTE £,

WeblL BE2F7—3 a7 7y a | Wbl B ard—var77arOR)a—b% 70T
V(AR Y =—2) (WebReputation | ¥ 2 VHLD LR TR R TE LT,
Actions (Volume)) ]

[WBRSIZE»T7H w7 & |[WebL EaF—sar 74X Y v Fick-»Toay 7 &h
HWeblL B a7 —2a v OB | 1o N T oV o v a v TRELIEEBOY A 7% 77 7T
% A4 7 (Web Reputation Threat | TR CT& £,

Types Blocked by WBRS) ] ) WBRS Tld. #iC. BED S A 7 ZMHTE 5 b
Tl Y A,

. FLOWeb A o3 —T A RTOEF27 7TSAT7UR LR—F


b_WSA_UserGuide_14_0_chapter19.pdf#nameddest=unique_550
b_WSA_UserGuide_14_0_chapter19.pdf#nameddest=unique_550

(Web L /R—

| HLLWeb 4 28 —T A RTOEF2T TIIA TR LiR—

(Web L— k0#) Fr— et b7—20%R [

o ay

A

AR A A I a1
ZATHBBIMSIE LT
(Threat Types Detected in Other
Transactions) ]

WeblL BaTdT—ary 740 FZ ) o 7ickoC7ay 3N
Rnol- T oo a V TRELIZEBBOZA T2 T T
B TERTE £7,

75T DETENARARTHICE. 757 oY &
Uy Z LET, OV TIEE., (Webb AR — hD&H) Fv—
MEF 27— 2 DI (33 ~—) 2BHBLTL S0,

INBLDOEBENT Oy 7 SHeho 2B AT, ROX D%
HORHY £,

T RTCOEBIZ, 7 vyX 7O LEWEERTZT A2
TRHLDTTIEHY EHA, 5L, TTIAT A
DFDOMOKEREIL. 26 OB AT 2 RN H
0 ET,

Y 8,
N0 FET,

B TR0 X ORE STV D ATREME

G WBRS TiZ, I

FTIEH Y iv@f/w

BBO A T ERTE DD

WeblL B'aF7—2 a7 7=
Y (AFTIZEHHER)  (Web
Reputation Actions (Breakdown
by Score))

Adaptive Scanning 231 R —T )V TRWGEE, ZOA X T
TAT T=TNVIKET 7 a D Web LE 2T —va v
AT ONRNEFRINET,

—H LB T Y

—E BN T S ERFTRET (7T T7HR) .

Web LEaAT—2 3 VERTFEDREE

FEFEHD Web L B 2T —3 3

T, e xIE, LEWEA2 T ZF#& L 720 . Adaptive Scanning % 1 —
L7z TEET, Web L BT —3 a VEREDFEIZ OV T,

TNz

VOFBEIL, VIR— MERICESW BT LR TE
TNEIXT 4 —

[User Guidefor AsyncOS

for CiscoWeb X2V T 4 T 7T A4 T Asll 2L TLEE0,

fDH) Fr—MET DT

ZEWeb LiIR—FT 4 T R=VDF 7 )V~ Fy— kT
ROVICER DT 22T v— MbT25L9

UET,
bSBBHOE, Fr— kDl

WE. Fry— hOF T a3 T,

METERWIIbEH Y £,

HLLWWeb A VB —T A RATDEF2F7 7ISAT VR LR—

— 3 MER

I, —RICBRENDET —HDRFRE
WCEIRTEF, =B OF v —
IEETEET,

LR—=FADOT—TNDOH T LERUTY, 7L, Fy—

" e



FLLWeb 28— T A RTOEF2T7 7IS547 R LR—+ |

B sioweros—orrzcowes k5yFLy

ATYT1 FEOF v — |

F¥— ME, BEEMATONTT =T CERT D L0 ICIRLZHA (7)) BU2BRR <,
T NVOFNOHERFRER TN TOT =2 RS E T,

reY B2V o LET

ATV T2 FRTHVENG DT —HERINLET, Fr—bDT L Ea—E, BRLEA TV a3 Ao THERRS

NET,

ATY T3 [Applyl 227 U v 7 LET,

FTLLWVWeb 1 23— A XTHOWeb k5 vF2Y

Web 7 O0%<

[Web b 7 v &> 7 Fid& (Web Tracking Search) | _X— TiL, fHx D T ¥ 7 v aFizix
BOLWRNT oo va DN Z = BRBR L, ZOFMAERTT LI ENTEET, BHT
T2 —ERCESE, BHET 527 THREZITVET,

*Web 7HF L —ERZKoTRIE SN R TP 7 v a v ORE (34 3—)
L AVANT T 4T B C Lo T ENT N T v a o (39 X—
)
*SOCKS 7R F VN Lko TR IND N7 U7 v a VO (40 X—)
*Web 7 v ZORBHREROMM (40 ~—2)
*Web b7 v XU TRBHERD N T 7 v a L OFEORR (41 X—2)
Web 7% b LAY 4 FT7 47T —DEWNIONTIL, [User Guide for AsyncOS

for CiscoWweb %= U7 4+ 7774 7 A s] @ [Understanding How the Web £ = U 7 ¢ 7
TIAT A Works] 7 v a vy ESRLTIIEIN,

H—EXIZE>TREIN- S UOT I3 DOREE

[Web k7 v %> 7 #i5% (Web Tracking Search) ]-—3 D [7 & % —E A (Proxy Services) ]
ZT7EMEALT, fHlxDtx=2)T7 0 avR—xr b BIOT 2787270 a—RA@H=
VIR IDBIEESNIZWeb T v X T ERBETEET, ZoOT—XIZE, b
AYANT T 4w F=HY 7 T—=FFEILSOCKS 7B X VT Lo TRBL S b T o
Jva ATEENRNER A,

ZOTF=ZEMH LT, ROKRRZHMT 2 LR TEET,
C ABFRFEEIR Vv, TEOHMNOWRRICHT L VA - F2#E L £,

e ZIE, [P —E A (ProxyServices) | ¥ 7 &ZHHL T, 2—¥RT7T7EALT
WAHFED URLIZDOWT, —FRT7 7t X LR, TNNHF SN/ URL TH D
MEID, Lol ERETUG T ET,

. FLOWeb A V3 —T A RTOEF27 7TSAT7 VR LiR—



| HLLWeb 4 28 —T A RTOEF2T TIFA TR LR— b

ATy I
ATvT2

ATvT3

ATvT4

Web TO¥S H4—ERIC&oTREEN: F5Hs v avoik |

Y FIT=U X1 T EEBE, SORy NI BRHEBDAT— T B L
TN 2T OBEICELENTWRNNE I NEFHELET,

FrEOHIMNICFLER SN N T o7 vay (Tryr, £F=2Y 7 BLXOESEINTE b
TG rvarv, BT LER I arhl) OMBEREZFRTEET, URL VT A
U, w0 =T OB, 77V r—Yarvihld, #ROFHEEER L T —4ERes7 14
Vo732 tbTEET,

)

GE)  Web 7ux%., TOTHER-NONE] UNDACLT > Var X7 2ar v o7 aro
BLHR—hrLET,

[Fa¥ o —E R (Proxy Services) | # 7 &> Web LAR—T7 1 > 7 X—=T OHFHBIIZ DU
TiX, 2L TZEN,

X2 VT4 EHT T IAT AT, Fay7FEZ o UMb [Web] 218 L £,

[URL %7 =Y (URL Categories) | " X—L L ZDMDLR—F 4 7 _X=V DO (16 =) [FT v
X7 (Tracking) 1>[7 2% P —t A (Proxy Services) ] &R L £,

MBEA T a7 4 NE )T A7 a2 T_XTCHRATDHITIE, FEMERE (Advanced) 127 Y v 7
LET,

MRERFME AT LET,

£ 14:[FOFxH—ER (Proxy Services) ]2 7D Web b5 v ¥ TBRREH

T3y SRER

F 7 v N OWERSE

1

R[] 4t LAR— FROREESMHAZBINLE T, X2V T &7 7947 ATHEA

T HFFEHEPIC OV TR, LA — FORRIFEHOBRBREZSR L T Z 30,

=W/ T TAT b | LiR— MIERENDRITF2—V L, £RITBHAGED I T4 T MIPT KL A

IPv4 £ 71 ZIPv6 PAEETASN LET, IP&HA 172.16.0.0/16 D X 5 72 CIDR JERTASI+5 2 &
HTEFET,
DT 4=V REEILTELLE, TR TCO—FIZETIMBERNKINE
—g—o

Web %1 b BRSO Web A FEEETANLET, 207 4=V REEIZLTEL &,

(Website) T RTO Web B A MIBET 2MBRERPIRSNET,

oW s gy ZBBRED N T o a DAL T [TRTO T oHF 7 a0 (Al
A = (Transaction Transactions) ], [58 1 (Completed) ]. [7'H v 7 &7z (Blocked) ], [E=# %5

Type) (Monitored) ], F721E [ZE x5 (Warned) ] 7HER L ET,

FLLOWWeb 122 —D A XRTOEF27 7F547 & Lik—+ ||


b_WSA_UserGuide_14_0_chapter19.pdf#nameddest=unique_550

FLLWeb 28— T A RTOEF2T7 7IS547 R LR—+ |

B websoxs y—ericsotmEShE FSUFL L3 v OBRE

A7vay SRBA

1 T R R AR A

URL A5 =V URL #72Y T4 NZ ) 7 5120%, [URLAT V2L 57 /% (Filter
by URL Category) |Zi®IR L, 74 NH U THRETH AL AFETIXEREFH
URL B 7 3V OFEEELTEATILET, RSNV A RNNL AT I 2L
3
Koy ZPH T JRARMIERSNDZT D UAIZEGRRL . BT 2V LI2—FT
HEED RN TP a v NTRTEENE T,

< =T DR BEDYILT 2T OB TT ANE ) TT DI, [T T EBICED 7 4

JL % (Filter by Malware Threat) | Z@&IRL, 74 &) o ZIMEAT 5~ =27
DEBLE AT LET,

NG 2T ATIAVTT4NE ) TTHTL, [T B TIVICLDT 4
sV % (Filter by Malware Category) | ZEIRL, 74 V&V o TIMEAT 5~ LD =
T ATITVEERRLET, IOV TE, vV =T OR 7T I VIZONT (28
NR—=) EZRLTIZIN,

TN =g v

TV = a T AN 52X, [7 7Y r—2 3 (Application) ] %
BIRL, 74 VHBT DT 7 =g U EEIR L E1,

TV —a BT TTANEABRT LT, [TV r—Ya g4
(Application Type) |1 ZEIR L, 7 4 VF BT 5T 7Y r— g o ¥4 T hER
LET,

WBRS

[WBRS] &7 g Tlk, Web X—AD LV EaT—raly Aa7ilibd7 ¥
Vo7l BEDOWeb L EaT—2a b OFBICED T 42 ) o THRARETT,

eWebL E2T7—2 g Aa7 T4 NE Y o745 2i%, [AaT7#PH (Score
Range) |ZIEIRL, 74N F U o ZITMERT 2 BIRME S TIREZEIRL £,
HHWE, [AaT 7L (NoScore) | ZBINTHE, AT H720 Web A
NeT 4 NE2 ) T TEET,

cWeb LE 27— a b DBBETT74NZ) 75203, [VEaT—Ya v
B X D7 ¢4 (Filter by Reputation Threat) | Z3&R L, 74L& U 7
AT 5 Web LE 27— a v OFBAEANTILET,

WBRS 2 = 7 OFEERNT.
v,

[TronPort AsyncOS for Web User Guide] # & L T 72 &

s T =Y

B EDBE AT TV T 4 VHMBT 5120%, BT 2V (Threat Category) |
v varERAL, REREBAT AV ZRIRLET,

ERA PR T _XCOEB AT IV Z3RINT BHI1T1E, [T 3TN (SelectAll) 1% 7
Uy 27 LET,

. FLOWeb A o3 —T A RTOEF27 7TSAT7UR LR—F



| HLLWeb 4 28 —T A RTOEF2T TIFA TR LR— b

Web TO¥S H4—ERIC&oTREEN: F5Hs v avoik |

TF7oay

Bl

YouTube &7 = U

FEED YouTube 777 2V T7 4 L ZUERT H1Z1E, [YouTube 77 = VU (YouTube
Category) | B2 v a U ZREB L, "7 25 YouTube 77 2V Z#INL £,

EM FTREZR T D YouTube %7 7 = U ZJ8IRF D121, [T TER (SelectAll) ]
IV LET, TIT A7 ATAVEFRT T 47 hTTVRHNTT 4V
ZHHES 5L TEET,

AU v— RV =T N—TTT 4 VEUET 5121, [A YU — (Policy) | #®IRL, 7«
VAR HRY) =T N—TF B AT LET,
ZORV =B WebtFx a2 VT 4T T ITAT VA TEHEEH THDLZ LEMRAL
TLEENY,
AnyConnect EX =7 | UE— T VAL Ea— AT 7B ATT VX UET 5121%, [2—F—D
EEYT 4 YAt (User Location) | 2R L., 727 B AX A TR LET, T _THOT /&
(AnyConnect Secure | A ¥ A T EDDHITIE, [7 4 VX 2279 % (Disable Filter) | Z3R L ¥ 9
Mobility)

(IBY U —2TiX, D47 3 1d Mobile User Security & FEIZNTWE LT, )

Advanced Malware
Protection

Tr7AN L EaT—vary P—ERATHINSINTZT 7 A NR—ADGH &7 4V
SRS BI2i1%, [7 7 A V4 (Filename) (AR 7 A7 7 A NZEATILET,

SHA256 v > 2B LT 7 7 A NVE 7 4 AT A121%, SHA-256 />y 3 =
% [7 7 A /v SHA-256 (File SHA-256) |17~ ~ 7 AIZ A LET,

77 ANVHEBIZESNWT T 7 A NVE T 4 VAT H100E, [BEX=2T7 0 RiRA
¥ b7 7 AVHIE (AMP File Verdict) | 23R L, HEX A THRIR L E 5,
FRIREZ R 7 7 A WHIEHX A 71X, [Z7 UV —> (Clean) ]. [EEDOH 2 (Malicious) ].
[~ (Unknown) ], [A% ¥ > /~#] (UnScannable) ], LKLY X2 (Lowrisk) ]
<7,

HEXA 7O EEOHD Malicious) 121X, KO3 OOHTH TV RHD F
D

s [V U =7 (Malware) ]:[# A% LfEH (Custom Detection) ]<°[# A& AL
ZUMHA (Custom Threshold) JUADERHICLY T v 7 ST 7 1L,

« [1 A% LK (Custom Detection) ] : AMP for Endpoints =2 > Y — /L5 5%2(5
L7277 a7 U R RMIBEINTWS T 7 AL SHA OEIE,

o [IAH L LEWHE (Custom Threshold) ]: AMP OFEEHIC L & VMERRE N
RCTr7myrEN77A1,

FLLOWWeb 122 —D A XRTOEF27 7F547 & Lik—+ ||



B =roz7on73uizo07c

FLLWeb 28— T A RTOEF2T7 7IS547 R LR—+ |

TF7oay

Bl

AN

=PI Lo TEBRICHBENTZ N T oI a T4 ) 7351203,
[Web -—HNER LI T2 s a2 k57 444 (Filter by Web
User-Requested Transactions) ] %&£ 7,

TILDTTDHT

E IO AN EENCTDHE, RBHERICE TREOHER] FF 07 v a
UREENET,
JY[Z2DL\T

Wb EFX a2 UT 4T T TAT A X, ROAATDONV T 2T 270y 7 TEET,

IILIITDEAT

A

TR T

7 Ry =7, WeHN Ta—Y2RLCHES S, T XTCo YT
Ny =T FEATARE 7 7 ANB XTI 74 o nEgGEnEd, 7 Ko =
T T =2 a OHRIZIE, Bilx D7 et A& RIRECEIT L TAHN
EEDSHXSETC, BREZAGHET 200080 £9, ZRAOHIZIL,
TV UBEBINDSTERICADNEITINDI LT EILORH Y F
T, T2, IO BT T AhZL>TEXF2 YT ARENELTIN
T, 2—VPRTIUFRBA T ar, TAZ by BLOZOM
DYVAT ARELEERTERIRDILGELHV T,

7T Y =
ZAZES/

TIT I ANR—=FT V27 M, IBEDOFRRRL—ERIEDFE - L
DICBET 2 S X ERMEL RITT BTN LT I 0N 757
A TT,

R AT A =X

PR AT A F=2T, EURFERICES>TERD T A A THA
TED, VAT A ET=FOEEAT-Y 7 h U =7 TY,

XY T

HAXTIE, BT LHDIDWNIBDOA A TDA v H—Fy N T 78 A%
FIA LT, 22—V ORETHEMRA 2 LI, REBEEZEEIO D)5
B E T A Moa—P 28T 5270 /T A TT,

—HREVIRANA T =
7

AN T 2T Farta—H AV AN NLENDEHATDILT =
7T, a—PFIZHOND Z LR FOFHMBEmMAINE L £,

NA T v I —

NA Ty =t 2=V DOREETHEN AT 2 LI —Y % Web W
A MIFELIZV T 07T LEFTLIED TEDH L HIC, VAT A
EEEFLZY, 2—VFDUV AT AIRERETEZM2=Y LET,

ZFOMO~ILT =T

ZOHTIAVIE, ERBELOEDODTIVICHYTUTESRNL T =
T gD LWEMEICER I ET,

TORNTLAY
ta—URT 47

ZOATAVIE, MOT FwAT T =Y LIRS, Adaptive
Scanning IZ X > TR SN~V T =T 2R L TWET,

. FLOWeb A o3 —T A RTOEF27 7TSAT7UR LR—F



| HLLWeb 4 28 —T A RTOEF2T TIFA TR LR— b

LAXaR5T 190 Eos—lcdoTlEEE LSy v avorE [

IILITT7DEAT

B

7 4 w37 URL

74w URLIZ, 79 UHFDT LA R—|ZFRENET, B
AL TUE, EER AL ERM LT RAAL UADME SN ET,
T4 TE, V=X N =T Y T L NI O T T &
AL TEAT — 2 om0 EORGEHERZ BT, 474 1D
WEEO—F T,

PUA

LBEILLBWT TV r— a0 Z &, PUAIL, BE CIIR WA E
LW ERBRENDT T r— 3 CTT,

VAT A E=H

VAT A FTZZIIE, ROWTINOT Vv a rEFTTHY TR
]73:7%5‘@&“&#0

PNRE D FRITENT, VAT AT AR — T g Ak
95,

IHHOREHEEH TEREL THERTE LT D,

kA DFTa—
p

raAfoFyra—iE, 4 AM—=VRIZYE—FKRA MNFA MNZ
TI7EALT, VE—FFAIDONRN =077 40 ) A oA
VARN=NALTLHIaADORETT, TNHDA A M—/LiE, #FIX
a—WIGfrnD Z L litbihEd, £2, bafoX v a—
AEVE— M KRR MEREHA BT e— RS ERET 50
T AVARN=ANTEII_A e — RBRERDIGENRH Y £,

ke A DOARE

caA DOREIZ, BERT TV r—a v EESHERT 0SS AT
T, UANALITE ALY, boAoKRBITACER L EEA,

raADT 4y

FaA DT 4 yvld, B Lo v a—Z I A THRIED Web

NR=URT T BAINDDOERFEO)D, FRFER L~ 2 A%y
YLTEITYA b, A= v ar P A b, BDINEA T A UK
A4 MCBRT D2 —HFHENRT—REELET,

A VA

TANAE, =RV g a— X ln— &, 2—
POBRBICK L TEITENEZ 0 /T AE - ITa— RTT,

J—AlZ, avta—& Fy NU—7 FTHCZER L, @EFI3EE
BT varvEFEITTEZI0 I AERIFIT AT XATY,

LANGNS T4 99 EZA—IZE>TUEEINFSOF I3

DIRER

[Web kT v % 7kt

(Web Tracking Search) |"X— D[V A V48T 7 4 v 7E=4— (Layer

4 Traffic Monitor) | % 71Zi&, w7 =7 HA FEBLOR— O ICET AR E R £
RENES, T =T PA FA~OEREL, ROZA TOHRIZL > TRRTE £,

FLLOWWeb 122 —D A XRTOEF27 7F547 & Lik—+ ||



FLLWeb 28— T A RTOEF2T7 7IS547 R LR—+ |
B socks FoxvicsoThBESRE FSUY LIV ORE

o R[] P
s NI a v ERMA LI~V O IP T RLA (IPv4 £ 7213 IPv6)
o« BEfESE Web A RO KA A U EITIP T RLA (IPv4 E£721% IPv6)
o [FA— 1 (Port) ]
HHFEAN D 3 B2 — 2 ZEEA T S P T R LA
« BEGEA AT
LW A MZHBEFA N, FREFN T T 7 a B2 L Web X2 VT 477

FGAT VA BFRRT DI, [BELIPT KL A (Destination IP Address) %! 7.H L ® [FE# &
#~ (Display Details) 1 V> 7 %27V v 7 LET,

Z DIFHROFEMR T EIZOWTE, [LA V4T 7 ¢ v 7 E=% (Layer4 Traffic Monitor) ]
N=Y (9R=Y) EZRLTIZS Y,

SOCKS 7R X LIk > TUREEINS SIS a U DEER

Tyl ERFETLEN I 2 vay T a v ERMLTE I IAT U vy
DIPT FLA, BEUOSEHLERAL L, IPT FL A, FER— ey, SEIFhEMpI—
BIDhT7o P va v BRFETEET, WAXLURLAIT IV, —HARY v— BILU=—
Yor—rary (M—AVELFTVE—F) ICLY, FEREZTA4NFZ I ITTHILELTEE
T, IPv4 BEONIPv6 7 KL ANHR—FEnET,

ATY 1 [FZvF 2T (Tracking) ]>[SOCKSFTAF (SOCKSProxy) ] &R L £9,

ARTVT2 RBEATav b TNV T F T ad XRTERTDHITIE, EHEEE (Advanced) 127V v 7
LET,

ATV T3 BMBREHEEATILET,

ATw T4 [#8F (Search) |22V v 27 LET,

RDERY
BAEIEE
[SOCKS 71 % (SOCKS Proxy) ]-<—% (12 4—3)

Web S v X2 DBRRERDER

« M2 Web BT v XU TRBREROFR (41 =)

*Web b7 v F U TRREERERIZONT (41 ~—2)

*Web F T v X TRBIERDO N T UV v a VOFEMOFRR (41 =)
eWeb T v F L IBLIOT v I L—FRIZHONT (42 3—)

. FLOWeb A o3 —T A RTOEF27 7TSAT7UR LR—F




| HLLWeb 4 28 —T A RTOEF2T TIFA TR LR— b
#@nWeb k5 v x> rprERoRE [

HHZWeb S v XU REBRORT

ATFY T RENEFEREON—V 2T N THERLTLIES D,

ATV T2 BTEFRRINTODHHELY L Z L O RE{EN—VIZFRT HITIE, [FRENTZHE (Items Displayed) ]
Ama—nbA T a UV ERIRLET,

RAT9T3 FH—HKTD TV vard, [FRENIZHEE (ItemsDisplayed) | A == — TR TX DK N7
YT a 0 BWEAIE. [FIRIATEEZR &£ 7 > v — R (Printable Download) [V > 27 %27 U v 7 L,
—HTDTRCOR TP I v a a5 CSV 77 A VERST D L, BRREREHERCTEET,

TDOCSV 77 AMIIE, BIE NS o7 a L OREMAERLS . raw T — X —RAREENFE T,

Web S v XU IBEBEHERIZCDONT

FI7xL FTIE, FBRIZZA L AZ T T — &, KO EN R FEICERENET,
RMBAERICE TR ENDIEW -
«URL 7 7 & A SN 7=HZl,

s B— RINleAf A=, FEITSNl JavaScript, 77 BRIz Z ) A Mgl

=PRI LI N T 7 v a Ko THRAELEE N7 7 g ok, BEE K
oW v a o8, FIRH L O [T TOREM % & /R(Display All Details)] U > 27 OF
DEATICER R ESNET,

M (FT VT v a iR, M4 TIHE. NIV v arnT ey s e
HEINTHE, HAWVITEENRITINZHEAREREINET) &

Web bS5V X U IBRERRD S Y0 3 VOFHHORT

=El:g] BEFIE

URA NNOEHE URL DR | N o F 7 a V2B LEAA N Web X2 T 477

URL FGAT VA BAELT, FOTTIAT L ADT 7 A1
TEMER LET,

Blx DT> a O | [Web¥ Ak (Website) ]3O URL %27 U v 7 LET,

TRTO T W7 v a OFE [ [WebH Ak (Website) ]FIFLHI LD [T TOFEMAZ £
gl 7~...(Display All Details...)] Y > 7 %227 U v 7 LET,

FLLOWWeb 122 —D A XRTOEF27 7F547 & Lik—+ ||



FLLWeb 28— T A RTOEF2T7 7IS547 R LR—+ |
B web rsoxos5079 T L—RIzonT

B# BEFIB

500 fF £ CORE N T W7 (BIENT Y7 g o, RBERERY A FoSIRHLIC

varmoy Ak D [FEE R (Display Details) 1V > 27 D FDH v ap
RS NET,

Ko7 a o [FEM (Details) | B =—TI[REHE 7
W2 L 3 (Related Transactions) |V > 27 %27V 7 LE
j_‘o

Web FrSv X2 08KUV7Yy TSI L—KIZDINT

HLWWeb b7 XU THEREIL., Ty 77 L— RENCFEITENTZ T U7 v a it
TERWEERLY ET, ZHE. 26D T U7 va Al onTlid, MET — ¥ BRE
SN TWRWGEERHHT2DTT, Web N7 vF o7 F—2EBIOT v 77 L— NICBHET
HHEIBIZHONWTIE, SHEHOV Y —2D VY —2 ) — &2 LT EN,

HLLWWeb A 22— x4 ATHOWeb L R—FDRHY
a—) 5T —h4AT
o7 va rORNFIFTRO LB TT,
cH LWV Web A U F—T 2 ATDOWeb L= hDRTVa—U 7 (425—)

cHLWWeb A v Z—T 2 A A TDWeb LIR—FDT —H A7 (44 2—2)

HFLLWWeb A A2 —T A XATDOWeb LIR— DRSO a—1)Y
Zokrva rORNFIFRO LB TT,
cHLWWeb A VX —T =2 A ATODAYT Y 22—V Web LiR— DB (43 2—)
cH LW Web A > H—T =2 A ATDAY Y 2 —/LiFEH Web LAR— h Ot (44 =)
cHLVWeb > ¥ —7 = f ATDRY V2 — /L Web LR— b OHIER (44 ~<—2)
AHAL, BWEA, FLFABITCETINDLOCVR— 2 ATV a—VRETDH I ENT
ETET, AT Va—ARESNTZLAR—ME BIA, @BET HHE, #iA. @BEOR (K 250

H) . ®E0H GKRKI12H»H) OFT—F52EDHLHETEET, 72, HBELZAE
2~100 ) F/HIFTHEELZAEK Q~123H) OF—2%25H52 b TEET,

LR — bOFETHIIC 2D b3, EATORMEE B2 LR, 1A, DEM, £72031
H) OF —=2OHPEENET, 7-& 213, H/kVT**F%ﬁFHIJIH%E %ﬁ*ﬁéiﬁ A

=A==

Va—VERELFESS. LAR— MIIERTHA O 00:00 205 23:59 £ TOTF— 2 NEaENET,

. FLOWeb A o3 —T A RTOEF27 7TSAT7UR LR—F



| HLLWeb 4 28 —T A RTOEF2T TIIA TR LiR—
HLUL\Web A 28— T4 RTORY U a—LFHWeb Li— hoigm [

VIS LI (BunbEl) OUVR— MREZFZERTIET, EFA—NAXEELEEL
BRWGETH, LR—MIT—=IA7ShET, VA FEZHOT FLRATERET L HER
boO%E. INCZEFEZRET 2LV A=V 7 VA REERT 21T 055 TT,

$]1LLWWeb A B —2J 1A RATDART T 1—)LFEH Web LHR— DB

ATy F1 [EF=%—VU 7 (Monitoring) ]>[A7 Y a—/L& T —HA7 (Schedule & Archive) ] %R L £,
RART9 T2 [ATTa—NERT —hA T#HH (Scheduled / Archived) ] ¥ 7T, [+]|R¥ &7V v 7 LET,
AT T3 [LAR—FZAT (ReportType) | K v 7H T A=a—nbLR— A 7ERIRLET,
ATv T4  [LAFR—FZA hL (ReportTitle) ] 7 4 —/L KIZ, LAR—bDHXA MV EASLET,

R CARIOEBDO VR — FEERT D Z 2T 5720, b0 dTWE A MEHHATHZ L aHt

RTv 5 [ED DR (Time RangetoInclude) | Ku v 7 X 0y A =a—/nb LR — b ORFFELFH 2 3K L £
R
ATvT6  AEfEhdLAR— FOBEREERLET,

7 7 4V MERUIL PDF T,

AT9 71 [BUEA 7 2> (Delivery Option) |27 > arinh, ROA T arOnTimad R LET,

ZIOFTvarvEBERIRTDE, LR— IR [T —HA4 7 LAR—1 (Archived Reports) ] ~X—IZFR S
EJr RN
GE) [RAAL v BOTET T 4 7% <Y — (Domain-Based Executive Summary) ] L'7R— ME7T —
AT TEERA,

s UIR—bNET —HA 7T HITIE, [7—HA4 7 DFH (Only Archive) ] R L £7,

s LIR—bFET —HA T LTA—NEETDHITIE, [7T—IA TBLOZEHFIZA—/ViEE (Archive
and Email to Recipients) | %27 U v 7 LE7,

s LAR— MEE A —/NVTERTDHITE, [REE~DE S A —/LDFH (Only Email to Recipients) ] %
7V w7 LET,

[fEfA—/VID (EmaillDs) ] 7 4 —/V T, XEHEDOEFA—NLT FLAEZ AT LET,

ATYT8 [AFTa—/ (Schedule) JHEHIKT, LA—MDAT Y a2a—VERETDHA, W, EITHOMICH DA
Tvary R UERIRLET,

ATv7F9 [LA— 56 (Reportlanguage) | Ky 7 X7 VR Minb, LAR— MNEART H0ENH L S48
RLET,
ATv 10 [#E (Submit) 1227V v LET,

FLLOWWeb 122 —D A XRTOEF27 7F547 & Lik—+ ||



FLLWeb 28— T A RTOEF2T7 7IS547 R LR—+ |
B osiuwen 25— T 2TORT T 2—LFEH Web LK— FDRE

HLLOWWeb 4 A2 —T A ATODRYT D a—)LiEH Web LR— FDIRE
TFIAT L ADFH LN Web A X —7 = A ATLR— M ERETHIZL, [F=F—V) 7
(Monitoring) |>[A%7 Y =2—/L T —H A7 (Schedule & Archive) ] X—T ZRINL ET,
ETHLR—FDOVER—ZA MVHIETHI 7% 7V v 7 LET, REEZETLTH
5. [ (Bdit) 1227V v 7 LTR—UTEEEEEFELET,

HLLWWeb 1 A2 —T 24 XATODRYT Y a—)LiEH Web L7R— ~DHIER

TFIAT L ADFH LN Web A X —T = A ATLR— FZHIBT5I121E, [F=F—V) 7
(Monitoring) |>[A 7Y = —/VigIx/T — 714 7 # 7 (Scheduled/Archived) ]S— % # L
F9, HIBRT AL AR — MIHIETHTFT =y IRy 7 AZFNCL T, IIFTA a7V vy
7 L/Szj«o

AT Y a—VEBDOTXTOLUR— FZHIRT2I1I21E. VAR— A M OBICH LT = v 7
Ry 7 A A AT LET, HIRENTZLVR—bOT7 —h A4 THUTHIBR S EE A,

FTLL\Web 1 >3 —TJ A RXATOHOWeb LR—+DT7—h4a47T

GFHFLVWWeb A > H—T A R) T~ KTO Web LAE— FDAERK (44 ~2—3)

cHLWWeb A v H—T =2 A ATDT —HATHH»Web LAR— FDOFREEH (45 2—
)

(FHFLWLWWeb 1 2 —T A R) ATI FTH Web LR— FDERK
AV a—)VERETEDLLR—FDIFEALIE, AT~ RTOARK S ATRETT,
VIR— R &A T~ NTART HI0E, ROFIEZFEITLET

ATYT1 WebeXa2 VT 4T 7 T7A4T AT, [E=HU 7 (Monitoring) |>[A7 Y 2—/ET—H A7 (Schedule
& Archive) | 3N L E 7,

ATV T2 [T—hA 7 DFER (View Archived) | X 7T, [+] A& %27V v 27 LET,

ATV T3 [LAR—FZAT (ReportType) |27 v a T, Fay 7 X AL LR— A TH2RINLET,
ZON—=VDF T a NIERINDIGERH Y £,

RT9 T4 [LR—FZA L (ReportTitle) 12 >3 2, LiR—hDXA MOARTEATILET,
AsyncOS TlE, LAR— MR —ENE I NIER SN ET A, BELZBT D72DI2, [[ CARTTHED L
A= FEER L2V TL 2S00,

ATv 75 [0 5P (TimeRangetoInclude) | K v 7Z o U ARG, LR— b 77— X ORER#EPH 2 341
L\i‘a_c

ATYT6 [IRf7 7 A VOFER (Attachment Details) 1 £ 727 > a2 > C, LAR— FOERNEZRIRL £,

. FLOWeb A o3 —T A RTOEF27 7TSAT7UR LR—F



| HLLWeb 4 28 —T A RTOEF2T TIFA TR LR— b
HFLLWeb (25 —T 2 RTOT7—H4 TEH Web Lii— rorreaE [

PDE.EMEH., 7T—Hh A 7H., FHIEZ0OMF OB TPDFEAD R A2 F&{Ek L %7, [PDF LR—
N7 L 2— (Preview PDFReport) |7V v 7 45&, 7ZIZHIZPDF 7 7 A L CLUAR— M RRTE
£

AT9 71 [BIEAT Y 3 (Delivery Option) 127 v a b, IROAFT T aONTUNERIRLET,
IOFTvarE®RIRTLHE LR— IR [T7T—H A7 LA—F (Archived Reports) | X— IR RSN FE
D

GE) [RAAL O ¥ YT 7%~V — (Domain-Based Executive Summary) ] LAR— ME7 —7h
AT TEEEA,

s VR— R NET—NATT BT, [T —HA 7D (Only to Archive) | ZiEIR L E 7,
cLAR—bET—HAT L TA—NEET DI, [T A TBLOZEHEITA—/LiEE (Archive and
Email to Recipients) ] %2 U v 7 LE7,

e LIN— FEEFA—NTEETDITE, [ZEE~DEF A —/LDF (Only Email to Recipients) ] % 27
Uy LET,

[E+FA—/VID (EmailIDs) ] 7 4 —/V R T, ZEEDOEFA—ILT FLAZATILET,
RATv T8 [LAR— K57 (Reportlanguage) | Ru v 7 HZ U X e, LR— hEART HUERD D 5562 RN

L/i‘j—o
ATV T [ZDOLR— FZEME (Deliver This Report) |27V w27 LT, LiR—h&2AERLET,

HLLWWeb A B2 —T A ATDT7—HA TFEHWeb LR— FDRTEEE

ZITIE AT Va—nARESNLVR— & LTEMRSNIZ VAR — FOMEHTEC OV TR
H)%L/iﬁo

ARTFYTN TTITAT U ADH L Web A v H—T = A Azl A LET,
ATv T2 [£=%—1Y > (Monitoring) |>[A” Y a—/L& T —7H47 (Schedule & Archive) | Z IR L £,
ARTY T3 [T—HA4TDFER (View Archived) | ¥ 7 & ER L £ 7,

ATvT4 LR—FNERRTDHITIE, [LAR—FZA L (Report Title) ] FITLAR— &7 Vw7 LET, [LFR—
N %47 (ReportType) | K> 7 Z U R NTIE, [T—HA 7#HHLA— K (Archived Reports) |4 7
WCIUARERNTWDLR— b DI T EHT 4 NEY) T LET,

RATYTE MRR Y 7 ATHEDOLR— M MR TEET,

FLLOWWeb 122 —D A XRTOEF27 7F547 & Lik—+ ||



FLLWeb 28— T A RTOEF2T7 7IS547 R LR—+ |
B osivweb o520 [0 RFLRT—5R (System Status) | X—

HLLOWWeb A B3 —DD A AD[VATLAT—E R

(System Status) ] X—

Web EX =2 UT 477 I7A4T AT, [E=#%VU 7 (Monitoring) |>[T AT LAT—H X

(System Status) ] ZIBIRL T, VAT LAT—H AT =F—LFET, ZDOX—I1F, Web

X2 VT AT T IAT UV ADBIEDAT —FALRELFRLET, 77UV FORLNL, 4
EMD [ AT A AT —H X (System Status) ] X—IIERINET,

[V AT LAT—H A (System Status) | X—VIZIFKDZ TV £,

=]
o N H

i

T 74N M T, [RAT—H A (Status) | X T HERINET,

RAT—7AR X (Status)

[AT—H& A (Status) ]~ <—TIiE, ROFERNPFERENET,

twHoay EBA

WebtX2UF 477 o« VAT LAOEIEHIR
FGAT VA DAT —

- VAT A Y Y—ZADHEMAER: LIR—T 4 7 BLReX ST

IS5 CPUMIE, RAMIEFIR, 3850 1 % 7 ko ke
FIsE,

VAT AL THEAEINRORAMIZWeb A7 V=7 b Fr v o
WZE o THERSND DT, ZEMICENIET 5 RAM 1% 90% % i
ZDEENHY £, VAT LA TERR/NNT —~  ARBENFEEL
TWARWEA T, 20N 100% ICFEE SHARWEES . AT ATE
FICEEL TV ET,

GE) TuX Ny 7y AEViEE, TORAM EHEHATS 1o
DayR—x2 FTT,

B FLuWeb 28— T A RTOEF2T7 7ISA TR LK—F



| HLLWeb 4 28 —T A RTOEF2T TIFA TR LR— b

AT—%H R (Status) .

o ay

B

77—k (Alerts)

WELET 77— ho&RTE B ERZINRERSNE T, A Lo L
WZHD [ More) | E72137 79— %227 0 v o358, [TC
DT 77—k (AllAlerts) Ry 77 v 7TRERINET, [TXTOT
ZF—k (AllAlerts) | Ry 77 v 7T, @R LT 7 — MroidR
RENET,

[TRTOTT7— b (AllAlerts) 178y 77 v FIFRDIFHR D FR S
nEJ,

e 77— MO AT E W] (Date and Time of Alert)

¢« 77— kLUl (AlertLevel ) : [fF# (Info) ], [Z&
(Warning) |, 7213 [Z7 U7 « Z1/v (Critical) ]

e 75— K27 7 Z (Alert Class)
« [{fE (Problem) : 7 77— hDOREERFHI

« %154 (Recipient) : 77— hOFEHINEEEINDIEFA—NLT
KL A

7 4 A7 (Disk
Usage)

FUATEARDEE RAID A FL—VDAT —Z ARFRINE
7,

RAID A hL—YDAT—Z XX, T IAT LV ADREIZ L > THR
N ET, BT T ITAT U ADEE, RAID A ML —YDAT—X
AIZIX [AB] (Unknown) | &EFRRSH, WET 7 T4 7 > AIZiE
[Optimal (feiE) | & FRRINLET,

TaXURT—H A
(Proxy Status)

FuXxT O CPUMHARE T aXLFT 4 27OV HREERLE
Er

Fm, X TERONNy 7 a LR — MRS LKL & BICER
INFET,

T 2= VA== )—T DL, BRIAM, BEXORAT—% 2% 3K
ALET,

F7-. Ao TCWAE A MY = — A== L —T Db %K
RENET, 72— A== =T NEE LR VBRI, [RE
SNTWERA (NotConfigured) ] & WD —ERART —&F ZANFKIR
SNET,

FLLOWWeb 122 —D A XRTOEF27 7F547 & Lik—+ ||



)

%
fein

gl

FLLWeb 28— T A RTOEF2T7 7IS547 R LR—+ |

o ay

B

Iax NI 74w Y
DM (Proxy Traffic
Characteristics)

WDTaxy 8T 7 4 v OFENRFEREINET,

o 1 BH 7= OEREL (Request Per Second)
o R
o )& IEE (Response Time)
e ¥ v 2t v MR (Cache Hit Rate)
« BIE OB (Current Connections) : HFiE D HFEOHEIELIZ D
WTROFEN TR RSN ET,
« TA RVIREED 7 T4 7 bR
« 7A RVIRIED V- — N —Hafi ik

INLOT—XDOVHEERNMENFRINET, KEO17H. &
HBO1RER], BELOT 87X OB LIEIZ OV TOEREN R R S
NET, RKEIE, HEO IR E 7 0% OFESHLIREIC OV THR
IRENET,

G¥) [RPS & # 1l (RPS and Bandwidth) ] DE&ICH D U 7 T
Aarxzr Vv r35&, [Fv/3T 1 (Capacity) 1%
TV EA V7 FESRET, FRRIC, JLZEFREH (Response
Time) |ORICHDH Y T A av w7V v r35E,
[h—E & (Services) | # 7Y XA Lo hanET,

[ v /3y 7 4 (Capacity) ] —2I2id, ROERNERSNET,

. FLOWeb A o3 —T A RTOEF27 7TSAT7UR LR—F



| HLLWeb 4 28 —T A RTOEF2T TIFA TR LR— b

0
o
.

o ay

B

IRF[FIEEPH  (Time
Range)

WO [FEM#EPH (Time Range) |47 v a v &2FnrLET,
« F§f#] (Hour)
« H (Day)
* Week
*30 H#
* 90 HfH
« MH (Yesterday) (00:00 ~ 23:59)
*« J£A  (Previous Calendar Month)
o [ A% LG (Custom Range) | : fEHATREZR fc & 7 — &

EAFTRE R b WT — X 2R R T 5L EA (Apply) 1 %7
Uy L, #EEXy AT 5I21E[Fv &L (Cancel) 1%
70y LET,

GE) [FFf#EPH (Time Range) | A7 a »id, [Fr /v T+«
(Capacity) ] Z 7 O3 X TOKREBIZEH I ET,

VAT AL CPUB LD
AV Off R

[VAT LACPUB LY AT L AEY O HFH (System CPU and System
Memory Usage) ] Tlx., ROEEEZFEITTE LT,

s LEVWVMEZEFHE/LITHRELET (Bl :0—100%) .
s LEVMEAZFELET,

cCPU/AEVMAREERLET, T7—a—RFRkDEEBY T
KR

R LEWEEZRLET,

st FEBEERLET, LEVEZAET L L. TG
CTRHES EREshEd,

FHfEL, AEFHMEEZ L a— FOR I THI-7ZETT,
cHE VAT AAEVHEAR (%) ZFRLET,

[AT ACPUBLUIAEYMHEHZE (System CPU and Memory Usage) |
T —2 X, [FfEEEPH (Time Range) |®HUZIES NN—B T —TT
KRSINET, 7—F L7 T 713, BUEDT —Z LIS THIIICE
fELEF,

FLLOWWeb 122 —D A XRTOEF27 7F547 & Lik—+ ||



FLLWeb 28— T A RTOEF2T7 7IS547 R LR—+ |

B

W OGNS & RPS DA 7 Z 7 TERLET,
o« BIRK B — 7 T)—TFHKR
«HTTPS =1k : 72 7 T ) —TFHKR
M7y &0 ) v r 358, [ (Overall) ]1E#H & [HTTS &

51t (HTTPS Decrypted) |1E#Z AN E TN THZ ENTEE
—é‘o

AFE CPU M HARA T v g Oy IFIFRO LB TY,
o« JEOBRED © Web 7R v
cIRWVERE  m ¥
R LAR— b
« ¥ f4 : WBRS
WA AMP
* U E A Webroot
+ /K4 : Sophos
o JK 4 : McAfee

NFl7ay s 0w r4+5E, 7Y a2 EITENCTS
R TEET,

B X ORKRER AR R, ROX AT Z2FITTEET,
B X O KR OB ML F 7213 L
SR X O KBGO E 7T 7 DFR

B v—=c=
o ay
HARE S L OVRPS
¥EBERI CPU FI| =R
74T NEIX
N — T
H—EX

[r—E R (Services) ] X—IZid, W—EREZFDODRAT—FZANFREINET, [P—E A
(Services) 1V A 121X, AMP, WCCP, ISE, BLXWCTR DY —ERART —Z ANEKRII
£, Y—ERALOEORAIT, —ERAAT—H A ERLET,

IR P —ERADOEEFNTE TNERA,
e JL— —EZADEIZITE TWETR, BT > TWET,
ik B ADEEFENTETHBY, AT TWET,

. FLOWeb A o3 —T A RTOEF27 7TSAT7UR LR—F



| HLLWeb 4 28 —T A RTOEF2T TIFA TR LR— b

4—ez |}

o ay

B

Hf) (Date)

YVHOY—E AT —ZNT 74/ b TERENET, HAKTEETH
MOTFT—F2FRTEET, BEOHDT —H HF R T HI120%, L
UHE—ING AP IR L £,

Y —EADARAT—HX A
(Service Status)

[—BEART—H& A (Service Status) | 7 — 7 /MZiF, h—ERADA
R NET T IRFERENET, 77T, TREEOZAR v b
(o EI Sz 24 B ORFRIR AR R INET, H7 1y 72T 1
R ORI T 7 — MR SN E T,

Ty 7 DEBFROSGE IR, RUST DRI VT 4 IR T T —
RN EERLET, 1EFREICO RS E B 128 LD VT 4
NIRRT T — "R® LA, T 5780y 7 BRTERINET,
RKIKDLZA LAy MIKHLT D70y Z7ITEATRRINET,

=R DL DD DT A 2 121,
TR DEPFITRENET,

ROTvy 7%l )y 73D E BEDSHODT 7 — FnFEA LT
MafERTEET, £/, 77— FOARFHEDL. [ In) 41XV 5
(50f'n'Events) | LF/RSNET, ZZT, In) (F. EORFMITH
HELIZT 77— FOEFHETT, [Z0ftt More) 1227V v 7 35L&,
[FRTHOTF— bk (All Alerts) | Ky 77 v FRERSNET,

[T_XTOTZ— b (AllAlerts) K> 77 v FITIROIER PR S
WET,

e 77— MO AT &M (Date and Time of Alert)

¢« 77— kLUl (AlertLevel ) : [fF# (Info) ], [Z%&
(Warning) |, 7213 [Z7 U7 « Z1/v (Critical) ]

wEO7T vy 7 (T

e 77— 27 7 A (Alert Class)

« M (Problem) : 77— kO EHA

« Zf5# (Recipient) : 77— FOFEMREESNDOEFA—NLT
NS

FLLOWWeb 122 —D A XRTOEF27 7F547 & Lik—+ ||



HFLLWWeb A V4 —T A XATOEF2T7 7547 VR LiR—

k]

o ay

B

P B RS
(Service Response
Time)

[— b RIGEFER] (Service Response Time) | 7 — 7 /WiZid, v AT
LTHEATEN TN DE Y —E ZADFEINERH DO/ 2 — U REREN
F7, ROKHRBERRSINET,

* McAfee — & AR} (McAfee Service Time)
« WBRS #— b A B[] (WBRS Service Time)

» DNS i~ & HFfE]  (DNS Response Time)

* Webroot — &' A [K§f] (Webroot Service Time)
* AMP H— £ A I

« Sophos #— B A K] (Sophos Service Time)

o P— N—RZ I (Server Response Time)
T M, 1RO R 7y MIAEI S duiz 24 RER o RER FEIRE 3
FRINET, 7y 7, MO —ERIEE RS — %KL

£, ST —ERAORERRIZ, KOF A LAvy MBS E
7o

+0.001 #»~ 0.06
< 0.06 »~ 0.6 #
c0.6 ~1%
1 B~6F
< 6 FOLLEE
77 4V F Tl — 7z iTAT@%~EX@1@~6@@EK

fE 23 i‘%ﬂ“éﬂiﬁ‘o PR EE oy A B L TR T2 2 &N TEE
B

VAT AE, TRTOMN T oY I v a v EZRE LT,
DHET, EHAA LAYy NTHRAELEZIN VY I a R ) a—L40D
N o T —VUNEREINET, Ty IOEiE, FFrF I ay
R 2—bDOX— T —IIZHEDSNTWET,

. FLOWeb A V3 —T A RTOEF27 7TSAT7 VR LiR—



| HLLWeb 4 28 —T A RTOEF2T TIFA TR LR— b

4—ez |}

\’l

\i

B

JIRERE IR OSE, b7 v a v EOBNTRD X H I
B FET,

cBOWEHE 41— 100%
e K 11— 40%
cHWEHR 11— 10%

s Hf 0%

ISR U LSS, T a VEDOFNTRD X 5T
AL/ S

o TRAD 1 41 — 100%
o HWIRE 26 — 40%
c HWEM 11— 25%
e HEA 1 0%
JISERER DT — X WAL THH TE 2 WEE. Wlofat 7y a >

LAY, RETEEHA, [FEHPE (TimeRange) |47 v 3 >
7V w7 LT, Y= RINERMT— & 2L E7,

TRIE BT 7 ERERBDIEENE T, ZE L, ROLDIX
BRTEEEA,

T T T
« LR A+ D LT — &

BRIl 7 oy 7227 Vw35 E, TOREDHRIDIGE ML Y e
TI T TCRRTDHRYy T T v I BIREET,

o fEH S oEIRRIC DB SN T A A AT Y b

o EMH : XA ATy NNDO N T VT g U

Ry T TFOTay 7w TADI— I VESbEDL L, F DR
RO N T o7 v a v BRFrRINET,

FLLOWWeb 122 —D A XRTOEF27 7F547 & Lik—+ ||



FLLWeb 28— T A RTOEF2T7 7IS547 R LR—+ |

B FLuWeb 28— T A RTOEF2T7 7ISA TR LK—F



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



