VATLEBIRYDELT

ZOETHHTIARIT. RO LBV T,

« VAT LEMOME (1 ~—)

T IIAT VAREDRA, m—F, BIQ®VEY M 23—)
*CiscoWeb EX =2 UT 4T TFI73A4AT A T4 (§—2)
AT T ITAT L ADTA A (24 =)

« VE— MEERBEAOEME (25 =)

e 2—F—THT FOEH (26 2—)
ca—HP—FY T LU ADEFH 32—)
cBHEORE (32 X—)

e 2—H— Xy hU—7 T EA (353—)
EHENRATL—=ZADY Y b (36 5—)

AERINTA v E—VORIET RLRADOREE (36 ~—)
77— FOEH (37—)

* FIPS Compliance (50 ~—1)

o VAT LD ARFOEEL (52 X—)

« SSL OFRE (53 ~—2)

s SERAE OB (Certificate Management) (55 ~X—1)

* AsyncOS for Web D7 v 77 L— L7 v 75—k (61 _*—)
« LLRTD/N— 2 > D AsyncOS for Web ~D T (70 ~<X—)
«SNMP ZffiHH L7z AT LOREDE=X Y 7 (72 X—)
*Web N7 7 42 %7 (Web Traffic Tap) (77 ~~—2)
«HTTP2.0 7’1 k2 LOEE (80 ~<—3)

VATLEEOHBE

SVIV—XTFIAT AL, VAT LEBRHOSHEDOY — LV ERELET, [V AT 2EH
(System Administration) ] # 7 OFEREIZ. LA FD X A7 OERE B L ET,

T TITAT L ADKRIE

o HRES —
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RTLEBRIRYOEFT |
B 775 7 zx8xo0rE. -k BLUUEY +

o —W— T Hh U OB, WE. BIOHIR
¢ AsyncOS V7 v =T DT v T T L—RET v 75— b
o VAT LR

TFIZATVREBREDRE, O—F, B&LUUEY +
Web X2 UT 47 7T7A4T7 A OTRTOFRTEF, 1D OXML 27 4 Fa2b—a
77 ANVTEHRTEET,

T TFIAT UABKEDTR EFHIR] (2 L—)
T IIAT VARTET 7 A NVOHELE 2 2—)
T T IAT VARET 7 ANDER— K (3—)

T T IAT L AREDHMIET 7 A b ~D Yy b (4N—)

TIT547 VAREDIRT & IR

ATY 1 [V AT LEE (System Administration) ]> [fXE D%~ U — (Configuration Summary) ] Z#R L 7,
ATw T2 VST T, [REDY~ U — (Configuration Summary) |-~X— & FRrE2IXHRIL £,

TFISATUVREBREIT7M4ILDRE

ATy T [V AT LEH (System Administration) > [f%7E~ 7 A /L (Configuration File) ] Z3&R L £,
ATY T2 [RETZ 7 A/ (Configuration File) ]| DA 7 a2 ELET,

*TFoay SR
T A N T 5 D | R S RRE T 7 A L OMLE A R LT,
= R E T AT — I A Ea— T 7 A LR —

K (Download file to local computer to view or save) ]

[T ANEZDT TT AT A (wsa example.com) (Z{RTF (Savefile
to this appliance (example.com)) ]

o [7 7 ANEA—)LTEE (Emailfileto) ] (1 D F 7213 EEKOE A A —
VT RUAZEELET) .

B O ATLEEERIOET



| v2x7L8BE22H0ET

77547 2&E77 00—k ||

TF7oay

i B3

DFEE

IRAT L= R AT 3 v [BRETFAILTIRRIL—XET AV T % (Mask passphrasesin the

Configuration Files) ]

P AR— FEIIMRIEFEIND T 7 A VT, TONRAT L— %
Dewwkr | (ZEEXHZ FT, NATL—XBRY AT ENTRET 7 A
JV % [H 4% AsyncOS for Web |Z ) n— RFHZLIXTEERA,
[RIET 7 ANHND/INAT — K519 % (Encryptpassphrases in the
Configuration Files) ] : FIPS T— ]\ZJ AN INTWDIGE, 04
Tva CHMERTFIREIC /R Y £, FIPS E— FOAZMEIZ OV T,
FIPS & — FOAMLEIIZENE (52 ~—) 2ZMLTIES
VY,

N

Ty ANMGES T a D |BRET 7 A NVICLETEFT 2 HEEZERLET,

(VARTLIZKYER SN 74 LB ZEHER (Use system-gener ated
filename) |
[A—Y—FEI7AMILELEHER: (Useuser-defined filename:) ]

25y 73 [FEE (Submit)

TIT5ATRETE

12270y LET,

J7A4)LboO—F

WEEZR— T 2&, BUEOREN T N TRABICHIBRESNE T, LUTOBRELFITT DRI
ExERAFT DI LM HERELET,

URIO Y UV —=ANbEHDY V=R EZ 0 — N5 LR LE®A, "2&T v 77
L— T 5 LR ORELIRFFCEET,

FEITER LI T 7 A V2 — R4 5L, RT3 —< R EHEREORENFAT S el
BV ET,

GE)

BB Aa L 7 4 X2l —ary TrANADN, TFI5AT U ADBEA LA M—LEINT
WANR—T gV URL T I DOy hOTHWWAR—T g NSO TWNAEEES, a7 ¢
Xal—ary 77A4LDORY—L IDBHEBICEREINLBEERH Y £,
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RTLEBRIRYOEFT |
B s 7oxgronmET I kAR Y

\)

GE) REZ7ANVEn— T 5L EEAERIET 7 — 284 LGEa1E, FEEOL— N CA %
WebtF 2T 477747 ADREEENIN— T4 b7 FUIZT vy 7 r—RFLThb,
REZ7ANEHEr—NLET, V—FCAZT v/ u— N2 HEOWTE, GEAED
BEL (Certificate Management) (55 X—37) ZZMRL T E S0,

AT9T1 [V AT LEE (System Administration) ]> [FXE 7 7 A /L (Configuration File) ] Z i8R L £,
ATw T2 [FE% 11— F (Load Configuration) | A7 > g btn— RT3 7 7/ NV EERLET, (F)
GE) cNAT L —=ANT AT INTWELT 7 AT — RTEEHA,
« 77 A TIEELF O~ =3 EETT,
<?xml version="1.0" encoding="IS0-8859-172> <!DOCTYPE config SYSTEM “config.dtd”>
Flo, ELL 77—~y bz configt /7 v a U MEITY,

<config> ...your configuration information in valid XML </config>

ATy T3 [m—F (Load) 127V 7 LET,
AT T4 FREINDEEEMBLET, LEOEREZMEB LD, [KifT (Continue) 127V v/ LET,

TIOAT VAR EDHRBET 724HILEAD) Y k
TITIATUAREE )y hTDHLEEI, BEHFEOR Yy N~ REERFTINE ) haik
WCTxFET,
ZOT7Tr7varTiE, aly FTAXNEERLD FH AL

48 HHEIIZ
TTTAT ANAER DGR E ZRFLET,

ATy T [VAT LB (System Administration) > [f%E 7 7 A /L (Configuration File) ] Z3®R L £,
ATYFT2 FHEWCAZv—L LT, #EDY ¥ >~ (Reset Configuration) | &7 v a v aF R LET,
ATV T3 N=VIERKRENTNERE TGS, ATV a VERRLET,

ATy 74 [VEy b (Reset) |27 U7 LET,

B O ATLEEERIOET



| v2x7L8BE22H0ET
wEIrLonys7yIorE I

METFAILDINY I T v TDIRTE

BETT7ANN I T v THERICED, TRXRTOERTT I I7A4 T AOEREN LIRS, B
EDBRET 7 AV ED bEORET 7 A4 408, U E— MIRES NSy 77 v T —n—i2
FTP £7-1% SCP TEE SN E T,

RT9T1 [VAT LEE (System Administration) > [F%E 7 7 A /L (Configuration File) ] Z3&R L £,

AT T2 [REDNNY 7T v 7DOHZML (Enable Config Backup) | F = v /Ry 7 A4 LET,

RFYT3 BET 7 AMNRAT L— R B EHBEIE T (Yes) | 2IBINUET, BET 7 A AHHRAT L—
ZEBAT DT [ 2 (No) [ Z2EIRL £,

ATv T84 BEFEZERLET, ROAT T a 2@ RTEET,

«[UE— b —s3— LEODOFTP (FTPonRemoteServer) ]: FTPHRA R4, T4 L7 )| =2—F—4 B
o277 L —X% A LET,

«[VE— P —,3—LEDSCP (SCP on Remote Server) ] : SCP KA b4, R—+&EH, T4 L7 MU,

B2 —HF—HE AN LET,

ATw 75 [EE (Submit) 1227V v LET,
CLI =z~ KD configbackup AL TERET 7 ANV I T /70*%’@%{/;@‘@”:—;«5 ZEHTE jz—g*o

CiscoWeb X1 T4 7TSAT72R S4EVR

s HEREX—DEH (5 —)
e Av—h YT T T4V T (6 3—)

AN
MEEX—DFEFR
e —I133 AT A L TCEAEOMEY A 2—T ML LET, F—13 T FS5A4A T ADT VT L
BEICEEDOL DT (BEXF—2MOT7 FI9A T ATHEEHTLIZ LT TEERA) &
HEREXF—DFIRETH (5 8—Y)
HEREXF— DO HEFREDLET (6 °—)

HWREX—DORTERH

ATY T [V AT LEH (System Administration) ]> [F¥RES— (Feature Keys) ] ZE4R L £,

AT T2 RETOX—DV A NEEHTHIE, HLF—%F =7 (Check forNewKeys) 1 %27 V27 LE
D
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RTLEBRIRYOEFT |
B zer—oErnrozs

AT T3 HLWHEEES—%2 FETBENT5I121E. [7A4 2 A F— (FeatureKeys) |7 4 —/L RIZxF—%&A50 11T 5
N AL, [F—%%E (SubmitKey) 127V v 7 LET, BEST—DHEDHRGAIL. £ OX— 1 HiH
WZiBMEivET,

ATy T8 [BREP DT A A (Pending Activation) 1V A h D LWEREX —% 7 7 7 1 7L 5121, %0)3? )
[ (Select) | F = 7Ry 7 ZA%EA A LT, BIRL7ZXF—%H%t (Activate Selected Keys) ] %
Vw7 LET,

FHLOF—DRITIN LS, F—ZFAHNICFY Ve — FBIOS VA M—LTDH L5, 7754
TUAEBRECTEET, ZOHE, [IREFTDT A A (Pending Activation) | —EILFITZEAIC/RY F

T, [TA B AF—0D%E (FeatureKey Settings) ]-X— Y CHENWEREZT 4 E—7 WMIZ LIZHETHH- T
H, [FrLWF—%F =77 (CheckforNewKeys) | RA &7V v +5Z L2k, HLOF—2ME
95X 9 AsyncOS IO THIFRTE £,

BEXr—DEHREDNERE
[T7A4 YA X —Df%E (Feature Key Settings) | ~<— 1%, HLWEREX — 2R L OX ¥

Y= RTHEMEINL, INEDOF—FZHEMIZT 7T 4 X—=FTD50E I 0EHIET 57
OITFEH L ET,

ATy T [VAT LEH (System Administration) >[7 A &> A F—DF%E (Feature Key Settings) | Z &R L 7,
AT T2 [REDOHLE (Edit Settings) %27V v 27 LET,
ATV T3 VEIELT[TA BV A F—0O%E (Feature Key Settings) | #ZEH L £,

73y Bz

(T4 A F—OHE) [ BEF—ZHHNICTF =y 7 LTHYr— L, #Urn—FL7HRES—
#H (Automatic Serving | Z# HBEIIZT 77 ¢ 7L L £ 7,

of Feature Keys) | LY ia;ﬁ BIZ1EIFEITINET A, HEEX—23 10 B K5 CHIFRY)
NI 5561 WEFETESNET, F—0RD%EDO 1 HRIEL, 1 HIZI
Iﬁliﬁéﬂifr 175>H BRI 5 & HIRRA G2 20— 13 HIR B AU /A BR
BnoxF—n U 2 MRS 78 £,

RATyT 4 EREAREFL, RIFLET,

ARX—hrYITrI9TT7 SA4EVIVY
M (7 =)
cAv— KNV T =T TARLTV U TDAF—T ML (9 =)
« Cisco Smart Software Manager COD7T 7T A 7 AD%Ek (10 2—)

¢« TA U ADENR (11 2—)

B O ATLEEERIOET



| >27L8BE2DES

» Cisco Smart Software Manager 7> 5> D7 7T A 7 2 A DX EEER (12 X—)
» Cisco Smart Software Manager CD7 77 A 7 2 ADFEHEE (12 X—)
HRIAREDOLEE (13 ~—2)

FRRE L FEAEOE R (13 —2)

e Av—h = FOEH (13 2—2)
e TT—F (14 3—Y)

e RIA L A E—T A A (14 X—)

M=

AR—=F YT 02T T4V T EENTSHE, CiscoWebtF 2 VT 47 7T7A4T A
DIA VL A — ALV AZERBIONE=F—TXFd, Av—hF VY7 TxT S48
A%T 7T 4 74T %11, Cisco Smart Software Manager (CSSM) CT7 77 A 7 2 A &8k
HRERHY T, CSSMIE, AL THEHAT 2T XTOYRAaWRBIZONTTI A B ADFE
MEERT kST —F_X—ATT, Av—h T4 REHEHTDH L, BEGEE

X — (PAK) ZfH LT Web H A F TEBNCEIEFZT HDTIERLS, B—0D F—27 o TBERT
HZENTEET,

TIFIGAT U ARREET AL, TFIAT L ADT AL A%BH L. CSSMAR—F LIEHT
TA VL ADHERRNEERTEES, TT7IAT VAL VA= LENTND A~ — |k

TV ML, TTIAT AL CSSM 28t L, 7 A & AOERRMICEET 2 EH %
CSSM %L T, CSSM MEMRIMZ B CE 5 L9 LET,

Cisco Smart Software Manager (Z-DV Tl
Https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html

ZZRLTIZEN,

1RO BRI
cZHHDOT T ITAT AP A U F—F oy MR TED L 2R LET,

+ Cisco Smart Software Manager 78— % /L (https://software.cisco.com/#module/SmartLicensing)
TV A B— /LA F—AZM\WEE 50, Cisco Smart Software Manager %7 7 1 F &
Fy R =AY A =L LTLEEY,

Cisco Smart Software Manager == —4* 7 1 7 > ks O1ERK % 721% Cisco Smart Software Manager
YT T4 FDA A b=V DOFICDONTIL,
Hittps://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html
EHBLTLLES N,

TA 2 ZAOMERRGICET DM EZER A o —% > MTEE LTS Rna—F ol
4. CSSM F§REDH 7 » b Z M9 % Smart Software Manager 7 7 4 &4 7 L 3
ANA VA=A THZ B TEET, YT IANT TV —varvayurum—RLT
MALTEBIEL, A2 =2y FEMEALTCSSMIZT — 22X EETIT, 718 2%
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RTLEBRIRYOEFT |

U

O—H L TCERBICERTEXET, CSSMYT T4 ME, a2 7 77 RICEMC
F9,

\}

() Smart Software Manager %77 7 A K Z i3 %354 . Smart Software
Manager 77 A |k Enhanced Edition 6.1.0 Z i/ L T 72 &0,

palll

« (ko) 2773y FARVADEFL—F =1L, 7TV 7 T4V AEBAY— |
TA B AIBATT DRERH Y £7,
https://video.cisco.com/detail/video/5841741892001/
convert-classic-licenses-to-smart-licenses?autoStart=true&q=classicz 2 ffi L T 72XV,

T TIAT VADYAT A 70y 7% CSSMDY AT A 7ay 7 EREBETI0END
NET, TTITATVADVAT L 7y 7 ECSSM DU AT A 7y 7 OF L, A
v — Tk FA B AEBEORKOIRRI L 720 £,

\)

GE) ArF—Fy MIERELTTax U RHATCSSM 18R T 258, [VATLEE (System
Adminigtration) 1> [7v 79 L—F&T7 v TT— bDEFRE (Upgrade and Update Settings) ]
EERALT, 77947 VAR ESN TS eX U LRI T a2 AT 208N/ H Y
i‘é—o

\)

GE) (o —H—0%AE, HLWPAK 7 7 AV (B EITEH) 2% ET 520N, 7141
2 TZrANEBERR L, TFI9A T AD T 7 A NVEu—RLET, 7742 —RNL#%
X, PAK ZA~— K A BV RACEBT HLERHVET, Av—F T4 A E—RT
X, 77 A4 rDua—FRh, S4BV R 77 A LVOBERES — B2 > a VITER S L, G
WMOABBHEHINET,

\)

GE) T 7I7A4T 2 A% AsyncOS DLIHIDONN—V a IR LGS, 77 I7A T VA FA~— K 7
AL AE—FRNDLITL YT T4 AE—FRIIBITLEYT, ZA~v— b T4 B A2 FH)
THEDCL, BRBERIA R AZERTLILERHY 7,

TFIAT A L TCARY— N VYT "o =T A8 T2HEMTHITE. ROFIE
BEFEATTHMERD Y 9,

BRIERAR FHIETEER
27 v 71 2w —hI T NI 2T A | Aw—F VYT =T 54k
NN ARY L5 4 T oA 32—k (9

~—D)

B O ATLEEERIOET I
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| v2x7L8BE22H0ET

23—t v7rz7 S14tvvvvosx—Tuit ]

BRIERE FHHBEER
AT 2 Cisco Smart Software Manager | Cisco Smart Software Manager ¢
TDTTITAT LV ADRE |07 547 A0 (10
)
AT w73 TA A (BHEX—) O | T ADOER (11 ~—
K )

ARX— b YT D7 540220504 1r—TILiE

ATy I

ATy T2

ATv73
ATv74

[V AT LE] (Sysem Administration) |>[AR— kYT bz T754 12224 (Smart Software
Licensing) ] #®IRL £,

[A~v—hK VYT =T T4 7 DOFHWME (Enable Smart Software Licensing) %27 U v 7 LE T,

A — KNIV T NT2T TRV TOEMIONTIE, AR— MY IRYZTT7 SA4EUO T DM
DY rE27Y w7 LET,

Av—=hF YT =T FA DU TIZONTOFERETATZR, [OK] 227V v 7 LET,
KR zRAFLET,

RDBRY

A=K YT NTx2T FAR VU TEENTDE, 7707 T4V AE—ROTRT
DOHEREN A~—F A4 B A = R THLHBBIHERATREICRV ES, 7973 v 7 TA4®
A FT— ROPFF2—F—DEE, CSSMTT 7 I7A4 T vV A28 TI2, Avx—h Y7 MU=
T IA v THRER M T 5 90 AR OB NSV F 9,

HHAR 3 X O O IR o riic, —EOHKE (90 HAl, 60 Hai, 30 HAG, 15 HAL, 5

Hal, BLORKEH) CEREDREREINET, fMEMBEOM E 713K T#IZ, CSSMTT 77
AT U AERETEET,

)

GE)

DI TARVAE—RIBITDT VT 4707 A AERTZIRVERT 7747
ADFH A=Y —DE A~v—F VY7 U7 T4V UTHERERAICLTH, B
MR ENERA, 79397 FAB VA E—RIBIFET VT4 T 534 8y A5
ORBT T AT o ADBAF— Y — DRI, I RS AVE T, FHEAR T T4 T
YA A=Y =PNRAv— bk T AEEOHEEZ /LT DL AL, YA LR F— A

WCHE L, Av— T HU s MIEMTA B 2AZBMLTL Z &, JiT A o A%, &
FAZICEHMEE R CEA SV ET,

2785852907 |]



RTLEBRIRYOEFT |
. Cisco Smart Software Manager TD7 754 7 U AMDZ 5k

\)

GE) T77I9AT L ATAY—F T4V THREEZAENCTDHE, A~v—F T4 T
SIS GAELU U B— RIZe— AN I T AT RN TE L) £9,

\)

GE) A~v— K T4 B AEREEADNCT D L. ROMENBBIRICHEE SN ET,
cWebtXa2UT 4T FT7A4T A Web L BT —3 37 (/L% (WebReputation Filters)

eWebEX=2 UT 4T 7 T4 T A 7ALAXEK (Sophos)
e Web X2 VT 4T ITAT A TANAKE (Webroot)

Wb EX 2 VT AT 754 T A Web 72¥% & DVS P

Cisco Smart Software Manager TD7 754 7 > ADEEx

7 77 A T > A% Cisco Smart Software Manager (2887 5 121X, [ AT LEEL (System
Administration) | A =2 —CA~— K Y7 b =T TV U THEEZAENCTHLEND
D \i‘a_O

\}

GE) #HEOTTFIAT LV AEHE—DA VAR ATEETAZ LT TEXERA, TFIAT VA%
1 >OFTOBEETHMENH Y £,

ATy T [VATLEE (System Administration) |> [AX—k Y7 b7 5422225 (Smart Software
Licensing) | #i®R L £,

ATy T2 [A~v— T A&7 (SmartLicensing) |47 a VEAEIRLET,

ATv T3[R (Confim) %27 VU v 7 LET,

ATy T8 [FT AR~ Fi%E (Transport Settings) ] # A H T 2HAI2IL, [#RE (Edit) 1227V v 7 LET, kD
F T a vEEHTEET,

« [E# (Direct) |: 777 A 7> A% HTTPS #:H T Cisco Smart Software Manager {Z[EL#HRE L £ 97,
OFTvavik, TN NTERENNET,

[FSURKR—KF—bro A (TransportGateway) | : 77/ I7A TV A% N7 AKR— K F— U<
A F 72 1% Smart Software Manager 7 7 4 & C Cisco Smart Software Manager ([t L £§, ZOA
Tra BB R LGS, NI AR U — U = A £7213 Smart Software Manager 7 7 A ~ D
URLZANLTHB[OK 27 U w7 T H0ERHY ET, ZOF 7T a IEHTTP B8 X OHTTPS %
PAR—=FLET, FIPSE— FOHE., FT U AR—F 77— bV = A |ZHTTPS DA ZYR—F LET,

N7 UAR—=F T =T =AITOWTIL,
Hittps://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html
EHHEL TSI,
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| v2x7L8BE22H0ET

ATy TH

sttrznzx |

(AFvary) [TARMH—TxA4A (Testlnterface) ]: A~v—h T4 B AEREHICT 774 T A
XGRS L X, [EHA U H—T = A A (Managementinterface) | £721X [T —HX A X —T7 =1 A (Data
interface) | ZIER L ET, ZiUL, BFIL—T 1 72HMDL, A~v— 7B AMITBRET 256
OB SET,

G¥) BENV—T 4 T WENIR > TORWEEIEL, [T A MM v Z—7 A A (TestInterface) | N
0y XYY A NTC[EHEA X —7 =4 A (Management interface) | 47 a > DI % fFE
T&EET,

nJA Ly 7 LT Yy EMA LT, Cisco Smart Software Manager 78— 4 /L

(https://software.cisco.com/#module/SmartLicensing) 127 7 A LT EEW, FHLW h—7 VBT 5
WX, ZOR—=FNLO AT 7>~ (Virtual Account) ] _X—IZEN L C [2f% (General) | ¥ 727
JRALES, TTIAT U AMORGA S AZ ARG —7 v a2ae—LET,

LA 2 AL 2 ARGk b — 7 DIERRIC O W T,
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing Deployment Guide.html %
ZRLTLIZEN,

ATYT6 TTITAT LV RIRY , WA VAL ARG N — 7 a2 T ET,
ATy TT [Bék (Register) 1227V v 7 LET,
[(A~—R YT b Tx=T T4 (Smart Software Licensing) | X— T, [T TIZEZINTIL\S15
BlE. COHEBA R AEBEZRLET (Reregister thisproduct instanceif it isalready registered) ]
Tz IRy I RAEFANILT, TTIAT VAZHBERTHZ L TEET,
RDRERY
BB T 0 2 IS £, [Av— YT b 2T T4/ (SmartSoftware
Licensing) | "— Y THERFAT —F AL KRR TEET,
T4t ADEX
BERT BB ANEFICTE T Licth, 77 74T U AOHRED T A B AZER LT TR 5
ROGEENRH Y T,
ATy T [VATLEE (System Administration) 1>[5 4 2R (Licenses) | &R L £,

ATy T2 [BREOHE (EditSettings) 1227V v 7 LET,
ATV T3 BHRTDITA L RTHIGETD[TA B ADER/Y Y —Z (License Request/Release) 15|DF = v 7 R

I AxRF AT LET,

ATy T4 [EE (Submit) 1227V v LET,
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RTLEBRIRYOEFT |
B> tzx0uu—x

RDBERY

FA oA, HIRBEE-HBRONI a7 T 47 v AEK (00C) T— RIZz2Y .,
£T A4 A230 BREIOW TR 2SR S E 3, AR L TN00C 1R 0 R O Hif
12, —EOMR (30 Bai, 15 HAG, 5 HAl, BXOEKH) TEINREFRINET,

OOC M THWIRI OGN WME L &, T4 B AFEHTE T, B2 FHTE R0 E
T, EEICH 9 —ET 7 EATHITIE, CSSMA—F L TIA 8 AET v 77— LT, @&
AEE T OMERH Y £7,

A4V AD) ) =R

ATY T [VRTLEE (System Administration) 1>[54 2R (Licenses) | #i&IR L £,

ATy T2 [REOHE (Edit Settings) 1227V v 7 LET,

ATYT3 V=257 RATHIGET D [TA L ADHEK (License Request) [ ¥|DF =7 Ry 7 Aat >
WZLET,

ATw 74 [#FEIE (Submit) 1227V v 27 LET,

Cisco Smart Software Manager W5 D7 TS5 4 7 > A D& %R R

ATy T [YARTLEE (System Administration) | >[AY— kY7 k754204 (Smart Software
Licensing) | &N L £7°,

AT9 T2 [77var (Action) | Rey 7 X ur URNMG, BEEER (Deregister) ] 3N L, [FEIT (Go) 1%
707 LET,

ATw 73 [ZEIE (Submit) |22V v LET,

Cisco Smart Software Manager TD7 754 7 > ANDHBZEE%

ATY T [VRATLEE (System Administration) |>[AR—FY T bz 754 122224 (Smart Software
Licensing) ] =R L £,

AT9FT2 [77var (Action) | Kuvy 7 Xy UARnD, Bk (Register) | 28R L, [FE1T (Go) 27V »
7 LET,

RDEZRY

ek 1 AT OV T, Cisco Smart Software Manager CO 7 77 A 7 2 ADXEk (10 ~—
V) EESRLTLEEN,

EECE RN T FICBNTCE, T I9A T ADORTEEZ VY NLTEERICT 94T A
FREET D ENTEET,
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gzuzozz [

CSSM CT 7 I7A4 TV AEBET HENIDI, TV AR— MR EEEETEET,
Y

GE) Z2~—bF FA B ZEDNEDNR> TOAEARICDHR, F T AR— MNRELXZLEHTEE
To TTTAT UART TILBRESINTWDEE, NI UVAR— FNREEZEET LI, 77
FGAT UV ADKGEMET DINERSHYET, NTUAR—MREELE LI%RIZ, 7794
T ARG T OVERDY T,

h 7V AR— FREEZEFET D HIEIZOWTIL, Cisco Smart Software Manager THD 7 77 A 7
YADKG (10 —) ZZRLTIZSIN,

FOGE & REBAZE D EHT
Cisco Smart Software Manager C7 /7 A 7 v A& Bik LI=#4I2, FEHEL EH T E7,

\)

GE) T IAT U ANEFICRBRSNIZRIZOS, Btz FHTE £,

ATy T [YARTLEE (System Administration) | >[AY— kY7 bz 7S4S 24 (Smart Software
Licensing) | #E®IR L £,

AT T2 [FU2 3> (Acion) | Rey 7 Z oy VARG, @47y a vy 2RIRLET,

REAES T CEH

MHEEST CEH

ATv7T3 88 (Go) 1227 Vv s LET,

RDZRY

AVX—hFI—Cx O FOEH

TITIAT VAL VAR —IILENTWNWAARAY— 2=V NOXR—U g U2 FEHTHIC
. WMOFNEEZFEITLET,

ATy T [VATLEE (System Administration) |>[AY— kY7 bz 754 22225 (Smart Software
Licensing) | &R L £7,

ATV T2 [AR—FI—C 1V FOEHRAT—HR X (Smart AgentUpdateStatus) | &2 2 a > T, [§9F CE#H (Update
Now) |27 U w27 L, 7rEAIZENET,
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GE) CLI =~ F saveconfig LT, E£IT [V R TLEE (System Administration) |> [E&TE
+#< 1) — (Configuration Summary) | Zf#iH LT Web A > % —7 = A AREH TR EL F & {R-AF
LEHDETDHE, Av—bF TA BV ABEOREIIRFEINLEE A,

RDLF Y A TEMPEE S NET,
cAv— b YT T TA RV UTBIERICAEMEE -
cAV— K YT T TA R T OAMUITRIE LT
o AR 23 B A S 47
o FEMEAR 2346 T Lz GREMEIH F3 K OHIRIRE T ReC— 7 O IFR CT4E)
« IEFIZBER ST
« BERIT R L7

EFICERIEE T

FRREIZ R LT

o IR S 4172

o BRI I LT

« ID REIENIER ICH B S e

« ID REAFE D FHTIZ KA L 72

FRRED A LR G 7=

ID FEBIE DA ZNHR A G 7=

s AT T AT U RBEMNMTHIBOWIRN O (27747 v AEKMETHRFB IO
HAMHE T BRI — & O I TE(E)

 EED A NIIRICBE T D AN DA AL U ZAFEAE LTS

ARV ESAAVE—T 4R
* license_smart (14 ~X—3")

« show license (18 ~X—3)

cloudserviceconfig

license_smart

« il (15 ~—2)
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G2

il 51k

01

MEHITE (15 ~—2)

Bl Av—F =V h P—EAHR—- FOERE (153—)
Ml ZA~w—F TA R ZOHEE (15 =)

« 5] : Smart Software Manager TDT 77 A 7 v AD%Gk (16 ~=2—)
il Av—hK TABLVADAT—H A (16 X—)

il A= TARLADAT—Z ZAOWE (17 =)

el : A~v— b hT U AKR— K URL OFE (17 <—)

Bl AR ADER (17 R—Y)

AL ADY Y —Z (18 X—)

A<w—h VT MU 2T T4 ABEORTE

fEE : Z0Oa~2 NiE Tcommit] DSMLEETY,

NYyF AT R Zoavwy RNy FEXZTR— KL TWET, FEMIZOWTIE, help
license smart =¥ FEAJILT, A1 ~NWT BRI TL fiéb\o

Bl Av—h ==Yz b P—ERHR— FOEE

example.com> license_ smart

Choose the operation you want to perform:

- ENABLE - Enables Smart Licensing on the product.

- SETAGENTPORT - Set port to run Smart Agent service.
[1> setagentport

Enter the port to run smart agent service.
[65501]>

. A~—hF T4 ADHEL

example.com> license_ smart
Choose the operation you want to perform:
- ENABLE - Enables Smart Licensing on the product.
[1> enable
After enabling Smart Licensing on your appliance, follow below steps to activate
the feature keys (licenses):

a) Register the product with Smart Software Manager using license smart > register command
in the CLI.

b) Activate the feature keys using license smart > requestsmart license command in the

CLT.

Note: If you are using a virtual appliance, and have not enabled any of the

features in the classic licensing mode; you will not be able to activate the

licenses, after you switch to the smart licensing mode. You need to first register

your appliance, and then you can activate the licenses (features) in the smart licensing
mode.

2785852907 |]
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AT LEEIRIOET |

Commit your changes to enable the Smart Licensing mode on your appliance.
All the features enabled in the Classic Licensing mode will be available in the Evaluation

period.

Type "Y" if you want to continue, or type "N" if you want to use the classic licensing

mode [Y/N] []> vy
> commit

Please enter some comments describing your changes:

(1>

Do you want to save the current configuration for rollback? [Y]>

% - Smart Software Manager TDT 75 A T v A DX

example.com> license smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.
- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> register

Reregister this product instance if it is already registered [N]> n

Enter token to register the product:
[1>

ODR1OTM5MjItOTQzOS00YjYOLWEXZTULtZTdmMmY30GNINDZmLTE1MzM3Mzgw$0AMDE ZzZNTR8W1pCQ1 1IMbGVMQOWRX

OXhuenN40WZDdktFckJLQzF5V3VIbzkyTFgx$0AQWcvaz0%3D%0A

Product Registration is in progress. Use license smart > status command to check status

of registration.

Gl : A<w—K FA B ADAT—HF R

example.com> license smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> status
Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes
Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted

Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)
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Bl: 27—k 51£22027—52 2082 |

Bl s A=w— R~ FA B ADRAT —F XD

example.com> license_ smart

To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Web Security Appliance Cisco Eval

Web Usage Controls

Web Security Appliance Anti-Virus Webroot Eval

Web Security Appliance Anti-Virus Sophos Eval

Bl : A~—hk hT 2 AR—k URL DFETE

Bl FA L ADEKR

example.com> license_ smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> url

1. DIRECT - Product communicates directly with the cisco license servers
2. TRANSPORT GATEWAY - Product communicates via transport gateway or smart software
manager satellite.

Choose from the following menu options:

[1]1> 1

Note: The appliance uses the Direct URL
(https://smartreceiver.cisco.com/licservice/license) to communicate with Cisco

Smart Software Manager (CSSM) via the proxy server configured using the updateconfig
command.

Transport settings will be updated after commit.

N

GE) FETFIAT Lo AD—W—L, FA BV RAFZEREIZV U —RTARAEE. FOT 754

T AR HDMERDY F T,

example.com> license_smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> requestsmart license

2785852907 |]




RTLEBRIRYOEFT |
B s sierzoun—x

Feature Name License Authorization Status
1. Web Security Appliance Anti-Virus Sophos Not Requested
2. Web Security Appliance Not requested

L4 Traffic Monitor

Enter the appropriate license number (s) for activation.

Separate multiple license with comma or enter range:

[1>1

Activation is in progress for following features:

Web Security Appliance Anti-Virus Sophos

Use license smart > summary command to check status of licenses.

Bl : 74 ADY U —A

example.com> license smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> releasesmart license

Feature Name License Authorization Status

1. Web Security Appliance Cisco Eval
Web Usage Controls

2. Web Security Appliance Eval
Anti-Virus Webroot

3. Web Security Appliance Eval
L4 Traffic Monitor

4. Web Security Appliance Cisco Eval
AnyConnect SM for AnyConnect

5. Web Security Appliance Advanced Eval
Malware Protection Reputation

6. Web Security Appliance Eval
Anti-Virus Sophos

7. Web Security Appliance Eval
Web Reputation Filters

8. Web Security Appliance Advanced Eval

Malware Protection

show_license

P (18 X—2))
il Aw— K FAEBLADATF—FZZ (18§ 2—)
il Aw— N FTABLUADAT—HX ZAOME (19 =2—)
A
A<—h TFGA BV ADAT —Z AL AT —Z ZAOMELZF R LET,
G| : A<=—K FA B ADAT—HF R

example.com> showlicense_smart
Choose the operation you want to perform:
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- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> status

Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours
Registration Status: Unregistered

License Authorization Status: Evaluation Mode
Last Authorization Renewal Attempt Status: No
Product Instance Name: example.com

Bl: 27—k 51£22027—52 2082 |

53 minutes

Communication Attempted

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Bl s Aw— K A B ADRAT —F XD

cloudserviceconfig

B!

example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Web Security Appliance Cisco Eval

Web Usage Controls

Web Security Appliance Eval

Anti-Virus Webroot

Web Security Appliance Eval

Anti-Virus Sophos

Wi
- BT A

il : Web X2 T 4T 7T A7 A T Cisco Cloud Services DFH &h{k

o fil i Web X2 UT 4T 7T A7 A T Cisco Cloud Services D ER{l

« f§] : Cisco Cloud Services I"N—%Z /L ~D Web X = U T 4 T 7T A7 A D& Gk

« 5] : Cisco Cloud Services Ix— X /L ~D Web X2 VT 4 77547 A O HEPEE

* f§i| : Cisco Cloud Services IR—Z /LN EHD Web X2 T 4 77T A4 T 2 A OBREEARRR

il : Web ¥ = UT 77747 A % Cisco Cloud Services 18— & /L2535 Cisco

Secure Cloud Server D &R

« ] : Cisco Talos Intelligence Services 78— 4 /L7 5 @ Cisco Cloud Services aEH]E & F— D &

vru—FR

« il : 7 F 47 MiEWFE updateconfig

cloudserviceconfig =~ > RIZR OB THEA L £,
eWeb X2 UT 777 A7 A T Cisco Cloud Services N—F L EZHZHNZ LFET,

DRATLEBIRID

ey

=T

"
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B &mrz

*WebtFX=VUF 77747 A T Cisco Cloud Services " — ¥ /L &2 T2 L E T,

« Cisco Cloud Services IR—H /W Web BxX 2 U T 4T T4 7 R 88 LET,

« Cisco Cloud Services "—Z WIZWebtFx 2 U T 4 T 7T 47 A Z HEEJIZBRER L £ 77,
» CiscoCloud Services R —X L6 Web X o U T 4 77T 4T A DRERERER L E 7,

* Cisco Secure Cloud ' —/X—%EIR LT, Web X =T 477747 A % Cisco Cloud
Services AN — & LT BEGE L £97,

» Cisco Talos Intelligence Services 78— 4 /L-7)> &5 Cisco Cloud Services iEFAE & F—% X v 1 —
]\‘\ [./ i ‘a‘o

c I GAT Y NIEBELX—%T v Fu— FLET,

Y

GE) Zoa<r i, Av~—F 74 B RE— R TORBHATEET,

i 5%
cHETE : T~ FIT commit ITMEH VY FH A,
eNYFOTVER:: Zoavwr RNy TFEXREZFR—FLTWET,

%l : Webtex=2UT 477547 A TO Cisco Cloud Services DN,

RIZ, cloudserviceconfig > enable YT av s REFHLT, Web X2 VT 4774 T
A “C Cisco Cloud Services =N T 26 Z R~ LET

example.com > cloudserviceconfig

Choose the operation you want to perform:

- ENABLE - The Cisco Cloud Service is currently disabled on your appliance.
[1> enable

The Cisco Cloud Service is currently enabled on your appliance.

Currently configured Cisco Secure Cloud Server is: api.apj.sse.itd.cisco.com
Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)

2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
11> 1

Selected Cisco Secure Cloud Server is api-sse.cisco.com.

Make sure you run "commit" to make these changes active.

example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:23:19 2020 GMTexample.com >

Gl WebteXaUF 4 7T F4 7T A TD Cisco Cloud Services D1t

RIZ, cloudserviceconfig > disable YT a<w s REafH LT, WebtHXa )T 47 7FI73A47T
> A T Cisco Cloud Services Z 223 562~ LET,
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5] : Cisco Cloud Services

fl : Cisco Cloud Services R—2 JLADWeb X1 T4 7 TSA TR DER .

example.com > cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> disable

The Cisco Cloud Service is currently disabled on your appliance.
example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:01:07 2020 GMT

example.com >

R—=BZN~DOWeb X2 T 4T T T7A47T A DBEE

RIZ., cloudserviceconfig™> register W7 a2~ K& ffH L T. Cisco Cloud Services i~ — % /L
WWWeb X2 VT 4T TFI7AT A BT HHERLET,

N

GE) Zo¥Tavr NI, Av—hF Y7 =T IRV TREDTR o TORVIRIET
Web t = VT 47 7 F AT A M Cisco Smart Software Manager {288k S 7L TV e WAL

DHMERTEET

N

example.com > cloudserviceconfig
Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- REGISTER - To register the appliance with the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
[1> register

Enter a registration token key to register your appliance
[1> c51fa32bd9a31227eaab50dea873062c

Registering
The Web Security appliance is successfully registered with the Cisco Cloud Service portal.
example.com >

5] : Cisco Cloud Services IR—2 )v~D Webtx =2 VT 4 T T4 T A O HEIEEE

7}/—{@:\ cloudserviceconfig > autoregister ¥ K &fEH L T, Cisco Cloud Services RN—H )
WCWebEXa VT 4T 7 T4 T VA Z8EETHHERLET,

example.com > cloudserviceconfig
Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- AUTOREGISTER - register the appliance with the Cisco Cloud Service portal automatically
using SL Payload.

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
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[1> autoregister

The Web Security appliance successfully auto-registered with the Cisco Cloud Service
portal.

5] : Cisco Cloud Services "—Z VINHD Web v X2 )T 4 T 7574 T 2 A OB

RIT., cloudserviceconfig > deregister W7 a2~ K& L T, Cisco Cloud Services i~ — %
IS Web X2 VT 4 T 7 T4 7T A DBRGRAEIRRT 56 2R LET,

example.com > cloudserviceconfig
Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.

- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
[1> deregister

Do you want to deregister your appliance from the Cisco Cloud Service portal.
If you deregister, you will not be able to access the Cloud Service features. [N]> y

The Web Security appliance successfully deregistered from the Cisco Cloud Service portal.
example.com >

Bl : Web®x=2 V5 47 74T & % Cisco Cloud Services 78— Z JVIZH859 5 Cisco Secure Cloud Server M3#4R

chi\ cloudserviceconfig > settrs “9‘7:’ ~ f‘%’@i‘ﬂﬂ LT, WebtFx=UT 1 TIIAT
A % Cisco Cloud Services ~— 4 JWIZ Kt 95 72 OIZ M F 72 Cisco Secure Cloud Server % &R 3
LR LUET,

example.com > cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> settrs

Currently configured Cisco Secure Cloud Server is: api-sse.cisco.com
Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)

2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
(1> 3

Selected Cisco Secure Cloud Server is api.eu.sse.itd.cisco.com.

Make sure you run "commit" to make these changes active.

example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:37:40 2020 GMT

%1 : Cisco Talos Intelligence Services 75— % L& @ Cisco Cloud Services iEE L F—DF 7 o — R

KIZ, cloudserviceconfig > fetchcerificate 7 2~ K& LT, Cisco Talos Intelligence
Services " — % /L2 & Cisco Cloud Services alFlE & ¥ —%2 X 7 o — KT 5612~ LET,
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51 : 9 54 7> EEBAZE updateconfig .

\)

X))  Zo¥T7awr X, BEFO Cisco Cloud Services il FH E DA AR 23 8)30 TV D IRBE T, Cisco
Smart Software Manager {Z Web £ ¥ =2 VT 4 7774 TV A ZXHEL T DHEEIZOAMEHT

EET,

example.com > cloudserviceconfig

Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- FETCHCERTIFICATE - Download the Cisco Talos certificate and key

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
[1> fetchcertificate

Successfully downloaded the Cisco Talos certificate and key
example.com >

Bl . 7 747 MEEWFE updateconfig

Yk@l\ Updateconfig>clientcertificate YT a<w K % {5 F LT?EE%%& F—mT v — R
T5EE R LET,

example.com > updateconfig

Service (images): Update URL:

Web Reputation Filters Cisco Servers
Support Request updates Cisco Servers
Timezone rules Cisco Servers
How-Tos Updates Cisco Servers
HTTPS Proxy Certificate Lists Cisco Servers
Cisco AsyncOS upgrades Cisco Servers
Smart License Agent Updates Cisco Servers
Service (list): Update URL:

Web Reputation Filters Cisco Servers
Support Request updates Cisco Servers
Timezone rules Cisco Servers
How-Tos Updates Cisco Servers
HTTPS Proxy Certificate Lists Cisco Servers
Cisco AsyncOS upgrades Cisco Servers
Smart License Agent Updates Cisco Servers

Update interval for Web Reputation and Categorization: 5m
Update interval for all other services: 5m
Proxy server: not enabled
HTTPS Proxy server: not enabled
Routing table for updates: Management
The following services will use this routing table:
- Web Reputation Filters
- Support Request updates
- Timezone rules
- How-Tos Updates
- HTTPS Proxy Certificate Lists
- Cisco AsyncOS upgrades
- Smart License Agent Updates
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Upgrade notification: enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- CLIENTCERTIFICATE - Upload the client certificate and key.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> clientcertificate

Current Cisco certificate is wvalid for 179 days

Do you like to overwrite the existing certificate and key [YIN] 2?2 []> vy
Paste the certificate.

Press CTRL-D on a blank line when done.

~D

AEAE &R e — OFFMZ AL 0 A1 £ 97, REAE & F—ITIERICRFSNET,

Async0S 140 LIED AR — YT b7 4 VA F—HRA 2+

e Av—h VT 2T TAVUAEHT L TEET S &, Cisco Cloud Service AT
2. HEIWIZBRERSNLE T,

+ Cisco Cloud Services AEFAZEDOH AR NEIN TV D54 1E. CLI T cloudserviceconfig >
fetchcertificate 7 2~ K& L C Cisco Talos Intelligence Services 78— & /L7 5 H
LWiEELZ XY om— R T&EET,

e Av— kT AU AREFTE— FDEH4E . Cisco Cloud Services D H B & ERITFEI T T 4
Mo

RET7ITSATIOADTIA R

Cisco Web Security (KB T 77 A 7 A TlE, RA N ETERBT 774 7 A% F(79 5187
A APMLETT,

BT 7T AT v ADTA ' ADFERICOWTIE,  [Cisco Content Security Virtual Appliance
Installation Guide] #ZM L T 7Z&WV, ZO RF 2 A ME
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html

MHOAFTTEET,
~

GE) T TIAT L ADTAB L AL VA N—LVTBHIZ, T =NV HR—F DR RL%E
< ZEidTxFERA,

FA B ZADOHIEBNUINT- %, T4 T 2%, 180 AflEFx =2V F 1 H—E R LT,
Web 7 & LCEMEZMGELET, ZOHEF, EX2 V74 P—EREFEHFINEE
Moo

FTAV L AOHIBYNICET AEEEZZETDHIEIC, TTIAT UV AERETEET,

B O ATLEEERIOET I
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FE7 7517 20512 2012 =L

ESPEREYS
« T T —FOEH (37 X—Y)

RE7ISATUVADTAECVADA VA =)L

['Cisco Content Security Virtual Appliance Installation Guide] ZZ ML T 7Z&Vvy, 2D Ko A
NN B
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html

[FE] PO AFTEET,

) E— FERERBERADEIEL

4R8O H RIS

cHHADU T— FEEHRA RPC) R—ra2tFaT7 Xy U —7ICHEBE, 7 —7 45
LET, OV TIL, BEVWOT T IALT VA ETNADON—RT =T A K&
LTLEEY, ZORF2 A FOBEFICOVWTIZ, Fx¥xaAr by FEBRBRLTLE
S,

T TFAT VA —NEIEET DICOICMERR— b R E, TTIAT AN E— |
T RARMRETHL Z L e LET,

s ZOMREEFEHT DX, EHOY E— NERFEAS VX —T 24 ADO—E D IPv4 T
RUAMRMETT, 2O X —T A AL, ZO€ I a3y THAINLTWHAERIBETD
X TERIBE T, ipeonfig 2~ RAMH L TRET HZ LIXTTEEE A,

« T TAT L ADEREFHRAT HIZIE, Intelligent Platform Management Interface (IPMI)
N=T a2 20%HHR—T5HT /314 R %*@@T“% DY — FR—=F 4 Y — LU TT,
ZOEIRY—NEFATELL)ICHE SN TVD Z 2B LET,

e vV RIA U A B =T 2 A ADT 7B RAET LM HONWTIE, 28R LT
VW, AU RIA A HE—T oA A
RPCEZHEL TEELEEZMELZS, 10~ 15 0FfF> THLFUH LE RPCIZERFELET, Z
DOFEHERFRITIZ, WebEX 2 U T 47773447 A MRCPH—EXEZHHUL LET,

TTIAT LAYy —VDEREZIVE— Ty b 28EEIF. x80, x90, x95 > U —XD
N R 2 T CORERATXET,

TIIAT VADBEREZ)VE— T vy FT 5485 IOk varyTHBHINTWSL R
EZfEH LT, Z OMEEEZ FRNIIA DI \£ELT%<%%ﬁ%DiTO

ATy 1 SSHERIZV I T ary Y — b R—rE2FEHA LT, a~ FIA A F—T 2 AT 7 EALET,
ATw T2 EHEWRERST Y LTl A LET,
ATFv T3 UFoavry REAHLET,
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INHDI VT Uy ME, TTIATVANDT 7R AERT MO LT v oy MITEF L%
A,

AT 75 commit = ANTJ] L’C%E%f%ﬁ L/iﬁ—o

ATFYT6 REEZTAN L, T I9AT UV ADOERZVE— N CEHTXAZ L 2R LET,

RT9TT ANLEZ VT oy i, 5k, WOTHLHEHTES 2R LET, L xE, ZoERELe:
BNRE L, ZOX A7 ZFITTHMERNHLEHREN, BRI LT Uy VWIT VT EATELH LD
I LET,

RDRARY
BEEIER
e N—RNULT TTITAT VAR T TITAT U ADERD Y E— K VT b

X . ==
A—Y—7ho o FOEHE
PUTFOEATDa—Y—Z, TTIAT AT AL LT, TTIAT LV AEEHTESE
j—o
cO—A)A—H—, 7774 T VAR —INIa—F—EERTEET,

cHERATLIZERSNFA—Y—, T I9AT AR A 0 d5a—Y =% 5
7212, #ME8 LDAP £ 7213 RADIUS Y — N~ Z8T D LT T4 TV AZHRET
%\iﬂ—o

\}

GE)  WebA o Z—T ARl AThH0, SSHEFEHATA2REOEEDOHFEXHER LT, 77
FA T RO T AL TEET,

BEEIER
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O—AIlA—YH—TF7hor rOEE
Web X2 UT 4T T I7A TV AIEEOHO—T 20—V IEFRTEET,

TNV DY AT A admin T ATV ME, TRTOEFHEHERZFF> CWET, admin 74
T RDONRATL—RFEETEXETN, ZOT I FERELEVEIRT A L3 TxF
.

)

GE)  admin 2 —P—D/RAT L —XEMR LIZGEIEL. YAV R—F a1 ZIZfnEbEL
TLEEEY, Fz o WL, MEHERRT—F 2V kv b, BHE2—YP—T T b
oy JEERTSH] BT I,

A—AhIlA—HY—TF7hHDO2 FDEMN

1R BRI

FTRTOZ=PF =TI PRI RENRT =R ER L ET, FHa2—P—D 2
T U= RAEORE  32X—) ZZRLTIEIN,

ATY T [V AT L& (System Administration) ]>[=—H%— (Users) ] Zi&R L £,

AT9 T2 [2—HF—DiEM (AddUser) 127V v 27 LET,

ATYT3 UFOL—/UIERLT, 2a—F—HE2 AN LET,
o =P —RINLF, FT. BROY vy () REEENTLZLIEITEETN, BAOLTE
FyvallTHZ EIFTEEEA,
« 2—PF—A1T 16 LFLLF T,

e =P —H L LTUVRATLATTHINTWDREEA ( Toperator] X° Troot] 72&) Z#fET 5 &I
T EHA,

SNBRFE BT 2581, 2= —APIMNRGES N ca— P —R L EE LRV E DI LTS EE
Y,

AT9T4 2—F—DRAEZATLET,
RT9TE a—F— 24 TEBRLET,

A—HY—4547 ELE)

%&Eﬁ% T/\“C@VX?AEE/%E@C?T‘@_E)%%%@79“‘21%%%:@‘ Li‘j—o fifi L\ upgradecheck
(Administrator) ¥ KXWV upgradeinstall CLI =< NiZ, AT AEFED ladmin] TH T2 "D
DHFITTEET,
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a—H¥F—=T7H 7 MR, RE. BXOHIBRTEERA, L —F JL—FT
X, UTDOCLI =2~y FOFEHHHIR SV E T,

® resetconfig
¢ upgradecheck
® upgradeinstall

FR—% TA—TTlE, VAT LBy T v 7 94— FROFEHALEHIBRINE
—g’_ﬂo

F R —%  (FEHEL

Zoa—LOa—P— T hvor M,

D EH) P —

(Read-Only REHRER R TETET,

Operator)  REORE T EL MR T DTDICEE 2T TEEIXTEETN, 23y M
TEFEH A,
XY aB I VT LD, D ANERETHREDT T4 T L A~D
DEFZINMZDHZ EITTEEEA,
« 77 AN AT AL, FTP, £72I1XSCPIZT 7B ATEEHA,

FA R FANITN—TD2—HP—F, VLR—FRLrToF T E, VAT LADAT—H

AMEHROBRO B FITTE T,

ATYT6 RAT V=% AT 50, £3ERL £,
ATw Tl BEFEEZEEFEL, BBEFELET,

A—H—TFhor ORI

AT T [VAT LEH (System Administration) ]> [—%— (Users) | Z 3R L £,
AT9 T2 Tur 7 IRERENEDL, "BERASN TV 2= —ZIZHIGTHIAIF/T A ar w7 ) v 7 LTHE

WBLET,

AT T3 BHEEREL, RTFELET,

A—H—TFThor FrORE

AT T [VAT LEH (System Administration) > [—V%— (Users) | Z 3R L £,
ATV T2 a—V—4%2710 v LET,
ATY T3 VESUT, [2—V—0DfE (Edit User) | _X—Y TCa—V—IIEFE M2 ET,
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ATy T8 EREFEL, RFLET,

NRAITL—ADER
BRE A LTWDAT T NONRATL—RAEERTT 52, Var RUOHET, [4
7> a v (Options) |>[/NA 7 L—XDZH (Change Passphrase) | #3{R L £,

T T FOHEE, [R—a—Y—5%E (Local User Settings) | ~~— T, 7H 7
FEMRE L TRATL—RZERLET,

ESPERENS

e a—HP— T HTL FORE (28 X—)
e BHl o — W — AT L — XHEEDFE (32 2—)

FIRMEI—F THOU FENRRITL—XDEEEDERK

2—P—=THT L N ERRAT L =XDHIREER L T, MEREICAIAT L= R v—%
SREIANCEH TS N TEES, 2—HF—Th 7 FERZRT L—XHIRIZ. Cisco 77T
AT VACERIN e —hL a—PF—ZEHEINET, KOBEMERETEET,

cA—HTFhOo OOV Y, 2—FDTHU L IR I T U IS EEe 7 A 0K
TR A TR TEET, 22—V —n 74 URAITREIT 1 ~ 60 DHEHPHCTRETEET, T
7 v ML 5 T,

e NRAIDL—XEHHBDIL—IL, 07 A L HBIC2—FRRZAT L —XDOEREEZFRIND
FTO, RRATVL—ADEHRUM*EETEET,

e NRATL—RXDIV—)b, EBREDLTRoMED LTI E, 22— NERTEX H /827
L—XDOMEEYERTEET,

N

GE) AsyncOS/X— 3 140U TiX, NAT7 L—X— V3T 7
R THEBCRY E9, L, RRITL—XI—I)LTHEET S
SXFULOREXFFEILERXF, BLOIIRTL—X)L—
IVTHEERT HEED X MIFIHTT,

ISR T L—RXDBRE, B —F—RNH LSRR T L — A5 ANT B L X0, NAT L—
REREA Dl — B B FRTEET,

FHHNZHOWTIE, (B —F—D 27 L—REIORFE | 28R LT EEN,
=Y THU L FERRAT L —XOHIRIL, [ AT LB (System Administration) ]>[—

¥ (Users) | X—YD[R—H)L 22— Th hERATL—ADFKE (Local User Account
& Passphrase Settings) |77 v a V CEFZLET,
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RADIUS
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ATy I

ATy T2
ATvT3

ATy T4

ATy TH
ATvT6

ATy 17

WebtX=2UT 477747 A XRADIUS T 4 L7 b U H—ERZHH LT, HTTP,
HTTPS. SSH., BEOFTPIC LV 7 FS5AT v Alcul A4 o3 5a—FE2RAEL£7T, PAP £
T IX CHAPRRGEAMEH LT, EED T2 OITEE OB Y — =L T L L o1, 77 T4 7
VAEBRETEET, AV DOITN—TE Wb EX 2 VT AT T ITAT U ADIESFE
pa—Y a— H A STy S TEET,

FEEDANY D= VR

NEFREEDA R =T M2 > T AB A= R Web X 2V T 4 T 7 IA4 T A lCa s
4/ﬁé&\77347/xqu%¥ﬁLiﬁo

1. 22—V =N ATLEED ladmin] TH UL M THDINE I DEHRLET,

2. ladmin] 7H 72 b TRWEEEF, 7, FESNTWANEY—"—%TF =7 L,
J—ﬁ‘—ﬁ>%®‘b"_/\—“€ﬁ%éh“€b\é7ﬁ E 9o %—fﬁﬁmubij—o

3. PO — R—ICHERm TERWEE, T 7 I7A T AT A FNORDOIERY— /3 —
%7‘1 “/7 Li‘ﬂ‘o

4. TTITAT VAPV —NICBER CERWER, T 774 T AIWebtdxF =) 747
TIALT VA TEREN-o—IL a—FL L Ta—VE2EIFLELYELET,

5, TDa2—Y =Y —N_—F T T T4 T L AFLELRWEA, £ —P—n
REST-RNZATL—XZ AN LEEREIE. 7794 TV A~DT 78 ARESEINET,

ZER LIS REED AL

[T AT LB (System Administration) ]>[=—H%— (Users) ]-X— T, [SMEBFRAEEZ BT 5 (Enable
External Authentication) ] %727 U v 7 LE 7,

FFEZ A 7 & LT [RADIUS] Z#R L £,

RADIUS ——DH A "4, A—+&F, HF—I Ly " AT VL—XZ AN LET, T741V D
AN— R~ 1812 T

BA LT T NETIZT TI7A T VAR — "= DINE RO 2 BN TAD LET,

RADIUS H— _—23MEH T 55857 2 b 2 L 28R L £,

(EE) [ATZEM (AddRow) 1% 7 VU v 7 L THID RADIUS $— "—%iB L E£F, % RADIUS ¥ —
NR=Z2NW T, 1~5DAT v T &KL £7,

G¥) %K 10 i RADIUS H— "—% BN T& 9,

FRBRIED 72 OIZFF OV RADIUS H— 83— (28553 5 £ TIZ, AsyncOS WAMIFRAEY LT > v v VEIRTET D

o % [IMERFRRER v » v = XA A7 7 b (External Authentication Cache Timeout) ] 7 4 —/V RIZ A L&
T T 74/ MIOTT,
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FEHLTWEHEAEIE. Br (00 AN LET, EEEIZHET DL, AsyncOS X, BIED
Ty va UHPIZERRED 7= IZ RADIUS —R—{ZHT 7 A LEH A,

ATYT8 IN—T <o T EHRELET, T XTCONBRIESNZ2——2EE2EFHEE 0 — LI~y B 7T
BN, B BT TFIAT A a—PF—na—)L Z A ST~y LI TENEEIRLET,

RIE Bl

ABREFE S A7z 2 — 2% | RADIUSCLASS B CER SN I N—TZE AL, TTITAT A a—
Houa—H) a—z WAL TERFERLET, (TOBEM (AddRow) 127V v 7 LT, &hicu—
S A N BT EBINTEET,

AsyncOS |Z. RADIUS CLASS Jg (2325 C, RADIUS =2—H %277 F7 47
VA a—ZE B CTE T, CLASS JBIEDOE:

« I/ 3T

« K 253 X7

sany, Hrw, FIFEITIFRL
« % RADIUS ﬁ—%ﬁ“‘a:i@“ L 1 2L kDo~ > 7% CLASS B (Z O E
AT 556, AsyncOS 1%, ~ » 77 CLASS JBMED 721> RADIUS
2—P~DT IV RAEHEELET)

#i%cD> CLASS JBIED & 5 RADIUS = —H DA AsyncOS 138k b iR S

7ma— A EE Y YECTET, =& 2, Operator B — /L~ v B2 7 T

% CLASS J&* & . Read-Only Operator 27—/ /L2~ v B2 7 STV % CLASS
JEMED 2 273 RADIUS =—H\ZH 5 354A . AsyncOS %, Operator 27— L X 1

& il [ & 4172 Read-Only Operator &2 —/L{Z RADIUS = —H# &[0 4 TE 5,

PTFOT7 7747 A a—nid, KOLHIEPE LV S O DIEFIZAE ATV
F7,

« BH#E  (Administrator)
.« HET

* Read-Only Operator

« A B

ANRREE S 729X T D | AsyncOS IE 7T D RADIUS == —¥ —% Administrator = —/L{ZH| 0 4 TF
A—PFreFHn— ey |7,
TLET,

RATYT9 EHEAREL, RIFLET,

RDHRY
EEEE

2785852907 |]



RTLEBRIRYOEFT |
B 277 oz0%s
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LR— FOFERBRRED T 77 LU ARET, KFa—F—T LI FESh, 2—F—nE

DITAT Vb=V T TIAT AT A T 2000 BR 7 < 6 Uk ED i S E
j«O

ATYF1 [A 7 a3 (Options) |> [BefEakE (Preferences) | Z# I L 7,
RATY T2 [2—HY—FE (User Preferences) | <— T, [XE%MmE (Edit Preferences) 1 %7 U v 27 LET,
ATY T3 MBEISLT, V77 LU RAERELET,

TV I77 LUREE B2l

SRED#E R~ (Language Web A % —7 = A 2B L ONCLI THEHT 5 E7ED Web H AsyncOS,

Display)

FUT AT =Y 2P —=RNT T ITA T LRCR T A T DHEZICERIND A=,
(Landing Page)

FoREND LA — NREEEH |[[LA— B (Reporting) | # 7 Tl A— MIxt L TERTDHT 7 4L kDK
(Reporting Time Range i,
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Ft B LIR— MTO T 74N N THELVR— MIERINDT —F DITHR,
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ATv T8 EREEFEL, RFLET,

EEEDRTE

EHI1—YH—DINRARITL—XEHDET
T ITIAT VAT —IINVEZINZEHL——D AT L — AW RET HITIX. LLTF
DFNE%E FATLET.

ATy T [VAT LEH (System Administration) ]> [ —4— (Users) | Zi®&R L £,
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ATYT3 UTOF T arho@ERLET,

FTF7oay

L]

INAT L— A THFA LRV E
FEMD—% (List of words to
disallow in passphrases)

T2 LI/ AT A L txt 7 7 A NVEIER L., FDOT 7 A /L5218
WLTTvy7ue—RLET, D7 v 7 —RZL>TURIOT v 7'r—
R EEXINET,

INAT L— X DR E
(Passphrase Strength)

FHA—F =D LW AT =2 AT 5L &2, NAT L—XRE
A= BRI TEET,

ZORTEIZE > THRBEIZNA T L—APMER S NDDITTIEH D A,
ZOHEIE. AN LI RAT L—ROHER ST S 2T T,

AV =2 e FoR T OB — LR L ET, RIC, BRLI-m—L
TEZ R I REVETEANLET, BEAREVIFE, BER A
TL—RE LTHERSND AT L—XOEBNKREE /20 £, ZO%
FEITIIIRKRIED H D FEAN, FEWICRE RBELIEET D &2 7 L—
ADOVERRFEFITRET 2 0 £,

SEIERMEEZRAT LT, BOEMFEWMIZTHEEZMHR L TES,

INATZ L — XD IIxHEECHE SN E T, FHhix, hT T a—
T 47 FE w7 O NIST SP 800-63 TEZ I TV D KE L AEAEF T ZE
oy b B —DL— I H SN TNET,

—HREIIC, FREZRNA T L= RITLUT O KD 2R AR A TV E T
R,
o RICF, /NF BEE, BRURBRCFEE T,
cHHLWHLFREOHEICHDIHEL T LR,

IS DB AR 2 1282 7 L— X Z T 5121, 20— 0ok
ExRERLET,

RATYyT 4 ERAREL, RIFLET,

TISATVRADEIYHETIZHNTHEXa) T4 HZEDEM

CLI =~ K adminaccessconfig ZfHHAT D &, BEHENT 7 IA4 T RCn 74 T 5D
T RAE M E S DIZEBICTDEIOICWeb EX 2 U T 4 T T34 T VR BERETETET,
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B

adminaccessconfig >

banner

BHENR TA U ERADL EXIIBE LT XA MREREIND
2T T IA4T U AERELET, WebUlL, CLI, FTP 72 & D
EEDOA L E—T A AEFH L CERENT I I7A4 T AT
TR RATHE, hAZLOO T A NFP—RNERENET,

CLI v 7 MIHE VAT 20y, Web X2 VT 4T 7747
A LDTHFRANT7ANNGAE =T 5 LICK-oT, WAZ L
THXANEO—RFRTEET, 77AADDETFXFANET v a—
RT 512X, £TFTP 2fEH L T7 77 A4 7 > A®D configuration
T4V RNV T A NVEERELET,

adminaccessconfig >

welcome

ZhUE, BEEIR A IR LI E FICERINDHRA R

TA N F—TF, ZOTFHFARNI, al 4D adminaccessconfig
>panner 77X A MERICFETT T4 T LV ADOREITEME U

F7,

adminaccessconfig >

ipaccess

BHERWeb X2 VT 4 T TI7AT VAT I ®BATHEED
it 1P 7 FUAEZHIE L 3, FHE X, TEO~ L F
ITHRE LT —ENDOIPT RLAZFFOY YU NET T I7A4T VA
W7 7B A TEET,

T 7w AEFHAY A MIHIRT2EE81E. IPT RLA, 71y
M, F7XCIDR T RLAZIBETEET, 774V NTIHE, 7
TIALT VATV BATEDLHT RL A2 —EFRT 5 L. BE
DY DIPT RUARFFA[Y 2 NORPIOT KL AL LT &
KrRINET, FAIYV A RNPLBIEOY T OIP T KU A THIER
TEEH A, ZOHRIT. WebUIZEHA L THERTHIEHTE
9, 2V =Xy b U= T A (35=) BZRLT
<TE&EW,

adminaccessconfig > csrf

BEOHLER, 30T LAEEREZHI LT, Znnd
T DD END, WebUL D7 1 24~ Bk E#
HEREZ AN/ LE 9, RO EX =2V T ¢ 2RI 5121
CSRF {#i#% A F—7 M T D2 L2 L E4,

adminaccessconfig >
hostheader

HTTP R CHA b ~u X —%2FHTLLORELET,

F 7 4V b TlX, Web UL, HTTP ZRINTWeb 7 74 7 2 k>
DIEEINTEHRA N Ny X —Z2H LS LET, EXaY
TAEBMDDEDOIL, TTITAT UV AEGDHEA L, DFE0T
TTAT AITRRTE N4 (wsa 04.local 72 &) OHEfEH
LTSETDHEIICWeb Ul R ET DN TEET,
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adminaccessconfig > HETIT A ET A DEA LT U MR, 2FED 22— =N s 7
timeout T RNTHETICHT 7T 47 TOBNLHE (08 #2HBELE

T, 5~1440%r (Q4EffH) OfEEEETCEET, T 740 MEIX
304y T, ZOFHIE, WebUIZ AL CERTHZILELTEE
T, a—P— Ry NT—7 TR (352—) ZBBLTL

TEEWN,
adminaccessconfig > %;’ﬁf@%ﬁ‘ﬁfﬁ A EIT R R — ]\T}:) 7 F—7 X/I/‘“;Lfﬁ;aﬂ: L
how-tos i—a—o
adminaccessconfig > BHEN I DR SSLIFE (56 By RFBALLIE) ZFEH LT
strictssl R— K 8443 D Web f v H—T A Azl A TEDHEIIT,

T IFIAT U AERELET,
K VMARSSLIE RS2 NEELTDEIEHICT IIAT UV AZHRTT
HE, TOEFIIHTTPS #HH L CEHOBTTY 794 T A

T 7B AT HEHEICORLMEHAINET, HTTPS Z A L T
Web 70 F NI SILTWAMMD Ry FT—F T 7 4971

ITEH S ER A,
adminaccessconfig > nl A ERPRETAIEERTELET,
loginhistory
adminaccessconfig > FFe 7y a O REZZHTE LET (CLLIEB L Web
maxsessions A2 —TxA X) °

A—Y— Ry D)= 71X
AsyncOSIS, 77 F3A TV AMBIET VT 4 T lpa—Y—%u 77U T 5ETORMERTE
T&ET, F/2, FTr2a—V—EHROZXA TEIRETHZ L TEET,

tyalr ZAALT T ML, BEELZEGD, Web Ul £7201XCLIICE S A LTWHTRTO
=PI SNET, AsyncOSR 7T U b Lica—W—id, 77 IA4 7 20ur A
RV HFAL VLT PENET,

)

GE) TDHEA LT T NOEERET HIZIL, CLI adminaccessconfig > timeout HEHTAZEH T
TET,

ATY 1 [V AT LEH (System Administration) ]>[F > b —2 727 & X (Network Access) ] Z R L £,
ATy T2 [REOHE (EditSettings) 1227 Vv 27 LET,
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ATV T3 [ByvavdET 77 47 #4577 & (Session Inactivity Timeout) ] 7 4 —/V KiZ, =2/ 7D h§5ET
CHFRT 22—V =0T 77 1 THRMESMTAS LET,

5~ 1440 73 (24 B¢fH]) OFEPHTH A L7 U MHRZERLE T £, 7 7 4/L MEIZ 30 55 TT,
ATy T4 [2—W— T 7 A (UserAccess) | Z7 v a T, 22—V =DV AT AT 7 vAZHBELET, (EED

Piei 27 Al (Allow Any Connection) ] % 7213 [FFE DHEGE D A % FF 7] (Only Allow Specific Connections) ] ™
W EFACLET,

[HFE DOHEHGE D I+ % 7F 7] (Only Allow Specific Connections) ] % A4 12T 256, FIEDOBE/KGAZIPT R A,
IP #iPH, F/ILCIDR&EFHE LTCERELET, F 74T FIPT RLVARELBIL, TTIATVAIPT
RUAMN [—H— T 7 Z (User Access) | E7 T a VICHBIRNIZBMSVET,

RATyTE5 EHAREL, RIFLET,

EEENRIL—AD) Y k

1R BHHIIZ
sadmin 7 V2 RDRAT L—ANARALRGAEIE, B AX~v—HR— bk T o XK
LTARRATZL—X%EVEy FLTLEZN,
¢ NRAT L —RAOEFIIRNEIZAEZNC /20, BEEZERETILETH Y FH A,
FTRCOBEHHF L~V DO2—HF— %, ladmin] 2—HF—D 27 L — X5 EHECXET,

ATy [EHT 7747 A (Management Appliance) ]> [ A7 L& (System Administration) > [=2—H—
(Users) | ##IR L ET,

ATwF2 [User (z—%—) ] VA LCTladmin] V> 27 %27 Vv 7 LET,
AT9 T3 [RAT7 L —XDZHE (Change Passphrase) | Z#R L £,
ATYT8 FHLWWSRAT L —XEERT D0, I ATLET,

> - - o~ O . = > Eﬂi""'
HEEIN=AVvE—CDRET FLADEKRE
LAR— M IZ AsyncOS I K » THREINIZ A=V DIRIET KL AZHETEET,
AT T [VAT LEH (System Administration) > [IR{E557 FL A (Return Addresses) | Z34R L £7°,
ATy T2 [REOHE (Edit Settings) 1227V v 7 LET,

AT T3 FRrg, 2—V—4, BEORRAAL A E AT LET,
ATy T4 BEFEEEGFL, RIFLET,

B O ATLEEERIOET



| v2x7L8BE22H0ET
75—tongE [

77— hDEHE

77 —hElE, CiscoWebEXaUT 477 T4 T A THRELTWDA XY MBI HIEHR
N INTWD, BAA—NCEDBHOZLETT, TNHDA X MNIE~AT— (IF
W) NoATVYy— (VU T4 AN) ETCOREE (FLEFEKRKE) LIRS, —ROUIZT
TIAT VADKED 2 R —F 2 M ETITHEREICBEE L T\ x4,

\}

GE) 77~F&Lﬂ%—wLﬂ%thé WX, 77 I9A T UV ANEBETFA I A= ~DEF
W25 SMTP U L— R A2 FERETHLENHY £9°,

—rDDTELERE

T I —MIEENLERIT. 77— FORBHEBEREICL>TREV £, 77— FEHIZ
EETDHT7T 7 b oHEERELRETEET,

<
N|

AsyncOS IZLL F DX A T DT 77— X ELET,
« A7 L (System)
e /n—Rv =7 (Hardware)
« 7 v 77 —%4 (Updater)
* Web 7' % 3 (Web Proxy)
« VT = TR (Anti-Malware)
* AMP
*L4 T 7 1 v 2 E=%— (L4 Traffic Monitor)
« M5 URL 77 =V (External URL Categories)
« RY > —DAHNHIR

77— hFODEXE
7T — ME, KOEREI > TERESHET,

c Z VT 4 v T BT DB B ) T,

MG ABRESS D VU PRERMEE I T —, TCICHARLERGEE b H Y F
B

AFWR : T ADN—T 4 UHERETAER S LD TH R,

2785852907 |]



RTLEBRIRYOEFT |
B - rzEz0um

To5—FREBFEODEE
D
(GE) AT LDE v b7 w7 AutoSupport & A F— 7 I LT BE LTCE %x~w7k
K#Nf@ikﬁﬁi@&?x®7?~b%%@bi#(77%»%) DFEEIFTND
THEETEET,

AT T [VAT LEH (System Administration) ]>[7 77— b (Alerts) ] Z3®K L F 7,
AT9 T2 [77— +32(E#H (AlertRecipients) ] VA N CZEHEEZ 7V v 7 LTRET 20, [ZEHFOEMN (Add
Recipient) | %7 UV v 7 LTHLWZEEZEBMLET,

ATV T3 ZEEDEFA—NT FLAZBMELIIRELE T, BHOT KL AEZ D ~TRUIS-TANTHZ L
HTXET,

ATYTE XTT— N ZATTLIC, ZIETDHTI7—FOEREZBRLET,
ATy TE BEEXEL, RELET,

75— L ZEBDHIFR

ATy 1 [V AT LEH (System Administration) ]>[7 7 — b (Alerts) ] Z#IR L £,

AT9 T2 [77— 32{E#H (AlertRecipient) | DY A NT, 77— MNZEHFITHIGTHIAIH/TA 2270 v 7L
THEELET,

AT9T3 BEREARGFLET,

= ) S
75— FRTFEEDRTE
TI— MNREITTa— LR BETHDHID, T_XTOT 77— FOEMEICHE L £,

ATY T [V AT LEH (System Administration) ]>[7 77— b~ (Alerts) ] ZE4R L £,
ATy T2 [REOHE (Edit Settings) 1227V v 7 LET,
ATYT3 MBEIELT, 77— FOREMERELET,

B O ATLEEERIOET I
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75—ruzt |}

TIFay BLl

77— bDOEETT BT T — b EEET D & ST D RFC 2822 #Eflod> [Header From:| 7 KL%,
LA (From Address to | A7 LD A R ( Talert@<hostname>] ) 123DV TT R LA % HEVERKT
Use When Sending HA T a v ESHTOET,

Alerts)

HET 77— PEERO | HET 7 — FORHMMEZHEELET, 2 DORENRHY 7,

%J@%FHEJ (Wa}t Before [EET 7 — MMIEREERFORFHERE ()  (Initial Number of Seconds to Wait Before
Sending a Duplicate . . s SN i 5
Alert) Sending a Du?hcate A‘lert) lo ZOfEZ 0ICRRE LTSS, BELET 77— 1 @‘H:
< U=l FEEERT, RDVICT_XRTOREBELLET T— FB Y TIL A MTEE
SINET (FERFICKEOEFA—NVE2ZETHAEENHY £7) . HELL
T = eEETOETITHET20EIE., 77— hMEXETH-ONTHINL £
T HEINT 2RI, AIEIOFFERIRO 2 (50 E2 2 LT, 2F0, =
DA SICRET DL, 77— MISBEZ, 158#%., 358%., 158%. 1558
%, 315 L VST TER SNET,

[T 7 — FEERORAREHEFE () (Maximum Number of Seconds to Wait
Before Sending a Duplicate Alert) ], [E#HT 57 7 —h A v =T 2XET HHIIC
FERE3 2 e RO E (Maximum Number of Seconds to Wait Before Sending a Duplicate
Alert) 17 4 —/V FZfEH LT, FRERIBROMBUCHIRZRRIT 5 Z &N TEET,
el z2E WHMEZ S ICREL., RKIEZ 60 ICRET DL, 77— MES
o158, 358, 60 70, 120 Bb7e K ORIME CEE S E T,

Cisco AutoSupport VAU TOEMERET D0 E I DERELET,

s VAT ATHERENTZTRTOTT—F AyvkE—YDabr—
o VAT LOBMBIKR], status 72 RO, BROMEH STV 5 AsyncOS
N— g VU EEAT 5

Fo, VAW ERBLELLDAEA vV a—2NEOT T — FZIEEHIT
EETHINEIPERELET, Ziuk, EREN MEHR (Information) | D
AT ETT— b eZETHLIREINTWEIZEHICOABAINET,

ATy T4 ERzFEEL, RFLET,

75—k URE

UTFOHETE, DEINCT 7— e —EFR R LET, FHEHOEIZIX, 77— b4 (NECEH
Db descriptor) . 77— FOEEOTFA M, B, ERE (Z VT 4 B, 1EHR, EE
W) BIOAvE—VDT XA NMIEENDNNT A—F (HFETDHHE) PEaEhLTnE
7

2785852907 |]
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IN—FKDTT7 75—F
LIFO#IE, AsyncOS TAEM SIS SEXERNA—FT 2T 75— rDOU X M TF, 75—

\u
N
I
L\
\J
dl

rOFHA EBEBRENTLHI N TWET,

RTLEBRIRYOEFT |

Serror

Ayt—T TI2—FDE |[INFA—4
RE
A RAID-event has occurred: L 2 $error : RAID =7 —D T F A

(Warning)

I\O

—k

LT OZFIL, AsyncOS THAMSND S EISERVAT AT I— DIV ARNTT, 77— D

il & BRENRLM SN TVET,

Ayt—o To—rDE |[INTA—4
RE
Startup script $name exited with error: $message | 7 U ¢ F7/L [$name: 27 U 7 N DL HI,

(Critical) .

$message : =T — A vtE—¥
5"“’%7\ }\o

System halt failed: $exit_status: $output',

7 V7 4 1w
(Critical)

$exit_status: =~ RO T
a— K

o

Soutput : =<2 KD OH
jjo

System reboot failed: $exit_status: $output

707 4 1V
(Critical)

Pexit_status: a2~ ROKT
a— K,

Soutput : =T~v 2 RIHODH
jjo

Process $name listed $dependency as a dependency,
but it does not exist.

70T 41V
(Critical) .

$name : 71t 2 D4 HI,

$dependency : —FFE R I T
WD AR DA T,

Process $name listed $dependency as a dependency,
but $dependency is not a wait_init process.

70T 4 b
(Critical)

$name : 7 12 2 DA,

$dependency : —EF R I T
WA IRTEE D4 I,

Process $name listed itself as a dependency.

7 U7 41V
(Critical) .

$name : 7ot X D4 HI,

B O ATLEEERIOET
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v257875—+ |

Ayt—o To5—rDE [T A=A
RE
Process $name listed $dependency asa dependency | 7 J 5+ ¢ H /L |$name : 7 © & 2 D4 i,

multiple times.

(Critical)

$dependency : —FEFE R Z 4T
WD ARFEME DA T,

Dependency cycle detected: $cycle.

70T 4 v
(Critical)

$cycle : I 7 MCEHRT DT
v RAL4LDY AN,

An error occurred while attempting to share L S2 Serror : FIAMCESEATIT B
statistical data through the Network Participation (Warning) . |T=F— A vt&—%,

feature. Please forward this tracking information to

your support provider:

Error: $error.

There is an error with “$name”. U 45V |$name: 2T 7 7 A IVEAER

(Critical) .

L7=7 a® ZAD4HTI,

An application fault occurred: “$error” 7 UF A |$earor : =5 —DOTF XA~ (@
(Critical) . [#1F hL—Av7)

Appliance: $appliance, User: $username, Source | 5§ $appliance : FFED Web &

IP: $ip, Event: Account locked due to X failed login | (o) . |F =2 VF A7 FI5AT L A2 D

attempts.

User $username is locked after X consecutive login
failures. Last login attempt was from $ip.

ID,

$username : FFE DL —H—
Thr KO ID,

$ip: U A L RRITE R IP
7 KL A,

Tech support: Service tunnel has been enabled, port | {343 $port : —E R k2 RIITSE
$port (Information) , | SNBHR— F&E S,
Tech support: Service tunnel has been disabled. 4R AL
(Information)
AT LEBEARY DRIT

"



RTLEBRIRYOEFT |

Ayt—9 INT A—45

* The host at $ip has been added to the blocked

$ip: v/ A RIS NZIP
list because of an SSH DOS attack.

7 KL &,
ERBH -

SSHZNLCT I I7A4T A
O ERATNDN, A
i VT o L ERIRL
WP 7 R A3, 2 450N
W EL ERATIZ R L7285
&V SSHO7 w27 A KT
EMsvET,

FIUIP 7 RLANSZ—HFN
EFicerlZf o35, 0
IP 7 RURIEFFAI Y A MZiE
mEinEd,

FFAJU A ROT FLAIL, %
no»nrzuewy s JRANMIEE
NTWTHLT 7 EANRFITX
WET,

TR IIER I BRI Y
7 U A Kb BHEIRIZHIBR X
nNE9,

* The host at $ip has been permanently added to
the ssh allowed list.

* The host at $ip has been removed from the
blocked list.

\)

=)

VAT AT T — M, HESX—7 7 —h, XTI —h, LAR—FT T FREENFE
T, INEDOTT— NI, VAT LT IT—rDO—8E LTHRELIZRIZZELET,

LUFDFIE, AsyncOS THEM SN D S ESERREF— 77— FD U X T, 77— 1D
] & HREN G SN TWET,

Ayt—o To—rDE |[INTA—4

RE
A “$feature” key was downloaded from the key | {&#f $feature : BERED 4 i,
server and placed into the pending area. EULA (Information)
acceptance required.
Your “$feature” evaluation key has expired. Please | #% 45 $feature : BERED 4 i,
contact your authorized sales representative. (Warning) .

B O ATLEEERIOET
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e

~

575—F

nx>s 75—+ I

representative.

Ayt—o TI—bDE |INFTA—4

KE
Your “$feature” evaluation key will expire in under | #/£ $feature : BERE DL il
$days day(s). Please contact your authorized sales (Warning) .

$days : HERE - — DRI
HETOHK,

LT DL, AsyncOS THEREINLHIESERVFXF LY TI7— DY ARNTT, 77— FD

A L HRE SR S LTV E T,

Ayt—T TI7—FDE |[INFA—4
RE
Serror. 15 $arror : TG —D FL—ZNy
(Information) . | 7 L5571,
Log Error: Subscription $name: Log partitionis full. | 7 U5 ¢+ H /L |$name: 27 7T 27 J 7

(Critical)

a4,

Log Error: Push error for subscription $name: Failed
to connect to $ip: $reason.

7 VT 4 1)V
(Critical)

$name: 7/ YT Ry U
a4,

$ip: UE— R KX RDIP T
N

$reason : T T —IZ O T
T BT A b,

Log Error: Push error for subscription $name: An
FTP command failed to $ip: $reason.

7T 4 v
(Critical)

$name: 7/ YT A7 U S
va v,

$ip: VE—FFAFDIPT
]\‘\[/XO

$reason : FIESIZ DV TELA
ERAVAE

Log Error: Push error for subscription $name: SCP
failed to transfer to $ip:$port: $reason’,

7T 4 v
(Critical)

$name: 1/ BT A7 VT
a4,

$ip: VE—FFAFDIPT
FL =&,

$port : UE—h KA FDKR—
SR

$reason : B SIZ DV TCHLA
TAHTEA b,

VATLEERARYDET

"




B o575+

RTLEBRIRYOEFT |

AytE— TF5—FDE | /INTA—4
RE
Log Error: 'Subscription $name: Failed to connect | 7 J 5+ ¢ /L |$name: 22 727 U

to $hostname ($ip): Serror.

(Critical)

va v,

$hostname : Syslog —/3—®
RA N,

$ip : Syslog —"—DIP 7 K
L,

$error : =TT — AvE—TD
5"“’%;{ }\o

Log Error: Subscription $name: Network error while
sending log data to syslog server $hostname ($ip):
$error

7 V7 471V
(Critical)

$name: 7/ YT Ry U
va v,

$hostname : Syslog % —/3—®
AR N,

$ip : Syslog F—/X—D P T
LA,

$error : =T — A wybE—TD
?#Z ]\O

Subscription $name: Timed out after $timeout
seconds sending data to syslog server $hostname

($ip).

7 U7 4 v
(Critical)

$name: 7/ TRy U
va v,

$timeout : FPEHALO X A LT T
I\O

$hostname : Syslog —/3—®
71“} ]\%O

$ip : Syslog F—/"—D P T
LA,

Subscription $name: Syslog server $hostname ($ip)
is not accepting data fast enough.

70T 4 b
(Critical)

$name: 7/ YT A7 U
~a v,

$hostname : Syslog $—/3—®
Z]_\‘X ]\%o

$ip : Syslog —/"—®DIP 7 K
LA,

B O ATLEEERIOET
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LR— bk 75—k

vik—+t 75—+ [}

$max num files. Files removed include:

$files removed.

Ayt—o TI—bDE |INFTA—4

RE
Subscription $name: Oldest log file(s) were removed | {7 3 $name: 2/ TRy S
because log files reached the maximum number of | (fymation) . |2 3 >4,

$max_num_files: @ 7 7 2
7Yy a T EICHRER
D7 7 A NVDORRE

$files removed : HIFR S 7=
TrANDY A K,

PLFDOFIL, AsyncOS THEREIND I EFIERLA—KN TI7— DU ARTT, 77— D

il & BERENRM SN TVET,

Ayt—o To—rDE |[INTA—4
KE
The reporting system is unable to maintain therate | 7 J 5 ¢ % WAL
of data being generated. Any new data generated | ;.
will be lost.
The reporting system is now able to handle new | 53 WAL
data. (Information)
A failure occurred while building periodic report | 7 U 5 ¢ )L | $report_title: LAR— F DX A
‘$report_title’. (Critical) . rL,
This subscription should be examined and deleted
if its configuration details are no longer valid.
A failure occurred while emailing periodic report | 7 U 5 ¢ 7)1 | $report_title : LAR— h DX A
‘$report _title’. (Critical) . ML,

This subscription has been removed from the
scheduler.

Processing of collected reporting data has been
disabled due to lack of logging disk space. Disk
usage is above $threshold percent. Recording of
reporting events will soon become limited and
reporting data may be lost if disk space is not freed
up (by removing old logs, etc).

Once disk usage drops below $threshold percent,
full processing of reporting data will be restarted
automatically.

I

e
=

(Warning) .

$threshold : L &=\ MiE,

VATLEERARYDET

"
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RTLEBRIRYOEFT |

Ayt—o To5—rDE [T A=A
RE
PERIODIC REPORTS: While building periodic | 7 U 5 ¢ 7)1 | $report_title : LAR— h DX A

report $report _title' the expected domain
specification file could not be found at ‘$file name’.
No reports were sent.

(Critical)

b,

$file name : 7 7 A L D4R,

Counter group “$counter_group” does not exist.

707 4 1V
(Critical)

$counter _group : counter group
0)% ﬁﬁo

PERIODIC REPORTS: While building periodic
report $report_title’ the domain specification file
‘$file name’ was empty. No reports were sent.

7 VT 471V
(Critical)

$report_title: LAR— F DX A
kv,

$file name : 7 7 A L D4R,

PERIODIC REPORTS: Errors were encountered
while processing the domain specification file
‘$file_name’ for the periodic report ‘$report_title’.
Any line which has any reported problem had no
report sent.

Serror_text

70T 4 v
(Critical)

$report_title: LAR— D H A
kv,

$file name : 7 7 A L D4R,

$error_text : FEAELTT—
DU AR,

Processing of collected reporting data has been
disabled due to lack of logging disk space. Disk
usage is above $threshold percent. Recording of
reporting events will soon become limited and
reporting data may be lost if disk space is not freed
up (by removing old logs, etc).

Once disk usage drops below $threshold percent,
full processing of reporting data will be restarted
automatically.

il

Ak
=

(Warning)

$threshold : L = VM,

The reporting system has encountered a critical error
while opening the database. In order to prevent
disruption of other services, reporting has been
disabled on this machine. Please contact customer
support to have reporting enabled.

The error message is:

$err_ msg

70T 4 v
(Critical)

$err_msg: =7 — A vk—v
TX AR,

TvIT—32TF53—F
LT DFIEL, AsyncOS THEKREINDSEISERT v I T—4 77— DIV ARNTY, 77—

~ T & HARE RS TVET,

B O ATLEEERIOET
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| v2x7L8BE22H0ET

ey z7agrs—+ |

Ayt—T To5—rDE [T A=A
RE

The $app application tried and failed $attempts L 228 Sapp : Web tX =2 U7 4 77
times to successfully complete an update. This may (Warning) » |FA 7> AtF=2lF 4 H—
be due to a network configuration issue or temporary B4
outage. °

$attempts : #1T[EI%K,
The updater has been unable to communicate with | 245 $threshold: : L &\ MEDRERS,
the update server for at least $threshold. (Warning) .
Unknown error occurred: $traceback. 7 U 4 |$traceback : KL —A NNy 1

(Critical) . |

Certificate Revoke: OCSP validation failed for the | Critical $host : UPDATER H#—/3—®
UPDATER Server Certificate ($host:$port). Ensure A N,
the certificate is valid.

$port : UPDATER #—/3—0D

A= F,

TLYTTRETS— b

Advanced Malware Protection {ZBEi# 32 7 7 — MI-DW T, Advanced Malware Protection ¢ [H]

BUCEAT 57 7 — FOMERRZEEZSZRL TS

TZE,

WROFIZIE, 77— FBLOT 77— hOEKEIZONTOHIZETe, AsyncOS THL S LD
X F &'F 7% Cisco Advanced Malware Protection 77— F D U A2 M YN EE# SN CW\WEd,

Ayt—T T75—hDE (IS A—4

E
Cisco Advanced Malware Protection for Endpoints | 24 [$error] : =T — X vE&—,
ALY NANDT T TAT U ADBEKITR | (Warning)
LFE LT,
$error
Cisco Advanced Malware Protection for Endpoints | #% 4 [$devname] : T /31 A4,
ha ‘/V“—/I/ﬁ:%@777°5/f T A ($devname) (Warnlng) _ .
@%ﬁﬁ@%&:%ﬁ& L/i L/7L:O [$CI‘I'OI'] . :E‘7 7{ ‘/_IZ /o
$error

Web 7OFX 75— F

WORIZIL, 77— FBLOT 77— bOEKEIZOWTOFMZETe, AsyncOS THERK IS
SFEZERWeb 70 F T 77— hDY R N ERFERHINTOET,

VATLEERARYDET

"
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B websoxo75—+

RTLEBRIRYOEFT |

AytE— T75—FDE (IS A—4

XE
T A AT G I [EEIAB AN T — D | 1 [$info] : FEEIAENLHA TV =
LE L7, IR, ATV A R
Serror E DBIEH,
Web 7 XTI, ¥y v —F g [EFH [$errorstring] : ¥ v = 2
YONKEPNENTHDHZ a2 LE LT, T BT o T BRI B
XY viak7T7yvaTbHe, RENHRRE SRRV
THEANHY T,
$errorstring
BENRTA—HDLTT—, gk [$errorstring] : /X7 A —X& L%
$errorstring DAED _'W—{i %’é\?ﬁ\ /\c? A—

ZAED T T —DFEMR R,

7 IA4 T MAOREEGED LE VAR |25 [$info] : JBANIEH,
#xE Lo, KRR Ha L — a2
o TWET,
$info
FIE SN T2 WCCPV2 JL— H — NS £ 7 | [$info] : IEINEH,
BEREE T,
$info
BEINTT v 7T AR =LA 7 o p | [$info] : IBAOTE R,
HEINE T ITELEARRE T,
$info
Web 715 7t A\ A Y RE CHIEE) | 245 [$info] : IENEH,
LEL
$info
snmp 7 A 77 VNTZT—NRAELE Lz, |&4 [$info] : 1B snmp V 7 = A
Sinfo k7e EoBNtE R,
FOMDOTT—IZE D, Web 7 U3 f&T | L [$info] : 1EMfEHR GL4T 5%
LELE, ) o
$info
RAAL =L AT 5 (DNS) Tt AR |#id [$info] : 1BMfESR GL4T 54

KTLELE,
$info

/) .

B O ATLEEERIOET
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st h7ru7rs—+ ]

LE L7,
$info

Aytw— To3—hrDE | INTA—4

XE
AET o ARKT LE LT, g®iE [Sinfo] : BANfEH#R GX4T 5%
$info ) o
Web 7 %%, 7ok AoREITICEER |7 VT 4 /L |[$info] : & F X F AR TERNE
NET — 2 HEERIC AT 2 PR TEXEHA T2 EEOY A Xie E DB
Tl I
$info
F A AV RBI [EEABFNC T =03 34E | 7 U F 1 B |[Sinfo] - EXIAENDIAT V=

7 b ATV YA X
& OBEINEH,

AEBURL AT IV T 5—

RORIZIL, 77— FBLOT 77— FOEKEIZOWTOFBMEZET, AsyncOS THEK IS
SEIERNMHBURL 7 IV T T7— DY AR ERGEHINTWET,

Ayt—T TI3—rDE |[INTA—4

XE
$errmsg gk [Serrmsg] : =7 — A vtE—,
$errmsg T [Serrmsg] : =T — A vE—,
$errmsg 7 U7 471 |[$errmsg] 1 =T — A vE—,

BrEST099FZRYDY

WORIZIE, 77— FBLOT 77— FOEKEIZONWTOFBZETe, AsyncOS THEE IS
SESERLL N T 74w 7T T7— ROV RN ERFEH SN TNET,

Ayt—o To7—FDE |[INFTA—4

KE
$errmsg 7 2 [Serrmsg] : =7 — A vE—,
Serrmsg ¥ [Serrmsg] : =T — A vE—,
$errmsg 7T 41V |[Sermmsg] - =T — A vE—,

R —DEIRINT 5— F

WDFIE, AsyncOS THER SN S FIEFRRV >— T F7—FDY A NTT, 77— hDii

HERERENTMSNATNET,

2785852907 |]
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. FIPS Compliance

Ayt—T To5—rDE [T A=A

XE
'$PolicyType': '$GroupName' |Z, BAZIHAR O |1FH# $PolicyType: 1%, Web 7"V
EDTSD, T 42— MIENTOET, T BA TR T IR

RY o HRY =T,

$GroupName: i, AU — 7
=T DAFTTT,

'$PolicyType' : '$GroupName' |Z, 3 HZLIZHAIR | 1FH $PolicyType: iZ. Web 7~ U
ey £, = A A TIHESL T 'R

Y S —HHY =TT,

$GroupName: (%, AU — 7
N—TDARITT,

FIPS Compliance

Federal Information Processing Standard (FIPS) %, & {f#H CTd 2 DHEER N S TWVZR NG

WMERET D720, TRTOENERETHEN SN DO SLEY 2 — LV OEFZHIE L TV E
¥ FIPS 13, WFHBINOY X2 VT 4 LT =2 T T4 N —BHEOBTE I T D720

TSI B E T, FESARMEBIRAFZEAT (NIST) 12 & > THA%E &7z FIPS 1, 8@ FREUMT 0> B 4 i
T IHER DR R WGBS E T,

Web ¥ = U T 47 7Z A7 A Z Cisco Common Cryptographic Module (C3M) ZfEfH L T
FIPS €— R FIPS 140-2 Ml FH L £4, 774/ b TiE, FIPS E— NI7 4 =71 T
D

BEEIER
 FIPS £ — KORE

FIPS GEEAE D EH

FIPS E— R TlZ, Web X2 UT 4T T4 T LA TAX—TNMZ > TNEHTRTCOIES
LY —E R DOWTCFIPS HERLOFGEAEAFHIT 2L ENH Y 3, Zid, LTSy —
RICEHAEINET,

« HTTPS 7’11 % &

o WO

*SaaS DT AT LT 4T 4 TN —
« T STAT L AEBEHTTPS —E A

e 3% 27 ICAP 44} DLP &R &

B O ATLEEERIOET
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P—ERAERETDILENDHY F9, MOKELY—E R IA =T NIZTHEXLETIHD £
Moo

FIPS YEPLOFEAZILLL F OB 257~ T ERH Y 97,

AE ([ FuTY (BRTFALTYURXL EAC
R Ls
X509 RSA shalWithRSAEncryption | f@/2 g o{b X7 +—~< 2 X &+ Ex =

sha256WithRSAEncryption | Y 7 1 & FHA 57201, 1024 £ hDF—
FAREHRELES, By ML X2 EHI
RELTDHE, BX2 VT 13M ELETH,
WHALD/INT g —~< L ATHBELET,

FIPS SFRAE D HREL
FIPS & — R A X —T VDA, T IA T AIROIFEPEF = v 7 2FTLET,

Wb BEX =2 VT AT T ITAT VAT v7r— RENTZTRTOFEREZ, UlLick-T
T o a—REINTZOMNn, Five b certcontigCLIa~< > RIZL-TT7 v 7 r— RN&Ehiz
DIPZEFRZR <. CCAEEIZHASIZNE D KO ITHRGESILE T, WebtFxF 2 U T 4 7754
7 A DIEHA N T NOEOREHANANRE ST RWVGEREE, 7y e — T
FHEA,

EHCE D NAMGEIC L » CREAFEDOBL PRGES 1L, T X TOBLAE IR EFITH L TH
5&?%%@ basicConstrains j;SJ:U\ CAFlag DOt v ]\ [ ) T%E%%/(&E‘ﬁ 5?‘—@&2‘5/\/75‘*@
REESNET,

o BN A MK L CEERAEZMGFET 572912 OCSP Mk A& £, Ziuid,
certconfig CLI 2~V REHH L TRETE E T,

\}

GE)  HLWH 7 32~ K 0oCcSPVALIDATION FOR_SERVER CERT /3 A A 2 (D
CLI =z~ K certconfig OTIEMENE L7, %ﬁ LWy 7 a<
Y REMEMT 5L, LDAP ¥ — SiEHER L OT v 77 =2 ¥ —
/NGERFE D OCSP MGk Z AN TE £ 7, FEFOREES AT
o TV DA, WEICERT 2REHEN KT L7 7 — b
FREINET,
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BEAS s EBH ERRFEIC DWW T (56 —) BB LT 7Z &,

FIPS E— FOAEEF = (FENE

1R BHHIIZ

T T ITAT VABREDNNy 7T v 7 abt—&ERLET UUTERR) , 777947
ARET 7 A NVORAE 2 —=)

« FIPS = — FCEH SN B EHFAE T, FIPS 140-2 FED AT — 703 XLAMEH &SN
TWAZ LR LET (FIPSFFHEOEM (50 <—) 2B]) |

N

GE) *FIPSE— REELETDHE, T IAT UV ANFEBEINET,

« FIPS & — F& MR L7284, SSLIB L OSSH % & (FIPS E— RAARNZ S TW5H
A, BEIOIZFIPS XHSNC /2 D K HIZT H%E) 1E7 74V MEIZY By S E®A,
Pelgi 3 D BE, BiAS T2 SSH/SSL BREAMH L T 94 7 v "3 x5 L 51275
VERH L5, PRI IO OREZELTHHLERNH Y £9, FMIC OV T,
SSL D% E (53 X—) 2L T EEN,

ATY 1 [V AT LEH (System Administration) ]>[FIPS ®€— K (FIPS Mode) ] #3iR L £,

ATy T2 [REOHE (EditSettings) 1227 Vv 7 LET,

ATY T3 [FIPSa 7747 ADH%ME (Enable FIPS Compliance) ] %4 (2L T, FIPS 27T A 7 v A %A%
ZLET,

[FIPS 22> 77 A 7 > ADA %Wt (Enable FIPS Compliance) | 24 12T 5 &, [HEKRHEENE T A —X
(CSP) DIF 5t EA%NZ79 5 (Enable encryption of Critical Sensitive Parameters (CSP)) ] F = v 7 R v 7 A
DA/ F97,
ATy T8 NAT— K BEEER, EE, WHEX - EORET — X O HALE AT 25 61%, [ER2EEME
T A—%4 (CSP) DOHFE{LEHZNZT % (Enable encryption of Critical Sensitive Parameters (CSP)) ] % 4 >
IZLET,

ATvF5 [%F (Submit) |27 U7 LET,
AT w76 [#ifT (Continue) |27V v/ LT, T7I7A4 TV AOHEHZFHFATLET,

VATLOBROEE

e H ALY —=DERTE (53 =)
e NTP H— =2 LBV AT A 7y 7O (53 2—)
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BALYJ—2VDERTE

ATY T [VAT LEH (System Administration) ]>[# A & ' — > (Time Zone) | Zi&R L £,
ATy T2 [REOHE (EditSettings) 1227 U v 27 LET,

ATv T3 Hugk, EH, BLXOFAL Y=V ERERT LN, GMT A7y FEERLET,

ATy T4 BEREREEEL, RIFELET,

NTP H—/N\—IZ kB RATL 2By I DEER
TTIA T ATFH TR ZRETH5DOTIERL, Xy NU—2 ¥4 L7 m hai (NTP)
P NR—ZHE L THAD A Z B TE LI WebEFX 2 U T 4 T T4 T R BERE
THZEEBEOLET, 2L, T 774 T U ARMDOT A R LETEEIN TV BEE
IS LET, HAESNTZTRTOT A ZARFE UNTP Y —_R—% AT 2 0NERH Y £,

ATy T [VAT LEH (System Administration) ]> [FFRE] D% E (Time Settings) ] Z 3R L £ 97,

ATy T2 [REOHE (EditSettings) 1227 U v 27 LET,

ATv T3 [RZI O E S (Time Keeping Method) ] & L C[NTP (Network Time Protocol) % {# ] (Use Network Time
Protocol) ] Zi®R L £ 7,

ATy T4 b= R_—OBMBPLERGAE. fTOBEM (AddRow) %727 U 27 LT, NTP % — —0D 52 EAfik A
NG ETZIXIP T RLAZASLET,

AFvTE5 (FE) NTP 72V =TT 7 IA TV ADE Yy NI —7 A B —T x4 A XA (BRI
T=Z2OWTNN) ICHEM TR TWD, V=T 4 7 T =T e BRLEd, Zad, NTPZ =) —
MEESNDIPT FLAIZRY 7,

GH) ZOFTaNE TTIFGATART =2 8774w V7 HEEIR T 7 4 v 7 &I —
T4 T EEHL TV DG RICDARELTTEET,

ATvT6 EREzEEL, RFLET,

SSL DEXTE

X2 T 4 M ESEE0IC, WS ONDIF—EATSSLV3 L SFIERNN—T 50D
TLS A F—T7NEZET 4 =T M TEET, HEOEX 2V T4 2FBET L0, T
RTCOYP—EATSSLVIEZT A —TMITDHZEaBEDLET, T 740 FTlEH, T
TONR—=T 3 D TLS A F—TIIZERE SHL, SSL BT 4 E—T MR ESNE T,
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GE) T D OREREIE. ssiconfigCLI A~ Y REMEALTA R—TNAELIZTT 42— NIZTHZ
EHTEET, WebtXaUT 477747 ACLIa<wy REZRBRLTLLEIN,

\)

GE)  TLSH; BN/ 5 SSLE A EES/IILEE LA, 77V r—va v #HEsLF
7,

ATy 1 [VAT LEEL (System Administration) ]>[SSL #%7E (SSL Configuration) | Z &R L 7,
ATv T2 [REOHE (EditSettings) 127 U v 7 LET,
ATYT3 ZNHDOH—EATSSLV3 & TLSvlx A X —7 /I 2T, MIET2F =y 7Ry 7 ZaA 2L
£
(TTTAT v AEE Web 22— — A X —7 =14 X (Appliance Management Web User Interface) ] :
COREEERTDHE, TXTOT 7T 47 22— —OEwLtir S E 7,
s [FEF T P —ERX (ProxyServices) |: E¥a7 7747 NHOHTTPS V’rX v &/ LTy
ESENEENET, 20k va VITFU T L EERTOET,
s [ HHEE (Cipher(s)toUse) |: 7 a3 +—E R LDOBEIZHEHAT2BMOBEEAAL — K&
ANTEET, A= ORIV IZiZarvy () Z2EHLET, FEOK ZOEH L IET 51T
I, ZFOLFHNOSFICEEEELF (1) ZEMLUET, 72 & 21T 1Exp-pHE-RSA-DES-CBC-sHA & AJJ L
£
B 7~ TLS/SSL /N—2 a NG A A — FDHE AT H LI LTI EI W, FEffld &
W5 U A MZDOW T, https://www.openssl.org/docs/manmaster/man1/ciphers.htmlZ 2 L T< 72
éb\o
TFTAT AL TLSVI3 N— 3 &SR — N L TWET, K TLs AES 256 GoM SHA384 3T
T b OB Y A MBS E LT, 774/ M T TLSVI3 E7 7747 2 ETHA)
(2720 £,

AsyncOS /X —7 5 > 14.0 TiX, Kf5 70s aBS 128 GoM sHA256 33 L UNTLS CHACHA20 POLY1305 SHA256
T 7V FOKEE Y A MIBMShET,

AsyncOS 73— 3 > 9.0 LLREITDT 7 /L b OKFB1E, pEFAULT:+kEDHE T,

AsyncOS X— 2 9.1 ~ 11.8 DT 7 4/ b O FIX, RO LBV TT,

EECDH:DSS:RSA: !NULL: !eNULL: !EXPORT: ! 3DES: !RC4: !RC2: !DES: ! SEED: ! CAMELLIA
:!SRP: ! IDEA: |ECDHE-ECDSA-AES256-SHA: | ECDHE-RSA-AES256-SHA: ! DHE-DSS-AES256-SHA:
!AES256-SHA:DHE-RSA-AES128-SHA

ZO%AE,. T 74/ h O EIX ECDHE 5 ORI L > TEDLLILERH D £,
AsyncOS /X— 3 > 12,0 IEDT 7 )V OB EIX, RO EBY TY,

EECDH:DSS:RSA: INULL: ! eNULL: ! aNULL: | EXPORT: | 3DES: | SEED: | CAMELLIA
: ISRP: | IDEA: ! DHE-DSS-AES256-SHA: | AES256-SHA : DHE-RSA-AES128-SHA:
TLS_AES 256 GCM_SHA384
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SIBAEZENEHE (Certificate Management) .

EECDH:DSS:RSA: !NULL: !eNULL: !aNULL: !EXPORT: ! 3DES: ! SEED: ! CAMELLIA

:!SRP:!IDEA: ! DHE-DSS-AES256-SHA: ! AES256-SHA: DHE-RSA-AES128-SHA:

TLS_AES_256_GCM_SHA384:TLS_AES_128 GCM_SHA256: TLS_CHACHA20_POLY1305_ SHA256

G¥) H LW AsyncOS N—2 a N7 v 77 L— RT3 58I, T 74/ bOREEAAL — h &

HFHLET, B5AA— MIBBMWICEHT SNEE A, LETDO/N—2 3 2025 AsyncOS
ROLINRIZT v 77 b — R 55813, WAL — 2RO X DICHEHTLHZ Lo
["LET,

EECDH:DSS:RSA: !NULL: !eNULL: !'aNULL: 'EXPORT: ! 3DES: ! SEED: ! CAMELLIA

: ISRP: | IDEA: ! DHE-DSS-AES256-SHA: | AES256-SHA : DHE-RSA-AES128-SHA:
TLS_AES 256 GCM_SHA384

EECDH:DSS:RSA: !INULL: !eNULL: ! aNULL: ! EXPORT: ! 3DES: ! SEED: | CAMELLIA
:!SRP: ! IDEA: | DHE-DSS-AES256-SHA: | AES256-SHA: DHE-RSA-AES128-SHA:
TLS AES 256 GCM SHA384:TLS AES 128 GCM SHA256: TLS CHACHA20 POLY1305 SHA256

o [TLS JEME O Mh{. (H2E)  (Disable TLS Compression (Recommended)) ] : TLS [ & Hhi2 9%
ZiE, ZOF =27 Ry 7 AA I LET, REOEX 2V T 4 2RI DIF. ZOREN
LRSI FET,

« [ =27 LDAP % —E X (Secure LDAP Services) ] : ibalk, FMBRGE, B LN EF =27 LY T 40
HENET,
s [EX 2 TICAPY—E A2 (SMEDLP)  (Secure ICAP Services (External DLP)) |: 777 A 7 2 A & 458

DLP (F—#iwHh1E) Y— R—RD ICAP /5 DB AT 5 7 e bV &2RIR L E9, R
DNTIL, AEEDLP — R — DR TEEZER L T EE W,

s [—ERDOHEH (Update Service) ]: 7774 7 ALFIMARRRT v 77—~ —"—HO@EIC
T 278 hara@RLET, —EROEFHOFEMIZ OV TIX, AsyncOS for Web D7 7

GE)

ATy 74 [#EE

L—h&T v 77 —hF (61 X—2) LTI,

VAADT v T — K P —=N"—FSSLv3 ZY R —F L TWEHA, L7 ->T, TLS1.0 L E
% Cisco 7 v 7T — K P —ERATA X—T NI LTREIMERHYET, 7272L, a—h
Ty 7T —F Y= _"—TIEBED SSLVIZEHT 22N TEET (FOXHITHRESNT
WHEE) . ENHOH— N—=THR—FZIN TS SSL/TLS DX—V 3 U AR L TL 12 &
U,

(Submit) 127V v 7 LET,

REBAZE D EE (Certificate Management)

TTIAT AT, TUXNGERELHEN L TS LIRS a L. md. REL X7,
[FEAEDOE B (Certificate Management) ] ~— Tl BIfEOFEAED 2 NORRLEH, 5
T — FEAEOER, 5Ly 7 SNGEREORREIT) ZENTEET,
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GE)  TITIATUARA U Z =2y MBS TWRWES, [REFIHFER (Certificate
Management) | ~X— D1 — RIZKERIRDN0 | ZA LT U RT3 =03 ELET, I HIT,
FEEZ B — R L7k, [v=7 = A FZ2EUGTEEHATL (Failedto fetch manifest) | >

T —27 =5 — [REFAEDOEH (Certificate Updates) | U A MIFRREINFET,

BEEIER

SEHERL L O —2onT (57 2—)
FERAEOREH (58 X—))

cfEHTE A N— NEHEOER (57 X—)
e 70y 7 SNIAEHEORR (58 X—)

A& T EREBAEREEIC DLV T
AsyncOS 10.5 TOFIPSE— REHD Y UV — ATV, R SNHFEAEITT T, 7y Fr—
RENZaEL 7747 V7 (CC) FEMEIZHEILL TV D 2 & 2R T 5 72 D B I IRE S AU E
T, REAEZREAELRDY A b ERE L THREEYT 51213, OCSP MGEz il T& £7,
WY CH R ER Web EX 2 V7 4 T T IA T VAT v 7 r—RENTNDHI &L,
FTRCOBEY —/S—CHIBRSSLNY Ry A 7 H#EITTEH LIS, A2 TEF =T 7RGE
HENT R TOFEY —NR—TREINTNDZ AR T OLENDH Y 7,
JERS TR REERGEIL, ROFENFEOT v 7o — RICEH S E T,
sHTTPS 7u X ([E¥ = U7 4% —¥E A (Security Services) ]>[HTTPSZ' =% (HTTPS
Proxy) ])
« 77 AN — = ([E¥ =2 U T 4% —E R (Security Services) |>[~/L 7 = 7 %K &
L E=7—3 3 (Anti-Malware and Reputation) |>[7 7 A VAT DFEMMELE (Advanced
Settings for File Analysis) |>[7 7 A /L5374 #—/3— (File Analysis Server) | : [T A ~<—
N7 27 RE X OFGER  (Private Cloud & Certificate Authority) |: [7 v 7' v — K&z
AEJR DM (Use Uploaded Certificate Authority) 1)
cfEHETE 50— MEAE (Y F7—2 (Network) > [FEFAEDE B (Certificate
Management) ])
« 70— /VVRFEDORE ([Ry FU—2 (Network) ]>[#7F (Authentication) ]>[Z 7 —/3
IVIBREDERE (Global Authentication Settings) 1)

*SaaSDID 7' A X ([Fv hU—2 (Network) ]>[SaaS DID 7,34 4 (Identity Provider
for SaaS) 1)

» Identity Services Engine ([% >~ bV —2 (Network) ]> [Identity Services Engine])

« 83 DLP ¥—/3— ([*r >~ U —7% (Network) ]>[#Mi{DLPH—/3— (External DLP
Servers) ])
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ingssvE—onT [

* LDAP B X O % = 7 LDAP ([*>» RV —72 (Network) ]>[#2iE (Authentication) ]>[L
/b2 (Realm) ])

FIPS Compliance (50 ~~—) HZH LTI,

SIBAERS L UF—IZDUVT

AP CFEAERT D L EIC, T UWIEEF a7 HTTPS #ki 4#H L T Web 7' 11 % &
ICRFEZ LT v vy VERELET, WebEXa VT 47774 TV AL, 7740 T
B [CiscoWeb X2 T 4 77T 47T AT EZFERAE (Cisco Web Security Appliance Demo
Certificate) | ZMH LT, 747 b D HTTPS #fi e L £, < DT T IHT
X, AEAEREZNTHD VI NEOBEENFRINET, BRREHECET I A ve—Y
Ha—P—ZFKRL2NWE T BITE, 77U =23 C CHEINICE S AR E L
F—DRTET v E— FLET,

EEIRE

EAE L X —0T v T — REIFAER (58 X—)
AEEEAL R (60 ~—2)

« PRGEHZE (60 ~—2)

EFETEHI— FEAZEDEHE

&
ATy T2

ATvT3

ATv74

Web EX 2 UT 4 77T T A IIE, GHETEDL— MNEHAEOU A RBFEL, Zhn
HEFF SN E T, BHEHTX DEHEEZEFD Web 1 FTlX, BELIIVNEDH Y FHA,
FHETE LFEEFED Y X MIGEHEA BN L, HEBMICGEELZHIRT 5 &, (B TE 25N
ZEOVANEEHETEET, WebtEXa2UT 477747 A TIE, 774~V VXIS
A EFHIBR SN ETAD, 22— —EHEOEE AL EIL T Ed, 2T, FEHTES
U A b BHREEDSHEREMICHIBR S NV E T,

B TE 51— FMEHEFELZBN, EFE, FUrn— 9523 UFOFIEEZITLET,

[r> FTU—2 (Network) ]>[REBAZDOEEL (Certificate Management) ] DNEIZEN L 97,

[REFAEDE L (Certificate Management) |-X— D [{FHTZ 5/b— FEHAEDOEH (Manage Trusted Root
Certificates) %7 U v 7 LET,

VAR A Y A MIRE SN TORWVEERER O FL MW A X LOFETE 20— MEAEZ B
42120, WFOFIHRZETLET,

[f >»A—b (mport) 127 Y v 27 L, GEAET 7 A V2SR L TGERL, X5 (Submit) | LET,

1 DL D A 2B At EOEEZ LEXT 512, UTOFEEZEITLET,
a) EEXT28MVOMEEEZ EEZX (Override Trust) | F =y 7Ry 7 A% A4 LET,
b) [#E (Submit) 1 %227 U2 LET,
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RATY TS FFEOGEAEOa—%2 4 7 u— K752, LFOFIEEZFEITLET,
a) VAADFEEHTE 50— MEHAED R FTREAFEOARTZ 2 U vy 7 L, = M ZRALET,
b) [EFIEZZ 71— K (Download Certificate) 1 %7 U > 7 L&,

AEBAE D EFR

[F# (Updates) |BZ > aidid, 77 I9A T VA LDV AaDEfTE H0— FEHEL T
2y 27 URRDONRY RUZONT, N—=T 3 UNEFREEEERERD —BEERRINET, Zh
HONY RIVITESRICEFT I E T,

[FEREDOEH (Certificate Management) |X— T[4 T <HEH (UpdateNow) 1227 Vw7 L, T v /T —
RATREAR T _TONY FAZFEH LET,

70y ENt-AZEDRTR

VARV EHTHD LHESNTT By 7 SNIREAED Y X P 2RRT52iE, LFO
FIEZFTL £

[7va vy 7 EHIEHEEFR (View Blocked Certificates) | %27V v 7 LE9,

RS X —D7 v T O— FERFIEER

—HBD AsyncOSHERE Tl HEMEDMENL, TERE. FIIREDTOITFEF & F— 0B TT,
72 & Z1X. Identity Services Engine (ISE) 72 & DRERENS ZAUZHZYS LE T, BEAFOGEHE L F—
7 v 7a—RL7ED, HWIEEZHRETHEZITH LWGEAELE X —2 4K LY TEE7,

SIREFLUVF—DT7TyJTO—F
T ITAT VAT v a— FT5EAEIL, UTOBEFEZEZLTWOINERH D £,
e X509 EHEAFEHL TWDH I &,

« T AWMEXF—NPEMHEXTEEN TS L, DERERIFHR—FENTWHER
Moo

ATV T [Ty 7 r— RENERELE F—% ] (Use Uploaded Certificate and Key) ] Z#IR L E 7,

AT w72 [[EAZE (Certificate] 7 4 —/L R T[ZM Browse) 1227V v/ L, Ty 7u—KT57 7 AV ERKELE
7
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ATvT3

RATvT4
ATvy7T5

anzssvr—osn [

GE) Web 7' 1 203, 77 A VADRMOEREELITF—2MEA L3, EAET 7 1 VIZPEM
R TDUENRH Y £, DER BRI AR —FSnTHEEA,

[¥F— (Key) ] 74—V RT[ZM Browse) |27V v27 L, 7y7u—F 577 A VEFEELET,

GE) F—DF XE512, 1024, F72132048 8y FTHHAMENH Y £3, MEX— 7 74 LIIPEM
TRt IEe 0w £¥ A, DER BRI A — FENTWER A,

F =D FL I TWAGAIEL, [F—IFZ b TWET (Keyis Encrypted) ] Z i8R L £,
[Z77ANDT v 7Fra—1F (UploadFile) 1227 U v 27 L%,

AAES L UF—DAERK

&
ATy T2

ATvT3

ATy T4

[k S IV 7-FEAE & X — % il (Use Generated Certificate and Key) ] Z3&IR L £,
[ LWGEBE & S —% 4% (Generate New Certificate and Key) | %27 U v 27 LET,

a) [REMFE L X —% Rk (Generate Certificateand Key) |4 A 7 2 7R v 7 AT, LERAEREHRE AT L
ij‘o

GE) [H@4 (CommonName) |17 4 —/V RiZid, AT v =2 (/) ZHR<AEE D ASCIL XXF% A
JTEET,

b) [FEHAE & ¥ —% &K (Generate Certificate and Key) | ¥ A 7 2 7R v 7 AT, [4 (Generate) ] %7
Vw27 LET,

ERRINSE T T 5 &L [FEE (Certificate) |22 v a 10, iEAEDIERE 250 ) v 7 (FEAELZ
7 > v — RDownload Certificate] & [FERIEFZE A ERD X 7 m— | (Download Certificate Signing
Request) ) DFERINET, F7z, #ikR (CA) NOBAMEIMNHELZEFE LI, ThEeT v
Ta— RTL7OIMEHT 2 B4 EFEIE (Signed Certificate) | 47> a Vb RRSNET,

[FEREA 4 v v — RDownload Certificate] & 7 U w7 LC, 7774 T L AILT v a— KT 58 LWL

HELF T o—RFLET,

[REBEZE 4 ERDO X 7 m— K (Download Certificate Signing Request) |27 U v 27 LT, B4 DT-DIZFR

FEfE (CA) ICEET O LWGEAEZ v A V2 XU ra— RLET, ZOMEOFEMIZOWTI, FEE

BAER (60 X—) ZZRLTIEEN,

a) CAMOEAMZFEMENEINT O, [REWFE (Certificate) |7 1 —/V RO [F4 4T ZFEHE (Signed
Certificate) ] T[S (Browse) %7 U v 7 LT, BAMNEIHNAFET 7 A NVEREL, [T 7ANVDT v
7m— K (UploadFile) |27 Vw7 LTCTFIAT AT v 7 u—RLET,

b) CADNL— bEAERT 774 TV ADEETE 50— MEHE) 2 MCEENTWD Z L &R L E
Fo VA RMIRWHAITEMLET, FMICOWTIE, FHETE 50— MEFEOEH (57—)
EZRLTLLIEEN,
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Web X2 VT 4 T T IATVARE, TTI7ATVARILT v 7 a— RENTEAEOER #
BLER (CSR) HAERTDLZEIITEERA, TOED, 77747 ARICER S UIZEE
fﬁi%ﬁﬁﬁﬁ“é . MO AT DINDBHEREFITT DLERHY £, % TT 7747

2NWA VA NIV TLERBEND L1280, ZOVAT LS PEMEROF—2RFEL £,

FH/N—2 a2 @D 0penSSLA U A h—/L3fLic, fEEOUNIX v U2 TE £, CSR
T T ITAT VADKRA NGRS D Z L Zffgid L T IZE VY, OpenSSL Z i L 7= CSR O/
FROFERICDOWTIL, BLTFOBATCH LT A RIA4 2SR LT IZ30,

http://www.modssl.org/docs/2.8/ssl fag.html#ToC28
CSR MWV EN/= b, BAEF (CA) ITHELET, CAE, FEEL PEM FATEL X7,

WO CREAFEZRET 25613, A1 2 —xy ]\ T [certificate authority services SSL server
certificates (SSL #—/3— ftﬁﬂi%ﬁf LTWHREGEER) | ZHR LT, BEO=—XIZKb
WL —EAZER LT, V—E 2ADOFIMEIHES T, SSLAFHEZ RS LT,

)

PRREBRE

GE)

DOHEEELD Y 7 v =7 OpenSSL (2 £ TWET,

MEOFEHEL AR L TEATHILEHLTE ijﬂo %@fl&)@“/h‘ﬂ/ﬁihttp://www.openssl.org

Jo— FEERERI(CA)DFEERRFEICN Z T, AsyncOS Tix, "G EDOKAEDMEH & 4R — k
SNET, PHFEAZFE L ITEHTE 20— FRRERIC L > TRITSNZGEAETH Y . BIIO
FEAEZAERR T D7D SN ET, Zhid, BEOEEEZER L ET, 72L& 2F, BT
& Db — FRRERIC K o TREFEZFAT T D HERI DS 5- 2 54172 example.com (T K > TREHFED
FATSNIZE LET, example.com (2 X > TRIT S NFEHFIL, example.com DFLEE F—3F5 K
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advancedproxyconfig > HTTPS > Do you want to enable automatic discovery and download of

missing Intermediate Certificates? gi"fﬁﬁﬁ [/T\ fEPF’Eﬁ%EEﬁ%@*ﬁHjJ %ﬁégj”:f% 357;*0
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URI 7 4 —/V EREENTWET, ZDO7 4 —/b K2k, BEOY— N—3EAEOEL |2 H
SNLOFATEMNEZEZRET L ENTEET, ZNNEHREICZRDE, WebtFx 2T o
TTTAT A NF— RO CAGEHAENEG S D £ TRITHE OFEHEE FIRAICETEG L,
Fr— EHERIELELY ELET,

AsyncOSforWeb D7 v 745 L— k&7 TT—k

AT, AsyncOS for Web & EDaR—3y MupiFlc, 7y 727 L—F Ly 7 b
VT N=Var) LT yTT—bF BUEOY T MU =T N—=Ua LV OEE) ZEHIICY
U—ALTWET,

AsyncOS forWeb =7 v 75 L— R 51=0DRRX N TS5 T74R

e T w7 L— RERMGTHEIC, [ AT AEH (System Administration) > [RE Y 7 A
sV (Configuration File) ]X— % 7ziZ saveconfig 2~ > R&EFEHL T, WebtF¥x=UTF ¢
TIIATAMBXML Ay 7 4 ¥ab—vary 7y A VERFELET,

*PACT7 7 ANRH AL VA X LToTy Ra—H—0MX—T R, T T4 7T 2 AN
INTWDIMD 7 7 A NVERIFLET,

T T L — IR, SE8ERT T N TREWVEMEEAZTB LARNWTL &N,
TCP vy Y g nNF Ty a— KRR HZA LT ML T LESREAE, Ty 77 L— Rk
2 A[REMERH D £,

T T T L —RNETLESL, XML 7 7 A WVICEREHREIEFELET,

ESPEREYS
T TITAT UV AREDRT, v— K, BXOUE>Y F 23—)

AsyncOSHE L UtEF 1) T4 Y—ERaAVER—R2 DTV TS5 L—
KTy TT—F
7y ITL—ROEY O—RES VR R—)L

it BRI

T TIAT LV ADAL T 4 FXal—ay J7ANVNBIRELET (T 7747 2V ARTEDOE
. Be—FK, BLOUEy b Q=) 22H) ,
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IEOBETCHE Y —REAL VA N—EITIN, $BFAAv I TT T RTH 7 a—F
L%BETA A R—LTEET,
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RN L FET,
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AT T2 [Ty 77 VL— K47 a (Upgrade Options) ] %7 VU v 7 LET,
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RIE Bl
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Aooa—RKP5ETT5E, [ A= (Install) ] RZ U REREH
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configuration directory before upgrading) ] &4 12 LE T,

o« [BRAEDRRE Z 147 (Save current configuration) ] 47> a3 VA 1/ -
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configuration file) | Z# A4 I LT ANy 77 v 7 a B —HNOHEAEDTTD
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7 SNTHERRT 7 A WL, [E% 2 — K (Load Configuration) ] 2~
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ToTT=2 us Ty A UTREKLE T,

C¥)  WHTOT v 77— MITHTEEtA, TXTOREFOY v 77— M, B LWEE ) #E
MENDHNIET T DRENRHY £7,
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Vy—% L<HEELTWDIHA, 7y 77— FBLW AsyncOS 7 v 77 L— Rk L CH
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Cisco Update Servers

e me s mm 1 TP connection to Intemet through firewall
D ST S EAE
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Local web server with
access to the Internet

Web Security Appliances

O—ALTYTITL—KH5—N—DON—FI917BLUVYVI I T7EHR

AsyncOS7 v 77 L— R 77 A VDX 7 a— RTiX, Web7 7 U W&z =Ry hT—
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Settings) ] ~~—Y % 7/-i% updateconfig 2~ > REZMHL T, m—h h—"—%2HT L LT FTA1
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WREZR T v 77 L— K (Available Upgrades) | %7 U v 7 357>, upgrade =~ RZETLET,

O—AIEYE—HMZBIFET7TYTITL—FAEDHEE

PLFOMESIE, Cisco 7 v 77— b == TidZe <, v—/ % —3—=/15 AsyncOS
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ExAtERATOaV T4 XaL—3y T7A4ILDFER

N—=g VIS THETHY, FRUBDOAR—g X7 v 77— RT58E8. 7o 77 L—
R 7FatREWebEXa T AT TITAT L ADT 7 A NMIBIED S AT AERE S HEIHIC
PRIFELET (ZFEL, R 7w 7L LT, avy74Xalb—vary 7y Vea—h)L <
VUVCFBTRET DL EHIRLET) . JhIC k5T, MRTOAN—Y 5 LT T L,
AsyncOS for Web 23 LARTDO U UV —ACE#EST 2 a0 7 4 Falb—ay 77 /bxr— RT&
FI, L, HaErETTLHE, BEHAVH =T oA ATBEOFR Y NI REEHHL
e

SMAIZCK>TEEBINBETTSA4F7 2 AD Async0S D1ET

Web X2 UT 477747 A D5 Web | AsyncOS IZHE LT HZ N TEET, 7275 L
Web bXa VT 4T FITAT VAR EF2 VT 4 BT 774 T UV ATEHINTWDIEA
. UFDOL— e A RTA4 EZBE LTI TEEIN,

c PRAEFRILR—FT 4 T EWeb v X2 VT 4 TS ITAT VA TAX—TNMITDH L,
Web [ AsyncOSITEIFZBRMAT DRNCE X 2 U T 4 EBET S I7A4 TV ANDUR— K 7 —
ZDELEER T LET, BX2 VT 4 EHT T ITA TV ANDT 7 A )LVDEEIEIZ 40 L
LB EA L. Web H AsyncOS 237 7 A L Difinika Z O F £ T 5 L 9 1242720,
TRTDT 7 ANV EHEEETICEIFERT £,

B, WUIRTTAIVERIIWeb X2 VT 4 777 AT R &BHEAHT 2 MBN
HFET, ENLUANDEE, EX2 VT 4 EHT IS IAT U APL Web X2 VT 4T
TIAT VAR EE T v vaT B ERRTAREERIH £97,

LIRTD/N— 3 >~ D Web FHD Async0S D1ETT
AN\

FE O WebbBXa 0T 4T FIF3AT U RADEAXL—F 4 7 27 AOETCITIER (TRREER 7o E
THY, TRTORER T LT —FX—APHIRENET, DI, TTI7A TV ARHRE
ENDHET, HITIZE->TWeb b7 7 ¢ v ZHENFRSNET, IO Web X =2 U7 ¢
TTITATUVAREIIGLU T, ZOBERR Y N —7 OREEWETLHARZHY £5, 2
DX DS HIEOETRIZT T34 T v A~OWER 0 —h L T 7 ARME L) F
R

GX)  URLAT AV Y b7 v 77— FBFAARERSE AR, AsyncOS DE LRI L B A3
SNET,
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« Cisco Quality Assurance [Zf]WVE T, B E T 2EICNEITARENE 9 &R L TL
I, (BS: ZhE, D by 7o MERAWRER A=Y a ] 872 a VY OEKT
T, ZADIEMEDE O DVERIEATT, )

cWeb t X2 VT AT T ITAT LV ADLIO~Y ALLTFOERE NNy 7T v 7 LET,
VAT A ALY T 4 X2l — gy TrA) RATL—XE< A7 LRVIREE
MRFFT AR T T A,
s REFT S LA — b,

o

T FIAT VARIMRIFEND I AF A RENTZT L R a—P—@m<—,
s T T TAT A LIS ILTUVWD PAC 7 7 A L,

RATFYT1 "=V a BRI T IIAT L ADCLIICa A4 LET,

G¥) WD AT 7T revert A~ ROEITTHEXIZ, WS ODDEET 0 7 MIARITENE
T, INHOEETa P NMIFRET D &, TSI —Va vy ERTEMENBEGLET, 20
720, HEllmid 2 ¥EFIENZE T TAHET, Bx7/ o AZHBLEWVTLS7ZE0,

RATY T2 revert A~ REANLET,

ATV T3 WATHITT DT 7747 A% 2 AR LET,

ATy T4 ROFIAARRRANA—Ta D1 DEEIRLET,
TTIAT AR 2EY T—FLET,

GE) o7 ot IR O NPT, BInET LT, T I7A TV A~Day ) — )77
T ANHORIAFEEIZAR D E TITiE, 15 ~20 5000 £9°,

TFTAT AL, BIRE T Web/X— 3 > D AsyncOS Z il L TR L £9°, Web 7 7 775 Web
A BE =T 2 A AT VB ATEET,

SNMP ZERH LI XA TLDREBODE=2Y) VT

AsyncOS A L—F (7 AT ALE, SNMP (> 7V %y hU—7E#H o han) &
FERLEV AT A AT —ZADE=L—Y 7Y R—FLTWET, (SNMPOZEHIZHOWN
TiZ. RFC 1065, 1066, BL11067 ML T &)

PTFORIZERELTLIEEN,
«SNMP 1%, 7 #4/L hTH 2D £,

«SNMPSETEIfE (2> 7 4 Fal—vay) ITEBEIRTFEA,
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* AsyncOS (X SNMPvl, v2, BLOVIZH AR — K LTWET, SNMPv3 DFEMIZ DUV TIE,
RFC 2571-2575 #Z ML T 72 &0,

« SNMPv3 %4% TMZT D6, AvtE— ‘/“éhiﬁkﬁﬁﬂt ITMZHTY, FRAED/NA T
L— X LRI e > T m irt,c D EHA, BT LY XAIZIZAES (HELE) +
TIXDES Z#f8ETE £9, #iET /LT Y XA Vi SHA-I (HELE) E£721XMDS5 2FE T
F9°, WIT snmpeonfig I~ REFETTHELEXE, T~ RIZZONRRT L—X) T
B ShTuwWEd,

* SNMPv3 = —H—4 1% v3get T,
> snmpwalk -v 3 -1 AuthNoPriv -u v3get -a MD5 serv.example.com

* SNMPvIl F 721X SNMPVv2 DA EERTLHEIE. 23a2=27 4 A M) VT RERTET DN
ERHVFET, 232=2T 4 APYUTIE, public T 74NV FERESNER A,

« SNMPvI 5 L OV SNMPv2 DA, EDxy hU—27 050 SNMP GET EXRK %= 1) AiLD
MERETDLERDH Y £,

s NT7 v T EMFEHT HITIE, SNMPY 3R —T % (AsyncOSIZIZE EFN TV ERA) BETH
ThHY, ZOIPT RVAR KRNI v T Z—Fy hELTANINTWAHERSHY £7 (K
A ML EFEHTEETN, ZOHE. b7 v FIIDNS BREIHEL TV 5 & X IRV HERE
£7) .

MIB 7 7 A L%
http://www.cisco.com/c/en/us/support/security/web-security-appliance/tsd-products-support-series-home.html
MHBAFTEET,

K MIB 77 A NDEHFNA—a U EFERLET,
UTOEEHDOMIB 7 7 AL HY 9,

» syncoswebsecurityappliance-mib.txt : Web X = V7 4 77534 T U A HOZ ¥ —TFF A
A MIB @ SNMPv2 H 2D,

* ASYNCOS-MAIL-MIB.txt : EEF A — N X2 T 4 TTIA TV AHOZ X —T 54
A MIB @ SNMPv2 HH#D#i8A,

« IRONPORT-SMLtxt : =@ [EIRIFHAEE] 7 7 A /LIE, asyncoswebsecurityappliance-mib
TEZERLET,
ZOY Y —=ZZiE, RFC1213 3B L OM907 IZHE STV D MIB-II OFEAH Y SO 7%
FRFEESNTVET,

SNMP 2L CT 7747 AT CPUMMEELE=F—V L 7F 5 HIEICHONTIL,
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118415-technote-wsa-00.html
ML TLLIZEEN,
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SNMP E=4—1 5 DAxr—TILLEERTE

TITIGATVADY AT N AT — X AMEREINET S L HIZSNMP #FHET HITIE, a~w
KA A ¥ —7xAA (CLI) Tsnmpeonfiga~> REFEHLEST, /v F—T =4 AD
fEZEIRL, RELKRDE, 7T T A7 2 A1 SNMPv3 GET ERITIGE L £,

SNMP E=4—V v 7 & FEHT %46, LTFTORITERLTI LI,

c INHDNR—V g UI3BERICIL, —HT AR T L—ZARNEGENTWALENDH Y 17,
« T 7N ETIE, N=Yar 1l BLUO2ERIESEINET,

o A RX—T NI THEEIE, X—V a1 BIMERICETLIZIa=T 40 AN T
MNEENTNDIMLERHY 5,

IN—FYHT7AToH b

Intelligent Platform Management Interface Specification (IPMI) ¥l N— Ko =7 &% —|C
FoT RE, 77 AE—FR, BREYV 22—V AT =X AR EDOERPHRESNE T,

F=H—Y U THBERNAN— R Y 2T EEOF TV 7 b (77 o ORREVEIR AR Y) &
WETAHIZNE, TTIAT LV AETIADON—RT =T T4 RZSRLTIEEN,
BEEIE B

e R¥ =AM EYF

SNMP 5 v T

SNMP (21, 1 DEITEEOFMENEH Lz X b7 v 7 (13 m) 285 LT
TV =y a A LEDEENMED - CWVET, F Ty T EE. N Ty T ERETHUA
TADAVKR—F MIET T =G0y NU—27 ")y hTT, b7 v 71X, SNMP
T—Yxr b (ZOEAIECiscoWeb X2 VT 4T 7747 A) T, HORUENT-EN
TG ACAER SN E T, KNS D L. SNMP =— = FE SNMP X7 v | &AL
L. SNMPEH oY —/L V7 7 =7 BB#THRZ MIEELET,

AV H =T 2 A AZK LTSNMP & A 2 —T /M TH L X2, SNMP b7 v 7 %% E (FEo
N7 T EA X—TMEEIET 4 =T k) TEET,

BEDONT T =0y NOIREFE: VT v X—Fy hOANEROLNIZEXIT, B
VR TR S IPT RLAZ 10HETANTEET,

&R R
* SNMP @ connectivityFailure k7 > 7122\ T (74 X—2)

SNMP O connectivityFailure k5 FIZDLVT

connectivityFailure b 7 > 71X, 4 V' F =Ry bADT FI7A4T L ADE ik E=F —F 5720
WA SR ET, ZhiE, S~T R T &I 1 SOAME Y — R—2HH5E L T HTTP GET 2k % 3%
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CLI @45l : snmpconfig .

BT 2RACELVFEITENET, T 74/ FTIE, F=F—&EN 5 URLIZA—bH 80 Lo

downloads.ironport.conl7?7fo

=

& —73"% URL ER e E S %%Eﬁ—éﬁifi‘ snmpconfig I ¥ ]\%gﬂ%’/ﬁ‘ L.

connecivityFailure k7 > 7% A X —7 /W LET (T TICA R—=T MR > TWDHEE S FEIT
LEd) . URLEZZEET L7 m 7 MRFRasnETd,

Je

il

connectivityFailure 7 v 7% I 2 L — F T 5729IZ, dnsconfig CLI 2~ > RZMH L T,
KEH D DNS —"—% AJJF 5 Z &3 TZ£7, downloads.ironport.com DFRFRILIH L |
S~TR LN T v T MEEERET, TAMBET LIZH, DNSH— 2o — 31—

WWRLTLSEEN,

CLI @45l : snmpconfig

wsa.example.com> snmpconfig

Current SNMP settings:
SNMP Disabled.

Choose the operation you want to perform:
- SETUP - Configure SNMP.
[1> SETUP

Do you want to enable SNMP?
[Yr>

Please choose an IP interface for SNMP requests.
1. Management (198.51.100.1: wsa.example.com)

[11>

Which port shall the SNMP daemon listen on interface "Management"?
[161]>

Please select SNMPv3 authentication type:

1. MD5
2. SHA
[1]1> 2

Please select SNMPv3 privacy protocol:

1. DES
2. AES
[1]1> 2

Enter the SNMPv3 authentication passphrase.
[1>

Please enter the SNMPv3 authentication passphrase again to confirm.
[1>

Enter the SNMPv3 privacy passphrase.
[1>

Please enter the SNMPv3 privacy passphrase again to confirm.
[1>
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. CLI D45l : snmpconfig

Service SNMP V1/V2c requests?
[N]> Y

Enter the SNMP V1/V2c community string.
[ironport]> public

Shall SNMP V2c requests be serviced from IPv4 addresses?
[Yy>

From which IPv4 networks shall SNMP V1/V2c requests be allowed? Separate
multiple networks with commas.
[127.0.0.1/32]1>

Enter the Trap target as a host name, IP address or list of IP
addresses separated by commas (IP address preferred). Enter "None" to disable traps.

[127.0.0.11> 203.0.113.1

Enter the Trap Community string.
[ironport]> tcomm

Enterprise Trap Status

1. CPUUtilizationExceeded Disabled
2. FIPSModeDisableFailure Enabled
3. FIPSModeEnableFailure Enabled
4. FailoverHealthy Enabled
5. FailoverUnhealthy Enabled
6. RAIDStatusChange Enabled
7. connectivityFailure Disabled
8. fanFailure Enabled
9. highTemperature Enabled
10. keyExpiration Enabled
11. linkUpDown Enabled
12. memoryUtilizationExceeded Disabled
13. powerSupplyStatusChange Enabled
14. resourceConservationMode Enabled
15. updateFailure Enabled
Do you want to change any of these settings?
[N]> Y

Do you want to disable any of these traps?
[Y]I> n

Do you want to enable any of these traps?

(Yl> y

Enter number or numbers of traps to enable. Separate multiple numbers with
commas .

(1> 1,7,12

What threshold would you like to set for CPU utilization?
[95]>

What URL would you like to check for connectivity failure?
[http://downloads.ironport.com]>

What threshold would you like to set for memory utilization?
[95]>

Enter the System Location string.
[Unknown: Not Yet Configured]> Network Operations Center - west; rack #30, position 3

Enter the System Contact string.
[snmp@localhost]> wsa-admin@example.com
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Web F57¢v% %y 7 (WebTrafficTap) ]

Current SNMP settings:

Listening on interface "Management" 198.51.100.1 port 161.

SNMP v3: Enabled.

SNMP v1/v2: Enabled, accepting requests from subnet 127.0.0.1/32 .
SNMP v1/v2 Community String: public

Trap target: 203.0.113.1

Location: Network Operations Center - west; rack #30, position 3
System Contact: wsa-admin@example.com

Choose the operation you want to perform:
- SETUP - Configure SNMP.
[r>

wsa.example.com> commit

Please enter some comments describing your changes:
[1> Enable and configure SNMP

Changes committed: Fri Nov 06 18:13:16 2015 GMT
wsa.example.com>

Web c5 74 v 27 (Web Traffic Tap)

BHIRT BHEINZ : Web N T 7 4 w7 X o THEBEEAINCT DL, TTITATUVARK T (v
H—=T 2 AA =% ab—FT57D0BMO CPU VA 7 LE AT U NKNEITRDY
TITIATAD N T H 7 vaBRE ISV 72 AN BMETFTDHZ Lk
D\i‘a_o

\}

GE) Web NT77 1y 27 #y THBICK D7 4 —~  ADRELRNT 2121%, #E7 Web k7
TA4v I BT R —REL, Ay TEINDIT T4 v 7 DEEZREL LET,

Z OEREIX. Amazon Web Services (AWS) TIXV AR — FINvEH A,

Web hT 7 4 w7 X2y TREREICED, T4 T L AR /NAAN—F 5 HTTP 3 L OV HTTPS
DWeb 8T 7 47 RE Y TAREIZ/RD, VTNV EALT—H FTF7 40w 7 L EHIT Web
X2 VT AT T IAT VA A E =T oA AL TA L TA—FT5HILNTEET,
BT ENTZRNT T4 I TR ERETIEIWeb X2 VT AT T IAT VA AL H—T =
ARAERINT D ENTEES, ¥y T ENTZ T T 4 v ZIZHTITPS OFT — 2 BNEETH
LDGE. BT A E—T oA RAIEETDHAN, TTITAT VAL > TEEZRY —I2H
SWTHEBZENET, B LR o—22BL T EEN,

BIRESNTH T A H—T oA AX, 8, FE, BELOT =4 70D, SMHTOEx =

UT 4 TA A EESE G T HXERH Y £, F/20%, HHO VLAN EDO L2 A A v F 108
BLET,

\)

G BT AVE—=T 2 A RII TV TENEZT T4 70F, A —Vxy MERBE T a—
FEy A&, IPL—T 4 I L TWER A, Lo T, L2 AA v FIZEERT S
AT, H5HO VLAN BB T,
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B oweb 55195 59 ToaME

COEETIE, Web h 7 7 4 v 7 2y 7 R V—2RETHI L TEET, BEHICE-
TERINTF-ZNODORY V— T A NRIIHESX TTIAT AN OEX=2 YT 4 F
NA ATHHAABEZ2Web N T 7 4w 7 &BITF—V T LFET, Web NT 7 4 v 7 ¥ v 7R
\ZE Y, HTTPS b7 7 4 v 7 ~O AN EI L E 7,

X BT EWS HEEL, BEEEGRINZI AT M E—R—[TRELZEGA., &R
TCP (Transmission Control Protocol) A b U —2ADOFEEEIE L 7,

BB Web vxX2 VT 4T TI7AT A TIE, Web N T 7 4 v 7 ¥y THERENY KR — &
7,

)

GE) SSLET7 74 vl OBET Vv aid, BRER) O —DHA R7 B OWEZIXEOBESITHE

Web k57«

AMENECDHEERH D £, VAT ED L ) RIENBELADT., 0K 5 iRt
FERY —FHIESTWeb X2 VT4 T TI3A4AT L ADWeb bT 7 4 w7 5 7B
BEEMHAT D Z &iTid, AERERTELEAVET,

TIIAT U AEFEHLTCWeb T 7 4 v 71IC% v 7T 5120k, IROFNEER FEITT 5 HLER
HET,

1. Web FT7 7 4y &y THEREDHEZIL

2. Web o774 v 0 BT RY —DRE

BEEIER
*Web N7 T 4 w7 HuTOHEMME (78 X—)

eWeb hT7 7 47 By RY—DFRE (79 =2—)

v 2y TDOEDE

1R8O BRI

Web N7 7 v 7 2y THERRIZT 7 40 R TIRERNC R > TWET, Web T 7 1 v T Zy
TR —EERT DRI, [WebEF =2V T 4 v1r— % (Web Security Manager) ]> [Web
N7 7 4w %7 HRY L — (Web Traffic Tap Policies) ] ZfH LT, Web k77 4 v X v
THRRE AT HHERD Y £7,

\)

GE) HTTPS FF7 o ¥ 7y a a4y 7 T520%, EERY L —2EHRTHLERHY £3, 1H

ATY7T1 Ry FTU—

TAERY =2 SR L TIEE,

7 (Network) 1>[Web N7 7 ¢ > 2 %7 (Web Traffic Tap) | Z IR L 77,
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Web k5742 gy TRy s—nsE [

ATy T2 [REOHE (EditSettings) 1227 U v 27 LET,
ATYT3 [Web hT77 4 w7 ¥ v 7 Of%E (Edit Web Traffic Tap) 13— T, [£1%) (Enable) | F=v 7Ry 7 2%
AT, Web 8T 7 4 w7 2y THERBREAENCLET,
GE) Web b7 7 ¢ w7 X THRER N T HI2IE, [BEME (Enable) | F =y /Ry 7 AeA47
WCLET, Web hT 7 1 w7 2y TRRELZENITLLE, Web T 74y 2y T R —
DFRTFMENTEEHA, RN —DOFRORMELEIT O IIE, REEZ B OHENCT DL EHR
HYET,

ATV T8 [FyT A H—T A A (TapInterface) | Fu v 7HE T U R INS, X TENTNT T4 v I T—H
EEETEWb EXF 2 VT AT I ITAT VAL E—T 2 A AEERLET, {2 —T A ZADFS
Ta v, Pl P2, Tl 2 TF, Ao Z—T oA AZOWTOFEMIL, 77547 v A0 AL T
<TEEVY,

GE) BIRSNTF v T A B —T A XL, T, (&, BEXOT =4 70D, INFoEx =
VT 4 T RZEEET 2 0ERH Y £, £7201F, HEHD VLAN LD L2 A A v FITHE
LET, BIRSNH v T A v H—T oA RIS, AT =X ART 7T 47 ThHDH
ERHVET, TITRVWEEIE, 7SN T 74097 DOIT7—Y U 7IXRRLET,

ATv TS5 [%fF (Submit) 227V v/ L, BHEAZ=aI v MLET,

Web k574w B2y TR —DERTE

ATYT1 [WebtXx=UTF ¢ ~F—% (WebSecurityManager) |>[Web N7 7 1 v 7 % v KV 2 — (Web Traffic
Tap Policies) ] Z&#IR L E£7,
ATw T2 [RY T —%EBM (AddPolicy) 127V v27 LET,
R —DVERROFNEICHEN, FTLWWWeb FT7 7 47 X7 RY —%BIMLET,
GE) 2y B THRERLOTa— NV 8T T 4w Xy TR —E, [Web hT7 747 Zo
AU 2 — (Web Traffic Tap Policies) |X—C, T 74/ hTHATEET ((Web X =V

T 4 <X — % (Web Security Manager) | >[Web hT 7 4 v 7 ¥ v 7 7R 2 — (Web Traffic
Tap Policies) ]) .

ATY T3 [RY— A "DEFE (Policy Member Definition) | fEIK D [FEMFXE (Advanced) | &7 v 2 » &JERHL
T, UTFTDOWeb T 7 4 w7 ZyvTHOBMOITN—TF X"~y FaiBMLET,
« 7' haL : HTTP £721XHTTPS 7' &2 b 2 /DWW Nd, FRITZOMFEEIRL T, Web hT7 7 1 v
7 By R —EER L E T,

GE) HTTPS N7 7 4 v 7 &2 v 7 F 21213, —BIHEHER) U —2ERTLOLENRH Y £
([Web ¥ =V F 4 ~F%—% (Web Security Manager) > [ &1t U 2 — (Decryption
Policies) 1) .

Web hT 7 47 X R —F, XA T 4 7DFTP & SOCKS 71 k a)L&HHR— b
LTWEHA,
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B vr20sororonE

« %7 %X b (Subnets)

cURL 77 Y : MBS LC T, URL 74 V7 7 IAVRIZ[Z v 735 (Tap) | E70F[F >
7L (NoTap) 2R ELET, ROEDOURL ThTI 74 v/ Xy T HRETHITIE, RO
URLO Fay7HZ o URAING [y T7925 (Tap) | Z&RINL T, [2F (Submit GEfE) 127V v
7 LET,

e —HF— T —T x>k (User Agents)
MDD I T R St T DR DERIC SN THMETRT BT, K Y o — DI SR LT
EE,

Gx) BT TBNT T4 Web b T 7 497 Xy TR —TERINZTRTOT 4 VA
FEETTZ L TV AULENDH Y F9°,

[WebtF = U7 ¢ ~3—% (WebSecurity Manager) ]>[Web 87 7 4 v 2 % 7 7R 2 — (Web Traffic
Tap Policies) | ZfH LT, URL 74 VHX U7 ORNHLURL AT IV ZBMTHI L TEET,

GE) T CIC [FHEE (Advanced) B2 33 UZURLOA T 3 U ABMENTW 54, URL 7 1
NEZV o TORTFIENSDOAT TV DHPERINET (WebtF2UT 4 v 12—y
(Web Security Manager) ]>[Web N7 7 ¢ v 2 & > 77" — (Web Traffic Tap Policies) 1) .

Web F T 7 497 2T R —DIEFIZOWTEHLLLIE, RV —DEFEZSR LT ZE W,

HTTP20 0O RO J)LDETE

Cisco AsyncOS 14.0 /3— =3 %, TLS #4 L7= Web U 7 =& M5 L OURE WAITIZ HTTP 2.0
EYAR—FLET,

TLS Z/L7= Web V 7 = 2 B L OUSZH D HTTP 2.0, HTTP 2.0 ¥-""— hiZix, TLS 1.2 LA
BED/N— a3 o CORMEMATREZ: TLS ALPN R—AD R T —3 3 VAT,

ZOU Y —ATIE, HTTPS 2.0 TR DFERE TIT Y R— &R TV EH A,
«Web N7 7 42 %<7 (Web Traffic Tap)
« /%8 DLP (External DLP)

« DIROENE & 7 7V r—3 g v OHHRIE

)

GE) 774 /L N CILHTTP 2.0 BEBED BN 72 > T D728, CLI =~ > KHTTP2 ] L CHHE
EERCLET,

HTTP 2.0 #HETIE, REHAR—FLET,
« K 4,096 DfEEEYE v g L 128 DIFEIFEA N Y — A
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wp20 7o karozz

cALPN IZHDHTXTOHOHTTP 7’1 hajL b7 RN A XENTZ ALPN IZH DK THODT
=3 =)

o R A XD 16k D~ H—,

\)

GE) 2.0 ORI T v % %95 CONNECT & HTTP 1.1 TR L 9

HTTP2.0% E & AN E X T B0, FHLWCLI a2~y Rarree NEAINE LTz,
WebtF2UF AT FI5A4T7 A CLLa~vy N 28RBLTLIFEN,

TTIGAT U AD Web 22— A X —T A A%EHLTHTTP2.0 8% FE 138 L=

D, RAALUVEFIRBLEZYD T L3 TxFEH A, HTTP 2.0 % ElX. Cisco Secure Email and
Web Manager (' Aa@ar7 o Yexa V754 EE8T 747 ) TEYAR—FIhTw
XA,
« URL 2AHTTP2 B4k U & b & /%A Z)L—URL 7 2V Ol 5 TR L7-54E. HTTP2 2
INAZN—F 0 HEE SN ET,
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