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[Web E¥ = U7 w3%—% (Web Security Manager) ]> [#5]7" 7 7 7 £ /L (Identification Profiles) ] %
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N R=TNWIT o0, 777 A NVERIBRETICEBICT =7 VT LET,
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WAl T AN T =T NDT Ty ANET Y T LT, DT BT 7 AND T T 7 A
(Identification Profile) ]~X— Y & & 9,

[7 T4 7T > Ma—W—i#il~7na 77 A )LO%E (Client/User Identification Profile Settings) ] DE FIZ&H
[k5 71 7 7 A4 DAL (Enable dentification IProfile) ] &4 > 72134 7Ic L £,

EHZEE L THEELET (XE (Submit) | & [EFE&2ME (Commit Changes) ]) .
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C Receive request from client. )

Compare the client request against the next (or first)
Identification Profile in the policies table.

i Yes

Is the client subnet in the ldentification
Profile’s list of subnet(s)!

iYes. or none defined

Is the proxy port in the Identification
Profile’s list of ports in the Advanced section?

lYes. or none defined

Is the user agent in the policy group’s list
of user agents in the Advanced section?

iYes. or none defined

Is the URL category of the request URL in the Identification
Profile’s list of URL categories in the Advanced section?

iYes. or none defined

Does the Identification Profile require authentication?

i Yes

Does the client successfully authenticate as a
member of the applicable realm or sequence?

o

Does the Identification Profile support guest
privileges for users failing authentication?

Assign the Identification Profile and then evaluate
L . )
the request against the other policy types.

l Yes

authentication required.

1:3#ATOT7AIIWNERETOCR - OS5 — bFBETIPRA—OHO45— L

No

Terminate the request.
Reply to client with

WO, BT a7 7 A VPNEFEY 0 7 — 1~ & LT Cookie ZFEHA L., 7 LT ¥ /LD
FAEEANC LT, ERNVIRICEE SN L) ICRESN TS L EIT, Web 7 2 F 08
I IAT v NEREFBN T 0T 7 A Ak UCEMT 2 iiEE R LET,

. R S—OBERIZHTEIIY FA—HF—04505E
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C Receive request from client. >

No Is this a transparently redirected encrypted HTTPS
transaction received before an HTTP transaction?

l Yes

Is the HTTPS Proxy configured to decrypt No
the request for authentication purposes?

¢ i Yes

Compare the client request against the next
(or first) Identification Profile in the policies table.

l Yes

«— Is the client subnet in the Identification
Profile’s list of subnet(s)?

l‘(es, or none defined

No Is ‘the_ proxy port in the Identification
Profile’s list of ports in the Advanced section?

l‘!es, or none defined

No Is the user agent in the policy group’s list
of user agents in the Advanced section?

l‘!es, or none defined

Is the URL category of the request URL in the Identification
Profile’s list of URL categories in the Advanced section?

l‘(es, or none defined
<N—°| Does the Identification Profile require authentication?

l Yes

Yes Does the client successfully authenticate as a
member of the applicable realm or sequence?

o

=
=]

Does the Identification Profile support guest No
privileges for users failing authentication?

l Yes

ﬁssigﬂ the Identification Profile and then evaluate
the request against the other policy types.

Terminate the request.
Reply to dlient with
authentication required.
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o FARFHREIZES 5 &

AU —ICE ARE

AU —EH IR

NI —D KT TN a—T 4T V=R — hL—2R
e T AN —A T ux T B RE
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