VATLEBIRYDELT

ZOETHHTIARIT. RO LBV T,

« VAT LEHOBE (1)

T IIAT VAREDRA, m—F, BIQ®VEY M 23—)
*CiscoWeb EX =2 UT 4T TFI73A4AT A T4 (§—2)
MHABT TITAT L ADT A A (19 =)

« VE— MNEERBEAOEME (20 2—)

e 2—F—THT FOFEH (21 2—)

e 2—F— TV T LUADEFR 27 4—)
cBHEORE (27 X—)

e 2—H— Xy hU—7 TR (30 %—)
EHENRATL—=ZXD )y b (31 =)
AERINTA v E—=VORIET FLADORKE (31 ~—)

o 77— FDEH (32%—)

* FIPS Compliance (45 ~—73)

« VAT LD HFEOEH (47 =)

« SSL OFRE (48 ~—27)

s SERAEOE L (Certificate Management) (50 ~X—137)

» AsyncOS for Web D7 v 77 L— kK &7 v 75— K (56 *—7)
« LLRTD/N—3 2 > D AsyncOS for Web ~D T (65 ~<X—)
«SNMP ZffiHH L7z AT LOREDE=X Y 7 (67 ~X—)
*Web N7 7 42 #v7 (Web Traffic Tap) (72 X—2)

& IR
VATLEEOHME
SV —=XTTFIAT AL, VAT LEHAORFEDOY — VARt LET, [ AT LEH
(System Administration) ] % 7 OREIL, UL TDO X X7 OEME R L ET,
T TTAT U ADBKIE
. HRE S —
e —H—Th Ty NOEMN, L. B IOHIBR
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RTLEBRIRYOEFT |
B 775 7 zx8xo0rE. -k BLUUEY +

«AsyncOS V7 R =T DT v F 7L — R LT v I F— b
o VAT LIREZ

O - NS N
TISAT VRAREDREF. O— k., BBty k
Web ExX a2V 4T 77T A ODFTRTCOFREIX, 1 OOXML a7 4 Falb— g
Ty ANTEHTEET,

T IAT VUV AREDFRRER (2 ~2—)
T TFIAT UVARET 7 A NDIEELE 2 —)
T I IAT UVABET A NDE— R (3 ~X—)

T T IAT UV AREDOHWHET 74V b~D UVt b (48—)
TIS53AT7RAEBREDRT ENR

ATvT1 [V AT LEB (System Administration) ]> [BRE DY~ U — (Configuration Summary) ] Z 3R L £ 7,
ATwFT2 VEIZEL T, [REDY~ U — (Configuration Summary) |-~X— &2 FrE2IZHRIL £,

TFISATUVAREBREIT7AILDRE

ATY T [V AT LEH (System Administration) > [f%E 7 7 A /v (Configuration File) ] Z 34Kk L £,
ATY T2 [REZ 7 A/ (Configuration File) | DA 7 a v ZRELET,

*TFoay B
T AR A T 5 v DR | ER SRR E T 7 A VOB AR L £,
e ERERIRREGT A — AN O Ea— R C T A MR A T —

~ (Download file to local computer to view or save) |
[T ANEZDT T AT A (wsa_example.com) (ZPRTF (Savefile
to this appliance (example.com)) ]
o [7 7 A NEA—)LTEE (Emailfileto) | (1 D F 72T OE T A —
VT RUAZEELET) o

B O ATLEEERIOET




| v2x7L8BE22H0ET

77547 2&E77 00—k ||

TF7oay

i B3

DFEE

IRAT L= R AT 3 v [BRETFAILTIRRIL—XET AV T % (Mask passphrasesin the

Configuration Files) ]

P AR— FEIIMRIEFEIND T 7 A VT, TONRAT L— %
Dewwkr | (ZEEXHZ FT, NATL—XBRY AT ENTRET 7 A
JV % [H 4% AsyncOS for Web |Z ) n— RFHZLIXTEERA,
[RIET 7 ANHND/INAT — K519 % (Encryptpassphrases in the
Configuration Files) ] : FIPS T— ]\ZJ AN INTWDIGE, 04
Tva CHMERTFIREIC /R Y £, FIPS E— FOAZMEIZ OV T,
FIPS & — ROAMEEIITHNME 47 ~—) 2ZML TS
VY,

N

Ty ANMGES T a D |BRET 7 A NVICLETEFT 2 HEEZERLET,

(VARTLIZKYER SN 74 LB ZEHER (Use system-gener ated
filename) |
[A—Y—FEI7AMILELEHER: (Useuser-defined filename:) ]

25y 73 [FEE (Submit)

TIT5ATRETE

12270y LET,

J7A4)LboO—F

WEEZR— T 2&, BUEOREN T N TRABICHIBRESNE T, LUTOBRELFITT DRI
ExERAFT DI LM HERELET,

URIO Y UV —=ANbEHDY V=R EZ 0 — N5 LR LE®A, "2&T v 77
L— T 5 LR ORELIRFFCEET,

FEITER LI T 7 A V2 — R4 5L, RT3 —< R EHEREORENFAT S el
BV ET,

GE)

BB Aa L 7 4 X2l —ary TrANADN, TFI5AT U ADBEA LA M—LEINT
WANR—T gV URL T I DOy hOTHWWAR—T g NSO TWNAEEES, a7 ¢
Xal—ary 77A4LDORY—L IDBHEBICEREINLBEERH Y £,
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RTLEBRIRYOEFT |
B s 7oxgronmET I kAR Y

\)

GE) REZ7ANVEn— T 5L EEAERIET 7 — 284 LGEa1E, FEEOL— N CA %
WebtF 2T 477747 ADREEENIN— T4 b7 FUIZT vy 7 r—RFLThb,
REZ7ANEHEr—NLET, V—FCAZT v/ u— N2 HEOWTE, GEAED
BEL (Certificate Management) (50 ~X—37) ZZMRL T E S0,

AT9T1 [V AT LEE (System Administration) ]> [FXE 7 7 A /L (Configuration File) ] Z i8R L £,
ATw T2 [FE% 11— F (Load Configuration) | A7 > g btn— RT3 7 7/ NV EERLET, (F)
GE) cNAT L —=ANT AT INTWELT 7 AT — RTEEHA,
« 77 A TIEELF O~ =3 EETT,
<?xml version="1.0" encoding="IS0-8859-172> <!DOCTYPE config SYSTEM “config.dtd”>
Flo, ELL 77—~y bz configt /7 v a U MEITY,

<config> ...your configuration information in valid XML </config>

ATy T3 [m—F (Load) 127V 7 LET,
AT T4 FREINDEEEMBLET, LEOEREZMEB LD, [KifT (Continue) 127V v/ LET,

TIOAT VAR EDHRBET 724HILEAD) Y k
TITIATUAREE )y hTDHLEEI, BEHFEOR Yy N~ REERFTINE ) haik
WCTxFET,
ZOT7Tr7varTiE, aly FTAXNEERLD FH AL

48 HHEIIZ
TTTAT ANAER DGR E ZRFLET,

ATy T [VAT LB (System Administration) > [f%E 7 7 A /L (Configuration File) ] Z3®R L £,
ATYFT2 FHEWCAZv—L LT, #EDY ¥ >~ (Reset Configuration) | &7 v a v aF R LET,
ATV T3 N=VIERKRENTNERE TGS, ATV a VERRLET,

ATy 74 [VEy b (Reset) |27 U7 LET,

B O ATLEEERIOET



| v2x7L8BE22H0ET
wEIrLonys7yIorE I

METFAILDINY I T v TDIRTE

BETT7ANN I T v THERICED, TRXRTOERTT I I7A4 T AOEREN LIRS, B
EDBRET 7 AV ED bEORET 7 A4 408, U E— MIRES NSy 77 v T —n—i2
FTP £7-1% SCP TEE SN E T,

RT9T1 [VAT LEE (System Administration) > [F%E 7 7 A /L (Configuration File) ] Z3&R L £,

AT T2 [REDNNY 7T v 7DOHZML (Enable Config Backup) | F = v /Ry 7 A4 LET,

RFYT3 BET 7 AMNRAT L— R B EHBEIE T (Yes) | 2IBINUET, BET 7 A AHHRAT L—
ZEBAT DT [ 2 (No) [ Z2EIRL £,

ATv T84 BEFEZERLET, ROAT T a 2@ RTEET,

«[UE— b —s3— LEODOFTP (FTPonRemoteServer) ]: FTPHRA R4, T4 L7 )| =2—F—4 B
o277 L —X% A LET,

«[VE— P —,3—LEDSCP (SCP on Remote Server) ] : SCP KA b4, R—+&EH, T4 L7 MU,

B2 —HF—HE AN LET,

ATw 75 [EE (Submit) 1227V v LET,
CLI =z~ KD configbackup AL TERET 7 ANV I T /70*%’@%{/;@‘@”:—;«5 ZEHTE jz—g*o

CiscoWeb X1 T4 7TSAT72R S4EVR

s HEREX—DEH (5 —)
e Av—h YT T T4V T (6 3—)

AN
MEEX—DFEFR
e —I133 AT A L TCEAEOMEY A 2—T ML LET, F—13 T FS5A4A T ADT VT L
BEICEEDOL DT (BEXF—2MOT7 FI9A T ATHEEHTLIZ LT TEERA) &
HEREXF—DFIRETH (5 8—Y)
HEREXF— DO HEFREDLET (6 °—)

HWREX—DORTERH

ATY T [V AT LEH (System Administration) ]> [F¥RES— (Feature Keys) ] ZE4R L £,

AT T2 RETOX—DV A NEEHTHIE, HLF—%F =7 (Check forNewKeys) 1 %27 V27 LE
D
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RTLEBRIRYOEFT |
B zer—oErnrozs

AT T3 HLWHEEES—%2 FETBENT5I121E. [7A4 2 A F— (FeatureKeys) |7 4 —/L RIZxF—%&A50 11T 5
N AL, [F—%%E (SubmitKey) 127V v 7 LET, BEST—DHEDHRGAIL. £ OX— 1 HiH
WZiBMEivET,

ATy T8 [BREP DT A A (Pending Activation) 1V A h D LWEREX —% 7 7 7 1 7L 5121, %0)3? )
[ (Select) | F = 7Ry 7 ZA%EA A LT, BIRL7ZXF—%H%t (Activate Selected Keys) ] %
Vw7 LET,

FHLOF—DRITIN LS, F—ZFAHNICFY Ve — FBIOS VA M—LTDH L5, 7754
TUAEBRECTEET, ZOHE, [IREFTDT A A (Pending Activation) | —EILFITZEAIC/RY F

T, [TA B AF—0D%E (FeatureKey Settings) ]-X— Y CHENWEREZT 4 E—7 WMIZ LIZHETHH- T
H, [FrLWF—%F =77 (CheckforNewKeys) | RA &7V v +5Z L2k, HLOF—2ME
95X 9 AsyncOS IO THIFRTE £,

BEXr—DEHREDNERE
[T7A4 YA X —Df%E (Feature Key Settings) | ~<— 1%, HLWEREX — 2R L OX ¥

Y= RTHEMEINL, INEDOF—FZHEMIZT 7T 4 X—=FTD50E I 0EHIET 57
OITFEH L ET,

ATy T [VAT LEH (System Administration) >[7 A &> A F—DF%E (Feature Key Settings) | Z &R L 7,
AT T2 [REDOHLE (Edit Settings) %27V v 27 LET,
ATV T3 VEIELT[TA BV A F—0O%E (Feature Key Settings) | #ZEH L £,

73y Bz

(T4 A F—OHE) [ BEF—ZHHNICTF =y 7 LTHYr— L, #Urn—FL7HRES—
#H (Automatic Serving | Z# HBEIIZT 77 ¢ 7L L £ 7,

of Feature Keys) | LY ia;ﬁ BIZ1EIFEITINET A, HEEX—23 10 B K5 CHIFRY)
NI 5561 WEFETESNET, F—0RD%EDO 1 HRIEL, 1 HIZI
Iﬁliﬁéﬂifr 175>H BRI 5 & HIRRA G2 20— 13 HIR B AU /A BR
BnoxF—n U 2 MRS 78 £,

RATyT 4 EREAREFL, RIFLET,

ARX—hrYITrI9TT7 SA4EVIVY
M (7 =)
cAv— KNV T =T TARLTV U TDAF—T ML (9 =)
« Cisco Smart Software Manager COD7T 7T A 7 AD%Ek (10 2—)

¢« TA U ADENR (11 2—)

B O ATLEEERIOET



| >27L8BE2DES

» Cisco Smart Software Manager 7> 5> D7 7T A 7 2 A DX EEER (12 X—)
» Cisco Smart Software Manager CD7 77 A 7 2 ADFEHEE (12 X—)
HRIAREDOLEE (13 ~—2)

FRRE L FEAEOE R (13 —2)

e Av—h = FOEH (13 2—2)
e TT—F (14 3—Y)

e RIA L A E—T A A (14 X—)

M=

AR—=F YT 02T T4V T EENTSHE, CiscoWebtF 2 VT 47 7T7A4T A
DIA VL A — ALV AZERBIONE=F—TXFd, Av—hF VY7 TxT S48
A%T 7T 4 74T %11, Cisco Smart Software Manager (CSSM) CT7 77 A 7 2 A &8k
HRERHY T, CSSMIE, AL THEHAT 2T XTOYRAaWRBIZONTTI A B ADFE
MEERT kST —F_X—ATT, Av—h T4 REHEHTDH L, BEGEE

X — (PAK) ZfH LT Web H A F TEBNCEIEFZT HDTIERLS, B—0D F—27 o TBERT
HZENTEET,

TIFIGAT U ARREET AL, TFIAT L ADT AL A%BH L. CSSMAR—F LIEHT
TA VL ADHERRNEERTEES, TT7IAT VAL VA= LENTND A~ — |k

TV ML, TTIAT AL CSSM 28t L, 7 A & AOERRMICEET 2 EH %
CSSM %L T, CSSM MEMRIMZ B CE 5 L9 LET,

Cisco Smart Software Manager (Z-DV Tl
Https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html

ZZRLTIZEN,

1RO BRI
cZHHDOT T ITAT AP A U F—F oy MR TED L 2R LET,

+ Cisco Smart Software Manager 78— % /L (https://software.cisco.com/#module/SmartLicensing)
TV A B— /LA F—AZM\WEE 50, Cisco Smart Software Manager %7 7 1 F &
Fy R =AY A =L LTLEEY,

Cisco Smart Software Manager == —4* 7 1 7 > ks O1ERK % 721% Cisco Smart Software Manager
YT T4 FDA A b=V DOFICDONTIL,
Hittps://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html
EHBLTLLES N,

TA 2 ZAOMERRGICET DM EZER A o —% > MTEE LTS Rna—F ol
4. CSSM F§REDH 7 » b Z M9 % Smart Software Manager 7 7 4 &4 7 L 3
ANA VA=A THZ B TEET, YT IANT TV —varvayurum—RLT
MALTEBIEL, A2 =2y FEMEALTCSSMIZT — 22X EETIT, 718 2%
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RTLEBRIRYOEFT |

U

O—H L TCERBICERTEXET, CSSMYT T4 ME, a2 7 77 RICEMC
F9,

\}

() Smart Software Manager %77 7 A K Z i3 %354 . Smart Software
Manager 77 A |k Enhanced Edition 6.1.0 Z i/ L T 72 &0,

palll

« (ko) 2773y FARVADEFL—F =1L, 7TV 7 T4V AEBAY— |
TA B AIBATT DRERH Y £7,
https://video.cisco.com/detail/video/5841741892001/
convert-classic-licenses-to-smart-licenses?autoStart=true&q=classicz 2 ffi L T 72XV,

T TIAT VADYAT A 70y 7% CSSMDY AT A 7ay 7 EREBETI0END
NET, TTITATVADVAT L 7y 7 ECSSM DU AT A 7y 7 OF L, A
v — Tk FA B AEBEORKOIRRI L 720 £,

\)

GE) ArF—Fy MIERELTTax U RHATCSSM 18R T 258, [VATLEE (System
Adminigtration) 1> [7v 79 L—F&T7 v TT— bDEFRE (Upgrade and Update Settings) ]
EERALT, 77947 VAR ESN TS eX U LRI T a2 AT 208N/ H Y
i‘é—o

\)

GE) (o —H—0%AE, HLWPAK 7 7 AV (B EITEH) 2% ET 520N, 7141
2 TZrANEBERR L, TFI9A T AD T 7 A NVEu—RLET, 7742 —RNL#%
X, PAK ZA~— K A BV RACEBT HLERHVET, Av—F T4 A E—RT
X, 77 A4 rDua—FRh, S4BV R 77 A LVOBERES — B2 > a VITER S L, G
WMOABBHEHINET,

\)

GE) T 7I7A4T 2 A% AsyncOS DLIHIDONN—V a IR LGS, 77 I7A T VA FA~— K 7
AL AE—FRNDLITL YT T4 AE—FRIIBITLEYT, ZA~v— b T4 B A2 FH)
THEDCL, BRBERIA R AZERTLILERHY 7,

TFIAT A L TCARY— N VYT "o =T A8 T2HEMTHITE. ROFIE
BEFEATTHMERD Y 9,

BRIERAR FHIETEER
27 v 71 2w —hI T NI 2T A | Aw—F VYT =T 54k
NN ARY L5 4 T oA 32—k (9

~—D)
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| v2x7L8BE22H0ET

23—t v7rz7 S14tvvvvosx—Tuit ]

BRIERE FHHBEER
AT 2 Cisco Smart Software Manager | Cisco Smart Software Manager ¢
TDTTITAT LV ADRE |07 547 A0 (10
)
AT w73 TA A (BHEX—) O | T ADOER (11 ~—
K )

ARX— b YT D7 540220504 1r—TILiE

ATy I

ATy T2

ATv73
ATv74

[V AT LE] (Sysem Administration) |>[AR— kYT bz T754 12224 (Smart Software
Licensing) ] #®IRL £,

[A~v—hK VYT =T T4 7 DOFHWME (Enable Smart Software Licensing) %27 U v 7 LE T,

A — KNIV T NT2T TRV TOEMIONTIE, AR— MY IRYZTT7 SA4EUO T DM
DY rE27Y w7 LET,

Av—=hF YT =T FA DU TIZONTOFERETATZR, [OK] 227V v 7 LET,
KR zRAFLET,

RDBRY

A=K YT NTx2T FAR VU TEENTDE, 7707 T4V AE—ROTRT
DOHEREN A~—F A4 B A = R THLHBBIHERATREICRV ES, 7973 v 7 TA4®
A FT— ROPFF2—F—DEE, CSSMTT 7 I7A4 T vV A28 TI2, Avx—h Y7 MU=
T IA v THRER M T 5 90 AR OB NSV F 9,

HHAR 3 X O O IR o riic, —EOHKE (90 HAl, 60 Hai, 30 HAG, 15 HAL, 5

Hal, BLORKEH) CEREDREREINET, fMEMBEOM E 713K T#IZ, CSSMTT 77
AT U AERETEET,

)

GE)

DI TARVAE—RIBITDT VT 4707 A AERTZIRVERT 7747
ADFH A=Y —DE A~v—F VY7 U7 T4V UTHERERAICLTH, B
MR ENERA, 79397 FAB VA E—RIBIFET VT4 T 534 8y A5
ORBT T AT o ADBAF— Y — DRI, I RS AVE T, FHEAR T T4 T
YA A=Y =PNRAv— bk T AEEOHEEZ /LT DL AL, YA LR F— A

WCHE L, Av— T HU s MIEMTA B 2AZBMLTL Z &, JiT A o A%, &
FAZICEHMEE R CEA SV ET,
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RTLEBRIRYOEFT |
. Cisco Smart Software Manager TD7 754 7 U AMDZ 5k

\)

GE) T77I9AT L ATAY—F T4V THREEZAENCTDHE, A~v—F T4 T
SIS GAELU U B— RIZe— AN I T AT RN TE L) £9,

\)

GE) A~v— K T4 B AEREEADNCT D L. ROMENBBIRICHEE SN ET,
cWebtXa2UT 4T FT7A4T A Web L BT —3 37 (/L% (WebReputation Filters)

eWebEX=2 UT 4T 7 T4 T A 7ALAXEK (Sophos)
e Web X2 VT 4T ITAT A TANAKE (Webroot)

Wb EX 2 VT AT 754 T A Web 72¥% & DVS P

Cisco Smart Software Manager TD7 754 7 > ADEEx

7 77 A T > A% Cisco Smart Software Manager (2887 5 121X, [ AT LEEL (System
Administration) | A =2 —CA~— K Y7 b =T TV U THEEZAENCTHLEND
D \i‘a_O

\}

GE) #HEOTTFIAT LV AEHE—DA VAR ATEETAZ LT TEXERA, TFIAT VA%
1 >OFTOBEETHMENH Y £,

ATy T [VATLEE (System Administration) |> [AX—k Y7 b7 5422225 (Smart Software
Licensing) | #i®R L £,

ATy T2 [A~v— T A&7 (SmartLicensing) |47 a VEAEIRLET,

ATv T3[R (Confim) %27 VU v 7 LET,

ATy T8 [FT AR~ Fi%E (Transport Settings) ] # A H T 2HAI2IL, [#RE (Edit) 1227V v 7 LET, kD
F T a vEEHTEET,

« [E# (Direct) |: 777 A 7> A% HTTPS #:H T Cisco Smart Software Manager {Z[EL#HRE L £ 97,
OFTvavik, TN NTERENNET,

[FSURKR—KF—bro A (TransportGateway) | : 77/ I7A TV A% N7 AKR— K F— U<
A F 72 1% Smart Software Manager 7 7 4 & C Cisco Smart Software Manager ([t L £§, ZOA
Tra BB R LGS, NI AR U — U = A £7213 Smart Software Manager 7 7 A ~ D
URLZANLTHB[OK 27 U w7 T H0ERHY ET, ZOF 7T a IEHTTP B8 X OHTTPS %
PAR—=FLET, FIPSE— FOHE., FT U AR—F 77— bV = A |ZHTTPS DA ZYR—F LET,

N7 UAR—=F T =T =AITOWTIL,
Hittps://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html
EHHEL TSI,
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| v2x7L8BE22H0ET

ATy TH

sttrznzx |

(AFvary) [TARMH—TxA4A (Testlnterface) ]: A~v—h T4 B AEREHICT 774 T A
XGRS L X, [EHA U H—T = A A (Managementinterface) | £721X [T —HX A X —T7 =1 A (Data
interface) | ZIER L ET, ZiUL, BFIL—T 1 72HMDL, A~v— 7B AMITBRET 256
OB SET,

G¥) BENV—T 4 T WENIR > TORWEEIEL, [T A MM v Z—7 A A (TestInterface) | N
0y XYY A NTC[EHEA X —7 =4 A (Management interface) | 47 a > DI % fFE
T&EET,

nJA Ly 7 LT Yy EMA LT, Cisco Smart Software Manager 78— 4 /L

(https://software.cisco.com/#module/SmartLicensing) 127 7 A LT EEW, FHLW h—7 VBT 5
WX, ZOR—=FNLO AT 7>~ (Virtual Account) ] _X—IZEN L C [2f% (General) | ¥ 727
JRALES, TTIAT U AMORGA S AZ ARG —7 v a2ae—LET,

LA 2 AL 2 ARGk b — 7 DIERRIC O W T,
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing Deployment Guide.html %
ZRLTLIZEN,

ATYT6 TTITAT LV RIRY , WA VAL ARG N — 7 a2 T ET,
ATy TT [Bék (Register) 1227V v 7 LET,
[(A~—R YT b Tx=T T4 (Smart Software Licensing) | X— T, [T TIZEZINTIL\S15
BlE. COHEBA R AEBEZRLET (Reregister thisproduct instanceif it isalready registered) ]
Tz IRy I RAEFANILT, TTIAT VAZHBERTHZ L TEET,
RDRERY
BB T 0 2 IS £, [Av— YT b 2T T4/ (SmartSoftware
Licensing) | "— Y THERFAT —F AL KRR TEET,
T4t ADEX
BERT BB ANEFICTE T Licth, 77 74T U AOHRED T A B AZER LT TR 5
ROGEENRH Y T,
ATy T [VATLEE (System Administration) 1>[5 4 2R (Licenses) | &R L £,

ATy T2 [BREOHE (EditSettings) 1227V v 7 LET,
ATV T3 BHRTDITA L RTHIGETD[TA B ADER/Y Y —Z (License Request/Release) 15|DF = v 7 R

I AxRF AT LET,

ATy T4 [EE (Submit) 1227V v LET,
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RTLEBRIRYOEFT |
B> tzx0uu—x

RDBERY

FA oA, HIRBEE-HBRONI a7 T 47 v AEK (00C) T— RIZz2Y .,
£T A4 A230 BREIOW TR 2SR S E 3, AR L TN00C 1R 0 R O Hif
12, —EOMR (30 Bai, 15 HAG, 5 HAl, BXOEKH) TEINREFRINET,

OOC M THWIRI OGN WME L &, T4 B AFEHTE T, B2 FHTE R0 E
T, EEICH 9 —ET 7 EATHITIE, CSSMA—F L TIA 8 AET v 77— LT, @&
AEE T OMERH Y £7,

A4V AD) ) =R

ATY T [VRTLEE (System Administration) 1>[54 2R (Licenses) | #i&IR L £,

ATy T2 [REOHE (Edit Settings) 1227V v 7 LET,

ATYT3 V=257 RATHIGET D [TA L ADHEK (License Request) [ ¥|DF =7 Ry 7 Aat >
WZLET,

ATw 74 [#FEIE (Submit) 1227V v 27 LET,

Cisco Smart Software Manager W5 D7 TS5 4 7 > A D& %R R

ATy T [YARTLEE (System Administration) | >[AY— kY7 k754204 (Smart Software
Licensing) | &N L £7°,

AT9 T2 [77var (Action) | Rey 7 X ur URNMG, BEEER (Deregister) ] 3N L, [FEIT (Go) 1%
707 LET,

ATw 73 [ZEIE (Submit) |22V v LET,

Cisco Smart Software Manager TD7 754 7 > ANDHBZEE%

ATY T [VRATLEE (System Administration) |>[AR—FY T bz 754 122224 (Smart Software
Licensing) ] =R L £,

AT9FT2 [77var (Action) | Kuvy 7 Xy UARnD, Bk (Register) | 28R L, [FE1T (Go) 27V »
7 LET,

RDEZRY

ek 1 AT OV T, Cisco Smart Software Manager CO 7 77 A 7 2 ADXEk (10 ~—
V) EESRLTLEEN,

EECE RN T FICBNTCE, T I9A T ADORTEEZ VY NLTEERICT 94T A
FREET D ENTEET,
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CSSM CT 7 I7A4 TV AEBET HENIDI, TV AR— MR EEEETEET,
Y

GE) Z2~—bF FA B ZEDNEDNR> TOAEARICDHR, F T AR— MNRELXZLEHTEE
To TTTAT UART TILBRESINTWDEE, NI UVAR— FNREEZEET LI, 77
FGAT UV ADKGEMET DINERSHYET, NTUAR—MREELE LI%RIZ, 7794
T ARG T OVERDY T,

h 7V AR— FREEZEFET D HIEIZOWTIL, Cisco Smart Software Manager THD 7 77 A 7
YADKG (10 —) ZZRLTIZSIN,

FOGE & REBAZE D EHT
Cisco Smart Software Manager C7 /7 A 7 v A& Bik LI=#4I2, FEHEL EH T E7,

\)

GE) T IAT U ANEFICRBRSNIZRIZOS, Btz FHTE £,

ATy T [YARTLEE (System Administration) | >[AY— kY7 bz 7S4S 24 (Smart Software
Licensing) | #E®IR L £,

AT T2 [FU2 3> (Acion) | Rey 7 Z oy VARG, @47y a vy 2RIRLET,

REAES T CEH

MHEEST CEH

ATv7T3 88 (Go) 1227 Vv s LET,

RDZRY

AVX—hFI—Cx O FOEH

TITIAT VAL VAR —IILENTWNWAARAY— 2=V NOXR—U g U2 FEHTHIC
. WMOFNEEZFEITLET,

ATy T [VATLEE (System Administration) |>[AY— kY7 bz 754 22225 (Smart Software
Licensing) | &R L £7,

ATV T2 [AR—FI—C 1V FOEHRAT—HR X (Smart AgentUpdateStatus) | &2 2 a > T, [§9F CE#H (Update
Now) |27 U w27 L, 7rEAIZENET,
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B+
GE) CLI =~ F saveconfig LT, E£IT [V R TLEE (System Administration) |> [E&TE
+#< 1) — (Configuration Summary) | Zf#iH LT Web A > % —7 = A AREH TR EL F & {R-AF
LEHDETDHE, Av—bF TA BV ABEOREIIRFEINLEE A,
75— b

RDLF Y A TEMPEE S NET,
cAv— b YT T TA RV UTBIERICAEMEE -
cAV— K YT T TA R T OAMUITRIE LT
o AR 23 B A S 47
o FEMEAR 2346 T Lz GREMEIH F3 K OHIRIRE T ReC— 7 O IFR CT4E)
« IEFIZBER ST
« BERIT R L7

EFICERIEE T

FRREIZ R LT

o IR S 4172

o BRI I LT

« ID REIENIER ICH B S e

« ID REAFE D FHTIZ KA L 72

FRRED A LR G 7=

ID FEBIE DA ZNHR A G 7=

s AT T AT U RBEMNMTHIBOWIRN O (27747 v AEKMETHRFB IO
HAMHE T BRI — & O I TE(E)

 EED A NIIRICBE T D AN DA AL U ZAFEAE LTS

ARV ESAAVE—T 4R
* license_smart (14 ~X—3")

« show license (18 ~X—3)

license_smart
«TtBl (15—

fEATE (15 3—)
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B

il 51k

E N |

fil Aw—h ==Yz b B FOBE (15 2—)
Bl Av—h TARLADOEME (15 2—=)

« 5] : Smart Software Manager TDT 77 A 7 v AD%gk (16 ~2—)
il Aw— K T BV RADAT—H A (16 X—)

il A= TA B ADAT =X ZAOWE (17 2—)

«ffil : Av— Tk FZ U AKR—F URL OFE (17 X—)

M A ADER (17 =)

Bl TAEADY U —R (18 X—7)

Aw— K VT =T T4y ABREORE

BT : Z0a<r KL lcommit] 2AHLETT,

NYF AR Zoavy RNy FERLZ SR —FLTWET, FEMIZ OV T, nelp
license smart o< RaE AN LT, 4174 \/’\/1/70;5_’7;}3% LT< fiéb\o

il Av—h 2=V h —EZAHR— FORE

example.com> license_ smart

Choose the operation you want to perform:

- ENABLE - Enables Smart Licensing on the product.

- SETAGENTPORT - Set port to run Smart Agent service.
[1> setagentport

Enter the port to run smart agent service.
[65501]>

Bl A=—hk T4 ZADOHEME

example.com> license_smart
Choose the operation you want to perform:
- ENABLE - Enables Smart Licensing on the product.
[1> enable
After enabling Smart Licensing on your appliance, follow below steps to activate
the feature keys (licenses):

a) Register the product with Smart Software Manager using license smart > register command
in the CLI.

b) Activate the feature keys using license smart > requestsmart license command in the

CLI.

Note: If you are using a virtual appliance, and have not enabled any of the

features in the classic licensing mode; you will not be able to activate the

licenses, after you switch to the smart licensing mode. You need to first register

your appliance, and then you can activate the licenses (features) in the smart licensing
mode.

Commit your changes to enable the Smart Licensing mode on your appliance.

All the features enabled in the Classic Licensing mode will be available in the Evaluation
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period.

AT LEEIRIOET |

Type "Y" if you want to continue, or type "N" if you want to use the classic licensing

mode [Y/N] []> vy
> commit

Please enter some comments describing your changes:

(1>

Do you want to save the current configuration for rollback? [Y]>

% - Smart Software Manager DT 75 A T v A DX

example.com> license smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.
- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> register

Reregister this product instance if it is already registered [N]> n

Enter token to register the product:
[1>

ODR1OTM5MJjItOTQzOSO00YjYOLWEXZTULtZTdmMmY30GNINDZmLTE1MzM3Mzgw$0AMDE zZNTR8W1pCQ1 1MbGVMQOWRX

OXhuenN40WZDdktFckJLQzF5V3VIbzkyTFgx$0AQWcvaz0%3D%0A

Product Registration is in progress. Use license smart > status command to check status

of registration.

Bl : 2A~w—F FAEBLADAT —F A

example.com> license smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> status
Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes
Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted

Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)
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Bl s A=w— R~ FA B ADRAT —F XD

example.com> license_ smart

To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Web Security Appliance Cisco Eval

Web Usage Controls

Web Security Appliance Anti-Virus Webroot Eval

Web Security Appliance Anti-Virus Sophos Eval

Bl : A~—hk hT 2 AR—k URL DFETE

Bl FA L ADEKR

example.com> license_ smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> url

1. DIRECT - Product communicates directly with the cisco license servers
2. TRANSPORT GATEWAY - Product communicates via transport gateway or smart software
manager satellite.

Choose from the following menu options:

[1]1> 1

Note: The appliance uses the Direct URL
(https://smartreceiver.cisco.com/licservice/license) to communicate with Cisco

Smart Software Manager (CSSM) via the proxy server configured using the updateconfig
command.

Transport settings will be updated after commit.

N

GE) FETFIAT Lo AD—W—L, FA BV RAFZEREIZV U —RTARAEE. FOT 754

T AR HDMERDY F T,

example.com> license_smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> requestsmart license
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Feature Name License Authorization Status
1. Web Security Appliance Anti-Virus Sophos Not Requested
2. Web Security Appliance Not requested

L4 Traffic Monitor

Enter the appropriate license number (s) for activation.

Separate multiple license with comma or enter range:

[1>1

Activation is in progress for following features:

Web Security Appliance Anti-Virus Sophos

Use license smart > summary command to check status of licenses.

Bl : 74 ADY U —A

example.com> license smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> releasesmart license

Feature Name License Authorization Status

1. Web Security Appliance Cisco Eval
Web Usage Controls

2. Web Security Appliance Eval
Anti-Virus Webroot

3. Web Security Appliance Eval
L4 Traffic Monitor

4. Web Security Appliance Cisco Eval
AnyConnect SM for AnyConnect

5. Web Security Appliance Advanced Eval
Malware Protection Reputation

6. Web Security Appliance Eval
Anti-Virus Sophos

7. Web Security Appliance Eval
Web Reputation Filters

8. Web Security Appliance Advanced Eval

Malware Protection

show_license

P (18 X—2))
il Aw— K FAEBLADATF—FZZ (18§ 2—)
il Aw— N FTABLUADAT—HX ZAOME (19 =2—)
A
A<—h TFGA BV ADAT —Z AL AT —Z ZAOMELZF R LET,
G| : A<=—K FA B ADAT—HF R

example.com> showlicense_smart
Choose the operation you want to perform:
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Bl: 27—k 51£22027—52 2082 |

- STATUS- Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing summary.

[1> status

Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes

Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Bl s Aw— K A B ADRAT —F XD

{

#8

/A

O

example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Web Security Appliance Cisco Eval

Web Usage Controls

Web Security Appliance Eval

Anti-Virus Webroot

Web Security Appliance Eval

Anti-Virus Sophos

TFIZGAT2ADZA4 VA

Cisco Web Security (R T 77 A4 7 ATlE, AA N ETERBT 7747 A% FTT 587
A APLIETT,

BT TS5 T v AD T A& ZOFEMIZHOWTIE,  [Cisco Content Security Virtual Appliance
Installation Guide] ZZM L TS 7Z2&W, ZD ¥ = 2 M,
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list. html

MOAFTEET,

)

GE)

A Z&ITETE A,

WRT FF3A T ADTA B A A VA RN=)LTDHENI, T =HNVHFR—FD I RV %

SAv L AOHBENUINTZH%, T34 T A E, 180 HRElEX 2 U T 4 —E X7 LT,
Web 7 ¥ & LCEEAZMELES, ZOMREHR, X2V 70 P—ERTEHINER
/L/o

TA B ADWIRGINICET 2B EZ2XET LI, TTIAT U AZBETEET,

ESPEDEYE]
« 77— hDOEH (32 3—Y)
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. RE7ISATUVRADTA2VADA VR =)L

RE7TSATUADTAEDADA VR =)L

['Cisco Content Security Virtual Appliance Installation Guide] #ZH L T 7Z&v, Z®D F¥ =2 A
Ve
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list. html

[9%;::1] MHAFTEET,

IJ:E F‘ ‘ﬁ?$§£1)K03¥§ﬁﬁ1t

1R BRI

cHHOV T— NEFEEHZA (RPC) R—r2tXaT 3y NT—JICHEEE, 7F— 7V #k
LET, FBlcOWTIEL, BEWOT FI7A4T AT AON—RU =7 T4 R&=5R
LTLEEY, ZORF2 AL FOBEFIZHONWTIE, FFaAr by FE2BRLTLE
éb\o

s AT U=V EBIBT AT OICMEE R R — N R Y, T IAT AR E— |k
T RARRETHDZ L EMRLET,

s TOMREEMEAT I, HHOY T— FERBRALN VX —T 2 AD—E D IPv4 T
RUARKETT, ZOA L Z—T oA A F, 2O 7> a o THRHENTWAFIETD
HFXERIHE T, ipconfig 2~ REMH L TRET HZ LILITEEEA,

s T ITAT U ADEREFHRANT HITIL, Intelligent Platform Management Interface (IPMI)
W= 3 20 R— T 5731 A 75’“"'5@“(“% LY — R8=T ¢ Y — LR LBITT,
ZOEIRY—NEMFHATELLIICEHS N TND Z MR LET,

e A RTIA AU H—T 2 ANDT 7B AIETZEEMZONTE, 28R LT
SV, avwrRIAf v AV B —T oA A
TIIGAT AT —vOEREYET— FTU -ty bT58EEIX. x80. x90, x95 U —XD
N— R =27 TORMEHTE ET,

TTIATADBREZ)VE—F Ty NT28E81E. Z0o®7 v a r THAISNLTWD T
NEZFEH LT, ZOMEZFRICANICL \pELTk<M%ﬁ%Di¢O

ATy 1 SSHERIIT I T ary Y — L R—r2FEHLT, a2 RIS A =T oA AT 7 A LET,
ATy T2 EBHEMREEST I AL Te /A LET,
ATFv T3 UTFoa<wr ReEAhLET,

remotepower

setup
ATy T4 7T NMIE-T, LFOE#RERE L £,
s COBREHHDOIP T KL AL, Xy h~AZ B~y = A,
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cEHBIROEHA T REETTA-DICKE 2 —PL L 2T L —X,
INSDI VT ME, TTIAT UV ANDT 78 AT HMO 7 LT oo % VITIERE L F
A,

X7_"7705 commit & AJJ LTWE%T%fLi?“
ATFYT6 REEZTANMNLT, 7 I9A TV ADEBEREZVE— N CEETELZ 2R LET,

AT TT AL VT orvybm, ek, WOTHLHHATE A Z 2R LET, & 2iE, ZoFERELE:
BANRE L, ZOX AT 2FITTHXLERSDEHEN, VERI VTV NVIZT 7 EBATES L)
I LET,

RDZBARY
BEIE R
e N—RT2T TTIAT VAR TTITAT VADERDO)E—F VEw b

S s =t
A—Y—7ho o FOEHE
UFDRA TD2—Y =X, TTI7AT LRI T LT, TTIA TV AEZEHTESE
7,
cO—AllaA—H—, 7774 T VAR —INa—F -2 EFTEET,

B RTLICEE SN -A—Y—, T I7AT AT A 0T 52— =551 5
7212, #4485 LDAP £ 7213 RADIUS V— R—IZH#i T D LT I A4 TV AZHRET
XFET,

)

GE)  WebAf v H—TxA Rl A 350, SSHEHFEHT AR EDEEDOHFIEAZFEH LT, 77
FA T ARICu T A TEET,

REEIER
ca—HN 2= =T hU FOFHR (21 X—)
* RADIUS :L“_"j-“—uuu (24 /\D“_‘:/)

¢ LDAP Y—_— |2 L A HNTERIAE DR IE

O—AIlaA—Y—F7hor rOEHE

Web t X2 UT 4 77747 VA NMEBOEDOZ—YE2a—H/LiZ T&EET,
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T F IV EDYAT A admin T AUV M, TRTOEHEMRZFF->TWET, admin 75
U RDONRAT L —RFERETEXETN, ZOTHT L FERELEZVHEIRT A Z LT TxF
A,

A\

GE) admin 22—V —D/ R 7 L—XEMR LIELEIT, VAP R—F 7Te g Lcfngbit L
TLEEY, MV T, MEHEAART—-F 2V ®y L, BHE2—F—TH T b
Pay 7T 5] AL T EEN,

A—A)A—H—TFHho2 bDEM

1R BRI

FARTOR—P =TT MBS RESAT L RE R LET, A0S
T XBEORE (27 <—) EBBLTESL,

ATy T [VAT LB (System Administration) ]> [—%— (Users) | Z 3R L £,

ATy T2 [2—P—DiENM (AddUser) 127 Vv 7 LET,

AT9T3 UFOL—/MIFEELT, 2—HF—2&Z AN LET,
s =PI, BT, BEOF vy e () BEEEMATLZLIETEETN RO TR
HoallThZ LI TEERA,
s 2P —HIF 16 LFLLFTT

e =P —HH L LTUVRATALATTHNINTWDREA ( Toperator] X° Troot] 72 &) Z#FETH I &I
TEEHA,

AMERERE LT 25813, 22—V —APMRRGES L2 ——A L EHE LAV L IC LTS
Uy,

AT T4 a—HW—DKRLE AT LET,
ATV TSy a—W— F A4 TERINLFE T,

A—H—547 B

%ﬁ%% T“TQVX%A%ﬁa:iffé%ﬁD/ﬁf&??'{ZX%%§¢E‘ Li'a—o 7LC7LC L\ upgradecheck
(Administrator) B LW upgradeinstall CLI @2~ Kit, Y AT AEFED ladmin)] 7HU L b
DHFBITTEET,
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a—4—7hv rodik [

A—H—H47

Bzl

A

a—HPF—=T7H 7 MRk, RE. BXOHIBRTEERA, L —F JL—FT
X, UTDOCLI 22~y FOFEHBHHIR SV E T,

® resetconfig
¢ upgradecheck
® upgradeinstall

FR—% TAN—TTlE, VAT LBy T v 7 94— FROBEHALHIBRINE
—g’_ﬂo

FR—%  (FEHEL

Zoa—LOa—P— T hvr M,

D EH) P —

(Read-Only REHRER R TEET,

Operator)  REORE T EL R T DTDICEE 2T TEEIXTEETN, 23y M
TEFEH A,
XY aB I VT LD, D7 ANERETDHREDT T4 T 2 A~D
DEFZINMZDHZ LT TEEEA,
« 77 AN AT A, FTP, £72I1XSCPIZT 7B ATEEHA,

FA R FANITN—=TD2—P—F, VLR—FRLrToF I E, VAT LADAT—H

AMEHROBRO 2 FITTE £,

ATYT6 RATL—X% AT 50, £3ER L £,
ATw Tl BEFEEZEEFEL, BBEFELET,

A—H—TFhor ORI

AT T [VAT LEH (System Administration) > [=—V%— (Users) | Z 3R L £,
AT9 T2 Tur 7 IRERENEDL, "BERAIN WD 2= —ZIZHIGTHIAIF/T A arw 7Y v 7 LTHE

WBLET,

AT T3 BEEREL, RTFELET,

A—HY—TF7hor FrORE

AT T [VAT LEH (System Administration) > [—V%— (Users) | Z 3R L £,
ATV T2 a—V—4%2710 v LET,
ATY T3 LESUT, [2—V—0DfE (Edit User) | _X—Y TCa—V—IIEFE M2 ET,
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ATy T8 EREFEL, RFLET,

INATDL—XDER

BE A LTWDAT T NONRATL—RAEERTHI2E, Var RUOKHET, [4
7> a v (Options) > [/NA 7 L—XDZH (Change Passphrase) | Z#3{R L £,

T T FOHGEE, [R—a—H—5%E (Local User Settings) | ~~— T, 7H 7
FEMRE L TRATL—RZERLET,

ESPERENS

ca—HP— T HTL FORE 23 —)
e BHl O — W — AT L — XHEEDFE (27 2—)

IR EI—F THOU FENRRTL—XDEEEDERK

2—P—=THT L N RRAT L =XDHIREER L T, MEREICAIAT L= R Y v—%
SREIANCEHT D N TEET, 2—F—Th 7 FERZRT L—XHIRIL. Cisco 77T
AT VACERINT e —hL a—P—ZEHINET, KOBEMERETEET,

cA—FTFHIL DAV, 2=V DT IV R’y T Y RERDLRME A DR
TR TR TEET, 22—V —n 74 URITREIT 1 ~ 60 DHEHPHATRETEET, T
7 v ML 5 T,

e NRAIDL—XEHHBDIL—IL, 07 A L HBIC2—FRRRAT L —XDOEREEZFRIND
FTO, RRATVL—ADEHRYUMEETEET,

e IRRATL—XDII—Ib, {EEREDLTRoMAD LT E, 2—PREIRTE LT
L—XOEHEEERTEET,

=P ThHT L hERRT L—XDOHIRIX, [ AT LEH (System Administration) ]> [ —
B (Users) | "=V D=/ a2—H TH hENRZAT7 L—AD%E (Local User Account
& Passphrase Settings) | &7 v a » CEFRLE T,

RADIUS 2 —H —E25TE

Webt¥=2 VT 477747 AILZRADIUS T 4 L7 b U H—ERZMHH LT, HTTP,
HTTPS. SSH. BLX O FTPIC LV T oA T v RAlcul A 52—V 4L £9, PAPE
TZIXCHAPRRREZEH LT, SRRED 7= OO — "= L@ET o X o, 777947
VAEBRETEET, 2= DI N—T% Web X2 VT 4T TFI7AT L ADESESFE
a—Y o—) ATy TEET,

RADIUS FEREDA N2 bDL—7 VR

PFREEDA R —T MR > TV AP BRI =R Web ExX 2 U T4 T FIA4 T A \ca
AT BHE, TTIAT L AFUTEEITLES,
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RADIUS %A L=zt oamit [

1 2—P—=BY AT LEXRD Tadmin) TH Y P THLNE D iR LET,

2. Tadmin] 7Ah U2 FTRWEGEEEZ, £7. HESNTWDAIEY—_"—%F = v 7 L,
2P —NEFOY—NN—TEEINTWVEINE I DEHERLET,

3. WMDY — "= TE WG E. T 747 AU A FNORDINRY — /3 —
EFxv 7 LET,

4 TTITAT VAP — IR CTERWEE, 7774 T A IWeb X2 VT 47T
705/])7‘/;< TE%éth "‘j]/l/:L‘—‘“H‘k L/”C:L‘—‘“H‘%fmuuﬁl/cl:jkbij*

5. 2=V =NV —N_—F LT 7T T LV AFLE LRWEGES, Fhida—V—0
REST- AT L—XZ AN LEREIE. T I9A T A~DT 7B ARESINET,

RADIUS é‘ﬁﬁﬁ L/ T’ 91‘ﬁ|.sn:un.|.—t0)ﬁ§=j]1t

ATy T

ATvT2
ATvT3

ATvT4
ATvT5
ATvT6

ATy T17

ATvT8

[V AT LR (System Administration) ]>[—%— (Users) ]X— T, FMBFRIEAAENTT 2D (Enable
External Authentication) %7 U v 7 L &7,

FREEZ A 7L LT [RADIUS] #3&IR L £,

RADIUS —N—DHE A "4, A—+EF, HF—I Ly v AT VL—XE AN LET, T741 D
A— ki 1812 T,

BA LTI NETIZT TT7A4 T 2 AR == 5 OISR AR ORR 2 EAM TAN LET,

RADIUS H— =M 558FE7 =2 b 2L 28R L £,

({ERE) [T%EM (AddRow) 1% 7 U v 7 LCTHID RADIUS $— 3—%B81 L £9, 4% RADIUS ¥—
N=ZDONWT, 1~5DAT v T &R LET,

G¥) %K 10 5D RADIUS H— "—ZBMTE £7,

FFRBRED 72 OIZ FF O RADIUS H—/ S —|ZEE6i T 5 £ TIZ, AsyncOS ASMIGEREY LT > & ¥ V& RIFT 5
WcE [INRFRFETY v v v = ¥ A L7 7 b (External Authentication Cache Timeout) ] 7 4 —/L KIZ AN L F
. T 74/ MIOTT,

G¥) RADIUS H—_R—RT o B AL A RZATL—X (F—7 UDBIER SN X T L —X7p Y %
FERHLTWAEHEIE, Br (00 ZANLET, HEERICHET D&, AsyncOS 1%, BLED
Yo a VIPIZEEED 72 DI RADIUS — R—|ZHT7 7B A LEH A,

IN—T 2o T hERELET, TRTOMNTRIES N2 —F—4 E%ﬁﬁﬁm%WLV/t/7¢
B, BIRATTIIGAT A 2— P —a—)L Ao T TAHENERIRLET,
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SRTLEB R OET |
B rrows 2R LS RO AN

RIE Bl

ABREFE S ATz 2 — 24 | RADIUSCLASS B CER SN2 I N—TZE AL, TTIA T A a—
Houa—H) a—iz WAL TR L ET, [TOBEM (AddRow) 1227V v 27 LT, &bhicn—
< BT V=BT EBIMTE £9,

AsyncOS |Z, RADIUS CLASS BPEIZHE-S\\C, RADIUS =—H%%7 7747
VA m—) B Y TEd, CLASS BIEDEM:

o B/ 33T

« BOK 253 T

cany, hrw, FEIIEATT R L

« % RADIUS =t—HIZ%f L 1 DLl ED~ » 7§ CLASS B (Z ORE
ZEAT 254, AsyncOS (X, ~ v 7 A CLASS &M 72\ RADIUS
2—PFADT IV EAEEELET)

#i%c D CLASS JBMED & 5 RADIUS = —H D4 AsyncOS 135k bR S

Teue— &8 Y TES, =& 2IE, Operator 2 —/VZ~v v BV 7 ETH

% CLASS B & . Read-Only Operator 2 —/LIZ< > B 7 I TUV % CLASS
JBMED 2 578 RADIUS 2 —WIZH 54, AsyncOS 1%, Operator 2 —/L X 1

& il F & 4172 Read-Only Operator & —/L{Z RADIUS = —# %[0 4 TE 5,

PFOT7 7747 A a—id, KLHIEPE LS O BIIEFEIZIE ATV
F7,

« BH#H (Administrator)
. T

* Read-Only Operator

« FA B

ERFERRE S 729 _XTD | AsyncOS 1 97T D RADIUS = — ¥ —% Administrator = —/L{ZE| Y %4 CFE
a—PEEHo—/LIv Y [T,
TLET,

ATYyT9 EHAREL, RIFLET,

RDEARY
ESPERENS

« SMETRER

s —J) 2—F =T hOEM (22—=) ,

B O ATLEEERIOET


b_WSA_UserGuide_12_5_chapter6.pdf#nameddest=unique_180

| v2x7L8BE22H0ET
A—H—T)IT7LVRADEE

N (o] l-"li
A—YH—2TJTD7 LU ADESE
LR— ROERRBRAREDT Y 77 LU ABREL, Ha—P— L IBFSH, 2—F—n L

DI FGAT VR INT TITAT AT A T 50 BER <R URENEH S vE
j—o

ATv 1 [A7L a2 (Options) ]>[BREE%E (Preferences) | 2R L E 37,
ATY T2 [2—P—F%E (User Preferences) | X— T, [REZTmE (Edit Preferences) 127V v 7 LE 7,
ATy T3 BEELT, TV 77 LU AERELET,

TIVI7 LUREE Bz

SiaO&R < (Language Web A & —7 = A4 AL XN CLI THEHT 5 FiED Web A AsyncOS,

Display)

TUOT AT R=Y 2P —=NT T ITAT AR T A T DHEZICRRINDG A=,
(Landing Page)

FOoREND LA — NHREMEF [[LA— b (Reporting) ] # 7 CLAR— MIX L TERTDHT 7 4L b DR
(Reporting Time Range i
Displayed) (77 #/V |)

Fort B LIR— MTOH F T4V N THELUR— MIEREND T —H OITH,
(Number of Reporting Rows

Displayed)

ATy T8 EREEFEL, RFLET,

EEADRE

EH1—YH—DINRATITL—XEHNDHTE

TTIAT VATR—ANVERESINEZEFRL—P—DRAT7 L —XEHEHRET DT, AT
DFNEEFITLET,

ATy 1 [V AT LEH (System Administration) ]> [ —— (Users) ] Zi&R L £,

ATY T2 [RAT7 L —XD%E (Passphrase Settings) |77 3 T, [REZME (Edit Settings) 1227 UV v 7 L%
7

RT9T3 UFOAT v arnbi@RLET,
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B 7757 zomvucicnsaexausg

RTLEBRIRYOEFT |
EREDEM

TF7oay

Bl

XA T L — A THFA] L7RVVEL
FED—% (List of words to
disallow in passphrases)

AT L IR HEER AL xt 7 7 A NVEERR L, FD7 7 A L5 &
WLTTy7e—FNLET, #HiDT v 7 r— RL>TURIOT v 7Fr—
RN EEXINET,

IRAT L— R DR
(Passphrase Strength)

FHA—F =D LWRAT L—=X2 AT 5L &2, NAT L—XRE
A= BRI TEET,

ZORTEIZEL > TRER/NA T L—ZADMERK SN2 DT TIEEH Y THA,
ZOBREF. AN LI RRAT L— XOHER ST X 2R T,

A=A ERRT IR — VBB LET, KIZ, B#RLZe—L
Tl XY REWVEFTEASTLET, BUHENRKEWIZE, HRER A
TR LTHERESND AT L—XOEBNKREE /20 £, ZO
ENITRKMENH O FHAN, EFICREREEERET D E AT L—
A DOVERR N IEF I\ REEZ 720 9,

SEZEREEZRAT LT, HOEMFLWMIZTRELZHR L TES N,

IRAT L —XOBEIIMBHETHE SN ET, iHMEE. FF 7y a—
T 47 FE w7 O NIST SP800-63 TEZE STV D K[E AR HEF T 7
oy b B —D)L— I H SN TNET,

—HRANC, FREZRNA T L= RFLUT O KD 7R 2R A TV E T
R,
o ROCF ANCT, B, BRI OB T2 3T,
cHHLWLEEOHEICH DT LR,

IS DR MEM AT NA 7 L—XEHWHT 51215, ZON—T M0k
ExENLET,

RATYyT 4 EREAEREFL, RIFLET,

TISATVADENYETIZHT 2EF 2! T4 REDIEN

CLI =< K adminaccessconfig ZfEHT 5 &, BHENT T I7AT A0 T A T HED
T RABEME S LIZEBICT DRI Web EX 2 U T 4 T T34 T VR BERETETET,

B O ATLEEERIOET



| v2x7L8BE22H0ET

FISATURDEIY AT a2 ¥y T ZEoEm [

avy kR

B

adminaccessconfig >

banner

BHENR TA U ERADL EXIIBE LT XA MREREIND
2T T IA4T U AERELET, WebUlL, CLI, FTP 72 &' D
EEDOA L E—T A AEFH L CERENT I I74 T AT
TR RATHE, hAZLOO T A NFP—RNERENET,

CLI v 7 MIHE VAT 20y, Web X2 VT 4T 7747
A LDTHFRANT7ANNEAE =T 5 LI T, BAZ A
THXANEO—RFTEET, 77AADDETFXFANET v a—
RT 512X, £TFTP 2fEH L T7 77 A4 7 > A®D configuration
T4V MV T A NVEERELET,

adminaccessconfig >

welcome

T, BEEIR A IR LI E ZICERINDHRA R

TA N F—TF, ZOTFHARNI, al 4D adminaccessconfig
>panner 77X A MERICFETT T4 TV ADOREITEME U

F7,

adminaccessconfig >

ipaccess

BHERWeb X2 VT 4 T T IAT VAT I ®ATHEED
it 1P 7 FLUAZHIE L E3, FHE X, TEO~ U F
ITHRE LT —ENDOIPT RLAZFFOY YU NET TI7AT VA
W7 7B A TEET,

T 7w AEFHAY A MIHIRT 2581, IPT RLA, 7%y
M, F/7XCIDR T RLAZIBETEET, 774V NTIE, 7
TIALT VAT I BATEDLHT RL A2 —EFRRT 5 L. BE
D~ DIPT RUARFF[Y 2 NORYIOT KL AL LT &
KrRINET, FAIYV A RNPLBIEOY T OIP T KU A THIER
TEEH A, ZOHRIT. WebUIZHEHA L THERTHILEHTE
F, 2P — Ry FU—7 TR 30—) ZBRLT
<TE&EW,

adminaccessconfig > csrf

BEOHLER, 30T LAEEREZH LT, Znnd
T DD END, WebUL D7 1 24~ B4 E#
HEREZ AN L E 9, RO EX =V T ¢ 2RI 5121
CSRF {#i#% A F—T7 M T D L2 L E4,

adminaccessconfig >
hostheader

HTTP R CHA b ~u X —%FHTLLOBRELET,

F 7 4V b T, Web UL, HTTP ZRINTWeb 7 74 7 2 k>
DIEEINTEHRA NNy X —Z2HLUSELET, EXa Y
TAEBMDDEOIL, TTIAT UV AEGDHEA L, DFE0T
TTA T AITRRTE N4 (wsa 04.local 72 &) O A EfEH
LTSETDHEIICWeb Ul iR ET DN TEET,
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RTLEBRIRYOEFT |
B >2v—xorm—v75¢e2

avwok HL:l
adminaccessconfig > FETI7T 4 EET 4 DEALT T MR, 2FVa2—F—nua /7
timeout T RNTHETICHT 7T 47 TOBNLHE (08 #FBELE

T, 5~1440%r (Q4EffH) OfEEEETCEET, T 740 MEIX
3043 T, ZOFHIE, WebUIZ AL CERTHZILELTEE
T, a—HP— Ry NT—7 TR 302—) ZBBLTL

TEEWN,
adminaccessconfig > %;’ﬁf@%ﬁ‘ﬁfﬁ A EIT R R — ]\T}:) 7 F—7 X/I/‘“;Lfﬁ;aﬂ: L
how-tos i—a—o
adminaccessconfig > BHEN L VRS2 SSLIEE (56 By RFBALLIE) ZFEHLT
strictssl R— K 8443 D Web f v H—T A Azl A TEDH LT,

T IFIAT U AERELET,
K VMARSSLIE RS2 NEELTDEIEHICT IIAT UV AZHRTET
HE, TOEFITHTTPS #HH L CEHOBTTY 794 T A

T 7B AT HEHEICORLMEHAINET, HTTPS Z A L C
Web 70 F NI SILTWAMMD Ry hT—F T 7 4971

ITEH S ER A,
adminaccessconfig > ul A UERPRETAIEERTELET,
loginhistory
adminaccessconfig > FFe 74 oy a O REZZHTE LET (CLLIEB L Web
maxsessions A B2 —T A X) °

A—Y— Ry D)= 71X
AsyncOSI¥, 77 F3A TV AMBIET VT 4 T lpa—Y—%u 77U 5L TORMERTE
T&ET, F/2, FUTr2a—V—EHROZXA TERETHZ L TEET,

Tty alr AALT T ML, BEELZEGD, Web Ul £7201XCLIICE VA LTWHTRTO
=PI SNET, AsyncOSR 7T U b Lica—W—id, 77 IA4 7 20ur A
RV HFAL VLT PENET,

)

GE) TDHEA LT T NOEERET HIZIX, CLI adminaccessconfig > timeout HEHTAZEH T
TET,

ATY 1 [V AT LEH (System Administration) ]>[F > bV —2 727 & X (Network Access) ] Z R L £,
ATy T2 [REOHE (EditSettings) 1227 Vv 27 LET,

B O ATLEEERIOET



| v2x7L8BE22H0ET
gEEz7L—2X0uty b+ [

ARTF9T3 [ByvardETr /747 ¥4 LT U L (Session Inactivity Timeout) ] 7 4 —/L RiZ, w77 b 5FT
CHFRT 22—V =0T 77 1 THRESBMTAS LET,

5~ 1440 73 (24 B¢fH]) OFEPHTH A L7 U MHREZERLE T EY, 7 7 4/L MEIZ 30 5 TT,
ATy T4 [2—P— T 7 A (UserAccess) | Z7 3 a T, 22—V =D AT AT 7 vAEZHBELET, (EED

Piei 27 Al (Allow Any Connection) ] % 7213 [FFE DHEGE D A% FF 7] (Only Allow Specific Connections) ] ™
W EFICLET,

[HFE DOHEHGE D I+ % 7F 7] (Only Allow Specific Connections) ] % A 12T 256, FEDOBERKGAZIPT N1 A,
IP #iPH, F/7ILCIDR&FHE LTCERELET, F 74T MIPT RLVARELBIZ, TTIATVAIPT
RUAMN [—H— T 7 Z (User Access) | E7 T a VICHBIRNIZBMSVET,

RATYyTE EHRAREL, RIFLET,

EEENRIL—AD) Yk

1R BHHIIZ
sadmin 7 V2 RDRAT L—ANARALRGAEIE, B AX~v—HR— bk T o XK
LTARRATZ7L—X%EYEy FLTLEZN,
e NRAT L —RAOEFIIRNEIZAEZNC /20, BEEZEFETILETH Y FH A,
FTRCOBEHHF L~V DO2—P— %, ladmin] 2—HF—D 27 L — X5 EHECTXET,

ATy [EHT 7747 A (Management Appliance) ]> [ A7 L& (System Administration) > [=2—H—
(Users) | ##IR L E,

ATwF2 [User (2—H—) JUANTladmin] Y > 27 %227V v LET,

RT9 T3 [NA7 L—XDZEHE (Change Passphrase) ] &R L £9,

ATV T8 FLOARRAT L —XEAERT 27, £TIFEANLET,

> - - o~ O . = > Eﬂi""'
HENzAVvtE—CDRET FLADEKRE
LAR— M HIZ AsyncOS I K » THEREINIZ A=V DOIRET KL AZHETEET,
AT T [VAT LEH (System Administration) ]> [IZ{E557 F L A (Return Addresses) ] Z34R L £7°,
ATy T2 [REOHE (Edit Settings) 1227V v 7 LET,

AT T3 FRrg, 2—V—4, BERKRAAL A E AT LET,
ATy T4 BEFEEEEFL, RIFLET,
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RTLEBRIRYOEFT |
B >5-ros=

77— hDEHE

7Z7—hElE, CiscoWebEXaUT 477 T4 T A THRELTWDA XY MBI HIEHR
N INTWD, BLA—NCEDBHOZETT, TNHDA Xy MNIE~A T — (IF

W) NoAVYy— (ZVT 4 AN) ETCOREE (FLEFEKRE) LIRS, —ROIZT

TIAT VADKED 2 R —F 2 M ETITHEREICBEE L T\ x4,

\}

GE) 77~F&Lﬂ%—wLﬂ%thé WX, 77 I9A TV ANEBETFA—I A vE—U~DEF
W25 SMTP U L— R A2 FEZRETHLENHY £9°,

—rDDTELERE

T I MIEENLERIT. 77— FORBHEBEREICL>TREV £, 77— FEHIZ
EETLHT 7 b HEEREELRETEET,

<
N|

AsyncOS IZLL FDFA T DT 77— FaEELET,
« VA7 L (System)
e/n—Rv =7 (Hardware)
« 7 w77 —%4 (Updater)
* Web 7' % 3 (Web Proxy)
« VT = TR (Anti-Malware)
* AMP
*L4 77 1 v 2 E=%— (L4 Traffic Monitor)
« 485 URL 77 =V  (External URL Categories)
« RY > —DAHNHIR

77— FDEXE
7T — MNE, KOERE > TEREShET,

7 UT 4 v T HITHALT DB B ) T,

MG ARESS Y VU PRERMEE I T —, TCICHARMLERGEE b H Y F
B

NG : T ADN—T 4 UBERETAER S LD TH R,

B O ATLEEERIOET



| v2x7L8BE22H0ET
75— tz2iEzogE ||

To5—FREBFEODEE
D
(GE) AT LDE v b7 w7 AutoSupport & A F— 7 M LT BE LTCE %x~w7k
K#Nf@ikﬁﬁi@&?x®7?~b%%@bi#(77%»%) DR EIFTND
THEETEET,

ATy T [VAT LEH (System Administration) ]>[7 77— b (Alerts) ] Z3®K L F9°,

AT9 T2 [77— +3%(E#H (AlertRecipients) ] VA N CZEFHEEZ 7V v 7 LTHRET 20, [ZEFOEMN (Add
Recipient) | %7 U v 7 LTH LWREFEZBMLET,

ATYT3 ZEHEOBEBFA—NT FLAZBMELIIRELET, BHEOT RLRED U~ TR > TANTLHZ L
L CeEET,

RARTYTE BT T— N EATTLI, ZETDHT 77— FOBEREZRIRL E7,

RT9TS EREZEEL, RELET,

7 53— L ZEBDHIFR

ATy 1 [V AT LEH (System Administration) ]>[7 7 — b (Alerts) ] Z#IR L £,

AT9 T2 [77— 32{E# (AlertRecipient) | DY A NT, 77— MNZEHFIIHIGTHIAI/TA 2270 v 7L
THEELET,

AT9T3 EREARGFLET,

7 o— FRTEEDRTE
T I —FREZT O — NV RRETHDHTZD, TXTOT T — FOEMEICEEL 3,

{1

ATY T [V AT LEH (System Administration) ]>[7 77— b~ (Alerts) ] ZE4R L £,
ATy T2 [REOHE (Edit Settings) 1227V v 7 LET,
ATV T3 MEIELT, 77— FOREMERELET,
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RTLEBRIRYOEFT |
B 5—+vuxr

TIFay Bl

77— bDOEETT BT T — b EEET D & EITMEMT D RFC 2822 #EfLod> [Header From:| 7 KL%,
L' A (From Address to | A7 LD A R ( Talert@<hostname>] ) 123DV TT LA % HEMERKT
Use When Sending HAT o a v B SR TOET,

Alerts)

HET 77— PEERO | HET 7 — FORHMMEEZHEELET, 2 DORENRHY 7,

%J@%FHEJ (Wa}t Before [EET 7 — MMIERXERFORFHERE ()  (Initial Number of Seconds to Wait Before
Sending a Duplicate . . s SN i 5
Alert) Sending a Du?hcate A‘lert) lo ZOfEZ 0IICERE LSS, BELLET 77— 1 @‘H:
v U —IEEEINT, ROVICTRTOBEHE LT 7— bR Y TAF A JTERE
ShET FERFMEICKEOEFA—LVEZETLIAEERSHY £7) . BEEHLE
TI—MEFETHETITHAET oM. 77— Mk ETH-NTHEINL £
T, I AREL. BRI OFEMREO 2 (FOEEE LTy, 2F0., =
DIEZSICRET D L. 77— MISBEZ, 158%., 358%., 758%. 1558
%, 315 L VWS TRIBTER SNET,

[T 7 — FEERORARFHEFE () (Maximum Number of Seconds to Wait
Before Sending a Duplicate Alert) ], [E#HT 57 7 —h A v E—T2XET HHIIC
FEET 2 e RO E (Maximum Number of Seconds to Wait Before Sending a Duplicate
Alert) 17 4 —/V Rz LT, FRERIBROBBUCHIRZRRIT 5 Z &N TEET,
el 2E WHMEZ S ICREL., RKEZ 60 ICRET DL, 77— MES
oo 155, 358, 60 Fb, 120 Bb7e & ORIME CEE S E T,

Cisco AutoSupport VAU T O MERET D0 E I PERELET,

c VAT ATHERENTZTRTOT T —F AykE—YDat—
o VAT LOBMBIKER], status 72 RO, BROMEH ST 5 AsyncOS
N— 3 U EEAT 5

Fo, VA ERBLEHLDAEA vV O a—2NEOT T — FZIEHIT
EETHINEIPERELET, Ziuk, EREN TMEHR (Information) | D
AT ETT— b eZETHLIBREINTWVWEIZEHEICOABAINET,

ATy T8 ERzFEEL, RFLET,

75—k URE

UTFOETE, DEINCT 77— re—EFR R LET, FHEHOEIZIX, 77— b4 (NECEH
Db descriptor) . 77— FOEEOTXHA M, GBI, ERE (Z VT 4 A 1EHR, EE
W) BIORAvE—VDT XA NMIEEND T A—F (HFETDHHE) PEEhLTE
7

B O ATLEEERIOET



| v2x7L8BE22H0ET
n—rvz7 75—+ |

IN—FKDTT7 75—F
LIFO#IE, AsyncOS TAEM SIS SEXERNA—FT 2T 75— FDOU X M TF, 75—

\'l
I
dl

rMOFHA EBEBRENTLH I N TWET,

Ayt—o T73—FDE [T A4

KE
A RAID-event has occurred: L7 3as $error : RAID =T — D7 ¥ A
Serror (Warning) Mo

—k

LT OZFIL, AsyncOS THAMSND S EISERVAT AT I— DIV ARNTT, 77— D

il & ERENRM SN TVET,

Ayt—o To—rDE |[INTA—4
KE
Startup script $name exited with error: $message | 7 U ¢ F7/L [$name: 27 U 7 N DL HI,

(Critical) .

$message : =T — A vtE—¥
5"“’%7\ }\o

System halt failed: $exit_status: $output',

7 VT 4 1w
(Critical)

$exit_status: I~ RO T
a— K

o

Soutput : == KD DH
jjo

System reboot failed: $exit_status: $output

70T 4 1V
(Critical)

Pexit_status: a2~ ROKT
a— K,

Soutput : =T~ RIHODH
jjo

Process $name listed $dependency as a dependency,
but it does not exist.

70T 41V
(Critical) .

$name : 71t 2 D4 HI,

$dependency : —FFE R I T
WD AR DA T,

Process $name listed $dependency as a dependency,
but $dependency is not a wait_init process.

7 U7 4 b
(Critical)

$name : 712 2 DA,

$dependency : —EF RSN T
WA IKTEE D4 I,

Process $name listed itself as a dependency.

707 41V
(Critical) .

$name : 7 a & X D4 HI,
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B ox7275—+

RTLEBRIRYOEFT |

Ayt—o To5—rDE [T A=A
RE
Process $name listed $dependency as a dependency | 7 J 5~ ¢ H/L |$name : 7 & & 2 D4,

multiple times.

(Critical)

$dependency : —FFE R Z 4T
WD AR DA T,

Dependency cycle detected: $cycle.

7 U7 4 v
(Critical)

$cycle : I 7 MCEHRT DT
v RALDY A M,

An error occurred while attempting to share i 225 Serror : FIAMCESEATIT B
statistical data through the Network Participation (Warning) . |T=F— A vt&—%,

feature. Please forward this tracking information to

your support provider:

Error: $error.

There is an error with “$name”. U 45V |$name: 2T 7 7 A IVEAER

(Critical)

L7=7 a® ZAD4HTI,

An application fault occurred: “$error” 7 UF A |$aror : =5 —DOTF XA~ (@
(Critical) , |#IXFL—AR )
Appliance: $appliance, User: Susername, Source | {3 $appliance : F¢iE D Web &
IP: $ip, Event: Account locked due to X failed login | (nfymaion) . |F =2 VF A7 FI5A T L A2 D
attempts. ID
U§er $username is locked after X conse'cutlve login Susername : 5 00— —H—
failures. Last login attempt was from $ip.
THAYU Y MO ID,
$ip: v A UREITSNIZIP
T RV A,
Tech support: Service tunnel has been enabled, port | {33 $port : —E R k2 RITSE
$port (Information) , | &N DHR— FE 5,
Tech support: Service tunnel has been disabled. IEER WAL
(Information)

B O ATLEEERIOET



| v2x7L8BE22H0ET
waex—75—+ |

AytE— T5—FDE | /INTA—4
RE
* The host at $ip has been added to the blocked | %%+t $ip: v/ A Uit ENZIP
list because of an SSH DOS attack. (Warning) . |7 K1 A,
* The host at $ip has been permanently added to SHAF -

the ssh allowed list.
SSHZEINLCT II7A4T A
O AR TWNDN, H
N7 LT oy v LV EREGR L
BRWNIP T RL AL, 25 UN
W EL ERATIZ R L7285
&.SSHO7 w27 R KT
EMSivET,

FIUIP 7 RLAMNSZ—HFNR
EgicerlZAf o35, 0
IP 7 RURIEFFAI Y A M
mEinEd,

FFAJU A ROT FLAIL, %
no»nrzuewy s JRANMIEE
NTWTHLT 7 EANRFITX
WET,

TURIIER I BRI
7 U A Kb HEIRIZHIBR X
nE9,

* The host at $ip has been removed from the
blocked list.

\)

6=

VAT AT T— ML, MEEX—T T — b, B XTI —b, LR— T I REENE
T, INHEDOTT— KNI, VAT LT IT—rDO—8E LTHRELIZRIZZELET,

LUFDFIE, AsyncOS THEM SN D S ESERREF— 77— FD U X T, 77— 1D
] & HREN G SN TWET,

Ayt—o To—rDE |[INTA—4

RE
A “$feature” key was downloaded from the key | {&#f $feature : BERED 4 i,
server and placed into the pending area. EULA (Information)
acceptance required.
Your “$feature” evaluation key has expired. Please | #% 45 $feature : BERED 4 i,
contact your authorized sales representative. (Warning) .
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e

~

575—F

RTLEBRIRYOEFT |

representative.

Ayt—o TI—bDE |INFTA—4

KE
Your “$feature” evaluation key will expire in under | #/£ $feature : BERE DL il
$days day(s). Please contact your authorized sales (Warning) .

$days : HERE - — DRI
HETDOHK,

LT DL, AsyncOS THEREINLHIEISERRFX LY TI7— DY ARNTT, 77—~

A L HRE SR S LTV E T,

Ayt—T TI7—FDE |INFA—4
RE
Serror. 15 $arror : =TF—D FL—ZNy
(Information) . | 7 3551,
Log Error: Subscription $name: Log partitionis full. | 7 U5 ¢+ H /L |$name: 27 7T 27 J 7

(Critical)

>a v,

Log Error: Push error for subscription $name: Failed
to connect to $ip: $reason.

7 VT 4 1)V
(Critical)

$name: 7/ YT Ry U
a4,

$ip: UE— R RARDIP T
N

$reason : T T —IZOWNT
T BT A b,

Log Error: Push error for subscription $name: An
FTP command failed to $ip: $reason.

7T 4 v
(Critical)

$name: 7/ TRy U
va v,

$ip: VE—FFAFDIPT
]\‘\[/XO

$reason : FIESIZ DV TELA
TBHTEXA b,

Log Error: Push error for subscription $name: SCP
failed to transfer to $ip:$port: $reason’,

70T 4 v
(Critical) .

$name: 1/ BT A7 VT
g v,

$ip: VE—FFAFDIPT
FL &,

$port : UE—h KA RDKR—
SR

$reason : B SIZ DV TCHELA
TAHTEA b,

B O ATLEEERIOET
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nx>s 75—+ I

Ayt—o

75— rDE
KE

INTA—4H

Log Error: 'Subscription $name: Failed to connect
to $hostname ($ip): Serror.

7 VT 4 J1)v
(Critical)

$name: 7/ YT Ry U
a4,

$hostname : Syslog —/3—®
RA M,

$ip : Syslog —"—@DIP 7 K
L,

$error : =TT — AvE—TD
?#X }\O

Log Error: Subscription $name: Network error while
sending log data to syslog server $hostname ($ip):
$error

7 VT 471V
(Critical)

$name: 7/ YT Ry U
va v,

$hostname : Syslog —/3—®
71“} ]\%O

$ip : Syslog F—/X—D P T
LA,

$error : =T — A wykE—TD
?#Z ]\O

Subscription $name: Timed out after $timeout
seconds sending data to syslog server $hostname

($ip).

7T 4 v
(Critical)

$name: 7/ YT A7 U
va v,

$timeout : FPEHALO X A LT T
I\O

$hostname : Syslog —/3—®
71“} ]\%O

$ip : Syslog F—/X—D P T
LA,

Subscription $name: Syslog server $hostname ($ip)
is not accepting data fast enough.

7 U7 4 b
(Critical) .

$name: 7/ YT A7 U
a4,

$hostname : Syslog $—/3—®
Z]_\‘X ]\%o

$ip : Syslog —/"—®D P 7 K
L,

VATLEERARYDET

"
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RTLEBRIRYOEFT |

$max num files. Files removed include:

$files removed.

Ayt—o TI—bDE |INFTA—4

RE
Subscription $name: Oldest log file(s) were removed | {7 33 $name: 2/ TRy S
because log files reached the maximum number of | (fymation) . |2 3 >4,

$max_num_files: @ 7 H 7 2
7Y a T EICHFRER
57 7 A NVDORRE

$files removed : HIFR S 7=
T ANDY A K,

PLFDFIL, AsyncOS THEMREND I EFIEFRLA—KNTI7— DU ARNTT, 77— FrD

il & ERENRM SN TVET,

Ayt—o To—rDE |[INTA—4
RE
The reporting system is unable to maintain therate | 7 J 5 ¢ WAL
of data being generated. Any new data generated | ;.
will be lost.
The reporting system is now able to handle new | 53 WAL
data. (Information)
A failure occurred while building periodic report | 7 U 5 ¢ )L | $report_title: LR— F DX A
‘$report_title’. (Critical) . rL,
This subscription should be examined and deleted
if its configuration details are no longer valid.
A failure occurred while emailing periodic report | 7 U 5 ¢ 7)1 | $report_title : LiR— h DX A
‘$report _title’. (Critical) . ML,

This subscription has been removed from the
scheduler.

Processing of collected reporting data has been
disabled due to lack of logging disk space. Disk
usage is above $threshold percent. Recording of
reporting events will soon become limited and
reporting data may be lost if disk space is not freed
up (by removing old logs, etc).

Once disk usage drops below $threshold percent,
full processing of reporting data will be restarted
automatically.

I

e
=

(Warning) .

$threshold : L &=\ MiE,

B O ATLEEERIOET
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7y

—

F—

7v77—5275—+ |}

report $report _title' the expected domain
specification file could not be found at ‘$file name”’.
No reports were sent.

Ayt—o To5—rDE [T A=A
RE
PERIODIC REPORTS: While building periodic | 7 U 5 ¢ 7)1 | $report_title: LAR— h DX A

(Critical)

b,

$file name : 7 7 A L D4R,

Counter group “$counter_group” does not exist.

707 4 1V
(Critical)

$counter _group : counter group
0)% ﬁﬁo

PERIODIC REPORTS: While building periodic
report $report_title’ the domain specification file
‘$file name’ was empty. No reports were sent.

7 VT 4 1)V
(Critical)

$report_title: LAR— h DX A
kv,

$file name : 7 7 A L D4R,

PERIODIC REPORTS: Errors were encountered
while processing the domain specification file
‘$file_name’ for the periodic report ‘$report_title’.
Any line which has any reported problem had no
report sent.

Serror_text

7T 4V
(Critical) .

$report_title: LAR— D H A
kv,

$file name : 7 7 A L D4R,

$error_text : FEAELTT—
DU AR,

Processing of collected reporting data has been
disabled due to lack of logging disk space. Disk
usage is above $threshold percent. Recording of
reporting events will soon become limited and
reporting data may be lost if disk space is not freed
up (by removing old logs, etc).

Once disk usage drops below $threshold percent,
full processing of reporting data will be restarted
automatically.

il

ik
=

(Warning) .

$threshold : L = UM,

The reporting system has encountered a critical error
while opening the database. In order to prevent
disruption of other services, reporting has been
disabled on this machine. Please contact customer
support to have reporting enabled.

The error message is:

$err_ msg

70T 4 v
(Critical)

$err_msg: =7 — A vk—v
TX AR,

2T75—k

LT DFIEL, AsyncOS THEKRENDSEISERT v I T—4 77— DIV ARNTY, 77—

~OF & HARE RS AL TVET,

VATLEERARYDET
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RTLEBRIRYOEFT |

Ayt—T To5—rDE [T A=A
RE

The $app application tried and failed $attempts L 22 $app : Web tX = U7 4 77
times to successfully complete an update. This may (Warning) » |FA 7> AtF=2lF 1 H—
be due to a network configuration issue or temporary B4
outage. °

$attempts : #A1T[EI%K,
The updater has been unable to communicate with | 245 $threshold: : L &\ MEDIERS,
the update server for at least $threshold. (Warning) .
Unknown error occurred: $traceback. 7 U v |$traceback 1 N L —A NNy I 1FE

(Critical) . |

Certificate Revoke: OCSP validation failed for the | Critical $host : UPDATER H#—/3—®
UPDATER Server Certificate ($host:$port). Ensure A N,
the certificate is valid.

$port : UPDATER #—/3—0D

A= F,

RILIDTTRET T—F

Advanced Malware Protection {ZBEi# 32 7 7 — MI-DUW T, Advanced Malware Protection O[]

BUCET 57 77— FOMEERRZEEZSZRL T

TZE,

WOFIZIE, 77— FBLOT 77— hOEKEIZONTOHIZETe, AsyncOS THL S LD
& F &'F 7% Cisco Advanced Malware Protection 77— F D U A2 M YN EE# SN CW\WEd,

DBGFIRRICR L E LT,

Serror

Ayt—T To2—rDE |[INFA—4
RE
Cisco Advanced Malware Protection for Endpoints | 24 [$error] : =T — X vE&—,
ALY NANDT T TA T ADBEKITR | (Warning)
LFE LT,
$error
Cisco Advanced Malware Protection for Endpoints | #% 4 [$devname] : T /31 A4,
A= NNHDT T TAT A ($devname) | (Warning)

[$error] : =T — A v&—7,

Web 7OFX 75— F

WOKRIZIL, 77— FBLOT 77— bOEKEIZOWTOFMZETe, AsyncOS THERK IS
SFEZERWeb 70 F T 77— hDY R N ERTERHINTOVET,

B O ATLEEERIOET
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| v2x7L8BE22H0ET

web 7oxs75—+ [

AytE— T5—FDE (IS A—4

XE
T A AT BRI [EEIAB AN T — D | 1 [$info] : EEIAENDLHA TV =
LE L7, IR, ATV YA R
Serror E DBIEH,
Web 7 XTI, ¥y v —F g [EFH [$errorstring] : ¥ v = 2
YONERENTHDL Z L2 LE LT, T BEGN TS o T BRI B
XY viak7T7yvaTbHe, RENHRRE ERAREVIIE S
THHEERHY £7,
$errorstring
BRENRT A—HDTT—, gk [$errorstring] : /X7 A —& L%
$errorstring DAED _'W—{i %’é\?ﬁ\ /\c? A—

ZAED T T —DFEMR R,

7747 MUDKEGEN L& WERIRZ | &5 [Sinfo] : BN L,
#xE Lo, KRR Ha I — a2
o TWET,
$info
FRIE ST WCCPV2 L— X — )N E 720 | 85 [$info] : JBANIEH,
BEREE T,
$info
RIESNTET v 7 A M) —AHRE T v X o8 | B [$info] : IBNOTE R,
HEINE T ITELEARRE T,
$info
Web 715 7t AN/ AE Y RE CHEE) | 245 [$info] : IENEH,
LEL
$info
snmp 7 A 77 VNTZT—NRAELE L, |&4 [$info] : 1B snmp V 7 = A
Sinfo k7e EoBNtE R,
FOMOTT—IZL D, Web 7 U3 f&T | L [$info] : 1EMfEHR GL4T 5%
LE LR, ) o
$info
RAAL =L AT 5 (DNS) Tt AR |Eid [$info] : IBNfESR GX4T 54

KTLELRE,
$info

/) .
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T — ZFEEHICAE Y 2 TR TEFEHA
TL7,

$info

Aytw— TF5—FDE | /INTA—4
XE
WAET B AN T LE L, “®E [$info] : IENEH (GX4T 2%
$info &) o
Web 7'u 0%, reA0REFICEER |7 U T 4 L |[$info] : S F X FE e FEERNE

T A EDY A X EDik
EEES

T A AT FAI [EE AL T —RRAE
LE L7,

$info

7 VT 4 v

[$info] : HEEIAENLHA TV =
7 b, TV MY A R
EOBENNE

NEURL AT 75— F
WDFEIZIX, 77— FBIOT 77— bOEKRKEIZOWNTD

P& S Te, AsyncOS THRK S 415

SEIERNEBURL AT IV T I7— DU A M EREH#H I TOET,

Ayt—T TI3—rDE |[INTA—4

XE
$errmsg 5k [Serrmsg] : =7 — A vtE—,
$errmsg T [Serrmsg] : =T — A vE—,
$errmsg 7 U7 471 |[$errmsg] : =T — A vE—,

BrEST099FZRYDY

WORIZIL, 77— FBLOT 77— FOEKEIZONWTOFBZETe, AsyncOS THEE IS
SEISERLL N T 74w T T7— ROV RN EREH SN TNET,

Ayt—o To7—FDE |[INFA—4

KE
$errmsg L 2as [Serrmsg] : =T — A vE—,
Serrmsg 5 ¥ [Serrmsg] : =T — A vE—,
$errmsg 7T 41V |[$ermmsg] - =T — A vE—,

R —DEIRINT 5— F

WDFIE, AsyncOS THER SN S FIEFRRV — T F7—FDIY A NTT, 77— hDii

HEBERENTMSNATNET,

B O ATLEEERIOET
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FIPS Compliance .

Ayt—T To5—rDE [T A=A

XE
'$PolicyType': '$GroupName' 1%, BZIHAR O |1FH# $PolicyType: 1%, Web 7"V
EDTSD, T 42— MIENTOET, T HATITESLT /A

RY o HRY =T,

$GroupName: i, AU — 7
=T DARTTT,

'$PolicyType' : '$GroupName' |, 3 HZLIZHAIR |1EH $PolicyType: iZ. Web 7 U
ey £, = A A TIHESL T 'R

Y S —HHY =TT,

$GroupName: (%, AU — 7
N—TDARITT,

FIPS Compliance

Federal Information Processing Standard (FIPS) %, & {f#H CTd 2 DHEER O S TWVZR NG

WMERET D720, TRTOENERETHEN SN DO SLEY 2 — VOB ZHIE L TV E
¥ FIPS 13, WFBINOE X2 V)T 4 LT =2 T T4 N —BHEOBTZ I T D 720D

BALH ET, FESARMEBIRAFZEAT (NIST) 12 & > THAZE &7z FIPS I, @ FREUMT 0> B 4 Jiii
T IHERDORE R NGB S E T,

Web ¥ = U T 47 7Z A7 A Z Cisco Common Cryptographic Module (C3M) ZffEfH L T
FIPS &— R FIPS 140-2 Ml FH L £4, 774/ b TiE, FIPSE— NI7 4 =71 T
D

BEEIER
« FIPS £— KORE

FIPS GEEAE D&

FIPS E— R TlZ, Web X2 UT 4T T34 T LA TAX—TNMIZ > TNDHTRTCOIES
LY —E R DOWTCFIPS HERLOFGEAE A FHIT IMLENH Y 3, ZiE, LTS —
RICEHAEINET,

« HTTPS 7’11 % &

o WO

*SaaS DT AT LT 4T 4 THINA L —
T STAT L AEBEHTTPS —E A

e &% 27 ICAP 44} DLP &R &

2785852907 |]
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B resamzom:

FIPS

RTLEBRIRYOEFT |

* Identity Services Engine
» SSL DFXE

« SSH DR E

)

GE)

Mvs

FIPS E— R%& A 32 —7/WIZT BHINIZ, FIPS HEMLFEERAEAHEHA L CT 774 7 A EH HTTPS
P—ERAERETILENDHY F9, MOKELY—ERIA =T NIZTHIXLEITIH D $H

FIPS YEPLOFEAZIILL F OB 257~ T BN H Y 97,

AE ([ FuTY (BRTFALTYURXL EAC
R Ls
X509 RSA shalWithRSAEncryption | F@/2 g oAb X7 +—~< 2 X &+ Ex =

sha256WithRSAEncryption | Y 7« & FHA 57201, 1024 £ hDF—
FAREHRELES, By M AXE2EHI
RELTDHE, BX2 VT 1M ELETH,
WHALD/IRT —~< L ATHELET,

HIEEELOY:

FIPS & — R A X —T VDA, T IA T AIROIPAEF = v 7 2FTLET,

Wb BEX 2 VT AT T ITAT VAT v7r— RENTZTRTOFEREZ, UlLiIck-T
T o a—REINTZOMN, Five b certcontigCLIa~< > RIZL-TT7 v 7 r— RN&Ehiz
DINZEFRZR <. CCEEEIZHASIZHE D KO ITHRGESILE T, WebtFxF 2 U T 4 7754
7 A DIEHA T NOEO R EHANANRE ST RWVGERET, 7y e — T
FEA,

EHCE D NAMGREIC L » CREAFEDOBL PRGES 1L, T X TOBLAEZ IR EFITH L TH
5&?%%@ basicConstrains j;SJ:U\ CAFlag Pce b4 ]\ \z J: D “C%IEEE%//AE‘% 5?‘—@&2‘5/\/75‘*@
REESNET,

o BN Y A MK L CEEAEZMGFET 572912 OCSP Mk TE £, Ziuid,
certconfig CLI 2~V REFH L TRETE E T,

RS ZRRE ERGEIC DWW T (51 =) S BRL T ZE0,

B O ATLEEERIOET
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Aps =— koapitE-EEnt [

FIPS E— FOAEMEF =T ERE

1R BHHEIIZ
T TITAT VAREDNNy 7T w7 ab—zERLET CLTEEM) , 77747
ARET 7 A NOEAE 2 2—)

e FIPS B— R CE SN DEFHE T, FIPS 1402 SBEDAHFT— 713U XANEH S
TWL Z 2R LET (FIPS iEHEOEM (45 X—) 2ZMH) |

\}

GE) *FIPS E— REZEFTBHEL, TT7I7A TV ANHESENET,

« FIPS &— R&Z N L7=H4A. SSLEBLUSSH #% & (FIPS T— KRB ARIc SN TW5HH
AL, BEIIZFIPS XHGIC2 D K 5 ICT H58%0E) &7 74V MEICY By S ER A,
Bt 9 DS, B TR SSH/SSL REEMH LT IA4 7 "R TEH L HI2T 5
VERD H561E, IR OREEZELTHLERSH Y 7, FHEMICOWVTIL,

SSL DF%E (48 X—V) B LTI &V,

ATY T [V AT LEH (System Administration) ]>[FIPS ®€— K (FIPS Mode) ] Z 3R L £,

ATy T2 [REOHE (EditSettings) 1227V v 7 LET,

ATV T3 [FIPSa2 7747 2 ADH%NY (Enable FIPS Compliance) ]2 4 2L C, FIPS 27 T4 T 2 A& HE)
W LET,

[FIPS =22 77 A 7 > ADA %t (Enable FIPS Compliance) | 24 1245 &, [EKALHEENE T A —%
(CSP) DK 51k & HZ#hZT 5 (Enable encryption of Critical Sensitive Parameters (CSP)) ] F = v 7R v 7 &
DAY £,

ATY T4 R"AU— N FWEEEH, GEAE, X2 EORET — X O b2 AT 2 5A 1%, [EREE M
INT A —4 (CSP) DOEFEALZEHZNZT 5 (Enable encryption of Critical Sensitive Parameters (CSP)) | & 4>
IZLET,

ATw 75 [%E (Submit) 1227V v LET,
ATw 76 [FfT (Continue) 127 Vw7 LT, T7I7AT VADFHELEZFF]LET,

VATLOBRFOEHE

c B AN —DFE (48 L—)
eNTP H—R_—2 LBV AT A 7y 7 ORE (48 2—7)
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B srv—rozx

BALY—2VDERTE

ATY T [VAT LEH (System Administration) ]>[# A & ' — (Time Zone) | Zi&R L £,
ATy T2 [REOHE (EditSettings) 1227 U v 27 LET,

ATv T3 Hugk, EH, BLXOFAL Y=V ERERT I, GMT A7y FEERLET,
ATvTa4 BEREREZEEL, RFELET,

NTP H—/N\—IZ kB XATL 2By I DEER
TTIA T ATFH TR ZRETH5DOTIERL, Xy NU—2 ¥4 L7 m hai (NTP)
P NR—|ZHE L THAD A Z B TE L5 1T WebEX 2 VT 4 T T I7A4 T R BHRE
THZEEBEOLET, 2T, T 774 T U ARMDOT NA R ETEEIN TV BEE
IS LET, HESNTZTRTOT A ZARFE EUNTP Y —R—% AT 5 HERH Y £,

ATy T [VAT LEH (System Administration) > [FFRE]OF%E (Time Settings) ] Z 3R L £ 97,

ATv T2 [REOHE (EditSettings) 1227 U v 27 LET,

ATv T3 [RZI O E S (Time Keeping Method) ] & L C[NTP (Network Time Protocol) % 1{# ] (Use Network Time
Protocol) ] Zi®R L £ 7,

ATy T4 = R_—OBMBPLERGAE. fTOBEM (AddRow) %727 U 27 LT, NTP % — —D 52 EAfik A
NG EZIXIP T RLAZASLET,

AFvTE5 ({FE) NTP 7V =TT 7 IA TV ADE Y NT—7 A B —T x4 A XA (BEEIX
T=Z2OWTAN) ICHEMTERTWD, V=T 4 7 T =T e BR L Ed, Zad, NTPZ =) —
MEESNDIPT FLAIZRY 7,

GH) ZOFTaNE TIIFGATART =2 8774 v 7 HEEIR T 7 4 v 7 &I —
T4 T EEHL TV DG RICDARELTTEET,

ATvT6 EREzEEL, RFELET,

SSL DEXTE

X2 T 4 M ESEE-0IC, WS ONDHF—EATSSLV3 L SFIERNN—T 50D
TLS %A F—TNEZET 4 =T M TEET, HEOEX2 VT 2FBET L0, T
RTCOYP—EARATSSLVIEZT At —TMITDHZEaBEDLET, T 740 FTlEH, T
TONR—=T 3 D TLS A F—T IR E SHL, SSLBT 4 E—T VIR ESNE T,

B O ATLEEERIOET
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sstozz i

\)

GE) T D OREREIE. ssiconfigCLI 2~ Y REMEALTA R—TNAELIZTT 42— NMIZTHZ
EHLTEET, WebtX a2 UT 477747 ACLIa<wy REZRBRLTLLEIN,

\)

GE)  TLSHF BN/ SSLEAEES/IILE LA, 77V r—va v aHEsLF
7,

ATy 1 [VAT LEEL (System Administration) ]>[SSL #%7E (SSL Configuration) | Z R L £ 7,
ATy T2 [REOHE (EditSettings) 127 U7 LET,
ATYT3 ZNHDOH—EATSSLV3 & TLSvlx A X —7 /I 2T, MIET2F =y 7Ry 7 ZaA 2L
£
(TTTAT v AEE Web 12— — A X —7 =14 X (Appliance Management Web User Interface) ] :
COREEERTDHE, TXTCOT 7747 22— —OEwLrtllr S E T,
s [FEF T P —ERX (ProxyServices) |: E¥ a7 7747 NHOHTTPS 7’rX v &/ LTy
ESENEENET, Z0®7 va VITFU T b EERTOET,
s [ HHEE (Cipher(s)toUse) |: 7 +—E R LDOBEIZHEHAT2BMOBEEAAL — K&
ANTEET, A= ORIV IZiZavy () Z2EHLET, FEOK SO L IET 51T
1L, ZFOLFHNOFIICEEEELF (1) ZEMLUET, 72& 21T 1Exp-pHE-RSA-DES-CBC-sHA & A ST L
ESc AN
B 7~ TLS/SSL /N—2 a NG A A — FDHE AT H LI LTI EI W, FEffld &
WIS U A MZDOW T, https://www.openssl.org/docs/manmaster/man1/ciphers.htmlZ 2 L T< 72
é I/\O
TFTAT AL TLSVI3 N— 3 &R — N L TWET, K5 TLs AES 256 GoM SHA384 3T
T b OB Y A MOBEMSNE LT, 774/ M T TLSVI3 1ZT7 7747 2 ETHA)
(2720 £,

AsyncOS /X—37 = 2 9.0 LLRTDT 7 4 /v s O F1L, pEFAULT: +kEDH T,

AsyncOS /R— 5 9.1 ~ 11.8 DT 7 4 /L FOKE X, RO LBV TT,

EECDH:DSS:RSA: !INULL: !eNULL: ! EXPORT: ! 3DES: !RC4: !RC2: !DES: ! SEED: ! CAMELLIA
:!SRP: ! IDEA: | ECDHE-ECDSA-AES256-SHA: | ECDHE-RSA-AES256-SHA: | DHE-DSS-AES256-SHA:
!AES256-SHA:DHE-RSA-AES128-SHA

ZO%E. T 7 4/v NOR; 51X ECDHE B 5 ORRIC L > TEDLLI LGN H D 77,
AsyncOS /X— 3 12,0 IEDT 7 )L OB E1X, RO LB TY,

EECDH:DSS:RSA: !NULL: !eNULL: ! aNULL: ! EXPORT : ! 3DES: ! SEED: ! CAMELLIA
: ISRP: ! IDEA: ! DHE-DSS-AES256-SHA: | AES256-SHA: DHE-RSA-AES128-SHA:
TLS AES 256 GCM SHA384
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. SERAEDEE (Certificate Management)

GE) H LW AsyncOS N— 3 N2 T v 77 L— KT BH802, T 7 4V OB B AL — &
HFHLET, B AA — MIBBINICEH SNEE A, LETD/N—2 3 U025 AsyncOS
ROLIRIZT v 77 b — R 55813, WAL — 2RO X DICHEHTLHZ Lo
["LET,

EECDH:DSS:RSA: !NULL: !eNULL: !'aNULL: 'EXPORT: ! 3DES: ! SEED: ! CAMELLIA

: ISRP: ! IDEA: ! DHE-DSS-AES256-SHA: | AES256-SHA : DHE-RSA-AES128-SHA:
TLS_AES 256 GCM_SHA384

o [TLS JEAE DD (HLE)  (Disable TLS Compression (Recommended)) ] : TLS Efﬁﬁ%%?ﬁ [y )
ZiE, ZOF =7 Ry 7 AA T LET, REOEX 2V T 4 2RI DITF. ZOREN
LRSI FET,

CHANERRRRE, BEL O EF T FEU T 40

n\m

* [ =7 LDAP #—E A (Secure LDAP Services) ] :
BENET,

s [EX 2 TICAPY—E A2 (SMEDLP)  (Secure ICAP Services (External DLP)) |: 777 A 7 2 A & 458
DLP (7 —#Imipi1L) $— S—[ D ICAP (G DREIHEH T2 7w ha L& @RL £3, FHMIC
DVWTIL, M DLP —N—DFEEZ SR L T EE W,

s [—EADEH (Update Service) |: 777 A 7 ALRHREERT v 7T — b — _—[HDi@EIC
T 278 hara@RLET, —EROEFHOFEMIZ OV TIX, AsyncOS for Web D7 7
L—hET 7T —F (56 3—V) 22RL T &N,

G¥) VAADT v T T — K ==L SSLv3 VAR — L TWEHA, LTEN-T, TLS1.0 L E
ZCisco7T v 7T —h P —ERATARZ—T NI L TEBLMERHY £4, 727-L, a—hL
Ty 7T =8 P=_"—TIEBED SSLVIZEHT 22N TEET (FOXHITHRESNT
WAHEE) o FNHOY—R—THR—hIN TS SSLITLS DX— 3 U &R L TL 2 S
U,

ATy 74 [#E (Submit) 1227V v 27 LET,

sEBAZE N EE (Certificate Management)

TTIAT AT, TUVXNGEAELHEM L TS S E e, Wb, gL ET,
[FREAFDOE PR (Certificate Management) ] ~<— U Cld, BIfEOFEAE Y X FORRFLEH, 7
HT&E 50— FEHEOEH, BLU07 0y 7 SNIEAEDORREZITI ZENTEET,

\}

CE)  TTIATUANRA U F—Fy MTHERSNTOWRWGS, REHEEH (Certificate
Management) |~N— D1 — NIZKFHD D00, ZA LT T =T =B ELET, IHIT,
FEAEZ R — R L2, [v=7 A MRS TEEEATL (Failedto fetchmanifest) 1% v
T —2 =T =3 [GEAEOEH (Certificate Updates) | U A MIFREINET,

B O ATLEEERIOET
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| v2x7L8BE22H0ET
wwninegiEzont i

REETIE B

SERAER L OF — 2o T (52 2—2)
REFAEOTEF (53 X—)

(ST H/L— hAEBHEDEH (52 X—)
e Ty INTFEHEOFR T (53 =)

ERA& IR EEBAERREEIZ DN T

Async0S10.5 TOFIPSE— FHEH DO U U — A0, RSN DAEAFITT T, 7y T n—
RANZZEY 7747 V7 (CC) FEHEIZHEIL L T D Z & 2R T 2 72 D ICRGE S L E
o REAEFEZFEAELRS Y A b ERE L TRIET 211X, OCSP MFELfEH CT&E £,

WU CHDRFEAER Web X2 VT 4 T 7 I7A T VAT v 77— RENTWHI L L&,
TARCORHY— N~ CTHERSSL Ny Ry e A 7 2FITTE D L DIC, AR TEF 2 7 75k
AERT SN TOMEYF— A= TRESN TN 2 L 2R T ILERDH Y 3,

WS ZRREFA EMREEIL, ROGEAFEDT v 7o — NICEH S E T,

sHTTPS 7u X ([B¥% = U T ¢ —¥E R (Security Services) ]>[HTTPS' =% (HTTPS
Proxy) 1)

« 77 ANGH == ([EFx =2V T 4 ¥ —E X (Security Services) |>[~/L7 =7 X &
Lt =27 —3 3 (Anti-Malware and Reputation) ]>[7 7 A /L3 OFEAIERE (Advanced
Settings for File Analysis) |>[7 7 A /V3#7r ¥ —,3— (File Analysis Server) |: [T A ~X—
r7 Z v REXUGEEE/ (Private Cloud & Certificate Authority) ]: [7 v 7' B — K S 723
AER O (Use Uploaded Certificate Authority) ])

(ST H— hEHE ([(*> FU—2 (Network) ]>[fEHEDEH (Certificate
Management) ])

T —NEEREDORE ([ U —72 (Network) ]>[FFE (Authentication) ]>[7 & —/
IVEBREDFRE (Global Authentication Settings) ])

*SaaSDID 7'/ A X ([Fv hTU—2 (Network) ]>[SaaS DIDZ' & /34 4 (Identity Provider
for SaaS) 1)

« Identity Services Engine ([% > k7 —2% (Network) ]> [Identity Services Engine])

« 48 DLP ¥—/3— ([~ U —2% (Network) ]>[#MiDLPY—/3— (External DLP
Servers) ])

*LDAP B X O % =7 LDAP ([*> FU—72 (Network) ]>[#8iE (Authentication) ]>[L
L2 (Realm) 1)

FIPS Compliance (45 ~<—) ML T E X0,
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B avzssvr—icouc

SIBAZER X UVOF—IZTDVT

=P CREAER T D L XD, 7T YT X 27 HTTPS Bfii 2 i LT Web 7' % o
WCRRAEZ LT v vy VERELE T, WebtX a2 VT 477 IA4T7 2%, 7740 M TH
JBOD [CiscoWebtXx=VUT 4 77747 AT EGEHE (Cisco Web Security Appliance Demo
Cmﬁm@AJ%ﬁﬁbf 74T N EDOHTTPS #ft e LES . Z< DT T UHFT

ES ufbfﬂﬂiﬁ)ﬁ%f&)é&b\ﬁlﬁl/&@%ﬂ: SERRENET, ﬁ&ﬂfcﬁuﬁﬁﬂi AT AAvE—Y
%\fl_*f WCRRLBRWE S ICT DL, TV r—3a o CHEMICRR S N DRER#E &

F—DOXTET v Fu—RFLET,

BEEIE B
GEEL X —OT v u— FEIFAER (53 X—)
«REEBAL TR (54 ~—2)
« MRHREAE (55 ~—)

EFETZESI— FEAZEDEHE

ATy I

ATy T2

ATvT3

ATvT4

ATy TH

WebEX o2 UT 4T 7 T4 T AL, BETED0— FEREOU X MRHEL., Zh)
MR SN ET, BETE DEHELEFS Web U1 b TlE, EELIINEDH Y £H A,
EEHTE2FEHED Y X MIGEAFELZ BN L, HERICGEREZHIBRT 2 & BT 575EH
EOQYVARNEEHTEET, WebtEXa2UT 477 IA4T7 AT, 774~V VA0S
FEREITHIBR SN E AR, 22— = EOFEEZ BN LT Ed, N T, BETXS
U Z R BREEDBERERICHIBR S IV E T,

FHEHTE o/ — FaEAELZBN, EEX FUron—RF35123, LTOFEEZFATLET,

[r> T —2 (Network) ]>[REFHZEDEEE (Certificate Management) | ONEIZEIN L F 5,

[FEFAEDE B (Certificate Management) | X— D [{GHTX 5 /b— MEHAEDOEH (Manage Trusted Root
Certificates) 1 %27 U v 7 LET,

YA B A Y A MR SN TORWRBRER O FB/L DMIN T A S LOEIHTE 20— Mk E 2B
MT 25121k, LTFOFIEEZFEITLET,

[1>AR—"bF (Import) %27 Vv Z L, fEHEZ 7 A NVEZR LU CGERIRL, X (Submit) ] LE T,

1 PLLED YA S RBHA AN FOFHE LTS T 2103, UTFOFIEIATLET,

a) FHERZT28%= MV EHEEZ EFEE (Override Trust) | F =y 7Ry 7 A%A T LET,
b) [&fE (Submit) 1227 U v 27 LET,

BEOFERHOa e —&F v ra—RE5IciE, UTOFBEEETLET,

a) VAIDOEFEETE S/ — FEHAEY X2 N CTIEAEOLRTZZ Y v 7 L, =2 MY ERERBELET,
b) [REAEZ X > v — K (Download Certificate) 1 %27 U v 27 LE7,

B O ATLEEERIOET



| v2x7L8BE22H0ET
anzoEs ]

AEBAE D EF

[ (Updates) 1227 ailid, 7794 TV A DT AaDEHTE 50— hEHESL T
2y 7 JARARNDNY FUZONT, N—Va UERERKESFERS—ERrINET,
HONRY RIVITEMIICEFT I E T,

[FEREDOEH (Certificate Management) |X— T[4 T <HEH (UpdateNow) 1227 Vw7 L, T v 77—
RNATREZR TR TONY RAEEH L ET,

Ay Y Snf-FAIAZEDRT

VAIZEVEGTH L LHESN T 1y 7 SNEREAEDO Y X M 2FRRT 512, LTFD
FIEZFTLET,

[7a vy 7 EHIEFEEER (View Blocked Certificates) | %27V v 7 LE9,

REAE X —D7 v T O— FERFIEER

—HBD AsyncOSHERE Tld, DML, TRl FIIREDTOITFENF & F— B TT,
72 & 21X, Identity Services Engine (ISE) 7 & DEHEDS Z Ui Y LE T, BEFOFEIFE L F—
7 v 7u—RL7Z0, WIEEZRETHEXITHLWVGEHEL X —Z2ERLIZY TEXET,

ARER L UVF—DTyTO—F
TIIAT VAT v u— R B, T OB LT 2 RER DY £

¢ X509 EHEAFEHL TWVWDH I &,
e — T AMEXF—DRNPEMERTEENTWVWASZ &, DERERIIVR— FENTWER
Moo

ATV T [Ty 7 e— RENTEHELE F—%#f (Use Uploaded Certificate and Key) ] Z 3R L 7,
ATy T2 [[EHE (Certificate] 7 4 —/L RT[ZM (Browse) 7 Vv 27 L, Tv7n—FR4+57 7 VERRLE
‘d‘o

GE) Web 7 ¥ 0%, 77 A NVNORVIOFEHEE -ITX—2FH LE9, FEHET 7 1 /LIZPEM
BRICTHHENHY £, DER ERIVFR— RS TWEEA,

AT9 73 [F— Key) ] 74—/ RT[EH Browse) |27 Vv 7 L, 77 u—RT577AVERELET,

G¥) F—DRE X512, 1024, F72132048E Y FTHHIMLENDH Y £, WMEX— 7 7 A /LIZPEM
R TRITINIER Y £H A, DER ERIZVR—FENTWERE A,
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B ivsssvr—oxm

ATvT4
ATy TH

=D FLENTWAEAIL, [F—I3K S b TV ET (Keyis Encrypted) ] Zi8IR L £,
[Z77ANVDT v 7 r—NK (UploadFile) 1 %7 U v 27 LET,

ARAES L UF—DAERK

ATy I
ATy T2

ATvT3

ATv74

[ZERR S 7-REHE & % —%fEH (Use Generated Certificate and Key) ] Zi®R L £7,
[ LWGEBE & F—% 4% (Generate New Certificate and Key) [ %27 U v 27 LE7,

a) [REBIE L F—% 4 (Generate CertificateandKey) ] ¥ A 7 1 7Ry 7 AT, MBERAEMERE AT L
£7,

G¥) [#£3844 (CommonName) ] 7 4 —/L RiZiZ, AT v o () ZBR<AEED ASCI XF4a A
NTEET,

b) [REFIE L F—% 4k (Generate Certificate and Key) | %A 7 v 2/ R v 7 AT, [ (Generate) | %27
Uw 7 LET,

AN E T 5L, [FEHFE (Certificate) |27 3 a iz, GEHEOERE 250V 7 (EHEL2 X
¥ > 12— RDownload Certificate] & [FEREE4 ZRD X 7 o m— R (Download Certificate Signing
Request) ) BNRARINET, Fo, P8GR (CA) »OEBEAMIXIEAELZE L XL, g T v
Tu— RTL57DIMHT 5 (B4 EFEE (Signed Certificate) | 472 a Vb RARINET,

[FEFAE %A 4 v 17— KDownload Certificate] & 7 UV w7 L C, T IA4 T LV AILT v 7 a— T 58 LWE

HEEX¥Ua—RLET,

[REFHEEL B RO X 71— K (Download Certificate Signing Request) 1% 7 U v 7 LT, B4 D=DIZFE

AL (CA) ICEETDHLVEHEY 7 A V& v rm— R LET, ZORHEDOFEIC OV TIE, FEHFE

BAER (54 X—2) ESRL TSN,

a) CANLEBEAMEIEAENRESINT O, REFZE (Certificate) |7 4 —/V RO B4 T EFEHE (Signed
Certificate) ] C[&M (Browse) |27V v 7 LT, BAMEHET 7 A NLERBEL, [V7ALVDT v
7v— K (UploadFile) |27 Vw27 LCT 7 IAT VAT v7r—RLET,

b) CADON— NEHERT 774 TV AOEHTE DV — FEFAZEY A MIEERTWDH Z L 2B L
#oUX%K@w%émﬁmbiﬁoﬁ%mowfﬁ\ﬁﬁfééw—kﬁﬁé@ﬁﬁ(ym—v)
LTS EEN,

AEAEZERENR

Web X2 VT 4T 77T AN, TTIAT VAT v a— RSN iEAEOERE
BAER (CSR) AT HZLIITEERA, 20D, TTI7A4 T ARIT/ER S UTZFE
EEZFEHT 22T, BIOVAT ANLBLEREBITTHLERHY T, B TT 747

ANWA VA N—= AT AHURENDHT-H, 2OV AT AND PEMEROF—23FE LET,
BHT/N— 32 D 0penSSLINA > A h—L & N7, EEOUNIX~ V> 2 T&£3, CSR

T TTGAT VADRA MDD Z L ZRER L T ZEVY, OpenSSL ZffiH L7z CSR D4
ROFEIZOWNWTIE, LFOHBATICH LT A FTA4 2SR LTLIEEN,

B O ATLEEERIOET
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szmz ]

http://www.modssl.org/docs/2.8/ssl fag.html#ToC28
CSR A En/=b, WBiEF (CA) IZHELET, CAL. FE#EE PEM FATEL 7,

MO TEERFELRGT 25 81E. 1 ¥ —2 v b T [certificate authority services SSL server
certificates (SSL ¥— N—FEHE AU L TV HRRER) | 2R LT, BEO=—XT&K b
WL —EAE2BRNLET, P—EADOFIEICHE > T, SSLIAFAZELFIG L £7,

\}

GE) A @%EE)EJ%%EEE LVC%Z?% ZEHTEET, EDOZDDY —ILX http://www.openssl.org
OEEELD Y 7 v =7 OpenSSL IZE FH TV ET,

e FERRE

v [ nE)%(CA)Qnqui*ﬁnft \-7][]7_'( ASyIlCOS T, quﬁuEEﬁio)*ﬁnE@ffﬁH %)"j‘j‘*‘ k
éﬂi‘?“o HHRERE & IHEETE 50— FMRIERIC & » TRITSNIZREAETH Y | BINo
AEAEZERT DIl SN ET, Tt FEOBEEZERLET, LT, FET
& D /b— FRRERIZ K o TREEFEZFITT D HERIAY 5- 2 54172 example.com T K > TREFF A
FITSINTIZE LET, example.com (T K - THRITSN/AEHFIL, example.com DFLE F —35 L
WMEHEHTE 5 — FNRBGEROME X — LA L CTRGET 20 ERH Y £7,

P— =X, SSLN> K= 7T [GEAETF=— ] ZXEL. 7747 8 (T 0¥k
L, ZOEABIIHTIPS 7 X v THDEWeb EX 2 VT 4 T T T7A T VR ) DY —N"—%3E
TEXH X2 LET, @, V— N—FEHEIFREEAEIC L B4 S, FRGEHEIXEE
TE 50— MEAEBICL Y EBL SN, N Ry A 7RI —N—FEHE L 2ROFEHET =~ —
VINTTAT v MIFEIRENET, WE, L— FEAEIWb X2 VT4 T T IAT A
DfFFETE HIARAER M TIHHAES B0, FERAET = — L ORFEL L £ T

2L, b= AN=TZ U NS b 2T 4 T AREAEPEESNIZSGE. LT =—iZ
%Eiﬁﬁ%ﬁﬂ%ﬁéﬂiﬁho %@ﬁf‘k%\ P — X— XSS NN Ry = A 7 EP ZH— N
DHEFFL, WebEFa T 4T TIAT A 7 0% LN HGERENETE LR\ =ik
#EF = — L AR TE EH A,

DHIOYV Y 22— a T, Webbxa VT 477747 A EHENRTFETNMAL, (5
TEDHIEAEBR M TICHE R PRFEHAELZ T v 72— KL TWE L, BfEIE, CLIz~<> K

advancedproxyconfig > HTTPS > Do you want to enable automatic discovery and download of

missing Intermediate Certificates? %{%ﬂ% [_/T\ fEPF’aﬁ%E%%@*ﬁ;ﬂj %ﬁg“jﬂcfg i'a‘o
ZHUE, WebEX a2 UT 4 T 7 I7AT A NINOEORWCTTFEFIEZPRL L L3257
DIHEHTH 7 e X TT,

PRGEHEOBRE TIX, TAIABBEN LWH HEEEMNLET, ZOHETIE, [FETES 20
SEENFIET 256, WebEX =2 U T 4 77 T4 7 2 A L% OFEHZEIZ T Authority Information
Access| & WV ERIFWMNH D 0MRGE L £77, T OILRERICIT, A7 v a D CABITHED
URL 7 4 —/V RBREENTVWET, ZD7 4 —/L NIZiE, FEO Y — N—FEREOEA ITfEH
SNDFITEAMRELRET LN TEET, TNMEHFREICZRD L, WebtEF 2 U T o
TTTAT AT — b D CAGEHFENIIG S5 % TRITE OIEHF 2 IR EUS L.
Frx— EFHERIELE S & LET,
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B Asyncostorweb 7y THL— R ETFYTF— 1

AsyncOS forWeb D7 v 745 L— k&7 TT—k

AT, AsyncOS for Web & Z Dy R—x > MajiFiz, 7y 77 L—F FHLWWY 7 K
VT N—=Vay) LTy T—h BAEOY T N =T N—=Ta COER) EEMICY
JU—ALTWET,

AsyncOS forWeb 27 v 75 L— KR 51=0DRRX N TS5 T74R

« T 7T L— REBBT AN, [ AT LEH (System Administration) ] > [fXE 7 7 A
sV (Configuration File) ]~X— "% 72i% saveconfig 2~ REFEH LT, WebtF¥=UTF ¢
TTIAT AN XML A7 4 Falb—vay 77 AV ERFLET,

*PACT 7 ANRH AL~ A A LToy Ra—VF =M=, T T4 7T 2 AT
SNTWDHMOT7 7 A VERGFLET,

T v T L —RIFIZIE, SESEART LT N TREWERMEELZ R LW T F &,
TCPEyvarvRNFa—RHIZAA LT LT LESTSGAE, Ty 77 L— Kk
W4 B a[REMEN B D £ 97,

T YT L —FRETLES, XML 7 7 A MR EEREEELET,
REEIER
T T ITAT UV AREDRGF, e—F, BLOUV v b 2—=Y)

Async0SHE L VEF 1) T4 H—ERXRaAVER—R DTy THL—
KTy TT—Fh

Ty L—KDAHoaA—KRESA VR =)L

B8 DRI

T TIAT LV ADAy T 4 Xal—ay J7ANVNVBIRIELET (T 7747 ARTEDOHE
7, a—F, By b @3—=) 228K) |

\)

GE)  AsyncOS % Cisco — 3= Tl a—H /b == i 1 FO#BETH 7 rr— K&
Tl T L= RTHEEE. Ty 77— REFvrm— RPCREBICETESNET, 7Ty
7 L— R 7at AORMIFIC, N =N 10 BRIERESNET, 2O —BRRINTND
MiE, Ctrl Z i L72REETC AT L, U rn— ROBBRENCT v 77 L— K 7t A%
TTEET,

B O ATLEEERIOET I
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\)

FuIoL—kogyrn—reqvz b= |

GE) 7977 L —ROETH, B 7TRHEEOIEAEN FIPS #EHL TR WERIL. 7774 T A
DT v T T — RENDEF/RADT 74V FOFEAECTE B2 ONET, Zhid. BERE

WT 77— RORNZT 7 4V FOGEAEEZEH LGB 0BEZ D £7,

I EOBETCHE Y —REAL VA N—EITIN, FRBFAAv I TT T RTH T a—F
LBECA LV ARN—LTEET,

varstore 7 7 A AR TE I N TV AR EMIC ASCHU LN D STTENEGEENTWDHE, Ty 7T 7L —
RN L FET,

ATy T [V AT LEH (System Administration) ]>[3 A7 A 7 v 77 L— K (System Upgrade) ] Z 3R L F7,
AT T2 [Ty 77 VL— K47 3 (Upgrade Options) ] %7 VU v 7 LET,

T T ITV—RF T a7 o7 7L —RAA—UFERLET,

RE

Bl

Ty ST =R F g
v DIEIR

.

[#DUru—R&A A M=/ (Downloadandinstall) |: 1 [EIDO#E{ETT v
TIT—=ReF v ru—RLTA A= LET,

TTIEA VA =T X ra— RLTWHEA., BEOX T n— K%
FEXITIEIROENET,

[T u— RDH (Downloadonly) ]: 7 v 77 L—RA VA =T %K
yrua—RLETNH, 41X M—UITWERA,

TTIA VA N—=T&F = RLTWD A, BBfoXvra— K%
EEEXFTLIEIROONET, A VA N—F IV —EREZHETH &
AN I 77 RTxFyrua—RLET,
Aoa—RR5ET35E, [ A= (Install) ] RZ U REREN
9, ZORF U EI Yy I LT, Fyra—RLieT7 vy 77— REA
VA =L LET,

[Ty 77— RS —R_R—THHARERT v ST L —R A A= T 7 A4 LD)Y

Ak
NER
L7z

(List of available upgrade images files at upgrade server) ] 725, # U 2 1 —
LT T T = RAA=VEBERT L), ¥Uom—RKLTA A =)L
Ty T TL—=RAA=VEBRLET,
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B o5y rsyon—roxet)

RTLEBRIRYOEFT |
LELFEIRR T—4 RDEF

RIE

B

T 7T L — RO U

CBUEDREDNNY VT v a—%T 7747 A D configuration
TA L7 MVISREFTDIE, [Ty 77 b= R 5HIC, BUEDREE
configuration 7 4 L7 K UIZLR{F (Save the current configuration to the
configuration directory before upgrading) ] &4 12 LE T,

o« [BRAEDRRE Z 147 (Save current configuration) ] 47> a VA4 1/ -
TWbAEHE, [RET 7 A NVNO/RAT — R&[E3 (Mask passwords in the
configuration file) | Z# A4 I L TNy 77 v 7 a B —NOHEEDTTD
M7 T — RE~A7THZENTEET, 2720, NAT—FR< R
7 SNTHERRT 7 A WL, [E% 2 — K (Load Configuration) ] 2~
T%, CLIloadconfig 2~ RThHua—RTHZ LN TEEHA,

FIPS E— RREDNC SN TWDEGE, [RET 7 A VD /XA T — R4
51679 % (Encrypt passphrases in the Configuration Files) ] %4 1295 Z &
MTEET, ZhbDT7ANME, Vae—FRFH5ZEnTEET,

o [BAEDFRE % %17 (Save current configuration) | 47" v a V34 7>
TWBEE, [77 A4 /v%E A—)LTiE(F (Emailfileto) 17 4 —/L KiZ 1D
DEDOEFA—NVT RLAZANTEEST, ANILEEAET FLRIZ, RNy
IT O TRETTANDAE—NETA—LTEFINET, V>~ TH
BT RV AZXEY 797,

ATw T3 [HifT (Proceed) 1547 U v

7 Li?—o

A A D=L OSE ] RICHENET,

a) YuekvARFOTarT
b) ETERDLTR LT

MIGETE LI L TSN,
FC. [57 <HEEE (RebootNow) |27 U7 LET,

) M0, TTIA T AT 7EALCR A LET,

Ty 7T L— ROMBEBEETLHTOICT 74T ADEREBFBRATLLENHH L Bbhd Y
Bl FEEE 20 2L ESFIE L THOHHRAL T EIN,

NV DTS 0 R Eo0—KFOXy o ILERITEIBRAT—2 RORTF

RT9 T [VAT LEE (System Administration) ]> [ A7 A 7 v 727 L — K (System Upgrade) | Z IR L £,
AT T2 [Ty 77— K47 3 (Upgrade Options) ] %7 VU v 7 LET,
ARTYT3 ROAT v a v BBRLET,
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BRBLUFRLET v ITF— Ty TTL—Fnszy— |

S BEFIR

Fyoa—RKAT—=HA|RX=VDOHFREMRL T IEIN,

e HATEDF 7 b R 5 L OF D o a— FSZT LCA v 2 b LS DD %
FoTWVDBLDONRWEARIE, F¥Ure— RORAT—X AFRITFRINER
/L/o

Foyra—RKOFxFxy ot [ R=VoFRiZHD, [F U ue— R&EX+y /L (Cancel Download) 784 >
L Vw7 LET,

IDOF T at, Furn— REfTRICORFRENET,

Fyru— REReAy | RX=VOHFRIZHESL, [7 7 A VEHIFR (DeleteFile) | A% > %27 U v 27 LE

A~ =7 OHIER D
ZOFFaiF A VA N—TINE T a— RENTWAESICOLFTRS
nEJ,

ATvT4 (EE) Ty 77 L—FK %R LET,

RDBRY
ESPEALY=!
B —HANBLRVE—F T v 7T — k=N (60 "—)

BASIUVFEHI&BIT7YIT—MNT7YTIL—FDH T —

AsyncOS 1, #HT LV AsyncOS 7 v 77 L — R&E[RLS, 7 XTOEF2V T 4 —ERX 2

=R F~DOF LT v 77— R pnin, EFCT v 77— F —IZflna b E

T AsyncOS %7 v 77 L— RF 5I21%, AsyncOS BMER AIRER T v 77 L— REfWH bt
HEH, FEICTERTHILENRH Y £9, AsyncOS WEHAFEEREX 2V T 4 h—ERX T v
TT—bhEMWEDEDL XS, FEITERTSZZELTEET, FFMIZOWTIE, LRiD/N—
¥ 3 O AsyncOS for Web ~D1Ec (65 ~—) ML T IZI,

AsyncOS N7 v 7T — FNEET v 77 L—RKDT v 75—k h—R"ERETHEE1L. L
TOFEZFETLET,

1. 7y77— k=G EE T,
VAATE, Ty T—=bF = NUTOY =2 & TEET,

«Cisco 7Yy TT— bk H—\, FEMTHOWTIL, Cisco 7 v I F— h =607 v
TF=RET T T =K (61 =) EBRLTIEEN,

s O—AHIL H—/\, FEMZONVTIE, 2—H L =507 v 77—k (62 3—
V) BERLTLEEN,
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RTLEBRIRYOEFT |
B cr2v7/9—Er0avK—% FOFBIZ L BEH

2. AFHHRERT v 7T — FEIEAsyncOS DT v 77 L — K=V 3 v & —EHRRT 5 XML
T7ANVEZELET, TOXML 77 A /UE =7 =& ] EMEENET,

3. T/ —b EREIT v 7TV —RARA—Y T ANV EFX 0 —RLET,

THX2T4 Y—ERQAVER—RY FOFHIZLE5EH

TN TIE, X2V T 4 P—ER a2 R—3%2 M, Cisco 7 v 7T — k $—3n
BT —HR—AT =T NZEINCT v 7T — b eZFE LET, 7277l FHTT—FX—2
T—TNEERHTEET,

\)

GE) —#o7 v 7T — MI, BEEICEET 2 GUI R—U b4 T~ RTHIATE £1,

Je

EVh ToTFTF=Eu T T ANDT v I T =TT 4 ET 4 O EFIRLTLZS N, [V A
7 LB E (System Administration) |>[w 2 $%7 27 U 73 5 - (Log Subscriptions) ]-X— D
ToTT=2 us Ty A UREKLET,

C¥)  WHBOT v 77— MITHTEEtA, TXTOREFOT v 77— M, B LWEE )
MENDHNIET T DLENRDHY £7,

ATy T [VATLEE (System Adminigtration) 1> [7 v 7 L—FET v TT— FDERTE (Upgrade and Update
Settings) | Z®IN L F7,

ATy T2 [BHETELHEE (Edit Update Settings) 1227V v 27 LE,
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. CLI D45l : snmpconfig

v

AT LEEIRIOET |

BT 2RACELVFETENET, T 74/ FTIE, F=F—&EN 5 URLIZA—bH 80 Lo

downloads.ironport.conl7?7fo

ET=4%—795% URL ER e ES %%Eﬁ—é i, snmpconfig AV ]\%gﬂ%’/ﬁ‘ L.
connecivityFailure k7 > 7% A X —7 /W LET (T TICA R—T M2 > TWDHEE S FEIT

LEY) ., URLEEFET L7007 MRFRENET,

Je

il

connectivityFailure F 7 v 7% I 2 L — F T 5729IZ, dnsconfig CLI 2~ RZMHL T,

KFEH D DNS —"—% AJ)F 5 Z &3 TZ £7, downloads.ironport.com DFRFR LI L |
S~TRZ LI R T T BRREEINET, TAMBET LIZ6, DNSH—"ZEHF O — 3 —

WWRLTLSEE,

CLI @45l : snmpconfig

wsa.example.com> snmpconfig

Current SNMP settings:
SNMP Disabled.

Choose the operation you want to perform:
- SETUP - Configure SNMP.
[1> SETUP

Do you want to enable SNMP?
[Yr>

Please choose an IP interface for SNMP requests.
1. Management (198.51.100.1: wsa.example.com)

[11>

Which port shall the SNMP daemon listen on interface "Management"?
[161]>

Please select SNMPv3 authentication type:

1. MD5
2. SHA
[1]1> 2

Please select SNMPv3 privacy protocol:

1. DES
2. AES
[1]1> 2

Enter the SNMPv3 authentication passphrase.
[1>

Please enter the SNMPv3 authentication passphrase again to confirm.

(1>

Enter the SNMPv3 privacy passphrase.
[1>

Please enter the SNMPv3 privacy passphrase again to confirm.
[1>
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Service SNMP V1/V2c requests?
[N]> Y

Enter the SNMP V1/V2c community
[ironport]> public

Shall SNMP V2c requests be servi
[Yr>

From which IPv4 networks shall S
multiple networks with commas.
[127.0.0.1/32]1>

Enter the Trap target as a host
addresses separated by commas (I

[127.0.0.11> 203.0.113.1

Enter the Trap Community string.
[ironport]> tcomm

Enterprise Trap Status

1. CPUUtilizationExceeded

2. FIPSModeDisableFailure

3. FIPSModeEnableFailure

4. FailoverHealthy

5. FailoverUnhealthy

6. RAIDStatusChange

7. connectivityFailure

8. fanFailure

9. highTemperature

10. keyExpiration

11. linkUpDown

12. memoryUtilizationExceeded
13. powerSupplyStatusChange
14. resourceConservationMode
15. updateFailure

Do you want to change any of the
[N]> Y

Do you want to disable any of th
[Y]I> n

Do you want to enable any of the
[Yl> vy

Enter number or numbers of traps
commas .
[1>1,7,12

What threshold would you like to
[95]>

What URL would you like to check
[http://downloads.ironport.com]>

What threshold would you like to
[95]>

Enter the System Location string
[Unknown: Not Yet Configured]> N

Enter the System Contact string.
[snmp@localhost]> wsa-admin@exam

CLI @45l : snmpconfig .

string.
ced from IPv4 addresses?

NMP V1/V2c requests be allowed? Separate

name, IP address or list of IP
P address preferred). Enter "None" to disable traps.

Disabled
Enabled
Enabled
Enabled
Enabled
Enabled
Disabled
Enabled
Enabled
Enabled
Enabled
Disabled
Enabled
Enabled
Enabled
se settings?

ese traps?
se traps?

to enable. Separate multiple numbers with

set for CPU utilization?
for connectivity failure?
set for memory utilization?

etwork Operations Center - west; rack #30,

position 3

ple.com

ey

DRATLEBA R DET




RTLEBRIRYOEFT |
B web 55195 597 (WebTraffic Tap)

Current SNMP settings:

Listening on interface "Management" 198.51.100.1 port 161.

SNMP v3: Enabled.

SNMP v1/v2: Enabled, accepting requests from subnet 127.0.0.1/32 .
SNMP v1/v2 Community String: public

Trap target: 203.0.113.1

Location: Network Operations Center - west; rack #30, position 3
System Contact: wsa-admin@example.com

Choose the operation you want to perform:
- SETUP - Configure SNMP.
[r>

wsa.example.com> commit

Please enter some comments describing your changes:
[1> Enable and configure SNMP

Changes committed: Fri Nov 06 18:13:16 2015 GMT
wsa.example.com>

Web k574 v 27 (Web Traffic Tap)

BB BRIIC : Web N7 7 4 v o THEEEZANCT DL, TTIATVARNE T £
H—=T 2 A A=V ab—F572D0BMO CPU B A 7L E AE Y NRKIEITRY
TTIATVAD NI H 7 vaBRE ISV 72 AN BMETFTDHZ Lk
D\i‘a_c

\}

GE) Web NT77 4y 27 #y THIEBICK D7 4 —~  ADRELRNT 2121%, #E7 Web k7
TA4v I BT R —EREL, Ay TEIND T T4 v 7 DEEZREL LET,

Z OEREIX. Amazon Web Services (AWS) TIXV AR — FINEH A,

Web hT 7 4 w7 X2y TREREICED, T4 T AR /NAAN—F 25 HTTP I L OV HTTPS
DWeb 8T 7 4 7 WBRE Y TAREIZ/RD, VTNV EALT—H FF7 40927 L EHIT Web
YX 2 VT AT T IAT VA A E =T oA AL TA L TA—FTDHILNTEET,
BT ENTZRNT T4 I TR ERETIEIWeb X2 VT AT T IAT VA L H—T =
AARERINT D ENTEES, ¥y T ENZ T T 4 v ZIZHTTPS OFT — 2 BNEETH
LDGE. BT A E—T oA RAZEETDHAN, TTITAT VAL TEEZRY —I2H
SWTHEBENET, B LR o—22BL T EEN,

BINSNTH T A B —T oA RX, 8T, HE, BLXOT =04 T7DD, MEOEFx =
VT o4 T R CEBHEG T D 0ERH Y £9, 700X, EHOVLAN EO L2 A1 v FIcH:
HLET,

\)

G BT AVE—=T 2 A RII TV TENEZ T T 4090 70F, A —VFxy MERBE T a—
FEy A REN, IPL—T 4 I LTWER A, Lo T, L2 A A v FIZEERT S
AT, H5HO VLAN BB T,
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| v2x7L8BE22H0ET
Web k571w 2y Tnant [

ZOBBETIX, Web T 7 4 w7 Xy T R —%RETHILHTEET, BEHKICLE-
TERSNEZINLDOR) v— T4y VR SE TTIAT LRI OEx 2T 4 5
INA A THERAMRE/RR Web 8T 7 4 v 7 %I 77—V 7 LET, Web T 7 1 v 7 & THEE
\ZEV ., HTTPS F 7 7 ¢ v 7 ~O MR EBL L £7,

2y eV R, BEEER SN 7947 R —N"—RTHRELTGA, B8R
TCP (Transmission Control Protocol) A kU —ADFEEEIE L £7,

R Web BEX 2 VT AT T ITAT A TlE, Web T 7 4 w7 X o THEEENRYR—MENE
7,

)

GE) SSLET7 747 0RET 7 vaii, BERY T —DOHA 7 U BRLOVERLIZEOESITNE
IMBENAECLEAENHY £, VAT ED X I RIENZE L ADT. 20 X 5 kst
FINIRY =B ST WebEFX 2 VT 4 T T TAT L ADWeb N7 7 47 5y 7
BRAMHT L2 &, EHENEMTETEANET,

TIIAT U AEFEHLTCWeb T 7 4 v 71I2% v 7T 5120k, IROFNEER FEITT 5 LER
HET,

1. Web FT7 7 4 v &y THEREDHERE

2. Web o774 v BT RY —DRE

BEEIER
*Web N7 7 4w HoTOHEMME (73 %—)

eWeb FT7 7 47 By R —DHRE (74 2—)

Web S T740v 9 2y TOEME

18 BRI

Web N7 7 v 7 2y THERRIZT 7 40 R TIEERNCR > TWET, Web T 7 1 v T Zy
TRV —EERT DANC, [WebEF =2V T 4 v 1— % (Web Security Manager) ]> [Web
N7 7 4w %7 R — (Web Traffic Tap Policies) ] Z#HL T, Web k77 4 v X v
THRRE AT HHERD Y £7,

\)

GE) HTTPS b7 v avady 7421003, EEbR) v —2EEITILERDLY T, &
TR =B LT EE0,

ATY 1 [*y hU—2 (Network) ]>[Web b7 7 ¢ > 27 %7 (Web Traffic Tap) | Zi#IR L E7°,
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SRTLEB R OET |
B webt551099 597Ky —0mE

ATy T2 [REOHE (EditSettings) 1227 U v 27 LET,
ATYT3 [Web hT77 4 v ¥ o7 Of%E (Edit Web Traffic Tap) 13— T, [£%) (Enable) | F=v 7Ry 7 2%
AT, Web 8T 7 4 w7 2y THERBREAENCLET,

G¥) Web b7 7 4 w7 Xy THERER BN D21, AL (Enable) | F=v /Ry Aae47
WCLET, Web N T 7 4 v 7 Xy TBEEEENCTHE, Web N T 7 4w 7 oK) —
DFERCRENTEEHA, R V—DOFROMWELIT O ITIE, BELZHFOENT LR
HFEI,

ARTFY T8 BT A H—T 2 A A (TapInterface) | Fu v 7HE T U R NS, X TENTNT T4 v I T —H
EEETBAWbEX2UT AT IAT VAL E—T oA AERRLET, AL E—T A ADFTS
Ta vt Pl P2, Tl 2 TF, A v Z—T oA AZOWTOFEMIL, 77547 v A0 AL T
<TEEVY,

(6=3)) BIRSNTF v T A =T = A XL, T, (&, BEXOT —IA4 70D, INFoEx =
VT 4 T REEET 2 0ERH Y £, £7201F, FHD VLAN LD L2 A A v FITHE
FLET, BRENTZH v T A F—T oA RIS, AT —FART 7T 4T ThHDH
ERHVET, TITRVWEEIE, 7SN T 74097 DOIT7—Y U ZIXRRLET,

ATy 75 [&E (Submit) 1227 Vv L, BEEZaIv hLET,

palll

Web k574w 2y TR —DERTE

ATYT1 [WebtXx=UTF ¢ ~F—% (WebSecurityManager) |>[Web N7 7 1 v 7 % v 7 K 2 — (Web Traffic
Tap Policies) ] Z®IR L E7,

ATw T2 [RY T —%EBM (AddPolicy) 127V v27 LET,
R —OVEROFIEICHEN, HTLWWeb bT7 7 4 w27 X o7 R —%BIMLET,

GE) B UTERER DT =)V N TG T 4w By T RY—iE, [Web T 7 4w X/
"YU 2 — (Web Traffic Tap Policies) |X—C, T 74/ hTHATEET ((Web X =V
7 4 ¥ F— % (Web Security Manager) | >[Web 877 ¢ 2 Z v 7 "1 T — (Web Traffic
Tap Policies) ]) .

AT9 T3 [RY— A "DEF (Policy Member Definition) | fEIK D [FEMIFXE (Advanced) | &7 > 2 » &ERHL
T, UTFTDOWeb T 7 47 Xy THOBMOITN—TF X"~y FaiBMLET,
« 7' haL : HTTP £7/21XHTTPS 7' &2 b 2 /DWW, FITZOMEFEEIRL T, Web hT7 7 1 v
7 By R —EER LT,

GE) HTTPS N7 7 4 v 7 &2 v 7 F 21213, —BIHEHER) U —2ERTLOLENRH Y £
([Web ¥ =2V F 4 ~F—% (Web Security Manager) > [ &1t U 2 — (Decryption
Policies) 1) .

Web hT 7 47 X RY—F, XA T 4 7DFTP & SOCKS 71 k2L & HHR— b
LTWEHA,
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| v2x7L8BE22H0ET
Web k5742 gy TRy s—nsE [

« %7 %X b (Subnets)

cURL 77 Y : MBS LU T, URL 74 E V7 7 AVRIZ[Z v 735 (Tap) | E70F[F >
7L (NoTap) 2R ELET, ROEDOURLThTI 74 v/ Xy T HRETHITIE, RSO
URLO Fay7Z o URAING [y 7925 (Tap) | Z&RINL T, [2F (Submit GEfE) 127V v
7 LET,

e —HF— T —T x>k (User Agents)
BID T N—T A N— s FOLMEDEFRICOWTEEMAFERT H1201E, RY o—DEESB L TL
7ZE0,

Gx) BT TBNT T4 Web T 7 497 Xy TR —TERINZTRTOT 4 VA
FEETZ L TV AMLENDH Y F9°,

[WebtF = U7 ¢ ~3—% (WebSecurity Manager) ]>[Web 87 7 4 v 2 % 7 7RV 2 — (Web Traffic
Tap Policies) | ZfH LT, URL 74V H U7 DORNHLURL AT IV ZBMTHI L TEET,

GE) T CIC [FHEE (Advanced) |27 35 UZURLOA T 3 U ABMEN TV 54, URL 7 4
NEZV o TORTFIENSDOAT TV DHPERINET (WebtF2UT 4 v 12—y
(Web Security Manager) ]>[Web N7 7 ¢ v 2 & > 77" - — (Web Traffic Tap Policies) ]) .

Web F 77 497 2T R —DIEFIZOWTEHLLIE, RV —DEFEZSRL T ZE W,

2785852907 |]
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