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RDZRY
=P —BLOIIA T b YT Y =T O
o A U F—Fy NERZHIET DK Y —DERL
ESPEAE
* http://www.cisco.com/c/en/us/support/security/identity-services-engine/

products-implementation-design-guides-list.html ##/Z THow To Integrate Cisco Web &% = U
T 4 7 7Z A7 A using ISE/ISE-PIC and TrustSec through pxGrid..] .
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I Cisco Identity Services Engine (ISE) /ISE/Xy > JIDa> tO—35 (ISE-PIC) DO#HE
HEBEWeb t¥2 T (7 ISAFUR Y547 MEHED ISEISEPIC 24 > K7 O vEH~DA vii—+ [

BEEE&Z&Web X2 UTAF7TSAT7VR V5472 MEAED
ISE/ISE-PIC R 42 > K7 OVER~ADA »ik—
EARRFIRIUTO LB TH,
CISEEE/—F
«[&# (Administration) ]>[3EBAZ (Certificates) | > [EEBAEZENDEHE (Certificate
Management) |>[{E38 T & 5iEAZE (Trusted Certificates) |>[4 >7R— k (Import) ]
DNEIZER L E T,
WOF T2 a rBA Ao TND Z EEHERLTIIZEN,
* [ISENDOFEFEAIZIEHE T 5  (Trust for authentication within ISE) ]
<[ T4 7 FBGER L UsyslogflZE#H3 % (Trust for client authentication and Syslog) ]

s [VAaY—E ROFIEMITIEHET 2 (Trust for authentication of Cisco Services) ]

*ISE-PIC B/ —F

« [(EBAZ (Certificates) |>[(EBAZENDEE (CertificateManagement) 1>[{EETEBiL
BAZ (Trusted Certificates) 1> [/ »7R— bk (Import) ] ONEIZER L E T,

WDOA T a v inAd U ilieo TnDZ EEMER LT IESN,
¢ [ISENOFBFEAIZAEH#E3 5  (Trust for authentication within ISE) ]

[Z TA T FRRGER X Usyslogl IZ(E#3° %  (Trust for client authentication and
Syslog) ]

[V AP —EXORGEHNAEH T D (Trust for authentication of Cisco Services) ]

FERIZ DU TiL, Cisco ldentity ServicesEngine @ K= A > A B L T Z &V,

BEeE&ZWeb X1 )T A7 TS53AT7VR 95472 MEBBED
ISE/ISE-PIC D EA B! BRA~ND A o ik—
FHAMRFIEZLL T LB T,

ISEEE/—F:

« [ (Administration) ]>[sfFBAE (Certificates) | > [(EBAZENDEE (Certificate
Management) |>[{E3EC& A:EBAZE (Trusted Certificates) >[4 >7/R— & (Import) ]
DNEIZEIR L £ 7,

WDOFT v a v NA NI o TND T EEMERL T IZI W,
* [ISENDOFEFEMAIZ/EHET 2  (Trust for authentication within ISE) ]
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Cisco Identity Services Engine (ISE) /ISE /Xy ’/ﬁ IDa> Oo—35 (ISE-PIC) D#HE |
. HCE&AWeb X1 UTAT7TSAT VR Y5472 LEIBAED ISENISE-PIC S E R ERAD A Vo R—

[V T4 T v FEREER X OsyslogHIZ/E#EHT %  (Trust for client authentication and Syslog) ]

[V AP —ERXAOFIEHIZIETET S  (Trust for authentication of Cisco Services) ]

*ISE-PIC B¥E/ — I :

« [FEBAE (Certificates) |>[FEBAE D EE (CertificateManagement) |>[{E3E T %3l
BHZ (Trusted Certificates) ] >[4 >7R— b (Import) ] DIAIZER L 5,

ROAT v a U PNAANTIR>TNDH I LR LTI IESNY,
* [ISENOFBFEAIZ/EHT 5  (Trust for authentication within ISE) ]

«[7 T4 T v MRGER X UsyslogIZ(E#83° %  (Trust for client authentication and
Syslog) ]

o [VAaY—E AOFEMIZIEHET S (Trust for authentication of Cisco Services) ]

FEAMIZ OV TIE, Cisco ldentity ServicesEngine ® R o A > h&EZBR LT ZE W,
S

GE)  yBILISE BB TIX, Web B X2 VT 477747 A X MNT, PAN, ¥ ¥ PxGrid
J—FRLBELET., ZOEA, SEAZEE XTI X TOERZORITED. HHIN
72— hREBAE] (D F Y| ISE/ASE-PIC 7 /34 A %41 L CARL S 4172 RootCA) Cffi
TELHMENH Y F9,  [ISEASE-PIC #N LTZiFAED AR (73—) | 28K L
TLEEY,

RTw F1 ISEASE-PIC #4r LIZGEED AR (7 —) OFINAIZHES T, RootCA, Web Appliance 7 71 7 > k
REFAE, 3 KUY Web Appliance 7 74 7> b ¥ —% AR L ET,

ATw T2 ISE/ISE-PIC E¥/ — KT, [ISE/ISE-PIC] > [ #E (Administration) ]>[> A7 A (System) ]> [FERE
(Certificates) > [ A7 AFERIE (System Certificates) |25 H B4 ELEZ FE#I T2/ AR — ML E
D

1. [pxGrid]. [EAPFEAE (EAP Authentication) ]. [&# (Admin) ], [A"—% /L (Portal) ]. [RADIUS DTLS]
DTN I > THEHAEN TS (Used by) EBAEZZEIRL £9,

2. [ZZ7 AR—1 (Export) 127 Vw7 L, EEhiz pem 7 7 A VERIFELET,

T O ISE/ISE-PIC 208/ — Rz W T FEROFEAF Y IR L E7,

ATY T3 openss1 A~ REMALC, Fvro— RKLUEFEHEY 7 A /L% RootCA.pem [ TECTiEM L £,
ISE/ISE-PIC 7 /34 Z Z 4 L C RootCA.pem TREBIFE 7 7 A /L& A pkds L O 9 2 HiEIZ SV THE,
ISE/ISE-PIC %1 LTZfEBAED AR (7 3—) 2L T &,

1. Zvoru—RFLEERHECE L TROa~ sy REFTLET,
Example:

openssl x509 -in <DownloadCertificate>.pem -text | egrep "Subject:|Issuer:
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I Cisco Identity Services Engine (ISE) /ISE/Xy > JIDa> tO—35 (ISE-PIC) DO#HE

ATvT4

sense-pic ~on x> s 0@z

Bl (7))

Issuer: CN=isehcamnt2.node
Subject: CN=isehcamnt?2.node

NEZRD L DITEELET,

Example:
Subject=/CN=isehcamnt?2.node
Issuer=/CN=isehcamnt2.node

RootCA.pem [ZIR DITZBM L 97,

Bag Attributes: <Empty Attributes>
FIE Q) DY TV =7 b LOFEITHE % RootCA.pem (2 (FIE(3) DfTL & Hi2) BMLET,

Example:

Bag Attributes: <Empty Attributes>
Subject=/CN=isehcamnt2.node
Issuer=/CN=isehcamnt2.node

Zyu—RUEIEHE Y 7 A VORNELKREZ 2 E— L, RootCA DR (FIHE (4) DF—Z Di%) I
00 AT ET

7 a— RS2 _RTOLEA ISE/ASE-PIC / — ROFERAZEIZ DWW TFIE (1) ~ (5) 0L,
A X472 RootCA FEFEAZRFE L £7,

Web tx 2T 4T 77T A DISERER—V T, ¥ EN7- RootCApem 27 v 71— KL ET,
ISE/ISE-PIC $h—E ZA~DHfE (8 ~—) ZZMML T EIN,

ISE/ISE-PIC ~D R X2 T DEETE

EREEA W= AL Ea TR TATDIL, T/ 8R0S ICHAZ LT 4 —)L R%m ZB L
¥ (T kAT ORI AEARX)

« ISE/ISE-PIC v —E 2 ZFMMERR SN TWA Z L 2R LET, ERINTWARWVWEAT
ERRLET (v 72270 7 g 00BN XOWE) .

o 2P — DRI L BIED T DIZ ISEASE-PIC 12T 7 B AT 5870 7 7 A Va2 EHRLE
T [2—YP—BLIOIIAT U N7 =T OHE] | 117 32—=)

« ISE/ISE-PICID i L T, =2—W—FROFH LTI/ a v EERTDHT 7V EARY v—
ERELET (KU —0E) | 191 =)

ISE/ISE-PIC A 5 O ISE/ISE-PIC ERS H-—/\—EHHiEER D NS

« ISE/ISE-PIC T Cisco ISE @ REST API (API T HTTPS R"— b 9060 21 H) A%z L%
9,
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Cisco Identity Services Engine (ISE) /ISE/Xy > JIDa> +O—35 (ISE-PIC) D& |
B 1sense-Pic 1 5 0> ISENSE-PIC ERS 4 —/ \—tMtE RO IS

\}

(B =TSN TeF a2 VT 4R —2FET DI,
Web ¥ =2 UT 477747 A TISE %4 RESTful %—
B A (ERS) AT HMERHY T ([(Fy hT—72
(Network) ]>[Identity Services Engine]) , Z#LlL, /S— =
LT URBRICEA ShET,

*|SE
« /FH# (Administration) ]> [3%/E (Settings) ]>[ERSF%E (ERS Settings) ]>[7 7
A< V&R /) — ROERS#HE (ERS settings for primary adminnode) ]>[ERS% A %)
{3 % (Enable ERS) | ##4R L F 7,
EHHY = KRB LGEIE. [EOMTXTD /) — ROFEAEY FERS (ERS
for Read for All Other Nodes) | ZHhZ LE T,

* |SE-PIC
o [(%7E (Settings) ]>[ERSEXE (ERS Settings) ]>[ERSZH%Nt7 5 (Enable ERS) ]
Vi D= S I

o IE LW RESTful — B 2 7 L— 7 TISE BHEZIER L TWD Z & 2R L E7,
SR RESTful % — B A& H 7 L — 121, ERS APL ~D 7 )L 7 7t A (GET, POST,
DELETE. PUT) &g N TWET, ZDax—% —|%, ERS API BRAZ1ERL. e H Y .
., BLOWIFRTE £9, SN RESTful F—E R AL —H : ALV ERT 7 & A
(GET ERkoD#H)

«ISE
« ‘&2 (Administration) ]>[3 A7 A (System) |>[EEE T 7 & A (Admin
Access) 1> [#EL#E (Administrators) ]>[&PLE 2 —H— (Admin Users) ] % i8R
LET,

* ISE-PIC

« &2 (Administration) |>[E#H 7 7 & A (Admin Access) |> [EFHH = —H—
(Admin Users) ] Z@&R L E£7,

ERS #— & A Y ISE/ISE-PIC pxGrid / — R TIZ72 < BIOY— _R—THEHAIRER G AIX. 771
~IVBICED Y BRESNTWDLEE) V—"—0ORA M ELITIPVE T KL ZA0B%
T,

FERIZ DU TiL, Cisco ldentity ServicesEngine ® Kar = A A B L T Z &0,
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I Cisco Identity Services Engine (ISE) /ISE/Xy > JIDa> tO—35 (ISE-PIC) DO#HE
ISE/SE-PIC 15 TO VDI (REFRY by T A2 T52 +50F%) 1—F—2i [

ISE/ISE-PIC i & TDO VDl RETRAI by T A2 TFR
NSO Fv) A—Y 5t
fEH & 2 EE oA — MTEE-SWT VDI BelE 0O = —— 0 ISE/ISE-PIC |T L 2 B 7e ik nl %
RETEET,
Cisco Terminal Services (TS) =— =2 hZ VDIV — R—|ZA VA M —/L T ALERH Y F
9, Cisco TS =— = M, ISEASE-PICIZT AT T 4T 4 EREREELET, 74T
T4 T A HERICIE, RAAL Y, 2=V =4, BLOF2—VF =T 58— MRS EN
9,

e AR — ~H¥ A K (https://www.cisco.com/c/en/us/support/index.html) 7>% Cisco TS =— =
YhEX Yy a—RLET,

FEANIZ DU TIX,  [Cisco Terminal Services (TS) Agent Guide]  (https://www.cisco.com/c/en/
us/support/security/defense-center/products-installation-and-configuration-guides-list.html) % Zx[&

LTLZENY,

¢ CiscoTS =— ¥ = o b L4 2 X 9|2 ISE/ISE-PIC API ' XA 23R E LE£9, API
TI— )L DEEIZHOWVTIL, CiscoTSZ—V 2 FORF 2 A 2R L TL &N,

)

GE) « VDI BB — % —D 7 4 — Ay ZBFEEI YA — F STV ER A,

oA H—IF P —E A —T = k& Microsoft —_A—RET, VE—F T
A7 by Ty aryORRKENPFALTHL I EE2MALET, Zhicky, #Eo
Ty v a ERPISEDNDWeb X 2 VT 4 77 T4 T VR ITEEENRNE D
L. Lk a O ERES N E T,

Identity Services Engine [ZB8 9 SfRED 5 TV 21—
TA4T

» Identity Services Engine (ZB59" % [HH
CISERED N TN a—T 17 Y —)b
« ISE Y=/ —DEHEIZ B3 D [
«ISEBH#OEHE 20T A vtE—
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