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Network Mask

* loadlicense

Cisco Content Security Virtual Appliance Installation Guide
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2 [ Add Group ]
3
Name
Proxy
Servers
Web
o[ None (failover) ] Web
1
Web
o[ Fewest connections ] Web
o[ Hash based ] [ Least
recentlyused ] Web
Web
[ least recently used ]
o[ Roundrobin ] Web
[ Load
Balancing ]
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Failure Handling

o[ Connectdirectly ]
o[ Drop requests ]
. 242
«IP 35
. 36
Cisco Web IPv4  IPV6
S
Cisco Web IPv4
DNS IPv4d  IPv6 DNS
[P IP Address Version Preference ]
AsyncOS
IPv4 IPv6
/
M1 IPv6

IPv6
IPv6

IPv6
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IPv4 IPv6
/
P1 P1 IPv6
P1
IPv6
IPv6
P2 —
IPv4
AnyConnect -
MUS
. 36
* DNS 56
. IP
. 4

Network ]>[
Edit Settings ]

w NN
— r—

Interfaces ]
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M1 P1 P2 IPv4 IPv6

Separate Routing
for Management

* M1 AsyncOS M1 IPv4 IPv4
IPv6
Web
M1
*P1 P2 IPv4 IPv6
Web
4
DNS NTP
traceroute
IP
M1
[M1

Restrict M1 port to appliance management services only ]

Services M1
Appliance CETP
Management
. * SSH
Services
e HTTP
« HTTPS
HTTP HTTPS
IPv6 IPv6

18
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*IP 35

* TCP/IP 41
CARP WSA
IP IP
CARP 3
« init
CARP
WSA
WSA WSA
. IP
IP
. ID Failover Group ID
. IP Virtual IP Address
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1 1 Network ]>[ High Availability ]
2 [ Add Failover Group ]
3 [ ID FailoverGroupID ] 1 255
4 [ Description ]
5 [ Hostname ] www.example.com
6 [ IP Virtual IP Address and Netmask ] 10.0.0.3/24

IPv4 2001:420:80:1::5/32  1Pv6
7 [ Interface ] [

Select Interface Automatically ] IP

[ Select Interface Automatically ]
IP
8 [ Master ] 255
[ Backup ] [ Priority ] 1 254

9 [

Enable Security Service ] [

Shared Secret ] [ Retype Shared Secret ]
IP ID
10 [ Advertisement Interval ]
1 255
11
. 570

10 Network 1> High Availability ]
2 [ High Availability Global Settings ] [ Edit Settings ]
3 [ Failover Handling ]
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o[ Preemptive ]
o[ Non-preemptive ]
4 [ Submit ] [ Cancel ]
[ Network ]>[ High Availability ]
[ Failover Groups ]
[ Refresh Status ]
[ Network 1>[ Interfaces ] [ Report ]
>[ System Status ]

Web P2

Web P2
Web P2

)

advancedproxyconfig > miscellaneous CLI

P2 P1 P2
P1
P1 IP

P2 P1 P1
36

1 CLI
2 advancedproxyconfig > miscellaneous

example.com> advancedproxyconfig

Choose a parameter group:
- AUTHENTICATION - Authentication related parameters

. AsyncOS 11.5.1 for Cisco Web Security Appliances



TCP/IP B

- CACHING - Proxy Caching related parameters

- DNS - DNS related parameters

- EUN - EUN related parameters

- NATIVEFTP - Native FTP related parameters

- FTPOVERHTTP - FTP Over HTTP related parameters

- HTTPS - HTTPS related parameters

- SCANNING - Scanning related parameters

- PROXYCONN - Proxy connection header related parameters
- CUSTOMHEADERS - Manage custom request headers for specific domains
- MISCELLANEOUS - Miscellaneous proxy related parameters
- SOCKS - SOCKS Proxy parameters

3 []> miscellaneous
4 Enter

Do you want proxy to listen on P2?

y
5 Enter
6
. 18
* TCP/IP 41
. 44
TCP/IP
Web
. Web Web
. Web

AsyncOS
DNS
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* WebUI « HTTP
* SSH « HTTPS
* SNMP *FTP
*NTLM « WCCP
. DLP ICAP * DNS
« Syslogs . / /
«FTP
* DNS
. / /
[ Network ]>[ Routes ]
[M1 Restrict M1 port to appliance
management services only ] 2
. 1
[M1 Restrict
M1 port to appliance management services only ]
Web
1
S
Web
Web
DNS NTP traceroute

. AsyncOS 11.5.1 for Cisco Web Security Appliances



B w p O

[
[

Network ]>[

[ Management ]
Default Route ]
/ Management/Data ]
Gateway ]

Network ]>[

Network 1>

AsyncOS

36
Routes ]
[ Data ] [
IP
Routes ]
[ Add Route ]
Routes ]

Save Route Table ]

[ Load Route Table ]
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10 Network ]>] Routes ]
2 [ Delete ]
3 [ Delete ]
4
. 36
. 44
* WCCP 46
4 WCCP v2
10 Network ]>[ Transparent Redirection ]
2 [ Edit Device ]
31 Type ]
[ 4 Layer 4 Switch or No Device ]
[WCCP v2 WCCP v2 Router ]
4
5 WCCP v2
a) WCCP
b) WSA | Transparent Redirection ] [ Add Service ]
WCCP 47 WCCP
C) IP WCCP
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L4 B

. 18
« WCCP 46
L4
4
WSA
. IP IP
* [Web Edit Web Proxy Settings ] [
Security Services ]>[Web Web Proxy ] [ Use
Received Headers ] [X-Forwarded-For
IP Enable Identification of Client IP Addresses using
X-Forwarded-For ] 1 IP [
Trusted Downstream Proxy or Load
Balancer ]
. CLlI

advancedproxyconfig > miscel laneous

* Would you like proxy to respond to health checks from L4 switches (always enabled
if WSA is in L4 transparent mode)? WSA
Y

* Would you like proxy to perform dynamic adjustment of TCP receive window size?
Y WSA
N

* Do you want to pass HTTP X-Forwarded-For headers? X-Forwarded-For XFF

* Would you like proxy to log values from X-Forwarded-For headers in place of

incoming connection IP addresses? Y
IP
* Would you like the proxy to use client IP addresses from X-Forwarded-For headers?
Y
» X-Forwarded-For XFF XFF
%F W3C

cs(X-Forwarded-For)
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B oweer

WCCP
WCCP WCCP v2
ID
Web WCCP
WCCP WSA  WCCP Web
xmlrpc 10 xmlrpc
WCCP
WSA WCCP WCCP here l am HIA
10 WCCP HIA
WCCP
WCCP HIA 3
WSA WSA
CLI advancedproxyconfig > miscellaneous > Do you want to enable WCCP proxy health
check?
“
1 15
+ WCCP 46
« WCCP 47
e IP WCCP 51
WCCP
WCCP [ Assignment Weight ] WSA
WCCP WSA
WSA
WCCP
WCCP
“
WCCP WSA WCCP
AsyncOS
[ Assignment Weight ] WCCP
47
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wcep B

WCCP

WCCP v2
44
10 Network 1> Transparent Redirection ]
2 [ Add Service ] WCCP [
Service Profile Name ] WCCP
3 WCCP
WCCP

WCCP
Service Profile Name

web_cache
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B oweer

WCCP

[ Standard service ] ID
80
1
[ Dynamic service ]
ID
WCCP
o[ ID ServicelD ] [ ID Dynamic
Service ID ] 0 255
15
o[ Portnumber(s) ] [ Port Numbers ]

8

o[ Redirection basis ]
IP
FTP [
Redirect based on source port

(return path) ] 13007
o[ Load balancing basis ]

Web

IP 1 WCCP IPv4 IPv6
IP
1 IPv4  IPv6
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WCCP

WCCP

WCCP

Enable Security for Service ]
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B oweer

WCCP

Advanced

Web
o[ Allow Mask Only ] WCCP
WCCP
IPv4
o[ Allow Hash Only ]
IPv4 IPv6
o[ Allow Hash or Mask ] AsyncOS
AsyncOS
[ Mask Customization ] [ Allow
Mask Only ] [ Allow Hash Only ]
o[ 6 ] Web
IPv4 5 IPv6
6
o[ System generated mask ]
1 5
[ Assignment Weight ] WSA  WCCP
0 255 WCCP
WSA
WSA
WCCP
46
[ Forwardingmethod ]
Web
[ Return Method ]
Web
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I wcep B

WCCP
o[ 2 L2 Layer 2 (L2) ] MAC
Web MAC
2 L2
WCCP L2
WCCP
Web L2
o[ GRE Generic Routing Encapsulation
(GRE) ] GRE
IP 3
GRE
o [L2 GRE L20orGRE ]
L2 GRE
L2
GRE
4
WCCP
1 Web IP 2 WCCP
WCCP
WCCP
2 WCCP
1 IP
WCCP 90 97
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-

* Web 86
1 VLAN
Cisco Web
VLAN VLANDDDD

DDDD 4 ID VLAN 2 VLAN 4094 30
VLAN
VLAN IP VLAN
VLAN IP
VLAN VLAN
VLAN P1
VLAN
VLAN etherconfig
VLAN CLI interfaceconfig
1 VLAN
P11 2 VLAN VLAN31l VLAN34
)

T1 T2 VLAN

1 CLI

example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- VLAN - View and configure VLANs.

- MTU - View and configure MTU.

[1> vlan

VLAN interfaces:

Choose the operation you want to perform:

- NEW - Create a new VLAN.

[1> new

VLAN ID for the interface (Ex: "34"):

[1> 34

Enter the name or number of the ethernet interface you wish bind to:
1. Management

2. P1

3. T1

4. T2

[1]> 2
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2 VIAN P B

VLAN interfaces:

1. VLAN 34 (P1)

Choose the operation you want to perform:
- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

[1> new

VLAN ID for the interface (Ex: "34"™):

[1> 31

Enter the name or number of the ethernet interface you wish bind to:
1. Management

2. P1

3. T1

4. T2

[1]> 2

VLAN interfaces:

1. VLAN 31 (P1)

2. VLAN 34 (P1)

Choose the operation you want to perform:
- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

1>
3
2 VLAN IP
VLAN 34 IP
A\
1 CLI
2

example.com> interfaceconfig

Currently configured interfaces:

1. Management (10.10.1.10/24 on Management: example.com)
2. P1 (10.10.0.10 on P1: example.com)
Choose the operation you want to perform:
- NEW - Create a new interface.

- EDIT - Modify an interface.

- DELETE - Remove an interface.

[1> new

IP Address (Ex: 10.10.10.10):

[1> 10.10.31.10

Ethernet interface:

1. Management

2. P1

3. VLAN 31

4. VLAN 34

[1]> 4
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Netmask (Ex: '"255.255.255.0" or "OxFFFFff00™):
[255.255.255.0]>

Hostname:

[1> v.example.com

Currently configured interfaces:

1. Management (10.10.1.10/24 on Management: example.com)
2. P1 (10.10.0.10 on P1: example.com)

3. VLAN 34 (10.10.31.10 on VLAN 34: v.example.com)
Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- DELETE - Remove an interface.

1>

example.com> commit

3

. 36

* TCP/IP 41

sethostname
AsyncOS
. CLI
* Web Active Directory
NetBIOS

1 Web [ Network ]>] Authentication ]
2 [ Edit Global Settings ]
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SMTP

SMTP

31

1 CLI
2 Web

example.com> sethostname
example.com> hostname.com
example.com> commit

hostname.com>

AsyncOS

MX
MX

Redirect Hostname ]

sethostname

Cisco IronPort
AsyncOS

1 SMTP

Web
SMTP

MX

1 SMTP
AsyncOS

Network ]>[
Edit Settings ]

SMTP

w N
— — —

AsyncOS 11.5.1 for Cisco Web Security Appliances

SMTP

SMTP
SMTP SMTP

AsyncOS 1

Internal SMTP Relay ]

Internal SMTP Relay ]




B o

IP|S
Relay Hostname
or IP Address

MTP

[ Port ] SMTP

25

SMTP S

Routing Table to Use for
SMTP

MTP

4 [ Add Row ]

DNS

AsyncOS for Web

DNS

* DNS

* DNS

DNS

AsyncOS

DNS

SMTP

DNS

DNS
DNS

DNS
DNS DNS 57
DNS

56
57

57

DNS
DNS
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DNS B

DNS
10 Network ]>[DNS]
2 [DNS Clear DNS Cache ]
DNS
10 Network ]>[DNS]
2 [ Edit Settings ]
3 DNS
DNS [ DNS Use these DNS Servers ]
Primary DNS Servers DNS
[ DNS Alternate DNS servers Overrides
(Optional) ] DNS
[ DNS Use the Internet's Root DNS
Servers ] DNS
DNS
DNS
DNS
DNS
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B o

DNS
Secondary DNS Servers

DNS

DNS

DNS

No Error,

no answer section received.

Server failed to complete request, no answer section.

Name

Error, no answer section received.

Function not implemented.

Server Refused to

Answer Query.

DNS DNS

Routing Table for DNS
Traffic
IP DNS IPv4  IPv6 AsyncOS

IP Address Version IP

Preference AsyncOS ETP
DNS DNS

Wait Before Timing out
Reverse DNS Lookups

Domain Search List DNS DNS

4
* TCP/IP 41
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35

570

595
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. 61
. 62
. 62
. Web 66
. 66
. FTP HTTPS 67
. 68
. IP 68
. 68
. Web 68

12

Web
Web
Web
Cisco Web Cisco
Web
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Cisco Web |

http://lwww.cisco.com/c/en/us/support/security/cloud-web-security/tsd-products-support-series-home.html

[ ]
Web 4
Web
Web
[ Network ]>[
Cloud Connector ]
. 11
Web 6
1 Web Web
Web IPv4
IPv4
https://192.168.42.42:8443
http://192.168.42_.42:8080
192.168.42.42 IPv4 8080 HTTP

8443 HTTPS
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| cisco Web

2 [ System Administration ]>] System Setup Wizard ]
3
4 [ Begin Setup ]
5
Web
Default

System Hostname

DNS DNS DNS
Server(s) DNS 56
NTP NTP time.ironport.com
Server
6 [ Web Cloud Web Security Connector ]
7
Web CPS proxy1743.scansafe.net
Cloud Web
Security Proxy
Servers
AsyncOS Web
Failure Handling [ Connect directly ] [ Drop
requests ]
Cloud Web Security
Cloud
Web Security Web IPvd
Authorization . Cisco Cloud Web Security Portal
Scheme
8
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10

Web

Ethernet Port

M1
P1

P1

M1

[IP IP
Address ]

Web

IPv4

Network Mask

Web

Web

Default
Gateway

IPv4

[ Name ]

Internal Network

IPv4

Internal Gateway

WCCP 2

4
Layer-4 Switch

No
Device

* Web
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| cisco

Web

WCCP v2
WCCP v2 Router

Web

WCCP

11

Administrator
Passphrase

Web

Email system alerts
to

SMTP

Send Email via SMTP
Relay Host

AsyncOS
SMTP

SMTP MX

25

AutoSupport

12
a)
b)

* TCP/IP

[ Previous ]

[

68
35
41

44
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Cisco Web |

Web
. 523
* SMTP 55
Web
Cisco Web
Cisco Web
Web Cisco
Web
Web
10 Network ]>[ Cloud Connector ]
2 [ Cloud Policy Directory Groups ] [ Edit
Groups ]
3 Cisco Web [ User
Groups ] [ Machine Groups ]
4 [ Add ]
5[ Done ]
. 117
Web
Cisco Web
. Proxy Port
* Subnet
* URL
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| cisco

Web

. 242

Web

FTP

FTP
AsyncOS

FTP over HTTP

HTTPS

HTTPS
AsyncOS  HTTPS

HTTPS

* URL

HTTPS

FTP HTTPS B

FTP HTTPS

FTP HTTPS
FTP
HTTPS
AsyncOS  HTTPS
AsyncOS
HTTPS
AsyncOS

2 AsyncOS HTTPS
URL
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Cisco Web

[ Network ]>[ DLP External DLP Servers ]

. 347

IP

IP whoami.scansafe.net
10 System Administration ]1>[ Log Subsctiptions ]
2 [ Log Type ] [ Cloud Connector Logs ]
3 [ Log Name ]
4
5 [ Submit ] [ Commit ]
N 441
Web
Web NTLM
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| cisco

w N

Web

Active Directory

ID
2 Web
. ID
. AsyncOS  Kerberos
S
URL HTTPS
. 69
. 70
. 153
. 103
ID AsyncOS IP
AsyncOS  NetBIOS ID
\
ID Active Directory
Active Directory
[ Network 1> ID Machine ID Service ]
[ Enable and Edit Settings ]
ID
ID  NetBIOS ID

Enable NetBIOS for Machine
Identification
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Cisco Web
Active
Directory
Failure | AsyncOS
Handling
4 [ Submit ] Commit ]
Web
AsyncOS _ GUEST_GROUP__
Cisco Web
ID
Cisco Web
. 144
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Cisco Defense Orchestrator

« Cisco Defense Orchestrator 71

« Cisco Defense Orchestrator 71
« Cisco Defense Orchestrator 72

« Cisco Defense Orchestrator 77

« Cisco Defense Orchestrator 77

« Cisco Defense Orchestrator 78

« Cisco Defense Orchestrator 79

Cisco Defense Orchestrator

Cisco Defense Orchestrator

Cisco
Defense Orchestrator

CiscoDefense Orchestrator

Cisco Defense Orchestrator
Cisco Defense Orchestrator
72
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Cisco Defense Orchestrator |
. Cisco Defense Orchestrator

Cisco Defense Orchestrator
Web
Cisco Defense Orchestrator

Cisco Defense Orchestrator Cisco Defense
Orchestrator https://docs.defenseorchestrator.com [ ]

Cisco Defense Orchestrator

Cisco Defense Orchestrator

Cisco Defense
Orchestrator
Cisco Defense Orchestrator 74

* Web Cisco Defense Orchestrator

Cisco Defense Orchestrator

Web Cisco Defense Orchestrator
75
Cisco Defense Orchestrator
Cisco Defense Orchestrator Web
\}
Web Cisco Defense
Orchestrator
Web

Cisco Defense Orchestrator
Cisco Defense Orchestrator

Cisco Defense Orchestrator
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| cisco Defense Orchestrator

Cisco Defense Orchestrator .

Cisco Defense Orchestrator

Web
. Access Policies- Policy Definitions
. Protocols and User Agents
. Anti-Malware and Reputation
. URL Custom URL Categories (External

Live Feed Category)

Cisco Defense Orchestrator
. URL

* URL
MIME

* URL URL

* URL

Cisco Defense Orchestrator

* Cisco Defense Orchestrator

* \Web
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Cisco Defense Orchestrator |
Cisco Defense Orchestrator

CiscoDefenseOrchestrator

Cisco Defense Orchestrator

Web Cisco Defense Orchestrator
Cisco Defense Orchestrator 72

1 Web IP

https://192.168.42.42:8443

http://192.168.42.42:8080

192.168.42.42 IP 8080 HTTP 8443
HTTPS
M1 IP
2
. admin
4 ironport
3 [ System Administration ]>[ System Setup Wizard ]
4
5 [ Begin Setup ]
6 [Cisco Defense Orchestrator]
7
26 2-11
8
a)
b) [ Previous ]
c) [ Install This Configuration ]
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| cisco Defense Orchestrator

Web Cisco Defense Orchestrator
IP DNS
Page Not Found
URL
9  [Cisco Defense Orchestrator Cisco Defense Orchestrator Portal ]

10 Cisco Defense Orchestrator
a) Cisco Defense Orchestrator

b) Web
c)
11 Web Cisco Defense Orchestrator
a) [ Network ] > [Cisco Defense Orchestrator]
b) [ Register ]
c)
Cisco Web
. Cisco Defense Orchestrator
Cisco Defense Orchestrator 78
« Cisco Defense Orchestrator
https://docs.defenseorchestrator.com/
Cisco Defense Orchestrator 79
Web Cisco Defense Orchestrator

Cisco Defense
Orchestrator
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https://docs.defenseorchestrator.com/

Cisco Defense Orchestrator
Cisco Defense Orchestrator

Web Cisco Defense Orchestrator
Cisco Defense Orchestrator

[ Network ] > [Cisco Defense Orchestrator]
[Cisco Defense Orchestrator Cisco Defense Orchestrator Settings ] [
[ Enable ] [ Submit ]
Cisco Web
[Cisco Defense Orchestrator Cisco Defense Orchestrator Portal ]

Cisco Defense Orchestrator
a) Cisco Defense Orchestrator

b) Web
c)
Web Cisco Defense Orchestrator
a) [ Network ] > [Cisco Defense Orchestrator]
b) [ Register ]
c)
. Cisco Defense Orchestrator

Cisco Defense Orchestrator 78

* Cisco Defense Orchestrator
https://docs.defenseorchestrator.com/

Cisco Defense Orchestrator
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72

Edit Settings ]


https://docs.defenseorchestrator.com/

| cisco Defense Orchestrator

Cisco Defense Orchestrator

Cisco Defense Orchestrator

A W N P

Cisco Defense Orchestrator

Orchestrator
Cisco Defense Orchestrator
[ Network ] > [Cisco Defense Orchestrator]
[ Edit Settings ]
[ Enable ]

Cisco Defense Orchestrator

g B W NN

Cisco Defense Orchestrator

[ Network ] > [Cisco Defense Orchestrator]
[ Edit Settings ]
[ Enable ]

[Cisco Defense Orchestrator

Cisco Defense Orchestrator

a) Cisco Defense Orchestrator
b) Web

c)

Web

a) [Cisco Defense Orchestrator
b)
c)

Cisco Defense Orchestrator Portal ]

Cisco Defense Orchestrator

Cisco Defense Orchestrator Registration ]
[ Register ]
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Cisco Defense Orchestrator |
. Cisco Defense Orchestrator

Cisco Web
Cisco Defense Orchestrator
Cisco Defense Orchestrator Cisco Defense Orchestrator
Cisco Defense Orchestrator Cisco Defense Orchestrator
78
Cisco Defense Orchestrator
Cisco Defense Orchestrator Cisco
Defense Orchestrator 72
10 Security Services  ]>[ Reporting ] [ Edit Settings ]
2 [ Local Reporting ]
3 [Cisco Defense Orchestrator Cisco Defense Orchestrator Reporting ]
4

Cisco Defense Orchestrator
Web

Cisco Defense Orchestrator
https://docs.defenseorchestrator.com/
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| cisco Defense Orchestrator
Cisco Defense Orchestrator .

CiscoDefense Orchestrator

Cisco Defense Orchestrator

Cisco Defense Orchestrator Cisco Defense Orchestrator

1 Cisco Defense Orchestrator
2 Cisco Defense Orchestrator

Cisco Defense Orchestrator
https://docs.defenseorchestrator.com
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Cisco Defense Orchestrator
. Cisco Defense Orchestrator
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Web

* Web
* Web
* Web
* Web
* Web

«FTP
* SOCKS

Web

Web

Web

81
81
82
Web 83
92
PAC 93
96
98
101

Web

* Web
82
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. Web

Web

* TCP/IP
* VLAN

35

* TCP/IP

41

* VLAN

44

52

33

o |IP
* Web

Web

. Web

Web

* \Web
Web

* \Web

* \Web
Web

* \Web

* \Web

89
* \Web

IP

83

84

83

86

91

Web

* Web

PAC

92

93

FTP

- FTP

96

Web

. AsyncOS 11.5.1 for Cisco Web Security Appliances




| web

Web Web .

* Web WCCP

L2 GRE
. PAC

Web

Web

. X-Forwarded-For
Web

. Web

Web Web

Web HTTP FTP over HTTP HTTPS Web
«FTP FTP HTTP FTP
FTP
« HTTPS HTTPS HTTPS
Web HTTPS
A\
HTTPS Web
HTTPS HTTPS
* SOCKS SOCKS SOCKS
Web Web
A\
Web
«FTP 96
* SOCKS 98
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. Web

Web

Web

Web

10 Security Services ]>[Web Web Proxy ]
2 [ Edit Settings ]
3 Web
Web HTTP
HTTP HTTP
Ports to Proxy
Web
Caching
Web
o[ Forward ]
Proxy mode Web Web
Web
Web
o[ Transparent ] Web
Web
Web
IP < [IP IP Spoofing disabled ] Web
IP Spoofing Web
IP
< [IP IP Spoofing enabled ] Web
Web
4 Web
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| web

Web .

Persistent Web
Connection Timeout

o[ Clientside ]
o[ Server side ]
Web Proxy
Web
In-Use
Connection Timeout o Clientside ]
o[ Server side ]
Web
Simultaneous
Persistent Connections
(Server Maximum
Number)
Generate Headers |, »_Forwarded-For HTTP I
/ advancedproxyconfig CLI
Miscellaneous HTTP X-Forwarded-For

? Do you want to pass HTTP X-Forwarded-For
headers?

* Request Side VIA

 Response Side VIA
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. Web

Web

Received Web
Use Received X-Forwarded-For
Headers Web
X-Forwarded-For IP
IP
[
Range Request Enable Range Request Forwarding ]
Forwarding Web 335
5
* Web 86
. 44
Web
Web AsyncOS
URL
URL
Web
10 Security Services ] > [Web Web Proxy ]
2 [ Clear Cache ]
Web URL
1 CLI

2 webcache> evict

example.com> webcache

. AsyncOS 11.5.1 for Cisco Web Security Appliances




| web

Web

Web URL B

Choose the operation you want to perform:

- EVICT - Remove URL from the cache

- DESCRIBE - Describe URL cache status

- IGNORE - Configure domains and URLs never to be cached
[1> evict

Enter the URL to be removed from the cache.

>
Enter the URL to be removed from the cache.

URL URL  http://

www.cisco.com http://www.cisco.com

CLI
webcache -> ignore
example.com> webcache
Choose the operation you want to perform:
- EVICT - Remove URL from the cache
- DESCRIBE - Describe URL cache status
- IGNORE - Configure domains and URLs never to be cached
[1> ignore
Choose the operation you want to perform:
- DOMAINS - Manage domains
- URLS - Manage urls
-
DOMAINS URLS
[1> urls
Manage url entries:
Choose the operation you want to perform:
- DELETE - Delete entries
- ADD - Add new entries
- LIST - List entries
[l kg
add
[1> add
Enter new url values; one on each line; an empty line to finish
-

1 1 URL

Enter new url values; one on each line; an empty line to finish
[1> www.examplel.com
Enter new url values; one on each line; an empty line to finish

>
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II Web

Web

Web

URL regex

google.com .google.com MANVMgOOglecon1

URLS

216

Enter

CLI

advancedproxyconfig -> caching

example.com> advancedproxyconfig
Choose a parameter group:

AUTHENTICATION - Authentication related parameters
CACHING - Proxy Caching related parameters

DNS - DNS related parameters

EUN - EUN related parameters

NATIVEFTP - Native FTP related parameters

FTPOVERHTTP - FTP Over HTTP related parameters

HTTPS - HTTPS related parameters

SCANNING - Scanning related parameters

PROXYCONN - Proxy connection header related parameters
CUSTOMHEADERS - Manage custom request headers for specific domains
MISCELLANEOUS - Miscellaneous proxy related parameters
SOCKS - SOCKS Proxy parameters

[1> caching

Enter values for the caching options:

The following predefined choices exist for configuring advanced caching
options:

1. Safe Mode

2. Optimized Mode

3. Aggressive Mode

4. Customized Mode

Please select from one of the above choices:

[21>

Web

DOMAINS

docs.google.com

RFC #2616
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| web

Web P B
2 RFC #2616
Last-Modified
Web
Web
3 RFC #2616
ETag Last-Modified
Web
4
4 4
5 Enter
6
* Web 86
Web P
Web
IP IP
IP
Web
IP
Web IP
IP Web
IP WCCP
2 WCCP
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Web

II Web

* Web 84
* WCCP 46

Web

YouTube for Schools
YouTube.com

Web

1 CLI

2 advancedproxyconfig -> customheaders

example.com> advancedproxyconfig

Choose a parameter group:

- AUTHENTICATION - Authentication related parameters

- CACHING - Proxy Caching related parameters

- DNS - DNS related parameters

- EUN - EUN related parameters

- NATIVEFTP - Native FTP related parameters

- FTPOVERHTTP - FTP Over HTTP related parameters

- HTTPS - HTTPS related parameters

- SCANNING - Scanning related parameters

- PROXYCONN - Proxy connection header related parameters
- CUSTOMHEADERS - Manage custom request headers for specific domains
- MISCELLANEOUS - Miscellaneous proxy related parameters
- SOCKS - SOCKS Proxy parameters

[1> customheaders

Currently defined custom headers:

Choose the operation you want to perform:

- DELETE - Delete entries

- NEW - Add new entries

- EDIT - Edit entries

1>

L
Delete ]
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| web

Web .
New
X-YouTube-Edu-Filter: ABCD1234567890abcdef
YouTube
youtube.com
[ Edit ]
4 Enter
5
Web
* Web Web 91
* Web Web 91
* Web 92
Web Web
Web
Web
Web
*« HTTP HTTP
Web Web
Web Web
1 [Web Web Security Manager 1> Bypass Settings ]
2 [ Edit Bypass Settings ]
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Web

. Web

3 Web
4
Web
1 [Web Web Security Manager > Bypass Settings ]
2 [ Edit Application Bypass Settings ]
3
4
Web
Web
Web
Web
. 363
Web
Web
. Web
S
Web 80 3128
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| web

. PAC
Web

PAC

PAC

* Web
* Web
Web

* \Web

PAC

PAC

* PAC
URL
* PAC
DNS WPAD
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PAC

PAC

PAC

Web

PAC

PAC
PAC

PAC

PAC

PAC

95

PAC

93

PAC

PAC

PAC

94

PAC

PAC

DHCP




Web

B
PAC
WPAD DHCP DNS PAC
« DHCP WPAD DHCP PAC URL
252 DHCP
* DNS WPAD PAC DNS
WPAD DHCP PAC
DNS
. PAC 96
Web PAC
10 Security Services ]>[PAC PAC File Hosting ]
2 [ Enable and Edit Settings ]
3
PAC Web PAC
PAC Server Ports
PAC PAC
PAC File
Expiration
4 [PAC PAC Files ] [ Browse ] Web
PAC
default.pac
Web
default.pac
51 Upload ] 4 PAC Web
6 [PAC Hostnames for Serving PAC Files Directly ]

PAC
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| web

PAC B

Web PAC
Web HTTP 80
PAC
PAC
GET PAC
PAC
PAC
Default PAC File for
"Get/" Request through
Proxy Port
Add Row PAC
7
. PAC 95
. PAC 96
PAC
1 PAC
2 PAC PAC URL
Web PAC URL

http://server_address[.domain][:port][/filename] | http://WSAHostname[/filename]

WSAHostname Web PAC [
hostname ] URL
« Web PAC 94
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PAC
PAC
wpad.dat PAC Web Web
DNS WPAD Web
MIME .dat Web
application/x-ns-proxy-autoconfig
Web
DNS wpad DNS
wpad .example.com wpad .dat IP
DHCP DHCP 252  wpad.dat
URL http://wpad.example.com/wpad.dat URL IP
DNS

. PAC 93

* Web PAC 94

 Firefox ~ WPAD 570

*FTP 96

«FTP 97

Web 2 FTP
. FTP FTP FTP
FTP
« FTP over HTTP FTP HTTP
FTP
*FTP 97
«FTP 374
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| web

FTP B
S
FTPoverHTTP Web 84
10 Security Services ]>[FTP FTP Proxy ]
2 [ Enable and Edit Settings ] [
Edit Settings ] FTP
3 FTP
FTP FTP FTP
Proxy Listening 21 FTP
Port
Caching
IP FTP FTP IP
Server Side IP
IP Spoofing FTP
FTP FTP
Authentication
Format
FTP FTP
Passive TCP
Mode Data Port Range
FTP FTP
TCP FTP FTP
Active Mode Data Port | over HTTP
Range FTP
TCP TIME-WAIT
FTP
FTP n FTP
n
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B socks

Web

FTP
Welcome Banner « [FTP FTP server message ] FTP
Web
o[ Custom message ]
FTP
FTP
4 FTP
FTP
Control Connection FTP FTP
Timeouts
o[ Client side ] FTP
o[ Serverside ] FTP
FTP
Data Connection FTP FTP
Timeouts
o[ Clientside ] FTP
o[ Serverside ] FTP
5
* FTP 96
* SOCKS 99
* SOCKS 99
* SOCKS 99
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| web

SOCKS

SOCKS

A oW N P

SOCKS

B w DO

[

[
[SOCKS

[

[
[SOCKS

SOCKS B
» SOCKS 100
Web SOCKS SOCKS
SOCKS SOCKS
SOCKS
SOCKS
SOCKS
» SOCKS
* SOCKS
* SOCKS Application Visibility and Control AVC Data Loss Prevention
DLP
» SOCKS
* SOCKS SSL
Web
Security Services ]>[SOCKS SOCKS Proxy ]
Edit Settings ]
Enable SOCKS Proxy ]
[ Submit 1 [ Commit Changes ]
Security Services ] > [SOCKS SOCKS Proxy ]

Edit Settings ]
Enable SOCKS Proxy ]
SOCKS
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Web

B socks
SOCKS
SOCKS Proxy
SOCKS SOCKS 1080
SOCKS
Control Ports
UDP SOCKS UDP 16000 16100
UDP
Request Ports
SOCKS
60
Proxy Negotiation
Timeout
UDP UDP UDP
Tunnel 60
Timeout
SOCKS
1 [Web Web Security Manager ]>[SOCKS SOCKS Policies ]
2 [ Add Policy ]
31 Policy Name ]
4
5[ Insert Above Policy ] SOCKS SOCKS
SOCKS
6 [ Identities and Users ] 1
ID
7 [ Advanced ]
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| web

; tProxy Web
ors Proxy Ports ] 1
ID ID
SOCKS
Subnets
ID
ID
ID
Time [ Time Range ]
Range
[ Submit ] Commit Changes ]
. SOCKS ID
» SOCKS SOCKS
* URL FTP 572
. FTP 572
. 572
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Web |

. FTP 593
* HTTPS FTP over HTTP
586
* HTTPS FTPoverHTTP 586
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. 103
. 104
. 105
. 117
. 139
. 141
. 149
. 151
/ Notes
Active Directory |Kerberos |HTTP HTTPS Kerberos
NTLMSSP FTP FTPover HTTP
SOCKS
LDAP HTTP HTTPS —
FTP FTPover HTTP
SOCKS
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1 « Active Directory
NTLMSSP 123
« LDAP 126
2 . 132
3 . 118
LDAP RADIUS
4 . 140
1
5 . 150
6 .
155
7 . Web
Web 237
. Active Directory Active Directory
* NTLMSSP Web
Web
* Kerberos Web
. 1
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142

« Active Directory/Kerberos 106

« Active Directory/ 107

* Active Directory/NTLMSSP 108
* LDAP/ 109

. 109
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. Active Directory/Kerberos

Active Directory/Kerberos
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IP Cookie
« NTLM * NTLM * NTLM
Windows Windows Windows
Windows Windows Windows
. . IP
* RFC
« HTTPS CONNECT
.  Cookie
Web
° IP i HTTP
» Cookie
. HTTPS
Web * HTTPS

Active Directory




Active Directory/

Active Directory/

IP Cookie
. IP
* RFC
« HTTPS CONNECT
* Cookie
HTTP
. P Web
HTTPS
Web * Cookie
IP « HTTPS
Active Directory .
Citrix RDP .
IP
Base64 Base64

. Windows

Base64
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. Active Directory/NTLMSSP

Active Directory/NTLMSSP

Active Directory

. Windows

Web

NTLMSSP
Web

NTLM

NTLM

Web
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LDAP/ B

LDAP/

*« RFC .
« NTLM « NTLM

« HTTPS CONNECT

. HTTP
HTTPS
Base64 .
. Base64
. IP
: 141 Citrix RDP
IP
o 141
Web
Web
Web
Web
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URL
146

* [ISE Transparently identify userswith ISE ] Identity Services

Engine ISE [ Network ]>

[Identity Services Engine]

Identity Services Engine ISE
176

« [ASA Transparently identify users with ASA ]

Cisco IP

AnyConnect
Secure Mobility ASA
ASA Web
262

o[ Transparently identify users with authentication

realms ] 1

* Active Directory NTLM Kerberos
Cisco Context Directory Agent Active Directory
Active Directory
111
* LDAP eDirectory LDAP

LDAP 112
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Active Directory .

AsyncOS for Web  eDirectory Active Directory
IP
Active Directory

Active Directory Web
Cisco Context Directory Agent CDA
Active Directory Active Directory

AsyncOS for Web  Active Directory IP
AsyncOS for Web  IP

Active Directory

Active Directory Web
Active Directory

Active Directory

* Active Directory NTLM Kerberos
Active Directory LDAP
. ID  Active Directory Active Directory
. Active Directory 2
Active Directory
IP AsyncOS
for Web ping 3
Active Directory
« Active Directory Web
* Active Directory Web

Active Directory

Active Directory IP
Active Directory
AsyncOS IP
CLI 114
* Active Directory IP
sAMAccountName

. Active Directory IP

Web
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B o

* AsyncOS for Web
Web Active Directory
AsyncOS for Web OS Active Directory IP
Active Directory IP
Web Windows
Active Directory
Web
Active Directory Active Directory
S
Web Active Directory
Web

Cisco Context Directory Agent

Cisco Context Directory Agent

http://www.cisco.com/en/US/docs/security/ibf/cda_10/Install_Config_guide/cdal0.html

Web Active Directory RADIUS

LDAP
AsyncOS for Web Lightweight Directory Access Protocol LDAP
eDirectory IP
eDirectory
NetworkAddress
eDirectory

LDAP eDirectory

« eDirectory
eDirectory

. AsyncOS 11.5.1 for Cisco Web Security Appliances

eDirectory

IP


http://www.cisco.com/en/US/docs/security/ibf/cda_10/Install_Config_guide/cda10.html

* eDirectory LDAP
LDAP
* eDirectory LDAP
LDAP
* eDirectory LDAP
DN
« eDirectory NetworkAddress
 AsyncOS for Web
« eDirectory NetworkAddress IP
ID
* DHCP IP Web
IP DHCP
tuiconfig CLI
CLI 114
o |P Web
Web
. Web
. ID
AsyncOS for Web
. IP
. [Web
Web Tracking ]
® %m x-auth-mechanism
WC3 SSO_TUI
IP
SSO_ASA
AnyConnect Secure Mobility Cisco ASA
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103
. Web
CLI
AsyncOS for Web TUI CLI
* tuiconfig
e Configure mapping timeout for Active Directory agent AD
AD IP
IP
* Configure proxy cache timeout for Active Directory agent IP
5 1200 120
* Configure mapping timeout for Novell eDirectory
eDirectory IP IP
* Configure query wait time for Active Directory agent Active Directory
* Configure query wait time for Novell eDirectory eDirectory
Active Directory AD AD
eDirectory eDirectory
LDAP
e tuistatus AD
* adagentstatus AD Windows
* listlocalmappings Web IP
AD
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Internet Explorer
NetBIOS
Internet Explorer [ ]

[ 1>1 1>1 ]

How do I properly set up NTLM with SSO (credentials sent transparently)?

Firefox Microsoft
network.negotiate-auth.delegation-uris network.negotiate-auth.trusted-uris
network.automatic-ntim-auth.trusted-uris

Firefox is not sending authentication credentials transparently (SSO)

Firefox
132 CLI

sethostname

Kerberos Windows

Active Directory
Kerberos
Kerberos
. servicePrincipalName Active Directory
* Kerberos servicePrincipalName  Active Directory 1
Kerberos

. Kerberos
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http://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117934-technote-csc-00.html
http://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118027-config-wsa-00.html
http://www.toptip.ca/2010/03/change-secret-configuration-parameters.html

Kerberos Windows Active Directory
. [Active Directory
Active Directory users and computers ]
[ User must change password at next
logon ]
[ Password Never Expires ]
1 [Active Directory Active Directory users and computers ]
o[ User must change password at next logon ]
o[ Password Never Expires ]
2 SPN Active Directory
SPN http/

1. Windows setspn -q
setspn -q http/highavail.com
highavail.com

2. SPN

SPN SPN  Active Directory
No such SPN found.

. setspn -s
setspn -s http/highavail.com hausername

highavail.com
hausername
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SPN Active Directory
Existing SPN found!

CN

The common name (CN) shows the
user name created or chosen.

:CN=hausername Example: CN

= hausername
SPN 1. SPN
Existing SPN found!
setspn -d
CN . . _
setspn -d http/highavail.com johndoe
The common name (CN) does highavail.com
not show the user name created or johndoe
chosen.
2. SPN
setspn -s
setspn -s http/highavail.com hausername
highavail.com
hausername
Active Directory keytab Kerberos
Active Directory 119
keytab
AsyncOS
. 118
* Kerberos Active Directory 119
* Active Directory NTLMSSP 123
* LDAP 126
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. 131
. 132
. 139
* RADIUS 516
LDAP RADIUS
LDAP
LDAP 1 LDAP
126
1
a) [ System Administration ]>[ Users ]
b) [ External Authentication ] [ Enable ]
c)
Enable External |—
Authentication
Authentication Type [LDAP]
LDAP AsyncOS
External Authentication Cache Timeout
0
LDAP LDAP External | LDAP
Authentication Query
AsyncOS
Timeout to wait for valid
response from server
Group Mapping
2
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RADIUS .

RADIUS
RADIUS 517
Kerberos Active Directory
. 9 [Kerberos
Kerberos High Availability ] [ Use keytab
authentication ]
HTTP/HTTPS
Active Directory SPN
[Kerberos Kerberos High Availability ]
SPN
Web
SPN  Active Directory
« Active Directory
. Active Directory Windows Server

2003 2008 2008R2 2012

* Active Directory

Active Directory

* Active Directory

* servicePrincipalName

» dNShost

« servicePrincipalName
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Kerberos Active Directory

Active Directory

. Windows
XP Windows 7 Mac OS 10.5+

» Windows Resource Kit  kerbtray Kerberos
http://www.microsoft.com/en-us/download/details.aspx?id=17657

* Mac [ Main Menu ] > [Keychain Access]
Ticket Viewer Kerberos
. Active Directory Web
* Web Active Directory
Active Directory [

Maximum tolerance for computer clock synchronization ]

* Web
Web
* Web
. WSA sethostname CLI
. WSA
132 Kerberos
WSA
. SSO
115
. %m
483
1 Cisco Web Web [ Network ]>[
Authentication ]
2 [ Add Realm ]
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http://www.microsoft.com/en-us/download/details.aspx?id=17657

Kerberos Active Directory .

[ Authentication Protocol ] [Active Directory]

Active Directory IP 3

ntim_example.com

IP DNS Active Directory

a) Active Directory

Active Directory Active Directory DNS

Active Directory
Domain
NetBIOS NetBIOS

NetBIOS domain setntimsecuritymode CLI
name NTLM [
domain ]
Active Directory

Computer Active

Account Directory
Active Directory

b) [ Join Domain ]

Active Directory WSA

c) Active Directory
[ Create Account ]
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. Kerberos Active Directory

Active Directory Context Directory

Enable
Transparent User _
Identification using Active Context Directory

Directory agent

8
Active Directory
Client Signing
Required AsyncOS Active Directory
Transport Layer Security
9 [Kerberos Kerberos High Availability ]
[ Use keytab authentication ]
a) [ Username ] [ Password ]
IP SPN
Active Directory
'DOMAIN\johndoe' ‘johndoe@domain' johndoe
Kerberos Windows Active Directory
115
b)
HTTP/HTTPS
Active Directory SPN
[Kerberos Kerberos High Availability ]
SPN
Web
SPN  Active Directory
10 [ Start Test ]

NTLM 131

. AsyncOS 11.5.1 for Cisco Web Security Appliances




Active Directory NTLMSSP .

11
567
12
Kerberos
155
Active Directory NTLMSSP
Active Directory NTLMSSP
. Active Directory Web
* NTLM domain Active Directory
Active Directory
ads
setntImsecuritymode
* Web Active Directory
Active Directory [

Maximum tolerance for computer clock synchronization ]

* Web
Web
« WSA NTLM
« LDAP 389 UDP TCP

* Microsoft SMB 445 TCP
» Kerberos 88 UDP

. 135 TCP Net Log-on

* NTLMSSP SSO
115
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B NTLM

NTLM
NTLM
. 10 NTLM
. NTLM IP NTLM IP
e NTLM 1 Active Directory
. NTLM NTLM
Active Directory NTLMSSP
1 I Network ]>[ Authentication ]
2 [ Add Realm ]
3
4 [ Authentication Protocol and Scheme(s) ] [Active Directory]
5  Active Directory IP 3
active.example.com
IP DNS Active Directory
3
6
a) Active Directory
Active Directory Active Directory DNS
Active Directory
Domain
NetBIOS NetBIOS

NetBIOS domain name
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Active Directory NTLMSSP .

Active Directory
Computer Account Active
Directory

Active Directory

b) [ Join Domain |
Active Directory WSA
C) Active Directory
sAMAccountName

Jazzdoe DOMAIN\jazzdoe Jazzdoe@domain
d [ Create Account ]
Active Directory Context Directory

Enable ]
Transparent User Context Directory
Identification using
Active Directory
agent
Active Directory
Client Signing
Required AsyncOS Active Directory
Transport Layer Security

[ Start Test ]
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B o

10
. LDAP
* LDAP
* LDAP
* Web
Web
10 Network ]1>[ Authentication ]
2 [ Add Realm ]
3
4 [ Authentication Protocol and Scheme(s) ] [LDAP]
5 LDAP
LDAP LDAP LDAP
y LDAP LDAP 2 3
ersion LDAP  LDAP 3
LDAP Novell eDirectory
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LDAP

LDAP LDAP IP
LDAP Server
Idap.example.com IP
DNS LDAP
LDAP 389 LDAP
636
LDAP Active Directory
IP
3268
3
LDAP
LDAFT Persistent o[ Use persistent connections (unlimited) ]
Connections
[ o[ Use persistentconnections ]
Advanced ] LDAP
o[ Do not use persistent connections ] LDAP
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B o

User
Authentication [ DN Base Distinguished Name (Base DN)]
LDAP
DN LDAP
DN object-value
dc=companyname, dc=com

[ User Name Attribute ]

e [uid] [cn] [sAMAccountName] LDAP

ID

o[ custom ] UserAccount ID

[ User Filter Query ]
DN LDAP
DN
DN
o[ none |
o[ custom ]
Query [
Credentials Server Accepts Anonymous Queries ]
[ DN Use Bind

DN ]

o[ DN BindDN ] LDAP LDAP

DN

o[ Passphrase ] [ DN BindDN ]

[ DN BindDN ]
cn=administrator,cn=Users,dc=domain,dc=com
sAMAccountName=jdoe,cn=Users,dc=domain,dc=com.

LDAP Active Directory DOMAIN\username
DN
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LDAP B

[ Group Authorization ]
LDAP
Group Membership * [member] [uniquemember] LDAP
Attribute Within Group ID
Object o[ custom ] UserInGroup ID
LDAP
Attribute that

Contains the Group
Name

* [cn] LDAP ID

o[ custom ] FinanceGroup ID

LDAP LDAP
Query string to )

determine if objectisa |  * objectclass=groupofnames
group « objectclass=groupofuniquenames

* objectclass=group

o[ custom ] objectclass=person

Group
Membership Attribute * [memberOf] LDAP ID
Within User Object o[ custom ] UserInGroup ID
LDAP DN
DN Group Active Directory

Membership Attribute is
a DN
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B o

DN
Attribute that Contains
the Group Name
* [cn] LDAP ID
o[ custom ] FinanceGroup ID
LDAP LDAP
Query
string to determine if
object is a group « objectclass=groupofnames
« objectclass=groupofuniquenames
« objectclass=group
o[ custom ] objectclass=person
Web Security Manager
LDAP
a) [ External Authentication Query ]
b)
DN Base DN LDAP
DN
Query
String (&(objectClass=posixAccount) (uid={u}))
(&(objectClass=user) (sAMAccountName={u}))
LDAP displayName gecos
Attribute containing the
user’s full name
c) RFC 2307 LDAP
d)
1 LDAP
AsyncOS
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NTLM B

DN Base DN LDAP
DN

Query (&(objectClass=posixAccount) (uid={u}))

String
gecos
Attribute containing the
user’s full name
8 [ Start Test ]
NTLM 131
Kerberos
155
. 118
NTLM
NTLM
. 10 NTLM
. NTLM IP NTLM IP
e NTLM 1 Active Directory
. NTLM NTLM
ID
ID
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Web

. 141

W N
~— r——

Network 1> Authentication ]
Edit Global Settings ]
Global Authentication Settings ]

146

Action if Authentication
Service Unavailable

‘[

without authentication ]

[

Permit traffic to proceed

Block

all traffic if user authentication fails ]

Failed
Authentication Handling

144

Web
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Re-authentication

URL

User Session Restriction

Enable Re-Authentication Prompt If
End User Blocked by URL Category or

URL
Web

URL

146

TTL

Basic Authentication Token TTL

Surrogate Timeout ]

TTL Basic Authentication Token TTL ]
Web

4 Web

Web

Encryption

Credential

HTTPS Web

NTLMSPP

141

AsyncOS 11.5.1 for Cisco Web Security Appliances




HTTPS HTTPS
HTTPS Redirect Port TCP
HTTPS Web
Redirect |Web
Hostname
Web
URL
°[1 Single word hostname ] Web
DNS 1
Internet Explorer
Web
DNS 1
mycompany.com

Web
proxy .mycompany . com
proxy

proxy .mycompany . com

o[ FQDN Fully qualified domain name
(FQDN) ] FQDN IP
Internet Explorer
Firefox
FQDN IP
M1 P1
FQDN
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Credential Cache Options:

Web

Web IP
Surrogate .
. Cookie
Timeout
IP
Credential Cache Options:
P Web
Client IP Idle Timeout
Credential Cache Options:
Cache Size
User IP

Session Restrictions

authcache CLI

Re-authentication ]
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Advanced
Cisco IronPort Web
5 Web
Credential HTTPS Web
Encryption
[HTTPS
HTTPS Redirect (Secure) ]
Web
NTLMSPP
141
HTTPS HTTPS
HTTPS Redirect Port TCP
HTTPS Web
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Redirect |Web

Hostname
Web
URL
*[1 Singleword hostname ] Web
DNS 1
Internet Explorer
Web
DNS 1
mycompany.com
Web
proxy .mycompany . com
proxy
proxy .mycompany . com
o[ FQDN Fully qualified domain name
(FQDN) ] FQDN IP
Internet Explorer
Firefox
FQDN IP
M1 P1
FQDN
Web
Credential Cache Options:
Surrogate Web IP
Cookie

Timeout
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Credential Cache Options:

Upload Files ]

P Web
Client IP Idle Timeout
Credential Cache Options:
Cache Size
User IP
Session Restrictions
Re-authentication ]
IP
authcache CLI
Advanced

Cisco IronPort Web

Browse ]

. AsyncOS 11.5.1 for Cisco Web Security Appliances




. 139
. 140
. 140
. 141
1 ID
117
2 [ Network ]>[ Authentication ]
[ All Realms ] [
Realm Sequences ] [ All Realms ]
[ All
Realms ] [ All Realms ]
NTLM Web
1 NTLM NTLMSSP [ All
Realms ] NTLMSSP NTLM
NTLM NTLMSSP
. 1 NTLMSSP
1
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. 117

* Web
Web
* AsyncOS
10 Network ]>[ Authentication ]
2 [ Add Sequence ]
3
4 [ Realm Sequence for Basic Scheme ]
5[ Realm Sequence for Basic Scheme ] 2
6 [ Add Row ]
7 NTLM [NTLMSSP Realm for NTLMSSP Scheme ]
NTLM
Web NTLMSSP NTLM
8
10 Network ]>[ Authentication ]
2
3 [ Realms ]
[ AllRealms ]
[ AllRealms ]
[ Order ]
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10 Network ]1>[

3 [ Delete ]

URL

Authentication ]

141

143

144

Web
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142

146

144




Web

. 142

. 143

. 144
. 144

» Windows Update

* MICROSOFT_DEVICE_METADATA_RETRIEVAL_CLIENT
* Microsoft BITS
 SLSSoapClient

» Akamai NetSession Interface
 Microsoft CryptoAPI

* NCSI

* MSDW

* Gnotify

* msde

 Google Update

URL McAfee Webroot
1
a) [Web Web Security Manager > Identification Profile ]
b) [ Add Identification Profile ]
c)
Name AuthExempt

Insert Above
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d)
e)
f)

Subnet

Define Members by

Authentication

Define Members by

[ Advanced ]>] User Agents ]
[ None Selected ]
[ Custom User Agents ]
[Web Web Security Manager 1> Access Policies ]
[ Add Policy ]
Insert Above Policy
Identification Profile AuthExempt
Policy
Advanced
[ Advanced ] URL
Web URL 202
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2
. D 155
. URL
3 242
* Web
S
141
10 Network ]>[ Authentication ]
2 [ Edit Global Settings ]
3 [ Action if Authentication Service Unavailable ]
[ Permit traffic to proceed without authentication ]
4

145
145
146
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My ldentificationProfile

My ldentificationProfile

Web Security Manager > Identification Profiles ]
Add Identification Profile ] ID

Support Guest Privileges ]

Web Security Manager ]

Identification Profiles And Users ] [1
Select One Or More Identification Profiles ]

Identification Profile ]

Guests (Users Failing Authentication) ]

145
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[ Network ]>[ Authentication ]
[ Edit Global Settings ]
[

Failed Authentication Handling ] [
Log Guest User By ]

w N

[P IP IP
Address ]

[

User Name As
Entered By End-User ]

. 146
. 146

Web

URL
CGl Reauth_URL

Network ]>[ Authentication ]
Edit Global Settings ]

N -
-
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3 [URL
Re-Authentication Prompt If End User Blocked by URL Category or User Session Restriction ]

4 [ Submit ]

HTTP HTTPS FTP
[ HTTP  |HTTPS HTTP HTTPS
Protocol ] FTP FTP over HTTP |17
FTP over
HTTP
Yes o NA NA NA
IP Yes ¢ o o o o
COOkIe le) o*** O*** le) X/O** O***
S
155 [ Authentication
Surrogates ]
[ HTTP HTTPS HTTP HTTPS
Protocol ] FTP FTP
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NA NA NA NA NA NA

IP o x[o* x[o* o x[o* x[o*
Cookie o x[o** x[o** o x[o** x[o**
* HTTP

. FTP

e HTTPS

HTTPS HTTPS
** Cookie Web HTTPS FTP
FTP over HTTP
HTTPS FTP FTPover HTTP

ekl Cookie

. 162

Web
ID

o[ Cookie Sessioncookie ]

o[ Cookie Persistentcookie ]

o [IP IP Address ]

o[ No surrogate | Web

NTLMSSP
Web [

Apply same surrogate settings to explicit forward requests ]
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Web Cookie

. 149
. 150

. 150

. 150

Cookie

Internet Explorer
NetBIOS
Internet Explorer [ ]

[ 1> 1>1 ]

How do I properly set up NTLM with SSO (credentials sent transparently)?

Firefox Microsoft
network.negotiate-auth.delegation-uris network.negotiate-auth.trusted-uris
network.automatic-ntim-auth.trusted-uris
Firefox is not sending authentication credentials transparently (SSO)
Firefox

132 CLI

sethostname
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http://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117934-technote-csc-00.html
http://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118027-config-wsa-00.html
http://www.toptip.ca/2010/03/change-secret-configuration-parameters.html

. 144

. 146
NTLMSSP MyDomain\jsmith
Jsmith
MyDomain\jsmith
Windows Web
Windows
HTTPS
Web
HTTPS

«IP
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Port ]

a)
b)

c)

d)

Use Encrypted HTTPS Connection For Authentication ]

[
[

[

[

Network 1>[

Authentication ]

Edit Global Settings ]

Credential Encryption ]

HTTPS [HTTPS
443
Advanced ]
Certificate ] [ Browse ]
Key ] [ Browse ]
Upload File ]

. Certificate Management 539
* NTLMSSP LDAP
* LDAP LDAP 568
. 568
« HTTPS FTP over HTTP

586

URL
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HTTPS

HTTPS Redirect

567

569

592
593
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. 153

. 154
. 154

. 155

. 162

. 164

. SaaS

AsyncOS
. AsyncOS

. AsyncOS

AsyncOS
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Identification Profiles and Users:

Select One or Mare Identification Profiles »

1dentiication frofile

identityPolicy2 .

IdentityPolieyl =

IdentityPolicyForfTe v

identityPolicya .

Authorized Users and Groups

@ A1l Authenticated Users
Realm: NTLMReslm2
Selected Groups and Users

Groups: No groups entered
Users: tio users entered

Al Authenticsted Users

 Selected Groups and Users
&

All Authenticated Users
Selected Groups and Users
Greupe: No groups antered

Users: fo users entered

 Guests (users failing authentication)

143

Subnet
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HTTP HTTPS SOCKS
FTP
[ Port ]
User Agent
Internet Explorer Mozilla Firefox
URL URL URL URL URL
Category
Authentication
requirements

. Active Directory NTLMSSP
123 LDAP 126
. ID
69
. 140
. 147
1 [Web Web Security Manager > Identification Profiles ]
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2 [ Add Profile ]
3 [ Enable Identification Profile ]
4 [ Name ]
5[ Description ]
6 [ Insert Above ]
7 [ User Identification Method ]
3 / 3 ISE
ASA AnyConnect Active
Directory Novell eDirectory LDAP
3 / 3 ISE
ASA AnyConnect Active
Directory Novell eDirectory LDAP
a) [ User Identification Method ]
/ IP
Exempt from
authentication/identification
Authenticate users
ISE ISE [ Network ]
_ _ > [Identity Services Engine]
Transparently identify Identity Services Engine
users with ISE ISE
176
ASA Cisco IP
Transparently identify
users with ASA ASA ASA
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b)

Transparently identify
users with authentication
realm

1
ISE
. Support Guest Privileges
Fallback to [ PP ges
Authentication Realm or
Guest Privileges )
o[ Block Transactions ] ISE
o[ Support Guest privileges ]
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Authentication Realm

« [Kerberos]

o[ Basic ]

« [NTLMSSP]

» Windows

Select a Realm or Sequence ]

[ Select a Scheme ]

Kerberos
Base64
Web
Windows
Web

Support Guest privileges ]

Realm for Group
Authentication

Select a Realm or Sequence ]
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Authentication
Surrogates

Web
< [IP IP Address ] Web IP
o[ Persistent Cookie ] Web
o[ Session Cookie ] Web
o[ NoSurrogate ] Web
TCP
Web
[
Network 1> Authentication ]
o[ Apply same surrogate
settings to explicit forward requests ]
Web
Global Authentication Settings ]

8 [

Membership Definition ]

Membership Definition

Define Members
by User Location

Only 1 [

[ Local Users
Remote UsersOnly ] [ Both ]
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Define Members by

IP CIDR

Subnet
IP
Define Members by
Protocol
e [HTTP/HTTPS] HTTP HTTPS
FTPoverHTTP HTTP
CONNECT
o[ FTP Native FTP ] FTP
* [SOCKS] SOCKS
ID o[ ID Do Not Use Machine
Define Members ID in This Policy ] ID
by Machine 1D o[ ID Define User
Authentication Policy Based on Machine ID ] ID
[ Machine Groups ] [
Authorized Machine Groups ]
[ Directory Search ]
[ Add ]
[
Remove ]
[ Done ]
[ ID Machine IDs ] [
Authorized Machines ]
[ Authorized Machines ]
ID [ Done ]
ID Active
Directory
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o[ Proxy Ports ] Web
1
ID
ID
« [URL URL Categories ] URL
[ Add ] Web
URL
ID
o[ User Agents ]
9 [ Submit 1 [ Commit Changes ]
. 103
. Web 237
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1 [Web Web Security Manager ]>[ Identification Profiles ]

2 [
Identification Profile ]
3 [ / Client/User Identification Profile Settings ]
Enable dentification IProfile ]
4 [ Submit 1 [ Commit Changes ]
Web
. IP
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P

C Receive request from client. )

Compare the client request against the next (or first)
Identification Profile in the policies table.

i Yes

! Is the client subnet in the ldentification
Profile’s list of subnet(s)!

iYes. or none defined

Mo Is ,the_ proxy port in the Identification
Profile’s list of ports in the Advanced section?
lYes. or none defined
Mo Is the user agent in the policy group’s list

of user agents in the Advanced section?
iYes. or none defined

Mo Is the URL category of the request URL in the Identification
Profile’s list of URL categories in the Advanced section?

iYes. or none defined

ﬂN—O‘ Does the Identification Profile require authentication?
i Yes

Yes Does the client successfully authenticate as a
member of the applicable realm or sequence?

o

Does the Identification Profile support guest No
privileges for users failing authentication?

l Yes

Assign the Identification Profile and then evaluate
L . )
the request against the other policy types.

Cookie

Terminate the request.
Reply to client with
authentication required.

Web
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Cookie

C Receive request from client. >

Is this a transparently redirected encrypted HTTPS
transaction received before an HTTP transaction?

l Yes

Is the HTTPS Proxy configured to decrypt
the request for authentication purposes?

No

¢ i Yes

Compare the client request against the next
(or first) Identification Profile in the policies table.

l Yes

Is the client subnet in the Identification
Profile’s list of subnet(s)?

l?es, or none defined

Is the proxy port in the Identification
Profile’s list of ports in the Advanced section?

l‘!es, or none defined

Is the user agent in the policy group’s list
of user agents in the Advanced section?

l‘!es, or none defined

=
(=]

Is the URL category of the request URL in the Identification
Profile’s list of URL categories in the Advanced section?

l?es, or none defined

‘N_0|

Does the Identification Profile require authentication?

l Yes

Yes

Does the client successfully authenticate as a
member of the applicable realm or sequence?

o

Does the Identification Profile support guest
privileges for users failing authentication?

l Yes

ﬂssigﬂ the Identification Profile and then evaluate
the request against the other policy types.

568
584
585

593
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Terminate the request.
Reply to dlient with
authentication required.

587



SaaS

« SaaS 165

1D 166

 SaaS 168

* SaaS 168

. URL 171

Web Security Assertion Markup Language SAML
SaaS SAML 2.0
SaaS

Cisco SaaS

* SaaS
. SaaS

. SaaS

SaaS Web
SaaS Web
PasswordProtected Transport

SaaS Web
SaaS
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SaaS

1| Web ID ID
166
2 | SaaS SaaS 168
3 | SaaS URL
171
4 Web SaaS
168
Web ID
SaaS Web
SAML
. SAML PEM
* SaaS
1 [ Network ]>[SaaS ID Identity Provider for SaaS ]
2 [ Edit Settings ]
3 [SaaS Enable SaaS Single Sign-on Service ]
4 [ Identity Provider Domain Name ]
51 ID Identity Provider Entity ID ]
URI
6
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| saas

[ Use Uploaded Certificate and
Key 1]
[ Certificate] [ Browse ]

Web

PEM DER
[ Key 1] [ Browse ]
[ Key is
Encrypted ]
512 1024 2048
PEM

DER
[ Upload File ]
[ Download Certificate ] Web

SaaS
[ Use Generated Certificate and Key ]
[ Generate New Certificate and Key ]
1 [ Generate Certificate and Key ]
[ CommonName ] /
ASCII
2. [ Generate ]
[ Download Certificate ] Web
SaaS
[
Download Certificate Signing Request ] DCSR
CA CA
[ Browse ]
[ Upload File ]

37984
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SaaS

. SaaS
[ Signing Certificate ]
7 ID
SaaS
8 [ Submit 1 [ Commit Changes ]
SAML SaaS
. URL 171
SaasS
ID 166
1 Web ID
2 Web ID ID
3 [ Network ]>[SaaS ID Identity Provider for SaaS ]
4 SaaS
SaasS
. ID
1D ID 166
* 1D [ Network ]>[SaaS
ID Identity Provider for SaaS ]>[ Enable and Edit
Settings ]
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| saas

SaaS .

. 117
1 [Web Web Security Manager ]>[SaaS SaaS Policies ]
A | Add Application ]
3
SaaS
Web
URL
SaaS
SaaS
Metadata for
Service Provider
Web SAML SaaS
SaaS
Configure Keys Manually
o[ ID Service Provider Entity ID ] SaaS
URI
o[ ID Name ID Format ] SAML
SaaS

* [Assertion Consumer Service URL  Assertion Consumer Service URL ] Web

SAML URL
SaaS URL
URL
[ ImportFile from Hard Disk ]
[ Browse ] [

Import ]

SAML XML SaaS

SaaS
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SaaS

. SaaS
/SaaS SaaS
SSO User .
Identification /
Authentication for * Web
SaaS SSO
e SaaS
SaaS Web
SaaS
Identity Services Engine LDAP
SAML
SAML Web SAML
SAML [
User Name No mapping ]
Mapping
 [LDAP LDAP query ]
1 LDAP LDAP
LDAP
user domain <user>@<domain>.com
o[ Fixed Rule Mapping ]
[ Expression Name ]
%s
SAML SaaS LDAP
SAML Attribute SaaS LDAP
Mapping SAML
Web
Authentication D
Context
SaaS
ID
ID
4 [ Submit 1 [ Commit Changes ]

. AsyncOS 11.5.1 for Cisco Web Security Appliances



| saas

URL B

SaaS
Web ID SaaS
URL SSO URL
Web SaaS
URL SSO
URL
http://IdentityProviderDomainName /SSOURL/ApplicationName
1 [Web Web Security Manager ] > [SaaS SaasS Policies ]
URL
2 URL
3 ID SaaS
4 URL  SaaS
. SaaS SaaS
» SaaS SaaS
1D
[ Apply same surrogate settings to

explicit forward requests ]
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SaaS
URL
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9

Cisco ldentity Services Engine ISE

« |dentity Services Engine

« |dentity Services Engine

* ISE

* ISE 180
* Identity Services Engine

|dentity Services Engine

Cisco Identity Services Engine ISE

\}

173
175
176

182

ID
AsyncOS ISE ID

Identity Services Engine

* ISE

* ISE v 2.2/PxGrid 1.0 ISE

* pxGrid 173
* ISE

pxGrid

Platform Exchange Grid  pxGrid

ID

AsyncOS 11.5.1 for Cisco Web Security Appliances
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Cisco Identity Services Engine ISE |

B s

pxGrid
3 pxGrid pxGrid pxGrid
pxGrid
* pxGrid pxGrid
* pxGrid Web
SGT
* pxGrid / /
ISE pxGrid
ISE 1
ISE
Web ISE
ISE
2 pxGrid
o2
o2
1
Cisco Identity Services Engine Hardware Installation Guide
Installation Guide
* ldentity Services Engine 175
* ISE 176
* ISE 180
« |dentity Services Engine 182

. AsyncOS 11.5.1 for Cisco Web Security Appliances



| Cisco Identity Services Engine  ISE

Identity Services Engine .
|dentity Services Engine
)
ISE ISE
176
Certificate Management 539 AsyncOS
Web ISE
3
* WSA ISE Web
* ISE Web ISE
443 ISE
* ISE pxGrid Web ISE
5222 WSA-ISE ISE
/
3 CA CA
AsyncOS WSA
CSR ISE CA
ISE pxGrid CSR
. 175
* CA 176
* Identity Services Engine 173
* ISE 176
* ISE 180
ISE 3 ISE
ISE pxGrid ISE WSA WSA
ISE [
Administration ]>[ Certificates ]1>[ Trusted Certificates ]>[

Import ]
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Cisco Identity Services Engine ISE |

B
CA
* ISE WSA CA
[ Administration ]>[ Certificates ]>[
Trusted Certificates ]
« WSA CA
[ Network ]>][ Certificate Management ]>[
Manage Trusted Root Certificates ] [Identity Services Engine]
[ Network ]>[ldentity Services Engine] ISE pxGrid
CA
S
ISE v 2.2/PxGrid 1.0 ISE
la WSA WSA *CA WSA
WSA
ISE 180

Certificate Management 539

1b WSA ISE « WSA
ISE
WSA ISE 180
2 WSA . WSA WSA
ISE

ISE [
Administration ]>[ Certificates ]>

[ Trusted Certificates 1> [

Import ]
. WSA

ISE

175
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| Cisco Identity Services Engine  ISE

ISE

3 ISE

ISE o[ Administration ]>[
pxGrid ISE

«CA
pxGrid 2

ISE
CA

ISE

ISE

Administration ]>][

175

Identity Services Engine

Certificates ]
pxGrid

Admin

CA

Certificates ]

>[ System Certificates ]
2 pxGrid
1
1
WSA
ISE pxGrid
CA
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B s

Cisco Identity Services Engine ISE |

4 ISE WSA

WSA
ISE
o[ Enable Auto Registration ]
[
Administration ] > [pxGrid pxGrid
Services 1> Top Right ]
* ISE WSA
[ Administration  ]>[pxGrid
pxGrid Services ]>[
Clients ]
* ISE [pxGrid
Connected to pxGrid ]
[ Administration  ]>[pxGrid
pxGrid Services ]
* ISE SGT [
Policy 1>[ Results ] > [TrustSec]
>[ Security Groups ]
. SGT

Cisco Identity Services Engine
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| Cisco Identity Services Engine  ISE

ISE .
5 WSA . WSA ISE ISE
ISE pxGrid
pxGrid ISE 180
* ISE pxGrid 1
[ISE
ISE Admin Certificate ] [ISE
pxGrid ISE pxGrid Certificate ]
2
ISE 180
* CA ISE
WSA
CA
541
ISE pxGrid
CA
WSA [ISE ISE
Admin Certificate ] [ISE pxGrid
ISE pxGrid Certificate ]
CA
[
Network ] > [Identity
Services Engine]
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Cisco Identity Services Engine ISE |

B s

[6] ISE *ISE 180
WSA .
%m
483
* ISE
451
* ISE
451
. ISE
155
* ISEID
247
S
ISE ISE
* ldentity Services Engine 173
* ldentity Services Engine 175
« ldentity Services Engine 182
e ISE WSA ISE
176
* ISE
. ISE pxGrid
Identity Services Engine 175
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| Cisco Identity Services Engine  ISE

ISE B
1 1 Network ] > [Identification Service Engine]
2 [ Edit Settings ]
3 [ISE Enable ISE Service ]
4 IPv4 ISE pxGrid
a) WSA-ISE ISE ISE pxGrid
[ Upload File ]
542
5 ISE IPv4
ISE pxGrid
a) ISE pxGrid
[ Upload File ]
542
ISE ISESGT
WSA
ISE ISE
6 ISE
a) ISE WSA ISE
[ Upload File ]
542
b) ISE ISE
7 WSA ISE WSA
CA Identity
Services Engine 175
o[ Use Uploaded Certificate and Key ]
[ Choose ]
[ Key is Encrypted ]
[ UploadFiles ]
542
o[ Use Generated Certificate and Key ]
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Cisco Identity Services Engine ISE |

. Identity Services Engine

[ Generate New Certificateand Key ]
542

8 WSA ISE

[ Administration ]>[ Certificates ]>[ Trusted Certificates ]

>[ Import ]

9 [ Start Test ] ISE pxGrid
10 [ Submit ]

. 155

. 235

« http://www.cisco.com/c/en/us/support/security/identity-services-engine/
products-implementation-design-guides-list.html How To Integrate Cisco WSA using ISE
and TrustSec through pxGrid

|dentity Services Engine

« ldentity Services Engine 577
* ISE 577
* ISE 578
* ISE 580
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http://www.cisco.com/c/en/us/support/security/identity-services-engine/products-implementation-design-guides-list.html

URL

10

URL

« URL 183
« URL 186
« URL 187
* URL 194
. URL 202
. 210
. 212
. 213
. URL 215
* URL 215
. 216
« URL 220
Web
URL Cisco Web Usage
Controls
URL URL
URL
URL URL 185
HTTP HTTPS FTP URL
194
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URL |

URL
IP URL 202
URL
Web
URL
Web
URL
URL  Web WBRS AsyncOS
URL URL
Cisco Web URL
S
URL
1D
URL ID
URL
CiscoWeb Usage
Controls
URL
10 Security Services 1> Acceptable Use Controls ]

2 Cisco Web Usage Controls
3
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| URL

4 [

URL

URL
URL

wre i

Submit 1 [ Commit Changes ]

URL URL

URL

URL Categories ] [

URL

URL ]
URL

. URL

URL  URL

URL

URL

[ Reporting ]>[URL
URL Uncategorized URL ]
URL Web
URL Web
[ URL  Uncategorized
Web [

URL Filtering Bypassed ]

216
202

URL
URL

URL
URL
URL
URL URL

URL

URL URL

URL

Web
URL

URL

186 URL
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URL

B URL URL

. URL 185

URL URL

URL URL URL
URL Web

« https://securityhub.cisco.com/web/submit_urls

. URL [ URL
Status on Submitted URLs ]

. URL URL URL

« https://www.talosintelligence.com/reputation_center/support

. URL
IP
* Web Center
URL
URL
Web URL
Cisco
URL
1
Web URL
URL 186 URL
. 548
Cisco Web URL
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https://securityhub.cisco.com/web/submit_urls
https://www.talosintelligence.com/reputation_center/support

| URL

URL B
10 Security Services ]>[ Acceptable Use Controls ]
A | Edit Global Settings ]
3 [ Enable Acceptable Use Controls ]
4
5 URL Web
[ Monitor ] [ Block ] [ Monitor ]
6 [ Submit 1 [ Commit Changes ]
URL Web
URL URL URL
URL
AsyncOS
URL

http://www.cisco.com/en/US/products/ps10164/prod_release_notes_list.html

URL 187
URL 192
193
194
URL 194
URL
ID
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http://www.cisco.com/en/US/products/ps10164/prod_release_notes_list.html

B =

URL |

* URL 188
« URL 188
URL
URL
ID URL
. ID
URL ACL
Web
URL
URL
Change ID
URL Uncategorized
URLs ]
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URL

URL

Change
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URL

B =

Change ID
[ Use
Global Setting ] [
Use Global Setting ]
[ URL Uncategorized URLs ]
o[ URL Uncategorized URLs ] [
Block ] [ Use Global Settings ]
[ Block ]
o[ URL Uncategorized URLs ] [
Block ] [ Use Global
Settings ] [ Block ]
URL
[ URL
Uncategorized URLs ]
. Block
. Drop
. Decrypt
. Warn
. Time-based
. Monitor
. Pass Through
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URL

Change ID
. 191
[URL URL Filtering ]
2 URL
1
Monitor (N/A)
Monitor Monitor
Block (N/A)
Block Block
(N/A)
Use Global Settings
Use Use Global
Global Settings
Settings
Block Monitor
Warn Warn
. Block . Block
Monitor . Use Global Block
. Settings [
Use Global Settings Block ]
[
Block ]
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B =

URL

2 URL
1
. Monitor . Monitor
Block . Use Global Monitor
. Settings [
Use Global Settings Monitor ]
[
Monitor ]
URL
URL Monitor
URL
[ Monitor ]
Block ]
Monitor
URL
URL
System Administration > 193
Upgrade and Update Settings ]
[ Update Servers
(list) ]
548
552
S
CLlI 0
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URL

URL

URL B

11

1 [Web

31

. URL
Security Services ]>[ Acceptable Use Controls ]
Acceptable Use Controls Engine Updates ] [Cisco Web
- Web Cisco Web Usage Controls - Web Categorization Categories List ]
[ Update Now ]
URL
URL
[ URL Uncategorized
URLs ]

Web Security Manager ]
[URL

URL Filtering ]

URL Uncategorized URLs ]

* URL 188
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|
1
2
3
4
URL

URL

-

URL

2

System Administration ]>[ Alerts ]
Add Recipient ]

[ Alert Types 1 [ Alert Severities ]

[ Submit 1 [ Commit Changes ]
. ID
. ID
* URL 187
URL
URL
URL URL
URL
URL 195

Access Policies
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1 [Web

b)
URL

URL

URL B
URL 198
Decryption Policies
URL
Cisco Data | 200
Security Policies
. 212
. 213
. URL 202
* URL 188
URL
Web Security Manager 1> [ Access Policies ]
[URL URL Filtering ]
URL Custom URL Category Filtering ]
URL
Select Custom Categories ]
URL [ Apply ]
URL URL
URL
URL URL URL
URL URL
URL [ URL Custom

URL Category Filtering ]

4 [

URL

Custom URL Category Filtering ]

URL
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URL

URL
Use Global
Settings
URL
URL
[ Use Global
Settings ] [ Monitor ] URL
[
Use Global Settings ]
Block |Web
URL
[ RedirectTo ]
URL
Allow Web
Web
Monitor Web
Web
Warn Web
Quota-Based
256
Web
Time-Based 256
5[ URL Predefined URL Category Filtering ]
. Use Global Settings
. Monitor
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6 [

URL

/ |
Warn
Block
Time-Based
Quota-Based
URL Uncategorized URLs ] URL
Web
URL
[ Submit 1 [ Commit Changes ]
. / 197
Web
Web
/
YouTube
YouTube
Y
HTTP referer
/
Web
/
N
Referer HTTPS
URL
HTTPS HTTPS
URL 198
HTTPS /
576
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URL |

URL
1 [URL URL Filtering ]
URL 195 [
Exceptions to Blocking for Embedded/Referred Content ] [ Enable Except ]
2 [ Set Exception for Content Referred by These Categories ]
[ Click to select categories ] URL
3 [ URL Predefined and Custom URL Categories ]
[ Done ] [URL
URL Filtering ]
4 [ Set Exception for this Referred Content ]
o[ / All embedded/referred content ]
/
o[ / Selected embedded/referred content ]
URL
o[ / All embedded/referred content except ]
URL
/
5 [ Submit 1 [ Commit Changes ]
[ Reporting ] [URL URL Categories ] [ Users ]
[Web Web Sites ] [ Overview ]
Referrer
406
URL
URL
1 [Web Web Security Manager 1> [ Decryption Policies ]
2 [URL URL Filtering ]
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URL

URL B
[ URL Custom URL Category Filtering ]
URL
a) | Select Custom Categories ]
b) URL [ Apply ]
URL URL
URL URL
URL URL
URL URL URL
URL [ URL Custom
URL Category Filtering ]
URL
Use Global Setting
URL
URL
[ Use Global Settings ] [
Monitor ] URL
[ Use Global Settings ]
Pass
Through
Monitor Web
Web
Decrypt
HTTP
Drop
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URL |

URL
HTTPS URL URL
URL
5[ URL Uncategorized URLs ] URL URL
Web
URL
6 [ Submit 1 [ Commit Changes ]
URL
1 [Web Web Security Manager ]>[ Cisco Data Security ]
2 [URL URL Filtering ]
3 [ URL Custom URL Category Filtering ]
URL
a) [ Select Custom Categories ]
b) URL [ Apply ]
URL URL
URL URL
URL URL
URL URL URL
URL [ URL Custom
URL Category Filtering ]
4 [ URL Custom URL Category Filtering ] URL
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URL

URL B

Description
Use Global
Setting
URL
URL [ Use
Global Settings ] [ Monitor ] URL
[ Use Global Settings ]
Allow Web
URL

Web
Monitor Web
Web
Block Web
51 URL Predefined URL Category Filtering ]
. Use Global Settings
. Monitor
. Block
6 [ URL Uncategorized URLs ] URL URL
Web
URL
[ Submit 1 [ Commit Changes ]
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URL |

URL
* URL 188
IP URL
URL
URL
URL
N
URL 5
1000
Web c_ URL
4 Sawmill
URL URL
4 Sawmill
4 URL
%XF
[ Security Services ]>[ Acceptable Use Controls ]
1 [Web Web Security Manager > URL Custom
and External URL Categories ]
2 URL [ Add Category ]
URL URL
3
URL URL
Category
Name
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URL

URL

List URL
Order URL 1

URL URL

[ Local Custom Category ] [
Category Type External Live Feed Category ]

[ Management ] [ Data ]
Routing Table

36
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URL

URL

/ [ Category Type ] [
Category ] [
Sites / Feed File
Location

* IPv4 10.1.1.0
* |IPv6 2001:0db8::
* IPv4 CIDR 10.1.1.0/24
* IPv6 CIDR 2001:0db8::/32
. example.com
. crm.example.com
. .example.com
. [
URL
URL 1
. [URL Sort URLs ]

Local Custom
Sites ]

www.example.com

Advanced ]

[ Sites ]
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URL

URL

Feed Location
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URL

URL

[ Category Type ] [ External Live
Feed Category ] [ Feed File Location ]
1. [ Cisco Feed Format ] [Office 365

Office 365 Feed Format ]

o[ Cisco Feed Format ]
. HTTPS HTTP
URL
.CSV
208
. [ Advanced ] [
Authentication ]
« [Office 365 Office 365 Feed Format ]
« [Office 365 Office 365 Feed Location ]
URL
XML
208
2. [ GetFile ]
[ Get File ]
581
URL 5
1000
[ URL
Custom and External URL Categories ] [Web
Web Security Manager > [ URL

. AsyncOS 11.5.1 for Cisco Web Security Appliances




URL

URL B
Custom and External URL Categories ] [ Feed Content ]
[ View ]
Office 365
[ Category Type ] [ Local Custom
Advanced Category ]
URL [ Sites ]
URL URL [
Sites ]
216
Auto Update o[ Do not auto update ]
the Feed
e [NHH:MM EverynHH:MM ] 5 00:05
WSA
304 not modified
[ Submit 1 [ Commit Changes ]
. 216
. 483
. URL URL 581
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URL

URL

« IPv4
* |Pv6
 |[Pv4 CIDR

* |IPv6 CIDR

URL

10.1.1.0
2001:0db8::
10.1.1.0/24
2001:0db8::/32
example.com

crm.example.com

URL

. .example.com www.example.com
216
A\
URL
URL
URL [
Category Type ] [ External Live Feed Category ]
[ Cisco Feed Format ] [Office 365
Office 365 Feed Format ] URL
. Cisco Feed Format .CSV .CSV
.CsV
/ /
www.cisco.com,site ad2.*\.com,regex site regex
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URL

www._cisco.com,site
\.xyz,regex

ad2.*\.com, regex

www . trafficholder.com,site

2000:1:1:11:1:1::200,site

N

site

www .example.com

http:// https://

http://www._example.com

« Office 365

product > addresslist > address
IPv6 IPv4
Office 365

<products updated="4/15/2016">

addresslist

<product name='"0365">
<addresslist type="IPv6">
<address>2603:1040:401
<address>2603:1040:401

<address>2603:1040:401

Office 365 Feed Format

Microsoft Office 365

XML Office 365

products >

XML
URL

::d:80</address>
:a</address>

::9</address>

</addresslist>

<addresslist type="IPv4'>
<address>13.71.145.72</address>
<address>13.71.148.74</address>
<address>13.71.145.114</address>

</addresslist>

<addresslist type="URL">
<address>*_aadrm.com</address>
<address>*_azurerms.com</address>
<address>*_cloudapp.net2</address>

</addresslist>
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URL

</product>
<product name="LYO">
<addresslist type="URL'">
<address>*_broadcast.skype.com</address>
<address>*._Lync.com</address>

</addresslist>

</product>
</products>
Web Web Web
AVC URL Web
Web
Enforce safe
searches Web

Enforce site content ratings
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URL

AVC 1
AVC
[Web Web Security Manager > Access Policies ]
[URL URL Filtering ]
[ Content Filtering ]
[ Define Content Filtering Custom Settings ]
[ Enable Safe Search ]
Web
[ Enable Site Content Rating ]
Web
URL
URL
Web URL [ Allow ] URL
[ Submit 1 [ Commit Changes ]
. 213
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URL

W3C

. %XS
* W3C X-request-rewrite

ensrch

encrt

unsupp

err

- URL

ACL

« BLOCK_SEARCH_UNSAFE

« BLOCK_CONTENT_UNSAFE

« BLOCK_UNSUPPORTED_SEARCH_APP

« BLOCK_CONTINUE_CONTENT_UNSAFE

* ACL 465

URL URL
Web

1 URL
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o N o o

URL

[Web Web Security Manager > Access Policies ]
[URL URL Filtering ]
[ URL Custom URL Category Filtering ] [
Select Custom Categories ]
[ Select Custom Categories for this Policy ]
URL [ Include in policy ]
[ Apply ]
[ Redirect ]
[ Redirectto ] URL
[ Submit 1 [ Commit Changes ]
. URL 202
Web
REDIRECT_CUSTOMCAT ACL
Web
[ Reporting ]
[ Allowed ]
IP
. URL [ Warn ]
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I

w N
— — —

URL

End-User Filtering Warning ]

End-User Filtering Warning ]

. HTTP HTTPS
FTP
* URL Web
Web
[ Warn ] URL
Security Services 1> End-User Notification ]
Edit Settings ]
End-User Filtering Warning ]
Time [ Time Between Warning ] Web
Between Warning URL [
End-User Filtering Warning ]
IP
30 2678400 1 1
3600
Custom Message [ End-User Filtering Warning ]
HTML

41

Submit ]
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| URL

URL B
. 210
. 374
. URL 373
Web URL
[Web Web Security Manager > Defined Time
Range ] 1
1 [Web Web Security Manager > Access Policies ]
2 [URL URL Filtering ]
3 URL [
Time-Based ]
4 [ InTimeRange ] URL
51 Action ] URL
6 [ Otherwise ] URL
7 [ Submit 1 [ Commit Changes ]
. 256
[ Reporting ]1>[URL URL Categories ] URL
URL URL
Web
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URL

. 403
[ Reporting ]>[URL URL Categories ] URL
URL URL
URL Filtering Bypassed
URL URL
Uncategorized URL
URL
. 441
* URL 220
Web Velocity
S
AsyncOS for Web Flex
. URL
URL
Web
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URL

. URL 202

URL Web

blocksite.com

\.blocksite\.com

server[0-9]\.example\.com

server[0-9] example.com serverQ serverl server2 .. server9

downloads .exe .zip bin

/downloads/ .*\.(exe]zip]bin)

\}

ASCII

63
63

It’s as easy as ABC123
It’s as easy as [A-C]{3}[1-3]1{3}

AsyncOS 11.5.1 for Cisco Web Security Appliances .




URL |

NFA
url._com
url\.com \
. 63
1 URL url.
url[0-9]

Four score and seven years ago our fathers
brought forth on this continent, a new nation, conceived in Liberty, and dedicated

to the proposition that all men are created .qual

-qual equal

63

URL

id: [A-F0-9]{8}-[A-F0-9]{4}-[A-F0-91{4}-[A-F0-9]{4}-[A-F0-91{12}\) Gecko/20100101
Firefox/9\.0\.1\$ Gecko/20100101

Firefox/9\.0\.1\$

[0-9a-z] {64}
[0-91{64} [0-9a-z]{40}
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URL

\}

CLlI advancedproxyconfig > miscellaneous > Do you want to enable URL lower case
conversion for velocity regex?

Web CLI
606
0x0A
rt rat rut rt root
217
* 0 *
[0-9]*
63
217
\
\/\ N
\ 1

A AWhen in matches When

in the course of human events What and when

in the
$ b3\ b.
+ 1

9+ 9 99 999
? 0 1 colou?r

u colour color
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URL

B =
0 1
(abc)+ abc 1
abcabcabc abc123 abab
ab123
OR
(him|her) it belongs to him it belongs to her
it belongs to them
[] 1
r[aou]t rat rot rut ret
[0-9]
[A-Za-z]
["269A-Z] 2 6 9
{}
D{1,3} D 1 3
{n} {n}
A[0-91{3} 3
A Al123 Al1234
[0-9K4} 4
Cisco Web Usage Controls  URL URL
[Web Web Reputation Filtering ] [

Anti-malware Scanning ]

\}

Cisco Web Usage Controls  URL

art IW_art
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URL

URL B

URL URL
Code

adlt 1006 vwwediinetinmeneqomom
Adult www.adultnetline.com

adv 1027 Web www.adforce.com

www.doubleclick.com
Advertisements
Web
[
Business and
Industry ]

alc 1077 www.samueladams.com

Alcohol www.whisky.com
[ Health and
Nutrition ]
[
Dining and Drinking ]
Arts art 1002 WWWw.moma.org
WWW.Nga.gov
[
Entertainment ]

astr 1074 WWWw.astro.com

Astrology www.astrology.com
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B =

URL

URL URL
Code
auct 1088 www.craigslist.com
Auctions www.ebay.com
busi 1019 www.freightcenter.com
Business www.staples.com
and Industry
chat 1040 Web WWW.icg.com
www.meebo.com
Chatand Instant
Messaging
plag 1051 www.bestessays.com
Cheating and WWW.SUperiorpapers.com
Plagiarism
cprn 1064 —
Child
Abuse Content
csec 1065 VWWWY.Computersecurity.com
Www.symantec.com
Computer
Security
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URL

URL B

URL URL
Code
comp |1003 www.xml.com
www.w3.0rg
Computers and
Internet
Web
Web
Freeware and Shareware ]
date 1055 www.eharmony.com
Dating www.match.com
card 1082 www.all-yours.net
Digital www.delivr.net
Postcards
Dining and | food 1061 vwwihideawaybrewpub.com
Drinking WWW.restaurantrow.com
dyn 1091 IP http://109.60.192.55
http://dynalink.co.jp
Dynamic i
and Residential http://ipadsl.net
edu 1001 Web www.education.com

Education

www.greatschools.org
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B =

URL

URL URL
Code
ent 1093 www.eonline.com
WWW.EW.COM
Entertainment
[ Arts ]
Extreme |extr 1075 www.car-accidents.com
VWwyarime-soenephoios.com
Web
fash 1076 www.fashion.net
Fashion wwwifindabeauitysalon.com
[
Health and Nutrition ]
fts 1071 www.rapidshare.com
File www.yousendit.com
Transfer
Services
filt 1025 Web wwwihypassschoolfilter.com
Filter Web www.filterbypass.com
Avoidance cgi php glype
Finance fnnc 1015 finance.yahoo.com
www.bankofamerica.com
[ Online
Trading ]
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URL

URL B

URL URL
Code
free 1068 www.freewarehome.com
www.shareware.com
Freeware and
Shareware
gamb | 1049 www.888.com
Gambling www.gambling.com
Web [
Health and Nutrition ]
[ Lotteries ]
game 1007 WWWw.games.com
Games www.shockwave.com
gov 1011 Web WWW.Usa.gov
Governmentand www.law.com
Law
/
hack 1050 Web www.hackthissite.org
Hacking www.gohacking.com
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B =

URL

URL URL
Code
hate 1016 www.kkk.com
Hate Speech WWw.nazi.org
Web
hith 1009 www.health.com
Health and www.webmd.com
Nutrition
Web
lol 1079 www.humor.com
Humor www.jokes.com
Adult ]
Illegal | ilac 1022 www.ekran.no
Activities www.thedisease.net
Web
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URL

URL B

URL URL
Code
ildl 1084 www.keygenguru.com
llegal www.zcrack.com
Downloads
Web Torrent [

Peer File Transfer ]

drug 1047 WwWw.cocaine.org
lllegal Drugs www.hightimes.com
infr 1018 www.akamai.net

www.webstat.net

Infrastructure Web
and Content
Delivery
Networks
oip 1067 www.evaphone.com
Internet www.skype.com
Telephony
Job job 1004 www.careerbuilder.com
Search WWw.monster.com
Web
ling 1031 WWW.Swimsuits.com
Lingerie and Web WWW.victoriassecret.com
Swimsulits
lotr 1034 www.calottery.com
Lotteries www.flalottery.com
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URL

B =

URL URL
Code
cell 1070 www.cbfsms.com
Mobile SMS www.zedge.net
Phones
Web [
Business and
Industry ]
Nature natr 1013 www.enature.com
www.nature.org
news 1058 WwWw.cnn.com
News news.bbc.co.uk
ngo 1087 www.panda.org
Non-Govemmental WWWw.unions.org
Organizations
nsn 1060 www.artenuda.com
Non-Sexual WwWw.naturistsociety.com
Nudity
comm |1024 Special | www.igda.org
Interest Group  SIG; WWW.ieee.org
Online Web
Communities Web [
Professional Networking ]
[
Social Networking ]
Web
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URL

URL B

URL URL
Code
osb 1066 www.adrive.com
www.dropbox.com
Online Storage
and Backup
trad 1028 www.tdameritrade.com
Online Web www.scottrade.com
Trading
IPO
[
Gambling ]
[
Finance ]
pem 1085 | Outlook Web Access OWA —
Organizational Web
Email
park 1092 www.domainzaar.com
Parked www.parked.com
Domains
Web
Web
p2p 1056 www.bittorrent.com
Peer File Web www.limewire.com
Transfer
pers 1081 www.karymullis.com
Web
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URL

B =

URL URL
Code
img 1090 www.flickr.com
Photo www.photobucket.com
Searches and
Images
Politics pol 1083 www.politics.com
www.thisnation.com
Web
porn 1054 www.redtube.com
Pornography WWW.youporn.com
Web
pnet 1089 www.linkedin.com
WWW.europeanpwn.net
[
Professional Social Networking ]
Networking
Real rest 1045 www.realtor.com
Estate www.zillow.com
ref 1017 www.wikipedia.org
www.yellowpages.com
Religion rel 1086 www.religionfacts.com
wwwireligioustolerance.org
SaaS B2B | saas 1080 WWww.netsuite.com
SaaS and Web www.salesforce.com
B2B
Safe |kids 1057 kids.discovery.com
for Kids www.nickjr.com
Web
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URL

URL B

URL URL
Code
SCi 1012 www.physorg.com
Science and www.science.gov
Technology
srch 1020 www.bing.com
www.google.com
Search Engines
and Portals
Sex sxed 1052 www.avert.org
Education Web www.scarleteen.com
shop 1005 Www.amazon.com
Shopping www.shopping.com
snet 1069 www.facebook.com
[ WWw.twitter.com
Social Professional
Networking Networking ]
Social | socs 1014 www.archaeology.org
Science www.anthropology.net
scty 1010 www.childcare.gov
Society and www.familysearch.org
Culture
swup 1053 www.softwarepatch.com
www.versiontracker.com
Software Web
Updates
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B =

URL

URL URL
Code
sprt 1008 Www.espn.com
Www.recreation.gov
Sports and
Recreation
aud 1073 www.live-radio.net
www.shoutcast.com
Streaming
Audio
vid 1072 www.hulu.com
Web | www.youtube.com
Streaming
Video
tob 1078 Web www.bat.com
Tobacco www.tobacco.org
[ Health
and Nutrition ]
trns 1044 WWW.cars.com
Transportation www.motorcycles.com
RV
[
Sports and
Recreation ]
Travel trvl 1046 www.expedia.com
www.lonelyplanet.com
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URL

URL B

URL URL
Code
Unclassified — — —
Web
URL
weap 1036 www.coldsteel.com
Weapons www.gunbroker.com
Web [

Government and Law ]

Web whst 1037 |web www.bluehost.com
Web www.godaddy.com

Hosting
Web tran 1063 Web babelfish.yahoo.com

Web Page translate.google.com
Translation
Web 1038 Web mail.yahoo.com

Web-Based www.hotmail.com
Email Web [

Organizational
Email ]
* URL 187
. URL URL 186
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. 235
. Web 237

. Web 237
. 237

. 247

. 252
. 254

. 256

* URL 260

. 262

. 265

Web Web

Web
Web

Web Web
Web Web
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HTTP/HTTPS

Web Web

AsyncOS
URL

DNS

HTTP/HTTPS

Web
3:HTTP/HTTPS
Client Transaction Request
HTTP HTTPS

Bypass List Bypass List
Identification Identification
WBRS Scoring Custom URL Category

Authentication WBRS Scoring

Authorization/Guest

Authentication
I Protocols & User Agents Authorization/Guest
Custom URL Category Decryption
o
c
g URL Category URL Category
s o
& @
2 Application Filter (AVC) Application Filter (AVC) %
L o
; 5
C’: Object Filter Object Filter <
2 g
MIME Type Filter MIME Type Filter 3
g
AV/Malware Scanning AV/Malware Scanning
Encryption l

Allow Web Access
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Web .

163
e 2: Cookie 164
e 4. 242
e 6 270
o« 7 273
Web
Web
1 117
2
34
2 254
3 URL URL
202
4
155
5 256
[6] 242
241
Web
Active Directory Web
Active Directory
. 238
. 241
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242

Request Type
e HTTP HTTP FTP HTTPS 242
Access .
HTTPS
* FTP
HTTPS
HTTPS
SOCKS * SOCKS Socks 242
. Software asa Service SaaS SaaS
168
Application
Authentication
Web
ID
SaaS
« HTTPS HTTPS 242
HTTPS
Encrypted
HTTPS AsyncOS
Management
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Request Type

* HTTP Web 242
Data HTTPS
Security « FTP
DLP
Web
DLP * HTTP DLP 242
HTTPS DLP
External e FTP
DLP (Data
Loss
Prevention)
DLP
Web
« HTTP 242
HTTPS
Outbound e FTP
Malware
Scanning
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Request Type
* HTTP Web 242
* HTTPS
«FTP
Web
Web
2
o[ Identification Profiles and Users ]
Web
o[ Advanced ]
o[ Protocols ]
http https  ftp
o[ Proxy Ports ] Web
o[ Subnets ]
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o[ Time Range ]

Web
* [URL URL Categories ] URL
Web Web
o[ User Agents ]
Web

Web

Web

Web

Web
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( Receive request from client. )

Compare the client request against the next
(or first) Identification Profile in the policies table.

l

Is the current policy group the global policy? }Ye;s
No
v
_ No Is the transaction assigned to one of the policy group’s configured
F [dentification Profile, or does the policy group use “All ldentification Profiles”?
Yes

v

4M Is the current time in the policy group’s configured time range in the Advanced section? ‘

Yes, or no time range defined
v

<ﬁ{ Is the client subnet in the policy group’s list of subnet(s) in the Advanced section? ‘

Yes, or none defined
A 4

<M Is the proxy port in the policy group’s list of ports in the Advanced section?

Yes, or none defined
v

4% Is the user agent in the policy group’s list of user agents in the Advanced section? ‘

Yes, or none defined

A
No Is the URL category of the request URL in the policy group’s
list of URL categories in the Advanced section?

A

Yes, or none defined
v

Is the user one of the authorized users listed in the policy group?

No (List of authorized users can be a list of user names, user groups, all authenticated

users, guest users, or All Users. If the policy group only uses Identification Profiles
with no authentication, then all clients are authorized.)

A

Y
v ® ¢
( Apply the Decryption Policy group settings to the client request. >

* Web HTTP HTTPS FTP
* HTTPS
* SOCKS SOCKS Proxy

. 241
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. HTTPS
. Cisco
. DLP DLP
. Web
. 256
. URL URL
202
[ Policy Settings ] [ Enable Identity ]
[ Name ]
[ Description ]
[ Insert Above ]
241
[ Policy Expires ] [ Set Expiration for Policy ]
1 1
11:00
11:01
Web
3
[ System Administration ]>[ Alerts ]
534
Cisco
Cisco
GUI
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6 [ Policy Member Definition ]
[ Identification Profiles and Users ]
o[ All Identification Profiles ]
1 [ Advanced ]
1 Select One or More Identification Profiles ]
1 1
7 [ All Identification Profiles ]
a) 1
o[ All Authenticated Users ] ID
o[ Selected Groups and Users ]
ISE SGT
246
o[ Guests ]
o[ AllUsers ]
1 [ Advanced ]
8 [1 Select One or More Identification Profiles ]
a) [ Identity Profiles ] [ Select Identification Profile ]
b)
o[ All Authenticated Users ] ID
o[ Selected Groups and Users ]
ISE SGT
246
o[ Guests ]
C) [ Add Identification Profile ]
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@ (©)

9 [ Advanced ] [
Policy Member Definition ]
[ All others ]
Web
Proxy 1
Ports
[
Subnets Specify subnets ]
[
Use subnets from selected Identities ]
ID ID
Time
Range o[ Time Range ]
256
o[ Match Time Range ]
URL URL URL
URL
Categories URL 202
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User
Agents o[ Common User Agents ]
o[ Browsers ] Web
o[ Others ]
o[ Custom User Agents ] 1 1
1
o[ Match User Agents ]
SGT
[ Add/Edit Policy ] [
Selected Groups and Users ] [ISE
ISE Secure Group Tags | 242
[ No tags entered ]
[
Add/Edit Group ]
SGT [ Authorized
Secure Group Tags ]
SGT [ Secure Group Tag Search ]

10 Authorized Secure Group Tags ]
[ Secure Group Tag Search ]
[ Add ]
SGT SGT
[ Search ]
2 [ Authorized Secure Group Tags ]
[ Delete ]
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31

Done ]

Add/Edit Group ]

. 256
. 255
\}
URL
Web

Protocols and User

Agents HTTP CONNECT
HTTP

URL AsyncOS for Web HTTP

URL Filtering HTTPS URL

URL
Web
URL
URL 202
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Application Visibility and Control AVC

Web
Web
Web
335
Web
MIME
Web Web
URL URL
Anti-Malware and
Reputation Web

[

Security Services ]>[
Anti-Malware and Reputation ]

Web

302
317

Access Policies: Objects ]
MIME
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Web
10 Access Policies ] [Web Web Security Manager ]
>[ Access Policies ] [ Objects ]
2
o[ Use Global Policy Objects Blocking Settings ]
o[ Define Custom Objects Blocking Settings ]
o[ Disable Object Blocking for this Policy ]
3 [ Define Custom Objects Blocking Settings ]
[ Access Policies: Objects ]
o [HTTP/HTTPS HTTP/HTTPS Max Download
Size '] HTTP/HTTPS
HTTP/HTTPS
o [FTP FTP Max Download Size ] FTP
FTP
Archives

ARC

BinHex Stufflt
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Inspectable Archives

[ Allow ] [

Block ]
WSA

RAR TAR

[

Inspect

unscannable

unscannable

unscannable

[
[DVS
DVS Engine Object Scanning Limits ]

unscannable

299

unscannable

[

Inspect ]

7zip Microsoft CAB

Block ]

Anti-Malware and Reputation ]

251

Document Types FrameMaker

Microsoft Office PDF
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Executable Code Java UNIX Windows
Installers UNIX/LINUX
TIFF/PSD
P2pP P2P BitTorrent .torrent
Metafiles
Web
Web Page Content
Miscellaneous
MIME MIME /
[ MIME (Block Custom MIME Types)] 1
MIME
4 [ Submit ]
WSA
248
\}
1GB
unscannable
WSA [ Acceptable Use Controls ]
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10 Security Services 1> Acceptable Use Controls ]
A | Edit Archives Settings ]
3
o[ Maximum Encapsulated Archive Extractions ]
0 5 1

unscannable

o[ Block Uninspectable Archives ]
WSA
4 [ Submit 1 [ Commit Changes ]
Web Web
o[ Allow ] Web
DVS
o[ Block ] Web
o[ Redirect ] Web
URL
212

Web
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HTTP HTTPS |FTP SOCKS
Allow Mmior
Block
X X X X X X X
Access
SOCKS X X X
SAAS X X
X X X
Decryption
X X X X X
Data
Security
DLP X X X X
External
DLP
X X X X X
Outbound
Malware
Scanning
X X X X
Web
Web
1 2
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" Receive request from client.

‘ Is the request on a blocked HTTP CONNECT port?

iNo, continue to monitor.

‘ Is the request coming from a blocked custom user agent?

lNo, continue to monitor.

‘ Is the request coming from a blocked suspect user agent?

iNo, continue to monitor.

‘ Is the request using a blocked protocol?

[,
(I
[N
(I

Yes, action iNo, continue to monitor. Yes, action
is Allow. - is Block.
Yes, action Is the URL category of the request URL in the Access Yes, action
is Redirect. Policy group’s list of custom URL categories? is Warn.
Yes, action is Monitor. iNo, continue to monitor. j{ew action
Is Warn. :
Is the URL category of the request URL in the Access Yes, action - Did the uhser
Policy group’s list of predefined URL categories? is Block. a‘:l;erfltintg:
Yes, action is Monitor. No Action
- Y - is Warn.
What is the configured action for uncategorized URLs? Action
is Block.

il iA(tlon is Monitor. Li

Is Safe Search enabled and configured to block unsupported engines, |Yes
and is the transaction an unsafe request to an unsupported engine?

A

"

Yes, action '
lNo, continue to monitor. is Block. Did the user
Yes, action ampt. the
‘ Is Site Content Rating enabled? is Warn. warning?
iNo, continue to monitor. E— Yes No
Does the reputation score of the destination server _YESI-”“‘ILD"
indicate to block or scan the connection? s 2oc

i‘fes. action is Scan.

Does the malware scanning verdict based on the URL
request indicate to block the connection request?

e

I iNo, continue to monitor.
b,

‘ Is the request to an application configured to be blocked?

iNo, continue to monitor.

(_Fetch the response from the server or cache. )

iNo, continue to monitor.

l Is the response size larger than the maximum allowed?

iNo, continue to monitor.

Did the response match an application
that is configured to be blocked?

lNo, continue to monitor.

Ye
‘ Is the request on a blocked HTTP CONNECT port? }—»
Ye

Does the reputation score of the destination
server indicate to allow the connection?

iNo, continue to monitor.

es

Yes

Yes

Yes

es

Does the malware scanning verdict based on the Yes
response indicate to block the response?

lNo B
Block the transaction.

Display the content to the end user.)

4
Redirection the transaction.)

Web
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1 [Web Web Security Manager ]
2
3 [ Advanced ] [ Client Applications ]
4 1

[ Browser ] [ Other ]

[ Any Version ]
[ Custom Client Applications ]
[
Example Client Applications Patterns ]

5
[
Match All Except The Selected Client Applications Definitions ]
6 [ Done ]
1 [Web Web Security Manager ]
2
3 [ Protocols and Client Applications ]
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4 [ Edit Protocols and Client Applications Settings ]
[ Define Custom Settings ]

5 [ Custom
Client Applications ]

[ Example Client
Application Patterns ]
6
1
155
2
255

3 241

. 256

. 257
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. 257
[Web Web Security Manager > [ Define Time
Ranges and Quotas ]
[ Add Time Range ]
[ Time Zone ]
o[ Use Time Zone Setting from Appliance ] - Web
o[ Specify Time Zone for this Time Range |- [GMT GMT
Offset ]
1 [ Day of Week ]
[ Time of Day ]
o[ AllDay ]-24
o[ From 1 [ To ]- HH:MM 24
8:00 17:00
8:00:00 16:59:59 17:00: 00 00:00
24:00

AsyncOS

HTTP HTTPS FTP
AsyncOS
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* AsyncOS HTTPS

HTTPS

* URL

URL Filtering ]

e Facebook  Gmail Web

« decrypt-for-EUN

443
AsyncOS

AsyncOS  URL
Access Policy ]>[URL

Web

HTTPS EUN

. 258
. 259
. 259

« HTTP HTTPS

. HTTPS
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w

« FTP
S
« HTTP HTTPS URL
1
1 URL 1
1
1
. HTTPS
«FTP FTP
FTP
o[ Security Services 1> [ Acceptable Use
Controls ]
[Web Web Security Manager > [ Define Time
Ranges and Quotas ]
[ Add Quota ]
[ Quota Name ]
[ Reset this quotadailyat ]
12 [AM] [PM]
[ Selecta predefined time range profile ]
[ Time Quota] [ hrs ]
[ mins ] 0 23 59
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B =

6 [KB]
[MB] [GB]
70 Submit ] [ CommitChanges ]
[ Cancel ]
[ Security Services > End-User
Notification ]
Web Web
Web URL Web
Web Web
Cisco P
URL
URL
HTTPS
URL URL 202
URL Web
. URL 186
. URL URL
202
1 [Web Web Security Manager ] SaaS
2
3 [ Advanced ] [URL URL Categories ]
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URL Web .
4 Web URL [ Add ]
URL URL
5[ Done ]
6
URL Web
. URL 186
. URL URL
202
S
URL
1 [Web Web Security Manager ] Access
Policies ] [Cisco Cisco Data Security Policies ] [ HTTPS
Encrypted HTTPS Management ]
2
3 [URL URL Filtering ]
4 URL
a) [ Select Custom Categories ]
b) URL [ Apply ]
URL URL
URL URL
URL URL
URL URL URL
URL [ URL Custom
URL Category Filtering ]
5 URL
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6 [ URL Uncategorized URLs ] URL URL
Web

. 262
. 1D 263
* ASA 264

Cisco AnyConnect
Web Web

Cisco AnyConnect Secure VPN

ASA
VPN ASA IP
Web Web Web
ID
. VPN
Cisco ASA  Cisco AnyConnect VPN
Web
Web IP
Web Cisco ASA
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1. ID ID 263
2. ID 155
1 [ Define Members by User
Location ] [ Local
Users Only ]
2. [ Define Members by
Authentication ] [Cisco ASA
Identify Users Transparently
through Cisco ASA Integration ]
3. 242
ID
10 Security Services ]>[AnyConnect AnyConnect Secure Mobility ]
[ Enable ]
2 AnyConnect [ Accept ]
3
[P IP 1. [Ip IP Range ] IP
Address ] IP
2 4
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B s

Cisco ASA Web 1. Cisco ASA IP
Cisco ASA 1 Cisco ASA
Integration Cisco ASA IP
2. ASA
Web 1199(;500 ASA
Web
IP 3. Cisco ASA
IP [ Add Row ]
ASA
Cisco ASA
2 Cisco ASA
CiscoASA 1
IP
4, Cisco ASA
Cisco ASA
5. [ Start Test ]
Web
Cisco ASA
4 [ Submit 1 [ Commit Changes ]
Web ASA
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Command
musstatus
* Web ASA
* Web ASA
« ASA
. Web
« HTTPS 584
. Microsoft Office 569
* DOS Windows OneCare
569
. 585
. 585
* HTTPS FTP over HTTP
586
* HTTPS FTPover HTTP 586
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HTTPS

* HTTPS 267

. HTTPS 268
. 269

. 275

* HTTPS 282

. IHTTPS/ 282

HTTPS

Web HTTPS
« HTTPS

HTTPS

. HTTP

« HTTPS
* Web
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HTTPS |

HTTPS
HTTPS
Web
advancedproxyconfig CLI HTTPS
URI URI
URI URI
HTTPS

1 HTTPS HTTPS 270
2

277

« HTTPS
277

3 274
5 278
[6]

279
7 281

HTTPS
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| HrTPS

HTTPS
Monitor
Web
Drop
Pass
through
WSA
HTTPS
Decrypt
HTTP
Web
Web
Web
HTTPS
Web
URL
7: 273
Web 5:
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B rres

HTTPS

254 Web
6
( Receive request from client.
Compare the client request against the next
(or first) Identification Profile in the policies table.
Is the current policy group the global policy? }YL
lNo
No s the transaction assigned to one of the poli“cy group’s configured .
Identification Profile, or does the policy group use “All Identification Profiles™
lYes
4% Is the current time in the policy group’s configured time range in the Advanced section?
Yes, or no time range defined
<M{ Is the client subnet in the policy group’s list of subnet(s) in the Advanced section? ‘
lYes, or none defined
<M Is the proxy port in the policy group’s list of ports in the Advanced section?
lYes, or none defined
<M Is the user agent in the policy group’s list of user agents in the Advanced section? ‘
lYes, or none defined
No Is the URL category of the request URL in the policy group’s
list of URL categories in the Advanced section?
lYes, or none defined
Is the user one of the authorized users listed in the policy group?
No (List of authorized users can be a list of user names, user groups, all authenticated
users, guest users, or All Users. If the policy group only uses Identification Profiles
with no authentication, then all clients are authorized.)
lYes ¢
< Apply the Decryption Policy group settings to the client request. )
HTTPS HTTPS
HTTPS
HTTPS HTTPS
HTTPS
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| HrTPS

HTTPS .
HTTPS HTTPS
Web HTTP HTTPS
10 Security Services ]>[HTTPS HTTPS Proxy ] [
Enable and Edit Settings ]
HTTPS
2 HTTPS [ Accept ]
3 [HTTPS Enable HTTPS Proxy ]
4 [HTTPS HTTPS Ports to Proxy ] HTTPS
443
Web 30
HTTP  HTTPS
5 /
[ Root Certificate for Signing ]
6 [HTTPS HTTPS Transparent Request ]
« Decrypt the HTTPS request and redirect for authentication HTTPS
e Deny the HTTPS request HTTPS
IP
7 [HTTPS Applications that Use HTTPS ]
HTTPS 276
8
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HTTPS

B rres
. HTTPS 276
Web HTTPS
URL URL HTTPS
URL [URL URL Filtering ]
Categories
HTTPS URL
URL
URL
Web Web HTTPS
Web [Web
Reputation Web Reputation ]
Default [ Default Action ]
Action
URL
Web
Web
URL Monitor
Web
Monitor
HTTPS
Web
1 2
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| HrTPS

HTTPS .

Web URL

C Receive HTTPS request from dient.)

Yes. action is Den Is the user not authenticated and is the authentication surrogate |, . . .
o ACION 1 TEN. type an IP address? If Yes, how is the HTTPS Proxy configured = JlL

for the “HTTPS Transparent Request” setting?

No, user is authenticated, or surrogate is cookie.

Yes, action is Drop. Is the URL category of the request URL in the Yes, action is Decrypt.
Decryption group’s list of custom URL categories? Yes, action is Pass-Through.

No, continue to Monitor
v

No, action is Drop. Is the server certificate valid? }No, action is Decrypt. A

Yes, or No, action is Monitor.

v
Yes, Drop. Does the reputation score of the destination
server indicate to drop the connection?

No, continue to monitor, or Web Reputation is not enabled.

Yes, action is Drop. Is the URL category of the request URL in the Yes, action is Dearypt. 1 ]
Decryption group’s list of predefined URL categories? Yes, action is Pass-Through.
No, continue to monitor or Yes, action is Monitor.
v
Is this transaction to an application and is the HTTPS Proxy Yes NN
configured to decrypt applications that use HTTPS?
No, continue to monitor.
No -
4{ Is Web Reputation enabled?
Nob action Yes
S Lrop- ’ .
No, action Does the destination server No, action is Decrypt. NIN
is Monitor. have a reputation score assigned? No, action is Pass-Through.
< |
Yes
v
Does the reputation score of the destination server Action is Decrypt. Ny
indicate to pass through or decrypt the connection? Action is Pass-Through.

ion i ; . Jv - Action is Pass-Through.
4—”“‘0" ki Dy What is the default action specified in the policy group? }—g—'c on 15 Fas-Thret

v

iAction is Decrypt. Pass through
v i
Drop Decrypt traffic and then evaluate \_ comnecton.
connection.

Access Policy group membership. )~
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HTTPS 270

Security Services ]>[HTTPS
Edit Settings ]

w N
— —

HTTPS

HTTPS

HTTPS Proxy ]

HTTPS

AsyncOS

HTTPS
AsyncOS

Web

AsyncOS  HTTPS

HTTPS
Explicit . 1P
requests
. IP
Transparent . IP HTTP
requests
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| HrTPS

w N

[ B e |

HTTPS

PEM

DER

Web

540

Web

Security Services ]>[HTTPS
Edit Settings ]

HTTPS Proxy ]

Download Certificate ]

Web
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HTTPS
HTTPS

HTTPS

Web

. Web

. HTTP

. 279
. 278
. 279

o[ Decrypt ]
°[ 1

HTTPS
HTTPS

Web
AsyncOS
Untrusted Certificate Warning
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| HrTPS

B w DO

HTTPS

B w p e

-

AsyncOS
Signing untrusted cert

HTTPS

Security Services ]>[HTTPS
Edit Settings ]

HTTPS

Signing untrusted key

270

HTTPS Proxy ]

Use Uploaded Certificate and Key ]

Certificate ] [ Browse ]
Key ] [ Browse ]
512 1024 2048
[
Upload Files ]
[HTTPS
[ Download Certificate ]
HTTPS

Security Services ]>[HTTPS
Edit Settings ]

HTTPS

Web

Key is Encrypted ]
Web

Edit HTTPS Proxy Settings ]

270

HTTPS Proxy ]

Use Generated Certificate and Key ]

Generate New Certificate and Key ]
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HTTPS

5 [ Generate Certificate and Key ]
[ CommonName ] / ASCII
6 [ Generate ]
7 [HTTPS Edit HTTPS Proxy Settings ]
8 [ Download Certificate ]
9 [ Download Certificate Signing Request ]
CSR CA
10 CA Web
11 [ Submit 1 [ Commit Changes ]
HTTPS 270 HTTPS
10 Security Services ]>[HTTPS HTTPS Proxy ]
2 [ Edit Settings ]
3

Web
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| HrTPS

HTTPS SSL
http://www.openssl.org/docs/apps/verify.html
4 [ Submit 1 [ Commit Changes ]
Web
. Comodo Web Comodo
Comodo
Web
. OCsP Web
OCSP
URL
S
Web OCSP URL
OCSP
. 279
. 278
HTTPS HTTPS 270
10 Security Services ]>[HTTPS HTTPS Proxy ]
2 [ Edit Settings ]
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HTTPS

3 [ OCSsP Enable Online Certificate Status Protocol

(OCSP) 1]
4 [OCSP Result Handling ]

OCSP
[ Expired Certificate to Monitor ]

5 [ Advanced ]

oscpP OCSsP s m

h d 1 7

OCSP Valid Response
Cache Timeout

OSCP OCSsP S m
h d 1 7

OCSP Invalid
Response Cache
Timeout
OSCP OCSsP

S m h d 1 24
OCSP Network

Error Cache Timeout

Web OCSP
Allowed Clock S m 1 60
Skew

OSCP OCSP 1 10

Maximum Time to OCSP HTTPS
Wiait for OCSP

Response

OSCP

Use upstream
proxy for OCSP

checking

Servers exempt from
upstream proxy
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| HrTPS

6 [ Submit 1 [ Commit Changes ]

Web

Web
Web

HTTPS HTTPS 270
10 Security Services ]>[HTTPS HTTPS Proxy ]
2 [ Manage Trusted Root Certificates |
3 [ Import ]
4 [ Browse ]
5 [ Submit 1 [ Commit Changes ]

[ Custom Trusted Root Certificates ]

10 Security Services ]>[HTTPS HTTPS Proxy ]
2 [ Manage Trusted Root Certificates ]
3 [ Override Trust ]
4 [ Submit 1 [ Commit Changes ]
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HTTPS

B rres

HTTPS

HTTPS
AsyncOS HTTPS HTTPS
HTTPS HTTPS AsyncOS
AsyncOS
HTTPS HTTPS AsyncOS
* URL
HTTPS URL
* URL HTTPS
575
«IP HTTPS 575
. Web 576
. Problem with Security Certificate 577
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. 283

. 284

. 285
. 288

* DVS 289

Web

Cisco Dynamic Vectoring and Streaming DVS
Cisco DVS Web

285

288
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DVS

DVS
CiscoDVS Web
Web
Web 2.0 Web Web
JavaScript
Web
Web HTTP HTTPS
HTTP
HTTPS
Web
Web
\
0
Web

Web

Identification
Profile

. AsyncOS 11.5.1 for Cisco Web Security Appliances



Advanced options

URL
Web
Web
Web
Web
1 URL
1
ID 1
1 [Web Web Security Manager > [ Outbound Malware
Scanning ]
2 [ Add Policy ]
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4 [ Insert Above Policy ]
5 [ Identification Profiles And Users ]
1 ID
6 [ Advanced ]
7
[ All others ]
HTTPS HTTPS
DLP
HTTPS
Web
Proxy Ports [ Proxy Ports ]
1
1D
ID ID
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Subnets

ID
ID
ID
URL URL
URL Categories URL
ID
ID ID
Web
User Agents
User Location
8
9 Web
10 [ Submit 1 [ Commit Changes ]
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w

8

Web

DVS Web

[Web Web Security Manager > [ Outbound Malware
Scanning ]
[ Destinations ]
[ Edit Destination Settings section ] [
Define Destinations Scanning Custom Settings ]
[ Destination to Scan ]
DVS

Do not

scan any uploads
DVS DVS

Scan all

uploads
URL |DVS URL
DVS

Scan
uploads to specified
custom URL categories |[ Edit custom categories list ]

URL

[ Anti-Malware Filtering ]
[ Anti-Malware Settings ] [ Define

Anti-Malware Custom Settings ]

[Cisco DVS

Cisco DVS Anti-Malware Settings ]

[ Malware Categories ]
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AsyncOS
SV_TIMEOUT

10 [ Submit 1 [

DVS

DVS

DVS
W3C

2:W3C

DVS B

URL

SV_ERROR

Commit Changes ]

DVS

W3C

x-reg-dvs-scanverdict | %X2

x-reg-dvs-threat-name | %X4

x-reg-dvs-verdictname | %X3

DVS

BLOCK_AMW_REQ
DVS

DVS

DVS
ACL

DVS
ACL

DVS
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B os
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. 291

* Web 292

. 295

. 298

. 299

. 301

. AMP for Endpoints 307

. 309

* Web DVS
310

. Caching 310

. 311

Web

Web AsyncOS for
Web Web

Web

Anti-malware 295
scanning
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. Web

Web Web URL | Web
Web URL 292

Reputation Filters

Advanced Malware
Protection 313

. 299

. 298

Web
Web Web WBRS URL
URL Web
Web
Web Cisco
Web
Web
URL Web
URL
-10  +10 Web
+10

« URL

. EULA

« URL

« URL

. URL
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Web .
o |P
N
IP
Web
Web URL
Web
URL
Access Policies
Decryption Policies
Cisco
Data Security Policies
Web
Web AsyncOS
for Web
Web
Web
Score

-10 -6.0 * URL

Block * URL

* URL
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Web

Score
-5.9 5.9 . IP
Scan DVS URL
DVS * Web
IP
6.0 10.0 * URL
Allow
. URL
+7  Web HTTP URL
+3 HTTP
Cisco DVS
HTTP URL
. 298
Web
Score
-10  -9.0 Drop
-89 59
Decrypt
6.0 10.0
Pass
through
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Cisco

DVS

Cisco Web .
Web
Score
-10  -6.0
Block
-5.9 0.0 Web
Monitor
Web Cisco DVS™
Web DVS
Webroot™ McAfee Sophos
DVS
DVS
. 299
. 298
* McAfee 297
DVS Web URL
Web URL
URL
Web
DVS URL DVS
Webroot Sophos McAfee
DVS
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DVS 1 URL
. Sophos McAfee
Webroot
1 URL
DVS
1 1
1 URL
. URL
Webroot
Webroot
DVS Webroot
* URL Webroot URL URL
URL Webroot
Webroot
URL
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McAfee

McAfee

McAfee
. URL Webroot
Webroot
McAfee HTTP Web
DVS

DVS

McAfee

McAfee

McAfee McAfee
McAfee
McAfee

McAfee
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. Sophos

McAfee
Sophos
Sophos HTTP Web
DVS
DVS McAfee
McAfee
Sophos
Web
Outbreak Heuristics
Web
. Web

Web

Web

Web

Web
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Web DVS Webroot McAfee
Sophos
10 Security Services ]>][ Anti-Malware and
Reputation ]
2 [ Edit Global Settings ]
3
Web Web

Web
Reputation Filtering

Adaptive Scanning

Web

File
Reputation Filtering and
File Analysis

320

AMP for Endpoints

[
Advanced ]>][

Advanced
Settings for File

Reputation ]

AMP for Endpoints

AMP for Endpoints

AMP for Endpoints ]
AMP for Endpoints

307

[
Register the Appliance with
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DVS

. . [ Maximum Object Size ]
DVS Engine Object
Scanning Limits
248
Web
[ Not Scanned ]
Sophos Sophos
McAfee McAfee
McAfee
Webroot Webroot
Webroot
TRT TRT
URL
TRR TRT
TRR TRT URL
90 URL
TRT 90 TRT
51
4 [ Submit 1 [ Commit Changes ]

* McAfee

298
297
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AMP

AMP Clear Cache

10 Security Services 1> Anti-Malware and
Reputation ]

2 [ Advanced Malware Protection Services ] [
Clear Cache ]

[ Anti-Malware and Reputation Filters ]

Access Policies

302
Outbound Malware Scanning Policies
Web

Access Policies

302
Decryption Policies Web
306
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Web

Cisco Data Security Policies 306
317
Web
S
[Web] > [ Utilities 1>
Security Services Display ]
. 298
1 [Web Web Security Manager 1> [ Access Policies ]
2 [ Anti-Malware and Reputation ]
3 [Web Web Reputation and Anti-Malware Settings |
[Web Define Web Reputation and Anti-Malware
Custom Settings ]
Web
4 [Web Web Reputation Settings ] Web
Web Web
51 Advanced Malware Protection Settings ]
6 [Cisco IronPort DVS Cisco IronPort DVS Anti-Malware Settings ]
7
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HTTP
Enable [
Suspect User Agent . .
. Additional Scanning ]
Scanning
FTP-over-HTTP Chrome
DVS
Enable Web
Anti-Malware Scanning
Malware Categories
Other
Categories
[ Outbreak Heuristics ]
URL
AsyncOS
SV_TIMEOUT SV_ERROR
8 [ Submit 1 [ Commit Changes ]
. 298
1 [Web Web Security Manager > Access Policies ]
2 [ Anti-Malware and Reputation ]
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3 [Web Web Reputation and Anti-Malware Settings |
[Web Define Web Reputation and Anti-Malware
Custom Settings ]

Web
4 [Web Web Reputation Settings ]
5[ Advanced Malware Protection Settings ]
6 [Cisco IronPort DVS Cisco IronPort DVS Anti-Malware Settings ]
7
Webroot Sophos McAfee [
Malware Categories ]
HTTP
Enable
Suspect User Agent ..
. [ Additional
Scanning .
Scanning ]
FTP-over-HTTP Chrome
Webroot Webroot
Enable Webroot
Sophos McAfee Sophos McAfee
Enable
Sophos or McAfee
Malware Categories
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Web

Web

Other Categories
URL
AsyncOS
SV_TIMEOUT SV_ERROR
[ Submit 1 [ Commit Changes ]
. Web 305
. 311
Web Web
Web
Web
Web
[Web Web Security Manager > Access Policies ]
[ Anti-Malware and Reputation ]
[Web Web Reputation and Anti-Malware Settings |
[Web Define Web Reputation and Anti-Malware
Custom Settings ]
Web
[Web Enable Web Reputation Filtering ]
URL
[ Submit 1 [ Commit Changes ]
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Web

Web
Web
1 [Web Web Security Manager 1> [ Decryption Policies ]
2 [Web Web Reputation ]
3 [Web Web Reputation Settings ] [Web
Define Web Reputation Custom Settings ]
Web
4 [Web Enable Web Reputation Filtering ]
5 URL
6 [ Sites with No Score ] Web
7 [ Submit 1 [ Commit Changes ]
Web
1 [Web Web Security Manager > Cisco Data
Security ]
2 [Web Web Reputation ]
3 [Web Web Reputation Settings ] [Web
Define Web Reputation Custom Settings ]
Web
4 URL
5 [ Submit 1 [ Commit Changes ]
Cisco Web
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AMP for Endpoints

AMP for Endpoints

AMP for Endpoints

AMP for Endpoints

SHA

. SHA
. SHA
AMP for Endpoints
SHA SHA
AMP for Endpoints
SHA
SHA AMP for
Endpoints SHA
[ Advanced Malware Protection report ]
[ Malware Files by Category ]
AMP for Endpoints SHA
[ Custom Detection ]
SHA [ Malware Threat Files ]
[ Simple Custom Detection ] AMP for Endpoints

SHA
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AMP for Endpoints

AMP for Endpoints
AMP for Endpoints

Cisco TAC
320

10 Security Services ]>[ Anti-Malware and

Reputation ]
2 [ Edit Global Settings ]
3 Web [ Anti-Malware Reputation ] [

FileReputation ] [ Advanced Settings ] [AMP for Endpoints
Register Appliance with AMP for Endpoints ]
[AMP for Endpoints Register Appliance with AMP for Endpoints ]

AMP for Endpoints
AMP for Endpoints

320
4 AMP for Endpoints
5 AMP for Endpoints [ Allow ]
[ Allow ] [
Anti-Malware Reputation ] [AMP for Endpoints AMP

for Endpoints Console Integration ]
AMP for Endpoints

o[ Accounts  ]1>[ Applications ]
AMP for Endpoints
AMP for Endpoints [
Applications ]

SHA
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AMP for Endpoints

SHA
https://console.amp.cisco.com/docs ~ AMP for Endpoints
. AMP for Endpoints
[ File Reputation ] [ Advanced
Settings ] [ Deregister ] AMP for Endpoints

https://console.amp.cisco.com/
https://console.amp.cisco.com/docs ~ AMP for Endpoints

N

AMP for Endpoints
AMP for Endpoints

SHA SHA  AMP for Endpoints
Web Webroot Sophos McAfee Cisco
Web
Web
Cisco
SensorBase Web
SensorBase SensorBase
Web
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https://console.amp.cisco.com/docs
https://console.amp.cisco.com/
https://console.amp.cisco.com/docs

. Web

Web
DVS

DVS

Web

Sopho

DVS

DVS

Web

W3C

%X6

x-as-malware-threat-name

ACL

« BLOCK_AMW _RESP
« MONITOR_AMW_RESP

Caching

AsyncOS

* AsyncOS

* AsyncOS

* AsyncOS
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Web

URL

URL

PUA

PUA
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Web
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. 313

. 317
. 327
. 330
. 331
. Cisco AMP
318
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. Cisco AMP Threat Grid

319
[AMP AMP Verdict Updates ]
315
. 327
. 330
315
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. HTTPS

. Cisco AMP Threat Grid

314

File Criteria for Advanced Malware Protection Services for Cisco Content Security Products

https://tools.cisco.com/RPF/register/register.do

[ File Analysis ] SHA-256

AsyncOS 11.5.1 for Cisco Web Security Appliances .


https://tools.cisco.com/RPF/register/register.do

. 320

. 326
. 316
315
/ Malicious
. /
/
Malicious
. unknown
. /
/
Unscannable 1
/
Malicious
Malicious Unscannable
A\
MIME

. SHA
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324

and Analysis

Cisco AMP Threat Grid
317
318
319
320
326
327
Cisco AMP Threat Grid
[
Security Services  1>[ File Reputation
[ Advanced ]
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32137 [TCP] [
Out Security Services  ]>[
443 Anti-Malware and
Reputation ] [
Advanced ]
[
Cloud Server Pool ]
443 [TCP] [
Out Security Services  ]>[
Anti-Malware and
Reputation ] [
Advanced ]
Cisco AMP
* FireAMP Cisco

Advanced Malware Protection

hitp:/Anwvcisco.comiclenfus/support/security/fireamp-private-cloud-virtual-appliance/tsd-products-support-series-home html

[ ]

AMP

* Cisco AMP
Cisco

* AMP
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CiscoAMP


http://www.cisco.com/c/en/us/support/security/fireamp-private-cloud-virtual-appliance/tsd-products-support-series-home.html

320
6
Cisco AMP Threat Grid
e Cisco AMP Threat Grid Appliance Setup and Configuration Guide Cisco AMP Threat
Grid Appliance Administration Guide Cisco AMP Threat Grid

http:/Amww.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/products-installation-guides%620-list. html
[ 1]

AMP Threat Grid

CSA CiscoSandbox API

* Cisco AMP Threat Grid

. Cisco AMP Threat Grid Cisco
1.2.1
AMP Threat Grid
* Cisco AMP
Threat Grid CLEAN
. Cisco AMP Threat Grid
SSL SSL
AMP Threat Grid AMP Thread Grid
CN AMP Threat Grid

e Threat Grid
320
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Web

320

. 317

36

» Cisco AMP

318
» Cisco AMP Threat Grid
319

10 Security Services ]>[ Anti-Malware and
Reputation ]
2 [ Edit Global Settings ]

3 [ Enable File Reputation Filtering ]
[ Enable File Analysis ]

o[ Enable File Reputation Filtering ]
[ File Reputation Server ]
6 URL

. [ Enable File Analysis ] [
URL File Analysis Server URL ] 7
URL

5[ Advanced Settings for File Reputation ]
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Cloud

Domain
File Reputation
Server
o[ Server ] CiscoAMP
IP
o[ PublicKey ]
[ Upload File ]
Routing
Table
Management ] [ Data ]
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32137 443
SSL SSL 443 Use SSL (Port443) ]
Communication for File Cisco AMP
Reputation
32137 SSL

[SSL
SSH

[

Server ] [ Username ] [ Passphrase ]
[SSL 443 Use SSL (Port 443) ]
[ Relax Certificate Validation ]
[ Advanced Settings for File
Reputation ] [ SSL SSL
Communication for File Reputation ] [SSL 443
Use SSL (Port443) ] Web
[ Network ]>]
Certificates (Custom Certificate Authorities) ] AMP
CA
[ Configuration ]
>[SSL] > [ Cloud server 1>
download ]

Heartbeat Interval

ping

Reputation Threshold

60 Use value from Cloud Service (60)

Enter Custom Value ]

60

Query Timeout

Processing Timeout
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ID File
Reputation Client ID

D

[ Advanced Settings for File
Analysis ]
URL URL [
File Analysis Server Private analysis cloud ]
URL
Cisco AMP Threat Grid
o[ Server ]
URL
o[ Certificate Authority ] [

Use Cisco Default Certificate Authority ] [
Use Uploaded Certificate Authority ]

[ Use Uploaded Certificate Authority ]
[ Browse ]
[
Use File Reputation Proxy ]
[
Use File Reputation Proxy ]
[ Server ] [ Port 1 [
Username ] [ Passphrase ]

ID File Analysis Client
ID
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Cache Settings ]

8
9 Cisco AMP Threat Grid
a)
b) AMP Threat Grid
c [ ...  Welcome... ]
User Details ]
d) ID
e)
AMP

>[

[
AMP Threat Grid
AMP Threat Grid
ID
Manage Users ] [

http://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/products-installation-guides

-list.html Cisco AMP Thread Grid
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10 Security Services ]>
2 [ Appliance Grouping for File Analysis
Cloud Reporting ] ID
. ID
. ID
. ID
ID
. ID ID
Cisco TAC
o1 1
3
10 Security Services >
2 [ Appliance Grouping for File Analysis
Cloud Reporting ]
3 ID
ID
E [ Security Services  ]>]
File Reputation and Analysis ] [
Advanced Settings for File Analysis ]
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ID

Web [ Security Services 1>
Anti-Malware and Reputation ] [
Advanced Settings for File Analysis ]

[ Management Appliance 1> [
Centralized Services ]>[ Security
Appliances ]
Type Severity
Cisco AMP Threat Grid Anti-Malware

320

Info

Info

Info

Info
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Type Severity
Info
331
. 330
* SHA-256 327
. 328
. 329
. 330
SHA-256
SHA-256 ID
SHA-256

SHA-256 1D
SHA-256
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Advanced
Malware

Protection

[AMP AMP
Verdict Updates ] [
Advanced Malware Protection ]

/ SHA
[ Advanced Malware Protection ]

[ Malware Files by Category ]
[ Custom Detection ] AMP for Endpoints
SHA

AMP for Endpoints

SHA [ Malware
Threat Files ] [ Simple Custom
Detection ]
AMP for Endpoints SHA
1. [ Reporting 1> Advanced Malware
Protection ]
2. SHA
3. [ More Details ] [AMP AMP
Console ]
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Advanced Cisco AMP Threat Grid
Malware |
Protection ] ) clean
AMP Threat Grid
1000 .CsV
AMP Threat Grid
SHA SHA
Cisco AMP Threat Grid
/
SHA [
File Analysis ]
[
314
Advanced 1000 CSV
Malware
Protection
Verdict 1 SHA-256
Updates ]
SHA-256
SHA-256
1]

[ Columns ]
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Web [ Advanced ]

. [AMP AMP Verdict Updates ]
SHA-256
[ File Analysis ]
[ Reporting ]>[ File Analysis ]
SHA-256
1 [AMP AMP Verdict updates ]
2 SHA-256
3
4 [ File Analysis ]
SHA-256
314

. AsyncOS 11.5.1 for Cisco Web Security Appliances



. Log Files

331

Log Files

* AMP amp
* Retrospective

* VRT sandboxing

for file reputation query

*0

1
°2
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331

332
332
332

AMP

Response received
upload action

317




B~

o[ Query Timeout ]

[ Security Services ] [ Advanced settings ]

[ Query Timeout ]
AMP Threat Grid API
AMP Threat Grid AMP Threat Grid

. AMP Threat Grid
* AMP Threat Grid API AMP

Threat Grid
. 320
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Web

* Web 335
* AVC 336

. 337

. 341

. 344

* AVC 345

Web

Application Visibility and Control AVC

AVC
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Web |

B ~c

AVC AVC 336
340
341
344
[ Acceptable Use Controls ] AVC
S

[ Reporting 1>[ Application Visibility ] [

Application Visibility ] AVC

10 Security Services 1> Acceptable Use Controls ]

2 [ Acceptable Use Controls ] [ Enable ]
[ Edit Global Settings ]

3 [Cisco Web Enable Cisco Web Usage Controls ]

4 [ Acceptable Use Controls Service ] [Cisco Web Cisco
Web Usage Controls ] [ Enable
Application Visibility and Control ]

5[ Default Action for Unreachable Service: ]

[ Monitor ] [ Block ]
6 [ Submit 1 [ Commit Changes ]
* AVC 337
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| web

AVC .
. AVC 337
AVC
AsyncOS AVC
AVC
AsyncOS
AVC Web
AsyncOS for Web
. [ Monitor ]
[ Monitor ]
\
AVC
340
AVC
AVC Web
Web
Web Web JavaScript
Web
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Web
Range Request Settings

1
Application Types
Application
behaviors
[Web
Web Security Manager ]>[ Access Policies ]
[ Applications ]
Block Web
Monitor Web
Restrict
Media  Facebook Web
Bandwidth Limit
. Range Request Settings 338
. 339

Range Request Settings

HTTP
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| web

[ Range Request Forwarding ] Web
84

Application Visibility and Control

AVC
HTTP [ Range
Request Forwarding ]
S
[ Range Request Forwarding ]
[ Monitor ]
[ Range Request Settings ]
1 [ Block 1 [ Restrict ] [
Throttle ]
o[ Do not forward range requests |
Range Request
Settings
o[ Forward range requests ]
Exception list [ Do not forward range requests ]
[
Forward range requests ]
AsyncOS for Web AVC
. AVC
1
AVC
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Web |

o[ Application Type ]
AVC
o[ Browse ] [ editall ]
o[ Search ]
[ Use
Global (Block) 1 [ Block ]
. 340
. 342
* AVC 345
1 [Web Web Security Manager > Access Policies ]
2 [ Applications ]
3
a) [ Default Actions for Application Types ]
b) [ Edit Applications Settings ]
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| web

4 [ Edit Applications Settings ]
[ Define Applications Custom Settings ]
5[ Application Settings ] [ Browse
view ] [ Search view ]
o[ Browseview ] [ Browseview ]
[ Browse
view ]
o[ Search view ]
[
Search view ]

6
7
8 [ Submit 1 [ Commit Changes ]

. 341

URL 1D
URL

342
Overall
Web
Web
Web
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Web |

User 342
Web
Web
D
Web

1 [Web Web Security Manager ]>[ Overall Bandwidth Limits ]
2 [ Edit Settings ]
30 Limitto ]
4 / Mbps / kbps
5 [ Submit 1 [ Commit Changes ]

Applications Visibility and Control

Default bandwidth 343
limit for an application

type
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| web

Bandwidth
limit for an application 343
type
Bandwidth limit 344

for an application

1 [Web Web Security Manager 1> [ Access Policies ]
2 [ Applications ]
3 [ Default Actions for Application Types ]
[ Bandwidth Limit ]
4 [ Set Bandwidth Limit ] / Mbps
/ kbps

51 Apply ]
6 [ Submit 1 [ Commit Changes ]

[ Browse view ]
1 [Web Web Security Manager > Access Policies ]
2 [ Applications ]
30 Edit Applications Settings ] [

Define Applications Custom Settings ]
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Web

4 [ Bandwidth Limit ]
5 [ Set Bandwidth Limit ]
/ Mbps / kbps
[ No Bandwidth Limit for
Application Type ]
6 [ Apply ]
7 [ Submit 1 [ Commit Changes ]
1 [Web Web Security Manager 1> [ Access Policies ]
2 [ Applications ]
3
4
5[ Monitor ]
6 [ Done ]
7 [ Submit 1 [ Commit Changes ]
IM IM
IM
1 [Web Web Security Manager 1> [ Access Policies ]
2 [ Applications ]
3 [ Define Applications Custom Settings ]
4 [ Instant Messaging ]
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| web

AVC B

5 IM
6 IM [ Block ]
7 IM
[ Monitor ] [ Block ]
8 [ Done ]
9 [ Submit 1 [ Commit Changes ]
[ Reporting 1> Application Visibility ]
AVC
Application Visibility and Control
Description W3C
%XO X-avc-app
Application name
%Xu X-avc-type
Application Type
%Xb x-avc-behavior
Application
behavior
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AVC
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. 347
. 349
. DLP 350
. DLP 351
. DLP 352
. 355
. DLP 357
. DLP 360
. 360
Web
Cisco Web Cisco
HTTP HTTPS FTP
Web
DLP DLP
Web Internet Content Adaptation
Protocol ICAP
Web
DLP
DLP Cisco
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0 Cisco
DLP
Cisco 349
DLP DLP
350
DLP DLP
352
Cisco 355
DLP DLP
360
Cisco
DLP
CLI
* datasecurityconfig Cisco
e externaldlpconfig DLP
CLI 4 KB 4096
1 64KB
S
FTP
Cisco DLP

URL
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Cisco DLP
Web Web
Web 2.0 Web Web JavaScript
Web
[ Security Services 1> Data Security
Filters ] Cisco
Cisco URL Web
Web
Cisco
Web
Block
Web
Allow
Cisco
DLP Web
DLP
Web
Monitor
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DLP

Cisco

DLP

1

ICAP
2 DLP

DLP

ICAP

Web

DLP

Network ]1>[

Web

DLP

Web

DLP
DLP

Web
DLP

Web
DLP

355

350

Web

360

DLP External DLP Servers ]
DLP
DLP
DLP
Web
DLP
Web
Cisco
357
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DLP

DLP

Internet Content Adaptation Protocol
DLP



DLP B

DLP

ID
Web
DLP
Web
Web
«ID
DLP
. DLP
URL ID ID
DLP
Web DLP
Web
Web
Web
Web
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DLP
URL 1
DLP
1
1
1 [Web Web Security Manager ] > [Cisco Cisco Data
Security ] [Web
Web Security Manager ]>[ External Data Loss Prevention ]
DLP
2 [ Add Policy ]
3 Policy Name ] [ Description ]
4 [ Insert Above Policy ]
5 [ Identities and Users ] 1
6 [ Advanced ]
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DLP

[ Allothers ]

HTTPS

HTTPS

HTTPS

DLP

Proxy Ports

Web

Proxy Ports ]

Subnets
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DLP

URL URL
URL Categories URL
ID
ID ID
Web
User Agents
User
Location
8
9 Web
DLP Web
DLP
10 [ Submit 1 [ Commit Changes ]
. DLP 351
. DLP
351
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. 355
. DLP 360
[Web Web Security Manager ] > [Cisco Cisco

Data Security ]

URL URL Categories |URL 355

Web Web 355

356

URL

AsyncOS for Web URL

URL
Web

Web

Web
Web [Web
Web Reputation Settings ] Web

Cisco Web
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[Cisco Cisco Data Security ]1>[ Content ]
Web
o[ File size ]
HTTP/HTTPS
FTP
[
Security Services 1> Anti-Malware ] [DVS
DVS Engine Object Scanning Limits ]
o[ Filetype 1] MIME
[
Security Services ]>][ Anti-Malware ]
[DVS DVS Engine Object Scanning Limits ]
32 MB
Cisco
S
MIME 1
MIME
application/x-java-applet
application/java  application/javascript MIME
o[ Filename ]
S
8 ASCII Web
8 ASCII
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DLP B

DLP

Web DLP
DLP Web DLP
DLP
DLP
SSL 538
\
DLP Web
AsyncOS for Web
DLP

1 [ Network 1> DLP External DLP Servers ]
2 [ Edit Settings ]

DLP
*[ICAP] DLP / ICAP
Protocol for
External DLP o[ ICAP SecureICAP ] DLP / ICAP

Servers

AsyncOS 11.5.1 for Cisco Web Security Appliances .




DLP

DLP
External DLP
Servers

ICAP DLP
o[ Serveraddress ] [ Port ] DLP
/IP TCP
o[ Reconnection attempts ] Web DLP
o[ URL Service URL ] DLP ICAP
URL Web DLP
ICAP URL ICAP icap://
o[ Certificate ] DLP
CA
. [ UploadFile ]
o[ ICAP DLP Use
this certificate for all DLP servers using Secure ICAP ]
DLP
o[ Start Test ] Web

DLP
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DLP B

DLP Web DLP
o[ None(failover ] Web 1 DLP
DLP
DLP Web
o[ Fewest connections ] Web DLP
DLP
o[ Hashbased ] Web
DLP ID URL
URL DLP
o[ Round robin ] Web
DLP
Web DLP
Service ICAP [ Failure Handling ]
Request Timeout
60
Web DLP
Maximum ICAP [ Failure
Simultaneous Handling ]
Connections
25
DLP
Failure Handling
[ Permitall data
transfers to proceed without scanning ]
DLP
Trusted Root [ UploadFile ]
Certificate Certificate Management 539
[ Drop ] [ Monitor ]
Invalid
Certificate Options
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DLP

DLP
Server
Certificates
3 [ Add Row ] DLP
DLP
4 [ Submit ] [ Commit Changes ]
Web
DLP DLP
Web
1 [Web Web Security Manager > External Data Loss
Prevention ]
2 [ Destinations ]
31 Edit Destination Settings section ] [
Define Destinations Scanning Custom Settings ]
4 [ Destination to Scan ]
o[ Do not scan any uploads ]
DLP
o[ Scan all uploads ]
DLP DLP
o[ URL Scan uploads except
to specified custom and external URL categories ] URL
DLP [ Edit
custom categories list ] URL
5 [ Submit ] [ Commit Changes ]
Cisco DLP
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Cisco DLP
Web Cisco
DLP

. Cisco

. Cisco

. Web

DLP
DLP

Mon Mar 30 03:02:13 2009 Info: 303 10.1.1.1 - -

<<bar,text/plain,5120><foo, text/plain,5120>>

BLOCK_WEBCAT_I1DS-allowal l-DefaultGroup-DefaultGroup-NONE-DefaultRouting ns server.com
nc

Mon Mar 30 03:02:13 2009
Info:

303

10.1.1.1

User name

<<bar ,text/plain,5120><foo0, text/|
plain,5120>>

4096

Cisco
BLOCK_WEBCAT_IDS-al lowal I-

DefaultGroup-Defaul tGroup-NONE-
DefaultRouting

Web

ns
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server.com

URL

nc

URL

POST

DLP

DLP
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363

. 364
. 365
. 369
. URL 373
«FTP 374
. 374
. HTML 376
. 380

Web

365

369
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URL
URL 373
FTP FTP FTP
FTP 374
notification
messages
[
Security
Services >
End-User Notification ]
[
Time and Volume
Quotas Expiry Warning Page ]
256
10 Security Services  ]>[ End-User Notification ]
2 [ Edit Settings ]
3 [ General Settings ] Web
«HTTP HTTP
URL
* FTP FTP
4 Cisco [
Use Custom Logo ] URL
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IPv4 HTTP AsyncOS IPv6
[ Submit 1 [ Commit Changes ]
. URL 375
Web
Web
HTTP HTTPS Web
Web
Web
IP Web
Cookie
A\
FTP
. HTTPS FTP 365
. 366
. 366
HTTPS FTP
HTML
Web Web
IP
Web Cookie
« HTTPS Web Cookie
Cookie
Cookie
HTTPS
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advancedproxyconfig > EUN CLI

EUA HTTPS
bypass drop
* FTPover HTTP Web FTPover HTTP Cookie
Web Cookie
FTP over HTTP
ftp://
URL URL
ID
. IP
IP
. Cookie Web Web
Web
. FTP over HTTP HTTPS FTP
Cookie
. HTTPS
URL
URL
ACL OTHER
URL
364
374 [ Custom
Message ] HTML
376
Web
Web
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CLI advancedproxyconfig > eun
10 Security Services 1> End-User Notification ]
A | Edit Settings ]
3 [ Require end-user to click through acknowledgment
page ]
4
[ Time Between Acknowledgements ] Web
Time Between
Acknowledgements 1P
Cookie 30 2678400 1
1 86400
[ Time Between Acknowledgements ]
Web Web
[ Inactivity Timeout ] IP
Inactivity Timeout Cookie
30 2678400 1
4 14400
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Web
Surrogate Type
«[IP IP Address ] Web IP
Web HTTP Web
IP
Web
Web Cookie
IP
Web
P Web
IP
o[ Cookie Session Cookie ]
Web Web
Cookie Cookie
[ Time Between Acknowledgements ]
Web Web
Web
HTTP
Web
Web
Web Web
Cookie
FTP over HTTP HTTPS FTP
Cookie
Custom message HTML
Web
CLI
374
5 [ Preview Acknowledgment Page Customization ]
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HTML
6 [ Submit 1 [ Commit Changes ]
Web URL
Web
369
URL HTTP
370
364
374 [
Custom Message ]
HTML 376
10 Security Services  ]>[ End-User Notification ]
2 [ Edit Settings ]
3 [ Notification Type ] [ Use On Box End
User Notification ]
4
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Custom Message AsyncOS
Contat.:t AsyncOS
Information
URL
End-User URL
Misclassification
Reporting
5 [ Preview Notification Page Customization ]
HTML
6 [ Submit 1 [ Commit Changes ]
HTTP URL Web
. 370
. URL 371
. 371
. URL 372
AsyncOS Web
URL AsyncOS URL
371
Web
URL CGl Web
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URL

URL
. HTTP HTTPS URL
* URL
* URL
* URL
[ URL Redirect to Custom URL ]
URL

http://www._example.com/eun.policy.html

1182468145.492 1 172.17.0.8 TCP_DENIED/403 3146 GET http://www.espn.com/index.html
HTTP/1.1 - NONE/- - BLOCK_WEBCAT-DefaultGroup-DefaultGroup-NONE-NONE-DefaultRouting
<W_sprt,-,-,-,-,-,-,=>=>=5=5,—,—,—,—, IW_sprt,-> -

AsyncOS URL

http://www.example.com/eun.policy.html?Time=21/Jun/
2007:23:22:25%20%2B0000& I D=0000000004&CHient_1P=172.17.0.8&User=-|
&Site=www.espn.com&URI=index_html&Status_Code=403&Decision_Tag=
BLOCK_WEBCAT-DefaultGroup-Defaul tGroup-NONE-NONE-DefaultRouting
&URL_Cat=Sports%20and%20Recreation&WBRS=-&DVS_Verdict=-&
DVS_ThreatName=-&Reauth_URL=-

AsyncOS HTTP GET URL Web

<notification_page_url>?paraml=valuel&param2=value2

AsyncOS
Time
ID ID
Client_IP IP
User
HTTP
URI HTTP URL
Status_Code HTTP
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URL

Decision_Tag DVS
ACL
URL_Cat URL URL
AsyncOS for Web URL
URL URL
%20
WBRS Web URL WBRS
DVS_Verdict DVS
DVS_ThreatName | DVVS
Reauth_URL URL Web
URL
[URL
Enable Re-Authentication Prompt If End User Blocked by URL Category
or User Session Restriction ]
URL Web
CaGl
1.Reauth_Url
2. URL
3. Base64 URL
4, URL
S
AsyncOS URL
AsyncOS -

URL

1

Security Services ]>[

End-User Notification ]
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URL B

[ Edit Settings ]
[ End-User Notification Pages ] [ URL
Redirect to Custom URL ]
[ URL Notification Page URL ] Web
URL
[ URL Preview Custom URL ]
[ Submit 1 [ Commit Changes ]
374 [
Custom Message ]
HTML 376
URL URL Web
[ Security Services  ]>[ End-User Notification ]
[ Edit Settings ]
[ End-User URL Filtering Warning Page]
[ Time Between Warning ] Web URL
URL
30 2678400 1 1 3600
S m d
[ Custom Message | URL
[URL Preview URL Category Warning Page Customization ]
URL
HTML
[ Submit 1 [ Commit Changes ]
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- IGE

FTP

B oW N e

-

374
Custom Message ]
HTML 376
FTP
FTP FTP
FTP

Security Services  ]>[
Edit Settings ]
FTP Native FTP ]
Language ] FTP

Custom Message ]

[ Submit ] [
[
[
. URL
[ Custom Message ]

Edit End-User Notification ]

HTML

o <g><fa>
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FTP

End-User Notification ]

FTP

Commit Changes ]

C

375

Edit End-User Notification ]
ustom Message ]

HTML 374

HTML
[

HTML



URL B

<span></span>
<b></b>
<big></big>

* <br>
<code></code>
<em></em>
<i></i>
<small></small>
<strong></strong>

Please acknowledge the following statements <i>before</i> accessing the Internet.
<span> CSS

<span style="color: red”>Warning:</span> You must acknowledge the following statements
<i>before</i> accessing the Internet.

\}

JavaScript HTML
[ Custom Message ]
JavaScript Web HTML
376
o[ Edit End-User Notification ] [
Custom Message ]
. HTML
URL
. Web
URL

http://www.example.com/index.html

http://www.mycompany.com/logo. jpg
URL
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HTML

http://www._example.com/index.html
http://www._mycompany.com/logo. jpg
http://www._example.com/logo. jpg

http://www._mycompany .com/index.html

URL <protocol>://<domain-name>/<directory path>/
http://www.example.com/gallery2/ URL
http://www.example._com/gallery2/main.php URL
URL
Web HTML
Web [ Custom Message ]
HTML
JavaScript
HTML
. HTML 376
. HTML 376
. HTML 377
. HTML 378
. HTML
HTML
HTML 374
. Web
configuration\eun
« HTML URL
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. JavaScript.

HTML

HTML
° advancedproxyconfig > EUN >
Refresh EUN Pages CLI
. HTML 376
. HTML 378 HTML
377
1 FTP Web
2 configuration\eun
3
4 HTML HTML
5 FTP 3
HTML
6 SSH Web
7 advancedproxyconfig > EUN CLI
8 2
9 HTML
1
Web
10
11 SSH
HTML
if-then
%72V %V TRUE
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HTML

%!V
else
%?V
%#V
endif
%?V
HTML
%R URL %r
%?R

<div align="left">

<form name="Reauthlnput" action=""%r"
<input name="Reauth" type="button

value="Login as different user...">

</form>
</div>

%#R

HTML

HTML

HTML

TRUE

HTML

if-then
377

method=""GET"">
" OnClick="document. location="%r"" id="Reauth"

378

TRUE

TRUE

%a

FTP

%A

ARP

%b

%B

BLOCK-SRC

BLOCK-TYPE

%cC

%C

Set-Cookie:
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HTML

TRUE

%d

IP

%D

User name

%e

%E

URL

%f

%F

URL

%g

Web

%G

MB

%h

%H

URL

%i

ID 16

%I

%]

URL

%k

URL

%K

%l

WWW-Authenticate:

%L

Proxy-Authenticate:

%M

GET POST

%n

%N

%0

Web

%0

Web

%p

Proxy-Connection HTTP

%P
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TRUE

%q

%Q

%r

URL

%R

true

false

%S

X

FALSE

%t

UNIX

%T

%u

URI

URL

URL

%U

URL

%v

HTTP

%W

WebUI

%X

16

ACL

Base64

WBRS
Web

%Y

%oy

%z

Web

%Z

DLP

%%

%

Web
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Cisco

378

HTML

ERR_ACCEPTED

[

Report Misclassification ]

The misclassification report
has been sent.

Feedback Accepted, Thank you for your
Thank You feedback.
ERRADAPTVE SEALRITY Web <URL>
Policy: General
Based onyour

organization’s security policies, this
web site <URL> has been blocked
because its content has been

determined to be a security risk.
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ERR_ADULT_CONTENT

Policy
Acknowledgment

Web

You are trying to visit a web
page whose content are rated as

explicit or adult.

By clicking the
link below, you acknowledge that you
have read and agree with the
organization's policies that govern the
usage of the Internet for this type of
content.

Data about
your browsing behavior may be
monitored and recorded.

Web

You will be periodically asked
to acknowledge this statement for
continued access to this kind of web

page.

Click here to accept this
statement and access the Internet.

ERR_AVC

Policy:
Application Controls

Control

Application Visibility and

%2
%1

Based on your
organization’s access policies, access
to application %1 of type %2 has been

blocked.
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ERR_BAD_REQUEST

Bad The system cannot process
this request.

Request
HTTP
A
non-standard browser may have
generated an invalid HTTP request.
If you are using a standard browser,

please retry the request.

ERR_BLOCK_DEST Web

Web <URL>
Policy: Destination

Based on your organization’s
Access Policies, access to this web site

<URL> has been blocked.
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ERR_BROWSER

Security: Browser

Based on your organization’s
Access Policies, requests from your
computer have been blocked because
it has been determined to be a security
threat to the organization’s network.

< >

/

Your browser may have been
compromised by a malware/spyware
agent identified as “<malware

name>”,

< ><
>

Please contact
<contact name> <email address> and
provide the codes shown below.

If you are using a non-standard
browser and believe it has been
misclassified, use the button below to

report this misclassification.
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ERR BROWSER CUSTOM

Based on your
organization’s Access Policies,
requests from your browser have been

blocked. <

Policy: Browser

This browser “<browser type>”
is not permitted due to potential
security risks.

ERR_CERT_INVALID HTTPS < >

Invalid
A

secure session cannot be established
because the site <hostname> provided

an invalid certificate.

Certificate
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ERR_CONTINUE_
UNACKNOWLEDGED

Policy
Acknowledgment

URL

URL <URL >
Web

You are
trying to visit a web page that falls
under the URL Category <URL

category>.

By clicking the link
below, you acknowledge that you have
read and agree with the organization’s
policies that govern the usage of the

Internet for this type of content.

Data about your browsing
behavior may be monitored and

recorded. Web

You
will be periodically asked to
acknowledge this statement for
continued access to this kind of web

page.

Click here to accept this
statement and access the Internet.
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ERR_DNS_FAIL

DNS DNS
Failure

URL

< >
DNS

The hostname
resolution (DNS lookup) for this

hostname <hostname> has failed.

DNS

The Internet address may
be misspelled or obsolete, the host
<hostname> may be temporarily
unavailable, or the DNS server may be

unresponsive.

Please check the spelling of the
Internet address entered.

If it is correct,
try this request later.

ERR_EXPECTATION_ HTTP417

FAILED

Expectation Failed

Expectation Failed

<URL>

The system cannot process the
request for this site <URL>.
HTTP

A non-standard browser may
have generated an invalid HTTP

request.

If using a standard browser, please
retry the request.
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ERR_FILE_SIZE

Policy: File
Size

Web
<URL>

Based on your organization’s
Access Policies, access to this web site
or download <URL> has been blocked
because the download size exceeds the

allowed limit.

ERR_FILE_TYPE

Policy: File
Type

Web
<URL>

Based onyour
organization’s Access Policies, access
to this web site or download <URL>
has been blocked because the file type

“<file type>" is not allowed.

ERR_FILTER FAILURE | URL
Filter URL
Failure [ <URL>
The request for page <URL> has
Default Action for Unreachable been denied because an internal server
Service ] [ is currently unreachable or
Block ] overloaded.
Please retry the request later.
ERR_FOUND <URL> <
Found URL>

The page <URL> is being redirected
to <redirected URL>.
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ERR_FTP_ABORTED
FTP FTP
Aborted

FTP over HTTP
HTTP 416 Requested Range
Not Satisfiable

<URL>
The request
for the file <URL> did not succeed.
FTP < >

The FTP
server <hostname> unexpectedly
terminated the connection.

Please retry the request later.

ERR_FTP_AUTH_
REQUIRED

FTP
Authorization

Required

FTP

FTP over HTTP
FTP 530 Not Logged In

FTP < >

Authentication is
required by the FTP server

<hostname>.
ID

A valid user
ID and passphrase must be entered

when prompted.

FTP

In some cases, the FTP server
may limit the number of anonymous

connections.

If you usually connect to this server
as an anonymous user, please try again

later.

AsyncOS 11.5.1 for Cisco Web Security Appliances




ERR_FTP_CONNECTION
FAILED

FTP
Connection Failed

FTP

FTP over HTTP
FTP 425 Can't open data
connection

FTP <

> The system
cannot communicate with the FTP

server <hostname>. FTP

The FTP server may be
temporarily or permanently down, or
may be unreachable because of

network problems.

Please check the
spelling of the address entered.
Ifitis
correct, try this request later.

ERR_FTP_FORBIDDEN

FTP
Forbidden

FTP

FTP over HTTP

FTP < >

Access was denied by the FTP
server <hostname>. ID

Your user ID
does not have permission to access this
document.

ERR_FTP_NOT_FOUND

FTP
FTP Not Found

FTP over HTTP

<URL>
The file <URL> could not
be found.

The address is either incorrect or
obsolete.
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ERR_FTP_SERVER _ERR

FTP
FTP Server Error

FTP
FTP over
HTTP
HTTP 501 Not
Implemented

FTP <

> The system
cannot communicate with the FTP

server <hostname>. FTP

The
FTP server may be temporarily or
permanently down, or may not provide

this service.

Please confirm that
this is a valid address.

If it is correct, try
this request later.

ERR_FTP_SERVICE_
UNAVAIL

FTP
FTP Service
Unavailable

FTP
FTP over HTTP

FTP <

> The system
cannot communicate with the FTP

server <hostname>. FTP

The FTP server may be
busy, may be permanently down, or

may not provide this service.

Please confirm that
this is a valid address.

If it is correct, try
this request later.
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ERR GATEWAY_ TIMEOUT

Gateway
Timeout

<
> The system
cannot communicate with the external
server <hostname>.

The Internet server may be busy,
may be permanently down, or may be
unreachable because of network

problems.

Please check the spelling of the
Internet address entered.

If it is correct,
try this request later.

ERR_IDS_ACCESS_
FORBIDDEN

IDS
IDS Access
Forbidden

Cisco

Based on your
organization’s data transfer policies,
your upload request has been

blocked. File
details

< >
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ERR_INTERNAL_ERROR

Internal
Error

<URL>

Internal system error when
processing the request for the page

<URL>.

Please retry this request.

<
>< >

If this condition
persists, please contact <contact name>
<email address> and provide the code
shown below.

ERR_MALWARE_
SPECIFIC

Security: Malware
Detected

Web <URL>

Based on your
organization’s Access Policies, this
web site <URL> has been blocked
because it has been determined to be
a security threat to your computer or

the organization’s network.

< >

Malware <malware name> in the
category <malware category> has been

found on this site.
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ERR_MALWARE_
SPECIFIC_OUTGOING

Security: Malware URL <URL>
Detected
Based on your organization’s
policy, the upload of the file to URL
(<URL>) has been blocked because
the file was detected to contain
malware that will be harmful to the

receiving end's network security.

Malware Name :<

>
Malware
Category :<
>
ERR NATIVE FTP DENIED ETP 530
530 Login denied
FTP
ERR_NO_MORE_ Web <URL>
FORWARDS The request for the page
No <URL> failed.
More Forwards < >
Web
The

server address <hostname> may be
invalid, or you may need to specify a

port number to access this server.

ERR_POLICY
Web <URL>

Policy: General o
Based on your organization’s

Access Policies, access to this web site
<URL> has been blocked.

. AsyncOS 11.5.1 for Cisco Web Security Appliances



ERR_PROTOCOL <

Policy: Protocol

Based on your
organization’s Access Policies, this
request has been blocked because the
data transfer protocol “<protocol

type>" is not allowed.

ERR_PROXY_AUTH_
REQUIRED

Authentication is

Proxy Authorization required to access the Internet using

Required this system.
ID
A valid user

ID and passphrase must be entered

when prompted.
ERR PROXY PREVENT _ Web ID =
MULTIPLE_LOGIN

Web
Already
Logged In From Another [
Machine User Session Based on your organization’s
Restrictions ] policies, the request to access the

Internet was denied because this user
ID has an active session from another

IP address.

Ifyou want
to login as a different user, click on the
button below and enter a different a

user name and passphrase.
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ERR_PROXY_REDIRECT

This request is being
redirected.

If this page does not
automatically redirect, click here to

proceed.
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ERR_PROXY _

UNACKNOWLEDGED

Policy
Acknowledgment

369

Please
acknowledge the following statements

before accessing the Internet.

Web

Your
web transactions will be automatically
monitored and processed to detect
dangerous content and to enforce

organization’s policies.

By clicking the link below, you
acknowledge this monitoring and
accept that data about the sites you

visit may be recorded.

You
will be periodically asked to
acknowledge the presence of the

monitoring system.

You are responsible for
following organization’s polices on

Internet access.

Click here to accept this
statement and access the Internet.
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SATISFIABLE

Range
Not Satisfiable

ERR_PROXY_ Web
UNLICENSED Web
Proxy Not Internet access is not available
Licensed \évithout proper licensing of the security
evice.
< ><
>
Please contact
<contact name> <email address> and
provide the codes shown below.
IP
ERR_RANGE_NOT_ |web

The system cannot process
this request.
HTTP

A
non-standard browser may have

generated an invalid HTTP request.

If you are using a standard browser,
please retry the request.

ERR_REDIRECT _
PERMANENT

Redirect Permanent

<URL> <
URL>
The page <URL> is being redirected
to <redirected URL>.

ERR REDIRECT REPEAT
REQUEST

Please repeat your request.
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ERR_SAAS_AUTHEN
TICATION

Policy: Access
Denied

<URL>

Based on your organization’s policy,
the request to access <URL> was
redirected to a page where you must

enter the login credentials.

You
will be allowed to access the
application if authentication succeeds

and you have the proper privileges.

ERR_SAAS_AUTHORI
ZATION

Policy: Access
Denied

<URL>

Based on
your organization’s policy, the access
to the application <URL> is blocked
because you are not an authorized
user.

If youwant
to login as a different user, enter a
different username and passphrase for
a user that is authorized to access this

application.

ERR SAML PROCESSING

Policy: Access
Denied

URL

>

The request to
access <user name> did not go through
because errors were found during the

process of the single sign on request.
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ERR_SERVER_NAME_ URL < >
EXPANSION URL < URL>
The
Server Name server name <hostname> appears to
Expansion be an abbreviation, and is being
redirected to <redirected URL>.
ERR_URI_TOO_LONG |URL URL
URI URI The
Too Long requested URL was too long and could
not be processed.
This may represent
an attack on your network.
< ><
>
Please contact
<contact name> <email address> and
provide the codes shown below.
ERR_WBRS Web Web <URL> Web
Web

Security: Malware
Risk

Based on your organization’s access
policies, this web site <URL> has been
blocked because it has been
determined by Web Reputation Filters
to be a security threat to your computer
or the organization’s network.

Web /

This web site has been associated
with malware/spyware.

Threat Type : %0

Threat Reason : %0
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ERR_WEBCAT URL Web <
URL Web >
Policy: URL
Filtering Web <URL>

Based on your organization’s
Access Policies, access to this web site
<URL> has been blocked because the
web category “<category type>" is not

allowed.
ERR_WWW_AUTH_ Web < S
REQUIRED
WWW Authentication is required to
WWW Authorization access the requested web site
Required <hostname>.

ID

A valid user
ID and passphrase must be entered

when prompted.
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. 403

. 405

. 410

. 411

. 413
. 413

Web

. 409

Web
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10 Security Services  ]>[ Reporting ]
A | Local Reporting ] [
reports ]
3 [ Submit ] [
Web
. My Dashboard
[ Home ]
* Users
. User Count
* Web Web Sites
* URL URL Categories
. Application Visibility
. Anti-Malware
. Advanced Malware Protection
. File Analysis
* AMP AMP Verdict Updates
. Client Malware Risk
* Web Web Reputation Filters
L4 L4 Traffic Monitor
* SOCKS SOCKS Proxy
. Reports by User Location
* Web Web Tracking
. System Capacity

Scheduled Reports

. AsyncOS 11.5.1 for Cisco Web Security Appliances

Edit Settings ]

Anonymize usernames in

Commit Changes ]



. Archived Reports
Web
405
406
406
409
[ TimeRange ]
[ Time Range ]
60 5
Hour
Day 24 1 1
Week 7 1
30 30 1
Month (30
days)
Web
Yesterday 24 00:00 23:59
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Custom

Custom Range
Range [ g |
A\
GMT
GMT

Users IP
Web Web Sites IP
URL URL Categories URL

Application | AVC
Visibility

Client IP

Malware Risk

Web
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31

Chart Options ]

Done ]
. 408
. 408
1. Monitor ]>[ Email ] [Web] > [
Reporting 1> Reporting 1> My
Reports ]
2. [
My Reports ]
[X]
[ Reporting 1> Archived Reports ]
PDF Csv [ Generate ReportNow ]
[ Reporting 1> Scheduled
PDF CSV |Reports ]
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408

. [X]
1
o[ My Reports ] [+]
2
[ My Reports ]
3 [ Overview ]

http://george.surbl.org/two-level-tlds

. co.uk 2 foo.co.uk
cisco.com
. co.uk foo.co.uk
cisco.com subdomain.cisco.com
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http://george.surbl.org/two-level-tlds

[ PDF Printable (PDF) ]
PDF [ Export ]
Csv
Csv Web
Web
Csv
[ Export ] CSv

Microsoft Excel

CSv Web

GMT GMT

Anti-Malware raw
PDT GMT 7

Begin Timestamp, End Timestamp, Begin Date, End Date, Name,

Transactions Monitored, Transactions Blocked, Transactions Detected

1159772400.0, 1159858799.0, 2006-10-02 07:00 GMT, 2006-10-03 06:59 GMT, Adware, 525,
2100, 2625

1159772400.0
Begin Timestamp
End |1159858799.0
Timestamp
Begin Date 2006-10-02 07:00 GMT
End Date 2006-10-03 06:59 GMT
Name Adware
525
Transactions
Monitored
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Transactions Blocked | 2100

2625 =
Transactions +
Detected
S
Csv
[ File 1>] Open ]
Web
Web Cisco
Web
Cisco Defense Orchestrator
Web
1 Cisco
Cisco Defense Orchestrator
Web
10 Security Services 1> Reporting ] [ Edit
Settings ]
a) [ Local Reporting ]
b) Cisco Defense Orchestrator [ Local
Reporting ] [Cisco Defense Orchestrator Cisco Defense Orchestrator Reporting ]
c) Cisco [
Centralized Reporting ]
Web
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Web
Cisco
Web
[ Submit ] [ Commit Changes ]
7
 Users
* Web Web Sites
* URL URL Categories
. Application Visibility
. Anti-Malware
. Advanced Malware Protection
. Advanced Malware Protection Verdict Updates
. Client Malware Risk
* Web Web Reputation Filters
L4 L4 Traffic Monitor
* SOCKS SOCKS Proxy
. Reports by User Location
. System Capacity
. My Dashboard
Reporting 1> Scheduled Reports ] [
Add Scheduled Report ]
[ Type ]
[ Title ]
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5 [ Format ]

PDF raw Csv
6
7 0 Schedule ]
8 [ Emailto ]
9 [ Report Language ]
10 [ Submit 1 [ Commit Changes ]
10 Reporting 1> Scheduled Reports ]
2
3
4 [ Submit 1 [ Commit Changes ]
10 Reporting 1> Scheduled Reports ]
2
3 [ All ]
4 [ Delete 1 [ Commit Changes ]
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1 1
2
3
4
5
6
7
8 [
[
9
10
11

Reporting 1>

Archived Reports ]

Generate Report Now ]

[ Type ]
[ Title ]
[ Format ]
PDF raw Csv
Delivery Options ]
[ Archive ] [ Archived Reports ]
Email now to recipients ] 1
[ Report Language ]
Deliver This Report ]
[ Reporting 1> Archived Reports ]
[ Report Title ]
[ Show ]
12
1000
/periodic_reports
1000

12

AsyncOS 11.5.1 for Cisco Web Security Appliances .




. AsyncOS 11.5.1 for Cisco Web Security Appliances



20

Web

o[ Overview ] 415

o[ Users ] 417

o[ User Count ] 419

* [Web Web Sites ] 419

« [URL URL Categories ] 420

o[ Application Visibility ] 421

o[ Anti-Malware ] 422

o[ Advanced Malware Protection ] 423

o[ File Analysis ] 423

* [AMP AMP Verdict Updates ] 423

o[ Client Malware Risk ] 423

* [Web Web Reputation Filters ] 425
«[L4 L4 Traffic Monitor ] 425

* [SOCKS SOCKS Proxy ] 426

o[ Reports by User Location ] 426
* [Web Web Tracking ] 427

o[ System Capacity ] 431

o[ System Status ] 432

Overview |

[ Reporting 1> Overview ] Web
Web
Web
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I

Overview ]

Web

Web
Web Proxy
Traffic Characteristics

ms

bps 1

System Resource
Utilization

CPU

System Status ]

Details ]

RAM /

CPU
System Status ]

System Status
System Status ] 432

CPU

Week

Day ] [ 1 [30

30Days ] [

Yesterday ] [

[ Hour
Custom Range ]

1

Web
Total Web Proxy
Activity

Web

Web
Proxy Summary

Web

Web

L4
L4 Traffic Monitor
Summary

L4

Suspect Transactions

Web

Suspect Transactions
Summary

URL
Top URL
Categories: Total Transactions

10 URL
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| web

[ Users ]
AVC
Top Application Types: Total
Transactions
Top
Malware Categories: Monitored
or Blocked
Top Users Blocked or IP
Warned Transactions
Web
Web
HTTP/HTTPS HTTP HTTPS
HTTP HTTPS HTTP HTTPS
EUP URL
translate.google.com Web
EUP URL
EUP URL
EUP URL
_ Users |
[ Reporting 1> Users ] Web
Web URL
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I
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User Details ]

Web

Description

Range

Time

Transactions Blocked

Top Users by

Bandwidth Used

Top Users by

Users Table

User Details ]

User Details ]

[ Users Table ]

Reporting

1>

Users ]

Range

Time

URL Categories by
Total Transactions

URL

URL

Total Transaction

Trend by

Web

Matched

URL
URL Categories

URL

Domains Matched

Csv
300,000




| web
[ User Count ] .

AVC
Applications
Matched

Malware Threats
Detected

Policies Matched

| User Count |

[ Reporting ]>[ User Count ]

30 90 180

N

[Web Web Sites ]

[ Reporting ]>[Web Web Sites ] Web

Time
Range

Top
Domains by Total
Transactions
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Web |
. [URL URL Categories ]

Top Domains
by Transactions

Blocked

Domains Matched

Csv
300,000
[URL URL Categories |
[ Reporting ]>[URL URL Categories ]
URL [URL URL Categories ]
[ Application Visibility ] [ Users ]
Web
S
URL
[ TimeRange ]
URL
URL Top URL
Categories by Total
Transactions
URL
URL Top URL
Categories by Blocked and
Warned Transactions
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| web

URL

URL B
URL URL URL
Categories Matched
URL 15 20%
. URL URL
. URL
URL
* Web
Web URL
URL
ApplicationVisibility ]
[ Reporting ]>[ Application Visibility ]

Application Visibility and Control

Time Range

Top
Application Types by Total
Transactions
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. [ Anti-Malware ]

Web |

Top Applications by
Blocked Transactions

Application Types
Matched

[ Top
Applications Type by Total Transactions ]

Applications Matched

[ Anti-Malware |

[ Reporting ]>[ Anti-Malware ] CiscoDVS
Time Range
DVS
Top Malware Categories
Detected
DVS
Top Malware Threats
Detected
Malware | [ Top Malware Categories
Categories Detected ]
Malware [ Top Malware Threats ]
Threats
[ Malware Category |
10 Reports 1> [ Anti-Malware ]
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| web

[ Malware Threats ] .
2 [ Malware Categories ] [ Malware
Category ]
Malware Threats |
10 Reports 1> Anti-Malware ]
2 [ Malware Threats ] [ Malware Category ]

Advanced Malware Protection |

313

File Analysis |

327

[AMP AMP Verdict Updates |

313

Client MalwareRisk ]

[ Reporting ]>[ ClientMalware Risk ]

[ Client Malware Risk ]
L4 LATM
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. [Web

[Web

Web |
Web Proxy: Clients by Malware Risk ] [ Client Detail ]
[ TimeRange ]
Web 10
Web

Proxy: Top Clients by Malware
Risk
L4 :

L4 IP
Traffic Monitor: Malware
Connections Detected
Web [Web Web Proxy:

Web Clients by Malware Risk ] [Web
Proxy: Clients by Malware Risk Web Proxy: Top Clients

by Malware Risk ]
L4
IP

L4 Traffic Monitor: Clients by
Malware Risk

by Malware Risk ] |

[ Client Detail ]

Web

Reporting 1>

Web Proxy: Clients

Client Detail ]

Client Malware Risk ]

Web Proxy - Client Malware Risk ] [
IP User ID / Client IP Address ]
[ User Details ] 418
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| web

[Web

[L4

Web
Reputation Actions (Volume)

[Web Web Reputation Filters ] .
WebReputationFilters ]
[ Reporting ]>[Web Web Reputation Filters ]
Web
Time Range
Web Web
Web

Reputation Actions (Trend)
Web Web

Web

Web Reputation
Threat Types by Blocked

Transactions

Web

Web
Reputation Threat Types by

Scanned Further Transactions

Web

Web Reputation Actions
(Breakdown by Score)

Web

[ Reporting ]>[L4

L4

L4 Traffic Monitor ]

L4 Traffic Monitor ]
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Web

B socks SOCKS Proxy ]
L4
IP
[ TimeRange |
IP Top
Client IPs IP
Top (L4
Malware Sites
IP Client
Source IPs IP
Malware |L4
Ports
L4
Malware Sites Detected

[SOCKS SOCKS Proxy ]

[ Reporting ] > [SOCKS SOCKS Proxy ]
SOCKS

| Reports by User
Location ]

[ Reporting 1> Reports by User Location ]

. URL

. Web
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| web

[Web

[Web

Web Tracking ]

Time Range

Web

Total
Web Proxy Activity: Remote

Users

Web Web
Proxy Summary

Web

Total
Web Proxy Activity: Local

Users

Suspect Transactions Detected:
Remote Users

Suspect Transactions
Summary

Suspect Transactions Detected:
Local Users

Suspect Transactions
Summary

Web Tracking

[Web Web Tracking ]

]
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. Web

Web

[Web WebTracking ]
Web Web
Transactions processed by the 428
Web Proxy
L4 L4
Transactions 431
processed by the L4 Traffic Monitor
SOCKS SOCKS
Transactions processed 431
by the SOCKS Proxy
Web
[ Reporting ] > [Web Web Tracking ] [
Proxy Services ] Web
URL
S
Web OTHER-NONE ACL
1 [ Reporting 1> [Web Web Tracking ]
2 [ Proxy Services ]
3
Time
Range
/ IP
IP IP CIDR
User/Client
IP
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| web

Web .

Web Web
Website Web
[ All
Transactions ] [ Completed ] [ Blocked ] [
Transaction Monitored ] [ Warned ]
Type
4 [ Advanced ] Web
URL URL [URL Filter by URL
URL Category Category ] URL
Application [
Filter by Application ]
[

Filter by Application Type ]

[ Filter by Action Policy ]
Web 460 PolicyGroupName
330
Advanced

Malware

Protection

[
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