. , 1
° CLlI , 4
* Web CLI , 6
AsyncOS CLI Web
IP SSH
SSH
* Web IP SSH
IP 192.168.42.42 SSH
22
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admin CLI

admin
. admin
. ironport
admin
admin passwd
userconfig
example.com>
CLli CLli

(N

example.com> routeconfig

Choose a routing table:

- MANAGEMENT - Routes for Management Traffic
- DATA - Routes for Data Traffic

-

example.com> setgateway

Warning: setting an incorrect default gateway may cause the current connection

to be interrupted when the changes are committed.
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Yes/No

Enter new default gateway:
[172 .xx.xx.xx]>

Return

CLI

example.com> logconfig

Log level:
1. Critical
2. Warning
3. Information
4. Debug
5. Trace
[3]> 3
yes no
Y N Yes No

Do you want to enable the proxy? [Y]> Y

NEW EDIT DELETE
DELETE

example.com> interfaceconfig

Currently configured interfaces:

1. Management (172.XXX.XX.Xx/xx: example.com)
Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- DELETE - Remove an interface.

>
Enter

AsyncOS 11.0 for Cisco Web Security Appliances

EDIT

Return

"



Ctrl+C CLI

CLI
Ctrl+P
Ctrl+N

AsyncOS CLI
Tab CLlI
CLI

example.com> set (press the Tab key)

setgateway, setgoodtable, sethostname, settime, settz

example.com> seth (pressing the Tab again completes the entry with sethostname)
example.com> sethostname

CLI

commit
1 Return

commit
commit CLI

clear

CLI

CLI

AsyncOS 11.0 for Cisco Web Security Appliances
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CLI

CLI

CLI

CLI

CLI

commit

example.com> commit
Please enter some comments describing your changes:

[1> changed “psinet” IP Interface to a different IP address
Changes committed: Wed Jan 01 12:00:01 2007

clear commit clear

example.com> clear
Are you sure you want to clear all changes since the last commit? [Y]> y

Changes cleared: Wed Jan 01 12:00:01 2007
example.com>

exit CLI

example.com> exit

Configuration changes entered but not committed. Exiting will lose changes.
Type “"commit” at the command prompt to commit changes.

Are you sure you wish to exit? [N]> y

help CLI
help help

example.com> help
help commandname

* Web CLI , 6
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Web CLI

Web CLI
UNIX

CLI Web

adminaccessconfig
Web

advancedproxyconfig
Web
AUTHENT ICATION
* When would you like to forward authorization request headers to a parent proxy

* Enter the Proxy Authorization Realm to be displayed in the end user authentication
dialog

*Would you like to log the username that appears in the request URI

* Should the Group Membership attribute be used for directory lookups in the Web Ul (when
it is not used, empty groups and groups with different membership attributes will be
displayed)

* Would you like to use advanced Active Directory connectivity checks

* Would you like to allow case insensitive username matching in policies

* Would you like to allow wild card matching with the character * for LDAP group names
* Enter the charset used by the clients for basic authentication [1S0-8859-1/UTF-8]

* Would you like to enable referrals for LDAP

* Would you like to enable secure authentication

* Enter the hostname to redirect clients for authentication

* Enter the surrogate timeout for user credentials

* Enter the surrogate timeout for machine credentials

* Enter the surrogate timeout in the case traffic permitted due to authentication service
unavailability

AsyncOS 11.0 for Cisco Web Security Appliances
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Web cLl B

* Enter re-auth on request denied option [disabled / embedlinkinblockpage]
* Would you like to send Negotiate header along with NTLM header for NTLMSSP authentication

* Configure username and IP address masking in logs and reports

CACHING 1
¢ Safe Mode
* Optimized Mode
* Aggressive Mode

* Customized Mode

Web

DNs DNS
* Enter the URL format for the HTTP 307 redirection on DNS lookup failure
* Would you like the proxy to issue a HTTP 307 redirection on DNS lookup failure

* Would you like proxy not to automatically failover to DNS results when upstream proxy
(peer) is unresponsive

* Find web server by:

0

Always use DNS answers in order

1 = Use client-supplied address then DNS

2 = Limited DNS usage
3 = Very limited DNS usage
1 2 [Web Web Reputation ]
DNS 2 3 DNS
[ IP
Destination IP Addresses ] DNS
EUN
* Choose:

1.Refresh EUN pages
2.Use Custom EUN pages

3.Use Standard EUN pages

* Would you like to turn on presentation of the User Acknowledgement page?

Web

NATIVEFTP FTP
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* Would you like to enable FTP proxy
* Enter the ports that FTP proxy listens on
* Enter the range of port numbers for the proxy to listen on for passive FTP connections
* Enter the range of port numbers for the proxy to listen on for active FTP connections
* Enter the authentication format:
1.Check Point
2_No Proxy Authentication
3.Raptor
* Would you like to enable caching
* Would you like to enable server 1P spoofing
* Would you like to pass FTP server welcome message to the clients

* Enter the max path size for the ftp server directory

FTP
FTPOVERHTTP FTP Over HTTP
* Enter the login name to be used for anonymous FTP access

* Enter the password to be used for anonymous FTP access

FTP
HTTPS HTTPS
* HTTPS URI Logging Style - fulluri or stripquery

* Would you like to decrypt unauthenticated transparent HTTPS requests for authentication
purpose

* Would you like to decrypt HTTPS requests for End User Notification purpose

* Action to be taken when HTTPS servers ask for client certificate during handshake:
1.Pass through the transaction
2.Reply with certificate unavailable

* Do you want to enable server name indication (SNI) extension?

* Do you want to enable automatic discovery and download of missing Intermediate
Certificates?

* Do you want to enable session resumption?

HTTPS
SCANNING

* Would you like the proxy to do malware scanning all content regardless of content type

AsyncOS 11.0 for Cisco Web Security Appliances
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* Enter the time to wait for a response from an anti-malware scanning engine (Sophos,
McAfee, or Webroot), in seconds

* Do you want to disable Webroot body scanning

PROXYCONN
Flex FastLexical Analyzer

NEW - Add an entry to the list of user agents

DELETE - Remove an entry from the list

CUSTOMHEADERS

DELETE - Delete entries
NEW - Add new entries

EDIT - Edit entries

Web
MISCELLANEOUS

* Would you like proxy to respond to health checks from L4 switches (always enabled if
WSA is in L4 transparent mode)

* Would you like proxy to perform dynamic adjustment of TCP receive window size
* Would you like proxy to perform dynamic adjustment of TCP send window size
* Enable caching of HTTPS responses
* Enter minimum idle timeout for checking unresponsive upstream proxy (in seconds)
* Enter maximum idle timeout for checking unresponsive upstream proxy (in seconds)
* Mode of the proxy:

1.Explicit forward mode only

2_Transparent mode with L4 Switch or no device for redirection

3.Transparent mode with WCCP v2 Router for redirection

« Spoofing of the client IP by the proxy:
1.Disable
2.Enable for all requests

3_Enable for transparent requests only

* Do you want to pass HTTP X-Forwarded-For headers?
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* Do you want to enable server connection sharing?
* Would you like to permit tunneling of non-HTTP requests on HTTP ports?
* Would you like to block tunneling of non-SSL transactions on SSL Ports?

* Would you like proxy to log values from X-Forwarded-For headers in place of incoming
connection IP addresses?

* Do you want proxy to throttle content served from cache?

* Would you like the proxy to use client IP addresses from X-Forwarded-For headers
* Do you want to forward TCP RST sent by server to client?

* Do you want to enable WCCP proxy health check?

* Do you want to enable URL lower case conversion for velocity regex?

Web P2 Web

socks SOCKS
* Would you like to enable SOCKS proxy
* Proxy Negotiation Timeout
* UDP Tunnel Timeout
® SOCKS Control Ports

* UDP Request Ports

Web P2 SOCKS

CONTENT-ENCOD ING

compress deflate gzip

1. compress

2. deflate

3. gzip

[1]>

The encoding type "compress™ is currently allowed
Do you want to block it? [N]>
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Web

adminaccessconfig
Web

alertconfig

authcache

bwcontrol

certconfig
SETUP

OCSPVAL IDATION OCSP /

clear

commit

createcomputerobject

curl

cURL Web
HTTP Web

CLI

TAC

® DIRECT URL

® APPLIANCE URL

datasecurityconfig

Cisco

AsyncOS 11.0 for Cisco Web Security Appliances
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date

Thu Jan 10 23:13:40 2013 GMT

diagnostic

NET

packetcapture

PROXY

* SNAP
* OFFLINE WCCP
* RESUME WCCP

® CACHE

REPORTING

® DELETEDB
® DISABLE

* DBSTATS DB export_files always_onbox
* DELETEEXPORTDB export_files always_onbox

* DELETEJOURNAL aclog_journal_file

dnsconfig
DNS

dnsflush
DNS

etherconfig
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externaldlpconfig

DLP

externaldlpconfig

DLP

featurekey

featurekeyconfig

fipsconfig

SETUP FIPS 140-2 Critical Sensitive Parameter CSP /

FIPSCHECK FIPX FIPS

FIPS

grep
help

iccm_message

Web M-Series
Web CLlI

ifconfigorinterfaceconfig
M1 P1 P2

iseconfig
ISE ISE

*setup ISE / ISE IPv4
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. Web

CLI

isedata

ISE
statistics |ISE
cache ISE
show ISEID
checkiplP

sgts ISE

iseconfig
ISE

*setup ISE

isedata

ISE
statistics ISE
cache ISE
show ISE ID
checkiplP

sgts ISE

last

tty

loadconfig

logconfig

mailconfig

maxhttpheadersize

HTTP
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HTTP
32 KB
32 KB 1024 KB
musconfig
IP 1 Cisco
)
Web

musstatus
Web

* Web

* Web

. Web
networktuning
WSA TCP

Web HTTP
100MB
TCP
FreeBSD 2
FreeBSD
SEND_AUTO  RECV_AUTO
WSA
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mbuf

networktuning

SENDSPACE TCP
16000

RECVSPACE TCP
32768

SEND-AUTO TCP
TCP

RAM

/
8192 131072
8192 131072
1 0

advancedproxyconfig > miscellaneous

> Would you like proxy to perform dynamic adjustment of TCP send window size?

RECV-AUTO TCP
TCP

1 0

advancedproxyconfig > miscellaneous

> Would you like proxy to perform dynamic adjustment of TCP receive window size?

MBUF CLUSTER COUNT mbuf
X RAM
98304 * 4/4 =98304
SENDBUF-MAX
1 MB 1048576
RECVBUF-MAX
1 MB 1048576
CLEAN-FIB-1
/
M1

M1
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Web CLI

TAC

nslookup

ntpconfig
NTP

packetcapture

passwd

pathmtudiscovery
MTU

ping

proxyconfig <enable | disable>
Web

proxystat
Web

quit, g, exit

reboot

TCP/IP

MTU

ICMP

AsyncOS 11.0 for Cisco Web Security Appliances

NTP

"



B we cLI

reportingconfig
resetconfig

revert

Web AsyncOS
AsyncOS for Web

rollovernow

routeconfig

saveconfig

FIPS Mask passphrases Encrypt

passphrases

setgateway

sethostname

hostname

setntimsecuritymode

NTLM ads domain

* domain AsyncOS Active Directory
AsyncOS Active Directory Active Directory

*ads AsyncOS Active Directory

ads
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settime

settz

showeconfig

A

shutdown

smtprelay

SMTP SMTP

smtpconfig

SNMP SNMP

sshconfig

sslconfig

AsyncOS 9.0 DEFAULT : +KEDH AsyncOS
9.1

EECDH:DSS:RSA: INULL: YeNULL: YEXPORT: ¥3DES: IRC4: 'RC2: IDES: ISEED:

ICAMELLIA: 1SRP: ! IDEA: 'ECDHE-ECDSA-AES256-SHA : ' ECDHE-RSA-AES256-SHA:
IDHE-DSS-AES256-SHA: 1AES256-SHA : DHE-RSA-AES128-SHA

ECDHE
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Web CLI

AsyncOS
AsyncOS 9.1

DEFAULT : +KEDH

EECDH:DSS:RSA:-INULL:!eNULL:TEXPORT:13DES:1RC4:1RC2: IDES:
ISEED: ICAMELLIA: ISRP: ! IDEA: 1ECDHE-ECDSA-AES256-SHA : 1ECDHE-RSA-
AES256-SHA: I1DHE-DSS-AES256-SHA: 1AES256-SHA :DHE-RSA-AES128-SHA

FALLBACK SSL/TLS

TLS/SSL

A

AsyncOS 9.x

ECDHE LDAP ECDHE

ECDH
LDAP HTTPS

status

supportrequest
Cisco

ZIP FTP
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Web cLl B

tail

example.com> tail system_logs

example.com> tail 9

tcpservices
TCP/IP

techsupport

Cisco

telnet
TELNET

testauthconfig

testauthconfig [-d level] [realm name]

tuiconfig tuistatus
2 CLI

traceroute

updateconfig
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updatenow

upgrade
AsyncOS

downloadinstall

download

WSA
Enter
downloadstatus canceldownload
downloadinstall
download 2 install delete
install
delete WSA

userconfig
version
wccpstat
all WCCP Web Cache Communication Protocol
servicegroup WCCP
webcache

URL URL

URL

who
CLI Web

AsyncOS 11.0 for Cisco Web Security Appliances
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Web

CLI

10

whoami
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