RS A AR —T 4R

ZOETHIATINEIL, RO LEBY TT,
e aAv Y R I A H—T A ADOHE  on page 1
e aAv Y RIA L A H—T A A~DT 7 & A, onpage l
« LA CLI =2~ > K, on page 5
* Secure Web Appliance CLI =~ > I, on page 6

IR SGA A3 —T 14 AOEE

AsyncOS <> KT A v 4 v F—T=A A (CLI) %Ml LT, Secure Web Appliance #% &
L7 E=ATHIENTEET, a~v U RIAM AV F—T oA AZE, FNHOH—E X
WA =T NCRESNTVWAHIPA L E—T =2 A ATSSHAMHLTT 72350, 2V

TNAR=FTHARTIaL—vary VY7 =7 2L TT 7 8ATEES, 7740 1
TIE, SSHIFEHA— MIREINE T,

a<r N, 51 OFEELZMDT, a~vr FaEANT LEEHSNET, 5IEEHEETTIC
a<wy REANLESGAER., REREROANERD DL a7 "RFREINET,

SR AAE—=T T ARANDT IR

LLFOWTFNNDTETHER CE £9,
o« 4 —H X b, Secure Web Appliance® IP 7 KL AZHEH L TSSHE v v a U ZRMa L %
I, LRHAROFT 7 4V P T R L A% 192.168.42.42 T3, SSHIX, A— k22 2/
THLIICHEINTWET,

DYTIEG. VTNV =T AR SN TWAR—=YF )L 3B a— X DiEER—
FERFEALT, #—F vty a 2B LET,

avrksqav1v48—2z42 |}
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admin 7 7 v b EMEHAL T CCLIICT 7B A LTa&iE, SEIERTF LUk
Da—P—ZBMTEET, UTOT 74/ FDadmin—F—£ ¢ RX27 1L —X% AL T
TIIA T RCa S A LET,

o 21— —4% : admin

¢ /XA 7 L—X : ironport
FTIHINVEDRRATL—=ATHbTar/fr45L, VATA By N7 U4 PF—FKD7
a7 Mk admin TH T FONRRATL—REEET L LI RDONET,
admin 77 7> FDORAT7 L—XX, passwd I~ REFHLTWoTH By FTEXET,

LD T7 VA

av> Rk 7Aa

BNl —F—Z L RAT L —X5EH LT, WOTHLT 7 IAT VAR LT A L Tx
F1, HEOZ—F —LZTOFREDT TI53A T L A~DT 72 AT (B, KWEET) O
—EN, B A VEHCHBIICERREND Z EICEBE L TLEE N,

iEj]HO):L""H:"—‘@EQELCOU\Tﬁi\ userconfig A~ K. E£720% == Th T f\@%ﬁ
EHRLTLZEEN,

7 hFDOER
B Ifioa<wr R a7 Mi, BEEMFA MIZEWTKRRY ) B AL—212

TR SN ET, RiCHlzZRLET,

example.com>

a< RNEFETTDHE, CLIWCE Y 22— —DANDERENE T, CLINANZHHEL T»
HExE, e ELT, Ay (1) THENET 740 MEOKRAIZKZR D EE
) BERINET, T 7 AHVERLWVGE, Ty aNEFZETT,

RITH 2R L ET,

example.com> routeconfig
Choose a routing table:
- MANAGEMENT - Routes for Management Traffic

- DATA - Routes for Data Traffic
[1>

FIT I IRENHLIEAIL, a~vr R Fa P Ol y aNICFORENERINET, &
Bl Z R LU ET,

example.com> setgateway

Warning: setting an incorrect default gateway may cause the current connection

| BEE AR R T
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to be interrupted when the changes are committed.
Enter new default gateway:
[172.XX.XX.XX]>

FI7FINVIRENERENTZLE EIZRetun F— %4 L, T 74V MEEZITANTZZ & 127
D\i‘g—o

T2 RDEX

ERY Xk

A BT ITT 4T = RTEIEL TCWAEA, CLIa~ Y FETE—D o~ R bR S
NET, AX—RIEENT, SIECRT A= EH 0 FHA, B :

example.com> logconfig

AN TEHBEHOBIRE N HHBE, a~vr FICkoTIFEEMNE VA MR LET, 7o
VTN CERIRTAEZEAN LET,

il

Log level:

1. Critical

2. Warning

3. Information
4. Debug

5. Trace

[3]1>

Yes/No UV T 1) —

HJav R

yes £721dno DA T v a VNGB WG, BIET 740 ME (1 v aNER) 2T CERS
AWET, Yo N, Yes, £7201E No TRETE E4, RIFL/NLFOX[NLH Y £ A,

Bl

Do you want to enable the proxy? [Y]> Y

—H¥D 2~ KT, nNEw. EDIT. DELETE 2 E DY T o~ RS aEH T £4, eprr B
O pELETE BT, BEINTWAEDO U A MRERINET,

I &R L ET,

example.com> interfaceconfig

Currently configured interfaces:

1. Management (172.xxx.xX.xx/xx: example.com)
Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

avrksqav1v48—2z42 |}
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- DELETE - Remove an interface.

(1>

YT a<v s KAWL AL a~xy RIZEAIZIE, 2207 a7 kTEnter £ 7213 Return Z# L
\iﬁqo

HJav KO RY—T

vy FER

YT a<w FNTHEHWDLTH Cr+tC F—AR— K v a— MUy 2R LT, 277 bick EAL
DCLIICRD Z ENTEET,

CLIE. By v a v HIZANEINETRTOa~y ROBREEMRE LET, fiffifl Lo~
VEROEITY A MR a— T 5I20%, ¥—A— FO ETFERAIX—ZEMAT 520>, Cel+P
F— L CtrltN F—ZHLEDLETHA L E7,

aAvRRKDOA—bra T —F

AsyncOSCLI X, z~> RfEiE2 R — L TWEd, a~> ROEHOE L TE AT L
TTab F—%49 &, CLLICL > TEY OXFIINMHZINET, AN LELTFREED 2~
VRICHEY T AGE., CLLIZZEDE Yy &2 X B2 TRV AR £, f:

example.com> set (press the Tab key)

setgateway, setgoodtable, sethostname, settime, settz

example.com> seth (pressing the Tab again completes the entry with sethostname)
example.com> sethostname

CUZFERALI-EZELEEDHET

cREDERDL L, HETHETHNIRY £HA,

scommit v REFEMATL L, MMOBELZBET CBVICEIT LR ORELLE T E
7T

s BHEAEIEWITHEET A2, Rk bEfioa<w R7a 7 Mo TWARERH D F9°,
Av R IAUBEED 1 D LD LYLVIZBEIT HITIE, £ 7 m 7 R T Return F—%
HLES,
cHEESNTOVWRNREDERITFERSNE T, comit 2~ REFITTHETHEMIAR
DEHAL, 72770, —EHDa<2 Nidcomit T2 REFITLRLS THHEMNIRY 7,
CLIty Y arvDT, VAT LDV Y v N7 v, FHilgd, EE 7203 clear 2~
RORITICE Y, EESN TV RWERIZZ VT EINET,

s — W DR E XA LAX T HZI D E T, BRITEBRICHEEINEEA,

| BEE AR R T
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Amcuavor

ANECLaY >R

CLI D1 -

CLI D1 -

CLI D1 -

CLI D -

T, BEOMES VTR E, R CLIt y v a U TCEASN D EARN R a~ R
IZOWTEBH L £ 97,

SR —
HELEDMHETE
commit I RDOHED I AL DO ANTEETI,

example.com> commit
Please enter some comments describing your changes:

[1> Changed “psinet” IP Interface to a different IP address
Changes committed: Wed Jan 01 12:00:01 2007

=L
SEEZEDV )T
clear =<2 KiZ, commit F7=id clear =~ > RBRBIZFEITINZLURIZT T34 7 2 ADK
BN L THTONTZEE AT XTI U T LET,
example.com> clear
Are you sure you want to clear all changes since the last commit? [Y]> y

Changes cleared: Wed Jan 01 12:00:01 2007
example.com>

AT ERSAAA—T AR By a3 VDRT
exit 22 RZETTHE,. CLIT XV A —armhbul 7y ENET, lEEIN TV
WERTELHIZZ VT SNET,

example.com> exit

Configuration changes entered but not committed. Exiting will lose changes.
Type 'commit' at the command prompt to commit changes.

Are you sure you wish to exit? [N]> y

AR KRSAAVB—TTAATOANILTOBRE

help I~V REFEITTHE, HHFRERTXTOCLI a~y RARREN, Fa~vr RO
HRRAEZ2BTE £, nelp A~V Rid, 2~ K 7a 7 FThelp & AT DHh, 5l
PP Z1HOANLTHEITTEET,

example.com> help

Bz, help commandname # AJIL T, %%@:7‘/ RO~NVFNZT 7B ATE 35—’9)—0

avrksqav1v48—2z42 |}
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ESPEREY=]
* Secure Web Appliance CLI =~ > I, on page 6

Secure Web ApplianceCLIa < >

Secure Web Appliance® CLI [, VAT LA~DT IV ABI OV AT LDT v 77 L— KEE
BERTTLH, —#HOTrFrav s FEUNIX avy REdR—FLTHET,

)

Note X CTpOCLIaZ~vy FE2T_RTOEEE—F (EREBLINZ T FWebtF=a T4 axy
) CHEAMERATE 2D TIEH Y A,

adminaccessconfig
Secure Web Appliance DR E T, 77 T7A T LV AlZa A4 T HFHEICH LT LWT 7 & A
BER T, ET VT4 T HAALT U NOEERETEET, FFMICOWTX, 77794 T
AZADENY B TICHT 28X 2V T4 REDEME 2—HP— Ry NU—2 T 7 EXEZZRLT
<TZEvy,
advancedproxyconfig
Web 70X L OFEMA T v a v ERELET, 7 avy NIZLTo LB TT,
AUTHENTICATION : molbax &4 73 =

® When would you like to forward authorization request headers to a parent proxy

® Enter the Proxy Authorization Realm to be displayed in the end user authentication

dialog
® Would you like to log the username that appears in the request URI

® Should the Group Membership attribute be used for directory lookups in the Web UI
(when it is not used, empty groups and groups with different membership attributes

will be displayed)
® Would you like to use advanced Active Directory connectivity checks
® Would you like to allow case insensitive username matching in policies
®* Would you like to allow wild card matching with the character * for LDAP group names
®* Enter the charset used by the clients for basic authentication [IS0-8859-1/UTF-8]
® Would you like to enable referrals for LDAP
® Would you like to enable secure authentication
®* Enter the hostname to redirect clients for authentication

®* Enter the surrogate timeout for user credentials

| BEE AR R T
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®* Enter the surrogate timeout for machine credentials

®* Enter the surrogate timeout in the case traffic permitted due to authentication

service unavailability
®* Enter re-auth on request denied option [disabled / embedlinkinblockpage]

® Would you like to send Negotiate header along with NTLM header for NTLMSSP
authentication

®* Configure username and IP address masking in logs and reports

e m—ANGRIAER ¥ v T 2 AR/ N T DA LT TR,
ZOCLUATYar#EALT, 7eXr 7 at AOUNRIEY ¥ v ¥ 2 2 A E 713
INCTHZENTEET, ZORMITHBEMATRESNET, 774V FTIE, 2047
TaVBAENIIRoTEY, 30 BICRESNHTWET, ZORMIE, IP ¥ m 57— MR
IVESTHLERDY 7,

CACHING : 7B F ¥ Fr vz E—R, LUFDIH 1 D&BINLET,

* Safe Mode

®* Optimized Mode

®* Aggressive Mode

®* Customized Mode

Web 7% DF ¥ vz T— FOBERLSHL TSI,

pNs : DNS i EA 7> a3 v,
® Enter the URL format for the HTTP 307 redirection on DNS lookup failure
®* Would you like the proxy to issue a HTTP 307 redirection on DNS lookup failure

® Would you like proxy not to automatically failover to DNS results when upstream proxy

(peer) 1is unresponsive
®* Do you want to disable IP address in Host Header
® Find web server by:

0 = Always use DNS answers in order

1 = Use client-supplied address then DNS

2 = Limited DNS usage

3 = Very limited DNS usage

T 74N MEIZOTY, A7 a1 BLU2 TE, [Webb B 27— 3> (Web
Reputation) 731 F— 7 /WMIIEEINTWDHEGAE, DNSHEHSNES, A7 a2k
FO3 T, DNSIE, 7y 7 AR —A T aX RN engs, EFiEREsntzr v
APV =L TR 54N T, BRI T R BRI Sk,
TOF v 2T, [FEHEIPT FL A (Destination IP Addresses) | 237K U 3— A L /X—T v
TTHEHSTHD5E, DNS MEH SV ET,
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v

EUN . T2 R —HF—@H/7 XA —4,
® Choose:
1. Refresh EUN pages
2. Use Custom EUN pages

3. Use Standard EUN pages

® Would you like to turn on presentation of the User Acknowledgement page?

Web 7o UAEHIAE = Ra—HF—@MmoOME LS L T30,
NATIVEFTP : A 7 A 7 FTP DR E,
®* Would you like to enable FTP proxy
®* Enter the ports that FTP proxy listens on
® Enter the range of port numbers for the proxy to listen on for passive FTP connections
®* Enter the range of port numbers for the proxy to listen on for active FTP connections

®* Enter the authentication format:
1. Check Point
2. No Proxy Authentication
3. Raptor
® Would you like to enable caching
® Would you like to enable server IP spoofing
®* Would you like to enable client IP spoofing
®* Would you like to pass FTP server welcome message to the clients

®* Enter the max path size for the ftp server directory

FTP 7m %y —EXAOPMELBM L T ZS 0,
FTPOVERHTTP : FTP Over HTTP 47 2 3 o,
®* Enter the login name to be used for anonymous FTP access

®* Enter the password to be used for anonymous FTP access

FIP 7m %o —EZADWE L SR L T ES0y,
Highperformance : /A /X7 4+ —~ v AE— R ML E - ITED L TE F9,
urTPs : HTTPS B A7 3 )

* HTTPS URI Logging Style - fulluri or stripquery

® Would you like to decrypt unauthenticated transparent HTTPS requests for authentication

purpose

® Would you like to decrypt HTTPS requests for End User Notification purpose

FIA2A408—0x4R
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® Action to be taken when HTTPS servers ask for client certificate during handshake:
1. Pass through the transaction
2. Reply with certificate unavailable

®* Do you want to enable server name indication (SNI) extension?

®* Do you want to enable automatic discovery and download of missing Intermediate

Certificates?

®* Do you want to enable session resumption?

HTTPS +7 7 4 v 7 ZHliEIT 51E R U o —OfERK - #EE LS L T ZE0,
SCANNING : AFX ¥ A7 3,

® Would you like the proxy to do malware scanning all content regardless of content

type

® Enter the time to wait for a response from an anti-malware scanning engine (Sophos,

McAfee, or Webroot), in seconds

®* Do you want to disable Webroot body scanning

YA T RRAF Y COMEL BENT T4 v 7 DAF Y COBMELSRL T EI N,
SCANNERS : scanners 7 2~ RZEH L TAF ¥ F = VU R ETE £, scanners 7 =
<~ RZEEMAT 521X, [Adaptive Scanning| HEREZ BN D LERH Y £47,
* Choose the operation you want to perform:
AMP : Secure Endpoint BHHA T T 3

SOPHOS : Sophos Memory PH#A 7T =z

eamp: TS REMFALT, AMPZ U YU TAXR Y U T AMLEDRW MIME Z A 7
ZEBML, AX YO T 3 —< L A% LSRN TEET, T 74/ FOMIME
2 AT DA a ik, limage/ALL and text/ALL] T3,

MIME % A 7 %84 5121, T 74N bOF T a v ORICENT20LERH Y 3,
e, BT A LEFROMIME Z A 7 2BMMT 25613, ROBRUCTOLLERH Y
R

limage/ALL and text/ALL video/ALL audio/ALL |

*SOPHOS : KED T 7 4 v I/ NE VU % iHil LTV 5%A . Sophos T PV DAF v v
WEALTTRL, AEUPRRETHAEEMENH Y £F, ZilidEmalloc AE Y ORFEIC &
5H0TY, ZORMEEMRIT DI, sophos¥ 7 a2~ K& L, maLLoc SETTING &
HIR L E9, vartoc serTing ZEIRTH L RORA v =V RERENET,

Changing Sophos Malloc Settings will lead to stoppage of coredumps.
Do you want to change the sophos malloc settings ? [Y]>

[ (yes) | 23T 5 &, malloc BIENEE SH, Sophos REEBISNET, 77+
A NREICRETIC, WU~y REMELET,
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A

Note =< RAMATHRNC, ROBITERL T EE W,

* Sophos malloc FXEDEELHFIX, N7 7 1 v 7 BETSI NN
XoltLET,

cCLINOLREEELET S L, Sophos DFEENNMEIZ /BT
B, EEOEFIKEH DD GERH Y £7,

» malloc SR EITHBITLE LW TL 7ZEW,

N

Note TAC H T,
» Windows/Linux D ¥ b7 7 ¢ v 7 MJFIA T Sophos =27 1
Y LTWAEAIE, &3 a7V N5 T LI malloc
REEAERTLHMERDY 77,
* Sophos DFFELEN ., AN EH I D F TITREM D 025 72
W, aT VTR EIRREINDGAERH D 77,

PROXYCONN : /' B ¥ Uiy ¥ —4FLZ bR TE RV —HF— 2=V =2 DU X N EE
BLET, UAMD= FUIL, Flex (FastLexical Analyzer) D IERBIZEBLE U TR ET,
ZOXFHNDO—EHB Y A FPADERKREONTIANC—HT 22— —x2—T = NI, —K
EINET,

« FATT DBMEEEIRL £
NEW - Add an entry to the list of user agents

DELETE - Remove an entry from the list

CUSTOMHEADERS : JFED RAA L DI A X LER~y X —ZEH LU £9,
s EITTHHMEZBINL 7,

DELETE - Delete entries
NEW - Add new entries

EDIT - Edit entries

Web ZRAD I AKX L~y X —DBMLEBL T 70,
MISCELLANEOUS : = DD 7' 1 % B H T A — &

®* Would you like proxy to respond to health checks from L4 switches (always enabled

if WSA is in L4 transparent mode)
®* Would you like proxy to perform dynamic adjustment of TCP receive window size

®* Would you like proxy to perform dynamic adjustment of TCP send window size

| BEE AR R T
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filter non-HTTP responses?

(HTTP UANDIEEXT 74V b TT7 4 VZ EINET, 7R XFURET HTTP UADISEZTFAIT 585613,

N LADLET, )

Enable caching of HTTPS responses

Enter minimum idle timeout for checking unresponsive upstream proxy (in seconds)

Enter maximum idle timeout for checking unresponsive upstream proxy (in seconds)

® Mode of the proxy:

1. Explicit forward mode only

2. Transparent

3. Transparent

mode with L4 Switch or no device for redirection

mode with WCCP v2 Router for redirection

Spoofing of the client IP by the proxy:

1. TRTOERICH LTA F—T v

2. BRERIZH L TORA =TI

Do you want to

Do you want to

pass HTTP X-Forwarded-For headers?

enable server connection sharing?

®* Would you like to permit tunneling of non-HTTP requests on HTTP ports?

® Would you like to block tunneling of non-SSL transactions on SSL Ports?

® Would you like proxy to log values from X-Forwarded-For headers in place of incoming

connection IP addresses?

Do you want proxy to throttle content served from cache?

Would you like
Do you want to
Do you want to

Do you want to

the proxy to use client IP addresses from X-Forwarded-For headers
forward TCP RST sent by server to client?
enable WCCP proxy health check?

enable URL lower case conversion for velocity regex?

Web 70Xy T—HIIKTLHP2T —H AL X —T A ADEHE Web 7 F v ORTELS
LT ZEN,

socks : SOCKS u o OA 7 g,

®* Would you like to enable SOCKS proxy

Jua¥y xdvE—Tar XA LT UL (Proxy Negotiation Timeout)

UDP hY RV XA LT UK (Tunnel Timeout)

SOCKS =¥ hu—/)L ;R— |k (SOCKS Control Ports)

Upp JZ =Xk A— L (UDP Request Ports)
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Web 70y 5F—H|IXTHP2T—H f U H—T A ADHH £SOCKS 7 v $—E A
HZRLTLIEEN,

CONTENT-ENCODING : 2T VY Ty a—F (7 XA THFRBIONTry 7 LET,
BEFr SN TWbdarysroyxoyra—7 47 X A7 : compress, deflate, gzip
BEToyrsSnNTWharsyyomra—F 07 47 4750

BEDaLyT oY a—F 4 T AL TOREXZEETHICNE, ROFT T a 2R LE
7,

1. compress

2. deflate

3. gzip

(1>

The encoding type "compress" is currently allowed

Do you want to block it? [N]>

)

Note centralauthcache =~ FiZ, "NA /X7 3 —< UV ZAWIET A AZEA T, WiFkFvvia
DT f—v > A%mEEXEET,

adminaccessconfig

TITIAT LR A T HEEEDOTIECL VB LWT 72 ABHE2FRIT 5 L 51T, Secure
Web ApplianceZ i ETX £,

alertconfig

TI— b DOZEBEREL, VAT AT IT— b eEETH200RTA—FEHRELET,

authcache

FiEx v v amb 1 DFERIFIT_RTO M) (2—%—) ZHIBRTESL5ICLET, F
72y TORETHRIEEF Y v V2 G ENTVHTRATCOL—YF—D Y A "E2FRRTEXET,

\)

Note centralauthcache 23 %72 854 . authcache =~ > NIZISERif2—HF—L 2 K7L FH A, ISE
a—P—IEFRE RS T A0, isedata 2~ RZ2HHA L £9,

bwcontrol
HhE AR 2 T Ny S LET,

« bwcontrol listpipes : Secure Web Appliance T7 7 7 « 7 723~ C OHIRMEHfEA4 7D U
A MMERINET,

| BEE AR R T
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« bwcontrol monitor <pipe number> : 5 Z L2, FRE S AVTo A FCHIE S LT B IEkiE &
FrRLET,
AsyncOS 145 LIlE, FL—RE— RO 7FaFim V7T 740 TR RISNET,
FAE
s URLBW : 7 Z B AR YU L —URL I 7 I VI L - Cili il S 405 e il 0,

eoverallBW : 7 VB AR U —DREKHIZEWeb T VT 4 BT 4 7 3 —FIZX-oTHAIN
2 A g il 40,

* OverallMediaBW : ERDFRMREHIFRIZ & - T XA 2w kb i 8,
* avcPerUserBw : AVC FHIRIEFHIFRIC K - T H & 41 5 kg il 4,

certconfig
SETUP : TX =2 U T AFEAEL X —2RELET,
OCSPVALIDATION : 7 v 7' 11— REFICEEHAE D OCSP Mk %2 A Zh/ i LE 1,

OCSPVALIDATION FOR_SERVER CERT : " —/N—ZEH|FE D OCSP ik & AT %

clear

HIEOFEELIEDIRB SN TWAHIRELELZ 7 U7 LET,

clientconnections

T IAT VN1 DR RGN/ > TWAEAIT, #H0FEMAaZFoR LET, ZHM
Wi, 72947 FDIP T RL R LEERENEENET,

Choose the operation you want to perform:
e LIST : cstat DB DT _RTCOHOT U M) 2 —EFR R LET
e sEARCH : cstat DB 2B MU AR L £

a3y k

VAT DRTEHT DR P OLEE 2 EE L ET,

configbackup

NPT THET 7 ANERGFL, VE— MLEINTE ANy 7T v 7P —/"—(ZFTP £721%
SCP I/ LTT7 7 A NVEEEFELET,

csidconfig

Security Services Exchange R —# /LZxt§ 57 L A MU T —2 OABICEET 27 774 7
A F® Cisco Success Network HEED S E I ERNT A —F AR ETEET,

YT a<wr RiZko EBY TF
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* CISCO_SUCCESS_NETWORK : MEHEZ AN LT, 7774 7 ADFEM & HEEE DO AR %2
Cisco IZHEET D Z L2 A EITENC L ET,

* CSIDATAPUSHINTERVAL : 7 L' A N U T —4 D7 v ¥ a2 DRI EZREL £,

createcomputerobject

RESNESGHICarva—2 3707 FaERlLET,

curl

cURL Bk %, Web — N—|ZEHEEAII 7o URETEELET, ERBLIOEINSIE
ZOHITP ~v X =05, Web X—T &0 — RCTXRhomBHAZHBI T ET,

\}

Note - o< NiE, TACOEEOL & CEME ST —2 0T £,

YT a<wr RIkoLEBY TT
e DIRECT : B2 URL 77 & A

* APPLIANCE : 7 /7 ATV ARRMTHO URL 77 A

datasecurityconfig

BOROF /WAL A R ER LET, TNED BRI A XD/ WGE, 7Ty 7m— RER
L CiscoT —% EFX=2UT 4 74 NZIZLSoTAF Y ENEHA,

date

BIEO At &R L x4, #:

Thu Jan 10 23:13:40 2013 GMT

diagnostic
TaX B IRV AR—- FNEEOY T av s R
NET . * v NI =T BW2—T 0 VT 4

Zoawy REEIEShE L, TFI9A TV ATERY NI—2 v I 7 4 v 0 2x vy I Fv T
511, packetcapture ZfFH L 97,

PROXY : T RFX TV TRy a—T 4 VT ¢

FATT L E IR L £7,
esNAP: TRFVDORAFT YT gy FERGLET,
*OFFLINE : 7 BF L&A T T A N LET (WCCP #EH) ,
*RESUME : Y BF VDT T 4w 7 EHMALET (WCCPiEH) .
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scacHE : THFXF VDX Y v a2z VT LET,
proxyscannermap : ~ DAY NI, H7 0 XL LMIST 2 AF ¥ T T EAMOPID v v
Y aRFRRLET,
REPORTING : L' /R— h =—7 ¢ U ¢
LAR— b VAT LTBUEADIC /> TV ET,
FATT 2 BEE BN L £,
* DELETEDB : LAN— F 7 —F X=X % BEMHL L E7,
 DISABLE : LR— b VAT AEMHICLE T,

*DBSTATS : DB & =7 AR— K 77 A /W% U A FLET (export files 35 & O always_onbox
TANTCEENDROBDO T 7 AN ETHFNEDY A MaFRRLET)

* DELETEEXPORTDB : =7 AR — K 77 A LZHIER L E T (export_files 35 & TN always_onbox
TANFICEGENDIRVEBEO 7 7 AN ET AN T T XTHIBRLET) .

* DELETEJOURNAL : ¥ ¥ —7F /L 7 7 A L& HIFR L £ 3 (aclog journal file 23~ THIFRL £
j—) o

dnsconfig
DNS ¥ ——=D/RT A —=F E@ELET,
Choose the operation you want to perform:
e nEW : BT — S —FBMLET,
«EDIT : = —ZfRELE T,
e pELETE : P — N—ZHIFRL £ 7
* sgTUp ¢ BRAIRERELITVE T,
e sEarRCH : DNS RAA U Y A MERELE T,

[1> setup

Do you want to enable Secure DNS? [N]> Yes

dnsflush
TTIAT LV ADDNS = MU A T7T vy =2 LET,

etherconfig
A=Y Ry b R—MEREZRELET,
Choose the operation you want to perform:

eMEDIA : A — VR Y b AT A T ORETFRR L THREL T,

avrksqav1v48—2z42 |}



ARURSAUAUE—T4R |
. Secure Web Appliance CLI a7 > K

¢ pATRING : NIC X7V U AR R L TEELET,
eviaN : VLAN ZE R L THELFET,
emMrU : MTU Z#F /R L TRELET,

N

Note M2, Datal. BLXUData2 f v X — 7 = A AT R —FENTWERFA, LEBRST, 2hbd
DA VE—T A AF T 3 T CLI TIIFEHATE EH A,

externaldlpconfig
FUR DI/ A X2 ER LET, TR AT A XS WG, 7y e — FER
[3FMH DLP $— " —TAF ¥ I FERA,

externaldlpconfig

BRI /IR A X2 EBR LET, INED AR A ADN/NIWGE, 7T v 7 a— RER
IIANE DLP — S"—TAX ¥ SN FEH A,

fipsconfig

SETUP : FIPS 140-2 YEHL & Critical Sensitive Parameter (CSP) D5 =5{b. % FH5h/#EEhic LE4, Al
KU 77— R L 2 5 JUCHERE LT E S0,

FIPSCHECK : FIPX E— RI{ZHEL L TWAMNE I D E iR L £9, SMEFAE & — B A28 FIPS
ICHEHL L TN E I AR LET,

FEMBIZ DU TIX, FIPS ComplianceZ B L TL 7230,

grep
BESNTZAN 7 7ANERR LT, BEDONNZ—I—BTH2H0E2E50ITE2 ROFE7,

gathererdconfig

TTIAT VA LRI —_R—OBICR =Y V IELZRELET,

help
av U ROY A NERLET,

httppatchconfig
J&15 HTTP /N FERZ AR ETITENIC LE S, 7 7 4/ Ml enable T,

http2
HTTP2 REEZ AN EITEH L ET,
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iccm_message

Z @ Secure Web Appliance’3E ¥ = U 7 4 BT 7T A4 7 o A (M-Series) ([Z K-> THEHIN
LA R T A v =% Web A v ¥ —T7 A AL CLIINHZ VT LET,

ifconfig = = (X interfaceconfig

Ml. Pl,. P2l DRy NU—V A L B —T A ZERELTEHLET, BIERESNLTWY
HBAVHE—T A RAERR L, A Z—T =4 ADIERK, WE. HIBROTZOOBEA =2 —%
Bk 4,

iseconfig
HAEDISERENRT A —XEFK R LET, FITTDHISERTRIELZREECTCEET,

ISE RECONCILIATION TIME SETUP : ISE SH¥EHEMIO¥E Y 7 v 7ZHELET, ised 7 A%
HEWIC RSN 5 121%. ISE % & O 2 HH:MM B (24 FFRE) CTRREL £4, FHiELH
%, XU — RKaMThbhvET,

REMOVEISENODEDETATLS : B H >4 U ISE pxGrid / — RZHIFRLET, X =2 U T 1 Web 777
ATV RE, WebT FIA TV ADT—=ZH T 27 Firar ([kGEHNRER) 2% R— k1
51 ®IZISEpxGrid / — R EBE L £, BH & VU ISEpxGrid / — K (—3—) OFREIX
F 7 a T, Bl & U ISE pxGrid / — R & HIFRT 5121, removerseNopeDETATLS #E{E%
ERLET,

Choose the operation you want to perform:
-ISE RECONCILIATION TIME SETUP - Configure ISE reconciliation time setup.
-REMOVEISENODEDETAILS - remove seconadry ise config details

F7 )V NTiE, A7 3 v 1 OEITIFER 00:00 BT,

isedata

ISE 7 — % B O#EMEEEE L £ 7,

statistics : ISE #—/"—D A7 —% 2 & ISE HatEHaE R~ LET,
cache : ISE ¥ v v v a2 2FIRT 50 IPT FLUAZHEGE L £,
sgts : ISE X a7 ZFV—7 %7 (SGT) 7—7 NVEHRRLET,
groups : ISE /NV—7 T =T N E2 KR LET,

VDINFEIEEINTWAEE, Af a2~ Recache D OV T a<vw R show 33 XL TN checkip (T
SRS R ENE T, show T I~ NIIAR— MEEBHICB T 2782 R L, checkip 7 =2
<~V RIXIP 7 R A £ART, A— MPHZ &0 VDI 2 —H —CBT 25 A £oR LET,

[1> cache
Choose the operation you want to perform:

- SHOW - Show the ISE ID cache.
- CHECKIP - Query the local ISE cache for an IP address
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last

tty CARA MR EQa—P—[FEF O =P —fFHEH LVIRICIE~T-RRR LY fEL
7HERCn /A Lita——D IV A "EFERLET,

loadconfig

VAT AT 4 Fal—Tary TrAEue— R LET,

logconfig

ny 7y ANSDT 7B AZEELET,

mailconfig

BESNET FLAKHBIEDa Y 7 4 Fal—ay 774V A—)LTEELET,

maxhttpheadersize

T X ERORK HTTP ~v Z— YA AE 72X URL A RERELET, EE /A FHEN
TANT DM, Fu A bERTEGEEFEECK 2L ET,

SLEOBRFAI N—T BT D 2—F—OEAFARY >— b L— AR 5 AIEMD & 1 %
4, E£72. HTTP JG&E A~y X —DY A ZFE 21T URL VA ADEIED [ R~y & — A X

FOHEREVES, KW TAHZERHVET, ZOEERELTLE, 2D L) REELZRE
TXFJ., B/MEIZ32KB., &7 +/b MEIZ 32 KB, H&KEIZ 1024 KB T,

modifyauthhelpers

Zmoa<y R&EfERA LT, BASIC, NTLMSSP, ¥ X U'NEGO @ Kerberos FRFE~/L/3—% 5 ~
21 OFEFHNOLUYE TRE L £ 7

musconfig

Zoavwry REFHLTEX 2T sV T o2/l VE— b 22—V —DBI H kA%
ELET IPT FLAIZL > Ti#EBIT 52>, 12U ED Cisco@il X2 UF 40 77547
VAEWET D ETH) .

\}

Note -—poa~vy FEMoTEET DL, Web VX o RHEHINET,

musstatus

Secure Web Appliance # it X =2 VT 4 7/ I7A T A LIG LIZE X2, Zoavy N
AL TEFR2T7EEY 7 o ICHES 2 ERERTLET,

Zoawr Nk, UToFENrERSnNET,
» Secure Web Appliance & il # OISR X 2 VT 4 77T A4 7 A & OEERHEIREE,
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* Secure Web Appliance & il # OIS 2 VT ¢ 7774 7 0 A L Ok (5
fr) o

M A DT X2 VT 4 TTIAT U ANLDYE—F 7 TA4T 2 O,

P —ERAHBEDOVE—F 7 TA T O, T, Secure Web ApplianceZ /LT k7
T4y DZFELEITIZVE— b 7747 FOETT,

s VE—F I TAT v FNDOEFE

networktuning

Secure Web Applianceld, #HD 3> 7 7 I JOM#{L T /L =Y AL ZFH L CfiTE $ o TCP
Bl A FREIC AL L, —fRi07 Web b5 7 1 v 7 (D% 0, —H57 HTTP B:60) 12 LT
BT b —w U AR EBRLUET,

KEEZ7 74/ 100MBLLE) BHZICE Y a— REND L) RBEORRTIZ, Xy 77
DREVNEEEHGE L ORT p—~ U ANM LT 5N H Y £3, 72720, &R AT
VEHABENENT D720, VAT A THEHAAER AT VUL TNy 7 7 20T LERH Y
F7,

EEBLOZERAL—2ALHIT, FEEDTCP Y7y b &N LEEBERCT — 2 25 FT 57
DIFHEND NNy 77 2R LET, HEIEEBLOZEEKIL. Var RU A X2
195 729 D FreeBSD H BRI T /L T U X A E G E 113 T H7- IR SN E T,
NGB 2OM/RT A—H L, FreeBSD h— R /UIZHEBEREH SN £,

SEND AUTO & RECV aUTO BAZNRGA. VAT LOAM M RER Y YV — R TSN T T »
YRy A AREENCIE I L E T, AR/ NIV Secure Web Appliance Ti&, 7 7
Tarble ) OBEEAHIET 57000 4 v Ry A ZANKRE MR SNVET, BRI
5742 RY YA AOHKKEIF, RESN TS mbuf 7 7 AX OEITIEEFELE T, 2% 0,
VAT NTHERAREZ: RAM OGFHIG UTHRRV £, 7747 2 MEROA TN
LY%6. EIBEHARERA Y FU—27 Ny Ty U Y —=AREEITDRLRD5EIE. T
RTCOFy NT—=7 Ny Ty VY —=2ARTaxy NI 7097 IZE0ERShD 2 L&
TURT LERET DD, Vg Ry YA ADRHEEET,

Zoa<y FOFERIZET LM OVWTIE, 7y 7 r— NE U rn— NEEZEORMEZ 2]
LTLTEEN,
networktuning YT avr RiEk, kOB T,

SENDSPACE : TCP B3 AR—AD /v 7 7 ¥ A X, 8192 ~ 2097152 /N4 FDOHFFH T, T 7 4V
F1 32768 XA KT,

RECVSPACE : TCP ZZ{EARX—AD /Ny 7 7 A X, 8192 ~ 2097152 /SA MOHFFA T, T 7 /v
X 65536 XA kT,

sEND-auTO : TCP XD BB 2 A E /xR L ET, 1ITA v, 0ixA 7T, 7741
]\ Lij‘(‘\/f‘a‘o TCP ﬂéf%@ ﬁ @J?)ﬁ% %ﬁﬁ’?ﬁilﬁ‘é%ﬁ\ ‘,[Z\j— advancedproxyconfig >
miscellaneous > Would you like proxy to perform dynamic adjustment of TCP send window

size? Yes DIEIZFEH L T, B#ENYy 7 7 OHEIREZANZI L T &V,
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RECV-aUTO : TCP ZfE D BEFAB A BN E B LET, 11EA v, 01347 T, T 741
M A > C9, TCP 35D BB Z T 5856, ¥ 7 advancedproxyconfig >
miscellaneous > Would you like proxy to perform dynamic adjustment of TCP receive window

size? Yes DNEIZEEHA LT, ZENNy 7 7 O HEIFAEZ I LT E S0,

MBUF CLUSTER COUNT : fifi FHRJREZ 2 mbuf 7 7 A X O &AW L £3, HARFIHIL 252470 ~ 1000000
TT, ZOMIZ, A VAL ENTEVATL AEVICLESTEDLY £4, 98304 * (X/Y)
OFHFEEFEHL, X IZT AT LA LEDORAM OXH 4 FT, YIZ4GB TF, =& 21£4GB
RAM DA, HELTEIL 98304 *  (4/4) =98304 (2720 £9°, RAM 2N 2HE81%. #IE A
=0 IR SN E T,

SENDBUF-MAX : Iy KiEEN Y 7 7 VA A& E L £, #PHIX 131072 ~ 2097152 /31 T, T
7 v MEZ2MB (2097152 /XA k) TI,

RECVBUF-MAX : I KZ(ENNy 7 794 XZELFT, #PHIX 131072 ~ 2097152 /XA b T, T
7 F IV NI 2MB (2097152 34 ) T,

CLEAN-FIB-1: 7 — X )L—F (VT T—TNNETRTOMI/M2 = M ZHIR L £9, EA
X, ar he—nATL—/7 =27 L= Ol ac L ET, 2F0 ., [odELr—
F 4T BDEDNCR S TOAHEAICML A v Z—T7 = A ARHDT —ZEENST— 2T
L—y FreREBNcLET, T2 L —r FutRiF, (F—EAN—F 4T F—T
NOER] Ao Tnb 7t A, FFHERNT 7 4 v 7 BEEIIRET S vk
AT, aryie—AFL—r FabtXTE, KRELTMI £72EPILA L F—T oA AD
WP EN L TCT =X 2L ETEET,

INBEDNT A=Z M ENOEEZIT o7 RIT, BTERLZHELTT 7747 v A2 HE
BLTIEEN,

A\

Caution  FI|yk )72 0B A PR L TV AEAICDI, ZDavwy REFA LTS EEW, TACH A ¥ v &
EZITTWAGEHRICORGHATEZ EaHERR L £7,

nslookup

FBESHIEARARE FAAL OB REZEBIGLIZD, FALCHDOKEA MOU A~ ZHIRIT 572
OIZ, A HF—Fy F RAL Y F—A P —N"—IZRESLET,

ntpconfig

NTP Y —_—OFEBERE SN TNIA v H —T oA AEFR L, A V¥ —T A A%
. HIER, EETERET IR EA =2 — 2R LET, ZOAS L F—T A ADIPT KL X
MEHNTP 7 = U —R%ESNET,

packetcapture

TTIAT VANEREN TSRy U —7 FTEZIESNTWS TCP/IP 7R E D37 v b
ERATZELTCHRRLET,
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passwd

NAT =A@ ELET,

pathmtudiscovery

INAMIUT A ABNRV e F—TNEFT 0 B—T M LET,

Ry v TI T AT =2 a UINRERBEEIX, NAMIUT 4 A O3 25 4 —7 2T
HIENTEET,

ping

FBESNTEAANERIZY— P72 AIZICMP = a—FREZXELET,

process_status

TTIAT LV ADT VT 4727w ADY A F&aFRrLET,

\)

Note -po< N, BHEE—FTOMEHATE 7,

proxyconfig <enable | disable>

Web 7 XL A F—TNVERIET =TI LET,

proxystat

Web 7' 12 % v OffRHER A FZ R LET,

quit, q. exit

TIOT 477w AE Ry va 2K T LET,

quotaquery
AT AVHNCARY =2 — b LR AR EZIZY) Y M T2 L £,
Choose the operation you want to perform:

*RESET : 7 RAFXF VT 4 —H X v v a2NIZHLIEEDTZ NI DI +—4% )y hLF
‘é‘o

*SEARCH : 7O F V7 44— X F v v alNOD2—P—2 M) DU R MEHRRLET,

*RESETALL : 7 EF VI 4+ —F X%y v a2PNOTRTCO NI ZVEYy NLET,
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\)

Note < L5 ¥ E— KT, CLIZD quotoquerylZ7 7 EALTWA LT TIA4 T A%
Tty NT25E. 74— Fa—F A0 I\ LFTHERLINATND & X, Blo I\ 28
LT, 779470 A% Yty NLET, EZE, 74—Fa2—HF—4

[vol:W2012-01\administrator@AD1] R RO0->728E, Vv bEFETT IR, 74+ —F
a—HP—ZxmE (] 2B LT I'W2012-01\\administrator@AD1] & LE7, V&> b
EFEITTHEA. TV 7 4 v 7 A Ivol:) I EH Y EH A,

reboot

T7AN VAT AT Y YV abk T A AT Ty al, ETHOTRTOS et 252
LT, VAT AEFEELET,

reportingconfig

VR—F 4T VAT AEBZELET,

resetconfig

TR OATHPRIBIC R E 2T L £

revert

Web AL —TF 4 7 VAT LD AsyncOS Z LARIORBEFHAEN RITET LET, it
IEFISERIRBET, TRTCORTER I BIOT —FR_XR—AZ2WHELET, Z0a~vr FOfH
FIZDWTIE, BARTD/X— 5 > D AsyncOS for Web ~DEILE SR L T 7E S0,

rollbackconfig
EANZHEELZ 10 DREDIH 1 D& — "y 7 TEET, 774/ FTlE, m—A Ny
7 REMREDN AN 2> TWET,

rollovernow

oJ 7y A)rEa— A —_"—LF7,

routeconfig

N7 4w T DHEIPT FLAEF = U2 A ZRELET, BEREINTWEL— %
FRrL., = Y BB, RE. Bk, 2V T7T57-008EA =2 —%#t L E9,

saveconfig
BIEORED A —% 7 7 A MIRFELET, RBEIZGLT, 2O77ANVEFRALTT 7+
NV REEILTEET,

FIPS &= — ROEZIHEEIE. XA 7 L — XU A7 3 9 o Mask passphrases F 721 Encrypt
passphrases %*‘Elﬁﬁiﬂ Lij—o
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setgateway

VDT T FNV N =2 AA R ELET,

sethostname

hostname /X7 A — X ZFRE L £,

setntimsecuritymode
NTLM GRREL VLD X 2 VT % EA, Tads) F£721F ldomain) IZEE L ET,

* domain : AsyncOS (X Active Directory RAA VNI RAAL U EX a2 VT 4 GHET IV b
fEer LET, AsyncOS TiX, Active Directory | Z DFE— R TR A h 4172 Active Directory
TN—TRTEMHT 20ERH Y £7,

* ads : AsyncOS %, Active Directory DRA 7T 4 7 AL /N—L LT RAAL U EFREGLET,

T 7 4V FEEIX ads T,

settime
VAT AR ERELET,
settz

BIEDEA LS — b AA LS = DNR—Va 2 FRRLET, B—hNV Z AL — iR
ETAHEMEA =2 —Z 4R L F 4,

showconfig

TARTOREMEFRTLET,

Y

Note - —H—D 27 L —XFMEELENET,

shutdown

BEHRAK T LTV AT LRV Yy F XA LET,

smbprotoconfig
Samba /X—3 = > 4.11.15 O SMB1 7' & b /bR — b2 FNEITEDIC L E T,
Choose the operation you want to perform:

« £%) (Enable) :SMB1 7'm kL& HECLET

« M%) (Disable) : SMB1 7’1 a2/l &#®EEhz LET
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smtprelay

NE N AR SNTZBETFA—/LDOSMTP Y L— R A MZHELET, SMTP VU L—R A MM
VAT ATHERENTZBAA—NLT 77— b &% WA T-DICHLETT,

smtpconfig
SNMP 7 = —% YU v A LTSNMP EXRZZIFTAND LI, a— BV FRANEHRELE
7,

sshconfig

BEHTELY—N—ORA M ERAN F—FT v a U EZHELET,

)

Note  AsyncOS 14.x 7°5 AsyncOS 15.x IZ7 v 77 L— K45 & 57 4L kO ssheonfig % 8 T
TET, Ty T L— N, SWA TEAEZKATT DEATC, ssheonfig fEZ A — kI TV
HEICHBETHILERNDY F7,

sslconfig

[/3— =2 > (VERSIONS) ]:SSL/TLS N— 3 V2 HN/MEhC LEd, 047> a v afH
ALT, ROYP—EAD SSL/TLS N—V a VA EITEHICTE ET,

« [LDAPS] : % =7 LDAP H— b A (FEiE. JMIREFE. SaaSSSO, BL U EXaT7ELEY
T ERED)

o [7 v 77 —% (Updater) |: EHP—E R
«[WebUI] : 777 A7 AEH Web 2— W' —A L H—T = A R
« [RADSEC] : & =7 RADSEC ¥ —t 2 (GRIE, #MARFEE &Tr)
* [SICAP] : £ =7 ICAP #—E' 2
c[FuFxs (Proxy) |: FEFLH—ER (EX2T7 2547 MNIOHTTPS 7k &
07 A AAEROR SbEETe) |
[ 5 (CIPHERS) ] : Cisco Secure Web Appliance TH—E 2D S 4R E L £,
e R, ROV — 21Tk L TR TE £,

eFuXy  FuXxl FuXxs Y- (X2 T 7547 NAOHTTPS 7 u¥x b
a7 A U EROBE L EET) |

e NextGenUI : R Web 2—H'— 4 L H—T = A A

AsyncOS /X—3 = 2 9.0 LARTDT 7 4V s Ol HF1L, DEFAULT: +kEDH T,

AsyncOS N— 2 2 9.1 ~ 11.8 DT 7 4/ h ORI, RO EEY TT,
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EECDH:DSS:RSA: !NULL: !eNULL: !EXPORT: ! 3DES: !RC4: !RC2: !DES: ! SEED: | CAMELLIA
:!SRP: ! IDEA: |ECDHE-ECDSA-AES256-SHA: |ECDHE-RSA-AES256-SHA: | DHE-DSS-AES256-SHA:
!AES256-SHA:DHE-RSA-AES128-SHA

ZO%E. T 7 4/ O EX ECDHE B B OFRIC L > TEDLLIHERH D £97,

AsyncOS /N— 3 > 12,0 LD T 7 4V OB BIX, RO EFBY TY,

EECDH:DSS:RSA: INULL: | eNULL: ! aNULL: | EXPORT: | 3DES: | SEED: | CAMELLIA
:ISRP: | IDFA: | DHE-DSS-AES256-SHA: | AES256-SHA : DHE-RSA-AES128-SHA:
TLS AES 256 GCM_SHA384

EECDH:DSS:RSA: INULL: !eNULL: !aNULL: ! EXPORT: ! 3DES: ! SEED: ! CAMELLIA
:!SRP: ! IDEA: | DHE-DSS-AES256-SHA: | AES256-SHA: DHE-RSA-AES128-SHA:
TLS AES 256 GCM SHA384:TLS AES 128 GCM SHA256: TLS_ CHACHA20 POLY1305 SHA256

\}

Note

B LW AsyncOS N—2 3 UNZT v 77 L— RTLBEIZ, 774/ FOKEAAL — MEEH L
T, BEAL— MIHBIMICERTSINEE A, LEIO/NR—Y 3 U035 AsyncOS 12.0 LLFEIC
Ty L= RTLGEIE BEAAL— FEROLDICHEFTL5Z L 2HERLET,

EECDH:DSS:RSA: |NULL: !eNULL: ! aNULL: | EXPORT: ! 3DES: ! SEED: | CAMELLIA
:!SRP: ! IDEA: | DHE-DSS-AES256-SHA: | AES256-SHA : DHE-RSA-AES128-SHA:
TLS AES 256 GCM SHA384

EECDH:DSS:RSA: !NULL: !|eNULL: | aNULL: ! EXPORT: ! 3DES: ! SEED: ! CAMELLIA
:1SRP: | IDEA: | DHE-DSS-AES256-SHA: | AES256-SHA: DHE-RSA-AES128-SHA:
TLS AES 256 GCM SHA384:TLS _AES 128 GCM SHA256: TLS CHACHA20 POLY1305 SHA256

FALLBACK : SSL/TLS D7 4 — /L Xy 7 A7V a VERNEITENC LEd, 4 1x—T LD

AN
= ERN

JE— h P —R—=LDi@EIE. N Fy=d 7 0EWE, BRbE<EREENTWA 7 1 b

T F— ANy T LET,

Ta halX=g NI IGAT v hEY—R—Df TxrIv—FENDBH L, EEOMEN
BRI T Ry oA 7 BRI TAFRRERH Y £T, ZOF T arBAX—TILORE, 7

[=EN

X UTHERTEINTWA TLS/SSL 71 Fa LD bR AA— g U2 L Tk 23
HET,

)

Note

AsyncOS 9.x DFTHA A h—LIE 74— Ry 71 3F 73V FTF 4 =T MICRESH
TWET, 74— AR I T a B HURIDON—Va rhoT v 77 L— KT 5854,
BEOBREMEFFINET, £ TRWESE, 2E0V 04T arRnni—ya rhib
Ty T T VU= RTDHEAE, 74— NNy JIET 74/ N TA F—TIHESINTWET,

ECDHE : LDAP T® ECDHE W55 D A2 G 713 Bz L E T,

ZFDHOY V —ATEMOECDHKE 5N AR — I TWETR, BIMORELE & HIZRH X
AT H5E D4 BT & fFE 2N R T, % = 7 LDAPERIEE HTTPS R 7 7 4 v 7 1H 5 OsHIZ,
T ITAT AN R 7 a— AT 555050 £3, BIMORE SO EIZ OV T, SSLO
BIE ZBRLTLLIEEN,

INLOMERSDHARINT. 04Ty a &2 HH LT, —FFE =M ORE T ECDHE B
BOHHET 4 =T NCT B, FFARF—T T LET,
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ssltool

TFIA T AD CLI BRI OPENSSL 2w > REZEITL., SSLEHRID R T Ty a—F 4
VI ERITWET, ssltool <2 RIZIX, ROV T a<wr RBRPAEESNLTWET,

* sclient : Z#UiX openssls client 2> RO CLIN—Y 3 > CF, 77747 A%MH
HPICERE SSLTLS A L CUE— F AR MIHER L ET,

* comManD : openssl s_client 2~ R&FAT L £9, KD openssl s_client =~ > R34
A—hENEJ,

-connect, -servername, -verify, -cipher, -verify return error, -reconnect, -pause,
-showcerts, -prexit, -state, -debug, -msg, -tlsl, -tlsl 1, -tlsl 2, -no_ssl2,
-no_ssl3, -no_tlsl, -no_tlsl 1, -no tlsl 2, -tlsextdebug, -no_ ticket, -status,
-save, -noout

P AR — h 415 openssls_client 2~ & ROFEMIZOWTIL, A T4 ~AVTE2SR
LTL7ZEN,

N

Note .ommana DFEITH, —save A7 a vV EFEHLTHIEZ 7 7 A4 012
RIFCEET, RSN T 77 A NIT 7 ®ATDHZLIET
EFEHA, ZhborT 77 A%, A3 BR— K F—AIC
FoTTF Ry ZIEHENET,

e HELP : LV ER AR L F 7,
* CLEARLOGS : ssltool [l X o CAMINI=T X Cor 7/ 2HIBELET,

status

VAT AT —H A FRRLET,

supportrequest
PR — FEROEBEBFA—/VZCisco N AF~—PHR—FMIEELET, T, VAT LG
BBLOT I~ VREDaA—NEENFET,

(AT ay) y—bERERESAZEETLHE., VAT LEREFREFROKREX Y MR
P—ERAERICHEEIZENSNE T, ZOFBRITZIP TEMFIN, FIPEZHFEHALTYH—E X
FRIZT vy — REnET,
tail
0y 77y ANVDOREERRLET, I~ Ni, 0F 77 AN/ EBNRT A= L LTEITA
nEJ,

% 1

example.com> tail

Currently configured logs:
1. "accesslogs" Type: "Access Logs" Retrieval: FTP Poll

| BEE AR R T
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2. "amp logs" Type: "AMP Engine Logs" Retrieval: FTP Poll

Enter the number of the log you wish to tail.
[1> 9
Press Ctrl-C to stop scrolling, then "g° to quit.

Thu Dec 14 10:03:07 2017 Info: Begin Logfile

“CTRL-C” + “q”
i 2
example.com> tail system logs

Press Ctrl-C to stop scrolling, then "g° to quit.

Thu Dec 14 09:59:10 2017 Info: Begin Logfile
“CTRL-C” + “q”

tcpservices

BTN D TCP/IP H— B R T A HEREF R LET,

techsupport

Cisco D AZ<— P HR—= "NV AT LTIV BALTC I I TNV 2a—T 40 T RETEH L
N, —Re 7R A R L £,

testauthconfig

FFEDFRFEL NV A TEFRINTZFEEY — N — I LT, ZOLIVLADREXEET A M LE
7,

testauthconfig [-d level] [realm name]

FFa v ERERTICav RE2FETTHE, HESNTWVDHARIEL/LLDY A RPRRRS
NHOT, OV ARDPLBERTEET,

TRy T 777 (- a) XTI ANy TERO LR HESNE S, HETELLLD
FHHIZ0~10 TT, FEELARWEAIE. LV OBMEASRET, LUL0DFEAEIT, o~
RICE o TR EIFRBDSR ENET, T A FRENKWT 2 &, KMOFRN —EFRR S
ET,

\)

Note

VEIRPEINCDI, BIOT Ry 7 L~ il LT &N,

LAR_AOFREATAZEEHIELET, RT TN a—TF 4 7 DD S SIZEEM RN
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tuiconfig tuistatus

IhHD2o0a~y FIZHOWTIE, CLI MM Lz i) — - —35I OFERRE CTaldi L
TWET,

traceroute

TtV A @B, ERANETONRREZLEST, PNy P2 FL—ALET,

trailblazerconfig

trailblazerconfig I~ R&EFEHTBH L, HLV Web A > ¥ —7 = A ATHTTP & HTTPS
DR—F =N L TCRERER & EEEREN—T 4 TEET,

)

Note F 7 %)L N C. trailblazerconfig ®WCL]l =< RIZ7 7oA T ATHNNI > TWET,
help trailblazerconfig A¥ Y REANTH L, £ T4 ~NVTEHRTEXET,

ESCIIRD XL 912720 £,

trailblazerconfig enable <https port> <http port>

trailblazerconfig disable

trailblazerconfig status

T,

tenable' (X, 7 74/ @A — bk (HTTPS: 4431 & 721X HTTP: 801) T trailblazer % 31T L &
7

"disable' | trailblazer & T L £

'status' |X trailblazer D AT —H 2% F = v 7 LET,
N

Note 770'34TVX'/C“trailblazerconfig o< ]\;&ﬁé‘j”: Lfb\éi};?/ﬁ\\ U7 = A NURLIZIEA
A NGNS 7z HTTP/HTTPS AR— hE SN EEN £,

TIUVOEEE ALV RIZT LD, LFOWTNNDAT v 72T TEET,

*Web A v F =7 = A ATHEASNDOFEAFELZARL, HILVWT T Uv¥ U YT
https://hostname:<https_api_ port> (3] : https://some.example.com:6443) O URL *%jc%f
{%Hq LT%E%%%%?@LE#O Z :’(“\ <https_api_ port> & [7\\ b4 }\ U—7 (Network) ]
>[IPA »H#—7 = A A (IP Interfaces) ] TRRE STV 5 AsyncOS APIHTTPS AR— T
¥ E72. APLAR— b (HTTPHTTPS) 237 7 A 7 V4 —/LTHAN TN D Z & 28 L
£,

d 3:7 + IV kT, trailblazerconfig OCLI 2~ Fbi77°’747‘/7xf7ﬁ§ﬁ01f£oflz\i
9, HTTP £72X HTTPS R— "B 7 7 A 7T 74— /LTI NTWE Z & 2R LET,
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Fo. TTIAT VAT VB AT HEOIZHEE LA A M % DNS S— =03 gk ¢
L L EMRLET,

trailblazerconfig @ CLI 2= RBNMENIZ/e > T BE. CLIZf#H LT
trailblazerconfig> enablem~ > N2 FE(TT 52 L2k V., LITOMELERECTE £7,

HEEDT T 7P T APLAR— b OEROGEAEZIBINT D LERH 5,

e ZNXNA[EHE. E—T7 VAN, FRIEFIT ey VA MON—VREHTLEEIC, LA
—Web A X —T ARV EAL LY FERB,

« Advanced Malware Protection L' /R — h =D A MU w7 RX—[ZF — RN EENR Y,

updateconfig

ToTTF—r BIOT v 7L —FE2RELET,

updatenow

TRCOaryR—x bEBEHLET,

upgrade

AsyncOS V7 b =7 7w 77 L—KRK&EAf A= LET,

downloadinstall : 77707\‘1/*‘ F‘/\E"yﬁ%“/“%ﬁfﬁ‘/ﬂ% f‘b\ EUH%E@:/]) A }‘*‘/1/[/35—’9,«0
download : 7 v 77 L— RNy —U%kFyra—RL, B TA ANV TED LI IRT
L/\i‘a—(]

WO a~y ReE AT 5 E. 2O Secure Web Appliancel 23 F I BE/R T~ 77 L— K %y
F=YOYAMRERRINET, AT LNy =0 NIFFEANLTED/ Ny r—

VEBEIRL, Enter ¥—%&2WLFET, ¥Uuruv—KKRB3Rw 77 I RTHRGENET, ¥vU
2 F‘EF'W_\ ‘3_7:"\7:/ R downloadstatus & canceldownload %'fiﬂ%f% ij‘o

%?‘)“: downloadinstall %L’]\jj Lfi%/ﬁ\\ &\‘]7:/13— ]\75’%7‘3‘5 &/]) A ]\_‘/1/75§E|]H§:@:Bﬁ
HENFET, download AT LIEEGAIE, #Ura— RETERHI2 OO a3~ K (install &
delete) PMEHIFIREIZ/R Y £77, install EANTDHE, LHNCH Y rm— R LTy r—
DAL AR=NAWBBLET, delete EANT DL, LRNZH T m— R LTy r—U00

Secure Web Appliance? & HlIfR &AL E 7,

userconfig

VAT LEHEERELET,

version

—RIR S AT DER, A VA F—ILENTWEV AT LAY 7 T2 T7ONR—V g BEIW
=N DEHFRLEFRLET,
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weccpstat

all : 9T WCCP (Web Cache Communication Protocol) ¥ —E R 7L — 7 D EE R L
\i ﬁqo

servicegroup - tﬁ’ﬁiﬂ@ WCCP H—1t & 7/V“—7O@§¥%EH %2‘%% L/iﬁ—o

wehcache

TaXT F Y v a2 ONBEMRELIIERLEZD, T IATVALF Yy v 2 IRV R
AL EURLZHELET, BHEFIZEEOURLEZ I BXL Ty v anbiiELzn, 7
02Xy Fyy VallBELRWVWRAAL R URL #EETX £,

who

CLIBLEOWeb A v Z—T =2A A By arOmMFIcoNT, YATAIa s/ 4 LTn5
a—Y—EFRrLET,

N

Note K- —H— % HKKI0DFEEEEy a2 LNTEET,

whoami

a—P—fFREeFRRLET,

| BEE AR R T
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



