AT LEEE

ZOETHHTIARIT. RO LBV T,

« VAT LEPE 27 DEFT (1 =)
«Cisco 7 77 RWebtX=2UT 4 70X ~DT FT7A47T 2 ADHEE (95 2—)
* Web ZROMRATZAE (104 <X—2)

SATLEBIRY DET
ZOETHHTHNEIL, RO LB TT,

« VAT DEHOME (2 3—)
T T ITAT VAREDRIE, m—F, BXO®I Yy b Q=)
« Cisco Secure Web Appliance 7 A £ A (6 2—)
BT TTAT U ADTA A (39 =)
o VE— MERBRADAEE (40 ~—)
=W =T HUL NOFH (41 <—)
e 2—HPF— TV T LUADER (48 2—)
BHEORE (48 X—)
c2—Y— Xy hT—27 TR (51 X—Y)
EHENRZTL—=ZADY v b (52 3—Y)
ERENTA v E—VORET RLADRKRE (52 5—)
« 77— hDEH (53 —2)
« FIPS Compliance (64 ~3—73)
« VAT LD HBEOER (66 X—)

* SSL OFRTE (67 =X—7)

27LEE I}



B xrremom=

REFAEOERL (70 X—)

« AsyncOS for Web D7 v 77 L— T v 75— kK (76 <—)
« LLRTD/N—30 2 > D AsyncOS for Web ~D T (85 ~<X—)
*SNMP ]l L7 AT AOREDOE=H 1 7 (87 <—)
*Web N7 7 (v ¥ v (Web Traffic Tap) (90 ~—77)

cHTTP2.0 71 Fa/LDFEE (94 =—)

VATLEEOHME

SYU—RTFIAT VA, VAT WEBAOEEDY — L ARG LET, [V AT LEH
(System Administration) ] % 7 OHREIL, LLF DX 27 OEB A T L £,

T TTAT VADRIE

- hE—

e =P —TH T bOBEM, k. B LOHIER

*AsyncOS Y7 b7 =T OF v T L—RET v TTF—h

« VAT LA

TFIZATUORABREDHRE. O—F, 8&UUEY b+
Secure Web Appliance D X TOEREIL, 1 OOXML 27 4 F¥al—yar 77 A LVTEH
TEET,

« T T TAT v AREDETR L HI, on page 2

T TTAT VARET 7 A IVOLRAF, on page 3

T T ITAT VARET 7 A NMDu—F, on page 4

T T ITAT U AREDHMRET 7 40 b ~D Ut v I, onpage 5
TITZAT VRAEEDRT EFHIR

Procedure

ATvT1 [V AT LEE (System Administration) ]> [E DY~ U — (Configuration Summary) ] Z %L F 7,
ATw T2 VLEIZSL T, [REDY~ U — (Configuration Summary) |~2— % FRE2IZHRIL £,

B o Rx7LoEE
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77547288771 L05%E |

TFISATUORBREI7AILDRE

Procedure

ATY T [V AT LEH (System Administration) > [fX€ 7 7 A /v (Configuration File) ] Z 3R L £,
ATY T2 [REZ 7 A/ (Configuration File) | DA 7 a v ZRELET,

TFoay

Bl

Ty AN A T g D

=

E

RS IVIZGRE 7 7 A WV OMERE G 12N L £,
(FRERIRET A= B a— R T AN T —

K (Download file to local computer to view or save) ]
[T ANEZDTTTAT A (wsa example.com) (ZPRTF (Savefile
to this appliance (example.com)) ]
o [7 7 ANE AL TEE (Emailfileto) ] (1 DX 7213 EEKOEF A —
VT RUAZEELET) o

XA T L— XA 5
DIEE

[RETFAILTIRRIL—XEITARAY T % (Mask passphrasesin the
Configuration Files) ]

P T AR= P EIREFESND T 7 A VT, LO/NRAT L— %
[wrk | (ZEXHZ FT, NRATL—ANT AT SNTERET 74
JV % HHE AsyncOS for Web IZ) B — R§ 5 Z L X TEEH A,
[REZ 7 ANVNO/RAY — R&;51t3 % (Encryptpassphrases in the
Configuration Files) ]: FIPS E— F2BFRZ SN TWDHGHAE, ZOA
7va UAMERATREIC /2 Y 97, FIPS E— ROAEEIZ OV T,

FIPS & — FOAME E 7213 ELE , on page 652 B L T 72 &V,

Ty ANMGBA T a DR
N

RIET 7 A WA FT 2T 2 HEEZERLET,

(VARTLIZEKYEREN-T 742 ZEEM (Use system-gener ated
filename) |

[A—H—EFREI7AINELEEMER : (Useuser-defined filename:) ]

ATw 73 [Submit] 7V v 7 LET,

2705t |l
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B 7557 2x8%771000—¢

FISZATUVREEI 74 ILDO—F

A\

Caution

\)

WEEZR—FT5&, BUEOREN T N TRABICHIBRESNE T, LUTOBELFTT DRI
EafFd 2 Z LM< HELREL £,

RGOV V=AM BRHDO Y ) —RACHREZ— FT5 2 L3R LEEA, 22T v 7T
L— 9% LR ORE L RFF CTE E7,

FETEL LR T 7 A Ve — RT 5L, N7 3—~ 2 X LEEREORBEN AT 5 T HENE

Note

\)

HHMOHAI L 74 X2 —2ar TrANLND, TT5A TV AOBREA A =L ENT
WAHNRN—= g XD URL A7 Y Oty hOHWNN—=T g NNZHESWTWEEGE, 207 4
X2l —valr ZrANDRY =L IDPAHBRICETINIBELRHY 7,

Note

Procedure

RET 7 A NVER— N5 & ZREERGET 7 — 0384 LI25E81E, FEHEOL— N CA %
Secure Web Appliance DEHH SN2/ — F 7 4 L7 RUIZT v 7 u—RLThb, REZ 71 /V
FREo—RNLET, V»—hFCAZT v7r— RTHHEICHONTIL, GEHEDE P, on page
102 LT IEE,

ATY T [V AT LEH (System Administration) > [fX%E 7 7 A /v (Configuration File) ] Z 3R L £,
ATw 72 [E% 11— F (Load Configuration) |47 > g btn— KT 77 A Va2 8IRLES, (F)

Note

¢ RAT LV —ART AT IR TWNDE T 7 A Ie— R TEEHA,

« 77 ANMTITLL T DO~y X —NRBTT,
<?xml version="1.0" encoding="I30-8859-1"”?> <!DOCTYPE config SYSTEM “config.dtd”>
Frz, ELL 74—~y hERlz config &7 3 b LETH,

<config> ...your configuration information in valid XML </config>

ATy T3 [m—F (Load) 127V 7 LET,
AT T4 BREINDEEEHRBLET, LEOEREZMB LD, [KifT (Continue) 127V v/ LET,

B o Rx7LoEE



| v257L8%
7547 vAgEOREETF I+ L~y + [

TFISATURBREDHERABET 7L EADY Y
TTIAT AR EEY By b DX, BBFEOXR Yy N =V RELRFFT 2008 5 0 Ak
WTxET,
ZOT7T7varTid, aly FTAXNEELD FH AL

Before you begin

TTTAT o AMNAEBEDOLFTICHREEZRFELET,

Procedure

ATy T [VAT LEH (System Administration) ]> [f%7E~7 7 A /L (Configuration File) ] Zi&R L £,
ATv T2 FHEWKCAZv—L LT, #EDY > (Reset Configuration) | &7 v a v aF R LET,
RATYT3 XR=VIRKRSNERE TS, A7 a v BRLET,

ATy 74 [VEy b (Reset) |27 V27 LET,

BEIT7AILDINY T T v TORE
BRET 7 AN I T v THEREIZEID, IRTCOEETT I, T 2 ADORENTLH I, B
HEOBREZ 7 ANVEY B HWVERET 7 AR, UVE— MIELEINTZ Ny 7T v 7 h—r3—(C
FTP £721% SCP CEEENE T,

FIE

ATY T [V AT LEH (System Administration) > [fX%€ 7 7 A /v (Configuration File) ] Z 3R L £,
AT T2 [REDNNY 7T v 7 DOHZME (Enable Config Backup) | F = v 7Ry 7 A4 LET,
RTY T3 BET 7 ANMINRNRAT L= 2EDDHEAIE TV (Yes) | ZBIRLET, RET 7 A NDDL/RAT L—
RuBINT 25 B Wz (No) [ 28R L £,
ATy T4 B HEZRIRLET, ROATva v fERTEET,
«[UE— R~ —s3— EOFTP (FTPonRemoteServer) ]: FTPARA 4, T4 L7 )| a—F—4 B
FORRT L= AN LET,

«[VE— hHP—,3—EDSCP (SCP on Remote Server) ]: SCP R A b, R—F&EF, T4 L7 b,
BLORa2—H—HE2 AT LET,

o [FA F¥—F =77 (HostKey Checking) ]:SSH L, EHEIN/ZTXTOFRA D ID DT —H~X—
A% SSH N HEICHERF S L O T =y 7 LET, A MF—IL, 74 L7 bV [sshiknown_hosts (2 &
HAa—Y—DR—LT 4 L7 FUIRFSNET,

[VE— h¥—,3— LDSCP (SCPonRemote Server) | ZEIR L, [FAA ¥ —F =7 ZH2Mt (Enable
Host Key Checking) ] ##IRT 256, ROA T a V2 TE£T,

I 27LEE I}



vRTFLEE |
. Cisco Secure Web Appliance 51 > X

«[E&) (Automatic) ]: A A bk F—|% Cisco Secure Web Appliance (Z & > CTHBIWIZERESINE T,
« [FE) Manual) ]: AA FF—Ta2—F—RFHTANTEET,

B #5595 &, Cisco Secure Web Appliance (£ VU E— bR A b EOEEINTZFX—7 7 A /VIZEBN
T 5HSSH X —Z#fELET, ZNIcLV, HikK~ 7 A /L% Cisco Secure Web Appliance 25 U E— k7
A M7 vy r— R T&ET, 3BZORME. SSHITHEH LI LDH DT XTORZ FOFBIE®RE
Gl T — A R—A%HMR L, Ty LET, FAMS—L, T4 1727 U Lsshknown_hosts (2 & %
=P —DR—LF 4 L7 b VIRIFESNET,

ATy 5[5 (Submit) 127V v 7 LET,

CLI 2~ KD configbackup AL TCEREZT 7 ANV I T /7offk§ﬁg%ﬁ§§”:j—é ZEHLTEET,

Cisco Secure Web Appliance 51 > X

A — KNV T NTx=T IARV T (62—)

AIX—b YT b7 54DV
« 2 (Overview) (6 ~—2)
» Cisco Smart Software Manager COD7 77 A 7 > ADEk (10 ~<—)
s TA U ADHER (13 X—)
+ Cisco Smart Software Manager 7> DT 7 7 A 7 ADXERERR (14 ~—)
» Cisco Smart Software Manager TD7 7T A4 7 ADO ARG, (14 =*—)
HREREDEH (15 °—)
o« WOAE L AEFIEOT R (15 —)
HEEET A B AD TR (15 2—Y)
e Av—h =V hOEH (23 5—)
77—k (23—Y)

e AU RIA U A E—T A X (24 —)

BZE (Overview)

A=Y T NUx=T FA48 VT HEHT 5L, Cisco Secure Web Appliance® 7 1 & >
A=AV RACEHBIOE=4—T&Ed, A= VT M U=T IA 0 RET 7T 4
763 5121%, Cisco Smart Software Manager (CSSM) TT 7’7 A4 TV A& BEkT HMLENH Y
9, CSSMIL, AL THAT 2T _RTOvAafllficonT I A & ADFEMEZFHT 5
—TfbENTZT —FR—=ATT, Av—h T4 RAZMEHTH L, BEFERIEY— (PAK) %

B o Rx7LoEE



| v2x7468%E
= (Overview) .

i LT Web A b CEBNZEGRT DO THEARLS, H—D M7 U THETLZENTEE
7

T FIAT LV AEBGETHE, TTIAT LU ADTA L A5 B L., CSSMAR—Z LIRHT
TARADHHRNEZER CTEET, TTITAT VAL VA =L EINTNDH AT — |
TV ML, TTIAT AL CSSM 28t L, 7 A & ARG T 2%
CSSM LT, CSSM 2MEHRILA B CE D L9 ICLET,

Cisco Smart Software Manager (22N Tld,
Hitps://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html

ZZHLTIEEN,

188D HHIIC
CHIROT 74T oAb A =3y MR TE L5 Z L 2R LET,

Cisco Smart Software Manager 7~ — % /L (https:/software.cisco.com/#module/SmartLicensing)
Ty Aa B— /LA F—AIZHWEDE S0, Cisco Smart Software Manager %7 7 1 k%
Xy hU =71 VA R =L LTL EEW,

Cisco Smart Software Manager O =—— 7 5 7 > h DEARL E 72 1% Cisco Smart Software
Manager 7 7 4 FDA A N —/LOFERIZDOWTIX,  Thitps://www.cisco.com/c/en/us/td/
docs/wireless/technology/mesh/8-2/b_Smart_Licensing Deployment_Guide.html] % &/ L T<
2,

FTA B AOMERRGUCET DM EZEREA ¥ —F% > MEE LTS Rna—F ol
A, CSSM pED Y71 » b 24292 Smart Software Manager 7 74 &4 7 1L 3
AA VA R=NTHIELTEET, YT IA NT TV r—varazdyra—RLT
BMALTHIL, A2 =3y FEMALTCSSMICT — X 2XEETIT, 71 R%
0— AV TCERIEHTEET, CSSMYT T4 ME, 1FHEZ 77 RICEMBICEEL
7,

~

(GE)  Smart Software Manager %77 7 A K &3 %354, Smart Software
Manager %7 7 A |k Enhanced Edition 6.1.0 Z i/ L T 72 &0y,

T ITIALT VADYVAT A Iy 7% CSSMDY AT A 7ayr ERIEEANERD
NET, TTIATVADVAT A 77 ECSSM DY AT A 7ay 7 OFT L, A
< — b TA B REBIEORBROIER & 720 £,

GE) Av¥—Fy MIEEREL TTax U REATCSSM IZEHT 256, [VATLEHE (System
Administration) 1>[7v 79I L—FK&EF7 Y TT— FDERE (Upgrade and Update Settings) ]
EHEALC, 7794 TV ACRESR T AHA7uad v LRI e X v 2 AT H0ERH Y
i‘j‘o

I 27LEE I}
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. BZE (Overview)

\)

6=

R —F—DGE, HTLWPAK 7 7 A /v (il EITHER) 22ET5720N ., 7141
ATy ANEER L, TTIAT U ADT7 7 A NVea—RLET, 77 Eu— KL%k
1Z. PAK ZA~—F A B RAICLEHT HZVERHYET, A~v—h T4V A EF—RT

X, 77 A Dua—Fh, S48 R Ty A VOMEEFT— © 7 v a ATEHR S, GEHER

WOBPER S ET,

A4t RAFH
Cisco Smart Software Manager (CSSM) 7" —# /UIZHEkiH 3712, Cisco Secure Web Appliance TH
N2> TODRED T A B A FRITEEY, ZHUTEIS, A Z—Fy FRIERT A
AL DBENLWEEIZEX 2T RSN v BT — 2 BHRIZ Cisco Secure Web Appliance
ERHT 22— —I2L > THETT,
BEEZ A B A, ROWVWTRNAOE— R TTRTEET,

[BETA B ADTHI (SLR)  (Specific License Reservation (SLR)) |: ZDE— R&{#H

LT, FEDOHIMOME~ DOfkre ( THTTPS 5] 72L) OIA L A& PRITEET,

s [KATAEADTH) (PLR) (Permanent License Reservation (PLR)) ] : & DE— R&ff
HALT, TXTOHEDT A B AZKAITHTEET,

Cisco Secure Web Appliance T7 A & X% PHIT 2 FIEDOFHEMIZOWTIL, g7 A 20
TH (15 ~—=) Z2ZRLTIZEN,

TTIAT VA L TCAS— VT b7 T4V T EREDCT ST, ROFIE
EEITTHOMLENDH Y F97,

BERNE FHTER
AT w72 Cisco Smart Software Manager | Cisco Smart Software Manager C
TODTTITAT VADRE | OF 7547 A0 (10
)

(A7FTvay) 2773 MBS UC, Cisco Secure  |[BEEEZ A B 2D T4 (15
Web Appliance THERET A & o | ~—2)

A TRTHIENTEE
Er

AT w73 TFAEL A BEREX—) OB | T4 B ADER (13 2—
K V)

B o Rx7LoEE




| v2x7468%E
23—t v7rz7 S14tvvvvosx—Tuit ]

AX—hr VYT T7 542 TDA4 =TIk

FIE

ATy T [VATLEE (System Administration) |>[AY— kY7 bz 754 2225 (Smart Software
Licensing) | &R L £7°,

ATV T2 [A~v—F VT =T T4 7 OA%ME (Enable Smart Software Licensing) ] %27 U v 7 L9,
Aw—RFN VTR x2T FA B TOFEHMIHONTIE, AR— M YT MYTT SAEU U TDEM
DYV xE 7))y LET,

ATV T3 A~—KN VT =T T4 TIZONWTORERETATZE, [OK] 227V v 7 LET,

ATy T4 BEREEREFELET,

RDBRY

AR—=hIY T NT=T FAR U TERNTDE, 77397 T4V A E—RDOTART
DHEEN A~ — K T4 X E—RRTHHEIWIZHEARREICRZVET, 79V v 7 T4k
A E— ROPfFL—F —DHE, CSSMTT T4 T LV AT, A~v~—F V7 hU=
T I TERERMETTE 5 90 HMORHMEHM A H Y F3,

HhIR R KOG o BIR ORI, — &R (90 BRI, 60 Brj. 30 BHAG, 15 BRIl 5
Hal, BLOEKEH) CEREDRERSNET, fMEMBOM E 213K T#IZ, CSSMTT 77
AT U AERETEET,

| 27LEE I}



. Cisco Smart Software Manager TD7 754 7 U AMDZ 5k

\)

GE) c T T TRV AT RIEBI DT VT AT IRTA L RAEFFRNT 7T A
TUADFRHA—Y—DOHE, A= YT b =T T T HEBREERICLT
b AHEMREITRES L ERA, 7TV TARVRE=RICB BT /T 47727
AV REROEIT T TA T ADY FE— P — ORI, FHEMIHE SRS E S,
BURART 774 7 v A a—PF =R 2z — b T4 & ABREOFM 2 AL 5581213,
VAA T NVAF—LITEK L, AR —F TATY MIFHET A B A EBIML T
EV, BT A £ AR, BRI AT S kT

T TIAT UV ATAY—F T4V VU THEBEEZRNCTDHE, Av—h T4V
TSI T390 T4 08y 7= RIua—nN Ny 7T ENTERIARDET,

s A — b TA B ARBEANCT DL, ROWRENHBICHFEBSI S ET,
* Secure Web Appliance Web L' B =7 — 3 3 7 ¢ /L'Z (Web Reputation Filters)

« Secure Web Appliance 77 1 /L A%I3K  (Sophos)
* Secure Web Appliance 7 1 /L A%} (Webroot)
* Secure Web Appliance Web 7’12 %3 & DVS = v
* AsyncOS 73— = 7 15.0 TiX, #7 L\ Cisco Secure Web Appliance (AR B2k L CA~—

FIA B AEAMMITEET, 77397 T4 RBLATIEHY FHA, FEMIZO
Wi, TOverview of Smart Licencing] 77 3 a3 U IZH DRI 2 S L TS &0,

Cisco Smart Software Manager TD7 754 7 > AN &%

77 A T A% Cisco Smart Software Manager (CSSM) (T8 &T DITIE. [ AT L& R
(System Administration) | A =2 —TCA~— K V7 U =T T2 THEEEZ AT
HILENRHY £,

\)

GE) B DT TGAT LV AEH—DA VAR L ATREETAZLIITEXERA, 75T
A% 1 OTOREKTAVLERDHY 77,

o FIEPREROBIIAFNI1FETT, BEOERL, T 774 T U AN CSSMIZE#H CTx 545
By 6 AT EICHEBIMICE T NE T,

FIRr

ATy 1 [VRATLEE (System Administration) 1> [AYX—k Y7 kD27 5S4t 2% (Smart Software
Licensing) ] iR L £,

AT T2 [A~— T A 2 AD%4EE (Smart License Registration) | 4 7Y a V&R L £,

B o Rx7LoEE |



ATvT3
ATv74

ATvTH

ATvT6

Cisco Smart Software Manager TD7 754 7 A D&% .

[#78 (Confirm) 127V v 7 LET,

[N7 AR — Fi%E (Transport Settings) | #Z L4 555121%, [#wE (Bdit) 1227V vy 7 LET, kD
A TvarvEERTEET,

«[E# (Direct) 1: 7774 7 A% HTTPS #%H T Cisco Smart Software Manager (Z EH:H5 L £ 77,
IOF T aE, T7AN N TERENET,

[ FTURR—EF—FrI A (TransportGateway) | : 7773 A T L A% N TV AR—KF—hyx
A & 7213 Smart Software Manager %7 7 1 K& H T Cisco Smart Software Manager (282t L £9°, Z DA
Tvare@RUEGSE. N7 U AR— K F— U = A £721% Smart Software Manager 7 7 1 D
URLEZASIL TS [OK| 227 Vv 7T AMENRHY T, ZOA 7T a T HTTP B X OVHTTPS %
YHR—FLET, FIPSET— FOHFA, TV AR— K F— T A ZHTTPS DA%V R — K LET,

N7 UAR—=K F—= U= AIZONTIE,
Https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html
EERLTLIEEN,

(AFvay) [TAM o H—T7xAA (Testlnterface) |: A~— h 7 A B AERICT 774 T A
ERERT D L XlT, [EBA ¥ —7 = A A (Managementinterface) | £ 721X [T —H A X —T7 = A A (Data
interface) | ZER L FE T, Z4UL, BEILV—T 1 7 Z2HL, A~v— I B ARITBET 256
WZOHBEH S IET,

GE)
DEIN—TFT 4 T BFIN 72> TORWGEIL, [T A M X —7 A A (Testnterface) | K v 77X
YUANTERA % —7 x4 A (Management interface) | 47> a v DA EMHTE T,

nJAy VT vy A LT, Cisco Smart Software Manager 78— 4 /L

(https://software.cisco.com/#module/SmartLicensing) (27 7 A LT Z&W, H LW b—2 U &2EHT S
WX, ZOR=F NV AT B 7>~ (Virtual Account) ] X— 28N L C [2f% (General) ] ¥ 727
JRALEY, TT7IAT VAHOREA VAL VARG N —7 v a—LEd, WA A5 2%
kb — 27 L OIERRIZOWTIE,
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment Guide.html %
ZRLTIESN,

Create Registration Token ®

Cisco Software Central > Smart Sof s . . - . s . [TestDem
This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's |
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account

Smart Software Lic L Produc
Virtual Account:

Alerts Inventory Convert to Description: Description

* Expire After: 30 Days
Virtual Account: . ~ formation;
Between 1 - 365, 30 days recommended
General Licenses ] Max. Number of Uses:
Virtual Account The token will be expired when either the expiration or the maximum uses is reached
Allow export-controlled functionality on the products registered with this token @
Description:

Default Virtual Account:

Create Token Cancel

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

27LEE I}
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NG

. Cisco Smart Software Manager TD7 754 7 > A D&%

ATV T TTI7A4AT L AZRY | [BEk (Register) 1227V v 7 LET,

Smart Software Licensing

Learn More about Smart Software Licensing

Smart Software Licensing Status

Registration Mode: "2/  Smart license (Change type)

ction: () | XA

Evaluation Period: (2)  In Use

~

Evaluation Period Remaining: 89 days 23 hours 42 minutes

~

Registration Status Unregistered

License Authorization Status: 2/ Evaluation Mode

-~

Last Authorization Renewal Attempt Status: No Communication Attempted

)

Product Instance Name:

-

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license) (Edit)

Test Interface: | Management v |

Device Led Conversion Status: .2/ Not Started

ATy T8 BEAVREIVREBHN—D U ETFA MRy 7 R T £,

[(Av— KV T7 U =T 74k 7 (Smart Software Licensing) | X—C, [T TIZEEZIN TNV DHE
HlE. ZORELA A X A FRER L £ T (Reregister this product instance if it is already registered) ] = v
IRy I A F NI LT, TTIAT VAL BERTHILHTEET,

Smart Software Licensing

Smart Software Licensing Product Registration

To register the product for Smart Software Licensing:
1. Ensure this product has access to the internet or a Smart Software Manager satellite installed on your network.
This might require you to edit the Transport Settings.
Product communicates directly or via proxy to Smart Software Licensing.
URL - https://smartreceiver.cisco.com/licservice/license
2. Create or login into your Smart Account in Smart Software Manager or your Smart Software Manager satellite.

3. Navigate to the Virtual Account containing the licenses to be used by this Product Instance.

4. Generate a Product Instance Registration Token (this identifies your Smart Account) and copy or save it here :

D Reregister this product instance if it is already registered

RDEZRY

USR0S I £, [Av— Y 7 2T T A2 (SmartSoftware
Licensing) ] N— Y THEHFAT —H ALK R TEET,

B O x7imE
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sstvznsk |

Smart Software Licensing

Learn More about Smart Software Licensing

Smart Software Licensing Status

Registration Mode: Smart license

Action: .2 | —_sSelect an Action—- v || Go
Evaluation Period: .2 | Not In Use
Evaluation Period Remaining: 89 days 23 hours 37 minutes

Registration Status (7) | Registered ( 16 Jun 2023 04:15 ) Registration Expires on: ( 15 Jun 2024 04:11 )

License Authorization Status: (2| | Authorized ( 16 Jun 2023 04:16 ) Authorization Expires on: ( 14 Sep 2023 04:11 )

Smart Account: (2

Virtual Account: '?

Last Registration Renewal Attempt Status: .?
Last Authorization Renewal Attempt Status: '?

SUCCEEDED on 16 Jun 2023 04:15
SUCCEEDED on 16 Jun 2023 04:16

Product Instance Name: .2/ | wsa276.cs1

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Test Interface: \2) | | Management v

SAEVADER

BT O ANERICHET LB, TTI9A TV ADBRED T4 B A 2ER LT b
RWGERH Y FT,

FIE

ATV T [VRATLEE (System Administration) >[5 4 >R (Licenses) ] Z&IR L £7°,

ATy T2 [REOTE (BditSettings) 157V v 7 LET,

ATFY T3 ERTDLITA B RTHIGTDH[TA B ADHEK/Y U —A (License Request/Release) ]¥|DF = v 7 R
JAEF AT LET,

ATy T4 [EE (Submit) 1227V v LET,

Licenses
e —

License Name License Authorization Status ' ? License Request | ?

Secure Web Appliance Cisco Web Usage Controls Not requested

Secure Web Appliance Anti-Virus Webroot Not requested

Secure Web Appliance L4 Traffic Monitor Not requested

Secure Web Appliance Cisco AnyConnect SM for AnyConnect Not requested

Secure Web Appliance Secure Endpoint Reputation Not requested

Secure Web Appliance Anti-Virus Sophos Not requested

Secure Web Appliance Web Reputation Filters Not requested

Secure Web Appliance Secure Endpoint Not requested

Secure Web Appliance Anti-Virus McAfee Not requested

Secure Web Appliance Web Proxy and DVS Engine Not requested

Secure Web Appliance HTTPs Decryption Not requested

Cancel

ST LBE
|



B> tzx0uu—x

RDBERY

FA oA, HIRBEE-HBRONI a7 T 47 v AEK (00C) T— RIZz2Y .,
£T A4 A230 BREIOW TR 2SR S E 3, AR L TN00C 1R 0 R O Hif
12, —EOMR (30 Bai, 15 HAG, 5 HAl, BXOEKH) TEINREFRINET,

OOC M THWIRI OGN WME L &, T4 B AFEHTE T, B2 FHTE R0 E
T, EEICH 9 —ET 7 EATHITIE, CSSMA—F L TIA 8 AET v 77— LT, @&
AEE T OMERH Y £7,

TFAEBLADY J—X

FIE

ATY T [VRTLEE (System Administration) 1 >[5 4 > X (Licenses) | Zi&IR L 9,

ATy 2 [FEOHmE (EditSettings) 127 VU v 27 LET,

RT9T3 VI —RFT5T7A4 B RIZHIET D [T7A B ADFER (License Request) [ FNIDF = v Ry A%kt 7
WZLEJ,

ATy 74 [Submit] ZZ7 Vv 7 LET,

Cisco Smart Software Manager "> D7 TS5 4 7 » A D& 5%

FIE

ATY T [VRTLEE (System Administration) |>[AYX—FY T bz 754122224 (Smart Software
Licensing) ] Z#i®IRL £,

AT T2 [T7vay (Action) | RKay 7 X oy UR R, BEMERE (Deregister) | Z3&R L, [F4T (Go) 1%
707 LET,

ATw 73 [Submit] %7 Vv LET,

Cisco Smart Software Manager TD7 754 7 > ADHEEH

FIE

ATV T [VRATLEE (System Administration) |>[AR— MY T bz 7541224 (Smart Software
Licensing) | Z &R L £7,

AT T2 [77vay (Action) | Fay7ZH oy UR D, Bk (Register) ] Zi&IR L, [F4T (Go) 127V v
7 LET,

B o Rx7LoEE



| v2x7468%E
gzuzozz [

RDBERY

Bk~ v AZ-OWTIL, Cisco Smart Software Manager TDT 7T A 7 ADXEE (10 ~X—
V) BERLTLIEEN,

ERETEX RN TV FIZBWWCIE, 77 I9A4 TV RADOREEZ VY FLERICT 94T A
ERETAHZENTEET,

CSSM CT 7 I7A4 T v AEBET HENIDI, F TV AR— MR EEEETEET,

\)

GE) Av—hF TA B ZREPEDN > TVABEEICD, NI AR— MNRELZEH T F
To 7T ITAT VANRTTIIREINTWDGAE, NI UVAR— MREEXZERTHITIE, 77
TAT VADBEREMRRT HMERH Y ET, NT VAR MNREZELLIZRIZ, 7774
T AT BBET HVNEND Y T,

KT U AR— FREEEF T 5 HIEIZOWTIL, Cisco Smart Software Manager THD 7 77 A 7
YADFEK (10 "—2) EZZRLTIESVY,

FREE & EEBAE DERT
Cisco Smart Software Manager C7 77 A 7 U A &Gk LI IZ, GEELZETH T £ 7,

)

GE) T IAT U APREFITRERSNIRIZOS, BAErEHTE X7,

FIE

ATV T [VRATLEE (System Administration) |>[AR— YT b2 7541224 (Smart Software
Licensing) | Z&IR L £7,

ATwF2 [7TUar (Action) | Rey X oy UR MG, et ~7 s a v ERIRLET,
D'L.\EIEE -7 _d- < E%ﬁ
FIRAEZS I CEHM

ATv T3 B (Go) 127V v LET,
RDRARY

HESAERADTH
s TA B ATRIOEIL (16 X—)

I 27LEE I}



B st x300mmt

FA B ATRIORE (17 X—)
c TARVATHIOEH (19 <—)
TA B ATRIOHIBR (20 X—)
TA v ZATROE (21 ~—)
FA L ARENEI - TA B ADEHIEREINLET (22 X—)
FA B AKNEH : TA B AOEDHRERTINE (22 —)

RI:SAEVADATF—ER

ATF—H R SR BA

AP 5T ATTHRIFEH TIIALT VAL TA B AOEREERIZEIT L, T4
U ADFEAERBINTWET,

R TTITAT VY AEITA B A E TR L TOER A,
T4 ' ATROFENL
15D B HIIC
Cisco Secure Web Appliance TA~—h 74 B F— KRBT ->TND Z & AR
L/ivg—o

GE) CLI T license smart > enable reservation T av s REERLT, #7422 TH
THIELTEET,

GE)  FRAFa—RZFTTIA VA b= L, A= TV T EHRNCLTOEHE, T34
AFHINE T S NI B ZRRRIC BBIICBAT L 7

FIE

AT v F1 Cisco Secure Web Appliance C [> A7 LA EE (System Administration) |>[A~—hk Y7 by =T Tk
2> 7" (Smart Software Licensing) | ~<X—IZBE L £,

ATV T2 [BEEIKANT A& AFH (Specific/Permanent License Reservation) | 473 a3 V&8I L £7,
ATy 73 [HEFR (Confirm) 1227 U2 LET,

B o Rx7LoEE |



| v2x7468%E
ssevzx3tosi ]

RDBERY
TA B ATRIORE (17 =)

T A B ATRIDE G

FIE

AT w71 Cisco Secure Web Appliance T [2 A7 L H (System Administration) |>[A~—hk Y7 hU =7 T4k
> 7" (Smart Software Licensing) | ~<—IZB#E) L £7,

ATv T2 ek (Register) 1227V v 7 LET,
AFw 73 [2—FZ&Zat— (CopyCode) 1227 Vw7 LT, VZ/xZAha—Kzabt—LET,
()
JZ A ha— % CSSM AR—Z /LTl L C&Ra— REARLET,
ATy T4 [k~ (Next) 1227 Vw7 LET,
AT9 75 CSSM AR—HX /VICKEN L T, FFEDOHIEEZIZT X TCOMED T A B 22 TRITH2OOERa— KN
AL ET,
GE)
KB — FOERTEOFMIONWTE, Av— b YT =T ATy T Fr T4y ~LT
(cisco.com) (ZHDH~LT R = A kO Inventory: License Tab > Reserve Licenses 7 > a VA& L T
<TIEEW,

General Licenses Product Instances Event Log
By Name By Tag
Manage License Tags License Reservation.. Show License Transactions Search by Lice O,
r

Smart License Reservation

STEP 1 STEP 2 STEP 3 STEP 4
Select Licenses Review and Conl

Enter Request Code Sele: R firm Authorization Code
1) ENter tne Keservaton Keguest Lode beiow

2) Select the licenses to be reserved

3) Generate a Reservation Authorization Code

4) Enter the Reservation Authorization Code on the product instance to activate the features

* Reservation Request Code:

To learn how to enter this code, see the © e for the product bein censed

ATw 76 [SLR/PLR] Z&ER L, [k~ (Next) 1227 U v 7 LET,

I 27LEE I}
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https://software.cisco.com/web/fw/softwareworkspace/smartlicensing/ssmcompiledhelps/

AT LERE I
B s tx3u0sn

Smart License Reservation

STEP STEP STEP 3 STEP 4

Enter Request Code Select Licenses Review and Confirm Authorization Code

Product Instance Details

Product Type:
UDI PID:
UDI Serial Number:

Licenses to Reserve

In order to continue, ensure that you have a surplus of the licenses you want to reserve in the Virtual Account.

O WSAPLR

O Reserve a specific license

ATYTT1 CSSMA—H/LT, SLRA TV a VI ERTA B AZERL, [k~ (Next) 127V v 7 LET,

STEP v STEP 2 STEP 3 STEP 4

Enter Request Code Select Licenses. Review and Confirm Authorization Code

Licenses to Reserve
In order to continue, ensure that you have a SUrplus of the licenses you want to reserve in the Virtual Account
(O WSAPLR

@ Reserve a specific license

License Expires Purchased  Available Reserve
Secure Web Appliance Advanced Malware Protection Add On multiple terms 102 98

Secure Web Appliance Advanced Malware Protection Reputation multiple terms 102 100 0
Secure Web Appliance Anti-Virus McAfee Add On 2024-Jan-25 100 100 0

Secure Web Appliance Anti-Virus Sophos Add On multiple terms 102 101

AT9 T8 WONWTIINDIFIET, CSSM R — X L) b Hifs L7278 = — K% Cisco Secure Web Appliance (ZH5 Y £
iﬂqo

o [A#Ba— REat—LTHEY 1T 2% (Copy and Paste authorizationc code) ] 47 3 » Zi&IN L, KR
a— R&Zab— LTV 7% (Copy and Paste authorizationcode) | 47> a VD FDOTHFA KRRy 7
ANTAKRBA— REME VAT £,

[VAT LA a— R&ET v 7 m— K (Upload authorization code from the system) | 473 a > %%
WL, [Z77 A4 /VDEIR (ChooseFile) [#7 Vv 7 LTHERI—FET v u—RKLET,

ATw 79 [KFEa— K& A A h—/L (Install Authorization Code) 1% 7 U v 7 L&,
AVAN=NLTRKIONyFa<wy RIPR— SN TWEEA,

GE)
ARBA—FRBA A=V ENDET, UBHIT LT T FREESNET,

JOIRba—FEXFvyovILTEHEE:

B o Rx7LoEE
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sseo230Es ]

AR — RIA v A h =L SRBHNC PRI T vt 2% %+ &4 5121k, CANCEL_REQUEST_CODE =
~  REEALET, TROEOREEZZ )7 LET,

GE)

CSSM AR—Z NV THERa— REAR LN, TTXIAT ATV I ZA Ma—Rexy L LTEEA,
CSSM R—ZNVTHRLTETFA B RIT I IA TV RTA VA M=V TEXERA, KB z— FOYIRIC
SV TCIE, TAC IZBBWAbEL IV,

WHEIR T A AT (SLR £721L PLR) 1%, Cisco Secure Web Appliance |21 & A h—/L &
NTWET,

TA B ADAT—Z A E, SLRAIC TSN TFA B AD [T TA4 T v A TTRIEH
(Reserved in Compliance) IREEIZEATLE£9, PLROGE, T XTOITA B AN[2TT

ATV ATTRIEH (Reserved in Compliance) ] IZITLET,

RDERY

o (SLROZHEM) MBS U T, FA4A BV A PREZEFRTEX E4, FHMIzHOWLTIL,
FTAB U ATFTRIOEGH (19 2—) 2B LT &N,

« (SLRBELOPLRIZEH)  HEIILLUT, IFA4 BV A PR EHIBRTE £, 5B
WTIE, 74 AFTROHIER 20 X—) 2L T I,

« (SLREBELOCPLRIZEH)  HEILLUT, FA4 BV ATPREESLTE 3, FFHIC
ONTIEL, A BV ATFROEME 21 =) ZZRL T I,
FA L AFTROFE G
HULVHSBED T A B AR THILTEY . EOBFEOSA B ATREEE LY TExF 1,

\}

CE)  REITA B ATFROLZEHTE, KATA B ATPRITEHRTE LA,

\)

GE) CLI T license smart >reauthorize YT av s REFHALT, 94 AFHEEHTLH L
HTEET,

FIE

ATYT1 CSSMAR—=ZMIZBEIL T, T TICTRNELDTA B AEZEHTH-OOEKR T — REARKLET,
GE)

I 27LEE I}



B s tx3u08r

AR — ROERFEOFHMZOWTL, A~v— Y7 =T T4V T FUTA 0 ~VT
(cisco.com) (ZHD~VT K¥ o A2 kO Inventory: Product Instances Tab > Update Reserved Licenses & 7
arxezRL T IEaN,

AT T2 Cisco Secure Web Appliance T[> A7 A EL (System Administration) |>[A~—hk Y7 b =7 T4 &
> 7" (Smart Software Licensing) | -~X—VIZB#E L £7,

ATwF3 [T/ ar (Action) | ey 7 XU A MDD [HAR (Reauthorize) ] # IR L, [T (GO) 1% 7

Vw27 LET,
ATY T8 RONTINOIFIET, CSSM R — X L) b Eifs L7278 = — K% Cisco Secure Web Appliance (ZH5 Y {717
£

s [EKBa— REab™— LAY 17 % (CopyandPaste authorizationccode) |47 a » ZER L, KGR
a— R&Zab— LTV 175 (Copyand Paste authorizationcode) |47 a v D FDTF A FR v 7
ANHKR T — RERE D 1T £7

[VAT LN HEFEa— R&7T v 7m— K (Upload authorization code from the system) | 47" = > % i
RU, [77A/VDEIR (Choose File) |27 U v/ LTEBa—RKE7 v a—FLET,

AT w75 [F&GR (Re-authorize) 127 VU v 7 LE9,
AT9 76 [2—FKZat— (CopyCode) 127 V7 LT, fERa—Rezat —LEd,
GE)
CSSM R—Z L THERa— R LT, FA B A TREEHLET,
RAFyFT [OK] &2V w7
AT w78 Cisco Secure Web Appliance 7> & HufF L 72 fgs® 2 — K% CSSM AR — Z WZBE Y £t £,
G¥)
B2 — FOBMFEDFEMICIOWNWTIE, Av—F VY7 =T FA48v T Fr I~
(cisco.com) 2 DH~/LT R¥ o A hd Inventory: Product Instances Tab > Update Reserved Licenses = 7
varEZRLTIEZEN,

TA B ATRIDEFINET,

TAB L ADAT = AF, SLRAICTFHINTZTIA B AD [T TA4T o ZATTRIFEH
(Reserved in Compliance) JIRREIZEATLE T, 74 B AR L TPRAINLTORWES,
T A v ADIRREIL [RAEAFE (Not-Authorized) ]IRFEIZREIT L £7,

T A B ATRIOHIR
Cisco Secure Web Appliance THNNZ 2> TWDFFED T A B A TR ETITIKATA B AD
FTRIZHIBRTEET,

A\

GE) CLI T license smart > return reservation V7 2= R&EHEHA LT, T4 2D %HI
fryoz b TEES,

B o Rx7LoEE |
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| v2x7468%E
ssevaxstomnt |

\)

CE)  TPRIEHRTA B AZHIBRT L7 7 — FRMMEENET,

FIE

AT w71 Cisco Secure Web Appliance © [ A7 L HE (System Administration) |>[A~—hY 7 hu =7 742
> (Smart Software Licensing) | ~X—IZB# L £,

AT9 T2 [T7ar (Action) | Rey 7 XA RNL[Y #—ra—FR (Returncode) | L, [T (GO) ]

7 Vw7 LET,
AT9F3 [2—FK%Zabt— (CopyCode) 127 Vw7 LT, V¥ —ra—Rrzat—L%d,
GE)

CSSM AR—HZ W2V Z—ra— REEVIT T, 4B A FREHIBRLET,
ATy 74 [OK]Z7 V7
AT w75 Cisco Secure Web Appliance 7 HHUG L72Y #—r a— K& CSSM AR—Z LTl L %7,

GE)

Y ¥ —rva— ROBMFEOFEMZONWTIE, A~v—hF VY7 =T T4 BV A F U TA 2 ~LT
(cisco.com) (Z&H D~V R¥ =2 A2 kO Inventory: Product Instances Tab > Removing a Product Instance &
7 vareZRLTIZEN,

Cisco Secure Web Appliance THZNME SNV TWDEEED 7 1 & A FRIBHIBRS L, TXTDZ

A & APFHRAR IS 0 =9

RDRARY
e TABUATRIOER (19 X—) THZEI— ROFMZMERELET,
« (SLRBELVPLRIZHEH]) MBS U T, FA B A TRIZEIETE E9, FHMIC
DNTIE, TA B ATROEMNE 21 ~—) Z2BRL TSN,

T At ATRIOE L
Cisco Secure Web Appliance T7 A & A TR Z L TE E 7,

\}

6= CLI T license smart >disable reservation YHTav REFHLT, 748 AT % R
W22 &b TEET,

e T 7 A R ENTZDBIET— R VA =L ENTWRWEES, PRI 7
A MIT AL A ETERYBAISNET,

27LEE I}
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B 5t xsmbn: 54w 20BN RRAGN S

FOAET— R A VA =L STV DHEE, TRU 72X MIHIBRSVER A, llicense
smart reservation return] 2~ 2 R&EEH L CRFEa— REZHIBRT D L )18 E X v —
NERINET, ZTORXAvE—=U1F, T4 B AOTRIMEREDNEZNT 72 - T ATHEMEN
HHEN, BIET—RFBA VA =L ENTZFETHHIEEZEWRLET, ZDIREEIL show
avr NS ET,

N

() a—FzRLTPHZENMET S0, a~r Pl L TrPie
M TE £,

FRIT— RN A VA =L END L, TFIA T ALFEIRREICAR Y =9, BT 5
L. AT =X AFEMMEE— RITBITLET,

FIE

AT w71 Cisco Secure Web Appliance T [ AT LB H (System Administration) |>[A~— Y7 b =27 714 ¥
7" (Smart Software Licensing) | ~~— I E L £,

RATw T2 [T — K (Registration Mode) | 7 4 —/LV R C[¥ A 7DXEHE (Change Type) %27 U v 27 LET,

RATw T3 [BERE— ROZEHE (Change registration mode) ] % A 7 12 7R > 7 AT [%fF (Submit) 1227 U v L&
—éﬂo

T A& AFHKIL, Cisco Secure Web Appliance THELML S E T,
T AU AREhEM T A & AOF RGN S R

TA B AOHEHMRNINDRTOT 7 — hOBEIX, 60, 30, 15, 5, 2, BLP1HTT,
TA ' ARNER © T A & AOF RN

FGA B ADHENIRRGIND &, TA v ARMBMIEE SN FET, SLRPLR 71 & X
DT A AREIL, BHHBEAUINT-#%E [0 T34 T o ATFHNEHS (Reserved in
Compliance) |DEFICRV £3, FA B ZAOFEDHRNOIND &, 7 VT 4 BV AT A
TI= MR RN =, BT A—APEREINET,

\}

B FABAREHIE, FETA B ATFTRORNRKRTT, KATA B ATHTIIERE S
NFEE A,

CLI T 1license smart >reauthorize YT av s REFHLT, 4B A PREEHRTLZ L
bTEET,

TA B ZADHEIHIRDGIND &, IRDORA v = NFRINET,

B o Rx7LoEE |



| v257L8%
2v—tz—vzrvroEH |

['Cisco Secure Web Appliance Secure Endpoint 7 R4 > OFZh R8I Tk 9, (The Secure
W\eb Appliance Secure Endpoint Add on entitlement expired.) |

BARTDIDDA vy =V NBEHKITEE S NET,
FIIE

ATYT1 CSSMA—ZVIBE LT, TTICTRELDTA B R EHT L0 0KRA— REERLET,

(6=3))
KBA— FOERTEOFMIONWTIE, Av— b YT V=T A2y Fr T4y ~LT
(cisco.com) 2D~V R¥ = Xk Inventory: Product Instances Tab > Update Reserved Licenses = 7
varEZRL TSN,
AT w T2 Cisco Secure Web Appliance T [ A7 A% H (System Administration) |>[A~—hk Y7 hU =T T4k
7 (Smart Software Licensing) | ~X—IZHE L £,
AT w73 [FHAGR (Re-authorize) 127V v 7 LET,

ATX—hrI—CzU FOESH

T IFSGAT LV ACA YA R ILENTWVWAEARAY—F ==V fOXR—V g U AEHT AT
1T, MOFNEZFEITLET,

FIE

ATy [YARTLEE (System Administration) | >[AY— kY I k754204 (Smart Software
Licensing) | &N L £7,

ATV T2 [AR—FI—C 1V FOEHRRAT—R X (Smart AgentUpdateStatus) | &2 2 a > T, [§9F CE#H (Update
Now) |27 U v 27 L, 7rBAIZENET,

G¥)
CLI =2~ K saveconfig & fEH L T, F72iX [:/Z7_'-L\¢EQIE (System Administration) ] > [E&Eﬂ'v 1)—
(Configuration Summary) | ZfHLCTWeb A > ¥ —7 = A ARACTHELELRF LI ETHE, A
~v—F TA B ABEOREIRTFINEEA,

WO F VA THRMPEEINET,
A — KNV T R NT T T4V UTMNEFICEILS N
A — KN VT NI T T4 U T OEYLRICEI LT

SRTLBE
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AR 23 PR AG S T
AR 258 T L7e (REARIAR T 3 & OMARIRE T IRpIS —E DRI TE(E)

o EFICBEG I
o BERITHM L 72
s EFICRFES LT

. 5

i

IZHRB L 7=

IEH IR RMR S L
BRERARERIC R L 72

o ID FEBIEDIER IS B S 7z
« ID GEMIE O HHNIZ R L 7=
« WRED A ZhBIR AN I 72

« ID REBAE DG DI RS Bl 7z

AT TAT v AERE T IR O BRI T

WIRTHE T IREIC —E ORIE TRE(E)
« BERED A NIIRICBET D BN DA v AL o ADFEA LTZ

AU RIAV AR —T AR

* license_smart (24 ~X—37)

s show license (34 ~X—73)

* cloudserviceconfig

license_smart

« B

(25 =—2)

fERTTIE (25 N—=Y)

il -
il
« ol
« il
« il
« ol -
« il -

B o Rx7LoEE

Smart Software Manager TD 7 77 A 7 AD X Gk (25 ~X—)
A<w—hF TA VL ADAT—H A (26 5—)
Av—hKTARVADAT —H ZADOMPE (26 X—)
Av—F b7 AR —F URL ORE (27 =X—)

TA B ADER (27 R—)

FAELZADY V=R (27 =)

TA B ATRIOEME 28 X—)

SRTLEE |

(BT TAT o ZAEMETHIR TR LT



B!

il 51k

E N |

il TA B ATRIOE (29 X—)
Bl TABATRIOEH (31 ~—)
i TA B ATROYIE (32 2—3)

il 2 T A ATRIOES (32 2—)

A<w—h VT T x2T T AMEORTE

FEE : Zo0a~< 2 Rk lcommit) NHFL T,

NYyFaAIU R Zoa<wy NIy FEXEZ SR —F L THOET, FEMICOWVW T, help
license smart =¥ REANNILT, AT A4 2 ~VTEZZHRLUTITEEN,

Bl A~—h =2 b —EXHAR— FORIE

example.com> license_ smart

Choose the operation you want to perform:

- ENABLE - Enables Smart Licensing on the product.

- SETAGENTPORT - Set port to run Smart Agent service.
[1> setagentport

Enter the port to run smart agent service.
[65501]>

Bl 2A~=—h T4 2O

example.com> license_ smart
Choose the operation you want to perform:
- ENABLE - Enables Smart Licensing on the product.
[1> enable
After enabling Smart Licensing on your appliance, follow below steps to activate
the feature keys (licenses):

a) Register the product with Smart Software Manager using license smart > register command
in the CLI.

b) Activate the feature keys using license smart > requestsmart license command in the

CLI.

Note: If you are using a virtual appliance, and have not enabled any of the

features in the classic licensing mode; you will not be able to activate the

licenses, after you switch to the smart licensing mode. You need to first register

your appliance, and then you can activate the licenses (features) in the smart licensing
mode.

Commit your changes to enable the Smart Licensing mode on your appliance.

All the features enabled in the Classic Licensing mode will be available in the Evaluation
period.

Type "Y" if you want to continue, or type "N" if you want to use the classic licensing

mode [Y/N] []> vy

> commit
Please enter some comments describing your changes:

[1>
Do you want to save the current configuration for rollback? [Y]>

i : Smart Software Manager CD 7 77 A 7 2 A DXk

27LEE I}
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B 5 zx=~—trs51trz20257-42

example.com> license smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.
- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> register
Reregister this product instance if it is already registered [N]> n

Enter token to register the product:

(1>
ODR1OTM5MjIt0OTQzOSO00YjYOLWEXZTUtZTdmMmY30GNINDZmLTE1MzM3Mzgws0AMDE zZNTR8W1pCQ1 IMbGVMQOWRX

O0XhuenN40OWZDdktFckJLQzF5V3VIbzkyTFgx$0AQWcvaz0%$3D%0A
Product Registration is in progress. Use license smart > status command to check status
of registration.

B Aw—hF TAL B ADAT —H A

example.com> license smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> status
Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes
Registration Status: Unregistered

License Authorization Status: Evaluation Mode
Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)
Bl : A~v—hK TA BV ADAT —H ZADOHE

example.com> license_smart

To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> summary
FeatureName LicenseAuthorizationStatus

Web Security Appliance Cisco Eval
Web Usage Controls
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Web Security Appliance Anti-Virus Webroot Eval
Web Security Appliance Anti-Virus Sophos Eval

i : ZA~—hk FF 2 AKR— K URL DRE
example.com> license_ smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.
[1> url
1. DIRECT - Product communicates directly with the cisco license servers

2. TRANSPORT GATEWAY - Product communicates via transport gateway or smart software
manager satellite.

Choose from the following menu options:

[11> 1

Note: The appliance uses the Direct URL
(https://smartreceiver.cisco.com/licservice/license) to communicate with Cisco

Smart Software Manager (CSSM) via the proxy server configured using the updateconfig
command.

Transport settings will be updated after commit.

Bl AL ADER

N

B (T T IA T ADa—Y—T, TA BV AZERELITZY V2T DL, TOT T T4
T A ERET DERDHY £,

example.com> license_smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> requestsmart license

Feature Name License Authorization Status
1. Web Security Appliance Anti-Virus Sophos Not Requested
2. Web Security Appliance Not requested

L4 Traffic Monitor

Enter the appropriate license number (s) for activation.

Separate multiple license with comma or enter range:

[1>1

Activation is in progress for following features:

Web Security Appliance Anti-Virus Sophos

Use license smart > summary command to check status of licenses.

Gl S A4 ADY Y —2R
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example.com> license_ smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> releasesmart license

Feature Name License Authorization Status

1. Web Security Appliance Cisco Eval
Web Usage Controls

2. Web Security Appliance Eval
Anti-Virus Webroot

3. Web Security Appliance Eval
L4 Traffic Monitor

4. Web Security Appliance Cisco Eval
AnyConnect SM for AnyConnect

5. Web Security Appliance Advanced Eval
Malware Protection Reputation

6. Web Security Appliance Eval
Anti-Virus Sophos

7. Web Security Appliance Eval
Web Reputation Filters

8. Web Security Appliance Advanced Eval

Malware Protection
#il : T4 & ATHIOHRE

ZOBITIE, license smart > enable reservation H7a< REMH LT, Cisco Secure Web
Appliance TT7 A B A TRIZBMETEET,

example.com > license_smart
Choose the operation you want to perform:

REQUESTSMART LICENSE - Request licenses for the product.

RELEASESMART LICENSE - Release licenses of the product.

REGISTER - Register the product for Smart Licensing.

URL - Set the Smart Transport URL.

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

ENABLE RESERVATION - Enable specific or permanent license reservations on your Secure
Web Appliance.

[1> ENABLE RESERVATION

Would you like to reserve license,then type "Y" else type "N" [Y/N] []> N

License reservation is not enabled.
Choose the operation you want to perform:

REQUESTSMART LICENSE - Request licenses for the product.

RELEASESMART LICENSE - Release licenses of the product.

REGISTER - Register the product for Smart Licensing.

URL - Set the Smart Transport URL.

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

ENABLE RESERVATION - Enable specific or permanent license reservations on your Secure
Web Appliance.

[1> ENABLE RESERVATION

Would you like to reserve license,then type "Y" else type "N" [Y/N] []> Y
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License reservation is enabled

(>
Bl 2 T A ATRIORE

Z OFITIL, license smart >enable reservation 7 2= RZ{HH LT, Cisco Secure Web
Appliance TT7 A L AD PRI HMETE £,

example.com > license_ smart
Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REQUEST CODE - Provide the request code generated on your Secure Web Appliance. []>
REQUEST_CODE

The generation of the request code is initiated...

Copy the request code obtained on your Secure Web Appliance and paste it in the Cisco
Smart Software Manager portal to select the required license

Request code: CG- -39

Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REQUEST CODE - Provide the request code generated on your Secure Web Appliance.

INSTALL AUTHORIZATION CODE - Install the authorization code for specific or permanent
license reservations on your Secure Web Appliance.

CANCEL REQUEST CODE - Cancel the request code generated on your Secure Web Appliance.
[1> INSTALL_ AUTHORIZATION_ CODE

Paste via CLI

Import the Authorization Code from a file How would you like to install Authorization
Code? [1]> 1

Paste the Authorization code now.

Press CTRL-D on a blank line when done.
<specificPLR><authorizationCode><flag>A</flag><version>C</version><piid>3c54a7ce-3b9c-
450e-9338-2£16e5801155</piid><timestamp>1650362032178</timestamp><entitlements>
<entitlement><tag>regid.2018-05.com.cisco.WSA MUS,1.0 d3£f3389a-cdc4-48e3-bc84-8b590ea2d908
</tag><count>1</count><startDate>2022-Apr-08 UTC</startDate><endDate>2022-May-08 UTC
</endDate><licenseType>TERM</licenseType><displayName>

Web Security Appliance Cisco AnyConnect SM for AnyConnect</displayName><tagDescription>
Web Security Appliance Cisco AnyConnect SM for AnyConnect</tagDescription>
<subscriptionID></subscriptionID></entitlement></entitlements>
</authorizationCode><signature>MEYCIQCiylV1TxBDYxxSagqexFEXK4ThHVVXEJprhgK83j72FAAThAIBgyc450uxiZlpA
/phZ/PR/Xf17e3rxc2AZCY3GH002</signature><udi>P:WSA, S:2AE28096313B</udi></specificPLR>"D

The SPECIFIC license reservation is successfully installed on your Secure Web Appliance
Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Web Appliance.

CONFIRM CODE - Provide the confirmation code generated on your Secure Web Appliance.
RETURN_RESERVATION - Remove the specific or permanent license reservations on your Secure
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Web Appliance.

[1>
DOIRMIA—FERBBDT IS4 T VADAT—E R
[1> STATUS

Smart Licensing is : Enabled

License Reservation is: Enabled

Reservation Type: IN_ PROGRESS

Return Code: CAt6Dx-G8K1lQOn-dEY8gs-EFQyyA-nkSNEY-s6hZNi-PnpxMb-rxjGWV-QjP
Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 54 minutes

Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: wsaz28l.csl

RERDTISATUVADRAT—E R
[1> STATUS
Smart Licensing is : Enabled

License Reservation is: Enabled

Reservation Type: SPECIFIC

Evaluation Period: Not In Use

Evaluation Period Remaining: 83 days 3 hours 32 minutes

Registration Status: Registered ( 28 Apr 2022 04:42 )

Last Registration Renewal Attempt Status: SUCCEEDED on 28 Apr 2022 04:42
License Authorization Status: Not Authorized ( 28 Apr 2022 04:42 )

Last Authorization Renewal Attempt Status: SUCCEEDED on 28 Apr 2022 04:42
Product Instance Name: wsaz28l.csl

Status of the Install Authorization Code :

BERa—FDFr oL
Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REQUEST CODE - Provide the request code generated on your Secure Web Appliance.

INSTALL AUTHORIZATION CODE - Install the authorization code for specific or permanent
license reservations on your Secure Web Appliance.

CANCEL REQUEST CODE - Cancel the request code generated on your Secure Web Appliance.
[1> CANCEL REQUEST CODE

If you want to cancel the generated request code, the authorization code generated from
the Cisco Smart Software Manager portal will be locked.

Are you sure you want to cancel the request code? [Y/N] [N]> N
The request code is not cancelled
Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REQUEST CODE - Provide the request code generated on your Secure Web Appliance.

INSTALL AUTHORIZATION CODE - Install the authorization code for specific or permanent
license reservations on your Secure Web Appliance.

B o Rx7LoEE



#: 51 23u0Es |

CANCEL REQUEST CODE - Cancel the request code generated on your Secure Web Appliance.
[1> CANCEL_REQUEST_ CODE

If you want to cancel the generated request code, the authorization code generated from
the Cisco Smart Software Manager portal will be locked.

Are you sure you want to cancel the request code? [Y/N] [N]> Y

The cancellation of the request code is initiated...
The request code is cancelled successfully

Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REQUEST _CODE - Provide the request code generated on your Secure Web Appliance.

Xy oBINEDT ITZATUVADRAT—E2R

[1> STATUS
Smart Licensing is : Enabled

License Reservation is: Enabled

Reservation Type: NONE

Return Code: CAt6Dx-G8K1lQOn-dEY8gs-EFQyyA-nkSNEY-s6hZNi-PnpxMb-rxjGWV-QjP
Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes

Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: wsaz28l.csl

Bl TA L ATROEH

ZDOBITIL, license smart >reauthorize V7 a<2 REMALT, HILWHEEDT A &
AaFRILIZY BEOBFDOTIA B AFRELE LY TEET,

example.com > license_ smart

Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Web Appliance.

CONFIRM CODE - Provide the confirmation code generated on your Secure Web Appliance.
RETURN_RESERVATION - Remove the specific or permanent license reservations on your Secure
Web Appliance. []> REAUTHORIZE

[1> reauthorize

Paste via CLI

Import the Authorization Code from a file How would you like to install Authorization
Code? [1]>

Paste the Authorization code now.

Press CTRL-D on a blank line when done.
<specificPLR><authorizationCode><flag>A</flag><version>C</version>
<piid>3c54a7ce-3b9c-450e-9338-
</authorizationCode><signature>

MEUCTHSypYX6GMBOwgZy+8tTAq+IgLlqU/05J10yS/25gpH8AL EAJEubva YMyOV2DVASTIFUY09c 707,/ JUXQBHI McT4yDk=</signature>
<udi>P:WSA, S:2AE28096313B</udi></specificPLR>

~“D
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The SPECIFIC license reservation is successfully installed on your Secure Web Appliance
Copy the confirmation code obtained from Smart Agent and add it to the Cisco Smart
Software Manager portal to update the specific reservation.

Confirmation code: fxxxxfeb

CONFIRMATION CODE:
Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Web Appliance.

CONFIRM CODE - Provide the confirmation code generated on your Secure Web Appliance.
RETURN_RESERVATION - Remove the specific or permanent license reservations on your Secure
Web Appliance. []> CONFIRM CODE

Copy the confirmation code obtained on your Secure Web Appliance and paste it in the
Cisco Smart Software Manager portal to update the specific license reservation.
Confirmation Code: fxxxxfeb

(1>
il - 5 A ATROYIRR

Z OFITIL, license smart > return reservation 7 <> R&fH L T, Cisco Secure Web
Appliance THNZ 72> TV DEBEDFFE £ /213K BR T A B ZADTFRIZHIRTE £,

example.com > license_ smart
Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Web Appliance.

CONFIRM CODE - Provide the confirmation code generated on your Secure Web Appliance.
RETURN_RESERVATION - Remove the specific or permanent license reservations on your Secure
Web Appliance.

[1> RETURN_RESERVATION

After you return the license reservation, you cannot use any of the product features,
if

the evaluation period has exceeded 90 days. After the 90 days evaluation period,

you must register your product with Cisco Smart Software Manager to continue

to use the product features. [N]> Y

The generation of the return code is initiated...

Copy the return code obtained on your Secure Web Appliance and paste it in the Cisco
Smart Software Manager portal.

Return Code: CLFSav- -Ef2

[1>

Bl . ZA & ATHRIOBEL

Z OB TIX, license smart> disable reservation %7 a~< > RZ&MEH LT, CiscoSecure Web
Appliance TT7 A L 2D TR WP TE ET,

example.com > license_smart

Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
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Web Appliance.

REQUEST _CODE - Provide the request code generated on your Secure Web Appliance. []>
DISABLE_RESERVATION

Do you want to disable the specific or permanent reservation? [Y/N] []> Y

License reservation is disabled
Choose the operation you want to perform:

REQUESTSMART LICENSE - Request licenses for the product.

RELEASESMART LICENSE - Release licenses of the product.

REGISTER - Register the product for Smart Licensing.

URL - Set the Smart Transport URL.

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

ENABLE RESERVATION - Enable specific or permanent license reservations on your Secure
Web Appliance. []> STATUS

Smart Licensing is : Enabled

License Reservation is: Disabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 46 minutes

Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted

Product Instance Name: wsa28l.csl

Transport Settings: Direct (https://smartreceiver-stage.cisco.com/licservice/license)
Device Led Conversion Status: Not Started

Choose the operation you want to perform:

REQUESTSMART LICENSE - Request licenses for the product.

RELEASESMART LICENSE - Release licenses of the product.

REGISTER - Register the product for Smart Licensing.

URL - Set the Smart Transport URL.

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

ENABLE RESERVATION - Enable specific or permanent license reservations on your Secure
Web Appliance. []>

[r>

51 : Device Led Conversion (DLC) 7' &t ZDFENC L B HzhE

Z OFITTIE, license smart > conversion start 7 <2 K& LT, Cisco Secure Web
Appliance C Device Led Conversion (DLC) % F#) THMLTE £ 9,

DLC kgD H¥ v 7L a— K .

example.com > license smart

Deregister the Secure Web Appliance from the Cisco Smart Software Manager portal to
enable the license reservation

Choose the operation you want to perform:

- URL - Set the Smart Transport URL.

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- DEREGISTER - Deregister the product from Smart Licensing.
- REREGISTER - Reregister the product for Smart Licensing.

- RENEW_AUTH - Renew authorization of Smart Licenses in use.
- RENEW_ID - Renew registration with Smart Licensing.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- CONVERSION START - To manually convert the classic license keys to smart licensing.
[1> conversion_start

YRTLBE
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. show_license

show _license

A (34 2—)
| Aw— K FTAEBLADRATF—H X (34 2—)

] Aw— K FTABLADAT—FX ZAOME (34 X—)

B!
Aw—h FTA BV ADAT —H AL AT —H ZADMELEFRRLET,
B A~w—hF TAL BV ADAT —H A

example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing summary.

[1> status

Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes

Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Gl + A<w— K S4BV ADRT—X ZADOYE

example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Web Security Appliance Cisco Eval

Web Usage Controls

Web Security Appliance Eval

Anti-Virus Webroot

Web Security Appliance Eval

Anti-Virus Sophos

cloudserviceconfig

\)

() SLRPLRZNLTAY—hIA B RZBERTHL, 7TV RY—E23AMbLInT. S
BEIIITONET Ay ZOVR—MI, b—=7 U BEREZE L TRRISNIZAY—F T/ A
COBBH SNET,

« il
- &
« 5 : Secure Web Appliance T® Cisco Cloud Services D& %1k
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« 5l : Secure Web Appliance T Cisco Cloud Services ¢ 551t

« 5] : Cisco Cloud Services 78— 4 /L~ Secure Web Appliance 7 %%

« 5] = Cisco Cloud Services 78— % /L~ Secure Web Appliance? [ Bl &

« 5] : Cisco Cloud Services 78— % /L7355 @D Secure Web Appliance 0D &G ARER

« 5l . Secure Web Appliance% Cisco Cloud Services " — % /LIZ#z#: 7% Cisco Secure Cloud
Server D EER

« B FERE L F—DX T E— R
Bl 7747 FREWFE updateconfig
B!
cloudserviceconfig =~ > RIZRO B THEHA L £,
+ Secure Web Appliance T Cisco Cloud Services 8 — % /L & H &2 L E 97,
» Secure Web Appliance T Cisco Cloud Services A~ — & /L& HEZhZ L7,
» Cisco Cloud Services 73— % /L{Z Secure Web Appliance & &k L ¥ 97,
« Cisco Cloud Services 78— % /L{Z Secure Web Appliancez H BIHIZ B L 97,
« Cisco Cloud Services 7n— 4 /L2 & Secure Web Appliance D& &k % figkr L £ 97,

» Cisco Secure Cloud #—/3—% &I L T, Secure Web Appliance% Cisco Cloud Services 78—
FICHE R L E T

« Cisco Talos Intelligence Services 7~ — % /L'7)> & Cisco Cloud Services sl & & ¥ — %2 X 0 1 —
]\‘\ L/ i _a_o

c I GAT Y NIEBEL X —%T v S u— FLET,

\}

GE) Zwoa<rRFE, Av~— 74 B RE—RTORrBHATEET,

i1k
HEFE : Do~ KIZ commit ITNEH VY FH A,
e NWFAXUER: Zoavwr Ny FELXLEZFR—TF L TWET,

%1 : Secure Web Appliance T? Cisco Cloud Services D&zt

75{@:\ cloudserviceconfig > enable ‘H‘7 a< }\%fﬁﬂq L T. Secure Web Appliance“(“ Cisco
Cloud Services # H NI 2612 R L ET

example.com > cloudserviceconfig

Choose the operation you want to perform:

- ENABLE - The Cisco Cloud Service is currently disabled on your appliance.
[1> enable
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The Cisco Cloud Service is currently enabled on your appliance.

Currently configured Cisco Secure Cloud Server is: api.apj.sse.itd.cisco.com
Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)

2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
1> 1

Selected Cisco Secure Cloud Server is api-sse.cisco.com.

Make sure you run "commit" to make these changes active.

example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:23:19 2020 GMTexample.com >

%l : Secure Web Appliance T Cisco Cloud Services 501k,

WIZ. cloudserviceconfig>disable V7 a2~ RZifH L, Secure Web Appliance C Cisco
Cloud Services N D2~ L ET,

example.com > cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> disable

The Cisco Cloud Service is currently disabled on your appliance.
example.com > commit

Please enter some comments describing your changes:

[]> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:01:07 2020 GMT

example.com >

i : Cisco Cloud Services 78— % /L~ Secure Web Appliance ? % §x

7}(@:\ cloudserviceconfig > register ‘3‘7:‘ ~ }\%fﬁﬂq L T, Cisco Cloud Services R—Z )L
IZ Secure Web Appliance & BT 52~ LE T,

)

GE) oV 7asxr NI, Av—F Y7 b= T8V TRREMNIR o TORWIREET,
Secure Web Appliance?’ Cisco Smart Software Manager (285 §k XL TR WG HIZOAEH T
E35h

example.com > cloudserviceconfig
Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- REGISTER - To register the appliance with the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
[1> register

Enter a registration token key to register your appliance
[1> c51fa32bd%a31227eaab50dea873062c

B o Rx7LoEE |



5] : Cisco Cloud Services

5] = Cisco Cloud Services

{5 : Cisco Cloud Services 7K— % JL~ @ Secure Web Appliance® E &) & £k .

Registering
The Web Security appliance is successfully registered with the Cisco Cloud Service portal.
example.com >

R—H )L~D Secure Web Appliance? B Bk

RIZ, cloudserviceconfig > autoregister I ¥ FZ{#H LT, Cisco Cloud Services 7h— 4 /L
IZ Secure Web ApplianceZ B89 D2~ LE T,

example.com > cloudserviceconfig
Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- AUTOREGISTER - register the appliance with the Cisco Cloud Service portal automatically
using SL Payload.

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
[1> autoregister

The Web Security appliance successfully auto-registered with the Cisco Cloud Service
portal.

R—H )LD D Secure Web Appliance D % G fif

7}(@:\ cloudserviceconfig > deregister ‘3‘7:‘ ~ }\%fﬁﬂq L T, Cisco Cloud Services N—H
JLH B Secure Web Appliance DX Gk & fiftbr 9 2 5l 2~ L £,

example.com > cloudserviceconfig
Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.

- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
[1> deregister

Do you want to deregister your appliance from the Cisco Cloud Service portal.
If you deregister, you will not be able to access the Cloud Service features. [N]> y

The Web Security appliance successfully deregistered from the Cisco Cloud Service portal.
example.com >

5l : Secure Web Appliance% Cisco Cloud Services 78— % /UIZ#%#i 7% Cisco Secure Cloud Server iR

7&“\'6:\ cloudserviceconfig > settrs YT a<w R & H L . Secure Web Appliance’a? Cisco
Cloud Services 78— & JLZHERE T 5 72 $OIZ W E 72 Cisco Secure Cloud Server % 38R~ 5 5 27~ L
e

example.com > cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> settrs

Currently configured Cisco Secure Cloud Server is: api-sse.cisco.com
Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)
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2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
(1> 3

Selected Cisco Secure Cloud Server is api.eu.sse.itd.cisco.com.
Make sure you run "commit" to make these changes active.
example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>
Changes committed: Tue Dec 29 13:37:40 2020 GMT

1l : Cisco Talos Intelligence Services v — % /L5 @D Cisco Cloud Services sEFAE L ¥ —D X 7 m— R

KIZ, cloudserviceconfig > fetchcerificate 7 2~ K& LT, Cisco Talos Intelligence
Services 7" — % /L2 & Cisco Cloud Services REFHEH & F—%2 X U o m— R 35612 R LET,

\}

GE) oY 7 a<r Rid, BEfFO Cisco Cloud Services st EDF 2R3 EIAL TV 5 RRET, Cisco
Smart Software Manager (Z Secure Web Appliance % %8k L TW DG SICOAHEH TE £,

example.com > cloudserviceconfig

Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- FETCHCERTIFICATE - Download the Cisco Talos certificate and key

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
[1> fetchcertificate

Successfully downloaded the Cisco Talos certificate and key
example.com >

i : 7 747 > MEEWFE updateconfig

Yk@?—\ Updateconfig>clientcertificate YT a<w K % {5 F LTEEE%%& F—mT7 v —R
THEE R LET,

example.com > updateconfig

Service (images): Update URL:

Web Reputation Filters Cisco Servers
Support Request updates Cisco Servers
Timezone rules Cisco Servers
How-Tos Updates Cisco Servers
HTTPS Proxy Certificate Lists Cisco Servers
Cisco AsyncOS upgrades Cisco Servers
Smart License Agent Updates Cisco Servers
Service (list): Update URL:

Web Reputation Filters Cisco Servers
Support Request updates Cisco Servers
Timezone rules Cisco Servers
How-Tos Updates Cisco Servers
HTTPS Proxy Certificate Lists Cisco Servers
Cisco AsyncOS upgrades Cisco Servers
Smart License Agent Updates Cisco Servers

B o Rx7LoEE |
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Update interval for Web Reputation and Categorization: 5m
Update interval for all other services: 5m
Proxy server: not enabled
HTTPS Proxy server: not enabled
Routing table for updates: Management
The following services will use this routing table:
- Web Reputation Filters
- Support Request updates
- Timezone rules
- How-Tos Updates
- HTTPS Proxy Certificate Lists
- Cisco AsyncOS upgrades
- Smart License Agent Updates

Upgrade notification: enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- CLIENTCERTIFICATE - Upload the client certificate and key.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> clientcertificate

Current Cisco certificate is wvalid for 179 days

Do you like to overwrite the existing certificate and key [YIN] 2?2 []> vy
Paste the certificate.

Press CTRL-D on a blank line when done.

~D

AEAE &R e — OFFMZ AL 0 AT £ 97, REAE & F—IFIERICRFSNET,

Async0S 140 LIFEDRAY— K Y I LDz T7 G4V R F—HRA U+

A — KN YT U7 TABVAZFHC L TBET S L. Cisco Cloud Service 23HZhiC
0. BEIRIZCEREINE T,

* Cisco Cloud Services %EEE %@ﬁ;ﬂ]/ﬂﬁ BEﬁ‘@JﬂTU A 6%/5\61\ CLI T cloudserviceconfig >
fetchcertificate 7 22 N%& il L T Cisco Talos Intelligence Services 7~ — 4 /L7 &
LVWEEHELZ X T o — RTEET,

o ZAv— kT A ANFT— FD%HA . Cisco Cloud Services D H BB GRITFHEIT T 4
}Vo

(o Ju— —
RET7ITSATUVADZAEVR
Cisco Web Security (KB T 77 A4 7 ATlE, RA N ETEBT 7747 A% G179 51BMN7
A B ADBKEETT,

BT TT7A4T v ADTA ' ADFERIZOWTIE,  [Cisco Content Security Virtual Appliance
Ingtallation Guide] Z#Z ML T 7SV, 20D R¥ o A2 ME,
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html

MHOAFTEET,

SRF LEE
|


http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html

. RE7ISATUVRADTA2VADA VR =)L

\)

Note (GAHT S5 AT L ADTA VL AZA LA M—ILTHENC, T =ANYR—FD XV %
B Z LixTE £ A,

SA L ZADOHENGINT%, TTIA4 T A E, 180 HRElEX 2 U5 4 —E X LT,
Web 7o & LTEMEEZMR LET, 20T, EXx2V 7 0 —ERIEHFINEE
/l/o

TA B ADWIRIINICET 2EEL2XET LIS, TTIAT U AEZRETEET,

&R R
« 77— MO, on page 53

RE7ITSATUORADSACVADA VA M—JL

[ Cisco Content Security Virtual ApplianceInstallation Guide] ZZ& M L T 72 &V, 2D K¥F = A
NS
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html

[HFE] MO AFTEET,

) E— FERBEADAEMIL

Before you begin

cHHADYU F— MEFEHFHHRA (RPC) N—hrat X7 Ry NU—ZICHEPE, 77— 7 Lk

LET, sblc WL, BEWOT 774 T AT AON— Ry =7 A K5
LTLEEN, ZORFa AL FOBFIZHONTIE, F¥a X2 by hEBRLTLLE
él/\o

T TFAT VA NEERT DI OIBERR— b R E, TTIAT AN E— |
T RARRRTHDL T LR LET,

« ZOBREAMHT HICiE, HFHOY E— MERBEAL VX —T oA ZAD—ED IPv4 T
FVX#MET# DA E—T A AL, ZO®IZ T arTHBHENRTWAFEIETO
A% EAHE T, ipconfig 2~ > N & fif Lfﬁﬁﬁiﬂ‘fé ZEiIFTEEY AL

s T ITAT U ADEREFHRANT HITIL, Intelligent Platform Management Interface (IPMI)
W= g 20% %R — T 5734 A %ﬁfif“ﬁ LY — K 8—=7 ¢ 8 — LR LBITT,
ZOEI Y= NEFEHATELL IS TV D Z 2R L ET,

s A RTA A H—T 2 A A~DT 78 AIETLEEMZONTIE, 28R LTLTE
X, awrRIAf o A F—T AR

RPC ZiE L CTAEEZMEELIZS, 10~ 15 07> THLFOH LA RPCICHEFELET, Z
DOFFFEIFREI 2, Secure Web Appliance 7% RCP — b 2 241 L £,
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| v2x7468%E
1—4—7rvvrozz ||

TTIGAT A —VDEREVE—FTU Yy N 5HEEIX. x80, x90, x95 2 U —AD
N—RU =27 TCOREHATEET,

TIIA T ADEREZVE—FCUty b5 207 varTHENTWD T
JEZFEH LT, ZOMEZFINCADNCL, RELTBIMERDLD 7,

Procedure

ATFYF1 SSHEIZL IV T ay ) — A R—b2ERALT, a2 FIA 0 A F—T 24 AT 7EALET,
ATy T2 EHEHEREEST A MR LT A LET,
ATFvT3 UTFoavry REAHLET,

remotepower
setup
ATV T8 Tar7 MIE->T, LFOFEREEEL E7,
s ZOMRHEMAOIP 7 FL AL, Xy b A BIRT— U = A,
cBROFEAT Y REFATT LIl E o —FH LA T L—X,

INEDILVTF U xR, T T IAT UV ANDT 7R AHERATHMO 7 LT oo v MITIEREL E
A,

X7_"‘Jj°5 commit & A L//C%E%T%ﬁbij_o

ATV T6 REEZTAMLC, 7T I9A T ADOERE2)T— N CEHTELZ L 2B LET,

RT9TT ANLEZ VT oy i, 5k, WOTHLHEHTES 2R LET, L xE, ZoERELLE:
LZRE L, ZOX A7 2FITTHMENHLEHEN, BRI LT Uy WIT 7V EATELH LD
ZLET,

What to do next
EPEREYS
cN=RTU =T TTITAT VA TTIATVAQERD ) E—h Uk h

A—YH—F7hHo U CDOEE
PUFOEATDa—W—x, TTIAT AT AL LT, TTIAT U AEEHRTEE
—g—o
cO—A) A—H—, TTI7A4T VAR —INIa—PF—2ERTEET,

cHERATALIZERZER SN LAY —, T I9AT AT A 0T 52— =% 5
728012, #4E8 LDAP £ 7213 RADIUS YV — R—IZHET D LT I TV AZHRET
%ij—o

I 27LEE I}
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B ocrrav—7rryroam

\)

Note Web (L Z—T AR 2l ALTHM, SSHEHHT AR EDEEDHEZFEH LT, 77
SAT RO L U TEET,

EEEE
e —N) 2—W— T FOEEL on page 42
« RADIUS = — % —Z&3iF, on page 45

¢ LDAP Y —_—(Z L AN FREE O E

A—A)l1—Y—TFhOU rOERE
Secure Web Appliancel AT E OO 2 —H 20— D VICERTEET,

F7H MDYV AT Aadmin T ATV ML, TRTOFHREMERZFF> TWET, admin 74
U RDNRATL—RFIEETEETN, COT I FeRELEVEIRTSZ LT TEE
A,

)

Note admin=—HF—D 2T L —XE2H LB, AT HR— | a1 XI2fngbEL
TLEE, FEMIC VT, MEE%/\XU—M:HZ/ ML, BEE LY =TT b
Aay JERT 5] AL T EEN,

O—A)a1—F—7hor bDEM

Before you begin

FTARTCOA—Y =T BT FPU) RENRT L —ABEER L ET, FlHa—F—D/ X
7 L— REHDOFIE , on page 48% M L TL 72X,

Procedure

ATy 1 [V AT LEH (System Administration) ]>[=—— (Users) | Zi&R L £,

ATY T2 [2—W =DM (AddUser) 1527V v 7 LET,

ATV T3 UFOL—VIZERLT, 22— —%E AN LET,
o =P —HINLF, BF. BLOX vy 2 () EaEHT22 LI TEETRN, BYOLF%
FyvallTHZ EFTEERA,
e 2—P—Z1T 16 LFELLFTT,

e =P L LTI AT ATTFRIN TV D4 ( Toperator] X lroot] 72 &) ZIEETHZ LI
TExEHA,
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| v2x7468%E
a——7hoor 2T S |

SNBFRFE BT 25813, 2— P —APINRRGES N ca— =R L EHE L RN E DI LTS EE
W

o

ATy T4 22—V —DRAEEANLET,
ATY TS a—F— XA TERIRLET,

e N ) BTLL]
(=it TRTCOUVAT LREICKT DT 7B ARMEFTF ] LET, 7272 L. upgradecheck
(Administrator) ¥ KX WM upgradeinstall CLI =< NiZ, AT AEFRD ladmin] TH U2 "D
DHFITTEET,
F_L—4 =P =T bEER, WE. BLOHIBRTEEHA, XV —% JL—TFT
(Operator) . LD CLI =2~ ROMH L ARSI E T,

®* resetconfig
¢ upgradecheck

® upgradeinstall

FR—% TA—TTlE, VAT LBy T v 7 94— FROBEHALEHIBRINE

R
FRL—% GELR|Zoue—LOa—HF— T HhH 7 M.
D EH) P —
(Read-Only REHRER R TETET,
Operator)  REORE T EL R T DTDICEFT 2T TEEIXTEETN, 23y M
TEFEH A,
XY v aB I VT ULIED, D7 ANERETDHREDT T4 T L A~D
DEFEZMAHZ LITTEEEA,
« 77 AN AT AL, FTP, £72I1XSCPIZT 7B ATEEHA,
7 A (Guest) FANITN—TD2—P—F, VR—FIRLrToF 77 E, VAT LADAT—H

AMEHROBRO B2 FITTE £,

ATYT6 RAT V=% AT 50, £3ERL £,
ATw Tl BEFEEZEEFL, BBFELET,

A—H—=TFho U ZHIKRT S

Procedure

ATY T [V AT LEH (System Administration) ]>[—H— (Users) ] Zi&R L £,

| 27LEE I}



B =2+—77v 06

ATYT2 a7 IREmshicb, —ERRShW WD a2—H =2 ST 5T IMm7 M a2 27V v 7 LT
WBLET,
ATY T3 EHEFEL, RIFLET,

A—H—TFHhHor FOFEE

Procedure

ATy T [VAT LEH (System Administration) ]> [ —4— (Users) | Zi&R L £,
RATYyT2 2—HY—2%zrs) v 7 LET,

ATY T3 MBS T, [2—P—0DfFE (Edit User) | X— Y Ca—P—ZEFTE Mz ET,
ATy T4 BEEXREL, RFLET,

INRAITL—XDER

BER A LTWAT AT Y NONRRAT L—REELTTHI2E, V4 RUDEET, 4
7> ar (Options) |>[/SA 7 L—ADZAH (Change Passphrase) | Z##{R L £,

o7 H T NOEAEIE, [m— B2 —H—E (Local User Settings) | ~X—Y T, 7THhH 7
FEMREL TR T L— R BHLET,

EEEHE
o 2—W— T v kO, on page 44
c B — P —D/RAT L— ZEEOFRIE , on page 48
FIRMBELI—Y 7HO U FENRRTL—XDEREEDER

2—P—=T AT N ERRAT L —=XDHIREER L T, MEERIKICAIAT L= R Y o—%
SEEICEAT A Z EMTEET, 2V —Th T XA T L—XHIRIX, Cisco 777
AT VAZEREIN-o— )L 2—F—CEAINE T, ROBEMEHRETEET,

cA—HYTFhorrOAOYY, 2—VDOTHU L R ay I T RENRNS KT A DR
TR A EHTEET, 22—V —n 74 URITREIT 1 ~ 60 DFEPFHCTHRETEET, T
7 4V MEIZ S TT,

e NRAIDL—XEHEHEDIL—IL, 07 A LB —FRRZAT L —XDOEREEZFRIND
EFTO, RRAT7 L —XDFRHifEzERTEET,

e NRATL—XDIV—)b, EBREDLTROMED LTI E, 2—FRNFERTEX D827
L —ADMEY EETEET,
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rapws 1 ——2:E [

A

GE)  AsyncOS/N— 3 U 140D TlE, A7 L—A)L— VI T 7 %
VR THEIZRVET, 7277 L, IRRITL—XIL—ILTHEET S
IXFULOREXFF-ITEHRF., BLONRTL—X)L—
ILTIEBTHEEDY R IS TT,

IR TL—RDWBE, BHI—P—RNH LSRR T L — R ANTEHE X, SAT L—
REEEA O — X ERRTEET,

FECOVWTIE, T —F—DO R T L= AEZEORE] 2R L TIES0,
=P ThH L hERRT L—XORIRIX, [ AT LEH (System Administration) ]> [ —
B (Users) | "=V D=/ a2—H TH hENRZAT7L—ADF%E (Local User Account
& Passphrase Settings) | &7 v a » CEFRLE T,
RADIUS 1 —H—Z23i

Secure Web Applianceld RADIUS 7 ¢ L'~ b U H—E X %M LT, HTTP, HTTPS, SSH. i
LOFIPICEY T T T4 7 v ACR /A o F 52— P AGRFEL £ T, PAP %7213 CHAP #7
AL T, BBRED = OIEE OB — =L HEETH X, 7T IA TV AEZHETE
F9, AERL—H D J)L—TF % Secure Web Appliance?® S F X/ —W n—L XA 7|~ v
vy TEET,

RADIUS Eﬂt\gIEo)’f&:/ I\o):/_b- R
INRRRED A R —T AT T2 > TV A AT —HY Y Secure Web AppliancelZ v 27 A 95 & |
TIIAT AT TEFITLET,
1. 2—HF—=RNTZTLERD ladmin] 7H 7 M THHNE I DEHERBLET,

2. ladmin] 7H 72> b TRHRWEEE, 7, FESNTWANEY—"—%2TF =7 L,
=P —=REDOY—NRN—TERINTNINE I D EMHRLET,

3. DI — =R TE WA, 77747 ALY A FNORDIH— 3 —
%_}a;l “/7 Li‘ﬂ—o

4. T T TAT AP — R T E R WG, 7T A 7 2 A% Secure Web Appliance
TEHRINcn—H)L 2—HFL L Ta—VFEFIEL LD & LET,

5. ZOa—F =PI —N—F LT T TA T LV RTFE LR WSS, Eloida—F =R
MESTENAT L =X AN LGB, T I7A TV ANDT 7 EABESSNET,

27LEE I}
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RADIUS E{ﬁﬁq L T‘%ﬁr‘nm nl-Eo)ﬁ)‘jJ'“:

ATy T

ATy T2
ATvT3

ATvT4
ATvT5
ATvT6

ATy 17

ATvT8

Procedure

[T A7 LEH (System Administration) ]> [ —H#— (Users) ] ~X—C, [FMNBFRIEZHAZNCT 5 (Enable
External Authentication) ] %7 U v 7 L &7,

FFEX A 7L LT [RADIUS] Z3&R L %9,

RADIUS #—/"—DFA N, A— b EF, HE T Ly b XZAT7 L —XEANJLET, T 74V ED
A— hiX 1812 TJ,

BALT T NETIZT TI7A T VAR —R=0 5 DINE E R OB 2 BN TAD LET,

RADIUS % — =M 2FGE7 1 ha vz LE T,

(fER&) [T%3EM (AddRow) 1% 7 VU v 7 LCTHID RADIUS ¥— 3—%B81 L £, 4% RADIUS ¥—
NR=Z2NWTC, 1~5DAT v 7 Z2EYIKLET,

Note

BK 10 fHl> RADIUS H— "—Z 8T £7°,

FRBRED 72 OIZF OV RADIUS H— 83— (28553 5 £ TIZ, AsyncOS WAMERAEY LT v v v VEIRET D
¥ % [IVERERFEF v v ¥ = A 57 7 b (External Authentication Cache Timeout) ] 7 4 —/V RIZAH L%
T, T 74/ MXO0TT,

Note

RADIUS = R—NTU L HZ A L IRATL—X (=7 UDBAERENTZ AT L =X ) AL T
%A1, Bue (0) # A LET, HE2Eell&ET 5L, AsyncOS L, BEDE v v a U HIZFEGED -
®IZ RADIUS Y —_—|ZHT7 7 A LEH A,

IN—T =y T aBFELET, TXTONBRGESNca— P —RB2EHE n— Ll v y B 7T
B, BIpBDTTIAT AR a—HF—nm— L A TSIy T THPEERRLET,
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RADIUS %A L=zt oamit [

]/E iR
SMEGRRE S LT 2— %248 |RADIUS CLASS B CER SN/ N—T 2 E2 AL, TTIAT o A m—
Houa—H) a—iz WAL TRFEIRLET, (TOBEM (AddRow) 127V v 27 LT, &hicu—
A Ny BT EBINITEET,
AsyncOS [, RADIUS CLASS BYEIZHS T, RADIUS =—H %7 7747
VA —)WZEI) Y TET, CLASS BIED A
o /N 33CF
« K253 0F
cany Hrw, FLEFSATFRL
« % RADIUS = —H|Zxt L 1 DLl LD~ » 7% CLASS & (Z O E
AT 556, AsyncOS (. ~ v 77 CLASS B D 721 RADIUS
2—P~OT 7B AEELZLET) |
#i%c D CLASS JBMED & 5 RADIUS = —H DA AsyncOS 135k bR S 4
Teue—ZE DY TES, =& 2IE, Operator 2 —/VZ~v v BV 7 E TN
% CLASS B & . Read-Only Operator 2 —/LZ< » B 7 STV % CLASS
JEMED 2 23 RADIUS =—H(ZdH 5354, AsyncOS (X, Operator 2 —/L X 0
& il f & 4172 Read-Only Operator & —/L{Z RADIUS = —# %) 4 TE 5,
UTDT 7747 A2 v—id, &bHlRIE LS O BIEE I A T
35
« P4 (Administrator)
« XL —% (Operator)
* Read-Only Operator
« 72 K~ (Guest)
NERFERE S 729 _XTD | AsyncOS 1E 97T D RADIUS = — ¥ —% Administrator = —/L{ZE| Y %4 CFE
a—PEEHo—LIv Y [T,
TLET,

ATYyT9 EHAREL, RIFLET,

What to do next
EPEREYS
* 571‘ Bmu M

e O — N 2—W— T 7 kDB, on page 42,
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B 277 oz0%s

A—H4—TYI7LUADESR
VR— FOERFRERREDT Y 77 L AREIX, Ha—PF—TLIhEzSn, 2a—F—nL
DI TAT U R MNOET TIAT AR T A T 50 ERR R U ENEA S E
ﬁéo

Procedure

ATy T [T 2 (Options) > [EBREEa%E (Preferences) | Z iR L 97,
ATw T2 [2—H—F%E (User Preferences) ] X—C, [RE%ME (Edit Preferences) |27V v 7 LE7,
ATV T3 MEIELT, YV 77 LU RAERELET,

TYVI7LUREE B

SaEDF o~ (Language Web {4 —7 = A AB X CLI THEHT 5 S350 Web [ AsyncOS,

Display)

TUT AT R= 2P —=RT T ITAT L RIR T A T DHEZICERIND A=,
(Landing Page)

FRSND VAR — MR |[L AR — & (Reporting) ] # 7 TLAR— MIX L TRRT DT 7 /L b OEF
(Reporting Time Range I
Displayed) (77 4/L 1)

FoRT D LR — MTOHK T 74N FTELFR— MIRRINDT —F DITH,
(Number of Reporting Rows
Displayed)

ATyT 4 EEAREL, RIFLET,

=JL ==
EEBEDRTE
EHD—H—NDINAITL—XEHDHETF
TTIAT VAT —NNVEZBEINTZEHL—Y —D R 7 L — R EFERET D21, LT

DFNEZZEITLET,

Procedure

ATY T [V AT LEH (System Administration) ]>[—H— (Users) ] Zi&R L £,
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FISATURDEIY AT a2 ¥y T ZEoEm [

ATY T2 [RAT7 L —XD%E (Passphrase Settings) |77 3 > T, [XEZMmE (Edit Settings) 1227 Vv 27 L%

D

AT T3 UTFOFTvarnbRIRLET,

TFoay

EIDII:I

A

INAT L — A THFFA] L7RVVEL
FED—% (List of words to
disallow in passphrases)

T2 LI EBEATA Lt 7 7 A VEER L, ZDT 7 A L% 5
WLTCTvy7r—KRLET, BHOT v 7 a— RNZL-oTURIOT v 7'a—
RN EEXINET,

INAT L— RADIRSE
(Passphrase Strength)

BHA—F =D LN AT L= AT 2 LTI, NAT L—ARE
A= BFRIRTEET,

_ODEEZ/?E Ko THRERRNA T L—ADMER SN DT TIEEH Y THA,
DFREF. A LERAAT L= SN & 2R/ 7217 T,

A= EERT MG — LV ERIRLET, RIS, #@RL-e—L
Tl X REWETEAD LET, BENARKZVIFE, HRER /SR
TL—RXL LTBEEESND AT L—AOEBRNKNE I T, =

IERKER D D FHAN, IEFICREREMEEEET D E AT L—
AOVERNIEF IZINEEIZ 720 £,

SESEREEART LT, BOEMHEZHTRELZMREL T ZE0,

AT L —XOBE T B HBETHE SNET, fMIiE, hF 72—
T 4 7 By 7 ONIST SP 800-63 TEFE I T2 K E STAEUEF T FE
o= b —0 /L — SN TWVWET,

—RAIIZ, REZR SR T L= RFLUT O &) R a i A TV ET,
KU,
« ROCTF ANCT, BT BRUORBR T2 BT,
cHOLWPLFEOHEICHDFEZT LR,

IO OEMEMZ T2 NA T L— R EEAT A2, 2 OR—U oMo
ExRERLET,

ATy T8 ERzFEL, RFLET,

TFISATURADENY HBTIZHT AEFXa) T4 KEDEM

CLI =~ > K adminaccessconfig é’{%ﬂqTé L EHENRNT TIAT RIS A T BED
T U AT M S BITERSIZT D X 912 Secure Web ApplianceZ 5% E T £9,
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B 775 7 romvscicnd s wra U F o BEDEM

avy kR

B

adminaccessconfig >

banner

BHENR TA U ERADL EXIIBE LT XA MREREIND
2T T IA4T U AERELET, WebUlL, CLI, FTP 72 & D
EEDOA L E—T A AEFH L CERENT I I7A4 T AT
TR RATHE, hAZLOO T A NFP—RNERENET,

CLI 7'wv 7 NMZBEY £11F 570>, Secure Web Appliance D7 % A
N7 7ANDEaA—FT 52 LKoo T, WAZLTHFA ML
H—RCEET, 77 ANNPLTHRANET v 7 u— N5,
FPTFTP 2 L CT 7 Z A 7 > AD configuration 7 4 L7 KV
W7 7 A NVEERELET,

adminaccessconfig >

welcome

ZhUE, BEEIR A IR LI E FICERINDHRA R

TA N F—TF, ZOTFHFARNI, al 4D adminaccessconfig
>panner 77X A MERICFETT T4 T LV ADOREITEME U

F7,

adminaccessconfig >

ipaccess

BHRE DY Secure Web AppliancelZ 7 7 & 245 & & Ok LD IP
7T RUAZHIE L £, FHEL. EEO~ Y U ETRELE
—EBNDOIPT RLAZFOVI UL T T IAT VAILT 72 A
TEET,

TR ALZFTAY A MIHIRT 255, IPT7T RLA, 7y
b, F72IECIDR 7 RLAZEETCEET, 774V TR 7
TIALT VATV BATEDLHT RL A2 —EFRT 5 L. BE
DY DIPT RUARFFA[Y 2 NORPIOT KL AL LT &
KrRINET, FAIYV A RNPLBIEOY T OIP T KU A THIER
TEEH A, ZOHRIT. WebUIZEHA L THERTHIEHTE
F9, 2=V — Xy hTI—2 T/ A, onpage S1EZEML T2
W,

adminaccessconfig > csrf

BEOHLER, 30T LAEEREZHI LT, Znnd
T DD END, WebUL D7 1 24~ Bk E#
HEREZ AN LEd, RO EX =2 VT ¢ 2RI HITIE,
CSRF {#i#% A F—7 M T D2 L2 L E4,

adminaccessconfig >
hostheader

HTTP R CHA b ~u X —%2FHTLLORELET,

F 7 4V b TlX, Web UL, HTTP ZRINTWeb 7 74 7 2 k>
DIEEINTEHRA N Ny X —Z2H LS LET, EXaY
TAE@mDBIZDI, TTIAT U ABEBEDERA NG, DEDT
TITA T AITEEE ST 4 AT (wsa_04.10cal 72 &) OFH M
LOSETHEIITWeb UL ZRETDHZENTEET,
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avy kR

B

adminaccessconfig >

timeout

KT I TAET A DEA LT T MR, 2FV2—HF =R 7
U RTAHETICHET 7T 4 7 TOHRAHIM (O 2EELE
T 5~ 144047 (4 W) OEEFEETCEET, 774/ Mal
307 C9, ZOEHIZ. WebUIZHEH L TR RTHZILEHTEE
T, =P — v NI —2 T/ A, onpage SIS L TLZE
U,

adminaccessconfig >

how-tos

BrEDREX AV FTH2YR— b TD 05 —7 ZANL—%H/ML
\i‘a_(]

adminaccessconfig >

strictssl

EEHE N L VRS2 SSLIE S (56 B RRFEALLLE) ZERA LT
R—hF 8443 D Web A v Z—T A A AL TEHLIIT,

TFIAT o AERRELET,

KV I72 SSLIE B A MBE LT HLIT I T4 T U AEHRET
HE, TOERITHTTPS i H L CEEHOBMNTTY 774 7 A
W27 7B AT HEHFICOAEHA S ET, HTTPS ZfEH L T

Web 7’0 F UNIER SN TWAIMOR Y NT—2 b T 7 4 v 71T
ITEH S ER A,

adminaccessconfig >

loginhistory

n A VR RET O AKEREL T,

adminaccessconfig >

maxsessions

Fffe 7 Ay iarORREERELET (CLIEB I Web
A B —TxAR)

A—HY—Ry  T—=U 7O tX

AsyncOS3, T TA TV ANLIET 7T 4 Tipa—W—%ua s/ 70 b5 E TORMZEE

FIRr

TEET, £,

A D a— Y RO A TERETH LB TEET,

Byvar AL LT Y ME, FHEELZED, WebUl £72/T CLIICE 74 > LTV TRTO
A=Y —ZEASNET, AsyncOSHR I T U b LIca—Y =i, 77747207 A
NV FA VT PERET,

\)

GE)

ZDEA LT ‘7 }\ @1@%%&%#6 W—Gi\ CLI adminaccessconfig > timeout 7%4%)%'9‘—5 & ‘IE)VC

EET,

RAT9T1 [V AT LEE (System Administration) ]> [ > bV —2 77 A (Network Access) ] Zi&R L E 7,

27LEE I}
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ATy T2 [REOHE (EditSettings) 1227 U v 27 LET,
AT T3 [vvva T 2747 XA LT~ (Session Inactivity Timeout) 1 7 4 —/L KiZ, v/ 7w h 4+ 5% T
BT D —Y—DkT 77 4 TR Z 5T AT LET,

5~ 1440 5y Q4 BffE)) OFPHTH A A7 U MERBEEZRTEET, 7 74/ MEIZ 30 5 TY,

ATy T4 [2—W— T 7 A (UserAccess) | EZ v a T, 2—HF—DI AT AT 7V AZHBELET, (EED
B¥EHi 277 (Allow Any Connection) | % 7213 [FF€ DL D & % 7 A (Only Allow Specific Connections) ] D
WP EF T LET,

[HFE DOzt D I % FF 7] (Only Allow Specific Connections) | % 4 2T 26, FEOERK A IPT KL A,
IP&PH, /X CIDREEFAE LTERLET, ZI9A4 T RIPT RLARELEBIZ, TTIATUAIPT
KL AD [—W— T 7 A (User Access) | &7 a3 VIZHEBIZBMENET,

ATy TS BHEEEREL, RELET,

EEENAIL—ADYLv k

Before you begin

sadmin 7 B 7 R DRAT L—ZANARRRGEIT, WAL~ — P R— b T XK
LTHRATZL—X% ¥y PLTLEZN,
e NRAT L—ADOEEIZREICHN/R 0 BEEZEETHHNEILHY ¥ A,

TRTCOEFHEL VO —Y—%, [ladmin] 2—V—DRXZA T L —XEZEETEF4,

Procedure

ATy [EHT 747 A (Management Appliance) ]> [ A7 LB (System Administration) > [=—H—
(Users) | IR L £7,

ATw 72 [User (=—H¥—) JUYUAFTladmin] V> 27 %27 Y v LET,

ATV T3 [NAT7 L —RXDZHE (Change Passphrase) | #8R L £ 7,

RTYT8 LSRRI L—XEERT D0, £RIEIANLET,

ERENAYE—DDRIET FLADEEKTE

LR — MHIZ AsyncOS IZ X > THAR SN A — NV ORET L AZRETEET,

Procedure

ATy T [VAT LEH (System Administration) ]> [IR{E557 FL A (Return Addresses) ] Z 3R L £7°,

W oox7aEE
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ATv T2 [REOHE (EditSettings) 127 U v7 LET,
RT9T3 Erg, 22— -4, BIORKAS L AE AT LET,
RTwT4 EREEEL, RELET,

TIo—rDEHE
77—k &1E. Cisco Secure Web Appliance THA L TWDH A X MIBET D FHAFTE I T
WD, BFA—MIEDEMOZETT, ZREDA N2 MIEI~A T — (FR) 1oAY v —
(VT4 v) ETOEEE (FEFERE) LARZHY, —WICT 7747 v Ak
EDT L AR—3 NETIIHERRICEE L T ET,

\)

Note 75— | LA —/LiBEIZZETDHITIE. T IAT UV ANEF A= A vE—T~D%E
WZHEHT % SMTP U L— AR A NERETALERHY F1,

—FDORELEKRE
7o MCEENOERIE, T T~ NONEEBREIC LS TIREY £F. 7 I~ MRIEHIC
EET 57 7— MYBEEREEIEETE £,

<
dl

AsyncOS IZLATDOX A TDOT T — FE2EELET,
o A7 A (System)
e /N— K7 =7 (Hardware)
« 7 w77 —%4 (Updater)
* Web 7’125+ (Web Proxy)
« %LU =7 %K (Anti-Malware)
* AMP
L4 N7 7 4 v E=H— (L4 Traffic Monitor)
« /M URL 77 = U (External URL Categories)

« R —DHBHIMR (Policy Expiration)

75— FOBERE
77— ME, ROBEREICHE-> TEESNET,
c I UTF AN DI A BRERH Y T,

I 27LEE I}
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G ARESS YV PRERMEEIET T —, TCICHARMLER G H Y F

3

W TN ADN—T 4 UFERE TR S D TE R,
T7o— FZEBEDEE
A

Note > 25 LDt v b7 v 7T AutoSupport &1 F—7 /W LA, HELZEBFA—L T R
Kﬁ&fmﬁkE%;07§X@7§—h%%@bi#(77¢wﬁ>o_®§Eﬁwo
THLERTXET,

TI53— FREEODEMS L VHESE

Procedure

ATY T [V AT LEH (System Administration) ]>[7 77— bk (Alerts) ] ZE4R L £,

ATY T2 [77— FZ(E#F (AlertRecipients) | VA N TZEEHEE 7V v 7 LTRET 20, [ZEFDEM (Add
Recipient) | %7 Vv 7 LTHLWEZEEZEBMLET,

ATYT3 XEFOBEBFA—NT FRLAZBMNETRELET, HEOT RLRAEZH v TRY>TANTLZ L
HTEET,

ATYTE XTT— " ZATTLIC, ZIETDHTI7—FOEREZEBRLET,
AT9 TS BFEEEEFL, RIFLET,
75— FRIEZEDHEIK

Procedure

ATY T [V AT LEH (System Administration) ]>[7 77— b~ (Alerts) ] ZE4R L £,

ATY T2 [7T7— FZ{E#H (AlertRecipient) ]DV A RNT, 77— bZEFIHISTHIIFTAar27 ) v L
THEELET,

RT9T3 ERERFLET,

TI— MREF T =NV RRETHLHIZD, TXTOT7 77— FOMEIZRELET,
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Procedure

ATY T [V AT LEH (System Administration) ]>[7 77— b~ (Alerts) ] ZE4R L £,
ATy T2 [REOHE (Edit Settings) 1227V v 7 LET,
ATV T3 MEIELT, 77— FOREMERELET,

TFoay SR BA

TI—FDRERLT N T 77— &2iXE7T 5 & SITEMT 5 RFC 2822 #filod THeader From:] 7 K LA,
L A (From Address to | & A7 ADKRA M4 ( lalert@<hostname>] ) ([ZESWTT KU A% HEARKT
Use When Sending ABEFarnHEISRLTVWET,

Alerts)

HET 77— PEERO | HEY 7 — hORHEEZIEELEY, 2 DORENDH Y 7,

ﬁ?bﬁ?ﬁﬁ (Wa.lt Before [E#T 77— MIEREEROFELERE (B)  (Initial Number of Seconds to Wait Before
Sending a Duplicate ) . _— _
Alert) SendmgaDuE)hcateAlert) Jo ZOfEZ 0ICERE LTSS, BELLET 7— ]\@‘b’:
—FEEINT. ROVIZTXTOEBELET 7 — MR U TZ A LTEE
SNFET (FERFREICKEOE A=V E2ZET HHHE @735‘3?)@&?) \EHELE
TI7—FeEETLETITHET 2L, 77— M XETHD iijDLi
T, I o EIL. AIRIOFRREMREO 2 0L & L7IETd, ’Dib\ Z
DIEZ SHICRET D L. 77— MISHE, 15H%, 350%. 15B%. 1558
%, 35S BB L VoI TIHESNET,

[EET 7 — MEERRORKFELRM (B)  (Maximum Number of Seconds to Wait
Before Sending a Duplicate Alert) ], [E#HT 27 7—h A v & —T 2K (ET DRI
R 2 e R OFE (Maximum Number of Seconds to Wait Before Sending a Duplicate
Alert) 17 4 —/V FZAEH LT, FAREMBROMEBUTHIRZRRIT S Z &N TEET,
el X, UIMEAE S RICERE L, mANEE 60 IR ET D&, 77— MES
o 157, 357, 60 Fh, 120 Bb7p K ORI TEE S E T,

Note
AsyncOS 12.0 LAR&, Cisco AutoSupport 47> 3 X7 7 — FEENLHIBR S LTV E T, AutoSupport FHE
X alertconfig CLI 5 L COARFRhE 71T TE £,

RATYyT 4 ERAREL, RIFLET,

72—FUJRE

PUFOETIE, T 79— be—BHRRrLET, FEOEIZIE, 77— b4 (NECTHEH
45 descriptor) « 77— FOEBEOT XA N, M, ERE (7 U7 4, fFH, E2lE
L) BEIOA v E—VDT XA NMIEEND T A—F (HFHETLIEHR) DEELTHE
R
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LT D#FEIE, AsyncOS THERINDHIESERN—RKY =T 77— DU RAKNTT, 77—

FOFHH EBEBRENZHINTWET,

Ayt—T To—rDE |[INTA—4
E
A RAID-event has occurred: v 2o $error : RAID = F — DT F A

Serror

(Warning)

No

LT OZFRIL, AsyncOS THAMSND S EIERVAT AT I— DIV ARNTT, 77— b+D

LBl & HRENRM SN TVET,

Ayt—o To—rDE |[INTA—4
RE
Startup script $name exited with error: $message | 7 U ¢ F7/L [$name: 27 U 7 N DL HI,

(Critical) .

$message : =T — A vtE—¥
5"“’%7\ }\o

System halt failed: $exit_status: $output',

7 VT 4 1w
(Critical)

$exit_status: =~ KO T
a— K

o

Soutput : =<2 KD DH
jjo

System reboot failed: $exit_status: $output

70T 4 1V
(Critical)

Pexit_status: 2~ ROKT
a— K,

Soutput : =T~ RIHODH
jjo

Process $name listed $dependency as a dependency,
but it does not exist.

70T 41V
(Critical) .

$name : 7ot 2 D4 HI,

$dependency : —FFER R I T
WD AR DA T,

Process $name listed $dependency as a dependency,
but $dependency is not a wait_init process.

7T 4 v
(Critical) .

$name : 712 2 DA,

$dependency : —EF RSN T
WA IKTE D4 T,

Process $name listed itself as a dependency.

70T 41V
(Critical) .

$name : 7ot X DL HI,

B o Rx7LoEE
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Ayt—o To5—rDE [T A=A
RE
Process $name listed $dependency asa dependency | 7 J 5+ ¢ H /L |$name : 7 © & 2 D4 i,

multiple times.

(Critical)

$dependency : —FEFE R Z 4T
WD ARFEME DA T,

Dependency cycle detected: $cycle.

70T 4 v
(Critical)

$cycle : I 7 MCEHRT DT
v RAL4LDY AN,

An error occurred while attempting to share L S2 Serror : FIAMCESEATIT B
statistical data through the Network Participation (Warning) . |T=F— A vt&—%,

feature. Please forward this tracking information to

your support provider:

Error: $error.

There is an error with “$name”. U 45V |$name: 2T 7 7 A IVEAER

(Critical) .

L7=7 a® ZAD4HTI,

An application fault occurred: “$error” 7 UF A |$earor : =5 —DOTF XA~ (@

(Critical) . [#1F hL—Av7)
Appliance: $appliance, User: $username, Source | 5§ Sappliance : £ E D Secure Web
IP: $ip, Event: Account locked due to X failed login |  (jnfiymation) Appliance® 1D,

attempts.

User $username is locked after X consecutive login
failures. Last login attempt was from $ip.

$username : $FED 2 ——
T RO ID,

$ip: v A URRITSNIZIP
7 R,

Tech support: Service tunnel has been enabled, port | | $port : F—E R kL RITSE
$port (Information) , | SNBHR— F&E S,
Tech support: Service tunnel has been disabled. IEER WAL

(Information)

27LEE I}
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the ssh allowed list.

* The host at $ip has been removed from the
blocked list.

* The host at $ip has been permanently added to

Aytw— TF5—FDE | /INTA—4
XE
* The host at $ip has been added to the blocked | %%+t $ip: v/ A RIS NZIP
list because of an SSH DOS attack. (Warning) . |7 K1 A,

ERBH -

SSHZNLCT I I7A4T A
O ERATNDN, A
i VT o L ERIRL
WP 7 R A3, 2 450N
W EL ERATIZ R L7285
&V SSHO7 w27 A KT
EMsvET,

FIUIP 7 RLANSZ—HFN
EFicerlZf o35, 0
IP 7 RURIEFFAI Y A MZiE
mEinEd,

FFAJU A ROT FLAIL, %
no»nrzuewy s JRANMIEE
NTWTHLT 7 EANRFITX
WET,

TR IIER I BRI Y
7 U A Kb BHEIRIZHIBR X
nNE9,

\)

Note

VAT LT 77— MIE, BREEX—T7 7 —F mX T I — b LR— T I— RREENRE

T, INEDOTT— NI, VAT LT IT—rDO—8E LTHRELIZRIZZELET,

LUFDFIE, AsyncOS THEM SN D S ESERREF— 77— FD U X T, 77— 1D

il & BEREARM SN TWVET,

Ayt—o TI53—bDE |INFTA—4
KE
A “$feature” key was downloaded from the key | {&#f $feature : BERED 4 i,

server and placed into the pending area. EULA (Information)

acceptance required.

Your “$feature” evaluation key has expired. Please | #% 45 $feature : BERED 4 i,
contact your authorized sales representative. (Warning) .

B o Rx7LoEE
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representative.

Ayt—o TI—bDE |INFTA—4

KE
Your “$feature” evaluation key will expire in under | #/£ $feature : BERE DL il
$days day(s). Please contact your authorized sales (Warning) .

$days : HERE - — DRI
HETOHK,

LT DL, AsyncOS THEREINLHIESERVFXF LY TI7— DY ARNTT, 77— FD

A L HRE SR S LTV E T,

Ayt—T TI7—FDE |[INFA—4
RE
Serror. 15 $arror : TG —D FL—ZNy
(Information) . | 7 L5571,
Log Error: Subscription $name: Log partitionis full. | 7 U5 ¢+ H /L |$name: 27 7T 27 J 7

(Critical)

a4,

Log Error: Push error for subscription $name: Failed
to connect to $ip: $reason.

7 VT 4 1)V
(Critical)

$name: 7/ YT Ry U
a4,

$ip: UE— R KX RDIP T
N

$reason : T T —IZ O T
T BT A b,

Log Error: Push error for subscription $name: An
FTP command failed to $ip: $reason.

7T 4 v
(Critical)

$name: 7/ YT A7 U S
va v,

$ip: VE—FFAFDIPT
]\‘\[/XO

$reason : FIESIZ DV TELA
ERAVAE

Log Error: Push error for subscription $name: SCP
failed to transfer to $ip:$port: $reason’,

7T 4 v
(Critical)

$name: 1/ BT A7 VT
a4,

$ip: VE—FFAFDIPT
FL =&,

$port : UE—h KA FDKR—
SR

$reason : B SIZ DV TCHLA
TAHTEA b,

27LEE I}
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AytE— TF5—FDE | /INTA—4
RE
Log Error: 'Subscription $name: Failed to connect | 7 J 5+ ¢ /L |$name: 22 727 U

to $hostname ($ip): Serror.

(Critical)

va v,

$hostname : Syslog —/3—®
RA N,

$ip : Syslog —"—DIP 7 K
L,

$error : =TT — AvE—TD
5"“’%;{ }\o

Log Error: Subscription $name: Network error while
sending log data to syslog server $hostname ($ip):
$error

7 V7 471V
(Critical)

$name: 7/ YT Ry U
va v,

$hostname : Syslog % —/3—®
AR N,

$ip : Syslog F—/X—D P T
LA,

$error : =T — A wybE—TD
?#Z ]\O

Subscription $name: Timed out after $timeout
seconds sending data to syslog server $hostname

($ip).

7 U7 4 v
(Critical)

$name: 7/ TRy U
va v,

$timeout : FPEHALO X A LT T
I\O

$hostname : Syslog —/3—®
71“} ]\%O

$ip : Syslog F—/"—D P T
LA,

Subscription $name: Syslog server $hostname ($ip)
is not accepting data fast enough.

70T 4 b
(Critical)

$name: 7/ YT A7 U
~a v,

$hostname : Syslog $—/3—®
Z]_\‘X ]\%o

$ip : Syslog —/"—®DIP 7 K
LA,

B o Rx7LoEE
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$max num files. Files removed include:

$files removed.

Ayt—o TI—bDE |INFTA—4

RE
Subscription $name: Oldest log file(s) were removed | {7 3 $name: 2/ TRy S
because log files reached the maximum number of | (fymation) . |2 3 >4,

$max_num_files: @ 7 7 2
7Yy a T EICHRER
D7 7 A NVDORRE

$files removed : HIFR S 7=
TrANDY A K,

PLFDOFIL, AsyncOS THEREIND I EFIERLA—KN TI7— DU ARTT, 77— D

il & BERENRM SN TVET,

Ayt—o To—rDE |[INTA—4
KE
The reporting system is unable to maintain therate | 7 U 5 ¢ /L (@A L
of data being generated. Any new data generated (Critical) .
will be lost.
The reporting system is now able to handle new | 53 WAL
data. (Information)
A failure occurred while building periodic report | 7 U 5 ¢ )L | $report_title: LAR— F DX A
‘$report_title’. (Critical) . rL,
This subscription should be examined and deleted
if its configuration details are no longer valid.
A failure occurred while emailing periodic report | 7 U 5 ¢ 7)1 | $report_title : LAR— h DX A
‘$report_title’. (Critical) . ML,

This subscription has been removed from the
scheduler.

Processing of collected reporting data has been
disabled due to lack of logging disk space. Disk
usage is above $threshold percent. Recording of
reporting events will soon become limited and
reporting data may be lost if disk space is not freed
up (by removing old logs, etc).

Once disk usage drops below $threshold percent,
full processing of reporting data will be restarted
automatically.

I

e
=

(Warning) .

$threshold : L &=\ MiE,

27LEE I}
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Ayt—o To5—rDE [T A=A
RE
PERIODIC REPORTS: While building periodic | 7 U 5 ¢ 7)1 | $report_title : LAR— h DX A

report $report _title' the expected domain
specification file could not be found at ‘$file name’.
No reports were sent.

(Critical)

b,

$file name : 7 7 A L D4R,

Counter group “$counter_group” does not exist.

707 4 1V
(Critical)

$counter _group : counter group
0)% ﬁﬁo

PERIODIC REPORTS: While building periodic
report $report_title’ the domain specification file
‘$file name’ was empty. No reports were sent.

7 VT 471V
(Critical)

$report_title: LAR— F DX A
kv,

$file name : 7 7 A L D4R,

PERIODIC REPORTS: Errors were encountered
while processing the domain specification file
‘$file_name’ for the periodic report ‘$report_title’.
Any line which has any reported problem had no
report sent.

Serror_text

70T 4 v
(Critical)

$report_title: LAR— D H A
kv,

$file name : 7 7 A L D4R,

$error_text : FEAELTT—
DU AR,

Processing of collected reporting data has been
disabled due to lack of logging disk space. Disk
usage is above $threshold percent. Recording of
reporting events will soon become limited and
reporting data may be lost if disk space is not freed
up (by removing old logs, etc).

Once disk usage drops below $threshold percent,
full processing of reporting data will be restarted
automatically.

il

Ak
=

(Warning)

$threshold : L = VM,

The reporting system has encountered a critical error
while opening the database. In order to prevent
disruption of other services, reporting has been
disabled on this machine. Please contact customer
support to have reporting enabled.

The error message is:

$err_ msg

70T 4 v
(Critical)

$err_msg: =7 — A vk—v
TX AR,

LT D#FEIZ, AsyncOS THERINDHIEIERT v I T —X 77— DY ARNTT, 77—

rMOFH EBEBRENZHINTWET,

B o Rx7LoEE
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Ayt—T To5—rDE [T A=A
RE
The $app application tried and failed $attempts L Zae $app : Secure Web Appliancez
times to successfully complete an update. This may (Warning) . |¥= U7 4 F—E R4,
be due to a network configuration issue or temporary )
outage. $attempts : FATEIEL,
The updater has been unable to communicate with | 2k $threshold: : L X U ME OB,
the update server for at least $threshold. (Warning) .
Unknown error occurred: $traceback. 7 VT 4 S1)v | $traceback : b L—RA Ny 71

(Critical)

o

Certificate Revoke: OCSP validation failed for the
UPDATER Server Certificate ($host:$port). Ensure
the certificate is valid.

70T 4 v
(Critical)

$host : UPDATER H#—/3—®
KA N,

$port : UPDATER #—/3—0D
A= b,

T TRETI— b

Advanced Malware Protection {ZBEi# 32 7 7 — MI-DUW T, Advanced Malware Protection O [H]

BICBET %7 7 — M OMERRZEEZZHRL T

R O—DOHRUNT 5 — b
WDFIE, AsyncOS THEMENLEEFSERRI > — T F— DU X FTT, 75— it

B EERENTMSNTNET,

fiél/\o

Ayt—o TI7—FDE |INFA—4
KE
'$PolicyType': '$GroupName' |%, AR DOF% |1 #H $PolicyType: I%, Web 73V

FEDTED, T4E—T RIS TWET,

= A TITHESLT IR
WY =g RY =TT,
$GroupName: (X, RY > — 7
N—TDAHITY,

'$PolicyType' : '$GroupName' |E, 3 HZIZHIFR
&7 £,

$PolicyType: iX. Web 7~ U
= BATSICHEDSLT 'R
RY —/HERY o —7TF,

$GroupName: (%, AU — 7
N—T DARITT,

27LEE I}


swa-userguide-15-5_chapter8.pdf#nameddest=unique_285
swa-userguide-15-5_chapter8.pdf#nameddest=unique_285

. FIPS Compliance

FIPS Compliance

Federal Information Processing Standard (FIPS) &, HEZ{EH CTo 5 DB STV WE
WMERET D7D, TRTOENERETHEHN SN O ELEY 2 — VOBEFZHEL TV E
3. FIPS X, B OEF 2V T 4 LT —% T T4 N —BEOBTF A I T D 7201
TSt E9, ENAEMERMAFZEAT (NIST) 12 X > CBI¥E &7z FIPS (. #FEURF O B % i
T EEORM B WEGITE S ET,

Secure Web Applianceld Cisco Common Cryptographic Module (C3M) % {4 L T FIPS E— KD
FIPS 140-2 ¥l 2 B L £ 7, 77 4 /L FTliE, FIPS £— RiI7T 4 E—7 1T,

BhEEE
« FIPS £ — RO

FIPS EEEARE D E 4

FIPS &€ — K TlZ. Secure Web Appliance T 1 — 7 /WIZ/2 > TN BT X TORFE{LH — B XIT
DUWT FIPS #ELOGEAEEZF AT 20 ERH Y £9, Zud, LLTFTOR by — e X5
SNnFET,

« HTTPS 7' 12 % ¥

o WO

©SaaS DT AT T 4T 4 TrANA L —
« T ITAT L AEEHTTPS —E A
« &% =7 ICAP 446 DLP #% &

* Identity Services Engine

WAL LDEFTE 50—k CA

* SSL DF%TE

* SSH D% E

* NTP D E

\)

Note FIpPS E— N& A F— 7 /LIZT BREMIC, FIPS ERLGEBIEAMEH L TT 754 7 A& HTTPS
P—EAERETIHILENDHY £9, MO B — BRI X —TNCTHXLETIH D 8
/\Jo

FIPS YEHLOFEZEIILL T OB 2T HERH Y £ 7,

B o Rx7LoEE |
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rps simzEomE

;EAE | 7T |BETLTURLA PEE
R Ls
X509 RSA shal WithRSAEncryption | @72 B8 7 4 —< 2 A L 44572t % 2 U

sha256WithRSAEncryption | 7 -1 REBTHTZDOIT, 1024y FOF—H
ARXERHIELET, By A XE2SDHITK
ELTDHE, BX2 VT o 1Fm ELETA,
i DNRT —~<  ATHELET,

FIPS SEBAZE D REE
FIPS E— RNA R—TNDOYE, T 774 T 2 A3 ROFFRHEF = v 7 2 ETLET,

* Secure Web AppliancelZ 7 v 72— RSN =T XTOFEAEIL, UlIck->TTrvy7Fe—R
éﬂfl@ﬁ\ Fheb certconfigCLI &+ NizkoTT v 7a— R éhf\_@ﬁ Z F?lgj’f'f‘fcﬁ
<. CCHEMEIZRASIZNE D L O ICHRESLE T, Secure Web Appliance DEHH A k7 N D
IR S ARHRE SN TWARWVIEREIL, 7y 7r— R TEEH A,

fEHHTE B/NARIEIZ K » CGIEHEOBLA DKL L, T X TOBLEHEAEICH L TH
SEE I D pasicConstrains B X N carlag Dt v M X » CEEHAE/ARF—OL I A
SEENET,

« Kz ) A Mot U CREMA E A MEES 5 72912 OCSP Mk A T& £97, Zihud
certconfig CLI a~ > FEFEH L THRETEET,

N

GE)  FHLWH 7 3= K ocSPVALIDATION FOR SERVER CERT 23 A A 2D
CLI =< K certconfig @ FITBMENFE Lz, HriLn 7 o<
Y REMMT S L. LDAP ¥ — S EB LT v 77— 4 ¥ —
/NGEBE D OCSP MGk Z AN TE £97, FEAEORGEEN AT
2o TWAHIGE, BEICERT 2FEHEN KD T L LT 7 — 0
FRINET,

BERS ZRREBERFEIC OV T (70 X—2) BB LT ZEW,
FIPS E— FOAEZML - 1XENE

Before you begin

T TIAT UVAREDNNy 7T v 7 abt—afllLEd UTE3R) ., 777947
ARRTE T 7 A )V DLREAT, on page 3

¢ FIPS E— Rl SN AEFAE T, FIPS 1403 B EDAXF—T7 /2 XLBNMER SN T
WA Z xR LET (FIPS FEBEDZLE, on page 64% 2FR) |

| 27LEE I}



B x7roBB0EE

\)

Note *FIPS E— FELHTHE, TTXIA T UV ANHFEEIESNET,

« FIPS &— RZ ML L7-84 . SSLBLONSSH #E (FIPS E— FOAZNC SR TV 5
AlE. BEREVICFIPSHNC2 D K HICT2E) 1E7 74/ MEIZU Yy hSEHE A,
Bt DS, B TR SSH/SSL BREEMH LT ZA4 7> "R TEH L HI2T D
VNS D55 E. WIRMIIC IO OREEZETTHMENDH Y £7, FEMIZOVTI,
SSL MFXIE , on page 674 L T 7E 30y,

Procedure

ATY T [V AT LEH (System Administration) ]>[FIPS ®€— K (FIPS Mode) ] #3#iR L £,

AT T2 [REDOHE (Edit Settings) ] %27V v 27 LET,

ATY T3 [FIPSa 7T 47 ADHFME (Enable FIPS Compliance) ] %4 (2L T, FIPS 27T A 7 v A %A%
IZLET,
[FIPS 27T A 7 ADAZML (Enable FIPS Compliance) | &4 12§ 5 &, [ERREEML T A —%

(CSP) D55 b % H%hZ9 % (Enable encryption of Critical Sensitive Parameters (CSP)) | T = v 7K v 7 A

DENRY 7,

ATy T8 NAT— K BEEER, GEAE, WHEX - EOBRET — X O LE AT 25 E1E. [ER2EEME
T A =% (CSP) DOKFEALZANZT 2 (Enable encryption of Critical Sensitive Parameters (CSP)) ] & 74 >
IZLET,

ATw 75 [%EE (Submit) 1227V v LET,

ATvF6 [fiT (Continue) 1227V v 7 LT, 7T7I7AT  AOFHEEZFF] LET,

VATLOBROEE

« XA LV — 2 DFRTE, on page 66
e NTP —NR—2 LD AT A 7 v v 7 DR, on page 67

Procedure
ATy T [VAT LEH (System Administration) ]>[# A A Y — (Time Zone) | Z#IR L 7,

ATy T2 [REOHE (Edit Settings) 1227V v 7 LET,
ATy T3 #Hil, B, BLXOY A L Y= EBFRTE), GMT A7y FEBIRL £7,

B o Rx7LoEE |
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ATvT4

NP —ri—zk 327 a o0y 0RH [

EHEERFEL, RIFLET,

NTP —/N—[C kB RTL VOV DEE

ATy T
ATy T2
ATvT3

ATv74

ATy TH

ATvT6

SSL D

TTIAT ATFHCTRMARET 2D TR, Ry NT—27 XA A7 v hajb (NTP)
P N— |2 U CHIED HFFAZ BB CX 5 L 91T Secure Web ApplianceZ 5% €3 5 Z & %35
BOLET, L BT T TA TV ABMDT NA ZEHE SN TV DHEITHE L E
T MESINTZTXTOT A ANRE L NTP b —"—Z2EHT20ERH Y 7,

Secure Web Appliance |5 NTPv4 % 7R— h L £,

Procedure

[ A7 LEH (System Administration) ]> [IRFfH]DF%E (Time Settings) ] Z i8R L £ 97,

[ EOfwE (Edit Settings) 127 U v 7 LET,

[RFZ| DR EJ71E  (Time Keeping Method) ] & L C [NTP (Network Time Protocol) % i/l (Use Network Time

Protocol) ] Z#&R L £ 7,

NTP H— _"OEREMIHR A NG ETITIP T RLAZ AN L, LFEFETLET :

a) [¥F— %47 (KeyType) | Fu vy 7 Z o U2 e [MD5], [SHA-1] £ 7213 [AES-CMAC] % %R
LET,

b) FEEEIIZNTP =35, %fiid 5 MD5, SHA-1., F£721% AES-CMAC ¥—&F S B L OF—EE A
JILET,

c) [UTPiEMM (AddRow) %27 VU 27 LET,

Note

FIPS B E# e E. [F— 247 (KeyType) | Ka v 7 X o U A M MDS B EAL TR E RSN E

Hh, ZHUuE, MD5 S b8 FIPS ([CHEHL L TV W2 diIZ TR S B EifE T,

EE) NTP 7 =) —\ZEHT LT 7 I7A T ADFR Yy NI—T A F—T oA A X AT (FHERIT
T—=HONT ) ICBEEMT LN TWD, v—TFT 4 7 T—T NV EERRLET, Zhix, NTPZ U —
DEESINDIPT RLARIZRD ET,

Note

COFTvat TTIATUANT =X T T7 497 RAEERNT 740w 7 RICHEIN—T 4 L T %
FEHLTWAILEEICORERTEET,

EHEERFEL, RIFLET,

=JL ==

ax AE
X2 VT4 2A ESEEEHIZ, W OPOY—ERATSSLV3 EXFSFRNRN—Tg3 00
TLS 2 A X —TNEET 4 =T MITEET, HEOEX 2V T 4 2FERT IO, T

27LEE I}



B ssiozx

RTCOY—EATSSLVI ZT 4 =T NI TB22 L2800 LET, F74/0 T, T
TDONR—=T g D TLS A F—TIIHRE S, SSLBT 4 =T MR EESNET,

Y

Note = i1 5 OBEREIE, sslconfigCLI A~ REMMAL T R—T NV ELEIT 4 =T 12T 5 2
b TEFE T, Secure Web Appliance CLI 2+ > REZH L T E IV,

A\

Note « TLSv1.0 & TLSvL.1 1%, 7 u % IAERLIAA O SSL#ERL TIZHR— F &< R0 £ L7,
AsyncOS %7 v 77 L— R4 5 HIC, TLS /N—30 3 > % TLSvI.2 LIRRICZE H 4 5 BN H
Dij—o

¢ SSLEREN—VBIVCLING, RN— 16443, 777 A4 T v A EH Web 21— — A L X —
T4 A, BIOENGUID TLS X—V g VL IEEE I AZTA R TELLIICRYEL
7=,

CLIM O EE I AZ~ A AT HEE1E, sslconfig 2~ Rl TEE T,

o TLSHE S NN /2 D SSLIER A ETEE HIXEFE LB/, 77U r—3 3 v 2 HiEl)
LiTO

Procedure

ATY T [VAT LEH (System Administration) ]>[SSL #% /& (SSL Configuration) ] 3R L £,
AT T2 [REDHE (Edit Settings) ] %27V v 27 LET,

ATy T3 ZNHEDOP—ERATSSLV3 & TLSvIX 24 F—7 T BI0E, HIETHF v 7Ry 7 Ak 4L
ij‘o

([ TTTAT U AEE Web 11— — A X —7 = A A (Appliance Management Web User Interface) ] :
COREEELTHE, TRXTOT 7T 47 22— —0ER/EE S ivET,
Note
e AN AN—= g OYE, TLSVI2 137 7 40 F THERNICR > TWET, [TLSv13] F = v 7

Ry 7 Az 2T DD, sslconfig A ¥ REFEHLT, TLSVI3ZZBIRTE D LI FEL
oo ZOa~<y ROFEMIZ DUV TIX, Secure Web Appliance CLI @+ > RZZH L TS 723, 7
B kA=Y g 8 LT TLSVLS 8T 25813, TLSvI3 M3 25 2 ettt § 2 m %
N ET,

s [Fuxy h—E A (ProxyServices) |: E¥ =7 7747 NHDOHTTPS VX /L7y
WEB LR EENE T, 207 v a MZFUTFbEENTWET,

s [fEFH3 DH55 (Cipher(s)toUse) |: 7B ¥ v % —E R L D@BEICHEHTLEMOREE A A — F%&
ANTEET, AA— b ORXEIVZTavy ) ZEHLET, FFEOK ZOMEHZPIET 51T

B o Rx7LoEE |
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sstozz i

WX, FOXFHNOITEICEEZG (1) ZBMLET, =& 21X 1Exp-pEE-RSA-DES-CBC-5HA & AJT L
e

ﬁwﬁﬁ@nﬂﬁLﬂ~yaymﬁ@ﬁ%%~b@&%ﬂﬁ#éi5ﬁb1<ﬁéwo%%%i
U A MZOWTIL, https://www.openssl.org/docs/manmaster/manl/ciphers.htmlZ 2 L T 72
é VY,

TTITAT AT TLSVI3 N—V g &SR —F L TWET, K5 TLs AES 256 GCM SHA384 23T
T3V ROREEY A MIBMENE L, T 74V MTiE, TLSVI3 T 774 7 A L THER)
W20 ET,

AsyncOS 73— = ‘/140’(“5;*\ K575 TLs AES 128 GCM SHA256 36 L TN TLS CHACHA20 POLY1305 SHA256

DT 74 EORS Y A MIBMSIvET,
AsyncOS 73— 3 > 9.0 LLEITDT 7 /L b OKFB1E, pEFAULT:+kEDH T,
AsyncOS X— 2> 9.1 ~ 11.8 DT 7 4/ O 1X, RO LBV TT,

EECDH:DSS:RSA: !NULL: !eNULL: !EXPORT: ! 3DES: !RC4: !RC2: !DES: ! SEED: ! CAMELLIA
:!SRP: ! IDEA: |ECDHE-ECDSA-AES256-SHA: | ECDHE-RSA-AES256-SHA: ! DHE-DSS-AES256-SHA:
!AES256-SHA:DHE-RSA-AES128-SHA

ZOEA. T 74 NOKEE L ECDHE B EDORINIC Lo TEDLBIEANRH Y 1,
AsyncOS /X— 3 > 12,0 IEDT 7 )V OB EIX, RO EBY TY,

EECDH:DSS:RSA: INULL: ! eNULL: ! aNULL: | EXPORT: | 3DES: | SEED: | CAMELLIA
: ISRP: | IDEA: ! DHE-DSS-AES256-SHA: | AES256-SHA : DHE-RSA-AES128-SHA:
TLS_AES 256 GCM_SHA384

EECDH:DSS:RSA: !NULL: !eNULL: !'aNULL: !EXPORT: ! 3DES: ! SEED: ! CAMELLIA

:!SRP:!IDEA: !DHE-DSS-AES256-SHA: ! AES256-SHA: DHE-RSA-AES128-SHA:

TLS AES 256 GCM SHA384:TLS AES 128 GCM SHA256: TLS CHACHA20 POLY1305 SHA256

Note

B L AsyncOS N—2 5 NZT v 77 L— R LBRIZ, 774/ FOKEAA — MaRH L E
T BFBAA — MIBBICEF SN ET A, DHION— 3 U935 AsyncOS 12.0 LIREIZT v 7
7 L— T 5561, AL —MEROLDICHEFTLHZ L 2HERELET,

EECDH:DSS:RSA: !NULL: !eNULL: !aNULL: ! EXPORT: ! 3DES: ! SEED: ! CAMELLIA

: ISRP: ! IDEA: ! DHE-DSS-AES256-SHA: | AES256-SHA: DHE-RSA-AES128-SHA:
TLS AES 256 GCM SHA384

EECDH:DSS:RSA: !NULL: !eNULL: ! aNULL: ! EXPORT: ! 3DES: ! SEED: ! CAMELLIA
:|SRP: | IDEA: | DHE-DSS-AES256-SHA: | AES256-SHA: DHE-RSA-AES128-SHA:
TLS AES 256 GCM SHA384:TLS AES 128 GCM SHA256: TLS CHACHA20 POLY1305 SHA256

ﬂﬂsrﬁ@ﬁ%m(%ﬁ)(MMMTHCmmmmm&mmmmww]:HSE%%%@K#%
I DT 2y IRy T AEF NI LET, EOEX 2T 4 2 FHITDITIE. ZOREN
%%éhi#o

«[ZF =27 LDAP % —E X (Secure LDAP Services) ] : adalk, SMBREGE, BELOEF =27 FE U T 4 M0
GENET,

e [EF 2 TICAPY—E A (UMEEDLP)  (Secure ICAP Services (External DLP)) |: 7 7T A 7 > A L4
DLP (F—#iwlphik) $—/ "—[ D ICAP @5 OREIZHEHAT 571 b a V2@ IRL £, 5l
DWTIL, A EDLP b — =D R TE2 S L T 7Z &0,

27LEE I}
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SRTLEE |
B iv=oss=

s [—EADHEH (Update Service) |: 777 A 7 AERMREERT v 7T — b — _—[{Di@EIC
AT e harz@BRLET, P—ERAOEHOFEMIZ OV TIE, AsyncOS for Web D7 v 77
L—h&ET v 7T — 1k, onpage 162 L T 72X,

Note

AaDT ST — h = R—ISSLv3 VR —F L TWEFTA, L7EMN->T, TLS1.0LL % Cisco 7 v
TTF—h VP —ERATA RF—T ML TRBLMSERHY ET, 7L, v—I NV T v 7T —h P ——T
WFHAED SSLV3 2422 N TEET (FOLIICHESNTWDIHE) . TNLDOP— —TH

R—FENTWD SSL/ITLS D 3—V 3 U R L TLTZ &,

ATw 74 [Submit] Z#27 YV v/ LET,

AEEAZE N EHE

TTIAT AT, TUXNVGEREZEHN L TS ESEaoEhia e, el gL E7,
[REFAEDE P (Certificate Management) | X—Tld, HAEDFEHEY 2 hOFROEH, 7
HTE 5/ — FNEFAZEOEH, BLO T vy 7 SN EORREZITI T ENTEET,

)

Note

TTITAT UARA o H =3y MCEFHR SN TOWRWEE, [REFEEE (Certificate
Management) | ~—3 D — RIZKHDD020 0 ZA LT T =T =B AELET, HIT,
FEAEAT— R L%, [v=7 =2 A RS TEEHATLE (Failedto fetch manifest) ] % >
T —2 =7 =3 [REFEOFEH (Certificate Updates) | U A MIFREINET,

BEIEE
o A ER L OV —{2DW T, on page 71
o AEFEO T, on page 72
«[FHH T & B /b— FREBHEDEH, on page 71
e 71y 7 SPTCREWIE DR IR, on page 72

BARGREAZREEIC DO N T

AsyncOS 10.5 TOFIPSE— FEFHD U U — AT N, R SNDFEAFITT T, 7y Fr—
RRNZZEY 7747 U7 (CC) FEHEICHERLL T\ D Z & 2R D 7o ORI ICREES L E
T, FEFEAFEERS D A b EHRE U CRGET 2121, OCSP k& TE £,

WY AN AE DY Secure Web Appliancell 7 v 70— RENTWAHZ & & T _RTOHHE
P R—=THIERSSL NS R oA 7 HFITTEH LI, A TESR 2 7 RFEHEN 3T
DOREEY —_R—THESNTND Z L 2HRTHILENDHY £7,

kS 7R REERGE L, ROFEAFEDT v 7 a— RIZ#EH I ET,

sHTTPS 7u ¥ ([B¥ = U7 ¥ —¥E A (Security Services) ]>[HTTPSZ' =% (HTTPS
Proxy) 1)

B o Rx7LoEE |
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ingssvE—onT [

« 77 ANGH == ([EFx =2V T 4 —E X (Security Services) |>[~/L7 =7 XH &
L ¥ =7 —3 3 (Anti-Malware and Reputation) |>[7 7 A /L8 OFEMERE (Advanced
Settings for File Analysis) |>[7 7 A /L34 —/3— (File Analysis Server) ] : [T A ~—
r7 Z 9 REXUGREE/A (Private Cloud & Certificate Authority) ]: [7 v 7B — RS 7238
FEJR DA (Use Uploaded Certificate Authority) ])

fEETE DN — FIEAE (v FU—2 (Network) |>[REFAEDEE (Certificate
Management) 1)

o Tu— NEEREORE ([ U —72 (Network) ]>[F%FE (Authentication) ]>[7 & —/
JVERREDFXE (Global Authentication Settings) )

*SaaSDID 7 v A X ([F> hU—2 (Network) ]>[SaaS PIDZ w34 % (Identity Provider
for SaaS) 1)

« Identity Services Engine ([*% > F 7 —7 (Network) ]> [Identity Services Engine])

« M DLP ¥—/3— ([* > FU—2 (Network) ]>[#MADLPY—/3— (External DLP
Servers) ])

* LDAP B XU F% =7 LDAP (k> FU—72 (Network) ]>[#ilF (Authentication) ]>[L
L2 (Realm) 1)

FIPS Compliance (64 X—) H B LT Z &V,

EERES L UF—IZDIVT

EETESIL—

2P —CRRRE A BRI D L X, 7T UYITEX 2T HTTPS #5546 H L C Web 7' 1 %
WCRBREZ LT v v V& IR(E L ET, Secure Web AppliancelX. 7 # /v ~ THJE® [Cisco
Webtx =7 4 77747 AT EFEHE (Cisco Web Security Appliance Demo Certificate) |
EHERLT, 7747 M&EDOHTTPS #fii 2L LET, £< D7 7 UY TiE, GEFHENE
THDENVINEOEENRFRINE T, BHREAFEICHET LA v -V a—PF—1TK
RLZWE I TAIZE,. 77U r—v 3 > THBEIMI \—nuu&éﬂéuﬂz%%t%“—‘@/\OT%T‘y
Frm—RLET,

EEIRR

cFEHELE X —07 v 7 a— RE T IXARKL, on page 73
AIEFE B4 oK, on page 74
o FIRERE, on page 75

FEEBREDEE

Secure Web AppliancelZ (%, EHHT&E 50— FAEHEO U X FAfFR L, ZAdMRi S E T,
EHCE HIENELFFD Web o FTlE, EHIEINLEDLD A,

EHTE2FEHED Y 2 MIGEAFEZEM L, EEMICGEAZELZHIRT 2 &, FBE T 55EH
EDOY A MEEHTEET, Secure Web Appliance TlZ, 774~ VU U A hH) 5 aEBH EIXHIBR

27LEE I}
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ATy T

ATy T2

ATvT3

ATy T4

ATy TH

SNFEEAR, 2=V =2GEHECFEEHZEMETE ET, AT, BEHTELU X M2 biE
HES R ICHIBR S L E T,

FHETE 2/ — FEELZBN, EEX FUrn— 35123, UTOFIEEZFTLET,

Procedure

[ry hU—7 (Network) 1> [REBIEDE L (Certificate Management) ] DJRIZEIN L £ 7,

[REFAE DL (Certificate Management) |X— 3D [{GHTX 5 /b— MEHAEDOEH (Manage Trusted Root
Certificates) &7 U v 7 LET,

VA ARV A MR SN TWRWRFER OB W A2 LOEETE 20— MiEAE LB
M3 2i2ix, UTOFRIBEEZFETLET,

[f >A—1b (Import) 127V v7 L, GEAEY 7 A V2SR L TERL, [FF (Submit) ] LET,

1 DU ED Y A @ik E At EOREEE FEXT 5121, UTOFIEEZFATLET,

a) FEXITIX N [EEE EEE (Override Trust) | F =y 7Ry 7 A4 LET,
b) [AfE (Submit) 1227 U v 7 LET,

FEDFEAHFED a—%2 Xy rm— KT 523, UTFTOFIEELETLET,

a) VAIDOEFATE L — MEEY X M CHEECARIZ 2 ) v L, = MU ZRELE T,
b) [FEAE%Z X 7> v— K (Download Certificate) 1 %27V v 7 LE 7,

SLEREDEH
[# (Updates) |BZ > aidid, 77 I9A TV A LDV AaDEfATE H0— FEHEL T
27 UARDONRY RJUZONWT, N—Va UMEREEKESERNS —ERRINET, Zh
HONY ROVIZEMICEFT SN ET,
Procedure

[FEFIEDR L (Certificate Management) 15— T[4 <HH (UpdateNow) 1227 U v L, 7 v 75—
FAREAR T R_RT DY RAZEH L ET,

JRyv Y EShi-itBAEDORR

VALV ENTHLLHEESNT T ey 7 ENFAHED Y R N EFRRT AL, LT
FEEZFITLET,

W oox7aEE
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Rz r—07yTo—rErEEn [

Procedure

[7va vy 7 EHIEHEEFER (View Blocked Certificates) | %27V v 7 LE9,

AAELX—07 v TO— RERIFER

—HBD AsyncOSHERE Tld, DML, MR, FIXREDT-OITFEIF & —N0ETT,
7o & 21X, Identity Services Engine (ISE) 72 & DORED ZHUCEEY LET, BEFOFEHFHF L —
7 vo7m—RLIED, WIEEZRETHEXITHLWVGEEE X —%2 Ak L) T&EET,

HREESLUVF—DTF7TyTO—F
TTIAT AT v a— RT5HER, UTOBZHIZ L TWAMERHY 7,
o X509 FEEHEAMEAH L TWAB Z &,

e — T AMEXF—RNPEMERTEENTWASZ &, DERERIIVR— FEnTWEE
Ao

Procedure

ATV TN [Ty 7 r— RENRAELE F—% i (Use Uploaded Certificate and Key) ] Z3#IR L 7,
AT w72 [FEAZE (Certificate] 7 4 —/L R T[ZM Browse) 1227V v/ L, Ty 7u—KT57 7 AV ERRELE
R

Note
Web 7 a2 ¥, 77 A NVHNORYIOFFHEEZITF—2FH L £, FFHET 7 1 /LIX PEM ERICT
HHENRHY £, DERERIFVAR— S THEEA,

ATY T3 [¥F— (Key) ] 74—V RT[BMH Browse) |27 UV v/ L, Tv7a—RKT57 7 A NVERELET,

Note
F—DR 1T 512, 1024, F7/21F2048 B hTHHIVENH Y £, WEXF— 7 7 A4 /UL PEM EXTZ
FiuEe F¥ A, DER BRI R — SN TWWEHA,

ATV T4 TSI THDEEE. [F—ETE S b TWET (Keyis Encrypted) ] 23R L £ 77,
AT9TS [77ANMDT »7a—1R (UploadFile) |27V v 7 LET,

I 27LEE I}
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B ivsssvr—oxm

AES VX —0AER

Procedure

RT9 T RS -GEE L ¥ —% M (Use Generated Certificate and Key) ] 38R L £7,
ATY T2 [HrLWGEAE L F—%4 (Generate New Certificate and Key) ] %7 U v 7 L9,

a)

b)

[REFIE & ¥ —% Lk (Generate Certificateand Key) %A 7 B VR v 7 AT, LERAEREHRE AT L
£7

Note
[3Li#4 (Common Name) ] 7 4 —/V RiZiX, A7 v a (/) #BRJALED ASCI XFHE A TEE
R

[FERAE & % —% 4k (Generate Certificate and Key) | #4702 7R v 7 AT, [AK (Generate) | & 7
Uy Z LET,

HERNTET T2 & [FEHE (Certificate) (&7 ¥ a 12, iEHEDIFERE 2 >0V 7 (GEHELR H
¥ > 1 — RDownload Certificate] & [FERI#EEALERDF 70— K (Download Certificate Signing
Request) ) DERINET, F/o, #ibR (CA) NOBAMEAELZEFE LI LI, ThET v
Ta— RT57-OIEHT 25 B4 EFEVE (Signed Certificate) | 47> a Vb ERSNET,

RATv T3 [EMFEE X 7 > v — KDownload Certificate] # 7 U v 7 L C, 77 I7A4 TV AIZT v 7 ua— KT 58 LWGE
HELXDa—RLET,

ATy T8 GEAEZELZEROX 7 v — K (Download Certificate Signing Request) 1% 7 U v 7 LT, B4 DZHITR
AR (CA) ICHETDHLVAEAE Y 7 A v a4 U m— LIS, ZORHEOFEMIZOWTIE, REHE
B4 HR, onpage 4% S L T 7ZE 0,

a)

b)

FSERAEERER

CANOEALM ZFEAENIRE SN G, [FEAZE (Certificate) 17 1 —/L D [E4 (T EFEHE (Signed
Certificate) ] C[ZM (Browse) 127 U v 7 LT, BAMNESHAET 7 ANVEREL, [T 7ANVDT v
7’m— K (UploadFile) 1227 Vv 7 LCT I IAT L ALT v 7 u—RKLET,
CADN—FREAENT 7I7A4 T U AOEETE 50— FEAEY A MIEENTWD Z L 2GR L E
T, VA MIARWESITBIMLEY, BV T, FETE 50— MEHEOEH, on page 71%
ZRLTLIIZEN,

Secure Web Applianceld, 777 A 7 L AT v 7'm— R ENT-REEOREESES 2k (CSR)
EERTDHZLIETEEHA, TOD, 77747 2 ARICERSNIZGEAEEZHEHT 51
L, BIDO Y AT BN BEHBEREFITTHALERNHVET, BTT T ITAT VR VA h—
N DUERH DI, ZDY AT L) PEM JEROF—2RIEFE L £,
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e —HNBLOYE—F T v 7T — b H—,3 on page 80
cHEBBLXOTENCL DT v 7T —NT v 77 L—RDZ U —, on page 79

*AsyncOS BL Ot X2V F 4 h—ER avKR—F b DT v 7T L —KET v 75—},
on page 76

LIRITMD/N\— 3 > D Async0S for Web ~D1E T

Web ] AsyncOS (213, BAMHZ Web HA XL —F 1 > 7 3 25 I AsyncOS % LARTOFRE B
HDEN RIZRTHEENDH Y £,

N

Note X—305 75 K0 HAETDO Web H AsyncOS D3 —2 =2 NZIZREE EH A,

RET7TZAT 2 RAD Async0S #ET LI-BEDTA L A~NDEE

AsyncOS 80 IZIH T L. T 7 IA T AN tEx 2T A HERE/R L TWeb h T 0% 7 g
VAR S 180 HOMTHMIZH Y FHA, T4 B AOFHHIRITELZ T EHA,

BExOERXATOaV T4 XaL—2ar T7/4ILDER

N=V g VISTHHTHY, TNUEONR—=a T v 7 7L — RT3, Ty 77 L—
K 7'm & A% Secure Web Appliance® 7 7 A JWZBED v AT A% EE HEIMIZARF L ET

(727l Ry 7y 7L LT, arv74Fal—yay Iy vxa—h)L v U ICFH
TREFTHZEEHELET) . k- T, BEIOAA—T 3 U2 IE L2, AsyncOS for
Web NLLHTO Y V—RZH#ET a7 Falb—var Ty A )Vxu— RTEEd, 272
L, Bzadrdss, BHA V-T2 ABEOR Y NV R EEHEHLET,

SMAIZE>TEEINBT7 IS4 72 AD Async0S DETT

Secure Web Appliance?>® Web H AsyncOS IZHHILTHZ E A TEEJ, 7272 L Secure Web
Appliance?3 ¥ = U 7 4 HELT 754 7 L ATHHEN TV B HAIE, BUFOL—A L HA R
TA LV EZBBBLTITEEZN,
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o PR L AR —F ¢ > 7' % Secure Web Appliance T F— 7 /L2795 &, Web | AsyncOS

IFEIRZ AT DN X 2 U T A BT P IA TV AND LR — kT — % DRk & & T
LET, BEXa VT4 EET II54A4 T 2 ANDT 7 A VOEEEIZ A0 LL EDd D841,
Web ] AsyncOS 237 7 A VW DHREE Z O F EFHET D L2 IET . TXTOT7 74 L
AT E IR AT £ 7,

« Hortk, WU T T A ~ UHERKIZ Secure Web Appliance BT 2 M ENRH Y £, *

NN DGE, X2 U T BT 7T 47 A5 Secure Web AppliancelZiREX 7'
Tad D ERWMT DAREENH D FT,

LIRTID/N— 3 >~ D Web FHD Async0S DT

A

Caution

A

Secure Web Appliance D A= L —F ¢ > 7 ¥ AT AOETITIEFE ITHEN R BETH D . T
TORER T T = N=2ADHIRENET, SDIC, TTITA TV ABHRESNDET,
BIIZE S TWeb T 7 4 v Z7AERHFE S E T, #WIHAD Secure Web Appliancei® E V2S5 U
T, ZOBMERR Yy NI =27 OREXBET 25603 H0D £9, ZO L5 6. #ixoFT
BIZT T TAT  ASOYBE I — N T 7B ANLEITRY £,

Caution

)

Cisco Secure Web Appliance DA X L—7 4 VTV AT L A~— T A BV APRFEHZ > T
WHLHIDNA=2 3 AN\ LT 256, Av— b IA B AOREZRFFENEE A, LIHTO
AsyncOS N —V 3 VZIEFIZEIL LT, Av— 748 R ZHAMNT L TCSSMA—Z LT
BT HMERDYET, A—N YT UxT T4V TET VT o 7L LT EFIC
[REE/IKANT A & ADFH) (Specific/Permanent License Reservation) | 473 2 > &38R L 7=
raid, BEOEITORNCT 7T A4 T o ATHHM SN TWD 7 A B A&l L. CSSMA—
BNINDT T TAT o A BEERT 2 Z L 2B LET, HITBMEORNCT A B 2 &
W LIRIpo TG 6. RILET T4 T U A BB Lie o Io e, v AR — hdiE
BLTHR— b 22T B ENTEET,

Note

URL 77 3V & bOT v 77— b 3FIPTRER GG IE. AsyncOS DIETLIRIZZ N B 3
ENET,

Before you begin

« Cisco Quality Assurance [ZfVWVE T, HHE T2 ILREITRRENE 9 &R L T<

ZEV, BS: ZhuE, O Ry IO MERAFEERAA—Vay ] 87 a v OFEHT
T THBSEREDE D DVEREARTT, )

» Secure Web Appliance/» HRID~ 2 NN T OIEHRE NN 7 T v 7 LET,

VAT A AT 4 FXal—ary TrAN (RRATL—X%E~ AT LIRVIREE) |

fRFF TR Ty A,
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| v2x7468%E
SNMP £ L1=3 27 LokEnE=421U 25 [

ARFFT D LAR— b,
T TFIAT VAR IFEND D AF A RENTZT L R a—P—@m<—,
T TTAT A I EIINLTUWD PAC 7 7 A )L,

Procedure

ATV R=Va BRI TFIAT L ADCLIICa 7 A LET,
Note
m@x%/ffm%m:vamiﬁﬁék%K\w<0ﬂ@%%7my7%ﬁ%ﬁéniﬁo:ﬂ%@

E7a 7 MIFRIET D E, TNV a VERTEMENBMG LET, 07D, HITIZmIT 72 %l

?%ﬂmTﬁéiT\@x7mﬁz%%%b&wf<ﬁéwo

ARTY 7°2 revert A< ]\%L’)\jj Li‘j_o

ATFYT3 EATEITTLT I I9A4T o 2% 2 MR LT,

ATy Td EAHFATRERNR—a 00 1 DR BIRLET,
TIIAT U AR2EY T —FLET,

Note
BT ot AT ONNBETT, ExNZE T LT, 7T IAT UV A~NDaAL Y —)L 7 7 ANRHENR
FIRFAIREIZ 72 5 F TITIX, 15 ~20 3000 £97,

TTIAT A, BIRENT- Web/3—3 3 D AsyncOS 2l L TR L £4°, Web 77 7 H75 Web
A B — 7:41 T RATEET,

SNMP #FRA LA TLDKEDE=Z2Y) VT

AsyncOS AL —7F 4 7 VAT AL, SNMP (V7 Xy NU—7F# T m han) &
FERALIEV AT A AT —ZADFT=L—Y 7Y HR—FLTWET, (SNMPOZEMIZHOW
TIZ. RFC 1065, 1066, BL11067 ML T &)

UTORIZEELTLIEE N,
«SNMP IZ, 74V hTA TR £,
«SNMPSET &) (o7 4 F¥alb—ay) TEEINEFHA,

« AsyncOS X SNMPv1, v2, BL V3 Z ¥R —F LTWET, SNMPv3 DFEMIZOWTIE,
RFC 2571-2575 &M L T 72 &0,

i SNMPV3 ;%/])?‘ 7\‘/1/ j—%)iﬁl:l 7( /-12 /n»unEkH %ﬂﬁ ;Ué‘ E"G‘g— n»unE@/\X7
L— R EMEBIT R > TORITHIE R Y 8 A, BELT L3 Y XAITIZAES (HELE) F
JZIEZDES #IEECTE 9, FBRE7 VI U XA mMMA(%ﬁ)itwmms%%ET%
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F9, WITsnmpeonfig =~ REETT DL XL, avr RIZZONRAT L—X0 [5
I ShTunEd,

+15.0 X Y HIiD AsyncOS UV U —ADIFE -
SNMPv3 =—H%—4 % v3get TT,

> snmpwalk -v 3 -1 AuthNoPriv -u v3get -a MD5 serv.example.com

« AsyncOS U U — A 15.0 LI DIGE -

7 7 4V F O SNMPv3 = —H—4 [T v3get TF, FEHHFIX, O —PF A2 BN TE E
j—O

> snmpwalk -v 3 -1 AuthNoPriv -u <username> -a MD5 serv.example.com

* SNMPvl F£721Z SNMPV2 O A ZEHAT 51X, a3a=T7 4 AN T EFRET DN
ERHVFET, 232=2F 4 APYUTIE, public T 74/ FRESNER A,

« SNMPvI 5 L OV SNMPv2 DA, EDxy hU—27 0250 SNMP GET EXRK %= 1F AiLD
MERETDLENRH Y £,

NIy T EMHTHITIE. SNMP ¥R —T % (AsyncOSIZIZE EFNTVERA) NETH
ThHY, ZOIPT FVABR NI v T 22—y e LTANINTWAMERH Y £ (K
A NGEFEHTEXETN, TOHAE. N7 v 7L DNS BEIEL T\ 5 & X (IZFR Y e
7).

MIBZ 74l

MIB 7 7 A V%

http://www.cisco.com/c/en/us/support/security/web-security-appliance/tsd-products-support-series-home.html

MHOAFTEET,
£ MIB 7 7 A NVOEHN—Va CEMBHALET,
UTOEHDOMIB 7 7 A V3 H Y 97,

* syncoswebsecurityappliance-mib.txt : Secure Web Appliance ] D= % —7"F A4 X MIB @D
SNMPv2 AHDFHH,

¢ ASYNCOS-MAIL-MIB.txt : B F A= X2 VT4 TTIAT VAHOZ L Z—TF 4
A MIB @ SNMPv2 HH#iD#8A,

« IRONPORT-SMLtxt : =@ HEHEEHRMEE] 7 7 A V1L, asyncoswebsecurityappliance-mib
DERNEZERLET,

DV U —RIZE, RFC1213 B L N1907 IZHE STV D MIB-11 DFeAH Y BEH DY 7 & &
MRSEHEEINTWET,

SNMP 2L CT 794 TV AT CPUMAREE=F—1 745 HEITHOWNTIE,

https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/1184 1 5-technote-wsa-00.html
EZRLTIESN,

AT LRRE
88
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SNMP E=4—1) >0 DA +—TILILERTE

TTIGAT LV ADY AT B AT —H AEREIET 5 L O IZ SNMP 2% ET D21, a~vv
KA A2 B —T AR (CLI) Tsnmpeonfig 2~ > REFEHLEST, A F—T=Af AD
BEEEIRL, RELKZDE, 77 T4 7 2 AL SNMPV3 GET ERIZIGE L £,

SNMP £ =4 — U > 7 2T 556, UTORISERLTIZSN,

c INBHDNA=Y g UIERITIT, BT AHRRATL—AREENTWVWELERH Y 1,
e FT7HNRTIE, X"—Yar 1 BLUO2ERITESSNET,

e A RX—TNVIZTDHAIR, N—Var1lBIOERIC—HTLaIa=T 4 AN T
DEENTVWDELENHY 9,

N—FDxzT7FTVxH b

Intelligent Platform Management Interface Specification (IPMI) YEJ LD/ N— R =7 & —|C
FoTURE, 77y AV R, BREY 2 -/ AT —F A LOFERNRE SNET,

F= A=Y U TARERN— R 2T EEOF TV =7 b (77 v OCEERER R Y) %
PETAHINE, TTIFAT L AETFTADON—RT 2T HA REBBRLTLEIN,

EEIRR
e F¥xaAMEY R

SNMP 5 v 7

SNMP 121, 1| DFE7ITEBOLENEHE LT T v 7 (F0idmam) 2% E L CEFH
TN r— g IR LR AENMED > TWET, FI v TEIiE. NIy T EEETLSVR
TADAR—F 2 MIET LI T X 2Eiexy NT—7 Xy NTT, M7 v 7IE, SNMP
T—T =z b (Z DA Cisco Secure Web Appliance) T, & 550572 S 725614 K
ENFET. SENBEINSE, SNMP=—Y x> MESNMP 47 v FZEE L. SNMP 4 #i
A=)V V7 N =T RBET AR A MIEELET,

A B —T 2 A A LU TSNMPEZ A Z—T NI T AL X2, SNMP 5 v 72 %E (BEED
NI T A X—=T M EITT 4 B—T k) TExET,

HEDONT v 2=y "ORERE: NI X =Ty FOATTEROLNT-EXIT, H
VI TCRESEIPT KL A% 10fHETANTEET,

&R R
* SNMP ® connectivityFailure 7 » 712D T , on page 89

SNMP O connectivityFailure ~ 5y F[ZDUL\T

connectivityFailure 8 7 > 71X, 4 LV F =Ry b~DT T I7A4T L ADEERiHE=H —F D720
WA SN ET, ZiE, 5~TB T LI 1 DO — N—THEt L C HTTP GET ZER % 1%
BT 2RACELVFETENET, T 74/ FTIE, T=F—&EN 5 URLIZA—bH 80 Lo
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. CLI D45l : snmpconfig

F=H—7925 URL £7213R— b EEF I BHI21F, snmpconfig 2 <> REFEITL,
connecivityFailure N7 v 7% A 2—7 /I LET (T TITA X =TT > TV DHEE S FET
LEY) . URLEZEETH 07 FRFRENET,

Je

Tip  connectivityFailure b 7 v 7% 32 2 L— b 2572812, dnsconfig CLI 2~ RZ&MH LT,
KfFEH D DNS H—"—% AJJF 5 Z L3 TZ £7, downloads.ironport.com DFRFRILIH L |
S~IR LI R v T RREINET, TAMRET LebH, DNSH— &R0 P— —
WRLTL SN,

CLI @15 : snmpconfig

Do you want to enable SNMP? [Y]>

Please choose an IP interface for SNMP requests.

1. Management (10.10.192.43/24 on Management: wsa033.csl)
[1]1>

Which port shall the SNMP daemon listen on?
[161]1>

Please select SNMPv3 authentication type:

1. MD5
2. SHA
[1]1>

Please select SNMPv3 privacy protocol:

1. DES
2. AES
[1]1>

Enter the SNMPv3 username or press return to leave it unchanged.
[v3get]>

Web k527« v 427 (Web Traffic Tap)

BRI BHIZ : Web N T 7 4 v 7 Xy THEEANNCT DL, TTITATUVANT T A
H—=T 2 ACA =2 ab—F 57200 CPU YA 7L EAEYNKNEITARY
TTIAT L AD NI H7va R E BRSOV 72 AN BMEFTDHZ Lk
D\i‘é—o

\}

GE) Web "7 74w ZoTHREIC L DT 3 —~ 0 ADOEE AT 5121, WY Web k5
TUw I BT R)—5REL, T END T T4 v DEEZEG LET,

Z OEREIX. Amazon Web Services (AWS) TIXV AR — FINvEH AL

B o Rx7LoEE |
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Web F57¢v% %y 7 (WebTrafficTap) ]

Web 877 4w By THEREICED . T TA T U AR E/NAZA)L—F % HTTP 33 L OVHTTPS
DWeb N7 7 4 w7 BEyFHREIZRD, VTNVEALT—X 8T 7 4 v 7 &L HIT Secure
Web Appliance f > X —7 = A AZA T A4 TaAb—FT25tNTEET, v T7EINk b
T7 4 v 7T —H%%EET D Secure Web Appliance f > X —7 = A AT HZ LN TEE
T, Xy T ENERNT T 4 ZICHTITPS DT — 2 BEENTNWDIEAE, Xy T A ¥ —T <
A AZERFT DN, TTIAT P RCE S TEGRY —ZESVTESENET, EoR
Vo—%ZRLTIZ3N,

BIRSNTZZ T A F—T oA RF, 00, AE, BEOT—DA 7DD, IMEOEx
VT 4 T8 R ZEESER T HAVLERH Y £, F2id, EHOVLAN LD L2 XA v F 1282
BLET,

\)

GE) FoT AL F—TzAfARIIT=V U TEN T T4y F, A=Yy MNagBhTrrn—

RE¥¥ A RE, IPAL—TFT 4 v ZIZxHE L TWERFA, LTERS T, L2 A4 v FIHERET 5
YA, H5HO VLAN BB T,

ZOMEETIE, Web N7 7 4 v X7 R v—%FRETHI b TEET, BEMKICE-
TEBINTEZNODORY SV — T4 NRIHESE TFI5AT LRI OExF=2 T4 F
INAZATHEHAEE/R Web N T 7 4 v 27 %I T7—V 7 LET, Web T 7 17 X v 7HRE
WXV, HTTPS F T 7 4 v 7 ~OAHEMENEI L £,

Xy BT WS HEEL, BRSNS TA T N EP—R—[TRELIZGA., BN
TCP (Transmission Control Protocol) A b U —ADOFEEEEZFE L7,

{iAE Secure Web Appliance TiL, Web F 7 7 v 7 &% v THEREN AR — NSk 7,

\}

() SSLET7 74 v 7 OBRET Vv avid, ¥R —DHA K7 U BLWELIZEOESITHE

IMBERECDGENDHD £3, VAT EO LI RIEMNFRB LADT. 20O L5 elEmZ:
F IR Y > —HEZHE > T Secure Web Appliance® Web k5 7 ¢ v 7 % v THsRE R T 5
ZLiiE, EHESERTEEEAVWET,

TIIAT U AEFEH LT Web T 7 4 v 71IC% v 7T 5120, IROFNEEZEITT HHLER
HFET,

1. Web N7 7 4 v 7 X THEREDH N

2. Web "I 7 4w 7 Xy T R —DRIE

BEEIER
eWeb N T 7 4 w7 X7 OHEME (92 =)

eWeb hT7 7 4wV BT R —DFE (93 2—)
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SRTLEE |
B oweb 55195 59 ToaME

Web F5 2199 2y TDEME

4a & SRS

Web N7 7 ¢ w7 ¥ THBEIXT 7 AV N TTIREHIZ/ > TOWET, Web N T 7 4 v Xy
T RN —EEFRTHENC, Web X 2T 4 vr— % (Web Security Manager) |>[Web
N7 4w %y RY — (Web Traffic Tap Policies) | ZfHA LT, Web k77 4 v 7 X v
THREE AT DMERH Y £,

N

G¥) HITPS o7 v ¥ v avady 75003, BRI —2ERTHILERNHY 3, 55
AU v—%ZHRLTITEEN,

FIE

ATYF1 [Fv bU—2 (Network) ]>[Web N7 7 4 v % 7 (Web Traffic Tap) ] 2R L 9,

ATv T2 [REOHE (EditSettings) 1227 U v 27 LET,

ATYT3 [Web NT77 4 v ¥ o7 Of%E (Edit Web Traffic Tap) 13— T, [£%) (Enable) | F=v 7Ry 7 2%
FUZL, Web T 7 4 v 2o THREE AN LET,
()
Web 77 ¢ w7 & TiRe s BT HI2iE, (AL (Enable) | F =y /Ry 7 AEFT7IZLET,
Web N7 7 4 w7 By THREZENCTHE, Web T 7 4 v 7 Z o T RY U—DORROMEN TE E
B, R —ORFOMELIT O IIL, BREZBMEINCT ILERH Y 77,

RTYTb [y TA X —TxAA (TapInterface) | vy 7 X T URAMNL, Xy TENTZNT T4 v 7T —H
%5159 % Secure Web Appliancef % —7 = A4 AL BIRLE T, A F—T =4 ADF T 3 %, Pl
P2, T, T2 TY, A U F—T A AZOWTOFEMIZ, 77747 v A0 ZSRL T ESN,
(6=3))
BIRENTH v T A B =T oA X, G, i, BT —HAT707d, MOEX2) T 4 TN
A ANCHEEEGTALENDH Y £, £720F3. HHDO VLAN ED L2 A1 v FICHEm LEd, @ERE~
BT A HE—=T oA AR EN, AT —ZANT VT 4T THOHIVLERSY £, £ 9 TRWVIEAS
X, Xy T EINTE N T T 47D T XKML ET,

ATv TS5 [%fE (Submit) |27 Vv s L, BE¥Z=aI vy bLET,
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Web k5742 gy TRy s—nsE [

Web F5 74099 By TR O—DHRTE
FIIE

ATYT1 [WebtF¥=UT 4 ~F— % (WebSecurity Manager) ]>[Web h7 7 ¢ v 27 % 7 K 2 — (Web Traffic
Tap Policies) ] ZIER L £7°,

ATFw T2 [RY—%EBM (AddPolicy) 127 U7 L%,
RY 2 —DOIERDFINEIZHEN, FTLWWeb T 7 4 w7 2y 7 R —%BMLET,
GE)
Ay TRERLODT =)V 8T T 4y 7 By TR =L, [Web N7 7 4w Xy T R —
(Web Traffic Tap Policies) ] X—C, T 74/ N CHEATEET (WebtF 2V T 1 vX—TF% (Web
Security Manager) | >[Web N7 7 ¢ v 7 % > 7 7KV 2 — (Web Traffic Tap Policies) ]) .

AT9 T3 [RY— A "DEFE (Policy Member Definition) | fHIK D [FEMIFZE (Advanced) | &7 > 2 V& JEEHL
T, UTFDOWeb N7 7 4> 7 2y THOBBMDITN—T A=y THBIMLET,

« 78 h 3L D HTTP £72IFHTTPS 7’0 b =l D Wy, £7FZ ORI 2R L T, Web 77 1 v
7 BT R —E R LET,
GE)
HTTPS b7 7 4 v 7 &8 v 7 F D0, T 2EAR) -2 ERTOLEDRSH Y £ ([Web &
X2 U7 4 vFr— % (Web Security Manager) ]> [#&{k7AN U 2 — (Decryption Policies) ]) .

Web T 7 47 Xy RY—X, XA4T 4 7DFTP & SOCKS 712 ha)L&ZHR—hLTWEY
}Vo
e 7 %> ; (Subnets)

sURL A7 3V : MBI UT, URL 74NV X Y7 73V (¥ vy 7 T5 (Tap) | 2 [F
7 L7\ (NoTap) 2% ELET, ROEDOURL TChTI 74 v 7 Xy T HRETHITIE, ROFED
URLD Ry 7’H o A NN [HX v 7925 (Tap) |Z2&INL T, [24F (Submit GHE) 127V v
7 LET,

e 2—H—x— x>k (User Agents)

BIND T N—T A=y TOFMEDERIZ OV THEM 2GR T 2121E, R — O E SR L T

72 &,

GE)

Ao TTBHINT T4 T, Web N T 74w 7 Xy R —CERINTZTRNTDT 4 VH KRR
LTCWABYERH Y £,

[WebtEX=UT ¢ <~F—+ (WebSecurity Manager) |>[Web T 7 4 v 7 % 7 7K1 2 — (Web Traffic
Tap Policies) | Z A LT, URL 74 VH UL 7 DOENSURL AT I ZBINTHZ L TEET,

GE)
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B vr20sororonE

T TIZ [FEMERE (Advanced) 1227 v a VICURL OO T I Y BNBIMEINTWAEE, URL 7 4 &) v
TORTIIENGDOHT T OHANRRINET ((WebtF¥ =V T wF—+ (WebSecurity Manager) |
>[Web b7 7 4 v X w7 RV — (Web Traffic Tap Policies) ]) .

Web 77 4o 7 2T RY—DIEFIZOWVWTEELLIE, N P —DEFEZSR LT ZE0,

HTTP20 7O O JLDERE

Cisco AsyncOS 14.0 73— =3 %, TLS #4 L7= Web U 7 =X M5 L OURE AT I HTTP 2.0
EYAR—bFLET,

TLS #/FL7=Web UV 7 = 2 B X WISE @ HTTP 2.0, HTTP 2.0 A" — Mk, TLS 1.2 L4
D N— g o TOIERTFRE?: TLS ALPN R— 2D I3 T—3 3 VU RNETT,

ZDOY U —ATiX, HTTPS 2.0 [TIRDIEEETIZH AR — F SN TV EH A,
*Web N7 7 42 %7 (Web Traffic Tap)
« 413 DLP (External DLP)

o« BAROIIIE L T 7V r—3 g v ORIEE

\)

GE)  F 74/ FTITHTTP 2.0 BEFEN NI/ o T B 728D, CLI =~ KHTTP2 5 H8 L THERE
PHNCLUET,

HTTP 2.0 #pECid. WEYFR— ML ET,
« K 4,096 DREIE v a2 & 128 DFEIFEA N U —L4

cALPNIZH DT _NTOHTTP 72 ka7 RARZ AL ZENTZ ALPNICH DR KT HODT
=3 =

o RV A X 16k D~ H—,

)

GE) 2.0 ORI v % 2%t d 5 CONNECT & HTTP 1.1 CRI#H L £ 9

HTTP2.0 R E X AN E L ITENCT D720, HLWCLI =~ Rarree MEAIIE L7,

[ Secure Web Appliance CLI =1~ ] &R L T Z &0,

TTIFGAT YV AD Web 2—H A U H—T = f A%FEHLTHITP2.0 # B E /- 13z Lz
D, FASLVEHIBLIZDTHZ L TEERA, HTTP 2.0 % EIX. Cisco Secure Email and

Web Manager (v AaDar 7o Yexa V7T 4EHT T4 7 0 A) TP AR—FEhTn
FHA,
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« URL 28 HTTP2 f5il#h U 2 k& /X2 Z)L— URL 7 2V O 5 THRKLT-54. HTTP2 3
INAAN—L D HEBEREINET,

« ALPN m 7%, /SAA/NL—URL A7 I VI LT—EMER"HD EFHA,

Cisco 77O FKWebtxa!)T4 JOFIADTTSA
7 2 A DIELT

ZOETHHTLINEIT, ROLEY TT,
VIV R axy 2 E— FTHRERESIOENTH5E (95 2—)
« /TR axs X E— NTORE (96 <—)
«JTURaARXIHZORE (96 X—)
cVTURDT 4L M) TA—TOERIZL D Web 7 7 2 2D (100 ~—2)
7T R TrFL P —N—=D N2 (100 N—)
« 777U Raxy Xy E£— RTOFTPHBIOHTTPS OG- A— K (101 <X—2)
X 2T T2 OJFEMIE (101 ~—2)
c IN—T 4 =P =4 IPT RLAOER (102 2—)
«JTUR ARy L a s ~OkEE (102 X—)
« 777 FWebtx a7 axsZOMEHICE280 707 7 AV ERGE (1023—2)

HSYE R E— FCREERES S CHEAT 5554

770 Raxs 2o 7ty MIEENLEROMTTER, EL Lcazirs, EgEe—F
ERICTY, FEMICONTIE, BEE— FORBREZSZRLTIZS W,

IOy 7 FAREOSESERFEHREHEEL, FEE—-FLI7 TV FWeb X227 1=
X7 ZE— ROWHIZHET D Secure Web Appliance® FEHERED —HHIEL, £ & OEFTICHE
HshTnwET, 77U R~OFT 4 b7 N ZTA—TORBEICHET 2R IO 70 K 2
27 Z OREFHRE RS, BEEfFRIIAZTOMOMEAT I SN TWET,
IOMEyZIZE, BEE—-FTREATERN 7T FWeb ¥ U7 4 IR X DORE
BT D IERNEENTHET,

ARFEIZIL, Cisco 7 77 K Web X =2 U T ¢ 8T T 2 FHRITFEH STV ER A, Cisco

779U RWebtxalT 4D RF=A M
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X, 77U FKWebtF¥alT 4 axs ¥ T— RFTIIEHTEERA,

777 FWebtFal7 g axsZd, BURNRERERE— FEITEEE— FTRETE £
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MR ERIZZ F U R ax /7 ZOREEXELT HITE, [y hU—2 (Network) ]>[27 T U
K =227 % (Cloud Connector) ] ZiE{R L £9,

ESPEREENS

« L. A A b=k BOE

HI5ORK AR ZIDETE

Before you begin

RABT AT L ATDO Web A v Z—T 2 A~DT 7 EADHENME] ZBRBL TS
/AN

Procedure

AT v F1  Secure Web Appliance?® Web A > #—7 = A AT 78 AL %7,
A v H—F v b 77 7Y Secure Web Appliance® IPv4 7 KL A& AL ET,

MOTUVAT LYYy NT v 7 U4V —REFETTHEEIL, UFDOT 74V D IPv4 T KL A ZfEH
LET,

https://192.168.42.42:8443
EJ/ =S

http://192.168.42.42:8080

T I T, 192.168.42.421XF 7 AN FDIPv4A T LA, s0s0lE, HTTPDF 7 4/ F DE R — FRE.
8443 [ HTTPS OF 7 /L h DEF R — K TT,

RATv T2 [VATLEPE (System Administration) |>[V AT A &> b7 v 7 7 4% — K (System Setup Wizard) ]
ZIER L FE T,
ATYT3  TABUARKOFHEIFELET,
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ATvT4
ATy TH

ATvT6

ATy 717

ATvT8

[Ey b7 > 7 OB

59 kaxssonE [

(Begin Setup) 1 %7 Vv 7 LET,

VAT LARTHBERELET,
RE SRER

T 7 H I AT
KA N (Default
System Hostname)

Secure Web Appliance D 5& &R A M4,

DNS #—/3— (DNS
Server(s))

RAL Y= RNy I T v THOA X —F
DNS ODFREHSHRL TLEI VY,

I Jb— bk DNS #r—/3—,

NTP #—,N— (NTP
Server)

VAT A a7 LRASE LY —3—, 77 4L K time.ironport.com T,

HA L=

TTIAT LV ALICHAL =V ERTELT, AvkE—U v F—BIUns
T ANDAADLAZ T RIEMHICR RTINS X2 LET,

TTIATVAE—RDO[ZT7 T KWebtFx=UT ¢ 237 % (Cloud Web Security Connector) ] % &R

LE9,
77U R axy HoE

REHHE ZBRELET,

B

Bl

7 ? '7 }\ Web + 3?‘ =X
Vo Xy $—
s3— (Cloud Web
Security Proxy
Servers)

70 R Faxy —s— (CPS) @7 KL A (ffi : proxyl743.scansafe.net) ,

KN R T
(Failure Handling)

AsyncOS 237 77 K Web ¥ = U7 4 7o ~OERIZKRLIEGAE, 14
X — v MZ [EERRF (Connect directly) 1927, [ERK%E Ku v (Drop
requests) ] LE T,

Cloud Web Security 78
FEAF—2A (Cloud
Web Security
Authorization

Scheme)

NV T v a v ERAET SR
* Secure Web Appliance ® — %A} IPv4 7 KL &

K RNTUH T g U NIEEN TV AR —
WCTRRGEF—Z2 4R T&E £,

o Cisco Cloud Web Security Portal

Xy NT—7 L5 —

T A ABLORHRERELET,
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ATvT9

ATv 710

ERE =38R
A=Yy hAR—bF|MIAF =T oA REERNT 7 v 7EF L L TERETLHHAIE, 7—4 b
(Ethernet Port) T4 I HAOPIAVE =T 2 A REHRETHLENRHY 9, 7272L, BH

NoT7 490 ET—F T T4 DEFTEMIA L HA—T A AL L THAT
ADPELETH. PIA LV F—T oA AEHBETXET,

IP7 KL & (IP
Address)

Secure Web Appliance % & #9572 DI T 5 IPv4 7 R L A,

Xy NI =7 =AY

DRy NT—7 LB —T A A LD Secure Web Appliance s & EE 7~ A BRI f

(Network Mask) HT5H5Rry hNU—I <A77,
WA N ZDFy NT— 4 H—T A A LD Secure Web Appliance % & FiJ~ 2 BRI fif
(Hostname) AT DR A M,

FHBIOT—% FI 74y 7 DN— FERELET,

B

axX ;&

B

T74N K =]
7 =4 (Default
Gateway)

BEALUH =T oA ART —H A —T = A A%l
A3 57 74V D7 — R T =ADIPv4 T KL A,

WD T T4y 7ITE

481 (Name)

ART 47— b OB AE T 5 4,

N>y hT—2
(Internal Network)

ZON— DXy NT—2 EOSEHED IPvd T R LA,

WERT — b7 = A

(Internal Gateway)

TONL—FNDF—FT2ADIPVAT RL A, b— N F— NI = A1, FHH
EENTWEIEHA LA —T 2 A ZAFTNIT—H A F—Tx2A ALFE LY T
F v b BICFETHINENHY £97,

FEA R DR EHE 2R E L £,

Note

FTIFNVEITIE, 79U R axJZ I b7 AT L 2= RTERIN, LAV4 XA vFFEIX
WCCP N—T g 2 )b—H LT 0ENH Y F5,

(Layer-4 Switch)
EJ el

T A A7 L (No
Device)

B®RE £ EA
LAY 42, F « Secure Web AppliancelX L 1 ¥ 4 2 A v FICHHF I ET,

EJA
s FIRHREREE— R T/ I U R ax7 X 2B LET,
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ATy TN

ATv 12

s59kaxss08E |

HRE & EA
WCCP v2 /L — % Secure Web Applianceld WCCP /N—37 5 2 fFi LV —Z IR SN E T,
(WCCP v2 Router)

I ANATL—=XIMEETHY . TXFURNOLF 2 GO 5 ZLINTEET,

B

BLL

BHE N T L—X
(Administrator
Passphrase)

Secure Web AppliancellT 7 B AT B2 DA T L—X, NAT L—X[X 6 3L
FLLEICT DM ERH Y £7,

VAT LT T—h
A — )L DEF

(Email system alerts
to)

TTIAT VAL TEREEINDET 77— Do A—1 T KL A,

SMTP Y L — 7k & b %
HCTETFA—LVE2EE
(Send Email via SMTP

(fER) AsyncOS NV AT DX o THERSNTEE A=V A v =V DEE
WZEHT 2% SMTP U L— R A hDKRA M E721ET KL A,

TNV EFDSMIP ) L—RAMI, MXLa—RIZ) A SR TWBE A —)L

Relay Host) SR
T 74N FOR— FEFIL25 TT,
F—=FFR—=F TTITAT AR, P AA DAL= HFR= MV AT LT T — b EmEO
(AutoSupport) AT —H A VR— b EEETEET,

LE2—LTA VA=V LET,

a) A VA ML EfER

Liﬁ‘o

b) BIZER > TEET B5LE1E, [Ai~ (Previous) |27 U v 7 LET,
) AN LTEREM > THRATT 55613, [ZOREL A A h—/b (Install This Configuration) ] % 27
Uy 7 LET,
What to do next
EPEREYS

B X 2T T — X OIS I, on page 101

Ry NIT—=U A B =T xR

*TCP/IP NT 7 4 v 7 Jb— FDFRE

s RTUART LU N XA LT a3 DRIE

« 77— FOEH, on page 53
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B /59 c07Ls by TL—TOERIZE B Web 74+ 2 D%

«SMTP U L— 7R A N D! E

DS59KRDTALY MY TIL—TOFERIZK S Web 79 1 XD HIfH

Procedure

CiscoZ 77 FWebtx 2T 42 LT, 74127 M) ZA—TFITHASNTT 7 E 2%
BTEET, Cisco/? 77U RWeb X2 UT 4 ~DNTFTT7 4y IR 77 RaxsZE—FKD
Secure Web ApplianceZ /I L C/L—7 4 > 7 STV 54, Cisco 7 77 RWeb ¥ = U7 o
I IN—TR=2Z2AD 7 F 7 FRY =@M TELLIIC, 7 IV Faxsahnb b0
svarvi T4 vy MY T A—TEREZITROLER D £,

Before you begin

Secure Web Appliance D% FEIZFAIE L /L A& BT L £ 97,

AT Tl [fv b T—2 (Network) 1>[7 7V RaaxZ % (Cloud Connector) ] 28N L £,

AT T2 [T KRV >—F 4127 ~U Z—7 (CloudPolicy Directory Groups) |fEIEC, [Z/ /L —7 DOfRtE (Edit
Groups) 1 %7 U > 27 L&,

ATY T3 CiscoZ/ 7V KWeb XU T ANTIERLZZ T T R AKRY o—0xtg L5 [2—%— 7 L—7 (User
Groups) ] & [¥ > 7 —7 (Machine Groups) | &N L F7°,

ATy 74 B (Add) 15227V v 7 LET,

ATv TS5 [587 (Done) 127 Vw7 LT, BEEAMELET,

What to do next
EPEX

o FHEEL LA

259K JAXY H—/N\—D/N( I/ R

JITURN=T 47 R =T 5L, UTORMECESHNT, Web hT7 71 v7 %
CiscoZ 77 FWebtXx=a2T 4 77X —T 47110, £ F—Fy MIEZEL—
T4 T TERLYD LET,

EHATOTFAI

« X% AR— bk (Proxy Port)

* Subnet

sURL 7 =Y

c2—Y— T =Tz h
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559K axs 5 e—rco P sruHTPs omstyR—+ [

JIURaARIEZE—RTI TR NL—T 47 R —%EkT2 70k R T, EEe—
REFEHLTL—FT 4 7 R —5 BT 527 e® 2 L FE L TT,

BEEIE H
o R —DIERK

929k a5 E—FTOFPHKLYHTTPS Q7 HIYHR— b+

777 Kaxs Z%E— K@ Secure Web Appliance Ti&, FTP 35 X OVHTTPS N7E &IV AR— K
SNTWERA,

FTP

FIPIZZ7 99U K ax 7 Z TV AR—rENEHA, TTIT9AT AN T K axy X HIC
RESINTWDEHE, AsyncOS IERAT A 7 FIP 77 4 v o7& Fry 7 LET,
FTPover HTTP (37 Z U K ax 7/ ¥ £— R CTHHR— N FET,

HTTPS

77U R ax g AIESEYR— ML TWERA, E5ETICHITPS 77 0 v 7 2L E
KR

IR axs ZFESEYR—F L TR\, @H. AsyncOSIZHTTPS T 7 4 v 7
DI TAT b~y X—IFRIZT 7 EATEETA, LR -> T, @, AsyncOS I =1k
SN~y F—ERIIEGFETEIN—T 4 7 R —%2BHTE EHA, 2T, B
HTTPS 7 ¥ 7 v a v Th<{HDH LT, 7L xiX, FRWHTTPS hT7 ¥ 7 v ard
. AsyncOSIIHTTPS 7 T A 7 2 b ~y X —NDOR— FEFIZT 7B ATERW2D,
A= FEFIZESNTL—T 4 VTR —52RAETEERFA, ZOHA. AsyncOSIET 7 +
NEDONV—TFT 4 T R o—2EHLET,

/RIZ2HTTPS b7 U7 v a OBEIE2 2OFI4 3 H D £97, AsyncOS I, BIRAHTTPS
NP Iy aOUTOHRIZT 7 EATEET,

- URL

<SSR — hE

B-REOHTTPS T 7 v a v OFE1EL. URL £7/213R— B FITESNTL—T 4 V7R
Vo—%2BETEXET,

X217 T—2DREML

[*v hU—7 (Network) >[4 DLP #—/3— (External DLP Servers) ] T, 7 77 K 22X
7 B EHNNROT — 2R Y — N — LS TE ET,
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GI—T&, A—H—%&. IP7 FLRADERTR

BRELIZIN—T4, 2—% =% IP 7T RL A%F T 521, whoami.scansafe.net (27 7 &
A LET,

27 FaxyE2 07 ~0DEH

79U R axs ¥ it BirtEna—Y = v—>7 7T K~y H— Fikx—
R VTR aFIAOMED N T TN a—TF 4 TN OERNE TN TNET,

Procedure

ATY 1 [V AT LEH (System Administration) [>[12 27 7 A2 U 7 3 (Log Subsctiptions) JIZBEIL £,
RT9T2 (BT ¥A47 (LogType) | A==a—Mn5 [/ T Kaxsz #rZ (Cloud Connector Logs) ] Zi&R L F3
ATv T3 [m7%4 (LogName) ] 7 ¢ —/V RIZA4RTIZ AT LET,

RTFyT4 vl L ERELET,

ATw 75 A% [F4T (Submit) | LT [fEETH (Commit) | LET,

What to do next
REEIER
TN DVAT AT VT A ET 4 DE=HS —

959K WebtXxal)T4 ARV EADFERIZKDHEBHN TOT7Z7AIL
& FBEE
77?%W®k%;)74ﬂx7&1 FATEB LONTLM 2R —FLTWET, F
. FFEDOSE K U CRRGEE N A RATE ET,

7 K axs % T— KT Active Directory L /L A &4 5L, NT VT a vBERE R
ED~ T MBRESNIERLE LTHAITE T, v ID Y — X IEfEE— FCI3E
ATEEEA,

2 OB EFRE ., FRIEIT Secure Web Appliance A CRIBRIZHERE L 97, HEUERERL CTH 5 7
770 Raxy ZERTHLNIEMWETA, RICHNEZRLET,

e ID Y —ERIEEE— RCTIIMFEHATEEEA,
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P LIS S S DT |

s TTIATUARI TY R A%y T— RICRE

INTWBEHE. AsyncOS i Kerberos
EHR—FLEHA,
S
Note -t —4f— o — > NE72I3565% URLICHES#ABIT 2 7 7 A LIk, HTTPS b T 7 4 v 7
SIS L TWERA,
BAEIE B
s IRY T —D

X9 5~ 2 Dk, on page 103

o KFGiE2—W—DF A2 N 7 7 & A, on page 104
RNV —OEMITHT DT Fa—F—D 53
s TV Fa—H#— 7 LT Ly L ORAGOBE
R O—OBERICHT 572 VDA

~ U IDY—EAZHEINICTT H L. AsyncOS I,
RIS ESA SN )

FEFFE L — P —CIP T R L A7 EOikp
KW g BREFET LV VICESNTRY —2WHATESL LI

720 F9, AsyncOS X NetBIOS ZfEH L T~ ID #HfF L £,

)

Note

~ 3 ID % —E AL Active Directory L)V A& L CORMBHTE L Z LICEELTLEE
VY, Active Directory L /L A7D5

RESNTWVWRWEES, 2OV —ERIT =70 F
9,

Procedure

AT T [fv b T—2 (Network) ]>[~ ¥ v IDW—E X (Machine ID Service) ] Z R L £,
ATy T2 [

R EDH N LW (Enable and Edit Settings) (=7 U v 7 LE
ATYT3 v IDOREHAEZRELET,

BE 3

~ 3 ID @ NetBIOS OF L |~ ID Y —EREZA X —T NWIZT HLAITIRL £ 7,
(Enable NetBIOS for Machine
Identification)

LV A

N v a VERERBE L TWD~ v ORBINCEHT 5 Active
Directory L' /LA,

KD N KU 7 (Failure  |AsyncOS 3~ & U Zipl| CERWEARIZ, Moo v ava Ry
Handling) L R —OREZKATT 20 &aELET
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ATy T8 W% [FEAT (Submit) | LC [fEETH (Commit) | LET,

A= —DTA S TIER

770 Raxy ZE— KT, KilfE2—HW—IZF7 A N7 722 Z4 4795 L 912 Secure Web
Appliance 5% E SN TV DA, AsyncOS 1 GUEST GROUP__ 7 /b— (247 A h 22— —
ZEID YT, FOEMRECiscoZ 7V FWebtF =2V 7T 4 ICEELET, RFGF=—V—I27
AN T RRAERMET DI, DEEHALET, 2605 R b 2—HF—ZHIHT 5121%,
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REEIER
o ERENIE DA A N T U ADEFF ]

Web 2R DRITZIE

ZOETHIATHINEIL, RO LB TT,
« Web ZLROMATZAZOME (104 ~—)
s Web BEROMRATZIBEDIZDD X A7 (105 ~X—)
e Web ZROMRATZEDORA N TZ7 77 42 (106 X—2)
s Web R & NIT%ZIET 572D Web 7y 473 (106 <—)
c FAAS Y ~o 7 (122 =)
cWeb BRAZ VXA VLY NT21200DI T4 T b AT ar (124 X—)
IV TATU N T TV r—2a il B PAC 7 7 ANVDOER (125 2—Y)
«FTP 7u¥v —t % (128 4—)
«SOCKS 7m ¥+ #—r 2 (131 *X—)

c BLROMNEZEICETAE NI Ty a—FT 00 (134 2—20)

Y

Web ZRKDRITZEDBE
Secure Web Applianceld, > NV —2 LDV 747 2 NETIIMOT A A DERE S LB
KERITZELET,
TTITAT L AFIMOR Yy KT =T TRARELHEE LTI 74 v 7 2 ITZELET, 2O
FORTANAALLT, RUBRAAL v F, FTUART L RNUEA VLT v a s TR,
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Web Z3k D

,—

TREDEOLDERY

Web ZxkniiRECEO0225 [

FIE BRY AEEEH L UFIE~DY Y
AT | RANTTIT 4 AR LET, s Web ZLROMATZAZ DA N 75
7 7 4 A, on page 106
2772 | (EE) UTOXRy NT—VBED T+ | « T v 7 AR —h ¥y
0—7 v XA EFEITLET, XYy NT—J L H—T xR
cTyTANY =L Tk N7 AST L R VAT
BLORET D, va v DRRE
e Xy hNT—s 4B —T g AA| TCPAP FT 7 4 v 7 b— b DBRFE
UL —mBETS, « VLAN Offiflic LB v F—7 =
cHBBMVFA LI gy TS A A ABESI DA E
RET D
« TCP/IP L— h &G TET D,
* VLAN O TE,
AT w73 | (EE) ROWeb 7ax> D7 4m—| o Web ZREMRITZET D200
TS BAT EFATT D, Web 7' %3 473 3, on page
106
cEERE— NELIIERE— N TH T — 07
1FF % & 512 Web 7 1 % 2 A2 L onpaee
+7. « Web ZR A ATZAET 272D
RIFZET B 70 h I B4 TN Y\(/)e6b7115'r‘/21‘7‘/5 >, on page
BIMOY—EZANNLIENE S g . . .
. e Web 723 ¥ ¥ v I = onpage
&m% o 11
P AT T A T DRGE “Web 7B F L DIPAT—T 427,
*Web 7 m 3 F v v o DFE R, on page 114
i jJX&-ZA Web gﬂ%’\yy*‘@fﬁ * Web 701:1 3’\*‘?/0)/{/]’/\07\’ on page
iR 117
s —ESOFRIZKI L T T B X T EN
/r/\oxo
AT T4 \LTFDOIIFAT VN ZRAT7 HFITLE e Web ERAZ VXA LY N 5720
D DI FA4T v ~F T a  onpage
124
« 7T AT MM Web 7 a2 _ .
. N 1 - N :
CIGATUREITAT U Y 125 > onpiE
V= ADETE,
AT v 75 | ({EE) FTP Fu ¥ 2 Hok L T « FTP 7’12 % ¥ ¥-—E A, on page 128
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B wes=xonaRE0RR IS0 542

Web ZXRKDRITZIEDRA N TS99 T4 X
s Y H TR —ERADHEA F—T NI LFET,

» Secure Web Appliance TEFE STV D TXTD WCCP —E A X LT, Al Ufiskh
LV =R L2 F721FGRE) ZEHALET, ZHIZL-T, 7BF U AR J R
N DSHESRICRERE L £ 7,

e I — W —DRLERY NT—7 DS PAC 7 7 ANMIT ZBATEXRNT L 2R L
T, THUCEST, EAXAMN T—I—F, ¥Ry NT—27 ElZ0ndH & E X Web 7'
XUEMFEHL, ZRUANDOEEIT Web Y — _R—ICEBEER T £,

CERETEAF T LA N — A FuF R idn— K35 5B 0 X-Forwarded-For ~
B—DRIN Web 7 ¥ L THA SN L 51T LET,

o BUNIBRMRIRETZ T 2 L TV EEAETH, Web BT %7 7 4 /0 FOFBIRT—
FOFFIZLTEBEFET, BT — FTIE, RAREBEER LI INET,

Web ERZRITZET H-6HOWeb 7JOFXF AT g3y
B TlZ, Web 712 %213 HTTP (FTP over HTTP 2 & 1p) 35 X ONHTTPS Z{# 9% Web %
RERITZETEET, Yo haVEFHE2H ESE5201C, EHICROTaxT T a—/L
ERHATE F9,
FTP7OXY, FIPVu X2+ 5E, HTTP T a— RENZFTP 77 4 v
I TRLS) XAT AT FTP 57 4 v 7 #fRATZETEET,
«HTTPS 7O %<, HTTPS 7 XX HTIPS b T 7 4 v 7 DEFEZYR—KFLTWVED
T, Web 7B Xx T, BR{LENTWARWHTTPS Bk A 2T Y DT HIc R Y 3—
WCETZENTEET,

\)

Note HiliE— RTiX. HTTPS 72 ¥ 23 X — 7 /L THRWNES. Web 71 3 I 3FE@AIC Y &A1
L7 FENT-TRTOHTTPS sk a2 Fu v 7P LES, Z@MICY 4 L2 k&t /- HTTPS %

KB Fwy7TENTHE. TOEROr 7 =0 b VIMER S LA,

+SOCKS 7AaF<, SOCKS 7Vu X 2T 25E, SOCKS F7 7 1 v 7 2RITZ(ETX
9,

INHDEBIMOT 0 X DENEINERET HI1TIE, Web 7 U 03B TT, Web 7' 12 %
VETAE—TNITHE, INLEA RX—TNMIITEEREA,

\}

Note  Web 7" 0¥ NET 7 4 /L h TA X —T U0 £, 774/ hTiE, o7 a3+

F o=z 9,

ESPEREENS
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« FTP 7'& % 3 #—E X, on page 128
« SOCKS 7' % #— 1", on page 131

Web 70X DERTE

Before you begin

Web 7% A X —7 NI LET,

Procedure

web 7o+ nxz [

ATY 1 [BEX =2V T 4P —ERZ (Security Services) ]1>[Web”' &2 %3 (Web Proxy) | 2R L 9,
AT T2 [REDOHSE (Edit Settings) %27V v 27 LET,
RTw T3 MBS U THEARMNZ: Web 7' m ¥ U EHHZHE L ET,
PA=VAG R 5 EA
TaX U EHRET D |Web 7 ¥ UM HTTP #fix U v A 54K — h
HTTP7A—  (HTTP
Ports to Proxy)
Xxovvos Web 70X UNCLDF Y v v T aBAR—TNVIT DT 4 B—T MIT D%
(Caching) ELET,
Web 7B ¥ U, N7 4 =< A%EM EESELOICT—FEF Y vy a LET,
AR « (% (Transparent) | (HELE) : Web 7YX NA v Z—F v b ¥—F v b &
(Proxy Mode) BETZALIICLET, ZOF— RTIE, Web 7%, FHRAEZITH
RN HAE STz Web R ZATZETEET,
o [E5% (Forward) 1: 7947 N 770N A o H—Fy b X—F v Matg
ETEDLIICLET, Web7ax v &2MHHT D X528 Web 7 7 70 %1l »
WICRETHHENH Y F3, ZDF— FTIE, Web 71 % NIBRIITHRE X
L7 Web R D Az RATZECTE £,

27LEE I}



B we 7oxoozz

pAVAG

Bl

IPAS—T 4 JHE
A AT

[7m ¥ E— R (Proxy Mode) ]IZ [ (Transparent) ] 3R L728551%, IP
AT =T 4 VTR A T ONT BRI £,

[L B 72 BafEl 2k L C DA (For Transparent Connections Only) ] : 15 it8$H%#5E O
BIDI, P AT —T 4 T EFHELET,

o [T TOEHEIZK LT (For All connections) ] : i@z 22 Bkt & BRI 22 Bl
WCIP AT =T 4 T hBRELET,

[7a X% %E—F (ProxyMode) ]IZ[52% (Forward) ] &R L7254 1%, [IP AT —
7 4 v TG X A 7 (IP Spoofing Connection Type) ] X5 (Z [FA7RAY (Explicit) ]1Z
20 ET,

Note

BIRLIZIP AT —7 ¢ T # A 71X, A4 7 « 7 FTP, HTTP, 3 X O'HTTPS
DOF_RTHO7r b a)VCEA SN ET,

N—F 4 TRY—IZIP AT —T 477 a7 7w A5 BINTAHI21%, kRES
BMLTLEZEY, =T TR —~DNV—T 4 T IP AT —T 4T
a7 7 A LB

AT T4 VESEUTWeb 72X OFEMEBELE T LET,

pA=PAG Y Bl
IR D Z A L | N T F T a BT L, ZOMDT 77 4 BT 4 BRI &N > 721,
7D & (Persistent |Web7'mXxI 37 747 MELII— =L DOERARWZEEIZLTEIHEK
Connection Timeout) | FFfE] (RPENL)
[254 7> bl (Clientside) 1o 77 A7 > bEDERHDZ A LT T M,
o [H—/\—{f] (Server side) o — =L DEHRDOX A LT U ME,
INGEDEERELSTEHE, BHELPBEWEEFITR > TV ARREINERE I, #k
OFIZESCEN DA — =~y PR L ET, 72725 L, ki RIREEHE D ¥k
DI RBNZE L 7235E12 Web Proxy 2381 LW 2B < BEREBIR T L £,
Pt A fESL L CSSLANY Ry A VB FIT LT, 7947 v NESRIS T ¥ Z
EE SN WEE, T aX Uik RER A A LT U N T, 7747
v hE 0)&7@!47%1'?_”: LET,
VAL, T AN MEEMERFT S Z L EHERL 9,
RS A LT | BIEDO T o7 2 a UBRFET LTHVRINE XIZ, Web 7 B X 37 A RVIREED
7 ~ (In-Use TI7AT 2 NEREF == DT —H % I LT DR (RPEAND)
Connection Timeout)

(25472 LAl (Clientside) 1o 7747 > hEDEEROZ A LT 7 M,
o [B—/"—1ff] (Server side) |, H—/"\—LDEHDOHX A LT T ME,

B o Rx7LoEE
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web 7o+ nxz [

pAVAG

Bl

[ RF 7K Ao 42 oE
(P ——F K¥)
(Simultaneous
Persistent Connections
(Server Maximum

Number))

Web 71 % 3 — N —3 = =T L TBRWE S RICT 2848 (V7> b)) Dk
PN

IIAT MHIZY
D e KERCEL

7747 Mo TRlh S SRR 2. BOE L7EICHIIR U4, Bfckk
DRE LTHIMEZ R 5 & $fehs Fry 7S, BHEHEICT 7— FRRESh
=7,

Note
T 74N NTIE, [ 747 v Mol O RkEHEL (Maximum Connections Per
Client) ] IXHEZHIZ/2 > TUWET,

HIRMEZ R ET DT, [ 74 T > b= O K% (Maximum Connections
PerClient) | F = 7Ry 7 A% 4N L T, WOFEEZFITLET,

o [#%¢ (Connections) | : #F A S5 [RIRFER A AT L ET,

c[BRARROL T A N AT aF T FEITe— KT U (Exempted
Downstream Proxy or Load Balancer) ]: # V> A M —AT7 BF v m— KT
Y. ERIEEOMD I FA T RIPT RVADIPT RLAZ AT LET (F
TRy FETIFRA MERETHILIETEEEAL) . Web7 B ¥ 21T,
OB A MZEENDIP T FLADREEFEOHIRENEE SN EE A,

27LEE I}
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A= AL P SR BA
~w A —DHARK FERICETHIERE = a— KT 5~y X —%AER L CBIMLET,
(Generate Headers)

» X-Forwarded-For ~» % —{%, HTTP EREZRIE L7277 FA4 T bDIPT KL
Axora—RLET,

Note
o Ny X —DREE A /A 7T HITIE. advancedproxyconfig CLI 2= K
@ Miscellaneous 473 = > HTTP X-Forwarded-For~~ v # — % ifiilh Xt F
3 2>? (Do you want to pass HTTP X-Forwarded-For headers?) | Zfif L %
TO

c PHRIIRERET v AR —h a2 LT, o X 2383EC &
D —H—FRAECT 7 & A2 EFT HI201E,. 2D Dy X —Zifikik
THVNENHY F7,

« BBAJHTTPS R DS, 777 A4 TV A I XFF A~y X —%1HET& %
Hho HRIESROBE ., 7774 7 o AT ER T%(E S 5 XFF
N~y A =% L, SSL RV ND XFE 2185 LW,
X-Forwarded-For (X527 A4 7> M IP 7 R L AD#525 HTTPS i1y
FRICEA SN Z & 3H Y A,

* Request SideVIA ~y & —%, 7 747 v b b —_"—~DERNZBEIRT 5
Ta¥xvEeErra—RNLET,

« Response SideVIA ~ vy X —{E, —_—=n5H207 T4 7 2 b ~OER) @I T
H7uxvrkxrra— RKLET,

Received ~v X —®
/4 (Use Received

Ty TARN)—A7uxyE LTEBISNZ Web 7V, ¥UU AR —A
7a B EE &Mz X-Forwarded-For ~> # —%HHALTY T4 7 v k%%

Headers) TELEOICLET, Web 7 F L, VAR MIGENTHRWVWEEILNLD
X-Forwarded-For ~v % —®D IP 7 KL A ZZF AIVER A,
INEAF—TMITEHEIE, AV A N —A FadvEizidn— K AT
YOIPT FUAPKETT (7 Ry bR MEBANTEEREA)

AP SR O iR FPHESR OB Z A F— T NVEIET 4 B—7 T DT, [FHEROEREDOH

(Range Request %1{t. (Enable Range Request Forwarding) |1 5= > 7 Ry 7 2 &AL £ 7, M

Forwarding) SONWTIE, Web 7 F U —2 a0 ~D7 7B ZADERAESRL T E &V,

AT9TE BREzEEL, RFELET,

What to do next

*Web 7% ¥ ¥ v =, onpage 111

e NI UANRT LU N VEA LTV a DRE

B o Rx7LoEE
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Web 7O%> Xvvia .

Web 7OFS £y vyia
Web 7B X UL, N7 A=< AEM EIELOICT—XEF ¥ v 2 LET, AsyncOS I
X =71 226 77 Vyy 7] OFHOEREAF ¥ v aET— KRB, FLh AL~
ARLTEX Yy U T HEATEET, Fx v a2 @0 ORED URL #4352 46T
XFET, INETHITE, TOURLEZF v v v anbHlBRT 50, BHETHIIICF vy v
ERELET,

Web 70F%> v yady )7

Procedure

ATV T [EX =2V T 4% —E A (Security Services) ]>[Web” 133 (Web Proxy) ] Z3iRL 9,
ATV T2 [Fv v a%miHE (ClearCache) 27 Vw7 LTT 7Y a vz L7,

Web 70F%S 4 v am 50 URL DHIRR

Procedure

ATFYF1 CLIICT 72 ALET,
Z?“yj’z webcache> evict <y R&{HH LT, MBIy U TIT IR LET,

example.com> webcache

Choose the operation you want to perform:

- EVICT - Remove URL from the cache

- DESCRIBE - Describe URL cache status

- IGNORE - Configure domains and URLs never to be cached
[1> evict

Enter the URL to be removed from the cache.

[1>

R T 73 Enter the URL to be removed from the cache.

Note
URL [Z7'0 b a AREENTORWIEEIE, URL T htep:// DBEMENET (72 & 21X, www.cisco.com
X nttp://www.cisco.com &7 0 FF)

Web 7OX (2 &>oTHEY YA LEBEWRAASL UFEIZURLDIETE

Procedure

ATy F1 CLIIZTZ7E®A LET,

I 27LEE I}



vRTFLEE |
B wesoxoxrysa =—roER

AT 72 webcache -> ignore A ¥ K % {# L. %‘giﬁ"j_ff =277 EX L/iﬁ—o

example.com> webcache

Choose the operation you want to perform:

- EVICT - Remove URL from the cache

- DESCRIBE - Describe URL cache status

- IGNORE - Configure domains and URLs never to be cached
[1> ignore

Choose the operation you want to perform:

- DOMAINS - Manage domains

- URLS - Manage urls

>

ATV T3 EHITALT RLRZATEZ A LET (bovarns £721% urs) o

[1> urls

Manage url entries:

Choose the operation you want to perform:
- DELETE - Delete entries

- ADD - Add new entries

- LIST - List entries

[1>

ATy T4 add AL TH LY MY EZBMLET,

[1> add
Enter new url values; one on each line; an empty line to finish
[1>

ATFYTES LTOHEOE S, 11T 1 9FTD, FAALUFHZIZURLEZ AN LET,

Enter new url values; one on each line; an empty line to finish
[1> www.examplel.com
Enter new url values; one on each line; an empty line to finish

(1>

RAA L ETIZURL ZH8ET DB, FFEDIEHERB (regex) LFEAEFDDH I LN TEE T, pomains 4
Trar TR BBV A R8T, Fx v adBnb KA L2DY T FAL 2Rz
NTEFET, =& 2L, google.com TILZR <, .google.com & ASIT B &, www.google.com, docs.google.com
AT L ENTEET,

vrLs A7V a TR ERKRHXFOE XA TE 3, EHEBROMMATIECHONTR, EHEE
EZRLTIESN,

ATYT6 [EOANEERTTDHIE. AAM Yy a~vwr RIAL L A2 —T oA ATRDE TEnter ¥F—%HLET,
AT Tl BEEAREFELET,

Web 70X >DF v v o E— FOER

Procedure

ATFYv 71 CLILIZT 7 A LET,

B o Rx7LoEE
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ATy T2

ATvT3

RTv74

ATy T5
ATv7T6

Web 7O D% v v —FoER [

advancedproxyconfig -> caching 2 ¥ KFEfEA LT, le\gfcﬁ']j‘j} Za—\ZT7 7 BALET,

example.com> advancedproxyconfig

Choose a parameter group:

- AUTHENTICATION - Authentication related parameters
- CACHING - Proxy Caching related parameters

- DNS - DNS related parameters
- EUN - EUN related parameters

- NATIVEFTP - Native FTP related parameters

- FTPOVERHTTP - FTP Over HTTP related parameters
- HTTPS - HTTPS related parameters

- SCANNING - Scanning related parameters

- PROXYCONN - Proxy connection

header related parameters

- CUSTOMHEADERS - Manage custom request headers for specific domains
- MISCELLANEOUS - Miscellaneous proxy related parameters
- SOCKS - SOCKS Proxy parameters

[1> caching

Enter values for the caching options:
The following predefined choices exist for configuring advanced caching

options:

1. Safe Mode

2. Optimized Mode
3. Aggressive Mode
4. Customized Mode

Please select from one of the above choices:

(21>

BT Web 703 v v ¥ aREITHICT 2F 52 AN LET,

AR ET—FK SRER

1 v—7 MOE—RERBLT, v v nEbAd7e< . RFC #2616 12135
KIRYERLL £,

2 ol X v/ L RFC #2616 ~DOUERLREE G, B—7 T— RE ik L
72354 . Last-Modified ~ v Z —N{FET D & Tl x v v ¥ v TR N5
TEISNTWARWESIZ, BE{bE— RTIIWeb 72X N4 7TV b
Xy viaLlEt, Web7uaxt, 2T 47 %F vy =L
£,

3 A Xy v RB %< RECH#2616 ~DHERLIIF/ NE T, KiEbE—
REHB LIRS, 77 Ly > 7 B— RTlL, iAo 70,
ETag D A~—%k, 3 X U Last-Modified ™~ # =D\ a7 YRy v
VaENFET, Web 7 F NI Y v a NI A—FEZEH L £,

4 HAR<A AR | FNRNTRA—=F B2 ITRELET,

F—F

FFvard (WARZ<AXET—F) ZBRUEGEE. BEHVRAZLREOEEZ AN LET (FF 7

TNV MEOEFIZLET)
Ay av s RA v E—TxA
ERERGFLET,

ZIZRDE T, Enter F—% L £9,

27LEE I}
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What to do next
BAEIE B
*Web 2% F+ v =, onpagelll,

Web 7OFX>DIPRT—2 4204

T 74V F T, Web 7' 1 X UNTELRZHEIET HBRC, BH DT FLAICHEDOE TEROERE
JTLIPT7 RLAZERLET, 2o TeFa U T i3ibSnETN, IPAS—7 4
T EE L CZOEWEEZZE L, Secure Web Appliance?’» & Tid/a< . BRNZ T4 7 F IP
RZEOMDN—T 4 TAFEIR DAL LIP T RUANLREINIZLIICREL Z LN TE
F9, Web 7 BF L IPAT =7 4 U T HFET DL, DAZLIPT RLADIP AT —T 4
ITa T A NVEER L, FENSEAL—T 4 T RY —ITBMLET,

IPAT—7 ¢ 70, HBERAETIIIVRICEEE SN b T 7 4 v 71T L CTHEREL £

Web 7' 0 3 U R ZHE— R CTER SN TWDHEIE. BRI XA L7 N ENTHhDFH,
FNTTRCOBE (HBEICY XA Lo b I & BRI S vz Bif) Ik LT
(IP AT =T 4 LV TH A A THRETE D) ZENTEET, PIRMICERE SN C
IPAT—7 4 VT EERTL5AF. VX —1237 v b % Secure Web AppliancelZ/L—7 >
TI LRy NT =T TNA ANRHDH LR L T IZE0,

PAT =T 4 UV TWRAR—TNT, TTIFAT 2 AR WCCP L —Z IZHRE STV D AT,
2ODWCCPH—E A REILAR— MTESS =R L5 R— MIHESIF—ER) &%
ETHMLENHY F7,

IPAT =7 477077 A&, HTTPS b7 7 4 v 7 WEBIIZ ) ¥ A4 L7 F S b
GOHRARHY 9, URL AT TV HEEEEA LTV DL —T 47 R 2 —(2 X 25 HTTPS
PA F~DT 7R ZBRLTLIEE,

&R R
P AT =T 4 77T 7 A I)VDOIERK, on page 114
s Web 722 % 2 DEXE, on page 107

« WCCP ¥ —E 2 D& E

PRT—T420570T 74 ILDERK

Before you begin
Web 7O FVRETTOFUE—RNEIP AT —7 4 VTR A A TINEIRSL TSI L&
B LE9, FEMIZ OV TIX, Web 7' 23 U D% E, on page 10722 L T 72 &0,

Procedure

AT w71 [Web Security Manager] > [IP A7 —7 1 > 777’117 7 A )L (IP Spoofing Profiles) ] Z3#&N L F 7,
RTwT2 [Ta77AN%EEM (AddProfile) 1% 7 U v 27 LET,

B o Rx7LoEE
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PRI—74v57077 1 L0%EE ||

ARTFYT3I PR —T 477 a7 7 A VDOLFTEANLET,
ARTFYTE AT =T 477077 A NLIZEYDSTHIPT RLAEZAHLET,
ATy TS BHEEEREL, RGELET,

What to do next

[PRS =T 47 7FaTyANEN—T 4 VTR ) —IGEMLUET, sBlco>VTiE, Tr—
T4 UTRY =~ DON—T 4 VT P AT —T 4 7T a7 7 A LDEN] BB LT
<TEEW,
Related Topics
IPAT =T 477077 AVOfmE (115 =)
IPAS—T 477 a7 7 ALK (115 2—)

IPAF—7 477075 A )LOFE

ATwT1
ATvT2
ATvT3
ATv74

N

Note [prx7F—T 4o 7 FurdryANEZEHTLHE, TDOT 077 A MEEMTONTNDST T
DODNV—F 4 VIR —TFDTa 77 A NPEHFENET,

Procedure

[Web Security Manager] > [IP A " —7 ¢ > 7’1 7 7 A )b (IP Spoofing Profiles) | %R L £ 7,
WETDIP AT =T 47 TuT 7 ANKOY) 7 %2 ) v LET,

TuT A NOFEMELERLET,

EHEEZEEL, IRMFELET,

IPAT—T7 477 a7y A LDl

ATy I
ATvT2

Procedure

[Web Security Manager] > [IP A 7' —7 ¢ > 77’1 7 7 A b (IP Spoofing Profiles) ] Z &R L F 7,

HIFRS D IP AT =T 4 77 a7 7 A SIS T 2287 A 227 ) v 7 LET,

Note

HIBRLE D ELTWBIP AT =T 4 7 7a 7y A N1 DU EOL—T 4 7R Y) —IZHD B THR
TWDLEGERIE, TFI9AT R E o TEENRERINET, ZOHAIE. BELZZTLHTXTOL—T ¢«
VIR IZEDETOHMDIP AT =T 47T a7y A VEERLET,

27LEE I}
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AT9T3 EREEEL, RFLET,

Web 7AOXSDHRBE LAY —

FEDRE T Y I a NN AZ L~y X =2 BINT 52 LIk, sht— =285
Rl 7o B 2 S5k T & £97, 72 & 2 1E. YouTube for Schools & BEN B AHE. B AKX L~y
H—ZFH LT, YouTube.com~D h T V7 a VEREZHHFOR Y hU—7BREEESN
7o, BRI B2 B e T 5Bk E LTl S5 2 ENTEET,

Web ZERADHRE LAY Z—DiEN

Procedure

ATV T CLILICT Z7E®ALET,
AT 72 advancedproxyconfig -> customheaders ¥ REFEAHLT, B2 T A= — T 7 8ALET,

example.com> advancedproxyconfig
Choose a parameter group:
- AUTHENTICATION - Authentication related parameters

- CACHING -
- DNS - DNS
- EUN - EUN
- NATIVEFTP

Proxy Caching related parameters
related parameters
related parameters
- Native FTP related parameters

- FTPOVERHTTP - FTP Over HTTP related parameters
- HTTPS - HTTPS related parameters
- SCANNING - Scanning related parameters

- PROXYCONN

- Proxy connection header related parameters

- CUSTOMHEADERS - Manage custom request headers for specific domains
- MISCELLANEOUS - Miscellaneous proxy related parameters

- SOCKS - SOCKS Proxy parameters

[1> customheaders

Currently defined custom headers:

Choose the operation you want to perform:

- DELETE - Delete entries

- NEW - Add

new entries

- EDIT - Edit entries

[1>

ATY T3 kDX,

BT av s REASLET,

*Foar  |HiHA
[l RETDIHAZ L~y X—%HIBRLET, a~vr RTEREINTZY A FO~y X —|Z(HE
(belete) T | fHF HNTWHEZZMA L CHIBRT 5~y ¥ —%fRELET,

B o Rx7LoEE



| v2x7468%E
EPEDNYRT S |

VAR

B (New) 1 |4RTET 2 N AA OIS 2~y X — 2B L £,
~v =D
X-YouTube-Edu-Filter: ABCD1234567890abcdef
(ZD%HE O, YouTube TiRfEENHEAF—TT) .
KA A Df
youtube.com

B AL o~y =D REIF 16k T, CR £/ LF ZBR<AEBOMHEEH D Z LN TE
ESE

B AH B~y B —DF

Choose the operation you want to perform:

- DELETE - Delete entries
- NEW - Add new entries

- EDIT - Edit entries

[1> new

Please enter the custom HTTP header (in the form field: wvalue):
(1>

[:characters colon(:) and double quotes (") are not allowed]

itk (dit) | |BEFEO~Ny X —ZfEE LIc~y ¥ —LESHMAFT, a2 FTRSNTZY A D~y
F—ICBEM T b TV L ESZMMA L THIBRT 2~y X —2fEL T,

ARTYTG A av RAVE—T oA AZRDHE T, Enter F—%H L 9,
ATY TS EFEEREFELET,

Web 7O0F L D/NA /8K

* Web 72X DA 82 (Web ZRDY;E) |, on page 117

« Web 7' X v DA /XA E (Web ZRDIGE) |, on page 118

«Web 70X L DNARAFRE (T7V r—3 3 DH4A) , onpage 118
Web 7O0xSD/NA /82 (Web ERDIHA)

FRED T FA T v 8 h b OFBMBERCRFE D56/~ DO FMAER A Web 7' 1 % 2 % /31 /3
292 X DT, Secure Web ApplianceZ i% & T £,

Web 70X 2 NANR2ATHZEICE-oT, UTFDZ ERAREIZR D £97,

« HTTP A— M ZEH LTV A, BUNIHERE LW HTTP 3ExIG 0 (F7i3A ») 7'a
Mann, ey ==l E T2 LTIV LET,

e Xy NT—INOBKEDSY NS DRNT T4 IR, SAT2T DT AR Uiy,
Fy hT—27 X B LOHBPIALD X 2 ) T A {Ri#EL2 T X TRARRT L5 L 25
ALET,

I 27LEE I}



B web 7oson08z8% Web EROBS)

INARAVE, Web 7 FUNZFHBAIIC Y XA L7 P ENDERIZH L TOLERLE T, Web
Taxlt, T UAT LY M E—RTHIGEE—RFThH., 77472 b b HARMICHRSE
SNTT R TOEREZUEL FT,

Web 70X D/ /1SRAETFE (Web ERDIES)

&
ATy T2
ATvT3

RTvT4

ATy TH

Procedure

[Webt ¥ = VT 4~F—T % (WebSecurity Manager) ]>[/ 1 /SN AFXE (Bypass Settings) ] Z 3R L 97,
[/NA SAFRE DL (Edit Bypass Settings) 1227V v 7 LET,

Web 70 X2 2L NAFTHT FLAZ AT LET,

Note

0% NARAY A NADIEEDIP DOV TRy b~ A7 ELTRETDE, TTI7A47T 2 AELTXTD Web
G740 %BNANRALET, ZOBRG. 77747 ATREX 0.0.0.00 & LTHRLET,

TaFINANZY A MGBIMNT 5 AZ L URL T TV 2R L ET,

Note
[IEFIZEBL (Regular Expressions) ]2 Web 7' U A NREHRET LI LT TEERHA,

Note
HAZLURLAT TN 270 A2 A MZBINT5HE, BAXLURLAT IV DT XTOIPT
RLRAE RAAL LD, BETEFADOEH THA RZAENET,

EREERFL, RELET,

Note

IPAT—T 4V TRENNI o TOWDGEAR, NANRRAY A NMIEENTND KA AL IR 2 E R E2 Y
A—FLEFTA,

Web TOF L DNANRRBE (FTV 75— avniFa)

AT 71
ATvT2
ATvT3
RTv74

Procedure

[Webtz ¥ = UT ¢ ~F—T+% (WebSecurity Manager) ]>[/ A /XA E (Bypass Settings) ] Z&IR L £,
[TV r—a vy DOAFxy TRELmE (Edit Application Bypass Settings) 1 %727 U > 27 LET,

AXx LN NRAT LT TV r—a e LT,

EEEZEEL, IRMELET,

Note
* Microsoft Update ByPass #%AE!%. Application Discovery and Control (ADC) TOAEELE£F, 77V
r— 3 UHIEREREIC )T LT ADC WA/ > TND Z & MERT 2 MENH Y £,

B o Rx7LoEE
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Ryo—CenWeb 7aFs hra LAy — |

e Webex /SA /SAREIL, HTTPS b7 7 4 v 7o @EHENET, 7272L, HTTP b T 7 4 v 7 O
BTV =g IT A R —E AL THAL T ry 7 Tx £,

R)—EDWeb 7O0FS ARB LAY —

HITP Y VA NDH AT D~y X —T a7 7 A NVEREL, ~y X —EXBR2Ta 77V
D TFIEEDO~y X —%AERCTEET, F£7 R T7 7 A MTIERK 12 D~y X —%FETEE
T, BEO~y X — T 7 7 A NVEEEE-ITEGRT b TEET, BEOT 7 AR
Vo —lI~yH—ExWz 777 A NVEEBMLT, BEOT 7 AR v —0NEHINDT
RTCDO T YT v a i~y X —EFOD I ENRTEET,
Ny H—EEXZ T T A NSRRI T DL, RREERRS L%, TS IA T AN —
P ITN—TDOERERDT v T AR =LA T NS R ETZENTEES, Ty T AR —
b FaF UGV ERAF L LR L, BMORALE A SA L, ERSNET 7 B2 K
Vo —llEINWTa—PZT7 7 ARt L F1,

sHTTP Web UV 7/ = A RO~y X —EXMZ 707 7 A VOIEKR (119 X—)

s =W L T N—T Ny X —FEXDOEE (121 =) (FFvav)

T UEARARY D~ H— T T A DB (121 X—)

AsynOS N— 32 14.0 ul‘&f&i\ CLIl =z~ K advancedproxyconfig-> customheader %{fﬂ%
L7z Web 7'm ¥y AL L~y X —DIEERET 5 2 L AR L £,

HTTPWeb )V TR FDAYSE—E2ZHMZ TOT 74 ILOER

FIRr

AT 7T 1 [Web Security Manager] > [HTTP £ & #2711 7 7 A /L (HTTP Rewrite Profiles) ] Z &R L £
ATw T2 [Fua77ANEEBMM (AddProfile) 127V v LET,

AT T3 ERT D~y X —FEEMZ T a7 7 A MI—BEOL4RTEE D Y TET,

ATY T8 [~y H— (Headers) | =V 7 T, WOEHREALET,

G¥)
[~y X —FEEH 2717 7 A/ (Header Rewrite Profiles) | (ZIXZEFE 721X Null D~ ¥ —fE%E AJJTE &

T, Ny X —FRFLTC, Null E2MER LTEETDHE, ~o X —I3BEY 7 A MIEENEHA,
72 z1E. T MR R —R—~D A~y B —via ZIEFRICTT DAL, 8 ) CTHTITPEX#ix 7
077 A )NZ~y B —54 via BN L E9,

« [~y #—4 (HeaderName) ]: HTTP U 7 =& MIBMT B~y X —4 % A1 LET, #i : X-Client-IP,
X-Authenticated-User, X-Authenticated-Groups 72 &

o [~v & —fl (HeaderValue) |: ~v X —ZIZxETHI V2R NNy X —IZEDLEEAT LET,
Ny H—=BRDT VT 4T A

I 27LEE I}



vRTFLEE |
HTTPWeb )V TR bDAY F—EZBZ TO T 71 ILDIER

e$ RegMeta : 7 IAT v MNP, a—H—, FIIL—TF7p POEHEHTTP ~v ¥ — L& TS L £,
lziE, VI/IZRA N Ny —lla—V -4 525D r5EE. BT

($SRegMeta [X-Authenticated-User]) TTO

* SReqHeader : FZHED HTTP ~v ¥ —DfE, FRIER U~y ¥ —FEXMz T 0 7 7 A VIERIN
TefD~y =D~y X —DEEFEH L £7,

7o & 23,

Headerl:32

Header2: 44- (SReqHeader [Headerl])-46
~y#— 2 DEIX 44-32-46 IZ72 0 FF

o [7TF A MEX (TextFormat) |: T a—F 4 7 DT F A MEREEIR L EJ, EHTRERA 7Y 3
1% ASCII & UTF-8 T,

s [XAF VY =>ra—F 17 (BinaryEncoding) 1: VZ T A M~y X —|{INAF V) zva—F 47
(Base64) ZfEHT 2 E 9 A BIR L9,

GE)

PR H A FIZHESNT, BEINEZV VAN~ X — T 4 — L ROV A ANV —_—D LR %
ZT%E. T7I9AT VAR ZT—Ave—Vh2RRLET, X B —N"—2 14T 13E LD
~y B —EEYR—FLET,

* Apache 2.0, 2.2 : 8k

* Nginx : 4k — 8k

cIS (N—=ValioTRARY £9) 8K — 16K

« Tomcat : (NN—T a3 ZX-THEARD E9) 8K
ISE ZfEH L7 — W —fkhl oA, 7 17— 3L X-authentication ~ v % —i% & (X-Authenticated-User 35 &
Y X-Authenticated-Groups) X, 7'V 7 4 v 7 AL LT RAAL VBLORBIEA D=L ZHEHA LEEA,

ASCIH & LTTHF A MERLZEIRLZSGE TH. (5 ReqMeta [HTTP header]) fHE L CUTF+8 # AJJ TE &
j—o EEE\ 75_(@’\7?\_01 ($RegqMeta [HTTP header]) Y AR— L'Cb‘i@—o

* X-Authenticated-User

» X-Authenticated-Groups

» X-Client-1P
ANy X —OERNull DFE, ~y X —3HE) 7= XA MIEEREEA, 2L LT E2FETLRWES
WZRAELET,

« Tu X URBREE AT LET,

T I EBARY — HERV—, FAIN—TFT A TRV —DRA L NRN—2 s FHMET T N—T %
EFLET,

B o Rx7LoEE
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A—v—gETN—T ~vi—RozE ]

AT9TE EREEEEL, RFLET,

A—H—ZETIL—T AT —BKXDEE

FIE

AT 71 [Web Security Manager] > [HTTP E X #ix 7’117 7 A /L (HTTP Rewrite Profiles) ] Z 3R L £,
ATv T2 [REOHE (EditSettings) 1227 U v 27 LET,
ATy T3 BREELRELET,

TSN ERITERDO LB TT,

i :L“‘ffh*éé ! SauthMechanism://$domainName/$userName, SauthMechanism:\\S$domainName\S$SuserName,

SdomainName/S$userName, $domainName\S$userName, $SuserName

o« J)—T . $authMechanism://S$domainName/S$SgroupName, $authMechanism:\\$domainName\$groupName,

SdomainName/$groupName, $domainName\$groupName, $groupName

= (), anry ) kIanry () N Z2RTyva () fE () REDOTUIXHE
HTExET,

ATy T84 EREFEL, RFELET,

TOEAR)S—~ADAYE—TOT 74 ILDIEM

48 HHEIIZ
TI7RARY =ORERY —DEK 2R LTI IZEN,

FIRr

ATYT1 [WebtXx=VUT 4 ~F—T % (Web Security Manager) |>[7 7 & A 7R U 2— (Access Policies) ] % i#&{R
LEd,

ATv T2 [77&AKRY T — (Access Policies) ] 2—C, [HTTP E&#2x 7117 7 A /L (HTTP Rewrite Profile) ]
DYV o7%7Y 7 LET,

LT 7' ARY —%ER L, TN~y X —EZBmz T a7 7 A NVEEBNTHZELTEET,
LWT 7 A RY —%ERT 5121, RESRLTLLEZEN, R —DERk

ATV T3 R —IZBMNTAE~Ny F—EXWZ T a7 7 AV EERLET, BINTHE, BEDT7EARY v —
BDEHENAHIIP FT oW oy a i~y F—REaEnET,
ATy T4 EFEEEGFL, RIFLET,

| 27LEE I}
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B we 7o mmmy

TI7EAZAR) =TV v SN~y X —EEW: a7 7 A VIHIBRTX £, HIKRT DRI, Blo7
B7 7 ANERIRTALE, BIRLETO 77 ANART 7R R —ICHBIMICEASILET,

Web 7' 0F L (FERBEL

Secure Web Appliance ZiXEL T, Web 77T A ET 4 DT 4 NVZ Y T L= THRT
PNTNLZLaa—PITBHMTEET, T IA4T AL, 2a—F =TT 7 7HIcT
JERALTE XL, —EREOKEE, = Fa—F—fHERX—V2R R LET, = Ra—
P—WB_X—URNE RSN, 22—V —ZV 7 %7 Vw7 LT, BRLIETTOYA FEL
1Mt Web A MZT 7B ATIHLERHY 77,

ESPERENS

e Ra—W— DT aHy T g DM

FAA D Ty D
Y ED Y T AT 2 b b OFEwA HTTPS ER SR E D56 S~ D% imr) HTTPS kA3 HTTPS
TaXTENAINATH I HIZ, Secure Web ApplianceZ X E CTX £ 7,
N4 INT T IAT L AeBRTHILENELTAT AU r—va LT, £BF
G — N—DFEHET = v 7 21T T, RNAANL—ZHHT LN TEET,
BET7ITUS—2a O RAMT YT

1R BHEIIZ

BEEDY— N~ DIRAAN— T T 4 v 7 LT 5T 31 AR L TERR I ilkpl RN
Vo—MHAZ ERERLTLIIEED, FFMCONWTL, 22— V=B A4 7 F V7
2T OSEESBLTLIEE Y, BRI, ROZEEITHOIMLEND Y £7°,

o [FRRIE/ERA D B ERSS  (Exempt from authentication/identification) | &4 > L3,

e DRI T AN EEATAT FLAZEELET, IP7 LA, CIDR 71 v 7,
BXOY 72y "EASTEET,

FIE

ATYT1 HTTPS 7' X VA FZ LET, FEMICOWVTIEL, HTTPS 7R ¥ O A X — 7 /b A B L T &0,
ATY T2 [WebtFx=UF 4~F—T% (WebSecurity Manager) |>[ KA A >~ > (DomainMap) ] % &N L FJ,
a) [RAA > ®EM (AddDomain) %27V v 7 LET,
b) [FAA >4 (Domain Name) | IZ5B5EH— =D KA A Z &2 AT LET,
c) BEFD RAAL UPIRESNTWDEEIX, BRIRM 2R L £,

B o Rx7LoEE
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ATvT3

ATy T4

d)
e)

gETIUs—varoriqozyT |

IP7 FLAZASLET,
[(EE (Submit) 127V v 7 LET,

[Web ¥ = U T ¢ ~F—3% (Web Security Manager) |>[#7 A% LB L UOSMNFURLAL 7 =Y (Custom and
External URL Categories) ] Z 3R L 97,

a) [Add Category] #7 VU v 7 L&,
b) ROEHE AT LET,
BRE 5 BA
BT Y 4 ZOURL AT 2V OBl T2 AT LET, Zo4RNE, R P— 7 —TIZURL
(Category TANE Y T ERET D EEICRRINET,
Name)
UZBME (List |#AZLAURLAT VDY ZNT, ZOB7FYDIEFEZFELET, U A A
Order) DERAMIO URL B 7 AV [1] 2 A LETS,
URLZ 4 VB U 7 x0Tk, $8E LA T A2 5 URL U7 = VI L
T A7 v MR SV E T
BTN HAT |[m—HNH A LHT Y (Local Custom Category) ] ZER L F 9,
(Category
Type)
AR E ZoEIavil, BMOT LAty hEFET S EREHRZANTEET,
(Advanced) | e Bl 4T LC. A LIz o — 2 & BT HEBOT FLASIRETE
R
IERFBOMHATIEICO W TL, EREHELSZR LTI ZI N,
) BHEZFEL, IRMFLET,
[Webt ¥ = U7 ¢ ~%—% (Web Security Manager) ]>[{€757" U 2 — (Decryption Policies) ] Zi&{R L
£,
a) FLWEBSRY O —Z2Ek L £7,
b) FEDT TV r—a OHTTPS T 7 4 v 7 &S A NZAT Do OITERR LT 7' e 7 7 A VA%
RUET,
c) [FEMERE (Advanced) ]/3R/LTC, [URLAZ 7 2V (URL Categories) ] DU 7 %27 Y v 7 LET,
d) [BM (Add) 1A T726%227 027 LT, FIE3ITERLEDAX L URL A7 IV ZBMLET,
e) [56T7 (Done) 1%7 U v 7 LET,
f) [E%A Y — (Decryption Policies) ] X—3C, [URLY /L% U 2 (URLFiltering) 1DV 7 %
Uy LET,
g) [/XAA/L— (Pass Through) ] Z&#IR L 9,
hy BEHZXEL, RFLET,

W(7A—~y MEETEMHALTCT 7 A EReRrd bl EnNTEET, iz >N TiE, 77k
2 BT DHARZA R BB LT EEN,
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B weoskzusLs 33000547 ATy

GE)
e RAA v~ 7 HEREIT HTTPS Bt — NCEMEL £7°,

o Z ORI, HARTE— FTIEEEYET, HTTP N5 7 4 v ZI2OWTHEELEH A,

c COREEZHM LTI 7 4 v 7 27T DI, 0= ANDARZ LT Y ZBETOUENDLY
iﬁ—o

s ZOBRREANZT H L. SNIHEFRDBFIHTEX A5 TH, RAS U=y T THREINTE— 14
WZHE - TH—=R—ZDOEFE X 72135 ) 4 THRThbILET,

ZOBEEEIL., FAALVAICE S VT T4 v IR AL v~y T e—8 L, MGTEIHAZ LT
V. BER)—, NAANL—=T I arVRNREINTWIEA, TON T 74727y LE
A,

|

PGEE Z DR AA N —REREEDFR T A Z LI TE ER A, FRGEOIIESBLETT R, Z0EE, b
FI7 4 v TIIETINERA,

UDP F 77 4 v 7 I3E=4—3ZNFEHA, Secure Web AppliancelZEIZE L2V L HIZUDP T 7 1 v
JEFRETDHVLENDH Y £3, RO VIZ, WhatsApp, Telegram 72 E DT 7'V r— 3 Dbl 7 7
AT U —NEFHLTA Z =Ry MIEET 7 EATLUERDY £7,

WhatsApp. Telegram, 35X U'Skype (it — RTEWEL £7, 7272 L. WhatsApp 72 ED—H DT 7
Vor—vaid, 77V 7= a yOfROIZOIC, B/RE— FTIREEL XA,

Web ERZFJRA LY T B0 SATo AT a3y

7 TAT 2 Rvb Web 7' F UNZHPRINICESR Z 85T 5 Z L @R LIZE BT, Th a3k
T30 FA47 2 PORETIEBIRET DHERDH Y £9, UTOHENPLERL
RS

cBARMBREEZFRALTISAT U LNERTET D, Web 72X DR A MG EAR— bES
EFESTIIAT Y e ELET, REFEOFMIZONWTIE, lxD7 747 D
~=aT NV ESRL T I,

\)

Note 74 /L hTiE, Web 7y R— MIR—FESR L3128 FHHLET, 7I4T7 b
TN R— e FEHTEET,

s JOXTVEHHKRTE (PAC) I77AMIILEFALTYISATURNERET D, PACT7 7 1L
X, WebZERDEEXE I T4 T M RLET, ZOFFvarzfiHTHE, 7
XL OFEMICHT AUMOEE AL — B R TE ET,

PAC 7 7 A NV EH AT AEE1E. PAC 7 7 A VOBRGETE 7 S5A4AT v RFNLEBRET
5 HERBERTHLENH Y £,

ESPEREENS

B o Rx7LoEE |
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5547 k7T r—vavizssrac 774 LR |

eV TAT U N T Y r—a il D PAC 7 7 A /L OfE, on page 125

DS5ATFT I NTIT)Vr— 32 I2&KBPAC T 74 ILDER

70X BHEHETFE (PAC) 77A4IILDNNTYyaxToay

IIAT vV NBT 7V BATEDLLFNIPAC 7 7 ANENRT Y v aTHhUERHYET, A
NRGATILL T O L8 T,

* Web H—/3\—

« Secure Web Appliance, 7 74 7 > NIk L TIE Web 77 U & L TR RIS Secure

Web AppliancelZ PAC 7 7 A VABETE £4, 77747 A 2E, SEIERFA b

&, R—b, T7ANZEHERL TOBERICHIST DHERER Y, PACT 7 A V&2 EHT
HIZOOEBMA T a b0 9,

cO—HILIRLY VIAT YV FOIN—KFT 4 AJIZPAC 7 7 A V& 0 —)VIZEE T&
F9, INE RN GEE LTHERAT 2 Z SidfiERINnNETA, BEIPAC 7 7 A
AR L CWVER AN, T A MRS RN H 0 £4,

EEEE
* Secure Web Appliance TP PAC 7 7 A /LD 7R A |, on page 126

IV TAT N T TV r— a3 TODPAC 7 7 A LOFRIE, on page 127

* Secure Web Appliance TP PAC 7 7 A /LD 7R A |, on page 126

IV ITAT N T TV r— 3 TDPAC 7 7 A VDOFRIE, on page 127

JOXBHETE (PAC) D7 A ILVERETDISATUONATOaY

747 MR LUTPAC 7 7 A VEFHTDEGAIE. 7 74T 2 RS PAC 7 7 A LV E R
THHEEZRIRTHOMERSH D T, UTDO2OOAUERH Y 7,

*PAC D7 A INDIEMEI SAT 2 MIEET D, ZTOPAC 7 7 A NVERFEIZZE LT
URL %27 547 MIEBEELET,

*PAC 77 M ILDEMZBHMNICKRET DL IICTITAT 2 L EE/RET S, DHCP £721%

DNS & & HI2WPAD 72 Fa L &2 L CPAC 7 7 A L2 HEIWIZHMBET A2 X 9127 T
ATV NEERELET,

PAC 7 7 1 )LD EENEH

WPAD /X, DHCP BLO'DNS V> 7 7 w7 &2MBH LT Z 70 PAC 7 7 A VDT 545
TELH L5157 harTd,

« DHCP & (2 WPAD {9 BI21%. DHCP H— 3—I|Z PAC 7 7 A L DOHLFTD URL &

HieATvarv22%FHELET, 2L, T_XTOTZUHFNDHCP # %A — K LT
LHDLITTIEH D FHEA,

27LEE I}



. Secure Web Appliance TO PAC 7 7 1 JLDKRR +

«DNS &2 WPAD RT3 BIZIE. PACT7 7 A LDFRA N B—_"—Zf LT Lo
DNS L a— RZHRELET,

WD ERIIWF O T v a U ERETE 7, WPAD 1351 DHCP %] L T PAC
T 7 A NVORKHEERAE, M TE o858 1L DNS 2> TRAE T,

SpEREYS
« 7747 KN TODPAC 7 7 A /LO HERH, on page 128

Secure Web Appliance TD PAC 7 7 1 )LD KX k

Procedure

ATY 1 [BEXx =2V T ¢ #—E R (Security Services) ]>[PAC 7 7 A /L ;" AT ¢ 7 (PAC File Hosting) | % E&4R L
£7

ATY T2 [REDOAME LM% (Enable and Edit Settings) ] %27 U v 7 L9,
ATv 73 ((TE) UTOEAREHHZHELET,

TI7ay B
PAC #—/3— 7" — k | Secure Web Appliance?’ PAC 7 7 A LVERD U v A AZHEFT 5K — b,
(PAC Server Ports)

PAC 7 7 ANDEMN | TT7U0Y v v aTHREISNN T DOERE L7242 PAC 7 7 A V2 HiRY)
HIFR (PAC File NIz T&EF9,

Expiration)

ATw T4 [PACT7 74/ (PACFiles) | EZ > a2 T[BM (Browse) |%7 U v 7 L. Secure Web AppliancelZ7
T —RTLH5PAC 77 A VAR —R~< o bEIRLET,
Note
BIRUL7=7 7 A VDOLEITD default. pac THHEEE. 770 THHMERET DI LI T 7 A NLETE
ETDHULENRDY T A, AHIDEEINTWRWEE . Secure Web AppliancelX default.pac &9 7 7
ANVERFELET,

ATy TS [7Ty7ur—F (Upload) 127U 27 LT, A7 v 7 4 TEIR L7 PAC 7 7 A /L% Secure Web Appliance
W7y 7 m—RLET,

RAT9T6 ((TLE) [PAC 7 7 A WY —E A% EERMT 578 A b4 (Hostnames for Serving PAC Files Directly) | & 7
arv T, BR—brEBEEERVPAC 7 7 A VEROKA M LB T 7 A VA4 ZRELET,

rT7 a3y BTEL]
RA N Secure Web Appliance?s 23K 2 JUEE4~ 2 35512, PAC 7 7 A /VELRIZE O 2 MBI
(Hostname) BHRA My, BRITIIAR— FESREENTWRWZD, ZRIE Web 71 %

O HTTP A— b (R—180) ZHH L THUE I, KA MIHlENDS PAC 7 7 A
JVERE L CHRBTE E9,

B o Rx7LoEE



| v2x7468%E
5547k 7IUs—avTcorac 774 L0iEE [

TF7oay ERBA

Xy R— hE@ |FUITORA NAICEEEMT 55 PAC 7 7 A V4, A MR 53R,
U7z TGET) EXRIZ |ZZCHRELILZPAC 7 7 A VEIRLET,

RTDTZAME o n R0 PAC 7 7 A A DI BRI T £,

PAC 7 7 A )V

(Default PAC File for
"Get/" Request through

Proxy Port)

17%3B00 (AddRow) |BIDITZEBINL T, BIDOKA NG E PAC 7 7 A VA ERELET,

ATy TT EEREEZREL, RIFLET,

D9SAT R T7FTVr—3 2 TOPAC 774 IILDIEE
« 7 TAT 2 NTDPAC 7 7 A NOHTO T-8EEE, on page 127
« 7547 FTOHDPAC 7 7 A L®D HEEH, on page 128

9S5AT2VRTOPAC 77 IILDBFOFHETE

Procedure

ATV T1 PACT7 7 A NVEAERLTART Y w2 LET,

ATFw T2 7T7UYDPAC 7 7 A VR EFEIZ PAC 7 7 A VDT Z 79 URL Z A L £7,
Secure Web Appliance?’ PAC 7 7 A /L& R A N LTWAEA, A%/ URL BERUILL FD XL 2127 b £97,
http://server address[.domain] [:port][/filename] | http://WSAHostname[/filename]

WSAHostname I%, Secure Web AppliancelZ PAC 7 7 A V&R A h 325 & ZZRE L7 [ A b4 (hostname) ]
DIETY, RA P LTWRWES, URLOERIKEMET L (GEICE-TH) 7947 MUSUTHR
R0 ET,

What to do next

» Secure Web Appliance T?D PAC 7 7 A /LMD 7R A |, on page 126

I 27LEE I}



B /57> rcorac o7 LoamEs

HDS5AT7RTOPAC 774 LD BEENHRH

Procedure

AT Y1 wpaddat &\ HARITD PAC 7 7 A L &EAERK L, Web $—/3—F 7213 Secure Web AppliancelZ/X7'J v ¥ =
L %7 (DNS &2 WPAD %3 2581, Web h—/S—D— s T3 M FIZT 7 A NEBET D
ERHDET) .

ATV T2 ROMIME %A 7 C.dat 7 7 A VERET DL DIZ Web —_—%3%ELET,
application/x-ns-proxy-autoconfig

Note
Secure Web Applianceld Z 11L& HEIIZSE/T L £ 7,

ATV T3 DNSIw I T w7 aYR— T 51, Twpad) 2HIAE D, WIEBHIIZARER ATHEZ: DNS 44 & 7ERL L T
(@J . wpad.example.com) . wpad.dat 77’/])/1/7557\1?2 k LTI/‘ZD“H"—‘/\\H@ P 7 ]\1/7\6155@’{‘*”‘?#0

ATv T4 DHCP Vv 7 T v T WY R— 4 521%, DHCP r—_"—D A7 3 252 1T wpad.dat >/ 7 A VD FTD
URL Z8E L FET B : Tnttp://wpad.example.com/wpad.dat] ) o URLIZIX, IPT7 KL A7 Y, A7
EEDORARN T FLAZMEHTEEY, FFEDDNS = b VIZNEH Y £HA,

What to do next
eV TAT U N T T — a3 D PAC 7 7 A VO, on page 125
* Secure Web Appliance TP PAC 7 7 A /LD 7R A |, on page 126

« Firefox C WPAD #{#i i CT& 72\

FTIP 7O —EX
«FTP Y13 $— b 2D, on page 128
« FTP 7' v % > O H Wk & 5% E, on page 129
FIP JOX L —EXDIE
Web 7’ a2 % 0%, LLTFO 2 Fi¥HO FTP Bk A2 RITZETE£T,

R AT 4T FTP, AT 47 FTP ERIL, FHFTP 7 747 M X o TERSNET
(F721F, 77UV THAARDFTP Y 747 v M L CTARSNET) . FTP 1
X UBMETT,
«FTPover HTTP, 77 UWiL., A 7 4 7 FTP 24 51 V2. HTTP ERWNIZ FTP
FoRETa—RTHZERHYET, FIP 72X IMEH D FHA,
BAEIE B

« FTP 7'v % > Ok & 5% 7E, on page 129

B o Rx7LoEE
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| v2x7468%E
e 7oxsoamitest [

«FTP I A v — DOEE
FIP JOX DAL EERTE
A

EERET HITIE. Web 7' 1 % U DOFLTE, on page

i

Note FTP over HTTP #52(Zifl S5 7 1 3% Sk
10722 LT IEEW,

Procedure

ATY T [BEFX=2VU T ¢ —E R (Security Services) ]>[FTP 7’1 (FTP Proxy) ] Z&#IRL 9,

RATv T2 [REOHEIELHHE (Enable and Bdit Settings) 127V v 7 LET (FRENDIAT v a3 VB [REDOHRHE
(Edit Settings) ] 72 DA, FIP 7' £ U EFATT, )

ATy T3 (AFvay) EARNRFIP 7o XU EHE 2% ELET,

pA=VAG P Bl

Tuxy YR=27 |FTP 7'm XV FTP iz Y v A F 54K — bk, 7747 &, (FTP
A— K (Proxy Listening | F—/X—|Z8fe T 52720 DA — ~ @FIEAR— 21 Z2HH) & L TTiERL)

Port) FIP 7R XL 2R ETDHEXICIOR— FE2HTIMLENH Y £,
Xyrvr s Al — Y=o OT —FEEE X v v aT 50 E D,
(Caching) Note

EL T VW= =0T —X [ dF vy v a2 SNFEHA,

P —R—llDOIP A7 — |FTP 72 XL NFTP Y —_X—DIPT RL A% 2L —hTEDHLIICLET,
7 47 (ServerSide | 2T X -oT, IPT RLANHIEEHG L T — ¥ B CRLRDEEIC. VT P70
IP Spoofing) A VEFFRILIRWFTP 7 747 2 MIRHE TE £,

TIA T MPAT—|FIP 70X NFIP 7V 94T FOEETIP T FLAZEHCTCxA Lo LT
T4 T T, AT HE, FTPESRIZFTP 72X Tl FTP 2 94 7> b 3%
fFanizkr2IclixE7,

FORIEIZ FIP 7 7 AT > F Lil@ET 5 L EIZFTP X UM MEA T 2GRN 28R T
(Authentication XX OICLET,
Format)

Ry TE—=ROT— | RNy v 7 T— R TFTIP 7 u X & OFT — X 2 ML T 572 DI FTP 7
K R— M (Passive | 7> M MEHT 5 TCP AR — b DA,
Mode Data Port Range)

I 27LEE I}
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B reooroamiene

pAVAG

Bl

TITATE—RD
T — X R— NEiFH
(Active Mode Data Port
Range)

TIT 47 F— N TFIP X b OF — 28kt A i+ 57912 FTP
P —R—=MEHT D TCP R — h D, ZDOREIL. A7 4 7 FTP B L OFTP
over HTTP &t DO 712 S E 4,

fHAERELTDH L, FILFTP —"—=n5H0D X 5128 < OERITH I
f%i# TCP & v 2 »® TIME-WAIT &It GEFE07) 12k - T, A— ME
EHENZE%ZIZ, FILFTP Y — _"—THWMEHTEL L2120 EdA, &
DOFEFL, FTED FTP Y— "— 38R 7T 7 7 4 7 F— FTnELLEFTP 7' &%
NI CEE A, Z2TIENIE, 207 40—V RIZEREENTZAR—MET
7T

7 )V A NF—
(Welcome Banner)

PERRRIZFTP 7 T4 72 MICRREIND U =V LN —, RHERLET,

s [FTPH—N—A v t—T% (FTPserver message) |o A v t— 13585 FTP
P—R=Zk o TERENET, ZOF T a 0%, Web 7 X083
F— RICRESN TV LIEAICOAFIATE, SiEEEIcOA@EHA S E
T

[ARBL AyE—T (Custommessage) |0 Z DA TV araA L lT D
L. TRTORAT 4 7 FTPEFICKH LTI DI AL L A vE—UNER
EhET, A7 LEGEEIE, RIS R A 7 7 FTP Bkt &
nEJ,

AT T4 (7> ay) FIP e X OHMRELRELET,

wA=VAG Pt

BrLL]

Ml D X A LT T
I (Control Connection
Timeouts)

BEDO R T W72 arNET LTHnRWNEAI ‘74bwﬁ EOFTP 7 74
TV NERIZFTP == 6 ORI L 2184, FTP 77X s b
R 5 e KIRER (R L)
[V 547 > Ml (Clientside) Jo 74 R/VIKEED FTP 7 7 A4 7 > k & Dl
PO X A LT v M,
o [—/3—4] (Serverside) ], 7 A R/LIRFED FTP ¥ — 3— L Ol D
ZA LT T ME,

TR D ZA LT
7 & (Data Connection
Timeouts)

BIEO RS HF 7 a v BET LTWRWESIZ, 71 RAKREED FTP 7 54
7/%&hiﬂ?%—ﬂ—ﬁ%®7 &&% L AEELX, FIP 7u % R &
OIS B IR,

[2Z54 7> Ml (Clientside) 1o 71 RWREDFTPZ A4 7> DT —
ZEHGD X A LT 7 M,
o [—/\—fl] (Serverside) 1o 7 A R/VIREED FTP H—/N— & OF — X Hfi
DX A LT T MH,

AT9TE EHREEEEFEL. RFLET,
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socks 7oxs 4—Ex |

What to do next

«FTP 7’12 &% ¥ H—E 2O, on page 128

O ~ N
SOCKS 7O+ H—EX
« SOCKS 7' 12 %3 H—E ZADHFE, on page 131
*SOCKS N7 7 ¢ v 7 OIBED A 3 —7 LAk, on page 131
* SOCKS 7' % > DFRIE, on page 132
* SOCKS 7~ U > —D1Ej%, on page 132

SOCKS A+ H—EXDHE

Secure Web AppliancelZi%, SOCKS t 7 7 ¢ v 7 ZAWLERF 572D SOCKS 7' 1 F v E E 4
F9, SOCKSH VU v—i%, SOCKS F 7 7 4 v 7 &+ AT 7 ARY v—LR%ETT, 7
JEARY —EREBRIZ, BT m 7 7 ANV EHEHLT, £SOCKSHY ¥ —IZXoTED K
TV va v EERTANERETCEE T, SOCKS RY v—% FF %7 oa AT
Ll N—T 4T RV —ICETC AT T4 I DON—T 4 VT HREETEET,

SOCKS a3+ Tlt, L FDORICEE LT 7ZE0,
+SOCKS 7' bk z/uid, EHEREEROLEZ YR —F L TWET,

eSOCKS7uxit, 7Tv7FXARN)—AL7ax a2 R—FLTWERAL (T 7ARY —
A TaFUNCEEINEYA) |

« SOCKS 7' % I{X, Application Visibility and Control (AVC) . Application Discovery and
Control (ADC) . DataLossPrevention (DLP) . BX O~/ 7 = 7HIZHEH SN D A% v
=Y —EREFR—-FLTWEEA,

«SOCKS 7ux L, R v—BHZYR—FLTWEREA,
*SOCKS7'm*x %, SSL+ 7 7 4 v 7 2 EHBFTEEHA, THUL, 7747 Ehnt—
N—lZ b7 LFET,

SOCKS 574 v I DREDA r—T )Lk

Before you begin

Web X% A R2—T NI LET,

Procedure

ATy T [BEXx=2UT ¢ —E A (Security Services) ]>[SOCKS 7' &% (SOCKS Proxy) ] Zi#R L E7,
ATv T2 [REOHE (EditSettings) 1227 U v 27 LET,
2T 73 [SOCKS 71 % L &4 2% (Enable SOCKS Proxy) | &R L £,
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ATy T8 BFEEXGFLCHEELET (X(F (Submit) ] & [EE A ME (Commit Changes) 1) .

SOCKS 7O x> DT
Procedure

ATY 1 [BXx =2V T 4 H—E R (Security Services) ]>[SOCKS 7' &2 %3 (SOCKS Proxy) ] Zi&R L £,
ATy T2 [REOHE (EditSettings) 1227 U v 7 LET,

RATw T3 [SOCKS v ¥+ % A7 % (Enable SOCKS Proxy) ] Zi&R L £,

ATy T8 EARBIOEE SOCKS 7o XU Ea ke LE T,

SOCKS 7'z ¥ A X =TI,
(SOCKS Proxy)

SOCKS =2 hm— |SOCKS ER&#ZIFANDAR— b, T 7%/ ML 1080 TI,
L R— bk (SOCKS
Control Ports)

UDP V7 =X h SOCKS ==V v 2B 0N EH 5 UDP R— b, T 7+ /L biE 16000 ~
A— bk (UDP 16100 T4,
Request Ports)

Tuady Ay E— | XA — g VEETSOCKS 7 A TV ST — X BiERAGET DO EFHET
arHZALT Y N S (BEAD) o 7740 ME60 T,

(Proxy Negotiation
Timeout)

UDP ho )b Z A |UDP ho %)L ZEMUARNCUDP 7 947 > FETIT T — =005 — & & 135k
L7 7 & (Tunnel |9 2K (FPEAL) . 7 740 ML 60 T,
Timeout)

SOCKS /K1) o —D1ERL

Procedure

ATYFT1 [Webtx=VTF 4 ~F—T % (WebSecurity Manager) ]>[SOCKS 7~ U >— (SOCKS Policies) ] % E4R L
£7

ATFw T2 [RY T —%BM (AddPolicy) 127 U vZ7 LET,
AT9 73[RV —4 (Policy Name) | 7 1 —/V RIZ4RIZE Y ¥ TET,

B o Rx7LoEE
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Note
BRY S — TN —41T, BETFELIFIAR—ALTFORYET, —BOLAHETHLERS Y 7,

ATy Te (FFvar) FWHEBEMLET,

AT9 75 [LFEAY —%# A (Insert Above Policy) ] 7 4 —/L KT, Z @ SOCKS RV > —IZfi A9"5H SOCKS 7R U
DT AR L E T,
Note
B D SOCKS RV L —%RETLHHE. BARV L — OB RIET 2 0E L, BAENEIIThbi
X912, RV U—DIAFEZHEEL T EIN,

ARTFYT6 [TAT T 47 4 &2—%— (Identitiesand Users) | &7 3T, ZOFN—TF KR o —(Z@HT5 1
DL LD ID 2R L £,
AT TT1 (A7 ayv) [EM (Advanced) | &7 v a U AEEL T, BMOA L R_R—y v TEEEZERLE T,

Tadxy R— |77 UHFICEREINIZAR— b,

;(?my (AFvar) Web 7uaxi~D7 7 vAEAHTLI uaxy R—MIELoTHRY v—
orts TN—T DAL=y T aEHLET, [FrF FE— b (ProxyPorts) |7 4 —/L K
W2, 129U EDOR—=FEEEZANLET, HEOR—FEHEETIHEIE. I~ TXY)
DET,

HHF— b RICEREPPRICHEEET D L) ICRESNTZZ T4 T by FRH D |
BIOR— b EIZEREZARITIEET D X OIWCHRESNTRDO I FA4 T D'y FH
HHEE. TuXxT AR—FLETRI L — A —T DR NN— FEERTHILERH
D \32 j—o

Note

ZORY — T—FIZEEMT SN TWD ID B ZOFHEMREICL > TID A /_—
Uy TEEBZELTVWDAES, SOCKS RY o— F—7 LUV TIIZ ORTEHEE 2R E
TEFEHA,

H7xy b (AFvay) ¥7Fxy FERIIMOT FLATRI U— T N—T DA LN~y Tk
(Subnets) EFRLET,

BEfT SN ID TERTE L7 FLRAZMMT 20, EIIBEDT FLREZZ 2
ANTEET,

Note

RY ¥ — I N—TICBHEMTHENTHDID A, 7T RLRIZESTI =T DA R—
VT EEFZLTVWDEHEAIEL. ZOR) =T L—F2, IDDOT RLADY Ty R T
HDHT RVAEZANTDHIRENRSY T, RV — I N—7IZT7 RLAZBINTHZ &
W&, 2o N—T R —Il—HKTH TP I a DV A NERVIADET,

I FH] A6t A (FFay) BMEHEINCRY — T —F DA "=y FEEHRLET,
QHT a. [FFRIEEF (Time Range) ] 7> 0 RFRIEEM 28I L 5,
an
£ b. ZORY — Z— AR U RERIFEI PN E 72 LIRS O BRI A S B i &
5 EEE LET,
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ATY T8 BHEEXGFLCHEELET (X(F (Submit) ] & [EE A ME (Commit Changes) 1) .

What to do next

e (A7 =a) SOCKS R o —THEATH7=DDID ZBIMLET,
*SOCKS N7 4 v %5425 1 SLLE®D SOCKS 7RY o —ZBMLET,

BERORKBZEICEI S S IV a—Ta 2T
cURL # 7 TVUN—FDOFTP VA h&ET v L7gn
« KHIBL FTP #52s DU
c 77 ANDT v T a— RZIZFTP r— =81 A~ T 7 A AVBERIND
e T T AN —A T aX B TFTP BRENL—T 4 7 TERN
« HTTPS 33 XL OVFTP over HTTP Z3R23, BREA LB L LaWT 7B A R =l FH—K
T5
« HTTPS Z3k 35 L OVFTP over HTTP ZEROGAIZ 22— —n 7 m— L R v—Ii—%
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