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C Receive request from client. )

Compare the client request against the next (or first)
Identification Profile in the policies table.

i Yes

Is the client subnet in the ldentification
Profile’s list of subnet(s)!

iYes. or none defined

Is the proxy port in the Identification
Profile’s list of ports in the Advanced section?

lYes. or none defined

Is the user agent in the policy group’s list
of user agents in the Advanced section?

iYes. or none defined

No
Is

the URL category of the request URL in the Identification
Profile’s list of URL categories in the Advanced section?

iYes. or none defined

‘N_o‘

Does the Identification Profile require authentication?

i Yes

Yes

Does the client successfully authenticate as a
member of the applicable realm or sequence?

o

Does the Identification Profile support guest
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L . )
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authentication required.

No
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C Receive request from client. >

Is this a transparently redirected encrypted HTTPS
transaction received before an HTTP transaction?

l Yes

Is the HTTPS Proxy configured to decrypt
the request for authentication purposes?

No

¢ i Yes

Compare the client request against the next
(or first) Identification Profile in the policies table.

l Yes

Is the client subnet in the Identification
Profile’s list of subnet(s)?

l!’es, or none defined

Is the proxy port in the Identification
Profile’s list of ports in the Advanced section?

l‘!es, or none defined

Is the user agent in the policy group’s list
of user agents in the Advanced section?

l‘!es, or none defined

=
=]

Is the URL category of the request URL in the Identification
Profile’s list of URL categories in the Advanced section?

l!’es, or none defined

<N_0|

Does the Identification Profile require authentication?

l Yes

Yes

Does the client successfully authenticate as a
member of the applicable realm or sequence?

o

Does the Identification Profile support guest
privileges for users failing authentication?

l Yes

ﬂssigﬂ the Identification Profile and then evalua@

the request against the other policy types.

BANTOID7AILDES TN a—Ta2T
« FARTRGEICB3 2 R
« RY —IZBI9 D RRE
o RNV =3 S Ae
ARV =D T TN a—T 47 YV —)b: R — FL—A
e T AN —A T uX T 5 ME

No

Terminate the request.
Reply to dlient with
authentication required.
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B #5007 icovnr—raqTO RS TN -T2
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w1 o—

CiscoWeb EX 2 VF 4T FIAT LU ANIP 7 KL AL Cookie ~— A DRI 1 7 — kDl
FEFHTHIEICRESNTWT, =Y Ra—F =507 VB ARTEDOT A4 T T 4
T AT D25, IPT FL AL CookieN—ADRFEY = ' — h 24— =T A4 FLET,

EHEBIMEN A o= =Dl 2R 532y U= TE, IPT FLALY TRy b

WZHASNT2 DR DA T e 7 7 ANVEERTHZ E2BED LEST, ZNICXY, IPE
721% Cookie FRFEY 1 7 — M MERH IND N E I 0 RNIRE Y 97,

W FRIZxt9 % URL D558

ZOETHHATHOHNAEIL, ROLEBY TT,
«URL bZ %7 v a O EHoME (16 X—)
«URL 74 VAV T 2o PV Of%E (20 ~—)
URL A7 2V &y FOFEFOFER (21 X—)
cURL 7 VLD bTF oo a7 nE )7 (29 —)
* YouTube D533 (37 _—2)
« WAL LN URL A7 AU OFRE L OWRSE (41 X—2)
T HNVE AT YOI 4 NF ) T (50 %—)
T IRARY)—=TDITI T4y 7DV EA LT (53 —)
o =P DEE LGATOFF ] (54 =)
o« R — 20D URL 7 4 L% DIERE (55 =—3)
cURL 7 ANE VT TIT4ET 4 DERR (56 ~—)
c EHEB (57 ~—2)

«URL AT IV IZHWNT (61 ~—)

URL FrS YIS a3 DR 3EDME

TN—T R o—%FHLT, BbLWars o YREENTND Web YA b~DT 7 A
ZHEIT 52X 20T 4 R U—%2ERTEEd, Tuv s, ¥ FREESSRIYA B
X, HIN—T RV —0hT Y T vX TaBET HBIGRIRT 207 IV T T
WEDET, URL BT TV IZHESNTa2—H— T 7 X%HI{H7T 212X, Cisco Web Usage

Controls # NI T HMLERNHV F3, ZiuE, FAAL L TV T 4 v I ALF—U— Rohrx
FHLTURL #5538 T 5~VFLAVYURL 74 VZ Y 7 =P TF,

DIFOX AT #EfTTHEEIC, URLAT IV 2HEHTEET,

B 7 tex%m



| 75 ez4#m
£HLE-URL FSo¥svavnnE [

TF7oay Hik

RY— TN—TF A=y 7D |URL & URL 7 = U O, on page 19
EF%

HTTP. HTTPS. B L OFTP ERA~D |URL h T IV ICED TP o7 a7 402
T 7 A DI > 7', on page 29

BEDKRANLEIP T RUAZIRE | #AX L URL 7 2V OFERE L OWREE, on page 41
T5, 2—P—E&RDAI AKX L URL
7172 U OIERL

KBML-URL b5 oH 0 a3 vnniE

BTy oire syt T2 BA R —0OREMHEHLTWeb A b~DT 7 & A
ZHET AHEAICURL 20 L E T, R — I N—T A=y T E2HRT D56
BRIV —FF v Aasr—2 X2 )74 KU —%2FHLTWeb YA h~DT7 7 & X
T 2880, URLEZSELEHA, TOHAIL, 20T Pr N —"—nhb o
Bar T oV ENNT 52 LICL > THERET 25 T, TDD, = R—0BI5& x24T
vu— R HRIOERIFIIT O LER S HRETIE, 2OV U E2FEHTEEEA,

RO URL O Web L E'= 7= 3 2 22773 WBRS OFFATHIIRNICH 554, AsyncOS 13
By T Y T EITDTICEREFFA L ET,

a7 Yo VT URL 20 LT, 7 32U OFEliE URL 2 —Hf% v v o=
WML ET, ZNICE-T, UBRDO R T oH 7 v a U TURIDOIGED A X v 2RI+ 5 2
ENTE, IWERFCII RS BERIFIC NI U7 v a v a2 TEET,

TG B A R —TCTHE, NI a DR T R
BILHZEnHYET, 2720, ZEAED T T 2 a L hF Cisco Web FIFH Ol URL
BT AN F—=ER=ZEH L THESNLDOT, 8o Ty Siro Yo, o
YT a DI —EBICE L TORMERH S ET,
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BHaVTUOYSIUOO DA 2—TILiE

[N

Note e HAF I v T arT YN (DCA) 157 7 4V h CTEIZ/A Y . AsyncOS 15.2.x LD
N—= g VTP R—=FEN2L< Y £ L7-, DCA OREIL. TalosWeb 7 4 /L& U 7
P—ERCEXHZ SN FET, TalosWeb 7 4 L& U 7 H—E (T, FEM 50 BELHEL
HEBEDOHDLFAAL L EURLEZ T vy 7 L, HLWRAA & URL O & 5B ORE
CREAZM ESEET, ZRICEYD, SWAT T T A T 2 AITKIT D Talos DAEEE 72 H 5T &
EHIZDCA OV Z 72 L, ROFED Web A MEREZR/NRBICINZ D Z LN TE,
WSA 2 —H— |2 LD RT =< ZADENY Y a—a U ERAELE T,

CERFEHDOURLAT AV EZHERALTC, 778 A R — (FREFTZ7®A R —TE
HENDHID) TRY V= AU NR—Vy THERTEET, £/, 778A KR v—I2 &
WRICURL A7 FIVIZHLTCT 7 v a r&F T C&EET, IDET 7 EARY v—F—
T A=y TEHRIT S E X, BERO URL ZR0HICTH 2 EHARETY, 7272
L. == BSEEZE LI TE o T oY e P THET D LERD D
%9, Cisco Web Usage Controls [ZEh )2 T Y I L D 0T I Fli 2 EEH L, 50
D RT YT a kT H URL OFHlE TR oF IR0 9, 7L, £h
PBD T %7 v a dBl&fix, HriLnh 7 IV FHMIERATE £7,

Procedure

ATY 1 [BX =2V T 4 —E R (Security Services) ]> [ 7l =2 F 2—/ (Acceptable Use Controls) ] % i&R
LT,

AT w T2 Cisco Web Usage Controls = HZhZ L 97,

AT T3 Ba T ain s Py E v LA F—T M LET,

ATy T8 EREEFGELUTHELET ((XEF (Submit) | & [EHZMEE (Commit Changes) ]) .

K750 URL
RFED URL &1, EHEHDO URL BT VI HMEO DT AZ LA URL T IV I2H—FH L
72N URL T,

~

Note RYUS— 2L —TF DAL= o FERHBITAELEXIC, DAXLAURLATIVIE, AU 2 —
TN—TDRANN—2 TR L TERINLTWAESICOL T A—FIZEGFENTWD E R
JAVFET,

—H LW h T IV ERpENE N T T v a 3T T, [LA— K (Reporting) ]1>[URL
717 Y (URL Categories) | ~~—C [/ Z#0T72W URL (Uncategorized URL) ] & L TH
HINES, RO URL LT, WEAR Y FU—2Z D Web A b ~DERNHALT E
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URLE URL A 7T oEs I

T WAXLNURL 7 3V i L THNE URL 2 7 /b—7{b L, NEE Web 4 MIxtd 5
TRCOERZFAITHZEEHELET, K-> T, S TRVWURL (Uncategorized
URL) | LTHEESND Web T ¥ 7 a v OBNBA L, RESR T oHF 7 v a U [
A /XAEHIZURLY 4 V% VY > 7 (URL Filtering Bypassed) ] #aHE#RO—EE L THE SN
DL FET,

ESPEREY=]

« T4 NE Y T ISHNIRWRFIAD T — Z DUV T, on page 56,
o I AH I URL #7 2Y OFERE L OWREE, on page 41,

URLE URL AT T DRE

URLZ A NVH VT3 747 MEROURL E URLAT TV 2ETH L X2,
P, RV = N —TICEENTVWAHIAXZLAURL AT Y LA L TCURL 23 L %
T, BEROURLB N —TFIZEENTWA D AZ L BT Y & —FH LARWEE, URL 7 1 /L
AV T2V ATFEDOURL ZEHRFAOURL T 2V L L E9, URLAS I AKX AURL
AT TVIZHEFRFHAO URL A7 TVIZH B LaWGE, ERIRSBEICR D £,

Y

Note /KU — 7 L—TDALNRN— oy FEUBITHEXIC, WAXZLURLAT IV E, RNY v —
TN—=T DA NR—= P L TREIREN TWBIERICOR T V—TIZTEEN TV & R
EnE,

FEED Web A EBRED LB THNTWE AT TV ZERT HIIE, K9FED URL L8> Thy
¥ S 7= URL O, on page 190 URL IZBEN L £,
&R R

* K434 URL, on page 18,

KXPFEDURL LG > THEESNT- URLDRE
KOYBEO URL BLOEASHEINT- URL > A a|lCfETx 4, 2 aTld, #%5o URL
Z [RIFFIZEIE T& D URL 5 Y — /& A ad Web 4 h TR L TV ET,
* https://talosintelligence.com/tickets
« BfE SN/ URL DR T —F A ZMEZRT HI21E, T ON—T 0 [35]5§ S 4172 URL D &
7 —4 A (Status on Submitted URLs) | ¥ 7 &2 U w7 LE7,

e F£7-. URLEXEY— /L ZMHH LT, URLIZEIV B THNTWS URL AT Y 2k
TEFET,

* https://www.talosintelligence.com/reputation_center/support

¢« JL—ALEIRETHINE, vRaThv L MIa A T ANERSHY £9, URL,
IP, F/2IERAAL AT A L—2E2EETEET,
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7R |
| DR R

eWeb LE a7 —va fFREMRRTHICIL, [LE2T—varbr¥—RmEiE
(Reputation Center Search) |78 v 7 A&MH L E7,

URLH T3 T—4~R—2X

URLBGEIND T AVIE, ZANEZV T T3 T—F_X—=R Lo TRESNET,
Secure Web AppliancelZ 4 URL 7 4 VX V7 =P T HCERZNE L, BT —

NR=RRFFLET, 74NV Z VT I 7T T —H X=X, Cisco” v 77— h H—r3—
MOEMINCT v 7T — NeZELET,

URL 77 JY F—=F_R=2F, P AaAWNEBLIOS v F—Fy FOIESERT —FHH
LT =R V= APBINENTWET, BED 1 HOTHIA—T T4V 27 b)) 7Yad=s b
B OIFRIT, FEARETSNTHIIDO SO KIRICEEINET,

FEED Web A b R3EID B THNRTWDL T T 2R 212X, KROFD URL &> Th
$H X 7= URL O#45, on page 199 URL ICBE) L 7,

EEEE
« FENCLAD URL #7 3V &y NOEH, on page 28

URLT A IR YT T UNETE

7 4L hCl. Cisco Web FIFIOHIHI URL 7 A L Z Vv 7 o DUidsv AT Ay R T v
T 4= R TA R—T NI £7,

Procedure

RAT9T1 [BEX=2 VT 4% —E R (Security Services) > [ A =2 bz —/L (Acceptable Use Controls) ] %% L
£7

ATY T2 [/ u—r)VEREZHmE (Edit Global Settings) %727 VU v 27 LET,

ATy T3 HEAFFTaY be—LrZEI29 5 (Enable Acceptable Use Controls) | 7' B /37 4 3 A F—T /L7325 T
WD Z L EMERLET,

AT v T4 KD Cisco Web Usage Controls DT U0 & 3R L 9,
a 77V —vasHlElEaEmcT S
Note

AsyncOS 15.0 LI TiZ, AVC £721XADC = VU Z2MHALTWeb 57 (v 7 2EBERTEES, 7
7 4V b TR, AVC IZAEBNZ 22> T &,

[TV = a ORFRBLOA Y br— L EZ AT %S (Enable Application Visibility and Control
(AVQ)) ZAENCTD 1300 L EDT 7V r—2a i £9

[TV = aromtBIOar hr—LEHIZT %5 (Application Discovery and Control
(ADC)) 1: 3000 LA LT 7V r—va by 3

B 7 tex%m
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VLA 7Y £y roEgsngE [

b. ¥4 FI v 7 ars oIS DU EAENCTS
c. #¥o URL #T 2V OHML
Note

HEOURL h 7T IVEEEIL, 727 BARY O —0RICEAINET, B8O URL 5 2V #iEE1E
FERV—BIO#B T e 7y A VCHEHT D2 EiETEEEA,

AT s URLZANEZ Y o TP ZRATERWESIZ, Web 7B o M REFT 74 L DT 79
([E=%— (Monitor) 1 F£721X[7 2 v2 (Block) |) #ERLET, 774/ MI[EF=%— (Monitor) ]
‘(‘\‘j‘o

ATYT6 BEEFELTCHEELET ([XF (Submit) ] & [EH ZHME (Commit Changes) ]) .

URLh T3 £y FOEFHFOEE

FAER SN URL AT TV Oy MM, #H LW Web D kL2 REH#EILT HEH 2 —C
A TREAFHINET, URL 73V y NOFEHIL, HH URL OENMCFRS % URL
D~y B TICEDERETE RV ET, W73V By FOFHFIZL > THFEORY v—0
RENEEINDZ ENHDHT0, SN KEIC/2Y £9, URLIT 2V &y hOFEFITHR
gD U Y — AT, AsyncOS DT v 77 L— RIMEH Y XA,

IHBIZET 2@, L FO URL B AFTEET
http://www.cisco.com/en/US/products/ps10164/prod_release notes_list.html,

UFDOT7 73 2ET %7,

E7Y HE Ak

BB FEAT S DR URL 773U &> OB L DHEIZ-OV T, on page 21

(R EDO—E LTI |[URL BT 2V v hOFEFHOHE , on page 27

POIAZERTLED) g L 0T SR 7 =) OF 74 /4 M , on page 28
BT ITVEBLORY —DEHICET 57 7— hD3Z{E , on
page 29

BRI FAT SN % mmg%ﬁutyh@%ﬁﬁ%#é7§%bm®m%mn
page

URLATIY £y FOEHIZKHEEICDINT
URL #7 =Y v hOEHIL, WEOT 7 A K o— HER— v RaF—% &
X274 RV — BEOIDICUTOL ) ¥R 52 FT,
cURL I 73V £y hOERIZLDZRI — I N—T A N—2 T ~DE%  onpage 22

cURLAT AV &y "OBEFICEAZRI S —DT 4 NE ) T T 7 ar~D onpage
22
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7R |

B sy ¢y bhOZECLBRY S — T—T Aon—Ly TADEE

URLATIY £y FOERIZEEZR)O—TIL—T AN—y TADEE
TOBIarORNRIE. URLIT IV IZE S TERTEDLALNN—V T HE L TND TR
TORI—H A7, BEODIKEHULET, R — T —7 A= v 7B URL &
TAVIZESoTEZEINTWDAEA, 73U By hADOERFLUTD XL 9 728 % K47

REMERH D £,

c AUNR—=V T OME—DFEMNTH 72T I BHIBRENTZGES, R —F-I1XID I
F4B—=T IR £1,

R —DANR— y TFHEEZELTWEZURL AT T Y BDEE I, FRUIfE->TACL U &

FHEHE IS EI,

Web 72X AEEE L ET,

URLATIY £y FOBEHFHICE DRI —DT AR YT ToLav~DEE
URL 77 3V By FOEFIZLY, RY —OBEENRLLTO L IICELEIND RN H D

=7,

LEAE

RY)—BLVIDDEE

F LT 2 N800
ENnrEBE

FLWURL 73U Tk, [RY > —&KE (Policy Configuartion) |
N=UD[EHAT IV DT 74/ vT 7 a (Default Action for
Update Categories) |4 7> a U MNBIROWTINDT 7 2 a BN
SET,

o [/ OilR  (Least Restrictive) ]

s [RARDHIBE (Most Restrictive) ]
TrvasE, HLOATIVICHLTT 740 hTRIESHET,
[7 7B ARY — (Access Policies) | B LU [ RAaF—FEx=]

7 4 A" Y 32— (Cisco Data Security Policies) | C. RO FAZEZEIT L F
j—o

o [ RKOHIBR (Most Restictive) J1X[7 2 v 27 (Block) ]

o [/ OB (Lease Restictive) | 1d [E =% (Monitor) ]
Web N7 7 4 v X7 (WIT) RY —

s [ ROMHIR (Most Restictive) ]I [# v~ (Tap) ]

o [/ O (Least Restictive) 11X [# ~ 772 L (No Tap) |
[ 5 4R Y 2 — (Decryption Policies) ] :

o [l RKOHIBR (Most Restictive) J1X[7 2 v 27 (Block) ]

s [B/NOHIR (Least Restictive) ] 1% [2XA A/L— (Pass Through) |

B 7 tex%m
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URLAF U £y FOEHICE K v—DT 18U s 7o av~nkE |

LENE

RY)—BLVID~DEE

A7 AV BHIRS Iz

o

HIr S iz 7 IV ICBEEM T DN TW =T 7 v a TR S E
TO

R —NYERENT=I T IV ICORMEE L TS, FORY
=T 4 =T T,

R —PMEFEL TS ID BHIBRENTZ AT IV IZOREFEL T
72356, TOR) —ITF 4 =TT Y £,

BT 3V DLEINER
EnrEBA

BEFORY O —0EIEICHT2EEIZH D A,

AT =Y RoEIE T

s

1 OOAT TYPEROFHRI T IV DT EnHVET, FiLn
ATFIAVT 7 a Ak, (BT IVOT 7NV T I va v
(Default Action for Update Categories) ] 72> HE8R S FE 9,
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EERE
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B4
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BEOBMGFEDO T 2
Nv—TV ENHE
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URLHT U £y FOEFIEBRY—DT 2T Fovav~niE |

EERE

RY)—BLVID~DEE

ARV —DIDOHIT TV IT_XTUCRLT 7 a rnHy 4 TCoiTn
ToE. ~— YN T IVIIEO AT IY ERUT 7 v a R
GENET, TOIT IV T RTN[F e — VR ELEMHEH (Use
Global Setting) JIZERE SN TCWGE, ~— YN 73V b [F
1 —/ LR E & (Use Global Setting) ] IZRE SV E T,

RNV =D AT AVICIEIERT 7 v a rBEDHETHATH
G, vV ENEATAVICHID Y THNLT Vv a it ED
AU —D [ S THRWURL (Uncategorized URLs) ] DFXEIZ L -
THRED ET,

o [P I N T/WURL (Uncategorized URLs) |3 [ R > 7
(Block) ] (E72iI [ v — bgkiE %M (Use Global Settings) ]
(Za— VVEREN [7 >y 27 (Block) |0 EE) ) ITRESN

TWAHEIE, TTOHT AVIZEW TR BHIRPE LWT 7 23
U=V ENT T IVICEA I ET,

* [3FE ST/ WURL  (Uncategorized URLs) |23 [7' 2 v 7
(Block) U4 (F72iF [ e — Lt E% M (Use Global
Settings) ] LIS (7 m— SAGREMN [7 1> 7 (Block) ] LSO
L)) ICHRESNTWDEEIE, TOAT TV IZBWThe b il

ROFENT 7 v arPe—EINT 7 IV ICEASINET,

oA, Ui ey 7 STV A Moa—FRT 7B AT
EXAHLVCRDARENERDH Y 4,

R —= A NR—=v TR URL AT VL > TERINTEY,
~—VICEE#HT S O T IV F2E [ I TRVWURL
(Uncategorized URLs) | D7 7 v a VBRI — A N\—T v 7D
ERICEENTORNEAIE, RELTWALHEICR LT v —UL
RY —DENER S ET,

HIBRDEE L SDIBMIZLA TO LB T (FXTHOT 7 v a a3
TORY — XA T THEHATEE2DITTIEHY FHA) .

« 7 v v (Block)

« N v~ (Drop)

ﬁ

% (Decrypt)
e
=

=

(Warn)

o Y~ — 2 (Time-based)
o =4 — (Monitor)

« /XA AJL— (Pass Through)

Note
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B =—cshensau:.m

EEAR RY)—BLVID~DEE

~—VENEAT IVICESNTNDEERR—2DRY > —TiL,
JEDOHT Y OWTICEEM T G TWDT 7 ¥ a W in@IRS
NET, EFR—20ORY —7TiE, HIRI &L LW E- I35
BEEWT 7 v a VISBHETIE VWS ERH Y FT) .

EEEE
e v —ZNT2 T AU i, on page 26,

T—oEnt=hAT3Y : fi

LFofNL, ARY > —@ [URLZ 4 /v% U >~ (URLFiltering) ] — Y ORREIZIE SN T~—
VENTEAT T EZRLTVET,

JTDAT |TTDATIY 2 DFEINTH L URL v—oEh
TV =T
T=%— |E=%— (Monitor) (N/A) FH—
(Monitor) (Monitor)
vy Z | 7vvZ (Block) (N/A) Tavy
(Block) (Block)
Jua—s | Zu—r VR E R (N/A) 7 —3 )L
JViXiE% | (Use Global Settings) RE &
i (Use (Use Global
Global Settings)
Settings)
ises 7 a7 (Block) £ =4 — (Monitor) ises
(Warn) (Warn)

TEDAT A VIR TR B HIR T
7 va s,

EoH— 717”7 (Block) F « 71w (Block) F7oi% Tay s
(Monitor) 721% o« S — LR E A (Use Global | (Block)
« T —rLRBRGE ZE Settings) (72— NLEEN [7
(Use Global Settings) 77 (Block) | DHE)

(Za—rSun (7
77 (Block) 7%
EENTHVEES)

FTDAT I VITB N TR BRI EE LW
T g v EE,

B 7 tex%m
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LA 7Y £y FoEHOHE [

TTDAT |TwDOhT3Y) 2 DEINTHELURL EauPX-X ("
U1 hFIY
A= o =4 (Monitor) F « =4 (Monitor) F7=I% T —
(Block) i « Zu—sULEEZ M (Use Global | (Monitor)
o Ju— N LERE A Settings) (/' B —/ NLEREN [E=

(Use Global Settings) % (Monitor) ] D%HA)

(70 VB B = 5 =) (50 T b ISR 7

4 (Monitor) JIZF%E yooa v B

ENTWVDIEHA)
AUN= |\ AT AVDT 7 a VPR | RSFEOURL DT 72 a V3R — [F=H—
DT |V —THRESNTEDL | THRESNTELT, K5O URL @ | (Monitor)
URL #7 |9, A7V DT7a—b | 7a— L R —0fEn [E=4
=N AU —DfER[7 2>~ 2 | (Monitor) ]
roTE (Block) 1.
FINT
WHARY
> — Dy
=
TN —
(Monitor)

URLH T3 v FOEHFOHIH

F74/MTE, URL AT IV &y FOEFITHBAICITORET, 72720, ZHHOEH
WL THEFORY —RENERINDARRUERHHT2D, T XCOHEBEHEZT 4 &—7
T B2 EHHEEL £,

TF7oay

73k

WHiaET =T M LTeGEaIE, [V AT 2
(System Administration) |>[7 v 77 L —R& 7T v 7
7 — M DF%E (Upgrade and Update Settings) ] ~—37
DT v T TF—= b Hh—= (UA})
(list) 1EZ v a T, Ml TWVDHTXTOHI—
R FETEHRTHLER DY £,

(Update Servers

FENZKL D URL AT FY By hOH
#7 , on page 28

BIW
X2V T4 = ADIR—F
N OFENC L DT

TRNTOHBEHEZT 4 E—7 M LET

Ty T I L= RBEOH—ERT v
F— OB,

Y

Note

CLI 23 2% a3, EHHELZ e (0) |

IRELTHEHET 4 =7 VT LET,
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7R |
B =9cs2mn73y vy roEs

FHCLBURLATTY £ OB
A\

Note < ETH O A2 TR L2 TS IZE N,

CHBEHEZT 4 =T /M LIEEAIE, REIULMCTCFETURL A7 3 By FEFH
TEET,

Procedure

ATY 1 [BX =2V T 4P —E A (Security Services) ]> [ 7 =22 k7 —/L (Acceptable Use Controls) ] % EE4R L
i —a‘o

RT9T2 To7T— "PFIAENE D »EHRLET,
[EAZFR 2y br— =P OEH (Acceptable Use Controls Engine Updates) |7 — 7 /L' ® [Cisco WebF]

HOHIE - WebB 7 =TV OH7 =Y U AR (Cisco Web Usage Controls - Web Categorization Categories List) ]
EZRLTLLEEN,

RATY T3 BWHETHI2E, [5T<EH (UpdateNow) 15227V v LET,

FRELUVEREIN-ATIVDT 74 MEEE
URL 773V By FOEFIZE->T, BEFEORY O —DEWENRERINDZ 0 H Y £7°,
URL 77 3V &y "REHFEINHGEICHIETED LI, RY o—2RETHEIL. FFE
DEFIZK L TT 74V FOREEREL T LERHY T, HLOWIT IV REMEH
TG ESMEO N T IV RH LA T IV I~ =V ENTHA, TN h T I VITHHT 4%
RV —DFTT7HN T I vadi, TOR) O —O[BHFATIIDOTIANET I3y
(Default Action for Update Categories) | D% EIZ B I E T,

BFOREDHERE-FEEDREIT
Procedure
ATV T [WebtFx= U7 r~F— % (Web Security Manager) | Z 3R L £7°,
AT9T2 {7 78AR)—, HBERI—, vAaT—F X2 V7 4 RY—IZx LT, [URLZ 4 L&V

7" (URL Filtering) (V> 27 %7V v 7 LET,
ATY T3 [HFEENTAHRWVWURL (Uncategorized URLs) | 1Zxf L CIEIRS N TV AR TEL MR L E T,

What to do next
BEEIER

B 7 tex%m |



| 75 ez4#m
HFIUBLURY o—0EEET 75— r02E [

cURLIT 2V £y hOBEFICELDEZRI —DT A NE Y T T 7 ar~DEE onpage
22,

ATITVEXIUR) O —DEBICEHT S575— FDRIE
HFIY By hOEFIZL ST, UTFO2BHOT I — MR NI T —ENET,
e T TYDOEFIZONWTDHT F— h

T IV FOEFICL - TCERELIIT 4 =T b ENTZARY V=I5 T 77—
I

Procedure

ATy T [VAT LEH (System Administration) ]>[7 77— b (Alerts) ] Z3IR L 7,

ATy T2 [ZfFHEDBM (AddRecipient) %227V v 7 LTEFA—/L T FLA (EiE, HEOBEBFA—L T KL
A) EEBBMLUET,

ATV T3 ZETDHTT—bD[TT7—F2A7 (AlertTypes) | & [77— bDOEKE (Alert Severities) | Z1E L £
R

ATy T4 BEEFELTCHEELET ([XF (Submit) ] & [EH ZHE (Commit Changes) ]) .

URLA T3 £y FOEHICETE7 5 — b~DIRE
BTAY £y FOERICET 5T 7 P ERFE LESGAE, DTRETTOLERHY £,

e HT Y Nw—T B HIBBEESNEE, R =L ID RS EHEERY —DHICE
BELTWLRZEE2ERLET, EHIC

LW T TR ENZ L DT T OMMEEIEATEL X512, FU—L DX
W52 &ERitLET,

&R R
«URL 77 3V & v FOFHICLDEEIZ OV T, on page 21

URL AT 3VIZKB NSO D742 D
URLZANEZY T 2o PR LT, 7T72EBARY U —, HERU— F—F X
V74 R)V—D oW o varva7 o) 7TcEEd, ") — 7 A—FDURL A
T ERETDHEIL, WAZLURLAT Y (BERINTWDLEA) EEHEFHURL DT
TVDT I a v ERETCEET,
BMECTEDLURLZANZ YT T rvarvid, RIv— I N—TDOXA TS U TERD F
7,

| 7222418



7R |

B 7rexkus—sr—Foum 7 La08mE

TF7oay Ak

TIEARY L — TR ARY — FN—TD URL 7 4 /L ¥ Di%IE, on page 30
(Access Policies)

5 ARY > — (Decryption |{H 5K U > — 7 /L—70 URL 7 1 L ¥ D% JE, on page 34
Policies)

VRAaF—H#EXal |T—FEXaVT 4 ARKY— TN —TDURL T 4 /VZ DFIE,on
7 4 R U > — (CiscoData | page 35
Security Policies)

ESPEREY=]

TV EARY—=TONTI T 47 DU XA LY I, onpage53
o =P~ DEE L FETDOFF ], on page 54
« HAH L URL A7 2 Y OVERE L OFREE, on page 41

cURLA T2 &y hOEHICLDZRI) —DT 4 NVE )T T I g ~DEE onpage
22

TR FR)—SIL—TDURL 7 4 LA DETFE

ATvT1

ATy T2

ATvT3

A—PF—BEDOT IV EARI — I N—FBLOTa— L RY v— 7 —7F 2% LT URL
TANEY) TR ETEET,

Procedure

[Web ¥ = U7 ¢ v3x— % (Web Security Manager) |>[7 27 A A" U 2 — (Access Policies) | % 3R
LET,
R —F =TT, MWETHRY > — ZL—FD[URL 7 4 /L% (URLFiltering) 15DV 2 %2
Vw7 LET,

UER) [WAX LURLAT ITVDT 4% Y 7 (Custom URL Category Filtering) |27 > 2 > C, 2D
R =T 7 aDFATHRERDNAZ L URL BT AV ZBIITEET,
a) [HWAXLTT Y O (Select Custom Categories) | %27 U 7 LET,
b) TORI—IZEDDLIAZLURL A7 Y 28R LC, [EA (Apply) 1227V v 27 LET,

URL 74 NE ) T 2T IAT o MEOREMBET 5 AZ L URL 7 2 2R L £9, URL
TANBZN T 2oL, 7 I9ATV REREGENTVWDOIIAZ LA URL A7 Y L ET, bR
SENTZHAX L URL DT TVITEHE SN ET, URL 7 4 VZ ) T Pk, ©F#RiFEHD URL BT
TY XY HENS, EENTWDEHAXLURL AT IV &7 T A7 MERD URL & el L £9,

RY—IZEENTWOLHAZ L URL AT AVIE, [BAZLURLAT AU DT 402 Y 7 (Custom
URL Category Filtering) | &7 v a VZFREINET,

B 7 tex%m



| 75 ez4#m

722 Ky o—Tu—FoRL 7« LanEE [

ATV T8 [WAXLURLAT IV DT 4% Y7 (Custom URL Category Filtering) |27 > a2 > C, & TD
HFEHAZLURL AT AVDT 7 a v 2RIRLET,

Tovay

558

7= VERTE
i (Use Global
Settings)

I —NV IR = TN —T TRESNTND DT AV HOT 7 g &
LET, ZhiE, 2=V —ERORY > — I N—TDF 74NV T 7 aTY,
2P —ERORY v — TN —TICOHEH S NET,

Note

HAZLURL BT YR Tm—rIL 7 7 8A R =06 SN TWDGE,
A=Y —ERDOT IV EA R V—IZEENTVWDIHIAXLURL BT IV DT 7+
NET I vaid, [Fu—EEEMFEH (UseGlobal Settings) ] Cid7a<, [£=
4 — (Monitor) JIZ20 £, PAXLURL AT ITYNTa—"\LT7EARY
TR SN TV BEHAIT, [/ r— L EZMH (Use Global Settings) ] % i3
RTEEHA,

7 a7 (Block)

Web X Uid, ZORTEI—FHTDHN T o rvarz2HEGLET,

VEAL LY b
(Redirect)

YHDOFRNZDOHT TV DURL THD N T 7 4 v 7 %, SBEINEZHATNCY XA
LI RLET, ZOFTvara@RT5E [VUFA L7 M (RedirectTo) 17 4 —
NVERFRREINET, T_XCDOINTF T4 v 7 &2 VEA LT T D URLEALE
R

FFA (Allow)

COHTITVDOWeb VA MK LTI TAT > FEREZEIZHTLET,

R EXNTERIT, UBOTRTOTZ 4 NZY T T T AXy A/ A%
AL FET,

CORTIHMEWETED Web A MK LTORMEH LTI, ZORTEITNE
A MK L THEATHIZ E2BEID LET,

F=H—
(Monitor)

Web X i3, BERAZFTET, Tuv b LERA, bz, thoR) o—
TN—THIHHE Web L ¥ aT— gy J40EZ) TR E) LBAELT, 75
AT ¥ NEROFLEHATLET,

i (Warn)

W), Web 7 3B REZ T o v/ L TEERX—V2FRLETRH, 22— —1T
MER—DONANR—T ANV I %7 ) v 735 ETHRITTCEET,

Note

YouTube # T FY 7 4 NZ YT TiE, EOBTITVDOEET 7 a0 ZERLT
L BER UL TEONT I DOETF AR FRTEET, JEESR
T=EETT,

J F—HF =2
(Quota-Based)

Hx Dax—HF =0, FEESINZRY 2 — L FFHM 7 +—XI2ETH L, BEER
RREINFET, 7 +—FILETDHE, TRy X=UREKRINET, FFHHEHHL
L7 +—%, onpage 125 L T I,

7222418



7R |
B =zorasmEassovoTny s o

Fovay =5 BA
IRFfH] A~ — 2 Web 7' 1 % 0%, HRE NIRRT CEREZ 7 m y 7 FloideT=4— L ET,
(Time-Based) REM#IPHIS X OV +— %, onpage 1252 S L T 72Xy,

ATY TS [FHEEFZRINIZURL BT TV D7 4 )vH U7 (Predefined URL Category Filtering) |27 2 > C, &7
TAVIZH L TUTOWTNNOT 7 v a a2 IRLET,

« 77— LRE XM (Use Global Settings)
« =% — (Monitor)

« %45 (Warn)

« 717 (Block)

o FEfi]~<— A (Time-Based)

o 7 #—H#~X—2Z (Quota-Based)

ATY 76 [FEIN T/ URL (Uncategorized URLs) | &7 > a3 > C, BREAELIIN AL LAOURL H T 2V
DTEINBROWeb A b~D7 TAT 2 FERICKH LTHETTL7 7 v a Uy E2ERLET, ZOREICK
O, URL A7 3Y By NOBEHTECILFHRI T AV b= DT IVDT 74NV T 7 v arbikE
nET,

ATy Tl BEFEEZEEFELCHELET (EE (Submit) | & [EEA2ME (Commit Changes) ]) .

What to do next

MDA/ BRI T Y DT 1y 7 OFISL, on page 32

HHAASEBaUTYO T Oy DS

WebH A NI, BIOBI T IVICHEEINTWDa T o377 r—rartBhihsn
a7 Y NBDIAENTWAED, BIRLTWAHREENRSY T, &, ==2—X
Web A M2, ANV =7 EFAE LTHEIN, 77U 77— 3 YouTube & ikAll
SINDALVTUIYNEENDZENRDHY £, T 74 TR HORERTa T VI
HOIAEILTND Web YA MIBHRARLS, MBOA T TV ELEFIT 7Y r—rva Zxt LT
BIRSNTT 7 v aiiiksnwWTrey s FEERESNET, ZOREHEH LT, IS 2%
FLET (FExE, =2—AWeb VA FERIZIA L TRy bERTHIAZ LT I D
LBERBENDITXTOaL T oY EHATTIHRD) &

\)

Note 771U /r— o BMar 7Y O#REIX, FIFATEEZ: Application Control Engine (2 J » T 5
720 £, Application Control Engine NEE S N/-GEIX, 77V r—varsarrroy
ZRER L TS EEW,

B 7 tex%m I
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BorasEarTovoInysops i

A\

Note #HiHiAZr =L 7 VIR HELRICIE, @, BRBPBESNDLVA FOT RLAREGENE
T (BERO HTTP ~v X —0 Treferer] 74— FELTHONTVET) . 2O~y & —1f
WAEMHLT, BRaLT Y ONENRESHET,

TOMRERFEHA LT, HOIAR/BRI LT U YDT I AV N T UL a kT BRI R EE
TEFET, I2&xE, =2a—AWeb VA FERIFIA VTR FEERTHRAZ L BTIVD
TRTOMDIAI BB LT Y 2T+ HENTEXFET,

\)

Note Referer X— 2 DHIMNT, T 7 ERA RV —TOHRYFR—NINFET, HTTPS NF 7 4 v 7 T
COBREERMAT LI, TR R —THISEERT DR, FISHIZER TS URL
73V OHTITPS B EERET HLENH Y £9, HTTPS DX EIZ DWW T, HEARY
— J—T D URL 7 4 )V H OF%IE, on page 34 ML T 7Z& V), Z OFERE L HTTPS 18
HOMRIZET 2FEMICOWTIEL, HDIAR/SRa T Yo7 a y 7 OFINITT 5 50
BLOHKEREESZR LTI EE0,

Procedure

ATV TN FEDOT Z7EAKRY =D [URL 7 4 /L% Y 7 (URLFiltering) ]X— (7 7%AKY v— F—7F
D URL 7 4 V& DFGE, onpage30&2 M) T, [HOIALB I OSRa Ty o7m v 7 Ofi4k (Exceptions

ATvT2

ATvT3

RTv74

to Blocking for Embedded/Referred Content) |27 3 2 > @ [FI4 DA%t (Enable Except) 1227 U v 7 L%
7

[CNBDHT Y ZEIZBZMa T Y OfIs 2% E  (Set Exception for Content Referred by These Categories) |
FIO[7 Vw27 LTHT Y &R (Click to select categories) |V 27 %27 U 27 LT, URL7 4 V& U ¥
T HT Y OSBOFINOBRIRS— V2S£,

[EFHFHBL OB AX LURL 77 3V (Predefined and Custom URL Categories) | U A k2B, ZOZMD
BN EERT DT TV ZRIRL, 52T (Done) 1227 Vv 7 LTCIOTVEAKRY—@[URL 7 1 /v
% 7 (URL Filtering) | ~<—JIZKE D £,

[ZDZWa T Y ORI Z%E (Set Exception for this Referred Content) | K12 > 74 72 U X Kb
GDZ A TERBRLET,

s [TRTCOMDIAL/ZR a7 (All embedded/referred content) |: =27 Y DT 3 VIZEHRZ:
VHEBELEIT Y 2L TOH A FOTRTOMDIAR/SZRa LT o237 my 7 SVERA,

o [BEIR L7 HDIA /B 2 7 Y (Selected embedded/referred content) ]: Z DA 7 v a v &BR L7
%, BELZURL AT I MNOREINEZERE T ey LEWREOL T I VBIOT 7Y 7r—
TarEB®RLET,

 [TRTOHEDIAI/ZI 2T Y OFIS (All embedded/referred content except) |: Z DA ' a3 V%
BIRTHLE, ZZTHETDURLDTIAVBLORT U r—ya a0V C, FBELEZDT I X
A TDOVA NOTRTOMDIAI/BIRa LT oYV F7ay 7 SEdA, 20, ZZTHRET L
AT T7 ey 7 SNTEFITRY ET,
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swa-userguide-15-5_chapter10.pdf#nameddest=unique_450
swa-userguide-15-5_chapter10.pdf#nameddest=unique_450

7R |
B e=stvs—sr—Jowm 7 Lr08%E

Note
[ZHICOBIFL (Referrer Exception) |47 a X, W AKX LAURL AT IYNRT 7 EAR) v —IZ&EN
TWRWEATHLT 74V N THERZ > TnET,

ATy TS BFEEZEEFELCHELET (XE (Submit) | & [EEA2ME (Commit Changes) ]) .

What to do next

[LA— b (Reporting) 12— ([URL #7 =Y (URL Categories) ]. [=—H#— (Users) .
BIO[Web¥ A kb (WebSites) 1) C[HE (Overview) " X—TOET v — MIFEREIND
EBLOF v — Mz, TReferreriC L > THAIIND] NI HrvaryT—4%2FRT5H L
INCBIRTEFE T, Fr— bERA T a VOBROFEMCOWTE, Fr— MET 57 —#
DN ZZR LTS,

BEER)—TIL—TDOURL 7 1 LEDEETE
=P —EROEBERY v — TN —TBLON a— "\ VESRY >— 7 L—7 2% LT URL
TANBE Y T ERETEET,

Procedure

ATYT1 [WebtX=VUT 4 ~vF—T% (Web Security Manager) |>[f757K U > — (Decryption Policies) ] % H&4R L

F7
ATFwT2 RV —F—F VT, WETHRY > — Z)L—FD[URL 7 4 /L% (URLFiltering) 152DV 2 %7
Uy LET,

ATY T3 (EE) [WAXLURLET Y DT 4041 7 (Custom URL Category Filtering) ] 22 a2 > T, ZD

RV —DT 7 arDFEITHELRDAIALZALAURL AT IV ZEBMTE £,

a) [HAXLHT Y DEIR (Select Custom Categories) | %7 U v 7 LET,

b) ZORI—IZEDDLHAXLURL A7 TV Z&IRLT, [#H (Apply) 1227V v 27 LET,
URL 7 ANZ YT 2 DT ITAT L NEREBETAHNALZLAURL T ) IR LET,
URL 7 ANEZ VT 2%, 2947 FEREGEENTWDIIAX LA URL AT IV B L
F9, BAAESNIZADAF L URL AT T VIFEHSNET, URL 74 V2 ) 7 oVt BF7
HOURL T Y L0 HENC, EFENTWDIHIAZLURL AT I &7 547 FERO URL %t
WmLUET,

RV —=IZEENTVWDOIH AL LAURLA T AVIE, [WAZLURLAT I DT 405 Y 7 (Custom
URL Category Filtering) &7 v a SZFErINET,

ATV T HAZLABIRERZBEHADOSKEURL BT IVDOT 7 a rw2EIRLET,

B 7 tex%m
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| 75 ez4#m

ATy TH

ATvT6

F—a X274 K)o—L—FO R T4 L2 0EE [

FoLav S5 BA

Ta—rVERERHEH | 7 a—NVESR) = =T TREEN WA ZOAT IV HAOT 7 a
(Use Global Setting) |ZfALET, Zhid, 2=V —ERBOR) > — TNV —TDF 74V T 73
T,

I—P—EEORY — TN —FICOHREH S E T,

HABZLURLAT TV N7 0 — NG ERY) —nERA SN TN D5GE, 22—
P—EROESRY V—ICEENTVWDIHIAXLURL BT IVDT 74V T
7 vadE, [Zua— VR EEMH (Use Global Settings) ] T2< | [E=4—
(Monitor) 112720 9, WAXLURLAT IV NI a— NUEHZRY =i
FRAL STV D aIE. [ e — VR EL M (Use Global Settings) ] 1% T

TEHA,
XA ZL— (Pass NoGT74 vl arrFoyERERTIC, 7747 eV —R—[lOEE A
Through) AN—LFET,

£ =4 — (Monitor) Web 7%, BREZFET, Juv s b LERA, Kbz, thoRY
= TN —THIRE Web L 2T — gy T4 MR YL ThE) CRAL
T, 7947 v FEROFMMiZHITLET,

5 (Decrypt) B P LE TN, NI T4y ar T oV ERERELET, TFIA4 T AR
N7 4w BESFL, L—2 TFAMHITPEF CHLIND L DI, HEL
TRTT74 v IZT 7 BAR) =M LET, #izEEL, T7EARY
V—HMEHT A LI, NI T4 v I EBEAF Y LTI AT T BRI TE

£7,
KFa w7 (Drop) Hfea Ray 7L, = "—CEREREZELETAL, 77747 v A3k %

Ky 7Lzl tda—P—Z@MmLEEA,

Note

HTTPS ZRDFFED URL T TV 270y 7 T5551F, HBER) v — A —7OZOURLAT Y %
BEETAHAZLEZBEIRL, RIZ, 7T7BA RV — L —7DRICURL AT AV 270y 7552 L a5
WLET,

[/ S T2 URL (Uncategorized URLs) | &7 23 v C, BERFEAZTLIEIIAX LD URL BT IV IZ
DEHSNIRNWeb VA D7 TAT 2 MERITHGLTEITTHT 7 va r2IRLET,

COREICEY, URLAT Y vy "OFEHTEUEFREIT I b~— 73 VDT 74V N T2
varbikEn F9,

EEEZEELCHELET ((E (Submit) | & [EEZfE (Commit Changes) ]) .

F—R X2 )TF4 R)—GIL—TDURL 7 1 ILEDETE

2P —EBEDT X X2 )T R =T N—TBIOTa— LR — T —F|
K UTURL 74 NE U T HFEETEET,
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7R |
B = 5tex2054KUs—IL—TOURL 71 LEDOBE

Procedure

AT9T1 [WebtF =T 4~3r—T % (WebSecurityManager) [>[>A27 —%t% =17 ¢ (CiscoDataSecurity) ]

EIRLE9,
AT T2 R —F—TNT, WETHHRY >— F)L—FD[URL 7 4% (URLFiltering) 15NZHD YV 7 %7
Vo LET,

ATYv T3 (EE) [WAXALURLIT Y DT 4% Y7 (Custom URL Category Filtering) | &2 v a2 T, Zd
RV =07 72 a rDFITHRERD AL L URL BT TV 2BIMTEET,
a) [HAXLHT 3Y DER (Select Custom Categories) | =7 U v 7 LET,
b) ZORV—IZEDDLHAXLURL AT Y 23R LT, @A (Apply) 1227V v 27 LET,

URL 7 ANEZ N T 2T IAT  NEREBAETHHIAZ LA URL AT A IR ET,
URL 7 A NEZ VT D UNE, 7947 FEREGENTWDL I AL A URL A7 2 ZH#g L
F9, BRI SN A AL LA URL A7 TR EET, URL 74 VZ V7 P Ud, B
HOURL BT Y L0 HENC, BN TWADAZLURL BT I &7 547 FERO URL &kt
BLET,

RV —ICEENTNWDHAXLAURLIT VX, [WAXLURLET IV D7 4 v# Y 7 (Custom
URL Category Filtering) 1 &7 > a v iZFRrEnET,

ATV T8 [HAXLURLET ZY DT 4 )4 Y 7 (Custom URL Category Filtering) 127 3 2 > C, %5 A X LA URL
ATAVOT 7 v a rwBRLET,

To Iy SRER
Ta— S IVBREERE | T a— L R o — A= TRESNTWDLZOITIYVHOT 7 a & ff
A (Use Global ALET, Ziut, 22—V —EZOR) > — I N—TDOF 75V~ TV 3T
Setting) 7,

AP —EZORY — IS Nh—TFICOHEH S ET,

HAZLURLAT AY RN a— L v ZAaF—2vXa )5 0 R —n b0
ENTWDHHA, 22— —ERDOV A FT—FtFx2UT 4 R —IZGENT
WHNAXLNURL I T Y DT 74V N T 7 va i, [V a—ILikE s H
(Use Global Settings) ] T2 <, [E=%— (Monitor) ]IZ72V 7, B A& A URL
HFTVNT O —NAR AT F—F X VT 4 R —nEBRAINTN5S
LA, [ e — LR EZMHH (Use Global Settings) | # iR T& £t A,

Al (Allow) ZOHTIYDWeb VA MIHLTT v 7 a— REREZFIZHATLEST, VAHX
AURL T3V IicoRrmEHAINET

FASNIEBERIZUBEOTRTOF =X X2 VT 4 AXy o2 AKX, T
7B A RY —IZxt LTl S AL E T,

COREITFEHTE D Web A MK LTOREH LTI ZS VW, ZOREIEN
YA M LTS 2 2B-O LET,

B 7 tex%m
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YouTube M 5348 .

Toay SR AA

£=%— (Monitor) |Web” 2% %, BRAFIUET, 70 v/ b LERA, bV, IOEY o —
TN—THIHRE WeblL EaT7—var 7420 r7el) LRELT, Ty
70— REROF & 547 £,

7 uwZ (Block) |Web7uaHXiid, ZORTEIZEHTD NI I rvar s ESLET,

Note

T ANY A XD EREENC LeWEA, URL 7 40X U 7 CRFA (Allow) | £/ [F=4—
(Monitor) 147> a URN@RIRE LT D & X2, Secure Web Appliance CTie K 7 7 A /LA X ORRGED ot
ITSNET,

ATy TS [FHAERSINIZURLAT IV DT 404 )7 (Predefined URL Category Filtering) 1 =7 ¥ 2 > C, &%
TAVICH L TUTOWNTNNDT 7 a r2#R L ET,
« 7 —VERE LM (Use Global Settings)
« ‘=% — (Monitor)

« 71 v (Block)

ATY 6 [HFEENTARWVWURL (Uncategorized URLs) |27 3 > T, EHFEHAURL I T I VICH A AX L URL D
TIAVICHZE LR Web YA bA~DT v 7o — RERICH L TCETTLHT7 7 v a vy aRLET, 20
REWZEY, URL AT Y By hOBHTALEFTHAIT IV E~v— BT AVOT T4V N T 7 2=
YHIRED FT,

ATy Tl BEFEEZEEFELCHELET (XE (Submit) ] & [EEAME (Commit Changes) ]) .

What to do next
EapeRe=]
sURLZT IV 2y hOFEFIZL DR —DT 4 VB YT T 7 a~DRE onpage
22,

YouTube ) 548

YouTube 57 JFMEHEIZ X U . YouTube DA A% A URL BT =Y Z/ERL L. YouTube 7 A X L7
TAVIZEHT IR O—%2RETHI LT, 77 BAZREBLIOHIHT L N TEET,
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. YouTube D448

7R |

A\

GE)  HFED YouTube # 7 TV 270 v 7 T HMR—ADT 7 ARY —)b— L ERET D%

AN
[

ﬁﬁbtﬁWN—X®w—wﬁ TI7RARY —OFRERFICT TIZHMIN THAINT
WAHETF AT S EE A,

= U, NV ERELERICH LW E T ACo Bl SnET,

A\

GE) * googleapis.com 237 v T A N — AT u X EIIT v TA NI =L T 7 AT U4 —)LT

Ty ISNTWRNWI EaERLET, CiscoT v 77— h—s3—& WBNP 7 L X |
U — = ZBINZ R E LTV D AT, googleapis.com (2 [AIARIZERE L £ 77,

cIROETFAIL, 7 v 7 EN5 YouTube DA T AV IZETHHAETHLT ry 7 ShEd
/‘/O

« F ¥ RO studio.youtube.com ~X— VICE R EN DL BT AP LKA L,
* Google DIRFBERERICRRIND ET AV LR AL,

*YouTube ¥ a— k B4 BT TV BNWHEAIIHKEIE L 2 22580350 £7°,

YouTube 73 FEHERE A X ET HITIX, ROIEELFEITLET,
FIE ARY FEYIELUVFIE~DY) VY
L. www.youtube.com & m.youtube.com % | 7 A% 2 URL 717 = U OERE K O

fEFH L. YouTube DA A Z LB L | 41 =—)
USMURL AT 2 2B L £,

2. YouTube D7 A% L3 L O URL | H5ARY >— 7 )v—"7® URL 7 4 V¥
BT Y EEZRY —ITEMLE |ORE 342—)
7,
3. YouTube 5 FMERE A A%NZ LE 3, | YouTube 4344 DHEME (39 21—
\:/‘) o

B 7 tex%m |
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YouTube 5>t tc 0 AL I

FIE

BRY

FEYIBLUFIE~DY 2

YouTube D A& 1 F L UM URL
T IVNCT I ARY > —% A
L/i‘g—o

TIRARY— F)L—TDURL 7 «
IWEDEGE (30 =)

Gx)

[7 7 EAARY — (Access Policies) 1>
[URL” 4 /v 4 V> 7 (URL Filtering) ]
=D [YouTube # 7 TV DT 4 /L5
Y > 7" (YouTube Category Filtering) |t
svarc, Tunyrs F=4— %
T T v a VERET DLENR
HYET,

YouTube 7 5ERERED FH ML

1R BHEIIZ

*HTTPS 7 X L2 HNcLET ([(BF%= U7 % —E R (Security Services) ] > [HTTPS
71 % (HTTPS Proxy) 1) .

< (£
A (Security Services) ]> [{#

FFrf=> b —/ (Acceptable Use Controls) |2 HZNZLET ([(EF¥=V T ¥ —1
FFrf=> e —/ L (Acceptable Use Controls) ]) .

« www.youtube.com & m.youtube.com ZfEH L TH A X AL L USNFURL 7 2V 3 E L
F9 ((WebtF¥=U 7 1 ~F—T % (WebSecurity Manager) |>[7 A ¥ L3 L USHABURL
#1721 (Custom and External URL Categories) ]) .

* YouTube DA AZ L URL A7 2V LA URL A7 IV AL, 77y a v [EE

(decrypt) JIZLTHEERY O—ZRELET,

* YouTube H ® Google API — " 2 Z{#i H{ L T Google API ¥ —% £k L £3°, Google API
F—A AN DR, ROFIREFETLET,

1

Google 7 > D7 L7 v % /L% L T https://console.developers.google.com/ {2
/A4 LET (HAD Google 7 1w > NOFEHIFHERINERTA) ,

TuY=r FaRERLET,

[API & —E A DHZNL (Enable APIs and Services) ] C. [YouTube Data APIv3] &

N LET,

74— REMH L TAPL ¥ —Z 4T 570, £72IL[API L —E X (APIs &
Services) ] D FiZdh b [Z LT v+ /b (Credentials) | 47> a rZMH L £,

7222418



7R |
B voutue smis0EmE

A\

G¥) 7 4P — F&FEHLTAPI F—%4a%79 521X, [YouTube Data
APIV3] CIRDFIAZEFATLET,

1. [APIOFEOMH Lot (Where will you be calling the API from?) ]
Ky 7HZ o2 NG, [Z£OMOIEUL (Other non-Ul) ]
(cron job, daemon 72 &) Z @I L 9,

2. [77®AF 37 —4 (What data will you be accessing) ] &7
va T, X7V w77 —4 (Publicdata) |ZEIRL £,

3. [MERI LT %/l (WhatcredentialsdoIneed?) %7 U v
7L, WIZ[5ET (Done) 127 Vw7 LET,

FIE

AT T [BEX=2U T 4 H—E R (Security Services) > [fHFFA = s 17—/ (Acceptable Use Controls) ] % B4R
Li‘g—o
RATY T2 [ZTa— ILRELRE (Edit Global Settings) %7 U v 7 LET,
AT 73 YouTube DI MEDKEIZ I 5 [F#h{k (Enable) 1 F = v 7Ry 7 A%A T LET,
AT v 74 Google API V—E A% L TERLIZAPIF—%2 AN LET,
YouTube /7 ¥AEAE # H 2T D HIIZ. Google API ' —E A2 L TAPI ¥ —% T HMLENH Y £
j—o
ATFYTS JxVEA LTI 2 AN LT, 77T A7 AL YouTube API — _R—R]D X A L7 v SR 2% L
e
ATY 76 YouTube #7 Y T 7 4 w7 BB THDN—T 4 7T —TNEBIRLET,
«7—% (Data) :PI1BXOP2A L H—T =1 A
« B¥ (Management) : Ml A > ¥ —7 = A AH

GE)
FTIFNNDN—T 4 T T =T NWVET =X T, LD 25047 v a it T—F EEHY—E
A2 OOEBIDON—T 4 T T —T N ERE LTEGAICOREATEET (v hT—7
(Network) ]>[A > ¥ —7 =4 A (Interfaces) ]) .

ATy TT EEEZREL, RIFLET,

B 7 tex%m



| 75 ez4#m

nza s 7T okEssvEE [

AARZLURL A T3 DERS & UVIRSE

Procedure

BEDHANGEIPT RVAZBET D, WAXLBLONEHDT A7 74— FKURL AT =
UEERTEET, £/, BEOURL A7 IV 2RELZVHIBRT I ENTEET, I
SOBAFLURLAT AV HRUET 7 ®ARY) — T N—T EZR)— T n—7F, £i=
v Aa s —H X274 R)— I N—TIZEDT, EOTIAVICERDZT /v a vk
BlOYTHE, L0 OB AZ L URL BT AV DT 7 a o iMEREESNET,

)

Note

KR

Secure Web Appliance Ti&, JEBHIZ S Te | MM 7e B A% 5 URL A7 2 U 4 DHRAID

43N, TrRA S THEASHET, Sawmill ZFEH L TT 7 2 v /2 2546

X, WAZ AURL AT AV OAFHIEE LT ZEW, BAZ AURL AT Y OEHIO 4 3L
FILAR=AREGEEN TS E, SawmilllZ7 7 A/ = MU ZIELL T C&E 8 A,
Rz, BYID 4 LFITEFVR— N ENLLTFOARZHERLET, PAXLAURL AT Y
DSFERRATZT 7B A vu 75k T 25613, %XF 7 +—~ vy MEETFEZT 7 &A v 7/iC

BAMLET,

ZHNHDOURLAT IV EZRTHATEBINMRTIAT 7 4 — K7 74 01E30 ETITHIBR ST
B, &7 7 ANMTHEMNTED= 2 MU EITHRK 5000 TT, M7 4 — R b 2L
720, EHEHZ N OERERICIoT20THL, RT3 —< ADKTIZORNY F

\}

Note

5T _RTOIPDOWeb A baT7my s LET,

DNS 385D IP 2 Web ¥ MIfFHR L, ZNOHDIP DO 1 ORAAZ LTy 7 A MK
RSN TV DHEE . Secure Web Appliance X7 A X A7 1 v 7 U A MA~DOEEROFTEIZ D)0

Before you begin

[E¥=VUT7 ¢ —ERZ (Security Services) 1>[ffiHFFr[ = k@ —/1 (Acceptable Use Controls) ]
WBEIL, ERZF s br—LE A X—T I LET,

ATYT1 [Webx=VUT 4 ~F—T+ (Web Security Manager) >[5 A% A5 X UWES URL 77 =Y (Custom
and External URL Categories) ] &R L £7°,

ARTY T2 WAXLURL 7 2V 2ERT HiE, [B7 2V 2800 (Add Category) 1 %727 U 27 LET, BEFOH
AHA L URL AT Y Z#tET HI121E, URL DT TV DLHETIE7 Y v o LET,

ATY T3 ROEREASLET,
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7R |

B rxscmnsavormssvEse

BE FREA
BT V4 ZOURL A7 FY Ol F2 AN LET, ZOLAHNE, R — 7 /—7IZ URL
(Category TUANZ) T HRET HEEITFRINET,
Name)
UANIE (List |#AZAURLATIVDOIVARNT, ZOHT7TIVOIEFEEELET, VA MNORK
Order) HOURL # 72V 1] ZAHLET,
URL 74 W HZ V7 2Tk, E LA T AZ L URL A7 3 VIR LT
7 7AT v NERPFHI S VET,
BT IV HAT |[w—HN BAZ L FHT T (Local Custom Category) | £7iX [IMBT A 77 4 — K
(Category Type) | %7 =U (External Live Feed Category) | Z iR L £ 7,
EHET—E 2~ | (Management) | £721X [7—4% (Data) | Z&R L E7, ZO@ERIE, [45F
(Routing Table) |[/L—7 4 7| WAMNISNTWDIEEIZORITHI ZENTEES, 2F0D, v—h
VAL N T T T CTEEEIRTEERA, DEINL—T 1 T OFEIMLIZ OV T,
Xy hT—=7 A B =T 2 ADA F—T MEETLIFEREZSR LT EI,

B 7 tex%m
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| 75 ez4#m

nza s 7T okEssvEE [

BRE &R

A N7 4— K ([T FY XA (Category Type) | CT[R—H/)V AKX L F17 Y (Local Custom

T 7 ANDYEFT | Category) | ZIEIRLT2He. W AZ L[ A b (Sites) ] ZHEL LT,

 Stes FeedFIE | 2 nap a7 2V 094 F 7 KLAZ ISR EEBEAN LET, WEOT
ocation

FL AL, ®ITEZIIH o ~TRY>TATILET, 20T KL AOERIL,
EOWNTNIC LET,

«IPv4 7 LA, 10.1.1.0 72 ¥

«IPv6 7 KL A, 2001:0db8:: 72 &

«IPv4 CIDR 7 KL A, 10.1.1.0/24 72 &
«IPv6 CIDR 77 N L" X, 2001:0db8::/32 72 &
o KA A 4, example.com 72 &

¢ IR A N4, crm.example.com 73 &

« .example.com 72 E' D K FTIEE D WA A M X, RAAL DT T
DT K AL (www.example.com, mail.example.com 72 &) & —F L £
M, — bk AL BIK (example.com) &lE—HLFEHA, L— K FAA
XDV T RAAL O EED DI, example.com & .example.com O]
FEfRELET,

o IEBIRBUT, WITRT L OIZ [FEMXE (Advanced) | &7 > 2 TASTE
EJ N

Note
* Cisco Secure Web Appliance Tl&, %A hdD7 L AIZIE ASCH XFE LT

TEHE A,

cHEOHAZ ZURLAT AV TRILT RLAZMHT S Z L IX AT,
BT TYNRYARNINBIEFIFHEAERRICED 3, RUARY —lcZinbd
DOHT AV EFDT, TNEFIICRRDLT 7 v a v BERTDIHE. WAHX
LAURLATIY T—=TND1HBLEIZVARANEINDITIAVICERINTT
JvarypnmiInEd,

« (X7 ar) [URLOY— b (SortURLs) ]%#27 Vv 27 LT, [V b+ (Sites) ]
74—V FHOTXTOT FL2ad Y —kLET,

Note
T RLVREY—FLERIE, tOEFICRERTZ ENTE A,
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B rxscmnsavormssvEse

BRE &R
FRoMA b [(#7 2Y % A7 (Category Type) |2 [FMHT A 77 4— KB 7 2V (External Live

Feed Category) | Z#IR L728HA0E. BEFEDO 7 4 — R 77 A AL D0 A &
ADLET, #EOT FL AT, 8IT7EIEh v ~TRY > TAALET, Znbd
7 FLADOERIL, ROWTANILET,

«IPv6 7 K LA (2001:0db8::/32 72 &)
«IPv4 7 FL-Z2 (10.1.1.0 72 &)

« CIDRIPv6 7 KL & (2001:0db8::/32 72 &)
«CIDRIPv4 7 FL-2 (10.1.1.0/24 732 ¥)

« NAA 4, example.com 72 &

« IR A N4, crm.example.com 72 &

e .example.com 72 £ D Ny hTIaE D3RR A M4 1X, RAAL v OFTXTOH
7 KA A Y (www.example.com, mail.example.com 72 &) &—# L EF4, L—k
KA A HIK (examplecom) &SI —FHLFEHA, L—KRAL L EZDOHT KA
A O EE D 5T, example.com & .example.com D F & fHE L £,

B 7 tex%m
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nza s 7T okEssvEE [

RIE

Bl

74— RO%ET
(Feed Location)
()
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7R |

B rxscmnsavormssvEse

RIE

Bl

[(B73Y Z A7 (Category Type) 1\Z M7 477 4 — R 7=V (External Live

Feed Category) | Z#IR L7=A. [74— K 77 A /VDFT (Feed File Location) ] 1
WMEANLET, DEYV, ZONVRZLANTAVDOT RLAREEND 7 7 A LD
FiataELC, ZDOT7 7 A NVEX T m—FLET,

a [VAzD7 44— R (Cisco Feed Format) ] % 721X [Office 3650 7 1 — R
(Office 365 Feed Format) ], ¥ 7= [Office 365 Web¥— "2 (Office 365 Web
Service) | ZIEIR L T 6, W7 4 — R 77 A L OIFHREATILET,

s [Aad7 4 — NE (Cisco Feed Format) ] :

fEHTH FTF L AR— K Fua b= (HTTPS £721X HTTP) Z@EIRL T
Mo, FAT 7 4—RFR77AVOURLEANLET, 2077 AIEH
VX E (esv) RO T 7 A LTRITZRVEA, ZDOT7 7 AL
DFEAMDONTIL, N7 4 — K7 7 A L DIEZ, on page 49% S L T
<FEEW,

o MEEIZJS UC, [FEMIERE (Advanced) | &7 v a > [FHGE
(Authentication) JIZZ VT vy aE AN LET, BELTZ7 4 —F
Y= NZHHR T DT DI T 22—/ LA T L—XZ AT LET,

* [Office 365 @ 7 + — KJEZ (Office 365 Feed Format) ] :

« [Office 365 7 4 — RDIEFAT (Office 365 Feed Location) ]2, T4 77 4 —
K77 ANVO%FT (URL) # A LET,

DT 7ANE, XML 7 7 ANV TRITFIER A, 20774
JVDFERNCONWTIE, SN T 4 — R 7 7 A LD, on page 49% B L
TLEE,

« Office 365 WebH— E X (Office 365 Web Service)

Web #—E 2D URL # A7) L £, ClientRequestld 237 £ TH 5T,
JISONFEXTHHIVENH Y £5, 77747 Al ClientRequestld % F
AR L £,

b. [ Aa®D 7 ¢+— KX (Cisco Feed Format) ] X O¥ [Office 3650 7 1 — R
(Office 365 Feed Format) | D&%, [7 7 A VDOHEAG (GetFile) 1% 27 U v 27 L
T, 74— RYP—=REDEHET AN L, 74— R 77 A VEHT L TH— 30
LA m—RLET,

[7 7 A VO (GetFile) | RZ LD FIZHDHTHFA R Ry 7 AL, RN
FRINET, =T —PRELELEIE. ZOMEPRRENLDT, MELEE
LT EITLET, BAETLHARHEOH LT =220 TIE, AT 17
T4—R Z7ANDE T a— RZETAMEEZSR LTI EEN,

[Office 365 Web¥— &2 (Office 365 Web Service) ] DA 1%, [7 A FERAA (Start
Test) 1227 Vw27 L, ¥—EAZIBELCURLBLOIPEZZ Vo r—RKLET,

B 7 tex%m
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| 75 ez4#m

nza s 7T okEssvEE [

=

N3

534

Bl

Note

INHDOURLAT IV ERTHATEANMBTA T 7 4 — RiZfH K30 T, Fi=.
KT 7 AN TE D b Y EITEK 5000 ([IZHIfR S CWVWET, A7+ —F
TR OEEHRCTE, XTI U ZADETIZORNY 97,

Tip
FAT T4 =R A7) OEFRLFAFLT=t%, [IAF LIBIOSMEB URL 7 T
(Custom and External URL Categories) ]X—3 ([Web ¥ = U T 4 =% —T+ (Web
Security Manager) ]>[# 2% 53 JOSMHB URL 77 Y (Custom and External URL
Categories) ]) @ [7 4 — ROWNE (Feed Content) | FITZ D= ks VIZHIET D [F
R~ (View) &#27 Vv o 356&, Fyru— KLl Rra 7 40— FEXEIL Office
3657 4 — RIERO 7 7 A MZEENTNWDT RLAZRRT LU 4 RUDBHE E
R

AR E

(Advanced)

[T 3V %A (Category Type) |IZ[R—H/L AKX 2 S35 2V (Local Custom
Category) |ZBIRL7-HE. Z0® 7 v a i, BNOT LAty hafRETHIE
HERZ A TEET,

ERFRBEZFERNLT, ANWLIEARZ = =BT 28BOT FLAZRETEET,

Note
cURL 74 NE V7 2Tk, £T [ A F (Sites) ] 74—V RIZADL
727 FLUALURLAEERENET, T2 a3 DURLA [V A ~ (Sites) ]
T 4=V ROAIMEE B LSS, 22 CAALEREoEIIfTbnhEd
/\Jo

cURLNRAZIERFHRE LTENT D & X1, AXR—ZAXFONRDLVIZ T%20] %
ERLET, ERFHRE L THERTHA. URL/ISXAICAR—ALTE2EDDH T
LIITEEEA,

» Cisco Secure Web Appliance Ci%, EHFRBLUCIE ASCI XFEFEHTE EHA,

EHRBLOMEH FIEIC OV T, EHERDL, onpage ST L T 7230,

SRR E
BLOERS)

(IEME

(7 2V % A7 (Category Type) [IZ [SMNHT7 A7 7 +— K7 2 Y (External Live
Feed Category) ] Z#IRL72GEIE. BEIFDOT 4 — F 7 7 A BRIV 5 IERIFREL
EANNLET, = bR 74— 77 A VOBAFOIEMREL L EHEIC —ET D404
ERbD £7,
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7R |
B 25285008 BLAFTVOT RLABRE T4 — K 774 Lzt

RIE Bl

T4 —RKOHBNE | 74— FOFEHFA T a 2B L ET,

#r (Auto Update «[BEE#H LAY (Do not auto update) ]
the Feed)

s [nHH:MM [l% (EverynHH:MM) |, 7= & 2%, S0 MEOHE1200:05 & AL
F9, 72720, HBEICERTH L Secure Web Appliance D /X7 4 —~ o AT EE
THZELITERLTIEE N,

Note

Vo— RLTCHARTL27-0N, AMRER 7 4 — R 7 7 A VDBBAEF Y o— R &
NTWDET7ANERUTHS T, T IAT L AIERARER 74— R7 7 AL
A a—RL, oo — FEZEHLET,

ATy T4 EFEEZEEFELCHRELET (XE (Submit) | & [EE42ME (Commit Changes) ]) .

What to do next
ESPERCRS
« IEBIZ B, on page 57,
T IRAVTDHAL <A X,
« WAL L URL B7 2V IBLOSER URL 7 = U IZBE3 5 R

WAALELIUHNTHTURLATIIDT7 FLRAEBRET A — K 74K

HAS LBXONEURL 17 IV 2EREB L OWRET 255681, 1 2oy NU—27 7
RUVAZBETHHLENHY ET, A—HIL AREZL HATI)VOT RLRAERET D0,

FNE VNI A T I4—FATTIVOT7 4 — K77 ANEXTHET 2000FMOEH A,

BA VAR AT, BEOT RVAEZLAITERIZII o~ TCRY S TANTEZZEnES, &
07 FLADOERIL, ROWTNIZLET,

«IPv4 7 F LA, 10.1.1.0 72 &

«IPv6 7 K LA, 2001:0db8:: 72 &

«IPv4 CIDR 7 R L A, 10.1.1.0/24 72 &
«IPv6 CIDR 7 R LA, 2001:0db8::/32 72 &
s FAA 4, example.com 72 £

o IRA R4, crm.example.com 72 &

« .example.com 72 £ D K N TR E D 0007 A MAlE, RAAL DT RTOHT RAA
> (www.example.com, mail.example.com 72 &) & —E L EI 7, L—F FAAL U HIK

B 7 tex%m
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| 75 ez4#m
7 — k771 rokx ||

(example.com) E(F—HLFEHA, VM RAAL L EZDOYT RAL LDl EED D
(21, example.com & .example.com Dl 5 ZfEE L £7°,

FRE LT E = b =T 2EBOT RLAZRET HIERER (EHEZHOMEEOZEM
IZOWTIE, EHFTH (57 =) &)

\}

GE) HEEOIAFZLAURLAIT IV THELT RLAZMHT D2 LIIARETT R, #T72UNY X
FNENANEFIFMHAEBMZRIZEV ET, RURY —IlcznbDh T IV 25D T, FAFNIC
BB T3 BERTLINE. DAZLURL AT IY 55— 0D 1HFB LIV A NEND

AT AVIZERINTT 7 v a yBEHSNET,

NEBIT 14— 774 ILDHHK

HARNTT AV EBIOIMNBOURL A7 3V ZEkB LOMRET 2L, [TV XA
(Category Type) | C[UMAZ7 A4 7 74— K »7 3 Y (External Live Feed Category) | % i7"

LA, 74— FERX (2= 74— R (CiscoFeed Format) | & 7213 [Office 365 7 1 —
RNz (Office 365 Feed Format) ) #ER L C, #%¥4 957 41— K 77 A/ % — 3D URL %

BETHRLERH Y £,

T4 =R 774N EICTFHSNLERIL, ROEBY TT,

e 23 7 4 — KERK (CiscoFeedFormat) : >~ VE (csv) 77 A/ (esvikiE+
DFWIZTF AN T 7A)V) ZHEETLHBENDLY £T, csv 7 7 A NVDFxT I,
T RVR/T =T RURAZATORNT, ML LTATICERR T 20BN H D £
(www.cisco.com, site %‘) ad2.*\.com,Iegex 72 k) ° ﬁ?jﬁfﬁ? ]“ |2 57/]) 70631 site <E regex
TY, RIZ, VA2 74— FERD esv 77 A NVDO—FHEZRLET,

WWW.Clsco.com,site

\.xyz, regex

ad2.*\.com, regex
www.trafficholder.com, site

2000:1:1:11:1:1::200,site

GE) T 7 ANKND site T2 Y DO—EE L Thttp:// F72iE nttps://
EEDRNTLLES N, =T =R AELET, DF0,
www . example.com IFIELL ﬁg*ﬁéﬂij‘ﬁ“ http://www.example.com
TEHE= 7 —2%AELET,

» Office 365 7 « — R (Office 365 Feed Format) : Microsoft Office 365 —/3 F 7213 f%
fFdema— L B— NZELE S 2 XML 7 7 A L CF, Office 365 ¥ — B AT 5
HL DT, %E—g—é ZEIITEEREA, T 74}/14*]@* v NU—7 7 KL AL, products >
product > addresslist > address @ﬁ%aﬂéc:ﬁé 5 XML # 7'(&“&?—0 fﬁj{@é@%“(@j

I 7222418



7R |
| RN EE L P D L

addresslist 21X IPv6, IPv4. E£7-1% URL (F%%/%Eiﬁ%ﬁ%é\@:k%ﬂ) ie]
ETEFET, KIT, Office365 74— K 77 A NLDA=_y NERrLET,

<products updated="4/15/2016">
<product name="o0365">
<addresslist type="IPv6">
<address>2603:1040:401::d:80</address>
<address>2603:1040:401::a</address>
<address>2603:1040:401::9</address>
</addresslist>
<addresslist type="IPv4">
<address>13.71.145.72</address>
<address>13.71.148.74</address>
<address>13.71.145.114</address>
</addresslist>
<addresslist type="URL">
<address>*.aadrm.com</address>
<address>*.azurerms.com</address>
<address>*.cloudapp.net2</address>
</addresslist>
</product>
<product name="LYO">
<addresslist type="URL">
<address>*.broadcast.skype.com</address>
<address>*.Lync.com</address>
</addresslist>
</product>

</products>

TEILEAUTFOYDTAILAYY Y

—¥D Web HiZE° Web A RBT XV 2T VBT 4 NE ) 735K DT, Secure
Web Appliance% 7% E C&x 9, AVC = V%, URLXWeb 7 v ¥ —42 EX#z Tk —7
T— RFE2EDMET D2 LT, BFEDOWeb YA MIEEINTWEE—7 T— FEEREZFIA L,
=T b—FRY A b arT Y L—T 4 7 EEALET,

B 7 tex%m



| 75 ez4#m
=7 —FHEUYA kav7oy L—F o0

DITOMREICLTT AL arTF oY aeT7 40V EZ Y 7 LET,

FTF7oay EBA

t—7 ¥—F DA (Enforcesafe |BEMBERSE—7 F—FFERE L THREZ Vv
sear ches) IZFREIND K 91T, Secure Web Appliance % 7% &3 5
TENRTEET, ZHCEY, 2—HF—2RHET Y
VEMRA LU CHERTRIARY —& RS 5 D& IET
TFET,

YA RAVTUYL—TAVIDB | —HoarF oV STk, MADE—7 H—
A (Enforce site content ratings) FHERE AT A, THEL R T Y~DT 7%
AT vy 7T B0, FRIIMFEETTLIEICL -
T, YA bOTHENVE avT oy ~Da—P—2LD
T RALZGIRL TWET, ZOpEKREIL, —&HY
WZary sy =7 4 VT IR TWET,

)

Note v — 7 B —FREREE-ITV A P T oY L—F 4 VU ITHEBENRA R —T NN TWABT
AR =T, BERT IS T T IEARY =L RARENET,

t—DOH—FEBELUVOYA PaAVTFUY L—TF 145 DEA
A\

Note +—TH—FBLOYA harToY L—T 40720 T5E, BRICBRT 572012,
AVC = Py in7 7 = a U EEBINT DEEE R T X OIC R0 ET, FEo1 oL
T, AVCZ U U ANIINERLZ ARy L, MBT TV r—ra i LET, TORR,
TTTAT AT X —miE L EE A,

Procedure

ATy T [WebtF=VUT 4 vF—T % (Web Security Manager) |>[7 7 & A &R U > — (Access Policies) ] % #{R
LET,

ATwF2 [URL 7 4% U 7 (URLFiltering) 152D, TI7EARY — TN —TFF 7 m— LR v—
TN—=TDV I %7 )y LET,

ATV T3 2=V —EROT 7 HARN) —%fHETHHE, [2T Y 7 444 (ContentFiltering) &7 v a3 v
DTy T ANE DAY LFHEEEF (Define Content Filtering Custom Settings) ] 28R L £ 7,

ATV T8 [B—7 $—F & H%ZT 2 (Enable Safe Search) | F = v /Ry 7 A& AN L T, B—7 h—FHiE%x
A X—=T M LET,

AT T8 Secure Web Appliance Dt — 7 $—FHEEE THAEY R — b SN T RWRET= Y onba—FETa v s
THNEIMERIRL £,

I 7222418



7R |
| RN E S R LR D

AT T6 [VA barT o Yilliza%023 % (Enable Site Content Rating) | F = v /Ry 7 2% A2 LT, 44
havroy b—T 4 IR A 2 —T I LET,

ATV T VR=bHRBOa LT oY L—T 4 T WebV A MO DTEN 3T oY ET_TTay 7350,
T Ra—HW—URL 74 NVHF Y o TEEN—D R RRTINERIN L E T,

Note

PR = PHBRONTNNORB T P DURL, £723ITR— bHIROWTALrD LT Y =T 4~
7" Web A h® URL 28, [#FA] (Allow) 1727 v a v RNEH SN TWHEHAXZLAURL AT IAVIZEEN
TWAEAE, RBEERITI T ey s shd, X ToOar 7o YRERINET,

ATy T8 BHEEFELTCHELET ([%F (Submit) ] & [EH ZHE (Commit Changes) ]) .

What to do next
REEIER

o ==~ DB LT OFF AL, on page 54,

il

FEILATUOY T7oOERROAOXTVS

TI7HNRTIE, T78A BT RERT IV T Axy P OHERGENTEY, f
ERFET POy alNIZii# s TWET, ZeRTIT00 T A%y U OHEIR,

=T —FFITA N 2T =T A VTN N T U va VZEH ST
LNWEIWERLET, BRERT T IV T AXY VOHEERET 78 A0 7LWICT 7
A v ZICENT S5 LB TEET,

T A BT %XS
*W3C 7 78R 12 : x-request-rewrite

& A

ensrch DT TAT v NERPRZETIERL, B—7 P —F e EA S E L,

encrt DT FTAT v NERDLETIE R, A4 b a7y b—7 ¢ U 7iie
DA SIVE LT,

unsupp DY TAT  FERPIR—FENTOWRUVRERT P Ui T LT,

err DT TAT v FMERIFEETIEDH Y FHAN, =T —D72HIilt—7 ¥—

FRRELY A~ 2Ty b= v 7HEEbEHSNEEATLE,

- BeRES A "2 STl (R TP 7 v a Vid A AZ 5 URL A7 AU TR
SN HGERE) | FREPR—F ST RWT 7Y r—3 g U TERD
FATENIZeD, E—=T P=FKELY A b 2T Y L—TF 4 U THKEED
7747 FERIEHSNEEATL,

T P=FEBFIA b I T Y =T g VTR L o TT ey 7 SR ERRITE,
ToIoEA g TUTOWTNND ACLT >V ar Z7B™ERENET,

B 7 tex%m
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Foex Ky o—cnrs3T7svonug4Ly ||

« BLOCK_SEARCH_UNSAFE
- BLOCK_CONTENT UNSAFE

« BLOCK_UNSUPPORTED SEARCH_APP
« BLOCK_CONTINUE_CONTENT_UNSAFE

ESPERENS

*ACLT v Vav &7,

TOEBARYO—TDOrI T4 D) FALT +

ATvI1
ATvT2
ATvT3
ATv74
ATvT5
ATvT6

ATy FT17
ATv78

WA DFEIINTI AL L URL AT TYDURL THD FT 7 4 w7 ZIRET HHATICY XA L7
F9 % X 912 Secure Web ApplianceZ X ECE £ 7, ZAIC KV s — =TI, 7
TIALT VAT I T4 w72 VEA VY NCEET, DAZLT7RA R V— T —F
FrFzra—r NV R = TN—T DT T4 T BVFA VLT NTEET,

Before you begin

N T4 0% VFALVLT TR, < Eb 1 DODAX LA URL BT ) 2EHKRTH
VN F9,

Procedure

[Web B = U7 1+ <3%—% (Web Security Manager) ]>[7 7 & A 7" U I»— (Access Policies) ] % %R
LET,

[URL 7 4 /% VY > (URLFiltering) (%25, 727 A RY o= N —TF72 T/ — LR Y v—
IN—=TDV %77 LET,

[ AZLURLAIT TV D7 405 Y 7 (Custom URL Category Filtering) |22 >3 > C, [WAX LHT
= U DI (Select Custom Categories) | %227 Vv 27 LE T,

[ZORY =D AKX L5173V Z3R (Select Custom Categories for this Policy) %A 71 7R v 7 AT,
VEAVY N BHAXALAURLATIVIZH LT[R —IiZ& D5 (Include inpolicy) ] &I L F7,

LEAH (Apply) 1227V >y 27 LET,

UEAL VI v FTEHAZL AT IVD[UEA L2 b (Redirect) 151227V v 27 LET,

[V&A L7 b (Redirectto) | 74—V RIZhT 7 4w 27DV X ALY NEOURL # AT LET,
EHEZEE L THEELET (XE (Submit) | & [EFE&2ME (Commit Changes) ]) .

Note
N7 4w 7B VEA LI N BEICT T IAT UV AZRETHHEEIL, EREL—F 122520 E 5
EELTLLIFEEN,

What to do next
BEEIER
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7R |
| BB

« AKX L URL 77 2 OVERE L OFRAE, on page 41

Af T &LR—h
Ro7 4w s B ALV M DL, RROBRAETHD Web A hOT /LA 17 x>

K U1Z REDIRECT _CUSTOMCAT »»bHh% 5 ACL # 73t oinEd, Uk, 772 n s
GEEIZRDIT) 2V XA VL7 RO Web A b U REREINET,

[LAR— b (Reporting) ¥ 7IZERINDHLAR—KTIH, VAL LY hENTZhT P T a
U [FFAT (Allowed) ] ERENET,

1P~ DBE EHETOHA

YA S OFABE Z N2 L TW NI & xa— P —ZBETEET, Rk 21—
P—BPMEHATRBIZZR > TWDIGE, 778X r 7 Tlda—F—4AIZ Lo Ta—PF =B X
A, =P —ABEATERWGEIXIP T FL AL > TB SN ET,

UTFOWFNLDOTELER LT, 2= —IZ&E LY, SiT2fr T2 &R TEET,

TV HARY — ZN—TDOURL I 7 VIR LT [EE (Wamn) |77 v a V&2 ER
LET, £

e A harTFoY Lb—T 4 U IHREEA X —TMILT, THNLVE T UVIIT IR
AT Ha—HP—%T7nyrT5b0VIC, 2—P—|ZEELET,

[Ty Fa—H— T4 L% U524 (End-User Filtering Warning) ] R— 2 DERE

\)

Note o IEEMALTHEGE BEREIX, HTTP F I v ¥ g v ER SN HTTPS F 5 U H7 vg
NI L TOLMERRLET, RAT A 7 FIP hF %7 o a o TIIEE L EH A,

sURL 7 4 WH U7 =Pt FFEDERIZOW T —Y —IT8ET 55512, Web
TuaX Ny Ra— P —CEFETHIEE—UERME L ET, EL, TTD Web
A P Ty Ra—P—ZEERXR—UNRERINDIDITTIEH Y THA, REINWE
B =PI L (Wam) |47 arBEDETHER TS URL b7 ey 7 S
4, BEmEFOYA MIT 7 BATEHF ¥ U A5 2N ER A,

Procedure

ATy T [BX¥=2VUT ¢ $—EA (Security Services) ]>[=—H —i@%l (End-User Notification) ] Z &R L £,
AT T2 [REDOHE (Edit Settings) %27V v 27 LET,

B

B 7 tex%m I
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EE~—20 UL 7 L2 ok ]

TF7oay Hik

BEOBMHEER (Time | [E&EORRRRR (Time Between Warning) ] TlZ, Web 7' ¥ 378, 2—4—
Between Warning) TEICHURL AT VISR LT, [ Ra—H— 7 g L& Y o ks
(End-User Filtering Warning) | X— V&2 FKRT HHEEZHELET,

ZOREL, 2=V Ao TElENI 22— —L P T FLARIZE-
TE SN 2—V—ICEH S ET,

30 ~ 2678400 70 (1 1H) OEEOEEZEELET, T 74/ bk 1 KEH
(3600 #) T,

HREL A yE— HAZLRA =L, 2= —ICL>TANEINDETHARNTHD, T
(Custom M essage) TO[x=Yy F—WF—7 o V& U o J#iL (End-User Filtering Warning) ]~X—
VICEREINET,

W OO FENiZ: HIML # 7 2 flAidH, 7TF A M2 EXRETCEET,

ATy T4 [EE (Submit) 1227V v LET,

What to do next

BEIEE
s THIK AT YD T 4 )F ) T on page 50
cHHAN—TY EDOAAZ LN A vE—T

e N a—H#—URL 7 4 NWEZ ) L TEEER—DHRE

R

B R— XD URL 7 4 LA DIERK

Secure Web Appliance2NMEEE D 47 2 Y O URL OHE R % HEERNALELS % HiEz2 % ETE £9°,

Before you begin

[Web E¥ = U7 ¥3F—% (Web Security Manager) ]> [[€F5 ARH#iFH (Defined Time
Range) JIZBEI L. | DLl EORFRIFHAZ EFR L £ 97,

Procedure

ATYFT1 [WebtX=VUT 4 ~F—T % (Web Security Manager) |>[7 7 & A 7R U > — (Access Policies) ] % i#{R
LET,

ATFY T2 RV —FT—=7NT, WETHRY — Z)L—TD[URL 7 4 /L% (URLFiltering) 13 H DY 7 %7
Vw27 LET,

ATy T3 RHHEPHICESWTRET DURL A7 TV (B AF L FITERGEH) IR LT, [FFEAN— 2
(Time-Based) ] Zi®IR L £,

75t R H
|


swa-userguide-15-5_chapter8.pdf#nameddest=unique_462
swa-userguide-15-5_chapter8.pdf#nameddest=unique_463

7R |
B wrorsusrosiETc0ER

ATy 74 [FE#EFAN (InTimeRange) 17 «—/L KT, URL Z 7 = V2l 3 5 EFe 7 A DOIFREIHLFH A2 3R L F 9,

RTYTE [T7ay (Action) | 7 4—/L RTC, EFLIHEMEGEHENTIOURL I T IV D NT oW T va E|
WUTET 7V a s a@ERLET,

AT T6 [ZNLSDOEE (Otherwise) 17 4 —/L KT, EF LI-RFIH/A TZOURLAD T IV D T HF 7 v =
ANZEID Y CTHRT 7 va @Rl ET,

ATy Tl BEFEEZEEFLCHEELET (XE (Submit) | & [EEAME (Commit Changes) 1) .

What to do next
FAEIE B
o REIHLPHIS LTV +— 4, on page 125

URLO A IILB )T 79T 4ET14DERR

[LA— bk (Reporting) |>[URLA7 =V (URL Categories) |~—1Zi%, — L7z {2 URL
AT AY T ay s Sl IO URL A7 2 VIS 215 A &, #EHI7e URL #iahs
MFERINET, Fio, WHRIEOHIKE Web NT7 oY 7 v a T 287 IVEAEOT —
HHRRINET,

BAEIE B

e Ra—HP—DT IV T4 T 45T H—TDHLR— bDARK

T4 E )G ENEVNERSFEOT—R2IZDUNT

[LA— |k (Reporting) ]>[URL %77 =Y (URL Categories) ]<—<"C URL #aHE# & Mztd
DEIE, LT OTF — 2 OfRGIEZ B L TR < Z &R RETT,

T—2 847 B

URL 74 ILB )T DINAIN\URL 7 4 V4 U T DRNCFEITSNDRY v—, F— B &
A (URL FilteringBypassed) | Qo — =— Y x> b7 oo a7 LET,

FESINTELURL URLZ A NZ Y o T oo DUCBRE LR, B7 3 R—E
(Uncategorized URL) LA T_NTO R T Frva 2Rk LTOET,

TR BITADOURL AT DRk

TreA BT TrANTIE, F=r NI DOAFy HEBERE I a AT ra v
O URL A7 2 Y Ntk InE4,

ESPERENS
BTN RDVAT AT VT A ET A DE=H—,

B 7 tex%m
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ERKRE

eszn |

« URL 77 = U 22T, on page 61,

Secure Web Appliance T &4 2 IERER B L, LD Velocity ¥ —0 vy F o7 =y
YORBETHEP IND IEHEIMEL L NTOR0RR->TWET, o, T I9A4T7 R F Ny
JAT Y allldATyvaDT Ay =73 R—FLTWETA, EHEBHTAT v
EEATLOLERHLGEIE, Ny I ATy valf L TATyarz ASJLET,

\)

Note 1 7k7AHI21%. AsyncOS for Web Tt Flex IEMFIRT T I 4 ¥ H SN TWET,

IERRIUILLT OEPT T T& 9

cTOERAKR)—DARRALURL A7V, 778A R — I N—TTHEHATLH
AH NURL A7 Y BAERRT DT, ERERBAMEH LT, ARE—r b~ 2548
HOWebh— N"EIEETEET, EHREBICTHEATE HRACTEIT, WebtX=U 7 o
DNagatEZ IR % 7=, 2048 LREICHE SN TWVET,

e JAOYYFTBRHARELA—HSI—Czo b, T7BRARI O — I N—T 2T av 45
kT = a v EARETARIL. Tuy 2T AR EDA—YF -V FETEH
REEFEHLTAIITEET,

\ )

IERKRIBOR K

Note | &7 SCFHRAZFEITTHEMEIIZY V—2ZWHE L., AT LT 4 —~v L AL E.
ZDHAREMRH Y £9, LEEN-T, ERFHFIIERICEHT2LERZH D 9,

EEEE
« AKX 5 URL #7 3V OIERE L OWRE, on page 41

IERRBUL, — s, RBUCBT2 % 2FHTHLv—1TT, ZhbZxmEHTHZ &
T, FFED URL 5656X° Web r—N"—Il —HEE 52 LN TEET, 7oL 2E. UITFOIERE
Hilld plocksite.com %E@/\§ e *ﬁ( Li‘a—

\.blocksite\.com

LIFOIEREBOHIZE 2 T 7ZEW,

server[0-9]\.example\.com

7222418



7R |
B sizs—zEwssr-voxesm

ZOFITIE, server| 1 IT example.com N A A D server0, serverl, server2, ... server9
E—FHLET,

AITFoORITiE, EHFEHRIZ downloads 7 4 L7 F UKD .exe. .zip. bin CTRIHD 7 7 A LT
gﬁ Li—a_o

/downloads/.*\. (exe|zip|bin)

\}

Note 7o py /- |3k LIS O U A G T EMFBUE. ASCH 5 CHTLERNH Y £,

RIS — @I H-HDIEEFE

EE  BXFULZRIERKRBFTEBL, BHILIOFIDIS—HERSIET, &7,
63 XFLULEZRYAIREMEN G VERKRRZERL TS,

WGRET 7 —Z e/ NRIZH A D720 UTFOEEFHIHE > T ZS0,

« FJREZRIRYD . DA N KRNI —ROH v a THALRTIE RS, V770 EFHLTLEE
W, D70 EiE. T1trs as easy as ABC123] DX IR EARNTIN T S TWARnWTr
FARTY, ZORF, T1trs as easy as (a-c1(3}11-31(3)) ZEHAT L LD LRMT

AREMEAME S 7220 £97, BEONXTIE, RF L L OHREMEARA— M~ F (NFA)
T NUBEC LD, WEBFFHAKRIBICE S 2D ATREER H D £,

TR =7 L TWRWE Y A ROMERIZAEEZRIED BT T 723, B U F RIZFERIZRIE
%ﬁ%ﬁi?f&) D Eﬁﬁﬁ(?ﬂ%@éb rO @Eﬂ(?lléﬁbiﬁ‘o fl & /%Ji\ rurl.comJ

BREODEBOY ) A FE—HIEWIEGEE, Turl\.coml DEI\NXFEFEHALTE
VA REZRAr—TLET, ZATF—INEZE VA NIV TINVATERZEINDD

T, BENELC EH A,

VU RO%IZ 63 XFU FEHIRT NI = NOZ A r—FENTHWARWE Y 4 R

Ry F o TVl koTEMMEEINET, %@%@_0w1@77~khi—
—ZEEE, RN EEEERITERT D ETHEFOLNTT 7 — N &2%f5 Ll
7,

HEERBY . =R —F L TWARWE Y A R TR, X0 BERR 82— %2
LTSN, e iR, A1 20T 0 %< URL IZ—&FK &5k, Turl.] T
172 < . Turipo-91) ZfEALE9,

ROEREHNTZRA =7 LT RVWE ) A REfM+ 25 2 &3, FrichlEzs Sz
1;@,6\ J&Hé%%#% ) i‘a—o & Zﬂi‘ [Four score and seven years ago our fathers

brought forth on this continent, a new nation, conceived in Liberty, and dedicated
to the proposition that all men are created .qual) =T — %5 X EZTRREEND
DET, EVAREED [Lqual] 2V T IV lequal] IZEEHEZ D L FIEMDMER L E
B

Flo, RE—VATTZRAT =T L TWRWET A REFERL, N —r vy F 7z
VUTEOY Y A RBREGLEND &, 63 XFULEMRISNES, N —UEEETD
M BEEHEZTIIZS W,

B 7 tex%m
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emzERoxEr—I1L [

s ERRB AT EIIBRMGT LA T+ IEACTEFEHA, £/, URLIT—HKSES
T-OIWICEREFHR T /) 2FEHALZY, ZOXROERZICNy bafEHTA2Z X TEEE
/\Jo

s TANRA—RETyaDfAGgbeix, MELSIEEITAREENH Y £, ZOfHAR
BOEETELRVMHLAZNVEIICLTLIEEN, &z,

lid: [A-F0-9] {8}~ [A-F0-9] {4}~ [A-F0-9] {4} - [A-F0-9] {4}~ [A-F0-9] {12}\) Gecko/20100101
Firefox/9\.0\.1\$] (I T —IZRDAREMENH Y T8, [cecko/20100101
Firefox/9\.0\.1\$| [T T —IZ72 D ¥ A, BEHEORIIZTA N FH— KA v aTHE
NEEBEENTELT, 2, EHEL0ATHLAFr—7 a4 RB™EHAINT
WET,

TANRA—Rh vy aTHENTEREZPRTER2WEEIE, ROV A XGRS 2D
FTEHICLTLEE, e xiX. T10-9a-z] (64}] TIEEZT—NREAETLAREMELRH Y
F9, T10-91¢64y] X [[0-9a-2z1¢40}] DX T, LVENEITL Y B RBUCET
T5 &, REPRE L ET,

TT=PRELLELEE, VANV R—F () 0 [+ 0 T &) ShyaTEhne
KR O/L— V2@ LT, BBEZ R L T<IZE0,

\}

Note CLIA7> 32 advancedproxyconfig > miscellaneous > Do you want to enable URL lower case
conversion for velocity regex? %1%% LT\ j(j($&d‘j($%lzﬁljb7l£b‘7 ‘)%Vﬁ\@%é\
(NS 27 7 v FOERRBEWE A X —TNERZT 4 =TT D2 LR
TEET, ZOFT v aid, RCFE/NFORBINEZEZ2RGLCRIBEN AT 256 16
ALET, 207 a »OFEMIZ DUV TIiE, Secure Web Appliance CLI =2~ > REZRR LT
<TEEW,

ERRBOXFET—TIL
ABRXE 55189

WAITXT (0x0A) ZEREEOXTFTLE—FHLET, =& id, ERE
Bt 13307 rat, rut, rt & —FHLFETA, root &iF—FHLFEHA,

BV — N, BIEWRZ— D@ T A —F L TWARNEY

I REFEHAT A, BHEIIT> TS, FEc W TR, MiEE
T 7 — %ALY 5 72O O E S, on page S8 ML T &0,

* ERTOEREHD 0 [\ E /- ITEREIOHB L —FH LET, =& 20T, *
EEOXFHE—K L, T[0-9]*) ITEEOEFTE —HLET,

IDOAXXFTEMERT DA RV A4 Rl AT 2548)
I, EEICEH LTSN, 225 —73InTniene' ) 4+ KeaETe
B =T, BV A RN/ D & 63 T EAIRL 7, FEMIC
DONWTIE, BREET= T —Z [BIBET 5 72 O EE FIH, onpage 58% &M L T
<TE&EW,

I 7222418
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7R |

A BIXEF

Bl

TR =TT, LFOAZLFH@EHEOLTE LTI OO LFT
T, el xE. Wi, ATOERETIERLS . Sy Ly s () E—&
SHELLEICHER L ET, AR, iE, [EEO 1 TR, FHEE
DEVF FE—HIELEAIHEHLET,

1TOREE B LET, =& 2L, EHRFEH " Wheninmatches X, [When
in the course of human events| MD4EFEE —F L F9°2%. [What and when
inthe] L1X—EHLEFA,

ITERIIFFNORRB L —HLET, 72L& 2T b\ ITKED o) @
b HPHITEITLFINE B LET,

EATOIEMEIO 1 B EOMBLE —H L Ed, 2L F, BRI
O+ 139, 99, BLT999 & —BELET,

HATOIEREBEHROOEEZITIRIOHBLE —FLET, =& Z21F, colou?r
1. Tul BDMEETHDH=D, Tcolour)] & lcolor] DELHEH—E
LET,

0

EAEDH v aDBORE1O>D 7 L—F L L TR, o A Z STFOH
FAHIRLET, 72& 21E. (abe)y+ 133054 Tabe) @ 1AL LD HIR
L—F LE$, Tlabcabcabc] X° Tlabcl23) L I1I—FH LFE325, Tlabab)
2 labl123) CiT—HLFEFHA,

PRI (OR) : HIDNRZ = ERFHmADNE— E—HLET,
& zIiX. (himfher) I%. 1T Titbelongstohim| <> [litbelongstoher] & —%
L. [itbelongstothem| &iI—FH L EHA,

Jy A THENTZLFHNO 1 XFIC—FKLET, 2& i, EREE
tlaou]t iX. frat] . frot) . [rut] &—F& L. fret) &iT—HLEH
Po

CFOFFITIEL T, "M 7 BRI TXFTHRELET, 2
ZIE, RE = 09 IMEBOH T L —H L ET, HEOFHLIEET
EFET, RNV [AZaz ITRLFE TN/ LFEH R L TOET, P
g (D) OXFEREGT DI, ATy aDBITEIET 2R
Iy Ly beBaHLES, 28 20E, K ["269A-2] 12, 6. 9. B
FORCFLS DT —F L ET,

B 7 tex%m
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TIPEEDISSIt |

A BIXEF BT

{} AiONZ—v b —8T HEEEEELET,
W Z R L ET,
D{1,3} IX. JXFD N 1 ~3EHETLIHEEIC L ET,

AT/ Z — U BNEEEDEIEL ((n)) F2I3RERELL E ((n)) HET
DA LET, =& 2iE, X A[0-9]{3} 1X1% AT 3HTOE T e
< TA) &—ELFES, oFv. TAI23) SlTF—HLEIH, [A1234)
Elx—BLEEA, [0-91{4,) T4 L EOEEOHKTE L ET,

IR CHENTXFELFEBVITHRL 7,

URL A 73 JIZDLT

Z Z Tl&. Cisco Web Usage Controls ® URL 77 Z Y DU X F & /R LET, FKITILURL AT =
VADAEE bRLHE SN TWET, ZNHOEKREIX, 77&8A a0l 7742 MU D
[Web L' B 27— 3> 7 4% 17 (WebReputation Filtering) <0 [~ /L7 = 7 %A ¥ ¥
> (Anti-malware Scanning) €7 v a VIZEREINDZ ENH Y £7°,

\)

Note 7 7+ =2 12 Ti&. Cisco Web Usage Controls ® URL 77 =2 U OEFEEMWIEORNZ T VT 4 v 7
A2 NOW_| B TWEd, 2F0 ., Tart) A7V NIW art] 720 97,

URLA T3 LBz |2—F |EREA URL 15l
7 AL bk adlt 1006 THENLNK aryTFoYEELET | wwwadletimenexpooom
(Adult) D3, RNV TIES Y £H A,

www.sincerelynot.com

TENVRETDFA NI TT (A
NV T ITT, AT T
7, FfEF—EA, ARV woR—
RE) . kv AT DRk
WwoRL 2 EIERS ) | MERR
BT A, THEN AT ORE S
V=T 7 H— R, BEESCKR
B LIS O MHAT 22 BT D 1 7e
ELEENDHZENHY T,

7222418



B wvrsauizonc

7R |

URL h7 )

A

a—F

5t BA

oup

URL 15l

T R A XA
>k
(Advertisements)

adv

1027

Web R—VIIRKRSIND I LEDE
WRF— KRR 7T v TR,
REar 7oV ERELTWDZ
DD IR BEE Web A b, IR
- RAB I OAEEET, [FE
F L UEZE (Business and

Industry) ] 77 VIS E
R

www.adforce.com

www.doubleclick.com

T a—)L
(Alcohol)

alc

1077

WEhfan & LTORH, E—1Y
A DS, BT TNADLTE,
V¥ a—nike, VAU —, 7
Ko, E—ATH, 7lra—iL
ORI E, Ta—LhE
V& [fEEE & JE (Health and
Medicine) | 77 AV ITHFEINE
T, N—=BIORL R T XA
(Dining and Drinking) | 77 =V
WS ET,

www.samueladams.com

www.whisky.com

L~ b

~ b

1107

ENOEW), &, rbhilih, v
., BLXOZENLOWEGIZEET S
Hf, BREV—B R, B, BX
O ORERE, > b LED K
L—= 7 KGR, BilE. B
FUOEH DT a—, R, A
IR, oo F v Y
T4 —, RERIR, T OER,
fo—=27, BXOWE, s
Rk L 7= 8,

www.petmd.com

www.wheatenorg.uk

=4 (Arts)

art

1002

BB L ORRE, FZERB LW,
ZIESR, BE, PR L OEEE,

BEWB IO, JI2—U7
b N EE, T A
B, BB I ONT L e [T
A —7 A A2 b (Entertainment) ]
WIS ET,

www.moma.org

WWWw.nga.gov

=Xy
(Astrology)

astr

1074

EEF, Ao zxa—7 5, ¥
T, BREEICLAPE, Xy
No

www.astro.com

www.astrology.com

B 7 tex%m
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TIPEEDISSIt |

URL A3

A

a—F

A

URL 15l

F—rav
(Auctions)

auct

1088

FTAETATTA DA —
svay, A—rva Ut A—
7y a Y RNIKERE,

www.craigslist.com

www.cbay.com

EURAB IO
¥ (Business
and Industry)

busi

1019

EZAval GV AN E N N =
UAAFE, G781, A, TE,
Wh, EXa2 U7 4 bR TFp—
Ty BEHI, AT o AR, FEE
ds (T o AR | B e
BetdoR, NEERE | ImALEE, &
MiEiEwy, oadEE, g, 7
AL, G EBE, AL W,
RS, ¥, LETHA
AL EELEM, i e B (B
WMBARER, N7 v ZlEk, Ek
=tk NI v ks BT
o—h LEE T a— A, B —
EA, fiigEEYMO~ Yy F T
BEFE b L—A | ShE#E, WL
ik, B— K7 4 —F P —E =R,
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2y 7ENET,

ROBINZ, Web 7 XV BNEERY — FNA—FITH LTY T4 T v FEREZFNT 5 ik

rLET, MEFRI—T77var ol o, B5RY —ohiR ez i+ 5 & &

\Z Web 7o % T DIEFRFRRSNET, Figure8: 77 B AR —DT7 73D

1, on page 123121%, 727 AR Y — DOl EZ AT 2 & ZI1Z Web 7 m o THEAT
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Figure 3: 185R) >— 7493 0OERA

C Receive HTTPS request from client.>

v

> Yes, action is Deny.

Is the user not authenticated and is the authentication surrogate
type an [P address? If Yes, how is the HTTPS Proxy configured
for the “HTTPS Transparent Request” setting?

Yes, action is Decrypt.

lNo, user is authenticated, or surrogate is cookie.

| Ves, action is Drop.

Is the URL category of the request URL in the
Decryption group’s list of custom URL categories?

Yes, action is Decrypt.

Yes, action is Pass-Through.

iNo, continue to Monitor

No, action is Drop.

Is the server certificate valid?

No, action is Decrypt. A

iYes, or No, action is Monitor.

Yes, Drop.

Does the reputation score of the destination
server indicate to drop the connection?

lNo, continue to monitor, or Web Re

putation is not enabled.

Yes, action is Drop.

Is the URL category of the request URL in the
Decryption group’s list of predefined URL categories?

Ye
Yes, action is Pass-Through.

lNo, continue to monitor or Yes, action is Monitor.

Is this transaction to an application and is the HTTPS Proxy
configured to decrypt applications that use HTTPS?

Y

©

iNo, continue to monitor.

No

Is Web Reputation enabled?

No, action

lYes

A_is Drop.
No, action
is Monitor,

Does the destination server
have a reputation score assigned?

No, action is Decrypt. A
No, action is Pass-Through.

<

iYes

Does the reputation score of the destination server
indicate to pass through or decrypt the connection?

Action is Decrypt.

Action is Pass-Through.

v

Action is Drop.

What is the default action specified in the policy group?

1Action is Pass-Through.

v

: Drop
connection.

iAction is Decrypt.

J v
Pass through
connection.

Decrypt traffic and then evaluate \‘
Access Policy group membership. |~

7222418
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Figure 4: 85 R) o—DRYS— G IL—TF 5o a3y Jn—

( Receive request from client. )

Compare the client request against the next
(or first) Identification Profile in the policies table.

l

Is the current policy group the global policy? 16
No
v
, No Is the transaction assigned to one of the policy group’s configured
i |dentification Profile, or does the policy group use “All Identification Profiles™
Yes
N h 4
«2 s the current time in the policy group’s configured time range in the Advanced section?
Yes, or no time range defined
v
ML Is the client subnet in the policy group’s list of subnet(s) in the Advanced section?
Yes, or none defined
h 4
PALL Is the proxy port in the policy group’s list of ports in the Advanced section?
Yes, or none defined
v
Mo Is the user agent in the policy group’s list of user agents in the Advanced section?
Yes, or none defined
h
No Is the URL category of the request URL in the policy group’s

A

list of URL categories in the Advanced section?

Yes, or none defined

v

Is the user one of the authorized users listed in the policy group?

No (List of authorized users can be a list of user names, user groups, all authenticated

users, guest users, or All Users. If the policy group only uses Identification Profiles
with no authentication, then all clients are authorized.)

A

|
v ¢ ¢
< Apply the Decryption Policy group settings to the client request. )

HTTPS JOX> D4 x—T )Lk

HITPS N7 7 4 v/ & E=H— L THEFTHITIE, HITPS 7% %A X —7 VI DML
NHYEJ, HTTPS 7 F v %A X—TNICTDGEHF. T T4 T VAN, Ry hU—7F
DIFGAT N T TN r—a NCHEBABAT—N—EAELZRET L EEIHEHATS

B 7 tex%m
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ATy T

ATvT2
ATvT3
RTv74

ATy TH

ATvT6

Hres Foxs a4 2—Iutk [

J— RNEEBEARE L E T, HOBFEDO L — FEHEB L OF—%27 v 71— RT3,
=P —NAN L ERCHEAERB L O —2 AR T D EICT T IA T U AERETH L
MNTEET,

HTTPS 7 ¥ v % A X —7 NV LI=t41E., T+ X TOHTTPS R U > —RENMEFHR Y > —I2 k-
THBESNE T, o, ZON—UT, = N—GEHERBEHRGED, 77747 AL
5 HTTPS R 77 4 v 7 OB L ETE 77,

Before you begin

HTTPS 7B XL & A X —T7NMIT D&, 77 8ARY —NO HTTPS HHO/L—VR3T 4
=TI Web P FIHTTP HONL— L ZFEH LT, 5 ESN/7-HTTPS F T 7 4 v
7w LET,

Procedure

[E%=VUF ¢ ¥ —E A (Security Services) ]>[HTTPS 7’1 (HTTPS Proxy) |IZBEIL. [fXEDHZ
{b L #m%E (Enable and Edit Settings) 1 %2727 U v 7 L%,

HTTPS 7o %3 S 4 L ABKERF RINET,

HTTPS 7’ ¥ 74 B AZKEOSFEHZ G, [FET D (Accept) 1227V v 7 LET,
[HTTPS 7' % 2 F N2 % (EnableHTTPSProxy) 17 4 —/V Ri3A X—T N ThH Z L 2B L ET,

[HTTPS R— k225 7 1 & >~ (HTTPS Ports to Proxy) | 7 4 —/V RiZ, 77 FA 7> AN HTTPS b+ 7
T U EF 2T BHR—b b2 ANILET, R—bM443 BT 73/ b R— K~ T9,

Note
Secure Web Appliance (372 ¥~ & LTIRRK30 AR — M2 TXE9, 38— MIFICFTP e ¥ v HIC
TRENTEY, 27K — MIHTTP B L HTTPS V¥ & L TR TE £7,

BWEIERT DV — MNBAEHEL Y v 7' — RELITERLET,

Note

Ty 7u— RENTFEHEE X —DOT & ERINTFEHESE X —DOXT OWMENRT 7347 AT
LHEE. B4 A — MEFE (Root Certificate for Signing) | £ 7 ¥ a » TCE RSN TV HIEHE L F—
DT DHEMHLET,

[HTTPS i@ 23Kk (HTTPS Transparent Request) |27 2 a > T, U TFOF T a rOWTnzERRL
i‘j‘o

* Decrypt the HTTPS request and redirect for authentication (HTTPS ZRKZ1E 5 LT, FRRED7=DIZY XA
L7 8 T5)

* Deny the HTTPS request (HTTPS Rz 553 %)

ZOREE, BRI RS — R LTIPT RLREERT L N7 0¥ 7 va 2T, 2 —F =1 £ 72585
SNTWARWERICEAINET,

Note
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DT 4=V RIE, T IAT VARG ERE— R TR SN TV ABEAICE TR RENET,

RTw 1 [HTTPS# T 257 7V 77— =2 > (Applications that Use HTTPS) |27 v 2> C, 77V r—v a0
AL o hr—L, BEIOT AU =g v ol EHIEZE ESEDT0ICE S E A R—T T
HInE D IEIRLET,

Note

BAHN— FEHENRZ T4 T 2 MZA VA P—=LENTWARWEAIE, Bk, 77V r—vav
TZT—NRETAZERBVET, 77547 A L— MaEHEOZEMIZ OV T, ZEIEOREE L
HTTPS D5 D EE, on page 91% S L T 72X,

RATYyT8 EHAREFL, RIFLET,

What to do next
EPEREYS
« FEBEORGE X HTTPS O1E 5 O EE, on page 91

HTTPS 5 7 « v U Ol
Secure Web Appliance 238 578 U > — 7 /L—7 12 HTTPS #&5t Bk 251 0 24 T-th, #EFi sk
T, ZORY o= FN—TOEHRELMEKLES, BERY v— A —TDOERHRIET,
TTIAT VAP EE ST 20, Fry 7950, L3RR Z—F 20N RESNLE

7
T7oay SRER
URL h73Y EHFEFLBLOH AX LD URL B 7 = Yo T, HTTPS sk THEIT
MRg THT Vv arERETEET, [URL 7 4% Y 2 (URL Filtering) ]
Categories) b, BETHRI— IA—TDV 2% 7Y w7 LET,
Note

HTTPS BEROKFED URL #7 3V % Fu v (= Ra—HF—i@k/s
L) ¥20TiERL, 7uy s (v Ra—V—@abv) +5581%.
BWERY =T N—TDZDOURL AT IV ODEZEBERL, TDHKIZ,
TIRARY)— T N—TDRTCURL AT IV O7 vy 7 2@ R L E
7T

Web LEaT— (RSN —"—DWeb L E2TF—3 3> Aa7 2S5\ C, HTTPS
~3az (Wep FRICK L CHEATT 57 7 v a v ERETEET, [Web L a7 —va
Reputation) > (Web Reputation) ]4ICdH D, RET DRI — FN—TDV 7 %
70w LET,
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HTTes k57« v o osim [

TF7oay SR AR

TIHIE T IS T DREDN RGBT T4 TV ANFATTEMENH DT
var (Default | o5 %R ETCXET, [F74/40 1~ T2 a3 (Default Action) ] FIIC
Action) b5, BETLIRV— IA—TFDY 2% 7Y v s LET,

Note

RESNTT 7NV ET 7 aid, FTENHREN, URLIZT IV &
Web L E 27— a3y 2a7 0L BICHESINTWVRNWGEAIZO R,
N Yroa Ml LET, Wb b BaT—ar 70027
NF 4 —TNDESITE, 74NN T 7 aryn, URLATIY D
Monitor 77 ¥ g NZ—HTH5T_RCO ST o7 va v ic@isns
T, Web LB aT—2 g 74 VH Y TR AR—TLOYEIX, A2
T2 LD A FZ Monitor 7 7 3 a UINBIR SN TWAHIBEICDOH, T
TN T a rMERENET,

Web L a7 —3 g Aa7BNEWEEIb T 7 4 v 7 B30 %R 9 521%, [HTTPSZ & &%
TEXE  (HTTPS Proxy Settings) ] X—® [f5 472 3 > (Decryption Options) | &7 3
WD [T 7V r—a RO D185 (Decrypt for Application Detection) | 472 a > %
F 7 L TLIEE,

WO, T4 T L ANKEEDEZHRY 2 —% HTTPS FRIZHE| Y Y T%Il, £DHRK
THEITTHT 7 v a v BRETDHHEEZRLET, B ——DWeb L E 2T — =3 A
AT PEHEEND DL LEIZZTTTR, ZO/MRIL, WEZ72—0D2 2081 Tl &
F, 2ERIE. Weblb B aT—varyRaroRay X773y a 0k, E#FEHDURL B
TAVIHEESIN TWEHHWET 7 v a NNMERTHZ LICHEBE LTI IEEN,
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Figure 5: 85 R) >— 7493 DERA

C Receive HTTPS request from client.>

v

Is the user not authenticated and is the authentication surrogate
type an [P address? If Yes, how is the HTTPS Proxy configured
for the “HTTPS Transparent Request” setting?

_ Yes, action is Deny. Yes, action is Decrypt.

lNo, user is authenticated, or surrogate is cookie.

_ Yes, action is Drop. Is the URL category of the request URL in the Yes, action is Decrypt.
b Decryption group’s list of custom URL categories? Yes, action is Pass-Through.

iNo, continue to Monitor

No, action is Drop. " - ion i
4—{0 action 1 1op Is the server certificate valid? ML‘NO' aaiow s Deorypt g

iYes, or No, action is Monitor.

Yes, Drop. Does the reputation score of the destination
server indicate to drop the connection?

lNo, continue to monitor, or Web Reputation is not enabled.

Yes, action is Drop. Is the URL category of the request URL in the Yes, action is Decrypt. 4, |
Decryption group’s list of predefined URL categories? Yes, action is Pass-Through.

lNo, continue to monitor or Yes, action is Monitor.

©

Is this transaction to an application and is the HTTPS Proxy Yes NN
configured to decrypt applications that use HTTPS?

iNo, continue to monitor.

N
40{ Is Web Reputation enabled?

No, action lYes
A_is Drop. o
No, action Does the destination server No, action is Decrypt. 1\ |
is Monitor, have a reputation score assigned? No, action is Pass-Through.
iYes
Does the reputation score of the destination server Action is Decrypt. Nyl
indicate to pass through or decrypt the connection? Action is Pass-Through.

v

4—{““0" L. What is the default action specified in the policy group? }Amun i P o

iAction is Decrypt. Pass throug‘h[
v i
Drop Decrypt traffic and then evaluate \‘ connecton.
connection.

Access Policy group membership. |~

BEA T a2 DEE
Before you begin
HTTPS 7' 12 % v DA F#—7 L1k, on page 84 Tt L7 L 912, HTTPS B X U3 A X —7 /L

ThodILaMRLET,

Procedure

ATY T [BEX =2V T 4% —E A (Security Services) ]>[HTTPS” & %3 (HTTPS Proxy) ]IZB#EIL £,

7 U & Rl
88
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ATw T2 [REDOHE (Edit Setting
AT T3 HEA T a kA r—
Note

zissunmesizg [

s) 127V vy 27 LET,
Tz LET,

OFTvarERNMETHE, EOHTTPS 7 7' U r— a CORESEN M ELET, 2720, B4
FV— RGEAENZ A4 72 MIA VA b= L SN TWRWEEIE, #HEICX v ZoMo HTTPS 77V

r—=3ar CI—RNRETLZERNHY £, AT hr—/LTADC £7213 AVC Z#iEIRT 5

L TV = a VBRI DI IIVET,

BEAX T ay

lE-IUII:I

A

FEED - DIE

ZOHTTPS b7 W7 v a VORNGRIES N TV R W — Y —(ZE 5 & ]
LT, REEEIND Lo LFET,

T Ra—P—@moni-
HDEE

AsyncOS BTy R —HF —@Hz £ R TEDH LB ZEZFTLET,

Note

FREENESTH Y . B RGEAEEZ Fa v 75 X ICHESN TV DHGE
X, B X v S &N T v a7 7y a ryBNRY — FL—
ADFATRC EE] SNET,

T R a2— PRI
D= DIE &

:@Hnmhiyﬁﬁyay@maww@7m%/ SIS LTV
Z—P—|ZEHEEHF L, AsyncOSN T K 2—H —DfEGRINE 2 TR TE D
Lol LET,

TN r— g RO

AsyncOS 78 HTTPS 7 7' U r— a v i+ D ikfe 258k L 37,

7= DiE =
EREEH K U HTTPS ik
HTTPS 8t L' A Y COFBREIX., LT DX A T7OERTHEHTX £,
AFoay Bl
B RO R X 2T IV IAT U MNRIENT A =T NV THDL, FilT
(Explicit X2 T IV IAT Y MNRIENA F—T N T, a s — R IP X—AT
requests) H5
BRI ER e — RN IP RX—R T, PBREDEERA X —T7 v, F2iX
(Transparent -#mﬁ ERIPR—RAT, 7 I7A4T7 2 FHBLUUBNCHTTP ERk A28 L T
requests) FAEE N TV
JL— FEEBAE
HTTPS 7 u X%, 77 I9A T AT v 7 ua— RLUIEMEX— 77 (/L& L— REEHES

FRALT, bTo7 47 %B5LET, T7I9AT VAT v 7u— R4 5/— MNEHEY 7
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FH A,

A= PREAEORERIZ, LFOL S ICANTEET,
CERT B BANRREHRREANLTND, RF &IV I DL TTILAT A

R, Y OFEAE LR — 2 AR L £ T,

Ty ITA—KT B, T T7A4 T ADOIEBTHER SNIZZEHE T v AV & Tl —

HDWEX— 77 A NET v 7 a— RT&EET,

Note

Fo, V= FRERIC L > TEA SN PREEHEEZ T v e — T8 2 65 TEXET, Web
Ta N —N—FEAEAET S L, Ty e — RENZFEAELE & IS, RIS EEE
HERI TA T T TV r—ra Bk GENET, 20X, 2947 TV r—
a yMEHET AN — FRRERIC L o THRFEAZEREL SIVTWAIRY . 77 r—va v
I S e — " —FEAE L EE L E T, oW TL, SEEL LT =2 onTaS

LTS ZE N,

Secure Web Appliance2MERL L 72 /b— FEEEZE T 25513, UL FTOW T2 @IRTE £

ﬁ‘o

cJL— FEAEZERTAND LS ICA—H—[TBRLFET, MENO2—Y—i2, BEDH

LWARY —ZonTiEim L, ket L7or— FEHE L B TE 275 E LT
ZTAND LI RTEET,

cDSATURIVUICIL—MIBEZEMLES, XY NUV—7 EOTRTOITA4T

Procedure

ZFvT1 [EFaUF 4

vz, BETE AL — MEGER & LT — MEFZEZENTE T, £ 9 iU,
AT N T I =g VFEBICLV— FEAEAEO N T oY g v EZITA
nNoE9512720 £7,

— B R (Security Services) ]>[HTTPS”' = %< (HTTPS Proxy) ] IZBEIL 7,

ATy T2 [BREOHE (EditSettings) 1227V v 7 LET,
ATV T3 ARERIET v e — FENFEAED GEHEDO X 7 v — K (Download Certificate) |V > 7 %27 VU v

7 LET,

Note
VA VAV e d

VUTHEAET T — RN SN D REME AR D 9ITIX,.  Secure Web AppliancelZ/L— Nk

AEEZAREZILIT v 70— FLERBIEATZEELTILL, 79470 F <~V AGERAELZEM L, £+
DBIZT I TV A~NDEFEaI v FNLET,
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SEEAZEDREL & HTTPS DESDEE
Secure Web AppliancelZFERAEZKFEL T D, T UV EBRELTESLET,

BMGELAE
BN RFEAEF DS
 AHHRSUN TGN, BIED HARFEREOA RN T,

s NBOFIARTH S, BITFRAERIL. Secure Web AppliancelZRIF SN TN 5, [FHETE
DIBFERIDO Y A MZEENTWET,

CHBYEEENH D, TIOXINVELN, BEERRICESOTHEYICFEESTWET,
c BREIN—B LT3, @HLD, HTITP ~v X —CTHREINTZFA FAIC—E L E7,
s RFL T, BITHAFRDFIFAELZELC L TV EE A,

FEIEE
s UTNEALDRNAT—H A F =7 ODFWIL, on page 95
o M2 72 AR E O MLER O F E, on page 93

« AEHFRRNAT —Z ADF = v 7 DA T2 3, on page 94

|G AIAEDNIE
TFIAT AL, AR — R—FHEICH LT, UTFOT7 7y ard ]l o2 FEFTE%
bé‘O

- Y1,
e,
cE=4,

O AR TS & 7 HFEAE
uAuDﬁﬂaT% f:il/\/l/ l\muufh%&ﬂﬁﬁ&@]ﬂﬁ%i@ﬁﬁ@@m J: Dﬁ)‘jjfotqj_’—/\’—uiﬁﬂi jd‘[/
T, HTTPS 7’ % 3, @R il— "EGERICERA SIS T 7 v a v B FTLE T,
NN DOTXTOEAIL., FRRFICEBOBRIC LV 8R) 7Y — R —FEHE 2% LT HTTPS
Tt HIRLSANEKEDT 7 a Do EIEDT 7 a U ~DNBIZT 7 v a v B FELT
LET,

RSB D . (EHE T X AW EE R

Secure Web Appliance/N RN Z2FEEZ R L, B2 E 5T 2 L9 ICRESN TV DH5HE,
AsyncOS (X, BB TERVIEHELIERLET, =0 Fa—WFL, Zhaxxzid Ansdn, 1
BT H0ENH Y £5, AEHEO 41X [Untrusted Certificate Warning] T3,
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COEETERWVIEAERZEE X 2IEHEO ) X MTBMT2 L, =0 Fa—V— 38 ks
ZITANDDERT N EEINTE R0 ET,

AsyncOS 1%, T b DFEHFOWTNNEZ LR T D & =T, [Signing untrusted key] F 721
[Signing untrusted cert] &WH7F A M7 rXxv vl = F ZEKLET,

IV— FMEAES L UVF—DT7 v Ta— K

AT 71
ATvT2
ATvT3
ATvT4

ATy TH

ATy T6
ATy 71

ATvT8

ATvT9

Before you begin

HTTPS a2 ¥ v % A Fx—7 /W LET, HTTPS 7’1 ¥ v DA x—7 L1k, on page 84,

Procedure

[t =VUF 4% —E A (Security Services) ]>[HTTPS” &% (HTTPS Proxy) ]IZEEIL £,
[FREDME (Edit Settings) 1% 7 U v 27 LET,

[7 vy 7 a— RS-t E L X —%#H (Use Uploaded Certificate and Key) | Z3&IR L 97,

[RERAE (Certificate) 17 4 —/L R T[ZM (Browse) %27V v 7 L, B—0 < IR FESNTWVDEE
HEZ 7 A VICBEI L £,

Ty T u—RTLT7 7 A NVICEBOFEHEE L IIF—DEENTHLIHE, Web 7m XTI 7 7 A LAD
SEHHOGEAEE X — 2 AL T,

[F— (Key) 1 74—V RT[ZM Browse) |27 Vv 27 L, WEX— 774 VICBEILET,

Note
X —DEX1L512, 1024, £7-20122048 By N THAIMLENH Y £,

F—DHE AL SN TV D GEEIE, [F—II o b TV E T (Key is Encrypted) ] 2R L £,
[Z7ANVDT v 7 r—K (UploadFiles) 1427 Vv 7 LT, GEHEB IO —D7 7 1 /L% Secure Web
AppliancelZ#2i5 L £ ¥,

7 w7 a— R ENTREAEOEHRN [HTTPS 7' v % i E % Mt (Edit HTTPS Proxy Settings) ]~X— 2%
IRENET,

(EE) [EAEDO X 7 v — K (Download Certificate) %727 U v 7 F5&, Xy NT—2 DI FA4T
N7 TV =y a ANGEHEEBRETE T,
EHEEZEEL, IRMELET,

HTTPS O X L ADAES L UF—DAER

Before you begin
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ATvT1
ATy T2
ATv73
ATvTa
RATvTH

ATvT6
ATy 17

ATvT8

ATvT9

ATy 710

ATy7IN

[E¥%=VUTF 4% —¥E A (Security Services) ]>[HTTPSZ' 1% (HTTPS Proxy) | IZEEIL £7,
[%EDfmE (Edit Settings) 1227V v 7 LET,

[ZERR & 7-REBAE & ¥ —% ] (Use Generated Certificate and Key) ] Zi®R L £,

(B LWEERAE & — % % (Generate New Certificate and Key) | %7 U v 7 L9,

[REAHE & X —% fk (Generate CertificateandKey) %A 7 02 7R > 7 AT, /b— FMEHEICERRT HF
WEANSTLES,

[H£384 (CommonName) |7 4 —/L RiZid, 27 v a2 (/) ZFRAEED ASCIH XFaE AN TEET,

[ZE5% (Generate) | %7 Vv 7 LET,

AR SN TZFEAE OGRS [HTTPS 7' 1 % VR E itk (Edit HTTPS Proxy Settings) ]~—VICFR I
E AN

(EE) [REAEDO X 71— R (Download Certificate) |27 U v /7 325¢, Xy NI—2 LDV TAT
YR TV =y a GEHEA RS TE T,

(EE) [EAZEBEAE RO X 7 v— K (Download Certificate Signing Request) ]V > 27 %227 U v 27 3%
&L REREEAER (CSR) ##RFER (CA) ITHEETEET,

(fEE) CAMNDLEBEAN EFEELZ(E L%, €% Secure Web AppliancelZl7 v 7 r— L E7, Z
DYEIX, 77 I7AT o AT FEL AR LIZRITNOTHETTEET,

ERAZEGE L THELET (25 (Submit) | & [EF A ME (Commit Changes) ]) .

BEANFFAE D NEDRTE

Before you begin

HTTPS 7' 2 % > DA F—7 L1l on page 84 Tt L7 X 912, HTTPS B v 31 x—7 )L
ThHHZ LEMER LET,

Procedure

ATvT1
ATFw T2
ATv7T3

[E%= VU7 4H%—E R (Security Services) ]>[HTTPS” 1% (HTTPS Proxy) JIZBEIL £,

X E DM (Edit Settings) 127V v 7 LET,

AEAETZ—DX A4 728, TakroE (FAy 7, B8, £24—) ZERLET,

MRETIS—0R14T |G

HIRRGIH BED B2, FEAEOA RN DY 7,
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BHLETA,

Note

IR 7255 — R CRBE SN TV A HEIZOHR, Web 7' B F IR A M,
OBEEFITTEXET, BBT— FTREBASN TV AEAIL, s — 11—
DERA RERDIPLRN (B> TWADIZIP T RLADKZTYT) 72, &
A ML E Y —N—3FHEDFR A M L TEE R A,

wdi T & 72— RRERE [/b— PRSRER £ ERERER SR S L EH A

/AT T
M2 70 B4 REA BAGEHFICHER H V£,
HELh7e U — 7 REE U—7FEHFEIC, HE, Ta—F, FREAR—BR CoMERBELE L,

ZOMDTT — 2 AT MDIEE A EDTT— XA TNX, T T4 7 AN HTTPS #—/3— & D SSL
N Ry A 7 EFET TERNZ ERFRTT, P — N —GEEOFEM 2=
7= T VAT HIERIC OV T,
http://www.openssl.org/docs/apps/verify.html 22 L C< 72X\,

ATy T8 BEHEFGLUTHELET ((XEF (Submit) | & [EHZfE (Commit Changes) ]) .

SBRELAPRT—RADFIVvIDA T ay

FATRAERDFEAF L R ST E D MERET D729, Secure Web Appliance TId, K
DHETHATRIR T = v 7 TEET,

SEBAELZN ) X b (ComodoSEBHZEMNH) ., Secure Web Applianceld Comodo M FIEAF 2 K%h
VA N&ETF v 7 LET, Comodold, ZDV R REMEDKRY > —IZh~> THEH L THE
FFLET, BBRICEH SN HRFZ L > TiX. Secure Web Appliance?’ F = v 7 L 72 R i
Tl FEAERY A R ELS 2o TWD AR H D £77,

oS54 EAERT—42 X A 3L (OCSP) , Secure Web Appliance’s, 817785
JRICRNAT =2 A VT NEA LTTF v 7 LET, BITiAEA2 OCSP A AR — bk L
TWAEAIE, VITAEA L AT —HAF v 7 HOURL BPIEAEICEENTHET,
Z OSBRI, FHA VA =L TIET 7 4V b TA X—=T M0 WEHTIET 7 4L b
TTF 4 B—T N0 £9,

\)

Note  Secure Web Applianceld, O X TORTHHNTHD Z & &2FE L, OCSPURL ZHA TS
AEFI#ED OCSP 7 = ) —Dh a2 FTLET,
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FEIEE
s UTNEA LDRMNAT —H A F = v 7 ODFZML, on page 95

o W72 AEBA E D MLER O E, on page 93

JTFIWNEALDEBAT—EIRAF v IDEDEL

Before you begin

HTTPS 7R XA X—T7 NV ThbH I L MR LE T, HTTPS 72X DA x—7 /1, on
page 84ZZM L T ZE WY,

Procedure

ATY 1 [BEXx=2VUF 4 —E R (Security Services) ]>[HTTPS 7' 123 (HTTPS Proxy) | (ZBEL £,

ATy T2 [REOHE (EditSettings) 1227 U v 27 LET,

AT9 T3 A T4 ViFHEAT—X X 7 u b2 (OCSP) A9 5 (Enable Online Certificate Status Protocol
(OCSP)) ] ZERL £,

AT w74 [OCSPHERMHE (Result Handling) | D& 7 0 87 ¢ 2% E L7,
T AATIE, OCSP#ERMELDA 7> a %, HHRAEHEDUBOA T a L ERLT 7 ¥ a VITRE
TOHLZEEHRELET, L& E [E=F—T 2HIRUINGEIFE (Expired Certificate to Monitor) | Z 7% iE
TLHEE, E=F—F 2 RMEHELRE L LT,

ATy T5  (EE) [£# (Advanced) &%k 7 v a R L., UTORTHEZRTELET,

TJ4—IL K% 5 BA

OSCP AZNIGEF v v | 4072 OCSP A Z FHigad 9~ 2 AN A3 DR, BALIZRD (s) . 43 (m) | FF
Ya FAATY R B M) . EEER @) . F A ORI T, R 1 B~ 7 1
(OCSP Valid Response | T9,

Cache Timeout)

OSCP HEMISEF v v | M2 72 OCSP IS % FHiERB Y 2 AN D e, LR (s) o 4y (m) | Bf

Ya BA LT Tk M (h) . £72FH @) ., T740 ORI T, A7HHITZ1H~70H
(OCSP Invalid <7,

Response Cache

Timeout)

OSCP % v hU—2 = |ISEMN2 o> 121212, OCSP AN HHE 2 FEE R 2 5 B 2 ER, BT
T—FrvvraZALFH () . 2 (m) . B (h) . F2EH (@) . ARV7REPHIX 1| B~ 24 FFfH
7 7k (OCSPNetwork | T,

Error Cache Timeout)

7222418



BETEHIAR D

B =sczz.—ruams

7R |

J4—ILF4&

Bl

HFEEINDIZIu v A
% = — (Allowed Clock
Skew)

Secure Web Appliance & OCSP Ji 20 D ] TRFA S 4L 5 i ERFM D 22D Fe K, H
L3 () £330 (m) o AZREIRIE 1 #~ 60 53 TY,

OSCP )2 i KIRF
] (Maximum Time to
Wait for OCSP

Response)

OCSP I DN & DA & Rt 3 2 W O e KA, B 7&H1E 1 B~ 10 4T
T, OCSP LV ARV Z A TERWIEEIZ, HTTPS EXR~D=xT > F 22— —
T ADBIEE ST A2, BVEEAEREELET,

OSCP F =y 7ITT v
TAR)—=bLTrFky
%z (Use upstream
proxy for OCSP
checking)

Ty TARN)—=A X DI N—T4%,

TS AN —AT R
F MBS DY —
73— (Servers exempt
from upstream proxy)

AT A —_R—D P 7 RLAETIZARR MM, ZZHOFFICTHI LT
i‘d‘o

ATYvT6 BEEZXELTHRELET (FE

E¥ETZ=5I/L— MEBAE

(Submit) ] & [EH Zf#EE (Commit Changes) ]) .

Secure Web AppliancelZlE, G TE 50— FEAEO U X R2MTB L, ZADHEFRF SV E T,
B TCX B EZEF O Web 1 FTid, HHIIVEH Y FHA,

EHETELFEFDO Y X MIGEHFELBIML, HEERICGEREZHIBRT 5 &, B TE HiEM
EDOY A NEEHTEET, Secure Web Appliance Tlk, 77 A~ VU U A k5B ETHIBR
SNFEALDN, 2—F—NERFEOFELENETEET, ZAT, BEHTEZD U R MNLEE
PHESHERERICHIFR S E T,

FIBAZEMEN

Before you begin

HTTPS 70X VN A F—T7 NV ThDHZ L 2R LET, HTTPS 72X v DA £ —7 /1L, on
page 84Z ML T 7Z2E WY,

Procedure

AT [BEXx=2V T 49— R
ATv T2 [[EEHTE DN — MEHEOEH (Manage Trusted Root Certificates) | %227 U v 27 LE7,
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AT T3[R —b (Import) 1227V w7 LET,
ATy 74 [ (Browse) 127V v 7 LCGEHEY 7 A VICBEIL 7,
ATy Ts BHEEFELTCHELET ([&F (Submit) ] & [EH ZHE (Commit Changes) ]) .

[7 A% DMEHEFE A /L— FFEBZE  (Custom Trusted Root Certificates) ] U A N T, 7 v 7 ra— FL7-AEAE S
% ]\-/ \i @—O

EETED YR o DEEBAEDHIBR

Procedure

ATy [BEX=2UT ¢ —E R (Security Services) ]>[HTTPS 7' &2 %< (HTTPS Proxy) ] #®IRL 7,
ATv 72 [[EHEHTE D0 — FEHEOE L (Manage Trusted Root Certificates) 1 %27 U v 27 LEd,

ATY T3 VRO LHEIBRT AIEAEICHIGT 5 % 4 —3—F A K (Override Trust) | F = v 7 7R v 7 A% RN
LET,

ATy T4 EFEEZEEFLCHEELET (XE (Submit) | & [EEAZME (Commit Changes) ]) .

HTTPS FS 74w I DIL—T 45

7 TA4T ROy LR AF ST D IHHICIEDSWTHTTPS h 7 o7 g &0 —T «
v 7% AsyncOS OEERIZIRER TH Y . & HTTPS & B7R HTTPS T2V £,

AITay Bl

i HTTPS | 1% HTTPS OB AL, AsyncOS N7 T A 7 D~y X —fFERIZT 7 & A
TEFERA, LENR-ST, =T 4 IR —FE80 77 7 A4 VR
I IGAT b~y X —NOERITEKT L T DA, AsyncOSIEL—T 1 >
JRY —EEATEEREA,

7~ HTTPS BH7R HTTPS O34, AsyncOS (X, 7 74 T > k ~v X —HNOLLFOFRIZ
TR ATEET,

« URL
<SSR — RES

LMo T, BZRHTTPS T ¥ 27 3 Clik, URL £7213AR— F&EEIC
EANTIL—FT 4 v RV —2RETEET,
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c RY T —I25 D Web BROEH : RA K 7T 77 4 A (100 X—)
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c VE— ba—H— (1323—2)
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AU T —IX, Secure Web Appliance?)’ Web K &35l 3 L OHl#ET 5 FBETT, 7 74T b
S Web B3R & — "—|ZET 5 &, Web 71 ¥ NIZOEREZE LML, ZRDYS
LTWORY = N—TZHELET, TOK, NI —TERSNTNDLT 7 va U inE
KiZHEH SV ET,
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AsyncOS L, 77T A T 2 A OARBEIRNERIEE ZRET D722, T OURAFEIR 2 59
HENZARY —ZHASNWT R T o7 va VEFGLET, 72& 21X, ROEOURLE 7 1y
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Figure 6: HTTP/HTTPS ~ 5 %49 3> 70—

tr72iz s nt- wrremries EkonE
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Authorization/Guest

Custom URL Category

Decryption
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L, on page 14

« Figure 2: #5711 7 7 A )L L FBEE7 & A : Cookie X— A DY 114 — |k, on page 15
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«——— bBuluueog foljod Joad ——>

Allow Web Access
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RO —BXY12K %5 Web ZRDEE : I E

FIE

RY—I2LDWebhEREEDEZRY 1)
Ak

BEEES L UFIE~DY Y

AL LA RE L TC—EDNEFIE &
T5

FEF L L A

(T TAR)—AFaXL L) 7
nXy S —TEERT S

Ty T ARN)—ATaxoOTaxy
7 N— T DVERK

(F7Fay) HRABRANISATURNT
P — g EERT S

7747 N7 7Y r—3 2, onpage
124

(AFFvayv) WAZALURLAT I %
1ERK T 5

B A% INURL 17 = U OAFERE KO
£E, on page 41

w7 e 7 7 A VBT D

=P —BIRI T T~ V7 h
v =7 D53¥H, on page 3
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Figure 7: 7 9 £ R R o—DRY >— FIL—T +S oo 3> Jn—

( Receive request from client. )

Compare the client request against the next
(or first) Identification Profile in the policies table.

l

Is the current policy group the global policy? }Ye;s
No
v
_ No Is the transaction assigned to one of the policy group’s configured
F [dentification Profile, or does the policy group use “All ldentification Profiles”?
Yes

v

4M Is the current time in the policy group’s configured time range in the Advanced section? ‘

Yes, or no time range defined
v

<ﬁ{ Is the client subnet in the policy group’s list of subnet(s) in the Advanced section? ‘

Yes, or none defined
X

A

<M Is the proxy port in the policy group’s list of ports in the Advanced section? ‘

Yes, or none defined

v

4% Is the user agent in the policy group’s list of user agents in the Advanced section? ‘

Yes, or none defined

A
No Is the URL category of the request URL in the policy group’s
list of URL categories in the Advanced section?

A

Yes, or none defined
v

Is the user one of the authorized users listed in the policy group?

No (List of authorized users can be a list of user names, user groups, all authenticated

users, guest users, or All Users. If the policy group only uses Identification Profiles
with no authentication, then all clients are authorized.)

Y
v ® ¢
( Apply the Decryption Policy group settings to the client request. >

A

R —DER
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Receive request from client. )

‘ Is the request on a blocked HTTP CONNECT port?

=

iNo, continue to monitor.

‘ Is the request coming from a blocked custom user agent?

iNo, continue to monitor.

‘ Is the request coming from a blocked suspect user agent?

[I]

iNo, continue to monitor.

‘ Is the request using a blocked protocol?

;

Yes, action iNo, continue to monitor. Yes, action
is Allow. is Block.
Yes, action Is the URL category of the request URL in the Access Yes, action
is Redirect. Policy group’s list of custom URL categories? is Warn. 1\
Yes, action is Monitor. iNO, continue to monitor. ffei‘.vadlun
Is Warn. -
Is the URL category of the request URL in the Access Yes, action > Did the uhser
Policy group’s list of predefined URL categories? is Block. accept the
- warning?
Yes, action is Monitor. No Action
- y - isWarn. 1\ )
What is the configured action for uncategorized URLs? Action
is Block. Yes No
iA(tion is Monitor.
Is Safe Search enabled and configured to block unsupported engines, |Yes 5
and is the transaction an unsafe request to an unsupported engine? .
lNo, continue to monitor. {esélziﬂ?n Did:the user
w a(cept_ the
‘ Is Site Content Rating enabled? is Warn. warning?
Yes| No

lNo, continue to monitor.

i—r

Does the reputation score of the destination server
indicate to block or scan the connection?

Yes, action
is Block.

i‘{es. action is Scan.

Does the malware scanning verdict based on the URL
request indicate to block the connection request?

e

«

iNo, continue to monitor.

‘ Is the request to an application configured to be blocked?

iNo, continue to monitor.

Fetch the response from the server or cache.

l

‘ Is the request on a blocked HTTP CONNECT port?

iNo, continue to monitor.

‘ Is the response size larger than the maximum allowed?

iNo, continue to monitor.

Did the response match an application
that is configured to be blocked?

}—b
o,
o,

%44

lNo, continue to monitor.

Yes

Does the reputation score of the destination
server indicate to allow the connection?

iNo, continue to monitor.

Does the malware scanning verdict based on the
response indicate to block the response?

s
Yes
Yes
Yes

s
Yes

L

).

v — - No
Redirection the transaction. v
—»fDlspIay the content to the end user.)

v
Block the transaction.
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VIR LT UV VD AT EERTE WG EICEN DL ET,

R)O—TDISAT7o 0T T)Vr— a3 0DER
DSAT7 T TVr—=23 2 I2&BR)O—AVNRN—2 Yy TOESR
Procedure
ATYT1 [WebF=aVUT 4 ~F—T % (Web Security Manager) ] A == —0HRY — XA T 28R FT,

ATYT2 RV —=T—=TNVHNORY) =% 7 ) v 7 LET,

ATY T3 [FEMEEE (Advanced) (&7 v a v ERB LT, [ 747 77V —3 3 (Client Applications) ]
T4—VRHRNOY T %7 ) v LET,
RTYTE 24T T TV r—varz l DUEERLET,

TFoay Ak

EFRFEHY TAT |[7T7 7Y (Browser) | & [Z DM (Other) 1 &7 v arZREELT, BRI IAT
YTV = |V NT U= arDF v IRy I RAeA A LET,

va VEIRINT S Tip
AREZR G AL [T X T /3— 3 (Any Version) | A7 v a U IETERIRLET,
THIZE-T, BEOAF T a v Z@RT LK b7y —~ o ARMELET,

HABZLNT TATN[HAZLT TA T 877U r—3 2 (Custom Client Applications) | 7 4 —/L RiZ
YTV = EERERRBEAEANLET, HBEIS U T, FHTICBMOIEREHR A A LE
VarEERTDL|T.

Tip
ERERBROBZSIT DT, (24T 877V r—v a0 — 245 (Example
Client Applications Patterns) ] %27 U v 7 L £,

ATFYTE (BB BRLEIZIAT U T 7V r—2a RO T_XTOIIA4 T 8 TV r—a iRy
V= ANy TEESHEDIZIE, (BRI TA T N T 7Y r—va L PUAOTRTIC—EK
(Match All Except The Selected Client Applications Definitions) | 47"V a > R"Z %7V v 7 LET,
ATY 76 [587 (Done) 1227V v LET,

B 7 tex%m
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D347

DIAT b TITUr—2 30t BRI O—HIEHREDES

FTTU—a vtk BRY O—HIEREDESR

Procedure

ATy T
ATvT2
ATvT3

ATy T4

ATy TH

ATvT6

[Webt ¥ =2 U7 4 ~F%— % (Web Security Manager) | A == —2026R U — XA T8I ET,

RY V= T =T IVTHRERRY) —HERmELET,

FRUCATO [Fa havk s 47 877U —3 3 (Protocols and Client Applications) ] %d&/L U >
2&7 Vv 7 LET,

[ harBiWRIIA4T L TV r—a VEREDOHRSE (Edit Protocols and Client Applications Settings) ]
RAD Ry FET UARNS, [HAX LRELZEF (Define Custom Settings) | 28R L £3 (F
ERE L TORWEGEE)

ERT DI TAT Y N T TV = a Ak T D [(DAZ LT F7A4T 2 N7 7V r—32 3 (Custom
Client Applications) |7 4 —/L RIZIEBEREA AT LET, LEIZS LT, FEITISEMOIEFRERZ AT
L/iﬁ‘o

Tip

EREBHOFZZRTHITIEL, (2747 8 T 7V r— g 0/3%—f] (Example Client Application
Patterns) | %7 YV 27 LET,

EHzEEL, RIFLET,

RN DIZATU T T r—2 3 VOB

Procedure
Command or Action Purpose
ATy TN RN REDHH T 7 7 7 A VEAERT 5, 2—P—BLWITA T~ VT b =T O,
on page 3
RATYVT2|IBNT DI 74T v T TV r—var s LCEI AV v —TCOI 747 N T 7Y r—va O,

TaTrANDRA L N— T ERET D, on page 124

ATvT3

FFLOFRI T v 7 7 A VPSS OO T T ORI T | AR Y > — DA, on page 104
a7y ANVE, BRENRKLELRRY —DT —T NIl
BLES D,

FRIEEES LUV +—4

A—PRT 7B ATE LR, 22— ORKERFMEIZ7T—2 & ( THEE2 +—2 1)
ZHIRS D720, 778 ARY —BIWMESR Y —(he#EME, BH7 +—%, KU 22—
L7 F—ZE2EATEET,

« RV T —BLOMEMHFFT 2 b r—/LORHEIP, on page 126
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7R |
B« —ssvmsTas Fo—LoBMEE

« FEB KON U =2 — A 7 4 —#, on page 127

R)O—BIFERZEFIOY fO—)LOEEEEHE
R L > T, R S — B I EAZFAT Y b — A 2T A MM R L E T,

\)

Note [ERAFHPAZMEM L C. 2 — VRIS LERMHS L2 ERT D 2 LITTE EH A, BIEMFIEH
M7m 77 AV TERSNET D, FERFEMIT YA —FShEtEA,

o RF[E#EHH D AERL, on page 126

By ] 85 B 0D 4 A

Procedure

ATYF1 [Webt¥=VT 4~F—+% (Web Security Manager) ]> [BEH#iPHIS L OV +— % DEFE (Define Time
Ranges and Quotas) | Z &R L £,

ATw 72 [REE#PHOENM (Add Time Range) | #7 V v/ LEJ,
ATv 73 K o4R 2 A LET,
ATV T4 [ AL V—>2 (TimeZone) | DA T a v EFIRLET,

N TTIGATUADEA LY — U REEMHH (Use Time Zone Setting from Appliance) ]- Secure Web
Appliance &Rl U X A LY — 2 %M L E 7,

o [Z OWEREIFEFH D 2 A L) — > % F57E  (Specify Time Zone for this Time Range) ]-[GMTA 7t v k (GMT
Offset) 1 & LT, FIZZF0EOHIE, EH, BLUREDHA LY — LT, BARp25 408 —
EEHZRLET,

AT9 75 1O ED A (DayofWeek) | T =v /Ry 7 A4 N LET,
ATv 76 [KZl (TimeofDay) | DA v a v EREIRLET,
«[#&B (All Day) ]-24 Bt c& £,
« [BA4A (From) | & [#&T (To) |- FrEORFMFHZ EHR L 9, HE:MM (24 FEER) CRALAIEZ
ERTRANZATILET,

Tip

HIFRAE P L, BRI E R TR OBERZTERZ LET, =& 2iE, 8:00~17:00 2 A 19 554, 8:00:00
~ 16:59:59 {C—F L 928 17:00: 00 1Z1T—F L £ A, R, BHAEEEZIAS 00:00, #& T HERZ123 24:00 &
LCTHRETHIVLERS D F7,

ATy TT EREEREL, RIFLET,

B 7 tex%m I



| 72 tx%im
BEsLUR a—Lo4—5 [}

RS S VR 2 —L V+—45

I —BEHHATHE. G2 T— 2B EEMEAHE NS E T, e Da—WFTA 12—
Ty b U= (FHEFA L F—Fv N UY—RATTR) IZT7EATEET, AsyncOS
IZ. HTTP., HTTPS., FIP b7 7 4 v Z I CEESN= 7 +— X WAL £,

YRR EIIRY 2—L5 7 4 —HITET D L AsyncOS (TIRANZE L 2 FR L, KIZ
Ty R=UERRLET,

KB L ORY 2a—b 7+ —ZDERIZHONT, UTFORIZEELTIEIN,

« AsyncOS 2NE T — R TR &, HTTPS 7o X335 4 v —7 /L DEE, R— b 443
TIRY vy Ry, BRI Fey S ET, ZHITEEOBEIETT, AsyncOS 23R
EF—FCEBENTWAEEIE. T7BA R =l +—ZERETEET,

HTTPS 7’0 % VA 2 —T VDA, BRICH UL TCEITAIRERT 7 v a U id, 7R&A R
N—, B, Fay 7 FRFE=F 20 ET, RIS, EER) —07 3 —X %
RAZN— BT AVICOLEHINET,

WRAZN—DFET, F RV T T 4w DY 3 —RERETHA T arbdhHo £
T, TIBAR) —THRELIZI A —HIFEZ T 74 v 7\ CHEAEIND 20, H5T
WTZoF 7y a NIERTE EE AL

*URL 7 4 V2V U TNT 4 B—=T NVOFBERLF—NEH TERWVIGE, AsyncOS (X URL
OHT Y EHTET, [T 27 8A KR 2 — (Access Policy) ]>[URL 7 4 V% U v
(URLFiltering) ]-S— 38R0 £3, L7z o T, 7+ —FZ&ET DL, e
X—NFEL, T BT EZTIN 2—R2 R =0, X —T TR o> TWALENRSH Y £
R

» Facebook X° Gmail 72 &, %< O Web ¥ N TIZBEET v 77— FBHEEIZEZ Y 77,
FHALTWARANWT IS U4 RURLHZ T TIDL S 7 Web A FEBWEZEFICLT
B E, a—FORMBLIORY 2—L4 7 +— 2 BHEEINEITET,

s X VEFRINTLE, NANRT v AT REIKRO LT £,

«[£%) (Enabled) 1-BEfIEARY 2—2D 7 3 —2 7Vt y FE&NEHA, 7 +—FId,
FE SRR IO T 24 FEEIDINICHEIIZ 18U &> R ELET,

[fE%h) (Disabled) J-FFIEARY 2—2D 7 4+ —40BV vy hENEd, 7 +—XIIH
BZ 24 BFREILINIC Y By R Enb 720, Uty b ORERE D OIXBIEREL 2 5
UM OHRTT, REDEFE LI T axT 702D r 7 vy aNRERNTTaxy
MHEET L5810 £7,

3

» decrypt-for-EUN 47" a 3 A X —T7 VD5 TH, HTTPS (% L TEUNR— (&
LT my D)) ERRTEEE A,

\}

Note 530D/ 4 — X ZHFEO2—WIHH L7580, FICRLHIRAE LW r—2 BN s
\i‘a_o

e RV 22— 7 4 —H D7, on page 128
o R[] 7 o — Z OFFE, on page 128
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7R |
B x-2—rsr—s0ms

WL AU 22— 50 BROHEIED 7 + — % DJEF, on page 128

R)a—LO+A—2DFHE

RV a2—L 73 —XOFHEFIETIRO LB TT,

*HTTP B X OMES EN/ZHTTPS N7 7 4 v 7 : HTTP BR L IREDARILN 7 +—4 D LR
WL T haENET, BRNy X —LIbBE~y X —F ERIZH LT PEanE
REUR

c "NV T T 4 w7 (FURMAELHTTPS Z5T) @ AsyncOSIE, R /ML RT 7 1>
DuIITAT v B =N (BEOFOWHIZ) BENTH7Z5 T, hrrrib b T
T4 I DT —=HERERN, 7 x—2DOLBIZH LTI FERET,

«FTP: HlHBEHG N7 7 4 v 713 FEaNEHA, Ty 7r—FRBLURX U r— R
N7 7 ANDY A RL, 74 —FDOLERIZHLTHT Y FERET,

Note /547 MAID KT T 47 DHNT F—FD RIS LTHY Y FERET, IEERF v v
VadbhEEENTEHBETHL I IAT U MIUD N T 7 4 o I DEREINDT-D, Ty v a &
Nizavs ooy BERICH LT FENET,

Ffdl 7 + — 2 DFE

FfHE] 27 4 — 2 OFIEIFIETRO LB Y TT,

«HTTP B X OMEH SN/ HTTPS b7 7 ¢ v 7 : [l U URL 7 I U ~O& ke (T
DOUIETE T) 21 EMA TR, B +—2 O ERICH LTy hEhET,
1 Z7LINIZIE © URL 1 7 3 Dk L CTHEBOER DM TOIL I GE. £ bid 1| DoOmif
tolarLTHY Y RER, By a ik (OF0, 2R EH 15D TTEER)
DI%) \ZOIH 1 DB IEET,

s bRV R T T 4w (B RMEHTTPS 25 Te) @ b VORBEOMR (ML D
WiET) B, Z74—XOERIZHLTCH Y hERET, EhoERICKHT 25 ERLoqt
BiX, b b b7 74 v ZicbmEHInET,

« FTP : FTP [z v > 2 » OEEOMM (FENLODYIRET) 2B, 7+ —2 O ERIZx L
Thov hanET, BHEOERIZHT 2 ERROFFIL, FIP N7 7 4 v 72 b Sh
3

B, R a1—LA, BLIUOFEEDY +—2DEE

Before you begin

s [EF¥=VUT 4P —E R (Security Services) ]>[fEHFFR =2 b @ —/L (Acceptable Use
Controls) JIZBBIL, T2 hr— L&A X —7 I LET,

cBHOHIRE LTZ +—F &M LAaWGEaIE, RFHEEHLZEZLET,

B 7 tex%m I
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B, R a—L, BLUHFEREROI +—2DES

Procedure

ATYFT1 [Webt¥=VT 4~F—+% (Web Security Manager) |> [BE#iPHIS L OV +— % DEFE (Define Time
Ranges and Quotas) ] I8N L £,

RFYT2 [V +—ZOBEM (AddQuota) 157 U v 7 LET,

ATY T3 [/ +—4%% (QuotaName) ]IZ—BFDV +—Z L& AT LET,

ATvT4 KR a— 207 r—2%mA Yty bT2HI20E, (BRZOZ +—%% Uty N 2FEZ (Resetthis
quota dailyat) . BL O [BHERIEFRY 2 — 2DV 3 —F % Uty b3 5E4 (Reset Time and Volume
quota daily at) ] AL, 7 ¢ —/L NIC 2 KRB TRZZ AN L, A==2—05 [AM] £721% [PM] &
BIRLET, 203, [FHHTESNCFHESHE T2 7 7 A V&SR L E T (Select a predefined time range
profile) ] Z IR L £,

Note
Vey N —2F 7 a 2EHLTH, RELCHEEEZ +— 21Xy FEhEHA,

ATy 5 W7 4+ —F Z#%ET HI121E, [FEE 2 + — & Time Quota] 7 = /ﬁf‘/ﬁx%ﬂ“/libf\ [F¢f] (hrs) ]
A= a—nbEEEE, & mmy]x:;~# IEERINL, 04y (Flc7mav ) b 23K 59 4y
F CORMEAZRE L 7,
ATYT6 R a—h 753 —FERETHIUE, 74—V FIHEFEATI L, A=a2—15 [KB] (Fr/31 k) |
[MB] (AHXA K) . F£/IF[GB] (XA A b)) IR L £,
ATy T RS 4 — 2 #BET DI, 74—V RICHIEEZ AT L, A==2—75[Kbps] (Fu o ) | %
7213 [Mbps] (A H3A RED) Z@IRL E9,
c2ZL, FMET 7B ARY =@ EARY 2—I2, URL HHIE 7 4+ — 2 & 2K/ Web 77 7 4 &
TA T A —EOMGERETHZ LI TEETA,

o R FHBNE I PR & 7213 AVC HHRERI RN HHZ 2> TV DA, 20054, 4
I A —HITHRETEEH A,
Xy aZINarT UYL HIEE S — X TEEINET,

I F—H T T A NOFEFIT. CDSKY L —l~w v BV IR TOAEEORRE IR Y 22—
LT A—FDT T 7 A HFIE Y +—F % BN L7220 TL EE0,

cMEEARY =T Web 7 77 4 ©F 4 REOHME 7 +—F ZE/H L TURL Zd# 9 5121%, URL &
IRAZNV—ITRIET DERH Y £7,

o ROFHD URL DA, sEMRHER# 2 0 L CRra v b3 2100F, IROBRENLETT,

T EARY —  HERY —NORGED URL IX, 77 EAKRY > —8 L OLKR7: Web
T 7T 4 BT 4 RS 4+ — 2 TENEN[E S/ (Decrypt/Monitor) 35 X O[B4 (Monitor) ]
R ESNTWET,

EBERY— HEERY —DORGIEDURLIL, NAANL—BI ORI Web T 7T 4 BT 4
DOHEIENE 7 + —ZIZHESNTWET,

&

=l

i

Note

I 7222418



7R |
B wrrsauicsa7ow6m

AsyncOS U U —Z 150127 v 77 L— R HHNTHIIE 7 + —Z B ESNTZT X TOI +—F a7y
ANEHIBRLET,

RATY 78 [EF (Submit) 127V w7 L, WIC[EHEZME (CommitChanges) %7V v 7 LTERZ#EHALET,
FE, [Fr oL (Cancel) 127 Uy 7 LTEREHIELET,

What to do next

(A7vay) [Bx=2VYT 1 —E A (Security Services) ]>[T > R=—Hi#%l (End-User
Notification) JIZBEI L, 7+ —XHOTY R —W@mERE L ET,

URLAT3YVICKDT Ut XH{H

KIET 2 WebHh A ROH T TVIZFESNT, WebZERZFANLTT 7 v a v EFETTEET,
Secure Web AppliancelZ 1%, 2D EFEH A URL H7 TV (Web R—ADE T A —/L72 ) N
ARSI TWET,

ERFHADOHT TV BLOENGIZEERT 50T 5 Web ¥4 ME, Secure Web Appliance
ICHEH SN TWE T A NE ) T TF— A R=ATERINET, ZNHDTFT—H_X—A%,
Cisco IZ X > THEMICEH OIRBICHERF SN E T, FEELTZARA M EIP T FLAIZK LT
AL LURL AT A ZFT 52 L b TEET,

URL A7 VL, HRZHNT HRY) O—Z RS T _XTORY o—TEHTEET, £/, &=
KicTrrvarvmkEHTLIRY — (T 78 A, BES{L HTTPS ., ¥—% X2V 5 1)
THEHTEET,

A AS IURL AT AU OAEFIZ DWW TIL, 7 A% 5 URL 717 Y OERE L OWREE, on page
41 B L TLIE S0,

URL 73112k % Web ZERD A

Before you begin

ATy b= a2 LET (URL 7 4 VX Y 7 =P OF%IE , on page 20
B

o (EB) WAXLURLAT IV EIERLET (I AZ LAURL AT 2 Y OIERE X OWRE,
on page 41 &= &)

Procedure

ATy T [WebtFx =T r~F—% (WebSecurityManager) | A == —Mn5HR Y ¥— XA 7 (SaaSLISh) %R
LET,

ATYT2 RV —FT—=TNVNHNORY) v—4%%27 ) v 7 LET (FFH LAY —2BMLET) ,

B 7 tex%m
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URLH T I=k B Web BR~DT v a> [

ATw T3 [FEMERE (Advanced) [EZ v a v ZEM LT, [URLAZ7 =Y (URL Categories) |7 4 —/V KANDY 7
Vv LET,

AT Y T4 Web ZROHANAE T2 URL B 7 T VICxHiT 2 B (Add) 150V EZ Uy 7 LET, ZOHRME
., WAXLAURL AT 3V LERFEHURL T TV DOV A MIXFLTETLET,

ATv TS5 [587T (Done) 127V w7 LET,

RATvTe EREEZEEL, RELET,

URLATITY)ICKkD WebEBEXRADT7H 3>

Before you begin
ATy ba—LEZFEMLET (URL 7 4 VX U T =P OF%GE , on page 20
%%/ﬁ’g\) o

o (EE) WAXLURLAT AV ZERLET (AKX LAURLAT 2 U OFERKE L OFRE,
on page 41 &)

\}

Note KU —WNTEAELLTURLAT IV ZEHLTCWAEA, LAY v —RNIZT 7 vavs
FRETLHBICE. Th DN T IV RETEEHNTEEY, TOD, T4 7 v a ro—ff
MBI TNV | FHTE RN ERHY £7,

Procedure

ATYT1 [WebtX=VUT 4 ~F—T% (Web Security Manager) | A ==—715 [T 7 & A KU > — (Access
Policies) ], [Cisco 7 —% &%= U7 ¢ 7R U 2 — (Cisco Data Security Policies) ]. F721% [Hf={t HTTPS
B (Encrypted HTTPS Management) ] DWT A2 18R L £ 7,
ATvT2 RV o= T =TV TRERRY O —HERRLET,
ATwF3 FEUITO[URLY 4 /4 Y > (URLFiltering) 1¥0vN Vo2& ) v LET,
ATy T4 (EE) HAXLURL AT Y ZBEIMLET,
a) [HAXLHT Y DOER (Select Custom Categories) | %7 U v 7 LET,
b) ZORI—IZEDDLHAZLURL A7 TV 2RI T, [@EH (Apply) 1227V v 7 LET,
URL 7 ANZ Y T 2P TCIITAT  FEREBETON AL L URL AT AV 2R ET,
URL 7 4 NWZ V7 23, 7747 FEREZENTVWDOH AL L URL BT F Y Z i L
F7T. BASNIEAIAZ L URL AT TV IFERENES, URL 7AYo 7 2D Ud, ERE
HDURL A7 TV LV HHNT, FENTWDHUIAZLURL AT Y &7 T 47 FERDO URL % b
BLET,
RY T —IZHEENTWDLHIALZLURLA T T VL, [WAZLURLAT IV DT 4051 27 (Custom
URL Category Filtering) | &7 o a ZFEKR é;}’bi‘é‘

| 7222418



7R |
. JE—b2—Y—

ATFYTE HAZLABIRERBEHLDOSKS URL BT IVDOT 7 a rwEIRLET,
Note
FERRIRER T 7 v aid, DAZ LTIV LEREHFAT Y L TRERY, RV —F A 72X oT
LR F9,

ATYT6 [HEENTARVWURL (Uncategorized URLs) &2 2 a v T, EFHRFEHURL BT T VIZHH A L URL B
TIVIZHEE LRV Web YA b~DT T AT 2 FERIZK L TCEITTHT 7 v a 2R LET,
RATY T BEREEFEL, REFELET,

J)E— b1 —H—
e JE—F 2—H% =22 T, on page 132
e JE—h 22— —0D ID 5% ET 5 L, on page 133
¢« ASA DY F— bk =Y — AT — X 2 LIEFHEHRDFIR, on page 135

JE—pF 21— —[ZDL\T

Cisco AnyConnect E¥ = 7 EE Y 7 413Xy NV —2VEBEREZ UV E— b= RARA & TRk
L. Secure Web AppliancelZ & W #2fli S5 Web 7 4 V& U 7 —EADKEZFEBLL £
—g‘o

VE— h 2—HF—FBLOE/ A )L =—H —[X Cisco AnyConnect Secure VPN ({KA8 7 F 1 < —
MRy hU—=2) 7747 bEEMLT, @IS EX2Y 74 77747 % (ASA) &
DVPNE v a v LET, ASAIX, IPT KL R La—HF -2 kD2 —V —kplE#H
L& BT, Web N7 7 ¢ v 7 % Secure Web AppliancelZi5{8 L £, Secure Web AppliancelZ,

NG 749 0% AF YL LCT V78S E TN a—2 B o—2@AL, X254 Lo
B a—HERELET, EX2 VT4 T 7747 R L, “eELHWEn, =—F—N»
ZUTANARER TR TO RN T 7 4 v 7 BIKLET,

X a7 FEUTADBAX—TILOEEIT. IDERY O —2REL., 2—F—DEFITIE T
Ta—V—lCHEHATEET,

cJE—bF21—H—, ZhbOa—P—iF VPNEZEAL TV E—Frr—varhbry
N — 712 £ T, Cisco ASA & Cisco AnyConnect 7 71 7 > b Dt Ji A VPN 7
I A STV DA, Secure Web Appliance( U £— b =—4 % HEIIZFHES] L
T, ZFNLSDEAEIE, Secure Web Appliance DEBLE 23 P 7 N L 2 OfiH # 5% E L
T, VE—F 2—VEEETILERDY £,

cO—AlLaA—H—, ZhoDa2—F—(F, ARELIFTIATLATR Y hT—7 1THHES
nET,

Secure Web Appliance# Cisco ASA LG 2 &, RIS/ —VAIC LY 2 —F 2 FZHaic
WATHEOICRELT, VE—F 2—=F O T YA FraRHTEET,

B 7 tex%m
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YE—F21—F—0 D 2EET 5% [

JE—F1—H—DIDERET HHE
82Y BB

LIVE—bF 22— —DID% |VE—F 2—F—0DID DO JE, on page 133
RIET Do

2 VEF—ha—H—DID% |2—VP—BLO®ITA T~ V7 U =T O4¥E, on page 3

fEps 2, 1 [2—V—DEFTHI A > =D EFE (Define Members by

User Location) | &2 25T, [m—hLa—F—Dh
(Local Users Only) ] Z&#IRL 9,

2. [FREZ LI A "% EF (Define Members by
Authentication) | &7 3 3 > C, [Cisco ASAHEE %18 U T
a— W —Z AT S (Identify Users Transparently
through Cisco ASA Integration) ] Z 3R L £,

3 VE—h 2—HF—0KRY | HVU T —DEA, on page 105
=R %,

JE—F 1—H—0DID DERFE

Procedure

ATy 1 [BEX=2 VT ¢ % —ER (Security Services) ]>[AnyConnectz ¥ = 7-EE U 7 4 (AnyConnect Secure Mobility) ]
C. [f%h (Enable) 1 %7 U > 7 LET,

ATY T2 AnyConnect EX =27 EE VT 4 DT A B AN EOKEE DA, [FIETH (Accept) 15227V 7 LE
ﬁ—o

ATv T3 VE— b 2=V —0iBHEERELET,

rT7 a3y EBA C DHDFIE

IP7 KL 2 (IP UE—K T34 Z2ZFY Y THNT |a [IP#iPH (IPRange) |7 4 —/L RIZIP T F
Address) WHETTTAT VANRRIRTIPT V2D EATLET,

‘\]/ /v# = 5 o N
N AOHEFAZRE L £ b. 27 v 74 TR ET,

7222418



B =—+2—v5—onozns:

7R |

+Fvay 58 ZOmOFIE
Cisco ASA #i7& | Secure Web Appliance’ {592 1> |a. Cisco ASA DR A MG EIXIPT RL A%
(Cisco ASA PLE® CiscoASA ZH5E L £9, Cisco AHLET,
Integrati ASAIZIP 7 RL A L a2—HF—D<
neartion l:°‘/c7‘%f%ﬁ]: L %a;%a%;% Secuns |D ASASOT 7 E AT HK— b BT
. . . AFILET, Cisco ASA DT 7 )Lk R—
Web AppliancelZ{niZ L £9°, Web 7 M BT 11999 -
BE LN H T L EZETD ~ °
EVIPT FLVRZHAGL. IPT R ¢ 75 AZNITHEID Cisco ASA BEE I
ALa—P—Dvy T eF TWAHEAIE, TOEM (AddRow) ] %
L Ca—H—%FRELET, Cisco IV w7 L, 7TAXNDEASAZRTE L
ASA LA L Ca—W—%4ET D 7,
HEE, VE—ha2—F -0 7 Note
NMHA L FEZAXZTMITIE | 5 50 Cisco ASA I35 T EIZ B E ST
kK WABEEIX. 7277 4 772 Cisco ASA O 1
DDHRAMLEIXIP T FLADHRE A
HLET,
d. CiscoASA DT 7R RXRZRTL—X% A}
LT,
Note
ZITANTAENARTL—X, BELE
Cisco ASA HIZERE SN TWAB T 7 & A R
AT —RE—ETHLENH Y T,
e (A7 av) [7 AN (Start Test) ]

%2V > 27 LT, Secure Web Appliance’ 5%
TEEH T D Cisco ASAICHEECE 5 2 &
THERLET,

ATy T4 ERARELTHRELET ([XE

Note

(Submit) | & [Z£H ZffE (Commit Changes) ])
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SaaS 7/ tXR v O—)LDOE

Secure Web Applianceld, ¥¥=2UT 4 7H—Tar~—27 v 7E7E (SAML) ZfH L T,
SaaS 7 7V r—a r~DT Vv A &EFA LET, SAML /X— 3 2 2.0 IZEBICHEILL T\
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HLT2%SaST 7Y r—ary TORBELET, BIE, Web 713 (3
[PasswordProtected Transport ] Rtk A 7 = A L ZAHEH L TWET,

SaaS 7 /A3y hu— /L&A FX—T W T HITIE, Secure Web Appliance & SaaS 7 7' U 7 —
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Procedure

Command or Action Purpose

AT 71 |Secure Web Appliance® ID 7' B34 X —L L CHE |ID 7R A XL LTDOT 7 T4 7 2 ADFKIE, on

T2 page 137

ATV T2(SaaS T 7V r—ra v OGERY > —%ELE |SaaS 77U r—3 3 VREGER U 2 —D1ERK, on page
+. 140
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Before you begin

e (A7 ar) SAML 7% —3 3 VZEAT H2O0FEHE (PEM EX) L3 —2 MR
L\iﬁ—o

e & SaaS 7V r—a VCEEHEEZ T v u— R LET,
Procedure

ATYF1 [Fv hU—2 (Network) ]>[SaaS ® ID 7' 12,34 % (Identity Provider for SaaS) ] Z &R L £,
ATy T2 [REOHE (EditSettings) 1227 Vv 27 LET,
ATV 3 [SaaS v TNV A A —EREHETT S (Enable SaaS Single Sign-on Service) ] #4212 LE T,
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Encrypted) ] Z@&IR L £7°,

Note

F—DE X512, 1024, F72152048 B FTHOIMENDH Y £,
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What to do next
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WCEERAEA 7 v 7 — R L E9,
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Before you begin

ID 7anA XL L TOT 747 2 ADIE, on page 137

Procedure

AT w1 4% Secure Web AppliancelZxf L CRI U ID 703 X —D KA A 4 %FHELET,
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ATvT3 [7\‘) kT —27 (Network) ]>[SaaS ® ID 7’1 31 % (Identity Provider for SaaS) | X—I T, &7 7747
AR CREAE L E X —%2 T v 7r— RN LET,
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DL 7RREICOWVWTIE, SaaS 77 ) r—va v ESHL TS0,

F—OFEFKE (Configure Keys Manually) : ZDOF 7Y a U ZERLIZGATX, L
TEALET,
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Vor—varyBHFEY—ER a2 L LTHAIT 270N+ 257+
2 b GEFEIZURIEX) 2 AN LET,

« [ARTIIDOE X, (Name ID Format) ], V—E R 731 X259 5 SAML 7

Y= a T I IAT AR —E AT 5 DIEHT XA, K
0y 7E Ty UARPLRIRLET, 22 CTANTLHEIL, SaaS 77V 7r—
TarORGETOIREEL B L TWDOILERHY £7°,
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Web Appliance2MERL L 7= SAML 7% —3 2 > DOX(EJ URL # A S LEJ, SaaS
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~ v b7 SAML|Z#EELET, XY NUV—IHNTHEHEN T D 2= —ZE2ETH (v T
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What to do next
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DS5ATF U FERERETILIDIT AXvy 2 RYS—FIL—TDOEE

Web 7u¥ i, 7Ty 7 a— RERORAT —Z AEZREPORY — TI—TDRA L R—
THRAEL R LET, —HLI-8BE. Web PrX T, FORY— ZTA—TDORY o —iF
ExmALET,
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7R |

B 7ornvskonyz7 zevs Ky v—omE

—HLBZWGEAIE, TOLUTORY v— I N—FL T v — REREZKLEST, 7o
n— RERAZZ—F—FEZORY) > — IV —TLRETHET, Web 7uFiionrntk
2EFEATLET, 2—PF—EZRORY > — TN —FIZ—F LAWEEIE, T a— LRy o —
TN—TEMAELET, Wb mXiid, 7o 7o — RERER) V— N —TF 7 a—
PWIVRY = ITN—TLBRETHEXIT, TOR) — IV —TORY) —FEx#EH L £
ERS

TORNDUERLYLT AFxv R O—DERE

ATvT1

ATy T2
ATvT3

ATvT4

ATy TH

ATvT6
ATy T17

i A ND1OUEDT AT T 4T AR URL AT 2V 72 8 BEOKMEORAE DRI
HEONWCT U IR RNy 2T A%y R = I N—T2ERTEEST, R —7
N—T DA N— sy FITNE, D7 LB 1 ODFMERERTHLERS Y 4., HEOSM,
NEFZINTWDEA, 7Ty 7 a— RERNRY o— T N—7L —FF 5121, T3TOEM:
Ul LCWRITEZR D A, 2L, Ty 7 e — FERIIEHEINTZID D1 DOt
—HTLHMERDH Y FT,

Procedure

[Webtz ¥ = U7 ¢ <F—% (Web Security Manager) >[5~/ 7 =7 A¥ ¥ > (Outbound Malware
Scanning) ] Zi®R L £ 7,

[NV —%BM (AddPolicy) 127V 27 L¥,

RNY— I N—T7D4u1EwY (K7 ay) #ZALET,

Note

HRY = TN—T2E, BEETEILFIAR—ALTOL LG, —BOLANETOILENDY £,
[LFEARY > —%fF A (Insert Above Policy) ] 7 4 —/V KT, RV —FT—TNVNOR) > — I V—"T%
BliE 3 525 28I L £ 7,

BEORY v— I N—THRET 2HEL. B/ — TSR RIEFEZHEE L £7,

A~ 7 7 7 A )L L =2 —H— (Identification Profiles And Users) | &2 v a > T, ZOKRY »— 7
N—TIZEAT 5 1 >EFEHEDOID 7 V=T 2RI L £,

(A7 ay) [FM (Advanced) 1B v a U ZIEL T, BIMORA A=y TEEZERLET,

WTENDDIEES 7 a VR FEH L TRY — N —F DA "=y FPEREHRETHIIE. TEEAS T =
YDV IR T L, FRENDAIR—VUTEH S varaRELET,

B 7 tex%m



| 75 ez4#m

ForALETLs 7 2% vy Ky v—0EE [

BEGA T ay

Bl

A=l = %

IIAT v NERTHEHAEINA e Fa o TRY > — T A —F DAL —
VT EERBTOINEINERINLET, @057 0 ha LB LET,

[Z DT (Allothers) X, ZDA 7 a DIl —ERRENTWHRNT
a2 havEERLET,

Note

HTTPS 0¥ v %A X —7 W T D&, HERY > —DH)N HTTPS b7 o H7
vaYicEAINnNEYT, T/ERA A—F 4T TURMITLU R AT 2T R
Xy, T—H X2 UTF 4 SEDLP DR Y —DHA1E, HTTPS 71 k=
MCESTRY = A NR—2 oy FRERTEXEH A,

a¥y R—F
(Proxy Ports)

Web 71 %L ~DT 7 AT AT RF L B kT, HY S F—TF A
Ny THRERTHNEIDERIRLET, [FrF T A—b (Proxy Ports) ]
T4 =R, 1D EDOR—= I EFEANLET, BHORN—NEHBET 556
I, = TRYIY £,

HRIIZRER AR D 7= OI2, 77 U PICRIE SN AR — M T, B O%E
X, siEAR— M ERILTY,

TIATV NERDT T I7AT L AZHBRINZ ) XA L7 hENHEEITTrFy
R—=h TRV = TN—T DA N—=2 TEEFRTDH L, —HBOBERNEL X
NOLENRHY £,

Note

ZORY = T—FIZEEA T BN TWA ID 2 Z DR IS L > TID A v
N=Vy TEEHZHLTWDEEE, DRI — Z—F LU TILZ DR EHE
HERETEERA,

7 x vy b
(Subnets)

7%y NEFIIMOT RLATRY S — =T DA NRN— y FHERTD
NEIMEERLET,

B ID TEZSNTWATFREMOH LT RLARERT L, 72132 2 THE
DT RLAZANTHIENTEET,

Note

RY = N—TICEE TN TWAIDNT RL AL 2 TA U R—=V v 7%
EELTWAEAIL, ID TEESNTWAST RLADY Ty hTHEHT RLA
., ZORY = T N—FWZANTLHUERHY T, RV — =27 K
LAZBEINTAZ LX), 2O N—F RV —=—HTH TP rvar
DY ANEKVIADET,

URL 77 =3V
(URL Categories)

URL BT 2 TRV — TN —T DA Ny TEEFRTDHNE D NEFIRL
£, 2P —ERELITERFALDOURL HT 3V 2RI £,

Note

ZORY = T =AM 5N TS ID N OFEMEREIC L > TID A v
NeVy THERLTVDEA, DAY v— N —7F LUL TR Z O EHE
HEHRETEEHA,
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B 7 70— r=xonm

ATvT8
ATvT9

ATv 710

7 v 7 A— FERO

7R |

BEGA T ay

Bl

T—HP—x—Tx
> (User
Agents)

7 IAT v hMERTCHASN 22— — 2Tz b (T T T—2L Web 77
TYPREDITITAT N T TV —gy) TEICRY = T—TF A R—

VT HRERTLHNEIDEBBRLET, EOUICERINL TS —H— =—
Ty FERIRT LN, EHERZHEHL THAICERTEET, A=y
DERICER L ma2—H— 2=V NOHREED DI, BIRLm2—F— =—
Vv NEWREIZERAT DN E I D ERELE T,

Note

ZORY = I N—FIZBEEMAT N TOWAER T O T 7 AL, ZOFEMRE
X THEAMNTOAITZ7AIL A=y TEERLTCWNDEA, HEENTOD 7
AWK =T N—T LUV TIEIOREHE AR ETEEEA,

2—P—DGFT
(User Location)

22— =DV E— FERITE—INVDGEFH TR v— TNV —T DA N—
EEHFRTOINEIDERIRLET,

ERZEELET,

TGV R=ALT2T AF Y R — I —TDOFHEZRELT, Web 70N 797
VarEMETAFEERERLET,

HLWT RN R=2AT2T A%y R — T —71%, FHEREDA TS a UBRERESH
AZFET. Za— L RY— TN —TOHRELE BEIHA L E 5,

EHEEEEFE L THELET ([XE (Submit) ] & [EEZHE (Commit Changes) 1) -

&7 v 7 u—RERIL, TU MUY R ALT 2T AFX U R — 7 A—71CHD Y TH
N, TORY — I N—TOHIERTEEMELET, Web7mF it 7y 7 o— RER~ Y
H—%ZZTHZ LIk, ERALEAX Y T AHMENHLNE D NEHET L1005
FHEREFET, DVST UV UFEREAF v L, Web 7R X UNHEZK L E T, S

TR a—P—llTry s XR=URRRINET,

[Webt ¥ = U7 ¢ ~R—% (Web Security Manager) >[5~/ 7 =7 A¥F ¥ > (Outbound Malware

[##c5C (Destinations) [T, BXETHRI > — I —TDV I %70 v 7 LET,
[#E et E Ofm4E  (Edit Destination Settings section) |27 v 2> T, RR YT X T A=a—nD [#
A D AL LFREDET (Define Destinations Scanning Custom Settings) ] Z 3R L £,

2 UT,
Procedure
ATy T
Scanning) ] ZER L 7,
ATvT2
ATv7T3
ATv74

[A% ¥ T B4kt (Destinationto Scan) | &7 v a T, LTFOWTNMEEIR L £,

B 7 tex%m



| 75 ez4#m

s xxrrooxss

T ay

Bl

END7vTO—FEX
Fv > LAY (Donot
scan any uploads)

DVSTZ P37 v 7 ua— REREZ Ay U LEHA, TXTCHT v 71—
RERNT 782 R —1Cx LTS E T,

TRTOT7yTO—FK%
A¥+v 9% (Scanall
uploads)

DVS = VNI TR_RCHDT v 7 u— REREZAF vy LES, DVST ¥
VODOAFY VHITEICSE LT, Ty ZXu— RERIIT ey 7 Sndi, £700%
TI7RARY =T L CRMES N E T,

{EE LD RAE L URL
ATIVADT v TA—
FEZXF+v > (Scan
uploadsto specified
custom URL categories)

DVS = VUit BEDHAZ L URL T I VBT AT v 7 u— RER
AX L LET, DVISZo P DAF % VHIEISSU T, 7y Fu— RHE
KiZTuy s ENE0, FRIET 7B AR = LR S E T,

(AR LHT Y YR N%EHE (Edit custom categories list) %227 U v 7 L
T, AF Y FTHURL AT 3V Z&RNLET,

[V =T *K7 4 V% U 7 (Anti-Malware Filtering) 141 C, "Y' — I N—TDV 7 %7 U v

(Anti-Malware Settings) |27 2 > C, [T = TR A ¥ LREDEFE (Define

(Cisco DVS Anti-Malware Settings) ]2 > a > C, ZORY — J—

TR LTA R—T T DAY =T RAF v 2 VU BBIRLET,
[V =7 H#7 3V (Malware Categories) |27 v a T, SE&ER~vNlrvT hT7 IV E2E=H—

DRI a NI BERINDANTIVIE, AR =T NMITEIAF Y L DAL TR 77,

RE SN ARRRICE LIZGE0, VAT AT 7 =B ELESEAE, URL FT7 o7 va v
EAF Yy UARA ESGFHEINET, mE2E AX Yy m U DT v 7T — MR AsyncOS DT v 77

NI H T a v MAXTY AR EGEHEINDZENDHDET, VU =T AF ¥ 0¥

FEA SV_TIMEOUT X SV_ERROR DAL, AF ¥ U ARA[D b T oW o va b iasntd,

(Submit) | & [Z2H % fifE £ (Commit Changes) ]) .

ATwTEs  EEEEELET,
ATv 76
LET,
AT9T1 [T TRKHEE
Anti-Malware Custom Settings) ] Zi®R L £7,
ATw 78 [CiscoDVS /L7 = 7 kIR E
ATv79
ToOMT Ry 7T HNERINLET,
Note
L — R,
ATYTI0 EEERELCHEELET (FE
DVS XX+ omaxoy

Tr7EABTE, DVST U U URI AT 2 TIZOWNWCT v 7 e — REREAFT Y LIz E
IMERLET, KT 72 0l 2o N DAX Y HEBREZ g 2T, AF &
N7y 7e—RZHT25DVS TV T2 T4 8T 4 DIERGERLTWET, 74— K
OWTNNE WIC EIET 78R 0 ZIZBMT5E, ZODVSTZU Py 77T 4T 4 %
KO BBEICHmRTE ET,
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Table 1: W3C Q5 DO 74 —ILREXUVT7HI R BIDIT+—< v MMEEF

W4 J4—)LK|7HERATDITA—<T v MEEF

x-req-dvs-scanverdict | %X2

x-req-dvs-threat-name | %X4

x-req-dvs-verdictname | %X3

DVS T PNl k»TCT vy 7 ua—RERN LT 2T7 CHESIL, DS PUn</Lby o
TOTv7a—Re7ay I THX0CRESNTVWDIEHA, 778A 0 ODACLT VY3
> % 7'1Z BLOCK_ AMW REQ (2720 £,

72770, DVS =Pl io T v/ e— RERB~ LV =27 EHESIL, DVS =2 VUM
TN 2T HETm A —TAHALICREENTWAEE, 772820/ DACLT >V ar ¥ 7
X, EBRICN T P72 a NCEAENEZT 7 BA R —I2 ko TIRED F9,

DVS o VU M=V 2 TIZDOWNWTT v 7 a— REREZZAX v LI E ) DEHMd 51
3. %7720l o NUDOAXF Y VHERREZ S a T, DVISZUIr T 7548
T4 DFEREZHR L FE T,

B 7 tex%m



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



