AT LEEE

ZOETHHTIARIT. RO LBV T,

« VAT LEPE 27 DEFT (1 =)
«Cisco 7 77 RWebtX=2UT 4 70X ~DT FT7A47T 2 ADHEE (95 2—)
* Web ZROMRATZAE (104 <X—2)

SATLEBIRY DET
ZOETHHTHNEIL, RO LB TT,

« VAT DEHOME (2 3—)
T T ITAT VAREDRIE, m—F, BXO®I Yy b Q=)
« Cisco Secure Web Appliance 7 A £ A (6 2—)
BT TTAT U ADTA A (39 =)
o VE— MERBRADAEE (40 ~—)
=W =T HUL NOFH (41 <—)
e 2—HPF— TV T LUADER (48 2—)
BHEORE (48 X—)
c2—Y— Xy hT—27 TR (51 X—Y)
EHENRZTL—=ZADY v b (52 3—Y)
ERENTA v E—VORET RLADRKRE (52 5—)
« 77— hDEH (53 —2)
« FIPS Compliance (64 ~3—73)
« VAT LD HBEOER (66 X—)

* SSL OFRTE (67 =X—7)

27LEE I}



B xrremom=

FEAAEOE L (Certificate Management) (69 ~<—137)

« AsyncOS for Web D7 v 77 L—h & T v 75— kK (75 3—2)
« LLRTD/N—30 2 > D AsyncOS for Web ~D T (85 ~<X—)
*SNMP ]l L7 AT AOREDOE=H 1 7 (87 <—)
*Web N7 7 (v ¥ v (Web Traffic Tap) (90 ~—77)

cHTTP2.0 71 Fa/LDFEE (94 =—)

VATLEEOHME

SVIV—XTFI7A T RF, VAT LAEBRHOKEOY — LV ERIELET, [ AT 2EH

(System Administration) ] % 7 OHREIL, LLF DX 27 OEB A T L £,
T TTAT VADRIE

- BhE e —

e =P —TH T bOBEM, k. B LOHIER

*AsyncOS Y7 b7 =T OF v T L—RET v TTF—h

« VAT LIEH

TISAT7 VAREDRE. O— k. 8LUUEY b

TIo5ATVRE

FIE

Secure Web Appliance D X TOEREIL, 1 OOXML 27 4 F¥al—yar 77 A LVTEH
TEET,

s T STAT UAREDRREHIR] (2 X—)
T IIAT UV ABET 7 A NVOHEE 32—
T T IAT VARET 7 ANDE— K (4 3—)

T IIAT U AREDHHFIET 7+ r~D Uy b (53—)

E DR & FHRH

ATY 1 [V AT LEE (System Administration) ]> [iXE D~ U — (Configuration Summary) ] ZER L F7,
ATw T2 VEIZEL T, [REDY~ U — (Configuration Summary) |~2— & FRrE2IZHRIL £,

B o Rx7LoEE
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77547288771 L05%E |

TFISATUORBREI7AILDRE

FIE

RAT9T1 [VAT LEE (System Administration) ]> [F%E 7 7 A /L (Configuration File) ] Z 38R L £,
ATY T2 [RET 7 A/ (Configuration File) | DA 7 a v ZRELET,

AIoay

Bl

77 A NVELE T g DR

P

E

RS IVICRRE T 7 A VORI E 2 BN L £,

ERELRRET AR AT Ea— ML T P AN BT a—
K (Download file to local computer to view or save) |
[T ANEZDT T AT A (wsa_example.com) (ZFREAF (Savefile
to this appliance (example.com)) ]
o [7 7 ANE A—/LTEE (Emailfileto) | 1 DFE/ITHEEDOE LT A —
NT RLAZEELET) .

INAT L —RFRF T g v
DIFE

[BRETF7AINTNRIL—XETYARYF S (Mask passphrasesin the
Configuration Files) ]

T AR— NEIIRTFEEND 7 7 ANV T, TO/NRAT L —X%
[k | [ZEEMZ FT, NRATV—ART AT SNIZRET 71
JL % HAE AsyncOS for Web IZY B — R4 5 Z L IXTEEH A,
[REZ 7 ANVHND/SAT — Rz 75169 % (Encrypt passphrases in the
Configuration Files) ] : FIPS E— RRAIZSIN TV DHEHE, 204
Tva MERFTEEIC /A2 D 97, FIPS B— ROAMEIZ DN TIE,

FIPS &— ROAMEE IR (65 ~—) 2ZML TS

VY,

Ty ANMET T g DR
BN

WIET 7 A LRI 2T 2071k 2 IR L £,

[V RTLIZKYER SN 7/ LB EER (Use system-generated
filename) ]
[A—Y—ERI 7ML ZEER: (Useuser-defined filename:) |

ATw 73 [EE (Submit) 1227V v LET,

27LEE I}



SRTLEE |

B 7557 2x8%771000—¢

FISZATUVREEI 74 ILDO—F

\)

WEEZR—FT5&, BUEOREN T N TRABICHIBRESNE T, LUTOBELFTT DRI
EafFd 2 Z LM< HELREL £,

RGOV V=AM BRHDO Y ) —RACHREZ— FT5 2 L3R LEEA, 22T v 7T
L— 9% LR ORE L RFF CTE E7,

FETEL LR T 7 A Ve — RT 5L, N7 3—~ 2 X LEEREORBEN AT 5 T HENE

6=

\)

HHMOHAI L 74 X2 —2ar TrANLND, TT5A TV AOBREA A =L ENT
WAHNRN—= g XD URL A7 Y Oty hOHWNN—=T g NNZHESWTWEEGE, 207 4
X2l —valr ZrANDRY =L IDPAHBRICETINIBELRHY 7,

GE)

FIE

REZ 7 A NEr— RT 25 & EIFEHFEMRIET 7 — D BAE L72561E, iEHEO/L— K CA %
Secure Web Appliance DEHH SN2/ — F 7 4 L7 RUIZT v 7 u—RLThb, REZ 71 /V
ABER—FNLEY, V—FCAZT vy 7'u— R HECONTL, FEIFEOEH (Certificate
Management) (69 <X—) ZSZMHL T ZE0,

RT9T1 [VAT LEE (System Administration) > [%E 7 7 A /L (Configuration File) ] Z 38R L £,
ATv T2 [RE%212—F (Load Configuration) | A7 v artnu— RT3 7 7/ VEEIRLET, GF)

G

e NATL—API AT SNTWVDL T 7AW FTr— R TE £t A,

« 77 AT

LR D~y =BT,

<?xml version="1.0" encoding="I30-8859-1"?> <!DOCTYPE config SYSTEM “config.dtd”>
Fo, ELL 7+ —~y S/ configtZ v a b MEITT,

<config> ...your configuration information in valid XML </config>

ATy T3 [m—F (Load) 127V 7 LET,
RT9T4 FREINDEEEMRELET, LEOEREZMB LD, [KifT (Continue) 127V v/ LET,

B o Rx7LoEE |



| v257L8%
7547 vAgEOREETF I+ L~y + [

TISATVAREDHFERT I4IL bADY+EY b

TTIAT U AREZ ) By b D LI, MFEOR Y MU= REELRFFT 0L D i
RTEET,

ZOT7T7varTid, aly FTAXNEELD FH AL

1R8O HHEIIZ
TTITAT ANAER DG E 2 RIFLET,

FIE

ATY T [VAT LEH (System Administration) > [f%E 7 7 A /v (Configuration File) ] Z 3R L £,
ATY T2 FHAIZAZa— LT, #EKDOY > kb (Reset Configuration) | &7 v a VAR RLET,
ATY T3 N=VICRKRINERET A, A7V a VEBRLET,

ATy T4 [VEy b Reset) |27V w7 LET,

MEIT7AILDINY I T v TORE
BET AN 7T v THREEIC LY, TR_RTOEETT I IA T  ADOFJENTEE SN, Bl
FEOBRET 7 ANED bEOERET 7 A VD, JE— MIEES NI Ay 7T v TP —3—(C
FTP £721Z SCP TEE &1,

FIE

ATy T [VAT LEH (System Administration) > [f%E 7 7 A /L (Configuration File) ] Z3&R L £,

AT T2 [REDNNy 7T v 7OHFME (Enable Config Backup) | F = v 7Ry 7 A4z LET,

ATYTI BET 7 ANMINAT L= GO 58T 1TV (Yes) 23R LET, BRET 7 A NADHLI/NAT L—
REBRINTZBEEIT [V 2 (No) ] Z2@IRL £,

ATV T4 BERHEERIRLET, ROA T va v EEHTEET,

e [VE— ¥ — 3—LEDOFTP (FTPonRemoteServer) |: FTP/RA "4, T4 L7 hU |, 2—% -4 B
roRz7 L —X% AN LET,

«[UE— hH—s3— LDSCP (SCP on Remote Server) ]: SCP KRR "4, R— &, T4 L7 MU,
BROa—¥—22 AN LET,

s [FA R¥—F =77 (HostKey Checking) ]:SSH X, iHEN/ZTXTOFRA D ID OF —H X—
A% SSH NHENICHEFFRS LT = v 7 LET, FAFF—I1L, T4 L7 bV [ssh/known_hosts |2 &
Ha—PF—DR—5T 4 L7 FVIRTFEESNET,

I 27LEE I}
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. Cisco Secure Web Appliance 51 > X

[UE— h#—,3— LDSCP (SCPonRemoteServer) |ZEIRNL, [FA X —F = v 7 Z A2t (Enable
Host Key Checking) ] #2586, WOF 7> a 2 TE £,

«[HE) (Automatic) ]: 75 A b F—(% Cisco Secure Web Appliance |2 & > CTHENIZERE SN E T,
o [F#) (Manual) |: FA bF— I —F—NFHTASITEET,

WA 5f59 % &, Cisco Secure Web Appliance (VU E— FAR A b EOEKRBINT=F—7 7 A /LIZEMN
T 5HSSH X —Z#ELE T, ZNICLY ., HERK T 7 A /L% Cisco Secure Web Appliance 7> 5 U E— h 7k
AMIT vy 7 r—RCT&ET, 3BZOME. SSHITHH L2 L DH DT TORR hOFAIE#RE
G T — R R—2AEHEFF L, Fxv 7 LET, AR M¥—iX, T4 L7 ;U lsshknown_hosts 128 %
A=Y —DHR—LFT 4 L7 b VITRESHET,

ATw 75 [%E (Submit) 1227V v LET,

CLI 2~ D configbackup AL CEREZT 7 ANV I T /70%%@3%575@”:#5 ZEHLTEET,

Cisco Secure Web Appliance 51 > X

¢ Aw—RNYT7 b =T TA4RV T (6°3—)

ATX—hrYIT YT SA4ALUIUY

- BZE (6 ~—)

» Cisco Smart Software Manager CO7 77 A 7 2 ADH Gk (10 =X—)

e T4 ADER (13 =)

« Cisco Smart Software Manager 7> 5 DT 757 A 7 ADXERERR (14 ~<—)
» Cisco Smart Software Manager TD7 7T A4 7 AO ARG, (14 =*—)

EIERTEDEHE (15 3—)

FORE L FEAFEDORHT (15 ~—2)
HERET A B RADTH (15 3—)

c Av—hT—Vxr hOFH (23 =)
T T—F (23—Y)

AV RIA U A BE =T A A (24 =)

A=Y T NOx=T T4V T HMERT 5L, Cisco Secure Web Appliance® 7 1 & >
A=AV AICEBBIOE=F—T&ET, A= YT U7 IA R RET 7T 4

B o Rx7LoEE
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mz ]

763 B121%, Cisco Smart Software Manager (CSSM) TT 7T A TV A& BET HLENRH Y
7, CSSMiL, AL THAT 2T _RTOvAafllficonT I A A0FEMZFHT 5
—TfbENTET —HRX—=ATT, Av—F T4 AEMHHT D L, WEFRAESF— (PAK) %
fEH LT Web %4 b CREBIZEEET 5D TIER<, B—D =27V TBET HIENTEE
7

TIFISAT UV AERREET AL, TTFIAT L ADT AL A%BH L. CSSMAR—F LIEHT
TA VL ADHERRREERTEES, 77 IAT VAL VA= LENTND A~ — b
TV ML, TTIAT AL CSSM 8t L, 7 A & AOFERRMICET 2 EH %
CSSM % LT, CSSM MEHRIABIfCE 5 L 9ICLET,

Cisco Smart Software Manager (Z-2U Tl
Https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html

ZZRLTIZEN,

IR HEIIZ
TR T T AT VAP, U H—Fy MIBERTEDHZ Ea2MERLET,

+ Cisco Smart Software Manager 78— % /L (https://software.cisco.com/#module/SmartLicensing)
TY A B— /LA F—AZMWEE 50, Cisco Smart Software Manager %7 7 1 F &
Py R =AY A=V LTLEENY,

Cisco Smart Software Manager == — " — 7 1 7 > h DEAL £ 72 1% Cisco Smart Software Manager
FUTVVIADA A M—)LDFERIZ OV T,
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html
ERILTLSEEN,

TA 2 AOMEMRRUCET DIEREEREA o Z—F v MIEE L A=Y oL
&, CSSM e Y71 v 24292 Smart Software Manager %7 74 &4 7 1L 3
AA VA N=NTHZEHTEET, Y774 NT TV r—varvizyXurua—RKLT
MALTBIE, A =3y FEMALTCSSMIZT — 22X EETIT, 74 2%
=NV TEEICERTEET, CSSMPT 74 ME, HlE 7 77 FIZEMIZEE L
7

N

(GE)  Smart Software Manager 7 7 A~ Z {95354, Smart Software
Manager %77 4 K Enhanced Edition 6.1.0 Z{EH L T 723\,

T IIAT VADYVAT L 70y 7 CSSM DU AT L 7ay 7 LEHESELHLEND
NET, TTI9AT LV ADVAT A7y 7 ECSSM DYV AT A 70y 7 DT L, A
~— b TA B RAEBIEOKRDOIER & 720 4,

27LEE I}
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\)

6=

A B —F oy MIEHE L T a X Ul T CSSM IZH#ii T 2 A, [V ATLEE (System
Adminigtration) 1> [7v 79 L—F&T7 Y TT— bDEFRE (Upgrade and Update Settings) ]
EHEHALC, 7794 TV ACRESINTWATaX U ERILTa X 2T I20ERH D
i‘g—‘(}

GE)

FA 2 —Y—DE . FTLWPAK 7 7 AV CHBLEZITHE) 2% ET 50N, 7148
2 TrANEBERKR L, T I9AT L AD T 7 A NVEu—RLET, 77412 —RNL-#%
1Z. PAK A~ — K A BV AICEBTIVENDHYVET, Av— K T4 BV AE—RT

X, 77 A0 — K FAEUA T A VOKEREF — &7 g STEHE S L, FEAEE
WMOBPEHSNET,

T4 RFH

Cisco Smart Software Manager (CSSM) AR — & /LIZ#EkeE 3712, Cisco Secure Web Appliance CTH
NI o TV DHRED T A B A2 TRITEET, JHUTEEIS, A F—F v MRABT A
AL DBENLWVEEIZEX 2 )T RSN v b T — 2 BHRIZ Cisco Secure Web Appliance
EREET L 2—F—I2L o THETT,

HRET A o A F, ROWTNADOE— R TPFRTEET,

[FFET AL ADTFH (SLR)  (Specific License Reservation (SLR)) ]: Z ®OE— K& fifi i
LT, FrEOHIMOME %2 OFRE ( THTTPS 5] 72 &) ODIA B A2 TRTEET,

s kAT AT ADTH) (PLR)  (Permanent License Reservation (PLR)) | : Z DE— RZ&Af#
HLT, 3 XTOMEBDOT A AZKAITHTEET,

Cisco Secure Web Appliance T7 A & 2% KT 2 FIEDFERIZ DWW T, 7 A 2 A0
TR (A5 2=2) 2B2RLTIZEN,

TFIAT VALK L TAY— N VYT "o =T A TEHENCTHIE. ROFIE

BIATTLOMERH Y 7,
BERE B3R
AT w72 Cisco Smart Software Manager | Cisco Smart Software Manager C

TOTTIAT P ADRGE | OT7 7547 v A0 (10
D)

(AFvay) A7v73 MBI U T, Cisco Secure  |[f¥RET7 A B 2ADFH (15

Web Appliance THERET A & o | ~—2)

AETRTDHZENTEE
R

AT w73 T4 A (HEEX—) OE | T4 B ADHER (13 2—
K V)

B o Rx7LoEE |
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23—t v7rz7 S14tvvvvosx—Tuit ]

AX—hr VYT T7 542 TDA4 =TIk

FIE

ATy T [VATLEE (System Administration) |>[AY— kY7 bz 754 2225 (Smart Software
Licensing) | &R L £7°,

ATV T2 [A~v—F VT =T T4 7 OA%ME (Enable Smart Software Licensing) ] %27 U v 7 L9,
Aw—RFN VTR x2T FA B TOFEHMIHONTIE, AR— M YT MYTT SAEU U TDEM
DYV xE 7))y LET,

ATV T3 A~—KN VT =T T4 TIZONWTORERETATZE, [OK] 227V v 7 LET,

ATy T4 BEREEREFELET,

RDBRY

AR—=hIY T NT=T FAR U TERNTDE, 77397 T4V A E—RDOTART
DHEEN A~ — K T4 X E—RRTHHEIWIZHEARREICRZVET, 79V v 7 T4k
A E— ROPfFL—F —DHE, CSSMTT T4 T LV AT, A~v~—F V7 hU=
T I TERERMETTE 5 90 HMORHMEHM A H Y F3,

HhIR R KOG o BIR ORI, — &R (90 BRI, 60 Brj. 30 BHAG, 15 BRIl 5
Hal, BLOEKEH) CEREDRERSNET, fMEMBOM E 213K T#IZ, CSSMTT 77
AT U AERETEET,

| 27LEE I}
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\)

GE) c T T TRV AT RIEBI DT VT AT IRTA L RAEFFRNT 7T A
TUADFRHA—Y—DOHE, A= YT b =T T T HEBREERICLT
b ISR S hERA, 7TV 7 TAR VA B—RICBIBT /T 4 71T
AV REROEIT T TA T ADY FE— P — ORI, FHEMIHE SRS E S,
BURART 774 7 v A a—PF =R 2z — b T4 & ABREOFM 2 AL 5581213,
VAA T NVAF—LITEK L, AR —F TATY MIFHET A B A EBIML T
EV, BT A £ AR, BRI AT S kT

T TIAT UV ATAY—F T4V VU THEBEEZRNCTDHE, Av—h T4V
TSI T390 T4 08y 7= RIua—nN Ny 7T ENTERIARDET,

e Av—h TA B AREANNCT D L. ROMELSHERICHESH INET,
* Secure Web Appliance Web L' B =7 — 3 3 7 ¢ /L'Z (Web Reputation Filters)
« Secure Web Appliance 77 1 /L A%I3K  (Sophos)
* Secure Web Appliance 7 1 /L A%} (Webroot)
* Secure Web Appliance Web 7’12 %3 & DVS = v
* AsyncOS 73— =1 > 15.0 TI&, #1 L\ Cisco Secure Web Appliance (RABEFHIZ X L TA~—

FIA BV AEENCTEET, 77V v I T4 AFMAETIES D A, FEMICD
Wi, T B2 v a VIChARMHESIEEZ BB LT E &N,

Cisco Smart Software Manager TD7 754 7 > A D&}

7 77 A T > A% Cisco Smart Software Manager (2887 5 121X, [ AT LEEL (System
Administration) | A =2 —TAY— R~V 7 Ny =7 TA4 B U THEREAGINCT D HLERH
V) \i—a—(}

\)

CE) HEOTFIAT L AZB—DA LV AR ATEETAHZEIITEEYA, 7F9AT A%
1 DT ORETHIVNENHY £97,

FIE

ATy T [VATFLEE (System Administration) 1> [RYX—k YT D7 5S4t 245 (Smart Software
Licensing) | ##IR L £,

AT T2 [A~— T A 2 AD%4EE (Smart License Registration) | 4 7Y a3 V&8 R L £,
RTw T3 [ (Confirm) 1% 7 VU v 7 LET,

ATY T8 [FT 2 AR— NRE (Transport Settings) | 2 A H T 55A121L, [#RE (Edit) |27V v LET, kO
F T arEFEHTEET,

B o Rx7LoEE |



ATy TH

Cisco Smart Software Manager TD7 754 7 A D&% .

« [E# (Direct) |: 7774 7 A% HTTPS #H T Cisco Smart Software Manager (T [EL#28%%5¢ L £ 97,
ZOFTva ik, T AN R TRRSNET,

RS URKR—EHF—FD A (TransportGateway) |: 777 ATV A% 8TV AKR—K F—FU =
A & 721% Smart Software Manager %7 7 - K& H T Cisco Smart Software Manager (242t L £ 9, Z DA
TaryEBRRLEEGA. N7 AR — N ' — U = A F721% Smart Software Manager ¥7 7 A kD
URL Z AN L6 [OK| 22V v 75 0ERH Y £F, ZOA47 > 2 3 HITP 3 L OVHTTPS %
HR—KLET, FIPSE—FOHA. F I AR— 7 — 7 = A IZHTTPS DA% HR— Kk LET,

NI U AR=K F—= T =AZOWTIEL,
Https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html
LTS TEEN,

(A7var) [TAM U H—7 x4 A (Testnterface) |: A~— b T A B AEERICT 774 T 2 A

BRGRT D L X, [EHA L H—T = A A (Managementinterface) | £721X [T —H# A X —7 = A A (Data
interface) | ZIER L ET, T, BFILV—T 1 7 Z2HMDL, A~v— I B AMITBET 256
WZDOHBEH S ET,

GE)

DEN—T 4 T REDN 7> TORWERIL, [TA M X —7 A A (Testlnterface) ] Kr v 7%
Y URARNTERA ¥ —7 A A (Management interface) |47 a DA EFEHTEET,

ATvT6 us Ay 7Ty /L&A LT, Cisco Smart Software Manager 78— 4 /L

¢

(https://software.cisco.com/#module/SmartLicensing) (27 7 A L T &V, H LW h—7  E2AEHKT 5
I, ZOR—=ZLO BT v b (Virtual Account) ] ~X—IZBEN L T [£2f% (General) 1 Z 7127

JRALET, TT7IA TV AHORGA VAR U AKGR N—7 v Ear—LET, ®ilf Ay 2%
f& b —7 COIEKIZ DN TR,
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing Deployment_Guide.html %
ZHL TSN,

Create Registration Token o

Cisco Software Central > Smart Sof [TestDem:

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account

Smart Software Lic L Procuc
) Virtual Account:
Alerts Inventory Convert to Description: Description
* Expire After: 30 Days
\Virtual Account: - . ¥ formation:
Between 1 - 365, 30 days recommended
General Meanees ] Max. Number of Uses
Virtual Account The token will be expired when either the expiration or the maximum uses Is reached
Allow export-controlled functionality on the products registered with this token @
Description:

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

Default Virtual Account:

) Create Token Cancel

AT T TT7I7A4AT L RAZRY, B8k Register) 127V v 7 LET,

27LEE I}
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. Cisco Smart Software Manager TD7 754 7 > A D&%

Smart Software Licensing

Learn More about Smart Software Licensing

Registration Mode: 2/ Smart license (Change type)
Action: (2
Evaluation Period: (2/ In Use

Evaluation Period Remaining: 2/ 89 days 23 hours 42 minutes
Registration Status

-

Unregistered

License Authorization Status: (?) Evaluation Mode

-~

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: (2
Transport Settings: (2)  Direct (https://smartreceiver.cisco.com/licservice/license) (Edit)

Test Interface: (%) | Management v |

Device Led Conversion Status: |2/ Not Started

ATvT8 BRAVRAZVRBER NI VET XA MRy 7 AV AT ET,

[A~—R YT b7 =TT A7 (Smart Software Licensing) | X— T, [T TICBE I TS
B, 2O A AL U AZ AL E T (Reregister this product instance if it is already registered) ] 7 = v
IRy I AEA NI LT, TTIAT V RAEHBET Db TEET,

Smart Software Licensing

Smart Software Licensing Product Registration

To register the product for Smart Software Licensing:
1. Ensure this product has access to the internet or a Smart Software Manager satellite installed on your network.
This might require you to edit the Transport Settings.
Product communicates directly or via proxy to Smart Software Licensing.
URL - https://smartreceiver.cisco.com/licservice/license
2. Create or login into your Smart Account in Smart Software Manager or your Smart Software Manager satellite.
3. Navigate to the Virtual Account containing the licenses to be used by this Product Instance.

4. Generate a Product Instance Registration Token (this identifies your Smart Account) and copy or save it here :

[[] Reregister this product instance if it is already registered

RDBRY

R BGR T 0 TS0 T, [Av— Y T b =T 5487 (SmartSoftware
Licensing) | N— Y THEHAT —F ALK R TEET,

B O x7imE
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Smart Software Licensing

Learn More about Smart Software Licensing

Smart Software Licensing Status

Registration Mode: Smart license

Action: .2 | —_sSelect an Action—- v || Go
Evaluation Period: .2 | Not In Use
Evaluation Period Remaining: 89 days 23 hours 37 minutes

Registration Status (7) | Registered ( 16 Jun 2023 04:15 ) Registration Expires on: ( 15 Jun 2024 04:11 )

License Authorization Status: (2| | Authorized ( 16 Jun 2023 04:16 ) Authorization Expires on: ( 14 Sep 2023 04:11 )

Smart Account: (2

Virtual Account: '?

Last Registration Renewal Attempt Status: .?
Last Authorization Renewal Attempt Status: '?

SUCCEEDED on 16 Jun 2023 04:15
SUCCEEDED on 16 Jun 2023 04:16

Product Instance Name: .2/ | wsa276.cs1

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Test Interface: \2) | | Management v

SAEVADER

BT O ANERICHET LB, TTI9A TV ADBRED T4 B A 2ER LT b
RWGERH Y FT,

FIE

ATV T [VRATLEE (System Administration) >[5 4 >R (Licenses) ] Z&IR L £7°,

ATy T2 [REOTE (BditSettings) 157V v 7 LET,

ATFY T3 ERTDLITA B RTHIGTDH[TA B ADHEK/Y U —A (License Request/Release) ]¥|DF = v 7 R
JAEF AT LET,

ATy T4 [EE (Submit) 1227V v LET,

Licenses
e —

License Name License Authorization Status ' ? License Request | ?

Secure Web Appliance Cisco Web Usage Controls Not requested

Secure Web Appliance Anti-Virus Webroot Not requested

Secure Web Appliance L4 Traffic Monitor Not requested

Secure Web Appliance Cisco AnyConnect SM for AnyConnect Not requested

Secure Web Appliance Secure Endpoint Reputation Not requested

Secure Web Appliance Anti-Virus Sophos Not requested

Secure Web Appliance Web Reputation Filters Not requested

Secure Web Appliance Secure Endpoint Not requested

Secure Web Appliance Anti-Virus McAfee Not requested

Secure Web Appliance Web Proxy and DVS Engine Not requested

Secure Web Appliance HTTPs Decryption Not requested

Cancel
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RDBERY

FA AT, HIRBRE-HRINC AR a7 I 4T v AEK (00C) E— Rk,
£T A4 A230 BREIOW TR 2SR S E 3, AR L TN00C 1R 0 R O Hif
12, —EOMR (30 Bai, 15 HAG, 5 HAl, BXOEKH) TEINREFRINET,

OOC M THWIRI OGN WME L &, T4 B AFEHTE T, B2 FHTE R0 E
T, EEICH 9 —ET 7 EATHITIE, CSSMA—F L TIA 8 AET v 77— LT, @&
AEE T OMERH Y £7,

TFAEBLADY J—X

FIE

ATY T [VRTLEE (System Administration) 1 >[5 4 > X (Licenses) | Zi&IR L 9,

ATy 2 [FEOHmE (EditSettings) 127 VU v 27 LET,

RT9T3 VI —RFT5T7A4 B RIZHIET D [T7A B ADFER (License Request) [ FNIDF = v Ry A%kt 7
WZLEJ,

ATy T4 [E (Submit) 1227V v 7 LET,

Cisco Smart Software Manager "> D7 TS5 4 7 » A D& 5%

FIE

ATY T [VRTLEE (System Administration) |>[AYX—FY T bz 754122224 (Smart Software
Licensing) ] Z#i®IRL £,

RT9T2 [T7vay (Action) | Kay 7 Z oy UR D, [BEERR (Deregister) ] Z3IR L, [F4T (Go) 1%
707 LET,

ATv T3 [%fE (Submit) %27V v 27 LET,

Cisco Smart Software Manager TD7 754 7 > ADHEEH

FIE

ATV T [VRATLEE (System Administration) |>[AR— MY T bz 7541224 (Smart Software
Licensing) | Z &R L £7,

ATwT2 [77vay (Action) | Fry7FH o UR R, [k (Register) | 8RR L, [FEIT (Go) &7V v
7 LET,

B o Rx7LoEE



| v2x7468%E
gzuzozz [

RDBERY

Bk~ v AZ-OWTIL, Cisco Smart Software Manager TDT 7T A 7 ADXEE (10 ~X—
V) BERLTLIEEN,

ERETEX RN TV FIZBWWCIE, 77 I9A4 TV RADOREEZ VY FLERICT 94T A
ERETAHZENTEET,

CSSM CT 7 I7A4 T v AEBET HENIDI, F TV AR— MR EEEETEET,

\)

GE) Av—hF TA B ZREPEDN > TVABEEICD, NI AR— MNRELZEH T F
To 7T ITAT VANRTTIIREINTWDGAE, NI UVAR— MREEXZERTHITIE, 77
TAT VADBEREMRRT HMERH Y ET, NT VAR MNREZELLIZRIZ, 7774
T AT BBET HVNEND Y T,

KT U AR— FREEEF T 5 HIEIZOWTIL, Cisco Smart Software Manager THD 7 77 A 7
YADFEK (10 "—2) EZZRLTIESVY,

FREE & EEBAE DERT
Cisco Smart Software Manager C7 77 A 7 U A &Gk LI IZ, GEELZETH T £ 7,

)

GE) T IAT U APREFITRERSNIRIZOS, BAErEHTE X7,

FIE

ATV T [VRATLEE (System Administration) |>[AR— YT b2 7541224 (Smart Software
Licensing) | Z&IR L £7,

ATwF2 [7TUar (Action) | Rey X oy UR MG, et ~7 s a v ERIRLET,
D'L.\EIEE -7 _d- < E%ﬁ
FIRAEZS I CEHM

ATvT3 B8 (Go) 1227V >y LET,
RDBRY

HESAERADTH
s TA B ATRIOEIL (16 X—)

I 27LEE I}
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FA B ATRIORE (17 X—)
c TARVATHIOEH (19 <—)
TA B ATRIOHIBR (20 X—)
TA v ZATROE (21 ~—)
FA L ARENEI - TA B ADEHIEREINLET (22 X—)
FA B AKNEH : TA B AOEDHRERTINE (22 —)

RI:SAEVADATF—ER

ATF—H R SR BA

AP 5T ATTHRIFEH TIIALT VAL TA B AOEREERIZEIT L, T4
U ADFEAERBINTWET,

R TTITAT VY AEITA B A E TR L TOER A,
T4 ' ATROFENL
15D B HIIC
Cisco Secure Web Appliance TA~—h 74 B F— KRBT ->TND Z & AR
L/ivg—o

GE) CLI T license smart > enable reservation T av s REERLT, #7422 TH
THIELTEET,

GE)  FRAFa—RZFTTIA VA b= L, A= TV T EHRNCLTOEHE, T34
AFHINE T S NI B ZRRRIC BBIICBAT L 7

FIE

AT v F1 Cisco Secure Web Appliance C [> A7 LA EE (System Administration) |>[A~—hk Y7 by =T Tk
2> 7" (Smart Software Licensing) | ~<X—IZBE L £,

ATV T2 [BEEIKANT A& AFH (Specific/Permanent License Reservation) | 473 a3 V&8I L £7,
ATy 73 [HEFR (Confirm) 1227 U2 LET,

B o Rx7LoEE |



| v2x7468%E
ssevzx3tosi ]

RDBERY
TA B ATRIORE (17 =)

T A B ATRIDE G

FIE

AT w71 Cisco Secure Web Appliance T [2 A7 L H (System Administration) |>[A~—hk Y7 hU =7 T4k
> 7" (Smart Software Licensing) | ~<—IZB#E) L £7,

ATv T2 ek (Register) 1227V v 7 LET,

ATv T3 [2—FK&at— (CopyCode) 127 V7 LT, V/Z=Aba—FKzabt—Lx7,
GE)
U7 A ka— Rz CSSM RN—Z /LTl L TR = — RZAER L E7,

ATy T8 [k~ (Next) 1227V w7 LET,

ATY T CSSMA—ZWIZBEI L T, FCOBREEZITTRXTOMEDT A L A2 FHNT 272D 0KBa— %
ERRLET,

GE)

KB T— ROAERFTIEOHMZIONWTIE, AV—MN YT o7 T4 T F T4~
(cisco.com) (ZHDH~LT R = A kO Inventory: License Tab > Reserve Licenses 7 > a VA& L T
<TIEEW,

General Licenses Product Instances Event Log
By Name By Tag
Manage License Tags License Reservation.. Show License Transactions Search by Lice O,
r

Smart License Reservation

STEP 1 STEP 2 STEP 3 STEP 4
Select Licenses Review and Conl

Enter Request Code Sele: R firm Authorization Code
1) ENter tne Keservaton Keguest Lode beiow

2) Select the licenses to be reserved

3) Generate a Reservation Authorization Code

4) Enter the Reservation Authorization Code on the product instance to activate the features

* Reservation Request Code:

To learn how to enter this code, see the © e for the product bein censed

ATw 76 [SLR/PLR] Z&ER L, [k~ (Next) 1227 U v 7 LET,

I 27LEE I}


https://software.cisco.com/web/fw/softwareworkspace/smartlicensing/ssmcompiledhelps/
https://software.cisco.com/web/fw/softwareworkspace/smartlicensing/ssmcompiledhelps/

AT LERE I
B s tx3u0sn

Smart License Reservation

STEP STEP STEP 3 STEP 4

Enter Request Code Select Licenses Review and Confirm Authorization Code

Product Instance Details

Product Type:
UDI PID:
UDI Serial Number:

Licenses to Reserve

In order to continue, ensure that you have a surplus of the licenses you want to reserve in the Virtual Account.

O WSAPLR

O Reserve a specific license

ATYTT1 CSSMA—H/LT, SLRA TV a VI ERTA B AZERL, [k~ (Next) 127V v 7 LET,

STEP v STEP 2 STEP 3 STEP 4

Enter Request Code Select Licenses. Review and Confirm Authorization Code

Licenses to Reserve
In order to continue, ensure that you have a SUrplus of the licenses you want to reserve in the Virtual Account
(O WSAPLR

@ Reserve a specific license

License Expires Purchased  Available Reserve
Secure Web Appliance Advanced Malware Protection Add On multiple terms 102 98

Secure Web Appliance Advanced Malware Protection Reputation multiple terms 102 100 0
Secure Web Appliance Anti-Virus McAfee Add On 2024-Jan-25 100 100 0

Secure Web Appliance Anti-Virus Sophos Add On multiple terms 102 101

AT9 T8 WONWTIINDIFIET, CSSM R — X L) b Hifs L7278 = — K% Cisco Secure Web Appliance (ZH5 Y £
iﬂqo

o [A#Ba— REat—LTHEY 1T 2% (Copy and Paste authorizationc code) ] 47 3 » Zi&IN L, KR
a— R&Zab— LTV 7% (Copy and Paste authorizationcode) | 47> a VD FDOTHFA KRRy 7
ANTAKRBA— REME VAT £,

[VAT LA a— R&ET v 7 m— K (Upload authorization code from the system) | 473 a > %%
WL, [Z77 A4 /VDEIR (ChooseFile) [#7 Vv 7 LTHERI—FET v u—RKLET,

ATw 79 [KFEa— K& A A h—/L (Install Authorization Code) 1% 7 U v 7 L&,
AVAN=NLTRKIONyFa<wy RIPR— SN TWEEA,

GE)
ARBA—FRBA A=V ENDET, UBHIT LT T FREESNET,

JOIRba—FEXFvyovILTEHEE:

B o Rx7LoEE
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AR — RIA v A h =L SRBHNC PRI T vt 2% %+ &4 5121k, CANCEL_REQUEST_CODE =
~  REEALET, TROEOREEZZ )7 LET,

GE)

CSSM AR—Z NV THERa— REAR LN, TTXIAT ATV I ZA Ma—Rexy L LTEEA,
CSSM R—ZNVTHRLTETFA B RIT I IA TV RTA VA M=V TEXERA, KB z— FOYIRIC
SV TCIE, TAC IZBBWAbEL IV,

WHEIR T A AT (SLR £721L PLR) 1%, Cisco Secure Web Appliance |21 & A h—/L &
NTWET,

TA B ADAT—Z A E, SLRAIC TSN TFA B AD [T TA4 T v A TTRIEH
(Reserved in Compliance) IREEIZEATLE£9, PLROGE, T XTOITA B AN[2TT

ATV ATTRIEH (Reserved in Compliance) ] IZITLET,

RDERY

o (SLROZHEM) MBS U T, FA4A BV A PREZEFRTEX E4, FHMIzHOWLTIL,
FTAB U ATFTRIOEGH (19 2—) 2B LT &N,

« (SLRBELOPLRIZEH)  HEIILLUT, IFA4 BV A PR EHIBRTE £, 5B
WTIE, 74 AFTROHIER 20 X—) 2L T I,

« (SLREBELOCPLRIZEH)  HEILLUT, FA4 BV ATPREESLTE 3, FFHIC
ONTIEL, A BV ATFROEME 21 =) ZZRL T I,
FA L AFTROFE G
HULVHSBED T A B AR THILTEY . EOBFEOSA B ATREEE LY TExF 1,

\}

CE)  REITA B ATFROLZEHTE, KATA B ATPRITEHRTE LA,

\)

GE) CLI T license smart >reauthorize YT av s REFHALT, 94 AFHEEHTLH L
HTEET,

FIE

ATYT1 CSSMAR—=ZMIZBEIL T, T TICTRNELDTA B AEZEHTH-OOEKR T — REARKLET,
GE)

I 27LEE I}
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AR — ROERFEOFHMZOWTL, A~v— Y7 =T T4V T FUTA 0 ~VT
(cisco.com) (ZHD~VT K¥ o A2 kO Inventory: Product Instances Tab > Update Reserved Licenses & 7
arxezRL T IEaN,

AT T2 Cisco Secure Web Appliance T[> A7 A EL (System Administration) |>[A~—hk Y7 b =7 T4 &
> 7" (Smart Software Licensing) | -~X—VIZB#E L £7,

ATwF3 [T/ ar (Action) | ey 7 XU A MDD [HAR (Reauthorize) ] # IR L, [T (GO) 1% 7

Vw27 LET,
ATY T8 RONTINOIFIET, CSSM R — X L) b Eifs L7278 = — K% Cisco Secure Web Appliance (ZH5 Y {717
£

s [EKBa— REab™— LAY 17 % (CopyandPaste authorizationccode) |47 a » ZER L, KGR
a— R&Zab— LTV 175 (Copyand Paste authorizationcode) |47 a v D FDTF A FR v 7
ANHKR T — RERE D 1T £7

[VAT LN HEFEa— R&7T v 7m— K (Upload authorization code from the system) | 47" = > % i
RU, [77A/VDEIR (Choose File) |27 U v/ LTEBa—RKE7 v a—FLET,

AT w75 [F&GR (Re-authorize) 127 VU v 7 LE9,
AT9 76 [2—FKZat— (CopyCode) 127 V7 LT, fERa—Rezat —LEd,
GE)
CSSM R—Z L THERa— R LT, FA B A TREEHLET,
RAFyFT [OK] &2V w7
AT w78 Cisco Secure Web Appliance 7> & HufF L 72 fgs® 2 — K% CSSM AR — Z WZBE Y £t £,
G¥)
B2 — FOBMFEDFEMICIOWNWTIE, Av—F VY7 =T FA48v T Fr I~
(cisco.com) 2 DH~/LT R¥ o A hd Inventory: Product Instances Tab > Update Reserved Licenses = 7
varEZRLTIEZEN,

TA B ATRIDEFINET,

TAB L ADAT = AF, SLRAICTFHINTZTIA B AD [T TA4T o ZATTRIFEH
(Reserved in Compliance) JIRREIZEATLE T, 74 B AR L TPRAINLTORWES,
T A v ADIRREIL [RAEAFE (Not-Authorized) ]IRFEIZREIT L £7,

T A B ATRIOHIR
Cisco Secure Web Appliance THNNZ 2> TWDFFED T A B A TR ETITIKATA B AD
FTRIZHIBRTEET,

A\

GE) CLI T license smart > return reservation V7 2= R&EHEHA LT, T4 2D %HI
fryoz b TEES,

B o Rx7LoEE |
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\)

CE)  TPRIEHRTA B AZHIBRT L7 7 — FRMMEENET,

FIE

AT w71 Cisco Secure Web Appliance © [ A7 L HE (System Administration) |>[A~—hY 7 hu =7 742
> (Smart Software Licensing) | ~X—IZB# L £,

AT9 T2 [T7ar (Action) | Rey 7 XA RNL[Y #—ra—FR (Returncode) | L, [T (GO) ]

7 Vw7 LET,
AT9F3 [2—FK%Zabt— (CopyCode) 127 Vw7 LT, V¥ —ra—Rrzat—L%d,
GE)

CSSM AR—HZ W2V Z—ra— REEVIT T, 4B A FREHIBRLET,
ATy 74 [OK]Z7 V7
AT w75 Cisco Secure Web Appliance 7 HHUG L72Y #—r a— K& CSSM AR—Z LTl L %7,

GE)

Y ¥ —rva— ROBMFEOFEMZONWTIE, A~v—hF VY7 =T T4 BV A F U TA 2 ~LT
(cisco.com) (Z&H D~V R¥ =2 A2 kO Inventory: Product Instances Tab > Removing a Product Instance &
7 vareZRLTIZEN,

Cisco Secure Web Appliance THZNME SNV TWDEEED 7 1 & A FRIBHIBRS L, TXTDZ

A & APFHRAR IS 0 =9

RDRARY
e TABUATRIOER (19 X—) THZEI— ROFMZMERELET,
« (SLRBELVPLRIZHEH]) MBS U T, FA B A TRIZEIETE E9, FHMIC
DNTIE, TA B ATROEMNE 21 ~—) Z2BRL TSN,

T At ATRIOE L
Cisco Secure Web Appliance T7 A & A TR Z L TE E 7,

\}

6= CLI T license smart >disable reservation YHTav REFHLT, 748 AT % R
W22 &b TEET,

e T 7 A R ENTZDBIET— R VA =L ENTWRWEES, PRI 7
A MIT AL A ETERYBAISNET,

27LEE I}
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FOAET— R A VA =L STV DHEE, TRU 72X MIHIBRSVER A, llicense
smart reservation return] 2~ 2 R&EEH L CRFEa— REZHIBRT D L )18 E X v —
NERINET, ZTORXAvE—=U1F, T4 B AOTRIMEREDNEZNT 72 - T ATHEMEN
HHEN, BIET—RFBA VA =L ENTZFETHHIEEZEWRLET, ZDIREEIL show
avr NS ET,

N

() a—FzRLTPHZENMET S0, a~r Pl L TrPie
M TE £,

FRIT— RN A VA =L END L, TFIA T ALFEIRREICAR Y =9, BT 5
L. AT =X AFEMMEE— RITBITLET,

FIE

AT w71 Cisco Secure Web Appliance T [ AT LB H (System Administration) |>[A~— Y7 b =27 714 ¥
7" (Smart Software Licensing) | ~~— I E L £,

RATw T2 [T — K (Registration Mode) | 7 4 —/LV R C[¥ A 7DXEHE (Change Type) %27 U v 27 LET,

RATw T3 [BERE— ROZEHE (Change registration mode) ] % A 7 12 7R > 7 AT [%fF (Submit) 1227 U v L&
—éﬂo

T A& AFHKIL, Cisco Secure Web Appliance THELML S E T,
T AU AREhEM T A & AOF RGN S R

TA B AOHEHMRNINDRTOT 7 — hOBEIX, 60, 30, 15, 5, 2, BLP1HTT,
TA ' ARNER © T A & AOF RN

FTA B ADHEGHENTIND &, TA B AEEMPEEENET, SLRPLR T A & %
DT A AREIL, BHHBEAUINT-#%E [0 T34 T o ATFHNEHS (Reserved in
Compliance) |DEFICRV £3, FA B ZAOFEDHRNOIND &, 7 VT 4 BV AT A
TI= MR RN =, BT A—APEREINET,

\}

B FABAREHIE, FETA B ATFTRORNRKRTT, KATA B ATHTIIERE S
NFEE A,

CLI T 1license smart >reauthorize YT av s REFHLT, 4B A PREEHRTLZ L
bTEET,

TA B ZADHEIHIRDGIND &, IRDORA v = NFRINET,

B o Rx7LoEE |



| v257L8%
2v—tz—vzrvroEH |

['Cisco Secure Web Appliance Secure Endpoint 7 R4 > OFZh R8I Tk 9, (The Secure
W\eb Appliance Secure Endpoint Add on entitlement expired.) |

BARTDIDDA vy =V NBEHKITEE S NET,
FIE

ATYT1 CSSMA—ZVIBE LT, TTICTRELDTA B R EHT L0 0KRA— REERLET,

(6=3))
KBA— FOERTEOFMIONWTIE, Av— b YT V=T A2y Fr T4y ~LT
(cisco.com) 2D~V R¥ = Xk Inventory: Product Instances Tab > Update Reserved Licenses = 7
varEZRL TSN,
AT w T2 Cisco Secure Web Appliance T [ A7 A% H (System Administration) |>[A~—hk Y7 hU =T T4k
7 (Smart Software Licensing) | ~X—IZHE L £,
AT w73 [FHAGR (Re-authorize) 127V v 7 LET,

ATX—hrI—CzU FOESH

T IFSGAT LV ACA YA R ILENTWVWAEARAY—F ==V fOXR—V g U AEHT AT
1T, MOFNEZFEITLET,

FIE

ATy [YARTLEE (System Administration) | >[AY— kY I k754204 (Smart Software
Licensing) | &N L £7,

ATV T2 [AR—FI—C 1V FOEHRRAT—R X (Smart AgentUpdateStatus) | &2 2 a > T, [§9F CE#H (Update
Now) |27 U v 27 L, 7rBAIZENET,

G¥)
CLI =2~ K saveconfig & fEH L T, F72iX [:/Z7_'-L\¢EQIE (System Administration) ] > [E&Eﬂ'v 1)—
(Configuration Summary) | ZfHLCTWeb A > ¥ —7 = A ARACTHELELRF LI ETHE, A
~v—F TA B ABEOREIRTFINEEA,

WO F VA THRMPEEINET,
A — KNV T R NT T T4V UTMNEFICEILS N
A — KN VT NI T T4 U T OEYLRICEI LT
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AR 23 PR AG S T
AR 258 T L7e (REARIAR T 3 & OMARIRE T IRpIS —E DRI TE(E)

o EFICBEG I
o BERITHM L 72
s EFICRFES LT

. 5

i

IZHRB L 7=

IEH IR RMR S L
BRERARERIC R L 72

o ID FEBIEDIER IS B S 7z
« ID GEMIE O HHNIZ R L 7=
« WRED A ZhBIR AN I 72

« ID REBAE DG DI RS Bl 7z

AT TAT v AERE T IR O BRI T

WIRTHE T IREIC —E ORIE TRE(E)
« BERED A NIIRICBET D BN DA v AL o ADFEA LTZ

AU RIAV AR —T AR

* license_smart (24 ~X—37)

s show license (34 ~X—73)

* cloudserviceconfig

license_smart

« B

(25 =—2)

fERTTIE (25 N—=Y)

il -
il
« ol
« il
« il
« ol -
« il -

B o Rx7LoEE

Smart Software Manager TD 7 77 A 7 AD X Gk (25 ~X—)
A<w—hF TA VL ADAT—H A (26 5—)
Av—hKTARVADAT —H ZADOMPE (26 X—)
Av—F b7 AR —F URL ORE (27 =X—)

TA B ADER (27 R—)

FAELZADY V=R (27 =)

TA B ATRIOEME 28 X—)

SRTLEE |

(BT TAT o ZAEMETHIR TR LT



B!

il 51k

E N |

il TA B ATRIOE (29 X—)
Bl TABATRIOEH (31 ~—)
i TA B ATROYIE (32 2—3)

il 2 T A ATRIOES (32 2—)

A<w—h VT T x2T T AMEORTE

FEE : Zo0a~< 2 Rk lcommit) NHFL T,

NYyFaAIU R Zoa<wy NIy FEXEZ SR —F L THOET, FEMICOWVW T, help
license smart =¥ REANNILT, AT A4 2 ~VTEZZHRLUTITEEN,

Bl A~—h =2 b —EXHAR— FORIE

example.com> license_ smart

Choose the operation you want to perform:

- ENABLE - Enables Smart Licensing on the product.

- SETAGENTPORT - Set port to run Smart Agent service.
[1> setagentport

Enter the port to run smart agent service.
[65501]>

Bl 2A~=—h T4 2O

example.com> license_ smart
Choose the operation you want to perform:
- ENABLE - Enables Smart Licensing on the product.
[1> enable
After enabling Smart Licensing on your appliance, follow below steps to activate
the feature keys (licenses):

a) Register the product with Smart Software Manager using license smart > register command
in the CLI.

b) Activate the feature keys using license smart > requestsmart license command in the

CLI.

Note: If you are using a virtual appliance, and have not enabled any of the

features in the classic licensing mode; you will not be able to activate the

licenses, after you switch to the smart licensing mode. You need to first register

your appliance, and then you can activate the licenses (features) in the smart licensing
mode.

Commit your changes to enable the Smart Licensing mode on your appliance.

All the features enabled in the Classic Licensing mode will be available in the Evaluation
period.

Type "Y" if you want to continue, or type "N" if you want to use the classic licensing

mode [Y/N] []> vy

> commit
Please enter some comments describing your changes:

[1>
Do you want to save the current configuration for rollback? [Y]>

i : Smart Software Manager CD 7 77 A 7 2 A DXk

27LEE I}
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example.com> license smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.
- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> register
Reregister this product instance if it is already registered [N]> n

Enter token to register the product:

(1>
ODR1OTM5MjIt0OTQzOSO00YjYOLWEXZTUtZTdmMmY30GNINDZmLTE1MzM3Mzgws0AMDE zZNTR8W1pCQ1 IMbGVMQOWRX

O0XhuenN40OWZDdktFckJLQzF5V3VIbzkyTFgx$0AQWcvaz0%$3D%0A
Product Registration is in progress. Use license smart > status command to check status
of registration.

B Aw—hF TAL B ADAT —H A

example.com> license smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> status
Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes
Registration Status: Unregistered

License Authorization Status: Evaluation Mode
Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)
Bl : A~v—hK TA BV ADAT —H ZADOHE

example.com> license_smart

To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> summary
FeatureName LicenseAuthorizationStatus

Web Security Appliance Cisco Eval
Web Usage Controls
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Web Security Appliance Anti-Virus Webroot Eval
Web Security Appliance Anti-Virus Sophos Eval

i : ZA~—hk FF 2 AKR— K URL DRE
example.com> license_ smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.
[1> url
1. DIRECT - Product communicates directly with the cisco license servers

2. TRANSPORT GATEWAY - Product communicates via transport gateway or smart software
manager satellite.

Choose from the following menu options:

[11> 1

Note: The appliance uses the Direct URL
(https://smartreceiver.cisco.com/licservice/license) to communicate with Cisco

Smart Software Manager (CSSM) via the proxy server configured using the updateconfig
command.

Transport settings will be updated after commit.

Bl AL ADER

N

B (T T IA T ADa—Y—T, TA BV AZERELITZY V2T DL, TOT T T4
T A ERET DERDHY £,

example.com> license_smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> requestsmart license

Feature Name License Authorization Status
1. Web Security Appliance Anti-Virus Sophos Not Requested
2. Web Security Appliance Not requested

L4 Traffic Monitor

Enter the appropriate license number (s) for activation.

Separate multiple license with comma or enter range:

[1>1

Activation is in progress for following features:

Web Security Appliance Anti-Virus Sophos

Use license smart > summary command to check status of licenses.

Gl S A4 ADY Y —2R
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example.com> license_ smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> releasesmart license

Feature Name License Authorization Status

1. Web Security Appliance Cisco Eval
Web Usage Controls

2. Web Security Appliance Eval
Anti-Virus Webroot

3. Web Security Appliance Eval
L4 Traffic Monitor

4. Web Security Appliance Cisco Eval
AnyConnect SM for AnyConnect

5. Web Security Appliance Advanced Eval
Malware Protection Reputation

6. Web Security Appliance Eval
Anti-Virus Sophos

7. Web Security Appliance Eval
Web Reputation Filters

8. Web Security Appliance Advanced Eval

Malware Protection
#il : T4 & ATHIOHRE

ZOBITIE, license smart > enable reservation H7a< REMH LT, Cisco Secure Web
Appliance TT7 A B A TRIZBMETEET,

example.com > license_smart
Choose the operation you want to perform:

REQUESTSMART LICENSE - Request licenses for the product.

RELEASESMART LICENSE - Release licenses of the product.

REGISTER - Register the product for Smart Licensing.

URL - Set the Smart Transport URL.

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

ENABLE RESERVATION - Enable specific or permanent license reservations on your Secure
Web Appliance.

[1> ENABLE RESERVATION

Would you like to reserve license,then type "Y" else type "N" [Y/N] []> N

License reservation is not enabled.
Choose the operation you want to perform:

REQUESTSMART LICENSE - Request licenses for the product.

RELEASESMART LICENSE - Release licenses of the product.

REGISTER - Register the product for Smart Licensing.

URL - Set the Smart Transport URL.

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

ENABLE RESERVATION - Enable specific or permanent license reservations on your Secure
Web Appliance.

[1> ENABLE RESERVATION

Would you like to reserve license,then type "Y" else type "N" [Y/N] []> Y
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License reservation is enabled

(>
Bl 2 T A ATRIORE

Z OFITIL, license smart >enable reservation 7 2= RZ{HH LT, Cisco Secure Web
Appliance TT7 A L AD PRI HMETE £,

example.com > license_ smart
Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REQUEST CODE - Provide the request code generated on your Secure Web Appliance. []>
REQUEST_CODE

The generation of the request code is initiated...

Copy the request code obtained on your Secure Web Appliance and paste it in the Cisco
Smart Software Manager portal to select the required license

Request code: CG- -39

Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REQUEST CODE - Provide the request code generated on your Secure Web Appliance.

INSTALL AUTHORIZATION CODE - Install the authorization code for specific or permanent
license reservations on your Secure Web Appliance.

CANCEL REQUEST CODE - Cancel the request code generated on your Secure Web Appliance.
[1> INSTALL_ AUTHORIZATION_ CODE

Paste via CLI

Import the Authorization Code from a file How would you like to install Authorization
Code? [1]> 1

Paste the Authorization code now.

Press CTRL-D on a blank line when done.
<specificPLR><authorizationCode><flag>A</flag><version>C</version><piid>3c54a7ce-3b9c-
450e-9338-2£16e5801155</piid><timestamp>1650362032178</timestamp><entitlements>
<entitlement><tag>regid.2018-05.com.cisco.WSA MUS,1.0 d3£f3389a-cdc4-48e3-bc84-8b590ea2d908
</tag><count>1</count><startDate>2022-Apr-08 UTC</startDate><endDate>2022-May-08 UTC
</endDate><licenseType>TERM</licenseType><displayName>

Web Security Appliance Cisco AnyConnect SM for AnyConnect</displayName><tagDescription>
Web Security Appliance Cisco AnyConnect SM for AnyConnect</tagDescription>
<subscriptionID></subscriptionID></entitlement></entitlements>
</authorizationCode><signature>MEYCIQCiylV1TxBDYxxSagqexFEXK4ThHVVXEJprhgK83j72FAAThAIBgyc450uxiZlpA
/phZ/PR/Xf17e3rxc2AZCY3GH002</signature><udi>P:WSA, S:2AE28096313B</udi></specificPLR>"D

The SPECIFIC license reservation is successfully installed on your Secure Web Appliance
Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Web Appliance.

CONFIRM CODE - Provide the confirmation code generated on your Secure Web Appliance.
RETURN_RESERVATION - Remove the specific or permanent license reservations on your Secure
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Web Appliance.

[1>
DOIRMIA—FERBBDT IS4 T VADAT—E R
[1> STATUS

Smart Licensing is : Enabled

License Reservation is: Enabled

Reservation Type: IN_ PROGRESS

Return Code: CAt6Dx-G8K1lQOn-dEY8gs-EFQyyA-nkSNEY-s6hZNi-PnpxMb-rxjGWV-QjP
Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 54 minutes

Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: wsaz28l.csl

RERDTISATUVADRAT—E R
[1> STATUS
Smart Licensing is : Enabled

License Reservation is: Enabled

Reservation Type: SPECIFIC

Evaluation Period: Not In Use

Evaluation Period Remaining: 83 days 3 hours 32 minutes

Registration Status: Registered ( 28 Apr 2022 04:42 )

Last Registration Renewal Attempt Status: SUCCEEDED on 28 Apr 2022 04:42
License Authorization Status: Not Authorized ( 28 Apr 2022 04:42 )

Last Authorization Renewal Attempt Status: SUCCEEDED on 28 Apr 2022 04:42
Product Instance Name: wsaz28l.csl

Status of the Install Authorization Code :

BERa—FDFr oL
Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REQUEST CODE - Provide the request code generated on your Secure Web Appliance.

INSTALL AUTHORIZATION CODE - Install the authorization code for specific or permanent
license reservations on your Secure Web Appliance.

CANCEL REQUEST CODE - Cancel the request code generated on your Secure Web Appliance.
[1> CANCEL REQUEST CODE

If you want to cancel the generated request code, the authorization code generated from
the Cisco Smart Software Manager portal will be locked.

Are you sure you want to cancel the request code? [Y/N] [N]> N
The request code is not cancelled
Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REQUEST CODE - Provide the request code generated on your Secure Web Appliance.

INSTALL AUTHORIZATION CODE - Install the authorization code for specific or permanent
license reservations on your Secure Web Appliance.
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CANCEL REQUEST CODE - Cancel the request code generated on your Secure Web Appliance.
[1> CANCEL_REQUEST_ CODE

If you want to cancel the generated request code, the authorization code generated from
the Cisco Smart Software Manager portal will be locked.

Are you sure you want to cancel the request code? [Y/N] [N]> Y

The cancellation of the request code is initiated...
The request code is cancelled successfully

Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REQUEST _CODE - Provide the request code generated on your Secure Web Appliance.

Xy oBINEDT ITZATUVADRAT—E2R

[1> STATUS
Smart Licensing is : Enabled

License Reservation is: Enabled

Reservation Type: NONE

Return Code: CAt6Dx-G8K1lQOn-dEY8gs-EFQyyA-nkSNEY-s6hZNi-PnpxMb-rxjGWV-QjP
Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes

Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: wsaz28l.csl

Bl TA L ATROEH

ZDOBITIL, license smart >reauthorize V7 a<2 REMALT, HILWHEEDT A &
AaFRILIZY BEOBFDOTIA B AFRELE LY TEET,

example.com > license_ smart

Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Web Appliance.

CONFIRM CODE - Provide the confirmation code generated on your Secure Web Appliance.
RETURN_RESERVATION - Remove the specific or permanent license reservations on your Secure
Web Appliance. []> REAUTHORIZE

[1> reauthorize

Paste via CLI

Import the Authorization Code from a file How would you like to install Authorization
Code? [1]>

Paste the Authorization code now.

Press CTRL-D on a blank line when done.
<specificPLR><authorizationCode><flag>A</flag><version>C</version>
<piid>3c54a7ce-3b9c-450e-9338-
</authorizationCode><signature>

MEUCTHSypYX6GMBOwgZy+8tTAq+IgLlqU/05J10yS/25gpH8AL EAJEubva YMyOV2DVASTIFUY09c 707,/ JUXQBHI McT4yDk=</signature>
<udi>P:WSA, S:2AE28096313B</udi></specificPLR>

~“D
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The SPECIFIC license reservation is successfully installed on your Secure Web Appliance
Copy the confirmation code obtained from Smart Agent and add it to the Cisco Smart
Software Manager portal to update the specific reservation.

Confirmation code: fxxxxfeb

CONFIRMATION CODE:
Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Web Appliance.

CONFIRM CODE - Provide the confirmation code generated on your Secure Web Appliance.
RETURN_RESERVATION - Remove the specific or permanent license reservations on your Secure
Web Appliance. []> CONFIRM CODE

Copy the confirmation code obtained on your Secure Web Appliance and paste it in the
Cisco Smart Software Manager portal to update the specific license reservation.
Confirmation Code: fxxxxfeb

(1>
il - 5 A ATROYIRR

Z OFITIL, license smart > return reservation 7 <> R&fH L T, Cisco Secure Web
Appliance THNZ 72> TV DEBEDFFE £ /213K BR T A B ZADTFRIZHIRTE £,

example.com > license_ smart
Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Web Appliance.

CONFIRM CODE - Provide the confirmation code generated on your Secure Web Appliance.
RETURN_RESERVATION - Remove the specific or permanent license reservations on your Secure
Web Appliance.

[1> RETURN_RESERVATION

After you return the license reservation, you cannot use any of the product features,
if

the evaluation period has exceeded 90 days. After the 90 days evaluation period,

you must register your product with Cisco Smart Software Manager to continue

to use the product features. [N]> Y

The generation of the return code is initiated...

Copy the return code obtained on your Secure Web Appliance and paste it in the Cisco
Smart Software Manager portal.

Return Code: CLFSav- -Ef2

[1>

Bl . ZA & ATHRIOBEL

Z OB TIX, license smart> disable reservation %7 a~< > RZ&MEH LT, CiscoSecure Web
Appliance TT7 A L 2D TR WP TE ET,

example.com > license_smart

Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
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Web Appliance.

REQUEST _CODE - Provide the request code generated on your Secure Web Appliance. []>
DISABLE_RESERVATION

Do you want to disable the specific or permanent reservation? [Y/N] []> Y

License reservation is disabled
Choose the operation you want to perform:

REQUESTSMART LICENSE - Request licenses for the product.

RELEASESMART LICENSE - Release licenses of the product.

REGISTER - Register the product for Smart Licensing.

URL - Set the Smart Transport URL.

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

ENABLE RESERVATION - Enable specific or permanent license reservations on your Secure
Web Appliance. []> STATUS

Smart Licensing is : Enabled

License Reservation is: Disabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 46 minutes

Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted

Product Instance Name: wsa28l.csl

Transport Settings: Direct (https://smartreceiver-stage.cisco.com/licservice/license)
Device Led Conversion Status: Not Started

Choose the operation you want to perform:

REQUESTSMART LICENSE - Request licenses for the product.

RELEASESMART LICENSE - Release licenses of the product.

REGISTER - Register the product for Smart Licensing.

URL - Set the Smart Transport URL.

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

ENABLE RESERVATION - Enable specific or permanent license reservations on your Secure
Web Appliance. []>

[r>

51 : Device Led Conversion (DLC) 7' &t ZDFENC L B HzhE

Z OFITTIE, license smart > conversion start 7 <2 K& LT, Cisco Secure Web
Appliance C Device Led Conversion (DLC) % F#) THMLTE £ 9,

DLC kgD H¥ v 7L a— K .

example.com > license smart

Deregister the Secure Web Appliance from the Cisco Smart Software Manager portal to
enable the license reservation

Choose the operation you want to perform:

- URL - Set the Smart Transport URL.

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- DEREGISTER - Deregister the product from Smart Licensing.
- REREGISTER - Reregister the product for Smart Licensing.

- RENEW_AUTH - Renew authorization of Smart Licenses in use.
- RENEW_ID - Renew registration with Smart Licensing.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- CONVERSION START - To manually convert the classic license keys to smart licensing.
[1> conversion_start

YRTLBE
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. show_license

show _license

A (34 2—)
| Aw— K FTAEBLADRATF—H X (34 2—)

] Aw— K FTABLADAT—FX ZAOME (34 X—)

B!
Aw—h FTA BV ADAT —H AL AT —H ZADMELEFRRLET,
B A~w—hF TAL BV ADAT —H A

example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing summary.

[1> status

Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes

Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Gl + A<w— K S4BV ADRT—X ZADOYE

example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Web Security Appliance Cisco Eval

Web Usage Controls

Web Security Appliance Eval

Anti-Virus Webroot

Web Security Appliance Eval

Anti-Virus Sophos

cloudserviceconfig

\)

() SLRPLRZNLTAY—hIA B RZBERTHL, 7TV RY—E23AMbLInT. S
BEIIITONET Ay ZOVR—MI, b—=7 U BEREZE L TRRISNIZAY—F T/ A
COBBH SNET,

« il
« S 5E
« 5 : Secure Web Appliance T® Cisco Cloud Services D& %1k
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« 5l : Secure Web Appliance T Cisco Cloud Services ¢ 551t

« 5] : Cisco Cloud Services 78— 4 /L~ Secure Web Appliance ™ % fk

« 3] : Cisco Cloud Services 7" — % /L ~® Secure Web Appliance® [ &% f

« 5] : Cisco Cloud Services R — % /L 7)» 5 D Secure Web Appliance D X G fEER

« 5l . Secure Web Appliance% Cisco Cloud Services " — % /LIZ#z#: 7% Cisco Secure Cloud
Server D EER

« ] : Cisco Talos Intelligence Services 78— % /L-7)» 55 @ Cisco Cloud Services AEFE & F—D &
yrar—NK

Bl 7 A7 FREWFE updateconfig
B!
cloudserviceconfig =~ > RIZRO BRI THEHA L £,
+ Secure Web Appliance T Cisco Cloud Services " — % /L & H 2 L £ 77,
+ Secure Web Appliance T Cisco Cloud Services A~ — % /L & HE4hZ L £ 9,
» Cisco Cloud Services 74~— 4 /L IZ Secure Web Appliance & &k L £ 77,
+ Cisco Cloud Services 78— 4 /L'{Z Secure Web Appliance H B2 B Gk L 97,
» Cisco Cloud Services 78— % /L35 Secure Web Appliance D %k 2 fif ik L £ 9,

» Cisco Secure Cloud —/3N—Z &R L T, Secure Web Appliance Cisco Cloud Services 73—
FMTHERRE L £

» Cisco Talos Intelligence Services A8 — 4 /L 7> &5 Cisco Cloud Services iEFiE & F—% X v 1 —
]\‘\ [./ i ‘a‘o

c I GAT Y NEBELX—%T v S u— FLET,

\}

GE) Zoa<rFE, Av— 74 B RE—RTORBHATEET,

i 5%
cHETE : T~ FIT commit ITMEDH VY FH A,
e NYFAXUEKR Zoavr NERyFEXLEZYFR—1F L TWET,

f5l : Secure Web Appliance C @ Cisco Cloud Services ® A %5t

yk(l\ cloudserviceconfig > enable ‘H_7 a< I\%{EEFH LT\ Secure Web Appliance’C“ Cisco
Cloud Services # H NI D012 R L ET

example.com > cloudserviceconfig
Choose the operation you want to perform:
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- ENABLE - The Cisco Cloud Service is currently disabled on your appliance.
[1> enable

The Cisco Cloud Service is currently enabled on your appliance.

Currently configured Cisco Secure Cloud Server is: api.apj.sse.itd.cisco.com
Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)

2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
1> 1

Selected Cisco Secure Cloud Server is api-sse.cisco.com.

Make sure you run "commit" to make these changes active.

example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:23:19 2020 GMTexample.com >

] : Secure Web Appliance T Cisco Cloud Services 551k,

WRIZ. cloudserviceconfig>disable V7 a2~ K&l LC, Secure Web Appliance C Cisco
Cloud Services N HH 2R~ L ET,

example.com > cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> disable

The Cisco Cloud Service is currently disabled on your appliance.
example.com > commit

Please enter some comments describing your changes:

[]> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:01:07 2020 GMT

example.com >

i : Cisco Cloud Services 78— % /L~ Secure Web Appliance ? % §x

7}(@:\ cloudserviceconfig > register ‘3‘7:‘ ~ }\%fﬁﬂq L T, Cisco Cloud Services R—Z )L
IZ Secure Web Appliance & BT 52~ LE T,

)

GE) oV 7asr NI, Av—F Y7 b= T8V TRHEMNIR o TORWIREET,
Secure Web Appliance?® Cisco Smart Software Manager (285 §k XL TR WG HICOAEH T X
E35h

example.com > cloudserviceconfig
Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- REGISTER - To register the appliance with the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
[1> register
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5] : Cisco Cloud Services

{5 : Cisco Cloud Services 7K— % JL~ @ Secure Web Appliance® E &) & £k .

Enter a registration token key to register your appliance
[1> c51fa32bd%a31227eaab50dea873062¢c

Registering
The Web Security appliance is successfully registered with the Cisco Cloud Service portal.
example.com >

N—H JL~D Secure Web Appliance® H % f

RIZ, cloudserviceconfig > autoregister I ¥ RFZ{#H LT, Cisco Cloud Services 7h— 4 /L
IZ Secure Web ApplianceZ B84 D2~ LE T,

example.com > cloudserviceconfig
Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- AUTOREGISTER - register the appliance with the Cisco Cloud Service portal automatically
using SL Payload.

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
[1> autoregister

The Web Security appliance successfully auto-registered with the Cisco Cloud Service
portal.

R—H )LD D Secure Web Appliance D % G fif

7}(@:\ cloudserviceconfig > deregister ‘3‘7:‘ ~ }\%fﬁﬂq L T, Cisco Cloud Services N—H
JLH B Secure Web Appliance DX Gk & fiftbr 9 2 5l 2~ L £ 97,

example.com > cloudserviceconfig
Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.

- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
[1> deregister

Do you want to deregister your appliance from the Cisco Cloud Service portal.
If you deregister, you will not be able to access the Cloud Service features. [N]> y

The Web Security appliance successfully deregistered from the Cisco Cloud Service portal.
example.com >

il : Secure Web Appliance% Cisco Cloud Services 78— % /UIZ#%#i 7% Cisco Secure Cloud Server D3R

7&“\'6:\ cloudserviceconfig > settrs YT a<w R & H L . Secure Web Appliance’a? Cisco
Cloud Services 78— & JLZHERE T 5 72 $OIZ W E 72 Cisco Secure Cloud Server &3R4~ 5 5l 27~ L
S5 8

example.com > cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> settrs

Currently configured Cisco Secure Cloud Server is: api-sse.cisco.com
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Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)

2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
(1> 3

Selected Cisco Secure Cloud Server is api.eu.sse.itd.cisco.com.
Make sure you run "commit" to make these changes active.
example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>
Changes committed: Tue Dec 29 13:37:40 2020 GMT

il : Cisco Talos Intelligence Services v — % /L5 @ Cisco Cloud Services sEFAE L ¥ —D X 7 m— R

KIZ. cloudserviceconfig > fetchcerificate 7 <> K&l LT, Cisco Talos Intelligence
Services 7" — % /L2 & Cisco Cloud Services sEFHEH & F—&2 X U o m— R4 5612 R LET,

\}

GE) oY 7 a<r Rid, BEfFO Cisco Cloud Services alEFHE D F 2R3 EIAL TV 2 RRET, Cisco
Smart Software Manager (Z Secure Web Appliance % %8k L TW DG SICOAHEH TE £,

example.com > cloudserviceconfig

Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- FETCHCERTIFICATE - Download the Cisco Talos certificate and key

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
[1> fetchcertificate

Successfully downloaded the Cisco Talos certificate and key
example.com >

i : 2 747 > MEEWFE updateconfig

Yk@?—\ Updateconfig>clientcertificate YT aw K % {5 F LTEEE%%& F—mT7 v — R
THEE R LET,

example.com > updateconfig

Service (images): Update URL:

Web Reputation Filters Cisco Servers
Support Request updates Cisco Servers
Timezone rules Cisco Servers
How-Tos Updates Cisco Servers
HTTPS Proxy Certificate Lists Cisco Servers
Cisco AsyncOS upgrades Cisco Servers
Smart License Agent Updates Cisco Servers
Service (list): Update URL:

Web Reputation Filters Cisco Servers
Support Request updates Cisco Servers
Timezone rules Cisco Servers
How-Tos Updates Cisco Servers
HTTPS Proxy Certificate Lists Cisco Servers
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Cisco AsyncOS upgrades Cisco Servers
Smart License Agent Updates Cisco Servers

Update interval for Web Reputation and Categorization: 5m
Update interval for all other services: 5m
Proxy server: not enabled
HTTPS Proxy server: not enabled
Routing table for updates: Management
The following services will use this routing table:
- Web Reputation Filters
- Support Request updates
- Timezone rules
- How-Tos Updates
- HTTPS Proxy Certificate Lists
- Cisco AsyncOS upgrades
- Smart License Agent Updates

Upgrade notification: enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- CLIENTCERTIFICATE - Upload the client certificate and key.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> clientcertificate

Current Cisco certificate is wvalid for 179 days

Do you like to overwrite the existing certificate and key [YIN] 2?2 []> vy
Paste the certificate.

Press CTRL-D on a blank line when done.

~D

AEAE LB e — OFFMZ ALV A1 £ 97, REAE & F—ITIERICRFSNET,

Async0S 140 LUIFEDRAY— K Y I LDz T7 AV R F—HRA U+

A — KN VTR T TABVAZHFHC L THBET S L. Cisco Cloud Service 23HZhiC
0. BEIRIZEREREINE T,

* Cisco Cloud Services %EEE %@ﬁ;ﬂ]/ﬂﬁ BEﬁ‘@JﬂTU A 6%/5\61\ CLI T cloudserviceconfig >
fetchcertificate 7 2 K& ffif] L C Cisco Talos Intelligence Services 7~— 4 /L7 &
LWiEHELZ X v o — R T&EE7,

o Av— T A ANFTET— FDEHA . Cisco Cloud Services D H BB GRITFHEIT T 4
}Vo

(o Ju— —
RET7ITSATVADTAEVR
Cisco Web Security (RAB T 77 A4 7 ATlE, RA N ETEBT 774 7 2 A% FT79 51BN T
/])-12‘/2 75%%??#0

BT 7T AT v ADTA & ADFERIZOWTIE,  [Cisco Content Security Virtual Appliance
Ingtallation Guide] Z#Z ML T 7SV, 20D R¥ o A ME,
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html

MHOAFTEET,

SRF LEE
|


http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html

227 LEE |
. RE7ISATUVRADTA2VADA VR =)L

\)

GE) RETTFIAT L ADTA VL AERA LA N—LTDHINC, TIZ=HLYR—F D RV %E
B Z I3 TXFEHAL

SA L ZADOHENGINT%, TTIA4 T A E, 180 HRElEX 2 U5 4 —E X LT,
Web 7o & LTEMEEZMR LET, 20T, EXx2V 7 0 —ERIEHFINEE
/l/o

TA B ADWIRIINICET 2EEL2XET LIS, TTIAT U AEZRETEET,

&R
T T —FOEH (53 —)

RE7ITSATUORADSACVADA VA M—JL

[ Cisco Content Security Virtual ApplianceInstallation Guide] ZZ& M L T 72 &V, 2D K¥F = A
NS
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html

[HFE] MO AFTEET,

) E— FERBEADAEMIL

1R BRI

cHHOY E— MEFRHEEA RPC) A—ha2tXaT 3y NU—JICEEE, 7F— 7V
LET, FBlcOWTEL, BEWOT FI7A4T AT ADON—RU =7 T4 R&=5R
LTCLEEEN, TORF2 A MOBATIZOWTIE, R¥a A bty FEERLTLE
éb\O

s T AT U= N ERBT DT OIMIE R — N R Y, T I9AT AR E— |k
T RARRETHDZ L EMERLET,

s ZOMBEEMEAT I, HHOY T— FERBRALN VX —T 2 AD—E D IPv4 T
ryxznzgfa“ TDOAUE—T A AT, ORI a THASNTWAFIETD
A% EAHE T, ipconfig 2~ > N & fifi L“C RETDHZ LI TEERA,

T ITAT U ADEREFHRANT HITIL, Intelligent Platform Management Interface (IPMI)
W= 3 20%YR— T 5734 X’i’”‘sfif“% LY — F8=7 ¢ Y — VP LBIT,
ZOEIRY—NEFHATELLIICEHSNTND Z 2R LET,

AV RIA A H =T 2 A ZADT 7R ZZET HFEMIIONTIE, 2ZRL T
SV, AVURTIA AT =T A A

RPC i E L CTERZMELTZD, 10~ 1507 F> TbFFOM LA RPCIZEFELE Y, =
DOFFFEFRERTFIZ,  Secure Web Appliance 2% RCP —E X & fJHi{L L £ 77,
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N—RU =27 TCOREHATEET,

TIIA T ADEREZVE—FCUty b5 207 varTHENTWD T
JEZFEH LT, ZOMEZFINCADNCL, RELTBIMERDLD 7,

SSHE/IZ VT ary Yy —R—Fr2HEHLT, a~vr RIA4 v A v F—T o AT I7®8ALET,
BHEMEREZROT A MEEH LT A LET,
UToa<y Re AN LET,

remotepower
setup
T T Mo T, LT OEHRERREL £7,

s ZOBREHEMDOIP T L AL Ry hAZBINT— U =A,

c BROFHEA A~ REFATT DD E o —F4H L XA T L—X,

TN VTR, T IAT VANDT 7B AT AMO 7 VF o VITEIE L E
A,

commit ff)\jj LT%E%{%ﬁbiﬁ‘o

REZTAMLT, TFIAT7 L ADOEREZ ) E—FTHEHTELZL2MERLET,

AL VT o vx A3 Bk, WOTHENTELZ Z 2R LET, LT, ZoFEREL R
BANCRE L, ZOX A7 ZFATTDMEND DEHEN, LERI LTy WIT 78 ATES X9
WZLET,

RDBERY
ESPERENS
N R T TTIAT VAT TIAT L AOEROYE—F Uk b

A—Y—TFhOoUrDEE

UTDEATD2—W—T, TTFIF3A TRl AL LT, TTIAT UV AREHTXE
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B RATLIZERESNFA—Y—, T I9AT AT A 0 d 52— =% 5
72912, #M58 LDAP £7-1X RADIUS H— _— 1l L 9T T I9A TV AZHRET
%iﬂ—o

\}

GE)  WebA v Z—T AR T A ThH0, SSHEFEHAT 2R EEOEEOHFEXHER LT, 77
SATARIIR T A TEET,

ESPEREYS
s — ) 22— =TI FOEFH (42 2—2)
« RADIUS = —%—383E (45 X—)

o LDAP Y — _— |2 L B EBRRAEDOFR E

A—ALa1—H—Thoo tOEE
Secure Web AppliancelZfEE DD L —H %2 10— D IVZER T 77,

VA wis ]\0)‘/7\5:#. admin 74 72 M, TR TOEREMRZ > TWET, admin 7
T RDONRATZ L —RXIEFTEETN, ZOTHT L MeRELEZVHIRTAZ EiITTEFE
A,

)

GE)  admina—V—ONRAT L —XZHRLTEHEEIT. VAT VR—F 7Ta g ZIZfngdbE L
T<té“o#ﬂuowfﬁ\rﬁﬁ%ﬂxvﬁ%%)?/ﬁb\ﬁ@%£“#“7ﬁvyﬁ
oy 7rT 5] ESRLTIEEN,

i

O—A)a1—F—F7hor LDEMN

1R BHEIIZ

FTARTCOA—YF =T BT W) RENRRAT L= ER LT, FHa—F—D 2
T LU= RAEORE 48 R—V) 2ZRL TSN,

FIE

ATY T [V AT LEH (System Administration) ]>[—H— (Users) ] Zi&R L £,

AT9 T2 [2—HF—DiBEM (AddUser) 1227V v 27 LET,

ATY T3 UFTOL—VZEELT, 2=V —HE AN LET,
o —PF—LINLTF, BT BEIOY vy e () BEEEHTLZZLIETEETN RYOXLTE
HyyallTHZ EIXTEERA,
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e —HPF—H1T 16 LFLLTF T,
e =P L LTUVRATALATTIHNINTWDRERA ( Toperator] X Troot] 72 &) Z#FRET H I &I

TEEEA

SMTRRRED AT 2581, 2 —F A NRRE S e —F =R LHEE LRV L H I LT EE

AN

AT T4 a—HV—DKRLE AT LET,
ATFYSs a—W— F A4 TERINLF T,

A—HY—4a47 EnBA
%ﬁ% T’\VC@:/X%AEQEL:?T'@—%)%@%E,E?&'{ZX%%§¢E‘ Liﬁ—o 7LC7LC L/\ upgradecheck
(Administrator) B LW upgradeinstall CLI @< Kit, Y AT AEFED ladmin)] 7THU L b
DHFITTEET,
S a—P—TH N EER, RE. BIOHIBRTEERA, AL —F T L—TT

X, RO CLI =2~ ROEH IR ET,
* resetconfig
* upgradecheck
* upgradeinstall

AR —% TN—TTIE, VAT LYy " Ty 7 U —ROFEHALHIRINE
T

F R —F (G

Zon—LOa—WF— T Hhor M,

Y &) o St TG
(Read-Only REHMAERRTEET,
Operator) c WREDORE T IEL MR T DTDICEE 2T TEEFEIXTEETN, 2y M
TEEHA,
XXy a2k VT LEY, T ANERGETDREDT TTA4T 2 ADAM
DEWZMZ D EIXTEERHA,
« 77 AN AT A FTP, FTZIXSCPIZT 7 B ATE £H A,
22k TFANIN—TDa—H—L, LR—FIC T vF L ThE VAT LORT—H

AMEROBRO B2 FITTE £,

ATYT6 RNRATVL—=X% AT 50, FREFIERKLET,
ATy Tl BEFEEEEFL, RFELET,
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A—H—TFHo v FOHIR

FIE

AT T [VAT LEH (System Administration) > [=—%— (Users) | Z 3R L £,

ATvT2 a7 I RERshicb, —EERSW WL a—Y—HIZxNET 5T IMHT7 A 2022V v LTHE
e LET,
ATYyT3 EHAZREL, RFELET,

A—H—Tho v FOEE

FIE

AT T [VAT LEH (System Administration) > [—H— (Users) | Z 3R L £,
ATYT2 a—V—4%7 ) v LET,

ATw T3 BREZIE U T, [2—VP—DfE (EditUser) | X—Y Ca—HP—ZZFE M2 T,
ATy T84 BEREZEEL, RIELET,

INRAITL—RXDESR
BER AL LTWBT ATy hONRAT L—REEET BT, 74 NUOA T, [
7> a v (Options) |>[/SA 7 L—AMDZHE (Change Passphrase) ] #3{R L £,
T oy NOGEIE, [v—h 2 —F—FE (Local User Settings) |~ X— T, 7T
FEMREL TR T L—X2EELET,
BEIEE
e == T H T FOfE (44 X—)
cHHA—PF—DNRAT L= RABEORE (48 X—)
FRMELI—F 7HIOU FENRRTL—XDREEDER

A=Y= T AT P ENRT L= ADHIREER LT, MEREKIIASAT L= R —%
SREIICEA T2 Z &N TEET, 2=V =T H U hERSRT7 L—XHIRIX, Cisco 777
AT VAZER SN cn—) a—F—ZEH shET, KOBREMEARETEET,

cA—HYTFTho OOV Y, 2—VOT IV IRy T U RENS KK e A DR
T AZERERCTEET, 22—V —n 71 R ITEEIL 1 ~ 60 D&EPHTHRETEET, 7
7 &V MEIZ S TT,

s IR T L—RXEFEHHEDIL—IL, BT A L BIZ2—F NIRRT L —XDOEFEZHRIND
FTO, "AT L —XDFMEZERTEET,
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e NRATL—AXDIL—)b, EEHREDLTRoMED LTI E, 2—FRERTEXH /27
L— XD EHTEET,

A

GE) AsyncOS/N— 3 > 140 LA TIL, /NA T L—ZX)—)UET 7 +
VR THECRYET, 7277 L, RRITL—XIL—)LTHEET S
SXFULDREXFFLIETEREXF. BLONRRTL—X)L—
ILTIEEBETHEEDY R LIS TT,

cINAITL—RXDBE, EHA—F—DHLWRAT L =X ANTH LI, RATL—
RREA Ll — R FRRTEET,

HHZOWTIR, EHa—P =D X7 L —XEHEORE | 2R LTIEIN,
22— THT R ERRT L —XOHIRIL, [ AT LB (System Administration) ]>[=—

¥ (Users) |"X—YD[mR—DNa2—HF ThHU FENRATL—XOFEE (Local User Account
& Passphrase Settings) | ¥ 27 > a » CTEFRLE T,

RADIUS 1 —+ —ZZEE

Secure Web AppliancelX RADIUS 7 ¢ L' R U H—E R ZfH L C, HTTP, HTTPS, SSH, &
FOFTPIZE VT 774 T RCu A T 52— ERFEL £7, PAP £7213 CHAP i%iE
AL T, SBREOTZOIZEE OB — =L T H X, 7T IAT UV AEZHETE
F9, AERL—H D J)L—TF % Secure Web Appliance?® S F &/ —H n—)L XA FZ~v v
v TEET,

RADIUS nn..\nIE(D’r/\/ I“o) v ITJX

INTRBRED A R —T AT T2 > TV A AT — YD Secure Web AppliancelZ v 27 A 95 & |
TIIAT L RFUTEFEITLET,

1. =P =N ATLEED ladmin] TH DU FTHDHINE I DEHRLET,

2. ladmin] 7H 72 FTRHRWEEE, 7, FESNTWANEY—"—%2TF =7 L,
=P —NEDOY—NRN—TERINTNINE I D EMHERLET,

3. BAIONEH Y = R—|ZHEHRTERWGE, 7774 T ALY A MNORDOINE Y — R —
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ATy T2
ATvT3
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ATvT8
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A— M 1812 T,
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D
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adminaccessconfig >

banner

BHENR TA U ERADL EXIIBE LT XA MREREIND
2T T IA4T U AERELET, WebUlL, CLI, FTP 72 & D
EEDOA L E—T A AEFH L CERENT I I7A4 T AT
TR RATHE, hAZLOO T A NFP—RNERENET,

CLI 7'wv 7 NMZBEY £11F 570>, Secure Web Appliance D7 % A
N7 7ANDEaA—FT 52 LKoo T, WAZLTHFA ML
H—RCEET, 77 ANNPLTHRANET v 7 u— N5,
FPTFTP 2 L CT 7 Z A 7 > AD configuration 7 4 L7 KV
W7 7 A NVEERELET,

adminaccessconfig >

welcome

ZhUE, BEEIR A IR LI E FICERINDHRA R

TA N F—TF, ZOTFHFARNI, al 4D adminaccessconfig
>panner 77X A MERICFETT T4 T LV ADOREITEME U

F7,

adminaccessconfig >

ipaccess

BHRE DY Secure Web AppliancelZ 7 7 & 245 & & Ok LD IP
7T RUAZHIE L £, FHEL. EEO~ Y U ETRELE
—EBNDOIPT RLAZFOVI UL T T IAT VAILT 72 A
TEET,

TR ALZFTAY A MIHIRT 255, IPT7T RLA, 7y
b, F72IECIDR 7 RLAZEETCEET, 774V TR 7
TIALT VATV BATEDLHT RL A2 —EFRT 5 L. BE
DY DIPT RUARFFA[Y 2 NORPIOT KL AL LT &
FRINFET, FAIV A IDPLBED~T U DOIP T KL A ILHIBR
TEEH A, ZOHRIT. WebUIZEHA L THERTHIEHTE
9, 2V =Xy b I—2 T A (51 %—=) 2ZRLT
<TE&EW,

adminaccessconfig > csrf

BEOHLER, 30T LAEEREZHI LT, Znnd
T DD END, WebUL D7 1 24~ Bk E#
HEREZ AN LEd, RO EX =2 VT ¢ 2RI HITIE,
CSRF {#i#% A F—7 M T D2 L2 L E4,

adminaccessconfig >
hostheader

HTTP R CHA b ~u X —%2FHTLLORELET,

F 7 4V b TlX, Web UL, HTTP ZRINTWeb 7 74 7 2 k>
DIEEINTEHRA N Ny X —Z2H LS LET, EXaY
TAE@mDBIZDI, TTIAT U ABEBEDERA NG, DEDT
TITA T AITEEE ST 4 AT (wsa_04.10cal 72 &) OFH M
LOSETHEIITWeb UL ZRETDHZENTEET,
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avy kR

B

adminaccessconfig >

timeout

KT IV TAET A DEA LT Y MMM, 2F 02—V —nar7
U RTAETICHET 7T 4 7 TOHNLHIR (%) ZEELE
T 5~ 144047 (4 W) OEEFEETCEET, 774/ Mal
307 C9, ZOEHIZ. WebUIZHEH L TR RTHZILEHTEE
T, a—H— Xy hT—27 77X (51 =) 2BRLTL
7EEW,

adminaccessconfig >

how-tos

BrEDREX AV FTH2YR— b TD 05 —7 ZANL—%H/ML
\i‘a_(]

adminaccessconfig >

strictssl

EEHE N L VRS2 SSLIE S (56 B RRFEALLLE) ZERA LT
R—hF 8443 D Web A v Z—T A A AL TEHLIIT,

TFIAT o AERRELET,

KV I72 SSLIE B A MBE LT HLIT I T4 T U AEHRET
HE, TOERITHTTPS i H L CEEHOBMNTTY 774 7 A
W27 7B AT HEHFICOAEHA S ET, HTTPS ZfEH L T

Web 7’0 F UNIER SN TWAIMOR Y NT—2 b T 7 4 v 71T
ITEH S ER A,

adminaccessconfig >

loginhistory

n A VR RET O AKEREL T,

adminaccessconfig >

maxsessions

Fffe 7 Ay iarORREERELET (CLIEB I Web
A B —TxAR)

A—HY—Ry  T—=U 7O tX

AsyncOS3, T TA TV ANLIET 7T 4 Tipa—W—%ua s/ 70 b5 E TORMZEE

FIE

TEET, £,

A D a— Y RO A TERETH LB TEET,

Byvar AL LT Y ME, FHEELZED, WebUl £72/T CLIICE 74 > LTV TRTO
A=Y —ZEASNET, AsyncOSHR I T U b LIca—Y =i, 77747207 A
NV FA VT PERET,

\)

GE)

ZDEA LT ‘7 }\ @1@%%&%#6 W—Gi\ CLI adminaccessconfig > timeout 7%4%)%'9‘—5 & ‘IE)VC

EET,

RAT9T1 [V AT LEE (System Administration) ]> [ > bV —2 77 A (Network Access) ] Zi&R L E 7,

27LEE I}
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ATy T2 [REOHE (EditSettings) 1227 U v 27 LET,

AT T3 [vvva T 2747 XA LT~ (Session Inactivity Timeout) 1 7 4 —/L KiZ, v/ 7w h 4+ 5% T

BT D=V —DIET 77 4 TR 5 TCADLE T,
5~ 1440 5y Q4 BffE)) OFPHTH A A7 U MERBEEZRTEET, 7 74/ MEIZ 30 5 TY,

ATy T4 [2—W— T 7 A (UserAccess) | EZ v a T, 2—HF—DI AT AT 7V AZHBELET, (EED

B¥EHi 277 (Allow Any Connection) | % 7213 [FF€ DL D & % 7 A (Only Allow Specific Connections) ] D

WINPT AT LET,
[R5E DL D %77 A] (Only Allow Specific Connections) | %4 /1ZT 256, FEOERAZIPT R A,

IP i, F/-IXCIDR#HE LCERBLET, 7 I9A T FIPT RL AL LI, TTIATVAIPT

KL AD [—W— T 7 A (User Access) | &7 a3 VIZHEBIZBMENET,
ATy TE BEHEEEL, RELET,

EEENAIL—ADYLv k

1R BHHIIZ

cadmin 7 U 2 hD/RAT L—XNRARRGER, WAL —FR— b T a s ZISEE

LTRRATZL—X% Uy FLTLIEEW,
¢ NATZ L—AOEFITREBICAEN /2D BEZXETLILETDH FHA,

FIE

ATy T [EHET 7747 A (Management Appliance) ]> [ A7 L FL (System Administration) ]> [ —H—
(Users) | #®IRL E,

ATwvF2 [User (—H—) ]V AFNTladmin] V> 27 %27V w7 LET,

AT T3 [RAT7 L —XDZEH (Change Passphrase) | Z IR L 7,

AT T8 HLORRAT U —X%ERT 20, £IFEANLET,

ERENEAVE—VDRIET FLADEKRE

LAR— M IZ AsyncOS I K » THARE NI A=V DIRIET KL AZFHETEET,

B o Rx7LoEE
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FIE

ATy T [VAT LEH (System Administration) ]> [iE{§%:7 KL A (Return Addresses) ] Z&R L E7,
ATy T2 [REOMWE (Edit Settings) 1%~ V27 LET,

RT9T3 g, 22—V -4, BILORKAS A2 AT LET,

ATy T4 BEHEEFEL, RIFLET,

77— rDEHE
7 Z— bk &%, Cisco Secure Web Appliance THA L TV D A X MIBEHT 2 IERATEH I N T
WS, BFA MR LBHMOZ LT, ZRHDAXRY MNIE~A T — ([FH) 1oAYy —

(VT 4 Hv) ETOEREE (ETILERE) LIARHY, —RNCT 7747 2 ADF;
EDaR—FR M EITHEEEICEEL TV EJ,

\}

GE)  T7I7—hFEEMA— VBN EZET DI, TTIAT VARETA—IV A vE—T DG
T A2 SMTP Y L— KRR FERETHLERH D F97,

To3—bDREEERE

77— MIFENLERIT, 77— FPODPEREREICL > TREV ET, 77— FXEHIC
EETDHT7 I — M EERNELHRETTET,

AsyncOS (XA F DX A 7 DOT 77— FEEELE T,
o A7 A (System)
e "— K =7 (Hardware)
« 7 w77 —%4 (Updater)
*+ Web 7’12 %+ (Web Proxy)

e w7 =7 XK (Anti-Malware)
« AMP

L4 N7 7 4 v 7 E=H— (L4 Traffic Monitor)
« /M URL 757 2V (External URL Categories)

« R Y — DA LHIR
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To53—FDEXE
77— M. ROBEBREILWE> TEESNET,

s T UT 4 I BT TAMNENRSH D £9,

o HRIL AT o — ) O MMBEREESII T —, T ISR NERGE L H Y £
j_o

HFEH 1 TR, ADIN—T ¢ REEE TR SN B IEH,

To5— rZEBDEHE
“
GE) AT ADOE Y b7 v THEZ AutoSupport & A F—T I LTZGA, FRELZE AL T R

VAZTRTCOEREBIORI ZFADT 77— eZELET (7408 o ZOREIZND
THERETXET,

73— FRIEFEDEME L VHESE

FIE

ATY T [V AT LEH (System Administration) 1>[7 77— b~ (Alerts) ] ZER L £,

ATY T2 [77— b%A5#H (Alert Recipients) | U A M CZEFEEZ Y v 7 LTRET 20, [ZEHFOEM (Add
Recipient) | %27V v 7 LTHLWREZZBEMNL 7,

ATYT3 ZEFEOEFA LT FLRAZBMEITHRELET, HEOT FLRAEZ A~ TREUI-TANTLHZ L
HTEET,

RTYTE XTF—F ZATTLIC, ZET27T—POEREEZBNL £,
ATvTSs BEEZKXEL, RIFLET,

7 35— FZEFDHIRR

FIE

ATy T [VAT LEH (System Administration) ]>[7 77— b (Alerts) ] Z3®K L F9°,

RTY T2 [77—b%(5#F (AlertRecipient) | DY A R T, 77— "ZEHEICHIETHIAIFTAavv2 7V 7L
THEELET,

ATY T3 BHEERGFLET,

77— FREBEDERE
75— MREIRY B RRETH ST, TRTOT T — hOBIECEELET.
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FIE

75—ruzt |}

ATy T [V AT LEH (System Administration) ]>[7 7 — b (Alerts) ] Z3IN L £,
AT T2 [REDOHSE (Edit Settings) 227V v 27 LET,
ATV T3 MEIELT, 77— FORTEMBERELET,

73y

BLL]

T I —bhDEETLT K
L A (From Address to
Use When Sending
Alerts)

7T — M EEET S L X295 RFEC 2822 #EH#Ld [Header From:] 7 KL A,
VAT ADRA M, ( Talert@<hostname>| ) (ZHSWTT N LR % HEVERT
4T aryPRHEINTHET,

HET 77— hEfERFO
FFHIRFH (Wait Before
Sending a Duplicate
Alert)

HET 7 — FORHHEBEEZEELET, 2 2ORENDH Y 7,

[EHET 7 — MHIELREGRFOFFHIRERH (B))  (Initial Number of Seconds to Wait Before
Sending a Duplicate Alert) |, ZDOfE% 0 IZERE LA, BEELET 77— hoH

—IFEEINT, ROVICTRXTOEELET 7 — FR U T XA LMIEE
SINET (FERFRICKEOEBE ANV E2ZETHAREENHY 7)) . EELL
T NeEETOHETITHET 2080E, 77— M2 XETH-ONTHINL £
T HEINT 2. AIRIOFFERIRO 2 (50EE R LT, 2F0, =
DIEZ SEICRET DL, 77— MISH®E, 15K, 358%., 75B%. 1558
%, 35S BB L VSR TEEINET,

[EET 7 — FEERORKFG BRI ()  (Maximum Number of Seconds to Wait
Before Sending a Duplicate Alert) |, [EH#T 57 7 —h A v E—UZEET DHHEIC
RS DI K OFEL (Maximum Number of Seconds to Wait Before Sending a Duplicate
Alert) 17 4 —/V &M LT, FHERFROMEICHIRZHR T D Z LN TEET,
7o & 2, UIHEZ SPICERE L, &XEE 60 ICRET HE. 77— LS
o 158, 3580, 60 B, 120 B72 E DR THE SN ET,

GE)

AsyncOS 12.0 LA, Cisco AutoSupport 7> a NI 7 7 — % E HIBR STV E 9, AutoSupport HEHE
I% alertconfig CLI 2 i L CORG R E -3 BRI T&E 97,

RATyT 4 ERAREL, RIFLET,

772—hFUXE

LLFOETIE, T 7— he—EFRRLET, FEOEKIZIZ, 77— M (NETHEH
Sib descriptor) . 77— FOEEEOT XA M B, EKRE (Z VT 4 B iFH, £20F
BE) BLXOAyE—VDT XA MIEENDINTA—F ((FETLHHE) PEERLTVE

‘a—O
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LT D#FEIE, AsyncOS THERINDHIESERN—RKY =T 77— DU RAKNTT, 77—

FOFHH EBEBRENZHINTWET,

Ayt—T To—rDE |[INTA—4
E
A RAID-event has occurred: v 2o $error : RAID = F — DT F A

Serror

(Warning)

No

LT OZFRIL, AsyncOS THAMSND S EIERVAT AT I— DIV ARNTT, 77— b+D

LBl & HRENRM SN TVET,

Ayt—o To—rDE |[INTA—4
RE
Startup script $name exited with error: $message | 7 U ¢ F7/L [$name: 27 U 7 N DL HI,

(Critical) .

$message : =T — A vtE—¥
5"“’%7\ }\o

System halt failed: $exit_status: $output',

7 VT 4 1w
(Critical)

$exit_status: =~ KO T
a— K

o

Soutput : =<2 KD DH
jjo

System reboot failed: $exit_status: $output

70T 4 1V
(Critical)

Pexit_status: 2~ ROKT
a— K,

Soutput : =T~ RIHODH
jjo

Process $name listed $dependency as a dependency,
but it does not exist.

70T 41V
(Critical) .

$name : 7ot 2 D4 HI,

$dependency : —FFER R I T
WD AR DA T,

Process $name listed $dependency as a dependency,
but $dependency is not a wait_init process.

7T 4 v
(Critical) .

$name : 712 2 DA,

$dependency : —EF RSN T
WA IKTE D4 T,

Process $name listed itself as a dependency.

70T 41V
(Critical) .

$name : 7ot X DL HI,

B o Rx7LoEE
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Ayt—o To5—rDE [T A=A
RE
Process $name listed $dependency asa dependency | 7 J 5+ ¢ H /L |$name : 7 © & 2 D4 i,

multiple times.

(Critical)

$dependency : —FEFE R Z 4T
WD ARFEME DA T,

Dependency cycle detected: $cycle.

70T 4 v
(Critical)

$cycle : I 7 MCEHRT DT
v RAL4LDY AN,

An error occurred while attempting to share L S2 Serror : FIAMCESEATIT B
statistical data through the Network Participation (Warning) . |T=F— A vt&—%,

feature. Please forward this tracking information to

your support provider:

Error: $error.

There is an error with “$name”. U 45V |$name: 2T 7 7 A IVEAER

(Critical) .

L7=7 a® ZAD4HTI,

An application fault occurred: “$error” 7 UF A |$earor : =5 —DOTF XA~ (@

(Critical) . [#1F hL—Av7)
Appliance: $appliance, User: $username, Source | 5§ Sappliance : £ E D Secure Web
IP: $ip, Event: Account locked due to X failed login |  (jnfiymation) Appliance® 1D,

attempts.

User $username is locked after X consecutive login
failures. Last login attempt was from $ip.

$username : $FED 2 ——
T RO ID,

$ip: v A URRITSNIZIP
7 R,

Tech support: Service tunnel has been enabled, port | | $port : F—E R kL RITSE
$port (Information) , | SNBHR— F&E S,
Tech support: Service tunnel has been disabled. IEER WAL

(Information)

27LEE I}



* The host at $ip has been permanently added to
the ssh allowed list.

* The host at $ip has been removed from the
blocked list.

Aytw— TF5—FDE | /INTA—4
XE
* The host at $ip has been added to the blocked | %%+t $ip: v/ A RIS NZIP
list because of an SSH DOS attack. (Warning) . |7 K1 A,

ERBH -

SSHZNLCT I I7A4T A
O ERATNDN, A
i VT o L ERIRL
WP 7 R A3, 2 450N
W EL ERATIZ R L7285
&V SSHO7 w27 A KT
EMsvET,

FIUIP 7 RLANSZ—HFN
EFicerlZf o35, 0
IP 7 RURIEFFAI Y A MZiE
mEinEd,

FFAJU A ROT FLAIL, %
no»nrzuewy s JRANMIEE
NTWTHLT 7 EANRFITX
WET,

TR IIER I BRI Y
7 U A Kb BHEIRIZHIBR X
nNE9,

\)

BEREX— T 77— b

=)

VAT LT 77— MIE, BREEX—T7 7 —F mX T I — b LR— T I— RREENRE

T, INEDOTT— NI, VAT LT IT—rDO—8E LTHRELIZRIZZELET,

LUFDFIE, AsyncOS THEM SN D S ESERREF— 77— FD U X T, 77— 1D

il & BEREARM SN TWVET,

Ayt—o TI53—bDE |INFTA—4
KE
A “$feature” key was downloaded from the key | {&#f $feature : BERED 4 i,

server and placed into the pending area. EULA (Information)

acceptance required.

Your “$feature” evaluation key has expired. Please | #% 45 $feature : BERED 4 i,
contact your authorized sales representative. (Warning) .
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representative.

Ayt—o TI—bDE |INFTA—4

KE
Your “$feature” evaluation key will expire in under | #/£ $feature : BERE DL il
$days day(s). Please contact your authorized sales (Warning) .

$days : HERE - — DRI
HETOHK,

LT DL, AsyncOS THEREINLHIESERVFXF LY TI7— DY ARNTT, 77— FD

A L HRE SR S LTV E T,

Ayt—T TI7—FDE |[INFA—4
RE
Serror. 15 $arror : TG —D FL—ZNy
(Information) . | 7 L5571,
Log Error: Subscription $name: Log partitionis full. | 7 U5 ¢+ H /L |$name: 27 7T 27 J 7

(Critical)

a4,

Log Error: Push error for subscription $name: Failed
to connect to $ip: $reason.

7 VT 4 1)V
(Critical)

$name: 7/ YT Ry U
a4,

$ip: UE— R KX RDIP T
N

$reason : T T —IZ O T
T BT A b,

Log Error: Push error for subscription $name: An
FTP command failed to $ip: $reason.

7T 4 v
(Critical)

$name: 7/ YT A7 U S
va v,

$ip: VE—FFAFDIPT
]\‘\[/XO

$reason : FIESIZ DV TELA
ERAVAE

Log Error: Push error for subscription $name: SCP
failed to transfer to $ip:$port: $reason’,

7T 4 v
(Critical)

$name: 1/ BT A7 VT
a4,

$ip: VE—FFAFDIPT
FL =&,

$port : UE—h KA FDKR—
SR

$reason : B SIZ DV TCHLA
TAHTEA b,

27LEE I}
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AytE— TF5—FDE | /INTA—4
RE
Log Error: 'Subscription $name: Failed to connect | 7 J 5+ ¢ /L |$name: 22 727 U

to $hostname ($ip): Serror.

(Critical)

va v,

$hostname : Syslog —/3—®
RA N,

$ip : Syslog —"—DIP 7 K
L,

$error : =TT — AvE—TD
5"“’%;{ }\o

Log Error: Subscription $name: Network error while
sending log data to syslog server $hostname ($ip):
$error

7 V7 471V
(Critical)

$name: 7/ YT Ry U
va v,

$hostname : Syslog % —/3—®
AR N,

$ip : Syslog F—/X—D P T
LA,

$error : =T — A wybE—TD
?#Z ]\O

Subscription $name: Timed out after $timeout
seconds sending data to syslog server $hostname

($ip).

7 U7 4 v
(Critical)

$name: 7/ TRy U
va v,

$timeout : FPEHALO X A LT T
I\O

$hostname : Syslog —/3—®
71“} ]\%O

$ip : Syslog F—/"—D P T
LA,

Subscription $name: Syslog server $hostname ($ip)
is not accepting data fast enough.

70T 4 b
(Critical)

$name: 7/ YT A7 U
~a v,

$hostname : Syslog $—/3—®
Z]_\‘X ]\%o

$ip : Syslog —/"—®DIP 7 K
LA,

B o Rx7LoEE
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$max num files. Files removed include:

$files removed.

Ayt—o TI—bDE |INFTA—4

RE
Subscription $name: Oldest log file(s) were removed | {7 3 $name: 2/ TRy S
because log files reached the maximum number of | (fymation) . |2 3 >4,

$max_num_files: @ 7 7 2
7Yy a T EICHRER
D7 7 A NVDORRE

$files removed : HIFR S 7=
TrANDY A K,

PLFDOFIL, AsyncOS THEREIND I EFIERLA—KN TI7— DU ARTT, 77— D

il & BERENRM SN TVET,

Ayt—o To—rDE |[INTA—4
KE
The reporting system is unable to maintain therate | 7 J 5 ¢ % WAL
of data being generated. Any new data generated | ;.
will be lost.
The reporting system is now able to handle new | 53 WAL
data. (Information)
A failure occurred while building periodic report | 7 U 5 ¢ )L | $report_title: LAR— F DX A
‘$report_title’. (Critical) . rL,
This subscription should be examined and deleted
if its configuration details are no longer valid.
A failure occurred while emailing periodic report | 7 U 5 ¢ 7)1 | $report_title : LAR— h DX A
‘$report _title’. (Critical) . ML,

This subscription has been removed from the
scheduler.

Processing of collected reporting data has been
disabled due to lack of logging disk space. Disk
usage is above $threshold percent. Recording of
reporting events will soon become limited and
reporting data may be lost if disk space is not freed
up (by removing old logs, etc).

Once disk usage drops below $threshold percent,
full processing of reporting data will be restarted
automatically.

I

e
=

(Warning) .

$threshold : L &=\ MiE,
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TYvITT—RT5—k

Ayt—o To5—rDE [T A=A
RE
PERIODIC REPORTS: While building periodic | 7 U 5 ¢ 7)1 | $report_title : LAR— h DX A

report $report _title' the expected domain
specification file could not be found at ‘$file name’.
No reports were sent.

(Critical)

b,

$file name : 7 7 A L D4R,

Counter group “$counter_group” does not exist.

707 4 1V
(Critical)

$counter _group : counter group
0)% ﬁﬁo

PERIODIC REPORTS: While building periodic
report $report_title’ the domain specification file
‘$file name’ was empty. No reports were sent.

7 VT 471V
(Critical)

$report_title: LAR— F DX A
kv,

$file name : 7 7 A L D4R,

PERIODIC REPORTS: Errors were encountered
while processing the domain specification file
‘$file_name’ for the periodic report ‘$report_title’.
Any line which has any reported problem had no
report sent.

Serror_text

70T 4 v
(Critical)

$report_title: LAR— D H A
kv,

$file name : 7 7 A L D4R,

$error_text : FEAELTT—
DU AR,

Processing of collected reporting data has been
disabled due to lack of logging disk space. Disk
usage is above $threshold percent. Recording of
reporting events will soon become limited and
reporting data may be lost if disk space is not freed
up (by removing old logs, etc).

Once disk usage drops below $threshold percent,
full processing of reporting data will be restarted
automatically.

il

Ak
=

(Warning)

$threshold : L = VM,

The reporting system has encountered a critical error
while opening the database. In order to prevent
disruption of other services, reporting has been
disabled on this machine. Please contact customer
support to have reporting enabled.

The error message is:

$err_ msg

70T 4 v
(Critical)

$err_msg: =7 — A vk—v
TX AR,

LT D#FEIZ, AsyncOS THERINDHIEIERT v I T —X 77— DY ARNTT, 77—

rMOFH EBEBRENZHINTWET,
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Ayt—T To5—rDE [T A=A
RE
The $app application tried and failed $attempts L Zae $app : Secure Web Appliancez
times to successfully complete an update. This may (Warning) . |¥= U7 4 F—E R4,
be due to a network configuration issue or temporary )
outage. $attempts : FATEIEL,
The updater has been unable to communicate with | 2k $threshold: : L X U ME OB,
the update server for at least $threshold. (Warning) .
Unknown error occurred: $traceback. 7 VT 4 S1)v | $traceback : b L—RA Ny 71

(Critical)

o

Certificate Revoke: OCSP validation failed for the
UPDATER Server Certificate ($host:$port). Ensure
the certificate is valid.

Critical

$host : UPDATER H#—/3—®
KA N,

$port : UPDATER #—/3—0D
A= b,

T TRETI— b

Advanced Malware Protection {ZBEi# 32 7 7 — MI-DUW T, Advanced Malware Protection O [H]

BICBET %7 7 — M OMERRZEEZZHRL T

R O—DOHRUNT 5 — b
WDFIE, AsyncOS THEMENLEEFSERRI > — T F— DU X FTT, 75— it

B EERENTMSNTNET,

fiél/\o

Ayt—o TI7—FDE |INFA—4
KE
'$PolicyType': '$GroupName' |%, AR DOF% |1 #H $PolicyType: I%, Web 73V

FEDTED, T4E—T RIS TWET,

= A TITHESLT IR
WY =g RY =TT,
$GroupName: (X, RY > — 7
N—TDAHITY,

'$PolicyType' : '$GroupName' |E, 3 HZIZHIFR
&7 £,

$PolicyType: iX. Web 7~ U
= BATSICHEDSLT 'R
RY —/HERY o —7TF,

$GroupName: (%, AU — 7
N—T DARITT,
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. FIPS Compliance

FIPS Compliance

Federal Information Processing Standard (FIPS) &, HEZ{EH CTo 5 DB STV WE
WMERET D7D, TRTOENERETHEHN SN O ELEY 2 — VOBEFZHEL TV E
3. FIPS X, B OEF 2V T 4 LT —% T T4 N —BEOBTF A I T D 7201
TSt E9, ENAEMERMAFZEAT (NIST) 12 X > CBI¥E &7z FIPS (. #FEURF O B % i
T EEORM B WEGITE S ET,

Secure Web Applianceld Cisco Common Cryptographic Module (C3M) % {4 L T FIPS E— KD
FIPS 140-2 ¥l 2 B L £ 7, 77 4 /L FTliE, FIPS £— RiI7T 4 E—7 1T,

)

GE)  AsyncOS150 ') ') —R LI, EIIEMNIEEE (FIPS) E— FIFHR—rEShTOEEA,

BEEIER
« FIPS £— RDORE

FIPS SIFAZE D EH

FIPS £ — R T, Secure Web Appliance TA £ — 7 /LIZ72 5> TV H TR TOM ST —E X
DUNT FIPS ELOFEE AT 2 LR H Y £9, Zhid, LTFOR b —e X 1Ti#EH
INET,

« HTTPS 7 12 %

*SaaS DT AT U T 4T 4 TS KX —
« T T TAT v AEH HTTPS Hh— ' &
s % =2 7 ICAP #Mi6 DLP 32 &

* Identity Services Engine

« SSL DR E

« SSH OB E

)

G¥)  FIPS T— K& A X —7 VI T DN, FIPS ¥HEEAEAZHEH L CT7 7T A 7 o A& B HTTPS
P—ERAEZRETDILENDHY F9, MOKELY—ERIA =T NZTHEXLETIH D $H
Mo

FIPS YEPLOFEH ZIILL T OB 257~ T BN H Y 97,
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Secure Web Appliance?’* > Web ] AsyncOS (20T 5 2 & TE £ 7, 7272 L Secure Web
Appliance?S ¥ = U 7 FELT 7T A 7 ATHEHSN TSR A, UTFOL—L LA K
TA L HBZBRLTIIEEZN,
o HLEE R L 7R —F ¢ > 7 % Secure Web Appliance T R — 7 /VIZF 5 &, Web A AsyncOS
TR AT DA 2 U T BT T 7 A TV AND LR — b T — X DEREEHET
LET, EX2 VT A EHT 7T T U ANDT 7 A VORI A0 LL DD BB A1,
Web H AsyncOS 237 7 A VD#RE L Z DO FE EFRHET 2 L O ITRET D, T XTOT7 7 AL
g s e B - i e A D S
« otk @Y7 7T A ~ U AHERRIC Secure Web Appliance % B (T 2 LN H Y £9°, &
NUASDEE, BX 2 VT A BHT 7747 2 A05 Secure Web AppliancelZ i E % 7
T D ERMT AR H D FT,
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Secure Web AppliancedD A L—F ¢ 7 L AT AOETTILIEF ITHIER 28 ETH Y | 3
TORER T LT —=ZX=2ANHIRSNET, BT, TTIAT UV ABRHFRESND LT,

BIIZE 2T Web b7 7 ¢ v 7 BB SVE T, #IID Secure Web Appliances¥ E (b U
T, ZOBERR Y NU—27 ORELET H5603HV £7T, ZOXIRGE. HixDFT
BRIZT T T7A T ASOYER e a— )V 7 7B ABRRLEITRY £7,

\)

Cisco Secure Web Appliance DA XL —TF 4 V' TV AT K A<w— h T4 B ANRFNI/R->T
WABLAEIONR—Y 3 VT 56, Av— 74 B AOREFRFSNETA, BEiD
AsyncOS N— g VNZEFITETL LS, Av— I B 22 A% L TCSSM AR — & /LI
BekT AMERDV ET, Av—hs VYT MU 2T T4V T ET 7T 4 7L LTz E X
[RFEIKANT A & ADTFH (Specific/Permanent License Reservation) | 473 = V&R L7z
BaiE, BMEOEITTORNCT T 7 AT UV ATHERAIN TS T A B A&fifli L. CSSMA—
BNINDT T T4 T v AL GRS 5 2 L2 BRI LET, HITBEORNZ T A & R & fif
U T2G6 . FTET T4 T REBEER L ino 125813, v AR — M
LTYR— bbb N TEET,

GE)  URLAT AV &y b7 v 77— FRFIH RS A 1L, AsyncOS O ILHIZZI D A3 H
SNET,
IR BRI

» Cisco Quality Assurance [Z[]V VAT, HIUE T2 ILHEITARENE O AR L T<

ZEV,  (BS: ZHUE, O MYy IO MERARERAN—Va ] B v a VOBERT
9, ZHIUBNIERENE D DVEBIEATT, )

* Secure Web Appliance/» S5O~ 2 NN FOERE NN 7T v 7 LET,

VAT A AT 4K al—ay Ty ORAT L —XEv A7 L7gWIKREE)
REET oS T A,

RFFT D LAR— b,

T T IAT VARFEINDINAZ A RS NTcTy N a—P—@H~—,
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ATy T2
ATvT3
ATy T4

SNMP £ L1=3 27 LokEnE=421U 25 [

NR=Da VBT T TI9A T ADCLIICe /A v LET,

GE)

WDAT > T Trevert A< ROFEITTHL XL, WS ODDOELE T 7T IR ITENET, ZHHD
ET o T NMIFRE T E, <INV a vERTEMENRMGLET, 0D, HITIZmi 72 1
FIENETTHET, BT o A Z2BBELARANTL SN,

revert A< ]“%)\jj Li?‘o

BIRRTHAITT DT 774 T A% 2 BHERLET,

RAFIHAARERNN—2g 0D 1 DEBIR L E T,

TITIAT AN 2EHY T—FLET,

GE)

a7 a2 O AETY, HEIXNET LT, T I9AT L ANDaAL Y —)L T 7 ANRHFNR
FIATFHREIC 72 B F TITIE, 15 ~20 50000 £9°,

TTFTAT AL, BIRENTZ Web/X—2 3 > D AsyncOS Z il L CTR#I L £9°, Web 7 7 775 Web
AR —T A AT V7 EBATEET,

SNMP #{#FF L= R T LOREDE=2) Y

AsyncOS XL —7 4 7 VAT AL, SNMP (7 Ry NU—7EFE T 0 han) &
ALY AT L AT —HADE=H— 72 R—F L TWET, (SNMPDOZEMIZ O
TlX, RFC 1065, 1066, B L1067 #5MM LTI ZEW)

UTFORICERELTLIEEN,
«SNMP IZ, 74/ hTA IR £,
«SNMPSET&#)ff (o7 4 F¥al—ay) ITEEINERA,

* AsyncOS X SNMPvl, v2, BLOWVIZH AR — K LTWET, SNMPv3 OFEMIZ DUV TIE,
RFC 25712575 ZZ ML T 7230,

« SNMPV3 %A X —T7 WIZT D86, A v E—ViRGEE S LITNATY, WiED/ N2~
V=R ERF IR > TR TR FH A, BT L TY XAIZIXAES (L) &+
7IXDES #H8ECTE £9, #AE7 /LT U XA AITILSHA-1 (HESE) F721IMDS5S #fEE T
F9, WIT snmpeonfig 2~ REFEITTHLEEIL, a~<v L RIZZORRAT7 L—X0 T5
B SnTuwWEd,

« 15.0 X VAT AsyncOS U U —ADIEA -

SNMPv3 =—H#—4 % v3get T,
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> snmpwalk -v 3 -1 AuthNoPriv -u v3get -a MD5 serv.example.com
« AsyncOS U U — A 15.0 LA DIGE -
T 7 4V k@D SNMPv3 = —H —4 T v3get T, FEE X, O —F—Z 2RI T F
B
> snmpwalk -v 3 -1 AuthNoPriv -u <username> -a MD5 serv.example.com

* SNMPvl F721L SNMPV2 DA EERTHEGEIE. 23a2=T7 4 A M) VT RHRTTHH
TEAHD i‘T ala=F7 4 AN UTIE, public 7 7+ b FEx Eéﬂjﬁ‘&ﬁ/o

« SNMPvI 5 L OV SNMPv2 DA, EDxy hU—27 7350 SNMP GET E R %= 1F AL D
MEIRET DLENDH Y £,

c NI v T EMHTHITIE. SNMP ¥ 32— % (AsyncOSIZIEE A TWERA) BETH
ThHO, ZOPT FVAR T v T2 =0y FELTANSNTWDORERH Y £3 (K

AP EFATEETH, ZOHE. F7 v 7IEDNS BEIEL T\ 5 & S IZIRY BERE
£7) .

MIBZ 74l

MIB 7 7 A /Wi

http://www.cisco.com/c/en/us/support/security/web-security-appliance/tsd-products-support-series-home.html
MHOAFTEET,

A MIB 7 7 A NVDEFHN—Ta CEFEHALET,
DLFOBEHDOMIB 7 7 A L3 H Y £9,

* syncoswebsecurityappliance-mib.txt : Secure Web Appliance ] D= > % —7"Z 4 X MIB D
SNMPv2 AHDFHH,

¢« ASYNCOS-MAIL-MIB.txt : BFA—IN X2 VT 4 TTIA TV AHAOZ L Z—TF4
A MIB @ SNMPv2 HH#iD#i8A,

« IRONPORT-SMLtxt : =@ MEHEHRMEE ] 7 7 A /LI1E, asyncoswebsecurityappliance-mib
DEREZERLET,

ZDV Y —2{ZiE, REC1213 B L1907 IZHE X TV D MIB-Il OFHi A B0 BEHDOY 7 v
FRFEEINTWET,

SNMP 2L CT7 7947 ATCPUMHREE=X—1 7T HIEIIHOWTIL,

https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118415-technote-wsa-00.html
AL TLTEEN,

SNMP E=42—1) > DA %+2—TILILEETFE
TITIGATVADY AT b AT —H AEREINET D L HICSNMP 2FET HITiE, a~vv

KoL A H—TxAA (CLI) Tsnmpeonfiga~> REMHEHALEST, f X —T =4 AD
BEEEIR L, RELKZD E, 77747 2 AL SNMPv3 GET ERICIEE L £,

AT LRRE
88
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e F TN RNTIH. A—Tar 1 BLO2ERITEGEINET,
o A F—T T BEEIT. X3 I BIONERIC—ETE2aIa=T 4 AR T
NEFENTWDHLERH Y F9,

N—FOxz7#4AT2zH k
Intelligent Platform Management Interface Specification (IPMI) YEHLD/N— R =7 & —|C
FoTURE, 77 AR, BREY 2 —/V AT —Z 2 LOFERIRE SNET,

F= A=Y U TARERN— R 2 TEEOF TV =7 b (77 v OECEERERH R Y) %
WETAIZIE, TTIFATVAETADN—RT =T A REZBLTIEE N,

BAEIEE
c FFaAL bty b

SNMP +5 v T

SNMP (Z1E, 1 DFEITBEHOFENEHR LIZL X b7 v (i3@m) 2355 L CEH
TV = a L ELEEMED > TWET, Tyl P YT ERETHUVA
TLADaR—R MIET LT 2250 ry NU—27 Xy T, FT7 v 7L, SNMP
T—T =z b (Z DA Cisco Secure Web Appliance) T, & 250572 S 5E 14K
ShET, SUENBI-END L, SNMPT—2 =2 MEISNMP X4~ R & JERL L., SNMP & H
A= VT MU T BB T DR A MOEELET,

A B —T 2 A A LUTSNMPE A F—T NI T AL X2, SNMP 5 v 2% E EED
FNT T A X—=T M EIET 4 E—T k) TEXET,

HEONT v 2=y "OREHE: NI ¥ =Ty FOATTEROLNT-EXIT, H
VI TCRESEIPT KL A% 10fHETANTXET,

ESPEREY=]

* SNMP @ connectivityFailure k7 > 7122\ T (89 X—)

SNMP O connectivityFailure ~ 5 v F[ZDUL\T
connectivityFailure b 7 > 71X, 4V F =Ry b~DT T I7A4T L ADEERiHE=F —F D720
WEEH S ET, Ziud, 5~TH T &2 1 DO — S —IZ#E L C HTTP GET 2R % 1%
ETrRACEIVEITSNET, T 74V FTHE, E=¥—&E15 URL (TR — k 80 Lo
downloads.ironport.com '(“jqo
F=X—792% URL £/=idHR— F2EHET 5204, snmpconfig IV RZ2FITL,
connecivityFailure N7 v 7% A 2—7 /I LET (T TITA X =TT > TV DHGE S ET
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. CLI D45l : snmpconfig

Je

EV bk connectivityFailure ]\ 3 “/7075?‘\/‘: o b= ]\‘@45 fC&)c:\ dnsconfig CLI =2~ ]\%‘fﬁiﬁﬁ LT\

KREEM D DNS — =% AF19 %5 Z L3 T&E£7, downloads.ironport.com DEFRIFIRMLL |
S~TR LI R T IR EEESNET, TAIRET LIEH, DNSH—"ZEHP O ——
WRLTL SN,

CLI ™5 : snmpconfig

Web k57«

Do you want to enable SNMP? [Y]>

Please choose an IP interface for SNMP requests.

1. Management (10.10.192.43/24 on Management: wsa033.csl)
[1]1>

Which port shall the SNMP daemon listen on?
[161]>

Please select SNMPv3 authentication type:

1. MD5
2. SHA
[11>

Please select SNMPv3 privacy protocol:

1. DES
2. AES
[11>

Enter the SNMPv3 username or press return to leave it unchanged.
[v3get]>

w4 32w 7 (Web Traffic Tap)

BHIRT BHEIIZ : Web N T 7 4 v Xy THREEFNCTDE, TTIAT UV ANE T A
H—=T 2 A A=V ab—FB372D0BMO CPU A 7V E AT Y NRNLIEITRY
TTIAT L AD N T H7va BRE IR0 722N BMETFTDHZ Lk
D ET,

\)

GE)  Web 774 v Xy THREICE 237 4 —~  ADRBAARIT 5121%, #EI7 Web 7

T4l BT R —FFEEL, vy TENDHNT T 4 v 7 OEERL LET,
Z OEREIL. Amazon Web Services (AWS) TV HR— M ENFEHA,

Web 77 4 w7 Xy THERRIZE Y, 77747 v A% /RAAN—F2% HTTP 8 L O HTTPS
DWeb b7 7 47 NEyTRERIZIRD, VT NVNEA LT —H 8T 7 4 v 7 L& HIT Secure
Web Appliance f > —7 = A AZA > TA L Tab—F5I LR TEEST, vy Sz b
F7 4 v 7T —H%%EET D Secure Web Appliance f > X —7 = A AN T HZ LN TEE
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Web F57¢v% %y 7 (WebTrafficTap) ]

T, ZvTENTZRNT T 4 v ZJIZHTIPS DT — I NEENTWAERE, AT A F—T =
A RZEFT DRI, T IAT VAL TEHERY =l THEFINET, HER
Vo—%BR LTI,

BIRINTZH v T A F—T A AX, oW, HE. BEIOT =4 7070, Mot Fx =
VT 4 TN ACEESES T AVERH Y £, 77013, HHO VLAN DO L2 A A~ FIcH:
BLET,

)

G HouT7 A H =T AR TV T ENEZIT T4 v 71E, 41—V Fy NERBATTn—
¥y A hEN, IPA—T 4 7IZHIGLTWERA, LTEBR-> T, L2 A1 v T I8 T 5
AT, BHAD VLAN BNSLE T,

COSEETIE, Web 7 7 4 v 7 X7 R U—%RETHI L TEET, BEHICE-
TEHRBEINEINODORY — T ALV ZHESE, TTFIAT oA OEXR 2T 4 F
NAATHEMARE/ Web N T 7 4 w7 %I T7—V 7 LET, Web NT 7 ¢ w7 X 7B
\ZEYD, HTTPS 7 7 4 v 7 ~O A MENFEBR L 7,

By sl MEEE, BRSNS T4 T 2 N EF—AN—fITTRAE LR, ek
TCP (Transmission Control Protocol) A b U —ALDOFHEREEZFE L £9

A8 Secure Web Appliance ClZ, Web N7 7 ¢ v 7 % v FHEREDR Y R — hShvE T,

\)

GE)  SSLIEZ7 74 w7 OBRET 7 v arid, RERNY —DHA 7 BRI OVERITEOERICHE
IMBENAECDGEAENDHY £F, VAT ED L RIENRE LAEDT., 20 X 5 ikl E:
FIEARY U —FEHIZHE > T Secure Web Appliance?® Web b7 7 ¢ v 7 % v THEEE AT 5
ZElTiE, EHENBEMTELEEAVET,

TITIAT AL TWeb N7 7 4 v 7128 v 74 5100%, IROFINAEEITT D 02N
HYET,

1. Web NI 7 1w 2y THEBEDHERME

2. Web N9 7 4 v 7 BT RY —DERE

BEEIER
*Web N7 7 4 w7 T OHFME (92 =)

"Web R 7T 4y BT R V= ORE (93 =)

27LEE I}


swa-userguide-15-2_chapter6.pdf#nameddest=unique_324
swa-userguide-15-2_chapter6.pdf#nameddest=unique_324

SRTLEE |
B oweb 55195 59 ToaME

Web F5 2199 2y TDEME

18 eH B HEIIC

Web N7 7 ¢ w7 ¥ THBEIXT 7 AV N TTIREHIZ/ > TOWET, Web N T 7 4 v Xy
T RN —EEFRTHENC, Web X 2T 4 vr— % (Web Security Manager) |>[Web
N7 4w %y RY — (Web Traffic Tap Policies) | ZfHA LT, Web k77 4 v 7 X v
THREE AT DMERH Y £,

N

G¥) HITPS o7 v ¥ v avady 75003, BRI —2ERTHILERNHY 3, 55
AU v—%ZHRLTITEEN,

FIE

ATYF1 [Fv bU—2 (Network) ]>[Web N7 7 4 v % 7 (Web Traffic Tap) ] 2R L 9,

ATv T2 [REOHE (EditSettings) 1227 U v 27 LET,

ATYT3 [Web NT77 4 v ¥ o7 Of%E (Edit Web Traffic Tap) 13— T, [£%) (Enable) | F=v 7Ry 7 2%
FUZL, Web T 7 4 v 2o THREE AN LET,
()
Web 77 ¢ w7 & TiRe s BT HI2iE, (AL (Enable) | F =y /Ry 7 AEFT7IZLET,
Web N7 7 4 w7 By THREZENCTHE, Web T 7 4 v 7 Z o T RY U—DORROMEN TE E
B, R —ORFOMELIT O IIL, BREZBMEINCT ILERH Y 77,

RTYTb [y TA X —TxAA (TapInterface) | vy 7 X T URAMNL, Xy TENTZNT T4 v 7T —H
%5159 % Secure Web Appliancef % —7 = A4 AL BIRLE T, A F—T =4 ADF T 3 %, Pl
P2, T, T2 TY, A U F—T A AZOWTOFEMIZ, 77747 v A0 ZSRL T ESN,
(6=3))
BIRENTH v T A B =T oA X, G, i, BT —HAT707d, MOEX2) T 4 TN
A ANCHEEEGTALENDH Y £, £720F3. HHDO VLAN ED L2 A1 v FICHEm LEd, @ERE~
BT A HE—=T oA AR EN, AT —ZANT VT 4T THOHIVLERSY £, £ 9 TRWVIEAS
X, Xy T EINTE N T T 47D T XKML ET,

ATv TS5 [%fE (Submit) |27 Vv s L, BE¥Z=aI vy bLET,
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Web k5742 gy TRy s—nsE [

Web F5 74099 By TR O—DHRTE
FIE

ATYT1 [WebtF¥=UT 4 ~F— % (WebSecurity Manager) ]>[Web h7 7 ¢ v 27 % 7 K 2 — (Web Traffic
Tap Policies) ] ZIER L £7°,

ATFw T2 [RY—%EBM (AddPolicy) 127 U7 L%,
RY 2 —DOIERDFINEIZHEN, FTLWWeb T 7 4 w7 2y 7 R —%BMLET,
GE)
Ay TRERLODT =)V 8T T 4y 7 By TR =L, [Web N7 7 4w Xy T R —
(Web Traffic Tap Policies) ] X—C, T 74/ N CHEATEET (WebtF 2V T 1 vX—TF% (Web
Security Manager) | >[Web N7 7 ¢ v 7 % > 7 7KV 2 — (Web Traffic Tap Policies) ]) .

AT9 T3 [RY— A "DEFE (Policy Member Definition) | fHIK D [FEMIFZE (Advanced) | &7 > 2 V& JEEHL
T, UTFDOWeb N7 7 4> 7 2y THOBBMDITN—T A=y THBIMLET,

« 78 h 3L D HTTP £72IFHTTPS 7’0 b =l D Wy, £7FZ ORI 2R L T, Web 77 1 v
7 BT R —E R LET,
GE)
HTTPS b7 7 4 v 7 &8 v 7 F D0, T 2EAR) -2 ERTOLEDRSH Y £ ([Web &
X2 U7 4 vFr— % (Web Security Manager) ]> [#&{k7AN U 2 — (Decryption Policies) ]) .

Web T 7 47 Xy RY—X, XA4T 4 7DFTP & SOCKS 712 ha)L&ZHR—hLTWEY
}Vo
e 7 %> ; (Subnets)

sURL A7 3V : MBI UT, URL 74NV X Y7 73V (¥ vy 7 T5 (Tap) | 2 [F
7 L7\ (NoTap) 2% ELET, ROEDOURL TChTI 74 v 7 Xy T HRETHITIE, ROFED
URLD Ry 7’H o A NN [HX v 7925 (Tap) |Z2&INL T, [24F (Submit GHE) 127V v
7 LET,

e 2—H—x— x>k (User Agents)

BIND T N—T A=y TOFMEDERIZ OV THEM 2GR T 2121E, R — O E SR L T

72 &,

GE)

Ao TTBHINT T4 T, Web N T 74w 7 Xy R —CERINTZTRNTDT 4 VH KRR
LTCWABYERH Y £,

[WebtEX=UT ¢ <~F—+ (WebSecurity Manager) |>[Web T 7 4 v 7 % 7 7K1 2 — (Web Traffic
Tap Policies) | Z A LT, URL 74 VH UL 7 DOENSURL AT I ZBINTHZ L TEET,

GE)
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B vr20sororonE

T TIZ [FEMERE (Advanced) 1227 v a VICURL OO T I Y BNBIMEINTWAEE, URL 7 4 &) v
TORTIIENGDOHT T OHANRRINET ((WebtF¥ =V T wF—+ (WebSecurity Manager) |
>[Web b7 7 4 v X w7 RV — (Web Traffic Tap Policies) ]) .

Web 77 4o 7 2T RY—DIEFIZOWVWTEELLIE, N P —DEFEZSR LT ZE0,

HTTP20 7O O JLDERE

Cisco AsyncOS 14.0 73— =3 %, TLS #4 L7= Web U 7 =X M5 L OURE AT I HTTP 2.0
EYAR—bFLET,

TLS #/FL7=Web UV 7 = 2 B X WISE @ HTTP 2.0, HTTP 2.0 A" — Mk, TLS 1.2 L4
D N— g o TOIERTFRE?: TLS ALPN R— 2D I3 T—3 3 VU RNETT,

ZDOY U —ATiX, HTTPS 2.0 [TIRDIEEETIZH AR — F SN TV EH A,
*Web N7 7 42 %7 (Web Traffic Tap)
« 413 DLP (External DLP)

o« BAROIIIE L T 7V r—3 g v ORIEE

\)

GE)  F 74/ FTITHTTP 2.0 BEFEN NI/ o T B 728D, CLI =~ KHTTP2 5 H8 L THERE
PHNCLUET,

HTTP 2.0 #pECid. WEYFR— ML ET,
« K 4,096 DREIE v a2 & 128 DFEIFEA N U —L4

cALPNIZH DT _NTOHTTP 72 ka7 RARZ AL ZENTZ ALPNICH DR KT HODT
=3 =

o RV A X 16k D~ H—,

)

GE) 2.0 ORI v % 2%t d 5 CONNECT & HTTP 1.1 CRI#H L £ 9

HTTP2.0 R E X AN E L ITENCT D720, HLWCLI =~ Rarree MEAIIE L7,

[ Secure Web Appliance CLI =1~ ] &R L T Z &0,

TTIFGAT YV AD Web 2—H A U H—T = f A%FEHLTHITP2.0 # B E /- 13z Lz
D, FASLVEHIBLIZDTHZ L TEERA, HTTP 2.0 % EIX. Cisco Secure Email and

Web Manager (v AaDar 7o Yexa V7T 4EHT T4 7 0 A) TP AR—FEhTn
FHA,
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Cisco 759 FWeb %2074 7O0%2~07 7547 20k [

« URL 28 HTTP2 f5il#h U 2 k& /X2 Z)L— URL 7 2V O 5 THRKLT-54. HTTP2 3
INAAN—L D HEBEREINET,

« ALPN m 7%, /SAA/NL—URL A7 I VI LT—EMER"HD EFHA,

Cisco 77O FKWebtxa!)T4 JOFIADTTSA
7 2 A DIELT

ZOETHHTLINEIT, ROLEY TT,
VIV R axy 2 E— FTHRERESIOENTH5E (95 2—)
« /TR axs X E— NTORE (96 <—)
«JTURaARXIHZORE (96 X—)
cVTURDT 4L M) TA—TOERIZL D Web 7 7 2 2D (100 ~—2)
7T R TrFL P —N—=D N2 (100 N—)
« 777U Raxy Xy E£— RTOFTPHBIOHTTPS OG- A— K (101 <X—2)
X 2T T2 OJFEMIE (101 ~—2)
c IN—T 4 =P =4 IPT RLAOER (102 2—)
«JTUR ARy L a s ~OkEE (102 X—)
« 777 FWebtx a7 axsZOMEHICE280 707 7 AV ERGE (1023—2)

HSYE R E— FCREERES S CHEAT 5554

770 Raxs 2o 7ty MIEENLEROMTTER, EL Lcazirs, EgEe—F
ERICTY, FEMICONTIE, BEE— FORBREZSZRLTIZS W,

IOy 7 FAREOSESERFEHREHEEL, FEE—-FLI7 TV FWeb X227 1=
X7 ZE— ROWHIZHET D Secure Web Appliance® FEHERED —HHIEL, £ & OEFTICHE
HshTnwET, 77U R~OFT 4 b7 N ZTA—TORBEICHET 2R IO 70 K 2
27 Z OREFHRE RS, BEEfFRIIAZTOMOMEAT I SN TWET,
IOMEyZIZE, BEE—-FTREATERN 7T FWeb ¥ U7 4 IR X DORE
BT D IERNEENTHET,

ARFEIZIL, Cisco 7 77 K Web X =2 U T ¢ 8T T 2 FHRITFEH STV ER A, Cisco

779U RWebtxalT 4D RF=A M
http://www.cisco.com/c/en/us/support/security/cloud-web-security/tsd-products-support-series-home.html
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TTIA TV AOYBRERIC, 77U K axrs ¥ — RNLeiE#EE—ROEE L TERMTS
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Tz Web EROHERITZETEET,

IPARAS—7 ¢ T8
A AT

[7'BF%E— K (Proxy Mode) ]IZ [ (Transparent) ] % &R L 78513, IP
AT =T 4 VTR I A T DONT BRI E T,

o [ B 72856 2k L CD A (For Transparent Connections Only) | : &5t O
BRI DI, P AT —T 4 T ERELET,

o [TRTOEEEZK LT (For All connections) ] : @A e ik & R 72 Bl
WP AT =T 4 T aHFELET,

[Fr X E—F (ProxyMode) ]IC[#515 (Forward) | Z iR L725a0%, [IP AV —
7 4 TG X A 7 (IP Spoofing Connection Type) ] 1% 1Z [BAZRAY (Explicit) 112
B0 FET,

GE)

BRLIZIP AT —T ¢ T 2 A 71X, A4 7 4 7 FTP, HTTP, 3 X UO'HTTPS
DF_RTOTa b VEHINET,

N—=T 4 VTR —ZIP AT =T 47T a7 7 A EBNT 512, Raes
BLTLIEEW, =T 4 IR —~D)—F 4 T IP AT —T 47
a7y A IDIiIBMN

ATV T4 VEIZSEUTWeb 72X OFEMBEEL=T LET,

B o Rx7LoEE
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web 7o+ nxz [

pAVAG

Bl

Vi TRIOLE S TADL A N
7 vk (Persistent
Connection Timeout)

NPT arNET L, FOMOT 7T 4 €T 4 B ENR -T2,
Web 7 a2 md 7 FA4 7 FEFIFV— =L 0EGEBWVWEZEFICL TR HEK
e (RPHLL)

[VZ54 7> MMl (Clientside) 1o 77472 hEDERDOZ A LT D ME,

o [H—/\—f] (Server side) |, — =L DD X A LT 7 MH,
IHLOEERELTDE, HmBWTEEEICR > TWAENERE S, #ke

DOBPAICESLSND A — =~y FPME L £7, 72720, ke Ze[RReEERE D4
DI RBAZ#E L 7235512 Web Proxy 2381 LW B < BEREDIR T L E 7,

Wi ML U CSSLANY Ry oA 7 B FfT LTIk, 7947 v MERBR T aXUiC
EESNRWEGA, 7T X3k Y A LT U b aFio Tinb, 77947
v hEDBEREEIELET,

VAL, T AN MEEHERFT S 2 L AR L ET

EREE S A L7
7k (In-Use

Connection Timeout)

BIED TP arNaET LTWRNEXIZ, Web 72X 07 A RLREED
TIAT v NERIFV =R DT — X & S SIS DRI (READ)

“[#54 7> Ml (Clientside) 1o 7 547> k& OBEFED X A L7 M,
o [H—/S—f (Server side) |, HF—/3— & DEHED X A LT 7 M,

[ IRF 7K foc A #8560
(— S KED)
(Simultaneous

Persistent Connections

(Server Maximum

Number))

Web 71 %3 B — =R —_N— 25t LCRWEEF 0T 58 (V7o b)) O
KE,

27LEE I}



B we 7oxoozz

pAVAG

Bl

IIAT MHIZY
(B} FNi7 T8

7 IA4T v ML o TR SN D RIRHEER 2, & L7EICHIR U4, #iidk
DR ELTZHIBREZ 2 5 &, 8 Fay 7 &, BEFICT 7— MR EESN
7

GE)
T 77X/ NTHE, [ 74T > &2 O KERH (Maximum Connections Per
Client) ] IXMEZHIZ/2 > TWET,

HIFRME 2 R T DI, [ 74T > bd1= 0 O KEHE (Maximum Connections
Per Client) | F = v 7Ry 7 A& 412 LT, ROFIEEZFITLET,

o [BE#%¢ (Connections) ] : #F Al SN2 FIREG I E A LET,

s [BRASIGED X T A N Y — AT ax T EiEr— R3T % (Exempted
Downstream Proxy or Load Balancer) ]: # V> A b —AT7BF T m— KT
VY FREEOMOI TAT U NIPT RLADIPT RLAZANLET (F
Txy bETRIIERA NEBRET DI LIEFTEERA) . Web7 v 2id,
ZOBRINY X MIEEND IP T R L 2DRFFEGEOHIRE@H S EE A,

~v A —DERK

(Generate Headers)

ORI 2R E T a— N o~y X =2l L TEMLET,

» X-Forwarded-For ~» #—{%, HTTP ERZRE L1727 74T FDIPT KL
AT a—RKLET,

GE)

e Ny X —DiREE A /AT T D (21X, advancedproxyconfig CLI 2~ N
@ Miscellaneous 47" = > THTTP X-Forwarded-For~~ > # — % @i X ¥ %
9°7? (Do you want to pass HTTP X-Forwarded-For headers?) | Zfff L &
R

s FRHIZRERET v A MY —A a2 LT, o X385 0c &
D 22— —3REECT 7 & A 2 RS HI2%. 2 b DO~y X —E iRk
THYEND D £9,

BRI HTTPS R DIGE, 7774 T VAL XFE~y X —%2E 5 T& %
Fh, WRIEROEE., 7774 7 v AT 2Rk T%15 S5 XFF
N~y B —%ERA L, SSL b RILND XFF Z1H 5 L7220,
X-Forwarded-For I X527 74 7> FIP 7 KL ADiERI2 HTTPS i HY
FERICGEAINDZ LX) A,

* Request SideVIA ~v X —1X, 7747 2 "inbH— N—~OERPEIHT 5
TuXxvEkrra—RKLET,

s Response Side VIA ~v Z—|E, H— =67 T4 7 2 h~OERD @IS
LH7m¥vErzra—RNLET,

B o Rx7LoEE




| v2x7468%E
Web 7O%> Xvvia .

pA=VAG P SR BA

Received ~ X —D | 7 v T AR —A 7% b LTREBINE Web 77X, ¥V AN —A
fEH (Use Received | 7' 1 & ¥ 51815 S 7z X-Forwarded-For ~v # —ZH L CTY F4 7 b %5k
Headers) TEDHEIICLET, Web 7 mXx Ui, URXMIGEENTWRWERFEILNDD
X-Forwarded-For ~> #—® IP 7 R L A&\ ATLEH A,

INEAF—TNCTHERIT. T A N —A FadiEriie— R T
YDOIP T RUANRKETT (7 Ry hOFA MIFATITEERTA) |

HPHELR O iR FPHE R OIREE A X —T NV FE21ET 4 B—T M T HI2iE, [#EER OREOA
(Range Request #h{t. (Enable Range Request Forwarding) | = v 7R v 7 A& LE T, FHHIC
Forwarding) DNTIE, Web 77U r—a~DT7 72 ADOERESZRL T EE0,

ATYyTE5 BEHEAREL, RIFLET,

RDERY
*Web 7EXxY Frvia (111 =)
c NTUART LU N UHA LT v a v DRFRE
Web 7OFS v vyia
Web 70X (%, N7+ =< A% ESEL72OICT—F%F v v 2 LET, AsyncOSIZ
i Te—71 o 770y 7] OHEDOERBFAT Y v 2T RRHY, LA F~
ARXLTEFxF Yy VU TOEHTEET, v v a2 ROOLHRED URL 2AT5H52 LT
XFET, INETOICE, FOURLEFX ¥ v anbHlRTH, BHTILICFryyvia
ERELET,
Web 7O0FX> Fvwiady )7
FliE

ATY T [BEX =2V T 4P —E A (Security Services) ]>[Web”' & %3 (Web Proxy) ] 2R L 9,
AT T2 [Fv v =a&iHE (ClearCache) |27 Vw7 LCT 7 varzilELET,

Web 7O0+%S Fv v ah 50 URL DHEIBR

FIE

ATFYv 71 CLLIZT 7 A LET,

SRTLBE
|
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SRTLEE I
B web JorsicsotH vy s aLBLRAS U ERIZURLOIEE

AT W F2 webcache> evict A< FEHHL T, HEARXF Yy v 7 Y TIZT 78 ALET,

example.com> webcache

Choose the operation you want to perform:

- EVICT - Remove URL from the cache

- DESCRIBE - Describe URL cache status

- IGNORE - Configure domains and URLs never to be cached
[1> evict

Enter the URL to be removed from the cache.

[1>
T+ 73 Enter the URL to be removed from the cache.

G¥)
URLIZ7' 2 b a A MEENTWHRWEGEAIL, URL I nttp:// DBMENFET (72 & 21E. www.cisco.con
X http://www.cisco.com <1: 77‘05 ) i‘ﬁ °

Web 7OX Ik >THFY Yy Pa LBV RAASUEIZURLDIETE

FIE

ATFYF1 CLIICT 7 ALET,
ATY 7°2 webcache -> ignore A~ ]\%ffﬂq LT, %~Eiﬁ"ﬁ‘7“)‘ =T IEA Li"}]‘o

example.com> webcache

Choose the operation you want to perform:

- EVICT - Remove URL from the cache

- DESCRIBE - Describe URL cache status

- IGNORE - Configure domains and URLs never to be cached
[1> ignore

Choose the operation you want to perform:

- DOMAINS - Manage domains

- URLS - Manage urls

[1>

ATV BHITEZTRLR XA TEZASILET (bovains F721% urLs) o

[1> urls

Manage url entries:

Choose the operation you want to perform:
- DELETE - Delete entries

- ADD - Add new entries

- LIST - List entries

1>

ATy 74 add E AL TH LWL Y ZBIMLET,

[1> add
Enter new url values; one on each line; an empty line to finish

[1>

ATV TS UTFToFOEL I, 117121 9FTD, RALUFEFRIZURLEZ AN LET,

B o Rx7LoEE



Web 7O D% v v —FoER [

Enter new url values; one on each line; an empty line to finish
[1> www.examplel.com
Enter new url values; one on each line; an empty line to finish

(1>

RAA L ETILZURL ZH8ET 2B, FFEDIEREDL (regex) XFEAHZHDH I LN TEE T, pomnins 4
Tar TR BCE VA REMITHZ LT, Fr v adRBinG RAL L ZDOYT RAAL a2k elR
ANTEFET, =& Z2IE, google.com TILZ2 <, .google.com & AS)T B &, www.google.com, docs.google.com
REEEAT DL ENTEET,

vrLs A7V a TR, ERERCFOE—REMHTE 9, EHKBREOMBHFIECHO T, EHER
EBRBLTLLEE N,

ATYT6 HEOANERTTHICE, AAM Yy a~vwr RIS A Z—T =2 A ATJRDE TEnter F— %L ET,
AT Tl BEEEREFELET,

Web 7OFSDFvyda E—FDREIR

FIE

AFYF1 CLIICT 7 A LET,
AT w2 advancedproxyconfig -> caching 3~y REZEHA LT, SERY T A =2 —|IT7 7R LET,

example.com> advancedproxyconfig

Choose a parameter group:

- AUTHENTICATION - Authentication related parameters

- CACHING - Proxy Caching related parameters

- DNS - DNS related parameters

- EUN - EUN related parameters

- NATIVEFTP - Native FTP related parameters

- FTPOVERHTTP - FTP Over HTTP related parameters

- HTTPS - HTTPS related parameters

- SCANNING - Scanning related parameters

- PROXYCONN - Proxy connection header related parameters
- CUSTOMHEADERS - Manage custom request headers for specific domains
- MISCELLANEOUS - Miscellaneous proxy related parameters
- SOCKS - SOCKS Proxy parameters

[1> caching

Enter values for the caching options:

The following predefined choices exist for configuring advanced caching
options:

1. Safe Mode

2. Optimized Mode

3. Aggressive Mode

4. Customized Mode

Please select from one of the above choices:

[21>

ATy T3 MERWeb VXY v v a®TBICsddEK 52 AN LET,

SRF LEE
|
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vRTFLEE |

B weoooxcorzi—ss

AR E—FK Bl

1 tv— oE—REHBELT, v v v N bd7e< . RFC#2616 (2135
KIBHEHL L F£ 97,

2 HEb Xy v & RECH#H616 ~DOUEPLNEE T, B—7 F— FE L
7=3%34A . Last-Modified ~ > Z —/INFIET D & T2 v v ¥ v F BN T
ESNTWRWEEIZ, HE{bT— FTIEIWeb 70X N4 7= b
Xy vialET, Web 77X, x0T 47 & %EFrvvi =l
\i?—o

3 TV T Xy v U TR B <. REC#2616 ~DYHEHLTE/INETT, KiE{kE'—
REHBR LB E, 77 Ly v 7 £— KTk, RBIEFHLa T,
ETag DA —%, 3 X O Last-Modified ~ v Z— D72\ a7 Y 3% v v
VaINET, Web 7 FUd Xy v a NI RA—HXEBEHLET,

4 A< A XN HENTG A= el 2 IR ELFET,

E—F

ATYTd A7 ards (WA, XE—FR) ZBRLULEESIT. SV AZLAREDEEANLET (F201F
THNMEOEFIZLET) .

ATFYTS Af avw s R A2 —Tx A RATRDHE T, Enter ¥F—%LET,
AT T6 BEERIFLET,

RDZBARY
FEIER
*Web 7mF Y Fy v a (1114-2)

Web 7OFX>DIPRT—2 424

T 74V FTliE, Web 7' 1 F NI ERZEET RIS, BHOT FLRIZEDE THERDEE
JLIP 7T RVAZERLET, ZHCE-oTeEF2 U T i3 bsnETN, IPRAT—T 1~
T hEELCZOEEEZZE L, Secure Web Appliance?’»® Tid/a< . BRMNZ T4 7 F 1P
RZEOMDN—T 4V TAREIR DAL LIP T RUANLREINIZLIICREL Z LN TE
F9, Web 7a XV IPATS—T7 4 VT ERETHIZIE, DAZLIPT RLADIP AT —7 ¢
YT T A NEER L, TNbEAL—T 4 R =B L ET,

IP AT —7 4 70, BRAETIHARICERE SN N T 7 ¢ v 713 L THREL 77,
Web 7' 1 U NFWE— RTREISNTWDSE1E, FBRICY 24 L7 b SNTBHiD 7,
FTT TR (HEAICY XA L7 b ST & BIURIZERE S vz #ske) (kLT

(IP AT =T 4V TH A A THRETE D) TENTEET, PIRMICERE SN
IP AT =T 4 T 2T 2561%, V¥ —2 737 v b%& Secure Web AppliancelZ/L—7 o >/
T 5072 Fy NI TRAANHEDZ EEHERL TN,

B o Rx7LoEE



| v2x7468%E

PrI—7cv57n77 110k [

IPAT—T 4 TRAX—TINT, TTITAT 2 ANWCCP /L —Z T STV AE1T.
2ODWCCPHY—E A (FETAR— MIESS P —E R LR — MIESSP—ER) &3
ETHLERHY £,

IPAS—T 47777y ANZ1E, HITPS b T 7 ¢ v 7 B3 BBRANC Y XA LT FENDHH
EOHIRNZH Y F£3, URL AT TV EEEFHL TWDINL—T 47 R Y 2 —I2 LD HTTPS
A F~DT 7R BT TEEN,
REEIE B

e IPARS—T 4T Ta 7 A NANDOER (115 2—)

* Web 70 L OBGE (107 ~—2)

¢« WCCP % —E XD E

PRT—2D420578774ILDER

FIE

1R BRI

Web 7u XL HETTEXIE—REIP AT —T 4 VAL TREIRENTWAZ &%
FERLET, SOV TIE, Web 7 X OFE (107 2—2) 2B LT EE N,

AT 71 [Web Security Manager] > [IP A/ —7 ¢ > 7717 7 AL (IP Spoofing Profiles) ] Z K L £,
RTY T2 [Tr77AV%EEBI (AddProfile) 1 %7 U v 7 LET,

ARTFYTI PAS—T 47 7a7 7 A NVDOL4ETE AT LET,

RTVTEG AT =T 4077077 ANHIZEVETHIPT RLAEASTLET,

ATY TS BEHEEEL, RIEFLET,

RDEZRY

IPATS—T 47 7a 77 A NVEN—T 7R —ZBMLET, sElcOVTIE, v—
TAVITRY) =~ DN—T 4 TR IP A TS =T 47T a7 7 A VOBEMNESRLTL
7ZEW,
BENEYY

PATS—T 4077077 ALDME (116 X—)

IPAS =T 477774 LOHER (116 X—)

27LEE I}
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B rxi—o vs7ar71106m%

IPAT—7 77075 A )LOfE

N\

CE) PRT—T42 7070774V EEHTHE, TOTOT7 7 A MIEEMTENTHNDET T
DON—T 4 TR —TFDOTa 7 7y AIVPEFENET,

FIE

AT 71 [Web Security Manager] > [IP A 7/ —7 4 > 7717 7 AL (IP Spoofing Profiles) ] Z &R L £,
ATV T2 FETDHIP AT =T 47T Ty ANADY) I &7 ) w7 LET,

RFYT3 Ta Ty AVOREIEEE LT,

ATy T4 BREEFEL, RIFLET,

IPAS—T 477w 75 A )LDl

FIE

AT w71 [Web Security Manager] > [IP A7/ —7 4 7717 7 AL (IP Spoofing Profiles) ] Z K L £,
ATVT2 HIERTLHIP AT =T 407707 7 AMIHIETHIAIFT A av w22 vy LET,

GE)

HIFRL LD L LTWDIP AT =T 4 77 mT 7 A AR OUEONV—T 4 7R =28 4 THR
TWDHAIE, TTIAT R > TEERFRENET, ZOH/IT, EBEZT 2T XTOL—T 4
YIR)—TED S THRDIP AT =T 42T 0T 7 A VEERLET,

RATYT3 EHEAREFL, RIFLET,

Web 7OXSNDHRB LAY H—

FEDRE T YT a NN AZ LA~y X =2 BINT 52 L1280, skt — =285
Kl 70 B 2 BEsk T & £9, 72 & 21E. YouTube for Schools & BIE&MN B A6, D AX L~y
H—ZFH LT, YouTube.com~D h T V7 v a VEREZHFOR Y hU—7BREE SN
7oy BRI B2 B e 35 BR E LTI S5 2 N TEET,

Web ERAD DR AL Ay H—DIEM

FIE

ATy F1 CLIIZTZ7E®A LET,

B o Rx7LoEE I



Web BR~ADH RS L~y Z—nam [

AT 72 advancedproxyconfig -> customheaders 2~ FEfEA LT, le\gfcﬁ']j‘j} Za—\ZT7 7 BALET,

example.com> advancedproxyconfig

Choose a parameter group:

- AUTHENTICATION - Authentication related parameters

- CACHING - Proxy Caching related parameters

- DNS - DNS related parameters

- EUN - EUN related parameters

- NATIVEFTP - Native FTP related parameters

- FTPOVERHTTP - FTP Over HTTP related parameters

- HTTPS - HTTPS related parameters

- SCANNING - Scanning related parameters

- PROXYCONN - Proxy connection header related parameters
- CUSTOMHEADERS - Manage custom request headers for specific domains
- MISCELLANEOUS - Miscellaneous proxy related parameters
- SOCKS - SOCKS Proxy parameters

[1> customheaders

Currently defined custom headers:

Choose the operation you want to perform:

- DELETE - Delete entries

- NEW - Add new entries

- EDIT - Edit entries

>

AT T3 kokHric, wELYTavr FEANLET,

VAR

[HIER BETDHDHAL L~ X —EHIBRLET, 2~ FCTRENZU A MO~y X — (2B
(Delete) ] FFonTHWLEESEMEH L CHIRT 2~y ¥ —2ELET,

BBl (New) 1 1 48ET D N AA OIS 2~y F— 2B L £

~y =D

X-YouTube-Edu-Filter: ABCD1234567890abcdef
(ZDBF/AOfIL, YouTube THRELSNLHEAF—TT) .

RAA D]

youtube.com

B AL B~y =D KRIE 16k T, CR 7213 LF 2 R<AEEDHEEED L LN TE
£7,

T AH B~ Z—Df

Choose the operation you want to perform:

- DELETE - Delete entries

- NEW - Add new entries

- EDIT - Edit entries

[1> new

Please enter the custom HTTP header (in the form field: value):

(1>

[:characters colon(:) and double quotes (™) are not allowed]

it (Bdit) 1 |BEFDO Ny X —ZfBE LT~y F—LEIWMRET, a2 FTRSNZY X FDO~y
HF—ICBEM T DN TV L ESEZMM L THIFRT 2~y X —Z2fE L £,

SRF LEE
|



. Web R F D/ /3R

ATYTd A avy R A2 —TxA AR DE T, Enter F—%H L EJ,
ATY TS BEEARGFELET,

Web 70 F 2D/ A /3R

e Web 7 ¥ DA A (Web BEROBA) (118 2—2)
e Web 72 X DA RARIE (Web ZRDIFAE) (118 X—)
e Web 7 XL DA NRARE (T VA r—ar084) (119 2—)

Web 70X D/A1 /82 (Web ERDES)

FeE D7 T AT 2 b6 OFEEBIER R E D51 L~ DFWAIE RS Web 711 F 3 & /3o /3
A4 25 X912, Secure Web Appliance & #XE CTX £7,

Web 70X B NANRNRTAEZEIL ST, ULTOZ ENRTAREIZZAR Y 97,
«HTTP AR — R 2 L TW A, #YUNIHERE L2V HTTP 3EXIG 0D (F7213M A D) 7o
haus, ek =8 T 5 XTI ERWVWE I LET,

e Xy NT—ITNOEEEDYIUMNED RTI4TN, YLV T2T DT AN R Y,
Xy hT—7 7ax B LUOHBIALDOEF 2 U T ({Ri#ELZ T RXTAARRT B L 2k
BLET,

INA RRNE, Web 7’0 F AZHRMIC Y XA L7 D ENDERIZHH L TOLERELE T, Web
TuXx i, FITUART LY R E—RTHIBEE—RTH, 7747 > b bBRIZHERE
SNTET R TOEREZUEL 5,

Web 70X MD/NA /SAHKTE (Web ERDIFE)

FIE

ATYF1 [WebF = U7 r~F—+ (WebSecurity Manager) |>[/ A 7SAFXE (Bypass Settings) ] Z 3R L £,
RTY T2 [NARAFREOHE (Edit Bypass Settings) |27 U v 7 LET,
RATYT3 Web 70X A N_2AFT LT RLAZ AN LET,

GE)
10 %A %A A NHNOEEDIPDOY Ty h~A 7 L LT E#ék TS AT AL T T D Web
N7 4w T HNRARALET, ZOEE, TTI9A4T  ALHKEL 0.0.00/0 & UTHERL X,

AT T4 Tuxo_A R A MIBMNTAHAX L URL BT IV 23R L £,

GE)
[(E#ZZHL (Regular Expressions) ]IZ Web 7’0 XU NA NRRAEZRETHI EIXTIEEA,

G¥)

B o Rx7LoEE



| v2x7468%E
Web 7O%30/34 $REE (FIUr—varnsd) [

HARXLURL AT IV 270 A2 A MZBINTHE, BDAXLURLAT IV DT XTOIPT
R AL RAAL LD, BMETESARDOE ST TRARZENET,

ATYyTEs BEEAREL, RIFLET,

Web 7OFXSDINA NRKRE (FTVr—2arnEa)

FIE

ATYF1 [Web¥ =T r~F— v (WebSecurity Manager) |>[/ 1 7SAFXTE (Bypass Settings) ] ZHR L £ 7,
ART9T2 [T77Vr—varDAXy 7REXHE (Edit Application Bypass Settings) | %27 U > 7 LET,
ARTVT3 AXx U ENANRAT LT TV r—va UERIRLET,
ATy T4 BEREEFEL, RIFLET,
&3
Webex /A /SABGEIE, HTTPS b7 7 4 v ZIZOH@EM ENES, 72720, HTTP b7 7 4 v 7 D5H,
TTVr—=va i Z7 7 BEARY v—E N LT TRy 7 TEET,

RYS—EDOWeb 70FS ADRA LAY S —

HITP Y VA NDH AR D~y XA =TT 7 A NVEREL, ~y X —EXB2Ta 77
DTICEE DO~y X —FERTEET, HE70 7 7 A VTR KR 12 D~y X —ARETEE
T, BEO~Ny X — T7u 7 7 A VEEEEITHIGRTE22 b T, BEEFEOT 7B A R
Vo —ll~yF—EEXWz a7 7 A NVEEBMLT, BEOT 7 AR v —0NEHINST
RTCORT YT v a iy X —EZOD I ENTEET,
Ny A —EEXWZ T 0T 7y A EREER AT D &, RN LTk, TS TIA T AN —
P ITN—TORERENDT v T AR =LA TN, R ETENTEES, Ty T AR —
AT X UNFa—YEHIEFAE R L, BNMOREZ A XA L, EESINEZT 77X R
Vo —lESnWTa—PIicT7 7 A2 L E9,

sHTTPWeb U 7 T A h D~y X —EXW 2 707 7 A /VOER (120 2—2)

e =W LT N—T Ny X —ERXDOEE (121 *—V) (E£E)

T I EBEARY =D~y H— T a7y ALOBEMN (122 <—)

AsynOS N— 32 14.0 ul‘&fﬁi\ CLI =z~ K advancedproxyconfig-> customheader %{fﬁﬁ
L7z Web 7'm ¥y AL L~y X —DIERERET 5 2 L AR L E7,

SRTLBE
|



B irwer sz rOAYE—BERZ TR T 7 LOER

HTTPWeb V) Y TR rDAYSZ—EZTHZ TOT 74 ILDERK

FIE

AT 71 [Web Security Manager] > [HTTP E& #i 2 7’11 7 7 A /L (HTTP Rewrite Profiles) ] Z 3R L 7

RTwT2 [Ta77AN%EEM (AddProfile) 1% 7 U v LET,

ATV T3 fERT D~y F—EBEERZ T 7 7 AV BEOLETZEI D S TET,

ATY T4 [~y F— (Headers) ] =V 7 T, ROEREANLET,

GE)

[~y ¥ —E&X# 2717 7 A/ (Header Rewrite Profiles) ]IZIXZEE721d Null D ~v ¥ —flia AJJTE F
T Ny =z RFLT, Null £2MER LTEETL L, ~y X —3REY 72X MG ENEE A,
Tl TURART Y RPN Dy B —via B IEFRICT D550, B [~ CHTTPEX#x
077 AT~y B —4 via ZIBNL £,

s [~y & —4 (HeaderName) |: HTTP VU 7 =X NMZEMT S5~y X —4H & ASILET, i : X-Client-IP,
X-Authenticated-User, X-Authenticated-Groups 72 &

e [~y & —fl (HeaderValue) |: ~v X —AIZxHETDHI IV ZA NNy X —IZEDLEEANTILET,
N E—BHDOT VT TR

e 5 Requeta 1 7 FA T v MNP, a—HF—_ TN —TF I EOEAREHTTP ~v ¥ — B8 &2 E L,
72l ziE, VI AP ANy X —lla—V—452ED 554, BRAUX

($SRegMeta [X-Authenticated-User]) T‘d_o

* SReqHeader : fZHED HTTP ~v ¥ — D, F/IER U~y X —EXHE2 707 7 A VITER I
Tt~y X —D~y X —DEEFEH L E7,

7= & 23,

Headerl:32

Header2: 44- ($RegHeader [Headerl])-46
~yg— 2 DIEIT 44-32-46 12720 FF

o [7TF A MERX (TextFormat) |: =2 a2 —7 4 7 OT7F A MERZBIR L 7, FHHARERA TV 3
1X ASCII & UTF-8 T,

s [XAF VY = a—F 47 (Binary Encoding) |1: V 7/ TA N Ny X —Z_AfFV zva—F 47
(Base64) ZfEHT D0 E I A BIRL 9,

GE)
Y= R= Z A FIZESNT, BEEINTV I AN ANy X — T =)L ROV A AR — =0 LR %
AT, TTIAT VAT T — Ay —VaFor LES, LA, BRIV —_"—F A F138RRD
Ny F—REYPR—-FLET,

* Apache 2.0, 2.2 : 8k

* Nginx : 4k — 8k

B o Rx7LoEE



A—v—gETN—T ~vi—RozE ]

fIIS (N—Va Lo THEARYET) 8K — 16K

e Tomcat : (N— g izl THEAY F4) 8K
ISE Zffi il L7z — W —iknl o84, 7 v — 3L X-authentication ~ v Z —i% & (X-Authenticated-User 35 &
Y X-Authenticated-Groups) X, 'LV 7 4 v 7 AL LT RAA VBIOGRGEA W= A L&A L EH A,

ASCII £ L T7 ¥ A MEAZBRIN L7255 TH. (s RegMeta [HTTP header]) fHE L CUTF+8 # AJJTX &
T, BIE, RO~ X —{% ($ReqMeta [HTTP header]) & HAR— h L TWET,

» X-Authenticated-User
» X-Authenticated-Groups

» X-Client-IP

ANy A —OMENRNull DIFE, ~v X —F3RE) 72 A MIEENTETA, ZhiE, LTFT2ETLARWEGS
A LET,

e T X VI AAIC L ET,
T I EBARNY v—, HER)—, FHIEFIN—T 4 TR DA Ny THEETT N—T
TELET,

RATYyTE5 BEHEAREL, RIFLET,

A—H—RBETL—T ANy F—HEADER

FIE

AT w71 [Web Security Manager] > [HTTP & #2711 7 7 A /L (HTTP Rewrite Profiles) ] ZEE4R L £,
ATy T2 [BREOHE (Edit Settings) 1227V v 7 LET,
ATYv T3 BREERELET,

TSN A ENITRD LB TT,

':1‘—fF“—45 ! SauthMechanism://$domainName/$userName, $authMechanism:\\$domainName\S$SuserName,

SdomainName/SuserName, $domainName\SuserName, SuserName

o« JN—T SauthMechanism://$domainName/S$groupName, $authMechanism:\\S$domainName\$groupName,

SdomainName/$groupName, $domainName\$groupName, $groupName

Hr= (), anry ) BIzanr ) Ay RTyva ()| fitE () REDT) IFZHE
BETEET,

ATy T8 ERzEEL, RFLET,
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B 7rexkus—~orvs—Tnorq1oim

TORRAR)S—~ADAYE—TOT 74 ILDEM

FIE

ATy T

ATy T2

ATvT3

ATvT4

1R BHHEIIZ
T AR —DOFRERY —OERR 2R L TLTEEWN,

[Web ¥ = U7 ¢ ~3— v (Web Security Manager) |>[7 7 A 7R U 2 — (Access Policies) | % 34
LET,

[727t7A KU — (Access Policies) | X—C, [HTTP £Z#t 2 71 7 7 A /L (HTTP Rewrite Profile) ]
DYV xIY 7 LET,

LT 7 'vARY U—%ER L, TN~y X —EBIR|I T 077 A NVEBNTLHZEHTEET,
LWT 7 EBARY —%ERT DI2iE, WESHRLTLIZSW, R —DERK

RY =T BT~y X=Xz T 7 7 A NVEERLET, BNTEHLE, BEDT 7 EAKRY —
NEAENS HITP F T o7 g e~y X —NEgEnE1,
EBEEEEL, RFELET,

TIEARY =2V v ST~y X —EXH: o7 7 A VITHIBRTE £, HIBRT 512, BT
077 ANLNEBERTIE. BRLET0 77 AARNT 7R R —CHABICEHAINET,

Web 7' 0 & S AR

A A

Secure Web Appliance ZiXEL T, Web 7 7T A ET 4 DT 4 VB2 T EE=HY TP T
PNTNDZLaa—PITHHNTEET, TTI7A4T AL, 2a—F =TT 7 7 HIcT
JERALTEEIZ, —EREOKREE, = Fa2—PF—HERX—V2R R LET, = Ra—
P — RN —UNFoRINTD, 22—V —FV 7 %7V v/ LT, BERLIETTOYA FE
1D Web YA MZT 7B AT HMLENH D £,

BEEE

oIvd

REED 7 T A T 2 hB DR HTTPS ERSORFE DO%6 50 ~DiFiEr) HTTPS 2k A3 HTTPS
TaX T E NIRRT H I DT, Secure Web Appliancez i E TE £,

NI T A IRT T IAT A BRT D ERNLEETEZT U r—va LT, BF
G — N—DFEHETF = v 7 2170 T, NRAANL—ZHHT LN TEET,
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| v2x7468%E

gETIUs—varoriqozyT |

BET TV r—>a D RAq40Ty T

FIE

4a& SRS

FEDY—/N—DRAZAN— T T 4y 7 BB ET DT /3 2B L TER SR
Vo —0Nbd I ea2ERLTIIEEN, FMIc WL, 2—VF—BLOI IFA4 7 MV 7 |
V=T DHFAESZRLTIES, BEIIZIE, ROZ L ETOBERDH D £,

o [FRRIE/ERA D HERSS  (Exempt from authentication/identification) | &4 > L £ 7,

s ZOWA T e T s ANEBHT LT FLAEZRELET, IP7 KL A, CIDR 7 a2 v 7,
BIOHT7xy hEASTEET,

ATYT1 HITPS 7' X VA HC LET, FEMICOWTIEL, HTTPS 7R ¥ DA X — 7 /b E B L T 72 E0Y,
ATY T2 [WebtFx=UF 4~F—T% (WebSecurity Manager) |>[ KA A >~ > (DomainMap) ] % &K L FJ,
a) [FAA > ®iEM (AddDomain) %7V v 7 LET,

b) [NAA 4 (DomainName) |55 —/"—D KA A 452 AT LET,

c) BEfFD RAA UIMEE SN TV DAL, BEIAN 28R L £ 7,

ATvT3

d IP7

e) [XfF

[Webt

KL xE AL LET,
(Submit) 1 %27V v LET,

2 U7 4 ~¥F— % (Web Security Manager) ]>[# A% 5% X OFMFURLY 7 2 Y (Custom and

External URL Categories) ] Z 3R L £9°,
a) [Add Category] #7 VU v 7 L&,
b) ROEREALET,

RE R BA

BTV 4 ZOURL AT Y OFRIF2 AT LET, ZO4RNE, RY ¥— 7 /L—7IZURL
(Category TANEZN T ERET HEZITERRINET,

Name)

2

Order) DGO URL A7V 1] 2 AT LET,

ME (List |BAZALURLATIYVDOY AT, ZOhTIY)DIEFE2HEELET, VAN

URLZ 4 NVEZ V7 =Tk, FBELZIEFTH AZ LAURL AT IV ICH L
T 747 PERPFLINE T,

T

(Category
Type)

Y AT |\[m—J)NTAZ LTF137 T Y (Local Custom Category) ] Z iR L E£77,
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SRTLEE |

B s=770r—acorrqozyd

o 5153
PR E o vaiz, BMOT FL Aty FERETHIERERAZASTE £,
(Advanced) | ieynogg o i | A LBy b BB DT R LR X &
_640
ERER O F N CIE, EHEHEBEL T EE0,

o) BHEZEZFEEL, IRMFLET,
ATV T4 [WebFx a2V T 4~F— % (Web Security Manager) ]>[{8757 U >— (Decryption Policies) ] % &R L

7

a) BILWESRY o—ZERLET,

b) $EDOT TV —a Y OHTTPS b7 7 4 v 7 /A NAT L2 DITHER LTl 7' e 7 7 A V%3
WLET,

c) [FEMIEXE (Advanced) ]/3%/LC, [URL#Z7 =V (URL Categories) | DV > 27 %7V w7 LET,

d) GBI (Add) 1#T2%2 U w7 LT, FlE3 CER LB AZ A URL 7 =) A58 L £,

e) [5€T (Done) 127V w7 LET,

f) [E&5AKY I — (Decryption Policies) ]~~— T, [URLY 4 /L% U % (URL Filtering) 1DV > 7 %7
Vw27 LET,

g) [/3AAJL— (Pass Through) ] ZER L 9,

hy ZHEZFEEL, REFLET,

W(7A—~y MEETEMALTT 7 A/ EREFRRTDHENTEET, FEMIZONWTIE, 77t
AT DAL~ A RS LTLTIEEN,

GE)

e RAA v~ FHEREIT HTTPS BT — FCEMEL $7°,
o« ZOMEEIT. BHRE— FTIEENEES, HITP F 7 7 4 v ZIZ OV T HEMEL =/ A,

c COWBEZHEML TN 74 v 7 ZFFAT22E, v—UNABAZ LT A ZBRET OMLERDH Y
£

« CORREZ AT D L. SNITFRAFIATE2HE6TH, FAS vy T TRESNIZF——4
(o TH == DOELEITHI D B THTONET,

s ZOBERBIL., RAAVAWIE S NI T4 v I N RAL v~y T —8 L, *eTDHIAZLHT T
U, BERY = NRRAAV=T 7 a VBRESNTWDIEE, O NI 74y 7 &7 ny 7 LE
NEUR

« BAEZR ZDNAZZNV—RERE L T2 Z LIETE R A, WRECIFEZPALETT N, ZOHE, b
T4 v ZIFETINEE A,

*UDP N7 7 4 v 7 ITE=H —SLEH A, Secure Web AppliancelZE|# L7\ L 52 UDP b7 7 ¢ v

I ERETDHVLENRDHY 9, RO VIZ, WhatsApp, Telegram 72 EDT 7'V r—3 3 VDIl T 7
AT T H—NEFRALTA U E—Fy MIEHET 7 EAT2O2HLERHY £,
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| v2x7468%E

Web ERZEUSA LY bF 21002547 b+ Tvas [

» WhatsApp., Telegram, I3 J O'Skype (XiZiE— RCTEMEL £9°, 7272 L. WhatsApp 72 &ED—#D T 7
UVor—vaid, 770 5=y a YORIROIZOIC, HRT— FTIEEEL £ A,

Web BZERZJAA LY bT B0 547 AT 3y

7 74T Rvb Web 7' F UNTHPRIJICER Z 05T 5 2 L @I L 72 G A1E, Th a3k
T30 A7 PORETIEBRET DLENRH Y £9, ULTOHENPLERLE
R

cBATRMBREEZFARALTISAT U RNERET D, Web 72X DR A MG EAR— bEE
EHSOTIIAT U FERELET, REFEOHEMIZOWTIE, HxD7 74T D
v =2 T VEZL TSI,

\)

GE) FTT7HNLPFTIE. Web7uaxy BR— MIR—FEZFR0 & 3128FHHLET, 7947k

FNTNLOR— FEMHTE LT,

- TOXTBEHRE (PAC) 77MIVEFRALTISAT U NERES S, PACT 7 AL
3. WebZRDIEEHREZ 7 T4 T MIFERLEY, ZoFTvarzfifldsL, 7n
F OIS T OO E T 2 —tEHTE 9,

PAC 7 7 A NV EHEHT AEE13. PAC 7 7 A VOBRFERFEZ SA4T v " RERL ZBRT
DHEEERNTIVNENHY £9°,

BEEIER
I TAT U N T T r—2a kB PAC 7 7 ANVORER (125 2—2)

DS5ATFTNTITVr— 3 IZ&KBPAC T 74 ILDER

pASESA=E

S%F (PAC) 7 7AILDINTYwa AT 3y

TIAT VMW T IV HATEDLEHICPAC 77 ANENRT Y vy 2T H50ERHY £, A
NRBGFNILL T D B TF,

« Web H—/\—

« Secure Web Appliance, 7 74 7> NIk L TIE Web 77 U & L THRREND Secure
Web AppliancelZ PAC 7 7 A VEFETE LT, 77 ITA T AL, SEIERFAR
&, m—b, Z7ANAEHEHL TODERICKHIGT HHHE/R E, PACT 7 A VA2 EHT
HIEOOBEBMA T a b0 9,

cO—AILILY, VIFAT UV FEDN—F T 4 AJIZPAC 7 7 A V0 — I )VICELE CT&

FT. IhE - RIORIERGIEL LT 2 Z L3R s EE A, BEIPAC 7 7 A
JRRHINCITE L CWER AN, 7 A ML OFTRER H D £7,
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B Joscamss Pao) T LERRTEISATUR AT

EIPERCRS
* Secure Web Appliance TD PAC 7 7 A L DHRA K~ (126 ~—)

cIGAT U N T TV — 5 TOPAC 7 7 A VDT (127 =—)

* Secure Web Appliance TD PAC 7 7 A L DHRA (126 ~—)

e ITGAT U N T TV —2 g TOPAC 7 7 A NVDIRE (127 =—3)

TOXLBEERTE (PAC) 77 AL ERRT D94 TFTo A Toay

PAC 7 71/ LD BEERHE

I A4T v MIKLUTPAC 7 7 A NVEFERATZHEIR. 727472 NP PAC 7 7 A VEKRE
THHEZERIRTHZLENHY F3, LLTFD 2 >ORLERHY £,

*PAC 77 A IDIGFRED ZAT 2 MIBEET 5. ZDPAC 7 7 A NV ZWMEIZAELIET
URLZZ7 A7 v MIRELET,

*PAC 774 ILDBFZBEIMICKRETSKIICUVZA T bEERET S, DHCP £721%
DNS & & HICWPAD 7' b2V A L CPAC 7 7 A V& HEIWICHE T 5 L oicr 7
ATV RNERELET,

WPAD iZ, DHCP B L ODNS /L 7 7 v 7P 2EH L CTT T UHIN PAC 7 7 A /L OGHT %2 3
TX5Xk51957m hartd,

« DHCP & (2 WPAD #{# A9 5(Z1&. DHCP ¥—/3—|Z PAC 7 7 A /L DT D URL &
WZA TV a v 22%FRELET, 2L, TXTOT T UHFRDHCP ZH AR —F LT
HPOITTIEHY £HA,

«DNS & (2 WPAD ##BT 121X, PAC 7 7 A VDR A b —_—%FF LT X oI
DNS L 22— RZEELET,

WINNERIIWEDOA T v a U ERETEET, WPAD 13& I DHCP 2 H L T PAC
T ANOKRHERS, BHETELRNo723E51L DNS 24> TERAFE T,

ESPERENS

¢« VT A T NTOPAC 7 7 A VO HERE (128 ~X—)

Secure Web Appliance TD PAC 7 7 1 LD KX k

FIE

AT T [E¥=2UTF 4 —E A (Security Services) ]>[PAC 7 7 A /L 7k A7 1 >/ (PAC File Hosting) ] % &4 L

i'@’}

AT9 T2 [REDH &FE (Enable and Edit Settings) 1 %27 U v 7 L,
ATvT3 (EE) UTOREAREHEBZRELET,
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| v2x7468%E

ATv T4 [PAC7 714/ (PACFiles) ] £Z7 3 a > T[BM Browse) |27 U v 7 L.

ATy TH

ATvT6

5547k 7IUs—avTcorac 774 L0iEE [

TF7oay

B

PAC —/3— 7R — |
(PAC Server Ports)

Secure Web Appliance? PAC 7 7 A VERD Y v R AT B R — K,

PAC 7 7 A VDOHZ
HIPR (PAC File
Expiration)

T Fx v THEE SN TV DR
iz cEE9,

L 722 PAC 7 7 A /L % R Y]

Secure Web Appliancell 7 >

7 —RTAH5PAC 77 A NEa—H A< U nbBRLET,

GE)

BIR L7727 7 A )VDOLAREIN default.pac CHIHGAIE. 7T UV CTHHMERTT D EEILT 7 A V4 BT
ETDHULENRD Y T A, LHIDEE I TWRWESA . Secure Web AppliancelX default.pac &9 7 7

ANERBLET,

[7>v7m—FK (Upload) 127 Vv 7 LT, A7 v 74 T&RL/ PAC 7 7 A /L% Secure Web Appliance
W27 vy 7 e—FLET,

(EE

) [PAC 7 7 A N —E A ZHEBERMT 5K X b4 (Hostnames for Serving PAC Files Directly) | & 7

gLy T, R—FEEEEERVPAC 77 A NEROFA ML EBHE T 7 A N4 ERELET,

FIToay HoL:L
KA N4 Secure Web Appliance7S B3R 2 LB~ 5 355512, PAC 7 7 A JVELRIZE O 2 MBI
(Hostname) HDHERA N, BRIZITAR— I\%'fv‘?ﬁﬁiﬂ’(b‘foﬁb‘ﬁ&b BRIL Web 71 %3
@O HTTP AA— bk (R— F80) ZfEMH L CTABES L, KRR NI S PAC 7 7 A
SVBERE L TR TE £,
TaXxy R— hEE | CATORA NAIZBEEMSIT B PAC 7 7 A V4, RA RAICRT 2 2RI

U7 TGET) EXRIZ
*NTBHT 7 b
PAC 7 7 1 )V

(Default PAC File for
"Get/" Request through

Proxy Port)

CITEEELIEZPAC 7 7 AL B L FE T,
T v — REHRDPAC 7 7 A VDR EIRINTE £,

17218 (AddRow)

BOITEBIMLT, BIMDOKRA RN EPACT7 7 ANZERRELET,

AT9 T EREEEL, RFLET,

DS5AT7 T ITYS5— 32 TOPAC 774 ILDIETE

« 7T AT NTDHDPAC 7 7 A IVOBFT O FEIRE
« 7 I A4 T NTDPAC 7 7 A LD HEEH

(128 ~~—2)
(128 ~2—73)
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B /s 7 rcormcorrrosmoEnEE

D954F7 2 TOPAC T 7 A4 IILDIEFTDOFENHRTE

FIE

&
ATy T2

D347

FIE

ATy T

ATy T2

ATvT3

ATv74

PAC 7 7 A WEAFRLLTAT7 U w2 LET,

77 WD PAC 7 7 A VI EREIKIZ PAC 7 7 A VDT A 79 URL Z A L £ T,

Secure Web Appliance’s PAC 7 7 A V&K A R L TCWAEE, A&7 URL ERUTLLFO L 12720 £97,
http://server address[.domain] [:port] [/filename] | http://WSAHostname[/filename]

WSAHostname %, Secure Web AppliancelZ PAC 7 7 A V&2 KR A T 5 & ZTERTE L2 [ A M4 (hostname) ]
DIETY, RA DL TWRWES, URLOERIHEAETE (GEICX->TE) 7747 > MIASETHR
™Y ET,

RDERY
* Secure Web Appliance TD PAC 7 7 A /L DHRA K~ (126 ~<—7)

FTDHPAC 774 LD BEHIRE

wpad.dat &\ 4 RTD PAC 7 7 A VEAERK L, Web %—/3—F 721% Secure Web AppliancelZ /X7 Y v o =
LE7 (DNS &3Li2 WPAD T 2551, Web ——D)L— N7 4 L ZZT7 7 A VEFET D0
ERHDET) .

RDMIME % A 7°C dat 7 7 A VERET D L DI Web br—"—ZRELET,
application/x-ns-proxy-autoconfig

GE)
Secure Web Appliancelx Z 114 HENIZFAT L £ 77,

DNS /v 7 7 v 7 &Y R— N BI21E,. Twpadl MOEED, NEHIICHEIRATEEZ: DNS 44 2 1ERk L T
(Bl : wpad.example.com) . wpad.dat 7 7 A /VEHRA R LTWNWAHEY— =D P 7 L A ZBEA T F 9,

DHCP V> 7 T v 7% R— T %1Z1%, DHCP —/"—DF 7> 3 1 252 (T wpad.dat 7 7 A /L DT D
URL #3%ELE9 (il : Thttp://wpad.example.com/wpad. datJ ) o URLIZIX, IPT7 KL AR Y, A7
FEEDORARNT RLAZMEHTEEY, FFEDDNS = MV IINEH Y FH A,

RDERY
e VTGAT U N T TV r— 3 KD PAC 77 A NVDEH (125 2—3)

* Secure Web Appliance TD PAC 7 7 A /L DHRA (126 ~—)
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| vz27L8%
e 7oxs 4—cx [

» Firefox C WPAD % T& 721

FIP 7O H—EX
«FTP 7%y —E 203 (129 ~=—3)
FTP 7 X OAFIL EFRTE (129 X—)

FIP JOXs —EXDHE
Web 7 0%, AT 2 F¥HO FTP Bk AT T £,

e XM T4 TFTP, XA 7 47 FTPERIL, HFHFTP 7 74 7 > M Lo TAKINET
(E£721%. 77U THBIABLDFTPZ FA4 T v MR L CARKRESNET) . FIP =
3’\’:/%§‘\ \%:\—(“j‘o

«FTPover HTTP, 77 7 ¥iX, %A F 4 7 FTP Z {4+ 5 v, HTTP BERWNIZ FTP
FEWRAEATL = RFTHZERHVFET, FIP 70X UM EH Y FHA,

BEEIER
«FTP 7 X OFML EFEE (129 X—)
«FTP EENA v — DOFE

FIP F0% L 0AMIE & HRE
“

(GE)  FTPoverHTTPHEHEIZHH SN D 7 B X U ELRET HITIE, Web 7B X v ORE (107 2—
D) ZBRLTLLIEEN,

FIE

ATY 1 [BX =2V T 4 —E R (Security Services) ]>[FTP 7' &2 %3 (FTP Proxy) | ZiER L £,

ATv T2 [FREOHIELMRE (Enable and Edit Settings) ] %7 V v 7 LET (RRENDIAT ¥ a3 U3 [REOHRE
(Edit Settings) ] 720 DA, FTP 7' F IR EHHTT, )

ATv T3 (LE) EARMRFIP 7o X U EHA AR ELET,

A=A 588

7udxy YRA=27 |FIP 7ux T FTP il s ) v A 3548 —F~, 7747 M, (FTP
AR— b (Proxy Listening | F—/N—IZHfi T D72 DR — b (EFITFR— 21 2#H) & LTTIERL)

Port) FTP 7o XL 2R ETHLEEICZOR— F2HATILENDH Y £7°,
Xyvs Eh 2 —F—nbDOT —2EkiEX Y v adT50E 9,
(Caching) GE)

4TIV —F = bDT7 =X IF vy v aIhEH A,
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B reooroamiene

ATv74

pAVAG

Bl

P =D 1P X7 —
7 47 (Server Side
IP Spoofing)

FTP 7 ¥ VN FTP Y ——DIPT7T KL AZ I 2L —FTEBHLIIZLET,
T Ko T, IPT KU ROl & T — Xt TR E/I. T Yo
Ta v EHFALRWFTP 7 947 2 MRS TE £9,

74T MNPAT—
T4 T

FTP 70X N FTP 7 7 A4 7 FOEFILIP T RV AZRMTE AL HICLE
T, AT HE, FTPESRIZFTP 72X Tl FTIP 2 94 7> b3
FBanIrITRhRxET,

PR
(Authentication
Format)

FIP 7 9A T v FLilfET 5L EIZFTP X o MM+ 2GR A EIR T
AL OlCLET,

Ry v TH—ROT —
& R— M (Passive
Mode Data Port Range)

Ry 7 B— NEETFIP 7 u X3 b OF — X 2 WL 5 7= DI FTP 7 5
AT v MMEHAT D TCP A" — b DO#iHA,

TITATE—RD
T — & R — i
(Active Mode Data Port
Range)

TIT 4T F— R TEFIP 7 eXxs & OF — 2k A Wi+ 5 7-DIZ FTP
P—N—NEHT 5 TCP AR — hOFiPH, ZOREIL, FA T 1 7 FTPE L FTP
over HTTP #&5 O i Iz A S E 9,

R— rHEREL<T5E, FUFTP == b0D & 524 < OERITH IS
T& %9, TCP v a3 TIME-WAIT 24 GEFH5y) &> T, A—hiE
RSN ZERIZ, FUFTP P —"—THWMEHTZ 2L EHA, £
OFER, FIED FTP Yr— "— (37T 77 4 7 £— R TnELLEFTP 7o %
VICHEETTE ER A, 22 TENEL, 2O 4 — L RICHRESNTZAR— LT
7

AEYI % IVNAN e

(Welcome Banner)

BEGRHIFTP 7 A4 7 2 MIEREND U =V LN —, RPBERLET,

« [FTPH—/I—A vt—T% (FTPserver message) o A v &— 13565 FTP
PR Z L s THRRENFET, ZOF T a0, Web 7 u X351
F— FICRESNTWLLAICOAFMPTE, ZilaEkZOHEH S E
R

[ARBL AyE—Y (Custommessage) |o ZDA T v a v aF4 T 5
LT RTCORAT 4 T FTPEFACKH LTI DOH AKX A A v —URNER
SNET, A7 LG EIEL. PIRIRERESR A T 7 FTP 85t S
nET,

(fE&) FTP 7 x> DM ELZRELET,
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socks 7oxs 4—Ex |

pA=VAG P SR BA

HEEEGE DX A 2T T | BUEDO T V7 va URET LT RWEAIZ, 7A RVIREED FTP 7 74
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