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ATYF1 [WebFxaUT 4~F—Y+ (Web Security Manager) ]>[7 7 & AK U 2 — (Access Policies) ] %R L

i‘j‘o
ATV T2 BETDHTI7EARI =D [T HRELVE27—3 3 (Anti-Malware and Reputation) |V > 7
7V v LET,

ATV T3 [Webl BVaT—va vy 7RO E (Web Reputation and Anti-Malware Settings) ] £ 2 > 2 > T
Weblb BaT7—a by =T RRON AL LZHEDEF (Define Web Reputation and Anti-Malware
Custom Settings) ] Z &R L £7°,
ZHICED, ZoOT7BA R = LT, 77— R = L3RR Web LE 2T — gt
ST =T RROBRELFRETEET,
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ATvT4

ATy TH

ATvT6
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ATYyT8 EHARELTHELET ([(XE

[Web L E =7 —3 3 »i%7E (Web Reputation Settings) |77+ a > T, Web L BT —Tal 74K

TLIITHRBLVLELT—avDBRE @RIy VA 2—TLDIEE)

VI A R=TINITBENE I DEEIRLET, #EILTHAT ¥ 2L - T, & Web BRIZH# 7 Web L
FaF— gy 2a70OLEVENERENET,

[Ex =7 RARA > FEEE (Advanced Malware Protection Settings) ]2 2 T

‘/Jﬂo

EHH ZBE LE

R
R

[Cisco IronPort DVS~ /L7 = 7 BHHIF% % (Cisco IronPort DVS Anti-Malware Settings) | &£ 27 a2 > FTAJ

o—/)LLET,

VIS LT, R =D~V =T RREERELET,

bl —%— x—
N ARy UEH
ZMZ9 % (Enable

HTTP Bk~ X —THEINTWH2—HYP—x2—T 2 | 74— NIZHES
WTC, T4 97 BAX X T560E)nERRLET,

ZDF 2w IRy I A A A LTS EIE, =Y FEO BIA ¥ ¥ v

S t User Agent . .
S:ZEE?H )ser gen (Additional Scanning) ]2 ¥ 2 T, bl\hWwa—H—x2—V = fE2E=
g B —FBinT 0y I FHNEERTE LT,
(GE)
FTP-over-HTTP 23K ClZ. Chrome 7 7 U ¥ iiax—V — o — = N UFHEE
FhnWha—HPF— -V b E LTHREBESNETA,
NI 2 TRRAFY |V T2T DT T4 v 7B AX Y T5720C, DVS =P U Z A4 50

CEAZNTT S (Enable

Anti-Malware Scanning)

EIMEBRIRL 4, @IS AT v k> T, & Web BEsRICKE AR Y
NERINET,

~NT =T BT Y
(Malware Categories)

NI 2T AX Y COHEILESWTCEEDO~ N T 2T hT7 ) BT —TF
LTy 7T ENEERLET,

DA T Y

Categories)

(Other

ORIy a NIRREINTA TV =) FBIWIREDEA T2, £E=4—T5
M7\ 7L ERRLET,

GE)

[TV R 7V A27t=a—V AT 17 (Outbreak Heuristics) |77 2 VL, AF¥ ¥
VZUTUVDOFATHNCHEINTA T v N Lo Ty =T L LRI S b
FUWrvaicEiInNET,

GE)

RE SN RIFFICE LG 60, VAT A TR I =B8R ELIZGA.,
URL FZ7 ¥ 7 g EAF Y AR EGHINE T, & 2T, AF¥yr =
YU DT 7T — MR AsyncOS DT v 77 L— KR, RT YT a v
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SV_TIMEOUT X° SV_ERROR O A1E, AF ¥ U ARu[D T o ¥ 7 a bR
REINET,
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FIE

ATy T [WebtFx =2l F r~F—% (Web Security Manager) |>[7 7 & AR YU 2 — (Access Policies) ] Z#R L

i—a‘o
ATV T2 BETDHTI7EARI =D [T HRELVE27—3 3 (Anti-Malware and Reputation) |V > 7
Vw7 LET,

ATYT3 [Webb B aT—ar b~ THROE (Web Reputation and Anti-Malware Settings) |27 3 a3 > C
[WebL B 27— g bvw U TRROT AL LGFEDEF (Define Web Reputation and Anti-Malware
Custom Settings) ] Z &R L £7°,
ZHCEY, Zo7 7 8A R I LT, Fr— VLR = L3RRS Web LE 2T —v gk
YA =T RROBRELTRETEET,
ATV T4 [Web L Va7 —3 9 U i%E (WebReputation Settings) | &7 >3 > CREHEHEZRTELE,
AT TS [EFaT 2 KR4 v Fi%E (Advanced Malware Protection Settings) | &7 ¥ a » CREHEH AR E L £
D
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a—n1LET,
ATy T BEELT, RY =Dy = TR EERELET,
G¥)
Webroot, Sophos, F 721X McAfee AF¥ ¥ L&A X—T/NWMZTDHELE, ZOX—VD [NV T=T 7Y
(Malware Categories) | C, :BMOA T AV H2E=F—F 5070y 7 THNEERNTEET,

ERTE Bz
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T—Vx M AXy | T, TTITAT VAR T T4 v I HBAXF Y U TEALIITTEHNE I DEER
VEEHMITD LE9,
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0y 7T ANERIRTEET,
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FTP-over-HTTP Z3k CiX, Chrome 7' 7 Ui —V— = — = h WFEHNEE
FhnwEba—YP—xo—V b L THREEINETA,

Agent Scanning)
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TAX—TNZTAAF Yy TN Lo TRAED 3,

saliib =) ORIV aVIRRENTEA TV PBIWNREDS A TR, T=X—T5
(Other Categories) MW7 a7 T HNEIERLET,
GE)

BE SN R LB ASC, VAT A TR 7 — N3 4E L2554,
URL FZ ¥ 7o a A Fy oA EpEInET, 22T, AFrr =
YIOUDT v T T— FHERL AsyncOS DT v 77 L— REEZ, R T YT v a v
AX XY UARAIEGHINDGZENRHV ET, LT =T AF ¥ COHEN
SV_TIMEOUT X°SV_ERROR DA 1E, AX ¥ U ARoD hT ¥ 7 gt/
IhET,

ATy T8 BHEAEFELTCHEELET ([XF (Submit) ] & [EH ZHE (Commit Changes) ]) .
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Secure Web Appliancex 1 > A b —/L L CRETHE, Web LB a7 — a3 2ar7 07 7 4+
U RRREMNMEESNE T, 72750, Web LE 2T — 32 Aa7 0L EVWMEOHKE IO
== AEDETERETEET, ERY = A —TFIUS LI Web L E 2T — a2 7 4L
B EFRELTLIEEN,

FOEAR)—DWeb LE2AT—23 2 Ra70DLEMEDETE

FIE

ATYT1 [Webx=VUT 4 ~F—T % (Web Security Manager) ]>[7 7 & A /KU 2 — (Access Policies) ] % i#R
L%,

ATY T2 [T =THELLE 27— 3 (Anti-Malware and Reputation) 14| C, #ETHT7 7 AR v— 7
N—=TDY %77 LET,
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[Weblb BaT7— g bvy =7 5RO E (Web Reputation and Anti-Malware Settings) | &7 > 2 > C
[Webb B aTF—ar bl yoT RO AL LREDTETE (Define Web Reputation and Anti-Malware
Custom Settings) | =N L 77,

kY, o778 A R =z LT, Fr—sUL A RY U= L3RRS Web LE 2T —T gk
AT =T RHROBRECRETE £,

[Web L B a7 — a3 7 4 V¥ EHHITT 5 (Enable Web Reputation Filtering) |1 7 4 —/L K23 A x—7 )b
IZo TV D L aMERLET,

v —A—%EHNL T, URLOT Ry Y AXy, FHFAOKFT 7V a v OfAEERELET,
EHEZEE L THEELET (BE (Submit) | & [EF&2ME (Commit Changes) ]) .

GE)

IS AX ¥ VN T 4B —TVOEEE, T78ARI =D Web LE 27— a3y 2a7DLEVME
TiRETCE ET,

HER)O—FIL—TOWeb LEAT—23 T4ILEDETE

FIE

ATy T

ATvT2

ATvT3
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[Webtz ¥ = U7 4 ~x—% (Web Security Manager) > [fE%5 74 U >*— (Decryption Policies) ] Z &R L
ESU RN

[Web L' B 27— =2 (Web Reputation) 5T, T HE SR > — 7 V—TDY 7% v7 L
£

[Web L B 27— 3 VEXE (Web Reputation Settings) |27 v 2T, [Web L EaT7—T 3 L DOHAHZ A
RIEDEF (Define Web Reputation Custom Settings) | Z&IN L E9, ZHUZ LD, Z7a— LR v— 7
N—TNZEDWeb LE 2T —va VkiEr EEXTLZLENTEET,

[Web LB a7 —3 a3 7 4 WHEHHIT 5 (Enable Web Reputation Filtering) | 7 4 —/L K3 A (278>
TS Z xR LET,

~—H—%E LT, URLDO Fey 7 #HE BIXORRZAL—=T 7 a3 OfBEERELET,

[AaT ZFlz/2n A & (Sites with No Score) | 7 4 —/L R T, Web L E 27— 3 Za7 n3EH 04T
ERTWRWIA FOERICKH L TIITT DT 7 v a v ERIRLET,

EHR2EEFELTHELET ([(%F (Submit) ] & [EEZME (Commit Changes) ]) .

F—REXaYT4 RYS—FIL—TDOWebh LEAT—>32 T4 ILE2DETE

FIE

ATy I

[Web %= U7 ¢ <v3x—3+v (Web Security Manager) |>[> A2 7 —% &%=V 7 ¢ (Cisco Data
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ATvT3
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ATy S5

AMP for Endpoints >V —ILET TS5 4 7V RADHE .

[Web L' E' =7 —3 3 (WebReputation) ]8T, T 27 —% X270 RV — I —7DY
IHEI7 Vv LET,
[Web L B 27— 2 V% E (Web Reputation Settings) |27 2> T, [Web L E 27— aDhAX A
IEDEF (Define Web Reputation Custom Settings) | Z %R L E 7,

ZHICEY, Ze— L R = T —TICED Web LE 2T —La VRER EBEETLHZENTEE
D
~— N —%F@HNP LT, URLOT7 Ry 7B IOE=F— T 7> a v OfMAZERE LET,
EHEEZEELTHEELET (XE (Submit) | & [EFE &M E (Commit Changes) ]) .

GE)
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TEET, EXTEH, ITR_XTOEDORaT7RE=F—INET,

AMP for Endpoints > Y —ILET TS54 7V ADE

BEWDOT 7T AT A% AMP for Endpoints = > — /L EfEET 5 &, AMP for Endpoints =
V=)V TN OBEZ FEITTE £,

VTN AARZ LY A N EERT S,

« VTN AL BEIHY A MIH LWEEDOH LT 7 A )L SHA #BINT 5,
7TV r—a VAU A R EAERT D,

e T AV r—a VA R A MIH LWT 7 AL SHA 2 BT 5,

« WAL LK) —AERT B,

$ NAZDRY = TNAAL MY A RBEOT 7V r—va U ) A b2
AT 5,

c AR KN TN—TEAERT 5,
CHAB L TN—TIZHAL LR —% AT 5,
BIREHRDT TIAT VAT T H N DT N—T N AL N TN—TICBET 5,
FFEDT 7 ANSHA DT 7 AV b TV =7 b OFFMERRT 5,
7 7 AT A% AMP for Endpoints =T > Y — /L L AT HIIX, TTIA T Ak aLy ) —
TR DB H D £7,

HABIT, Z7ANVSHAN 7 7 ANV L aT— g =N EENnN5 L. 774/ SHA
WXL TCTZ 7 AN L E 2T —2a = _"=0nbE 5172 HE L, AMP for Endpoints = >/ —
ADRUT 7 74 SHAIZK LT TICHHATRER I EIC L Y FEXINET,
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B AvPforEndpoints 2> v —LE 7 TS 4T L ROBS

FIE

ATy T

ATvT2
ATvT3

77 ANV SHA BT T/ —VNWZEEOHH LD E L TY—7 STV DA, AMP for
Endpoints = > Y — /L CRIL 7 7 AV SHA &7 0 v 7 U A MIBIMT D &, 7 7 A VO ERE
R TEEOHL D) T2 £T,

[EE R~y = 75 (Advanced Malware Protection) ] AR — hX— &, HriLnvk s v
U [T EVBIZENV Y =T 7 7 A /v (Incoming Malware Files by Category) ] 23% Y F£7,
ZDE T aiZix, AMPforEndpoints 22 Y — A INLREINTZT Ry 7 U R MIBRES U
TW5S 7 7 AV SHA OEIGH, [ AF LM (Custom Detection) | & L TERRINET, 7
07 UAMIBERENTWS 7 7 A )VSHA DEBA L, VR— R D[ZELEZ~Y VY =T %
B~ 7 4 /L (Incoming Malware Threat Files) &7 v a 2 [V 7B A% Ak (Simple
Custom Detection) ] & L THRRINET, LA— FDO[FEH (MoreDetails) |27 a> Dl v
J%27 Vv r795E, AMPforEndpoints 2 Y —/LTHOT v 7 U A MIBEINTWD T 7
ANVSHADTZ 7 AN TV =2 MY FEMEFRRTEET,

[~y = 75 (Advanced Malware Protection) ] L'AN— h~X—Zi%, Lk oo
VLT RVRZIEEEDH D7 7 A /v (Incoming Malicious Files by Category) 123 Y £,
IOt 7 v a s iZiE, AMPforEndpoints 22 Y — /L BEE &7 R v 7 U A MRS
TW5 7 7 AV SHA OFEIGH, [F1 AKX L (Custom Detection) | & L TERRINET, 7
0y 7 UARNDT 7 A SHA OEB4IL, ViR— O [EEOH DB 7 7 A /v (Malicious
Threat Files) &7 3 2 12 [ A% A (Custom Detection) | & L CERINET, AMP
forEndpoints = > Y — /L T/ 2 v 7 U A MIBERSNTZT7 7 ANVSHAD 7 7 ANV E TP =7 b
U OFEM A2 £ R T AIZ1E, #unique 646 R L T 7E S0,

1R BRI

AMP forEndpoints = > Y —/VOEHT 7 2 AMEEEI 2—F—T IO "R H D Z L xR L
TL 72 &V, AMPforEndpoints =2 > Y — /LD —H—7 71 7 o N ZAERRT 5 FIEOFEIZ OV
TlX, Cisco TAC IZBMWEHLELTZE W,

(7 FAZNENTZREDHE) 7 T AXLSNEEETIE, v/ A LTWbAT o347
A % AMP for Endpoints = > Y —/VZDHXFERTE £, 7774 7 > X% AMP for Endpoints
AV UIARZ L KT B E— RTTTICBRE L TWAERIE. T I9A TV AR I T AR
WZBIMMEEDANCFE TR A MR L T 72X 0,

T7AN LVEaT—ary TR U TPEMESI, RESNTWD Z L 2R L TL
FEW, T AN L EaT—ay TN Z ) T EHENILUTHRET D HIEIZOW T,
[(Z7 ANV LEaT—2a bt —EAOEMEERE | 2L TITEE,

[t =V F 4% —E R (Security Services) |>[~/L 7V =T xK & L E 27— 3 (Anti-Malware and
Reputation) ] 2R L £,

[V B—/NLEREZEMmE (Edit Global Settings) | %#27 VY v LET,

Web f v H—T 2 A AD [T 7 ANV Ea2T— a7 7 A0 (File Reputation and File Analysis) ]
NR—=TT, [Z7A NV E 2T — = (File Reputation) ] D [FEMIEXE (Advanced Settings) ] /3% /T H
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ATy TH
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AMP for Endpoints >V —ILET TS5 4 7V RADHE .

% [AMP for Endpoints~D 7 7" Z A 7 > A DXr§k (Register Appliance with Secure Endpoint AMP for Endpoints) ]
Vw7 LET,

[ AMP for Endpoints~®D7 77 A 7 > A D*§k (Register Appliance with Secure Endpoint AMP for Endpoints) ]
7 Vw7 35HE, AMP for Endpoints = > Y — /LD u 7 A L _R—URERINET,

Web A VX —T 2 AD [TV =T XKL E 2T —32 3 (Anti-Malware Reputation) ] X— T, [7 7
ANV L EaT7—3 3 (FileReputation) @ [FEMEXE (Advanced Settings) ]/3%/UIZ% % [AMP for Endpoints
DT T T4 T v ADA Gk (Register Appliance with Secure Endpoint AMP for Endpoints) 1% 27 U v 7 L%
—g—O

[ AMP for Endpoints~D7 77 A 7 > A DX§k (Register Appliance with Secure Endpoint AMP for Endpoints) ]
7 Vw7 35E, AMP for Endpoints =2 Y — /LD u 7 A L _R—URERINET,

GE)

AMP forEndpoints (7 77 A 7 U A& BT DRI, 77 AN L EaT—vary 74 E ) U T EHMC
L. RETHLENHYET, 77 ANV L E2T—2ar T4 AVEZ ) T ERNCLTRET D HIEICD
WTiE, 7740 LEaT—var o —EA0MEERTE | 2B LT EE,

RO —Y—1 J A EH T, AMP for Endpoints = > Y — i vr 7 A o LET,
AMP for Endpoints DFEFE~— T [FFA (Allow) (227 Vv 7 LT, 77 I7A4 7V AZBELET,

[FFAT (Allow) 1227 V73588 N%ET L, 77 I7A TV AD [V =T RK LV E 27— a3y

(Anti-Malware Reputation) ]-X— |2V ¥ A L7 & EF, [ AMP for Endpoints = > Y —/L D5 (Secure
Endpoint AMP for Endpoints Console Integration) | 7 « —/V KiZ, BEVOT 7T A4 7 2 ADLFINFRRI N
9, 77 T4 T A%IL,. AMP for Endpoints D 2> ) — N R—TTCTT FITA TV AREE N AS <A X
THERICENTE £,

RDBERY
ROFIHE :

+ AMP for Endpoints 2> Y —A_X—TD [T H T b (Accounts) |>[7 7V r—a v
(Applications) &2 v a A NZBEIT5 &L, 777 A7 2 A AMP for Endpoints =2 > > —
JNZBERENTWDOME D MR TEET, 77747 A41E. AMP for Endpoints
A== [TV r— 3 (Applications) | E7 v a SIZERRSINET,

cHERESNTT T IAT AL, TIANIDORY — (Fy hU—27 KU —) HPEGEAT
FonleT 7 AN b OTN—T (BEEITV—T) ITBMENET, T 74V ERY =
X, Try 7 YA METFFAY A MBS D 7 7 A VSHAREENTWET, AMP
forEndpomts DHREEBHENDT FIAT VAR AZ~AALT, Tuy 27U ANE

WEFFATY 2 MBSV TWAMBE D7 7 A L SHA ZiBINT 2581%
https.//console.amp.c1sco.com/docs C AMP for Endpoints D —H —< == 7/1/%7?5% LK
7ZE0,

« T 7T AT ARG % AMP for Endpoints = 1 Y — LI BBREEERT DL, TS TIAT
VAD[TZ7 7 AN EaT— 3 (FileReputation) &7 v a @ [FEEEE (Advanced
Settings) | C [B&:fi#ER (Deregister) 1% 27 U v 7§ 57>, F721< AMP for Endpoints 7 =
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G 74NV LbEaT—vary b—N—%ROTF =2 X —IEETLHL, TTI7A4T AT
AMP for Endpoints = > YV — /L& HE)WICBERRIR SN E T, 77/ v b a7 —2 g ¥—
NeCBIRENTZRICT—F B X —%2FEH LT, 77747 A% AMP for Endpoints = >~
V= VICHRGET HDMENDH Y £77,

() BEEOHDLTZ77ANSHANRZ UV —r LHESNDYE. ED 7 7 A /L SHA 5% AMP for Endpoints
a2V =)L THFR[ Y A MZIBMENTW W MR T O HLERH Y £7,

T—AR—X T—TILORE

Web L B2 7 —3/ 3 >, Webroot, Sophos, 35X U McAfee DT —H ~X— AL, Cisco 7 v 7
TP =R=OEMNICT v 7T = b aRFELES, =07 v 7T — MIA#MLS
NCTHEY, Ty FTr— MRIE— =l Lo TRESNET,

Web LEAT—L 30 T—4R—X

Secure Web Appliance MRFF L CTWD 7 VX Y 7 F—H X=X, MatEdBs LS &

SERFA T OEROIMBIFIEIZET DIERNE EN TV ET, F7z, Cisco SensorBase + v

FU—27 = R—=ZWeb L E 27— a ViiHERERET DL 0T T T4 7 0 AERE
952 & H TXET, SensorBase V—/N—IE#IL SensorBase % NU—T INL DT —H T 4 —
RIZIEMA SH, Web LE 27— a3 vy 2a7 OfERICER S ET,

Web LEAT—L3> J4ILE3) 9 7OT4ET4EELUTDYS X
Fryrnox>y
TR AQT 77 AITE, Web L E 2T —> a3y 740 ZEDVSTZ U UMHIRENT-
ERTUH Vg L OERPTREESNET, T/ A a2l DOAF v L HEEBRE 2 V3 i
. POV v icEAINET VY a VORREHIBRTADIZENHSEL DT 4 —L R
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T—=ay AarRevy =T AXy HENRERINET,

. FYRT—=D X2 T«


https://console.amp.cisco.com/
https://console.amp.cisco.com/docs

| #ybro—=9€Fa20U54
gruzrrronxyys [

BIGRXXvo0Ox>y

TOEAWICOSDHRE L T 4—)L|5%EA
agoh| K
AL
J4—)L
g
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TIIW A= F T | TG I AN F T T NI, REDOERRPL—F—RED
e/ AN FOMVICHET L I E I ERWELFEITTHAREMERH LT T
I TT AT,

FYRIT—=D X2 UT« .



FybT—4 £xaUT4 |
B =roz7on73uizo07c
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BETED, VAT L EBE=FORKME2HAT-Y 7 hu 27 TF,
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MABEBFEEGE 1T A Moo —F—%2 T3 0 75 A TY,
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[FE e~y = 7B E (Advanced Malware Protection Settings) | &2 > 2 > C, [V 7 A /L L E 2T —
Vary TANE )T ET AN AN S (Enable File Reputation Filtering and File Analysis) ] %
B F T,

T 7 ANGWNT O — A F—T T o TR WS, 77 AV L 2T —2 a3y 7 0 VZ 2R
kS E T,

[(BEEOHHBEMDOE Y A7 774/ (Known Malicious and High-Risk Files) JIZxfLCT7 27 v = v ([EF=
% (Monitor) | £721X[7 v v 7 (Block) 1) Z&ERL E7,

F 73 ME[F=% Y 27 (Monitor) ] T9,

EHERFEL, RIFLET,

FYRIT—=D X2 UT« .



FybT—4 £xaUT4 |
. Advanced Malware Protection D FIZEICBIT 57 5 — FDHERLZE

Advanced Malware Protection DRSIZEIZRH T 57 5 — FDHEELZ{E

Advanced Malware Protection|\ZBH #3257 T — h 2 XET D LI T FITA TV ANHKEZIILT

WHZ L EMRELET,

TFOBARICT 79— a2ZE LET,

75— FDEREA 247 EXE

FTVIR (TFTAR=F I TUR) O =AU =T R gk

Cisco Secure Endpoint < /v 7 = 7 53877 75 A

T AN Ay Ty L, T AN

LT —Yareimrh—ex0F3tb e

RECHPAIN WA T H T v %&T

TT 4T TDMENH Y T,

HREF — 2 HARYINIC /2 £ LT (TN T OB D IEHE)

TrAN L EaT—va rEET AN | AT =T R e

¥ —veRICBETEEEA,

770 RY—ERALOBEPMLSNE LD, |~v T = 7R fi i (Info)
¥k (Info)

TrAN LB 2T =y a VOHENEES |~ =T /E f&# (Info)

F L7

IMFNCEETE D77 AN A A TINERES |~ L7 = 75K f&# (Info)

Nize HLWT 7 AV BZATDT v T a—FR

A X —TITEET,

—EOT 7 AN FA T OB RERNFI |~ LT = T R B

TEEHA,

PR—FENTWNETRTOT 7 A )V Z AT | =T =T 3R f&# (Info)

DHT N —RHEIERICEIIINE T,

Mhin 7 7 4L VTP —ERAX—T9, ZD |AMP =7 — (Error)

T —HEIET AI2i%, CiscoTACIZZ 74

VAT ID OFEZ8E T 2 0B H D 5,

ESPEREENS

¢« 77 AN L aT— gy = RE LT 7 A ST — R~ D I B A A5

TT—hk (50—

« 77 A NDEBHEDEEREOT 7> 9 L DFT

. FYRT—=D X2 T«

(49 ~=—7)




| #vyro—9€X2y54
Advanced Malware Protection #8E DR EE L R— b DERE .

Advanced Malware Protection #4EEDEMNEE L R— FDEERTE

X2 VT A EHT T4 T U ATLR— NEENEBRT 551X, BT 747 AL
TEETA L ~NVTERFE =Y —HA RO Web LIR—FT 47D w7 ® [Advanced
Malware Protection] 7 33 o C, BELREBEFZHERL T EEV,

J7AINLEaAT—2avBiUT7AILSHTTDOLIR—FE RS YF
>
« SHA-256 /v ¥ 22X 57 7 A VORI (45 ~—)
e VAN LT =V a T s AN LR = D= (46 X—)
cZEDMDLR—=RTOT 7 AN LE2T—ay T4E T—EDFER (47 —)

e Web b7 w2 ZHERE L Advanced Malware Protection f§FEIZ DUV T (48 _X—)

SHA-256 /\vY > 22 & B T 74 IILDER

T ANVGITHBICER CTEL20, TTI7AT AT FaT ~Nyva Ta) Xh
(SHA-256) LT 77 ANDID ZEKLET, TS I7AT V ABARIDO R DHE T
T ANEUIRT LA TRTOA A% ZANE L SHA-256 & LTSN E T, B
DT TITATVANRI LT 7 ANVEUERT D55, 77 ANVDTXTDA AL ATIEFE L
SHA-256ID 3%V £9°,

WFEAEDLAR—=FNTIE, 77 A /MEZD SHA256 ETU A b&nE4 (EiE o Hik
DN 2T A AR AT b7 7 A VA ZEFREET HI21E, [LA— R (Reporting) ]
> [EE e~y = 75 (Advanced Malware Protection) ] 3R L, 7 — 7 /L SHA-256 U

VI HEIY v LET, BEMT SN T 7 A NVAPFERAS—VICE R ENE T,

FYRIT—=D X2 UT« .



B o rieas—vaveoranntivi—rox—y

2y b= X2 )T«

TJ7A4IL LEAT—3 ET7AMILLDHLER—RDODR—D

LAR—k

Bl

Advanced Malware Protection

Tr7AN LEaT—vary =R Lo THEINT
Ty AN R—=ADEE R LET,

HENEHEINTZT 7 A4 MO TIEE, [AMPHIEDT v
77—k (AMP Verdict Updates) ] L 7R— F & &ML TL 72
X, ZNHOHEIR, [EER~LY = 7B (Advanced
Malware Protection) | 'R — MIBESFLEHR A,

[EME 7 7 A NETNZT = A THERT7 7 ANVNOEED D
L7 AN SN SGE, BT 7 A NVEIET =0
A TWHEHT 7 A ND SHAMEDH [@EEZR~ VT =7 Bt
(Advanced Malware Protection) | L'7R— MIEENFE T,

(AT TVRIZE~/NVT =T 77 A/ (Incoming Malware
Files by Category) | &7 > = &, [ A X LkH (Custom
Detection) JIZ/3¥H S 415, AMP for Endpoints = > — /L)
bRELLTry 7 U X MIRESNTZT 7 A /L SHA OE|
HERLTVET,

AMP for Endpoints = > Y — /A bRGESIND Ty 7 U R

MBI TS 7 7 A /L SHA DFE L4 IT. LR— RO
[(ZfE LI~y =7~ 7 4 /v (Incoming Malware Threat
Files) &7 2 a v T[> FH AZ L (Simple Custom
Detection) | & L TERRINFET,

LAR— hO [ (MoreDetails) 1227 > 2TV 7 %7
Vw79 % &, AMP for Endpoints =22 Y — )L TOT 1 v 7
UAMIBEENTWASZ7AILSHAD 7 7 AV F TV =
7 MR R TEET,

[UAZ{X (LowRisk) | HIEDFEMEZ L AR— KD [AMP IZ
XV EENTZ3ET 74 /L (Incoming Files Handed by AMP) ]
BV aVICERTEET,

. FYRT—=D X2 T«




| #vyro—9€X2y54
ZOMOLE— FTOTF AL LE2F—var 7105 F—s0%7

LAR—k B2l

Advanced Malware Protection [ 7 7 | /0T HIZIE(E SNT2K 7 7 A VOBFE & HIE (F 7213
A V55HE (File Analysis) ] HIE) 2FRLET, SMAT T4 T L AX305T &1
WSA THtriRaeF =7 LET,

1000 /25 7 7 A VKRR 2 RN T D121, T—F &
esv 7T ANE LT AR—FLET,

RUINET 4D e KT 7 A NOERORMEZ G TR
IROHTHRERDF RSN ET,

SHAIZBAT 5 F DMOIFR A BT D0, £E7 7 AV
S _N—OTHOY v 2527w 7 LT, Z7 A0
EONT LTz — NI 2 BMO Mz R rT52 L8 T
=7,

GE)
[EXE/ T — A7 77 A DS L7 7 A Vs o #r
WCEE SN AR, TR0t~ 7 4 L0 SHA {72
IR [7 7 AN (File Analysis) ] LAR— MZEEhE
R

Advanced Malware Protection L© | Advanced Malware Protection XX/ £ & - 72 ¥ a5 A &KIC
BaFr— 3y EREYTHRED, BT —F TL MR ER eg s
nNd L, BEOHENEDLDAREENH Y £,

[AMP L' ¥°27—3 3 (AMP Reputation) ] L'AR— KT
I, ZOT T T4 T UATRIIS N, A vE—UZERIC
HENEDSTE T 7 ANVPERREINET, ZORBOFEM
WZOWTIE, 77 ANVEBBHEDT v 77— h (24 X—
V) EERLTLIIEEN,

1000 2 D2HET v 7T — MaeRRT DHIE, 7%
sV 7 ANE LTy AR—FLET,

1 >® SHA-256 \Zxf L CHIENEEIRE b - 235613, H
ERBETITR LS EFOHEDHNZDLR— MIEREN
i—é‘o

i FH AT RE 70 B RBFRETERIAPN (LR — B IZER S 7= BERE
PHICBMR 72 <) ITHEE D SHA-256 DL 21 54T D
A o= ERRTAHITIE, SHA2S6 U2 %7 U w7 L
*9,

FOMDLAR—FTHDIF7AIL LEATF—3Y T4 FT—2DFRE

FETLHEAIE. VAN LT = a VBRI r A NG OT =2 2O L AR—FTH
fEHTEET, 7740 P T, [BERYALY =TT 7r v 2 (Blocked by Advanced

FYRIT—=D X2 UT« .



FybT—4 £xaUT4 |
. Web 5w 3> 5 #HkE & Advanced Malware Protection #4822 D (VT

Malware Protection) |5I33# fH AIREZ2 L AR — MCERR SN ER A, BIFIZERTRT DX, T—
TNADOTFO[F] (Columns) |V 27 %27 Yy 7 LET,

[—HF—DHFTHID LR — b (Reportby User Location) 2L [/~ /L™ = 7Bl (Advanced
Malware Protection) | ¥ 7 7%V £9°,

Web ~ 5w ¥ > F# 5 & Advanced Malware Protection #4822 D ULV T
Web N7 v X 7T 7 ANVEBIERERKET D EXITE, LTFOAIZERELTLEIN,

T AN L E 2T =Yg BRI VRHSNTZEEOSH D7 7 A VAR T DHIT
X, Web A vtE—Y FT7 X7 0 [FEHlERE (Advanced) |7 v avD[~vLvy =T
J# (Malware Threat) ] =V 7 ® [T h73)TIT«1I)L3 (Filter by Malware
Category) 1 47> a T [BRMIDEBEDHSH. VRAIMNE LT 74)L (Known Malicious
and High-Risk Files) | #&{R L £,

eWeb hT v x 7L, 77 AN L E 2T —2 3 VABRIZET AERE, FT U
VA=V DN CRENZITTD T AN L aT—va VHER T NEENE
T, ERIERONCT 7 ANNT V—=2ThD EHM SN, Dk, HIEDT v 77—k
TEDT 7 ANDBEETHD LM G6,. 7V —COHEDHRN KT vx o FiER
WCFRRSINET,

V=V T7 7 ANVEB LA F ¥ TERWVIRMT 7 7 A LV OIFRIIFRTR SN EE A,

MR RO [7 a7 - AMP (Block- AMP) 1i1%, 77 A /LD L a7 — 3 L HENR
KCThIvHrvarnyay s SNzl tzE8%RLET,

FT7 X T OFEMICEREND [AMP B A 27 (AMP Threat Score) %, 7 7 A /L%
BAREICHIE CERVWE EIZ IR LE 2T —va r —EANERTHRA h =7 3 —
FMUD AR a7 T, ZOEE, Aa7iE1~100 TT, (AMPHENESNT-HE, /-
XA TR r OBAIL[AMPEE A =7 (AMP Threat Score) ] ZMEH LT 7ZEW)
TIITAT U ARIZIOAT # LEVEAZT (%= U7 4 —ER (Security Services) ]
>[NV = THRKE VU E 27— 3 (Anti-Malware and Reputation) | X— 3 CTE) &
#g LT, 7975677 avEZRELET, T 74/ KT, A7 5 60~ 100 D

BICEBEOLDL 77 ANVERRENET, T74V PO LI VEA T OEHE I THERE I
iﬁhowmmx:TM\774»@&¢/H—FE#4b®v5;7~yaxf%b‘
TrAN LT —Ya LIRS0 EH AL

HIEDOEH L [ AMP HIEDEH (AMP Verdict Updates) ] LARR— 72 ICFRENET,
Web b7 v x T DOID TN gy OFMIE. HEOEFICL > THEHFSINEY
o BEEDT7 7 A NVCHEET D T oW o v a U EEERT DT, HET v 7T —b b
AR—FTSHA256 V> 27 %27 U7 LET,

« IHTRERSCOWTHIC 7 7 A VBB EALAMNE I Vo Ta, 77 A AT D IERIT
[7 7 A Vo#Hr (File Analysis) ] LAR— MZOAHFRINET,

IHEHRT 7 ANDZEDOMDIERIZ, 770 REFRIIA VT VI ZADT 7 A Vo0 —
Ne=INHAFTEET, 77 A MIOWTHERAFRERTXTOT 7 A VN E#R A MR T

5120, [VA— bk (Reporting) 1>[7 7 A /L5047 (File Analysis) ] Z&IRNL, 77 A /LT
BT 5 SHA-256 Z A1 %70y, F7-13 Web T v ¥ oV OFHATSHA-256 V > 7 % 7

. FYRT—=D X2 T«
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I7ALOBREHEOEEHEDT Y 3 0T |

Uo7 LET, Z7A NP —ERZLSTY—ZADT 7 A ABHTEND L, FDFE
MEFRRTEES, D ESNTEZT7 7 A NVOFRERZTINRERENE T,

SHTEICRE SN T 7 A NVDE%RA L AZ L ANT TIT7A4 T AL VMBS 5
B, INHDA U AE AT, Web N T v xSRBS RICEREINE T,

I7ALDOBREAEDNEEHNDT V¥ 3 VDR

FIE

ATy I
ATy T2

ATvT3

ATy T4

[ AMP H/EDEH (AMP Verdict updates) ] LAR— b & F R LET,

MM THSHA256 V27 %7 Vw7 LET, =2 Ra—FIZ L TT 7 BARFAIINTWZT 7 A 1iZ
B4 29 _RCORNT P I aDWeb hTvF 7 FT—2RNERENET,

NI oX 7 F—=2EHHALT, RESNEAEEND D 2—F L, EXICEET D 7 7 A LVOARTR
T ANDE T a— Kot Web A MR EORERERELE T,

T 7 A NOEBOMEEFEMICEIRET 572012, [7 7 A V8 (File Analysis) | LAR— M EREEL T, =
D SHA-256 DT IR E SN E D 0 E R L F7,

RDIRY
BEEE
Ty ANEGBHEOT v T — K~ (24 =)

TJ74IL LEaAT—S3 0D I a—TFT 429

el Ty A (49 =)

e T AN L aT—ay = NELT 7 A NG — SO B3 5 &
77—k (50 —Y)

*API X —DTTF— (AT VIADT 7 A N5GH) (50 X—)

s T ANNBTFHEBVIZT v —REaniny (51 =)

« 779 RND T 7 A NG OFENFER TR (51 ~—)

MDD DIZEEFETEDL 77 AN FATIZET DT 77— (52 3—)

AT 274

7 7 O
eamp & amp i, 77 AN LE 2T —Y a3 P—EREHRIFI VAR LTNET,
* Retrospective IHIEDT » 75— N ER LTCWET,

* VRT & sandboxing (X7 7 A AT —E XA EZ R L TWVET,

FYRIT—=D X2 UT« .



FybT—4 £xaUT4 |
. T7A4IN LEAT—2 a3y Y—NRFELET7ALDHY— N ~DEREIRIETLEETS—

7 7 A Vi & & te Advanced Malware Protection|lZ B9~ 215X, 727 A 1w 7 E72iL AMP
TV OuICREEINET, FHFIZOWTIE, RICROV AT AT VT A ET 4 DES
ZYTICET L Py 7 2B RLTIIZS0,

0y Avk—y [TV a7 —vary 72 —ZxT 5%E% (Response received
for filereputationquery) | @ 7 v 7’m— R 7 27 3 (uploadaction) | OEIZLL T D X 5T

AL/ e
*1:3%fE, (1:SEND.) ZDHE., 77 AN DIDIIT7 7 A NVEEETHILERSH D
F9,
«2:XE L%V, (2:DON’TSEND.) ZDOHAE., 77 ANMSNAIZTZ 7 AV EXELE
A,

3 AXFT—HDOHEFEE, (3:SENDONLY METADATA.) Z D4, 77 A Do i-
DIZT7 7 ANVEERTIERLS, AT —ZDOhuEEEFELET,

c0:727var’l, (0:NOACTION.) ZDE, o7 7 v a VI ARETT,

274 LEAT—2ay H—NEEE T 7ML —N~ADEHEKICET 5%
B7o5— bk
]

Tr7AN b aT—vay =V RERITONT T — A~ ORNIETHT7T 77— &
WS OEZELE, (B—07 77— MI—HiARMEOREZRLTWDEZENHY £7, )

iR iR %
« T AN L E 2T — g Y —E R L OBEDOTM, (2902—) RIS T
ABEMETEE LTS Z L 2R L ET,

T TIAT VAL T RS —EREOWEEYT TODAREERH LRy N T —27 D
AR L ET,
e[/ =V — %A LT (Query Timeout) | DfEE KZ< LET,

[E¥= U7 4% —ER (Security Services) | >[v /T =T xRE L EaT— 3

(Anti-Malware and Reputation) | %R L E¥, [RER~ /LT = 7Y —E X (Advanced
Malware Protection Services) &7 2 a3 > @ [FEfliEXE (Advanced settings) ] = VU 7 D[/ =
VXA L7 YN (Query Timeout) ] DA,

APl ¥—DIZ5— (FVTLIRDT 74 ILIDH)

=]

T ANGH VA= FOFEMZR R LE D & LIEGAE, g7 7 AvET v 7 u—RT5%
DIZ Secure Web Appliance 78 AMP ~ /L' = 7 3T — " — i TX 20 4. APLF—0
TI7—brexfELET,

fRIR 7T &

. FYRT—=D X2 T«



| #ybro—=9€Fa20U54
JranpFEEsYIzTyTa—kanty

IDOTT—IE, AMP YT = TN —ADRA M EEE L, AMP ¥V T = T —
N—DHCEAENELZEHT 258 ELET, £io, MORRTHRAET 5 ATREMEN &
VET, ZOMBEEMRT 2I12E, KOFIEEZFEITLET,

CHLWRA MDD AMP YA T =7 7 7747 A0 LWGEAELZ AR L %
‘j‘o

» Secure Web Appliance |28 LWVREIELZ 7 » 7o — R LE T,

cAMP VIV = 75T FI5A T ADAPI X —% Uty NLET, FEICHOVTIE.
AMP vV T = T T F5A TV ADF L TA v~V TEEBL TSN,

ESPERENS

e T AN L aT— g ES—EAOFENME L FRE

T7A4INRFTRELYICTYyTO—FEhily
FileE

T ANKTPREBV IO E iTofr S TnEREA, 77— FERIIHLNRT T —I13H
D EHEA

iR AL
PTFOSIZEELTIEEN,

c TTANPMDT FT AT A X DK E SN TV DT, $TIZT 7 A V5
Prth— 3 F7FZZDOT7 7 A NGRS LT T I7AT LV ADF ¥ v ¥ 2l TFEL TS A
REMED B 0 F 77,

[E¥= U7 4 ¥ —E R (Security Services) |>[v VT V=T RKELVE2T—a
(Anti-Malware and Reputation) ]-X—®D [DVS = V> A7 V=7 b A% ¥ OHilR
(DVS Engine Object Scanning Limits) ]-X— 3 CiRE L7 K7 7 A VA XOHIIR % fife

ABLET, ZOHlFRI% Advanced Malware Protection #§AE 258 F v E 5,

959 AT 74 ILDHTOFHENTEETHL
%8

NT Vw7 72T79 FRNDTERIRT 7 A Vi Rld, ko £ Ofthod> Secure Web Appliance 7>
57 vy 7u—RNENLET7 7 ANV TIHRAETE EEA,
fRRA K

T AINNDSWHERT — 2 2 G T 2T _XTOT T IA T AT A—T{L L TLIEE N,
RTV w7 72T R T AN —EADR) TTITAT UV ATINV—TOHE (41—
D) BEBBLTLLEIN, ZOREIX. IV—TOET FI5A TV ATETTALERSHYD F
7,

FYRIT—=D X2 UT« .



FybT—4 £xaUT4 |
B srorwicEcEss7740 24 FCBT 75—+

PHDE=OITEETEEZ I 7ML E2ATIZETBHZIT7TI—F
Ri%E

T AN DOIZDITEEFETEL T 7 AN EA FIZEATL2ERERFHRDOT 7 — Mz TR E
RS

fiRiR A%

ZOTT— NI, YR—=IRBOT 7 AN ZATRERINTGES, TTI7AT VARY
R=FHBOT 7 AN A TEERLIZGAICEESNET, 20k, UTFTORAICRET D
AREMEAN DV E T,

s B £ 73R OBEHE NG HICBIR SN TWE T 7 AV XA THEF LT,

s IR —=FHROT 7 AN FA TN T K —ERXTORAMIZE SN C—REIIZE R
SNz, ZOHE, TTITAT UV ATERIRENTZ T 7 ANV F A T OV R — MIAREZRIR Y
AHEICERENET, P50 nvA bR THY, 2—PICKIEEFISLEDH D 8
/\/o

T TIAT UANFRE L (72& 21E, AsyncOS DT v 77 L—RKD—8 L LTC)

Web 7 )5 —o 3 o~ADT7I0ADEE

ZOETHHATHINFIL, RO LEBY TT,
«Web 7 7V r—a DT 7 AOEHE  E (52 4—)
*AVC £721X ADC = VU ZHNT D (53 X—)
TV = a VHIEORY —EE (55 =)
o HHRIEOHIE (59 ~<—)
A VAZU N A=Y FTT 4y 7 ORIE (62 X—)

*AVC £721XADC 77 7 4 BT 4 DFmR (63 ~<—)

Web 7TV 75— avAD7 I ADER  #IE

Application Visibility and Control (AVC) F 721X, Application Discovery and Control (ADC) T~
VeaREMTE AT TV =y a VORBER A EEICEHBEL TR TH, Ry FU—
I LT TV = ary T T4 BT 4 ZHET IR v—afEKTE XS, T/ REA R
Y= IN=T DT TV =y a VilllERETEET, Mei, T3 TV r—varos
AFGSCT, 7V r—varvkr7uy 7 EREHATL2Z2ENTEET, £ FFEDOT
TV r—var A TICHEZENT 52 L bARETY,

TI7RARY) =M LT, LTFTOBRMELZIATTE £7,

TN —a L DOERT 7T 4 BT 4 ERIXEDMNNS A s b — LA
L/iﬁ—o

. FYRT—=D X2 T«
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avecEizAC T UL EENITS [

ADC (21X, O A v ar bra—v (FGC) E72I38E#ER A H Y £4, HED
TFYr— g kLT FGC R ETE £1,

MEEDT I r— g v XA T IS EEE O & 2l 5
A

GE) ZHhiE. AVCIZOREHEINE T,

T = arNTay s ERE Iy Ra—Y—IZ@maT 5

A VREU N A=Y Tad V=X N AT 4 TOT T —a A E
DH¥TH

A\

GE)  ZhiF. AVCIZoOLBEHEINET,

AVC £721XADC = DU R LTCT 7Y r—2 g U EHIIT 2121, IR X 27 2 FLT
L/i‘é—o

2Ry BRI~DI) Y

AVC £721X ADC = P U /T 5 |AVC £721X ADC = P /T 5 (53 2—
)

TIRAR) S — TA—FIZHEER | T 7 8A RS — T N—TOT S r— g%
ET 5 PRERE (58 ~X—)

TV = a vy A TPEET DM | iR OFE (59 ~—)
g e 1l BR L C iR 2 il 4§ %

GE)
ZHUE. AVCIZORAEHEINE T,

AVARZU N AyE—T NTT 4T (A RL N A=Y T T 4 v 7 O (62
EHFAL, A VAL DAy BT (T | N=Y)
SAT7rANEEE LT A

AVC £7-ZADC T UEEMZT S

[ HFFA =2 h r—/L (Acceptable Use Controls) | ZA T 285461%. AVC 721X ADC =
YUV EAMILET,

FYRIT—=D X2 UT« .
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B vr—avzvvvesornrorrvay

\)

G¥)  [vaAR—F (Reporting) 1>[7 7V r—3 a3 dFKx (Application Visibility) ]~<— D [T 7V
r—3 a3 DFr (Application Visibility) ] L'AR— KT, AVC £721F ADC =2 VU DAF ¥
YTITAET 4 2R TEET,

RDERY
&R

T TN =gy VT I FNNDT I g (54 3—)

cBERMNAVC £/21TADC =P ic kv 7 a7 Shiaoa— —KEr (54 ~—
)

FINV5—23 0T8T IHAILNDTHTY

AsyncOS (ZEHNCT v 77— b = —=IZfWEDOET, AVC = VU Z2EDTXTO
X2 VT4 —ER AR =R MZOWTH LT v 77— NOFEEZMHERLET, AVC
TV DT v T =M, LT TN = a A A TRT TV =g o A
R=IRNEENDZENHVET, o, 77V r—v a vV OMEREE SINEAE. BT
DT TV r—va AT AR =M bEHINET, AsyncOS/N—V 5 Y OEFHITHDLET
AVC = Vv HREFTHZLIZLD, H—R"ET7 v 77— K352 L7:< . Secure Web
Appliance D ZHRPE N RTZAVE T,

AsyncOS for Web (X, 70— )L 77 ERA R —IZUTFTDOT 74NV~ T 7 arzE8nY
T\i—a—o

CHLWT IV —a XA TOT 74N ET 7 a it [E=4%— (Monitor) ] T7
EET TV = a v NDT Ry 7 T A VREREDH LT 7Y r—va VEMEDT
7 F v FEREIX, [FE=4%— (Monitor) ] T7,

W FEOT TV — gy A TOHLWT S r—2aDF 740N T2 T,
FOT TV Ir—ary BATDOFTHIVE TV arTT,

\)

GE)

Ta—nNVT AR =TT, &7 7V r—a b XA TOT 75NV NT 7 a B E
TEXET, ZhCEk-oT, AVCEAIZADC =P o DT v F— ML VHASREH LW
TV = a i, MESNET 74NV NT 7y a ryEHBNCKLET, T7EAKRY
= IN—=T DTN = a VEHEE (58 3—) ML TIEIN,

BERMNAVCE-IFADC TP vIc&kY TOy Y Sn=-H5801—H—{KE
AVC F/ITADC VUl »TCh I v rvarinNyayrsEnsd e, Web7axiiix
vV Ra——l T ey I R—=TEEELET, 2L, TRTOWeb ¥ A F TV YT R—
UNFRENLDITTIIHY TR A, £< D Web A FTiL, #H Web X— DRV I

. FYRT—=D X2 T«
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7Iusr—vavtimory o—zx |

JavaScript ZfEH L CEI = 7 Y BRRRIN, Ty 7 R=URKRRINDHZEIEIHY F

T, TOLIRFETH, 2—F—[TH@HUII T r Yy 7 SNTWHDTEEDH LT — X &4
Trua—RTH5ZEEHD EHEAN, Tr Yy INTND I LD Web A Bl S /e
BEbdoET,
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%R FREGENTRE I N F T, ZOEHIL. false DEEICZE |72 L
DILFHNE ML, true DGHIZAR—=ZZ M NTH0
T, HMCHEHLTHLELLERA, R DIT, &IF
EEELUTHERLEDT,

%S 7 REx T DEL 72 L. 2 FALSE | 3E4f
Yot UNIX DX A LAZ T (B + 2 UR) HY
%T H H0

%u URI O—# &# MK 35 URL (Fh—"—%4%FR< URL) |& Y

%U FRDFE4A 7 URL o)
%V HTTP 2 fha /o —T g v H
%W | B WebUT A — k »Y

%X JEE7 vy 7 a—K, ACLT Y ay ¥ 7 WBRS |HY
AaF Ry, T RA v Z\IERER ST KES D Web
LE 2T —2 a7 v Fv Ly T ERET S a—
K925 16 /31 @ Base64 fETI,

%Y WESNTWAEAIT, BHEDOIAS L THFANL |21
FH, RESHTWARWIESITZED TFH

%y TV Ra—P—fEERIEERX—= DN AT BT HFA B HY
%z Web L E 27— a3y Aay oR))
%Z DLP # % 5 —#4 HY
%% BHAS—VIIN—t e E (%) 2 AHLET ML

FYRIT—=D X2 UT« .



FybT—4 £xaUT4 |
B aa<—cosq7

BHAR—SD A T

T 74/ ETiEH, Web7Rr¥UE, a—HF—R7ny 7 3nkZ tBL0E0#HBEZ o —3—
W BE DA —Y 2R LET,

FE A EDBER— 1T, B F 7213 Cisco I A X ~— HF iR — F NIBIEN R MEE S5 7L
Va—T AT T HDICENOIREEOSH LI ESEha— Koy hEFRRLET, —HO
a— REv 2 apNECORAERENE T, BHR—VICEREIND I EIERa— g, A
B A R LTS —VICEHL T ENTE LA ER U TS @EFHTML 7 7 A LD A

B~ A XDT= DL

(95 ~—=2) =ZM)

o

UToRIF, 22— —ICR RSN NN H L S ESERBMAN—V 2R L TWET,

274 NLEELD
BRA2A RIL

BENDER A

BHTHR b

ERR_ACCEPTED

P A WA =2 =1
LEL, HUNED

== RO E LR — b
(Report Misclassification) ] 4~
varEMERLERICRRIND

BHAS—

PO LR — FRRESNEL
72 (The misclassification report
has been sent.) 7 4 — K 3w 7
lEE, bR H>TEINEL

.
(Feedback Accepted, 72.  (Thank you for your

Thank You) feedback.)

ERR ADAPTIVE SHOURITY | = —H— 3@ S A & ¢ S BERELC | 20D Web A | <URL> (L, =

AU — 2k
(Policy: General)

FoTT7my 7 SNIHAITERR
SNHTuy s R=Y,

TrIREF2UT 4 VAT TH
D LHE SN0, Mo+
Fa V7 4RI =S TT
0y 7 &3uE L7z,  (Basedonyour
organization’s security policies, this
web site <URL> has been blocked
because its content has been

determined to be a security risk.)

. FYRT—=D X2 T«
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T7A4ILEELD
BEIRA ML

BENDER A

BHTHR b

ERR_ADULT CONTENT

R 2 — DR
(Policy
Acknowledgment)

TV Ra—HF—RT7 XL ~arT
UG EN D=L T Ik
AL EITR RSN EER—
v, 22— —IERY I &
Vw27 LT, mPNCER L2 A
MZtEFeZ R TEET,

BURBICT Z v R & L—T 4
YT ENIma T Y B E T Web
R=VWIITI7EALLI ELT
£7, (Youare trying to visit a web
page whose content are rated as
explicit or adult.) FFZD Y 7 %
IV L, ZOaryrrsyrA
TNRT oA o F—Fy FOfEM
ZEBELTOOMBORY v —%
HTUCHERATHS 2 L &l
WL TLZEY,  (By clicking the
link below, you acknowledge that you
have read and agree with the
organization's policies that govern the
usage of the Internet for this type of
content.) 77 U ¥y JEMWEIZEET
DT —APE=H—Zh, RS
nNoGEMRHY £4, (Dataabout
your browsing behavior may be
monitored and recorded.) Z OFED
Web _—IZ5| & E T 7B AL
EIE. ZOA vy E— U ER
IR SH, a2 RO b E
3,  (You will be periodically asked
to acknowledge this statement for
continued access to this kind of web

page.)
ZDOAT— AV MIFEELTA
YH—Fy MIT 7B AT B
27U w7 LTS
(Click here to accept this

- -

., 22
(A
statement and access the Internet.)

ERR_AVC

RYv— 1 77V Ir—
>a Ol (Policy:
Application Controls)

= —H—73 Application Visibility and
Control T ¥l k-TCrTm vy
SINTHEEICEREINDE Ty

° S
NR—=,

MO T 722 KY —t kS
X AAT R OT TV — =
V%l ~DT T RBANRT Oy &
NE L7, (Based onyour
organization’s access policies, access
to application %1 of type %2 has been

blocked.)
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T7ANBELDV BEIDEREA BHITFR b

BENZA IV

ERR_BAD_REQUEST |7 k7 o427 v g VRIS | VAT AXZOEREZ M T %
FRIEZ2 %5k (Bad FoTHELDZZT— =, /A, (The system cannot process

this request.) FFAEHED T 7T
Ko TER 72 HTTP EORAERL S
N RH Y £4, (A
non-standard browser may have
generated an invalid HTTP request.)

g7 I UPEMERL TV L5E
T, EREFEAT LTS ES N,

(If you are using a standard browser,

Request)

please retry the request.)

ERR_BLOCK _DEST | 7'm v/ &N TWDEWebH A ~o [ffEkDOT 7 A KY v —2 i

EY o — : 5ak T RLVARIZaZ—Y =BT 78R % | &, 2O Web A b <URL> ~D
(Policy: Destination) RATGARICEREND Ty | T7®vANRT Ry 7 ENE LT,
~N—, (Based on your organization’s
Access Policies, access to this web site
<URL> has been blocked.)

. FYRT—=D X2 T«
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T7A4ILEELD
BEIRA ML

BENDER A

BHTHR b

ERR_BROWSER

tX2VT7 1750
" (Security: Browser)

TN 2T EFIANNA T =TI
Lo TRESNTWD LRI
T TV r—arynb T oW
7 > a VEDRDBE S NG AIC
FoRENDL T B Y7 N—,

MOy N =219 5
X274 LOBERTHD EHE
SN, MEOT 7B ARY
ol EEOE, At a—20h
DERNBT 1y 7 SIVE LT,
(Based on your organization’s
Access Policies, requests from your
computer have been blocked because
it has been determined to be a security

threat to the organization’s network.)
<oy T8> &L THkRIS
NI~V T 2T AN, T =T T—
Vxr MLEoTT T UVRNMRE
SNTWDHAEEMEDH D £,
(Your browser may have been

compromised by a malware/spyware
agent identified as “<malware

name>".)

<HMEL><EFA LT RLZA
>ERE L, LTIORTa— K%

FEH LT 7ZEVY,  (Please contact
<contact name> <email address> and
provide the codes shown below.)

IEEOT T U EEHL Tk
D\% ThHFEInEEbns
BlE. UTFORZ &AL T
DI Z L R—RFLTLES
VY, (Ifyou are using a non-standard
browser and believe it has been
misclassified, use the button below to

report this misclassification.)

FYRIT—=D X2 UT« .
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BHTHR b

ERR BROWSER CUSTOM

Ry v— 1 T7T0H
(Policy: Browser)

Ty sflea—Y-—r—Tx
Y EB RT W v g VERR
HEINTEXICRREINDT
0y N

ko T 72 A KUY v—Ic S
& TIUFNLOERNBT vy
7 SLE L7z, (Based on your
organization’s Access Policies,
requests from your browser have been

blocked.) ZDOT I UH [<F7 T
Y 2A 7> 13, BENLEF 2
V74 VAT DO S ER
A, (This browser “<browser type>"
is not permitted due to potential
security risks.)

ERR_CERT_INVALID

#2722 FEE (Invalid
Certificate)

Bisk K7- HTTPS $1 M%)
IEEHEEHH L CWAEAICE
RENDBT Ay T R—,

HA b <A N> DR 72 FEH
HERR LD, BEXaT By
variEayTcEETA, (A
secure session cannot be established
because the site <hostname> provided

an invalid certificate.)

. FYRT—=D X2 T«
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sur—sns17 |

T7AINEBBELY B DERBA BHETXR b

BENZA IV

ERR_CONTINUE_ #4557 7 o 5 o3 4 CTHNC|URL #7 2V <URL A7 2 V> {2

UNACKNOWLEDGED |\ 7 55 2 & L URL 717 =) DH A | 53 S5 Web—DIZT 7 £ %

KU —DOHER Fea—P—RNERLZHGEICR|LL)ELTWET, (Youare
(Policy TREN DL 2 —H— T | trying to visit a web page that falls

Acknowledgment) ezl v %27 U w27 LT, gy |under the URL Category <URL

(CELR LIz A Mol Z &3 T
TET

category>.) Fat®d V7 %7 v
7L, ZOarT oY B ATk
THA v F—=Fy FOMEHZEH
LTWDHHDOARY > —%F T L
TRIBHRATHDZ L &2MER LT
<72&\v,  (By clicking the link
below, you acknowledge that you have
read and agree with the organization’s
policies that govern the usage of the

Internet for this type of content.) 7
ZUVTEMECET 2T — 2N
F=H—EN, RLESNDHEN
»HV FEF, (Dataaboutyour
browsing behavior may be monitored
and recorded.) = DFED Web ~X—
VI &R E T 7R A LG
X, SO = U EMNICHE
RER, EREROBILET,
(You will be periodically asked to

acknowledge this statement for
continued access to this kind of web

page.)
ZDOAT— AV MIFEELTA
YHE—=Fy NIT 7B AT DI
Uy LTLIES
(Click here to accept this

- -

. 22
AN
statement and access the Internet.)
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T77A4NLEELV BERNOEREA BRTER B

BHRIAA ML

ERR_DNS_FAIL FUR SN2 URLICESN 2 KA A 2 | ZDHR A MMy <k A R> DR A
DNS D&% (DNS AREENTVWDHEEICE RSN | MAfRR (DNS/ILy 7T v 7)) I
Failure) HILT— = KR LE L7z,  (The hostname

resolution (DNS lookup) for this
hostname <hostname> has failed.)
VH—=Fy N T RLADZAAYLR
RoOTWNBD, A VX —Xy 8T
RUARBELSI TS, BA
kN <AH A N> B3 —HERICFI A T
E 720 ET72IEDNS — =0
HEICZRARIZ 72 o TV D ATEEMEDS
H Y E9, (The Internet address
may be misspelled or obsolete, the host

<hostname> may be temporarily
unavailable, or the DNS server may be

unresponsive.)

ALl =%y F 7 FL R
DAV EHEB LTSSV,

(Please check the spelling of the
Internet address entered.) A~J/L23
ELWEAIT, B TIoZRkER
ITLTLZ&V,  (Ifitis correct,
try this request later.)

ERR_EXPECTATION_ | b 7 3 g VERINHTTP4A17 | 2 AT ME Z DY A b <URL> 12

FAILED [Expectation Failed) J&& % bV | %92 EREZWUHTE EH A,
T 0 Bl H— L7 & EIZHRREINDHT T — | (The system cannot process the
(Expectation Failed) |~ %% request for this site <URL>.) FFARYE

DT T 7P Ko THE) 72 HTTP
BURMMAERR SN TREMED B v F
9, (A non-standard browser may
have generated an invalid HTTP
request.)

BT I U EEH L T 2o56
. ERZHAITLTIEES N,

(If using a standard browser, please
retry the request.)

. FYRT—=D X2 T«
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T7A4ILEELD
BEIRA ML
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BHTHR b

ERR_FILE_SIZE
R)—: T A Y
4 X (Policy: File
Size)

RSN T 7 A ARTRIND
RO 74 L H A KED HRE
BRI REND TR YT R—
o

'y ra— R A AR IRE %
R TWDHTeH, ko7 71
RNY—IZEEDIE, ZOWebV A
NEZIEF 71— R <URL>~D
TIRANTmy T ENE L,
(Based on your organization’s
Access Policies, access to this web site
or download <URL> has been blocked
because the download size exceeds the

allowed limit.)

ERR_FILE TYPE
R —: T7A)E
4 7" (Policy: File
Type)

R LT AN T a7 XN
TWA T 7 ANEA T THIHE
ICFRRENDEZ Ty 7 =,

Tr7ANEAT [<T7 A4V 2 A
7> FFFR SR TV RN,
MEOT 72 A RY —2 ik
&, ZOWeb¥ A MELITFT
1— K <URL> ~D7T 7 & ANT
a7 SE L7z,  (Basedonyour
organization’s Access Policies, access
to this web site or download <URL>
has been blocked because the file type

“<file type>" is not allowed.)

ERR FILTER FAILURE

7 4 NZ DREE (Filter
Failure)

URL 7 A WE ) T P in—
B URL 7 4 V2 U v T %
s TE T, [BEARET—E A
NTBET TN NT I ay
(Default Action for Unreachable
Service) (A7 v arvn[Tuy s
(Block) JIZREE SN TV DA
WCERINDHTZ T — =,

BB — S — 2N BN GE E 72 13t
AT TND D, R—=V
<URL> DELRMES SLE LT,

(The request for page <URL> has
been denied because an internal server
is currently unreachable or

overloaded.)

HCEREERIT LT &L,
(Please retry the request later.)

ERR_FOUND
Fettt (Found)

—HO=T7—HOWNHI XA L
vay =y,

N—U<URL> I <Y A Lo M
URL> {2V #A L7 FSILET,

(The page <URL> is being redirected
to <redirected URL>.)

FYRIT—=D X2 UT« .
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T7ANBELDV BEIDERA BHTHR
BHEA ML
ERR_FTP_ABORTED |FTP over HTTP k7 > 27 > a v | 7 7 A /L <URL>1Zxtd 5 ZR DAk
FTP 1l (FTP PR7ASHTTP 416 [Requested I‘{ange DyLEHATLZ, (The request
Aborted) Not Satisfiable] it~ % b U & — L | for the file <URL> did not succeed.)
T EILERTRENDZT— X— |FTP H—/3— <R A M44> MR
o Pl AT LE L7z, (The FTP
server <hostname> unexpectedly
terminated the connection.)
BCERZHFAITLTIZE N,
(Please retry the request later.)
ERR_FTP_AUTH_ FTP over HTTP k7 %7 > 3 v |FTP $—/3— <R A h44> 121
REQUIRED FRAS FTP 530 [Not Logged In)  |FEAN43E T, (Authentication is
FTP 28 3438 (FTP |Wo& % MU A — L7z & &IZFKR & |required by the F:FP server.
Authorization NHTT— _—, <hostname>.) 7'v 7 MZHE-T
Required) Bhlga—F—ID ERAT L—R

AL TLIEEY,  (Avalid

user ID and passphrase must be
entered when prompted.)

Bz E 0, FTP h— "—NEA4
P O A& HIR S 2 FREMED S 1
¥, (Insome cases, the FTP
server may limit the number of
anonymous connections.) %, [
Ha—F—L L TZDHh——|C
P L CW DA, % THALT
LTL7Z&Wy,  (Ifyou usually
connect to this server as an anonymous
user, please try again later.)

. FYRT—=D X2 T«
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T7A4ILEELD
BEIRA ML
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BHTHR b

ERR FTP CONNECTION _
FAILED

FTP #5t D K (FTP
Connection Failed)

FTP over HTTP k7 > 27 v 3
ZR A FTP 425 TCan't open data
connection] J&Z %A NU T—L7- &
XERRINDEIEZT— X—T,

AT LD FTP h—/3— <R A |
4> LiEETEEHA,  (The
system cannot communicate with the
FTP server <hostname>.) FTP H—
Y8 /Nl =5 O el = S EV/N: DI e s
LTS, Fy U —27 DR
BEIZ X0 BEREICR > TS
RN &Y £9,  (The FTP server
may be temporarily or permanently
down, or may be unreachable because

of network problems.)

ATTLT=T R AD AL 2 fifg
LTL7Z&Vy,  (Please check the
spelling of the address entered.) A~
UBELWGEIE, % TIOER
ERITLTLS7ZE N, (Ifitis
correct, try this request later.)

ERR _FTP FORBIDDEN

FTP ®%k1k (FTP
Forbidden)

FTP over HTTP b T > %27 v 3 >
FRS, =W —T 7 & ANFFA]
ENWF TV st LTT
PTG RICER RIS T —

o a3
R—=

FTP H—/"— <R A h4> 1T K -
TT 7 EARERSNE LT,

(Access was denied by the FTP
server <hostname>.) D ID I
DO RF2 A I~DOT 7 EA
HENRH Y FH A, (Youruser ID
does not have permission to access this
document.)

ERR _FTP_NOT FOUND

FTP 23 Hi S 417e
(FTP Not Found)

FTP over HTTP T > %27 v 3 >
BRI, Y= — RICFEE LR
F7 V=7 M LTIt
BlZFREINDHEZT— =,

77 AN<URL> D RO £HA
TL72, (Thefile<URL>could not
be found.) 7 KL AM[#E-> T
B, FFEESNTOHET,

(The address is either incorrect or
obsolete.)

FYRIT—=D X2 UT« .
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B aa<—cosq7

774N EBEXD BENDEREA BHTXR K
BRAA ML
ERR FTP_SERVER ERR |FTP % #HR— k L TWaWvh— |2 ZF LM FTP — 33— <k & |k

FIP #— e =5 — |77 7 B AZRAL TS FIP | 4> LlfE TE A,  (The

(FTP Server Error) over HTTP kT ¥ 7 3 3 2% |system cannot communicate with the
LCHERENDTT— 22—, 5@ |FTP server <hostname>.) FTP H—
B H— R—|T HTTP 501 Not |/S— B —RHAEITEANIZE Y
Implemented] IO AZ IR L £7, YLTWAHN, ZOV—E A&
LTV WA D Y £

(The FTP server may be temporarily
or permanently down, or may not
provide this service.)

BT RLATHD Z & s
LTL7Z&EVY,  (Please confirm that
this is a valid address.) ALV IE

LWGEIE, % T2 oEREZFT
LTCTL7Z&,  (Ifitis correct, try
this request later.)

ERR_FTP_SERVICE | ffif§ C&ZA2WWFTP ¥ — =27 7 | > AT L8 FTP H— 38— <R & b

UNAVAIL E A& TS FTP over HTTP 4> LiBIETE ¥, (The
FTP #— & & f#i A< o] Ko7 g 2% L TFas X | system cannot communicate with the
(FTP Service NAHTT— ~~—3, FTP server <hostname>.) FTP H—

N=RET—REBTH L), fHA
IZH T LTnDo, 213D
DY — B R 2t L T 7V ATRE
P23 Y £3,  (The FTP server
may be busy, may be permanently
down, or may not provide this

service.)

BT RVATHD Z & ZHERR
LTL7Z&EVY,  (Please confirm that
this is a valid address.) AL IE

LWGEIE, % TZoEREFIT
LTCL7Z&w,  (Ifitis correct, try
this request later.)

Unavailable)

. FYRT—=D X2 T«
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BEIRA ML
ERR GATEWAY TIMBOUT | 53k S 72— _R—R3 Z A AU — | AT ARIE I — 38— <7k & K

T—=RT=zA DX A L
77 (Gateway
Timeout)

WIS Lo - b X ICH RS
LT — R,

4> LiEETEEHA,  (The
system cannot communicate with the
external server <hostname>.) - >
H—Ry M= N=R TR
M AEARNZE T LT D0,
Foldry hT—7 OREIZEY
BEABRIT 2 > TV D ATREMEDY &
W %7, (The Internet server may
be busy, may be permanently down,
or may be unreachable because of

network problems.)

ANLIeA B =Sy F T RLA
DAV ERER L TLIZS VY,
(Please check the spelling of the
Internet address entered.) A-~/L73
ELWERIE, BTIOEKRER
TLTL a0,
try this request later.)

(If it is correct,

ERR_IDS_ACCESS_
FORBIDDEN

IDS 7 7 & 2 D&k
(IDS Access
Forbidden)

BREFEHD CiscoT—H X2V
TAR) =l LoTTr YV &
nNTWa77AVE, 22— —n
Tyv7u—RLLS L LEHAI
BRINDHT T — N—,

FRE DT — FEAER Y o —IT KD
. Ty e —RERNRT vy
ShE L7, (Basedon your
organization’s data transfer policies,
your upload request has been

blocked.) 7 7 A /LDFEH (File
details) :

<7 7 A )LDOFERI>

FYRIT—=D X2 UT« .
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ERR INTERNAL ERROR

W= < — (Internal
Error)

W 7 — 2 JEE L 725 B ICFRoR
SNDHTT— R—=,

A=V <URL> (263 % 25K A JL B
HIZNER S AT b =T —RFEA L
% L7z, (Internal system error when
processing the request for the page
<URL>.)

ZOEREZHFRITL T IZE,
(Please retry this request.)

ZOWREEN e EIR, <fHYE
><EE A A=V T R A>T
L. UFIORTa—FERH LT
< 72&Vvy, (If this condition
persists, please contact <contact name>
<email address> and provide the code

shown below.)

ERR_MALWARE_
SPECIFIC

XU T 4w
77 O

(Security: Malware
Detected)

T ANDOX T a— Riglz<v
7T BB SN AR S
nNdx7aw g R—=,

Z D Web ¥ b <URL>[E, =2
Ea— & E3koR Y U —
kT 5 X2 VT 1 LB
EHE SN2, MikoT 7 &
AZARY =SSN TT Ry 7 S
NE L7, (Based on your
organization’s Access Policies, this
web site <URL> has been blocked
because it has been determined to be
a security threat to your computer or
the organization’s network.)

HFrIT) <N T =T BT >
DNV T 2T <)V =T 44> N
OV A FTHRIHSNE LT,

(Malware <malware name> in the
category <malware category> has been

found on this site.)

. FYRT—=D X2 T«
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ERR_MALWARE_
SPECIFIC_OUTGOING

XU T 4w
v =7 O

(Security: Malware
Detected)

Ty ANDT v T a— RERI~< L
7T NSNS AICE RS
nNa>7nvwy =,

ZREMAmROTR Yy NV —27 EF =
VT 4l THER~LVY =T
MWZDT7 7 A NBRRH ST
O, MEEORY v—zESNT T
D77 A/LDURL (URL>) ~D
Ty u—RRTuy 7 ILEL
72, (Based on your organization’s
policy, the upload of the file to URL
(<URL>) has been blocked because
the file was detected to contain

malware that will be harmful to the

receiving end's network security.)

<)V =74 (Malware Name) :<
~ )L = T >

<N x=T 7 3Y (Malware
Category) :<~/V U =T DAT A
>

ERR NATIVE FTP DENIED

AT 4 TFTP hT ¥ 7 gy
N7y InNEXIT, A
T ATFIP Y FA4 7 hTERS
nNdx7uav s Ayt—,

530 m /A UBMESRERE L
(530 Login denied)

ERR_NO MORE_
FORWARDS

Ll EEREZ2 L (No
More Forwards)

Web 7 ¥ b xy hU—2 ED
o7\ ¥ o P— N — [ ZHRE
WN—TWRHD T ITAT
AR LSRRI SN
F— =, Web7' B F I —
TEYM L, 774 T MDD
Ave—VEFRLET,

A=Y <URL> 154 2 BRI
LZ L7, (Therequestforthe page
<URL> failed.)

P—— T RL R <KRA > D
W TH L, EITZIOY—
W=7 7B AT DHIIEAR— M E
FERET OMLENRDHY £,

(The server address <hostname> may
be invalid, or you may need to specify
a port number to access this server.)

ERR _POLICY

WY — %

(Policy: General)

BFURMDAI B ORY O —REIC
FoTTmy 7 SNIZHAITER
SNHTry 7 R=,

MO T 78 A R L—I2HS
&, 2D Web ¥4 k <URL> ~D
TIRANRT Ry 7 SILE LT,
(Based on your organization’s
Access Policies, access to this web site
<URL> has been blocked.)

FYRIT—=D X2 UT« .
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ERR_PROTOCOL

RU—: 7abhan
(Policy: Protocol)

ERLTWA 7 bl
THERN T 1 v 7 INTEAILE
REINDHT Oy R—=,

TR m A <7 e b
VA AT BFFA STV
W, MO T 7 AR —
ICHEDSE, ZoEREFITry 7 S
NE L7, (Based onyour
organization’s Access Policies, this
request has been blocked because the
data transfer protocol “<protocol

type>" is not allowed.)

ERR_PROXY AUTH_
REQUIRED

7k R AL
(Proxy Authorization
Required)

BATT DT DICREREY LT vy
WEANNT HHEND HEEICE
RESNDEFNAR—, ZIUTIHIR
72 b W7 va BRI
SNFET,

ZDOVAT LEfH LTS 2 —
X MZT 7B AT HI21E. B
MBMETT,  (Authentication is
required to access the Internet using
this system.) 7’1 > 7 NMIfE- T
Hhlpa—HP—ID L AT L—X
EANDLTLIEEY,  (Avalid
user ID and passphrase must be
entered when prompted.)

ERR PROXY PREVENT
MULTIPLE LOGIN
Blo<=vohbm A
EH (Already
Logged In From Another
Machine)

BlO< v DOWeb 7 1% CTI T
ICFRRE SN TV D 2 —HF—4 LA
Ca—#—4%HH L TWeb~D
T 7 ARRAB D NITG AR
INbHTay s =y, THUL,
[—H—F v a R (User
Session Restrictions) | 7 = —/3/L
REA T > a Y In A F—T VDY
BRI ET,

ZOa—YF—IDIZIFBHIOIP T F
VANODT 7T 47 8yay
PAFAET D72, MfEDORY v —
WZHEDSE, AV F—Fy b~DT
7B ABRBELR SVE LT,
(Based on your organization’s
policies, the request to access the
Internet was denied because this user
ID has an active session from another

IP address.)

BOaL—F—L1LTrrA 95
YLElE, TORZ %20 v oL
T, Mloa—H—4 L2711 —
Ra AL TL7EE,  (Ifyou
want to login as a different user, click
on the button below and enter a
different a user name and

passphrase.)

. FYRT—=D X2 T«
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T77ANLEBELD BRIDERER BRTER B
BENZA IV
ERR PROXY_REDIRECT | J 22 L7 25 o =2, ZogERIZ, VAL LY PERE
UE AL b 9, (This request is being
(Redirect) redirected.) = O~_X— I HEIAIIZ
VEA VL7 hERRWEAIR, 2

ZHR7 Uy LTHITLTLSES
VY, (If this page does not
automatically redirect, click here to

proceed.)

FYRIT—=D X2 UT« .



FybT—4 £xaUT4 |
B aa<—cosq7

T7ANEBBELY B DERBA BHETXR b
BENZA IV
ERR_PROXY_ T Fa— P —fEgE— A B =Ry MTT 72 AT DHH
UNACKNOWLEDGED SIC ST, T Rt I, U\Wi0)x?~ AV N ERER
Y =D - (85 <—v) o | LSS (Please

(Policy LTS acknowledge the following statements

Acknowledgment) before accessing the Internet.)

fali = 7 2 A i LGl
DORY v—%EHT D7D,
Web b7 W7 va VIXHEIMIC
Fo S ESET,

(Your web transactions will be
automatically monitored and processed
to detect dangerous content and to

enforce organization’s policies.) T
ROV 7%y 7408 F
=Z—=U7IZFAEL, B L
PA MIBT 7 — 2 MRS h
DA REMEIC DWW TIRRB L7z b D &
R7pSET,  (Byclicking the
link below, you acknowledge this
monitoring and accept that data about

the sites you visit may be recorded.)
F=H— ) T VAT ADOTFAEID
DONT, EHIITKRZ RO B
F£7,  (You will be periodically
asked to acknowledge the presence of
the monitoring system.) L—H—|Z
I, A& —%xy h T 7 EXICH
T OO AR Y > —I12h0 5 BN
»HY F9, (Youareresponsible for
following organization’s polices on
Internet access.)

ZDOATF— AV MIFEELTA
YHE—=F v MIT 7 R®ATBHIC
F, 2 Z2&27 Uy 7 LTKES
VY, (Click here to accept this
statement and access the Internet.)

. FYRT—=D X2 T«
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sur—sns17 |

T7ANLEELV BENDER A BHATHER

BHIZA BV

ERR_PROXY_ Secure Web Appliance Web 7' 2 % |EXx =2 U7 4 734 ZADib) 72 7
UNLICENSED CORPRIA B AF—RRN | ARV ABRNID, £ 25—
Faxs DI kL A | GECERRINDLG Ty 7 X— | Xy MIT 7 EATEERA,
72 L (Proxy Not ¥, (Internet access is not available
Licensed) without proper licensing of the security

device.)

<HYFL><FEF AT LA
> L, L NIRRT =2 — %

FEH LT 72 &Yy, (Please contact
<contact name> <email address> and
provide the codes shown below.)

(6=3))

X2 VT 4 TS ADEHA
H—T 2 A AT T BATHIZ
L, A= MIREINTWND IP
T RVAREADLET,

ERR_RANGE NOT _
SATISFIABLE

HPHAANIE L) (Range
Not Satisfiable)

Web 4 — /S — 28 ZLR S Lt A b
FPHICHIE T RV AICER S
nHTT— iy,

VAT DI OERZWHTE E
/A, (The system cannot process
this request.) FFAEHED T Z 7 H|Z
£ o THSH72 HTTP ZR A AL S
NlrgEERH Y £, (A
non-standard browser may have
generated an invalid HTTP request.)

BT I U EER L T 256
3 ERABAIT LTS ZS N,

(If you are using a standard browser,
please retry the request.)

ERR_REDIRECT

WU ZA L7 gy N—,

N—T <URL>{I<V XA L7 MG

PERMANENT URL> (VU & A L7 b&ENET,

Kty 44 Lo bk (The page <URL> is being redirected
(Redirect Permanent) to <redirected URL>.)

ERR REDIRECT REPEAT | NHY %A L7 gy R_—, | BEREZBVIEL T ZEW,

REQUEST (Please repeat your request.)

VEZA VT b

FYRIT—=D X2 UT« .
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T7A4ILEELD
BEIRA ML

BENDER A

BHTHR b

ERR_SAAS AUTHEN
TICATION

RU— T EAE
75 (Policy: Access
Denied)

BATT DT DICREIEZ LT vy
WEANNT HHEND HGEICE
IRINDEENASN—T, ZHUET 7
Vor—gor~D7 7t A2#EH
ENhET,

Mk OARY > —2 S, <URL>
~DT I RABRIZ, wrA
VT U VD NN —
IV EFA VT havE LT,
(Based on your organization’s policy,
the request to access <URL> was
redirected to a page where you must
enter the login credentials.) F&RE(Z
AREh L, @bl 7 MR A - & T
WHSEIE, T = s
DT 7w APFFAESNET,  (You
will be allowed to access the
application if authentication succeeds

and you have the proper privileges.)

ERR SAAS AUTHORI
ZATION

KU — T EAE
75 (Policy: Access
Denied)

Z—F—RT 7 RAERDINT
TN — g T 7B A BRI
TP EICFREND Ty 7 ~N—
¥

AR E NIz —F =TIz
O, MEORY) —lcHEKSx, T
TV r—va U <URL>~DT 7k
ANTmy 7 SuE LT,  (Based
on your organization’s policy, the
access to the application <URL> is
blocked because you are not an
authorized user.) Jl|D—H—& L
T A T 55813, 2077
Vor—var~D7 7B ALGERA
INTWpa—HF—na—HF—4
ENAT L= AN LTLTEE
VY, (If you want to login as a
different user, enter a different
username and passphrase for a user
that is authorized to access this

application.)

ERR SAML PROCESSING

AU —: 7T EAE
75 (Policy: Access
Denied)

TV = a TR ATS
72Dy 7 YA A URL
DALFRZ N7 1 2 3R L 7=
BRI RIND T — =,

TN YA A ERO A
7=t snizied, <a—
P> ~DT 7B AERNET
LEHATL], (Therequestto
access <user name> did not go through
because errors were found during the

process of the single sign on request.)

. FYRT—=D X2 T«
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T7ANBELDV BEIDERA BATHFR K

BHIZA ML

ERR_SERVER NAME_ | H&#fJiZ URL Z# BB L. ZOTH | —"—4 <K A > ITEEE

EXPANSION LEZURLICE—F—% U A Lo | RSN, <) ¥A L7 b

P N DIEAE NNV XA L7 v ar X—|UR>ICU XA LY hERET,
(Server Name ¥, (The server name <hostname>

Expansion) appears to be an abbreviation, and is

being redirected to <redirected
URL>.)

ERR_URI_TOO_LONG

URI 3 &4 &% (URI
Too Long)

URLDZETEAHAICEREND
=B A S

FORESNTZURLBETEDL 728,
WP CEFHATLE, (The
requested URL was too long and could
not be processed.) Z AU F v b

U — 7 ~DBEZ R LTV D AEE
PE23& D 37, (Thismay represent
an attack on your network.)

<HYFL><FEF AT LA
> gL, L FICRdT =2 — %

FEH LT 72 &V, (Please contact
<contact name> <email address> and
provide the codes shown below.)

ERR_WBRS

F2UT 0w
T T DY RT

(Security: Malware
Risk)

Web L E 27— 3 ZAaT7 MK
W=, Web LB 2T — 3
TANZIIZES>TYHA M3 T ey
7 INTHEICERINDS T a Y
7 R=,

Z® Web ¥ k <URL> X, Web
LE=2T7— a7 4 FIldo
T, B ta—F KD
Xy NI —=271ZxtTHEX=2 Y
T4 LOBETHD LHESNT
7=, MkOT A RY —I
EoNTT7ry s EnE Lk,
(Based on your organization’s access
policies, this web site <URL> has been
blocked because it has been
determined by Web Reputation Filters
to be a security threat to your computer

or the organization’s network.) =
Web %1 ME, ~/V T =T /Ao
U7 EEEAMI b TWETS,

(This web site has been associated
with malware/spyware.)

BB DX A 7 (Threat Type) : %o
B OFLH (Threat Reason) : %0

FYRIT—=D X2 UT« .



FybT—4 £xaUT4 |
B ek rcoRERS T4 Vo DB

774N EBEXD BENDEREA BHTXR K
BRAA ML
ERR_WEBCAT Ty 7 ENZURL AT IVD |[Web BT I<hFa) 247

HY L — : URL 7 4 v | Web 1 B lll—ﬂi~7ﬁ§77fz7< > TS TV ARNED . M
&Uyy(RMMUmJ%ﬁ#k%ﬁﬂ%ﬁéhé?my WOT I AR =t IE
VARSI Z D Web %A b <URL> ~D7T 7
tRFTey 7 ENE LT,
(Based on your organization’s

Access Policies, access to this web site
<URL> has been blocked because the
web category “<category type>" is not

Filtering)

allowed.)

ERR_ WWW_AUTH_ | BORE N7 — " —=25ef T3 57 | ZR L72 Web ¥4 h <AR A h4>

REQUIRED DICRHALY LTV VY VD AN G (12T 77 A 5 IR LET

WWW 2R 73 38 VB LT HEIFR S5 | $,  (Authentication is required to
(WWW Authorization | "> access the requested web site

Required) <hostname>.) 7’1 7 MIfE->T

Hhlpa—HP—ID L AT L—X
ZASILTLEEY,  (Avalid
user ID and passphrase must be
entered when prompted.)

FIZEER—FTOFRE LT T4 v I DR
ZOETHHTLIRNEIT. ROLEY TT,
* RNERNT 7 4 v 7 OBHEOBE (118 X—)
L4 hTT7 4y 7 BE=H—ORE (119 X—2)
cBEFIOY A RO U AR (119 _X—)
L4 N T T 4w FE=H =D T a— LEE (120 2—)
A T T4y B E =T TN T = ADT T T = (121 X—)
c RERZ7 7 4w 7R —OFERL (121 <X—2)

A NTT 4T B R —DT 7T 4 ET 4 DFER (123 2—)

AEFZ T4 9T DEREDEE

Secure Web AppliancelZ, T XTDOxRy NV —27 R— R NBRIZDTE>TARER NI T 4 v 7 %
BIHL, vV =T NR—F8OENANALE D LT HDOFMIETOMAELVA Y4 RT T 4
JEHR=ZBEMATOWET, WY 747 b~ A T = TG L, BEELSNOR— R &7 m

. FYRT—=D X2 T«
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urs7svs x=a—nEz ||

k=2, % 4 L C Phone Home Z i A 7354, L4 b7 7 ¢ v 7 & =4 —|% Phone Home 7 7 T «
BT 4 BPEERY NI = D BANBICRESNL2OZMIELES, 774V Tl L4 BT
TA 0T EZE—BARX—TNVIIRY, TRXTOR—RNTCR T T4 v 7 2E=F—T5H L5
RESNET, ZhITiE, DNSRZOMO— ARG ENET,

LANT 7 47 BoH—E, MEONET =X _X—2 %R L, #RFELET, ZOTF—HF—
I IPT FLABLIR AL VA DOREICE > TEGRIICET SNET,

BTV E=ZF2—DEKTE

FIE

ATy T
ATy T2

ATvT3

RTv74

T7ATOF—VONENZL4 b T T4 v F=X—%RTELET,

L4 b T T 4w 7 F=H =N, TaX R — b DKA OITAT NPT RLVAOR Yy NU—2 T K
VAR (NAT) 2T T HEEDT A AOFNT,  [GRENIZ) SN T0nD 2 2R LET,

Jra— S VREHAERET D

L4 bT7 74y BE=F—DTa—ULbRE (120 2—) 2B L TLIIZEN,
L4 N7 74y 7 F=F—DRY O —%{EET 5

ARIERT 7 4y 7BHERY =Dk (121 X—2) Z2ZRLTIESIV,

BERIDY A bD YR b

7 KFLR i BA
(Address)

BERIDZFRI7 B | [FFA] U 2 b (Allow List) ] 7 0/87 £ ICRRHE SN TWDIP 7 FLAFERITE
LR (Known |52 k4, ZRHOT FLAR, [FFIU AR 7 RLRE LTS T 74
allowed) JZFRRENET,

RECH SN =T YA P THLIPEEROFH AT RV ATH LB RHRIP T L
(Unlisted) A, ZbiX, [FFTU A (AllowList) [ <°[EMT 2% AT b~ =
77 KL A (Additional Suspected Malware Addresses) | 7' 1 /37 ¢ (Zhidk &
NTEBLT, 4 N T 74 v F=H— T —H_X—R b HFEN TV EYE
Ao THLHDT RLAREIR T 77 A4 MIZERINERE A,

FYRIT—=D X2 UT« .



FybT—4 £xaUT4 |
B ursovrz=s—0rn—nrags

7 EKLR EEA
(Address)

THBRGET7RL | 2oz (7L —U 2] T RLRELTRY 77 A MIFEREN, BT
A DT RLANZEY LET,

(Ambiguous) B
VA MCRBSNTWARNAZ M EBEMD~ LD =7 DR X M4 O
FHZBEAF T 5T D IP T FL A,
e UA MIFRHINTWRWARR M E BINT LY AR F~v L y=T
7 F LA (Additional Suspected Malware Addresses) | 7 &2 /37 4 |28 F
NDBRA N OBGICEEM T O THD IPT FLA,

BEOTILIT | onblE (Taey 27U AR TRLRELTRZ 77 A MIEREN, UT

7 (Known DT RLAREYL LET,
malware) .
AT T 4T T =T —ARX—ATHHEO~ LT =T YA &

E A, [FFATY A & (Allow List) JICFE#KSALTWRWIP T RL A E
ToIIAR A M,

c[BINTBHY ALY b=/l =77 KL A (Additional Suspected Malware
Addresses) |17 1/ T g ZREH S AL, [FFATY A & (AllowList) ]V A b
IR S TR AR TIERWIP T LA,

WBEST74v9 E=Z2—05O—/NILETE
FE

ATY 1 [BEXx=2 VT 4P —E R (Security Services) |>[L4 ~T 7 1 v 7 =4 — (L4 Traffic Monitor) ] Z 3R L &
R

AT9 T2 [T u— VR EERE (Edit Global Settings) 1% 7 U v 7 L%,
ARTYTI U NTT 4T B=H—AR—TNCTEINEIDERIRLET,
ARTYTE LA T T 47 F=H—% A X—TNMIT DT, T=F—{ROR— FEER L7,
[TRTOKR—F (Allports) ], RIERT 7T 4 BT 412% LT TCP AR— k 65535 & N CE=HF—
LET,

[FEXY R—FEBRCTRTOR—F (All portsexcept proxy ports) o RIEZRT 77 4 7 4 (2%t
LT, UFOR=FE2RSTRTOTCP R— Fa2E=F—LET,

[EF¥=2VUT 1 —ERX (Security Services) ]>[Web 7'= ¥ (Web Proxy) | “\O_yO) [7m
HFET D HTTP K— b (HTTP Ports to Proxy) ] 7' B /37 ¢ TRE Li=AR— b GEEIEA— b
80) .

e [EF¥=VUTF ¢ H—E A (Security Services) ]>[HTTPS 7’1 % (HTTPS Proxy) |“X—Y 0 [7'u
¥ ‘/%Eﬁx E9 5% HTTPS 78— b (Transparent HTTPS Ports to Proxy) |7 1 /37 ¢ Ci%/E L 72K —
b GEFEIER— b 443)

. FYRT—=D X2 T«



| #vyro—9€X2y54
WrST4vy E=8—TFoFIAYz7 L—LOT v T7—+ |

ATy FTE BEREEFELUTHELET ((XEF (Submit) | & [EHZMEE (Commit Changes) ]) .

O

BrSTA4vD EZRA—TF2OFIINDT IL—=ILDTY TT—Fk
FIE

ATY 1 [BXx 2V T 4P —E A (Security Services) |>[L4 ~T 7 ¢ v 7 =4 — (L4 Traffic Monitor) ] %% L £
-éAO
ATv T2 [4F<HEH (UpdateNow) 227 U v LET,

AIEFS T4y TBEAR) O—DER

LANT T 47 B —REBT7avid, RETDLANT 747 F=HF—DKRY —
ko THRAEY £,

FIE

ATYT1 [WebtF=VUTF 4 ~31r— v (Web Security Manager) |>[L4 N7 7 ¢ v 7 & =%4— (L4 Traffic Monitor) ]
EIRL 7,
AT T2 [REDOHE (Edit Settings) %27V v 27 LET,
ATYTI LA+ T 7 4 v 7 E=H—DKRY > —Of% (Edit L4 Traffic Monitor Policies) | ~X—C, L4 NT7 7 4 v 7
FE=HA—DR) T —ERELET,
a) [fFaTY A (AllowList) % E&HLZET.
b) [FFAIY A L (Allow List) 1 IZBEFIOZL RV A F&2BEML 9,
GE)
Secure Web Appliance® IP 7 R L ZARAKR A M EFFAISNTZY A MZEHRNTZE N, S H720
ELUNTIT T BE=XIE, FARNI T v o7 ry s LEREA,

) FBELINVIT FRLRACKHLTETTLT 7 v a v a2IRELET,

FTovav Bl

Al (Allow) BEFIOFF R ENT=T FLABI O X MIEREHDOT FLADREEFE N T 7 4 v
7 BRI LET,

FYRIT—=D X2 UT« .



FybT—4 £xaUT4 |
B rEr571voBuRy -0k

Toay SR AR

E-H— UTOLIBRMOTFTT, N7 74 v 7 %E=F—LET,

(YA bV T =TT RLRIZKT 57 2733 (Action for Suspected
Malware Addresses) | 473 2 U2 [F=4%— (Monitor) ]IZERESN TS
Bt BEMOFFA ST RVRALSDOTRTOERE T 7 1 v 7 2 HIZ
T=F—LET,

[ AT =T =TT RLARIZKT BT 7 3 > (Action for Suspected
Malware Addresses] 47> a 3 [7 1 v 7 (Block) JICFRE SN TWDHIGE.
FHBERT FVADERE N T 74 v 7 #E=4—LET,

Jovy [Y AT b~V =77 FLRIZKT 27T 73 3 (Action for Suspected Malware
(Block) Addresses] 7> a [ v w7 (Block) [IZEREINTWAIEE., BRI~ /L
V=7 T RVADERE N T 74w %k Tmy 7 LET,

GE)
CARERNT 2T T T 4w E TRy T EHIEEBEIRLUEEAIT. REERT RLAEREICT
Oy 7 TA5MEIMNBBINTEET, T 740 FTiE, RHAERT RLRAIZE=F—SNFET,

7y I EFTTHEOCIL N T T 4y B AR ETAGAIX. L4 N T T v B —
EWeb 7 XU EFEILRY NU—7 BIZRETHLERSH D £97, *T/\TOD774’7/ KB T—H k
T4 HIIRESNTN—FTT 7 ERATELHZ LE2MHRT HITIE, [y hT—72 (Network) |
>[b— bk (Routes) | X—T&MHHLET,

-VM DOE >y R 7 v 7T, HRE— NOZRPWR 2R ZTPIA X —T oA AL TIA VZ—
T xA A&@ERTAEIC, TRHL0ERMERIINE T, FOlH, —EOIPIX, Yuvy s L% T
LT T TAT AL BET DA REENH D F9,

d) BT 5% AT h~L T =77 KL A (Additional Suspected Malware Addresses) ] 7' 12 /37 ( & EF%
L\i‘é—c

)
GBI 2% A7 b=/ =77 KL A (Additional Suspected Malware Addresses) ] U A MMZNHESIP
T RUVAZBEMT 5L, BN URLA LA T 7 4 v 7 F=H—DULR—MIvL T =T LT
FRINFET, ZOXIRFRY ZEEEET L7202, [WebtF = VT 4 ~F— % (Web Security
Manager) [>[L4 N7 7 4 v 27 =% —7K U I — (L4 Traffic Monitor Policies) ]-<—® [{BINT 5 ¥ A
~J b=/l =77 KL A (Additional Suspected Malware Addresses) ] 7 4 —/L RIZNERIP 7 R L A%

AFTLZRNWTL 72 &0,

ATy 74 BEEFELCHEELET ([%F (Submit) ] & [EH ZHE (Commit Changes) ]) .

RDERY
EPEREYS
c RENT 7 4 v 7 ORHOBE (118 =X—)

. FYRT—=D X2 T«



| #ybro—=9€Fa20U54

BAERK

anukz ||

 FRh7p A (123 =2—2)

[#FA] Y A b (AllowList) ] E£72X[BIT DY A7 b~/ =77 KL A (Additional Suspected
Malware Addresses) | 7' 2/37 4127 RURAZBIMT 5561, ZAERIEID~E2FHLT
DO N EZXED ET, UTFTOWTALDOEXTY RLAZ AN TEET,

«IPV4IP 7 KL R, #i] : IPv4 JZ ¢ 10.1.1.0, IPv6 BN 1 2002:4559:1FE2::4559:1FE2
+CIDR7 FL X, #l:10.1.1.0:24,

s FAAUE, il : example.com

« RR F4, fil : crm.example.com

BT TE=Z3—DTF7I9TAETADRT

SVI—XTFITATAX, P~V —fitEROEERGOLR— IS 2T 77 4
TRBEREPERTDHEDIC, BEOAF T aridR— L TWET,

FEZARA =Y T TFTIOTAET 4 EYT)—HETERODERT

[LA— bk (Reporting) 1>[L4 T 7 1 v 7 FE=4— (L4 Traffic Monitor) ]~<— 2%, E=

57%

Vo7 TIOT 4T 4 DRI~ —RNERENET, UTOERRELFR—F V—

NEFERLT, L4 "I 7497 F=FZ—DT VT4 ET { DFEREFZRTEET,

TRMER el
7747 v hOKE [LAR— b (Reporting) 1>[7F7A4 7 727 487 ¢ (Client

Activity) ]

<L = T OREEHE R [LAR— K (Reporting) 1>[L4 T 7 1 v 7 E=%— (L4 Traffic
N— N OFEEHE#]

Monitor) ]

L4 8T 747 F=H— |[[VAT LEE (System Administration) |>[R2 7% T A7 U 7 g
oug 7y AL > (Log Subscriptions) ]

* trafmon_errlogs
* trafmonlogs

\}

GE)

Web 7R XU NERET B X E LTERESN, L4 T 7 497 F=F—RT_XRTOR— b
Fo A —FTHLICHRESNTWAEERIT. 70X DF—F R—FDIP T L AN S
. [VAR— b (Reporting) 1>[7 F7A T > 7277 4T« (Client Activity) | X—Y D7 Z
AT NT 7T 48T 4 LIR=NMNIIZTIAT L FIPT RLALE LTERENET, Web 7'
XFUNFEBRT XL LTHESNNTWDEERIE, 7747 MO IPT RLUANIEL L Gl
SN, BRENDEIICIPAS—T 4 T A F—T NI LET,

FYRIT—=D X2 UT« .



FybT—4 £xaUT4 |
B utsoivrE=s—0nsr7qn0zory

BrEST7099 E=Z2—00OY Z74ILOIT U R

L4 NI 74y F=F— 0l Ty ANVTE=F—V T TIT 4T 4 OFFMETIER L E
D
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BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



