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HZ2ZE% Secure Web Appliance 7 5 1 7 > FEEBHZ O ISE/ISE-PIC X 2 > K7 0 VBRI~
DA ViR—
AR FNILLTFO LB Y TH,
sISEEH/—F
« [E¥# (Administration) ]> [FEBAZE (Certificates) | > [(EBAZNDEE (Certificate
Management) |>[{S4#8T & 4:IBAE (Trusted Certificates) >[4 >7k— bk (Import) ]
DNEZER L E T,
WROFT v a v PNA TR oTND I EERER L TS,
¢ [ISENOFEFEAIZ(E#E7 5  (Trust for authentication within ISE) ]
[ T4 7 FBAER K UsyslogfllZE#H3 % (Trust for client authentication and Syslog) ]

s [ ARAY—E RO IZ(EHHT 5 (Trust for authentication of Cisco Services) ]

*ISE-PICE¥®/—F

« [fEBAE (Certificates) | >[AEBAZENEE (CertificateManagement) |>[{E3ETE 5iL
BAZ (Trusted Certificates) 1> [/ >7R— bk (Import) ] ONEIZER L E 7,

WRDOA T a v inAdilieo TnDZ EEHERL T IESN,
* [ISENOFBFEAIZ(ZHE 35  (Trust for authentication within ISE) ]

(7 TA T FRRRER X UsyslogHl (G832  (Trust for client authentication and
Syslog) 1]

[V ARAP—EXORGEHNAEHT D (Trust for authentication of Cisco Services) ]

FEHIIZOUWTIE, Cisco ldentity ServicesEngine @ R = A > 2SR L TL 72 &0,

HZZE% Secure Web Appliance 7 5 4 7 > FEEBAZ D ISE/ISE-PIC DB B BRI~ D A >~
R—k
FEARMZRFIRIILLT O LB TT,
CISEBE/—F
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B &4 Secure Web Appliance 7 5 1 7 > ~EEBIZE O ISE/ISE-PIC KB B BEIA~D A VR— + .

« [EE (Administration) ]>[EEBAE (Certificates) | > [EEBAZEDEE (Certificate
Management) |>[{E$EC& %:iEBZE (Trusted Certificates) >[4 >7/R— & (Import) ]
DIRIZEIR L ET,

WROFAT L a v PNA TR TNDHZ LEFERLTITEI VY,

* [ISENDOFEFERIZE#E7 2  (Trust for authentication within ISE) ]

[V T4 7 MRRER L UtsyslogHIZ/E#H 7%  (Trust for client authentication and Syslog) ]

[V AP —EADOFIHIZIFHET %S (Trust for authentication of Cisco Services) ]

*ISE-PICE¥E/— | :

« [FEBAE (Certificates) |>[FEBAE D EE (CertificateManagement) |>[{E38 T %3l
BHZ (Trusted Certificates) ]>[4 >7R— bk (Import) ] DIAIZER L £ 7,

ROAT v a U PNA AR TNDH I LR L TIIESNY,
* [ISENDOFBFEAIZ(E#T 5  (Trust for authentication within ISE) ]

c[7 T4 T v MRGER X Usyslog IZ{E#83 %  (Trust for client authentication and
Syslog) ]

o [VAaY—E AOFIEHIZIEHET S (Trust for authentication of Cisco Services) ]

FEAMIZ OV TIE, Cisco ldentity ServicesEngine ® R o A > h&EZBBR LT ZE W,
S

GE) B ISE JBBH TlX. Secure Web AppliancelX MNT, PAN, £ X O'PxGrid / — R L i@{E L £
T, ZOHE. SEHFEEITT X TOFERFEORITEN, sz v— FERE] (oF
Y . ISE/AISE-PIC 7 /34 A %41 L CTARL & 4172 RootCA) THEHTEX ALENRH Y £77,
[SE/AISE-PIC %41 L7ZfEBEDARK (8 <—) | 2ZML T LI,

FIE

AT F1 ISEASE-PIC Z 4 L7ZiEHED LK (8 2—) OFEICHE > T, RootCA, Web Appliance 7 71 7> k
FERAE . 35 KUY Web Appliance 7 74 7 > b —%& 4R L £,

AT 72 ISE/ISE-PIC E¥ / — KT, [ISE/ISE-PIC] > [ ¥ (Administration) ]>[3 A7 & (System) ]> [FEPHE
(Certificates) ]>[> A7 AGEBZE (System Certificates) ] 725 H OB A ELZ FE#I T/ XAAR— ML E
R

1. [pxGrid], [EAPFEAE (EAP Authentication) ], [&¥E (Admin) ], [A"—#% /L (Portal) ]. [RADIUS DTLS]
DWTHMNZ K> THEHEN TS (Used by) FEBFEAZEIRL E7,

2. [=Z7 AKR—hK (Export) | %27 V27 L, BRIz pem 7 7 A VELRFELE T,




B seserc~ooxvomE

4T D ISE/ISE-PIC 23/ — RIZOWT FEOFIEL B K L FE T,

ATY T3 openss1 A~ REMHALTC, Fvro— RLUEFEHEY 7 A /L% RootCA.pem [ FECTiEM L 7,
ISE/ISE-PIC 7 /34 Z Z 4 L T RootCA.pem CTREHIFE 7 7 A /L& kI L O 92 B2 OV T,
ISE/ISE-PIC %4> L7ziEIED AL (8 X—) ZHMML T E I,

1. #ouru—RUEEAECR L TCROa~y REFETLET,
Example:

openssl x509 -in <DownloadCertificate>.pem -text | egrep "Subject:|Issuer:

Bl (A7)

Issuer: CN=isehcamnt2.node
Subject: CN=isehcamnt2.node

2. WERERDIIICELLET,

Example:
Subject=/CN=isehcamnt2.node
Issuer=/CN=isehcamnt?2.node

3. RootCA.pem |[ZIRDITZEI L E 7,

Bag Attributes: <Empty Attributes>
4. FE Q) DV 7V B IOFITHE % RootCApem (2 (FIE3) DITE L Hi2) BMLET,

Example:

Bag Attributes: <Empty Attributes>
Subject=/CN=isehcamnt2.node
Issuer=/CN=isehcamnt2.node

5, ¥uru—RLEEHEYZ 7 A VOWNELKREZ 2 — L, RootCA DKRE (FlE @) DT —X Dt%) I
REO (T E 9,
7 a— RIS _RTOEA ISE/ISE-PIC / — ROFERAZEIZOWTFIE (1) ~ (5) /0L,
A X172 RootCA FEBAEAZRIF L £ 7,

AT 74 Secure Web Appliance® ISE #EX— C, A ¥ I{172 RootCA.pem =7 v 71— KL E 3, ISE/ISE-PIC
P —EZ~OHHE (9 X—) ZZRLTIEZIV,

ISE/ISE-PIC ~ADAOFX T NDHETE
eI AN = AL Zu TEHETHEDIC, TIZ7 AT TITHAZ LT 4 —I)L R%mZBML
¥+ (TR OSSO AETARX)
« ISE/ISE-PIC V—E A ZFMERR SN TWAH Z L 2R LET, ERINTWARWVWEAT
ERRLET (27 %7227 0 7o g ok L OWRE) .
o L — P —DFH L FREED - DI ISENSE-PIC (127 7 B 2T 57 u 7 v A L2 EHZRLE
T (2= —BLIOIIFIATL N T MO =T ONE | 117 <—)

« ISE/ASE-PICID #fiHH L C, 22—V —FROFMHLET /2 a b BEHRTDHT IV EARY v—
ZHRELET (RY—0FE] . 191 2—)
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ISE/ISE-PIC % &> ) ISENSE-PIC ERS +—/ \—t#itgsomE ]

ISE/ISE-PIC /™ 5 @) ISE/ISE-PIC ERS H—/\—E¥HAH R D EViF
« ISE/ISE-PIC T Cisco ISE @ REST API (API T HTTPS &"— k 9060 /) #HZZ L F
—jﬁo

A

GE)  IN—TESNTEX 2T 4R —%&ET HITIL, Secure
Web Appliance T ISE #} RESTful #—t & (ERS) ZHZhZT 5
MENRHY FT ([Fv hU—2 (Network) ]> [Identity Services
Engine]) . ZAUE, N—T =3 U 1LT LFICEH S ET,

« |SE
«[B¥E (Administration) ]>[&E (Settings) ]1>[ERSIRTE (ERSSettings) 1>[7
A4 EE/ — FOERSKTE (ERSsettingsfor primary admin node) ] > [ERS
#H%1ET % (EnableERS) | Z RN L 7,
TEhHY )= RRBLIGEIL [TOMITRTOH/ — FDOFEAERY FHERS (ERS
for Read for All Other Nodes) ] Z AN L £,

* |SE-PIC
 [R7E (Settings) ] > [ERSEXE (ERS Settings) 1> [ERSEE#1LT 5 (Enable
ERS) ] #ER L £,

o IE LWV RESTful — B2 /' )L— 7 TISE EHEZIER L TWDH Z & 2R L ET,
SE5 RESTful ¥-— B A& HE 7 /L — 721X, ERSAPI ~D 7 /)L 7 7 ¥ A (GET. POST.
DELETE. PUT) &N TWET, Zoa—% —|L, ERS API BR A 1ERk. Fe/rH Y .
T, BLOWIRTE £9, 4 RESTful F—E R AL L—% : GiLR0ERT 7+ =2

(GET EkopAH)
«ISE
« [E18 (Adminigtration) 1 >[ X T4 (System) | >[BEEBET7 Y X (Admin
Access) 1> [E¥E (Adminigtrators) | >[EEZEI1—Y— (AdminUsers) | %%
WLET,

* |SE-PIC
« [EI¥ (Adminigtration) |>[BEET7 Y X (AdminAccess) |>[BEEHEL—Y—
(Admin Users) | #38RL £,

ERS #— & 223 ISE/ISE-PIC pxGrid / — R TIEZ2 < BDOH— =T HAERGAIX. 774
~VBIOCED Y BESNTODEE) —"—0OFRA M ELITIPVE T R L AR

g‘@‘é‘@
SR DWW TIE, Cisco ldentity ServicesEngine D R = A > 2B LT 2&0,

#e



B seswescons

ISE-SXP i & D&% TE
IO vaviE, ROy 7 THRESILTHET,
*SGT 5B IP ~DT KL A~ v BV 7 DISE-SXP 7' 12 b /L2 20T (16 ~<—)
EEFEHLEHIRER (16 2—)
 BIFESAE (17 =—2)
*SGT B IP ~DT RL A~ v BV 7 DISE-SXP 712 k a v (17 X—)

¢ISE-SXP 7' ha)dar 7 4 Fab—a OfER (18 —)

SGTHALIPADT FLRAITYEYTDISE-SXP 70 ka2 JLIZDINT

SGT Exchange Protocol (SXP) 1%, > hT—2 T34 A TIP-SGT A > T «4 v 7 % A5k
HIeOIZFESNIZTn hav T, ¥xa 74 ZA—7 %27 (SGT) &, BExy FU—
JWND T 7 4 v 7 DEETLOHERETRE L £,

Cisco Identity Services Engine (ISE) /&BH % Cisco Secure Web Appliance & A LT, /Sy 7
FAREICEF C& £9, Secure Web AppliancelX, ISE 225 SXP v v B> 7AW T A7 5 47T
EET, ISEIXZSXP ZfEH L T, Mﬁﬂ%m«@?%vxv/t/ﬁT B R— A e PR
GT WA ANUEHE L E T, ISEH—_—%fHT 5 & 51T Secure Web Appliance % XET DY
%ﬁ\EE#%$@%E/7%)/X/Téﬁ7/a/%ﬁ% LEJ, ZhIZXY, Secure
Web AppliancelX ISE 22 HEBESGT £ IP 7 KL A< v B 7O CEH LiT

Secure Web Applianceld, # I —Da2—HF —3BGEIP 7 KL AZARL L ET, Z4UZiE, ISE 27
3X$@W7FVX&??%TVF@W?FVX#aiﬂiTOLﬁﬂof\@@@7§4
TYRIPT RVR%E7TAZIPT RUATRIECTE 7,

FERBIEEHNEE
SGT L IP T KL A~D~ v BV 7 DISE-SXP 7' b a/VIZBT D H A K74 v LHilfRITK
DEBY TT,
« IPV6 XfIG DT> RARA M, Secure Web Appliance V U — A 14.5 TidHR— & &
hoe

« Secure Web Appliance V) U —Z 14.5 TlL, = —HF—H L7V —T <~y B 71X, SGT 125
IP7 RLA~DY v BT TIIEHTEERA, Led - T, EFEFIL Secure Web
Appliance® ISE = —H#F—B L O N—TIZHE SN TR Y V—ZERTHZ LIXTEEH
ho T2, SGT ZEHLTAHRY > —ZERTE £7,

c—fEX T = R AOHEE X A DAAX T ERF Y 2= LT B2, ised TR E
A HEE T A% 2 HH:MM 20 (24 BEf]) CRET A VLENH Y £9°,

N

GE) a—VP 37 n AN RENDHEZNT 1 B O CEBFFICERE
THZEERBEOLET, 72L& xiE, 00:00 BRIRELE T,




SGT B IPT RLA~D= v B 7O ISE-SXP 71 k 2 /L4 ARHESEIZKR D B Y T
7,

CERETE AA— MERESLETT, EHETE 50— MEFERBNT 10T, EET
X 50— NEHEOE)] 2BBLT EE,

SGTMASIPADT KLARAIYESYDISE-SXP 7O o )LOEZNME
SGT B IPT RLA~DY v B 7 2ETe, ISE TERZINTWHTRTO~ v B 7T,
SXPZ ML TABTEXET, WMOAI=RALZHEH LT, ISE-SXP [H# A IS CTxF,

e —fEX T — R ised 7R ADOHEBE, Secure Web Appliancel, £/ — F T

HFTRE72 T R TO ISE-SXP = Y OfFREZBGT H720lc, —fEF¥ v mn— FERE
ISE7 7' U7 —4% /) —RICEELET, AsyncOSa~> KT A v A4 —7 =A% (CLI)
EEALT, BEBIOXA LAZ TRV a— )L TEET,

« =5y 851 : Secure Web Applianceld, WebSocket /7 L CHER L., ZENHHA vE—T%
BRLET, AvE—JIZI3RO 25024 TRHY £7,

o VERE : LB ST+
o HIFR : T _RTOSXP HH =

A

GE)  Secure Web Appliancelx, EH S b ZLI22oD A
iba‘o

BE#)Z AT 22— T5ZENRTEET,
FIE

AT9 1 [y kT—2% (Network) ] > [ldentification Service Engine] &R L %7,
AT T2 [REDOHE (Edit Settings) ] 227V v 27 LET,
RATY T3 [ISEV—bEREHZZT % (Enable ISE Service) | #4112 LET,

AT w74 Secure Web Appliance CISE h—E AN SXP XA T 4 V7 FE v 7RG TE 5 L9107 D12F, [A
%) (Enable) | ZA 1 LET,

7 7 4L b TIL, ISE SGT eXchange Protocol (SXP) #— b R |TMZHIZ72 > TWET,

ATy 5 [T AN (StartTest) %27 Vv LCHifiZT A M LET,

G¥)
SXP % # 1%, ISE-SGT eXchange Protocol (SXP) H—EANHFMNI/> TWEEAICOARERENET,

el |
|
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B osesxeooranoars o a—vavorR

ATw 76 [EE (Submit) 1227V v LET,

ISE-SXP 7O L)LV T4 FXaL— 3> DHER
WONTNDOFEEZFH LT, ISEESXP 7 haldary 7 4 Fal—a AR TEE
—;«O

*SGT MBHIP ~DT KL A<y BV 7 OISE-SXP 7’12 b a/LoFME (175—=) T[T
A RBHAA (StartTest) 15227 U 7 LT, RSN EREHERLET,

¢ AsyncOS 2~ K I A ¥ —7x—A (CLI) ®ISEDATA =2~¥ > RO FT
STATISTICS =2~ R&EMEH L £,
STATISTICS =~ > F&EMHT 5 L. ROERMPFRSNET,
« ERS 7R A M4
« ERS £ Ry fHi
sy gLy E—F
c IN—T—fEHX Y m— R
*SGT —fEi¥ v m—F
*SXP —fE¥ U m— R
by a rOFEF
« JI—TF DEH
« SXP O FH
* Memory Allocation
« AE Y OFIY Y THEER
« Total Session Count

=P FIROGATERSNET,

isesxp <ISE-node-ip> sgt<SGT number> <Client IP address>

fil - isesxp_10.10.2.68 sgt18 10.10.10.10

ISE/NSE-PICEETHO VDl RETRI by T AV TSRS Fv)
2 —4—FREE
fEH & 2 15 78R — M-SV T VDI BeBs 0O = —F — D ISE/ISE-PIC |T L 5 B imA 72k n %
RETEET,




Identity Services Engine B89 D bS5 TN a—T 4 5 .

Cisco Terminal Services (TS) T——Y = F%& VDI H—/"—|2ZA VA F—/LFTHLERH Y F
T, Cisco TS =—¥ = M, ISEASE-PICIZT A 7T 4 7 4 Izt LES, 747
T4 T A HERIZIE, RAA v, 2= =4 BLOF2—F = EHT 58— MRS EN
£
e AR — YA K (https://www.cisco.com/c/en/us/support/index.html) 7>% Cisco TS =— =
Y hEXT - RLET,

o BEAMIZ DUV Cik,  [Cisco Terminal Services (TS) Agent Guide]  (https://www.cisco.com/c/en/
us/support/security/defense-center/products-installation-and-configuration-guides-listhtml) % &

LTLEENY,

¢ Cisco TS =— Y = o | LS 4 X 51T ISE/ISE-PIC APl 7 u A ZZHELET, API
I— L DFEEIZHONTIE, CiscoTST—Y 2 FDO RF 22 FEBRBLTLLEE N,

)

GE) VDI Bl — W — D7 4 — Ly ZHIATY R — PSR T EH AL

eV A X —IF N H—ER =T > k& Microsoft h—/N—FRET, UE— K TR
hy 7ty a ORRKEPFRICTHLZ EZERBLET, ZNICED, #Eolcky s
V1E DS ISE 726 Secure Web Appliancel 25 SNRWE HITL, FrLnvky vra ik
FOREDS[EDEE S AL E T

Identity Services Engine (B89 ARIRED F S TN a—TFT a4 05
« Identity Services Engine (Z [ % [l
ISEMEED KT TN a—T 47 YV —)b
« ISE ¥ — " — gz 12 B3 5 M

<ISE D EHE R 7 A vt —

Cisco SecureX & & U Cisco Threat Response & D&

ZOETHIATINEIL, RO LEY TT,
« 77747 AL Cisco SecureX #5 & OF Cisco Threat Response Dft & (20 ~—3)
« 77747 AL Cisco SecureX #3 & U8 Cisco Threat Response DFt & 7% (21 ~—2)
» Secure Web Appliance T?® Cisco Cloud Services N — ¥ /L OF ML (23 _—)
» Cisco Cloud Services 78— % /L~® Secure Web Appliance D&k (24 ~<—2)

* Cisco SecureXRibbon % & ] L 72T DFEIT (25 _*—)
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. 7 754 7 R & Cisco SecureX & & U Cisco Threat Response D&

7 754 7 >R & Cisco SecureX & & U Cisco Threat Response D#fi &

CiscoSecureX|Z, T X THOIRAatx a7 ¢ WBITHAAENT-EXF 2T 47Ty b T+ —
LATE, ZHIEFFHLWT 7 ) n =2 AT HMBEDRNT T 7 RAXAT 47T, Cisco
SecureX 1%, A[fAEEHA L. HEMLZR[RRIZL T, Xy hU—2 =V RARA U b, 75D
F‘ BTV r—ya r2Kk0oexa V7 0 2k T567 7y b7 r—LhkZlTosZ b
S BB OREOEREMFLET, MET T v N7 r— A THINZ#EET H Z & T,
ClscoSecureX IEHERTRE 72 o i, EE LR, WO W F—LaMoa 7R L —i g
ZEBLLET, CiscoSecureX Tl BX=2UT 4 AT TANT I F ¥ 2l S THEESR
LR cE £,

T 7T AT A L Cisco SecureX 33 & OY Cisco Threat Response DFEAITIL, IRDE T 2 a VG
FNTHET,

« 77747 AL Cisco SecureX 5 & OF Cisco Threat Response DA Hik (21 =—7)

» Cisco SecureXRibbon % i L 72 AT DFEIT (25 =X—)

7 7 AT A% Cisco SecureX 3 L OF Cisco Threat Response & A L. Cisco SecureX 5 L
Cisco Threat Response CLL R DT 7 v g V& EITTE £,
KRN OBEE DT 774 T VA0S Web 7T — X FKRBLOERE LET,
Web LAR— FBEO LT v ¥ o 7 CTRILSNTEBEZRE, #E, BELET,
REINIZURL £/201EWeb N7 7 475270y LET,
o B LTo B IR U, R L7eBBUCR L CHERR S DT 7 v a v F T LE

o

s HEE R a Ay MEL TIRENAZREFEL, o7 A 2 LERZILALET,

CHEEOHD RAA DT vy T RERBHXZROBE, AR Y—27 7a—0th, £z
X Web RU S —2FHHTE7-0DIT F47 > FOEREZITVVET,

el

Cisco SecureX #5 & UF Cisco Threat Response (Z1%, KD URL Zffi L T7 7 A T&E £,

https://securex.us.security.cisco.com/login

Cisco Secure Web Applianceld i 72 & B HEIBERE 20 2 . B A LIk, 7 ey 7| EE
LES, £/, 72 OHKXEZE, RETOHRBEFREZT Y FY—2 0 RO L - T
i L £9, Secure Web Appliance & 3 = —/L CTifif T & BB R OFEMIZ OV T,
https://securex.us.security.cisco.com/settings/modules/availablehttps://xdr.us.security.cisco.com/
administration/integrations (2@ L. Cisco SecureX & AT HE Y = —/LIZBEI L T, [FH1E
# (LearnMore) | 227 U v 7 LTLIESWY,

Cisco Secure Web Appliance % SecureX & #5795 &, Cisco Secure Web Appliance @ Web 7 >
XU TF—EAPREEESNET, T ar A AT T b (60F) 1X. Cisco Secure Web
Appliance TOMBEIENJAKTHAE L, MADKBLET, EFITHET DI, G ORF
MHIRZ T 740 FD30 HvH 1 BELIEX2 HIZEMLET, 72720, ZOEMEIT &
Cisco Secure Web Appliance DE =4 U > 7 ODF M E L F7,
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7 754 7 >R & Cisco SecureX &5 & U Cisco Threat Response D#fi& /5% .

7 754 7 >R & Cisco SecureX # & U Cisco Threat Response D#i &4
%

£ 2:7 T34 7R E Cisco SecureX & U\ Cisco Threat Response DR & /3%

BRIERE B30
AT w71 AfERIF MR8 L £ 75 RS (21 ~—20)

AT T2 Secure Web Appliance €., Cisco | Cisco Secure Web Appliance C® Cisco SecureX
SecureX & 721% Cisco Threat | & 7213 Threat Response DA DA %ML (22
Response DG Z AN L E | ~—)

D

AT w73 Cisco SecureX T, 77747 |FEMIZHOWTIE, RESBRLTIZEN,
VARBETF N L LTEMN https://securex.us.security.cisco.com/help/

L. B4k LT, bk h—» o |settings-devices

AR L ET,

AT w74 Secure Web Appliance T, Cisco | Cisco Secure Web Appliance T Cisco SecureX
SecureX F 721% Cisco Threat | % 7213 Cisco Threat Response D%k (22 ~=—
Response D& §kx 5w T LE | V)

—éqo

AT v 75 BERDRI) LT E 9 Dl | BERDRE L7 L 9 hofad (234—)
BLET,

AT w76 Cisco SecureX T, Web & = | FEHIIZ W TIE,
VFr 4 T 7XI5A4AT A FE https://securex.us.security.cisco.com/settings/
Ta—/)VEBEMLET, modules/available 2R L C. Cisco SecureX &

AT HTDITWEETR Secure Web Appliance
FEVa—AEBERL, ILWEY 2—/LDIB
S (Add New Module) 1 %7 VU v 27 L T~—
VIR SN TODFIEZZRL T IZSN,

(bS53

\}

(GE) 9 TCIZ Cisco Threat Response D—H—7 70 M & BFHOEEIL, Cisco SecureX D —
W=7 B NEAERT HMEITH Y £ A, Cisco Threat Response = —H—7 7 hdnr
TA ANEH A LT Cisco SecureX (21 7 A » C&EET,

« Cisco SecureX CL—F =77 7 b ZAERT HBRTIE, BTEHET 7 B AMEAHEH L T
&V, HrLna—F—=7h 7 MfEfT 5121E, URL
(https://securex.us.security.cisco.com/login) ZfEH L TX—TIZB#EHL, v /oM =TT

el |
|
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. Cisco Secure Web Appliance T® Cisco SecureX = 7= [ Threat Response D #i& D HE 1L

[SecureX¥ A A>T H w7 FOVER (Create a SecureX Sign-on Account) ] %27 U v 7 L
FF, FLna—F Th s FEERTERWEEIE, Cisco TAC IZHEKE L CTHA— M &
ZAFTLIEE N,

« (TEFIHY—NEEHLTORWGEEDR) 7747 U4+ —/LTHTTPS (£ v BLV
T R) 443 R— FBRROFQDN IZH L TA =T N o TWDHZ L EHR LT, 757
A 7 > A% Cisco SecureX F 72 1% Cisco Threat Response (2B TE 5 L I L TLEE W,

» api-sse.cisco.com (NAM —H D | k}I)
« api.eu.sse.itd.cisco.com (BKJEE (EU) O2—HF DAHIZXFIG)
» api.apj.sse.itd.cisco.com (APJC =— D AT HE)E)

« est.sco.cisco.com (APJC., EU. B L ONAM = —HIZx i)

Cisco Secure Web Appliance T Cisco SecureX & 7= Threat Response D& D E 1L

FIE

ATvT1
ATy T2
ATv73
ATy T4
ATvTH

ATvT6
ATy T17

TTIAT AR A LET,

[~ FU—2 (Networks) ]>[Z7 7V K¥—EZEE (Cloud Service Settings) | Z %R L £,

[RRE DR (Edit Settings) 1227V v 27 LET,

[B%) (Enable) | F=v /Ry AxA Iz LET,

7 75 AT > A% Cisco SecureX F 72 1% Cisco Threat Response (ZH#i 9~ 5 72 D IZ M H 72 Cisco SecureX F 72 1%
Cisco Threat Response —/3—Z &N L £,

EHEEFEFEL, RIFLET,

HaFE- TG, [BEk (Register) | RF U NT T IF3A TV AZERINDENE I DEHERLET,

RDBERY

7 7T A T > A% Cisco SecureX ¥ 72 (% Cisco Threat Response (Z &k L £7°, aEAHIZ OV TiE,
https://securex.us.security.cisco.com/settings/modules/availablelZ 8 L T, Cisco SecureX & HH9
HEVa—NVERRL, HLWEY2—LOEN (AddNewModule) (%7 U 7 LTR_—
WCRH SN TV DL FIEEZ SR L TS 7230,

Cisco Secure Web Appliance T Cisco SecureX & 7= (X Cisco Threat Response 0 & &k

FIE

ATy I

[r> hT—2 (Network) ]>[7 77 K¥—EZXF&E (Cloud Service Settings) | (ZFE) L £7°,

B #%s


https://securex.us.security.cisco.com/settings/modules/available

saramLiEne >romz ]

ATY T2 [7T77U R —EREE (Cloud Services Settings) 112, fk h—27 > & AL, [BHk (Register) %7 U >
7 LET,

\}

() CLIZ{#iH L T Cisco SecureX F 721 Cisco Threat Response % & $k 3 51Z1%, cloudserviceconfig
av s REEHLET,

RDBERY
BRERDSEE LTZ0 & 5 I OHERR (23 =)

BRI LA E S D DHESE

» Security Services Exchange C, Security Services Exchange O A7 —# A Z a8 LT, 1IEHIZ
BerIhi-Z L 2B LET,

» Cisco SecureX T, [7 /31 A (Devices) | X—IZF#E) L. Security Services Exchange (2%
I TV D Secure Web Appliance® Rx L E 77,

)

GE) B Cisco SecureX ¥—/3—F 7= (% Cisco Threat Response H—/3—  (ERMN H D
lapi.eu.sse.itd.cisco.com) 72 &) (ZEIV R 585618, HMIZ Cisco SecureX ¥ 7213 Cisco Threat
Response 2> 57 7T A T 2 ADBEREMRER L C, 777 A 7 > A & Cisco SecureX 33 L U Cisco
Threat Response Dt 715 (21 <X—) OAT v THFATTHHLENRH D £,

77 A T A% Cisco SecureX F 7= Cisco Threat Response & #ia L7, Cisco Security
Management 7 7 A 7 > A % Cisco SecureX F 7= (% Cisco Threat Response & &7 5 MBI H
D EHA,

Security Services Excange (27 77 A 7 L AN IEF TR S 4172 6, Cisco SecureX (2 Secure Web
Appliance Web £ = —/LZBII L £, FEMIZ- DUV TIE, https://securex.us.security.cisco.com/
settings/modules/availablelZf#) L T, CiscoSecureX & #iET HEY 2 — /LA RINL, [#HLWE
Va—/LOiBEN (AddNewModule) [ %7 U v 7 LTA—VICREHEINTWD FIEZZR LT
<TEEW,

Secure Web Appliance T® Cisco Cloud Services ;R— % LD E 1L
1B

AT w71 Secure Web Appliance (21 71 > L7,
ATYv T2 [*y hU—2 (Networks) 1>[7 7 U K% —EZAFIE (Cloud Service Settings) | Z R L £ 7,

el |
|
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. Cisco Cloud Services R— % JL~® Secure Web Appliance ? & £%

ATvT3
ATy T4
ATy TH

ATy T6
ATy 17

[£%) (Enable) |27V v 7 LET,

[Cisco Cloud Services® B %h{t. (Enable Cisco Cloud Services) | T = v 7 Hhy 7 A&A 12 LET,

W72 Cisco Secure H—/3N— %34 L T, Secure Web Appliance% Cisco Cloud Services 7~ — % /L Z#&ft L £
7

EHEEZFEEL, IRMFELET,

BofioTnnh, [Bok (Register) | RZ V3 [Z7 77 R —EAFE (Cloud Services Settings) | ~<—Z
RRINDNE I DEHERLET,

Y

GE) CLI Z1{# | L T Cisco Cloud Services ﬂf~§/v%ﬁ§ﬁﬂlﬂ‘é Wi, cloudserviceconfig A~ N
AL ET,

RDEZRY

Cisco Cloud Services 78— # /LT Secure Web ApplianceZ %8k L 97, FEMIZ OV TIE,
https://securex.us.security.cisco.com/settings/modules/available (ZF®) L T, Cisco SecureX & &9
HEVa—NVERIRL, HHLWLWVED2—)LDENM (Add NewModule) 15427 U v 7 LT—
VIR INTWDFIHZSRL T EI VY,

Cisco Cloud Services /R— % JL~0 Secure Web Appliance D & %

FIE

ATy I

[y FU—2 (Network) ]>[Z T %7 F¥—E Z&E (Cloud Service Settings) ] ZBE L £7,

AT9FT2 [7F7 RYP—ERFHE (Cloud Services Settings) ] D FiZ, Bék h—27 & AL, Bk (Register) | %

70y 7 LET,

S
() CLI Zf#H LT Secure Web Appliance% Cisco Cloud Services A8 — & /UIZ X Ek T 5121,
cloudserviceconfig 2~ R&fEH L F I,
TTITAT LV ALART—= FTA B ARBEINL TV DAL, CiscoCloud ¥— B2 & HE4){l,
FETITBEERTE A,
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Cisco SecureXRibbon % & L 1= BRI #T D 1T .

Cisco SecureXRibbonZ M L =B B S T DEST
N\

GE)  AsyncOS 14.0 LR D /=Y g v inb X0 v 7 L— KT 5854, —R T w91 Cisco SecureX
Ribbon D—H#F & 72 0 4,

CiscoSecureX |%, FIfAMEDKEE ., BEMLOEBL, 1 v 7> MLV —72 7 e —oifud{b, &
BN T 4 T DWEEAT O O HOUREZ VAR — b L7, Cisco SecureX D7y b RE
1Z. SecureX VAR TT7 AU —2a v BIORY— LR THHTE £,

ZOETHHATAIARIL, KO LB TT,
* Cisco SecureX Ribbon ~D7 7 A (25 _X—)

« Cisco SecureX Ribbon B LRy A= a—2HH LImB SO0 Ir— A7 v 7
~OBEG OB (27 X—)

Cisco SecureX Ribbon [T 23— D FiA L ZH V. X v aR— FEBEBENOMOEX 2 Y
TR AZBE L CHLEREFESNE T, Cisco SecureX Ribbon 1%, IRDT A =1 L 85 THERL
ENTVET,

o [V AR DJEBMAE/N (Expand/Collapse Ribbon) ]

* Home

T —AT 7T

* Incidents 7 7"V

* Orbital 77" U

s[> Y v F A b (Enrichment) JHRERA v 7 &
o BLINXI S O R R

e
« XJE

Cisco SecureX Ribbon M FEAHIZ-DUN T, https://securex.us.security.cisco.com/help/ribbon % Z 8 L
TLZEW,

Cisco SecureX Ribhon ~D 74U X

1R BHHEIIZ

BHESME 21 =) ICHEBEN TV DA TR TORMHESREAHIZ L TWDHZ L2 MR L TL
7230,
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. Cisco SecureX Ribbon ~D7 Y £ X

A\

GE)  AsyncOS DLRID/N—T 5 Thr—R Ty I 2R EL TN 2bD & LET, ROFIETHAT
D& 9z, BIMOA 2 —7%EF Cisco SecureX AP1 7 A4 7> N CTH LW [Z T4 T > MD
(ClientID) 1 & [ AT v bdD—27 L v b (Client Secret) | Z1ERT D LENRH Y £9°,

Hﬁ& VEMEHL T, R=I D FESA 123 D Cisco SecureX VAR B ANS KT v 7T
EF7,

FIE

ARTFYT1 TT5A T ADHF L WebA o F—T =2 A RZa A LET, FHHIZONTIE, HLUVWebA > & —
T2 A AD Web LAR— F XR—=UOWEEZSR L T EEN,

AT w T2 [Cisco SecureX Ribbon] #7 U v 7 L £,

ATY T3 SecureXAPI 9 S A 72V hT[Z 747> MD (ClientID) 1&[27 747> b —2 L b (ClientSecret) ]
EERLE T, APLZ AT "D LT X )VEERT D HIEOFEHIZ DWW TIEX,  [Creating an API
Client] #ZM LT 7Z&\,

74T NID &Y TAT v RSAT — ROMERIFICIE, ROFPAZ IR L T 230,
* casebook
* enrich:read
* global-intel:read
* inspect:read
* integration:read
* profile
* private-intel
* response
* registry/user/ribbon
* telemetry:write

* users:read

« orbital (7 7 & AMEN B D4

ATV T TTIAT 2 AD [SecureX YRV ZEAT Z121FE S 1 > LTL &Ly (Login to use SecureX Ribbon) ]
FATRITHRy I ADAT v 73 THGLIEZ AT FID &7 TAT 2 bANAT—=FRE AN LET,

RT9 TS [SecureX U AR ZHEHTH121Em 74 L TL7ZE 0 (Login to use SecureX Ribbon) ] A 71 7K v 7 A
TWHE72 Cisco SecureX H— 2R L £ 97,

#he
N I
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Cisco SecureX Ribbon E & U ERY A1 —2FALHEIMOI-ODT—R T v I ~OEBEMRDEM .

ATv 76 [RiE (Authenticate) 127V v 7 LET,

GE)
2534 T7 2 MID, 2947 hRAT— R, B I WCiscoSecureX — 2 HfRET 55541, Cisco SecureX
VARVEEREZY v 7 LTCEMZBMLET,

RDRARY
Cisco SecureX Ribbon 35 L O Ry b A =2 —%H LI ESHT OO Dr — AT v 7 ~D
BESIR20BEMN 27 =)

CiscoSecureXRibbon B LU ERY hA a2 —ZFFAHALEEBESTDE-ODS—RTv4H
~NDEEXR DB

458 HHEIIZ

T T AT 2 AD Cisco SecureX Ribbon & B Ry b A=ma— T4V xy MITZEATDHIZ
X, 79472 IDETTATV FRAT—=RERASLET, FIZ OVl Cisco SecureX
Ribbon ~D7 7 A (25 =) LT ZEV,

FIE

ARTFYT1 TTI5A T ADH L WebA v F—T =2 A RZa A2 LET, SHIZONTIE, HFLUVWebA > & —
Tz AD Web LAR— h X—=V O EEZBL T ZE0,

RF T2 [Web LA— | (WebReporting) ]~<—U~BEIL T, 34+ 2B (bitly 72 &) OHIZHLERY b

U EJ Ry o7 LET,
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. Cisco SecureX Ribbon E KU ERY A Za—ZFALERBEIHDFLHDT—R T v I ~DOBEERZDEM

4 421fe2823b55a29d7eea53def.. a Ry

B SHA-256
AMP for Endpoints

File trajectory

Search for this SHA256

Add SHAZ56 to custom detections File...
Threat Grid

Browse d21fe2823b55a29d7eea53de...

Search d21fe2823b55a29d7eeab3de...

Umbrella
Sample view for d21fe2823b55a29d7...

WD FIE AT LET,
cT T4 T — A B SE BT AT, B R esy s LET,
CH LW — ARG 20 B 1, @ Ra a2 Y v s LET,
GE)

ARy hA=a— @ R UEERLT, R—2 VBRI NTMMOT /S A 2B ( AMP for
Endpoints 72 &) ZEARy ML, WESTOMELFITLET,

ATv7T3 Em’ NI — I NV EE DY, n“‘(& a7V LTr—RTy I ZRE £, BUIKESRHL
WEZIBEFEO T — ABM SN2 E D e R L ET,

AFvTE (ATFvar) | RELEIU I LT, AA M, B EREAEES—R Ty 2ISEMLET,

)

CE) BB OB R ZRET DITE, RO 2 SOFIERH Y 7,

 Cisco SecureX O[> U »F A > | (Enrichment) ] - . . AR v 7
a7 L, BRIMREHRELET,




Cisco Secure Web Appliance & Cisco Umbrella D#fi & .

» Cisco SecureX Ribbon N [ — A7 7 (Casebook) | 7 A 2 %&7 Vw7 L,

v Observables (5) 14 0@ 0° 40

74—V RCEHSREBRBELET,

Cisco SecureX Ribbon D FEAMIZ-SUN T, https://securex.us.security.cisco.com/help/ribbon % 28 L
TLTEENY,

Cisco Secure Web Appliance & Cisco Umbrella D&

ZOETHATINET, RO LEY TT,
* Cisco Secure Web Appliance (SWA) & Cisco Umbrella (22T (29 ~—2)
REDIODITA T4 (30 =)
e RNY—x U FOFIE (30 ~—)
« Cisco Secure Web Appliance & Cisco Umbrella #5795 Fik (30 ~X—)
« Web AR r— L #ERiE U A FORRE (34 X—2)
« AD 22— —F /2 |X AD VL — T DF%E (38 N—)
* Microsoft 365 D AHNMEDFIE (39 ~—)
ARV —DOBEEHL R —DIEFAHT (39 3—)
c TRy IITWNER—VDEFER (40 ~—)

e Cisco Umbrella > — AL A ID (40 ~X—3)

Cisco Secure Web Appliance (SWA) & Cisco Umbrella (2D T

Umbrella [, A 2D 7 T 7 K<X—2X Secure Internet Gateway (SIG) 77 v b7 4+ — AT,
A B =y bR=ZDEBIT T DEHAZEEO LV TR L £ 9, Umbrellaid, %=
T Web7—bUxA, 7747 75—/, DNSLAYEF2YT 4, BEXOXIVTTRT 7%
AtXxaUT 4 77— (CASB) HREZMAE LT, VAT LAEZBBIOIRHELET,

Cisco Umbrella & Cisco Secure Web Appliance D#fEG1Z &L ¥, Cisco Umbrella 2> & Cisco Secure
Web Appliance ~D 3L Web N U & —DRFINAEZ 12720 97, Cisco Umbrella & v ¥ =2 78—
REFEHLTRY O —2FELLY, v /2R RLIEY TEXET,

CiscoUmbrella # v ¥ =78 — R THEWeb R U o —%F&ET D L, A U 2 —IL Cisco Secure Web
Appliance |27 > ¥ o2 SPLET, ZTIDHDOKE Iz Web R Y & —D LR — 7 —Z % Cisco
Umbrella {226 0 X X 41, CiscoUmbrella % v ¥ =R — RCHEHTEE3, LAR— T —XIZiE,
ZMINTZURL, ZDOIP 7 FL A, URL BSFFR ST By 7 ST EDIERNE E
ET,

& URL Z{#if L T Cisco Umbrella {27 7 A TXx £9,

el |
|
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B scorvnnqrsqcy

https://login.umbrella.com/umbrella

FEAMIZ OV TCIE,  TUmbrella Integration with Secure Web Appliancel] &2 L T 72 &0,

HMEDE-ODHA K42

» Cisco Umbrella TT /3 A A DX GEA IEH 258 T 9 5121, Cisco Umbrella FHi# T4 %h 72 i BH
DAPI ¥ —LtF—r—7 Ly FEREGELET,

s Web R Y —%1E LSBT HI121%, FEHEANY R E BT Y % Cisco Secure Web
Appliance DEHT DO AT T VICHEH L E T,

IVRY—IVFDOFIE

WD 7 v —F ¥ — ML, Cisco Secure Web Appliance & Cisco Umbrella Z &3 H72OD T —7
7ur—%R~LTVET,

P~ 7N\
(1) Review the 3) Complete
Secure Web prerequisites the Cisco
Appliance UmbreIIa
registration
2 ) Generate the 4 Confirm the
Cisco APl key and Secure Web
Umbrella the Key Appliance
Secret registration

Cisco Secure Web Appliance & Cisco Umbrella Z#i&9 %A%

% 3: Cisco Secure Web Appliance & Cisco Umbrella %#& 5 5 5%

BRERNE Ed ]

AT w71 Cisco Secure Web Appliance C. HIfZSEMEAME | ARSI (31 ~—)
RBLET,

AT w72 Cisco Umbrella T, APl ¥ —& F—3—72 L v | [Generate API Keys and Key
M EAR L ET, Secret]

AT w73 Cisco Secure Web Appliance T, A 2 X%§k% | [Cisco Secure Web Appliance
FETLET, % Cisco Umbrella |2 8§k 9% |

AT w7 4 Cisco Umbrella T, Cisco Secure Web Appliance | [ BENKI L= E 5 0D
DGR A MR L E T, Wezn
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Cisco Secure Web Appliance TLA F & E4T L £,

e Cisco Umbrella |2 1FE U < #5e4 5121%, Cert N> KL (' ZaDfEfH T 5 /L— MEFEHHZE
N RV :22) ZHEHLET,

* Cisco Umbrella 72 5 DA IR Y O —Z EFICRET HICIX, a7y 53l
(107) #58H L ET,

« Cisco Umbrella O /L—/ L& > b THTTPS A ' A7 ¥ a U2 > T LH5EEIE
Cisco Secure Web Appliance T HTTPS 7' & % L 2 FE AN L £,

* Cisco Umbrella D/ — LV TER L7=T 7V r—3 a3 URE & IEFICA#T 5121%, Cisco
Secure Web Appliance C[t ¥ 1) 74 H—E X (Security Services) | > [fEHAHFTa > k
B—JL (AcceptableUseControls) [IC#EIL, [7 7V Fr—a Okt Ll (ADC)

(Application Discovery and Control (ADC)) ] =A%z L £,

« AD 7 Cisco Umbrella |Z#t & S 4L TV 555 1%, Cisco Secure Web Appliance T Active Directory
(AD) VAV L ZBELET, IEWARAD a7 2 & FAfrary bu—F 23252
LEBEIDLET,

« AsyncOS N— 2 151127 v 77 L — KT 5120E, A= IA B RET 7T 47
T D MERH Y £77,

cWEEER > RT =2 BT Y w7 Ry MU —ZIZBEAT DT D Z &, £721T Active
Directory 7% Cisco Umbrella & #t G SV TWDH Z & AR L £7,

Cisco Umbrella TLL T #5E4T L £7°,

Cisco Umbrella @ [F— A =2—7" (Key Scopes) ] Z# i LT, [APIF¥— (APIKey) ] & [F—
>—27 v b (KeySecret) | ML ET, F—DEMTFIEIZ OV TIE [Cisco Umbrella SIG
User Guide] 2L T 7230,

\)

(GE) * [APIF— (APIKey) ] & [¥—>—7Z7 L v I (KeySecret) ] ([B¥ (Admin) ]>[API¥—
MMKw9])%é&?é%ﬁ\%ﬁ®ﬁﬁﬁowT\Mh (Auth) ] (FEZxHR Y BEHT)
ELT[F—A=a—7 (KeyScope) | Z@#IRL ., [BEAEIIBREFHT T I7A4T A
(Deployments/Registered Appliances) | (FEAHY F7213FEEIAAL) & LT [BEFEHT
747 A (Registered Appliances) ] ZBIRL TWAHZ L2 MR LET,

o [BERF AT 7T AT A (Registered Appliance) | X— 1k, HRhRY T ALY Fva v
TOHFRTEET,

Cisco Umbrella 7> Cisco Secure Web Appliance 8 U & — &R EB L OEH T £ 7,
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. Cisco Secure Web Appliance % Cisco Umbrella IZ&$33 %

Cisco Secure Web Appliance % Cisco Umbrella [Z& %9 %

FIE

AT T1
ATvT2
ATv73
ATv74

ATy TH

ATvT6

ATy 17

ATvT8

Cisco Secure Web Appliance (22 71 > LE T,

[rv bT—% (Network) ]>[Umbrelai%®E (Umbrella Settings) 1% &R L 7,

[BREDME (Edit Settings) %27 U v 7 LET,

[Umbrellai% & (Umbrella Settings) ] C. [API&— (APIKey) ]. [API- —7Z L >  (API Secret) ] = AJJ

L. 5%k (Register) |27 V> 27 LET,

Cisco Secure Web Appliance 238§k S5 &, BN A v E—UNRRINET,
()

Ml A E—=T 2 AN LTA U E =2y MIT 7 EATERWEGS, N7 Vw7 RAL Y
(api.umbrella.com) ~D7 7 A X7 1 v 7 i1, Umbrella ~D%&kH KL F97,

Cisco Secure Web Appliance & Cisco Umbrella [ O#&pi 2 Bilaa 3 2121%, ~A TV » RAR Y U —Z2 {22

HZMENH Y ET, BT HITIE, [ 7V v KA Y v— (HybridPolicy) 1T = v 7 Ry 7 A% 412
LET,

Cisco Umbrella T E S 4172 Web AR U 2— L AR — 7 — & % Cisco Secure Web Appliance 7> & Cisco Umbrella
LR—= M vy aR—RIZHET DL, [/~ 7V v RUAR— K (Hybrid Reporting) | F = v 7R v 7 A
ZA T LET, CiscoUmbrella v & 2R — R, SMB27 F 47 2 FDIPT KL AIZHASU T Cisco Secure
Web Appliance L' AR — 7 —% % 7 ¢ )L ZILER L £,

GE)
NAT Yy FRY =2 WHTLHE, "AT VU v FUR— MBBEHTRD £,

[V—AA X —TxA A (Source Interface) ] K> 7" Z 7 U X ~pb [HH (Management) | F721%
[7—% (Data) ] %#i®IR L EJ, Cisco Secure Web Appliance |d, [7—# A~ — b (DataPort) |31 > ¥ —
TrxA AL L TREINTWAGHEIZOR, [T —4 (Data) | A ¥ —T A A%RRLET,

EHzEEL, REFLET,

RDZARY
GRS LT3 & D IR (33 =X—)
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\)

GE) [ 7V v RARY ¥ — (Hybrid Policy) | F = v 7Ry 7 AEHMNTHE, RY—Nn
¥ XL, Cisco Umbrella 7> 5 Cisco Secure Web Appliance (27 > ¥ = SE T, HU —
DTy vaPNRfTdL, 2=V —[TEF ANV THRMEZTLILENTEET, 0@
ML, [PATLEE (System Administration) 1> [75— b (Alerts) ] T[V AT A
(System) 1 77— h & L THRETEET,

e ATV RLR— MEHMZT 5 L. CiscoUmbrella TREE S 472748 U 2 — @ Cisco Secure
Web Appliance L' 7R— k7 — & D&M Cisco Umbrella L' 78— MMZEfF S ET, LAR— b
7 — 4 71 Cisco Secure Web Appliance |2 L - THEE SN2 WEE, 22—V —XE A —1L T
WHZZITHZENTEES, ZomHL, [PATLEE (System Administration) | >
[75— bk (Alerts) ] T[T A7 A (System) | 77— hELTRETEET,

BRI LA E S DD

Cisco Umbrella C, [EFA (Deployments) |>[3 774 T>T 4 T4 (Coreldentities) |>[&E &
FEHDT T54F7 2R (Registered Appliances) [»—IZBE) L, Cisco Umbrella |26k S
TV 5 Cisco Secure Web Appliance 7 /34 A& F/k L £,

)

GE) o BRI D Cisco Secure Web Appliance D A7 —# A&, Cisco Secure Web Appliance ™
[Umbrellai% & (Umbrella Settings) ]-2—3"C [/~1 7 U » K&K Y +— (Hybrid Policy) ]
Frxv IRy 7 AeX N LIEHBBRICOR, 77T 47120 ET, ThISOGE,
Cisco Secure Web Appliance 7 /XA AD AT —H A XA T T A > TH,

+ Cisco Secure Web Appliance @ [Umbrellai% & (Umbrella Settings) ] X— T[N A 7Y v K
A VU v — (HybridPolicy) 1 & [/~ 7 U v KL AR— |k (Hybrid Reporting) ]DF = v 7 K v
J A% A A LI2A . Cisco Umbrella DNA 7Y v RLAR— FNDAT—X AIT I T4
JIThY £,

R —[FRIHID AT —F AREBDELS . AT —H AT —I N EEDbERLTT— Ry
—UNRERINET,

e AR V—RIDAT —Z ANEET A AL DN W TH 50, AT —Z AT H—Y
Nefbdd EROBEA ye—VRFERINET . [—E8OI—Y—/TIL—THEE
HRETHEWVWADIARIAFLIEIRASM O FA—=5DIL—LIL—)LEy FTERS L
TWAI5E1E. [ER (Deployments) 1>[E&%E (Configuration) ]1>[t 4 k & ActiveDirectory

(Sitesand ActiveDirectory) 1 ICBEIL TIS—DFMZRERL. BELT SN, (f
a few user s/groups have been selected in rules/rulesetsfrom AD Connectorsor Domain
Controllerswhich arenot in a healthy state, navigate to Deployments > Configuration > Sites

and Active Directory to seetheerror detailsand fix it.) | AD OFffl & RN S L7z —H—/
TNh—TDFHRE, BEA -V THRTEET,




. Cisco Umbrella A\ & O Cisco Secure Web Appliance 0) & $% 2%

Cisco Umbrella Ul D [B&kiF T 77 A 7 > A (Registered Appliances) |"—IZH D[RV v —
D72 (PolicyPush) |47 a Va5 &, BE L Web AU > —Z %R L7z Cisco
Secure Web Appliance (27 > 3 = TX £,

Cisco Umbrella 7 5 @ Cisco Secure Web Appliance 0 & £%fi# R

FIE

AT w T 1 Cisco Secure Web Appliance (217 71 > L 7,

RTvF2 [y kT—% (Network) ]>[Umbrelas%E (Umbrella Settings) 1% &R L £,

ATv T3 [REOHE (EditSettings) 1227 Vv 27 LET,

ATy T4 [1n4 Ty KR — (Hybrid Policy) 1 58X [/ Ty KLER—F 1 >4 (Hybrid Reporting) ]
Frxv IRy I AEF AT L TEBZLET,

AT9TS BERARMFELET,

ATy 76 [APIF¥— (APl Key) 1. [API>—%2 L b (APl Secret) | # AL, [ZEkfEkR (Deregister) | %7 VU v
7 LET,

Cisco Umbrella 237> > o L7eR Y U — % REFT 2 0HIBRT 20 EFRA06ET, [1F (Yes) | &R
% & CiscoUmbrella 37 v =2 L7eAR Y r—1F, ZHER 2 I v b IL7#IZ Cisco Secure Web Appliance
NHHIREET,

CiscoUmbrella L R—F 4 29 Xy aih— KORT
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