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}\ sethostname %iﬁﬁg LT < 77:_ él/\o

Rits+vER I


http://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117934-technote-csc-00.html
http://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118027-config-wsa-00.html
http://www.toptip.ca/2010/03/change-secret-configuration-parameters.html

RS L UERR
. N TARALSE YT« BEAT Kerberos 325F % 1T 5 1= ® Windows Active Directory IZFH 1T 5 —EX 7ho Y FDER

N TARALSEY T 4 BT Kerberos 23 %17 5 1= ® Windows
Active Directory IZHE T H5H—ERX 7HD Y FOER

Kerberos iBal C/NA 7TXA T E Y 7 4 IZBATHRENBEL TWDHEAIE. ZOFIEEFEHL
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T,

2. SPNZEMLET,
WD X T setspn -s A~ REMHALET,
setspn -s http/highavail.com hausername
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7T A4~V AD OEIRN A 7D E TOR |75 ~ 80
i
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) UFTDA7varva&ELET,

FFTay 58H
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(External Authentication Cache Timeout) | DNAEGERIEY LT vy VERGET DI, 7 7 4V MMZ
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P = R=NEDHENIR VAR AFFL A | AsyncOS 23— 3= b D 7 = U —(Zx8 9 D I0E & Fei 3
A 57 7 & (Timeout to wait for valid L%,
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7 v MIBESTT T, [ e AE A M (Kerberos High Availability) 12727 v 2 > T%
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s RAA VEBE I N—TEEIT AT N ARV —F TA—T DA N—Th
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« Active Directory TO/XZ T — K Ut v FHERR
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HERR T,

CIGAUT Y N AL CBINEEET, FE— RSB T4 7 L. Windows
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+ Windows Resource Kit ® kerbtray > —/VZ i LT, 7 74 7 ® Kerberos 77
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HERR & R AL AMERETUSHEAH T D Z L 2R LET,
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» Secure Web Appliance D% i :
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i

ntlm.example.com
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ELTERETEET,
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¢) Active Directory LT 7 Ma Ay 7T oy (=P —4L4BILOR T L—X) &5
EL, [TAv> NO1ER (Create Account) | %7 U v 7 LET,
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axX &
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ActiveDirectoryZ{#FH L
TEBL—Y—#AZEHE
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I dentification using Active
Directory agent)
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« 7T AT AN Active Directory I[CHERET 5 & EICT VX NVEL ERLE
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b)
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NATRAZEYT 4 7 FAZOIPT R RAETIIHRA MMITKHET 2 SPNIZBES T b T
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2TFv 710 (HEE) [T A FER#E (StartTest) 1227V v 27 LET, 2L, 22—V —REBIZENLEHEHAL
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NTIMtF% = U7 ¢ &— K& LT ldomain] ZEHT D54 1%, A k L7 Active Directory
TN—T DI EMA L ET, Active Directory 7 /L— 7N F A F ENTWRWEEIE, T
AN MED Tads) #EHLET, ZOHA RO [av R4 A2 —T xR
D M E w7 T setntlmsecuritymode LT TIEE N,

Secure Web Appliance D HL/EDHFZ] & Active Directory H— /SO HAERZ % [Lig LT, D
Z=M Active Directory h—/ "D [ B a—% 7 v v 7 RO KE KRR (Maximum
tolerance for computer clock synchronization) |4 7" a2 > CHE I TW AR 2 2 T
RN L EMRBLET

Secure Web Appliance/ 3t ¥ = V7 4 FELT T4 T UV ATEIHINTWAEEIX, Bid
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« NTLMSSP D&%, 2 9A T F 77UV YA 4 (SS0) R ETE F
T, TN YA UF L ORE (1335—) ZBRLTLIEE N,

BHONIIM LILLE RAAL VDFERIZDINT

PDLFOL— %, O NTLM LV AL E RA L U EERT RIS LET,

« Bx K 10 O NTLM ZBiE LV A& BT & £7,

e HAONTLM LIV LD FA T MIP T RLAD, BIONTLM LIV LD 7 54T kP
T RUVAEEMBELLZWEIICTHLENRH Y £,

« % NTLM L /L A% 1 2D Active Directory K A A NZDHRBIMTEETHR, £ORAA
PEFLTNDEHHDDH FAL Y Oa—HF—%FRIAECEET, ZOFEHEIZ, M7+ LA
FADHD R A A NZT 7 40 b THEH S, D7l Eb—HHOEEPGFEL TV
TH VA RO RAAL SEHAINET,

« BEFEONTLM LV AMEFE L TORW R A A Da— P —ZFBEET 5I121E, B NTLM
VIVAZEER L E7,
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ATvT1
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ATvT4

1R BHHEIIZ

TTIAT VANDEEDRKERFR—F (49152 ~65535) N7 7 AT U F—)L Ty 7 &
NeNWZ LR LET, TNOOR— NI, FERMZ V=T Ny 77 » TEREFTT HH
ERHVET, INOLOFR— 2Ty 7358, Wil — 7 — N EAET D AREEN H
nET,
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LIV BB OB —_R—2RELTZEE. T7I9AT VA E, TDOLILLND N TP 730D
SEFIC RS A F TR K 3 DOBAEY — N — T2 R A £,

TTIAT Ak RALNIBMEEET,
a) Active Directory 77 V7 > N ERELET,

B L

Active Directory K A A > | Active Directory —/3—D KA A >4, DNS RA A VE-idLrad
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NetBIOS K £ A >4 X FU—27 TNetBIOS #fEHT 285G1L. FAAL A E AT LET,
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AVEa— X TATY N RAL LV EOay B a—F % —EHIZHRIT 5 Active Directory =2 > &' = —
(Computer Account) ZThor s Gk T~ A58 T7 o b)) BPER SIS, Active
Directory K A A INOGFT&ERE L 7,
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PICHIBR SN DA, BEHIBRO DR#ESh TWHar T FRIca v
Ea—8 T7hU NOYGFHERELET,

B TEDL RAAL U Ny |LVADFEEHTE D RAAL vy 7 7 v 7 OEMEERIET 272012, [{§
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ELTERTEET,
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B A A
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LTEBI—Y—FA | ——4 L 2T 7R T 50 EMAT 2 LGREOH 2 A LE
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ATFYT8 Xy hNI—27 X2 UTF452B/ELET,

BRE EBA
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« 7T AT AN Active Directory |[ZHEE T 5 & X IZT VX NVBL ERLET
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« PRIBREZ S,
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EE) [T A I\Faﬁi#‘ (StartTest) 1227 Uy 27 LET, ZhICED, 2—F—DRFHEEITEZNO 2L
TRRAEEZ T DA, AN ULTEREEZT A ML TIELWNE I EHERTE £,

ATV T EBEEZEXEL, BRELET,

LDAP SRS L L LD1ERK

1R BHHEIIZ
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TWA7 a7 LRI THD Z LR LET,

FIE

RAT9T1 [y hT—2 (Network) ]>[#%F (Authentication) ] Zi&R L E7,

ATv T2 [LVA%BM (AddRealm) 1227V v 7 LET,

ATV T3 FHFLEAR—ALFERETEEH LT, BREL VAL —BEOL4RTEZEI D Y TET,

ATy T4 [§§§E7OD k=v & 5 (Authentication Protocol and Scheme(s)) ] 7 « —/v K C [LDAP] &R L 77,
AT 975 LDAPGEREDREE AL ET,

Bt 568

LDAP D/ 3%— g |[LDAP DNX—U g U AEIR L, B =27 LDAP 245008 9 A @i LE£9,

v (LID)AP TTTAT A, LDAP A=V 3 V2 BL O3 PR - hLTVET, EXaT
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LDAP #—/3—
(LDAP Server)

LDAP = X—DIP 7 L AFEZIIAR A M, BIOFR—FESEZANLET, &K
3OO0 —N—ZFFETEET,

ANDZS ]\%ﬂi‘ %éﬂ%ﬁl’fﬁ ]‘7{/]’ V%T&)éﬂ\gﬁ)ﬁ) ) iﬁ‘o fﬁ'J . ldap.example.com, P77
RUABRREBIRDIZ, 7T T7A4T A TRE STV D DNS #—/3—7% LDAP H#—
SO A N BT E ROHROHTT,

FEAE LDAP OF 7 4 /L hDOAR— FE 1L 389 T, BX =27 LDAP OF 7 + /L FDFE
213 636 T,

LDAP H#—/3—273% Active Directory —/S—DIEE, FAAS L ar e —FOKRA b
BEIIIPT FLA, BEXOR—FE2 AN LET, WRERIRY, Zu— L Zu s
Y= N"—DAFTE AL, A= F328 A LET, EL, Frm—L B Fns
T NN T GETICH Y, v—T AL ary tr—FDa—F—D
HEBIET HMEN D HLE51E, a—V RAf v aryhe—J%2FHT52L84T
TET

FEo VAV AICEE ORI —R—FRE LTHE. T T I9A T VAL, FOLILVAN
DTV T g OEFFIZRIT 5 £ TITRK 3 DO — N — T2 A F
‘j‘o

AsyncOS /X—7 3 115 LI TIL, LDAP/NTLM (KA A a3y ho—F#F) D%
EIAVE =T oA AR ETEET, [EEXA I —T 4 ADEE (Set Source
Interface) | F = v 7Ry 7 A%F L, Ray Xy UoNbEETLA v F—T oA
A BN L ET,

LDAP £Ffse A0
(LDAP Persistent
Connections)
([FEAMRE E
(Advanced) ]&
7 ardT )

LU DEDO W2 @R L £,

o [RBEHIEEE O (JEHIBR)  (Use persistent connections (unlimited)) ], BEfFO4%
AR LET, BRHTE BN 2WEGAIE. FrLWERAHE ML ET,

« REEHIESDEA (Usepersistent connections) o BEfEO#Sw A LT, fEES
NI OFRIHER LET, RKAEICET S L, LDAP Y —/N—~DHF LB
eI SET,

* KRR ERZ A L 4Ly (Donot usepersistent connections) ]o 473", LDAP % —
IN—~DOF LW AR L E T,
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a— P33
(User
Authentication)

LUFD7 4= RIZEEZ AT LET,
[R—Z#HAIE (R—X DN) (BaseDistinguished Name (Base DN)]

LDAP 7 — 4 XR—R XY VU —HDT ¢ L7 NUEEIZR->TEBY, 77747 A%
NR—ZADNZHEM LT, LDAPT 4 L7 b Y U —NO@EY LGB E L, K%
BAtG L E7, A7 ~X—ZA DN 7 4 V& LFHNX, object-value JEHD 1 DL ED =
VIR— 2 MR ENFET, 72 2, rdc:companyname, de=com] DX HIZAT]
LET,

GE)

OV —RIT v 7T —RLEHET, 207 14—V KBRZEDOYA. LDAP FBFED
[7 A hBA4h (Start Test) | ZRITTEEHA,

[1—H—&EH% (User NameAttribute) ]

UTOEDOWT NN EIRLET,

s [uid]. [en]. [sAMAccountName], —H%—#%Z$EET S, LDAPT 4 L7 FU T
— B0 ID,

s [ARA L (custom) ], Tuseraccount] 7R EDH AZ L ID,

[A—H%—T 4 J)L2 Y T)— (User Filter Query) ]

a—YP— T4 H J Y —L, 2—F—DX—ZADN % R} 5 LDAP R 7 1 L&
TY, I, 2=V —=FT 4 L7 FhUNBX—ADN D FOREIZH 56, £-13%
Da2—HP—=D_X—ZADN DL —HW—[FHFaLR—F MIual A VAREENTNR
WIGAIT BT,

UTFOEDOWTNEEIR L ET,
s[5 L (none) 1o T X THOZ—HF—%HHLET,
s [ARA L (custom) |, =—H—DRFED I/ N—T %M L ET,
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73:”"—‘71/7%* oS ‘H“'—'/\"—Z)‘E%&I) %X FANBNE 975 %%?RLET

SN QUY | spp iy SEA S T ) — AR ARSI, [P — Sl A ORI RS L
Credentials)

LDAP H#—/3—7% Active Directory t—/N— D551,
NA Y FDN =P =M% AT HIEHTEET,

iﬁ" (Server Accepts Anonymous Queries) ] 721%3?)_&' LET,

PRRE— R—REL 7 = Y —EZITF AN WSS
DN) 1 #EIRL, LN DOIFHREZASILET,

X, [/3A > F DN %M (Use Bind

*[/N1 > K DN (Bind DN) To
Y= = D —H—,
ET,

LDAP 7 «( L7 kU OMERZFF Al Sii=4M5 LDAP
W, S Y FDNIET 4 V7 ) BERORBR X

-[/€Z7I/ X (Passphrase) ], [/34 > FDN (BindDN) ]7 4 —/L RIZ AT LT

Z—P—ZBEM T DN TWNDRAT L— X,
PLFOT %A ME, [/ > KDN BindDN) |7 4 —/v RIZA ST 5 2—F =D %
RLTWET,

cn=administrator,cn=Users,dc=domain,dc=com
sAMAccountName=jdoe,cn=Users,dc=domain,dc=com.

DOMAIN\username] DI T

('fii) 7/1/‘_‘72]_7/:1‘-& }\if_i:l‘—‘ﬁ_ FTTo ]\%jl\bf[yﬂ/ 7ntun

(Group Authorization) ]

EAX—T ML, BIRLEAT Va0 2R ELET,

GN—TFATxH |5iA

kER%E

IN—=T F T2 | ZDOITN—TICBT DT R COa—Y—% 1 2 +95 LDAP BMZEIRL £9°,

NND T N—T R
N—2y TEE
(Group Membership
Attribute Within Group
Object)

LI OEDOWFUnz2 @R L £,

« [member] #5 £ 08 [uniquemember], 7 /L—7 A > /3A 4T %5, LDAP 7 4 L

7 M) T—EDID,

¢ [ARA L (custom) |o [userinGroup) 72 E DA AKX AID,

TN—T G E
P (Attribute that
Contains the Group
Name)

RV = T N—TORETHEHTED I N—THEREE
iﬁ‘o

ATOEDOWT a2 IR L E9,
IN—THEBETDH, LDAPT 4 L7 N T—EDID,

95 LDAP B A 8IR L

* [en]o

. [j] A A L. (custom) I8 [FinanceGroup) 72 E DI A X A 1D,
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IN—TAToxy

hERRE
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R AVES/ NN
=T NE D D i
M%7 =)

(Query string to
determine if object is a
group)

LDAP A7V =7 " a—W— F—TF 2R L THOENE I E2H 5345 LDAP
M7 4 VH BN L E9,

T OEDWT 2R LT,
« obj ectclass=groupofnames
« objectclass=groupofuniquenames
« objectclass=group

s [ARAL (custom) ], [lobjectclass=person] 7ZEDN AL L 7 4 )V H,

22V —llEkoT, RV = N —7THEMATE L2 —#OFRIAES V—T N E

LIhET,

1—H—F TSI b
BE

Bl

2—P—F Tk
WD T N—T R 73—
vy 7JEM (Group
Membership Attribute
Within User Object)

ZOa—PF—=RETHTXTOI/N—T% U A T HEEZRINL £,
LT OEDOWT I NZ IR L £,
* [memberOf], =—H— A NZF{ET S, LDAPT 4 L7 MU T—EDID,

. [jJX’)" L. (custom) 1o [UserInGroup] 72 E DN A X A ID,

TN—T A=y
7 J&MEIZ DN (Group
Membership Attribute is
aDN)

TN—T A=y TEMENR, LDAPA T V=7 NS T 2514 (DN) T
HHINE I DEIEELE T, Active Directory h—/3—DHH1T, oA T a v
EARX—T M LET,

INEARX—=TNMILIEEAIE, UTFTORELIEET 2HLERHY £,

TN—T 4w Em et
(Attribute that Contains
the Group Name)

TN—=T A=y TRENDN TH LA, R v— FN—TRETT

N—T4E LTHEATE 2 @MEEEELET,
LFOEDOWT AN E IR L E9,
s[en]e FN—T R EFRET D, LDAPT 4 L7 U T—ED ID,

o [ARA L (custom) ], [FinanceGroup] 72 EDH AKX AID,
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EXTE

A

FT = NI N—
TINE D I ERIT S
27 =V 30551 (Query

LDAP 7 V=7 " a—H— T—T%RK L TNWENE I %4545 LDAP
WMRBETZ7 4N FEBERLET,

LUFOEO W2 IR L £,

string to determine if
object is a group) * objectclass=groupofnames

* obj ectclass=groupofuniquenames
» objectclass=group

. [ij@A (custom) 1o lobjectclass=person] 7REDN AKX L T 4 )VH,

F.oox)
JL—TNE

—|Z X > T, Web Security Manager KV > — G T& 5 i
HINET,

DFRFES

ATvIT1 (EE
a)

b)

) :L‘_“'j:_c:ij"j‘}:)%%g LDAP i v nJ—.E% 733 Liﬁ‘
[FMEEREEZ =V (External Authentication Query) | Z#IR L £ 7,
=P =T E/BELET,

AN—X DN (BaseDN) |#®RFEZFIETAHIDAP T4 LY b V) —HNOBEUEIGEFTICEEIT 520D

/{_Z DNo

7 ) LFH —#ED ntuuﬁ&/v“—7%3@ﬁ—71)“— i -

(& (objectClass=posixAccount) (uid={u}))

F7x

(& (objectClass=user) (sAMAccountName={u}))

= NIV SN N
S Y A ATy 1
(Attribute containing the

LDAP gt (] : displayName, gecos) .

user’s full name)

c) (&) RFC2307 77U MAZIMIIR LDAP BIEICE S & AR T I o v Mim 71 )

S ET,
a—H—D I )—

d) TERERET 572 =2 AT LET,

I ND2—P =D LDAP /L —7 IR LY, FTnFha—Y— o — RN EiR 38545803, &

HIREH 20— /L DT 7 AFFADN AsyncOS I K > CEDa2—V— It 5 S FET,
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T RUVREFEHLRZNWEIIZTOMERH D £,

« % NTLM L /LA 1 2D Active Directory K A A SNZDHRBIMTEETR, ZORAA
PEFELTNDEHHWDDH FAL L Oa—HF—%FBAECEE4, ZOFEHEHIZ, M7+ 1L X
FADHD 8 A A NZT 7 40 b THEH S, D7el Eb—FHMOEENPFELTVD
T A VA RMNBO KA A T S ET,

o BEFEONTLM LV ADMEFE L TV W R A A Do —P — 232831 5121%, 1B NTLM
LV AEERLE T,
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PRREL IV AR HIBRT 2 LEIET 2 ID BT B —T7 20 | L BEETARY =D
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4O HREIIC

UUFOMEEZ LSBfEL TRV T 7230,
* fth nEOD%E& (46 N \\/)

nunﬁ@%ﬁy Binnu 1/7‘//’\7/1/ £ B HNGE

n¢ﬂ (51 N ?7)

ATYF1 [Fy bU—2 (Network) ]>[#2FF (Authentication) ] ZEIR L £,
RTY T2 [7Ta—rULREETRE (Edit Global Settings) %727 U v 7 LE7,

ATY T3 [/ e—rLRGER%E (Global Authentication Settings) | &7 v 3 > C,

B L E T
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axX &
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FORE — =R H T E RWGE
DT 7> a3 (Actionif
Authentication Service Unavailable)

LN OEOWT 0 Z IR L £,
[BREEELT S 740 v o DEEZEEFT (Permit traffictoproceed
without authentication) ], ALEEAS, = —H —NFEES 72D
EolkiTEnEd,
s [FREEICKRBMLIZBEICTRTO S 70y %T0v Y (Block
all trafficif user authentication fails) ], ALBENHIE X4, 9T
DRI T4 I RTay 7 INET,

T L 7-RGEFHi & (Failed
Authentication Handling)

WElT a7 AN R —TCa——IZF AN T 7B RAEZHAT 5
BAE, COBREEAICLY, Web 7 ol —HF—% 2 b L&
LCHBILTT 7 &2 B 2 ICild 5 HiEaieE LET,

=P —DF AN T 7B AHFA O OWTIL, FERERRR O
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RE 5 BA
H383F (Re-authentication) BIEAEE LWURL 7 4V Z VTR —ckoT, EH-IERIDOIP

(URLA 7 TV o ida—H—
t/yay@ﬁ@’i@ini~
‘H- N7 o v 7 éﬂfn_ ﬁ:mu
AL T N A R 7w;¢5

(Enable Re-Authentication Prompt If
End User Blocked by URL Category or

User Session Restriction) )

T RLA~Dr T A 2 OfFR ’J:O“C:l—ﬂ: 2 Web A R 7
= éﬂfl%{zﬂy '_‘"j_ ﬁmunﬁ%nq:j Li'ﬂ‘

HLWRGEZ LT o vy VB ANTED Y v nitEisniz7n vy
I R=VUNa—P—ZFRENET, LVELDOT 7 v REFHFT
BILF LR N Ea—F—BANT B L. BRSNS
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H— ’®%ﬁﬁéﬂifomﬁéhf TRy Mok T ey
JENTZNT YT a iz %méhiﬁh
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NR—w ZF8GE—27 > TTL FEEY— N K> THEBREEESNDE T, 22—V —DI LT %

(Basic Authentication Token TTL)
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P L2 T L —R, B2 —P—ZBEMN TN TWDET ¢
L7 "YU TA—70nNEENRET,
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(Surrogate Timeout) | NEXE S TIRY | ZDED [X— v 7 FGiE
h—2 > TTL (Basic Authentication Token TTL) ] & ¥ H K& WiF&E
F. IS —h XA LT T FOENETRSIL, Web TR XL, Y
17—k ZA L7 T ~OHRBEIN IR ITRBEEY — S — g L E
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ATy T4 Web XL NERE— FTREBENTVWDIEASIE. UTO®

Z DM OFR E ATRE 72 R FERR EIE H 1%,
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Web 7 X NEBMEINTWAE— R (FZRET— NEHIIHRB

FEHH M L E T
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7 LT ¥ VORE AL (Credential
Encryption)

7747 NG 5L HTTPS ##i %/ L C Web 7 m ¥ vicmr 7 A
VILT UV VEEETAENE O ERELET,

Z OB EITFEATIF TR & NTLMSPP 3 RO FICEHA S E
T, FRCEARGRIE S RO AL B E 3, AR T
I—HP— I LF oy AR L —r TF A Ffﬂ_@{uénéﬁ%f
T,
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RE i BA
HTTPS U A4 L7 k IR— b HTTPS ##i % N L Ca—V—RiFER%Z U # A4 L7 T BEAICH
(HTTPS Redirect Port) HAT5 TCP R— &2 ELET,

Lo T, 7T A4 T FISHTTPS I XD Web 7' % v~
et T AR — EBEESNET, ZHUX, Z LT vy LOR;
FALDIA R—TIT f;ofu\éiz%é.\% TrEA ay ha—LOfF
R 2 — Y —ZFGE 2 RO DG E IR E L E T,

UXZ ALY kB A R (Redirect

Hostname)

Web 70 XU NEGRERE ) v ALVTHRY NT—F f U H—T =<
A ADENEA N EATILET,

FBRE— RCTEMENTWAT FI5A4 7 v AR EHRE LT85
Web 7' 1o X%, 3—*‘35_@%&@7‘_&5Lﬁ FA T MT 3@{::—?4%)
VE AL 732 URL TIDORA MM EHEHRALET,

LIFDEOWFINEATTE ET,

+[1EBD/RR % (Singleword hosthame) ], 7 7 A4 7> k&
Secure Web Appliance 7% DNS iR F[RE7R 1 GED AR A M & AT)
TEET, UKV, 7747 ME 77U IERET
Z L 72< | Internet Explorer THED T > 7V YA A & B
TExFET, 49, 7747 h& Secure Web Appliance 7% DNS
FERATREZR 1 FEDOR A M E AT LTLIZE W, 22X, 7
FA T NS KA A mycompany.com (Z&H ¥, Web 7 12 F 23
VoA LTWEAS Z—T 2 A ADFERIRARA AR
proxy.mycompany.com Coh 5551L, T D7 4 —/L NI
l[proxy| EANTHMERHY 7, 7 FAT Y MEITrFx
NI LTy 7T v 7 H ST L, proxy.mycompany.com %
R CEET,
s [E2EBE FAA 2% (FQDN)  (Fully qualified domain name
(FQDN)) 1o Z®7 4 —/L FIZ, FQDN £72ILIP 7 FL A& A
NT5Z2LbTEET, 2L, DA, Internet Explorer X°
Firefox 77 UV CEDO I VIV YA U F U ZRBET A2, A
T DEQDN £72XIPT RLVAR, 7 74T N T T70HFDs
FTAT Y MEHEFELY A F U A MOBIMENTND Z & ERER
THLERDY ET, T 74/ MEZ, XY N T T4 v
RSN H—T7 oA AT LT, ML EIEPLA & —
7 = A A® FQDN T,
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RIE

B

JVTrv Xy va
a3 (Credential Cache Options:)
Huas— K& A L7 7 (Surrogate

Timeout)

TIA T MIGEREY VT X L EFEERT H ETIZ, Web 7
2R T DR AR E LET, 2 LT vy v L EEERT
HET, Web 7’mXIVra s — MIRGFINTME (IP7 RLUAE
721X Cookie) ZfHL £,

— Wz, 7o Rfoa—Y—o—U TR, 22— =N
el VT oy VB AT HMERRNE DI, BEEZ LT v x
ARFrviaXnET,

JVTrv )Xy va T
a3 (Credential Cache Options:)

JIFGAT L MIPTA RNV HAADLT
7 & (Client IP Idle Timeout)

IP7 RLAZFEGEY A — e LCHEHT 5 ZDRERET,
TIAT L ENT A RVIRBEED & 12, HiEY VT//’V/I/%77
AT v MCHERTHETWeb 7 ud N+ AMAZEELE
‘j‘o

ZOERY eSS — K~ 2L LT MELY b REWVGE, ZOREIC
ix}ﬁ]ﬁ)fcﬁ< Yuas—hZALT Y MIELEEZIZZ FA4T B
ntquE*ﬁ)fTbhi‘a—

COBREFFHTHE, 22— Z DBV WAL 2 —
P — DMt 2 B T X 97,

a—HP— ¥ v g VIR (User
Session Restrictions)

FEEE AL —F =D EEDOIP T R AMLLREFIZA 2 —F > MZ
TIRATHI LT TINE I NERELET,

A= NRBGEL— = REE LT vy LB Lk D

W2, 12D ~DT7 7 AEHIRTCEET, 2—F—nFlD~
TR ITA UTERVEAF, = R 2=V =@ — U N FER S
NET, ZOX—=T0 [FHEFE (Re-authentication) | i%iE 2z L.

2—HP—NRE L EH ) v LTHIOaZ—F—4HTr A TED

MEIMERETHZ LB TEET,

ZOBREEAF—T MITH5EEIE, HIRZ A L7 7 MaxEATIL
F9, ZOMEIZEST, BIOIP T RLA Ty iia /A4 TEb
IR s ETCO—F—DFFEIFRIZ I E L E T, HllRZY A 27
7 MEIZ, e — 2 A L7 MELD S REVETR T NIE
nEHA,

authcache CLI Z< > F&EFHL T, BiEX ¥ v v aNOLEEED T —
PR S TOa— P EHIRTE £,
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RIE
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Ny B R— 2 DOFBFE (Header
Based Authentication)

ZOREIZL Y Active Directory D~ 4 — N—ZAFBHEA F— L&
MR TEET,
==

N H =R ZWFEDOF ¥ v V2 iRE
cFEEX v v 2 lTT T AN N TEMC RS TVET,

WRExX ¥ v a2 DI A LT U ML, br S — A A LT T RE
IEJD‘(:“TO

XYy rallE, =P ALV —TRRFEINE

TO

GE)

=P =T N—TREEEH T HHET. Bk Yy v 2k
U7 LET,

TXAP T a—F 47 LTASCH 2R L., 57 4/L F&E
DA F VD a—TF 177 L (Noencoding for Binary) ] % {#
95 [~ #— (StandardHeader) | T = v 7 Ry 7 A& F 1T
Liﬁ—o

BRI N—T N X —%BETDHDIC, [T7EARY O —DRA
|Z X-Authenticate-Groups ™~ % —/H A Z L~ B —D 7 )—"T % fifi
F3 % (Use Groups in X-Authenticate-Groups Header / Custom Header
for match Access Policies) | F = v 7Ry 7 A& AN LET, BA
BNy B ERETDHEAIE, [ AF L~y Z—4 (Custom
Header Name) |47 a &AL ET,

GE)

[7 7 &' A KU —0DHAIZ X-Authenticate-Groups ™~ > ¥ —/7 A X

L~y B =D T NV—T%HT % (Use Groups in

X-Authenticate-Groups Header / Custom Header for match Access Policies) ]

Fxv IRy 7 A%F 2 LT, X-Authenticated-Groups ™~ % — %

ANLBWGEIZ, 77 BAR) —OREVRKKT L E03HY

F7, BT o T WA, Active Directory 2> 5 Hitfg S vz

TN—TNT 7 AR =L BESNET,

Hjjjf“’\ > 57°— (2—HF—BLOI V=T ~v ¥ —) ZRFFT DI
. [HICEEREEEA 2 7% 7 (Retain Authentication Details on Egress) |

5‘1 IRy I ARF AT LET,

FEAERE  (Advanced)

JVT UV VOB BALETIXT 78 A 2 ha— &R L TH
DRI, TTTA TV AREZNIBL TN DT VX VAR E L
¥ — (CiscolronPort Web ¥ = V7 4 77T 47 A T EGHE)
EEMAT L0, 22Ty a— KT 57 UXVIEREEERT S
MEBIRTEET,
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ATYTE Web 7% U BNHRIRIEEE— RTRESNTWDEHEE, LTOREEHEZRELET,

RIE
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7 VT v VO EAL (Credential
Encryption)

7 TA47T v MRS L HTTPS #f5i 2/ L C Web 7' m ¥ 2m 7o v
IJVT UV NVERETINE I DERELET, ZLT vy b
Wb a4 X —7WICT HIiE, [HTTPSY XA L2 b (BEF a7
7¢)  (HTTPS Redirect (Secure)) |Z#&INLET, 7 LT v v /L O
b A Rx—TNZT DL, FBFEDT-DIZT T4 T M Web 7'
XUV HA VI bTDHEERET HBMT —V RBRFREN
£,

DO TEITEEARZREE ST & NTLMSPP 2R3E T O F I S =E
—ng)\ 4‘2_1: %Z'Knunﬁjiﬁ@ _TQjZ'l"ojiT %ztgmuuﬁjitf
R 7V7//kw#7v%/7%2Ffﬁhéﬂéﬂgf
—g—o

FEHNZOWTIE, RREEDKIL (46 ~—2) ZZML TS,

HTTPS U Z A L7 ~ R— b
(HTTPS Redirect Port)

HTTPS ##i 4N L Ca—Y —FirERE2 U XA L7 T D8A10f
45 TCP R— h&HEELET,

Tk oT, 77472 FSHTTPSIZ X 5 Web 7 12 3 3 ~ D Hfit
BT DR — IR EESNET, ZhE Z LT Uy VOIS
A F—T NI o TOWBEEC, 77 8A ar ha— /Lo
E#&C:L““H_ \—nunﬁ%;k&)z) i:%ﬁ@biﬁ‘o
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VA A VL7 b ARA M (Redirect

Hostname)

Web 7 X NEERFA2) v ALTHXY NU—F A2 —T =
A ZADEFECDOR A "2 AT LET,

FROBEIHFE— RE2A X—T I TDHE, Web7 ¥, =2—V—
DFBFEDT=DI T FA T MIEETHIHXA L7 a URL T
DERANGEFEALET,

LIFfEOWFnzE A TEFET,

*[LEBDRR +4% (Singleword hostname) 1, 7 7 A4 7> k&
Secure Web Appliance 73 DNS f#ik Al fE7 1 55D 7R A f\% U NVANS
XFET, ZNCKY, FIA4T NI TP HERET D
Z & 72< | Internet Explorer TE.D Y > 7 /L A ‘/Zl“/?i’%ﬁ“(“
TET, Jé‘?‘ 7547 > k& Secure Web Appliance 7% DNS fi#
RFATHEZR 1 GEDAR A M EZ AT LT ESW, e xiX, 77
AT 2 N RAA Y mycompany.com (Z&H Y, Web 7' 2 ¥ T3
Uy AL LTNWDA =T A ADERIRHRA MR
proxy.mycompany.com C®» DAL, T D7 4 —/L RIZ [proxy]
EANTHMERDY £77, 774’7/ MI7axioxt LT
I 7T T HFEIT L., proxy.mycompany.com & ik T& F 9,

[Z2E8 KA >4 (FQDN) (Fully qualified domain name
(FQDN)) 1o 2D 7 4 —/L RIZ, FQDN £721LIP 7 FL 2% A
T2 bTEET, L, ZDGEA. In‘[ernetExplorer'?3
Firefox 77 UV TCEDOY VIV YA A ZERTHITE. A
71T HFQDN £721XIP T KL AR, 7547 b 77?%@7
TAT Y MEBHEARTA R VA MBS TND Z & AR
THLENRHY £, T 740 MaX, 7oxy v T 7407
WA ENDA o F—T 2 A ZJE LT, ML EIEZPLA o #—
7 = A A0 FQDN T,

JVTUUR IRy yVa AT
=3 : (Credential Cache Options:)
Fual—hZA L7 7~ (Surrogate

Timeout)

TIAT v MCRREZ VT o v VR BEERT 5 ETIZ, Web 7
m%vﬁ%%?é%%%?ﬁbi?o7V7//%w%ﬁggﬁ¢
HET, Web 7mFXNIvnls— MIRGFEINTE IP7 FLAE
721% Cookie) AL £,

— kN, 7o foa—Y— -V FTE, 22— =R
ﬁ@?V?Vwa%Aﬁﬁé%Eﬁ&wiﬁm\m£7V7//?
ARXy v a23INET,
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RIE
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VAR ANV EDIE A A
va

(Credential Cache Options:)

IIA T MNIPTA RKIVEALALT
7 & (Client IP Idle Timeout)

PTr }‘ |2 ;EHALHE-H-D&“’— éf LT{EH%#Z)*"EA Z ; ET
TI3A T "WT A RAREED & X2, 3HaFry VT//JV/V%& Z
A7 MIHERTHE T Web 7o % 0N FHET LM 20 E LE
j‘o

ZOERY T =K XA LT T MELD bREWEGE, ZOREIS
FN DR Yu = ZFALT U MIELLRIZZ AT b
SORAEERDPATONE T,

TOREEMFEHAT AL, 2L a—FZ ORIV DI A S —
P — DT IR TE £,

a—tF—

Session Restrictions)

v a IR (User

FEEF A — P —RNEEDO P 7 RLANSFRIFICA F—F v MZ
TIRATHI LT TLEINE I ERELET,

2= NRFBAEL— P — LR LT vy M AR LN KD
2, 12D~ ~DT7 7B AEFIRTEET, 2—F—n5lo~v
TR UTERVEARIT, = R 2 — P @i — VN ERE
NnNET, ZOX—T0 [FF8GE (Re-authentication) | FEZFH L.
a—YP—NRF %) v LTHIOZ—F—4{Tas/ A TEb
MEIMERETHIEHTEET,

DFEHEA X —TNVIZT DHEIR, HIRZ A 570 MEZATIL
ifo_@ﬁ FoT, BIOIPT RLAT=oiun /A T3
IR srETCO—YF—OFFERR AR E LET, HIRY A 27
U MEIZ, eSS — A LT T MEXD B REVETRITIELR
D EHA,

authcache CLI 2= F&EFH LT, fBiEF v v aNBLREEEDL—
PR ST D2 P B HIRCE E T
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Ny B R— 2 DOFBFE (Header
Based Authentication)

ZDOFRTEIZ LY Active Directory D~ Z— N—ZXBIEAF— A%
R CcE £,
Ny B =R ZFBFED X ¥ v ¥ 2 G%0E

EREER v v 2T T AL P TAINC R 5 TWET,
PREX v v a2 DH A LT U M, VY= XA LT RE
IEIE‘/C:‘—@AO
Fyviallit, a—YP—LLta—VP—FL—TRMREFESNE
TO

GE)
:L"—”‘j- 7/1/”—‘7 ﬁiﬂ%{fﬁfﬁj‘éfﬂ/\ umuEaFﬂ’//l%f7
V7 LET,

TXAPTa—FT 47 LTASCHZEA L, 77 4/L bi%iE
DRAF VD a—TF 477 L (Noencoding for Binary) ] % fiff
H3 5 [iE#E~> % — (StandardHeader) | T = v 7R v 7 A% 4 02
L/iﬁ—o

BRI N—T Ny X —%BET DI, [T7EAR) —DRE
|Z X-Authenticate-Groups ™~ v X —/7] A B I~ B —D 7 )—T %A
H4 % (Use Groups in X-Authenticate-Groups Header / Custom Header for
match Access Policies) ] 91:,: ‘/ IRy I A% T UET, HAZ DL

Ny L= ERET DHEX, [ AS L~y X —4%4 (CustomHeader
Name) | 47> 3 /é”ffﬁﬁ Liﬁ‘o
GE)

[7 7 & A KRY 2 —DMEIZ X-Authenticate-Groups ~~ v & —/ 5 A X
L~y B =D T N—T%EHT % (Use Groups in
X-Authenticate-Groups Header / Custom Header for match Access Policies) ]
F v IRy A% A2 LT, X-Authenticated-Groups ~ v % — %
ADL72WGEFE, 77 EA R —OREVBITHZE083H0
T, Ao TR WEAITL, Active Directory 7> 5 B S v7-
TN—TNT 7 A R) —LBESNET,

mjjf‘“\/ﬁ_ (=P —BLOTN—T ~y ¥—) ZRFFT DI
. [HH7IICFRREREME 2 5% 7 (Retain Authentication Details on Egress) ]
a‘—::/ﬁ‘l‘/ﬁzirzl“/ LET,
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X — (CiscoIronPort Web X = U7 4 77747 A T EjEHE)
EEMATL0, 22Ty a—RT57 UXVIEAEEZENTS
MEFIRTE ET,

TUXINGEAE L X —%T v r— FT 512, [ (Browse) ]
Uy LT, a—< v EOVERT 7 A VICBEIL£T,
Wi, BOZ 7 A VERIRL T, [Z7ANVDT v 7 r—FK
(Upload Files) 1% 27V v 7 LET,

RATYyT6 EHEAEZREFL, RIFLET,

I:lll..\l:IIE y '7- -/X

REEY — 7 L AIZDNT (43 X—Y)
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SR — 7  ADTRER L ONE/FZEE (45 X—)

o REEL — A U ADHIE (45 2—2)
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Mﬁ/—ﬁ/Xi@@@mﬁva@iAfﬁ AT 5L, S ESERRIY—
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/) EHEBLTLLZEN,

2HEEHORAEL VL EERT D EL [Fy T —2 (Network) ]>[#8FE (Authentication) ]1Z.
[T _XTHOLA (AllRealms) ] EWVD T 7 4L hOFEIEY —7 v A& &I [LIV L —r
A (Realm Sequences) |77 v a U ANHEIIZFEREINET, [TX3TH LA (AllRealms) ]
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Realms) | ¥ — 7 Y ZAND LV ADIAFFIFZEE TEETN, [TXTDL /LA (All Realms) |
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NmMmﬁvatﬁ%NmePMﬁﬁtfﬁmbi? [T_TD LA (All Realms) ]
VU RAEED, K AN S, NTLMSSP T i35 NTLM %FE L /L A &8 IR T X
F7, DO NTLM L /L ATNTLMSSP # 7 5121%, 2 DOFRFEL /L AIZx LT 1 20
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