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* [Kerberos] : 7 7 A 7 > hiX Kerberos 7 » MMZ &> TiEBEAIZTERES

s [EA (Basic) ]: 7747 MIFIZa—HF =27 LT v v L&A ER

A—H—5L0547 kv rvz7onE

NET,

LET, 2=V =BT LT ooy VB ANTLHE, BFEIX. ALY
LT UV VDORIFICOWTHRET 5T = v VR y 7 ANT 7 7 FITER
REINET, 2= =T F LI TN, 7 IF7A4T 2 MIr VT
YUX VDA EERT D FIXLRNCRFE LT LT v v v
FHEFELET,

TJULT oy /UL, REINTHWRNWZ )T 7% 2 (Base6d) & LT
EEENET, 7 TA47 2 k& Secure Web Appliance[#f] TD /347 v k% v
TFXIZED, 2P LR Z T L — AR END AR H Y F
7

[NTLMSSP] : 7 54 7> Mi&, Windows D127 A v 7 LF ooy LA
EAL CHEBMICGERRELE T, 22—V =137 LT vy LD A ZER
INFEHA,

72720, UFDBEE, 72947 MIa—HP =7 LTy /LD AN
RO ET,

» Windows 7 L7 o ¥ ¥ VT L BRBGEDS R L 7=,

TV DEF2 YT A RENRET, 7747 2 R Secure Web
Appliance Z (I L 72\,

JVT UV ME 3T A N R =T (A4 Ve A MNEROR
ZE) 12L D féc:;@{géj@ij‘o INAT V*‘Xi))%%ﬁ%jl\ LT ESN
HTEEHY EREA,

[~ Z—_—ZADFBFE (Header Based Authentication) ]: 7 7 A 7 v b

L Secure Web Applianceld, — —ZFBFEFA & A7x L, ik E

Tixa—Y =7 L7 oy VOBF AT Z RO ER A, X-Authenticated

HEIZ. Secure Web ApplianceZS 7 v 7 A kU — AT A A & L CEMET
L aICERE L £,

AT 5 &, F U A B U —LF 31 2%, X-Authenticated-User
B L O X-Authenticated-Groups (473 3 >) JEEHTTP ~v X —% L
T, a—WVP—fLa—HW—rL—7F (X7 a) % Secure Web
Appliance(Z 2515 L £ 7,

X-Authenticated-Groups ~> ¥ —|X, 77 T7A T VAT [T 7EA R
> — DA T X-Authenticate-Groups X —/7] A K I~y X —ND 7
N—"T %A H (Custom Header for matching Access PoliciesUse Groups in
X-Authenticate-Groups Header/Custom Header for matching Access Policies) ]

FHERarka—iL .



7otz avka—u |
B = v—ssv0517 vy z700E

A 7var ([(Ry RU—2FGE (Network Authentication) ]>[2 &2 —/X
IVRRGEDMS (Edit Global Settings ) ]>) ZiEL TV OHEICOHRE
BINET,

GE)
X-Authenticated ~> Z—|X, 77t A KRNI o —FFVv—T 47 K
U —llOHEMATEET, 2770, [~y F— X—ZADORGE (Header
Based Authentication) | 23N> TWDakil 7' 1 7 7 A4 VD5 R
U o —~OREMTIIRE S EE A,

o [ A NEFHEZ AR — K (Support Guest privileges) | : #Zh7e s L7 vy
MR VFBFRC KR L e — Y —IZF A N T 7 B AT 5848, 2
DF = IRy I A%F N LET,

T N—TFZEHED L)L L s [LIVAEIT Y —r > A% (Select a Realm or Sequence) | : EEFHRH
(Realm for Group HDOFBFEV IV LFET AT —T A A EIRLET,
Authentication)

. TR avkao—)L



| 79€xavrn—n

A—H—5L0547 kv rvz7onE

ALY 77— |
(Authentication
Surrogates)

PREEDORNBIZ N T Yy va v a— [ CBEfHT A FEEEE LSS
(A7 a i Web 7 OREBETE—RNIZIVRERYET)
«[IP7 RL A (IP Address) ]: Web 71 /0%, HEDIP 7 KL ADFE

FEE A — W — 2B L E T, FEM e —Y B0 AE. o4
Ta rEBIRLET,

[k#erd7e 7~ ¥ — (Persistent Cookie) ]: Web 7' u ¥ %, 77U 7 —
Var itk —F—HITkEZ v ¥ —EERTHZ EITED ., FF
EOT 7V r—vay bORGREAL—F—2BHLES, 77V r—
TarEETLTHLZ yX—IFHIlRESNEE A,

[Ev i a2 v — (SessionCookie) |: Web 7' if, 77U r—
arZ LK RAL OB —F—MITKGERI 7 v X —& LT 52
LTk, BEOT ) r—va v LORGEEHAL—P—Z B L E
T, (L, 2=V —DRRELCLT7T 7V r—va bR U RAA ATk
LCTRRD VT vy VERRELREYSGA, 7y F—id EEEShE
T) o TV r—va a8 T795L7 vyX—3HIRINET,

[t %7 — k72 L (NoSurrogate) ]: Web 7' 1%, Hms— &
LTI LT vy vEFy ot $, B LW TCP B & & ISR
Ha—P =B LET, ZOF T a U EBRRTLE WebAf ¥ —
T2 A RATHEA SN o leFOMOREET 4 E—T M LET, Z
DA T3 id, IR EE— RIZREL, [y hU—7
(Network) 1> [%FE (Authentication) ] X—CZ LT > ¥ ¥ L DK
e T 4 —TNC LT EICORBHTE £,

[BIREY 7 + U — RELRIZIE UV a7 — Mg EZ A (Apply same surrogate
settings to explicit forward requests) | : BRI ERIZEHIT B 24— b
ZIRESRICEA T 258124 I LET (Z LT v v LOREE1E
DHBIICA X—T MRV ET, ) ZOF T aid, Web7mFd
DT ART L b E— RCRERASNTWOIGEICOARRINE
7

GE)
o [/ m— N LVEBRERE E  (Global Authentication Settings) ] C, 3§ X TODE
RIZHHT DAY 0 S — F DX A LT U MEEZELRTEET,

c MApAZAIu A — N (IPT RL A, KR Cookie, 3 a > Cookie
mE) BERT AL T r T s ANERE LIZGE, T A
E oY e S — @R Te 7 AR —FELTH, IPT FLAY
a7 — haH L CRAESNE T,

ATYT8 [A L=y T DEFHE (Membership Definition) 727 ¥ 3 > T, @R L@ U@ Lz A 3=y
TRIGA—EERELET, UFORIIRTA TV aid, T _XTO2—VP =B N CTHHATE 2017

TEHY £EA,

FHERarka—iL .



7otz avka—u |

B = v—ssv0517 vy z700E

AUN—29 TDEZE (Membership Definition)

A—H—DIGFTRI A 73—
NEZE (Define Members
by User L ocation)

ZOMBIT BT 7 A AVOEMREE LT, [A—HIL1—H—DH (Local Users
only) 1. [VE—bra2—H—0D#H (RemoteUsersOnly) ]. Ff=I& [ifi)7
(Both) 1Z#ELET, T2 TORRIT, T 707 7 A L g
TRRRRERR BB L 7,

IRy RBIA D INDTE
% (Define Membersby
Subnet)

ZOWMBITa Ty ANEEMATHT FLAEASLET, IPT KL A, CIDR
Tav s, BLXOY TRy hEATTEET,

GE)

B AT L2 WAL, TR TDOIPT RLAIZZ OB 71 7 7 A LA H
SNFET,

O RaLBIA D INDE
Z (Define Members by
Protocol)

oMM Te T s ANEEAT AT ha A EAERLUET, EHTATRT
DO7a FaEBERLTIEEN,

« [HTTP/HTTPS] : &> 7' 1 k=L & LCHTTP £ 721X HTTPS %
DT RCOENRIZEA S ET, ZiZiE, FTPoverHTTP, 3 J O'HTTP
CONNECTZEA LT hor R 7 EN5Z0Mo7n harvbagEhE
ﬂ—o

«[*A 7 4 7FTP (Native FTP) ]: XA 7 4 7 FTP Z:RIZOA@H S 41 E
—g—O

* [SOCKS] : SOCKS RV v —zDHEH S Ed,

. TR avkao—)L



| 79€xavrn—n

A—H—5L0547 kv rvz7onE

ILUIDIT&B A IN—
DEZE (DefineMembers
by MachineID)

[ZORY —=TEHvT VIDEMHEH LR T 7ZE 0 (Do NotUse Machine
ID in This Policy) ]: 2—¥—iI~I > IDICL > Tl S EHA,

c[v¥rIDENRN—RIZ LTz — Y —FGEAR Y > —DEFK (Define User
Authentication Policy Based on Machine ID) ] : = —# — 3Rz~ v
ID (2 &> TRl S ET,

[V > 7 —7" (MachineGroups) |#HIk%Z 7 U > 7 LT, [@EEHFH~ Y
> 7' —7" (Authorized Machine Groups) ] X—Y % FE R L £7,

BN 2% 7 0—7Z2412, [T 4 V7 UK (Directory Search) |7 1 —

v RIZIEBNT 2 70— D412 AL, BN (Add) 1227V >y 27 LE

o YR MPDLIZA—TEEIRT 21213, 70— 7 2R L C [HIFR
(Remove) 1% 7 Vv 7 LET,

[52T (Done) 1 %7V v 7 LTCHIDR—VIZEY £77,

[ >ID (MachineIDs) ]fHik%Z 27 V v 7 LT, [RiEFEHA~ v
(Authorized Machines) ] X— %2 FRLE7,

[FRREE A~ > (Authorized Machines) | 7 4 —/V K C, AU I —(ZBH
Fo~r D EANL, 58T (Done) 127V v 27 LET,

GE)
<~V U IDICEDRBREX TR ¥ E— ROHZTH AR — h S4, Active Directory
b§%‘g‘/€—§—o

FHERarka—iL .



7otz avka—u |

B = v—ssv0517 vy z700E

R E

TR arEEBMLT, BIMOA A=y FEAELZERELET,

s [FaFXTAR—1 (ProxyPorts) ]: Web 72X ~D7T 7 AMEHTD
12U EO7r¥y F— b EEELET, A—MESZED U~ TRE-
TANLET, PARHREEEER OGS, 7 eXx sy A— M MI7 7 U¥T
BRIESIVET,

BB O E1L, siER— M ERUTT,

R— RO ID DEFIT. 77 T7AT » ANRHRIARIEEE— FCTRERS
NTWBIEE, £ 7 ITA TV BT T T7A4T 0 ATH/RANCE R &
AT A2, AR b LI LET, 7747 FERBEBRMIZT 7
TAT LAY FA VLT FENDGEIE. A— MO ID DEFRIZE>T
—HOBERPIEZINDHZENH £7,
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BT VKT DFFEERNORAT ILEDOH D & XXID 7 —T7IC
DHEFRLET,
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ATFYF1 [Webt¥=VUT 4 ~F—T % (Web Security Manager) > [#%7' 2 7 7 A /L (Identification Profiles) ] %
BIRLET,
AT T2 BT a7 s AN T—TNDOTa Ty A NVEI )y LT, ZOTa 77 ANLD [T 77 AL
(Identification Profile) ]~X— Y &R & 9,
RT9T3 [V T7A4T v MNa—H—i#lihl7 v 77 A /VDOEE (Client/User Identification Profile Settings) ] DE FIZdH 5
[Fk5 71 7 7 A DA% (Enable dentification IProfile) ] &4 > 72134 7Ic L £,

ATy T8 BEREFGLUTHELET ((XEF (Submit) | & [EHZfE (Commit Changes) ]) .

HBAl T 7 AL ESRET

ROBNZ, @70 7 7 ANVDPREFENT 5L ICHESN TN D L EIZ, Web T k)37
TAT v NEREWR T 0 T 7 A Sk U CRHMlT 2 AR L ET
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C Receive request from client. )

Compare the client request against the next (or first)
Identification Profile in the policies table.

i Yes

Is the client subnet in the ldentification
Profile’s list of subnet(s)!

iYes. or none defined

Is the proxy port in the Identification
Profile’s list of ports in the Advanced section?

lYes. or none defined

Is the user agent in the policy group’s list
of user agents in the Advanced section?

iYes. or none defined

No
Is

the URL category of the request URL in the Identification
Profile’s list of URL categories in the Advanced section?

iYes. or none defined

‘N_o‘

Does the Identification Profile require authentication?

i Yes

Yes

Does the client successfully authenticate as a
member of the applicable realm or sequence?

o

Does the Identification Profile support guest
privileges for users failing authentication?

Assign the Identification Profile and then evaluate
L . )
the request against the other policy types.

l Yes

authentication required.

No

Terminate the request.
Reply to client with

WO, BT a7 7 A VPNEFEY 0 7 — 1~ & LT Cookie ZFEHA L., 7 LT ¥ /LD
FAEEANC LT, ERNVIRICEE SN L) ICRESN TS L EIT, Web 7 2 F 08
I IAT v NEREFBN T 0T 7 A Ak UCEMT 2 iiEE R LET,
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C Receive request from client. >

Is this a transparently redirected encrypted HTTPS
transaction received before an HTTP transaction?

l Yes

Is the HTTPS Proxy configured to decrypt
the request for authentication purposes?

No

¢ i Yes

Compare the client request against the next
(or first) Identification Profile in the policies table.

l Yes

Is the client subnet in the Identification
Profile’s list of subnet(s)?

l!’es, or none defined

Is the proxy port in the Identification
Profile’s list of ports in the Advanced section?

l‘!es, or none defined

Is the user agent in the policy group’s list
of user agents in the Advanced section?

l‘!es, or none defined

=
=]

Is the URL category of the request URL in the Identification
Profile’s list of URL categories in the Advanced section?

l!’es, or none defined

<N_0|

Does the Identification Profile require authentication?

l Yes

Yes

Does the client successfully authenticate as a
member of the applicable realm or sequence?

o

Does the Identification Profile support guest
privileges for users failing authentication?

BANTOIT7AILD ST

l Yes

ﬂssigﬂ the Identification Profile and then evaluate
the request against the other policy types.

Woa—FT4245

o FARTEREIC B3 2 &
e ARNU —IZBT 5
« ANV DA I e
ARV —DINTFT TN a—T 4T V=) KR — FL—A
e T v FARNY —Ah xBTS E

No

Terminate the request.
Reply to dlient with
authentication required.
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CiscoWeb EX 2 VF 4T FIAT LU ANIP 7 KL AL Cookie ~— A DRI 1 7 — kDl
FEFHTHIEICRESNTWT, =Y Ra—F =507 VB ARTEDOT A4 T T 4
T AT D25, IPT FL AL CookieN—ADRFEY = ' — h 24— =T A4 FLET,

EHEBIMEN A o= =Dl 2R 532y U= TE, IPT FLALY TRy b

WZHASNT2 DR DA T e 7 7 ANVEERTHZ E2BED LEST, ZNICXY, IPE
721% Cookie FRFEY 1 7 — M MERH IND N E I 0 RNIRE Y 97,

W FRIZxt9 % URL D558

ZOETHHATHOHNAEIL, ROLEBY TT,
«URL bZ %7 v a O EHoME (16 X—)
«URL 74 VAV T 2o PV Of%E (20 ~—)
URL A7 2V &y FOFEFOFER (21 X—)
cURL 7 VLD bTF oo a7 nE )7 (283—)
* YouTube D533 (37 _—2)
« WAL ILURL A7 AU OFERE L OWRE (40 ~—20)
T HNVE AT YD T 4 NE ) T (49 =)
T IRAR)—=TDRITI T4y 7DV EA LT (52—7)
o =P DEE LGATOFF A (53 =)
o« IR — 20D URL 7 4 /L% DIERL (54 =—3)
cURL 7 ANE VT TIT4ET 4 DERR (55—)
c EHEB (56 ~—)

«URL AT IV IZHOWNT (60 ~<—)

URL FrS YIS a3 DR 3EDME

TN—T R o—%FHLT, BbLWars o YREENTND Web YA b~DT 7 A
ZHEIT 52X 20T 4 R U—%2ERTEEd, Tuv s, ¥ FREESSRIYA B
X, HIN—T RV —0hT Y T vX TaBET HBIGRIRT 207 IV T T
WEDET, URL BT TV IZHESNTa2—H— T 7 X%HI{H7T 212X, Cisco Web Usage

Controls # NI T HMLERNHV F3, ZiuE, FAAL L TV T 4 v I ALF—U— Rohrx
FHLTURL #5538 T 5~VFLAVYURL 74 VZ Y 7 =P TF,

DIFOX AT #EfTTHEEIC, URLAT IV 2HEHTEET,
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£HLE-URL FSo¥svavnnE [

TF7oay Hik

RY— T —F A=y 7D |URL & URL 7 =Y RS (18 <X—3)
EFR

HTTP. HTTPS. BXOFTP ER~D |URL BT VI kB b TP rvaro7 402
T 7 A OF|fE V7 (28 X—)

HEDRANGEIPT RLAZIEE | A% L URL 7 3V ORI L OWRE (40 ~—
T5, a—HPF—EJEDHIAZ LURL |P)
BT U OVERR

KBML-URL b5 oH 0 a3 vnniE

BTy oire syt T2 BA R —0OREMHEHLTWeb A b~DT 7 & A
ZHET AHEAICURL 20 L E T, R — I N—T A=y T E2HRT D56
BRIV —FF v Aasr—2 X2 )74 KU —%2FHLTWeb YA h~DT7 7 & X
T 2880, URLEZSELEHA, TOHAIL, 20T Pr N —"—nhb o
Bar T oV ENNT 52 LICL > THERET 25 T, TDD, = R—0BI5& x24T
vu— R HRIOERIFIIT O LER S HRETIE, 2OV U E2FEHTEEEA,

RO URL O Web L E'= 7= 3 2 22773 WBRS OFFATHIIRNICH 554, AsyncOS 13
By T Y T EITDTICEREFFA L ET,

o T YT P I URL A L%, 7 3 Offfié URL % — %y v =
WHMHLET, 2tk ->T, BEDO T oY 7o g o TCURIOISED 2 x v 2RI+ 5 2
LT, AR TCIIAERBFICN S U a VESETXET,

a7 oY mr U A R—TNITHE, NI a DR T = R
BILZENBVET, 2L FEAED T WY 2 3 1T Cisco Web FlIFH O #ill4E URL
BT Y T —ER=AEEH L THEINDLOT, BT oY aiim D U3dms, b7
VY a DI IR L TR SN ET,

BarvTUoYSIOO DA 2—TILE
Y

GE)  ERFEAOURLITIAVEZFERALT, 778A R — (FHEFT78A R —THEAS
NHID) THRY = A N—=Vy FEERTEET, £/, 77EBA RV —IZEVFEL
URLA 7 IV LTCT 7 v araF7C&ET, DET I/ EARY =T N—T A/ —
Ty T RIS L EIC, BROURL ZRSGFHICTHZEHARETY, 72720, h—r3—in
HINEEZE LB CENa T Y S VT AN ENH Y 9, Cisco Web
Usage Controls [ZEN 2> 7 Y A LA 07 TV FHliZBHE L, RO T o7 va v
(2%t % URL OFFfiIE TR OoF I 3, 2720, TRUKEO T oY 7 v a v
FElEfE, LT IV EMEEFIATE £,
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RATY T [EX=2 VT 4 $—E R (Security Services) > [fiHFFr = b7 —/L (Acceptable Use Controls) ] %

LET,

AT w72 Cisco Web Usage Controls % H 40 L %9,
RT9T3 a7 oY=y E )y ) LT, F—T M LET,
ATy T8 EREEGFLUCHEELET ((XF (Submit) | & [EFEZME (Commit Changes) ]) .

R5TEED URL

KD URL &id, ERFADURL AT IVICHMNEDOIAX LA URL AT I VICH—E L
72N URL T,

\)

GE) RV — I N—TDANR—yTEHPTHEEIC, WAZLURLATIVIE, AU v —
TN—=T DA NR—=2 T L TBIREIN TWAEARIZOBR T L—TIZEENTWA & /e

URL & URL A7 3

SNETJ,

—H LW h T IV LR ENTZ N T g 3T T, [LA— K (Reporting) ]1>[URL
#1521 (URL Categories) |-2—3 T [44HENT72 URL (Uncategorized URL) | & LTt
HEINET, RO URL DL IE, WER Y FU—27ND Web A F~DERNHA L F

T WAXLURL 7 AV &ML CHNE URL & 70— (kL. PN Web 1 MTxtd 2
TRTCOERZFFAITLZEEHIELET, L - T, I TRVWURL (Uncategorized
URL) ] & LTHESND Web E 7o H 7 a OB BA L, W KT o7 a0 [N
A /NAEIUIZURLY 4 /4 U »2 (URL Filtering Bypassed) | #atE#MO—E L THE S
X910 EH,

ESPEREENS

c T ANBE Y U T ENRVRSEDOT —HIZHONT (55 2—)
« WAL I URL 7 Y OFERE L OWRE (40 X—2)

) DERE

URLZ A NWHE VT 2 DNE7 AT FEROURLEURL A7 3V 2ET 5 L X1,
EFPF. RV — I N—FIZEENTVWAHHIAZ L URL T 2 LIRE LT URL 23 L £
T, BEROURLDN I N —FICEENTWDIDAZ L AT T & —FH LRSS, URL 7 4 /b
2T ATFEDOURL ZERFHDOURL AT Y L L4, URLAS A A X AURL
BT AVIZHEREAD URL 7 TVIZH—FK LW, ERITRSEICRD 7,
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\)

(B RV —=TN—TDOANRN—= oy TEARTLEXIT, WAXAURLAT VT, AU —
TN—T DAL NR—2 TR L TERENTWERERICORITN—TIZEEN TS &R
INET,

B ED Web VA REND Y THNTWA DT I ZHERT AL, ROFED URL LiR->TH
MENTZ URL OFE (192—2) @ URL IZBEIL £,

BEEIER
o ROFHD URL (18 ~X—7)

d\
Pk
Im'l

\ K

=S @D URL £R- TSI URL DERE

KOPFED URL BL OGNS N URL 2 VA A TE £9, A2 TiE, #%o URL
% RIFIZIE(E CTE 2 URL IMEY — /L& T 2D Web A h TR L TV ET,
* https://talosintelligence.com/tickets

« EEEINTURL DRAT —F A% MR T HITiE. ZOX—T O [ &7z URL O A
7 —X A (Status on Submitted URLs) 1 ¥ 7 %27 U v 27 LE T,

e F7-, URLEEY— L A2EHA LT, URLICEIV Y THNTWASURL AT 2 U iR
T&ET,

* https://www.talosintelligence.com/reputation_center/support

VL= LHFET DL, vARAaT v NMIu A T DNERH Y £, URL,
IP, I RAAL T L7 b= B X ETEET,

cWeb LE =27 —Ya UEREMRETHITIE, [VEa2T—Yarrbkr¥—mR
(Reputation Center Search) ] 74v > 7 Z&fiH L £7,

URLA T3 T—E2~R—X

URLADEEIND DT IAVE, 74XV T hTa) F— &/\—z FoThESNET,
Secure Web Applianceld# URL 7 4 V2 U v 7 =V Z L ITEREIE L, HB 0T —4
N2 LET, TAAFY LT BT DY Fe B N— 2T, Cisco T v FF— ki
POERICT v 7T — M EeZELET,

URL 77 3V TF—F_XR—=RZF, VAINEBLPS v F—Fy O EIF 7 —XHEH
LT —2 ) —=ARKHENTWET, EED1H>THAIA—TF> T 4L ) TJav=7 b
MO OBFEIE, AR SN THEYIDOLDONH KIBICEESNET,

BED Web A ENEID Y THNTWA LT Y ZHERT BT, KOO URL &7k Ty
X7 URL OE (19 %—) O URLIZEEIL £9,
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ESPEREYS
s FENC LD URL 73V By FOFEH (27 2—)

URL 4 LAY T T2V DETE

57 )bk TliX, Cisco Web FHOHIFHI URL 7 4NV HZ Vo T 2P UNIV AT A BY R T v
7T AP RTA =T MY £T,

FIE

ATY 1 [BEXx=2 VT 4P —E A (Security Services) ]> [ 7= k7 —/L (Acceptable Use Controls) ] % &R L
7,

AT9 T2 [V u—rVREEHRE (Edit Global Settings) 1 %27 U v 27 L%,

ATy T3 EHFZFAT2 ba— 248023 % (Enable Acceptable Use Controls) | 7 12 /37 ¢ 23 X — 7 LT/ > T
WHZ EEMRELET,

AT v T8 KD Cisco Web Usage Controls DT U0 & IR L 9,
1 77U r—a sEIEERNCT S

GE)
AsyncOS 15.0 LI TlZ, AVC £721ZADC = VU AMHALTWeb T 7 v 7 2BERTEES, 7
7 4 v b TR, AVC AN 22> TV E T,

[TV = a ORFRBLO A br— L EZHNIT % (Enable Application Visibility and Control
(AVQ)) ZAINZT D 1300 LA LT 7V r—rarndb £9
[TV = aromtBIOar hr— LA 2HIZT %5 (Application Discovery and Control
(ADC)) 1: 3000 LA LT 7V r—va by 3

2. HATFIvrarvsrInfimr Y2/ T 5

3. #¥® URL 77 = U DAL

GE)
B O URL 17 FVHEREIL, 727 AR Y U —ORITHEH SN ET, BEO URL 77 2V HEREZH
TR =B XU T e T 7 A VCET 5 2 LI TEEE A,

ATY TS URLZ 4NV T P ERATERWEAIZ, Web 7 X U BNMERTRET 74V DT 723
([£=%— (Monitor) |E£7X[7 2 v 7 (Block) ) Z#EIRLET, 77 4/L MI[E=%— (Monitor) ]
‘/C:‘—a‘o

ATYT6 BEAEFELTCHEELET ([XF (Submit) ] & [EH ZHME (Commit Changes) ]) .
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URLh T3 £y FOEFHFOEE

HAERSINTZURL AT IV DOy ME, HTLWWeb D F L2 REELT LD 7 —12
AOECRAEHINET, URL T Y vy FOFEHIL, HH URL OB URL
DH~yEVTICLDER L IRV ET, 73V &y FOEHICE > THEFEDORY —D
RENEEINDLZERD LD, MARMIEIT/2Y £, URL BT U &y FOBEHFITR
D Y U — A TITHiL, AsyncOS DT v 77 L— RIIMELH Y A,

ZNHICHET LFERIZ. LFDO URL b AFTE ET !
http://www.cisco.com/en/US/products/ps10164/prod release notes_list.html,

DLTFToOT 7y aru2ETLFET,

E179 HEFH Hik
R FEAT S N DHEI URL 77 3Y &y hOFFIZL D ZEBIZHONT (21 ~L—
)

(PR ED e LTI
LDHAY BFATLET) URL 752V &y FOFEFOHRME (26 2—)

THBIOZLZHEISNEZITIVOT 7 4/ FRE (27 L—

)
HF IV BEOEY v—OETICET 57 7— FO%(E (28
2D

RHDHT ST URL 77 Y &y FOSHICHT 57 7 — b ~OI% (28
D)

URL AT £y FOEFHIZKEHEEIZDONT

URL AT Y &y NOEHIT, BEOT 7 A R —, HERI—, v RaF—F &
X2UTF 4 R —, BIXODICUTOLH 8L H 2 F4,

cURL T DY vy POLEFICLDAZRY T — T —T A= T ~DEE (2] X—

)
cURLAT I £y NOEFHICIARI S —DT 4 NEV T T I ar~DEE (22
)

URLAT3Y Y FOEEIZEBZR)O—TIL—T AN—w TADFE
STOv 7 aryORRIE. URLITIVICE S TEZRTEDAA L A=Y v T EE L TNEHTR
TORI—F A7, BEODIKEHULET, R — T —7 XA R_X— v 7N URL
TAVIZESTERINTWDEA, 73V By hbADOEHFILUTO X 9 728 % KT 4w
BEMENDH D FT,

c AUNR—L y FOME—DEMETH ST AT ) RHIRENTZSEE, R —F£7-1XID 1T
F =Tz F9,

RIS —DALNR—2 T HEZLTCWEZURL T IYRNLEE I, FHICE->TACL Y A
FHEEINZEEIL. Web 7% U RNFERN L £,
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URLATTY £y FOEHIZEBZRIS—DITAILE) T THIa3o~ADEE
URL AT 3Y By FOFEHICED., NY > —OBMERLUTO L HICEH SN A FREENR H Y

=7,

EEAR

RY)—BLVIDADEE

H LW AT 2 2NE00
EnrEHE

FLWURL 73U Tk, [RY —&KE (Policy Configuartion) |
R=YD[BFHTITVDT 74/ 5T 27 3 (Default Action for
Update Categories) |4 7> 3 U NHBIROWTINDT 7 v a o HRER
SET,

o [/ Ol (Least Restrictive) ]

o [l R DHIBR (Most Restrictive) ]
Trvarid, BILLWATAVICHLTT 74V P TRESNET,
[7 7B ARY 2 — (Access Policies) | B LU [ RAaF—FkFx=)

7 4 A" Y 32— (Cisco Data Security Policies) | C. RO FIHZEIT L F
j—o

o [ KRDHIBE (Most Restictive) 11X [7 7 v 27 (Block) ]

o [/ MO (Lease Restictive) ] 1d [E=%4 (Monitor) ]
Web N7 7 4 v %7 (WTT) RY—:

o [ ROHIFR (Most Restictive) ]I [# v 7 (Tap) ]

o [/ OlR (Least Restictive) 11X [# 772 L (No Tap) ]
[ 57AR U 2 — (Decryption Policies) ] :

o [ KRDHIBE (Most Restictive) 11X [7 7 v 27 (Block) ]

o [/ DR (Least Restictive) ] 1% [#XA A /L— (Pass Through) ]

AT AV RHIBRES T

s

HIERE N7 2 VICBEMT SN TWiaT 7 v a VidHIBR SN E
T,

RY T —DHIBRENT=HT TV ICORMEFEL TWEHE, TORY
3T =T Y £9,

R —MEIEL TS ID BHIBRES N T IV IZOREFEL TV
72E. TORY =37 =720 £,

BT IV DLRINEE
EnrEBE

BEFEORY > —OBEMEICRT2EEILH Y FH A,

BT BESNT
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1 2OH T ITYPEEROFHHAT TV &b nHY T, L
NTIAVT I aid, [(BHATIVOT 74NV T 7 ay
(Default Action for Update Categories) ] 72> SR S E T,
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GENET, TOIT IV T RTN [V — VR ELEMEH (Use
Global Setting) JIZERE SN TCWHGE, ~— YN T73V b [F
1 —/ NLERE & (Use Global Setting) ] IZRE SV E T,

RN =D DATAVICIEIERT 7 v a rBEIDHETHATH
G, vV ENEATAVICHID Y THNLT Vv a st ED
AU —D [ S THRWURL (Uncategorized URLs) ] DFXEIZ L -
THWRED T,

o [P I N T/WURL (Uncategorized URLs) |3 [ R > 7
(Block) ] (E72iX[7 v — bakiE % i (Use Global Settings) |
(ZFa— VR EN [7 8y 27 (Block) |0 EE) ) ITRESN

TWAHEEIE, TTOHT AVIZEW TR BHIRPE LT 7 23
U=V IR T IVICEA I ET,

* [53FE ST/ WURL (Uncategorized URLs) |23 [7' 2 v 7
(Block) 1L (F72iF [ e — Lt E% M (Use Global
Settings) ] DS (7 m— SARREN [ 1> 7 (Block) ] LSO
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ROFENT 7 v arPe—EINT 7 IV ICEASINET,
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(Uncategorized URLs) | D7 7 v a VBRI — A N_\— v 7D
ERICEENTORNWEAIE, RELTWALHEIZR LT 2 — UL
RY —DENER S ET,

HIBRDEE L SDIBMIZLA TO LB T (F_XTHOT 7 v a a3
TORY — XA T THEHATEE2DITTIEIHY FHEA) .

« 7 u v/ (Block)
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FIE

RATY T [BEX=2 U T 4P —E A (Security Services) |>[fiH#FF A =2 k@ —/L (Acceptable Use Controls) ] Z &R L
e

ART9T2 To7T— IPFHENE D AR LET,
[BEAFFR s br— = P O (Acceptable Use Controls Engine Updates) |7 — 7 /L ® [Cisco WebF]

HOHE - Webh 7 FTV DA77 Y U A K (Cisco Web Usage Controls - Web Categorization Categories List) ]
BT EE,

ATY T3 BWHFTHIE, [57<EH (UpdateNow) 15227V v LET,

FRELUVERIN-ATIVDT 74 MERE
URL #57  © FOFEHICE T BEORY L —OBMEREE SRS = L ib 0 £,
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(Quota-Based) FREINET, 74— FILETDHE, Ty T X=URERINET, KRHFEFHE
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MEMHL T, BRa T Y OSEPRESINET,

COMREERHH LT, HOIARBRa LT UV DF T4V N T 7 g kT IS B
T&EET, 72201 F, =a2a—AWeb WA FELIFA VTR NERTHIAZL ZTITID
TRTOMDIAI BB LT Y 2T+ HENTEXFET,
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Referer X—ADFISML, 778 ARY O —TOHYR—rEHFET, HTTPS hT7 7 4 v 7 T
ZOMREE T 21X, T B AR —THISEEFRT DR, FIFHIZEIRT 5 URL
17TV OHTTPS B A2 ET HMENH Y £9°, HTTPSEH 5 OREICHOWTIL, HZARY
= =D URL 7 4 W ZDFEE (33 ~—) #ZRL T3V, ZOHRE L HTTPS
W OMEAICET 25OV TiE, HOIAR/BRa 7oy o7 m v 7 OFISMNIRIT 55
B LOHRIFEEAZ SR L T ZE 0,

¥sEDT 78 AKRY —0DO[URL 7 4 V% U 7 (URL Filtering) | _X— (77 EARY v— F—7
D URL 7 4 )V H DOFRE (29 X—) #5M) C©, HMOIAABIUOZRa T yo7 ey 7 ofist
(Exceptions to Blocking for Embedded/Referred Content) ] =7 2 a > @ [FI7t DA%l (Enable Except) ]| %
7Y w7 LET,

[ZEDATT) TR ar 7Y ORI ERTE (Set Exception for Content Referred by These Categories) ]
IO Yy 7 LThT Y %R (Click to select categories) |V > 27 %27 U w27 LT, URL7 4 /L& >
T A7 A OSROFINOBERS— 2 E E T,

[EFREFAB LI AKX LAURL 7 2V (Predefined and Custom URL Categories) | U A hinh, ZOEMOD
BINEERT DI T TV ZFIRL, 52T (Done) 127 Uy 7 LTCIDOTZEAKRY —>d[URL 7 1 /L
41 > 7 (URLFiltering) | " X—TIZREY £7°,

[ZO&Ma T Y OFIF &R E (Set Exception for this Referred Content) ] K2 v 7 Z 72 U X kb4
WD I AT aERLET,
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%, HELZURL H 7 TV DLRESINTEHAET ey 7 LRWREON T I VBT 7Y Fr—
vara@ERLET,
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BT DL, ZZTHRETDURL AT IVEBIOT F ) r—va VERWC, BELEA T Y ¥
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AFNET Ry SNTCEEICRY ET,
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[ZRtDfIF (Referrer Exception) | 47> a id, BWAXLURL T IUNRT 7 AR U—IZ&EN
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BIO[Web A kb (WebSites) 1) <° M2 (Overview) | X—YDOETF ¥ — MIEREND
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DFERZZRL T ZE N,
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=P —TEDEER) — I NL—TRBIOT 0= NVEZFRY — F1—712% LT URL
TUANE) T ERETEET,

FIE

ATYT1 [Webt¥=VUT 4 ~F—T% (Web Security Manager) ]> [ 757K U 3 — (Decryption Policies) ] & 3R L

i—a_o
ATFY T2 RV —FT—TNT, HwETDHRY — F)L—TD[URL 7 4 )% (URLFiltering) 13 ®H DV 7 &7
Vw7 LET,

ATYv T3 (EE) [WAXALURLIT Y DT 4% Y7 (Custom URL Category Filtering) | &2 v a2 T, Z®D
R —=DT 72 a DFITHRERDNAZ L URL BT AV ZiBINITEET,
a) [WAX LT IV OEI (Select Custom Categories) | %27 U v 27 LET,
b) ZORV—IZEDDIHAXLURL AT Y 23R L, [@H (Apply) 1227V v/ LET,

URL 7 ANE Y T 2 DT ITAT NEREBET DD AZ LA URL A7 3 Z@RINLET,
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ATy T HAZLBIOVERFEHADEURL AT I OT 7 a R LET,
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ATvT6

Tovav Bl

Jua—SVREEMEH | 7 — R UEERY) = =T TRESN TSI ZDOAT IV HOT 7 a
(Use Global Setting) | ZfEHLET, Ziuk, 2—F—EROKRI > — I N—T DT 7V T 7=
T,

2P —FEORY — FN—TIZORHEHA SN E T,

HAZLURLAT TV N7 0 — UG ERY) =N ERA SN TNDGE, 22—
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7 vaild, [Fr—VEELZMH (Use Global Settings) ] T72<, [E=4—
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£7,
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HTTPS EXROFEED URL AT IV 2T v 7 T8, BERI T — 7V —7OFOURL AT I %
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WLET,

[43¥E & T2\ URL (Uncategorized URLs) | &7 v a > C, ERFAEIEIHIAZ LD URL H T VI
SHESNIRNWeb A b~DT T AT PERITH L TIITT LT 7 v a Va@RL £,

TOREICEY, URLAT IV vy FOBEHTELEFHIT I b~— TV DFT IV T
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KLUTURL 7 4 VH ) U T aRETEET,

FIE

ATYF1 [WebtF =V T ¢~Fx—T % (WebSecurityManager) ]>[ A 27 —% %=V 4 (CiscoDataSecurity) ]

BERLET,
AFyvT2 RV —F—T )T,
Uy 7 LET,

WETDHRY >— 7 V—7D[URL 7 4 /L% (URLFiltering) 13 H DYV 7 %7

ATv T3 (EE) [WAXLURLET TV DT 4% 7 (Custom URL Category Filtering) ] 227 > 2T, Z®D
RV —DT 7 v a r OEITRGLERDIAZ L URL BT A 2BMTEET,
a) [HAXLHT Y DRI (Select Custom Categories) | %7 U v/ LET,
b) TOFRV—IZEDDLHAXLURL BT Y Z#IRLC, @A (Apply) 1227V v 27 LET,
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URL 7 A NEZ VT 2D, 7947 FEREGENTWDLH AL L URL A7 T ZH#L
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WLET,

R —IZHENTWDHHAZLURLAT AVIX, [WAZLURLAT AV DT 402 Y 7 (Custom
URL Category Filtering) ] &7 v a vicFRrsnEzd,
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NTIVOT I v arEERLET,

Tovay
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(Use Global Settings) ] T2 <, [E=%— (Monitor) ]IZ72Y 9, B A& A URL
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A, [ e — S L@REZMH A (Use Global Settings) | # i8R CTx £t A,
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7 v v7 (Block) |[Web7BXUid, ZTOREIC—HTDHNT I arzERLET,

GE)
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=D [YouTube # 7 TV DT 4 L5
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svarc, Tunyrs F=4— %
T T v a VERET DLER
HYET,
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1R BHEIIZ
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71 % (HTTPS Proxy) 1) .

s [EAFFA =2 Fr—/L (Acceptable Use Controls) |#HNZLET (XU T 49—t
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F9 ((WebtF¥=U 7 4 ~3—T % (WebSecurity Manager) |>[7 A ¥ L3 L USNABURL
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* YouTube DN AZ LA URL A7 2V LA URL A7 IV EHL, 77y ar % [EE

(decrypt) JIZLTHEERY O—Z2RELET,

* YouTube H ® Google API — " 2 Z{#i H{ L T Google API ¥ —% £k L £3°, Google API
F—AENT DR, ROFIREFETLET,

1

Google 7 H > hD 7 L7 v % /L% L T https://console.developers.google.com/ {2
/A4 LET (HAD Google 7w NOFEHIFHERINERA) ,

TuY=r FaRERLET,

[API & —E A DHZNE (Enable APIs and Services) ] C. [YouTube Data APIv3] &

N LET,

74— REMH L TAPL ¥ —Z 4T 570, £72IL[API L —E X (APIs &
Services) ] D FiZdh b [Z LT v+ /b (Credentials) | 47> a v ZH L £,
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FIE
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j—o

RATFYTS V2V EA LT T NEANLT, 77747 AL YouTube API H—_—[D & A4 A7 7 MR 2R EL
F7,
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—gqo

Secure Web Appliance Ti&, JEBHIZ S Te | MM 7e B A% 5 URL A7 2 U 4 DHRAID
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AT FTIUNRY A NSIPHNEFITHAERERICEY 7, RLARY —izZnb
DOHT AV EEDT, TNEIICERDT 7 v a v BEHRTDIHAE. WAHX
AURLAT Y 5—TNAD1HB LV A NINAADTIAVICERSINTET
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AR L ET,
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<products updated="4/15/2016">
<product name="0365">
<addresslist type="IPv6">
<address>2603:1040:401::d:80</address>
<address>2603:1040:401: :a</address>
<address>2603:1040:401::9</address>
</addresslist>
<addresslist type="IPv4">
<address>13.71.145.72</address>
<address>13.71.148.74</address>
<address>13.71.145.114</address>
</addresslist>
<addresslist type="URL">
<address>*.aadrm.com</address>
<address>*.azurerms.com</address>
<address>*.cloudapp.net2</address>
</addresslist>
</product>
<product name="LYO">
<addresslist type="URL">
<address>*.broadcast.skype.com</address>
<address>*.Lync.com</address>
</addresslist>
</product>

</products>
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TTTAT AT X —EiRE L EE A,

FIE

ATy T [WebtFx=UT ¢ ~vFx—T % (Web Security Manager) |>[7 7 & A AR U > — (Access Policies) ] % #R
LET,

AFTwF2 [URL 7 4 V% V> (URLFiltering) 151Z®H D, 77 HARY v— N —TF 37/ a— LR v—
IN—=TDV %)y LET,

ATYT3 a—P—FEROT 7 A KRNI v—%mETLHE. [T Y 7 4/ % (ContentFiltering) 1 &7 > =3 v
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A F—=T VI LET,
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AT T6 [VA barT o Yilliza%023 % (Enable Site Content Rating) | F = v/ Ry 7 2% A2 LT, ¥4
havTroy b—7 4 IR E A 2 —T I LET,

ATV T VR=b RO T oY L—T 4 T WebV A MO DTENL 3T oY ET_TTay 7350,
T Ra——URL 7 4 V&) TEEER =D TR T DB ER L E7,
GE)
P R— FRABONTNIDOMBT P D URL, £/ R— FBOoOWWTIrOa T oY Lb—TF 4
27" Web ¥4 @D URL 28, [F7] (Allow) | 727 a BN ENTWHIHAZ LA URL AT IV ICEEN
TWAEAE, MERRITZT7T ey 73T, 7 XTOa T Y NRERINET,
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(SaaS and Web R—2 b A2 T4 RS | www.salesforce.com
B2B) &,
Tt (Safe |kids 1057 SRS FE AT IZ/ER ST 5 | www.discoverykids.com
for Kids) . WIRENCHECIERE AT £ 38 | www.nickjr.com
HHITVND Web 1 K,
Bh el sei (1012 | (izesFidi, BT 1%, |www.physorg.com
(Science and T PR L) | FHEE, & | www.science.gov
Technology) G, MY, REE, TR F—
bR 77, R
RF—) | @EfE (EEE. EXE
f8) 72 &,
M=% |srch 1020 MR Y, % —F% v |wwwbing.com
FOR—# L b EOFERIZT 7 22T BDI20D | www.google.com
(Search Engines ERERDYA b,
and Portals)
MEZE  (Sex sxed 1052 HEIZHE SO THAER A2 S www.avert.org
Education) Web A I PERORERE, BEAL, 4 | www.scarleteen.com
PRie &
DAV shop 1005 Wy r ZZHa, A4 EN, 7 — | www.amazon.com
(Shopping) e SEEHENE, FHME, 4 | www.shopping.com

SA v hEay AT ET—
iR E,

FHERarka—iL .
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URLA53) HEERZ |O— F |EREA URL 0151
V—3 % /)L % |snet 1069 V— ¥ )L Ry N —X% B www.facebook.com
NI —F 7 #, [TR7 =y aflRy b ywwitwitter.com
(Social 7 —% 7" (Professional
Networking) Networking) ] b2 L T2 &
AN

#HEF52 (Social | socs 1014 HECBHR T AR L E . & | www.archaeology.org
Science) ¥ UENEE, AINVF 2T A www.anthropology.net
BT — R, BHRE SRE. M
B W DERSE, ot

s JUSL sty 1010 | 52jkds KL OVGEBIfR, ROEME, 4 | www.childcareaware.org
(Society and SRk, R, ElE . RER LS, www.familysearch.org
Culture)

VAVANEY4 swup 1053 V7 NI T RNy —JlTxtT A | www.softwarepatch.com

7 v 7T —h Hr7 w7 LERELTOND | wwwindowsupdate.com
(Software Web 1 I,

Updates)

AR—F LN |sprt 1008 TRTOFE AR—YE LT~ | www.espn.com

L7 Jxz—g Fal AR—=Y, LZYxz—3 www.recreation.gov

> (Sports and VIR, 90, T T— X

Recreation) R—=> (F—2L) | AR, FEE

i, VY =T = T N
7. B, KRR, TRIR MR 7R

o
AR —3 2/ |aud 1073 UFPNNEALNARY—3 7 F— | www.live-radio.net
A—TAA TAA AT Y (A F =X | www.shoutcast.com
(Streaming NS OFRA—F 4 F T 4 — R
Audio) 2y .
ARY—3 7 |vid 1072 UFP LA LA R —=3 27 5 | www.hulu.com
Sl T ArZ =%y hTLE, Web www.youtube.com
(Streaming Xy A b, BEILGRY)
Video)
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TIPEEDISSIt |

URL A3

HEETS

a—F

A

URL 15l

FaXALER
WALSRASIE/: et =

terr

1119

AT Fa¥X—D—8E LT, F
TPIIBENEZRT 72U A ME
T2 IR D Web A, ¥4 b
WX, 777 4 v 7 AR EHE,
ETFABLIOTF A MREENT
WHZERHY ET, —EHOYA
ME, TaE2ZEEL TR0,
BII BRI EEEIEAE L TWD
LaEbH ET,

A=

(Tobacco)

tob

1078

ZIEZE D Web YA K, Zo3afilik
Sfh, AT R, GEESE
YRSIHTRWE D) 72k, ZN
T R EET [ & JK (Health and
Medicine) |77 T VI EE
R

www.bat.com

www.tobacco.org

FOWY
(Transportation)

trns

1044

EARORY Y, HENEIS LU
A BT D fE R, BrEL, HlE
F— b3 OEEN, HEN AT,
ANV, 2R, LY v —HE
#E (RV) 72F, HEHEL—2E
FORS 7 L—RF [AF—V
XOv 27 Y x=— 9 (Sports and
Recreation) JIZHFEINLET,

www.cars.com

www.motorcycles.com

%47 (Travel)

vl

[=g

1046

B YR AT EEAFRAT, AT
e FToUL U Y= JRITAREE
JE, ARIBFI DS 7 JRAT. iRk,
falaftis, @EFR, MZEEOT
K, MAEE, Lo 2 — BilE
me,

www.expedia.com

www.lonelyplanet.com

URL ¥ — &

A

shrt

1120

FWURLZ%#Mi L7=0 ., URL%Z~
FUT 4T LT, A=)
VI DR RS ER LI+
DIOIERAENS KA AV,

www.bit.ly

www.tinyurl.com
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7otz avka—u |
B nres 50 o EHBT 2EERY SOt

URL h7 ) LR, |2—F |EBA URL 045
ST W weap 1036 — Ry 7 SR D A B I OMiE 1 | www.coldsteel.com
(Weapons) BIT B (BAEE. 57— 7 | www.gunbroker.com

Tar, MORENIRE, BOME
i, BROETRE, BOFIMR L) |
IR 2 fE i, £ ofoR
TR EE GOV A Rl
EENDHEERDHY T, BUFO
HIZET D Web ¥+ M, [BUFE
X O (Government and Law) ]
AT AVIHFENET,

Web &t v > = |cach 1108 WE, P77 e — R4 | www.archive.org
ET7—hA7 DTN IS F Yy v = wwwehedegrgh EareriTm
FRIT— A 7 I Web 2
T,

Web 7R A5 ¢ > | whst 1037 Web 14 FDOFRRT 7, Hik | www.bluehost.com

7 (Web MH—E xRy, www.godaddy.com

Hosting)

Web ~—EER | tran 1063 Web ~<— OFER, www.babelfish.com
(Web Page wwwi.translate.google.com

Translation)

Web-based Email | X —, 1038 Web A —/L H—t %, @l ADH 4y | www.mail.yahoo.com

7R DEFEDOEF A=/ B —E 22 H | www.outlook.com
2 427200 WebV A ME, [EH

M7+ A —/ (Organizational
Email) |77 T VICHEINET,

BEEIER
cURL 7 2V &y hOEFHOER (21 X—)

« KOMED URL LR THME S L2 URL O#HE (19 X—)

HTTPS b5 D 1 vV ZHliEIT H5EF KR O—DIERK
ZOETHHATLIHNEIL, ROLBY TT,
*HTTPS F7 7 4 v 7 il T 2B 5K Y > —DEK i (79 ~—2)
cMERY —ICXDHTTPS b7 7 4 v 7 OFH . XA N T Z7 77 4 2 (80 X—2)

cHHERY — (80—
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HTTPS +5 7« v o 24T asRy o —ots %2 |

o JL— RAEBHE (88 X—70)
cHTTPS NI 7 4 v T DN—TF 427 (96 ~=—3)

« Wi BAL/HTTPS/EFAED N T TN a—TF 4 7 (97 _—3)

HTTPS F 5 D0 1 vV Z#l{HT 5EFRY) O—DER : #IE
THERY —T, Web a2 NOHTTPS F 77 4 v 7 OUBNERSNET,
*HTTPS N7 7 4 v 7 i@ 5THH A I,
« MEShTe . FIIIRA Lice X2 VT o AR AT 2 ER OB L,

HTTPS N7 7 4 v 7 ZUTDO X IS HE SR Y O —2{EfTE F9,
WL ENTE N T T 4 v T BN ANL—T D,

e NI T 4w EESL, HITP F 7 7 4 v 7 HICERINT -2 T Y R—=ZADT 7B A
RV —%EHTH, LT, VU =T AFXF ¥ UL ABRIZAR Y £9

« HTTPS ¥#5t % Ku v 795,

cWeb 7 F VNIRRT —IZH L TCEREZIM L CWDH E X, BEREE=F—T5 (K&
T a ATEITENRRY) o O LT, &I Re v SRR A L— F£Tz
IEBOT 7 a v nFETEINET,

A

FE BEAFENBERORMYFEVISEELTLESN, =0 F2—FOHTTPS t v v a v 2E 515
Z LRI L7813, Secure Web Appliance® 7 7 £ A 1 7 L LR — MIEAGRBITE SR &
EFNAHZENH Y FJ, EFEHEHE I advancedproxyconfig CLI @I~ K& arres 7 a< o K&
FHLT, B Z7IZRFTDHURIT XA POBELZRETEET, URIBIEK, /037 =) —0DHE
RS ST URIDOE B2 a2 v IR FTE £ S, 7272 L, URIG 7 = U —ZHIER
THIELEERRLELGETH, MAZRECEAERIZEINTZEEICRIAMEELH Y F
T

tl

BERIS—RRVIZKBHHTIPS F 5714 v DEBEDHE

Flg |[BEER)I—ICTKDHTIPS +5 |BEEBELUVFIE~D) Y
T4y BEDEOHDERY YR
~

1 HTTPS m %3 % A X —7LICd [HTTPS 72 X DA F—7 Lk (83 ~=—3)
%

FHERarka—iL .



B E=®Uo—cka TIPS 5T v IDEE : R L T5HF 4R

7otz avka—u |

FIEg [EBR)I—IZEKBHTTPS +S5 |BEEBESELUFIE~ADY VY
T4V EBDEHOFRY YR
~
2 SFHELX—%2T v — RE- o JL— MNIEHERB IS —D 7 v 7 — K
IZAERKRT % (91 ~—72)
« HTTPS 7' & & L [ OFEHEL L OF— D4
B (91 ~—2)
3 HEA T arERETSH T\t 7ya rORE (87 3—)
5 (EE) B/ EONI AR | 222G EOMEORE (92 <X—)
ET 5
6 L) VT AEA DDINAT— | VT NAEA BDKHAT—H A TF = v 7 DL
BAF oA F—T TS b (94 _2—2)
7 (ER) FEINEHELE Ve y [FHETX 50— FEAE (95 X—)
J SNI-FEHEASEHET S

BEERYS—IZKBHTIPS FS 74 v I DEEB . RX TSV T4 R

—IREIIREBR Y = T N—T BV EIER LT, *y NU—7 EOT_RTCO2—P—F 7213
FoR&ha—Y— 7N —IZ#EBALET, TDH%, HEFINZHTTPS b7 7 4 v 7i2& D

MW EBLZ 2 BN D D561, L0 BENRT 78X Z v —T 2R LET,

mEKRY —

TTIAT AL, HTTPS i ERICH LT, LFOT 7 v a v aFITTEET,

AIoay £2EA

T4 — Monitor (& =%—) (3, KEENCHEN SN DRET 722 Y 2RET D
721 Web 7' U MO E B EIT R LT h T 7 g w2 difi L

BATDUENSH D Z LR THBEOT 7 arTY,

HIFx (Drop) TTIAT AR A Foy S LET, ST SR 2 L
Hh, TT7I7AT A3 wE Fny 7Ll b aa——Z@imL %

A,
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mstys— B

TIFav Bl

INRRI— (Pass |7 FI5A T AF, N7 74 v 7 ODNEEBRETTIC, Z7I9A4T o &
through) P R—HDOBEEE A A L— L FE T,

7L, BEONAZAN—RY —% L TWDH8E . Secure Web
Apphance ITER SN2 — /=& DOHTTPS N> R = A 7 ZBAiG L C,
ZOV—NR—DFMEF =7 LET, AMEF = v 7 TR,
SEHENKIEESNE T, V—"—DF = v VBRI LESRE, VT
Jvaviivay s snEd,

BEOYA NORFET = v 7 2 AX vy 74512k, ZnboVA b ad
DHAZ LT Y DPEARAENTZRY U —FRELT, 20V A
FAEHETEDZLERLET, ZNOHOYA NI, BT =7 %
ZAFRNTAAANL—INET, AT =y 7 DRF v FZHFAIT 5
RV —%RETHIHEIL. EELTIEIN,

%5 (Decrypt) | 77IA4 T A, #EREFATLETS, FT 74 v 7 ONKERE L
9., NI T4 v EER. FL—r TXFANHTTP#TH LMD X
N, EEENTE T 74 v 7T 78 AR U—%2BHALET, #
EEEL, T7R8AR)—Z@EMATLHLI2ED, NI T7 v ER
¥y L TwLy T ERETEET,

T —UHNDOTXTORMEIL, Web 7 XN T oHF 7o a  ClfT s RK&T7T 73 3
VI TCY, T 7 a iE, Web 7 e R URMOE R EICH LT R T Uy g U EFHE
THZEEEIETBAHRIETT, 722, BEERY —RN, B — N—ffHEEE =% —
THEICERESNTVDEHAE, Web 7 BX L, —N"—ICHLEHENEYNTH HLHED
HH%h7/ﬁ7/a/@@ﬁﬁ&;OWT®%%%E%ﬁwiﬁh R Y > —23, Web
VE;%—yayx:?ﬁﬁw%~ﬂ—%fmy7¢éi9_ﬁﬁénfmé%é\th
T—ay AaT PR — A= ZRT 5T TOERN URL A7 3V BEE2ZEE T
2y 7ENET,

WOKNZ, Web 7 Fx I BNESRY o— FA—FIZf LTr T4 T > MR &ZFR 5 ik
R LEd, THTTPS 77 4 » 7 Ol 1T, BERY —OHIHREZ T 5 & &I
Web 70X CHEHTHIEFARRINET, K8: T 27 EA RV —DT 7 a OiEH
(122 =) X, 727 BARY > —OHERRE Z 7T 5 & I Web 7' m & T THEMT S
NEFEAFRENET,
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C Receive HTTPS request from client.>

v

Is the user not authenticated and is the authentication surrogate
type an [P address? If Yes, how is the HTTPS Proxy configured
for the “HTTPS Transparent Request” setting?

_ Yes, action is Deny. Yes, action is Decrypt.

lNo, user is authenticated, or surrogate is cookie.

_ Yes, action is Drop. Is the URL category of the request URL in the Yes, action is Decrypt.
b Decryption group’s list of custom URL categories? Yes, action is Pass-Through.

iNo, continue to Monitor

No, action is Drop. . - ion i
4—{0 acion s 7rop Is the server certificate valid? ML‘NO' aetion. b Draryge: s

iYes, or No, action is Monitor.

Yes, Drop. Does the reputation score of the destination
server indicate to drop the connection?

lNo, continue to monitor, or Web Reputation is not enabled.

Yes, action is Drop. Is the URL category of the request URL in the Yes, action is Decrypt. 4, |
Decryption group’s list of predefined URL categories? Yes, action is Pass-Through.

lNo, continue to monitor or Yes, action is Monitor.

©

Is this transaction to an application and is the HTTPS Proxy Yes NN
configured to decrypt applications that use HTTPS?

iNo, continue to monitor.

N
40{ Is Web Reputation enabled?

No, action lYes
A_is Drop. o
No, action Does the destination server No, action is Decrypt. 1\ |
is Monitor, have a reputation score assigned? No, action is Pass-Through.
iYes
Does the reputation score of the destination server Action is Decrypt. Nyl
indicate to pass through or decrypt the connection? Action is Pass-Through.

v

4—{““0" L. What is the default action specified in the policy group? }Amnn i P o

iAction is Decrypt. Pass throug‘h[
i J ~
Drop Decrypt traffic and then evaluate \‘ connection.
connection. Access Policy group membership. )‘
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Hres Foxs a4 2—Iutk [

4:EER)O—DRYS— T L—TF rSo¥H a3y 70—

( Receive reques

t from client. )

No

Compare the client request against the next
(or first) Identification Profile in the policies table.

l

Is the current policy gr

oup the global policy?

Yes

h 4

No

A

No

Is the transaction assigned to one
|dentification Profile, or does the policy

of the policy group’s configured
group use “All Identification Profiles™?

v

Yes

A

No

Is the current time in the policy group’s configured time range in the Advanced section?

h 4

Yes, or no time range defined

A

No

Is the client subnet in the policy group’s

list of subnet(s) in the Advanced section?

h 4

Yes, or none defined

A

No

Is the proxy port in the policy group’s

list of ports in the Advanced section?

h 4

Yes, or none defined

A

No

Is the user agent in the policy group’s list of user agents in the Advanced section?

A

Yes, or none defined

A

No

Is the URL category of the request URL in the policy group’s

list of URL categories in

the Advanced section?

h 4

Yes, or none defined

A

Is the user one of the authorized

(List of authorized users can be a list of user names, user groups, all authenticated

users listed in the policy group?

users, guest users, or All Users. If the policy group only uses Identification Profiles

with no authentication, then

all clients are authorized.)

VYes ¢

< Apply the Decryption Policy grou

p settings to the client request. )

HTTPS JOX> D4 x—TI)Lik
HITPS N7 7 4 v/ = — L THEFTHITIE, HITPS 7% %A X1 —7 /W DML
NHYEJ, HTTPS 7 F v %A X —TNICTDBGEHF. T T4 T AN, Ry hU—7
DIFGAT N T TV r—a NCHCBABAT—NN—EAELZRET L EEIHEHATS

FHERarka—iL .
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B s Joxcoqx—onie

FIE

ATy T

ATy T2
ATvT3
ATvT4

ATy TH

ATvT6

JL— REFFAEZRE L E7T, HBEOMEFEONL— FEFAZB IO —%27 v Fa— R4 50,
=P —NAN L ERCHEAER L OX—2 AR T D EICT T IA T U AERETH L
MNTEET,

HTTPS 7 ¥ v % A X —7 NV LI=t41E. T+ X TOHTTPS R U > —RENMEFTHR Y > —I2 k-
TR ENET, T, 20— T, h—RN—3EAERENRIGED, T 74T AL
L HTTPS N7 7 4 v 7 OB HFRETE £,

1R BHHEIIZ

HTTPS 7R ¥ L&A X—T7MITH L, T7EARY —NOHTTPS EHDO/L—LRT ¢
B—7 MY, Web 7 B F ATHTTP HOA— A2 LT, 5 SNIF-HTTPS b5 7 1 v
7 BB LET,

[Ex%= U7 1 %—E R (Security Services) ]>[HTTPS 7'm 3 (HTTPS Proxy) JIZBEIL. [XEDAHL
{b & #w%E (Enable and Edit Settings) 127 U v 7 L £,

HTTPS m X3 S A4 ARKENRFRTINET,

HTTPS 70X 74 B A EOFE L2 His, [[FAET D (Accept) 1 &7 U7 LET,

[HTTPS 7' v %> Z HG2NZF 5 (Enable HTTPSProxy) 17 4 —/V RWA X —T NV ThHDHZ L 2R LET,
[HTTPS R— b5 7 12 & 2~ (HTTPS Ports to Proxy) ] 7 4 —/V K&, 774 7 A HTTPS k7

T4 &F v THR— AN LET, A= 443 BNTF 75/ 8 K—FTT,

G¥)

Secure Web Appliance [Z7' 2 ¥ & UL THRK30 AR — FE2EHTEES, 3K — MIFIZFIP 7rx v HIZ
TRISNTEY, 278 — MIHTTP BELOHTTPS Y mX & L TR TE E7,

WA DV — MNEBAGEHEL Y v 7' — RELITERLET,

GE)

Ty 7R — RINFEHEE =T & ERINTREHE S X —DO T OMENRT FI74 7 AT
HBEIE. B4 M — REHE (Root Certificate for Signing) |7 3 a v TBEIREN TV AHIEHE & F—
DT OHEHEHLET,

[HTTPS %@ ) %K (HTTPS Transparent Request) | &7 > 2 > C, LLFOA T v a oWz R L
7.

« Decrypt the HTTPS request and redirect for authentication (HTTPS K185 L T, FRAEDT=HIZY ¥ A
V7 b 5)

« Deny the HTTPS request (HTTPS ZR & 5757 5)

\—@E’X}ﬁiﬂ N qu*)‘E’ﬁ }‘&LVCIPT]\I/Z%/@E}EHj—é }‘7/4}7 /El/fx_j‘u\ :L_qj_ ﬁ)if\_nuu
SHTWAWERICER SN ET,
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ATy 71

ATvT8

HTTes k57« v o osim [

G¥)
ZDT4—VRIE, TTIAT U ANGZBE— FTRERBSNLTWOISEICETRRINET,

[HTTPS %4257 7 U /—3 2 > (Applications that Use HTTPS) (&2 v a > T, 77U —va > d
AL a br—L BIOT Y =g o LRl EZR ESELTEOICE ST EA R —T T
DINE D INEIRLET,

GE)

BLAHNL— FEHER I SA T MIA VA F—ILENTWWWESIZ. 5k, 77— 3
TIT—DRET D ERBYVET, TTTAT 2R — FERBEOFEMICON T, FEHEOBIE -
HTTPS O S OEE (90 ~—) #BMLTL &,

KHEEERFEL, RIFLET,

RDERY
BEEIER
« FFHEOMEE L HTTPS OEE OB (90 ~—)

HTTPS 35 7 1 v 7 O

Secure Web Appliance 23 E 578 U 2 — 7 /L —71Z HTTPS #£#t ZR 251 0 4 Tl-th. Bk
I, ZORY = I N—TOEHBREZMALET, BE5RY — JI—TFOEBBET
TIIAT CAREREE TS D0 Ry 700 I3 AR AN—FT 20BN RESIE

ﬁ‘o
T av Hil:L]
URL 73 ERBABL O AL AOFKURL A7 2 VIOV T, HTTPS ER CHELT
ng THT I varEHFETEET, [URL 7 4% U 27 (URLFiltering) |
Categories) b, BRETHRI— T N—TDV 2 %2 ) v 7 LET,

GE)

HTTPS ZEROFFED URL # 7 3V % Fu v/ (= Ra—HF—i@knie
L) +250TiEHR<, 7uvy (v Ra—V—@mbv) +55581%
@%ﬁuy—ﬁw—f®%®w&ﬁ%ﬁ9®@%%%mb\%@%k\
TIEREARY = I N—7DRICURL AT IVDTay 7 #&RLE
7T

Web LEaT— |[BERENZF—N—D Web L E 25— 5 27 |2HSNWT, HTTPS
»ar (Web FRICH LCEITTHT 7o a VU ERETEET, [Web LE 2T — 5
Reputation) > (Web Reputation) [%lCH D, RET LRI — I N—TDV T %
7wy LET,

FHERarka—iL .
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TF7oay

B

TI2+ILETY
<3 Y (Default
Action)

ARG T AREVDRVBEICT T IA TV ANRITT DNEND DT 7

VarERECEET, [T 74N T2 v a (Default Action) ]I
HH BRETHIR) =T N—TDV %7V v 7 LET,

GE)

RESNTET 7ANV T 7 aid, TESNHREN, URLIT IV &
Web LE 27— a3y 2a7 0L BIZHIEDINTHRNGEEIZO KR,
Moo oa B LET, Wb b BaT—Tar 700X 7
DT 4 =T NOEAIE, T4V N T arBn, URLITII D
Monitor 77 ¥ a NZ—EHT 5T _XTO N TP 7 va @b ans
T, Web LB aT—2 5 T4 VR Y U THRAF—TLOEEIL, 2
T2 LDOY A R Monitor 77 > g UBNBIREN TWAESICOR, 5
THIN T arMERESNET,

Web L E 27— a U AaT7 NEWKESIL N7 7 0 v 7 2N N2 F 5HT1E, [HTTPS 7 1 %
TEXE (HTTPS Proxy Settings) ] X—® [f75 472 a2 > (Decryption Options) &7 =3
WD [TV r—a Uo7 DS (Decrypt for Application Detection) ] 472 3 %
ZF 7 LTSN,

WD, TTTAT o ANEDE SR Y 2 —7% HTTPS ERIZE Y Y T-%IC, TOEKR
TEITTDHT /v a v wBRETDHHEEZRLET, BEV—"—DWeb L 2T —1 3 &
T BEHIl S A DOIX L EIZZT TR, ZO/RRIE, IREZ7r—D2 20K A > M Tl S
¥4, 2L Web L B aTd—o g Raro Ry X 77y a it EEFADURL Y
TAVIHEEINTWNAEHEPART 7 a BT AZLICEELTLIEE N,
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C Receive HTTPS request from client.>

v

B#EF T arm

> Yes, action is Deny.

Is the user not authenticated and is the authentication surrogate
type an [P address? If Yes, how is the HTTPS Proxy configured
for the “HTTPS Transparent Request” setting?

Yes, action is Decrypt.

zz I}

lNo, user is authenticated, or surrogate is cookie.

| Ves, action is Drop.

Is the URL category of the request URL in the
Decryption group’s list of custom URL categories?

Yes, action is Decrypt.

Yes, action is Pass-Through.

iNo, continue to Monitor

No, action is Drop.

Is the server certificate valid?

iYes, or No, action is Monitor.

Yes, Drop.

Does the reputation score of the destination
server indicate to drop the connection?

lNo, continue to monitor, or Web Re

putation is not enabled.

Yes, action is Drop.

Is the URL category of the request URL in the
Decryption group’s list of predefined URL categories?

Yes, action is Pass-Through.

lNo, continue to monitor or Yes, action is Monitor.

Is this transaction to an application and is the HTTPS Proxy
configured to decrypt applications that use HTTPS?

Y

©

iNo, continue to monitor.

No

Is Web Reputation enabled?

No, action

lYes

A_is Drop.
No, action
is Monitor,

<

Does the destination server
have a reputation score assigned?

No, action is Decrypt. A
No, action is Pass-Through.

iYes

Does the reputation score of the destination server
indicate to pass through or decrypt the connection?

Action is Decrypt.

Action is Pass-Through.

v

Action is Drop.

What is the default action specified in the policy group?

1Action is Pass-Through.

No, action is Decrypt. A

Yes, action is Decrypt. Ay

eyl

|

v

: Drop
connection.
#EF T a v DRE

1R BHHEIIZ

HTTPS 712 X% DA x—7 Ak

iAction is Decrypt.

v
Pass through
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o [FE#EPH (Time Range) ] : BE#MHZAER T2 & A =Tz L, 2K
ATV ICFDUN T Web ER AR5 L7720 . Web ERIZT 7 v a 2
TEE, FFEEMHIT, fx o=y F& LTRSS ET,

«[URL#Z 7 =Y (URL Categories) ]: URL #7 2V |X Web A N DERAHE 130
ABLDHT IV TT (Z2a—A, EVRA, VY=V VAT 4T RE) . Thbz
fER LT, Web BRZFAI L7720, Web ERIZT 7 v a e TEEd,

o[—H—=—T x>k (UserAgents) |: BROIERICEH SN 7 94T b T
Vor—vay (Ty7T7—=4Web 7 70¥RE) B"bvEd, 2a—¥—x2—T=
Y MZESWTRY —DHRHEEZER LY, HIHREELEECE T, BiErD
2—H—x—T 2 NERITHZELTEET, 2T, J LT UV LD ATE
RKoOpZENTERNT Y r—va rTERILET, BIAX L 2—PF—x2—Tx
VEEERTEETH, TNOLOEREMORY O—CHAMHT A2 Z LIXTEEY
Moo

\}

R O—DIRR

B BEOANN—V oy THMEERER LIS E, 7747 PERIZ, R v—I2—ET 5729
12, I XRTORELFHEZTHLERIH Y £,

RY L —F—T MR > —ZTWTAHNEFIC L > T, Web ZRICEHEINARY o —DE
SENERE AR E W 34, WebBR & DREITT—7 NOF FALORY) > —BIEIZ T, Bk
DAY =l —F LR ATHRAIIRTLET, 7—7VAOZRLUBEORY > — TN S
FH A,

I—PEFEDORY —N Web BRE —HLABRWES, FORI—ZALTDTa—rL R
v=REAINET, Fu— UL R —FFIIRY — T NV ORZICEE S, JEF
EHETEEHA,

WROMIZ, T7EAR) =T —=TNEN LI TAT v MEROT7 0 —% R LET,

FHERarka—iL .



7otz avka—u |
B «:—onm

K7:79RKRK)—DRY)—F)—T r50¥v 3> 70—

( Receive request from client. )

Compare the client request against the next
(or first) Identification Profile in the policies table.

l

Is the current policy group the global policy? }Ye;s
No
v
_ No Is the transaction assigned to one of the policy group’s configured
F [dentification Profile, or does the policy group use “All ldentification Profiles”?
Yes

v

4M Is the current time in the policy group’s configured time range in the Advanced section? ‘

Yes, or no time range defined
v

<ﬁ{ Is the client subnet in the policy group’s list of subnet(s) in the Advanced section? ‘

Yes, or none defined
A 4

<M Is the proxy port in the policy group’s list of ports in the Advanced section?

Yes, or none defined
v

4% Is the user agent in the policy group’s list of user agents in the Advanced section? ‘

Yes, or none defined

A
No Is the URL category of the request URL in the policy group’s
list of URL categories in the Advanced section?

A

Yes, or none defined
v

Is the user one of the authorized users listed in the policy group?

No (List of authorized users can be a list of user names, user groups, all authenticated

users, guest users, or All Users. If the policy group only uses Identification Profiles
with no authentication, then all clients are authorized.)

Y
v ® ¢
( Apply the Decryption Policy group settings to the client request. >

A

R —DIER

BRH BRI
cHMTHTaX U EA X —T M LET,
*Web 71 %3 (HTTP, 1H7%5 SN 7ZHTTPS, & LU FTP )
« HTTPS 7’2 %~ (HTTPS Proxy)

+ SOCKS 7' & %3 (SOCKS Proxy)

e BB A0 7 7 A VEVERR LET,
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Receive request from client. )

Is the request on a blocked HTTP CONNECT port?

iNo, continue to monitor.

‘ Is the request coming from a blocked custom user agent?

iNo, continue to monitor.

‘ Is the request coming from a blocked suspect user agent?

iNo, continue to monitor.

‘ Is the request using a blocked protocol?

[IIT

Yes, action iNo, continue to monitor. Yes, action
is Alow. is Block.
Yes, action Is the URL category of the request URL in the Access Yes, action
is Redirect. Policy group’s list of custom URL categories? is Warn._ [
Yes, action is Monitor. iNO, continue to monitor. Yes, action
is Warn. .
Is the URL category of the request URL in the Access Yoo acton | * Did the ”h“'
Policy group’s list of predefined URL categories? is Block. accept the
T i warning?
Yes, action is Monitor. No Action
- Y - is Warn. Nyl
What is the configured action for uncategorized URLs? Action
is Block. Yes No
iAction is Monitor. ii
Is Safe Search enabled and configured to block unsupported engines, |Yes
and is the transaction an unsafe request to an unsupported engine? .
iNo, continue to monitor. ivxexl';l:?l:?" Did the user
ymb accept the
‘ Is Site Content Rating enabled? is Warn. Ll warning?
lNo, continue to monitor. — Yes No
No Does the reputation score of the destination server Ye‘éIaCEL“"
indicate to block or scan the connection? B 2

iYex, action is Scan.

Does the malware scanning verdict based on the URL
request indicate to block the connection request?

€

iNo, continue to monitor.

‘ Is the request to an application configured to be blocked?

o

iNo, continue to monitor.

(_Fetch the response from the server or cache.

l

‘ Is the request on a blocked HTTP CONNECT port?

iNo, continue to monitor.

‘ Is the response size larger than the maximum allowed?

[T

iNo, continue to monitor.

Did the response match an application
that is configured to be blocked?

T

lNo, continue to monitor.

Does the reputation score of the destination
server indicate to allow the connection?

iNo, continue to monitor.

Does the malware scanning verdict based on the
response indicate to block the response?

Yes

2 No
Redirection the transaction.
% Display the content to the end user.)

TR avkao—)L

Vi T oy =
Block the transaction.
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5547 r7Fur—vay

DIAToNT7T)r—3 Y

DI4AF7 7TV r—230I220\T

IIAT T TV r—vary (Web 77 0% E) FEREITH>EDIEHASNET, 7
TAT U N T TV r—2a Al ESNWTRY V= A=y 7R ER L, IR ELZREE
LTI IAT o TV r—a v OfSREERET 22 ENEET, N, 77V r— 3
VNI LT UV R VD AN EERTE WG AICENL DL T,

R)O—TODUVZAT7 T T)5r—2 3 0DER
GSATURTIUr—2avInE By o— A unR—Yy TORE

FIE

ATYT1 [Webx=aVUT 4 ~F—T+ (Web Security Manager) ] A == —0bARY — XA TR LET,

ATYT2 RVo—=TFT—=TNVNOR) v—4%&Er ) v LET,

RTw T3 [FEMERE (Advanced) 1 &7 v a v Z#EBHLC, [/ 747 877U r—3 3> (Client Applications) |
T4—=VRHRNOY T %7 ) w7 LET,

ARTYTE VAT N T TV r—vara 1l DU EERLET,

TFoay Hik

EFRFEHT TA T |[77 7Y (Browser) | & [Z DM (Other) &7 a v ZEMLT, BRI IAT
VTV — (T arDF ey IRy I A kA AT LET,

va rzERT S £y R

FREZR G X [T X CTOD/3—Y 3 (Any Version) | A7 v a UIETFERIRLET,
TS Kk ST, BEOAT v a v ERRTLEID AT =< ARM ELET,

HABZLT TATN[HABELT TA T 877U r—3 2 (Custom Client Applications) ] 7 4 —/L RiZ
YTV = EURERRBEAE AN LET, HEIIS U T, FHTICBMOIEREBR A A LE
VarEERTDL|T.

Er bk

ERERBROB 2SR BT, (24T 877V r—v a0 — 245 (Example
Client Applications Patterns) ] %27 U v 7 L £,

RTvFS (BB) BRLIEITIATUY R T TV r—va RO T_RCOI FA T N 77V r—ya iRy
V= ANy TEESHEDICIE, (BRI TA T N T TV =g L UAOTRTIC K
(Match All Except The Selected Client Applications Definitions) | A4 7'>a > R¥ %27 Vv 7 LET,
ATvT6 [587T (Done) 127V w7 LET,

FHERarka—iL .



7otz avka—u |
B /s 7o r770s—vasicesys—spgEnss

D547 T IVr—23 0 I2&bR) O—4IfHBREDESR

FIE

ATYT1 [WebtF =T 4 ~F—T v (Web Security Manager) | A =a—n5HR Y o— XA THBIRLET,

ATY T2 RV o— T —TNVTRERR) v —HERRELET,

AT9 73 BCTO[Fa barve s A47 2 h7 7Y r—3 2 (Protocols and Client Applications) ]5D& /L U >
J%27 Yy 7 LET,

ATV T8 [T bharBLOIIAT T TV r—va i ;Eﬂ)fﬁé% (Edit Protocols and Client Applications Settings) ]
RADOReyTHZT URNNS, AKX LAFEEEEFE (Define Custom Settings) ] &R L F7 (F
FERE LTV WGE)

AT9TS BRXTDHIITIAT U N T TV r—2a kT D[ WAX LT TA T v T 7V r—3 3 (Custom
Client Applications) 17 4 —/V RICIEREHRZ AN LE9, HEIZG U T, FEITICBMOIEREHREZ A
LT,
E2bk
EHRBLOFAEZSRT DL, (7747 8T 7Y r—2 a0 % — 4] (Example Client Application
Patterns) | %27 Y v 27 LET,

ATYT6 EREEEEL, RFLET,

B 75”".)@77’(7/"77”}’7 “/3)@"#\9‘1‘

FIE
AT RFERIEFT7ZIIY B#
AT TN EEERAREOF 7 1 7 7 A IVEERT D, 2—HPF—BLORXIITA TN VT NI =T O
(3 ~—)

ATFYT2IENT AT b T IV r—2a b LCHM| AR —CD o F3A4 T T F ) r—a O
TOaTFANDA U= T ERET D, (123 =—7)

ATy 3| LM T v 7 7 A NSO DT R TOA T | R —dlERF (103 ~<—)
377/(/1/7% ptuuﬂii)“ ‘%fi‘j—) /*@T*—7/W
BeiEd 2,

oran N >
FRESEEES LUV +—42
A—YPRT 7 A TE DM, 22—V ORKEHRR EZITT -7 8 ( THliE7 +—21 )
ZHIRT D702, 778 ARD =B I OESRY > —(CRFREHE, B2 +—2 R 2—
LI F—2EEATEET,

. TR avkao—)L
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Ry o—pevpmETas rn—LosmsE |

R —BLMERZTT 2 ha—/ L ORREE (125 ~<—)
B L ORY a— A 74— (126 ~2—)
R O—BXMMERZEFRTO Y bO—)LOBEEEFH
REIAIC L > T, R =B X OMEHAFTa be—A 2T 282 ER L £,

N

GE)  FMEEHAZER LT, 2 — VRN R ERR ML ERT D 2 LT T A, BAEEMFITR
M7m 77 A VTERSNET D, FEHFEMII YA —FShEtA,

o REFHEPAO1ERL (125 ~—27)

B ] 3 B 0D 1

FIE

ATYT1 [WebtX=VT 4~F—+% (Web Security Manager) > [BE[H#iFHIS L OV +— % DEFE (Define Time
Ranges and Quotas) | &R L £,

ATw 72 [FEM#PHOEM (Add Time Range) | %7 U v/ LET,
ATy 73 KREHEOATIEATILET,
ATV T8 [HA L= (TimeZone) | DA T a LV a&ERLET,
T TIGATUADEA LY — U REZMHH (Use Time Zone Setting from Appliance) ]- Secure Web
Appliance LRI CZ A LY — AL ET,

o [Z OWEREIFEFH D 2 A L) — % F57E  (Specify Time Zone for this Time Range) |-[GMTA 7t v k (GMT
Offset) 1 & LT, Xz oEOHIR, EH, BLXUORKFEDX A LY~ LT, BRLEA L —
rEZLET,

ATy TS5 12O LEDO[HEH (DayofWeek) | F=v /Ry 7 A4 iz LET,
ATv 76 [KZl (TimeofDay) | DA v a Vv EEIRLET,
«[#&B (All Day) ]-24 B c& £,
B4 (From) 1 & [¥& 7T (To) ]-HFEDORHHFIPHZ E&R L T, HH:MM (24 FEEER)  CRAAAREZ]
ERTRER A AT LET,

Bk

HHFE P L, BRI LR TR OBERZTEZ LET, =& 2iE, 8:00~17:00 2 A 19 554, 8:00:00
~16:59:59 IZ—E L2 17:00: 00 121X —EH LA, BRIT. BRIBEEZ DY 00:00, #& THEZID 24:00 &
LCTHRETHIVLERS D F7,

ATy TT EEEZREL, RFLET,

FHERarka—iL .



FHERavra—L |
B =vssvkya—nor—%

RS S VR 2 —L V+—45

I —BEHHATHE. G2bNET— 2B EHMAHE NS E T, e Da—WFTA 2 —
Xy b VY= (FBFA =Ry P YUY =R T FA) IZT7EATEET, AsyncOS
/. HTTP. HTTPS, FIP "7 7 4 v Z LR INT-/ +— X WAL £7,

PR ETIIARY 2 — A 7+ —FITETDH L AsyncOS ITRHNTEEL R L, KRIT
Tay g R=UERRLET,

KB L ORY 2a—L 7 3 —ZDERIZHONT, UTFORIZEELTIEI,

« AsyncOS 2NE T — R TR &, HTTPS a3 5 4 v —7 /L DEE, R— b 443
TIRY v Aryand, ZERiI ey 7S ET, ZHHEEOTETT, AsyncOS 23R
F— FCRESNTVEEAIE., 7782 R o —0/ +—FA2RETEET,

HTTPS 7' a v NA X —T7 VDA, BRICK L TEITARER T 7 v a id, /NA R
— HH. Fey 7 FEEE=FEARVET, SR, BERY S —0r r—H X
RAZAN— BT AVICOLEHINE T,

IRAZL— DA, f\/Zﬂ/ NG T4 I DI F—RERETDHDATarbdHvE
T077?2T)/% RELTEZ A —XITES N T 74 v 7 @A SND =D, H5T
u:@ﬁfyaymﬁ%f%iﬁho

«URL 7 4 V2 V) > 73T 4 B —T VOGERF —IMEH TE 2RV I5G4A . AsyncOS (X URL
DOHT IV ZHRITES, [T 78R FY T — (Access Policy) ]>[URL 7 4 /L& U 7
(URLFiltering) 1_X—3Mshi7e &9, LB oT, 74— X ERET HITIE, HEHE
X—NFEL, T FEZTIN 2—R2 R =0, X —T TR o> TWALENRSH Y £
R

» Facebook X° Gmail 72 &, %< O Web %A M TIXEENT v 77— MBEBIZE Z Ui'f
ﬁmbfm&w777#?4/%?%&71_@;oﬁww#4b%%wtii

B E, a—FORBMBLIORY 2—L4 7 +— 2 BEHE ST ET,

s XL EEHERTLE, NMARNTF— U RAE— RIZRO L DR T,

«[£%) (Enabled) 1-FfERY 2—2D 27 +—FFV Yy FERETA, 7 +—FIE
FE SRR IO T 24 FEILINICHBIIZ 18U &y R &N ET,

[ (Disabled) J-FFIEARY 2—2D 7 3 —40BV vy hENEd, 7 +—XIIH
BHIZ 24 REEICLANIZ )“E/ cEndzd, Uty hORENERD OIXBTERZ D6
UM OHRTT, REDEFE LI 70X 702D r 7 vy aNRERNTTaxy
NHEET 25580700 £,

» decrypt-for-EUN 47" a 3 A X —T7 VD5 TH, HTTPS (2% L TEUNR— (&
LT my D)) ERRTEEE A,

3

\}

CE)  HEOV+— 2 2REOA—PFITHEM LIS EE, BITRbHIRAE LW +— 2 NEH S
\i‘a_(]

e ARV 2—Ah 7 —HXDFHE (127 X—)
o WF 7 +— X DEFE (127 =)

. TR avkao—)L



| 79€xavrn—n
Kya—no+—s0iE [}

o« FEf, AV 2—4A, BLOWFBIEDO 7 +— 2 DEHKR (127 X—)

R)a—Lo+—2DFHE
RV a2—L 73 —XOFEFIETIRO LB TT,

*HTTP B X OMES ZN/ZHTTPS N7 7 4 w7 : HTTP R L IREDARILN 7 +—4 D LR
Wt L T haEnET, BRy X =L~y X —F ERIZH LT PanE
REUR

c NNV T T4 w7 (MURMAELHTTPS 25 T) @ AsyncOSIE, R /ML RTF 7 1>
DuIITAT v B =N (BLEOFOWIZ) BENTH7Z15 T, borrxib b T
T4 I DT —=HERERN, 7 x—2DOLBIZH LTIV FERET,

«FTP: HlHBEHG N7 7 4 v 713 FENERHA, Ty 7r—FRBLURX U r— R
N7 7 ANDYA XL, 74 —FDOLERIZHLTHY Y FERET,

GE)  Z2IATMUD T T4y I DHNT F—FDOLERICKH LTIV Sk T, IWERF v v
VaPbhREINTGAETE I IAT O MUD T T 4 v I BERSNDTED, Fr v ial

Nizavs ooy BERICH LT FENET,

Ffdl 7 + — 2 DFE
FfHE] 27 4 — 2 OFIEIFIETRO LBV TT,

«HTTP B X OMEH SN/ HTTPS b7 7 « v 7 : [l U URL 7 I U ~O&HRe R (T
DOUIETE T) 21 EMA TR, B2 +—2 O ERICH LT vy hEhET,
1 Z7LINIZIE © URL 1 7 3 Dk L CTHEBOER DM TOLI 6. £ bid 1| DoOmifE
toiar b LTHY U RER, By a ik (OF0, 2R EH 15D TEER)
D%) \ZOIH 1 DB IEET,

s bRV R T T 4w (B RMEHTTPS 25 Te) @ b rVORBEOMR (ML D
PWiET) B, Z74—XOERIZHLTCH Y hERET, EhoERICKHT 25 ERLOqT
BiX, b b7 74 w7 icbdEHIET,

« FTP : FTP [z v > 2 » OEEOHM (FENLODYIRIET) 2B, 7+ —2 O ERIZx L
Thov hanET, BHEOERIZHT 2 ERROFFIL, FIP N7 7 4 v 72 b Sh
3

B, R a1—LA, BEIUVFEEDY +—2DEE

1R BHHIIZ

s [EF¥=VUT 4P —E A (Security Services) |>[BEHFFAI =2 h @ —/L (Acceptable Use
Controls) JIZ&EI L, FHFFI= be—n%E L RX—T7 /W LET,

cBHOHIRE LT +—2 @M LAaWnEaid, ML ERLET,

FHERarka—iL .



7otz avka—u |

B =0 Rva—n ssvssiEos+—20%ES

FIE

ATy T
ATvT2

ATv73
ATv74

ATy TH

ATvT6

ATy 717

[Web %= U7 ¢ ~3— % (Web Security Manager) ]> [FEfI&EPHIS X OV +— % OEF (Define Time
Ranges and Quotas) ] IZBEIL £7°,
[Z7 4 —ZDENM (AddQuota) %7V v 7 LET,
[7 #—#% (QuotaName) ]IZ—EDV +—X4&EATTLET,
B ERY) 22— 7 3 —2%HEVty b 2I1I20F, (BHZDZ +—4% Uty b3 5% (Resetthis
quotadailyat) |, BLO [HEHKFMERY 2—2D 7 +—%% Ut T 5K (Reset Time and Volume
quota daily at) ] Z#IRL., 7 4 —/L NIT RKHBPRNTRAZ AN L, A==2—00 [AM] £721% [PM] &
BIRUET, o3, [FATERSNVRRHGEME 717 7 A V28R L E£3 (Select a predefined time range
profile) ] Z N L 7,

GE)

Vby b7 x—2F7 a2 LTH, BELLHIEY +—2#3) By hShvEEA,

Rfff 7+ — & e ET D121, [Kff 2 4+ — % Time Quota] 7 = /7'?/774%:71“/£:L/’C\ [FFRE (hrs) ]
A= o= E ., 5 mmw]xﬁ1~ﬁ%“ﬁ%ﬁﬁb 04y (Fio7may2) 56 23 KEH 59 43
ECORMEERELET,
ARV a—L 7+ —FEFETDHITIE, 74—V RIHFEANL, A=a2—5[KB] (Fr/31 k) |
[MB] (AA /34 1) | F72IX[GB] (XA A b)) Z&IRLET,
BIR 2 4 — 5 B BET BT, 74— RICEEZ AT L, A==2—5[Kbps] (Fr31 ~E) | %
7213 [Mbps] (A XA NED) ZFEIR L F9,
2L, RUTZ7BARY =L 5R Y v—I2, URL Mg 7 +— % & 2K Web 77 7 4 &
TA T A A OWGEHFRETHZ LT TEERA,

o IR EIRIEHIIR £ 7213 AVC FHRIEHIR DB N> TWBGEE, £RITF 0V O%RE, &
I A —HITHETEERFA,

Xy aZINarT UYL HIEE S A — 2 TEBEINET,

c VF—HTu T T A NNOMETIZ, CDSHY > —liv v B VT ENTWABEORMELIZARY = —
LT F—=HDT 0T 7 A )VTHIRNE 7 4 — X B LN TL X0,

cBHERI T —TWeb 7 77 4 BT 4 BIKOWIKIE Y +— & 2 /M L TURL 2% 9 512iX, URL &
IRAAN—|ZRETHLENDH Y 77,

o RAVEED URL DA, MR RIIEHIEZ L CAr y ML 2120, ROREDMLIE T,

T U EBARY —  HERY —HNORSIED URL (X, 727 AR — LKA Web
TIT 4 BT 4 WIE S +— 2 TENEIN[E /AL (Decrypt/Monitor) 135 X OV[4 (Monitor) ]
ICRESINTWET,

EERY — HERY —DRSFEDOURLIL, RAAL—BLOREA L Web T 77 4 EF 4
DOHIRNE 7 A — Z I E SN TNET,

5

Ho|

i

G¥)

. TR avkao—)L
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AsyncOS U U —Z 150127 v 77 L— R HHNTHIIE 7 + —Z B ESNTZT X TOI +—F 7y
ANEHIBRLET,

RATY 78 [E (Submit) 1227V w7 L, WIC[EHEZME (CommitChanges) %7V v 7 LTERZ#EHALET,
FE, [Fr oL (Cancel) 127 U 7 LTEREBIELET,

RDBERY

UEE) [Bx =2V T 1 h—E R (Security Services) ]>[T> K= —@%1 (End-User
Notification) 1 IZBEH L, 7 +—X O Fa—WF@MEZRELET,

URL A T3V IZK DTV Al

KT 2 Web A b7 T VIZHEANT, WebZRZFHRM L TT 7 v a2 T TEET,
Secure Web AppliancelZi%, ZHDEFEKFE A URL B 7 U (Web X—ADFE A A — /L7 E) N
HEIhTHET,

EFRFHDOHT TV BLOENGIZEEAT 54T 5 Web 4 ME,  Secure Web Appliance
I ENTWD T4 NE ) VT F— A R=ZATERINET, TNEDOT —F _X—RAF,
Cisco IZ X > THEMICEH OIRBICHEFRF SN ET, FEELLEZAA M EIP T FLRAIZX LT
HAZILURL BT AV ZET 52 &b TEET,

URL A7 T VL, FREZFHNTHRY) —Z R T _XTORY o—THEATEET, £/, &
RiZT 7 varva#EAT LR — (77 &®A, BS{LHTTPS 8, 7—% X207 1)
THEHTE £,

H AR LURLAT IV OVERRIC DWW TR, ZAZLURLY T Y OVERB L ORE  (402—
V) BEZRLTLIEIN,

URL 73112k % Web ZERD A

1R BHEIIZ

BRI b — LB AN LET (URL 74V Z ) 7 =P ORE (20 ~2—
V) BB

(fEE) DAXLURLAT IV ZERLET (I AHX LA URL T 2 U OIERE X ORE
(40 ~—2) Z2BM]) |

FIE

AT T [WebtFx =2V T r~F—% (WebSecurity Manager) | A == —Mn5R Y v— %A 7 (SaaS LISh) %ZIRIR
L/iﬁ‘o

ATvT2 RV —FT—=TNVHNORY) =% 27 )y 7 LET (FREHLOVARY o—&2BIMLET) .

FHERarka—iL .



7otz avka—u |
B wrsavzsawehER~07s0 3>

ATw T3 [FEMERE (Advanced) [ EZ v a v ZEM LT, [URLZ7 =Y (URL Categories) |7 4 —/V KNDY 7
Vw7 LET,

AT T84 Web ZROFHNAMEMN T 25 URL B 7 2 VITHIET S BN (Add) 150t LE2 ) v 27 LET, ZOHE
., HAXLURL BT A LEHRFHURL AT IV DY A MK LTIITLET,

ATv TS5 [587T (Done) 127V w7 LET,

RATvTe EREEZEEL, RELET,

URLATITY)IZKkD WebBEXRADT7H 3>

IR&H BEIIZ
AT hr— L EENCLET (URL 74 VR ) 7 =P DRE (20 2—
V) W)

s (EE) WAXLURLAIT Y ZERLET (I AX LURL BT 2V OFERE L OWRE
(40 X—) #&HR)

)

GE) FRUV—NTEHELLTURLIT IV EFHL WIS, RICARY —WNIZT7 7 v a %
FBET I, TN T IV ETE2FEHATEET, TORD, T4 7y a ro—i
NELSTWEY, EHTERNWZERDHY 7,

FIE

ATYT1 [Webx=VUT 4 ~F—T+ (WebSecurity Manager) | A ==—25 [T 27 A KU — (Access
Policies) ]. [Cisco 7—% % = U7 4 7" U 2— (Cisco Data Security Policies) ]. F72i1% [F =/t HTTPS
EH (Encrypted HTTPS Management) ] DWW U0 & B R L E 7,
ATFY T2 RV =T —TNVTURERR) v —HERBLET,
ATwF3 RUATO[URLY 4 /L% Y7 (URLFiltering) 1%L V27 %27V w7 LET,
ATy T4 ({EE) DAXLURL AT IV ZBMLET,
a) [WAX LT Y DOEI (Select Custom Categories) | %27 U 7 LET,
b) ZORI—IZEDHHAZLURL A7 TV ZRINLT, [@EH (Apply) 1227V v 27 LET,
URL 7 ANZ VT 2P T IAT PEREMETHH AL L URL AT A 2R £7,
URL 7 ANVZ YT 2 PAE, 7 T7AT » FEREGENTODA AL LN URL AT F Y 2L
E9. BN SN AZ L URL 7 T VIEERINET, URL 74 A FZ ) T =V Uid, BN
HOURL AT Y LD HENS, FENTNWEIHALLURL AT IY &7 T 47 > MERO URL % b
HLET,

R —IZHEENTWDLHIAZ LURLAT AL, [WAZLURLAT TV DT 405 Y 7 (Custom
URL Category Filtering) 1 &£ 7 > a VZFRENET,

. TR avkao—)L
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ATFYTE HAZLABIVERBEHLDOSKE URL BT IVDOT 7 a rwEIRLET,

GE)
EHRIRE R T 7 v aid, DAZ LTIV EEREHAT IV ETRERY, RV o—FH AT 2XL-T
HLERD F4,

ATY 6 [HFEENTARWURL (Uncategorized URLs) |27 3 a > T, EFHFAURL I T TV ICH I AX L URL D
TIAVIZHEE LRV Web YA b~DT T4 T 2 FERIZKH L TCEITTHT 7 a 2R LET,
RATY T EHEEEEL, RIFLET,

JE—h1—H—
e UE— | 2—HF— 20T (131 =*—2)
e JE—h 22—V —DID ZRETHIHE (1323—)
cASA DY F— b 22—V — ZF—Z X LFHHEMROELR (134 2—)

JE—pF 21— —[ZDL\T

Cisco AnyConnect E ¥ = 7EE U 7 ¢ |dx vy N —V /R ZVE— b= RARA & THEE
L. Secure Web AppliancelZ L D &l 41D Web 7 4 L2 U > I —ERADHAEEEBL L F
ﬁ—o

VE— |} 2—P—BXOE (/L 22— —|L Cisco AnyConnect Secure VPN ({KAHT" T A ~_—
MRy hU—=2) 7747 bEMEMLT, @IS EX=2Y T4 77747 X (ASA) &
DVPNE v a &SI LET, ASAIL, IPT RL R La—F—ZI2 5D —F—ikBI1EH
L L HiZ, Web T 7 ¢ v 7 % Secure Web AppliancelZ25{5 L E 7, Secure Web Appliance!Z,

NG T4 v I aAXY L LTT 78T E TN a—2 R o—%@EHL, X207 4 Lok
B —HER#ELET, EX=2 VT4 T 7747 R L, “eELHE s, 2—F—N»
ZIFANARER TR TO N T 7 4 v 7 IR LET,

TX 2T BEVTADBAX—TILOEEIT. IDERY —E2REL, 2—F—DORFTIT T
Ta—V -l TEE7,

cE—FA—Y—, INOHOZ—P—(F, VPNEZHEHLTVE—bar—rarnbry
N — 2728 S FE 9, Cisco ASA & Cisco AnyConnect 7 74 7 > FDii 55 VPN 7
I AEH STV DA, Secure Web Appliancel U £— b =— % HEIIZFHER] L
F9, FNUADEAEIL, Secure Web ApplianceDEELE N IP 7 N L A O#iH 2% E L
T, VE— R 2—WZEETOILERDY 7,

cO—AlaA—Y—, ZNHDO2—V— L, ARELIZIVA TV LATR Y hT— 7 |THH S
n\iﬁ—o

Secure Web Appliance % Cisco ASA & T 2 &, @ik Nz —H4HIC LY 22— P 2 FHmmI
AT A LIICRELT, VE—bh 2—HVFDOT TN YA A EEBTEET,

FHERarka—iL .
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B o= tr2—v—-onenessrz

JE—F1—H—DIDERET HHE
82Y BB

LUVF—Fra2—H¥—DID% |VE—F 2—HF—0DID ODFETE (132 <—)
RET D,

2 VE—h2—H¥—DID% |2—WV—BLOIVIA TNV 7 =T DOHE 33—
BT %, V)
1 [2—P—DGFTHIA > R—DEFE (Define Members by
User Location) ]2 a3 > T, [m—Ara2—HF—DI
(Local Users Only) | Z&#R L 97,

2. [FBREZ LIz A "% EF (Define Members by
Authentication) ]2 > = > T, [Cisco ASA¥tH % U T
2— W —ZZBAZEAT S (Identify Users Transparently
through Cisco ASA Integration) ] Z 3R L £,

3VE—h a—P—DRY | KU —0OfFEk (104 ~—)
=TT B,

JE—F 1—H—0DID DERFE

FIE

AT T [BF¥ =2V T 4P —EA (Security Services) ]>[AnyConnectz ¥ = 7EE U 7 ¢ (AnyConnect Secure Mobility) ]
T, [fF%) (Enable) 127V v LET,

AT v T2 AnyComnect B =27 FEYF 4 DT A b ZARKEDOLELFH, [AETS (Accept) 1227V v LE
7

ATv T3 VE—b 2—HF ORI HFEERELET,

FFvav ieA — Dt DFIE

[IP7 KL A (IP |VE— K TS AZED Y THNT |1 [IP#PH (IPRange) | 7 4 —/L RKIZIP T K
Address) ] WHETTITAT VANRRTIP T VAD#HIEE AT LET,

\\I/XO)/%- l:u—‘—»L 5 o ~
R HWHERELES 2. AT oS 4R ET,

. TR avkao—)L
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