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* etherconfig NIC 42
*NIC 48

etherconfig

etherconfig

etherconfig
/ 10/100/1000 Mbps

\}

41

GUI
systemsetup

example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- MTU - View and configure MTU.

L1~

[1> MEDIA

Ethernet interfaces:

Management (Autoselect: <1000baseT full-duplex>) 00:50:56:87:a
P1 (Autoselect: <1000baseT full-duplex>) 00:50:56:87:1c:3f
P2 (Autoselect: <1000baseT full-duplex>) 00:50:56:87:6a:42
Tl (Autoselect: <1000baseT full-duplex>) 00:50:56:87:1c:3f
T2 (Autoselect: <1000baseT full-duplex>) 00:50:56:87:fc:01

abshwWwN P

Choose the operation you want to perform:
- EDIT - Edit an ethernet interface.

1>
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etherconfig

NIC

NIC
A\

NIC S170 S190 S195 Web

example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- MTU - View and configure MTU.

[1> PAIRING

Paired interfaces:

Choose the operation you want to perform:

- NEW - Create a new pairing.

[1> NEW

Please enter a name for this pair (Ex: "Pair 1"):
[1> DP1

1. P1
2. P2
Enter the name or number of the primary ethernet interface you wish bind to.

1> 1

1. P2
2. T1
3. T2

Enter the name or number of the backup ethernet interface you wish to pair.

1> 2

Paired interfaces:
1. DP1:
Primary (P1)
Backup (T1)

Choose the operation you want to perform:

- NEW - Create a new pairing.

- DELETE - Delete a pairing.

- STATUS - Refresh status.

[l b

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- MTU - View and configure MTU.

-

example.com> commit

Warning: In order to process these changes, the proxy
process will restart after Commit. This will cause a brief
interruption in service. Additionally, the authentication
cache will be cleared, which might require some users to
authenticate again.

Warning: Processing of network configuration changes might
cause a brief interruption in network availability.
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Please enter some comments describing your changes:

-

Do you want to save the current configuration for rollback? [Y]>
Changes committed: Thu Sep 24 01:40:34 2020 MST

example.com> interfaceconfig

Currently configured interfaces:

1. Management (10.10.192.167/24 on Management: example.com)
Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- DELETE - Remove an interface.

- DETAILS - Show details of an interface.

[1> NEW

Ethernet interface:

1. Management

2. DP1
3. P2
[1]> 2

Would you like to configure an IPv4 address for this interface (y/n)? [Y]>
IPv4 Address (Ex: 192.168.1.2 ):
[1> 10.10.102.66
Netmask (Ex: '24", "255.255.255.0" or "OxFFFFff00™):
[255.255.255.0]> 27
Would you like to configure an IPv6 address for this interface (y/n)? [N]>
Hostname:
[1> example.com
Currently configured interfaces:
1. Management (10.10.192.167/24 on Management: example.com)
2. P1 (10.10.102.66/27 on DP1l: example.com)
Choose the operation you want to perform:
- NEW - Create a new interface.
- EDIT - Modify an interface.
- DELETE - Remove an interface.
- DETAILS - Show details of an interface.
1>
example.com>example.com> commit
Warning: In order to process these changes, the proxy
process will restart after Commit. This will cause a brief
interruption in service. Additionally, the authentication
cache will be cleared, which might require some users to
authenticate again.
Warning: Processing of network configuration changes might
cause a brief interruption in network availability.
Please enter some comments describing your changes:
1>
Do you want to save the current configuration for rollback? [Y]>
Changes committed: Thu Sep 24 01:43:18 2020 MST
example.com> exitexample.com:rtestuser 53] ifconfig
nicO: flags=8843<UP,BROADCAST ,RUNNING,SIMPLEX,MULTICAST> metric O mtu 1500
options=9b<RXCSUM, TXCSUM,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM>
ether 00:50:56:87:a6:46
hwaddr 00:50:56:87:a6:46
inet 10.10.192.167 netmask OxFfFFFFFO0 broadcast 10.10.192.255
nd6 options=29<PERFORMNUD, IFDISABLED,AUTO_L INKLOCAL>
media: Ethernet autoselect (1000baseT <full-duplex>)
status: active
nicl: flags=8843<UP,BROADCAST ,RUNNING,SIMPLEX,MULTICAST> metric O mtu 1500
options=9b<RXCSUM, TXCSUM,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM>
ether 00:50:56:87:1c:3f
hwaddr 00:50:56:87:1c:3f
nd6 options=29<PERFORMNUD, IFDISABLED,AUTO_L INKLOCAL>
media: Ethernet autoselect (1000baseT <full-duplex>)
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status: active

nic2: flags=8843<UP,BROADCAST ,RUNNING,SIMPLEX,MULTICAST> metric O mtu 1500
options=9b<RXCSUM, TXCSUM,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM>
ether 00:50:56:87:6a:42
hwaddr 00:50:56:87:6a:42
nd6 options=29<PERFORMNUD, IFDISABLED,AUTO_L INKLOCAL>
media: Ethernet autoselect (1000baseT <full-duplex>)
status: active

nic3: flags=8943<UP,BROADCAST ,RUNNING,PROMISC,SIMPLEX,MULTICAST> metric O mtu 1500
options=9b<RXCSUM, TXCSUM,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM>
ether 00:50:56:87:1c:3f
hwaddr 00:50:56:87:dd:89
nd6 options=29<PERFORMNUD, IFDISABLED,AUTO_L INKLOCAL>
media: Ethernet autoselect (1000baseT <full-duplex>)
status: active

nic4: flags=8943<UP,BROADCAST ,RUNNING,PROMISC,SIMPLEX,MULTICAST> metric O mtu 1500
options=9b<RXCSUM, TXCSUM,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM>
ether 00:50:56:87:fc:01
hwaddr 00:50:56:87:fc:01
nd6 options=29<PERFORMNUD, IFDISABLED,AUTO_L INKLOCAL>
media: Ethernet autoselect (1000baseT <full-duplex>)
status: active

100: flags=8049<UP,LOOPBACK,RUNNING,MULTICAST> metric O mtu 16384
options=600003<RXCSUM, TXCSUM,RXCSUM_I1PV6,TXCSUM_I1PV6>
ineté ::1 prefixlen 128
inet6 fe80::1%100 prefixlen 64 scopeid 0x6
inet 127.0.0.1 netmask Oxff000000
nd6 options=21<PERFORMNUD,AUTO_L INKLOCAL>
groups: lo

lagg0: flags=8843<UP,BROADCAST ,RUNNING,SIMPLEX,MULTICAST> metric O mtu 1500
options=9b<RXCSUM, TXCSUM,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM>
ether 00:50:56:87:1c:3f
inet6 Te80::250:56FF:fe87:a646%lagg0 prefixlen 64 scopeid O0x7
inet 10.10.102.66 netmask OxFfffffe0 broadcast 10.10.102.95
nd6 options=21<PERFORMNUD,AUTO_L INKLOCAL>
media: Ethernet autoselect
status: active
groups: lagg
laggproto failover lagghash 12,13,14
laggport: nicl flags=5<MASTER,ACTIVE>
laggport: nic3 flags=0<>

example.com:rtestuser 54]

P1 T1 DP1 P1 T1
lagg0

example.com> etherconfig
Choose the operation you want to perform:
- MEDIA - View and edit ethernet media settings.
- PAIRING - View and configure NIC Pairing.
- VLAN - View and configure VLANs.
- MTU - View and configure MTU.
[1> PAIRING
Paired interfaces:
1. DP1:
Backup (T1) Standby, Link is up
Primary (P1l) Active, Link is up
2. DP2:
Backup (T2) Standby, Link is up
Primary (P2) Active, Link is up

Choose the operation you want to perform:
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- DELETE - Delete a pairing.

- STATUS - Refresh status.

1>

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- PAIRING - View and configure NIC Pairing.
- VLAN - View and configure VLANs.

- MTU - View and configure MTU.

-

example.com>

example.com> exit

example.com:rtestuser 115] ifconfig
nicO: flags=8843<UP,BROADCAST ,RUNNING,SIMPLEX,MULTICAST> metric O mtu 1500
options=9b<RXCSUM, TXCSUM,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM>
ether 00:50:56:87:a6:46
hwaddr 00:50:56:87:a6:46
inet 10.10.192.167 netmask OxfFFFFFO0 broadcast 10.10.192.255
nd6 options=29<PERFORMNUD, IFDISABLED,AUTO_L INKLOCAL>
media: Ethernet autoselect (1000baseT <full-duplex>)
status: active
nicl: flags=8843<UP,BROADCAST ,RUNNING,SIMPLEX,MULTICAST> metric O mtu 1500
options=9b<RXCSUM, TXCSUM,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM>
ether 00:50:56:87:1c:3f
hwaddr 00:50:56:87:1c:3f
nd6 options=29<PERFORMNUD, IFDISABLED,AUTO_L INKLOCAL>
media: Ethernet autoselect (1000baseT <full-duplex>)
status: active
nic2: flags=8843<UP,BROADCAST ,RUNNING,SIMPLEX,MULTICAST> metric O mtu 1500
options=9b<RXCSUM, TXCSUM,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM>
ether 00:50:56:87:6a:42
hwaddr 00:50:56:87:6a:42
nd6 options=29<PERFORMNUD, IFDISABLED,AUTO_L INKLOCAL>
media: Ethernet autoselect (1000baseT <full-duplex>)
status: active
nic3: flags=8943<UP,BROADCAST ,RUNNING,PROMISC,SIMPLEX,MULTICAST> metric 0O mtu 1500
options=9b<RXCSUM, TXCSUM,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM>
ether 00:50:56:87:1c:3fF
hwaddr 00:50:56:87:dd:89
nd6 options=29<PERFORMNUD, IFDISABLED,AUTO_L INKLOCAL>
media: Ethernet autoselect (1000baseT <full-duplex>)
status: active
nic4: flags=8943<UP,BROADCAST ,RUNNING,PROMISC,SIMPLEX,MULTICAST> metric O mtu 1500
options=9b<RXCSUM, TXCSUM,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM>
ether 00:50:56:87:6a:42
hwaddr 00:50:56:87:fc:01
nd6 options=29<PERFORMNUD, IFDISABLED,AUTO_L INKLOCAL>
media: Ethernet autoselect (1000baseT <full-duplex>)
status: active
100: flags=8049<UP,LOOPBACK,RUNNING,MULTICAST> metric O mtu 16384
options=600003<RXCSUM, TXCSUM,RXCSUM_I1PV6,TXCSUM_I1PV6>
ineté ::1 prefixlen 128
inet6 Te80::1%100 prefixlen 64 scopeid 0x6
inet 127.0.0.1 netmask Oxff000000
nd6 options=21<PERFORMNUD,AUTO_L INKLOCAL>
bridge0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> metric O mtu 1500
ether 00:50:56:87:dd:89
nd6 options=1<PERFORMNUD>
id 00:00:00:00:00:00 priority 32768 hellotime 2 fwddelay 15
maxage 20 holdcnt 6 proto rstp maxaddr 2000 timeout 1200
root id 00:00:00:00:00:00 priority 32768 ifcost 0 port O
member: nic4 flags=942<DISCOVER,PRIVATE,AUTOEDGE ,AUTOPTP>
ifmaxaddr O port 5 priority 128 path cost 20000
member: nic3 flags=942<DISCOVER,PRIVATE,AUTOEDGE ,AUTOPTP>
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ifmaxaddr O port 4 priority 128 path cost 20000
lagg0: flags=8843<UP,BROADCAST ,RUNNING,SIMPLEX,MULTICAST> metric 0O mtu 1500
options=9b<RXCSUM, TXCSUM,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM>
ether 00:50:56:87:1c:3fF
inet 10.10.102.66 netmask Oxffffffe0 broadcast 10.10.102.95
nd6 options=21<PERFORMNUD,AUTO_L INKLOCAL>
media: Ethernet autoselect
status: active
laggproto failover lagghash 12,13,14
laggport: nicl flags=5<MASTER,ACTIVE>
laggport: nic3 flags=0<>
laggl: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> metric O mtu 1500
options=9b<RXCSUM, TXCSUM,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM>
ether 00:50:56:87:6a:42
inet6 Te80::250:56FF:fe87:a646%laggl prefixlen 64 scopeid 0x9
inet 10.10.166.66 netmask Oxffffffe0 broadcast 10.10.166.95
nd6 options=21<PERFORMNUD,AUTO_L INKLOCAL>
media: Ethernet autoselect
status: active
laggproto failover lagghash 12,13,14
laggport: nic2 flags=5<MASTER,ACTIVE>
laggport: nic4 flags=0<>
example.com:rtestuser 116]
example.com:rtestuser 116] ifconfig nicl down
example.com:rtestuser 117] ifconfig
nicO: flags=8843<UP,BROADCAST ,RUNNING,SIMPLEX,MULTICAST> metric 0O mtu 1500
options=9b<RXCSUM, TXCSUM,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM>
ether 00:50:56:87:a6:46
hwaddr 00:50:56:87:a6:46
inet 10.10.192.167 netmask OxFfFFFFFO0 broadcast 10.10.192.255
nd6 options=29<PERFORMNUD, IFDISABLED,AUTO_L INKLOCAL>
media: Ethernet autoselect (1000baseT <full-duplex>)
status: active
nicl: flags=8802<BROADCAST,SIMPLEX,MULTICAST> metric O mtu 1500
options=9b<RXCSUM, TXCSUM,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM>
ether 00:50:56:87:1c:3f
hwaddr 00:50:56:87:1c:3f
nd6 options=29<PERFORMNUD, IFDISABLED,AUTO_L INKLOCAL>
media: Ethernet autoselect (1000baseT <full-duplex>)
status: active
nic2: flags=8843<UP,BROADCAST ,RUNNING,SIMPLEX,MULTICAST> metric O mtu 1500
options=9b<RXCSUM, TXCSUM,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM>
ether 00:50:56:87:6a:42
hwaddr 00:50:56:87:6a:42
nd6 options=29<PERFORMNUD, IFDISABLED,AUTO_L INKLOCAL>
media: Ethernet autoselect (1000baseT <full-duplex>)
status: active
nic3: flags=8943<UP,BROADCAST ,RUNNING,PROMISC,SIMPLEX,MULTICAST> metric O mtu 1500
options=9b<RXCSUM, TXCSUM,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM>
ether 00:50:56:87:1c:3fF
hwaddr 00:50:56:87:dd:89
nd6 options=29<PERFORMNUD, IFDISABLED,AUTO_L INKLOCAL>
media: Ethernet autoselect (1000baseT <full-duplex>)
status: active
nic4: flags=8943<UP,BROADCAST ,RUNNING,PROMISC,SIMPLEX,MULTICAST> metric O mtu 1500
options=9b<RXCSUM, TXCSUM,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM>
ether 00:50:56:87:6a:42
hwaddr 00:50:56:87:fc:01
nd6 options=29<PERFORMNUD, IFDISABLED,AUTO_L INKLOCAL>
media: Ethernet autoselect (1000baseT <full-duplex>)
status: active
100: flags=8049<UP,LOOPBACK,RUNNING,MULTICAST> metric O mtu 16384
options=600003<RXCSUM, TXCSUM,RXCSUM_I1PV6,TXCSUM_I1PV6>
ineté ::1 prefixlen 128
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inet6 Te80::1%100 prefixlen 64 scopeid 0x6
inet 127.0.0.1 netmask Oxff000000
nd6 options=21<PERFORMNUD,AUTO_L INKLOCAL>
bridge0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> metric O mtu 1500
ether 00:50:56:87:dd:89
nd6 options=1<PERFORMNUD>
id 00:00:00:00:00:00 priority 32768 hellotime 2 fwddelay 15
maxage 20 holdcnt 6 proto rstp maxaddr 2000 timeout 1200
root id 00:00:00:00:00:00 priority 32768 ifcost 0 port O
member: nic4 flags=942<DISCOVER,PRIVATE,AUTOEDGE ,AUTOPTP>
ifmaxaddr O port 5 priority 128 path cost 20000
member: nic3 flags=942<DISCOVER,PRIVATE,AUTOEDGE ,AUTOPTP>
ifmaxaddr O port 4 priority 128 path cost 20000
lagg0: flags=8843<UP,BROADCAST ,RUNNING,SIMPLEX,MULTICAST> metric O mtu 1500
options=9b<RXCSUM, TXCSUM,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM>
ether 00:50:56:87:1c:3f
inet 10.10.102.66 netmask Oxffffffe0 broadcast 10.10.102.95
nd6 options=21<PERFORMNUD,AUTO_L INKLOCAL>
media: Ethernet autoselect
status: active
laggproto failover lagghash 12,13,14
laggport: nicl flags=1<MASTER>
laggport: nic3 flags=4<ACTIVE>
laggl: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> metric O mtu 1500
options=9b<RXCSUM, TXCSUM,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM>
ether 00:50:56:87:6a:42
inet6 Te80::250:56FF:fe87:a646%laggl prefixlen 64 scopeid 0x9
inet 10.10.166.66 netmask Oxffffffe0 broadcast 10.10.166.95
nd6 options=21<PERFORMNUD,AUTO_L INKLOCAL>
media: Ethernet autoselect
status: active
laggproto failover lagghash 12,13,14
laggport: nic2 flags=5<MASTER,ACTIVE>
laggport: nic4 flags=0<>
example.com:rtestuser 118]

example.com:rtestuser 118] ifconfig nicl up

example.com:rtestuser 119] ifconfig

nicO: flags=8843<UP,BROADCAST ,RUNNING,SIMPLEX,MULTICAST> metric O mtu 1500
options=9b<RXCSUM, TXCSUM, VLAN_MTU, VLAN_HWTAGG ING, VLAN_HWCSUM>
ether 00:50:56:87:a6:46
hwaddr 00:50:56:87:a6:46
inet 10.10.192.167 netmask OxFFFFFFO0 broadcast 10.10.192.255
nd6 options=29<PERFORMNUD, IFDISABLED,AUTO_L INKLOCAL>
media: Ethernet autoselect (1000baseT <full-duplex>)
status: active

nicl: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> metric O mtu 1500
options=9b<RXCSUM, TXCSUM, VLAN_MTU, VLAN_HWTAGG ING, VLAN_HWCSUM>
ether 00:50:56:87:1c:3F
hwaddr 00:50:56:87:1c:3F
nd6 options=29<PERFORMNUD, IFDISABLED,AUTO_L INKLOCAL>
media: Ethernet autoselect (1000baseT <full-duplex>)
status: active

nic2: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> metric O mtu 1500
options=9b<RXCSUM, TXCSUM, VLAN_MTU, VLAN_HWTAGG ING, VLAN_HWCSUM>
ether 00:50:56:87:6a:42
hwaddr 00:50:56:87:6a:42
nd6 options=29<PERFORMNUD, IFDISABLED,AUTO_L INKLOCAL>
media: Ethernet autoselect (1000baseT <full-duplex>)
status: active

nic3: flags=8943<UP,BROADCAST ,RUNNING,PROMISC,SIMPLEX,MULTICAST> metric O mtu 1500
options=9b<RXCSUM, TXCSUM, VLAN_MTU, VLAN_HWTAGG ING, VLAN_HWCSUM>
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ether 00:50:56:87:1c:3f
hwaddr 00:50:56:87:dd:89
nd6 options=29<PERFORMNUD, IFDISABLED,AUTO_L INKLOCAL>
media: Ethernet autoselect (1000baseT <full-duplex>)
status: active
nic4: flags=8943<UP,BROADCAST ,RUNNING,PROMISC,SIMPLEX,MULTICAST> metric O mtu 1500
options=9b<RXCSUM, TXCSUM,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM>
ether 00:50:56:87:6a:42
hwaddr 00:50:56:87:fc:01
nd6 options=29<PERFORMNUD, IFDISABLED,AUTO_L INKLOCAL>
media: Ethernet autoselect (1000baseT <full-duplex>)
status: active
100: flags=8049<UP,LOOPBACK,RUNNING,MULTICAST> metric O mtu 16384
options=600003<RXCSUM, TXCSUM,RXCSUM_I1PV6,TXCSUM_I1PV6>
ineté ::1 prefixlen 128
inet6 fe80::1%100 prefixlen 64 scopeid 0x6
inet 127.0.0.1 netmask Oxff000000
nd6 options=21<PERFORMNUD,AUTO_L INKLOCAL>
bridge0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> metric O mtu 1500
ether 00:50:56:87:dd:89
nd6 options=1<PERFORMNUD>
id 00:00:00:00:00:00 priority 32768 hellotime 2 fwddelay 15
maxage 20 holdcnt 6 proto rstp maxaddr 2000 timeout 1200
root id 00:00:00:00:00:00 priority 32768 ifcost 0 port O
member: nic4 flags=942<DISCOVER,PRIVATE,AUTOEDGE ,AUTOPTP>
ifmaxaddr O port 5 priority 128 path cost 20000
member: nic3 flags=942<DISCOVER,PRIVATE,AUTOEDGE ,AUTOPTP>
ifmaxaddr O port 4 priority 128 path cost 20000
lagg0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> metric O mtu 1500
options=9b<RXCSUM, TXCSUM,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM>
ether 00:50:56:87:1c:3f
inet 10.10.102.66 netmask Oxffffffe0 broadcast 10.10.102.95
nd6 options=21<PERFORMNUD,AUTO_L INKLOCAL>
media: Ethernet autoselect
status: active
laggproto failover lagghash 12,13,14
laggport: nicl flags=5<MASTER,ACTIVE>
laggport: nic3 flags=0<>
laggl: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> metric O mtu 1500
options=9b<RXCSUM, TXCSUM,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM>
ether 00:50:56:87:6a:42
inet6 Te80::250:56FfF:fe87:a646%laggl prefixlen 64 scopeid 0x9
inet 10.10.166.66 netmask Oxffffffe0 broadcast 10.10.166.95
nd6 options=21<PERFORMNUD,AUTO_L INKLOCAL>
media: Ethernet autoselect
status: active
laggproto failover lagghash 12,13,14
laggport: nic2 flags=5<MASTER,ACTIVE>
laggport: nic4 flags=0<>
example.com:rtestuser 120]
example.com:rtestuser 120]

NIC

M2 Datal Data2 IP
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NIC

IP
Primary Secondary
P1 P1 NIC P2 T1 T2
P1
P2
P1 IP
P1+ P2 P1 P2 T1 T2
P1
P2
P1
IP
NIC
IP
T1 1 NA NA
Cisco Secure Web Appliance AsyncOS 15.1




IP
Primary Secondary
T1+T2 1 NA NA
Tl
T2
D
P1 IP P1 P2
NIC IP P2
LAGG
P2 NIC
P2 NIC IP LAGG
CARP Secure Web Appliance
IP IP
CARP 3
* primary 1
« backup
* init
AsyncOS 15.1
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CARP

Secure Web Appliance
Secure Web Appliance

Secure Web Appliance

* OS

N

Secure Web Appliance
ACI
IP

WCCP

* ISE

« HTTPS

«FTP
- SOCKS

* PAC

* WTT Web

Cisco Secure Web Appliance AsyncOS 15.1 .




IP
. ID Failover Group ID
. IP Virtual IP Address
1 [ Network 1> High Availability ]
2 Add Failover Group ]
3 [ ID FailoverGroupID ] 1 255
4 [ Description ]
5 [ Hosthame ] www.example.com
6 [ IP Virtual IP Address and Netmask ] 10.0.0.3/24
IPv4 2001:420:80:1::5/32 1Pv6
71 Interface ] [
Select Interface Automatically ] IP
[ Select Interface Automatically ]
IP
8 [ Primary ] 255
[ Backup ] [ Priority ] 1 254
9 [
Enable Security Service ] [

. Cisco Secure Web Appliance AsyncOS 15.1



Shared Secret ] | Retype Shared Secret ]
IP ID
10 [ Advertisement Interval ]
1 255
11
. 748
1 [ Network ]>[ High Availability ]
2 [ High Availability Global Settings ] [ Edit Settings ]
30 Failover Handling ]
o[ Preemptive ]
o[ Non-preemptive ]
4 [ Submit ] [ Cancel ]
[ Network ]>[ High Availability ]
[ Failover Groups ]
[ Refresh Status ]
[ Network 1>[ Interfaces ] [ Report ]
> System Status ]
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. Web P2

Web P2

Web P2
Web P2
S
advancedproxyconfig > miscellaneous CLI
P2 P1 P2
P1
P1 IP
P2 P1 P1
37

1 CLI

2 advancedproxyconfig > miscellaneous

example.com> advancedproxyconfig

Choose a parameter group:

- AUTHENTICATION - Authentication related parameters

- CACHING - Proxy Caching related parameters

- DNS - DNS related parameters

- EUN - EUN related parameters

- NATIVEFTP - Native FTP related parameters

- FTPOVERHTTP - FTP Over HTTP related parameters

- HTTPS - HTTPS related parameters

- SCANNING - Scanning related parameters

- PROXYCONN - Proxy connection header related parameters
- CUSTOMHEADERS - Manage custom request headers for specific domains
- MISCELLANEOUS - Miscellaneous proxy related parameters
- SOCKS - SOCKS Proxy parameters

3 []> miscellaneous
4 Enter

Do you want proxy to listen on P2?

y
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5 Enter
6

TCP/IP

TCP/IP

. 18
« TCP/IP 55
. 58
Secure Web Appliance
. Web Web
. Web
AsyncOS
DNS
* WebUI e HTTP
* SSH « HTTPS
* SNMP *FTP
*NTLM « WCCP
. DLP ICAP
« Syslogs
* DNS
*FTP
. / /
* DNS
. / / * LDAP/NTLM

Cisco Secure Web Appliance

AsyncOS 15.1




[ Network ]1>[ Routes ]
[M1 Restrict M1 port to appliance
management services only ] 2
. 1
(M1 Restrict M1

port to appliance management services only ]
Secure Web Appliance

)

Web

Secure Web Appliance
DNS NTP traceroute

37

10 Network ]>[ Routes ]
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2 [ Management ]
Default Route ]

[ / Management/Data ]
3 [ Gateway |
4
10 Network ]>] Routes ]
2 [
3
4

[ Network 1> Routes ]

[

Cisco Secure Web Appliance

[

Data ]

Add Route ]

Save Route Table ]

AsyncOS 15.1

Load Route Table ]

AsyncOS




10 Network ]>[ Routes ]

2 [ Delete ]
3 [ Delete ]
4
. 37
. 58
« WCCP 60
4 WCCP v2
10 Network ]>[ Transparent Redirection ]
2 [ Edit Device ]
31 Type ]
[ 4 Layer 4 Switch or No Device ]
[WCCP v2 WCCP v2 Router ]
4
5 WCCP v2
a) WCCP
b) Secure Web Appliance [ Transparent Redirection ] [
Add Service ] WCCP 61
WCCP
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L4 B

C) IP WCCP
. 18
* WCCP 60
L4
4
Secure Web Appliance
. IP IP
* [Web Edit Web Proxy Settings ] [
Security Services ]> [Web Web Proxy ] [ Use
Received Headers ] [X-Forwarded-For
IP Enable Identification of Client IP Addresses using
X-Forwarded-For ] 1 IP [
Trusted Downstream Proxy or Load
Balancer ]
. CLlI

advancedproxyconfig > miscel laneous

* Would you like proxy to respond to health checks from L4 switches (always enabled
if WSA is in L4 transparent mode)?  Secure Web Appliance
Y

* Would you like proxy to perform dynamic adjustment of TCP receive window size?
Y Secure Web Appliance
N

* Do you want to pass HTTP X-Forwarded-For headers? X-Forwarded-For XFF

* Would you like proxy to log values from X-Forwarded-For headers in place of

incoming connection IP addresses? Y

IP

* Would you like the proxy to use client IP addresses from X-Forwarded-For headers?
Y

Cisco Secure Web Appliance AsyncOS 15.1




B oweer

* X-Forwarded-For XFF

%F

cs(X-Forwarded-For)

XFF
W3C

WCCP
WCCP WCCP v2
ID
Web WCCP
WCCP Secure Web Appliance  WCCP
Web xmlrpc 10
xmlrpc WCCP
Secure Web Appliance WCCP
WCCP herelam HIA 10 WCCP
HIA WCCP
WCCP HIA 3

Secure Web Appliance

CLI

check?

\}

Secure Web Appliance

advancedproxyconfig > miscel laneous > Do you want to enable WCCP proxy health

WCCPv2 IPv4 IPv6 1
15 WCCP
32 WCCPV2
S
WCCP
Secure Web Appliance
« WCCP 61
« WCCP 61
«IP WCCP 65
AsyncOS 15.1
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wcep B

WCCP

WCCP [ Assignment Weight ] Secure
Web Appliance  WCCP

WSA Secure
Web Appliance WCCP

WCCP

\)

WCCP Secure Web Appliance WCCP
AsyncOS

WCCP 32

[ Assignment Weight ] WCCP
61

WCCP

WCCP v2
58

Network ]>[ Transparent Redirection ]

Add Service ] WCCP [
Service Profile Name ] WCCP

3 WCCP

N -
— -
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B oweer

WCCP
WCCP
Service Profile Name
web_cache
[ Standard service ] ID
80
1
[ Dynamic service ]
ID
WCCP
o[ ID ServicelD ] [ ID Dynamic
Service ID ] 0 255
15
o[ Portnumber(s) ] [ Port Numbers ]
8
o[ Redirection basis ]
IP FTP
[
Redirect based on source port (return path) ]
13007
o[ Load balancing basis ]
Secure Web Appliance
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WCCP

WCCP
IP 1 WCCP IPv4 IPv6
IP
IPv4d  IPv6
Enable Security for Service ]
WCCP

Cisco Secure Web Appliance AsyncOS 15.1




B oweer

WCCP

Advanced

Secure Web Appliance

o[ Allow Mask Only ] WCCP
WCCP
IPv4
o[ Allow Hash Only ]
IPv4 IPv6
o[ Allow Hash or Mask ] AsyncOS
AsyncOS
[ Mask Customization ] [ Allow
Mask Only ] [ Allow Hash Only ]
o[ 6 ] Web
IPv4 5 IPv6
6
o[ System generated mask ]
1 5
[ Assignment Weight ] Secure Web Appliance
WCCP 0 255 WCCP

Secure Web Appliance

Secure Web Appliance

. Cisco Secure Web Appliance

WCCP 61
[ Forwardingmethod ]
Web
[ Return Method ]
Web
AsyncOS 15.1




I wcep B

WCCP
o[ 2 L2 Layer2 (L2) ] MAC
Web MAC
2 L2
WCCP L2
WCCP
Secure Web Appliance L2
o[ GRE Generic Routing Encapsulation
(GRE) ] GRE
IP 3
GRE
e [L2 GRE L20orGRE ]
L2 GRE
L2
GRE
4
WCCP
1 Web IP 2 WCCP
WCCP
WCCP
2 WCCP
1 IP
. WCCP 90 97
ID
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-

* WCCP [ Allow Mask Only ] [
Allow Hash or Mask ]
IP IP WCCP
Secure Web Appliance

* Web 241
VLAN
1 VLAN
Secure Web Appliance
VLAN VLANDDDD
DDDD 4 ID VLAN 2 VLAN 4094 AsyncOS 30
VLAN
VLAN IP VLAN
VLAN IP
VLAN VLAN
VLANS M1 P1 P2
VSAN
VLAN etherconfig
VLAN CLI interfaceconfig
S
VLAN
1 VLAN
P11 2 VLAN VLAN31 VLAN34
)
Tl T2 VLAN
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2 VIAN P B

1 CLI

example.com> etherconfig

Choose the operation you want to perform:
- MEDIA - View and edit ethernet media settings.
- VLAN - View and configure VLANs.

- MTU - View and configure MTU.

[1> vlan

VLAN interfaces:

Choose the operation you want to perform:
- NEW - Create a new VLAN.

[1> new

VLAN ID for the interface (Ex: '34"):

[1> 34

Enter the name or number of the ethernet interface you wish bind to:
1. Management

2. P1

3.7

4. T2

[1]> 2

VLAN interfaces:

1. VLAN 34 (P1)

Choose the operation you want to perform:
- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

[1> new

VLAN ID for the interface (Ex: '34"):

[1> 31

Enter the name or number of the ethernet interface you wish bind to:
1. Management

2. P1

3.7

4. T2

[1]> 2

VLAN interfaces:

1. VLAN 31 (P1)

2. VLAN 34 (P1)

Choose the operation you want to perform:
- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

1~

2 VLAN IP
VLAN 34 IP

Cisco Secure Web Appliance AsyncOS 15.1 .




2 VLAN IP

1 CLI

example.com> interfaceconfig

Currently configured interfaces:

1. Management (10.10.1.10/24 on Management: example.com)
2. P1 (10.10.0-.10 on P1: example.com)
Choose the operation you want to perform:
- NEW - Create a new interface.

- EDIT - Modify an interface.

- DELETE - Remove an interface.

[1> new

IP Address (Ex: 10.10.10.10):

[1> 10.10.31.10

Ethernet interface:

1. Management

2. P1

3. VLAN 31
4. VLAN 34
[1]> 4

Netmask (Ex: '"255.255.255.0" or "OxFFFFff00™):
[255.255.255.0]>

Hostname:

[1> v.example.com

Currently configured interfaces:

1. Management (10.10.1.10/24 on Management: example.com)
2. P1 (10.10.0.10 on P1: example.com)

3. VLAN 34 (10.10.31.10 on VLAN 34: v.example.com)
Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- DELETE - Remove an interface.

1>

example.com> commit

* TCP/IP 55
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sethostname
AsyncOS

. CLI

* Secure Web Appliance  Active Directory NetBIOS
1 Web [ Network 1> Authentication ]
2 [ Edit Global Settings ]
3 [ Redirect Hostname ]
1 CLI
2 Secure Web Appliance sethostname

example.com> sethostname

example.com> hostname.com

Cisco Secure Web Appliance AsyncOS 15.1 .




B v

example.com> commit

hostname.com>

3
SMTP
AsyncOS Cisco IronPort
AsyncOS
MX
MX
1 SMTP
S
Secure Web Appliance  MX SMTP
1 SMTP SMTP
AsyncOS SMTP SMTP
AsyncOS 1
SMTP
1 [ Network ]>[ SMTP Internal SMTP Relay ]
2 [ Edit Settings ]
30 SMTP Internal SMTP Relay ]
IP|SMTP IP

Relay Hostname
or IP Address

Port SMTP
25
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DNS B

SMTP SMTP

Routing Table to Use for

SMTP
4 [ Add Row ] SMTP
5
AsyncOS for Web DNS DNS
DNS
DNS
DNS
DNS DNS
DNS DNS 72
DNS
Secure Web Appliance
. DNS 72
¢« DNS 72
*« DNS 72
N
DNS
DNS
. FQDN
. DNS DNSSec
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B DNS

. DNS
* CNAME
. DNSSEC
* DNS DNS [ disabled ] [ enabled ]
o[ Load Network Settings ] DNS
DNS
AsyncOS DNS
DNS
DNS
DNS
10 Network ]>[DNS]
2 [DNS Clear DNS Cache ]
DNS
1 [ Network ]>[DNS]
2 [ Edit Settings ]
3 DNS

. Cisco Secure Web Appliance AsyncOS 15.1



DNS B

DNS [ DNS Use these DNS Servers ]
Primary DNS Servers DNS
[ DNS Alternate DNS servers Overrides
(Optional) ] DNS
[ DNS Use the Internet's Root DNS
Servers ] DNS
DNS
DNS
DNS
DNS
Web
DNS
Secondary DNS Servers DNS
DNS DNS
. No Error, no answer
section received.
Server failed to complete request, no answer section.
. Name Error, no
answer section received.
. Function not implemented.
. Server Refused to Answer
Query.
DNS DNS
Routing Table for DNS
Traffic
IP DNS IPv4  IPv6 AsyncOS
IP Address Version IP
Preference
AsyncOS FTP
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DNS DNS DNS DNS
Secure DNS ]
DNS
DNS DNS
Wait Before Timing out
Reverse DNS Lookups
Domain Search List DNS DNS
4
* TCP/IP 55
«IP 36
. 748
. 771
. 771
. 773
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. 75
i 76
. 77
. 90
. 117
. 120
. 127
i 130
/
Active Directory | Kerberos |HTTP HTTPS Kerberos
NTLMSSP FTP FTP over HTTP
SOCKS
LDAP HTTP HTTPS —
FTP FTP over HTTP
SOCKS
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1 « Active Directory
NTLMSSP 97
« LDAP 100
2 . 108
3 . 91
LDAP RADIUS
4 . 118
1
5 . 129
6 .
269
7 . Web
Web 365
. Active Directory Active Directory
* NTLMSSP Secure Web Appliance
Secure Web Appliance
* Kerberos Secure Web Appliance
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. 1
120
3600
[ Global Authentication ]>[ Surrogate
Timeout ]
IP
. Active Directory AD DC
Samba4.11.15
DC
[ Network ]>[ Authentication >
Authentication Server and Type and Scheme(s) ] [

Enable Trusted Domain Health Check ]

« Active Directory/Kerberos 78

« Active Directory/ 79

« Active Directory/NTLMSSP 80
« LDAP/ 81

. 81
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. Active Directory/Kerberos

Active Directory/Kerberos

IP Cookie
« NTLM * NTLM * NTLM
Windows Windows Windows
Windows Windows Windows
. . IP
* RFC
« HTTPS CONNECT « Cookie
. Web
. HTTP
* Cookie
. IP HTTPS
« HTTPS

Secure Web Appliance

Active Directory
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Active Directory/

Active Directory/

IP Cookie
. . IP
*RFC
« HTTPS CONNECT
. * Cookie
. HTTP Web
. IP HTTPS
 Cookie
Secure Web Appliance
. * HTTPS
Active Directory IP
Citrix RDP :
IP .
Base64 . Base64
. Base64
. Windows
Cisco Secure Web Appliance AsyncOS 15.1




. Active Directory/NTLMSSP

Active Directory/NTLMSSP

Secure Web Appliance

Directory

. Windows

Active

NTLMSSP
Web

NTLM

NTLM

Secure Web Appliance
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LDAP/ B

LDAP/

*« RFC .
« NTLM « NTLM

* HTTPS CONNECT

. HTTP
HTTPS
Base64 .
. Base64
. IP
) 120 Citrix RDP
IP

. 120

Web

Secure Web Appliance
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Web

Web

125

« [ISE
Services Engine ISE

Identity Services Engine
ISE
422

* [ASA
Cisco

AnyConnect Secure Mobility

ASA

Appliance
397

[

realms ]

* Active Directory NTLM

. Cisco Secure Web Appliance AsyncOS 15.1

Transparently identify users with ISE ] Identity
Passive Identity Connector ISE-PIC
Network ] > [Identity Services Engine]

ISE-PIC
ISE/ISE-PIC

Transparently identify users with ASA ]
IP

ASA
Secure Web

Transparently identify users with authentication

Kerberos
Cisco Context Directory Agent

Active Directory
Active Directory



Active Directory

Active Directory

* LDAP eDirectory LDAP
LDAP

AsyncOS for Web  eDirectory Active Directory
IP

Active Directory Secure Web Appliance
Cisco Context Directory Agent CDA
Active Directory

AsyncOS for Web  Active Directory IP
AsyncOS for Web  IP

Active Directory

Active Directory
Active Directory

Active Directory

84

Active Directory

Secure Web Appliance

« Active Directory NTLM Kerberos
Active Directory LDAP
. ID  Active Directory Active Directory
. Active Directory 2
Active Directory
IP
AsyncOS for Web ping 3

Active Directory
« Active Directory Secure Web Appliance
« Active Directory Secure Web Appliance

Active Directory
Active Directory IP

Active Directory

Cisco Secure Web Appliance AsyncOS 15.1
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B o

CLlI 86
* Active Directory IP
sAMAccountName
. Active Directory IP
Secure Web Appliance
* AsyncOS for Web
Secure Web Appliance Active Directory
AsyncOS for Web OS Active Directory IP
Active Directory IP
Secure Web Appliance Windows
Active Directory
Secure Web Appliance
Active
Directory Active Directory
D
Secure Web Appliance Active Directory

Secure Web Appliance

Cisco Context Directory Agent

Cisco Context Directory Agent
http://www.cisco.com/en/US/docs/security/ibf/cda_10/Install_Config_guide/cdal0.html

\}

Secure Web Appliance  Active Directory RADIUS

LDAP
AsyncOS for Web Lightweight Directory Access Protocol LDAP
eDirectory IP
eDirectory eDirectory

. Cisco Secure Web Appliance AsyncOS 15.1
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NetworkAddress
IP eDirectory

LDAP eDirectory

« eDirectory
eDirectory

« eDirectory LDAP
LDAP

« eDirectory LDAP
LDAP

« eDirectory LDAP
DN
* eDirectory NetworkAddress

* AsyncOS for Web

« eDirectory NetworkAddress IP

« DHCP IP Secure Web
Appliance IP DHCP
tuiconfig CLI
CLI 86

«IP Secure Web Appliance
Web

. Web

AsyncOS for Web

Cisco Secure Web Appliance AsyncOS 15.1 .




IP
Web Tracking ]
® %m X-auth-mechanism
WC3 SSO_TUI
SSO_ASA
AnyConnect Secure Mobility
Cisco ASA
75
. Web
CLI
AsyncOS for Web TUI CLI

* tuiconfig

 Configure mapping timeout for Active Directory agent AD

AD IP
IP

* Configure proxy cache timeout for Active Directory agent

5 1200 120

* Configure mapping timeout for Novell eDirectory
eDirectory IP IP

 Configure query wait time for Active Directory agent Active Directory

. Cisco Secure Web Appliance AsyncOS 15.1

[Web



* Configure query wait time for Novell eDirectory eDirectory

Active Directory AD AD
eDirectory eDirectory
LDAP

* tuistatus AD

* adagentstatus AD Windows

* listlocalmappings Secure Web Appliance IP
AD

Internet Explorer
NetBIOS

Internet Explorer [ ]

[ 1>1 1>1 ]

How do I properly set up NTLM with SSO (credentials sent transparently)?

Firefox Microsoft
network.negotiate-auth.delegation-uris network.negotiate-auth.trusted-uris
network.automatic-ntim-auth.trusted-uris
Firefox is not sending authentication credentials transparently (SSO)
Firefox

108 CLI

sethostname

Cisco Secure Web Appliance AsyncOS 15.1 .



http://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117934-technote-csc-00.html
http://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118027-config-wsa-00.html
http://www.toptip.ca/2010/03/change-secret-configuration-parameters.html

. Kerberos

Windows Active Directory

Kerberos Windows
Active Directory
Kerberos
Kerberos
. servicePrincipalName Active Directory
« Kerberos servicePrincipalName  Active Directory 1
. Kerberos
. [Active Directory
Active Directory users and computers ]

[ User must change password at

next logon ]

[ Password Never Expires ]

1 [Active Directory

Active Directory users and computers ]

User must change password at next logon ]

Password Never Expires ]

SPN Active Directory
SPN http/

Cisco Secure Web Appliance AsyncOS 15.1
88



Kerberos Windows Active Directory .

1. Windows setspn -q

setspn -q http/highavail.com

highavail.com
2. SPN
HA ~la@#
%h&O)_-{ O =2 3 $ "
HA GUl CLI
SPN SPN  Active Directory

No such SPN found.

. setspn -s
setspn -s http/highavail.com hausername

highavail.com
hausername

SPN
Existing SPN found!

CN
The common name (CN) shows the
user name created or chosen.

: CN=hausername Example: CN
= hausername

Active Directory

Cisco Secure Web Appliance AsyncOS 15.1 .




SPN 1. SPN
Existing SPN found!
setspn -d
CN . . _
setspn -d http/highavail.com johndoe
The common name (CN) highavail.com
does not show the user name created or johndoe
chosen.
2. SPN
setspn -s
setspn -s http/highavail.com hausername
highavail.com
hausername
Active Directory keytab Kerberos
Active Directory 92
keytab
AsyncOS
AD LDAP 1
3:IPFW
AD  Secure Web Appliance 75 80
AsyncOS 15.1
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AD  Secure Web Appliance 180 250

Secure Web Appliance

AD 42
AD 75 80
AD 180 250

Secure Web Appliance
. 91
 Kerberos Active Directory 92
« Active Directory NTLMSSP 97
* LDAP 100
. 107

. 108

. 117

* RADIUS 175

LDAP RADIUS

LDAP

LDAP 1 LDAP
100
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B reous

1
a) [ System Administration ]>[ Users ]
b) [ External Authentication ] [ Enable ]
c)
Enable External |—
Authentication
Authentication Type [LDAP]
LDAP AsyncOS
External Authentication Cache Timeout
0
LDAP LDAP External | LDAP
Authentication Query
AsyncOS
Timeout to wait for valid
response from server
Group Mapping
2
RADIUS
RADIUS 176
Kerberos Active Directory
. 9 [ Kerberos High

Availability ] [

. Cisco Secure Web Appliance AsyncOS 15.1
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Kerberos Active Directory .

HTTP/HTTPS
Active Directory SPN
[ Kerberos High Availability ]

SPN

Secure Web Appliance
SPN  Active Directory

« Active Directory

. Active Directory Windows Server
2003 2008 2008R2 2012 2016 coeusll.8 12.0 125 140 145 2019
coeus 14.5

coeus 12.5 Active Directory Windows Server 2019

* Active Directory

Active Directory

« Active Directory
« servicePrincipalName
* dNShost

« servicePrincipalName

Active Directory

. Windows
XP Windows 10 Mac OS 10.5+

» Windows Resource Kit  kerbtray Kerberos
http://mww.microsoft.com/en-us/download/details.aspx?id=17657

* Mac [ Main Menu ] > [Keychain Access]
Ticket Viewer Kerberos
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. Kerberos

Active Directory

. Active Directory

* Secure Web Appliance
Active Directory

Active Directory

[

tolerance for computer clock synchronization ]

* Secure Web Appliance
Secure Web Appliance

« Secure Web Appliance

Secure Web Appliance

Secure Web Appliance
108
Secure Web Appliance

Secure Web Appliance

Maximum

sethostname CLI

Kerberos

. SSO
87
. %m
718
S
HA
~1@#%N &) _-{3'/1[0:;,|+=*?<> 3
$ - " HA
GUI CLI
Web [ Network ]>[

1 Cisco Secure Web Appliance

Authentication ]

Add Realm ]

. Cisco Secure Web Appliance AsyncOS 15.1



Kerberos

Active Directory

[ Authentication Protocol ] [Active Directory]
Active Directory IP 3

ntlm.example.com
IP DNS Active Directory

3

a) Active Directory

Active Directory Active Directory DNS

Active Directory
Domain
NetBIOS NetBIOS
NetBIOS domain
hame setntimsecuritymode CLI
NTLM [ domain ]
Active Directory
Computer Active
Account Directory
Active Directory
[
Enable Trusted Domain Lookup ]
[Active Directory Active Directory Account ]
[ Network ]>[ Authentication ]>[
Add Realm ]

b) [ Join Domain ]

Active Directory

Secure Web Appliance
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. Kerberos Active Directory

AWS Secure Web Appliance

mgmt mgmt<wsa_hostname>

c) Active Directory

[ Create Account ]
7
Active Directory Context Directory
Enable
Transparent User )
Identification using Active Context Directory
Directory agent
8
Active Directory
Client Signing
Required SMB
. Active Directory
9 [Kerberos Kerberos High Availability ]
[ Use keytab authentication ]
a) [ Username | [ Password ]
IP SPN
Active Directory
'DOMAIN\johndoe'  ‘johndoe@domain' johndoe
Kerberos Windows Active Directory
88
b)
HTTP/HTTPS
Active Directory SPN

. Cisco Secure Web Appliance AsyncOS 15.1




Active Directory NTLMSSP .

[Kerberos Kerberos High Availability ]
SPN
Secure Web
Appliance SPN  Active Directory
10 [ Start Test ]
NTLM 107
11
745
12
Kerberos
269
Active Directory NTLMSSP
Active Directory NTLMSSP
. Active Directory Secure Web Appliance
* NTLM domain Active Directory
Active Directory
ads
setntimsecuritymode
* Secure Web Appliance Active Directory
Active Directory [ Maximum

tolerance for computer clock synchronization ]

« Secure Web Appliance
Secure Web Appliance

Cisco Secure Web Appliance AsyncOS 15.1 .




B NTLM

NTLM

Active Directory

A oW N

* Secure Web Appliance

« LDAP 389 UDP TCP
* Microsoft SMB 445 TCP

» Kerberos 88 TCP

NTLM
NTLMSSP
49152 65535
Network 1>[ Authentication ]
Add Realm ]

Authentication Protocol and Scheme(s) ]

. Cisco Secure Web Appliance AsyncOS 15.1

. 135 TCP Net Log-on
* NTLMSSP SSO
87
NTLM
10 NTLM
NTLM IP NTLM
NTLM 1 Active Directory

[Active Directory]

NTLM

NTLM



5

Active Directory

active.example.com

a) Active Directory

b)

Active Directory

NTLMSSP B

DNS Active Directory

Active Directory
Active Directory
Domain

Active Directory

DNS

NetB10S
NetBIOS domain name

NetBIOS

Active Directory

Computer Account Active
Directory
Active Directory
[
Enable Trusted Domain
Lookup ] [Active Directory Active Directory
Account ] [ Network ]>[
Authentication ]>[ Add Realm ]
[ Join Domain ]

Active Directory

AWS

Secure Web Appliance

Cisco Secure Web Appliance

Secure Web Appliance

AsyncOS 15.1




B o

mgmt mgmt<wsa_hostname>
c) Active Directory
sAMAccountName
jJazzdoe DOMAIN\jazzdoe Jazzdoe@domain
d [ Create Account ]
7
Active Directory Context Directory
Enable
Transparent User _
Identification using Context Directory
Active Directory
agent
8
Active Directory
Client Signing
Required SMB
. Active Directory
9 [ Start Test ]
10

LDAP

. LDAP
* LDAP

. Cisco Secure Web Appliance AsyncOS 15.1




LDAP

* LDAP

« Secure Web Appliance
Secure Web Appliance

[ Network ]>[ Authentication ]
[ Add Realm ]
[ Authentication Protocol and Scheme(s) ] [LDAP]
LDAP

LDAP LDAP LDAP

Vi _LDAP LDAP 2 3

ersion LDAP  LDAP 3

LDAP Novell eDirectory
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B o

LDAP LDAP IP
LDAP Server 3
Idap.example.com IP
DNS LDAP
LDAP 389 LDAP
636
LDAP Active Directory
IP
3268
3
AsyncOS 115 LDAP/NTLM
[ Set Source
Interface ]
LDAP
LDAP. Persistent [ Use persistent connections (unlimited) ]
Connections
[ o[ Use persistent connections ]
Advanced ]
LDAP
o[ Do not use persistent connections ] LDAP

. Cisco Secure Web Appliance AsyncOS 15.1




LDAP

User
Authentication

DN Base Distinguished Name (Base DN)]

LDAP
DN LDAP
DN object-value 1
dc=companyname, dc=com
LDAP
[ Start Test ]
[ User Name Attribute ]
e [uid] [cn] [sAMAccountName] LDAP
ID
o[ custom ] UserAccount ID
[ User Filter Query ]
DN LDAP
DN
DN
o[ none |
o[ custom ]

Cisco Secure Web Appliance AsyncOS 15.1 .




B o

Query
Credentials . [
Server Accepts Anonymous Queries ]
[ DN Use Bind
DN ]
o[ DN BindDN ] LDAP LDAP
DN

o[ Passphrase ] [ DN BindDN ]

[ DN BindDN ]
cn=administrator,cn=Users,dc=domain,dc=com
sAMAccountName=jdoe,cn=Users,dc=domain,dc=com.

LDAP Active Directory DOMAIN\username
DN
[ Group
Authorization ]
LDAP
Group Membership * [member] [uniquemember] LDAP
Attribute Within Group ID
Object
o[ custom ] UserInGroup ID
LDAP
Attribute that
Contains the Group
Name
* [cn] LDAP ID
o[ custom ] FinanceGroup ID
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LDAP B

LDAP LDAP
Query string to )
determine if objectisa |  * objectclass=groupofnames
group « objectclass=groupofuniquenames
* objectclass=group
o[ custom ] objectclass=person
Group

Membership Attribute * [memberOf] LDAP ID
Within User Object

o[ custom ] UserInGroup ID

LDAP DN
DN Group Active Directory
Membership Attribute is
a DN
DN
Attribute that Contains

the Group Name

* [cn] LDAP ID

o[ custom ] FinanceGroup ID
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B o

Query
string to determine if

object is a group

LDAP

« objectclass=groupofnames
« objectclass=groupofuniquenames

« objectclass=group

LDAP

o[ custom ] objectclass=person
Web Security Manager
7 LDAP
a) [ External Authentication Query ]
b)
DN BaseDN LDAP
DN
(&(objectClass=posixAccount) (uid={u}))
(&(objectClass=user) (sAMAccountName={u}))
LDAP displayName gecos
Attribute containing the
user’s full name
c) RFC 2307 LDAP
d)
1 LDAP
AsyncOS
DN Base DN LDAP
DN

(&(objectClass=posixAccount) (uid={u}))

. Cisco Secure Web Appliance AsyncOS 15.1




NTLM B

DN Base DN LDAP
DN

gecos

Attribute containing the
user’s full name

8 [ Start Test ]
NTLM 107
Kerberos
269
. 91
NTLM
NTLM
. 10 NTLM
. NTLM IP NTLM IP
e NTLM 1 Active Directory
. NTLM NTLM
ID
ID
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Web

. 120

. 125

Network ]>[ Authentication ]
Edit Global Settings ]
Global Authentication Settings ]

w N
— ——

Action if

L . . o[ Permit traffic to proceed
Authentication Service Unavailable

without authentication ]

o[ Block
all traffic if user authentication fails ]

Failed
Authentication Handling Web

123
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TTL Basic Authentication Token TTL ]

Re-authentication URL IP

URL Web

Enable Re-Authentication Prompt If
End User Blocked by URL Category or
User Session Restriction

URL
125
TTL
Basic Authentication Token TTL
Surrogate Timeout ] [

Web
Web
4 Web
Credential HTTPS Web
Encryption
NTLMSPP
120
Cisco Secure Web Appliance AsyncOS 15.1




Internet Explorer

Secure Web Appliance

mycompany.com

proxy.mycompany .com
proxy

HTTPS HTTPS
HTTPS Redirect Port TCP
HTTPS Web
Redirect |Web
Hostname
Web
URL
*[1 Single word hostname ]
Secure Web Appliance  DNS 1

DNS

Web

proxy .mycompany .com

o[ FQDN
(FQDN) ]

Firefox
FQDN IP

FQDN

Fully qualified domain name
FQDN

IP
Internet Explorer

M1 P1

. Cisco Secure Web Appliance AsyncOS 15.1




Web
Credential Cache Options:
Surrogate Web IP
. Cookie
Timeout
IP
Credential Cache Options:
P Web
Client IP Idle Timeout
User IP
Session Restrictions
1
[ Re-authentication ]
IP
authcache CLI
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Based Authentication

Header

Active Directory

ASCII

[ No encoding for Binary ]
[ Standard Header ]

X-Authenticate-Groups /

Use Groups in X-Authenticate-Groups Header / Custom Header
for match Access Policies ]

[ Custom
Header Name ]

[ X-Authenticate-Groups /

Use Groups in
X-Authenticate-Groups Header / Custom Header for match Access Policies ]
X-Authenticated-Groups

Active Directory

[ Retain Authentication Details on Egress ]

Advanced

Cisco IronPort Web

. Cisco Secure Web Appliance AsyncOS 15.1




5 Web
Credential HTTPS Web
Encryption
[HTTPS
HTTPS Redirect (Secure) ]
Web
NTLMSPP
120
HTTPS HTTPS
HTTPS Redirect Port TCP
HTTPS Web
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Redirect
Hosthame

Web

Web
URL

*[1 Single word hostname ]
Secure Web Appliance DNS 1

Internet Explorer
Secure Web Appliance  DNS
mycompany.com Web
proxy .mycompany . com

proxy

proxy .mycompany .com

Timeout

o[ FQDN Fully qualified domain name
(FQDN) 1] FQDN IP
Internet Explorer
Firefox
FQDN IP
M1 P1
FQDN
Web
Credential Cache Options:
Surrogate Web IP
Cookie
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IP
Credential Cache Options:
P Web
Client IP Idle Timeout
User IP
Session Restrictions
1
[ Re-authentication ]
IP
authcache CLI
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Based Authentication

Header

Active Directory

ASCII
[ No encoding for Binary ]
[ Standard Header ]

X-Authenticate-Groups /
Use Groups in X-Authenticate-Groups Header / Custom Header for
match Access Policies ]
[ Custom Header
Name ]

[ X-Authenticate-Groups /
Use Groups in
X-Authenticate-Groups Header / Custom Header for match Access Policies ]
X-Authenticated-Groups

Active Directory

[ Retain Authentication Details on Egress ]
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Advanced
Cisco IronPort Web
[ Browse ]
[
Upload Files ]
. 117
. 118
. 119
. 119
1 ID
90
2 [ Network ]>[ Authentication ]
[ All Realms ] [
Realm Sequences ] [ All Realms ]
[ All
Realms ] [ All Realms ]
NTLM Secure Web Appliance 1
NTLM NTLMSSP [ All Realms ]
NTLMSSP NTLM
NTLM NTLMSSP 2 1
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. 1 NTLMSSP

1
. 90
« Secure Web Appliance
Secure Web Appliance
¢ AsyncOS
10 Network ]>[ Authentication ]
2 [ Add Sequence ]
3
4 [ Realm Sequence for Basic Scheme ]
5 Realm Sequence for Basic Scheme ] 2
6 [ Add Row ]
7 NTLM [NTLMSSP Realm for NTLMSSP Scheme ]

NTLM
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A oW N e

Web

[

[

Order ]

Delete ]

Network ]1>[

AllRealms ]
[

Network 1>

NTLMSSP

Authentication ]

AllRealms ]

Authentication ]

Cisco Secure Web Appliance AsyncOS 15.1
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. 120

. 120

. 122

. 122
. 123

. 125

Web

URL

Web

. 120

. 122

. 122
. 123

» Windows Update

« MICROSOFT_DEVICE_METADATA_RETRIEVAL_CLIENT
* Microsoft BITS

» SLSSoapClient

. Cisco Secure Web Appliance AsyncOS 15.1



» Akamai NetSession Interface
 Microsoft CryptoAPI

* NCSI

* MSDW

* Gnotify

» msde

» Google Update

)

URL McAfee Webroot
a) [Web Web Security Manager > Identification Profile ]
b) [ Add Identification Profile ]
c)
Name AuthExempt
Insert Above
Define Members by
Subnet
Define Members by
Authentication
d [ Advanced ]>] User Agents ]
e) [ None Selected ]
[ Custom User Agents ]
a) [Web Web Security Manager 1> Access Policies ]
b) [ Add Policy ]
c)

Cisco Secure Web Appliance AsyncOS 15.1




Insert Above Policy

Identification Profile AuthExempt
Policy
Advanced
3
1 [ Advanced ] URL
Web URL 306
2
. D 269
. URL
3 370
* Web
S
120
AsyncOS 15.1

. Cisco Secure Web Appliance




10 Network ]>[ Authentication ]
2 [ Edit Global Settings ]
3 [ Action if Authentication Service Unavailable ]
[ Permit traffic to proceed without authentication ]

4

1. 123

2. 124

3. 124

S

My ldentificationProfile
My ldentificationProfile
1 [Web Web Security Manager > Identification Profiles ]
2 [ Add Identification Profile ] ID
ID

31 Support Guest Privileges ]
4

Cisco Secure Web Appliance AsyncOS 15.1 .




1 [Web Web Security Manager ]

2
3 [ Identification Profiles And Users ]
Select One Or More Identification Profiles ]
4 [ Identification Profile ]
5 [ Guests (Users Failing Authentication) ]
4
123
6
10 Network ]>[ Authentication ]
2 [ Edit Global Settings ]
30 Failed Authentication Handling ]
Log Guest User By ]
IP IP
User Name
As Entered By End-User
4

. Cisco Secure Web Appliance AsyncOS 15.1



. 125
. 125
Web
URL CaGl Reauth_URL
10 Network 1> Authentication ]
2 [ Edit Global Settings ]
3 [URL
Re-Authentication Prompt If End User Blocked by URL Category or User Session Restriction ]
4 [ Submit ]

HTTP HTTPS FTP

Cisco Secure Web Appliance AsyncOS 15.1 .




HTTP HTTPS HTTP HTTPS
FTP FTP over HTTP FTP
FTP over
HTTP
NA NA NA
IP
Cookie F*kk Fkk / *%k *kk
S
269 [
Authentication Surrogates ]
HTTP HTTPS HTTP HTTPS
FTP FTP
NA NA NA NA NA NA
IP / / * / * / *

*

Cookie / / ** / *x / *x
**

* HTTP

. FTP
« HTTPS
HTTPS HTTPS
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** Cookie Web HTTPS FTP
FTP over HTTP
HTTPS FTP FTPover HTTP
falalel Cookie
. 279
Web
ID
o[ Cookie Sessioncookie ]
o[ Cookie Persistent cookie ]
o [IP IP Address ]
o[ No surrogate ] Web
NTLMSSP
Web
[ Apply same surrogate settings to explicit forward
requests ]

)

Secure Web Appliance Cookie

. 128
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. 128

. 128
. 129
1
IP
Cookie
Internet Explorer
NetBIOS
Internet Explorer [ ]
[ 1> 1> ]

How do I properly set up NTLM with SSO (credentials sent transparently)?

Firefox Microsoft
network.negotiate-auth.delegation-uris network.negotiate-auth.trusted-uris
network.automatic-ntim-auth.trusted-uris

Firefox is not sending authentication credentials transparently (SSO)

Firefox
108 CLI
sethostname
. 123
. 125
NTLMSSP MyDomain\jsmith

. Cisco Secure Web Appliance AsyncOS 15.1


http://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117934-technote-csc-00.html
http://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118027-config-wsa-00.html
http://www.toptip.ca/2010/03/change-secret-configuration-parameters.html

Jjsmith
MyDomain\jsmith
Windows Web
Windows
HTTPS

Secure Web Appliance

HTTPS
. IP

[ Network ]>[ Authentication ]
[ Edit Global Settings ]
[ Credential Encryption ] [ HTTPS

Use Encrypted HTTPS Connection For Authentication ]

HTTPS [HTTPS HTTPS Redirect

Port ] 443
a) [ Advanced ]
b) [ Certificate ] [ Browse ]

Cisco Secure Web Appliance AsyncOS 15.1




¢ [ Key 1] [ Browse ]

d [ Upload File ]
6
. Certificate Management
e NTLMSSP LDAP
« LDAP LDAP
. 747
« HTTPS FTP over HTTP
763

. URL

. Cisco Secure Web Appliance AsyncOS 15.1
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746
746
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770
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. 131
* Cisco Web
* \Web 234

. 132

« Cisco Secure Web Appliance 136
. 169

. 170

. 171

. 178

. 178

. 181

. 182

. 183

* FIPS Compliance 194

. 196
* SSL 197

182

Cisco Secure Web Appliance Async0S 15.1

132

225




. Certificate Management 200

* AsyncOS for Web 205
. AsyncOS for Web 215

« SNMP 217
* Web Web Traffic Tap 220
«HTTP 2.0 224

S
System Administration ]

* AsyncOS
Secure Web Appliance 1 XML

. 132

. 133

. 134

. 135
10 System Administration ]>[ Configuration Summary ]
2 [ Configuration Summary ]

. Cisco Secure Web Appliance AsyncOS 15.1



10 System Administration ]>[ Configuration File ]
2 [ Configuration File ]
[
Download file to local computer to view or save ]
o[ wsa_example.com Savefile
to this appliance (example.com) ]
o[ Emailfileto ] 1
o[ Mask passphrases in the
Configuration Files ]
AsyncOS for Web
o[ Encrypt passphrases in the
Configuration Files ] FIPS
FIPS
FIPS 195
o[ Use system-generated
file name ]
o[ Use user-defined file name: ]
3 [ Submit ]

Cisco Secure Web Appliance AsyncOS 15.1




URL
ID
S
CA
Secure Web Appliance
CA Certificate
Management 200
10 System Administration ]>[ Configuration File ]
2 [ Load Configuration ]
<?xml version="1.0" encoding=""1S0-8859-17?> <IDOCTYPE config SYSTEM “config.dtd”>
config
<config> ...your configuration information in valid XML </config>
3 [ Load ]
4 [ Continue ]

. Cisco Secure Web Appliance AsyncOS 15.1



B w DD

System Administration ]>[

Configuration File ]

[ Reset Configuration ]

Reset ]

FTP SCP

System Administration ] > [
Enable Config Backup ]

Configuration File ]

[ Yes ]

[ No ]

FTP FTPonRemote Server

SCP SCP on Remote Server

Host Key Checking ] SSH
SSH

Cisco Secure Web Appliance

] FTP

] scp

AsyncOS 15.1

ID
/.ssh/known_hosts




. Cisco Secure Web Appliance

[ SCP  SCPonRemote Server ] [ Enable
Host Key Checking ]

o[ Automatic ] Cisco Secure Web Appliance

o[ Manual ]

Cisco Secure Web Appliance
SSH Cisco Secure Web Appliance
33 SSH
/.ssh/known_hosts

5[ Submit ]

CLI configbackup

Cisco Secure Web Appliance

. 136

. 136

« Cisco Smart Software Manager 140

. 143

« Cisco Smart Software Manager 144
« Cisco Smart Software Manager 144

. 145

. 145

. 145

. 153

. 153

. 154

Cisco Secure Web Appliance
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Cisco Smart Software Manager CSSM
CSSM
PAK
Web

CSSM
CSSM
CSSM CSSM

Cisco Smart Software Manager
Https:/Avww.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html

« Cisco Smart Software Manager https://software.cisco.com/#module/SmartLicensing
Cisco Smart Software Manager

Cisco Smart Software Manager Cisco Smart Software
Manager https://www.cisco.com/c/en/us/td/
docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html

CSSM Smart Software Manager
CSSM
CSSM
S
Smart Software Manager Smart Software
Manager Enhanced Edition 6.1.0
. CSSM
CSSM

Cisco Secure Web Appliance AsyncOS 15.1 .



https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html
https://software.cisco.com/#module/SmartLicensing
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html

\)

CSSM [ System
Administration ]>] Upgrade and Update Settings ]
)
PAK
PAK
Cisco Smart Software Manager CSSM Cisco Secure Web Appliance
Cisco Secure Web Appliance
o[ SLR Specific License Reservation (SLR) ]
HTTPS
o[ PLR Permanent License Reservation (PLR) ]
Cisco Secure Web Appliance
145
2 Cisco Smart Software Manager | Cisco Smart Software Manager
140
3 Cisco Secure 145
Web Appliance
3 143

. Cisco Secure Web Appliance AsyncOS 15.1



10 System Administration ]>[ Smart Software
Licensing ]

2 [ Enable Smart Software Licensing ]
3 [OK]
4

CSSM

90
90 60 30 15 5
CSSM

Cisco Secure Web Appliance AsyncOS 15.1 .




. Cisco Smart Software Manager

\)

 Secure Web Appliance Web
 Secure Web Appliance
 Secure Web Appliance

* Secure Web Appliance Web

* AsyncOS 15.0

Overview of Smart Licencing

Web Reputation Filters
Sophos
Webroot

DVS

Cisco Secure Web Appliance

Cisco Smart Software Manager

Cisco Smart Software Manager CSSM [
System Administration ]
)
1
. 1 CSSM

6

10 System Administration 1> [ Smart Software
Licensing ]

2 [ Smart License Registration ]

. Cisco Secure Web Appliance AsyncOS 15.1



Cisco Smart Software Manager

https://software.cisco.com/#module/SmartLicensing

[ Virtual Account ] [

General

3 [ Confirm ]
4 [ Transport Settings ] [ Edit ]
o[ Direct ] HTTPS Cisco Smart Software Manager
o[ Transport Gateway ]
Smart Software Manager Cisco Smart Software Manager
Smart Software Manager
URL [OK] HTTP HTTPS
FIPS HTTPS
Https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html
5 [ Test Interface ]
[ Managementinterface ] [ Data
interface |
[ Test Interface ]
[ Management interface ]
6 Cisco Smart Software Manager

https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html

Cisco Software Central > Smart So

Smart Software Li

Alerts Inventory Convert to

Virtual Account: . ~

General Licenses ]

Virtual Account
Description:
Default Virtual Account:

Product Instance Regism

Create Registration Token ®

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 30 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

The registration tokens below can be used to register new product instances to this virtual account.

Cisco Secure Web Appliance Async0S 15.1

TestDem:

L Produc

lormation:



https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html
https://software.cisco.com/#module/SmartLicensing
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html

. Cisco Smart Software Manager

7 [ Register ]

Smart Software Licensing

Learn More about Smart Software Licensing

Smart Software Licensing Status

Registration Mode: '?

Action: (2

Evaluation Period:

Smart license (Change type)

~

In Use

~

Evaluation Period Remaining: 89 days 23 hours 42 minutes

Registration Status

~

Unregistered
License Authorization Status: 2/ Evaluation Mode

Last Authorization Renewal Attempt Status:

-~

No Communication Attempted

)

Product Instance Name:

-

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license) (Edit)

Test Interface: | Management v |

Device Led Conversion Status: .2/ Not Started

[ Smart Software Licensing ] [
Reregister this product instance if it is already registered ]

Smart Software Licensing

Smart Software Licensing Product Registration

To register the product for Smart Software Licensing:
1. Ensure this product has access to the internet or a Smart Software Manager satellite installed on your network.
This might require you to edit the Transport Settings.
Product communicates directly or via proxy to Smart Software Licensing.
URL - https://smartreceiver.cisco.com/licservice/license
2. Create or login into your Smart Account in Smart Software Manager or your Smart Software Manager satellite.

3. Navigate to the Virtual Account containing the licenses to be used by this Product Instance.

4. Generate a Product Instance Registration Token (this identifies your Smart Account) and copy or save it here :

D Reregister this product instance if it is already registered

[ Smart Software
Licensing ]

Cisco Secure Web Appliance AsyncO0S 15.1




Smart Software Licensing

Learn More about Smart Software Licensing

Smart Software Licensing Status

Registration Mode: Smart license

Action: (2 ‘W| [ Go|
Evaluation Period: .2 | Not In Use
Evaluation Period Remaining: ?/ | 89 days 23 hours 37 minutes
Registration Status (?/ | Registered ( 16 Jun 2023 04:15 ) Registration Expires on: 15 Jun 2024 04:11 )
License Authorization Status: (2| | Authorized ( 16 Jun 2023 04:16 ) Authorization Expires on: ( 14 Sep 2023 04:11 )

)

Smart Account:

Virtual Account: '?

Last Registration Renewal Attempt Status:
Last Authorization Renewal Attempt Status:

-

SUCCEEDED on 16 Jun 2023 04:15
SUCCEEDED on 16 Jun 2023 04:16

)

Product Instance Name: 7 | wsa276.csl

-~

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Test Interface: ') | | Management v

10 System Administration ]>[ Licenses ]
2 [ Edit Settings ]
3 [ / License Request/Release ]
4 [ Submit ]
Licenses

License Name License Authorization Status ' ? License Request | ?

Secure Web Appliance Cisco Web Usage Controls Not requested

Secure Web Appliance Anti-Virus Webroot Not requested

Secure Web Appliance L4 Traffic Monitor Not requested

Secure Web Appliance Cisco AnyConnect SM for AnyConnect Not requested

Secure Web Appliance Secure Endpoint Reputation Not requested

Secure Web Appliance Anti-Virus Sophos Not requested

Secure Web Appliance Web Reputation Filters Not requested

Secure Web Appliance Secure Endpoint Not requested

Secure Web Appliance Anti-Virus McAfee Not requested

Secure Web Appliance Web Proxy and DVS Engine Not requested

Secure Web Appliance HTTPs Decryption Not requested

Cancel
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30
30 15

00oC

1 System Administration 1> [
2 [ Edit Settings ]
3 [
4 [ Submit ]
Cisco Smart Software Manager
1 System Administration ]>[
Licensing ]
2 [ Action ]
3 [ Submit ]
Cisco Smart Software Manager
1 System Administration > [
Licensing ]
2 [ Action ]

. Cisco Secure Web Appliance AsyncOS 15.1

CSSM

Licenses ]

License Request ]

Deregister

Register

]

]

00C
00C

Smart Software

Smart Software

Go

]

Go

]



Cisco Smart Software Manager 140

CSSM

\)

Cisco Smart Software Manager
140

Cisco Smart Software Manager

)

10 System Administration ]>[ Smart Software
Licensing ]
2 [ Action ]
3 [ Go ]
. 146

Cisco Secure Web Appliance AsyncOS 15.1 .




147

. 149

. 150

. 151

. 152
. 152

4
Cisco Secure Web Appliance
)
CLI license_smart > enable_reservation

\)

1 Cisco Secure Web Appliance [
Smart Software Licensing ]

[ B e |

Confirm ]

. Cisco Secure Web Appliance AsyncOS 15.1

System Administration ]>[

/ Specific/Permanent License Reservation ]




147

1 Cisco Secure Web Appliance [ System Administration ]>[
Smart Software Licensing ]

2 [ Register ]
3 [ Copy Code |

CSSM

4 [ Next ]
5 CSSM

cisco.com Inventory: License Tab > Reserve Licenses

General Licenses Product Instances Event Log

By Name By Tag

Manage License Tags License Reservation.. Show License Transactions Search by Lice O,

r

Smart License Reservation

STEP 1 STEP 2 STEP 3 STEP 4

Enter Request Code Select Licenses Review and Confirm Authorization Code

1) ENter tne Keservaton Keguest Lode below
2) Select the licenses to be reserved

3) Generate a Reservation Authorization Code

4) Enter the Reservation Authorization Code on the product instance to activate the features

* Reservation Request Code:

‘o leamn how to enter this code,

e the configuration guide for the product being licensed

6 [SLR/PLR] [ Next ]

Cisco Secure Web Appliance AsyncOS 15.1 .



https://software.cisco.com/web/fw/softwareworkspace/smartlicensing/ssmcompiledhelps/
https://software.cisco.com/web/fw/softwareworkspace/smartlicensing/ssmcompiledhelps/

Smart License Reservation

STEP STEP

Enter Request Code Select Licenses

Product Instance Details

Product Type:
UDI PID:
UDI Serial Number:

Licenses to Reserve

In order to continue, ensure that you have a surplus of the licenses you want to reserve in the Virtual Account.

O WSAPLR

O Reserve a specific license

7 CSSM SLR

A
STEP "] STEP 2

Enter Request Code Select Licenses
Licenses to Reserve

O WSAPLR

@ Reserve a specific license

License

Secure Web Appliance Advanced Malware Protection Add On

Secure Web Appliance Anti-Virus McAfee Add On

Secure Web Appliance Anti-Virus Sophos Add On

9 [

STEP 3

Review and Confirm

Secure Web Appliance Advanced Malware Protection Reputation

CSSM

Cisco Secure Web Appliance

Choose File ]

STEP 3

Review and Confirm

In order to continue, ensure that you have a SUrplus of the licenses you want to reserve in the Virtual Account

Expires

multiple terms

multiple terms

2024-Jan-25

multiple terms

STEP 4

Authorization Code

Purchased

102
102
100

102

STEP 4

Authorization Code

[ Next ]

Available Reserve
98 P
100 0
100 o
101 o

Cisco Secure Web Appliance

Copy and Paste authorizationc code ]
Copy and Paste authorization code ]

Upload authorization code from the system ]

Install Authorization Code ]

24

AsyncOS 15.1



CANCEL_REQUEST_CODE

CSSM
CSSM
TAC
SLR PLR Cisco Secure Web Appliance
SLR [
Reserved in Compliance ] PLR [
Reserved in Compliance ]
e« SLR
149
e SLR PLR
150
e SLR PLR
151
D
S
CLI license_smart >reauthorize
1 CSSM
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cisco.com Inventory: Product Instances Tab > Update Reserved Licenses

2 Cisco Secure Web Appliance [ System Administration ]>[
Smart Software Licensing ]
31 Action ] [ Reauthorize ] [ GO ]
4 CSSM Cisco Secure Web Appliance
o[ Copy and Paste authorizationc code ]

Copy and Paste authorization code ]

o[ Upload authorization code from the system ]
[ Choose File ]
5[ Re-authorize ]
6 [ Copy Code ]
CSSM

7 [OK]
8 Cisco Secure Web Appliance CSSM

cisco.com Inventory: Product Instances Tab > Update Reserved Licenses

SLR [
Reservedin Compliance ]
[ Not-Authorized ]
Cisco Secure Web Appliance
S
CLI license_smart > return_reservation
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https://software.cisco.com/web/fw/softwareworkspace/smartlicensing/ssmcompiledhelps/
https://software.cisco.com/web/fw/softwareworkspace/smartlicensing/ssmcompiledhelps/
https://software.cisco.com/web/fw/softwareworkspace/smartlicensing/ssmcompiledhelps/
https://software.cisco.com/web/fw/softwareworkspace/smartlicensing/ssmcompiledhelps/

~

Cisco Secure Web Appliance [ System Administration ]>[
Smart Software Licensing ]

[ Action ] [ Returncode ] [ GO
[ Copy Code ]
CSSM
[OK]
Cisco Secure Web Appliance CSSM

cisco.com Inventory: Product I nstances Tab > Removing a Product Instance

Cisco Secure Web Appliance

. 149
« SLR PLR
151
Cisco Secure Web Appliance
)
CLI license_smart > disable_reservation

Cisco Secure Web Appliance AsyncOS 15.1 .



https://software.cisco.com/web/fw/softwareworkspace/smartlicensing/ssmcompiledhelps/
https://software.cisco.com/web/fw/softwareworkspace/smartlicensing/ssmcompiledhelps/

. license
smart reservation return

show
S
1 Cisco Secure Web Appliance [ System Administration ]> [
Smart Software Licensing ]
2 [ Registration Mode ] [ Change Type ]
3 [ Change registration mode ] [ Submit ]
Cisco Secure Web Appliance
60 30 15 5 2 1
SLR/PLR
[ Reserved in

Compliance ]

\}

CLI  Tlicense_smart >reauthorize
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Cisco Secure Web Appliance Secure Endpoint The Secure
Web Appliance Secure Endpoint Add on entitlement expired.

1 CSSM
cisco.com Inventory: Product Instances Tab > Update Reserved Licenses
2 Cisco Secure Web Appliance [ System Administration 1> [
Smart Software Licensing ]
3 [ Re-authorize ]
10 System Administration > [ Smart Software
Licensing ]
2 [ Smart Agent Update Status ] [ Update
Now ]
CLI saveconfig [ System Administration ]>[
Configuration Summary ] Web
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https://software.cisco.com/web/fw/softwareworkspace/smartlicensing/ssmcompiledhelps/
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* license_smart 154

e show_license 164

* cloudserviceconfig

license_smart

. 155

. 155

Smart Software Manager 155
. 156

. 156

. URL 157

. 157

. 157

. 158
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. 159

. 161

. 162

. 162
commit

help
license_smart

example.com> license_smart

Choose the operation you want to perform:

- ENABLE - Enables Smart Licensing on the product.

- SETAGENTPORT - Set port to run Smart Agent service.
[1> setagentport

Enter the port to run smart agent service.
[65501]>

example.com> license_smart
Choose the operation you want to perform:
- ENABLE - Enables Smart Licensing on the product.
[1> enable
After enabling Smart Licensing on your appliance, follow below steps to activate
the feature keys (licenses):

a) Register the product with Smart Software Manager using license_smart > register command

in the CLI.
b) Activate the feature keys using license_smart > requestsmart_license command in the
CLI.

Note: If you are using a virtual appliance, and have not enabled any of the

features in the classic licensing mode; you will not be able to activate the

licenses, after you switch to the smart licensing mode. You need to first register

your appliance, and then you can activate the licenses (features) in the smart licensing
mode.

Commit your changes to enable the Smart Licensing mode on your appliance.

All the features enabled in the Classic Licensing mode will be available in the Evaluation
period.

Type "Y" if you want to continue, or type "N" if you want to use the classic licensing
mode [Y/N] [1> vy

> commit
Please enter some comments describing your changes:
1>

Do you want to save the current configuration for rollback? [Y]>

Smart Software Manager
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example.com> license_smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.
- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> register
Reregister this product instance if it is already registered [N]> n

Enter token to register the product:

1>
ODRIOTM5Mj 1t0TQz0S00Y j YOLWEXZTUtZTdmMmY30GN INDZmLTE1MzM3Mzgw%OAMDEZNTR8WIpCQ1 IMbGVMQWRX

0XhuenN40WZDdktFckJLQzF5V3V 1 bzky TFgx%0AQWcvaz0%3D%0A
Product Registration is in progress. Use license_smart > status command to check status
of registration.

example.com> license_smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REQUESTSMART_LICENSE - Request licenses for the product.
- RELEASESMART_LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> status
Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes
Registration Status: Unregistered

License Authorization Status: Evaluation Mode
Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

example.com> license_smart

To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> summary
FeatureName LicenseAuthorizationStatus

Web Security Appliance Cisco Eval
Web Usage Controls
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URL B

Web Security Appliance Anti-Virus Webroot Eval
Web Security Appliance Anti-Virus Sophos Eval

URL

example.com> license_smart

Choose the operation you want to perform:

- REQUESTSMART_LICENSE - Request licenses for the product.
- RELEASESMART_LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> url

1. DIRECT - Product communicates directly with the cisco license servers
2. TRANSPORT_GATEWAY - Product communicates via transport gateway or smart software
manager satellite.

Choose from the following menu options:

[1]> 1

Note: The appliance uses the Direct URL
(https://smartreceiver.cisco.com/licservice/license) to communicate with Cisco
Smart Software Manager (CSSM) via the proxy server configured using the updateconfig
command .

Transport settings will be updated after commit.

N

example.com> license_smart
Choose the operation you want to perform:

- REQUESTSMART_LICENSE - Request licenses for the product.
- RELEASESMART_LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> requestsmart_license

Feature Name License Authorization Status
1. Web Security Appliance Anti-Virus Sophos Not Requested
2. Web Security Appliance Not requested

L4 Traffic Monitor

Enter the appropriate license number(s) for activation.

Separate multiple license with comma or enter range:

n>1

Activation is in progress for following features:

Web Security Appliance Anti-Virus Sophos

Use license_smart > summary command to check status of licenses.
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example.com> license_smart
Choose the operation you want to perform:

- REQUESTSMART_LICENSE - Request licenses for the product.
- RELEASESMART_LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> releasesmart_license

Feature Name License Authorization Status

1. Web Security Appliance Cisco Eval
Web Usage Controls

2. Web Security Appliance Eval
Anti-Virus Webroot

3. Web Security Appliance Eval
L4 Traffic Monitor

4. Web Security Appliance Cisco Eval
AnyConnect SM for AnyConnect

5. Web Security Appliance Advanced Eval
Malware Protection Reputation

6. Web Security Appliance Eval
Anti-Virus Sophos

7. Web Security Appliance Eval
Web Reputation Filters

8. Web Security Appliance Advanced Eval

Malware Protection

license_smart > enable_reservation Cisco Secure Web
Appliance

example.com > license_smart
Choose the operation you want to perform:

REQUESTSMART_LICENSE - Request licenses for the product.

RELEASESMART_LICENSE - Release licenses of the product.

REGISTER - Register the product for Smart Licensing.

URL - Set the Smart Transport URL.

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

ENABLE_RESERVATION - Enable specific or permanent license reservations on your Secure
Web Appliance.

[1> ENABLE_RESERVATION

Would you like to reserve license,then type "Y" else type "N" [Y/N] [1> N

License reservation is not enabled.
Choose the operation you want to perform:

REQUESTSMART_LICENSE - Request licenses for the product.

RELEASESMART_LICENSE - Release licenses of the product.

REGISTER - Register the product for Smart Licensing.

URL - Set the Smart Transport URL.

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

ENABLE_RESERVATION - Enable specific or permanent license reservations on your Secure
Web Appliance.

[1> ENABLE_RESERVATION

Would you like to reserve license,then type "Y" else type "N" [Y/N] [1> Y
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License reservation is enabled

1>

license_smart > enable_reservation Cisco Secure Web
Appliance

example.com > license_smart
Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE_RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REQUEST_CODE - Provide the request code generated on your Secure Web Appliance. []>
REQUEST_CODE

The generation of the request code is initiated...

Copy the request code obtained on your Secure Web Appliance and paste it in the Cisco
Smart Software Manager portal to select the required license

Request code: CG-XXXXXXXXXXXXXXXX-39

Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE_RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REQUEST_CODE - Provide the request code generated on your Secure Web Appliance.
INSTALL_AUTHORIZATION_CODE - Install the authorization code for specific or permanent
license reservations on your Secure Web Appliance.

CANCEL_REQUEST_CODE - Cancel the request code generated on your Secure Web Appliance.
[1> INSTALL_AUTHORIZATION_CODE

Paste via CLI

Import the Authorization Code from a file How would you like to install Authorization
Code? [1]> 1

Paste the Authorization code now.

Press CTRL-D on a blank line when done.
<specificPLR><authorizationCode><flag>A</flag><version>C</version><piid>3c54a7ce-3b9c-
450e-9338-2116e5801155</pi id><timestamp>1650362032178</timestamp><entitlements>
<entitlement><tag>regid.2018-05.com.cisco.WSA MUS,1.0_d3f3389a-cdc4-48e3-bc84-8b590ea2d908
</tag><count>1</count><startDate>2022-Apr-08 UTC</startDate><endDate>2022-May-08 UTC
</endDate><licenseType>TERM</licenseType><displayName>

Web Security Appliance Cisco AnyConnect SM for AnyConnect</displayName><tagDescription>
Web Security Appliance Cisco AnyConnect SM for AnyConnect</tagDescription>
<subscriptionlD></subscriptionlD></entitlement></entitlements>
</authorizationCode><signature>MEYCIQCiyIVITXBDYxxSaqexFEXKAThHVWXEJprhgk83j 72FAAIhAJBaycA50uxi Z1pA
/phZ/PR/XF17e3rxc2AZCY3GHO02</signature><udi>P:WSA,S:2AE28096313B</udi></specificPLR>"D

The SPECIFIC license reservation is successfully installed on your Secure Web Appliance
Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE_RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Web Appliance.

CONFIRM_CODE - Provide the confirmation code generated on your Secure Web Appliance.
RETURN_RESERVATION - Remove the specific or permanent license reservations on your Secure
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Web Appliance.
-

[1> STATUS
Smart Licensing is : Enabled

License Reservation is: Enabled

Reservation Type: IN_PROGRESS

Return Code: CAt6Dx-G8K1Qn-dEY8qgs-EFQyyA-nk5NFY-s6hZNi-PnpxMb-rxjGWV-QjP
Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 54 minutes

Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: wsa281.csl

[1> STATUS
Smart Licensing is : Enabled

License Reservation is: Enabled

Reservation Type: SPECIFIC

Evaluation Period: Not In Use

Evaluation Period Remaining: 83 days 3 hours 32 minutes

Registration Status: Registered ( 28 Apr 2022 04:42 )

Last Registration Renewal Attempt Status: SUCCEEDED on 28 Apr 2022 04:42
License Authorization Status: Not Authorized ( 28 Apr 2022 04:42 )

Last Authorization Renewal Attempt Status: SUCCEEDED on 28 Apr 2022 04:42
Product Instance Name: wsa281l.csl

Status of the Install Authorization Code :

Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE_RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REQUEST_CODE - Provide the request code generated on your Secure Web Appliance.
INSTALL_AUTHORIZATION_CODE - Install the authorization code for specific or permanent
license reservations on your Secure Web Appliance.

CANCEL_REQUEST_CODE - Cancel the request code generated on your Secure Web Appliance.
[1> CANCEL_REQUEST_CODE

IT you want to cancel the generated request code, the authorization code generated from
the Cisco Smart Software Manager portal will be locked.

Are you sure you want to cancel the request code? [Y/N] [N]> N
The request code is not cancelled
Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE_RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REQUEST_CODE - Provide the request code generated on your Secure Web Appliance.
INSTALL_AUTHORIZATION_CODE - Install the authorization code for specific or permanent
license reservations on your Secure Web Appliance.
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CANCEL_REQUEST_CODE - Cancel the request code generated on your Secure Web Appliance.
[1> CANCEL_REQUEST_CODE

IT you want to cancel the generated request code, the authorization code generated from
the Cisco Smart Software Manager portal will be locked.

Are you sure you want to cancel the request code? [Y/N] [N]> Y

The cancellation of the request code is initiated...
The request code is cancelled successfully

Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE_RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REQUEST_CODE - Provide the request code generated on your Secure Web Appliance.

[1> STATUS
Smart Licensing is : Enabled

License Reservation is: Enabled

Reservation Type: NONE

Return Code: CAt6Dx-G8K1Qn-dEY8gs-EFQyyA-nk5NFY-s6hZNi-PnpxMb-rxjGWV-QjP
Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes

Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: wsa281.csl

license_smart > reauthorize

example.com > license_smart

Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE_RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Web Appliance.

CONFIRM_CODE - Provide the confirmation code generated on your Secure Web Appliance.
RETURN_RESERVATION - Remove the specific or permanent license reservations on your Secure
Web Appliance. []> REAUTHORIZE

[1> reauthorize

Paste via CLI

Import the Authorization Code from a file How would you like to install Authorization
Code? [1]>

Paste the Authorization code now.

Press CTRL-D on a blank line when done.
<specificPLR><authorizationCode><flag>A</flag><version>C</version>

<Pi 1d>3c54a7ce-309c-450e-9338-X0000OMOOMIOAIOOIMHOIOIIOOHIOOIIOOIIOIOIIOIOIIOOIIOOIIOOIOIOOIOOOIOONNK
</authorizationCode><signature>
MEUCIHSYpYX6GVBOWGZY+8tTAc+IoL1qU/05310yS/250pH8AT EAJ ELbvaYMyOV2DVAST IFUY09C 702/ JUXQBHLMCTAyDk=</signature>
<udi>P:WSA,S:2AE28096313B</udi></specificPLR>

~D
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The SPECIFIC license reservation is successfully installed on your Secure Web Appliance
Copy the confirmation code obtained from Smart Agent and add it to the Cisco Smart
Software Manager portal to update the specific reservation.

Confirmation code: fxxxxfeb

CONFIRMATION CODE:
Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE_RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Web Appliance.

CONFIRM_CODE - Provide the confirmation code generated on your Secure Web Appliance.
RETURN_RESERVATION - Remove the specific or permanent license reservations on your Secure
Web Appliance. []> CONFIRM_CODE

Copy the confirmation code obtained on your Secure Web Appliance and paste it in the
Cisco Smart Software Manager portal to update the specific license reservation.
Confirmation Code: fxxxxfeb

1>

license_smart > return_reservation Cisco Secure Web
Appliance

example.com > license_smart
Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE_RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Web Appliance.

CONFIRM_CODE - Provide the confirmation code generated on your Secure Web Appliance.
RETURN_RESERVATION - Remove the specific or permanent license reservations on your Secure
Web Appliance.

[1> RETURN_RESERVATION

After you return the license reservation, you cannot use any of the product features,
if

the evaluation period has exceeded 90 days. After the 90 days evaluation period,

you must register your product with Cisco Smart Software Manager to continue

to use the product features. [N]> Y

The generation of the return code is initiated...

Copy the return code obtained on your Secure Web Appliance and paste it in the Cisco
Smart Software Manager portal.

Return Code: CLFSav—-XxXXXXXXXXXXXXXXXXXXXXXXXXXX-EF2

1~

license_smart> disable_reservation Cisco Secure Web
Appliance

example.com > license_smart

Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE_RESERVATION - Disable specific or permanent license reservations on your Secure
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Device Led Conversion DLC .

Web Appliance.

REQUEST_CODE - Provide the request code generated on your Secure Web Appliance. []>
DISABLE_RESERVATION

Do you want to disable the specific or permanent reservation? [Y/N] [1> Y

License reservation is disabled
Choose the operation you want to perform:

REQUESTSMART_LICENSE - Request licenses for the product.

RELEASESMART_LICENSE - Release licenses of the product.

REGISTER - Register the product for Smart Licensing.

URL - Set the Smart Transport URL.

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

ENABLE_RESERVATION - Enable specific or permanent license reservations on your Secure
Web Appliance. []> STATUS

Smart Licensing is : Enabled

License Reservation is: Disabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 46 minutes

Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted

Product Instance Name: wsa281.csl

Transport Settings: Direct (https://smartreceiver-stage.cisco.com/licservice/license)
Device Led Conversion Status: Not Started

Choose the operation you want to perform:

REQUESTSMART_LICENSE - Request licenses for the product.

RELEASESMART_LICENSE - Release licenses of the product.

REGISTER - Register the product for Smart Licensing.

URL - Set the Smart Transport URL.

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

ENABLE_RESERVATION - Enable specific or permanent license reservations on your Secure
Web Appliance. []>

-

Device Led Conversion DLC

license_smart > conversion_start Cisco Secure Web
Appliance  Device Led Conversion DLC

DLC

example.com > license_smart

Deregister the Secure Web Appliance from the Cisco Smart Software Manager portal to
enable the license reservation

Choose the operation you want to perform:

- URL - Set the Smart Transport URL.

- REQUESTSMART_LICENSE - Request licenses for the product.

- RELEASESMART_LICENSE - Release licenses of the product.

- DEREGISTER - Deregister the product from Smart Licensing.
- REREGISTER - Reregister the product for Smart Licensing.

- RENEW_AUTH - Renew authorization of Smart Licenses in use.
- RENEW_ID - Renew registration with Smart Licensing.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- CONVERSION_START - To manually convert the classic license keys to smart licensing.
[1> conversion_start
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. show_license

show _license
. 164
. 164

. 164

example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing summary.

[1> status

Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes

Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Web Security Appliance Cisco Eval

Web Usage Controls

Web Security Appliance Eval

Anti-Virus Webroot

Web Security Appliance Eval

Anti-Virus Sophos

cloudserviceconfig

\)

SLR/PLR

» Usage

. Secure Web Appliance Cisco Cloud Services
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. Secure Web Appliance Cisco Cloud Services

. Cisco Cloud Services Secure Web Appliance

. Cisco Cloud Services Secure Web Appliance

. Cisco Cloud Services Secure Web Appliance

. Secure Web Appliance  Cisco Cloud Services Cisco Secure Cloud
Server

. updateconfig

cloudserviceconfig
* Secure Web Appliance  Cisco Cloud Services

* Secure Web Appliance  Cisco Cloud Services

* Cisco Cloud Services Secure Web Appliance
« Cisco Cloud Services Secure Web Appliance
« Cisco Cloud Services Secure Web Appliance
« Cisco Secure Cloud Secure Web Appliance  Cisco Cloud Services
« Cisco Talos Intelligence Services Cisco Cloud Services
S
. commit
Secure Web Appliance Cisco Cloud Services
cloudserviceconfig > enable Secure Web Appliance  Cisco

Cloud Services

example.com > cloudserviceconfig

Choose the operation you want to perform:

- ENABLE - The Cisco Cloud Service is currently disabled on your appliance.
[1> enable
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. Secure Web Appliance Cisco Cloud Services

The Cisco Cloud Service is currently enabled on your appliance.

Currently configured Cisco Secure Cloud Server is: api.apj-.sse.itd.cisco.com
Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)

2. APJC (api-apj-sse.itd.cisco.com)

3. EUROPE (api-.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
1> 1

Selected Cisco Secure Cloud Server is api-sse.cisco.com.

Make sure you run "commit' to make these changes active.

example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:23:19 2020 GMTexample.com >

Secure Web Appliance Cisco Cloud Services

cloudserviceconfig > disable Secure Web Appliance  Cisco
Cloud Services

example.com > cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> disable

The Cisco Cloud Service is currently disabled on your appliance.
example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:01:07 2020 GMT

example.com >

Cisco Cloud Services Secure Web Appliance

cloudserviceconfig > register Cisco Cloud Services
Secure Web Appliance

)

Secure Web Appliance  Cisco Smart Software Manager

example.com > cloudserviceconfig
Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- REGISTER - To register the appliance with the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
[1> register

Enter a registration token key to register your appliance
[1> c51fa32bd9a31227eaab50dea873062c
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Cisco Cloud Services Secure Web Appliance .

Registering
The Web Security appliance is successfully registered with the Cisco Cloud Service portal.
example.com >

Cisco Cloud Services Secure Web Appliance

cloudserviceconfig > autoregister Cisco Cloud Services
Secure Web Appliance

example.com > cloudserviceconfig
Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- AUTOREGISTER - register the appliance with the Cisco Cloud Service portal automatically
using SL Payload.

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
[1> autoregister

The Web Security appliance successfully auto-registered with the Cisco Cloud Service
portal.

Cisco Cloud Services Secure Web Appliance
cloudserviceconfig > deregister Cisco Cloud Services

Secure Web Appliance

example.com > cloudserviceconfig
Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.

- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
[1> deregister

Do you want to deregister your appliance from the Cisco Cloud Service portal.
IT you deregister, you will not be able to access the Cloud Service features. [N]> vy

The Web Security appliance successfully deregistered from the Cisco Cloud Service portal.
example.com >

Secure Web Appliance  Cisco Cloud Services Cisco Secure Cloud Server
cloudserviceconfig > settrs Secure Web Appliance  Cisco
Cloud Services Cisco Secure Cloud Server

example.com > cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> settrs

Currently configured Cisco Secure Cloud Server is: api-sse.cisco.com
Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)
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Cisco Talos Intelligence Services

Cisco Talos Intelligence Services

2. APJC (api-.apj-sse.itd.cisco.com)

Cisco Cloud Services

3. EUROPE (api-.eu.sse.itd.cisco.com)
Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:

1> 3

Selected Cisco Secure Cloud Server is api.eu.sse.itd.cisco.com.
Make sure you run "commit" to make these changes active.

example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:37:40 2020 GMT

Cisco Cloud Services

cloudserviceconfig > fetchcerificate
Services Cisco Cloud Services

\}

Cisco Talos Intelligence

Cisco Cloud Services

Smart Software Manager ~ Secure Web Appliance

Cisco

example.com > cloudserviceconfig

Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- FETCHCERTIFICATE - Download the Cisco Talos certificate and key

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.

[1> fetchcertificate

Successfully downloaded the Cisco Talos certificate and key

example.com >

updateconfig

Updateconfig>clientcertificate

example.com > updateconfig

Service (images):

Update URL:

Web Reputation Filters
Support Request updates
Timezone rules

How-Tos Updates

HTTPS Proxy Certificate Lists
Cisco AsyncOS upgrades

Smart License Agent Updates

Service (list):

Cisco Servers
Cisco Servers
Cisco Servers
Cisco Servers
Cisco Servers
Cisco Servers
Cisco Servers

Update URL:

Web Reputation Filters
Support Request updates
Timezone rules

How-Tos Updates

HTTPS Proxy Certificate Lists
Cisco AsyncOS upgrades

Smart License Agent Updates

. Cisco Secure Web Appliance AsyncOS 15.1
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AsyncOS 14.0 .

Update interval for Web Reputation and Categorization: 5m
Update interval for all other services: 5m
Proxy server: not enabled
HTTPS Proxy server: not enabled
Routing table for updates: Management
The following services will use this routing table:
- Web Reputation Filters
- Support Request updates
- Timezone rules
- How-Tos Updates
- HTTPS Proxy Certificate Lists
- Cisco AsyncOS upgrades
- Smart License Agent Updates

Upgrade notification: enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- CLIENTCERTIFICATE - Upload the client certificate and key.

- VALIDATE_CERTIFICATES - Validate update server certificates

- TRUSTED_CERTIFICATES - Manage trusted certificates for updates
[1> clientcertificate

Current Cisco certificate is valid for 179 days
Do you like to overwrite the existing certificate and key [YIN] ? [1> ¥y

Paste the certificate.
Press CTRL-D on a blank line when done.

~D
. Cisco Cloud Service
* Cisco Cloud Services CLI  cloudserviceconfig >
fetchcertificate Cisco Talos Intelligence Services
. Cisco Cloud Services

Cisco Web Security

Cisco Content Security Virtual Appliance

Installation Guide
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html
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180
Web

. 183

Cisco Content Security Virtual Appliance Installation Guide

http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html

[ ]

. RPC

809
. IPv4
ipconfig
. Intelligent Platform Management Interface  IPMI
2.0
779

RPC 10 15 RPC

Secure Web Appliance  RCP
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x80 x90 x95

1 SSH

remotepower

setup

5 commit

. 769
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LDAP RADIUS

Web SSH
. 172
« RADIUS 175
« LDAP 91

Secure Web Appliance

admin admin
S
admin
178
10 System Administration ]>[ Users ]
2 [ Add User ]
3

. Cisco Secure Web Appliance AsyncOS 15.1


https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/117866-configure-esa-00.html
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/117866-configure-esa-00.html

. 16
. operator root
upgradecheck
Administrator upgradeinstall CLI admin
CLI
* resetconfig
* upgradecheck
* upgradeinstall
Read-Only
Operator .
. FTP ScpP
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1 [ System Administration ]>[
2
3
10 System Administration ]>[
2
3 [ Edit User
4
Options 1>
[
5
AsyncOS 15.1

. Cisco Secure Web Appliance

Users ]

Users ]

Change Passphrase ]

174
178

Local User Settings ]

60

Cisco



RADIUS B

A

AsyncOS 14.0
3
[ System Administration ]>[
Users ] [ Local User Account
& Passphrase Settings ]
RADIUS
Secure Web Appliance RADIUS HTTP HTTPS SSH
FTP PAP CHAP
Secure Web Appliance
RADIUS

Secure Web Appliance

1. admin

2. admin

4, Secure Web Appliance

Cisco Secure Web Appliance AsyncOS 15.1 .




B reous

RADIUS
1 [ System Administration ]>[ Users ] [ Enable
External Authentication ]
2 [RADIUS]
3 RADIUS
1812
4
5 RADIUS
6 [ Add Row ] RADIUS RADIUS
1 5
10 RADIUS
7 RADIUS AsyncOS
[ External Authentication Cache Timeout ]
0
RADIUS
0 AsyncOS
RADIUS
8
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RADIUS B
RADIUS CLASS
[ AddRow ]
AsyncOS RADIUS CLASS RADIUS
CLASS
. 3
. 253
« RADIUS 1 CLASS
AsyncOS CLASS RADIUS
CLASS RADIUS AsyncOS
Operator
CLASS Read-Only Operator CLASS
2 RADIUS AsyncOS Operator
Read-Only Operator RADIUS

. Administrator

 Read-Only Operator

AsyncOS RADIUS

Administrator

91
172

Cisco Secure Web Appliance

AsyncOS 15.1




10 Options 1> Preferences ]
A | User Preferences | [ Edit Preferences ]
3
Language Web CLI Web  AsyncOS
Display
Landing Page
[ Reporting ]
Reporting Time Range
Displayed
Number of Reporting Rows
Displayed
4
10 System Administration ]>[ Users ]
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2 [ Passphrase Settings ] [

Edit Settings ]

3
1 Ixt
List of words to
disallow in passphrases
Passphrase Strength
NIST SP 800-63
4
CLlI adminaccessconfig

Secure Web Appliance

Cisco Secure Web Appliance AsyncOS 15.1




adminaccessconfig >
banner

Web Ul CLI FTP

Web Ul

wsa_04. local

CLI Secure Web Appliance
FTP configuration
adminaccessconfig >
welcome adminaccessconfig
> banner
adminaccessconfig > Secure Web Appliance IP
ipaccess
IP
IP
CIDR
IP
IP
Web Ul
181
adminaccessconfig > csrf
Web Ul
/
CSRF
adminaccessconfig > HTTP
hostheader
Web Ul HTTP Web
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1

adminaccessconfig >
timeout

5
30

1440

24
Web Ul
181

adminaccessconfig >
how-tos

adminaccessconfig >
strictssl

8443

Web

SSL

Web

SSL 56

HTTPS
HTTPS

adminaccessconfig >
loginhistory

adminaccessconfig >
maxsessions

CLI Web

AsyncOS

AsyncOS

Web Ul CLI

CLI adminaccessconfig > timeout

System Administration ]>[

Cisco Secure Web Appliance

Network Access ]

AsyncOS 15.1 .




2 [ Edit Settings ]
3 [ Session Inactivity Timeout ]
5 1440 24 30
4 [ User Access ] [
Allow Any Connection ] [ Only Allow Specific Connections ]
[ Only Allow Specific Connections ] IP
IP CIDR IP IP
[ User Access ]
5
e admin
admin
10 Management Appliance ]>[ System Administration ]>[
Users ]
2 [User ] [admin]
30 Change Passphrase ]
4
AsyncOS
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-

System Administration ]>[ Return Addresses
Edit Settings ]

Cisco Secure Web Appliance

]

SMTP
AsyncOS
. System
. Hardware
. Updater
* Web Web Proxy
. Anti-Malware
« AMP
L4 L4 Traffic Monitor
. URL External URL Categories
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AutoSupport
10 System Administration ]>[ Alerts ]
2 [ Alert Recipients ] [ Add
Recipient ]
3
4
5
10 System Administration ]>[ Alerts ]
2 [ Alert Recipient ]
3

. Cisco Secure Web Appliance AsyncOS 15.1



w N -

-

System Administration ]>[ Alerts ]
Edit Settings ]

From Address to
Use When Sending
Alerts

RFC 2822 Header From:
alert@<hostname>

Wait Before
Sending a Duplicate

Alert

2
[ Initial Number of Seconds to Wait Before
Sending a Duplicate Alert ] 0
2
5 5 15 35 75 155
315
[ Maximum Number of Seconds to Wait

Before Sending a Duplicate Alert ] [
Maximum Number of Seconds to Wait Before Sending a Duplicate
Alert ]
5 60 5
15 35 60 120

Async0S 12.0 Cisco AutoSupport AutoSupport

alertconfig CLI

descriptor
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AsyncOS

A RAID-event has occurred: $error RAID
$error Warning
AsyncOS
Startup script $name exited with error: $message $name
Critical
$message
System halt failed: $exit_status: $output’, $exit_status
Critical
$output
System reboot failed: $exit_status: $output $exit_status
Critical
$output
Process $name listed $dependency as a dependency, $name
but it does not exist. iti
Critical $dependency
Process $name listed $dependency as a dependency, $name
but $dependency is not a wait_init process. Critical
$dependency
Process $name listed itself as a dependency. $name
Critical
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Process $name listed $dependency as a dependency $name
multiple times. iti

Critical $dependency
Dependency cycle detected: $cycle. $cycle

Critical
An error occurred while attempting to share $Serror
statistical data through the Network Participation Warning
feature. Please forward this tracking information to
your support provider:
Error: $error.
There is an error with “$name”. $name

Critical
An application fault occurred: “$error” $Serror

Critical
Appliance: $appliance, User: $username, Source $appliance Secure Web
IP: $ip, Event: Account locked due to X failed 0gin | | fommation Appliance 1D
attempts.

. . . username
User $username is locked after X consecutive login $ D
failures. Last login attempt was from S$ip.
$ip IP

Tech support: Service tunnel has been enabled, port $port
$port Information
Tech support: Service tunnel has been disabled.

Information
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« The host at $ip has been added to the blocked $ip IP
list because of an SSH DOS attack. Warning
« The host at $ip has been permanently added to
the ssh allowed list.
SSH
* The host at $ip has been removed from the
blocked list.
IP
11
SSH
IP
IP
“
AsyncOS
A “$feature” key was downloaded from the key $feature
server and placed into the pending area. EULA Information
acceptance required.
Your “$feature” evaluation key has expired. Please $feature
contact your authorized sales representative. Warning
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Your “$feature” evaluation key will expire in under $feature
$days day(s). Please contact your authorized sales Warning
representative. $days
AsyncOS
Serror. $error
Information
Log Error: Subscription $name: Log partition is full. $name
Critical
Log Error: Push error for subscription $name: Failed $name
to connect to $ip: $reason. Critical
$ip IP
$reason
Log Error: Push error for subscription $name: An $name
FTP command failed to $ip: $reason. Critical
S$ip IP
$reason
Log Error: Push error for subscription $name: SCP $name
failed to transfer to $ip:$port: $reason’, Critical
$ip IP
$port
$reason
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Log Error: 'Subscription $name: Failed to connect
to $hostname ($ip): $error.

$name

Critical
$hostname  Syslog
$ip Syslog IP
Serror
Log Error: Subscription $name: Network error while $name
sending log data to syslog server $hostname ($ip): |  critical
$error
$hostname  Syslog
Sip  Syslog IP
Serror
Subscription $name: Timed out after $timeout $name
seconds sending data to syslog server $hostname Critical
($ip). )
S$timeout
$hostname  Syslog
$ip Syslog IP
Subscription $name: Syslog server $hostname ($ip) $name
is not accepting data fast enough. Critical
$hostname  Syslog
$ip Syslog IP
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Subscription $name: Oldest log file(s) were removed
because log files reached the maximum number of
$max_num_files. Files removed include:

$files_removed.

Information

$name

$max_num_files

S$files_removed

AsyncOS

The reporting system is unable to maintain the rate
of data being generated. Any new data generated
will be lost.

The reporting system is now able to handle new
data.

Information

A failure occurred while building periodic report
‘$report_title’.

This subscription should be examined and deleted
if its configuration details are no longer valid.

Critical

$report_title

A failure occurred while emailing periodic report
‘$report_title’.

This subscription has been removed from the
scheduler.

Critical

$report_title

Processing of collected reporting data has been
disabled due to lack of logging disk space. Disk
usage is above $threshold percent. Recording of
reporting events will soon become limited and
reporting data may be lost if disk space is not freed
up (by removing old logs, etc).

Once disk usage drops below $threshold percent,
full processing of reporting data will be restarted
automatically.

Warning

$threshold
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PERIODIC REPORTS: While building periodic $report_title

report $report_title' the expected domain Critical
specification file could not be found at “$file_name”’.
No reports were sent. $file_name
Counter group “$counter_group” does not exist. $counter_group counter_group

Critical
PERIODIC REPORTS: While building periodic $report_title
report $report_title’ the domain specification file Critical
‘$file_name’ was empty. No reports were sent.

$file_name

PERIODIC REPORTS: Errors were encountered $report_title
while processing the domain specification file Critical
‘$file_name’ for the periodic report “‘$report_title’.
Any line which has any reported problem had no $file_name
report sent.

Serror_text
$error_text

Processing of collected reporting data has been $threshold
disabled due to lack of logging disk space. Disk Warning
usage is above $threshold percent. Recording of
reporting events will soon become limited and
reporting data may be lost if disk space is not freed
up (by removing old logs, etc).

Once disk usage drops below $threshold percent,
full processing of reporting data will be restarted
automatically.

The reporting system has encountered a critical error $err_msg
while opening the database. In order to prevent Critical
disruption of other services, reporting has been
disabled on this machine. Please contact customer
support to have reporting enabled.

The error message is:

$err_msg

AsyncOS
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The $app application tried and failed $attempts $app  Secure Web Appliance
times to successfully complete an update. This may Warning
be due to a network configuration issue or temporary

outage. Sattempts
The updater has been unable to communicate with $threshold:
the update server for at least $threshold. Warning
Unknown error occurred: $traceback. $traceback
Critical
Certificate Revoke: OCSP validation failed for the | Critical $host UPDATER

UPDATER Server Certificate ($host:$port). Ensure
the certificate is valid.
$port UPDATER

Advanced Malware Protection Advanced Malware Protection
502
AsyncOS
‘$Policy Type': '$GroupName' $PolicyType: Web
/
$GroupName:
'$PolicyType' : '$GroupName' 3 $Policy Type: Web
/
$GroupName:
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. FIPS Compliance

FIPS Compliance
Federal Information Processing Standard FIPS
FIPS
NIST FIPS
Secure Web Appliance  Cisco Common Cryptographic Module C3M FIPS
FIPS 140-2 FIPS
S
AsyncOS 15.0 FIPS
* FIPS 744
FIPS
FIPS Secure Web Appliance
FIPS
« HTTPS
* SaaS
. HTTPS
. ICAP DLP
* ldentity Services Engine
* SSL
* SSH
S
FIPS FIPS HTTPS

FIPS
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FIPS

X509 RSA shalWithRSAEnNcryption
sha256WithRSAENcryption 1024
FIPS
FIPS
« Secure Web Appliance ul
certconfigCLI
cC Secure Web Appliance
basicConstrains CAFlag /
. OCSP
certconfig CLI
S
OCSPVAL IDATION_FOR_SERVER_CERT
CLlI certconfig
LDAP
OCSP
200
FIPS
133
* FIPS FIPS 140-2
FIPS 194
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* FIPS
* FIPS SSL SSH FIPS
FIPS
SSH/SSL
SSL 197
10 System Administration ] > [FIPS FIPS Mode ]
2 [ Edit Settings ]
3 [FIPS Enable FIPS Compliance ] FIPS
[FIPS Enable FIPS Compliance ] [
CSP Enable encryption of Critical Sensitive Parameters (CSP) ]
4 [
CSP Enable encryption of Critical Sensitive Parameters (CSP) ]
5[ Submit ]
6 [ Continue ]
. 196
* NTP 197
10 System Administration ]>[ Time Zone ]
2 [ Edit Settings ]
3 GMT
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NTP B

4
NTP
NTP
Secure Web Appliance
NTP
10 System Administration ]>[ Time Settings ]
2 [ Edit Settings ]
3 [ Time Keeping Method ] [NTP Network Time Protocol Use Network Time
Protocol ]
4 [ Add Row ] NTP
IP
5 NTP
NTP
IP
6
SSL v3
TLS
SSL v3
TLS SSL
S
sslconfig CLI
Secure Web Appliance CLI 784
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B s

TLS SSL
10 System Administration ] > [SSL SSL Configuration ]
2 [ Edit Settings ]
3 SSLv3 TLSvlx
o[ Web Appliance Management Web User Interface ]
. TLSv1.2 [TLSv1.3]
sslconfig TLSv1.3
Secure Web Appliance CLI 784
TLSv1.3 TLSv1.3
o[ Proxy Services ] HTTPS
o[ Cipher(s)toUse ]

! TEXP-DHE-RSA-DES-CBC-SHA

TLS/SSL
https://www.openssl.org/docs/manmaster/manl/ciphers.html
TLSv1.3 TLS_AES_256_GCM_SHA384
TLSv1.3
AsyncOS 14.0 TLS_AES_ 128 GCM_SHA256 TLS_CHACHA20_POLY1305_SHA256
AsyncOS 9.0 DEFAULT - +kEDH
AsyncOS 9.1 118

EECDH:DSS:RSA:-INULL:1eNULL:'EXPORT:13DES:1RC4:1RC2:1DES: 1SEED: 1CAMELLIA
:ISRP: 1 I1DEA: TECDHE-ECDSA-AES256-SHA : 1ECDHE-RSA-AES256-SHA : 1 DHE-DSS-AES256-SHA:
TAES256-SHA : DHE-RSA-AES128-SHA
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41

SSL

ECDHE

AsyncOS 12.0

EECDH:DSS:RSA: INULL: YeNULL : YaNULL : YEXPORT : 13DES: 1SEED: ' CAMELLIA
:1SRP: I IDEA: 1DHE-DSS-AES256-SHA : 1AES256-SHA : DHE-RSA-AES128-SHA:
TLS_AES_256_GCM_SHA384

EECDH:DSS:RSA: INULL: YeNULL - 1aNULL : 'EXPORT - 13DES: 1SEED: ICAMELLIA
- ISRP: 1 IDEA: 1DHE-DSS-AES256-SHA - 1AES256-SHA - DHE-RSA-AES128-SHA:
TLS_AES_256_GCM_SHA384:TLS_AES_128 GCM_SHA256: TLS_CHACHA20_ POLY1305_SHA256

AsyncOS
Async0S 12.0

EECDH:DSS:RSA: INULL: YeNULL: YaNULL : YEXPORT : 13DES: 1SEED: ! CAMELLIA
:1SRP: I IDEA: 1DHE-DSS-AES256-SHA : 1AES256-SHA : DHE-RSA-AES128-SHA:
TLS_AES_256_GCM_SHA384

EECDH:DSS:RSA: INULL: YeNULL: YaNULL : YEXPORT : 13DES: 1SEED: ! CAMELLIA
:1SRP: I IDEA: 1DHE-DSS-AES256-SHA : 1AES256-SHA : DHE-RSA-AES128-SHA:
TLS_AES_256_GCM_SHA384:TLS_AES_128 GCM_SHA256: TLS_CHACHA20_POLY1305_ SHA256

« [TLS Disable TLS Compression (Recommended) ] TLS
o[ LDAP Secure LDAP Services ]
o[ ICAP DLP Secure ICAP Services (External DLP) ]

DLP ICAP
DLP 532
o[ Update Service ]
AsyncOS for Web
205
SSLv3 TLS1.0 Cisco
SSL v3
SSL/TLS
Submit ]
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Certificate Management

Certificate Management

[ Certificate Management ]

)

[ Certificate
Management ]
[ Failed to fetch manifest ]
[ Certificate Updates ]
. 201
. 202
. 201
. 202
AsyncOS 10.5 FIPS
CcC
OCsP
Secure Web Appliance
SSL
e HTTPS [ Security Services ]>[HTTPS HTTPS
Proxy ]
. [ Security Services  ]>]
Anti-Malware and Reputation ]>[ Advanced
Settings for File Analysis ]>[ File Analysis Server ] [
Private Cloud & Certificate Authority ] [
Use Uploaded Certificate Authority ]
. [ Network 1> Certificate
Management ]
. [ Network ]>[ Authentication ]>[
Global Authentication Settings ]
«SaaS ID [ Network ]>[SaaS ID Identity Provider
for SaaS ]
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* Identity Services Engine [ Network ] > [ldentity Services Engine]
. DLP [ Network ]1>[ DLP External DLP
Servers ]
* LDAP LDAP [ Network 1> Authentication ]>[
Realm ]

FIPS Compliance 194

HTTPS Web
Secure Web Appliance Cisco
Web Cisco Web Security Appliance Demo Certificate
HTTPS
. 202
. 204
. 204
Secure Web Appliance
Web
Secure Web Appliance
1 [ Network ]>[ Certificate Management ]
2 [ Certificate Management ] [ Manage Trusted Root

Certificates ]
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[ Import ] [ Submit ]

41
a) [ Override Trust ]
b) [ Submit ]

a)
b) [ Download Certificate ]

[ Updates ]

[ Certificate Management ] [ Update Now ]

[ View Blocked Certificates ]

AsyncOS
Identity Services Engine  ISE

* X.509
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Web

31

b)

PEM

DER

Use Uploaded Certificate and Key ]

Certificate] [ Browse ]
PEM
DER
Key ] [ Browse ]
512 1024 2048 PEM
DER
[ Key is Encrypted ]
Upload File ]
Use Generated Certificate and Key ]
Generate New Certificate and Key ]
[ Generate Certificate and Key ]
[ Common Name ] / ASCII
[ Generate Certificate and Key ] [ Generate ]
[ Certificate ] 2 [

Download Certificate]
Request ]

Cisco Secure Web Appliance AsyncOS 15.1

[

Download Certificate Signing
CA
Signed Certificate ]




3 [ Download Certificate]

4 [ Download Certificate Signing Request ]
CA
204
a) CA [ Certificate ] [ Signed
Certificate ] [ Browse ] [
Upload File ]
b) CA
201
Secure Web Appliance CSR
PEM
OpenSSL UNIX CSR
OpenSSL CSR

http://www._.modssl.org/docs/2.8/ssl_faq.html#ToC28

CSR CA

certificates SSL

\}

CA PEM

certificate authority services SSL server

SSL

http://ww.openssl.org

OpenSSL
(CA) AsyncOS
example.com
example.com example.com
SSL
HTTPS Secure Web Appliance
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Secure Web Appliance

AsyncOS for Web .

Secure Web Appliance

SSL

Secure Web Appliance

CLI

advancedproxyconfig > HTTPS > Do you want to enable automatic discovery and download of

missing Intermediate Certificates?
Secure Web Appliance

AlA

Secure Web Appliance

CA
AsyncOS for Web
AsyncOS for Web
AsyncOS for Web
. [
Configuration File ]
XML
* PAC
TCP
. XML

Cisco Secure Web Appliance

saveconfig

Authority Information Access
CA URI

Secure Web Appliance

System Administration ] > [
Secure Web Appliance

132

AsyncOS 15.1




. AsyncOS

AsyncOS
132
S
AsyncOS  Cisco 1
10
Ctrl C
S
FIPS
1
varstore ASCII
10 System Administration ]>[ System Upgrade ]
2 [ Upgrade Options ]
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o[ Downloadand install ] 1

o[ Downloadonly ]

[ Install ]

List of available upgrade images files at upgrade server ]

. configuration

configuration Save the current configuration to the
configuration directory before upgrading ]

o[ Save current configuration ]
[ Mask passwords in the
configuration file ]

[ Load Configuration ]
CLI loadconfig

FIPS [
Encrypt passphrases in the Configuration Files ]

o[ Save current configuration ]
[ Email fileto ] 1

31

Proceed ]

Cisco Secure Web Appliance AsyncOS 15.1 .




a)

b) [ Reboot Now ]
c) 10
20
10 System Administration ]>[ System Upgrade ]
2 [ Upgrade Options ]
3
[ Cancel Download ]
[ Delete File ]
4
. 210

. Cisco Secure Web Appliance AsyncOS 15.1




/
AsyncOS AsyncOS
AsyncOS AsyncOS
AsyncOS
AsyncOS for Web 215
AsyncOS
1.
* Cisco Cisco
211
. 211
2. AsyncOS XML
XML
3.
Cisco
S
GUI
[
System Administration 1> Log Subscriptions ]

Cisco Secure Web Appliance AsyncOS 15.1 .




10 System Administration > [ Upgrade and Update
Settings ]
2 [ Edit Update Settings ]
3
4 [ Security Services ] [ Update
Now ] [ Security
Services > [Web Web Reputation Filters ]
CLI Web
AsyncOS
XML Cisco
. Web
. Cisco IP
Cisco IP
AsyncOS
Cisco 211
S
AsyncOS AsyncOS

Cisco
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Cisco

Cisco
Secure Web Appliance Cisco
Cisco
Cisco IP
AsyncOS
1 URL
2 [ System Administration ]>[ Upgrade and Update
Settings ] [ Edit Update Settings ]
3 [ Edit Update Settings ] [ Update
Servers (images) ] [ Local Update Servers ]
1 URL
4 [ Update Servers (list) ] Cisco
5

Secure Web Appliance Cisco

AsyncOS
1
Secure Web Appliance

Secure Web Appliance
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Cisco Update Servers

S w1 TP connection to Intemet through firewall
=

- — w—
, —
e e

-4 =
_ local HTTP connections
-+

Local web server with
access to the Internet

Web Security Appliances

AsyncOS Web
Cisco

N

HTTP
IP DNS
AsyncOS
Microsoft 1IS  Internet Information Services Web Apache
* 24
*  AsyncOS 350 MB

. Cisco Secure Web Appliance AsyncO0S 15.1



41
Settings ]

51

Cisco

zip

http://updates.ironport.com/fetch_manifest.html

zip
VLN

System Administration ] > [
updateconfig

System Administration ]>[
Available Upgrades ]

Cisco

Control

Secure Web Appliance

Cisco Secure Web Appliance

ZIP

Upgrade and Update

System Upgrade ] [
upgrade
AsyncOS
10
C
AsyncOS for Web
AsyncOS 15.1



http://updates.ironport.com/fetch_manifest.html

1 System Administration ]>[

Upgrade and Update

Settings ]
2 [ Edit Update Settings ]
3

5
AsyncOS Web
Upgrade Notifications
AsyncOS for Web 205
XML
Update Servers Cisco Web
(list)
XML
AsyncOS 80
Cisco
Update Servers Web
(images) URL
AsyncOS
80
Routing Table
Proxy

Server

4
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AsyncOS for Web .

. 210
. / 209
¢ AsyncOS
206
AsyncOS for Web
Web  AsyncOS Web AsyncOS

)

75 Web  AsyncOS

AsyncOS

AsyncOS 8.0 Web
180

7.5
Secure Web Appliance

AsyncOS for
Web
SMA AsyncOS
Secure Web Appliance Web  AsyncOS Secure Web
Appliance
. Secure Web Appliance Web  AsyncOS

40
Web  AsyncOS
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Web AsyncOS

Web AsyncOS

Secure Web Appliance
Secure Web Appliance

Secure Web Appliance

Web

Secure Web Appliance

Cisco Secure Web Appliance

AsyncOS CSSM
[ / Specific/Permanent License Reservation ]
CSSM
D
URL AsyncOS

« Cisco Quality Assurance
BS

« Secure Web Appliance

. Cisco Secure Web Appliance AsyncOS 15.1
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SNMP
1 CLI
revert
2 revert
3 2
4 1
2
15 20
Web AsyncOS
AsyncOS SNMP
RFC 1065 1066 1067
« SNMP
* SNMP SET
¢ AsyncOS SNMPv1l v2 v3
RFC 2571-2575
* SNMPv3
DES SHA-1
snmpconfig
«15.0 AsyncOS
SNMPv3 v3get

Cisco Secure Web Appliance AsyncOS 15.1

Web

SNMPv3

SNMP

AES
MD5

Web




- IE

> snmpwalk -v 3 -1 AuthNoPriv -u v3get -a MD5 serv.example.com
¢ AsyncOS 15.0
SNMPv3 v3get

> snmpwalk -v 3 -1 AuthNoPriv -u <username> -a MD5 serv.example.com

* SNMPv1 SNMPv2
public
* SNMPv1 SNMPv2 SNMP GET
. SNMP AsyncOS
IP
DNS
MIB

MIB
http://www.cisco.com/c/en/us/support/security/web-security-appliance/tsd-products-support-series-home.html

MIB

MIB
* syncoswebsecurityappliance-mib.txt ~ Secure Web Appliance MIB
SNMPv2
* ASYNCOS-MAIL-MIB.txt
MIB  SNMPv2
* IRONPORT-SMI.txt asyncoswebsecurityappliance-mib
RFC 1213 1907 MIB-II
SNMP CPU
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118415-technote-wsa-00.html
SNMP
SNMP
CLI snmpconfig
SNMPv3 GET

. Cisco Secure Web Appliance AsyncOS 15.1
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SNMP

Intelligent Platform Management Interface Specification IPMI

. 809
SNMP
SNMP 1
SNMP
Cisco Secure Web Appliance
SNMP SNMP SNMP
SNMP SNMP
IP 10
*« SNMP  connectivityFailure 219
SNMP  connectivityFailure
connectivityFailure
5 7 1 HTTP GET
URL 80
downloads. ironport.com
URL snmpconfig
connecivityFailure
URL

Cisco Secure Web Appliance AsyncOS 15.1




. CLI snmpconfig

Je

connectivityFailure dnsconfig CLI
DNS downloads.ironport.com
5 7 DNS

CLI snmpconfig

Do you want to enable SNMP? [Y]>

Please choose an IP interface for SNMP requests.
1. Management (10.10.192.43/24 on Management: wsa033.csl)
[11>

Which port shall the SNMP daemon listen on?
[161]>

Please select SNMPv3 authentication type:
1. MD5
2. SHA

[11>

Please select SNMPv3 privacy protocol:
1. DES
2. AES

[11>

Enter the SNMPv3 username or press return to leave it unchanged.
[v3get]>

Web Web Traffic Tap

Web
CPU
1
A\
Web Web
Amazon Web Services AWS
Web HTTP HTTPS
Web Secure

Web Appliance
Secure Web Appliance

. Cisco Secure Web Appliance AsyncOS 15.1



Web Web Traffic Tap .

HTTPS
346
VLAN L2
S
IP L2
VLAN
Web
Web Web
HTTPS
TCP  Transmission Control Protocol
Secure Web Appliance Web
S
SSL /
Secure Web Appliance  Web
Web
1. Web
2. Web
» Web 222
» Web 223
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. Web

Web

Web Web
[Web Web Security Manager ] > [Web
Web Traffic Tap Policies ] Web

HTTPS
346
10 Network ]>[Web Web Traffic Tap ]
2 [ Edit Settings ]
3 [Web Edit Web Traffic Tap ] [ Enable ]
Web
Web [ Enable ]
Web Web
4 [ Tap Interface ]
Secure Web Appliance P1
P2 T1 T2 18
VLAN L2
50 Submit ]

. Cisco Secure Web Appliance AsyncOS 15.1



Web

Web .

1 [Web Web Security Manager ]>[Web Web Traffic
Tap Policies ]
2 [ Add Policy ]
370 Web
[Web
Web Traffic Tap Policies ] [Web Web
Security Manager ] >[Web Web Traffic Tap Policies ]
3 [ Policy Member Definition ] [ Advanced ]
Web
. HTTP HTTPS Web
HTTPS [Web
Web Security Manager > [ Decryption Policies ]
Web FTP  SOCKS
. Subnets
* URL URL [ Tap ] [
NoTap ] URL
URL [ Tap ] [ Submit ]
. User Agents
370
Web
[Web Web Security Manager ]>[Web Web Traffic
Tap Policies ] URL URL
Cisco Secure Web Appliance AsyncOS 15.1




-

[ Advanced ] URL URL
[Web Web Security Manager ]
> [Web Web Traffic Tap Policies ]
Web 369
HTTP 2.0
Cisco AsyncOS 14.0 TLS Web HTTP 2.0
TLS Web HTTP2.0 HTTP 20 TLS 1.2
TLS ALPN
HTTPS 2.0
* Web Web Traffic Tap

. DLP External DLP

\ )

HTTP 2.0 CLI HTTP 2

HTTP 2.0

. 4,096 128

* ALPN HTTP ALPN 7

. 16k

\)
2.0 CONNECT HTTP1.1

HTTP 2.0 CLI HTTP2

Secure Web Appliance CLI

Web HTTP 2.0
HTTP 2.0 Cisco Secure Email and

Web Manager
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Cisco Web .

*URL HTTP2 URL HTTP 2

* ALPN URL

Cisco Web

. 225
. 226
. 226
. Web 230
. 230
. FTP HTTPS 231
. 231
. IP 232
. 232
. Web 232
12
Web
Secure Web Appliance
Web
Cisco Web Cisco
Web
http://lwww.cisco.com/c/en/us/support/security/cloud-web-security/tsd-products-support-series-home.html

[ ]
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http://www.cisco.com/c/en/us/support/security/cloud-web-security/tsd-products-support-series-home.html

Web 4

Web
Web
[ Network 1>[
Cloud Connector ]
. 11
Web
1 Secure Web Appliance  Web
Secure Web Appliance  IPv4
IPv4
https://192.168.42.42:8443
http://192.168.42.42:8080
192.168.42.42 IPv4 8080 HTTP
8443  HTTPS
2 [ System Administration 1> [ System Setup Wizard ]

. Cisco Secure Web Appliance AsyncOS 15.1



Begin Setup ]

Secure Web Appliance
Default
System Hostname

DNS DNS DNS
Server(s) DNS 71
NTP NTP time.ironport.com
Server
[ Web Cloud Web Security Connector ]
Web CPS proxy1743.scansafe.net
Cloud Web

Security Proxy
Servers

AsyncOS Web

Failure Handling [ Connect directly ] [ Drop

requests ]

Cloud Web Security
Cloud .

Web Security  Secure Web Appliance IPv4
Authorization . Cisco Cloud Web Security Portal
Scheme

Cisco Secure Web Appliance AsyncOS 15.1 .




Ethernet Port

M1
P1
M1
P1

[IP IP
Address ]

Secure Web Appliance IPv4

Network Mask

Secure Web Appliance

Hosthame

Secure Web Appliance

Default
Gateway

IPv4

Name

Internal Network

IPv4

Internal Gateway

IPv4

10

WCCP 2

4
Layer-4 Switch

No
Device

 Secure Web Appliance 4
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11

12

WCCP v2 Secure Web Appliance  WCCP 2
WCCP v2 Router
Secure Web Appliance
Administrator
Passphrase
Email system alerts
to
SMTP AsyncOS
SMTP
Send Email via SMTP SMTP MX
Relay Host
25
AutoSupport
a)
b) [ Previous ]
c) [ Install This Configuration ]
. 231
* TCP/IP 55
. 58
. 183
Cisco Secure Web Appliance AsyncOS 15.1




Web
« SMTP 70
Web
Cisco Web
Cisco Web
Secure Web Appliance Cisco Web

Secure Web Appliance

10 Network ]>[ Cloud Connector ]
2 [ Cloud Policy Directory Groups ] [ Edit
Groups ]
3 Cisco Web [ User
Groups ] [ Machine Groups ]
4 [ Add ]
5[ Done ]
. 90
Web
Cisco Web
. Proxy Port
* Subnet
* URL

. Cisco Secure Web Appliance AsyncOS 15.1



FTP HTTPS B

. 370
Secure Web Appliance FTP HTTPS
FTP
FTP
AsyncOS FTP
FTP over HTTP
HTTPS
HTTPS
AsyncOS  HTTPS
AsyncOS
HTTPS HTTPS
AsyncOS  HTTPS
AsyncOS
HTTPS 2 AsyncOS HTTPS
* URL
HTTPS URL
[ Network 1> DLP External DLP Servers ]

Cisco Secure Web Appliance AsyncOS 15.1 .




. 522

IP

IP
10 System Administration ]>]
2 [ Log Type ] [
3 [ Log Name ]
4
5 [ Submit ] [ Commit ]

Web

Web

Active Directory

2 Secure Web Appliance

. Cisco Secure Web Appliance AsyncOS 15.1
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669
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AsyncOS  Kerberos

URL HTTPS
. 233
. 234
. 267
. 75
ID AsyncOS IP
AsyncOS  NetBIOS ID
S
ID Active Directory

Active Directory

10 Network ]>[ ID Machine ID Service ]
2 [ Enable and Edit Settings ]
3 ID

ID  NetBIOS ID

Enable NetBIOS for Machine
Identification
Active
Directory

Cisco Secure Web Appliance AsyncOS 15.1




Failure | AsyncOS
Handling
4 [ Submit ] [ Commit ]
Secure Web
Appliance AsyncOS _ GUEST_GROUP__
Cisco Web
ID

Cisco Web

. 123
Web

* Web 234
* Web 235
* Web 236
* Web Web 236
. 252
» Web 255
. PAC 255
*FTP 259
* SOCKS 261

Web

Secure Web Appliance

264
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Web .

Secure Web Appliance

Web

1 * Web
236

35

58
* TCP/IP
55

- TCP/IP * VLAN

* VLAN 66

Web * Web
3 Web 236

Web * Web 237
* \Web
Web 236

* Web 241

.IP
«\Web « Web IP

244
« Web 248

. Web
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. Web

* \Web
4 255
. Web
. PAC 255
FTP «FTP 259
5
Web
* Secure Web Appliance WCCP
L2 GRE
. PAC
Web
Web
. X-Forwarded-For
Web
. Web
Web Web
Web HTTP FTP over HTTP HTTPS Web
«FTP FTP HTTP FTP
FTP
* HTTPS HTTPS HTTPS
Web HTTPS
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Web .

HTTPS Web
HTTPS HTTPS
* SOCKS SOCKS SOCKS
Web Web
D
Web
*FTP 259
* SOCKS 261
Web
Web
10 Security Services ]>[Web Web Proxy ]
2 [ Edit Settings ]
3 Web
Web HTTP
HTTP HTTP
Ports to Proxy
Web
Caching
Web
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. Web

o[ Transparent ] Web
Proxy Mode Web
Web
o[ Forward ]
Web Web
Web
Web
IP [ Proxy Mode ] [ Transparent ] IP
o[ For Transparent Connections Only ]
IP
o[ For All connections ]
IP
[ ProxyMode ] [ Forward ] [IP
IP Spoofing Connection Type ] [ Explicit ]
IP FTP HTTP HTTPS
IP
IP
375
4 Web
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Web .

Persistent Web
Connection Timeout
o[ Clientside ]
o[ Server side ]
Web Proxy
SSL
Web
In-Use
Connection Timeout oI Clientside ]
o[ Server side ]
Web
Simultaneous
Persistent Connections
(Server Maximum
Number)

Cisco Secure Web Appliance AsyncOS 15.1 .




. Web

SSL
X-Forwarded-For

* Request Side VIA

* Response Side VIA

XFF

[ Maximum Connections Per
Client ]
[ Maximum Connections
Per Client ]
o[ Connections ]
o[ Exempted
Downstream Proxy or Load Balancer ]
IP IP
Web
IP
Generate Headers |, x_Forwarded-For HTTP IP
. / advancedproxyconfig CLI
Miscellaneous HTTP X-Forwarded-For
? Do you want to pass HTTP X-Forwarded-For headers?
. HTTPS XFF

XFF

HTTPS
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Web .

Received Web
Use Received X-Forwarded-For
Headers Web
X-Forwarded-For IP
IP
[
Range Request Enable Range Request Forwarding ]
Forwarding Web 510
5
* Web 241
. 58
Web
Web AsyncOS
URL
URL
Web
10 Security Services ] > [Web Web Proxy ]
2 [ Clear Cache ]

Cisco Secure Web Appliance AsyncOS 15.1 .




II Web

Web

Web

URL

URL

CLI

webcache> evict

example.com> webcache

Choose the operation you want to perform:

- EVICT - Remove URL from the cache

- DESCRIBE - Describe URL cache status

- IGNORE - Configure domains and URLs never to be cached
[1> evict

Enter the URL to be removed from the cache.

1~

Enter the URL to be removed from the cache.

URL URL  http://

http://www.cisco.com

URL

CLI

webcache -> ignore

example.com> webcache

Choose the operation you want to perform:

- EVICT - Remove URL from the cache

- DESCRIBE - Describe URL cache status

- IGNORE - Configure domains and URLs never to be cached
[1> ignore

Choose the operation you want to perform:

- DOMAINS - Manage domains

- URLS - Manage urls

1>

DOMAINS URLS

[1> urls

Manage url entries:

Choose the operation you want to perform:
- DELETE - Delete entries

- ADD - Add new entries

- LIST - List entries

1>

. Cisco Secure Web Appliance AsyncOS 15.1
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Web

Web II

add

[1> add
Enter new url values; one on each line; an empty line to finish

1>

1 1 URL

Enter new url values; one on each line; an empty line to finish
[1> www.examplel.com
Enter new url values; one on each line; an empty line to finish

1>
URL regex DOMAINS
google.com -google.com www.google.com  docs.google.com
URLS
322
Enter
CLlI

advancedproxyconfig -> caching

example.com> advancedproxyconfig
Choose a parameter group:

1

AUTHENTICATION - Authentication related parameters
CACHING - Proxy Caching related parameters

DNS - DNS related parameters

EUN - EUN related parameters

NATIVEFTP - Native FTP related parameters

FTPOVERHTTP - FTP Over HTTP related parameters

HTTPS - HTTPS related parameters

SCANNING - Scanning related parameters

PROXYCONN - Proxy connection header related parameters
CUSTOMHEADERS - Manage custom request headers for specific domains
MISCELLANEOUS - Miscellaneous proxy related parameters
SOCKS - SOCKS Proxy parameters

> caching

Enter values for the caching options:
The following predefined choices exist for configuring advanced caching

options:

1. Safe Mode

2. Optimized Mode
3. Aggressive Mode
4. Customized Mode

Cisco Secure Web Appliance AsyncOS 15.1 .




. Web IP

Please select from one of the above choices:

[2]>
3 Web

1 RFC #2616

2 RFC #2616

Last-Modified
Web
Web
3 RFC #2616
ETag Last-Modified
Web

4
4 4
5 Enter
6

* Web 241
Web IP
Web
IP IP
Secure Web Appliance IP
IP
Web IP IP IP
IP
Web
IP
AsyncOS 15.1

. Cisco Secure Web Appliance




a B~ ow NN -

IP Secure Web Appliance
IP WCCP
2 WCCP
IP HTTPS
URL HTTPS
753
«|P 245
« Web 237
« WCCP 60
Web IP
Web 237
[Web Security Manager] > [IP IP Spoofing Profiles ]
[ Add Profile ]
IP
IP
IP
IP 375
IP 246
IP 246

Cisco Secure Web Appliance AsyncOS 15.1 .




P
D
IP

1 [Web Security Manager] > [IP IP Spoofing Profiles ]

2 IP

3

4
IP

1 [Web Security Manager] > [IP IP Spoofing Profiles ]

2 IP

IP 1
IP

3

Web
YouTube for Schools
YouTube.com

Web

1 CLI

. Cisco Secure Web Appliance
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Web

advancedproxyconfig -> customheaders

example.com> advancedproxyconfig
Choose a parameter group:

AUTHENTICATION - Authentication related parameters
CACHING - Proxy Caching related parameters

DNS - DNS related parameters

EUN - EUN related parameters

NATIVEFTP - Native FTP related parameters

FTPOVERHTTP - FTP Over HTTP related parameters

HTTPS - HTTPS related parameters

SCANNING - Scanning related parameters

PROXYCONN - Proxy connection header related parameters
CUSTOMHEADERS - Manage custom request headers for specific domains
MISCELLANEOUS - Miscellaneous proxy related parameters
SOCKS - SOCKS Proxy parameters

[1> customheaders
Currently defined custom headers:
Choose the operation you want to perform:

DELETE - Delete entries
NEW - Add new entries
EDIT - Edit entries

[ b
L
Delete ]
[ New 7]
X-YouTube-Edu-Filter: ABCD1234567890abcdef
YouTube
youtube.com
16k CR LF
Choose the operation you want to perform:
- DELETE - Delete entries
- NEW - Add new entries
- EDIT - Edit entries
[1> new
Please enter the custom HTTP header (in the form field: value):
>
[:characters colon(:) and double quotes(*) are not allowed]
[ Edit ]

Cisco Secure Web Appliance AsyncOS 15.1




. Web

4 Enter
5
Web
* Web Web
* Web Web
* Web
Web Web
Secure Web Appliance
Web
* HTTP
Web
Web Web
1 [Web Web Security Manager 1>
2 [ Edit Bypass Settings ]
3 Web
/0 IP
4 URL
[ Regular Expressions ]  Web

. Cisco Secure Web Appliance AsyncOS 15.1
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248
249

Web

HTTP

Web

Bypass Settings ]

Web
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Web .

URL URL IP
5
Web

1 [Web Web Security Manager ]>[ Bypass Settings ]

2 [ Edit Application Bypass Settings ]

3

4

Webex HTTPS HTTP

Web
HTTP
12
« HTTP Web 250
. 251
. 252
AsynOS 14.0 CLI advancedproxyconfig-> customheader

Web
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B e wes

HTTP Web
1 [Web Security Manager] > [HTTP HTTP Rewrite Profiles ]
2 [ Add Profile ]
3
4 [ Headers ]
[ Header Rewrite Profiles ] Null
Null
Via HTTP
Via
o[ HeaderName ] HTTP X-Client-I1P
X-Authenticated-User  X-Authenticated-Groups
o[ Header Value ]
* $ RegMeta IP HTTP

($RegMeta[X-Authenticated-User])

* $RegHeader HTTP

Headerl1:32
Header2: 44-($ReqHeader[Headerl])-46

2 44-32-46

o[ TextFormat ]
ASCIl  UTF-8

o[ Binary Encoding ]
Base64

e Apache 2.0 2.2 8k
* Nginx 4k 8k
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« IS 8K 16K
* Tomcat 8K
ISE X-authentication X-Authenticated-User

X-Authenticated-Groups

ASCII ($ RegMeta [HTTP_header]) UTF+8
($RegMeta[HTTP_header])

« X-Authenticated-User

» X-Authenticated-Groups

» X-Client-IP
Null
5
1 [Web Security Manager] > [HTTP HTTP Rewrite Profiles ]
2 [ Edit Settings ]
3
. $authMechanism://$domainName/$userName $authMechanism:\\$domainName\$userName
$domainName/$userName $domainName\$userName $userName
° $authMechanism://$domainName/$groupName $authMechanism:\\$domainName\$groupName
$domainName/$groupName $domainName\$groupName $groupName
L] 1 \ I
4

Cisco Secure Web Appliance AsyncOS 15.1 .




370
1 [Web Web Security Manager > Access Policies ]
2 [ Access Policies ] [HTTP HTTP Rewrite Profile ]
370
3
HTTP
4
Web
Secure Web Appliance Web
Web
. 537
HTTPS HTTPS HTTPS

. Cisco Secure Web Appliance AsyncOS 15.1
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269
o[ / Exempt from authentication/identification ]
. IP CIDR
1 HTTPS HTTPS 349
2 [Web Web Security Manager ]>[ DomainMap ]
a) | Add Domain ]
b) [ Domain Name ]
c)
d) IP
e) [ Submit ]
3 [Web Web Security Manager 1> [ URL Custom and
External URL Categories ]
a) [Add Category]
b)
URL URL
Category
Name
List URL
Order URL 1
URL URL
[ Local Custom Category ]
Category
Type

Cisco Secure Web Appliance AsyncOS 15.1 .




Advanced

322
c)
4 [Web Web Security Manager 1> [ Decryption Policies ]
a)
b) HTTPS
c [ Advanced ] [URL URL Categories ]
d [ Add ] 3 URL
e) [ Done ]
) [ Decryption Policies ] [URL URL Filtering ]
9 [ Pass Through ]
h)
%(
718

. HTTPS

. HTTP

. SNI

« UDP Secure Web Appliance UDP

WhatsApp Telegram

. Cisco Secure Web Appliance AsyncOS 15.1



Web .
* WhatsApp Telegram Skype WhatsApp
Web
Web
. Web
D
Web 80 3128
. PAC PAC
Web
PAC PAC
. PAC 255
PAC
PAC
* Web
* Secure Web Appliance Web Secure
Web Appliance PAC
PAC
. PAC
PAC
Cisco Secure Web Appliance AsyncOS 15.1




PAC

« Secure Web Appliance PAC 256
. PAC
« Secure Web Appliance PAC 256
. PAC
PAC
PAC
2

* PAC

URL
* PAC

DNS WPAD PAC

PAC
WPAD DHCP DNS
« DHCP WPAD DHCP
252

* DNS WPAD PAC

DNS

WPAD
DNS
. PAC 258
Secure Web Appliance PAC

10 Security Services ]>[PAC
2 [ Enable and Edit Settings ]
3

. Cisco Secure Web Appliance AsyncOS 15.1

257

257

PAC

PAC

DHCP

PAC

PAC
DHCP

DHCP

PAC File Hosting ]

URL

PAC



PAC B

PAC Secure Web Appliance  PAC
PAC Server Ports
PAC PAC
PAC File
Expiration
4 [PAC PAC Files ] [ Browse ] Secure Web Appliance
PAC

default.pac
Secure Web Appliance  default.pac

5[ Upload ] 4 PAC Secure Web Appliance
6 [PAC Hostnames for Serving PAC Files Directly ]
PAC
Secure Web Appliance PAC
Hostname Web
HTTP 80 PAC
PAC
GET PAC
PAC
PAC
Default PAC File for
"Get/" Request through
Proxy Port
Add Row PAC

PAC
. PAC 258
. PAC 258
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PAC

PAC

1 PAC
2 PAC PAC URL

Secure Web Appliance PAC URL

http://server_address[.domain][:port][/filename] | http://WSAHostname[/filename]

WSAHosthame Secure Web Appliance  PAC [ hostname ]
URL
« Secure Web Appliance PAC 256
PAC
1 wpad.dat PAC Web Secure Web Appliance
DNS WPAD Web
2 MIME .dat Web

application/x-ns-proxy-autoconfig

Secure Web Appliance

3 DNS wpad DNS
wpad .example.com wpad.dat IP
4 DHCP DHCP 252  wpad.dat
URL http://wpad.example.com/wpad.dat URL IP
DNS
. PAC 255
« Secure Web Appliance PAC 256
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FTP B

 Firefox ~ WPAD 748
*FTP 259
*FTP 259
FTP
Web 2 FTP
. FTP FTP FTP
FTP FTP
* FTP over HTTP FTP HTTP FTP
FTP
*FTP 259
«FTP 549
FTP
S
FTPoverHTTP Web 237
10 Security Services ]>[FTP FTP Proxy ]
2 [ Enable and Edit Settings ] [
Edit Settings ] FTP
3 FTP
FTP FTP FTP
Proxy Listening 21
Port FTP

Caching
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- IGE

IP FTP FTP IP
Server Side IP
IP Spoofing FTP
IP FTP FTP IP
FTP FTP FTP
FTP FTP
Authentication
Format
FTP FTP
Passive TCP
Mode Data Port Range
FTP FTP
TCP FTP FTP
Active Mode Data Port | over HTTP
Range FTP
TCP TIME-WAIT
FTP
FTP n FTP
n
FTP
Welcome Banner * [FTP FTPserver message ] FTP
Web
o[ Custom message ]
FTP
FTP

FTP

. Cisco Secure Web Appliance AsyncOS 15.1




SOCKS

FTP
Control Connection FTP FTP
Timeouts
o[ Client side ] FTP
o[ Server side ] FTP
FTP
Data Connection FTP FTP
Timeouts
o[ Clientside ] FTP
o[ Server side ] FTP
5
* FTP 259
* SOCKS 261
* SOCKS 262
* SOCKS 262
* SOCKS 263
SOCKS
Secure Web Appliance SOCKS SOCKS
SOCKS SOCKS
SOCKS
SOCKS
SOCKS
* SOCKS
* SOCKS

Cisco Secure Web Appliance

AsyncOS 15.1




B socks

* SOCKS Application Visibility and Control AVC Application Discovery and
Control ADC Data Loss Prevention DLP

* SOCKS
* SOCKS SSL
SOCKS
Web
10 Security Services ]>[SOCKS SOCKS Proxy ]
2 [ Edit Settings ]
3 [SOCKS Enable SOCKS Proxy ]
4 [ Submit 1 [ Commit Changes ]
SOCKS

1 Security Services ]>[SOCKS SOCKS Proxy ]
2 [ Edit Settings ]
3 [SOCKS Enable SOCKS Proxy ]
4 SOCKS

SOCKS

SOCKS Proxy
SOCKS SOCKS 1080
SOCKS
Control Ports
UDP SOCKS UDP 16000
UDP 16100
Request Ports

. Cisco Secure Web Appliance AsyncOS 15.1



SOCKS B

SOCKS
60
Proxy Negotiation
Timeout
UDP UDP UDP
Tunnel 60
Timeout
SOCKS
1 [Web Web Security Manager ]>[SOCKS SOCKS Palicies ]
2 [ Add Policy ]
3 [ Policy Name ]
4
5[ Insert Above Policy ] SOCKS SOCKS
SOCKS
6 [ Identities and Users ] 1
ID
7 [ Advanced ]
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; tProxy Web
ors [ Proxy Ports ]
1
ID ID
SOCKS
Subnets
ID
ID
ID
Time [ Time Range ]
Range
8 [ Submit T [ Commit Changes ]
. SOCKS ID
* SOCKS 1 SOCKS
* URL FTP 750
. FTP 750
AsyncOS 15.1
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. FTP 750
. FTP 772
« HTTPS FTP over HTTP
763
« HTTPS FTP over HTTP
764
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« HTTPS

* SaaS

URL

400

269

279

Cisco Secure Web Appliance

267

282
344
363
408
267
268
269

281
282
SaaS

AsyncOS 15.1 .




AsyncOS
. AsyncOS

. AsyncOS

AsyncOS

Identification Profles and Users: | Select One or More Identfication Profies v
1aentiicatin Prafie Authorized Users and Groups Add 1deniay
entiypoier v | @Al Authenticated Users
Realm: NTLHAeolm2 =
Selected Groups and Users
—
Groups: No oroups entered @
Users: Ne users entered
wentiypolieyt v
— ]
% L]
Grous <rtere
Users: No users entered ]
© Guests (users failing authentcation)
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122

Subnet

Protocol

HTTP HTTPS
FTP

SOCKS

Port

User Agent

Internet Explorer Mozilla Firefox

URL
Category

URL

URL URL URL

Authentication
requirements

97

Active Directory NTLMSSP
LDAP 100

Cisco Secure Web Appliance AsyncOS 15.1 .




233

118

125

1 [Web Web Security Manager > Identification Profiles ]
2 [ Add Profile ]
3 [ Enable Identification Profile ]
4 [ Name ]
5[ Description ]
6 [ Insert Above ]
70 User Identification Method ]
a) [ User Identification Method ]
/ IP
Exempt from
authentication/identification

Authenticate users

. Cisco Secure Web Appliance AsyncOS 15.1



Transparently
identify users with
authentication realm

ISE ISE [ Network ]
_ | > [Identity Services Engine]
Transparently identify Identity Services Engine
users with ISE ISE-PIC ISE
ISE/ISE-PIC 422
1

Context Directory Agent CDA
ISE/ISE-PIC

CDA

https://www.cisco.com/c/en/us/products/collateral/security/
asa-5500-series-next-generation-firewalls/bulletin-c25-2428601.html

b)
ISE
. Support Guest Privileges
Fallback to [ PP J ]
Authentication Realm or
Guest Privileges
o[ Block Transactions ]
o[ Support Guest privileges ]

ISE

Cisco Secure Web Appliance AsyncOS 15.1



https://www.cisco.com/c/en/us/products/collateral/security/asa-5500-series-next-generation-firewalls/bulletin-c25-2428601.html
https://www.cisco.com/c/en/us/products/collateral/security/asa-5500-series-next-generation-firewalls/bulletin-c25-2428601.html

Authentication Realm

. Cisco Secure Web Appliance AsyncOS 15.1



[ Select a Realm or Sequence ]
[ Select a Scheme ]
* [Kerberos] Kerberos
o[ Basic ]
Base64

Secure Web Appliance

« [NTLMSSP] Windows
» Windows
. Secure Web
Appliance
3
[ Header Based Authentication ]

Secure Web Appliance
X-Authenticated
Secure Web Appliance

X-Authenticated-User

X-Authenticated-Groups HTTP
Secure Web
Appliance
X-Authenticated-Groups [
X-Authenticate-Groups /

Custom Header for matching Access PoliciesUse Groups in
X-Authenticate-Groups Header/Custom Header for matching Access Policies ]

Cisco Secure Web Appliance AsyncOS 15.1 .



[

X-Authenticated

Edit Global Settings

Based Authentication ]

[

Network Authentication ]> [
1>

[ Header

Support Guest privileges ]

Realm for Group
Authentication

Select a Realm or Sequence ]
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8 [

Authentication
Surrogates

Web
< [IP IP Address ] Web IP
o[ Persistent Cookie ] Web
o[ Session Cookie ] Web
o[ NoSurrogate ] Web
TCP
Web
[
Network 1>[ Authentication ]
o[ Apply same surrogate
settings to explicit forward requests ]

Web
o[ Global Authentication Settings ]
. IP Cookie Cookie

IP

Membership Definition ]

Cisco Secure Web Appliance AsyncOS 15.1 .




Membership Definition
[ Local Users
Define Members |Only ] [ Remote Users Only ] [
by User Location Both ]
IP CIDR
Define Members by
Subnet
IP
Define Members by
Protocol
¢ [HTTP/HTTPS] HTTP HTTPS
FTPoverHTTP HTTP
CONNECT
o[ FTP Native FTP ] FTP
* [SOCKS] SOCKS
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1D o[ ID Do Not Use Machine
Define Members ID in This Policy ] ID
by Machine ID
o[ ID Define User
Authentication Policy Based on Machine ID ]
ID
[ Machine Groups ] [
Authorized Machine Groups ]
[ Directory Search ]
[ Add ]
[
Remove ]
[ Done ]
[ ID Machine IDs ] [
Authorized Machines ]
[ Authorized Machines ]
ID [ Done ]
ID Active Directory
Cisco Secure Web Appliance AsyncOS 15.1




o[ Proxy Ports ] Web
1
ID
ID
« [URL URL Categories ] URL
[ Add ] Web
URL
ID
o[ User Agents ]
9 [ Submit 1 [ Commit Changes ]
. 75
. Web 365

. Cisco Secure Web Appliance AsyncOS 15.1



1 [Web

Identification Profile ]
3 [ /

[

Web Security Manager

1>1

Identification Profiles

Client/User Identification Profile Settings ]
Enable dentification IProfile ]

Submit ] [

Cisco Secure Web Appliance

Commit Changes ]

AsyncOS 15.1

Web

]



‘N_o‘

Yes

Assign the Identification Profile and then evaluate
L . )
the request against the other policy types.

P

C Receive request from client. )

Compare the client request against the next (or first)
Identification Profile in the policies table.

i Yes

Is the client subnet in the ldentification
Profile’s list of subnet(s)!

iYes. or none defined

Is the proxy port in the Identification
Profile’s list of ports in the Advanced section?

lYes. or none defined

Is the user agent in the policy group’s list
of user agents in the Advanced section?

iYes. or none defined

Is the URL category of the request URL in the Identification
Profile’s list of URL categories in the Advanced section?

iYes. or none defined

Does the Identification Profile require authentication?

i Yes

Does the client successfully authenticate as a
member of the applicable realm or sequence?

o

Does the Identification Profile support guest No
privileges for users failing authentication?

l Yes

Terminate the request.
Reply to client with
authentication required.

Cookie
Web
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Cookie

C Receive request from client. >

No Is this a transparently redirected encrypted HTTPS
transaction received before an HTTP transaction?

l Yes

Is the HTTPS Proxy configured to decrypt No
the request for authentication purposes?

¢ i Yes

Compare the client request against the next
(or first) Identification Profile in the policies table.

l Yes

«— Is the client subnet in the Identification
Profile’s list of subnet(s)?

l?es, or none defined

No Is ‘the_ proxy port in the Identification
Profile’s list of ports in the Advanced section?

l‘!es, or none defined

No Is the user agent in the policy group’s list
—— . .
of user agents in the Advanced section?

l‘!es, or none defined

=
=]

Is the URL category of the request URL in the Identification
Profile’s list of URL categories in the Advanced section?

l?es, or none defined
<N—°| Does the Identification Profile require authentication?

l Yes

Yes Does the client successfully authenticate as a
member of the applicable realm or sequence?

o

Does the Identification Profile support guest No
privileges for users failing authentication?

l Yes

ﬂssigﬂ the Identification Profile and then evaluate
the request against the other policy types.

Terminate the request.
Reply to dlient with
authentication required.

746
762
763
765
771

Cisco Secure Web Appliance AsyncOS 15.1 .




Cisco Web IP Cookie
IP Cookie
2
Cookie
URL
* URL 282
* URL 286
* URL 287
*« URL
* YouTube 303
. URL 306
. 315
. 318
. 319
. URL 320
* URL 321
. 322
« URL 326
URL
URL
Controls
URL URL
URL

. Cisco Secure Web Appliance AsyncOS 15.1

294

Web

Cisco Web Usage



URL B

URL URL 284
HTTP HTTPS FTP URL
294
IP URL 306
URL
URL
Web
URL
Web
URL
URL Web WBRS AsyncOS
URL URL
Cisco Web URL
N
URL
ID
URL ID
URL

Cisco Web
Usage Controls
URL

Cisco Secure Web Appliance AsyncOS 15.1




B URL

10 Security Services ]>][ Acceptable Use Controls ]

2 Cisco Web Usage Controls

3
4 [ Submit 1 [ Commit Changes ]
URL
URL URL URL
URL
S
URL
[ Reporting ]1>[URL
URL Categories ] [ URL Uncategorized URL ]
URL Web
URL URL Web
[ URL Uncategorized
URL ] Web [
URL URL Filtering Bypassed ]
. 321
. URL 306
URL  URL
URL URL URL
URL URL
URL URL
URL URL URL URL
URL

. Cisco Secure Web Appliance AsyncOS 15.1



URL URL B

URL
Web URL
URL 285 URL
. URL 284
URL URL
URL URL URL
URL Web
* https://talosintelligence.com/tickets
. URL [ URL
Status on Submitted URLs ]
. URL URL URL
« https://www.talosintelligence.com/reputation_center/support
. URL
IP
* Web [
Reputation Center Search ]
URL
URL
Secure Web Appliance URL
Cisco
URL
1
Web URL

URL 285 URL

Cisco Secure Web Appliance AsyncOS 15.1 .



https://talosintelligence.com/tickets
https://www.talosintelligence.com/reputation_center/support

B =
. URL 293
URL
Cisco Web URL

10 Security Services ]>[ Acceptable Use Controls ]
2 [ Edit Global Settings ]
3 [ Enable Acceptable Use Controls ]
4 Cisco Web Usage Controls

1.

AsyncOS 15.0 AVC ADC Web
AVC
o[ Enable Application Visibility and Control
(AVC) 300
o[ Application Discovery and Control
(ADC) ] 3000
2.
3. URL
URL URL
5 URL Web
[ Monitor ] [ Block ] [ Monitor ]

6 [ Submit 1 [ Commit Changes ]
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URL B
URL Web
URL URL URL
URL
AsyncOS
URL
http://www.cisco.com/en/US/products/ps10164/prod_release_notes_list.html
URL 287
URL 292
293
294
URL 294
URL
URL
ID
« URL 287
* URL 288
URL
URL
ID URL
. 1D
URL ACL

Web

Cisco Secure Web Appliance AsyncOS 15.1



http://www.cisco.com/en/US/products/ps10164/prod_release_notes_list.html

B =

URL

URL

ID
URL [ Policy Configuartion ]
[ Default Action for

Update Categories ]

o[ Least Restrictive ]

o[ Most Restrictive ]
[ Access Policies ] [

Cisco Data Security Policies ]

o[ Most Restictive ] [ Block ]

o[ Lease Restictive ] [ Monitor ]
Web WTT

o[ Most Restictive ] [ Tap ]

o[ Least Restictive ] [ No Tap ]
[ Decryption Policies ]

o[ Most Restictive ] [ Block ]

o[ Least Restictive ] [ Pass Through ]

ID
1
[
Default Action for Update Categories ]

Cisco Secure Web Appliance

AsyncOS 15.1




URL B
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B =

[ Use
Global Setting ] [
Use Global Setting ]
[ URL Uncategorized URLs ]
o[ URL Uncategorized URLs ] [
Block ] [ Use Global Settings ]
[ Block ]
o[ URL Uncategorized URLs ] [
Block ] [ Use Global
Settings ] [ Block ]
URL
[ URL

Uncategorized URLs ]

. Block

. Drop

. Decrypt

. Warn

. Time-based

. Monitor

. Pass Through
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ID
. 291
[URL URL Filtering ]
2 URL
1
(N/A)
Monitor
Block (N/A)
Block Block
(N/A)
Use Global Settings
Use Use Global
Global Settings
Settings
Block Monitor
Warn Warn
. Block . Block
Monitor . Use Global Block
. Settings [
Use Global Settings Block ]
[
Block ]
Cisco Secure Web Appliance AsyncOS 15.1




B =

2 URL
1
. Monitor . Monitor
Block . Use Global Monitor
. Settings [
Use Global Settings Monitor ]
[
Monitor ]
URL
URL Monitor
URL [
[ Monitor ]
Block ]
Monitor
URL
URL
URL
System Administration ]>[ 293
Upgrade and Update Settings ]
[ Update Servers
(list) 1
209
213
S
CLI 0
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URL

1

1 [Web
2

URL B

. URL
Security Services ]>[ Acceptable Use Controls ]
Acceptable Use Controls Engine Updates ] [Cisco Web
- Web Cisco Web Usage Controls - Web Categorization Categories List ]
[ Update Now ]
URL
URL
[

Default Action for Update Categories ]

Web Security Manager ]
[URL

URL Filtering ]

31

URL Uncategorized URLs ]

Cisco Secure Web Appliance AsyncOS 15.1 .




* URL 288
2
10 System Administration ]>[ Alerts ]
2 [ Add Recipient ]
3 [ Alert Types 1 [ Alert Severities ]
4 [ Submit 1 [ Commit Changes ]
URL
. ID
. ID
* URL 287
URL
URL
URL
URL URL
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URL B

URL
URL 295
Access Policies
Decryption URL 299
Policies
URL
CiscoData| 301
Security Policies
. 318
. 319
. URL 306
* URL 288
URL
URL
1 [Web Web Security Manager > Access Policies ]
2 [URL URL Filtering ]
3 [ URL Custom URL Category Filtering ]
URL
a) | Select Custom Categories ]
b) URL [ Apply ]
URL URL URL
URL
URL URL URL
URL URL

Cisco Secure Web Appliance AsyncOS 15.1




URL

URL [ URL Custom
URL Category Filtering ]
4 [ URL Custom URL Category Filtering ]
URL
Use Global
Settings
URL
URL
[ Use Global Settings ] [
Monitor ] URL
[ Use Global Settings ]
Block | Web
URL
[ RedirectTo ]
URL
Allow Web
Web
Web
Monitor Web
Warn Web
Quota-Based
390
Web
Time-Based 390

. Cisco Secure Web Appliance AsyncOS 15.1




51

6 [

URL

Use Global Settings
Monitor
Warn
Block
Time-Based

Quota-Based

Predefined URL Category Filtering ]

URL Uncategorized URLs ] URL
Web
URL
[ Submit 1 [ Commit Changes ]
. / 297
Web
Web YouTube
Web
Web
S
Application Control Engine
Application Control Engine
S
HTTP referer
Cisco Secure Web Appliance AsyncOS 15.1




/
Web
/
S
Referer HTTPS
URL
HTTPS HTTPS
URL 299 HTTPS
/
754
1 [URL URL Filtering ]
URL 295 [
Exceptions to Blocking for Embedded/Referred Content ] [ Enable Except ]

2 [
[ Click to select categories ]
3 [ URL Predefined and Custom URL Categories ]
[ Done ]
URL Filtering ]
4 [ Set Exception for this Referred Content ]
o[ / All embedded/referred content ]
/
o[ / Selected embedded/referred content ]
URL
o[ / All embedded/referred content except
URL
/
[ Referrer Exception ] URL

. Cisco Secure Web Appliance AsyncOS 15.1

Set Exception for Content Referred by These Categories ]

]

URL

[URL



URL B

5 [ Submit 1 [ Commit Changes ]
[ Reporting ] [URL URL Categories ] [ Users ]
[Web Web Sites ] [ Overview ]
Referrer
587
URL
URL
1 [Web Web Security Manager > Decryption Policies ]
2 [URL URL Filtering ]
3 [ URL Custom URL Category Filtering ]
URL
a) [ Select Custom Categories ]
b) URL [ Apply ]
URL URL
URL URL
URL URL
URL URL URL
URL [ URL Custom

URL Category Filtering ]

4 URL

Cisco Secure Web Appliance AsyncOS 15.1 .




URL

Use Global Setting
URL
URL
[ Use Global Settings ] [
Monitor ] URL
[ Use Global Settings ]
Pass
Through
Monitor Web
Web
Decrypt
HTTP
Drop
HTTPS URL URL
URL
5[ URL Uncategorized URLs ] URL
Web
URL
6 [ Submit 1 [ Commit Changes ]
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URL B

URL
URL
1 [Web Web Security Manager ]>[ Cisco Data Security ]
2 [URL URL Filtering ]
3 [ URL Custom URL Category Filtering ]
URL
a) | Select Custom Categories ]
b) URL [ Apply ]
URL URL
URL URL
URL URL
URL URL URL
URL [ URL Custom
URL Category Filtering ]
4 [ URL Custom URL Category Filtering ] URL
Use Global
Setting
URL
URL [
Use Global Settings ] [ Monitor ] URL
[ Use Global Settings ]
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URL
Allow Web
URL
Web
Monitor | Web
Web
Block Web
URL [ Allow ] [
Monitor ] Secure Web Appliance
51 URL Predefined URL Category Filtering ]
. Use Global Settings
. Monitor
. Block
6 [ URL Uncategorized URLs ] URL URL
Web
URL
7 [ Submit 1 [ Commit Changes ]
* URL 288
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YouTube

YouTube

YouTube YouTube URL YouTube
)
YouTube
“
* googleapis.com
Cisco WBNP
googleapis.com
. YouTube
YouTube
YouTube
1 www.youtube.com  m.youtube.com URL
YouTube 306
URL
2. YouTube URL URL
299
3. YouTube YouTube 304
Cisco Secure Web Appliance AsyncOS 15.1




. YouTube

4. YouTube URL URL
295
[ Access Policies ]>
[URL URL Filtering ]
[YouTube

YouTube Category Filtering ]

YouTube

* HTTPS [ Security Services ] > [HTTPS
HTTPS Proxy ]
o[ Acceptable Use Controls ] [
Security Services 1> Acceptable Use Controls ]
e Www.youtube.com  m.youtube.com URL
[Web Web Security Manager > URL
Custom and External URL Categories ]
* YouTube URL URL [
decrypt ]
* YouTube Google API Google API Google API
1. Google https://console.developers.google.com/
Google
2.
3. [API Enable APIs and Services ] [YouTube Data API v3]
4, API [API APIs &
Services ] [ Credentials ]
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B~ w

YouTube .

A

API [YouTube Data
API v3]
1. [API Where will you be calling the API from? ]
[ Ul Other non-Ul ]
cron job daemon
2. [ What data will you be accessing ]
[ Publicdata ]
3. [ What credentialsdo I need? ]
[ Done ]
[ Security Services 1> Acceptable Use Controls ]
[ Edit Global Settings ]
YouTube [ Enable ]
Google API API
YouTube Google API API
YouTube API
YouTube
. Data P1 P2
. Management M1
2
2 [
Network ]>] Interfaces ]
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URL

IP URL
URL
URL
URL
S
URL 30
5000

Secure Web Appliance c_ URL
4 Sawmill

URL URL

Sawmill
4 URL
%XF
D
DNS IP  Web P 1
Secure Web Appliance
IP Web
[ Security Services ]>[ Acceptable Use Controls ]
1 [Web Web Security Manager > URL Custom
and External URL Categories ]
2 URL [ Add Category ]
URL URL

. Cisco Secure Web Appliance AsyncOS 15.1



URL

URL URL
Category
Name
List URL
Order URL 1
URL URL
[ Local Custom Category ] [
Category Type External Live Feed Category ]
[ Management ] [ Data ]

Routing Table

37

Cisco Secure Web Appliance AsyncOS 15.1




URL

/ [ Category Type ] [ Local Custom
Category ] [ Sites ]
Sites / Feed File . 1
Location
* IPv4 10.1.1.0
* IPv6 2001:0db8::
* IPv4 CIDR 10.1.1.0/24
* IPv6 CIDR 2001:0db8::/32
. example.com
. crm.example.com
. .example.com www.example.com
. [ Advanced ]
. URL
URL 1
. [URL Sort URLs ] [ Sites ]
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URL

[ Category Type 1 |
Feed Category ]

* [Pv6 2001:0db8::/32

* [Pv4 10.1.1.0

* CIDR IPV6 2001:0db8::/32

* CIDR IPV4 10.1.1.0/24

. example.com

. crm.example.com

. .example.com www.example.com

External Live

Cisco Secure Web Appliance AsyncOS 15.1




URL

Feed Location
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URL

[

Feed Category ]

1.

[

Category Type ] [ External Live

[ Feed File Location

Cisco Feed Format ] [Office 365

Office 365 Feed Format ] [Office 365 Web Office 365 Web

Service ]

‘[

Cisco Feed Format ]

HTTPS HTTP
URL
.CSV
314

[ Advanced ] [

Authentication ]

« [Office 365

Office 365 Feed Format ]

* [Office 365 Office 365 Feed Location ]

» Office

Web
JSON

URL

XML
314

365 Web Office 365 Web Service

URL ClientRequestld
ClientRequestid

Cisco Feed Format ] [Office 365

Office 365 Feed Format ] [ Get File ]

[Office 365 Web

GetFile ]

759

Office 365 Web Service ] [

]

Start

Cisco Secure Web Appliance AsyncOS 15.1




URL

Test ] URL IP
URL 30
5000
[ URL
Custom and External URL Categories ] [Web Web
Security Manager ]>[ URL Custom and External URL
Categories ] [ Feed Content ] [
View ] Office
365
[ Category Type ] [ Local Custom
Advanced Category ]
« URL [ Sites ]
URL URL [ Sites ]
« URL 20
URL
322
[ Category Type 1 | External Live
Feed Category ]

. Cisco Secure Web Appliance AsyncOS 15.1



URL B

Auto Update

o[ Do not auto update ]
the Feed

e [NnHH:MM EverynHH:MM ] 5 00:05
Secure Web Appliance

[ Submit 1 [ Commit Changes ]
. 322
. 718
. URL URL 759
URL

URL 1
* IPv4 10.1.1.0
* IPv6 2001:0db8::
* IPv4 CIDR 10.1.1.0/24
* IPv6 CIDR 2001:0db8::/32
. example.com
. crm.example.com
. .example.com www.example.com

Cisco Secure Web Appliance AsyncOS 15.1 .




322
D
URL
URL 1
URL [
Category Type ] [ External Live Feed Category ]
[ Cisco Feed Format ] [Office 365
Office 365 Feed Format ] URL
. Cisco Feed Format .CSV .CSV
.CSV
/ /
www.cisco.com,site ad2.*\.com,regex site regex
.CSV

www.cisco.com,site

\.xyz,regex

ad2.*\.com, regex

www . trafficholder.com,site

2000:1:1:11:1:1::200,site

D
site http:// https://
www .example.com http://www.example.com
« Office 365 Office 365 Feed Format Microsoft Office 365
XML Office 365
products >
product > addresslist > address XML
addresslist IPv6 IPv4 URL

Office 365

. Cisco Secure Web Appliance AsyncOS 15.1



<products updated="4/15/2016">
<product name='"0365">
<addresslist type="IPv6'>
<address>2603:1040:401: :d:80</address>
<address>2603:1040:401: :a</address>
<address>2603:1040:401: :9</address>
</addresslist>
<addresslist type="IPv4">
<address>13.71.145.72</address>
<address>13.71.148.74</address>
<address>13.71.145.114</address>
</addresslist>
<addresslist type="URL'">
<address>*_aadrm.com</address>
<address>*_azurerms.com</address>
<address>*._cloudapp.net2</address>
</addresslist>
</product>
<product name="LYO">
<addresslist type="URL">
<address>*_broadcast.skype.com</address>
<address>*._Lync.com</address>
</addresslist>
</product>

</products>

Web Web Secure
Web Appliance AVC URL Web
Web

Cisco Secure Web Appliance AsyncOS 15.1




Enforce safe
searches Secure Web Appliance

Enforce site content ratings

AVC
AVC
1 [Web Web Security Manager > Access Policies ]
2 [URL URL Filtering ]
3 [ Content Filtering ]
[ Define Content Filtering Custom Settings ]
4 [ Enable Safe Search ]

5 Secure Web Appliance
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6 [

Web

Enable Site Content Rating ]

Web
URL
URL
URL [ Allow ] URL
[ Submit 1 [ Commit Changes ]
. 319
W3C
. %XS
*« W3C X-request-rewrite
ensrch
encrt
unsupp

err

URL

ACL

Cisco Secure Web Appliance

AsyncOS 15.1 .




« BLOCK_SEARCH_UNSAFE

« BLOCK_CONTENT_UNSAFE

« BLOCK_UNSUPPORTED_SEARCH_APP

« BLOCK_CONTINUE_CONTENT_UNSAFE

* ACL 696

URL URL
Secure Web Appliance

1 URL

1 [Web Web Security Manager ]>[ Access Policies ]
2 [URL URL Filtering ]
3 [ URL Custom URL Category Filtering ] [

Select Custom Categories ]
4 [ Select Custom Categories for this Policy ]

URL [ Include in policy ]

5[ Apply ]
6 [ Redirect ]
70 Redirectto ] URL
8 [ Submit 1 [ Commit Changes ]
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N -

-

. URL 306
Web
REDIRECT_CUSTOMCAT ACL
Web
[ Reporting ]
[ Allowed ]
IP
. URL [ Warn ]

End-User Filtering Warning |

. HTTP HTTPS
FTP

* URL Web
Web

[ Warn ] URL

Security Services ]>][ End-User Notification ]
Edit Settings ]

Cisco Secure Web Appliance AsyncOS 15.1 .




B URL

31

End-User Filtering Warning ]

Time [
Between Warning

URL

Time Between Warning ] Web

End-User Filtering Warning ]

[

IP
30 2678400 1 1
3600
Custom Message [ End-User Filtering Warning ]
HTML
4 [ Submit ]
. 315
. 549
. URL 548
URL
Secure Web Appliance URL
[Web Web Security Manager 1> [ Defined Time
Range ] 1
1 [Web Web Security Manager > Access Policies ]

. Cisco Secure Web Appliance AsyncOS 15.1
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URL Filtering ]




URL B
3 URL [
Time-Based ]
4 [ InTimeRange ] URL
51 Action ] URL
6 [ Otherwise ] URL
7 [ Submit 1 [ Commit Changes ]
. 390
URL
[ Reporting ]>[URL URL Categories ] URL
URL URL
Web
. 583
[ Reporting ]>[URL URL Categories ] URL
URL URL
URL Filtering Bypassed
URL URL
Uncategorized URL

URL

URL
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. 669
* URL 326

Secure Web Appliance Velocity

\)

AsyncOS for Web Flex

o URL
URL
Web Web
2048
Y
. URL 306
URL Web

blocksite.com

\.blocksite\.com
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server[0-9]\.example\.com

server[0-9] example.com serverQ serverl server2 .. server9

downloads .exe .zip bin

/downloads/ .*\.(exe]zip|bin)

\}

ASCII

63
63
It’s as easy as ABC123
It’s as easy as [A-C]{3}[1-31{3}

NFA

url.com
url\_com \
. 63
1 URL url.

url[0-9]

Four score and seven years ago our fathers
brought forth on this continent, a new nation, conceived in Liberty, and dedicated

to the proposition that all men are created .qual

-qual equal
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63

URL

id: [A-FO-9]1{8}-[A-F0-9]1{4}-[A-F0-9]1{4}-[A-F0-9]{4}-[A-F0-9]{12}\) Gecko/20100101
Firefox/9\.0\.1\$ Gecko/20100101

Firefox/9\.0\.1\$

[0-9a-z] {64}
[0-9]1{64} [0-9a-z]{40}

advancedproxyconfig > miscel laneous > Do you want to enable URL lower case

CLI

conversion for velocity regex?

Secure Web Appliance CLI 784

0x0A

rt rat rut rt root

323

. Cisco Secure Web Appliance AsyncOS 15.1



0 .*
[0-9]*
63
323
\
\/\ N
\. 1

n MWhen in matches When

in the course of human events What and when

in the
$ b3\ b.
+ 1

9+ 9 99 999
? 0 1 colou?r

u colour color
() 1
(abc)+ abc 1
abcabcabc abc123 abab
ab123
OR
(him|her) it belongs to him it belongs to her
it belongs to them

[] 1

r[aou]t rat rot rut ret

[0-9]
[A-Za-7]

[*269A-Z] 2 6 9

Cisco Secure Web Appliance AsyncOS 15.1
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B =

{}
D{1,3} D 1 3
{n} {n}
AJ0-91{3} 3
A A123 Al1234
[0-91{4} 4
Cisco Web Usage Controls  URL URL
[Web Web Reputation Filtering ] [
Anti-malware Scanning ]
)
Cisco Web Usage Controls  URL
IW_ art IW_art
URL URL
adlt 1006 vwwedliienetimmeneqpocom
Adult www.sincerelynot.com
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URL B

URL URL
adv 1027 Web www.adforce.com
www.doubleclick.com
Advertisements
Web
[
Business and
Industry ]
alc 1077 www.samueladams.com
Alcohol www.whisky.com
[ Health and
Medicine ]
[
Dining and Drinking ]
1107 www.petmd.com
www.wheatenorg.uk
Arts art 1002 WWW.moma.org
WWW.Nga.gov
[
Entertainment ]
astr 1074 Www.astro.com
Astrology www.astrology.com
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URL URL
auct 1088 www.craigslist.com
Auctions www.ebay.com
busi 1019 www.freightcenter.com
Business WWW.ge.com
and Industry
cann 1109 www.localproduct.co
Web Www.oregonbc.com
CBD THC
chat 1040 Web WWW.icg.com
www.e-chat.co
Chatand Instant
Messaging
plag 1051 www.bestessays.com
Cheating and WWW.SUperiorpapers.com
Plagiarism
cprn 1064 —
Child
Abuse Content
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URL URL
serv 1118 www.azurewebsites.net
WWW.S3.amazonaws.com
IP
csec 1065 VWWWY.Computersecurity.com
Www.symantec.com
Computer
Security
comp 1003 www.xml.com
www.w3.0rg
Computers and
Internet
Web
Web
[

Freeware and Shareware ]
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URL URL
expo 1110 wwwvthesmallousinesssxpocom
www.makerfaire.com
Cryp 1111 www.coinbase.com
WWW.coinsutra.com
Web
IP
mine 1112 WWW.give-me-coins.com
www.slushpool.com
date 1055 www.eharmony.com
Dating www.match.com
card 1082 www.hallmarkecards.com
Digital www.bluemountain.com
Postcards
Dining and | food 1061 WwWWw.zagat.com
Drinking wwwexperiencethepub.com
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URL URL
DIY diy 1097 www.diy-tips.co.uk
DlY www.thisoldhouse.com
Projects
DNS tunn 1122 DNS
PC
DNS
VPN
DoH DoT | doht 1113 DNS over HTTPS DoH www.cloudflare-dns.com
DNSover TLS www.dns  google.com
DNS
dyn 1091 IP http://109.60.192.55
Dynamic
and Residential
ddns 1114 DNS WWW.Nnoip.com
DNS IP | www.afraid.org
Dynamic
DNS Provider
Web

DNS
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URL URL
edu 1001 Web www.education.com
Education www.greatschools.org
ent 1093 www.eonline.com
WWW.eW.Com
Entertainment
[ Arts ]
Extreme |extr 1075 www.car-accidents.com
VwWwarime-scenephotos.com
Web
fash 1076 www.fashion.net
Fashion www.styleseat.com
[
Health and Medicine ]
fts 1071 www.sharefile.com
File www.wetransfer.com
Transfer
Services
filt 1025 Web vwwwbypassschoolfilter.com
Filter Web www.filterbypass.com
Avoidance cgi php glype
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URL URL
Finance fnnc 1015 www.finance.yahoo.com
www.bankofamerica.com
[ Online
Trading ]
free 1068 www.freewarehome.com
www:.filehippo.com
Freeware and
Shareware
gamb | 1049 www.888.com
Gambling www.gambling.com
Web [
Health and Medicine ]
[ Lotteries ]
game 1007 Www.games.com
Games www.shockwave.com
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URL URL
gov 1011 Web WWW.Usa.gov
Government and www.law.com
Law
/
hack 1050 Web www.hackthissite.org
Hacking www.gohacking.com
hate 1016 www.kkk.com
Hate Speech www.aryanunity.com
Web
hmed 1104 www.webmd.com
www.health.com
lol 1079 WWW.pun.me
Humor www.jokes.com
Adult ]
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URL URL
hunt 1022 www.bulletsafaris.com
www.mfha.org
Illegal | ilac 1022 www.ekran.no
Activities www.pyrobin.com
Web
ildl 1084 www.keygenninja.com
Illegal Www.rootscrack.com
Downloads
Web Torrent [
Peer File Transfer ]
drug 1047 www.shroomery.org
lllegal Drugs www.hightimes.com
infr 1018 www.akamai.net
www.webstat.net
Infrastructure Web
and Content
Delivery
Networks
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URL URL
Internet of Things | iot 1116 Internet of Things 10T www.samsungotn.net
loT WWw.transport.nest.com
loT
oip |1067 www.skype.com
Internet WWW.getvoca.com
Telephony
Job job 1004 www.careerbuilder.com
Search WWW.monster.com
Web
ling 1031 WWW.swimsuits.com
Lingerie and Web WwWw.victoriassecret.com
Swimsuits
lotr 1034 www.calottery.com
Lotteries www.flalottery.com
[ Military ] |[mil 1099 WWW.goarmy.com
www.todaysmilitary.com
cell 1070 www.cbfsms.com
Mobile SMS www.zedge.net
Phones
Web [
Business and
Industry ]
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URL URL
muse 1117 www.ushmm.org
A —
ncon 1106 Www.nhature.org
wwwithepottedgarden.co.uk
news 1058 www.cnn.com
News WWw.news.bbc.co.uk
ngo 1087 www.panda.org
Non-Govemmental WWW.uUnions.org
Organizations
nsn 1060 w1001 fessesprojectcom
Non-Sexual Www.naturistsociety.com
Nudity
nact 1103 —
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URL URL
comm |1024 Special | www.reddit.com
Interest Group ~ SIG; wwwi.stackexchange.com
Online Web
Communities Web [
Professional Networking ]
[
Social Networking ]
Web
docs 1115 www.pastebin.com
www.docs.google.com
meet 1100 WWW.join.me
Online WWw.teamviewer.com
Meetings
osb 1066 www.adrive.com
www.dropbox.com
Online Storage
and Backup
trad 1028 www.tdameritrade.com
Online Web www.etrade.com
Trading
IPO
[
Gambling ]
[
Finance ]
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URL URL
pem 1085 Outlook Web Access OWA www.mail.zoho.com
www.webmail.edmc.edu
Organizational Web
Email
prnm 1101 UFO www.ghoststudy.com
Paranormal www.ufocasebook.com
park 1092 www.domainzaar.com
Parked www.cricketbuzz.com
Domains
Web
Web
p2p 1056 www.bittorrent.com
Peer File Web wwwitorrentdownloads.me
Transfer
pers 1081 www.blogmaverick.com
Web
VPN | pvpn 1102 www.openvpn.net
img 1090 www.flickr.com
www.photobucket.com
Politics pol 1083 www.politics.com
WWW.gp.org
Web
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URL URL
porn 1054 www.redtube.com
Pornography WwWw.youporn.com
Web
piah 1121 URL
IP IP
IP
pnet 1089 www.linkedin.com
WWW.europeanpwn.net
[
Professional Social Networking ]
Networking
Real rest 1045 www.realtor.com
Estate www.zillow.com
reci 1105 www.allrecipes.com
www.seriouseats.com
ref 1017 www.wikipedia.org
www.yellowpages.com
xdeu 1125
URL
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URL URL
xgbr 1123
URL
xita 1124
URL
xpol 1126 www.betsafe62.com
www.tornadobet69.com
URL
Religion | rel 1086 www.religionfacts.com
wwwireligioustolerance.org
SaaS B2B | saas 1080 WWWw.netsuite.com
SaaS and Web www.salesforce.com
B2B
Safe | kids 1057 www.discoverykids.com
for Kids www.nickjr.com
Web
SCi 1012 www.physorg.com
Science and WWW.science.gov
Technology
srch 1020 www.bing.com
www.google.com
Search Engines
and Portals
Sex sxed 1052 www.avert.org
Education Web www.scarleteen.com
shop 1005 Www.amazon.com
Shopping www.shopping.com

Cisco Secure Web Appliance AsyncOS 15.1




B =

. Cisco Secure Web Appliance

URL URL
snet 1069 www.facebook.com
[ www.twitter.com
Social Professional
Networking Networking ]
Social | socs 1014 www.archaeology.org
Science www.anthropology.net
scty 1010 www.childcareaware.org
Society and www.familysearch.org
Culture
swup 1053 www.softwarepatch.com
www.windowsupdate.com
Software Web
Updates
sprt 1008 WWW.espn.com
WwWWw.recreation.gov
Sports and
Recreation
aud 1073 www.live-radio.net
www.shoutcast.com
Streaming
Audio
vid 1072 www.hulu.com
Web | www.youtube.com
Streaming
Video
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URL URL
terr 1119
Web
tob 1078 Web www.bat.com
Tobacco www.tobacco.org
[ Health and
Medicine ]
trns 1044 WWw.cars.com
Transportation www.motorcycles.com
RV
[
Sports and
Recreation ]
Travel trvl 1046 www.expedia.com
www.lonelyplanet.com
URL shrt 1120 URL URL www.bit.ly
www.tinyurl.com
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URL URL
weap 1036 www.coldsteel.com
Weapons www.gunbroker.com
Web [
Government and Law ]
Web cach 1108 www.archive.org
VWInaEt egpop sar B iom
Web
Web whst 1037 Web www.bluehost.com
Web www.godaddy.com
Hosting
Web tran 1063 Web www.babelfish.com
Web Page wwwitranslate.google.com
Translation
Web-based Email 1038 Web www.mail.yahoo.com
www.outlook.com
Web [
Organizational
Email ]
* URL 287
. URL URL 285
* HTTPS 345
. HTTPS 346
. 346
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. 354

« HTTPS 362

. [HTTPS/ 363

Web HTTPS

« HTTPS
HTTPS

. HTTP

e HTTPS

* Web

HTTPS
Secure Web Appliance
advancedproxyconfig CLI HTTPS
URI URI
URI URI
HTTPS
HTTPS
1 HTTPS HTTPS 349
Cisco Secure Web Appliance AsyncOS 15.1




HTTPS

HTTPS
2 .
357
« HTTPS
357
3 353
5 358
6
360
7 361
HTTPS
HTTPS
HTTPS
Monitor
Web
Drop
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Pass
through
Secure Web
Appliance HTTPS
Decrypt
HTTP
Web
Web
Web
HTTPS Web
URL
Web
Web 9:
388 Web
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C Receive HTTPS request from client.>

v

Is the user not authenticated and is the authentication surrogate

_ Yes, action is Deny. Yes, action is Decrypt.

type an [P address? If Yes, how is the HTTPS Proxy configured
for the “HTTPS Transparent Request” setting?

lNo, user is authenticated, or surrogate is cookie.

_ Yes, action is Drop. Is the URL category of the request URL in the Yes, action is Decrypt.
b Decryption group’s list of custom URL categories? Yes, action is Pass-Through.

iNo, continue to Monitor

No, action is Drop. . - ion i
4—{0 acion s 7rop Is the server certificate valid? ML‘NO' aetion. b Draryge: s

iYes, or No, action is Monitor.

Yes, Drop. Does the reputation score of the destination
server indicate to drop the connection?

lNo, continue to monitor, or Web Reputation is not enabled.

Yes, action is Drop. Is the URL category of the request URL in the Yes, action is Decrypt. 4, |
Decryption group’s list of predefined URL categories? Yes, action is Pass-Through.

lNo, continue to monitor or Yes, action is Monitor.

©

Is this transaction to an application and is the HTTPS Proxy Yes NN
configured to decrypt applications that use HTTPS?

iNo, continue to monitor.

N
40{ Is Web Reputation enabled?

No, action lYes
A_is Drop. o
No, action Does the destination server No, action is Decrypt. 1\ |
is Monitor, have a reputation score assigned? No, action is Pass-Through.
iYes
Does the reputation score of the destination server Action is Decrypt. Nyl
indicate to pass through or decrypt the connection? Action is Pass-Through.

v

4—{““0" L. What is the default action specified in the policy group? }Amnn i P o

iAction is Decrypt. Pass throug‘h[
i J ~
Drop Decrypt traffic and then evaluate \‘ connection.
connection. Access Policy group membership. )‘
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