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7 V2L, 7= ) XA o—HE L LT configure V Y — A4 R EENET, HE
(GET) &, RETFT—XZDZHE (POST. DELETE) Z#E{TTX £,

M=

GET /wsa/api/v2.0/configure/system/smtp
POST /wsa/api/v2.0/configure/system/smtp
PUT /wsa/api/v2.0/configure/system/smtp

DELETE /wsa/api/v2.0/configure/system/smtp
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AEM%

BRAY
H—

Host, Accept, Authorization

&Y

H—

Content-Type, Content-Length, Connection
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« D
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« FRTDSMTP U L—7K A DI (5 3—)
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e SecureX 7 7 A IVEREDEHE (8 ~—)
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« URL %
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SMTP ') L—7RX + DFFHDEF

BT YHYITR

GET /wsa/api/v2.0/configure/system/smtp
HTTP/1.1

Content-Type: application/json
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: PostmanRuntime/7.24.1

Accept: */*

Cache-Control: no-cache

Postman-Token: 4ddlc428-a4b7-4df9-94d7-7e29e4e0dd2d
Host: 10.8.159.34:6080

Accept-Encoding: gzip, deflate, br
Connection: keep-alive

U TILEE

HTTP/1.1 200 OK

Date: Tue, 12 May 2020 06:10:34 GMT

Content-type: application/json

Content-Length: 129

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{"res data": {"routing table": "Management", "relay hosts": []},
"res message": "Data received successfully.", "res code": "200"}

FTLWLSMTP ) L—7RX FDEM

HoTIL YO ITRE

POST /wsa/api/v2.0/configure/system/smtp
HTTP/1.1

Content-Type: application/Jjson
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: PostmanRuntime/7.24.1

Accept: */*

Cache-Control: no-cache

Postman-Token: 30ad35bc-253d-4787-8el8-4cdfa3ff3dlf
Host: 10.8.159.34:6080

Accept-Encoding: gzip, deflate, br
Connection: keep-alive

Content-Length: 549

"routing table": "management",
"relay hosts": [
{
"host": "191.10.55.255"
b
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"host": "10.10.55.8",
"port": "3"

}I

{
"host": "googlel.com",
"port": "13"

}I

{
"host": "ggtalk.com",
"port": "11"

}I

{
"host": "google.com",
"port": "35"

}I

{
"host": "google.com",
"port": "37"

}
HUTIEE

HTTP/1.1 200 OK

Date: Tue, 12 May 2020 07:08:30 GMT

Content-type: application/json

Content-Length: 215

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{"res_data": {"add failure": [], "add success": ["10.10.55.8:3", "191.10.55.255:25",
"ggtalk.com:11", "googlel.com:13", "google.com:37", "google.com:35"1]},
"res _message": "Success:6, Failure: 0.", "res code": "201"}

SMTP ') L—7R X FDEHOERE

HOTLIVIITRE

PUT /wsa/api/v2.0/configure/system/smtp
HTTP/1.1

Content-Type: application/json
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: PostmanRuntime/7.24.1

Accept: */*

Cache-Control: no-cache

Postman-Token: 8cl8cbba-8f£3-4993-a5£f3-5562fd854fde
Host: 10.8.159.34:6080

Accept-Encoding: gzip, deflate, br
Connection: keep-alive

Content-Length: 537

"routing table": "management",
"relay hosts": [
{
"old host": "google.com",

LA API
|
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"old port": "35",
"new_host": "google.com",
"new port":"37"

"old_host": "ggtalk.com",
"old_port": "11",
"new_host": "10.10.194.12",
"new port": "23"

}I

{
"old host": "10.10.194.12",
"old port": "28",
"new host": "10.10.194.12",
"new port": "27"

}
HUTILE

HTTP/1.1 200 OK

Date: Tue, 12 May 2020 07:09:47 GMT

Content-type: application/json

Content-Length: 450

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{"res_data": {"update success": [{"relay host old": "ggtalk.com:11",
"relay host new": "10.10.194.12:23"}], "update failure": [{"relay host old":
"google.com:35", "relay host new": "google.com:37", "err message":

"Given new host or port is already exist."}, {"relay host old":
"10.10.194.12:28", "relay host new": "10.10.194.12:27", "err message":
"Given old host or port is not found."}]}, "res message": "Success:1,
Failure: 2.", "res code": "201"}

B3O SMTP 1 L—7R X ~ DI

HOTLIVIITRbE

DELETE /wsa/api/v2.0/configure/system/smtp
HTTP/1.1

Content-Type: application/json
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: PostmanRuntime/7.24.1

Accept: */*

Cache-Control: no-cache

Postman-Token: 282c385c-1804-4cd7-be25-5b62a923e175
Host: 10.8.159.34:6080

Accept-Encoding: gzip, deflate, br
Connection: keep-alive

Content-Length: 132

"host": "10.10.194.12",
"pOrt" : "23"
}l
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"host": "google.com",
"portll: "37"
}
]
YU TIIEE

HTTP/1.1 200 OK

Date: Tue, 12 May 2020 07:14:00 GMT

Content-type: application/Jjson
Content-Length: 150
Connection: close
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers:

Access-Control-Allow-Methods:
Access-Control-Expose-Headers:

{"res_data": {"delete success":
"delete failure": []}, "res message":
Failure:0", "res code": "200"}

IARTOHSMIP ) L—RX kDHIRR

HOTLIVIITRbE

DELETE /wsa/api/v2.0/configure/system/smtp HTTP/1.1

Content-Type: application/json

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: PostmanRuntime/7.24.1

Accept: */*
Cache-Control: no-cache

Postman-Token: ¢1514e19-b401-499d-9b29-47adadf6981e

Host: 10.8.159.34:6080

Accept-Encoding: gzip, deflate,

Connection: keep-alive
Content-Length: 22

{
"delete all":true

}
HUTILEE

HTTP/1.1 200 OK

Date: Tue, 12 May 2020 07:35:12 GMT

Content-type: application/json
Content-Length: 68

Connection: close
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers:

Access-Control-Allow-Methods:
Access-Control-Expose-Headers:

{"res message": "Successfully deleted all hosts",

content-type,
Access-Control-Allow-Credentials:

Content-Disposition,

["10.10.194.12:23",
"Success:2,

content-type,
Access-Control-Allow-Credentials:

Content-Disposition,

st sme y L—+z rokiE ]

mid, h, email

OPTIONS
JjwtToken

"google.com:37"],

mid, h, email

OPTIONS
jwtToken

"res code": "200"}
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ﬂ&gg GET /api/v2.0/login/privileges

B3R~ Y& — |Host, Accept. Authorization

BNy F— Content-Type, Content-Length, Connection

YOI YIITRbE

GET /wsa/api/v2.0/login/privileges HTTP/1.1
cache-control: no-cache

Postman-Token: 0cd8d318-e29b-40e0-bdc8-473£09cbd2b2
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: PostmanRuntime/7.6.0

Accept: */*

Host: podl224-wsal04.ibwsa.sgg.cisco.com:6080
accept-encoding: gzip, deflate

Connection: keep-alive

HUTILEE

HTTP/1.1 200 OK

Date: Sat, 11 Apr 2020 07:35:16 GMT

Content-type: application/Jjson

Content-Length: 2342

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{"data": ["w_preferences preferences", "w_config user dashboard", "w config cpu threshold",

"w_config memory threshold", "config detail", "w_reporting web webcat detail",
"w_reporting web ytcat detail", "w_reporting domains", "w_reporting web user detail",
"w_reporting web application type detail", "w_reporting web malware category",
"w_reporting web user by traffic monitor", "w_reporting web amp detail by filename",
"w_reporting web wbrs score detail",

"w_reporting web malware name malware category detail",

"w_reporting web application name application type detail", "w reporting web port detail",

"w_reporting web host by traffic monitor", "w_reporting web amp summary",
"w_reporting web amp detail summary", "w_reporting web amp file analysis by filename",
"w_reporting web wbrs threat type detail", "w_reporting users by app type",
"w_reporting web socks destinations", "w_reporting web user application detail",
"w_reporting web socks users", "w_reporting users by category",
"w_reporting web services summary",

"w_reporting web application type application name detail",
"w_reporting web user webcat detail",

"w_reporting web user amp detail",

"w_reporting web user malware name malware category detail",
"w_reporting policy by user", "w_reporting web malware category malware name detail",
"w_reporting web users by sha detail",

"w_reporting web malware category malware name user detail",
"w_reporting web filenames by sha", "w_reporting web amp reputation update",
"w_reporting users_ by app", "w_reporting web application name detail",

II JLF API
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"w_reporting web application name application behavior detail",
"w_reporting web transaction",

"w_reporting web transaction type", "w_reporting web cipher detail client",
"w_reporting web cipher detail server", "w_reporting web reporting system",
"w_percent cpu_utilized",

"w_percent ram utilized", "w _percent disk utilized", "w_system uptime", "w_alerts",
"w_disk_usage",

"w_raid_status", "w_proxy cpu usage", "w_proxy disk io util", "w_proxy status",
"w_high availbility",

"w_proxy traffic charateristics", "w_system cpu usage", "w_system memory usage",
"w_bandwidth",

"w_rps", "w_cpu_usage by function", "w_server_ connection", "w_client connection",
"w_bandwidth count",

"w_rps_count", "w_decryption count", "w_services", "w_web tracking web transaction",

"ctr_ token",
"ctr client info"]}

SecureX 7 7 1 JLOHF

ik —P—OFEME G TE £,

= GET /wsa/api/v2.0/ctr/user_info

HR— b3t | FEMICHOVWTIX,  [AsyncOS API - Addendum to the Getting Started Guide for Secure
KD ') ) — | Web Appliance] Z#Z R L TL 7280,
AEM

BERAY Host, Accept, Authorization
sf__

BN Y Content-Type, Content-Length, Connection
Hg—

il
wiZ, B —F—Da—PF—fEREzBET 57 =) Oz R LET,
YT YU IR

GET/wsa/api/v2.0/ctr/user info

HTTP/1.1

HUTILEE

HTTP/1.1
Response
HTTP/1.1 200 OK

Date: Thu, 25 Mar 2021 07:48:19 GMT

Content-type: application/json

Content-Length: 92

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email

LA API
|
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"client id": "client-4c50alca-34ad-47c8-a37b-9b16153db578",
"server": "apjc"

}
f—OVERDYUTILY IR K

GET/wsa/api/v2.0/ctr/token

HTTP/1.1

k=2 DERDIGES]

HTTP/1.1 200 OK

Date: Thu, 25 Mar 2021 07:51:19 GMT

Content-type: application/Jjson

Content-Length: 87

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email

Access-Control-Allow-Credentials: true

Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS

Access-Control-Expose-Headers: Content-Disposition, jwtToken

{

"access_token": "eyJhbGciOiJSUzIINiIsInR5cCI6IkpXVCJ9.
eyJodHRwczpcLlwvc2NoZWlhcy5jaXNjby5ib21cL21yb2hcL21kZW50aXR5XCO9jbGFpbXNcL3VzZXJcL2VtYWls
IjoiYWhhemluYXQrYXBgY0BjaXNjby5jb20iLCJodHRwezpcLlwve2NoZWlhecy5jaXNjby5jb21cL21lyb2hcL21k
ZW50aXR5XC9JbGFpbXNcL3VzZXJIcL3Njb3BlcyI6WyJpcmIoLWFkbWlul
iwiaW50ZWdyYXRpb24iLCIwcml2YXRILW1udGVsIiwiYWRtaW4iLCIJwemOmaWx1lIiwiaW5zcGVjdCIsImlyb2gt
YXV0aCIsInNzZSIsInVzZXJzIiwiY¥21zY28iLCJjYXN1YmOvayIsIm9yY¥ml
0YWwiLCJ1lbnJpY2giLCJvYXV0aCIsImdsb2JhbClpbnR1bCIsImNvbGx1Y3QiLCIyZXNwb25zZ2SIsInVpLXN1dH
RpbmdzI10sImhO0dHBzOlwvXC9zY2hlbWFzLmNpc2NvLmNvbVwvaXJvaFwvaWR1lbnRpdH1
cL2NsYWltclwvdXNlclwvbmljayI6IkFkaGlO0aH1hIEhhIiwiZWlhaWwiOiJhaGFyaW5hdCthce
GpjQGNpc2NvLMNvbSIsINN1YiI6ImRiINGFiYTCcOLWRLZWYtNGMxMC11iZDE4ALTgzNJQINGJIiZzjU2MyIsImlzcyI6Ik1lS

T0ggQXV0aCIsImh0dHBzOlwvXC9zY2hlbWFzLmNpc2NvLmNvbVwvaXJvaFwvaWR1bnRpdH1cL2NsYWltclwvc2NveGVzI
JpbImVucmljaDpyZWFkIiwicmVzcGOuc2UiXSwiZXhwIjoxNTYzNzg4NjUSLCJodHRweczpcLl
hcy5jaXNjby5jb21cL21yb2hcL21kZW50aXR5XCIFbGFpbXNcL2 ShdXRoXC97bGl1bnReL21kIjoiY2xpZW50LTRINTBhMWNhL
TMOYWQtNDdjOC1hMzdiLT1iMTYXNTNkYjU30CIsImhO0dHBzO1lwvXC9zY2hlbWFzLmNpc2NvLm
NvbVwvaXJvaFwvaWR1bnRpdH1cL2NsYWltclwvdmVyc2lvbiI6InYxLjIwLjAtOTNIMTkyOGI zMmMEWZWRINDk1ZTULiL
CIpYXQiOjEINjM30DgwNTksImhO0dHBzO1lwvXC9zY2hlbWFzLmNpc2NvLmNvbVwvaXJvaFwvaWR1lbnRpd
H1cL2NsYWltclwvb2F1dGhecL2tpbmQiOiJhY2N1c3MtdGIrZzW4ifQ. SESzvuAJbwi4gz72KPT2HEYBSD 1g8X1k8E008qSHrlre
EM16MOnyFY3YPJueakE6J30mw258Pg8ISoG2b1mN405N1hnHe-0zIEMOZbYWEp9puz-0FMEQJ
ysXZ1mRJIkxwxWaMJ4cO0rPGaPPEuw
ER2Q160Q18Xg9FZgp9-s5mEebeWFRbvLWIZ1y1lh7mjICoNFInlylbU8QZt0g549kIj-s0471f2gatkeoRiWxinL.PGtIeG19Mls
CvqyalsGgpGf-hFBB2KvU4JZ-c94vIYdMOHeeh7QtMIpJhy
isClanrg7ke6NJ1QHyi2WY1ifcnRnhe5BV16MiVES9xg3CmkNBYxG5g",

"token type": "bearer", "expires in": 600, "scope": "enrich:read response"

}

SecureX 7 7 M ILEREDEHE

B 5 — P — DHMEEECE T,

ﬂ&éﬁ PUT /wsa/api/v2.0/ctr/user info

HAR—bxt [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] #ZHE LT 7280,
AEM

II JLF API


https://www.cisco.com/c/en/us/support/security/web-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/web-security-appliance/products-programming-reference-guides-list.html

| AP
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BERAY Host, Accept, Authorization
< P
Hg—
REEAN Y Content-Type, Content-Length, Connection
g
!l

KIZ, SecureX DGk —HP —DFEM A AR T 562~ LET,

YOI YYITRE

PUT /wsa/api/v2.0/ctr/user info

HTTP/1.1

YU TEE

HTTP/1.1 200 OK

Date: Thu, 25 Mar 2021 07:48:19 GMT

Content-type: application/json

Content-Length: 92

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true

Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{"data":{"client id":"Y2xpZWS0LWY2NzQzNjdlLTJhOTMtNDI3Yy05MGVMLWJ]jZmFhMGVkKY2RjNA==",
"client secret":"OmlHbGlpeFlENXNxQWVkbORINFprSTdzaDVGaVc50EIJMYVhEWkcydlBtWWInR3BudOpVZUF3",

"server":"YXBgYw=="

}

SecureX O 1 —H —{FHREEHD 1B

SecureX O —H —IFMOFEME BN TE LT, ZOBET SecureX VAR NIw /A TEE
j‘o

W= POST /wsa/api/v2.0/ctr/user_info

HAR— b3t [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
D))= | Web Appliance] #ZMR LT 72& W,

AEH

BERAY Host, Accept, Authorization

g

GEANY Content-Type, Content-Length, Connection
g
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HTTP/1.1

{"data":{"client id":"Y2xpZW50LWY2NzQzN3jd1LTIhOTMtNDI3Yy05MGVMLWI] ZnFhMGVKY 2R NA=="",
"client secret":"MEFVTTS05CER1eVhORDF5RGE2dzZvMnlITWtwNkZ1eFU2YnJIY1VkcWlwdzZz0M1pNMIVVIWGND",
"server" :"YXBgYw=="}

}

YU TIEE

HTTP/1.1 200 OK

Date: Thu, 25 Mar 2021 07:32:19 GMT

Content-type: application/json

Content-Length: 32

Connection: close
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

OK

oAl aX E D HNTF

Secure Web Appliance D HIEDFRFERE O E T 2 A RZ TG T £9, Wi, X
LY R— B0 EEERLET,

ﬁ&%% GET /wsa/api/v3.0/generic resources/auth settings

HR— b3t [ FEMICHOWVTIE,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD'))— | Web Appliance] #ZHR LT 72 &0,

AEMS

BERAY Host, Accept, Authorization

Hg—

BN Y Content-Type, Content-Length, Connection

g

!l

RIZ, TS ADBEREEZBIGT 27 =) OflZRLET,
YUTWLIVIIRE
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GET /wsa/api/v3.0/generic resources/auth settings
HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW460Q21zY28xMjMk

HUTILE

HTTP/1.1 200 OK

Date: Mon, 11 Jan 2021 08:22:28 GMT

Content-type: application/json

Content-Length: 1339

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h,
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"header based auth": "disable",
"realms": [
{
"schemes": [
"Basic"

1,

"type" : "LDAP",

"name": "AuthLDAP",

"supportes_tui": false

"schemes": [
"Basic"

1,

" ype " . "LDAP " ,

"name": "AuthLDAPTUI",

"supportes_tui": true

"schemes": [
"Kerberos",
"NTLMSSP",
"Basic",
"Header"

1,

" ype " . "AD" ,

"name": "AuthADTUI",

"supportes_tui": true

"schemes": [
"Kerberos",
"NTLMSSP",
"Basic",

"Header"

1,

"type": "AD",

"name": "AuthAD",

"supportes_tui": false

1,
"sequences": [
{
"schemes": [
"NTLMSSP",

email

LA API II
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"Basic",

"Header",

"Kerberos"
] 4

"name": "All Realms"

"schemes": [
"Basic",
"Header",
"Kerberos"

]I

"name": "myAuthSequence"

A—H—I—x 2 FORE

LA AP |

Secure Web Appliance (Z X > TRk S5, FFAlSNlc T R CO2—HY—x2—T = MG
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ﬂ&gg GET /wsa/api/v3.0/generic resources/user agents
HAR— b3t [ ZEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] #ZBH L T 72 &0,
AEM®
BERAY Host, Accept, Authorization
og—
FREEAN Y Content-Type, Content-Length, Connection
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GET /wsa/api/v3.0/generic resources/user agents
HTTP/1.1

Host: wsa.example.com: 6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46Q21zY28xMjMk

HUTILEE

HTTP/1.1 200 OK

Date: Mon, 11 Jan 2021 08:22:28 GMT

Content-type: application/Jjson

Content-Length: 616

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
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Access-Control-Allow-Credentials:
Access-Control-Expose-Headers:

{

true
Content-Disposition,

"user_agents": [

"Chrome/48",
"windows updater",
"Firefox/40",
"Firefox/41",
"Firefox/42",
"Firefox/43",
"Chrome/45",
"Chrome/46",
"Chrome/47",
"Chrome",
"Safari",
"adobe_ updater",
"MSIE",
"Safari/5",
"Safari/4",
"Safari/7",
"Safari/6",
"Opera",
"Safari/9",
"Safari/8",
"MSIE/11",
"MSIE/10",
"Firefox",
"MSIE/9",
"MSIE/8",
"Opera/33",
"Opera/32",
"Opera/35",
"Opera/34"

URL A7) DEFF

Cisco Secure Web Appliance (Z & > TEHZE I 7z,

vRL 7Sy omE ||

jwtToken

FAENTTRTOURL 5 3 ZHET

EFET, ZTOAPLIZIE, WL OO —F—EFOIT IV b EENTHET, KT, #EXE

PAR— MG ORMEEZRLET,

EEEE GET /wsa/api/v3.0/generic resources/url categories

HAR— b3t [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
FKD')J— | Web Appliance] # B L T 72 &0,

AR

BERAY Host, Accept, Authorization

g

SEEAN Y Content-Type, Content-Length, Connection

g
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GET /wsa/api/v3.0/generic resources/url categories
HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW460Q21zY28xMjMk

HUTILE

HTTP/1.1 200 OK

Date: Mon, 11 Jan 2021 08:22:28 GMT

Content-type: application/json

Content-Length: 2316

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h,
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"predefined": [
"Adult",
"Advertisements",
"Alcohol",
"Arts",
"Astrology",
"Auctions",
"Business and Industry",
"Chat and Instant Messaging",
"Cheating and Plagiarism",
"Child Abuse Content",
"Computer Security",
"Computers and Internet",
"DIY Projects",
"Dating",
"Digital Postcards",
"Dining and Drinking",
"Dynamic and Residential",
"Education",
"Entertainment",
"Extreme",
"Fashion",
"File Transfer Services",
"Filter Avoidance",
"Finance",
"Freeware and Shareware",
"Gambling",
"Games",
"Government and Law",
"Hacking",
"Hate Speech",
"Health and Nutrition",
"Humor",
"Hunting",
"Illegal Activities",
"Illegal Downloads",
"Illegal Drugs",

II JLF API
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"Infrastructure and Content Delivery Networks",

"Internet Telephony",

"Job Search",

"Lingerie and Swimsuits",
"Lotteries",

"Military",

"Mobile Phones",

"Nature",

"News",

"Non-governmental Organizations",
"Non-sexual Nudity",
"Online Communities",
"Online Meetings",

"Online Storage and Backup",
"Online Trading",
"Organizational Email",
"Paranormal",

"Parked Domains",

"Peer File Transfer",
"Personal Sites",
"Personal VPN",

"Photo Search and Images",
"Politics",

"Pornography",
"Professional Networking",
"Real Estate",
"Reference",

"Religion",

"SaaS and B2B",

"Safe for Kids",

"Science and Technology",
"Search Engines and Portals",
"Sex Education",
"Shopping",

"Social Networking",
"Social Science",

"Society and Culture",
"Software Updates",
"Sports and Recreation",
"Streaming Audio",
"Streaming Video",
"Tobacco",
"Transportation",
"Travel",

"Weapons",

"Web Hosting",

"Web Page Translation",
"Web-based Email"

tom": [
"mycategory",
"mycategoryo365"

W EEE D ER G

Secure Web Appliance T E SALTWDIFRIFEIH O Y 2 M2 BfG T&E 9, KIS, WXL R —
MRt SORMEE R L ET,
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ﬁ&gg GET /wsa/api/v3.0/web security/time ranges

HR— b3t | FEMICHOWVTIZ,  [AsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] B L T 72 &0,

ARt

BERAY Host, Accept, Authorization

g

BN Y Content-Type, Content-Length, Connection

g
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GET /wsa/api/v3.0/web_ security/time ranges
HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW460Q21zY28xMjMk

HUTILEE

HTTP/1.1 200 OK

Date: Mon, 11 Jan 2021 08:22:28 GMT

Content-type: application/json

Content-Length: 971

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

"time ranges": [
{
"time values": [
{

"time of day": "all day",

"valid days": [
"Saturday",
"Friday",
"Thursday",
"Monday",
"Tuesday",
"Wednesday"

] 4
"name": "TestTimeRange",
"time zone": "America/Los_Angeles"

"time values": [
{

"time of day": {

II JLF API
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"to": "18:00",
"from": "10:00"
}I
"valid days": [
"Monday",
"Sunday"
]
}
]I
"name": "mytimerange",
"time zone": "Asia/Shanghai"

7 +—3 DOEF

Secure Web Appliance TEXE SNV TWND 7 4+ —F DY A M EEHTEET, Wi, ML EHHR—
MRS ORMEE R L ET,

ﬂ&gg GET /wsa/api/v3.0/web security/quotas

HAR— b3t [ ZEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] #ZBH L T 72 &0,

AEM®

BERAY Host, Accept, Authorization

Hg—

FREEAN Y Content-Type, Content-Length, Connection

g
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WIZ, THAA ZADREENT Y =52 #BHFT 272 ) OflZRLET,
YUTLIVIIRE

GET /wsa/api/v3.0/web security/quotas
HTTP/1.1

Host: wsa.example.com: 6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46Q21zY28xMjMk

HUTILEE

HTTP/1.1 200 OK

Date: Mon, 11 Jan 2021 08:22:28 GMT

Content-type: application/json

Content-Length: 607

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
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Access-Control-Expose-Headers: Content-Disposition, JjwtToken

{
"quotas": [
{
"reset time": "0:00",
"volume quota": 1073741824,
"time quota secs": O,
"name": "myquota2",
"time zone": "America/Los_Angeles"

"volume quota": O,

"time quota secs": 54000,
"name": "myquota'",

"time range": "mytimerange"

"reset time": "0:00",

"volume quota": 60129542144,

"time quota secs": 58560,

"name": "myquota3",

"time zone": "America/Los_Angeles"

= A=
E D =
Secure Web Appliance D 7' 11 %3 (Web 712 & 2, SOCKS 71 ¥ 72 &) BIEDHRE % 5T
EET, IWETE, HEDOXATOTaX v B3HNNE I P3RS ET, Fh, BEOm%

REO, FTeXroT— RETIHERBIEEINET Wb o vicoArm@HINET) |
WIZ, WL EYFR— bR BoEEERLET,

W= GET /wsa/api/v3.0/generic resources/proxy settings
HAR— b3t [FEMIC OV TIZ.  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] # B L T 72 S0,
AEH
BERAY Host, Accept, Authorization
g
EEA Y Content-Type, Content-Length, Connection
g
15l

WIZ, TRAAOTaFxy (Web 7r ¥ SOCKS a7 d) BEHOBREE RSG5 7
Y OFlZRLES,

T YI TR

GET /wsa/api/v3.0/generic resources/proxy settings

HTTP/1.1
Host: wsa.example.com: 6443
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User-Agent: curl/7.55.1
Accept: */*

Authorization: Basic YWRtaW460Q21zY28xMjMk

HUTILEE

HTTP/1.1 200 OK

Date: Mon, 11 Jan 2021 08:22:28 GMT
Content-type: application/json
Content-Length: 207

Connection: close
Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h,
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{

"proxy settings": {
"web": |

"status":

"mode" :

"enable",
"transparent"
by

"socks": "disable",
"https": "enable",

"ftp": "enable"
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M= GET /wsa/api/v3.0/generic resources/identification methods

HAR—bxt [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD'))— | Web Appliance] #ZHR LT 72 &0,

ARt

ERAY Host, Accept, Authorization

g

BN Y Content-Type, Content-Length, Connection

g
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GET /wsa/api/v3.0/generic resources/identification methods
HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW460Q21zY28xMjMk

JLF API II
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HUTILE

HTTP/1.1 200 OK

Date: Mon, 11 Jan 2021 08:22:28 GMT
Content-type: application/json
Content-Length: 154

Connection: close
Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h,

Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{

"identification methods": {

"tui": "disable",
"authentication": "enable",
"asa": "enable",

"ise": "disable"

DE S

LA AP |

email

NR=Uar, TTFVr—vary, 73V, TIOTAETAOERKHR, 77V r— a0 F
AA IR ED ADC OFfFflizIfFTEx£9, Wi, WXV A — MIROBE%HZ TR LET,

ﬁ&%% GET /wsa/api/v3.0/web security/adc

KD')J— | Web Appliance] #HHE LT 7280,
ARt

HR—bxt [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure

ERAY Host, Accept, Authorization

o

BN Y Content-Type, Content-Length, Connection
Hg—

1

WIT, T ZATHRE SN G EZ RG22 ) Oflz R LET,

YT YVIITRbE

GET /wsa/api/v3.0/web security/adc
HTTP/1.1

Content-Type: application/json
Host: localhost:60001

User-Agent: curl/7.74.0

Accept: */*

HUTIEE

HTTP/1.1 200 OK
Server: API/2.0
Date: Thu, 21 Sep 2023 06:07:18 GMT
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Content-type: application/json
Content-Length: 336888
Connection: close
Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type,
Access-Control-Allow-Credentials:
Access-Control-Allow-Methods: GET,
Content-Disposition,

Access-Control-Expose-Headers:

{

"adc_version": [

ADC DD S

"Cisco Web Usage Controls - Application Discovery and Control Data: 1693557522

(Fri Sep 01 08:55:20 2023)"
]I
"adc_apps": {
"737280": |
"possible action":
"block",
"monitor"
]I

"name": "Zucks",

"cat name": "Ad Publishing"

}I
nyn g
"possible action":
"block",
"monitor"

] r

"name": "l&l IONOS Web Hosting",
"cat name": "Hosting Services"

}I
"540676": |
"possible action":
"block",
"monitor"
]I
"name": "Webkinz",
"cat_name": "Games"

}I
"adc_categories": {
"Marketing & Sales": {
"possible action":

"block",
"monitor"
]
}I
"Media": {

"possible action":
"block",
"monitor"

]

}I
"Travel": {

"possible action":
"block",
"monitor"

}I
"Human Resources": {
"possible action
"block",
"monitor"

"o

[

[

[

LA API .
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"Service Management": {

"possible

action":

"block",
"monitor"

}
}I

"adc_activity regexes": {

"5000064": [

[

"download\\.wetransfer\\.com\/.*"

] r
"5000065": [

"photos\\.
"photos\\.
"photos\\.
"photos\\.
"secure\\.
"photos\\.

smugmug\ \
smugmug\ \
smugmug\ \
smugmug\ \
smugmug\ \
smugmug\ \

ccom\/ KN/ LN/ U\ U FN /L
ccom\/ KN/ LN/ U/ RN/
.com\/photos\/.*\/.*\/.
.com\/photos\/.*\/.*\/.

.com\/archive\/.*",

.com\/Folder\/.*\/.*\/
"www\\ .smugmug\\.com\/api\/.*\/album\/.*!download",
"api\\.smugmug\\.com\/api\/.*\/album\/.*!download"

]

]

]

1},

"5000077": [

*\/D\/.*-D\\..
*\/.*D\/.*D\\.
*\/D\/.*-D\\..
*\/.*D\/.*D\\.

.*\/D\/.*-D\\..

"i\\.instagram\\.com\/rupload igphoto\/.*",

"

"i\\.instagram\\.com\/rupload igvideo\/.*"

"5000078": [
"www\\.linkedin\\.cn\/dms-uploads\/.*\/profile.*uploadedImage\/.

"www\\.linkedin\\.com\/dms-uploads\/.*\/.*"

"5000079": [

"upload\\.twitter\\.com\/i\/media\/upload.*\\.json"

"adc_app_domains": {
"737280": [

]

]

wiqw.

]

1}

"s.side3.zucks.net",
"Zimg.jp",
"zucks.co.jp",
"zucks.net"

"540676": [

"webkinz.com"

"438273": [

"admin.privy.com",
"dashboard.privy.com",
"privy.com",
"privymktg.com"

[

"4sharedapi.com",
"4shared.com",
"api.4sharedapi.com",
"api.4shared.com",
"e.4shared.com",
"epomads?2.4shared.con",
"search.4shared.com",
"static.4shared.com",
"upload.4shared.com",
"webdav.4shared.com"

"901132": [

"flowplay.com"

.*\\.instagram\\.com\/accounts\/web change profile picture",
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