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C Receive HTTPS request from client.>

Is the user not authenticated and is the authentication surrogate
type an [P address? If Yes, how is the HTTPS Proxy configured
for the “HTTPS Transparent Request” setting?

Vs, action is Deny. Yes, action is Decrypt.

lNo, user is authenticated, or surrogate is cookie.

| Yes, action is Drop. Is the URL category of the request URL in the Yes, action is Decrypt.
b Decryption group’s list of custom URL categories? Yes, action is Pass-Through.

iNo, continue to Monitor

No, action is Drop. - " ion i
4—{0 action 1s Jrop Is the server certificate valid? }—rxp;,No, achon is Dsirypts g

iYes, or No, action is Monitor.

Yes, Drop. Does the reputation score of the destination
server indicate to drop the connection?

lNo, continue to monitor, or Web Reputation is not enabled.

Yes, action is Drop. Is the URL category of the request URL in the Yes, action is Decrypt. 4, |
Decryption group’s list of predefined URL categories? Yes, action is Pass-Through.

lNo, continue to monitor or Yes, action is Monitor.

o

Is this transaction to an application and is the HTTPS Proxy Yes

- b
configured to decrypt applications that use HTTPS?
iNo, continue to monitor.
No -
4{ Is Web Reputation enabled?
No, action lYes
s Drop. o
No, action Does the destination server (No, action is Decrypt. ]
is Monitor, have a reputation score assigned? No, action is Pass-Through.
iYes
Does the reputation score of the destination server Action is Decrypt. Nop|
indicate to pass through or decrypt the connection? Action is Pass-Through.

ion i : . ¢ - Action is Pass-Through.
<—{Am°n E DA What is the default action specified in the policy group? }—g_.ctmn 1 e

v

iAction is Decrypt. Pass througﬂ
v i
Drop Decrypt traffic and then evaluate W‘ connecton.
connection.

Access Policy group membership.
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( Receive request from client. )

No

Compare the client request against the next
(or first) Identification Profile in the policies table.

l

Is the current policy group the global policy?

Yes

No

h 4

A

No

Is the transaction assigned to one of the policy group’s configured
|dentification Profile, or does the policy group use “All Identification Profiles™

Yes

v

A

No

Is the current time in the policy group’s configured time range in the Advanced section?

Yes, or no time range defined
v

A

No

Is the client subnet in the policy group’s list of subnet(s) in the Advanced section?

Yes, or none defined
v

A

No

Is the proxy port in the policy group’s list of ports in the Advanced section?

Yes, or none defined
v

A

No

Is the user agent in the policy group’s list of user agents in the Advanced section?

Yes, or none defined
N

A

No

Is the URL category of the request URL in the policy group’s
list of URL categories in the Advanced section?

Yes, or none defined

h 4

A

Is the user one of the authorized users listed in the policy group?
(List of authorized users can be a list of user names, user groups, all authenticated
users, guest users, or All Users. If the policy group only uses Identification Profiles
with no authentication, then all clients are authorized.)

|
v ¢ ¢
< Apply the Decryption Policy group settings to the client request. )
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* Decrypt the HTTPS request and redirect for authentication (HTTPS ZRZ1H 5t L T, FRAEDT=HIZY &
AVv7 h¥ %)

* Deny the HTTPS request (HTTPS Z:RZH53 %)
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NChHDH [TV = a oD DE Sl (Decrypt for Application Detection) | 47 =
VEATZIZLTL IS,

WO, TTT7AT 2 ANEEDEZLARY v —% HTTPS ERIZEID Y Tkic, ZOHE
RCEITTDT /v a v B2 ETDHHIEEZRLET, 5 ——D Web LE 2T — 3
AT NEHEEND DT 1 EFETTTN, ZORET, WEZ7 2 —D2o0KR A M TEHAX
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C Receive HTTPS request from client.>

v

BELEF T avm

> Yes, action is Deny.

Is the user not authenticated and is the authentication surrogate
type an [P address? If Yes, how is the HTTPS Proxy configured
for the “HTTPS Transparent Request” setting?

Yes, action is Decrypt.

zz I}

lNo, user is authenticated, or surrogate is cookie.

| Ves, action is Drop.

Is the URL category of the request URL in the
Decryption group’s list of custom URL categories?

Yes, action is Decrypt.

Yes, action is Pass-Through.

iNo, continue to Monitor

No, action is Drop.

Is the server certificate valid?

iYes, or No, action is Monitor.

Yes, Drop.

Does the reputation score of the destination
server indicate to drop the connection?

lNo, continue to monitor, or Web Re

putation is not enabled.

Yes, action is Drop.

Is the URL category of the request URL in the
Decryption group’s list of predefined URL categories?

Yes, action is Pass-Through.

lNo, continue to monitor or Yes, action is Monitor.

Is this transaction to an application and is the HTTPS Proxy
configured to decrypt applications that use HTTPS?

Y

©

iNo, continue to monitor.

No

Is Web Reputation enabled?

No, action

lYes

A_is Drop.
No, action
is Monitor,

<

Does the destination server
have a reputation score assigned?

No, action is Decrypt. A
No, action is Pass-Through.

iYes

Does the reputation score of the destination server
indicate to pass through or decrypt the connection?

Action is Decrypt.

Action is Pass-Through.

v

Action is Drop.

What is the default action specified in the policy group?

1Action is Pass-Through.

No, action is Decrypt. A

Yes, action is Decrypt. Ay

eyl

|

v

: Drop_
[ connection. J
ESEATLa v 0RE

48 HHEIIZ

iAction is Decrypt.

v
Pass through
connection.

Decrypt traffic and then evaluate \‘
Access Policy group membership. |~

HTTPS 7% DA X —7 /U (5 =) T L7 X 912, HTTPS 72 F U031 X —
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ATFY T3 \@EA T a kA x—T M LET,
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ATv7T9 ER) [EAZEBELERO X 7 a— F (Download Certificate Signing Request) |V > 27 %27 U v 735
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TJ4—IL K% 5 BA

OSCP FZIIREFR v v | A %072 OCSP IR % PR 9~ 2 ANCAHE T D5, BALITF () « 42 (m) | W
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Ty T AR =L 70 |BAT LI ——=DIP 7 NLZAETIIRA MM, ZHDOEFICTLHILHTE
FIMOERANS DY — | £,
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