Cisco Secure Web Appliance [A] 7 Async0S
APl DL E

Cisco Secure Web Appliance [7]1F AsyncOS API (& 7213 AsyncOS API) |d Representational State
Transfer (REST) ~N—AD—HOEAET, Secure Web Appliance L' /"— K~ LAR— hH 7 &
RN oF o T ~DEXaT TRILEADT 72 AR LET, ZOAPIZMH L T, Secure
Web Appliance D LR — FBI OV N T v X 77 —F2UGTEET, 2OV Y —ATIE, &
ENGHE 7 =) TEET,

)

GE) vRaoarFryvxa V7 48T 7747 AL RESTAPI 2l LT, Cisco Secure
Web Appliance Z 7% C& £9, MO FEZ M H LT Cisco Secure Web Appliance % % &3 %
L. URIOFETIT o EN EEE SNET,

ZOFEF, WO THRINTHET,

« AsyncOS API £ ORTHRESA: (1 2—)
* AsyncOS API DAL (2 ~—2)

* AsyncOS API L OZ27cilfE (3 —)
* AsyncOS API DFFFELFRA] (3 ~—2)

» AsyncOS API DER LR (6 X—Y)

* AsyncOS API g (9 ~—2)

Async0S API & FH DRI S

AsyncOS API Z {3 2121, IROFGERDS LB TT,
«HTTP, API F 7 %7 v a il Ensd 7w kab, TLS &l CRE S L7211z,
« JavaScript Object Notation (JSON) . API 73V Y — X DORFENERIAE .

» JSON Web Token (JWT) .

Cisco Secure Web Appliance /@7 Async0S APl O E ]



Cisco Secure Web Appliance [+ Async0S API D ZE |

B Asyncosari oE#E

« cURL 72 &, HTTP <° HTTPS % i fl L T AsyncOS API (2% L CERDBALE & B DZ(E %
T2 7A T NERIZTa I3 07734477V, 79347 b EREITwrII07
TATZ VL, APID S DISEZRIRTE H X HIZISONZ VR — T H0ERH Y £,

* AsyncOS API ~®D 7 7 B ZADFF], @A (5X—) ZHHRLTIEIWN,

*Web A % —7 A AFE7IXCLI ZH L THPME 4TV 5 AsyncOS API, AsyncOS
APLOFNE Q=) ZBBLTIEEN,

Async0S APl D E 31k

ATy T
ATy T2
ATvT3

ATy T4

ATy TH

I L& BHIIC

CLI T interfaceconfig A~ Riz7 7 tBAT&EARZ L %‘fﬁﬁ’%biﬁ“o CLI ’\@77’122753%1
AIENDDITEHEE, B A—NVEERE, 77U MEHEE, BLOARL—FDHTT,

CLI T interfaceconfig 2~ RZfEH 35 &, AsyncOS API EHPITEET,

CLIiZwm 74} LT interfaceconfig a<x }\%iﬁi L\i—é—o
WETDHA L H—T oA AR LET,
AsyncOS APl (=% »7) HTTP Z AT 2720 DIROERIZEIE L ET,

* Do you want to enable AsyncOS API (monitoring) HTTP on this interface? [Y]>Y ’87\7'7 biﬁ_o
® Which port do you want to use for AsyncOS API (monitoring) HTTP?[6080]> '7:‘71'71/ kDR — T 6080
MEZERTDHDR—FEATTLET,
AsyncOS API (=% VU > 7) HTTPS Z# BT 2720 DROERIZEIZE L ET,
®* Do you want to enable AsyncOS API (Monitoring) HTTPS on this interface? [Y]>Y gf]\j] LjfTo
® Which port do you want to use for AsyncOS API (Monitoring) HTTPS?[6443]>:}§7j‘Il/ r DR — k 6443
MEFRTLOHR— M2 AT LET,
G¥) AsyncOS API X HTTP /1.1 Z{Ef L Ci@lE L £,

HTTPS Z#IR L C, kF27BEMITME OFEAFELZME T 55815, AsyncOS API & DZ2720EE (3
N—=Y) EZRLTIEEN,

GE) HTTPS I3 H ICEBERE CHHT22L 2880 LET, APIO N TV a—T 4 7B K
T A Mk, HITP OAZFEHA L E 4,

EHaEEFL, REFELET,

. Cisco Secure Web Appliance [ (7 AsyncOS APl D1 Z



I Cisco Secure Web Appliance [/ [T Async0S APl D E
Async0s API & R 275EE ]

Async0S APl & DEEHEIE
A OFEAEAMHH L TE¥ =7 HTTP #H T AsyncOS API L i@{E T& £,
~

GE)  HTITPS BL O X =7 EEMAOMBE OFEAEEZHEHA LT Web A > ¥ —7 =4 A% CIZLE)
LTWAEEIE, ZOFEEETLARVTLS ZEV, AsyncOSAPIIE, HTTPS & TH{ET5
72O WebA X —TxA4ALRUCAFAEZEZMFEHLE T,

X7_"3701 CLITcertconfig < }‘%'f%ﬁﬁ LT%E%%%%&EL&#O %J”E\ﬂ:/)l/\fli\ :L*"H‘*‘ jj/l) REZITA
TA L VT EZRLTIIZE N,

ATY 72 CLIT interfaceconfig A% Nz {EH LT, IPAEZ—TxA A3 % HTTPS FIEBA & % i B DOFEH
FIEELET, FlHICHOWTIE, 22—V = VA FEREFAF T ~ATEZBRLTIEZEN,

RATYyT3 EHAREFEL, RIFLET,

AsyncOS APl D ER3EE & F21]

OB a T, BAEAFR, APIICT 7 BEA T Aa—HY—u—)L, a—HF—ZT7 7 k& X
HHE/R APl %27 = ) 95 HIEIZHOW TR L £97,

RE (3 =)

/A (5 2—)

v,

amnh

1Ly A

WD 2ODNTNIDTIEEERTDHE, API~D 7 = ZRFFCTE £,

* Base64 = a— FIEA T, API ~DOFT X TOFER L 412, Secure Web Appliance 7 —
P—2H e RAT—REEREFELET,

e~y —|Z b= X —%ET APLERTISON Web F—72 > (JWT) ZfEH L £,

TFGAT v AD—H— #7&747&4A7W%@&%i\mwwﬁ@%%mﬁméh
F9, FEROTFES v X —IZGI R VT o U VIREENROGA, APLIZ401 =T — X v
=V ERBELET, baseod TA T TV EEATHE, LT U v /L% base6d = a— K
R ERmTEET,

JSONWeb F—2Y U FEAL-API U ) DEEE
JWT Z4ERk L, API 7 = U CTHEHTLZ &N TEET,

Cisco Secure Web Appliance /@7 Async0S APl O E ]



Cisco Secure Web Appliance [+ Async0S API D ZE |
B ossonweb r—s o EmRLE AP Y Ty ORE

\)

GE) TITI9AT L AO2—Y—IET 7T 47 ¥4 LT 0 NOREIL, IWT OFhHIRICEH S
%7, Secure Web Appliance X, ZDHMM O IWT 25T X TOAPI 7 =Y % F x>
LET, IWT OFZAM N S LN DOGE, XA L7 7 MIed &L B LOER IWT 2354
Ny A= LR EESNET, APLZ =) TZOH LWEH IWT 25250, #H LW IWT

EERTOVENRH D £7,
ﬂigg POST /wsa/api/v2.0/login
CBIHERREICIE, ROWLAEHEA L E T,
POST /wsa/api/v2.0/login/two_ factor
AXNT |Base6d T a— K 7 LT v VEERLET,
A—4 {
"data":
{
"userName" :"YWRtaw4=",
"passphrase":"aXJvbnBvcnQ="
}
}
BERAY Host, Accept, Authorization
Gf__
GEANY Content-Type, Content-Length, Connection
5f__

OB T, Basebd = a— RN Z LFriyrcal LU, IWT 24+ 3 7 %R0
ij‘o

HoTIL YO IR R

POST /wsa/api/v2.0/login
HTTP/1.1
Content-Type: application/json
cache-control: no-cache
User-Agent: curl/7.54.0
Accept: */*
Host: wsa.cisco.com:6080
accept-encoding: gzip, deflate
content-length: 95
Connection: keep-alive
{
"data":
{
"userName" : "YWRtawW4=",
"passphrase":"aXJvbnBvcnQ="

}
U TILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Mon, 26 Nov 2018 07:22:47 GMT
Content-type: application/Jjson

. Cisco Secure Web Appliance [ (7 AsyncOS APl D1 Z



| Cisco Secure Web Appliance 41+ AsyncOS API D#EE

z7 i

Content-Length: 618

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

"data": {
"userName": "admin",
"is2FactorRedirectRequired": "false",
"role": "Administrator",
"email": [1],
"jwtToken": "eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCI9.eyJlc2VyTmFtZSI6ImFkbWluliwiaXM

YRMFjdGOyQ2h1Y2tSZXF1aXJ1ZCI6ZmFsc2UsImNvb2tpZSI6I1RUCEZOVIFFWTNwWT1ZFMD1DanRMYVR
0eENgdFpiV1J6VFVSQk5VMURNWGRpTWxGMVAUSNN1bGt 5TOhWWk1gbDBUMNBaZDASRVFUMEtcbk8xVkh
PWHBrUnpGbllteEtNVOplVW5CavVYxVjJUbmswITUV4cVFUMEtPMVJIVU1hkT1JsazNUV1JKZFUXRESIZEL

WRWw1VFdwek1FMXFcbl1NUV1NhazVDVDBWRk1 rOUVaM2xTUlVreVRYcGtSazFwIVVST1ZFMHpUbFZXUJAL

e

AsyncOSAPI (F 1 — /L X—ZAD T A7 AT, AP1Z =V OFifHII2—F —Dr—/L T LIZES
SINTWET, kO —LEFHT 5 Cisco Secure Web Appliance @ — 4 —(X, AsyncOS API
W77 BATEET,

< HEH

o« AR —4

o« HRTEAE

« BEHAEY AN L —H

« AR

* Web & HLE

s Web 7R VU o — & HLE

«URL 7 4 V&2 U v 7 E P
o A=)V

VT TFRY a—F—

Cisco Secure Web Appliance /@7 Async0S APl O E ]



Cisco Secure Web Appliance [+ Async0S API D ZE |
B Asyncosari ozsk e

\)

G o SNREREE L —H —|T APLICT 7 B A TEX £,
cFh. BHENOFEEINTIAZ LT —)LE APLICT 7B ATEXET,

 BEEMER A o> —P —D L, RESTAPI ZFEH L TR EEXLETXE T, AL —
HZRLFAHE ) AR L —Z R EOMOTXTOZ—T—F, ZHDDREDERDHZN
Al EInE T,

Async0S APl D E R L &
A\

GE)  APIDFEARR Y A MI2WTIE,  [AsyncOS API - Addendum to the Getting Started Guide for Secure
Web Appliancel] S L T 7Z2E0y,

Async0S APl E 3k

APLITP T B ERICITIRDOEMENH Y £,
« xR IX HTTP F 71X HTTPS B TR EENFE T,
« FERICIT, KOERTHERR URIDNEENTWAEXLERD D 9,

http://{appliance}:{port}/wsa/api/v2.0/{resource}/{resource attributes}

https://{appliance}:{port}/wsa/api/v2.0/{resource}/{resource attributes}
515 D7
®* {appliance}:{port}

FQDN £72 X7 7 I7A TV ADIP T RV AL, TT T4 T 2V ABFET 5 TCP AR—
MESTT
® {resource}
VAR—=b, bTodRor R BRE OBy 2Rl T7EALES ETDY
V—2TT,
® {resource_attributes}

WL, VY—2ATHR—-bFENTWBEHTT,

« FHERITIE, 2—F— Z LF U X VEITEDRRIEN Y ¥ — 5 B0 5 LERH Y £
—gqo

o Ny BT =7 X —FETe AP R CTLIRITA R 4172 JSON Web b—72 > (JWT) %
R LES, FEMIzOWTIZ, [JISONWeb h—2 %2l L7- APl 7 =V OFR:E] &5
LT EEN,

. Cisco Secure Web Appliance [ (7 AsyncOS APl D1 Z


https://www.cisco.com/c/en/us/support/security/web-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/web-security-appliance/products-programming-reference-guides-list.html

I Cisco Secure Web Appliance [/ [T Async0S APl D E
Async0S API [ .

o BEORIZIEL, AKRBERETHOLENH Y £,

application/json

« HTTPS O HE OFEAEZMH) B THE S -ERICIE, CAFEHEZ SO LENRH
DET, 72L& ZIE, cURL DA, APLER T CAGEHEZ RO LY ITHRET D Z LT
xFE7,

curl --cacert <ca cert.crt> -u"username:password"

https://<fgdn>:<port>/wsa/api/v2.0/{resource}/{resource attributes}

\}

GE)  APIERTIX, RXFLNLFRREREIN, ZOV=a2 TV TRTEICANTLILERDY
i‘g—O

Async0S API 5%

DB arTIE, WWEDEERaVR—3 2 b EESEIELRHTTPE T —a— RiZHW T
S L ET,

BT R—x b (T—=)

s HTTP 52— K (8 X—)

WEDEEGZIVKR—FRU K

= ek S B Bl

AF—HF A a—RLHE HTTP JGE 2 — R HTTP i = — K & B,
FH (8 _—) &M
LTL7E&EW,

# ¥ — | Content-Type | application/json | 2 ot — VRLDHRERT,

D
| ComentLength | i it Ty MR BIERLORS,

Connection |close BstHOA 7> 3 v,

Cisco Secure Web Appliance /@7 Async0S APl O E ]



B nwresza—¢

Cisco Secure Web Appliance [+ Async0S API D ZE |

aviR—%2 b

B

A v —URYL

=

EPSE 43

A w7 — U ARILIE Content-Type ~ v ¥ — TJE
FEINTBATT, RIS, AvE—VARID
aUR—=R MERLET,

1

Gx) totalCount (X, T —# ¥ v h Tl

URI, API ~D R THE L7z URIL,
151

:"/api/v2.0/config/"
NGB TN—=TRHNT B4,
51

reporting/mail security summary
Jgx Y IRT A=K
!l

startDate=2017-01-30T00:00:00.000Z&endDate=2018-01
30T14:00:00.0002

TI7— (27— AR BDHR) , ZD=
VAR—R M, AvieE—T, a— R,
BXOEHAD 3 >Oa L R—xk MR
LET,

!l

"error": {"message": "Unexpected
attribute

- starts with.","code": "404",
"explanation":

"404 = Nothing matches the given URI."}

Ay —UARIIZZEDOH va ({}) BE
FNTWDLEA, AP N7 =V IC—%%F
Hla—RERDTFONRN-TZZ %
FLET,

INDT—HA Tl bOET
T (ULIT—7 A THRRE
NOREROGE) . o) T
T, 774/ P T-1 PEINE
T

HTTP it& 31—k

WIZ, AsyncOS API IZ L > CTilRED HTTP JE 2 — KOV A &R LET,

200

. Cisco Secure Web Appliance [ (7 AsyncOS APl D1 Z



I Cisco Secure Web Appliance [ Async0S APl D E
asyncos APl st ]

. 202
« 300
. 301
. 307
« 400
. 401
. 403
. 404
. 406
. 413
. 414
* 500
. 501
. 503
« 505

B O HTTP IS o2 — RO YW T, RO RFC 22 L T E &0,
« RFC1945
« RFC7231

AsyncOS API #&5E

AsyncOS APL Z i35 &, kDA 7T Y DIFRETIGTE X7,
» Web A API
« LA API

Cisco Secure Web Appliance /@7 Async0S APl O E ]


b_WSA_API_14-6_Guide_chapter2.pdf#nameddest=unique_16
b_WSA_API_14-6_Guide_chapter3.pdf#nameddest=unique_17

Cisco Secure Web Appliance [+ Async0S API D ZE |
B Asyncos apiigse

l Cisco Secure Web Appliance 1+ Async0S API D E



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



