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C Receive HTTPS request from client.>

Is the user not authenticated and is the authentication surrogate
type an [P address? If Yes, how is the HTTPS Proxy configured
for the “HTTPS Transparent Request” setting?

Vs, action is Deny. Yes, action is Decrypt.

lNo, user is authenticated, or surrogate is cookie.

| Yes, action is Drop. Is the URL category of the request URL in the Yes, action is Decrypt.
b Decryption group’s list of custom URL categories? Yes, action is Pass-Through.

iNo, continue to Monitor

No, action is Drop. - " ion i
4—{0 action 1s Jrop Is the server certificate valid? }—rxp;,No, achon is Dsirypts g

iYes, or No, action is Monitor.

Yes, Drop. Does the reputation score of the destination
server indicate to drop the connection?

lNo, continue to monitor, or Web Reputation is not enabled.

Yes, action is Drop. Is the URL category of the request URL in the Yes, action is Decrypt. 4, |
Decryption group’s list of predefined URL categories? Yes, action is Pass-Through.

lNo, continue to monitor or Yes, action is Monitor.

o

Is this transaction to an application and is the HTTPS Proxy Yes

- b
configured to decrypt applications that use HTTPS?
iNo, continue to monitor.
No -
4{ Is Web Reputation enabled?
No, action lYes
s Drop. o
No, action Does the destination server (No, action is Decrypt. ]
is Monitor, have a reputation score assigned? No, action is Pass-Through.
iYes
Does the reputation score of the destination server Action is Decrypt. Nop|
indicate to pass through or decrypt the connection? Action is Pass-Through.

ion i : . ¢ - Action is Pass-Through.
<—{Am°n E DA What is the default action specified in the policy group? }—g_.ctmn 1 e

v

iAction is Decrypt. Pass througﬂ
v i
Drop Decrypt traffic and then evaluate W‘ connecton.
connection.

Access Policy group membership.
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( Receive request from client. )

No

Compare the client request against the next
(or first) Identification Profile in the policies table.

l

Is the current policy group the global policy?

Yes

No

h 4

A

No

Is the transaction assigned to one of the policy group’s configured
|dentification Profile, or does the policy group use “All Identification Profiles™

Yes

v

A

No

Is the current time in the policy group’s configured time range in the Advanced section?

Yes, or no time range defined
v

A

No

Is the client subnet in the policy group’s list of subnet(s) in the Advanced section?

Yes, or none defined
v

A

No

Is the proxy port in the policy group’s list of ports in the Advanced section?

Yes, or none defined
v

A

No

Is the user agent in the policy group’s list of user agents in the Advanced section?

Yes, or none defined
N

A

No

Is the URL category of the request URL in the policy group’s
list of URL categories in the Advanced section?

Yes, or none defined

h 4

A

Is the user one of the authorized users listed in the policy group?
(List of authorized users can be a list of user names, user groups, all authenticated
users, guest users, or All Users. If the policy group only uses Identification Profiles
with no authentication, then all clients are authorized.)

|
v ¢ ¢
< Apply the Decryption Policy group settings to the client request. )
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Before you begin

HTTPS 7B XL & A X —T7MIT D&, 77 8ARY —NO HTTPS HHO/L—L3T 4
=T Web 7 2 ¥ UNIHTTP HOMA— V2 LT, 5 SH/AHTTPS F 77 1 v
7 BB LET,

Procedure
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Fax T HICTFHENTEY ., 277R8— MIHTTP BLOHTTPS 72X & L THEKRTXET,
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[HTTPS i@ 23Kk (HTTPS Transparent Request) |27 2 a > T, U TFOF T a rOWTnzEERRL
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* Decrypt the HTTPS request and redirect for authentication (HTTPS ZERKZ1E 5 LT, FRFED7=DIZY XA
L7 8 T5)

* Deny the HTTPS request (HTTPS Rz 553 %)

ZORER, BEEF RS = E LTIPY FLRZHERATE F T H7 va V20T, 2= =R E 72505
SN TV RWEEITEH S ET,

Note
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What to do next
&R R
« FEBAEORGE & HTTPS O 5 O HE, on page 11

— A

HTTPS k5 7 « v o O 1
Web BX=2 )T 4T 74T A BNEZRY > — F—7 (2 HTTPS S5 2Rk 2 E 0 24T /=
%, HmEsRIL, FORY) — SN —TORERELMWELET, EERY— L —TF0D
BHRET, TTIAT UV ANEGEZE ST, Fay 7450, £33 AZL—F50n
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URL 53 ERBABL O AZ LD URL A7 VIOV T, HTTPS EsR CTHELT
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Note
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<3 Y (Default
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MICEE L T DREN RGBT T IA TV ANFATT DMERNH LT 7
VarvERETEET, [T 74/ T3 (Default Action) ] %12
HH BRETHIR) =T N—TDV %7V v 7 LET,

Note

RESNTT 74NV ET 7 vaid, FTENHREN, URLIZT TV &
Web L E 27— a3y 2a70EL B HEINTWVRNGEAIZO R,

N H a8 LET, Wb b BaTr—Tar 70027
NTF A= NOBREE, T7HNV 8T 7 arh, URLATIUD

Monitor 77 ¥ g N —HTH5T_RCO ST o7 va v ic@isns

T, Web LB 2T —Tar Z4 XV U ITRARX—=TIVDLEIT, A2
T2 LD A M Monitor 7 7 3 a UINBIR SN TWABEICDOH, T
TN T a rMERENET,

Web L EaT7—3 g AaT7BNEWEEIb T 7 4 v 7 B30 %R 9 521%, [HTTPSZ & &%
TEXE  (HTTPS Proxy Settings) | X—® [f5 472 3 > (Decryption Options) | &7 3
WD [T 7V r—a RO DI85 (Decrypt for Application Detection) | 472 a > %
A7 L TL &,

WO, TTT7A4T 2 ANKEEDE SR Y 2 —% HTTPS FRIZHE| Y Y T%Il, £DHRK
THEITT DT 7 v a v BRETDHHEEZRLET, B ——DWeb LE 2T — =3 A
AT PEHEE D DL L EIZZT TR, ZO/MRIL, WEZ72—D2 2081 Tl Eh
F, ERIE. Weblb B aT—yaryRaroRay 77y a ik, E#FEHDURL B
TAVIHEESNTWEHHWET 7 v a BT HZ LICHEBE LTI IEEN,
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C Receive HTTPS request from client.>

v

‘,EFTavm

> Yes, action is Deny.

Is the user not authenticated and is the authentication surrogate
type an [P address? If Yes, how is the HTTPS Proxy configured
for the “HTTPS Transparent Request” setting?

Yes, action is Decrypt.

zz I}

lNo, user is authenticated, or surrogate is cookie.

| Ves, action is Drop.

Is the URL category of the request URL in the
Decryption group’s list of custom URL categories?

Yes, action is Decrypt.

Yes, action is Pass-Through.

iNo, continue to Monitor

No, action is Drop.

Is the server certificate valid?

iYes, or No, action is Monitor.

Yes, Drop.

Does the reputation score of the destination
server indicate to drop the connection?

lNo, continue to monitor, or Web Re

putation is not enabled.

Yes, action is Drop.

Is the URL category of the request URL in the
Decryption group’s list of predefined URL categories?

Ye

Yes, action is Pass-Through.

lNo, continue to monitor or Yes, action is Monitor.

Is this transaction to an application and is the HTTPS Proxy
configured to decrypt applications that use HTTPS?

Y

©

S

iNo, continue to monitor.

No

Is Web Reputation enabled?

No, action

lYes

A_is Drop.
No, action
is Monitor,

<

Does the destination server
have a reputation score assigned?

No, action is Decrypt. A
No, action is Pass-Through.

iYes

Does the reputation score of the destination server
indicate to pass through or decrypt the connection?

Action is Decrypt.
Action is Pass-Through.

No, action is Decrypt. A

s, action is Decrypt. Ay

v

Action is Drop.

What is the default action specified in the policy group?

1Action is Pass-Through.

|

v

: Drop
connection.

BEEAXTLaVDEE

Before you begin

HTTPS 7' 12 % DA F—7 L1k, on page 5C

iAction is Decrypt.

v
Pass through
connection.

Decrypt traffic and then evaluate \‘
Access Policy group membership. |~

ThoZ ezMRLET,

Procedure

AT T [BEX=2 VT 4% —E A (Security Services) ]>[HTTPS” 13 (HTTPS Proxy) ] IZBEIL 9,

S LXK 9lc, HTTPS a3 4 r—7 )L
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BEAX T ay

lE-IUII:I

A
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ZOHTTPS b7 W7 ¥ a VORNGRIES N TV AR W — —(ZE 5 & ]
LT, REEEIND Lo LFET,

T Ra—P—@moni-
OO

AsyncOS Ny R a—HF —@HE £ R TEDH LB ZZFTLET,

Note

SEHENEZITH Y, BRI ES Py 7T K ICHRESN TV EEE
. B &N o s aroTr s arynRmY) v— FL—
ADFEATRC 15 SIVET,

TV R a2 —W MBI E
D= D=

:@Hnm%iyﬁﬁyay@%rwm@fm%y*%ﬂmﬁbfw&w
=Y |TH B AT AL, AsyncOSAT L R 2—HF—DiRISE 4 FRTED
Kot LFES,

TN r— g RO
7= D1E =

AsyncOS 73 HTTPS 7 7' VU r— a v &M+ 2 ikfe 258k L £3,

FORE & & U HTTPS ##5i

HTTPS #ft L

A Y TORGEL, LLTDOX A TOERTHEMTE £,

TF7oay

Bl

B RO E R
(Explicit
requests)

e X &34}7»‘/] nun 75‘74-{2 7/VT35)6 if\_
X T ITITAT ]‘nunEi))/l)Z‘ 7/]/'(\ Yol — R NP X—AT
H5b

1SN
(Transparent
requests)

e F— RN IP R— AT, PBAEDEZNA X —T L, £20%
e F—FNIPR—AT, 7747 FOALIENCHTTP BsR A2 LT
BREE TV D

JL— REEBRE

HTITPS 7uXit, 77 IAT VAT v 7 a—RKLEMEBESX— 77 A Ve NL— NiEAER
ERALT, VI 74 v 0 BEELET, T I9AT AT v7u—R45H/1— hEHEY 7

A I LB —

¥ A,

77 A I, PEMIEATH D LN H Y £9, DERERTYR—FSh T

N— PREAEORHIZ, LFOL S ICANTEET,
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cHERT B, EAMARREFTREANLTHD, RELEI VI TDHE TTIAT A
23, FRY OFEE L MEX— 2 AR LET,

T ITA—KT B, T T7AT L ADOINEBTER SNIZGEHE T 7 AL & T —T
HRBX— Ty A NET v 7a— KT £,

\)

Note /- /L— FiBRERICE > CBL SNZTMEEHEELZ T v P u— 452 T £, Web
TaXx Rt — N—FEHELEHT A L, Ty e — FINZAEAE L LI, RS ZEE
BENZ FA T TV r—a AGRMEESNET, 20X, 7947 N T7 ) r—
Va UHMEHET B — MNRRERIZ L o THRIGEAENEZESA SILTWAIRY . 77 ) r—a v
TR SN —"—FEHELEE L 7T, FMc oV T, GEHEB LT —I2o0TaS
LT 7ZEn,

Web X2 T 477547 A PMER LT L— FEEAZEZUET A8513. LTFoWTih
MNEEINTEET,

JL— FEERAZEZZITANS LS ICa—F—I2@BHMLFET ., N2 —V—I1z, BEOH
LWARY —ZOWTEE L, MR L — FEEAELY, (EE XA/ LE LT
ZIFAND LI R TEET,

cHDSAT U RIIUIZI—FEBAEZEMLET, XY FT—T EOTRTDI TAT >
<z, BETEALV— R/ E L TV— FMEHEALBIMTE £, £ 9T,

ﬁ747/%77)& va VTHBIICV— FEHEEZ RO N T U v a U EZITA
NHEHZ0 F£3,

Procedure

ATV T [BEX=UT ¢ —E A (Security Services) ]>[HTTPS” =% (HTTPS Proxy) | (ZBEIL £7,
AT 72 [REDOHE (Edit Settings) 1227V v 7 LET,

RAT9 T3 AERELIETT v 7 r— NS EO GEAEO X 7 v — K (Download Certificate) ] V> 27 %27 U »
7 LET,

Note

JIAT v b= THFHED T —RNERRENDATEEHZE S TIZE, Wbt X2 VT 47774 T A

WZ— MEEEZ AR EZITT v 7o — FLERICELTZEFELTNRD, 27947 0 F vV UISEES
WAL, ZOBRICT T IAT UV ANDERELZaI v N LET,

iFEBAZENHRETE HTTPS DIEENEE

Web X2 VT 4T 7747 ATEAEERIEL T, 2TV ERELTESLE
K
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&R R
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2 72 AR O WLEE O FX TE, on page 14

« AFHELNAT —H ADF = v 7 DA T 3, onpage 15

EGAEAEDNE

TIIAT o AZ, B — N—FEHEICH LT, UTFDT 72 a D1 DEFTTEE
B

- Yk,
- 1ES
cEZA,

BHROEBRTENE G LHAHE
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T, HTTPS 7m ¥ %, BT R0 — FNEERICEH SN T 7 v a v a7 LET,

ZNLUSN DT RTOLEAENE, RRHCEE ORI L0 T8y 7Y — S—FEHEIZ% LT HTTPS
T xlE, HIRBLSANEKEDOT 7 a Do ERIEOT 7 a v ~DNBIZT 7 v a v EFEAT
LET,

ESSNEBRO. EETESLEVERAZOES

Web B X2 U7 477 T7A47 2 PEGRANELHRN L, #EaETT 2L 0ICRESN
TWDEE, AsyncOS 1T, BB TERWVIEAELERLET, = F a2—WFix, izt
AILD D, ?Eé?“é%%b% 0 FE9, FEHEDO %4 1L [Untrusted Certificate Warning | T3,

_0)4n%‘}5fé°f£b\nﬁﬁﬂi%1*$ﬁfé? DAEAEOY A MIBEMT 2 &, = Fa—W— |38
ZTANDDEET 02 RIRTE <R £7,

W HTTPS RS04 v o EHIWS ZESRY O —DOERK



| HTIPS b5 T4 v o £4IET HESHRY S —DHER

r—riREs s UE—07y 7o—F |

AsyncOS 1, T D DFEHEFEOWT N EZ LT H & X1, [Signing untrusted key) F 7213
[Signing untrusted cert] & WO TF A hDTuF vs = MU E2EKRLET,

JIL—REBRES L UXF—D 7y T7O—F

ATy
ATvT2
ATv73
ATvT4

ATy TH

ATvT6
ATy 17

ATvT8

ATvT9

Before you begin

HTTPS 7 u ¥ %A Xx—7 /M LE T, HTTPS 7' 1 % 2 DA x—7 L1k, on page 5.

Procedure

[Ex= VU7 ¥ —E R (Security Services) ]>[HTTPS” = % (HTTPS Proxy) | IZBEIL 7,
[RREDOHmE (Edit Settings) 1% 7 U v 7 LET,

[7 vy 7 r— RENFEHE L X —% M (Use Uploaded Certificate and Key) ] Z 3R L 7,

[GEWE (Certificate) 17 4 —/L R C[ZM (Browse) 127 U v 7 L, B—A)b~ ¥ AIRF ST DAL
AET7 7 A VBB LT,

T w7 a—RT57 7 A VEROGHAEELIEF—BEENTWDEHE, Web 7rF L7 7 A LND
SEHHOGEEE 2T —2H L £,

[F— (Key) ] 74—/ RT[ZMH (Browse) |27V v 27 L, EX— 77 A VIIBEILET,

Note
F—DR XX 512, 1024, F7/2152048 By hTHAIVERH Y £,

= AL STV AEEIEL, [F—Ek o b Siv T ET (Key is Encrypted) ] Z3#IRL £ 5,
[Z7ANVDT v 77— (UploadFiles) 1227V > 27 LT, iEEBIPF—DT7 7 A L% WebtF 2V
FUATTIAT AR L E T,

7 w7 — R ENTZFEHEOEHN [HTTPS 7' 1 % Vi € & Mt (Edit HTTPS Proxy Settings) ]~3— 123
RENET,

(EE) REAZEOX U v — R (DownloadCertificate) (%27 Vv 2735, Xy NU—27 LD T4 T
T TV = a SCGERHE IR TE £,
EEEEEL, RMFELET,

HTTPS 70X L HDIMBHAER L UF—DAER

Before you begin

HTTPS 7 u ¥ %A 32— /M LE T, HTTPS 7' 1 % 2 DA x—7 L1k, on page 5.

HTTPS 57« v o 24T 285K ) o —nim [



HTTPS k5 7« v & &Hl#HT 58S K o —ER |
B =vsaszonzozz

Procedure

ATy F1 [BX=2VUT % —E A (Security Services) ]>[HTTPS” =% (HTTPS Proxy) ] IZBEIL £9°,

ATw T2  [FEOHE (Edit Settings) |27V v 27 LET,

RT9 T3 [ERSNIZFEE L ¥ —% i (Use Generated Certificate and Key) ] &R L £7,

ATy T4 [HLVIEHE L ¥ —% 4% (Generate New Certificate and Key) 1 %2727 U v 27 LE7,

ATy 75 [FEHEL X —%£RL (Generate CertificateandKey) | %A 717K v 7 AT, — MiEHEICERT D
WEANSTLES,

[H£384 (CommonName) |7 4 —/V RiZid, A7 v =2 (/) ZFR<AEED ASCIH XFE AN TEET,

ATv 76 [4Rk (Generate) 127V v 7 LET,

ATy ARINTFEHEOE RN [HTTPS 7' v X U3 E 4w (Edit HTTPS Proxy Settings) ] ~<X— VIZFR I
£,

ATvT8 (EE) [REAEDO X 71— K (Download Certificate) |27 U v /7 325¢, Xy NI—2 LDV TAT
VAT TV = a VICGEEHEAERETE £,

ATvT9 (EE) [FEAZEBEALERO X 7 v— K (Download Certificate Signing Request) ]V > 27 %227 U v 7 3%
&L REREEAER (CSR) #WFER (CA) ITHEETEET,

ATV 10 ((TE) CANLEBEAFMNESEHELZE LK, ThE Wb EX a2 VT 4T T IA TV RAILT v 7 r—
FLET, ZOBREZ. 77747 ACTIEHEZER LZRIZNSTHIITTEET,

RTvITN EHEEZRELHEELET ((XF (Submit) ] & [AEZME (Commit Changes) ]) .

BIGIAZEDNEDERTE

Before you begin

HTTPS 7' v % 2 DA x—7 )Lk, onpage STt L7 L 912, HTTPS 'k 23 r—7 )L
ThHrZ xR LET,

Procedure

ATV T [BEX=UT ¢ —E A (Security Services) ]>[HTTPS” =% (HTTPS Proxy) | (ZBEIL £7,
ATy T2 [REOHE (EditSettings) 1227 U v 27 LET,
ATV T3 EPAECT—DIATTLIC, TuXxvond (FayJ, #85. £E=4—) 2E8HLET,

EAETIS—084 7 |G
HIREI BUED RASA, FEREOAZEIHMZH Y £,

W HTTPS RS04 v o EHIWS ZESRY O —DOERK



| HTIPS b5 T4 v o £4IET HESHRY S —DHER

HAEEHRF—420Fzvo0tTva |

MHEIS—DE,4T  |BHHA

RA NG DAR—E FEAFIZH DB A M, 7 IAT BT 7EBALE ) & LA MAIZ—

FLEHA,

Note

IR 7255 — R CRBE SN TV AHEIZOHR, Web 7B F IR A MM,
OBREEFITTEXET, BBT— FTREBASN TV AEAIL, s — 13—
DRA RGRDILRN (B> TWADIZIP T RLADKZTYT) 72, &
A ML E Y — N—3FHEDFR A M L TEE R A,

wi T & 72— RRERE [/b— PRSRER £ hERERER SR S L EH A

/AT T
M2 0B A REA BAGEAFICHERH Y £,
ELh7e U — 7 R U—7FEHFEIC, HE, Ta—F, FREAR—BR CoMEREELE L,

FoMDOTT— X AT |(MDIFEAEDTZT— XA T1L, T 54T AN HTTPS —/3—& @D SSL

N Ry 2 A 7 HFETTERVWI ENFER T, b= —GEHEOFEMR T
7— Y VAT D IEHIC OV T,
http://www.openssl.org/docs/apps/verify.html 22 L CT< 72X\,

ATy T8 BEEFELCHELET ([&F (Submit) ] & [EH ZHE (Commit Changes) ]) .

AAERNRAT—FRADF IV IDATay

FATRRER S REAE 2 R ST E D MERET 7202, WebtFa VT 477747
Z TR, ROFGETRITRIERE T = v 7 TEET,

)

« SFBAZE %) X b (Comodo SEBAZDH) . Web X = U T 4 775 A 7 A IZ Comodo
DOFEAERNV A b E2T =7 LET, Comodo iX, ZDV A MEMBADKRY —IZHE»
THEHFLUTHERLET, REBICEHSNEZARFICE>TIE, Webt X2 VT 477 I747
VANRTF v 7 LIERR T, GEAERDY XA R E L 2o TV D ATEEMER S D 37,

cFUSAVEBAERT—H X A LO)L (OCSP) . WebtX a2 UT 4 T T I7A4T A
N, FBITRIER TRIAT —Z A2 VT NVEA L TT =y 7 LET, BITIRGER 2 OCSP
ZHR—=FLTWAESIE., VITAEZA L AT —F A F = v 7 DO URL BiFAEICE £
NTWET, ZOKRIZ, BillA A M=V TIET 74V FTA RX—=T MR, FHT

774V N TF 4= NI F7,

Note

Web X2 VT 4T FI3A4T 2%, OTRTCOHETERNTHSZ L 25E L., OCSPURL
E A TWBHEFHED OCSP 7 =) —D L x FEIT L £,

HTTPS 57« v o 24T 285K ) o —nim [



HTTPS k5 7« v & &Hl#HT 58S K o —ER |
B v7rsqrosmrs—azFryr0mmiE

FEIEE
s UTNEA LDRNAT —H A F =7 ODFL, on page 16

o« B 7R E O ALFR O AE, on page 14

DT IEALDEHAT—F A FvIDEHE

Before you begin

HTTPS 7B X VN A X —T7 NV THDH I L MR LET, HTTPS 7' u X DA % —7 /1, on
page 5SZZML T 7EE W,

Procedure

ATY 1 [BEXx =2V T ¢ —E A (Security Services) ]>[HTTPS 7’13 (HTTPS Proxy) | (ZBENL £7,

ATy T2 [BREOHE (Edit Settings) 1227V v 7 LET,

ATV T3 [T LFHERAT—Z X 71 ba)r (OCSP) ZH#hZT 5 (Enable Online Certificate Status Protocol
(OCSP)) | ZiEIRL £7°,

AT v T4 [OCSPHE RALE (Result Handling) | D47 0 37 4 2% E L £,
VAT, OCSP RO AT v a v, MRRRENEDOUEDOAT v a L ERILT 7 v a VICRE
TLHZEEHRLET, & 2T, [E=F—T 2HRUINGEHFE (Expired Certificate to Monitor) ] & 3% &
TLHGEIF. TE=F—T 2 RMEEHELRELET,

ATvTE  (EE) [ (Advanced) | EE 7 v a B L, UTORTCHEHAZRELET,

TJ4—ILK4& i BA

OSCP AWNISEx v v | A%&h72 OCSPINE % FHflEst 9~ D AN 2, HALEH () © 20 (m) | B

Ta BALT TR M (h) . £721FH ) . 774V ORI TT, BRREHIX 1 ~7H
(OCSP Valid Response | T,

Cache Timeout)

OSCP fEZNISE ¥ v v | )72 OCSPINE % Pl 3~ D ANk 2 e, HALITR () « 20 (m) | B
Ya AL LT T b M (h) . £72FH @) . 7740 NOBEMIITT, B EMIX1~7H
(OCSP Invalid <7,

Response Cache

Timeout)

OSCP R v hU—2 x |JRE N2 7o 71412, OCSP BN 8 & 7 L3 A 2 Bt 9 2 el AL
T—=FvvraZALFH () . 2 (m) . B (h) . £7203FH (@) . AR 1 D~ 24 FFfH
7 7 kb (OCSP Network | T,

Error Cache Timeout)

W HTTPS RS04 v o EHIWS ZESRY O —DOERK




| HTIPS b5 T4 v o £4IET HESHRY S —DHER
gaczoL—rinE

TJ4—IL K% SR BA

RNy 7 ZA|Web X2 VT 4T 7 T7A4T A & OCSP M OB THR SN DR ERFE D
& = — (Allowed Clock | Z= D KAE, HALIFR (s) F72135 (m) . ARh7#MHIX 1~ 60 /3 TT,
Skew)

OSCP JEE R RIRE | OCSP IGZA D> & D JE 2 Rt 2 REM O e KA, B 2072 &iHIX 1 #~ 10 43T
il (Maximum Time to |9, OCSP VAR X ZMHTX 72512, HTTPS ExR~D > K 22— —
Wait for OCSP T B AORIEERENET DI, BOWHIMERELET,

Response)

OSCP F = v 7T v |TyvT AN =L TuaXvOs/ N—"T"4%,
TAR) =L T uFy
Z 4 (Use upstream
proxy for OCSP
checking)

Ty T AN —=LT 0 AT HF—N—DIPT RUAEZIIARA My, ZAOFFEIZTHILHTX
XUMBERANT D — | T,

73— (Servers exempt
from upstream proxy)

AT 76 BEAEFELTCHEELET ([XF (Submit) ] & [EH ZHE (Commit Changes) ]) .

EEETEHI/)L— MEEHE
Web X2 UT 4T 7747 AL, BETEDL— MNEAEDO U X MRfFREL, Zhd
MEFF SN ET, BHEHTE DHFHELFE SO Web 34 FTld, EEIINLEH D T8 A,
EHECX DREED Y A MIGEHELZBM L., HEEMICFEAZEZHIBRT 5 &, [ TX 5
EOYVANEEHTEET, Wb X2 VT 4T T ITAT VAT, 77794~V A NS
FEAEITHIBR SN EF AN, 2—F =2 GEHEOEHEE B cE £3, TN T, BETES
U A M BREBESHEREEMICHIFR SN E T,

EHETES )R MADIEHEDEM

Before you begin

HTTPS 70 X v NBA R—T N ThHZ L &R LET, HTTPS 7' 1 ¥ DA Rr—7 /L, on
page SEZML T 723V,

Procedure

ATV T [BEX=UT ¢ —E A (Security Services) ]>[HTTPS” =% (HTTPS Proxy) | (ZBEIL £7,

I HTTPS 57« v o 24T 285K ) o —nim [



HTTPS k5 7« v & &Hl#HT 58S K o —ER |
B zaczsuzrrooanzonk

ATv 72 [EHETX 5/ — FEBHEDOEEL (Manage Trusted Root Certificates) 1 %727 U 27 LET,
ATY T3 [ A=k (mport) 127V v7 LET,

ATv T4 B Browse) 127 ) v 27 LCERET 7 A VITBEI L 7,

ATY TS BFEEEGFLCHELET (XE (Submit) | & [EEAME (Commit Changes) 1) .

[B1 A% DG HEF A v— B AEB#E (Custom Trusted Root Certificates) | U A T, 7 v 7 m— K L7ZiEHES
ELET,

EETEDS) X MO L DIEAEDHIRR
Procedure

ATY T [BEXx=2VUF ¢ —E A (Security Services) ]>[HTTPS 7’1 (HTTPS Proxy) | Z&RL £7,
ATY 72 [EHEHTE D/ — FEHEOEE (Manage Trusted Root Certificates) ] %27 U v 27 LET,

AT9 73 URANPOHIBRT 2REAEICKHET 5 (G A2 4 —/3—F 4 K (Override Trust) ] T = v 7 7R v 7 A %8R
L\i‘a—c

ATy T4 BEFEEEGFLUCHEELET (XE (Submit) | & [EEAMEE (Commit Changes) 1) .

HTTPS FS 4y O DIL—T 145

T ITAT 2 RO~y X —IRAEEITODIERIZE SN THTTPS h 7 %7 va v EL—TF 4
v 79 % AsyncOS OFEREIIIRER ToH Y . @i HTTPS & B7R HTTPS TRV £

TFoay R AR

i HTTPS | 1% HTTPS OEA1E. AsyncOS X7 T A 7> D~y X —ERIZT 7 & A
TEFEHA, LEBRST, =T 4 IR —F @7 a 7 7 A 5
T TAT by B —NOFERITIKTE L TW DA, AsyncOSIT/L—T 1
TRV —ZHEATEEREA,

BH7% HTTPS HI7R HTTPS O%54 . AsyncOS 1&, 7 74 7 v b ~v X —NOLL T OFERIC
T I EREATEET,

« URL
< SRR — R EE

L7=M-> T, B7-RHTTPS b7 %7 2 3 Clik, URL F72i3AR— FEFIC
EoSNWT—T 4 R —%RETEET,

W HTTPS RS04 v o EHIWS ZESRY O —DOERK



| HTTPS F5 71 v o £HET 2EEKRY S — 0k
ESLMTTPSAIRED b5 T a—F1>5 |

S EMTTPS/EERREZED FS TNV a—T a4 29

«URL W7 =V HHEZREN LTV DBA—TF 7 B —IZ XD HTTPS A b ~DT 7 &
A

« I[P RX—2DY b — | LFEHERE E T HTTPS

« BrE Web YAk DIEZ DA SR

e T T—hF X2 VT A REAEICEIT A ME (Problem with Security Certificate)

I HTTPS 57« v o 24T 285K ) o —nim [
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