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Before you begin

Web 7 ¥ B A =T NI LET,

Procedure

RTY T [BEX=2UT 4P —E A (Security Services) ]>[Web”' 123 (Web Proxy) ] ZiEIR L £7,
AT T2 [REDOHSE (Edit Settings) %27V v 27 LET,
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7 4 v TG X A 7 (IP Spoofing Connection Type) ] 1% (2 [FA7RAY (Explicit) ]1Z
%0 ET,

Note
BIRLIZIP AT —7 ¢ T # A 71X, A4 7 « 7 FTP, HTTP, 3 X O'HTTPS
DOFT_RTOHOFa haVIEHSHET,

N—F 4 TR —ZIP A S —T 477 a7 7 A AEBENT 2%, keSS
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BLL

KBEIERED & A L
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Ko7 arNET L, TOMDOT 7T 4 BT 4 3B S no 21412,
Web 7 axT N7 T4 T PERTT— =L OEREZHVEZEFICL TS &K
e (RPHLL)

[V547 > M (Clientside) |, 7 747 > FEDEHDZ A LT T ME,
o [B—/\—1fll (Server side) ]o Hr— =L DEHHD X A LT T MH,
INOLDEERELSTDE, PV EEITRo TV DRFFER S 4, #

DFPICERL SN DA — 3=~y FMER L £, 72720, Ik 72 AR O K
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(Generate Headers)

BORICET D mE = a— R 3o~y X —2/ElR L TEIML £,

« X-Forwarded-For ~» #—|%, HTTP ZERZHFE LI FA 7 FDIPT R
AxxTra—RLET,
Note
eIy 57‘—0)35:_&%%5%“//%‘77;”5 i, advancedproxyconfig CLI < N
@ Miscellaneous 47" = > THTTP X-Forwarded-For~~ v # — % @i Xt %
9°73? (Do you want to pass HTTP X-Forwarded-For headers?) | % L &
R

cBURBIZRERR T v AR Y — A TR M LT, 7o X U RRERC &
Y 2—P—FRRERCT 7 £ AR EZEE S DITIE, DD~y X —Eink
TOMENDY £,

o BWW HTTPS BROGE, 77 T7A TV AEXXFF~y X — %5 TXx &
i, HARNESROGE, 77747 2 AT ER T%(5 S5 XFF
~y X =% L, SSL b RO XFF 2 5 L7229,
X-Forwarded-For lI2 X527 547 FIP 7 KL ADEBIN HTTPS 2
FERICEAINDZ 1T A,

* Request SideVIA ~v X —1X, 7 74T 2 "inb Y —"—~OERNEIET 5
Tadxvhkrra—RLET,

* Response Side VIA ~ v X —X, H— =067 T A7 b ~OERIHEIHT
Haxvakrra—RKLET,

Received ~ > & —®D
£ H (Use Received
Headers)

Ty AR —ATr¥ L UTRMENTZ Web 7rF Ui XU X MY —24
71 ¥ U HEE STz X-Forwarded-For ~> X —%&{FH L TZ F4 7 > k&5
TEDLHEIICLET, Web 7uFxid, VA MIGZENLTOHRVFETLNED
X-Forwarded-For ~v Z—®M 1P 7 KL A &Z 7 AL EH A,

INEAR—TNCTIHERF. XA N —A T EFniin— KT
YOIPT RUABRMKETT (7 Ry PRFARMIZANTEERA) |

HPH B R DA
(Range Request
Forwarding)

HPFHESR DR E A R — TV E 2T 4 B — 7 ST BT, [FFAE R DX
20t (Enable Range Request Forwarding) | = v 7 AR v 7 A& L3, M
DNTIE, Web 77U r—3a DT 78 ADOERESR LTI IZE0,
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AT9TE EREEEEL, RFLET,

What to do next
*Web 7’1 % ¥ % v =2, onpage 7

¢« hTURART LU RN UF A LT a DRE

O ~ ~
Web 70FL Fvvia
Web 7R X UL, N7 AU AEM EIELEOIZT—X %X ¥ v 2 LET, AsyncOS I
L Te—71 26 770y 7] OFEBMOEREAX Y v 2T — KRB, FLIAZ~
ARXLTEF Yy THHEATEET, Tv v a6 RED URL 2445286 T
TET, INETOICEL, TOURLEZF v v a bl 50, BETLIEICFrvia
EERELET,

Web 70X ¥yl ady )7
Procedure

ATY T [BEX =2V T 4P —ERZ (Security Services) ]1>[Web”' &2 %3 (Web Proxy) ] 2R L 9,
AT T2 [Fv v a&iHE (ClearCache) |27 Vw7 LCT 7 varzilELET,

Web 70 %2 £ v v ahicd URL DHIBR

Procedure

RATFYT1 CLLICT 7 EALET,
X7_"‘Jj°2 webcache> evict A¥ YV REFH LT, MERXry v 7 U TICT7EALET,

example.com> webcache

Choose the operation you want to perform:

- EVICT - Remove URL from the cache

- DESCRIBE - Describe URL cache status

- IGNORE - Configure domains and URLs never to be cached
[1> evict

Enter the URL to be removed from the cache.

[1>

T+ 73 Enter the URL to be removed from the cache.
Note
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URLIZ7' 0 Fa REENTOARWIEATL, URL IZ http:// DVIBIMENET (72 & 21E. www.cisco.com
1% http://www.cisco.com 7820 F£9) |

Web 70X 2&>THFYyYLaLBEWRAL UEF-IZURL DIETE

Procedure

ATV F1 CLIIKT 7 ®ALET,
AT 9 S 2 webcache -> ignore A ¥ REfERAL T, BERY T A= — T 78ALET,

example.com> webcache

Choose the operation you want to perform:

- EVICT - Remove URL from the cache

- DESCRIBE - Describe URL cache status

- IGNORE - Configure domains and URLs never to be cached
[1> ignore

Choose the operation you want to perform:

- DOMAINS - Manage domains

- URLS - Manage urls

(>

ATV T3 BHITLT RLR XA T A LET (bovarns £721% urs) o

[1> urls

Manage url entries:

Choose the operation you want to perform:
- DELETE - Delete entries

- ADD - Add new entries

- LIST - List entries

[1>

ATYv T4 add E AL TH LW MY EBIMLET,

[1> add
Enter new url values; one on each line; an empty line to finish
[1>

ATF9 TS UTOflOL I, 117121 2FT>, FAAL U FERITURLZASILET,

Enter new url values; one on each line; an empty line to finish

[1> www.examplel.com

Enter new url values; one on each line; an empty line to finish

[1>

RAA U ETZITZURL ZHEET DBRIC, FFEDEREKDL (regex) XFEEHHDH I LM TEET, povains 4
Trar TR BBV A R8T, Fx v adBnb RAS XDV T FAL 2Rz bk
ShcEFET, 72 ZIEL google.com TiE7Z2< . .google.com & AJ1T % & www.google.com, docs.google.com
REEBRIT D ENTEET,
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ZZRLTIEEN,

EDOANZKETTHITNE, A a~v s FIA L A F—T A AR LHET Enter ¥ —% ML ET,
KR zRAFLET,

Web 70X DFxyr v aE—KFDREIR

ATy
ATvT2

ATvT3

Procedure

CLILIZT7 7 & A LET,
advancedproxyconfig -> caching 2~ REMFHAL T, VERYV T A=2—ZT7 7 EALET,

example.com> advancedproxyconfig

Choose a parameter group:

- AUTHENTICATION - Authentication related parameters

- CACHING - Proxy Caching related parameters

- DNS - DNS related parameters

- EUN - EUN related parameters

- NATIVEFTP - Native FTP related parameters

- FTPOVERHTTP - FTP Over HTTP related parameters

- HTTPS - HTTPS related parameters

- SCANNING - Scanning related parameters

- PROXYCONN - Proxy connection header related parameters
- CUSTOMHEADERS - Manage custom request headers for specific domains
- MISCELLANEOUS - Miscellaneous proxy related parameters
- SOCKS - SOCKS Proxy parameters

[1> caching

Enter values for the caching options:

The following predefined choices exist for configuring advanced caching
options:

1. Safe Mode

2. Optimized Mode

3. Aggressive Mode

4. Customized Mode

Please select from one of the above choices:

[2]1>

MBI Web 7R 2 F v vV a i EICHINT 2F S E A LET,

AR E—F s BA

1 -7 flhdE— KL LT, Fv v 7Mbb < . RFC#2616 (215
RERAEHL L £ 97,

2 Ak, ¥ ¥ v/ L RECH#2616 ~DYERLNHEE TT, B—7 T— Nl

734 Last-Modified ~ v Z —NEET 5 & X 2% v v oo VR
EENTWAVEAIC, BT — F T Web 7r % o347 V=7 |
EX vy va LET, Web FmFiid, x U7 4 7B EFyval
ESS RS
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aENFET, Web 7 FINIdEX v v a NI A—FZEEHL £,
4 HAR <A XK | KRT A =X el IZEELET,
£—FK

ATFYTE FTvar s (WA, X ET—F) ZBRLTEEAE. SOAFLREDHEEZAND LET (F21F
TNV MEOEFIZLET)

ATFYTE Ay av RAVE—T =24 RZREHET, Enter X—%LF7,
AT T6 BEEEGFLET,

What to do next

BEEE
*Web 7 ¥ ¥ ¥ v =, onpage 7,

Web 7OFX>DIPRT—T 4204

T 74V FTliE, Web 7' B F NI ERZEET LIRS, BHOT FLRIZEDE THERDEE
JLIP 7 RLVAZERLET, ZHCE-oTeEF2 U T i38bsnETN, IPRAT—T 4~
JhEFELCZOMEEEEL, Web X2 VT 4T T7AT AN Tid/al, ERpN
FTAT 2V MIPREDMMDIN—T ¢ T HREIR I ALZ LIP T RUADLRIES N L HICRE
HILENTEET, Web 7 F VP AT —T 4 VT HFRETDHITINE, HWAFALIPT RLAD
IPARTS =T 4077077 ANVEERL, TENOEL—T 4 7R Y —ITBEIMLET,

IP AT =7 4 7%, BB EIXHROICEEE SN N T 7 4 v 712 L THEREL 77,

Web 7' 12 % U PN iBIE— R TR I TV DGAIL, ZHRMIZY XA L7 S8k o i,

FINTTRTCOERE (FWRMICY XA L7 b S8 & WIRIICERDE S 8Eke) 1ITxi LT
(IP AT =T 4 TEH A A T HRETED) ZEeNTEET, BIURIIICHERE SN2 C
IPAT =7 4 VT EEATLIEAF. VA= Ry e Web X a VT 4T 7T I7A4T A
=T 4 T DRty VT =T T NAANH D EZER LT TEEN,

PRAS—T 4 TINAF—TIVT, TTIF7A4T 2 ANRWCCP/IL—Z TSN T DA
20@WG}%—HX(%Eﬁﬁ—%K%d<%—3z&%%ﬁ~kmﬁo<%—t2)%p
ETAHAVERHY 97,

IPAS—7 477077y A NI, HITPS b T 7 4 v 7 0NE RN X4 L7 b ENb

BOFIRRHY £4, URLADT T VIREEZFHL TWBIL—F 47 KU > —I2 k5 HTTPS
YA hADT 7R SR TLIETEN,
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| Web ERTE(E
PRI—7 42570774 L0tkR |

FEIEE
P AT =T 47T u T 7 A )LDIERK, on page 11
* Web 7' &2 &% DF%E, on page 4

* WCCP ¥ — " ADFE

PRT—D42570774ILDERK

Before you begin

Web 7u X P HETTEXIE—REIP AT —T 4 VI ZA THREIRENTWAZ &%
R LET, FEMIZ OV TIER, Web 7’0 ¥ U OFLIE, onpage 4% B L T &V,

Procedure

AT 71 [Web Security Manager] > [IP A7/ —7 4 > 7717 7 AL (IP Spoofing Profiles) ] Z &R L £,
ATw T2 [Fua77ANEBM (AddProfile) 1227V v LET,

RTVT3 PARAT—=T 7777y AVOL4RHTEATLET,

ARTFYTE AT =T 477077 A NAHTEVETHIPT FLAZ AT LET,

RAT9TS BEREEEEL, RIELET,

What to do next

PR =T 47707y ANEN—T 4 7R —IBMLET, FBc Wi, —
FTUITRY) =DV —FT 4 VTP AT —T 47T a7 A LDBN R LT
<TEEVY,

Related Topics
PAS—T 47777 A LOfE (11 2—)
PAF—T 4o 7Fa77 A Ol (12 2—)

PRTI—D405 707714 ILDHRE
A

Note P27 —7 4 /T ur7r7ANE2HHTEHE, TOTa7 7 A VICEEMNT SN TWSTRT
DNV—T 4 VTR —TEDODTa 77 ANNDEFEINET,

Procedure

AT 71 [Web Security Manager] > [IP A7/ —7 4 > 7717 7 AL (IP Spoofing Profiles) ] Z &R L £,
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ATFYvT2 HETHPAT—T 47 TaTd7 7 A NLD) %7 ) w7 LET,
AT T3 Tur7r A VOFEMELEELET,
ATy T4 BEEEREL, RGELET,

PRT—T 420570774 ILDOHIK

Procedure

AT 71 [Web Security Manager] > [IP A7/ —7 ¢ > 7717 7 AL (IP Spoofing Profiles) ] Z N L £,
ATV T2 BBt HIP AT =T 47T aT7 7 A NMTHIET DI IFT A2 %227 ) v 7 LET,

Note

BIEL LD E LTWAIPR S —T 477077 AR O EDONL—F 4 o 7R —IZE Y S THN
TWABEAIX, T I7A T VAL o TEERERENE T, ZOHAF., BEBL2ZIT AT ITONL—T 4
VIRV —ICEY Y TEHPDIP A TS —T 4 ST T AV EER LT,

ATYT3 EHEEEL, RFLET,

Web JAXSDHRBLAYH—

FFEDHE N T oY 72 a VCHAZ LA~y X =2 BT 52 LI2ED, skt —1—It&d
P72 Bk C& £9, 72 & 21X, YouTube for Schools & BAfEAR H B25HE. B AKX L~y
Z—% A LT, YouTube.com~D 7 W7 g VEREBHOR Yy NU—INLRIE SN
7o, FERIZRALBR 2 B L T 5 ERk E LGl S 2 ERTEE T,

Web ERADH AR L ANy A —DEN

Procedure

ATV F1 CLILICT 7 A LT,
ATy T2 advancedproxyconfig -> customheaders ¥ FEfFEH LT, RERY T RA=a— |27 78R LET,

example.com> advancedproxyconfig

Choose a parameter group:

- AUTHENTICATION - Authentication related parameters
- CACHING - Proxy Caching related parameters

- DNS - DNS related parameters

- EUN - EUN related parameters

- NATIVEFTP - Native FTP related parameters

- FTPOVERHTTP - FTP Over HTTP related parameters

- HTTPS - HTTPS related parameters

- SCANNING - Scanning related parameters

- PROXYCONN - Proxy connection header related parameters

B Web EROKITRIE



| web Esko 172
EPEDNYRT S |

- CUSTOMHEADERS - Manage custom request headers for specific domains
- MISCELLANEOUS - Miscellaneous proxy related parameters

- SOCKS - SOCKS Proxy parameters

[1> customheaders

Currently defined custom headers:

Choose the operation you want to perform:

- DELETE - Delete entries

- NEW - Add new entries

- EDIT - Edit entries

(>

ATYT3 WOXIIT, ME YT av FEANLET,

VAR

[ RETDHI AL L~y X —ZHIRLET, a~vr FTERENEZY A SO~y X — B
(belete) 1\ fHF LR TWBEBEMA L THIBRT 5~y ¥ — & REL £,

DL (New) 1 | $5ET D B AA OIS D~y X —2 A L £7,
~v 2 =D
X-YouTube-Edu-Filter: ABCD1234567890abcdef

(Z D%GEDfEIX. YouTube TSN A [EA ¥ —TT) |
KA A D -

youtube.com

Utk (Bdit) 1 (BEfFONy X —%BE LT~y X —LEEHIET, 2w FTRENTZV A D~y
Z—ZBEM T 5N TS ESEEH L CHIBRT 2~y X —2HELET,

ATFYTd A avw s R A2 —Tx A RATRDHE T, Enter ¥F—%LET,
ATY TS BEEAREFELET,

Web 7 0FS D/ /R

e Web 7' X T D/3A N (Web ZRDY5E) |, on page 13

* Web 7' 2 % LD/ A /SATRIE  (Web ZRDY;H) |, on page 14

«Web 70XV DN RAFERE (T r— a3 O8A) |, onpage 14
Web 70F%SMD/N1 /8K (Web ERDIHFE)

BED T AT 2 EDEOFBRPEIRSCREE DSE L ~DFBEA)E R D Web 71 5 2 % /31 )
AFTHLIC, Web X2 UT AT IAT A EHRETETET,

Web 70 %2 % NARAFTHZ LIZE-T, LFOZ ENAREICR Y £,

« HTTP AR— R 2 H L TV 528, @UICHERE L 72V HTTP FEXb o (F7213mE o) 7o
NIV, Tady ="l T D XIS K oI LET,

I web ZROK1TRIE |



Web ZROHKTZE |
B web 7oson08z8% Web EROBS)

Iy NTU—ZNOKEDS SV NED RTI4TN, AT TDOFA NI Ui E,
Py NT—27 FuXx T BLUOEALDOEF 2 VT A F#E2 T T AT B L &2
ALET,

INARANT, Web 7' F UNTFEBANC Y XA L7 b SNDERITK L TORBEREL £, Web

Taxlt, P UARXT LY FE— RTHEEEE—RTH, 7747 2 b bR
SINZTRTOEREZMLE L F7,

Web 7OF S D/NA/NREXTE (Web ERDIFGE)
Procedure

ATYT1 [Webt¥=U T ¢~%—T % (WebSecurityManager) ]>[/3A 7S A% E (Bypass Settings) ] 23R L £7,
AT 9 T2 [N RAFEDOHHE (Edit Bypass Settings) %7 U v 7 LEd,
ATYT3 Web 70 F LA 2T 5T RLAZ AN LET,

Note
0% XA %A 2 MNNOEBEDIPDOY T Xy h~AZ L LTRETDE. 77747 2 AT T_TD Web
NG T4 75BN ANRALET, ZOBRE. T7I7AT  ATRES 0.0.0.00 & UTHERLET,

ATV T8 TaFo N2 2 MBI 5 A% 5 URL A7 2 28R L £,
Note
[[EFRFBL (Regular Expressions) ]1Z Web 7B X I NA RRAERETDH I EIXTEERHA,

Note
HAZALURLAT TN 270 A2 ) A MZBINTHE, DAXZLURLAT IV DT XTOIPT
RLRE RAAL LD, BETEADOEH THRA RAENET,

RATYyTE EHEAREFL, RIFLET,

Web 70X DN IRREE (TFTUT—230D5EE)
Procedure

ATYF1 [WebF =T r~F— v (WebSecurity Manager) |>[/ 1 7S AFXTE (Bypass Settings) ] Z 34 L £ 3,
RT9 T2 [T7Vr—va v DAXy 7EEXMmE (Edit Application Bypass Settings) 1 %7 U > 7 LE T,
ARTVT3 AXx U ENANRAT LT TV r—va UERIRLET,

ATy T4 BHEEFEL, RIFLET,

Note

B Web EROKITRIE



| web BR324
web Toxommms |

Webex /XA /NAGREIL, HTTPS N7 7 4 v 7 IZDHEH I ET, 7272, HTTP T 7 4 v 7 DFA.
TV r—2a 3T 7B AR —F N LT ry 7 TEET,

Web 70 S AR

Web X2 VT 47 7I9A4T7 A BFRELT, WebT7 7T 48T D74 NE YT EED
ZYTIPTONTWD Z Eha—WFICBMTEXET, 7774 T VA F, 22— =030 T
TIZUPILT 7 vA LI L EIC, —ERMOKZRE, =0 N 22—V RS-V ERRLE
T, TV R2—WP—fERX—URERINTS, 22—V — XV 2% 27V v 7 LT, ERLE
LDV A METIIMD Web YA MZT 7 ERATHMERDH D 7,

RE:EIE
sy Ra—HF—nOTa Xy T I a v O

> ~ O

KAL) Ty D
Y ED Y AT > b b OFEEK HTTPS ER SR E D56 S~ D% e HTTPS 3k A3 HTTPS
TaX T HENRANRZT LI, WebBF 2 UT 4T FI5AT VA BRETEXET,

NG T A IRT T IAT ARBRT DI EANLEETET Y r—va @L<, BF
LIV — N—DFEAETF = v 7 2T TN, RAANL—ZHEHT L ENTEET,

WET TV 7r—2avDrrAA02yT

4RO HREIIC

KEEDV— R ~DRAAN— T T 4w 7 HNEET BT, 2L CTER I NI BIAR
Vo—NhHdZ LafER LTI, iYW TR, 2=V =B IA4 T Y7 b
=T ONEESBL TSN, BRI, RO ZEETOMLERD Y £97,

o [FRFEARAD B BRFL  (Exempt from authentication/identification) ] 4> LE 7,

c DT e T A NEEATET RLAEZEELET, P77 KL A, CIDR 7 ua v 7,
BIXOYVT7xy b2 ANTEET,

FIE

RTY 1 HITPS 7u X U2 AN LET, sEIC OV T, HTTPS 7B X 2O A X —7 /U bE B L T &0,
ATY T2 [WebtF¥ =T 4~F—T% (WebSecurity Manager) |>[ KA A >~ > (DomainMap) ]%#&K L £,
a) [KAA > DEM (AddDomain) 1% 7 U > 27 LET,
b) [RKAA >4 (DomainName) |25 —/"—D KA A %2 AT LET,

web ZROK1TRIE |
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Web ZROHKTZE |

B s=770r—acorrqozyd

ATvT3

ATvT4

) BEfFD RAAL UPIRESN TV DAL, BRIRM 2% L £,

d IP7 RLAEZAHNLET,

e) [ZfF (Submit) 1227 VU v/ LET,

[Webtz ¥ = U7 4 ~x—% (Web Security Manager) > [ A% A3 L UOGNHBURLA 7 =V (Custom and
External URL Categories) | Zi&R L 7,

a) [Add Category] #7 VU v 7 L&,

b) ROEREALET,

RE EBA

BTV 4 ZOURL AT Y OB FE2 AN LET, ZO4RNEL AU — Z/—7ITURL
(Category TANEY T ERET D EZICRRINET,

Name)

UZBRIE List | WAXZLURLATIVDY AT, ZoATIVOEFEREELET, VAN
Order) DO URL A7 VI 1] 2 AT LET,

URLTZ 4 NVEZ V7 =Tk, FBELZIEFTH AL LAURL AT IV IZH L
T 747 PERPFLSINE T,

T AY ZAT | [m—RNT AL LT T Y (Local Custom Category) | ZiEIR L 7,

(Category

Type)

R COws A, BIOT KL ATy R aEET S EMERE AN TE £

(Advanced) | pygesg o i o A LieSB—y b B KO T KL AR EECX £
¥,

EEREHOMERITIEIZOWTIE, EREHZZRL TIES0,

o) BHZEZFEL, RFLET,

[WebEFx =2 U7 4 ~vFx— % (Web Security Manager) |> [ 7574 Y 2»— (Decryption Policies) ] Z &R L

£,

a) HLWEBRY —ZER L £9,

b) ¥FEOT TV —a OHTTPS N7 7 4w 7 /A NAT DT DITHERR LTCiki 7 1 7 7 A L 258
RLET,

c) [#EMIEXE (Advanced) ]1/3%/LC, [URL#Z7 2V (URL Categories) | DV > 27 %27V w7 LET,

d) B (Add) 1A T72%227 027 LC, FIE3ITERLEDAX L URL A7 IV ZBMLET,

e) [5€T (Done) %7V w7 LET,

f) [fE%5A Y — (Decryption Policies) ]<—3C, [URLY /L% U 2 (URLFiltering) 1DV > 7 %
Vw27 LET,

g) [/3AAJL— (Pass Through) ] Z&R L 9,

hy BEEZEEFEL, R{FLET,
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| web BT84
Web ERZEUSA LY bF 21002547 b+ Tvas [

W(7A—~y MEETEMHALTCT 7 A ERe2RrddZ N TEET, iz N TiE, 77&
AT DHARA XL TLITFEE N,

GE)
o« RAA v~ FHEREIT HTTPS BBt — R CEMEL £,

ZOMEEILX, FRE— FCIXEMEES. HTTP T 7 4 v Z IOV THEEL 8 A,

s TOMREERHH L C R TI 7 4 v 7 BT AR, =N HAF AT AV BRETIHILERH Y
i‘é—o

« CORREZAMIZT D L. SNHFRDPFHATE 258 TH, FAS vy T TRIESHI T —1 " —4
> TH— =L OEFEEITE Y B CTfrbhET,

’031%% X, FAALLRICEADLS VT T4 v IR RAAL v~y T E—HL, {nTDHIARAZALAGT I
V. BER)—, NAANL—=T 7 arVNHREINTWDIEAE, TONT 74 v 72Ty LE
A,

s WELE ZD/XA Xﬂ/b‘% k{#ﬁﬁ—g«é N = e G- jﬁ’@:/\/ Rt iTﬁﬁﬁ‘M?T—g«Z}) :O)i}%/ﬁ\\ k
T4 v 7IFEEINEE A,

cUDP N7 7 4 w7 X E=F—ZNFEHA, WebEX a2 VT 477747 L AIZEELARVE 9 IZUDP
N7 4V ERETHLERDY 3, DV IZ, WhatsApp, Telegram 72 EDT 7'V r— 2 D
DT 7 AT A= NVERBHLTA VU F—Fy NIE#ET VAT HMLERH Y £7,

» WhatsApp, Telegram, ¥ USkype (3i%ZiEE— RCEHEL£3, 7272 L. WhatsApp e ED—FDT 7
Vo—vaid, 77V 5=y a ryOflRO7ZDIC, BRE— FTEEELEE A,

Web ERZ VA ALY bT B0 5AT7 AT
>3y
7?4’7‘/ K235 Web 7' 82 U NCHHRBYICER 255 T 5 2 L 2 BIR L7-8561E. ThiaHE

T30 747 2 bOREFEBIRET HMENRHY £3, UTFOHENLERL X
TJ“O

cBATRMBREEFRALTISATURERET S, Web 72X DKRA MG ER— MNEE
ST IAT v bEFRELET, REFTIEDFEMIHONWTIE, X774 T D
v oaT VESRLTLIEIN,

\}

Note =7 4+)L FCld, Web 7’ F > AR— MIR—FER 80 L3128 %HLET, 75347k
W DOR— M EERTE £,

Web ZROHKITRIE
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Web ZRDHKITZIE
B /s 7 r77ur—vavicesrme 71 LR

s JOXTVEHHKRTE (PAC) I77AMIILEFRALTISATURNERET D, PACT7 7 AL
X, WebZERDEERE 7 FA4A T MFERLET, 20T a v aERHTHE, 7o
XD T HLUBOE T 2 —uEH T £,

PAC 7 7 A VAT 25G1E, PAC 7 7 A VOIRFESETE 7 74 7 b BREAL AT
LGB ERT DMENRH Y £T,

ESPERENS

IV TAT N T TV r—a kD PAC 7 7 A VDL, on page 18

DS5AT T T)r—2 3 IZ&KBPACT 74 )LDYE
F

J0FxB8EERTE (PAC) J7A4ILDONT)yia AT 3y
I IAT Y NIRT 7B ATEBHBINCPAC 7 7 A NE ST Y v aTHBERHY £, A
B ATIIA Fo & B T,
« Web H—/\—

Web X1 )FA4T7TSATUR, 7734 T 2 M LTIEWeb 7T U H L L TERS
NEWeb X2 VT 4T TIAT L AIWCPAC T 7 ANVERETEXET, 77I79A4T A

Wik, SFEZERFA M, BA—b, 77 ANVAEHEH LT D ERITRHET 2 85RE72
E.PAC 7 7 A NEEHTAT-0ODOBNA T arbH £,

cO—HAILILY VIAT LV FOIN—FK T AJIZPAC 7 7 A V& 0 — )V HEE T&
F9, INERRERGEE LTHEHRATA Z LRI NETA, HEIPAC 7 7 A
JURHIZITE L CWERT AR, T A MIFENDRFEMR H Y £ 97,

BEEE
*WebExXaUT 4T 7 T7A4AT A THDPAC 7 7 A /LDAHRA R, on page 19

IV TAT N T TV —3 3 TDPAC 7 7 A JLDFIE, on page 20

eWeb X2 UT 47 7T7A47T A TDPAC 7 7 A /DA K, on page 19

cVIGAT N T TV r—a L TOPAC 7 7 A LOFEE, on page 20

JOX T BEERTE (PAC) D7 AILVERETBRISATUONATL 3
>

7 TAT 2 MIkLTPAC 7 7 A VEEATEEAIEX. 7747 M PAC 7 7 A V&R
TOHHEEZRIRTHOMERHD T, UTDO22OUERH Y 7,
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| web Eskorir2is
pac 77 1 Loamizt [

*PAC T 7AIDBREI ZAT 2 MIBET D ZOPAC 7 7 A NV EHMEIZELIET
URLZ7 A7 v MIRELET,

*PAC 774 LDIGFEBBMNICKRET DL IICVTA T bEERET S, DHCP 7213
DNS & & HICWPAD 71 ha L&l L CPAC 7 7 A L Z BRSBTS LIy 7
ATV ReRELET,

PAC 7 7 A/ LD BENIRH

WPAD /X, DHCP BLO'DNS /v 7 7 v 7 &G L TT T 70 PAC 7 7 A /L OET & 5]
TEH L9195 a ha)Td,

« DHCP & (2 WPAD #fH9 B(Zl&. DHCP #—/3—|Z PAC 7 7 A /L DO#FTD URL &
HizA T a22%FBELET, ZEL, TR_XTOT ZUFMRDHCP #HA— LT
HDITTIEEH D FHA,

«DNS &2 WPAD AT BIZIE. PACT7 7 A ILDHRA N B— "= LT Lo
DNS L a— RZHRELET,

WINNETRRIWEDOA T v a U ERETEET, WPAD [35& )1 DHCP £ H L T PAC
T 7 A NDORKE AR, B TE oA 1X DNS 2> TRAE T,
BEEIER

« 7547 FTODPAC 7 7 A L0 HEEH, on page 21

Web tXa)TAF7TS3A4AF7 XA TDPAC T 7A4ILDERR b+

Procedure

ATY 1 [BEXx=2VU T ¢ —E A (Security Services) |>[PAC 7 7 A /L ;" AT ¢ 7 (PAC File Hosting) | %34 L
e 8

ATY T2 [REDHNE EFFE (Enable and Edit Settings) 1 %727 U v 27 LEJ,
ATv T3 (EE) UTFTOEAZREEAZHELET,

FIoay Bl

PACH——R— K | WebEFaUTFT 4T FIAT L AMNWPAC 7 7 ANERDY v A NfFEHT B HR—
(PAC Server Ports) | I,

PAC 7 7 ANDEN| T FZUH v v o THEIILTWD DD Rim L7-1%I12 PAC 7 7 A L2 HIRY)
HiPR (PAC File iz cEFE9,

Expiration)

25w T4 [PACT7 7 A/ (PACFiles) 1227 L 2> C[BH (Browse) 127U v/ L, Web X2 UT4T77I7A7
VAT v 7ua—RTAPAC 77 A EE—H < U BER L F1,

Note

I web ZROK1TRIE |



Web ZROHKTZE |
B /57 r77u5—varcore o7 a4 LofEE

BIR L= 7 7 A VDL RIH default.pac ThiHLEIE. 77U CHMEaRET L LT 7 AN ER
ETHMLENRDHY /A, BEIBEESNTOWRWEGESE, WebtX =2 V7T 4 77T 47 AL default.pac
LWV T ANERRBELET,

AT9 7S [7Tv7u—F (Upload) 27V v 27 LT, A7 v 7 4 CEIRLZPAC 77 A V& Web XU T 47T
TIALT AT v T r—=RFLET,

RT9T6 (TLE) [PAC 7 7 A WY —E R EHERMT 57 X b4 (Hostnames for Serving PAC Files Directly) | & 7
arT, K= EBEEERVPAC 7 7 A NVERDFE A M L BE T 7 A VA ERELET,

73y EiBA
AA R Web BX a2 VT 4T 7 I T A RBEREZLHT HE51C. PAC 7 7 A VERIC
(Hostname) EHOAHVENHLHFA N, BRIZIIR— FBEERSEN T RWED, BRIT

Web 7’123 HTTP AR— F (5R— h80) Zffif L CTHLEE X4, A R4 FEMA
5 PAC 7 7 A NVERE LBl T £9,

TuXy R— NEdl |[F UATORAR NICBEERIT b PAC 7 7 A V4, A RAICRHT 5 BRI,

U7z ITGET) EXRIZ |ZZCHELLEPAC 7 7 A LVEIRLET,

NTBT 7 b

PAC 7 7 AV
(Default PAC File for

"Get/" Request through

Proxy Port)

T o7 u— RKEHLDPAC 7 7 A VDR EEIRTEET,

17%3B0 (AddRow) |BIDITEIBIL T, BIMDOKEA 4 E PAC 7 7 A NVA4AERELET,

AT9 T EREEEL, RFELET,

D347 bTF7T)5r—3 2 TDOPAC 7714 IILDIEE

« 7T AT FTOPAC 7 7 A NOBHTO FEEEE, on page 20
« 7547 FTODPAC 7 7 A LD HENEH, on page 21

DS5A4ATF72RTHOPAC 7 74 IILDIBFROFENRTE

Procedure

ATYF1 PAC 7 7 A VEEHRK L TT Y va LET,
ATy T2 TITUYDPAC 7 7 A VEREFEKIZ PAC 7 7 A VOB A7~ 7 URL # A LET,

Web EF 2T 4T 7FTIAT U ANPAC 77 A NERAFLTWLES., A7 URLTERITILL TO L 9
12720 F9,

http://server address[.domain] [:port][/filename] | http://WSAHostname[/filename]

B Web EROKITRIE



| Web EROH[RIE

5547 rcnrac 771 Loamigd ]

WSAHostname i&, Web tx 2V T 4 777 A T AIZPAC 77 A )V ERA T D EEITRELE [FA
4 (hostname) ] DIETY, AR L TWARWES, URL ORI MNGTE GGERICE-TIE) 77
AT MIUSC TR $97,

What to do next
cWebtEXaUT 477747 A TDPAC 77 A /LD A K, onpage 19

93472 FTOPAC 774 )LD EEH

&M

ATy T2

ATvT3

ATv74

Procedure

wpad.dat &) A RHTD PAC 7 7 A WEAERK L, Web r—_R—F7Z Web et X2 U T 4 7774 T A |Z
N7V w2 LET (DNS & 32 WPAD AT 285615, Web Y —_—D/— K7 3 VL FITT7 7 A )b
ERETOMLERDHY ET) ,

RO MIME Z A 7T dat 7 7 A V&R ET D & DI Web — " —2ELET,
application/x-ns-proxy-autoconfig

Note
Web X2V T 4T FI5A4A T L AT EAEBIICEITLET,

DNS )V 77 v 7P AR— b3 512iE,  Tupadl 22DAAE D, PWERYICHEIR ATREZR DNS 4 2Rk L T
(WJ . wpad.example. com) . wpad.dat 77’/])/1/75_’_\1‘?( I“ L“Cb\é"f**/*‘%OD P 7 ]‘\‘1/1 7@5@{# j’i'@’—

DHCP V' 7 7 v 7 %% AR— b 9§ 512i%, DHCP #— S—D A7 2 2 252 1C wpad.dat 7 7 A /L DFT D
URL’aL_’ /\dEﬂL/i‘ﬂ— (15] rhttp.//wpad.example.com/moad.datJ ) ° URL@ ﬂi\ P77 ]\ 1/7(72&\ ﬁfjiﬁ
EEDORARN T FLAZMENTE XY, FFEDDNS = b VTN EH Y £HA,

What to do next
I TAT U N TV —a &b PAC 7 7 A /LD, on page 18
eWebtFxa2UT 47 7T7A47T A TDPAC 7 7 A /LD A K, on page 19

« Firefox C WPAD Z{li i T& 722\

FIPJOXL H—EX

* FTP 7'm % ¥ H— B A DOHEEL, on page 22
*FTP 7' & &% v DAL & i 7E, on page 22

web ZROK1TRIE |
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Web ZROHKTZE |
B rrooxs y—Exoms

FIP 7OXS Y—EXDPE
Web 7 0%, LLFD 2 fEEHOD FTP R AT TCE £ 9,

e XM T4 T FTP, XA 7 47 FTPERIL, HFHFTP 7 747 > M Lo TAKINET
(£721F. 77U THAIABRDFTP 7 A4 T7 v e L CARESNET) . FTP =
XL MBETT,

«FTPover HTTP, 77 7 H¥i%, %A 7 4 7 FTP 2+ 5 v, HTTP BERWNIZ FTP
WRAEATL = RFTHZERHVFET, FIP 70X UEM0EH Y FHA,

BEEIER
« FTP 7'11 % v DA R & 5% 7E, on page 22
«FTP EHIA v B — DOFE

FIP JO0X > OFMIL EHRTE
A

Note FTP over HTTP #5FilCifH S5 7 0 ¥ VR EA R ET H121X, Web 7 1 ¥ 2 DFKTE, on page
4B LTLTE SN,

Procedure

AT T [EF¥= VT 4 —E A (Security Services) ]>[FTP 7’1 (FTP Proxy) ] Z&#iRL 9,

RATY T2 [REOHME L #WE (Enable and Edit Settings) 1% 7 U v 7 LET (FREND ATV 3 VD [REDmE
(Edit Settings) ] 7217 DHEA. FTP 70 TR EHATT, )

AT9TFT3 (F7var) BARNRFIP 7oXx VR EHEBERTELET,

JanT 4 ZEA

Fu¥xy YRA=27 |FIP 7u X v FTP il s ) v AL 3588 —F, 7547 bid. (FTP
AA— & (Proxy Listening | %" — S — 2t 5720 DR — b GEFEIZHR— b 21 26H) & LTTIER<L)

Port) FTP e XL 2B ETHEXNCZOR— N 2HTAISLERHY 1,
Fyrvrs ELZ—YF—DOoDT —F e X v v 2T 50890,
(Caching) Note

B4 TR W= =607 =X dF vy v a2 SNEH A,

P —N— DO IP A7 — |FIP 72 F L NFIP Y —_X—DIPT RL A% 2L —FTExDHLIICLET,
7 427 (ServerSide | ZAUZX T, IPT RLUADRKIEEEG & T — X B CRRDEHIC. VT UF7
IP Spoofing) A YEFAILIRWFTP 7 747 2 MRS TE £ 7,
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| Web EROH[RIE

ATy T4

e 7oxsoamitest [

pAVAG

Bl

JFGAT Y NPAS—
T4

FTP 7u X NFTP 7 FA T2 FOEFETLIP T RV AZFMBTE AL HIICLF
T, BT H L, FTPERIZFIP 72X TR FTIP 2 54 7 M B F
Bz rIcRaEd,

FRREE
(Authentication
Format)

FTP 7 AT FEBETH & ZITFTP 70 3 M T 53 A2 BRI T
%Z)cl:j \—sz—;«o

Ny v TE—RDT—
27— Mt (Passive
Mode Data Port Range)

Ry 7 B— REEGETEIP 70X & DOF — Z 2SI T 572 DIZFTP 7 5

AT v NIMERAT D TCP AR— b D&,

TITA4TE—RD
7 — 4 AR— M

TIT 47 F— N TFIP 70X b OF — ki A L+ 572912 FTP
P —R—=MEHT D TCP AR — h DO, ZDOREIL. AT 4 7 FTP B L OFTP

(Active Mode Data Port | over HTTP £5t D i FiZw fH S v £ 9,

Range) A KRELST B L, ML FIP — =50 & 51245 < OERICHHS
f%i# TCP & v+ =2 @ TIME-WAIT 24t GEHE#5) ICL-> T, A— ME
fEHENZERIZ, B U FTP 3 — N—THWMEHTEZS L5 FHA, £+
DFER. FIED FTP Y — —3EH 7 77 4 7 = FTnELEFTP 7o %
N TTEER A, Z2CHENIE. ZOT7 40—V RIZEESNTZAR— T
—é—O

e NS R PHGFICFTP 7 74 7 2 MIFEREND T =)V b3 F—, ROBIEIRLE9,

(Welcome Banner) s [FTPH—N—A v t—T% (FTPserver message) |o A v t&— 13585 FTP

PR ;ofﬁféi{biﬁ”o ZDOF T aiE, Web 7 a3 %R
EF— RICREINTWILAICOAFMATE, FEEGICOEH S E
7

[ARBL AyE—T (Custommessage) |0 Z DA TV araAd L lT D

LT R_RTORAT 4 T FTPERICXH L TCIDOH AL L A vb—UNER
SNFET, A7 LA, WRIRERER A 7 4 7 FTP keI &
nEJ,

(7> ay) FIP 7 OFFMRTEERTELET,

wA=VAG Pt

8

HlEER D X A4 LT T
I (Control Connection
Timeouts)

BED R oH 72 a U RET LTOVRNES
7 ¥ B EIL FTP — =0 5 Ol eI &
AT DR KRR (RVHLL)
[V 547> LAl (Client side) ]o
WG D Z A 27 0 ME,
o [—/\—4fi] (Serverside) ]
ZA LT T ME,

’\ T A RIREED FTP 7 T A4
WEL, FTP 7u X nNE 6

TA RIKEED FTP 7 54 7 > b & Dl

T A RIVIRRED FTP Y —/N— & O HIEHE6 D

web ZROK1TRIE |



Web ZROHKTZE |
B socks Toxs 5—£x

pA=VAG P SR BA

TR DI A LT |BUEDO ST V7 v a URET LTHRWEAIZ, 7A RVIREED FTP 7 74
7~ (Data Connection |7 > FE72ILFIP v — =057 —ZEEHIC L HBE%E. FIP 7o U RN &
Timeouts) DR 5 IR,

(U254 F7> Ml (Clientside) o 71 RAVREDFTP 7 747 DT —
HPEGRD X A LT 7 M,

o [H—/3—f8] (Serverside) 1o 71 F/WIREED FTP % — 3— L OF — & ¢
DEA LT T MH,

ATY TS EREEZFEL., RFLET,

What to do next

«FTP 7' & ¥ H—E 2 DOHEE on page 22

SOCKS 7O+ H—EX

« SOCKS 7' 12 %3 H—E 2D, on page 24
*SOCKS ~ 77 1 v 7 OIBLD A F—7 LAk, on page 25
+ SOCKS 7' v & v D% &, on page 25

* SOCKS R VU ¥ —D1ERK, on page 26

SOCKS 70+ H—EXDHRE

Web BX=2 VT 477 T4 T A 121, SOCKS T 7 4 w7 W33 57280 SOCKS 7' 1
XUNEENET, SOCKSHKY > —%. SOCKS F T 7 4 v 7 ZHETHT 72 R 2 —&
T, 778 ARY O —LEEEIC, @707 7 A V&R LT, £4SOCKSHY »—IiZ
KoTED T W I v a b BEBTOINERETEET, SOCKSKRY v—% h T H 7 v a
VAT DE N—=T 4 TR I LK TN T T4 I DON—T 4 T HRETEET,
SOCKS 7u X v Tit, UTFORICEE LTI I,

+SOCKS 7'u h z/uid, BEEEEERFOAEYHR— ML THET,

«SOCKS7uxit, 7v7AMN)—L7ux Y R—FLTWETAL (T 7TA R —
L7 XUICHEEINETA)

« SOCKS 7' %1%, Application Visibility and Control (AVC) . Data Loss Prevention
(DLP) . BI U=y =T HRHIER SN A XY= 7Y — 22 YR —FLTHE
A,

« SOCKS 7'm F %, AU —BifEZ YR —FLTHEREA,
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Before you begin

Web 70X & A R2—T NI LET,

Procedure

ATY T [BEXx =2V T 4 —E R (Security Services) ]>[SOCKS 7' &% (SOCKS Proxy) | Zi#&R L £,
ATy T2 [REOHE (EditSettings) 127 U v 7 LET,

AT T3 [SOCKS v ¥ %A% 7 % (Enable SOCKS Proxy) ] &R L £,

ATv T8 BHEEXGFLCHELET (X(F (Submit) | & [EE A ME (Commit Changes) ]) .

SOCKS 7O F L MDEXRTE
Procedure

AT T [BEX=VUT ¢ H—E R (Security Services) ]>[SOCKS 7' &% (SOCKS Proxy) ] Z&#IRL 7,
ATv T2 [REOHE (EditSettings) 127 U v 27 LET,

RT3 [SOCKS 7u ¥+ & H%h29 % (Enable SOCKS Proxy) ] Z3#IR L £,

ATy T4 HEABIOEER SOCKS 7 F VREEHELET,

SOCKS 7' &%+ A RX—=T ),
(SOCKS Proxy)

SOCKS =2 h1m— |SOCKS ER&#ZIF ANDHR— b, T 7%/ ML 1080 TI,
b AR— 1+ (SOCKS
Control Ports)

UDP UV 7 =X | SOCKS $r— "=V v 2 FT 08N EH 5D UDP A— b, 7 7 4 /L ME 16000 ~
R— bk (UDP 16100 T,
Request Ports)
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TuXy xdvrm— | x IV T— 3 VEHET SOCKS 7 T A TV R D T — 2 BERET D OE T
var A LT YN HEHE (BHAD) . 7740 FE 60 T,

(Proxy Negotiation
Timeout)

UDP o %)L Z A |UDP F oV EFAUARNCUDP 72 54 7 2 FEITT— =5 0OF — X 125
A7 & (Tunnel |9 2K (RPEAL) . 7 7 4V MiE 60 T,

Timeout)

SOCKS ~') > —DERL

ATy T

ATy T2
ATvT3

RATv74
ATy TH

ATvT6

ATy T17

Procedure

[Web X =UF  ~F—% (Web Security Manager) ]>[SOCKS 78 U *— (SOCKS Policies) ] ZZR L
i ‘j‘o

[RY T —%BM (AddPolicy) 127V v 7 LET,

[NV =% (Policy Name) |7 4 —/L NIZAHTZEI Y L TET,

Note

RV = TN—TH1F, FRTELEFARX—ALTFORrEET, —BOARETHLENRH Y £,
(A7var) BHZENLET,

[EFEARY v —%4f A (Insert Above Policy) ] 7 4 —/L KT, Z® SOCKS 7RV v —(Zffi A§ 5 SOCKS 7~ U
DR EIR L £,

Note
D SOCKS R > —%J/ET AL, FRV L —0HRBHRIETFEZRE LET, BEREYIITHI
X902, Y v—DJEFEZEEL T I,

[(7AT T 47 42— — (Identitiesand Users) |27 > 2T, ZOZNA—7 R —IZHEHT 5 1
SO EDID Z3IR L F7,
(A7 ar) [ (Advanced) 1B g U ZIEL T, BIOA =2y FEZFERLE T,
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;(?“y (A7 a) Web T aF L ~DT 7L AT 27 0%y He Moo THY v—

orts TN—T DAL=y FEEHLET, [FrFs FB—b (ProxyPorts) ] 7 —/L I
W2 12U EOR— I EEEANLET, BEOF— NEBETIHLAIL. o~ TRY)
DET,

HDHHR— b EICEREARICIRET D L IICRESNTZI TA T by vBHD |
BOR— b EICEREZA RIS T D L OWCERESINTHDO I Z 4T bty b
HHEE. TuXT  AR—FETRI L — TN —TF DR NRN— FEERTHZLERH
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Note
ZORY = T—FIZEEMT SN TWD ID B ZOFHEMHREICL > TID A /3 —

Ty T EEFELTWVAES, SOCKS RY > — VL —7F LUV TR OREER 2R E
TEEHA,

FT Ry b (AFvay) Y7 Fxy FERIIMOT FLATRI V— T N—T DA LN~y Tk
(Subnets) EExELET,

BhEfT T OGN ID CTERCTEX A7 FLAREZEMAT A0, FRIIBENDT FLRZZ 2
AN TEET,

Note

R — FA—FICEEMITONTWAID A, 7 RLRICE ST N—TFDRA R —
VT EERELTWVWAEASIE., ZORY >— L —7I1C, IDOT RLAOY Ty R T
HDHT RLAZATTDHIMLERHY F9, KU — =17 RLRAZBINT S5 &
WZED, 2o N—TR) =B TH TP I arD A FERDIADET,

[ e [ (X7 ay) BREEHBIICRY >— Z—TFDA L NRN— PR EHRLET,

;“f a [FSRIGEH (Time Range) ] 7» 5 REIGEIE % 4R L £

ange b. ZOEY L Z— T INEIR LT BRI E 7 1A ORI S B L
5 nEtEE LET,

ATy T8 BFEEZEEFLCHELET (XE (Submit) | & [EEA2ME (Commit Changes) ]) .

What to do next

e (A7 a) SOCKS RY v —THHTAHZHDID ZBMLET,
*SOCKS ho 7 4 v 7 %8425 1 DLl E®D SOCKS RV v —%&BMLET,
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