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CVE Details - CVE-2018-8780

Reference URL: hitps:

Affected packages: ruby-2.0.0.64 2.0.0.648-29.617, ruby-libs-2.0.0.648-29.el7, rubygem-bigdecimal-1.2.0-

29.617, rubyg .4.2-29.¢17, rubygem-json-1.7.7-29.e17, rubygem-psych-2.0.0-29.e17, rubyg .0.0-29.17,
rubygems-2.0.14.1-29.el7
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Package Details - firefox--102.15.0-1.el7.centos X

Package: firefox--102.15.0-1.el7 .centos

CVEs: CVE-2023-4051 (v2: N/A, v3: 7.5, Cisco Security Risk Score: 50.1), CVE-2023-4053 (v2: N/A, v3: 6.1, Cisco
Security Risk Score: 50.1), CVE-2023-4573 (v2: N/A, v3: 7.5, Cisco Security Risk Score: 50.1), CVE-2023-4574 (v2:
N/A, v3: 7.5, Cisco Security Risk Score: 50.1), CVE-2023-4575 (v2: N/A, v3: 7.5, Cisco Security Risk Score: 50.1),
CVE-2023-4577 (v2: NJA, v3: 7.5, Cisco Security Risk Score: 50.1), CVE-2023-4578 (v2: N/A, v3: 6.1, Cisco
Security Risk Score: 50.1), CVE-2023-4580 (v2: N/A, v3: 6.1, Cisco Security Risk Score: 50.1), CVE-2023-4581 (v2:
N/A, v3: 6.1, Cisco Security Risk Score: 41.7), CVE-2023-4583 (v2: N/A, v3: 7.5, Cisco Security Risk Score: 50.1),
CVE-2023-4584 (v2: NJA, v3: 8.8, Cisco Security Risk Score: 55.7), CVE-2023-4585 (v2: N/A, v3: 8.8, Cisco
Security Risk Score: 55.7), CVE-2023-3600 (v2: N/A, v3: 8.8, Cisco Security Risk Score: 55.7), CVE-2023-5169 (v2:
N/A, v3: 6.5, Cisco Security Risk Score: 50.2), CVE-2023-5171 (v2: N/A, v3: 6.5, Cisco Security Risk Score: 50.2),
CVE-2023-5176 (v2: N/A, v3: 9.8, Cisco Security Risk Score: 55.8), CVE-2023-5217 (v2: N/A, v3: 8.8, Cisco
Security Risk Score: 100.0), CVE-2023-4863 (v2: N/A, v3: 9.6, Cisco Security Risk Score: 100.0), CVYE-2023-5129
(v2: NJA, v3: NJA, Cisco Security Risk Score: N/A)

Affected workloads: .5 - = -centos01
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a0 - Active Internet Breach Easily Exploitable Fix Available
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CVEs

Mo ';:E“”“:v HoH Malware Exploitable Popular Target Predicted Exploitable

oo

CVEs Packages € Workloads €} Pods @

G ‘Workload Worst Cisco Security Risk Score @ - Worst Score (V2) @ ‘Worst Score (V3) @
collectorDatamover-1 74 93 9.8
collectorDatamover-2 74 9.3 9.8

Rows per page | 20 v |

& Download selected workload CVE's data as CSV @
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Pod Details - wordpress

131 vulnerable packages (774 CVEs) on wordpress

Package Cisco Security Risk Score Distribution Package CVSSv2 Distribution

Package CVS5Sv3 Distribution

w0
o
o
2 o
E
a
NI LOwW MEDIUM
Severity
Images Packages | CVEs
Package T1 Imageflayer T1
libbrotlil--1.0.7-2 docker.ioflibrary/wordpress/sha256:c8713c5be33

libmagickwand-6.q16-6--8:6.9.10.23+dfsg-2.1+d docker.ioflibrary/wordpress/sha256:fd468f125198

libbsd0D--0.9.1-2 docker.io/library/wordpress/sha256:dd99cad28e71
ncurses-bin--6.1+20181013-2+deb10u2 docker.ioflibrary/wordpress/sha256:f5600c6330dz
libzstd1--1.3.8+dfsg-3 docker.ioflibrary/wordpress/sha256:f5600c6330dz
libcom-err2--1.44.5-1+deb10u3 docker.ioflibrary/wordpress/sha256:f5600c6330dz
libperl5.28--5.28.1-6+deb10u1 docker.ioflibrary/wordpress/sha256:7a17eb00e8b’
libatomic1--8.3.0-6 docker.ioflibrary/wordpress/sha256:7a17eb00e8b’
libavahi-client3--0.7-4 docker.ioflibrary/wordpress/sha256:5fbf3c85f5b5f
util-linux--2.33.1-0.1 docker.ioflibrary/wordpress/sha256:f5600c6330dz

Wz (3 4[5]6]7].. [16] >

* Download table data as JSON % Download table data as CSV

HIGH

CVEs 1

CVE-2020-8927

CVE-2021-20312, CVE-2020-27751, CVE-2021-;

CVE-2019-20367

CVE-2022-29458, CVE-2021-39537

CVE-2021-24031, CVE-2021-24032

CVE-2022-1304

CVE-2011-4116, CVE-2020-16156

CVE-2018-12886, CVE-2019-15847

CVE-2017-6519, CVE-2021-26720, CVE-2021-3:

CVE-2022-0563, CVE-2021-37600
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