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ZDETIX, SecureWorkload NV —/ o —RKE 7o h—R_—foO7o—%Fy 7F v L,
TaXvENTE N T T 4 v 7T HA A M ERET D HFIEICOWTHBALET, 2ok
BlIX., —BOXRy NU—27 7a—0RBNOT —2EHNTHDL 7o —BHICESEZ ST T\ E
T, 7R —EHIXEEOSL N T T v EREL, EX 2 VT o R —ZEAT DIk
MHhET, A5, 2=V -G T7u—TFT—FE T4 NEX VT L THRETDHIENTEET,
Flo, ERINTEZEZEOHLIPvAT RLAOAFMEEBEHLEAINTWET, Z OGRS
X0, 22— —1k, BEOFEIESL DI I 24 L ICEH SNIFRIERINTZ T
NEARBEALT, ZNHDT RLA~ND T 7 4 w7 Z@BlBl 070y 7 &£,

ZOFETEH, 2= RBLIZ FET g% ENTFy¥— R pEOa K= MIOWN
T LET, ZNbDY =L, 2—F—=DFMR Ry NV —2 70— DT DIZRED
T—Hty MBI L TR T 20BN B E T, a— 2t L7 Xid, HK20EDO7 12—
BHAZWFCEEd, 794 T2 MY —"—ONIF, RN —o & EAICRATR T,
Tua—NDI FTAT v EY—N—ZEMICR T2 2 ENMETT, 2o e AT Bl
A EDABEN AR ERIEAT— Vs Mo Lo THESNET, 2O RF2 A2k
TiE, S E— RO X VELRNRBFEETHII N t—Ta = FIZOWVWTHHA LT
F1, hon"t—TarFT— TR, Mrxo7e—TiZn o "t—a OB BEESIN
L2, HEARMPSEREINET, 20T KL, B/ AT a v AT IEIBLE T,

[ ]

FEB ROOGUIOEHFIZEY, 22— —FA FCHEHAINTNDEIA A=A V=2 a vy b
O—FIZ, BEHOBEDORF DRI SN TWRWAREERH D 7, Kb EMICHETR
ICBBT DI, ZOHA REEHNRA—2ar oy 7 hy=T7 LlaabE R+ 2%
HELEL 9,

Fy k=49 20—: r3740vo0aEHE ||
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BEEN O HEE D §> 5 1Pv4 | Secure Workload 3.9 BEEI D EES D & 5 IPv4 | BEEN OB Z D & % [Pv4
NZ 7 4 w7 OR[N T RLAIZKTBU— |7 L 2Ok

& i Jua— Ko~ (24 ~=—72)

T4 ERETED
Lo ELE, F
7. [BEOLDHA v
~2 Y (Malicious
inventory) ] &9 &
A4 MLVOFEFIER SN
Te Bt H Y B A
YU T vZEFER
LT, BEDOHS IP
DT T Ay T HT
2y 73 HRY —%
ERCcE £,

Xy hT—7 NTFT7 4y Ta—0afE Q=)
Xy NI—=2 NI T4y Tr— 3N—=Y)
caA— 2BV H (4%—2)

HE T 4B (4 X—D)

o« T 4 VE B ENT-HERY] (11 =)

e FINfF¥—F (123—Y)
HIHIY AN (13%—Y)

« BHFER O (15 ~—2)
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Cisco Secure Workload Ul D} B/ —3 3 > 7 ¢ > KT, [(AE (nvesigate) |>[F5 74 Y
4 (Traffic) | DIAISRIRT 5 &, [7 e —#FE (Flow Search) | X—YNFREINET, [7
o —#i% (Flow Search) | X—Y Tld, 70 —a— 252 FTTOL T4 A Z Vo TEBIONRY
VWA TEET, 7a—RBRORARN L 22 70—BAT—2 1%, EHO7r—T812%
BALCENSNET,
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2y bEI—D FST074v0 00—

NS 74w 7a—21F, aAvoa—<LTanAE—D2o00R3HNE+, a2 a—v
Nr7a—%BBEL., e, —Raria—<ISELET (&2, FNEFNISAT
UhkEH—n—ZnET)

ZTRENOBRTIZ, 7u—DRFGHDO/ Ty ML A ML BEXOZEOMDOA Y » 78
SEETERSHES, 7r—2REIcT7 2 ) 7 TE 120 TR (B ROMR
(Explore Observations) ] ZfH L T7 o —Zalfifb T& £, 7o —@BHFEROY X &7
Vo7 LT, 2070 =0T A 75 A AEEEZBLUIZEBIE, N7y M AN MR ED7
o —OFEMIERE R R TEET,

2

Z2E ENAHb—C o REA T 2 R AT AR A FOEA . Secure Workload (37
n—F—X&Z0O7a— % ER BRI T R EEEAIT S Z LN TEET, O
B, T RAOREIMHEHEINDET—ER—XPAPI 0T 1 VIEHRE EDEEERZ & Lo vTHE
MDHLH, TXTOavwy R4 U5 eRRICHATE £4,

1: 7 0—DHE

@ Cisco Secure Workload ®Default - @, L. | il SECURE
Select time range 98,187 total observations
Sep 73 8:37am - Sep 23 337pm = — — prom - - — == - - = Shewing Flow Observtions ~

@ TiSVersion = TLSv12  Protocol = TCP | x Filter Flows
@ Flow Observations ~ Top [Names ~ | contributing to the selected Flow Observations

. Consumer Names Provider Names
- L]
llectordat.
= ,,
Current scope is @ Default ~ Current selection: Sep 23 9:37am to Sep 23 3:37pm (—_—
Found 5,508 Flow Observations (41ms) Sampled @
[ oo |
Y Consumer Name 1| Provider Name [ Gonsumer Address (| Provider Address [ o i i LS Version 11 LS Gipher [
collectorDatamover-2  Unknawn n " esims m ocmm o mcom  TLSV12 TLS_ECDHE_RSA_WITH_AES_256_GCM_
Unknown collectorDatamover-1 L] L] L] TLsvi.2 TLS_ECDHE_RSA_WITH_AES_256_GCM_
Unknown collectorDatamover-1 n - TLsv12 TLS_ECDHE_RSA_WITH_AES_256_GCM_
Unknown collectorDatamover-2 - - TLsvi.2 TLS_ECDHE_RSA_WITH_AES_256_GCM_
collectorDatamover-1  Unknown =m eommm mmmmm icom  TLSI2 TLS_ECDHE_RSA_WITH_AES_256_GCM_
Unknown collectorDatamover-1 18 [ M | TLS12 TLS_ECDHE_RSA_WITH_AES_256_GCM_
Unknown collectorDatamover-2 - L] - TLsvi.2 TLS_ECDHE_RSA_WITH_AES_256_GCM_
Unknown collectorDateamover-1  we m " TLsv12 TLS_ECDHE_RSA_WITH_AES_256_GCM_

Yy kTJ—HT0—: bS5 T4 v o DEEM .
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Select

— 5,180,104
4PM Showin

T, I "R 2RI HBAED [#FH (Scope) 1D, 7 4 VA AEEEFL TV R NE) X
NERERYT — 2 TF, ZoarR—3x> hOHMIE, RSN TW5 AM#HBEEZIEEL, =
YRR MNERT 7 L TEOAMFEHZRICER CE L0152 LT, Fv—
FNOT —2 1%, BIRT R EFEFHOWRE IR OB ERH Y £T, RRTDHA RN I 0
FEFITRIRCTEET, 774/ T, [72—8Hl (flow observations) | DENRK RS E
D

METAILE

H3: 7412 AN
@ Enter attributes... X m

T, MBEREREKLVIALTEODO T 4 NEEERLET, [74/VF (Filters) | &9 HEE
DRIZH D[N TAarvmr ) rTbe, T4A Y a r OFEMBTRITERREINET, 2—
P—=FXNTF—=ZZONWTIEL, ZHDFGETZRHRECHEATE Y, 2O A )iTand, or,
not, BLEMREDOXF—T— R R—hLTEY, ZNOHEMEH LTI WEHERT 1L
ZEFHRLET, 2 20E, IPLLLL & 2222 ODFOFERIEIFE LN T 4 V2 ITRO X H
IZFL C& E 9,

Consumer Address= 1.1.1.1 and Provider Address= 2.2.2.2 or Consumer Address= 2.2.2.2 and Provider
Address= 1.1.1.1

And to additionally filter on Protocol = TCP:

Consumer Address= 1.1.1.1 and Provider Address= 2.2.2.2 or Consumer Address= 2.2.2.2 and Provider
Address= 1.1.1.1

T4 NVEATEREIE, o) EEE = VICERT S5 LT, A—b, aria—<T7 RL A,
TanNf L—=T7 RKL2p [ & o) b R—FLFET, UTICHERIR 7 4 VEZ OB ZRLE
7,

B rvr7—970—: ST v o OERM
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siezans |

Flow Search
Select time range o - 5,270,507 total observations
Aug 3 2:44am - Aug 3 321am + aam aam sam o 7am 8an 9an o o 12pM oM 2o amm aom Showing Flow Observations +
@ Consumer Address = 1.1.1.43,1.1.1.17; X
Flow Observations Top Names ~ | contributing to the selected Flow Observations.
Consumer Names Provider Names
lectoroat...
200 collectorDat... e
Unknown I
tsdbBosunGra. I
100 tsdbBosunGra. —
-1
s druidHistor. 1
launcherHost-1 |
o zookeeper-2 |
215 250 255 amm 305 310 ats 320 lonchartionts |
Current scope s ® Tetration ~ Current selection: Aug 3 2:44am to Aug 3 3:21am Derrode:) !
Found 8,815 Flow Observations (25ms) (Show 20 + J (i order] Sampled @
Explore Observations >
Y Timestamp 1t 1 n 1 Provider Address 11 Consumer Port 11 Provider Port 1| Protocol T} Type 11 Type 1l Service Name
Aug 3 2:44:00am  appServer-1 collectorDatamover-1  1.1.1.43 11.1.26 32284 32323 TCP Other Workioad Unknown
Aug 3 2:44:00am  appServer-1 collectorDatamover-1  1.1.1.43 11.1.26 32034 32323 TCP Other Workioad Unknown
Aug 3 2:44:00am  appServer-1 collectorDatamover-2  1.1.1.43 11027 33048 32323 TCP Other Workioad Unknown
Aug 3 2:44:00am  appServer-1 collectorDatamover-2  1.1.1.43 11127 32814 32323 TCP Other Workioad Unknown
Aug 32:44:00am  appServer-1 tsdbBosunGrafana-2  1.1.1.43 11133 32026 a2 TCP Other Other Unknown
Aug 32:44:00am  appServer-1 tsdbBosunGrafana-2  1.1.1.43 11133 33466 4202 TOP Other Other Unknown
Aug 32:44:00am  appServer-1 tsdbBosunGrafana-2  1.1.1.43 11133 32612 4242 TCP Other Other Unknown
Aug 3 2:44:00am  appServer-1 tsdbBosunGrafana-1  1.1.1.43 11132 45030 4202 TCP Other Other Unknown
> 2 b
Y7 FLAO#ERY T ZHR— T 57113 AN
Flow Search
Select time range o 5,277,810 total observations
Aug 3 2:44am - Aug 3 321am + aam i sam oam 7am aam o 0am " 2P oM 2 amm o Showing Flow Observations +
© ConsumerAddress = 1.1.1.43 - 1.1.1.172 X

[ @ Flow Observations -

15]

215 250

Current scope is ~ ® Tetration ~

Found 50,145 Flow Observations (62ms)

Explore Observations >

Top [Names ~ | contributing to the selected Flow Observations.

Show20 + ) (morder] Sampisd @

Y Timestamp & n n
Aug 32:44:00am  Unknown 200keeper-2 1.1.1.54
Aug 32:44:00am  Unknown launcherHost-1 1.1.1.45
Aug 32:44:00am  appServer-2 tsdbBosunGrafana-1  1.1.1.44
Aug 32:44:00am  appServer-2 tsdbBosunGrafana-1  1.1.1.44
Aug 32:44:00am  Unknown tsdbBosunGrafana-1  1.1.1.45
Aug32:44:00am  Unknown tsdbBosunGrafana-1  1.1.1.45
Aug32:44:00am  Unknown tsdbBosunGrafana-1  1.1.1.49
Aug32:44:00am  Unknown tsdbBosunGrafana-1  1.1.1.49

R2:FIARRGHE T4 ILE

5 (APl TR SN S AHED

Consumer Names Provider Names
Unsonoen I tsdbBosunGra... I
namenode-1 I
appServer-2 - tsdbBosunGra. I
collectorDat. —
Cam | collectorDat. —
adnockatiax-1 | Unknown —
louncherHost-1 [
adhoc-2 | launcherHost-3 [l
a0 ais launcherHost-2 I
adhoc-1
Current selection: Aug 3 2:44am to Aug 3 3:21am ,l_,_,_‘ S S
1l Provider Address 1| Consumer Port 11 Provider Port 11 Protocol 11 Type 1t Type 11
10104 26936 2181 Top Other Workload Unknown
11123 27206 8967  TCP Other Other Unknown
11132 32182 4242 ToP Other Other Unknown
11132 31480 4242 TCP Other Other Unknown
11132 35996 4242 TCP Other Other Unknown
11132 36318 4242 TCP Other Other Unknown
11132 55850 4242 TCP Other Other Unknown
11132 56898 4242 TCP Other Other Unknown

BLL

Y—2Z

[Zr L a—v7 FLX
(Consumer Address) ]

(src_address)

CIDR #3i2 (f5] : 10.11.12.0/24) Z{EH LT
YT Ry FEFIXIP T FL2EZ AN LE
T, AT a—<T RUABRAT S IP
7 RLAEFIY TRy NEEETH 7 —
BT — 22— SEET,

VAVA Ny e
T—Y=x vk
L Ingest 77
TAT A

Yy kTJ—HT0—: bS5 T4 v o DEEM




- e

Yy bTJ—9 70—

FS5 74 voomEE |

5| (APl TARE N 54T FREA Y—2R
[F'm/3f % —7 KL A (Provider |CIDR it (i : 10.11.12.024) ZfEHL T |V 7 b =T
Address) ] (dst address) P77 Ry NELIXIPT RLAEZASILE | ==Y b
T AJJLIZIP T RLARHY TRy h&| L Ingest 77
BN H =T RUAREBETLHERFHE7u— | T4 T R
BT — 2 2 BT ET,
> a—<4% (Consumer Ah&Ehicaryva—<U—rua—R 4L | V7 bhou=T
Name) ayya—wU—ru— R RAREHETLT |2—Y =k
o—#HT— 2% St ET, & AnyConnect
YL
Ta/NA F—%& (Provider ANEnieranf F—T—yua— K4k | VY7 o7
Name) Tanf F—U—ra— R NEREHETLHT 2=V b
n—@lT— 2 % ST ET, & AnyConnect
eV
avYa—va—H— Ta—x4AR LA ENTEayva—~ | VYT YT

(Consumer User)

b arvya—<ZNEHET D7 e —EH
F—H ST ET,

T—Y =z b
& AnyConnect
axyH

/N /4 F—1—H— (Provider
User)

Tu—%E L AT SN T a o X —
&b TR B NEET DT o —EH
T—H e —HIEET,

V7 U7
T—y b
& AnyConnect

axy A
[y a—~ RKAAL U4 ANNEhlcarya—<RAAL 48 (2 | VY7 =T
(Consumer Domain Name) ] vy a—<IPT RLARLY 7T Ry MIE#E | =—Y = b
fFFenTng) arra—~v RAA 4 | & AnyConnect

NEET LI 7o —BHllT—2% HIEE |axr¥

D

[Fa_f B —RAA 4 (Fanxf Z—IP7 RVA/MTxy M| Y7 b =7
(Provider Domain Name) ] HAT 6N TNWD) e X —RKAf L | Z2—T b
HPANTNENT=T N B —RAAL 4L | & AnyConnect

HHET L 7Bl —HSEET, axy A
[y a—<RA ANENTZFRA N aryya—<KRAN | VYT hU=T
(Consumer Hostname) ] LNEET I 7 u—% —FIEET, =Yz b
(src_hostname) & AnyConnect

axy Xy
[/ Z—RA M (Provider | AJJENTZHRA ML E TR E—DRA |V T v =T

Hostname)  (dst_hostname)

FMEPEET LI 7 —2 —HIEET,

T—Y =k
& AnyConnect
axy B
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siczsns |
5| (APl TSN 54T FREA Y—2R

[(BEEOHDLaAy v a—~ N trueDPS, a2 —~DIPT FL | N
(Consumer Malicious) ] ZNFEEDOHAHT RLATHDHZ LR bho

TWET,

[EEDOH DT m/ A 4 — B trueDE, TR AL X—DIP 7 R L |

(Provider Malicious) ] AIEBEDOHDLT RVATHDL Z R bho
TWET,

(2 ya—<@EHINV—T avya—<HMAISN—T1E, 2 a— | R
(Consumer Enforcement Group) || ~IZ—ET D@EHARY > —HNDO 7 4 L% (i
(src_enforcement _epg name) B, A I T T RER7 T A

- - ) DARITY,

[(Fang Z—@H 7 —>7 Tansg X —lH IV —T1X, TS X — | N
(Provider Enforcement Group) | |IZ—HT2@EHAFY > —HNO7 4 V¥ (i
(dst_enforcement epg name) i, A TS R T A

- - Z) DLHITT,

[arya—<agir 7 —7 Ay a—v oI —T1F, arva— [N

(Consumer Analysis Group) ] V=BT D 0MEHRR Y —ND T 4 v
Z (i, AR P T g s EIE
7T AZ) DARITT,

[T ang Z—5r 7 v—"7 TR Z =TT X, T aosA B — | N
(Provider Analysis Group) ] =BT 0T HRY —ND 7 4 v H

(i, AN P T gy E2ids
T AZ) DARITTY,

[Zr v =2—<#iPH (Consumer |[fRESNHFIHIZa v a—~BNETDHT7 |

Scope)  (src_scope name) H—Z—HIEET,

[ =31 X —iiH  (Provider BESNTHEHICT oM X —RNET 57 | N

Scope) ] (dst scope name) n—%—HIHET,

[y v a—~AR—]F (Consumer | AJESNizAR—htaryva—<K—r B | V7 o=T

Port) ] (src_port) HETH 7o —%—HIEET, =V

]\ A
ERSPAN, ¥
& OY NetFlow
[ A X —HR—F (Provider |ANJESNTAR—hETa XM X—KR— BN |V T =T
Port) ] (dst_port) HEHTL 7 —% —HIEET, =Yz
]\ A
ERSPAN, ¥
& Y NetFlow

Yy bT—H 70— FS5T 4 v DAEERME

"



- e

Yy bTJ—9 70—

FS5 74 voomEE |

5| (APl TARE N 54T FREA Y—2X

[2r v a—<®DE (Consumer |ANENEEa Y a2—<OENEHET |FE

Country) ] (src_country) L7n—%—HEEET,

[ 1314 Z—D[FE (Provider ANENTZFHE T a A X —OENEET | N

Country) ] (dst country) LHom—%—HIHET,

[y a—~D XS ANSNT TRy (BRERR) Lo PR
(Consumer Subdivision) ] Va—<vD MIRGPEET LT —F—
(src_subdivision) BIwET,

[ e A H—D FALX Sy AN ENTZ TR Gy (FRERFR) &7 o |
(Provider Subdivision) ] AL =D TFXFPEET D 70—
(dst_subdivision) SHET,

(A Y a—~vBEMEVAT AMEK | AN SNZBEC AT AEK (ASO) &2 | R
(Consumer Autonomous System | > ¥ = —~< HEY AT LMERNEE T H 7

Organization) ] 0—%F—HIEET,

(src

autonomous_system_organization)

[T u g X —HEV AT LR | A SNT-BEY AT L5 (ASO) &7 | N
(Provider Autonomous System O X — A AT LERRPEE T D 7

Organization) | n—Zz—HITET,

(dst_autonomous_system_organization)
[7m k=L (Protocol) ] (proto) |7 v —#lH|Z~7 v k=)L A~ (TCP, VA Ny e
UDP, ICMP) T 4 )V ZWE L F7, T—Yxr kb
& Ingest 77
TAT A
[7 RL 22 A7 (AddressType) || 7w —@Blll|Z7T LA Z A7 (IPv4, IPv6, |V 7 b =T
(key type) DHCPv4) T7 4 VAL E, T—Yxr b
& Ingest 77
TAT VA
NS HTCP~ 7~ (Fwd TCP 7ua—#il%Z~7 27 (SYN., ACK, ECHO) |V 7 h7 =7
Flags) ] T4 VEARBL £, Tz
NN
ERSPAN, ¥
& OY NetFlow
[ 5B TCP~ 7 7 (Rev TCP 7u—#l%E~7Z 7 (SYN. ACK, ECHO) |V 7 b7 =7
Flags) ] T 4 /VEARBL ET, Tz
NN
ERSPAN. ¥
& OY NetFlow
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ST 4 v DEIRE

sezons |
5l (APl TSN S AHD) Bl JY—2R
EHH~7 v+ AUID (FwdProcess | 7 = —#ifll % 7' v & XA UID (root, V7 o7

UID) ] (fwd_process_owner)

admin, yarn, mapred) T7 1 /LAWEEL F
hj‘o

T—Y =z b

[ 5 m~7 vt AUID (RevProcess
UID) ] (rev_process owner)

7 m— @iz 7 n ZAFTA# UID (root,
admin, yarn, mapred) T 4 /L ZMLBH L F
j—O

V7 T
T—Yxr bk

[EJ71H~7 v+t A (FwdProcess) ]
(fwd_process_string)

7 u—#il|Zz 7t X (java, hadoop.
nginx) T7 4 /VAMELEY, [Fokx
SFHN ORI DEE ] 2L T ES
AN

VYT o7
T—y =z b

[Wi 57 1t A (Rev Process)
(rev_process_string)

7 a—#ll%Z 7t 2 (java, hadoop.
nginx) T 4 /VAMBEILET, [TrkX
BN OO EL ) 2B LTI EE
AN

7T
T—y b

[INEL—L DT 2—= Wit v a—~vDhk —HSEET, PR
(Consumer In Collection Rules?) ]
XL — DT r A F— WNEBT B NA X DI —B I ET, PR
(Provider In Collection Rules?) ]
[SRTT{E/H ARE (SRTT ltrue) F721% lMalse) OEZEH LT, | N
Available) ] FATRE72 SRTT JIEMEZ Ff> 7 m—% —
SHET (ZHULSRTT>0 Y L E
+) .
Bytes NABNT T4y T —#Hll | Y7 =T
EIANZMELEST, SM M NTFT7 4y | ==Yz b
TNy MED =, <, > QDRFE (0, 2, | & Ingest 77
64, 1024) TH7 v Mb) THL7n—% | T4 T A
—HIHET,
Packets Ny N NI T4 Ny NTCTu—@| VT =T

WME7 o V2B LEST, Ny b bT

T4y Ny MAR = <, > QDRFE
(0. 2, 64, 1024) T > Mb) THD
Tu—%—HI¥ET,

z—Y =z b
& Ingest 77
TAT A

[7 v —Fpehef] (w1 7 1)
(Flow Duration (ps)]

7 a—fEeRf N v b T e —8lllE T 4
AR ET, e —FER N B
R =, <. > QDOHEFE (0. 2. 64, 1024)
Ty ME) THhLT7e—%—HIEFE
7

PR

Yy bT—H 70— FS5T 4 v DAEERME

"


cisco-secure-workload-user-guide-on-prem-v40_chapter30.pdf#nameddest=unique_921/unique_921_Connect_42_warning
cisco-secure-workload-user-guide-on-prem-v40_chapter30.pdf#nameddest=unique_921/unique_921_Connect_42_warning
cisco-secure-workload-user-guide-on-prem-v40_chapter30.pdf#nameddest=unique_921/unique_921_Connect_42_warning
cisco-secure-workload-user-guide-on-prem-v40_chapter30.pdf#nameddest=unique_921/unique_921_Connect_42_warning
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5| (API TR SN %A

Y kO—970—:

L]

FS5 74 voomEE |

[T — ¥ R (=1 7 afp)
(Data Duration (ps)) ]

T — X Ry v e —# A T ¢
NWAERBRLET, T — X RN b
fE= <. > QOEFE (0, 2. 64, 1024)
THR7y Mb) ThH7e—%2—HIEF
7

[SRTT (A 7 ) (SRTT

(us)) ] (srtt_dim_usec)

SRTT 7w hCT7 a—#lll% 7 ¢ /L4 JLE
LET, SRIT N7 v Ml = <, > 2O
B (0, 2. 64, 1024) T v Mb) T
bHr7u—%—HIEET,

VAV V-V
—x2 b

DES w47 > s OFEE (Fwd

Packet Retransmissions) ]

(fwd_tcp pkts_retransmitted)

Ny NEEEAT y T a—#lE T 4
NAMBELET, Ty NEEEAT v b
ER= <. > QDHEFE (0. 2. 64, 1024)
TRy Mb) ThHd7r—%2—HsdE
R

V7 bhoxT
— 2k

5137 > B OfFFEE (Rev

Packet Retransmissions) ]

(rev_tcp_pkts_retransmitted)

Ny NEEEANT Y b —8llE T 4
WA LET, Ty NEEEAT Y b
A=, <. > QDHEFE (0. 2. 64, 1024)
TRy Mb) ThH7e—% - HIEF
7

VANV
T—x 2 k

[t—H#—F~L (User Labels) ]
(* F/zlTuser 7VT7 47
)

FEHTT v B — RSN AZ LT L
WCBhEM T b —H—ERT — %, Ul
TV 7 4 v 7 AN * T, OpenAPI Tl
user T,

CMDB

[TLS/N—2 3> (TLSVersion) ]

TJou—HEHAINSSSL e hao—T g
<o

Y7 =T
T—Y=xz vk

[TLSHF 5 J53 (TLS Cipher) ]

Z7u—TSSL 7u haLickoTHEHESH
ATNTY XLDE AT,

V7 hoxT
z—Y 2 b

[arva—~vz—Txr h¥A
7" (Consumer Agent Type) ]

ayva—vz—Vor NEALTEEEL

\ijﬂo

[Tanf F—x2—V U N A | TaRA X ==V NI A TEEEL | R
7" (Provider Agent Type) ] 7,
[y yva—~UY—REAT | V—=ANnbarya—<~DUJ)—AD7 |N#E

(Consumer Resource Type) |

H—zRLEYT, V—27u—FK Ky K,
P—EARETT,

B rvr7—970—: ST v o OERM



| *vbr9—470—: +3T4voDARE

T nammsnregil [

5| (API TR SN %A Bl V—2R

(TR X =) —=RFAT | TafL—=nbaryva—<~D)Y— | N
(Provider Resource Type) | 207 —%FLET, V—To—F, Ky
K, —E R ETT,

N\

GE) 7a—7 —Z IR AR DI —F =T XL TT I SN DT, 22— —F LS
AL THT ITIIFRSNEEAL, 7R TTNANERIND ETIZED D05
ERHY T, o, AR —TF LT, [2—/ A L2 ¥ (Corpus Selector) ]
TERINLIEHDC Lo TRV ET, AMEENTZ T SANSEIERERTEEINTND
ATREMED B D 728 T,

T4 LA NEBINT-FRY

6: 74 L ANBINT-BEFRTI

[ @ Flow Observations ~ ]

525K
/AUg[03]02:48am!=JAug[03]02:49am|

Current scope is @ Tetration ~ Current selection: Aug 3 2:44am to Aug 3 3:21am

IOarR—=3 ME, BRUCHRE @ERO=a— 2L 7% (45—2) TITo72ER)
DSESERAL) v 7 OEKGHEZRRLET, Fry XU raflL T, RShd A
M) w7 2 BELET,

X 7:[5%5| (Time series) ] KOy F&H Y

@ Flow Observations ~

Flow Observations

® SRTT
® Fwd Packets

® Rev Packets

® Fwd Bytes

® Rev Bytes

® Fwd Packet Retransmissions

® Rev Packet Retransmissions

Current scope is @ Tetration ~ Current selection: Aug 3 2:44am to Aug 3 3:21am

ZoayR— FTE, BRUCMFEZSOICHROL LB TEET, ALV 70
ERE 7V v 7 T5HE. FUNTF v — e ZDTFOT—Z RN T XTHEF I, EIRL-HFED
T=HDHBBEENET,

Yy kTJ—HT0—: bS5 T4 v o DEEM .



Fy bI—470—: 374 v 0aEE |

B ocengre—r

B 8 FRFEEIC L HHRINFr— b

[ @ Flow Observations ~ ]

2:45 2:50 2:55 3:05 3:10

Current scope is @ Tetration ~ Current selection: Aug 3 3:01am to Aug 3 3:07am

EHRENHFv—F

B 9: LRI NEFvY—

Top contributing to the selected Flow Observations.

Consumer Names Provider Names
Unknown [ Unknown
druidHistori... T orchestrator-3
druidHistori... 1T orchestrator-2
collectorDat... 11 orchestrator-1
collectorDat... 1 tsdbBosunGra...
appServer-1 ] tsdbBosunGra...
appServer-2 1 collectorDat...
launcherHost-1 [ ] collectorDat...
launcherHost-2 [ | namenode-1
launcherHost-3 [ druidHistori...

ZOF v — MIE, MO T 4 NV EFRHORRINT ¥ — b ORI B L 5 2 5 ELNIEOE
MERINET, BRIIF¥— bO7un—BRIT—F C—7 28R, EINHEF¥— T
RARNGEBIRT S L. ZRHDO 70 —BHIFT — 2 b8 LY 52 AR A N (2v v a—
v TN =) OV A RNPRERINET, o, FERIIFT ¥ — MR SRITARKR-TDH XD
WCERESNTWDEEA, ELOARA MIZIE, BIRL7ZSRIT IR b EEBEY 52X 5K A NN
FoRENET,

B #*vbrt7—920—: FSTqvHrOEARNK



| *vbr9—470—: +3T4voDARE

gavzr |

10: FYLF DB LURSN
Top contributing to the selected Flow Observations.

Consumer Names Provider Names

Unknown Unknown
d Add Filter To Drill-Down orchestrator-3
orchestrator-2

T Tl

[

I
orchestrator-1 11

I

1

.

.

|

H

© Add Filter To Exclude

collectorDat... tsdbBosunGra...
appServer-1 tsdbBosunGra...
appServer-2 collectorDat...
launcherHost-1 collectorDat...
launcherHost-2 namenode-1
launcherHost-3 druidHistori...

FUINHF ¥ — FOWTNUOEEE 7 Y v 7T 58, ZOfEE[NY LA 7 (Drill-Down) ]
F2IT [BRA (Exclude) | CEAHA =2 —DNERRINET,

s[KUNZ Ty (Drill-down) (%27 Vw73 5&, fREZDEIZTIZRET D7 4 V4
BB ET,

o [BrFh (Exclude) 1227V v 27325 &, FRNOLZDEZERINT D7 4 VX2 BB NE
va—o

)

GE)  [RUAFT (Drill-down) ] E£721X [BRSh (Exclude) 1 &7 U v 7k, 74 VEEZHMNIT D
WZIE, [Z a4 v (Filter) 174 2 ZWFTHLERHY 9, T, P TX—UREIKL
FHrEND Z &<, BED B (Exclude) |77 v a rzdiEe< 37 T&E %7,

A Xk

Found 5,917 Flow Observations (19ms) ((Show 20 ~ | [In order | Sampled @

Y Timestamp 1 Consumer Name 11 Provider Name 11 Consumer. Addross 11 Provider Address 11 Consumer Port 11 Provider Port 11 Protocol 11 Type 1L Type 1l Service Name 1}
Aug39:12:00am  collectorDatamover-2  Unknown 172.21.156.183 172.21.156.129 0 o IcMP Workload Other Unknown
Aug39:12:00am  collectorDatamover-2  appServer-2 172.21.156.183 172.21.156.180 60674 443 TCP Workload Workload HTTPS
Aug 39:12:00am  collectort appserver-2 172.21.156.182 172.21.156.180 38290 443 TCP Workioad Workioad HTTPS
Aug39:12:00am  collectol Unknown 172.21.156.182 172.21.156.129 0 o iomp Workload Other Unknown
Aug 39:12:00am  collector appServer-2 172.21.156.182 172.21.156.180 38048 43 TCP Workload Workload HTTPS
Aug39:12:00am  collectorDatamover-2  appServer-2 172.21.156.183 172.21.156.180 60678 a3 TOP Workload Workioad HTTPS

Yy kTJ—HT0—: bS5 T4 v o DEEM .



. 7 0—nEH

Yy bTJ—9 70—

FS5 74 voomEE |

T, EOR=T DT 4 N FBIOEIRE —ET 5, FEREO[7 v —#B1H] (FlowObservations) ]
DIUANTT, 774/ T, MBRBORINS 201 — RIhET, Fay ¥y %
T 2L, = FENLD2EEHECE LT, JEF (InOrder) ] TikZe< [H 7/ (Sampled) ]
LT, BRENTHENS 7 e —Bll0O T X Lty FOFAIAHZ AR TY, [

7V (Sampled) [F%7E

REW 270 —BHOY v FERGT2DITRLLET,

1m:4>7)L

Found 5,917 Flow Observations (95ms)

Explore Observations >

Y Timestamp 1t
Aug 3 9:22:00am
Aug 310:04:00am
Aug 3 10:12:00am
Aug 3 10:16:00am
Aug 310:25:00am  colle

Aug 310:40:00am

JO—QEEH

Consumer Address

72.21.156.183

1
172.21.156.183
172.21.156.182
172.21.156.183

21.156.183

172.21.156.183

n

Provider Address ! Consumer Port 11 Provider Port

172.21.106.115 56800

172.21.156.180 43882

171.68.38.66 123

172.21.156.129 0

172.21.106.115 14212

nu Protocol T}

53 UDP Workload

443 TCP Workload

123 UDP Workload

o oM Workload

443 TCP Workload

53 UDP Workload

Type Tl

X, FRR DA HIEZEFICHEA AT D TIXR <, TR L7256 XLV

[7 e —0Oi# (FlowDetails) €7 ¥ a Y ZRETLI2IE, WIhhoiiz227 ) v 27 LET,
Tu—OfEL, ZOT7e—OFHHMMATOSETIERA N v I DT T INREREINET,
fFifOEWT7 a—0FE v~ —F ¥ — FR FHICR RSN, FERIIT —F 2R T~T 5
SFEIFRMBERINTEDL LI ET,

B 12: 7 O—DH

Flow Details

10.10.133.1 on port 1028 @ E=dl pod0530-s0288 - 100.72.69.42 on port 80 (HTTP) @ O}

over TCP beginning on Aug 28 08:44:18 am (IST)

Flags

ICMP Type and Code

Byte Count

Packet Count

Drop Reason

Aug 28 08:44:00 am (IST)

Consumer @

FIN SYN PSH ACK

392 (392 so far)

3 (3 sofar)

N/A

FIN SYN PSH ACK

512 (512 so far)

4 (4 so far)

N/A

Provider @

777V I RAERTT AT ST e —054., B AR7 77 ) v 7 vAT
> (Fwd/Rev Fabric Latency) | & [SRTT] BMEHFREIZZ2 Y £5, AW/ TR/ S—A hA
v —4 (Fwd/Rev Burst Indicators) |38 KON [EF R/ FRIN—A M Ra v 7oA U7 —
% (Fwd/Rev Burst+Drop Indicators) |72 &, > A RV > 7 ORI T T 7InRRENDHGE
nHYET, [AHMEOES] 2ZRL TSN,

B rvr7—970—: ST v o OERM
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| ®vybro—H20—:

ST 4 v DEIRE

&
-

BRARR O

132 5E

@SRTT 0.00ns | @ Fwd Fabric Latency 0.00ns Rev Fabric Latency 0.00ns

HBIFER DR

6.00ms
4.00ms
2.00ms g 2 ML —
0.00ms T T T T T T T T T T T 1
05 PM 08 PM 07 PM 08 PM 09 PM 10 PM 1 PM Tue 11 01 AM 02 AM 03 AM 04 AM
14: BRFEROFET
Found 83,302 Flow Observations (26ms) Show 20 ~ | (In order | Sampled @
Explore Observations v, [ shorter | (ISR Show Outiers )
o R
o o o o g
m"&& . o :p“s““é o v“’“&‘ o
_ o o

L eriasaasrisoonstosare.

BRICT —H TR IRKRTELT ¥ — b a— (PFATHERE (Parallel Coordinates) ] 5% —
N ZANCT DI, [BEER DS (Explore Observations) | %27V v 7 LE4, &l
DLEHELW S LVETAD, BLOHDRITTOHREFHNZT 58545 (KL (Dimensions) ]
Fey 77X OEAOF = v 7 24830, RIEOIAFZ I~ x 556, Z0OF v — I
TIHET, ZOF v — FO1IARKOBIL I SOBRNEZ R L, ZOMN S EIE R0 L RLET
L5FTE. EORTCTOBHIEZ RLTWET, F¥— FDOFNZHIBIFERDO U X M —
I vEEbEDLE, KOHMIZZRY, Fr— FNOBFERZ R T RAmAR RSN ET,

15: 7 0—QBABRICA—VILEEDEGE

Found 83,302 Flow Observations (32ms)

gtos Opseratons [ srorer | [

o M“M S o
o

[Show 20 < ) (arder | ssmped @

o
Ur\knuvmw 18620463815036/58cd12.., 1 1fi31c0481a7632efad 145, i

—
N coleoraamoort 4 \ apoSorvor2 | 20c7550200b02795¢d0i8a.. | 251co9BI2c02409020a2

N

drigHistoricalBroker-2| 02 - 54b88960a36140128c35... | 491/51287921c7617b40309.

\pbaselastor 1 -
\

mm\s@m

5260296249 18agpeTToe0.

o froce

e

congarER0aTad26AT0S05. .| b3IABSTS 625 4ctIchcle

3 M 5701050601873058705... 1 0103864411500116194476.

Y Timestamp 1 Consumer Name 11 Provider Name 1/ Consumer Address 11 Provider Address 1 Consumer Port T Provider Port 11 Protocol 11 Type 1l Typell Service Name |
Aug 33:02:00am  Unknown zookeeper-1 11154 11103 8301 8301 UDP Other Workload Unknown
Aug 33:02:00am  zookeeper-1 orchestrator-1 113 11.1.252 40971 53 UDP Workload Other NS
Aug 33:02:00am  Unknowr 200keeper-3 11120 11115 8301 8301  UDP Other Workload Unknown
Aug33:02:00am  collectorDatamover-2  resourceManager-1 27 11116 8301 8301 UDP Workioad Other Unknown

+ Download table data as JSON

Fy k=49 20—: r3740vo0aEHE ||



B saszomz

Fy bI—470—: 374 v 0aEE |

T —F—ZOERTOWEIZE Y, ZOF ¥ — FO#HITT 7 40 FTIREWZD, Fyv—
FMEREZRRTDITITAICAZ 0= VT OUERHY £, Z0kD, BELoH L RTUIME
AT D LHERITT,

YT U TEBR & IERER DL

[BLRS R Ofes®  (Explore Observations) | Tlk, 2T YT EAMMILT, LVEZLDTr—
EXRRICTHZEAMRLES, 2D BIRUEHBNICRE LS ESE 7 —%
IR TEET, LEN-> T, EORRIIF ¥ — K T200 T{FED 7 v — @1 23R L7z
Y. 1000 fho ¥ IR ARTY —ltr—FshEd, —FH, 7e—0DIER7— T
1%, BRI OB E 1000 Eo 7 v —@BlT — 2 e — REnx1,

16 : 1000 H-D)ERT—4

Found 83,302 Flow Observations (26ms) [[Show 20 ~ | (in order | Sampled @

Explore Observations Shorter ‘ Dimensions + Show Outliers )|
o

Te

17:1000 DY > TILT—4

Found 83,302 Flow Observations (30ms)

X
AN
C1134207305419250898 /
N >

o/ Workload

EFE &R0 OBRIT — 2 OBEIE. TR_RTEALRAZ TN 909 MEIEE D E2, 7Y
> T DOGE TN T — 2 BNER SN B 2R TR EN TV A AICER LT EE
A

Ta4NBYDYT

WTIPOENIIR > TH =Y NE RT v 735 & BREMSER S, £ ORIREEMHIC—E
FTOBNT = DHPFRRSNET, WEHEZ UV v 73258 WoTHIERGEHZERCx
F9, EIEROROEZRIRTE £, BT —2DU X FAEH Sh, SR B
T = DHBPFERINET,

B rvr7—970—: ST v o OERM



| #vro—970—: r3T74vo0AER
1547 r9—n—nn5 |

18 FIRHHE T & DR

Found 83,302 Flow Observations (32ms) ~ | [In order [ Sampled @

Explore Observations Shorte ens - s Outliers ‘
— - o
o

o =
Y Timesta mp CGonsumer Name 1| Provider Name 11 CGonsumer Address | Provider Address 11 CGonsumer Port 11 Provider Port 11 Protocol 11 Type 11 Typell Service Name T
Aug 3 3:02:00am zooke r hestrat y 2 40971 53 ubP ‘Workload Other DNS
Aug 3 3:02:00am llectorD: mover-2 50 hager 27 ¢ 6 8301 8301 upP ‘Workload Other Unknown

— ~ - \\_ /\\I
D54 T MF—IN\—DH5E
TJua—0FE (AT MNYy—R_"—F 37 a " F—/ar a—<04hE) 1L, Ak,
HER Y O —H, BXOEHAICE > TEETY, I _XTHO2=Fy A 7o —|20%, 774
T hEF—R—DNERH Y 5,
7= & 21X, HTTPS = LT Web — 3— (192.168.2.1) (ZT7 7 2A$THITA47T b

(192.168.1.1 ~192.168.1.3) NdHHHAE. WBHE. HELA— I 1025 ~ 65535 DHFFHO T 7 =
ATGNVR—FTHY, 3EHhA— ML 443 TT,

19: 95472 b—N—DHEE

Client

ERer2 7 54T v MY —R_—DOFMIIRD LY T,
« 7747 b :192.168.1.1 ~3
o —r3—:192.168.2.1

« —E 2 : TCP H— |k 443

Fy k=49 20—: r3740vo0aEHE ||



Fy bI—470—: 374 v 0aEE |
B /s 7o rv—n—onsE

HEIRY O —HEIZ Lo TEBRENTEZRY O—2BITRENTWET (Elox RRA >k
NI N—TENTHET) |

B 20: £k S iKY >—

Client

ZIT, IIAT VR EY—=R—DFE ORI IR o T2 E CRIEMEZRE) . kD KD
2720 £97,

« 74Tk :192.168.2.1

o P X— : 192.168.1.1 ~ 3

e —ER T AFIR—FDY AL (45680, 51112, 45553)
Wz, FROREMRSE TR, EREINERY —REDO L H T D AREMERH Y 7,
X 21: FEREA S

Client Web

ZORER, R —0@EMAICBALTENEZL DY Y —ARNHEEINET, &HIC, R T—D
WHAEIZ L - TE, 192.168.1.1 ~ 3 TIEYFE =7 = A F/LAR— a2 LTH, 192.168.2.1
T 7 ATEERA, 72& 21E. SecureWorkload VY 7 N7 = 7k v —0mA 2 FEHT 535
AL B 4T M Web (ESTAB) ~Dii AR U > —1E, Webs8 TDZ 7 A 7> b
ko ThER SN FNTF 7 027 (NEW, ESTAB) & —&H L EHA,

BALNAR LT ETCP 75 7%, 72947 &W—_"—OFmAH W 57- 91T Secure
Workload TEFI S ET, =& 21X, /X7 v M3 UDPACMP T 5 ATREMED B 270>, HIfE
HFaYPR—=F L TOWRVHW B =R S TWb 72D, TCP 7 7 71F#Hi (SYN,
SYN/ACK) D37 Wa, 22— —EHRDOA—N"—F A KL—)b A LAZ T BLOE
OO 22— RAT 4 v 7%, 7u—0FnE#T -0 ET, EF L BEa—
URAT 4 v 712100% OREEZRIELET AL, 7747 et —n_"—DEEIL, HILD
oY —nX A4 7L, v —DFERAREOBECTHE SN E T, Cisco Secure Workload ™
REST-API (OpenAPI) ZfH LT 747 FEH—n_"—DA— =T 4 RL—/LZFHAL,
Secure Workload 2388 > 7= FmZ UG Lz 7 a—4 4 7OV —_R—R— F 2B TE ET, &K
(2. Secure Workload IZF NG DN — L EZHEHA L TCHF ¥ 7V F v InH Ly o —F — X & 4L

B rvr7—970—: ST v o OERM



| ®vybro—H20—:

ST 4 v DEIRE

woy—54 TonesE ]

L. 7e—0OFRANEE SN TWAHMICRY v—%2ElkLET, ——TF 1 KA — %
ET D APLOFEHINZOWTIE, 7747 > bh— —#k] 22 LT &0, R —
ZPENTCERL, AERFY O —2RMEEITHRT I b TEET, AERRY V—%F
FKEITHIBRT 2 FEOFEMCOVW L, TRY v—] 2R T &N,

oY -S4 TOHREEIE

BN — 2 NERITEH Y 7 by 27— = M, Secure Workload 7 7 1 7
VNPT T AN TRERE AR LET, Bt -T2 N
FEHE—Y = FORBEZHRET L2 AR LES, Zhoom—T =2 NI, WEYRs
TAT VNP —= =T DT DI BEBRTXTOEFERELET, PO U—7
m— FCEAERE T —Y = P EZFEA T —Y = PR R TE 25413, ERSPAN
oY —2FEHL, T2 TEIELTHERY O—HRHEITY 22 HERLET, TODITE
Secure Workload &N HE T, 7o, YAaATETZ7 4 — KA 7 IZESW Tk a—U AT 1 v
7 TNTY A NERRRAIC S E L TVET,

ELWZ T4 7T 2 MY — =3RS TER20E . Secure Workload [ — 1 —7F
BOA—N—=FA FElFb 2=V AT 4 v 72 LT, FHERONEFLZHNL £, EFR
b B 2—URT 4 v 71X100% OREEEZRGEL £ A, FHIND B —ORECHHSE
PR X VREIME T LET,

LTFiE, RY =R Oa2—=2 7 =R ZB 57 T4 7T 2 MY —="—ORETHIRE SN SIE
T

s BN AHIMEE—Y e P ETITEH = —Y = > b (Deep visibility or enforcement agents) ] :
KBORESGDLIZIL, V7 b7 — (BRI AEET—Y > N E LA
=V b BEALET, B2 EEBTLENCB SN N T T v T r—
X, UFCaAT b a—Y AT 4 v 7 Il o THELENE T,

« [F5/Citrix/. .. T—2xz b ZNHDOTZ—T = NI, ADCTNA ANL T T4 7 2 N
Y= _"—ORELPE L, TORETE 51 W% Cisco Secure Workload (Z A b U — X
ﬁbiﬁqo

* [ERSPAN® > — (ERSPAN sensors) ]: ERSPAN & > —Z i {4 554, 2—HF—i%
MERHLT—r 0 —REDRODO NT 7 ¢ v 7 ZERTA L L, ERSPAN & > —7239
NRTDANRNEINTZ N T T4y VBB TEDLLOICTHLERNDVET, /o, V—7
B— ROFRy bU—7@F O fAMEEZ KT ¥ 72, ERSPAN & 2 — 0 A — X —
YT AT TATHLRNTLEEV, &5, ERSPAN® VY —D 3y s Fa v 7 &k
INRICHI 2 2 BERH Y £4, F2L—FI12E, ARV > —HHo*xy hU—2 70—
HwzEL 7 e AFRITA L EEA,

PITFIZY A & TWD Netflow B —%2EH L TWA5E, 2 —F—13HR Y > —04rIcBE
T5L0 L OFEMEEICYH A>T 7L, BISV— N ZERTOIHLERDH Y 9, EFR L.
Secure Workload 1% 100% [FMETIX/RWVWe 22—V RT 4 v 7 L2 L£9,

* [Netflowtz > % — (Netflow Sensor) ] : NetFlow X, ¥ > 7V 7 an, EHSn-70—
T ERELET, ERNBLOV T 0T ATIE, 774 T2 MNP—r3—
OfeRERBKbIVET, fERERPKDbND &, BEIRY U—/i & R Y O —Ep O

Fy k=49 20—: r3740vo0aEHE ||
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Fy bI—470—: 374 v 0aEE |
B oroio7i—9— Gas—n—) cavva—< GIEISITUH) OB

RICEE L, MEEZ LY R LET, NetFlowT —# %, SERATRECENLTHET,
Secure Workload |3t =2 — VU AT 4 v 727 — AR T FTALENRHY 08, ELLI A
WEERIEAN L —Z IR D> TRV 2 OFEEENLEIZR Y £3 (72 & 2I1E. Cisco
Secure Workload DHilF LV — V& EFKT 572 L) , NetFlow 7 — & b —#DE W7 12 —%
HLTEY, FE5MEIE NetFlow 77— Z 2T 57 A RKEFELET, 77V r—
Yar 7Ny arie—7 (FF—"—n— RFRZ %) 2L L3/L4 NAT 73
AREN LIEAT 4 v T 7 7a—0 X ) IpRik/a 2 — A7 — A TlL, Secure Workload T
NetFlow #fEH LT, FO7o—»23Mio & D7 v —(ZBE LTV H % Secure Workload C
LT D L EHELE L 9,

7 74T 2 MNP = AR=OFROFrOFEMIT, RO LEBY T,

JA—@7JATa—Y— (REZY—nN—) £aria—7 BlEY S
A7) DA
Y= N—Zm T 2HE (B DOEE, ta—U AT 4 v 7)) 3EHEHY £7,
BT =N SYNAY Fy=A 7 2T o8, —"—Z2RETEET,
s BB — R DA =V =N AT R E RSN ET,

cEAWET L R, =IO TAT U NEBELET, MBI, 74T
VR AR—= FOFIHES WL, 1ZD0Ib vt FRENET,

fEJENERL X, SYN_ANALYSIS/NETSTAT > USER_CONFIG > DEGREE_MODEL DJIE T,

SYN_ANALYSIS [ —H#—FE LV & EVBEIEML A 52 bivd DI, = —HF—f&E I <
RAHAREMER DY, BRI T T RNy V=R T AT DREOERRA > N e
FFoTn5 EEZ25N5H5 T3, DEGREE MODEL 358/t = — U A7 v 7 B’ERET 5
LT ToH D, KEE 100% PRikT 2 Z L IXTE LA,

II7A TV M= —gHDOt 22—V A7 4 v 7L, TORBH T RapiggBZae R L, fkke
FICT T Y ALZHRLTWAHICHEDLLT. S ESHERLR2VGARHVET, 295 L
A%, OpenAPIA v ¥ —7 = A Z&MHAL T, BERMOY—N—KR—hMNIT 7 ATEET,
INDOBREFBEO 7 o — 2T EINT, TORGLED 7 o —0~—X% 2 JICO I8
LET, UL, BEOMLFETIERLS, 74— ANy 7 OREOTEL L THEHTEE
R

Fo, BFEOT7u—02WMEt, 7 74T F =R —Dv—F 2 T EEEDIR LY L0
IowdszevittsnEd (MiE->TWeo, AEETANEEINEZEATH, 72—
WRE =N R BRGHTSNDICON T, FEORFEE & HICZ{bLET) . FREU L
OEFENEALOFEHIZ LY | IRWVEERIEf O % LEETEET GBHFO 7 —0r 7147
M= =380 BbY £9) ., Sz, [7o—ofFEEHET) o~v—% 2 7 OR%E
I, EEVWETAR—ADOY—F U IZOHEAINET,

B rvr7—970—: ST v o OERM
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hont—vavi—k |j

hont—aE—F

Cisco Secure Workload (%, KD 7 v —pHTDEEREE— REHFR— ML TWVET,

HME—F FEHME—FCIE, =V MR o TR SN TR TO 7 o — L FE7R

MEHEBRA T v 7 F vy EnET, F¥ 7 F ¥ SNDHEHTEL, 7y M E ST M
TCP 7 7 7', ¥igitiit., % MU —ZBIE, SRITRERNHV T, ZOX A TDLKR—
MIZL DEAZEELWVWEDTTN, T—X%2 LR — s L TUETL-DOFEARNK
LN FET, BT, TIARIVDL—RAT—ARN®T AT =V a v ORE, BER
TIECTIE R WIEERH D 7,

chAUNtE—LaVE—FR: Aunt—arE— KL, $EROFEME— R LV HIRERN

BE—RNIZRVET, Hot—TarEF—FD—Vcr NI, 24T R —
N—Z IR TEX AR 7 —Tl3k o "t—r g 02 LR— 1 T52 %1
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Flow Details
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Rudated Flow b
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D 5 1:02:00pm Bahiang-cennsnd Unkniswm Unkngwn 45242 443

Consumar o Provider @
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IEMP Type and Goda
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