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* Apps
* Apps:HR
* Apps:Commerce
PRODUCTION NON-PRODUCTION

Apps
DENY PRODUCTION -> NON-PRODUCTION on TCP port 8000 (Absolute)
Apps
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HR TCP
8000 HR
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c) [ Query ] [(D] CVE
d)
e) [ Restrict query to ownership scope ]
2
11
e Internal
. [ Deny ]
3
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JSON
JSON
JSON
JSON JSON
name
description
parameters
absolute_policies
default_policies
consumer_Filter_ref
provider_filter_ref
“type": "Filter"
{
"parameters': {
"HTTP Consumer™: {
“"type': "Filter",
"description': "Consumer of the HTTP and HTTPS service"

¥
"HTTP Provider™: {

“"type': "Filter",
"description': "Provider of the HTTP and HTTPS service"

}
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JSON B

}
}
"consumer_TFfilter_ref': "HTTP
Consumer™ "provider_Tfilter_ref": "HTTP Provider"
Ref
_workspaceScope
_rootScope /

JSON

if *_filter_ref is defined
use the filter resolved by that parameter
else if *_filter_id is defined
use the filter referenced by that id
else if *_filter_name is defined
use the filter that has that name
else
use the workspace scope.

action
ALLOW

DENY

ALLOW
priority integer

100

consumer_filter_ref string
consumer_filter_name string
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consumer_filter_id string
ID
provider_filter_ref string
provider_filter_name string
provider_filter_id string
ID
14_params l4params
proto integer NULL
port integer [80, 80]
[5000, 6000] NULL
L4param
proto integer NULL
port integer [80, 80]
[5000, 6000] NULL
{

"name': "Allow HTTP/HTTPS and SSH",
"parameters': {
"HTTP Consumer': {
“"type': "Filter",
"description': "Consumer of the HTTP and HTTPS service"

¥,
"HTTP Provider': {
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“type': "Filter",
"description': "Provider of the HTTP and HTTPS service"

b
T,
“"default_policies™: [
{
action': "ALLOW",
“priority": 100,
"consumer_Tfilter_ref": "__ rootScope",
"provider_filter_ref": "__ workspaceScope",
“14_params™: [
{ "proto': 6, "port': [22, 22] },
]
T,
{
action': "ALLOW",
“priority": 100,
"‘consumer_TFilter_ref": "HTTP Consumer",
"provider_filter_ref": "HTTP Provider",
“14_params™: [
{ "proto": 6, "port': [80, 80] },
{ "proto: 6, "port': [443, 443] }
]
b
]
b
[ Segmentation ]
[ Policy Templates ] [
Import Template ] /
4

Segmentation Policy Templates

Policy Templates

Q Search default or user generated Policy templates + Import Template

Block Insecure Ports Allow HTTP/HTTPS and SSH
16 Suggested Policies 3 Suggested Policies

Preview : Preview :
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o~ w

From Template? = true

Segmentation Policy Templates / Allow HTTP/HTTPS and SSH

Allow HTTP/HTTPS and SSH

Select workspace

Default
Primary Workspace

@ Default D¢

Parameters

HTTP Consumer @
@ Select a scope ~

HTTP Provider @
@ My HTTP/HTTPS Service ~ X

Policies

3 Suggested Policies

Rank Tl Priority Tl Action Tl Consumer Tl Provider Tl Protocol Tl Port Tl

Default 100 (o ALow | @ Default @ Default TcP 22 (SSH)

Default 100 (@ aLow | Defined by HTTP Consumer @ My HTTP/HTTPS Service TCP 80 (HTTP)

Default 100 (@ aLow | Defined by HTTP Consumer @ My HTTP/HTTPS Service TCP 443 (HTTPS)
ADM
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[ Organize ]1>[
Scopes and Inventory ]

[

Uncategorized Inventory ]
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1 [ Defend ]>[ Segmentation ]
2
3
4 [ Manage Policies ]

5 [ Matching Inventories ]
6
a) [ Uncategorized Inventory ]
b) [IP IP addresses ]
IP Cisco Secure Workload
IP
«IP
[ Pods ]
c [ Workloads ]
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[IP IP addresses ]
IP IP
d) Kubernetes OpensShift [ Services ]
[ Pods ]
Kubernetes/OpenShift
e) [ Services ]
7
a) | All Inventory ]
b) [IP IP addresses ]
IP Cisco Secure Workload
IP
. IP
[ Pods ]
c [ Workloads ]
[IP IP addresses ] IP
IP
d) Kubernetes OpensShift [ Services ]
[ Pods ]
Kubernetes/OpensShift
e) [ Services ]
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55

10 Defend ]>][ Segmentation ]
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[ abort ]

Clicktoseeresults ]

< Workspaces Default v

Matching Inventories @B
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PRMARY | -+ [@) Verson1\/  View Version History
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31

50

42

50

36

51

101

Cisco Secure Workload




Cisco Secure Workload |

[ External Dependencies ]
[ Coarse ]
8:
~ External Dependencies
Manage the granularity of automatic generated policies for services that are external to the workspace. @ 0 hidden scapes Previovs Config | [ |
[(Reorder Neturally @ ] [ Dragand Drop | By Number

= ® Default: gcp-gcpdevplaygroun-nprd-35862 : default [ Coarse | Fine v
— @ Default: gcp-acpdevplayaroun-nprd-35862 Fine E] ¥
= ® Default Coarse | Fine E] a

> Advanced Configurations

Discover Policies

[ Automatically
Discover Policies ] [ External

Dependencies ]

34

50
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34

API

Company: RTP

Company: SJC
Company:RTP
[

Fine ]
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External Dependencies

Manage the granularity of ADM generated policies for services that are external to the application. ® 32 hidden scopes  Show Al Previous Config

Reorder Naturally @ | Dragand Drop | By Number

=3l JustACompany : 1.1.1.50 Coarse | Fine \ 1 dependent filters

1 custom inventory filters

Coarse ‘Ke‘ 0 dependent filters
Coarse E‘ 0 dependent filters
- [Gaae] e

86

e[ Restrict Query to Ownership Scope ]

[ Provides a service external of its scope ]

. 33

Automatically Discover Policies ]

w N
— —

External Dependencies ]

close

8 8 B8 8
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[ Show All scopes ]

Previous Config ]

Default Config ]

[ revious Config ] 1

[ Reorder Naturally ]

10:

v External Dependencies

Manage the granularity of generated policies for services that are external to the application. @

o By Number

o[ Drag and Drop ]
o[ By Number ]
10

[ View ]
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[ Fine ]

[ Coarse ]

ICMP
ICMP

[ Exclude ]

. Cisco Secure Workload


cisco-secure-workload-user-guide-on-prem-v40_chapter33.pdf#nameddest=unique_444

| cisco Secure Workload

1
[ Defend ]>]
Segmentation ]
[ Manage Policies ]
[Al Al Policy Discovery ]
[ More ]
[ Policy ]I
Discovery Flow Filters ]
o[ Policy ]I Discovery Flow
Filters ] [ Create Flow
Filter ]
. [ Inclusion ]
[ Create Flow Filter ]
. [ Defend ]>[
Segmentation |
o[ Tools ] [Al
Al Policy Policy Discovery Configuration ]
o[ Default Flow Inclusion
Filters ]
2
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Provider
[Protocoal]
Port
100-200
3 [ Edit ] [ Delete ]
4
[ Default Policy

Discovery Config ] [ Save ]

&

Default Policy Discovery Configuration ]
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. [ Defend ]>] Segmentation ]
o[ Tools ] [Al Al Policy Policy
Discovery Configuration ]
. [ Default Flow
Inclusion Filters ]
1
o[ Manage Policies ]
[
Exclusion Filters ]

. [ Advanced

Configurations ] [ Exclusion

filters ]
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1 Defend ]1>] Segmentation ]
2. [
Tools ] [
Default Policy Discovery Config ]
3.
4. [ Default Exclusion Filters ]
2 [ Add Exclusion Filter ]
3
Provider
[Protocol]
Port
100-200
4 [ Edit ]
[ Delete ]
5
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[ Default Policy
Discovery Config ] [ Save ]
©
o[ Default Policy Discovery Config ]
41
[ Manage Policies ] [
Automatically Discover Policies ] [ Advanced
Configurations ] /
o[ Default Policy Discovery Config ]
[ Defend 1> Segmentation ]
[ Tools ] [
Default Policy Discovery Config ] [
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Advanced Configurations ]

/

50

11:

Automatically Discover Policies ]

‘ « Advanced Configurations

Side Information @

SLB Config @

Select a source for this side information -] Route Labels @

Cluster Granularity
Port Generalization

Policy Compression

Clustering Algorithm Flows

- Meown
@ Ve Acoressie
- Moorare

Processes | Flows and Processes.

o[ Fine ]

o[ Coarse ]

Select a source for this side information

-]

Auto accept outgoing policy connectors @
% Ignore flows matching any of the Exclusion Filters @
Ignore flows matching any of the Default Exclusion Filters @
% Enable service discovery on agent @
Carry over approved policies @
 Skip clustering and only generate policies @

Deep policy generation @

Generalization ]

. Cisco Secure Workload

[ Advanced Configurations ]

[ Port



| cisco Secure Workload

ul

Hadoop 32000 61000

100
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ul
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* A B C D C D B
cC - A 5520 TCP ALLOW D - A
5520 TCP ALLOW

12:

.
S ~. Protocol: TCP
S o Port: 5520
~
~
~
~
v, ..
.
.
A3
.
.
.
.
Protocol: TCP 5
Port: 5520 A
.
Cc D B cC - A D
- A B 100%
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Protocol: TCP
Port: 5520 -

-
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-
-
-

101

111
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111

[ ExclusionFilters ]

51
36

» Windows Active Directory Windows
49152 65535
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14:

v Protocols and Ports 4

- XXX
oo

= o4 o -
@ 0 O 0O
T 0V U O

Delete All -+ Add

: 22 (SSH)

272

: 80 (HTTP)
:49152-65535 w

—

» Protocols and Ports 5

-X-N-X-X-J
oo

TCP :
TGP
TCP :
THE B <
UDP :

Delete All Add
22 (SSH) T

72
80 (HTTP)
49678 w
53 (DNS)

OpenAPI

52
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. A B C Al A2
1. “Root” - “Root”
2. uBn N “Root”
3. ucn R “Root"
4, “Al” - “Root”
16:
Protocol: TCP
Port: 5520 % o
- ~
-~ ~
-~
K}
------.._.. Protocol: TCP
i Port: 5520
"
> ’
L d
*
" .
r 1
g r
, 1
. '
¢ 1
) Protocol: TCP }
', Port: 5520
! [y
Protocol: TCP ¢ i
Port: 5520 E
)
' C
r
Il
’
]
]
]
[l
L]
I
1
I
]
L}
1
“C” _, “Root” “Al1” -, “Root” “Root” - “Root”
“Root” - “Root”

13 Bn R “ROOt"
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Protocol: TCP e==""
Port: 5520 ~~-..__>
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[ Defend ]>[ Segmentation ]
[ Tools ] [
Default Policy Discovery Config ]

18:[ Default Policy Discovery Config ]

Segmentation

& Workspaces (0] 1 Draft Policies [} A Analyzed Policies [+ @ Enforced Policies o C  Policy Requests o Tools

4 Enforcement History

Workspaces Tree | List  Root Scope | SECONDARY & «+» View Activity Log [

Furong(3) / Root Scope Last Update: Jul 19, 2022 7:26 PM

© Filter all workspaces X »  Default Policy Discovery Config
11 Scopes and 10 Workspaces
Type Version Absolute Policies Default Policies Cateh Al
Add workspace Sort »
[ Addwopncr ] [son- — NI NIA - s & Policy Templates
Root Scope [E—— Analyzed /A NA A N2
® Furon, Pe— Enable Enforcement
p——— o » o Atiow =
Furong Secondary >
S Parent Scopes Run Quick Analysis
Scope Primary Workspace Analysis Enforcement
Furong:jumphost Primary
@ Furong:jumphost (9] This workspace belongs to the root scope

[ Default Policy Discovery Config ]

o

[ Save
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19:

Default Policy Discovery Config

See the user guide for information on Policy Discovery configuration.

External Dependency settings will use these settings by default

Advanced Configuration options will use the previous run if available. These setting will be used for the first Automatic Policy Discovery in a workspace.

Default Exclusion filters can be used in combination of the exclusion filters defined for each workspace. You have the option to use or ignore exclusion filters under Advanced Configurations. Learn More

> External Dependencies
> Advanced Configurations

v Default Exclusion Filters

@ Search exclusion filters x
Consumer 11 Provider 11 Protocol 11 port1! Last Updated 1} Actions
@® Default ® Default TCcP 80 Jul 20 12:23:15am s

52

1 [ Policies ] [ Protocols and
Ports ]
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Cisco Secure Workload |

20:

Matching Inventories Policies @) Fiters @  Conversations @)  Provided Services  Policy Analysis  Enforcement Status  Enforcement
El @ Filter Policies ... x Run Quick Analysis + Add Policy a e X

Absolute and Default Policies @) | Catch All [ @ DEnY Grouped @ | Ungrouped |

Policy Actions

L T Priority 11 Action 11 Consumer 11 Provider Protocol 11 Port 11 Confidence 11 Actions
Priority 100
Default 100 ALow | ® Default ® Default ICMP N/A High
— Action Auow |
Default 100 ALLOW | @ Default @ Default TCP Very High
Consumer # Default
Default 100 ALow | @ Default ® Default upP 53 (DNS) Very High
Provider # Default
Default 100 ALow | @ Default ® Default TCcP 80 (HTTP) Very High W
Flows 4 @ View Conversations
Default 100 ALow | ® Default ® Default upP 123 (NTP) High ¥
= v Pra Policies marked as ‘approved" will be
Default 100 ALow | ® Default ® Default uopP 137 (NETBIOS Name Service) Moderate ¥ carried over during the next
N Automatic Policy Discovery ONLY IF ~ EAll +Add
Default 100 ALow | ® Default ® Default TcP 443 (HTTPS) Very High ¥ there are matching consumer and
O provider fters
Default 100 Aow | ® Default ® Default TcP 5660 (Secure Workload Enforcement) Very High ¥ u]
_ 51 This poliey is not approved
Default 100 Alow | ® Default ® Default TcP 6443 Very High O | cickto toggle
o fement)
Rows per page [ 20 v
O ¢ TCP:6443
+ Download table dataas JSON  + Download table data as CSV O ¢ UDP:53(DNS)
O ¢ uDP:123(NTP)
O ¢ UDP:137 (NETBIOS Name Service)

51

. approved: false

. 100

113
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[ Carry over approved policies ]

[ Conversation ]
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e
90
. 51
. Advanced Configuration ]
V*
55
29
V*
v* p* 159

10 Defend > Segmentation ]
2
3 [ Manage Policies ]
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< Workspaces

Production PRIMARY v

Cisco Secure Workload

Cisco Secure

Matching Inventories @)

e[=[¥

Workload

Policies @

@ Filter Policies ...

Filters @)

V*

< Workspaces Production PRIMARY see A View Version History

|VO Last action: Jan 14 2023, 4:37 AM

=)

p1

Last action: Jan 14 2023, 4:37 AM
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1 [
View Version History ]
2. [ Versions ]
[ Published
Versions ]
21:
Activity Log Matching Inventories @) Conversations Filters @) Policies €EH Provided Services

Application Activity Log Published Versions 1

V1 untitled #

13 log events - Last Updated: Aug 5, 5:14 PM
Created Aug 5, 10:55 AM by Test User <tester@testdomain.com>

VO untitled # Switch to Version

0 log events
Created Aug 5, 10:55 AM by Test User <tester@testdomain.com>

3. [ logevents ]

22:
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Compare Revisions | Last 2:17 PM
Updated
AUGE,2021.12:10PN X Configurations
From 3:00 AM
To 9:00 AM
Exclusion None
Filters

> External Dependencies

v Advanced Configurations

Cluster Granularity Medium
Port Generalization Very Aggressive
Policy Moderate

Compression

161

Compare Revisions ]

: [ Delete ]

V*

: [ .. Export.. ]
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Kubernetes

v4
v2 vd v4
v3

V*

Kubernetes

Kubernetes

COARSE VERY_COARSE

< Workspaces Demo Coarse v SECONDARY eoo [ Version1 \  View Version History Last Run: 6:08 PM @ | P> Automatically Discover Policies
Matching Inventories @) Policies @) Filters @ Conversations @)
B @ Filter Policies ... X | 4 Policy Qa e X

Cluster replicaset-zeta
Cluster Actions />0
Name replicaset-zeta &'
@ Description  The cluster was formed from the following sources:
ReplicaSet name: replicaset-zeta ¢
e-epsion
deployment-alpha+786/9865! "
Confidence Very High
Query * orchestrator_app = zeta and (
* orchestrator_tier = cache  or
# orchestrator_tier =db ) and
(= # orchestrator_system/namespace = standard
Edit Cluster Query View Cluster Details
> Senvices 0
@ @ v Pods 3
daemonset-gamma e Namespace Pod Name Address
standard replicaset-zeta- 172.16.84.132
xkmhb
standard replicaset-zeta- 172.16.247.39
+ gnddc
. standard replicaset-zeta- 172.16.247.36
o 7kb7z

MEDIUM FINE VERY_FINE
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| cisco Secure Workload

[ Description ] ReplicaSet
replicaset-zeta The cluster was formed from the following sources: ReplicaSet name:
replicaset-zeta

JSON XML
YAML 1

[..] [ Export ]

[ Download ]
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