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FIE

ATwF1 \conf\enforcer.cfg ZHE L F7,
AT w72 disable wip stealth mode: 1 ZiE/I L £7,

B > ric&dRy L —0ER
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RATYT3 77 ANERIFLET,

ATy T4 ERFHERTRO v FEFITL T, CswAgent —E 22 FHEH) L £,
a) sc.exe cswagent 2% R&FEITL T, CswAgent —E A &{EZIELET,
b) sc.exe cswagent 2 ¥ RZFEITL T, CswAgent ' —ERAZ[A L £,

AT 75 MERT LT, ROFIEIZHENET,
a) EELEHMERR T cmd.exe ZFEITLET,

b) c:\program files\tetration\tetenf.exe -1 -f -verbose -output=outfile.txt I~ K%

FAITLET,

“Tetration Internal Rule block portscan” filters are not configured.

\}

GE) RTNVARE—RT7 4 VH BB HHREIL. Cisco Secure Workload = —3 = o M 3% LV /R —
Va7 vy T —REND EABPICHIBREET,

Windows TA 7 /L AE— R& NS 2 HIEOFEMIZOWTIEL,  [How to disable stealth mode
- Windows Server | Microsoft Learn] %#Z M L T 7230,

EEFADWFP 7 1 L2 DHIG

AR E A D Secure Workload WFP 7 ¢ /L2 1%, c:\program files\tetration\tetenf.exe
P L THIBRCE £ 7, 74V Z ZiRo THIBRLARWE 5127 511X, HIfrR=a~ > R&3T
THEE, b—7 & <yyymm> B THRELE T, 22T, ywyy [ZIEBAEOHE, mmZITHE
DA ZFERXCHELET, L 2E AHOAAMN 202141 H 21 BOBA, b—7 Vi
-token=202101 T,

PR—FENTWDEAE TV g id, kOEBY TT,
® Miﬁ%*@ﬁﬁf cmd. exe %gﬂ%ﬁt Li@”o

FRIEWE DT T D Secure Workload 7 « /L& ZHIFET B 121X, c:\program
files\tetration\tetenf.exe -d -f -all - token=<yyyymm> %f;ﬂéﬁi Li‘j_o

FRIEWHE DT D Secure Workload WEP 47 ¥ = 7 b #HIFET AI1Z1X. c:\program
files\tetration\tetenf.exe -d -all -token=<yyyymm> %L’?%?? Liﬁ_o

» Secure Workload WFP 7 ¢ /L % % i CHIFR T 5 121X, c:\program
files\tetration\tetenf.exe -d -name=<WFP filter name> -token=<yyyymm> 75?9%%?]1 L/i'a‘o

WFP E— FDEXRN D HIEFIH

AT — FRWFPIZRESNTWLES, =—Y =y MRET BT 7 A /LD [Jb—/L DR
Ff (Preserve Rules) ]sREITERNIC/2 0 £9°,

I—vrvriz&dRyL—niER ]


https://learn.microsoft.com/en-us/troubleshoot/windows-server/networking/disable-stealth-mode
https://learn.microsoft.com/en-us/troubleshoot/windows-server/networking/disable-stealth-mode

I-Yrvh&BRYL—0ER |
. Windows BN R O —DRE

- Y, o N Erl,l-.-l
Windows B4 DR o —DE&ETE
Windows X—ADU—7 10— RKIZR Y —%2#HATHBORELZ ILICEmDHT2DIl, RO
BTy NI NI T 4w 7 BT 4 VHMBITEET,
T r—va
o« —E X4 (Service Name)
e a—YP—4 (2—P—TL—TH £7-1F L)
ZOF T a ik, WAF E— K& WFP E— ROEHF TR — F N TWET, Windows OS
NR—=2ADT7 4 NET, RSN Ry NT—T R —Taryva—<7 4 ¥ Ty
=T 4 VHICHEINET, avya—~T 4NV E L, aryya—<wU—r7a— RCHIBE
NIzxRy NT—2 NFT 4w I ETANEMIAL, TaNf F—T gV HE, T asg F—
J—7ua—RpETORy NIV—F N T T 4w 7 %7 4 VAL ET,
1R BRI

COFEL. BFEORY P —ZEFELTWAZ ENFHEL 20 £4, WindowsOS“™—AD 7 4
NEZEBMNTHRY —ZER L TWRWEATE, RINCFORY o —%ER L E9,

| o

EE  Windows BMEZ SR Y o —Z oW TIE, #HEB XOBERMORRFHEASHK L T ZS0,

FIE

RFvT1  Fer—varvarRUT, [ (Defend) |>[€F A2 TF— 3> (Segmentation) 1%
70 w7 LET,

ATvT2 Windows OS X—AD7 4 VWA EHETHR) O —2EG0EMAE 7 ) v LET,

ATFY T3 KV —%wmETIV—I AN—RE7V v I LET,

ATy 74 [RU—0EHE (Manage Policies) 127V v 7 LE7,

ATy TE  RETHIRY —EERLET,

FE
g va—<lTung F—2%, Windows V—27 0 — ROBLEZEDHNLEND D £,

ATYvT6 METHRY > —DT—TNATT, [Fa bz biiR— bk (Protocols and Ports) ] 410D EEfF DA
Vv LET,

ATy FTT1  EHREOSA T, [Fa bzl R— bk (Protocols and Ports) ] D TFIZH BEAFEDEEZ 7 U v 7
Li‘#o

ZORFITIE, [TCP:22(SSH)| #7 U v 27 LET,

B > ric&dRy L —0ER


cisco-secure-workload-user-guide-on-prem-v40_chapter7.pdf#nameddest=unique_189
cisco-secure-workload-user-guide-on-prem-v40_chapter7.pdf#nameddest=unique_190

| =—vxv iRy s—omm

ATvT8

ATvT9

Protocol and Port Edit

Rank Action Priority
Absolute 100
Consumer

@& vm-229
Provider

@® Default

Protocol and Port
TCP : 22 (SSH)

Description

[FEfA 7 > 2 > DFER (Show advanced options) ]

While using process level controls a consumer/provider scope or filter should only

contain Windows agents. Otherwise, non-Windows 0Ss (Linux, AlX) will skip the

policy and report a sync error in Enforcement Status. See the user guide for more

infomation.

Consumer Service

Consumer Binary Path

Consumer Users or User Groups @

Provider Service

Provider Binary Path

Provider Users or User Groups @

Show advanced options

Windows BHED R > —DEEE .

27U v LET,

TV r—va vk, Y—tEAR4, TRV —LIESWTCarva—~T 4T E

LE7,

e
it

T T Y 2 a VAT NRRLICT ANERH Y F3,

I—Cx Y MZ&kBRYI—DER .
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B windows 0s ~—z gAY o5

« = ERLIFENY—E LT ILERDH Y £7,
e a—Y—HT, BT a—P =4 (tetter I8 L) TN AAS a2 —H—4

(sensor-dev(@sensor-dev.com, sensor-dev\sensor-dev 7 &) 2 TX F 9,

e =P —TN—T1F, v—INa—W =T N—T (FEHERE) FRIEIRAL a—P—
7' )L —=" (domain users\\sensor-dev 72 &) |ZT& £,

DAY= N =T HIT T, TRU-THRETEET B :

sensor-dev\@sensor-dev.com,domain users\\sensor-dev) ,

o b RL L =L IR E T EE A,

ATYFI0 TV = arf, =24, T3 —T—LIESIWTTu M F—T 4 VE ZRE
L/i‘é—o

HIOAT vy T Daryva—~<7 4N ERUTA RTA AN ET,
ATYvIN PEIUSCTANALF IV A~DORZAEASLET,
7= & Z1%. c:\test\putty.exe E AL E T,

ATy 712 [EH (Update) 127V v 7 LET,

Windows 0S XR— X DHEIEARY O —ERTE

AREREAIE. WICRY S —THR— e m harsxEELET, LEOR— ., LEOT 1
MavaEFT5HZ L THERECE EFE AL

el ZiE R—bre7m haroflffzEd TARINTERY O —IFRDO L 51Tk £7,

dst_ports {
start_port: 22
end _port: 22
consumer filters ({
application name: "c:\\test\\putty.exe"
}

1}
ip protocol: TCP

HMIRAZ, EEOT v b 3L EAEEOR— b &2 L T iperfexe (Z k- TR I NZx v k
U— e o%m e, ARENDRY —ITRO X HI12e Y £,

match set {
dst ports {
end port: 65535
consumer filters ({
application name: "c:\\test\\iperf.exe"
}

}
address family: IPv4

B > ric&dRy L —0ER
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smosirEE [

inspection point: EGRESS
match comment: "PolicyId=61008290755£f027a92291b9d:61005£90497d4f47cedacb86:"

}

R D 7 ¢ v Z OBA . Secure Workload 1IX 7 2 /XA B —DF >y NU—F NT 7 4 v 7 ZFFa]4
BIRDOLHRRY —)b— L EVERR L E T,

match set {
dst ports {
end port: 65535

}

address family: IPv4

inspection point: INGRESS

match comment: "PolicyId=61008290755f027a92291b9d:61005£90497d4f47cedacb86:"

}

IOy RT—Z =L, Tunf B—DFTRTOR— N2 FEd, £EO7 0 haLir
FEHLTOS NR—RAD7 4 VB ER LN EaimEd HERL 9,

B0 HIREIR

« Windows 2008 R2 |%. Windows OS X—Z D7 4 )V EZ Y IR —% PR —FLTWE
A,

« Xy hU—=7RKY =T —Oa—P =4 THRETE £, MSFirewall ULIFZHH D =~ —
P—&HFHR—-bFLET,

[
O

» Windows OS X—ZADHR Y —%HH L TWHEHE, ara—=7 v\ X —D#iH
FXT7 4 VAT Windows T—2 =22 FOBEEOAHIMLERH D FI, G E,
Windows LI#® OS (Linux, AIX) TIEARY > —N2AX v 7 &N, @ AT —# A TlE/H
T =S NET,

o T4 NE Y T HAEDRFE Windows OS 7 4 L Z EAERL LR TLEE W, 2D X 9 705k
WTIH, RERR Y NT—T R — RPN DAREENRH Y 7,

cOS T ANAENRAL Y a2a—< I TRESNTVWEEE, N v—lFarya—<ICOliEA
SNET, FEEIC, 7, X =R EINTWAESIT T e F—lcoL@EH S E
‘j‘o

Ry MU= T7n—DFutRarTFFA S, a—VP—arFTXR b, FHEFV—bERa
UTHFAMIBETHEEENZ LW, FEENFE o2 W2z, R Y 2 —IZ Windows
OS X—=ADT 4 NWENEENTWDIEHA., NY —WIFENECET,

I—vrvriz&dRyL—niER ]
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. Windows 0S R—ZXD 7 4 LB Y v TREEFEALIKY D—OBRBE STV a—TFT4 2T

Windows 0S R— XD T 4 LAY VO BEEZFER LR O—DiESE
ERSTILa—TFqa429
Windows OS X—AD 7 4 WAV o TREMEEZFEATAHEE. LFO My 7 ORGEB L O
FINY a—T 4 U THEREZBL TSN,

Cisco TAC 1X., NEIS U TCZDOERAMEHAL T, ZOXIBRRI > —D T TN 2a—T 4
VITEITHZEMTEET,

TIVr—2avBIT&E IR o—

WOTERZFHHL T, WindowsOS V—27 a0 — RKDOT7 7Y r—3 g VEIZESHNTRY —%
HRBION I IV a—TFT 4 7 LET,

WDt v a T, c:\test\putty.exe L LTANSNTT TV r—v a4+ D
U—r7u—RIRY =2 RRIEDLHEZOWTHHLET,

TIVr—2aVAICEDCRY S—nffl

dst _ports {

start port: 22

end port: 22

consumer filters ({

application name: “c:\test\putty.exe”
}

H}

ip_protocol: TCP

address_family: IPv4

inspection point: EGRESS

B > ric&dRy L —0ER
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Y BENf=-274 704+ —ILIL—)L

Mwﬂmmwmumw

Tetration Rule 1 Properties bt S New!
Protocols and Ports Scope Advanced local Principals |V Filter
Programs 7 Filter

. I View
; G Refre:
|2 \test \putty exe | Browse 2 Expor
Hel
Application Packages ﬂ =
.+ Specify the application packages to which Settings Tetration |
~.gu=. this rule applies.
= 4 Disab
Services & Cut
' Specify the services to which this rule :
", applies. Settings... 5= Copy
- K Delets
: Prope
Help
netsh ZFA L CTEMSIN=T 1 LR
XA T 4 7O Windows Y —/VZEH LT, MERRY —IZ7 4 L PREMSNTND T L

R T DL, ROFIEEZFEITLET,
° Mﬁ%*@ﬁﬁf cmd.exe %gﬂ%ﬁt I-/ij—o
®* netsh wfp show filters %%?? Liﬁ‘o

7 7 A filtersxml RBEDOT 4 L7 M UVITAEKRENET,

« 17 74 (filters.xml) @ FWPM_CONDITION ALE APP ID C7 7' U r— g V4%

WmLET,

I—Cx Y MI&kBRY—DiERA .
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B v—cxacsgs5¢Ryo—

<fieldKey>FWPM CONDITION ALE APP ID</fieldKey>
<matchType>FWP MATCH EQUAL</matchType>

<conditionValue>
<type>FWP BYTE BLOB TYPE</type>
<byteBlob>
<data>
«—5c006400650076006900630065005c0068006100720064006400690073006b0076006£006
—</data>
<asString>\device\harddiskvolume2\temp\putty.exe</
«—asString>
</byteBlob>
</conditionvValue>

tetenf.exe -1 -f Z{EA L TERESNI=-WFP 7 1 L%

Filter Name: Secure Workload Rule 1
EffectiveWeight: 18446744073709551592

LayerKey: FWPM LAYER ALE AUTH CONNECT V4

Action: Permit

RemotelIP: 10.195.210.15-10.195.210.15

Remote Port: 22

Protocol: 6

AppID: \device\harddiskvolume2\test\putty.exe

BT TV r— 3 0%
¢« WAF F— RCiL, T S r— a Bt LT 774 7 74— b— L MERE X
nET,

« WFP E— R TCi%, &7 U 7 —3a 2125t LT WFP 7 4 A X IIER ENEEA
B, NPCIHHER SNFERHAL, TV MIEER -V JIZ8H L, B DR
==L ERELET,

H—ERZIZED(RY o—

WOERZFH LT, WindowsOS 7V —27 i — ROV —ERLIZESNWTRY V—2MERB L
REFT TN a—F 47 LET,
WD a TR, V—2u— IR > —2FRIEDHFECONTHALET,

Y—ERBIZEIKH U TILKRY —

dst _ports {
start port: 22
end port: 22
provider filters {
service name: “sshd”
}
1}
ip protocol: TCP
address_family: IPv4
inspection point: INGRESS

B > ric&dRy L —0ER
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Y BENf=-274 704+ —ILIL—)L

rotocols and Ports ~ Scope  Advanced  Local Principals ~ Remote Users Al &3 New Rule..

General Programs and Services Remote Computers 2  Filter by Profile
Programa gl| ¥ Filter by State
= B|| 7 Filter by Group
- '
Customize Service Settings
Apply this rule as follows:
Application Packages Apply to all programs and se
=y Specify the application A -
~g-, thisrule applies.
Services Name Short Name )
3 M mtm KER - L, Netwark Connectivity Assistant NcaSve
- ' ., Network List Service netprofm
%, Network Location Awareness NiaSvc
St Network Setup Service Net SetupSve
., Netwaork Store Interface Service nsi
%, Offline Files CscService
':w" OpenS5SH Authentication Agent ssh-agent
8%3 OpenSSH SSH Server sshd
.. Octimize drives defragsve e
|sshd

netsh Z{FRH L CTEREINF-T 1L A

FAT 47O Windows Y —/VEFEHA LT, BERRY V—IZ7 4 VERBIMESNTNDZ L
R HITIE, WOFIREZFEITLET,

° ﬁ@%@ﬁﬁf cmd. exe ff%’ﬁ—‘ Lij_o
®* netsh wfp show filters %%ﬁi L/i'a—o
« B H 7 7 A v filtersxml WEAEDT 4 L7 b UICERSET,

« A7 74 (filtersxml) T=—+—4 ¢ FWPM_CONDITION ALE USER ID %8 L
iﬁ‘()

<item>
<fieldKey>FWPM CONDITION ALE USER ID</fieldKey>
<matchType>FWP MATCH EQUAL</matchType>
<conditionValue>
<type>FWP SECURITY DESCRI PTORﬁTYPE</type>

<sd>0:SYG:SYD: (A;;CCRC;;;S-1-5-80-3847866527-469524349-687026318-

—516638107) </sd>
</conditionValue>
</item>

I—Cx Y MZ&kBRYI—DER .
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tetenf.exe -l f #ERAL TEBENI=-WFP 7 1 /L%

Filter Name: Secure Workload Rule 3

EffectiveWeight: 18446744073709551590

LayerKey: FWPM LAYER ALE AUTH RECV ACCEPT V4
Action: Permit

Local Port: 22

Protocol: 6

User or Service: NT SERVICE\sshd

EWNLT—ERS
e WAF T— FTlE, FHELARWVWY—ERLIZKH LTI 7 A4 T U4 —N— L MER SN E
j‘o

e WFP £— R Cld, FELZRWT —E 241 LT WFP 7 4 VX IFEREN T A,

« P—EXSID X A 713 THEERIIR] £72i3 THIRMA &) THLIRERHY £, $—E R
AT TR L] Ot 77AT T F—b—L e WFP 7 4 L Z ZBINITE 423, 40
RiTb £HA,

SID # A %R T DT, RO~ REFEITLET,

sc gsidtype <service name>

A—H—JIN—TFELEF1I—HF—RIZEDIKR) o—
ROMHAER LT, 2= = V=T HOFR» DD E T, Windows 08 7 —2 m— FD
D P BICHS Y 2B, I T A a—T 4 v LET,

ORI ORI a TR, V=270 —RIRY —FRRTEHECONTIHBALE
j—o
ZDME Y7 OB, ROEREZHFEHL CRESNZRY —ZESNTWET,

B > ric&dRy L —0ER
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1: 31— =Y )—TFEEa—H—RICE IRy o —

Description

While using process level controls, a consumer/provider scope or filter should
only contain Windows agents. Otherwise, non-Windows OSs (Linux, AIX) will skip
the policy and report a sync error in Enforcement Status. See the user guide for
more information.

Consumer Service

Consumer Binary Path

Consumer Users or User Groups @
sensor-devidomain users,sensor-dev@se

Provider Service

Provider Binary Path

Provider Users or User Groups @

A—HF—ZITEIH U TLRY o—

dst_ports {

start _port: 30000

end_port: 30000

provider filters {

user name: “sensor-dev\sensor-dev”
}

1}
ip protocol: TCP
address_family: IPv4
inspection point: EGRESS

A—HY =G I—TEa—HF—-ZIZEIH U TILKR) o—

dst_ports {

start _port: 30000

end port: 30000

provider filters {

user name: “sensor-dev\domain users,sensor-dev\sensor-dev”
}

1}

ip protocol: TCP

I—Cx Y MZ&kBRYI—DER .
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B -5 r—Tsrga—v—smgs3Rky o —

address_family: IPv4
inspection point: EGRESS

RSNz 74T724+—ILIL—]L
A—H—RIZTEDILLT7A4T94—ILIL—I

5]+ —H —4 sensor-dev\\sensor-dev (23 7 7 A T U —/LjL—)L

Tetration Rule 1 Properties

General Programs and Services
Protocols and Ports Scope Advanced
Authonzed users

1 Only allow connections from these users

Remote Computers
Local Principals

% SENSOR-DEV\sensordev

Exceptions
[] Skip this rule for connections from these users

2

A—HY—HI—TEA—HF—LZIZEDILL T 74T 94—ILIL—IL

5]« o —H% —4 sensor-dev\\sensor-dev 3 L ({2 — % — 7 /L — 7 domain users\\sensor-dev {Z J&-3

{7747 T+ —L)b—)b

+

B E X &

New F
Filter |
Filter |
Filter |
View

Refres
Export
Help

Tetration R

Disabl
Cut

Copy
Delete

Prope
Help

. I—Cx Y hz&kBRY—DER
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.ocal Address Remote Address Protocol Local Port Remote Port Authorized Computers Au
4| Tetration Rule 7 Properties X | Any An
4 Any An
A General Programs and Services Remote Computers Any An
3 Protocols and Ports Scope Advanced Local Principals P >
€ Alhnized vsers Any An
A [+] Only allow connections from these users Any An
Y Any An
ey R o
i v
i S Any An
4 Any An
4 Any An
16 Any An
4 Exceptions Any An
A [] Skip this rule for connections from these users Any An
Y Any An
Y 5{5 vid Any An
A - Re: - Any An
A Any An
4 Any An
4 Any An
il Any An
4 Any SEI
Cancel Apply

netsh Z{FRH L CEREINF-T 1L A

FAT 47O Windows Y — LV EFEHA LT, BERRY —IZ7 4 VEZPRBIMESNTNDZ L
R T HITIE, WOFIREZFEITLET,

° M@%@Bﬁf cmd. exe %%’ﬁ—‘ Lij—o
®* netsh wfp show filters %%ﬁi Li—é—o
« B H 7 7 A v filtersxml WEAEDT 4 L7 b UICERSET,

« A7 74 (filtersxml) T=—+—4 ¢ FWPM_CONDITION ALE USER ID %8 L
*7,

I—Cx Y MZ&kBRYI—DER .
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. Windows / — K T Kubernetes 7K+ K @&

<item>
<fieldKey>FWPM CONDITION ALE USER ID</fieldKey>
<matchType>FWP MATCH EQUAL</matchType>
<conditionValue>
<type>FWP_SECURITY_DESCRIPTOR_TYPE</type>
<sd>0:LSD: (A;;CC;;;S-1-5-21-4172447896-825920244-2358685150) </sd>

</conditionValue>
</item>

tetenf.exe -1 -f Z{ AL TEBENT=WFP 7 4 /L%
A—H—RZIZE DI T 1A
5] . —H% —4 SENSOR-DEV\sensor-dev {Z -3 < WFP /L—/L

Filter Name: Secure Workload Rule 1
EffectiveWeight: 18446744073709551590

LayerKey: FWPM_LAYER ALE AUTH CONNECT V4
Action: Permit

RemotelIP: 10.195.210.15-10.195.210.15
Remote Port: 30000

Protocol: 6

User or Service: SENSOR-DEV\sensor-dev

A—H—FI—TEa1—HF—LZIZHE I T4 ILA

5] : . —% —4 SENSOR-DEV\\sensor-dev 3 J (N2 — % — 7 )L— 74 SENSOR-DEV\\Domain
Users IZ#-3< WFP /L— /L

Filter Name: Secure Workload Rule 1

EffectiveWeight: 18446744073709551590

LayerKey: FWPM_LAYER ALE AUTH CONNECT V4

Action: Permit

RemotelIP: 10.195.210.15-10.195.210.15

Remote Port: 30000

Protocol: 6

User or Service: SENSOR-DEV\Domain Users, SENSOR-DEV\sensor-dev

Xy FT—=IRY) ==l — A L a— L E2RETDH I LITTEEEA,

)

G¥) a2—V—-LAFEFa—F—IN—TNEHGE, Xy NT—2 KU 2 —|X Windows T— 3 =
VMIEoTHESEEINET,

Windows / — K T® Kubernetes 7~ v K ®&EH

Windows 7 — % — / — K|Z Kubernetes DaemonSet =T—> x> b & A A b—/L 95 L AKS
BREE D Windows U — 71— / — K & Kubernetes 1Ny RMHD Ry T —7 70 —RNEx ¥ FF ¥
INFET,

B2
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Windows / — F T® Kubernetes 7K v K D3 F .

 Kubernetes 7~ v KD AL, Windows / — F&#EH T 5 AKS BRECTHHR— ST E

j‘o
«WHE— Rid, V=L ORFF (Preserve Rules) ] 723 [4 7 (Off) 1 IZERE S CV5 WFP
ThHhHULENRDY 7,

* Microsoft Windows Server 2019 3 X O Windows Server 2022 TH AR — K ZLTWFE T,

AU —iE, VFP 2 L TRy RicEs STV 53R — k@ vSwitch [ 5@ &4 E 37, Virtual
Filtering Platform (VFP) X, Xy NI —2 NT7 7 4 v 7 BT D57 4 VX X ET HT2DIC
ER S D vSwitchD > AR—3 > R CF, RY —omEfH, [fR{TFE— R (Preserve Mode) |
XA 7 (Off) 112720 £,

KT 4 NBIIFTROBIERH O 9,
cid: T4 NFA
* Direction : [f > (In) ] £721X 77 kb (Out) ]
* RuleType : [AA >~ F (Switch) ] £721X [ A~ (Host) ]
« XA T [AA v F (Switch) | DEEIL, vSwitch T7 4 LV Z ZgRELET,

« XA TN [ARAR (Host) ] DHAEIX. WFP 7 4 VX ZA{ERL L £ 7,

e Action : [7FA] (Allow) 1 £721X[7 v v 7 (Block) ]
* LocalPorts : 7"— N E72IFHFHLZFEE TE £7, B : 80 £721% 100 ~ 200,
» RemotePorts : LocalPorts &[5 U T,

» LocalAddresses : 7 F L A F7=13&H T, #]: 10.224.0.5. 10.224.1.0/24 (10.224.1.1 ~
10.224.1.10 1XFF R S EHA)

» RemoteAddress : LocalAddresses & [6] U

* Protocol : ICMP/ TCP/UDP/IGMP "1 | =1L 255 |{Z IPPROTO_RAW, 256 | PROTO_MAX

A— RIUDP & TCPIZX L TOAFFETE, 70 halRNEESNTWARWVWERED, RN— kT
R —THAINFEHEA,

RER—FTORY > —OFREIL. FFoPF T2 a0 _XR—20EETT, 74 /LZ D1 ONE
NG E, R —2ROBHAN LR LT,

hFAT— 7 AEHATYT, TV A=Y gy, a—Y— FI Y —EAX—2DORY
VITBAEY R - P ERTOER AL

Calico & D E#uE

Ay Fo@EAIE., W—nOfF 75— FCTHERELET, WindowsT—Y = FRRy K
W= VEBEATLE, TTIREREESNTHWDLIRY —RHIBRENET, =—V = D&
Calico 7T 7 AR FRy NI—IRY —%HAT 256, =— V= MIZhEREL LT
AL, Calico lCXo TRESNTZFY NT—IRY T —NHIBREN, =— = FORY
e EHEASNET,
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. Windows / — K T Kubernetes 7K+ K @&

\)

6=

wWHEINZARY >—iX. Windows T— = > b2 Windows / — R TT7 VA VA =L E N5
LHIBRENET,

REFHVFP 7 4 L2 DRE[RME

Cisco Secure Workload Z [ L TR R 7 4 W 2 —EFRRTHAT v a vidfEHTE A,
AKS BREE ClE, #AiAZD PowerShell 27 U 7 M & T& £,
c:\k\debug\collectlogs.psl PowerShell A7 U 7 F&#FAT L F T, REINTZT /L H
DS 7 7 A /v vipoutput.txt 35 & OY hnsdiag.txt 2%~ L E9,

Windows T— x> FIZEK > THRESNT=VFP 7 1 L2 DHIBR

1.

2.

\)

BPEHEE T omd.exe #FE(T L E T,

<installation folder>\tetenf.exe -d -f -pods -token=<yyyymm> 2~ 2/ }‘%gﬂéﬁi Li'@’—o

6=

Zoawry NI, TRTORY RO VEP 7 4 VX2 ZHIERLET,

WRINERYS—ERY bT—520—0D S TILYa—Fa 05

1.

2.

3.

4.

netsh wfp start capture keywords=19 I ¥ K% 547 LE7,
Xy NI—=0 8T T 4w 7 HFETLET,
Ta—DX ¥ 7 F ¥ &L LET, netsh wip stop capture

wfpdiag.cab 7 7 A /L6 wipdiagxml ZfitH L7, FeyrXaniz7n—%2 KRR L E
D

HA[FEFIE Ry IR FXy N —r 7u—%F Yy KRR —<v B 733121, kD
FlEEZFITLET,

1

ETW & v a3 »DOBIR : 1logman start <session name> —p Microsoft-Windows-Hyper-V-VEpExt
-0 <output file.etl> -ets

Ay NI—=7 b T 747 BFATLET,
Ta—DF % 7 F ¥ DIEIE : 1ogman stop <session name>,

o<y R7a 7 FT, tracerpt <output file.etl> ZFEITLET, ZDa<wr Kk,
dumpfilexml 7 7 A VEAERLLET, Xy N —27 7 —%2RKRLET,
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IPFilter

AIX 7Z v b7 #— A TIL. Cisco Secure Workload =—3° = > M IPFilter +—7 4 U 7T 1 %
FHLTRy U= RV —2#HLET, 774V T, @HAPAEDICRD L, =—
T NRIPVE T 4 VBT =T N EREB IO e 7 A LET, IPve R IZ T AR— &
TWEH A,

Cisco Secure Workload3.10 UV U — LI, V7 ho =272 —2 2 hOA A h—LIZ1E, AIX
TTy N T H =BT 7 AT U A —E A E YT S CiscolPFilter 7 7'V 7r— 3 U NE
FhET,

F7o. W—RNVARIEEY 2 —/L (Jusrllibldriverslipf) & LTe—RENET, Z0FI2—/L
\ZI&, ipfilter V— v & T 0 7T LAY H 72O S 415 ipf. ippool., ipfstat, ipmon, ipfs, ¥
EWipnat +—7 4 U T A BEENTEBY, KEL—LT7y hO—HIEMELIEE L £, 3
AZOWTIE, AIX ¥ == 7 /L ®D IPFilter IZBHT 2 _X—U 2B LT Z &,

WHBNE R, =—Y = MIIPFilter ZEH LT, IPv4 N7y hEFA[EZILI R v
TAHINL—NEEIPVAT A NVAT—T N7l I A5 LET, =T—Uxr M, 20650 —
NeEIZNL—7L, arybe—J%ALTHRY) U —20EBLOEHLET, L—ITid,
AU —MmBPR4A L7z Secure Workload /L—/L b = —2 = 0 M X o TAERKENTZ/L—LR
BENET,

T MEL TT Y b7 AIRIE LRV — L B ZITER D & FRS DL — L A RT
L T ipfilter & 721% ippool /L —/UZEH L, 74 NVET—TWHALET, 774 T V4 —
NDOTa T FI 7%, WHE—Yxy MIL—ARE Y S — DR 2NN T 7 A T 74—
NEERL, #MRHIEEL, 77A T v r—VEH T/ 7I 07 1LEd, =—Y= b
X, 77 AT U3 —ATTal T hENEZRY —ZBH L, RY P —DRAT—F X% EHH
Zar hae—JiIcwE LET,

TTy N7 F—AIURIELR Ny T —27 R — A= 0—FARR U > —OERL
Xk ERBY TT,

source set id: "test-set-1"
destination set id: "test-set-2"
source ports: 20-30

destination ports: 40-50

ip protocol: TCP

action: ALLOW

set id: "test-set-1"
ip addr: 1.2.0.0
prefix length: 16
address_family: IPv4
set id: "test-set-2"
ip addr: 5.6.0.0
prefix length: 16
address_family: IPv4
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T
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T—Vxr ME, MOFERE EBIC, R —Z20H L, 77 v b7 4 — LA Dippool B &
W ipfilter /L—/LIZZEH L £ 9,

table role = ipf type = tree number = 51400
{ 1.2.0.0/16; };

table role = ipf type = tree number = 75966
{ 5.6.0.0/16; };

pass in quick proto tcp from pool/51400 port 20:30 to pool/75966 port 40:50 flags S/SA
group TA INPUT
pass out quick proto tcp from pool/75966 port 40:50 to pool/51400 port 20:30 flags A/A
group TA OUTPUT

T
O

KRR I FZPATO+r—INDINY I T VT

TV MRET DT 7 ANTHO THEAPEDC/RD L, AIX AR N TETENATND
TV NI, RANDT 7 AT U+ —/LEFEIT HREIIZ, ippool & ipfilter DFED =2 T
> % Jopt/cisco/tetration/backup (ZPRAF L £ 97, 1 OR%E 2 L CHEERME £ 723 LT
b Ny 7Ty FIFERENE AL, ZOT 4L FUIE, Z—V 2 FDT A VAR
RRICHIBR S L ER A

BXF D IPFilter D7 > 0— K

WHANA 7 DS A AIBITT D & &I, VA aliFo IPfilter 7%y 77— U NHR A M9 TITA
VAR ENTWAES. =— = MIIPfilter 7 — % VLR % Cisco IPfilter 771 — % LHLE
WCEEHLZ . Y AaDSND IPfilter Xy r—T % T A VA =L LET,

Cisco IPFilter D7 v 75 L— K

CiscoIPfilter DFF L WWX—T g U U U — 2 &5 &, CiscoSecure Workload = —3 = > M,
WHEL 7oA NIBITT D7 e APV AT LT v 7 7L —RLET,

N

GE) ==Yz bOBEARTY ORI T T 1 v NP ShD TR D DT, ==V =y
FOBANFT 7D EXIZT v 7L — REETTHLERNDY £,

BEA D HIPRS=IE

IPv6 A IE R —F SN TWEREA,
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Solaris11.4 75 F DA —LTHDI— T FDEA

Solaris 11.4 AIX 77 » b 7 #— XA TlL. Cisco Secure Workload =—3 = > ME PF (N7 v b
TANE) 2—=T 4 VT 4 ZHHL TRy hT—2R) —%@HLET, IPv4RY v—L
IPv6 R Y o — DMl HFOMHNY AR — S TWET,

I3
of

45 1P Solaris V' —> DRV —DwHIL, /7o — LY =N, VA =L E N TNDHIT—
Ty MILoTEITENET,

KRR I FZPATOr—=INDINY I T VT

T—Vxy MBI R T 7 A NV THID CERABAIC/RS & Solaris 114K A h THEITENT
WHT—Y 2 M, RARDT 7 AT 7+ — &2 HIET S, ippool & pffilter DELAED =
7 % |opt/ciscoltetration/backup (ZERAF L £ 3, i ORRE AEfe L C b 7o 1A %)
LT, N7y AidERESnERA, ZOT 4L 7 bVIE, ==V bOT A VA
F—/VREIZHIBR SV EH A

Solaris10 75w F 74 —LTHDI—xT Y FDEHA

Solaris 10 77 » k 7 #— AT, Cisco Secure Workload =—3" = > ML IPFilter = —7 ¢ U T ¢
EHEHLTRY NI—7 RV —%@HLET, 7740 MTlE, @HABNECRD L, =—
VU MR IPVE T ANE T =T N ERIEB IO T 0 s T A LET, IPVAARY — & IPve R Y
O OBEMNY R — SN THET,

IPFilter

Solaris 10 @ IPFilter /X 77— 1%, 7 7 A 7 U 4 — /A —E A 2423 5 72 DI S 4,
Solaris 10 TIEH —R WAL/ Ny 7 & L TR TEE T, o, A—FMLEREY 2 —b
(lustllibldriversfipf) & LCue— RE&NEd, ZOFY 22—V, ipfilter V—/vE T 0 rZ
LT BT &5 ipf, ippool, ipfstat, ipmon, ipfs, 3L Wipnat2—7 1 U T 4 BEE
NTHEH, BL—L TRy hO—BHEEZRFRELET,

WHADNEN 2GS, =—Y = MI IPFilter ZfH LT, IPv4 "7y &R E72E Fe v 7
THDLV—NEGLIPVAT A NET—T Ve Ta I A LET, T—Txr ME, FNHDL—
NaEITN—TL, aryhae—J%FHL TR >—%2pHBIOEBRLET, L—ITid,
AU =M HIRA LTz Secure Workload L—/v &, =—U = 0 M X o TR IR /L—Ln
aENET,

=Yz NI Ty T A LRV L BT D & E D OV— L RT
L Cipfilter & 7213 ippool —/WZEH L, T4 NET—TNMIFALET, 7747 U4 —

NOTar T I 7%, WHT—Y =2 MIA— AR — ORI T 7 AT T 4 —
NEBERL, BRAHLGEIX. 77 AT VA=AV EH/ T I7I0 7 LET, =—Y b
X, 77 AT U4 —NTT Rl T LAINTZR) U—%BH L, RN —DRAT—4 2% EHI
|Z Enforcement FrontEnd (EFE) (Z#%& L E 9,
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T—> 12

FIE

Ty F T F—LMIKIEL Wy N —27 R — A o= D— RN R Y o —ORERL
IR EBY T,

source set id: "test-set-1"
destination set id: "test-set-2"
source ports: 20-30

destination ports: 40-50

ip protocol: TCP

action: ALLOW

set id: "test-set-1"
ip _addr: 1.2.0.0
prefix length: 16
address family: IPv4
set id: "test-set-2"
ip addr: 5.6.0.0
prefix length: 16
address family: IPv4

Ty NI, ofEHE E b, RV —%2WB L, 7T v N7 4 — AEA D ippool 35 &
WNipfilter /L—/LIZZE#HL L F97,

table role = ipf type = tree number = 51400
{ 1.2.0.0/16; };

table role = ipf type = tree number = 75966
{ 5.6.0.0/16; };

pass in quick proto tcp from pool/51400 port 20:30 to pool/75966 port 40:50 flags S/SA
group TA INPUT

pass out quick proto tcp from pool/75966 port 40:50 to pool/51400 port 20:30 flags A/A
group TA OUTPUT

T

&
KRR I FZPATOr—INDINY I Ty T

Tz MERT BT 7 A NTHID CHEANA /25 & Solaris 10 8 A b THEITINT
WHT—Y 2 M, RARDT 7 AT 7+ — &2 HIET SR, ippool & ipfilter DELAED =
7 % [opt/ciscoltetration/backup (ZERAF L £ 3, i O E AEe L C b 7o 1A%
LT, N7y AidEREnERA, 20T 4L 7 bVIE, ==V bOT A VA
= VIR HIBR S L E R A

FDRT— GI;Ké:%ﬁn+CDﬁEhm\

AT FeSF—rarv s RuT, [EE (Manage) |>[7—% B—F (Workloads) |>[T—Y

>k (Agents) JONEIZIRIR L E T,

ATw T2 [/04i (Distribution) | ¥ 7 %27 U v/ LET,
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ATy T3 X—=I0 rHnb—c N EATE Y v LET,
AT T84 ZON—T T, CPULS— =~y K HIRlEA— =~y N, ==V = FOIRRE, V7 |
TxT T T T— AT —HA, ==V NI T 2T RX—=T g OS5, BLX O —

YV hOSDOoAiEHERTEET,

H2:T—2zv bDRTR—D

Enforcement Agents Distribution
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[L—Y = FOIEFM (AgentHealth) |1: =— Y = > MIEHH (10 ~3045 %) ITHERL
F9, 1R300 U ETF = 7 A4 VinpngG, ==Y MIFET 7T 4 TR T, R
WEWOTT2OIT, F= v 7 A ORIRA 1 K~ 1 K] 30 3 DGAE, =— Y= FOIEHR
PERT =2 2% [3E7 77 47 ) Cldie< Wik ICREINET,

WHAT — & 2O OV TIL,

EHAT—% 2] OEEZSRLTLEEN,
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KOFETIE, V—2ua—KEU—7B—RIA VA= LENTWNEHZ—Y = MIBET D
FEAEREND, [V—2Zu— K77 7 A/ (Workload Profile) ]3— I IZBEIT 5 7-0DI
fECcEA2 47 arol &AL ET,

FIE

ATYT1 Fesr—varvys RuT, [#E (Organize) |> > [#E &AM X2 kY (Scopesand
Inventory) | DIEIZZ VU » 7 LET,

ATy T2 FHMEERTIHIV—7a—ReRBLET,

ARTYT3IIPT RLREZ7 Vw7 LT, ==Y bOEFMNE, IPT7 LA, @i, 1 XU M)A
7L MHI T FERIN—T a—Y—=F UL T T 4 v E (RN MNERN T
N REDOFHMERRLET,

FHEMCHOWTIX, V= a—R a7y A L ESBRLTLITEE N,
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