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DOBITIZ, 7u—DKFMDO/ Ty M, A M, BLXOZEOMD A Y v 7 35T
BHfENET, 7o—Z2 R T7 4 vZ ) T TEDET TR, B REOMES (Explore
Observations) | ZfH L C7r—%2 it CcE£d, 7o —BHFEROV A 227V v L
T, D70 —DFATHA LRIKEELTZEBIE, N7y ML A MR ED T o —OFEf
HHERRTEET,

A
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@ Cisco Secure Workload ot - @ A | W sECURE

Select time range 98,187 total observations

Sep 23 9:37am - Sep 23 337pm v . - ‘Showing Flow Observations ~
P 23 8:37am - Sep 23 337 sam 2PM o a2z AN 2pu s a2 B 2Pu hoving Flow Observati

@ TLSVersion = TLSv12  Protocol = TCP | Pl Fitter Flows
® Flow Observations ~ Top [Names ~ ] contributing to the selected Flow Observations

Consumer Names Provider Names
Unknawn | ]
collectornat
collectorDat.. |
cotecrordar. ||
collectarDat
pos |
pa1-ai09
) ) T 2en 10 16m 3 2P 230 aem Unknawn
win-cluster-vm3
Current scope is ~ ® Default ~ Current selection: Sep 23 9:37am to Sep 23 3:37pm
Found 5,508 Flow Observations (41ms) Sampled @
[ oo i |
Y ConsumerNama T Provider Name 1} Cansumer Address 1} Provider Address [ onsumer Domai o Provider Domai n TLS Version 11 TLS Cipher 1)
coliectorDatamover-2  Unknown ~ u ey ms m cmm . mcom  TLSVI2 TLS_ECDHE_RSA_WITH_AES_256_GOM_
Unknown callectorDatamover-1 = = L] TLSu1 2 TLS_ECDHE_RSA_WITH_AES_256_GCM_
Unknown collectorDatamover-1 n - TLsv12 TLS_ECDHE_RSA_WITH_AES_256_GCM_
Unknown collectorDatamover-2 MWW TLSu1 2 TLS_ECDHE_RSA_WITH_AES_256_GCM_
collectorDatamover-1  Unknown im eomE WEE W icom  TLSI2 TLS_ECDHE_RSA_WITH_AES_256_GCM_
Unknown collectorDatamover-1 18 = [ | TLSv12 TLS_ECDHE_RSA_WITH_AES_256_GCM_
Unknown callectorDatamover-2 u L] L] TLSu1 2 TLS_ECDHE_RSA_WITH_AES_256_GCM_
Unknown collectorDatamover-1  mom " TLsv12 TLS_ECDHE_RSA_WITH_AES_256_GCM_

® 1:HEEIER

HaER )1)—=2x HERERREA ECIZHBM

BERIOHEFE DB 5 1Pv4 (3.9 /8y F 2 BERNOIEE O & % IPv4 | BEAIOEE O & 5 IPv4
N7 4w 7 ORI 7 RLVARIZHT BT — |7 KL AD AN

& A 7 a— KEo R (24 =—)

T4y ERETED
IoihnELE, £
-, [BEEDOHDA
~> h VU (Malicious
inventory) ] &9 ¥
A MVOFERIER S
Towt A H D A A X
NG DR i c
LT, BEOHDIP
~NDRNTFTT 4T HT
gy 7 TAERY—%
ERCcE £7,

e a— XAV LI X (3N—=)

HlT 4k (3R—Y)

o« T A NEBENT-FERY] (11 =—Y)
s EiENHF vy — K (12X—)
cHBIY A K (13 %—)
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| #vro—970—: r3T74vo0AER
a—/IRRELHE .

« BFE RO (15 ~—2)

I TAT Vb == (17 =)

e NRNE—varE—F (21 =)

e TuF AN T a—oaME (22 X—)
cERDOEZEDOH S IPvd 7 KL ADOFHEME (24 =—)

O—N\RtLYA

B2:a—nRR+ELY4

Select time range — 5,180,104 total observations
o 2mm arm aru

ervations +

ZhiE, T =" ZARKIZB T DBAED [ (Scope) ] D, 7 A L H LB EFLTNRNELK) S
NERRIIF— 2 CF, Zoar®—3r hOHME, FRENTHS ANEHEZEREL, =
YR—=RMNE T vy 7L TEO AMHAZHRICEE CEL L9152 & T, Fr—
FADT =4 1%, BIRT S R OREI RS SH AR D Y EF, FRTHA R v 0
FEREEITIBINCE £9, 7740 M T, [7 2 —#H (flow observations) | DEMAE R S E
ED

a—R2Av L7 XL, BEBIZE 20807 o —#ll (2billion flow observations) ] & #R T
HE 97> TNET,

HET1ILAE

B3:74IL3AN

@ Enter attributes... X Filter Flows

IIT, BMBERERERKVIADLTEOO T 4N EEEFRLET, [ 4/VF (Filters) | &9 HFE
DRIZHD[NT Al VT DhE, TAAY a Y OEMPTITERRINET, 22—
P—=F T =IOV TIL, ZhbDF bR CHEATcE £, 2D AN ILand, or,
not, BLOFEMREDF—T— R P R—MLTBY, ZROEEHLTLY EHMERT ¢V
AHEFHLET, 72E 203, IPLLLL & 2222 OMOFERIEFELRNT 4 VZITRO L S
[ i G= = S

Consumer Address= 1.1.1.1 and Provider Address= 2.2.2.2 or Consumer Address= 2.2.2.2 and Provider
Address=1.1.1.1

And to additionally filter on Protocol = TCP:

Consumer Address= 1.1.1.1 and Provider Address= 2.2.2.2 or Consumer Address= 2.2.2.2 and Provider
Address=1.1.1.1

74 VE ANSIREREIL., T-) AEHI =V ICEHT A2 LT, R—h, v a—<T KL A,
FunRgZ—7 RLz2p [ L o] b9 R—FLET, UUTICHERR 7 4V EZOH 2R L E
—é—o

Fy k=49 20—: r3740vo0aEHE ||
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A a—IF7RLREYR— T BT 1L3 AN

Flow Search

Select time range -l p— ! 5,270,507 total observations
Aug 3 2:448m - Aug 3 3:21am ~ 3am aam SAM oA 7AM aAu 9AM 10AM M 12Pm oM 2o 3 A Showing Flow Observations ~

©  Consumer Address = 1.1.1.43,1.1.1.17; X

Flow Observations ~ Top Names ~ | contributing to the selected Flow Observations.

Consumer Names Provider Names
collctorDat...  IEEG——
200 collectorDat. e
Unknown I
tsdbBosunGra. I
100 tsdbBosunGra. —
-1
s druidHistor. 1
launcherHost-1 |
o ; z00keeper-2 1
215 250 255 amm 305 310 ats ity
Current scope s ® Tetration ~ Current selection: Aug 3 2:44am to Aug 3 3:21am Lt )
Found 8,815 Flow Observations (25ms) (Show 20 + ) (i order | Sampled @
Explore Observations >
Y Timestamp 1t 1 n 1 Provider Address 11 Consumer Port 11 Provider Port 11 Protocol 11 Type 11 Type 1l Service Name
Aug 3 2:44:00am  appServer-1 collectorDatamover-1  1.1.1.43 11.1.26 32284 32323 TCP Other Workioad Unknown
Aug 3 2:44:00am  appServer-1 collectorDatamover-1  1.1.1.43 11.1.26 32034 32323 TCP Other Workioad Unknown
Aug 3 2:44:00am  appServer-1 collectorDatamover-2  1.1.1.43 11027 33048 32323 TCP Other Workioad Unknown
Aug 3 2:44:00am  appServer-1 collectorDatamover-2  1.1.1.43 11127 32814 32323 TCP Other Workioad Unknown
Aug 3 2:48:00am  appServer-1 tsdbBosunGrafana-2  1.1.1.43 11133 32026 a2 TCP Other Other Unknown
Aug 3 2:48:00am  appServer-1 tsdbBosunGrafana-2  1.1.1.43 11133 33466 4202 TOP Other Other Unknown
Aug 3 2:48:00am  appServer-1 tsdbBosunGrafana-2  1.1.1.43 11133 32612 4242 TCP Other Other Unknown
Aug 32:44:00am  appServer-1 tsdbBosunGrafana-1  1.1.1.43 11132 45030 4242 TCP Other Other Unknown
— S S b
Y7 FLAO#ERY T ZHR— 9574 IL3 AN
Flow Search
Select time range - . - L 5,277,810 total observations
Aug 3 2:44am - Aug 3 321am + aam aam sam oam 7am aam aAn 0am " 2P oM 2 amm o Showing Flow Observations +
© ConsumerAddress = 1.1.1.43-1.1.1.173 X
Flow Observations ~ Top [Names ~ to the selected
Consumer Names Provider Names
Unsonoen I tsdbBosunGra...  INEEG—_—
namenode-1 I
apsener2 [ tsdbBosunGra...  IEEEGEG—G—
collectorDat... —
GRS | collectorDat —
acnockatiast1 | Unknown ]
louncherHost-1 [l
adnoc-2 | launcherHost-3 I
245 250 310 315 | lunchertost-2
@ adhoc-1
Current scope is ~ ® Tetration ~ Current selection: Aug 3 2:44am to Aug 3 3:21am . S S
Found 50,145 Flow Observations (62ms) Show 20 + | [In order | Sampled @
Explore Observations >
Y Timestamp 1 1l i 1 1l Provider Address 11 Consumer Port 11 Provider Port 11 Protocol 11 Type 1L Type 11
Aug 32:44:00am  Unknown 200keeper-2 11158 1010 26936 2181 TP Other Workload Unknown
Aug 32:44:00am  Unknown launcherHost-1 1.1.1.45 11128 27296 8967 TP Other Other Unknown
Aug 32:44:00am  appServer-2 tsdbBosunGrafana-1  1.1.1.44 11132 32182 4202 TP Other Other Unknown
Aug 32:44:00am  appServer-2 tsdbBosunGrafana-1  1.1.1.44 11132 31480 4202 TP Other Other Unknown
Aug 32:44:00am  Unknown tsdbBosunGrafana-1  1.1.1.45 11132 35996 4212 TP Other Other Unknown
Aug 32:44:00am  Unknown tsdbBosunGrafana-1  1.1.1.45 11132 36318 4212 ToP Other Other Unknown
Aug 32:44:00am  Unknown tsdbBosunGrafana-1  1.1.1.49 11132 55850 4212 TOP Other Other Unknown
Aug 32:44:00am  Unknown tsdbBosunGrafana-1  1.1.1.48 11132 56898 4242 TCP Other Other Unknown
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ST 4 v DEIRE

sezons |
R2:FATRELGHIE T LS
5| (APl TARE NS4 A Y—2R
(Source)
[y a—<T FL 2R CIDR Fit (f : 10.11.12.024) AL T | Y7 by =T
(Consumer Address) ] TRy FERIZIPT RLAZANLE |Z—Y=rh

(src_address)

T, AT a—<T RLABRAI Sz 1P
T RVAELFH TRy hEBEET LT m—
BT — 2 % —BIEET,

& Ingest 77
TAT A

[7a/Af X —T KL A (Provider
Address) ] (dst_address)

CIDR %7 (f : 10.11.12.0/24) ZfHEF L T
Y7y hEFRIZIPT FLAZ AN LE
T ASLIEIPT RLARHY T Ry k&S
BN X =T RUANEET LR 7 02—
BT — 22— SEET,

V7 oxT
T—Y =2 b
& Ingest 77
TAT A

a>Pa—<4 (Consumer

AEn-arya—<U—ru— R4 &

A N

Name) ayvva—<U—ru— RNEREHETHT |Z—T = b
o —@lT— 2% —HIEET, & AnyConnect

axg R
Jang 5—%£ (Provider ANNEht=T e F—T—ra—R AL | V7 o7
Name) TuNL F =T = u— FAEBREETSHT |2V = b
a—#HT— 2% St ET, & AnyConnect

axy B
Avva—va—¥-— Tu—kERLEAN SNy VA=~ | YT YT
Hlarva—~ANEET L7 @Bl | ==Y b
TR B EEET, & AnyConnect

axy B
Tang F—a1—4— Ta—EMB LA SN T RN, L= | VT R =T
b TN T NEET L7 —Bl | = —Y = b
T —HIEET, & AnyConnect

axy Xz
[y a—~vRAL U4 Ahahlcaryva—<RAf 28 (2 (VY7 =T

(Consumer Domain Name) ]

va—<IPT7 RLARY T R MIEEHE
FFoNTWVWE) aria—v RAL U4

T—Y =z h
& AnyConnect

NEET L7 —BlllT— 2% —HSEE |axr ¥
—é—O
[FaNA F—=RAA 4 (TR —=IPT RLA/PT Xy M| VY7 b =T

(Provider Domain Name) ]

BT HNTND) TR X —RAAL
AWANSN=T BN Z = RAL 4 b
HET 70 —BlHlE —BEsEET,

T—y =z b
& AnyConnect

SEYE
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5l (API TR EH HLAHD A J—2R
(Source)
[y a—~vEhRA N ANNDENTEFRA N Earyya—~<KRARN | VY7 hU=T

(Consumer Hostname) ]
(src_hostname)

LNEET D7 -2 —HIEET,

T—Y =z b
& AnyConnect

axyg A

[T NA H—HRA 4 (Provider | AJJENTZARA ML ETRANA X —DRA | VT T =T

Hostname)  (dst_hostname) NANEET L 70 —% I ET, ==Yz h

& AnyConnect
axy A

[BEEOHDLIA Y a— B2 true DA, 2> 2a—<DIPT FL |

(Consumer Malicious) ] AFEEDOHDLT RLATHD Z ENbho
TVET,

[EEOHDL T a/Nf F— B2 true DA, 74 X—DIPT R L | Nk

(Provider Malicious) ] AFEEDOHDLT RVATHDL Z Enbho
TWET,

(v Yy a—<EHIV—F ayva—<EAINV—TF, 3y a— [N
(Consumer Enforcement Group) || ~IZ—ET 2EHARY > —HNDO7 4 V% (i
(src_enforcement epg name) i, A P TS RER7 T A

- - Z) DARITY,

[Tang Z—wH 7 —7 PA=RAVE B 1 Y 2 A Sl A=A el N
(Provider Enforcement Group) | |[(Z—FT 2@HAY > —NDO7 4142 (&
(dst_enforcement epg name) i, A P TS R T A

- - Z) DAFITY,

[y a—~Oh T V—7 AV A==, 2 a— [N

(Consumer Analysis Group) ] ~NZ—HT DM ARY —NDT 1L
& (fH, AN T F 0 FIE
7T AR) DAFITT,

[T a A B =0 7 —"7 T RN E = T N— T, TR A — | N
(Provider Analysis Group) ] =T 0T HRY S —ND 7 4 Vv Z

(#PH, Ao XU N7 Z 0 FEY
T AZ) DAFITTY,

[Zr v =—~#iPH (Consumer |[fRESNHFHIZa v a—~BNETDHT7 |NR

Scope)  (src_scope name) n—%—HItET,

[ a3 A X —i# (Provider BEINGHICT e X —DBETH7 | N

Scope) ]| (dst_scope name)

0—%—HIEET,

B rvr7—970—: ST v o OERM



| *ybr9—420—:

ST 4 v DEIRE

sezans |
5| (APl TSN 54T FREA Y—2R
(Source)
[ ¥ 2—~vAR—]F (Consumer | AJSlcAR—hbarvya—~<R— R | V7 =T
Port) ] (src_port) HETH 7o —%—HIEET, =Yz
]\ A
ERSPAN, ¥
& U NetFlow
[ A X —FR—F (Provider |ANJESNTAR—hETa XM X—KR— BN |V T o=T
Port) ] (dst port) FHT L7 —%—HIEET, A
]\ A
ERSPAN, ¥
& Y NetFlow

[2 Y 2—~DE (Consumer |ANINIZEELE v a—vOENEET | AR

Country) ] (src_country) L7m—%—HIEET,

[Frf % —DI[E (Provider ANENTEE T oA X —DENEHET | MR

Country) ] (dst_country) LHm—%—HIHET,

[y a—~D FLX 5 AN SN TRy BRERFR) Loy | #k
(Consumer Subdivision) ] Va—~vD MIRGHERET LT —%—
(src_subdivision) BIwET,

[Fa A Z—D ALK Sy AN ENTZ ALK Gy (FERFI) &7 N |
(Provider Subdivision) ] AL =D TFXPEEST D70 —%2
(dst_subdivision) SHFET,

[Zr v a—~vBEEVAT AMEKR | AN SNIZBEV AT 2K (ASO) &2 | R
(Consumer Autonomous System | > ¥ = —~< HIEY AT LERNEEH T H 7

Organization) ] n—%—HItET,

(src_

autonomous_system_organization)

[T e H—HEY AT LR | A SN AT L6k (ASO) &7 | N
(Provider Autonomous System AL X — RV AT DD EET L7

Organization) | n—Zz—HITET,

(dst_autonomous_system_organization)
[7'm k=L (Protocol) ] (proto) |7 v —#lH|Z~7 v k=)L A~ (TCP, VA Ny
UDP., ICMP) T 4 )V ZWE L F9, T—Y=x vk
& Ingest 77
TAT A

Fy k=49 20—: r3740vo0aEHE ||
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ST v omEEE |

5| (APl TARE N 54T FREA Y—2R
(Source)
[7 RLAZ A7 (AddressType) ]| 7w —@lllZ 7T RLAZ A7 (IPv4, IPv6, |V 7 b7 =T

(key_type)

DHCPv4) T7 4 )VAUE L FT,

T—Y =z b
& Ingest 77
TAT A

EFF A TCP~ 7 77 (Fwd TCP
Flags) |

7 —#f%~7 77 (SYN, ACK., ECHO)
T A /VHZE L ET,

Y7 o7
=y
[N

ERSPAN, ¥
& Y NetFlow

[ 5 HTCP~ 7 7 (Rev TCP
Flags) ]

7 —#f%~7 77 (SYN, ACK., ECHO)
T A /VHZE L ET,

V7 T
T— T
[N

ERSPAN. ¥
L ¥ NetFlow

JIEJ7 1~ v AUID  (Fwd Process
UID) ] (fwd process owner)

7u—#Hl%E 7 v AprE# UID (root,
admin, yarn, mapred) T7 (/LA MEEL F
j—o

VAV Ny
T—Yxr bk

[ 5 M7 vt AUID (RevProcess
UID) ] (rev_process owner)

7 n— @A 7 m e AgrAF UID (root,
admin, yarn, mapred) T 4 /L ZALER L &
D

VAN s
T—x 2k

JEJ5 1 7 7+ A (Fwd Process) ]
(fwd_process_string)

7 —#lll%Z 7 vt 2 (java, hadoop.
nginx) CTZ A NVZUELET, [TakX
SCEHOFEMEDEE ] SR LTLES
AN

7T
T—Y b

[ 77 1 & % (Rev Process)
(rev_process_string)

7u—#Hl% 7 vt A (java, hadoop.
nginx) CT7 4 VZME L EF, [Frt=x
LFHN O HRMEOEE ] ZZRLTIEE
AN

VAV V-V
T—Y b

NEL—LDay Yy a—~ Wia v a—~Dha —HIEET, PR
(Consumer In Collection Rules?) ]
[N — DT r R — W7 e A X D7 —BIHET, PR
(Provider In Collection Rules?) ]
[SRTTf# F ATRE (SRTT Mtrue] F7-1% [false] OEEMEH LT, | AR

Available) ]

HFHEEZ: SRTT R EEEFF>7 v —%—%
SH¥FET (ZHILSRIT>0ICHEY LE
) .

B rvr7—970—: ST v o OERM


cisco-secure-workload-user-guide-saas-v39_chapter7.pdf#nameddest=unique_768/unique_768_Connect_42_warning
cisco-secure-workload-user-guide-saas-v39_chapter7.pdf#nameddest=unique_768/unique_768_Connect_42_warning
cisco-secure-workload-user-guide-saas-v39_chapter7.pdf#nameddest=unique_768/unique_768_Connect_42_warning
cisco-secure-workload-user-guide-saas-v39_chapter7.pdf#nameddest=unique_768/unique_768_Connect_42_warning

| ®vybro—H20—:

ST 4 v DEIRE

sezons |
5| (APl TRAREI N B 4HD) £ EA Y—2R
(Source)
Bytes NARNINT T4 w7y hCrue—##l | V7 ho=T
E74NVANBELET, "M N NTF T4y |2V b
Iy MER=, <, > QOERFE (0, 2, | & Ingest 77
64, 1024) T v Mb) THhbH7ua—% | T4 TR
—HESEET,
Packets Ry N NI T 4w s Ay hTTR—| VT R

WE7 4 VAZUBLET, X7y b T
T T Ny MER=, <. > QDHRFE

T—Y=x vk
& Ingest 77

(0, 2, 64, 1024) T/N7 > Mb) THD | T4 T A
Ta—%—HIHET,
[7 = —Ffehs] (A 7 mf) | 7e—Fhik N7y by —@lilE 7 ¢ | N
(Flow Duration (ps)] NWEHMBR L E T, 7 —fHRER N b
B =, <. > QD&HEFE (0. 2. 64, 1024)
THR7ry Mb) ThHr7e—%2 FKIEF
R
[7—Z Fflefd] (v A 7 mf) |7 =2k ATy T e —8llE 7 ¢ | N
(Data Duration (ps)) ] NWEMBR LU ET, T —F RN v b
fE= <. > QOHEFE (0, 2. 64, 1024)
THRry Mb) ThHr7e—%2 - HIEF
ﬁ‘o
[SRTT (A 7 uafp) (SRTT SRIT N7y b CT7u—@BlllZ7 A V2N | Y7 s =T

(us)) ] (srtt_dim_usec)

LEJ, SRIT N7 MED =, <, > 2D
BE’ (0. 2. 64, 1024) T4 > Mb) T
bHr7ue—%—HIHET,

Tz—Y =z b

DEST RN > b OFEE (Fwd

Packet Retransmissions) ]

(fwd_tcp pkts_retransmitted)

Ny NBEEATy b e —#lE T 4
NERBELET, Ty NEEEAT Y b
A=, <. > QDHEFE (0. 2. 64, 1024)
TRy Mb) Thr7e—%2—HSEF
7

V7 N7
T—Y =2 b

L7188 > bk DA

Packet Retransmissions) ]

(Rev

(rev_tcp_pkts_retransmitted)

Ny NREENT Y T a—# AT 4
NWEMBRLES, Ty NFHIEENT v b
fEni=, <. > QDOEFE (0, 2, 64, 1024)
TA7y Mb) Thdr7e—%2—HIHEZE
7

V7 T
T—Y =z b

Yy bT—H 70— FS5T 4 v DAEERME
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FS5 74 voomEE |

5| (APl TARE N 54T FREA Y—2R
(Source)
[-L—H—F UL (User Labels) ]| FETT v 70— REN7H AKX LT~ |CMDB
(* F/iXuser V7 4 v |ICBEfTT ORI —Y—ERT —%, Ul
) TIXT V7 4 v 7 A * T, OpenAPI Tl
user T,
TLSN—P 3y Ju—TCHEHAINASSLTe har =T g | VYT =T

:/o

T—Y =z b

[TLSHs 570 (TLS Cipher) ] 7u—TSSL 7u haicioTEHIN | Y7 ho=T
BT NAY XLDEA T, =Yz b
[y va—~vT—VzV A |arvva—~vT2—Vxr b XA TEREL | N
7" (Consumer Agent Type) ] £,
[Ta"f ==z ML | T ==V b A TFEIFEL | N
7" (Provider Agent Type) ] 7
[y Yy a—<YY—REAT | V=Anbarya—<~DUJ—AD7 |HNH
(Consumer Resource Type) ] n—%FLET, V—rnm— R, Ry K,
=R ETT,
[TaRf = ) —=RAL AT | T F=pbaryya—<w~DY J— | N

(Provider Resource Type) ]

)

APT7a—%RLET, V=T a—K, KRy
B, =2 LT,

GE)

70 —F =2 IR ABRHIDH =Y =T LT TUANTF S DT80, 2—F—F UL
AL TH T SITIEFRFINET A, 7E—MRTTIINNRRRIND L TIZHG D%
ENRHY T, o, AR —TF LT, [2—/3AE L2 ¥ (Corpus Selector) ]
TERLIZHDIC Lo TR E3, AMLSNTZ T ARSI EIERFFETEREINTND

ATREMES 8 2 70T
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T4 L2 NEBIN-FRY

6: 74 ILANEBEIN-FERT

[ @ Flow Observations ~ ]

1E25K
/AUG[03]02:48am[=YAug|03]02:49am!

Current scope is @ Tetration ~ Current selection: Aug 3 2:44am to Aug 3 3:21am

ToavE—%y MI. BIRLEBRE BRoa—R_2tvL 272 (3L—) TIT-o7mER)
DEFEZERAN) v I OEKEGHEF TR LET, Fuy XX o 2HL T, FRrand A
M) w7 BERLET,

& 7:[F5%5| (Time series) ] KOw 745>

@ Flow Observations ~
Flow Observations

® SRTT
® Fwd Packets

©® Rev Packets

® Fwd Bytes

® Rev Bytes

@ Fwd Packet Retransmissions

® Rev Packet Retransmissions

Current scope is @ Tetration ~ Current selection: Aug 3 2:44am to Aug 3 3:21am

COSUE—R Y BT, BRI LEBRE S BB 2L bTEET, EALEVS T IO
WA ) v T BE, HENT v — hEZDFOF—4 BT~ TEF S, IR L7 FRO
Ty DBBGENET,

8 BIRFH T K BRRFIF v — b

[ @ Flow Observations ~ ]

0
I

T T T T
2:45 2:50 2:55 3AM

Current scope is @ Tetration ~ Current selection: Aug 3 3:01am to Aug 3 3:07am
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Top contributing to the selected Flow Observations.
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Unknown
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launcherHost-3
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Unknown

orchestrator-3
orchestrator-2
orchestrator-1

tsdbBosunGra...
tsdbBosunGra...

collectorDat...
collectorDat...
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druidHistori...
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Top contributing to the selected Flow Observations.

Consumer Names Provider Names

Unknown Unknown
d Add Filter To Drill-Down orchestrator-3
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© Add Filter To Exclude

collectorDat... tsdbBosunGra...
appServer-1 tsdbBosunGra...
appServer-2 collectorDat...
launcherHost-1 collectorDat...
launcherHost-2 namenode-1
launcherHost-3 druidHistori...

FUINHF ¥ — FOWTNUOEEE 7 Y v 7T 58, ZOfEE[NY LA 7 (Drill-Down) ]
F2IT [BRA (Exclude) | CEAHA =2 —DNERRINET,

s[KUNZ Ty (Drill-down) (%27 Vw73 5&, fREZDEIZTIZRET D7 4 V4
BB ET,

o [BrFh (Exclude) 1227V v 27325 &, FRNOLZDEZERINT D7 4 VX2 BB NE
va—o

)

GE)  [RUAFT (Drill-down) ] E£721X [BRSh (Exclude) 1 &7 U v 7k, 74 VEEZHMNIT D
WZIE, [Z a4 v (Filter) 174 2 ZWFTHLERHY 9, T, P TX—UREIKL
FHrEND Z &<, BED B (Exclude) |77 v a rzdiEe< 37 T&E %7,
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Found 5,917 Flow Observations (19ms) ((Show 20 ~ | [In order | Sampled @

Y Timestamp 1 Consumer Name 11 Provider Name 11 Consumer. Addross 11 Provider Address 11 Consumer Port 11 Provider Port 11 Protocol 11 Type 1L Type 1l Service Name 1}
Aug39:12:00am  collectorDatamover-2  Unknown 172.21.156.183 172.21.156.129 0 o IcMP Workload Other Unknown
Aug39:12:00am  collectorDatamover-2  appServer-2 172.21.156.183 172.21.156.180 60674 443 TCP Workload Workload HTTPS
Aug 39:12:00am  collectort appserver-2 172.21.156.182 172.21.156.180 38290 443 TCP Workioad Workioad HTTPS
Aug39:12:00am  collectol Unknown 172.21.156.182 172.21.156.129 0 o iomp Workload Other Unknown
Aug 39:12:00am  collector appServer-2 172.21.156.182 172.21.156.180 38048 43 TCP Workload Workload HTTPS
Aug39:12:00am  collectorDatamover-2  appServer-2 172.21.156.183 172.21.156.180 60678 a3 TOP Workload Workioad HTTPS
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T, EOR=T DT 4 N FBIOEIRE —ET 5, FEREO[7 v —#B1H] (FlowObservations) ]
DIUANTT, 774/ T, MBRBORINS 201 — RIhET, Fay ¥y %
T 2L, = FENLD2EEHECE LT, JEF (InOrder) ] TikZe< [H 7/ (Sampled) ]
LT, BRENTHENS 7 e —Bll0O T X Lty FOFAIAHZ AR TY, [

7V (Sampled) [F%7E

REW 270 —BHOY v FERGT2DITRLLET,

1m:4>7)L

Found 5,917 Flow Observations (95ms)

Explore Observations >

Y Timestamp 1t
Aug 3 9:22:00am
Aug 310:04:00am
Aug 3 10:12:00am
Aug 3 10:16:00am
Aug 310:25:00am  colle

Aug 310:40:00am

JO—QEEH

Consumer Address

72.21.156.183

1
172.21.156.183
172.21.156.182
172.21.156.183

21.156.183

172.21.156.183

n

Provider Address ! Consumer Port 11 Provider Port

172.21.106.115 56800

172.21.156.180 43882

171.68.38.66 123

172.21.156.129 0

172.21.106.115 14212

nu Protocol T}

53 UDP Workload

443 TCP Workload

123 UDP Workload

o oM Workload

443 TCP Workload

53 UDP Workload

Type Tl

X, FRR DA HIEZEFICHEA AT D TIXR <, TR L7256 XLV

[7 e —0Oi# (FlowDetails) €7 ¥ a Y ZRETLI2IE, WIhhoiiz227 ) v 27 LET,
Tu—OfEL, ZOT7e—OFHHMMATOSETIERA N v I DT T INREREINET,
fFifOEWT7 a—0FE v~ —F ¥ — FR FHICR RSN, FERIIT —F 2R T~T 5
SFEIFRMBERINTEDL LI ET,

B 12: 7 O—DH

Flow Details

10.10.133.1 on port 1028 @ E=dl pod0530-s0288 - 100.72.69.42 on port 80 (HTTP) @ O}

over TCP beginning on Aug 28 08:44:18 am (IST)

Flags

ICMP Type and Code

Byte Count

Packet Count

Drop Reason

Aug 28 08:44:00 am (IST)

Consumer @

FIN SYN PSH ACK

392 (392 so far)

3 (3 sofar)

N/A

FIN SYN PSH ACK

512 (512 so far)

4 (4 so far)

N/A

Provider @

777V I RAERTT AT ST e —054., B AR7 77 ) v 7 vAT
> (Fwd/Rev Fabric Latency) | & [SRTT] BMEHFREIZZ2 Y £5, AW/ TR/ S—A hA
v —4 (Fwd/Rev Burst Indicators) |38 KON [EF R/ FRIN—A M Ra v 7oA U7 —
% (Fwd/Rev Burst+Drop Indicators) |72 &, > A RV > 7 ORI T T 7InRRENDHGE
nHYET, [AHMEOES] 2ZRL TSN,
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@SRTT 0.00ns | @ Fwd Fabric Latency 0.00ns Rev Fabric Latency 0.00ns

HBIFER DR

6.00ms
4.00ms
2.00ms g 2 ML —
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14: BRFEROFET
Found 83,302 Flow Observations (26ms) Show 20 ~ | (In order | Sampled @
Explore Observations v, [ shorter | (ISR Show Outiers )
o R
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L eriasaasrisoonstosare.

BRICT —H TR IRKRTELT ¥ — b a— (PFATHERE (Parallel Coordinates) ] 5% —
N ZANCT DI, [BEER DS (Explore Observations) | %27V v 7 LE4, &l
DLEHELW S LVETAD, BLOHDRITTOHREFHNZT 58545 (KL (Dimensions) ]
Fey 77X OEAOF = v 7 24830, RIEOIAFZ I~ x 556, Z0OF v — I
TIHET, ZOF v — FO1IARKOBIL I SOBRNEZ R L, ZOMN S EIE R0 L RLET
L5FTE. EORTCTOBHIEZ RLTWET, F¥— FDOFNZHIBIFERDO U X M —
I vEEbEDLE, KOHMIZZRY, Fr— FNOBFERZ R T RAmAR RSN ET,

15: 7 0—QBABRICA—VILEEDEGE

Found 83,302 Flow Observations (32ms)

gtos Opseratons [ srorer | [
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[Show 20 < ) (arder | ssmped @

o
Ur\knuvmw 18620463815036/58cd12.., 1 1fi31c0481a7632efad 145, i

—
N coleoraamoort 4 \ apoSorvor2 | 20c7550200b02795¢d0i8a.. | 251co9BI2c02409020a2

N

drigHistoricalBroker-2| 02 - 54b88960a36140128c35... | 491/51287921c7617b40309.

\pbaselastor 1 -
\

mm\s@m

5260296249 18agpeTToe0.

o froce

e

congarER0aTad26AT0S05. .| b3IABSTS 625 4ctIchcle

3 M 5701050601873058705... 1 0103864411500116194476.

Y Timestamp 1 Consumer Name 11 Provider Name 1/ Consumer Address 11 Provider Address 1 Consumer Port T Provider Port 11 Protocol 11 Type 1l Typell Service Name |
Aug 33:02:00am  Unknown zookeeper-1 11154 11103 8301 8301 UDP Other Workload Unknown
Aug 33:02:00am  zookeeper-1 orchestrator-1 113 11.1.252 40971 53 UDP Workload Other NS
Aug 33:02:00am  Unknowr 200keeper-3 11120 11115 8301 8301  UDP Other Workload Unknown
Aug33:02:00am  collectorDatamover-2  resourceManager-1 27 11116 8301 8301 UDP Workioad Other Unknown

+ Download table data as JSON
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Found 83,302 Flow Observations (26ms) [[Show 20 ~ | (in order | Sampled @

Explore Observations Shorter ‘ Dimensions + Show Outliers )|
o

Te

17:1000 DY > TILT—4

Found 83,302 Flow Observations (30ms)

X
AN
C1134207305419250898 /
N >

o/ Workload
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Found 83,302 Flow Observations (32ms) ~ | [In order [ Sampled @

Explore Observations Shorte ens - s Outliers ‘
— - o
o

o =
Y Timesta mp CGonsumer Name 1| Provider Name 11 CGonsumer Address | Provider Address 11 CGonsumer Port 11 Provider Port 11 Protocol 11 Type 11 Typell Service Name T
Aug 3 3:02:00am zooke r hestrat y 2 40971 53 ubP ‘Workload Other DNS
Aug 3 3:02:00am llectorD: mover-2 50 hager 27 ¢ 6 8301 8301 upP ‘Workload Other Unknown

— ~ - \\_ /\\I
D54 T MF—IN\—DH5E
TJua—0FE (AT MNYy—R_"—F 37 a " F—/ar a—<04hE) 1L, Ak,
HER Y O —H, BXOEHAICE > TEETY, I _XTHO2=Fy A 7o —|20%, 774
T hEF—R—DNERH Y 5,
7= & 21X, HTTPS = LT Web — 3— (192.168.2.1) (ZT7 7 2A$THITA47T b

(192.168.1.1 ~192.168.1.3) NdHHHAE. WBHE. HELA— I 1025 ~ 65535 DHFFHO T 7 =
ATGNVR—FTHY, 3EHhA— ML 443 TT,

19: 95472 b—N—DHEE

Client

ERer2 7 54T v MY —R_—DOFMIIRD LY T,
« 7747 b :192.168.1.1 ~3
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« —E 2 : TCP H— |k 443
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Client

ZIT, IIAT VR EY—=R—DFE ORI IR o T2 E CRIEMEZRE) . kD KD
2720 £97,

« 74Tk :192.168.2.1

o P X— : 192.168.1.1 ~ 3

e —ER T AFIR—FDY AL (45680, 51112, 45553)
Wz, FROREMRSE TR, EREINERY —REDO L H T D AREMERH Y 7,
X 21: FEREA S

Client Web

ZORER, R —0@EMAICBALTENEZL DY Y —ARNHEEINET, &HIC, R T—D
WHAEIZ L - TE, 192.168.1.1 ~ 3 TIEYFE =7 = A F/LAR— a2 LTH, 192.168.2.1
T 7 ATEERA, 72& 21E. SecureWorkload VY 7 N7 = 7k v —0mA 2 FEHT 535
AL B 4T M Web (ESTAB) ~Dii AR U > —1E, Webs8 TDZ 7 A 7> b
ko ThER SN FNTF 7 027 (NEW, ESTAB) & —&H L EHA,

BALNAR LT ETCP 75 7%, 72947 &W—_"—OFmAH W 57- 91T Secure
Workload TEFI S ET, =& 21X, /X7 v M3 UDPACMP T 5 ATREMED B 270>, HIfE
HFaYPR—=F L TOWRVHW B =R S TWb 72D, TCP 7 7 71F#Hi (SYN,
SYN/ACK) D37 Wa, 22— —EHRDOA—N"—F A KL—)b A LAZ T BLOE
OO 22— RAT 4 v 7%, 7u—0FnE#T -0 ET, EF L BEa—
URAT 4 v 712100% OREEZRIELET AL, 7747 et —n_"—DEEIL, HILD
oY —nX A4 7L, v —DFERAREOBECTHE SN E T, Cisco Secure Workload ™
REST-API (OpenAPI) ZfH LT 747 FEH—n_"—DA— =T 4 RL—/LZFHAL,
Secure Workload 2388 > 7= FmZ UG Lz 7 a—4 4 7OV —_R—R— F 2B TE ET, &K
(2. Secure Workload IZF NG DN — L EZHEHA L TCHF ¥ 7V F v InH Ly o —F — X & 4L
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L. 70— FANEE SN TWAEIFICKRY —2 4k LET, A——F 1 KL—L %R
ETDHAPIDFEHICOWTIE, 7 94T v b —R_"—laE 2R L <Z&n, N v—%F
HTERL, AELRR) O —2R/EFZIFHRT b TEET, RV —%2ZRLTLE
éb\o

oY -S4 TOHREEIE

BN — 2 NERITEH Y 7 by 27— = M, Secure Workload 7 7 1 7
VNPT T AN TRERE AR LET, Bt -T2 N
FEHE—Y = FORBEZHRET L2 AR LES, Zhoom—T =2 NI, WEYRs
TAT VNP —= =T DT DI BEBRTXTOEFERELET, PO U—7
m— FCEAERE T —Y = P EZFEA T —Y = PR R TE 25413, ERSPAN
oY —2FEHL, T2 TEIELTHERY O—HRHEITY 22 HERLET, TODITE
Secure Workload &N HE T, 7o, YAaATETZ7 4 — KA 7 IZESW Tk a—U AT 1 v
7 TNTY A NERRRAIC S E L TVET,

ELWT T4 T2 MNP —_—DFfa R ERNFIH TE 204, Secure Workload (F 2 — % —iE
BOF—NR—=F A REZFta— VAT 4 v 72 AL T, HERORAFZHRNLET, EFR
E. Ba—U T 0 w713 100% ODREEZRIELE A, HHIND 7 —DfEECOM S
LV EEIXME T LET,

LTFiE, RY =R Oa2—=2 7 =R ZB 57 T4 7T 2 MY —="—ORETHIRE SN SIE
T

s BN AHIMEE—Y e P ETITEH = —Y = > b (Deep visibility or enforcement agents) ] :
KBORESGDLIZIL, V7 b7 — (BRI AEET—Y > N E LA
=V b BEALET, B2 EEBTLENCB SN N T T v T r—
X, UFCaAT b a—Y AT 4 v 7 Il o THELENE T,

« [F5/Citrix/. .. T—2xz b ZNHDOTZ—T = NI, ADCTNA ANL T T4 7 2 N
Y= _"—ORELPE L, TORETE 51 W% Cisco Secure Workload (Z A b U — X
ﬁbiﬁqo

* [ERSPAN® > — (ERSPAN sensors) ]: ERSPAN & > —Z i {4 554, 2—HF—i%
MERHLT—r 0 —REDRODO NT 7 ¢ v 7 ZERTA L L, ERSPAN & > —7239
NRTDANRNEINTZ N T T4y VBB TEDLLOICTHLERNDVET, /o, V—7
B— ROFRy bU—7@F O fAMEEZ KT ¥ 72, ERSPAN & 2 — 0 A — X —
YT AT TATHLRNTLEEV, &5, ERSPAN® VY —D 3y s Fa v 7 &k
INRICHI 2 2 BERH Y £4, F2L—FI12E, ARV > —HHo*xy hU—2 70—
HwzEL 7 e AFRITA L EEA,

PITFIZY A & TWD Netflow B —%2EH L TWA5E, 2 —F—13HR Y > —04rIcBE
T5L0 L OFEMEEICYH A>T 7L, BISV— N ZERTOIHLERDH Y 9, EFR L.
Secure Workload 1% 100% [FMETIX/RWVWe 22—V RT 4 v 7 L2 L£9,

* [Netflowtz > % — (Netflow Sensor) ] : NetFlow X, ¥ > 7V 7 an, EHSn-70—
T ERELET, ERNBLOV T 0T ATIE, 774 T2 MNP—r3—
OfeRERBKbIVET, fERERPKDbND &, BEIRY U—/i & R Y O —Ep O
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B oroio7i—9— Gas—n—) cavva—< GIEISITUH) OB

RICEE L, MEEZ LY R LET, NetFlowT —# %, SERATRECENLTHET,
Secure Workload |3t =2 — VU AT 4 v 727 — AR T FTALENRHY 08, ELLI A
WEERIEAN L —Z IR D> TRV 2 OFEEENLEIZR Y £3 (72 & 2I1E. Cisco
Secure Workload DHilF LV — V& EFKT 572 L) , NetFlow 7 — & b —#DE W7 12 —%
HLTEY, FE5MEIE NetFlow 77— Z 2T 57 A RKEFELET, 77V r—
Yar 7Ny arie—7 (FF—"—n— RFRZ %) 2L L3/L4 NAT 73
AREN LIEAT 4 v T 7 7a—0 X ) IpRik/a 2 — A7 — A TlL, Secure Workload T
NetFlow #fEH LT, FO7o—»23Mio & D7 v —(ZBE LTV H % Secure Workload C
LT D L EHELE L 9,

7 74T 2 MNP = AR=OFROFrOFEMIT, RO LEBY T,

JA—@7JATa—Y— (REZY—nN—) £aria—7 BlEY S
A7) DA
Y= N—Zm T 2HE (B DOEE, ta—U AT 4 v 7)) 3EHEHY £7,
BT =N SYNAY Fy=A 7 2T o8, —"—Z2RETEET,
s BB — R DA =V =N AT R E RSN ET,

cEAWET L R, =IO TAT U NEBELET, MBI, 74T
VR AR—= FOFIHES WL, 1ZD0Ib vt FRENET,

fEJENERL X, SYN_ANALYSIS/NETSTAT > USER_CONFIG > DEGREE_MODEL DJIE T,

SYN_ANALYSIS [ —H#—FE LV & EVBEIEML A 52 bivd DI, = —HF—f&E I <
RAHAREMER DY, BRI T T RNy V=R T AT DREOERRA > N e
FFoTn5 EEZ25N5H5 T3, DEGREE MODEL 358/t = — U A7 v 7 B’ERET 5
LT ToH D, KEE 100% PRikT 2 Z L IXTE LA,

II7A TV M= —gHDOt 22—V A7 4 v 7L, TORBH T RapiggBZae R L, fkke
FICT T Y ALZHRLTWAHICHEDLLT. S ESHERLR2VGARHVET, 295 L
A%, OpenAPIA v ¥ —7 = A Z&MHAL T, BERMOY—N—KR—hMNIT 7 ATEET,
INDOBREFBEO 7 o — 2T EINT, TORGLED 7 o —0~—X% 2 JICO I8
LET, UL, BEOMLFETIERLS, 74— ANy 7 OREOTEL L THEHTEE
R

Fo, BFEOT7u—02WMEt, 7 74T F =R —Dv—F 2 T EEEDIR LY L0
IowdszevittsnEd (MiE->TWeo, AEETANEEINEZEATH, 72—
WRE =N R BRGHTSNDICON T, FEORFEE & HICZ{bLET) . FREU L
OEFENEALOFEHIZ LY | IRWVEERIEf O % LEETEET GBHFO 7 —0r 7147
M= =380 BbY £9) ., Sz, [7o—ofFEEHET) o~v—% 2 7 OR%E
I, EEVWETAR—ADOY—F U IZOHEAINET,
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S N > S N
hont—ra3E—F
Cisco Secure Workload (%, KD 7 v —pHTDEEREE— REHFR— ML TWVET,

cEHME—F  2ERIE. BME— FAFIARRERME—DOFT—RTHY |, BlISN=TXTO
Zua—pEll ST e —ICET AR bl — Y 2 ML o THE SN T
WE L7, X 7T ¥ INDMatciE, ~Ty Ml A ML TCP 7 7 7, Hfimiat.
Fv NU—ZBHE, SRIT 72 8RB0 £9, ZOEOLR— MIZOEAIFEELVG
DOTTR, LAR— b EMBHOHFEATMAREL LD ET, £, FELZ—AF—A0E
T AT =33 v DHBDOEGE IR IR B TIERWAREER H D 7,

cHUNRE—2aVE—F hontE—23 0F— KL, IEROFEMT— FL 0 HigERR
BEe— RV ET, hont—vare—FRoz—Yxr ME, AR (00,
TITAT VN —N—ZEEICOETEL5581E0WOTYH) 77—kl o 3t—
varkELR—h T5Z BB LET, ik, TCP, UDP, BLWICMP 7 2 —|li
HEnhEd,

FEME— K CIX. TCP/UDP 7 B —0D4, 54 77 u— (EELE5EiLDIP, 5T E 55
DOFR—F, BIOFe han) 2rR—hLET, I E—TarE— RTE, #ETH—
MI GBrL{EERINIT-VIERTIND) 72 ATNVR—FTHHEZD, =—T x> ME
EETAR—FEAKL, 4 X7V 7 —ICLET,

)

CE) 4270l cova—oBtlt, 72947 b —_"—BHT L IT) XA HEFEL TVE
T, ZOTNATY AL, b—_"—EER— "Nz TR —R (0~1023) TH5HZ
LIIRIEL TS 720,

TV ) NG R — N R LA WH AEZ LT ) =g AR LTS
AlE. OpenAPI A v H—T = A AZMEHLCU =V ) U P —N—K—NIT I/ EATEZE
T ZNUHOREITBEDO 7 v —ZTEH ST, ZORERLUEDO 70 —D~—% 2 72D
WELET, P——F— MEKiE{LT 5%, [ClientServer Configuration] #ZH L T 72
W,

HonNt— g rEF— RO — 22 b UAR— MR, BESHEBR, ASnr-7 4 —b
ROFEERY A MPNEENLET,

* [TCP/UDPAfE LA — kb (=7 = A F/L7AR— k) (TCP/UDP source port (ephemeral ports)) ]
o DIEJ5 10)/3% 45 R TCPAR kv > 7 (Fwd/Rev TCP bottleneck) ]

« [TCP/~> R =A 2735 » | (TCP handshake bucket) ]

* [SRTT (~A 27 =w#) (SRTT(us)) ]

s NES /S5 23 7 > b D% (Fwd/Rev Packet retransmissions) ]

« [SRTTf£ FH ATHE (SRTT Available) ]
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