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TAVVy I TT I AXERSTRTOT T v b7 4 —LoBER A — Y =
MZEoTHEEINE T, MO T, TR [(ZxVv vy v 7] oy vay
LT ZE 0N,

T LYy 7L, Linux 7 —3L APL, BS54 L syslog, Windows 77— /L API, Windows
AR M lE@mUTiRisnET, —BIC, OS XU F—FA TV ¥ — U U —ANTOHHNE
ERAELE T, 72720, OSNU X —DHERE L IEIEZ Ny 7 R— N 5l & 572, API
77y b7 =AU V=R THOTNCERRDAREERH Y 9, TORER,
W77y N7+ —LTIE, —HOT7+ LoV 7 A XU ZATEMEATERVNGEDR B
D ET, it\i—vl/kitﬁﬁ THEINZ 225 TN D OS ¥ — B 2 DRI A 2l & 3l 7
FHA,

e 2, Linx EET V— AUV 2T 274 VP s I NEEELS HY £
TH VLV I PAEMTIR o T L GE BRARET—Y 2 NI, ==Y = FOEE)
12 Secure Workload DA /L— L% VAT AMIFA L E T, —VEFHFATHIZIE, VAT
Ll augenrules 2 —7 4 VT 4 3 VA M=V SN TWORENRH Y £, F72, /etc/audit/rules.d
T4 LT NUMBKETT, D DOHHREMEOWT DT AU TVRWEGS ., Secure
Workload DEE & /L —/MITFRA S IVER Ay ZORER, 77 ANVT 78 A Lraw VY 7y MERAE
BT ALYy I T FTRE S ER A,

=P —NLENI T + LY v 7 EHENI LT LB LT28E. ¥ —i3 Cisco Secure
Workload IZ & » CTHAIN/ZEENL— /L ZHIBR L F 9, Redhat 7.3 3 L O CentOS 7.3 Tl.
N—LVOHIRT B AZEBEE 5 X DAREEOH D AR —TF 4 VTV AT KON DR
NE L, Brh—nEfEL— LV ZHIRT28RBIIRO LB T, LB —

I%. letc/audit/rules.d/ @ taau.rules ZHIBR L £ 97, 2. & —Ii3 $serviceauditd restart 317 L £
9, OS i, letc/audit/rules.d/ N® auditrulesis LU *rules 7 7 A MIZEESWNTA—LE Y b &
BAER L X9, Wi, auditd 1Z—L AP AT A — RLET,

FR—F 4 T VAT AT, LWL —L Yy REBATARNICT R TOAL—LE T )T
T 25712, Jetc/audit/rules.d/audit.rules 7 7 A L DSEEAIZ -D B L E 4, 7272 L. Redhat7.3
LD CentOS 7.3 v > T, /etc/audit/rules.d/audit.rules iZ -D B2 WEHAERH Y £

9, /letc/audit/rules.d/audit.rules 7 7 A VI FLER T, Jusr/share/doc/audit-<version>/ DY 75 ¢
V7 NUICT 74V ON— T 7 A VBAFE LRWIGE, OS BZED T 7 A VEAERT 572
O, ZOXH7pZ ERE I Y F9, Jusr/share/doc/audit- 2.8.4/rules/10-base-config.rules 1%, % %
HIDT 7 N b DAL ORESETO 1 > TY, EffE7s 0S OEIfFEIL. $rpm-qf -scripts
letc/audit/rulesd # 51T L C RPM B A2 U 7 ML ERR T £,

Linux TlX. =¥ 7+ LYy 7 764y b AT A a— )LOBERIZEEL TWE
9, 32 B b Linux VA7 Aa—uE, BEOQOY V—ATE¥R— SN THEEA,
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w0 F)L

PRSP DY SIS |

VIO =2T oY —=RT7 4V AR b Ty T T LTUAR—FT5I0E, 74 1
YUY IR ERNCT ARENSY ET, ZOKREEIL, [V MU 2T ==V MERK

(Software Agent Config) ] THMNZTE £¥, FFMllc>WTiX, V7 U=y =—Y =k
R (Software Agent Config) | 2L T 7E X0,

T LTy IREEENEIN o TWBEGE, B —0nbROT7 LTy 7 A2 MR

HINET,

E= BILL]
e HE 545 Sudo THEATEND A~ N7 & OKFHER #&
= a—P—m FF AN

Z——n J AR

vx)a— R

Vb a— RORBRIE T ARE R Y = VELT

File Access

IRNAY — KT 7 A )Vip EDIEE IR D&
W7 7 AIL~DT 7 & A

=P THT R

a—Y—=TH 7 FOBINEZITHIR

KR a~ N

NV RN\ A DR GAVAIAY TR DA S g O
a—Y—Favr FREZa72#ML T,
P SV THRER 2R TE £77, RS
ST, TRER =~ R 22 LTL
ZEVN,

KR 7 A7 7Y

RN 7 ar 2o —REnizz taxt o 4h—
DRFELTWRWHTILWT AT T

raw Y 7 vk OVERK

raw /7y hEERT D 7oA (R—hK/ v
X TRY)

SAF VR

BEENDNSA F VY Do~y 3 2 B E 72 1328 F
DI

TATTVER

B DT A7 Z ) D~y v a i E TR H
RN OEH

YA FF ¥ 2L

YA RF ¥ ZAEEDOHL (Meltdown)

a—H—nr 7 OB

TP N RIS E
TEnsrH7rER
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%47 FIE Tatv Al ES a—HF—T L Py Ik
=N —E T BT RIEA R RO L R—
A= a7

NAFVRR, a~wr RXFHREDRME,

Tt b= R U=/ u—KOxy NI—2 vF 74 v I D
B, FEMIZ OV TIE, TPCRR—ZAD Ry
MU — 7 BERE) 2R TIEI,

T ANEOWHEREZENOLEICERT DL, TIUIFHEARE &L e S E 7, Linux (280
T, ZOEFZ, 7atvA0oa—F—IDnRFullhbPalcEmInNi-l 23 L E4,
WHDOZ—HF—D/NZAT— R, Sudo & W o TFFEREINA TV OEERE IS 70860
HYFEFT, ZOA 2 MIBIFE, Windows TIIFIHTx A, Windows TOREFAIL, i@
. T ARROMHER CEAMEL~L) OEFETIERLS, MDA D =X L% LT TOILE
9, Windows COMERFAMGIL, RiEGRDO T~ ROLUTONRA FUETRE JIZA T D7 +
LoV I ARy NOXGEE T D FT,

1—Y—no%>

SSH, RDP, BXOZFDMD ¥ A FDou 7/t v wGgGiva—Y—n /4o A b, Br¥—
HEDY, VW, Fo X ica—Y—ua A L E ARG AITFEICS Yy I F Y LET, &
Z X, Linux ® SSH DA, ot —ida—W—4, Bitx A7 OSRAU—F, TV v 7)) |
BLOREETIP AL FET,

A—H—A54 KK

vr)la—Fk

AR D —F—na 7oA R FNOBFAE L RIS, B —id, FHEOERN S HEE1LHIT
0 A URITORKERE LET,

vl a— KA Xy FOfERIL, Linux & Windows TH72 0 £9°, Linux TiX, B2 ¥ —

747?y&ayikﬁ%X&LTﬂ£m/xwkLfiﬁéﬂfwé7nﬁx%ﬁﬁbi
T, (v7A Yy v a OANNTHEER Y = V&2 FATT D5 BHRITH 0 FHA, ) 2DV
J—2A T, AT ALATTCICHIAARERS 2V EZFH L THBENS Z LA BEL TS
W, Yx)a— KAy bOBHITHIBEN TWET, WBICL>TH LWL FTURT v
n— RS ae, B h—ldono oA F VI, REOa~vy REREFIAA TV OER
EBEFEONA TV BB D5E) O7 7 7 %410 E£7, Windows TiL. PowerShell DLL (2
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Uo7 ENTWAHTRTOTaE AN 2 ba— RE LTI UFIFENET, 2—F—L,
EHR Y —AEBRNAT DN —VEERTE £T,

File Access

TFANT T RAALRXY NI, WAV = R7 7 A N7 EOEFITHEIEDOmNT 7 A )L~DT
7EAEZWELEST, 2OV IV —RATE, =2—VF—13EHINRT7 7 A VDI R NEEETEE
A, Linux TiE, &2 —IZ lfetc/passwd ~DEZIALT 7 RAEEMHLET, B —

IZ, Jetc/shadow ~DFEAIY BLOEZIALT 7 A LEHLET, 20U U —ATIL,
Windows [ZZ DA X v&2 MU T—LEH A,

A—Y—=Tho Ut

=W =T H U bR NI FRAFIHTRERGEIZVNSTH, e— I a—F—Th 7
v FOERRE L AER— N LET,

kKFEZFa<TUR

KR A~ RAXY NI, B —PRINETREL W ehofcavy RERELET,
KieRa~y NI, B oA ns -7 et A~0OHICRZRWBIT/ =y UL LTERSN
F9, 72& z21E. Web — 33— (httpd) 7% abe.sh &5 CGI A2 U 7 R EEITLTVD LR
ETDHE, B —3F 2D CTRIE L & XIT, abesh ZRMER I~ RELTHRELE
T Web ¥ — "—2 L2 ZNLIED abe.sh DFAT T, B —0LENCENZ R L TlE
LTCWB7D, 74P AXRXRyMIBRELERA, P—ERERIZT o 2081 F U
ERITLBRWEA, ZOV—ER/7a 8 ANLORMEERa~Y AV ME, RETHDHA
BEEERLET, B —I3HEER O AT — N ATH D7D, B —0FEEE, Ll
RSN ca~y RABERESINDG Z LICHERELTEIN,

SaaS 7 7 A X 3ALIEDGA . TNENORMR I~ A2 MI, 00705 1.0 DFFHD =
<~V REFERAaT7IZEEMTONTWET, AaT7MERWIEE, BITOREERE 20 £
To AV RBAT, 2E0VETV Blavr R0 avr FI40) i3 UTORLLY T
NEaFEDA X NEOBREZRBITICOWVWT I e AF v 7 INET,

i ?V'ﬁ‘%ﬁ)ﬁ—g«é%%ﬁéb\%ﬁo 7LC<1: ibj:\ /k@%ﬁ%% Root Scope -> A -> B -> C and
Root Scope -> D -> E BT DU —7a—RKWIZBWT, RiEiRa~2 KA X2 3
BINFET, ZOH, avr REHACLEDTRTOV—/rn—RHT/rAF =y
JENET (CLEFA—N—=T T LTWAHELLTOWRVWEELEH D I LICIEREL
TLEZW) ARV FORFRAITIZ, ZNE200PFICHET LA Ry hORF A2
T DERKRETT,

ITHO 7 m ' ADEIT/RA,

A

e BTt ADETINA,

THOTat ZADNRALF U Ny o,

A
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A7 1.00%, FUCZ 7V @beogm, #7%, BETAZR, "M F U vva) RO, FLa~
Y RBATOREREINT-ZEEEWRLE T, 227 0.01%, FET3A, BEATRA L BXOEST
HFOTavADONRALF U Ny akmlRLza~y RBITA, F UHENO EORA R THE
RINTWRWI ELEZERLET, BEAaTEZMEHL T, FEORER2~ K7 77— b0
[ CREPHAN CTHRAET 20 2MEl L, BBBRAMZHO TN TEET, ZoRaT7 OMERFNIZS
WL, 57 %L F® Secure Workload /L—/v | L T 7Z& 0,

B2 aT7%, 34D SaaS 7 T AZ TCOLFATELZLICTEELTLIIEE N,

KHERS4M477)

RWERT AT T VAR ML, BV —RLEICe— FENTZT et 223 L TWARnT A
TV ERELET, KERTA 77 V1T N T VETRRETA T TV RADORMERRT
ELTEESNET, 2L 2E, 77V r—ya 3@, HBNLELEZIA 7TV DY A
Mrua—KNLET, vV UVICT 7 BATELHEE X, 77V r—va v EREH L, BEO
»%7A4 771U TLD PRELOAD Z#fi T 5 algetnid 0 £4, B —ix, o7 7V r—
arvDONRAFVEITRRAH L Be— FENTEEOSHDTA 7T ) 20D THRIHT D &
KRMERFTA T T VAR FERELET, B —2NLURNCHHE L THRE L TWH D, BE
DHDHTAT TV DOERGEE—RICESTTFH LD I AR IRRETLZZEEH FH
Mo BRI —RZ1X, Ty T 7 Vb—RRICT TV r—2arBNHlLniA4 77 ) sa— KT
HEEe, TV = arBHLWIA 7T ) EBNICe— R T2580860 £9, HiEH)
e, BV —DLENCHER SN T4 77 ) Z2HERET L5606 2 LICERE LTS
AR

CHFFEBRREETH Y, FROV ) —ATEESNDAIEMDRH Y 7,

raw ¥ 7y b DIERL

INAFV)EE

raw Y 7y MERA XV ME, 20V YV —AZADLinux TOHAYR—FENTWET, raw /7 v
MIEH, NTTA VI DAX—EU T AV xdvary, AT—T 4 7SN E

o, raw Vv POIEYSRH®RICIE, BEY —b (tepdump) X, HFBIZRIP 37 > b (ping,

arp) ZERT HHEERERDV ET, ¥—F v b~ o oWlELrZ T ~vr it buex
Tt AT NAAT Y, AT 2T R—h/) X7l BEZFES TlEbh Y
EbdHVET, £7-. Secure Workload 7o ¥ —¢ 7 o —BIEHEREZINET B72DDraw /7 >
FNeERRLET (—EMEZHERT 720, B — O 7 o —1FHRINEICL > TR H—
SINTA R MEMHEILERTA)

NATVEERAR NI, ETHhoTav 20774 0arT7 0 E,F U DEMEIZT 5
BEERELET, Brh—id, ETFOTRCoTnvAr07 7 A VEhEEEkLEd, 7
2 ANRFUC/NRATNAFVEETLTWDEN, 77 A VEMN (ctime, mtime, ¥+ X, E7
Fny o) BDREAGE, B —3 7 u v RS FIVLEEDO T T V2T E4, EXk
r—=2Z0F, TV = ar D7 v IS L— RREENE T,
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SATSVEE

FGATIFVERANRY NI, FITHOT a0 ZAD 77 A NaLyT oY T4 75 DBk
THEREZRELET, B —l0iE, e —RENETA 77V D7 7 A )VEENGLER S E
T, TREBERCLVFRICARNATIA 77BN — RENbn, 77 AV (ctime, mtime,
AR, iy va) BERDZGE, B =20 7o RTIATITIVERDT T T
DT ONET, B4R —RZiE, 9477 VDOT7 v 77 Lb—RREEnEd,

CHIFEBRHREETH O | FROY V- ATEEIND TR SH Y 7

A4 KFyRIL

A RF v 2 A X2 ME, A RFy RV Offigsttd =7 27 v A M 2534T7HD Y 7 b
T EHRELET, 20V Y —XE, BRINZLinux 7Ty N7+ —ALTO1ODOYA K
F ¥ U HERE A f2 0t L £ 9, Meltdown, ¥R — FENTWDH < UAFRIZ OV TIX, BIF
DFFEMZZR LTSN, INLIEEEREX 2V T AETHDHTZD, 7 740 FTHELY
W TWET, A RF ¥ XL LR — FRFENTR > T D56, CPUME OIS T
SNET, Ul THREINZCPU 7 +—FFs5IEHEEHAINET, B ¥h—0T71r1 0Ty
7 avyyvary 7 rav AL, CPUBEHENREGT XL LB snHGe, g h—»n
vy hEUUL, Bt —T o A2/ LB CHESHLET, HW0 I —3r0P R — k
SNTWARNWT =RV TZOEEEEZAINIT DL, VAT ANRARLEEIC /DA REERH Y £
T FEDIAFTREECT A NT A2 L A2MIHIEL E7,

ZOMREIX, Ul O [=—Y = MEK (Agent Config) | X—U B A VA7 DUID KX R T
X, {FT =V MERT BT A NTEH AT EYIVEZONET,

Meltdown |X, CPU O FATE X v v v 2 REZEH T2V A4 FF v xNVHETY
(https://meltdownattack.com/) , BEFIIIFFFHE R AL VINORHE R A A VT — X &3t M
TENTEET, XX VT 0RMHER L Ca—Y—MT SV r—va b —FL
A ZEtAID Z LN TEET, Meltdown MHHITHAE, CentOS 7 35 L U Ubuntu 16.04 % 4
A—FLTWET,

A—H—07F U DiEH

¥ 1TFIE

a—HP—a S F A X OB TIE, 22—V —ua st A X~ Fak A (SSH., RDP 73
L) DRICFEITEIND THR7T et X(mRK4L-IV)BHREEINET, 20— —a st o
Ry OB THE I T n R RAIEEBNTHY ., EX2 VT oA MIMNEHD FH
/Uo

T A%BA R MI, N, F VAR avr RXFHREOT o ARHICESINT, 2—
P—DT F LTy TN — BT 5T 2 L R—FLET, ZOFat 2B A X
YEOFTULAR—FEND 7Tt R X, BEAEHHOZOOLOTHY, LT LbeX=2UT o
AR REFFOEEFBREY FH A,
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B 1 : cmd.exe F721% powershell.exe IZ L > TEITENT- T 0 AR ETD

Event Type = Follow Process AND (Process Info - Exec Path contains cmd.exe OR Process Info - Exec
Path contains powershell.exe)

%l 2 - winword.exe, excel.exe, F 721X powerpnt.exe |2 X > CTIER SNz nt A2 #HET D

Event Type = Follow Process with_ancestor (Process Info - Exec Path contains winword.exe OR Process
Info - Exec Path contains excel.exe OR Process Info - Exec Path contains powerpnt.exe)

W TR EREAR NI, ROTa® AT 7 FLONT RN L > TEBTX £97,
* Process Info - Exec Path
* Process Info - Command String
* Process Info - Username
s 7'k A% - Bl Exec /XA
« Tu A - Bla~ v RIOES

« Tut AR -Bla—F -4

., =JL =
T LY DERTE
T LUV IRETIE. ATy MR—2OFENMEAEINET, AT M, 741>
T Ty ANEA RN N T g VAICEAT D FERREELET, YL Ty
277 ANMI, BEOT7 ALYy I =V THERENET, AT NNOTR T AL
X, EDSIAICEHAINA Z EICEBELTLEE N,

J2A4L2Tv I I)L—IL
~

GE)  L— R MEEHTY OL— L O RENT 100 T,

4L 2Ty IL—I)LDENM
DRI arTIE, BLW T+ LYy 7 — L EBBINT A FEICOWTERA L £,
[Z L& BRI

[ NEEEHE (Site Admin) ], [# AKX ~—HR— b (Customer Support) ], F721% [#iPHFTA
# (Scope Owner) | & LTCYV AT AIZa A T HMENH Y £4,
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FIE

srLovvsn—ioien

RTv T EloF s —2 a3 0 3—7T, [l (Defend) 1>[F7+ L 2P v oI)L—)L (ForensicRules) ]

27y 7 LET,

ATw T2 V=L DERK (CreateRule) 1 %227V v 7 LET,

ATV T3 UFDT 4 —)v Ry ma A LET,

J4—ILF

Bl

JL—IL% (RuleName)

JL— VDL ETIEANTTLET, LENIZEAICT
XEH A,

[FTA#iBH (Ownership scope) ]

ZON— VO A#EAZ A LET,

723> (Actions)

ZDON—NVN RN H—ENTZEE DT 7
CEBIRUET, [i#k (Record) ]iX., —
THEX2 VT AAXY M EEHIEHIT D
TOIRFFT D22 2BWLET, [77— b
(Alert) 177 v arix, —&%+25kx%=
7 4 A X k% Secure Workload 77— h /&
TAIABRT D EERERLET,

EXE

ZDON—=LDETT 4 (BERE) L~
BERLET (MK LOW) 1. [*H
(MEDIUM) 1. [& (HIGH) ], [EX
(CRITICAL) 1. [=72 HITKHG A
(REQUIRES IMMEDIATE ACTION) ) .

[A) (Clause) ]

=NV NI LET, AIiE, ekt X 7
Loy AR NERIFITY - a8 — FA X
Y ROWPRPNED, EFXa )T 4 AR
N T FAREENTWDILENDH Y £97,

Tav A TSI T—Ta— R T FILD
W E EN TS ANTES T,
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BEANG I+ LUy IL—ILDERK

1:)L—ILDYERL

Create Rule
Rule Name

Privilege Escalation

Ownership Scope

® Tetration ~

Actions

ALERT, RECORD -

Severity

HIGH -]
Clause @
Eventtype = Privilege Escalation and X
Process Info - Command String  contains  java
m Cancel

[fR7F (Save) |27 U w7 LET,

Ty IL—ILDERK

TH LTI N—VZE, TA VUV I AR WA T EIDEIFRETZHERH Y F
79 ({5 : Event Type==Unseen Command) . IRDOF 7'+ a LA TIX, ZDA X FOJEMEE
AT HHERH D £3 (H] : Unseen Command - Parent Uptime)

LLFIX, UnseenCommand 1 X2 & A ZZHEH L7 1 2OFITT, ZDOMOFNZHDONTI,

TROT 7 4/ hb—/L & MITER b—/L & ZEL 72 &0,

EventType= Unseen Command and Unseen Command - Parent Uptime (microseconds) >= 60000000.

F 7 # )L k@ Secure Workload /L— /L

Z—P =N HGOREICE STV — NV EBET DO T LD X 512, 77 4V R ® Secure
Workload V— V3B SN TWET, TNHDNL—UT, T+ LDy VREX—IJICFERS
., wWETEETAL, V—WTTXRTONL— M THEHTE £,

K2: 774 EIL—)L

Tetration - Privileg. @ Default A pre-defined rule that alerts and records Privilege Escalation events. ALERT, RECORD HIGH =
Tetration - Raw Sock... @ Default A pre-defined rule that alerts and records Raw Socket Creation events. ALERT, RECORD HIGH g
Tetration - Unseen C... @ Default A pre-defined rule that alerts and records Unseen Command events. ALERT, RECORD Low =

DY Y —2Z1X, 4 2® Secure Workload 7 4 L > 7 )Lb— L SHAIA F L TWVE T,
1. JL—JL% Secure Workload - %5 HEH-#%

Clause EventType = Privlege Escalation and ( Processl nfo - ExecPath doesn’t contain sudo
and Processinfo - ExecPath doesn’t contain ping and Privilege Escalation I s~ Type - Suid
Binary)

B Zo—uE, setuid 23NA TV IZ Ko TAERR SV WEFHERAS A X b s L
F 9, setuid /A TV BHEFITERINT H7-D1Z1%.  [ProcessInfo - ExecPath| (2325 T

. TJXrLoTvy
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574 JL k@ Secure Workload JL— )L .

sudo & ping &4 L 97, Secure Workload =—%—{X, MEADNL— L EZEXRTH I &
T, o setuid A F U ERAT L TEET
JL— L% Tetration - RiERDO 2~ K

Clause Event Type = Unseen Command and Unseen Command - Parent Uptime (microseconds)
>= 60000000 or Processlnfo - ExecPath contains/bash or Processinfo - ExecPath contains/sh
or Processinfo - ExecPath contains /ksh or Parent - ExecPath contains httpd or Parent -

ExecPath contains apache or Parent - ExecPath contains nginx or Parent - ExecPath contains

haproxy

ERBH : Z o=, ROFFEONT DT HRMERD 2~ AR R Zfid
]\Ji‘j—o

1. 7rtEADHEN 60,000,000 ~1 7 ahaBI THEEL WD

2. 7ut X ExecPath IZ1%. GO Z A 7D =)L (Ibash, /sh, /ksh 72 &) BNEF
ONQAVR

3. FutAOH ExecPath |Zi%, AL0OX A T OW— =T 7Y r— 9 (httpd,
apache, nginx, haproxy 72 &) BEENTW5D,

JL— )L 4 Tetration - raw /7> b

Clause EventType = Raw Socket Creation and (Raw Socket - ExecPath doesn’t contain ping
and Raw Socket - ExecPath doesn’t containiptablesand Raw Socket - ExecPath doesn’t contain
xtables-multi)

ERBH : 2 D/L—/LiE, ping X iptables (2 L o TAEKR SR raw Y 7 v MMERA X b
S L E 9, Secure Workload = —H—%, MHDONL—LEEFR LT, tho A F VU %
[ S B TNl S G =S

JL—J)L& Tetration - Rigid 2~ Rk 2%y NU—27 S5

Clause EventType = Network Anomaly and Network Anomaly - Unseen Command Count >
3 and Network Anomaly - Non-seasonal Deviation > 0

BB Zo— Vi, ROFKMEIC—BETIHRy NU—T B4R MERELET,
1. I55URICRCY —2a— RT3 2L EOKRMRa~v Ly KAV M RH 5B,

2. W= DOBEMENROLYKEWV (6.0IZTXTOFRY T —F BEA X MZOWTH
EEINAE/MEETHHT-D, 60LLETHLZEHLEKRLET) |

JL— L% Tetration - 25 72 K2~ R
Clause EventType = Unseen Command and Unseen Command - Anomaly - Score< 0.6

BRBA . 2o —E, BEAITR06RIEORMERD A~ FAXY b aRE LET,
ThUE, =y RBMENCEE SN~ REFELE L TWRWE S IZRx 2FEH IC R
WA R NOBBNREINDZEEBERLET, LEVEO6 X, Hla~y KRR
RAHLEWVETED X D IZEET 5 20MZBIF % Cisco Secure Workload TP SEERIZEE S
TRESINET, A7 OFEMARBRHIZOWTIL, KRR~ RN 22BLTLE
S,

2LV .
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10.

11.

JL— L% Tetration - SMSS D B 72 Bl

Clause EventType = Follow Processand Process| nfo - ExecPath contains smss.exeand ( Follow
Process - ParentExecPath doesn’t contain smss.exe and Follow Process - ParentExecPath
doesn’t contain System )

ERBA . Z i3 Windows L H OL— /LG9, T D/L—/LIE, smss.exe DRIDA A K A
FEEAT AT R L TR 580 smss.exe IZH DEAITEE LET,
JL— L% Tetration - wininit 025 728

Clause EventType = Follow Process and Processl nfo - ExecPath contains wininit.exe and
Follow Process - ParentExecPath doesn’t contain smss.exe

SRER : ZHUE Windows L EH OL—/LT9, ZDJ/—/LiX, wininit.exe |Z smss.exe & |15
LB B DGAITESE LET,
JL—JL % Tetration - RuntimeBroker O 5 72381

Clause EventType = Follow Process and Processl nfo - ExecPath contains RuntimeBroker.exe
and Follow Process - ParentExecPath doesn’t contain svchost.exe

SRBA . Z4UiE Windows I EH O /L—/ L T4, Z DJL—/LZ, RuntimeBroker.exe |Z svchost.exe
CIIRR BN DGEICEELET,
JL—IL# Tetration - ¥— & 2D L5 728l

Clause EventType = Follow Process and Processl nfo - ExecPath contains services.exe and
Follow Process - ParentExecPath doesn’t contain wininit.exe

SRER : ZHUX Windows L H D L—/LT9, ZD/L— LI, services.exe |Z wininit.exe & I
BB BR 5561085 LET,
JL— L% Tetration - Isaio @ F & 723,

Clause EventType = Follow Process and Processl nfo - ExecPath contains|saio.exe and Follow
Process - ParentExecPath doesn’t contain wininit.exe

E2BA : Z AU Windows AL H O /L—/ LT, T DJ/L—/LL, Isaio.exe |Z wininit.exe & (X5
LB B HGAEITESE LET,

JL— L4 Tetration - Isass O 5 72+

Clause ( EventType = Follow Process and Processl nfo - ExecPath doesn’t contain efsui.exe
and Processl nfo - ExecPath doesn’t contain wer fault.exe) with ancestor Process | nfo - ExecPath
contains Isass.exe

ERBA . Z AU Windows U EH DL — /L TF, T D/L— UL, lIsass.exe (2 efsuiexe F 721
werfault.exe LIS D FBNH D EITEE L9,

J 74 )L k@ MITRE ATT&CK /L— )L

77 %L k@ MITRE ATT&CK /L— /L1, MITRE ATT&CK 7 L — LT — 7
(https://attack.mitre.org/) "HDT 77— FFEICH L THRESNTWET, BREENTITE)
WEHE L7224 DV —ABH Y FNHDIFE A EITFFEDMITER FEIZw v B 7 STV

F9, VN DERR Y A NELTFIRLET,

. TJXrLoTvy
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£ %o LU MS Office DENE

Clause ( Event type = Follow Process and (Process | nfo - Exec Path doesn’t contain
Windowssplwow64.exe ) and (Process | nfo - Exec Path doesn’t contain chrome.exe ) and
(Process I nfo - Exec Path doesn’t contain msip.executionhost.exe ) and (Process I nfo - Exec
Path doesn’t contain msip.executionhost32.exe) and (Process I nfo - Exec Path doesn’t contain
msosync.exe) and (Process I nfo - Exec Path doesn’t contain ofccccaupdate.exe) with ancestor
(Process I nfo - Exec Path contains winwor d.exe or Process Info -Exec Path contains excel.exe
or Process | nfo -Exec Path contains power pnt.exe)

EBH = D J/L—/ 1L, Microsoft Office 7' 1 & &

(WIN-WORD.exe/EXCEL.exe/POWERPNT.exe) 37t A& Bk L7=E&ICT 77—k
ZHL, Sk LET, YATOPEBICESE, BRAOEZHO T2, T HD MS
Office XA F VIZ L > TER SN D Z ERMBNTVDH N D0O— e 7 etk A
EEFRTLTWVWET,

ZEITIONS -7 78I U T HE 1

Clause Event type = Follow Process (Process | nfo - Exec Path contains cmd.exe or Process
Info -Exec Path contains power shell.exe or Process I nfo - Exec Path contains cscript.exe or
Process| nfo - Exec Path containswscript.exe) and (Follow Process- Parent Exec Path contains
winlogon.exe or Follow Process - Parent Exec Path contains atbroker.exe or Follow Process
- Parent Exec Path contains utilman.exe)

BB Zo—E, T2 eI ED T AEEDNA T (A7 U= F—R—F, fER
B, BEES—72E) OWTIHNEH SHL. emd/powershell/cscript/wscript & B < X 5 12
FBEINEGAIZT 77— ML, & LET, 7278 T4 LT UDERH L
. EIBMERHENDS D (v A VBN, Elda—F—0u 7 A U1%%) 16
U C. winlogon, atbroker, % 7zi/Zutilman DWW FND 7 mv Rk THIfI S E T,
ZON—E, T EY T 7 kA (winlogon.exe, utilman.exe, 35X
atbroker.exe) DEEH LUV 7"mE X (cmd.exe, powershell.exe, cscript.exe, wscript.exe)
XY 7F Y LET, ZNE[TI0NS-T 72U T ¢ #ERE2 (T1015 - Accessibility features
2) | THEALT, 4o08b LW F7at 20BMOT 7ot 2 b LEd, **

RRITI015- 7 7> U T ¢ HhE

Clause Event type= Follow Processwith ancestor (( Process|nfo - Exec Path containscmd.exe
or Process I nfo - Exec Path contains power shell.exe or Process I nfo - Exec Path contains
cscript.exe or Process I nfo - Exec Path contains wscript.exe) and (Follow Process - Parent
Exec Path contains winlogon.exe or Follow Process - Parent Exec Path contains atbroker.exe
or Follow Process - Parent Exec Path contains utilman.exe))

BB ZoL— X, TRV ED T AHREONA T (R U —rF—A— R, LK

#. BEEF—72E) OWTNHDEH I4L. emd.exe/powershell.exe/cscript.exe/wscript.exe
ZRS IO ICHFHESNIGAICT I— L, & LET, 7278 EVT 43 A T
VO LIZ, E2MBFEOH SN (74 EmENS, £lida—F—onr s
A %) 25U T, winlogon, atbroker, F 7213 utilman DWW T D 7 rE AL -T
fEsnEd, Zo—E, ZhbDO7rt A (winlogon, utilman, 35 X (Natbroker)

DEDLLWF T ADF7nt X exy7F¥ LES, 778V T 4T VD
SO LW 7R B RIONWTT 77— & T [TI015-7 7 B U 7 ¢ #8E1 (T1015 -

Accessibility features 1) ] CINEHEHTHILERH D £,

2LV .
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& H1 T1085 - rundlI32

Clause ( Event type = Follow Process and Process | nfo Exec Path doesnt contain msiexec.exe
and Process I nfo Exec Path doesnt contain WindowsSystem32SystemPropertiesRemote.exe
with ancestor ( Process Info - Exec Path contains rundll32.exe and Follow Process - Parent
Exec Path doesnt contain msiexec.exe and not ( Process Info -command string contains
Windowssystem32shell32.dll or ( Process I nfo -command string contains
Windowssyswow64shel132.dll or ( Process I nfo -command string contains
WindowsSystem32migrationWinlnetPlugin.dll ) )

5B Z ob—/Lid, rundl32exe N T-F 0 RAEER LIZBAICT I — a2 H L, skl
9, ZORASLF VI, FEEONRALF VA ZFATTHOIFOHENZY . EED

bHar ha— XK NVEHBEA A N—/LT H72OIT control.exe |2 L > THEH 7z
D3 BAHEMEDNH W 97, 7277 L. msiexec.exe 25 rundll32.exe D E2I1IF TH HHE

FFRFATLTWES, F2, K<mbonzdlz2FHT 20 < OO— K72 rundll32 =2+
YRLFFRILTWET,

Z W1 T1118 - InstallUtil

Clause Event type = Follow Process with ancestor Process Info - Exec Path contains
installutil.exe

SHBH = DL — LT, InstallUtilexe N+ 7R AEER LI-EAICT 5— A2 L, 206k
l./\jzjqo

R T1121 - Regsves/Regasm

Clause Event type = Follow Process and ( Process | nfo - Exec path doesn’t contain fondue.exe
or Process|nfo - Exec path doesnt contain regasm.exeor Process|nfo - Exec path doesnt contain
regsvr 32.exe with ancestor (Process Info - Exec Path contains regasm.exe or Process I nfo -
Exec Path contains regsvcs.exe)

FRBA Z D/L— LiE, regsves.exe F 72T regasm.exe 23 -7 2 A EAERK LTZIGEIZT T —

ML, BigkLET, 72720, BB E S T 729,
fondue.exe/regasm.exe/regsvr32.exe 7 regasm.exe F 7213 regsves.exe (2 K o THEK I L H 5
BIEFFATLTVET,

BRI TI27 - R CTX B E=—7 ¢ V7 « - msbuild.exe

Clause ( Event type = Unseen Command with ancestor Process I nfo - Exec Path contains

M SBuild.exe) and ( Process I nfo - Exec Path doesn’t contain Tracker.exe ) and ( Process I nfo
-Exec Path doesn’t contain csc.exe ) and ( Process I nfo - Exec Path doesn’t contain Microsoft
Visual Studio) and ( Process|nfo - Exec Path doesn’t contain al.exe) and ( Process | nfo - Exec
Path doesn’t contain Ic.exe) and ( Process I nfo - Exec Path doesn’t contain dotnet.exe) and (
Process | nfo - Exec Path doesn’t contain cvtres.exe) and ( Process I nfo - Exec Path doesn’t
contain conhost.exe ) and not ( Event type = Unseen Command with ancestor ( Process I nfo
- Exec Path contains Tracker.exe or Process I nfo - Exec Path contains csc.exe or Process Info
- Exec Path contains Microsoft Visual Studio or Process I nfo - Exec Path contains al.exe or
Process | nfo - Exec Path contains Ic.exe or Process | nfo - Exec Path contains dotnet.exe or
Process I nfo - Exec Path contains cvtres.exe) )

B = D/L— L1, msbuildexe 23, BEAIEKT D F7 BB ADOFFRIY A MIEL TV e

WF T REER LIS EICT 7 — a2 HE L, it#k LFE 9, FollowProcess 7' & &
YTV —OF A E LR — R LTWARWNWZH, Z0O/—/UIZHALE, FollowProcess T
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12.

13.

14.
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1472 < Unseen Command |ZZSWTWET, BITEONL—/LTIL, ROTrERALZDT
MNP Z 3£ 9, trackerexe, csc.exe. |Microsoft Visual Studio] /SAMH DT Bk A
al.exe. lc.exe. dotnet.exe, 35K N cvtres.exe, Z D/ — LTl conhost.exe b Al SV F
T, b7 rt A%, MSBuildexe Dl O HTICERSNET (72 & 2 1E, Visual
Studio #fEH L7z vy =7 a3 A 72 ) . MSBuildexe ® LFtlist 17 a+
AT T GEFEOBETIE VYY) ICELTTY 77— M3ERINE T,

BRI TI27 -3 TX BB EFE =2 —7 4 U T 1 -resiexe

Clause Event type = Follow Process with ancestor Process I nfo - Exec Path contains rcsi.exe

B ZDO— LT, resiexe BF T BB RAEER LTS AICT I— AL, &L E
j—o
BRI TI127 - E4ETX BBA%E 2 —7 4 U T 1 - tracker.exe

Clause (Event type = Unseen Command with_ancestor Process I nfo - Exec Path contains
tracker.exe) and not (Event type = Unseen Command with_ancestor Process I nfo - Exec Path
contains M SBuild.exe)

B Z O— Ui, trackerexe 237 & R BB L72RIL T, tracker H /K73 MSBuild.exe
DO TEHARWEEILT 7— &L, 8L ET, L7=2-> T, Visual Studio 2 L
7= tracker DY 72/ FONH LIIZKGR SAVE 325, MO LICIZT 7 — RS ivE
9, tracker.exe /L —/ L3 K OVART O MSBuild.exe /L—/ /L D[RR D 1 D12, KL HS MSBuild
F¥EZHH LT tracker Z1ERL L. KT tracker (ZHE D B 51 2 ER S T-H4
MSBuild % /el & § 5 tracker IZIES THAHD, EHLHLDONL—/UIZL>THET 77— IR
HENR2WERH D 97,

£ 81 T1128 - Netsh ~/L»X— DIl
Clause Event type = Follow Processwith ancestor Process|nfo - Exec Path contains netsh.exe

RER Z D —E, netshexe N7 B AEERLIZGAICT 79— 2L, fidkLE
‘a‘o

BRI TI36- 7 47 hOVERK

Clause Event type = User Account

A ZONL—T, L= =N ERENTEEICT I — e L, e LET,
BRETTI3R-T TV r—varvIvs

Clause Event type = Follow Process Process Info - Exec Path contains sdbinst.exe

EiER Z D/L—/uid, sdbinstexe ZAFO SN AT 7 — AL, BB LE T,
ZRITIG0- A2 U ——s3—

Clause Event type = Follow Process AND with ancestor Process|nfo - Exec Path contains .scr

EHR - DL — LT, exec XA T [ser] AL CT o ARNER SN BAICT T —
FEH L, FLEkLET,

&8 T1191 - CMSTP

Clause Event type = Follow Processwith ancestor Process|nfo - Exec Path containscmstp.exe

2LV .
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B Z O — T, emstpexe ST R AEBER LIZGEICT I — e L, BEELE
j—o
Z A1 T1202 - B2 2~ > RFELT - forfiles.exe

Clause Event type = Follow Processwith ancestor Process|nfo - Exec Path containsforfiles.exe
ERBA Z o L— L, forfiles.exe N F 70 RAEAERR LT AICT I — A2 L, 8L
EJean

Z A T1202 - [M#: 2~ > KFEAT - pealua.exe

Clause Event type = Follow Processwith ancestor Process| nfo - Exec Path containspcalua.exe
ERBA Z O— VX, pealuaexe N7 BB RAEER LIESGAICT 7 — REH L, figkL
ij‘o

LZHITI2I6 - BATE A7 VT 7' 1% 2 E4T - pubprn.vbs

Clause Event type = Follow Process with ancestor (( Process|Info - Exec Path contains
cscript.exe or Process Info - Exec Path contains wscript.exe) and Process Info - Command
String contains .vbs and Process Info - Command String contains script )

ERBA Zov— L, XT A —# [script] % 7 e wscript.exe ¥ 721 cscript.exe Z i L T
vbs A7 U7 RMETEN, HrLnT v ABMERINZHGAICT 7— ML, ek
LET, WBEZZOFELZFENLT, a—F2ETT5E8E0HD sct 7 7 AV &FR
T A7 VT hRT A —HF EETe pubprnvbs & FEITT D ABEMENRH Y F97,

BEITI218 - BAFT & N1 F U 71 % 2 FAT - msiexec.exe

Clause Event type = Follow Processwith ancestor Process|nfo - Exec Path contains msiexec.exe

SHBA = OL— UL, msiexecexe N7 R B AEBER LI-BAICT I — MEH L, oL
ij‘o
ZHTI T1218 - BT & N4 F U 712 5% 25297 - odbeconf.exe

Clause Event type = Follow Process with ancestor Process I nfo - Exec Path contains
odbcconf.exe

B = DL— L, odbeconfexe BT at AEER LTI AICT I — M2 L., i
L%,
ZHI T1218 - B4 & 31 U 7 11 % 2 F4T - Register-CimProvider

Clause Event type = Follow Process with ancestor Process Info - Exec Path contains
Register-CimProvider.exe

FRBA = O/L— 11X, Register-CimProvider.exe 28 7 B A ZER LT=5/ICT 7— &
ML, kL ET,
A1 T1220 - XSL A7 U 7" MLEE - msxsl.exe

Clause Event type = Follow Processwith ancestor Process|nfo - Exec Path contains msxsl.exe

SBA = o— i, msxslexe N7 v RAEER LI EICT I — b2 L, L E
7,
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LB T1220 - XSL A2 U 7 FMILEE - wmic

Clause Event type = Follow Process and (Process I nfo - Exec Path contains wmic.exe and
Process | nfo - Command String contains .xsl)

B Zo— T, xslAZ U 7 R A wmiclC Lo THEHA SN TWAEAICT 79— Mo
L., itk LET, ZHITEEONAS TV ZEETAZDIfEHTEET,
BRI T1223 - 22 XA LFEHR HTML 7 7 A )V

Clause Event type = Follow Process with ancestor Process I nfo - Exec Path contains hh.exe
FRBA ZD/L— X, hhexe N7 BB RAEAERLIZGEICT 77— a2 L, kL
_a—o

BRI TI003 - 7 7 A E# S 8 7 - Lsass

Clause Event type = Follow Process and Process I nfo - Exec Path contains procdump.exe and
Process Info - Command String contains Isass

ERER ZD— Ui, Isass T READ AEY B X T 5701 procdump.exe H3MEH X
NTWDLEEICT I— FalL, L ET,
AR T1140 - 7 7 A )V E T XE RO HEFALMRR/AE 5L

Clause Event type = Follow Process and Process I nfo - Exec Path contains cer tutil.exe and
(ProcessInfo - Command String matches .*encodé\s.* or Process | nfo - Command String
matches .* decodée\s.*

BB Zo—E, Ty A NDT L a— REZIET 32— RIZ certutil.exe 23 XL TV
DFACT T— bR, SR LET, ZOFEE, KBENRKBEGRO~ T2y
a—RENEMe— a7 a—FF57eDlc K< EHINET,
£RITI076- VE—F TRAZ by 7abhan

Clause Event type = Follow Process and Process | nfo - Exec Path contains tscon.exe

B Z O — i, tsconexe WEITSINTZHAICT I — a2 L, kL ET, REE
1%, tsconexe Z{HH L CBEAFO RDP Ly ¥ a &g Uy v 7 TEET,

ZHI1T1197 - BITS ¥ 2 7 - Powershell

Clause Event type = Follow Process and Process I nfo - Exec Path contains power shell.exeand
Process Info - Command String contains Start-BitsTransfer

FRBA = DL — i, powershell.exe % L C cmdlet Start-BitsTransfer # {7 L. 7 7 A
Nk a—/BELIZGAIT I — e H L, R LET,

& 87 T1170 - MSHTA

Clause Event type= Follow Processwith ancestor Process|nfo - Exec Path contains mshta.exe

HER ZoN— I, R RAEARTLIEEOH D HTA A2 UV N 23T 3T5729
\Z mshta.exe MEH SN TWBHAICT I — 2L, 8L ET,

BRITISS -IFERR T 7 ANBLOET 4 L7 R

2LV .
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Clause Event type = Follow Process and (Process I nfo - Exec Path contains attrib.exe and
Process I nfo - Command String contains +h)

B Z o — T, attribexe ZHEALTCTZ 7 AT 4 L7 MU BIEERITGRE LTSS
77— bhEHL, TEELET,
LRI T1114 - BT A —/VINEE

Clause Event type = Follow Process (Process| nfo - Command String matches.*.(ost[pst)(\g]" |).*
or Process Info - Command String matches .*.(ost|pst)$ ) Process I nfo - Exec Path doesn’t
contain outlook.exe

iR = o/L— LT, outlook.exe UISD T ANBEF A —LT 7 AL (ost BLO
pst) [T 7B ALESGAICT I— AL, Bk LET,

BRI TI070 - RA N TOA P —H2 - A b s

Clause Event type = Follow Process and Process | nfo - Exec Path contains wevtutil.exe and
Process Info - Command String matches .*\s(cl|clear-log)\s.*

B Z D —LiE, wevtutilexe ZEH L TA Ry b 7 BHEESINDIGEICT 79—
ML, fiskLET,

ZR1 T1070 - /R A hTOA > —HHlEk - USN

Clause Event type = Follow Process and Process | nfo - Exec Path contains fsutil.exe and
Process I nfo - Command String matches .*\susn\s.* and Process | nfo - Command String
matches .*\sdeletejournal .*

B = o— i, fsutilexe ZfEFH LT USN Vv —F A NHIBRENAHEAICT 7 — b
ZH L, s LET,

BREITI053 - AT a—LENT-H AT

Clause Event type = Follow Process and Process | nfo - Exec Path contains schtasks.exe and
Process I nfo - Command String contains create

ERBA = D/L— Ui, schtasks.exe ZFEH L TH LWAT ¥ 2 — /L Ej7c X A7 BMERKR S
LYHEICT 7— el fisLET,

BRI TI003 - 2 7 A EH S > E 27 - Vaultemd

Clause Event type = Follow Process and Process I nfo - Exec Path contains vaultcmd.exe and
Process Info - Command String matches .*Vlist.*

SRBA = DL—/ L, vaultemd.exe % i L C Windows Credentials Vault (27 7 & A & 1L7=
LEweT7T 77— e L, el ET,

ZREITIO3 -2 /A UEHRA BT - LT AR

Clause Event type = Follow Processand Process| nfo - Exec Path containsreg.exeand ( (Process
Info- Command String contains save or Process | nfo - Command String contains export) and
(Process Info - Command String contains hkim or Process Info - Command String contains
hkey_local_machine) and (Process I nfo - Command String contains sam or Process I nfo -
Command String contains security or Process Info - Command String contains system) )
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36.

37.

38.

39.
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B Z O — U, regexe L CHRIED LY A N UNA T o2 X v T EINTZHAICT

TJ—hEHL, SELET,

BRI T1201 - SAD— RAR YU > —fth 1

Clause Event type = Follow Process and Process | nfo - Exec Path contains chage and Process

Info - Command String contains -|

ERBA Z o— i, chager—T7 4 VT 4 LT Linux’? VDR AT— RRY v—
(IRRAT— AR Y >—) D—HRRINHGEICTI—Fa2 L, skl ET,

ZRITI081 - 7 7 A VIND 1 7 A AFH - Linux

Clause Event type = Follow Processand (Process I nfo - Exec Path contains cat or Process|nfo
- Exec Path contains grep) and (Process I nfo - Command String contains .bash_history or
Process|nfo- Command String contains.password or Process|nfo- Command String contains
.passwd)

EiBA Z D—ILiT, umxvny@774wm%ﬁéhfwéﬂxU—F%@%?é

RANFATINIGAEICT 77— AL, gL E 7,

BRI TI081 - 7 7 A LIND 1 71 A - Windows

Clause Event type = Follow Process and Process | nfo - Exec Path contains findstr.exe and

Process I nfo - Command String contains passwor d

BB Z oL— L, WWvany®774wK%ﬁémTw5ﬂxv~F%@%#
uﬁ%‘ﬁ’%ﬁ?éﬂﬁ_ 77— hEHL, uaﬁibij«o

LRI TI089 - EF = U T 4 Y — LOEEL

Clause Event type = Follow Process and ( (Process | nfo - Exec Path contains fltmc.exe and
ProcessInfo- Command String containsunload sysmon) or (Process|nfo - Exec Path contains
sysmon.exe and Process I nfo - Command String contains /u) )

ERBA Z o —LE, fltme.exe F 721 sysmon.exe Z{#HH LT sysmon K7 A "7 1 —
RETLRABNIATINTHEEICT 77— &ML, ek L ET,

J2AL2TwoTRTFAIL

JO774I)LDEM

ORI varyTiEH LW LYy s a7 s A NVEBINTAHFECOWNTHBALE

B

XL SRS

[t NEELHE (Site Admin) ], [# A X ~—H 7K — K (Customer Support) |, F7-i% [EFAFTH
# (Scope Owner) | & LCYV AT AICR A T HMERHY 7,

2LV .
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ATy EloF e —2 a2 3—7T, (Bl (Defend) >[4+ L 2P w o IL—)L (Forensic Rules) ]
Vv LET,

ATV T2 [7r 77 A /VOER (Create Profile) 1452 U v 7 LET,
ATv T3 UTFDO7 44—V RIZ#Eeflz A LET,

TZ4—ILF B2l
Z2X:1] a7y ANHEANTILETARNTIEAICT
TEH A,
[FTA#iPH (Ownership scope) ] DT T 7 A INOFAREEZ AT LET,
JL—JL (Rule) DT T A= EBIMLET,

K3: 70774 ILDER

Profiles

Create Profile

Tetration - Privilege Escalatior . Add Rule

Name T Clause i If Matched 1 Severity 11 Actions 1}

A pre-defined rule that alerts and records Privilege ALERT, RECORD HIGH
Escalation events.

-

ATy 4 [fR1F (Save) 1227 U w7 LET,

TJO774ILDRE

ORIV arTiE, 2= —NRNT 3 LTy I T A NNERET D IFIECOW T L
ij‘o

(BB OPAY: i

[P MEEEHE (Site Admin) ], [# A ¥ ~—H7AK— 1 (Customer Support) |, F7=iX [#EPHITH
# (Scope Owner) | & LCUV AT AICR A T HMENRHY 7,

. TJXrLoTvy
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o7 7 ILDER .

FIE

RTv T EloF s —2 a3 0 3—7T, [l (Defend) 1>[F7+ L 2P v oI)L—)L (ForensicRules) ]
7V w7 LET,

AT T2 HETHTI a7 7 A NEROT T, AUOINCHLRET A2 %27 ) v 7 LET,
ATV T3 UFDT 4 —)v Ry ma A LET,

T4—ILF B
Z2X:1] TuT A NOARTEFEHRLES, LRI
FIZTE £ A,
[T A #iH (Ownership scope) ] ZoTu Ty A NVOFTARBEEEHLET,
JL—JL (Rule) DT T 7 A M=V EBIEIR L ET,

ATy T4 [fR1F (Save) 1227V w7 LET,

JO774ILDEE

ORI arTIE, a—Y—NT 3 LTy a7y A NEERS B FIEIC OV T L
iﬁqo

FIE

AT oS el —va =T, [l (Defend) |>[Z4 L 2Py IL—IL (ForensicRules) |
7 Vw7 LET,

ATy T2 #7077 A NEROT T, AROINCH D [HER (clone) | TAar%7 Vv 7 LE
7,

ATv T3 HE AN 7 s A NVOL4TETIEATILET,

ATy T4 -7 (Save) 1227V w7 LET,

FI2AINTAOT7A)L : Secure Workload 7B 771 JL

Secure Workload 72 7 7 A VT NI DT 7V K 7 Loy 7 L—IANEFENTEBY, A
YTV MZBMTEET, 2—V -z koL TE AN, ERIZRETY, BRlENnT
FIFINE T LTy Ta T A NVIRETEET,

K4: 7740 0FOTF7AIL

(Total: 11) Tetration - Privilege Escalation, Tetration - Unseen Command, Tetration - Raw Socket, Tetration - Network Anomaly with Unseen Command, Tetration -
Anomalous Unseen Command, Tetration - Unusual Parent of smss, Tetration - Unusual Parent of wininit, Tetration - Unusual Parent of RuntimeBroker, Tetration -
Tetration Profile @ Default Unusual | Parent of services, Tetration - Unusual | Parent of Isaio ]
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JrLreyy |

B 7o+1r07057 4 MITREATIRCK TR 77 4 1L

FI7AILFDTOTF

4 JL : MITREATT&CK 007 7 1 )L

MITRE ATT&CK 7' &2 7 7 A /L1Z1% 39 O MITER ATT&CK L — A REFNTEY . £ T
ICBINTEFET, 22—V =X AmETTETETAN, HiTegeTd, Rl n 7>
A NVIIHREE X £, MITRE ATT&CK 72 7 7 A4 MIiZid, IRONL—LABREENFET,

1

2.

o o >~ w

10.
11.
12.

13.
14.

15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.

. TJXrLoTvy

%t LU MS Office D EN{E

TI015- 77U T (e 1

TI015- 7 7L U T ¢ BEHE

T1085 - rundll32

T1118 - InstallUtil

T1121 - Regsves/Regasm

T1127 - fETE % HE 2 —7 «+ U 7 1 - msbuild.exe
T127 - fFHTE 5BAFEH =~ —7 4 U T A -rcsiexe
T1127 - EHTE 5% FHE 2 —7 1 U7 1 - tracker.exe
T1128 - Netsh ~/L»3— DIl

T1136 - 771 o v h OFERL

TI38-7 7V r—varv vy

T1180- A7 U — & —r3—

T1191 - CMSTP

T1202 - [ =~ > R5E4T - forfiles.exe

T1202 - [{$#% 2~ > RFAT - pcalua.exe

T1216 - B4 & A7 U 7~ 71 % 2547 - pubprn.vbs
T1218 - B4 fF & 34 F U 7 1 % 2 F1T - msiexec.exe
T1218 - B4 AT & 31 F U 7' % 54T - odbeconf.exe
T1218 - HA4 & /314 F U 7’11 &% 2 FAT - Register-CimProvider
T1220 - XSL X7 U 7 M 4LEE - msxsl.exe

T1220 - XSL A7 U 7" MILEE - wmic

T1223 - 2 73A LA HTML 7 7 A /L

T1003 - 2 7 A WL 8 7 - Lsass

T1140 - 7 7 A /v F 723 E RO BT/ 5L

T1076- VE—h T A7 by 7 7 ban



| 724Loo9y

EEOYT: JHLIDYY .

27. T1197 - BITS < 3 7 - Powershell
28. TI1170 - MSHTA

29. TUS8-FHERRT7ANBIOT L7 Y

30. TI114- 1 A —/VIUE

3. TI070- KA NTOA LV —FHlER- Ak uas
32, TI070- KA R THA > —Z Yl - USN

33. TI053- ATV a—LINTH AR

34. TI1003 - = 7 A NE®EL B2 - Vaultemd

35. TI003-m A UERA L ES T - LIUARY

36. TI1201 - RAT— RAKY —H 1

37. TI1081- 7 7 A AND a7 A 1E#H - Linux

38. TI081- 77 A VNDu T A EH - Windows

39. TI1089-tF=VUT ¢V —/LOERL

FEAY : DA LTV

Jb— NP C scope_owner HREZ FF O A FEBEB L2 —Y—%, UFICRTTA 2%
IV I FTHIET, BTV Yy I =, TrTZrA L, BIOA VT NOEER S
TRRFTEET,

X5 ZEEOQY

Change Log 1=

INbOa—H =%, HIET DT =T NDTICHD [HIREALV—NTaT 7 AL T b
DFox (View Deleted Rules/Profiles/Intents) 1V > 7 227 VU v 7 LT, Hlkk&EhizL—n, 7
TrAN, BXOA T U MOV A MEERTHZ LB TEET,

2LV .
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B :=zoamt

EEOJTOFMIONWTIE, [£EFn s 28RLTLEEN, b— MHOHIEEIZ. O
WP T Ao T AT 4B A2 7 0ETEL M) OFRRICHIBENET,

EEFDOERE

242009 R—=—I D77 ER
DRI a TR, TH LYy I N—=VICT I AT AFECOWTEALET,
1T U AR

[V NEEFE (Site Admin) ]|, [# A X ~—H K — K (Customer Support) |, F7-i% [FFHFTA
# (Scope Owner) | & LTV AT AT A T HMLERHD £97,

FIE

ATy T EORZLT[EF=2 T 4 (Security) |V 27 %27V v LET,
ATFY T2 [V Vv (Forensics) |MHZZ7 Vv 27 LET, 7410 Vv 7 X—URNERENET,

. TJXrLoTvy


cisco-secure-workload-user-guide-on-prem-v38_chapter17.pdf#nameddest=unique_794
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JrLreyy |
B o ovovarsroms

4L ooy i4R0 FOBEE

DB VarTiE, —BTATA VT I AR N EBRRT A HFEICOWTIHB LET,
X T8 BRI
[V FEFEE (Site Admin) ], [ A X ~—HK— K (Customer Support) . F7-1% [#PHFTA

# (ScopeOwner) & LTV AT AICRI AL, T4 LYy 7 X=JICBET 5 0ERH
0 ET,

FIE

ATY T A= LEO [BEE#iPH £~ 77— (Time Range Picker) | CTHFE DOHFIPH A IR L £,
ATw T2 [HEKE (Severity) ] Ry 7 ¥ 7 2RI ET,

ATV T3 [74% (Filters) | T, —HTDH74L P I ARVEDT 4N EEZANSL, [74 L2
VAR DT 4 V2B (Filter Forensic Events) (%27 U v 7 LET,

ATy T4 BN U, ERE, BLOT 4L IWE-T, —HTEHT74L 0PI A bD
T NVNEFRINET,

GE) T LTy I ARy MMI— MEHH L L TER I L. TR ) R
HEFRREINERE A,

2400904 FDRE
ORIV arTiH, TV Ty AR N ERET S HFEICOWTEHBLET,
XU AR

[V FNEHEE (Site Admin) ], [ AZ~—H7HR— | (Customer Support) ]. F7=IL[FaFHFTA
# (b— NEiPH)  (Scope Owner (RootScope) ) ] & LTV AT ARl A T HLERDY
i‘a‘o

FIE

ATV Tl BETHARC 227U w7 LET, [ FTut A0 (Process detail) ]34 VA ERENF
—é‘o

. TJXrLoTvy
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JrLovvsqRvrizzREns7—LkE

R7:74LPvIA4RY rDER

Y  Timestamp 1! Rule Tl Comman a1l Hostname 11 Event Type 1| Severity 4

Aug 4 6:22:00am Tetration - Raw Socket iptables-save fg-amzn-Inx2 Raw Socket Creation HIGH

Aug 4 6:22:00am Tetration - Raw Socket iptables-save fg-amzn-Inx2 Raw Socket Creation HIGH

ATwT2 ZHYV—T, METALHTu 2% 7Y v 7 UTEMERERLET,
R8: 7Ly TAERDEM

0
® root
Jusr/lib/systemd/systemd

Jun 3 2021 07:50:04 pm (EEST) on fg-amzn-Inx2

/usr/1lib/systemd/systemd --switched-root --system --deserialize 22

TJH4L Y IAR MNMIRTRENBDT4—JLFK

BT VLTI ARy ML, AT 22T D7 =V BBV £, &F
SFERFIATOTF LD 7 AR MTRTUHEBET D7 4 — L RN O0nH Y F9, F
7o BED 7 ALYy I AR NIEAD T 4 — L RH WL O0db v 7,

LT, UL 2T 57 4=V REOU A RTYT, PIOERTIL, T _XTOT7HL VA
AR MIHETDLT 4=V RIZOWTIALET, RIZ, T 7 —he&biZRRINDL T 1
T AFEREMAT IR, 7L P I AR PNTEICEHBEDO T 4 —V RERHE LR N X
FT, T—FORGFFIERL= 7 AR — NFENFRK T, —#D 7 4 —/ RiZEZOT7T—7 iz
TETDHIHEERNHDZ EITIEELTLEEN,

| TJrLrTvy .



B szoo -0k

£BEDT4—ILF

JrLreyy |

T4—ILF A
Bin attr ctime Linux T ZE ERFZI/Windows TOERLEFZ] (X
A F VR
Bin attr hash /XA F U D SHA256 /N o =
Bin attr mtime INA TV OETEREL
Bin attr name T 7 A IV AT A EDAA T DL HI
Bin attr size T7 ANV AT A EDONAAF DY A X
Bin exec path NAFTYDT /N A
Cmdline FAITEINDL T BB ADERRAa~v L RTA v
Event time usec ZOA Xy BB E N (A 7 2B
HAL)
Process Info
T4—ILF A

7% 2 ID (Process ID)

VAR a=E 1))

[Bl7 v A ID (Parent Process ID) ]

Tatv ZA0BO T ok 2 ID

2

Trt AT L= —

J247/3 A (Execution path)

Fat AT BN F Y DT RA,

BAAIREZ]  (Start time)

7'a e ADNBRAA S AUTRFA,

Z7)a<> K (Full command)

FITINA e ROERRav S KT

FHESF 18

J4—IJLF

BrL:

#H o~ K74 (Parent cmdline)

Tatv RAOPEOELEav L RIA

Parent exe

TuatAOED T IR

BOBBRE (A 7 vib)

7t ADOFNIT I TH S OERR]

. TJXrLoTvy
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i—+4—n454ty .

J4—ILFK

AR

Bl —Y —4 (Parent Username)

Tt ZADOPEFET LI —H—

Types bitmap suid binary

NAF VI suid By FRRESNTNDNE
D I RN

A—H¥—nJx

J4—JLF

558

[FBFE X A 7' - 7SA T —F (Auth type
password) ]

NAT — REBREZ R LEY

[RREH A 7 - 8B % — (Auth type pubkey) ]

F—_N—ADFIEE TR LET

(27 A %47 -SSH (Type login ssh) ]

LET

[0 A B AT -NyF (Type login win
batch) ]

Windows N> F a7 A o ERLET (XA
4. 7= & 217 schtasks)

[(r A 247 -F v v = (Type login win
cached) ]

Xy v vaINEERERICE AT %
R~LUFET (¥4 7 11, Cachedlntetractive)

(T AEAT - A BT T 47 (Type
login win interactive) ]

AVRTITaTulF R LET (A
72, RDP 72 &)

(RIAEAT -y NU—=T 7 VT TFHFR
I (Type login win network cleartext) ]

SSHkHmOu 742 R_rLET (¥4 78)

(w7 A HAT - %y hU—72 (Type login
win network) ]

Sy "NU—ralArERLET (X473,
Psexec 72 &)

(BT A L BZAT - LWNERSTEROMEH  (Type

login win new cred) |

HLWERRIEROEFZ R LET (X179,
Runas 2~ K7z &)

(RITAEAT - VE— b ETIT 4T

(Type login win remote interactive) ]

Ve—ra /42 RrLET (#1710, RDP
8y

[w A B AT - P —E R (Type login win
service) |

F—EZARSCMIZ L > TR EN-Z & &R
LET (¥A75)

(BT A 24T -y 7fiRER (Type login win
unlock) ]

TJ—J AF—ariay JEEInNEC b
R LET (A7)

[&1Z7CIP (SrcIP) ]

aJ A ARy MRS Y — A TP

[15f§ 75— & (SrcPort) ]

07 AR PRSI Y —AR— |

2LV .



B 2 voorosm

JrLreyy |

J4—ILFK

AR

[—H—4% (Username) ]

n7A ANy MCEEM T BTV D —
P4

A—H—0A494 %k,

TJ4—ILF

Bl

[RREH A 7 - /SZ T — K (Auth type
password) ]

ASAD— FREER R LET

[FRRE4Z A 7 - 2B — (Auth type pubkey) ]

F—_N—ADBAEE R L ET

(27 A %47 -SSH (Type login ssh) ]

a—HF—NSSHRHTr /A v LIZZ & &R
LET

[(r A B AT -3y F (Type login win
batch) ]

Windows N Fua /A & RLET (XA T
4. 7= & z13 schtasks)

[e7 A B AT -Fx v = (Typelogin win
cached) ]

FxvvashicBRiFRIC L or 74 %
SRLET (XA 7 11, Cachedintetractive)

(BT ABAT - A BTTT 47 (Type
login win interactive) ]

AVETZ T 4T ulFrERLET (XA
2. RDP 72 ¥)

(T ALEAT -Fy NT—=7 7 DT TFA
I (Type login win network cleartext) ]

SSH M ou 74 R LEST (XA 78)

(R A B AT - %Ky hU—2 (Type login
win network) ]

KXy NT—ra s A R LET (#4073,
Psexec 72 &)

(77 A 2 AT LOERERFROMER (Type

login win new cred) |

FLWERIEROFEHZRLET (X179,
Runas 21> K72 &)

(R HAT -V NV BT IT 4T

(Type login win remote interactive) ]

VEe—htnrF a2 RrLET (X4 710, RDP
)

[ A H A7 - —E X (Type login win
service) |

P —EZARSCMIZ L » TR ENT-Z & %208
LET (XA475)

(mT A HAT -y 7R (Type login win
unlock) ]

J—J AF—ariay JERShET E
R LET (XA

[EfEJCIP (SrcIP) ]

oA ARy ERERS LY —R TP

[EfE7EA— b (Src Port) ]

0y AR MRERSINTZ Y — AR — |k

. TJXrLoTvy
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r)la—FK .

J4—ILFK

AR

[—H¥—4 (Username) ]

n7A ANy MCEEM T BTV D —
P4

orxJ)la—~Fk

TJ4—ILF

Bl

Signal sources bitmap cmd as sh no tty

L7 ak AZEEM T BTty RN T
EERLET,

Signal sources bitmap powershell

7'vt AT powershell dll 32— RIS TN D
ZEERLET

(System.Management. Automation)

File Access

T4—ILF

Bl

7 7 AL (File)

TIRALIET 7AVDTILIRA

Perm read perm

77 ANCHBIOMERDP DD Z L 2R L E
ﬁ—

Perm read write perm

7 7 A TEEAIRY B X OFEZIALHERD &
HZEERLET

Perm write perm

T ANMCESIABMERP DD Z L 2R L E
.j—

A—HY-=T7Hhork

J4—ILF

Bl

[—H¥—4 (Username) ]

E S e ——na—%F—4

[BAET o v F@EM (Ops acct add) ]

HLWT o bpnBmEhizZ &R LE
\j«

2LV .



| R

RRET

=S

[

av R

JrLrvy |

J4—JLF

Bl

HE - 227 (Anomaly - Score)

A2 BT A VISR FR S VI 2R
FT2a7 (0~1.0) , AaT7NEWNFE, =
YUY RNEVRETHL L EBERLET

S - FPIVE - (Anomaly - Similarity - High)

B 2a7no8 Ly k&<, 1L0/hEang
A1 true

B ERIME - (Anomaly - Similarity -
Medium)

HEAaT7TN06 L K&EL, 08 LI TDOHA
1% true

FLE A - 4K (Anomaly - Similarity - Low)

BEAa7n0k k&<, 0.6 LFTOEAIX
true

L L - #ERR % & (Anomaly - Similarity -
Seen)

REATHIOHE, O£, FAlLavy
RS BARTIC R 5 AL 3 A1 true

FE - - = =—7 (Anomaly - Similarity
- Unique)

BEAaTN0DEE, DFED, a~vr KRN
INETITRA N> T25A 1 true

Ha~2 K74 (Parent cmdline)

B xap5sEslravy RS54

#l ExePath (Parent exepath)

Bt 20N F YRR

BLOBERHE  (Parent uptime)

BT 0 AFT ST DR

B —%—4 (Parent username)

IO AEET L ——Da—HF—4

& Y —B R (Sensor uptime)

T — ORE R

25475

J4—JLF

atEA

F 4 7Z Y% (Lib Path)

VRN 7 & R CBEEM T ST\ o 7=
FAT T T 7 AINVD5ELEINA

raw ¥ 7 b DERL

J4—ILF

ABA

Exe Path

raw Y7y FEERRR L= 7 Bt 2D/ A

. TJXrLoTvy
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s475uzE ||

J4—JLF

Bl

T4 77V DEESNIAH]

EEENTEZTATTYDTILINA

YA FFrRIL

J4—ILFK

AR

F5 Y —AE vy b~ > 7 Meltdown

Meltdown =27 A7 A hOEHAZRLET,

A—H—0OJF U DiEH

¥ 1TFIR

J4—IJLF

Bl

[—H#—4 (Username) ]

TuvRAEFT LIEa—V—4

J4—ILF

A

Ha~2 K74 (Parent cmdline)

B Anmeira~wr RIA4 v

#l ExePath (Parent exepath)

2D F YR

BlOBEEM usec (Parent uptime usec)

BT ANEITEN TS ORI

Bl —%—4 (Parent username)

B RAEET L ——Da—P—4

usec NILIZETE I TH B DR

7'a - ABRERFZ DN SN, ) T 7 A VEE
HFZ) £ CORBEER  (mtime)

B

Tk A EET L —F—Da—F—4

Y rIJ—OBRE

Fy NI — 7 B AN MIBEETAEHEDO Y X MZHOWTIE, Xy N —Z 8B4 X v D

TPy = EBR LTSN,

2LV .
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B o ovoonm graess—Lr

JALOY I BER[GELGE T4 —IL K

UIFDOFEX, [74 1LYy 75587 (Forensics Analysis) ] — Y DOMZE/N—THRFBEARE/ R 7  —
NV RO#BAZRLTHET,

FOMD T 4 —IL K

TJ4—ILF Bl

T LYy 7 —N4 (ForensicRuleName) |[FEDT7 4L ¥y I )—NIZL->TT~UL
frir&hizA4 -~ b

Hostname BEDKRA NN LDA R K
% —1ID (SensorID) BEOR Y —hED A Xk
BHARHE BEDEKRKEDA X |

24 LTy I RIDIRZRAE

HBEOTs—ILF

INHDT7 4 — L R, SEIERAXR IF AT THHELTWET,  [Eventname - Event |
WS T VLT 4y I ARFNTWET, =& %X, [Binary Changed - Binary Attribute - CTime
(epoch nanoseconds)| 72 & T,

J4—ILF Bl
Binary Attribute - CTime (epoch nanoseconds) Linux TOZ KL/ Windows TOLERKREZ] (3
AT UIEA)
Binary Attribute - Hash XA F VD SHA256 /v ¥/ =

Binary Attribute - MTime (epoch nanoseconds) A F U OIEF R

Binary Attribute - Filename T AN AT N EORALF Y OLHT
Binary Attribute - Size (bytes) T7ANVAT A EDONRALF YDA X
Event Binary Path INAF YU DT ILINA

aAvry NI FTENLTREADERR AT RTA

. TJXrLoTvy
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neruzE I

INAFTUER

[l 7 4 — L R ORICEHEIN T D LUSMNTRBHZEILH Y £H8 A,

File Access

T ANT I AORBHFECIX,  [FileAccess-] &I T LT 4 v 7 ARFPNTHET () -
[File Access - Filename] ) .

J4—ILE & A

77 AN TIRALIET 7 AVDT VISR

Is = Permission - Read 77 A ACHBIR Y HRA BB = & RoR L%
ﬁ—

Is = Permission - ReadWrite T 7 A NMICEHELE D B I OEXALMERNH
HZLEERLET

Is = Permission - Write T ANMCESIABMERP DD Z L 2R L E
.d—

¥ 1TFIR

Tut ABMREREEICIE., 7V 7 ¢ v 7 A [Follow Process -] 7MW TCWE 9 (5] : [Follow
Process - Parent Command Line] ) ,

J4—ILF EEA
H o~ K7 A (Parent Command Line) Hrotv2A0mEEha<w s RI4
i Exec XA (Parent Exec Path) BT ADONA T YRR

BlOB@EER (ParentUptime) (A 7 af)) Bl 2B ARFEITINTHD DR

Ho——4 (Parent Username) Hoov22FE T Lra——Da—P—%

BRIZTZT7ANNERINTHLO T2t | 7t ZOENLEHO RIS+ 5) 77
BHAAIER  (Process Start Time Since Last File A VT F T ORI
Changed) (=1 7 ufp)

PR BlET 57 e A BT BT —

2LV
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JrLreyy |
B =——rrooen

A—H—0OTJF DB

Follow User Logon fi5Z H#E (2%, [Follow User Logon-| &9 L7 ¢ w7 ARFFNTNE
9~ (f5] : TFollow User Logon - Username] ) .

J4—ILF £5EA
[—H¥—4 (Username) ] 7ok AT b —Y—4
Ldap
Ldap MREFEIZIZ, L7 ¢ v 7 A [Ldap -] DPOTWET (B : TLdap - Department] ) .
J4—I)LK el
H%E4  (Department) Tutv ADa2—WP—LIZBEERT 5 iviz AMS

Ldap == —#—0#[ (FIFFTRE/R55E)

B 7ut A0 —WP—ZIZBHEA T 5Lz AMS
Ldap = —%—@FiH (R AlE/R 54

a—H—4 7'a e ACBEA T 72 AMS Ldap = — 4 —
4 (FIHATRE 7235 6)

SAITSUEE

Library Changed f&5 H3EIZ1X. [Library Changed -] & W5 7'V 7 ¢ v 7 AWfFEE£4, i :
[Library Changed - Department |

Ta4—IL K B7LL]

5477175744 (Lib Filename) BHEINZTAT T DT ILIRNA

FHESF 18

Privilege Escalation #38 HFEIZ X, 7'V 7 « 7 A T[Privilege Escalation-| 23 TWEF (F
[Privilege Escalation - Parent Command Line| ) .

Z14—ILF S BH
H oo~ K74 (Parent Command Line) Fuk AOBOELE AL RIA v
Bl Exec 73 A Tt ADBD TN IRA
BOBERHE (w4127 2f) 7'at AOFINFET SN TH D OREH
Bl —Y —4 (Parent Username) Fat AOHEFET LI —F—

. TJXrLoTvy
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Process Info .

J4—ILFK Bl

2 A7 SUID 231 T NAFVIZsuid By RRRESINTNDNE
) MEFR

Process Info

Process Info fR 3R 5521, HBEHAERE Process Info - | 23TV T ET (]l : [Process Info - Binary

Hash] ) .
TZa4—IL KR Bl
A F VY sNv i = (Binary Hash) 7'at BT BTN, F Y DNy T
f—27 MAbE&NTza~<r RXFF| (Command | 72t AD h—7 AbESnfca~r RIA 2,
String Tokenized)
a2 RCEEg Tt ADFERLAT S RTA
Exec Path Tat ARG T BN, T Y DTN,

Raw Socket

raw Y 7 v MEEFEIZIZ, 7V 7 ¢ v 7 X TRawSocket-] 2PV TUWvEF (f] : TRaw Socket
- Exec Path] ) .

TJ4—IJLF Bl

Exec Path raw Y7y MEER L7 7 B AD5ELE /A

vrx)la—F

vrba— ROBEHFECIX,  TShellcode-] D7 L7 4w 7 ZADBMFNTWET (B 0 [Shellcode
- Source - Not From Login] ) ,

T4—ILF A
V=R - T A DB TIERV (Source - Not | & = /L7 v A ZBEAHT Bz tty 23720 2
From Login) EHERLET,
Y — A - Powershell (Source - Powershell) 7'v & AT powershell dll 282 — R XL TV 2D
ZLERLET

(System.Management.Automation)

| 2LV .



. 4 FFvRIL

Y4 FFrRIL

YA RF ¥ RNV OBRBFEIIL, TV 7 4 v 7 A [ zba— K- (Shellcode) | AfFVTUVE
T, 72& 23X, [y=/b3— K- Y —A -Meltdown (Shellcode - Source - Meltdown) ] & 720 F

B

JrLrvy |

J4—IJLF

Bl

[/ —A - Meltdown (Source - Meltdown) ]

Meltdown =7 A7 v A FOFEHEZRLET,

FKIEZaAT UK

Kfsha~ o FOMBHEITIL,

[Unseen Command -] &£ \W\\9 F L7 ¢ v 7 ARfTEF 4,

fiil : Unseen Command - Anomaly - Similarity - High

J4—IJLF

A

HE - 227 (Anomaly - Score)

A2 BT A VISR FR S VI 2R
FT2a7 (0~1.0) , AaT7NEWNFE, =
YUY RNEVRETHL L EBRLET

F - PIVE - & (Anomaly - Similarity - High)

B 2a7no08 Ly k&<, 1X0/hEnE
A1 true

B LM - (Anomaly - Similarity -
Medium)

HEAaT7TN06 L KEL, 08 LA TDOHA
1% true

FLE A - 4K (Anomaly - Similarity - Low)

BEAa7n0L0 k&<, 0.6 LFTOEAIX
true

B L - #ERR i & (Anomaly - Similarity -
Seen)

BTN ORE, 2V, ALa~vy
RASLABTIC 7, 5 A7 A1 true

FLE - M - = =—2 (Anomaly - Similarity
- Unique)

BEZAaTN0DOEE, DFED, a~vr KRN
INETITA OGN o 12551 true

Ha~ K7 A (Parent cmdline)

oo AaDmEERa<v L RIA v

#l ExePath (Parent Exepath)

Bt 20 F YRR

BlOBMEERE  (Parent uptime)

BT 0 ARFET ST DR

B —Y—4 (Parent Username)

M7t 22 E T Lca—Y—Da—¥—4

& Y —B @R (Sensor Uptime)

T o — OB H

FE - o2~ K (Anomaly - Latest
Similar Commands)

AR FOa~wy RIZEE Uz, Danc#iss
MRS >Oa~vy R
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RHERS14T3Y

KB 7 A4 77V OFEHGECIL,
(f5] : TUnseen Library - Lib Filename] ) .

swzs51759 |

[Unseen Library -] W9 L7 ¢ v 7 ARFFNTOES

J4—IJLF

B2l

A4 771 77414 (Lib Filename)

PR v ACBEEAHT ST ieho 7=
FGA TV T 7 AIVDSEEINA

A—HY—F7ho bk

A—HP=T BT s OBREIC
B : T2=HF=T BT F-T AU M)

X, V7 4 A o=V —=TH o b -] BV THET

)

J4—JLF

Bl

THhHT N

(B S — D — 4

-7 0w OB

HLWT o bRBMEhzZ a2 R LE
_a—-

1—Y—no%>

a—Y—o JF OB HE
fPNTWET,

Password) |

E, STy R Ta—F—n g
(:L_‘*j‘—lﬂ?ﬂ‘/ -WREZ A 7 - /XA T — K (User Logon - Auth Type -

(UserLogon-) | 2%

TJ4—ILF

Bl

[wu uJ‘_E&/r 7 -NATU— R (Auth Type -
Password) ]

INAT — }‘nunﬁ%ﬂ_‘bi—;ﬁ

[FBFE4 A 7 - 8B — (Auth type - Pubkey) ]

F—_R—2ADORFEL /R LET

(w7 A B A7 -SSHFEH D w74 (Login
Type - Login Via SSH) ]

a—HF—NSSHRMTr /A v LI & &R
LET

(27 A% A7 -Windows’ N> F 1T A
(Login Type - Windows Login Batch) ]

Windows N Fua /A & RLET (XA T
4. schtasks 72 &)

(27 A5 A7 -Windows¥ ¥ v =17 A
> (Login Type - Windows Login Cached) ]

FrYovrvaIzrZLTroy ks s
FrERLET (XA 711,

CachedIntetractive)

2LV .
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JrLreyy |

J4—ILFK

AR

(B A XA -Windows{ > X T 7T 47
v 7' A > (Login Type - Windows Login
Interactive) ]

AVRTIT 4T alF R LET (A
72, RDP 72 &)

(B /A% 47 -Windows* > hT—2 71
7 7% A (Login Type - Windows Network
Cleartext) ]

SSHRH O 74 2R LET (X147 8)

(w7 A% A7 -Windows® > NT—7
(Login Type - Windows Network) ]

Ty hT—=rmalAERLET (X473,
Psexec 72 &)

(BT AHEAT-FHLWWT LTyl k
% Windows™ 77 A > (Login Type - Windows
Login New Credential) ]

LW LTy VO EZRLET (¥
A 79, Runas 2~ K72 &)

(RIAEAT - VE— I ETITT 4T
Windows ™ 71 >~ (Login Type - Windows Login
Remote Interactive) |

VE—hr st LET (#4710, RDP
)

(27 A X A7 - Windows? 7/ A —E &
(Login Type - Windows Login Service) ]

P—E AN SCM (FA75) IZk->THBE
Nz Lz RrLET

[v /A H A7 -Windowse 74 > Du > 7
fi#bx (Login Type - Windows Login Unlock) ]

J—J AF—arnnay VRS b
ERLET (ZATT)

[515JCIP (Source IP) ]

0T AR NINER SN IEE ST TP

[%fEJeA— & (Source Port) ]

By AR NBRERS Y — AR — |k

[—H¥—4 (Username) ]

aJA ARy MCEEM TN TS 22—
WF—4

A—H—AJF KK

User Logon Failed fi5K35I1C1X, L7 1 v 7 A
[User Logon Failed - Auth Type - Password |

lUser Logon Failed -] 23TV CTWET, 4 :

J4—JLF

558

[FRAEX A 7 - 782 T — R (Auth Type -
Password) ]

AAY— FRAEL R LET

[FRREH A 7 - 2B % — (Auth type - Pubkey) ]

F—_N—ADFIEE TR LET

[T A % A7 -SSHRHDr 71 (Login
Type - Login Via SSH) ]

a—P—NSSHEHE T /A LIED L %2R
LET

. TJXrLoTvy
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srLevvsrs—t+ |

J4—ILFK

AR

(B A X A7 -Windows’ S F 1 7 A
(Login Type - Windows Login Batch) ]

Windows N Fna /A L& RLET (XA
4. schtasks 72 &)

(27 A5 A7 -Windows¥ ¥ v =2 /A
> (Login Type - Windows Login Cached) ]

FrvradnrZ vy nmiisue s
FrERLET (XA 711,

CachedIntetractive)

(B A %A -Windows{ 2T 7T 47
7 74 > (Login Type - Windows Login
Interactive) ]

A BT T TalF B RLET (XA
72, RDP 72 ¥)

[0/ A5 A7 -Windowst > T —72 27
77 % A K (Login Type - Windows Network
Cleartext) ]

SSH o 74 RrLET (X4 78)

(v /A XA -Windowst v kT —7
(Login Type - Windows Network) ]

Xy NU—rua A ERLET (XA 73,
Psexec 72 &)

(@A BAT - FH LT LT vy k
% Windows = 71 > (Login Type - Windows
Login New Credential) ]

LW LT ooy VOERZRLET (¥
A4 79, Runas 2~ K72 &)

(el A BAT - VE— A ETITT 4T
Windows ™ 2 1 > (Login Type - Windows Login
Remote Interactive) ]

VEe—htnrF a2 RrLET (X4 710, RDP
L)

[m VA A7 - WindowsH 7 A »H—E R
(Login Type - Windows Login Service) ]

P—E AN SCM (FA75) ko CRBE
Nz lzrLET

(w7 A5 A7 -Windowse 74 > Du > 7
fi#l% (Login Type - Windows Login Unlock) ]

J— 7 AF— g rnay JiEREShET &
ERLET (XA

[{5 JCIP (Source IP) |

ol A ARy MRERENTZEE T IP

[E{E 76— & (Source Port) |

07 AR NS Y — AR — |

[—H—4% (Username) ]

B A A MEBE R BT 52—
Y4

ALV YIT7TI3—F

TH VLV 7 ARV ME, — BTV ITS—,T 7 arBDEENTHBEE, Secure
Workload 75— N AT A THRDITAZENTEET,

2LV .
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B orovvv75— o7tz

24OV TF753—bADT7I R

&
ATy T2

ORI varyTEH, VAV Yy I T I—MNMIT B AT HHEZOWTHALET,
[ L& BHIIC

o [A4 NEFFHE (Site Admin) ], [# AF¥~—HAKR— b (Customer Support) ], =721 [#iPH
A # (Scope Owner) | & LTV AT AICR A T HMERH Y £7,

«[Z7#+ V¥ v 2 (Forensics) | 77— MEEILDT 7 — e A T D2MERHY £,

FIE

RO — =D [7TF7— b (Alerts) 1227 V27 LET,
[7 77—k (Alerts) | X—YRERRINET,

75— bEFMDHERE

&M
ATy T2

XL SR

[V NEHLE (Site Admin) ], [F A ¥ ~—H7KR— b (Customer Support) ]. F721% [FiFHATA
# (Scope Owner) | & LTV AT AT A T HMLERHYD F97,

FIE

T I IR—=UNs, RTHTI— e Uy LET,

T Ty ANN—NET ) I LT, —BTH I LTy TaT A NIV — VDM E
FRLET, 77— M0BAELEBICET D707 7 ANV — VN EHIND &, B
VIO —AMEBRENDZ EICTEELTLIEE N,

K9:T7+4L2PvI 75— bDR—D

Current Alerts
tion %

@ Status = ACTIVE X

Event Time Status I Alert Text 1] Severity 1L Type Tl Actions Tl
1:12PM ACTIVE Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 70
1:12PM ACTIVE Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 7#'0
1:12PM ACTIVE Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 770
1:12PM ACTIVE Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 70
112PM ACTIVE Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 70
1:12PM ACTIVE Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 70

. TJXrLoTvy
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SHERE DS

snaments [

BT, TI—FEeAX—XL10, GO0 LD TEHZ ENTEEST, FEMZONT
X, TBREOT7TI7—F B2 ara22RBLTLIEEND,

T LTy 7T T — MIL syslog 7 EDHREERL Y — VIR ETEE T, T LYy I T
Z— MIISONFERTEFEEINET, JISON 7 4 — /L FOERHKIL, LD [7x1L o Vy oA
R MIFRRENDE T A=V B2 a0 TERSNULTWET,

JSON Kafka H O HliZk D LBV T,

"severity": "HIGH",

"tenant_ id": O,

"alert time": 1595573847156,

"alert text": "Tetration - Anomalous Unseen Command on collectorDatamover-1",

"key id":
"'d89£926cddc7577553eb8954e492528433b2d08e : Sefcfdf5497d4£474£1707c2 : Sefcfdf6497d4£474£1707d6:20196:QMD NOT SEEN",

"alert id": "/Alerts/5efcfdf5497d4£474£f1707c2/DataSource{location type='TETRATION',
location name='forensics', location grain='MIN',
root scope id='5efcfdf5497d4£474£1707c2" }/do10d21631eebefc3b8d3aeaba5alolbd5£425%850591763d7eace9161cal’6",

"root scope id": "5efcfdf5497d4£474£1707c2",
"type": "FORENSICS",
"event time": 1595573795135,
"alert details": "{\"Sensor
Id\":\"d89f926cddc7577553eb8954e492528433b2d08e\", \"Hostname\" :\"collectorDatamover-1\", \"Process
Id\":20196,\"scope id\":\"5efcfdf5497d4£474£1707c2\",\"forensic\":{\"Unseen
Command\":\"true\",\"Unseen Command - Sensor Uptime
(microseconds) \":\"34441125356\",\"Unseen Command - Parent Uptime
(microseconds)\":\"35968418683\", \"Unseen Command - Parent Username\":\"root\",\"Unseen
Command - Parent Command Line\":\"svlogd -tt /local/logs/tetration/efe/ \",\"Unseen
Command - Parent Exec Path\":\"/sbin/svlogd\",\"Unseen Command - Anomaly -
Score\":\"0\",\"Unseen Command - Anomaly - Similarity - Unique\":\"true\",\"Process Info
- Command String\":\"gzip \",\"Process Info - Exec
Path\":\"/bin/gzip\"}, \"profile\": {\"1id\":\"5efcfdf6497d4f474£1707e4\", \"name\": \"Tetration

Bofile\', \ested s\ 1535830, \ \orted o\ 15353830, \ et o s G0N\ Seft A0 AAT O ), \ e\ s {\ SO\ s\ SefIF GO A AFT OB\, \ e\ "\ etaetian
- Anomalous Unseen

Camend\", \"clause chips\":\" [{\\\"tyee\\\" - \\\" £ Tter\\\", \\\"facet \\\"': {(\\\"feld\\\":\\\"event. type\\\", \\\"tit1e\\\":\\\"Event

B\, AW e\ \NVSTRINGA"}, \\\geerator \\\'™ s {\\\"Taoel NN\ s NN\ NWU00BAN", W\ e\ s\ e\, A\ diselappaliue\ \\': \\\"Unseen
Command\\\", \\\"value\\\":\\\"Unseen

Grmaroh\\'}, (AN S\ W AN, W e\ (AW e\ \'foesiceat adot ssncita awdlire aoly info sme\\W \WHEEW"\\ Theen
Command - Anomaly -

SR\ g\ \emetc N B\ RN N OB AN N OB ke SN A g Y CFTAZATINY
)

alert_details DE B A= X7 — 7 72 JSON LFH|THY . LD 7 7 — FORNFELLTIC
~LET,

{
"Sensor Id": "dB89f926cddc7577553eb8954e492528433b2d08e",

TJrLrTvy .


cisco-secure-workload-user-guide-on-prem-v38_chapter10.pdf#nameddest=unique_596

,

"

2L

)

Y

,

- R

OwHyRAT

Y

"Hostname": "collectorDatamover-1",
"Process Id": 20196,
"scope_id": "5efcfdf5497d4£474£1707c2",

"forensic": {
"Unseen Command": "true",
"Unseen Command - Sensor Uptime (microseconds)": "34441125356",
"Unseen Command - Parent Uptime (microseconds)": "35968418683",
"Unseen Command - Parent Username": "root",

"Unseen Command - Parent Command Line": "svlogd -tt /local/logs/tetration/efe/ ",
"Unseen Command - Parent Exec Path": "/sbin/svlogd",
"Unseen Command - Anomaly - Score": "0",
"Unseen Command - Anomaly - Similarity - Unique": "true",
"Process Info - Command String": "gzip ",
"Process Info - Exec Path": "/bin/gzip"
}I
"profile": {
"id": "5efcfdf6497d4£f474£1707e4",
"name": "Tetration Profile",
"created at": 1593638390,
"updated at": 1593638390,
"root app scope_id": "5efcfdf5497d4f474£1707c2"
}I

"rule": {
"id": "S5efcfdf6497d4£f474£1707d6",
"name": "Tetration - Anomalous Unseen Command",

"clause_chips":
"[{\"type\":\"filter\",\"facet\": {\"field\":\"event type\",\"title\":\"Event
type\", \"type\" :\"STRING\"}, \"operator\": {\"label\" :\"=\",\"type\":\"eq\"}, \"displayValue\": \"Unseen
Command\", \"value\":\"Unseen
Comrend\"}, {\"tye\": \"Eilter\", \"facet\": {\"field\": \"forensic event  ard rot seen data. ardlire anoely dinfo saore\", \"title\":\"lhseen
Command - Anomaly -
Soore\", \"type\": \"NIMEER\"'},, \"operator\": {\"1label\":\"<\", \"type\":\"1£\"}, \"displayValue\":\"0.6\", \"value\":\"0.6\"}]",

"created at": 1593638390,

"updated at": 1595539498,

"root app scope_id": "5efcfdf5497d4f474£1707c2"

}

}
TV Ty I AR MOFEMIL, 74—V RT7 A LTy ZICEENET, TAHL VY
AR MOREDOY A NMZONWTIE, 74Py I AR NMIERINDT 4 — VR &
ZRLTLIZEN, 74Ty 74X hORMEIE, ULOT 77— hOFEIc bR RS NE
—g—O

ALYy A7

T4y RAT7HRRTREINDIBR

txal)TFaFyvaR—F:
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IrLovvszaroitass [

10:2X12)F4 8y aR—KD[I+L2Py9 Ra7F (Forensics Score) |25 3>

Forensics Score
Workload Score Distribution Child Scope Scores

Aug 10 1:00pm o
35 total 15 descendants of Tetration with scores
Tetration

Average score, 15 workloads (20 N/A)

5- 1-

Mm = o = i 39 . il EE B
0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 8 0 5 100 NA 0 5 1015 20 25 30 35 40 45 50 S5 60 65 70 75 8 85 0 95 100

Workloads | Score 1 Scopes Tl Score 1
collectorDatamover-1 0 ® Tetration:Workloads:Collector 0
tsdbBosunGrafana-2 0 Hourly scores - August 10, 2021 @ Tetration:Workloads:Compute 5

100
hbaseMaster-1 0 ) @ Tetration:Workloads:Compute:HDFS 5
collectorDatamover-2 0 50 ® Tetration ompute:HDF: 5
druidHistoricalBroker-1 5 I @ Tetration ompute:HDF! Firr 5

o
1281 osans 2P

3 Dok 3 Dok

N:EX1UT459aR—RKD[ZHL2Py I RaAT7 DM (Forensics Score Details) Jt%5 3>

Forensics Details - zookeeper-1

Aug 10 1:00pm to Aug 10 2:00pm

9 Forensic Events

Timestamp 1 Rule Tl Command T! Hostname Tl Event Type Tl Severity T!
Aug 10 1:00:00pm Tetration - Unseen Command /bin/sh (ps zookeeper-1 Unseen Command LOW
Aug 10 1:00:00pm Tetration - Unseen Command /bin/bash /usr/bin/atopd zookeeper-1 Unseen Command Low
Aug 10 1:00:00pm Tetration - Unseen Command /bin/sh (/usr/sbin/ntpg zookeeper-1 Unseen Command LOowW
Aug 10 1:00:00pm Tetration - Unseen Command /bin/bash /etc/rc.d/init.d/atop zookeeper-1 Unseen Command LOowW
Aug 10 1:00:00pm Tetration - Unseen Command /bin/bash ulimit zookeeper-1 Unseen Command LOW
Aug 10 1:01:00pm Tetration - Unseen Command /bin/bash /etc/cron.hourly/Oanacro  zookeeper-1 Unseen Command LOowW
Aug 10 1:01:00pm Tetration - Unseen Command /bin/bash /usr/bin/run-parts zookeeper-1 Unseen Command LowW
Aug 10 1:18:00pm Tetration - Anomalous Unseen Con bash /usr/hdp/current/zookeeper-¢ zookeeper-1 Unseen Command HIGH
Aug 10 1:22:00pm Tetration - Anomalous Unseen Con  pickup zookeeper-1 Unseen Command HIGH

J+#LUOyHRATDHERE

THLUYy I AaTIEV = — RILIGHRENE T, V=7 e—RDT7 LYy A
a7E, RN TENIC S TND TR T 7 A NMIHESNT, EOT—r a— RTHE SN
7Ly Py AR IS ELRET, 23T 1001, AR T0 77 A LVORESHT-
NN L TCTFH LTy I AR RPBEINRD -T2 L 2B L., 2Aa7 0%, BIEF
KIS MEIR T L Py 7 AR BRI SN2 L 2B LET, Hr#HEO 7+ L
Uy AaTiE, TO&ANOFEE T~ u— R2a7 T, SFEOREOZ LYy 7 A
a7, FORRINOT X TOR 2T Oi/METT,

2Ly
I



JrLreyy |
. TAHLUDY I RATORERE

o H K7 REQUIRES IMMEDIATE ACTION D7 % L > w7 A N M, AR D 2
a7 EERICHEL LET,

c EREN CRITICALD 7 LYo 7 AR M, V=27 —RKORa7 % 10 DERT

cHKENHIGHDO 7 LYo 7 AR NI, V= a0—FROAa7 #&EALS5 THL LE
7,

cEHRENAMEDIUM D7 4+ Loy 7 ARy ME, V—2ua—FROZXaT7%2EL3 THDH
LET,

CERNENLOWD 7+ Lo Py I ARy NI, 7L Py 7 2aTIlHEELETA, =
NiE, EEORENELERETTHY . A ARLWATRENEDN 8 58T LUV L — L HESE X
nE9,

7= & 2 0F. EREEA CRITICAL @ 2 DD /— L BERENHIGH @O 1 SDD/L—) L BEREMN
LOW @D 1 DDA —NVICEFNEFN—BTHI OO T LTV 7 ARy R T—7 a— RNiZh
HELET, FOU—IT 0 —KROT7 LYy 7 AaTiE, 100-1*%10-1%5-1*0=85T
j—o

TV AaTiE, T4 LTy TEEENEINI o TV RWT — 7 v — ROLGEIT
BLEHA,

4Ly RATDHRERE

T LYy 7 AaT OFEIL, AR T ALYy I =V ERELTITOWET, A RAD
DI —VEERT D &, LV EMARATHIELNET, E4RT7 4L 0V A0 b
(BANEZIIZOMDOBEERT 77 4 €T 4 OFFLE 72 B A X2 ) IS L TRHIET 20
b, TALVY VI RAAT EYET HIZODORWHIETT,

T
O

e T LTy AT ORI, %@ﬁﬁmmﬁmf@7jV///?4m/b#§
INFET, DFD, TH LTI RAATOEMIZE, 7L Yy 2aT OFEICE
HAEND2LDOUND T+ LoV I ARy IMFEREINDGELHY T,

s T ALV AaTFBIE, Bt — LA o —TCRATE £,

PCRR—XDxy FIJ—U EERKRH

X b T — 7 OB EHEEIL. Producer Consumer Ratio (PCR) O &ICESNWT, U—r m—
RIZHAD T2 BEICKEDOT —Z ZRIHLET, PCRIFKDO LI ICERINET,

Egress app byte count - Ingress app byte count
PCR = ————m—mmmmmmm e o e
Egress app byte count + Ingress app byte count
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2y bo—sBEARV 0T LYSyo— [

PCR DfEIZ [-1.0, 1.0] DFEPHIZH Y £, T Z T,
*PCR=1.01F, V=27 m0— R T = 2 X ETH L2 BIRLET
*PCR=-101%, V—27 B — R T — 2 52ZETDHZ L #BRLET
*PCR=0.0(X, V=27 B —RCT—ZDEZEFEDONT U ABBNTNDL I EaERLET

MOTH LYy JHERELRRRIC, AT v FR—ZAOREEMFHAL T, Bk L &L L
VT BHRY NI =T BEA N N E2RETEET, V= o—RRhbBHanizxry hU—72
AR MNIS T LI AR— &, EESNIA—VESHBICBESNET, £
OFEFR, FLNWR Y hT—7 BE A M, A X2 FORFZIN SRR 105 DBFIET, 5477
LUl TOABH S ET,

Y

GE)  Secure Workload Y 7 7 =7 D32 B LWN31 X—T 3 Tk, Xy hU—7 BEREITZT—
Y —7 R EMINTWE L,

XY RND—HOEBARINDITALIODOYIIL—IL
T LTy I N—VEBINT A HECOWNWTIE, 7L Py rRE] 2B LTLIEE
v,

IL—ILDOEM
ZOB7va TR, Xy hT—7 BEBEOL— L EERT D BIEOFEMIC OV TR L&
T ROHMARR Y N =7 REL—VTRO LY TT,
Event Type = Network Anomaly
TR, 7= 2 —HON—NVEREST L1200y NU—7 BE A~ oo @ T

R
L 258

RA N4 ZDARY MEFITTHT—7 1 — ROKRA
}\ Z‘O

BABAZ T (2R 7 Y FHATL) AR NDEALAZ T (R VBEAD

PCR 7 WEDOEEBOFEERZEE L TOA X MREH
DS < PCR DR,

FEFEIIR 7= X, FEiMARE —2 % (cron ¥ a TR Y
2L -TC) HIBRL7ZEDOPCRIFAETY, FEF
Hir 22 DX HE 12 6.0 LLETT,

PCR AFEH a2 —< b (Producer Consumer
Ratio) »

2LV .
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B r—roEs

Bt iR
EIR 55 {5k (Bgress Ingress Ratio) (X, Egress App
Byte Count D&t & Ingress App Byte Count
|2 S G
EEWT 7V S MK V=7 u— Koy 537y harry

Y (N A —%RL) ORFASA METH D,
EEMT 7V r—a oA M

AT ) SA MK U—7a— RIZMAT DI ry harysooy
(N X —%FRL) OARFIANA METH S,
SEMT Y r—a DA N

7a kajn PCR RERFINFHE INDL T 7 k=L, BUE,
PR—hENTWB7a b2 /LETCP, UDP,
B L Aggregate T9, Aggregate PCR (3,
TCP, UDP, B XL UNICMP /A MDA FHIHE
SWTEHHEINET,

a—HF—arF K WEISHEOT —27 v — R Coa—%—n
THoAX b0, BTN HD
ME D MEBREIZANRN, a—Y—n s
YANY FOETE, =Y —n AN
v hOFEMAE A SIZIX, BBLOHLHT—r m—
ROAXR MERER L, [T4 LYy 704
(Forensics Analysis) ] X—Y TEN D AR
TON—NEERTLLENDHY £7,

=W —n I Rk WENISEOY—27 v — R Ttoa—H—n
THVIREA X b0, BT HA—n
HHNE I D EBEIZANZ, 2—F—n
THRIEA Ny ho¥TT, a—H—a s
A RKBLA N N ORI A A DI, BL o
HHT—ru—ROA Xy b ERRERL, [7 4
LYy 7538t (Forensics Analysis) ] ~3—3
THFENLEFRRT HNL— A EEHRT HNLEN

HYET,
Rffgsd 1~ > MK WER 57OV —27 n— R TORMER 2~

YRARCNOE, — BT DN E DD
EIMEZBEIZANLRY, KigR=a~ RA
Ny hOETE, R~ KA X hD
HMAEMD IR, L0 L Y= m— RO
AR NEFLEEL, [T LYy 7 08T
(Forensics Analysis) | ~3— 3 CTZNL L ZFKR
FTON—NEERTDLEND Y £,
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L—ILOREH .

B BT
ARE (UTC) - 47 A N MR O,
A (UTC) - A ARy MREEOH (1, 20 ...
AR (UTC) - H ARy MREREOB (1,20 ...,

AEE (UTC) - F§ft

A X NRERORERE] (1, 20 ..., 24) o

HEE (UTC) -4y

A X RO (1, 20 ... 60) .

Al (UTC) -

AN NRFRIORY (1, 20 ..., 60) o

A (UTC) -WEH

ARy NEFEOER (0~7, AEHES HIE
FIZHHES)

Create Rule

Rule Name

Network Anomaly with Failed Logins

Ownership Scope

@ Tetration ~

Actions

{ ALERT, RECORD . ]
Severity

( HIGH - ]
Clause @

Network Anomaly - User Logon Count > 0

B12: %2y FT—OBEARV DT LDV I IL—ILDER

Event type = Network Anomaly X

Network Anomaly - Non-seasonal deviation > 5.5

m Cance‘

W OMDH I — L E L TFICR LET,

U A K 7.10.1.1.1 : UDP DHDF v b T — 7 B a2/t L EJ,

Event Type = Network Anomaly AND Network Anomaly Is = Protocol - UDP

U Ak 7.10.1.1.2 : 4RIl sensitiveDataServer & £ CWAH T —7 10— ROV 7k v FOEE

BT 7 VIZBT D3 MIIC L EWEZBE LT, FHEIR RS — 2 HlRT 5 & FRFICK
ShfRENBHSLET (b Shzime) .

Event Type = Network Anomaly AND Network Anomaly - Non-seasonal Deviation > 10.0)
AND Network Anomaly - Egress App Byte Count > 1000000
AND Network Anomaly - Host Name CONTAINS sensitiveDataServer

TJrLrTvy .



JrLreyy |
B rr7reoay

UAK7101.13 : Kfgida~> RAXU 2SI T —27 B — ROy NU—T BEA X R
BmHEhET Ry bU—7 BE A2 F2MEH 7.30AMUTC ~ 7.35AMUTC (23445 Z &
%lg/%<> o

Event Type = Network Anomaly AND Network Anomaly - Unseen Command Count > 0O

AND ( Network Anomaly - Date Time (UTC) - Hour != 7

OR Network Anomaly - Date Time (UTC) - Minute < 30 OR Network Anomaly - Date Time
(UTC) - Minute > 35 )

W—=ILToay

7oLav £ EA

RECORD —HT DAY NI Ry N - RERAD

TICHELEXET, Z4T LA etk
X2 U4y varR—RERIZ[V—7r—
K~7wv 7 7 A/ (Workload Profile) ]~<—
YNy MU — 27 B (Network Anomaly Tab) ]
AT TROTFHZENTEET,

ALERT —HTBHA R ML, [TT7—F (Alerts) ]
va&@ﬁbk77 EAWAD AV fab =3
RSNET,

WD 7 va T, ULTHREEINEZXR Yy hU—F7 BE A X "RFERINDEFTIZOWT
FELSEBLET,

2y bFID—OREARY FARRSIN DG
A\

) Ry b= REARV NI, BUE, [74 LYy 7598 (Forensics Analysis) ] ~2— 121
%Téﬂf%iﬁhoZ/FU%?E%%NVFﬁ\ﬁ®&%yfﬁﬁﬁgifo

X1 YF4HFYYaR—FK:RECORD 77 ¥ a v 2HOL— Wl —HT 5%y hU—
THRFAR P, X2V T4 X v aR—FRD [ry hU—F7BE 2237 (Network
Anomaly Score) | &2 > a V CRAOFHIENTEET, A7 BNETiEZRW (100 £
WD) V—rua—RKRbogGEe, V—2u— A7 Vv /358 20U —7a— R0
KR%*W&Z/FU JHREANR NERRTEET, Xy NIV HBEA XV T —
TNDEATOEMIIE, MIGTE Ry hU—7 BEA X MOREZICBIT 570 —F0
MDOTH VLT I AR NERBTDDOIIHKNLDT 7 ar ) I RERENET,
Xy NT—=7 BEZ2 a7 UR— FOBEMOBIEIZONWTIE, Ry bU—7 B OFRIE
EZBLTLEEN,
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13: 2% FT48 v afR—FORy FI—HEEROT

Network Anomaly Score

Workload Score Distribution Child Scope Scores

Aug 10 1:00pm o
35 total 15 descendants of Tetration with scores

Tetration

Average score, 15 workloads (20 N/A)

e = 99 .
0 5 1015 20 25 % 35 40 45 50 55 60 65 70 75 € 8 90 95 100 NA 0 5 10 15 20 25 3 G5 40 45 50 55 60 G5 70 75 8 85 90 9 100
Workloads Tl Score Scopes 1l Score
launcherHost-3 97 ® auncher: 9
collectorDatamover-1 100 Hatyseores SAUgUSEN D 2021 @ Tetration:Workloads:Infrastructure 99
100

tsdbBosunGrafana-2 100 @ Tetration:Workloads 99
s

druidHistoricalBroker-1 100 50 @ Tetration:Workloads:Compute 100
S

namenode- ® Tetration:Workloads:Compute:!

de-1 100 @ Tetration:Workloads:Compute:HDFS 100

o

12AM [ 12PM
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BH:txa T4y aRf—F0O7—8—FAICRYLTD Sht-3ry FT—VEEXIT

Network Anomaly Details - launcherHost-3

Aug 10 1:00pm to Aug 10 2:00pm

Network Anomalies

Provider/Consumer Ratio

@ TCP @ UDP @ Aggregate
1
05
0
05
-1 T T T T T T T T T T T T 1
12:55 01PM 01:05 01:10 01:15 01:20 o1:25 01:30 01:35 01:40 01:45 01:50 o1
Date Tl Rule Severity Tl PCRT! PCR Deviation 1! Protocol T! Non-Seasonal Deviation Tl ER Tl Eg
Aug 10 2021 01:38:00 pm (EE  MEDIUM -0.06319802 0.7886 UDP 8.0320 0.8811171 21

s [V—Z7u— K777 A/ (Workload Profile ) | ~—/[* v b U —7 BE (Network
Anomaly) | ¥ 7 : ZO~—ITliE, PCRIKRSNIZZ 7 &, RECORD 77 ¥ a v & §iD
N—INZ—BT DRy NI BE A X Mgl TEET, ZOX—VICEKRINDHN
R, BEX 2V T4 Xy vafh—RTU—rna— K457 ) v 7 LTERINHONELIE
HIZESBETVET,

2Ly .
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B - rosExEery ro—vEERa7

15:[7—% 00— K707 74 )L (Workload Profile) ] R—>® [y kD —% 2% (Network Anomaly) ]3 7

Aug 9 3:10pm - Aug 10 3:10pm ~

Network Anomalies

Provider/Consumer Ratio

[ ®TCP -0.61 ‘ eUDP -1.00 ‘ ICMP = ‘ ®Aggregate -0.84 ]

Ramavma Lol Lo Ldes Le L Lokttt L bl et oo ottt oL Lalrwidrnl
i l*llurlitl?q%‘!?}ﬂlﬂlﬂ‘{ll‘ll‘!!qu ][!{{1 {13 11'1‘[1‘1“}“ !Il}‘llllfq'! IIT‘FY 1[11‘{111} Ill‘t

Sl

T T T |
06 PM 09 PM Tue 10 03 AM 06 AM 09 AM 12PM 03 PM

There are no matched Network Anomalies in the selected time range.

e TFS—hk i Xy FU—ZBEIL—LNALERT 727 > a v ZHELTRESNL TV A
B, B LAY MI[TT7—bF (Alerts) | X—TIZFKrIN, 77— T U vy
NobRHTEET, BEOTI—

16: 7y FI—OBETS—F

Event Time Tl Status Tl Alert Text T Severity Tl Type Tl Actions Tl

Tetration - Network Anomaly with Unseen Command on

2:38 PM AGTIVE launcherHost-2 (UDP)

MEDIUM FORENSICS 770

Details

Profile  Tetration Profile
Rule  Tetration - Network Anomaly with Unseen Command
Alert Trigger Event type = Network Anomaly  Network Anomaly - Unseen Command Count > 3
Network Anomaly - Non-seasonal deviation > 0
Forensic Event Host Name = launcherHost-2

Network Anomaly = true
Network Anomaly - Date Time (UTC) - Day = 10
Network Anomaly - Date Time (UTC) - Day of Week = 2
Network Anomaly - Date Time (UTC) - Hour = 11
Network Anomaly - Date Time (UTC) - Minute = 38
Network Anomaly - Date Time (UTC) - Month = 8
Network Anomaly - Date Time (UTC) - Second = 0

IW—ILDEXRELRAY FNID—0EEXO7T

Sy NT—VBE2a7id, 7L oYy s xar ERRICGGHESNET, %y hU—7 BE
ZAayiFv—rsou— R LICHESNET, V=2 —FRDOFXy hU—7BERa 7L, %Y
W CHC > TWNWATa 7 7 A MICHEASNT, FOU—ro— RCRIEINT %y T —
THEEARIBELNET, ZAaTRI00DHRE, A7 07 7 A LV THRES - —
wﬁmfz/%v IBEA R NPBBRIN Do EEERLET, AT N0 0
BIREOT 7 v a URMER Ry NU— T BE AR MRS EEERLET,

« # K7 REQUIRES IMMEDIATE ACTION O % v b U — 27 B R ME, #HEEo
Z:[T%O \—ﬁ% L/i‘é_o

« EAEN CRITICAL D% v b U —27 B4 R T, U—27a— ROFEBEAIT % 10
6[./&?‘0

TJHLTvY
[ 52| I
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cHANENHIGHD Ry N = BEA N ML, V=2 u0— RKOEBRaT7L2 56 LE

@—O
s EREN MEDIUM D%y N — 7 BE AR NI, V—ra— FOEEB2 a7 %315
Li—g—o

CEARENLOW DRy hT—27 B ARy M, Ry NT— 7 B2 a7 |2 88% Hx £
A, ZHE, BEORENETTRHEFTHY ., /A ZANRSOAREERH D H L v—L
WCHERE S L E T,

J—ra—RI Lz, AREBAaT RS T LICEH SN, FOSHURNOEYT Y —
— RORaT7TRHEINET,

Sy MU — 7 BEHSRENAE N o TnD B —F2 A TN N T — 7 a— ROPE, Fv b
U—JBEDAaTIINA L7220 F4,

PCRT—2 &Ry TV EEARY FORE

PCRT—% &3y NU—THBE A NI 7 HRERFESNET,

2y b=V EEDEIL

X2 T4 X v adR—RTHEINDI Ry NI EREA T2, SOOBERH Y F
T, 72T, FRIIOENLSFRI 09 E oy —ra— Roxa7 i, FRi9ESS S
MR 10 B 54 328 AT D3y MU —7 By A4 Xy MRS T ET,

[
I

cHWT—=F V=T AR NI, Xy P =T BEA R M TIERLT=F V=7 A b
ELTHED £,

e bl ltoxy MU= BEKRHIZ3IZ OFETHY . FWTF—X ) — 7 4R
FCIE7e ha VIR ESNERT A,

JAEANY I ADEERE

ARIDRT LIS, ZOKREIX, VAT AREROTat AL F Uy Vo O—E AR
HTET, TuEANy Y 2OREEZRMLUET, ZOBEIZITKRO LD 2B R H 0 F
9, MLty FTV701‘%5275‘%%ﬁ%éhf:ApacheWeb%~/§—®77—L\75§3?>5 ELET (Z
NHOH—"—NECHEERAZ VT hprbREHINLZRE) | ﬁm\¢mf@ﬁ—ﬂ—
FDhttpd XA F IV DNy T2 FR/ETHDL ETFHRINET, ~— ﬁw)&)éiw\ WHTHY,
SHICHERLETHD EZEXONET

| 2LV .
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B oexnveorzms

ERXIZIE, AUA— MEENOY —7 a— REKT, FEITRRET 7 A VDA F U X 08
N=Ua v, Nolr—UER 4T 556) 1 OMAGDERFR—-THL —HEO TR L
LT eex I V—T52EHELET,

\}

G Rybr—UEMRIE34 V) —RUBTEENET, THURIOY V—ZATiE, 7rkbR 71—
L. EATARE T 7 A VDR A F U RAE OS N—T 5 VOMBEHLEDIRITE SN TESR
IWTWE L,

FFEOBITIE, T D Apache Web H—73—73 CentOS 7.7 35 L A U/b— k#iPH T httpd 2.4.43
EEITLTCDD ERE LSS, T2 708270 —71% (§RTOP——{Zb->
) FUCHAEDLEER>T e ADE Y &7 EF (O34 F U /XRD jusr/sbin/ httpd
T, OS/N—T 3 M centos-7.7 T, Nu 7 —TU 23— 9 78 httpd-2.4.43) , WML 7 BE®A
TN—THNOTXTONALFT VDOV aFf/l—ThsETREINDTD, R—ERRHIN
LHERFENFRINET,

ZOMRRIL, BELRT o ANy Va kBT 572 T 2= -7 vy e — KL~
FUHEY A MIFERENS e ANy Y2 b LET, A~ LT =T Ny 2Dl
ARBHY, FNEO NNy BT N e ARNETENTWDEINE S A2 7=
WEWS ZEDNEOERICHY £,

RATR A 5 972 1T, NIST 2327~ 5 National Software Reference Library @ Reference Data Set

(RDS) (NISTRDS7—#%t v & bFHINET) ZRMEY A FE L THEMLES, By
vald %4 ERASHET (NISTRDS 74t v FEANCT 2 HIEICON T, Bk
ATV AEBRLUTIEZY)  MAORMANYy 2 VA NET v 7n—FR45Z &
HTEET,

NIST RDS 5 — 4t~ MMZIZ T, Cisco Secure Workload Hash Verdict h—E A4 ¥ = L — |
LTWET, 2OV —ERAZ{GIMTDE O~V T =Ty Va3 BAE LA, B
BEOHL Ay LTHRIHESNET, —FH, Ny vaPBMmTIEY 25513, RS TR
Ph~v—r N5 bbbV T, FEFICKBME LT =2y M EeRFREHIEIY, V—72
0— RCTEITENTWD 7 ' RAOKBEIIERE SO GIHEHTEX 5T X TOBEMDIE
WhTabtA Ny ak N —LTW5HT=®H, Secure Workload Hash Verdict (% Secure Workload
777 RBEHTORIATEET, EEA TV V2 A0H8ER 228 LT, 777
A T > A )35 Secure Workload Hash Verdict h—E RAIZT 7B ATE A5 Z L 2MER L TLEE
AN

ZOMETIZ, TORANY D ARATEEINS X2V T o2 aT RN hERET, T
AaT IR I EICEHE S, HhanEd, toTXToOEx=2 U7 0 2a7 LFEERIC,
TRt ANy Y2 RAaTIEEWEEENRLTWET, a2y 2 ZEHEDORA Vb
Ny ARAATIN 0 DFHR. NV all T T ITNREINTWDEN, FRITEEOH D
LEEEWRLET,
Ny Y2 RAATHRI0DFE, Ny aRNBETHEN, V- a— FEET-HLTW
D (R—En72n) ZEEBEWHRLET,
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JatANyIa

waezamT a5 [

NV aRATINTI NG 9 FTOHAE, Ny aBBRETHLERRIND I LEER
LET (DFD, W ODDOR—HRH D 1) .

J—ru—Ro7akvA Ny aAxarii, FOUV—ra— RTEEIN-T_RTONy V2
DEF/NTaEZNY 2 Z2aT7ThD, 0IFT AT LRI T I /fFEFRITEEOHL Futk
ANV AaNBHBIEEERL, 100 1TV ATF ATy Va2 BRENEI N TV NI L5 E

RLET,

TOERNY DA BEEZEDIZTHFE

Tt ANy Vo e, BN AR s P AT 2y NCTF 7 4L R TTEL)

o TWET, 74 LTy VRTE

BV ELHY A, VAT ATE

DE p—Txk

WHHHEIT, VAT LANEE L TH 5 2 RHLUNICA a7 RRBinshET,

TOtLRN\Y L ARATHNERRINDIEN

ctFaUTaFvaR—F:

177: X2V F4 8 yam— KD [FOtR/Ny>a2Xa7 (Process Hash Score) ]t 3>

Workload Score Distribution

35 total

0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100 NA

Workloads T Score 1

collectorDatamover-1 100
tsdbBosunGrafana-2 100
druidHistoricalBroker-1 100
namenode-1 100
zookeeper-3 100

<-23>

Process Hash Score

Aug 10 2:00pm

Tetration

Child Scope Scores

15 descendants of Tetration with scores

Average score, 15 workloads (20 N/A) fo=

100 0

0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100

S

Hourly scores - August 10, 2021

1280 o6AM 120

X2 VT4 Xy afR—RD [Tt ANy 2227 (Process Hash Score) |27 2 3
X2 VT4 Fy v adRh— R

Profile) 1% 7 :

[V—Z7u—RK7a 77 A/ (Workload Profile) | X—/[7 7 A /LN 2 (Workload

18:[7—%5 O — K702 74 )L (Workload Profile) ] <—<® [J 7 4 JLsNy < a (File Hashes) 1% 7

Observed he last hour
File Hashes
Benign 11 SHA1 Hash Tl SHA256 Hash 1| File Path T,
m] % d9assba. & 7eedeeb test_f ! |_tests/go_t _linux_amd64
(m] R 369cad & 8b2e701 Jusr/bin/sigeheck
] 5 07b6dd0 % 087b38b Jlocal/tmp/legit_linux_amd64.

P

copes 11 Score
@ Tetration:Workloads 100
@ Tetration:Workloads:Compute 100
@ Tetration:Workloads:Compute:HDFS 100
® Tetration:Workloads:Compute:HDFS:Namenodes 100
@ Tetration:Workloads:Compute:HDFS:Namenodes:Prim 100
< 23 >

Anomaly Score T Reason Tl Links T

0.00 © Flagged / Malicious A Inventory Search

0.00 © Flagged / Malicious 4 Inventory Search

58.33 Anomalous Inventory Search

oovy .
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[V—7wma— R7Fa 7y A/ (WorkloadProfile) |"— @D [7 7 A /Lny L = (FileHashes) |
27 J—rma—R7Ia7y AN

JOtRA/N\YLARATDEESE
BTOE AN L2l CoNT, KOLEIICAaT HEELET,
1. NyvalZZ7 7 7B onT0Dh, BEERHDLHA : score = 0
2. FELIERARY . Ny aNT U — RS score = 100

3. EREITELRY Ny 2l OO E N DA score Y (1, 991 OFFHN, HW
IFERW
4. bFREITRRDES ¢ score = 100
B) PRATEHETIeEY v 7iF, FT A v~ VT 4 22T (RU— EiHE
R TH57—7u— ROBEMIBITIEYETH/ Ny a2 OREMDLEE 10551V fH)
EHE L, WICENEEE 0.0, 1.0] IV EL T TARLEVNIEDTT, ~NyiadDvA )
VT 4 2aT7N0.5 22556, THEHRE -1092 ) ZEH LT, A7 %&H (1.0, 99.0]

WCHE~y 7 LET, LFo Apache Web —/3N—7 7 — AD | ZHLY EIF, httpa DNy
VallOWTERATAHELE I, UTFICW 20D T F YA 2R LET,

ehttpd N7 7 —ALHND 1000 BV — =22 2Dy =2fl (b1 & n2) ZFF-Tn5B &
LET, 1 BOY—/3—=Tn1, KV D99 BDOY —/ =TI n2 TF, TOHE, KO X
INCERELET,
¢ population ratio(hl) = 0.001, population ratio(h2) = 0.999. %f?éﬂ5775/5
Ve
e minority score(hl) = 0.999, minority score(h2) = 0.001. EfTSINDT I a v
® score(hl) = -10g2(0.999) * 98 + 1 = 1.14;
* minority score(h2) < 0.5, h2 TREE TR éﬂfcﬁb\‘/bf_&)\ score (h2) = 100 & 721
ESr N

chttpd N7 7 — LD 10 BDOY— =22 5D/ vy T afli (h1 & n2) ZFF-oTWAEE L
F9, 1 5OV —N—=Th1, VDI EDOY—X—TiIh2 T, ZOHFE., KOLHIT
HELET,

® population _ratio(hl) = 0.1, population ratio(h2) = 0.9. %?féﬂéT?\‘/a Ve
o e o St > N

*minority score(hl) = 0.9, minority score(h2) = 0.1. F= Téﬂé‘?y va s

® score(hl) = -10g2(0.9) * 98 + 1 = 15.90;

* minority score(h2) < 0.5, h2 TR LITRAREN W=, score(h2) = 100 & 720
i—é‘o
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ehttpd N T 7 — LD 2 EDY— "= 220Dy aff (h1 & n2) ZFfoTWnAHE LE
T, —HDY—/"—=Tn1, LHFOY—"—=Tidn2 TT, ZOHA, WOLIIZHELE
TO

®* population ratio(hl) = population ratio(h2) = 0.5. %ﬁiéﬂévfﬁ va v
* minority score(hl) = minority score(h2) = 0.5. FATSINDT I a

e score (hl) = score (h2) = -10g2(0.5) * 98 + 1 = 99.0. ZAUX, BE LR EN Dy
VAl eNnNdREDA T TY,

e httpd WITRXRTDOP— =2 1 DDy ¥V affi (n1) OBHEFHF-TNLHELET, ZDH
N

=+ minority score(hl) = 0.0 < 0.5 kfibiﬁ‘o L?‘:iﬁo“(\ /E\:ﬁkbiﬁfiéﬂf\
score(hl) = 100 <E7L£V) ij—o

EWIZ, U—ra—RoFakti vy iaAarii, FOU—r7no— RCHEINEZTT
DNy aDig/NTa® ANy 2 2aTe ) £1,

—log2 (x) THWMBIEICEAT 2 BMERIZ. ZBOLTRSIFAZ ENTEET,

TOtRAN\YLARATDHRERE

U—7ua—RTO7atANy a2 Aa70ld, 777407 atA Ny vaFRTEED
bHLTREANYy VaNEOT—7a— NIBNEZEEZERLET, 20X R mEAN
HEFITEIN WL TDE, 2a7R&ELE T, 100 KEOEDT o ANy 2 A
T, VAT ARERICT R ANy VaDRENHLZEEERLET, BEENOLILGELE
ITRVWEAENRH Y T3, SLICHENSKNETT, EEICHE LR, Ny alNZeT
HDLFERMNTONES, ThERMEY XA MCBNTH L, 2aT7blELEYS, 2—F—
WX[7 7 A /v~ =2 (FileHashes) /[’ 2t A/ Ny v = DFFEfll (Process Hash Details) ]3—3
T[EM (benign) | DF = v 7Ry 7 A% F 2T 5Hh, OpenAPl /- L CRMD Y 2 %
Ty7ua—RTHI LT, BER Ny vk TR L L THRETEET,

ZRIEHRO

B D X 9 12, Secure Workload Hash Verdict %— B ANH NI 72> TV B5E. BRI~ /L
VT Ny YailNEETAE, BERSODET T IINNTEINET, FOHE. BEOHD
Ny 2 DBIMOEBIESR BEA LTIV ATy N7+ —bF N L TREEND) N
LS ET, BUE, BNMOEET — 2121, BROAREBERENFENLTWET, TEAL
IEBEOARTT, BREFEROBREZRT 1005 OMETT, HEERENKBIEKL, S
FERKENRLEN EEBKRLET,
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19: 13— —FZEBBEDNHZN\Y1DTEI Y VI LT, TOEBBEROFMERRTEEY

Process Hash Details - s &
Apr 7 1:00pm to Apr 7 2:00pm

Anomalous Process Hashes

Whitelisted SHA1 Hash SHA256 Hash File Path
0 d9adaba

Anomaly Score
0 7eedeeb

local/tmp/fakemw_linux_amd64

0.00

Threat Name Linux.Malware.FakeMW

Severity 1

T
Of

e BB AN S F AT TR T L ICETEINE TN, T a ik oTE. T
HENDZAaTMEREX 2V T 4 X v aR— RIEREIND F TITERK2EF D)
DEENRHY ET, UTICHlZRLET,

MOEGHERHY T,

Ny a7 I ISEV AT vy u— KL, DU A MITREANY VaRER
SINTHE, AaT7ReXa ) T4 ¥y a R — FICRBEND E TITRK 1 RHE)

e
NV ET,

c TG UAEY AN EHIBRLTE X2V T4 Xy aRlh— RNThry
VaPNEBICHEEIND (BIXORaT7REBEIND) FTIZRR2EEMPND5E

o BREF

TR ANy T a g OFMRERIE, Dad b 7T BFRFI SN ET,

«[J—2u— R7Sa 77 A/ (WorkloadProfile) |—3D[7 7 A /L > = (FileHashes) ]
AT, @BE 1RO SN 7o 2Ny Va2 OFMOBRNERENET,

DRI N—=Y g yOENE A b —Y = FEEHE—Y 2 b 3 KUY AnyConnect

T2 RARA > ME, SHA256 Ny v afEDHERE L ET, LB ->T, SHAl Ny =
D7 T THEFIVRANRCEMEY A NEDORAIX, ZNHOT—Y = FTEYAR—FENT
WEHR A,

TR ANYy V2 AT, FFEONL— MEHIZOWTEE S ET, V= n— R

Bor— gaEICE L TW DA, 20T —7a— R ET 253X To/L— MEEFHO /)
AATNEDOT —ra— ROF oAy 2 A7) E1,
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