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Listening for
NETFLOW9 on 172.21.156.31 : 4729 / udp
NETFLOW9 on 2001:420:28d:2022::3:2f31 : 4729 / udp
N IPFIX on 172.21.156.31 : 4739 / udp
NetFlow #
Enabled on February 28, 2023 IPFIX on 2001:420:28d:2022::3:2f31 : 4739 / udp
@ Data Ingest Appliance
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[ Enable Another l IP Address Protocol Last received at
[ Delete Connector l 2001:420:28d:2022::3:2f05 ~ NETFLOW9  Mar 7 08:29:23 pm (PST)
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152 flowStartMilliseconds Ta—DFEFE Ay | X
DHE A DAZ T
(X URPHALD o

153 flowEndMilliseconds T — DIy B | %
DE 2 A DAL T
(X URHANLD)

154 flowStartMicroseconds | 7 m—@D4EFE 4w || X
DOkt 2 A DAL T
(A 7 B BHALD

155 flowEndMicroseconds | 7 & — D& 4w | X
DHEE 2 A DAZ T
(A 7 aBHAL)

156 flowStartNanoseconds | 7 m — D48/ | | X
DE 2 A DAL T
(F/ ®HAL)

157 flowEndNanoseconds T —DEHE Ny R X
DRt 2 A DAK T
(- BHAL)

24 v FTOh NetFlow DEEHE

WOTFNAIL, Nexus9000 A4 » FHTT, o AT T v h 74— AT, BREFENLT
RRLDHEVRHVET, WTHLOHBEL, RETDHV AT Ty 74— LIZEHT 2080 v
Aaary7Z 4 b—yary A4 RLESRLTIEIN,

FIE

AT Zao—rbar7 4 Xalb—vary B— ReMBLET,
switch# configure terminal
AT v T2 NetFlow BEEZ HNZ L E T,
switch (config)# feature netflow
AFwF3 Ju—La—REZELET,
WOFEBNL, NetFlow L' 2— R TT7 B —D 525D FAFRE LR T D iEE R L TOET,

switch
switch
switch
switch

config)# flow record ipvé4-records
config-flow-record) # description IPv4Flow
config-flow-record)# match ipv4 source address
config-flow-record)# match ipv4 destination address
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switch
switch
switch
switch
switch
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config-flow-record
config-flow-record
config-flow-record
config-flow-record
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) #
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match ip protocol

match transport source-port
match transport destination-port
collect transport tcp flags
collect counter bytes

collect counter packets

WOHREHITIL, NetFlow 71 h =)L X— g 0 NetFlow 7> 7 L— FNEHR., BIO
NetFlow = L7 # = RARA > FOFFM A FEE L CWE T, Secure Workload Ingest 777 A 7
VAT NetFlow IR 7 ZBNEHTR > THNBHIP EAR— FE2FREELTLIEE N,

switch(config)# flow exporter
switch (config-flow-exporter) #
switch (config-flow-exporter) #
switch(config-flow-exporter) #
switch (config-flow-exporter) #
switch (config-flow-exporter) #
switch (config-flow-exporter-v

ATFYTsS Tn—F=F—5HELET,

flow-exporter-one

description NetFlowv9ToNetFlowConnector
destination 172.26.230.173 use-vrf management
transport udp 4729

source mgmtO

version 9
ersion-9)# template data timeout 20

Tu—F=F—HERL T, 7Je—la— R KBIO7ae—x= 7 AR—F LBEEMIT £,

switch(config)# flow monitor
switch (config-flow-monitor) #

ipv4-monitor
description IPv4FlowMonitor
record ipv4-records

ATvT6

(
(

switch (config-flow-monitor) #
(

switch (config-flow-monitor) # exporter flow-exporter-one

Tu—F=oH—k A A —T oA AZHEHALET,

switch (config)# interface Ethernet 1/1

switch(config-if)# ip flow monitor ipv4-monitor input
EROFIMECEY, A X =T =24 A V1 ZilET HAT) T 7 4 7 O NetFlowvd 7’12 b =
Ny N7 AR— 925 K 91T, Nexus 9000 D NetFlow BNxRESNET, 7a—L a—
RiX, UDP 7' f /LA LT 172.26.230.173:4729 IZAE S E T, H 7 —L a— RiC
3. b7 T4 w7 D5 ODOZTNAGHRE, Tr—DA NSy MR ERE T,

WDAZ J—r g > ME, Nexus 9000 A1 v F 2815 NetFlow DFEITa 7 4 F 2 L—
Ta AR LTWVWET,
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@ CiscoTetratien =T @ Voitoring - ®« 6~
Lt You do not nd on Sun Oct 20 2019 23:32:37 GMT+0000. Take n now.
o Fs @ <Browse Connectors
© Info IP bindings LDAP Log Troubleshoot
@

Listening for
4

IPFIX on 172.29.142.27 : 4739 / udp

fay

= F52

Enabled on July 27, 2019

Capabilities
Flow Visibility User Insights

Flow Stitching  ADM

il
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F5 BIG-IP IPFIX [ZD VT

F5BIG-IP IPFIX =¥ > 7%, FSBIG-IP #@ild T2 b T 7 4 v 707 ua—7—X&INEL,
IPFIX L2 — K& 7a—al 7 2=y AR— K LET,

W, Ty Ty FIIIROFIENE N E T,
1. F5BIG-IP 777 A 7 > A C IPFIX Log-Publisher % {Emk L £,

2. F5BIG-IP 7 /7 A 7 > AT IPFIX Log-Destination Z 4% L =3, Z @ log-destination I,
RESNEZZVRFRA Y FTY v AL, 7ua—La—RKEZE L TR LET,

3. IPFIX 7 m— Ll 21— R % log-publisher {ZZABA9" % F5 iRule % {ER% L £ 37,
4. F5iRule &5 ROFAEY ——ITBEML £,
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GE)  FS5axZ %%, FSBIG-IP V7 hU =7 =V g 1212 BEYR—MLET,

Cisco Secure Workload ~® 7 O—®MELY :AH

FSBIG-IP =237 # %, AKEMIZIPFIX 2L 7 X CF, ZDax7 #X, F5BIG-IP ADC /5
Jao—La— REZETHE, NATed 70 —%2 A7 v F LT, 7a—5347® HHJT Secure
Workload [ZH53%5 LET, X HIT. FSa 37 X IZLDAPRREENTWAEHEAE, F TP 7
NBHEAfH T S e — O EF A LDAP BN HIW S E T FSHRhT o7 g
VEMET HENC 2 — Y —E2EET 5 54) . LDAPEMEIE, 7u—RRELZZ T4 T b
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7 AR— b ENT=7 v —iL, CiscoSecure Workload 7 7 A X DT — = ; VRF & EIZFESWN
CTVRFIZE@EENET, 237 XD VRF 2 ET HI121X, [EE (Manage) ] >[T—P x>
b (Agents) JIZBE L. [%E (Configuration) | #7427 Uy 7 LET, ZOX—TD[T—
Tz hDOVYE— FVRF#E (AgentRemote VRF Configurations) &7 3 3 > T, [EEDIERK
(CreateConfig) 127 U > 7 L, ax7 ZICHATL3MEfEELET., ZO7+—ALT, VRF
DAR, X7 FZOIPH T Xy b, BEIO7un—La—RE&7 7 2AZICERETE D AHREMED
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F5BIG-IP T IPFIX DEXE A&
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LLIPFIX 2L 27 Z D7 — L EER LE T, F5BIG-IP 7 /5 A4 7> AT, IPFIX 2 L 7 ¥

DT —=NEAERR LET, T B, Secure
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WCBEAT T B IP T RLATY, F5a xR
H1X. VM _E® Docker = > 7 THEITS I,
R— 4739 CIPFIX X7 v h&2 U v A LE
R

2. log-destination Z{ERk L £ 9, F5BIG-IP 7 754 7 > A0 v 75 i E i,

R+ 20BN S 5D IPFIX o L 7 Z DOFEBED
T—NVERELET,

3. log-publisher % {ER% L £ 97, 1 737w ¥ id, F5BIG-IP 28 IPFIX A v

t—UEEETOIEMERRELET, T Yy
¥ % IZ log-destination (2731 > RS 3L TV E
ﬁ‘o
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L E9,

FEROFIETIE, FSBIG-IP 2 — KT VB TCIPFIX 2R EL. 7794 TV A& @@+ 5k

5:F5BIG-IP O — F/X5 Y TO IPFIX DX EDET

REGIZRLET,

FELOFITIE, 7 r—L a— RiLipfixpub-LIZAB S E T, ipfix-pub-1i2i%, IPFIX A vt&—
% IPFIX 7" —/V ipfix-pool-1 |Z3%{5 7~ % log-destination ipfix-collector-1 233¢ & S AL TV E T,
ipfix-pool-1 (21X, IPFIX 2L 7 Z D 1 ->& LT 10.28.118.6 N5%EINTWET, (RS —/—
vip-11Z. IPFIX 7> 7 L— k& T L— b D AN ik &L E 1A E T % IPFIX iRule
ipfix-rule-l ZfEfH L CRRESIET,
» TCP ARV — N—D F5 35 L U Secure Workload 7Ki87 7 iRule iZ, RO 7 7 A MZH Y F
., [TCP AV —/"—D L4 iRule] 2L T &,

UDP {FABY—/3—® F5 3 & O Secure Workload 7R 7 iRule 1%, WRD 7 7 A WIZH D 9,

« [UDP A8 %— =D L4iRule | L T &y,
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FAENH DT 2 o T D HTTPS AR — 3 —?D F5 38 X O Secure Workload 7K 2375 7 iRule 2.
WDT7 7 ANV E7,

Y

THTTPS A& — 3—D iRule] ZZHW L T FEW,

GE)

)

ZDHA RinbZ D rm— LT iRule ZfEHF 50, iRule ZIBINT % F5 k7 & TRIE
S 4U7- log-publisher % 57K 9 1T log-publisher i L T 72& W,

6=

AR ZDRESE

F5 1% GitHub U 7R R U f5-tetration # A L C, =2—H—NT7 0 —RX7 4 v F U VT ERKBTE
LZEICLTCnET, SESERT R haLF AT OFS 2317 ZITIPFIX L a— REART
% iRules |&, f5-tetration/irules CAFTE L7, KEHD iRule EFIZOWTIE, ZDOHA MZT
JEHALTLEZ, SHIZ, FSIEKROTZOOAZ V7 R LE L, (1) (KE)—
N—ZIELWiRule # A A h—AF 2%, (2) IPFIX2 L7 X KAKRA b (F5ax7 ZR
IPFIX La— &Y v 2A95%) OF—ZEBIMT S, (3) log-collector & log-publisher % 5%
ET D, @) ELWiRule Z{AEY—/—ZN A KT 5, ZOY—UIED, 7—RAT (v
Fr T DA—Rr—RAEHII LN G, FEXORE L 2—F —= 7 —ZF/NMRICEZ £
9, A2 U 7 M f5-tetration/scripts TAFTE E 7,

WBEIMRART 77 A T AZOWTL, Tax 7 XFAOWEET 774 T A 2B LTLE
W,

a7 2T, UFERETEET,

« LDAP : LDAP RE 1%, LDAP Bt EEZ YV R— L, 22—V =& T3 d 2 @it 4%

RI&DU—r7p—b 22— —TLIZREINDIEK6ODOBMEDOY 2 M ERM L F
T, FEARIZOWTIR, TRt 22L&,

eV I OWTIE, TB7RE] 2L T EEN,

SHIZ, T FTOEITRFF SN A~y R LT, Secure Workload Ingest 7 77 1 7

HlR

> ADDocker 1T F T, AXRZHZDIPFIX 70 h 2D A= FR— M BHTEET,
Zoawr NI, axs20axz 21D, EHT LR —bOZA7 BIUOH LOWA— O
BNk Ens &, 777947 U ATHITTEET, ax27 ZIDIX. Secure Workload UI ®
[ 2 # (connector) | X—UIZH Y £¥, FEAMIZOVTIL, update-listening-ports 2 2 L T
<TEEWY,

ARUYY PR
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Cisco Secure Workload (2317 % F5 227 A D
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MAARUMUG-M-M1PB :~ maarumug$ ssh nsroot@172.26.231.131

WARNING: Access to this system is for authorized users only
Disconnect IMMEDIATELY if you are not an authorized user!

Password:
Last login: Fri Dec 15 12:32:45 2017 from 10.128.140.136

Done

> sh run | grep appflow
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user-statistics accounting

service-policy flow export policy global
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ZIE LET, NetFlow L' 2— RAWE L, Meraki 7 74 7 U A — M Ko THE SN 72—
BlZ, 782 =238 D7 DI Secure Workload (2355 L £ 9, Meraki =7 # X, Ingest 77
FTAT VATHNITDHZ ENTE, Docker 27 F & LTEITEINET, Secure Workload

Meraki =% 7 # 1%, Secure Workload Meraki T—3 = > b & LT % Secure Workload TEE S 1
F9°, Meraki 27 # %, NetFlow 7’12 h 237> b (Zr—La—R) OB 7w bz
BrLEJ, ®IZ, W% D Secure Workload =— Y = DX O 7 —%2 B L TCLAR—FL
%9, Deep Visibility Agent & [ZH2 ) | Tt 204 U F—7 = — ADERITME LEE A,

\}

GE)  Meraki 2% 7 Z X NetFlowv9 7 &2 b L& ¥ R— h L TWET,
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NetFlow L O — FDMLE .

\)

GE) & Meraki 2 X7 ZiE. 1 OO VRFD 7 0 —DHhrEBETAVERNH Y 3, ax s Xzt o

NetFlow L 00— KD MLE

Tx=7 AFR— k&2 7 v —|%, Secure Workload 77 7 A X% DT — = k VRF ZEIZFEESN
TVRFIZEEENE T, a7 XD VRF Z%ET 512X, [EE (Manage) ]>[T—Y x>
k (Agents) I @) L, [XE (Configuration) | ¥ 7% 7 Vw7 LET, TDOX—TD [T—
Yxr h®DYE— FVRFXE (AgentRemote VRF Configurations) |27 ¥ 3 > C, [XEDIERK
(CreateConfig) 1% 7 U v 7 L, ax7 ZIZETLiMAafEELET, ZDO7+—LALT, VRF
DAHT, aF 7 ZDIPF TRy b, BLOT7u—La— &7 FAZITEETE B AREED
bHR—  NEFOFHMAZRET L LI IC2—F—ICERLET,

Meraki =t % 7 # %, NetFlow L 22— RIZHESWT 7 o —#lEF# % Cisco Secure Workload 1Z32%
f& LE 9, MerakiNetFlow 7 o — L zt— N3R5 m L 22— FTY, L7A-> T, Meraki 217
Z 1%, Cisco Secure Workload ~DJE ] 7 @ — L HH 72— 2 >0 7 a—%EkFLET,

PAFIE. Meraki =1 % 27 Z 7> 5 Cisco Secure Workload |25 S5 7 o —BIEEMOZEM T,

JAT7—KoOo—8AT—4

J4—ILFK Element ID ILAYVERE

[7a k=L (Protocol) ] 4 protocol | dentifier

[EfE7£7 KL A (Source 8 sourcel Pv4Address

Address) ]

[EfEJA— & (SourcePort) 1|7 sourceTransportPort

[36557 K LA (Destination 12 destinationl Pv4Address

Address) ]

[%65ER— b (Destination 11 destinationTransportPort

Port) ]

Byte Count 1 octetDeltaCount

Packet Count 2 packetDeltaCount

7 v —PAREEZ) Z D7 v —@ NetFlow L 22—
RBRaRxs %oz ESh
T HEDNWTERESNET

) N—R 7 O—EHIER

J4—ILK Element ID

[7’1 k=L (Protocol) ] 4 protocol | dentifier

= R .



axs4a |
B Veraki 77 1 75+ — L TO NetFlow DS %

J4—JLF Element ID

[#1E5t7 KL A (Source 8 sourcel Pv4Address

Address) ]

[FEJA— b (Source Port) 1|7 sourceTransportPort

6557 KL A (Destination |12 destinationl Pv4Address

Address) ]

[s65CA— b (Destination 11 destinationTransportPort

Port) ]

Byte Count 23 postOctetDeltaCount

Packet Count 24 postPacketDeltaCount

7 v —PAREEZ) Z D7 1 —@ NetFlow L 21—
KA
aART B TOVOZFEE N
WCEDSWTHRESINET

Meraki 7 7 4 72+ —JLT® NetFlow DR E A%
WOFNEIL, Meraki 7 7 A 7 7 #—/L T NetFlow L R— F&ZRET 2 HiEEZ R L TWET,

FIE

259 F1 Meraki Ul 2> Y —vicn 74 > LET,

AT9 T2 [#y bT—U 2K (Network-wide) ]>[£#% (General) JIZB#EIL£9, [LA— bk (Reporting) ]
DFETE T, [NetFlow b7 7 4 v 7 L7AR— | (NetFlow traffic reporting) ] ZA%Z L EJ, fEA
[ %h: NetFlow k7 7 ¢ v 7 a5 #H O35 (Enabled: send NetFlow traffic statistics) ] 2725 T
WHZ LR LET,

AT w73 Meraki = 17 %}’ Secure Workload Ingest 7 77 A 7 ATU v AL LTW5 IP B L OKR— k
% [NetFlow= L7 #IP (NetFlow collectorIP) ]335 X OY[NetFlow= L7 # 78—  (NetFlow collector
port) ] CHRE L £9, Meraki 217 ¥ 73 NetFlow L' a2 — K& U v A F 57 7 4 /L hDFR—
M 4729 T4,

ATy T4 EEARERFLET,
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ALY IDREHE

R

axvanzess I

10: Meraki 7 7 4 7 72 +—JL C® NetFlow DEZH1E

el \eraki AP LED lights on :

Clients wired directly to Have no access =
NETWORK Meraki APs
Woodstock IPv6 bridging Disabled %

What is this?

Network-wide Reporting

Syslog servers There are no syslog servers for this network.
Security & SD-WAN ysiog veiog

Add a syslog server

Switch SNMP access Disabled :

Ekahau location services Disabled: do not forward Ekahau blink packets %
Wireless

Aeroscout location Disabled: do not forward Aeroscout blink packets 4
Organization Sefvices

NetFlow traffic reporting Enabled: send netflow traffic statistics g

NetFlow collector IP

NetFlow collector port

. You have unsaved changes.
Firmware upgrades

Save | or cancel
Try beta firmware | Yes 3

WEIMBT 74 T AZOWTE, [ax7 YHAOEET 774 T A 2B LT
XV, a7 X TiEH, UTFE2RETEET,

e FEMCOWTIE., T RTE] 22RL T &N,

X, FAlEn-a~r R&EH LT, Secure Workload Ingest 777 A 7 A Docker =
YTFT, AR X DONetFlowvd 7' 12 b AL DJ A=V TR — R NaBHTEES, ZDavy
NiZ, ax22oaxs 21D, EHT 5K — NOX AT BILOHE LA — OB R FEE
SNDE TTIAT UV ATHITTEET, a7 ZIDIE, Secure Workload UL @ [ 7 &
(connector) | ~X—NZH D 7, FEMIZ OV TIL, update-listening-ports Z 2 L T 72 &0y,

AU D PR

1 ©® Secure Workload Ingest 777 A4 7 . A |1
(231 D Meraki 71 % 7 & DIk

1507 F >~ Ob— M) (231F % Meraki | 10
EEVE LD I
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ERSPAN O U %

ERSPAN [ZDULNT

SPANT—2x 2 hElE

axs4 |

AUV Y iR

Cisco Secure Workload (2331} % Meraki ==x~ |100
B D KEL

ERSPAN 2237 Z i35 Z L1125 V. Secure Workload IZ, Ry T —Z7ND/NL—FEB X
DAL v F b7 —#llT =2 2RV IATLZENTEET, 20OV a—va2EHTD
&, Cisco A v FNHRA D NT 7 4 v 7 % ERSPAN 237 ZIZHIfk L CILEET 5728, 7K
ANMIVIZ I 2T 2=V FEFITTHLENDHY TR A,

Encapsulated Remote Switch Port Analyzer (ERSPAN) %, 1Z& A ED Cisco A A v FIZHIET D
BERETY, ERSPAN X, Ry FU—2 TN XL o RSN 7 L —L&2I 7= 7
L. Py M7 EMMELT, VE— T T 74 FITHELET, =2—V 1%, BT
AA v F EDA B =T 2 AR VLAN DU X b ZEBIRTE £ T,

—fRIZ, By F Ty T 12U EDOR Y N — I FRA A TEETLERSPANE=Z Y )
Yo alrEREL, NI T4 I T FIAVICEEER SN WA E— K Xy hU—7
TNA ATHAHERSPAN £E=HX U o Ty a Bk ELET,

Secure Workload ERSPAN =2 ¢ 7 # T, %6 ERSPAN v a v & I T7 4 v I T F T4 Y
MSRED W TRt XN D728, SecureWorkload YV =2 —> 3 VA L CTAA v FToudet v
VarEBRTAMNEIIH Y A,

4% ERSPAN =2 %7 XX, 7 7 AZ|ZSPAN =— = h %48 L E£7, Secure Workload SPAN
T— x> MZ, ERSPAN /X7 v hDO&HEELT A I 5 ITHE Rk S 728 @ Secure Workload
T—V T, VATIDSIEERSPAN By g v EFEIERIC, ST S ENET L—
LD T MLEHRELET, FD%, @5 D Secure Workload =— = b Xk H i 7 m—
OB L THRELE, ER-afitto— o FEIRRRY, TR v H—T oA A
DOIERAERE LET A,

ERSPAN QlIngest 7 754 7V R & 1&

Secure WorkloadERSPAN O Ingest 777 A 7 > AL, 3 ->® ERSPAN Secure Workload = % 77 %
ZEWNERCTHEITT D VM T, WD Ingest 7774 7 > A LA L OVA £721% QCOW2 % i
LT,

Baxg XL, 1 DODVNIC & 225D vCPU 27 (HIRZ +—X 72 L) MNPHLAICEID Y4 T5
=B HD Docker = 7 TN TEITEINET,

ERSPAN =t 7 Z X, =T F 7R A b4 <VM hostname>-<interface IP address> #£f->7 7 A ¥
IZ ERSPAN =— 2 = 2B LET,

aRryg KL — ) M, VM, Docker7 —F ., F7zidDocker 2T F DV T v 2ET-
IIFEEIRE S, SREFEITE TS INLE T,
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I ERSPAN £ v v 3 v oE A% ]

\)

(X)  ERSPAN IRV X DAT—H AL, [2%*7 % (Connector) | X—TIZHEINET, [T—V =

¥ FU AN (AgentList) | X—YZZM LT, k925 SPAN =— = N OIRAEZ FEFR L T
TIZ&EW,

WMBIMEAET S TFA T LV AZOWTCIE, ax XHOEBT 774 T A LT
&V, ERSPAN a7 A DA, IPVAB L ONIPV6 (T 2T VA v 7F—K) 7 RUARY

FENET, 72770, TaTNVAZ IOV R— MIXR—ZROMETHDLZ LITHEEL
TLEEW,

%{ETERSPAN v < 3 U DER A

WOFNEIL, Nexus9000 A1 v FHTY, D 2Aa7Ty M7 —ATlh, REFTENET
BG83 H0 £, WThoGad, RETHI AT Ty N 74— AT HAARD YV
2Aa a4l b—ary HARBEBRLTLIEEN,

11: Cisco Nexus 9000 T 0D ERSPAN %15 Tt D&Y

Enter the configuration mode
# config terminal

Configure the erspan source IP address
(config)# monitor erspan origin ip-address 172.28.126.1 global

Create and configure the source erspan session
(config)# monitor session 1@ type erspan-source
(config-erspan-src)# source interface ethernet 1/23 both

(config-erspan-src)# source vlan 315, 512
(config-erspan-src)# destination ip 172.28.126.194

Turn on the monitor session
(config-erspan-src)# no shut

Persist the configuration
# copy runnin-config star'tup—conﬁl

EROFINEIZEL Y, ID10 DE(EITL ERSPAN v ¥ a U BERENE Lz, AA v TFiE, 4~
B —T A A ethl23 DASI LS (both) 7L —LA, BILOVLAN3LIS & 512 FOT7 L—A
IV I LET, I TV T EINET L—AEESIE GRE N v MR, EEC
IP172.28.126.1 (ZDAA v FDILIA LB —T A ADT RLRA) L5024 IP 172.28.126.194 73
BENET, THiE. ERSPAN VM THREIILTWASIP 7 RLAD 1 5TY,

HR— kI TLVS ERSPAN 5=

Secure Workload SPAN —=—/ = > F &, 2R STV 5 ERSPAN RFC TRt L 72 ERSPAN #
A7 I, BEXOM A7y NERBITEET, LN - T, Cisco 7 /3 AT L - TERE
AU72 ERSPAN /X7 M IALBERTHE T, RFCIZHEML L TV R WO H TliX, VMware vSphere
Distributed Switch (VDS) (2 & > TApk 4172 ERSPAN /37 v M LB CX £,

a9 4R .
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axs4 |

B ersPaN 2 ER£RET B0 T+ LR LOEEEE

ERSPAN 31

il

TERETIEDNITA—T VA LDEEEE

ERSPAN i$(ZcDAKR— F/VLAN U A h ZEEITER L EF, SPANT— = MMIiE2 o0 H
HAVCPURH D £, By a  ZLoTRED Ny MRERIN, =—Y = hOWLER
BEANERT DA REMERH Y £4, =— Vx> FOEENEZBZ 537 v FEZIELTND
Bt. 77 AZO [ERZAHMETZ— 2 & (Deep Visibility Agent) ] X—Y D [Z—V =
k%4 BRP (Agent Packet Misses) | 77 ZICE RSN ET,

ERSPAN EZ 03 7 — VU 7325 7 L—ADOFMARTHEIL, @I filter ffAF— TV — N %
FBEL., ACLRY —&2FEHL TITWET,

A2 v FTHR—FENTWEEE, BEIEImuF—"7— R&2#H L T, ERSPAN/X7 v bD
EAREEL=y F (MTU) ZZE345 X 5|2 ERSPAN Gt vy a v 2RETEET (@
W T 74 MEIX150031 8) o MTUfEZ/NSLS T8, Ry NT—=T AT F AT
F % T?D BERSPAN R O HNHIR SN ET N, =—V =2 bOT—27 v — RNEI 7y b
HALCTH D20, SPANT—V x> hOAMICITHELEFE A, MTUEZ /NS T 55481,
7 =7 L —2HIT 160 NA FDAR—=Z &R L T 7ZE VY, ERSPAN ~ vy #—F— /3 —
~y ROFEMMZOWTIE, #BREENTW5D ERSPANRFC #Z B L TL 2 &0,

ERSPAN IZIE 3 DD N—=T g URH D E3, N—T 3 UAV/NIWIEE, ERSPAN ~» X —D

A==~y RIHMELS 2D 9, N—T 3 VB L Tk, ERSPAN /37~ MZ QoS AR U
v—mM L, HEO VLAN EREZRECTE E4, N—Ta VITIKE, E5ICEL OREN
EENTWET, N—T g I ILEH . Cisco AA v FDF 7 /)L ~T7, Secure Workload

SPANT—Y Y MI3DDON—V g 2T _XCTHR—FLTWETH, BFEFATIE. ERSPAN
N=a N BIPU Ty MZEHEERLEMERITFAL TOERE A,

X2 )T DEEFEE

ERSPAN 7 & b XL —F 4 7 VAT LD AR~ 2 1% CentOS 7.9 TH Y, =
M5 OpenSSL H— 3—/7 T4 T > b X r—UNRHIBR S TWET,

VM 2SEEI L, SPANT—2 =0 b o T RERESNS & (WREEEEOLE5 000 £
) N—=T RNy T PUNDXy T =T A H—T oA AR~ NIERRENEE A, #
D=, TTIAT VARIT 7 BATAIIIZEDa ) — VT LN FERHY 4
Ao

VM*y hT—27 A H—T xA AlIDocker 2T FHNICBEI LE Lz, =27 1%, TCP/UDP
H— k2T, cent0s:7.9.2009 ~—Z D Docker £ A —Y & FITLET,

F7o. T FITEAMER (—privileged 472 3 > 72 L) (2%, NET ADMIN FERE & L
TEITENET,

FR—, avTFRIMREINEBETHL, VMZ R FOSIFar T FoRNENrLEEI NN
XolcTrR&TT,

AA NN TEITENS Secure Workload =— P = > N THERIIRMMO T XTHOEX=2U T 4 LD

ZEHEIHIL, Docker = 7 W THEIT X5 Secure Workload SPAN =— 2 = > MI b &
nFE7T,
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r3ILva—7425 |

STV a—TFay

TIARABZD[F=H ) T/ m— = FOWE (Monitoring/Agent Overview) | ~X— 712 SPAN
T—Vx NRT I T 4 TIRREE TR ST %IE. ERSPAN AR~ & o CEYET 2 3L 72
<, 2= —Ruel A rTHLELH EHA, ==V FRFRINBNVGEAEL, 7a—
M T AZITEE SNBRWIGEEIEL, ROIGHRBSREOMEE R ET 2 DITHELHLET,
WEORETIE, VM TROEREERTEET,

* systemctl status tet_vm_setup LD, UCCESSE T AT —H Ao TCWAIET 7T 4

T —E AR LR—FENET,
* systemctl status tet-nic-driver [l &LV, 77T 4 TR —EANLHR—FINET,

® docker network 1ls LCJ: @ .5 00)* b4 ]\ U—7 (host\ none %‘J:U\ 350D erspan-<iface
name>) 75§ I/ﬂs‘_‘ ]\ éﬂij—o

sip link \ZED, =T N7 S U H =T 2 f ADINRLR—FENET,
s docker ps IZE V., 3 ODFETHO 2 TFNRLER—FINFET,

¢ £ 32T F D docker logs <cid> [ZIFRD A v E—UNEENFE T, INFO success:
tet-sensor entered RUNNING state, process has stayed up for > than 1 seconds
(startsecs)

* docker exec <cid> ifconfig 2V, I—T Ry 1Mz T1 oA v H—T = A ADH
NLAR—FENET,

* docker exec <cid> route -n IZ XV, T 74N " F— T =2 AN LAR— b INET,

* docker exec <cid> iptables -t raw -S PREROUTING (ZJ ¥, /L —/L -A PREROUTING -p gre

-3 pROP ML AR— FEXNET,

EFROWTIZ LY TITELRWEEIL, /local/tetration/logs/tet vm setup.log D B A
V7 a2/ T, SPANT=—Y x> har T ORBAKRN L-BEAZHEL T EEN,

T — = > b OXGR/BEGEOREIL, docker exec 2~ > RZMHHL T, RmA M TEITEIN
TWHE—V = bERUFETR I TN a—T 4 v I TEET,

* docker exec <cid> ps -ef |{CdH ¥, tet-engine, tet-engine check conf D2 A AKX
A, BEW Jusr/local/tet/tet-sensor -f /usr/local/tet/conf/.sensor _config D 2 A
AR AP LR — R SET, 1 21droot =—HF— b 9 1 Dl tet-sensor = —H — (27
%)%)@T'é—o 7][]%\_/(‘ 7013‘{27(’\7*‘—‘:/\\? /usr/bin/ python /usr/bin/supervisord -c
/etc/supervisord.conf -n A v AKX AR LAR—FENET,

* docker exec <cid> cat /usr/local/tet/log/tet-sensor.log )N SV 7R =874

MFERSNET,

* docker exec <cid> cat /usr/local/tet/log/fetch sensor id.log WZED, ==V = b

Bigkn 7 FRINET,

* docker exec <cid> cat /usr/local/tet/log/check conf update.log 20, %%E%ﬁﬂ_\g“‘

Vo rnuZnFomshEzd,

a9 4R .
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TV RERAY

MENZJSE U T, tepdump 2 2> 7 F D%y U — 7 ZRTEMIZERE L.,

NI4T RS —TEET,

axs4 |

a7 EDORD

1. docker inspect <cid> | grep SandboxKey Z i LT, a7 F D x> MU — 7 4 HiZE/H]
(SandboxKey) # Huf3L £,

2. aVTFOFxy bU—7 4REI22H nsenter --net=/var/run/docker/netns/... |Z%F L TERE L

=7

3. ethO traffic tepdump -i eth0 -n € =% — L F7°,

ERSPAN =13 7 ¥ O K

ArYwy il R
1 > Secure Workload Ingest 777 A 7> A |3
\Z8B 1+ 5 ERSPAN =1 %7 X D KX
1207 F 2 Ob— M) 28T 5 24 (TaaS DAL 12)

7 B Dl R

Cisco Secure Workload (2331} 5 ERSPAN =2 ¢

450

O =E SR

TV RRA hOaxy Zid,
ij‘o

Cisco Secure Workload D= iR A > b7 A &g L

AR 43

Bl

RE7TS547 R EICER

AnyConnect

Cisco AnyConnect Network
Visibility Module (NVM) 7125
TUAN)TF—ZHEL,
TV RARA 2 bR
ra—P—EETHE L
R

Cisco Secure Workload Ingest

ISE

CiscoISE 7 7o A4 7 v AT
LoTEIHENEZ Y RAKRA
YhEA VR NYIZET S
HWAENEL, = RARA
MRy M) Ea—F—Jg
X7 TN —T7T L
(SGL) Tifk L7,

Cisco Secure Workload Edge
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WBEIMIABRT 7T A T 2 AW T,

éb\o

AnyConnect I 7 &

AnyConnect a4 % 4 .

lax 7 ZHOIRT 7747 A 2BRLTLKE

AnyConnect = %7 # X, X v FNU—7 A[fitkE Y 2 —/L (NVM) %1ifi 2 7= Cisco AnyConnect
X2 T EEV T4 I TAT VU MNEFTTEHZU RAA L MEBEELET, 20V Va—3
YERMEHATLE NVMBFA N, S F—T A4 A 7r—La— & IPFIX JEAT

AnyConnect AR 7 Z 72 EDa Ly ZIZFEET DD, RAMIZ RRA L FTY 7 MU=
TV NEFETTHRLERDY £H A,

AnyConnect =2 %7 Z %, IR 7R
1.

FATLET,

KX RRA N (TAZ by T T by Av—bT7 xR EOHR—FINT
Wb —H—F /A R) % Cisco Secure Workload C AnyConnect =— "= > h & L CTHgk

LET,

Cisco Secure Workload ZfffHH L C, B INTZZ U RRA U b A v H—T =2 AD A

FyFray hEEHLET,

BikInizo o RBRA v Mo T2 I AR — h a7 v —1E#H% Secure Workload =

L7 ZIZEELET,

AnyConnect =2 %7 Z |2 X > TBHf &N D= RiRA > b Ty —%24T+ 257 mEAD,
TR ART T ay NEEHMICEE LET,

KB RRA v hTrZ A LTWDH—HF—T4f57 % Lightweight Directory Access

Protocol

VBT ET,
12: AnyConnect 2 - %

@& CiscoTetratizn’

i You do not have an active licenss

AnyConnect @

© Info  IPbindings  Endpoint  LDAP  Log  Troubleshoot
Listening for
3 IPFIX  on  172.29.142.107 : 4739/ udp
a
=
Enabled on July 25, 2019
4
3 Tetration Data Ingest Appliance
Enable Another
Delete
Capabilities
Flow Visibility  Process Annotation
User Insights  Endpoint Insights
Inventory Enrichment
alialn
cisco
https://esx-2106 tetrationan: alytics.com

. The evaluation period will end on Sun Oct 20 2019 23:32:37 GMT+0000. Take action now

(LDAP) BMEAZMFEHL T, = RRA LV F AL EZ—T A ZADIP T KL RAIZT

E==EE © Monitoring - @ ~

a9 43
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https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect47/administration/guide/b_AnyConnect_Administrator_Guide_4-7/nvm.html
https://www.cisco.com/c/en/us/products/security/anyconnect-secure-mobility-client/index.html
https://www.cisco.com/c/en/us/products/security/anyconnect-secure-mobility-client/index.html

axs4 |
. AnyConnect NVM [ZDLNT

AnyConnect NVM [ZDL\T

AnyConnectNVM (X, A>T VLI AL AT T LI ADM STy RARA > b &a—HF—DEhE
A B X OE=F2 ) 7 LET, RO THXRANEEFLTY RARA » Mo iEH a2 INE
L/i‘j‘o

1. TNRARIZVRRADRAVTER b : TS A/ RBEA » NEAG OFHFR,
2. A—¥—a TXR b+ 7u—lBEfT N ——,

3. 77Ur—ararTRR b vu—llEffTonTat R,

4. OF—232a TXR b ulr—rvarEa0EE FIRFERES) .

5. LI VTFRAL 555D FQDN, AnyConnect NVM X3 DD 4 A 7D L 22— K&K
LET,

NVM L a—F iER

IVRKRA > rLa—F —EOT A X5+ (UDID) | RA R
£, 0S4, OS "—V g, BT lo
FRA A RIRA » MMEHR,

18—z (ALa—F T RHFEA 2 NUDID, A v &% —7 = A A
Hitkpl 7 (UID) \ £ v H—T A A AV
TIIAAVHE =T 2 ARXAT AV
H—T A A%, MACT RL A E, =
RARA > FOKA L H—T oA AT
THH,

Flow Record T RARA L MUDID, f v H—T = A A
UID, 5 # 7V (FE70/565E IP/AR— FB &
NFaban) (. AT T "ANA "D
b e AR, 22— —1ER, 5Ek0
FQDN 72 &, = KR A > F TR SN D
7 a—|ZOWTDOIER,

FLa— R, IPFIX 77 b 2B TAERB L O 7 AR —bEnET, 7354 ZAPMEEF ~
rT—2 (7L I A/VPN) IZH DA, AnyConnect NVM ITFRE SN2 L7 X |Z L a—
KN%&x 27 A3 — Fh L%E7, AnyConnect 2327 %X, AnyConnectNVM 75 IPFIX A kU — A%
ZE L THPETE 5 IPFIX =2 L7 X O—fT7,

N\

(G¥)  AnyConnect =+ 7 % (X, Cisco AnyConnect EX =7 FEE VT 4 7 TAT L hDO/R—T 5 42
IR AnyConnect NVM % H7R— h LE 7,
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AnyConnect NVM O 5% 7 5% .

AnyConnect NVM 0% %€ /5 %

NVM L o— FO0E

Cisco Secure Firewall ASA & 72 X Cisco Identity Services Engine (ISE) % f§ L T AnyConnect NVM
2 AT 5 FIEIZOWTiX,  [How to Implement AnyConnect NVM ] [#5E] & L T 72 &
VW, NVME YV 2 — U RE IS, NVM 7' r 7 7 A L& HRE L, Cisco AnyConnect & & =
TECYVT A ITAT Y PEBBT O FHRA L My v a LT, U A M= 08
DY ET, NNM 70 7 7 A VA fRET DB R— T 4739 @ AnyConnect =1 1 7 # Z 53 X
IIWZIPFIX 2 L7 X 2R ET DMERH ) 7,

AnyConnect = % 7 %%, Secure Workload AnyConnect 7' &2 % 3 =— = > h & LT Secure
Workload |2 & B &k S IVET,

AnyConnect 2% 7 X, KIZRT X 912 AnyConnect NVM L 21— RZALEE L £ 97,

IVRRA4bLO—F

AnyConnect AR 7 ¥ N RIRA v M a— REZET 5L, £Ox 2 RARA > M Cisco
Secure Workload = AnyConnect =— = > b & L CEEEIE T, AnyConnect IR 7 & (X,
NVM L 22— R ET D5 RARA » MNEA O #H & AnyConnect 2 % 7 # OFEMEZH L
T, T RRA U MERBELET, =2 RARA » bBER S5 &, Cisco Secure Workload P
DWTNND A LT Z~OF LW ZFRT 2 2 LICk b, = RS hOTF =27 1—
VINEINCIRD T, ZOZV RERA U INLDT VT 4 BT 4 (Zr—La—R) &S50
T, AnyConnect %7 #|X, 7 T AXTZDxTY RiRA > MIxEd 5 AnyConnect = —3 =
¥ hEREHIC 20~3045) Ty A LET,

AnyConnect NVM [%, 49 LD —V =0 b=V g U CIKERBMBLET, 74/ FT
IZ. AnyConnect = R7RA > ki Cisco Secure Workload £ T/3— 3 > 42x & LTEESN
F9, ZTONR—TVa E, AR — K &EiL5H AnyConnect NVM D fg/W3— 3 U EEBRLET,
N—3 3 2 4.9 LIBED AnyConnect =2 RARA > s D4, Secure Workload ED %75
AnyConnect =— = > MZIE, £ VA M=V SN TWNDHEBEONR—T 3 UHARENET,

\}

G¥)

LHLLTH, RBBY THA,

AnyConnect T—3 = kDA > A h—)L/3— 3 1%, Cisco Secure Workload (2 & » “CHill fifl &
AUEH A, Secure Workload Ul C AnyConnect =2 KR A ' ho—Y = h&27 v 77 L — KL

A3 —T /4 A La—F

AR =T 2 A ADA v F—T 2 AL a—RIPT KL AL, AnyConnectNVM 1 & —7 =
AZAL A= RO—EHTEDHY FHA, AV F—T A ZADIPT RLRAZ, T F—T =
AADTY RRA Y Mnb7a—Lba— RBREFEINVBDL EXICRESNET, 1 ¥ —
T2 AADIPT RUVARREEZIND E, AnyConnect 217 XX, IP T RUANRIE I NI=Z
DT RRA L ROTRTDOA U H—T = A ADFERIR AT v 73 3 v k% CiscoSecure Workload
DORERE —NR—IZEE LET, ZHTEY, VREDA VH—T oA AT —FZ |ZEEfHT B,
INEDAUE—T 2 RAZHERFETH 7 =N DVRF Tv—27 ENDHLH1T0 E7,
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https://www.cisco.com/c/en_in/products/security/adaptive-security-appliance-asa-software/index.html
https://www.cisco.com/c/en/us/products/security/identity-services-engine/index.html
https://github.com/TetrationAnalytics/examples/blob/master/3.3.1.x/How-To-Implement_AnyConnect_Network_Visiblity_Module_Rev2.pdf

axs4 |

B windows T2 ko > b0 uDID DESE

Flow Record

7ra—Lla— R&EZ(ET 5L, AnyConnect 2R 7 X |L% D L 21— K% Secure Workload 23 #%ik
TEHRANITEH L, DT FRA > MRS 57 —2 7 L— %4 L T Flowlnfo %z 15(3
LET, BT, 7r—Lba—RIgEns et R WML — I MRIFELET, £,

AnyConnect 7 % 7 Z |ZLDAP R ENRIE SN TN DEA, = RERA v hor s A va—F—

DEXTEW > LDAP BHEDENRE S NET, BIEEX, 7o —038ELTE=y RFRA U FO 1P

T RLURICBEST B TCWET, T, a2 E#R &2 ——F LA Cisco Secure
Workload 127" v v = ENFET,

)

GE)

% AnyConnect 2% 7 # X, 1 DD VRF DAHDTY KKRA > NA UV H—T = A A7 —%H
HLET, AnyConnect 2R 7 ZIZL o THESNDT Y RBRA L e A —T = A AT,
Cisco Secure Workload D =— x> b VRF 27 4 ¥ =2 L— 3 UI|ZH-SUW T VRFE [ZBE )
T HHVET, AnyConnect =2 RARA > h D Y IZ AnyConnect 2R 7 X =— = MIZ L5
T/ AKR—FShi7e—iE, WL VRFIZBLET, =— V= hD VRF ZRET HI
X, [ (Manage) |>[T—2 x> bk (Agents) JICBEI L, [#Ak (Configuration) | ¥ 7 %
7V w7 LET, ZON—TD[T—V =2 bOUE— FVRFHEK (Agent Remote VRF
Configurations) |27 3 a > T, [#&KDIER (Create Config) 1% 2 U v 27 L. AnyConnect =
X7 ZICEATHEEMERRELE T, 2O 7+ —ALTlL, VRFO4L4RT, ©=—J = b V&
F—=AESNTWLRAMDIPH TRy b, BT o—ba— &7 722 EET 2 ThE
YD & DR — MNESFOHPEAZ RIS D L) lIca—F—ZBRLET,

Windows T > KR4 > FT®O UDID DEHE

TV RKRA L b=V UBREILT—NT oA A=V b ERINTGA, Bllinzd3XTox=
¥ RARA Y FOUDID R[E—ThHLHAREMENRH D £3, [F—D8%HE, AnyConnect = 1 7 4 X,
[[—®UDID #ffOT RARA v b by RARA v hba—R&%(E L, [A L UDID T Secure
Workload IZ 8% L£9, a7 Zi%, TNODTY RRA Vv MinbA v E—T = AE121E7
n—Lla— REZETLHE. T —FZBEMT 572 9IC Secure Workload ™ 1E L W AnyConnect
T—Yxy hEHBITE WD, TRTOT—H% 1 DO RiRA > MIBE#EMT 5
(T TIEH Y FHA)

Z ORBEIZH LT 5 7212, AnyConnect NVM 4.8 U U — |2k, = KA > T UDID %
O THAERT % dartcliexe &9 Y — L3EFH STV ET,

e dartcliexe -u X, —> KA1 > F® UDID #EE L £,

o dartcliexe-nu i, T2 RRA > PO UDID ZHER LET, ZDOY—LE2ETTDHITIEL,
WOFIEEFEH LT IEEW,

C:\Program Files (x86)\Cisco\Cisco AnyConnect Secure Mobility Client\DART>dartcli.exe

-u

UDID : 8DODIESFAOABO9BE82599F10068593E41EF1BFFF

C:\Program Files (x86)\Cisco\Cisco AnyConnect Secure Mobility Client\DART>dartcli.exe

-nu

. IR 43

Are you sure you want to re-generate UDID [y/n]: y
Adding nonce success
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R |

UDID : 29F596758941E606BDOAFF49049216ED5BBIF7AS

C:\Program Files (x86)\Cisco\Cisco AnyConnect Secure Mobility Client\DART>dartcli.exe
-u
UDID : 29F596758941E606BDOAFF49049216EDSBBI9F7AS

EHE R

AnyConnect 2 %7 # %, AnyConnect =2 RARA U hA L R_RU MY TFrEARF Y TSV ay
b & a—PF—=F LB EMIICEE LET,

1. [FvEARXF w7 a2~ (Process Snapshot) ] : AnyConnect =7 Z %, 577 LIZ,
ZORRTr =NV TSN TND e A Z2#~, ZOMBETICT7 o —>ndH o3~
TOZ RRA L FDT v AZAF v T ay ha2RELET,

2. [—%—F L (UserLabels) ]: AnyConnect = %7 X%, 2532 &L12, v — /L THREF
SN TS LDAP 2 —HF =T L&~ ZNHDIP T R ADa—PF—F L2 F
LET,

2 —HF—F~LHIZ, AnyConnect =17 ¥ X, MkIZET 522 —H—D LDAP @0 —
HNAT T gy MEERLET, AnyConnect 2 17 X AN 72> T % 54E . LDAP D
BRE (= N—/K— MEHR, 2—F—ICEH L TGS B, 2=V —&2E0RME) 2
RSN DGERH Y £T, SHIZ, LDAPH——{ZT7 7 AT 572DDLDAP = —H#—n
TAERNREIND Z b H Y 9, LDAP 22— —n 7o UIERIERE 5L S,
AnyConnect 27 Z CRABEINDHZ LIExH Y FHA, 7T 3 T, LDAP—_—TZ4IC
T 78 AT 572D LDAP GEHEORAL S AIRE T,

\}

() AnyConnect =7 Z %, 24l &I LWV 2 — AV LDAP A v v a » MEERRLET,
ZOMM@IE, 2% 7 XD LDAP ZECTEHE T £,

AR ADRERE
WA T A T A OWTUL, Tax 7 ZYHOERT 77947 A ZRLTLTE
IV, IR HTIE, UTFERETEET,
« LDAP : LDAP & &1L, LDAP RO AZ VR — L, =2 —V—ZITxI57 2 @42 8R

THU—rTn—t a—P—TLICHRESNIRK6HSDDBEMED Y A R &Rt L £,
FERIZOWTIR, TR 22 L TEEn,

e TV RRA L b ECOVWTIE, [ RRA U FORERE] 2L T &N,
e B J L HMICOWTIR, TrRIZRE] 2BRL TSN,

XHIC, FAlESnza~r R&EH LT, Secure Workload Ingest 777 A 7 A Docker =
VTS T, ARV EDOIPFIX Fu b ald A=y VR— bEEHTEET, Zoavo R
X, 2R Z0axs 21D, EHTHR—MOX A7 BEXOE LA — FOF#@3 RS
nNoE, 77IATATHITTEET, 27 X ID L, Secure Workload Ul @ [ 7 ¥
(connector) [ X—UIZH YD £, FEMIZOUVTIL, update-listening-ports ZZ M L T 72 &0,

| a9 4R .
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ALYy

PR

1 > Secure Workload Ingest 7 77 A 7 > A
\Z31F 5 AnyConnect = R 7 & D g KEL

2T B DRI

1207 ) b Ob— M) 128175 50
AnyConnect = R 7 Z D KK
Cisco Secure Workload |Z#51F % AnyConnect = | 500

Cisco Secure Workload @ ISE =% 7 # %, Cisco Platform Exchange Grid (pxGrid) ZffH L T
Cisco Identity Services Engine (ISE) (ZHfE L. ISEIZ L > THE SN DT FaRA > MY
2ar7TXAMERERBLES, 2OV )a—vaalilToL, 20 KAV bOBE

MAZT—=HERGFTEET,

Cisco Secure Workload @ ISE = 7 # |%, Cisco Platform Exchange Grid (pxGrid) % L T
Cisco Identity Services Engine (ISE) & ISE Passive Identity Connector (ISE-PIC) (2% L. ISE
ko THESNDIZ Y KRS bOa T XA MER (X2 T—472L) ZEHLET,

ISE 27 2%, IROREEZEITLET,

1. ISEIZXoTHEREINDET Y RARA > %, Secure Workload TISE =2 RaRA > h=—

Ve b LTRELET,

2. Secure Workload ~D Z N5 DT RARA o MIBET 2 A Z T —Z1F#H (MDM OFEH, 32
G, EX 2 VT 4 I —TF 5L B EET) AEHLET,

|

3. EHWIICAF Yy ay FEER L. ISE CERENDBT VT 4 TR RiRA > R T

FTAFERHFLET,

. ax9 4
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13:ISEq 17U 3

Connector
ISE @

Info ISE Instances LDAP

Enabled on January 6, 2023

Edge Appliance

Capabilities

User Insights

Inventory Enrichment
Endpoint Insights

Software Compliance Posture

MDM Insights

There are no ISE Instances configured

Alert

Troubleshoot

NEECYE

Add ISE Instance Config

Cisco Secure Workload @ ISE = R A > b & L CHlkBI ENE& = RRA > M EBREL

ij_o

MDM DM, 728

ik, X2 VT4 S V—F 5L ISE Z L —74% . BIWISE 71—

TRATIE, = RiRA v MZBT 5 Cisco Secure Workload D X % 5 — X {58 & T L

ij_o

EHRNC AT v T gy FEER L. ISE CTRRENDT VT 4 TR RRA LV N TY

TALEHEHLET,
14:ISEq Y 3

Connector
ISE @

Info ISE Instances LDAP Log

There are no ISE Instances configured

Enabled on January 6, 2023

Edge Appliance

Delete Connector

Capabilities

User Insights

Inventory Enrichment
Endpoint Insights

Software Compliance Posture

MDM Insights

Alert

Troubleshoot

Add ISE Instance Config

a9 43 .
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)

ZISEax7 ZE, 1 DOVRF DTV RiRA LV oA Z—T A4 ADHZHEKLET, ISE
AR Ko THEENDSZ Y RARAV F&A X —7 A AE, Cisco Secure Workload ™
T—V = P VREREICESE, VRFICHEMNITONE T, ==Y = PO VRFEZRET D
(ZiE. [EHE (Manage) |>[IT—Y x> b (Agents) 118 L. [#Ak (Configuration) ] # 7
Vw7 LET, ZTOX—=VD =Yz DU E— FVRFEE (Agent Remote VRF
Configurations) | &7 > a > C, [EEDIEK (Create Config) |27 U w7 L, ISEax7 ZIZ
BT 23 MAEELET, TO74+—ALTIHL, VRFOAHT, =—Y = FBA VA =L 3N
TWDAARARDIPH 7 % v b, I Cisco Secure Workload @ ISE =2 RARA > B XU
VHE—T oA AERET HAMREMEN D H R — NE S ORI S L Ic— T ER L
£75

AT ID/REFE

G¥)

)

ISETZY RARA v b=V ME, [T—V =2 FU A b (AgentList) ] X—JIZIXFFE RSN
FHA, fbVIZ, BYEEZFFOISEZY RARA U FE[A X2 b U (Inventory) |»3—T#
RTEET,

GE)

ZOMAITIL, ISE/X—T 3 24+ & ISEPIC X—2 3 V0 3.1+ BB T,
Z AL, ISE/N—T g U 2.4+ NLETT,

VBIRMRABT 75 A4 T ROV TL, [aRx 7 ZHOERET FI9A4 T 2] ZHBLTLTE
W, ISEax 7 Z DA, IPVABEIWNIPV6 (T a7 VAKX v 7 E—R) 7T RLARYHR—k
SNFET, 2L, TaT7 VAT I DOPR—FMIR—FERETHILIZ EIEELTLEE

AN

X7 ZTIE, WORENFHFAISNTNET,

. ax9 4

*ISEA AKX A ISE a7 XL, MESINRELEHEH L TISE DEE DA v AH

ANHEGTEET, KA A2 AL, ISEICHEGETL-ODRA MBI — R4
L EBICISEGEAED 1 7 A UAERNBMLE T, FEMIC OV T, (ISEA V AX L AD
RIE] LT EEN,

« LDAP : LDAP REIL. LDAP BIHEOME AR — L., 22— —LIZx5T 5 @itk 2%

W& —r7a—b 22— —TLIZRIGEENIHK6 DOFEMEDY A N ERt L E
T, FEAIZOWTIR, TRt 22U T 7EEN,

e TV RARA VB FEIZONWTIX, [ FARA U FORE] 2L TITZEN,

e /L EEHIZOWTIE, TV RRA L FORE] 2L TLTEE N,
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ISEA4 VAR VADERTE

st o24 205z |

R 15:ISE4 VR B U ADHRE

\)

(GE)  Cisco Secure Workload /X—37 3 > 3.7 LAK%, Cisco ISE pxGrid / — K SSL AEFAEIZIE. Z Ok
BDEDICY TV MUESL (SAN) 2SLFE|Z72 D F9, Cisco Secure Workload & DA %
FATT DR, ISEFHENISE / — FOFBFERELZITT o> TWNDH I EZHERL T EENY,

pxGrid / — FOFEEZ MR L. SAN BEREIILTND0E ) a2 2121L, WOFIE
ZFEITLUTISE MO DFEHEL R T HMLERNH Y £7,

FIE

ATy 71 [EE (Administration) >[2XT L (System) |25 [FERAE (Certificates) ] IZENL 7,
ATw T2 EAZEDOEH (Certificate Management) | T, [V AT LFEHZE (System Certificates) ] & B4R

L. MEASND] pxGrid FEZEZEINL, [ (View) ] Z1ER L T pxGrid / — FREHE
EHERLET,

ATYT3 AHEEZZa—L L, BTV MEARZORMEICRESN TS Z L 2B L%

*9“0

ATy T4 ZOFHEZ. AR (CA) ICE-oTELENTWAXLENHY . ZiuL. CiscoSecure

Wmmme:zy& ﬁ%énémmmﬁ?47yhﬁ%%@%@ﬁ%ﬁ%émfwé%
ERH Y ET,

a9 4R .
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16 : H %075 ISE pxGrid / — REEBAZ Dl

Certificate Hierarchy

ce-ise27.

ce-ise27 {NEG_—_——

Issued By : ca._;.com
@ Expires : Fri, 2 Aug 2024 19:19:37 UTC
Certificate status is good

Organization Unit (OU) Tetration Engineering
Organization (0) SBG
City (L) San Jose
State (ST) California

Country (C) US

Serial Number B C 0:C2:03:1B:D5:80:57:00:00:00:00:00:
oC
Subject Alternative Names 1P:172. S |P: 1 SMSSSSS DN S ce-
ise27 M DNS ce-ise27.« QLN

AT w75 OpenSSL A A b —/LENTWHEEDKA T, IROT 7 L— h &M LT pxGrid 7
TAT v FEAEBAEREZERLTE LRV E LT,

[reql
distinguished name = req distinguished name
req_extensions = v3_req

x509 extensions = v3_req
prompt = no

[req distinguished name]

C = YOUR_COUNTRY

ST = YOUR_STATE

L = YOUR CITY

O = YOUR ORGANIZATION

OU = YOUR ORGANIZATION UNIT
CN = ise-connector.example.com
[v3_req]
subjectKeyIdentifier = hash

. ax9 4
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ATvT6

st o24 205z |

basicConstraints = critical,CA:false

subjectAltName = Qalt names

keyUsage = critical,digitalSignature, keyEncipherment
extendedKeyUsage = serverAuth,clientAuth

[alt _names]

IP.1 = 10.x.x.X

DNS.l1 = ise-connector.example.com

7 7 A V% [example-connector.cfg] & L CTHRAFL, A R 5 OpenSSL 2~ > K& LT,
WD~ RCIAEHFEEL TR (CSR) LREAEOME X — &£ L £7.

openssl reqg -newkey rsa:2048 -keyout example-connector.key -nodes -out
example-connector.csr -config example-connector.cfg

Windows CA #—/"N—%fEH L T, CAIZ L > CREIEE4AER (CSR) IZB4 LET, Windows
CAHI ==L HLTWDEAIE, kOa~> REEITLTpxGrid 7 747 > h® CSR IZ
BEHLET,

certreq -submit -binary -attrib "CertificateTemplate:CiscoldentityServicesEngine"
example-connector.csr example-connector.cer

Gx) Windows CA {ZIFRERHET 7 L — FRMETY, ZOTF 7 L— MZiE, ROk

RFNEENLTVDOIRLERDH Y £7,

a9 4R .
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= 17:53IHET T L— b7 T r—2 3 VR O —DHREF

Cisco |dentity Services Engine Properties ? X

Subject Name Issuance Requirements

General Compatibility Request Handling Cryptography Key Attestation
Superseded Templates Extensions Security Server

To modify an extension, select it, and then click Edit.

Extensions included in this template:
| Application Policies
D Basic Constraints

DCeftificate Template Information
D Issuance Policies

E Key Usage

Edit...
Description of Application Policies:
Server Authentication @
Client Authentication
oK || Cancel foply Help

. ax9 4
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ATy 17

ATvT8

ATvT9

st o24 205z |

BLHEINTV TA T MEAEE L— | CA % PEMEAXTHA Moav—LEd, T,
7747 hCSR EREX—%AKTHHRARNERUTY, OpenSSL #fEH LT, 7747
> MRERED X509 PEM JENThHh 5 Z & A8 LE T, OpenSSL ZfEH L TRkODa~v 2 R%
FITL, BAINTZZ 747 > M E%S X509 PEM ERUCEH L 57,

openssl x509 -inform der -in example-connector.cer -out example-connector.pem

WDa<y REFEHAL T, CAICE > TEL SN PEM 2RI HZ L HTEET,

openssl verify -CAfile root-ca.example.com.pem example-connector.pem
example-connector.pem: OK

GE) pxGrid ZfEH L7z~ /L5 7 — N ISE BBRDGE . 7 TD pxGrid / — &, Cisco
Secure Workload ISE =2 % 7 Z (M SN HAEAEZEHET HILENH Y £9°,

FIRDOBE DT 7 A NGB EEH LT, ISE 7 74 7 MiEE (example-connector.pem) . 7 7
A7 > % — (example-connectorkey) 5L TFCA (root-ca.example.com.pem) %, LLFIZ/RT
£ 912, Cisco Secure Workload @ ISE X EX—Y DENZEND T 4 —/L RiIZab—LET,

(G¥) Cisco Secure Workload DI Hi/N— a T v 7 J L— RT5EIIC, ISE 2 %7 X
ZHIBREL T, BEFORET —ZDHIBRENTWD Z E2MRLTLLEIN, T
TJUL—FKMET L, AT H LW T AN X &AL TISEa 7 ¥ E&EL
e

a9 4R .
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18:ISE3 Y 3 /E

You do not have an active license. The evaluation period will end on Sun Sep 012019 02:37:14 GMT+0000. Take action now.

ISE &

Info  ISEnstances  LDAP  ENDPOINT

New ISE instance

Name

Enabled on June 7, 2019

Delete ISE Client Certificate

Gapabiiities
User Insights | Inventory Enrichment ISE Client Key
Endpoint Insights
Software Compliance Posture
M insights ISE Server CA Certificate
ISE Hostname

ISE Node Name

Gancel Config Creation

B 19:ISEQ %Y 2 FRE

ax9 4

NewIsE instance ENter ISE instance name

Enter Client Certif

cate
Copy and paste ISE client certificate

Enter Client Ke

Copy and paste client key. This should be clear key, not password protected.

Enter Server CA Certificate

Copy and paste RootCA certificate
iseacmeors Enter ISE hostname(FQDN)

seacmeorg Enter ISE nodename

< Browse Gonnectors

===
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Create new ISE Instance Config

Marme

New ISE Instance

ISE Client Certificate

Enter Client Certificate
s
ISE Client Key
Enter Client Key
o
ISE Server CA Certificate
Enter Server CA Certificate
#

ISE Hostname

se.acme.org

ISE Node Name

sE.acme.org

Ignore ISE Attributes [optional)

Choose one or more

ISE IPv4 Subnet Filter (CIDR format) {optional}
172.26.231.140/23

ISE IPvE Subnet Filter (CIDR format) {optional)

2001 :db8::/32
Cancel Config Creation I Verify & Save Configs

R2:SEQRH BBE
J4—I)LFK ELiJE]
A ISEA Vv AX AL EATLET,

ISEZ 4 7 v MiEBE (SE Client Certificate) |ISE 7 4 7 FEHAEL 2 v — L CTALY 417
*9,

a9 43
I
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J4—ILF

B

ISEZ 7 A 7> k% — (ISE Client Key)

ISEZ A7 v bx—%at—LTCALY T F
T, 7IAT v hFR—lF, AT — R TRi#
ENTWARNWI I THXR—THLIVNENRHY £
‘d‘o

ISEH— X—CAZEBIE (ISE Server CA
Certificate)

Jb— F CAGFHEA a v — L CAE D AT £,

ISE D& A M4

ISE DR A 44 (FQDN) 2 A1 LET,

ISE®D / — K4, (ISE Node Name)

ISED/—R&&E A LET,

ISEEMEDIM (47> 2 >) (Ignore ISE
Attributes (Optional))

UZ 51200 EOISE B8R L £,

ISEZ/LCLAR—hENiz=y KRSV D
TRTOALTFAMFREIWD AL RNV
BlE. ToF T arEERALET,

ISEIPv4Y 7% v b7 ¢ /L% (CIDRIF)
73 a ) (ISE IPv4 Subnet Filter (CIDR
Format) (Optional))

&

DO IPv4 7 %y FE AL T, ISET v
RRA L " 2T 42 LET,

ISEIPV6 7 % v 7 4 /L% (CIDRIEZ)
7L a ) (ISE IPv6 Subnet Filter (CIDR
Format) (Optional))

A

BEHEDOIPV6 V7 %y h&E AL T, ISET v
RiRA v b7 402 LET,

\}

GE) «ISE /R A F4IZ FQDN Ot D IZIP 7 KL ARMER SN TV DEAIT,

SANDOIPT7 RVAEFEHLET, £ LAaneE, BHEARKTIAREENH Y £,

CISEDT VT 4 Ty RARA V FOBII AT v T ay FTIERL, ISEDFREE A b
Vw2 HET L7008 FHMMIC L > THEZR Y £9°, Cisco Secure Workload D= — =

v NKIZEIZ, ISE D OEBEO TNV L W pxgrid BHNCHK S AT v T ay N Th

D, BEITBELBMOT 7T 4 TRTANAAETT (FVAF T vay NOT 740
FOEHHE T 1 HTT) . ZNEOEFIIRDFEDNRR DD, 2 DOBFERLT L

Hb—HLRWNWZERHY ET,

ISELOI— FDWE

ISE 27 Zi%, WRIZHATH LI a— RELELE9,

. ax9 4
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EHME 2

R |

IVRRA4V bLOa—F

ISE 22 % 7 ZIXISE A » A X v AZHkE L, pxGrid 27 L Cz > RiRA > hOEF &2 T 27
TFATLET, ISEaRXIENBZ RARA U M a—RaZET5HE, ZOT 2 RRA LV ME
Cisco Secure Workload L@ ISE =— = > b & LTHEINFE T, ISE 227 ¥, NVM L
a— RICHFET DL RARA > NEBFOHEHREISEa 7 ¥ OFEHEEZFEH L T, = FFRA
VRNEBERLET, T2 RARA VAR ERENTEL, ROL D ICEELE T, ISEax7 ZiT,
TV RARA > b4 7Y =7 b % Cisco Secure Workload D2 —H—F~L L LTIKETHZ LI
X0, ZoFTV s A XU NYE{RICER LET, ISE a7 2R shizo K
WA FEISENBEAST 2 &, Cisco Secure Workload 7> 5 1 X b U sfb 23 B SV E T,

tXa)F4 JL—T La—F

ISE 27 2%, pxGrid /L CEFX a2 VT 4 JV—7 TV OEFIZHT HEH 7 2
7747 LET, ZOLVa—RKEZETHE, ISEaxT ZiEn— LT —ZX—AZHERFL
T, ZOT—HFX—REFEHL T, = FKRA > b a— ROZ(ERFIZ SGT 4 2 fEIZ~ v
v LET,

ISE 237 21X, ISE-> RiRA v bAoA Xy N Ca—P—F-ULiEMics LT,

1. [ RARA 2 hMAF > a v b (Endpoint Snapshots) ] : 20 Kffi] & & 12, ISE 27 &
X, U RRA L X2 VT A IN—T TV DRAF T ay hEISEA VAKX Y
AMBEG L, ZEPRH IS EIT7 ZAXEEHLEST, 03—/ Tk, ISE»
5 @ Secure Workload T2 RARA o RO ERRIN2WGEICUIiEn D= RARA |k
ERRHRICR D £ A,

2. [—H%—FL (UserLabels) ]:2%3Z &IZ, ISE 237 ZX, a— /L CHREINLTH
HLDAP 2—HW—LISEZ Y RARA V F T~ LB AX ¥ L, TNHDIPT KL AD2—
P—=F L EFH L ET,

2—HF—=F~LHIZ, ISE a7 X%, MBI 5482 —%—0 LDAP @D o —FH L A

Ty vay MEERLET, ISEaRZ RN > T DHEE, LDAPDFRE (h—r3—/
A— ME#R, = —F—IZEHL TGS BE, =2 —F 4250 PREIN5E60
HYET, IHIZ, LDAPH——|ZT7 78 AT 572D LDAP = — W —n 71 AEHR DL
EhbZEbLHY ET, LDAP 2 —V—nm 7 A AFRIIR 5{b &4, ISE a7 X TA S
HZ LI ERA, A7 a T, LDAP Y —R—ZLZRIIT 78 AT 5725 @ LDAP FEH
EORM L AEE T,

Y

GE)

[Ri%, =227 ZD LDAP R ETCLETEET,

ISEa 7 2%, 4B L I2H Lne— )L IDAP A F v P ay FEEERLET, 20O

= R .



axs4 |

KL

\)

() CiscolISET A ADT v 7T L —RTiE, 7Ty 77 b— REZIZISEIZ X » TAERSNZH L
VAR E A LCISE 2% 7 X 2 i ET 2 BERH Y £,

R

AUV Y il iR

1 >DISE 2 %7 # CTRERRE/RISEA » A% |20
v ADRKREK

1 ©® Secure Workload Edge 777 A 7 > A2 | 1
B % ISE 247 Z DR KK

1 >O7F > K (rootscope) (231725 ISE = |1
2T HDERE

Cisco Secure Workload |Z331F % ISE =% 7 Z @ | 150
IR

AR M)BIEADORY Z

A _y MY a2 x 7 2%, Secure Workload IZ L » TR EN DA XY (IPT
RLR) IZETH2BMOAZT =X ELarTx A MRt L E9,

e B RE7T547 v A LEIZEH

ServiceNow ServiceNow A o A &% > A& | Secure Workload Edge
T2 RARA v MEREIE
L. ServiceNow B TA X
Y RY sk Lk,

BEEIEE - Cloud Connector -

WBEIMRART 7T A T 2 ADFFMIZHOWTCIL, Tax 7 ZAOEET 774 T A 28R L
TLTEEW,

ServiceNow O~ 4

ServiceNow =2 % 7 4 (% ServiceNow A o A X A|ZH: L C., ServiceNow - > X kU NIZH
Ly RARA V ROFTRTD ServiceNow CMDB BT ~ L2 LET, 2OV a— 3
Y EMHT 5 & Cisco Secure Workload D=2 RARA  MIBT 2B ER A X T — X ZHSGT
TET,

ServiceNow T %7 Z 1%, IROEELREREZEITLET,

. ax9 4 |


https://developer.servicenow.com/dev.do

| 2#x44%
ServiceNow & 2 DRESH % .

1. Ty RARA > b ® Cisco Secure Workload D1 > X k U T ServiceNow A ¥ 7 — %
FEHFLET,

2. EHIZATF YT vay hERD, INOLOT U RARAS Y MOTLVETHLET,
X 20: ServiceNow 2 %% %

N~
(Q Cisco Secure Workload ®Defaut -+ @ Lo

You do not have an active license. The evaluation period will end on Thu Jun 02 2022 20:41:16 GMT+0000. Take action now.

Connector
ServiceNow ¢

Info  ServiceNow Tables  Syncinterval  Log  Alert  Troubleshoot

n w Add ServiceNow Table Config
=

o ) _
« M 8 12.27.41 pm (65T) Actve :

Enabled on March 4, 2022

Capabilities

User Insights
Inventory Enrichment
Endpoint Insights

Software Compliance Posture

ServiceNow 31U 2 DERTE A%

MBI T 7T A4 T 2 AZOWTIR, Tax72 ¥HAOEBT 774 T 2] 2R LT
IV, IR XTI, UTFTEHRETEET,

 ServiceNow 5 — 7' /L : ServiceNow { Y AZ L AD Y LF oy F—22FET5
ServiceNow 7 — 7 /WIZBAT B IEREZRE L F 9,

e 227 U7 MEE#7= RESTAPI : ServiceNow D A7 U 7 MEE 7= RESTAPI 7T — 7 /L,
ServiceNow 7 — 7 /L & [AIREICERE CTE £9°,

o [FIHARIRE : Secure Workload 73ServiceNow f > A X » Ak L CHEBF SNTZT —XIZHoWN
TOr7 ) 2FTTHEMYMELEETEET,

s 17 FEHICHOWVWTIE, TR E] 22U T EEN,
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https://docs.servicenow.com/bundle/paris-application-development/page/integrate/custom-web-services/concept/c_CustomWebServices.html

B senviceNow 1 252 w2 0tER

ServiceNow 1 > X 2 > A D&

axs4 |

21: ServiceNow 1 > X 3 > A D&

N
(\J Cisco Secure Workload ®Default - @ L. | Hid
H Back to Connectors
You do not have an active license. The evaluation period wil end on Thu Jun 02 2022 20:41:16 GMT+0000. Take action now.
Connector
ServiceNow
Info ServiceNow Tables Sync Interval Log Alert Troubleshoot
E n w Add ServiceNow Table Config
ServiceNow =
= Y Marg 12:27:41 pm (PST) Active [7])%]
Usernam
Enabled on March 4, 2022
Passwors R
& Edge Appliance
Instance URL. https://ven02560.service-now.com/

Include Scripted APIs  +/ enabled

Table to query  /api/caci/linux_servers_test/linux_servers_test

Table IP Address Attribute  ip_address

Table Attributes to Fetch  host_name
Software Compliance Posture

ServiceNow A > A X o Az IEF AR 21213, IROIEHEDNLETY,
1. ServiceNow = —H—%,

2. ServiceNow /XA T — |

3. ServiceNow A A Z A @ URL

4, A7 VT MEEIT-API & D5

WL 72T H S UEfi T 72 5. Secure Workload | ServiceNow A > A # > 235 J. O Scripted REST
API) D ([A27 U7 MEENTZAPIZ & % (Include Scripted APIs) 19 = v 7 7R v 7 ARH R
W TWDIGHEDH) T_XTOT—T VORI EFIATLET, BRTL7—7 1D U X FR
PRSI, 22— =BT —T N ERINT S & Secure Workload (3% DT — 7 /L5
BHEOTXTOY A MERAE LT, 22—V —0NBIRCTXDHXLHICLET, 2—WF—iF, F—¢&
L Cip_address BYEZ 7T —7 AN LRINT 20BN H Y £3, £0%, 2—F =37 —71»
LIRRK10EHO—EBEDBMHELZRINTE T, £AT v 72O T, ROKEZHL T EE

AN

ServiceNow =2 17 Z %, [IP7 KL A (IP Address) | 7 4 —/V R&FOT—T /L L DIEE DI
EYR— R TExET,

GE)

. ax9 4

ServiceNow Scripted REST API L #i&7 H1i%, [AZ7 U7 MES#U7=API (Scripted APIs) |
Frxyv IRy 7 ARFNNT H2HERHY T, ZNICEY, hoT—T NV EFREOY —27 7
26 ET,
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ServiceNow f > X & > XA DR .

A

(GE)  Scripted REST API % ServiceNow I %7 # LA T 56, NANRTA—HE2EDH I LILT
TEFA, Fo, APLIFZ = U RF A —& L L Tsysparm_limit, sysparm_fields, sysparm_offset
EYVR— T LH20LERHY 7,

N

GE¥)  ServiceNow —H—nm—/{Zi%, 7—7/VH® cmdb_read & . Scripted REST API % Cisco
Secure Workload & &3 % 7= D web_service_admin Z & H 5 LENH D £7,

22: ServiceNow A VA3 U AERDBRIDAT v T

Modify ServiceNow Table Config

@ Enter configs 2 Select ServiceNow Table 5 Select ServiceNow Table Attributes 4 Review and Apply Configs

Name

ServiceNow

Username

Instance URL

hittps://ven02560.service-now.cor

Include Scripted APIs

[ 23: Secure Workload 1 ServiceNow f A3 U AW T—JIVEREDMBLET

Modify ServiceNow Table Config

@ Enter Configs ————— Q Select ServiceNow Table 3 Select ServiceNow Table Attributes 4 Review and Apply Configs

Verifying initial configs and discovering dynamic attributes

It may take a few minutes. Please wait...

Cancel & Discard Changes ] l Previous
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axs4 |

. ServiceNow 1 > 2 2~ A DERK

24 : Secure Workload N T—J LDV A FZERRLET

Modify ServiceNow Table Config

() Enter Configs © select seni 3 Select ServiceNow Table Attributes 4 Review and Apply Configs

Table to query

‘ Linux Server

Cancel & Discard Changes ] [ Previous ]

B 25: 12— —H ip_address BYEE T— T ILNDMMDBEEEZIRLET

Modify ServiceNow Table Config

(¥) Enter Configs (V) Select Servi © select Senvi Table Attributes 4 Review and Apply Configs

Table IP Address Attribute

‘ ip_address

Table Attributes to Fetch

[host_nams * ] [asset_tag ¥ ][ osversion ¥ ][ os_service pack ¥ ) cpu_name * ] cpu_seeed X )

disk_space

Cancel & Discard Changes | [ Previous |

ax9 4
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ServiceNow L O — KDL .

26: 1—H—h ServiceNow R #E T LET

Modify ServiceNow Table Config

() Enter Configs () Select Seri (V) select Servi i © Review and Apply Configs

Username
Password

Instance URL https://ven02560.service-now.com/
Include Scripted APIs +/ enabled
Table to query cmdb_ci_linux_server

Table IP Address Attribute ip_address

Table Attributes to Fetch host_name asset_tag os_version os_service_pack cpu_name cpu_speed disk_space

ServiceNow L O — FLIE

ServiceNow = 7 #Z | % ServiceNow A > A X > AZHifi L, XE SN2 T — T MZHEAD N T,
INHDOT =TT L TZ = 2927 L T ServiceNow 7L/ A X T —H EZHE L7,
Secure Workload IE ServiceNow 7~ JUZF DA X2 FUNDIP T KL 2ADEREZ T £97,
ServiceNow = R 7 Z [ ZEMIHIZH L7~V ZHfS L. Secure Workload 1 > X2 U & B ¥
L9,

N

GE)

Secure Workload i ServiceNow 7 — 7 /Ly b EHIIC L a— REZEG L £, 2. ServiceNow
a2 # O [Synclnterval] # 7 CHELCTEET, 7 7 4/L FORBIMEIZ 60 55T, =~ Y

32\ ServiceNow 7 — 7V AT 285G, ZORBMEE L0 @SVMEICERET D05

NHET,

GE)

[ A 1 bR 0D 8% 7€

Secure Workload (%, 10 [FlDEGeAI 72 FIHAM R TR SN hoTe= MU RHIBRLE T,
ServiceNow { > A X o A~DEEGE N ERFIEIE L7256, TOA U AX LV ADTRTOT L
N7 )= T v T ENDAEEENH Y 7,

Cisco Secure Workload ServiceNow =2 %2 % i, Secure Workload & ServiceNow - o A %
VAMOROBE R ETEET, T 740 M TR, R 60 25 E ST
FI0, FMRRORE T[T — ¥ BUE4EE (Datafetch frequency) | & L CERE TEX £,

R 43 .



axsa |
. SR ZFHIBRT B Explore 2T > F

2. L a— ROHIBEROKEIZ ST, Secure Workload ServiceNow = % 27 4 | L ServiceNow A >
AL o A E DRI LTV ET, 48Elouif L7z [FBHE T U B RSH 5720
e, AT MY ZHIBRLET, = MY OHIBRREIRIZ, RIIFRERE T [=
> U OHIBRRENE (Delete entry interval) | & L CRETE £,

3. ServiceNow 7 —7 /L™ REST APl Z MM~ & ZZIBIMD /T A —Z 3 I D56E1E.
Additional Rest API url params O—i& L TENHL AR ETE ET, ZOREIFMEETT,
7= & 21X, URL/NT A—X
sysparm_exclude_reference_link=true&sysparm_display_value=true z{# /] L T, ServiceNow
MOZL Y 7Ty T RS TEET,

27: E#AREIR DR E

(\'_) Cisco Secure Workload ® Tetration ~  @. L. | ‘el
Back to Connectors
‘You do not have an active license. The evaluation period will end on Thu Nov 18 2021 11:50:41 GMT+0000. Take action now.

Connector

ServiceNow @

Info ServiceNow Tables Syne Interval Log Alert Troubleshoot

n w # Edit || Disable
™

Data fetch frequency (in 60
minutes)

Delete entry interval (in 48
multiple of fetch
frequency)
Enabled on August 24, 2021
Additional Rest APl url sysparm_exclude_reference_link=true&sysparm_display_value=true

& Tetration Edge Appliance params

Delete Connector

Capabilities
User Insights
Inventory Enrichment

Endpoint Insights

I (Y O

Software Compliance Posture

I XNILZHIBRY % Explore A< 2

2P —PEFEDA L AZ L ADFFED P D7 ~)v%E (BIBRMRZR7-300) <7 U —
YT v T HEAIE, explore 2wy REMH L CETTEET, a~vr FEEITT 25 FIETK
DEBYTY,

1. ) @ VRFID Oz
2. Explore 2~ FUl~DO7T 7 & X

3. a~vr ROFEST

. ax9 4 |
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7+vrovrrp oz [

T+ FDVRFID DiEFE

YA FEBEBLOHDREAI—YR—ba2—¥— I, V4 FUOEMIZHLFEF—va v
N—=D [T v b 74— (Platform) | A ==—DO TFIZHD [T F (Tenant) | _X—IIZ7T
JEREATEET, ZOX—VZE, BUEER SN THWDLTXTOTF v & VRF BERSN
F9, MOV TE, [FFr b DEEZSMLTIEE N,

[7F > & (Tenants) |X—Y® [7F >k (Tenants) | 7—7 /D ID 7 4 —/L KX, 7k
? VRF ID TY,

Explore 27> FUIADT7 O EX

(AT F A7 A7 v —7 (Maintenance Explorer) | 2~ KA U Z—T = A X|ZT 7 X
F5IZ1%, Secure Workload Web 1 > % —7 = A ADLEMDF Er— g "—nb [R5 TIL
22— bt (Troubleshoot) >[4 YT+ RIY X FTA—F (Maintenance Explorer) ] % i8R
L/i‘é—c)

\}

GE) T/ RATu—FR=a2— 7 7 8ATHITUE, WAZ—VR— FOERBLETT, =7 X
T —F ZTNFIRESNRNG AT, TH Y MILBEIRMERN IRV AR H Y 7,

Ry X Ama—DZ I AT a—F3 2T %7 )y LT, (AT T VAT AT a—
< (Maintenance Explorer) | X— 2B 8L £7,

X 28:[*>FF2VAITH R TA—S (Maintenance Explorer) % 7

(5 CiscoTetratien’ N LOR X0 © Monitoring ~ © + % ~

Ll
GET

&
+ Add HTTP Header

0
®

a

e 7 aré LT rost BIEIRLET,
. 17“)70“/3 D4 f‘/—\hx f‘ k LT (orchestrator.service.consulj &Ajj L/SE@FO
e AF v T vay MAEANILET,

servicenow A ' A X L ADFFED IP O T~ )L EHIET 51213 -

servicenow_cleanup_annotations?args=<vrf-id><ip_address><instance_url><table name>

(R EZY v

| a9 4R .
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axs4 |

FAQ

il IR

1.

GE)  explore 2~ RZMEH L THIBR L7=1%. ServiceNow A > A ¥ /A

b a— FRRRSNEHEIE, BALEET,

ServiceNow CMDB T—JJLIZ IP 7 RLABLEWMGRZES KLY FTIH,

IP7 RUABRRWES, BIEOT—TNVONERT7 s — L REIPT R BlloFs—7
L& @ JOIN #EMN B RIS S5 alHetEd %) % FFD View on ServiceNow Z {ERkT 5 =
CEHRELET, okt a—NMERkIND L, T NLDOROVIHERTE

B

ServiceNow € A4 U RIZ MFA AR EREBSIIES B Y ETH,

HIE. MFA %28 L7= ServiceNow A v A X L A L OFEAIZ R —F L TWERA,

ALYy

PR

1 ©® ServiceNow 2R 7 ¥ TR TE 5
ServiceNow A o A & o A D RKE

20

1 D® ServiceNow A A X L ANH TS T
5 B ok

1 ©® Secure Workload Edge 775 4 7 > A
@ ServiceNow =R 7 ¥ D g KK

12075+ > b Ob— b)) O ServiceNow
X T H ORI

Cisco Secure Workload F® ServiceNow =T % 7
2 DR

150

T7o—hrEMBOIRI S

TI—bEEmHoax s 2T S L, SecureWorkload IZT S EXF R A v =0 FBIO)

. IR 43

0¥ 777w N7 4 — 5T Secure Workload 77— R & FITCTEXET, ZDOaxr XL,
Secure Workload Edge 7 77 A 7 > A®D TAN —E A TEE L £,


https://docs.servicenow.com/bundle/sandiego-platform-user-interface/
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Syslog Connector

Syslog Connector .

a9 4 Bl w7 7547 ALICER

Syslog Syslog H—/3—{Z Secure Secure Workload Edge
Workload 77— M &i%E L E
‘a‘o

EX—IL FE+ A —/L T Secure Workload | Secure Workload Edge
77— hEEFLET,

Slack Slack T Secure Workload 7 < — | Secure Workload Edge

MEELET,

Pager Duty Pager Duty C Secure Workload | Secure Workload Edge
77— hEEFLET,

Kinesis Amazon Kinesis T Secure Secure Workload Edge
Workload 77— N &5 L E
T

WBEIMRART 5 A T 2 ATV TR,

SV,

(ax 7 ZRORAET 77 A4 T A BRLTLE

HZT % &, Cisco Secure Workload Edge 7 77 A 7 > A D TAN $— ¥t &A%, #EZHEH L
T7 77— b % Syslog r—_—IZHEFTEET,

29: Syslog Connector
@ CiscoTetratien’

Syslog @

b = @ ® E

=]

& Enabled on July 26, 2019

& Tetration Edge Appliance

Delete

Capabilities

Alert Destination

You do not have an acth

Info  Syslog  Severity Mapping

Syslog connector enables streaming of Tetration alerts to Syslog server

alaln
cisco

3]
H
3
2
g
5
a
‘
]

ive license. The evaluation period will end on Thu Oct 24 2019 03:33:30 GMT+0000. Take action now.

W DFIE, Syslog #—/3—"T Secure Workload 7 7 — F Z /BT 5 72 O DR DFEMIZ 7k L T

WET, GOV T,

[Syslog HAHIFRE | #ZM LTI ZIN,

a9 43 .
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. Syslog Connector

INTGA—BZ 247 Bl

Protocol dropdown PR — DRI T 5
d=RNCy )

« [UDP] 7 b=k

« [TCP]

Server Address string

Syslog —/"—®D 1P 7 KL &
El & P

R— bk (Port) number Syslog —/S—D VY 2= 7

RN—b, T74/)LFDHR—F
fE1% 514 T,

30: Syslog Connector 0% T 51

& Syslog © <Browse Gomnector
> Spiog  Severty Mapping
2
& Edit Disable
s Protocol  UDP
Server Address  172.26.230.20

ot 514

5 Enabledon iy 26,2010

Delete

Capabilties

Alert Destination

alaln
cisco

N:HUITLTS5—+F

},\"Label\
d1577ea
ert[4z35): [(RIT] {"keyld":"de4 7 68-62
ITICAL", "tenantId MPLIANCE
internal_trigger %)
[\"Defaul \"],\"tim

rity CAL", "tenantId
internal_trigger\":{

type
[\"Default

provider_pe appl

50006081

“daddat
pe" ;"

\"complian

MPLIANCE
omplian:

\"applicatio
alertTine A d Fl

\"provider_scope_ids\": [\"Sd3a74ded
Field\":\"policy_violations type\”

\"consumer_scope_ids\" : [\"5d3a744e497d4f446f
\ c Label®
: C 1.\"provid

Sd3a744e4! 4 ertCol 9d15;
54:22 tan-5d3b519 -bb6dasb: alertTine ntains escaped
copplication_id:5d3 MPLIANCE ", "aler v rovider s e
omplian eld oL "\ type value\"

, rovider_pe cati

Jul 28 21

ntTime alertTime
alertDetails":"{ 5¢

bty N \ tair
aul£\"] ,\"pro \ \ me_r . o 5 ¥ \ N 3,\"appli
74424974446 bd 95el

ax9 4
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Syslog DL EST4 (EXE) ODIvEYVY

IRDFIE, Syslog D Secure Workload 7 7 — K Z

vy TR L TVWET,

Sysllg DL ES T4 (EXKE) OIvETY .

BIAF 740 0I5 4 (BERE) vv

BERI—HO—FK75—bDYES T« (B
KE)

Syslog DL ES T4 (EXE)

LOW

LOG_DEBUG

[F (Medium) ]

LOG_WARNING

HIGH LOG_ERR
CRITICAL LOG_CRIT
Bt (IMMEDIATE ACTION) LOG_EMERG

ZOBEIR, Syslog TR X D[V ETT 4 (EKE) ~ v 7 (SeverityMapping) |#%7dE %
EALCEETEET, Secure Workload 77— hD T ETZT ¢ (EKE) ZLITxiT5
SyslogBEHEZRINL, v ET7T7 4 (EKE) v v 7E2ELTEET, FFHllzOVLTIL,

Syslog D> 77 ¢ (HEKE) O~y BT

RE] ZZRLTIIEEN,

INSA—H %

TvEYSO ROy T

[ANEEEHS: (IMMEDIATE ACTION) ]

CRITICAL

HIGH

[F (Medium) ]

LOW

- [%4 (Emergency) ]
[7T7—F (Alert) ]
« [Critical]

s [=Z— (Error) ]
[
«[1E@%1 (Notice) ]

T

# (Warning) ]

* [Informational]

« 73y 7 (Debug)
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32:Syslog D ES T4 (ERKE) OIvEYH

a9y 43 |

CiscoTetratien [ Detoutt - [T ©
w
& Syslog ©
o
s IMMEDIATE ACTION | Alert
s Enabledon iy 26,2019 HGH | Eror
MEDIUM
Capabilties Low
Aert Dest
Cancel Config Creation Verify & Save Configs
bl o e of Us
ccccc
1) w» |
V)

1 ©® Secure Workload Edge 777 4 7 > A2 |1
BT % Syslog 217 X DRI

1207 F >~ (b— NEiPH) (2351F % Syslog | 1
SR VR LD TN

Cisco Secure Workload |Z351F % Syslog =2~ | 150
S DIRRE

Email Connector

HhZ9 5 &, Secure Workload Edge 777 A 7 > AD TAN Yr— B AL, F5E ST T

7—hEFETEET,

. IR 43
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33 : Email Connector

@ CiscoTetratien

w ot hav
& Email @
# Info  Email
Email connector enables mailing of Tetration alerts to one or more email addresses

o
=
» Enabled on July 27, 2019

& Tetration Edge Appliance

Delete
Capabilities

Alert Destination

il
cisco

Email Connector .

) © Monitoring @ ~

i will end on Thu Oct 24 2019 03:33:30 GMT+0000. Take action now.

WDFIX, T A —/L T Secure Workload 77— b /AT 72D DO Z R L TV E
T, FEICOWTIE, TETFA—VEMRE] 22 L TN,

R 3BT A —ILBHEREDFEH

INGA—AH 247 Bl

SMTP 1 —H4%& (SMTP string SMTP H— /N — (D —AF—4,

Username) TDORGRA=HIE T g
‘(\‘—g—o

SMTP /SXJ— K (SMTP string 2 —H—@ SMTP Y— 33—

Password) AT—FK (BEINTWHE
B) o ZDONRTRA=HIAT
VNG IR

SMTP Server string SMTP — _3—®DIP 7 FL &
FEARA N

SMTP Port number SMTP #—X—pD Y 2=
AR— b, T 7 /b MHEIE 587
‘(\‘—g—o

[Secure Connection] Frvw IRy TR SMTP H— X —$5f71C SSL %
FEHTAIVLENLLNE D
Do

From Email Address string 77— FOEEBIHEHATHE

FA—LT FL A

a9 4R .
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KL

INTGA—BZ 247 Bl

[7 7 4 /L F%15% (Default |string N~ TREBNTZEED
Recipients) ] B A—LT LA,

34 : Email Connector 0 5% 7 151

CiscoTetratien R © vonitoring - ® - 8-
. ‘ T
£ Email & <Bn Connect
0
2 ' .
\ & Edit Disable

B S Gamame

awTe Pasewra

s AR
S Gomadiir o5
ap

From Email Address  tan@tetrationanalytics.com
Alert Destination

Default Recipients  tpatward@tetrationanal

ytics.com

alualn
cisco

B:HUTILTI—F

Tetration Alert - COMPLIANCE Enforcement Annotated Flows contains escaped for <application_id:5d3b41c1497d4f01facc2d0a>

m <tan@tetrationanalytics.com>

T

Alert Type:
I

3a744€497d4F446636FF13" ], "protocol” “policy_type" : "ENFORCED_POLT! ternal_trigger”:{"datasource”:"compliance”,"rules":

alue”:"escaped"}, " Labi i ‘consumer_scope_names" : ["Default"], ler_scope_names": ["Default"], ange" : [1564356786008, 1564350839999] , "policy_category”:
‘application_id":"5d3b41c1497d4f01facc2dea”, "escaped_count”:2}

G¥) ¢ SMTP 2 — W —Z4 /XA U — ROFEIMERE TT, 22— =LA EEIN TV ZRWEE,
AR L CSMTP r— _—CHEE L Lo L LET,

o [B = 72 45k¢ (Secure Connection) | 7R v 7 ARA NI/ > TWRWEGE, X 27T
WG T L CT 77— MEmE B ELET,

e T FIVINDZFEHY ANMI. TI7— MBEHOEEIERINET, 2OV A ML, 7
TF— MRETVELRGE, 77— LA —1"—F 4 FTEE7,

HlR

ARUYY PR

1 ©® Secure Workload Edge 777 A 7 > A2 | 1
BIFDEFA =R FDORKEK
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sack 23 %245 [l

AUV Y R

1o>O7F >~ Ob— b)) (cB T 5ET |1
A —Laxy X O R

Cisco Secure Workload 12 351F 2 EF A —/L = [ 150
75 DERE

Slack a5 4%

BHNZT 5 &, Secure Workload Edge 7 77 A 7 2 A @ TAN H—E R (X, REICHEDNTT
Z— h % Slack IZEETE £,

36:Slack a9 %
@ ien g Mpetautt » | ;
@ CiscoTetratien B © Monitoring - @ - &% -
("3 You do not have an active license. The evaluation period will end on Thu Oct 24 2019 03:33:30 GMT+0000. Take action now.
& Slack @ <Browse Connectors
o Info Slack
8
Slack connector enables notification of Tetration alerts to users on Slack channels.
[
=
& Enabled on July 27, 2019

& Tetration Edge Appliance

Delete

Capabilities

Alert Destination

alialn
cisco

W DFiL, Slack T Secure Workload 77— M & FITT 27O DR EDFME R L TWET, 7F
Mz >V T,

[Slack BHIFXE | 2L TLEIW0,

NS A —HH 847 Bl

Slack 9 727v% URL string Secure Workload 7 7 — k %3¢
T4 Slack V=77 w7

\)

GE) eSlack V=7 7 v 7 BAERT D HEILZ, ZHbLEZBL T ZEN,

a9 43 .


https://api.slack.com/messaging/webhooks

axs4 |

KL

37: Slack 2 %9 5 DEREH

& CiscoTetratizn” CONNECTOR ®Deaut ~ @ Monitoring ~ @ -~ €8 +
. You do not have an active license. The evaluation period will end on Wed Jul 15 2020 02:02:13 GMT+0000. Take action now.

& Slack ©@ <Browse Gonnectors
° Info Slack

@
SEdit || Disable
a Slack Webhook URL  #+sss+

Enabled on April 15, 2020
& Tetration Edge Appliance

Delete

Capabilities

Alert Destination

aliln
cisco

B:HUTLTS5—F
2:51PM  Tetration Alert

Enforcement Annotated Flows contains escaped for
<application_id:5d3b41c1497d4f01facc2d0a>

Severity Type
CRITICAL COMPLIANCE
Alert Time Event Time

2019-07-28 21:51:49.117 +0000 UTC 2019-07-28 21:49:00 +0000 UTC

Root Scope Id
5d3a744e497d4f446636ff13

Details

{

"application_id": "5d3b41c1497d4f01facc2d0a",

"consumer_scope_ids": [
"5d3a744e497d4f446636ff13"

I,

Show more

HlR

ARUYY PR

1 ©® Secure Workload Edge 7 77 4 7 > AT | 1
1T % Slack 2R 7 # DRI

1 >O7F > b Ob— b)) 1281 5 Slack |1
a7 2 ORKE

Cisco Secure Workload (Z3iF % Slack ==~ % 150
DI KEL
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PagerDuty Connector

PagerDuty Connector .

HMZT % &, Secure Workload Edge 777 A 7 2 AD TAN r—E 2%, Z Oz H L T
PagerDuty (27 7 — R ZFETE £,

39:PagerDuty 347 32
@ CiscoTetratien

h Pager Duty @

& Enabled on July 27, 2019

& Tetration Edge Appliance

Delete

Capabilities

Alert Destination

You do not have an active

Info  PagerDuty

PagerDuty connector enables paging of Tetration aler

alaln
cisco

3}
=z
S

H
H

()
&8

icense. The evaluation period will end on Thu Oct 24 2019 03:33:30 GMT+0000. Take action now.

IRDFIE, PagerDuty C Secure Workload 7 7 — N & 3173 5 7O DI OFEM A R L TV E
o FEMIZOWTIL,  [PagerDuty AR E )] ML T Z &V,

INSA—H %

S84 7

A

PagerDuty H—E X &—
(PagerDuty Service Key)

string

PagerDuty C Secure Workload
TI— b T yatdicw
@ PagerDuty #— " A% —

40 : PagerDuty 2 4~ %7 3 D& A5

w
& Pager Duty ©
5

nnnnnnnnnnnn

altifin 2
cisco

a9 4R .
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M:Y9TLT7S5—F

INCIDENTS » INCIDENT #408756

Enforcement Annotated Flows contains escaped for <application_id:5d3b41c1497d4f01facc2d0a>

Talert

[ ! Acknowledge ] [ @ Reassign ] [ More Actions + ]

Alerts@  Timeline Similar Incidents

ALERTS
1triggered
FILTERS: No active table filters PerPage: 25 ¢ 1;1‘
v Resolve Customize Columns
Status v Severity v Summary v Created » v Service
Triggered Critical Enforcement Annotated Flows contains at 2:58 PM TanDemo
escaped for

<application_id:5d3b41c1497d4f01facc2d0a
>

@ HIDE DETAILS

CUSTOM DETAILS
© HIDE DETAILS

{"provider_scope_ids": ["5d3a744e497d4f446636ff13"]," consumer_scope_ids":
["5d3a744e497d4446636ff13"], " "protocol":"ICMP", "policy_type":"ENFORCED_POLICY","internal_trigger":
{"datasource":"compliance","rules":
{"field":"policy_violations","type":"contains","value":"escaped"},"label":"Alert
Trigger"},"consumer_scope_names": ["Default"],"provider_scope_names": ["Default"],"time_range":
[1564350900000, 1564350959999] , "policy_category":

["ESCAPED"],"provider_port":0,"application_id":"5d3b41c1497d4f@1facc2dea","escaped_count":2}

Alert Details

View Message

R

AhUwY PR

1 > Secure Workload Edge 7 77 A 7 > A2 |1
1T % PagerDuty =1 1 7 Z D KK

1 >O7F > b Ob— M) 12815 1
PagerDuty = R 7 ¥ D i KK

Cisco Secure Workload {2331} % PagerDuty =2 % | 150
7 B DI

Kinesis a9 4

BHMNZT B &, Secure Workload Edge 777 A 7 A @ TAN H—E R (X, &
T—MEEFETEXET,

IZHASNWTT

e
i}

. ax9 4
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42: Kinesis 2% %

@ CiscoTetratizn

& Kinesis @

» Enabled on July 27, 2019

& Tetration Edge Appliance

Delete

Capabilities

Alert Destination

is connector enables streaming of Tetration alerts on Amazon Kinesis.

il
cisco

Kinesis a3 +% % .

(=Bl © Monitoring -+ @ ~

d will end on Thu Oct 24 2019 03:33:30 GMT+0000. Take action now.

WD F L. Amazon Kinesis T Secure Workload 7 F — F Z/ABRT 572D DR EDFEME R L T

WET, AR OW T,

[Kinesis JANFEE] 2R L T IV,

INGA—AF 247 Bl
AWS 79t XF— ID (AWS |string AWS L BIET A= D AWS
Access Key ID) 77 A%—1ID
AWSHZR 7 2 A — (AWS |string AWS LBET B2 D AWS

Secret Access Key)

V=7 VLy N7 EAF—

AWS J—2 3> (AWS
Region)

AWS ) —a D Rua vy A
AV

Kinesis A b U — ANERE I
TWDHAWS U — 3 D4 H]

Kinesis X k1) —L (Kinesis |string Kinesis 2 F U — AD4 i
Stream)
AM)—LN—TFT 13> |string A RY—ADIR—F g

(Stream Partition)

e

a9 4R .
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43: Kinesis 2 4% 2 D& E |

@ CiscoTetratien BN © vonoring -+ © - 62 -

b = @ ¥ E

Capabiliies

ccccc

R

AUV Y PR

1 ©® Secure Workload Edge 777 4 7 > A2 |1
F1F 5 Kinesis = 17 Z D KK

—_—

12507 F > b Ob— M) 1I2381F 5 Kinesis
g R T E DR R

Cisco Secure Workload (Z 331} % Kinesis =% 7 |150
5 DEx KL

Cloud Connector

750 RR—=Z2D U —7 1 — KTO Secure Workload #HEIZ . Cloud Connector % i H Tx £ 97,
Cloud Connector (Zi%, (RIBT 7T A4 7 L AIINEH Y T A,

. ax9 4
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Cloud Connector .

AR 43

HiR— b ESh HHEE

RE7T547 v X LEIZEHA

AWS

Amazon Web Services VPC [#]
I

c AHTFT—=H (TUL) D
&S

e 7 —u F DU
e AT — g R
—DiEH
Elastic Kubernetes Service
(EKS) 7 T A&
o« AT —HDUE

LR L

Azure

Azure VNet [A]7 :

CAZT—=H (TFL) D
LNE S

e 7u—n 7 OUE
e A VT —va R
> — D3 A
Azure Kubernetes Service
(AKS) 7 T AZMNG -
o« AN T —HDIUE

ML

GCP

Google Cloud Platform VPC @
Bt

CAZT—H (TFL) D
IVE S

« 7r—nJOIE
e AUT—va Ry
— DM
Google Kubernetes Engine
(GKE) 7 7 AZ M5

s AHT—H (FUL) D
&S

B

a9 4R .
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B wsaxss

AWS O 4

Amazon Web Services (AWS) %7 1T AWS 1286 L T, IROBE L~V OMRELZ FEITL £
7,

« AWS Virtual Private Cloud (VPC) M55 4 TTDA RV R (BLKUZDIRIL) D
HEEYAH AWS TliX, ¥ 7O TY Y —RAXT—HEHEV YL ENTEE
4, Secure Workload i, 2N HD YU V—RADHE TNZONWTIZ Y EZFEITLET, ZhbHD
BT, AU NIBEIO NI 7 v 7a—T =2 ORI, BLXORY O —EHIZ
HCTEET, ZOWETIX., ZOT—ZEFIZRAMTLI LIk, VY—RAETD
~ v B I NEH ORI ET,
271X, AWSVPC DU —7n—RERy NT—0 A B —T oA ALV IAENRFE
T, V= n—ReXy NU—F A X —T 2 ADOWGPER SN TWAEE, 2 71%
~— &1 T Cisco Secure Workload IZFR RSN FE T, FEMICO>WCIX, 7 F9 U Raxr X
WS TERSNTET ANV ESHLTIIEEN,

*VPC LANLD7B—ATDORYAH EHEHTAWS TVPC 7a—a V7 EHEL TS
YA . Secure Workload 1%, X595 S3 N7y el lld 2t Tro—a ZIEREZEDY
AL ZENTEET, ZOTLA ML, HEEBIOE7 AT —2a R —D4k
A T& 9,

T AVT—230 ZOF T arEAMNIT D L. Secure Workload X, AWS D %A
TAT X2 VT4 IN—TE2FEAL X2 T 4R ) —%2 T 0I5 LEd, VPC
Wk U CTEADREINC R > TV DEGE, BETA2RY O —RNEX=2 VT 0 7 —7L LT
EEI[SI A=/ N (=

*EKSUSRAMLD AR T—42DOBEEELY 5AH AWS T Elastic Kubernetes Services (EKS)
INEATENTWD A, IR L7279 T Kubernetes 7 7 A X IZFE#ET 53 _XTD /) —
K., —FR, BEXOKRY ROAXAFTF—2EZINESTHZ L AEINTEET,

VPC Z L ICHEDCT D RE A BIRTE 9,

)

GE)  PEMEZ. BUEYAR— RS THEEA,

AWS O ZE 4 LR &N
TARTOHEEIZH LT : AWS THHZ——Z2E%T 250, Z0Oax7 X OFEFD AWS 2—
P—ZRHELET, IRT XHBRY P —RiE, 20—V TV BERERZEID L THZD
I/ ©& % CloudFormation 7> 7 L— b (CFT) #4EkLEd, ZOCFT#7 v 7 r—FK
TAEODOT 7B AN AWSIZHDH 2 2R L T 7E &0,

HA2—P =/ 0 RAWST AU > N T 78 A %704 5 FIEICOW T, LLF O cross_account
I varESRLTIEIN, RERT 72 AERICOWTHHBALTHET,

a— L EFHALTAWS 7 U2 MZT 72 AMEZEA 5T 5121, Secure Workload 7 7 A &~
DE—)L_R—=ZADT 7 ¥ AZEBRLTLIEEN,

. ax9 4


https://aws.amazon.com/
cisco-secure-workload-user-guide-on-prem-v38_chapter6.pdf#nameddest=unique_410
cisco-secure-workload-user-guide-on-prem-v38_chapter6.pdf#nameddest=unique_410

| 2#x44%
(F7v3>) AWSTHORMSFHYY h7o 228575 ]

ZVPCIE, 1 ODAWS X7 ZDIHIBTHI LN TEXE9, 120 Secure Workload 7 7 A
21X, BEOAWS 2% X ROl ENRTEET, LITFD TAWS 237 % OF%EH LU AWS
IR HXDOERE (192—=2) | ORTHHAIN TV DHIEREIVEL F T,

TOaARy BN, AFIET T TA T AIINEH Y FHE A
SRIVEA R MY ZRET BIZIE : BINOFHESHIINEDH Y £85 A,

20-05ZRYRADICE : 7e—a FolEL N F—F5121F, VPCLLopT7n—a s
E%i)§‘\ ‘g‘@—g—o
VPC L LD 7 a—u 7 DA ERYIATZ LR TEET,

7 1 — 1 7’| Amazon Simple Storage Service (S3) (ZFITT 24 FENH VY 9, Secure Workload
I, Amazon CloudWatch 2 7'/ 6 7 o —7 — X ZUUETX EH A,

ax 7 ZOERPICIRES NI AWS 20— —T 7 hor 7 A UNERTVPC 7 rn—a 7 &
S3I Ny FOWHFIZT 77 A TE BHEA . Cisco Secure Workload 1%, fEE DT A 7 MR
fHFen=S3 N ry vmnbrva—a 2R iALeZ LN TEET,

Zu—a i, wove—aZEE (BEFIMEE) BDRETT, FEILT FUA, 8T R
VA, BEXR—F, skeAR—r, 7o bhan, Ny MM S MR, BRREREH), TR
A, 7Trar, TCP 777, Interface-ID, @ 7 DAT—H A, 7a—DJH, DOMOENE

TR N E T,
Ju—uJiE, FEAEINE T T4 EHEEESNIE N T T4 v 7Ol EX Y ST T BN
ERH Y E9,

\}

GE)  Secure Workload AWS = % 7 # %, B HEN. DO VPC 2 /' R—F 4 v a v &P R—FLTWEHE
/Vo

TTAVT—=0ar BT AT =2 a B AT DR TV OIEEZ NS D LE
WY ET,

VPCOET AT —v a2 /T de, MEOTRTONL—ARNEEXINLZD, X
JRTETALT— 3 U EEINCTAEIC. BEOEX2 VT A I NN—T% Ry 77 v L
TLTIEEWY,

LD TAWSA >Ry R IcEZ AT —2arRY—%2HHTHEEORRANTFT 7T 4
2] bR TLIEEN,

T %— K Kubernetes H—E X (EKS) : Kubernetes 47> 3 V' ZHIMNITHEE51L., LB
T v AMEREGTe, LLFO AWS (EKS) THEITEIN D~ F— K Kubernetes —E 2DE&
7 s TCEMF LA EZSRLTIES N,

(AF23y) AWSTHYARAWS 7HOY RTFTHEREHRET S

HBEShlca—Y—a A ANERTHD AWS TH T MIJETDH VPCIIT VB ATE D8
G, ENDIZAWS X7 X O—E L THETED L9127 7,

1. 8T SN 7z Secure Workload = ——1Z1%, RD AWS 7 7 & ZAFFR[ 3BT,

a9 4R
I



(AF23v) AWWSTYORAWS THO Y FT7IEREHRET S

iam:GetPolicyVersion
iam:ListPolicyVersions
iam:ListAttachedUserPolicies
iam:GetUser

AWS 7R U 2 — JSON D :

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditorO",

"Effect": "Allow",

"Action": [
"iam:GetPolicyVersion",
"iam:ListPolicyVersions",
"iam:ListAttachedUserPolicies",
"iam:GetUser"

] 4

"Resource":

}
]
}

Sw N

wxn

axs4 |

2. $87E & 7= Secure Workload 2 —H—2 g L TWRWHBID AWS 71 7 > M2 AWS IAM

RV a2 R L E T,

3. Secure Workload = —% —723 AWSIAM 0 — /L% 3| &ZF 52 2 LET, T,
AWS IAM 12— )L O{EHER U 2 —IZ Secure Workload == —4— ARN ZBIN4 5 = & CTHET

T&EFET,
AWS IAM 1 — /L DIEHEAR U 2 — JSON DO :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": <Secure Workload user_arn>
}l
"Action": "sts:AssumeRole",
"Condition": {}
}
]
}

4, Secure Workload =—H—03 B L TW2W I XTOHMD AWS 7 v MIxt LT, FIE

23 FEITLET,

5. BRDT AU MIPOAERINTZT R TDOAWS B — /L& 5| X2 T DHEREZ RO A X ~—

BEHARY)— (S T4 RY —TiERW) Z2/ERLET,

\)

GE) AWS 2RI X TIE, WAL~ — AT R — I R—FENTWER AL

BHEARY 2 — JSON O :

{
"Version": "2012-10-17",

. ax9 4
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m] —)béﬁﬁﬁ LT:E"}%IE

ATy T
ATy T2

ATvT3
RTv74

ATy T5

n—nzgmRLERE [

"Statement": [
{
"Sid": "VisualEditorQO",
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": [<AWS role cross_account 1 arn>, <AWS role cross_account 2 arn>...]

}
1
}

6. TERL7=HhAZ~—4EHKRY > —% Secure Workload = —H—IZ7 % v F L F7,

7. ax 7 AR Y 4 ¥ — RiX CloudFormation 7 > 7 L — &L U4, T &7z Secure
Workload =+ —H% —|Z CFT #Z D £ £7 v 7u— KL%, T 7L — hafE L, Wk
L7=7 > 7 L — k% CloudFormation IRN— % )LIZ7 v 71— KL T, AWSIAM &2 —/ L2
MR Z A5 L E 9, SOV TiX, TAWS 2 %7 X OF%EH LUV AWS 237 X D
RE (19_—=V) ] 2BRLTITEZE0,

=P —_R—2DFRFFTIE, 7T oy AT —DMETT, Z LTy =Nl
XN TWRWE, ZOMBEMNEICLY, X2 )T 0 BENEETHRERSH Y 7,
0L _— AT L, o= LB AL TCTAWS T H UV FERETEET, a7
HEBEITE—/LID (ARN) 227 AN, 20— LEB|XZ T CBEREOT L FTHE
DT v aryEEITLET,

=)L _R—ZFRFEC LY, RET 7R ADY 27 NS E T,

0 — L _R— AR T 7B AT BHI10%, ROFIEEZETLET,

FIE

ART HHEEN—VDO[Rr—/ (Role) | X7 %7 Vw7 LET,

VITABERGR LET, 7 TAZPBEGEINTWRWEEIE, m—ron 74 A5H a2 A
TLHOILT TAEZPBEEINTWEY A, RSz re— 2 ¥y m— LT, TAC
F— KBV E D < 72 SV (Cluster is not registered to use Role credentials. Please download
the provided payload and contact the TAC team) | & WA A v B — VU NERRINET,

BHIA =YL X7 r—FR (download) |4R¥ %27 U w27 LT, XA/ r2—R77A/L
AT —RNLET,

WA Y E—VNOY 7 Z2HEHLTTAC F—AICfWEbE, 57y hERITL, ¥ U
n—RNL77 7 ANVERETLZENTEET,

T AENEGERIND &, [HMFID (Externalld) ] & [=—%—ARN (User ARN) ]72%HEHIZ
ANTTSnET,

G¥) NR—=VZFH LT, [FMFID (Externalld) ] & [=—¥ —ARN (User ARN) ] % FE/R
Li‘j‘o

a9 4R .


https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-create-and-attach-iam-policy.html

axs4 |
B awsoxoszzons

ATYFT6 ARSI [SNFID (Externalld) ] & [-—3 —ARN (UserARN) | ZfEH LT, m— /L DOEH
BIRZHEH LE S, ZAUTKYD, m— D5 EZITRFRRICAR Y £,

JSON 7 7 A VDR CERor & LA TR LET,

{
"Wersion": "2012-10-17",
"Statement": |
{
"Sid": "Statement1”,
"Effect™: "Allow",
"Principal™: {
|"AWS"; “<User ARN=" |
I
"Action": "sts:AssumeRaole",
"Condition": {
"StringEquals": {
| "sts:Externalld”: “<External Id>"

AT TT BIOFIENRZET L=, AWST A 7> 6 [7—/LARN (RoleARN) 1% =2 — LT, AWS
ARTBEDOHEEN—VTHOMT DL ENTEET,

AWS O 3 REDHE

WORE, 2RI ARET OB ADOGSGELMEZRL TWET, BRSOV, kD
FeEy 27 (( TAWS 2327 ZDOFREFH LW AWS 2% 7 ZOFRE (79 2—) | ) #BHLT
<TEEVY,

. ax9 4
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gLoaws axss0xE [

44:AWS 29 2 ERTEDHE

a
AWS @ Complete @Upload the

prerequisites CFT to AWS

EKS \ 2 ) (Optional)
Complete
prerequisites

! I

-

Secure @ Start the @Choose @ Download the @ Complete the

Workload connector capabilities CFT from the wizard
wizard —> —» wizard ——

(DT, FEMFINED ZT » PR ZITHIE L TWRNZ EIZEE LT ZEY, )

FLLOAWS ORI 2 DETE

&

ATvT2
ATvT3

ATv74

ATy Th

FIE

T4 RYDEMCHHFTEF — g =5, [EE (Manage) ]>[7—420—F
(Workloads) 1>[a#% % (Connectors) ] Zi&R L £,
HMUTDHAWS ax T B E 7 U v LET,

[7 > 7 L— hD4RL (Generate Template) 127 U 27 L, BRIOHEREZ BN L £,

R U 72 REIZ B5 SV T, CloudFormation 7> 7 L — k (CFT) MRS E4, AWS
CloudFormation CAK SN 7= CFT7 > 7 L— h &AL T, 22— —r— LR »—%1E
L ET,

TR T = a Y EAICT BT, [TULOIUE (Gather Labels) | & AR T 5 MEN
&) V) \i—g—o

% &7z CloudFormation 7 > 'L — | (CFT) #X 7> u—RFLET, Al S/ CFTIX.,
a—Y—Llo— oW FIZEATEET,

ZOT 7 L— MIE, AIOTFIETERR L7-RRIC KL E 2 IAM MR H D £,

Kubernetes 47> a > G LT2GE L. EKS ~DT 7 & AR Z BHEIZR ET 2 LE N H
D FE9, AWS (EKS) THEITEZNDH~F— K Kubernetes —E 2 (89 X—) &ML T
<TE&EW,

CFT % AWS CloudFormation IR— ¥ /LI 7 v 7 — KL T, ZOaxRxy XD —H—|THR %
ED M TET, AWS 237 X ORTITHED I, AWS 22— — [ CHLBERMERN & 5 = & & fif
BLTLE&E N,

R 43 .



B svLomsaxss0

ATvT6

ATy T17

ATvT8

ATv79

axs4 |

B

axX ;&

G¥) THIE. AWS Z R AT HT Y hT 7B RAEBH L TWVAMNE 5 MICBHR 7 < HilE
ENBH AT TT,

R— &/vit ICLI Z#fEHLTCFT 2@ T £d, ZOMBAIZO VT, U225l L C
e R—& )L AWS EHia L YV —)L
«CLI : 2% v 7 DIERL

CFT %7 » 7' m— K425 &, AWS |TROEREZZR L £,

1. RV —04HT EEOLRTZHE TEET, i : Secure Workload Connector)
2. B—/L% : CFT %M 3% AWS IAM 2 — L D44 i

3. N7y RARN AT V27 FARNDY AL (F7 4L %)

4. 2—H—4 : CFT #1325 AWS = —H — D4 Hif

5. VPCARNDU AL (F74/ b %)

AWS 12— L ~_— ZZREE A {# ] L T Secure Workload =@ % 7 # |4+ 58541, EKS v —/LB
FOT 7B AR (90 X—2) 2SR TEE0,

AWS 7 AT 7 NT 78 RAEMEHA L TWBIEEOBMOTFE :

1. 7o 7u—RENFEFRIUCFTEZEH LT, g—va—W—2T7 7/ v 2L {552 L
MNTEET, BHROTHU U ERBHDIEEIT. £7 7 FTHU CFT AL E9,

2. CFT%. HHID IAM 12— /L MEET B4 AWS 70 7 k@ AWS CloudFormation 7~ — %
T v Fa— RN LET,

AIOFNETHHALIZLH1C, AR—FVELIFXCLI AL TCFT ##H T £,
CFT27v 70— K3 5L, AWS [FRDEREERLET,

1. RU—D4RT EEOAHTZHEE TE £, i : Secure Workload Connector)
2. Nry MARN EAT7 V227 NARNDOU AN (F74/L K @ %)

3. m—/4 : CFT M7 %5 AWS IAM = —/L D4

4, VPCARN DU X (F7 Lk %)

[ZAZ— b7 v 7 A R (Getting started guide) ] (fE5E) F/IL[Z T L =227 X 2B0E
9 % (Configure your new connector here) | AR¥ > %27 U w7 LT, ax7 XEHELET,
[AWS OB L FREAF) . EKS B — LB LT 7 E AHER (90 X—2) | [TAWS o X
YRV AT = a R =R GET L EDNRANT T T 4 A R TR
LCho, [BhT 25 (GetStarted) |27 Vv 7 LET, FHiE, [HILWVWIRIXERET D
(Conﬁgure your new connector) ] 7R % &AL T3 Eﬁ‘éiﬂ/\ L EW (yes) (&2 VU v o
LET,

. IR 43


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/GettingStarted.Walkthrough.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-cli-creating-stack.html

| 2#x44%

A A LET,

ATy T ax7 ZILHTETT T,
ATYITN FBEEKRD L DITHRLET,

gLoaws axss0xE [

WENNDOA T a AL TAWS T v MR TE £9,

1. 7 L5 ¥ /¥ — (Credential Keys)

2. 11—/ (Roles)

INSGA—HBZ

B

Bl

J LT YUy L —
(Credential Keys)

Access Key

EFO CFT CRHRIAS TV 5
HEBR % F5> AWS = — % —|Z
AT BTz ACCESS KEY
D,

FbE % — (Secret Key)

. ACCESS KEY ID (2
AT B 372 SECRET KEY,

z—/,L (Roles)

#43E81d - (External 1d)

AWS ) YV —ZA~DT 7 2 A
PGS L7200, HEVER
SNT-BEAB T T, —
Y= m— W BBk Z B
MF LD s ET,

2 —H% —ARN (User ARN)

IAM(IZEI VY Tohsd, HEh
ERL ST E AR,
a—W =N a— L EHEBIR
ZBMNT 5o S E
7T

ARN & AWS U YV — 2| ZHEI) YT
N5 EAFSFTT,
HTTP ¥ (A7 ar) AWSICHIET

% 7212 Secure Workload (Z
EHR X Tt

TIVA %y R

Secure Workload 75 AWS 725
DFERIPA R N F—X
PR A, K/AMEIX
3600 T, ZHN™T 7+ k
‘(“‘a‘o

= A% v TR

Secure Workload 7% AWS 7> 5
A X b YT —Z ORI
WA RS 3 DHEE, f/h
EIZ 600 VT, 2T 7+
)V kT,
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ATv 716
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[K~ (Next) %27 Vw7 LET,

WOR—=NNE, 22—V —NREAL CIFEFIER) -V a v 2RRTEDL, YY—AY =N
BRINET, V=g WNTIER, VY—RADF = v IRy 7 A5 @8R E - I10ERER L,
AWS 775 VPCBEWNEKS 7 T AX DY XA N2 BB+ 52 N T E 1,

VPC (iABx > hU—7) OV R D, BN U7HEEZ BT 5 VPC 2L £7°,

—#%1Z. Secure Workload 23 IE72 7R Y 2 —Z 48R T D DI E /2 +03 727 — X OWEE BT
XHEHIT, TEAHAETREL 70—V IAHREZEHNITHLERHY 97,

EKSI1E 7~V DIVEMEED % R — F LTV D720, BRIZRBEREDBIUL TE R 2 LT
HEELTLSEE, EKSZ 7 AZ ZBINT 5 & YAR— F ST HHERE DS BRAIIC A EhIT 72
DET, ZOMREEZANCTH 27 T A% Z L2, Assume Role ARN (Secure Workload ~ D557
Hcgl &2 5 e —v® Amazon V YV —2A%&K5) AN LET,

VPC C[EZ AT — a O (Enable Segmentation) | #fHT 2L, BEFOEF=2Y
T4 T N—=TPRHIRSI, TRTOVPCIZT 74V M7 7 v AR E T,

X, PIHIERERIC [ 7 A T —3 a »OFZNME (Enable Segmentation) ] Z iR L 72T
K&, BT, BEDVPCIZE T AL T—va R v—2lAdT s8N &b, =
X REREL T, FNEDVPC DB T AL T —a U EAMITAHZENTEET, AWS
ARV ET AT =2 a R —%EATHEORRA NS T 77 4 AL TL
ZEW,

EKS 7 7 A X DA, AWS 237 X I8k 5725 D Assume Role ARN 7 7 & X ID % 487E
TAHZ LT, AWSIAM B — /L7 VA5 X F9,

BIRNTET L7eh, [fERL (Create) 1227 Y v 7 L, MGETF = v 7 R35E T T 5 TEAFHE
—3‘0

RDBRY

IRNILDPRE, 728—T—2DWYAH, ELWELEFEITAVT—avEREDIZLTWL
AHIEE

« 7 —OWVIAREENC LG, 7a—2 [AE (Investigate) >[5 74 v
(Traffic) | R—JICEREND ETITHK 2 DN DBENH Y £7,

s (AFvay) KVEERTe—T—XL KR MOMEFEOREL (CVE) \Wolot
DMOF|EEH/D T2, VPCR—AD T —7 a— RZAR—T 4 TV AT M7
T—Yx haA ANV LET, BELFEHIZOVWTIL, =—Y =2 FOA A M—
NDOEEZZRLTLTEEN,

s TN EIEL T —2RVIADL L HITAWS a3 7 X &2 EFICERE LI2#IX, B X
U= a AR U —E R T DO OEMET v R WEWET, i : Secure Workload 23
UTFTEFATTEDHLOICLET, 07— —FEZNEL TEHETELIRY v—%24
KT D, Aa—TEERELITEETS @FILVPC I LIT1D) , #ifAZLICY—7
A= 2 EERR T D, 7R —F — | ZESWTRY —F HBIWNICRET A, BLOVE
FIEFETRY O—%AEkT 5, RV —Z2o LChkET S, RV —NFidd A F
FGAVERRANT T T 4 A%l L TWADZ L xR T 5, WHEATEZE, V-7 X
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ATv T2
ATvT3

ATvT4
ATvTh

ATvT6

aws 225 0%z ]

NR—ATEHELTHRY —2 AR L THEALET, FFED VPCIZE T AT — 3 UK
Vo—%MT 0[N TELL, a7 AR EIIRSTVPCORIT A VT —va V%
BN LET, FEICONWTIL, AWS A o R M IZE T AT —2 a0 R o —%i
HTDHEEDORANT T I T 4 A (88 X—) ZHML TS ZEN,

Kubernetess ¥ 2— FH—E X (EKS) A7 a vz HHIZLTLRES :

. j\/?ﬂ—/\\%xg)lj%y o — ]\“L:Kubemetesi“*‘:/“:t‘/ ]‘%’( A }"“/l/bij—o ﬁf(ﬁﬂﬂi
DONTIE, ==V MEBOED [Kubernetes/Openshift =— 2 = > b« FEAIATAENE & 8
Ml 7 varz22RLTEEN,

AR kO

ARV T ERERATHE, SESEREENSaRI X T EICRAETIERERA R FEIE
BT HZENTEET, avFN—x b ARIER, AvE—Y BIO®F A LRAEZ T L
DEFEIERBEMEAFEH L7V FTEET,

FIE

U4 RUOEAICH LT ES =2 a =16, [EE (Manage) ]>[axr%2 % (Connectors) ]
Va1 D= S
MUTDHAWS Ay X&) w7 LET,

Ub— RN D) FAID a7 2 OGEIX A%t (Enable) 1227 U v 7 L, [FL/L— M
BN DA INE 728 22 % 7 Z DA B0 2 % 7 2 2 4%){t. (Enable Another) |22 U v 27 L%
—é—O
AWS O Ef: & e St 2 BR Li7= LT 6, AT 5 (GetStarted) 1227V v 27 LET,
IR ZICARTEMT, BEREEZIRL T, [k~ (Next) 1227V v 7 LET,
ZOR—=TUTOERIT, ROTFNETHER XI5 CloudFormation 7 > 7' L— bk (CFT) & F
DHEMRZRE L, RENMERHBZERTT HOICORMEHEINET,

T A T = a VEAICT DT, [TULDOIUE (Gather Labels) | &AZNC T 5 40
HFET,

ZOR=TUTEIT AT = arEZENILTYH, TN TRY —DMHANENI -7
D, BEFEOEX=2) T 4 VN —FITHENRATT VT L13H0 A, R —0mEA L
BFOEX=2 VT 4 7 V—7OHIBRIE, BT 4 —RTEA2DVPC OB AT — a3
EEMNCLEBAICOLRELET, B TI0T 4 F—RNIEST, lx D VPC DB AL
T—=a R —OMAEANIT L ENTEET,

Ak E 7= CloudFormation 7> 7' L— k (CFT) #&%v>u—RLET,

ZOT 7 b= MO, BOFMETER LIRS L E R IAM MERD & Y £
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ATy T17

ATvT8

axs4 |

Kubernetes 47> a VBN LT=3HE1L. EKS~DT 7 v R Z#REIZRET HLEN D
DE9d, T TAWS (EKS) THEITEINDH~x— FKubernetes—E A 7 v a 25
LTLEEY,

CFT % AWS CloudFormation IR—# /L{ZT7 v 7 a— KL T, ZOaxRxy ZOa—HF —|ZHR %
Y)Y TET, Vg — R TROR—=IZETeRTNIZ, AWS 22— —THBERERBH D Z &
BHERL TL7ZE0,

GE) ZHIE, AWS Z B AT AT BT 7R AEMEH L TWAHDE 5 I BIfR A < HELE
SNHH AT TT,
R—ZNVEITCLI ZH L TCCFT @M TE £, ZomBico VT, T2z LT
<TIEENWY,
A R—A )L AWS EH o Y — )L
«CLI: A% v 7 DIFK
CFT %7 » 7' m— K45 &, AWS |TROIEHREZZRL £,
1. RV —o4HT EEOARTZHE TEET, il : Secure Workload Connector)
2. N7y MARN EAT7 V27 RARNDU AR (F74/L K %)
3. a—H¥—4 : CFT %3/ 7 5 AWS = —H¥ — D4 i

4, VPCARNDU AR K (F7H/L b %)

AWS 7 O AT H v N7 72 AZBEHL TWLEAOBIOTFIE :
1. 74— K& m— K L7 CloudFormation 7 > 7 L— M & #RE L £,
fRERTDOT 7 L— FDOBH A—

I3

Mlsers: |
{
"Ref"s
}

1
}
}
+,
"Parameters": {
"PolicyName": {
"Type": "String",
"Default": ||||’
"Description": "Name of the policy. Example: CiscoSecureWorkloadPolicy"
s
("Username"): {
"Type": "String",
"Default": "",
"Description": ("User name. Example: \"SecureWorkloadUser\""]

4

HFEHRDORI LT T L— h =

e
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ATvT9

ATv710

ATvIN

aws axs208%E [

2. MELZCFT%Z, HOIAM 72— /L MFIET 54 AWS 7 1 7 > k@ AWS CloudFormation
A=A NCT v a— RLET,

RIOFIMETHIIL72L 912, R—F NV FEILCLIZHEHA LT CFT A TE £7,
CFT27v70—F3 5L, AWS [FRDEBREERLET,

1. RV —D4FT EEOARTZHEE TE £, i : Secure Workload Connector)
2. Nry MARN EAT7 V227 NARNDOU AL (F74/L bk %)

3. B—/L4 : CFT i3 % AWS IAM 2 — /L D44 Hi

4, VPCARNDU R K (F7H/ b %)

RIEZIRD X ITHERR L £7,

Bt AR
Access Key RO CFT Tl STV D HER & £ AWS
Z—— ZBIEEA T 572 ACCESSKEY ID,
F# % —  (Secret Key) 72> ACCESS KEY ID (ZBH#AHT Bz
SECRET KEY,
HTTP & %3 AWS ([ZBE T 5 72 1T Secure Workload 1 %

Bharmnxy, YiR—FSNDH7mFR—
k180, 8080, 443, ¥ X Tr3128,

TIVAF ¥ R Secure Workload 7% AWS 725 D547 A
YN TF =2 R A8, H/MEIE 3600
BT, ZhnT 74V hTT,

F2oy A% v kg Secure Workload 7% AWS 25 A X k) 5 —
X DR LIERZ TG T 28E, K/IMEIT
600 ;¥ C, ZTNNT 74 N TY,

[Y)/tf\ (Next) 1 &7V /7 Lia“o AT AN AWS 735 VPC & EKS 7 T A X DY A M & EL
HT A%, 202 5E000 £1,
VPC (Rffx v U — ﬁ)& #VPC DEKS 7 7 AHX DU A M, IR L7-HEEEE A0
45 VPC & EKS 7 7 A X Z3#IR L £,

— %Iz, SecureWorkload?%@fl:fot‘J‘ U —%RETDHOIINE R+ 37T — % ODINEEZBIMET
XDHLOIC, TEDARTELS 70 —0ORYIAAEZ/ANITHLEND Y F7,

EKSIE T~V DIEMBED B AR — F LTV A 720, BHRAZRBEREDFEIULI TE R 2 LT
HFELTLLEEW, EKSZ 7 AZ ZRINT 5 & AR — F ST BB BRI A2 72
Vx4, ZOMEEZANCTSH 7 T A2 Z L2, AssumeRole ARN (Secure Workload ~ D #2f5¢
FzE| &2 A e —/L® Amazon V Y — A& =) # ASTLFET,
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ATy 713

ATy 714
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L, PIHIERERIC [ 7 A T —3 a »OFZNME (Enable Segmentation) ] ZJER L 72UV T
K&, BT, BEDVPCIZEIT AT —Va R v—2l AT o8N T, =
X B EREL T, TNOEDVPC DT AT —a rEHMCTHIENTEET, AWS
ARV AT = a R o=@ TLBEORZA NTZ 77 4 2SR TL
7ZEW,

BIRNTET Leb, [(fEK (Create) 127V v 27 L, BGEEF = v 7358 T T 5 £ THIHHE
B

[ N—TDFER (View Groups) | ~— 2L, RION—I TR Z A RNC LT T = TD VPC
DHUBHNZ 7 N —7 b SN TRARINE T, FHIK, 3 X OEHUROA VPC 1L, B L i
‘/C“TO

FLWHEFHOE v M &BINT 2 A ENLET, WTRO#HAL E7ERL VRN
G W—DOFT v a NET T A NOFIZR Y £,

U4 = RT TN~ ToRE (BERHEIY ) —258T) 2% AN I, [RF
(Save) 127V v 7 LET,

PEIEALEIPH > U — ZBR< TR TORELZ T ANDITIE, [ZOFINEEZ A%~ 7 (Skipthisstep) ]
Vw7 LET,

P> U —I%, % T[E# (Organize) |>[#BE & A > ~R> k1) (Scopesand Inventory) ] CF
B CER E IR ETE £,

RDBRY

IRNILDPRE, 720—T—2DWYRAH, ELWEEEFEITAVT—avEEDIZLTWL
AHIEE

e 7 —OWVIAREENC LTeSE, 7a—2 [AE (Investigate) >[5 74 v
(Traffic) | X—VICEREINDETITHKR 2 DN DGERH Y 7,

s (ATvay) IvEERTa—FT—XL KA NOWEEHEO R (CVE) Eno7a%
DMOF|EEH/D T2, VPCR—AD T —7 a— RIZAR—T 4 T AT M@
T—Yx e ANV LET, BELFEHIZOWTIL, =—Y =2 FOA A M—
NDEEZZBL T LI,

FRNVERELTT7 e —2RYATL L HITAWS a R 7 X &2 EFICRE LI2#IX, B X
= a AR U —E R T DO OEMET v XV ET, i Secure Workload 23
UTFEFATTEDHLIICLET, to7a—T X2 ELTEETELIRY > —%4&
K5, Aa—TEERELITEETS @FEILVPC I LIC1D) , #iAZLICY—7
A= 2 EERR T D, 7R —F — X ZESWTRY —F HBWICRET A, BXOVE
FIETFETRY O—%AEkT 5, RV —Z2o LChkET S, R —N T4 F
FGAVERRANT T T 4 A%l LTWAZ L xR T 5, WHEATEZE, V-7 R
NR—ZATEHEYTHRY) —ZKR L TEALET, FFED VPCIZE T AT — 3 VK
Vo—%HT2M8HENATEL, aRXx 7 XREICHE > TVPCOET AV T—2a vk

. ax9 4



| 2#x44%
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ATy T
ATy T2
ATvT3
ATy T4
ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

aws ax5206EE [

BINZLET, SEHIZHOWTIEZ, AWS A Ry M ice T AT —ya R —%
HAT2HLEDRANT T 7T 4 A 883—) R LTI,

Kubernetes ¥ — FH—E X (EKS) A7 3 v HAYIZLTLRES :
e T FR_R—ZAPDYU—7 11— R|ZKubernetes T— = & A A M—/L LET, ZEHMIC
ONTIE, ==Y = MEBOED [Kubernetes/Openshift =— 7 = > b« FEAIAIHEME & i
Hl 7 a w22 T30,

AWS a R 7 X EfHEL T, FFEDVPC OB T AL T—ra v OmEAZAMI LY, thoZs
WAz izv T %7,

DAY= RERTTLET, BERIIRFESINETA,

FIE

U4 RUDERMIIH LT ES = g —nb, [EE (Manage) |>[7—%2O0—FK
(Workloads) 1>[a#+% % (Connectors) ] Z&#R L £,

[AWS] Z27 U v 7 L&,

AWS a7 X DREEH DGE1E, WET L 2ax7 22T 0 R EENGBIRLE T,

[2 %7 Z OfF4% (Edit Connector) %27 U v 7 LET,

AP —=FEL)EZY v LT, BREEFEITLET, ZNLOREDFEMIZOVTIL,
AWS I X7 X DOEREHF LWVAWS 27 X ORE (79 X—) 22 L T &,
SEIEERE (TVOE, Tr—0ORVIAR, BT AT —Ta rOmEA, £72IXEKS
F—HDONE) ZHEMTIEEL. V4P — RaFfiT79 2RI, %E] &7z CloudFormation
T 7L —h (CFT) #4von—RLTAWSIZT v 77— RT3 08ENH D £,

w7 AT a R —OEAEENCT HITIE, AWSA XU NI kE T AT — 3
VRV V=T HEEDRANT T 7T 4 AT, HREINSRHESRE AT LTS Z L
FERANHER L T 7ZEV, VPCO—ENFERENTWAERX—=TT, mAZANTT 5 VPC
D [T AT —aDF#ME (Enable Segmentation) | Z 3R L £,

T4 V= REFHTENEIEFER T, EBIR LW VPC OFPHZ 4 TIC/ER L TV
LHEAE. [ZOFNEEZ A%~ (Skipthisstep) |27 Vv 7 LTU 4P —REZETLET,
[ZI2 (Organize) 1> [8EF & A >~ X2 k1) (Scopes and Inventory) 1 <X— & HT 5 L. #i
PHY U —% FE)CRETE T,

BR L 72 VPC OFPHZ E721ER L TR 6 ¥, RESNIZMEE 2 RFFT 25813, #il>Y U —
O ENGEHEIAZ IR L, [fR{F (Save) 127U v 27 LET,

ARY B ET—EDHIR

aRx 7 ZEHBRL TS, Z20Oax7 ZICE>TTTICWMYIAENTZT — X ITHIBRSNEE A,
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axs4 |

T EA R R

QAWGRAIZICT 7T 4 Tl A vy R U S HEIRICEIR S E T,
AWS 4 R MY IZET AV T—2 a3 R —%BRTDBEEDRRNTISHIT AR
A

jor =8
= =

VPCCTE®I AT —2a Ol EEINCTHEIIC, TDVPCTEX2 U T 4 T N—T Dy

IT o TEER LET, VPCOEBIT AL T—a /NI THE, O VPC HHEEEDTE
X2 UTF 4 A —NYIRENET, B AT —2a v EEPCLTH, WnEF 22U T ¢
TN—T13E I NEEA,

RY > —DOVEREE :

s HENTZTRXTORY —LFRERIC, EMRRY o—%2ERT 2700 +07k7 00—
T—=HANHDH I EEHERLTLIEE N,

CAWS (Tt F 2 VT 4 V=T TIXALLOW L=V DB EFFA T 572D, BT AT — g
VARV L—IZiE, Deny 77 ¥ a U EFFOLEN B S Catch-All R Y v —Z R Allow
Vo —DhidhDbBENDY £,

BIE T 54172 VPC D& T A T —2 a Y EHNZT DRI, T—F7 AX—XATHEHEZHZ
T AZEEHEIRLET, BWHNECAR S TWAT — 7 AR—RTEEN TV VPC O

IR T a v EEMNITSE, FOVPC TTRTDO NI 74 v I BHFAIENET,

VPCIZARY > —2 AT A2EMNRTEZDL, AWS a7 X ZREL ( TAWS a7 ¥ O
£ #BMR) [ TOVPCORBIT AL T—va r2AMILET,

AWS 1 VARV R SR, #Hill. BEITERRAT—2ADERT

AWS a7 Z OMEIFHR A TR T DI, 2317 22— (B (Manage) 1> [V ¥
(Connectors) 1) IZRBEIL, X—T D EHbaxs Z 28R L ET, FBHIZOWTIX, [VPC]
1T227 U v 7 LTI,

AWS VPC A >~ F VIZET D H A £~ T HI2iE, [AWS= %27 % (AWS Connectors) |
NR=YTIPT KLVAZ7 V7 LT, TOU—7B8—KD[f X ) Ta7r7 AL
(Inventory Profile) |~—LZHKRLET, A X M7 a7 7 A )LOFEMRIZ OV T,
RN TRT s AN] BBRLTITEEN,

A
TV DFEIZONTIEL, WESRLTIZS 0,
* Cloud Connector |Z X » CTAR EN7= 7 ~L
» Kubernetes 77 7 A X |ZB#9- 5 7 ~L

VPC A X2 h U D BRI 7R Y 2 —Id, % D orchestrator system/interface id label 7 ~/LAE (2
HEASWTERSNET, ik, [ X MU 7 r 77 AL (Inventory Profile) ] ~X— 3 CH
WTEET,

WHAT—H 2 &K R 5120, Secure Workload 7 f & R DD F B — g X —hk

[1## (Defend) ]>[@RARXT—4 X (EnforcementStatus) ]%&R L £4, FEMICOWTIL,
[Cloud Connector D AT — & X | #ZMHL T LI,
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| 2#x44%
AWS 244 4 (12BT HRED S5 IL a—T425 |

AWS DV B IS HEED S TNV a—T14 0T

MR8 : [ERAARXT—4 X (Enforcement Status) ] R—2 (2, BEMARY S—HRFy TEhi:z
ERTENFET,

R AWS X7 X TRHREINTWD XL, BX =2 U T 4 7 —T DD AWS OiiliR %
Bz2bERAELET,

HARHAR Y & —7 SKIPPED & FRrENTWAHGA, HiLnweXx= U7 4 7 —7 3 3FEESh
TELT, AWSICUFINOHFEL TWEtX 2 U T 4 VA — 7 RE| XX LT,
ZOMBEEZ RIS DI, NERY TRy hEFHOBEORY) —Ti3n, 1 OOKRY —
TRERY TRy bEFERATLIRELT, R —2HAETEEINE I TR LET,

=V DOHIRZ LT Z & 2RI L 725613, AWS 2317 R TEDOHIREZ AL E 3 HHIIC
Amazon |ZHEMETHMENRH Y 77,

Ny 7T K

T ITRAT = arEREMCTDHE, VPC I EICEEKARY —RNERESNE T, Ak
BIKBRY > —1Z, AWS TExF 2 U T 4 VNV —TF 25T 50 ERENET, 72771,
AWS & Secure Workload TIXAR Y > —Dh 7 AR FEZ D 97, Secure Workload RV o —%

AWS X 2 U 5 4 J—F BT LS. AWS IZIZFNEFN—BEDOY 7Ry & 1 DDO/L—
neELThU P LET,

TAT T 4T D
& @ Secure Workload iR U & —DHIZSONTEZTHET,
OUTBOUND: Consumer Address Set -> Provider Address Set Allow TCP port 80, 8080

AWSIZ., ZORY—%, [FafF—F7 L2ty "NO—BOV 7%y ho¥] 12 [—
BEOR—FNO¥] Z#HI-b0ELTH Y FLET,

L7ERoT, FuanXfZ—7 RL Aty FR20HO—EDH 7%y h THERENTWAEA,
Z DOE—® Secure Workload RV > —1%. AWS T 20 (—EDOH 7% v b)) X2 (—EDR—
) =X a2 VT4 A —FRHNICA DL—L] L LTHT Y FESNFET,

VPCREHTH D=0, — Ao LB TY, vy MIIETH D Z LIciEELTL
7230,

fIRE  AWSAFHETIRTD RS T4 v I %HFAT 5
¥AF 3% Secure Workload D ¥ v v F A — /LR Y ¥ —78 [#EA (Deny) JIZERESN TS Z
CEMERLET,

AWS (EKS) TEfT &N 357 H— K Kubernetes 5—E X

AWS 7 7 77 KIZ Amazon Elastic Kubernetes Service (EKS) % B L7=35681%. AWS o7 X
ZEH LT, Kubernetes 7 7 AZ N A X kY &5~L (EKS #27) # L TEET,

~ 3 —¥ K Kubernetes —EANDH A X T —H &2 T)VT 5L 91T AWS TR X PERE ST
WA EE . Secure Workload 137 7 A% D API Y — N— |28 LT, £DT T AXND J — K,
Ay R, BEOY—EADREZEBIHLET, Z0Oaxr ZEHHL UEL LA RSN
Kubernetes 7 ~/LZ-DOWTCIE,  [Kubernetes 7 7 A X ([ZB#H 95 7L 2B LT EEW,
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axs4 |
B e«sozussvmess

EKS DX OIS

« fEf LT % Kubernetes N—2 3 U3 AR— F SN TNDHZ E AR LET,
https://www.cisco.com/go/secure-workload/requirements/integrations & Z 8 L T < 72 &\,

« LT OFBICHEV, EKS TRERT 7 v A %MK L9,

EKS o — /LB LT 7 & ZHE[R

a—H—n 7 A UiEHRE AssumeRole XY 256) (3. B/NROMERE v F TRET 544
ENH Y 9, 2—F—/v—L, aws-authyaml RE~ v 7 TIRETL2LERH Y 7,
aws-auth.yaml X E~ v 713, RO a~> R L TRETE £,

$ kubectl edit configmap -n kube-system aws-auth

AssumeRole 23MEH SN TV WA, #7327 —7 % L T aws-auth.yaml iX E~ » 7D

fmapUsers| &7 v a NZa—HF—%BINTH5LENH Y £3, AssumeRole ARN 23 FEE S 41
TWA A, aws-auth.yaml 5% E~ ~ 7' [mapRoles] 7 3 = Nl — /L& BT 5 LENH
D $£9, AssumeRole Z{#H L7z aws-auth.yaml 5% €~ v 7 OHl =LA TR LET,

apiVersion: vl

data:
mapAccounts: |
[]
mapRoles: |
- "groups":
- "system:bootstrappers"
- "system:nodes"
"rolearn":
"arn:aws:iam::938996165657:role/eks-cluster-2021011418144523470000000a"
"username": "system:node:{{EC2PrivateDNSName}}"
- "rolearn": arn:aws:iam::938996165657:role/BasicPrivilegesRole
"username": secure.workload.read.only-user
"groups":
- secure.workload.read.only
mapUsers: |

[]
kind: ConfigMap
metadata:
creationTimestamp: "2021-01-14T18:14:472"
managedFields:
- apiVersion: vl
fieldsType: FieldsVl
fieldsVl:
f:data:
{}
f:mapAccounts: {}
f:mapRoles: {}
f:mapUsers: {}
manager: HashiCorp
operation: Update
time: "2021-01-14T18:14:472"
name: aws-auth
namespace: kube-system
resourceVersion: "829"
selfLink: /api/vl/namespaces/kube-system/configmaps/aws-auth
uid: 6cba3ac7-58c7-4c57-a9¢9-cad701110569
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AWS 22— —Z A L TEKS 7 T AZIZT 7 BA L TWAEAIL, D2 —% —|Z Assume
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Va—<wHRARE TN, HE—RANKy RIZV—VEEHLET,
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2. [#—%5 v ¥ A7 (Target Type) 1.

br— 2 EBET AR IRORY > — A T FOBE

DI HERENT-, SEIFERTr—RADOHRT I/ a = NVERFDO ara—<nb
TN B—~DP—E R, —ER7a ba, BIOR—

F—2=R 95472 DR B—4y k24T (Target
Type)
1 F P
2 bV A AR A
3 *+7 P
4 F+7 L UARB R

F—X1:

Sy va—w )= KT, arvia—winba— KRS P H—E2 (bASip) ~DH—E =
Za haER— NOFFA AL THAOLV— VB AR L ET,

TN F— ) — RIZEA M—=NEH0 EEAN, EETEdarya—~, skkrx 7
H—Ry K (EE) . e barzi—ry b7 barl, K= 24—y hR—h, T2
valrvEHFRNE LT, Tunf A =Ry KIZAIV—VEAERLET,

F—X2:

ayya—v/)—RT, arva—<nrbr— R AT % —2 (IbAjip) ~DOHF—ER
v b A lR— hOFFA 2N L TH A=V 2 AR L ET,
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farrz$—r 2o hal, R—r 2 —bE2XD /) —RER—hL, Trarraiiae LT4E
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TR F—KRy RTIE, HETE T, F— ) — R, sz F—Ky F (8 .
o bharEzg—ry b Fa kar, R—raEZ2—F vy hAR—h, T var iz LT,
A= E AR LET,

F—X3:

Iy va—w/)—RT, arva—whba—RKAT o —E 2 (IbAKHip) ~DOP—E %
7ua bhartR— b OFREFEHLTHIOL—VEERLET,

TanNg B— ) — RIZARA ML—3h 0 EFA, Tu M Z—Ry RTIE. HETE Db A
Hip, shEETa M X—KRy K (EE) . Ve btarry—4Fy b Fa hal, F— %
A=y NiR—bh, T2 arziFab LT, AMr—VEERLET,

F—X 4

ayya—</)—RT, arya—<hba— AT oHH—E 2 (bASip) ~DH—E R
7ua hartR— b NOFREFEHALTHOL—VEERLET,

TanNA = =R b AN ZEEILE LTEREL, T XTHOTa A F— ) — &5
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EEFAIICRELET,

TN B—Ry RTiX, #MExae M4 — /) — K, sz e F—FRy ¥ (EE) .
a bharEsd—ry hTabhanr, R—rEX =4y hR—b T arEFaE LT,
A= EB AR L ET,

Azure 237 X%, Microsoft Azure 7 5 7 > MIEEGE L C. RO EERHEL FEITLE9,

s Azure iRy 7 —% (VNet) MoDSATDA AU MY (BLUZDEY) OBEE
BYRAH : Azure TlX, ZIVHRKTY V=R AZ T —EZEZENV YK TCHZ ENTEET,
Secure Workload |1~ v & Xy NU—F A X2 —T = A AZEEFHT BN Z T %
BYiAteZ ENRTEET, MVAALEZX 7, A XU MNIBIXONIT 74 v 7m—
F—=H DAL E R Y —EFED T L L LT Secure Workload T C& £, Z DX
BT =TI R SN E T,

ax 7 ZIZEEMT N T A2 ) v ar DU —sa—RERy NT—7 f X —

T2 A APLDHE THRERVIAENET, V—2 8 —RERYy NI~ A X —T = Af AD
WM SNV TV DG, ¥ Z1d~— Y &1 T Cisco Secure Workload (237~ SiVE T,

FHICOWTIL, 79U Rax s ZICkoTEKRSNEZTLEBRBLTLLEEN,

J20—0O050BYRAH : a7 X, Azure TRy FU—2 X =2 U T 4 7 L—7 (NSG)
IR EL-7e—n 7 2R0iALrZ ENTEET, TOH%, ZOT LA NI T—H%
Secure Workload T LT, AL BINE I AL TF—2 g VR —% T $9,
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BB A Y hTU—2 (VNet) 1, 1 OD Azure IR 7 ZIZDOIHBETHZ ENTEET, 1 O0D
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Azure \1 Complete (7 JPaste the (8 JAssign the

Prerequisites permissions custom role

into a —»  to your
custom role application
i r 3

AKS (2) (optional)

Complete

Prerequisites

I )
e N P o\

Secure \ 3 start the (4 )Choose (5 ) Copy the (9 )Complete
Workload connector capabilities permissions the wizard

wizard —» —*  from the

wizard
./.-7\\- l
(6 ) Edit the
permissions
HFoFFZIL, FEMFIEORT v 7HFE IS L TWRWZ SIZER LTI ZEN, )
FIE

U4 RUOEMICH LT ES = a3 =16, [EE (Manage) ]>[axr%2 % (Connectors) ]
IR E T,

M T D Azure ARV X TV v LET,

(b— MEEFEND) PO a7 % OGEIL[EZME (Enable) 227 Vv 7 L, RUC/L— M
FRN OIS 22 2% 7 Z OSA 1 (B 2% 7 Z 2 45%0{t. (Enable Another) 1422V v 7 L
TO

[Azure DEAFIS LORMHESRM] OB L ARG 2B LIG7Z L Cb, BT 2 (Get
Started) 127 Vv 7 LET,

ARY ZITARIEATT ., SEISEREAEIR L £7,

ZDON—TTOERIE, ROFPIATAER SIS Azure Resource Manager (ARM) 7> 7L — k
WCEENDFHEZIRE L, RENLERIEAZRRTHDICOMEN SN ET,

YA T = a rERENCT HIIE, [TV OUUEE (Gather Labels) ] &AM T 2 45N
b ET,
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Vo—0DwAEFEOEX 2 U T 4 ZA—T ORI, T 4 — K TE % D Voet D& 7
AT = a VEAMMI LIESEEICOBRREALET, B TIOT 4P —RIE->T, HxD
VNet D& AT =2 a R —OBAEZANTHZENTEET,

[k~ (Next) 1227V v 27 LT, BER—VOERIZHZ@ELET,

7 P— ROEDR—ITET L, V7 27 ) 7 g URMEORHEREH 2 TV D LEND
D E£9,

2t 41 % Azure Resource Manager (ARM) 7 > 7 L— &M LT, ax7 ZITHERT 7
BAFFAZEY B THITIE, ROFIHENET,

1. V4P —F BB ARM T FL— 2 XU o—RLET,

2. 77— T XA NERHEEL T, <subscription_ID> Z2—Y—DHhT 27 ) Fg
ID (ICEXH#R ET,

Gx) AR FZOEE, Azure T AT NNIZBEEROY T A7 ) 7y a o ID EZERT
xFET,

B o 74 ANEERRI LY T A7) Fa v IDICBET 554, HEoY T
27V F g IDEANTEET,
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TARERT 7 ANDT XA NZAEY HTF £,

6. WAXLu—NLVEREFELET,
7. ZOFIEOFHRSH TRELET XU r— g i A2 sa— L &2 5 LE9,

ZOT 7 L— M, BIOFNETBIR UZBREICKLER IAM 77 ¥ 2ZR 08 H 0 £3,
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B EiEA
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N RERA 74T v MERELF—DOWT B A
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GKE f R LSRN, #HMll. BLUVERRAT—F RADERT
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DITH 7 Vw7 LT, Z7I7AX %27 v 7 LTERRL TSN,
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LVAZ 7Yy LT, 2OV —712— RO [ X ) 777 AL (Inventory Profile) ]

NR=UERRLET, Ao X M) Ta 77 A VOFEMIZOWNWTIL, Ao ) Tr7y
AN BBRLTIEE N,

TV DOFEIZONW TR, REZR LTSI,
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TRERY TRy FRFEHTHRELT, RV —2HETELINE I DEERLET,
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TSR T g BAENCTHE, VPCZ EICEEHRY —NAERESNET, hbnA
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X075 : Secure Workload O3 v » F A —/L 2R U =73 [fEE (Deny) JIZBE S TNG 2
LR LET,

GCP (GKE) TZEfTEN 57— K Kubernetes H—E X

777 Raxy Z %M LT, GoogleCloudPlatform (GCP) T34T X411 CW % Google Kubernetes
Engine (GKE) 7 7 AZMNHAXT —HZETEET,

a7 A%, EIR L9 X T Kubernetes 7 7 A ZIZB#ET 5T _XTCH /) — R, h—E A B
FORy ROAZT—2EZINELFT,

FEHE KO RA
Cisco Secure Workload DZE#H : Z D a2 7 IR T 774 7 o AFIARE T,
VA BN RN X i

c ZDART HIIMERT VB AERETDTZODMHERN GCPIZHDZ & Z2MR L T2
éb\o

e % GKE 7 7 AZ%, 1 DD GCP 2R 7 ZIZDBETHZ ENTEET,
«IRD TGCP a7 X DT ORICFHEHIN TWAIEFREIEL 7,

GKE O -
* GKE TLHERT 7 2 AMEREZRET HHLERH Y 7,
e v X — FKSSHEREZ TR — R T 572012, h—ERT H 7y MIULERE—/LIFRO L
B0 TT,

* Compute Network Viewer |£, GCP NDOTXTDO Ry hT—27 U YV —ZA~DFiHI Y &

A7 72 A%&#FR[$ 5 IAM u—/LC7, https://cloud.google.com/compute/docs/access/
iam#compute.network Viewer

* Kubernetes Engine Viewer |Z, GKE 7 7 AZND U Y —A (/— K, "> K, GKEAPI
FTV s NpE) ~OmAHRY HEHT 72 AT 5 GKEY 7 A X n— /L TY,

https://cloud.google.com/iam/docs/understanding-roles#kubernetes-engine-roles

ARV ARAOERET TS3A4T7 VA

1FEAEDax s Zix Secure Workload IRAET 7 I A4 7 v RAZEBBENE T, OVAT 7L —
I Z{#FEH L T VMware vCenter D ESXi R A MZ, £721TQCOW2 A A —T ZFEH L TiLd KVM
R ZADINA NN P =T BT ET T I7A T U AZRBBELES, KT 774 T 2%
BT FIEICOWTIZ, T I 4 7 ZADERM] THHALET,
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«CPUZ T : 8
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47: Secure Workload Ingest 7 754 7 > R

Tetration Data Ingest Appliance &

Connectors

5
®

Checked In Registered Created
Sep 4 2020 04:45:59 pm (PDT) Aug 25 2020 06:47:59 pm (PDT) Aug 25 2020 01:55:33 pm (PDT)

Info VM NTP Log Alert Troubleshoot
AWS © Tetration Data Ingest appliance is a software appliance that can export flow data to Tetration from various
connectors. At most 3 connectors may be enabled on an appliance.
When Alerts are enabled, the following alerts may be generated:
AnyConnect © 1. Tetration Data Ingest appliance is down (due to missing heartbeats).
2. Informational alert on high CPU/Memory/Disk usage.

F5 ]
Tetration
Ingest Appliance
® £ 4
&
o) .
u and m
' @ e
Tetration o 2 e
Cluster
Y -

[Cisco SecureWorkload Ingest 7 75 A4 7 AD A b | ML TLZEW,

Decommission

Cisco Secure Workload Ingest 7 77 A4 7> ATIX, 1 DDT FTA TV ATRRID>Oax sy ¥
EEDNCCEET, MLTTITAT AT, RALaxs ZOEEOA L AF L AEHHNZT D
ZLMNTEET, ERSPAN Ingest 7 7T A 7 2 ADPA . 3 50 ERSPAN =1 % 7 Z 7312 HE)
M7 e ya=r 7 3nNEd, Ingest 7 77 ATV AICEBRENT-ax 7 ¥ D% 1E, v
NT—INOEZESERFA L LT LA NI EZNELET, b0 axs XiE, 777
ATV ADREEDHR—FTY v AT AHULENRHY FT, £0OH, £ax 7 X, 71V A b
V5 — R NETHDIax I ZN) v AT AHIRLERHLIPT RLALET 7 4/)b hiR—
FOWTNDNCNA  FENFET, ZORER, KH1IP 7 RV RITEARMIZ, 77747 A |k
TaRrZENEATLA Yy NIV ET, a7 ZRAEMNCRLE, Aey FBMEHIILE
T (ZCky, ey MZHIGTAPREHASNET) , 72, aX 7 XBRENCR 5 &
axX I EREEL WAy RBBKREINET (ZHUCE D, Ay MIxHET 5 IP 235
ENET) o Ingest 777 AT U ABAB v hOIRIEZEHERFT 5 HIEOFHIIZ OV TI,
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[root@beretta-ingest-1 tetter]# cat /local/tetration/appliance/appliance.conf
{
"type": "TETRATION_DATA_INGEST",
"slots": [
{
"available": false,
"index": 0,
"mapped_ip": "172.29.142.26",
"share_volume": true,
"count": 1,
"service_containers": {
"5d379fac6e37d85f2bdeff45": {
"connector_id": "5d379fac6e37d85f2bdeff44",
"service_id": "5d379fac6e37d85f2bdeff45",
"container_id": "2c7a7ed4f853e8513d620c663f1c7f5395b53b9dd6696276ac439d34fel42bf1"
"image_name": "netflow_sensor-3.4.2.52222.maarumug.mrpm.build-netflow:5d379fac6e37d85f2bdeff45",
"container_name": "nf-5d379fac6e37d85f2bdeff45",
"service_type": "NETFLOW_SENSOR",
"ip_bindings": [

"volume_id": "373b5b682096547bf252678405943c2f110593b88485b996e7259fa4e314c439"

"available": true,
"index": 1,
"mapped_ip": "172.29.142.27",
"share_volume": true,
"count": 0,
"service_containers": null

b

{
"available": true,
"index": 2,
"mapped_ip": "172.29.142.28",
"share_volume": true,
"count": 0,
"service_containers": null

3

}[root@beretta-ingest-1 tetter]#

AIRETR B TE

*NTP: 77T A7 ATNTP &R ELET, FMITOVTIE, INTP OFE (NTP
Configuration) | ZZML T ZEVY,

CB S TTIATYAOR I ERELET, FMICOVTIE, Tr7#E] 2BRLTL
EEw,

Cisco Secure Workload Edge

Cisco Secure Workload Edge 1%, S F I F0MWMEICT 77— a2 A MU —3I 7 L, CiscoISE
BREDF Yy NT—=2 TR Ay ba—=ImnbA Xy M) AZ T =2 EINET L, T
7747 ATY, Secure Workload Edge 7 7' 74 7V ATlX, 7 XCOT 77— M@ a1

B oxv%
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% (Syslog, % A—/L. Slack, PagerDuty, Kinesis’2 &) . ServiceNow 2 %7 %, U—7 11—
NAD 27 %, BXWISE ax7 ¥ ZREHTEET,

Tk
«CPU= T4 : 8
« AEU :8GB
« A L —¥ 1250 GB
e Xy NI A B =T oA ADH 1 1
N ODTTITATVADART XD . 8
o AR —F 4 VT AT A CentOS 7.9

[z 7 % F @ Cisco Secure Workload (AR T 77 A 7 A T, BEHERFIREEZ MR L T
720,

\}

() Secure Workload ™ /L — MEPHIZIX, K 1 20 Secure Workload Edge 777 A 7 > A % JEBA C
TET,

49: Secure Workload Edge 7 75 4 7 > R

= ~ f > Monitori o
@ CiscoTetratien B © vontoring - @~ 8% -
w You do ot have an active icense. The evalation period wil end on Thu Oct 24 2019 03:33:30 GMT+0000. Take action now

Tetration Edge Appliance [f517 Decommission
o

Checked In Registered Created
2 Jul 28 2019 11:28:00 am (PDT) Jul 26 2019 11:30:25 am (PDT) Jul 26 2019 11:06:27 am (PDT)
a
Connectors info VM NTP  Log

. Syslog 12} Tetration Edge is a control appliance that streams alerts to various notifiers and collects inventory metadata
= from network access controllers such as Cisco ISE.
s | 4 Email ©

Tetration .
W Edge Appliance e
S Slack @
pd Pager Duty ©
&
din Kinesis ] socuoCramlExcopton 9~ o
- ) ]
etration
Cluster
® -

Deploy Tetration Edge appliance by following these instructions

1. Use the OVA image downloaded from Gisco Software Download page (7 to deploy a new OVF template on the designated ESXi host.

Secure Workload Edge 7 77 A 7V AIZBH S NT-ax 7 ZiX, A—FTU v R LEHA,
L7273 T, Secure WorkloadEdge 7 77 A 7 > AD ax 7 & T A A K AL S 1172 Docker
AT FE A= FERAMIARLEE A,
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AJEE AR ERE

NTP: 77747 ATNIP #HELET, FEMIIOVWTIX, [NTP % E (NTP
Configuration) | &ML T 7E3W,

el TITIATUAOR T ERELET, OV, TelR&E] 22T
722N,

RE7ITS54T7 2 ADER

ATy T

ATy T2

ATvT3

ATvT4

ATy Th

ATv76

ATvT17

VMware vCenter F 7= 1% Red Hat Virtualization 72 & D> KVM ~X— A D/ A 73— 3A B D ESXi
RANMUET 774 T o AERBELET, ZOFIETIE, A3 Y7 v Furo—
R R—=UNOEET T4 T AOVAT T L— FEIZQCOW2 A A—VhE Xy rn— K
THEOICROONET,

)

EB  Secure Workload /587 77 A4 7 A& BREIT DL, T 774 T 2V ABMER S5 ESXi 748 A

AR O E 7T BN H D T,
«vSphere : /X— = 5.5 LU,

cCPU: a7 Z iz 1 22GH2 TH Y, TTI7A T VAR HO R PRARERE
NHHZ L,

e

cAFEY R BT IIA T UANNE A DR AR—ANH AT L,

AR BINST =2 BWET DTeOIIRT 7T A4 7 o AL RAT 21203, ROTFIEZETL
iﬁqo

FIE

Secure Workload Web 78— % /L C, EMlOFESF— 3 =15 [EE (Manage) |>[{RE7
754 7R (Virtual Appliances) &R L 7,

[2x27 % DHF%MY (Enablea Connector) %27 UV v 7 LET, BT IVNEDS LT 77
ATV ADZATIE, AT 2317 202 A4 Tk oTRRY £,

WRT T IF3AT VAR T DVENSD AR T ZDEA T2 ) v LET, =& 203,
NetFlow 227 % %7 U v 7 LET,

aRx g ZN—UT, [t (Enable) 1227V v 27 LET,

WART T AT LV ARBRTHILENDH D E VI BANRFRINTZE, [TV (Yes) 27V v
JLET, ZOWEMBFERINLZWVGEE, Z0Oax 7 XRMEHTELMET 7747 2 AN
WICHDAREMERH Y T, oA, ZOFIEEFETTILEETLY THA,

Vo 2%7V) w7 LC, (RET 7I7A4T L ADOVAT > 7 L— b EIZQCOW2 A A —T%
Fyru—RLET, b7V y 78I, B boy W — REfWeEEIcLET,
Ao —RLEboIdsU T, ROFNEEZFEITLET,
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*OVA : FEESNZESXi R A MIH LWOVEF 77 L— 2R LET,

* vSphere Web 77 7 A 77 MZ OVA Z# &7 5 HIEIC DWW TIL, OVF 77 L— D
BB TLE &V,

cEEAILTEVMEBEN, T FSA T ADE A FICHIRI N AR EL —HK LTS
ZEEMRELET,

cBRELEVMOERZEZF VICLGEWTLEE,

+ QCOW2 A #*—<% : Red Hat Virtualization 72 £ ¢ KVM /A 73— 314 HTH LU VM % {ERL
LET,

ATvF8 VMOERN%, BIRA 4 129 5HNZ, Secure Workload Web iR — X VDA T 75 A 7 o A &
BY 4 —RIZEY £,

ATYTY FETTIAT U ADREEY 4 — KT, [k~ (Next) 1227V v 7 LET,

RTYF10 IPT RLA, F—hoU=A KRARL, DNS, ¥ ¥ —/"—3E, L0 Docker 7'V »
DY TRy PREERELT, RET 7 I9A TV AERELET, Ry hU—IRF A =4
EHEALEZVWMORE] OAZ UV —rvay ML TIEEN,

GE) NetFlow, ERSPAN, BEWVISE 27 X DHFAH | IPV6 7 KL A (T 2T IVAX Y
JE—R) BEECTEXET, 2L, TaTALAZ Y 7 OV FR— MNIX—Z ROk
HETHDHZ LICEELTLEEY, TaT VAL v 7 E— ROEMLHIROFEMIC
DUNVTCIL, Cisco Secure Workload 7 v 77 L— R I A R [BEEE] 2R L T LS
v,

T ITAT U ANT B F I — =% L T Cisco Secure Workload (27 2 &2 29 5 E
Do HEEIL, [Fa ¥ — —%fH L TCisco Secure Workload|Z#%#¢  (Use proxy server
to connect to Secure Workload) | = v 7R v 7 A& AN LTLIESN, TR ELLSE
EINTWRWES, ax7 23, Ave—Vofill, axr7 205, BLO7vo—
7 —# @ Secure Workload =2 L 77 % ~D %[5 D72 ¥ |Z Secure Workload &i#F3 25 Z &3 T
ERWGAERH Y 7,

T TITAT UV ADIPT RLVALF— R T oA BT 74/ h®D Docker 7 U v %7 % b
(172.17.0.1/16) Lt #iA T 5% 4A . [Docker” U v (CIDREF)  (Docker Bridge (CIDR
format)) |7 4 —/V RCTHE LTI AZ~A A LDocker 7V v VY7 % h &ML T
TIIAT UV AERETEET, THICX, 77747 A OVA33.2.16 LIENRVLET
R

ATFYITN [k~ (Next) |27 U7 LET,

ATV T2 RORT v 7T, VMRENY RANERSH, ¥Uru—RFTE5L51720 9, VM
BN Ry rn—RLET, IWRENY FADF T n—R] ORZ)—riay
FEZRLTIZE,

ATV T13 VMBENSY RLx, Z—4 v O ESXi R A M FEIIMOREL A 2 MIstint 55 —& 2
FTWZ7 vy 7Fr—RNLET,
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ATV 714

fEARART, ROBREZTET LET,
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Compute »

General

RedHat Virtualization

Name:
Description:
Status:
Uptime:

Template:
Operating System:

Chipset/Firmware Type:

Graphics protocol:
Video Type:
Priority:
Optimized for:

Virtual Machines » T

Network Interfaceg

Edit Virtual Machine

General

System

Initial Run

Console

Host

High Availability

Resource Allocation

Boot Options

Random Generator

Custom Properties

Icon

Foreman/satellite

Affinity

Hide Advanced Options

Cluster Default

Dota Center: Defoult

Operating System Other 05

nstance Type

Optimized for Server

Name Test ingest_appliance_4
Description

Comment

O statetess O startin Pause Mode O Delete protection

instance Images

tetration.data-ingest-3.6.1.5_VM3.qcow2: (195 GB) existing

axs4 |

(QCOW2 A A —C 2 FHT RIGAEDHER) VMERENY KLET v 7 a— R Lo 4E

slngest 7 7T AT VADYE, 3ODFy NIT—F A H—T x4 AR ELET,
K 50: KM R—ZADBRETODHRY bT—0 4 3 —T x4 ADEEH]

instantiate VM network inti

y picking a vNIC profile.
nict data-ne
nic2 data-networ

nic3 data-network/ovirtmgmt 2

e AFEVE|Y Y TT, RAM OfF/NELEEZ 8192 MB IZH5E L £,
« A8 CPU D AFHE 8 ITHEL 7,

x
Reboot j G console
fo  Permissions E
es:
bility Version:
Time Offset:

Edit ||+ | =

+[-
o [
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Compute

General

Red Hat Virtualization

Name:
Description:
Status:
Uptime:

Template
Operating System:
Chipset/Firmware Type:
Graphics protocol:
Video Type:

Priority:
Optimized for:

» Virtual Machines > T

Network Interfaced

Edit Virtual Machine

General

System

Initial Run

Consale

Host

High Availability

Resource Allocation

Boot Options

Random Generator

Custom Properties

Icon

Foreman/Satellite

Affinity

Hide Advanced Options

Cluster

w7 7517 2088 |

Operating System Other 05 bt
instance Type ~
Optimized for Server he
demorny 8192 MB
A mory @ 32768 MB
d @ &192 MB

&

Hardware Clock Time Offset €

Serial Number Policy

Q35 Chipset with BIOS

(GMTZ) Greenwich Standard Time

Cluster default (Host ID)

VM EEZMmEL, VM RENY RVET —H A K726 CD/DVD K74 7Icv v hLE
T, [FEIRPEAREZHEGE (Connectat PowerOn) | F = v 7Ry 7 A% AN L TNDH I L&k

WBLET,

B L7 VM OERE A I LET,

VM 2NEE) LT HBIFIZERE 21TV . Cisco Secure Workload 2856 LIEL L E9, 3505025 2
ENH Y £9, Secure Workload DT 7T A T U ADAT—H AN [HERORE T (Pending

Registration) |25 [7 27 7 47 (Active) | ICBATT H1XT TT,

SecureWorkload Ingest 7 75 A 7> A ] DAZ Y —riay FEBRLTLEEN,

G

G¥)

TIITATANT VT 4 T lb b, ax7 ZEHHNCLTRRTLZENTETET,

DA ERER B DIRFED Cisco

Secure Workload A&7 27°F A 7 2 A% L C vMotion Z B NI T 5 Z S iZBEO L

Secure Workload #M&i 7 77 A4 7 A OVA #ZFDOFEHEHA L., VM BT 5720
QCOW2 A A—YHIZ 82D vCPU =7 L 8192MB D ATV 2 FHIT 25 Z & & B8
HLET, TR ) Y—ARFHATEARAVEA, VMt Y FT7 v 7227 ) 7 MMl
IR 97,

a9 4R .

Reboot |

Permi:

bility Version:

Time Offset:
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52: Secure Workload Ingest 7 754 7 > A D ER

Deploy Virtual Appliance

@ Download ova/QCOW2 2. VM Configuration 3 Download Configuration Bundle 4 Deploy Virtual Appliance

Data Ingest virtual appliance can export flow data from various connectors with a maximum of 3 connectors

that can be enabled on the appliance. .

When Alerts are enabled for the appliance, you may receive the following alerts: etration
1. Data Ingest appliance is down (due to missing heartbeats). Ingest Appliance
2. ional alert on high CPL isk usage

®

To get started with VM deployment, download the OVA or the QCOW?2 file based on your virtual
environment from Cisco Software Download page 0

n
.

Tetration -
Cluster
s P
cacel | [N
53: Ry b T—D IS A—REFERALI: IMDERE
Deploy Virtual Appliance
~) Download OVA ® v i 3 Download Configuration Bundle 4 Deploy Virtual Appliance

IPv4 Address (CIDR format)
10.10.10.11/24

10.10.10.12/24
10.10.10.13/24

Gateway IPv4 address

10.10.10.1
10.10.10.1
10.10.10.1

IPvB Address (CIDR format) (optiona

200

200

Gateway IPv6 address (optional)

Address [x]

Add

Gateway IPv6 Address [ +]

Hostname (opticnal)

Name Server

8.8.8.8

Search Domain (optional)

Use proxy server to connect to cluster

(optional)

HTTP Proxy (optionai)

/I www.c

Docker Bridge (CIDR format) (optional)

172.17.0.1/16

ax9 4
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Deploy Virtual Appliance

o) Download OVA/QCOW2 ©) VM Configuration @ Download Configuration Bundle 4 Deploy Virtual Appliance

Data Ingest VM configuration bundle (ISO image) is ready for deployment. Download the configuration bundle and click Next to proceed.

0 Download Configuration Bundle

55: VM 0 FE R

Deploy Virtual Appliance

O) Download OVA/QCOW2 0) VM Configuration ©) Download Configuration Bundle @ Deploy Virtual Appliance

To deploy Data Ingest appliance, perform these steps:

1. Use the downloaded OVA or QCOW2 image to deploy the VM in your virtualized enviranment
 For an ESXi host, vSphere 5.5+ is supported. For more information on how to deploy using vSphere, refer VMware documentation.
© Make sure the VM network settings match the recommended configuration for Data Ingest appliance.
> DO NOT BOOT THE VM UNTIL INSTRUCTED

2. After you have deployed the VM, upload the downloaded configuration bundle (ISO image) to the datastore in your virtualized environment.

3. Mount the configuration bundle from the datastore. Select Gonnect at Power On checkbox (or a similar option in your environment).

4. Power on the deployed VM

5. Wait for the Data Ingest virtual appliance to connect to Secure Workload.

After the virtual appliance connects to Secure Workload, the appliance status changes from Pending Registration to Active. You can also monitor the appliance status on the Virtual Appliance Management page after exiting this wizard.

56 : B RBE R DIREED Secure Workload Ingest 7 754 7 2 &

Virtual Appliance

Data Ingest Appiisnce o [T

Checked In Registered Created
N/A N/A Sep 92022 01:33:00 pm (IST)
Connectors Info VM NTP  Llog  Alert Troubleshoot
[ Enable a Connector Data Ingest virtual appliance can export flow data from various connectors with a maximum of 3 connectors

that can be enabled on the appliance.
When Alerts are enabled for the appliance, you may receive the following alerts:
1. Data Ingest appliance is down (due to missing heartbeats).
2. Informational alert on high CPU/memory/disk usage.

Te
Ingest Appliance

User, Process, Fows, and more

Tetration
Cluster

w
.

Gampus
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FISATURDEN . 7T 74 T LV AEHRA v —UNEZEENS Katka FE Y 7 D
SERAEAN FLEar— L ET,
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8. FISAF7VADTAZIVLIAY : TTITAT UV AMSTXTDDocker{ v AX L A%T
aIvy g LTHIRLET, SFMlicO>WTiR, (MIET 7S94 7 v ADF a3 vy
V] ESRLTLEEN,

BIESRORIBT 7747 A0 A2 ME, [EE (Manage) [>[{RE7 7547 >R (Virtual
Appliances) JIZ&H D £97,

57 BEREBEHDRET7 TSATUVRADYR +

(@ CiscoTetratisn™  CONNECTOR VIRTUAL APPLIANCES

w
&
®
@
n
a

RET7ITSAT7ADTIAZI Y3y
AR T 77 A4 7 A%, Cisco Secure Workload 7°H7 2 v a U CEET, 77747 A
NFalyvaransé, RO77varBnh) T—ShET,

1. T7I9A TV ADTRTCOREE, TTTA TV ATHENMIIR > TWD axy ZNHIKRES
nEJ,

2. TTIATVATHEPIIRoTNDTRTOaR7 ZpRHIBRSNET,
3. TTIAT AL, HIRRE O~ —7 B3 6 TnET,

4, TTITAT U ADBHIBRKIIOINE ZIRTE, 77747 A Kafka b 7 LFEHEN
HIpE S E,

)

GE) 77947 A%T7alvyvaryddl, HICRTIEETEERHA, TTIAT U ALEAR
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RET7 ITSATUOADE=R) Y

Cisco Secure Workload R8T 7°7 A 7 > A%, EWIIIZ ~— F B — b &#EEt % Cisco Secure
Workload IZ%{E LE T, »~N— FE— FDORIXSHSTT, N—FE—FAvE—TI21F, A
T LARE T e ARE, TS TA T o AEBICEN &b Kafka by 7 B LT kE/A
BT =Xy t—VORICHT MR E, Y—ERADOIEFMEICET 2N EENLET,

F_XTDA MY v 7% Digger (OpenTSDB) T TE, 77747 A ID &/b— M4
TITNATFENET, B0, TFI9A T A3y ha—5@ Grafana ¥ v > 2R — R,
TTIAT UV ANPLOEERA N v 7 IFEHTEET,

X1 TAICEATHEEFER

Ingest/Edge (KB~ >V DF A N A_X b —F 4 7 AT AL CentOS 7.9 TT A, £I b
OpenSSLH—_—BL N7 T4 7> bR r—UBHIBRENTWET, 207D, 77747
VAT VR ATHIZIFFEOaL Y —NVEMHT DL LD HFENRSD TR A,

a7 UL, centos:7.9.2009 X — A D Docker f A —Y % FEITLET, 72, NET ADMIN 77—
SEV T 4 2RO ERSPAN = T T ARE | 1L A LD T TR (FrtgZx Lo
Tvay) TEITSNET,

TR—, arTIFREEINEREETH, VMAZANO0SIEZarTFoRNENLEES RN
LT HRETT,

ARTEIDZATHA4VILEE

ax 7 2%, Ak, B, tEfk. b7 a—T 4 7, B L O Secure Workload 7> 6 D
EZHIBRN FTRET,

ARV ZDAEMIE
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Secure Workload [Z 2R 7 Z D rpm RNy r—T % T T 74 T L ATEEFELET,

BIRLET FIA TV ADT FIA T Ay ha—I Npm 25T 5 & IROEIERELT
LET,

1. Cisco Secure Workload 2> 5521 F B> 7= rpm /X 7 — U % LT, Docker £ A — T &S
LEd., ZDDockerf A—UINZiE, 77 T4 7 o AEFHRA v E—UNREE I D Katka F
By 7 LBETHEDICHNERERENEENTWVET, ZOREICEY ., Docker 1 A —
MhA ARG 2SN —ERE, JST 23R 2 EEHTL0DA v —T%
EZETELEOITRY ET,
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2. Docker 4 A—5 Docker =2 > 7+ Z21ER L £77,
3. Secure Workload Ingest 777 A 7 > A TlX, IRDBIHF A7 NEITEINFET,
cZEEAny FRRESH, ST DHIPT FUABRRESHLET,

s AR ITHDY A= AR— bk (72& 21X, NetFlow VO 721X IPFIX XD A A v F 8
FoOL—Zmb 77— a— R%&%{54 % NetFlow 2 %7 X D 4729 1 L V4739 iR —
K A, BRENTZAT Y MIHHSET D IP EOFR A MTA S ET,

s Docker NV = — AMERK S L, 2T HIGEBMEET,

4. Docker 2> 7 FRBME S L, a7 X supervisord v 1 —Y R —BE R & LTEITESNE
T, ¥ —E AL, Secure Workload |Z &Gk SV TEBEO X7 ¥ —E R EAKT D
tet-controller & L CH—b 22 ho—J BB LET,

58 : Docker 1 » — <> (Docker Images)

[root@beretta-ingest-1 tetter]# docker images
REPOSITORY TAG IMAGE ID CREATED
netflow_sensor-3.4.2.52222.maarumug.mrpm.build-netflow  5d379fac6e37d85f2bdeff45  2635145b44c8 About a minute ago

tet-service-base latest 6bel71bbe648 4 days ago
artifacts.tet.wtf:6555/centos 7.3.1611 c5d48e81b986 4 months ago
[root@beretta-ingest-1 tetter]#

59: DockerR') 1 —Ls

[root@beretta-ingest-1 tetter]# docker volume 1s
VOLUME NAME
373b5b682096547bf252678405943c21110593b88485b996e7259fa4e314c439
[root@beretta-ingest-1 tetter]#

60: Docker 2 > T+

[root@beretta-ingest-1 tetter]# docker ps
CONTAINER ID IMAGE COMMAND CREATE
D NS PORTS NAMES

2c7a7ed4f853 netflow_sensor-3.4.2.52222.maarumug.mrpm.build-netflow:5d379fac6e37d85f2bdeff45  "/usr/bin/supervisor.."  About
a minute ago Up About a minute  172.29.142.26:4729->4729/udp, 172.29.142.26:4739->4739/udp  nf-5d379fac6e37d85f2bdeff45
[root@beretta-ingest-1 tetter]#

= R .
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61:Docker 2 T FMERTHAO0Y FERRAIATVWSR—FDY X b

[root@beretta-ingest-1 tetter]# cat /local/tetration/appliance/appliance.conf

"TETRATION_DATA_INGEST",

"available": false,
"index": 0,
"mapped_ip": "172.29.142.26",
"share_volume": true,
1,
"service_containers": {
"5d379fac6e37d85f2bdeff45": {
"connector_id": "5d379fac6e37d85f2bdeff44",
"service_id": "5d379fac6e37d85f2bdeff45",
d": "2c7a7ed4f853e85f3d620c6631c715395b53b9dd6696276ac439d34fel42bf1"
"image_name": "netflow_sensor-3.4.2.52222.maarumug.mrpm.build-netflow:5d379fac6e37d85f2bdeff45",
"container_name": "nf-5d379fac6e37d85f2bdeff45",
"service_type": "NETFLOW_SENSOR",
"ip_bindings": [
{
"ip": "172.29.142.26",
"port": "4729",
"protocol": "udp"

172.29.142.26",

"protocol": "udp
}
1,
"volume_id": "373b5b682096547bf252678405943c2f110593b88485b996e7259fa4e314c439"
}
}

s

"available": true,

"index": 1,

"mapped_ip": "172.29.142.27",
"share_volume": true,
"count": 0,
"service_containers": null

"available": true,

"index": 2,

"mapped_ip": "172.29.142.28",
"share_volume": true,

"count": 0,
"service_containers": null

3

]
}[root@beretta-ingest-1 tetter]#

62:Docker 1 T FHICK > TSN ZKR—FDUR +

[root@beretta-ingest-1 tetter]# docker port 2c7a7ed4f853
4729/udp -> 172.29.142.26:4729

4739/udp -> 172.29.142.26:4739

[root@beretta-ingest-1 tetter]#

63: AT FIZR I b ENT- DockerR') 1 — L

[root@beretta-ingest-1 tetter]# docker inspect --format='{{json .Mounts}}' 2c7a7ed4f853
[{"Type":"volume","Name" : "373b5b682a96547bf2526784a5943c2f110593b88485b996e7259fa4e314c439" , "Source": "/var/1ib/docker/volumes/373b5b6

82096547bf252678405943c21110593b88485b996e7259fa4e314c439/_data", "Destination":"/local/tetration", "Driver":"local","Mode":"z","RW":tr

ue, "Propagation":""}]
[root@beretta-ingest-1 tetter]#

P—bvRI3r br—F% ROKEZRIZLET,
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1. &8% : =17 ¥ % Cisco Secure Workload IZ 8k LE T, TR T X NEEHEINTAHR) & FEoR
SNDHET, BREOEHAZaR I X T v adbHZ LT TEFER A, Secure Workload
L, IR XOBBEEREZIETDHE, ax 7 XOREEZEDCEHLET,

2. ARV BDETEDEH : aX IV XOREDEHEZT A ML TCEALET, FEMIcHONT
Z. Tax72BIOMEBRT 75347 ZAOMEE] 22B 1L T 7EE0,
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FALITBLOT ANy I 500, axs 4 h—EATHETSNEa~vy REETLE
T, FEHICOWVWTIE, ST a—F 407 BB LTI,
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ERETHEOIMHERTEET,
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65: REAFAHDHRET TZAT UV ADY X +

@ CiscoTetratizn’  CONNECTOR VIRTUAL APPLIANGES
w The evauation 10000,
&
EC—
@

Displaying 4 of 4 Virtual Appliances.

@
& Tetration Edge
© @ @

Sep 104

@ Tetration Export

Data Export

195m PO [rome]

ep 11 02:00
3 Tetration Data Ingest 3 Tetration Data Ingest

Tetration Data Ingest Appliance

.

Tetration Data Ingest Appliance

®Default ~ Monitoring ~ @ ~ @5 -

RET7 TSAT7UOADEHM : JBEFLOEBT 7IA T ADY A NTT AT v AR Bk

7V 90558, 7V LIETFIAT VADFEME 2 —2RETEET,
B66:7F547 v ADEMEIRY 4

@ CiscoTetratien”  VIRTUAL APPLIANCE ® Default ~

Ll YYou do not have an active license. The evaluation period will end on Mon Nov 23 2020 04:02:42 GMT+0000. Take action now.
& %
Tetration Data Ingest Appliance £
o
Checked In Registered Created
o Sep 4 2020 04:53:16 pm (PDT) Sep 12020 02:25:17 pm (PDT) Sep 1 2020 02:19:58 pm (PDT)

& Connectors Info VM NTP Log Alert Troubleshoot

®

NetFlow @ Tetration Data Ingest appliance is a software appliance that can export flow data to Tetration from various

connectors. At most 3 connectors may be enabled on an appliance.

& When Alerts are enabled, the following alerts may be generated:
NetScaler ] 1. Tetration Data Ingest appliance is down (due to missing heartbeats).

£ 2. Informational alert on high CPU/Memory/Disk usage.

4 '§, AnyConnect )

Tetration
Ingest Appliance

®
@ s

User, Process, Flows, and more

s .
@ = — £
5 P

e

[

Tetration
Cluster

AR 32 DEIE

ax 7 EBRHIRESND E, FDOART EIBERNIIRS>TWBETTIA4 T ADary khun—7
L, ax 7 ZRIERENTZ Y —ERAZHIRT DA v —VEZTWM £, 77747 A

o ha—FFIRDOZ EEITWET,

@ Monitoring ~ @ ~ & -

Decommission

®

Campus
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1. 37 ZIZHkHET 5 Docker > T F & EIE L F1,
2. Docker 2T FZHIBRLFET,

3. =37 %) Secure Workload Ingest 777 A 7 U AZJEBH S 4L, AR— R EAB L TV A4
L, 27 I~ F &7 Docker N U =2 — A& HIERL £97,

4, a7 X FHICHERLE 7= Docker A A —V ZHIBRL £9,
5 MBI, BIRY 72 A NDODAT—Z A% 71T A v&—3% Secure Workload |35 L £,

ORDBADEZARY Y

ax 7 ZY—rRE, EHIICN— R E— b &R % Cisco Secure Workload (22515 L &7,
N— M= FORMEILS 5 TT, N—hE— Ay E—=UIZE AT LHGN TrERHRE
. BIXOT T IA T AR SN D Katka b Yy 7 B L CERAZE/= T — A
LTzA v =V 0RICEAT 2/EH Y, Y—EXROEEEICETIMENGENET, &5
2, BRI AP —ERAERICE T AR — SNt bEENET,

FT_XTHOA MY » 7 Digger (OpenTSDB) T T&, 77747 AID, 237 % 1D,
BXOr— M4 THERMMHT b ET, S5, axI X4 —EADGrafana ¥ v 2 = Hh—
KE, P—ERANLOEERA N v 7 IEHTEET,

ORI IBEIWMERET ITSATUORADEREE

R D HrIL, Cisco Secure Workload 7057 /I A TV AL aRx 7 XiZT v a2 TEXET,
ROEFZBRIET DRI, 777 A4 T > A Secure Workload IZIEFFIZBEEEN, T/ T 147
W7o TVWARERH D £7°, FERIC, 27 XX, ax7 2 — X CHERO 2 b7
% HIZ Secure Workload [Z B Gk SN TWNDMLERH Y 97,

TFITAT AL ARy X CTRIEERIEROEHIILI DOE—RBH Y £7°,
1. TAMEER ka7 A ML, TAMBRH LKA FLET,

2. BHE  HEBRETAML, TAMSEB LIS, BRICH L TEIICTE 58MO 7 a3
T A R LET,

3. HIBR : MRz HIFR L £

N

GE) ERSPANT 7oA T AL axy 2T, BloOFEHFREZYR—bFLTWEE A,

TAMBEUVER

TARBLIOEAE— RV R— TR ETIE, BROT 7747 U ABIWELIZaX
7 ZICEREEEM (HEE) T HANCREELMRIEL £
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B neosE (NTP Configuration)

NTP D% E (NTP Configuration)
NTP DR EIZ XY, TTIAT UV AEESINTZNTP —R_—L o n v 7 ZRPITEFEI,

INTA—A 4% BAT Bz
NTP #H%1Z3 5 (Enable |Fxv 7 RKv s =& NTP [FI3# &2 BT D BN
NTP) HYFEF
[NTP Servers] Uz k NTP Y—/_"—D Y R kb, D72

<EHL 1 OOV —R—%FE
THMERSY 7, K5
ODP—NR—EIRETE
R

A2 N7

TR L A= 123 THE &7 NTP —/3— 2%} L C UDP #5t # fENL CEX 50089 a7
Z B LET, WTFNNONTP b —"—Tx 7 —NRAE LTSEIT. CORELZIT AL
TLIEEWY,

WA : /etc/ntp.conf % B H L. systemctl restart ntpd.service Z i f§ L C ntpd — &2 Z FiLE) L
£9, ntpeonf AR T HT-ODT T L— MIKDLEBY TT,

# --- GENERAL CONFIGURATION ---
server <ntp-server>

server 127.127.1.0

fudge 127.127.1.0 stratum 10
# Drift file

driftfile /etc/ntp/drift

A& TLVYS Cisco Secure Workload [REE7 7S5SA4 72X : T
HAEShTWAaRT4 . L
67:NTPEHEEDTA FRIZCTS—HFE

Tetration Data Ingest Appliance @ [ acTive | Decommission
Checked In Registered Created
Apr 7 2020 09:05:45 pm (PDT) Apr 6 2020 10:19:39 am (POT) Apr 62020 10:16:30 am (PDT)
Connectors Info VM NTP Log Troubleshoot
@ NetFlow
Enable NTP
i~ .
w

NTP Servers (optional a.b.com +

able Another Gonnector

Error: could not connect to server a.b.com: dial udp: lookup a.b.com on 171.70.168.183:53: no such host

Cancel Gonfig Greation Verify & Save Configs
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68: H7E NTPH—\N—%FER L1 NTPRE

Tetration Data Ingest Appliance & [ acTive | Decommission
Checked In Registered Created
Apr 7 2020 09:10:48 pm (PDT) Apr 6 2020 10:19:39 am (PDT) Apr 62020 10:16:30 am (PDT)
Connectors. Info VM NTP Log Troubleshoot
@ NetFlow @
Enable NTP
"ﬁi AWS @
g
NTP Servers (optional) time1.google.com X
+ Enable Another Connector time2.google.com X
time3.google.com X
timed.google.com +

Cancel Config Changes Verify & Save Configs

69: REEH L VERFHAHD NTPERTE

Tetration Data Ingest Appliance & [ acTive | Decommission
Checked In Registered Created
Apr 7 2020 09:10:48 pm (PDT) Apr 6 2020 10:19:39 am (PDT) Apr 6 2020 10:16:30 am (PDT)
Connectors Info VM NTP Log Troubleshoot

@ NetFlow @ & Edit Disable
lr Enable NTP v

"j AWS
bl B

NTP Servers  timel.google.com time2.google.com time3.google.com  time4.google.com

+ Enable Ancther Gonnecto

AJ®%RE
o RERRIC KD, TFI9A T AR ax s Z20ou S L~yb, al 77 ANLDERFA X, vl
0—7—3ay RIA—ERFEHFEINEST, TT7ITA TV ATHRBROEHN ) HT—Enb
L TTIA TR e —TOR TEENEHINET, —H., IRT X THEROTEHN
NV H—&Ense, y—rvRrarto—J bt —b Al ORENETINET,
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Logging level dropdown RETHEXL T LU

« debug FRy a1 ~YL

* info Fia 7 L~y

e warn Babn gL ~L

. error TT7—aJ L~
[xRkr 777 AN X (MB|number ns u—7—3a VARAE
HN7)  (Max log file size (in NHEDOT T 77 A VDK
MB)) ] AR
[m/m—F—3 a2 (HE |number asu—7—3a NG S
fir)  (Log rotation (in days)) ] nNaETcoOus 774 VDOEK

KA I F ]

[mZ7va—7— 3> (A A | number R Ehsue 27774 VD
4 AHT)  (Log rotation (in KAV AE A
instances)) ]

TABREMAZRL,

WH: 7774 T ATHERN N T—IN58E. 77747 2 AD tet-controller D&KL
TrANBEHFINET, BB aRs X TR H—IN25E1E. tet-controller DI&EK 7 7
ANE, axy ZEEET S Docker 2T Eoary ha—J Il Lo TEFH I —E X
DEHINET,

FFRI S TLVS Secure Workload (R#E7 T34 7V R+ T
Al SN TULNS RS A : NetFlow, NetScaler, F5, AnyConnect, ISE. ASA. Meraki,
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R70:7 7547 ADOOTHER

Tetration Data Ingest Appliance & [ acTive | Decommission

Checked In Registered Created
Apr 7 2020 09:05:45 pm (PDT) Apr 6 2020 10:19:38 am (FDT) Apr 62020 10:16:30 am (PDT)
Connectors. Info VM NTP Log Troubleshoot

@ NetFlow

ilx ©
iy AWS 9 debug
Max Log File Size (in MB) info

Logging Level

warn
+ Enable Ancther Connector | error
Log Rotation (in days)

Log Rotation (in instances) 20

Gancel Gonfig Greation Verify & Save Configs

GE) I _COT 77— @M =27 # (Syslog, Email, Slack, PagerDuty, Kinesis) | Secure Workload
Edge LMD H —® Docker #— £ & (Cisco Secure Workload Alert Notifier) TIHEITIN 5729, 5l
DT T — MEHI AR Z OB EL G2 T axs 2on JiEREEH+5 2 L3 TEE
A, Secure Workload Edge 7 "7 A 7 > A _E® Secure Workload Alert Notifier (TAN) Docker
F—vRA0u FHERKIL, TR Shicavy REEH L TEHRTEET,

FHZOWTIL, (7T —bh@EMax 7 X a ZHBROETR] Z22B LT EEN,
IV RERAY MDEKRTE

T RARA > hOFEETIE, AnyConnect 33X WVISE 2% 7 XD RiRA > NDIET 7T «
THAL LT T RERELET, T RKRA LV PR X A LT T 5L, a7 ZE Secure
Workload L DF = v 7 A U &HEILL, ax7 ¥ EOx RFRA 2 bour—VIREEZHELE

hd‘o
INTGA—=HB 247 & BA
T RRA > NDFET 75 ¢ |number AnyConnect £ 72X ISE =%~
TTALT TN (SHALD ZIZEo TSN’
(Inactivity Timeout for KAV RNOKET VT 4752 A
Endpoints(in minutes)) LT T L, BALT U RNT S

L. =2 FARA > M Cisco
Secure Workload #F = v 7 A
YLLKV ET, T
ME 3045 T9,

TR ERARL,

a9 43 .



B seccax

B

axX ;&

a9y 43 |

WA HLVETaR I YOS 7 7 A VEEHFLET,
Al St TULVS Secure Workload (R3E7 7547 VR - 72 L
Fa T SaRY 42 : AnyConnect 35 XUV ISE
71:AnyConnect A% A DIV RiRA U REFHI T4 TRA LTI MERE

@ . P oot - T
@ CiscoTetratien EE  Monitoring -
[ You do not have an active license. The evaluation period will end on Sun Oct 20 2019 23:32:37 GMT+0000. Take action now.
& AnyConnect @ <Browse Connectors AnyGonnect enabled at Jul 25 03:06:18 pm (PDT)  ~
©
Info  IPbindings  Endpoint  LDAP  Log  Troubleshoot
iy Inactivity Timeout for Endpoints (in minutes) 30
o
Gancel Conig reation Verify & Save Configs
& AnyConnect (&
Enabled on July 25, 2019
&
3 Tetration Data Ingest Appliance
Enable Another
Delete
Capabilities

Flow Visibility = Process Annotation
User Insights  Endpoint Insights

Inventory Enrichment

il
cisco

Slack C Secure Workload 77— M & AR 2720 DT 7 /L b DRERL,

INSA=5H 847 B2l

1T+ 5 Slack V=77 v

TAM V=T 7y 7L TCT AT 77— & Slack ICEELE T, 77— FREFICE

Fmani-%a., 7 A MIEHTT,

LEH (Apply) 1: $EEISNTZNTA—F TaRs ZOWMK T 7 A NV EEHFLET,
FFA S 4% Secure Workload (RART 7*Z A4 7 A - 72 L

HFalsh TS aRY 4 : Slack

PagerDuty ;& %1%

PagerDuty C Secure Workload 77— h &= AT 572007 7 4/ NRE,

. ax9 4

Slack 7 77w % URL string Secure Workload 7 7 — k % 3§




| 2#x44%
Kinesis B £05%E .

INTG A= 247 iR
PagerDuty H+—E X % — string PagerDuty C Cisco Secure
(PagerDuty Service Key) Workload 77— h &7 v =
9% 728 @ PagerDuty t— £ A
3’\, —

TRAL: P—ERAF—ZMHHLTT AT 77— b%& PagerDuty [IZXE LET, 77— FRIER
WZHITSNT A, 7 A MEEK T,

A (Apply) 1: FEESNTZNRNT A =X Tax I XOMR7 7 ANV EBHLET,
HFRI & 5 Secure Workload JRAET 7S A4 7 A 1 72 L
BRI ENf-a %Y & : PagerDuty

Kinesis 18 %1% &

Amazon Kinesis ¢ Secure Workload 77— F & /AT 720D FT 7 )V s DR E,

INT A=A Z 47 EEA
AWS 7O 2RXF—ID (AWS |string AWS L#ET 572D AWS
Access Key ID) 7 A% —ID
AWSHZE 7 £ XF— (AWS |string AWS LIEET 572D AWS
Secret Access Key) =Sy N AT —
AWS J—2 3> (AWS AWS U —> 3 > ® RKr v 74 |Kinesis A b U —ANRE I
Region) A% TWDHAWS U — 3 DA
Kinesis X b 1) —4 (Kinesis |string Kinesis A kU — A DL Hi
Stream)
AM)—LN—TFT 13> |string ARY—ADSR—F 45

(Stream Partition) 4

TAL BESNEREEZFEHALC, A N7 77— % Kinesis A MU —AZEELET, 7
T — " MIEFIZBITEINTZHE., T X MIEKTT,

@A (Apply) 1: HEEINTZ/NTA—HTax I XOERT 7 ANV EFFLET,
HA[E D Secure Workload RABT 7 A4 7 A : 72 L
HFaIENTLNDORT 2 : Kinesis

E+F A —/L T Secure Workload 7T — h ZABAT 572005 7 3V FiRETT,

| a9 4R .



. Syslog B HIE%E

Syslog 1@ %0

anh

Xd

ik

axs4 |

NS A—B % 247 Bl

SMTP 1—#H#4%& (SMTP string SMTP H— R —D—H—4%,

Username) DT A—=FIA T ar
-/C‘\‘a—o

SMTP /AXTJ— F (SMTP string Z—HF—D SMTP H—/3—%

Password) AT—F (BEINTWHE
B) o ZONRTA=RIIHFTS
VNG R

SMTP Server string SMTP —/ X—D [P 7 KL &
F AR A M

SMTP Port number SMTP Hr—_—D ) 2=

RN— b+, F 7/ MAlL 587
-/C‘\‘a—o

[Secure Connection]

Frv IRy TR

SMTP H— \—#5¢ 12 SSL %
HHTDHENHDHNE D
D>,

From Email Address string TS5 — FNOEEIZHEHT BE
FA=ILT R

[7 7 4V h%(5%# (Default |string T = TRY BN ZIEEHED

Recipients) ] ETA—/LT FL A&,

[7A B (Test) ]: HEESNTERELMMLTT A MNEFA—NEZREFELET, 77— FRIE

WICHITSNTZGE. 7 A MIGHK T,
A (Apply) 1: FEESNTZNRNT A =X Tax I XOBRT7 7 ANV ERHFLET,

FFAl &5 Secure Workload (RART I A4 7 A - 72 L

HAISNDIART R Ef AL

Syslog T Secure Workload 77— ~ Z AT 2720 DT 7 + /v MM#EAL,

INTGA—H5 247 BrLEL]
Protocol dropdown P R — DA T 5
- [UDP] 7a haj,
« [TCP]
Server Address string Syslog #—/3S—®D P 7 KL &

FIITAR A M,

. IR 43
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Syslog DV ES T4 (EXKE) ODYVEUIHRE .

INSA—H % 2L

AR

R— k (Port) number

Syslog h—"—D J A= 7
N—1The 774/ hDHR—k
fiiix 514 T,

TRAM FBESNTHEREFEH LT, 7A 77— h%&Syslogh—_"—ZEELET, 77—

N EFIZBITINTSGA. 7 A MIEHK T,

GER (Apply) 1: FEESNFRT A— 2 Ta%s X OB T 7 4 M HH LET,

Al X5 Secure Workload (RART 77 A 7 o A
FFAlE&id a7 & : Syslog

Sysllg DL EST4 (EXE) ODIVEVIHRE
WDFIX, Syslog D Secure Workload 77— MIZBITHT 74NV D ETT 4 (EKE) v v

v TR L TVWET,

L

REQGRT—IVA—FT7S5—bDIEST1 (B

Syslog DL ES T4 (EXE)

KE)
LOW LOG DEBUG
[ (Medium) ] LOG_WARNING
HIGH LOG_ERR
CRITICAL LOG_CRIT
BmgxtEs (IMMEDIATE ACTION) LOG_EMERG

COBEIF, ZOMKEHEHN L TEAETEET,

NS A—HBZ

TyvEYSO ROy ITEYY

[ANEEEHs. (IMMEDIATE ACTION) ]

CRITICAL

HIGH

[FF (Medium) ]

LOW

- [%%& (Emergency) ]
[77—F (Alert) ]
 [Critical]

«[=Z— (Error) ]

o [%4 (Warning) ]

« [3@%n (Notice) ]

* [Informational]

« 73w 7 (Debug)

= R .



axs4 |
B oseoxszome

[7 AR (Test) 1:EMZL,

LA (Apply) ]: HEESNIZNRTA—HTax I XOWR 7 7 A VEEHLET,
FFr & 415 Secure Workload (RAET 727 A4 7 A - 2L

PRSI D 3Rk & Syslog

ISEA4 VR VADEKRTE

Z OHERLTIX. Cisco Identity Services Engine (ISE) (ZH5t 5 72 DM TR/ RT XA — X B F87E
LET, ZOHBROBEEDOA AR AT 52 L1280, ISE 237 ZIIEED ISE T
TIAT VAR LT RRA V MCETAALZT =2 2 7L TE £9, A20 DISEH

A AL AR TR E T,

INTG A=A % 247 5 BA
ISEV 54 7 > hEEBAE (ISE |string pxGrid % L T ISE (ZHEfi
Client Certificate) TAEFEODISEZ FA T b

AR

ISEV 547> &— (ISE string ISEZ8d AT DDISE 7 7
Client Key) ATV h¥F—
ISEH—/\—CAZEBAZ (ISE |string ISE @ CA FFAFE
Server CA Certificate)
ISE DRR ~4 string ISE pxGrid @ FQDN
ISE/ — K% (ISE string ISE pxGrid @ / — F4,
Nodename)

TAM HBESNTARTA—ZZ2EM LU TISEICER L X7, Skl Lich, ka7
ANET,

DEH (Apply) ]1: FEESNTZNRTA—F Tax I XOER 7 7 A VEFEHTLET,
HR[E D Secure Workload IRABRT 7 A4 7 A 1 72 L
RIS TWBa+Y 4 ISE

& H
BHHE— RE2HR— b 28ETIL, ROZEPITONET,
1L 22—V —b AR EZNELET,
2. HAREELWRELET,
3. WREWHET2BMOTm AT 4 2t L Ca—F—IZRLET,
4. SN T=T T 4 EZFERLT, 2=V —RREXILETEHLIITLET,
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LDAP

RE

ATy

ATy T2

war 5z [l

5. LIRS NCEREAMEEL THEMA L £,

33.1x U U—ATlE, LDAP #K THRIEET— RV FR— I TWET,

LDAP %€ Tl%, LDAP ~O$E5 715, AT 2 A4 (DN) | 22— —Z kT 28
P, BELO2—F -4 L 17 2y FTHEMEEZEL 9, LDAPEMIX., ZTOREICEA
@ LDAP O 1 %7 4 T,

LDAP ~DfEki 715 & FEAR DN O EndHiiE, LDAP WO —VF—DREiEs it c& £,
oo ENEMEE, Ul T2—W—It&RTEET, 2=V —1F, BRiish7zZnhb
DOFEENS, =P —ZIZRHET 2L, 22—V —4 T LIZLDAP D OLUIUET DR K6 DD
BEOY R NERBIRLET, ZORE, LDAPEMLZ TEICTRET HHLE N2 RY, =T —
B LET,

¥ %8 U LDAP iR EZ1ERL T D 72O DM FINEIIR DO & B Y T,

FIE

LDAP %3 DEAtR
a3x 7 %@ LDAP R EX BB L ET,
72: LDAP 5% TE DR DER

AnyConnect @ < Browse Connectors

Info IP bindings Endpeint Workdioad AD Log Troubleshoot

Workdload AD configurations are not yet enabled

Start Workdload AD Configuration

AnyConnect &

Enabled on April 7, 2020
¥ Tetration Data Ingest Appliance
Enable Another
Delete

Gapabilities.
Flow Visibility = Process Annetation
User Insights  Endpoint Insights

Inventory Enrichment

EHAKOD LDAP BEDIETE

LDAP IZHHt T 2 72O DIEARREZIBE L ET, ZORETIE, = —F—[ILDAP #— 3—|C
Bt T 572D LDAP /31 » K DN /2132 —%—4 ., LDAP ¥ — N—~DOEERHIHHT 5

LDAP /XA U — K| LDAP % —/"—D7 KL A, LDAP ¥ — "—DR— bk, #EHid HX—A

DN, BLQRZDOT7 A NZ—HTDH2—V—% T =TT H72DDT 4 VZ LI ERM L
£7,

a9 43 .



B wersx

axs4 |

INSA—H % 247 Bl

LDAP 1—#4 (LDAP string LDAP ¥ — _—|2T7 7 & A%

Username) H7-80 LDAP o —H—4 F
721334 > K DN"

LDAP/SXJ— K (LDAP string LDAP Y—"— T 7 & A9

Password) AT D—H—4 D LDAP
SRA T — R*

LDAP H#—/\— (LDAP string LDAP H—"—7 R L %

Server)

[LDAP7R— k (LDAP Port) ] |number LDAP #— 3 —7R— |

SSL #{EFH¥ % (Use SSL)

Fzv IRy T A

SR 7 X% LDAP (ZE T HE
BT OMENH Y £, A
g, F 740 M false
<7,

[SSLD T2 (Verify SSL) ]

Frzv IRy T A

2% 7 %3 LDAP iFFlE A
AT HMENRHY E£T0, A
Zvar, T 74V M false
<7,

[LDAPH — X —CAGEH & string P— N—CAZFHHE, +7 1 =
(LDAP Server CA Cert) ] Ve

LDAP Server Name string LDAPGEHENRITSIN D —
R—%4 (SSL DIRFEN T = v
7 SN TV DLGAITLIET
T) .

LDAP Base DN string LDAP J&A& DN, LDAP T®
T4 L7 N YRR OGS

[LDAP” ¢ /L% 355 (LDAP |string LDAPZ 4 VE DT VT 4

Filter String) ] AL TFH, ZDFRMEOII—
BT 2B RE 7 0 L Z AL
HLET,

[AF v 7 a v kORI | number LDAP A F v 7 a vy &

(IR HAZ)  (Snapshot Sync
Interval (in hours)) ]

(FF) 1ERK T 5 IRE[ T bR & 1Re
MHENMN CHRELET, A7
valt, T 7 &V T 24 K
<7,

. ax9 4
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war 5z [l

INTGA—RZ 247 A B

[7ax %Ml L CLDAPIC |F=v 7Ry 7 A 2% 7 %X LDAP H— 13— |2
7 78 A (Use Proxy to reach TR AT AEDIC S E
LDAP) ] P R—Z AT HHEN D
0 EF D

[LDAPIZT 72 A3 5 7= |string LDAP 2T 7 B AT H72OD
7'a % v —s3— (Proxy Ta XY —N—
Server to reach LDAP) ]

X7 X TLDAP 2R ET A - OICE i/ MREO 2 —F—ERIT, $BERFAS 21— —TT,
73: 981 LDAP R E

AnyConnect @ < Browse Gonnectors

Info IP bindings Endpoint Workdload AD Log Troubleshoot

Enter Configs

LDAP Username cn=ldapadmin,dc=tetrationanalytics,dc=com
AnyConnect (&
Enabled on April 7, 2020 LDAP Password

3% Tetration Data Ingest Appliance
LDAP Server 172.26.230.174

Enable Another

LDAP Port 389
Delete

Capabilities usessL [

Flow Visiility = Process Annatation

User Insights  Endpaint Insights verityssL (]

Inventory Entichment
LDAP Server CA Cert (optional

LDAP Server Name (optional Enter LDAP Server Nar
LDAP Base DN = ou=People,dc=tetrationanalytic,dc=com
LDAP Filter String (&{objectClass=organizationalPerson))
Snapshot Sync Interval (in hours) 24
(optional)

Use Proxy to reach LDAP [

Proxy Server to reach LDAP (optional

Caneel m

ATy 73 BRELES

A= =Nk~ (Next) 1227 Vv r+hHL, ZORENTIXITHICHEENET, axs X
X, BESNTZRELXMH L CLDAP —/X— L OB e, LE T, LDAP ¥ — N—0 b
K1000 N\Oa2—H—%T7xvTF L, TXTOBMEZHNLET, 512, 1000 ADZ—H—

R 43 .



B wersx

FTARTCHEBT DTN TORAEEMED Y X F&ftH LET,

Secure Workload (21K L ¥ ¥,

74 : Discovery in progress

AnyConnect @

Info IP bindings Endpoint Workdload AD

Enter Gonfigs

Log  Troubleshoot

AnyConnect &

Enabled on April 7, 2020
¥ Tetration Data Ingest Appliance
Enable Another

Delete

Gapabilities.
Flow Visibility = Process Annetation
User Insights  Endpoint Insights

Inventory Enrichment

Cancel & Discard Changes

ATy 74 BESh-EBHETREZRILL

a9y 43 |

ax 7 2t ZOFER % Cisco

<Browse Connectors

Select Discovered Attributes

Verifying initial configs and discovering dynamic attributes

It may take a few minutes. Please wait...

Previous Next.

a—P =3, =P RIS TDBEEZEIRL ., A0S —— (71 L2 XFFN—
B oa—H%—) IZoWT, ax7403 7=y FBIOAT vy TV ay MTOMERDDHRK
6 DORBMELZTBIRT DIMLENDHY £, ZOT 7 a i, mHShicEHEO VA o Fa vy

TR EMALTIEFSNET, 20kn, FHTT—ORE S

A AE X

ADHE S L ET

INTGA—BH RAT

B8

[LDAP=~—H—4 & (LDAP
Username Attribute) ]

string

a2 —W—4 % &1 LDAP Bt

[7 = > F 3 LHLDAPEME
(LDAP Attributes to Fetch) ]

SFEHOY A

Z—— 2% L CHUST B %
3% 5 LDAP B U & |

. ax9 4
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LDAP £

%
H
-

75: R S hi- LDAP B

AnyConnect @ <Browse Connectors

Info IP bindings Endpoint Workdload AD Log Troubleshoot

Enter Configs Select Discovered Attributes

LDAP Username Attribute  cn

AnyGonnect (&

Enabled on April 7, 2020 LDAP Attributes to Fetch  ©N

last]
¥ Tetration Data Ingest Appliance

IastLogoff

IastLogon
Enable Another
lastLogonTimestamp
wdLastSet
Delete i

Capabilities
Flow Visibility | Process Annotation
User Insights  Endpoint Insights

Inventory Entichment

Gancel & Discard Changes Previous
76: 1—HF—ZBRMHE L V1B ILICNET IREEHE

ATy 75 RENKRT. RE. BLUVEH

I [ 217 L Ci#EH (Save and Apply Changes) | %7 U v/ 35L&, RENTET LE
j‘o

a9 43 .



axs4 |

- e

B 77: IDAPEEFEDRHEDTET LTIy b

AnyGonnect (&

Enabled on April 7, 2020

¥ Tetration Data Ingest Appliance

Enable Another

Delete

Capabilities.

Flow Visibility = Process Annatation

User Insights  Endpoint Insights

Inventory Entichment

AnyConnect (&

Enabled on April 7, 2020

¥ Tetration Data Ingest Appliance

Enable Another

Delete

Capabilities
Flow Visibility | Process Annotation
User Insights  Endpoint Insights

Inventory Enrichment

AnyConnect ©

Info IP bindings Endpoint Workdload AD Log Troubleshoot

Enter Gonfigs
LDAP Username Attribute

LDAP Attributes to Fetch

Gancel & Discard Changes

AnyConnect ©

Select Discovered Attributes
cn

on || description title | street displayName

Info IP bindings Endpoint Workdload AD Log Troubleshoot

Enter Gonfigs

LDAP Username
LDAP Password

LDAP Server

LDAP Port

Use SSL.

Verify SSL

LDAP Server CA Cert
LDAP Server Name

LDAP Base DN

LDAP Filter String

LDAP Username Attribute
LDAP Attributes to Fetch
Snapshot Sync Interval (in hours)
Use Proxy to reach LDAP

Proxy Server to reach LDAP

Gancel

Select Discovered Attributes

172.26.230.174

389

ou=People,de=tetrationanalytics dc=com
(&(objectClass=organizationalPerson))

cn

cn description ftitle street displayName

24

<Browse Connectors

Previous

<Browse Connectors

Review and Apply Configs

Previous Save & Apply Configs

aRx 7 AL, BT LEREEZZELETY, 74N ELFINC—ETH TR TCHO2—YF—D o —
HNAF T ay FeERL, EBIRLEBEOREZ 72y F LET, AT v 7T ay MR
TTHE, A MINOZ—P—L ZOLDAP BHICIER AT D720, ax 7 XY —b
AZE B ATy T ay hOMEREZRIETCE £,

Al 25 Secure Workload (AR T o A4 7 A+ Ip L

ax9 4
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HIE% (Remove) .

FFAf & D 2 %7 % : AnyConnect, ISE, F5

HIE& (Remove)
EMENTETRTOBREIL. IRTZRT T IA T ANLHIRTE £, ZNENOREIC
I, =P —DREELHIFRTZ D [HIFR (Delete) | R 3H 0 £7°,

— NS ~ — ~ AN
SOOI a—TFT4 D
AR RENRET TTA T AT, BEAONLMEET NNy ST 500 EFIE RN T T
Va—T A4V T AN AL EYR—- ML TWET,

\)

G ZokB7vaiikoboiziFgsLETA,
ERSPANRABT 7S A T v 2+ hIFG TN a—F 4 T OFHMIHOWNTIL, ERSPANT 75 A
TUADR—=T SR LT TEE0,

JIURaARIE  JTURARIEDNTINY 2a—T 4 T EITHITNE. 777 Raxy
FDErvarESRBLTLLEEWN (TAWS ax 7 ZIZETAMED NI TNy a—T 4 v
TR E)

FraiEnTWhWbd—EOaT VR
FENTWE—EHOa<w L Nk, 777947V AB L O Docker2 7+ (ax27 2 H)
T—HDOTF RNy Ja<w REFTTEXDLICRDET, FTshTWbda<wr Rax, v
CHBEDOFITa Ly 74X ab—ra v BRUST HHEE. *y NU— T8 AT A M T HHERE.
BEINZAR—MI—ETAH N ry b aedy 7 Fy 3T HHENEENET,

= R .



axs4 |
. Show Logs

78 : Secure Workload (R 187 7S5 A 7V AD RS T a—tR=T

@ CiscoTetratien EEEEE © Vonitoring - ® - & -

[ You do not have an act

nse. The evaluation period will end on Sun Oct 20 2019 23:32:37 GMT+0000. Take action now

Tetration Data Ingest Appliance & m Decommission
o
Checked In Registered Created
. Jul 25 2019 06:28:53 am (PDT) Jul 24 2019 07:17:36 pm (PDT) Jul 24 2019 07:13:00 pm (PDT)
&
Connectors Info VM NTP Log Troubleshoot

o
NetFlow @ . .
You may run a command from a list of whitelisted commands on the virtual appliance for troubleshooting Run a New Command

ssued Commands

. NetSoaler °
s Execute docker instance command Jul 24 07:38:31 pm (PDT) Ready @ View | 1
Y AryGonnect
Execute docker command Jul 24 07:39:10 pm (PDT) Ready @ View | 01
Update the listening port on a
N lstening p Jul 24 07:38:40 pm (PDT) Ready @ View | O
connector
Test network connectivity Jul 24 07:37:47 pm (PDT) Ready @ View 01
List a directory Jul 24 07:37:22 pm (PDT) Ready @ View | 1
Execute docker instance command Jul 24 07:36:57 pm (PDT) Ready © View | 01
Execute docker instance command Jul 24 07:36:45 pm (PDT) Ready © View | 01
hitps://esx-2106 tetrationanal Iytics.com

CE) HFrahTwda~r Ry b aERALEZN T TV a—TF 0 0 E, WA EZ~w—PR— b
0— Vi —Y—DBNT T IAT AL ax I XA THHTE £,

Show Logs

Ay hr—=Iurl 77 ANVONEERRL, A7V a V TRESNTEANZY = DT 7 AV
grep L9, Secure Workload I%, =~ RBBITESNTT I I7A4 TV AEiFaxs Zica~
VREEGFELET, TTIA T UARE T axs A AOary ha—I hbERBIES
F9 (\ED 5000 {TOERRE) , FEFH Cisco Secure Workload THIHAIREIZ /2D &, 7 7 A )V
U= RTL0DF T ra— KRS UPRFIRSNET,

51%4% 847 atEA

[Grep/X% —>~ (GrepPattern) ] |string a7 7y AN grep T HN
B — ST

Fral & T LV Secure Workload R 7 TS A 7 VR - 73T

el TLVH ORI 2 : NetFlow, NetScaler, F5, AnyConnect, Syslog, E A—/L, Slack,
PagerDuty, Kinesis, ISE., ASA. Meraki,

. ax9 4
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g—eznszexx |

79: Secure Workload AQhT7 TS5 4 7 XD 50D Show Lags B D FE 50— K

Command Info & Results

Show logs

LogFile  Controller log
Jul 25 06:55:50 am (PDT)
Grep Pattern

& Download Output File

H—EFRO045%%KF

=R T T ANVDONEER R L, A7 arTT 7 A VEgep L THRESNZ/ X —
ZROTET, SecureWorkload |%, =~ RRFEITINTT I IA T U AFEiFaxs o
~VRERGELET, TV IA TV AERFax I 2 — A0 ay ha—JnbERNRIKS
NET (FEED 5000 TORRE) , #EEM Cisco Secure Workload THIARIREIZ /D &L 77 A
NEZTra— RTLD0F T ra— RRY UPRERRINET,

5% 247 =5 BA
Log File dropdown INET D0 T 7 7 A IVDLH]
e —E 217 (Service AR Y= RAOB S
log)
TS —FRua s P—ERAOT v T T L—Knr
(Upgrade log) 7
« LDAPE—4%—1 /' LDAP 3N/ > T2 =
(LDAP loader log) X7 2D LDAP A F v
vavybhous
[Grep/X% —>~ (Grep Pattern) ] |string 0777 A NG grep 353
B = SLFF|

Al &N 1= Secure Workload R#87 TS A 7R - L (B ax 7 X —E XA TOHFH
AHE)

a9 43 .



axs4 |

. show running-config ® £ H#E R

ATV a9 4 : NetFlow, NetScaler, F5, AnyConnect, Syslog, 7& - A—/L. Slack,
PagerDuty, Kinesis, ISE, ASA. Meraki,

80:LDAPO— SR —O%5 77 A )LExE& E L1=AnyConnect A %7 A 5D [F—E X045 %R (ShowServiceLogs) ]
Hhnsdorn—Fk

Command Info & Results

Show service logs Log File  LDAP loader log
Jul 27 02:48:14 pm (PDT)

Grep Pattern

& Download Output File

show running-config ® H H#& 8
T IIAT VAFERIZaRrx I ZOay va—JDFETary 7 4 Fal—rarz2FRrLET,
TTIATVAERITaxsZ20ay ha—F 08, BRI N5k T DR E B L.,
FER AR L F 9, Cisco Secure Workload THERMNE LN D &, REDOHNENT FA PRy 7 A

ICFRRENET,
5184 247 SRER
REDIELE dropdown INET DHERR 7 7 A v
o 3 huE—JHERk TFIGAT o ARay fr—F
DOFERE 7 7 A4 L
o A== 3 PHRERR aryhu—I%ETTHA—
IN—= XA P ORERL T 7 A IV
» NTP 1%k, NTP ik~ 7 A /v

A XN TLVS Secure Workload R¥E7 754 7V R: T

AT EN TS O+Y 4 : NetFlow, NetScaler, F5, AnyConnect, Syslog, E A—/L, Slack,
PagerDuty, Kinesis, ISE., ASA. Meraki,

ax9 4
[ 18| I



| 2#x44%

s—exxzngEorz [

[X 81: Secure Workload Ingest 7 754 7 2 AD NTPHEBDETIAV 74 XaL—2 3 VORTE

Command Info & Results

Show running configuration
Jul 27 02:52:58 pm (PDT)

Configuration Type  NTP conf

STDOUT

# GENERAL CONFIGURATION ---
server timel.google.com

me3. goog
med. goog
127.127.1.0

fudge 127.127.1.9 stratum 10

# Drift file
driftfile /etc/ntp/drift

Y—EXERTREDRT
TTIAT L ADAXT ZCA A2 o 2SN —EADFATRELZF R LE T, —

EAOaY ha—F i, ERINEFEICKHET OREEZIS L, MEREZIELET, Cisco
Secure Workload CHERDBZGEON D &, HREOHBENT XA MR v 7 RZEREINET,

5184 247 ETLL]
BREDIER dropdown WHET DRET 714 /b,
cay b —FHFE P—E R hr—TDORE
77 AV
o A== N PERRTE ay hr—JE5FETT LA

IN=NAPDORET 74 /b,

o —EARE P—BEREET 7 AV

« LDAP % E LDAP BB TV B =
F 7 Z D LDAP &K E,

Al & f= Secure Workload IR 7 TSA 7R 7L (B¥heaxs Z¥9—E 2 TOHFIH
AJHE

A S TULVAaRY 4 : NetFlow, NetScaler, F5, AnyConnect, Syslog, 7& ¥ A —/L. Slack,
PagerDuty, Kinesis, ISE. ASA. Meraki,

a9 43
I



axs4 |
B =523~ roxs

DATLATY FORT
VAT LAy REEITL, BELE AN —2Derep Z2FE(TLET (AT vay) , 7T
ATV AERIFaRx 72— A0ay ba—I 0 bERMRENET (FKED 5000 77OK
) o MBI U T, grep/NF — 2V HFEE LTHRETE, TONNX =S UTHON T 4
A T ENET, FERD Cisco Secure Workload THIFIFJEEIC 2B L. TF A MR v 7 AT

FREINET,
5% 47 E7EA
VATLARUR dropdown FITTHV AT Lavw R
«IP##7E (IPconfiguration) | ifconfig
«IP b— MK (IP route | ip route
configuration)
«IP /4y b7 4% Y |iptables -L
7'/ — L (IP packet
filtering rules)
* Network A 7 — & A netstat
e B ART—H R ps -aux
(Process status)
=S~ SR I N top-b-n1
(List of top processes)
«NTP 25 —% 2 (NTP |ntpstat
status)
*NTP 7 = U (NTPquery) |Ntpg-pn
* CPU 1§ (CPU info) Iscpu
« AEVIFH (Memory Ismem
info)
« 7 4 AU Z2xgEk (Disk |df-H
free)
[Grep/X% —>~ (GrepPattern) ] |string HII 5 grep 5 /3% — 2 3¢
5|

. ax9 4



| 2#x44%

Docker 37 > KDRT .

Al S TULVS Secure Workload RAEB7 54 7V X 1 9T

FFAI SN TS aHRY Z : NetFlow, NetScaler, F5, AnyConnect, Syslog, E A—/L Slack,
PagerDuty, Kinesis, ISE. ASA. Meraki,

82: Secure Workload Ingest 7 754 7 VRAICVRATLAR Y RERRALT, EHT7OEADY R FERET S

Command Info & Results

Execute system command
Jul 27 03:08:37 pm (PDT)

Gommand  List of top processes

Grep Pattern

STDOUT

top - 22:08:43 up 2 days. 19:51, © users. load average: .05, 8.31, 0.61
Tasks: 208 total, 1 running, 207 sleeping, 0 stopped, 0 zombie

%Cpu(s): 6.5 us, ©.3 sy, 0.0 ni, 93.0 id, 0.0wa, 0.0hi, 0.1si, 0.0 st
KiB Mem : 8010228 total, 4742908 free. 1469136 used, 1858184 buff/cache
KiB Swap: 8257532 total. 8257532 free, © used. 6267416 avail Mem

PID USER PR N
24738 root 20

1 root 20

2 root 20

3 root 20

5 root 0 -2

7 root rt

8 root 20

VIRT  RES  SHR S %
155608 2080 1432 R
193684 6792 4004 S

) [

CPl TINE+ COMMAND
6 ©:00.02 top
o. 0:05.09 systemd
3 0:00.04 kthreadd
6. ©:54.76 ksoftirqd/o
3 ©:00.00 kuorker/0:+
6. ©:00.18 migration/o
3 ©:00.60 rcu_bh
9 root 20 3 .0 ©:08.76 rcu_sched
3 ©:00.71 watchdog/@
3 ©:00.65 watchdog/1
6. 6:08.24 migration/1
3
6.
3
3
0.
3

11 root rt
12 root rt
13 root 20
15 root 0 -2
16 root rt
17 root rt

©:00.04 ksoftirgd/1
©:00.00 kworker/1:+
©:00.68 watchdog/2
0:00.22 migration/2
18 root 20
21 root rt

©:00.03 ksoftirqd/2
0:00.68 watchdog/3

1
3
3
3
0
o
3
0
3
10 root rto0
3
0
3
13
3
3
3
3

Docker A< > RO R

Docker 2~ RZFATL, FBELT-RXA—rDgrep #EITLET (AT varv) , av R
X, 77947 v R2Aar ba—J1lLoTCT 7 IAT A LTEITENET, MR, EEHEO
5000 fTE CHRARINET, HEIS LT, grep NF—2 &5 HE LTHRETE, TO/RH—
NI C TN T 4 B ) 7 IET, fERD Cisco Secure Workload THIH AIHEIZ 72 5
ELTHRARR Y 7 RZERINET,

a9 43 .



. Docker A< > FDERTR

axrv 4B

51%%

247

AR

Docker A< > K

dropdown

%1745 Docker =<~ K

» Docker fF# (Docker
info)

docker info

o f A= D—EFRKR (List

images)

docker images --no-trunc

e a T FO—EFRKR (List

containers)

docker ps --no-trunc

« Py hU—7 D—EFR
(List networks)

docker network Is --no-trunc

e RN 2 — AD—EFRKR
(List networks)

docker volume Is

o I VT F DM EEH
(Container stats)

docker stats
--no-trunc--no-stream

* Docker 7 1 A 7 fif f 5
(Docker disk usage)

docker system df -v

» Docker ¥ A7 LA Xk
(Docker system events)

docker system events --since
'10m’

e N=Va

docker version

[Grep/ X% —> (Grep Pattern) ]

string

16 grep T 5 /3% — 2 3¢
5|

AT E N TULVS Secure Workload R3E7 TS5 A4 72X 1 7T

FaEnhTWwdaRry 2 aL

. ax9 4




| 2#x44%

Docker 1 ¥ 252 227> Foxx® [

83: Secure Workload Ingest 7 75 A 7 AT Docker A< > KEEITL T, AV TFDREHERZEZRTT S

Command Info & Results

Execute docker command
Jul 27 03:12:03 pm (PDT)

STDOUT

CONTAINER 1D
60c5D9b95aeTdc24be386a0eea3681b4cc87c19d624be fdBET Fbba387ba0197h
adc259d446976ae f5eel7edde567044dd76c0c56234dcd59a98d2a1a3007381
613969a4b66020791ac96220a1bd8f86d36e235751653e1e8d5dc565ch340

Docker f XA 2R FORE

Command  Container stats

Grep Pattern

NAHE
nf-5d3911771116335b4aa6bd1b
ac-5d391497FF16335b4aabbd1f

5d391341ff16335b4aa6bdld

Docker UV —ADFFED A AKX > A TDocker 2v > REFITLET, 4 AZ 2 ZIDIT,
Docker 2~ > RORREMHL THETEET, a~vr NE, 777947 Aar br—F(C
FoTTTFIA4T A LETHEITSNET, FRIT. kD 50001TE TRRINET, LEIC
JEU T, grep/XF— U &5 8E LTRETE, TONRZ =G UTHAIR T 4 V2 ) 7S
AVET, HEHRDY Cisco Secure Workload THIHFIREIZ/R D &, TF A MR v 7 AR RINLE

j—o

a9 43 .



axs4 |
B oocker 122522270 FoRE

5184 24T Bl
Docker A< > K dropdown 3479 % Docker 2~ K

o f A—TIEH docker images --no-trunc
<instance>

o« X NT— 7 [EH docker network inspect
<instance>

o RN 2 —AfEHR docker volume inspect
<instance>

o T IER docker container inspect--size
<instance>

N arn=274 docker logs --tail 5000
<instance>

« a2 FFKR— hd= v b | docker port <instance>
N4

a7 F Y YV — 2 {FE k| docker stats
W DREE; --no-trunc--no-stream
<instance>

«aLFFEF SR R docker port <instance>

ARE VR string Docker V V—A& (A A—3,
Xy hT—=7 R a—54

27 7F) ID ( Docker =<
v FOER] #BH)

[Grep/X% —>~ (Grep Pattern) ] |string H 7105 grep 356 /35% — 3L
5

HAIE N TULVS Secure Workload R3E7 TS5A4 72X+ 7T
HAENTWDaARTA - oL

. ax9 4
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Supervisor 1Y > FOERTR .

84 : Secure Workload Ingest 7 75 A 7 > AT Dockerf VAR AV RKEEFTLT, IVTHIERZRETS

Command Info & Results

Execute docker instance command

Command  Container info
Jul 27 03:14:40 pm (PDT)

Instance

Grep Pattern
STDOUT

[
{
"Id": "60c5bIbISaefdc24be3B6a0eea3bB1bAcca7c19d624be Fd8ET fhba3s7ba0lafh” .
"Created": "2019-07-25T21:40:24.9573193762",
“Path”: "/usr/bin/supervisord",
"Args": [

r/local/tet-netflow/conf/supervisord.conf"
P

"2019-07-25T21:40:25.8791423682",
"FinishedAt": "0001-01-01T09:00:007"
N

Supervisor A7 > FD XK

supervisorctl 2= R&FIT L, FEEZIK L E T, Secure Workload (F2~ > RNRFEITEINZT
TIATVAERFaxs ZiZavy ReEERELET, 77947 AERFaxs 29—
ADay b —INOFERNPIRINET, fERIL. Cisco Secure Workload THIH FIREZR & 1E
TEFA MRy 7 RACFRENET,

5|84 247

SupervisorCtl A< > K dropdown

Bl

F1T9 5 supervisorctl =< > R

e Y —ERADAT—H X |supervisorctl R T—42 X

o« Z—3— 34 D PID supervisorctl pid

e &Y — 1 2D PID supervisorctl pid all

BRI E N TULVS Secure Workload IR¥E7 TS A4 72X - T

AT SN TS O +Y 4 : NetFlow, NetScaler, F5, AnyConnect, Syslog, E A—/L Slack,
PagerDuty, Kinesis, ISE., ASA. Meraki,

a9 43 .



axs4 |

B~ —r1y9—Ex0avrroxr

K 85: 2 —EXDRAT—RREMBET 5101 NetFlow 214 2 T supervisorctl A< > K& E{T

Command Info & Results

Execute supervisorctl command
Jul 27 03:17:29 pm (PDT)

d  Status of all services

STDOUT

tet-netflowsensor RUNNING  pid 8, uptime 2 days, 0:37:05

A—IN—NAHFH—ERDaAT Y FORTFE

FETEDY— B AT supervisoretl 2~ > K& FATLET. — & A4 Supervisor =1+ > FOH
R EEHALTIYECXE9, Secure Workload I3, =2~ RBRBITSINLT 774 T U AE T
XaxrHicavr ReERELEY, 77947 AEidaxs 4h—vA0ar fu—7
DAER AR L F9, FEFIE. Cisco Secure Workload THIH FIEEZR AL T F A MR v 7 AICFR

IRESNVET,
5184 247 5 EA
SupervisorCtl A< > K dropdown H479 % supervisorctl 2~ > K
o —E RDREE supervisorctl status <service
name>
o — B 2 MOPID supervisorctl pid <service
name>
[—E A% (Service Name) ]|string A== BRI S
P —r 24 ( [Supervisor =~
Y ROFR] #BH)

ax9 4
[ 156 | I



| 2#x44%

ETCRYETEEDT

86: NetFlow 1 % 2 C supervisorctl 1< > FERTL. EESNI-Y—EXLDRT—2 X EM]ME

Command Info & Results

Execute supervisorctl service command
Jul 27 03:52:48 pm (PDT)

STDOUT

tet-netflowsensor RUNNING  pid 9, uptime 0:04:17

HARIE N TS Secure Workload 387 754 7R - T

FFAI SN TS O+RY F : NetFlow, NetScaler, F5, AnyConnect, Syslog, E A—/L Slack,
PagerDuty, Kinesis, ISE, ASA. Meraki,

2y FID—OEEHFEaATUR

TTIAT VARARTEIMOL Ry NI —Tia T AN LET, a<w N, 77947
2ay ha—F Lo CT T IAT A ETEITENET, FEED Cisco Secure Workload TH)
HABEIC D L, THFA MRy 7 AZFREINET,

5% 4% 24T ETLL]
*y kT—HaTuR dropdown FETT 5%y b U — 2 Pk
(Network Command) <R
* ping ping -¢ 5 <destination>
« curl curl -1 <destination>
EE#i (Destination) string F 2 Nl e

R E N TULVS Secure Workload R¥E7 TS A 72X : T

AT EN TS O+Y F : NetFlow, NetScaler, F5, AnyConnect, Syslog, E A—/L, Slack,
PagerDuty, Kinesis, ISE., ASA. Meraki,

a9 43
I



axs4 |

B ooz

87:curl DEFTICKD ARV ADFY FIT—VEH{ETRA b+

Command Info & Results

Test network connectivity
Jul 27 03:54:30 pm (PDT)

STDERR

erd Average Speed Time  Time T [d t
Dload Upload Total —Spent  Left Speed
[ @ wrimeies weieeies seiosies

STDOUT

HTTP/1.1 301 Hoved permanently
cor

T774ILD—ERT

TTITAT ADBEMOGFCH D7 7 A NVE—BRRLET, (7T arv) fBEIN
4 — D grep, Secure Workload |, =~ RRFITSNIZT S I7A4 T o RAlZa~vyr REkEL
T, TFI9AT L AOa bua—F 3 REELFE T, FEEDS Cisco Secure Workload CFIJ FH
AR D & THXRA MRy 7 RACRRINET,

5134 847 Bl

Fr7EH#t (Location) dropdown REDEFTICHD T 7 A LD
—REFoR

carbha—IFRERT I | ar ha =TT 7 A P
v REENTWBE 7 3 /LE DN
Rue—EFIRLET,

e b —FHAET 3 |ar bu—FEREMEES

zd NTNDE 7+ VEONEE—
ERRLET,
enZ 74 1% (Log 077y A NVIMEET DT+
folder) NE DN E —BRRLE
75
[Grep/X% —>~ (Grep Pattern) ] |string W15 grep 56 /3% —2 X
5|

R E N TS Secure Workload R¥E7 TS A 72X : T
FaishTWwdaxoga L

ax9 4
[ 158 | I



| 2#x44%

y—ezxzrsro—uxr I

88: Secure Workload Ingest 7 7S5 A4 7 o ADOT 7+ ILEHAD T 74 LE—EBERT

Command Info & Results

List a directory Location  Log folder

Jul 27 03:56:36 pm (PDT)
Grep Pattern

STDOUT

/local/tetration/logs/:
total 20

-- supervisord. log
--. 1 root root 2594 Jul 27 22:40 tet_vm_setup.log

Y—EXR 774 ILD—ERT
AR BF—EROBEHOGEICHL 7 ANV E—HERLET, (F7vay) BESN
B — 2D grep, Secure Workload X, 2~ RBBITIN-ax s X iZa~vy REERFELE
T, ax A —ERAOar b —IBEREIKLET, #HEFD Cisco Secure Workload Tl ]
ARRICR D & THRA MRy 7 AZERFENET,

a9 43
I



B yv—cxorrro-gzx

axs4 |

51%%

S84 7

AR

FrEH#h (Location)

dropdown

MBOHANZH L7 74 V&
—HFERLET,

cH—ER a7 ¥
L—yay 7xH
(Service configuration

folder)

P—ER a7 X2l —
vay 7Ty ANABEGEEINT
WBT7 A VT ONEw —EFR
RLET,

o —ERGEHET 4L H
(Service cert folder)

P — B RFEBHENRIT ST
WA T A VEDONKE—ER
RLUFET,

s 773 /V% (Log

folder)

o7y A NVBEFEET DT +
NEONEE —EFRRLE
—a—o

*DB” /L4 (DB folder)

T RERA b (i
AnyConnect 33 L OVISE =2 % 7
Z) OREP RSN TN D
TANEDONEE —RFRL
£

[Grep/¥ % —> (Grep Pattern) ]

string

HI 5 grep 757347 —2 X
-5

Al S TLVA Secure Workload (REB7 FSA 7R : 2L

IS TSR 2 : NetFlow, NetScaler, F5, AnyConnect, Syslog, Email, Slack,
PagerDuty, Kinesis, ISE., ASA. Meraki,

. ax9 4



| 2#x44%

Nry bxvTFv .

89: Secure Workload Ingest 7 75 A 7o AD FB5AXRANAL T4 X2 Lb—2 3V IHILERIT 7 A ILE—ERTK

Command Info & Results

List a directory in a service
Jul 27 03:59:09 pm (PDT)

STDOUT
w/cont/:

1265 Jul 27 22:43 tet-c
544 Jul 27 22:43 rks
316 Jul 27 22:43
564 Jul 27 22:43
43 Jul 27 22:43
t 30568 Jul 27 22:43
t 1687 Jul 24 03:19

Nry by TFv
TTIA T ABIRNaRxs ZTEHER Ty hEX v 7 F ¥ LET, Secure Workload (F =2~ >
RBFITSINTZT T IAT U ABLQRaxs ZiZa~vr REEELET, 77947 AB X
Raxra—vx0arta—JF, ~ry M aEXy7Fy L TCra— KL, Z0R%E
Cisco Secure Workload (23X UE 9, #&H2 Cisco Secure Workload TR A[HEIZ 22D &, XU
0— RRXUNREREN, 77A4V% pcap  BRTH o — R T&E5LH51270 7,

5184 247 ERER
IJR=> 4R — bk (Listening |number ZDFR— R TEZEINDH R
port) 7y heXx 7T LET
INET BEA/ Ny M (Max | number FER AR E TICINET D &
packets to collect) FoA sy N, 1000 RIS
HVERH Y £

WEMOZARINELR (Max |number FERARTE TONEDEE
collection duration in seconds) FEf, 600 FVATGIZ 92 ML EEAS

HYET,

SFAl S TULVS Secure Workload IR3E7 TS5A4 72X+ T

AT EN TS O+Y 4 : NetFlow, NetScaler, F5, AnyConnect, Syslog, E A—/L, Slack,
PagerDuty, Kinesis, ISE, ASA. Meraki,

a9 43 .




axs4 |

B =xrs0uz=vsfk—rrEEHTS

90: NetFlow 219 A DYEFER— L TO/IRT Y FF ¥ TF v

Command Info & Results

Packet capture Listening port 4729

Jul 27 04:02:26 pm (PDT)
Max packets to collect 100

& Download Output File

ARTEDYRZVGTR— b E2EBHT S

Secure Workload Ingest 7 77 A 7V AD AR X DY A=V KR— M&=HEH L E 7, Secure
Workload (X, A~ RRFITSNZT T IAT LV ADT T IA T Aary bu—Zlavys R
EEELET, ar br—J3ROT 7 v a v EFITLET,

o I X7 ZITHIET D Docker — B A EAEIE L £,

P —ERADBUEFITHORELINE L ET,

» Docker —E A ZHIFR L £9,

cHLWR— AT LI~ ADOFEITRHREZEHFLET,

cHLWAENT AR —FEHEALT, Hilkshizary 7RISR TW b D EFRIT
Docker f A—UMmbHi LV ar T 2B LET, £/2, RIELHIRESN 2T I
Docker R Y =2 — AN~ FSLTWEHAE, FILAY a—2n3HlLnarrfii~vy»
hERET,

e IR T ZDHF LWIP XA T ¢ > F % Cisco Secure Workload (2 L £,
« Cisco Secure Workload IZ. 7% A bR v 7 AR AZF R LET,

5|84 247 Z5ER
Connector 1D string VA=V T R— e EHT5
VENBDaAR T ZDaAxy
4 1D

. ax9 4



| 2#x44%

arsa0yr=voRk—+xE5HT5 ||

5% 24T E5BA
JRAZUJHR—=FDFA)L | dropdown HHsnst— kX A7,
(Listening port label)
NET-FLOWO NetFlow v9 U A= 7 R— k
IPFIX IPFIX U A= 7 R—k
JRAZUTHR—F string X7 B OF LR — b

FFA] &Mtz Cisco Secure Workload {R#87 75 4 7 > X : Secure Workload Ingest
FalEhTWbary4 2L

91: Secure Workload Ingest 7 75 A 7 2 AT Meraki A %9 3D AV iR— b % 2055I1CB#HLET

Command Info & Results

Update the listening port on a connector
Jul 27 03:48:29 pm (PDT)

Connector ID 5d3cd3e83649723890271dcd.
Listening Port Label ~ NETFLOW

Listening Port 2055

STDOUT

{"connector_id":"5d3cd3e83649723890271dc4" , "service_id" :"5d3cd3e83649723890271dc5" , "container_id":*575fea

a9 43 .



axs4 |

B 75— rEnaxssnsmmoEs

92: Secure Workload Ingest 7 75 A 7 > AT Meraki A %7 3 DIR— rX v EV T EZREBLET

Command Info & Results

Execute docker instance command Command  Container port mappings

Jul 27 03:49:03 pm (PDT)

Grep Pattern

STDOUT

2055/udp -> 172.29.142.28:2055

75— hFBHIRT 2 OTBROER

Syslog, E A—/L Slack, PagerDuty, 35 J U'Kinesis 77 — M1 %7 ¥ Z 7R A b3 % Secure
Workload Alert Notifier (TAN) H—E 20w ZHEpkz FH L E3, TANIZERDO 3R 7 ¥ 278
ARLTWDTD, v ARy Z_X—UnbEEENT 52 L3 TEET A, ZOF
ENTeavr RICkY, 2=V —[In V7R E i TE £7,

Cisco Secure Workload (. Secure Workload Edge 7 7°7 1 7 A L™ TAN Docker #— 2D
P—bERarbr—Jilavr FeXELEY, 3 b —J 13— X TR zEM L,

FREF DO AT — 2 A% LET,
5142 47 &5 BA
Logging level dropdown Hf—E R THERAILAR S L
~)L

* debug TRy Ta g L~Yr

* info o 7 1L~

e warn o 7L~

e error =7 —ua 1L ~L
(ka7 7 A N+ X (MB|number 0y m—75—3 g URBEE
A7) (Max log file size (in NWHEIDOB T 7 7 A VDK
MB)) ] PAX

. ax9 4



| 2#x44%

7ISAFUREDRF v T ay roik [

5% 247 & BA
[m7ve—7— =2 (AE |number nJu—7—va UGS
fiz)  (Log rotation (in days)) ] nNaxEcous 77 A0k

R 08 IR ]
[m/B—F—3 3 (A A|number SN0 77 7 A VD
4 AHir)  (Log rotation (in KAV AH A
instances)) ]

FFral & TLYS Cisco Secure Workload {R 387 75 4 7 > X : Cisco Secure Workload Edge
HFraiEhTWdar94% :72L
93: Secure Workload Edge 7 75 A 7 > XD Secure Workload Alert Notifier Docker 4— E XD O VR EE#HT 5

Command Info & Results

Update log configuration for Tetration Alert Notifier

Logging Level  info
service et

Jul 27 04:07:23 pm (PDT) Max Log File Size (n MB) 10

Log Rotation (in days) ~ 30

Log Rotation (in instances) ~ 20

TFTISATUORADNLNDAFT Yy T a3y FOIE

Cisco Secure Workload (£, 22~ RRRITSINTZT 7 I7A T RAlavy REEFELET, 7
TTAT v AD A hr—7 ) Cisco Secure Workload 725 Z D~ REZ(ETHE, 777
AT UVADAF T vay hEIEL T a— KL, #EHE% Cisco Secure Workload {2 L &
9, #EH2 Cisco Secure Workload THIHFIREICZ/e D &, XU ma— RARZ URE RSN, 77
ANV% tar.gz B TH Ve —RTEH L9120 7,

AFyTray MIEEND T 7 A0 ¢
* /local/tetration/appliance/appliance.conf
* /local/tetration/{logs, sqlite, user.cfg}
* /opt/tetration/tet vm_setup/conf/tet-vm-setup.conf

* /opt/tetration/tet vm_setup/docker/Dockerfile

a9 43
I



axs4 |
B 7757 250259703y roms

* /opt/tetration/ova/version
* /ust/local/tet-controller/conf
* /ust/local/tet-controller/cert/ {topic.txt, katkaBrokerIps.txt}
* /var/run/supervisord.pid
AFyTay MigEhda~vr )
* ps aux
* iptables -L
* netstat {-nat, -rn, -suna, -stna, -tunlp}
* /ust/local/tet-controller/tet-controller -version
* supervisorctl status
* rpm -qi tet-nic-driver tet-controller
* du -shc /local/tetration/logs

* Is {/ust/local/tet-controller/cert/, -1 /local/tetration/sqlite/, -1 /opt/tetration/tet vm_setup/.tet vm.done,
-l/opt/tetration/tet vm_setup/templates/}

* docker {images, ps -a}

* blkid/ifconfig/Iscpu/uptime

* free -m
o df -h
5| $4 247 £%EA
NHEATOWREDORERM | number FER AT CTONEDRE
(Max time for collection in WEfE], 20 43 Kii Cd 5 MLEEN
minutes) b0 FET,

FFRI SN TLVS Secure Workload {R#87 754 7 > X : Secure Workload Ingest 33 JX U} Secure
Workload Edge

. ax9 4
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225 8m502FyFvay toik [

94: Secure Workload 7 754 7 VAMBDAFT v T3y bOURE

Command Info & Results

Collect Snapshot from Appliance Maximum time for collection

Jun 23 12:06:02 pm (PDT) (in minutes)

& Download Output File

ORI EADLDRAFTyTay FOPRE

CiscoSecure Workload I3, 2 %7 ¥ MEBINTWAB T FI7A4 T A la<wr ReEXELET,
aAxX 7 Z—IDIZHE-T, aryte—JFaxs7Z0RFyFay haEL, Zhbrx
va— RLT, #E%% Cisco Secure Workload |23 L 97, #&F:4% Cisco Secure Workload C#IJ ]
ARRICRD &, X Ura— RARZURERSI, 77 A NVE targzGATH U r— R T&E 5
X127 £,

AFwFay MTEEND T 7 AL ¢
* /ust/local/tet-netflow/conf
* /local/tetration/ {logs, sqlite}
* /var/run/{supervisord.pid, tet-netflow.pid}
AFyTay MEEhba~y P
* ps aux

* netstat {-nat, -rn, -suna, -stna, -tunlp}

5% 4 247 & A

Connector ID string ZFwFray havwy KR
FirShdaxrs2oaxy
# 1D,

N7y bOFXFvTF¥ Fry IRy s A RNy heXx T F v oM

(Capture packets) ERHHNE D D,

UIRE DR AEEME (Max time for | number FERAZIRT E TONEDORE

collection in) RFfH], 20 43 A CTdo 2 BN

minutes HYET,

a9 43 .
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RIS N T LV Secure Workload {R#87 75 4 7 > X : Secure Workload Ingest 35 & UF Secure
Workload Edge

B HRESNFARIAIDOART ANBRFT YT 3y FEIRET 5 Secure Workload

Command Info & Results

Collect Snapshot from a connector Connector D 5eeba8738efBo40448ficcar

Jun 23 12:36:45 pm (PDT)
Capture packets x

Maximum time for collection o
(in minutes)

& Download Output File

avhrO—S70774IILDINE

TTIAT U AERFaxrs X Toaryiue—7 FakA 7u 7y A ) o IERVIEL E
9, Secure Workload |&, 2~ RRRITSNTmaxrsZica~vy RExREFELET, h—bER=
vhe—JF BESN a7y A ) 7 E— RCaxs 24— AxHEELET, 7o
T AV TR ANE LR, —ERary br—F 3, @iEE— R T —t 22 HIEH)

L. ##5% Cisco Secure Workload (2355 L £ 77, #5272 Cisco Secure Workload CHIFH FTREIZ 72
Hi, Xurma— RRZUBRERREIN, 774 NV%E tar.gz B TH 7o r—RTEX5L9)

2720 F9,
5|84 a4 7 Bl
Ja77A4ILE—F dropdown a7y A4 ) SE— R,
* memory AEY TuTrA )T E—
[
* cpu CPUTRT 7 A7 E—
R,
« block Tuayy FuzrAL )0
TR,
* mutex Mutex 707 7 AV 7 E—
R,
* goroutine Goroutine 70 7 7 A U > 7
E—F,

. ax9 4
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51%%

(TAEY] E—

-ERIZDHER)

2L B
IREDZERM (584 number FER AT £ TONEDRE
PR,
AEYIJOITFAILL—F number

FEZRL

9, FEE L7254, Golang

‘a—o

AEY FuryrAf YT L—
Fe ZOT 4—)V RIFMEET

DT 7+ MENEA SN E

FFAl S TLVS Secure Workload {R387 75 4 7 > X : Secure Workload Ingest 33 X UY Secure

Workload Edge

BRI EN TS O +Y 4 : NetFlow, NetScaler, F5, AnyConnect, Syslog, E A—/L Slack,

PagerDuty. Kinesis,

96: Secure Workload 7 75 A4 7V AMN 6NV bO—5707 74 LDIRE

ISE. Meraki,

Run a New Command

Select one of the supported commands
Collect controller profile
Profile Mode
Maximum time for collection
(in minutes) (optional)
Memory profile rate (only 1

valid when choosing
“memory" mode} (optional]

OB TAT7AILDIRNE

ARXIHATOaARI X Tav A 7Ta7yrA ) o TEEREZINE L £9, Secure Workload 1%, =
VU RPITEINTc AR FIZavry REEELES, h—bvxar btr—J1% BEINL
TuT AV TE— RTCaRrs A —RAEFEBHLET, Tr 77 A Y U IREREIEL
=%, —r Az bo—J, @EET— N CHh—tX2HER L, #F % CiscoSecure Workload
WCEE LET, FEFRD Cisco Secure Workload TR A[REIZ 722D &, XU m— RiRK U nFER
SN, 77 ANVE ctar.gz BRTH DB — RTEB2 X012V E7,

a9 43 .
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51%% 247 Bl

JAaJr7A4ILE—F dropdown Ta Ty A TE— R,

* memory ARV T0T A T E—
Ko

* Cpu CPUTu77A U TE—
]\‘\O

« block A=/ A a=avi & GV INS/
T— K,

* mutex Mutex 7’07 7 A U 7 E—
[

« goroutine Goroutine 712 7 7 A U L7
TR,

IREDEREM (57 E4L) number FER AR E TONEDRKERE
H# Fﬁlﬂ o

AEYTFOTFAIL—bF | number AEY T4V T L—
(TAEY] E—FZEBIRL Fe ZD7 44— RIIEET
S EIZDHHFI) T, HRE LAVEA, Golang
DT 7 /v MEPMEH S E
T

Rl SN TLV5 Cisco Secure Workload {R#87 775 4 7 > X : Secure Workload Ingest 35 & OY
Secure Workload Edge

BRI EN TS O +Y 4 : NetFlow, NetScaler, F5, AnyConnect, Syslog, E A—/L Slack,
PagerDuty, Kinesis, ISE, Meraki,

X 97: Secure Workload 2 %7 AW 5DARY 2 TOT7 74 LDOIE

Run a New Command

Select one of the supported whitelisted commands

Collect connector profile

Profile Mode | memory

Maximum time for collection | range from 1 1020
(in minutes) (optiona)

Memory profile rate (only
valid when choosing
"memory" mode) (optional)

Run Selected Command Cancel

ax9 4
0| I
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FISAF RO 87 5— rAROA—1—51 k||

FIZAT7ADARY BT 53— FERDA—/N—F 4 F

TTIATVADT 74N Oaxs 2T 77— Mi@e4—"—7 4 KLET, T 74/ K
T, Secure Workload TIXRI L2327 Z 77— 1 BIZ 1 EZTEEESND L HICHIRERT
WET, ZOavr NI, FEEN1H I EORBCIIRETE2 B2 258 CHRELE A —
N—=F 4 RTHEDDEDTT, Fi5HEM Cisco Secure Workload THIAA[REIC/2 D &, TF A b
Ry 7 AZRRENET,

5% 247 BTLL]
T53—h247 dropdown F—R—F A4 T Da% X
77 —=hIAT,

s Fx v AURET T IGAT LV ADF =T A

(Check-in missed)

VINAREEAT,

« CPU fifi fj =

BV CPU fi =5,

« A%V fEHE

AT A,

e T 4 AVEHE

BT 4 A7 R

[ffE (GrHAL)  (Interval (in

minutes)) ]

number

MRz A — =74 F 458
Al (SrHAL) o

Al STV Cisco Secure Workload {R287 75 4 7 > X @ Secure Workload Ingest 33 & OY
Secure Workload Edge

HFaEhTWdaxRx94% 2L
X 98: Secure Workload 7 75 A 7 ADNARY AT 55— FEIRBDA—/N—54 K

Command Info & Results

Override connector alert interval for Appl
Dec 7 05:09:12 pm (PST)

AR RADARI AT 72— MERDA —/N\—F 4 F
ARTEDT I FNIDaARI BT T — iR EA—X—F 4 FLEJ, T 74/ T, Secure
Workload TIZRI a7 # 7 7— N1 AICTEIZTEEEND I HCHIBENTWET, =
DOa<y NI, BFEHENLB1IFOMBECIRET I B2 258 ICMREE A —1"—F 4 3

a9 43
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. Hawkeye % v > 2 7/R— F

B0 DT, FEEA Cisco Secure Workload THIFFA[EEIC /2D L. THF A MR v 7 R ITHK

RENET,
51%4& 47 EBA
T53—h247 dropdown F—=R—=F 4 N Haxr 4
TI—hEAT,
Tz A URIIAT ARTEDF = I A VNR
(Check-in missed) FITTT,
[[EIf8 (/0 BAAL)  (Interval (in | number Mgz A — =74 N4 54)]
minutes)) ] W (HAL)

A E N TLVS Secure Workload R¥E7 FSA4 72X : 72 L

RIS TULVA ORI A : NetFlow, NetScaler, F5. AnyConnect, Syslog, % A—/L. Slack,
PagerDuty, Kinesis, ISE. ASA. Meraki, ServiceNow, WAD,

99: Secure Workload 2 2 2D ARY 27 5 — rRERODF—/N—5 4 K

Command Info & Results

Override connector alert interval for Connector

Dec 7 05:31:32 pm (PST)

Hawkeye & v & 2 7R— K

Hawkeye # v v =R — RIZIL, ax7 %, BLXOax 7 ZBEMIR> TOWDLEIBT 7747
VADIEFMHIZETH A A PRERRINET,

FIS5AF7oRaAy brA—5 AysafRh—F
TTIAT A aryibn—7 By var—Ri, Xy NU—7#HEHIIMAZ T, CPU KRR,

AEIVHHAR, ToATHHAR, N TWDE 7 7 A NVEBIRTFOERBREDIV AT LA N v 7T
B4 AWM aiRdt L £,

ax9 4
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100: 7 7547 XAy bO0—5 &y ak—

< zoomout » @Jul 22,2019 12:56:16 to Jul 27, 2019 00:54:35

Number of Bytes Received
5008l

400 Bil
300 Bil
200 Bil
100 Bil

o
7122 161 3 001 /23 08:00 7/2316:00 240000 240800 7124 16:00 7/25 00:00 7125 16:00 7126 00:00 7126 08:00

— ams.systemstats.bytes_received{root_scope_name=Defaul, ext_appliance_id=5d35c21d584a664e01ch1bcs, ext_appliance type=tetration_data ingest)
= ams.systemstats.bytes_received{root_scope_name=Default, ext_appliance_id=5d3625ba584a660f1cae0af3, ext_appliance.type=tetration_edge}
— ams.systemstats.bytes_received{ext_appliance_id=5d3797c66e37d85f2bdeff34, root_scope_name=Default, ext_appliance_type=tetration_data_ingest}
— ams.systemstats.bytes received{ext_appliance_id=5d379ebc6e37d85f2bdeff3d, root_scope_name=Default, ext_appliance_type=tetration_data_ingest}

ams.systemstats.bytes_receivediext_appliance Id-5d3654776e37d871abafects, root_scop :w\entsparmw ext apphan:e type=tetration_data_ingest}

amssystemstats.bytes_received{ext_appliance. tration_edge)

7126 16:00 7127 00:00

536420e6e37d871ab2febds, root_scope_nam:
536431258466644fca20a6, root_s

503641 b584a66644fca20fc, root. sc type
50364c0c6e37d871ab2febf9, root_scope_name=DarshanP, ext_appliance_type=tetration_export}

Number of Bytes Sent
500 Bil

400 Bil
300 Bil
200 Bil

100 Bil

71230 7/23 08:00 7123 16:00 712400:00 7124.08:00 712416:00 7125 00:00 7126 08:00 7126 16:00 7127 00:00

= ams.systemstats.bytes_sent{root_scope_name=Default, ext : : id=5d35c21d5842664e01ch1bc6, ext_appliance._type=tetration_data ingest)
e byzer sent{root_scope_name=Default, e =5d3625ba584a660f1cae0af3, ext_appliance type=tetration_edge}
yte: Default, ext_appliance_type=tetration_data ingest)
= ams.systemstats. Lvytes sent(ext_appliance_id=5d379ebc6e37d8512bdeff3d, root_scope_name , ext ype=tetration_data_ingest}
ams systemstats.bytes_sent{ext_appliance, 776e37d871ab2fect5, root_scope_name=SilentSparrow, ext_appliance_type=tetration_data_ingest}
ams systemstats.bytes_sent{ext_appliance_id=53641f86e37d871ab2febd4, root_scope_nam: appliance_type=tetration_edge}
ams systemstats.bytes_sent{ext_appliance_id=5d36437b6e37d871ab2febe1, root_scope_ ok ext_appliance_type=tetration_data_ingest}

HY—EXA Yy akRk—F

P —E 2 & v 2R — RIZiL, Cisco Secure Workload |27 AR — kb &7z 7 v —EiHE.
Cisco Secure Workload (227 AR — k S/~ MK, Cisco Secure Workload (2= 7 AR —
MENTNA el =7 AR — A MY v EET550) ICHETAERPIERINE
T, BT, ZOX v vaR— R, 7 a bV s E Sk Egﬁ’é'ﬁﬁziﬁ%%ﬂ?éﬂiﬁ"
(NetFlow v9 ZLELG 5% —E AR IPFIX 2 L) . ZDH v v af— FTIE, @5 Lo,
WAL= T —OME, 7u—% ~ry MI A MR EDA N v 7 AR TEET,
I, P—EARFETINTWD Docker 22T T DUVAT LA RN v 7 H5ZDH v ah—
FiZFRSnET, CPUBEMR, A VMR, 74 A7MHEK BHNTWD 7 7 AL
DEREDA ) v 7, ZOX v aRh— FTRESET,

a9 4R
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. AnyConnect ¥ —E X &y L a/R—F

101: 4 —EXRFyaR—F

Packet Count and Byte Count

600 Mil
500 Mil
400
L
300 Mil
200 Mil
100 Mil
0000000 — @ e——
14 14:30 150 16: = 17:00
== ams.exportstats.packet_count{root_scope_nam 5d379ebc6e37d852bdeff3d, ext_service_type=NETFLOW_SENSOR, ext_appliance_type=tetration_data ingest}
= ams.exportstats.packet_count{root_scope_nam 5d379ebc6e37d85f2bdeff3d, ext_service._typ _PROXY_SENSOR, ext_appliance_type=tetration_data_ingest}
= ams.exportstats.packet_count{root_scope_name=ashok, ext_appliance_id=5d36437b6e37d871ab2febe1, ext_service_type=ANYCONNECT_PROXY_SENSOR, ext_appliance_type=tetration_data_ingest}
== ams.exportstats.byte_count{root_scope_nam :_applian ¢ ETFLOW_SEN“"" ~+ - - - s
NYCONNECT

ams.exportstats.byte_count{root_scope_name=Default, ext_appliance_id=5d379ebc6e37d85f2bdeffad, ext_service_type=
sshok, ext_appliance_id=5d36437b6e37d871ab2febe, ext_service. NYCONNECT.

2019-07-24 16:58:30
1.135 Mil
[

id=50364 708

ams.exportstats.byte_count{raot_scope_name

379

']
Exported Flo

20 Mil
[ d

[ ]
1.5 Mil

o o
1.0 Mil *—=e

500K
0 15:00 16:00 16:30 17:00 17:30 18:00
ETFLOW_SENSOR, ext_appliance_type:

ext_appliance_typ:

etration_data_ingest}
tration_data_ingest}
tration_data_ingest}

14:00

ok R @ .

75K
¢ & o o

AnyConnect Y —E X &y L aR—FK
AnyConnect #—E A% v > 278 — RiX, AnyConnect [EA OV — A IEHRIZET T 5 1HH 2 2k
LET, 20Xy vaR—RTiE, =V RARAS bO¥, Aoy Mo, 2—F—0¥2
&, AnyConnect = %7 #|Z & - T Secure Workload (2 & SNz XA MY v 7 2FEHTEET,
EBIZ, Oy aR— KL, IPFIX 71 2L ORI L 7 a— RICEHT 1R b RRE
NET, ZOX v arh— TR, @by s b, B5fbEnic=g - b 7
B—AT R Ty "IN N NI N EDA N v EFEHTEET,

ax9 4
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77547 2EH—ERDOZy L ak—k [

102: AnyConnect 7~y > 1 7/R— K

% Anyconnect Service - © B & < zoomout 3 @Jul 22,2019 06:38:53 to Jul 29, 2019 17:24:48

Number of Users Number of End Points Number of Inventories

7124 7126 7/28
774 26 728 ams.anyconnectproxystats.num_endpoints{root_scope_nam

efault, ext_appli 7124
ams.anyconnectproxystats.num_endpoints{root

ams.annotationstats.num_users{service_type=anyconnectproxy, root_scope_nan

7128
~ ams.annotationstats.num_inventories{service_type=anyconnectproxy, root_scop

ams.anyconnectproxystats.num_endpoints{ext_appliance_id=5d36437b6e37d87 — ams.annotationstats.num_inventories(service_type=anyconnectproxy, root_scop

Flow, Packet and Byte Count

7/2212:00 7/2300:00 7/2312:00 7/2400:00 712412:00 5 7/2512:00 7126 00:00 7126 12:00

7/2700:00
nyconnectproxy, root_scope_nam

5d379ebc6e37d852bdeff3d, ext_appliance_type=tetration_data_ingest)
llentSparrow, ext_appliance_id=5d3654776e37d871ab2fects,

7/2812:00 7/29 00:00

= ams.exportstats.byte_count{service_typs

== ams.exportstats.byte_count{service_type=anyconnectproxy, root_scope_nam _appliance_type=tetration_data_ingest}

= ams.exportstats.byte_count{service_type=anyconnectproxy, root_scope_nam Y ¥ . type=tetration_data_ingest}

== ams.exportstats.flow_count(service_type=anyconnectproxy, root_scope_nam etration_data_ingest}
ams.exportstats.flow_count{service_type=anyconnectproxy, root_scope_name=SilentSparrow, ext_appliance_id=5d3654776e37d871ab2fec15, ext_appliance.

nyconnectproxy, root_scope_name=ashok, ext_appliance_id=5d36437b6e37d871ab2febef, ext_appliance_type=t
nyconnectproxy, root_scope_name=Default, ext_appliant

‘ams.exportstats.packet_count{service_type=anyconnectproxy, root_scope_names=

ams.exportstats.packet_count{service_type

ams.exportstats.flow_count(service_typ:

ilentSparrow, ext_appliance_id=5d3654776e37d871ab2fect, ext_appliance._type=

nyconnectproxy, root_scope_name=ashok, ext_appliance._id=5d36437b6e37d871ab2febe1, ext_appliance_type=tetration_data_ingest}

Number of Workers

TISATVRES—ERDIO Ay L aR—Fk

TTIAT VAL —EADODIO X v afh—RiE, TTIATVAYE—V X ET 7 T74

TUAP—E Ry ha—FRN@ET S Kafka By 7 TR EINTZ A vE—VOEIZET S
BHREEftLET, 20Xy aR—RZE, ZRLEAvE—VO, EELEAYyE—Y
D, KL= A =V O EDA N v I REENTHET, EHIZ, aritr—F(Z
Ko THARBNTERKEOA 7y BRI L0, a2 he—JIlL5 32— Y0 b
DOHEH A 2=V DIBERENTNDENE I NHIERETE E7,

a9 4R




axs4 |
B —susrsoLea—F5081 85100

103: 7 T75AT7VREHS—ERDDIOZ Y > 2 R—F

19~ ] Appliance and Service Controller DIO Stats - @ < Zoomout » @Jul22,201917:11:19 toJul 26,2019 04:39:06 &

Number of Messages Received

7222000 77230000 7/230400 7/2308:00 7/231200 7/231600 7/232000 7/2400:00 7/2404:00 7/2408:00 7241200 7/2416:00 7/2420:00 0000 77250400 7/250800 7/251200 7/2516:00 7/2520:00 7/2600:00 7/26 04:00
— ams.diostats.num_messages_received{root_scope_name=Defaul, ext_appliance_id=5d379ebc6e37d8512bdeff3d, ext_service_type=NETFLOW_SENSOR, ext_appliance_type=tetration_data_ingest}
= ams.diostats.num_messages_received{root_scope_na ault, ext_appliance_id=5d ,  type=ANYCONNECT_PROXY_SENSOR, ext_appliance_type=tetration_data_ingest}
= ams.diostats.num_messages _received{root_scope_name=SilentSparrow, ext_appliance_id=5d3654776e37d871ab2fect : type=NETFLOW_ SENSOR, ext_appliance_type=tetration_data_ingest}
— ams.diostats.num_messages _received{root_scope_name=SilentSparrow, ext_appliance id=5d3654776e37d871ab2fect service ¢ L PROXY_ , ext_appliance_type=tetration_data ingest)
ams diostats.num_messages_received{root_scope_name=SilentSparrow, ext_appliance_id=5d3654776e37d871ab2fec1s, ext_service type=ANYCONNECT_PROXY_SENSOR, ext_appliance_type=tetration_data_ingest}
ams diostats.num_messages_received{ext_appliance id=5d3641186e374871ab2febdd, ext_service type=TAN_SERVICE, root_scope_name=Tapan, a tration_edge}
ams diostats.num_messages received{ext_appliance_id=5d36411386e37d871ab2febd4, ext X : PROXY, root_scope_name=Tapan, ext_appliance_type=tetration_edge}
ams diostats.num_messages_received{ext_appliance id=5d36437b6e37d871ab2febe1, ext service_type=ANYCONNECT_PROXY_SENSOR, root_scope_name=ashok, ext_appliance_type=tetration_data_ingest}

= ams.diostats.num_messages_received{ext_appliance_id=5d3643116€37/871ab2febdf, ext_service_type:
ams.diostats.num_messages_received{ext_appliance_id=5d36420e6e37d871ab2febds, ext_service
ams.diostats.num_messages.received{ext_appliance_id=5d364312584a66644fca20a

Number of Messages Sent

00 7/2316:00 7/2320:00 7/2400:00 7/240400 7/240800 7/2412:00 7/2416:00 7/2420:00 7/2500:00 7/2504:00 0 00 7/2516:00 7/2520:00 7/2600:00 7/26 04:00

37d85f2bdeff34, root_scope_name=Default, ext_appliance_type=tetration_data_ingest}
d85f2bdeff3d, root_scope_nam:
d871ab2fects, roc

ams diostats.num_messages . 7 ope_name=ashok, ext_appliance_type=tetration_data |
ams diostats.num_messages . d871ab2febdf, root_scope_na ) Test appliance_type:
ams diostats.num_messages . d871ab2febds, root_sco 0 i ype=tetration_edge}

_ rL -~ — N : - — N N N —
BRI NS TN a—TFTa DAL RSM4
Cisco Secure Workload D 2 %7 Z R—I\Zapx IV ANT 7T 4 TIRIREETEREINTZH, ax
T EBENI2 TWNDT T IAT VATT 7 a v ITTHH0EEIHY A, 2—P—
e A T HMEITHY A, ZOREBIZRSZRWVESIT. IROTERNZ D X 5 Z2RED
FNTTNY a—T 4 TITELHET,
HWHOWRETIE, T7I7AT U ATRO X 12720 £7°,
* systemctl status tet vm setup.service £, SUCCESSH T A7 — & A(Z72-> TV % inactive
P—bERXELHR—FLET,

* systemctl status tet-nic-driver (Z]:\ active ‘H“—‘ E“X% ]/7115‘— ]\ Li'@‘o

® Supervisorctl status tet-controller IZ. RUNNING P—Ex%E LAHR—k Li'@—o :j/bki\
TTITAT v Aary bu—=IRBEEHTTHL I LR LET,

® docker network 1ls fi\ bridge, host, iSJ:U\ none M 3 ’3@7“ b4 ]\ U—7 %f [/7J—\o‘_‘ }‘ Li
R

*docker ps lX, 77 TA TV ATETENTWDHayTFELAR—NLET, @, 77
FAT UV ATaAXRy ZREFICEMEShD & 77T 47 AT Docker 2 7 F 34
VAR 2 SV ET, Syslog. Email, Slack, PagerDuty, 3 J (FKinesis =2 %7 & D
4. Secure Workload 7 7 — [ i %1H— B A [d Secure Workload Edge 7 2 Z A 7 A @ Docker
arFFE LT AL AbERET,

« £ 3T F D docker logs <cid> 1%, tet-netflowsensor 75 RUNNING JRREIC A2 o722 & & L
AR—FLET,

ax9 4




| 2#x44%
—Bn rS I a—F 10051 k514> ||

* docker exec <cid> ifconfigld, V—T Ny T LUIMI1 DDA L H—T =2 A4 ADF% LHR—
FLET,

* docker exec <cid> netstat -rn [, VA FV r—k JxA% LiR—k Li?”o

o 7T AT AD cat /local/tetration/appliance/appliance.conf(Zld, 7774 T L A
TIATEN TV D Docker —EAD Y X FAFIRSNET, ZhiiE, H—EAID, =
F 27X ID, a7, A A=V ID, BEOKR— w7 G4 T5E) (BT
PRI S FE T, Secure Workload Ingest 777 A 7 2 A TlE, K3 ODOH—ERANT
TIAT U ATEITSNTVES, R—bvwy 7Bl 0ar7 vy hshTn
% Docker R Y 2—L3, ZO7 7 A VHNITHFELET,

104 : Secure Workload 7 754 7 V ADBAY —ERERT—4A R

[root@esx-2106-ingest tetter]# systemctl status tet_vm_setup.service

o tet_vm_setup.service - Tetration Appliance Setup
Loaded: loaded (/etc/systemd/system/tet_vm_setup.service; enabled; vendor preset: disabled)
Active: inactive (dead) since Sat 2019-07-27 23:51:29 UTC; 21h ago

Main PID: 1249 (code=exited, status=@/SUCCESS)

Jul
Jul
Jul

1 localhost.localdomain python[1249]: mount: /dev/sr@ is write-protected, mounting read-only
esx-2106-ingest python[1249]: Docker version 18.09.8, build @dd43dd87f

esx-2106-ingest python[1249]: REPOSITORY TAG IMAGE ID CREATE. . .
Jul esx-2106-ingest python[1249]: userPrivateKey.key

Jul esx-2106-ingest python[1249]: intermediateCA.cert

5
75
H)
vS
5
Jul o esx-2106-ingest python[1249]: kafkaBrokerIps.txt
H)
S
w5
4}

Jul esx-2106-ingest python[1249]: userCA.cert

Jul esx-2106-ingest python[1249]: kafkaCA.cert

Jul esx-2106-ingest python[1249]: topic.txt

Jul 129 esx-2106-ingest python[1249]: Created symlink from /etc/systemd/system/multi-user.target.wants/s...vice.
Hint: Some lines were ellipsized, use -1 to show in full.

[root@esx-2106-ingest tetter]#

105 : Secure Workload +~ 7 —%5 KSAINHY—ERXRDRAT—H R

[root@esx-2106-ingest tetter]# systemctl status tet-nic-driver.service
e tet-nic-driver.service - NIC network driver plugin for Docker
Loaded: loaded (/etc/systemd/system/tet-nic-driver.service; enabled; vendor preset: disabled)
Active: active (running) since Sat 2019-@7-27 23:51:12 UTC; 21h ago
Main PID: 733 (nic)
Memory: 4.4M
CGroup: /system.slice/tet-nic-driver.service
—733 /usr/local/tet/nic-driver/nic -log-level debug

Jul 27 23:51:12 localhost.localdomain systemd[1]: Started NIC network driver plugin for Docker.

Jul 27 23:51:12 localhost.localdomain systemd[1]: Starting NIC network driver plugin for Docker...

Jul 27 23:51:12 localhost.localdomain nic[733]: time="2019-07-27T23:51:12Z" level=info msg="NIC network driver started"
Hint: Some lines were ellipsized, use -1 to show in full.

[root@esx-2106-ingest tetter]#

106: 7 7547 AAY FA—5DAT—R R

[root®esx-2106-ingest tetter]# supervisorctl status tet-controller
tet-controller RUNNING  pid 1971, uptime 21:43:29

[root@esx-2106-ingest tetter]#

FROWTIUCH LTI E B2V A1, /local/tetration/logs |28 2 BB A 7 U 7" s D v 7 % Hife
WBLT, 7794 T AR ax 7 XOREBAPKR LIZEHABAEZRH I T I,

ZOMD =R 7 ZBEERROREIL, ROX I ST TN a—T 4 7 TEET,

* docker exec <cid> ps —ef I, tepnﬁtﬂowmensopenghux /usr/local/tet/ tet-netflowsensor
-config /usr/local/tet-netflow/conf/tet-netflow.conf A v AKX A Bl et~

| a9 4R .
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j?‘“i)“V /usr/bin/supervisord -c /usr/local/tet-netflow/ conf/supervisord.conf -nA

VAR A LR— N LET,

107 : Secure Workload Injest 7 5 A 7 > A 0 Cisco Secure Firewall ASA 1 %% 2 TORTHTOE R

root@esx-2106-ingest tetter]# docker ps

CONTAINER ID IMAGE COMMAND
CREATED STATUS PORTS NAMES

c82decfaa877 asa_sensor-3.4.2.52465.appliance.demo.mrpm.build-asa:5d3ce5e43649723890271dd3  "/usr/bin/supervisor
" 22 hours ago Up 22 hours 172.29.142.27:4729->4729/udp  asa-5d3ce5e43649723890271dd3
eddd5¢cd59839 aws_sensor-3.4.2.52465. appliance.demo.mrpm.build-aws:5d3ce3b73649723890271dce  "/usr/bin/supervisor
." 22 hours ago Up 22 hours aws-5d3ce3b73649723890271dce
[root@esx-2106-ingest tetter]# docker exec c8 ps -ef
UID PID PPID C STIME TTY TIME CMD

root 1 0 0 00:01 7 00:00:15 /usr/bin/python /usr/bin/supervisord -c /usr/local/tet-netflow/conf/supe
rvisord.conf -n

root 8 1 ©00:017 00:02:24 /usr/local/tet-netflow/tet-netflowsensor-engine -ctrl-config /usr/local/
tet-netflow/conf/tet-controller.conf -upgrade-script /usr/local/tet-netflow/scripts/check_config_update.sh -service /usr
/local/tet-netflow/tet-netflowsensor -config /usr/local/tet-netflow/conf/tet-netflow.conf

root 27002 8 ©21:317 00:00:00 /usr/local/tet-netflow/tet-netflowsensor -config /usr/local/tet-netflow/
conf/tet-netflow.conf

root 27024 0 0 21:32 7?7 00:00:00 ps -ef

[root@esx-2106-ingest tetter]#

DFoa<y FEHEALT, T7I9A TV ADESEIERYP—EANLOu S 2 EKRTEE
—é—O

« /local/tetration/logs/tet-controller.log i, 777 A4 7> Aav ta—J0oa /2 F L%
—g—O

« docker exec <cid> cat /local/tetration/logs/tet-controller.log i, = *7 ¥ D¥%— A= k
n—=70u 7 zFKRLET,

» docker exec <cid> cat /local/tetration/logs/tet-netflow.log i, =7 X —E 2D 7%k
/?\‘ I./ i j‘o

« docker exec <cid> cat /local/tetration/logs/tet-ldap-loader.log 13, LDAP X v 7L a v ME
ROm 7 a2FKR LEY (LDAP #EKAS 21 7 Z IZH A Pl REZ2 5 8)

« docker exec <cid> cat /local/tetration/logs/check_conf_update.log (%, #HEHFDOR—V > 7
07 %FRLET (Ingest 7 774 T L ADARXT ZDGE)

N

FNYyHE—FK

GE¥)  SecureWorkload Tid, N6 T 2T T4 T UV ARLAX T INHEHE TN TEH—HDa

<2 RRFRIENTWET, OV TR, TS TnWbd —HEoa<w > K] 28 LT
TEEW

?f?%?yw%%ez:y%m%?&:*7&%%Ex®%7wwh®m¢VNwﬁ\%
WLV ESNTWET, F'EJL% }\7711/\/1>—74’ YITAIE, ==V b ET
Ry 7= RICRETILENDDIHAENDY £, ZhE1TH I, ﬁ%@77?4?yx/
o R ZTOUWT, Secure Workload 0)77 FATVAIaRxI 200 TRELZEEEG L TL

. ax9 4 |
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EEW, a7 ZORENTFINDL L, ar br—F L —E2ADMG DR 7 L~ L) HHT

ENFET, FFCHOVWTIE, e 7&El 2R L TLIEEN,

AR RATZ5— b

TTIAT AP — R CREREENRREET DL, ax 72T 7— MBERSNET,

JL ==
X JE

75—k

on

TITIAT LV AEARTEDT 77— FREICEY, 2—F =138 FERAR_U MIHLTT
F—"EERTEEST, 34V —2TiE, ZOFRTEICED ., BRENTWAT IS4 T %
RLaAR T FATHEMDOH BT XTOI A TDOT T — MDA £,

INTGA—BH 247

B8

Enable Alert Frv IRy A 77— N EAINTT HLEN
HDHINE DD,

)

(G¥)  EnableAlert @5 7 # /v MEIL true T,

108 : Secure Workload Data Ingest 7 754 7 VA TDT 57— FEREDRT

/7 CiscoTetratizn®  VIRTUAL APPLIANCE

®Default - & Monitoring ~ @ ~ #§ -

W You do not have an active icense. The evaluation period wil end on Thu Sep 10 2020 01:09:39 GMIT+0000.  Please notiy admin.
L 2
Tetration Data Ingest Appliance @  [{5IT3 Decommission
o
Checked In Registered Created

& Jun 112020 10:55:42 pm (PDT) Jun 112020 10:45:40 pm (PDT) Jun 112020 10:38:07 pm (PDT)
4 Connectors Info VM NTP Log Alert Troubleshoot
Q -

AnyConnect @

Enable Alert
= + Enable Another Connector
Cancel Config Creation Verify & Save Configs

»

7o—h34A47T

TITIAT AL ax I 2T, TI— A T1TH82 9,
AR HZDON_R—=TD [1EH (Info) | ¥ 7 THRATE X7,

N, TTIAT AL

a9 4R .
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109: 75— k1) R MEHR

Ciscoletratien”  CONNECTOR @ Default - % Monitoring ~ @ ~ &
You do not have an active license. The evaluation period will end on Thu Sep 10 2020 01:09:39 GMT+0000. Please notify admin.

AnyConnect & < Browse Connectors

Info IP bindings Endpoint Workdload AD Log Alert Troubleshoot
Collect telemetry data from Cisco AnyGennect Network Visibility Module (NVM).
AnyConnect NVM provides visibility and monitoring of endpoint and user behavior both on and off premises. It
sends host, interface, and flow records in IPFIX format to a collector (e.g., AnyConnect connector). AnyConnect
connector registers each AnyConnect endpoint as an agent within Tetration and provide insight of the endpoint
network behavior.
Alerts:
1. AnyConnect is down
AnyConnect [& 2. CPU/Memory usage is too high
3. Gan not connect to LDAP server

Enabled on June 11, 2020

3£ Tetration Data Ingest Appliance

FISATUORIARTEZEDY

Z DT T — M Cisco Secure Workload TT7 7T A T L A/ R 7 X ZFNENING D/N— K E—

k7

SRBELTWDTEDOWIL, TTIAT R (Fleldaxs #) BE T L TOWD RN B 5

GElZER SN ET,

TI—b TXAN :<TTIAT U A/ARTHE>D/N—FE—= BB EHA, T LT
HAHEMEDN®H W 97, (Missing <Appliance/Connector> heartbeats, it might be down.)

HRE &
M:34298890075—+

= im
@ CiscoTetrati#n®  CURRENT ALERTS ®Defaut ~ @ Monitoring ~ @ ~ &5 ~
i You do not have an active license. The evaluation period will end on Thu Sep 10 2020 01:09:39 GMT+0000. Please notify admin.

£

Alerts configuration &

Filters @ Status = AGTIVE

Event Time Status Alert Text Severity Type Actions

11:25 PM ACTIVE Missing AnyConnect heartbeats, it might be down HIGH CONNECTOR 70

Details

Appliance ID  5ee314bf1bi0541577c6349e
Appliance Ip  172.29.142.63

Deep Link marge.tetratio com/#/connecto YCONNEGT?Id=5ee31605411a65ca2d8f21d
Last Checkin At Jun 12 2020 06.10.51 AM UTGC
Name ANYCONNECT
Type ANYGONNECT

Sral S 1= Secure Workload k287 75 4 7 > R : Secure Workload Ingest 3 J2 UF Secure Workload
Edge

HFriEnt=aRry 4 . TC

. ax9 4
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775472 Eaxs 427 anEmRE [

TISAT7URERIZIRI A AT LDERE

TTIAT A (BXaxs %) OvATAMERAER (CPU, AEY, BIOT 4 A7) »
0% xHZDHE, ZOERT 77— MREKSI, EINLIZV AT LAAWET 7747 A (B
FWERIFaxI %) PEELAF L TCWAEZLE2RLET, T IAT AL aRxT ANK
BOWET 77 4 T ATV AT AT Y —ZAD90% LU FLEHEBETAHZLRHY FETH, =
NITIEHR TY,

TI=R TXRADN :<TTITAT U A/ART Z>TO<EF>ED CPU/AE /T 4 A7 AR
NETEET,

BERE 5

M: AR ZLRATLOBRENGT EEHHEDNT 5 —H

(@ CiscoTetratizn™  CURRENT ALERTS ®Defaut ~ % Monitoring ~ @ ~

lal You do not have an active license. The evaluation period will end on Thu Sep 10 2020 01:08:39 GMT+0000. Please notify admin

&
®  Alerts Configuration &

0] Filters © Status = ACTIVE ‘ |
@

Event Time Status Alert Text Severity Type Actions
P

12:51 AM ACTIVE 5.55% of MEMORY usage on AnyGonnect is too high HIGH CONNEGTOR =0
o Details
=

Appliance ID  5ee314bf1bf0541577c6349e

&

Appliance Ip  172.29.142.63
Deep Link  marge. com/#/connecto NYCONNECT?id=5ee316105411a65cazd8f2fd

Last Checkin At Jun 12 2020 07.51.27 AM UTG
Name ANYCONNECT
Type ANYGONNECT

2 ml & iz Secure Workload k287 75 4 7 > R : Secure Workload Ingest 3 J2 U Secure Workload
Edge

HAENEART S ST

AR FERITS—

IR ZORERD DR DO — N—ICHRTE WS, 207 7 — M, KREINTRE
B SMToAERICIEN 2D 5 2 Z & 2R 72O SV E T, 72 & 21X, AnyConnect
SR 7 FIILDAPHERRZBUS L, RERAREE L TP AND 2 ENTE 428, @H OfRED
2, HERDNERNC R D FREMERH D £, ZOTIF—hE, 2OV F VA E2F¥ I F v L,
REEFTHODEIET 7Y a v e a—F—NETTIMERNDHD A2 R LTHET,

77— b7 %A b 1 <Appliance/Connector> ¥ —/N— |5t T E £ A, <Appliance/Connector>
MR AR LT 7E S0y,

AR &,

H—s\— I S

LDAP H—/3— AnyConnect, F5, ISE, WDC

a9 4R .
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B =xrs2u7s—roum

H—/\— aARI AR

ISE #—/3— ISE

ServiceNow F—/3— ServiceNow

M2:BRAT—FAIS—DT75—F
@ CiscoTetratizn  GURRENT ALERTS ® Defaurt ~

@ Monitoring ~ @~ % v

[ You do not have an active license. The evaluation period wil endl on Thu Sep 10 2020 01:09:39 GMT+0000. Please notify admin.

Alerts Configuration &

o Filters @ Status = ACTIVE
@

Event Time Status Alert Text Severity Type Actions
&

11:00 PM ACTIVE Can't connect to LDAP server, please check LDAP config HIGH CONNECTOR 0
Y Details
=

Appliance ID  See314bfibi0541577c63498

»

Appliance Ip  172.29.142.63

Deep Link  marge. ' ONNECT?id=56e31610541 1a65ca2d8i2id
Last Gheckin At Jun 12 2020 06.00.51 AM UTG
Name ANYCONNECT
Reason  Invaiid Credentials Original Error Text LDAP Result Code 49 Invalid Credentials 80090308 Ldap Err DSID 0
C 090446 Comment Accept Security Context Error Data 52 E V 2580
Type  ANYCONNECT

Fral S TLVS Secure Workload fR#87 75 4 7 > X : Secure Workload Ingest 3 & OF Secure
Workload Edge

RIS TS ORI 4 : AnyConnect, F5, ISE, WDC. ServiceNow,

x99 2 U1 75— DA

R 113: 3942 UI75— DM

Details

Appliance ID  5ee314bfibf0541577c6349¢
Appliance Ip  172.29.142.63
Deep Link  marge.tetrationanalytics.com/#/connectors/details/ANYCONNECT?id=5ee3161054 11a65ca2d8f2fd
Last Checkin At Jun 12 2020 06.56.28 AM UTG
Name ANYCONNECT
Reason Invalid Credentials Original Error Text LDAP Result Code 49 Invalid Credentials 80090308 Ldap Err DSID 0
C 090446 Comment Accept Security Context Error Data 52 E V 2580
Type ANYCONNECT

. ax9 4 |
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75—+ |

77— MEEHH
— X7 T T — MG L 7 ¢ — L FIZEAT B RICHOVW TR, [HEET 7— MidE] 2280
TLZEVY, alert details 7 ¢ —/V RlIEL SN TR, ax7ET7 77— DORDOYT 7 41—

VR EENET,
J4—ILF RAT BILL]

TIIA T AID SCFH TIIA T AID

TIIAT AP el TIIAT AP

Connector ID pezil Connector ID

ax s X IP el ax s X IP

FA—=T VY NANR—=Y TTITAT VAR/ART B R—
IV HEAL LT b

AT = 7 A IR el BAET = > 7 A L REE

Name String TFIAT R ART BE

I (Reason) peE2l TTITAT AR T AN
Cisco Secure Workload|Z #5#5¢ C
X 7p\WELH

Type CFH TTIAT A ARy B O
i

77— ~OFHDH

alert_details 7% json (SCFFIMb SN TWRW) & LTSNS &, RO XS0 £7,

"Appliance ID": "5f1£3d26d674b01832c6792a",
"Connector ID": "5flf3ed7baba512a70abeed3",

"Connector IP": "172.29.142.22",

"Deep Link":
"bingo.tetrationanalytics.com/#/connectors/details/F5?id=5f1f3ed47baba512a70abeed3",

"Last checkin at": "Aug 04 2020 20.37.33 PM UTC",

"Name": "F5",

"Reason": "Invalid Credentials (Original error text: LDAP Result Code 49 \"Invalid
Credentials\": )",

"Type": "F5"

}

| a9 4R .
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. Cisco Secure Firewall Management Center

Cisco Secure Firewall Management Center

Secure Workload & 3 A 2@ Secure Firewall (IHFF Cisco Firepower) DORE) ZHlAGHOE L Z &
T, UTZMMALIEEX 274 Y ) a—rva r2HBTEET,

s [B T AT —3 3 (Segmentation) ]

T7AT I —NR—=ZADEC T AT —va i, Y7 =T 2=V hBRA R
F—=ENTWRNWT =7 o —RZ#ELTCWET, -0, ZOFHEX =—Y= b
NR=Z2DT =70 —RIbHEHTEET, Xy V=V ICAD T T 4T Ry hT—
I D NI T v BIORY NU—JNOT—27a— RO T 7 40 v 72k L
T, SEIERFRV —ty NEBHENOASHEATEET,

o AR/ T

ARy FHHIE, Y7 b 2T 2=V 2 PR VA =L ENTNDHT—27 r—RI(Z
RAPIHH 27 5 (IPS) L BMLET, ZOHEEHBEHLT, EEOHL T 7 14>
IMT TV r—2a A ADZ EEIEET, BNy FREAFEIZ LY. Cisco Secure
Workload 1%, IPS ARV v —DERHIZHZE T & CVE Z FMC IZAB L £,

ZDOFAIZE Y Cisco Secure Workload |%, Cisco Secure Firewall Management Center - > A & >
AL > TEBL IS Cisco Secure Firewall Threat Defense  (IH#5 Firepower Threat Defense) 7 7

ATUA—NTEIT AT =2 a R —2HEMICEAB L OEHELE I, R > —3H
HICHERT S AL, 77V =2 a VREOEEIS T, AV =M@+ 2 —E0 U —7 n—
RIS S E T,

Fy NT—=T A4 _UMNVIE, 87 AV T—2a R —0X—X & 72 5 Cisco Secure Workload
AN R TANZZ RS> THCERSNLET, Xy V=27 TU—27 n— R38N, £
B FEIFHIBRE LD & Cisco Secure Firewall Management Center NOD X A ;I v 7 47V =
2 k73 Cisco Secure Workload (2 X 0 HEICHEFrENE S, xHnd 27783y be—b
=L, TNOEDHEAFTI v ATy MIESEET, BHSNERY O —OET LT
T, BELRIS D Cisco Secure Firewall Threat Defense  (IHFR Firepower Threat Defense, FTD) 7
A AN HERIIZHER &4 E 7, Cisco Secure Firewall Management Center CZ° 5 % F B 3%
VENTH D 8 A,

FEOFEM, Y AR—FSNTWDLT Ty 7 +—Aa fillR, WHORGO® Y b7 > 7FFIE,
NTTNYa—T 4 7R E, ZOFEICET 252 ERIZ OV TIE,  [Cisco Secure
Workload and Cisco Secure Firewall Management Center Integration Guide| ZZM L T 7230y,

TTIAT VAL AR I DT T— RTEICLY, 2—VF— T8 FEIERA MNIXLTT
S— EERTEFET, 34V —XTiE, ZOBREICED, BEENTWAT IS4 T A
RARX T HTHEEMEDOH BT XTOXATOT F— DAY F1,

. ax9 4
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| 2#x44%
75—+5247 |}

INTGA—RZ 247 B

Enable Alert Frv IRy TR 7T — M EAINIT D LB
HDHINE DD,

GE¥)  EnableAlert ®5 7 /v ME true T,

T . = S 5 — K2R T~
114 : Secure Workload Data Ingest 7 754 7V A TN T 5 — MERE DR

//7 CiscoTetrati¥n®  VIRTUAL APPLIANCE ®Default ~ & Monitoring + @ ~ @ -

w You do not have an active lcense. The evaluation period will end on Thu Sep 10 2020 01:09:39 GMT0000.  Please notfy admin.

Tetration Data Ingest Appliance & [acTive] Decommission
o
Checked In Registered Created
@ Jun 11 2020 10:55:42 pm (PDT) Jun 11 2020 10:45:40 pm (PDT) Jun 112020 10:38:07 pm (PDT)

& Gonnectors
a
AnyConnect @

= + Enable Another Gonnector

Ifo VM NTP  Llog  Alert  Troubleshoot

Enable Alert

Cancel Config Creation Verify & Save Configs.

75— h3A47T

TTIAT VAL aRrx I X TLL, TI— A TTERRDFES, Zhid, 777947 AL
ax I HZO_R—=TO [EH (Info) | ¥ 7 THERTEET,

115: 75— k1) R &R

= R i
@ CiscoTetratien”  CONNECTOR ®Defalt ~ G Monitoring ~ @ - & -
Ll ‘You do not have an active license. The evaluation period will end on Thu Sep 10 2020 01:09:39 GMT+0000. Please notify admin.
& AnyConnect @ < Browse Gonnectors
® Info IP bindings Endpoint Workdload AD Log Alert Troubleshoot
@
Collect telemetry data from Gisco AnyGonnect Network Visibility Module (NVM).
A AnyConnect NVM provides visibility and monitoring of endpoint and user behavior both on and off premises. It
sends host, interface, and flow records in IPFIX format to a collector (e.g., AnyGonnect connector). AnyConnect
& connector registers each AnyConnect endpoint as an agent within Tetration and provide insight of the endpoint
- network behavior.
N Alerts:
2 1. AnyConnect is down
AnyConnect [& 2. CPU/Memory usage is too high
I 3. Can not connect to LDAP server
Enabled on June 11, 2020
}

3£ Tetration Data Ingest Appliance

FISATOR[ARD AT
Z DT Z— M Cisco Secure Workload CTT7 7T A 7V A/ R 7 X ZFNENINGD/N— K E—
MRRBELTWDT=OIL, TTITAT A (Flzidaxr ) BET L TWDLARERNRS D
A AERENET,

| a9 43 .
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77— THRAN <TTFIAT UA/ARTE>DN— M= BB EHA, ¥T7 LT

DLAREMENH D £77,
BERE &
R116: a9 289 D7 5—k

(Missing <Appliance/Connector> heartbeats, it might be down.)

@ CiscoTetratizn’  CURRENT ALERTS ®Default @ Monitoring - @ -
L ‘You do not have an active license. The evaluation period will end on Thu Sep 10 2020 01:09:39 GMT+0000. Please notify admin.
Alerts Configuration &
© Filters @ Status = ACTIVE | Filter Alerts |
@
Event Time Status Alert Text Severity Type Actions
A
11:25 PM ACTIVE Missing AnyConnect heartbeats, it might be down HIGH CONNECTOR 0
o Details
=
Appliance ID  5ee314bf1bf0541577c6349e
& Appliance Ip  172.29.142.63
Deep Link  marge. com/#fconnectol NYGONNECT?Id=5e6316f05411a65ca2d8f2fd
Last Gheckin At Jun 12 2020 06.10.51 AM UTC
Name ANYGONNECT
Type  ANYCONNECT

] &tz Secure Workload {R 487 75 4 7 > X : Secure Workload Ingest 35 & O Secure Workload

Edge
RSO R F  TT

FISATUREEARY 8 LR T LOFEREE

TTIAT A (BXaxs %) OVATAMERAER (CPU, AEY, BIXOT 4 A7) »
W% 5Bz AL, ZOFHRT T — MBERIN. BIMLEV AT AEARET F5A4 T2 (B
FWERIT R ) PEELEL CWDLZ a2 R LET, TTXIAT AL axT INK

BOWNHET 77 4T A IV AT LAYV —ZAD90% LI EEZHETAZENH Y F97,

AUTIEH TY,

-
—

TI—=RTXARN <TTITAT U A/ART H>TO<HT>HD CPU/ AT /T 4 AT FERAR

NETEES,
ERE &

. ax9 4
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axvsmzs— ||

M7: 379 3 RATLOERENSTEEHEEDTI—+

=
(@ CiscoTetratin”  CURRENT ALERTS ®Default - @ Monitoring ~ @ ~ @8 -
L You do not have an active license. The evaluation period will end on Thu Sep 10 2020 01:09:39 GMT+0000. Please notify admin.
Alerts configuration &
v Filters @ Status = ACTIVE ‘ |
@
Event Time Status Alert Text Severity Type Actions
PAS
12:51 AM ACTIVE 5.55% of MEMORY usage on AnyConnect is too high HIGH CONNECTOR 70
= Details
b d
Appliance ID  5ee314bf1bf0541577c6349e
& Appliance Ip  172.29.142.63
Deep Link  marge. com/#/connecto NYGONNECT?id=5ee316105411a65ca2d812fd

Last Checkin At
Name

Type

Jun 12 2020 07.51.27 AM UTC
ANYCGONNECT
ANYGONNECT

] & fut= Secure Workload {R 487 75 4 7 > X : Secure Workload Ingest 35 & O Secure Workload

Edge

HFalEhfzaxro42 . C

IR T H ORERD DB A D — N —ZHER CE WA, 207 7 — MI, ARSI TE
B ST RRICIBTER RN B 5 Z & AT eIz AR S vE T, 72 & 21X, AnyConnect
a %7 ZIXLDAPHERR Z UG L, A RIEL CZ T AND Z N TE 908, @HE O#BR/ED
W2, HERRDN IR D AREMER SV T, ZOTT—MEI, ZOVFIFEXY T F L,
EEHTDEODBEIET 7 v a v ea—Y—RNETTI0ERHDLZ LR LTHNET,

77— ~7 %X I : <Appliance/Connector> P —/S—(Z#zfi T & £ A, <Appliance/Connector>
MR AR L T ZaV,

HAE &, K

H—/\—

I SR

LDAP #—/3—

AnyConnect, F5, ISE. WDC

ISE H—/"— ISE
ServiceNow H—/3— ServiceNow

a9 4R .
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118: BRERAT—FAIS—DT5—+

@ CiscoTetratizn’  CURRENT ALERTS
w
& plerts Configuration &

© Filters @ Status = ACTIVE

@

Event Time Status Alert Text
&

11:00 PM ACTIVE Can't connect to LDAP server, please check LDAP config
& Details
4

Appliance ID  See314bf1bi0541577c63498

»

a9y 43 |

®Default + @ Monitoring ~ @ ~

You do not have an active license. The evaluation period will endl on Thu Sep 10 2020 01:09:39 GMT+0000. Please nofify admin.

Appliance Ip  172.29.142.63

Type Actions

CONNECTOR 0

Deep Link  marge.tetrationanalytics.com/#/connectors/details/ANYGONNEGT?id=5ee3 1610541 1a65cazdst2id

Last Checkin At Jun 12 2020 06.00.51 AM UTC
Name ANYCONNECT

Reason  Invalid Gredentials Original Error Text LDAP Result Code 49 Invalid Credentials 80090308 Ldap Err DSID 0

C 090446 Comment Accept Security Context Error Data 52 E V 2580

Type  ANYGONNEGT

FFRI SN TLVS Secure Workload {R#87 754 7 > X : Secure Workload Ingest 33 J2 UF Secure

Workload Edge

RIS TS O RY 42 : AnyConnect, F5, ISE, WDC, ServiceNow,

A% U7 5— ~DEFH

119: 319 % U7 5— bDFFH

Appliance ID

Appliance Ip
Deep Link

Last Checkin At
Name

Reason

Type

75— 40

— BT T — Mg L 7 0 — L RICET BB HIZ VT,
TL &V, alert details 7 4 —/L Rt b s TR0,

VEBEERET,

Details

5ee314bf1bf0541577c6349e
172.29.142.63

marge.tetrationanalytics.com/#/connectors/details/ANYCONNECT?id=5ee3161054 11a65ca2dsf2fd

Jun 12 2020 06.56.28 AM UTC
ANYCONNECT

@ -

Invalid Gredentials Original Error Text LDAF Result Gode 49 Invalid Gredentials 80090308 Ldap Err DSID 0
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"Appliance ID": "5f1£3d26d674b01832c6792a",
"Connector ID": "5flf3ed7baba512a70abeedl",

"Connector IP": "172.29.142.22",
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